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Abstract

Thi s docunent specifies the protocol used by an IPv6 router to

di scover the presence of nulticast listeners (that is, nodes w shing
to receive nulticast packets) on its directly attached links, and to
di scover specifically which nulticast addresses are of interest to

t hose nei ghboring nodes. This protocol is referred to as Milticast

Li stener Discovery or MLD. MD is derived fromversion 2 of |IPv4d's
Internet Group Managenent Protocol, |GWv2. One inportant difference
to note is that M.D uses |ICVMPv6 (I P Protocol 58) nessage types,

rather than IGW (I P Protocol 2) nessage types.

1. Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ KEYWORDS] .

2. Introduction

The purpose of Miulticast Listener Discovery (MD) is to enable each

| Pv6 router to discover the presence of nulticast listeners (that is,
nodes wi shing to receive nulticast packets) on its directly attached
links, and to discover specifically which nmulticast addresses are of
interest to those neighboring nodes. This information is then
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provi ded to whi chever mnulticast routing protocol is being used by the
router, in order to ensure that multicast packets are delivered to
all links where there are interested receivers.

M.D is an asynmmetric protocol, specifying different behaviors for

mul ticast |listeners and for routers. For those nulticast addresses
to which a router itself is listening, the router perforns both parts
of the protocol, including responding to its own nessages.

If a router has nore than one interface to the sane link, it need
performthe router part of M.D over only one of those interfaces.

Li steners, on the other hand, nust performthe |listener part of MD
on all interfaces fromwhich an application or upper-Ilayer protocol
has requested reception of nulticast packets.

3. Message For mat

M.D is a sub-protocol of ICWMPv6, that is, MD nessage types are a
subset of the set of |ICMPv6 nmessages, and M.D nessages are identified
in | Pv6 packets by a precedi ng Next Header value of 58. Al MD
nmessages described in this docunent are sent with a |link-Iocal |Pv6
Source Address, an IPv6 Hop Linmit of 1, and an I Pv6 Router Alert
option [ RTR-ALERT] in a Hop-by-Hop Options header. (The Router Alert
option is necessary to cause routers to exam ne M.D nessages sent to
mul ti cast addresses in which the routers thensel ves have no
interest.)

M.D nessages have the follow ng format:
0 1 2 3

01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Type | Code | Checksum |
i T i i e S I ih s o S S ™
| Maxi mum Response Del ay | Reserved |

T T S i S S S S S i Sl S S S S S A

I I
+ +
| _ |
+ Mul ticast Address +
I I
+ +
I I
+- +

T S S T S S i T Sl S S S ik T o
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3.1. Type
There are three types of M.D nessages:
Mul ticast Listener Query (Type = decinmal 130)
There are two subtypes of Milticast Listener Query nessages:
- Ceneral Query, used to learn which nulticast addresses have
listeners on an attached |i nk.
- Multicast-Address-Specific Query, used to learn if a

particular nulticast address has any |isteners on an attached
l'i nk.

These two subtypes are differentiated by the contents of the
Mul ticast Address field, as described in section 3.6.

Mul ticast Listener Report (Type = decinmal 131)
Mul ticast Listener Done (Type = decimal 132)

In the rest of this docunent, the above nessages types are referred
to sinmply as "Query", "Report", and "Done".

3.2. Code
Initialized to zero by the sender; ignored by receivers.
3.3. Checksum

The standard | CMPv6 checksum covering the entire M.D nessage plus a
"pseudo- header" of |Pv6 header fields [ICMPV6, | Pv6].

3.4. Maxi num Response Del ay

The Maxi mum Response Delay field is neaningful only in Query
nmessages, and specifies the maxi mum all owed del ay before sending a
respondi ng Report, in units of mlliseconds. 1In all other nessages,
it is set to zero by the sender and ignored by receivers.

Varying this value allows the routers to tune the "l eave |atency”
(the tinme between the nonment the |ast node on a |link ceases |istening
to a particular multicast address and nmorment the routing protocol is
notified that there are no |onger any listeners for that address), as
di scussed in section 7.8. It also allows tuning of the burstiness of
M.D traffic on a link, as discussed in section 7.3.
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3.5. Reserved
Initialized to zero by the sender; ignored by receivers.
3.6. Muilticast Address

In a Query nessage, the Multicast Address field is set to zero when
sending a General Query, and set to a specific IPv6 nulticast address
when sending a Mul ticast-Address-Specific Query.

In a Report or Done nessage, the Multicast Address field holds a
specific IPv6 nmulticast address to which the nessage sender is
listening or is ceasing to |isten, respectively.

3.7. Oher fields

The length of a received M.D nessage is conputed by taking the |IPv6
Payl oad Length val ue and subtracting the I ength of any |IPv6 extension
headers present between the |Pv6 header and the M.D nessage. |f that
length is greater than 24 octets, that indicates that there are other
fields present beyond the fields described above, perhaps bel ongi ng
to a future backwards-conpatible version of MD. An inplenentation
of the version of M.D specified in this docunment MJUST NOT send an M.D
nmessage | onger than 24 octets and MJUST ignore anything past the first

24 octets of a received M.D nessage. 1In all cases, the M.D checksum
MJST be conputed over the entire M.D nmessage, not just the first 24
octets.

4. Protocol Description

Note that defaults for tinmer values are described later in this
docunent. Tinmer and counter nanes appear in square brackets.

Routers use MLD to |l earn which nmulticast addresses have |listeners on
each of their attached links. Each router keeps a list, for each
attached link, of which nmulticast addresses have |listeners on that
link, and a tiner associated with each of those addresses. Note that
the router needs to learn only that listeners for a given multicast
address are present on a link; it does NOT need to learn the identity
(e.g., unicast address) of those listeners or even how nany listeners
are present.

For each attached link, a router selects one of its |link-1ocal

uni cast addresses on that link to be used as the | Pv6 Source Address
in all MD packets it transmts on that |ink
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For each interface over which the router is operating the M.D
protocol, the router nust configure that interface to listen to al
link-layer multicast address that can be generated by |Pv6

mul ti casts. For exanple, an Ethernet-attached router nust set its

Et hernet address reception filter to accept all Ethernet nulticast
addresses that start with the hexadeci mal value 3333 [IPv6-ETHER]; in
the case of an Ethernet interface that does not support the filtering
of such a range of multicast address, it nmust be configured to accept
ALL Ethernet nulticast addresses, in order to neet the requirenents
of M.D.

Wth respect to each of its attached Iinks, a router may assume one
of two roles: Querier or Non-Querier. There is normally only one
Querier per link. Al routers start up as a Querier on each of their
attached links. |If a router hears a Query nessage whose | Pv6 Source
Address is nunerically less than its own sel ected address for that
link, it MJUST become a Non-Querier on that link. |If [Qher Querier
Present Interval] passes without receiving, froma particul ar
attached link, any Queries froma router with an address |ess than
its owmn, a router resunmes the role of Querier on that link

A Querier for alink periodically [Query Interval] sends a Ceneral
Query on that link, to solicit reports of all nulticast addresses of
interest on that link. On startup, a router SHOULD send [Startup
Query Count] Ceneral Queries spaced closely together [Startup Query
Interval] on all attached links in order to quickly and reliably

di scover the presence of multicast |isteners on those |inks.

General Queries are sent to the link-scope all-nodes nulticast
address (FF02::1), with a Miulticast Address field of 0, and a Mximum
Response Del ay of [Query Response Interval].

When a node receives a CGeneral Query, it sets a delay tiner for each
mul ticast address to which it is listening on the interface from
which it received the Query, EXCLUDI NG the |ink-scope all-nodes
address and any nulticast addresses of scope O (reserved) or 1
(node-local). Each timer is set to a different random val ue, using
t he hi ghest clock granularity avail able on the node, selected from
the range [0, Maxi mum Response Del ay] with Maxi num Response Del ay as
specified in the Query packet. |If a tiner for any address is already
running, it is reset to the new randomvalue only if the requested
Maxi mum Response Delay is |less than the remaining val ue of the
running tinmer. |If the Query packet specifies a Maxi num Response
Del ay of zero, each tinmer is effectively set to zero, and the action
specified below for tinmer expiration is perforned i mediately.
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When a node receives a Milticast-Address-Specific Query, if it is
listening to the queried Milticast Address on the interface from
which the Query was received, it sets a delay timer for that address
to a random val ue sel ected fromthe range [0, Maxi num Response

Del ay], as above. |If a tiner for the address is already running, it
is reset to the new randomvalue only if the requested Maximum
Response Delay is | ess than the remaining value of the running timer
If the Query packet specifies a Maxi num Response Del ay of zero, the
timer is effectively set to zero, and the action specified bel ow for
timer expiration is perforned i mediately.

If a node’'s timer for a particular multicast address on a particul ar
interface expires, the node transmits a Report to that address via
that interface; the address being reported is carried in both the

| Pv6 Destination Address field and the ML.D Mul ticast Address field of
the Report packet. The IPv6 Hop Linmt of 1 (as well as the presence
of a link-local IPv6 Source Address) prevent the packet from

travel ing beyond the link to which the reporting interface is
attached.

If a node receives another node's Report froman interface for a
mul ti cast address while it has a tinmer running for that same address
on that interface, it stops its timer and does not send a Report for
that address, thus suppressing duplicate reports on the |ink

Wien a router receives a Report froma link, if the reported address
is not already present in the router’s list of nulticast address
having listeners on that link, the reported address is added to the
list, its tiner is set to [Multicast Listener Interval], and its
appearance i s made known to the router’s nulticast routing conmponent.
If a Report is received for a nulticast address that is already
present in the router’s list, the tinmer for that address is reset to
[Multicast Listener Interval]. |If an address’s timer expires, it is
assunmed that there are no longer any listeners for that address
present on the link, so it is deleted fromthe list and its

di sappearance is made known to the nulticast routing conmponent.

When a node starts listening to a nulticast address on an interface,
it should inmmedi ately transmt an unsolicited Report for that address
on that interface, in case it is the first listener on the link. To
cover the possibility of the initial Report being | ost or damaged, it
is recormended that it be repeated once or twi ce after short del ays
[Unsolicited Report Interval]. (A sinple way to acconplish this is
to send the initial Report and then act as if a Muilticast-Address-
Specific Query was received for that address, and set a timer
appropriately).
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Wien a node ceases to listen to a nmulticast address on an interface,
it SHOULD send a single Done nessage to the |link-scope all-routers
mul ti cast address (FF02::2), carrying in its Milticast Address field
the address to which it is ceasing to listen. |[|f the node’s npst
recent Report nessage was suppressed by hearing anot her Report
message, it MAY send nothing, as it is highly likely that there is
another listener for that address still present on the same link. If
this optimzation is inplenmented, it MJST be able to be turned off
but SHOULD default to on.

Wien a router in Querier state receives a Done nessage froma |ink

if the Multicast Address identified in the nmessage is present in the
Querier’s list of addresses having |listeners on that link, the
Querier sends [Last Listener Query Count] Muilticast-Address-Specific
Queries, one every [Last Listener Query Interval] to that nulticast
address. These Ml ticast-Address-Specific Queries have their Mximm
Response Delay set to [Last Listener Query Interval]. |If no Reports
for the address are received fromthe link after the response del ay
of the last query has passed, the routers on the link assune that the
address no longer has any listeners there; the address is therefore
deleted fromthe list and its di sappearance is made known to the
mul ti cast routing conponent. This process is continued to its
resolution (i.e. until a Report is received or the |last Milticast-
Address-Specific Query is sent with no response) despite any
transition from Querier to Non-Querier on this |ink

Routers in Non-Querier state MJST i gnhore Done nessages.

When a router in Non-Querier state receives a Milticast-Address-
Specific Query, if its tiner value for the identified rmulticast
address is greater than [Last Listener Query Count] tines the Mxinmm
Response Del ay specified in the nessage, it sets the address’s tiner
to that latter val ue.

5. Node State Transition D agram

Node behavior is nore formally specified by the state transition
di agram bel ow. A node may be in one of three possible states with
respect to any single IPv6 nulticast address on any single interface:

"Non-Li stener" state, when the node is not listening to the address
on the interface (i.e., no upper-layer protocol or application has
requested reception of packets to that rnulticast address). This
is the initial state for all nulticast addresses on al
interfaces; it requires no storage in the node.
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- "Del aying Listener" state, when the node is listening to the
address on the interface and has a report delay tinmer running for
t hat address.

"Idle Listener" state, when the node is listening to the address on
the interface and does not have a report delay timer running for
t hat address.

There are five significant events that can cause M.D state
transitions:

"start |istening" occurs when the node starts listening to the
address on the interface. |t may occur only in the Non-Listener
state.

"stop listening" occurs when the node stops listening to the
address on the interface. It may occur only in the Del aying
Li stener and ldle Listener states.

"query received" occurs when the node receives either a valid
CGeneral Query nessage, or a valid Milticast-Address-Specific Query
nessage. To be valid, the Query nmessage MJST conme froma |ink-
| ocal I Pv6 Source Address, be at |east 24 octets |long, and have a
correct MLD checksum The Multicast Address field in the M.D
nessage nust contain either zero (a General Query) or a valid
nmul ti cast address (a Multicast- Address-Specific Query). A
General Query applies to all mnulticast addresses on the interface
fromwhich the Query is received. A Milticast-Address-Specific
Query applies to a single nmulticast address on the interface from
which the Query is received. Queries are ignored for addresses in
the Non-Listener state.

"report received" occurs when the node receives a valid M.D Report
nessage. To be valid, the Report nessage MJUST cone froma |ink-
| ocal I Pv6 Source Address, be at |east 24 octets |long, and have a
correct MLD checksum A Report applies only to the address
identified in the Multicast Address field of the Report, on the
interface fromwhich the Report is received. It is ignored in the
Non- Li stener or ldle Listener state.

"timer expired" occurs when the report delay tinmer for the address

on the interface expires. It may occur only in the Del aying
Li stener state.
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Al'l other events, such as receiving invalid M.D nessages or M.D
nmessage types other than Query or Report, are ignored in all states.

There are seven possible actions that may be taken in response to the
above events:

- "send report" for the address on the interface. The Report nessage
is sent to the address being report ed.

- "send done" for the address on the interface. |If the flag saying
we were the last node to report is cleared, this action MAY be
ski pped. The Done nessage is sent to the link-scope all-routers
address (FF02::2).

- "set flag" that we were the |last node to send a report for this
addr ess.

- "clear flag" since we were not the last node to send a report for
thi s address.

- "start timer" for the address on the interface, using a delay val ue
chosen uniformy fromthe interval [0, Mxi num Response Del ay],
wher e Maxi mum Response Delay is specified in the Query. |If this
is an unsolicited Report, the tinmer is set to a delay val ue chosen
uniformy fromthe interval [0, [Unsolicited Report Interval] ].

- "reset timer" for the address on the interface to a new val ue,
using a delay value chosen uniformy fromthe interval [0, Maxinum
Response Del ay], as described in "start tinmer".

- "stop timer" for the address on the interface.

In all of the following state transition diagrans, each state
transition arc is |l abeled with the event that causes the transition,
and, in parentheses, any actions taken during the transition. Note
that the transition is always triggered by the event; even if the
action is conditional, the transition still occurs.
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stop |istening start listening stop listening

| (stop tiner,
| clear flag)

|
(stop tiner, | (send report, (send done if
send done if | set flag, flag set)
flag set) | start tiner)
I
I | <--------- I
I I I
| | <o |
| | guery received
| Del ayi ng | (start tinmer) Idl e
----3 Li st ener [-----mmmme e > Li st ener
I
I
I

I
I
I
| report received |
I
I
I

guery received | timer expired
(reset timer if | (send report,
Max Resp Del ay | set flag)
< current timer) |

The link-scope all-nodes address (FF02::1) is handled as a speci al
case. The node starts in Idle Listener state for that address on
every interface, never transitions to another state, and never sends
a Report or Done for that address.

M.D nmessages are never sent for nulticast addresses whose scope is O
(reserved) or 1 (node-local).

M.D nmessages ARE sent for nulticast addresses whose scope is 2

(l'ink-lTocal), including Solicited-Node rmulticast addresses [ ADDR-
ARCH] , except for the |ink-scope, all-nodes address (FF02::1).
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6.

Router State Transition D agram

Rout er behavior is nore formally specified by the state transition
di agrans bel ow.

A router nmay be in one of two possible states with respect to any
single attached I|ink:

"Querier", when this router is designated to transnit MD Queries
on this I|ink.

"Non- Querier", when there is another router designated to transnit
M.D Queries on this |ink.

The following three events can cause the router to change states:

"query tinmer expired" occurs when the timer set for query
transm ssion expires. This event is significant only when in the
Querier state.

"query received froma router with a lower |IP address" occurs when
a valid M.D Query is received froma router on the sanme link with
a |l ower |1 Pv6 Source Address. To be valid, the Query nessage MJST
cone froma link-local |IPv6 Source Address, be at |east 24 octets
| ong, and have a correct M.D checksum

"ot her querier present tiner expired" occurs when the tiner set to
note the presence of another querier with a |ower |IP address on
the Iink expires. This event is significant only when in the
Non- Queri er state.

There are three actions that may be taken in response to the above
event s:

"start general query timer" for the attached link to [ Query
Interval].

"start other querier present tiner" for the attached link to [Q her
Querier Present Interval].

"send general query" on the attached link. The General Query is
sent to the link-scope all-nodes address (FF02::1), and has a
Maxi mum Response Del ay of [Query Response Interval].
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gen. query timer |
expi red |

(send general query, |
|

I I
| Initial [---------------- >| |
--------- (send gen. q., | | start gen. q. tinmer)
start initial gen. qgq. | I e
timer) | Queri er |
I I
_____ | |<---
I I I I
I I I I
query received froma | | other querier
router with a | ower | | present tiner
| P address | | expired
(start other querier | | (send gen. query,
present tinmer) | | | start gen. q. tiner)
I I I
I I I
---->| Non - -
| Queri er
I
I

I I
| query received froma |
| router with a lower IP |
| address |
| (start other querier |
| present tinmer) |

A router starts in the Initial state on all attached |inks, and
i mediately transitions to Querier state.

In addition, to keep track of which nulticast addresses have
listeners, a router may be in one of three possible states with
respect to any single IPv6 nulticast address on any single attached
l'ink:

"No Listeners Present" state, when there are no nodes on the |ink
that have sent a Report for this multicast address. This is the
initial state for all nulticast addresses on the router; it
requires no storage in the router

"Li steners Present” state, when there is a node on the |ink that
has sent a Report for this nulticast address.
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- "Checking Listeners" state, when the router has received a Done
nessage but has not yet heard a Report for the identified address.

There are five significant events that can cause router state
transitions:

- "report received" occurs when the router receives a Report for the
address fromthe link. To be valid, the Report nessage MJST cone
froma link-local |IPv6 Source Address, be at |east 24 octets |ong,
and have a correct MD checksum

- "done received" occurs when the router receives a Done nmessage for
the address fromthe link. To be valid, the Done nessage MJST
cone froma link-local |IPv6 Source Address, be at |east 24 octets
| ong, and have a correct MD checksum This event is significant
only in the "Listerners Present” state and when the router is a

Queri er.

- "nul ticast-address-specific query received" occurs when a router
receives a Milticast-Address-Specific Query for the address from
the link. To be valid, the Query nessage MJST cone froma I|ink-
| ocal IPv6 Source Address, be at |east 24 octets |long, and have a
correct MLD checksum This event is significant only in the
"Li steners Present” state and when the router is a Non-Querier.

- "timer expired" occurs when the tiner set for a nulticast address
expires. This event is significant only in the "Listeners
Present" or "Checking Listeners" state.

- "retransmt tiner expired" occurs when the tinmer set to retransmt
a Multicast-Address-Specific Query expires. This event is
significant only in the "Checking Listeners" state.

There are seven possible actions that may be taken in response to the
above events:

"start timer" for the address on the link - also resets the tiner
toits initial value [Multicast Listener Interval] if the tiner is
currently running.

"start tinmer*" for the address on the link - this alternate action
sets the tiner to the mininumof its current value and either
[Last Listener Query Interval] * [Last Listener Query Count] if
this router is a Querier, or the Maxi mum Response Delay in the
Query nessage * [Last Listener Query Count] if this router is a
non- Queri er.
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- "start retransnit tiner" for the address on the link [Last Listener
Query Interval].

- "clear retransmt tinmer" for the address on the |ink.

- "send nul ticast-address-specific query" for the address on the
link. The Multicast-Address-Specific Query is sent to the address
bei ng queried, and has a Maxi mum Response Del ay of [Last Listener
Query Interval].

- "notify routing +" internally notify the multicast routing protocol
that there are listeners to this address on this |ink

- "notify routing -" internally notify the multicast routing protocol
that there are no longer any listeners to this address on this
l'i nk.

The followi ng state diagrans apply per group per link. There are two
di agranms; one for routers in Querier state and one for routers in
Non- Querier state. The transition between Querier and Non-Querier
state on a link is handled specially. Al groups on that link in "No
Li steners Present"” or "Listeners Present" states switch state
transition diagrans when the Querier/Non-Querier state transition
occurs. However, any groups in "Checking Listeners" state continue
with the sane state transition diagramuntil the "Checking Listeners”
state is exited. E. g. arouter that starts as a Querier, receives a
Done nessage for a group and then receives a Query froma router with
a |l ower address (causing a transition to the Non-Querier state)
continues to send mnulticast-address-specific queries for the group in
question until it either receives a Report or its tiner expires, at
which tinme it starts performng the actions of a Non-Querier for this

group.
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The state transition diagramfor a router in Querier state foll ows:

timer expired
(notify routing -)

report received
(notify routing +

I
I
I
I
I
Li steners |
I
I
I
I

Pr esent
-3 |
| _ |
| report received

| (start tiner)

Deeri ng,
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I
I
I
| No Listeners
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I
I
I

V

start tiner)

report received
(start tinmer,
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Li steners
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I
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The state transition diagramfor a router in Non-Querier state is
simlar, but non-Queriers do not send any nmessages and are only
driven by nessage reception

timer expired
(notify routing -)

I I

I I

| |timer expired

| No Listeners |[(notify routing -)
| Present | <-----vn--
I I
I I
I I
I I

--------- >
I I
I I
I I
I I
I I I
| | report received |
| | (notify routing +,

| | start tinmer) |
I I I

Comm e ==

I I I
| | report received |
| | (start tiner) |
| Li steners |
I I
I I

I
I
I
S LT | Checki ng |
Present ma-s query rec’'d | Li steners |
(start timer*) | |
----> | == >| I
I I I I I
| report received
| (start tinmer) |
7. List of tinmers and default val ues
Most of these timers are configurable. |[|f non-default settings are

used, they MJST be consistent anong all routers on a single link.
Not e that parentheses are used to group expressions to nake the
al gebra cl ear.

7.1. Robustness Variable

The Robustness Variable allows tuning for the expected packet |oss on
alink. If alink is expected to be |ossy, the Robustness Variable
may be increased. MD is robust to (Robustness Variable - 1) packet

| osses. The Robustness Variable MJUST NOT be zero, and SHOULD NOT be
one. Default: 2
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7.2. Query Interval

The Query Interval is the interval between General Queries sent by
the Querier. Default: 125 seconds.

By varying the [Query Interval], an administrator may tune the nunber
of M.D nessages on the link; l|arger values cause M.D Queries to be
sent less often

7.3. Query Response Interva

The Maxi mum Response Delay inserted into the periodic Genera
Queries. Default: 10000 (10 seconds)

By varying the [Query Response Interval], an adm nistrator may tune
the burstiness of M.D nessages on the link; |arger values nake the

traffic less bursty, as node responses are spread out over a |arger
interval. The nunber of seconds represented by the [ Query Response
Interval] nust be less than the [Query Interval].

7.4. Multicast Listener Interval

The Multicast Listener Interval is the amount of tine that nust pass
before a router decides there are no nore |listeners for an address on
a link. This value MJST be ((the Robustness Variable) tinmes (the
Query Interval)) plus (one Query Response Interval).

7.5. Oher Querier Present Interval
The Ot her Querier Present Interval is the length of time that nust
pass before a router decides that there is no | onger another router
whi ch shoul d be the querier on a link. This value MJST be ((the
Robust ness Variable) tines (the Query Interval)) plus (one half of
one Query Response Interval).

7.6. Startup Query Interva

The Startup Query Interval is the interval between General Queries
sent by a Querier on startup. Default: 1/4 the Query Interval

7.7. Startup Query Count
The Startup Query Count is the nunber of Queries sent out on startup

separated by the Startup Query Interval. Default: the Robustness
Vari abl e.
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7.8. Last Listener Query Interval

The Last Listener Query Interval is the Maxi mum Response Del ay
inserted into Milticast-Address-Specific Queries sent in response to
Done nessages, and is also the anobunt of tine between Milticast-
Addr ess- Specific Query nmessages. Default: 1000 (1 second)

This value may be tuned to nodify the "l eave | atency" of the link. A
reduced value results in reduced tinme to detect the departure of the
last |listener for an address.

7.9. Last Listener Query Count
The Last Listener Query Count is the nunber of Milticast-Address-
Specific Queries sent before the router assumes there are no
remaining listeners for an address on a link. Default: the
Robust ness Vari abl e.

7.10. Unsolicited Report Interval
The Unsolicited Report Interval is the tinme between repetitions of a
node’'s initial report of interest in a nulticast address. Default:
10 seconds.

8. Message Destinations

This information is provided el sewhere in the docunent, but is
sunmari zed here for conveni ence.

Message Type | Pv6 Destination Address

General Query I i nk-scope all-nodes (FF02::1)

Mul ti cast - Addr ess- Specific Query the multicast address being queried
Repor t the multicast address being reported
Done i nk-scope all-routers (FF02::2)

9. Security Considerations

We consider the ranmifications of a forged nessage of each type. Note
that the requirenment that nodes verify that the I Pv6 Source Address
of all received M.D nessages is a link-local address defends them
fromacting on forged M.D nessages originated off-1ink, so we discuss
only the effects of on-link forgery.
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Query nessage:

A forged Query nessage froma machine with a | ower |P address

than the current Querier will cause Querier duties to be

assigned to the forger. |If the forger then sends no nore Query
nessages, other routers’ OQther Querier Present tiner will time
out and one will resune the role of Querier. During this tine,

if the forger ignores Done nmessages, traffic mght flowto
addresses with no listeners for up to [Milticast Listener
Interval].

A forged Query nessage sent to an address with |isteners will
cause one or nore nodes that are listeners to that address to
send a Report. This causes a snmall anount of extra traffic on
the link, but causes no protocol problens.

Report message:

A forged Report message may cause routers to think there are
listeners for an address present on a |ink when there are not.
However, since listening to a nulticast address is generally an
unprivil eged operation, a local user may trivially gain the sanme
result w thout forging any nessages.

Done nessage:
A forged Done nessage will cause the Querier to send out
Mul ti cast- Address-Specific Queries for the address in question.
Thi s causes extra processing on each router and on each of the
address’s listeners, and extra packets on the |ink, but cannot
cause | oss of desired traffic.
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13.

Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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