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Abstract

Thi s docunent describes a secret-key cryptosystem M STY1, which is

bl ock cipher with a 128-bit key, a 64-bit block and a variabl e nunber
of rounds. |t docunents the algorithmdescription including key
schedul ing part and data random zing part.

1. Introduction

Thi s docunent describes a secret-key cryptosystem M STY1, which is

bl ock cipher with a 128-bit key, a 64-bit block and a variabl e nunber
of rounds. It is designed on the basis of the theory of provable
security against differential and |inear cryptanalysis, and noreover
it realizes high-speed encryption on hardware platforns as well as on
software environnents. As the result of weighing strength and speed,
8-rounds of M STY1l is recommended and used in nost cases.

Qur inplenentation shows that M STYL with eight rounds can encrypt a
data streamin CBC node at a speed of 57Mips and 40Mops on Penti um
I1/266MHz and PA- 7200/ 120MHz, respectively. For its hardware

perf ormance, we have produced a prototype LSI by a process of 0. 8-

m cron CMOS gate-array and confirnmed a speed of 512Mops.

2. Algorithm Description
Al gorithm[1] could be divided into two parts, nanely "key schedul i ng

part" and "data randoni zing part". Key scheduling part takes a 128-
bit input key and produces a 128-bit expanded key. Data randomi zi ng
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part takes a 64-bit input data and mxes it, namely encryption. |If
data randomi zing part is processed in reverse order, mixed data is
transformed to input data, namely decryption

2.1 Term nol ogy

Sonme operators are used in this docunment to describe the algorithm
The operator ‘+ indicates two's conplenent addition. The operator
“*' jndicates nultiplication. The operator ‘/’ yields the quotient,
and the operator ‘% yields the remainder fromthe division. The
operator ‘& indicates bitwi se AND operation. The operator ‘|’

i ndi cates bitwi se inclusive OR operation. The operator ‘'~ indicates
bi twi se exclusive OR operation. The operator ‘<< indicates bitw se
left shift operation. The operator ‘>> indicates bitw se right
shift operation.

2.2 Key Scheduling Part

Key scheduling part consists of the foll owi ng operations.

for i =0, ..., 7 do
EK[i] = K[i*2]*256 + K[i*2+1];

for i =0, ..., 7 do

begi n
EK[i+ 8] = FI(EK[i], EK[(i+1)%]);
EK[i +16] = EK[i+8] & Ox1ff;
EK[ i +24] = EK[i+8] >> 9;

end

Kis an input key, and each elenent of K, nanely K[i], holds an 8-bit
of the key, respectively. EK denotes an expanded key, and each
el enent of EK, nanmely EK[i], holds a 16-bit of the expanded key.

I nput data of K[0], ..., K[15] are copied to EK[O], ..., EK[7].
Expanded key is produced fromEK 0], ..., EK[7] by using function FI
and stored in EK[8], ..., EK[15]. Function FI is described in the

foll ow ng section.
2.3 Data Randoni zi ng Part

Dat a random zi ng part uses two kinds of function, which are called
function FO and function FL. Function FO calls another function

nanely FI. The key expansion part also uses function FI. Function
FI uses two S-boxes, nanely S7, S9. Each function is described as
foll ows.

Function FO takes two paraneters. One is a 32-bit width input data,
nanely FOIN. The other is an index of EK, nanely k. And FO returns
a 32-bit wdth data, nanmely FO_QOUT.
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FQFO IN, k)
begi n
var t0, t1 as 16-bit integer;
t0 = FO_IN >> 16;
tl FOIN & Oxffff;
t0 = t0 ™ EKK];
t0 = FI(t0, EK[(k+5)%8+8]);
to to ™ t1;
tl =t1 ™ EK (k+2) 98] ;

t1 = FI(t1, EK[(k+1)98+8]);
tl1 =tl1 ~ t0;

t0 = t0 A EK[ (k+7) 98] ;

t0 = FI(t0, EK[(k+3)9%8+8]);
t0 = t0 A t1;

tl =t1 ™ EK (k+4) 98] ;
FO QUT = (t1<<16) | tO;
return FO_QUT;

end.

Function FI takes two paraneters. One is a 16-bit width input data,
nanely FI _IN. The other is a part of EK, namely FI_KEY, which is
also 16-bit width. And FI returns a 16-bit width data, nanely

Fl _QUT.

FI(FI _IN, FI_KEY)

begi n
var d9 as 9-bit integer;
var d7 as 7-bit integer;

d9 = FI _IN >> 7;

d7 = FI _IN & Ox7f;

d9 = S9TABLE[ d9] ~ d7;

d7 = S7TABLE[d7] ~ d9;

( d7 = d7 & Ox7f; )

d7 = d7 ~ (FI _KEY >> 9);

d9 = d9 ~ (FI _KEY & Ox1ff);
d9 = S9TABLE[ d9] ~ d7;

FI _OUT = (d7<<9) | d9;
return FlI_QUT;
end.

S7TABLE and S9TABLE denote the S-boxes S7 and S9 respectively in

terms of |ook up table notation. Here are the description of S7TABLE
and SO9TABLE i n hexadeci mal notati on.
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S7TABLE:
0O 1. 2 3 4 5 6 7 8 9

00:
10:
20:
30:
40:
50:
60:
70:

1b
1f
Ob
Oe
19
59
01
50

32
24
46
55
12
48
6d
22

SOTABLE

000:
010:
020:
030:
040:
050:
060:
070:
080:
090:
0ao0:
0bO:
0cO:
0do:
0eO:
Of O:
100:
110:
120:
130:
140:
150:
160:
170:
180:
190:
1a0:
1b0:
1cO:
1dO0:
1e0:
1f O:

0

1c3
Oc7
14b
001
1d3
Oe7
047
13d
lel
065
109
Oc3
149
ofd
Obd
147
187
Oca
10d
00e
0d7
laa
141
072
1d5
018
13f

Obc
03d
1cO
1cb
078

33
13
20
09
65
03
6e
11

1
Ocb
14a
152
09d
0dd
16¢c
058
la7
169
068
090
1df
1c7
0f 6
122
05d
led
025
076
1f 0
Obb
143
03c
18a
03f
177
1c4
Oc2
1d1
0a9
136
000
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5a
6¢C
od
36
2f

57
63
06

2
153
037
1d2
0f 8
le2
Ob6
o7f
165
17d
099
19c
036
174
0a0
089
113
197
Oba
114
077
066
17b
1f 9
Oaa
1c9
064
12a
0c9
080
11d
17f
Oac

3b
37
7b
74
30
7c
18
47

10
2e
35
Oc
39
Af

77
16

3

17
3f

44
67
08
62
23
52

4

19f 1e3
07e
00f
1a0
128
0f 9
la4d
03b
031
150
1c1i
Oee
03e
16f
0d2
lcd
039
191
lab
04d
1ce
056
140
096
le7
Ocf
015
173
Oa8
1b0
046
110

Oeb
02b
16d
1e0
0d8
134
042
180
008
028
lee
13b
083
18f
079
1bf
Of e
075
17a
Of c
18d
02a
115
lac
06d
006
189
057
1la6
Oel
15e

54
4a
42
53
68
3c
05
4e

5
0e9
164
030
1f 3
Oec
151
129
Oda
10a
007
1b3
of 0
1b7
08a
012
161
1d7
013
10c
086
092
166
155
Oef
044
100
Of f
1f 5
1b9
Ocd
Ole
124

5b
5d
2b
28
5f

1d
26
71

M STY1

la
of

le
Oa
78
21
76
3e

6

Of b
193
13a

0

1c

059
101
084
192
094
17c
135
093
08e
156
033
1a5
027
106
le4d
08b
1c5
0d4

1

la

045
038
199
19b
074
162
0f 3
1dd
002

a
72
40
41
Te
2a
5e
00
69

7
035
1d8
Oeb5
146
091
14c
15d
Oce
1lda
Ob7
16a
049
1c6
09b
06a
179
18b
02f

159
0b3
06f

1fb
lal
07b
014
130
Oa6
1cc
148
05c
Oeb
1bc

b
73
56
14
38
4c
27
31
43

8
181
Oa3
111
07d
011
103
19d
Ocl
186
024
176
09a
Oae
13c
142
09e
Oc6
lad
054
171
016
14d
198
08d
Ob1
15a
043
1le6
0d9
102
137
Oa2
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c
6b
25
4b
02
64
6a
2d
34

d
2c
51
79
07
45
70
7a
5c

9

0b9
1le
138
0d1
12f
0b8
1b2
06b
13e
019
odf
1b6
010
107
Oed
1b4
09c
172
11f
Obf
O4a
194
0d5
145
16b
005
088
1a8
105
05b
1f a
Oea

e
66
1c
15
60
75
4d
7f
58

a
117
055
18e
082
026
154
1la3
09f

11c
Ode
1le5
069
095
167
170
Occ
0do
1db
04b
10e
Oal
19a
126
053
Oab
120
050
195
062
1d9
185
070

f
49
04
6f
29
3d
3a
61
7d

b
leb
02c
063
lea
Odc
12b
048
1f1
060
127
188
081
lef
098
11b
022
14e
OcO
Oc4
104
139
087
laf
05f
Ob5
1bb
15f
01f
O07a
144
08c
1f c

C
133
01d
Oe3
183
0bO
lae
07c
12c
175
0db
Ocb5
125
O4de
1d0
Oe2
132
06¢c
10b
1be
097
Oaf
1f 8
061
178
05a
1bd
1e8
041
021
1f 6
08f
116

Novenber

d
009
la2
Oc8
12d
18c
017
051
184
lcf
Oe4
16e
00b
of 2
1e9
14f
Ola
034
1d6
of 7
15b
of1
123
12e
0b2
182
01=10]
121
0]0]6|
1f f
Oad
040
15c

e
02d
163
1f 4
of 4
10f
071
1ca
Of a
067
1a9
1lde
05e
1fd
003
158
Oe8
1f 2
0f 5
029
160
190
Oa7
157
02e
1c8
04f
073
1ba
112
Oab
1b5
O4c

2000

f
0d3
118
01b
19e
1f 7
00c
023
196
119
052
1b1l
Ob4
085
1f e
131
004
O6e
lec
Oa4
168
00a
1b8
1dc
020
1d4
0d6
17e
032
108
03a
Obe
1c2
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Function FL takes two paraneters. One is a 32-bit data, namely
FL_IN.  The other is an index of EK nanely k. And FL returns a 32-
bit width data, namely FL_QUT.

FL(FL_IN, k)
begi n
var dO, dl1 as 16-bit integer
d0 = FL_IN >> 16;
dl = FL_IN & Oxffff;
if (k is an even nunber) then
dl =dl1 ~ (dO & EK[k/2]);
do = dO ~ (dl | EK[(k/2+6)9%8+8]);
el se
dl = dl ~ (dO & EK[((k-1)/2+2)98+8]);
do = d0 N (dl | EK[((k-1)/2+4)9%8]);
endi f

FL_OQUT = (dO0<<16) | d1
return FL_QUT;
end.

When the algorithmis used for decryption, function FLINV is used
i nstead of function FL.

FLINV(FL_IN, K)

begi n

var dO, dl1 as 16-bit integer

d0 = FL_IN >> 16;

dl = FL_IN & Oxffff;

if (k is an even nunber) then
do = dO ™ (dl | EK[(k/2+6)9%8+8]);
dl =dl1 ~ (dO & EK[k/2]);

el se
do = d0 ™ (dl | EK[((k-1)/2+4)9%8]);
dl = dl1 ~ (dO & EK[((k-1)/2+2)98+8]);

endi f

FL_OQUT = (dO0<<16) | d1
return FL_QUT;
end.

In nost cases, data random zing part consists of 8 "rounds". Round
contains the call of function FO  Additionally, even-nunber round

includes the calls of function FL. After the final round, FLs are

called again. The detail description is as follows.

64-bit plaintext Pis divided into the leftnost 32-bit DO and the
ri ghtnost 32-bit DI1.
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Il
DO
D1
D1
Il
DO
Il
DO
D1
D1
Il
DO
Il
DO
D1
D1
Il
DO
Il
DO
D1
D1
Il
DO
Il
DO
D1

nmn—>in~Nunnnonoiinils>nolil il NI EFEII 0o

r ound
FL(DO, 0);
FL(D1, 1);

DL A~ FQ(DO, 0);

r ound

DO A FQ(DL, 1);

r ound
FL(DO, 2);
FL(D1, 3);

DL A~ FQ(DO, 2);

r ound

D0 A FO(DL, 3);

r ound
FL(DO, 4);
FL(D1, 5);

DL A~ FQ(DO, 4);

r ound

DO A~ FQ(D1, 5);

r ound
FL(DO, 6);
FL(D1, 7);

DI A~ FQ(DO, 6);

r ound

DO A FQ(DL, 7);

nal
FL( DO, 8);
FL(D1, 9);

M STY1

Novenmber 2000

64-bit ciphertext Cis constructed fromDO and D1 as foll ow ng
operati on.

C = (D1<<32) | Do;

When data random zi ng part

be

DO
D1
DO
D1
DO
D1
DO
D1
DO
D1
DO
D1

executed in reverse order

C & Oxffffffff;

C >> 32;
FLI NV(DO, 8);
FLINV(D1, 9);

DO A FQ(DL, 7);
DL A~ FO(DO, 6);

FLI NV(DO, 6);
FLINV(DL, 7);

DO A~ FQ(D1, 5);
DL A~ FO(DO, 4);

FLI NV(DO, 4);
FLINV(D1, 5);

Chta & Mat sui

is used as decrypting operation, it should

| nf or mat i onal

The det ai l

description is as follows.

[ Page 6]



RFC 2994 M STY1 Novenmber 2000

DO = DO A~ FQ(D1, 3);
DL = DL ~ FO(DO, 2);
DO = FLINV(DO, 2);
DL = FLINV(DL, 3);
DO = DO A FO(DL, 1);
DL = DL A FO(DO, 0);
DO = FLINV(DO, 0);
DL = FLINV(DL, 1);

P = (D0<<32) | Di;
3. Object Identifier

The Cbject Identifier for MSTYLl in Cipher Bl ock Chaining (CBC) nobde
is as follows:

M STY1- CBC OBJECT I DENTIFIER :: =
{iso(1l) menber-body(2) jisc(392)
m t subi shi -el ectric-corporation(200011) isl(61) security(1)
algorithm(1l) symetric-encryption-algorithnm(1l) mstyl-cbc(1)}

M STY1- CBC needs Initialization Vector (IV) as |ike as other
al gorithms, such as DES-CBC, DES-EDE3-CBC and so on. To determ ne
the value of IV, MSTYl-CBC takes paraneter as:

M STY1-CBC Paraneter ::= 1V
where |V ::= OCTET STRING -- 8 octets.

When this Cbject lIdentifier is used, plaintext is padded before
encrypt it. At least 1 padding octet is appended at the end of the
pl aintext to make the length of the plaintext to the nmultiple of 8
octets. The value of these octets is as sane as the numnber of
appended octets. (e.g., If 5 octets are needed to pad, the value is
0x05.)

4. Security Considerations

The al gorithm which is described in this docunent, is designed in
consi deration of the theory of provable security against differenti al
cryptanalysis and |inear cryptanalysis [2][3][4]. According to the
recent result, when the algorithmconsists of 8 rounds, both
differential characteristic probability and liner characteristic
probability are 27-140. For reference, probabilities of DES are 2"-
62 and 2"-46, respectively.
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5.

7.

Legal |ssues

The algorithm description is applied for a patent in several

countries as PCT/JP96/02154. However, the algorithmis freely

avail abl e for academnmic (non-profit) use. Additionally, the algorithm
can be used for conmercial use without paying the patent fee if you
contract with Mtsubishi Electric Corporation. For nore informtion
pl ease contact at M STY@sl . nel co. co. | p.

Ref er ences

[1] ™M WMatsui, "New Bl ock Encryption Algorithm M STY", Fast Software
Encryption - 4th International Wrkshop (FSE 97), LNCS 1267,
Springer Verlag, 1997, pp.54-68

[2] K Nyberg and L.R Knudsen, "Provable Security Against a
Differential Attack", Journal of Cryptology, Vol.8, No.1, 1995,
pp. 27-37

[3] K. Nyberg, "Linear Approximation of Block C phers", Advances in
Cryptol ogy - Eurocrypt’94, LNCS 950, Springer Verlag, 1995,
pp. 439- 444

[4] M WMatsui, "New Structure of Block G phers with Provable
Security Against Differential and Linear Cryptanal ysis", Fast
Sof tware Encryption - Third International Wrkshop, LNCS 1039,
Springer Verlag, 1996, pp.205-218

Aut hor s’ Addr esses

H denori GChta
M t subi shi Electric Corporation, Information Technol ogy R&D Center
5-1-1 Ouna, Kanmekura, Kanagawa 247-8501, Japan

Phone: +81-467-41-2183
Fax: +81-467-41- 2185
EMai | : hidenori @ss.isl.nmelco.co.jp

M tsuru Matsu
M t subi shi Electric Corporation, Information Technol ogy R&D Center
5-1-1 Ouna, Kanmekura, Kanagawa 247-8501, Japan

Phone: +81-467-41-2181
Fax: +81-467-41- 2185
EMai | : matsui @ss.isl.nmelco.co.jp

OChta & Mat sui I nf or mat i onal [ Page 8]



RFC 2994 M STY1 Novenmber 2000

Appendi x A. Exanple Data of M STY1

Here is an exanpl e ciphertext of M STYl when the key and the
pl ai ntext are set as follow ng val ue.

Key: 00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff
Plaintext: 01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 10
Ci phertext: 8b 1d a5 f5 6a b3 dO 7c 04 b6 82 40 bl 3b e9 5d

In the above exanpl e, because the plaintext has a length of 128-bit,
M STY1 is used two tinmes to each 64-bit, nanely ECB node.

Fol | owi ng exanple is ciphertext of MSTY1l in CBC node.
Key: 00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff
| V: 01 02 03 04 05 06 07 08

Plaintext: 01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 10
Ci phertext: 46 1c le 87 9c 18 c2 7f b9 ad f2 d8 Oc 89 03 1f
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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