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Abstract
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virtual LANs (VLANs) to determine the validity of call connection
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1. Introduction

This meno is being distributed to nmenbers of the Internet community
in order to solicit reactions to the proposal s contai ned herein.
Whil e the specification discussed here nay not be directly rel evant
to the research problens of the Internet, it may be of interest to
researchers and inpl enmenters.

1.1 Data Conventions

The methods used in this nmeno to describe and picture data adhere to
the standards of Internet Protocol docunentation [RFCL700]. In
particul ar:

The convention in the docunentation of Internet Protocols is to
express nunbers in decimal and to picture data in "big-endian"
order. That is, fields are described left to right, with the nost
significant octet on the left and the | east significant octet on
the right.

The order of transm ssion of the header and data described in this
docurment is resolved to the octet level. \Wenever a diagram shows
a group of octets, the order of transm ssion of those octets is
the normal order in which they are read in English.

Whenever an octet represents a nuneric quantity the left nost bit
in the diagramis the high order or nost significant bit. That
is, the bit labeled 0 is the nost significant bit.
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Simlarly, whenever a nulti-octet field represents a nuneric
guantity the left nost bit of the whole field is the nost
significant bit. Wen a nulti-octet quantity is transmtted the
nost significant octet is transmtted first.
1.2 Definitions of Conmonly Used Terns

This section contains a collection of definitions for ternms that have

a specific nmeaning for the SFVLAN product and that are used

t hroughout the text.

Switch ID
A 10-octet value that uniquely identifies an SFVLAN switch within
the switch fabric. The value consists of the 6-octet base MAC
address of the switch, followed by 4 octets of zeroes.

Net wor k 1i nk

The physi cal connection between two switches. A network link is
associated with a network interface (or port) of a swtch.

Net wor k port
An interface on a switch that attaches to another swtch
Access port
An interface on a switch that attaches to a user endstation.
Port ID
A 10-octet value that uniquely identifies an interface of a
switch. The value consists of the 6-octet base MAC address of the
switch, followed by the 4-octet |ocal port nunber of the
i nterface.
Nei ghboring swit ches
Two switches attached to a common (network) 1ink
Call connection
A mapping of user traffic through a switch that correlates the

source and destination address pair specified within the packet to
an inport and outport pair on the swtch.
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Call connection path

A set of O to 7 network links over which user traffic travels
bet ween the source and destination endstations. Call connection
paths are selected froma list of alternate equal cost paths

cal cul ated by the VLS protocol [IDvlsp], and are chosen to | oad
bal ance traffic across the fabric.

I ngress switch

The owner switch of the source endstation of a call connection.
That is, the source endstation is attached to one of the |ocal
access ports of the switch.

Egress switch

The owner switch of the destination endstation of a cal
connection. That is, the destination endstation is attached to
one of the local access ports of the switch

| nternedi ate sw tches

Any switch along the call connection path on which user traffic
enters and | eaves over network links. Note that the follow ng
types of connections have no internedi ate swtches:

- Call connections between source and destination endstations
that are attached to the same switch -- that is, the ingress
switch is the sane as the egress switch. Note also that the
path for this type of connection consists of 0 network Iinks.

- Call connections where the ingress and egress switches are
physi cal nei ghbors connected by a single network link. The
path for this type of connection consists of a single network
l'ink.

InterSwitch Message protocol (I SMP)

The protocol used for interswitch comunicati on between SFVLAN
swi t ches.

Undi rect ed nessages
Messages that are (potentially) sent to all SFVLAN switches in the
switch fabric -- that is, they are not directed to any particul ar

switch. | SMP nessages with a nessage type of 5, 7 or 8 are
undi rect ed nessages.
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Switch flood path

The path used to send undirected nessages throughout the switch
fabric. The switch flood path is fornmed using a spanning tree

al gorithmthat provides a single path through the switch fabric
that guarantees | oop-free delivery to every other SFVLAN switch in
the fabric.

Upst r eam Nei ghbor

That switch attached to the inport of the switch flood path --
that is, the switch from which undirected messages are received.
Not e that each switch receiving an undirected nessage has, at
nost, one upstream nei ghbor, and the origi nator of any undirected
| SMP nessage has no upstream nei ghbors.

Downst r eam Nei ghbor s

Those switches attached to all outports of the switch flood path
except the port on which the undirected nessage was received.

Note that for each undirected nessage sonme nunber of sw tches have
no downstream nei ghbors.

Virtual LAN (VLAN) identifier

A VLAN is a | ogical grouping of ports and endstations such that
all ports and endstations in the VLAN appear to be on the sane
physi cal (or extended) LAN segnment even though they may be
geogr aphi cal | y separ at ed.

A VLAN identifier consists of a variable-length string of octets.
The first octet in the string contains the nunber of octets in the
remai nder of the string -- the actual VLAN identifier value. A
VLAN identifier can be from1l to 16 octets |ong.

VLAN policy
Each VLAN has an assigned policy value used to determni ne whether a
particul ar call connection can be established. SFVLAN recogni zes
two policy values: Qpen and Secure.

2. SFVLAN Overvi ew

Cabl etron’ s SecureFast VLAN (SFVLAN) product inplenents a distributed
connection-oriented switching protocol that provides fast forwarding
of data packets at the MAC | ayer
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2.1 Features

Wthin a connection-oriented switching network, user traffic is
routed through the switch fabric based on the source and destination
address (SA/DA) pair found in the arriving packet. For each SA/ DA
pair encountered by a switch, a "connection" is programred into the
switch hardware. This connection maps the SA/DA pair and the port on
whi ch the packet was received to a specific outport over which the
packet is to be forwarded. Thus, once a connection has been
established, all packets with a particular SA/ DA pair arriving on a
particular inport are automatically forwarded by the switch hardware
out the specified outport.

A distributed switching environment requires that each switch be
capabl e of processing all aspects of the call processing and
switching functionality. Thus, each switch nust synchronize its

vari ous databases with all other switches in the fabric or be capable
of querying other switches for information it does not have locally.

SFVLAN acconpl i shes the above objectives by providing the foll ow ng
features:

- Avirtual directory of the entire switch fabric.

- Call processing for IP, IPX and MAC protocols.

- Automatic call connection, based on VLAN policy.

- Automatic call rerouting around failed switches and |inks.

In addition, SFVLAN optim zes traffic flow across the switch fabric
by providing the follow ng features:

- Broadcast interception and address resolution at the ingress port.

- Broadcast scoping, restricting the flooding of broadcast packets
to only those ports that belong to the same VLAN as the packet
sour ce.

- A single loop-free path (spanning tree) used for the flooding of
undirected interswitch control nessages. Only swtches running
the SFVLAN switching protocol are included in this spanning tree
calculation -- that is, traditional bridges or routers configured
for bridging are not included.

- Interception of both service and route advertisenents with

readverti senent sourced fromthe MAC address of the original
adverti ser.
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2.2 VLAN Principles

Each SFVLAN switch port, along with its attached endstati ons, bel ongs
to one or nore virtual LANs (VLANs). A VLAN is a |ogical grouping of
ports and endstations such that all ports and endstations in the VLAN
appear to be on the sane physical (or extended) LAN segnment even

t hough they may be geographically separated.

VLAN assignments are used to determne the validity of cal
connection requests and to scope the broadcast of certain fl ooded
nessages.

2.2.1 Default, Base and Inherited VLANs
Each port is explicitly assigned to a default VLAN. At start-up, the
default VLAN to which all ports are assigned is the base VLAN -- a
per manent, non-del etable VLAN to which all ports belong at all tines.
The network admi nistrator can change the default VLAN of a port from
the base VLAN to any ot her uni que VLAN by using a managenent
application known here as the VLAN Manager. A port’'s default VLAN is
persistent -- that is, it is preserved across a switch reset.
When an endstation attaches to a port for the first tine, it inherits
the default VLAN of the port. Using the VLAN Manager, the network
admi ni strator can reassign an endstation to another VLAN.

Not e:

When all ports and all endstations belong to the base VLAN, the
switch fabric behaves |ike an 802. 1D bridgi ng system

2.2.2 VLAN Configuration Mdes

For both ports and endstations, there are a variety of VLAN
configuration types, or nodes.

2.2.2.1 Endstations

For endstations, there are two VLAN configuration nodes: inherited
and static.

- Inherited

An inherited endstati on becones a nenber of its port’'s default
VLAN.
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- Static

A static port beconmes a nenber of the VLAN to which it has been
assi gned by the VLAN Manager.

The default configuration node for an endstation is inherited.
2.2.2.2 Ports

For ports, there are two VLAN configuration nodes: normal and
| ocked.

- Nor nal

Al'l inherited endstations on a normal port becone nmenbers of the
port’s default VLAN. All static endstations are nenbers of the
VLAN to which they were mapped by the VLAN Manager.

If the VLAN Manager reassigns the default VLAN of a normal port,
the VLAN(s) for the attached endstations nmay or may not change,
dependi ng on the VLAN configuration node of each endstation. All

i nherited endstations will become nenbers of the new default VLAN
All others will retain nmenbership in their previously mapped
VLANS.

- Locked

Al'l endstations attached to a | ocked port can be nenbers only of
the port’s default VLAN.

I f the VLAN Manager reconfigures a normal port to be a | ocked

port, all endstations attached to the port beconme menbers of the

port’s default VLAN, regardl ess of any previous VLAN nmenbership.
The default configuration node for ports is nornal

2.2.2.3 Oder of Precedence

On a normal port, static VLAN nenbership prevails over inherited
menber shi p.

On a | ocked port, default VLAN nenbership prevails over any static
VLAN menber shi p.

If a statically assigned endstation noves froma | ocked port back to

a normal port, the endstation’s static VLAN nmenbership nust be
preserved.
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2.2.3 Ports with Multiple VLAN Menbership

A port can belong to rmultiple VLANs, based on the VLAN nenbership of
its attached endstati ons.

For exampl e, consider a port with three endstations, a default VLAN
of "blue" and the follow ng endstati on VLAN assi gnments:

- One of the endstations is statically assigned to VLAN "red."
- Another endstation is statically assigned to VLAN "green."
- The third endstation inherits the default VLAN of "blue."

In this instance, the port is explicitly a nmenber of VLAN "blue." But
note that it is also inplicitly a nmenber of VLAN "red" and VLAN
"green." Any tag-based flooding (Section 4.8) directed to any one of
the three VLANs ("red," "green," or "blue") will be forwarded out the
port.

2.3 Tag/ Lengt h/ Val ue Met hod of Addressing

Wthin nbst conputer networks, the concept of "address" is somewhat
el usi ve because different protocols can (and do) use different
addressing schenes and formats. For exanple, Ethernet (physical

| ayer) addresses are six octets long, while IP (network |ayer)
addresses are only four octets |ong.

To distinguish between the various protocol-specific forns of

addr essing, many software nodul es within the SFVLAN product specify
addresses in a format known as Tag/Length/Value (TLV). This format
uses a vari abl e-1ength construct as shown bel ow

0 1 2 3
01234567890123456789012345678901
T S S T I S S T S e SR S S
I Tag I
T S S T I S S T S e SR S S
| Value length | |
T +
| Addr ess val ue |
| |

T T S T S S e T S S S e s S S
Tag

This 4-octet field specifies the type of address contained in the
structure. The follow ng address types are currently supported:
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Tag name Val ue Addr ess type
aoMac Dx 1 DX et hernet dst/src/type
aol pxSap 2 Sap
aol pxRI P 3 Rl P
aol nst YP 4 YP (YP nanme and versi on)
aol nst UDP 5 UDP (Port #)
aol px| px 6 | px
aol netl P 7 | P (Net address)
aol net RPC 8 RPC ( Program #)
aolnetRI P 9 I NET RI P
aoMacDXMcast 10 Mul ti cast unknown type
aoAt DDP 11 Appl eTal k DDP
aoEnmpt y 12 (no address type specified)
aoVl an 13 VLAN identifier
aoHost Nane 14 Host nane
aoNet Bi osNane 15 Net Bl OS nane
aoNBT 16 Net BI OS on TCP nane
aol net | PMask 17 | P Subnet Mask
aol pxSap8022 18 Sap 8022 type service
aol pxSapSnap 19 Sap Snap type service
aol pxSapEnet 20 Sap Enet type service
aoDHCPXI D 21 DHCP Transaction ID
aol pMcast Rx 22 | P class D receiver
aol pMcast Tx 23 | P class D sender
aol pxRi p8022 24 Ipx Rip 8022 type service
aol pxRi pSnap 25 Ipx Rip type service
aol pxRi pEnet 26 I px Rip Enet service
aoATM 27 ATM
aoATMELAN 28 ATM LAN Enul ati on Name

Val ue length

This 1-octet field contains the length of the value of the

addr ess.

val ue.

Addr ess val ue

This variable-length field contains the value of the address.
length of this field is stored in the Value length field.

2.4 Architectural

Overvi ew

1999

The val ue here depends on the address type and act ual

The

The SFVLAN software executes in the switch CPU and consists of the
follow ng el enents as shown in Figure 1:

Ruf f en,

et al.
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- The SFVLAN base services that handles traffic intercepted by the

swi t ch har dware

o m o e o e o e o e e e e o e e e e e e e e e e e e e e e eeieaooo-o- +
1 + |
| R + ] |
| | CALL TAP <--(8)--> N | |
| oo + T ]
I | E | |
| L + R + | R | |
| | PATH | | TOPOLOGY | | S | |
I I I I I | W | |
| | Lnk state <------ > Lnk state <--(3)--> | | |
I I I I I | T <-
| | Span tree <------ > Span tree <--(4)--> C | |
| R + . | | H ]
| | | Discovery <--(2)--> | |
| | R R + | M|
I I | E | |
|- Nt oo + S ||
| | CONNECT >--------- +--> FILTER | | S | |
| + | e + A ]
I I I | G | |
| | S Ay S I + | E <--
| e < PQLICY | | FLOOD >--(7)--> ||
| 4ooee S | P
I I I | R ||
| +----------- + R V- + | O | |
| | DIRECTORY <----> RESOLVE S (5)--> T | |
| +----- Nooooo + S + | o | |
I I I | C | |
| T Moo + | O ||
| +----< Base Services | | L | |
| +----- L + +----- +
o e e e e o oo o I e +
Switch CPU |
| Host control port
+----- (@ +
| A no cnx |
Layer 2 | | |
---------- b O I 1 () S
SA/ DA pr | known cnx |
Fom e oo +
Swi tch hardware
Figure 1: SFVLAN Architectural Overview
Ruffen, et al. I nf or mat i onal
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- Eight call processing service centers that provide the essenti al
services required to process call connections. The cal
processi ng service centers are described in Section 4.

- A Call Tap nodul e that supports the nonitoring of cal
connections. The Call Tap nodule is described in Section 5.

- The InterSwitch Message Protocol (ISMP) that provides a consistent
net hod of encapsulating and transmitting control nessages
exchanged between SFVLAN switches. (Note that ISMP is not a
di screte software nodule. |Instead, its functionality is
di stributed anong those service centers and software nodul es that
need to comunicate with other switches in the fabric.) The
Interswitch Message Protocol and the formats of the individual
interswitch nessages are described in Section 6.

3. Base Services

The SFVLAN base services act as the interface between the swi tch

har dware and the SFVLAN service centers running on the switch CPU.
This relationship is shown in Figure 2. This figure is a replication
of the bottom portion of Figure 1.

| Directory Resol ve |
I " ~ I
I I I I
| | U N - - + |
| +----< Base Services | |
| +----- L + |
i I +
Switch CPU |
| Host control port
+----- (@ +
| A no cnx |
Layer 2 | | |
---------- b O I I 1 () S
SA/ DA pr | known cnx |
Fom e oo +

Swi t ch har dwar e

Figure 2: Base Services
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During normal operation of the switch, data packets arriving at
any one of the local switch ports are examned in the switch
hardware. |If the packet’s source and destination address (SA/ DA
pair match a known connection, the hardware sinply forwards the
packet out the outport specified by the connection.

If the SA/DA pair do not match any known connection, the hardware
diverts the packet to the host control port where it is picked up
by the SFVLAN base services. The base services generate a
structure known as a state box that tracks the progress of the
call connection request as the request noves through the cal
processi ng service centers.

After creating the call’s state box, the base services check to
determine if the call is a duplicate of a call already being
processed. If not, a request is issued to the Directory Service
Center (Section 4.1) to add the call’s source address to the [ ocal
Node and Alias Tables. The base services then hand the call off to
t he Resol ve Service Center (Section 4.3) for further processing.

4. Call Processing

Call connection processing is handled by a set of eight service
centers, each with one or nore servers. The servers within a
service center are called in a particular sequence. Each server
records the results of its processing in the call connection
request state box and passes the state box to the next server in
t he sequence.

In the sections that follow, servers are listed in the order in
whi ch they are call ed.

4.1 Directory Service Center
The Directory Service Center is responsible for catal oging the MAC
addresses and alias information for both |l ocal and renote
endstations. The information is stored in two tables -- the Node
Table and the Alias Tabl e.

- The Node Tabl e contains the MAC addresses of endstations

attached to the local switch. It also contains a cache of
renote endstations detected by the Resol ve Service Center
(Section 4.3). Every entry in the Node Tabl e has one or nore

corresponding entries in the Alias Table.
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- The Alias Table contains protocol alias information for each
endstation. An endstation alias can be a network address (such
as an |P or I PX address), a VLAN identifier, or any other
protocol identifier. Since every endstation is a nmenber of at
| east one VLAN (the default VLAN for the port), there is always
at least one entry in the Alias Table for each entry in the
Node Tabl e.

Not e:

The Node and Alias Tables nmust remain synchronized.
That is, when an endstation’s final alias is renoved
fromthe Alias Table, the endstation entry is renoved
fromthe Node Tabl e.

Note that the total collection of all Node Tables and Alias Tables
across all switches is known as the "virtual" directory of the
switch fabric. The virtual directory contai ns address mappi ngs of
all known endstations in the fabric.

4.1.1 Local Add Server

The Directory Local Add server adds entries to the |ocal Node or
Alias Tables. It is called by the base services (Section 3) to
add a |l ocal endstation and by the Interswitch Resolve (Section

4.3.4) server to add an endstation discovered on a renpte sw tch

4.1.2 Inverse Resol ve Server
The Directory Inverse Resolve server is invoked when a new
endstati on has been di scovered on the local switch (that is, when
the Local Add server was successful in adding the endstation).
The server provides two functions:

- It populates the Node and Alias Tables with local entries
during switch initialization

- It processes a new endstation discovered after the fabric
topol ogy has converged to a stable state.

In both instances, the processing is identical.
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When a new endstation is detected on one of the switch's |oca
ports, the Inverse Resolve server sends an Interswitch New User
request nessage (Section 6.5) over the switch flood path to al
other switches in the fabric. The purpose of the Interswitch New
User request is two-fold:

- It informs the other switches of the new endstation address.
Any entries for that endstation in the | ocal databases of other
swi tches should be dealt with appropriately.

- It requests information about any static VLAN(S) to which the
endstati on has been assi gned.

When a switch receives an Interswitch New User request nessage
fromone of its upstream neighbors, it first forwards the nessage
to all its downstream nei ghbors. No actual processing or VLAN
resolution is attenpted until the nmessage reaches the end of the
switch flood path and begins its trip back along the return path.
This ensures that all switches in the fabric receive notification
of the new user and have synchroni zed their databases.

If a switch receives an Interswitch New User request nessage but
has no downstream nei ghbors, it does the foll ow ng:

- |If the endstation was previously connected to one of the
switch's local ports, the switch forrmulates an Interswitch New
User Response nessage by | oading the VLAN identifier(s) of the
static VLAN(s) to which the endstation was assigned, along with
its owmm MAC address. (VLAN identifiers are stored in
Tag/ Length/ Val ue (TLV) format. See Section 2.3.) The switch
then sets the nmessage status field to Newdser Ack, and returns
the nmessage to its upstream (requesting) nei ghbor

O herwi se, the switch sets the status field to NewUser Unknown
and returns the nessage to its upstream nei ghbor.

- The switch then deletes the endstation fromits |ocal database,
as well as any entries associated with the endstation in its
connection tabl e.

When a switch forwards an Interswitch New User request nmessage to
its downstream nei ghbors, it keeps track of the number of requests
it has sent out and does not respond back to its upstream nei ghbor
until all requests have been responded to.
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- As each response is received, the switch checks the status
field of the nmessage. |If the status is NewUser Ack, the switch
retains the information in that response. Wen all requests
have been responded to, the switch returns the NewlUser Ack
response to its upstream nei ghbor.

- If all the Interswitch New User Request nessages have been
responded to with a status of NewlUserUnknown, the switch checks
to see if the endstation was previously connected to one of its
|l ocal ports. |If so, the switch fornmulates an Interswitch New
User Response nessage by |oading the VLAN identifier(s) of the
static VLAN(s) to which the endstation was assigned, along with
its owmn MAC address. The switch then sets the nessage status
field to Newdser Ack, and returns the nessage to its upstream
(requesting) neighbor.

O herwi se, the switch sets the status field to NewUser Unknown
and returns the nessage to its upstream nei ghbor.

- The switch then deletes the endstation fromits |ocal database,
as well as any entries associated with the endstation in its
connection tabl e.

When the originating switch has received responses to all the
Interswitch New User Request nessages it has sent, it does the
fol |l ow ng:

- If it has received a response nessage with a status of
NewUser Ack, it |oads the new VLAN information into its | ocal
dat abase.

- If all responses have been received with a status of
NewUser Unknown, the originating switch assunes that the
endstati on was not previously connected anywhere in the network
and assigns it to a VLAN according to the VLAN nenbership rul es
and order of precedence.

If any Interswitch New User Request nessage has not been responded
to within a certain predetermned tinme (currently 5 seconds), the
originating switch recal culates the switch flood path and resends
the Interswitch New User Request mnessage.
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4.1.3 Local Delete Server

The Directory Local Delete server renoves entries (both |ocal and
renote) fromthe | ocal Node and Alias Tables. It is invoked when
an endstation, previously known to be attached to one switch, has
been noved and di scovered on anot her sw tch.

Note al so that renpte entries are cached and are purged fromthe
tables on a first-in/first-out basis as space is needed in the
cache.

4.2 Topol ogy Service Center

The Topol ogy Service Center is responsible for maintaining three
dat abases relating to the topology of the switch fabric:

- The topology table of SFVLAN switches that are physica
nei ghbors to the I ocal switch

- The spanning tree that defines the |loop-free switch flood path
used for transmtting undirected interswitch nessages.

- The directed graph that is used to cal culate the best path(s)
for call connections.

4.2.1 Neighbor Discovery Server

The Topol ogy Nei ghbor Di scovery server uses Interswitch Keepalive
nmessages to detect the switch’s nei ghbors and establish the

topol ogy of the switching fabric. Interswitch Keepalive nessages
are exchanged in accordance with Cabletron’s VIlanHell o protocol,
described in detail in [IDhello].

4.2.2 Spanning Tree Server

The Topol ogy Spanning Tree server is invoked by the Topol ogy

Nei ghbor Di scovery server when a nei ghboring SFVLAN switch is

ei ther discovered or lost -- that is, when the operational status
of a network |ink changes.

The Spanning Tree server exchanges interswitch nessages with
nei ghboring SFVLAN swi tches to calculate the switch flood path
over which undirected interswitch nmessages are sent. There are
two parts to this process:

- Creating and maintaining the spanning tree
- Renote bl ocking
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4.2.2.1 Creating and Maintai ni ng the Spanning Tree

In a network with redundant network |inks, a packet traveling between
swi tches can potentially be caught in an infinite loop -- an
intolerable situation in a networking environment. However, it is
possible to reduce a network topology to a single configuration
(known as a spanning tree) such that there is, at nost, one path

bet ween any two switches.

Wthin the SFVLAN product, the spanning tree is created and
mai nt ai ned usi ng the Spanning Tree Al gorithm defined by the | EEE
802. 1d st andard.

Not e:

A detailed discussion of this algorithmis beyond the scope of
this docunment. See [IEEE] for nore information

To inplement the Spanning Tree Al gorithm SFVLAN swi tches exchange
Interswi tch BPDU nessages (Section 6.2) containing encapsul at ed

| EEE- conpl i ant 802.2 Bridge Protocol Data Units (BPDUs). There are
two types of BPDUs:

- Configuration (CFG BPDUs are exchanged during the switch
di scovery process, following the receipt of an Intersw tch
Keepal i ve nmessage. They are used to create the initial the
spanni ng tree.

- Topol ogy Change Notification (TCN) BPDUs are exchanged when
changes in the network topology are detected. They are used to
redefine the spanning tree to reflect the current topol ogy.

See [I EEE] for detail ed descriptions of these BPDUs.

4.2.2.2 Renote Bl ocking

After the spanning tree has been conmputed, each network port on an

SFVLAN switch will be in one of two states:
- Forwarding. A port in the Forwarding state will be used to
transnmit all | SMP nessages.
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- Blocking. A port in the Blocking state will not be used to
forward undirected | SMP nessages. Bl ocking the rebroadcast of
these nmessages on sel ected ports prevents nmessage duplication
arising fromnultiple paths that exist in the network topol ogy.
Note that all other types of |SMP nessage will be transmtted.

Not e:

The | EEE 802. 1d standard specifies other port states used
during the initial creation of the spanning tree. These states
are not relevant to the discussion here.

Note that although a port in the Blocking state will not forward
undirected | SMP nessages, it nmay still receive them Any such
nmessage received will ultimately be di scarded, but at the cost of CPU
ti me necessary to process the packet.

To prevent the transnission of undirected nmessages to a port, the
port’s owner switch can set renote bl ocking on the |link by sending an
Interswitch Renote Bl ocki ng nessage (Section 6.3) out over the port.
This notifies the switch on the other end of the link that undirected
nmessages should not be sent over the link, regardless of the state of
t he sendi ng port.

Each SFVLAN switch sends an Interswitch Renote Bl ocki nhg nmessage out
over all its blocked network ports every 5 seconds. A flag within
the nmessage i ndi cates whether renote bl ocking should be turned on or
of f over the link.

4.2.3 Link State Server

The Topol ogy Link State server is invoked by any process that detects
a change in the state of the network |links of the l|ocal swtch.
These changes include (but are not linmted to) changes in operational
or adm nistrative status of the link, path "cost" or bandw dth.

The Link State server runs Cabletron’s Virtual LAN Link State (VLS)
prot ocol which exchanges interswi tch nessages w th nei ghboring SFVLAN
switches to calculate the set of best paths between the |local switch
and all other switches in the fabric. (The VLS protocol is described
in detail in [IDvlsp].)

The Link State server also notifies the Connect Service Center

(Section 4.5) of any renpte links that have failed, thereby
necessitating potential tear-down of current connections.
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4.3 Resol ve Service Center

The Resolve Service Center is responsible for resolving the
destinati on address of broadcast data packets (such as an |P ARP
packet) to a unicast MAC address to be used in mapping the cal
connection. To do this, the Resolve Service Center attenpts to
resol ve such broadcast packets directly at the access port of the
i ngress sw tch.

Address resolution is acconplished as foll ows:

1) First, an attenpt is nmade to resolve the address fromthe switch’'s
| ocal databases by calling the follow ng servers:

- The Table server attenpts to resolve the address fromthe
Resol ve Table (Section 4.3.1).

- Next, the Local server attenpts to resolve the address fromthe
Node and Alias Tables (Section 4.3.2).

- If the address is not found in these tables but is an IP
address, the Resolve Subnet server (Section 4.3.3) is also
cal | ed.

2) If the address cannot be resolved locally, the Interswitch Resol ve
server (Section 4.3.4) is called to access the "virtual directory"
by sending an Interswi tch Resol ve request nessage out over the
switch flood path.

3) If the address cannot be resolved either locally or via an

Interswitch Resolve nmessage -- that is, the destination endstation
is unknown to any switch, perhaps because it has never transnitted
a packet to its switch -- the follow ng steps are taken

- The Unresol vabl e server (Section 4.3.5) is called to record the
unr esol ved packet.

- The Block server (Section 4.3.6) is called to determ ne whet her
t he address shoul d be added to the Bl ock Tabl e.

-  The Flood Service Center (Section 4.8) is called to broadcast

t he packet to other SFVLAN sw tches using a tag-based fl ooding
mechani sm
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4.3.1 Tabl e Server

The Resol ve Tabl e server maintains the Resol ve Tabl e which contains a
coll ection of addresses that night not be resolvable in the nornma
fashion. This table typically contains such things as the addresses
of "quiet" devices that do not send data packets or special mappings
of I P addresses behind a router. Entries can be added to or del eted
fromthe Resolve Table via an external nanagenent application

4.3.2 Local Server

The Resol ve Local server checks the Node and Alias Tabl es mai ntai ned
by the Directory Service Center (Section 4.1) to determine if it can
resol ve the address.

4.3.3 Subnet Server

If the address to be resolved is an | P address but cannot be resol ved
via the standard processing descri bed above, the Resol ve Subnet
server applies the subnet mask to the | P address and then does a

| ookup in the Resol ve Tabl e.

4.3.4 Interswitch Resol ve Server

I f the address cannot be resolved locally, the Interswitch Resol ve
server accesses the "virtual directory" by sending an Intersw tch
Resol ve request nessage (Section 6.4) out over the switch flood path.
The Interswitch Resol ve request nessage contains the destination
address as it was received within the packet, along with a |ist of
request ed addressing information.

When a switch receives an Interswitch Resolve request nessage from
one of its upstream neighbors, it checks to see if the destination

endstation is connected to one of its |ocal access ports. |If so, it
formul ates an Interswitch Resol ve response nessage by filling in the
requested address information, along with its owm MAC address. It

then sets the nessage status field to Resol veAck, and returns the
nmessage to its upstream (requesting) neighbor.

If the receiving switch cannot resolve the address, it forwards the
Interswitch Resol ve request nessage to its downstream nei ghbors. |If
the switch has no downstream nei ghbors, it sets the nmessage status
field to Unknown, and returns the nmessage to its upstream
(requesting) neighbor.
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When a switch forwards an Interswitch Resolve request nessage to its
downstream nei ghbors, it keeps track of the nunber of requests it has

sent out and received back. It will only respond back to its
upstream (requesti ng) nei ghbor when one of the follow ng conditions
occurs:

- It receives any response with a status of Resol veAck
- Al downstream nei ghbors have responded with a status of Unknown

Any Interswitch Resolve request nessage that is not responded to
within a certain predetermined time (currently 5 seconds) is assumned
to have a response status of Unknown.

When the Interswitch Resolve server receives a successful Interswitch
Resol ve response nessage, it records the resol ved address information
in the remote cache of its local directory for use in resolving | ater
packets for the sanme endstation. Note that this process results in
each switch building its own unique copy of the virtual directory
containing only the endstati on addresses in which it is interested.

4.3.5 Unresol vabl e Server

The Unresol vabl e server is called when a packet destination address
cannot be resolved. The server records the packet in a table that

can then be examned to determ ne which endstations are generating

unresol vable traffic.

Also, if a particular destination is repeatedly seen to be
unresol vabl e, the server calls the Block server (Section 4.3.6) to
determ ne whet her the address should be bl ocked.

4.3.6 Bl ock Server

The Resolve Bl ock server is called when a particular destination has
been repeatedly seen to be unresolvable. This typically happens
when, unknown to the packet source, the destination endstation is
either not currently available or no | onger exists.

If the Bl ock server determ nes that the unresol ved address has
exceeded a configurable request threshold, the address is added to
the server’s Block Table. Interswitch Resolve request nessages for
addresses listed in the Block Table are sent |less frequently, thereby
reduci ng the anount of Interswitch Resolve traffic throughout the
fabric.
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If an address listed in the Block Table is |ater successfully
resolved by and Interswitch Resol ve request nessage, the address is
renoved fromthe table.

4.4 Policy Service Center

Once the destination address of the call packet has been resol ved,
the Policy Service Center is called to determne the validity of the
requested call connection based on the VLAN policy of the source and
destinati on VLANSs.

4.4.1 Unicast Rul es Server

The Policy Unicast Rul es server recognizes two VLAN policy val ues:
Open or Secure. The default policy for all VLANs is Open.

The policy value is used as follows when determining the validity of
a requested call connection

- |If the VLAN policy of either the source or destination cannot be
determi ned, the Filter Service Center is called to establish a
filter (i.e., blocked) for the SA/DA pair.

- |If the source and destination endstations belong to the sanme VLAN,
then the connection is permitted regardless of the VLAN policy.

- If the source and destination endstations belong to different
VLANs, but both VLANs are running with an Open policy, then the
connection is permitted, providing cut-through sw tching between
di fferent VLAN(S).

- If the source and destination endstations belong to different
VLANs and one or both of the VLANs are running with a Secure
policy, then the Flood Service Center (Section 4.8) is called to
br oadcast the packet to other SFVLAN swi tches having ports or
endstations that belong to the same VLAN as the packet source.

Note that if any of the VLANs to which the source or destination

bel ong has a Secure policy, then the policy used in the above
algorithmis Secure.
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4.5 Connect Service Center

Once the Policy Service Center (Section 4.4) has determ ned that a
requested call connection is valid, the Connect Service Center is
called to set up the connection. Note that connectivity between two
endstations within the fabric is established on a swi tch-by-swtch
basis as the call progresses through the fabric toward its
destination. No synchronization is needed between switches to
establish an end-to-end connecti on.

The Connect Service Center nmamintains a Connection Table containing
information for all connections currently active on the switch's
| ocal ports.

Connections are renoved fromthe Connection Tabl e when one of the
endstations is noved to a new switch (Section 4.1.2) or when the
Topol ogy Link State server (Section 4.2.3) notifies the Connect
Service Center that a network link has failed. O herw se,
connections are not automatically aged out or renoved fromthe
Connection Table until a certain percentage threshold (H Mrk) of
tabl e capacity is reached and resources are needed. At that point,
some nunber of connections (typically 100) are aged out and renoved
at one tine.

4.5.1 Local Server

If the destination endstation resides on the |ocal switch, the
Connect Local server establishes a connection between the source and
destination ports. Note that if the source and destination both
resi de on the sanme physical port, a filter connection is established
by calling the Filter Service Center (Section 4.6).

4.5.2 Link State Server

The Connect Link State server is called if the destination endstation
of the proposed connection does not reside on the local switch

The server executes a call to the Path Link State server (Section
4.7.1) which returns up to three "best" paths of equal cost fromthe
local switch to the destination switch. |If nore than one path is
returned, the server chooses a path that provides the best | oad

bal anci ng of user traffic across the fabric.

Ruffen, et al. I nf or mat i onal [ Page 25]



RFC 2643 Cabl etron’ s SecureFast VLAN Operational Model August 1999

4.5.3 Directory Server

The Connect Directory server is called if the Connect Link State
server is unable to provide a path for sonme reason

The server exanmines the local directory to deternmi ne on which switch
the destination endstation resides. |If the port of access to the
destination switch is known, then a connection is established using
that port as the outport of the connection.

4.6 Filter Service Center

The Filter Service Center is responsible for establishing filtered
connections. This service center is called by the Connect Local
server (Section 4.5.1) if the source and destination endstations
reside on the sane physical port, and by the Policy Service Center
(Section 4.4) if the VLAN of either the source or destination is

i ndet er m nat e.

A filter connection is programmed in the switch hardware with no
specified outport. That is, the connection is programmed to discard
any traffic for that SA/DA pair.

4.7 Path Service Center

The Path Service Center is responsible for determ ning the path from
a source to a destination

4.7.1 Link State Server

The Path Link State server is called by the Connect Link State server
(Section 4.5.2) to return up to three best paths of equal cost

bet ween a source and destination pair of endstations. These best
pat hs are cal cul ated by the Topol ogy Link State server (Section
4.2.3).

The Path Link State server is also called by the Connect Service
Center to return a conplete source-to-destination path consisting of
a list of individual switch port nanmes. A switch port name consists
of the switch base MAC address and a port instance relative to the
sSwi tch.
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4.7.2 Spanning Tree Server

The Path Spanning Tree server is called by any server needing to
forward an undirected nessage out over the switch flood path. The
server returns a port mask indicating which |ocal ports are currently
enabl ed as outports of the switch flood path. The switch fl ood path
is calculated by the Topol ogy Spanning Tree server (Section 4.2.2).

4.8 Fl ood Service Center

If the Resolve Service Center (Section 4.3) is unable to resolve the
destinati on address of a packet, it invokes the Flood Service Center
to broadcast the unresol ved packet.

4.8.1 Tag-Based Fl ood Server

The Tag-Based Fl ood server encapsul ates the unresol ved packet into an
Interswitch Tag- Based Fl ood nessage (Section 6.6), along with a |ist
of Virtual LAN identifiers specifying those VLANs to which the source
endstation belongs. The nmessage is then sent out over the switch
flood path to all other switches in the fabric.

When a switch receives an Interswitch Tag-Based Fl ood nessage, it
exam nes the encapsul ated header to determ ne the VLAN(S) to which

t he packet should be sent. |If any of the switch's |ocal access ports
bel ong to one or nore of the specified VLANs, the switch strips off

t he tag-based header and forwards the original packet out the
appropri ate access port(s).

The switch also forwards the entire encapsul ated packet along the
switch flood path to its downstream nei ghboring switches, if any.

5. Monitoring Call Connections
The SecureFast VLAN product permts nonitoring of user traffic moving
bet ween two endstations by establishing a call tap on the connection
between the two stations. Traffic can be nonitored in one or both
directions along the connection path.

5.1 Definitions

In addition to the ternms defined in Section 1.2, the followi ng terns
are used in this description of the call tap process.
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Oiginating Switch

The originating switch is the switch that requests the call tap
Any switch along a call connection path may request a tap on that
call connection

Pr obe

The tap probe is the device to receive a copy of the cal
connection data. The probe is attached to a port on the probe
swi tch.

Probe Swi tch

The probe switch (also known as the term nating switch) is the
switch to which the probe is attached. The probe switch can be
anywhere in the topol ogy.

5.2 Tappi ng a Connecti on

A request to tap a call connection between two endstations can
originate on any switch along the call connection path -- the ingress
switch, the egress switch, or any of the internediate switches. The
call connection nust have already been established before a call tap
request can be issued. The probe device can be attached to any
switch in the topol ogy.

5.2.1 Types of Tap Connecti ons

A call tap is enabled by setting up an auxiliary tap connection
associated with the call being nonitored. Since the tap nust
originate on a switch sonmewhere along the call connection path, the
tap connection path will pass through one or nore of the switches
along the call path. However, since the probe switch can be anywhere
in the switch fabric, the tap path and the call path may diverge at
some point.

Therefore, on each switch along the tap path, the tap connection is
established in one of three ways:

- The existing call connection is used with no nodification.
When both the call path and tap path pass through the switch
and the inport and outports of both connections are identical,
the switch uses the existing call connection to route the tap

- The existing call connection is nodified.
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When both the call path and tap path pass through the switch
but the call path outport is different fromthe tap path
outport, the switch enables an extra outport in either one or
both directions of the call connection, depending on the
direction of the tap. This happens under two conditions.

- If the switch is also the probe switch, an extra outport is
enabl ed to the probe.

- If the switch is the point at which the call path and the tap path
diverge, an extra outport is enabled to the downstream nei ghbor
on that leg of the switch flood path on which the probe switch
is |ocated.

- A new connection is established.

If the call path does not pass through the switch (because the
tap path has diverged fromthe call path), a conpletely new
connection is established for the tap.

5.2.2 Locating the Probe and Establishing the Tap Connection

To establish a call tap, the originating switch formats an
Interswitch Tap request nessage (Section 6.7) and sends it out over
the switch flood path to all other switches in the topol ogy.

Not e:

If the originating switch is also the probe switch, no
Interswitch Tap request nessage i s necessary.

As the Interswitch Tap request nmessage travels out along the switch
fl ood path, each switch receiving the nmessage checks to see if it is
the probe switch and does the follow ng:

- If the switch is the probe switch, it establishes the tap
connection by either setting up a new connection or nodifying the
call connection, as appropriate (see Section 5.2.1). It then
reformats the Tap request nessage to be a Tap response nmessage
with a status indicating that the probe has been found, and sends
the nmessage back to its upstream nei ghbor

- If the switch is not the probe switch, it forwards the Tap request
nmessage to all its downstream nei ghbors (if any).

- If the switch is not the probe switch and has no downstream

nei ghbors, it refornmats the Tap request nessage to be a Tap
response nmessage with a status indicating that the probe is not
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| ocated on that leg of the switch flood path. It then sends the
response mnmessage back to its upstream nei ghbor.

When a switch forwards an Interswitch Tap request nessage to its
downstream nei ghbors, it keeps track of the nunber of requests it
has sent out.

If a response is received with a status indicating that the probe
switch is | ocated sonewhere downstream the switch establishes the
appropriate type of tap connection (see Section 5.2.1). It then
formats a Tap response nmessage with a status indicating that the
probe has been found and passes the nessage to its upstream

nei ghbor.

If no responses are received with a status indicating that the
probe switch is | ocated downstream the switch formats a Tap
response nmessage with a status indicating that the probe has not
been found and passes the nmessage to its upstream nei ghbor.

5.2.3 Status Field

The status field of the Interswitch Tap request/response nmessage
contains information about the state of the tap. Sone of these
status values are transient and are nmerely used to track the progress
of the tap request. Oher status values are stored in the tap table
of each switch along the tap path for use when the tap is torn down.
The possible status values are as foll ows:

StatusUnassigned. This is the initial status of the Interswitch
Tap request nessage.

Qut port Deci si onUnknown. The tap request is still noving
downstream al ong the switch flood path. The probe switch had not
yet been found.

ProbeNot Found. The probe switch is not |located on this |leg of the
switch flood path.

Di sabl eQut port. The probe switch is located on this |leg of the
switch flood path, and the switch has had to either nodify the
call connection or establish a new connection to inplenent the tap
(see Section 5.2.1). Wen the tap is torn down, the switch wll
have to disabl e any additional outports that have been enabled for
the tap.

KeepQutport. The probe switch is |located on this leg of the
switch flood path, and the switch was able to route the tap over
the existing call path (see Section 5.2.1). Any ports used for
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the tap will remain enabled when the tap is torn down.
5.3 Unt appi ng a Connection

A request to untap a call connection nust be issued on the tap
originating switch -- that is, the same switch that issued the tap
request.

To untap a call connection, the originating switch sends an
Interswitch Untap request nessage (Section 6.7) out over the switch
flood path to all other switches in the topology. The nessage is
sent over the switch flood path, rather than the tap connection path,
to ensure that all switches that know of the tap are properly
notified, even if the switch topol ogy has changed since the tap was
est abl i shed.

When a switch receives an Interswitch Untap request nessage, it
checks to see if it is handling a tap for the specified cal
connection. |If so, the switch disables the tap connection, as
foll ows:

- If a new connection was added for the tap, the connection is
del eted fromthe connection table.

- |If additional outports were enabled on the call connection, they
are di sabl ed.

The switch then forwards the Interswitch Untap request nmessage to its
downstream nei ghbor (if any). |If the switch has no downstream

nei ghbors, it formats an untap response and sends the nessage back to
its upstream nei ghbor.

When a switch forwards an Interswitch Untap request nessage to its
downst ream nei ghbors, it keeps track of the nunmber of requests it has
sent out and does not respond back to its upstream nei ghbor until al
unt ap requests have been responded to. Once all responses have been
received, the switch handles any final cleanup for the tap and then
sends a single Interswitch Untap response nessage to its upstream

nei ghbor.
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6.

Interswitch Message Protocol (I SMP)

The InterSwitch Message protocol (ISMP) provides a consistent nethod
of encapsulating and transmitting nessages exchanged between switches
to create and nmintain the databases and provi de ot her control
services and functionality required by the SFVLAN product.

6.1 General Packet Structure

| SMP packets are of variable |ength and have the foll ow ng general
structure:

- Frame header
- | SMP packet header
- | SMP nmessage body

Each of these packet segnments is discussed separately in the
foll owi ng subsecti ons.

6.1.1 Frane Header

| SMP packets are encapsulated within an | EEE 802-conpliant frane
usi ng a standard header as shown bel ow

0 1 2 3
01234567890123456789012345678901
B i i S e S i T i I S e O e il it R T S S e S i e =
00 | I
+ Desti nati on address B s i T O S i st S SRR S SRR TR
04 |
i T T O e T st T S T S SRR TR Sour ce address
08 |
i i T e it I S S R S S S i ol it R S S o e S S e
12 | Type
R e T T e e o i i oI S e S e
16 |
+

T+ 7 +

Desti nati on address

This 6-octet field contains the Media Access Control (MAC) address
of the multicast channel over which all switches in the fabric
receive | SMP packets. Except where otherwi se noted, this field
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contains the nulticast address of the control channel over which
all switches in the fabric receive | SMP packets -- a value of O01-
00- 1D- 00- 00- 00.

Sour ce addr ess

Except where otherw se noted, this 6-octet field contains the
physical (MAC) address of the switch originating the | SMP packet.

Type
This 2-octet field identifies the type of data carried within the
frame. Except where otherwi se noted, the type field of |SW
packets contai ns the val ue 0x81FD

6.1.2 | SMP Packet Header

There are two versions of the | SMP packet header in use by the
Secur eFast VLAN product.

6.1.2.1 Version 2

The version 2 | SMP packet header consists of 6 octets, as shown

bel ow
0 1 2 3
01234567890123456789012345678901
i T T O S e e sl S T e e e e e i I IR R S TR S S T S e
OO0 |/ /1111 bbb rrrirrg
AN rD Frame header [0 TTTTEEEETTEEIETEIEEEE I rrrr iy
HLITTTTT (14 octets) [T TTTT1] +-4-4-4- 4= - 4= 4= 4o+ - - - - - - 4
2 |\ /11100 ETEEEErr i rrriirrn Ver si on |
e i T I e S i T S T ks i ST T SR Y I S T R S S SR e
16 | | SMP nessage type | Sequence nunber |
B I i ST S I S S S s ST I I S Y S i T S S Y
20 | |
+

Franme header

This 14-octet field contains the frame header (Section 6.1.1).
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Ver si on

This 2-octet field contains the version nunber of the InterSwitch
Message Protocol to which this | SMP packet adheres. This docunent
descri bes | SMP Version 2.0.

| SMP nessage type

This 2-octet field contains a value indicating which type of |SW
nmessage i s contained within the nessage body. The follow ng table
lists each | SMP nessage, along with its nessage type and the
section within this docunent that describes the nessage in detail

Message Nane Type Descri ption
Interswitch Link State nessage 3 See note bel ow
I nterswitch BPDU nessage 4 Section 6.2
Interswitch Renote Bl ocki ng nessage 4 Section 6.3
Interswitch Resol ve nessage 5 Section 6.4
Interswitch New User nessage 5 Section 6.5
Interswitch Tag- Based Fl ood nessage 7 Section 6.6
Interswi tch Tap/ Untap nessage 8 Section 6.7

Not e:

The Link State nessages used by the VLS Protocol are not
described in this docunent. For a detailed description of
t hese nessages, see [IDvlsp].

Sequence nunber
This 2-octet field contains an internally generated sequence
nunber used by the various protocol handlers for interna
synchroni zati on of nessages.
6.1.2.2 Version 3
The version 3 | SMP packet header is used only by the Interswtch
Keepal i ve message. That nessage is not described in this docunent.

For a detail ed description of the version 3 | SMP packet header, see
[ 1 Dhel |l 0] .
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6.1.3 | SMP Message Body

The | SMP nessage body is a variable-length field containing the
actual data of the | SMP nessage. The length and content of this
field are determ ned by the value found in the nessage type field.

See the follow ng sections for the exact format of each nessage type.
6.2 Interswitch BPDU Message

The Interswitch BPDU nessage consists of a variable nunber of octets,
as shown bel ow

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
00 | I
+ Frame header / +
: | SMP packet header (type 4) :
I I

T T T S i S S S S e T T S s i =

20 | Ver si on | Opcode |
T S o T s T T o S T il sl S T R S i i
24 | Message fl ags | |
B s T o S S S S i it S S +
28 | I
: BPDU packet :

T i T s s I T sl S P Y S Y S S S S
Frame header/ |1 SMP packet header

This 20-octet field contains the frame header and the | SMP packet
header .

Ver si on

This 2-octet field contains the version nunber of the nessage
type. This docunment describes | SMP nessage type 4, version 1.
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Opcode

This 2-octet field contains the operation type of the nessage. For
an Interswitch BPDU nessage, the value should be 1.

Message fl ags

This 2-octet field is currently unused. It is reserved for future
use.

BPDU packet

This variable-length field contains an | EEE-conpliant 802.2 Bridge
Protocol Data Unit. See [IEEE] for a detailed description of the
contents of this field.

6.3 Interswitch Renote Bl ocki ng Message

The Interswitch Renote Bl ocking nessage consists of 30 octets, as
shown bel ow:.

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
00 | I
+ Franme header / +
: | SMP packet header (type 4) :
!l-- B s T T ST e S o I S I I T T sl s S S S +-!|-
20 | Ver si on | Opcode |
T S o T s T T o S T il sl S T R S i i
24 | Message fl ags | Bl ocking flag ... |
T S o T s T T o S T il sl S T R S i i
28 | ... Blocking flag |
T S S T i (e ST Y S S

Frame header/ 1 SMP packet header

This 20-octet field contains the frame header and the | SMP packet
header .

Ver si on

This 2-octet field contains the version nunber of the nessage
type. This docunment describes | SMP nessage type 4, version 1.
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Opcode

This 2-octet field contains the operation type of the nessage.
Valid values are as foll ows:

2 Enabl e/ di sabl e renot e bl ocki ng
3 Acknow edge previously received Renote Bl ocking nessage

Message fl ags

This 2-octet field is currently unused. It is reserved for
future use.

Bl ocking fl ag

This 4-octet field contains a flag indicating the state of
renote bl ocking on the Iink over which the nessage was
received. A value of 1 indicates renpte blocking is on and no
undi rected | SMP nessages shoul d be sent over the link. A value
of O indicates rempte blocking is off. This flag is irrelevant
if the operation type (Opcode) of the nessage has a val ue of 3.

6.4 Interswitch Resol ve Message

There are two versions of the Interswitch Resol ve nessage used by the
Secur eFast VLAN product.

6.4.1 Prior to Version 1.8

The Interswitch Resol ve nessage used by SFVLAN prior to version 1.8
consi sts of a variable nunmber of octets, as shown bel ow
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0 1 2 3
01234567890123456789012345678901
il aT T T S o S S e I S S R T it sl T s s
00 | I
+ Frame header / +
: | SMP packet header (type 5) :
I-I--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|-I-
20 | Ver si on | Opcode |
il aT T T S o S S e I S S R T it sl T s s
24 | St at us | Call Tag |
il aT T T S o S S e I S S R T it sl T s s

Source MAC of packet T it T S e e et s TERE S S SR

28

32
O i i o R e e i s sl Tt S TR Originating switch MAC
36
I i I T e it sl T S e S S i e s S SN R TR S S R
40
Owner switch MAC T i s e SR RN SR B S

T S S S e T sl S S S S S &

I
+
I
+
I
+
44 |
+
I

48

T+ +— +— +— +

Known desti nati on address

i S I i s T T S S o
n | Count |
i sTI U S S S
n+4 | Resol ve |i st
| |

T T S i S S S I T A i S S S S S

— — —

n = 46 + length of known address TLV

In the follow ng description of the nmessage fields, the term
"originating" switch refers to the switch that issued the original
Interswitch Resolve request. The term"owner" switch refers to that
switch to which the destination endstation is attached. And the term
"respondi ng" switch refers to either the "owner"” switch or to a
switch at the end of the switch flood path that does not own the
endstation but issues an Interswitch Resolve response because it has
no downstream nei ghbors.
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Wth the exception of the resolve list (which has a different size
and format in a Resol ve response nessage), all fields of an
Interswitch Resol ve nessage are allocated by the originating swtch
and unl ess otherw se noted below, are witten by the originating
switch.

Frame header/ |1 SMP packet header

This 20-octet field contains the frame header and the | SMP packet
header .

Ver si on

This 2-octet field contains the version nunber of the nessage
type. This docunment describes | SMP nessage type 5, version 1.

Opcode

This 2-octet field contains the operation code of the nessage.
Valid values are as foll ows:

1 The message is a Resol ve request.
2 The nmessage is a Resol ve response.
3 (unused in Resol ve nessages)

4 (unused in Resol ve nessages)

The originating swwtch wites a value of 1 to this field, while
the responding switch wites a value of 2.

St at us

This 2-octet field contains the status of a Resolve response
nessage. Valid values are as foll ows:

0 The Resol ve request succeeded (Resol veAck).
1 (unused)
2 The Resol ve request failed (Unknown).

This field is witten by the responding switch.

Call tag

This 2-octet field contains the call tag of the endstation packet
for which this Resolve request is issued. The call tag is a 16-
bit value (generated by the originating switch) that uniquely
identifies the packet.
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Source MAC of packet

This 6-octet field contains the physical (MAC) address of the
endstation that originated the packet identified by the call tag.

Oiginating switch MAC

This 6-octet field contains the physical (MAC) address of the
switch that issued the original Resolve request.

Omer switch MAC

This 6-octet field contains the physical (MAC) address of the
switch to which the destination endstation is attached -- that is,
the switch that was able to resolve the requested addressing
information. This field is witten by the owner sw tch.

If the status of the response is Unknown, this field is
i rrel evant.

Known desti nati on address

This variable-length field contains the known attribute of the
destination endstation address. This address is stored in
Tag/ Lengt h/ Val ue format. (See Section 2.3.)

Count

This 1-octet field contains the nunber of address attributes
requested or returned. This is the nunber of itenms in the resolve
list.

Resol ve |i st

This variable-length field contains a list of the address
attributes either requested by the originating switch or returned
by the owner switch. Note that in a Resolve request nessage, this
list contains only the tags of the requested address attri butes
(see Section 2.3). On the other hand, a Resolve response nmessage
with a status of Resol veAck contains the full TLV of each resol ved
address attribute. The nunber of entries in the list is specified
in the count field.

In an Interswitch Resol ve response nessage, this field is
irrelevant if the status of the response is Unknown.
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6.4.2 Version 1.8

The I nterswitch Resol ve nessage used by SFVLAN version 1.8 consists
of a variable nunber of octets, as shown bel ow
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00

20

24

28

32

36

40

44

48

n+4

nl

nl+8

nl+12

n1+20

+

0 1

rati onal Model August

2

1999

3

01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

Franme header
| SMP packet header

/
(type 5)

+

T T I S S e T S S il S S S S SUp St

Ver si on |

Opcode

T i I S S T T S S S T i ST o S S St

St at us |

Call Tag

T i I S S T T S S S T sl S o S SE St

T+ +— +— +— +—

T S T e L S e T T S S S S S S S S il i e o

+

T+ +— +— +— +— +—

Source MAC of packet B s i T O S i st S SRR S SRR TR

B i I i T S e T =

T S S s wi S S e S e T I S T S S S S

Onmner switch MAC
I

B i S e T s st s S S S
Known desti nation
Count |

B S S e
Resol ve |i st

Oiginating switch MAC

T S T S S S S

addr ess

T+ +— +

— e — y—-

T S S S T T S e i S S S S S el i e

Actual dest switch MAC R i e e e e e i e i

B i I i T S e T =

T S S s wi S S e S e T I S T S S S S

Actual chassis MAC R e e e e

B i I i T S e T =

Domai n name

Downl i nk chassi s MAC

T+ +— +— +

T S S T S o S S T i S i S S S S S e e &

Ruf f en,

n = 46 + length of known address
nl = n + length of Resolve list
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In the follow ng description of the nmessage fields, the term
"originating" switch refers to the switch that issued the origina
Interswitch Resolve request. The term"owner" switch refers to that
switch to which the destination endstation is attached. And the term
"respondi ng" switch refers to either the "owner"” switch or to a
switch at the end of the switch flood path that does not own the
endstation but issues an Interswitch Resolve response because it has
no downstream nei ghbors.

Wth the exception of the resolve list (which has a different size
and format in a Resol ve response nessage) and the four fields
followng the resolve list, all fields of an Interswitch Resol ve
nmessage are allocated by the originating switch, and unl ess ot herwi se
noted below, are witten by the originating swtch.

Frame header/ |1 SMP packet header

This 20-octet field contains the frame header and the | SMP packet
header .

Ver si on

This 2-octet field contains the version nunber of the nessage
type. This section describes version 3 of the Interswitch Resolve

nmessage.
Opcode

This 2-octet field contains the operation code of the nessage.
Valid values are as foll ows:

1 The message is a Resol ve request.
2 The message is a Resol ve response.
3 (unused in Resol ve nessages)

4 (unused in Resol ve nessages)

The originating swwtch wites a value of 1 to this field, while
the responding switch wites a value of 2.
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St at us

This 2-octet field contains the status of a Resolve response
nessage. Valid values are as foll ows:

0 The Resol ve request succeeded (Resol veAck).
1 (unused)
2 The Resol ve request failed (Unknown).

This field is witten by the responding switch.
Call tag

This 2-octet field contains the call tag of the endstation packet
for which this Resolve request is issued. The call tag is a 16-
bit value (generated by the originating switch) that uniquely
identifies the packet.

Source MAC of packet

This 6-octet field contains the physical (MAC) address of the
endstation that originated the packet identified by the call tag.

Oiginating switch MAC

This 6-octet field contains the physical (MAC) address of the
switch that issued the original Resolve request.

Omer switch MAC

This 6-octet field contains the physical (MAC) address of the
switch to which the destination endstation is attached -- that is,
the switch that was able to resolve the requested addressing
information. This field is witten by the owner switch.

If the status of the response is Unknown, this field is
i rrel evant.

Known desti nati on address
This variable-length field contains the known attribute of the

destination endstation address. This address is stored in
Tag/ Lengt h/ Val ue fornmat.
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Count

This 1-octet field contains the nunber of address attributes
requested or returned. This is the nunber of itenms in the resolve
list.

Resol ve |i st

This variable-length field contains a list of the address
attributes either requested by the originating switch or returned
by the owner switch. Note that in a Resolve request nessage, this
list contains only the tags of the requested address attri butes.
On the other hand, a Resolve response nessage with a status of
Resol veAck contains the full TLV of each resol ved address
attribute. The nunber of entries in the list is specified in the
count field.

In an Interswitch Resol ve response nessage, this field is
irrelevant if the status of the response is Unknown.

Actual destination switch MAC
This 6-octet field contains the physical (MAC) address of the
actual switch within the chassis to which the endstation is
attached. |If the status of the response is Unknown, this field is
irrelevant.

Downl i nk chassis MAC

This 6-octet field contains the physical (MAC) address of the
downlink chassis. |If the status of the response is Unknown, this
field is irrel evant.

Actual chassis MAC

This 6-octet field contains the physical (MAC) address of the
uplink chassis. |If the status of the response is Unknown, this
field is irrel evant.

Dormai n nane

This 16-octet field contains the ASCI|I nane of the domain. |f the
status of the response is Unknown, this field is irrelevant.
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6.5 Interswitch New User Message

The Interswitch New User nessage consists of a variable nunber of
octets, as shown bel ow

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
00 | I
+ Frame header / +
: | SMP packet header (type 5) :
I I
T S o T s T T o S T il sl S T R S i i
20 | Ver si on | Opcode |
T S o T s T T o S T il sl S T R S i i
24 | St at us | Call Tag |
T S o T s T T o S T il sl S T R S i i

Source MAC of packet B s i T O S i st S SRR S SRR TR

28

32
R i T T e S I i It I TR S SR T Oiginating switch MAC
36
e o T S O N i i et S S S S T o g s S S R T S S
40
Previ ous owner switch MAC  +-+-+-+-+- +- +- - +- - +- +- +- +- +- +-

B i I i T S e T =

44

T+ 4+ +—

48

T+ +— +— +

MAC addr ess of new user

e i i S o i S I i S S i (s S
70 | Count

T S S S SR S R S
74 | Resol ve |i st

l |

T T T S i S S S S e T T S s i =

— p— — 4 -

In the followi ng description of the nmessage fields, the term
"originating" switch refers to the switch that issued the original
Interswitch New User request. The term "previous owner" swtch
refers to that switch to which the endstation was previously
attached. And the term "responding” switch refers to either the
"previous owner" switch or to a switch at the end of the switch fl ood
path that did not own the endstation but issues an Interswitch New
User response because it has no downstream nei ghbors.
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Wth the exception of the resolve list, all fields of an Interswitch
New User nessage are allocated by the originating switch, and unl ess
ot herwi se noted below, are witten by the originating swtch.

Frame header/ |1 SMP packet header

This 20-octet field contains the frame header and the | SMP packet
header .

Ver si on

This 2-octet field contains the version nunber of the nessage
type. This docunment describes | SMP nessage type 5, version 1.

Opcode

This 2-octet field contains the operation code of the nessage.
Valid values are as foll ows:

(unused in a New User nessage)
(unused in a New User nessage)
The nessage is a New User request.
The nessage is a New User response.

ArWNPE

The originating swwtch wites a value of 3 to this field, while
the responding switch wites a val ue of 4.

St at us

This 2-octet field contains the status of a New User response
nessage. Valid values are as foll ows:

0 VLAN resol ution successful (NewUser Ack)
1 (unused)
2 VLAN resol ution unsuccessful (NewUser Unknown)

This field is witten by the responding switch.
Call tag

This 2-octet field contains the call tag of the endstation packet
for which this New User request is issued. The call tag is a 16-
bit value (generated by the originating switch) that uniquely
identifies the packet that caused the switch to identify the
endstation as a new user.
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Source MAC of packet

This 6-octet field contains the physical (MAC) address of the
endstation that originated the packet identified by the call tag.

Oiginating switch MAC

This 6-octet field contains the physical (MAC) address of the
switch that issued the original New User request.

Previ ous owner switch MAC

This 6-octet field contains the physical (MAC) address of the
switch to which the endstati on was previously attached -- that is,
the switch that was able to resolve the VLAN i nformation. This
field is witten by the previous owner switch.

If the status of the response is Unknown, this field is
i rrel evant.

MAC addr ess of new user

This 24-octet field contains the physical (MAC) address of the new
user endstation, stored in Tag/Length/Val ue format.

Count

This 1-octet field contains the number of VLAN identifiers
returned. This is the nunber of itens in the resolve list. This
field is witten by the previous owner switch.

If the status of the response is Unknown, this field and the
resolve list are irrel evant.

Resol ve |i st

This variable-length field contains a list of the VLAN identifiers
of all static VLANs to which the endstation belongs, stored in
Tag/ Lengt h/ Val ue fornmat (see Section 2.3). The nunber of entries
inthe list is specified in the count field. This list is witten
by the previous owner switch.

If the status of the response is Unknown, this field is
i rrel evant.
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There are two versions of the Interswitch Tag- Based Fl ood nessage
used by the SecureFast VLAN product.

6.6.1 Prior to Version 1.8

The Interswi tch Tag-Based Fl ood nessage used by SFVLAN prior to
as shown bel ow

version 1.8 consists of a variable nunmber of octets,

00

20

24

28

32

36

40

44

+

0 1

3

01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

Frame header /
| SMP packet header (type 7)

+

T T I S S e T S S il S S S S SUp St

Opcode

T i I S S T T S S S T i ST o S S St

Ver si on |

St at us |

Cal |

Tag

T i I S S T T S S S T sl S o S SE St

T+ +— +

+— +— -

+ .-

Source MAC of packet

B i I i T S e T =

T S S s wi S S e S e T I S T S S S S

Count
B S

Oiginating switch MAC

VLAN | i st

e S S D Sl S S S S

T+ T+ +

T S S S T T S e i S S S S S el i e

Oi gi nal

packet

+

+

T T I S S e T S S il S S S S SUp St

Ruf f en,

n =41 + length of VLAN |i st
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Frame header/ |1 SMP packet header

This 20-octet field contains the frame header and the | SMP packet
header .

Ver si on

This 2-octet field contains the version nunber of the nessage
type. This docunment describes | SMP nessage type 7, version 1.

Opcode

This 2-octet field contains the operation code of the nessage. The
val ue here should be 1, indicating the nessage is a flood request.

St at us

This 2-octet field is currently unused. It is reserved for future
use.

Call tag
This 2-octet field contains the call tag of the endstation packet
encapsul ated within this tag-based fl ood nessage. The call tag is
a 16-bit value (generated by the originating switch) that uniquely
identifies the packet.

Source MAC of packet

This 6-octet field contains the physical (MAC) address of the
endstation that originated the packet identified by the call tag.

Oiginating switch MAC

This 6-octet field contains the physical (MAC) address of the
switch that issued the original tag-based fl ooded nessage.

Count

This 1-octet field contains the nunber of VLAN identifiers
i ncluded in the VLAN |ist.

VLAN | i st
This variable-length field contains a list of the VLAN identifiers

of all VLANs to which the source endstation belongs. Each entry
inthis list has the follow ng format:
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0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Value length | |
T S S S SR S R S +
| VLAN identifier value |
I I

T T T S i S S S S e T T S s i =

The 1-octet value length field contains the |length of the VLAN
identifier. VLAN identifiers can be from1 to 16 characters | ong.

Oigi nal packet

This variable-length field contains the original packet as sent by
the source endstati on.
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6.6.2 Version 1.8

The Interswitch Tag-Based Fl ood nessage used by SFVLAN version 1.8
consi sts of a variable number of octets, as shown bel ow

Not e:

SFVLAN version 1.8 al so recogni zes the Interswitch Tag-Based
Fl ood nessage as described in Section 6.6. 1.

0 1 2 3
01234567890123456789012345678901
T i S S S i S S i e S
00 | I
+ Frane header / +
: | SMP packet header (type 7) :
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-!|-
20 | VLAN identifier | Ver si on |
T S S el St S R il S S S S i S DS
24 | Opcode | St at us |
T S S e Sl S T i i St S DS
28 | Call tag |
i T T O e T st T S T S SRR TR Source MAC of packet
32
|+- T o i S S St SRR S i S S SR S S S
36
Originating switch MAC e T T e i Tk T T S S R S
| Count
T S S T T S S S S S S S S

40

44

T+ 7 +

—— 4 —

VLAN | i st
I

B T T T S S T T S S T A S i S S

+

+— +— -

Origi nal packet .
+

+ .-

T T T S i S S S S e T T S s i =

n =41 + length of VLAN |ist
Frame header/ |1 SMP packet header

This 20-octet field contains the frame header and the | SMP packet
header .
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- The frane header source address contains a value of 02-00-1D
00- xx-yy, where xx-yy is a value set by the VLAN Manager
application to tag the franme header with the VLAN identifier
This value ranges from2 to 4095. For exanple, a value of 100
woul d be set as 00-64.

- The frame header type field contains a value of Ox81FF. Note
that this differs fromall other |SWMP nessages.

VLAN identifier

This 2-octet field contains the VLAN identifier of the packet
sour ce.

Ver si on
This 2-octet field contains the version nunber of the nessage
type. This section describes version 2 of the Interswitch Tag-
Based Fl ood nessage.

Opcode

This 2-octet field contains the operation code of the nessage.
Valid values here are as foll ows:

1 The nmessage is a flood request. The original packet is
conplete within this nessage.

2 The nessage is a fragnented fl ood request. The first portion
of the original packet is contained in this nmessage.

3 The nessage is a fragnented flood request. The second portion
of the original packet is contained in this nmessage.

St at us

This 2-octet field is currently unused. It is reserved for future
use.

Call tag

This 2-octet field contains the call tag of the endstation packet
encapsul ated within this tag-based fl ood nessage. The call tag is
a 16-bit value (generated by the originating switch) that uniquely
identifies the packet.
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Source MAC of packet

This 6-octet field contains the physical (MAC) address of the
endstation that originated the packet identified by the call tag.

Oiginating switch MAC

This 6-octet field contains the physical (MAC) address of the
switch that issued the original tag-based fl ooded nessage.

Count

This 1-octet field contains the nunber of VLAN identifiers
i ncluded in the VLAN |ist.

VLAN | i st

This variable-length field contains a list of the VLAN identifiers
of all VLANs to which the source endstation belongs. Each entry
inthis list has the follow ng format:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Value length | |
T S S S SR S R S +
| VLAN identifier value |
I I

T T T S i S S S S e T T S s i =

The 1-octet value length field contains the |length of the VLAN
identifier. VLAN identifiers can be from1 to 16 characters | ong.

Oigi nal packet

This variable-length field contains the original packet as sent by
the source endstati on.
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6.7 Interswitch Tap/ Untap Message

The Interswitch Tap/Untap nessage consists of a variable nunber of
octets, as shown bel ow

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
00 | |
+ Frame header / +
: | SMP packet header (type 8) :
!I--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-!I-
20 | Ver si on | Opcode |
T S o T s T T o S T il sl S T R S i i
24 | St at us | Error code |
T S o T s T T o S T il sl S T R S i i
28 | Header type | Header | ength |
T S o T s T T o S T il sl S T R S i i
32 | Di rection |
ek s Probe switch MAC +
36 |
T S o T s T T o S T il sl S T R S i i
40 | Pr obe port
I T S I T als i S S S S S T T S i i S R S
44

48

(Reserved)
52

T S T S S T o S S S e T S S S S S e =

I
I
I
I
I
I
I
Header |
I

+
I
+ +
I
+ +
I
+- +

56 |
+ +
I
+ +
I
T T T S i S S S S e T T S s i =

Frame header/ |1 SMP packet header

This 20-octet field contains the frame header and the | SMP packet
header .

Ver si on

This 2-octet field contains the version nunber of the nessage
type. This docunment describes | SMP nessage type 8, version 1.
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Opcode
tet field contains the operation type of the nessage. ues are as
foll ows:
1 The nmessage is a Tap request.
2 The nmessage is a Tap response.
3 The nessage is an Untap request.
4 The nessage is an Untap response.

St at us

This 2-octet field contains the current status of the tap request.
Valid val ues are as foll ows:

Swi tch nmust di sabl e outport on untap. (DisableQutport)

Swi tch nmust keep outports on untap. (KeepCQutport)

Probe not found this |leg of spanning tree. (ProbeNotFound)
Still searching for probe switch. (QutportDecisionUnknown)
Unassi gned. (StatusUnassi gned)

(reserved)

(reserved)

(reserved)

(reserved)

O©CO~NOUIAWNPE

See Section 5.2.3 for details on the use of this field.
Error code

This 2-octet field contains the response nessage error code of the
requested operation. Valid values are as foll ows:

1 Operation successful. (NoError)
2 No response heard from downstream nei ghbor. (Ti neout)
3 Port does not exist on probe switch. (BadPort)
4 Message invalid. (lnvalidMessage)
5 Version nunber invalid. (lInconpatibleVersions)
Header type

This 2-octet field contains the type of information contained in
the header field. Currently, valid values are as foll ows:

1 (reserved) 2 Header contains destination and source endstation
MAC addr esses.
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Header |ength

This 2-octet field contains the length of the header field.
Currently, this field always contains a value of 12.

Di recti on

This 2-octet field contains a value indicating the type of tap.
Valid values are as foll ows:

1 (reserved)

2 Tap is bi-directional and data should be captured flowing in
either direction over the connection.

3 Tap is uni-directional and data should be captured only when it
flows fromthe source to the destination

Probe swi tch MAC

This 6-octet field contains the physical (MAC) address of the
switch to which the probe is attached.

Probe port

This 4-octet field contains the |ogical port nunber (on the probe
switch) to which the probe is attached.

Reserved
These 12 octets are reserved.

Header
This variable-length field contains the header that identifies the
connection being tapped. The length of the header is stored in
the Iength field.
Currently, this field is 12 octets | ong and contains the 6-octet
physi cal address of the connection’s destination endstation,

foll owed by the 6-octet physical address of the connection’s
source endstation, as shown bel ow

Ruffen, et al. I nf or mat i onal [ Page 57]



RFC 2643 Cabl etron’ s SecureFast VLAN Operational Model August 1999

0 1 2 3
01234567890123456789012345678901
T S S T T S S T i S S s sl S S PSS

+-

L Destinati on MAC address R e e R ik U i e
!l-- R e i S S e i S N o +-!|- Sour ce MAC addr ess L—
L—- B e T i i R R i ik Tk ks Sk S SR SR SR S TR S !l-

7. Security Considerations
Requested call connections are established or denied based on the
VLAN policy of the source and destination addresses specified within
the packet. Section 4.4.1 discusses this process in detail
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