Net wor k Wor ki ng Group R Housl ey
Request for Comments: 3217 RSA Laboratori es
Cat egory: I nfornmational Decenber 2001

Tri pl e-DES and RC2 Key W appi ng
Status of this Meno

This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (2001). Al Rights Reserved.
Abstract

Thi s docunment specifies the algorithmfor wapping one Triple-DES key
wi th anot her Triple-DES key and the al gorithmfor wapping one RC2
key with another RC2 key. These key wap algorithns were originally
published in section 12.6 of RFC 2630. They are republished since
these key wap al gorithnms have been found to be useful in contexts
beyond those supported by RFC 2630.

1 Introduction

Managenent of symmetric cryptographic keys often | eads to situations
where one synmetric key is used to encrypt (or wap) another. Key
wap algorithnms are cormonly used in two situations. First, key
agreenent algorithns (such as Diffie-Hellman [DH X9.42]) generate a
pai rwi se key-encryption key, and a key wap algorithmis used to
encrypt the content-encryption key or a nmulticast key with the

pai rwi se key-encryption key. Second, a key wap algorithmis used to
encrypt the content-encryption key, multicast key, or session key in
a locally generated storage key-encryption key or a key-encryption
key that was distributed out-of-band.

Thi s docunment specifies the algorithmfor wapping one Triple-DES key
wi th another Triple-DES key [3DES], and it specifies the algorithm
for wapping one RC2 key with another RC2 key [RC2]. Encryption of a
Triple-DES key with another Triple-DES key uses the algorithm
specified in section 3. Encryption of a RC2 key with another RC2 key
uses the algorithmspecified in section 4. Both of these algorithns
rely on the key checksum al gorithmspecified in section 2. Triple-
DES and RC2 content-encryption keys are encrypted in C pher Bl ock
Chai ning (CBC) node [ MODES] .
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In this docunment, the key words MJUST, MJUST NOT, REQUI RED, SHOULD
SHOULD NOT, RECOVMENDED, and MAY are to be interpreted as descri bed
by Scott Bradner in [ STDWORDS] .

2 Key Checksum

The key checksum algorithmis used to provide a key integrity check
value. The algorithmis:

1. Conmpute a 20 octet SHA-1 [ SHAl] nessage digest on the key that is
to be wapped.

2. Use the nost significant (first) eight octets of the nmessage
di gest val ue as the checksum val ue.

3 Triple-DES Key Wappi ng and Unw appi ng

This section specifies the algorithns for wapping and unw appi ng one
Triple-DES key with another Tripl e-DES key [3DES].

The sanme key wap algorithmis used for both Two-key Tripl e-DES and
Three-key Tripl e-DES keys. Wen a Two-key Triple-DES key is to be
wrapped, a third DES key with the sane value as the first DES key is
created. Thus, all wapped Triple-DES keys include three DES keys.
However, a Two-key Tripl e- DES key MJUST NOT be used to wap a Three-
key Triple-DES key that is conprised of three unique DES keys.

3.1 Triple-DES Key Wap

The Triple-DES key wap algorithmencrypts a Triple-DES key with a
Tri pl e- DES key-encryption key. The Triple-DES key wap algorithmis:

1. Set odd parity for each of the DES key octets conprising the
Three-Key Triple-DES key that is to be wapped, call the result
CEK.

2. Compute an 8 octet key checksum val ue on CEK as descri bed above in
Section 2, call the result |CV.

3. Let CEKICV = CEK || ICV.

4. Cenerate 8 octets at random call the result IV.

5. Encrypt CEKICV in CBC node using the key-encryption key. Use the
random val ue generated in the previous step as the initialization
vector (l1V). Call the ciphertext TEMPL.

6. Let TEMP2 = IV || TEMPL.

7. Reverse the order of the octets in TEMP2. That is, the nost
significant (first) octet is swapped with the |east significant
(last) octet, and so on. Call the result TEMP3.

8. Encrypt TEMP3 in CBC node using the key-encryption key. Use an
initialization vector (1V) of Ox4adda22c79e82105. The ci phertext
is 40 octets |ong.
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Note: Wen the sane Three-Key Triple-DES key is wapped in different
key-encryption keys, a fresh initialization vector (1V) nust be
generated for each invocation of the key wap algorithm

3.2 Triple-DES Key Unw ap

The Triple-DES key unwap al gorithm decrypts a Tripl e-DES key using a
Tri pl e- DES key-encryption key. The Triple-DES key unwap al gorithm
is:

1. If the wapped key is not 40 octets, then error.

2. Decrypt the wapped key in CBC node using the key-encryption key.
Use an initialization vector (1V) of Ox4adda22c79e82105. Call the
out put TEMPS.

3. Reverse the order of the octets in TEMP3. That is, the nost
significant (first) octet is swapped with the | east significant
(last) octet, and so on. Call the result TEMP2.

4. Deconpose TEMP2 into IV and TEMP1. 1V is the nost significant
(first) 8 octets, and TEMP1 is the least significant (last) 32
octets.

5. Decrypt TEMP1 in CBC nopde using the key-encryption key. Use the
I'V value fromthe previous step as the initialization vector.
Call the ciphertext CEKICV.

6. Deconpose CEKICV into CEK and ICV. CEK is the nost significant
(first) 24 octets, and ICV is the least significant (last) 8

octets.
7. Conmpute an 8 octet key checksum val ue on CEK as descri bed above in
Section 2. If the conmputed key checksum val ue does not match the

decrypted key checksum val ue, ICV, then error.

8. Check for odd parity each of the DES key octets conprising CEK
If parity is incorrect, then error.

9. Use CEK as a Tripl e-DES key.

3.3 Triple-DES Key Wap Al gorithmldentifier
Sone security protocols enploy ASN. 1 [ X 208-88, X 209-88], and these
protocols enploy algorithmidentifiers to name cryptographic
algorithnms. To support these protocols, the Triple-DES key wap
al gorithm has been assigned the following algorithmidentifier:

i d-al g- CMS3DESW ap OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) snine(16) alg(3) 6 }

The Algorithm dentifier paraneter field MJST be NULL.
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3.4 Triple-DES Key Wap Exanpl e

This section contains a Triple-DES Key Wap exanple. Internediate
val ues corresponding to the naned itens in section 3.1 are given in
hexadeci nal .

CEK: 2923 bf 85 e06d d6ae 5291 49f1 flba e9ea b3a7 da3d 860d 3e98
KEK: 255e 0dlc 07b6 46df b313 4cc8 43ba 8aa7 1f02 5b7c 0838 251f
| CV: 181b 7e96 86e0 4a4de

CEKI CVv: 2923 bf85 e06d db6ae 5291 49f1 flba e9ea b3a7 da3d 860d 3e98
181b 7e96 86e0 4ade

| V: 5dd4 cbfc 96f5 453b

TEMPL: cfcl a789 c675 dd2a b49a 3204 ef92 cc03 5¢if 973b 7a79 60f6
ad44d cchf 729d 8449

TEMP2: 5dd4 cbfc 96f5 453b cfcl a789 c675 dd2a b49a 3204 ef 92 cc03
5c¢1f 973b 7a79 60f6 ad44d cchf 729d 8449

TEMP3: 4984 9d72 5fcc 4dad 660 797a 3b97 1f5c 03cc 92ef 0432 9ab4
2add 75c¢6 89a7 clcf 3b45 f596 fccb d4sd

RESULT: 6901 0761 8ef0 92b3 b48c al79 6b23 4ae9 fa33 ebb4 1596 0403
7db5 d6a8 4eb3 aac2 768c 6327 75a4 67d4

4 RC2 Key Wapping and Unw appi ng

This section specifies the algorithns for wapping and unw appi ng one
RC2 key with another RC2 key [RC2].

RC2 supports variable length keys. RC2 128-bit keys MJIST be used as
key-encryption keys; however, the wapped RC2 key MAY be of any size.

4.1 RC2 Key Wap

The RC2 key wap algorithmencrypts a RC2 key with a RC2 key-
encryption key. The RC2 key wap algorithmis:

1. Let the RC2 key be called CEK, and let the Iength of CEK in
octets be called LENGTH. LENGIH is a single octet.

2. Let LCEK = LENGTH || CEK.

3. Let LCEKPAD = LCEK || PAD. If the length of LCEK is a multiple
of 8, the PAD has a length of zero. |If the length of LCEK is not
a multiple of 8 then PAD contains the fewest nunber of random
octets to make the | ength of LCEKPAD a nultiple of 8.

4., Compute an 8 octet key checksum val ue on LCEKPAD as descri bed
above in Section 2, call the result ICV

5. Let LCEKPADI CV = LCEKPAD || ICV.

6. Cenerate 8 octets at random call the result IV

7. Encrypt LCEKPADI CV in CBC node using the key-encryption key. Use
the random val ue generated in the previous step as the
initialization vector (1V). Call the ciphertext TEMP1
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8. Let TEMP2 = IV || TEMPL.

9. Reverse the order of the octets in TEMP2. That is, the nost
significant (first) octet is swapped with the |east significant
(last) octet, and so on. Call the result TEMPS3.

10. Encrypt TEMP3 in CBC nopde using the key-encryption key. Use an
initialization vector (1V) of 0Ox4adda22c79e82105.

Note: Wen the sane RC2 key is wapped in different key-encryption
keys, a fresh initialization vector (IV) nust be generated for each
i nvocation of the key wap al gorithm

4.2 RC2 Key Unw ap

The RC2 key unwrap al gorithm decrypts a RC2 key using a RC2 key-
encryption key. The RC2 key unwap algorithmis:

1. If the wapped key is not a nultiple of 8 octets, then error.

2. Decrypt the wapped key in CBC node using the key-encryption key.
Use an initialization vector (1V) of Ox4adda22c79e82105. Cal
t he out put TEMP3.

3. Reverse the order of the octets in TEMP3. That is, the nost
significant (first) octet is swapped with the | east significant
(last) octet, and so on. Call the result TEWMP2.

4. Deconpose the TEMP2 into |V and TEMP1. [V is the nost
significant (first) 8 octets, and TEMP1 is the remaining octets.

5. Decrypt TEMPL in CBC node using the key-encryption key. Use the
IV value fromthe previous step as the initialization vector
Call the plaintext LCEKPADI CV.

6. Deconpose the LCEKPADICV into LCEKPAD, and ICV. |1CV is the |east
significant (last) octet 8 octets. LCEKPAD is the remaining

octets.
7. Conpute an 8 octet key checksum val ue on LCEKPAD as descri bed
above in Section 2. |If the conmputed key checksum val ue does not

mat ch t he decrypted key checksum val ue, I1CV, then error.

8. Deconpose the LCEKPAD into LENGTH, CEK, and PAD. LENGIH is the
nmost significant (first) octet. CEK is the follow ng LENGTH
octets. PADis the remaining octets, if any.

9. If the length of PAD is nore than 7 octets, then error.

10. Use CEK as an RC2 key.

4.3 RC2 Key Wap Algorithmldentifier
Sone security protocols enploy ASN. 1 [ X 208-88, X 209-88], and these
protocols enploy algorithmidentifiers to name cryptographic

algorithms. To support these protocols, the RC2 key wap al gorithm
has been assigned the follow ng algorithmidentifier:
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i d-al g- COMSRC2wr ap OBJECT | DENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) snine(16) alg(3) 7 }

The Algorithm dentifier paraneter field MJST be RC2w apPar aneter:
RC2wr apPar anet er :: = RC2Par anet er Ver si on
RC2Par anet er Ver si on ::= | NTEGER

The RC2 effective-key-bits (key size) greater than 32 and | ess than
256 is encoded in the RC2ParaneterVersion. For the effective-key-
bits of 40, 64, and 128, the rc2ParaneterVersion values are 160, 120,
and 58 respectively. These values are not sinply the RC2 key | ength.
Note that the value 160 nmust be encoded as two octets (00 A0),
because the one octet (A0) encoding represents a negative nunber.

4.4 RC2 Key Wap Exanpl e
This section contains a RC2 Key Wap exanple. Internedi ate val ues

corresponding to the nanmed itens in section 4.1 are given in
hexadeci nal .

CEK: b70a 25fb ¢c9d8 6a86 050c e0d7 1lea d4d9

KEK: fd0o4 fd0o8 0607 07fb 0003 feff fd02 fel5

LENGTH: 10

LCEK: 10b7 0a25 fbc9 d86a 8605 OceO d711 ead4 d9

PAD: 4845 cce7 fdl12 50

L CEKPAD: 10b7 0a25 fbc9 d86a 8605 OceO d711 ead4
d948 45cc e7fd 1250

| CV: Oa6f f19f db40 4988

LCEKPADI CV: 10b7 0a25 fbc9 d86a 8605 Oce0 d711 ead4
d948 45cc e7fd 1250 Oa6f f19f db40 4988

|V c7d9 0059 b29e 97f7

TEMPL: a0ld a259 3793 1260 e48c 55f5 04ce 70b8
ac8c d79e ffe8 9932 9fa9 8a07 a3lf f7a7

TEMP2: c7d9 0059 b29e 97f7 a0ld a259 3793 1260

e48c 55f5 04ce 70b8 ac8c d79e ffe8 9932
9f a9 8a07 a31lf f7a7

TEMP3: a7f7 1fa3 078a a99f 3299 8eff 9ed7 8cac
b870 ce04 f555 8ced4 6012 9337 59a2 1dal
f 797 9eb2 5900 d9c7

RESULT: 70e6 99fb 5701 f783 3330 fb71 e87c 85a4
20bd c99a fO05d 22af 5a0e 48d3 5f31 3898
6cba af b4 b28d 4f 35
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6 Security Considerations

| mpl enent ati ons nmust protect the key-encryption key. Conprom se of
t he key-encryption key may result in the disclosure of all keys that
have been wrapped with the key-encryption key, which may lead to the
disclosure of all traffic protected with those wapped key.

| mpl enent ati ons nmust randomly generate initialization vectors (1Vs)
and paddi ng. The generation of quality random nunbers is difficult.
RFC 1750 [ RANDOM offers inportant guidance in this area, and
Appendi x 3 of FIPS Pub 186 [DSS] provides one quality PRNG techni que.

If the key-encryption key and w apped key are associated with
different synmetric encryption algorithns, the effective security
provided to data encrypted with the wapped key is determ ned by the
weaker of the two algorithns. |f, for exanple, data is encrypted
with 168-bit Triple-DES and that Triple-DES key is wapped with a
40-bit RC2 key, then at nobst 40 bits of protection is provided. A
trivial search to determine the value of the 40-bit RC2 key can
recover Triple-DES key, and then the Tripl e-DES key can be used to
decrypt the content. Therefore, inplenmenters nust ensure that key-
encryption algorithns are as strong or stronger than content-
encryption al gorithnmns.

These key wrap algorithnms specified in this docunent have been
reviewed for use with Triple-DES and RC2, and they have not been
reviewed for use with other encryption algorithnms. Simlarly, the
key wap algorithns nake use of CBC node [ MODES], and they have not
been reviewed for use with other cryptographic nodes.
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9 Full Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Acknow edgenent

Fundi ng for the RFC Editor function is currently provided by the
I nternet Society.

Housl ey I nf or mat i onal [ Page 9]






