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ABSTRACT

The | DUP- GSS- APl extends the GSS- APl [ RFC-2078] for applications
requiring protection of a generic data unit (such as a file or
nmessage) in a way which is independent of the protection of any other
data unit and i ndependent of any concurrent contact with designated
"receivers" of the data unit. Thus, it is suitable for applications
such as secure electronic mail where data needs to be protected

wi t hout any on-line connection with the intended recipient(s) of that
data. The protection offered by IDUP includes services such as data
origin authentication with data integrity, data confidentiality with
data integrity, and support for non-repudi ation services. Subsequent
to being protected, the data unit can be transferred to the
recipient(s) - or to an archive - perhaps to be processed
("unprotected") only days or years |ater

Thr oughout the renai nder of this docunent, the "unit" of data
described in the above paragraph will be referred to as an |1 DU

(I ndependent Data Unit). The IDU can be of any size (the application
may, if it wishes, split the IDU into pieces and have the protection
conmputed a piece at a tinme, but the resulting protection token
applies to the entire IDU). However, the primary characteristic of
an IDUis that it represents a stand-al one unit of data whose
protection is entirely independent of any other unit of data. |If an
application protects several I1DUs and sends themall to a single
receiver, the IDUs nmay be unprotected by that receiver in any order
over any time span; no |ogical connection of any kind is inplied by
the protection process itself.
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As with RFC- 2078, this | DUP-GSS-API definition provides security
services to callers in a generic fashion, supportable with a range of
under | yi ng nechani sns and technol ogi es and hence al | owi ng source-

| evel portability of applications to different environnments. This
speci fication defines | DUP-GSS- APl services and primtives at a |evel
i ndependent of underlyi ng mechani sm and progranmn ng | anguage
environnent, and is to be conplenented by other, related

speci fications:

- docunents defining specific paranmeter bindings for particular
| anguage environnents;

- docunents defining token formats, protocols, and procedures to
be inplenented in order to realize | DUP-GSS- APl services atop
particul ar security mechani smns.
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1. |1 DUP-GSS- APl Characteristics and Concepts

The paradi gm wi thin which | DUP- GSS- APl operates is as follows. An

| DUP- GSS- APl caller is any application that works with | DUs, calling
on | DUP-GSS-API in order to protect its IDUs with services such as
data origin authentication with integrity (DOA), confidentiality with
integrity (CONF), and/or support for non-repudiation (e.g., evidence
generation, where "evidence" is information that either by itself, or
when used in conjunction with other information, is used to establish
proof about an event or action (note: the evidence itself does not
necessarily prove truth or existence of sonething, but contributes to
establish proof) -- see [ISOIEC for fuller discussion regarding
evidence and its role in various types of non-repudiation). An

| DUP- GSS- APl cal |l er passes an IDU to, and accepts a token from its

| ocal |1 DUP-GSS-API inplenmentation, transferring the resulting
protected IDU (P-1DU) to a peer or to any storage nedium Wen a P-
IDUis to be "unprotected”, it is passed to an | DUP- GSS- API

i npl enentation for processing. The security services avail able

t hrough 1 DUP-GSS-API in this fashion are inplenentable over a range
of underlying nechani sns based on secret-key and/or public-key

crypt ographi ¢ technol ogi es.

During the protection operation, the input I1DU buffers may be

nmodi fied (for exanple, the data nmay be encrypted or encoded in sone
way) or may remai n unchanged. |n any case, the result is ternmed a
"MIDU (Mdified IDU) in order to distinguish it fromthe origina

| DU. Depending on the desire of the calling application and the
capabilities of the underlying |IDUP nmechani sm the output produced by
the protection processing nay or may not encapsulate the M I DU Thus,
the P-1DU may be the contents of a single output paraneter (if
encapsul ation is done) or may be the |ogical concatenation of an
unencapsul ated token paraneter and a M| DU paraneter (if

encapsul ation is not done). In the |latter case, the protecting
application may choose whatever nmethod it w shes to concatenate or
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conbi ne the unencapsul ated token and the MIDU into a P-1DU, provided
the unprotecting application knows how to de-couple the P-1DU back
into its conponent parts prior to calling the | DUP unprotection set
of functions.

It is expected that any output buffer returned by IDUP (i.e., P-1DU
or portion thereof) is ready for i mediate transnission to the

i ntended receiver(s) by the calling application, if this is desired.
In other words, an application wishing to transmt data buffers as

t hey appear from | DUP should not be unduly restricted from doing so
by the underlying nechani sm

The | DUP- GSS- APl separates the operation of initializing a security
environnent (the | DUP_Establish _Env() call) fromthe operations of
providing per-1DU protection, for |IDUs subsequently protected in
conjunction with that environment. Per-IDU protection and
unprotection calls provide DOA, CONF, evidence, and other services,
as requested by the calling application and as supported by the
under | yi ng nechani sm

The fol |l owi ng paragraphs provide an exanple illustrating the

datafl ows involved in the use of the |IDUP-GSS-APlI by the sender and
receiver of a P-1DU in a nmechani smindependent fashion. The exanple
assunes that credential acquisition has already been conpl eted by
both sides. Furthernore, the exanple does not cover all possible
options available in the protection/unprotection calls.

The sender first calls I DUP_Establish_Env() to establish a
security environnent. Then, for the IDU to be protected the
sender calls the appropriate protection calls (SE, EV, or GP) to
performthe I1DU protection. The resulting P-1DU, which may
(dependi ng on whet her or not encapsul ati on was chosen/ avail abl e)
be either the token itself or the logical concatenation of the
token and the MIDU, is nowready to be sent to the target. The
sender then calls IDUP_Abolish_Env() to flush all environment-
specific information

The receiver first calls IDUP_Establish_Env() to establish a
security environnent in order to unprotect the P-1DU. Then, for
the received P-1DU the receiver calls the appropriate unprotection
calls (SE, EV, or GP (known a priori, or possibly deternined
through the use of the IDUP_Get token_details call)) to perform
the P-1DU unprotection. The receiver then calls

| DUP_Abol i sh_Env() to flush all environment-specific information.

It is inportant to note that absolutely no synchronization is inplied

or expected between the data buffer size used by the sender as input
to the protection calls, the data buffer size used by the receiver as
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input to the unprotection calls, and the block sizes required by the
underlying protection algorithnms (integrity and confidentiality). A
these sizes are neant to be independent; furthernore, the data buffer
sizes used for the protection and unprotection calls are purely a
function of the local environment where the calls are nmade.

The | DUP- GSS- APl desi gn assunes and addresses several basic goals,
i ncluding the follow ng.

Mechani sm i ndependence: The | DUP-GSS- APl defines an interface to
cryptographically inplenmented security services at a generic |evel
whi ch i s independent of particular underlying nmechani sns. For
exanpl e, | DUP- GSS- API - provi ded services can be inplenmented by
secret-key technol ogi es or public-key approaches.

Protocol environment independence: The | DUP-GSS- APl is independent
of the comuni cati ons protocol suites which nay be used to
transfer P-1DUs, permitting use in a broad range of protoco

envi ronnment s.

Prot ocol association i ndependence: The | DUP-GSS-API’'s security
envi ronment construct has nothing whatever to do with

communi cati ons protocol association constructs, so that | DUP-GSS-
APl services can be invoked by applications, wholly independent of
protocol associations.

Suitability for a range of inplenmentation placenents: | DUP-GSS-API
clients are not constrained to reside within any Trusted Conputing
Base (TCB) perineter defined on a system where the | DUP-GSS-API is
i mpl emented; security services are specified in a manner suitable
for both intra-TCB and extra-TCB call ers.

1.1. | DUP-GSS-API Constructs

This section describes the basic elements conprising the | DUP-GSS-
API .

1.1.1. Credentials

Credentials in | DUP-GSS- APl are to be understood and used as
described in GSS-API [RFC 2078].

1.1.2. Tokens
Tokens in | DUP- GSS- APl are to be understood and used as described in
GSS- APl [ RFC-2078] with the exception that there are no context-1leve

t okens generated by | DUP-GSS-API. The | DUP-GSS- APl t oken nay
(dependi ng on the underlying nechani sm encapsul ate the M1 DU or nmay
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be logically concatenated with the MIDU prior to transfer to a
target; furthernore, for sone evidence services the token may be sent
i ndependently of any other data transfer.

1.1.3. Security Environment

The "security environnent™ in IDUP-GSS-API is entirely different from
the concept of security contexts used in GSS-API [RFC-2078]. Here, a
security environnent exists within a calling application (that is, it
is purely local to the caller) for the purpose of protecting or
unprotecting one or nmore IDUs using a particular caller credential or
set of credentials. |In GSS-API, on the other hand, a security
context exists between peers (the initiator and the target) for the
purpose of protecting, in real tinme, the data that is exchanged
between them Although they are different concepts, the env_handl e
in |DUP-GSS-API is sinmlar to the context_handle in GSS-API in that

it is a convenient way of tying together the entire process of
protecting or unprotecting one or nore |DUs using a particular
underlying nechanism As with the GSS-APlI security contexts, a
caller can initiate and maintain nultiple environments using the sane
or different credentials.

1.1.4. Mechani sm Types

Mechani smtypes in | DUP-GSS- APl are to be understood and used as
described in GSS-API [RFC 2078].

1.1.5. Namng

Naming in | DUP-GSS-API is to be understood and used as described in
GSS- APl [ RFC-2078] .

1.1.6. Channel Bindings

The concept of channel bindings discussed in GSS-API [RFC-2078] is
not relevant to the | DUP-GSS- API

1.2. | DUP-GSS- APl Features and |ssues
This section describes aspects of |DUP-GSS- APl operations and of the
security services which the | DUP-GSS- APl provides. It also provides
commentary on design issues.

1.2.1. Status Reporting
Status reporting in | DUP-GSS-API is to be understood and used as

described in GSS-API [RFC-2078], with the addition of a nunber of
| DUP- specific status codes. Descriptions of the najor_status codes
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used in IDUP are provided in Table 1. Codes that are informatory
(i.e., that do not cause the requested operation to fail) are
indicated with the synbol "(1)".

As with GSS-APlI, mnor_status codes, which provide nore detailed
status information than maj or _status codes, and which nay include
status codes specific to the underlying security mechanism are not
specified in this docunent.

Tabl e 1: | DUP-GSS- APl Maj or Status Codes

GSS_S BAD MECH indicates that a mech_type unsupported by the
| DUP_GSS- APl i npl ementati on was requested, causing the environnent
establ i shment operation to fail.

GSS_ S BAD QCP indicates that the provided qop_alg value is not
recogni zed or supported for the environment.

GSS S BAD M C indicates that the received P-1DU contai ns an
incorrect integrity field (e.g., signature or MAC) for the data.

GSS_S COVPLETE indicates that the requested operation was
successful .

GSS_S CREDENTI ALS _EXPI RED i ndicates that the credentials
associated with this operation have expired, so that the requested
operation cannot be performed.

GSS_S DEFECTI VE_CREDENTI AL i ndi cates that consistency checks
performed on the credential structure referenced by

clai mant _cred_handl e failed, preventing further processing from
bei ng perforned using that credential structure.

GSS_S DEFECTI VE_TOKEN i ndi cates that consistency checks performed
on the received P-1DU failed, preventing further processing from
bei ng perforned.

GSS S FAILURE indicates that the requested operation could not be
acconplished for reasons unspecified at the |DUP-GSS- APl |evel,
and that no interface-defined recovery action is avail able.

GSS_S NO CRED indicates that no environment was established,
ei ther because the input cred_handl e was invalid or because the
call er lacks authorization to access the referenced credentials.

| DUP_S BAD DOA KEY indicates that the key used to provide |IDU data
origin auth. / integ. has either expired or been revoked.
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Adans

| DUP_S BAD ENC I DU i ndicates that decryption of the received |DU
cannot be conpl eted because the encrypted | DU was

i nval i d/ defective (e.g., the final block was short or had

i ncorrect padding).

| DUP_S BAD KE_KEY indicates that the key used to establish a key
for confidentiality purposes between origi nator and target has
ei ther expired or been revoked.

| DUP_S BAD TARG | NFO i ndicates that the full set of supplied
informati on regarding the target(s) is invalid or is insufficient
for the protection of an IDU, so P-1DU cannot be created.

| DUP_S DEFECTI VE_VERI F i ndi cates that consistency checks perfornmed
on Service_Verification_Info failed, preventing further processing
from being perforned with that paraneter.

| DUP_S ENCAPSULATI ON_UNAVAIL (1) indicates that the underlying
nmechani sm does not support encapsulation of the MIDU into the
t oken.

| DUP_S_| NAPPROPRI ATE_CRED i ndi cates that the credentials supplied
do not contain the informati on necessary for P-1DU unprotection.

| DUP_S | NCOWPLETE (1) indicates that the unprotection of the P-1DU
is not yet conplete (i.e., a determ nation cannot yet be nmade on
the validity of the P-1DU). The application should call

| DUP_Form Conpl ete_PI DU and then should call this function again
with the conplete P-1DU

| DUP_S_| NCONSI STENT_PARAMS i ndi cates that the supplied paraneters
are inconsistent (e.g., only one or the other of two paraneters
may be supplied, but both have been input).

| DUP_S MORE_QOUTBUFFER _NEEDED (1) indicates that the output buffer
supplied is too small to hold the generated data. The application
shoul d continue calling this routine (until GSS_S COWLETE is
returned) in order to get all remaining output data.

| DUP_S MORE_PI DU _NEEDED (1) indicates that not enough of the P-1DU
has been input yet for the conpletion of StartUnprotect. The
application should call this routine again with another buffer of
P-1DU in partial (initial)_pidu_buffer.

I DUP_S NO ENV indicates that no valid environment was recogni zed
for the env_handl e provided.
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| DUP_S NO MATCH i ndi cates that Service_Verification_Info (or
evi dence_check) and the P-1DU to be verified do not match

| DUP_S REQ TI ME_SERVI CE_UNAVAI L indicates that the tinme service
requested (TTIME or UTIME) is not available in the environment.

| DUP_S SERVI CE_UNAVAI L indicates that the underlying nechani sm
does not support the service requested.

| DUP_S SERV_VERI F_I NFO NEEDED (1) indicates that the
Service_Verification_Info paraneter bundle nust be input in order
for service verification to proceed. The output paraneter
service_verification_info_id contains an identifier which may be
used by the calling application to |locate the necessary

i nformati on.

| DUP_S UNKNOMWN_OPER I D indicates that the input prot_oper_id val ue
is not recognized or supported in the underlying nechanism

1.2.2. Per-1DU Security Service Availability

Per-1DU security service availability in IDUP-GSS-API is to be
understood and used as described in GSS-API [RFC-2078], with the
exception that combinati ons of services requested by the calling
application and supported by the underlying nmechani smnay be applied
simul taneously to any IDU (true for both the SE and the EV calls, but
true in the fullest sense for the GP calls).

GSS- APl cal l ers desiring per-nessage security services should check
the relevant service OBJECT IDs at environment establishnent tinme to
ensure that what is available in the established environnent is
suitable for their security needs.

1.2.3. Per-1DU Replay Detection and Sequenci ng

The concept of per-1DU replay detection and sequenci ng discussed in
GSS- APl [ RFC-2078] is not relevant to the | DUP-GSS- API

1.2.4. Quality of Protection
The concept of QOP control in | DUP-GSS-API is to be understood
essentially as described in GSS-API [ RFC-2078]. However, the actual
description and use of the QOP paraneter is given as foll ows.

The qop_al gs paraneter for IDUP is defined to be a 32-bit unsigned
integer with the following bit-field assignnents:
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31 (MSB) (LSB) 0

wher e

Uis a 19-bit Unspecified field (available for future
use/ expansi on) -- nust be set to zero;

TS is a 5-bit Type Specifier (a semantic qualifier whose val ue
specifies the type of algorithmwhich my be used to protect the
corresponding IDU -- see below for details);

IAis a 4-bit field enunerating I nplenentation-specific
Al gorithms; and

MAis a 4-bit field enunerati ng Mechani sm defined Al gorithns.

The interpretation of the qop_al gs paraneter is as follows. The MA
field is examined first. |If it is non-zero then the algorithm used
to protect the IDU is the nmechani smspecified algorithm correspondi ng
to that integer val ue.

If MAis zero then Ais exanined. |If this field value is non-zero
then the algorithmused to protect the IDUis the inplenentation-
specified algorithmcorresponding to that integer value. Note that
use of this field may hinder portability since a particular val ue may
specify one algorithmin one inplenentation of the mechani smand nmay
not be supported or may specify a conpletely different algorithmin
anot her inplenentation of the mechani sm

Finally, if both MA and I A are zero then TS is exam ned. A value of
zero for TS specifies the default algorithmfor the established
mechanism A non-zero value for TS corresponds to a particul ar
algorithmqualifier and selects any algorithmfromthe nmechani sm
speci fication which satisfies that qualifier (which actual algorithm
is selected is an inplenentation choice; the calling application need
not be aware of the choice nade).

The following TS values (i.e., algorithmaqualifiers) are specified;
ot her values may be added in the future.
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When qop_algs is used to select a confidentiality algorithm

00000 (0) = default confidentiality algorithm
00001 (1) = | DUP_SYM ALG STRENGTH_STRONG
00010 (2) = | DUP_SYM ALG STRENGTH_MEDI UM
00011 (3) = | DUP_SYM ALG STRENGTH WEAK

11111 (31) = | DUP_NO_CONFI DENTI ALI TY

When qop_algs is used to select a DOAintegrity algorithm

00000 (0) = default integrity algorithm
00001 (1) = IDUP_INT_ALG DI G SI GNATURE

(integrity provided through a digital signature)
00010 (2) = I DUP_I NT_ALG NON DI G_SI GNATURE

(integrity without a dig. sig. (e.g., with a MAQ))
11111 (31) = I DUP_NO_ | NTEGRI TY

Clearly, qualifiers such as strong, nmedium and weak are debat abl e
and likely to change with tine, but for the purposes of this version
of the specification we define these terns as follows. A
confidentiality algorithmis "weak" if the effective key length of
the cipher is 40 bits or less; it is "nediumstrength" if the
effective key length is strictly between 40 and 80 bits; and it is
"strong" if the effective key length is 80 bits or greater.
("Effective key length" describes the conputational effort required
to break a cipher using the best-known cryptanal ytic attack agai nst
t hat ci pher.)

A five-bit TS field allows up to 30 qualifiers for each of
confidentiality and integrity (since "0" is reserved for "default”
and "31" is reserved for "none", as shown above). This docunent
specifies three for confidentiality and two for integrity, leaving a
lot of roomfor future specification. Suggestions of qualifiers such
as "fast", "nediumspeed", and "slow' have been nade, but such terns
are difficult to quantify (and in any case are platform and
processor-dependent), and so have been left out of this initial
specification. The intention is that the TS terns be quantitative,
envi ronnent -i ndependent qualifiers of algorithnms, as nuch as this is
possi bl e.

Use of the qop_al gs paranmeter as defined above is ultimately neant to
be as foll ows.

- TS values are specified at the | DUP-GSS-API | evel and are
therefore portabl e across nmechani snms. Applications which know
not hi ng about algorithns are still able to choose "quality" of
protection for their nessage tokens.
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- MA val ues are specified at the nechanismlevel and are therefore
portabl e across inplenentations of a mechani sm

- 1A values are specified at the inplenmentation [evel (in user
docunentation, for exanple) and are therefore typically non-
portable. An application which is aware of its own nmechani sm
i mpl ementati on and the nechani sminplenentation of its intended
P-1DU recipient, however, is free to use these val ues since they
will be perfectly valid and neaningful for protecting |IDUs between
those entities.

The receiver of a P-1DU nust pass back to its calling application (in
| DUP_Start_Unprotect()) a qop_algs paranmeter with all relevant fields
set. For exanple, if triple-DES has been specified by a nechani sm as
algorithm 8, then a receiver of a triple-DES-protected P-1DU nust
pass to its application (TS=1, IA=0, MA=8). In this way, the
application is free to read whatever part of the gop_al gs paraneter
it understands (TS or A MY).

1.2.5. The Provision of Tine

| DUP mechani sms shoul d make provision in their protocols for the
carrying of tine information fromoriginator to target(s). That is,
a target (a legitinate recipient) should get sone indication during
unprotection regarding the tine at which the protection operation
took place. This is particularly inportant if the nmechanismoffers
non-repudi ati on servi ces because in sone cases evidence verification
may only be achievable if the tinme at which the evidence was
generated i s known.

Dependi ng upon the platform and resources available to the

i npl enentation, an | DUP environnent may have access to a source of
trusted (secure) tinme, untrusted (local) tinme, both kinds of time, or
no time. OBJECT IDs indicating such availability are returned by the
| DUP_Est ablish_Env() call. Wen starting a protection operation, an
application nmay specify which tinme services it wi shes to have applied
to the IDU. Simlarly, for unprotection, an application may specify
which kind of time (if any) to consult when the validity of the P-1DU
is to be established. Specifying both kinds of tinme is interpreted
to nean that the calling application does not care which kind of tine
i s used.

The IDUP calls which use a tinme paraneter specify the type of that
paranmeter to be INTEGER. This INTEGER is defined in all cases to be
t he nunber of seconds which have el apsed since m dnight, January 1
1970, coordi nated universal tine.
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2. Interface Descriptions

This section describes the | DUP-GSS-API’'s operational interface,
dividing the set of calls offered into five groups. Credential
managenent calls are related to the acquisition and rel ease of
credentials by APl callers. Environnment-level calls are related to

t he managenment of the security environment by an APl caller. Per-IDU
calls are related to the protection or unprotection of individua
IDUs in established security environnments. Special -purpose calls
deal with unusual or auxiliary evidence generation/verification
requirements. Support calls provide extra functions useful to | DUP-
GSS- APl callers. Table 2 groups and sumarizes the calls in tabul ar
fashi on.

Tabl e 2: | DUP- GSS- APl Cal | s

CREDENTI AL MANAGEMENT
(see the calls given in Section 2.1 of GSS-APlI [RFC 2078])

ENVI RONMVENT- LEVEL CALLS
| DUP_Est abl i sh_Env

| DUP_Abol i sh_Env

| DUP_I nqui re_Env

PER- | DU CALLS
SE (Sl GN, ENCRYPT) CALLS

| DUP_SE_Si ngl eBuf f er _Pr ot ect
SE_Si ngl eBuf f er _Unpr ot ect
SE Mul ti Buf fer_Start Protect
SE Mul ti Buf fer EndPr ot ect
SE Mul ti Buf fer St art Unpr ot ect
SE Mul ti Buf fer EndUnpr ot ect
SE Process_Buffer
DE

EV_Si ngl eBuf fer _Cenerate
EV Si ngl eBuffer_Verl fy
EV Mul ti Buf fer_Start Generate
EV Mul ti Buf f er _EndGener at e
EV Mul ti Buffer_StartVerify
EV Mul ti Buffer EndVerl fy

' EV_Process_Buf f er

NERAL PROTECTI ON) CALLS
P_Start _Protect

P_Pr ot ect

P_End_Pr ot ect

P_Start_Unprot ect

P_Unpr ot ect

I
I
I
I
I
I
(
I
I
I
I
I
I
I
(
I
I
I
I
I
| DUP_End_Unpr ot ect

888888%8888888@888888
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SPECI AL- PURPCSE CALLS (mi ght not be supported by all nechani sms)
| DUP_For m Conpl et e_PI DU

SUPPORT CALLS

| DUP_Acquire_cred _with_auth

| DUP_Get _Token_Details

| DUP_Cet _Policy_Info

| DUP_Cancel _Mul ti buffer_Op

(see also the calls given in Section 2.4 of GSS-API [RFC- 2078])

In terms of conformance to this specification, |DUP-GSS-API

i npl erent ati ons nust support the credential nanagenent calls, the
environnent -l evel calls, sonme subset of the per-1DU calls, and the
support calls (except where explicitly stated otherwi se in Section
2.5). The subset of per-I1DU calls supported will depend upon the
under | yi ng nechani sms supported and will typically be the SE calls,
or the EV calls, or both. As stated in Section 2.3.2.1

i npl ement ati ons are encouraged to support the nore powerful GP calls
to anticipate the future needs of applications developers, but this
is not required for conformance.

2.1. Credential managenent calls
2.1.1. Relationship to GSS-API

Credential managenent in | DUP-GSS- APl is to be understood and used as
described in GSS-API [RFC-2078]. The calls given in Section 2.1 of
GSS- APl (including all associated paraneters) are unchanged, although
the interpretation of the cred_usage paraneter in the GSS-APl calls
for I DUP purposes is as follows.

ENCRYPT_ONLY 8
DECRYPT_ONLY 16
SI GN_ONLY 32
VERI FY_ONLY 64

The val ues above may be logically OR ed together in any desired
conbi nation to restrict credential usage (where ORing all values
results in NORESTRICTION). Future possible values for this
paraneter are for further study.

The call IDUP_Acquire_cred with auth has been added as a support cal

inthis specification to pernmit authenticated credential acquirenent;
see Section 2.5.2 for details.
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2.2. Environnent-level calls

This group of calls is devoted to the establishment and managenent of
an environnent for the purpose of |1DU protection and unprotection.

Bef ore protecting or unprotecting any IDU, an application nmust call

| DUP_Est ablish_Env() to initialize environment information and sel ect
t he underlying | DUP-GSS nechanismto be used. A series of protection
or unprotection calls is nmade to process each IDU, the protection
calls resulting in a P-1DU for each. Finally, IDUP_Abolish_Env() is
called to flush all environnment information

Semantically, acquiring credentials and establishing an environnent
is (in many cases) analogous to logging in to a system-- it
authenticates a |ocal user to the system and gives that user access
to a set of operations which can be perforned.

2.2.1. Relationship to GSS-API

The set of calls described in this section is used in place of the
calls described in Section 2.2 of GSS-API [RFC-2078], since those
calls are specific to a session-oriented environnent.

2.2.2. | DUP_Establish_Env cal

I nputs: o clainmant_cred_handl e CREDENTI AL HANDLE
-- NULL paraneter specifies "use default”

0 req_nech_type OBJECT | DENTIFI ER,
-- NULL paraneter specifies "use default”
0 reqg_environnentPolicies EnvironmentPolicies,
-- NULL paraneter specifies "use default”
0 req_services SET OF OBJECT | DENTI FI ER
-- GSS_C NO O D _SET requests full set of services available
-- for req_nmech_type

Qut put s:

0 nmjor_status | NTEGER,

0 mnor_status | NTEGER,

0 env_handl e ENVI RONMENT HANDLE,

0 actual _nech_type OBJECT | DENTI FI ER,

-- actual nechani sm al ways i ndi cated, never NULL
actual _envi ronnent Pol i ci es Environnent Pol i ci es,
-- actual values always indicated, never NULL

0 ret_services SET OF OBJECT | DENTI FI ER

(@]

Return mmj or _status codes:
o GSS S COWPLETE
-- environnent-1level information was successfully initialized,
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-- and IDU/ P-1DU processing can begin.

o GSS S DEFECTI VE_CREDENTI AL

o GSS_S NO CRED

0o GSS_S CREDENTI ALS_EXPI RED
-- the credentials provided through clai mant_cred_handl e are
-- no longer valid, so environment cannot be established.

o GSS_S BAD MECH

o GSS_S FAILURE

The followi ng structures are defined to facilitate environnent policy
i nput and out put:

Envi ronment Pol i ci es ::= SEQUENCE {
conf Pol i cy [0] PolicyAndTi me OPTI ONAL,
-- NULL paraneter (on input) specifies "use default™
i nt egPol i cy [1] PolicyAndTi me OPTI ONAL,
-- NULL paraneter (on input) specifies "use default™
evi dencePolicy [2] PolicyAndTi me OPTI ONAL }
-- NULL paraneter (on input) specifies "use default™

Pol i cyAndTi me :: = SEQUENCE ({
policy OBJECT | DENTI FI ER,
-- this environment-level policy identifier is separate from
-- the policy provisions connected with credentials, if they exist
time | NTEGER
-- on input: the policy rules available at the specified tine
-- on output: the tinme at which the policy rules cane into effect
-- (defined to be the nunber of seconds el apsed since m dnight,
-- January 1, 1970, coordinated universal tine)
endTi me | NTEGER OPTI ONAL }
-- on input: unused
-- on output: the expiration tine of the given policy rules

This routine is used by an application which protects or unprotects
IDUs. Using information in the credentials structure referenced by
cl ai mant _cred_handl e, | DUP_Establish_Env() initializes the data
structures required to protect or unprotect IDUs. The

claimant _cred_handl e, if non-NULL, nust correspond to a valid
credentials structure.

This routine returns an env_handle for all future references to this
envi ronnent; when protection, unprotection, or |DUP_Abolish_Env()
calls are nade, this handle value will be used as the input
env_handl e argunent. It is the caller’s responsibility to establish
a communi cations path to the intended recipients of the P-IDU, and to
transnit the P-1DU to those recipients over that path. This may
occur subsequent to the | DUP_Abolish_Env() call
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The req_services paraneter nmay be used by the calling application to
request that data origin authentication with integrity,
confidentiality with integrity, evidence generation, and/or evidence
verification services be available in the established environment.
Requests can al so be nade for "trusted" or "untrusted" tine services.
Requesti ng evi dence generation or verification indicates that the
calling application may wish to generate or verify evidence

i nformati on for non-repudiation purposes (note: an |IDU protector may
request that a flag be inserted into a P-1DU asking a recipient to
provi de an evi dence of the type "non-repudiation of delivery";
however, the |DUP-GSS-API cannot by itself guarantee that the
evidence will be sent because there is no way to force a target to
send an evi dence_t oken back to the I DU protector).

Not all features will be available in all underlying nmech_types; the
returned value of ret_services indicates, as a function of nech_type
processing capabilities and the initiator-provided i nput OBJECT | Ds,
the set of features which will be available in the environnent. The
val ue of this paranmeter is undefined unless the routine’s

maj or _status indicates COWLETE. Failure to provide the precise set
of services desired by the caller does not cause environnent
establishment to fail; it is the caller’s choice to abolish the
environnent if the service set provided is unsuitable for the
caller’s use. The returned mech_type value indicates the specific
nmechani sm enpl oyed in the environnent and will never indicate the
val ue for "default".

The following OBJECT IDs are defined for protection and unprotection
services (the OBJECT ID iso.org.dod.internet.security.services,
1.3.6.1.5.7, has been assigned by I ANA, and sone of the security
servi ces under that node are assigned as shown below). It is
recogni zed that this Iist may grow over tine.

PER CONF = { 1.3.6.1.5.7.1.1 }
-- performdata confidentiality (i.e., encrypt data)
PER CONF_FULL = { 1.3.6.1.5.7.1.3 }
-- performfull confidentiality (i.e., encrypt data and sig)
-- (may be used only when PER DOA is requested simultaneously)
PERDOA ={ 1.3.6.1.5.7.3.1 }
-- performdata origin authentication with data integrity
PER DOA CIPH ={ 1.3.6.1.5.7.3.3}
-- performDOA with DI over ciphertext (rather than plaintext)
-- (may be used only when PER_CONF is requested sinultaneously)
PER POO ={ 1.3.6.1.5.7.4.1}
-- perform(i.e., create) non-repudi able "proof of origin"
PER POD ={ 1.3.6.1.5.7.4.3 }
-- perform(i.e., create) non-repudi able "proof of delivery"
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REC CONF = { 1.3.6.1.5.7.1.2 }
-- receive data confidentiality (i.e., decrypt data)
REC CONF_FULL = { 1.3.6.1.5.7.1.4 }
-- receive full confidentiality (i.e., decrypt data and sig)
-- (may be used only when REC DOA is received sinultaneously)
RECDOA ={ 1.3.6.1.5.7.3.2 }
-- receive / verify DOAwith data integrity
REC DOA CIPH ={ 1.3.6.1.5.7.3.4 }
-- verify DOA with DI over ciphertext (rather than plaintext)
-- (may be used only when PER _CONF is received simultaneously)
REC POO ={ 1.3.6.1.5.7.4.2 }
-- receive / verify "proof of origin"
RECPOD ={ 1.3.6.1.5.7.4.4}
-- receive / verify "proof of delivery"

TTI ME ={ 1.3.6.1.5.7.7.1 }
-- trusted tinme availability
uTl ME ={1.3.6.1.5.7.7.2 }

-- untrusted tinme availability

The PER _CONF return value (in the ret_services paramater) indicates
whet her the environment supports confidentiality services, and so
informs the caller whether or not a request for encryption can be
honored. In sinilar fashion, the PER DOA return val ue indicates
whet her DOA services are available in the established environnent,
and the PER _POO and PER POD return val ues indicate whether evidence
generation services are available. The TTIME and UTI ME val ues

i ndi cate whether trusted tinme and untrusted tine are avail able for
protection / unprotection services.

Note that, unlike a GSS "context", an |IDUP environment does not have
an explicit lifetime associated with it. Instead, it relies on the
lifetime of the calling entity's credential (set by the caller in the
GSS Acquire_cred() call). Wen the credential expires (or is
explicitly deleted in any other way), no new operations are all owed
in the I DUP environnment (although operations which have begun, such
as the Protection set of calls, can be taken to conpletion).
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2.2.3. I DUP_ADbolish_Env cal

| nput :
0 env_handl e ENVI RONMENT HANDLE

Qut put s:
0 nmjor_status | NTEGER,
0 mnor_status | NTEGER,

Return mmj or _status codes:
o GSS_S COWLETE
-- the relevant environnment-specific informati on was fl ushed.
o | DUP_S NO ENV
o GSS_S FAI LURE

This call is nmade to flush environnment-specific information. (Once an
environnent is established, cached credential and environnent-related
info. is expected to be retained until an | DUP_Abolish_Env() call is
made or until the cred. lifetinme expires.) Attenpts to perform|DU
processing on a deleted environnent will result in error returns.

2.2.4. |IDUP_I nquire_Env call

| nput :
0 env_handl e ENVI RONMENT HANDLE,

Qut put s:
0 nmjor_status | NTEGER,
0 mnor_status | NTEGER,
o nech_type OBJECT | DENTI FI ER,
-- the mechani sm supporting this environnent
o0 environnentPolicies EnvironmentPolicies,
-- the environnment policies in effect
0 ret_services SET OF OBJECT | DENTI FI ER

Return mmj or _status codes:

o GSS_S COWLETE
-- referenced environnment is valid and nmech_type and other return
-- val ues describe the characteristics of the environnent.

0o GSS_S CREDENTI ALS_EXPI RED

o | DUP_S NO ENV

o0 GSS S FAl LURE

This routine provides environment-related information to the caller.
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2.3. Per-IDU calls

This group of calls is used to performIDU protection and
unprotection processing on an established | DUP environnment. Some of
these calls may bl ock pending network interactions (depending on the
under|ying nechanismin use). These calls may be invoked by an IDU s
protector or by the P-1DU s recipient. Menbers of this group form
pairs; the output fromthe protection types of calls is typically
meant to be input to the unprotection types of calls.

The per-1DU calls can support caller-requested data origin
authentication with data integrity, confidentiality with data
integrity, evidence, and evidence-requested-fromtarget services.

The protection operations output a token which encapsul ates all the
information required to unprotect the IDU. The token is passed to
the target (possibly separate fromthe MIDU) and is processed by the
unprotection calls at that system Unprotection perforns

deci phernment, DOA verification, evidence verification, or
notification of evidence requested, as required.

Each of the two main operations (protection and unprotection) nmay be
separated into three parts: "Start_COperation"; "Operation" (which
may be called once for each buffer of input data); and
"End_Operation". This separation is available for the case where the
IDU or P-IDUis to be processed one buffer at a tinmne.
"Start_Operation” allows the caller to specify or retrieve the
appropriate "Quality" used during the processing. "QOperation" is
concerned with the processing itself, receiving a buffer of input
data and potentially returning a buffer of output data.
"End_Operation" perforns any required clean-up and creates the
appropriate token or states whether the input token was verifi ed.

If the IDU or P-1DUis wholly contained in a single buffer, the
three-part protection/unprotection processing need not be done.

| nstead, protection or unprotection can be acconplished using only a
single call, sinplifying application code.

2.3.1. Relationship to GSS-API
The set of calls described in this section is used in place of the
calls GSS GetMC(), GSS VerifyMC, GSS Wap(), and GSS_Unwrap() which

are specified in [RFC-2078], since those calls are specific to a
session-oriented environment.
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2.3.2. The "SE" Calls
2.3.2.1. IDUP_SE Purpose

The "SE" group of calls provides a very sinple, high-level interface
to underlying I DUP nmechani sms when application devel opers need access
only to signature and encryption protection/unprotection services.

It includes both the single-buffer and nultiple-buffer IDU cases and
can be used for signing only, encrypting only, signing and encrypting
(in either order, and with or without visibility of the resulting
signhature), and "clear signing" (where the data is not nodified in
any way and the signature itself is returned as a separate item

[ Note that encapsul ation occurs in all cases except for clear

signing, so that these calls provide functionality simlar to the
GSS Wap call.]

Note that the term"signing" is used in its nost generic sense, not
necessarily inplying the use of public-key techniques. This concept
has al so been called "sealing"” in other contexts (e.g., in other
standardi zation efforts).

The SE calls may be viewed by nechanisminplenentors as an "API" to
the nmore powerful GP calls defined later and so nmay be inplenented as
sinmpl e mappi ng functions to those calls (when those optional calls
are supported). Application callers, on the other hand, may find
that the SE calls are all they currently need for many environnents.
At some tine in the future when they have need of non-repudiation or
"directed receipts" types of services, they nay consider using the EV
calls (or the GP calls -- when these are supported -- if conplex and
sophi sti cated conbi nations of services are required). To assist in
this nigration path, mechani sminplenmentors are encouraged to support
the full set of IDUP calls (i.e., the SE, EV, and GP calls) even

t hough sone calling applications will only use the SE calls in the
short term

2.3.2.2. | DUP_SE Paraneter Bundl es
The concept of "paraneter bundles" is used in the calls presented in
the follow ng subsections in order to sinplify their presentation and
clarify their intended purpose and use. See Section 2.3.4.1 for a
nore conpl ete description of paraneter bundles.

The foll owi ng paraneter bundles are used in the "SE" protection and
unprotection sets of calls.
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0 Protect_Options PARAMETER BUNDLE
0 protect_operation |NTECGER {

sign_only (0),
encrypt_only (D),
si gn_and_encrypt (2),

-- let mechani sm choose order (and readability of signature)
sign_then_encrypt _data (3),

-- sign, then encrypt plaintext (leaving signature in clear)
sign_then_encrypt _full (4),

-- sign, then encrypt everything (including signature)

encrypt _t hen_sign (5),
-- encrypt, then sign the ciphertext
clear_sign_only (6)
} OPTI ONAL,
0O protect_oper_oid OBJECT | DENTI FI ER OPTI ONAL,
-- may be used in place of above paraneter if ODis known
o sign_qop_alg UNSI GNED | NTECGER,
o sign_qop_alglD Al gorithm dentifier, --overrides sign_qop_alg
o enc_qop_alg UNSI GNED | NTEGER,
o enc_qop_alglD Al gorithm dentifier, --overrides enc_qop_alg
o idu_type_string OCTET STRI NG
-- type of the IDU ("data", "e-nmmil doc", M ME type, etc.)
0 pidu_type_string OCTET STRI NG

o nech_indep_encap_req BOCOLEAN -- (see Appendi x A)

o PIDU_Informati on PARAMETER BUNDLE

0O protect_options Prot ect _Opti ons,
0 originator_nane | NTERNAL NANE,
o originator_role Oiginator_Role, -- (see Section 2.3.4.1)
0O protection_tine | NTEGER,

o Bad_Target Nane PARAMETER BUNDLE, -- sanme as in Section 2.3.3.2
0 bad_targ_nane | NTERNAL NANE,

0 bad_targ status | NTEGER,
-- a status flag giving the reason for rejection of the nane
-- in bad_targ_nanme. Specified reasons include:

-~ SYNTAX_I NVALI D (0) the syntax of the name is invalid;
--  NAME_UNRECOGNI ZED (1) the nanme is not recognized;

--  NAME_AMBI GUOUS (2) the nane cannot be resol ved;

-- ACCESS_DEN ED (3) access to this target is denied;

-- CERTI FI CATE_NOT_FOUND (4) the encryption certificate of the
target could not be found.

0 Target I nfo PARAMETER BUNDLE, -- sane as in Section 2.3.3.2
0 targ_nanes SET OF | NTERNAL NANME,
o bad_targ_count | NTEGER,

0 bad_target _nanes SET OF Bad_Tar get Nane,
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2.3.2.3. |IDUP_SE mmj or _status codes

The followi ng major_status return codes are defined for the "SE"
calls in this section

o GSS_S COWLETE
o | DUP_S_MORE_OUTBUFFER_NEEDED
-- returned (by any SE call) to indicate that there is nore output
-- data than can fit into the supplied buffers. The application
-- should save the returned data and call again to retrieve the
-- remai ni ng out put.
o | DUP_S_MORE_PI DU NEEDED
-- indicates that nore PIDU data is needed for the Start Unprotect
-- operation (e.g., so that PIDU Information or initial_idu_buffer
- may be returned).

0 DUP_S | NCONSI STENT_PARANMS

0 GSS_S CREDENTI ALS_EXPI RED

o | DUP_S NO ENV

o GSS_S BAD QCP

o GSS_S FAILURE

If Target _Info is used as an input paraneter (e.g., if an encryption

operation is being perfornmed), the foll owing major_status return code
is al so defined:

o | DUP_S BAD TARG | NFO

Note for this return code that if one or nore of the targets in
targ_nanes cannot be used as a valid recipient of the P-1DU, these
nanes will be returned in bad_targ nanes (with associ ated status
codes in bad_targ status). As long as at |east one of the targets
can be used, however, this does not cause this call to fail (i.e.,
the failure code IDUP_S BAD TARG INFO is not returned); it is the
caller’s choice to discontinue IDU protection if the target set which
can be used is unsuitable for the caller’s purposes.

2.3.2.4. | DUP_SE_Si ngl eBuf fer_Protect cal

| nput s:

0 env_handl e ENVI RONMENT HANDLE,

Prot ect _Opti ons PARAMETER BUNDLE

Target _I nfo PARAMETER BUNDLE

i du_buffer OCTET STRI NG

addi ti onal _protecti on BOOLEAN

-- TRUE if idu_buffer is the output of a previous protection
-- operation (i.e., if this is the second (or higher) in a
-- series of SE/EV protection calls)

O O0OO0Oo
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Qut put s:
0 nmjor_status | NTEGER,
0 mnor_status | NTEGER,
0 pidu_buffer OCTET STRI NG
0 sig_token OCTET STRI NG
-- used if Protect_Options is clear_sign_only

Using the security environnent referenced by env_handl e, encrypt
and/or sign the supplied IDU. If "clear signing" is perfornmed, the
signature will be returned in sig_token and pidu_buffer nay be enpty
(depends on underlyi ng nmechani sm

2.3.2.5. | DUP_SE_Si ngl eBuf fer_Unprotect cal

| nput s:

0 env_handl e ENVI RONMENT HANDLE,

0 pidu_buffer OCTET STRI NG
-- may contain an IDUif sig_token is non-NULL (i.e., if
-- clear_sign_only protection was appli ed)

0 sig_token OCTET STRI NG

Qut put s:

0 nmjor_status | NTEGER,

0 mnor_status | NTEGER,

0 idu_buffer OCTET STRI NG
-- may be enpty if clear_sign_only protection was applied (depends
-- on underlying nechani sm

o PIDU Informtion PARAMETER BUNDLE

0 additional _unprotecti on BOOLEAN
-- TRUE if idu_buffer should be input to another unprotection
-- operation (i.e., if this should not be the last in a series
-- of SE/EV unprotection calls)

Usi ng the security environnment referenced by env_handl e, decrypt
and/or verify the supplied PIDU and return the contai ned | DU al ong
with all available PIDU_Information.

2.3.2.6. IDUP_SE MultiBuffer_StartProtect cal

| nput s:
0 env_handl e ENVI RONMENT HANDLE,

0 Protect_Options PARAMETER BUNDLE

0 Target I nfo PARAMETER BUNDLE

0 additional _protection BOOLEAN, -- (see Section 2.3.2.4)
0 idu_size | NTEGER -- (see Section 2.3.4.2)
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Qut put s:
0 nmjor_status | NTEGER,
0 mnor_status | NTEGER,
o initial_pidu_buffer OCTET STRI NG
-- may be enpty (depends on underlying mechani sm

Using the security environnent referenced by env_handle, initialize
the data structures required to begin the process of signing and/or
encrypting the DU (which will be supplied in nultiple buffers to the
Process_Buffer call).

2.3.2.7. IDUP_SE_Mul tiBuffer_EndProtect cal

| nput s:
0 env_handl e ENVI RONMENT HANDLE

Qut put s:
0 nmjor_status | NTEGER,
0 mnor_status | NTEGER,
o final_pidu_buffer OCTET STRI NG
0 sig_token OCTET STRI NG
-- used if Protect_Options was clear_sign_only

Usi ng the security environnment referenced by env_handl e, conplete the
protection processing on the data and place the conputed output in
final _pidu_buffer and/or sig_token. Successful application of

| DUP_SE_Mul ti Buf fer _EndProtect() does not guarantee that unprotection
can necessarily be performed successfully when the P-1DU arrives at
the target (for exanple, it nay be damaged in transit).

2.3.2.8. IDUP_SE_MultiBuffer_StartUnprotect cal

| nput s:

0 env_handl e ENVI RONMENT HANDLE,

o initial_pidu_buffer OCTET STRI NG

o sign_qgop_al g_in UNSI GNED | NTEGER
-- used if Protect_Options was clear_sign_only (and calling
-- application has prior know edge of signing alg. applied);
-- if NULL, then sig_token nust be supplied

0 sig_token OCTET STRI NG
-- used if Protect_Options was clear_sign_only;
-- if NULL, then sign_qop_alg_in nust be supplied

Qut put s:
0 nmjor_status | NTEGER,
0 mnor_status | NTEGER,
o PIDU Information PARAMETER BUNDLE,
-- returns all available information
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o initial _idu_buffer OCTET STRI NG
-- may be enpty

Using the security environnent referenced by env_handle, initialize
the data structures required to begin the process of decrypting

and/ or verifying the PIDU (which will be supplied in multiple buffers
to the Process_Buffer call).

The paraneters sign_qop_alg _in and sig _token should not both be
supplied (i.e., they should not both be non-NULL). |If they are both
non- NULL, however, sig_token is taken to be authoritative since this
is the token created at protection tinme and therefore is guaranteed
to carry the informati on needed to unprotect.

2.3.2.9. IDUP_SE_Mul ti Buffer_EndUnprotect cal

| nput s:

0 env_handl e ENVI RONMENT HANDLE,

0 sig token OCTET STRING OPTI ONAL
-- used if Protect_Options was clear_sign_only and sig_token was
-- not avail abl e when StartUnprotect was called

Qut put s:
0 nmjor_status | NTEGER,
0 mnor_status | NTEGER,
o PIDU Information PARAMETER BUNDLE,
-- returns all available information
o final __idu_buffer OCTET STRING -- nmay be enpty
0 additional _unprotection BOOLEAN -- (see Section 2.3.2.5)

Usi ng the security environnment referenced by env_handl e, conplete the
decryption and/or verification processing on the data and pl ace any
residual output in final _idu_buffer.

2.3.2.10. IDUP_SE Process_Buffer cal

| nput s:
0 env_handl e ENVI RONMENT HANDLE,
o input_buffer OCTET STRI NG

Qut put s:

0 nmjor_status | NTEGER,

0 mnor_status | NTEGER,

0 output_buffer OCTET STRI NG
-- may be zero length (depends on underlying mechani sm and
-- corresponding Start() call and Protect_Options val ue)
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Using the security environnent referenced by env_handl e, continue the
processing on the data in input_buffer and, if it is available, put
any resulting output data in output_buffer. The application calls
this routine over and over again with new buffers of data until it
has processed all the data buffers of the IDUPIDU. It then calls the
appropriate End() call to conplete the processing.

2.3.3. The "EV' Calls
2.3.3.1. IDUP_EV Purpose

The "EV' group of calls provides a sinple, high-level interface to
underlying | DUP nmechani sms when application devel opers need to dea
only with evidence but not with encryption or integrity services. It

i ncl udes both the single-buffer and multiple-buffer |1 DU cases and can
be used for the generation and verification of evidence tokens
enbodyi ng several different types of evidences.

The following list of evidence types is supported. This list is by no
nmeans exhaustive and it is anticipated that it may be extended in
future versions of this specification

"Non-repudiation of Origin" prevents a nessage creator’s fal se
deni al of creating and sending a nessage.

"Non-repudi ation of Creation" prevents a nessage creator’s false
deni al of creating a nessage.

"Non-repudi ati on of Sender" prevents a nessage creator’s false
deni al of sending a nessage (that was not necessarily created by
t he sender).

"Non-repudi ation of Delivery" prevents a nessage recipient’s false
deni al of having received and | ooked at the content of a nessage.

"Non-repudi ati on of Receipt" prevents a nmessage recipient’s fal se
deni al of having received a nessage (whose content was not
necessarily | ooked at by the recipient).

"Non-repudi ati on of Approval" prevents a nessage recipient’s false
deni al of having approved the content of a received nessage.

An evidence is provided in the formof a evidence token. Two forns of
evi dence tokens are supported:

o Tokens including the associated data,
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o0 Tokens without included data (but with a unique reference to
the associ ated data).

Evi dence tokens may be freely distributed. Any possessor of an

evi dence token (and of the associated data, if not included in the
token) can verify the evidence if it has the appropriate credentials
whi ch include the definition of security policies (i.e., keys alone
do not permt the verification of evidence tokens). Any hol der of an
evi dence token may store it (along with the associated data, if not
included in the token) for later verification

Calls that are specific to the support of evidence include:

* CGenerate_token, which generates a non-repudiation token using the
current environnment. The generated token nmay consist of:

1 - an evidence token

2 - a token containing a request for an evidence, which carries
i nformati on descri bi ng which evidence type shoul d be generated
by the recipient(s) and sent back to sonme entities (that nay
or may not include the sender).

3 - a token containing an evidence token which is an answer to an
evi dence that has been previously requested.

4 - a token including both an evidence and a request for another
evi dence to be provided.

* Verify_evidence, which verifies the evidence token using the
current environnment. This operation returns a ngjor_status code
whi ch can be used to determ ne whether the evidence contained in a
token is conplete (i.e., can be successfully verified (perhaps
years) later). If a token's evidence is not conplete, the token can
be passed to formconplete pidu to conplete it.

Addi ti onal useful calls for evidence services include:

* | DUP_Get _token_details (see Section 2.5.3);

* | DUP_Form Conpl ete_PI DU (see Section 2.4.2).
2.3.3.2. IDUP_EV Paraneters

The foll owi ng paraneter bundles are used in the "EV' protection and
unprotection sets of calls.

o Nr_Options PARAVETER BUNDLE
o evidence_type | NTEGER {

no_evi dence (0)
-- used when request-only token desired
proof _of recei pt (D),

proof _of _delivery (2),
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proof of approval (3),
proof _of _creation (4),

1998

proof _of sender (5),
proof _of _origin (6)

} OPTI ONAL,
o evidence_type_oid OBJECT |IDENTIFI ER OPTI ONAL,

-- may be used in place of above paraneter if AODis known
o evidence_ validity duration | NTEGER,

-- duration_in_mnutes

-- DURATI ON_HOUR = 60;

- - DURATI ON_DAY = 1440;

-- DURATI ON_VEEK = 10080;

-- DURATI ON_MONTH = 43200;// 30 days

-- DURATI ON_YEAR = 525600;//365 days
o nech_indep_encap_req BOCOLEAN -- (see Appendi x A)
Oiginator_Informati on PARAMETER BUNDLE
o token_generator_nane | NTERNAL NAMVE

-- obtained fromthe credentials of the originator

-- (e.g., fromits public key certificate)
0 token_generator_role Oiginator_Role OPTI ONAL,

-- (see Section 2.3.4.1)
0O protection_tine | NTEGER OPTI ONAL
Bad_Target Nane PARAMETER BUNDLE -- (see Section 2.3.2.2)
0 bad_targ_nane | NTERNAL NAME
0 bad_targ status | NTEGER

-- a status flag giving the reason for rejection of the

-- nane in bad_targ_nane
Target _I nfo PARAMETER BUNDLE -- sane as in Section 2.3.2.2
0 targ_nanes SET OF | NTERNAL NAME,
o bad_targ_count | NTEGER,
0 bad_target _nanes SET OF Bad_Tar get _Nane

Request _Feat ures PARAMETER BUNDLE

o

(e} elNelNe]

request ed_evi dence_type | NTEGER {

no_evi dence (0), - used when no token desired

proof _of receipt (1),
proof of delivery (2),
proof _of _approval (3), },

nr_req_policy OBJECT | DENTI FI ER
evi dence_from Tar get _I nf o,
evi dence_to Tar get _I nf o,

i ncl ude_recei ved_t oken_i n_evi dence BOOLEAN

The following data_type is used in the "EV' protection calls.
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0 Nr_Operation | NTEGER {
evi dence_and_or _evi dence_request (1),
returned_evi dence (2) }

2.3.3.3. IDUP_EV nmj or_status codes

The followi ng nmajor_status return codes are defined for the "EV"
calls in this section

o GSS_S COWLETE
-- indicates that the evidence is conplete
o | DUP_S | NCOWPLETE
o | DUP_S_MORE_OUTBUFFER NEEDED
-- returned (by any EV call) to indicate that there is nore output
-- data than can fit into the supplied buffers. The application
-- should save the returned data and call again to retrieve the
remai ni ng out put .

| DU

o P_S | NCONSI STENT_PARANS

0 GSS_S CREDENTI ALS_EXPI RED

o | DUP_S NO MATCH

o | DUP_S NO ENV

o GSS_S FAI LURE

If Target _Info is used as an input paraneter (i.e., if an evidence is

bei ng requested ), the followi ng major_status return code is al so
def i ned:

o | DUP_S BAD TARG | NFO

Note for this return code that if one or nore of the targets in
targ_nanes cannot be used as a valid recipient of the P-1DU, these
nanes will be returned in bad_targ nanes (with associ ated status
codes in bad_targ status). As long as at |east one of the targets
can be used, however, this does not cause this call to fail (i.e.,
the failure code IDUP_S BAD TARG INFO is not returned); it is the
caller’s choice to discontinue IDU protection if the target set which
can be used is unsuitable for the caller’s purposes.

2.3.3.4. | DUP_EV_Si ngl eBuf fer _Cenerate cal

| nput s:
o env_handl e ENVI RONMVENT HANDLE,
O nr_operation Nr_Operati on,
o N _Options PARAVETER BUNDLE,
0 idu_buffer OCTET STRI NG
o formconplete_pidu BOOLEAN
-- if TRUE the inplenentation will attenpt to forma conplete PIDU
0 include_data_in_token BOOLEAN,
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-- if TRUE, data provided in idu_buffer will be included in the
-- generated token; if FALSE, the data will not be included
0 Request_Features PARAMETER BUNDLE
-- the type of the evidence that is requested;
-- policy under which the returned evidence shoul d be generated;
-- the recipients that are supposed to send back an evi dence;
-- the recipients that should receive the requested evidence;
-- an indicator include_received_token_in_evidence:

-- if TRUE, the evidence token incorporating the request will be
-- included in the data for which recipients will generate
-- evi dence; if FALSE, evidence will be generated using only

-- the data (and not the token incorporating the request).
0 additional _protection BOOLEAN -- (see Section 2.3.2.4)

Qut put s:

0 nmjor_status | NTEGER,

0 mnor_status | NTEGER,

o token OCTET STRI NG
0 evidence_check OCTET STRI NG

-- present only if an evidence is requested. Consists of data to
-- be used to verify the requested token(s) (if any) when they are
-- received.

Descri pti on:

Thi s operation generates a non-repudiation token associated with the
data passed in an input buffer. Two kinds of operations can be
performed (using the Nr_COperation paraneter):

a) generating a token that includes either an evidence only, or
an evidence request only, or both an evidence and an evi dence
request;

b) generating a response token for sonme recipients that includes an
evi dence generated as a response to a request (in this case the
i du_buffer is used to enter the request token that was received).

It is possible to request the generation of conplete evidence. This
may succeed or fail; if it fails, a subsequent call to
Form Conpl et e_PI DU can be nade.

2.3.3.5. IDUP_EV_Singl eBuffer_Verify cal

| nput s:

o env_handl e ENVI RONVENT HANDLE,
o token OCTET STRI NG

0 external _idu_buffer OCTET STRI NG

-- if not present within the token
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0 evidence_check OCTET STRI NG
-- present only if the input token is a response to a previous
-- request for evidence (this paranmeter is used to validate that

-- evidence).
Qut put s:
0 nmjor_status | NTEGER
0 mnor_status | NTEGER,
o Nr_Options PARAVETER BUNDLE,
o Oiginator_Information PARAVETER BUNDLE,
0 Request _Features PARAMETER BUNDLE,
0 trusted_tinme_stanping_timne | NTEGER OPTI ONAL,
-- present for informational purposes only
o conpl ete_evidence_before | NTEGER OPTI ONAL,

-- if the major status code that is returned is
-- | DUP_S | NCOVPLETE, | DUP_Form Conpl ete_PI DU shoul d be call ed
-- with the sane token before this tine.
-- This may be required, for exanple, in order to insure that
-- the time skew between the evidence generation tinme and
-- the trusted time service's countersignature on the evidence
-- falls within the interval allowed by the current NR policy.
0 conpl ete_evidence_after | NTEGER OPTI ONAL,
-- if the major status code that is returned is
-- | DUP_S | NCOVPLETE, | DUP_Form Conpl ete_PI DU shoul d be call ed
-- with the sane token after this tine.
-- This may be required, for exanple, to insure that al
-- authorities involved in generating the evidence have passed
-- the last tinme at which the current NR policy allows themto
-- repudi ate their keys.
0 encapsul ated_i du_buffer OCTET STRI NG
-- if the IDU was present within the token
0 additional _unprotection BOOLEAN -- (see Section 2.3.2.5)

Descri pti on:
Verifies the validity and discloses the content of a nr_token.

If the token containing the evidence to be verified was provided to
the calling application by a partner responding to the calling
application’s request, then the calling application nust pass the
evi dence check it received when it generated the request as a
paraneter along with the token it received fromthe partner.

Qut put indicators are provided which give gui dance about the tine or
times at which formconplete_pidu should be called; see the paraneter
descriptions for explanations of these indicators and their use. Note
that the tine specified by conpl ete_evidence_before nmay be earlier
than that specified by conplete_evidence_ after; in this case it wll
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be necessary to call formconpl ete_pidu twce.

Because keys can be revoked or declared conprom sed, the return from
verify_evidence cannot in all cases be a definitive "valid" or
"invalid"; sonetimes "conditionally valid" may be returned, depending
upon the policy in use. IDUP_S | NCOWLETE will be returned, for
exanple, if:

- the interval during which the generator of the evidence may
perm ssi bly declare his key invalid has not yet expired (and
therefore it is possible that the evidence nay be declared invalid
in the future), or

- trusted tine is required for verification, and the tinme obtained
fromthe token is not trusted.

2.3.3.6. IDUP_EV_MiltiBuffer_StartGenerate call

| nput s:

0 env_handl e ENVI RONMVENT HANDLE,

O nr_operation Nr_Operati on,

o Nr_Options PARAVETER BUNDLE,

o formconplete_pidu BOOLEAN

0 include_data_in_token BOOLEAN,

o idu_size | NTEGER, -- (see Section 2.3.4.2)
0 Request _Features PARAMETER BUNDLE

0 additional _protection BOOLEAN -- (see Section 2.3.2.4)
Qut puts

0 nmjor_status | NTEGER,

0 mnor_status | NTEGER,

o initial _pidu_buffer OCTET STRI NG

-- may be enpty (depends on underlying mechani sm
Descri pti on:

Using the security environnent referenced by env_handle, initialize
the data structures required to begin the generation of a token. The
IDU will be supplied in nultiple buffers to the

| DUP_EV_Process_Buffer call). Two kinds of operations can be
performed (using the Nr_Operation paraneter)

a) generating a token that includes either an evidence only, or

an evi dence request only, or both an evidence and an evi dence
request.
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b) generating a return token for sone recipients that includes an
evi dence generated as a response to a request. In that case the

received token will be passed into the subsequent
| DUP_EV_Process_Buffer calls. The bool ean include_data_i n_token
is ignored as the output will always be contained in a single

token. The Request_Features are ignored in that case at this
time in order to keep things sinple and to avoid the piggy-
backing that is theoretically possible.

It is possible to request the generation of conplete evidence. This
may succeed or fail; if it fails, a subsequent call to
Form Conpl et e_PI DU can be nade.

2.3.3.7. IDUP_EV_Mul tiBuffer_EndGenerate cal

| nput s:

0 env_handl e ENVI RONMENT HANDLE
Qut put s:

0 nmjor_status | NTEGER,

0 mnor_status | NTEGER,

o final_pidu OCTET STRI NG

o token OCTET STRI NG

0 evidence_check OCTET STRI NG

-- present only if an evidence is requested.
Descri pti on:
Using the security environnent referenced by env_handl e, provide the
requested token or the final P-IDU. A token will be generated if
encapsul ati on was not requested; otherwi se, the final P-IDUis
provi ded.

2.3.3.8. IDUP_EV_MiltiBuffer_StartVerify call

| nput s:

o env_handl e ENVI RONVENT HANDLE,
o token OCTET STRI NG

o0 evidence_check OCTET STRI NG

-- present only if an evidence has been previously request ed.
Qut put s:

0 nmjor_status | NTEGER,
0 mnor_status | NTEGER
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Descri pti on:

Using the security environnent referenced by env_handle, initialize
the data structures required to begin the process of verifying the
token. The P-IDUw Il be supplied in nultiple buffers to the

| DUP_EV_Process_Buffer call.

2.3.3.9. IDUP_EV_MultiBuffer_EndVerify call

| nput :

0 env_handl e ENVI RONMENT HANDLE
Qut put s:

0 nmjor_status | NTEGER,

0 mnor_status | NTEGER,

o Nr_Options PARAVETER BUNDLE,
o Oiginator_Information PARAVETER BUNDLE,
0 Request _Features PARAMETER BUNDLE,
0 trusted_tinme_stanping_timne | NTEGER OPTI ONAL,
o0 conpl ete_evidence_before | NTEGER OPTI ONAL,
0 conpl ete_evidence_after | NTEGER OPTI ONAL,
0 idu_buffer OCTET STRI NG

-- if the DU was present within the token
0 additional _unprotection BOOLEAN -- (see Section 2.3.2.5)

Descri pti on:

Usi ng the security environnment referenced by env_handl e, conplete the
verification processing on the data and provide verified output
paraneters to the caller when the major status code is either:

o GSS_S COWLETE or
o | DUP_S | NCOVWPLETE

2.3.3.10. IDUP_EV_Process_Buffer call

| nput s:

o env_handl e ENVI RONVENT HANDLE,
0 input_buffer OCTET STRI NG

Qut put s:

0 nmjor_status | NTEGER,

0 mnor_status | NTEGER,

0 output_buffer OCTET STRI NG

-- may be zero length (depends on underlying mechani sm and
-- correspondi ng Generate () call and options
-- (e.g., data_included_in_token)
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Descri pti on:

Using the security environnent referenced by env_handl e, continue the
processing on the data in input_buffer and, if it is available, put
any resulting output data in output_buffer. The application calls
this routine over and over again with new buffers of data until it
has processed all the data buffers of the IDUPIDU. It then calls the
appropriate End() call to conplete the processing.

2.3.4. The "GP" Calls

The "GP group of calls provides a powerful interface to flexible and
sophi sticated conbi nati ons of protection and unprotection services.
This power and flexibility, however, necessitates a nore conpl ex
interface than either the SE or the EV calls. Furthernore, such

conbi nati ons of services are not needed in many of the security
mechani sns i n common use today (although this is likely to change as
time goes on). The GP calls are therefore specified to be OPTI ONAL
and need not be supported by |IDUP-conformant inplenentations. Note,
however, that the structure of |IDUP tokens should be such that the
SE/EV and GP calls may be used interchangably by the receiver.

2.3.4.1. Paraneter Bundl es

The concept of "paraneter bundles" is used in the calls presented in
the follow ng subsections in order to sinplify their presentation and
clarify their intended purpose and use (note that specific |anguage
bi ndi ngs may or may not use paraneter bundles for its actual calling
conventions). A paraneter bundle is sinply a set of closely-related
paranmeters of a call which are either all used by / available to the
calling application or all not used by / unavailable to the calling
application. These paraneters nmay be all input paraneters, al

out put paraneters, or any conbinati on of the two.

An exanpl e use envisioned for paranmeter bundles in a | anguage such as
C woul d be as a structure, where individual paranmeters in the bundle
are structure nenbers. The calling application wi shing to use a
particul ar bundl e would then allocate the appropriate structure

vari abl e, assign the desired i nput values to the appropriate nenbers,
and pass the address of the structure as the bundle "paranmeter”. On
out put, the values of the appropriate output nmenbers may be read. An
application not wishing to use a particular bundle (or one which is

satisfied with default values for all input paraneters of the bundle
and whi ch doesn’t care about output values), can pass NULL as the
bundl e "parameter”. Fromthe nmechani sminplenmentor’s perspective, if

a paranmeter bundle is not supported (for exanple, if it represents a
security service which is not supported by the inplenentation), then
any non- NULL val ue passed as the bundle paraneter will generate an
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error status return code.

[Note that the paraneter bundl es given bel ow, except where explicitly
referenced by the SE and EV calls, are specific to the (optional) GP
calls. Thus, these bundl es need not be supported by | DUP-confor mant

i npl ementations if the G° calls are not supported.]

The foll owi ng paraneter bundles are used in the subsequent protection
and unprotection sets of calls. A paraneter preceded by "(I)" is an
i nput paraneter; one preceded by "(O" is an output paranmeter; one
preceded by neither is an input if the bundle itself is an input and
is an output if the bundle itself is an output; one preceded by "(X)"
is the opposite: an output if the bundle itself is an input and an
input if the bundle itself is an output.

o Mech_Specific_Info PARAVETER BUNDLE
-- actual paraneters included in this bundl e are defined by (and
-- specific to) the underlying nechani sm

o0 Sensitivity PARAMETER BUNDLE
-- actual paraneters included in this bundl e are defined by (and
-- specific to) the underlying nechanism but may include
-- codified values for "Unclassified", "Secret", "Top Secret",
-- and so on

0 Service_Creation_Ilnfo PARAMETER BUNDLE
-- actual paraneters included in this bundl e are defined by (and
-- specific to) the underlying nechanism but it is mandatory
-- that they include at |east service_id and Quality

o Service_Verification_lInfo PARAMETER BUNDLE
-- actual paraneters included in this bundl e are defined by (and
-- specific to) the underlying nechanism but it is mandatory
-- that they include at |east service_id and Quality

o Quality PARAMETER BUNDLE
0 qop_algs UNSIGNED | NTEGER,
0o qop_alglD Algorithmdentifier, --overrides qop_algs
o validity UNSIGNED | NTEGER,
-- protection guaranteed to be valid until time specified
o policy_id OBJECT | DENTIFI ER
-- security policy under which protection is/was carried out
o allow policy_mappi ng BOOLEAN
-- detern nes whether mappi ng between policy IDs is all owed
0 actual _policy_time | NTEGER
-- time at which the above policy rules cane into effect
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du_I nf or mati on PARAMETER BUNDLE,

i du_type_oid OBJECT | DENTI FI ER,
i du_type_string OCTET STRI NG,
idu_title OCTET STRI NG,
idu_sensitivity Sensitivity,

pi du_type_oi d OBJECT | DENTI FI ER,
pi du_type_string OCTET STRI NG
pidu_title OCTET STRI NG

pi du_sensitivity Sensitivity,

Prot I nformati on PARAMETER BUNDLE,
ori gi nator_nanme | NTERNAL NAME,
originator_role Oiginator_Role,
i du_i nformation |du_Ilnformation,
protection_tinme | NTECER,

O O0Oo0Oo

OOOQ

gi nat or _Rol e PARAMETER BUNDLE, -- role in organization
domai n_nane | NTERNAL NANME OPTI ONAL,
role PRI NTABLE STRI NG,

role_info_is_authenticated BOOLEAN

TRUE if info. is authenticated (e.g., inside a cert.)

Speci al _Condi ti ons PARAMETER BUNDLE,
prot _oper _id | NTEGER,
form conpl et e_pi du BOOLEAN,

(0)
(0)

(0]

(0)
(0)
(0)

input to protection operations for evidence generation

pi du_i n_sol i c_servi ce BOOLEAN,

in protection operations, used as input for service
solicitation to request that receiver include the

recei ved Pl DU when generating the response. In unprot.
operations, used as output to informreceiver that PlIDU
shoul d be included when generating the response.

use_trusted_time BOOLEAN,
use_untrusted_time BOOLEAN,
nmech_i ndep_encap_req BOOLEAN -- (see Appendi x A)

Bad_Tar get _Nane PARAMETER BUNDLE,
(O bad_targ_nane | NTERNAL NAME,
(O bad_targ_status | NTECER,

(0)
(0)

-- a status flag giving the reason for rejection of
-- the nanme in bad_targ_nanme. Specified reasons include:

-- SYNTAX_| NVALI D (0)

-- the syntax of the name is invalid;
-- NAME_UNRECOGNI ZED (1)

-- the name is not recognized;

- - NAME_AMBI GUOUS (2)

-- t he nanme cannot be resol ved;

-- ACCESS _DENI ED (3)
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-- access to this target is denied;

-- CERTI FI CATE_NOT_FOUND ( 4)

-- the encryption certificate of the target could
-- not be found.

o Target | nfo PARAMETER BUNDLE,
o] targ_nanes SET OF | NTERNAL NANME,
o (O bad_targ_count | NTEGER,
o0 (O bad_target_nanes SET OF Bad_Tar get _Nane,

0 Ceneral _Service_Data PARAMETER BUNDLE
o] target _info Target_Info,
0 (X) unencapsul at ed_t oken OCTET STRI NG
-- zero length if encapsul ation_request is TRUE
0 (O mnor_status | NTEGER

Three types of protection services are defined in IDUP. These are:

1. performunsolicited service (i.e., act on a |locally-generated
servi ce request),

2. performsolicited service (i.e., act on a renotel y-generated
servi ce request), and

3. performservice solicitation (i.e., send a service request to
the renote end).

As an originator, applying data confidentiality with data integrity,
or data origin authentication with data integrity, or proof of origin
evi dence is an exanple of service type 1. As a target, creating a
proof of delivery (i.e., receipt) evidence token as the result of a
request received fromthe originator is an exanple of service type 2.
Finally, as an originator, submtting a request that one or nore
targets return a receipt for the data sent is an exanple of service
type 3.

The first four paraneters in the Prot_Service paraneter bundle
pertain to all service types; the fifth paraneter is used if and only
if service type 2 is desired; paranmeters 6-8 are used if and only if
service type 3 is desired.

o Prot_Service PARAMETER BUNDLE

) prot_service_type | NTEGER

) service_id OBJECT | DENTI FI ER

) quality Quality, -- NULL specifies default Quality
) general _service_data General _Service_Data,

) service_creation_info Service_Creation_Ilnfo,

) service_to SET OF | NTERNAL NAME

O service_verification_info Service_Verification_Info,
O service_verification_info_id | NTEGER,

OO0OO0OO0OO0OO0OO0OO0

(
(
(
(
(
(
(
(
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Al so, three types of unprotection services are defined. These are:

1. receive unsolicited service (i.e., process unrequested
renot el y-generated service),

2. receive solicited service (i.e., process renotely-generated
response to |ocally-generated request), and

3. receive service solicitation (i.e., process req. fromrem end)

As a target, unprotecting an encrypted nessage, or verifying the
originator’s proof of origin is an exanple of service type 1. As an
originator, verifying a proof of delivery which you requested froma
target is an exanple of service type 2. Finally, as a target,
receiving a request froman originator for a proof of delivery is an
exanmpl e of service type 3.

The first four paraneters in the Unprot_Service paraneter bundle
pertain to all service types; paranmeters 5-6 are used if and only if
service type 2 is required; paranmeters 7-8 are used only if service
type 3 is required.

o Unprot_Service PARAMETER BUNDLE
0 (O wunprot_service_type | NTEGER,
0 (O service_id OBIJECT | DENTI FI ER,
o (O quality Qality,
-- actual Quality specified (never NULL)
(O general _service_data General _Service_Data,
(O service_verification_info_id I NTEGER,
(1) service_verification_info Service_Verification_Info,
(O service_to SET OF | NTERNAL NAME
(O service_creation_info Service_Creation_Info,

O O0OO0OO0O0

2.3.4.2. |DUP_Start_Protect cal

| nput s:
0 env_handl e ENVI RONMENT HANDLE,
o Mech_Specific_Info PARAVETER BUNDLE,
-- NULL selects the nmechani smdefined default val ues
| du_I nformati on PARAMETER BUNDLE
Speci al _Condi ti ons PARAMETER BUNDLE,
encapsul ati on_request BOCLEAN
singl e_idu_buffer OCTET STRI NG
-- non-zero length for this buffer means that Protect/End_Protect
-- won't be called (i.e., entire IDUis contained in this buffer)
0 idu_size I NTEGER,
-- size (in bytes) of the IDU to be protected;
-- may be "-1" signifying "UNKNOAN' (note that some nechani sns
-- may not support encapsul ation in such a case)
0 Target I nfo PARAMETER BUNDLE

O O0OO0Oo
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0 Services_to_Perform SET OF Prot_Service,

Qut put s:
0 nmjor_status | NTEGER,
0 mnor_status | NTEGER,
0 mdu_buffer OCTET STRI NG
-- zero length if encapsul ation_request is TRUE
-- may be zero length otherw se (depends on underlyi ng nechanisn)
0 pidu_buffer OCTET STRI NG
-- zero length if encapsul ation_request is FALSE
-- may be zero length otherw se (depends on underlyi ng nechanisn)

Return mmj or _status codes:
o GSS_S COWLETE
-- the protection process can begin (or has conpleted, if
-- single_idu_buffer has non-zero |ength).
| DUP_S_MORE_OUTBUFFER_NEEDED

S_CREDENTI ALS_EXPI RED

| DUP_S_NO _ENV

| DUP_S_ENCAPSULATI ON_UNAVAI L

| DUP_S_SERVI CE_UNAVAI L

| DUP_S_REQ TI ME_SERVI CE_UNAVAI L
| DUP_S_UNKNOWN_OPER | D

GSS_S BAD Q0P

| DUP_S_BAD TARG | NFO

GSS_S_FAI LURE

nununununl

OO0OO0OO0OO0OO0OO0O0OO0ODOo

Using the security environnent referenced by env_handle, initialize
the data structures required to begin the process of protecting the
| DU buffers. The caller requests specific protection services by
suppl yi ng the appropriate Prot_Service paranmeter bundles in
Services_to_Perform Each service is able to return a mnor status
code to the calling application, if necessary.

The calling application, knowing the size of the IDUit w shes to
protect and the buffer size which it has available to it, can choose
to input the entire IDUin a single buffer and onmit the subsequent

| DUP_Protect() and | DUP_End_Protect() calls. Furthernore, the
application can request that the resulting MIDU be encapsul ated in
the token -- so that the token contains the entire P-I1DU -- rather
than having it be returned separately in mdu_buffer. Encapsulation,
however, may not be supported by all underlying nechani sms or

i npl enentations; if this is the case, the

| DUP_S ENCAPSULATI ON_UNAVAI L maj or status code will be returned and
MIDU will be returned in mdu_buffer
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For those mechani sns which allow or require nultiple stages of
processi ng, each producing a different aspect of protection for the

| DU, the operation identifier prot_oper_id is used to specify which
stage is currently being requested by the application. An exanple
where this would be useful is a nechani smwhich inplenents the signed
Message Security Protocol [MSP]. As another exanple, a mechani sm nay
choose to do a digital signature in two stages: one for the hashing
of the nessage and another for the signature on the hash. The
calling application would therefore use the protection set of calls
on the IDUin stage 1 and then use the protection set of calls on the
token (fromstage 1) in stage 2.

Note that prot_oper_id is sinply an integer (1, 2, 3, ..., n, where
"n" is the nunber of stages as defined by the nechanism (typically 1
or 2)). The calling application uses this paraneter to indicate to

t he underlyi ng nechani smwhether it wi shes to do stage 1 of
protection / unprotection processing, or stage 2, and so on. Portable
applications may pass "0" to let the nmechani sm choose the stage (note
that nechani sminplenenters may still iterate when prot_oper_id =0
(e.g., use output as next input, et cetera).

If one or nore of the targets in targ_nanmes cannot be used as a valid
recipient of the P-1DU, these nanmes will be returned in
bad_targ_nanmes (with associated status codes in bad_targ status). As
long as at |least one of the targets can be used, this does not cause
this call to fail; it is the caller’s choice to discontinue |DU
protection if the target set which can be used is unsuitable for the
caller’s purposes. Note that each Prot_Service paranmeter bundl e can
also input a list of targ _nanmes; this is used if a separate list is
to be used for that service only (the general list of targets is to
be used for all services unless overridden in this way).

2.3.4.3. |IDUP_Protect call

| nput s:
0 env_handl e ENVI RONMENT HANDLE,
o input_buffer OCTET STRI NG

Qut put s:

0 nmjor_status | NTEGER,

0 mnor_status | NTEGER,

0 output_buffer OCTET STRI NG
-- may be zero length if encapsul ati on_request was set to TRUE in
-- IDUP_Start _Protect() (depends on underlying mechani sm

Return mmj or _status codes:

o GSS_S COVPLETE
o |DUP S NO ENV
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o GSS_S FAILURE

Using the security environnent referenced by env_handl e, continue the
protection processing on the data in input_buffer and, if the
under | yi ng nechani smdefines this, put any resulting P-1DU MIDU data
in output_buffer. The application calls this routine over and over
again with new buffers of data until it has protected all the data
buffers of the IDU. It then calls IDUP_End Protect() to conplete the
protection processing.

2.3.4.4. | DUP_End_Protect cal

| nput s:
0 env_handl e ENVI RONMENT HANDLE,

Qut put s:
nmaj or _status | NTEGER,
nm nor _status | NTEGER
Services_to_Perform SET OF Prot_Servi ce,
final _m du_buffer OCTET STRI NG
-- zero length if encapsul ation_request was set to TRUE in
-- |IDUP_Start _Protect(), in which case pidu is used
o final_pidu_buffer OCTET STRI NG
-- zero length if encapsul ati on_request was set to FALSE in
-- IDUP_Start_Protect(), in which case token and midu are used

O O0OO0Oo

Return mmj or _status codes:

o GSS_S COWLETE
-- protection has successfully conpleted and the resulting P-1DU
-- is ready for transfer. |If defined by the underlying nechani sm
-- final _mdu_buffer will contain any residual MIDU data

o | DUP_S_MORE_OUTBUFFER_NEEDED

o | DUP_S NO ENV

o GSS_S FAILURE

Usi ng the security environnment referenced by env_handl e, conplete the
protection processing on the data and place the conputed output in
final _pidu_buffer (or final_mdu_buffer and the unencapsul at ed_t oken

paraneter for each Prot_Service). |If a service was requested from
one or nore targets in Start_Protect() - and if this is supported by
t he underlyi ng nechani sm- Service_Verification_Info will hold

what ever data is necessary for the nechanismto verify a service
returned by a target (unprotector) of the P-1DU  Successful
application of |IDUP_End Protect() does not guarantee that the
correspondi ng unprotection set of calls can necessarily be perforned
successfully when the P-1DU arrives at the target (for example, it
may be damaged in transit).
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2.3.4.5. IDUP_Start_Unprotect call

| nput s:
0 env_handl e ENVI RONMENT HANDLE,
0 Mech_Specific_I nfo PARAVMETER BUNDLE,
-- NULL sel ects the nmechani smdefined default val ues
0 single_pidu_buffer OCTET STRI NG
-- non-zero length for this buffer neans that | DUP_Unprotect() and
-- I DUP_End_Unprotect() will not be called (i.e., the entire P-1DU
-- (if encapsulation is used) or MIDU (if encap. is not used)
-- is contained in this buffer)
o partial _pidu_buffer OCTET STRI NG
-- may be an arbitrary-sized piece of the full pidu (if the
-- application's buffer isn't |large enough to hold entire pidu).
-- Used if pidu_buffer will be input a buffer at a tinme (except
-- that the final buffer nust be passed in final_pidu_buffer
-- rather than partial _pidu_buffer). Only one of
-- single_pidu_buffer and partial (final)_pidu_buffer can have
-- nonzero | ength.
o final_pidu_buffer OCTET STRI NG
0 Special _Conditions PARAMETER BUNDLE,
Qut put s:
0 nmjor_status | NTEGER,
0 mnor_status | NTEGER,
0 Services_to_Receive SET OF Unprot_Service,
o0 Prot_Informati on PARAMETER BUNDLE,
o single_idu_buffer OCTET STRI NG
-- if this buffer has non-zero | ength, then service processing has
-- been conpleted on the data in single_pidu_buffer
o initial_idu_buffer OCTET STRI NG
-- holds any data frompartial (final)_pidu_buffer which has been
-- unprotected; remaining data will be returned by Unprotect and
-- End_Unprotect as they are called with successive buffers of
-- pidu
o Service_Verification_Info PARAMETER BUNDLE
-- used only if target is on "service_to" list in Unprot_Service
o service_verification_info_id | NTEGER
-- used only if target is on "service_to" list in Unprot_Service
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Return mgj or _status codes:
o GSS_S COWLETE
-- unprotection processing can begin (or has conpleted, if
-- single_idu_buffer has non-zero | ength).
| DUP_S_| NCOVPLETE
-- used only if single_idu_buffer has non-zero |ength.
| DUP_S MORE_OUTBUFFER _NEEDED
I DUP_S I\/D?E Pl DU_NEEDED
S _DEFECTI VE_ TOKEN
NAPPRODRI ATE_CRED
NCO\ISI STENT _ PARANS
DEFECTI VE_VERI F
. NO_MATCH
SERVI CE_UNAVAI L
_REQ TI ME_SERVI CE_UNAVAI L
S SERV_VERI F_I NFO_NEEDED
_CREDENI'I ALS_EXPI RED
S NO E
S UNKNQ/\N OPER_I D
S BAD_QOP
t he gop_al gs val ue specified in P-1DU for at |east one of the
services is unavailable in the | ocal nechanism so processing
-- cannot conti nue.
GSS_S BAD M C
| DUP_S BAD _DOA KEY
| DUP_ S BAD KE_KEY
IDUPS BAD ENCIDU
GSS S FAl LURE

@
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Using the security environnent referenced by env_handle, initialize
the data structures required to begin the process of unprotecting a
P-1DU. The caller will be alerted as to which services were applied
to the P-IDU in the returned Services_to_Receive set of paraneters.

| f encapsul ati on was not used by the originator, it is the receiving
application’ s responsibility to separate the received P-IDUinto a
M I DU and one or nore unencapsul ated_token buffers (the latter being
i nput in separate Unprot_Service bundles in the Services_to_Receive
paraneter). These unencapsul ated_t oken buffers should be input
before the MIDU (i.e., in IDUP_Start_Unprotect) or after the MIDU
(i.e., in IDUP_End_Unprotect) as appropriate; this order nay be
dictated, for exanple, by their placenent in the in-coning nessage.

I f unprotection will be applied nore than once to a given P-I1DU, it
is the responsibility of the calling application to renenber if a
service solicitation has been responded to previously (i.e., if the

requested service has already been generated / sent for that P-1DU)
and thus ignore subsequent solicitations on unprotect.
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The tinme flags indicate whether to consult trusted, untrusted, or no
time (if both flags are FALSE) during the unprotection operation. |If
the current time is not to be checked, then unprotection may be
successful even if the protector’s key has expired since the P-1DU
was generated (that is, if the Validity period -- as specified in the
Qual ity paraneter bundle -- has expired).

I f the underlying nechani smsupports it and if this information is
contained in the P-I1DU, information regarding the originator (that
is, the entity which used the protection set of calls to generate
this P-IDU) is returned in the Prot_Information paraneter bundle.

2.3.4.6. | DUP_Unprotect cal

| nput s:
0 env_handl e ENVI RONMENT HANDLE,
0 input_buffer OCTET STRI NG

Qut put s:

0 nmjor_status | NTEGER,

0 mnor_status | NTEGER,

0 output_buffer OCTET STRI NG

Return mmj or _status codes:
o GSS_S COWLETE

o | DUP_S NO ENV

o GSS_S FAILURE

Using the security environnent referenced by env_handl e, continue the
unprotection processing on the data in input_buffer, putting any
resulting IDU data in output_buffer (if required).

2.3.4.7. |1 DUP_End_Unprotect cal

| nput s:
0 env_handl e ENVI RONMENT HANDLE,

Qut put s:
0 nmjor_status | NTEGER,
0 mnor_status | NTEGER,
o Prot_Informati on PARAMETER BUNDLE,
0 Services_to_Receive SET OF Unprot_Service,
o final _idu_buffer OCTET STRI NG
0 Service_Verification_Info PARAVMETER BUNDLE
-- used only if target is on "service_to" list in Unprot_Service
o service_verification_info_id | NTEGER
-- used only if target is on "service_to" list in Unprot_Service
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Return mgj or _status codes:

o GSS_S COWLETE

-- residual IDU data will be returned in final _idu_buffer
| DUP_S_| NCOVMPLETE

| DUP_S MORE_OUTBUFFER _NEEDED
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Usi ng the security environnment referenced by env_handl e, conplete the
unprotection processing on the data and return the appropriate status
code. |If there is any residual IDU data it will be returned in

final _idu_buffer.

If the I DUP_S | NCOVPLETE mmj or status value is returned, all output
paraneters are conditionally valid; the unprotection set of functions

will have to be called again (perhaps with a conplete P-1DU, as
produced by | DUP_Form Conplete PIDU) in order to get valid values for
all paranmeters. "Conditional validity" may arise, for exanple, if

all relevant certificates verify correctly, but it is not yet past
the time up to which the current policy allows the authorities
i nvolved to repudi ate their keys.

I f the underlying nechani smsupports it and if this information is
contained in the token, information regarding the originator (that
is, the entity which used the protection set of calls to generate
this token) is returned in the Prot_Information paraneter bundle.
This information may or nay not be omitted if it was returned by the
| DUP_Start _Unprotect() call.

Note that, unlike GSS-API, |DUP-GSS-API does not incorporate the
concept of error tokens transferred between sender and reci pient
since the protection and unprotection of an I DU nay be separated by
an indefinite amount of time and nay or may not be performed by the
sane entity.

2.4. Special -Purpose Calls

2.4.1. Relationship to GSS- AP
The speci al - purpose call described in this section has no analog in
GSS- APl [ RFC-2078]. This call is used to conplete a P-1DU (that is,
to generate a P-1DU which can be unprotected successfully with no

addi tional data at any tine during its validity period). This cal
may not be supported by all underlying | DUP nechani sms or
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i npl enent ati ons.
2.4.2. | DUP_Form Conpl ete_PI DU cal

| nput s:

0 env_handl e ENVI RONMENT HANDLE,

0 single_pidu_buffer OCTET STRI NG

o partial _pidu_buffer OCTET STRI NG
-- an arbitrary-sized piece of the full pidu token. Used if pidu
-- will be input a buffer at a tine (except that the final buffer
-- nust be passed in final _pidu_buffer rather than
-- partial _pidu_buffer). Only one of single_pidu_buffer and
-- partial (final)_pidu_buffer can have nonzero |ength.

o final_pidu_buffer OCTET STRI NG

Qut put s:

nmaj or _status | NTEGER,

nm nor _status | NTEGER

pi du_t oken_out OCTET STRING -- the augnented PIDU, rmay be conplete
cal | _agai n_before | NTEGER

call _agai n_after | NTEGER,

trusted_tinme_stanmping tinme INTEGER -- for information only

Oo0Oo0Oo0oo0o

Return mmj or _status codes:

o GSS_S COWLETE

o | DUP_S_MORE_OUTBUFFER NEEDED

o | DUP_S | NCOVWPLETE

-- generation of the P-1DU is not yet conplete. The application
-- should call this function again before the tine given in

-- call _again_before (if not NULL), or after the time given in
-- call _again_after (if not NULL), or both (if neither are NULL).
| DUP_S | NCONSI STENT_PARANS

| DUP_S_SERVI CE_UNAVAI L

GSS_S_DEFECTI VE_TOKEN

GSS_S FAI LURE

O O0OO0Oo

Form Conplete_PIDU is used prinmarily by the evidence services; in
particul ar, when the evidence token itself does not contain all the
data required for its verification and it is anticipated that sonme of
the data not stored in the token may becone unavail able during the

i nterval between generation of the evidence token and verification
unless it is stored in the token. The Form Conpl ete_PI DU operati on
gathers the nissing information and includes it in the token so that
verification can be guaranteed to be possible at any future tine.

This call generates a PIDU which can be unprotected successfully with

no additional data at any tinme during its validity period. [For
background i nformati on on the notion of "conplete" evidence, see
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2.

2.

2.

"CORBA Security Service v1.2 Draft D02", 18 June 1997.]

Usi ng the security environnment referenced by env_handl e, conplete the
generation of a P-1DU token and return the appropriate status val ue
along with the conpleted token (if available). Such a call may be
used, for exanple, for the purpose of batch evidence generation on an
"evi dence server". A local machine nmay be able to use the protection
set of calls to fill out nobst of an evidence token and then send a
nunber of these to a batch processor which forns the conplete

evi dence tokens (perhaps by adding a certification path, or a

ti mestanp and signature froma timestanping authority). As another
exanpl e, on the receiving end an application my make such a call in
order to collect all the information necessary to unprotect a P-1DU
(such as all relevant certificates and Certificate Revocation Lists);
this will ensure that the calls to the unprotection set of operations
will be entirely local (i.e., can be perfornmed off-line) and fast.

Note that the conplete P-1DU generated will be formed using trusted
time if this is available in the environment referenced by env_handl e
and will use untrusted tine or no tine otherw se (dependi ng on what
is avail able).

5. Support calls
5.1. Relationship to GSS-API

Support calls in I DUP-GSS-API are to be understood and used as
described in GSS-API [RFC-2078]. The calls described in Section 2.4
of GSS-API (including all associated paraneters) are unchanged. The
follow ng additional calls are specified for |DUP-GSS-API

5.2: 1 DUP_Acquire_cred with_auth cal

| nput s:
0 desired_nanme | NTERNAL NAME
-- NULL requests locally-determ ned default
0 authenticator OCTET STRI NG
-- string which authenticates the caller claimng to be
-- desired_name
o lifetime_req | NTEGER
-- in seconds; 0 requests default
0 desired_nmechs SET OF OBJECT | DENTI FI ER
-- enpty set requests systemsel ected default
0 cred_usage BIT STRI NG
-- actual values which can be used currently correspond to those
-- given in Section 2.1.1 (i.e.,
-- ENCRYPT_ONLY 8
-- DECRYPT_ONLY 16
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- - SI GN_ONLY 32

- - VERI FY_ONLY 64

-- with the values logically OR ed together in any desired

-- conbination to restrict credential usage; ORing all values
-- results in NO RESTRI CTI ON).

-- Future possible values for this paraneter are for further
-- study (note that the type of this paranmeter is BIT STRI NG
-- (rather than INTEGER as in GSS Acquire_cred) to facilitate
-- such future expansion).

Qut put s:

0 nmjor_status | NTEGER,

0 mnor_status | NTEGER,

0 output_cred_handl e CREDENTI AL HANDLE
0 actual _nmechs SET OF OBJECT | DENTI FI ER
0 actual _cred_usage BI T STRI NG

o lifetime_rec | NTEGER

-- in seconds, or reserved value for | NDEFIN TE

This call (which need not be supported by all underlying nmechani sns
or inplenmentations) is identical to the GSS Acquire_cred call, with
the exception of the added i nput paraneter "authenticator" and the
added out put parameter "actual _cred_usage". The authenticator
(typically a password, pass-phrase, or PIN) is used to authenticate
the caller claimng to be desired_nane to the underlying GSS (or
nmechani sn) code. The actual cred _usage specifies the actual uses
avail able for these credentials; it is up to the caller to determne
if this is sufficient for its purposes.

| npl ementations that are able to authenticate the caller in sone

ot her way are encouraged to use the GSS Acquire_cred call; those
havi ng no other neans available to them or wishing to explicitly

aut henticate the caller at the tine of credential acquisition, should
use the IDUP_Acquire_cred with auth call (if supported).

Note that the return najor status codes for this call are identical
to those given for the GSS Acquire_cred call. |[If the authentication
fails (e.g., the wong authenticator is supplied for the given
desired_nane), the major status GSS_ S FAILURE is returned (along with
an appropriate mnor status code).

2.5.3. | DUP_Get _token_details cal

| nput s:

o token OCTET STRI NG,

-- all the data to be returned shall be within the first 4 KB of
-- the token; hence, a single call is needed. It is not necessary

-- to provide the entire token when the token includes the |IDU
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0 nech_type SET OF OBJECT | DENTI FI ER
-- input if known (typically SET will contain a single nmenber)
Qut put s:
0 nmjor_status | NTEGER,
0 mnor_status | NTEGER,
0 actual _mech_type OBJECT | DENTI FI ER
0 data_included_in_token BOOLEAN,
-- true if the data is encapsul ated
0o idu_size | NTEGER,
0 has_SE protection BOOLEAN
0 has_EV _protection BOOLEAN,
o PIDU Information PARAMETER BUNDLE
0 nr_policy OBJECT | DENTI FI ER
-- this and subsequent paraneters pertain only to evidence tokens
o N _Options PARAVETER BUNDLE,
o Oiginator_Information PARAVETER BUNDLE,
o tinme_stanping_time | NTEGER OPTI ONAL
0 Request _Features PARAMETER BUNDLE,
-- describes the included request, if any.
0 requested_evidence_back BOOLEAN

-- true if this is an evidence generated in response to a
-- previously-sent request

0 evidence_check OCTET STRI NG
-- nmeaningful if the bool ean above is true

Return mmj or _status codes:

o GSS_S COWLETE
-- input_token could be parsed for all relevant fields.

0o GSS_S CREDENTI ALS_EXPI RED

o GSS_S DEFECTI VE_TOKEN
-- the mechanismtype could be parsed, but either the other fields
-- could not be deternmined fromthe input_token, or their values
-- did not correspond to valid values for that mechani sm

o GSS_S FAI LURE
-- the nmechanismtype was m ssing or corrupted.

| DUP_Get _token_details() is used to return to an application the
attributes that correspond to a given input token. Since |DUP-GSS-
APl tokens are neant to be opaque to the calling application, this
function allows the application to determ ne information about the
token without having to violate the opaqueness intention of |DUP. O
primary inportance is the nmechani smtype, which the application can

then use as input to the IDUP_Establish_Env() call in order to
establish the correct environnent in which to have the token
processed.
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If all tokens are framed as suggested in Section 3.1 of [RFC 2078]
(mandated in the Kerberos V5 GSS nechani sm[RFC 1964] and in the SPKM
GSS Mechani sm [ RFC 2025]), then any nechani smi npl enentati on shoul d
be able to return the mech_type paraneter for any uncorrupted input
token. If the mechani sminpl enmentati on whose | DUP_Get token_detail s()
function is being called does recognize the token, it can return any
further relevant infornmation in the other token attributes, as
specified. |In particular, this function can set has_SE protection if
the SE calls may be used to unprotect it, or has_EV protection if the
EV calls may be used to unprotect it, or both if both kinds of
protection have been applied (so that SE or EV calls nmay be used in
any order for unprotection) [note that GP calls, when supported,
shoul d be usable for unprotection of any | DUP token].

| DUP_Get _token_details (which need not be supported by all underlying
nmechani sns or inplenentations) gives only a hint about the content of
the token, there is no integrity check of any kind perforned.
Regardl ess of the token type, it is possible to check that this
information is correct only by doing a proper unprotection of the
token. It is reconmended that IDUP callers supply a token buffer at
least 4 KBin length in order to ensure that the desired data can
easily flow across this interface.

The A D of the nechani sm and whether the token contains the
associated data is returned. In addition the size of the associated
data, whether inside or outside the token, is included if known.
[Note: data size will typically be unknown if the data was protected
using multibuffer calls. A value of "-1" may be used to indicate

" UNKNOWN" . ]

When the input token contains only an evi dence generated

spont aneously, the followi ng is returned:
- the evidence type;
- the Non-Repudi ation policy under which the evidence was gener at ed;
- the nane of the generator of the evidence;
- the date and tinme when the evidence was generated (if avail able);
- the date and tinme when it was tine stanped (if avail able).

When t he input token contains only an evidence generated in response
to a request fromanother entity, the follow ng additional
information is returned:
- an indicator to state that this evidence relates to a request;
- astring significant for the requester that will allow himto
check whether the answer corresponds to the requested evi dence.

When the input token only contains a request, the following is

returned:
- the nane of the requestor of the evidence,
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the date and tine when the request was nade,

the evidence type to send back

- the non-repudi ati on policy under which the evidence to send back
shoul d be gener at ed,

- the nanes of the recipients which should generate and distribute

the requested evidence,

the nanmes of the recipients to whomthe requested evi dence should

be sent after it has been generat ed.

When the input token contains both evidence and a request, an
indicator is returned describing whether the new evi dence should be
generated using only the data in the input token, or using both the
data and the evidence in the input token.

When the input token contains only CONF and DOA services, the
PIDU I nformation bundle is returned. Qher relevant paraneters (such
as idu_size and tine_stanping_tinme) may also be returned if this data
i s avail abl e.

2.5.4. IDUP_Get _policy_info cal

| nput s:
0 policy_id OBJECT | DENTI FI ER

Qut put s:
maj or _status | NTEGER,
nm nor _status | NTEGER
policy_version | NTEGER,
policy_effective_time | NTEGER,
policy_expiry_time | NTEGER,
supported_services SET OF Service_Descriptor,
-- services supported by this particular policy_id (equal to the
-- intersection of the services supported by the mechani sns
-- listed in supported_nechani sns)
0 supported_mechani sms SET OF Mechani sm Descri ptor
-- nmechani snms supported by this particular policy_id

Oo0Oo0Oo0oo0o

Return mmj or _status codes:
o GSS_S COWLETE

-- policy_id recognized; all relevant fields have been returned.
o GSS_S FAI LURE

-- the policy_id was not recognized.

This call (which need not be supported by all underlying nmechani sns
or inplenmentations) allows the application to retrieve information
pertaining to a given policy_id. Policies define the foll ow ng:
- rules for the protection of IDUs, such as trusted third
parties which may be involved in P-1DU generation, the roles in
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whi ch they may be involved, and the duration for which the
generated P-1DU is valid;

- rules for the unprotection of P-1DUs, such as the interval
during which a trusted third party nmay legitimately declare its
key to have been conprom sed or revoked; and

- rules for adjudication, such as which authorities may be used
to adj udi cate di sputes.

The policy itself may be used by an adjudicator when resolving a

di spute. For exanple, the adjudicator mght refer to the policy to
determ ne whether the rules for generation of the P-1DU have been

f ol | owed.

The follow ng paraneter bundles are associated with this call.

0 Service_Descriptor PARAVETER BUNDLE
0 service_type OBJECT | DENTI FI ER
0 service_validity_duration | NTEGER,
0 nust_use_ trusted_tine BOOLEAN

o0 Mechani sm Descri pt or PARAMETER BUNDLE

0 nechani smtype OBJECT | DENTI FI ER

0 Authority_ List PARAVETER BUNDLE,

o maxi mumtinme_skew | NTEGER
-- maxi mum perm ssi bl e difference between P-1DU generation
-- time and the tine of countersignature froma tine
-- service (if required). This paranmeter is unused if
-- trusted tinme is not required.

o0 Authority_ List PARAMETER BUNDLE,

0 authority_name | NTERNAL NAMVE

0 authority role OCTET STRI NG

0 last_revocation_check_of fset | NTEGER
-- may be 0, greater than 0, or less than 0. The val ue of
-- this paraneter is added to P-1DU generation tinme to
-- get latest tine at which the mechanismw Il check to
-- see if this authority’s key has been revoked.

An exanple of the use of the last paranmeter in Authority List is as

follows. |If an authority has a defined | ast_revocation_check _offset
of negative one hour, then all revocations taking effect earlier than
one hour before the generation of a P-1DU will render that P-1DU

invalid; no revocation taking place |later than one hour before the
generation of the P-IDUw Il affect the P-IDU s validity.

Adans I nf or mat i onal [ Page 54]



RFC 2479 | DUP- GSS- API Decenber 1998

Note that both the maxi numtine_skew and the
| ast _revocation_check_offset values are given in mninutes.

2.5.5. IDUP_Cancel _multibuffer_op cal

| nput s:
0 env_handl e ENVI RONMENT HANDLE,

Qut put s:
0 nmjor_status | NTEGER,
0 mnor_status | NTEGER,

Return mmj or _status codes:
o GSS_S COWLETE
-- operation cancelled; state purged.
o GSS_S FAI LURE
-- unable to cancel operation; state retained.

This call (which need not be supported by all underlying nmechani snms
or inplenentations) allows the application to cancel a multibuffer
operation prior to normal conpletion (e.g., subsequent to calling
Start_operation and zero or nore Process_operation, but prior to
calling End_operation). Wen successful, this call purges any
internal state information which would have been used to continue
processing for the full set of nultibuffer calls.

3. Related Activities

In order to inplenent the |DUP-GSS- APl atop existing, energing, and
future security nmechanisns, the follow ng is necessary:

- object identifiers nmust be assigned to candi date | DUP- GSS- API
nmechani sns and the name types which they support; and

- concrete data elenent (i.e., token and paraneter bundle) formats
nmust be defined for candi date nmechani sns.

Calling applications nust inplenent formatti ng conventions which will
enabl e themto distinguish IDUP-GSS-API P-1DUs fromother IDUs in
their environnent.

Concrete | anguage bindings are required for the programr ng
environnents in which the | DUP-GSS-API is to be enpl oyed.
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APPENDI X A: MECHANI SM | NDEPENDENT TOKEN FORMAT

Thi s appendi x specifies the use, for |DUP-GSS-API tokens, of the
mechani sm i ndependent | evel of encapsulating representation for
tokens given in Section 3.1 of GSS-API [RFC-2078]. The
representation given there incorporates an identifier of the

mechani smtype to be used when processing the associ ated tokens. Use
of that octet format is recomnmended to the designers of | DUP-GSS- AP

i npl enent ati ons based on various nmechani sms so that tokens can be

i nterpreted unambi guously at | DUP-GSS- APl peers. It is recognized,
however, that for interoperability purposes with peers not using |DUP
for specific IDU protection/unprotection protocols, the encapsul ati ng
representation may need to be omtted. (In such a case it is
necessary that the underlying nmechani sm provi des sone sort of

internal or external identification that allows it to recognize its
own tokens.) Wen the nmechani smindependent |evel of encapsul ating
representation is not desired, callers SHOULD set

mech_i ndep_encap_req to FALSE (note that sone underlying nechani sns
may default this paranmeter to FALSE)

For purely descriptive purposes, the followng sinple ASN. 1 structure
is used to illustrate the structural relationships anong token and
tag objects. For interoperability purposes, token and tag encodi ng
shall be performed using the concrete encodi ng procedures descri bed
in Section 3.1 of GSS-API [RFC 2078].

-- top-level token definition to frame different mechani sns

| DUP- GSS- APl DEFINITIONS :: =

BEG N
MechType ::= OBJECT | DENTI FI ER
Token ::= [APPLI CATION 0] I MPLICI T SEQUENCE ({
t hi sMech MechType,
t oken ANY DEFI NED BY t hi sMech
-- contents mechani smspecific
}
END
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APPENDI X B: EXAMPLES OF | DUP USE

Thi s appendi x provi des exanples of the use of IDUP to do | DU
protection and unprotection. It should not be regarded as
constrictive to inmplenmentati ons or as defining the only neans through
whi ch | DUP- GSS- APl functions can be realized with particul ar
under | yi ng technol ogy, and does not denonstrate all | DUP-GSS- API
features.

Most of the exanples below only illustrate the use of CONF/ DOA
protection services. Note that when both CONF/ DOA and Evi dence
services are required, calling applications may use a series of SE
and EV calls, or may use the GP calls (when these are supported).
Using the former approach inplies multiple calls (e.g., the SE calls
are used to protect sone data and the resulting token is then input
to the EV calls to add evidence information), but sonme callers may
find this to be nore attractive than coding to the GP calls because
of the sinpler SE/EV interface. Depending upon the underlying
mechani sm the series of SE/EV calls may result in a single token
that can be unprotected using the SE and EV calls in any order (for
exanpl e, because it is a single ASN. 1 SEQUENCE that incorporates al
the specified protection services at one level), or the series my
result in a token that can only be unprotected in the reverse order
of protection (for exanple, because each SE/ EV output token was
effectively enbedded in the token of the subsequent call). The

| DUP_Get _token_details call can assist callers in determ ning howto
unprotect any received token.

B.1. Sinple Mechanism Single Buffer

To illustrate the sinplest possible case, consider an underlying | DUP
nmechani sm whi ch does straightforward encryption/decryption and
signing/verification only using public-key techniques; none of the

ot her possible services, such as creation of proof-of-origin

evi dence, requests for proof-of-delivery evidence, or use of trusted
time, are supported. PEM RFC-1421] is one exanple of a nmechanism
which fits this description. Furthernore (again for sinplicity),
assune that encapsul ation is chosen by the calling application during
| DU protection.

Such a mechanismwould likely use the "SE" set of |DUP-GSS-API calls.

The foll owi ng paraneter bundle uses and defaults would therefore be
specified in the relevant | DUP nechani sm docunent .
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SENDER:

Set
env_handl e envi ronment handl e in use;
i du_buf fer data buffer

recei ver nanes;
as necessary;

Target I nfo.targ_nanes
Prot ect _Options

Cal |
| DUP_SE_Singl eBuffer_Protect() with above input paraneters

Check
maj or _status. If not GSS_S COWPLETE, check
m nor _st at us,
Target _I nfo. Bad_Tar g_Narne,
(as required) for nore detailed information.

Send
Qut put paraneter pidu_buffer to receiver.

RECEI VER (any parameters not |isted below are given the value NULL):
Set

env_handl e
pi du_buf f er

envi ronnent handl e in use;
recei ved data buffer

Cal |
| DUP_SE_Si ngl eBuffer_Unprotect() with above input paraneters
Check
maj or _status. If not GSS_S COWPLETE, check
m nor _st at us,
(as required) for nore detailed information

Uilize
PI DU_I nformati on. Protect _Options. Protect_Qperati on,
(to determ ne which services were applied by the originator)
PI DU I nformation. Protect _Options.sign_qop_alg / enc_qgop_al g,
(to determine the corresponding qualities of the services)
Prot I nformation. ori gi nat or _nane,
(to determ ne the nane of the originator)
Prot _Information. protection_tine,
(to determine when the | DU was protected)
i du_buffer
(to retrieve the unprotected data).
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B.2. Sinple Mechanism Single Buffer (Again)

To illustrate a slight variation on the sinplest possible case,
assune that everything is as in the previous scenari o except that the
"GP" calls are used.

The foll owi ng paraneter bundle uses and defaults would therefore be
specified in the relevant | DUP nechani sm docunent .

Mech_Specific_Info
- NOT USED (the only acceptable input, therefore, is NULL)

| du_Sensitivity
- NOT USED (the only acceptable input, therefore, is NULL)

Service_Creation_Info
- NOT USED (the only acceptable input, therefore, is NULL)

Service_Verification_Info
- NOT USED (the only acceptable input, therefore, is NULL)

Quality

- the gop_al gs paraneter nust be supported, with a suitable
DEFAULT val ue specifi ed;

- suitable DEFAULT values for validity, policy_id, and
al | ow _policy_mappi ng nust be specified (it may be an
i mpl ementati on option as to whether these paraneters are
explicitly nodifiable by the calling application, or whether
NULLs are the only acceptable input)

I du_I nformation
- the idu_type paraneter nust have a value representing a suitable
I DU type (for exanple, in PEM a value representing the string
"RFC822" or sone other valid "Content-Domai n" would be used),
with a suitable DEFAULT val ue specifi ed;
- the idu_title paraneter is NOT USED (the only acceptabl e input,
therefore, is NULL)

Prot _Information
- the originator_name and idu_type (in Idu_Information) paraneters
are read fromthe encapsulating informati on and out put by
| DUP_Start_Unprotect;
- all other paraneters are NOT USED (and therefore NULL)

Speci al _Condi ti ons
- NOT USED (the only acceptable input, therefore, is NULL)
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Target _Info
- this bundle is used as described in | DUP; no DEFAULT val ues are
specified

General _Servi ce_Dat a
- the unencapsul ated_t oken paraneter is used if
encapsul ati on_request is FALSE;
- the minor_status paranmeter is used to return mnor status val ues
as specified by the nmechani sm docunent

Prot _Service

- the prot_service_type paranmeter may have a value of "1"
("performunsolicited service") or NULL (which specifies the
DEFAULT val ue of "1");

- the service_id paraneter nust have a val ue representing
"PER_CONF" or "PER _DOA";

- the paraneters Service_Creation_Info, service_to,
Service_Verification_Info, and service_verification_info_id are
NOT USED (and therefore NULL)

Unpr ot _Servi ce

- the unprot_service_type paranmeter will always have a val ue of
"1" ("receive unsolicited service");
- the service_id paraneter will have a val ue representing

"REC_CONF" or "REC DQA";

- the paraneters service verification_info_id,
Service_Verification_Info, service_to, and
Service_Creation_Info, are NOT USED (and therefore NULL)

Assuming that the calling application has only a single buffer of
data to protect/unprotect, the follow ng sequence of operations nust
be performed by the sender and receivers (subsequent to environnent
establ i shnment) .

SENDER (any paraneters not |isted below are given the value NULL):
Set
env_handl e
encapsul ati on_request
singl e_idu_buffer
Target I nfo.targ_nanes
P_Services.Prot_Service_1.service_id
P_Services. Prot_Service_2.service_id

envi ronnent handl e in use;
TRUE;

data buffer;

recei ver nanes;

PER_CONF;

PER_DOA;

Cal |
| DUP_Start _Protect() with above input paraneters
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Check
maj or _status. If not GSS_S COWPLETE, check
m nor _st at us,
Target _Info.bad_targ_names / Target | nfo.bad targ_status,
P_Services. Prot_Service_1. General _Servi ce_Data. ni nor_st at us,
P_Services. Prot_Service_2. General _Service_Data. ninor_status
(as required) for nore detailed information.

Send
Qut put paraneter pidu_buffer to receiver.

RECEI VER (any parameters not |isted below are given the value NULL):

Set
env_handl e
si ngl e_pi du_buffer

envi ronnent handl e in use;
recei ved data buffer

Cal |
| DUP_Start_Unprotect() with above input paraneters
Check
maj or _status. If not GSS_S COWPLETE, check
m nor _st at us,
R _Servi ces. Unprot _Servi ce_1. General _Servi ce_Data. m nor_st at us,
R _Servi ces. Unprot _Servi ce_2. Ceneral _Servi ce_Dat a. m nor _st at us
(as required) for nore detailed information

Uilize
R _Servi ces. Unprot _Service_1/ 2. service_i d,
(to determ ne which services were applied by the originator)
R _Services. Unprot_Service_1/2. Quality,
(to determine the corresponding qualities of the services)
Prot I nformation. ori gi nat or _nane,
(to determ ne the nane of the originator)
singl e_idu_buffer
(to retrieve the unprotected data).

B.3. Sinple Mechanism Miltiple Buffers

To illustrate the next step up in conplexity, consider the use of the
sinpl e | DUP nmechani sm described in B.2 above with nultiple data
buffers. In particular, consider the case in which a |arge data file

is to be signed. For this exanple, assune that the calling
application does not w sh to use encapsul ati on.

Note that the paranmeter bundl e uses and defaults are as specified in
B. 2. above.
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SENDER (any paraneters not |isted below are given the value NULL):

Set
env_handl e
encapsul ati on_request
P_Services. Prot_Service.service_id

envi ronnent handl e in use;
FALSE;
PER_DOA;

Cal |
| DUP_Start _Protect() with above input paraneters
Check
maj or _status. If not GSS_S COWPLETE, check
m nor _st at us,
P_Services. Prot _Service. General _Servi ce_Data. ni nor_status
(as required) for nore detailed information.

For each buffer of input data:
Set
i nput _buffer = buffer
Cal |
| DUP_Protect() with above input paraneter
Check
maj or _status. |If not GSS_S COWLETE, check
nm nor _status

Cal |
| DUP_End_Prot ect ()
Check
maj or _status. If not GSS_S COWPLETE, check
m nor _st at us,
P_Services. Prot _Service. General _Servi ce_Data. ni nor_status
(as required) for nore detailed information.

Send
P_Services. Prot _Service. General _Servi ce_Dat a. unencapsul at ed_t oken
and the file for which the signature was calculated (if required),
to receiver.

RECEI VER (any parameters not |isted below are given the value NULL):

Set
env_handl e = environment handle in use;
R _Servi ces. Unprot _Servi ce_1. General _Servi ce_Dat a.
unencapsul at ed_t oken = received unencapsul at ed token;
Cal |

| DUP_Start_Unprotect() with above input paraneters
Check
maj or _status. If not GSS_S COWPLETE, check
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B. 4.

m nor _st at us,
R _Servi ces. Unprot _Servi ce_1. General _Servi ce_Data. m nor_st at us,
(as required) for nore detailed information

For each buffer of input data:
Set
i nput _buffer = buffer
Cal |
| DUP_Unprotect() with above input paraneter
Check
maj or _status. |If not GSS_S COWLETE, check
nm nor _status

Cal |
| DUP_End_Unpr ot ect ()
Check
maj or _status. If not GSS_S COWPLETE, check
m nor _st at us,
R _Servi ces. Unprot _Servi ce_1. General _Servi ce_Data. m nor_st at us,
(as required) for nore detailed information.

Uilize
R _Servi ces. Unprot _Service_1.service_id,

(to determi ne which service was applied by the originator; note
that Unprot_Service_2 will have NULL in unprot_service_type
to indicate that it is not used)

R Services. Unprot_Service_1. Quality,

(to determine the corresponding quality of the service)

Prot _Information. originator_nane, (from|DUP_Start_Unprotect)

(to determ ne the nane of the signer)

maj or _status (from | DUP_End_Unprot ect)
(to determine pass/fail status of signature verification).

More Sophi sticated Mechanism Small Application Buffers
To illustrate a higher level of conplexity, consider the use of a
nore sophi sticated | DUP mechani smand a calling application with
smal| data buffers. |In particular, consider the case in which a very
small e-mail nmessage is to be encrypted for a relatively |arge
receiver list (R), some subset of whom (r) will be asked to send

proofs of receipt of the nessage to sone other subset (L) (which
includes the originator). So that the exanple is not unnecessarily
conplicated, assunme again that the originating application uses
encapsul ati on.

The uses and defaults for the various paranmeter bundles for this
mechani sm woul d be specified in the relevant | DUP nmechani sm docunent
as follows.
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Mech_Specific_Info
- NOT USED (the only acceptable input, therefore, is NULL)

| du_Sensitivity
- NOT USED (the only acceptable input, therefore, is NULL)

Service_Creation_Info
- used to create "proof of delivery" evidence (but actua
structure is opaque to calling application)

Service_Verification_Info
- used to verify "proof of delivery" evidence (but actua
structure is opaque to calling application)

Quality

- the gop_al gs paraneter nust be supported, with a suitable
DEFAULT val ue specifi ed;

- suitable DEFAULT values for validity, policy_id, and
al | ow_pol i cy_mappi ng nust be specified (it may be an
i mpl enentati on option as to whether these paraneters are
explicitly nodifiable by the calling application, or whether
NULLs are the only acceptable input)

| du_I nfornmation
- the idu_type paraneter nust have a value representing a suitable
IDU type, with a suitable DEFAULT val ue specifi ed;
- the idu_title paraneter nmust have a val ue representing a
suitable IDU title, with a suitable DEFAULT val ue specified

Prot _Information
- the originator_name, protection_tinme, and idu_type / idu_title
(in ldu_Information) paraneters are read fromthe contained
header information and output by I DUP_Start_ Unprotect;

Speci al _Condi ti ons
- the paraneter prot_oper_id is NOT USED (the only acceptable
i nput, therefore, is NULL);
- trusted or untrusted tine may be selected by the calling
application, with a suitable DEFAULT val ue specified

Target _Info
- this bundle is used as described in | DUP; no DEFAULT val ues are
specified

General _Servi ce_Dat a
- the unencapsul ated_t oken paraneter is used if
encapsul ati on_request is FALSE;
- the minor_status paranmeter is used to return mnor status val ues
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as specified by the nmechani sm docunent

Prot _Service

- the prot_service_type paranmeter may have a value of "1"
("performunsolicited service"), "2" ("performsolicited
service"), "3" (performservice solicitation), or NULL (which
speci fies the DEFAULT val ue of "1");

- the service_id paraneter nust have a val ue representing
"PER_CONF", "PER _DQA'", "PER POO', or "PER POD';

- the paraneters Service_Creation_Info, service_to,
Service_Verification_Info, and service_verification_info_id are
used when required by the I DUP operation

Unpr ot _Servi ce

- the unprot_service_type paranmeter may have a val ue of "1"
("receive unsolicited service"), "2" ("receive solicited
service"), or "3" (receive service solicitation);

- the service_id paraneter will have a val ue representing
"REC_CONF", "REC DQA'", "REC POO', or "REC POD';

- the paraneters service verification_info_id,
Service_Verification_Info, service_to, and
Service_Creation_Info, are used when required by the | DUP
operation

SENDER (any paraneters not |isted below are given the value NULL):

Set

Cal

Adans

env_handl e envi ronment handl e in use;
I du_Information.idu_type
[du_Information.idu_title

Speci al _Condi tions.use_trusted tine
encapsul ati on_request

singl e_idu_buffer
Target I nfo.targ_nanes

"Contract 1234";

TRUE;

TRUE;

very small e-mail nessage;
recei ver nanmes (R)

Prot _Service_1.prot_service_type "t
Prot _Service_1.service_id PER_CONF
Prot _Service_2.prot_service_type "3";
Prot _Service_2.service_id PER_POD;

Prot _Service_2. General _Service_Data. Target I nfo.targ_nanes
"receipts fromt list (r);
"receipts to" list (L);
Prot _Service_1;

Prot _Service_2;

Prot_Service_2.service_to
P_Services.Prot_Service_1
P_Services. Prot _Service_2

I
| DUP_Start _Protect() with above input paraneters
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Check
maj or _status. |If not GSS_S COWLETE
whil e maj or_status == | DUP_S_ MORE_QOUTBUFFER_NEEDED
Save
pi du_buffer,
Cal |
| DUP_Start _Protect() (to get next portion of pidu_buffer)
Check

nmaj or _st at us,

nm nor _st at us,

Target _Info.bad _targ_names / Target |Info.bad targ_status,

P_Services. Prot _Service_1. General _Servi ce_Data. ni nor_st at us,

P_Services. Prot_Servi ce_2. General _Servi ce_Dat a. ni nor_status
(as required) for nore detailed information.

Save
Prot _Service_2. Service_Verification_|nfo,
Prot _Service_2.service_verification_info_id

Send
Al'l saved buffers of pidu_buffer to receiver list (R

RECEI VER (ON RECEI VER LI ST (R)):
(any parameters not listed below are given the val ue NULL)

Set
env_handl e
partial _pidu_buffer

envi ronment handl e in use;
initial buffer of received p-idu;

Cal |
| DUP_Start_Unprotect() with above input paraneters
While maj or _status == | DUP_S MORE_PI DU_NEEDED,
Set
partial _pidu_buffer = next buffer of p-idu
Cal |
| DUP_Start _Unprotect ()
Check
maj or _st at us,
nm nor _st at us,
R _Servi ces. Unprot _Servi ce_1. General _Servi ce_Dat a. mi nor _st at us,
R _Servi ces. Unprot _Servi ce_2. General _Servi ce_Dat a. mi nor _st at us,
(as required) for nore detailed information

Save
initial _idu_buffer (if non-enpty)
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Set
i nput _buffer = remaining p-idu buffer
Cal |
| DUP_Unprotect() with above input paraneter
Check
maj or_status. |If not GSS_S COWPLETE, check
m nor _st at us
Save
out put _buf fer

Cal |
| DUP_End_Unpr ot ect ()
Check
maj or _status. If not GSS_S COWPLETE, check
m nor _st at us,
R _Servi ces. Unprot _Servi ce_1. General _Servi ce_Data. m nor_st at us,
R _Servi ces. Unprot _Servi ce_2. Ceneral _Servi ce_Data. m nor_st at us,
(as required) for nore detailed information.

Uilize

R _Servi ces. Unprot _Service_1/ 2. service_i d,

(to determ ne which services were applied by the originator)
R _Servi ces. Unprot_Service_1/2. Quality,

(to determine the corresponding qualities of the service)
Prot I nformation. origi nat or _nane/ protection_tinme and

Prot _Information.ldu_Information.idu_type/idu_title,

(from I DUP_Start_Unprotect) (to determi ne originator info.)
R _Servi ces. Unprot _Servi ce_2. General _Servi ce_Dat a. Tar get _I nf o.

targ.nanes, (to determine if rec. is in "receipts froni (r))
Service_Verification_Info/service_verification_info_id

(to determine if receiver is in "receipts to" list (L))

If receiver is in "receipts from list (r)
Save
R _Services. Unprot _Service_2.service_to,
R _Services. Unprot _Service_2. Service_Creation_Ilnfo

If receiver is in "receipts to" list (L)
Save
Service_Verification_Info,
service verification_info_id

RECEI VER (ON " RECEI PTS FROM' LI ST (r)):
(procedure to generate receipt)

Set
env_handl e
Target I nfo.targ_nanes

envi ronnent handl e in use;
service_to
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m 2" ;

"PER_POD';

Servi ce_Creation_Info;
Prot _Service_1

Prot _Service_1.prot_service_type
Prot_Service_1l.service_id

Prot _Service_1. Service_Creation_Info
P_Services.Prot_Service_1

Cal |
| DUP_Start _Protect() with above input paraneters
Check
maj or _status. If not GSS_S COWPLETE, check
m nor _st at us,
P_Services. Prot _Service_1. General _Service_Data. m nor_stat us
(as required) for nore detailed information.

Send
pi du_buffer to "receipts to" list (L)

RECEI VER (ON "RECEI PTS TO' LIST (L)):
(procedure to process received receipt)

Set
env_handl e envi ronnment handl e in use;
si ngl e_pi du_buffer received p-idu buffer (if it fits in a single
buffer; otherw se use partial _pidu_buffer and make nultiple
calls, as above)

Cal |
| DUP_Start_Unprotect() with above input paraneters
| f mjor_status == | DUP_S_SERV_VERI F_| NFO_NEEDED
Uilize

R Services. Unprot _Service_1.service_verification_info.id
(to assist in locating necessary Service_Verification_Ilnfo)
Set
R Services. Unprot _Service_1. Service_Verification_Info
= Service_Verification_Info
Cal |
| DUP_Start_Unprotect() with above input paraneters
Check
nmaj or _st at us,
nm nor _st at us,
R _Servi ces. Unprot _Servi ce_1. General _Servi ce_Data. m nor_st at us
(as required) for nore detailed information.

Uilize
R _Servi ces. Unprot _Service_1.service_id,
(to determine that this is a "proof of delivery" evidence)
R Services. Unprot_Service_1. Quality,
Prot _I nformati on. ori gi nator_name, (for evidence generator info.)
maj or _status (to determine pass/fail status of evi. verif.).
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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