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Abstract

The Dynami ¢ Host Configuration Protocol for |Pv6é (DHCP) enabl es DHCP
servers to pass configuration paranmeters such as | Pv6 network
addresses to I Pv6 nodes. It offers the capability of automatic

al | ocation of reusable network addresses and additional configuration
flexibility. This protocol is a stateful counterpart to "IPv6

St at el ess Address Autoconfiguration" (RFC 2462), and can be used

separately or concurrently with the latter to obtain configuration
par aneters.
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1. Introduction and Overvi ew

Thi s docunent describes DHCP for 1 Pv6 (DHCP), a client/server
protocol that provides nanaged configuration of devices.

DHCP can provide a device with addresses assigned by a DHCP server
and ot her configuration information, which are carried in options.
DHCP can be extended through the definition of new options to carry
configuration information not specified in this docunent.

DHCP is the "stateful address autoconfiguration protocol"” and the
"stateful autoconfiguration protocol"” referred to in "IPv6 Stateless
Addr ess Autoconfiguration"” [17].

The operational nodels and rel evant configuration information for
DHCPv4 [18][19] and DHCPv6 are sufficiently different that

i ntegration between the two services is not included in this
docunent. If there is sufficient interest and demand, integration
can be specified in a docunment that extends DHCPv6 to carry |Pv4
addresses and configuration infornmation

The remai nder of this introduction summari zes DHCP, expl ai ning the
nmessage exchange mechani sns and exanpl e nessage flows. The nessage
flows in sections 1.2 and 1.3 are intended as illustrations of DHCP
operation rather than an exhaustive list of all possible
client-server interactions. Sections 17, 18, and 19 explain client
and server operation in detail.
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1.1. Protocols and Addressing

Clients and servers exchange DHCP nmessages using UDP [15]. The
client uses a link-local address or addresses determ ned through
ot her mechanisns for transmtting and receiving DHCP nessages.

DHCP servers receive nessages fromclients using a reserved,

I i nk-scoped multicast address. A DHCP client transmits nost nessages
to this reserved nulticast address, so that the client need not be
configured with the address or addresses of DHCP servers.

To allow a DHCP client to send a nessage to a DHCP server that is not
attached to the sane link, a DHCP relay agent on the client’s |ink

will relay nmessages between the client and server. The operation of
the relay agent is transparent to the client and the di scussion of
nmessage exchanges in the renainder of this section will onit the

description of nessage relaying by relay agents.

Once the client has determ ned the address of a server, it may under
some circunstances send nessages directly to the server using
uni cast.

1.2. dient-server Exchanges Involving Two Messages

When a DHCP client does not need to have a DHCP server assign it IP
addresses, the client can obtain configuration information such as a
list of available DNS servers [20] or NTP servers [21] through a
singl e nessage and reply exchanged with a DHCP server. To obtain
configuration information the client first sends an

| nf or mat i on- Request nessage to the Al _DHCP_Rel ay_Agents_and_Servers
mul ticast address. Servers respond with a Reply nessage contai ning
the configuration information for the client.

Thi s message exchange assunes that the client requires only
configuration informati on and does not require the assignnent of any
| Pv6 addresses.

Wien a server has | Pv6 addresses and ot her configuration information
conmtted to a client, the client and server nmay be able to conplete
t he exchange using only two nessages, instead of four nessages as
described in the next section. |In this case, the client sends a
Solicit nessage to the Al _DHCP_Rel ay_Agents_and_Servers requesting
t he assignnent of addresses and other configuration information.

Thi s message includes an indication that the client is willing to
accept an i medi ate Reply nessage fromthe server. The server that
iswlling to commt the assignnent of addresses to the client

Dronms, et al. St andar ds Track [ Page 6]
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i medi ately responds with a Reply nessage. The configuration
i nformati on and the addresses in the Reply nessage are then
i medi ately available for use by the client.

Each address assigned to the client has associated preferred and
valid lifetimes specified by the server. To request an extension of
the lifetimes assigned to an address, the client sends a Renew
nmessage to the server. The server sends a Reply nessage to the
client with the newlifetimes, allowing the client to continue to use
t he address without interruption.

1.3. dient-server Exchanges Invol ving Four Messages

To request the assignnent of one or nore |Pv6 addresses, a client
first locates a DHCP server and then requests the assignnent of
addresses and other configuration information fromthe server. The
client sends a Solicit nmessage to the

Al'l _DHCP_Rel ay_Agents_and_Servers address to find avail abl e DHCP
servers. Any server that can neet the client’s requirenments responds
with an Advertise nmessage. The client then chooses one of the
servers and sends a Request nessage to the server asking for
confirmed assi gnnent of addresses and ot her configuration

i nformati on. The server responds with a Reply nmessage that contains
the confirned addresses and configuration

As described in the previous section, the client sends a Renew
nmessage to the server to extend the lifetines associated with its
addresses, allowing the client to continue to use those addresses
wi t hout interruption.

2. Requirenents

The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [1].

Thi s docunent al so makes use of internal conceptual variables to
descri be protocol behavior and external variables that an

i npl ementation nmust allow system adm nistrators to change. The
specific variable names, how their val ues change, and how their
settings influence protocol behavior are provided to denonstrate
protocol behavior. An inplenmentation is not required to have themin
the exact form described here, so long as its external behavior is
consistent with that described in this document.
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3. Background

The | Pv6 Specification provides the base architecture and desi gn of

| Pv6. Related work in IPv6 that woul d best serve an inplenentor to
study includes the | Pv6 Specification [3], the | Pv6 Addressing
Architecture [5], IPv6 Statel ess Address Autoconfiguration [17], |Pv6
Nei ghbor Di scovery Processing [13], and Dynami ¢ Updates to DNS [22].
These specifications enable DHCP to build upon the IPv6 work to
provi de both robust stateful autoconfiguration and autoregistration
of DNS Host Names.

The | Pv6 Addressing Architecture specification [5] defines the
address scope that can be used in an IPv6 inplenentation, and the
various configuration architecture guidelines for network designers
of the IPv6 address space. Two advantages of |IPv6 are that support
for nulticast is required and nodes can create |ink-local addresses
during initialization. The availability of these features neans that
a client can use its link-1ocal address and a well-known nulti cast
address to discover and comruni cate with DHCP servers or relay agents
on its link.

| Pv6 Statel ess Address Autoconfiguration [17] specifies procedures by
whi ch a node nmay autoconfigure addresses based on router
advertisenents [13], and the use of a valid lifetine to support
renunbering of addresses on the Internet. In addition, the protoco

i nteraction by which a node begins statel ess or stateful
autoconfiguration is specified. DHCP is one vehicle to perform
stateful autoconfiguration. Conpatibility with statel ess address

aut oconfiguration is a design requirenent of DHCP

| Pv6 Nei ghbor Discovery [13] is the node discovery protocol in |IPv6
whi ch repl aces and enhances functions of ARP [14]. To understand

| Pv6 and statel ess address autoconfiguration, it is strongly
recommended that inplenmentors understand | Pv6 Nei ghbor Discovery.

Dynami ¢ Updates to DNS [22] is a specification that supports the
dynam c update of DNS records for both IPv4 and | Pv6. DHCP can use
the dynamic updates to DNS to integrate addresses and nane space to
not only support autoconfiguration, but also autoregistration in

| Pv6.

4. Term nol ogy

This sections defines terminology specific to | Pv6 and DHCP used in
this docunent.
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4.1. |1 Pv6 Term nol ogy

| Pv6 term nol ogy relevant to this specification fromthe |IPv6
Protocol [3], IPv6 Addressing Architecture [5], and | Pv6 Statel ess
Address Autoconfiguration [17] is included bel ow.

addr ess An I P layer identifier for an interface
or a set of interfaces.

host Any node that is not a router
| P Internet Protocol Version 6 (IPv6). The

terms IPv4 and I Pv6 are used only in
contexts where it is necessary to avoid

anmbi gui ty.

i nterface A node’'s attachnent to a |link

i nk A comruni cation facility or nedi um over
whi ch nodes can conmmuni cate at the |ink
| ayer, i.e., the layer imediately

bel ow I P. Exanples are Ethernet (sinple
or bridged); Token Ring; PPP I|inks,

X. 25, Franme Relay, or ATM networks; and
Internet (or higher) layer "tunnels",
such as tunnels over |Pv4 or |IPv6
itself.

l'ink-1ayer identifier A link-layer identifier for an
interface. Exanples include | EEE 802
addresses for Ethernet or Token Ring
network interfaces, and E. 164 addresses
for I SDN Iinks.

l'i nk-1ocal address An | Pv6 address having a link-only
scope, indicated by having the prefix
(FE80: :/10), that can be used to reach
nei ghbori ng nodes attached to the sane
link. Every interface has a |ink-Iocal
addr ess.

mul ti cast address An identifier for a set of interfaces
(typically belonging to different
nodes). A packet sent to a multicast
address is delivered to all interfaces
identified by that address.

nei ghbor A node attached to the sane |ink

Dronms, et al. St andar ds Track [ Page 9]
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node
packet

prefix

prefix length

rout er

uni cast address

4.2. DHCP Ter m nol ogy
Ternmi nol ogy specific to DHCP

appropriate to the link

bi ndi ng

A device that inplenments IP.
An | P header plus payl oad.

The initial bits of an address, or a
set of | P addresses that share the sane
initial bits.

The nunber of bits in a prefix.

A node that forwards |P packets not
explicitly addressed to itself.

An identifier for a single interface.

A packet sent to a unicast address is
delivered to the interface identified by
t hat address.

can be found bel ow.

An address is "appropriate to the link"
when the address is consistent with the
DHCP server’s know edge of the network
topol ogy, prefix assignment and address
assi gnnent policies.

A binding (or, client binding) is a
group of server data records containing
the information the server has about
the addresses in an | A or configuration
information explicitly assigned to the
client. Configuration information that
has been returned to a client through a
policy - for exanple, the information
returned to all clients on the sane
link - does not require a binding. A
bi ndi ng contai ning i nformati on about

an 1A is indexed by the tuple <DU D

| A-type, TAID> (where |A-type is the
type of address in the I A for exanple,
tenporary). A binding containing
configuration information for a client

i s indexed by <DUl D>
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configuration paraneter

DHCP client (or client)

DHCP donmi n

DHCP real m

An el ement of the configuration

i nformati on set on the server and
delivered to the client using DHCP
Such paranmeters nay be used to carry
information to be used by a node to
configure its network subsystem and
enabl e comuni cation on a link or

i nternetwork, for exanple.

Dynam ¢ Host Configuration Protoco

for IPv6. The terns DHCPv4 and DHCPv6
are used only in contexts where it is
necessary to avoid anbiguity.

A node that initiates requests on a link
to obtain configuration paranmeters from
one or nore DHCP servers.

A set of |inks managed by DHCP and
operated by a single adninistrative
entity.

A nane used to identify the DHCP
admi ni strative domai n from which a DHCP
aut hentication key was sel ected.

DHCP relay agent (or relay agent) A node that acts as an

DHCP server (or server)

DUl D

I dentity association (IA)

internmediary to deliver DHCP nessages
between clients and servers, and is on
the sane link as the client.

A node that responds to requests from
clients, and may or may not be on the
same link as the client(s).

A DHCP Uni que I Dentifier for a DHCP
partici pant; each DHCP client and server
has exactly one DU D. See section 9 for
details of the ways in which a DU D may
be constructed.

A col l ection of addresses assigned to
a client. Each I A has an associ ated
IAID. A client may have nore than one
| A assigned to it; for exanple, one for
each of its interfaces.
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Each | A hol ds one type of address;

for exanple, an identity association
for tenporary addresses (I A TA) hol ds
tenporary addresses (see "identity
associ ation for tenporary addresses").
Thr oughout this docunment, "IA" is used
to refer to an identity association

wi t hout identifying the type of
addresses in the I A

Identity association identifier (IAID) An identifier for an IA,

chosen by the client. Each | A has an

| AID, which is chosen to be unique anobng
all 1AIDs for I As belonging to that
client.

Identity association for non-tenporary addresses (1A _NA) An | A

that carries assigned addresses that are
not tenporary addresses (see "identity
associ ation for tenporary addresses")

Identity association for tenporary addresses (A TA) An | A that

message

Reconfi gure key

rel ayi ng

transaction ID

5. DHCP Constants

carries tenporary addresses (see RFC
3041 [12]).

A unit of data carried as the payl oad
of a UDP datagram exchanged anong DHCP
servers, relay agents and clients.

A key supplied to a client by a server
used to provide security for Reconfigure
nessages.

A DHCP rel ay agent relays DHCP nessages
bet ween DHCP parti ci pants.

An opaque val ue used to match responses
with replies initiated either by a
client or server.

This section describes various program and networki ng constants used

by DHCP.

Drons, et al.
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5.1. Miulticast Addresses

DHCP makes use of the follow ng nulticast addresses:

Al'l _DHCP_Rel ay_Agents_and_Servers (FF02::1:2) A |link-scoped

nmul ti cast address used by a client to communicate with
nei ghboring (i.e., on-link) relay agents and servers.
Al'l servers and relay agents are nenbers of this
mul ti cast group.

Al'l _DHCP_Servers (FF05::1:3) A site-scoped nulticast address used

5.2. UDP Ports

by a relay agent to comunicate with servers, either
because the relay agent wants to send nessages to
all servers or because it does not know t he unicast
addresses of the servers. Note that in order for

a relay agent to use this address, it nmust have an
address of sufficient scope to be reachable by the
servers. Al servers within the site are nenbers of
this multicast group

Clients listen for DHCP nessages on UDP port 546. Servers and rel ay
agents listen for DHCP messages on UDP port 547

5.3. DHCP Message Types

DHCP defines the foll owing nmessage types. More detail on these
nmessage types can be found in sections 6 and 7. Message types not
listed here are reserved for future use. The nuneric encoding for
each nessage type is shown in parentheses.

Dr ons,

SOLICIT (1)

A client sends a Solicit nmessage to locate
servers.

ADVERTI SE (2) A server sends an Advertise nmessage to indicate

REQUEST ( 3)

CONFI RM ( 4)

et al.

that it is available for DHCP service, in
response to a Solicit message received froma
client.

A client sends a Request message to request
configuration paraneters, including IP
addresses, froma specific server.

A client sends a Confirm nmessage to any

avail abl e server to determni ne whether the
addresses it was assigned are still appropriate
tothe link to which the client is connected.

St andar ds Track [ Page 13]
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Dr ons,

RENEW ( 5)

REBI ND ( 6)

REPLY (7)

RELEASE (8)

DECLI NE (9)

RECONFI GURE (10)

et al.
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A client sends a Renew nessage to the server
that originally provided the client’s addresses
and configuration paraneters to extend the
lifetinmes on the addresses assigned to the
client and to update other configuration

par aneters.

A client sends a Rebind nessage to any

avail abl e server to extend the lifetines on the
addresses assigned to the client and to update
ot her configuration paraneters; this nessage is
sent after a client receives no response to a
Renew nessage.

A server sends a Reply nessage containi ng

assi gned addresses and configuration paraneters
in response to a Solicit, Request, Renew,
Rebi nd nmessage received froma client. A
server sends a Reply nmessage contai ni ng
configuration paraneters in response to an

| nformati on-request nessage. A server sends a
Reply nessage in response to a Confirm nessage
confirm ng or denying that the addresses
assigned to the client are appropriate to the
link to which the client is connected. A
server sends a Reply nmessage to acknow edge
recei pt of a Release or Decline nessage.

A client sends a Rel ease nessage to the server
that assigned addresses to the client to
indicate that the client will no | onger use one
or nore of the assigned addresses.

A client sends a Decline nmessage to a server to
indicate that the client has deternined that
one or nore addresses assigned by the server
are already in use on the link to which the
client is connected.

A server sends a Reconfigure nessage to a
client toinformthe client that the server has
new or updated configuration paraneters, and
that the client is to initiate a Renew Reply

or Information-request/Reply transaction with
the server in order to receive the updated

i nformati on.
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| NFORVATI ON- REQUEST (11) A client sends an Information-request

RELAY- FORW ( 12)

RELAY- REPL (13)

5.4. Status Codes

nessage to a server to request configuration
paraneters w thout the assignnent of any IP
addresses to the client.

A relay agent sends a Rel ay-forward nessage
to relay nessages to servers, either directly
or through another relay agent. The received
nmessage, either a client nessage or a

Rel ay-forward nmessage from anot her rel ay
agent, is encapsulated in an option in the
Rel ay-forward nessage.

A server sends a Relay-reply nessage to a rel ay
agent containing a nessage that the rel ay

agent delivers to a client. The Relay-reply
nmessage nay be relayed by other relay agents
for delivery to the destination relay agent.

The server encapsul ates the client nmessage as
an option in the Relay-reply nessage, which the
relay agent extracts and relays to the client.

DHCPv6 uses status codes to conmunicate the success or failure of
operations requested in nessages fromclients and servers, and to
provi de additi onal

failure of a nessage.

section 24.4.

Dr ons,

et al.

i nformati on about the specific cause of the

The specific status codes are defined in
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5.5. Transmnm ssion and Retransm ssion Paraneters

This section presents a table of values used to describe the nessage
transm ssi on behavior of clients and servers.

Par anet er Default Description

SOL_MAX_DELAY 1 sec Max delay of first Solicit

SCL_TI MEQUT 1 sec Initial Solicit tineout

SOL_MAX_RT 120 secs Max Solicit timeout val ue

REQ _TI MEQUT 1 sec Initial Request tineout

REQ MAX_RT 30 secs Max Request tineout val ue

REQ _MAX_RC 10 Max Request retry attenpts
CNF_MAX_DELAY 1 sec Max del ay of first Confirm

CNF_TI MEQUT 1 sec Initial Confirmtineout

CNF_MAX_RT 4 secs Max Confirmtinmeout

CNF_MAX_RD 10 secs Max Confirmduration

REN_TI MEQUT 10 secs Initial Renew tinmeout

REN_MAX_RT 600 secs Max Renew tineout val ue

REB_TI MEQUT 10 secs Initial Rebind tineout

REB_MAX_RT 600 secs Max Rebind tineout val ue

| NF_NMAX_DELAY 1 sec Max del ay of first |nformation-request
| NF_TI MEQUT 1 sec Initial |Information-request tineout

| NF_MAX_RT 120 secs Max Information-request timnmeout val ue
REL_TI MEQUT 1 sec Initial Rel ease tineout

REL_MAX_RC 5 MAX Rel ease attenpts

DEC_TI MEQUT 1 sec Initial Decline tineout

DEC_MAX_RC 5 Max Decline attenpts

REC_TI MEQUT 2 secs Initial Reconfigure timeout
REC_MAX_RC 8 Max Reconfigure attenpts
HOP_COUNT_LIMT 32 Max hop count in a Relay-forward nessage

5.6 Representation of tine values and "Infinity" as a tine val ue
Al time values for lifetines, Tl and T2 are unsigned integers. The
value Oxffffffff is taken to nmean "infinity" when used as a lifetine
(as in RFC2461 [17]) or a value for T1 or T2.

6. dient/Server Message Formats

Al'l DHCP nessages sent between clients and servers share an identi cal
fi xed format header and a variable format area for options.

Al'l values in the nessage header and in options are in network byte
or der.
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Options are stored serially in the options field, with no paddi ng
between the options. Options are byte-aligned but are not aligned in
any other way such as on 2 or 4 byte boundari es.

The followi ng diagramillustrates the format of DHCP nessages sent
between clients and servers:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| nsg-type | transaction-id |
T S o T s T T o S T il sl S T R S i i
I I
. options .
. (vari abl e) .
I I
T S o T s T T o S T il sl S T R S i i
neg-type Identifies the DHCP nessage type; the

avai |l abl e nessage types are listed in
section 5. 3.

transaction-id The transaction ID for this nmessage exchange.

opti ons Options carried in this nessage; options are
described in section 22.

7. Relay Agent/ Server Message Formats

Rel ay agents exchange nessages with servers to relay nessages between
clients and servers that are not connected to the same |link

Al'l values in the nessage header and in options are in network byte
or der.

Options are stored serially in the options field, with no paddi ng

between the options. Options are byte-aligned but are not aligned in
any other way such as on 2 or 4 byte boundari es.
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There are two relay agent nessages, which share the follow ng format:

0 1 2 3
01234567890123456789012345678901
e i i S o i S I i S S i (s S
| neg-type | hop- count |

T S S T i (e ST Y S S

| i nk- addr ess

e T i S S S s S

T T i S T =

peer - addr ess
T i S S T, ST S S

T T i S T =

+
I
I
I
I
I
I
I
I
I
I
I
I
I
I

I
I
I
I
I
+-
I
I
I
I
I
+-

options (variable nunmber and | ength)

T T T S i S S S S e T T S s i =

The followi ng sections describe the use of the Relay Agent nessage
header .

7.1. Relay-forward Message

The followi ng table defines the use of nessage fields in a Relay-
forward nessage.

nmsg-type RELAY- FORW

hop- count Nunber of relay agents that have relayed this
nessage.

l'i nk-addr ess A global or site-local address that will be used by
the server to identify the link on which the client
i s | ocated.

peer - addr ess The address of the client or relay agent from which
the nmessage to be relayed was received.

opti ons MUST i nclude a "Relay Message option" (see

section 22.10); MAY include other options added by
the relay agent.
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7.2. Relay-reply Message

The followi ng table defines the use of nessage fields in a
Rel ay-reply nessage.

msg-type RELAY- REPL

hop- count Copi ed fromthe Relay-forward nmessage
i nk-addr ess Copi ed fromthe Rel ay-forward nessage
peer - addr ess Copi ed fromthe Rel ay-forward nessage

opti ons MUST i nclude a "Relay Message option"; see
section 22.10; MAY include other options

8. Representation and Use of Domain Names

So that donain nanmes nay be encoded uniformly, a dommin nanme or a
list of donmain nanmes is encoded using the technique described in
section 3.1 of RFC 1035 [10]. A donmin name, or list of domain
nanes, in DHCP MJST NOT be stored in conpressed form as described in
section 4.1.4 of RFC 1035.

9. DHCP Uni que ldentifier (DU D)

Each DHCP client and server has a DU D. DHCP servers use DU Ds to
identify clients for the selection of configuration paraneters and in
the association of 1As with clients. DHCP clients use DU Ds to
identify a server in nessages where a server needs to be identified.
See sections 22.2 and 22.3 for the representation of a DU D in a DHCP
nessage.

Clients and servers MJST treat DU Ds as opaque val ues and MJST only
conpare DUIDs for equality. Cients and servers MJST NOT in any
other way interpret DU Ds. Clients and servers MJUST NOT restrict

DU Ds to the types defined in this docunent, as additional DU D types
may be defined in the future.

The DU D is carried in an option because it may be variable [ ength
and because it is not required in all DHCP messages. The DU D is
desi gned to be unique across all DHCP clients and servers, and stable
for any specific client or server - that is, the DU D used by a
client or server SHOULD NOT change over tine if at all possible; for
exanpl e, a device's DU D should not change as a result of a change in
t he device’s network hardware.
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The notivation for having nore than one type of DU Dis that the DU D
nmust be gl obally unique, and nust also be easy to generate. The sort
of globally-unique identifier that is easy to generate for any given
device can differ quite widely. Also, sone devices nay not contain
any persistent storage. Retaining a generated DU D in such a device
is not possible, so the DU D schene nust accommpbdate such devi ces.

9.1. DU D Contents

A DU D consists of a two-octet type code represented in network byte
order, followed by a variable nunmber of octets that nake up the
actual identifier. A DU D can be no nore than 128 octets |ong (not
including the type code). The follow ng types are currently defined:

1 Li nk-1ayer address plus tine
2 Vendor - assi gned uni que | D based on Enterprise Nunber
3 Li nk-1 ayer address

Formats for the variable field of the DU D for each of the above
types are shown bel ow

9.2. DU D Based on Link-layer Address Plus Tine [DU D LLT]

This type of DU D consists of a two octet type field containing the
value 1, a two octet hardware type code, four octets containing a
time value, followed by |ink-1ayer address of any one network
interface that is connected to the DHCP device at the tinme that the
DU D is generated. The tinme value is the tinme that the DUD is
generated represented in seconds since mdnight (UTC), January 1
2000, nodul o 2732. The hardware type MJST be a valid hardware type
assigned by the | ANA as described in RFC 826 [14]. Both the time and
the hardware type are stored in network byte order. The |ink-Iayer
address is stored in canonical form as described in RFC 2464 [2].

The following diagramillustrates the fornmat of a DU D-LLT:

0 1 2 3
01234567890123456789012345678901
T i T R s s I T sl S ST Y S Y S S T S
| 1 | har dware type (16 bits) |
T i T R s s I T sl S ST Y S Y S S T S
| time (32 bits) |
T i T R s s I T sl S ST Y S Y S S T S

link-1ayer address (variable |ength)

T S T T S e T S T S S S il A SH S SIS
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The choice of network interface can be conpletely arbitrary, as |ong
as that interface provides a globally unique link-layer address for
the link type, and the same DU D-LLT SHOULD be used in configuring
all network interfaces connected to the device, regardl ess of which
interface’'s |link-layer address was used to generate the DU D LLT.

Clients and servers using this type of DU D MJST store the DU D-LLT
in stable storage, and MJST continue to use this DU D-LLT even if the
network interface used to generate the DU D LLT is renoved. dients
and servers that do not have any stable storage MJUST NOT use this
type of DU D

Clients and servers that use this DU D SHOULD attenpt to configure
the time prior to generating the DU D, if that is possible, and MJST
use sone sort of time source (for exanple, a real-time clock) in
generating the DU D, even if that tine source could not be configured
prior to generating the DU D. The use of a tinme source nmakes it
unlikely that two identical DU D-LLTs will be generated if the
network interface is renoved fromthe client and another client then
uses the sanme network interface to generate a DU D LLT. A collision
between two DU D-LLTs is very unlikely even if the clocks have not
been configured prior to generating the DU D.

This method of DU D generation is recommended for all general purpose
computi ng devi ces such as desktop conmputers and | aptop conputers, and
al so for devices such as printers, routers, and so on, that contain
sone formof witable non-volatile storage.

Despite our best efforts, it is possible that this algorithmfor
generating a DU D could result in a client identifier collision. A
DHCP client that generates a DU D LLT using this nechani sm MJST
provide an administrative interface that replaces the existing DU D
with a new y-generated DU D LLT.
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9.3. DU D Assigned by Vendor Based on Enterprise Nunber [DU D EN|

This formof DU D is assigned by the vendor to the device. It
consi sts of the vendor’s registered Private Enterprise Nunber as
mai ntai ned by ANA [6] followed by a unique identifier assigned by
the vendor. The follow ng diagram sumarizes the structure of a
DUl D- EN:

0 1 2 3
01234567890123456789012345678901
T S T T s T T o S T o s st s U S S Y I o S S
| 2 | ent er pri se- nunber |
T S T T s T T o S T o s st s U S S Y I o S S
| ent er pri se-nunber (contd) | |
B s T o S S S S i it S S |
identifier
(vari abl e | ength)

T S T T S e T S T S S S il A SH S SIS

The source of the identifier is left up to the vendor defining it,

but each identifier part of each DU D- EN MJST be uni que to the device
that is using it, and MJUST be assigned to the device at the tine it
is manufactured and stored in some formof non-volatile storage. The
generated DU D SHOULD be recorded in non-erasable storage. The
enterprise-nunber is the vendor’'s registered Private Enterprise
Nunber as maintained by 1ANA [6]. The enterprise-nunber is stored as
an unsigned 32 bit nunber.

An exanple DU D of this type might |ook like this:

B S A S S
| O] 2] O] O] O] 9 12/192|
S A U S
| 132|221 3| O] 9 | 18|
U R S

Thi s exanpl e includes the two-octet type of 2, the Enterprise Nunber
(9), followed by eight octets of identifier data
(0x0CC084D303000912) .

9.4. DU D Based on Link-layer Address [DU D-LL]

This type of DU D consists of two octets containing the DU D type 3,
a two octet network hardware type code, followed by the |ink-Iayer
address of any one network interface that is pernanently connected to
the client or server device. For exanple, a host that has a network
interface inplemented in a chip that is unlikely to be renpved and
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used el sewhere could use a DU D-LL. The hardware type MJIST be a
valid hardware type assigned by the | ANA, as described in RFC 826
[14]. The hardware type is stored in network byte order. The
link-1ayer address is stored in canonical form as described in RFC
2464 [2]. The following diagramillustrates the format of a DU D LL:

0 1 2 3
01234567890123456789012345678901
T S T T S e T S T S S S il A SH S SIS

| 3 | har dware type (16 bits) |
T S T T s T T o S T o s st s U S S Y I o S S

link-1ayer address (variable |ength)
T i T R s s I T sl S ST Y S Y S S T S

The choice of network interface can be conpletely arbitrary, as |ong
as that interface provides a unique |link-layer address and is
permanently attached to the device on which the DU D LL is being
generated. The sanme DU D-LL SHOULD be used in configuring al
network interfaces connected to the device, regardl ess of which
interface’s |link-layer address was used to generate the DU D

DU D-LL is reconmended for devices that have a permanentl y-connected
network interface with a |ink-layer address, and do not have

nonvol atile, witable stable storage. DU D LL MJST NOT be used by
DHCP clients or servers that cannot tell whether or not a network
interface is permanently attached to the device on which the DHCP
client is running.

Identity Association

An "identity-association"” (IA) is a construct through which a server
and a client can identify, group, and manage a set of related | Pv6
addresses. Each I A consists of an | AID and associ ated configuration
i nformati on.

A client nust associate at |east one distinct |Awith each of its
network interfaces for which it is to request the assignment of |Pv6
addresses froma DHCP server. The client uses the I As assigned to an
interface to obtain configuration information froma server for that
interface. Each I A nust be associated with exactly one interface.

The IAID uniquely identifies the | A and nust be chosen to be uni que
among the AIDs on the client. The IAIDis chosen by the client.
For any given use of an IA by the client, the AID for that | A MJST
be consistent across restarts of the DHCP client. The client may
mai ntai n consi stency either by storing the AID in non-volatile
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storage or by using an algorithmthat will consistently produce the
same |AID as long as the configuration of the client has not changed.
There may be no way for a client to maintain consistency of the | AlDs
if it does not have non-volatile storage and the client’s hardware
configurati on changes.

The configuration information in an | A consists of one or nore | Pv6
addresses along with the tinmes T1 and T2 for the A  See section
22.4 for the representation of an A in a DHCP nessage.

Each address in an | A has a preferred lifetime and a valid lifetine,
as defined in RFC 2462 [17]. The lifetines are transnmitted fromthe
DHCP server to the client in the 1A option. The lifetines apply to
the use of I Pv6 addresses, as described in section 5.5.4 of RFC 2462.

Sel ecting Addresses for Assignment to an | A

A server selects addresses to be assigned to an | A according to the
address assignnent policies deternm ned by the server administrator
and the specific information the server determ nes about the client
from sone conbi nati on of the follow ng sources:

- The link to which the client is attached. The server determ nes
the link as foll ows:

* |f the server receives the nessage directly fromthe client and
the source address in the IP datagramin which the nmessage was
received is a link-local address, then the client is on the
same link to which the interface over which the nessage was
received is attached.

* |f the server receives the nessage froma forwarding rel ay
agent, then the client is on the sane link as the one to which
the interface, identified by the |ink-address field in the
nmessage fromthe relay agent, is attached.

* |f the server receives the nessage directly fromthe client and
the source address in the I P datagramin which the nessage was
received is not a link-local address, then the client is on the
link identified by the source address in the | P datagram (note
that this situation can occur only if the server has enabl ed
the use of unicast nessage delivery by the client and the
client has sent a nessage for which unicast delivery is
al | owed) .

- The DU D supplied by the client.

- Oher information in options supplied by the client.
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13.

- Oher information in options supplied by the relay agent.

Any address assigned by a server that is based on an EU -64
identifier MJUST include an interface identifier with the "u
(universal/local) and "g" (individual/group) bits of the interface
identifier set appropriately, as indicated in section 2.5.1 of RFC
2373 [5].

A server MJST NOT assign an address that is otherw se reserved for
some ot her purpose. For exanple, a server MJUST NOT assign reserved
anycast addresses, as defined in RFC 2526, from any subnet.

Managenent of Tenporary Addresses

A client may request the assignnment of tenporary addresses (see RFC
3041 [12] for the definition of tenporary addresses). DHCPv6
handl i ng of address assignnment is no different for tenporary
addresses. DHCPv6 says not hing about details of tenporary addresses
like lifetimes, how clients use tenporary addresses, rules for
generating successive tenporary addresses, etc.

Clients ask for tenporary addresses and servers assign them
Tenporary addresses are carried in the Identity Association for
Tenporary Addresses (I A TA) option (see section 22.5). Each IA TA
option contains at nost one tenporary address for each of the
prefixes on the link to which the client is attached.

The | Al D nunber space for the A TA option I AID nunber space is
separate fromthe | A NA option | Al D nunber space.

The server MAY update the DNS for a tenporary address, as described
in section 4 of RFC 3041.

Transni ssion of Messages by a dient

Unl ess ot herwi se specified in this docunment, or in a docunment that
describes how IPv6 is carried over a specific type of link (for link
types that do not support nulticast), a client sends DHCP nessages to
the Al _DHCP_Rel ay_Agents_and_Servers.

A client uses multicast to reach all servers or an individual server
An individual server is indicated by specifying that server’s DUD in
a Server ldentifier option (see section 22.3) in the client’s nmessage

(all servers will receive this nessage but only the indicated server
will respond). All servers are indicated by not supplying this
opti on.
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A client may send sone nmessages directly to a server using unicast,
as described in section 22.12.

Reliability of Cient Initiated Message Exchanges

DHCP clients are responsible for reliable delivery of nmessages in the
client-initiated message exchanges described in sections 17 and 18.

If a DHCP client fails to receive an expected response froma server
the client nust retransmit its message. This section describes the
retransmssion strategy to be used by clients in client-initiated
nmessage exchanges.

Note that the procedure described in this section is slightly
nmodi fi ed when used with the Solicit nmessage. The nodified procedure
is described in section 17.1. 2.

The client begins the nessage exchange by transmtting a nmessage to
the server. The nessage exchange terni nates when either the client
successfully receives the appropriate response or responses froma
server or servers, or when the nessage exchange is considered to have
failed according to the retransm ssi on nmechani sm descri bed bel ow.

The client retransmn ssion behavior is controlled and described by the
foll ow ng vari abl es:

RT Ret ransmi ssi on ti neout

| RT Initial retransm ssion tine
MRC Maxi mum r et ransni ssi on count
VRT Maxi mum retransni ssion tine
VMRD Maxi mum r et ransni ssi on duration

RAND Random zati on factor

Wth each nmessage transm ssion or retransnission, the client sets RT
according to the rules given below. If RT expires before the nmessage
exchange term nates, the client reconputes RT and retransmts the
nessage.

Each of the conputations of a new RT include a random zation factor
(RAND), which is a random nunber chosen with a uniformdistribution
between -0.1 and +0.1. The random zation factor is included to

m ni ni ze synchroni zati on of nmessages transnitted by DHCP clients.
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The al gorithm for choosing a random nunber does not need to be
cryptographically sound. The al gorithm SHOULD produce a different
sequence of random nunbers from each invocation of the DHCP client.

RT for the first nessage transmnission is based on |RT:
RT = I RT + RAND*I RT

RT for each subsequent nessage transnission is based on the previous
val ue of RT:

RT = 2*RTprev + RAND*RTprev

MRT specifies an upper bound on the value of RT (disregarding the
random zati on added by the use of RAND). |If MRT has a value of O,
there is no upper limt on the value of RT. Qherw se:

if (RT > MRT)
RT = MRT + RAND*MRT

MRC speci fies an upper bound on the nunber of times a client may
retransmit a nmessage. Unless MRC is zero, the nmessage exchange fails
once the client has transnmtted the nmessage MRC ti nes.

MRD specifies an upper bound on the length of tinme a client may
retransmit a nmessage. Unless MRD is zero, the nmessage exchange fails
once MRD seconds have el apsed since the client first transmtted the
nessage.

If both MRC and MRD are non-zero, the nessage exchange fails whenever
either of the conditions specified in the previous two paragraphs are
met .

|f both MRC and MRD are zero, the client continues to transmt the
message until it receives a response.

Message Validation

Clients and servers SHOULD di scard any nmessages that contain options
that are not allowed to appear in the received nessage. For exanple,
an A option is not allowed to appear in an Information-request
nmessage. Clients and servers MAY choose to extract information from
such a nessage if the information is of use to the recipient.

A server MJIST discard any Solicit, Confirm Rebind or
| nformati on-request nmessages it receives with a unicast destination
addr ess.
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Message val i dation based on DHCP authentication is discussed in
section 21.4.2.

If a server receives a nessage that contains options it should not
contain (such as an Information-request nessage with an | A option),
is mssing options that it should contain, or is otherw se not valid,
it MAY send a Reply (or Advertise as appropriate) with a Server
Identifier option, a Cient ldentifier option if one was included in
the nmessage and a Status Code option with status UnSpecFail .

1. Use of Transaction |Ds

The "transaction-id" field holds a value used by clients and servers
to synchroni ze server responses to client nmessages. A client SHOULD
generate a random nunber that cannot easily be guessed or predicted
to use as the transaction ID for each new nmessage it sends. Note
that if a client generates easily predictable transaction
identifiers, it may beconme nore vulnerable to certain kinds of
attacks fromoff-path intruders. A client MJST | eave the transaction
| D unchanged in retransm ssions of a nessage.

2. Solicit Message

Clients MJST discard any received Solicit nessages.

Servers MJST discard any Solicit messages that do not include a
Client lIdentifier option or that do include a Server ldentifier
opti on.

3. Advertise Message

Clients MJST discard any recei ved Adverti se nessages that neet any of
the followi ng conditions:

- the nessage does not include a Server ldentifier option.
- the nessage does not include a Client lIdentifier option.

- the contents of the Cient Identifier option does not match the
client’s DU D.

- the "transaction-id" field val ue does not match the val ue the
client used in its Solicit nessage.

Servers and relay agents MJUST discard any received Advertise
nmessages.
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4. Request Message
Clients MJIST discard any recei ved Request nessages.

Servers MJST di scard any recei ved Request nessage that neet any of
the followi ng conditions:

- the nessage does not include a Server ldentifier option.

- the contents of the Server Identifier option do not match the
server’s DUl D.

- the nessage does not include a Client lIdentifier option.

5. Confirm Message

Clients MJST discard any received Confirm nessages.

Servers MUST discard any received Confirm nessages that do not
include a Cient Identifier option or that do include a Server
| dentifier option.

6. Renew Message

Clients MJST discard any recei ved Renew nessages.

Servers MJST di scard any recei ved Renew nessage that neets any of the
foll ow ng conditions:

- the nessage does not include a Server ldentifier option.

- the contents of the Server ldentifier option does not match the
server’s identifier.

- the nessage does not include a Client lIdentifier option.

7. Rebind Message

Clients MJIST discard any recei ved Rebi nd nessages.

Servers MJST di scard any recei ved Rebi nd nmessages that do not include

a Cient Identifier option or that do include a Server ldentifier
opti on.
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8. Decline Messages
Clients MJIST discard any received Decline nessages.

Servers MJST di scard any recei ved Decline nessage that neets any of
the followi ng conditions:

- the nessage does not include a Server ldentifier option.

- the contents of the Server ldentifier option does not match the
server’s identifier.

- the nessage does not include a Client lIdentifier option.
9. Rel ease Message
Clients MJUST discard any received Rel ease nessages.

Servers MJST di scard any recei ved Rel ease nessage that neets any of
the followi ng conditions:

- the nessage does not include a Server ldentifier option.

- the contents of the Server ldentifier option does not match the
server’s identifier.

- the nessage does not include a Client lIdentifier option.
10. Reply Message

Clients MJST discard any received Reply nessage that neets any of the
foll ow ng conditions:

- the nessage does not include a Server ldentifier option.

- the "transaction-id" field in the nessage does not match the val ue
used in the original nessage.

If the client included a Client Identifier option in the original
nmessage, the Reply nessage MJST include a Client ldentifier option
and the contents of the Client Identifier option MJST match the DU D
of the client; OR if the client did not include a Cient ldentifier
option in the original nmessage, the Reply nmessage MJST NOT include a
Client ldentifier option.

Servers and relay agents MJST di scard any recei ved Reply nessages.
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15.11. Reconfigure Message
Servers and relay agents MJST di scard any recei ved Reconfigure
nessages.
Clients MJST discard any Reconfigure nessages that neets any of the

f ol

15.12.

ai

| owi ng conditions:
the nessage was not unicast to the client.
t he nessage does not include a Server Identifier option.

t he nessage does not include a Client Identifier option that
contains the client’s DU D.

t he nessage does not contain a Reconfigure Message option and the
neg-type nmust be a valid val ue.

t he nessage includes any | A options and the nsg-type in the
Reconfigure Message option is | NFORMATI ON- REQUEST.

the nmessage does not include DHCP aut henti cati on:
* the nessage does not contain an authentication option

* the nessage does not pass the authentication validation
perfornmed by the client.

| nf or mati on-request Message

ents MJUST discard any received | nformation-request nessages.

Servers MJST di scard any received |Information-request nmessage that
nmeets any of the follow ng conditions:

15. 13.
ai
15. 14.

ai

Dr ons,

The nessage includes a Server Identifier option and the DU D in
the option does not match the server’s DU D.

The nessage includes an | A option.
Rel ay-forward Message

ents MJUST discard any received Rel ay-forward nessages.
Rel ay-reply Message

ents and servers MJST discard any received Relay-reply nessages.
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Client Source Address and Interface Sel ection

When a client sends a DHCP nessage to the

Al'l _DHCP_Rel ay_Agents_and_Servers address, it SHOULD send the nessage
through the interface for which configuration information is being
requested. However, the client MAY send the nessage through anot her
interface attached to the sanme link, if and only if the client is
certain the two interfaces are attached to the same |link. The client
MUST use a link-1ocal address assigned to the interface for which it
is requesting configuration infornmation as the source address in the
header of the I P datagram

When a client sends a DHCP nessage directly to a server using unicast
(after receiving the Server Unicast option fromthat server), the
source address in the header of the |IP datagram MJUST be an address
assigned to the interface for which the client is interested in
obtai ni ng configuration and which is suitable for use by the server
in responding to the client.

DHCP Server Solicitation

This section describes how a client |ocates servers that will assign
addresses to | As belonging to the client.

The client is responsible for creating IAs and requesting that a
server assign |IPv6 addresses to the A The client first creates an
| A and assigns it an AID. The client then transmts a Solicit
nmessage containing an | A option describing the IA.  Servers that can
assign addresses to the A respond to the client with an Adverti se
nmessage. The client then initiates a configuration exchange as
described in section 18.

If the client will accept a Reply nessage with comritted address
assignnments and other resources in response to the Solicit nessage,
the client includes a Rapid Conmmit option (see section 22.14) in the
Solicit nessage.

1. dient Behavior

A client uses the Solicit nmessage to di scover DHCP servers configured
to assign addresses or return other configuration paraneters on the
link to which the client is attached.

1.1. Creation of Solicit Messages

The client sets the "nmeg-type" field to SOLICIT. The client

generates a transaction ID and inserts this value in the
"transaction-id" field.
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The client MIUST include a Client Identifier option to identify itself
to the server. The client includes | A options for any |As to which
it wants the server to assign addresses. The client MAY include
addresses in the IAs as a hint to the server about addresses for
which the client has a preference. The client MJUST NOT include any
other options in the Solicit nmessage, except as specifically all owed
in the definition of individual options.

The client uses 1A NA options to request the assignnment of non-
tenporary addresses and uses | A TA options to request the assignnent
of tenporary addresses. Either 1A NA or A TA options, or a

conbi nati on of both, can be included in DHCP nessages.

The client SHOULD include an Option Request option (see section 22.7)
to indicate the options the client is interested in receiving. The
client MAY additionally include instances of those options that are
identified in the Option Request option, with data values as hints to
the server about paraneter values the client would like to have
returned.

The client includes a Reconfigure Accept option (see section 22.20)
if the client is willing to accept Reconfigure nmessages fromthe
server.

1.2. Transmi ssion of Solicit Messages

The first Solicit nessage fromthe client on the interface MJUST be

del ayed by a random ampunt of tinme between 0 and SOL_MAX_DELAY. In
the case of a Solicit nessage transnitted when DHCP is initiated by

| Pv6 Nei ghbor Di scovery, the delay gives the amount of tinme to wait
after 1 Pv6 Nei ghbor Discovery causes the client to invoke the

stateful address autoconfiguration protocol (see section 5.5.3 of RFC
2462). This random del ay desynchroni zes clients which start at the
same tinme (for exanple, after a power outage).

The client transnmits the nmessage according to section 14, using the
foll ow ng paraneters:

IRT  SOL_TI MEQUT
MRT  SOL_MAX_RT
MRC O

MD O
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If the client has included a Rapid Commit option in its Solicit
nmessage, the client terninates the waiting process as soon as a Reply
nmessage with a Rapid Conmit option is received.

If the client is waiting for an Adverti se nmessage, the nechanismin
section 14 is nodified as follows for use in the transm ssion of
Solicit nessages. The nessage exchange is not term nated by the
recei pt of an Advertise before the first RT has el apsed. Rather, the
client collects Advertise nmessages until the first RT has el apsed.

Al so, the first RT MJST be selected to be strictly greater than IRT
by choosing RAND to be strictly greater than O.

A client MJST collect Advertise nessages for the first RT seconds,
unless it receives an Advertise nessage with a preference val ue of
255. The preference value is carried in the Preference option
(section 22.8). Any Advertise that does not include a Preference
option is considered to have a preference value of 0. |If the client
recei ves an Advertise nessage that includes a Preference option with
a preference value of 255, the client inmmediately begins a client-
initiated nessage exchange (as described in section 18) by sending a
Request nessage to the server fromwhich the Advertise nessage was

received. |If the client receives an Advertise nmessage that does not
include a Preference option with a preference value of 255, the
client continues to wait until the first RT elapses. |If the first RT

el apses and the client has received an Adverti se nmessage, the client
SHOULD continue with a client-initiated nessage exchange by sending a
Request nessage.

If the client does not receive any Advertise nessages before the
first RT has el apsed, it begins the retransm ssion nmechani sm
described in section 14. The client ternminates the retransm ssion
process as soon as it receives any Advertise nmessage, and the client
acts on the received Adverti se nessage wi thout waiting for any
addi ti onal Advertise nessages.

A DHCP client SHOULD choose MRC and MRD to be 0. [If the DHCP client
is configured with either MRC or MRD set to a value other than 0, it
MJST stop trying to configure the interface if the nessage exchange
fails. After the DHCP client stops trying to configure the
interface, it SHOULD restart the reconfiguration process after sone
external event, such as user input, systemrestart, or when the
client is attached to a new link
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1.3. Receipt of Advertise Messages

The client MJST ignore any Advertise nessage that includes a Status
Code option containing the value NoAddrsAvail, with the exception
that the client MAY display the associated status nessage to the
user.

Upon receipt of one or nore valid Advertise nessages, the client
sel ects one or nore Advertise nessages based upon the follow ng
criteria.

- Those Advertise nmessages with the highest server preference val ue
are preferred over all other Advertise nessages.

- Wthin a group of Advertise nessages with the sanme server
preference value, a client MAY sel ect those servers whose
Adverti se nmessages advertise information of interest to the
client. For exanple, the client may choose a server that returned
an advertisenent with configuration options of interest to the
client.

- The client MAY choose a |l ess-preferred server if that server has a
better set of advertised paraneters, such as the avail able
addresses advertised in |As.

Once a client has selected Advertise nessage(s), the client will
typically store information about each server, such as server
preference val ue, addresses advertised, when the advertisenment was
received, and so on

If the client needs to select an alternate server in the case that a
chosen server does not respond, the client chooses the next server
according to the criteria given above.

.1.4. Receipt of Reply Message

If the client includes a Rapid Commit option in the Solicit nessage,
it will expect a Reply nessage that includes a Rapid Commit option in
response. The client discards any Reply nmessages it receives that do
not include a Rapid Commit option. |If the client receives a valid
Reply nessage that includes a Rapid Conmit option, it processes the
nmessage as described in section 18.1.8. |If it does not receive such
a Reply nmessage and does receive a valid Adverti se nessage, the
client processes the Advertise nessage as described in section
17. 1. 3.
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If the client subsequently receives a valid Reply nessage that
includes a Rapid Conmit option, it either:

processes the Reply nessage as described in section 18.1.8, and
di scards any Reply nessages received in response to the Request
nessage, or

processes any Reply nessages received in response to the Request
nessage and di scards the Reply nessage that includes the Rapid
Conmit option.

2. Server Behavi or

A server sends an Advertise nmessage in response to valid Solicit
messages it receives to announce the availability of the server to
the client.

2.1. Receipt of Solicit Messages

The server deternmines the information about the client and its

| ocation as described in section 11 and checks its administrative
policy about responding to the client. |If the server is not
permitted to respond to the client, the server discards the Solicit
message. For exanple, if the admi nistrative policy for the server is

that it may only respond to a client that is willing to accept a
Reconfigure nessage, if the client indicates with a Reconfigure
Accept option in the Solicit nmessage that it will not accept a

Reconfi gure nmessage, the servers discard the Solicit nessage.

If the client has included a Rapid Commit option in the Solicit
nmessage and the server has been configured to respond with conmitted
address assignnments and ot her resources, the server responds to the
Solicit with a Reply nessage as described in section 17.2. 3.

O herwi se, the server ignores the Rapid Conmit option and processes
the remai nder of the nessage as if no Rapid Commit option were
present.

2.2. Creation and Transni ssion of Advertise Messages

The server sets the "nsg-type" field to ADVERTI SE and copies the
contents of the transaction-id field fromthe Solicit nessage
received fromthe client to the Adverti se nessage. The server
includes its server identifier in a Server ldentifier option and
copies the Cient lIdentifier fromthe Solicit nmessage into the
Adverti se nmessage.
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The server MAY add a Preference option to carry the preference val ue
for the Advertise nessage. The server inplenentati on SHOULD al | ow
the setting of a server preference value by the adnministrator. The
server preference value MJST default to zero unl ess ot herw se
configured by the server adm nistrator

The server includes a Reconfigure Accept option if the server wants
to require that the client accept Reconfigure nessages.

The server includes options the server will return to the client in a
subsequent Reply message. The information in these options may be
used by the client in the selection of a server if the client
receives nore than one Advertise nessage. |If the client has included
an Option Request option in the Solicit nmessage, the server includes
options in the Adverti se nmessage contai ning configuration paranmeters
for all of the options identified in the Option Request option that
the server has been configured to return to the client. The server
MAY return additional options to the client if it has been configured
to do so. The server nust be aware of the reconmendati ons on packet
sizes and the use of fragmentation in section 5 of RFC 2460.

If the Solicit nessage fromthe client included one or nore | A
options, the server MUST include | A options in the Advertise nessage
contai ning any addresses that would be assigned to | As contained in
the Solicit nmessage fromthe client. |If the client has included
addresses in the IAs in the Solicit nessage, the server uses those
addresses as hints about the addresses the client would like to
receive.

If the server will not assign any addresses to any IAs in a
subsequent Request fromthe client, the server MJST send an Advertise
nmessage to the client that includes only a Status Code option with
code NoAddrsAvail and a status nessage for the user, a Server
Identifier option with the server’s DU D, and a Cient ldentifier
option with the client’s DU D.

If the Solicit nessage was received directly by the server, the
server unicasts the Advertise nmessage directly to the client using
the address in the source address field fromthe |IP datagramin which
the Solicit nessage was received. The Advertise nessage MJST be
unicast on the link fromwhich the Solicit nessage was received.

If the Solicit nessage was received in a Relay-forward nessage, the
server constructs a Relay-reply nmessage with the Adverti se nessage in
the payl oad of a "relay-nessage" option. |If the Relay-forward
nmessages included an Interface-id option, the server copies that
option to the Relay-reply nmessage. The server unicasts the

Rel ay-reply message directly to the relay agent using the address in
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the source address field fromthe IP datagramin which the Rel ay-
forward nessage was received.

2.3. Creation and Transni ssion of Reply Messages

The server MJUST conmit the assignnment of any addresses or other
configuration information nessage before sending a Reply nessage to a
client in response to a Solicit nessage.

DI SCUSSI ON:

When using the Solicit-Reply nessage exchange, the server conmts
the assignnment of any addresses before sending the Reply nessage.
The client can assune it has been assigned the addresses in the
Reply message and does not need to send a Request mnessage for

t hose addresses.

Typically, servers that are configured to use the Solicit-Reply
nessage exchange will be depl oyed so that only one server wll
respond to a Solicit nessage. |f nore than one server responds,
the client will only use the addresses from one of the servers,
whil e the addresses fromthe other servers will be comritted to
the client but not used by the client.

The server includes a Rapid Conmmit option in the Reply nmessage to
indicate that the Reply is in response to a Solicit nessage.

The server includes a Reconfigure Accept option if the server wants
to require that the client accept Reconfigure nessages.

The server produces the Reply nessage as though it had received a
Request nessage, as described in section 18.2.1. The server
transnits the Reply nessage as described in section 18.2.8.

DHCP Client-Initiated Configuration Exchange

Aclient initiates a nmessage exchange with a server or servers to
acquire or update configuration information of interest. The client
may initiate the configuration exchange as part of the operating
system configuration process, when requested to do so by the
application | ayer, when required by Statel ess Address

Aut oconfiguration or as required to extend the lifetine of an address
(Renew and Rebi nd nessages).
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1. dient Behavior

A client uses Request, Renew, Rebind, Release and Decline nessages
during the normal life cycle of addresses. It uses Confirmto
val i date addresses when it may have noved to a new link. It uses

I nf or mat i on- Request nessages when it needs configuration infornmation
but no addresses.

If the client has a source address of sufficient scope that can be
used by the server as a return address, and the client has received a
Server Unicast option (section 22.12) fromthe server, the client
SHOULD uni cast any Request, Renew, Rel ease and Decline nessages to

t he server.

DI SCUSSI ON:

Use of unicast may avoid delays due to the relaying of nessages by
relay agents, as well as avoid overhead and duplicate responses by
servers due to the delivery of client nessages to nmultiple
servers. Requiring the client to relay all DHCP nessages through
a relay agent enables the inclusion of relay agent options in al
nessages sent by the client. The server should enable the use of
uni cast only when relay agent options will not be used.

1.1. Creation and Transm ssion of Request Messages

The client uses a Request nessage to populate IAs with addresses and
obtain other configuration information. The client includes one or
nmore | A options in the Request nessage. The server then returns
addresses and other information about the 1As to the client in A
options in a Reply nessage.

The client generates a transaction ID and inserts this value in the
"transaction-id" field.

The client places the identifier of the destination server in a
Server ldentifier option.

The client MJUST include a Client Identifier option to identify itself
to the server. The client adds any other appropriate options,

i ncluding one or nore A options (if the client is requesting that
the server assign it sonme network addresses).

The client MJST include an Option Request option (see section 22.7)
to indicate the options the client is interested in receiving. The
client MAY include options with data values as hints to the server
about paraneter values the client would Iike to have returned.
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The client includes a Reconfigure Accept option (see section 22.20)
i ndi cati ng whether or not the client is willing to accept Reconfigure
nmessages fromthe server

The client transnmits the nmessage according to section 14, using the
foll ow ng paraneters:

| RT REQ TI MEQUT

MRT  REQ MAX_RT

MRC REQ MAX RC

MRD O
I f the nessage exchange fails, the client takes an action based on
the client’s local policy. Exanples of actions the client might take

i ncl ude:

- Select another server froma list of servers known to the client;
for exanple, servers that responded with an Advertise nmessage.

- Initiate the server discovery process described in section 17.

- Terminate the configuration process and report failure.

1.2. Creation and Transm ssion of Confirm Messages

Whenever a client may have noved to a new link, the prefixes fromthe
addresses assigned to the interfaces on that |ink may no | onger be
appropriate for the link to which the client is attached. Exanples
of times when a client may have noved to a new |ink include:

o The client reboots.

0 The client is physically connected to a wired connecti on.

o0 The client returns from sl eep node.

0 The client using a wireless technol ogy changes access points.

In any situation when a client nmay have nmoved to a new link, the
client MIST initiate a Confirm Reply nessage exchange. The client

i ncludes any | As assigned to the interface that may have noved to a
new |link, along with the addresses associated with those IAs, inits
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Confirm nessage. Any responding servers will indicate whether those
addresses are appropriate for the link to which the client is
attached with the status in the Reply nmessage it returns to the
client.

The client sets the "nmeg-type" field to CONFIRM The client
generates a transaction ID and inserts this value in the
"transaction-id" field.

The client MJUST include a Client Identifier option to identify itself
to the server. The client includes I A options for all of the IAs
assigned to the interface for which the Confirm nessage is being
sent. The I A options include all of the addresses the client
currently has associated with those As. The client SHOULD set the
Tl and T2 fields in any A NA options, and the preferred-lifetime and
valid-lifetime fields in the | A Address options to 0, as the server
will ignore these fields.

The first Confirm nessage fromthe client on the interface MJUST be
del ayed by a random amount of tinme between 0 and CNF_MAX _DELAY. The
client transnits the nmessage according to section 14, using the
foll ow ng paraneters:

| RT  CNF_TI MEOUT
MRT  CNF_MAX_RT
MRC O

MRD  CNF_MAX_RD

If the client receives no responses before the nessage transni ssion
process terminates, as described in section 14, the client SHOULD
continue to use any | P addresses, using the last known lifetines for
t hose addresses, and SHOULD continue to use any other previously
obt ai ned configuration paraneters.

1.3. Creation and Transm ssion of Renew Messages

To extend the valid and preferred lifetinmes for the addresses
associated with an IA, the client sends a Renew nessage to the server
fromwhich the client obtained the addresses in the I A containing an
| A option for the IA. The client includes | A Address options in the
| A option for the addresses associated with the IA. The server
determnes new lifetinmes for the addresses in the | A according to the
admi ni strative configuration of the server. The server nay al so add
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new addresses to the 1A  The server may renove addresses fromthe | A
by setting the preferred and valid lifetinmes of those addresses to
zero.

The server controls the tine at which the client contacts the server
to extend the lifetinmes on assigned addresses through the Tl and T2
paraneters assigned to an | A

At tinme Tl for an IA the client initiates a Renew Reply mnmessage
exchange to extend the lifetinmes on any addresses in the A The
client includes an A option with all addresses currently assigned to
the A in its Renew nessage.

If T1 or T2 is set to O by the server (for an 1A NA) or there are no
Tl or T2 times (for an A _TA), the client may send a Renew or Rebind
nmessage, respectively, at the client’s discretion

The client sets the "nmeg-type" field to RENEW The client generates
a transaction ID and inserts this value in the "transaction-id"
field.

The client places the identifier of the destination server in a
Server ldentifier option.

The client MJUST include a Client Identifier option to identify itself
to the server. The client adds any appropriate options, including
one or nore | A options. The client MJST include the list of
addresses the client currently has associated with the IAs in the
Renew nessage.

The client MJST include an Option Request option (see section 22.7)
to indicate the options the client is interested in receiving. The
client MAY include options with data values as hints to the server
about paraneter values the client would Iike to have returned.

The client transnmits the nmessage according to section 14, using the
foll ow ng paraneters:

| RT  REN_TI MEOUT
MRT  REN_MAX_RT
MRC 0O

MRD Rermaining tine until T2
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The nessage exchange is term nated when tinme T2 is reached (see
section 18.1.4), at which tinme the client begins a Rebind nessage
exchange.

1.4. Creation and Transm ssion of Rebi nd Messages

At time T2 for an A (which will only be reached if the server to
whi ch the Renew nessage was sent at tine Tl has not responded), the
client initiates a Rebind/ Reply nessage exchange with any avail abl e
server. The client includes an | A option with all addresses
currently assigned to the Ain its Rebind nessage.

The client sets the "nsg-type" field to REBIND. The client generates
a transaction ID and inserts this value in the "transaction-id"
field.

The client MJUST include a Client Identifier option to identify itself
to the server. The client adds any appropriate options, including
one or nore I A options. The client MJST include the list of
addresses the client currently has associated with the IAs in the
Rebi nd nessage.

The client MJST include an Option Request option (see section 22.7)
to indicate the options the client is interested in receiving. The
client MAY include options with data values as hints to the server
about paraneter values the client would Iike to have returned.

The client transnmits the nmessage according to section 14, using the
foll ow ng paraneters:

| RT  REB_TI MEOUT
MRT  REB_MAX_RT
MRC 0O

MRD Rernmining tine until valid lifetimes of all addresses have
expired

The nmessage exchange is terminated when the valid lifetines of al
the addresses assigned to the | A expire (see section 10), at which
time the client has several alternative actions to choose from for
exanpl e:

- The client nay choose to use a Solicit nmessage to locate a new
DHCP server and send a Request for the expired A to the new
server.

Dronms, et al. St andar ds Track [ Page 43]



RFC 3315 DHCP for | Pv6 July 2003

18.

18.

- The client nmay have other addresses in other 1As, so the client
may choose to discard the expired I A and use the addresses in the
ot her 1As.

1.5. Creation and Transm ssion of Information-request Messages

The client uses an Information-request nmessage to obtain
configuration information wi thout having addresses assigned to it.

The client sets the "nmeg-type" field to | NFORVATI ON- REQUEST. The
client generates a transaction ID and inserts this value in the
"transaction-id" field.

The client SHOULD include a Client Identifier option to identify
itself to the server. |If the client does not include a dient
Identifier option, the server will not be able to return any client-
specific options to the client, or the server may choose not to
respond to the nmessage at all. The client MJUST include a Cient
Identifier option if the Information-Request nessage will be

aut henti cat ed.

The client MJST include an Option Request option (see section 22.7)
to indicate the options the client is interested in receiving. The
client MAY include options with data values as hints to the server
about paraneter values the client would Iike to have returned.
The first Information-request nessage fromthe client on the
i nterface MUST be del ayed by a random anount of tinme between 0 and
| NF_MAX_DELAY. The client transmts the nessage according to section
14, using the follow ng paraneters:

| RT I NF_TI MEQUT

MRT | NF_MAX_RT

MC O

MRD O
1.6. Creation and Transm ssion of Rel ease Messages

To rel ease one or nore addresses, a client sends a Rel ease nmessage to
the server.

The client sets the "nmeg-type" field to RELEASE. The client
generates a transaction ID and places this value in the
"transaction-id" field.
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The client places the identifier of the server that allocated the
address(es) in a Server ldentifier option.

The client MJUST include a Client Identifier option to identify itself
to the server. The client includes options containing the I As for
the addresses it is releasing in the "options" field. The addresses
to be rel eased MUST be included in the IAs. Any addresses for the

| As the client wishes to continue to use MJIST NOT be added to the

| As.

The client MJUST NOT use any of the addresses it is releasing as the
source address in the Rel ease nessage or in any subsequently
transnitted nmessage.

Because Rel ease nessages may be lost, the client should retransmt
the Release if no Reply is received. However, there are scenarios
where the client may not wish to wait for the normal retransm ssion
ti meout before giving up (e.g., on power down). |[|nplenentations
SHOULD retransmt one or nore tinmes, but MAY choose to terminate the
retransm ssion procedure early.

The client transnmits the nmessage according to section 14, using the
foll ow ng paraneters:

| RT REL_TI MEQUT
MRT O

MRC REL_MAX_RC

MRD O
The client MJUST stop using all of the addresses being rel eased as
soon as the client begins the Rel ease nessage exchange process. |If
addresses are released but the Reply froma DHCP server is lost, the
client will retransnit the Rel ease nessage, and the server nay

respond with a Reply indicating a status of NoBi nding. Therefore,
the client does not treat a Reply nmessage with a status of NoBi nding
in a Rel ease nessage exchange as if it indicates an error.

Note that if the client fails to rel ease the addresses, each address

assigned to the TAwill be reclained by the server when the valid
lifetinme of that address expires.
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1.7. Creation and Transm ssion of Decline Messages

If a client detects that one or nore addresses assigned to it by a
server are already in use by another node, the client sends a Decline
message to the server to informit that the address is suspect.

The client sets the "nmeg-type" field to DECLINE. The client
generates a transaction ID and places this value in the
"transaction-id" field.

The client places the identifier of the server that allocated the
address(es) in a Server ldentifier option.

The client MJUST include a Client Identifier option to identify itself
to the server. The client includes options containing the I As for
the addresses it is declining in the "options" field. The addresses
to be declined MJUST be included in the IAs. Any addresses for the

| As the client wishes to continue to use should not be in added to
the | As.

The client MJUST NOT use any of the addresses it is declining as the
source address in the Decline nessage or in any subsequently
transnitted nmessage.

The client transnmits the nmessage according to section 14, using the
foll ow ng paraneters:

| RT  DEC_TI MEQUT

MRT O

MRC  DEC MAX_RC

MRD O
| f addresses are declined but the Reply froma DHCP server is |ost,
the client will retransmit the Decline nessage, and the server may
respond with a Reply indicating a status of NoBi nding. Therefore,
the client does not treat a Reply nmessage with a status of NoBi nding
in a Decline nmessage exchange as if it indicates an error.
1.8. Receipt of Reply Messages
Upon the receipt of a valid Reply nessage in response to a Solicit

(wth a Rapid Commit option), Request, Confirm Renew, Rebind or
I nf ormat i on-request nessage, the client extracts the configuration
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i nformation contained in the Reply. The client MAY choose to report
any status code or nessage fromthe status code option in the Reply
nmessage.

The client SHOULD perform duplicate address detection [17] on each of
the addresses in any IAs it receives in the Reply nessage before
using that address for traffic. |If any of the addresses are found to
be in use on the Iink, the client sends a Decline nessage to the
server as described in section 18.1.7.

If the Reply was received in response to a Solicit (wth a Rapid
Conmit option), Request, Renew or Rebind nmessage, the client updates
the information it has recorded about IAs fromthe | A options
contained in the Reply nessage:

- Record T1 and T2 ti nes.

- Add any new addresses in the A option to the I A as recorded by
the client.

- Update lifetines for any addresses in the | A option that the
client already has recorded in the I A

- Discard any addresses fromthe I A as recorded by the client, that
have a valid lifetine of O in the I A Address option

- Leave unchanged any information about addresses the client has
recorded in the I A but that were not included in the A fromthe
server.

Managenent of the specific configuration information is detailed in
the definition of each option in section 22

If the client receives a Reply nmessage with a Status Code contai ni ng
UnspecFail, the server is indicating that it was unable to process
the nmessage due to an unspecified failure condition. |If the client
retransmits the original nessage to the sane server to retry the
desired operation, the client MJUST |imt the rate at which it
retransmits the nmessage and limt the duration of the tinme during
which it retransmits the nessage.

When the client receives a Reply nmessage with a Status Code option
with the value UseMilticast, the client records the receipt of the
nmessage and sends subsequent nessages to the server through the

i nterface on which the nessage was received using nulticast. The
client resends the original nmessage using nulticast.
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When the client receives a NotOnLink status fromthe server in
response to a Confirm nmessage, the client perforns DHCP server
solicitation, as described in section 17, and client-initiated
configuration as described in section 18. |If the client receives any
Reply nessages that do not indicate a NotOnLink status, the client
can use the addresses in the I A and ignore any nessages that indicate
a Not OnLi nk status.

When the client receives a NotOnLink status fromthe server in
response to a Request, the client can either re-issue the Request

wi t hout specifying any addresses or restart the DHCP server discovery
process (see section 17).

The client exam nes the status code in each Aindividually. If the
status code is NoAddrsAvail, the client has received no usable
addresses in the I A and may choose to try obtaining addresses for the
| A from another server. The client uses addresses and ot her
information fromany | As that do not contain a Status Code option
with the NoAddrsAvail code. |If the client receives no addresses in
any of the IAs, it may either try another server (perhaps restarting
the DHCP server discovery process) or use the Information-request
nmessage to obtain other configuration information only.

When the client receives a Reply nmessage in response to a Renew or
Rebi nd nmessage, the client exam nes each | A independently. For each
A in the original Renew or Rebind nessage, the client:

- sends a Request nessage if the I A contained a Status Code option
with the NoBi nding status (and does not send any additiona
Renew/ Rebi nd nessages)

- sends a Renew Rebind if the IAis not in the Reply nessage

- otherwi se accepts the information in the 1A

When the client receives a valid Reply nessage in response to a

Rel ease nessage, the client considers the Rel ease event conpl eted,
regardl ess of the Status Code option(s) returned by the server

When the client receives a valid Reply nessage in response to a
Decl i ne nmessage, the client considers the Decline event conpleted,
regardl ess of the Status Code option(s) returned by the server

2. Server Behavi or

For this discussion, the Server is assunmed to have been configured in

an inplenentation specific manner with configuration of interest to
clients.
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In nost instances, the server will send a Reply in response to a
client nessage. This Reply nmessage MJST al ways contain the Server
I dentifier option containing the server’s DU D and the dient
Identifier option fromthe client nessage if one was present.

In nost Reply nmessages, the server includes options containing
configuration information for the client. The server nust be aware
of the recommendati ons on packet sizes and the use of fragnmentation
in section 5 of RFC 2460. |If the client included an Opti on Request
option in its nessage, the server includes options in the Reply
nmessage contai ning configuration paraneters for all of the options
identified in the Option Request option that the server has been
configured to return to the client. The server MAY return additional
options to the client if it has been configured to do so.

2.1. Receipt of Request Messages

When t he server receives a Request nessage via unicast froma client
to which the server has not sent a unicast option, the server

di scards the Request nessage and responds with a Reply nmessage
containing a Status Code option with the value UseMulticast, a Server
Identifier option containing the server’s DU D, the Cient ldentifier
option fromthe client nmessage, and no other options.

When the server receives a valid Request nessage, the server creates
the bindings for that client according to the server’s policy and
configuration information and records the 1 As and other information
requested by the client.

The server constructs a Reply nessage by setting the "nsg-type" field
to REPLY, and copying the transaction ID fromthe Request nessage
into the transaction-id field.

The server MJST include a Server ldentifier option containing the
server’s DU D and the Cient Identifier option fromthe Request
nmessage in the Reply nessage.

If the server finds that the prefix on one or nore I P addresses in
any Ain the nessage fromthe client is not appropriate for the |ink
to which the client is connected, the server MUST return the 1A to
the client with a Status Code option with the val ue Not OnLi nk.

If the server cannot assign any addresses to an |IA in the nessage
fromthe client, the server MUST include the A in the Reply nmessage
with no addresses in the I A and a Status Code option in the I A
contai ni ng status code NoAddrsAvai l
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For any I As to which the server can assign addresses, the server
includes the 1A with addresses and ot her configuration paraneters,
and records the A as a new client binding.

The server includes a Reconfigure Accept option if the server wants
to require that the client accept Reconfigure nessages.

The server includes other options containing configuration
information to be returned to the client as described in section
18. 2.

If the server finds that the client has included an 1A in the Request
nmessage for which the server already has a binding that associates
the lIAwith the client, the client has resent a Request nessage for
which it did not receive a Reply nmessage. The server either resends
a previously cached Reply nessage or sends a new Reply message.

2.2. Receipt of Confirm Messages

When t he server receives a Confirm nessage, the server deternines
whet her the addresses in the Confirm nmessage are appropriate for the
link to which the client is attached. |If all of the addresses in the
Confirm nessage pass this test, the server returns a status of
Success. |If any of the addresses do not pass this test, the server
returns a status of NotOnLink. |If the server is unable to perform
this test (for exanple, the server does not have information about
prefixes on the link to which the client is connected), or there were
no addresses in any of the IAs sent by the client, the server MJST
NOT send a reply to the client.

The server ignores the Tl and T2 fields in the I A options and the
preferred-lifetime and valid-lifetime fields in the I A Address
opti ons.

The server constructs a Reply nessage by setting the "nsg-type" field
to REPLY, and copying the transaction ID fromthe Confirm nessage
into the transaction-id field.

The server MJST include a Server ldentifier option containing the
server’s DU D and the dient ldentifier option fromthe Confirm
nmessage in the Reply nessage. The server includes a Status Code
option indicating the status of the Confirm nessage.
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2. 3. Receipt of Renew Messages

When t he server receives a Renew nessage via unicast froma client to
whi ch the server has not sent a unicast option, the server discards
the Renew nmessage and responds with a Reply nmessage containing a
Status Code option with the value UseMiulticast, a Server Ildentifier
option containing the server’s DU D, the Cient Identifier option
fromthe client nessage, and no ot her options.

When t he server receives a Renew nessage that contains an | A option
froma client, it locates the client’s binding and verifies that the
information in the 1A fromthe client nmatches the information stored
for that client.

If the server cannot find a client entry for the I A the server
returns the I A containing no addresses with a Status Code option set
to NoBinding in the Reply nessage.

If the server finds that any of the addresses are not appropriate for
the link to which the client is attached, the server returns the
address to the client with Iifetines of O.

If the server finds the addresses in the A for the client then the
server sends back the A to the client with newlifetinmes and T1/ T2
times. The server may choose to change the list of addresses and the
lifetinmes of addresses in |As that are returned to the client.

The server constructs a Reply nessage by setting the "nsg-type" field
to REPLY, and copying the transaction ID fromthe Renew nessage into
the transaction-id field.

The server MJST include a Server ldentifier option containing the
server’'s DU D and the dient Identifier option fromthe Renew nessage
in the Reply nessage.

The server includes other options containing configuration
information to be returned to the client as described in section
18. 2.

2.4. Receipt of Rebind Messages

When t he server receives a Rebind nmessage that contains an | A option
froma client, it locates the client’s binding and verifies that the
information in the 1A fromthe client nmatches the information stored
for that client.
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If the server cannot find a client entry for the I A and the server
determ nes that the addresses in the I A are not appropriate for the
link to which the client’s interface is attached according to the
server’s explicit configuration information, the server MAY send a
Reply nessage to the client containing the client’s IA wth the
lifetinmes for the addresses in the A set to zero. This Reply
constitutes an explicit notification to the client that the addresses
inthe |A are no longer valid. In this situation, if the server does
not send a Reply nessage it silently discards the Rebind nessage.

If the server finds that any of the addresses are no | onger
appropriate for the link to which the client is attached, the server
returns the address to the client with lifetinmes of O.

If the server finds the addresses in the |A for the client then the
server SHOULD send back the A to the client with new lifetines and
T1/ T2 tines.

The server constructs a Reply nessage by setting the "nsg-type" field
to REPLY, and copying the transaction ID fromthe Rebind nmessage into
the transaction-id field.

The server MJST include a Server ldentifier option containing the
server’s DU D and the Cient ldentifier option fromthe Rebind
nmessage in the Reply nessage.

The server includes other options containing configuration
information to be returned to the client as described in section
18. 2.

2.5. Receipt of Infornmation-request Messages

Wien the server receives an Information-request nessage, the client
is requesting configuration information that does not include the
assi gnnment of any addresses. The server deternines all configuration
paraneters appropriate to the client, based on the server
configuration policies known to the server

The server constructs a Reply nessage by setting the "nsg-type" field
to REPLY, and copying the transaction ID fromthe Infornation-request
nmessage into the transaction-id field.

The server MJST include a Server ldentifier option containing the
server’s DU D in the Reply nmessage. If the client included a Cdient
Identification option in the Information-request nessage, the server
copies that option to the Reply nessage.
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The server includes options containing configuration infornation to
be returned to the client as described in section 18. 2.

If the Information-request nessage received fromthe client did not
include a Client ldentifier option, the server SHOULD respond with a
Reply nessage containing any configuration paraneters that are not
determined by the client’s identity. |If the server chooses not to
respond, the client may continue to retransnit the

I nf ormati on-request nessage i ndefinitely.

2.6. Receipt of Release Messages

When t he server receives a Rel ease nessage via unicast froma client
to which the server has not sent a unicast option, the server

di scards the Rel ease nmessage and responds with a Reply mnmessage
containing a Status Code option with value UseMulticast, a Server
Identifier option containing the server’s DU D, the Cient ldentifier
option fromthe client nmessage, and no other options.

Upon the receipt of a valid Rel ease nessage, the server exam nes the
| As and the addresses in the IAs for validity. |If the As in the
nmessage are in a binding for the client, and the addresses in the |IAs
have been assigned by the server to those | As, the server deletes the
addresses fromthe I As and nmakes the addresses avail able for
assignment to other clients. The server ignores addresses not
assigned to the IA although it may choose to I og an error

After all the addresses have been processed, the server generates a
Reply nessage and includes a Status Code option with val ue Success, a
Server ldentifier option with the server’s DU D, and a Cient
Identifier option with the client’s DUD. For each A in the Rel ease
nmessage for which the server has no binding information, the server
adds an I A option using the AID fromthe Rel ease nessage, and

i ncludes a Status Code option with the value NoBinding in the I A
option. No other options are included in the I A option.

A server may choose to retain a record of assigned addresses and | As
after the lifetines on the addresses have expired to all ow the server
to reassign the previously assigned addresses to a client.

2.7. Receipt of Decline Messages

When the server receives a Decline nessage via unicast froma client
to which the server has not sent a unicast option, the server

di scards the Decline nmessage and responds with a Reply nmessage
containing a Status Code option with the value UseMilticast, a Server
Identifier option containing the server’s DU D, the Cient ldentifier
option fromthe client nmessage, and no other options.
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Upon the receipt of a valid Decline nessage, the server exam nes the
| As and the addresses in the IAs for validity. |If the As in the
nmessage are in a binding for the client, and the addresses in the |IAs
have been assigned by the server to those | As, the server deletes the
addresses fromthe I As. The server ignores addresses not assigned to
the 1A (though it may choose to log an error if it finds such an

addr ess) .

The client has found any addresses in the Decline nessages to be
already in use onits link. Therefore, the server SHOULD nark the
addresses declined by the client so that those addresses are not
assigned to other clients, and MAY choose to nmake a notification that
addresses were declined. Local policy on the server determ nes when
the addresses identified in a Decline nmessage nmay be made avail abl e
for assignnent.

After all the addresses have been processed, the server generates a
Reply nessage and includes a Status Code option with the val ue
Success, a Server ldentifier option with the server’s DU D, and a
Client lIdentifier option with the client’s DUD. For each IAin the
Decl i ne nessage for which the server has no binding information, the
server adds an | A option using the IAID fromthe Rel ease nessage and
includes a Status Code option with the value NoBinding in the I A
option. No other options are included in the I A option.

2.8. Transnission of Reply Messages

If the original nmessage was received directly by the server, the
server unicasts the Reply nessage directly to the client using the
address in the source address field fromthe IP datagramin which the
original nessage was received. The Reply nmessage MJST be uni cast
through the interface on which the original nmessage was received.

If the original nmessage was received in a Relay-forward nessage, the
server constructs a Relay-reply nessage with the Reply nmessage in the
payl oad of a Rel ay Message option (see section 22.10). If the

Rel ay-forward nessages included an Interface-id option, the server
copies that option to the Relay-reply nmessage. The server unicasts
the Relay-reply nessage directly to the relay agent using the address
in the source address field fromthe IP datagramin which the

Rel ay-forward nmessage was received.

DHCP Server-Initiated Configuration Exchange

A server initiates a configuration exchange to cause DHCP clients to
obt ai n new addresses and ot her configuration information. For
exanpl e, an adninistrator may use a server-initiated configuration
exchange when links in the DHCP domain are to be renunbered. O her
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exanpl es include changes in the location of directory servers,
addi tion of new services such as printing, and availability of new
sof t war e.

1. Server Behavi or

A server sends a Reconfigure nmessage to cause a client to initiate
i medi ately a Renew Reply or Information-request/Reply nessage
exchange with the server

1.1. Creation and Transm ssion of Reconfigure Messages

The server sets the "nmeg-type" field to RECONFI GURE. The server sets
the transaction-id field to 0. The server includes a Server
Identifier option containing its DUD and a Client Identifier option
containing the client’s DU D in the Reconfigure nessage.

The server MAY include an Option Request option to informthe client
of what information has been changed or new i nformati on that has been

added. In particular, the server specifies the A option in the
Option Request option if the server wants the client to obtain new
address information. |If the server identifies the A option in the

Opti on Request option, the server MJST include an | A option that
contains no other sub-options to identify each Athat is to be
reconfigured on the client.

Because of the risk of denial of service attacks agai nst DHCP
clients, the use of a security nechanismis mandated in Reconfigure
nmessages. The server MJST use DHCP authentication in the Reconfigure
nessage.

The server MJST include a Reconfigure Message option (defined in
section 22.19) to select whether the client responds with a Renew
nmessage or an |nformation-Request nessage.

The server MJST NOT include any other options in the Reconfigure
except as specifically allowed in the definition of individua
opti ons.

A server sends each Reconfigure nessage to a single DHCP client,
using an | Pv6 uni cast address of sufficient scope belonging to the
DHCP client. |If the server does not have an address to which it can
send the Reconfigure nmessage directly to the client, the server uses
a Rel ay-reply nessage (as described in section 20.3) to send the
Reconfigure nmessage to a relay agent that will relay the nessage to
the client. The server nay obtain the address of the client (and the
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appropriate relay agent, if required) through the information the
server has about clients that have been in contact with the server
or through sonme external agent.

To reconfigure nore than one client, the server unicasts a separate
nmessage to each client. The server may initiate the reconfiguration
of multiple clients concurrently; for exanple, a server may send a
Reconfigure nmessage to additional clients while previous
reconfiguration nessage exchanges are still in progress.

The Reconfigure nessage causes the client to initiate a Renew Reply
or Information-request/ Reply nessage exchange with the server. The
server interprets the receipt of a Renew or Information-request
nmessage (whi chever was specified in the original Reconfigure nessage)
fromthe client as satisfying the Reconfigure nessage request.

1.2. Time Qut and Retransm ssion of Reconfigure Messages

If the server does not receive a Renew or |nformation-request nessage
fromthe client in REC_TIMEQUT nmilliseconds, the server retransnmits
the Reconfigure nmessage, doubles the REC TI MEQUT val ue and waits
again. The server continues this process until REC MAX RC
unsuccessful attenpts have been made, at which point the server
SHOULD abort the reconfigure process for that client.

Default and initial values for REC TI MEOQUT and REC MAX RC are
docunented in section 5.5.

2. Receipt of Renew Messages

The server generates and sends a Reply nessage to the client as
described in sections 18.2.3 and 18.2.8, including options for
configuration paraneters.

The server MAY include options containing the | As and new val ues for
ot her configuration paraneters in the Reply nessage, even if those

| As and parameters were not requested in the Renew nessage fromthe
client.

3. Receipt of Information-request Messages
The server generates and sends a Reply nessage to the client as

described in sections 18.2.5 and 18.2.8, including options for
configuration paraneters.
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The server MAY include options containing new val ues for other
configuration paraneters in the Reply nessage, even if those
paranmeters were not requested in the Information-request nessage from
the client.

19.4. dient Behavior

A client receives Reconfigure nessages sent to the UDP port 546 on
interfaces for which it has acquired configuration informtion
through DHCP. These nessages may be sent at any tinme. Since the
results of a reconfiguration event may affect application |ayer
programs, the client SHOULD | og these events, and MAY notify these
prograns of the change through an inplenentation-specific interface.

19.4.1. Receipt of Reconfigure Messages

Upon receipt of a valid Reconfigure nessage, the client responds with
ei ther a Renew nessage or an | nformation-request nessage as indicated
by the Reconfigure Message option (as defined in section 22.19). The
client ignores the transaction-id field in the received Reconfigure
nmessage. Wiile the transaction is in progress, the client silently
di scards any Reconfigure nmessages it receives.

DI SCUSSI ON

The Reconfigure nessage acts as a trigger that signals the client
to conplete a successful nmessage exchange. Once the client has
received a Reconfigure, the client proceeds with the nessage
exchange (retransmtting the Renew or |nformation-request nessage
if necessary); the client ignores any additional Reconfigure
nessages until the exchange is conplete. Subsequent Reconfigure
nmessages cause the client to initiate a new exchange.

How does this mechanismwork in the face of duplicated or
retransmitted Reconfigure nmessages? Duplicate nessages will be

i gnored because the client will begin the exchange after the
receipt of the first Reconfigure. Retransmtted nessages wl |l
either trigger the exchange (if the first Reconfigure was not
received by the client) or will be ignored. The server can

di sconti nue retransni ssion of Reconfigure nessages to the client
once the server receives the Renew or Information-request nessage
fromthe client.

It might be possible for a duplicate or retransnitted Reconfigure
to be sufficiently delayed (and delivered out of order) to arrive
at the client after the exchange (initiated by the origina

Reconfigure) has been conpleted. |In this case, the client would
initiate a redundant exchange. The |ikelihood of delayed and out
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of order delivery is small enough to be ignored. The consequence
of the redundant exchange is inefficiency rather than incorrect
operati on.

4.2. Creation and Transm ssion of Renew Messages

When responding to a Reconfigure, the client creates and sends the
Renew nessage in exactly the same nanner as outlined in section
18.1.3, with the exception that the client copies the Option Request
option and any | A options fromthe Reconfigure nmessage into the Renew
nessage.

4.3. Creation and Transmi ssion of Infornmation-request Messages

When responding to a Reconfigure, the client creates and sends the

I nf ormati on-request nessage in exactly the sane manner as outlined in
section 18.1.5, with the exception that the client includes a Server
Identifier option with the identifier fromthe Reconfigure nmessage to
which the client is responding.

4.4, Tinme Qut and Retransm ssion of Renew or Information-request
Messages

The client uses the sanme variables and retransm ssion algorithmas it
does with Renew or | nformation-request nessages generated as part of
a client-initiated configuration exchange. See sections 18.1.3 and
18.1.5 for details. |If the client does not receive a response from
the server by the end of the retransm ssion process, the client

i gnores and di scards the Reconfigure nmessage.

4.5. Receipt of Reply Messages

Upon the receipt of a valid Reply nessage, the client processes the
options and sets (or resets) configuration paranmeters appropriately.
The client records and updates the lifetinmes for any addresses
specified in IAs in the Reply nessage.

Rel ay Agent Behavi or

The relay agent MAY be configured to use a |ist of destination

addr esses, which MAY incl ude unicast addresses, the A | _DHCP_Servers
mul ti cast address, or other addresses selected by the network

adm nistrator. |If the relay agent has not been explicitly
configured, it MJST use the AlIl _DHCP_Servers mnulticast address as the
def aul t.
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If the relay agent relays nessages to the Al _DHCP_Servers nul ticast
address or other multicast addresses, it sets the Hop Limt field to
32.

1. Relaying a Client Message or a Relay-forward Message

A relay agent relays both nessages fromclients and Rel ay-forward
nmessages fromother relay agents. Wien a relay agent receives a
valid nmessage to be relayed, it constructs a new Rel ay-forward
nmessage. The relay agent copies the source address fromthe header
of the IP datagramin which the nessage was received to the
peer-address field of the Relay-forward nessage. The relay agent
copi es the recei ved DHCP nmessage (excluding any |IP or UDP headers)
into a Relay Message option in the new nessage. The relay agent adds
to the Rel ay-forward nessage any other options it is configured to

i ncl ude.

1.1. Relaying a Message froma Cdient

If the relay agent received the nessage to be relayed froma client,
the relay agent places a global or site-scoped address with a prefix
assigned to the link on which the client should be assigned an
address in the link-address field. This address will be used by the
server to determine the link fromwhich the client should be assigned
an address and other configuration information. The hop-count in the
Rel ay-forward nessage is set to O.

If the relay agent cannot use the address in the |ink-address field
to identify the interface through which the response to the client
will be relayed, the relay agent MJST include an Interface-id option
(see section 22.18) in the Relay-forward nmessage. The server will
include the Interface-id option in its Relay-reply nessage. The
relay agent fills in the link-address field as described in the
previ ous paragraph regardl ess of whether the relay agent includes an
Interface-id option in the Relay-forward nessage.

1.2. Relaying a Message from a Rel ay Agent

If the nessage received by the relay agent is a Relay-forward nessage
and the hop-count in the nessage is greater than or equal to
HOP_COUNT_LIMT, the relay agent discards the received nessage.

The relay agent copies the source address fromthe IP datagramin
whi ch the nmessage was received fromthe client into the peer-address
field in the Relay-forward nmessage and sets the hop-count field to

t he val ue of the hop-count field in the received nessage increnented
by 1.
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If the source address fromthe | P datagram header of the received
nmessage is a global or site-local address (and the device on which
the relay agent is running belongs to only one site), the relay agent
sets the link-address field to 0; otherwi se the relay agent sets the
link-address field to a global or site-local address assigned to the
i nterface on which the nessage was received, or includes an
Interface-1D option to identify the interface on which the nmessage
was received.

2. Relaying a Relay-reply Message

The relay agent processes any options included in the Relay-reply
nmessage in addition to the Relay Message option, and then discards
t hose opti ons.

The relay agent extracts the nmessage fromthe Rel ay Message option
and relays it to the address contained in the peer-address field of
the Rel ay-reply nessage.

If the Relay-reply message includes an Interface-id option, the relay
agent relays the nmessage fromthe server to the client on the link
identified by the Interface-id option. Oherwise, if the
link-address field is not set to zero, the relay agent relays the
nmessage on the link identified by the |ink-address field.

3. Construction of Relay-reply Messages

A server uses a Relay-reply nessage to return a response to a client
if the original nmessage fromthe client was relayed to the server in
a Relay-forward nessage or to send a Reconfigure nessage to a client
if the server does not have an address it can use to send the nmessage
directly to the client.

A response to the client MJST be relayed through the sanme rel ay
agents as the original client message. The server causes this to
happen by creating a Relay-reply nessage that includes a Rel ay
Message option containing the nessage for the next relay agent in the
return path to the client. The contained Rel ay-reply nmessage
contai ns anot her Relay Message option to be sent to the next relay
agent, and so on. The server nust record the contents of the
peer-address fields in the received nessage so it can construct the
appropriate Rel ay-reply nessage carrying the response fromthe
server.

Dronms, et al. St andar ds Track [ Page 60]



RFC 3315 DHCP for | Pv6 July 2003

21.

21.

For example, if client C sent a nessage that was rel ayed by rel ay
agent Ato relay agent B and then to the server, the server would
send the following Rel ay-RReply nessage to relay agent B:

msg-t ype: RELAY- REPLY
hop- count : 1
I i nk- addr ess: 0
peer - addr ess: A
Rel ay Message option, containing:
msg-t ype: RELAY- REPLY
hop- count : 0

i nk-address: address fromlink to which Cis attached
peer-address: C
Rel ay Message option: <response from server>

When sending a Reconfigure nmessage to a client through a relay agent,
the server creates a Relay-reply nmessage that includes a Rel ay
Message option containing the Reconfigure nessage for the next relay
agent in the return path to the client. The server sets the
peer-address field in the Relay-reply nessage header to the address
of the client, and sets the link-address field as required by the
relay agent to relay the Reconfigure nmessage to the client. The
server obtains the addresses of the client and the relay agent
through prior interaction with the client or through sone externa
mechani sm

Aut henti cati on of DHCP Messages

Sone network administrators may wi sh to provide authentication of the
source and contents of DHCP nessages. For exanple, clients may be
subj ect to denial of service attacks through the use of bogus DHCP
servers, or may sinply be msconfigured due to unintentionally
instanti ated DHCP servers. Network administrators may wish to
constrain the allocation of addresses to authorized hosts to avoid
deni al of service attacks in "hostile" environnents where the network
medi umis not physically secured, such as wirel ess networks or
col | ege residence halls.

The DHCP aut hentication nechanismis based on the design of
aut henti cation for DHCPv4 [4].

1. Security of Messages Sent Between Servers and Rel ay Agents

Rel ay agents and servers that exchange messages securely use the

| Psec mechanisns for IPv6 [7]. |If a client nmessage is rel ayed
through multiple relay agents, each of the relay agents nust have
establ i shed i ndependent, pairw se trust relationships. That is, if
nmessages fromclient Cwll be relayed by relay agent A to relay
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agent B and then to the server, relay agents A and B nmust be
configured to use I PSec for the nmessages they exchange, and rel ay
agent B and the server must be configured to use |PSec for the
nmessages they exchange.

Rel ay agents and servers that support secure relay agent to server or
relay agent to relay agent conmunication use |Psec under the
foll ow ng conditions:

Dr ons,

Sel ectors

Mode

Key managenent

Security policy

Aut henti cati on

Avai l ability

et al.

Rel ay agents are nanually configured with the
addresses of the relay agent or server to which
DHCP nessages are to be forwarded. Each relay
agent and server that will be using |Psec for
securing DHCP nessages mnmust al so be confi gured
with alist of the relay agents to whi ch nessages
will be returned. The selectors for the relay
agents and servers will be the pairs of addresses
defining relay agents and servers that exchange
DHCP nmessages on the DHCPv6 UDP ports 546 and
547.

Rel ay agents and servers use transport node and
ESP. The information in DHCP nessages i s not
general |y considered confidential, so encryption
need not be used (i.e., NULL encryption can be
used).

Because the relay agents and servers are used

wi thin an organi zation, public key schenmes are
not necessary. Because the relay agents and
servers nust be manual |y configured, manually
configured key managenent may suffice, but does
not provide defense agai nst replayed nessages.
Accordingly, IKE with preshared secrets SHOULD be
supported. |KE with public keys MAY be
support ed.

DHCP nmessages between rel ay agents and servers
shoul d only be accepted from DHCP peers as
identified in the local configuration

Shared keys, indexed to the source |P address of
the recei ved DHCP nessage, are adequate in this
appl i cati on.

Appropriate | Psec inplenentations are likely to

be available for servers and for relay agents in
nore featureful devices used in enterprise and
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core ISP networks. |IPsec is less likely to be
avail able for relay agents in | ow end devices
primarily used in the home or small office

mar ket s.

2. Sunmmary of DHCP Aut hentication

Aut henti cati on of DHCP messages is acconplished through the use of
the Authentication option (see section 22.11). The authentication
information carried in the Authentication option can be used to
reliably identify the source of a DHCP nessage and to confirmthat
the contents of the DHCP nmessage have not been tanpered with.

The Aut hentication option provides a framework for nultiple

aut hentication protocols. Two such protocols are defined here.

O her protocols defined in the future will be specified in separate
docunent s.

Any DHCP nmessage MJST NOT include nore than one Authentication
opti on.

The protocol field in the Authentication option identifies the
specific protocol used to generate the authentication information
carried in the option. The algorithmfield identifies a specific
algorithmwi thin the authentication protocol; for exanple, the
algorithmfield specifies the hash algorithmused to generate the
nmessage aut hentication code (MAC) in the authentication option. The
replay detection nethod (RDM field specifies the type of replay
detection used in the replay detection field.

3. Replay Detection

The Replay Detection Method (RDM field determ nes the type of replay
detection used in the Replay Detection field.

If the RDMfield contains 0x00, the replay detection field MJST be
set to the value of a nonotonically increasing counter. Using a
counter value, such as the current tinme of day (for exanple, an NTP-
format tinestanp [9]), can reduce the danger of replay attacks. This
nmet hod MUST be supported by all protocols.

4. Del ayed Aut hentication Protocol

If the protocol field is 2, the nessage is using the "del ayed
aut henti cation" nechanism |In delayed authentication, the client
requests authentication in its Solicit nmessage, and the server
replies with an Adverti se nessage that includes authentication
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information. This authentication information contains a nonce val ue
generated by the source as a nessage authentication code (MAC) to
provi de nessage authentication and entity authentication.

The use of a particular technique based on the HVAC protocol [8]
usi ng the MD5 hash [16] is defined here.

4.1. Use of the Authentication OQption in the Del ayed Authentication
Pr ot ocol

In a Solicit message, the client fills in the protocol, algorithmand
RDM fields in the Authentication option with the client’s
preferences. The client sets the replay detection field to zero and
onmts the authentication information field. The client sets the
option-len field to 11.

In all other nessages, the protocol and algorithmfields identify the
nmet hod used to construct the contents of the authentication
information field. The RDMfield identifies the nmethod used to
construct the contents of the replay detection field.

The format of the Authentication infornmation is:

0 1 2 3
01234567890123456789012345678901
T ST e e T T i S O i S ST M S S S S
| DHCP real m |
| (variabl e | ength) |

T ST e e T T i S O i S ST M S S S S
| key I D |
T ST e e T T i S O i S ST M S S S S

I I
| HVAC- MD5 |
| (128 bits) |
I I
T S T T s T T o S T o s st s U S S Y I o S S
DHCP realm The DHCP realmthat identifies the key used to
gener ate the HVAC- MD5 val ue.
key 1D The key identifier that identified the key used to

gener ate the HVAC- MD5 val ue.

HVAC- MD5 The nessage aut henticati on code generated by applying
MD5 to the DHCP nmessage using the key identified by
the DHCP realm client DU D, and key |D.

Dronms, et al. St andar ds Track [ Page 64]



RFC 3315 DHCP for | Pv6 July 2003

21.

21.

The sender conputes the MAC using the HVAC generation algorithm][8]
and the MD5 hash function [16]. The entire DHCP message (setting the
MAC field of the authentication option to zero), including the DHCP
nmessage header and the options field, is used as input to the HVAC
VD5 conput ation function

DI SCUSSI ON:
Al gorithm 1 specifies the use of HVAC-MD5. Use of a different
techni que, such as HVAC-SHA, will be specified as a separate
pr ot ocol

The DHCP real mused to identify authentication keys is chosen to
be uni que anong administrative domains. Use of the DHCP realm
al l owns DHCP administrators to avoid conflict in the use of key
identifiers, and allows a host using DHCP to use authenticated
DHCP whi |l e roani ng anong DHCP admi ni strative donai ns.

4.2. Message Validation

Any DHCP nessage that includes nore than one authentication option
MUST be di scar ded.

To validate an incom ng nessage, the receiver first checks that the
value in the replay detection field is acceptable according to the
replay detection nmethod specified by the RDMfield. Next, the

recei ver conputes the MAC as described in [8]. The entire DHCP
nmessage (setting the MAC field of the authentication option to 0) is
used as input to the HVAC-MD5 conputation function. |If the MAC
comput ed by the receiver does not match the MAC contained in the

aut henti cation option, the receiver MJST discard the DHCP nessage.

4.3. Key Utilization

Each DHCP client has a set of keys. Each key is identified by <DHCP
realm client DU D, key id> Each key also has a lifetinme. The key
may not be used past the end of its lifetine. The client’s keys are
initially distributed to the client through sone out-of-band
mechanism The lifetinme for each key is distributed with the key.
Mechani sns for key distribution and |ifetinme specification are beyond
the scope of this docunent.

The client and server use one of the client’s keys to authenticate
DHCP nessages during a session (until the next Solicit nessage sent
by the client).
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4.4, Cient Considerations for Delayed Authentication Protocol

The client announces its intention to use DHCP authentication by

i ncludi ng an Authentication option in its Solicit nessage. The
server selects a key for the client based on the client’s DU D. The
client and server use that key to authenticate all DHCP nessages
exchanged during the session.

4.4.1. Sending Solicit Messages

When the client sends a Solicit nessage and w shes to use

aut hentication, it includes an Authentication option with the desired
protocol, algorithmand RDM as described in section 21.4. The client
does not include any replay detection or authentication information
in the Authentication option.

4.4.2. Receiving Advertise Messages

The client validates any Advertise nmessages containing an
Aut henti cation option specifying the del ayed authentication protoco
using the validation test described in section 21.4.2.

Client behavior, if no Advertise nessages include authentication
informati on or pass the validation test, is controlled by |ocal
policy on the client. According to client policy, the client MAY
choose to respond to an Advertise nmessage that has not been

aut henti cat ed.

The decision to set local policy to accept unauthenticated nessages
shoul d be nmade with care. Accepting an unauthenticated Advertise
nmessage can nake the client vul nerable to spoofing and ot her attacks.
If local users are not explicitly infornmed that the client has
accepted an unaut henti cated Adverti se nessage, the users nay
incorrectly assunme that the client has received an authenticated
address and is not subject to DHCP attacks through unauthenticated
nessages.

A client MJST be configurable to di scard unauthenti cated nessages,
and SHOULD be configured by default to discard unauthenticated
nmessages if the client has been configured with an authentication key
or other authentication information. A client MAY choose to
differentiate between Adverti se nmessages with no authentication

i nformati on and Adverti se nmessages that do not pass the validation
test; for exanple, a client mght accept the former and discard the
latter. |If a client does accept an unauthenticated nessage, the
client SHOULD i nform any |ocal users and SHOULD | og the event.
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4.4.3. Sending Request, Confirm Renew, Rebind, Decline or Release
Messages

If the client authenticated the Adverti se nessage through which the
client selected the server, the client MJST generate authentication
informati on for subsequent Request, Confirm Renew, Rebind or Rel ease
nmessages sent to the server, as described in section 21.4. \When the
client sends a subsequent nessage, it MJST use the sanme key used by
the server to generate the authentication infornmation

4.4.4. Sending Information-request Messages

If the server has selected a key for the client in a previous nessage
exchange (see section 21.4.5.1), the client MJST use the sane key to
generate the authentication information throughout the session

4.4.5. Receiving Reply Messages

If the client authenticated the Advertise it accepted, the client
MJST validate the associated Reply nessage fromthe server. The
client MUST discard the Reply if the nessage fails to pass the

val idation test and MAY |og the validation failure. |If the Reply
fails to pass the validation test, the client MIST restart the DHCP
configuration process by sending a Solicit nmessage.

If the client accepted an Advertise nessage that did not include
aut hentication informati on or did not pass the validation test, the
client MAY accept an unauthenticated Reply nmessage fromthe server

4.4.6. Receiving Reconfigure Messages

The client MJST discard the Reconfigure if the nessage fails to pass
the validation test and MAY | og the validation failure.

4.5. Server Considerations for Delayed Authentication Protoco

After receiving a Solicit nessage that contains an Authentication
option, the server selects a key for the client, based on the
client’s DU D and key selection policies with which the server has
been configured. The server identifies the selected key in the
Advertise nmessage and uses the key to validate subsequent nessages
between the client and the server.
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4.5.1. Receiving Solicit Messages and Sendi ng Adverti se Messages

The server selects a key for the client and includes authentication
information in the Advertise nessage returned to the client as
specified in section 21.4. The server MJST record the identifier of
the key selected for the client and use that sane key for validating
subsequent nmessages with the client.

4.5.2. Receiving Request, Confirm Renew, Rebind or Rel ease Messages
and Sendi ng Reply Messages

The server uses the key identified in the nessage and validates the
message as specified in section 21.4.2. |If the nessage fails to pass
the validation test or the server does not know the key identified by
the "key ID field, the server MUST discard the nessage and MNAY
choose to log the validation failure.

If the nessage passes the validation test, the server responds to the
specific nmessage as described in section 18.2. The server MJST

i ncl ude aut hentication information generated using the key identified
in the received nessage, as specified in section 21.4.

5. Reconfigure Key Authentication Protoco

The Reconfigure key authentication protocol provides protection

agai nst misconfiguration of a client caused by a Reconfigure nessage
sent by a malicious DHCP server. 1In this protocol, a DHCP server
sends a Reconfigure Key to the client in the initial exchange of DHCP
nmessages. The client records the Reconfigure Key for use in

aut henti cati ng subsequent Reconfigure nessages fromthat server. The
server then includes an HVAC conputed fromthe Reconfigure Key in
subsequent Reconfigure nmessages.

Both the Reconfigure Key sent fromthe server to the client and the
HVAC i n subsequent Reconfigure nessages are carried as the

Aut hentication information in an Authentication option. The format
of the Authentication information is defined in the foll ow ng

secti on.

The Reconfigure Key protocol is used (initiated by the server) only
if the client and server are not using any other authentication
protocol and the client and server have negotiated to use Reconfigure
nessages.
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21.5.1. Use of the Authentication Option in the Reconfigure Key
Aut henti cati on Protoco

The following fields are set in an Authentication option for the
Reconfi gure Key Authentication Protocol

pr ot ocol 3
algorithm 1
RDM 0

The format of the Authentication information for the Reconfigure Key
Aut henti cati on Protocol is:

0 1 2 3

01234567890123456789012345678901
B R S R ik T T i o S S T il s i S ST S S Y
I Type | Val ue (128 bits) |
R e s o |

. +-+-+-+-+-+-+-+-:|-
!l-- B S T iy s ST S S S S S +-!|-
Type Type of data in Value field carried in this option:
1 Reconfigure Key value (used in Reply nmessage).

2 HVAC- MD5 di gest of the nessage (used in Reconfigure
nmessage) .

Val ue Data as defined by field.
21.5.2. Server considerations for Reconfigure Key protocol
The server selects a Reconfigure Key for a client during the
Request/Reply, Solicit/Reply or Information-request/Reply nessage
exchange. The server records the Reconfigure Key and transnits that
key to the client in an Authentication option in the Reply nessage.
The Reconfigure Key is 128 bits long, and MJST be a cryptographically

strong random or pseudo-random nunber that cannot easily be
pr edi ct ed.
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To provide authentication for a Reconfigure nmessage, the server

sel ects a replay detection value according to the RDM sel ected by the
server, and conputes an HVAC-MD5 of the Reconfigure nessage using the
Reconfigure Key for the client. The server conputes the HVAC MD5
over the entire DHCP Reconfigure nessage, including the

Aut henti cati on option; the HVAC-MD5 field in the Authentication
option is set to zero for the HVAC-MD5 conputation. The server

i ncludes the HVAC-MD5 in the authentication information field in an
Aut henti cation option included in the Reconfigure nessage sent to the
client.

5.3. dient considerations for Reconfigure Key protocol

The client will receive a Reconfigure Key fromthe server in the
initial Reply nessage fromthe server. The client records the
Reconfigure Key for use in authenticating subsequent Reconfigure
nmessages.

To aut henticate a Reconfigure nessage, the client conputes an

HVAC- MD5 over the DHCP Reconfigure message, using the Reconfigure Key
received fromthe server. |If this conmputed HVAC- MD5 nat ches the
value in the Authentication option, the client accepts the

Reconfi gure nessage.

DHCP Opti ons

Options are used to carry additional information and paranmeters in
DHCP nmessages. Every option shares a common base format, as
described in section 22.1. Al values in options are represented in
net wor k byte order.

Thi s docunent describes the DHCP options defined as part of the base
DHCP specification. Oher options may be defined in the future in
separ at e docunents.

Unl ess ot herwi se noted, each option may appear only in the options
area of a DHCP nessage and nmmy appear only once. |If an option does
appear nultiple tines, each instance is considered separate and the
data areas of the options MJUST NOT be concatenated or otherw se
conbi ned.
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1. Format of DHCP Options
The fornmat of DHCP options is:

0 1 2 3
01234567890123456789012345678901
T i T s s I T sl S P Y S Y S S S S
| opti on-code | option-len |
T i T s s I T sl S P Y S Y S S S S
| option-data |
| (option-len octets) |
T i T s s I T sl S P Y S Y S S S S

opti on-code  An unsigned integer identifying the specific option
type carried in this option

option-1len An unsigned integer giving the length of the
option-data field in this option in octets.

option-data The data for the option; the format of this data
depends on the definition of the option

DHCPv6 options are scoped by using encapsul ati on. Sone options apply
generally to the client, some are specific to an | A, and sonme are
specific to the addresses within an AL These latter two cases are
di scussed in sections 22.4 and 22.6.

2. Cient Identifier Option

The Client Identifier option is used to carry a DU D (see section 9)
identifying a client between a client and a server. The format of
the Cient ldentifier option is:

0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| OPTI ON_CLI ENTI D | option-1len |
T S o T s T T o S T il sl S T R S i i

DU D
(variabl e | ength)

T i T s s I T sl S P Y S Y S S S S
opti on- code OPTI ON_CLI ENTID (1).

option-1en Length of DU D in octets.
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DUl D The DU D for the client.

22.3. Server ldentifier Option

22.

The Server Identifier option is used to carry a DU D (see section 9)
identifying a server between a client and a server. The format of
the Server ldentifier option is:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| OPTI ON_SERVERI D | option-1len |
T S o T s T T o S T il sl S T R S i i

DUl D
(variabl e | ength)

:|-- T e i o o il s st St S I S SN S S T S +-:|-
opti on-code OPTI ON_SERVERI D (2).
option-1en Length of DU D in octets.
DUl D The DU D for the server
4. ldentity Association for Non-tenporary Addresses Option
The Identity Association for Non-tenporary Addresses option (1A _NA
option) is used to carry an | A NA the paraneters associated with the

I A NA and the non-tenporary addresses associated with the I A NA

Addresses appearing in an I A NA option are not tenporary addresses
(see section 22.5).

Dronms, et al. St andar ds Track [ Page 72]



RFC 3315

DHCP for | Pv6 July 2003

The format of the I A NA option is:

0

1 2 3

01234567890123456789012345678901
T ST S e T S Tk a S S S S e T
| OPTI ONLI A NA | option-1en |
T ST S e T S Tk a S S S S e T

|AID (4 octets) |

T T T S i S S S S e I T i S T

T1 |

T T T S i S S S S e T T S s i =

T2 |

T T T S i S S S S e T T S s i =

I
I A_NA-options .

T S T T S e T S S T i S S S S s i s

opti on- code
option-1en

| Al D

T1

T2

I A_NA-options

OPTION_I A NA (3).
12 + length of I A NA-options field.

The unique identifier for this IA_NA the

| Al D nmust be uni que anong the identifiers for
all of this client’s A NAs. The nunber
space for TANAITAIDs is separate fromthe
nunber space for | A TA | Al Ds.

The tinme at which the client contacts the
server fromwhich the addresses in the I A NA
were obtained to extend the lifetines of the
addresses assigned to the A NA Tl is a
time duration relative to the current tine
expressed in units of seconds.

The time at which the client contacts any
avail abl e server to extend the lifetines of
the addresses assigned to the A NA, T2 is a
time duration relative to the current tinme
expressed in units of seconds.

Options associated with this | A NA

The | A NA-options field encapsul ates those options that are specific

to this I A NA

For exanple, all of the I A Address Options carrying

t he addresses associated with this A NA are in the | A NA- options

field.
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An 1A NA option may only appear in the options area of a DHCP
message. A DHCP nessage may contain nultiple I A_NA options.

The status of any operations involving this TANAis indicated in a
Status Code option in the I A_NA-options field.

Note that an 1A NA has no explicit "lifetime" or "lease | ength" of
its own. When the valid |ifetines of all of the addresses in an

I A NA have expired, the 1A NA can be considered as havi ng expired.
Tl and T2 are included to give servers explicit control over when a
client recontacts the server about a specific IA NA

In a nessage sent by a client to a server, values in the Tl and T2
fields indicate the client’s preference for those paraneters. The
client sets T1 and T2 to O if it has no preference for those val ues.
In a nmessage sent by a server to a client, the client MJST use the
values in the Tl and T2 fields for the Tl and T2 paraneters, unless
those values in those fields are 0. The values in the Tl and T2
fields are the nunber of seconds until T1 and T2.

The server selects the Tl and T2 tines to allowthe client to extend
the lifetimes of any addresses in the | A NA before the lifetines
expire, even if the server is unavailable for sone short period of
time. Recomended values for Tl and T2 are .5 and .8 tines the
shortest preferred |ifetine of the addresses in the I A that the

server is willing to extend, respectively. |If the "shortest”
preferred lifetinme is Oxffffffff ("infinity"), the recommended T1 and
T2 values are also Oxffffffff. |If the tine at which the addresses in

an A NA are to be renewed is to be left to the discretion of the
client, the server sets Tl and T2 to O.

If a server receives an A NAwith Tl greater than T2, and both T1
and T2 are greater than O, the server ignores the invalid val ues of
Tl and T2 and processes the A NA as though the client had set Tl and
T2 to O.

If a client receives an A NAwith Tl greater than T2, and both T1
and T2 are greater than 0, the client discards the | A NA option and
processes the remai nder of the nessage as though the server had not
included the invalid | A_NA option

Care should be taken in setting T1 or T2 to Oxffffffff ("infinity").
A client will never attenpt to extend the lifetinmes of any addresses
inan IAwith Tl set to Oxffffffff. A client will never attenpt to
use a Rebind nmessage to locate a different server to extend the
lifetimes of any addresses in an A with T2 set to Oxffffffff.
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22.5. ldentity Association for Tenporary Addresses Option

The ldentity Association for the Tenporary Addresses (I A TA) option
is used to carry an A TA the paraneters associated with the A TA
and the addresses associated with the 1A TA Al of the addresses in
this option are used by the client as tenporary addresses, as defined
in RFC 3041 [12]. The format of the IA TA option is:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| OPTION_I A TA | option-1len |
T S o T s T T o S T il sl S T R S i i
| |AID (4 octets) |
T S o T s T T o S T il sl S T R S i i
! | A TA-options !

T S T T S e T S S T i S S S S s i s

opti on-code OPTION_IA TA (4).
option-1len 4 + length of 1A TA-options field.
| AID The unique identifier for this A TA, the

| Al D nust be uni que anpbng the identifiers
for all of this client’s A TAs. The nunber
space for A TAIAIDs is separate fromthe
nunber space for | A_NA | AlDs.

| A TA-opti ons Options associated with this IA TA

The | A TA-Options field encapsul ates those options that are specific
to this A TA. For exanple, all of the I A Address Options carrying
t he addresses associated with this A TA are in the I A TA-options
field.

Each I A TA carries one "set" of tenporary addresses; that is, at nost
one address from each prefix assigned to the link to which the client
i s attached.

An | A TA option may only appear in the options area of a DHCP
message. A DHCP nessage may contain nultiple | A_TA options.

The status of any operations involving this A TAis indicated in a
Status Code option in the I A TA-options field.
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Note that an I A has no explicit "lifetime" or "lease length" of its
own. Wien the valid lifetinmes of all of the addresses in an | A TA
have expired, the I A can be considered as having expired.

An |1 A TA option does not include values for Tl and T2. A client MAY
request that the lifetines on tenporary addresses be extended by

i ncluding the addresses in a A TA option sent in a Renew or Rebind
nmessage to a server. For exanple, a client would request an
extension on the lifetime of a tenporary address to allow an
application to continue to use an established TCP connecti on.

The client obtains new tenporary addresses by sending an | A_TA option
with a new |AIDto a server. Requesting new tenporary addresses from
the server is the equival ent of generating new tenporary addresses as
described in RFC 3041. The server will generate new tenporary
addresses and return themto the client. The client should request
new tenporary addresses before the lifetimes on the previously

assi gned addresses expire.

A server MJST return the sanme set of tenporary address for the same
| A TA (as identified by the 1AID) as |long as those addresses are
still valid. After the lifetinmes of the addresses in an | A TA have
expired, the AID may be reused to identify a new A TAwith new
tenporary addresses.

This option MAY appear in a Confirmnessage if the lifetinmes on the
tenporary addresses in the associated | A have not expired.

6. | A Address Option

The | A Address option is used to specify |IPv6 addresses associ at ed
with an A NA or an A TA The | A Address option nust be

encapsul ated in the Options field of an IA_NA or IA TA option. The
Options field encapsul ates those options that are specific to this
addr ess.
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The format of the | A Address option is:

0 1 2 3
01234567890123456789012345678901
T ST S e T S Tk a S S S S e T
| OPTI ON_I AADDR | option-1en |
T ST S e T S Tk a S S S S e T

I I
| | Pv6 address |
I I
I I
T ST S e T S Tk a S S S S e T
| preferred-lifetine |
T ST S e T S Tk a S S S S e T
I

+-

valid-lifetine |
T I T I S e T T i S

| Aaddr - opti ons
:I-- T s S S S S S i S Tt sk St S S S S S S +-:|-
opti on-code OPTI ONLI AADDR (5) .
option-1en 24 + length of | Aaddr-options field.
| Pv6 address An |Pv6 address.

preferred-lifetime The preferred lifetime for the | Pv6 address in
the option, expressed in units of seconds.

valid-lifetime The valid lifetinme for the |Pv6 address in the
option, expressed in units of seconds.

| Aaddr - options Options associated with this address.

In a nessage sent by a client to a server, values in the preferred
and valid lifetine fields indicate the client’s preference for those
paraneters. The client may send O if it has no preference for the
preferred and valid lifetimes. |In a nessage sent by a server to a
client, the client MJIST use the values in the preferred and valid
lifetinme fields for the preferred and valid |ifetines. The values in
the preferred and valid lifetines are the nunber of seconds renaining
in each lifetine.
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A client discards any addresses for which the preferred lifetinme is
greater than the valid lifetime. A server ignores the lifetinmes set
by the client if the preferred lifetinme is greater than the valid
lifetinme and ignores the values for Tl and T2 set by the client if
those values are greater than the preferred lifetine.

Care should be taken in setting the valid lifetine of an address to
Oxffffffff ("infinity"), which anmounts to a permanent assignnment of
an address to a client.

An | A Address option may appear only in an A NA option or an A TA
option. More than one | A Address Option can appear in an | A NA
option or an I A TA option

The status of any operations involving this I A Address is indicated
in a Status Code option in the | Aaddr-options field.

7. Option Request Option

The Option Request option is used to identify a list of options in a
message between a client and a server. The format of the Option
Request option is:

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| OPTI ON_ORO | option-1en |
T S o T s T T o S T il sl S T R S i i
| request ed- opti on-code-1 | request ed- opti on-code- 2 |

T T T S T S S S S e T S il A S S SIS

T S o T s T T o S T il sl S T R S i i
opti on- code OPTI ON_ORO (6) .
option-1len 2 * nunber of requested options.

request ed- opti on-code-n The option code for an option requested by
the client.

A client MAY include an Option Request option in a Solicit, Request,
Renew, Rebind, Confirmor Information-request nmessage to informthe
server about options the client wants the server to send to the
client. A server MAY include an Option Request option in a
Reconfigure option to indicate which options the client should
request fromthe server.
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22.8. Preference Option

22.

The Preference option is sent by a server to a client to affect the
selection of a server by the client.

The format of the Preference option is:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| OPTI ON_PREFERENCE | option-1len |
T S o T s T T o S T il sl S T R S i i
| pref-val ue |
T S S S SR S R S

opti on-code OPTI ON_PREFERENCE (7).
option-1en 1.
pref -val ue The preference value for the server in this nessage.

A server MAY include a Preference option in an Adverti se nmessage to
control the selection of a server by the client. See section 17.1.3
for the use of the Preference option by the client and the
interpretation of Preference option data val ue.

9. El apsed Tine Option

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| OPTI ON_ELAPSED_TI ME | option-len |
T S o T s T T o S T il sl S T R S i i
| el apsed-tine |
T S S T i (e ST Y S S

opti on- code OPTI ON_ELAPSED TI ME (8).
option-1en 2.

el apsed-tinme The anobunt of time since the client began its
current DHCP transaction. This tinme is expressed in
hundredt hs of a second (107-2 seconds).

A client MJST include an El apsed Tine option in nmessages to indicate
how I ong the client has been trying to conplete a DHCP nessage
exchange. The elapsed tine is neasured fromthe tine at which the
client sent the first nessage in the nessage exchange, and the
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el apsed-tinme field is set to 0 in the first nmessage in the nmessage
exchange. Servers and Relay Agents use the data value in this option
as input to policy controlling how a server responds to a client
nmessage. For exanple, the elapsed tinme option allows a secondary
DHCP server to respond to a request when a primary server has not
answered in a reasonable tine. The elapsed tine value is an
unsigned, 16 bit integer. The client uses the value Oxffff to
represent any el apsed tinme values greater than the largest tine val ue
that can be represented in the El apsed Tine option.

22.10. Relay Message Option

The Rel ay Message option carries a DHCP nessage in a Relay-forward or
Rel ay-reply nessage.

The format of the Relay Message option is:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| OPTI ON_RELAY_MSG | option-len |
T S o T s T T o S T il sl S T R S i i
I I
: DHCP- r el ay- nessage :
ll-- +-+-+-+-+-+- - - - - -+ - - - - - - - - - - - - - - - - - - +-:|-

opti on- code OPTI ON_RELAY_MSG (9)

option-1en Lengt h of DHCP-rel ay- nessage

DHCP-r el ay- nessage In a Relay-forward nessage, the received
nessage, relayed verbatimto the next relay agent
or server; in a Relay-reply nmessage, the nmessage to
be copied and relayed to the relay agent or client

whose address is in the peer-address field of the
Rel ay-reply nmessage
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22.11. Authentication Option

The Aut hentication option carries authentication infornation to
aut henticate the identity and contents of DHCP nessages. The use of
the Authentication option is described in section 21. The format of

t he Authentication option is:

0 1

2 3

01234567890123456789012345678901
T S T T S e T S T S S S il A SH S SIS

| OPTI ON_AUTH | option-1len |
e i T I R S i T S s ks i ST T S T I S S S S s SR e 5
| pr ot ocol | algorithm | RDM | |
B i i T o S S i S T T st st di T S Y |
I I
| replay detection (64 bits) S T S T
| | auth-info |
B i i T o S S i S T T st st di T S Y |

aut hentication i nformati on

. (vari abl e | ength) .
T i T R s s I T sl S ST Y S Y S S T S

opti on- code

option-1en

pr ot ocol

al gorithm

RDM

Repl ay detection

aut hentication i nformati on

OPTI ON_AUTH ( 11)

11 + length of authentication
information field

The aut hentication protocol used in
this authentication option

The algorithmused in the
aut henti cati on protocol

The replay detection nmethod used in
this authentication option

The replay detection infornmation for
the RDM

The aut hentication information,

as specified by the protocol and
algorithmused in this authentication
option
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22.12. Server Unicast Option

22.

The server sends this option to a client to indicate to the client
that it is allowed to unicast nessages to the server. The format of
t he Server Unicast option is:

0 1 2 3
01234567890123456789012345678901
T i T R s s I T sl S ST Y S Y S S T S

OPTI ON_UNI CAST | option-1len |
I T S I T als i S S S S S T T S i i S R S

I

+-

I

| server - addr ess
I

I

+-

I
I
I
I
+

e i S o S ik s i S S i (i e
opti on-code OPTI ON_UNI CAST (12).
option-1len 16

server-address The |IP address to which the client should send
nmessages delivered using unicast.

The server specifies the IPv6 address to which the client is to send
uni cast nessages in the server-address field. Wen a client receives
this option, where pernissible and appropriate, the client sends
nmessages directly to the server using the I Pv6 address specified in
the server-address field of the option

When the server sends a Unicast option to the client, sone nessages
fromthe client will not be relayed by Relay Agents, and will not

i nclude Rel ay Agent options fromthe Relay Agents. Therefore, a
server should only send a Unicast option to a client when Rel ay
Agents are not sending Relay Agent options. A DHCP server rejects
any nmessages sent inappropriately using unicast to ensure that
nmessages are relayed by Relay Agents when Rel ay Agent options are in
use.

Det ail s about when the client nay send nmessages to the server using
uni cast are in section 18.

13. Status Code Option
This option returns a status indication related to the DHCP nessage

or option in which it appears. The format of the Status Code option
is:
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2 3

01234567890123456789012345678901
B T S S S T S I i S S e T T s T s o S S
| OPTI ON_STATUS_CODE | option-1en |
B T S S S T S I i S S e T T s T s o S S

| st at us- code

T S i st |

st at us- nessage

T S T T S e T S T S S S il A SH S SIS

opti on- code
option-1en

st at us- code

st at us- nessage

OPTI ON_STATUS_CCODE (13).
2 + length of status-nessage.

The nuneric code for the status encoded in
this option. The status codes are defined in
section 24.4.

A UTF-8 encoded text string suitable for
di splay to an end user, which MJST NOT be
nul | -term nat ed.

A Status Code option may appear in the options field of a DHCP
nmessage and/or in the options field of another option. |If the Status
Code option does not appear in a nessage in which the option could
appear, the status of the nmessage is assunmed to be Success.

22.14. Rapid Commit Option

The Rapid Commit option is used to signal the use of the two nessage
exchange for address assignnent. The format of the Rapid Comnit

option is:

0

2 3

01234567890123456789012345678901
T S T T S e T S T S S S il A SH S SIS
| OPTION_RAPID COW T | 0 |
T T i S i i S S St S S S T i S S

opti on- code

option-1en

OPTI ON_RAPI D_ COW T (14).

A client MAY include this option in a Solicit nmessage if the client
is prepared to performthe Solicit-Reply nmessage exchange descri bed

in section 17.1.1.
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A server MJST include this option in a Reply nessage sent in response
to a Solicit nmessage when conpleting the Solicit-Reply nmessage
exchange.

DI SCUSSI ON:
Each server that responds with a Reply to a Solicit that includes
a Rapid Conmit option will conmit the assigned addresses in the
Reply nmessage to the client, and will not receive any confirnation

that the client has received the Reply nmessage. Therefore, if
nore than one server responds to a Solicit that includes a Rapid
Commit option, sonme servers will commit addresses that are not
actually used by the client.

The probl em of unused addresses can be ninimzed, for exanple, by
desi gning the DHCP service so that only one server responds to the
Solicit or by using relatively short lifetinmes for assigned

addr esses.

15. User Class Option

The User Class option is used by a client to identify the type or
category of user or applications it represents.

The format of the User C ass option is:
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| OPTI ON_USER_CLASS | option-1en |
T S o T s T T o S T il sl S T R S i i

user - cl ass-dat a

T S T T S e T S S T i S S S S s i s

opti on- code OPTI ON_USER_CLASS (15).
option-1en Lengt h of user class data field.
user-cl ass-dat a The user classes carried by the client.

The information contained in the data area of this option is
contained in one or nore opaque fields that represent the user class
or classes of which the client is a nmenber. A server selects
configuration information for the client based on the classes
identified in this option. For exanple, the User Cl ass option can be
used to configure all clients of people in the accounting departnment
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with a different printer than clients of people in the marketing
department. The user class information carried in this option MJST
be configurable on the client.

The data area of the user class option MJST contain one or nore
i nstances of user class data. Each instance of the user class data
is formatted as foll ows:

T S o Tl s T T o S S T O i sl S TS Y S s S S 3
| user-cl ass-1en | opaque-dat a |
T S o Tl s T T o S S T O i sl S TS Y S s S S 3

The user-class-len is two octets I ong and specifies the I ength of the
opaque user class data in network byte order

A server interprets the classes identified in this option according
to its configuration to select the appropriate configuration
information for the client. A server nmay use only those user cl asses
that it is configured to interpret in selecting configuration
information for a client and ignore any other user classes. In
response to a nessage containing a User Cl ass option, a server

i ncludes a User O ass option containing those classes that were
successfully interpreted by the server, so that the client can be

i nformed of the classes interpreted by the server.

16. Vendor C ass Option

This option is used by a client to identify the vendor that

manuf actured the hardware on which the client is running. The
information contained in the data area of this option is contained in
one or nore opaque fields that identify details of the hardware
configuration. The format of the Vendor Cl ass option is:

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| OPTI ON_VENDOR_CLASS | option-len |
T S o T s T T o S T il sl S T R S i i
| ent er pri se- nunber |
T S o T s T T o S T il sl S T R S i i

vendor - cl ass-dat a
:|-- s s T T ST S o S S S S :|-- :|-- :|-- B I S S S e T +-:|-
opti on- code OPTI ON_VENDOR_CLASS (/16) .

option-1en 4 + length of vendor class data field.
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ent er pri se- nunber The vendor’s registered Enterprise Nunber as
regi stered with I ANA [6].

vendor - cl ass- dat a The hardware configuration of the host on
whi ch the client is running.

The vendor-cl ass-data is conmposed of a series of separate itens, each
of which describes sonme characteristic of the client’s hardware
configuration. Exanples of vendor-class-data instances m ght include
the version of the operating systemthe client is running or the
anmount of nmenory installed on the client.

Each i nstance of the vendor-class-data is formatted as foll ows:

T S o Tl s T T o S S T O i sl S TS Y S s S S 3
| vendor - cl ass- | en | opaque-dat a |
T S o Tl s T T o S S T O i sl S TS Y S s S S 3

The vendor-class-len is two octets |long and specifies the |ength of
t he opaque vendor class data in network byte order

17. Vendor-specific Information Option

This option is used by clients and servers to exchange
vendor-specific information

The format of the Vendor-specific Information option is:

01234567890123456789012345678901
T ST S e T S Tk a S S S S e T
| OPTI ON_VENDOR_OPTS | option-Ilen |
T ST S e T S Tk a S S S S e T
| ent er pri se- nunber |
T ST S e T S Tk a S S S S e T

opti on-data

T S T T S e T S S T i S S S S s i s

opti on- code OPTI ON_VENDOR_OPTS (17)
option-1len 4 + length of option-data field
ent er pri se- nunber The vendor’s registered Enterprise Nunber as

regi stered with I ANA [6].
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opti on-data An opaque object of option-len octets,
interpreted by vendor-specific code on the
clients and servers

The definition of the information carried in this option is vendor
specific. The vendor is indicated in the enterprise-nunber field.
Use of vendor-specific information allows enhanced operation,
utilizing additional features in a vendor’s DHCP inplenentation. A
DHCP client that does not receive requested vendor-specific
information will still configure the host device's IPv6 stack to be
functi onal

The encapsul at ed vendor-specific options field MIST be encoded as a
sequence of code/length/value fields of identical format to the DHCP
options field. The option codes are defined by the vendor identified
in the enterprise-nunber field and are not managed by | ANA. Each of
the encapsul ated options is formatted as fol |l ows:

01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| opt - code | option-1len |
T S o T s T T o S T il sl S T R S i i

opti on-data

T S T T S e T S S T i S S S S s i s

opt - code The code for the encapsul ated option

option-1len An unsigned integer giving the Ilength of the
option-data field in this encapsul ated option
in octets.

opti on-data The data area for the encapsul ated option

Mul tiple instances of the Vendor-specific Information option may
appear in a DHCP nessage. Each instance of the option is interpreted
according to the option codes defined by the vendor identified by the
Enterprise Nunber in that option

18. Interface-1d Option

The rel ay agent MAY send the Interface-id option to identify the
interface on which the client nmessage was received. |If a relay agent
receives a Relay-reply nessage with an Interface-id option, the relay
agent relays the message to the client through the interface
identified by the option.
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The format of the Interface ID option is:

0 1 2 3
01234567890123456789012345678901
T S T T s T T o S T o s st s U S S Y I o S S
| OPTI ONLI NTERFACE_I D | option-1len |
T S T T s T T o S T o s st s U S S Y I o S S

interface-id

T S T T S e T S T S S S il A SH S SIS

opti on-code OPTI ON_I NTERFACE_I D (18).
option-1len Length of interface-id field.
interface-id An opaque val ue of arbitrary | ength generated

by the relay agent to identify one of the
relay agent’s interfaces.

The server MUST copy the Interface-1d option fromthe Rel ay-Forward
nmessage i nto the Rel ay-Reply nessage the server sends to the rel ay
agent in response to the Rel ay-Forward nessage. This option MJST NOT
appear in any nessage except a Relay-Forward or Rel ay-Reply nessage.

Servers MAY use the Interface-1D for parameter assignment policies.
The Interface-1D SHOULD be consi dered an opaque val ue, with policies
based on exact match only; that is, the Interface-I1D SHOULD NOT be
internally parsed by the server. The Interface-ID value for an

i nterface SHOULD be stable and remai n unchanged, for exanple, after
the relay agent is restarted; if the Interface-ID changes, a server
will not be able to use it reliably in paraneter assignnent policies.

19. Reconfigure Message Option

A server includes a Reconfigure Message option in a Reconfigure
nmessage to indicate to the client whether the client responds with a
Renew nessage or an Information-request nessage. The format of this
option is:

0 1 2 3
01234567890123456789012345678901
T S T T S e T S T S S S il A SH S SIS

| OPTI ON_RECONF_MSG | option-1len |
T S T T s T T o S T o s st s U S S Y I o S S
I msg-type |

T
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22.

23.

opti on- code OPTI ON_RECONF_MSG (19).
option-1len 1.
nmsg-type 5 for Renew nessage, 11 for

I nf or mat i on-request nessage.

The Reconfigure Message option can only appear in a Reconfigure
nmessage.

20. Reconfigure Accept Option

A client uses the Reconfigure Accept option to announce to the server
whether the client is willing to accept Reconfigure nessages, and a
server uses this option to tell the client whether or not to accept
Reconfi gure nessages. The default behavior, in the absence of this
option, means unwillingness to accept Reconfigure nessages, or
instruction not to accept Reconfigure nessages, for the client and
server nessages, respectively. The following figure gives the format
of the Reconfigure Accept option:

0 1 2 3
01234567890123456789012345678901
T S T T S e T S T S S S il A SH S SIS
| OPTI ON_RECONF_ACCEPT | 0 |
T T e S S T T S S S il A S SIS

opti on- code OPTI ON_RECONF_ACCEPT (20).
option-1en 0.
Security Considerations

The threat to DHCP is inherently an insider threat (assuning a
properly configured network where DHCPv6 ports are bl ocked on the
peri neter gateways of the enterprise). Regardless of the gateway
configuration, however, the potential attacks by insiders and
outsiders are the sane.

Use of manually configured preshared keys for |Psec between rel ay
agents and servers does not defend agai nst replayed DHCP nessages.
Repl ayed nessages can represent a DOS attack through exhaustion of
processi ng resources, but not through mis-configuration or exhaustion
of other resources such as assignabl e addresses.

One attack specific to a DHCP client is the establishment of a
mal i ci ous server with the intent of providing incorrect configuration
information to the client. The notivation for doing so may be to
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mount a "nman in the nddle" attack that causes the client to

conmuni cate with a malicious server instead of a valid server for
sone service such as DNS or NTP. The malicious server nmay al so nount
a denial of service attack through m sconfiguration of the client

t hat causes all network conmunication fromthe client to fail

There is another threat to DHCP clients from m stakenly or
accidentally configured DHCP servers that answer DHCP client requests
with unintentionally incorrect configuration paraneters.

A DHCP client may al so be subject to attack through the receipt of a
Reconfi gure nessage froma malicious server that causes the client to
obtain incorrect configuration information fromthat server. Note
that although a client sends its response (Renew or

I nf ormati on-request nessage) through a relay agent and, therefore,
that response will only be received by servers to which DHCP nessages
are relayed, a malicious server could send a Reconfigure nessage to a
client, followed (after an appropriate delay) by a Reply nessage that
woul d be accepted by the client. Thus, a malicious server that is
not on the network path between the client and the server may stil

be able to nmount a Reconfigure attack on a client. The use of
transaction I Ds that are cryptographically sound and cannot easily be
predicted will also reduce the probability that such an attack will
be successful.

The threat specific to a DHCP server is an invalid client
masquerading as a valid client. The notivation for this nay be for
theft of service, or to circunvent auditing for any nunber of

nef ari ous purposes.

The threat commpn to both the client and the server is the resource
"deni al of service" (DoS) attack. These attacks typically involve
t he exhausti on of avail abl e addresses, or the exhaustion of CPU or
net wor k bandwi dth, and are present anytine there is a shared

resour ce.

In the case where relay agents add additional options to Relay
Forward nessages, the nmessages exchanged between rel ay agents and
servers may be used to mount a "man in the mddle" or denial of
service attack

This threat nodel does not consider the privacy of the contents of
DHCP nmessages to be inportant. DHCP is not used to exchange

aut hentication or configuration information that must be kept secret
from ot her networ ks nodes.
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24.

DHCP aut hentication provides for authentication of the identity of
DHCP clients and servers, and for the integrity of nessages delivered
between DHCP clients and servers. DHCP authentication does not
provide any privacy for the contents of DHCP nessages.

The Del ayed Aut hentication protocol described in section 21.4 uses a
secret key that is shared between a client and a server. The use of
a "DHCP realnt in the shared key allows identification of

adm ni strative domains so that a client can select the appropriate
key or keys when roam ng between adm nistrative domains. However,
the Del ayed Aut hentication protocol does not define any nechanism for
shari ng of keys, so a client nmay require separate keys for each

adm ni strative domain it encounters. The use of shared keys may not
scale well and does not provide for repudiation of conprom sed keys.
This protocol is focused on solving the intradomain probl emwhere the
out - of - band exchange of a shared key is feasible.

Because of the opportunity for attack through the Reconfigure
nmessage, a DHCP client MJST discard any Reconfigure nessage that does
not include authentication or that does not pass the validation
process for the authentication protocol

The Reconfigure Key protocol described in section 21.5 provides
protection against the use of a Reconfigure nessage by a nalicious
DHCP server to nount a denial of service or man-in-the-m ddle attack
on a client. This protocol can be conprom sed by an attacker that
can intercept the initial message in which the DHCP server sends the
key to the client.

Conmuni cati on between a server and a relay agent, and comruni cati on
bet ween rel ay agents, can be secured through the use of |PSec, as
described in section 21.1. The use of manual configuration and
installation of static keys are acceptable in this instance because
relay agents and the server will belong to the sanme administrative
domain and the relay agents will require other specific configuration
(for exanple, configuration of the DHCP server address) as well as
the | PSec configuration

| ANA Consi der ati ons

Thi s docunent defines several new name spaces associ ated with DHCPv6
and DHCPv6 opti ons:

-  Message types
- Status codes

- DUubD
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24.

- Option codes

| ANA has established a registry of values for each of these nane
spaces, which are described in the remainder of this section. These
nane spaces will be managed by the I ANA and all will be managed
separately fromthe nane spaces defined for DHCPv4.

New nul ti cast addresses, nessage types, status codes, and DU D types
are assigned via Standards Action [11].

New DHCP option codes are tentatively assigned after the
specification for the associated option, published as an |nternet
Draft, has received expert review by a designated expert [11]. The
final assignnment of DHCP option codes is through Standards Action, as
defined in RFC 2434 [11].

Thi s docunent al so references three name spaces in section 21 that
are associated with the Authentication Option (section 22.11). These
nane spaces are defined by the authentication nechani smfor DHCPv4 in
RFC 3118 [4].

The aut hentication nanme spaces currently registered by | ANA will
apply to both DHCPv6 and DHCPv4. |In the future, specifications that
define new Protocol, Al gorithmand RDM nechanisnms will explicitly
define whet her the new mechani sns are used with DHCPv4, DHCPv6 or
bot h.

1. Multicast Addresses

Section 5.1 defines the followi ng nmulticast addresses, which have
been assigned by I ANA for use by DHCPv6:

Al'l _DHCP_Rel ay_Agents_and_Servers address: FF02::1:2

Al'l _DHCP_Servers address: FFO5::1:3
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24. 2. DHCP Message Types
| ANA has recorded the followi ng nessage types (defined in section
5.3). TANA will maintain the registry of DHCP nessage types.
SOLIAT 1
ADVERTI| SE 2
REQUEST 3
CONFI RM 4
RENEW 5
REBI ND 6
REPLY 7
RELEASE 8
DECLI NE 9
RECONFI GURE 10
| NFORMATI ON- REQUEST 11
RELAY- FORW 12
RELAY- REPL 13
Drons, et al. St andards Track
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24. 3. DHCP Options

| ANA has recorded the followi ng option-codes (as defined in section

22). 1ANA will maintain the registry of DHCP option codes.
OPTI ON_CLI ENTI D 1
OPTI ON_SERVERI D 2
OPTI ON_I A_NA 3
OPTION_ | A TA 4
OPTI ON_| AADDR 5
OPTI ON_ORO 6
OPTI ON_PREFERENCE 7

OPTI ON_ELAPSED TIME 8

OPTI ON_RELAY_MBG 9
OPTI ON_AUTH 11
OPTI ON_UNI CAST 12

OPTI ON_STATUS CODE 13
OPTION_ RAPID COM T 14
OPTI ON_USER_CLASS 15
OPTI ON_VENDOR CLASS 16
OPTI ON_VENDOR_OPTS 17
OPTI ON_I NTERFACE_ID 18
OPTI ON_RECONF_MBG 19

OPTI ON_RECONF_ACCEPT 20
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24.

24.

25.

4. Status Codes

| ANA has recorded the status codes defined in the follow ng table.

| ANA wi || manage the definition of additional status codes in the
future.

Nane Code Description

Success 0 Success.

UnspeckFai | 1 Failure, reason unspecified; this

status code is sent by either a client
or a server to indicate a failure
not explicitly specified in this

docunent .

NoAddr sAvai | 2 Server has no addresses available to assign to
the 1'A(s).

NoBi ndi ng 3 dient record (binding) unavail abl e.

Not OnLi nk 4 The prefix for the address is not appropriate for

the link to which the client is attached.

UseMuil ti cast 5 Sent by a server to a client to force the
client to send nessages to the server.
using the Al _DHCP_Rel ay_Agents_and_Servers
addr ess.

5 DUD
| ANA has recorded the following DU D types (as defined in section

9.1). IANA will manage the definition of additional DU D types in
the future.

DUl D- LLT 1
DUl D- EN 2
DUl D- LL 3
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A. Appearance of Options in Message Types

The following table indicates with a "*" the options are allowed in
each DHCP nessage type:

Client Server IANA Option Pref Tine Relay Auth. Server

| D ID 1A TA Request Msg. Uni ca.

Solicit * * * * *
Advert. * * * *
Request * * * * *
Confirm * * * * *

Renew * * * * * *

Reb| nd * * * * *
Decline * * * * * *

Rel ease * * * * * *

Reply * * * * * *
Reconf . * * * *

| nf orm * (see note) * * *
R-forw. *
R-repl. *

NOTE:

Only included in Information-Request nessages that are sent
in response to a Reconfigure (see section 19.4.3).

Status Rap. User Vendor Vendor Inter. Recon. Recon.

Code Conmm dass Class Spec. I D Msg. Accept
Solicit * * * * *
Advert. * * * * *
Request * * * *
Confirm * * *
Renew * * *
Rebi nd * * *
Decl i ne * * *
Rel ease * * *
Repl y * * * * * *
Reconf . *
I nform * * * *
R-f orw.
R-repl.
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B. Appearance of Options in the Options Field of DHCP Options

July 2003

The following table indicates with a "*" where options can appear in

the options field of other options:

Option 1A NA | AADDR Rel ay Rel ay

Field I A TA Forw. Reply
Client ID *
Server |ID *
A NAIA TA *
| AADDR *
ORO *
Pref erence *
El apsed Ti ne
Rel ay Message * *
Aut henti c.
Server Uni.
St at us Code
Rapi d Comm
User Cl ass
Vendor Cl ass
Vendor | nfo.
Interf. ID * *
Reconf. MSG
Reconf. Accept

* X X X X X X *

* X

Note: "Relay Forw' / "Relay Reply" options appear in the options

field of the nessage but may only appear in these nessages.
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