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PPP Vendor Extensions

Status of this Meno

Thi s docunment provides information for the Internet community. It
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abstract

The Point-to-Point Protocol (PPP) [1] provides a standard nethod for
transporting nmulti-protocol datagrans over point-to-point |inks. PPP
defines an extensible Link Control Protocol (LCP) for establishing,
configuring, and testing the data-link connection; and a famly of

Net wor k Control Protocols (NCPs) for establishing and configuring

di fferent network-I|ayer protocols.

Thi s docunent defines a general nechanismfor proprietary vendor
ext ensi ons.
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1. Control Packets

The Packet format and basic facilities are already defined for LCP
[1] and rel ated NCPs.



Up-to-date values of the LCP Code field are specified in the nobst
recent "Assigned Nunmbers" [2]. This docunment concerns the follow ng
val ues:

0 Vendor Specific

1.1. Vendor Specific Packet
Descri ption

Some i nplenentors m ght not need nor want to publish their
proprietary algorithnms and attributes. This nmechanismis
avail able to specify these without encunmbering the 1ANA with
proprietary nunber requests.

Vendor Specific packets MAY be sent at any tine, including before
LCP has reached the Opened state.

The sender transnits a LCP or NCP packet with the Code field set
to O (Vendor Specific), the Identifier field set, the I|ocal
Magi c- Nunber (if any) inserted, the OU and Kind fields set, and
the Value(s) field filled with any desired data, but not exceeding
the default MRU m nus twel ve.

Recei pt of a Vendor Specific packet causes the RXR or RUC event.
The response to the Vendor Specific packet is vender specific.

Recei pt of a Code-Reject for the packet SHOULD generate the RXJ+
(pernitted) event.

Rat i onal e:
This is defined as general feature of all PPP Control Protocols,
to avoid future conflicts in vendor secretly self-assigned Code
nunbers.

A summary of the Vendor Specific packet format is shown below. The
fields are transmitted fromleft to right.
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il s T T S S S S S i N T i ST S S S S S e e L T 2
| Code | Identifier | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Magi c- Number |
il s T T S S S S S i N T i ST S S S S S e e L T 2
I Qul Ki nd |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Val ue('s)

i sTI U S S S

Code
0 for Vendor Specific
| dentifier

The ldentifier field MJST be changed for each Vendor Specific
packet sent.

Lengt h

>= 12

When the Length is twelve, no Value(s) field is present.
Magi c- Nunber

The Magi c- Nunmber field is four octets and aids in detecting |inks
that are in the | ooped-back condition. Until the Magic- Nunber
Configuration Option has been successfully negotiated, the Magic-
Nunber MJST be transnitted as zero. See the Magi c- Nunber
Configuration Option for further explanation.

Qul
three octets. The vendor’s Organizationally Unique lIdentifier.

The bits within the octet are in canonical order, and the nobst
significant octet is transmtted first.

Ki nd
one octet. Indicates a sub-type for the QU . There is no
standardi zation for this field. Each QU inplenents its own
val ues.

The Kind field may be extended by the vendor to include zero or
nore octets of the Value(s) field.
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Val ue('s)

Zero or nmore octets. The details are inplenmentation specific.

2. Configuration Options

The Configuration Option format and basic options are already defined
for LCP [1].

Up-to-date values of the LCP Option Type field are specified in the
nmost recent "Assigned Nunmbers" [2]. This docunent concerns the
foll ow ng val ues:

0 Vendor - Specific

2.1. Vendor-Specific Option
Descri ption

Some i npl enentors m ght not need nor want to publish their
proprietary algorithnms and attributes. This nechanismis
avail able to specify these without encunmbering the 1ANA with
proprietary nunber requests.

Bef ore accepting this option, the inplenmentation nust verify that
the Organi zationally Unique Identifier and Kind specify a known
nmechani sm and that any vendor specific negotiation values are
fully under st ood.

Rat i onal e:
This is defined as general feature of all PPP Control Protocols,
to avoid future conflicts in vendor secretly self-assigned Type
nunbers.

A sunmary of the Vendor-Specific Configuration Option format is shown
below. The fields are transmitted fromleft to right.

T I T i o ST S S S I mi s o S S S S

| Type | Lengt h | oul
T o i T S o T s T S e e i S S i St S S S
| Ki nd | Val ue(s)

T S T i SO S S S S S S ST i i S S S S
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Type
0
Lengt h
>= 6
When the Length is six, no Value(s) field is present.
Qul
three octets. The vendor’s Organizationally Unique lIdentifier.

The bits within the octet are in canonical order, and the nobst
significant octet is transmtted first.

Ki nd
one octet. Indicates a sub-type for the QU . There is no
standardi zation for this field. Each QU inplenents its own
val ues.

The Kind field may be extended by the vendor to include zero or
nore octets of the Value(s) field.

Val ue('s)

Zero or nmore octets. The details are inplenmentation specific.

3. Organi zationally Unique Identifiers

The three-octet Organizationally Unique lIdentifier (OU) identifies
an organi zation that administers the neaning of the nessage. This
QU is based on | EEE 802 vendor assighnents.

| EEE contact details for assignment of an OUI are given in [ RFC
1700]. Vendors that desire to use their | EEE 802 QU for PPP Vendor
Ext ensi ons shoul d al so register the QU with | ANA

In the alternative, a vendor that does not otherw se need an | EEE
assigned QU can request a PPP specific QU fromI|ANA.  This QU

shall be assigned fromthe ' CFO0O00' series. This has both the

"l ocal | y-assi gned” and "broadcast/nulticast" bits set to 1; that is,
the least significant two bits of the nost significant octet are both
set to 1.

Appearance in nmenory, bits transmitted right-to-left within octets,
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octets transmitted left-to-right:
s s T S il s i T S

[11001111IxXXXXXXX/XXXXXXXX
s s T S il s i T S

||
| Multicast

Local
Rat i onal e:

This is defined for vendors that are not able to use | EEE
assi gnments, such as software-only vendors.

It is not clear how the | EEE assigns bl ocks. |In sone instances,
the "l ocal ly-assigned" bit is known to have been used.

However, nulticast has no neaning in PPP. Therefore, an | EEE
assigned QU would have the nmulticast bit cleared to O.

The ' CFO000’ series was arbitrarily chosen to match the PPP NLPI D
"CF, as a matter of nmenoni c conveni ence.
Security Considerations

Security issues are not discussed in this docunent.
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Cont act s

Comment s about this document shoul d be di scussed on the ietf-
ppp@rerit.edu mailing list.

Thi s docunent was reviewed by the Point-to-Point Protocol Wrking
G oup of the Internet Engineering Task Force (IETF). The working
group can be contacted via the current chair:

Karl Fox

Ascend Commruni cati ons

655 Metro Place South, Suite 379
Dublin, Chio 43017

kar| @scend. com

Questions about this docunment can also be directed to:

William Al len Sinpson

DayDr eaner

Comput er Systens Consulting Services
1384 Font ai ne

Madi son Hei ghts, M chigan 48071

wsi npson@M ch. edu
wsi npson@x eenDr agon. com ( preferred)
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