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Abstract

Virtual Private |IP networks nmay span nultiple Autononous Systens or
Service Providers. There is a requirenent for the use of a globally
unique VPN identifier in order to be able to refer to a particul ar
VPN (see section 6.1.1 of [1]). This docunment proposes a format for
a globally unique VPN identifier

1. Introduction

As the Public Internet expands and extends its infrastructure
globally, the determination to exploit this infrastructure has led to
wi despread interest in I[P based Virtual Private Networks. A VPN

emul ates a private I P network over public or shared infrastructures.
Virtual Private Networks provi de advantages to both the Service
Provider and its custonmers. For its custoners, a VPN can extend the
| P capabilities of a corporate site to renote offices and/or users
with intranet, extranet, and dialup services. This connectivity
shoul d be achieved at a | ower cost to the custonmer with savings in
capital equi pnent, operations, and services. The Service Provider
is able to nake better use of its infrastructure and network

adm ni stration expertise offering IP VPN connectivity and/or services
to its custoners.

There are many ways in which I P VPN services may be inplemented. The

| P based VPN framework docunent [1] identifies four types of VPN to
be supported: Virtual Leased Lines, Virtual Private Routed Networks,
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Virtual Private Dial Networks, and Virtual Private LAN Segnents. I n
addi ti on, nunerous drafts and white papers outline nmethods to be used
by Service Providers and/or Service Provider custoners to enable this
service. Solutions nay be customer based or network based. Network
based sol uti ons may provide connectivity and services at |ayer 2
and/or layer 3. The devices involved in enabling the solution nmay be
Custormer Prem ses Equi pnent (CPE), Service Provider Edge equi prent,
Service Provider Core equi pnent, or some conbi nati on of these.

Wil e the various nethods of VPN service inplenmentation are being
di scussed and debated, there are two points on which there is
agr eenent :

Because a VPN is private, it may use a private address space which
may overlap with the address space of another VPN or the Public
I nt ernet.

A VPN may span nultiple I P Autononous Systens (AS) or Service
Provi ders.

The first point indicates that an | P address only has nmeaning w thin
the VPN in which it exists. For this reason, it is necessary to
identify the VPN in which a particular |IP address has neaning, the
"scope" of the |IP address.

The second point indicates that several methods of VPN service

i npl ementation may be used to provide connectivity and services to a
single VPN. Different service providers may enploy different
strategi es based on their infrastructure and expertise. It is
desirable to be able to identify any particular VPN at any |ayer and
at any location in which it exists using the same VPN identifier.

2. dobal VPN Identifier

The purpose of a VPN-IDis to identify a VPN. This identifier may be
used in various ways dependi ng on the nethod of VPN service
i npl erentation. For exanple, the VPN-1D may be incl uded:

- Ina MBto configure attributes to a VPN, or to assign a physi cal
or |l ogical access interface to a particular VPN

- In a control or data packet, to identify the "scope" of a private
| P address and the VPN to which the data bel ongs.

It is necessary to be able to identify the VPN with which a data
packet is associated. The VPN-ID nmay be used to make this

associ ation, either explicitly (e.g. through inclusion of the VPN-1D
in an encapsul ation header [2]) or inplicitly (e.g. through inclusion
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of the VPN-ID in a ATM signalling exchange [3]). The appropri at eness
of using the VPN-1D in other contexts needs to be carefully
eval uat ed.

There is another very inportant function that may be served by the
VPN identifier. The VPN identifier may be used to define the "VPN
authority" who is responsible for coordinating the connectivity and
servi ces enployed by that VPN. The VPN authority nay be the Private
Net wor k adm ni strator or the prinmary Service Provider. The VPN
authority will adm nister and serve as the main point of contact for
the VPN. The authority nay outsource some functions and
connectivity, set up contractual agreements with the different
Service Providers involved, and coordinate configuration
performance, and fault nmanagement.

These functions require a VPN that is global in scope and usable in
various solutions. To be a truly global VPN identifier, the formt
cannot force assunptions about the shared network(s). Conversely, the
format should not be defined in such a way as to prohibit use of
features of the shared network. It is necessary to note that the
same VPN may be identified at different |ayers of the sane shared
network, e.g. ATMand IP layers. The sane VPN-1D format and val ue
shoul d apply at both | ayers.
The methods of VPN-ID usage are beyond the scope of this neno.
3. Gobal VPN Identifier Format Requirenents

The VPN ldentifier format should nmeet the follow ng requirenents:

- Provide a globally unique VPN Identifier usable across

nmul tiple Service Providers.
- Enabl e support of a non-1P dependent VPN-ID for use in
| ayer 2 VPNs.
- Identify the VPN Authority within the VPN lIdentifier.
4. dobal VPN Identifier Format

The gl obal VPN Identifier format is:

3 octet VPN authority Organizationally Unique ldentifier [4]
fol | owed by

4 octet VPN index identifying VPN according to QU
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The VPN QU (I EEE 802- 1990 Organi zationally Unique ldentifier) [4]
identifies the VPN authority. The VPN authority will serve as the
primary VPN adm nistrator. The VPN authority may be the

conpany/ organi zation to which the VPN bel ongs or a Service Provider
that provides the underlying infrastructure using its own and/or

ot her providers’ shared networks. The 4 octet VPN Index identifies a
particul ar VPN serviced by the VPN authority.

5. Security Considerations

Thi s docunent defines the format of the global VPN identifier wthout
speci fying usage. However, the association of particular
characteristics and capabilities with a VPN identifier necessitates
use of standard security procedures with any specified usage.

M sconfiguration or deliberate forging of VPN identifier may result
di fferent breaches in security including the interconnection of

di fferent VPNs.
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8.

Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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