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| ESG Not e
This extension to the POP3 protocol is to be used by a server to
express policy descisions taken by the server adninistrator. It is
not an endorsenent of inplenentations of further POP3 extensions
generally. It is the general view that the POP3 protocol should stay
sinple, and for the sinple purpose of downl oading email froma nail
server. |f nore conplicated operations are needed, the | MAP protocol

[ RFC 2060] should be used. The first paragraph of section 7 should
be read very carefully.
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1. Introduction

The Post O fice Protocol version 3 [POP3] is very w dely used.
However, while it includes sonme optional commands (and sonme usefu
prot ocol extensions have been published), it |lacks a mechanism for
advertising support for these extensions or for behavior variations.

Currently these optional features and extensions can only be detected
by probing, if at all. This is at best inefficient, and possibly
worse. As a result, sone clients have manual configuration options
for POP3 server capabilities.

Because one of the npbst inportant characteristics of POP3 is its
sinplicity, it is desirable that extensions be few in nunber (see
section 7). However, sone extensions are necessary (such as ones
that provide inproved security [POP-AUTH] ), while others are very
desirable in certain situations. |In addition, a nmeans for

di scoveri ng server behavior is needed.

This nenp updates RFC 1939 [POP3] to define a mechanismto announce
support for optional commands, extensions, and unconditional server
behavior. Included is an initial set of currently depl oyed
capabilities which vary between server inplenentations, and severa
new capabilities (SASL, RESP-CODES, LOG N DELAY, PIPELIN NG EXPIRE
and | MPLEMENTATION). This docunent al so extends POP3 error nessages
so that machi ne parsabl e codes can be provided to the client. An
initial set of response codes is included. |In addition, an [ ABNF]
speci fication of POP3 comrands and responses is defined.

Public conmrents should be sent to the | ETF POP3 Extensions mailing

list, <ietf-pop3ext@nt.org> To subscribe, send a nessage
cont ai ni ng SUBSCRI BE to <ietf-pop3ext-request@nt. org>.
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2. Conventions Used in this Docunent
The key words "REQUI RED', "MJST", "MJST NOT", "SHOULD', "SHOULD NOT",
and "MAY" in this docunent are to be interpreted as described in "Key
words for use in RFCs to I ndicate Requirenent Levels" [KEYWORDS].

In exanples, "C:" and "S:" indicate |ines sent by the client and
server respectively.

3. General Conmand and Response Grammar

The general form of POP3 commands and responses i s described using
[ ABNF] :

POP3 commands:

command = keyword *(SP param) CRLF ; 255 octets maxi mum
keywor d = 3*4VCHAR
par am = 1*VCHAR

POP3 responses:
response = greeting / single-line / capa-resp / nulti-line
capa-resp = single-line *capability "." CRLF
capa-tag = 1*cchar
capability = capa-tag *(SP paran) CRLF ;512 octets maxi mum
cchar = Wx21-2D / W2F-7F

;printable ASCII, excluding

dot - st uf f ed * CHAR CRLF :must be dot-stuffed

gchar %21-3B /| 9%3D- 7F
;printable ASCI I, excluding "<"
greeting = "+CK" [resp-code] *gchar [tinmestanp] *gchar CRLF
;512 octets maxi mum
mul ti-Iine = single-line *dot-stuffed "." CRLF
rchar = Wx21-2E / 9%30-5C / 9%5E-7F
;printable ASCII, excluding "/" and "]"
resp-code = "[" resp-level *("/" resp-level) "]"
resp-1| evel = 1*rchar
schar = Wx21-5A /| %&5C-7F

;printable ASCII, excluding "["

single-line status [SP text] CRLF ;512 octets maxi mum

stat us = "+XK" / "-ERR'
t ext = *gschar / resp-code *CHAR
ti mest anp = "<" *VCHAR ">"

; MUST conformto RFC-822 nsg-id
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4.

Paranmet er and Response Lengt hs

This specification increases the length restrictions on comands and
paraneters inposed by RFC 1939.

The maxi mum |l ength of a command is increased from47 characters (4
character conmand, single space, 40 character argunent, CRLF) to 255
octets, including the term nating CRLF.

Servers which support the CAPA command MJST support comrands up to
255 octets. Servers MJST al so support the |argest nmaxi num conmmand
| ength specified by any supported capability.

The maxi mum |l ength of the first line of a command response (i ncluding
the initial greeting) is unchanged at 512 octets (including the
term nating CRLF).

The CAPA Conmand

The POP3 CAPA command returns a list of capabilities supported by the
POP3 server. It is available in both the AUTHORI ZATI ON and
TRANSACTI ON st at es.

A capability description MJUST docunment in which states the capability
i's announced, and in which states the commands are vali d.

Capabilities available in the AUTHORI ZATI ON state MJST be announced
in both states.

If a capability is announced in both states, but the argunment m ght
differ after authentication, this possibility MIST be stated in the
capability description.

(These requirenents allow a client to issue only one CAPA comand if
it does not use any TRANSACTI ON-only capabilities, or any
capabilities whose values may differ after authentication.)

If the authentication step negotiates an integrity protection |ayer,
the client SHOULD reissue the CAPA conmand after authenticating, to
check for active down-negotiation attacks.

Each capability may enabl e additional protocol conmands, additi onal
paraneters and responses for existing conmands, or describe an aspect
of server behavior. These details are specified in the description
of the capability.
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Section 3 describes the CAPA response using [ABNF]. Wen a
capability response describes an optional conmand, the <capa-tag>
SHOULD be identical to the conmand keyword. CAPA response tags are
case-insensitive.

CAPA

Ar gunent s:
none

Restrictions:
none

Di scussi on:
An -ERR response indicates the capability comand i s not
i mpl enented and the client will have to probe for
capabilities as before.

An +OK response is followed by a list of capabilities, one
per line. Each capability nanme MAY be followed by a single
space and a space-separated |list of parameters. Each
capability line is limted to 512 octets (including the
CRLF). The capability list is ternminated by a line
containing a termnation octet (".") and a CRLF pair.

Possi bl e Responses:
+K - ERR

Exanpl es:

. CAPA

+OK Capability list foll ows
TOP

USER

SASL CRAM MD5 KERBEROS V4
RESP- CODES

LOG N- DELAY 900

Pl PELI NI NG

EXPI RE 60

Ul DL

| MPLEMENTATI ON Shl enazl e- Pl ot z- v302

DONLLOLHNLOHRNWO

6. Initial Set of Capabilities

This section defines an initial set of POP3 capabilities. These

i nclude the optional POP3 commands, already published POP3

ext ensi ons, and behavi or variations between POP3 servers which can
i npact clients.
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Note that there is no APOP capability, even though APOP is an
optional command in [POP3]. dCients discover server support of APCP
by the presence in the greeting banner of an initial challenge

encl osed in angle brackets ("<>"). Therefore, an APOP capability
woul d introduce two ways for a server to announce the sane thing.

6.1. TOP capability

CAPA t ag:
TOP

Ar gunent s:
none

Added conmands:
TOP

St andard commands af f ect ed:
none

Announced states / possible differences:
both / no

Commands valid in states:
TRANSACTI ON

Speci fication reference:
[ POP3]

Di scussi on:
The TOP capability indicates the optional TOP command is
avai |l abl e.
6.2. USER capability

CAPA t ag:
USER

Ar gunent s:
none

Added conmands:
USER PASS

St andard commands af f ect ed:
none
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Announced states / possible differences:
both / no

Commands valid in states:
AUTHENTI CATI ON

Speci fication reference:
[ POP3]

Di scussi on:
The USER capability indicates that the USER and PASS conmmands
are supported, although they nay not be available to all users.

6.3. SASL capability

CAPA t ag:
SASL

Argument s:
Supported SASL mechani sns

Added conmands:
AUTH

St andard commands af f ect ed:
none

Announced states / possible differences:
both / no

Commands valid in states:
AUTHENTI CATI ON

Speci fication reference:
[ POP- AUTH, SASL]

Di scussi on:
The POP3 AUTH command [ POP- AUTH] permits the use of [ SASL]
aut henti cation nmechani sms with POP3. The SASL capability
i ndi cates that the AUTH command is available and that it supports
an optional base64 encoded second argunent for an initial client
response as described in the SASL specification. The argument to
the SASL capability is a space separated |ist of SASL nechani sns
whi ch are support ed.
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6.4. RESP-CODES capability

CAPA t ag:
RESP- CODES

Ar gunent s:
none

Added conmands:
none

St andard commands af f ect ed:
none

Announced states / possible differences:
both / no

Commands valid in states:
n/ a

Speci fication reference:
thi s docunent

Di scussi on:
The RESP- CODES capability indicates that any response text issued
by this server which begins with an open square bracket ("[") is
an extended response code (see section 8).

6.5. LOG N DELAY capability

CAPA t ag:
LOG N- DELAY

Argunent s:
m ni mum seconds between | ogins; optionally followed by USER in
AUTHENTI CATI ON st at e.

Added conmands:
none

St andard commands af f ect ed:
USER PASS APOP AUTH

Announced states / possible differences:
both / yes

Commands valid in states:
n/ a
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Speci fication reference:
thi s docunent

Di scussi on:
POP3 clients often login frequently to check for new nmuail.
Unfortunately, the process of creating a connection,
aut henticating the user, and opening the user’s nmildrop can be
very resource intensive on the server. A nunber of deployed POP3
servers try to reduce server load by requiring a delay between
|l ogins. The LOG N DELAY capability includes an integer argunent
whi ch indicates the nunber of seconds after an "+OK' response to
a PASS, APOP, or AUTH command before another authentication will
be accepted. dients which permt the user to configure a nai
check interval SHOULD use this capability to deternine the
m ni mum perm ssible interval. Servers which advertise LOd N
DELAY SHOULD enforce it.

If the mininmum | ogin delay period could differ per user (that is,
the LOA N-DELAY argunent mni ght change after authentication), the
server MJUST announce in AUTHENTI CATION state the | argest val ue
whi ch could be set for any user. This night be the |argest val ue
currently in use for any user (so only one val ue per server), or
even the |argest value which the server pernmts to be set for any
user. The server SHOULD append the token "USER' to the LOGA N
DELAY parameter in AUTHENTI CATION state, to informthe client

that a nore accurate value is available after authentication.

The server SHOULD announce the nore accurate val ue i n TRANSACTI ON
state. (The "USER' token allows the client to decide if a second
CAPA command i s needed or not.)

Servers enforce LOG N DELAY by rejecting an authentication
conmand with or wi thout the LOd N DELAY error response. See
section 8.1.1 for nore information.

6.6. PIPELINING capability

CAPA t ag:
Pl PELI NI NG

Ar gunent s:
none

Added conmands:
none

St andard commands af f ect ed:
al |
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Announced states / possible differences:
both / no

Commands valid in states:
n/ a

Speci fication reference:
thi s docunent

Di scussi on:
The PI PELI NI NG capability indicates the server is capable of
accepting multiple cormands at a tine; the client does not have
to wait for the response to a command before issuing a subsequent
command. If a server supports PIPELINING it MJST process each
conmand in turn. |If a client uses PIPELINING it MJST keep track
of which commands it has outstanding, and nmatch server responses
to conmands in order. |If either the client or server uses
bl ocking wites, it MJST not exceed the w ndow size of the
underlying transport |ayer.

Some POP3 clients have an option to indicate the server supports
"Overl apped POP3 commands." This capability renoves the need to
configure this at the client.

This is roughly synonynous wi th the ESMIP Pl PELI NI NG ext ensi on

[ Pl PELI NI NG, however, since SMIP [ SMIP] tends to have short
conmands and responses, the benefit is in grouping nultiple
commands and sending themas a unit. Wile there are cases of
this in POP (for exanple, USER and PASS coul d be batched,
mul ti pl e RETR and/ or DELE commands coul d be sent as a group),
because POP has short commands and sonetimes | engthy responses,
there is al so an advantage i s sendi ng new commands while still
receiving the response to an earlier comuand (for exanple,
sendi ng RETR and/ or DELE commands whil e processing a U DL reply).

6.7. EXPIRE capability

CAPA t ag:
EXPI RE

Ar gunent s:
server-guaranteed mninumretenti on days, or NEVER optionally
foll owed by USER i n AUTHENTI CATI ON state

Added conmands:
none
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St andard commands af f ect ed:
none

Announced states / possible differences:
both / yes

Commands valid in states:
n/ a

Speci fication reference:
thi s docunent

Di scussi on:
While POP3 allows clients to | eave nessages on the server, RFC
1939 [POP3] warns about the problens that may arise fromthis,
and allows servers to del ete nessages based on site policy.

The EXPI RE capability avoids the problens nentioned in RFC 1939,
by allowi ng the server to informthe client as to the policy in
effect. The argunment to the EXPIRE capability indicates the

m ni num server retention period, in days, for nessages on the
server.

EXPIRE O indicates the client is not pernitted to |l eave mail on
the server; when the session enters the UPDATE state the server
MAY assunme an inplicit DELE for each nessage which was downl oaded
with RETR

EXPI RE NEVER asserts that the server does not del ete nessages.

The concept of a "retention period" is intentionally vague.
Servers may start counting days to expiration when a nessage is
added to a maildrop, when a client becones aware of the existence
of a nessage through the LIST or U DL comrands, when a nessage
has been acted upon in sone way (for exanple, TOP or RETR), or at
some other event. The EXPIRE capability cannot provide a precise
i ndication as to exactly when any specific nmessage will expire.
The capability is intended to nake it easier for clients to
behave in ways which conformto site policy and user w shes. For
exanple, a client nmight display a warning for attenpts to
configure a "leave mail on server" period which is greater than
or equal to sone percentage of the value announced by the server

If a site uses any automatic deletion policy, it SHOULD use the
EXPI RE capability to announce this.
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The EXPI RE capability, with a paraneter other than O or NEVER, is
intended to let the client know that the server does permt nai
to be left on the server, and to present a value which is the
smal | est which might be in force.

Sites which pernmit users to retain nessages indefinitely SHOULD
announce this with the EXPI RE NEVER response.

If the expiration policy differs per user (that is, the EXPIRE
argunment m ght change after authentication), the server MJST
announce in AUTHENTI CATI ON state the small est val ue which coul d
be set for any user. This mght be the smallest value currently
in use for any user (so only one value per server), or even the
smal | est val ue which the server pernmits to be set for any user.
The server SHOULD append the token "USER' to the EXPI RE paraneter
in AUTHENTI CATION state, to informthe client that a nore
accurate value is available after authentication. The server
SHOULD announce the nore accurate val ue in TRANSACTI ON st at e.
(The "USER' token allows the client to decide if a second CAPA
conmand i s needed or not.)

A site nay have a nessage expiration policy which treats nessages
differently depending on which user actions have been perforned,
or based on other factors. For exanple, a site night delete
unseen nessages after 60 days, and conpletely- or partially-seen
nmessages after 15 days.

The announced EXPI RE value is the smallest retention period which
is or might be used by any category or condition of the current
site policy, for any user (in AUTHENTI CATION state) or the
specific user (in TRANSACTION state). That is, EXPIRE inforns
the client of the m ni mum nunber of days nessages may remain on
the server under any circunstances.

Exanpl es:
EXPI RE 5 USER
EXPI RE 30
EXPlI RE NEVER
EXPI RE O

The first exanple indicates the server night del ete nessages
after five days, but the period differs per user, and so a nore
accurate value can be obtained by issuing a second CAPA conmrand

i n TRANSACTI ON state. The second exanpl e indicates the server
coul d del ete nessages after 30 days. |In the third exanple, the
server announces it does not delete nessages. The fourth exanpl e
specifies that the site does not pernit nessages to be left on

t he server.
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6.8. UDL capability

CAPA t ag:
Ul DL

Ar gunent s:
none

Added conmands:
Ul DL

St andard commands af f ect ed:
none

Announced states / possible differences:
both / no

Commands valid in states:
TRANSACTI ON

Speci fication reference:
[ POP3]

Di scussi on:
The U DL capability indicates that the optional U DL comand is
support ed.
6.9. | MPLEMENTATI ON capability

CAPA t ag:
| MPLEMENTATI ON

Ar gunent s:
string giving server inplenmentation information

Added conmands:
none

St andard commands af f ect ed:
none

Announced states / possible differences:
both (optionally TRANSACTION only) / no

Commands valid in states:
n/ a
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7.

Speci fication reference:
thi s docunent

Di scussi on:
It is often useful to identify an inplenentation of a particular
server (for exanple, when logging). This is comonly done in the
wel conme banner, but one nust guess if a string is an
i npl enentation I D or not.

The argunment to the | MPLEMENTATI ON capability consists of one or
nore tokens which identify the server. (Note that since CAPA
response tag argunents are space-separated, it may be conveni ent
for the | MPLEMENTATI ON capability argunment to not contain spaces,
so that it is a single token.)

Normal | y, servers announce | MPLEMENTATION in both states.
However, a server MAY chose to do so only in TRANSACTI ON state.

A server MAY include the inplenentation identification both in
t he wel come banner and in the | MPLEMENTATI ON capability.

Clients MJUST NOT nodi fy their behavior based on the server
i npl enentation. Instead the server and client should agree on a
private extension.

Future Extensions to POP3

Future extensions to POP3 are in general discouraged, as POP3's
usefulness lies inits sinplicity. POP3 is intended as a downl oad-
and-del ete protocol; mail access capabilities are available in | MAP
[ MAP4]. Extensions which provide support for additional mail boxes,
al | ow upl oadi ng of nmessages to the server, or which deviate from
POP' s downl oad- and-del ete nodel are strongly di scouraged and unlikely
to be pernmitted on the | ETF standards track.

Clients MJUST NOT require the presence of any extension for basic
functionality, with the exception of the authentication comuands
(APCP, AUTH [section 6.3] and USER/ PASS).

Section 9 specifies how additional capabilities are defined.

Ext ended POP3 Response Codes

Unext ended POP3 is only capable of indicating success or failure to
nost comands. Unfortunately, clients often need to know nore

i nformati on about the cause of a failure in order to gracefully
recover. This is especially inportant in response to a failed |login
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(there are wi del y-deployed clients which attenpt to decode the error
text of a PASS command result, to try and distingui sh between "unabl e
to get nmildrop | ock” and "bad | ogin").

This specification anends the POP3 standard to pernit an optional
response code, enclosed in square brackets, at the beginning of the
human readabl e text portion of an "+CK" or "-ERR' response. Cients
supporting this extension MAY renove any infornmation enclosed in
square brackets prior to displaying human readable text to the user.
| medi ately followi ng the open square bracket "[" character is a
response code which is interpreted in a case-insensitive fashion by
the client.

The response code is hierarchical, with a "/" separating |evels of
detail about the error. dients MJST ignore unknown hierarchical
detail about the response code. This is inportant, as it could be
necessary to provide further detail for response codes in the future.

Section 3 describes response codes using [ ABNF].

If a server supports extended response codes, it indicates this by
i ncl udi ng the RESP- CODES capability in the CAPA response.

Exanpl es:
C. APCP nrose c4c9334bac560ecc979e58001b3e22f b
S: -ERR [INUSE] Do you have another POP session runni ng?

8.1. Initial POP3 response codes

This specification defines two POP3 response codes which can be used
to determne the reason for a failed login. Section 9 specifies how
addi ti onal response codes are defined.

8.1.1. The LOG N DELAY response code

This occurs on an -ERR response to an AUTH, USER (see note), PASS or
APOP conmand and indicates that the user has logged in recently and
will not be allowed to login again until the login delay period has
expi red.

NOTE: Returning the LOd N-DELAY response code to the USER conmand
avoi ds the work of authenticating the user but reveals to the client
that the specified user exists. Unless the server is operating in an
envi ronnent where user nanes are not secret (for exanple, many
popul ar email clients advertise the POP server and user name in an
outgoing nail header), or where server access is restricted, or the
server can verify that the connection is to the sanme user, it is
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strongly recommended that the server not issue this response code to
the USER command. The server still saves the cost of opening the
mai | drop, which in sone environnents is the nbst expensive step

8.1.2. The IN-USE response code

This occurs on an -ERR response to an AUTH, APCP, or PASS conmand.
It indicates the authentication was successful, but the user’s
mai ldrop is currently in use (probably by another POP3 client).

9. | ANA Consi derati ons

Thi s docunment requests that | ANA maintain two new registries: POP3
capabilities and POP3 response codes.

New POP3 capabilities MJST be defined in a standards track or |ESG
approved experinmental RFC, and MJUST NOT begin with the letter "X".

New POP3 capabilities MJST include the follow ng information
CAPA t ag
Argunent s
Added comands
St andard commands af f ect ed
Announced states / possible differences
Commands valid in states
Speci fication reference
Di scussi on

In addition, new limts for POP3 command and response | engths nay
need to be incl uded.

New POP3 response codes MJST be defined in an RFC or other permanent
and readily available reference, in sufficient detail so that

i nteroperability between independent inplenentations is possible.
(This is the "Specification Required" policy described in [IANA]).

New POP3 response code specifications MJIST include the follow ng

i nformation: the conplete response code, for which responses (+OK

or -ERR) and commands it is valid, and a definition of its meaning and
expected client behavior.
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10. Security Considerations

A capability list can reveal information about the server’s

aut henti cati on mechani snms which can be used to deternine if certain
attacks will be successful. However, allowing clients to
automatically detect availability of stronger nechanisns and alter
their configurations to use themcan inprove overall security at a
site.

Section 8.1 discusses the security issues related to use of the
LOG N- DELAY response code with the USER comrand.
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