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Abstract

This meno provides an overview to the new Internet User. The

i nt ended audi ence is the conmmon Internet user of today, thus it
attenpts to provide a nore consuner oriented approach to the Internet
rather than going into any depth about a topic. Unlike its
predecessors, this edition seeks to answer the general questions that
an unsophi sti cated consuner would ask as opposed to the nore pointed
questions of a nore technically sophisticated Internet user. Those
desiring a nore in-depth discussion are directed to FYl 7 that deals
with internmediate and advanced Q A topics. A conscious effort has
been made to keep this nenp brief but at the same tinme provide the
new user with enough information to generally understand the

| nt er net.
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2. Questions About the Internet
2.1. What is the Internet?

Peopl e use conputers to performa w de assortnent of tasks. A
connected group of conputers is known as a network. Because people
are connected via this network, they can use their conputers to
exchange ideas and information. Some conputers are connected
directly to the network while others (prinmarily those in hones) are
connected via a tel ephone line and a comruni cati on device known as a
nmodem By connecting networks together with specialized conputers
known as routers, people on one network can engage in activities with
peopl e on other networks. This |INTER-connected group of NETworks is
known as the | NTERNET.

2.2. What Can | do on the Internet?

There is a large variety of activities that users can do on the
Internet. These activities include surfing, searching, sending mail
transfering prograns and docunents, chatting, and playi ng ganes.

SURFI NG

Surfing is one of the nost popular Internet activities. To surf, a
user needs a program known as a web browser. The web browser enabl es
the user to connect to a |location that contains information. Many

| ocations contain links to other sites that contain rel ated
information. These links are usually identified by underlined text
that is of a different color fromthe rest of the text in an article.
By clicking on one of these links the user is then connected to that
information. This information nay be at the sanme |ocation or may be
at a different location. This new information may, in turn, have
links to other information. So just like a footnote or reference in
a print publication, links can be used to find related or non-rel ated
i nformati on.

SEARCHI NG

Sear chi ng invol ves using a special programknown as a seach engi ne.
There are several of these engines that are | ocated at various search
sites. The popular web browsers have | ocation information about

t hese search sites. Searching is simlar to using a card catalog in
a library. Just as a person would |ook up a topic in a card catal og
and find one or nore references to that topic with library |ocation

i nformati on, a search engine provides the user with a list of sites
that may contain relevant information. This list is actually a set
of links to these sites so that all the user has to do is click on
the link to go to the location. Just as different library card
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catalogs will contain different reference cards, different search
engines will provide different reference |ists.

E- MAI L

E-mail is another very popular activity. It is very simlar to
sending letters through the post office or notes and nenps around the
office. It is used to exchange nessages between two or nore people.

Because emni| can be m sunderstood or abused, users should be
famliar with email netiquette. For nore information see Netiquette
Gui del i nes [FYl 28, RFC 1855].

Many people also participate in nailing lists. Usually a nmailing
list is dedicated to a particular topic or interest. Some nailing
lists are used to provide information to subscribers, such as product
update information for sonething an individual may have purchased
while others are used for discussion. |In the latter instance people
participate in the discussion by sending email to a "list" address
which in turn distributes it to all nenbers of a list. Abuse of mai
lists is probably the biggest source of junk email (also known as
"spam'). Everyone should take care that they aren’t the source of
junk mail .

FI LE TRANSFER

Prograns and docunents are transferred in several ways. The nost
common way this is done between individual users is to attach the
program or document to an e-mail nessage. Progranms and docunents are
usual ly transferred fromsites to users using the save feature of a
web browser or the file transfer protocol (FTP). Such transfers
enabl e users to obtain a variety of programs, docunents, audio files,
and video files.

CHAT

Chat takes place between one or nore persons who are on the Internet.
Chatting is very simlar to going to a party. Just as people
congregate in small groups and di scuss things, chatters neet in chat
roons to discuss a topic. Chat rooms are generally sponsored or
operated by an organi zation that has an interest in the topic area.
For exanpl e, an online news organi zation would have a chat room for
chatters to discuss current events. To chat one person wites a
nmessage which can be read, as it is being witten, by the others who
can respond to it in turn. First tinme chatters should be aware that
just as at a party where sone peopl e never say anything, so there may
be people in the roomwho are just listening. Also, just like at a
party, some people nmay portray thenselves to be soneone different
than who they really are. Lastly, remenber that chatters come and go
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to chat roons the sane way peopl e nove about groups at a party.
GAMES

Sone people use the Internet to play ganmes. These ganes can be role
pl ayi ng ganes, action/adventure ganes, or online versions of old
standbys |i ke chess. Sone ganes require the user to purchase a copy
of the game and install it on their conmputer, while others are played
by going to a gane site. Just |like other fornms of gane playing,

I nternet gane playing can be chal |l engi ng, entertaining, and an

enj oyabl e soci al experience. Don't be afraid to have fun.

OTHER ACTI VI TI ES

O her popul ar activities include electronic shopping, banking, and
investing. Many retailers describe and display pictures of their
products on the Internet enabling people to buy on line. Shopping

al so includes purchasing services such as an airline ticket or
ordering groceries. Many banks allow people to transfer funds, check
avail abl e funds, pay bills and other such activities while on the
Internet with an account nunber and ID. Lastly, many peopl e invest
while on the Internet in everything fromstocks and bonds to rea
estate. One word of caution, if you are using a credit card, check
to see if there are security features in place to protect your credit
card information. Reputable sites should tell you how they are
protecting your information. If you are in doubt about how your
information will be protected, don't use your credit card at that
site.

2.3. What is an Address?

Two commonly asked questions these days are "Wat’'s your e-nai
address?" and "What’'s the URL?" Cenerally, the first question is
asking where to send information, while the second is asking where to
get information. The answer to the first question is usually

somet hing i ke nyname@onpany. com The answer to the second question
is usually something like "http://ww. newspaper.conf. Wat do these
answers mean?

E- MAI L ADDRESS

As stated previously an e-nail address is sonmething |ike
"nynanme@onpany. conf', pronounced "MYNAME at COVPANY dot COM'. An
emai | address consists of two parts that are divided by an "@ sign
The portion to the left is like the name Iine on a letter, it

identifies a particular person and usually is conposed of the
person’s name. Typical nanmes | ook like this:
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j ohn_doe
j ohn. doe
j doe
doej

The nane is assigned by the systemor network adminstrator who is
managi ng the email systemand follows rules that have been
establ i shed by the conmpany providing the e-mail service. Sonetines
the nanme portion of the e-nail address is referred to as a mail box.

The portion to the right of the "@ sign is the nane of the conputer
systemthat is providing the e-nmail service. This name is usually
the nanme of the conpany that owns the conmputer systemfollowed by a
"dot" and an abbreviation that represents the "domain" or group of
nanes which the organi zation falls under. Exanples of these "top

| evel " domains are "edu", "coni, and country codes such as "fr" for
France and "jp" for Japan. Wen an e-nail is sent the portion of the
address to the right of the "@ sign is used to find the destination
computer of the emil.

URL

A Uni form Resource Locator (URL) is comonly used to identify a
computer that provides world wide web service. It usually |ooks
sonething like "http://ww. newspaper.conf'. This address also
consists of two parts. In this case the two parts are separated by
the "//". The portion to the left neans find the world wi de web
service that is |located at the conputer identified to the right of
the "//". The portion to the right is the nane of the conputer that
is providing the world wide web service. |Its nane is conposed of
parts that are simlar to those described for the nane of an enmi
computer. Sonetimes the portion on the right contains additional
information that identifies a particular docunment at the web site.

For exampl e, http://ww. newspaper.conisports/articlel. htm would
identify a specific article in the sports section of the newspaper.

2.4. Are There Any Rules of Behavior on the Internet?

In general, commobn sense, courtesy, and decency govern good Internet
behavi or. There is no single formal rul ebook that governs behavi or on
the Internet. FYl 28 that was nentioned previously is a good gui de.
Many activities such as gane sites, chat roonms, or e-nmail lists nay
have rules of their own. Wat nay be acceptabl e behavior in one chat
roommay be totally out of bounds in another. It never hurts to
check the water tenperature before junping in the pool. Users should
use the sanme precautions before joining in any online activity.
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E-mail in particular can | ead to m sunderstandi ngs between peopl e.
Users shoul d renenber that the reader only has the text to deternine
what is being said. Oher conversation cues such as "tone of voice"
and body signals |ike winking are not present in the text. Because
of this, users of the Internet have devel oped cues to put in the
text. Text techni ques such as capitalization and synbols known as
enoticons (also called "snmilies") are used.

A typical smley |looks like this :-)

Addi tional ly, acronyns have evol ved over tinme (for exanmple IMHO - In
My Hunmbl e Opinion). Mre information about this can be found by
searching. Use keywords like "netiquette" and "enoticon" with your
search engine to find nore information

Users should al so be aware that their particul ar prograns such as
word processors or e-nmail might produce docunments and nessages that
are not readable by everyone. Very often, a reader nust have the
sane programin which a docunent was witten in order to read it.
So, before sending an attached docunent, it is a good idea to make
sure that the intended receiver of your docunment has the capability
toread it. If in doubt, send a text (ascii) version of the
docunent .

2.5. How Does the Internet Wrk?

Each of the activities nentioned in the section describing what one
can do on the Internet requires that conputers exchange information
Conputers take turns sending and receiving information. Wen a
computer is sending information, it is known as the "source"; when it
is receiving information, it is known as the "destination." (The
same conputer can be both a source and destination at different
times. This is especially clear when one thinks of sending and
receiving e-mil.)

Every conputer on the Internet has a unique Internet "address" that
identifies it fromanong the mllions of conputers. The Internet has
speci al i zed conputers between the source and destination |ocated at
network inter-connection points. These conputers are known as

"routers.” The routers understand how to use a conputer’s address to
appropriately point information fromone conputer to another over the
| nt er net.

In an exchange of information the follow ng occurs:
* The source finds the address of the destination.

* The source contacts the destination and says "hell o".
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* The destination responds back with a "hello" of its own.

*  The source tells the destination that it has information to
send.

* The destination tells the source that it is ready to receive the
i nformati on.

* The source breaks the information into small pieces called
packets and sends each packet on its way to the destination

*  The routers guide each packet to the destination

* The destination takes the packets and puts them back together to
formthe information

* The destination tells the source that it has received the
i nformati on and asks the source if it has anything nore to send.

* |f the source says no, the destination will say "good bye"
unless it has sonmething to send back. If it does, it will break
the infornmation into packets and send them

* Once both end users are done "tal king", they say both say "good
bye".

Clearly our sinplified introduction to this section did not explain
many steps in this process, such as how a conputer discovers the
address of another conputer or how packets are divided and
reassenbl ed. Fortunately, these are specifics that people using the
Internet never really need to deal with!

2.6 Wio Runs the Internet?

No one. The Internet is a cooperative effort among Internet Service
Providers (1SPs), software conpani es, vol unteer organi zations, and a
few facilities that tie the whole thing together. The |ISPs and

sof tware conpani es are conpletely i ndependent and nost of them
conpete with each other. The ISPs provide internet service to people
much the same way that they obtain tel ephone service froma tel ephone
conmpany. |SPs agree to connect their networks to each other and
transnit information followi ng an established set of rules
(protocols). The software conpani es agree to manufacture prograns
(such as enmil or web browsers) that also follow protocols. There
are other organizations that keep things straight. Sone assign

I nternet addresses in nuch the same manner as tel ephone nunbers are
assi gned, others keep track of nanes used by Internet users and
groups, and a | arge vol unteer organi zation called the Internet
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Engi neering Task Force (1 ETF) devel ops the protocols conputers follow
to nmake network conmuni cations succeed.
3. Security Considerations

The question "is the Internet secure?" can be a confusing one for

people, who will hear many assurances that it is secure and many
scary stories saying it is not secure. There are a few basic rules
of thunmb to renenber that will address nobst concerns.

First, make it a rule never to
Learning a password is the easi

share account passwords with anyone.
est way for soneone to break into a

system Most people feel that their files are not that interesting
to anyone, but soneone may be able to get a foothold from one

i nnocuous account to other places in the same conputer system Many
good security practices can be found in the User’s Security Handbook
[ FYI 34, RFC 2504].

Second, understand that there are neans for people to track the
informati on a user sends via email, the files one downl oads, and the
sites visited on the web. The system adnini strators and network

engi neers who oversee a sites’ conputers require access to
information that an individual may think is secret. |In practice, no
responsi bl e system admi ni strator or network engineer will violate a
person’s privacy out of personal curiosity. However, if soneone |ess
legitinate attains illegal access to a system they also will have
access to this information. This situation is not a problemfor nobst
people, but it should be understood that things |like email sent a
year ago or a |log of users web pages browsed may still exist in sone
systemi s backup archive tape and can be easily resurrected and
publ i shed wi dely.

Third, before giving personal information over the Internet, such as
filling in a formon a Wb page, users should realize that there is
no assurance of confidentiality or privacy. It could be conpared to
faxing such information to a party that you' ve never dealt with
before. Wiile many organi zations on the Internet are responsible
with information received via the web and enmil, this cannot always
be determ ned in advance.
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G ossary of Terns

Enoti con

| ETF

| nt er net
| SP
Net wor k

Rout er

Spam
URL

Web Browser

Pl zak, et al.

Conbi nati on of punctuation nmarks used to provi de sense
of the senders tone of voice in an e-nail nessage

I nternet Engi neering Task Force [see text for a
descri ption]

An interconnected group of networks
Internet Service Provider [see text for a description]
A connected group of conputers

A specialized conputer that connects networks together
and gui des infornation packets to their destination

A slang termfor junk e-nmail
Uni f orm Resource Locator [see text for a description]

A programthat provides the capablility to read
information that is located at a world wide web site
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Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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