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Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.
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Abstract

In order to enhance the interoperability of roam ng and tunneling
services, it is desirable to have a standardi zed nmet hod for

i dentifying users. This docunent proposes syntax for the Network
Access ldentifier (NAI'), the userID submtted by the client during
PPP authentication. It is expected that this will be of interest for
support of roanming as well as tunneling. "Roaning capability" nay be
| oosely defined as the ability to use any one of multiple Internet
service providers (I1SPs), while maintaining a formal, customer-vendor
relationship with only one. Exanples of where roam ng capabilities
m ght be required include | SP "confederations" and | SP-provi ded
corporate network access support.

| nt roducti on

Consi derabl e interest has arisen recently in a set of features that
fit within the general category of "roaning capability" for dialup
Internet users. Interested parties have included:

Regi onal Internet Service Providers (ISPs) operating within a
particul ar state or province, |ooking to conbine their efforts
with those of other regional providers to offer dialup service
over a wider area.
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Nati onal |1SPs wi shing to conbine their operations with those of
one or nmore I SPs in another nation to of fer nore conprehensive
di alup service in a group of countries or on a continent.

Busi nesses desiring to offer their enpl oyees a conprehensive
package of dialup services on a global basis. Those services
may include Internet access as well as secure access to
corporate intranets via a Virtual Private Network (VPN), enabl ed
by tunneling protocols such as PPTP, L2F, L2TP, and | PSEC t unnel
node.

In order to enhance the interoperability of roam ng and tunneling
services, it is desirable to have a standardi zed nmet hod for

i dentifying users. This docunent proposes syntax for the Network
Access ldentifier (NAI). Exanples of inplenentations that use the
NAlI, and descriptions of its semantics, can be found in [1].

2.1. Termnol ogy
Thi s docunent frequently uses the follow ng terns:

Net wor k Access ldentifier
The Network Access ldentifier (NAI) is the userlID submitted
by the client during PPP authentication. 1In roaning, the
purpose of the NAl is to identify the user as well as to
assist in the routing of the authentication request.
Pl ease note that the NAI may not necessarily be the sanme as
the user’s e-mail address or the userID submitted in an
application | ayer authentication.

Net wor k Access Server
The Network Access Server (NAS) is the device that clients
dial in order to get access to the network. In PPTP
terminology this is referred to as the PPTP Access
Concentrator (PAC), and in L2TP term nology, it is referred
to as the L2TP Access Concentrator (LAC).

Roamni ng Capability
Roami ng capability can be | oosely defined as the ability to
use any one of multiple Internet service providers (ISPs),
while maintaining a formal, customer-vendor relationship
with only one. Exanpl es of cases where roam ng capability
m ght be required include | SP "confederations" and | SP-
provi ded corporate network access support.
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Tunnel i ng Service
A tunneling service is any network service enabl ed by
tunneling protocols such as PPTP, L2F, L2TP, and | PSEC
tunnel node. One exanple of a tunneling service is secure
access to corporate intranets via a Virtual Private Network

(VPN) .
2.2. Requirenments | anguage

In this docunment, the key words "MAY", "MJST, "MJST NOT", "optional"
"recomrended", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [9].

2.3. Purpose

As described in [1], there are now a nunber of services inplenenting
di al up roani ng, and the nunmber of Internet Service Providers invol ved
in roamng consortia is increasing rapidly.

In order to be able to offer roam ng capability, one of the
requirenments is to be able to identify the user’s hone authentication
server. For use in roamng, this function is acconplished via the
Net wor k Access ldentifier (NAI) submitted by the user to the NAS in
the initial PPP authentication. It is also expected that NASes wil |
use the NAI as part of the process of opening a new tunnel, in order
to determ ne the tunnel endpoint.

2.4. Notes for Inplenmentors

As proposed in this docunent, the Network Access Identifier is of the
formuser@ealm Please note that while the user portion of the NA
confornms to the BNF described in [5], the BNF of the real mportion
allows the realmto begin with a digit, which is not permtted by the
BNF described in [4]. This change was nade to reflect current
practice; although not permitted by the BNF described in [4], FQDNs
such as 3com com are commonly used, and accepted by current software.

Pl ease note that NAS vendors may need to nodify their devices so as
to support the NAI as described in this docunent. Devices handling
NAI' s MJUST support an NAI |length of at |east 72 octets.

3. Formal definition of the NAI
The granmar for the NAl is given below, described in ABNF as
docunmented in [7]. The grammar for the usernane is taken from|[5],
and the grammar for the realmis an updated version of [4].

nai = usernane / ( usernanme "@ realm)
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user nane
real m

| abel

| dh-str
dot-string
string
char
let-dig

Al pha
Digit

c

SP

speci al

Ctl

The Network Access ldentifier

dot-string
realm"." | abel

let-dig * (ldh-str)

*( Alpha / Digit / "-" ) let-dig
string / ( dot-string "." string )
char / ( string char )

c/ ("\" x)

Alpha / Digit

% 41-5A | %61-7A A-Z | a-z

"%30-39 ;0-9

< any one of the 128 ASCI| characters, but
not any special or SP >

% 00- 7F
all 127 ASCI|1 characters, no exception

%20 ; Space character

R A G R A RV A RV AR
[ttt @ | w22 [ Ct

9%00-1F / 9%&7F
the control characters (ASCI1 codes O through 31
i nclusive and 127)

Exanpl es of valid Network Access ldentifiers include:

fred@com com

fred@oo-9. com

fred_sm th@ig-co.com
fred=?#3%&* +-/ "sm t h@i gco. com
fred@i gco. com
nancy@ng. bi gu. edu

eng! nancy @i gu. edu
eng%ancy @i gu. edu
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Exanpl es of invalid Network Access ldentifiers include:

fred@ oo

fred@oo_9.com

@ owar d. edu

fred@i gco. com@nal | co. com
eng: nancy @i gu. edu

eng; nancy @i gu. edu
<nancy>@i gu. edu
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5. Security Considerations

Since an NAl reveals the hone affiliation of a user, it may assist an
attacker in further probing the username space. Typically this
problemis of nobst concern in protocols which transmit the user nane
in clear-text across the Internet, such as in RAD US, described in
[2] and [3]. |In order to prevent snooping of the user nane,
protocols nmay use confidentiality services provided by | PSEC,
described in [8].
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6. | ANA Consi derati ons

Thi s docunent defines a new nanespace that will need to be
admi ni stered, nanely the NAl real m nanespace. In order to to avoid
creating any new admini strative procedures, adninistration of the NA
real m nanespace will piggyback on the adninistration of the DNS
namespace.

NAI real m names are required to be unique and the rights to use a

gi ven NAl realmfor roam ng purposes are obtained coincident with
acquiring the rights to use a particular fully qualified domain nanme
(FQDN). Those wishing to use an NAl real mnanme should first acquire
the rights to use the corresponding FQDN. Usi ng an NAI real mwi thout
ownership of the correspondi ng FQDN creates the possibility of
conflict and therefore is to be discouraged.

Note that the use of an FCQDN as the real mnanme does not inply use of
the DNS for |ocation of the authentication server or for
authentication routing. Since to date roani ng has been inpl ement ed
on a relatively small scale, existing inplenentations typically
handl e | ocati on of authentication servers within a donmain and perform
aut henti cation routing based on | ocal know edge expressed in proxy
configuration files. The inplenentations described in [1] have not
found a need for use of DNS for |ocation of the authentication server
within a donmain, although this can be acconplished via use of the DNS
SRV record, described in [6]. Simlarly, existing inplenmentations
have not found a need for dynamic routing protocols, or propagation
of global routing information. Note also that there is no
requirement that the NAI represent a valid enail address.
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9. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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