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Abstract

A conpani on docunent describes an architecture for providing
integrated services over lowbitrate |inks, such as nodem|ines, |SDN
B- channel s, and sub-T1 links [1]. The main conmponents of the
architecture are: a real-tinme encapsul ation format for asynchronous
and synchronous |lowbitrate |inks, a header conpression architecture
optimized for real-time flows, elenments of negotiation protocols used
between routers (or between hosts and routers), and announcenent
protocols used by applications to allow this negotiation to take

pl ace.

Thi s docunent proposes the suspend/resune-oriented solution for the
real -time encapsulation format part of the architecture. The genera
approach is to start fromthe PPP Multilink fragnentation protoco

[2] and its multi-class extension [5] and add suspend/resune in a way
that is as conpatible to existing hard- and firnmnare as possible.

1. Introduction

As an extension to the "best-effort" services the Internet is well-
known for, additional types of services ("integrated services") that
support the transport of real-time nultinmedia information are being
devel oped for, and deployed in the Internet.

The present docunent defines the suspend/resune-oriented solution for
the real-tine encapsul ation format part of the architecture. As
described in nore detail in the architecture docunent, a real-tine
encapsul ation format is required as, e.g., a 1500 byte packet on a
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28.8 kbit/s nodemlink nmakes this link unavailable for the

transni ssion of real-tinme information for about 400 nms. This adds a
wor st - case delay that causes real-tine applications to operate with
round-trip delays on the order of at |east a second -- unacceptable
for real-tine conversation

A true suspend/resune-oriented approach can only be inplenmented on a
type-1 sender [1], but provides the best possible delay perfornance
to this type of senders. The format defined in this docunment nay

al so be of interest to certain type-2-senders that want to exploit
the better bit-efficiency of this format as conpared to [5]. The
format was designed so that it can be inplenented by both type-1 and
type-2 receivers.

1.1. Specification Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [8].

2. Requirenents

The requirenents for this docunent are sinilar to those listed in

[5].

A suspend/resume-oriented solution can provide better worst-case

| atency than the pre-fragnenting-oriented solution defined in [5].

Al so, as this solution requires a new encapsul ati on schene, there is
an opportunity to provide a slightly nore efficient format.

Predictability, robustness, and cooperation with PPP and exi sting
hard- and firmvare installations are as inportant with suspend/resune
as with pre-fragnenting. A good suspend/resune sol ution achieves
good performance even with type-2 receivers [1] and is able to work
wi th PPP hardware such as async-to-sync converters.

Finally, a partial non-requirement: Wiile the format defined in this
draft is based on the PPP nmultilink protocol ([2], also abbreviated
as MP), operation over multiple links is in many cases not required.

3. General Approach

As in [5], the general approach is to start out fromPPP rmultilink
and add nmultiple classes to obtain nultiple | evels of suspension.
However, in contrast to [5], nore significant changes are required to
be able to suspend the transm ssion of a packet at any point and

i nject a higher priority packet.
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The applicability of the multilink header for suspend/resune type

i nplementations is linted, as the "end" bit is in the nultilink
header, which is the wong place for suspend/resunme operation. To
make a bi g packet suspendable, it nmust be sent with the "end" bit
of f, and (unless the packet was suspended a small nunber of bytes
before its end) an enpty fragnent has to be sent afterwards to
"close" the packet. The m ni mum overhead for sending a suspendabl e
packet thus is twice the nultilink header size (six bytes, including
a conpressed nultilink protocol field) plus one PPP fram ng (three
bytes). Each suspension costs another six bytes (not counting the
overhead of the fram ng for the intervening packet).

Al so, the existing multi-link header is relatively large; as the
frequency of small high-priority packets increases, the overhead
becones significant.

The general approach of this docunent is to start from PPP Miultilink
with classes and provide a nunber of extensions to add functionality
and reduce the overhead of using PPP Multilink for real-tine
transm ssi on.

Thi s docunent introduces two new features:
1) A conpact fragnent format and header, and
2) areal-time frame format.

4. The Conpact Fragnent For mat

Thi s section describes an optional multilink fragment format that is
nore optim zed towards single-link operation and frequent suspension
(type 1 senders)/a small fragnent size (type 2 senders), with
optional support for multiple links.

When operating over a single link, the Miultilink sequence nunber is
used only for |oss detection. Even a 12-bit sequence nunber clearly
is larger than required for this application on nost kinds of |inks.
We therefore define the follow ng conpact nultilink header format
option with a three-bit sequence nunber.

As, with a conpact header, there is little need for sending packets
outside the multilink, we can provide an additional conpression
mechanismfor this format: the MP protocol identifier is not sent
with the conpact fragnent header. This obviously requires prior
negotiation (simlar to the way address and control field conpression
are negotiated), as well as a nmethod for avoiding the bit conbination
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OXFF (the first octet in an LCP frane before any LCP options have
been negotiated), as the start of a new LCP negotiation could
ot herwi se not be reliably detected.

Figure 1. Conpact Fragment For mat

o 1 2 3 4 5 6 7
T S T
| R| sequence | cl ass | 1
T S T
| dat a |

S S

Having the least significant bit always be 1 helps with HDLC chi ps
that operate specially on least significant bits in HDLC addresses.
(Initial bytes with the least significant bit set to zero are used
for the extended conpact fragment format, see next section.)

The R bit is the inverted equivalent of the B bit in the other
multilink fragnent formats, i.e. R =1 neans that this fragnent
resunes a packet previous fragnments of which have been sent already.

The following trick avoids the case of a header byte of OxFF (which
woul d nean R=1, sequence=7, and class=7): If the class field is set
to 7, the R bit MJST never be set to one. |.e., class 7 franes by
desi gn cannot be suspended/resuned. (This is also the reason the
sense of the B bit is inverted to an R bit in the conpact fragnment
format -- class 7 would be usel ess otherw se, as a new packet could
never be begun.)

As the sequence nunber is not particularly useful with the cl ass
field set to 7, it is used to distinguish eight nore classes -- for
sone mnor additional conplexity, the applicability of prefix elision
is significantly increased by providing nore classes with possibly
different elided prefixes.

For purposes of prefix elision, the actual class nunber of a fragnment
is computed as foll ows:

- If the class fieldis O to 6, the class nunber is 0 to 6,

- if the class field is 7 and the sequence field is 0 to 7, the
class nunber is 7 to 14.
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As a result of this schene, the classes 0 to 6 can be used for
suspendabl e packets, and classes 7 to 14 (where the class field is 7
and the R bit nust always be off) can be used for non-suspendabl e
high-priority classes, e.g., eight highly conpressed voice streans.

5. The Extended Conpact Fragnent For mat

For operation over nultiple links, a three-bit sequence nunber will
rarely be sufficient. Therefore, we define an optional extended
conpact fragnent format. The option, when negotiated, allows both
t he basic conpact fragment format and the extended conpact fragment
format to be used; each fragnent indicates which format it is in.

Figure 1: Extended Conpact Fragnent For mat

0 1 2 3 4 5 6 7
S S

| R|] seq LSB | cl ass | O

T e
| sequence -- MSB | 1|
T e

| dat a |
T e

In the extended conpact fragnent format, the sequence nunber is
conmposed of three least significant bits fromthe first octet of the
fragment header and seven nost significant bits fromthe second
octet. (Again, the least significant bit of the second octet is

al ways set to one for conpatibility with certain HDLC chips.)

For prefix elision purposes, fragnments with a class field of 7 can
use the basic format to indicate classes 7 to 14 and the extended
format to indicate classes 7 to 1030. Different classes may use
different formats concurrently w thout problenms. (This allows sone

classes to be spread over a nulti-link and other classes to be
confined to a single link with greater efficiency.) For class fields
0O to 6, i.e. suspendabl e classes, one of the two conpact fragnent

formats SHOULD be used consistently within each cl ass.

If the use of the extended conpact fragnent format has been

negoti ated, receivers MAY keep 10-bit sequence nunbers for al

classes to facilitate senders switching formats in a class. Wen a
sender starts sending basic fornmat fragnents in a class that was
usi ng extended format fragnments, the 3-bit sequence nunber can be
taken as a nodul 0-8 version of the 10-bit sequence nunber, and no

di scontinuity need result. In the inverse case, if a 10-bit sequence
nunber has been kept throughout by the receiver (and no major slips
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of the sequence nunber have occurred), no discontinuity will result,
al though this cannot be guaranteed in the presence of errors.
(Discontinuity, in this context, nmeans that a receiver has to
resynchroni ze sequence nunbers by discarding fragments until a
fragment with R=0 has been seen.)

6. Real - Ti ne Frame For mat

This section defines how fragments with conpact fragnent headers are
mapped into real-tinme franes. This format has been designed to
retain the overall HDLC based format of franes, so that existing
synchronous HDLC chi ps and async to sync converters can be used on
the link. Note that if the design could be optimzed for async only
operation, nore design alternatives would be available [4]; with the
advent of V.80 style nodens, asynchronous conmunications is likely to
decrease in inportance, though

The conpact fragment fornat provides a conpact rendition of the PPP
mul tilink header with classes and a reduced sequence nunber space.
However, it does not encode the E-bit of the PPP nultilink header
whi ch indicates whether the fragnent at hand is the last fragnent of
a packet.

For a sol ution where packets can be suspended at any point in tine,
the E-bit needs to be encoded near the end of each fragment. The
real-time frame format, to ensure maxi num conpatibility with type 2
receivers, encodes the E-bit in the followi ng way: Any normal frane
endi ng al so ends the current fragnent with Einplicitly set to one.
This ensures that packets that are ready for delivery to the upper
|l ayers inmediately trigger a receive interrupt even at type-2
receivers.

Fragnents of packets that are to be suspended are term nated within
the HDLC frame by a special "fragment suspend escape" byte (FSE).
The overall structure of the HDLC frame does not change; the
detection and handling of FSE bytes is done at a |ayer above HDLC
fram ng.

The suspend/resune format with FSE detection is an alternative to
address/control field conpression (ACFC, LCP option 8). It does not
apply to franes that start with OxFF, the standard PPP-in-HDLC
address field; these franmes are handl ed as defined in [6] and [7].
(This provision ensures that attenpts to renegotiate LCP do not cause
anbiguities.)
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For frames that do not start wi th OxFF, suspend/resune processing
perfornms a scan of every HDLC franme received. The FCS of the HDLC
franme is checked and stripped. Conpact fragnment fornmat headers (both
basi ¢ and extended) are handl ed wi thout further FSE processing.

(Note that, as the FSE byte was chosen such that it never occurs in
conpact fragnment format headers, this does not require any specific
code.)

Wthin the remaining bytes of the HDLC frane ("data part"), an FSE
byte is used to indicate the end of the current fragnent, with an E
bit inplicitly cleared. Al fragnents up to the |ast FSE are

consi dered suspended (E = 0); the final fragnent is ternminated (E =
1), or, if it is enpty, ignored (i.e., the data part of an HDLC frane
can end in an FSE to indicate that the |last fragnent has E = 0).

Each fragnent begins with a normal header, so the structure of a
frame coul d be:

Figure 2: Exanple frame with FSE delimter

0 1 2 3 4 5 6 7
T TR DU S
| R| sequence | cl ass | 1|
T TR DU S
| dat a |

S S

+ FSE + previous fragment inplicitly E =0
T TR DU S
| R| sequence | cl ass | 1|
T TR DU S
| dat a |
:|----+---+---+---+---+---+---+---:|-
| Frame | previous fragnent inplicitly E =1
I CRC I

S

The val ue chosen for FSE is OxDE (this is a relatively unlikely byte
to occur in today's data streans, it does not trigger octet stuffing
and triggers bit stuffing only for 1/8 of the possible preceding

byt es) .

The remai ning problemis that of data transparency. In the schene
described so far, an FSE is always foll owed by a conpact fragnent
header. |In these headers, the conbination of a class field set to 7
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with R=1 is reserved. Data transparency is achieved by meking the
occurrence of an FSE byte foll owed by one of Ox8F, Ox9F, ... to OxFF
speci al .

Figure 3: Data transparency with FSE bytes present

0 1 2 3 4 5 6 7
T S I
| R| sequence | cl ass | 1
T S I
| dat a |

T S I

+ FSE + fragnment NOT term nated
T S I

| R S| T]J U] 1] 1] 1] 1| Ralways is 1
T S I

| dat a | fragnent continues

In a conbinati on of FSE/ OxnF (where n is the first four-bit field in

the second byte, RSTU in Figure 3), the n field gives a sequence of

f our

bits indicating where in the received data stream FSE byt es,

whi ch cannot sinply be transmitted in the data stream are to be
added by the receiver:

Ox8F: insert one FSE, back to data
Ox9F: insert one FSE, copy two data bytes, insert one FSE, back to data
OXAF:. insert one FSE, copy one data byte, insert one FSE, back to data
OxBF: insert one FSE, copy one data byte, insert two FSE bytes, back
to data
OxCF: insert two FSE bytes, back to data
OxDF: insert two FSE bytes, copy one data byte, insert one FSE, back
to data
OXEF: insert three FSE bytes, back to data
OxFF: insert four FSE bytes, back to data

The data bytes follow ng the FSE/ OxnF conbi nati ons and correspondi ng
to the zero bits in the Nfield my not be FSE bytes.

This schene linits the worst case expansion factor by FSE processing

to about 25 %

Al'so, it is designed such that a single data stream

can either trigger worst-case expansion by octet stuffing (or by bit
stuffing) or worst-case FSE processing, but never both. Figure 4
illustrates the scheme in a few exanples; FSE/ OxnF pairs are witten

in | ower

Bor mann

case.

St andar ds Track [ Page 8]



RFC 2687 PPP in Real-time Oriented HDLC-1i ke Frami ng Septenber 1999

7.

7.

7.

Figure 4: Data transparency exanples

Dat a stream FSE-stuf fed stream
DD DE DF EO DD de 8f DF EO

01 DE 02 DE 03 01 de af 02 03

DE DA DE DE DB de bf DA DB

DE DE DE DE DE DA de ff de 8f DA

In summary, the real-tinme frame format is a HOLC-like frane delimted
by flags and containing a final FCS as defined in [7], but wthout
address and control fields, containing as data a sequence of FSE-
stuffed fragnents in conpact fragnent format, delinited by FSE byt es.
As a special case, the final FSE may occur as the last byte of the
data content (i.e. inmediately before the FCS bytes) of the HDLC-I|ike
frame, to indicate that the last fragnent in the frane is suspended
and no final fragnment is in the frane (e.g., because the desirable
maxi num si ze of the frane has been reached).

| npl erent ati on notes
1. MRU Issues

The LCP paraneter MRU defines the maxi mum size of the packets sent on
the link. Async-to-sync converters that are nonitoring the LCP
negotiations on the link nmay interpret the MRU val ue as the maxi mum
HDLC frane size to be expected.

| mpl enent ati ons of this specification should preferably negotiate a
sufficiently large MRU to cover the worst-case 25 %increase in frame
size plus the increase caused by suspended fragnments. |If that is not
possi bl e, the HDLC frane size should be Iimted by nonitoring the
HDLC frane sizes and possibly suspending the current fragnent by
sending an FSE with an enpty final fragnent (FSE i mediately foll owed
by the end of the infornmation field, i.e. by CRC bytes and a flag) to
be able to continue in a new HDLC franme. This strategy al so hel ps

m ninizing the i npact of | engthening the HDLC frame on the safety of
the 16-bit FCS at the end of the HDLC frane.

2. Inplenmenting octet-stuffing and FSE processing in one automaton

The sinplest way to add real-tinme franing to an inplenentation may be
to perform HDLC processing as usual and then, on the result, to
perform FSE processing. A nore advanced inplenmentation may want to
conmbi ne the two | evel s of escape character processing. Note,

however, that FSE processing needs to wait until two bytes fromthe
HDLC franme are available and followed by a third to ensure that the
bytes are not the final HDLC FCS bytes, which are not subject to FSE
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processing. 1l.e., on the reception of nornal data byte, [ook for an
FSE in the second-to-previous byte, and, on the reception of a
frame-end, look for an FSE as the last data byte.
8. Negotiabl e options
The followi ng options are already defined by MP [2]:
o] Mul tilink Maxi mum Recei ved Reconstructed Unit
o] Multilink Short Sequence Number Header For mat
o] Endpoi nt Di scrininator
The followi ng options are already defined by MCML [5]:
o] Mul tilink Header For mat

0 Prefix Elision

Thi s docunent defines two new code points for the Miultilink Header
For mat opti on.

8.1. Miltilink header format option

The multilink header fornmat option is defined in [5]. A sumary of
the Miultilink Header Format Option format is shown below The fields
are transmitted fromleft to right.

Figure 5: Miltilink header format option

0 1 2 3
01234567890123456789012345678901
T S T T s T T o S T o s st s U S S Y I o S S
| Type = 27 | Length =4 | Code | # Susp C ses
T S T T s T T o S T o s st s U S S Y I o S S

As defined in [5], this LCP option advises the peer that the

i mpl ementati on wi shes to receive fragnents with a format given by
the code nunber, with the nmaxi num nunber of suspendabl e cl asses (see
bel ow) given. This specification defines two additional values for
Code, in addition to those defined in [5]:

- Code = 11: basic and extended conpact real-tine fragment format
with classes, in FSE-encoded HDLC frane

- Code = 15: basic conpact real-tine fragment fornmat with cl asses,
i n FSE-encoded HDLC frane
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10.

An i nmpl enmentati on MJUST NOT request a conbination of both LCP
Addr ess-and- Control - Fi el d- Conpressi on (ACFC) and the code val ues 11
or 15 for this option.

The nunber of suspendabl e classes negotiated for the conpact real -
time fragment format only limts the use of class nunbers that allow
suspendi ng. As class nunbers of 7 and higher do not require
addi ti onal reassenbly space, they are not subject to the class nunber
limt negoti at ed.

Security Considerations

Operation of this protocol is believed to be no nore and no | ess
secure than operation of the PPP nultilink protocol [2]. COperation
with a small sequence nunber range increases the |ikelihood that
fragments fromdifferent packets could be incorrectly reassenbl ed
into one packet. \While nost such packets will be discarded by the
recei ver because of higher-layer checksum failures or other

i nconsi stencies, there is an increase in |likelihood that contents of
packets destined for one host could be delivered to another host.

Li nks that carry packets where this raises security considerations
SHOULD use the extended sequence nunmber range for nmulti-fragment
packet s.
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