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Abstract

This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenment protocols in the Internet conmunity.
In particular, it describes nanaged objects for extending the Entity
M B (RFC 2737) to provide generalized access to information rel ated
to physical sensors, which are often found in networking equi pnent
(such as chassis tenperature, fan RPM power supply voltage).
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1. The Internet-Standard Managenent Framework

For a detailed overview of the docunents that describe the current
I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

2. Overview

There is a need for a standardi zed way of obtaining information
related to the physical sensors which are conmonly found in
net wor ki ng equi pnment. Information such as the current value of the
sensor, the current operational status, and the data units precision
associ ated with the sensor, should be represented in a consistent
manner for any type of sensor.

Physi cal sensors are represented in the Entity MB with

ent Physi cal Entry and an ent Physi cal C ass val ue of 'sensor(8)'. The

i nformati on provided in the ENTITY- SENSOR-M B nodul e (defined in this
docunent) defines a sparse augnentation of the entPhysical Table, for
entri es which represent physical sensors.

2. 1. Terns
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this

docunment are to be interpreted as described in BCP 14, RFC 2119.
[ RFC2119]

2.2. Relationship to the Entity MB

The M B objects defined in this docunent provide a sparse
augnentation to the entPhysical Table in the Entity MB, for entries
in which the associ ated ent Physi cal C ass object is equal to
"sensor(8)’. An agent is expected to nmintain an entPhySensorEntry
with the sanme ent Physical | ndex val ue for each entPhysical Entry
representing a physical sensor. Therefore, inplenmentation of the
entityPhysical Goup is required for agents that inplenment the Entity
Sensor M B.
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2.3. Relationship to General Threshol di ng Mechani sns

There are no specialized sensor val ue threshol di ng nechani sns defi ned
inthis MB nodule. Instead, it is reconmended that a generalized

t hreshol ding M B, such as the nechanisns defined by the Al arm and
Events groups of the Renbte Network Mnitoring MB [ RFC2819], be used
for this purpose.

3. MB Structure

The Entity Sensor M B contains a single group called the
entitySensor Val ueG oup, which allows objects to convey the current
val ue and status of a physical sensor.

The entitySensorVal ueG oup contains a single table, called the
ent PhySensor Tabl e, which provides a small nunber of read-only
obj ect s:

ent PhySensor Type
This object identifies the type of data units associated with the
sensor val ue.

ent PhySensor Scal e
This object identifies the (power of 10) scaling factor associated
with the sensor val ue.

ent PhySensor Pr eci si on
This object identifies the nunber of decinal places of precision
associ ated with the sensor val ue.

ent PhySensor Val ue
This object identifies the current value of the sensor.

ent PhySensor Oper St at us
This object identifies the current operational status of the
sensor (as it's known to the agent).

ent PhySensor Uni t sDi spl ay
Thi s object provides a textual description of the data units
represented by the ent PhySensor Type and ent PhySensor Scal e obj ect s.

ent PhySensor Val ueTi neSt anp
The object identifies the value of sysUpTinme at the tine the agent
| ast updated the information in the entry. This object is only
relevant if the agent uses a polling inplenentation strategy,
(i.e., the associated ent PhySensor Val ueUpdat eRat e object is
greater than zero).
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ent PhySensor Val ueUpdat eRat e

Thi s object indicates the nature of the agent
the ent PhySensorEntry,

Decenber 2002

i mpl ement ati on of

and contains the (possibly estinated)

nunber of mlliseconds that el apse between polling updates of the

information in the associated entry.

The val ue zero indicates

that the agent always return current data for the entry (as
opposed to the data as it was at the last polling interval).

i Definitions

ENTI TY- SENSOR-M B DEFINI TIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,

I nt eger 32, Unsigned32, mb-2
FROM SNWVPv2- SM

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNMPv 2- CONF

TEXTUAL- CONVENTI QN, Ti neSt anp
FROM SNWPv2- TC

ent Physi cal | ndex, entityPhysical Goup
FROM ENTI TY-M B

SnnpAdmi nString
FROM SNVP- FRAMVEWORK- M B;

entitySensorM B MODULE- | DENTI TY

LAST- UPDATED
ORGANI ZATI ON
CONTACT- | NFO

Tel :
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Post al :

Tel :
Emai | :
Post al :
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Emai | :
Post al :

Bi erman, et. al.

*200212160000Z"
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Andy Bi er man

Cisco Systens, Inc.

+1 408-527-3711

abi erman@i sco. com

170 West Tasnman Drive
San Jose, CA USA 95134

Dan Romascanu
Avaya | nc.

+972- 3- 645- 8414
dromasca@vaya. com

Ati di mtechnol ogy Park, BIdg.

Tel Aviv, Israel, 61131

K. C. Norseth

L-3 Comruni cati ons

+1 801-594-2809

kenyon. c. norset h@.- 3com com
640 N. 2200 West.
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Salt Lake City, Utah 84116-0850

Send comments to <entm b@etf.org>
Mai ling list subscription info:
http://ww. ietf.org/mailman/listinfo/entmb "
DESCRI PTI ON
"This nodul e defines Entity M B extensions for physical
sensors.

Copyright (C) The Internet Society (2002). This version
of this MB nodule is part of RFC 3433; see the RFC

itself for full legal notices."
REVI SI ON "200212160000Z"
DESCRI PTI ON
"Initial version of the Entity Sensor M B nodul e, published
as RFC 3433."

o= { mb-2 99 }
entitySensor Qbj ects OBJECT | DENTI FI ER

o= { entitySensorMB 1 }
-- entitySensorNotifications OBJECT | DENTI FI ER
-- o= { entitySensorMB 2 }
entitySensor Conf or nance OBJECT | DENTI FI ER

:={ entitySensorMB 3 }

-- Textual Conventions

EntitySensor Dat aType :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An object using this data type represents the Entity Sensor
nmeasurement data type associated with a physical sensor

val ue. The actual data units are determ ned by exam ning an
obj ect of this type together with the associ ated
EntitySensor Dat aScal e obj ect.

An object of this type SHOULD be defined together with

obj ects of type EntitySensorDataScal e and
EntitySensorPrecision. Together, associated objects of
these three types are used to identify the senmantics of an
obj ect of type EntitySensor Val ue.

Bi erman, et. al. St andar ds Track [ Page 5]



RFC 3433 Entity Sensor M B Decenber 2002

Valid val ues are:

other(1): a nmeasure other than those |isted bel ow

unknown(2): unknown neasurenent, or arbitrary,
relative nunbers

vol t sAC( 3) : el ectric potenti al

vol t sDC( 4) : el ectric potenti al

anperes(5): el ectric current

watts(6): power

hertz(7): frequency

cel sius(8): tenperature

percent RH(9) : percent relative hunidity

rpn(10): shaft revolutions per mnute

cnm(11),: cubic neters per minute (airflow)

truthvalue(12): value takes { true(l), false(2) }

SYNTAX | NTEGER {
ot her (1),
unknown( 2),
vol t sAC( 3),
vol t sDC(4),
anper es(5),
watts(6),
hertz(7),
cel sius(8),
percent RH(9),
rpn(10),
cmm( 11),
trut hval ue(12)

}

EntitySensorDat aScal e ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"An object using this data type represents a data scaling
factor, represented with an International Systemof Units
(SI') prefix. The actual data units are determ ned by
exam ni ng an object of this type together with the
associ ated EntitySensorDat aType obj ect.

An object of this type SHOULD be defined together with
obj ects of type EntitySensorDataType and
EntitySensorPrecision. Together, associated objects of
these three types are used to identify the senmantics of an
obj ect of type EntitySensorVal ue."

REFERENCE
"The International Systemof Units (SI),
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National Institute of Standards and Technol ogy,
Spec. Publ. 330, August 1991."

SYNTAX | NTEGER {

yocto(1), -- 10n-24
zepto(2), -- 10n-21
atto(3), -- 10n-18
fento(4), -- 10n-15
pi co(5), -- 10n-12
nano(6), -- 10n-9
nmcro(7), -- 10n-6
mlli(8), -- 10n-3
units(9), -- 10"0
kil o(10), -- 1073
nega(11), -- 1076
giga(1l2), -- 1079
tera(13), -- 10712
exa(14), -- 10715
pet a(15), -- 10n18
zetta(l1l6), -- 10”721
yotta(17) -- 10724
}
EntitySensor Preci sion ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"An object using this data type represents a sensor
preci sion range.
An object of this type SHOULD be defined together with
obj ects of type EntitySensorDataType and
EntitySensorDat aScal e. Toget her, associ ated objects of
these three types are used to identify the semantics of an
obj ect of type EntitySensor Val ue.
If an object of this type contains a value in the range 1 to
9, it represents the nunber of decimal places in the
fractional part of an associated EntitySensorVal ue fixed-
poi nt nunber.
If an object of this type contains a value in the range -8
to -1, it represents the nunber of accurate digits in the
associ ated EntitySensorVal ue fixed-point nunber.
The val ue zero indicates the associated EntitySensor Val ue
object is not a fixed-point nunber.
Agent inplenmentors nmust choose a value for the associated
EntitySensorPrecision object so that the precision and
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accuracy of the associated EntitySensorVal ue object is
correctly indicated.

For exanple, a physical entity representing a tenperature
sensor that can neasure O degrees to 100 degrees Cin 0.1
degree increnents, +/- 0.05 degrees, would have an
EntitySensorPrecision value of "1', an EntitySensorDat aScal e
value of "units(9)’, and an EntitySensorVal ue ranging from
"0’ to '1000°. The EntitySensorVal ue would be interpreted
as 'degrees C * 10'."

SYNTAX I nteger32 (-8..9)

EntitySensor Val ue :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

Bi er man,

et.

"An object using this data type represents an Entity Sensor
val ue.

An object of this type SHOULD be defined together with

obj ects of type EntitySensorDataType, EntitySensorDataScal e
and EntitySensorPrecision. Together, associated objects of
those three types are used to identify the senmantics of an

obj ect of this data type

The semantics of an object using this data type are
determ ned by the value of the associ ated
Enti tySensor Dat aType obj ect.

If the associated EntitySensorDat aType object is equal to
"vol tsAC(3)’, 'voltsDC(4)', 'amperes(5)’, 'watts(6),
"hertz(7)', 'celsius(8)’', or 'cmm(1l)’, then an object of
this type MUST contain a fixed point nunmber ranging from
-999, 999,999 to +999,999,999. The val ue -1000000000

i ndi cates an underflow error. The value +1000000000

i ndi cates an overflow error. The EntitySensorPrecision

i ndi cates how many fractional digits are represented in the
associ ated EntitySensorVal ue obj ect.

If the associated EntitySensorDataType object is equal to
"percentRH(9)’, then an object of this type MJUST contain a
nunber ranging fromO to 100.

If the associated EntitySensorDataType object is equal to
"rpm(10)’, then an object of this type MJST contain a nunber
rangi ng from-999, 999,999 to +999, 999, 999.

If the associated EntitySensorDataType object is equal to

"truthvalue(12)’, then an object of this type MJST contain
either the value "true(l)’ or the value ’'false(2)’.
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If the associated EntitySensorDataType object is equal to

"other (1)’ or unknown(2)’, then an object of this type MJST

contain a nunber ranging from-1000000000 to 1000000000. "
SYNTAX | nt eger 32 (-1000000000..1000000000)

EntitySensor Status ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"An object using this data type represents the operational
status of a physical sensor

The value "ok(1)' indicates that the agent can obtain the
sensor val ue.

The val ue ’'unavail abl e(2)’ indicates that the agent
presently cannot obtain the sensor val ue.

The val ue 'nonoperational (3)’ indicates that the agent
believes the sensor is broken. The sensor could have a hard
failure (disconnected wire), or a soft failure such as out-

of -range, jittery, or wildly fluctuating readi ngs."
SYNTAX | NTEGER {
ok(1),

unavai |l abl e(2),
nonoper ati onal (3)

-- Entity Sensor Table

ent PhySensor Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ent PhySensor Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e contai ns one row per physical sensor represented
by an associated row i n the ent Physical Table."
.= { entitySensorjects 1}

ent PhySensor Entry OBJECT- TYPE

SYNTAX Ent PhySensor Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Informati on about a particul ar physical sensor.
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An entry in this table describes the present reading of a
sensor, the nmeasurenment units and scal e, and sensor
operational status.

Entries are created in this table by the agent. An entry
for each physical sensor SHOULD be created at the sane tine
as the associ ated ent Physical Entry. An entry SHOULD be
destroyed if the associated entPhysical Entry is destroyed."”
I NDEX { entPhysical | ndex } - - SPARSE- AUGVENTS
::={ entPhySensorTable 1 }

Ent PhySensorEntry :: = SEQUENCE {
ent PhySensor Type Entit ySensor Dat aType,
ent PhySensor Scal e Entit ySensor Dat aScal e,
ent PhySensor Pr eci si on Enti tySensor Preci sion
ent PhySensor Val ue Entit ySensor Val ue,
ent PhySensor Oper St at us EntitySensor St at us,

}

ent PhySensor Uni t sDi spl ay SnnpAdmi nStri ng,
ent PhySensor Val ueTi neStanp Ti neSt anp,
ent PhySensor Val ueUpdat eRat e Unsi gnhed32

ent PhySensor Type OBJECT- TYPE

SYNTAX Enti t ySensor Dat aType
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The type of data returned by the associ ated
ent PhySensor Val ue obj ect.

Thi s obj ect SHOULD be set by the agent during entry
creation, and the value SHOULD NOT change during operation."”
::={ entPhySensorEntry 1 }

ent PhySensor Scal e OBJECT- TYPE

SYNTAX Enti t ySensor Dat aScal e
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The exponent to apply to values returned by the associ ated
ent PhySensor Val ue obj ect.

Thi s obj ect SHOULD be set by the agent during entry
creation, and the value SHOULD NOT change during operation."”
::={ entPhySensorEntry 2 }
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ent PhySensor Pr eci si on OBJECT- TYPE

SYNTAX Entit ySensor Preci sion
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of decinmal places of precision in fixed-point

sensor values returned by the associ ated ent PhySensor Val ue
obj ect .

Thi s object SHOULD be set to 'O when the associ ated
ent PhySensor Type value is not a fixed-point type: e.g.,
"percentRH(9)’, 'rpn(10)’, 'cmm(11l)’, or ’'truthvalue(1l2)’.

Thi s obj ect SHOULD be set by the agent during entry
creation, and the value SHOULD NOT change during operation."”
::={ entPhySensorEntry 3 }

ent PhySensor Val ue OBJECT- TYPE
SYNTAX Enti tySensor Val ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nost recent neasurenent obtained by the agent for this
sensor.

To correctly interpret the value of this object, the

associ at ed ent PhySensor Type, ent PhySensor Scal e, and

ent PhySensor Preci si on obj ects nust al so be exani ned."
::={ entPhySensorEntry 4 }

ent PhySensor Qper St at us OBJECT- TYPE

SYNTAX EntitySensor St at us
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The operational status of the sensor.”
.= { entPhySensorEntry 5 }

ent PhySensor Uni t sDi spl ay OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A textual description of the data units that should be used
in the display of entPhySensorVal ue."
::={ entPhySensorEntry 6 }
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ent PhySensor Val ueTi neSt anp OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme at the tinme the status and/or val ue
of this sensor was | ast obtained by the agent."
::={ entPhySensorEntry 7 }

ent PhySensor Val ueUpdat eRate OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"An indication of the frequency that the agent updates the
associ at ed ent PhySensor Val ue object, representing in
mlliseconds.

The val ue zero indicates:

- the sensor value is updated on demand (e.g.
when polled by the agent for a get-request),

- the sensor value is updated when the sensor
val ue changes (event-driven),

- the agent does not know the update rate.

::={ entPhySensorEntry 8 }

-- Confornance Section

entitySensor Conpl i ances OBJECT | DENTI FI ER
::={ entitySensorConformance 1 }

entitySensor G oups OBJECT | DENTI FI ER
::={ entitySensorConformance 2 }

entitySensor Conpl i ance MODULE- COMPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirenents for conformance to the Entity
Sensor M B nodul e. "
MODULE -- this nodul e
MANDATORY- GROUPS { entitySensorVal ueG oup }
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MODULE ENTI TY-M B
MANDATORY- GROUPS { entityPhysical Group }

::={ entitySensorConpliances 1}
-- (bj ect Goups

entitySensor Val ueG oup OBJECT- GROUP
OBJECTS {
ent PhySensor Type,
ent PhySensor Scal e,
ent PhySensor Pr eci si on,
ent PhySensor Val ue,
ent PhySensor Oper St at us,
ent PhySensor Uni t sDi spl ay,
ent PhySensor Val ueTi neSt anp,
ent PhySensor Val ueUpdat eRat e

STATUS current

DESCRI PTI ON
"A collection of objects representing physical entity sensor
i nformation."

.= { entitySensorGoups 1 }

END
5. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nmade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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9.

Security Considerations

There is one nmanaged object in this MB that may contain sensitive
information. This is:

ent PhySensor Val ue

Thi s object may expose the values of particul ar physical sensors for
a devi ce.

SNWPv1 by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using |PSec), there is no control as
to who on the secure network is allowed to access and GET/ SET

(read/ change/ create/ del ete) the objects in this MB.

It is recomended that the inplenentors consider the security
features as provided by the SNWPv3 framework. Specifically, the use
of the User-based Security Mdel STD 62, RFC 3414 [ RFC3414] and the
Vi ew based Access Control Mdel STD 62, RFC 3415 [RFC3415] is

r econmended.

It is then a customer/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to only the objects, and those principals
(users) that have legitimate rights to indeed GET or SET
(change/ creat e/ del ete) them
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11.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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