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I ntroduction

A networked application is a realization of some well-defined service
on one or nore host conputers that is accessible via some network,
uses sonme network for its internal operations, or both.

There are a wide range of networked applications for which it is
appropriate to provide SNVMP nonitoring of their network usage. This
i ncl udes applications using both TCP/IP and OSI networking. This
docunent defines a MB which contains the el enents comon to the
nmonitoring of any network service application. This information
includes a table of all nonitorable network service applications, a
count of the associations (connections) to each application, and
basic informati on about the paranmeters and status of each
application-rel ated associ ati on.

This MB nay be used on its own for any application, and for nopst
sinple applications this will suffice. This MB is also designed to
serve as a building bl ock which can be used in conjunction with
application-specific nmonitoring and managenent. Two exanples of this
are M Bs defining additional variables for nonitoring a Message
Transfer Agent (MIA) service or a Directory Service Agent (DSA)
service. It is expected that further MBs of this nature will be
speci fi ed.
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This M B does not attenpt to provide facilities for managenent of the
host or hosts the network service application runs on, nor does it
provide facilities for nonitoring applications that provide sonething
ot her than a network service. Host resource and general application
monitoring is handl ed by either the Host Resources MB [1] or the
application MB [2].
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1. The SNWP Networ k Managenent Franmework

The SNMP Managenent Framework presently consists of five major
conponents:

0o An overall architecture, described in RFC 2571 [3].

o] Mechani snms for describing and nani ng objects and events for the
pur pose of nmanagenent. The first version of this Structure of
Managenent Information (SM) is called SMvl and described in STD
16, RFC 1155 [4], STD 16, RFC 1212 [5] and RFC 1215 [6]. The
second version, called SMv2, is described in STD 58, RFC 2578
[7], STD 58, RFC 2579 [8] and STD 58, RFC 2580 [9].

o] Message protocols for transferring managenent information. The
first version of the SNWMP nessage protocol is called SNWv1l and
described in STD 15, RFC 1157 [10]. A second version of the SNW
nmessage protocol, which is not an Internet standards track
protocol, is called SNMWPv2c and described in RFC 1901 [11] and
RFC 1906 [12]. The third version of the nessage protocol is
call ed SNMPv3 and described in RFC 1906 [12], RFC 2572 [13] and
RFC 2574 [14].
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o] Prot ocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [10]. A second set of protoco
operations and associated PDU fornats is described in RFC 1905
[ 15].

o A set of fundanental applications described in RFC 2573 [16] and
t he vi ew based access control nechani sm described in RFC 2575
[17].

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the nechanisns defined in the SM.

This nenp specifies a MB nodule that is conpliant to the SMv2. A

M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Some machi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this | oss of nachine
readabl e information is not considered to change the senantics of the
M B.

2. Rationale for having a Network Services Mnitoring MB

Much effort has been expended in devel oping tools to nanage | ower

| ayer network facilities. However, relatively little work has been
done on managi ng application layer entities. It is neither efficient
nor reasonable to manage all aspects of application |layer entities
using only lower layer information. Mrreover, the difficulty of
managi ng application entities in this way increases dramatically as
application entities beconme nore conpl ex.

This leads to a substantial need to nonitor applications which
provi de network services, particularly distributed conponents such as
MIrAs and DSAs, by nonitoring specific aspects of the application
itself. Reasons to nmonitor such conponents include but are not
limted to nmeasuring | oad, detecting broken connectivity, isolating
system failures, and | ocating congestion.

In order to manage network service applications effectively two
requi rements nust be net:

(1) It nmust be possible to nonitor a | arge nunber of conponents
(typical for a |large organization).
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(2) Application nmonitoring nust be integrated into general network
managemnment .

This specification defines sinple read-only access; this is
sufficient to determi ne up/down status and provide an indication of a
broad cl ass of operational problemns.

2.1. GCeneral Relationship to Gher MBs

This MB is intended to only provide facilities commbon to the
monitoring of any network service application. It does not provide
all the facilities necessary to nonitor any specific application.
Each specific type of network service application is expected to have
a MB of its own that nakes use of these common facilities.

2.2. Restriction of Scope

The framework provided here is very minimal; there is a |ot nore that
coul d be done. For exanple:

(1) Ceneral network service application configuration nonitoring and
contr ol

(2) Detailed exam nation and nodification of individual entries in
servi ce-specific request queues.

(3) Probing to determine the status of a specific request (e.g., the
| ocation of a mail nessage with a specific nessage-id).

(4) Requesting that certain actions be perfornmed (e.g., forcing an
i mredi ate connection and transfer of pending nmessages to sone
specific systen).

Al'l these capabilities are both inpressive and useful. However,
these capabilities would require provisions for strict security
checking. These capabilities would al so nmandate a nmuch nore conpl ex
design, with many characteristics likely to be fairly

i npl enentation-specific. As a result such facilities are likely to
be both contentious and difficult to inplenent.

Thi s docunent religiously keeps things sinple and focuses on the
basi ¢ nonitoring aspect of nanagi ng applications providi ng network
services. The goal here is to provide a framework which is sinple,
useful, and wi dely inplenentabl e.
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2.3. Configuration Information

This MB attenpts to provide information about the operational
aspects of an application. Further information about the actual
configuration of a given application may be kept in other places; the
appl Di rect oryNanme or appl URL nmay be used to point to places where
such information is kept.

3. Application Objects

This M B defines a set of general purpose attributes which would be
appropriate for a range of applications that provide network
services. Both OSI and non-OSl services can be acconmpdat ed.
Additional tables defined in extensions to this MB provide
attributes specific to specific network services.

A table is defined which will have one row for each operati onal
network service application on the system The only static
information held on the application is its name. Al other static

i nformati on should be obtained fromvarious directory services. The
appl DirectoryNane is an external key, which allows an SNV\P M B entry
to be cleanly related to the X. 500 Directory. In SNWP terms, the
applications are grouped in a table called appl Table, which is

i ndexed by an integer key appl | ndex.

The type of the application will be determ ned by one or both of:
(1) Additional M B variables specific to the applications.
(2) An association to the application of a specific protocol.
4. Definitions
NETWORK- SERVI CES-M B DEFINITIONS ::= BEA N

| MPORTS
OBJECT- TYPE, Counter32, Gauge32, MODULE-IDENTITY, mb-2
FROM SNWPv2- SM
Ti meSt anp, TEXTUAL- CONVENTI ON
FROM SNWPv2- TC
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNMVPv 2- CONF
SnnpAdmi nStri ng
FROM SNVP- FRAVEVWORK- M B;

appl i cati on MODULE- | DENTI TY

LAST- UPDATED " 2000030300002"
ORGANI ZATION "I ETF Mail and Directory Managenent Worki ng G oup"
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CONTACT- | NFO
" Ned Freed

Postal : I nnosoft International, I|nc.
1050 Lakes Drive
West Covi na, CA 91790
Us

Tel: +1 626 919 3600
Fax: +1 626 919 3614

E-Mai |l : ned.freed@ nnosoft. cont
DESCRI PTI ON
"The M B nodul e descri bing network service applications”
REVI SI ON "2000030300002"
DESCRI PTI ON
"This revision, published in RFC 2788, changes a nunber of
Di splayStrings to SnnmpAdmi nStrings. Note that this change
is not strictly supported by SMv2. However, the alternative
of deprecating the old objects and defining new objects
woul d have a nore adverse inmpact on backward conpatibility
and interoperability, given the particular semantics of
these objects. The defining reference for distinguished
nanes has al so been updated from RFC 1779 to RFC 2253."
REVI SI ON " 1999051200002"
DESCRI PTI ON
"This revision fixes a few small technical problenms found
in previous versions, nostly in regards to the confornance
groups for different versions of this MB. No changes have
been made to the objects this MB defines since RFC 2248."
REVI SI ON "199708170000Z"
DESCRI PTI ON
"This revision, published in RFC 2248, adds the
appl Description and appl URL objects, adds the quiescing
state to the appl Oper Status object and renanes the MB
fromthe APPLI CATION-M B to the NETWORK- SERVI CE-M B. "
REVI SI ON "1993112800002"
DESCRI PTI ON

"The original version of this MB was published in RFC 1565"
i={mb-2 27}
-- Textual conventions

-- Distingui shedNanme is used to refer to objects in the
-- directory.

Di sti ngui shedNanme ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "255a"

Freed & Kille St andar ds Track [ Page 6]



RFC 2788 Net wor k Services Mnitoring MB March 2000

STATUS current
DESCRI PTI ON
"A Distingui shed Nane represented in accordance with
RFC 2253, presented in the UTF-8 charset defined in
RFC 2279."
SYNTAX OCTET STRING (SI ZE (0..255))

-- Uniform Resource Locators are stored in URLStrings.

URLString ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "255a"
STATUS current
DESCRI PTI ON
"A Uni form Resource Locator represented in accordance
with RFCs 1738 and 2368, presented in the NVT ASCI
charset defined in RFC 854."
SYNTAX OCTET STRING (SI ZE (0..255))

-- The basic appl Tabl e contains a |ist of the application
-- entities.

appl Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Appl Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The tabl e hol ding objects which apply to all different
ki nds of applications providing network servi ces.
Each network service application capable of being
noni tored should have a single entry in this table.”
::= {application 1}

appl Entry OBJECT- TYPE
SYNTAX Appl Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry associated with a single network service
application.”
| NDEX {appl | ndex}
.= {appl Tabl e 1}

Entry ::= SEQUENCE {
appl | ndex
| NTEGER,
appl Name
SnnpAdni nSt ri ng,
appl Di rect or yNane

App
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Di sti ngui shedNane,

appl Versi on

SnnpAdni nSt ri ng,

appl Upti e
Ti meSt anp,
appl Oper St at us
| NTEGER,
appl Last Change
Ti meSt anp,

appl I nboundAssoci ati ons

Gauge32,

appl Qut boundAssoci ati ons

Gauge32,

appl Accunul at edl nboundAssoci ati ons

Count er 32,

appl Accumnul at edCut boundAssoci ati ons

Count er 32,

appl Last | nboundActivity

Ti meSt anp,

appl Last Qut boundActivity

Ti meSt anp,

appl Rej ect edl nboundAssoci ati ons

Count er 32,

appl Fai | edQut boundAssoci ati ons

Count er 32,

appl Description

SnnpAdni nSt ri ng,

app! URL
URLSt ri ng

appl I ndex OBJECT- TYPE
SYNTAX | NTEGER (1..2147483647)
MAX- ACCESS not - accessi bl e

STATUS current
DESCRI PTI ON

"An index to uniquely identify the network service

appl i cati on.

This attribute is the i ndex used for

| exi cographi c ordering of the table."
::= {appl Entry 1}

appl Name OBJECT- TYPE
SYNTAX SnmpAdmi nStri ng
MAX- ACCESS r ead-only

STATUS current
DESCRI PTI ON

March 2000

"The nane the network service application chooses to be

known by."
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::= {appl Entry 2}

appl Di rect oryName OBJECT- TYPE

SYNTAX Di sti ngui shedNane

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The Distingui shed Nanme of the directory entry where
static informati on about this application is stored.
An enpty string indicates that no informati on about
the application is available in the directory."

::= {appl Entry 3}

appl Ver si on OBJECT- TYPE
SYNTAX SnmpAdmi nStri ng
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The version of network service application software.
This field is usually defined by the vendor of the
network service application software."
::= {appl Entry 4}
appl Upti me OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the tine the network service
application was last initialized. |If the application was

last initialized prior to the last initialization of the
net wor kK managenent subsystem then this object contains
a zero value."

::= {appl Entry 5}

appl Oper St at us OBJECT- TYPE

SYNTAX | NTECGER {
up(1),
down( 2),
hal t ed(3),
congested(4),
restarting(5h),
qui esci ng(6)

}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Indi cates the operational status of the network service
application. 'down’ indicates that the network service is
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not available. 'up’ indicates that the network service

is operational and available. ’'halted indicates that the
service is operational but not available. 'congested

i ndicates that the service is operational but no additiona
i nbound associ ati ons can be accommpdated. ’'restarting’

i ndicates that the service is currently unavailable but is
in the process of restarting and will be avail able soon

"quiescing indicates that service is currently operational
but is in the process of shutting down. Additional inbound
associ ations may be rejected by applications in the
'quiescing state.”

::= {appl Entry 6}

appl Last Change OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the tine the network service
application entered its current operational state. |If

the current state was entered prior to the | ast
initialization of the |Iocal network nanagenent subsystem
then this object contains a zero value."

::= {appl Entry 7}

appl I nboundAssoci ati ons OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The nunber of current associations to the network service

application, where it is the responder. An inbound
associ ati on occurs when anot her application successfully
connects to this one."

::= {appl Entry 8}

appl Qut boundAssoci ati ons OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The nunber of current associations to the network service

application, where it is the initiator. An outbound
associ ation occurs when this application successfully
connects to another one."

::= {appl Entry 9}

appl Accunul at edl nboundAssoci ati ons OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of associations to the application entity
since application initialization, where it was the responder.™
::= {appl Entry 10}

appl Accumnul at edCut boundAssoci ati ons OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of associations to the application entity
since application initialization, where it was the initiator."

c:= {appl Entry 11}

appl Last | nboundActivity OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the tinme this application |ast
had an i nbound association. |[|f the |ast association

occurred prior to the last initialization of the network
subsystem then this object contains a zero value."
c:= {appl Entry 12}

appl Last Qut boundActivity OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the tinme this application |ast
had an out bound association. |f the |ast association

occurred prior to the last initialization of the network
subsystem then this object contains a zero value."
::= {appl Entry 13}

appl Rej ect edl nboundAssoci ati ons OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The total nunber of inbound associations the application

entity has rejected, since application initialization.
Rej ected associations are not counted in the accumnul at ed
association totals. Note that this only counts
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associ ations the application entity has rejected itself;
it does not count rejections that occur at |ower |ayers
of the network. Thus, this counter may not reflect the
true nunber of failed inbound associations."

c:= {appl Entry 14}

appl Fai | edQut boundAssoci ati ons OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber associations where the application entity
is initiator and association establishnent has failed,
since application initialization. Failed associations are
not counted in the accunul ated association totals."
::= {appl Entry 15}

appl Descri pti on OBJECT- TYPE

SYNTAX SnmpAdmi nStri ng

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"A text description of the application. This information

is intended to identify and briefly describe the
application in a status display."

::= {appl Entry 16}

appl URL OBJECT- TYPE

SYNTAX URLStri ng

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"A URL pointing to a description of the application.
This information is intended to identify and describe
the application in a status display."

c:= {appl Entry 17}

-- The assocTabl e augnments the information in the appl Tabl e
-- with informati on about associations. Note that two |evels
-- of conpliance are specified bel ow, dependi ng on whet her

-- association nonitoring is nandat ed.

assocTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF AssocEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The table holding a set of all active application
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associ ations. "
::= {application 2}

assocEntry OBJECT- TYPE

SYNTAX AssocEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry associated with an association for a network
service application."

| NDEX {appl | ndex, assocl ndex}

.= {assocTabl e 1}

AssocEntry ::= SEQUENCE {
assocl ndex
| NTEGER,
assocRenot eAppl i cation
SnnpAdmi nStri ng,
assocAppl i cationProtocol
OBJECT | DENTI FI ER,
assocApplicationType
| NTEGER,
assocDur ati on
Ti meSt anp
}

assocl ndex OBJECT- TYPE
SYNTAX | NTEGER (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An index to uniquely identify each association for a network
service application. This attribute is the index that is
used for |exicographic ordering of the table. Note that the
table is also indexed by the appl|ndex."
::= {assocEntry 1}

assocRenot eAppl i cati on OBJECT- TYPE
SYNTAX SnmpAdmi nStri ng
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nane of the systemrunning renote network service
application. For an |IP-based application this should be
either a domain nane or |P address. For an OSI application
it should be the string encoded distingui shed nane of the
managed object. For X 400(1984) MIAs which do not have a
Di stingui shed Name, the RFC 2156 syntax 'nta in
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gl obalid" used in X400-Received: fields can be used. Note,
however, that not all connections an MIA nekes are
necessarily to another MIA "

::= {assocEntry 2}

assocApplicationProtocol OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"An identification of the protocol being used for the
application. For an OSI Application, this will be the
Application Context. For Internet applications, QD
val ues of the form {appl TCPProtol D port} or {appl UDPProtol D
port} are used for TCP-based and UDP-based protocol s,
respectively. In either case 'port’ corresponds to the
primary port nunber being used by the protocol. The
usual | ANA procedures may be used to register ports for
new protocols."
.. = {assocEntry 3}

assocApplicati onType OBJECT- TYPE
SYNTAX | NTECGER {
uainitiator(1l),
uar esponder ( 2),
peerinitiator(3),
peerresponder (4)}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"This indicates whether the renote application is sone type of
client making use of this network service (e.g., a Mail User
Agent) or a server acting as a peer. Also indicated is whether
the rembte end initiated an inconm ng connection to the network
service or responded to an outgoi ng connecti on made by the
| ocal application. MIAs and nessagi ng gat eways are
consi dered to be peers for the purposes of this variable."
.. = {assocEntry 4}

assocDur ati on OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the tinme this association was
started. |If this association started prior to the |ast

initialization of the network subsystem then this
obj ect contains a zero value."
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.. = {assocEntry 5}

-- Confornmance i nformation

appl Conf ormance OBJECT | DENTI FI ER :: = {application 3}

appl Groups OBJECT | DENTI FI ER :
appl Conpl i ances OBJECT | DENTI FI ER :

{appl! Conf or mance 1}
{appl! Conf or mance 2}

-- Conpliance statenents

appl Conpl i ance MODULE- COVPLI ANCE
STATUS obsol ete
DESCRI PTI ON
"The conpliance statenment for RFC 1565 i npl enentati ons
whi ch support the Network Services Mnitoring MB
for basic nonitoring of network service applications.
This is the basic conpliance statenent for RFC 1565."
MODULE
MANDATORY- GROUPS { appl RFC1565G oup}
;.= {appl Conpliances 1}

assocConpl i ance MODULE- COVPLI ANCE
STATUS obsol ete
DESCRI PTI ON
"The conpliance statenment for RFC 1565 inpl ementati ons
whi ch support the Network Services Mnitoring MB
for basic nonitoring of network service applications
and their associations."
MODULE
MANDATORY- GROUPS {appl RFC1565G oup, assocRFC1565G oup}
.= {appl Conpl i ances 2}

appl RFC2248Conpl i ance MODULE- COVPLI ANCE
STATUS depr ecat ed
DESCRI PTI ON
"The conpliance statenment for RFC 2248 inpl ementati ons
whi ch support the Network Services Mnitoring MB
for basic nonitoring of network service applications.
MODULE
MANDATORY- GROUPS { appl RFC2248G oup}
;.= {appl Conpliances 3}

assocRFC2248Conpl i ance MODULE- COVPLI ANCE
STATUS depr ecat ed
DESCRI PTI ON
"The conpliance statenment for RFC 2248 inpl ementati ons
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whi ch support the Network Services Mnitoring MB for
basic nonitoring of network service applications and
their associations."
MODULE
MANDATORY- GROUPS {appl RFC2248G oup, assocRFC2248G oup}
.= {appl Conpl i ances 4}

appl RFC2788Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for RFC 2788 inpl ementati ons
whi ch support the Network Services Mnitoring MB
for basic nonitoring of network service applications.”
MODULE
MANDATORY- GROUPS { appl RFC2788G oup}
;.= {appl Conpl i ances 5}

assocRFC2788Conpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statenment for RFC 2788 i npl ementati ons
whi ch support the Network Services Mnitoring MB for
basic nonitoring of network service applications and
their associations."

MODULE
MANDATORY- GROUPS {appl RFC2788G oup, assocRFC2788G oup}

;.= {appl Conpl i ances 6}

-- Units of confornmance

appl RFC1565G oup OBJECT- GROUP
OBJECTS {
appl Name, appl Version, appl Uptine, appl Oper St at us,
appl Last Change, appl | nboundAssoci ati ons,
appl Qut boundAssoci ati ons, appl Accurul at edl nboundAssoci ati ons,
appl Accumnul at edCut boundAssoci ati ons, appl Last | nboundActivity,
appl Last Qut boundActivity, appl Rejectedl nboundAssoci ati ons,
appl Fai | edQut boundAssoci ati ons}
STATUS obsol et e
DESCRI PTI ON
"A collection of objects providing basic nonitoring of
network service applications. This is the original set
of such objects defined in RFC 1565."
::= {appl Goups 7}

assocRFC1565G oup OBJECT- GROUP
OBJECTS {
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assocRenot eAppl i cati on, assocApplicationProtocol,
assocApplicationType, assocDuration}
STATUS obsol et e
DESCRI PTI ON
"A collection of objects providing basic nonitoring of
network service applications’ associations. This is the
ori gi nal set of such objects defined in RFC 1565."
::= {appl G oups 2}

appl RFC2248G oup OBJECT- GROUP
OBJECTS {
appl Name, appl Version, appl Uptine, appl Oper St at us,
appl Last Change, appl | nboundAssoci ati ons,
appl Qut boundAssoci ati ons, appl Accurul at edl nboundAssoci ati ons,
appl Accumnul at edCut boundAssoci ati ons, appl Last | nboundActivity,
appl Last Qut boundActivity, appl Rejectedl nboundAssoci ati ons,
appl Fai | edQut boundAssoci ati ons, appl Descri ption, appl URL}
STATUS depr ecat ed
DESCRI PTI ON
"A collection of objects providing basic nonitoring of
networ k service applications. This group was originally
defined in RFC 2248; note that appl D rectoryNane is
m ssing."
.= {appl G oups 3}

assocRFC2248G oup OBJECT- GROUP

OBJECTS {
assocRenot eAppl i cati on, assocApplicationProtocol,
assocApplicationType, assocDuration}

STATUS depr ecat ed

DESCRI PTI ON
"A collection of objects providing basic nonitoring of

network service applications’ associations. This group

was originally defined by RFC 2248."

.= {appl G oups 4}

appl RFC2788G oup OBJECT- GROUP

OBJECTS {
appl Narme, appl Di rect oryNanme, appl Version, appl Upti ne,
appl Oper St at us, appl Last Change, appl | nboundAssoci ati ons,
appl Qut boundAssoci ati ons, appl Accurul at edl nboundAssoci ati ons,
appl Accumnul at edCut boundAssoci ati ons, appl Last | nboundActivity,
appl Last Qut boundActivity, appl Rejectedl nboundAssoci ati ons,
appl Fai | edQut boundAssoci ati ons, appl Description, appl URL}

STATUS current

DESCRI PTI ON
"A coll ection of objects providing basic nonitoring of

network service applications. This is the appropriate
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group for RFC 2788 -- it adds the appl DirectoryNanme object
m ssing in RFC 2248."
.= {appl G oups 5}

assocRFC2788G oup OBJECT- GROUP

OBJECTS {
assocRenot eAppl i cati on, assocApplicationProtocol,
assocApplicationType, assocDuration}

STATUS current

DESCRI PTI ON
"A collection of objects providing basic nonitoring of

network service applications’ associations. This is

the appropriate group for RFC 2788."

.= {appl G oups 6}

-- ODs of the form{appl TCPProtol D port} are intended to be used
-- for TCP-based protocols that don’t have O Ds assigned by other
-- neans. {appl UDPProtol D port} serves the sane purpose for

-- UDP-based protocols. In either case ’'port’ corresponds to

-- the primary port nunber being used by the protocol. For exanple,
-- assuming no other QD is assigned for SMIP, an O D of

-- {appl TCPProtol D 25} could be used, since SMIP is a TCP-based

-- protocol that uses port 25 as its primary port.

appl TCPPr ot ol D OBJECT | DENTI FI ER : :
appl UDPPr ot ol D OBJECT | DENTI FI ER : :

{application 4}
{application 5}

END
5. Changes nade since RFC 2248

This revision corrects a few nminor technical errors in the
construction of the network services MB in RFC 2248 [22]. In
addi ti on, the appl Nane, appl Version, and appl Description fields have
been changed from Di splayStrings to SnnpAdni nStrings. The reference
to RFC 1779 has al so been updated to RFC 2253, which in turn adds the
ability for distinguished nanes to be in the UTF-8 character set.
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8. Security Considerations

There are no managenent objects defined in this MB that have a MAX-
ACCESS cl ause of read-wite and/or read-create. So, if this MBis
i npl emrented correctly, then there is no risk that an intruder can
alter or create any nanagenent objects of this MB via direct SNW
SET operati ons.
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However, this M B does provide passive information about the

exi stence, type, and configuration of applications on a given host
that could potentially indicate some sort of vulnerability. Finally,
the informati on M B provi des about network usage could be used to
anal yze network traffic patterns.

SNWPv1 by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using | PSec), even then, there is no
control as to who on the secure network is allowed to access and

GET/ SET (read/ change/create/del ete) the objects in this MB.

It is recoomended that the inplenenters consider the security
features as provided by the SNWPv3 framework. Specifically, the use
of the User-based Security Mddel RFC 2574 [14] and the Vi ew based
Access Control Mdel RFC 2575 [17] is recomended.

It is then a customer/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET
(change/ creat e/ del ete) them
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and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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