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Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Copyright Notice
Copyright (C) The Internet Society (1999). Al Rights Reserved.
1. Overview

S/M ME (Secure/ Mul ti purpose Internet Ml Extensions), described in

[ SM ME- M5G , provides a nmethod to send and receive secure M Me
nmessages. Before using a public key to provide security services, the
S/'M ME agent MJST certify that the public key is valid. S/M M agents
MUST use PKI X certificates to validate public keys as described in
the Internet X 509 Public Key Infrastructure (PKIX) Certificate and
CRL Profile [KEYM. S/M ME agents MJUST neet the certificate

processi ng requirenments docunmented in this docunment in addition to
those stated in [ KEYM.

This specification is conpatible with the Cryptographic Message
Syntax [CM5] in that it uses the data types defined by CMS. It also
inherits all the varieties of architectures for certificate-based key
managenent supported by CWVS.

1.1 Definitions
For the purposes of this nmenpo, the follow ng definitions apply.
ASN. 1: Abstract Syntax Notation One, as defined in ITU T X 680-689.
Attribute Certificate (AC: An X.509 ACis a separate structure from
a subject’s public key X. 509 Certificate. A subject may have
mul tiple X 509 ACs associated with each of its public key X 509
Certificates. Each X 509 AC binds one or nore Attributes with one of

the subject’s public key X 509 Certificates. The X 509 AC syntax is
defined in [X 509]
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BER Basic Encoding Rules for ASN. 1, as defined in ITU T X 690.

Certificate: A type that binds an entity’'s distinguished nane to a
public key with a digital signature. This type is defined in the
Internet X 509 Public Key Infrastructure (PKIX) Certificate and CRL
Profile [KEYM. This type also contains the distinguished name of the
certificate issuer (the signer), an issuer-specific serial nunber,
the issuer’s signature algorithmidentifier, a validity period, and
extensions al so defined in that docunent.

Certificate Revocation List (CRL): A type that contains infornmation
about certificates whose validity an issuer has prematurely revoked.
The information consists of an issuer nane, the tine of issue, the
next scheduled tine of issue, a list of certificate serial nunbers
and their associated revocation tinmes, and extensions as defined in
[KEYM. The CRL is signed by the issuer. The type intended by this
specification is the one defined in [ KEYM.

DER: Di stingui shed Encoding Rules for ASN. 1, as defined in ITUT
X. 690.

Recei ving agent: software that interprets and processes S/M ME CVS5
obj ects, MM body parts that contain CM5 objects, or both.

Sendi ng agent: software that creates S/M ME CM5 objects, M ME body
parts that contain CM5 objects, or both.

S/'M ME agent: user software that is a receiving agent, a sending
agent, or both.

1.2 Conpatibility with Prior Practice of S/M M
S/'M ME version 3 agents should attenpt to have the greatest
interoperability possible with S/M M version 2 agents. S/M ME

version 2 is described in RFC 2311 through RFC 2315, inclusive. RFC
2311 also has historical information about the devel opnment of S/M M

1.3 Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ MUSTSHOULD) .
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2. CMs Options

The CMS nmessage format allows for a wide variety of options in
content and al gorithm support. This section puts forth a nunber of
support requirenments and reconmendations in order to achi eve a base
| evel of interoperability anong all S/M ME inplenentations. Mst of
the CVs format for S/M ME nessages is defined in [ SM Me- M5G .

2.1 CertificateRevocationLists

Recei vi ng agents MJST support the Certificate Revocation List (CRL)
format defined in [KEYM. If sending agents include CRLs in outgoing
nmessages, the CRL format defined in [ KEYM MJST be used

Al'l agents MJUST be capabl e of perform ng revocation checks using CRLs
as specified in [KEYM. Al agents MJST performrevocation status
checking in accordance with [KEYM. Receiving agents MJST recogni ze
CRLs in received S/M ME nessages.

Agents SHOULD store CRLs received in nmessages for use in processing
| at er nessages.

Agents MUST handle multiple valid Certificate Authority (CA)
certificates containing the same subject name and the sane public
keys but with overlapping validity intervals.

2.2 CertificateChoices

Recei ving agents MJUST support PKI X vl and PKI X v3 certificates. See
[ KEYM for details about the profile for certificate formats. End
entity certificates MAY include an Internet nail address, as
described in section 3. 1.

Recei ving agents SHOULD support X 509 attribute certificates.
2.2.1 Historical Note About CMS Certificates

The CVS nessage format supports a choice of certificate formats for
public key content types: PKIX, PKCS #6 Extended Certificates and

X. 509 Attribute Certificates. The PKCS #6 format is not in w despread
use. In addition, PKIX certificate extensions address nmuch of the
same functionality and flexibility as was intended in the PKCS #6.
Thus, sending and receiving agents MJST NOT use PKCS #6 extended
certificates.

Ransdel | St andar ds Track [ Page 3]



RFC 2632 S/M ME Version 3 Certificate Handling June 1999

2.3 CertificateSet

Recei ving agents MJST be able to handle an arbitrary nunber of
certificates of arbitrary relationship to the nessage sender and to
each other in arbitrary order. In many cases, the certificates
included in a signed nessage nmay represent a chain of certification
fromthe sender to a particular root. There may be, however,
situations where the certificates in a signed nessage may be

unrel ated and included for convenience.

Sendi ng agents SHOULD i nclude any certificates for the user’s public
key(s) and associated issuer certificates. This increases the

i kelihood that the intended recipient can establish trust in the
originator’s public key(s). This is especially inportant when sendi ng
a nmessage to recipients that nmay not have access to the sender’s
public key through any other neans or when sending a signed nessage
to a new recipient. The inclusion of certificates in outgoing
nmessages can be omtted if S/MME objects are sent within a group of
correspondents that has established access to each other’s
certificates by sonme other neans such as a shared directory or manual
certificate distribution. Receiving SIM M agents SHOULD be able to
handl e messages without certificates using a database or directory

| ookup scherne.

A sendi ng agent SHOULD include at |east one chain of certificates up
to, but not including, a Certificate Authority (CA) that it believes
that the recipient may trust as authoritative. A receiving agent
SHOULD be able to handle an arbitrarily |arge nunber of certificates
and chai ns.

Agents MAY send CA certificates, that is, certificates that are
self-signed and can be considered the "root" of other chains. Note
that receiving agents SHOULD NOT sinply trust any self-signed
certificates as valid CAs, but SHOULD use sone other mechanismto
determine if this is a CA that should be trusted. Also note that in
the case of DSA certificates the paraneters nmay be located in the
root certificate. This would require that the recipient possess the
root certificate in order to performa signature verification, and is
a valid exanple of a case where transmtting the root certificate may
be required.

Recei vi ng agents MJST support chai ning based on the distinguished

nane fields. O her nmethods of building certificate chains may be
supported but are not currently recomended.
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Recei vi ng agents SHOULD support the decoding of X 509 attribute
certificates included in CMS objects. Al other issues regarding the
generation and use of X. 509 attribute certificates are outside of the
scope of this specification

3. Using Distingui shed Nanes for Internet Mail

End-entity certificates MAY contain an Internet nmail address as
described in [RFC-822]. The address nust be an "addr-spec" as defined
in Section 6.1 of that specification. The enail address SHOULD be in
t he subj ect Al t Nane extension, and SHOULD NOT be in the subject

di sti ngui shed nane.

Recei ving agents MJUST recogni ze emnil addresses in the subjectAl t Nane
field. Receiving agents MJST recogni ze enai|l addresses in the
Di stinguished Name field in the PKCS #9 enumi | Address attribute.

Sendi ng agents SHOULD nmake the address in the From or Sender header
in a mil nmessage match an Internet mail address in the signer’s
certificate. Receiving agents MJST check that the address in the From
or Sender header of a nmail nessage nmatches an Internet mail address
in the signer’s certificate, if muil addresses are present in the
certificate. A receiving agent SHOULD provi de sone explicit alternate
processi ng of the nessage if this conparison fails, which may be to

di spl ay a nessage that shows the recipient the addresses in the
certificate or other certificate details.

Al'l subject and issuer names MJST be populated (i.e. not an enpty
SEQUENCE) in S/M ME-conpliant PKIX certificates, except that the
subject DNin a user’'s (i.e. end-entity) certificate MAY be an enpty
SEQUENCE i n which case the subjectAltNanme extension will include the
subject’s identifier and MUST be marked as critical.

4. Certificate Processing

A receiving agent needs to provide sonme certificate retrieva
mechanismin order to gain access to certificates for recipients of
digital envel opes. There are nmany ways to inplenment certificate
retrieval nechanisms. X 500 directory service is an excell ent exanple
of a certificate retrieval-only mechanismthat is conpatible with
classic X 500 Distinguished Names. The PKI X Working Goup is

i nvestigating other nechanisns such as directory servers. Another
nmet hod under consideration by the IETF is to provide certificate
retrieval services as part of the existing Domain Name System (DNS).
Until such mechanisns are widely used, their utility nmay be linited
by the snmall nunber of correspondent’s certificates that can be
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retrieved. At a minimum for initial S/MME depl oynent, a user agent
could automatically generate a nessage to an intended recipient
requesting that recipient’'s certificate in a signed return nessage.

Recei ving and sendi ng agents SHOULD al so provide a nechanismto all ow
a user to "store and protect" certificates for correspondents in such
a way so as to guarantee their later retrieval. In many environnents,
it may be desirable to link the certificate retrieval/storage

mechani sns together in sone sort of certificate database. In its
sinplest form a certificate database would be local to a particul ar
user and would function in a simlar way as a "address book" that
stores a user’s frequent correspondents. In this way, the certificate
retrieval mechanismwould be Iimted to the certificates that a user
has stored (presumably frominconi ng nmessages). A conprehensive
certificate retrieval/storage solution may conbine two or nore
mechani sns to allow the greatest flexibility and utility to the user
For instance, a secure Internet nail agent nmay resort to checking a
centralized certificate retrieval nmechanismfor a certificate if it
can not be found in a user’s local certificate storage/retrieval

dat abase.

Recei ving and sendi ng agents SHOULD provi de a nechanismfor the

i nport and export of certificates, using a CM5 certs-only nessage.
This allows for inmport and export of full certificate chains as
opposed to just a single certificate. This is described in [ SM Me-
MBG .

4.1 Certificate Revocation Lists

In general, it is always better to get the latest CRL information
froma CA than to get information stored away from incom ng nessages.
A receiving agent SHOULD have access to sone certificate-revocation
list (CRL) retrieval mechanismin order to gain access to
certificate-revocation information when validating certificate

chains. A receiving or sending agent SHOULD al so provide a nechani sm
to allow a user to store inconming certificate-revocation informtion
for correspondents in such a way so as to guarantee its later
retrieval

Recei ving and sendi ng agents SHOULD retrieve and utilize CRL
information every tine a certificate is verified as part of a
certificate chain validation even if the certificate was already
verified in the past. However, in many instances (such as off-line
verification) access to the latest CRL information may be difficult
or inpossible. The use of CRL information, therefore, may be dictated
by the value of the information that is protected. The value of the
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CRL information in a particular context is beyond the scope of this
meno but may be governed by the policies associated with particul ar
certificate hierarchies.

Al'l agents MJUST be capabl e of perform ng revocation checks using CRLs
as specified in [KEYM. Al agents MJST performrevocati on status
checking in accordance with [KEYM. Receiving agents MJST recogni ze
CRLs in received S/M ME nessages.

4.2 Certificate Chain Validation

In creating a user agent for secure nessaging, certificate, CRL, and
certificate chain validation SHOULD be highly automated while stil
acting in the best interests of the user. Certificate, CRL, and chain
val i dati on MUST be performed as per [KEYM when validating a
correspondent’s public key. This is necessary before using a public
key to provide security services such as: verifying a signature;
encrypting a content-encryption key (ex: RSA); or forming a pairw se
symmetric key (ex: Diffie-Hellman) to be used to encrypt or decrypt a
content-encryption key.

Certificates and CRLs are nmade available to the chain validation
procedure in two ways: a) incomng nessages, and b) certificate and
CRL retrieval nechanisms. Certificates and CRLs in inconing nmessages
are not required to be in any particular order nor are they required
to be in any way related to the sender or recipient of the nessage
(al though in nost cases they will be related to the sender). Incom ng
certificates and CRLs SHOULD be cached for use in chain validation
and optionally stored for later use. This tenporary certificate and
CRL cache SHOULD be used to augnent any other certificate and CRL
retrieval mechanisnms for chain validation on incom ng signed
nessages.

4.3 Certificate and CRL Signing Al gorithns

Certificates and Certificate-Revocation Lists (CRLs) are signed by
the certificate issuer. A receiving agent MJST be capabl e of
verifying the signatures on certificates and CRLs nade with id-dsa-
wi t h-shal [ DSS] .

A receiving agent SHOULD be capabl e of verifying the signatures on
certificates and CRLs nade with nmd2W t hRSAEncrypti on

nmd5W t hRSAEncr ypti on and sha- 1Wt hRSAEncrypti on signature al gorithns
with key sizes from512 bits to 2048 bits described in [ PKCS#1V2].
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4.4 PKI X Certificate Extensions

PKI X descri bes an extensible franework in which the basic certificate
i nformati on can be extended and how such extensions can be used to
control the process of issuing and validating certificates. The PKI X
Wor ki ng Group has ongoing efforts to identify and create extensions
whi ch have value in particular certification environnments. Further,
there are active efforts underway to issue PKIX certificates for

busi ness purposes. This docunent identifies the m numum required set
of certificate extensions which have the greatest value in the S/M M=
environment. The syntax and semantics of all the identified
extensions are defined in [ KEYM.

Sendi ng and receiving agents MJST correctly handl e the Basic
Constraints Certificate Extension, the Key Usage Certificate

Ext ensi on, authorityKeyl D, subjectKeylD, and the subjectAltNames when
t hey appear in end-user certificates. Some nmechani sm SHOULD exi st to
handl e the defined certificate extensions when they appear in
internediate or CA certificates.

Certificates issued for the S/M ME environment SHOULD NOT contain any
critical extensions (extensions that have the critical field set to
TRUE) other than those listed here. These extensions SHOULD be marked
as non-critical unless the proper handling of the extension is deened
critical to the correct interpretation of the associated certificate.
O her extensions may be included, but those extensions SHOULD NOT be
mar ked as critical

Interpretation and syntax for all extensions MJST foll ow [ KEYM,
unl ess ot herwi se specified here.

4.4.1 Basic Constraints Certificate Extension

The basic constraints extension serves to delimt the role and
position of an issuing authority or end-entity certificate plays in a
chain of certificates.

For example, certificates issued to CAs and subordinate CAs contain a
basi c constraint extension that identifies themas issuing authority
certificates. End-entity certificates contain an extension that
constrains the certificate frombeing an issuing authority
certificate.

Certificates SHOULD contain a basicConstraints extension in CA

certificates, and SHOULD NOT contain that extension in end entity
certificates.
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4.4.2 Key Usage Certificate Extension

The key usage extension serves to limt the technical purposes for
which a public key listed in a valid certificate may be used. Issuing
authority certificates may contain a key usage extension that
restricts the key to signing certificates, certificate revocation
lists and other data.

For exanmple, a certification authority may create subordi nate issuer
certificates which contain a keyUsage extension which specifies that
t he correspondi ng public key can be used to sign end user certs and
si gn CRLs.

If a key usage extension is included in a PKIX certificate, then it
MUST be marked as critical.

4.4.2.1 Key Usage in Diffie-Hellman Key Exchange Certificates

For Diffie-Hell man key exchange certificates (certificates in which
t he subject public key algorithmis dhpublicnunber), if the keyUsage
keyAgreenent bit is set to 1 ANDif the public key is to be used to
forma pairw se key to decrypt data, then the S/M ME agent MJIST only
use the public key if the keyUsage enci pherOnly bit is set to 0. If
t he keyUsage keyAgreenent bit is set to 1 ANDif the key is to be
used to forma pairwi se key to encrypt data, then the S/M M agent
MUST only use the public key if the keyUsage deci pherOnly bit is set
to O.

4.4.3 Subject Alternative Name Extension

The subject alternative nane extension is used in S/MME as the
preferred neans to convey the RFC- 822 email address(es) that
correspond to the entity for this certificate. Any RFC 822 enui

addr esses present MJST be encoded using the rfc822Nane CHO CE of the
Gener al Name type. Since the SubjectAltNane type is a SEQUENCE OF
General Name, multiple RFC-822 enmmil|l addresses MAY be present.

5. Security Considerations

Al'l of the security issues faced by any cryptographic application
must be faced by a S/M ME agent. Anong these issues are protecting
the user’s private key, preventing various attacks, and hel ping the
user avoid m stakes such as inadvertently encrypting a nessage for
the wong recipient. The entire list of security considerations is
beyond the scope of this docunent, but sonme significant concerns are
listed here.
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When processing certificates, there are many situations where the
processing might fail. Because the processing may be done by a user
agent, a security gateway, or other program there is no single way
to handl e such failures. Just because the nethods to handle the
failures has not been |isted, however, the reader should not assune
that they are not inportant. The opposite is true: if a certificate
is not provably valid and associated with the nessage, the processing
sof tware shoul d take inmedi ate and noticable steps to informthe end
user about it.

Sone of the many places where signature and certificate checking
m ght fail include:

- no Internet nail addresses in a certificate match the sender
of a nessage

- no certificate chain leads to a trusted CA

- no ability to check the CRL for a certificate

- an invalid CRL was received

- the CRL being checked is expired

- the certificate is expired

- the certificate has been revoked

There are certainly other instances where a certificate nmay be
invalid, and it is the responsibility of the processing software to
check themall thoroughly, and to decide what to do if the check
fails.
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