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Abstract

Thi s docunent defines requirements for protocols used by Network
Access Servers (NAS).

1. Requirenents | anguage

In this docunment, the key words "MAY", "MJST, "MJST NOT", "optional"
"recomrended", "SHOULD', and "SHOULD NOT", are to be interpreted as
descri bed in [ KEYWORDS] .

2. Introduction

Thi s docunent defines requirenments for protocols used by Network
Access Servers (NAS). Protocols used by NAS's may be divided into
four spaces: Access protocols, Network protocols, AAA protocols, and
Devi ce Managenent protocols. The primary focus of this docunent is
on AAA protocol s.

The reference nodel of a NAS used by this docunment, and the analysis
of the functions of a NAS which led to the devel opnent of these
requi rements, may be found in [ NAS- MODEL] .

3. Access Protocol Requirenents
There are three basic types of access protocols used by NAS's. First
are the traditional telephony-based access protocols, which interface

to the NAS via a nodemor termnminal adapter or sinilar device. These
protocols typically support asynchronous or synchronous PPP [ PPP]
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carried over a tel ephony protocol. Second are broadband pseudo-

t el ephony access protocols, which are carried over xDSL or cable
nmodens, for exanple. These protocols typically support an
encapsul ati on nmethod such as PPP over Ethernet [PPPOE]. Finally are
the virtual access protocols used by NAS' s that term nate tunnels.
One exanple of this type of protocol is L2TP [L2TP].

It is a central assunption of the NAS nodel used here that a NAS
accepts nultiple point-to-point |links via one of the above access
protocols. Therefore, at a mininmm any NAS access protocol MIST be
able to carry PPP. The exception to this requirenment is for NAS s
that support |egacy text login nmethods such as telnet [ TELNET],
rlogin, or LAT. Only these access protocols are exenpt fromthe
requi renment to support PPP.

4. Network Protocol Requirenents

The network protocols supported by a NAS depend entirely on the kind
of network to which a NAS is providing access. This docunent does
not inpose any additional requirenents on network protocols beyond
the protocol specifications thenselves. For exanple, if a NAS that
serves a routed network includes internet routing functionality, then
that NAS nust adhere to [ ROUTI NG REQUI REMENTS], but there are no
addi ti onal protocol requirenents inposed by virtue of the device
bei ng a NAS.

5.  AAA Protocol Requirenents
5.1. General protocol characteristics

There are certain general characteristics that any AAA protocol used
by NAS' s nust neet. Note that the transport requirenents for

aut hentication/authorization are not necessarily the same as those
for accounting/auditing. An AAA protocol suite MAY use the sane
transport and protocol for both functions, but this is not strictly
required.

5.1.1. Transport requirenents

5.1.1.1. Transport independence
The design of the AAA protocol MJST be transport independent.
Exi sting infrastructures use UDP-based protocols [RAD US], gateways
to new protocols nust be practical to encourage mgration. The

desi gn MUST conply with congestion control recomendations in RFC
2914 [ CONGEST] .

Beadles & Mtton | nf or mat i onal [ Page 2]



RFC 3169 Criteria for Evaluating NAS Protocols Sept ember 2001

5.1.1.2. Scalability

Very large scale NAS' s that serve up to thousands of sinultaneous
sessi ons are now being depl oyed. And a single server system nmay
service a | arge nunber of ports. This neans that, in the extrene,
there may be an al nbost constant exchange of many snmall packets
between the NASes and the AAA server. An AAA protocol transport
SHOULD support being optinized for a | ong-term exchange of smal
packets in a stream between a pair of hosts.

The protocol MJST be designed to support a |arge nunber of ports,
clients, and concurrent sessions. Exanples of poor design would

i ncl ude nessage identifiers which values are so small that queues and
recepti on wi ndows wap under |oad, unique session identifier ranges
that are so snmall that they wap within the lifetine of potential

| ong sessions, counter values that cannot acconmpdate reasonable
current and future bandw dth usage, and conputational processes with
hi gh overhead that nust be perforned frequently.

5.1.1.3. Support for Miltiple AAA Servers and Fail ure Recovery

In order to operationally support |arge |oads, |oad bal anci ng and
fail-over to nultiple AAA servers will be required. The AAA protocol
MUST provide for NAS s to bal ance individual AAA requests between two
or nore AAA servers. The |oad bal anci ng mechani sm SHOULD be built in
to the AAA protocol itself.

The AAA protocol MJST be able to detect a failure of the transport
protocol to deliver a nmessage or nessages within a known and
controllable tinme period, so it can engage retransni ssion or server
fail-over processes. The reliability and robustness of

aut hentication requests MJST be predictable and confi gurable.

The AAA protocol design MJUST NOT introduce a single point of failure
during the AAA process. The AAA protocol MJST all ow any sessions
between a NAS and a given AAA server to fail-over to a secondary
server without |oss of state information. This fail-over mechani sm
SHOULD be built in to the AAA protocol itself.

5.1.1.4. Support for Miltiple Adm nistrative Donmains

NAS' s operated by one authority provide network access services for
clients operated by another authority, to network destinations
operated by yet another authority. This type of arrangenent is of
growi ng i nportance; for exanple, dial roaming is now a nearly
ubi qui tous service. Therefore, the AAA protocol MJST support AAA
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services that travel between nultiple domains of authority. The AAA
protocol MJUST NOT use a nodel that assumes a single domain of
aut hority.

The AAA protocol MJUST NOT dictate particul ar busi ness nodels for the
rel ati onship between the admi nistrative domains. The AAA protocol
MUST support proxy, and in addition SHOULD support other nulti-domain
rel ati onshi ps such as brokering and referral.

The AAA protocol MJIST al so neet the protocol requirenents specified
i n [ ROAM NG REQUI REMENTS] .

5.1.2. Attribute-Value Protocol Mbdel

Years of operational experience with AAA protocols and NAS s has
proven that the Attribute-Value protocol nodel is an optina
representati on of AAA data. The protocol SHOULD use an Attri bute-
Val ue representation for AAA data. This docunent will assune such a
nodel. Even if the AAA protocol does not use this as an on-the-wire
data representation, Attribute-Value can serve as abstraction for

di scussi ng AAA informtion.

Experi ence has al so shown that attribute space tends to run out
quickly. In order to provide roomfor expansion in the attribute
space, the AAA protocol MJST support a mninmum of 64K Attributes (16
bits), each with a mninmum |l ength of 64K (16 bits).

5.1.2.1. Attribute Data Types

The AAA protocol MJIST support sinple attribute data types, including
i nteger, enuneration, text string, |IP address, and date/tinme. The
AAA protocol MUIST al so provide sonme support for conplex structured
data types. \Wherever |P addresses are carried within the AAA
protocol, the protocol MJST support both IPv4 and | Pv6 [| PV6]
addresses. Werever text information is carried within the AAA
protocol, the protocol MJST conply with the I ETF Policy on Character
Sets and Languages [ RFC 2277].

5.1.2.2. Mninmm Set of Attributes

At a nininum the AAA protocol MJST support, or be easily extended to
support, the set of attributes supported by RAD US [ RADI US] and

RADI US Accounting [ RADI US- ACCOUNTI NG . |If the base AAA protocol does
not support this conplete set of attributes, then an extension to
that protocol MJST be defined which supports this set.
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5.1.2.3. Attribute Extensibility

NAS and AAA devel opnent is always progressing. |In order to prevent
the AAA protocol frombeing a limting factor in NAS and AAA Server
devel opnent, the AAA protocol MJIST provide a built-in extensibility
nmechani sm whi ch MJST include a neans for addi ng new standard

attri bute extensions. This MJST include a nmethod for registering or
requesting extensions through | ANA, so that |ong-term working group

i nvol venrent is not required to create new attribute types. |Ideally,
the AAA protocol SHOULD separate specification of the transport from
specification of the attributes.

The AAA protocol MJST include a nmeans for individual vendors to add
val ue through vendor-specific attributes and SHOULD i ncl ude support
for vendor-specific data types.

5.1.3. Security Requirenents
5.1.3.1. Mutual Authentication

It is poor security practice for a NAS to communi cate with an AAA
server that is not trusted, and vice versa. The AAA protocol MJST
provi de nutual authentication between AAA server and NAS

5.1.3.2. Shared Secrets

At a nmininmum the AAA protocol SHOULD support use of a secret shared
pai rwi se between each NAS and AAA server to mutually verify identity.
This is intended for snall-scal e depl oynents. The protocol MNAY
provi de stronger mnutual security techniques.

5.1.3.3. Public Key Security

AAA server/NAS identity verification based solely on shared secrets
can be difficult to deploy properly at large scale, and it can be
tenmpting for NAS operators to use a single shared secret (that rarely
changes) across all NAS's. This can lead to an easy conprom se of
the secret. Therefore, the AAA protocol MJST al so support mnutua
verification of identity using a public-key infrastructure that
supports expiration and revocation of keys.

5.1.3.4. Encryption of Attributes
Sone attributes are nore operationally sensitive than others. Al so,

in a mlti-domain scenario, attributes may be inserted by servers
fromdifferent adm nistrative domains. Therefore, the AAA protocol
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MUST support selective encryption of attributes on an attribute-by-
attri bute basis, even within the same nmessage. This requirenent
applies equally to Authentication, Authorization, and Accounting
dat a.

5.2. Authentication and User Security Requirenents

5.2.1. Authentication protocol requirenents

End users who are requesting network access through a NAS will

present various types of credentials. It is the purpose of the AAA
protocol to transport these credentials between the NAS and the AAA
server.

5.2.1.1. Bi-directional Authentication
The AAA protocol MJIST support transport of credentials fromthe AAA
server to the NAS, between the User and the NAS, and between the NAS
and the AAA server

5.2.1.2. Periodic Re-Authentication
The AAA protocol MJIST support re-authentication at any tinme during
the course of a session, initiated fromeither the NAS or the AAA
server. This is a requirenent of CHAP [ CHAP].

5.2.1.3. Milti-phase Authentication

The AAA protocol MJIST be able to support nulti-phase authentication
met hods, including but not limted to support for:

- Text pronpting fromthe NAS to the user
- A series of binary chall enges and responses of arbitrary |ength

- An authentication failure reason to be transmtted fromthe NAS
to the user

- Callback to a pre-determ ned phone nunber
5.2.1.4. Extensible Authentication Types
Security protocol devel opnent is going on constantly as new threats
are identified and better cracking nethods are devel oped. Today’s
secure aut hentication nethods may be proven insecure tonmorrow. The

AAA protocol MUIST provide sone support for addition of new
aut henti cation credential types.
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5.2.2. Authentication Attribute Requirenents

In addition to the mininmumattribute set, the AAA protocol nust
support and define attributes that provide the follow ng functions:

5.2.2.1. PPP Authentication protocols
Many aut hentication protocols are defined within the framework of
PPP. The AAA protocol MJST be able to act as an internediary
prot ocol between the authenticate and the authenticator for the
foll ow ng authentication protocols:
- PPP Password Aut hentication Protocol [PPP]
- PPP Chal | enge Handshake Aut henticati on Protocol [CHAP]
- PPP Extensible Authentication Protocol [EAP]
5.2.2.2. User ldentification
The followi ng are conmon types of credentials used for user
identification. The AAA protocol MJST be able to carry the follow ng
types of identity credentials:

- Awuser nanme in the formof a Network Access ldentifier [NAI].

- An Extensible Authentication Protocol [EAP] ldentity Request
Type packet.

-  Tel ephony dialing information such as Di al ed Nunber
I dentification Service (DNIS) and Caller ID.

If a particular type of authentication credential is not needed for a
particul ar user session, the AAA protocol MJST NOT require that dummy
credentials be filled in. That is, the AAA protocol MJST support
aut hori zation by identification or assertion only.
5.2.2.3. Authentication Credentials
The followi ng are conmon types of credentials used for
aut henti cation. The AAA protocol MJST be able to carry the follow ng
types of authenticating credentials at a nini num
- A secret or password.
- A response to a challenge presented by the NAS to the user

- A one-tinme password
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- An X. 509 digital certificate [X 509]

- A Kerberos v5 ticket [KERBERCS]
5.2.3. Authentication Protocol Security Requirenents
5.2.3.1. End-to-End H ding of Credentials

Where passwords are used as authentication credentials, the AAA
protocol MJST provide a secure neans of hiding the password from
internmediates in the AAA conversation. Were chall enge/response
nmechani sns are used, the AAA protocol MJST al so prevent agai nst
replay attacks.

5.3. Authorization, Policy, and Resource nanagenent
5.3.1. Authorization Protocol Requirenents

In all cases, the protocol MJST specify that authorization data sent
fromthe NAS to the AAA server is to be regarded as information or
"hints", and not directives. The AAA protocol MJST be designhed so
that the AAA server nmkes all final authorization decisions and does
not depend on a certain state being expected by the NAS

5.3.1.1. Dynam c Authorization

The AAA protocol MJIST support dynam c re-authorization at any tine
during a user session. This re-authorization may be initiated in
either direction. This dynam c re-authorization capability MJST
include the capability to request a NAS to di sconnect a user on
demand.

5.3.1.2. Resource Minagenent

Resour ce Managenent MJUST be supported on demand by the NAS or AAA
Server at any tinme during the course of a user session. This would
be the ability for the NAS to all ocate and deal | ocate shared
resources froma AAA server servicing multiple NASes. These
resources nmay include, but are not limted to; |P addresses,
concurrent usage linmits, port usage linmits, and tunnel linmts. This
capability should have error detection and synchronization features
that will recover state after network and systemfailures. This may
be acconplished by session information timeouts and explicit interim
status and di sconnect nessages. There should not be any dependencies
on the Accounting nessage stream as per current practices.

Beadl es & Mtton I nf or mat i onal [ Page 8]



RFC 3169 Criteria for Evaluating NAS Protocols Sept ember 2001

This feature is primarily intended for NAS-1ocal network resources.
In a proxy or multi-domain environment, resource information shoul d
only be retained by the server doing the allocation, and perhaps it’'s
backups. Authorization resources in renote domains should use the
dynami ¢ aut hori zation features to change and revoke authorization

st at us.

5.3.2. Authorization Attribute Requirenents
5.3.2.1. Authorization Attribute Requirements - Access Restrictions

The AAA protocol serves as a primary nmeans of gathering data used for
maki ng Policy decisions for network access. Therefore, the AAA
protocol MJST all ow network operators to rmake policy decisions based
on the follow ng paraneters:

- Tine/day restrictions. The AAA protocol MJST be able to
provi de an unanbi guous tine stanp, NAS tinme zone indication
and date indication to the AAA server in the Authorization
i nformati on.

- Location restrictions: The AAA protocol MJST be able to
provi de an unanbi guous | ocation code that reflects the
geographic location of the NAS. Note that this is not the same
type of thing as either the dialing or dialed station.

- Dialing restrictions: The AAA protocol MJST be able to provide
accurate dialed and dialing station indications.

- Concurrent login limtations: The AAA protocol MJIST all ow an
AAA Server to limt concurrent |ogins by a particular user or
group of users. This nechani sm does not need to be explicitly
built into the AAA protocol, but the AAA protocol nust provide
sufficient authorization information for an AAA server to make
that determnation through an out- of - band mechani sm

5.3.2.2. Authorization Attribute Requirements - Authorization Profiles
The AAA protocol is used to enforce policy at the NAS. Essentially,
on granting of access, a particular access profile is applied to the
user’s session. The AAA protocol MJST at a m ni mum provi de a nmeans
of applying profiles containing the follow ng types of informtion:

- | P Address assignnent: The AAA protocol MJST provide a neans of
assigning an I Pv4 or 1 Pv6 address to an inconing user.
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Protocol Filter application: The AAA protocol MJST provide a
means of applying IP protocol filters to user sessions. Two
di fferent methods MJST be supported.

First, the AAA protocol MJST provide a neans of selecting a
protocol filter by reference to an identifier, with the details
of the filter action being specified out of band. The AAA
protocol SHOULD define this out-of-band reference nmechani sm

Second, the AAA protocol MJIST provide a neans of passing a
protocol filter by value. This nmeans explicit passing of
pass/ bl ock informati on by address range, TCP/UDP port numnber,
and | P protocol nunber at a m nimum

Conpul sory Tunneling: The AAA protocol MJST provide a neans of
directing a NAS to build a tunnel or tunnels to a specified
end- point. It MJST support creation of nultiple sinultaneous
tunnels in a specified order. The protocol MJST allow, at a
m ni mrum specification of the tunnel endpoints, tunneling
protocol type, underlying tunnel nedia type, and tunnel

aut hentication credentials (if required by the tunnel type).
The AAA protocol MJIST support at |east the creation of tunnels
using the L2TP [L2TP], ESP [ESP], and AH [AH] protocols. The
protocol MJST provi de neans of addi ng new tunnel types as they
are standardi zed.

Routing: The AAA protocol MJST provide a neans of assigning a
particular static route to an incom ng user session

Expirations/timeouts: The AAA protocol MJST provide a neans of
comuni cati on session expiration information to a NAS. Types
of expirations that MUST be supported are: total session tineg,
idle time, total bytes transmitted, and total bytes received.

Quality of Service: The AAA protocol MJST provide a nmeans for
supplying Quality of Service paraneters to the NAS for
i ndi vi dual user sessions.

Resour ce Managenent Requirenents

The AAA protocol is a nmeans for network operators to perform
managenent of network resources. The AAA protocol MJST provide a

nmeans

of collecting resource state information, and controlling

resource allocation for the follow ng types of network resources.

Net wor k bandwi dt h usage per session, including nultilink
sessi ons.
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- Access port usage, including concurrent usage and usage pools.
- Connect tinme.
- | P Addresses and pool s.
- Conmpul sory tunnel linits.
5.3.3. Authorization Protocol Security Requirenents
5.3.3.1. Security of Conpul sory Tunnel Credentials

Wien an AAA protocol passes credentials that will be used to

aut henti cate conpul sory tunnels, the AAA protocol MJST provide a
nmeans of securing the credentials fromend-to-end of the AAA
conversation. The AAA protocol MJST al so provide protection agai nst
replay attacks in this situation.

5.4. Accounting and Auditing Requirenents
5.4.1. Accounting Protocol Requirenents
5.4.1.1. CGuaranteed Delivery

The accounting and auditing functions of the AAA protocol are used
for network planning, resource managenent, policy decisions, and
other functions that require accurate know edge of the state of the
NAS. NAS operators need to be able to engineer their network usage
nmeasurenment systens to a predictable level of accuracy. Therefore,
an AAA protocol MJST provide a neans of guaranteed delivery of
accounting infornmati on between the NAS and the AAA Server(s).

5.4.1.2. Real Tinme Accounting
NAS operators often require a real time view onto the status of
sessions served by a NAS. Therefore, the AAA protocol MJST support
real -time delivery of accounting and auditing information. |In this
context, real tine is defined as accounting information delivery
begi nning within one second of the triggering event.

5.4.1.3. Batch Accounting

The AAA protocol SHOULD al so support delivery of stored accounting
and auditing information in batches (non-real tine).
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5.4.1.4. Accounting Tine Stanps
There may be del ays associated with the delivery of accounting
informati on. The NAS operator will desire to know the tine an event
actually occurred, rather than sinply the tinme when notification of
the event was received. Therefore, the AAA protocol MJST carry an
unanbi guous tine stanp associ ated with each accounting event. This
time stanp MUST be unanbi guous with regard to tinme zone. Note that
this assunmes that the NAS has access to a reliable tine source.

5.4.1.5. Accounting Events

At a nmininmum the AAA protocol MJST support delivery of accounting
information triggered by the foll owi ng events:

- Start of a user session

- End of a user session

- Expiration of a predeternined repeating tinme interval during a
user session. The AAA protocol MJST provide a nmeans for the
AAA server to request that a NAS use a certain interva
accounting tine.

- Dynamic re-authorization during a user session (e.g., new
resources being delivered to the user)

- Dynamic re-authentication during a user session
5.4.1.6. On-Demand Accounti ng
NAS operators need to nmaintain an accurate view onto the status of
sessions served by a NAS, even through failure of an AAA server.
Therefore, the AAA protocol MJST support a neans of requesting
current session state and accounting fromthe NAS on demand.

5.4.2. Accounting Attribute Requirenments

At a nmininum the AAA protocol MJST support delivery of the foll ow ng
types of accounting/auditing data:

- Al paraneters used to authenticate a session

- Details of the authorization profile that was applied to the
sessi on.

- The duration of the session

Beadles & Mtton | nf or mat i onal [ Page 12]



RFC 3169 Criteria for Evaluating NAS Protocols Sept ember 2001
- The cumrul ati ve nunber of bytes sent by the user during the
sessi on.

- The cumrul ati ve nunber of bytes received by the user during the
sessi on.

- The cumul ati ve nunber of packets sent by the user during the
sessi on.

- The cumrul ati ve nunber of packets received by the user during
t he sessi on.

- Details of the access protocol used during the session (port
type, connect speeds, etc.)

5.4.3. Accounting Protocol Security Requirenents

5.4.3.1. Integrity and Confidentiality
Note that accounting and auditing data are operationally sensitive
i nformati on. The AAA protocol MJST provide a neans to assure end-
to-end integrity of this data. The AAA protocol SHOULD provide a
means of assuring the end-to-end confidentiality of this data.

5.4.3.2. Auditibility
Net wor k operators use accounting data for network planning, resource
managenent, and ot her business-critical functions that require
confidence in the correctness of this data. The AAA protocol SHOULD
provide a nmechanismto ensure that the source of accounting data
cannot easily repudiate this data after transm ssion

6. Device Managenent Protocols

Thi s docunent does not specify any requirenments for device managenent
pr ot ocol s.

7. Acknow edgnents
Many of the requirenents in this docunment first took formin den
Zorn's, "Yet Another Authentication Protocol (YAAP)" docunment, for
whi ch grateful acknow edgnent is nade.

8. Security Considerations

See above for security requirenments for the NAS AAA prot ocol
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10.

Where an AAA architecture spans nultiple domains of authority, AAA

i nformati on nmay need to cross trust boundaries. |In this situation, a
NAS mi ght operate as a shared device that services nultiple

admi ni strative domains. Network operators are advised take this into
consi derati on when depl oyi ng NAS's and AAA Servers.

| ANA Consi der ati ons

Thi s docunent does not directly specify any | ANA consi derati ons.
However, the follow ng recomendati ons are nade:

Fut ure devel oprment and extension of an AAA protocol will be nmade nuch
easier if new attributes and values can be requested or registered
directly through I ANA, rather than through an | ETF Standardi zati on
process.

The AAA protocol m ght use enunerated values for some attributes,

whi ch enunerate al ready-defined | ANA types (such as protocol nunber).
In these cases, the AAA protocol SHOULD use the | ANA assigned nunbers
as the enunerated val ues.
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12.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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