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Abstract

Thi s docunent specifies guidelines that nmust be inplenented by any
entity responsible for allocating IPv6 nulticast addresses. This

i ncludes, but is not linted to, any docunents or entities wishing to
assi gn permanent |Pv6 nulticast addresses, allocate dynam c |Pv6
mul ti cast addresses, and define permanent |Pv6 multicast group
identifiers. The purpose of these guidelines is to reduce the
probability of 1 Pv6 nulticast address collision, not only at the |Pv6
| ayer, but also at the link-layer of nmedia that encode portions of
the IP | ayer address into the MAC | ayer address.
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1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].

The term "group ID', throughout this docunment, conforns to the
definition contained in [UNI MCAST], that is, the |loworder 32 bits of
the I Pv6 nmulticast address.

2. Introduction

Thi s docunent specifies guidelines that MJST be inplenented by any
entity responsible for allocating IPv6 nulticast addresses. This

i ncludes, but is not linted to, any docunents or entities wi shing to
assi gn permanent |Pv6 nulticast addresses, allocate dynam c |Pv6
mul ti cast addresses, and define permanent |Pv6 multicast group
identifiers. The purpose of these guidelines is to reduce the
probability of 1Pv6 nulticast address collision, not only at the |Pv6
| ayer, but also at the link-layer of nmedia that encode portions of
the I P | ayer address into the |ink-Iayer address.

Wth the current | Pv6 address architecture [ ADDRARCH and the
extension to the multicast address architecture specified in

[ UNl MCAST], a set of guidelines is needed for entities assigning any
flavor of IPv6 nmulticast addresses.

The current approach of several physical nedia [ RFC 2464] [ RFC 2467]

is to map a portion of the IPv6 nulticast address into a |ink-Iayer
destination address. This is acconplished by taking the | ow order 32
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bits (henceforth called the group I1D) of the IPv6 nulticast address
and including themin the link-layer destination address. G oup IDs,
| ess than or equal to, 32 bits long will generate unique |ink-Iayer
addresses within a given multicast scope.

These gui delines specify how the group ID of the I Pv6 nulticast
address are chosen and assigned. The guidelines specify several
nmechani sns that can be used to determine the group ID of the
mul ti cast address, based on the type of allocation being done.

3. Applicability

These gui deli nes are designed to be used in any environment in which
| Pv6 nulticast addresses are del egated, assigned, or selected. These
guidelines are not linmted to use by MADCAP [ RFC 2730] servers. The
following is a non-exhaustive |ist of applications of these

gui del i nes:

- Source-specific multicast application servers can generate an
SSM group address by generating a 96-bit nulticast prefix, as
defined in [UNI MCAST] (i.e. FF3x::/96) and concatenating that
with a group ID, as defined in this docunent.

- A MADCAP server allocates IPv6 nulticast addresses conform ng
to section 2.7 of [ ADDRARCH], creating the group ID using the
rules defined in this docunent.

- Nodes supplying nmulticast services in a zeroconf environnent
generate nulticast addresses without the need of centralized
contr ol

- | ANA can assign permanent nulticast addresses to ful fil
requests via the protocol standardization process.

4. Goup ID Selection Guidelines

The Group ID selection process allows for three types of nmulticast
address assignnments. These are pernmanent | Pv6 nulticast addresses,
dynamic I Pv6 nulticast addresses, and permanent |Pv6 multicast group
IDs. The followi ng guidelines assune that the prefix of the
mul ti cast address has been initialized according to [ ADDRARCHl or

[ UNI MCAST] .
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4.1 Permanent | Pv6 Multicast Addresses

Per manent nulticast addresses, |like those defined in [ RFC 2375], are
al l ocated by I ANA. These addresses will be assigned with group ID s,
in the range of 0x00000001 to Ox3FFFFFFF, on an Expert Revi ew basis.

Mul ti cast addresses assigned by | ANA MJST have the T bit set to 0 and
the P bit set to O.

4.2 Permanent |Pv6 Multicast Goup ldentifiers

Per manent group IDs allow for a global identifier of a particular
service (e.g. Network Tinme Protocol (NTP) being assigned the group ID
0x40404040). The use of permanent group IDs differs from permanent
mul ti cast addresses in that a permanent group ID offers a gl obal
identifier for a service being offered by nunerous servers.

As an exanpl e, consider the NTP exanple group |ID of 0x40404040. An
NTP client would be able to access nultiple servers and nultiple
scopes. That is, the NTP client will know that the group ID
0x40404040 identifies an NTP nulticast streamregardl ess of the upper
96 bits of the nulticast address.

Permanent group IDs are allocated on an Expert Review basis, in the
range 0x40000000 to Ox7FFFFFFF. These pernanent group |IDs are neant
to be used in IPv6 nulticast addresses, defined in [ UNI MCAST].

4.3 Dynamic |IPv6 Milticast Addresses

Dynami ¢ I Pv6 nulticast addresses can be allocated by an all ocation
server or by an end-host. Regardless of the allocation nechani sm
all dynamically allocated | Pv6 nulticast addresses MJST have the T
bit set to 1. This will distinguish the dynamically all ocated
addresses fromthe permanently assigned multicast addresses, defined
in [RFC 2375], at the link-layer on any nedia that nmaps the | ower
portion of the IPv6 nulticast address into a |link-layer address. It
shoul d be noted that the high-order bit of the Goup IDwII be the
sane value as the T flag.

As an exanple, the pernmanent |IPv6 nulticast address FF02::9 naps to
an Ethernet group address of 33-33-00-00-00-09. A dynamically

all ocated I Pv6 nulticast address of FF32::8000:9 would map to the
Et her net group address 33-33-80-00-00-09.
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4.3.1 Server Allocation

The allocation of IPv6 nmulticast addresses, by a server, is defined
in [RFC 2730]. Address managenent is the responsibility of the

al l ocation protocol and outside the scope of this docunent.

Al'l ocation servers MJST use the group I D range 0x80000000 to
OxFFFFFFFF.

4.3.2 Host All ocation

Host - based al |l ocation allows hosts to self-select I Pv6 nulticast
addresses. (One exanpl e of host-based allocation is the Zeroconf
Mul ti cast Address Allocation Protocol [ZMAAPDOC]. |ssues with
collision detection, claimnotification, etc. are outside the scope
of this docunent and the responsibility of the protocol being used,
such as [ ZMAAPDCC] .

The group ID portion of the address is created using either a
pseudo-random 32-bit nunber or a 32-bit nunber created using the
guidelines in [RFC 1750]. The generated group ID MJST fall in the
range 0x80000000 to OxFFFFFFFF. This can be acconplished by setting
the high-order bit of the generated nunber to 1.

5. |1 ANA Consi derati ons

Thi s docunent requests the creation of a new registry naintained by

| ANA.  This new registry will maintain permanent group |ID values. The
prem se of this newregistry is to allow for permanent group IDs to
be used across multiple domains utilizing the nulticast address
architecture defined in [UNIMCAST]. The permanent group IDs wll

fall in the range 0x40000000 to Ox7FFFFFFF

In addition, this docunment also defines rules for the allocation of
permanent | Pv6 multicast addresses by I ANA. These rul es specify
different ranges for nulticast addresses that are |Pv6-only and for
| Pv6 nmulticast addresses that have corresponding | Pv4 mnulticast
addr esses.

Fol l owi ng the policies outlined in [ RFC 2434]:
- Permanent IPv6 nulticast addresses wth corresponding |Pv4
mul ti cast addresses, |ike those defined in [RFC 2375], are

allocated with group IDs in the range of 1 to Ox3FFFFFFF on an
Expert Revi ew basis, see Section 4.1.
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- Permanent | Pv6-only nulticast addresses are allocated with
group ID s in the range 0x100 to Ox3FFFFFFF on an Expert Review
basi s.

- Permanent group ID s are allocated on an Expert Review basis in
t he range 0x40000000 to Ox7FFFFFFF, see Section 4. 2.

- The range 0x80000000 to OxXFFFFFFFF is reserved for use by
dynami c nulticast address allocation nmechani sns, see Section
4. 3.

Al'l approved requests for a permanent |Pv6 nulticast address will
result in the assignnment of a unique group |ID which shall be reserved
inall valid IPv6 nulticast scopes.

6. Security Considerations

The all ocati on nechani sns described in this docunent do not alter the
security properties of either the Any Source or Source Specific
mul ti cast service nodels of |Pv4 and | Pv6.

The potential to allocate |arge bl ocks of addresses can lead to

Deni al -of - Service attacks. A nore in-depth discussion of the
security issues surrounding dynamc allocation of nulticast addresses
can be found in [ RFC 2908].
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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