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O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.
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1. Abstract

This meno defines a Managenent |nformation Base (MB) for use with
net wor kK nmanagenent protocols in the Internet comunity. In
particular, it describes nanaged objects used for nanagi ng tunnels of
any type over |Pv4 networks. Extension MBs may be designed for
managi ng protocol -specific objects. Likew se, extension MBs may be
desi gned for managi ng security-specific objects. This MB does not
support tunnels over non-1Pv4 networks (including | Pv6 networks).
Managenent of such tunnels may be supported by other M Bs.
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2.

| nt roducti on

Over the past several years, there have been a nunber of "tunneling"
protocols specified by the | ETF (see [28] for an early discussion of
the nodel and exanples). This docunent describes a Managenent

I nformation Base (M B) used for managi ng tunnels of any type over

| Pv4 networ ks, including GRE [16,17], IP-in-IP [18], Mnim

Encapsul ation [19], L2TP [20], PPTP [21], L2F [25], UDP (e.g., [26]),
ATMP [22], and IPv6-in-1Pv4 [27] tunnels.

Ext ension M Bs nay be designed for managi ng protocol -specific
objects. Likew se, extension MBs may be designed for managi ng
security-specific objects (e.g., IPSEC[24]), and traffic conditioner
[29] objects. Finally, this MB does not support tunnels over non-

| Pv4 networks (including | Pv6 networks). Managenment of such tunnels
may be supported by other M Bs.

The SNMP Net wor k Managenent Franmewor k

The SNMP Managenent Framework presently consists of five major
conponent s:

o] An overall architecture, described in RFC 2571 [1].

o] Mechani sms for describing and nani ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in
STD 16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4]. The
second version, called SMv2, is described in STD 58, RFC 2578
[5], STD 58, RFC 2579 [6] and STD 58, RFC 2580 [7].

o] Message protocols for transferring managenent infornmation. The
first version of the SNWMP nessage protocol is called SNWv1l and
described in STD 15, RFC 1157 [8]. A second version of the SNWP
nessage protocol, which is not an Internet standards track
protocol, is called SNMWPv2c and described in RFC 1901 [9] and
RFC 1906 [10]. The third version of the nessage protocol is
call ed SNMPv3 and described in RFC 1906 [10], RFC 2572 [11] and
RFC 2574 [12].

o] Prot ocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protoco
operations and associated PDU formats is described in RFC 1905
[13].
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o] A set of fundanental applications described in RFC 2573 [14] and
the vi ewbased access control nechani sm described in RFC 2575
[15].

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the nechanisns defined in the SM.

This nenp specifies a MB nodule that is conpliant to the SMv2. A

M B conformng to the SMvl can be produced through the appropriate
transl ations. The resulting translated M B nust be senmantically
equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Some machi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this | oss of nachine
readabl e information is not considered to change the senantics of the
M B.

4. Overvi ew
This M B npdul e contains two tabl es:

o] the Tunnel Interface Table, containing information on the
tunnel s known to a router; and

o] the Tunnel Config Table, which can be used for dynam c creation
of tunnels, and al so provides a mappi hg from endpoi nt addresses
to the current interface index val ue.

4.1. Relationship to the Interfaces MB

This section clarifies the relationship of this MB to the Interfaces
MB [23]. Several areas of correlation are addressed in the
foll ow ng subsections. The inplenentor is referred to the Interfaces
M B docunent in order to understand the general intent of these

ar eas.

4.1.1. Layering Model

Each |l ogical interface (physical or virtual) has an ifEntry in the
Interfaces MB [23]. Tunnels are handl ed by creating a | ogical
interface (ifEntry) for each tunnel. These are then correl ated, using
the ifStack table of the Interfaces MB, to those interfaces on which
the local |1 Pv4 addresses of the tunnels are configured. The basic
nodel , therefore, |ooks sonmething like this (for exanple):
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+--+ +---+ H--+ +---+ I I
[IP-in-1P | GRE | | |
| tunnel | | tunnel | | |
+--F H---F+ Aot Ao+ | |

| ] | ] | | <== attachnment to underlying
AR R S + +--+ interfaces, to be provided
| Physi cal interface | by ifStack table

4.1.2. ifRcvAddressTabl e

The i f RcvAddressTabl e usage is defined in the MBs defining the
encapsul ati on bel ow the network |ayer. For exanple, if IP-in-IP
encapsul ation is being used, the ifRcvAddressTable is defined by IP-
in-1P

4.1.3. ifEntry

IfEntries are defined in the M Bs defining the encapsul ati on bel ow
the network layer. For exanple, if IP-in-1P encapsulation [20] is
being used, the ifEntry is defined by IP-in-1P.

The ifType of a tunnel should be set to "tunnel"” (131). An entry in
the IP Tunnel MB will exist for every ifEntry with this ifType. An
i npl enentation of the P Tunnel MB rmay allow ifEntries to be created
via the tunnel ConfigTable. Creating a tunnel will also add an entry
inthe ifTable and in the tunnellfTable, and deleting a tunnel wll

i kewi se delete the entry in the ifTable and the tunnel IfTabl e.

The use of two different tables in this MB was an inportant design
decision. Traditionally, iflndex values are chosen by agents, and
are permtted to change across restarts. Allowi ng row creation
directly in the Tunnel Interface Table, indexed by iflndex, would
conplicate row creation and/ or cause interoperability problenms (if
each agent had special restrictions on iflndex). Instead, a separate
table is used which is indexed only by objects over which the nanager
has control. Nanely, these are the addresses of the tunnel endpoints
and the encapsul ation protocol. Finally, an additional manager-
chosen IDis used in the index to support protocols such as L2F which
allow multiple tunnels between the same endpoints.

Thal er St andar ds Track [ Page 4]



RFC 2667 | P Tunnel MB August 1999

5. Definitions

TUNNEL-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT-TYPE, transm Sssion,
I nt eger 32, | pAddress FROM SNWPv2- SM
Rowst at us FROM SNMPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNMPv2- CONF
i flndex, Interfacel ndexOrZero FROM | F-M B;

tunnel M B MODULE- | DENTI TY
LAST- UPDATED "9908241200Z" -- August 24, 1999
ORGANI ZATI ON "I ETF I nterfaces M B Wrking G oup"
CONTACT- | NFO
" Dave Thal er
M crosoft Corporation
One M crosoft Way
Rednond, WA 98052- 6399
EMai | : dt hal er @it hal er. m crosoft. conf
DESCRI PTI ON
"The M B nodul e for managenment of | P Tunnels, independent of
the specific encapsul ati on schene in use."
REVI SI ON "9908241200Z" -- August 24, 1999
DESCRI PTI ON
"Initial version, published as RFC 2667."
::={ transmission 131 }

tunnel M BObj ects OBJECT IDENTIFIER ::= { tunnelMB 1 }
tunnel OBJECT IDENTIFIER ::={ tunnel M BObjects 1 }

-- the I P Tunnel M B-G oup
-- a collection of objects providing information about
-- | P Tunnel s

tunnel | f Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tunnel IfEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table containing information on configured
tunnel s.”

o= { tunnel 1}

tunnel I fEntry OBJECT- TYPE
SYNTAX Tunnel I fEntry
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MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry (conceptual row) containing the information on a
particul ar configured tunnel."

| NDEX { iflndex }

c:={ tunnellfTable 1 }

Tunnel I fEntry ::= SEQUENCE {
tunnel | f Local Addr ess | pAddr ess,
tunnel | f Renot eAddr ess | pAddr ess,
tunnel | f EncapsMet hod | NTEGER
tunnel | f HopLi ni t | nt eger 32,
tunnel | f Security | NTEGER
tunnel | f TCS | nt eger 32
}
tunnel | f Local Address OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The address of the local endpoint of the tunnel (i.e., the
source address used in the outer |IP header), or 0.0.0.0 if
unknown. "

2= { tunnellfEntry 1 }

tunnel | f Renot eAddr ess OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The address of the renote endpoint of the tunnel (i.e., the
destination address used in the outer |IP header), or 0.0.0.0
i f unknown."

2= { tunnellfEntry 2 }

tunnel | f EncapsMet hod OBJECT- TYPE

SYNTAX | NTEGER {

other(1), -- none of the follow ng
direct(2), -- no internedi ate header
gre(3), -- GRE encapsul ation
mnimal (4), -- Mninmal encapsul ation
| 2t p(5), -- L2TP encapsul ation

ppt p(6), -- PPTP encapsul ation

1 2f(7), -- L2F encapsul ation
udp(8), -- UDP encapsul ation

at mp(9) -- ATMP encapsul ation
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}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The encapsul ati on net hod used by the tunnel.
direct indicates that the packet

August 1999

The val ue
is encapsul ated directly

within a normal | Pv4 header, with no i nternedi ate header,

and unicast to the renpte tunne

endpoint (e.g.,

an RFC 2003

IP-in-1P tunnel, or an RFC 1933 | Pv6-in-1Pv4 tunnel). The

value mninmal indicates that a M ni nal
(RFC 2004) is inserted between the outer

Forwar di ng Header
and the

payl oad packet. The value UDP indicates that the payl oad

packet is encapsulated within a nornmnal

UDP packet (e.g., RFC

1234). The remai ning protocol -specific values indicate that
a header of the protocol of that name is inserted between

t he outer header and the payl oad header."

2= { tunnellfEntry 3}

tunnel | f HopLi nit OBJECT- TYPE
SYNTAX I nteger32 (0..255)
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The TTL to use in the outer |P header.

A value of O

i ndi cates that the value is copied fromthe payl oad’ s

header . "
c:={ tunnellfEntry 4}

tunnel I f Security OBJECT- TYPE

SYNTAX | NTEGER {
none(1), -- no security
i psec(2), -- |IPSEC security
ot her (3)
}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The nmet hod used by the tunne

header. The val ue ipsec indicates that
bet ween the tunnel endpoints for authentication or
encryption or both. Mre specific security-related

to secure the outer
| Psec is used

| P

informati on may be available in a MB for the security

protocol in use."
2= { tunnellfEntry 5 }

tunnel | f TOS OBJECT- TYPE

SYNTAX I nteger32 (-2..63)
MAX- ACCESS read-write
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STATUS current

DESCRI PTI ON
"The method used to set the high 6 bits of the TGOS in the
outer IP header. A value of -1 indicates that the bits are
copi ed fromthe payl oad’s header. A value of -2 indicates
that a traffic conditioner is invoked and nore information
may be available in a traffic conditioner MB. A val ue
between 0 and 63 inclusive indicates that the bit field is
set to the indicated value."

::={ tunnellfEntry 6 }

tunnel Confi gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tunnel ConfigEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table containing information on configured
tunnels. This table can be used to map a set of tunnel
endpoints to the associated iflndex value. |t can also be
used for row creation. Note that every rowin the
tunnel I f Table with a fixed destination address shoul d have a
corresponding row in the tunnel ConfigTabl e, regardl ess of
whet her it was created via SNWP."

o= { tunnel 2}

tunnel Confi gEntry OBJECT- TYPE

SYNTAX Tunnel Confi gEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) containing the information on a
particul ar configured tunnel."
| NDEX { tunnel ConfigLocal Addr ess,
t unnel Conf i gRenot eAddr ess,
t unnel Confi gEncapsMet hod,
tunnel ConfiglD }
::={ tunnel ConfigTable 1 }

Tunnel ConfigEntry ::= SEQUENCE ({
tunnel Confi gLocal Addr ess | pAddr ess,
t unnel Conf i gRenot eAddr ess | pAddr ess,
tunnel Confi gencapsMet hod | NTEGER,
tunnel Configl D | nt eger 32,
tunnel Confi gl f 1 ndex I nterfacel ndexOr Zer o,
tunnel Confi gSt at us RowSt at us
}

tunnel Confi gLocal Address OBJECT- TYPE
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| pAddr ess

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

"The address of the |ocal endpoint of the tunnel, or 0.0.0.0
if the device is free to choose any of its addresses at
tunnel establishment tinme."

::={ tunnel ConfigEntry 1 }

tunnel Confi gRenot eAddr ess OBJECT- TYPE

SYNTAX

| pAddr ess

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

"The address of the renote endpoint of the tunnel."

::={ tunnel ConfigEntry 2 }

tunnel Confi gencapsMet hod OBJECT- TYPE

SYNTAX | NTEGER {
other(1), -- none of the follow ng
direct(2), -- no internedi ate header
gre(3), -- GRE encapsul ation
mnimal (4), -- Mninmal encapsul ation
| 2t p(5), -- L2TP encapsul ation
ppt p(6), -- PPTP encapsul ation
1 2f(7), -- L2F encapsul ation
udp(8), -- UDP encapsul ation
at mp(9)

}

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The encapsul ati on nethod used by the tunnel.”

::={ tunnel ConfigEntry 3 }

tunnel Confi gl D OBJECT- TYPE

SYNTAX

Integer32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

Thal er

"An identifier used to distinguish between multiple tunnels
of the same encapsul ation nmethod, with the sane endpoints.
If the encapsul ation protocol only all ows one tunnel per set
of endpoi nt addresses (such as for GRE or IP-in-1P), the
value of this object is 1. For encapsul ation methods (such
as L2F) which allow nultiple parallel tunnels, the manager
is responsible for choosing any I D which does not conflict
with an existing row, such as choosing a random nunber."
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::={ tunnel ConfigEntry 4 }

tunnel Confi gl fl1 ndex OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"If the value of tunnel ConfigStatus for this rowis active,
then this object contains the value of iflndex correspondi ng
to the tunnel interface. A value of 0 is not legal in the
active state, and neans that the interface i ndex has not yet
been assigned. "

::={ tunnel ConfigEntry 5 }

tunnel Confi gSt at us OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The status of this row, by which new entries may be
created, or old entries deleted fromthis table. The agent
need not support setting this object to createAndWait or
not I nService since there are no other witable objects in
this table, and witable objects in rows of corresponding
tabl es such as the tunnellfTable may be nodified while this
row is active.

To create a rowin this table for an encapsul ati on net hod
whi ch does not support multiple parallel tunnels with the
same endpoi nts, the managenent station should sinply use a
tunnel Configl D of 1, and set tunnel ConfigStatus to

creat eAndGo. For encapsul ati on methods such as L2F which
allow nmultiple parallel tunnels, the managenent station may
sel ect a pseudo-random nunber to use as the tunnel ConfiglD
and set tunnel ConfigStatus to createAndGo. In the event
that this IDis already in use and an inconsistentValue is
returned in response to the set operation, the nmanagenent
station should sinply select a new pseudo-random nunber and
retry the operation

Creating a rowin this table will cause an interface index
to be assigned by the agent in an inpl enentation-dependent
manner, and corresponding rows will be instantiated in the

i fTable and the tunnel |l fTable. The status of this row wil|l
becone active as soon as the agent assigns the interface
i ndex, regardl ess of whether the interface is operationally

up.
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Deleting a rowin this table will likew se delete the
corresponding row in the ifTable and in the tunnellfTable."
::={ tunnel ConfigEntry 6 }
-- conformance information

t unnel M BConf or mance

OBJECT IDENTIFIER ::= { tunnelMB 2 }
tunnel M BConpl i ances

OBJECT | DENTI FI ER ::= { tunnel M BConf ormance 1 }
tunnel M BG oups OBJECT IDENTIFIER ::= { tunnel M BConf ormance 2 }

-- conpliance statenents

tunnel M BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for the IP Tunnel MB."
MODULE ~-- this nodul e
MANDATORY- GROUPS { tunnel M BBasi cG oup }

OBJECT tunnel | f HopLi m t
M N ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT tunnel I f TOS
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT tunnel Confi gSt at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
::={ tunnel M BConpl i ances 1 }

-- units of conformance

tunnel M BBasi cG oup OBJECT- GROUP
OBJECTS { tunnel | fLocal Address, tunnellfRenoteAddress,
tunnel | f EncapsMet hod, tunnel | fHopLimt, tunnellfTGCS,
tunnel | f Security, tunnel Configlflndex, tunnel ConfigStatus }
STATUS current
DESCRI PTI ON
"A collection of objects to support basic nmanagenent of |P
Tunnel s. "
::={ tunnel M BG oups 1 }
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END
6. Security Considerations

This M B contai ns readabl e obj ects whose val ues provide information
related to I P tunnel interfaces. There are also a nunber of objects
that have a MAX- ACCESS cl ause of read-wite and/or read-create, such
as those which allow an adm nistrator to dynamically configure
tunnel s.

Whi | e unaut hori zed access to the readable objects is relatively

i nnocuous, unauthorized access to the wite-able objects could cause
a denial of service, or could cause unauthorized creation and/or
mani pul ati on of tunnels. Hence, the support for SET operations in a
non- secure environnment w thout proper protection can have a negative
effect on network operations.

SNWMPv1 by itself is such an insecure environnent. Even if the
network itself is secure (for exanple by using |IPSec [24]), even
then, there is no control as to who on the secure network is all owed
to access and SET (change/create/delete) the objects in this MB.

It is recoomended that the inplenenters consider the security
features as provided by the SNWPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [12] and the Vi ew based
Access Control Mdel RFC 2575 [15] is recomended.

It is then a customer/user responsibility to ensure that the SNW
entity giving access to this MB, is properly configured to give
access to those objects only to those principals (users) that have
legitimate rights to access them

7. Acknow edgenents
This M B nodul e was updat ed based on feedback fromthe | ETF s
Interfaces MB (I F-M B) and Poi nt-to-Point Protocol Extensions
(PPPEXT) Working G oups.
8. Author’s Address
Dave Thal er
M crosoft Corporation
One M crosoft \Way
Rednond, WA 98052-6399

Phone: +1 425 703 8835
EMai | : dt hal er @n crosoft.com

Thal er St andar ds Track [ Page 12]



RFC 2667 | P Tunnel MB August 1999

9. References

[1] Wjnen, B., Harrington, D. and R Presuhn, "An Architecture for
Descri bi ng SNVP Managenent Franmeworks", RFC 2571, April 1999.

[2] Rose, M and K. MO oghrie, "Structure and ldentification of
Managenent I nformation for TCP/ | P-based Internets", STD 16, RFC
1155, May 1990.

[3] Rose, M and K. MO oghrie, "Concise MB Definitions", STD 16,
RFC 1212, WMarch 1991.

[4] Rose, M, "A Convention for Defining Traps for use with the
SNWVP', RFC 1215, March 1991.

[5] Mdoghrie, K, Perkins, D. and J. Schoenwael der, "Structure of
Managenment | nformation Version 2 (SMv2)", STD 58, RFC 2578,
April 1999.

[6] Mdoghrie, K, Perkins, D. and J. Schoenwael der, "Text ual
Conventions for SMv2", STD 58, RFC 2579, April 1999.

[7] Mdoghrie, K, Perkins, D. and J. Schoenwael der, "Conformnmance
Statenents for SMv2", STD 58, RFC 2580, April 1999.

[8] Case, J., Fedor, M, Schoffstall, M and J. Davin, "Sinple
Net wor kK Managenent Protocol", STD 15, RFC 1157, May 1990.

[9] Case, J., MOoghrie, K, Rose, M and S. \Wal dbusser,
"Introduction to Community-based SNWPv2", RFC 1901, January
1996.

[10] Case, J., McCoghrie, K, Rose, M and S. Wl dbusser, "Transport
Mappi ngs for Version 2 of the Sinple Network Managenent Protocol
(SNVMPv2)", RFC 1906, January 1996.

[11] Case, J., Harrington D., Presuhn R and B. Wjnen, "Message
Processi ng and Dispatching for the Sinple Network Managenent
Protocol (SNWP)", RFC 2572, April 1999.

[12] Blunenthal, U and B. Wjnen, "User-based Security Mdel (USM
for version 3 of the Sinple Network Managenment Protocol
(SNVMPv3) ", RFC 2574, April 1999.

[13] Case, J., MO oghrie, K, Rose, M and S. Wal dbusser, "Protocol

Operations for Version 2 of the Sinple Network Managenent
Protocol (SNWPv2)", RFC 1905, January 1996.

Thal er St andar ds Track [ Page 13]



RFC 2667 | P Tunnel MB August 1999

[14] Levi, D., Meyer, P. and B. Stewart, "SNMPv3 Applications", RFC
2573, April 1999.

[15] Wjnen, B., Presuhn, R and K MO oghrie, "View based Access
Control Mdel (VACM for the Sinple Network Managenent Protocol
(SNWP) ", RFC 2575, April 1999.

[16] Hanks, S., Li, T., Farinacci, D. and P. Traina, "GCeneric Routing
Encapsulation (GRE)", RFC 1701, Cctober 1994.

[17] Hanks, S., Li, T., Farinacci, D. and P. Traina, "Ceneric Routing
Encapsul ati on over |Pv4 networks"”, RFC 1702, October 1994.

[18] Perkins, C., "IP Encapsulation within IP', RFC 2003, Cctober
1996.

[19] Perkins, C., "Mnimal Encapsulation within |IP", RFC 2004,
COct ober 1996.

[20] Townsley, W, Valencia, A, Rubens, A, Pall, G, Zorn, G and
B. Palter, "Layer Two Tunneling Protocol "L2TP'", RFC 2661,
August 1999.

[21] Haneeh, K., Pall, G, Verthein, W Taarud, J., Little, W and G
Zorn, "Point-to-Point Tunneling Protocol"”, RFC 2637, July 1999.

[22] Hanzeh, K., "Ascend Tunnel Managenent Protocol - ATMP', RFC
2107, February 1997.

[23] MO oghrie, K and F. Kastenholz. "The Interfaces Goup MB
using SMv2", RFC 2233, Novenber 1997.

[24] R Atkinson, "Security architecture for the internet protocol",
RFC 2401, Novenber 1998.

[25] Valencia, A, Littlewood, M and T. Kolar. "C sco Layer Two
Forwar di ng (Protocol) "L2F"'", RFC 2341, May 1998.

[26] D. Provan, "Tunneling IPX Traffic through IP Networks", RFC
1234, June 1991.

[27] Glligan, R and E. Nordmark. "Transition Mechanisnms for |Pv6
Hosts and Routers", RFC 1933, April 1996.

[ 28] Wbodburn, R and D. MIIs, "A Schenme for an Internet
Encapsul ati on Protocol: Version 1", RFC 1241, July 1991.

Thal er St andar ds Track [ Page 14]



RFC 2667 | P Tunnel MB August 1999

[29] Nichols, K, Blake, S., Baker, F. and D. Black. "Definition of
the Differentiated Services Field (DS Field) in the |IPv4 and
| Pv6 Headers", RFC 2474, Decenber 1998.

10. Intellectual Property Notice

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
claims of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmenters or users of this specification can
be obtained fromthe | ETF Secretariat."

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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11.

Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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