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1. Abstract

The schema defined in this docunment is a nininal schema to support
PKIX in an LDAPv2 environment, as defined in RFC 2559. Only PKI X-
speci fic conponents are specified here. LDAP servers, acting as PKI X
repositories should support the auxiliary object classes defined in
this specification and integrate this schema specification with the
generic and other application-specific schemas as appropri ate,
dependi ng on the services to be supplied by that server.

The key words ' MUST', 'SHALL', 'REQUIRED , ' SHOULD , ' RECOVMENDED |,
and ' MAY' in this docunent are to be interpreted as described in RFC
21109.

2. Introduction

This specification is part of a multi-part standard for devel opment
of a Public Key Infrastructure (PKlI) for the Internet. LDAPv2 is one
nmechani sm defined for access to a PKI repository. O her mechanisns,
such as http, are also defined. If an LDAP server, accessed by LDAPv2
is used to provide a repository, the mninmumrequirenent is that the
repository support the addition of X 509 certificates to directory
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entries. Certificate Revocation List (CRL)is one nmechanismfor
publ i shing revocation information in a repository. O her nechanisns,
such as http, are also defined.

This specification defines the attributes and object classes to be
used by LDAP servers acting as PKIX repositories and to be understood
by LDAP clients comrunicating with such repositories to query, add,
nodi fy and delete PKI information. Sone object classes and attri butes
defined in X 509 are duplicated here for conpleteness. For end
entities and Certification Authorities (CA), the earlier X 509
defined object classes mandated inclusion of attributes which are
optional for PKIX Also, because of the mandatory attribute
specification, this would have required dynanic nodification of the
object class attribute should the attributes not always be present in
entries. For these reasons, alternative object classes are defined in
this docunent for use by LDAP servers acting as PKI X repositories.

3. PKI X Repository Objects
The primary PKI X objects to be represented in a repository are:

- End Entities
- Certification Authorities (CA)

These objects are defined in RFC 2459.
3.1. End Entities

For purposes of PKIX schema definition, the role of end entities as
subj ects of certificates is the major aspect relevant to this
specification. End entities may be human users, or other types of
entities to which certificates nay be issued. In sone cases, the
entry for the end entity may already exist and the PKI-specific
information is added to the existing entry. In other cases the entry
may not exist prior to the issuance of a certificate, in which case
the entity adding the certificate may also need to create the entry.
Schena el enents used to represent the non PKI X aspects of an entry,
such as the structural object class used to represent organi zationa
persons, may vary, depending on the particul ar environnment and set of
applications served and are outside the scope of this specification.

The followi ng auxiliary object class MAY be used to represent
certificate subjects:
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pki User OBJECT- CLASS ::={

SUBCLASS OF { top}

KI ND auxiliary

MAY CONTAIN  {userCertificate}

| D joint-iso-ccitt(2) ds(5) objectCd ass(6) pkiUser(21)}
userCertificate ATTRIBUTE ::= {

W TH SYNTAX Certificate
EQUALI TY MATCHI NG RULE certificat eExact Mat ch
ID joint-iso-ccitt(2) ds(5) attributeType(4) userCertificate(36) }

An end entity may obtain one or nore certificates fromone or nore
Certification Authorities. The userCertificate attribute MJST be
used to represent these certificates in the directory entry
representing that user

3.2. Certification Authorities

As with end entities, Certification Authorities are typically
represented in directories as auxiliary conponents of entries
representing a nore generic object, such as organi zati ons,

organi zational units etc. The non PKI X-specific schema el enments for
these entries, such as the structural object class of the object, are
out side the scope of this specification

The followi ng auxiliary object class MAY be used to represent
Certification Authorities:

pki CA  OBJECT-CLASS ::={
SUBCLASS OF { top}
KI ND auxiliary

MAY CONTAIN  {cACertificate |
certificateRevocationLi st |
aut hori tyRevocati onLi st |
crossCertificatePair }

| D joint-iso-ccitt(2) ds(5) objectd ass(6) pki CA(22)}

CACertificate ATTRIBUTE ::= {
W TH SYNTAX Certificate
EQUALI TY MATCHI NG RULE certificat eExact Mat ch
ID joint-iso-ccitt(2) ds(5) attributeType(4) cACertificate(37) }

crossCertificatePai r ATTRI BUTE: : ={
W TH SYNTAX  CertificatePair
EQUALI TY MATCHI NG RULE certi ficat ePai r Exact Mat ch
IDjoint-iso-ccitt(2) ds(5) attributeType(4) crossCertificatePair(40)}
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The cACertificate attribute of a CA's directory entry shall be used
to store self-issued certificates (if any) and certificates issued to
this CA by CAs in the sane realmas this CA

The forward el enments of the crossCertificatePair attribute of a CA's
directory entry shall be used to store all, except self-issued
certificates issued to this CA  Optionally, the reverse el enments of
the crossCertificatePair attribute, of a CA's directory entry nay
contain a subset of certificates issued by this CA to other CAs.
Wien both the forward and the reverse elenents are present in a
single attribute value, issuer nane in one certificate shall match
the subject name in the other and vice versa, and the subject public
key in one certificate shall be capable of verifying the digital
signhature on the other certificate and vice versa.

When a reverse elenent is present, the forward el enent val ue and the

reverse el enment value need not be stored in the sane attribute val ue;
in other words, they can be stored in either a single attribute val ue
or two attribute val ues.

In the case of V3 certificates, none of the above CA certificates
shall include a basicConstraints extension with the cA value set to
FALSE.

The definition of realmis purely a matter of |ocal policy.

certificateRevocationLi st ATTRI BUTE: : ={
W TH SYNTAX CertificatelList
EQUALI TY MATCHI NG RULE certificateLi st Exact Mat ch
IDjoint-iso-ccitt(2) ds(5) attributeType(4)
certificateRevocationList(39)}

The certificateRevocationList attribute, if present in a particular
CA's entry, contains CRL(s) as defined in RFC 2459.

aut hori tyRevocati onLi st ATTRI BUTE: : ={
W TH SYNTAX  Certificatelist
EQUALI TY MATCHI NG RULE certificateLi st Exact Mat ch
IDjoint-iso-ccitt(2) ds(5) attributeType(4)
aut hori t yRevocati onLi st (38)}

The aut horityRevocationList attribute, if present in a particular

CA's entry, includes revocation information regarding certificates
i ssued to other CAs.
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3.2.1. CRL distribution points

CRL distribution points are an optional nechanism specified in RFC
2459, which MAY be used to distribute revocation informtion.

A patent statement regarding CRL distribution points can be found at
the end of this docunent.

If a CA elects to use CRL distribution points, the follow ng object
class is used to represent these.

cRLDi stri buti onPoi nt OBJECT- CLASS: : = {

SUBCLASS OF { top }

KI ND structural

MUST CONTAI N { comonNane }

MAY CONTAI N { certificateRevocationList |

aut hori tyRevocati onLi st |
del t aRevocati onLi st }
IDjoint-iso-ccitt(2) ds(5) objectd ass(6) cRLDi stributionPoint(19) }

The certificateRevocationList and authorityRevocationList attributes
are as defined above.

The commpnName attri bute and del t aRevocati onLi st attri butes, defined
in X. 509, are duplicated bel ow

commonName ATTRI BUTE: : ={
SUBTYPE OF namne
W TH SYNTAX DirectoryString
IDjoint-iso-ccitt(2) ds(5) attributeType(4) conmonNane(3) }

del t aRevocat i onLi st ATTRI BUTE :: = {
W TH SYNTAX Certificateli st
EQUALI TY MATCHI NG RULE certifi cateli st Exact Match
IDjoint-iso-ccitt(2) ds(5) attributeType(4)
del t aRevocati onLi st (53) }

3.2.2. Delta CRLs

Delta CRLs are an optional mechanism specified in RFC 2459, which
MAY be used to enhance the distribution of revocati on information.

If a CA elects to use delta CRLs, the follow ng object class is used
to represent these.
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4.

del taCRL ~ OBJECT- CLASS:: = {

SUBCLASS COF { top }
KI ND auxiliary
MAY CONTAI N { deltaRevocati onLi st }

IDjoint-iso-ccitt(2) ds(5) objectd ass(6) deltaCRL(23) }
Security Considerations

Since the elenments of infornmation which are key to the PKI service
(certificates and CRLs) are both digitally signed pieces of
information, no additional integrity service is REQU RED.

Security considerations with respect to retrieval, addition,
del etion, and nodification of the information supported by this
schema definition are addressed in RFC 2559.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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