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Abstract

Thi s docunent di scusses how RFC 1858 conpliant filters can be

vul nerable to a variant of the "Tiny Fragnent Attack" described in
section 3.1 of the RFC. This docunent describes the attack and
reconmends corrective action.

1. Introduction

RFC 1858 provi des an excellent description of a class of attack on
Internet firewalls and proposes counterneasures. However one of

t hese count neasures, the "Indirect Method" (section 3.2.2) is

vul nerable to a conbination of two of the attacks descri bed.

The attack conbines the features of the "Tiny Fragnent Attack"
(section 3) and the "Overl appi ng Fragnent Attack" (section 4).

1.1 The scope of the attack

Wiere the filtering rules allow incom ng connections to a machi ne AND
there other ports which allow only outgoing connections on the samne
host, the attack all ows incomi ng connections to the supposedly

out goi ng-only ports.

Note that only the initial connection nessage need be fragmented.
Once the connection is established further traffic on it is |egal
The significance of this weakness will depend on the security policy
in force.
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2. The Tiny Overl appi ng Fragnent Attack
The attack typically consists of sending three fragnments.

Fragnent 1: (Fragnent offset = 0; length >= 16)
I ncl udes whol e header and is entirely legal. Typically it
descri bes a SYN packet initiating a new TCP connection to a port
on the target host that is allowed to receive incom ng
connecti ons.
e.g., Inconing connection to port 25 SMIP

Fragnent 2: (Fragnent offset = 0; length = 8)
Is only the first 8 bytes and could be | egal depending on the
ot her 8-bytes of the header, but is NOT | egal conbined with the
correspondi ng bytes from Fragnent 1. Such a fragment includes
only the port nunbers and sequence nunber fromthe TCP header
Typically this packet replaces the destination port nunber with a
port number on which the destination host that is not allowed to
receive i ncom ng connections.

Fragnent 3: (Fragnment offset >= 2; length = rest of nessage)
Contai ns no header and conpletes the nessage. (This third
fragnent is not part of the attack. However Fragnment 1 cannot be
the conplete nessage or it would be passed up to the application
before Fragnent 2 arrived so a third fragnent is necessary.)

2.1 Exanple of the attack

Consider the following trivial set of rules for incom ng packets:

+--- - - - - - +------- +------- +------- R I T I N R RN +
| No| Action | Source| Dest. | Flags | Purpose |
| | | Port | Port | | |
Tty ety je——j—— Jjje——j——— ey e —p—j——(——————————
| 1 |Permt | >1023 | SMIP | ANY | Incom ng E-nail |
+--- - - - - - +------- +------- +------- R I T I N R RN +
| 2 |Permit | >1023 | ANY | Ack=1l|] Existing FTP data |
| | | | | channel connections. |
+--- - - - - - +------- +------- +------- R I T I N R RN +
| 3 | Deny | ANY | ANY | ANY | Default deny |
+--- - - - - - +------- +------- +------- R I T I N R RN +

Fragnent 1: attacker(1234) -> target(SMIP) Ack=0
This is a new SMIP connection and is permitted by rule 1.

Fragment 2: attacker(1234) -> target(Tel net=23) Ack=absent

Al fields present conformto rule 2, as it could be the start of
an FTP packet.
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Dependi ng on the precise inplenentation of the fragnent reassenbly in
the target nmachine’'s I P stack, fragnent B may overwite fragnent Ato
produce: -

attacker(1234) -> target(Tel net) Ack=0
(new tel net connection)

2.2 The failure of "Indirect Method"

The I ndirect Method attenpts to solve both Tiny Fragnent and
Overl appi ng Fragnent attacks, solely by rejecting packets with FO=1.
However none of the above fragnents have FO=1, so none are rejected.

The failure is clear on careful reading. |In section 3.2.2 "Indirect
Met hod", RFC 1858 states: -

The indirect method relies on the observation that when a TCP
packet is fragnmented so as to force "interesting" header fields
out of the zero-offset fragnment, there nust exist a fragment with
FO equal to 1.

This is normally true where the fragnments are genui ne fragnents,
general ly by bona fide software, but it is sinply not true that a
hacker forging fragnents is forced to produce an FO=1 fragment sinply
because (s)he has produced an 8-byte FO=0 fragnent. The

vul nerability flows fromthis fal se prem se.

3. Count er measures
Wher eas apparently very elegant, RFC 1858 s Indirect Method is not
robust. |In addition to blocking FO=1 packets, it is also necessary
to block FO=0 that hold | ess than a conpl ete header.
if FO=0 and PROTOCCL=TCP and TRANSPORTLEN < tnin then
DROP PACKET
if FO=1 and PROTOCOL=TCP t hen
DROP PACKET
4. Security Considerations

This nenp is concerned entirely with the security inplications of
filtering fragmented | P packets.
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6. Full Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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