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A Border Gateway Protocol (BGP)
Status of this Meno

This RFC outlines a specific approach for the exchange of network
reachability information between Autononous Systens.

At the tine of this witing, the Border Gateway Protoco

i npl ementations exist for cisco routers as well as for the NSFNET
Nodal Switching Systens. A public domain version for "gated" is
currently being inpl enented.

Distribution of this neno is unlimted.
1. Introduction

The Border Gateway Protocol (BGP) is an inter-autononpus system
routing protocol. It is built on experience gained with EGP as
defined in RFC 904 [1] and EGP usage in the NSFNET Backbone as
described in RFC 1092 [2] and RFC 1093 [3].

The primary function of a BGP speaking systemis to exchange network
reachability information with other BGP systens. This network
reachability information includes information on the autononous
systens (AS' s) that traffic nmust transit to reach these networks.
This information is sufficient to construct a graph of AS
connectivity fromwhich routing | oops may be pruned and policy

deci sions at an AS |l evel may be enforced.

BGP runs over a reliable transport level protocol. This elimnates
the need to inplenment explicit update fragnmentation, retransm ssion
acknowl edgenent, and sequencing. Any authentication schenme used by
the transport protocol may be used in addition to BGP' s own

aut henti cati on nmechani sns.

The initial BGP inplenentation is based on TCP [4], however any
reliable transport nmay be used. A nessage passing protocol such as
VMIP [5] might be nore natural for BGP. TCP will be used, however,
since it is present in virtually all conmercial routers and hosts.

In the follow ng descriptions the phrase "transport protocol
connection” can be understood to refer to a TCP connection. BGP uses
TCP port 179 for establishing its connections.
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2. Sunmmary of Operation

Two hosts forma transport protocol connection between one anot her.
They exchange nessages to open and confirmthe connection paraneters.
The initial data flowis the entire BGP routing table. Increnenta
updates are sent as the routing tables change. Keepalive nmessages
are sent periodically to ensure the liveness of the connection
Notification nessages are sent in response to errors or speci al
conditions. |If a connection encounters an error condition, a
notification nmessage is sent and the connection is optionally cl osed.

The hosts executing the Border Gateway Protocol need not be routers.
A non-routing host could exchange routing information with routers
via EGP or even an interior routing protocol. That non-routing host
could then use BGP to exchange routing infornmation with a border
gateway i n anot her autononous system The inplications and
applications of this architecture are for further study.

If a particular AS has nore than one BGP gateway, then all these

gat eways shoul d have a consistent view of routing. A consistent view
of the interior routes of the autononous systemis provided by the
intra-AS routing protocol. A consistent view of the routes exterior
to the AS may be provided in a variety of ways. One way is to use
the BGP protocol to exchange routing information between the BGP
gateways within a single AS. In this case, in order to maintain
consi st routing information, these gateways MJST have direct BGP
sessions with each other (the BGP sessions should forma conplete
graph). Note that this requirenment does not inply that all BGP
gateways within a single AS nust have direct links to each other

ot her met hods may be used to ensure consistent routing information.

3. Message Formats

This section describes nmessage formats and actions to be taken when
errors are detected while processing these nessages.

Messages are sent over a reliable transport protocol connection. A
nmessage i s processed after it is entirely received. The naxi mum
nmessage size is 1024 bytes. Al inplenentations are required to
support this maxi mum nmessage size. The smallest nessage that may be
sent consists of a BGP header without a data portion, or 8 bytes.

The phrase "the BGP connection is closed" neans that the transport
protocol connection has been closed and that all resources for that
BGP connection have been deallocated. Routing table entries
associated with the renote peer are marked as invalid. This
information is passed to other BGP peers before being deleted from
the system
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3.1 Message Header For mat

Each nmessage has a fixed size header. There nmay or may not be a data
portion follow ng the header, depending on the nessage type. The
| ayout of these fields is shown bel ow.

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Mar ker | Lengt h |
T o i T S o T s T S e e i S S i St S S S
| Ver si on | Type | Hol d Ti me |

T o i T S o T s T S e e i S S i St S S S
Marker: 16 bits

The Marker field is 16 bits of all ones. This field is used to
mark the start of a nmessage. |If the first two bytes of a nmessage
are not all ones then we have a synchronization error and the BGP
connection should be closed after sending a notification nessage
with opcode 5 (connection not synchronized). No notification data
is sent.

Length: 16 bits

The Length field is 16 bits. It is the total |length of the
nmessage, incluluding header, in bytes. |If anillegal length is
encountered (nore than 1024 bytes or less than 8 bytes), a
notification nessage with opcode 6 (bad nessage | ength) and two
data bytes of the bad | ength should be sent and the BGP connection
cl osed.

Version: 8 bits
The Version field is 8 bits of protocol version nunber. The
current BGP version nunber is 1. |If a bad version nunber is
found, a notification nessage with opcode 8 (bad versi on nunber)
shoul d be sent and the BGP connection closed. The bad version
nunber shoul d be included in one byte of notification data.
Type: 8 bits

The Type field is 8 bits of nessage type code. The follow ng type
codes are defi ned:
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1 - OPEN

2 - UPDATE

3 - NOTI FI CATI ON
4 - KEEPALI VE

5 - OPEN CONFI RM

If an unrecogni zed type value is found, a notification nessage
wi th opcode 7 (bad type code) and data consisting of the byte of
type field in question should be sent and the BGP connection

cl osed.

Hold Timer: 16 bits.

This field contains the nunber of seconds that may el apse since
recei ving a BGP KEEPALI VE or BGP UPDATE nessage from our BGP peer
before we declare an error and cl ose the BGP connecti on.

3.2 OPEN Message For mat

After a transport protocol connection is established, the first
nmessage sent by either side is an OPEN nessage. |f the OPEN nessage
is acceptable, an OPEN CONFI RM nessage confirming the OPEN i s sent
back. Once the OPEN is confirnmed, UPDATE, KEEPALIVE, and
NOTI FI CATI ON nessages may be exchanged.

In addition to the fixed size BGP header, the OPEN nessage contains
the follow ng fields.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2

| My Aut ononpbus System | Li nk Type | Auth. Code

il s T T S S S S S i N T i ST S S S S S e e L T 2
I
I
I
+-

I
Aut henti cati on Data |
I
i i S I S I i S S S S il s ot i S
My Aut ononpbus System 16 bits
This field is our 16 bit autononous system nunber. |If there is a
problemwith this field, a notification nessage with opcode 9
(invalid AS field) should be sent and the BGP connection cl osed.
No notification data is sent.
Li nk Type: 8 bits

The Link Type field is a single octet containing one of the
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foll ow ng codes defining our position in the AS graph relative to

our peer.
0 - | NTERNAL
1 - UP
2 - DOMN
3 - HLINK
UP indicates the peer is higher in the AS hierarchy, DOMN
indicates lower, and HLINK indicates at the same |evel. | NTERNAL
i ndi cates that the peer is another BGP speaking host in our
aut onomous system I NTERNAL |inks are used to keep AS routing

i nformation consistent with an AS with multiple border gateways.

If the Link Type field is unacceptable, a notification nessage
with opcode 1 (link type error in open) and data consisting of the
expected link type should be sent and the BGP connection cl osed.
The acceptabl e values for the Link Type fields of two BGP peers
are di scussed bel ow.

Aut henti cation Code: 8 bits

The Authentication Code field is an octet whose val ue descri bes
the aut hentication nechani sm bei ng used. A value of zero

i ndicates no BGP authentication. Note that a separate

aut henti cati on mechani sm nay be used in establishing the transport
| evel connection. |If the authentication code is not recogni zed, a
notification nmessage with opcode 2 (unknown aut hentication code)
and no data is sent and the BGP connection is closed.

Aut hentication Data: variable |ength

The Authentication Data field is a variable length field

contai ning authentication data. |If the value of Authentication
Code field is zero, the Authentication Data field has zero | ength.
If authentication fails, a notification nessage with opcode 3
(authentication failure) and no data is sent and the BGP
connection is closed.

3.3 OPEN CONFI RM Message For mat
An OPEN CONFI RM nessage is sent after receiving an OPEN nessage.
Thi s conpl etes the BGP connection setup. UPDATE, NOTIFI CATI O\, and
KEEPALI VE nessages nay nhow be exchanged.

An OPEN CONFI RM nmessage consists of a BGP header with an OPEN CONFI RM
type code. There is no data in an OPEN CONFI RM nessage.
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3.4 UPDATE Message For mat

UPDATE nmessages are used to transfer routing information between BGP
peers. The information in the UPDATE packet can be used to construct
a graph describing the relationships of the various autononous
systens. By applying rules to be discussed, routing information

| oops and sone ot her anomalies nmay be detected and rempved fromthe

i nter-AS routing.

Whenever an error in a UPDATE nessage is detected, a notification
nmessage is sent with opcode 4 (bad update), a two byte subcode
describing the nature of the problem and a data field consisting of
as nuch of the UPDATE nessage data portion as possible. UPDATE
nmessages have the follow ng format:

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Gat eway |
il s T T S S S S S i N T i ST S S S S S e e L T 2
AS count | Direction | AS Number |
i i S I S I i S S S S il s ot i S

I
+-
| repeat (Direction, AS Nunmber) pairs AS count tinmes

/ /
/ /
!I-- il aT T T S e S i soi S S SR S S S e it o I-I-
| Net Count |

il s T T S S S S S i N T i ST S S S S S e e L T 2
I Net wor k |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Metric |

I I i s S I S S

| repeat (Network, Metric) pairs Net Count tines
/

/
L.

I

+

I

/

/

I
i i S I S I i S S S S il s ot i S
Gat eway: 32 bhits.

The Gateway field is the address of a gateway that has routes to

the Internet networks listed in the rest of the UPDATE nessage.
This gateway MJST belong to the sanme AS as the BGP peer who

advertises it. |If there is a problemwth the gateway field, a
notification nmessage with subcode 6 (invalid gateway field) is
sent.
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AS

count: 8 bits.

This field is the count of Direction and AS Nunber pairs in this
UPDATE nessage. |If an incorrect AS count field is detected,
subcode 1 (invalid AS count) is specified in the notification
nmessage.

Direction: 8 bits

AS

The Direction field is an octet containing the direction taken by
the routing informati on when exiting the AS defined by the
succeedi ng AS Nunber field. The follow ng values are defined.

1 - UP (went up a link in the graph)

2 - DOMN (went down a link in the graph)
3 - HLINK (horizontal link in the graph)
4 - EGP_LINK (EGP derived information)

5 - I NCOWPLETE (i nconpl ete information)

There is a special provision to pass exterior |earned (non-BGP)
routes over BGP. |If an EGP |learned route is passed over BGP, then
the Direction field is set to EGP-LINK and the AS Nunber field is
set to the AS nunber of the EGP peer that advertised this route.
Al'l other exterior-learned routes (non-BGP and non- EGP) nay be
passed by setting AS Nunber field to zero and Direction field to

| NCOWPLETE. If the direction code is not recognized, a
notification nmessage with subcode 2 (invalid direction code) is
sent.

Nunmber: 16 bits

This field is the AS nunber that transmitted the routing
information. |If there is a problemw th this AS nunber, a
notification nessage with subcode 3 (invalid autononobus system is
sent.

Net Count: 16 bits.

The Net Count field is the nunber of Metric and Network field
pairs which followthis field. |If there is a problemwth this
field, a notification with subcode 7 (invalid net count field) is
sent.

Net work: 32 bits

The Network field is four bytes of Internet network nunber. |f
there is a problemwith the network field, a notification nessage
with subcode 8 (invalid network field) is sent.
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Metric: 16 bits

The Metric field is 16 bits of an unspecified nmetric. BGP netrics
are conparable ONLY if routes have exactly the sanme AS path. A

netric of all ones indicates the network is unreachable. In al
other cases the netric field is MEANI NGLESS and MJUST BE | GNORED
There are no illegal metric val ues.

3.5 NOTI FI CATI ON Message For mat

NOTI FI CATI ON nessages are sent when an error condition is detected.
The BGP connection is closed shortly after sending the notification
nessage.

0 1 2 3
01234567890123456789012345678901
T o i T S o T s T S e e i S S i St S S S
| Opcode | Dat a |
T T s S S S S +
I
+

T T T e S S T S S S I S S S

Opcode: 16 bits

The Opcode field describes the type of NOTIFICATION. The
fol |l owi ng opcodes have been defi ned.

1 (*) - link type error in open. Data is one byte of proper
l'ink type.

2 (*) - unknown authentication code. No data.

3 (*) - authentication failure. No data.

4 - update error. See below for data description

5 (*) - connection out of sync. No data.

6 (*) - invalid nessage length. Data is two bytes of
bad | engt h.

7 (*) - invalid nessage type. Data is one byte of bad

nmessage type.

8 (*) - invalid version nunber. Data is one byte of
bad version

9 (*) - invalid AS field in OPEN. No data.

10 (*) - BGP Cease. No data.

The starred opcodes in the |ist above are considered fatal errors
and cause transport connection termnination.

The update error (opcode 4) has as data 16 bits of subcode

foll owed by the | ast UPDATE nessage in question. After the
subcode comes as much of the data portion of the UPDATE in
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guestion as possible. The follow ng subcodes are defi ned:

1 - invalid AS count

2 - invalid direction code

3 - invalid autononbus system

4 - EGP_LINK or INCOWLETE LINK l'ink type at other than
the end of the AS path list

5 - routing | oop

6 - invalid gateway field

7 - invalid Net Count field

8 - invalid network field

Dat a: vari abl e

The Data field contains zero or nore bytes of data to be used in
di agnosi ng the reason for the NOTIFI CATION. The contents of the
Data field depend upon the opcode. See the opcode descriptions
above for nore details.

3.6 KEEPALI VE Message For mat

BGP does not use any transport protocol based keepalive nmechanismto
determne if peers are reachable. |nstead KEEPALI VE nessages are
exchanged between peers often enough as not to cause the hold tine
(as advertised in the BGP header) to expire. A reasonable m ni num
frequency of KEEPALIVE exchange woul d be one third of the Hold Tine
i nterval.

As soon as the Hold Tinme associated with BGP peer has expired, the
BGP connection is closed and BGP deal |l ocates all resources associ ated
with this peer.
The KEEPALI VE nessage is a BGP header without any data.
4. BGP Finite State machine.

This section specifies BGP operation in terns of a Finite State
Machine (FSM. Following is a brief summary and overvi ew of BGP
operations by state as determned by this FSM A condensed version
of the BG® FSMis found in Appendi x 1.
Initially BGP is in the BGP_ldle state.
BGP_ldle state:

In this state BGP refuses all incom ng BGP connections. No

resources are allocated to the BGP neighbor. In response to the
Start event (initiated by either systemor operator) the | ocal
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systeminitializes all BGP resources and changes its state to
BGP_Acti ve.

BGP_Active state:

In this state BGP is trying to acquire a BGP nei ghbor by opening a
transport protocol connection. |If the transport protocol open
fails (for exanple, retransm ssion timeout), BGP stays in the
BGP_Active state.

O herwi se, the local system sends an OPEN nessage to its peer,
and changes its state to BGP_OpenSent. Since the hold tinme of the
peer is still undeternined, the hold tinme is initialized to sone

| arge val ue.

In response to the Stop event (initiated by either system or
operator) the local systemrel eases all BGP resources and changes
its state to BGP_Idle.

BGP_OpenSent st at e:

In this state BGP waits for an OPEN nmessage fromits peer. \Wen
an OPEN nessage is received, all fields are checked for
correctness. |If the initial BGP header checking detects an error,
BGP deal | ocates all resources associated with this peer and
returns to the BGP_Active state. O herw se, the Link Type,

Aut henti cati on Code, and Authentication Data fields are checked
for correctness.

If the Iink type is incorrect, a NOTIFI CATI ON nessage with opcode
1 (link type error in open) is sent. The follow ng conbi nation of
link type fields are correct; all other conbinations are invalid.

Qur view Peer vi ew
UP DOVN
DOWN uP

| NTERNAL | NTERNAL
H LI NK H LI NK

If the Iink between two peers is |INTERNAL, then AS nunber of both
peers nust be the sane. Oherw se, a NOTIFI CATI ON nessage w th
opcode 1 (link type error in open) is sent.

If both peers have the same AS nunber and the link type between
these peers is not | NTERNAL, then a NOTI FI CATI ON nmessage wth
opcode 1 (link type error in open) is sent.

If the value of the Authentication Code field is zero, any
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information in the Authentication Data field (if present) is
ignored. |If the Authentication Code field is non-zero it is
checked for known authentication codes. |f authentication code is
unknown, then the BGP NOTI FI CATI ON nessage with opcode 2 (unknown
aut hentication code) is sent.

If the Authentication Code value is non-zero, then the
correspondi ng aut hentication procedure is invoked. The default
val ues are a zero Authentication Code and no Authenticati on Dat a.

If any of the above tests detect an error, the |ocal systemcloses
the BGP connection and changes its state to BGP_ldle.

If there are no errors in the BGP OPEN nessage, BGP sends an OPEN
CONFI RM nessage and goes into the BGP_QpenConfirmstate. At this
point the hold tiner which was originally set to sone arbitrary

| arge val ue (see above) is replaced with the value indicated in

t he OPEN nessage.

I f disconnect notification is received fromthe underlying
transport protocol or if the hold time expires, the |ocal system
cl oses the BGP connection and changes its state to BGP_ldle.

BGP_OpenConfirm st ate:

In this state BGP waits for an OPEN CONFI RM nessage. As soon as
this nmessage is received, BGP changes its state to

BGP_Established. If the hold tiner expires before an OPEN CONFI RM
nessage i s received, the local systemcloses the BGP connection
and changes its state to BGP_ldle.

BGP_Est abl i shed state:

In the BGP_Established state BGP can exchange UPDATE
NOTI FI CATI ON, and KEEPALI VE nessages with its peer.

I f disconnect notification is received fromthe underlying
transport protocol or if the hold time expires, the |ocal system
cl oses the BGP connection and changes its state to BGP_ldle.

In response to the Stop event initiated by either the system or
operator, the local system sends a NOTIFI CATI ON nessage with
opcode 10 (BGP Cease), closes the BGP connection, and changes its
state to BGP_Idle.
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5. UPDATE Message Handl i ng

A BGP UPDATE nessage nmay be received only in the BGP_Established
state. Wen a BGP UPDATE nessage is received, each field is checked
for validity. Wen a NOTIFI CATI ON nessage i s sent regardi ng an
UPDATE, the opcode is always 4 (update error), the subcode depends on
the type of error, and the rest of the data field is as nuch as
possi bl e of the data portion of the UPDATE that caused the error.

If the Gateway field is incorrect, a BGP NOTI FI CATI ON nessage i s sent
with subcode 6 (invalid gateway field). Al information in this
UPDATE nessage i s discarded.

If the AS Count field is less than or equal to zero, a BGP
NOTI FI CATION i s sent with subcode 1 (invalid AS count). O herw se,
the conplete AS path is extracted and checked as descri bed bel ow.

If one of the Direction fields in the ASroute list is not defined, a
BGP NOTI FI CATI ON nessage is with subcode 2 (invalid direction code).

If one of the AS Number fields in the AS route list is incorrect, a
BGP NOTI FI CATI ON nessage is sent with subcode 3 (invalid autononous

systen.

If either a EGP_LINK or a I NCOWPLETE_LINK I'ink type occurs at other
than the end of the AS path, a BGP NOTI FI CATI ON nessage is sent with
subcode 4 (EGP_LINK or | NCOWLETE_LINK |link type at other than the
end of the AS path |ist).

| f none of the above tests failed, the full AS route is checked for
AS | oops.

AS | oop detection is done by scanning the full AS route and checki ng

that each AS in this route occurs only once. |If an AS loop is
detected, a BGP NOTI FI CATI ON nessage is sent with subcode 5 (routing
| oop) .

If any of the above errors are detected, no further processing is
done. O herwise, the conplete AS path is correct and the rest of the
UPDATE nessage i s processed.

If the Net Count field is incorrect, a BGP NOTI FI CATI ON nessage is
sent with subcode 7 (invalid Net Count field).

Each network and netric pair listed in the BG® UPDATE nessage is

checked for a valid network nunmber. If the Network field is
incorrect, a BGP Notification nmessage is sent with subcode 8 (invalid
network field). No checking is done on the nmetric field. It is up
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to a particular inplenentation to decide whether to continue
processing or termnate it upon the first incorrect network.

If the network, its conplete AS path, and the gateway are correct,
then the route is conpared with other routes to the sane network. If
the new route is better than the current one, then it is flooded to
ot her BGP peers as foll ows:

- If the BGP UPDATE was received over the INTERNAL link, it is not
propagat ed over any other INTERNAL link. This restrictionis
due to the fact that all BGP gateways within a single AS
forma conpletely connected graph (see above).

- Before sending a BGP UPDATE nessage over the non-1NTERNAL |inks,
check the AS path to insure that doing so would not cause a
routing loop. The BGP UPDATE nessage is then propagated (subject
to the local policy restrictions) over any of the non-1 NTERNAL
link of a routing |oop would not result.

- If the BGP UPDATE nessage is propagated over a non-|1NTERNAL |ink
then the current AS nunmber and link type of the Iink over which
it is going to be propagated is prepended to the full AS path
and the AS count field is increnented by 1. |If the BGP UPDATE
nessage i s propagated over an INTERNAL |ink, then the full AS
pat h passed unnmodified and the AS count stays the same. The
Gateway field is replaced with the sender’s own address.
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Appendi x 1

BGP FSM State Transitions and Acti ons.

Thi s Appendi x di scusses the transitions between states in the BGP FSM
in response to BGP events. The following is the list of these states

and events.

BGP St at es:

b wNPEF

BGP_ldl e
BGP_Acti ve
BGP_OpenSent
BGP_OpenConfirm
BGP_Est abl i shed

BGP Events:

OCO~NOUTA,WNE

BGP Start

BGP Transport connecti on open
BGP Transport connection cl osed
BGP Transport connection open failed
Recei ve OPEN nessage

Recei ve OPEN CONFI RM nessage
Recei ve KEEPALI VE nessage
Recei ve UPDATE nessages

Recei ve NOTI FI CATI ON nessage
Hol dtine timer expired
KeepAlive tiner expired

Recei ve CEASE nessage

BGP Stop

The followi ng table describes the state transitions of the BGP FSM
and the actions triggered by these transitions.
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Event Acti ons Message Sent Next State
BGP_Idle (1)

1 Initialize resources none 2
BGP_Active (2)

2 Initialize resources OPEN 3

4 none none 2
13 Rel ease resources none 1
BGP_OpenSent ( 3)

3 none none 1
5 Process OPEN is K OPEN CONFI RM 4

Process OPEN Message fail ed NOTI FI CATI ON 1

11 Restart KeepAlive tiner KEEPALI VE 3
13 Rel ease resources none 1
BGP_OpenConfirm (4)

6 Conplete initialization none 5
3 none none 1
10 Cl ose transport connection none 1
11 Restart KeepAlive tiner KEEPALI VE 4
13 Rel ease resources none 1
BGP_Est abl i shed (5)

7 Process KEEPALI VE none 5
8 Process UPDATE is K UPDATE 5

Process UPDATE fail ed NOTI FI CATI ON 5

9 Process NOTI FI CATI ON none 5
10 Cl ose transport connection none 1
11 Restart KeepAlive tiner KEEPALI VE 5
12 Cl ose transport connection NOTI FI CATI ON 1
13 Rel ease resources none 1

Al'l other state-event conbinations are considered fatal errors and
cause the term nation of the BGP transport connection (if necessary)
and a transition to the BGP_ldle state.
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The following is a condensed version of the above state transition

t abl e.

Event s| BGP_I dl e BGP_Active BGP_OpenSent BGP_OpenConfirm BGP_Est ab

| (1)

10
11
12

13

(2)

(3)

4 or

(4)

(5)
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