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| P Aut henti cati on using Keyed MD5

Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract
Thi s docunent describes the use of keyed MD5 with the IP
Aut henti cati on Header.
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1.

1.

1.

1.

| nt roducti on

The Aut hentication Header (AH) [RFC-1826] provides integrity and
authentication for | P datagrans. This specification describes the AH
use of keys with Message Digest 5 (MD5) [RFC 1321].

Al'l inplenmentations that clai mconformance or conpliance with the
Aut henti cati on Header specification MJST inplenment this keyed MD5
mechani sm

Thi s docunent assunes that the reader is faniliar with the rel ated
document "Security Architecture for the Internet Protocol" [RFC
1825], which defines the overall security plan for IP, and provides
i nportant background for this specification

Keys

The secret authentication key shared between the communi cating
parties SHOULD be a cryptographically strong random nunmber, not a
guessabl e string of any sort.

The shared key is not constrained by this transformto any particul ar
size. Lengths of up to 128 bits MJST be supported by the

i npl enrent ation, although any particular key nay be shorter. Longer
keys are encour aged.

Data Size

MD5's 128-bit output is naturally 64-bit aligned. Typically, there
is no further padding of the Authentication Data field.

Per f or mance

MD5 software speeds are adequate for commonly depl oyed LAN and WAN
links, but reportedly are too slow for newer |ink technol ogies [ RFC
1810] .

Not a Bene:
Suggestions are sought on alternative authentication algorithns
that have significantly faster throughput, are not patent-
encunbered, and still retain adequate cryptographic strength.
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2. Calculation

The 128-bit digest is calculated as described in [RFC-1321]. The
specification of MD5 includes a portable *C progranm ng | anguage
description of the MD5 al gorithm

The form of the authenticated nessage is
key, keyfill, datagram key, ND5fil

First, the variable length secret authentication key is filled to the
next 512-bit boundary, using the sanme pad with | ength technique
defined for MD5.

Then, the filled key is concatenated with (imedi ately foll owed by)
the invariant fields of the entire IP datagram (variant fields are
zeroed), concatenated with (imediately foll owed by) the original
vari abl e | ength key again.

Atrailing pad with length to the next 512-bit boundary for the
entire nessage is added by MD5 itself. The 128-bit MD5 digest is
calculated, and the result is inserted into the Authentication Data
field.

Di scussi on:
When the inplenmentati on adds the keys and padding in place before
and after the I P datagram care nmust be taken that the keys and/or
paddi ng are not sent over the link by the link driver.

Security Considerations

Users need to understand that the quality of the security provided by
this specification depends conpletely on the strength of the MD5 hash
function, the correctness of that algorithm s inplementation, the
security of the key nmanagenment nechanismand its inplenentation, the
strength of the key [CN94], and upon the correctness of the

i npl enentations in all of the participating nodes.

At the time of witing of this docunent, it is known to be possible
to produce collisions in the conpression function of MD5 [dBB93].
There is not yet a known nmethod to exploit these collisions to attack
MD5 in practice, but this fact is disturbing to some authors

[ Schnei er 94] .

It has also recently been determined [vOM4] that it is possible to
build a machine for $10 MIlion that could find two chosen text
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variants with a conmon MD5 hash value. However, it is unclear
whether this attack is applicable to a keyed MD5 transform

This attack requires approximately 24 days. The same form of attack
is useful on any iterated n-bit hash function, and the tine is
entirely due to the 128-bit length of the MD5 hash

Al though there is no substantial weakness for nost | P security
applications, it should be recognized that current technology is
catching up to the 128-bit hash length used by MD5. Applications
requiring extremely high levels of security may wish to nove in the
near future to algorithns with |onger hash | engths.
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