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This RFC specifies an Internet standards track protocol for the
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Abstract

The Dynamic Host Configuration Protocol (DHCP) provides a framework
for passing configuration information to hosts on a TCP/I P network.
DHCP i s based on the Bootstrap Protocol (BOOTP) [7], adding the
capability of autonmatic allocation of reusable network addresses and
addi tional configuration options [19]. DHCP captures the behavior of
BOOTP relay agents [7, 23], and DHCP partici pants can interoperate
with BOOTP participants [9].

Tabl e of Contents

1. Introduction. 2
1.1 Rel ated Wirk. . . 4
1.2 Problemdefinition and i ssues . 4
1. 3 Requirenents. 5
1.4 Term nol ogy . 6
1.5 Design goals. 6
2. Protocol Summary . . e e e o .. . . . . . . 8
2.1 Configuration paraneters rep03|tory P X 0]
2.2 Dynanic allocation of network addresses . 11
3. The dient-Server Protocol . 11
3.1 dient-server interaction - aIIocatlng a netmork address .12
3.2 dient-server interaction - reusing a previously allocated
network address . . . S I ¢
3.3 Interpretation and representatlon of tlne values B )
3.4 Host paraneters in DHCP . . . e K
3.5 Use of DHCP in clients with nultlple |nterfaces .. . . . . .20
3.6 Wien clients should use DHCP. . . . . ... . .. .20
4. Specification of the DHCP client-server protocol i |
4.1 Constructing and sending DHCP nessages. . . . . . . . . . . . 21
4.2 DHCP server adnministrative controls . . . . . . . . . . . . . 23
4.3 DHCP server behavior. . . . . . . . . . . . . . . . . . . .. 24

Dr ons [ Page 1]



RFC 1531 Dynam ¢ Host Configuration Protocol Oct ober 1993

4.3.1 DHCPDI SCOVER nmessage. . . . . . . . . . . . . . . . . . . . 24
4. 3.2 DHCPREQUEST message . . . . . . . .« .« « « .« « o o o o.o.o27
4.3.3 DHCPDECLINE message . . . . . . . . . . . . « « . .« . . . .29
4.3.4 DHCPRELEASE nmessage . . . . . . . . . . . . . . . . . .. .29
4.4 DHCP client behavior. . . .. ... .29
4.4,1 Initialization and aIIocatlon of netmork address. ... . .29
4.4.2 Initialization with known network address . . . . . . . . . 383
4.4.3 Initialization with a known DHCP server address . . . . . . 34
4. 4.4 Reacquisition and expiration. . . . . . . . . . . . . . . . 34
4.4,5 DHCPRELEASE . . . . . . . . . . . . . . . . . . . . . ... 83
5. Acknow edgnents. . . . . . . . . . . . . . . . . . ... ... 35
6. References . . - 1 o
7. Security Cbn3|derat|ons e X 4
8. Author’'s Address . . . G 1
A. Host Configuration Paraneters e 1)

Li st of Figures

1. Format of a DHCP message . . . . . . . . . . . . .. ... .09
2. Format of the 'flags’ field. . . 10
3. Tineline diagram of nessages exchanged betmeen DHCP cI|ent and
servers when allocating a new network address. . . 15
4. Tineline d|agran10f nessages exchanged between DHCP cI|ent and
servers when reusing a previously allocated network address. . 18
5. State-transition diagramfor DHCP clients. . . . . . . . . . . 31

Li st of Tabl es

1. Description of fields in a DHCP nessage. . . . . . . . . . . . 14
2. DHCP nessages. . . T 1 ¢)
3. Fields and options used by DHCP servers. . . . . . . . . . . . 25
4. Fields and options used by DHCP clients. . . . . . . . . . . . 32

1. Introduction

The Dynamic Host Configuration Protocol (DHCP) provides configuration
paranmeters to Internet hosts. DHCP consists of two conponents: a
protocol for delivering host-specific configuration paranmeters froma
DHCP server to a host and a nmechanismfor allocation of network
addresses to hosts.

DHCP is built on a client-server nodel, where designated DHCP server
hosts all ocate network addresses and deliver configuration paraneters
to dynanically configured hosts. Throughout the remainder of this
docunent, the term"server"” refers to a host providing initialization
paraneters through DHCP, and the term"client" refers to a host
requesting initialization paranmeters froma DHCP server.
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A host should not act as a DHCP server unless explicitly configured
to do so by a systemadministrator. The diversity of hardware and
protocol inplenentations in the Internet would preclude reliable
operation if random hosts were allowed to respond to DHCP requests.
For example, IP requires the setting of many paraneters within the
protocol inplenentation software. Because |P can be used on many
dissimlar kinds of network hardware, values for those paraneters
cannot be guessed or assuned to have correct defaults. Al so,

di stributed address allocation schenes depend on a polling/defense
mechani sm for di scovery of addresses that are already in use. |IP
hosts nay not always be able to defend their network addresses, so
that such a distributed address all ocation schene cannot be
guaranteed to avoid allocation of duplicate network addresses.

DHCP supports three mechani sns for | P address allocation. In
"automatic allocation", DHCP assigns a pernmanent |P address to a
host. In "dynam c allocation", DHCP assigns an |IP address to a host
for alimted period of time (or until the host explicitly
relinquishes the address). In "manual allocation", a host’s IP
address is assigned by the network adm nistrator, and DHCP is used
sinply to convey the assigned address to the host. A particular
network will use one or nore of these nechani sns, depending on the
policies of the network adm nistrator.

Dynam c allocation is the only one of the three nmechani sns that

all ows automatic reuse of an address that is no | onger needed by the
host to which it was assigned. Thus, dynamic allocation is
particularly useful for assigning an address to a host that will be
connected to the network only tenporarily or for sharing a linmted
pool of | P addresses anmong a group of hosts that do not need
permanent | P addresses. Dynam c allocation may al so be a good choice
for assigning an | P address to a new host bei ng permanently connected
to a network where | P addresses are sufficiently scarce that it is

i nportant to reclaimthemwhen old hosts are retired. Manua

al l ocation allows DHCP to be used to elim nate the error-prone
process of manually configuring hosts with | P addresses in
environnents where (for whatever reasons) it is desirable to nanage

| P address assi gnnent outside of the DHCP mechani sis.

The fornmat of DHCP nessages is based on the format of BOOTP nessages,
to capture the BOOTP rel ay agent behavi or described as part of the
BOOTP specification [7, 23] and to allow interoperability of existing
BOOTP clients with DHCP servers. Using BOOTP rel ayi ng agents
elimnates the necessity of having a DHCP server on each physi cal

net wor k segnent.
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1.1 Rel ated Work

There are several Internet protocols and related nechani sns t hat
address sone parts of the dynam c host configuration problem The
Rever se Address Resol ution Protocol (RARP) [10] (through the
extensions defined in the Dynamic RARP (DRARP) [5]) explicitly
addresses the problem of network address discovery, and includes an
automatic | P address assi gnnment mechanism The Trivial File Transfer
Protocol (TFTP) [20] provides for transport of a boot inage froma
boot server. The Internet Control Message Protocol (ICW) [16]
provides for inform ng hosts of additional routers via "I CW
redirect" nessages. |CWP also can provide subnet mask information
through the "I CWMP nmask request” nessage and other information through
the (obsolete) "I CWP infornmation request"” nmessage. Hosts can |ocate
routers through the ICVWP router discovery mechanism/[8].

BOOTP is a transport mechanismfor a collection of configuration
information. BOOTP is also extensible, and official extensions [17]
have been defined for several configuration paraneters. Mrgan has
proposed extensions to BOOTP for dynam c | P address assignnment [15].
The Network I nformation Protocol (N P), used by the Athena project at
MT, is a distributed mechanismfor dynam c | P address assi gnnent
[19]. The Resource Location Protocol RLP [1l] provides for |ocation
of higher level services. Sun Mcrosystens diskless workstations use
a boot procedure that enpl oys RARP, TFTP and an RPC nechani sm call ed
"boot parans” to deliver configuration information and operating
system code to diskless hosts. (Sun M crosystens, Sun Workstation
and SunCS are trademarks of Sun M crosystens, Inc.) Some Sun
networ ks al so use DRARP and an auto-installation nechanismto
automate the configuration of new hosts in an existing network.

In other related work, the path m nimumtransnission unit (MIU)

di scovery algorithmcan deternine the MU of an arbitrary internet
path [14]. Coner and Drons have proposed the use of the Address
Resol uti on Protocol (ARP) as a transport protocol for resource

| ocation and selection [6]. Finally, the Host Requirenments RFCs [ 3,
4] mention specific requirenments for host reconfiguration and suggest
a scenario for initial configuration of diskless hosts.

1.2 Problemdefinition and i ssues

DHCP i s designed to supply hosts with the configuration paraneters
defined in the Host Requirenments RFCs. After obtaining paranmeters
via DHCP, a host should be able to exchange packets with any ot her
host in the Internet. The paraneters supplied by DHCP are listed in
Appendi x A.
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Not all of these paraneters are required for a newy initialized
host. A client and server nay negotiate for the transm ssion of only
those parameters required by the client or specific to a particular
subnet .

DHCP al | ows but does not require the configuration of host paraneters
not directly related to the IP protocol. DHCP also does not address
regi stration of newmy configured hosts with the Domain Nanme System
(DNS) [12, 13].
DHCP is not intended for use in configuring routers.

1.3 Requirenents

Thr oughout this docunment, the words that are used to define the
significance of particular requirenents are capitalized. These words

are:

0 n WS "
This word or the adjective "REQUI RED' neans that the
itemis an absolute requirement of this specification.

o "MJST NOT"
Thi s phrase nmeans that the itemis an absolute prohibition
of this specification.

o " SHOULD"

This word or the adjective "RECOMWENDED' neans that there

may exist valid reasons in particular circunstances to ignore
this item but the full inplications should be understood and
the case carefully wei ghed before choosing a different course.

o "SHOULD NOT"

This phrase nmeans that there may exist valid reasons in
particul ar circunstances when the |isted behavior is acceptable
or even useful, but the full inplications should be understood
and the case carefully weighed before inplenenting any behavi or
described with this | abel.
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0 n WYII
This word or the adjective "OPTIONAL" neans that this itemis
truly optional. One vendor may choose to include the item
because a particular narketplace requires it or because it
enhances the product, for exanple; another vendor nmay onit the
sanme item

1.4 Term nol ogy
Thi s docunent uses the follow ng ternmns:
o "DHCP client"

A DHCP client is an Internet host using DHCP to obtain
configuration paraneters such as a network address.

o "DHCP server"

A DHCP server is an Internet host that returns configuration
paraneters to DHCP clients.

o "BOOTP rel ay agent"

A BOOTP relay agent is an Internet host or router that passes
DHCP nessages between DHCP clients and DHCP servers. DHCP is
designed to use the sanme relay agent behavior as specified in
the BOOTP protocol specification

o "bindi ng"
A binding is a collection of configuration paraneters, including
at least an | P address, associated with or "bound to" a DHCP
client. Bindings are managed by DHCP servers.

1.5 Design goals
The following |list gives general design goals for DHCP

0 DHCP shoul d be a nechanismrather than a policy. DHCP nust
allow | ocal system admi nistrators control over configuration
paraneters where desired; e.g., local system adninistrators

shoul d be able to enforce | ocal policies concerning allocation
and access to |l ocal resources where desired.

Dr ons [ Page 6]



RFC 1531 Dynam ¢ Host Configuration Protocol Oct ober 1993

0 Hosts should require no manual configuration. Each host should
be able to discover appropriate |ocal configuration paraneters
wi t hout user intervention and incorporate those paraneters into
its own configuration.

0 Networks should require no hand configuration for individua
hosts. Under normal circunstances, the network nmanager shoul d
not have to enter any per-host configuration paraneters.

0 DHCP should not require a server on each subnet. To allow for
scal e and econony, DHCP nust work across routers or through the
i ntervention of BOOTP/ DHCP rel ay agents.

0 A DHCP host nust be prepared to receive nultiple responses to a
request for configuration paranmeters. Sonme installations may
include multiple, overlapping DHCP servers to enhance
reliability and increase performance.

0o DHCP nust coexist with statically configured, non-participating
hosts and with existing network protocol inplenentations.

0 DHCP nust interoperate with the BOOTP rel ay agent behavior as
descri bed by RFC 951 and by Wner [21].

0o DHCP nust provide service to existing BOOTP clients.

The following list gives design goals specific to the transm ssion of
the network | ayer paraneters. DHCP nust:

0 Guarantee that any specific network address will not be in
use by nore than one host at a tine,

0 Retain host configuration across host reboot. A host shoul d,
whenever possible, be assigned the same configuration paraneters
(e.g., network address) in response to each request,

0 Retain host configuration across server reboots, and, whenever
possi bl e, a host should be assigned the sane configuration
paraneters despite restarts of the DHCP nechani sm

o All ow autonatic assignment of configuration paraneters to new
hosts to avoid hand configuration for new hosts,

0 Support fixed or permanent allocation of configuration
paraneters to specific hosts.
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2. Protocol Sunmary

Fromthe client’s point of view, DHCP is an extension of the BOOTP
mechani sm This behavior allows existing BOOTP clients to

i nteroperate with DHCP servers wi thout requiring any change to the
clients’ initialization software. A separate docunent details the

i nteractions between BOOTP and DHCP clients and servers [9]. There
are some new, optional transactions that optimze the interaction
between DHCP clients and servers that are described in sections 3 and
4.

Figure 1 gives the format of a DHCP nessage and table 1 descri bes
each of the fields in the DHCP nessage. The nunbers in parentheses
indicate the size of each field in octets. The nanmes for the fields
given in the figure will be used throughout this docunent to refer to
the fields in DHCP nessages.

There are two primary differences between DHCP and BOOTP. First,
DHCP defi nes nmechani sns through which clients can be assigned a
network address for a fixed | ease, allowi ng for serial reassignnent
of network addresses to different clients. Second, DHCP provides the
mechanismfor a client to acquire all of the IP configuration
paraneters that it needs in order to operate.

DHCP introduces a snmall change in termnology intended to clarify the
meani ng of one of the fields. What was the "vendor extensions" field
in BOOTP has been re-naned the "options" field in DHCP. Sinmilarly,
the tagged data itenms that were used inside the BOOIP "vendor
extensions” field, which were fornerly referred to as "vendor
extensions," are now termed sinply "options."

DHCP defines a new 'client identifier’ option that is used to pass an
explicit client identifier to a DHCP server. This change elim nates
the overloading of the 'chaddr’ field in BOOTP nessages, where reply
nmessages and as a client identifier. The 'client identifier’ option
may contain a hardware address, identical to the contents of the
"chaddr’ field, or it may contain another type of identifier, such as
a DNS nane. Qher client identifier types may be defined as needed
for use with DHCP. New client identifier types will be registered
with the IANA [18] and will be included in new revisions of the

Assi gned Nunbers docunent, as well as described in detail in future
revi sions of the DHCP Options [2].
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0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
I op (1) | htype (1) | hlen (1) | hops (1) I
SRS SRS SRS SN +
I xid (4) I
o e m e o e o e e e oo o m m e e o e e e aoooo-- +
| secs (2) | flags (2) |
o e m e o e o e e e oo o m m e e o e e e aoooo-- +
| ciaddr (4) |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
| yi addr (4) |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
| siaddr (4) |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
| gi addr (4) |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
I I
| chaddr (16) |
I I
I I
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
I I
| snane (64) |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
I I
| file (128) |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
| _ |
| options (312) |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +

Figure 1: Format of a DHCP nessage

DHCP clarifies the interpretation of the 'siaddr’ field as the
address of the server to use in the next step of the client’s

boot strap process. A DHCP server may return its own address in the
"siaddr’ field, if the server is prepared to supply the next
bootstrap service (e.g., delivery of an operating system executabl e
i mge). A DHCP server always returns its own address in the ’server
identifier’ option.

The options field is now variable I ength, with the m ni rum extended
to 312 octets. This brings the mninmmsize of a DHCP nessage up to
576 octets, the mininmumI|P datagram size a host nust be prepared to
accept [3]. DHCP clients may negotiate the use of |arger DHCP
nmessages through the ' Maxi mum DHCP nessage size' option. The options
field may be further extended into the 'file and 'sname’ fields.
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A new option, called 'vendor specific information’, has been added to
al l ow for expansion of the nunber of options that can be supported
[2]. Options encapsul ated as 'vendor specific information’ nust be
carefully defined and docunented so as to allow for interoperability
between clients and servers fromdiferent vendors. |In particular,
vendors defining 'vendor specific information” MJST docunent those
options in the formof the DHCP Options docunment, MJST choose to
represent those options either in data types al ready defined for DHCP
options or in other well-defined data types, and MJST choose options
that can be readily encoded in configuration files for exchange with
servers provided by other vendors. Options included as ’vendor
specific options’ MJST be readily supportable by all servers.

111111
0123456789012345
T S S S e T sl S S S S S S
B| VBZ |
B T S S S e T Sui S S S S S &

B: BROADCAST fl ag
MBZ: MJUST BE ZERO (reserved for future use)
Figure 2: Format of the "flags field

DHCP uses the "flags' field [21]. The leftnost bit is defined as the
BROADCAST (B) flag. The semantics of this flag are discussed in
section 4.1 of this docunment. The remaining bits of the flags field
are reserved for future use. They MJST be set to zero by clients and
i gnored by servers and relay agents. Figure 2 gives the format of

t he

2.1 Configuration paraneters repository

The first service provided by DHCP is to provide persistent storage
of network paraneters for network clients. The nodel of DHCP
persistent storage is that the DHCP service stores a key-value entry
for each client, where the key is sone unique identifier (for
exanmpl e, an | P subnet nunmber and a unique identifier within the
subnet) and the val ue contains the configuration parameters for the
client.

For exampl e, the key m ght be the pair (IP-subnet-nunber, hardware-
address), allowing for serial or concurrent reuse of a hardware
address on different subnets, and for hardware addresses that nmay not
be gl obally unique. Alternately, the key might be the pair (IP-
subnet - nunber, hostnane), allow ng the server to assign paraneters
intelligently to a host that has been noved to a different subnet or
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has changed hardware addresses (perhaps because the network interface
failed and was repl aced).

A client can query the DHCP service to retrieve its configuration
paraneters. The client interface to the configuration paraneters
repository consists of protocol nessages to request configuration
paraneters and responses fromthe server carrying the configuration
par aneters.

2.2 Dynam c allocation of network addresses

The second service provided by DHCP is the allocation of tenporary or
per manent network (1P) addresses to hosts. The basic mechani sm for
the dynam c all ocation of network addresses is sinple: a client
requests the use of an address for sonme period of time. The

al I ocation nmechani sm (the collection of DHCP servers) guarantees not
to reallocate that address within the requested tine and attenpts to
return the same network address each tinme the client requests an
address. In this docunent, the period over which a network address
is allocated to a client is referred to as a "lease" [11]. The
client my extend its | ease with subsequent requests. The client may
i ssue a nessage to release the address back to the server when the
client no | onger needs the address. The client may ask for a

per manent assi gnnment by asking for an infinite | ease. Even when

assi gni ng "pernanent" addresses, a server may choose to give out

| engthy but non-infinite | eases to allow detection of the fact that

t he host has been retired.

In sone environnents it will be necessary to reassign network
addr esses due to exhaustion of avail abl e addresses. |In such
environnents, the allocation nechanismw || reuse addresses whose

| ease has expired. The server should use whatever information is
available in the configuration information repository to choose an
address to reuse. For exanple, the server may choose the | east
recently assigned address. As a consistency check, the allocation
mechani sm nay probe the reused address, e.g., with an | CMP echo
request, before allocating the address, and the client will probe the
new y received address, e.g., with ARP

3. The dient-Server Protoco
DHCP uses the BOOTP nessage format defined in RFC 951 and given in
table 1 and figure 1. The 'op’ field of each DHCP nessage sent from
aclient to a server contai ns BOOTREQUEST. BOOTREPLY is used in the
"op’ field of each DHCP nessage sent froma server to a client.

The first four octets of the 'options’ field of the DHCP nessage
contain the (decimal) values 99, 130, 83 and 99, respectively (this
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is the same magi c cookie as is defined in RFC 1395). The renai nder
of the "options’ field consists a list of tagged paranmeters that are
called "options". Al of the "vendor extensions" listed in RFC 1395
are al so DHCP options. A separate docunent gives the conplete set of
options defined for use with DHCP [2].

Several options have been defined so far. One particular option -
the "DHCP nmessage type" option - must be included in every DHCP
nmessage. This option defines the "type" of the DHCP message.

Addi tional options may be allowed, required, or not all owed,
dependi ng on the DHCP nessage type.

Thr oughout this docunent, DHCP nmessages that include a ' DHCP nessage
type’ option will be referred to by the type of the nessage; e.g., a
DHCP nmessage with ' DHCP nmessage type’ option type 1 will be referred
to as a "DHCPDI SCOVER' nessage

3.1 Cdient-server interaction - allocating a network address

The followi ng sunmary of the protocol exchanges between clients and
servers refers to the DHCP nessages described in table 2. The
timeline diagramin figure 3 shows the timng relationships in a
typical client-server interaction. |If the client already knows its
address, sonme steps nay be omitted; this abbreviated interaction is
described in section 3. 2.

1. The client broadcasts a DHCPDI SCOVER nessage on its | ocal physical
subnet. The DHCPDI SCOVER nessage may i nclude options that suggest
val ues for the network address and | ease duration. BOOIP relay
agents may pass the nmessage on to DHCP servers not on the sane
physi cal subnet.

2. Each server may respond with a DHCPOFFER nmessage that includes an
avai l abl e network address in the 'yiaddr’ field (and ot her
configuration paraneters in DHCP options). Servers need not
reserve the offered network address, although the protocol wll
work nore efficiently if the server avoids allocating the offered
networ k address to another client. The server unicasts the
DHCPOFFER nessage to the client (using the DHCP/ BOOTP rel ay agent
if necessary) if possible, or may broadcast the nessage to a
broadcast address (preferably 255.255.255.255) on the client’'s
subnet .

3. The client receives one or nore DHCPOFFER nessages from one or
nore servers. The client may choose to wait for multiple
responses. The client chooses one server from which to request
configuration paraneters, based on the configuration paraneters
of fered in the DHCPOFFER nessages. The client broadcasts a
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DHCPREQUEST nessage that MJUST include the 'server identifier’
option to indicate which server it has selected, and may include
ot her options specifying desired configuration values. This
DHCPREQUEST nessage i s broadcast and rel ayed t hrough DHCP/ BOOTP
relay agents. To help ensure that any DHCP/ BOOTP rel ay agents
forward the DHCPREQUEST nessage to the sane set of DHCP servers
that received the origi nal DHCPDI SCOVER nessage, the DHCPREQUEST
nessage nust use the sane value in the DHCP nessage header’s
"secs’ field and be sent to the sane | P broadcast address as the
ori gi nal DHCPDI SCOVER nessage. The client tines out and
retransmits the DHCPDI SCOVER nessage if the client receives no
DHCPOFFER nessages.

4. The servers receive the DHCPREQUEST broadcast fromthe client.
Those servers not selected by the DHCPREQUEST nmessage use the
nessage as notification that the client has declined that server’s
offer. The server selected in the DHCPREQUEST nmessage commits the
binding for the client to persistent storage and responds with a
DHCPACK nmessage containing the configuration paraneters for the
requesting client. The conbination of ’'chaddr’ and assigned
net wor k address constitute an unique identifier for the client’'s
| ease and are used by both the client and server to identify a
| ease referred to in any DHCP nessages. The 'yiaddr’ field in the
DHCPACK nmessages is filled in with the sel ected network address.

If the selected server is unable to satisfy the DHCPREQUEST nessage
(e.g., the requested network address has been allocated), the
server SHOULD respond with a DHCPNAK nessage.

A server nmay choose to mark addresses offered to clients in
DHCPOFFER nessages as unavail able. The server should mark an
address offered to a client in a DHCPOFFER nessage as available if
the server receives no DHCPREQUEST nessage fromthat client.
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FI ELD OCTETS DESCRI PTI ON
op 1 Message op code / nessage type.
1 = BOOTREQUEST, 2 = BOOTREPLY
ht ype 1 Hardware address type, see ARP section in "Assigned
Nunbers" RFC, e.g., '1" = 10nb et hernet.
hl en 1 Hardware address length (e.g. '6° for 10nb
et hernet) .
hops 1 dient sets to zero, optionally used by rel ay-agents
when booting via a rel ay-agent.
Xi d 4 Transaction I D, a random nunber chosen by the
client, used by the client and server to associate
nessages and responses between a client and a
server.
secs 2 Filled in by client, seconds el apsed since client
started trying to boot.
fl ags 2 Flags (see figure 2).
ci addr 4 Cient IP address; filled in by client in
DHCPREQUEST i f verifying previously allocated
configuration paraneters.
yi addr 4 ’'your’ (client) |P address.
si addr 4 | P address of next server to use in bootstrap
returned i n DHCPOFFER, DHCPACK and DHCPNAK by
server.
gi addr 4 Relay agent |P address, used in booting via a
rel ay- agent.
chaddr 16 dient hardware address.
sname 64 Optional server host nanme, null term nated string.
file 128 Boot file nane, null term nated string; "generic"
nane or null in DHCPDI SCOVER, fully qualified
di rectory-path name i n DHCPOFFER
opti ons 312 Optional paraneters field. See the options
docurments for a list of defined options.
Table 1: Description of fields in a DHCP nessage
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Figure 3: Tineline diagram of nessages exchanged between DHCP
client and servers when allocating a new network address
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Message Use

DHCPDI SCOVER

Client broadcast to | ocate avail abl e servers.

DHCPOFFER - Server to client in response to DHCPDI SCOVER wi th

of fer of configuration paraneters.

DHCPREQUEST - dient broadcast to servers requesting offered
paranmeters fromone server and inplicitly declining
offers fromall others.

DHCPACK - Server to client with configuration paraneters,

i ncludi ng conmitted network address.

DHCPNAK - Server to client refusing request for configuration
paraneters (e.g., requested network address already
al | ocat ed) .

DHCPDECLINE - dient to server indicating configuration paraneters
(e.g., network address) invalid.

DHCPRELEASE - dient to server relinquishing network address and

Dr ons

cancel ling remai ni ng | ease.
Table 2: DHCP nessages

The client receives the DHCPACK nessage with configuration
parameters. The client perfornms a final check on the paraneters
(e.g., ARP for allocated network address), and notes the duration
of the lease and the |ease identification cookie specified in the
DHCPACK nmessage. At this point, the client is configured. |If the
client detects a problemw th the paranmeters in the DHCPACK
nessage, the client sends a DHCPDECLI NE nessage to the server and
restarts the configuration process. The client should wait a

nm ni num of ten seconds before restarting the configuration process
to avoi d excessive network traffic in case of | ooping.

If the client receives a DHCPNAK nessage, the client restarts the
configuration process.

The client tines out and retransmts the DHCPREQUEST nessage if the
client receives neither a DHCPACK or a DHCPNAK nessage. The client
retransmts the DHCPREQUEST according to the retransm ssion
algorithmin section 4.1. If the client receives neither a DHCPACK
or a DHCPNAK nessage after ten retransmni ssions of the DHCPREQUEST
nessage, the client reverts to INIT state and restarts the
initialization process. The client SHOULD notify the user that the
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initialization process has failed and is restarting.

6. The client may choose to relinquish its | ease on a network address
by sendi ng a DHCPRELEASE nessage to the server. The client
identifies the | ease to be released by including its network
address in the 'ciaddr’ field and its hardware address in the
"chaddr’ field.

3.2 Cient-server interaction - reusing a previously allocated network
addr ess

If a client remenbers and wi shes to reuse a previously allocated
networ k address (all ocated either by DHCP or some neans outside the
protocol), a client may choose to onmt sonme of the steps described in
the previous section. The tinmeline diagramin figure 4 shows the
timng relationships in a typical client-server interaction for a
client reusing a previously allocated network address.

1. The client broadcasts a DHCPREQUEST nmessage on its |ocal subnet.
The DHCPREQUEST nessage includes the client’s network address in
the "ciaddr’ field. DHCP/BOOTP relay agents pass the nessage on
to DHCP servers not on the same subnet.

2. Servers with know edge of the client’s configuration paraneters
respond with a DHCPACK nessage to the client.

If the client’s request is invalid (e.g., the client has noved
to a new subnet), servers nmay respond with a DHCPNAK nessage to
the client.

3. The client receives the DHCPACK nmessage with configuration
pranmeters. The client perfornms a final check on the paraneters
(as in section 3.1), and notes the duration of the |ease and
the lease identification cookie specified in the DHCPACK
nmessage. At this point, the client is configured.

If the client detects a problemwi th the paraneters in the
DHCPACK nessage, the client sends a DHCPDECLI NE nessage to the
server and restarts the configuration process by requesting a
new network address. This action corresponds to the client
noving to the INIT state in the DHCP state diagram which is
described in section 4.4.
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Figure 4: Tineline diagram of nessages exchanged between DHCP
client and servers when reusing a previously allocated
net wor k addr ess

If the client receives a DHCPNAK nmessage, it cannot reuse its
remenbered network address. It mnust instead request a new
address by restarting the configuration process, this tine
usi ng the (non-abbreviated) procedure described in section
3.1. This action also corresponds to the client noving to
the INIT state in the DHCP state di agram

The client tines out and retransmits the DHCPREQUEST nessage if
the client receives neither a DHCPACK nor a DHCPNAK nessage.
The time between retransm ssion MJST be chosen according to
the algorithmgiven in section 4.1. |If the client receives no
answer after transmtting 4 DHCPREQUEST nessages, the client
MAY choose to use the previously allocated network address and
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configuration paraneters for the renmai nder of the unexpired
| ease. This corresponds to noving to BOUND state in the client
state transition diagramshown in figure 5.

4. The client may choose to relinquish its | ease on a network
address by sending a DHCPRELEASE nessage to the server. The
client identifies the lease to be released with the | ease
i dentification cookie.

Note that in this case, where the client retains its network
address locally, the client will not normally relinquish its

| ease during a graceful shutdown. Only in the case where the
client explicitly needs to relinquish its | ease, e.g., the client
is about to be nmoved to a different subnet, will the client send
a DHCPRELEASE nessage.

3.3 Interpretation and representation of tinme val ues

A client acquires a |lease for a network address for a fixed period of
time (which may be infinite). Throughout the protocol, tines are to
be represented in units of seconds. The tinme value of Oxffffffff is
reserved to represent "infinity". The mininmum]lease duration is one
hour .

As clients and servers may not have synchroni zed cl ocks, tinmes are
represented in DHCP nessages as relative tinmes, to be interpreted
with respect to the client’s local clock. Representing relative
times in units of seconds in an unsigned 32 bit word gives a range of
relative tines fromO to approxi mately 100 years, which is sufficient
for the relative tinmes to be neasured usi ng DHCP

The algorithmfor |ease duration interpretation given in the previous
par agraph assunes that client and server clocks are stable relative
to each other. |If there is drift between the two cl ocks, the server
may consider the | ease expired before the client does. To
conpensate, the server may return a shorter | ease duration to the
client than the server conmmits to its | ocal database of client

i nformati on.

3.4 Host paraneters in DHCP

Not all clients require initialization of all parameters listed in
Appendi x A,  Two techniques are used to reduce the nunber of
paraneters transmtted fromthe server to the client. First, nost of
the parameters have defaults defined in the Host Requirenents RFCs;

if the client receives no paraneters fromthe server that override
the defaults, a client uses those default values. Second, inits

i nitial DHCPDI SCOVER or DHCPREQUEST nessage, a client may provide the
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server with a list of specific paraneters the client is interested
in.

The client SHOULD include the ’maxi num DHCP nmessage size’ option to
I et the server know how |l arge the server may nmeke its DHCP nessages.
The paraneters returned to a client may still exceed the space
allocated to options in a DHCP nessage. In this case, two additional
options flags (which nmust appear in the 'options’ field of the
nmessage) indicate that the 'file’ and 'snane’ fields are to be used
for options.

The client can informthe server which configuration paraneters the
client is interested in by including the 'paraneter request list’

option. The data portion of this option explicitly lists the options
requested by tag nunber.

In addition, the client nay suggest values for the network address
and |l ease tine in the DHCPDI SCOVER nessage. The client may include
the be assigned, and may include the 'I P address | ease tinme' option
to suggest the lease tine it would Iike. No other options
representing "hints" at configuration paraneters are allowed in a
DHCPDI SCOVER or DHCPREQUEST nessage. The 'ciaddr’ field is to be
filled in only in a DHCPREQUEST nmessage when the client is requesting
use of a previously allocated |IP address.

If a server receives a DHCPREQUEST nessage with an invalid ’ciaddr’,
the server SHOULD respond to the client with a DHCPNAK nessage and
may choose to report the problemto the systemadninistrator. The
server may include an error nessage in the ’'nmessage’ option

3.5 Use of DHCP in clients with rmultiple interfaces

A host with nultiple network interfaces nust use DHCP through each
interface independently to obtain configuration information
paraneters for those separate interfaces.

3.6 Wien clients should use DHCP

A host should use DHCP to reacquire or verify its I P address and

net wor k paraneters whenever the | ocal network paraneters nmay have
changed; e.g., at systemboot tinme or after a disconnection fromthe
| ocal network, as the local network configuration may change wi t hout
the host’s or user’s know edge.

If a host has know edge of a previous network address and is unable
to contact a |ocal DHCP server, the host nmay continue to use the
previ ous network address until the | ease for that address expires.
If the | ease expires before the host can contact a DHCP server, the
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host rnust i medi ately discontinue use of the previous network address
and may informlocal users of the problem

4. Specification of the DHCP client-server protoco

In this section, we assume that a DHCP server has a bl ock of network
addresses fromwhich it can satisfy requests for new addresses. Each
server al so mai ntai ns a database of allocated addresses and | eases in
| ocal permanent storage.

4.1 Constructing and sendi ng DHCP nessages

DHCP clients and servers both construct DHCP nessages by filling in
fields in the fixed format section of the nmessage and appendi ng
tagged data itens in the variable length option area. The options
area includes first a four-octet 'magic cookie (which was descri bed
in section 3), followed by the options. The |ast option nust always
be the "end option.

DHCP uses UDP as its transport protocol. DHCP nessages froma client
to a server are sent to the 'DHCP server’ port (67), and DHCP
nmessages froma server to a client are sent to the *DHCP client’ port
(68).

DHCP nmessages broadcast by a client prior to that client obtaining
its | P address nmust have the source address field in the |IP header
set to O.

If the 'giaddr’ field in a DHCP nessage froma client is non-zero,
the server sends any return nessages to the 'DHCP server’ port on the
DHCP rel ayi ng agent whose address appears in 'giaddr’. |If the
"giaddr’ field is zero, the client is on the sane subnet, and the
server sends any return nessages to either the client’s network
address, if that address was supplied in the 'ciaddr’ field, or to
the client’s hardware address or to the |ocal subnet broadcast

addr ess.

If the options in a DHCP nessage extend into the 'snane’ and 'file’
fields, the "option overload option MJST appear in the ’options’
field, with value 1, 2 or 3, as specified in the DHCP options
docunment [2]. |If the 'option overload option is present in the
"options’ field, the options in the 'options’ field MJST be
ternminated by an options field. The options in the 'snane’ and
"file' fields (if in use as indicated by the 'options overl oad
option) MJST begin with the first octet of the field, MJST be
termnated by an 'end’ option, and MJST be foll owed by 'pad’ options
to fill the remai nder of the field. Any individual option in the
"options’, 'sname’ and 'file’ fields MJUST be entirely contained in
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that field. The options in the "options’ field MJST be interpreted
first, so that any 'option overload options nay be interpreted. The
"file field MIUST be interpreted next (if the options), followed by
the "snane’ field.

DHCP clients are responsible for all nessage retransm ssion. The
client MUST adopt a retransni ssion strategy that incorporates a
random zed exponential backoff algorithmto deternine the del ay

bet ween retransmni ssions. The delay before the first retransm ssion
MJUST be 4 seconds random zed by the val ue of a uniformrandom nunber
chosen fromthe range -1 to +1. Cdients with clocks that provide
resolution granularity of |less than one second nmay choose a non-

i nteger random zation value. The delay before the next
retransm ssi on MJST be 8 seconds randoni zed by the value of a uniform
nunber chosen fromthe range -1 to +1. The retransm ssion delay MJST
be doubl ed with subsequent retransnissions up to a maxi nrum of 64
seconds. The client MAY provide an indication of retransmn ssion
attenpts to the user as an indication of the progress of the
configuration process. The protocol specification in the reminder

of this section will describe, for each DHCP nessage, when it is
appropriate for the client to retransnmt that nessage forever, and
when it is appropriate for a client to abandon that nessage and
attenpt to use a different DHCP nessage.

Normal | y, DHCP servers and BOOTP relay agents attenpt to deliver
DHCPOFFER, DHCPACK and DHCPNAK nessages directly to the client using
uni cast delivery. The IP destination address (in the IP header) is
set to the DHCP 'yiaddr’ address and the |ink-Ilayer destination
address is set to the DHCP 'chaddr’ address. Unfortunately, sone
client inplenentations are unable to receive such unicast IP
datagrans until the inplenmentation has been configured with a valid
| P address (leading to a deadlock in which the client’s |IP address
cannot be delivered until the client has been configured with an IP
addr ess) .

A client that cannot receive unicast |IP datagrans until its protoco
sof tware has been configured with an I P address SHOULD set the
BROADCAST bit in the 'flags’ field to 1 in any DHCPDI SCOVER or
DHCPREQUEST nessages that client sends. The BROADCAST bit will
provide a hint to the DHCP server and BOOTP rel ay agent to broadcast
any nmessages to the client on the client’s subnet. A client that can
receive unicast |IP datagrans before its protocol software has been
configured SHOULD cl ear the BROADCAST bit to 0. The BOOTP
clarifications docunent discusses the ranifications of the use of the
BROADCAST bit [21].

A server or relay agent sending or relaying a DHCP nessage directly
to a DHCP client (i.e., not to a relay agent specified in the
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"giaddr’ field) SHOULD exanmi ne the BROADCAST bit in the ’'flags’
field. If this bit is set to 1, the DHCP nessage SHOULD be sent as
an | P broadcast using an |IP broadcast address (preferably

255. 255. 255. 255) as the | P destination address and the |ink-Iayer
broadcast address as the |ink-layer destination address. |If the
BROADCAST bit is cleared to 0, the nmessage SHOULD be sent as an IP
unicast to the I P address specified in the 'yiaddr’ field and the
link-1ayer address specified in the 'chaddr’ field. |If unicasting is
not possible, the message MAY be sent as an | P broadcast using an IP
broadcast address (preferably 255.255.255.255) as the | P destination
address and the |ink-layer broadcast address as the |ink-Iayer

desti nati on address.

4.2 DHCP server adm nistrative controls

DHCP servers are not required to respond to every DHCPDI SCOVER and
DHCPREQUEST message they receive. For exanple, a network
administrator, to retain stringent control over the hosts attached to
the network, may choose to configure DHCP servers to respond only to
hosts that have been previously registered through sonme external
mechani sm The DHCP specification describes only the interactions
between clients and servers when the clients and servers choose to
interact; it is beyond the scope of the DHCP specification to
describe all of the adm nistrative controls that system

admi ni strators might want to use. Specific DHCP server

i npl ementations may incorporate any controls or policies desired by a
net wor k admi ni strator.

In sone environnents, a DHCP server will have to consider the val ues
of the ’"chaddr’ field and/or the 'class-identifier’ option included
i n the DHCPDI SCOVER or DHCPREQUEST nmessages when determ ning the
correct paraneters for a particular client. For exanple, an

organi zation mi ght have a separate bootstrap server for each type of
client it uses, requiring the DHCP server to exam ne the ’class-
identifier’ to determ ne which bootstrap server address to return in
the "siaddr’ field of a DHCPOFFER or DHCPACK nessage.

A DHCP server mnust use some unique identifier to associate a client
with its lease. The client nmay choose to explicitly provide the
identifier through the 'client identifier’ option. |If the client
does not provide a 'client identifier’ option, the server MSUT use
the contents of the 'chaddr’ field to identify the client.

DHCP clients are free to use any strategy in selecting a DHCP server
among those fromwhich the client receives a DHCPOFFER nessage. The
client inplenentation of DHCP should provide a nmechanismfor the user
to select directly the 'class-identifier’ value.
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4.3 DHCP server behavi or

A DHCP server processes incom ng DHCP nmessages froma client based on
the current state of the binding for that client. A DHCP server can
receive the foll owing messages froma client:

o DHCPDI SCOVER
0 DHCPREQUEST
o DHCPDECLI NE
o DHCPRELEASE

Table 3 gives the use of the fields and options in a DHCP nessage by
a server. The remainder of this section describes the action of the
DHCP server for each possible inconing nessage.

4. 3.1 DHCPDI SCOVER nessage

When a server receives a DHCPDI SCOVER nessage froma client, the
server chooses a network address for the requesting client. |If no
address is available, the server nmay choose to report the problemto
the system adm ni strator and may choose to reply to the client with a
DHCPNAK nessage. |If the server chooses to respond to the client, it
may include an error nessage in the 'nmessage’ option. |If an address
is avail able, the new address shoul d be chosen as foll ows:

0 The client’s previous address as recorded in the client’s binding,
if that address is in the server’s pool of avail able addresses and
not already allocated, else

0 The address requested in the 'Requested I P Address’ option, if that
address is valid and not already allocated, else

0 A new address allocated fromthe server’s pool of available
addr esses.
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Field DHCPOFFER DHCPACK DHCPNAK
"op’ BOOTREPLY BOOTREPLY BOOTREPLY
" ht ype’ (From " Assi gned Numbers" RFC)
"hl en’ (Har dwar e address length in octets)
" hops’ 0 0 0
" Xid’ "xid fromclient "xid fromclient "xid fromclient
DHCPDI SCOVER DHCPREQUEST DHCPREQUEST
nessage nmessage nmessage
' secs’ 0 0 0
' ci addr’ 0 "ciaddr’ from "ciaddr’ from
DHCPREQUEST or O DHCPREQUEST or O
"yi addr’ | P address offered | P address 0
to client assigned to client
' si addr’ | P address of next | P address of next O
boot strap server boot strap server
"flags’ if 'giaddr’ is not O then 'flags’ fromclient nessage else 0
' gi addr’ 0 0 0
" chaddr’ "chaddr’ from "chaddr’ from "chaddr’ from
client client DHCPREQUEST client DHCPREQUEST
DHCPDI SCOVER nmessage message
nessage
' snhaneg’ Server host nane Server host nane (unused)
or options or options
"file Client boot file Cient boot file (unused)
nanme or options nane or options
"options’ options opti ons
Option DHCPOFFER DHCPACK DHCPNAK
Request ed | P address MUST NOT MUST NOT MUST NOT
| P address | ease tine MUST MUST MUST NOT
Use 'file' /' snane’ MAY MAY MUST NOT
fields
DHCP nessage type DHCPOFFER DHCPACK DHCPNAK
Par anet er request |i st MUST NOT MUST NOT MUST NOT
Message SHOULD SHOULD SHOULD
Client identifier MUST NOT MUST NOT MUST NOT
Class identifier MUST NOT MUST NOT MUST NOT
Server identifier MJST MAY MAY
Maxi mum nmessage si ze MUST NOT MUST NOT MUST NOT
Al others MAY MAY MJST NOT
Table 3: Fields and options used by DHCP servers
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As described in section 4.2, a server MAY, for administrative
reasons, assign an address other than the one requested, or may
refuse to allocate an address to a particular client even though free
addresses are avail abl e.

While not required for correct operation of DHCP, the server should
not reuse the selected network address before the client responds to
the server’s DHCPOFFER nessage. The server may choose to record the
address as offered to the client.

The server nust al so choose an expiration time for the | ease, as
foll ows:

o IF the client has not requested a specific lease in the
DHCPDI SCOVER nessage and the client already has an assi gned network
address, the server returns the | ease expiration tine previously
assigned to that address (note that the client nust explicitly
request a specific lease to extend the expiration tine on a
previously assigned address), ELSE

o IF the client has not requested a specific lease in the
DHCPDI SCOVER nessage and the client does not have an assi gned
net wor k address, the server assigns a locally configured default
| ease tine, ELSE

o IF the client has requested a specific | ease in the DHCPD SCOVER
nmessage (regardl ess of whether the client has an assi gned network
address), the server may choose either to return the requested
lease (if the lease is acceptable to local policy) or select
anot her | ease.

Once the network address and | ease have been deternined, the server
constructs a DHCPOFFER message with the offered configuration
paraneters. It is inportant for all DHCP servers to return the same
paraneters (with the possible exception of a newy allocated network
address) to ensure predictable host behavior regardl ess of the which
server the client selects. The configuration paraneters MJST be

sel ected by applying the following rules in the order given bel ow.
The network administrator is responsible for configuring nmultiple
DHCP servers to ensure uniformresponses fromthose servers. The
server MUST return to the client:
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0o The client’s network address, as determ ned by the rules given
earlier in this section, and the subnet mask for the network to
which the client is connected,

0 The expiration tine for the client’s | ease, as determi ned by the
rules given earlier in this section

o Paraneters requested by the client, according to the foll ow ng
rul es:

-- IF the server has been explicitly configured with a default
val ue for the paraneter, the server MJST include that val ue
in an appropriate option in the "option’ field, ELSE

-- I F the server recogni zes the parameter as a paraneter
defined in the Host Requirenents Docunent, the server MJST
i nclude the default value for that parameter as given in the
Host Requirenents Docunment in an appropriate option in the
"option’ field, ELSE

-- The server MJST NOT return a value for that paraneter,

0 Any paraneters fromthe existing binding that differ fromthe Host
Requi rement s docunents defaults,

0 Any paraneters specific to this client (as identified by
the contents of ’'chaddr’ in the DHCPDI SCOVER or DHCPREQUEST
nmessage), e.g., as configured by the network admi nistrator,

0 Any paraneters specific to this client’s class (as identified
by the contents of the 'class identifier’ option in the
DHCPDI SCOVER or DHCPREQUEST nessage), e.g., as configured by
the network administrator; the paraneters MJST be identified
by an exact match between the client’s 'client class’ and the
client class identified in the server,

o Paraneters with non-default values on the client’s subnet.

The server inserts the "xid field fromthe DHCPDI SCOVER nessage into
the "xid field of the DHCPOFFER nessage and sends the DHCPOFFER
nmessage to the requesting client.

4. 3. 2 DHCPREQUEST nessage

A DHCPREQUEST nessage nay cone froma client responding to a
DHCPOFFER nmessage froma server, or froma client verifying a
previously allocated I P address. |f the DHCPREQUEST nessage contains
a 'server identifier’ option, the nmessage is in response to a
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DHCPOFFER nessage. O herwi se, the nmessage is a request to renew or
extend an existing | ease.

Consi der first the case of a DHCPREQUEST nessage in response to a
DHCPOFFER nmessage. |If the server is identified in the ’server
identifier’ option in the DHCPREQUEST nmessage, the server checks to
confirmthat the requested paraneters are acceptable. Usually, the
requested paraneters will match those returned to the client in the
DHCPOFFER nessage; however, the client may choose to request a
different | ease duration. Also, there is no requirenent that the
server cache the paraneters fromthe DHCPOFFER nessage. The server
nmust sinply check that the paraneters requested in the DHCPREQUEST
are acceptable. |f the paranmeters are acceptable, the server records
the new client binding and returns a DHCPACK message to the client.

If the requested paraneters are unacceptable, e.g., the requested
|l ease tine is unacceptable to local policy, the server sends a
DHCPNAK nessage to the client. The server nmay choose to return an
error nmessage in the 'nessage’ option.

If a different server is identified in the "server identifier' field,
the client has selected a different server fromwhich to obtain
configuration paraneters. The server may discard any information it
may have cached about the client’s request, and may free the network
address that it had offered to the client.

Note that the client may choose to collect several DHCPOFFER nessages
and select the "best"” offer. The client indicates its selection by
identifying the offering server in the DHCPREQUEST nessage. |If the
client receives no acceptable offers, the client may choose to try
anot her DHCPDI SCOVER nessage. Therefore, the servers may not receive
a specific DHCPREQUEST from whi ch they can deci de whether or not the
client has accepted the offer. Because the servers have not
commtted any network address assignnments on the basis of a
DHCPOFFER, servers are free to reuse offered network addresses in
response to subsequent requests. As an inplenentation detail,
servers should not reuse offered addresses and nmay use an

i npl enent ati on-specific timeout nmechanismto deci de when to reuse an
of f ered address.

In the second case, when there is no 'server identifier’ option, the
client is renewing or extending a previously allocated |IP address.
The server checks to confirmthat the requested paraneters are
acceptable. If the paraneters specified in the DHCPREQUEST nessage
mat ch the previous paraneters, or if the request for an extension of
the | ease (indicated by an extended '|I P address | ease tine’ option)
is acceptable, the server returns a DHCPACK nmessage to the requesting
client. Oherwise, the server returns a DHCPNAK nessage to the
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client. |In particular, if the previously allocated network address
inthe "ciaddr’ field fromthe client does not match the network
address recorded by the server for that client, the server sends a
DHCPNAK to the client.

A DHCP server chooses the paraneters to return in a DHCPACK nessage
according to the same rules as used in constructing a DHCPOFFER
nmessage, as given in section 4.3.1.

4. 3.3 DHCPDECLI NE nessage

If the server receives a DHCPDECLI NE nessage, the client has

di scovered through sonme other nmeans that the suggested network
address is already in use. The server MJUST nmark the network address
as not allocated and SHOULD notify the |local system adm nistrator of
a possi bl e configuration probl em

4. 3. 4 DHCPRELEASE nessage

Upon recei pt of a DHCPRELEASE nessage, the server marks the network

address as not allocated. The server should retain a record of the

client’s initialization parameters for possible reuse in response to
subsequent requests fromthe client.

4.4 DHCP client behavior

Figure 5 gives a state-transition diagramfor a DHCP client. A
client can receive the foll owi ng nessages froma server:

o DHCPOFFER
o DHCPACK
0 DHCPNAK

Table 4 gives the use of the fields and options in a DHCP nessage by
a client. The remainder of this section describes the action of the
DHCP client for each possible incomng nmessage. The description in
the follow ng section corresponds to the full configuration procedure
previously described in section 3.1, and the text in the subsequent
section corresponds to the abbreviated configuration procedure
described in section 3. 2.

4.4,1 Initialization and allocation of network address
The client begins in INIT state and fornms a DHCPDI SCOVER nessage.

The client should wait a randomti ne between one and ten seconds to
desynchroni ze the use of DHCP at startup. The client sets ’ciaddr’
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to all 0x00000000. The client MAY request specific paraneters by
i ncluding the 'paraneter request list’ option. The client MAY
suggest a network address and/or |ease tinme by including the
"requested I P address’ and 'I P address lease tinme’ options. The
client MUST include its hardware address in the 'chaddr’ field for
use in delivery of DHCP reply nmessages. The client MAY include a
different unique identifier in the "client identifier’ option. |If
the client does not include the

The client generates and records a randomtransaction identifier and
inserts that identifier into the 'xid field. The client records its
own local tine for later use in conputing the | ease expiration. The
client then broadcasts the DHCPDI SCOVER on the | ocal hardware
broadcast address to the all-ones |IP broadcast address and ' DHCP
server’ UDP port.

If the 'xid of an arriving DHCPOFFER nessage does not match the
"xid of the nost recent DHCPDI SCOVER nessage, the DHCPOFFER nessage
must be silently discarded. Any arriving DHCPACK nessages nust be
silently discarded.

The client collects DHCPOFFER nessages over a period of tine, selects
one DHCPOFFER nessage fromthe (possibly many) incom ng DHCPOFFER
nmessages (e.g., the first DHCPOFFER nessage or the DHCPOFFER nessage
fromthe previously used server) and extracts the server address from
the "server identifier’ option in the DHCPOFFER nessage. The tine
over which the client collects nessages and the nechani smused to

sel ect one DHCPCOFFER are inplenmentati on dependent. The client may
performa check on the suggested address to ensure that the address
is not already in use. For exanple, if the client is on a network
that supports ARP, the client nay issue an ARP request for the
suggest ed request. \Wen broadcasting an ARP request for the

suggested address, the client rmust fill in its own hardware address
as the sender’s hardware address, and 0 as the sender’s |P address,
to avoid confusing ARP caches in other hosts on the sane subnet. |[f

the network address appears to be in use, the client sends a
DHCPDECLI NE nmessage to the server and waits for another DHCPOFFER As
the client does not have a valid network address, the client mnust
broadcast the DHCPDECLI NE nessage.
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Figure 5: State-transition diagramfor DHCP clients
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Option DHCPDI SCOVER DHCPREQUEST DHCPDECLI NE,
DHCPRELEASE
Request ed | P address MAY MUST NOT MUST NOT
| P address | ease tine MVAY VAY MUST NOT
Use 'file /' snanme’ fields MNAY MAY MAY
DHCP nessage type DHCPDI SCOVER DHCPREQUEST DHCPDECLI NE/
DHCPRELEASE
Client identifier MAY MAY MAY
Class identifier SHOULD SHOULD MUST NOT
Server identifier MUST NOT MJST (after MUST
DHCPDI SCOVER) ,
MUST NOT (when
renew ng)
Par anet er request |i st MAY MAY MUST NOT
Maxi mum nmessage si ze MAY MAY MUST NOT
Message SHOULD NOT SHOULD NOT SHOULD
Site-specific MVAY MVAY MUST NOT
Al others MUST NOT MUST NOT MUST NOT

Table 4: Fields and options used by DHCP clients

If the paraneters are acceptable, the client records the address of
the server that supplied the paranmeters fromthe ’server identifier’
field and sends that address in the 'server identifier’ field of a
DHCPREQUEST br oadcast nessage. Once the DHCPACK nessage fromthe
server arrives, the client is initialized and noves to BOUND state.
The DHCPREQUEST nessage contains the sane 'xid as the DHCPOFFER
nmessage. The client records the | ease expiration tine as the sum of
the time at which the original request was sent and the duration of
the | ease fromthe DHCPOFFER nessage. The client SHOULD broadcast an
ARP reply to announce the client’s new | P address and cl ear any

out dated ARP cache entries in hosts on the client’s subnet.

4.4.2 Initialization with known network address

The client begins in I NI T-REBOOT state and sends a DHCPREQUEST nessage
with the "ciaddr’ field set to the client’s network address. The
client may request specific configuration paraneters by including the
random transaction identifier and inserts that identifier into the
conputing the | ease expiration. The client MJST NOT incldue a ’server
identifier’ in the DHCPREQUEST nessage. The client then broadcasts

t he DHCPREQUEST on the | ocal hardware broadcast address to the ' DHCP
server’ UDP port.

Once a DHCPACK nessage with an ' xid’
client’s DHCPREQUEST nessage arrives from any server

field matching that in the
the client is
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initialized and noves to BOUND state. The client records the |ease
expiration tine as the sumof the tine at which the DHCPREQUEST
nmessage was sent and the duration of the | ease fromthe DHCPACK
nessage.

4.4.3 Initialization with a known DHCP server address

When the DHCP client knows the address of a DHCP server, in either
INIT or REBOOTI NG state, the client may use that address in the
DHCPDI SCOVER or DHCPREQUEST rather than the | P broadcast address. |If
the client receives no response to DHCP nessages sent to the IP
address of a known DHCP server, the DHCP client reverts to using the
| P broadcast address.

4.4.4 Reacquisition and expiration

The client maintains two tinmes, Tl and T2, that specify the tines at
which the client tries to extend its lease on its network address. T1
is the time at which the client enters the RENEW NG state and attenpts
to contact the server that originally issued the client’s network
address. T2 is the tine at which the client enters the REBINDI NG
state and attenpts to contact any server

At tine Tl after the client accepts the lease on its network address,
the client noves to RENEW NG state and sends (via unicast) a
DHCPREQUEST nessage to the server to extend its |lease. The client
generates a randomtransaction identifier and inserts that identifier
into the "xid field in the DHCPREQUEST. The client records the | ocal
time at which the DHCPREQUEST nessage is sent for conputation of the
| ease expiration tinme. The client MJUST NOT include a ’server
identifier’ in the DHCPREQUEST nessage.

Any DHCPACK nessages that arrive with an *xid that does not match the
When the client receives a DHCPACK fromthe server, the client
conmputes the |l ease expiration tinme as the sumof the tinme at which the
client sent the DHCPREQUEST nessage and the duration of the lease in

t he DHCPACK nessage. The client has successfully reacquired its
network address, returns to BOUND state and nmay conti nue network
processi ng.

| f no DHCPACK arrives before tinme T2 (T2 > T1) before the expiration
of the client’s lease on its network address, the client noves to
REBI NDI NG st at e and sends (via broadcast) a DHCPREQUEST nessage to
extend its lease. The client sets the 'ciaddr’ field in the
DHCPREQUEST to its current network address. The client MJST NOT
include a "server identifier’ in the DHCPREQUEST nessage.

Times Tl and T2 are configurable by the server through options. T1
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defaults to (0.5 * duration_of lease). T2 defaults to (0.875 *
duration_of lease). Tinmes Tl and T2 should be chosen with some random
"fuzz" around a fixed value, to avoid synchronization of client
reacqui si tion.

I n both RENEW NG and REBI NDI NG state, if the client receives no
response to its DHCPREQUEST nessage, the client should wait one-half
the remaining tinme until the expiration of Tl (in RENEW NG state) and
T2 (in REBINDI NG state) down to a mninum of 60 seconds, before
retransmtting the DHCPREQUEST nessage.

If the | ease expires before the client receives a DHCPACK, the client
moves to INIT state, MJST inmedi ately stop any ot her network
processi ng and requests network initialization paranmeters as if the

client were uninitialized. |If the client then receives a DHCPACK
allocating that client its previous netwrk address, the client SHOULD
conti nue network processing. |If the client is given a new network

address, it MJST NOT continue using the previous network address and
SHOULD notify the | ocal users of the problem

4. 4.5 DHCPRELEASE

If the client no longer requires use of its assigned network address
(e.g., the client is gracefully shut down), the client sends a
DHCPRELEASE nessage to the server. Note that the correct operation of
DHCP does not depend on the transm ssion of DHCPRELEASE nessages.
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7. Security Considerations

DHCP is built directly on UDP and IP which are as yet inherently

i nsecure. Furthernore, DHCP is generally intended to nake

mai nt enance of renote and/or diskless hosts easier. Wile perhaps
not inpossible, configuring such hosts with passwords or keys may be
difficult and inconvenient. Therefore, DHCP in its current formis
qui te insecure.

Unaut hori zed DHCP servers may be easily set up. Such servers can
then send fal se and potentially disruptive information to clients
such as incorrect or duplicate |IP addresses, incorrect routing

i nformation (including spoof routers, etc.), incorrect domain
naneserver addresses (such as spoof nanmeservers), and so on
Clearly, once this seed information is in place, an attacker can
further conproni se affected systens.

Mal i ci ous DHCP clients could masquerade as legitinmate clients and
retrieve information intended for those legitinate clients. \Were
dynam c all ocation of resources is used, a malicious client could
claimall resources for itself, thereby denying resources to
legitimate clients.
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