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Status of this Meno

This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (1999). Al Rights Reserved.
| ESG Not e

The PPTP protocol was devel oped by a vendor consortium The
docunent ati on of PPTP is provided as information to the Internet
conmunity. The PPP WG is currently defining a Standards Track
protocol (L2TP) for tunneling PPP across packet-sw tched networks.

Abstract

Thi s docunment specifies a protocol which allows the Point to Point
Protocol (PPP) to be tunneled through an I P network. PPTP does not
speci fy any changes to the PPP protocol but rather describes a new
vehicle for carrying PPP. A client-server architecture is defined in
order to decouple functions which exist in current Network Access
Servers (NAS) and support Virtual Private Networks (VPNs). The PPTP
Net work Server (PNS) is envisioned to run on a general purpose
operating systemwhile the client, referred to as a PPTP Access
Concentrator (PAC) operates on a dial access platform PPTP
specifies a call-control and nmanagenent protocol which allows the
server to control access for dial-in circuit switched calls
originating froma PSTN or I SDN or to initiate outbound circuit-
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swi t ched connections. PPTP uses an enhanced GRE (Ceneric Routing
Encapsul ati on) nechanismto provide a fl ow and congestion-controlled
encapsul at ed datagram servi ce for carrying PPP packets.

Specification of Requirenents

In this docunment, the key words "MAY", "MJST, "MJST NOT", "optional"
"recomended", "SHOULD', and "SHOULD NOT" are to be interpreted as
described in [12].

The words "silently discard", when used in reference to the behavior
of an inplenentation upon receipt of an inconming packet, are to be
interpreted as follows: the inplenentation discards the datagram

wi t hout further processing, and without indicating an error to the
sender. The inplenmentati on SHOULD provi de the capability of | ogging
the error, including the contents of the discarded datagram and
SHOULD record the event in a statistics counter.
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1. Introduction

PPTP al | ows existing Network Access Server
separated using a client-server architecture.

(NAS) functions to be
Traditionally, the

following functions are inplenmented by a NAS:

Haneeh,

1) Physi cal

native interfacing to PSTN or | SDN and control of

external nodens or term nal adapters.
A NAS may interface directly to a telco analog or digita
circuit or attach via an external nodem or termni nal adapter.

Control of a circuit-switched connection is acconplished with
ei ther nodem control or DSS1 |ISDN call control protocols.
The NAS, in conjunction with the nodem or term nal adapters,

may performrate adaption
to async conversion or
streans.

anal og to digital conversion, sync
a nunber of other alterations of data
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1.

2) Logical term nation of a Point-to-Point-Protocol (PPP) Link
Control Protocol (LCP) session

3) Participation in PPP authentication protocols [3,9,10].

4) Channel aggregation and bundl e managenent for PPP Miltilink
Pr ot ocol

5) Logical term nation of various PPP network control protocols
(NCP) .

6) Multiprotocol routing and bridgi ng between NAS interfaces.

PPTP di vi des these functions between the PAC and PNS. The PAC is
responsi ble for functions 1, 2, and possibly 3. The PNS may be
responsi ble for function 3 and is responsible for functions 4, 5, and
6. The protocol used to carry PPP protocol data units (PDUs) between
the PAC and PNS, as well as call control and nmanagenent is addressed
by PPTP.

The decoupling of NAS functions offers these benefits:

Fl exi bl e | P address managenent. Dial-in users may maintain a
single I P address as they dial into different PACs as |long as they
are served froma comon PNS. |f an enterprise network uses

unregi stered addresses, a PNS associated with the enterprise

assi gns addresses neaningful to the private network.

Support of non-1P protocols for dial networks behind I P networks.
This allows Appletal k and | PX, for exanple to be tunnel ed through
an | P-only provider. The PAC need not be capabl e of processing
these protocols.

A solution to the "multilink hunt-group splitting” problem
Multilink PPP, typically used to aggregate | SDN B channel s,
requires that all of the channels conposing a nmultilink bundle be
grouped at a single NAS. Since a nultilink PPP bundle can be
handl ed by a single PNS, the channels conprising the bundle may be
spread across mnultiple PACs.

Protocol Goal s and Assunptions

The PPTP protocol is inplenented only by the PAC and PNS. No ot her
systens need to be aware of PPTP. Dial networks nmay be connected to a
PAC wi t hout being aware of PPTP. Standard PPP client software should
continue to operate on tunnel ed PPP |inks.
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PPTP can al so be used to tunnel a PPP session over an |IP network. In
this configuration the PPTP tunnel and the PPP session runs between
the same two machines with the caller acting as a PNS

It is envisioned that there will be a many-to-many rel ationship

bet ween PACs and PNSs. A PAC nmay provide service to nmany PNSs. For
exanpl e, an Internet service provider may choose to support PPTP for
a nunber of private network clients and create VPNs for them Each
private network may operate one or nore PNSs. A single PNS nmay
associate with many PACs to concentrate traffic froma |arge nunber
of geographically diverse sites.

PPTP uses an extended version of GRE to carry user PPP packets. These
enhancenents allow for | owlevel congestion and flow control to be
provided on the tunnels used to carry user data between PAC and PNS
This nechanismallows for efficient use of the bandw dth avail abl e
for the tunnels and avoi ds unnecessary retransni sions and buffer
overruns. PPTP does not dictate the particular algorithms to be used
for this low level control but it does define the paraneters that

nmust be comunicated in order to allow such algorithnms to work.
Suggested algorithnms are included in section 4.

1.2. Termnol ogy
Anal og Channel

A circuit-sw tched conmuni cation path which is intended to carry
3.1 Khz audio in each direction.

Di gital Channe

A circuit-sw tched conmuni cation path which is intended to carry
digital information in each direction.

Cal |
A connection or attenpted connection between two terni na
endpoints on a PSTN or |ISDN -- for exanple, a tel ephone cal
bet ween two nodens.

Control Connection
A control connection is created for each PAC, PNS pair and

operates over TCP [4]. The control connection governs aspects of
the tunnel and of sessions assigned to the tunnel
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1.

Di al User

An end-systemor router attached to an on-dermand PSTN or | SDN
which is either the initiator or recipient of a call.

Net wor k Access Server (NAS)

A device providing tenporary, on-demand network access to users.
This access is point-to-point using PSTN or |ISDN |ines.

PPTP Access Concentrator (PAC

A device attached to one or nore PSTN or | SDN |ines capable of PPP
operation and of handling the PPTP protocol. The PAC need only

i mpl ement TCP/IP to pass traffic to one or nore PNSs. It nay al so
tunnel non-1P protocol s.

PPTP Network Server (PNS)

A PNS is envisioned to operate on general - purpose conmputi ng/ server
platforms. The PNS handl es the server side of the PPTP protocol
Since PPTP relies conpletely on TCP/IP and is independent of the

i nterface hardware, the PNS may use any conbination of IP
interface hardware including LAN and WAN devi ces.

Sessi on

PPTP i s connection-oriented. The PNS and PAC nmaintain state for
each user that is attached to a PAC. A session is created when
end-to-end PPP connection is attenpted between a dial user and the
PNS. The datagrans related to a session are sent over the tunne
bet ween the PAC and PNS

Tunnel

A tunnel is defined by a PNS-PAC pair. The tunnel protocol is
defined by a nodified version of GRE [1,2]. The tunnel carries
PPP dat agrans between the PAC and the PNS. Many sessions are
mul ti pl exed on a single tunnel. A control connection operating
over TCP controls the establishnent, rel ease, and nai ntenance of
sessions and of the tunnel itself.

Pr ot ocol Overvi ew

There are two parallel conmponents of PPTP. 1) a Control Connection
bet ween each PAC-PNS pair operating over TCP and 2) an |IP tunne
operati ng between the sane PAC-PNS pair which is used to transport
GRE encapsul ated PPP packets for user sessions between the pair.
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1.3.1. Control Connection Overvi ew

Bef ore PPP tunneling can occur between a PAC and PNS, a control
connecti on nmust be established between them The control connection
is a standard TCP session over which PPTP call control and nmanagenent
information is passed. The control session is |logically associated
with, but separate from the sessions being tunneled through a PPTP

tunnel. For each PAC-PNS pair both a tunnel and a control connection
exi st. The control connection is responsible for establishnent,
managenent, and rel ease of sessions carried through the tunnel. It is

the neans by which a PNS is notified of an incom ng call at an
associ ated PAC, as well as the neans by which a PACis instructed to
pl ace an outgoing dial call

A control connection can be established by either the PNS or the PAC.
Fol | owi ng the establishnent of the required TCP connection, the PNS
and PAC establish the control connection using the Start-Control -
Connecti on- Request and -Reply nmessages. These nessages are al so used
to exchange i nformation about basic operating capabilities of the PAC
and PNS. Once the control connection is established, the PAC or PNS
may initiate sessions by requesting outbound calls or responding to

i nbound requests. The control connection may communi cate changes in
operating characteristics of an individual user session with a Set-

Li nk-1 nfo nmessage. |ndividual sessions nay be rel eased by either the
PAC or PNS, also through Control Connection nessages.

The control connection itself is maintained by keep-alive echo
nmessages. This ensures that a connectivity failure between the PNS
and the PAC can be detected in a tinely manner. Qther failures can be
reported via the

Wan-Error-Notify nessage, also on the control connection

It is intended that the control connection will also carry managenent
rel ated nessages in the future, such as a nessage allowing the PNS to
request the status of a given PAC, these nessage types have not yet
been defi ned.

1.3.2. Tunnel Protocol Overview

PPTP requires the establishment of a tunnel for each conmuni cating
PNS- PAC pair. This tunnel is used to carry all user session PPP
packets for sessions involving a given PNS-PAC pair. A key which is
present in the GRE header indicates which session a particul ar PPP
packet bel ongs to.
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In this manner, PPP packets are nultiplexed and demul tipl exed over a
singl e tunnel between a given PNS-PAC pair. The value to use in the
key field is established by the call establishnent procedure which
takes place on the control connection.

The GRE header al so contai ns acknow edgnent and sequenci ng
information that is used to performsome |evel of congestion-contro
and error detection over the tunnel. Again the control connection is
used to deternmine rate and buffering paranmeters that are used to
regul ate the flow of PPP packets for a particular session over the
tunnel. PPTP does not specify the particular algorithnms to use for
congestion-control and flowcontrol. Suggested algorithns for the
determ nati on of adaptive tine-outs to recover from dropped data or
acknowl edgnents on the tunnel are included in section 4.4 of this
docunent .

1.4. Message Format and Protocol Extensibility

PPTP defines a set of nessages sent as TCP data on the control
connection between a PNS and a given PAC. The TCP session for the
control connection is established by initiating a TCP connection to
port 1723 [6]. The source port is assigned to any unused port numnber.

Each PPTP Control Connection nessage begins with an 8 octet fixed
header portion. This fixed header contains the follow ng: the total
I ength of the nessage, the PPTP Message Type indicator, and a "Mgic
Cooki e".

Two Control Connection nmessage types are indicated by the PPTP
Message Type field:

1 - Control Message
2 - Managenent Message

Managenent nessages are currently not defined.

The Magic Cookie is always sent as the constant Ox1A2B3C4D. Its
basic purpose is to allow the receiver to ensure that it is properly
synchroni zed with the TCP data stream It should not be used as a
means for resynchronizing the TCP data streamin the event that a
transnitter issues an inproperly formatted nessage. Loss of
synchroni zation nust result in imediate closing of the contro
connection’s TCP session.

For clarity, all Control Connection nessage tenplates in the next

section include the entire PPTP Control Connecti on nessage header.
Nunbers preceded by Ox are hexadeci mal val ues.
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The currently defined Control Messages, grouped by function, are:
Control Message Message Code

(Control Connection Managemnent)

Start - Control - Connecti on- Request 1
Start-Control - Connecti on-Reply 2
St op- Cont r ol - Connect i on- Request 3
St op- Control - Connecti on- Reply 4
Echo- Request 5
Echo- Repl y 6
(Call Managenent)

Qut goi ng- Cal | - Request 7
Qut goi ng-Cal | - Repl y 8
I ncom ng- Cal | - Request 9
| ncomi ng- Cal | - Repl y 10
| ncomi ng- Cal | - Connect ed 11
Cal | - d ear - Request 12
Cal | - Di sconnect - Notify 13
(Error Reporting)

WAN- Error - Notify 14
(PPP Session Control)

Set - Li nk-1nfo 15

The Start-Control - Connection- Request and - Reply nessages determ ne
whi ch version of the Control Connection protocol will be used. The
version nunber field carried in these nessages consists of a version
nunber in the high octet and a revision nunber in the | ow octet.
Version handling is described in section 2. The current value of the
version nunber field is 0x0100 for version 1, revision O.

The use of the GRE-Iike header for the encapsul ation of PPP user
packets is specified in section 4. 1.

The MIU for the user data packets encapsulated in GRE is 1532 octets,
not including the IP and GRE headers.
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2.

2.

Control Connection Protocol Specification

Control Connection nessages are used to establish and cl ear user
sessions. The first set of Control Connection nmessages are used to
mai ntain the control connection itself. The control connection is
initiated by either the PNS or PAC after they establish the
underlying TCP connection. The procedure and configuration
information required to determ ne which TCP connections are
established is not covered by this protocol.

The followi ng Control Connection nessages are all sent as user data
on the established TCP connection between a given PNS-PAC pair. Note
that care has been taken to ensure that all word (2 octet) and

| ongword (4 octet) values begin on appropriate boundaries. Al data
is sent in network order (high order octets first). Any "reserved"
fields MIUST be sent as 0 values to allow for protocol extensibility.

1. Start-Control-Connection-Request

The Start-Control - Connection-Request is a PPTP control nessage used
to establish the control connection between a PNS and a PAC. Each
PNS- PAC pair requires a dedicated control connection to be
established. A control connection nust be established before any
ot her PPTP nessages can be issued. The establishment of the control
connection can be initiated by either the PNS or PAC. A procedure
whi ch handl es the occurrence of a collision between PNS and PAC
Start-Control - Connecti on- Requests is described in section 3.1.3.
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| Lengt h

| PPTP Message Type |

T T T S i i S S St e e mT Al S S S

Magi ¢ Cooki e |

T S o T s T T o S T il sl S T R S i i
| Control Message Type | ReservedO |
T S o T s T T o S T il sl S T R S i i

| Prot ocol Version

| Reservedl |

T ST S e T S Tk a S S S S e T
| Frami ng Capabilities |
T ST S e T S Tk a S S S S e T
| Bearer Capabilities |
T ST S e T S Tk a S S S S e T

| Maxi mum Channel s

| Fi rmnar e Revi si on |

T T T S i S S S St S I mT A SIS

I
+
I
+-
I
+
I
+-
Lengt h

PPTP Message Type

Magi ¢ Cooki e

Control Message Type
ReservedO

Pr ot ocol Version

Reservedl

Host Nanme (64 octets)
B T T s e T T S o o i S S i i iy Si S S
Vendor String (64 octets)

T S S T T o A S S S e R S S S S S S S

I
+
I
+
I
+
I
+

Total length in octets of this PPTP
nmessage, including the entire PPTP
header .

1 for Control Message.

Ox1A2B3C4AD. This constant value is used
as a sanity check on received nessages

(see section 1.4).

1 for Start-Control-Connection-Request.
This field MJST be 0.

The version of the PPTP protocol that the
sender w shes to use.

This field MJST be O.
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Fram ng Capabilities

Bearer Capabilities

Maxi mum Channel s

Fi r mnar e Revi si on

Host Nanme

Vendor Nane

A set of bits indicating the type of fram ng
that the sender of this nessage can provide.
The currently defined bit settings are:

1 - Asynchronous Franing supported
2 - Synchronous Framni ng supported

A set of bits indicating the bearer
capabilities that the sender of this nessage
can provide. The currently defined bit
settings are:

1 - Anal og access supported
2 - Digital access supported

The total number of individual PPP sessions
this PAC can support. |In Start-Control-
Connecti on- Requests issued by the PNS, this
val ue SHOULD be set to 0. It MJST be

i gnored by the PAC

This field contains the firmvare revision
nunber of the issuing PAC, when issued by
the PAC, or the version of the PNS PPTP
driver if issued by the PNS

A 64 octet field containing the DNS nanme of
the issuing PAC or PNS. |f less than 64
octets in length, the remainder of this
field SHOULD be filled with octets of val ue
0.

A 64 octet field containing a vendor
specific string describing the type of PAC
bei ng used, or the type of PNS software
being used if this request is issued by the
PNS. |If less than 64 octets in length, the
remai nder of this field SHOULD be filled
with octets of value O.

2.2. Start-Control-Connection-Reply

The Start-Control -Connection-Reply is a PPTP control nmessage sent in
reply to a received Start-Control - Connection-Request nessage. This
nmessage contains a result code indicating the result of the contro
connection establishnent attenpt.

Hanzeh, et al
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S S S s S S S
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S S S s S S S

I
+
I
S e s T e
I

+

I

S e s T e

Lengt h

PPTP Message Type
Magi ¢ Cooki e
Control Message Type
ReservedO

Pr ot ocol Versi on

Result Code
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T T T i A T Y S S Y i S S
| PPTP Message Type |
T T T i A T Y S S Y i S S
Magi ¢ Cooki e |
T T T i A T Y S S Y i S S
e Type | ReservedO |
T T T i A T Y S S Y i S S
sion | Result Code | Error Code |
T T T i A T Y S S Y i S S
Fram ng Capability |
T T T i A T Y S S Y i S S
Bearer Capability |
T T T i A T Y S S Y i S S
nel s | Fi rmnar e Revi si on |
T T T i A T Y S S Y i S S

Host Nanme (64 octets) I+
B S T iy s ST S S S S i o II-
Vendor String (64 octets) I+
\

T S S T A S S S S S i T T S

Total length in octets of this PPTP nessage,
including the entire PPTP header.

1 for Control Message.

0x1A2B3CAD.

2 for Start-Control-Connection-Reply.
This field MIST be 0.

The version of the PPTP protocol that the

sender w shes to use.

I ndicates the result of the command channel
establishment attenpt. Current valid Result
Code val ues are:

1 - Successful channel establishnent
2 - General error -- Error Code
i ndi cates the problem
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Error Code

Fram ng Capabilities

Bearer Capabilities

Maxi mum Channel s

Fi r mnar e Revi si on

Hanzeh, et al.

3 - Command channel al ready exists;

4 - Requester is not authorized to
establi sh a conmand channe

5 - The protocol version of the
requester is not supported

This field is set to 0 unless a "Genera
Error" exists, in which case Result Code is
set to 2 and this field is set to the val ue
corresponding to the general error condition
as specified in section 2.2.

A set of bits indicating the type of fram ng
that the sender of this nessage can provide.
The currently defined bit settings are:

1 - Asynchronous Frami ng supported
2 - Synchronous Frami ng supported.

A set of bits indicating the bearer
capabilities that the sender of this nessage
can provide. The currently defined bit
settings are:

1 - Anal og access supported
2 - Digital access supported

The total number of individual PPP sessions
this PAC can support. In a Start-Control -
Connection-Reply issued by the PNS, this
val ue SHOULD be set to 0 and it nust be

i gnored by the PAC. The PNS MUST NOT use
this value to try to track the remaining
nunber of PPP sessions that the PAC will
al | ow.

This field contains the firmvare revi sion

nunber of the issuing PAC, or the version of
the PNS PPTP driver if issued by the PNS

| nf or mat i onal [ Page 14]
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Host Name A 64 octet field containing the DNS nanme of
the issuing PACor PNS. |f less than 64
octets in length, the remainder of this
field SHOULD be filled with octets of val ue
0.

Vendor Nane A 64 octet field containing a vendor
specific string describing the type of PAC
bei ng used, or the type of PNS software
being used if this request is issued by the
PNS. |If less than 64 octets in length, the
remai nder of this field SHOULD be filled
with octets of value O.

2.3. Stop-Control - Connecti on- Request

The St op-Control - Connecti on- Request is a PPTP control nessage sent by
one peer of a PAC-PNS control connection to informthe other peer

that the control connection should be closed. In addition to closing
the control connection, all active user calls are inplicitly cleared.
The reason for issuing this request is indicated in the Reason field.

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Length | PPTP Message Type |
T S o T s T T o S T il sl S T R S i i
| Magi ¢ Cooki e |
T S o T s T T o S T il sl S T R S i i
| Control Message Type | ReservedO |
T S o T s T T o S T il sl S T R S i i
| Reason | Reservedl | Reserved2 |
T S o T s T T o S T il sl S T R S i i

Lengt h Total length in octets of this PPTP nessage,
including the entire PPTP header.

PPTP Message Type 1 for Control Message.

Magi ¢ Cooki e 0x1A2B3C4AD

Control Message Type 3 for Stop-Control-Connecti on-Request.

ReservedO This field MIUST be O.

Reason I ndi cates the reason for the control

connection being closed. Current valid
Reason val ues are:

Hanzeh, et al. | nf or mat i onal [ Page 15]
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Reservedl,
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1 (None) - Ceneral request to clear
control connection

2 (Stop-Protocol) - Can’t support
peer’s version of the protocol

3 (Stop-Local - Shutdown) - Requester is
bei ng shut down

Reser ved?2 These fields MJST be O.

2.4. Stop-Control -Connection-Reply

The St op-Control - Connection-Reply is a PPTP control nessage sent by

one peer

of a PAC-PNS control connection upon receipt of a Stop-

Cont r ol - Connecti on- Request fromthe other peer.

0

1 2 3

01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

Lengt h | PPTP Message Type |

T T T S i S S S S e I T i S i T

| Magi ¢ Cooki e |
T S o T s T T o S T il sl S T R S i i
| Control Message Type | ReservedO |
T S o T s T T o S T il sl S T R S i i
| Result Code | Error Code | Reservedl |
T S o T s T T o S T il sl S T R S i i
Lengt h Total length in octets of this PPTP nessage,
including the entire PPTP header.
PPTP Message Type 1 for Control Message.
Magi ¢ Cooki e 0x1A2B3C4AD
Control Message Type 4 for Stop-Control-Connection-Reply.
ReservedO This field MJUST be O.
Result Code Indicates the result of the attenpt to close
the control connection. Current valid Result
Code val ues are:
Hanzeh, | nf or mat i onal [ Page 16]
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1 (OK) - Control connection closed
2 (General Error) - Control connection
not closed for reason indicated in
Error Code
Error Code This field is set to O unless a "Genera
Error" exists, in which case Result Code is
set to 2 and this field is set to the val ue
corresponding to the general error condition
as specified in section 2.2.
Reservedl This field MJUST be O.
2.5. Echo- Request

The Echo- Request is a PPTP control nessage sent by either peer of a
PAC- PNS control connection. This control nessage is used as a "keep-
alive" for the control connection. The receiving peer issues an
Echo- Reply to each Echo- Request received. As specified in section
3.1.4, if the sender does not receive an Echo-Reply in response to an
Echo- Request, it will eventually clear the control connection

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Lengt h | PPTP Message Type |
T S o T s T T o S T il sl S T R S i i
| Magi ¢ Cooki e |
T S o T s T T o S T il sl S T R S i i
| Control Message Type | ReservedO |
T S o T s T T o S T il sl S T R S i i
| I dentifier |
T S o T s T T o S T il sl S T R S i i

Lengt h Total length in octets of this PPTP nessage,
including the entire PPTP header.
PPTP Message Type 1 for Control Message.
Magi ¢ Cooki e 0x1A2B3C4AD
Control Message Type 5 for Echo-Request.
ReservedO This field MIUST be O.
Hanzeh, et al. | nf or mat i onal [ Page 17]
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2.

Haneeh,

6.

| dentifier

Echo- Repl y

The Echo-Reply is a PPTP control

PAC- PNS contro
Request .

0

Poi nt - t o- Poi nt Tunnel i ng Prot ocol

(PPTP) July 1999

A val ue set by the sender of the Echo-
Request that is used to match the reply with
the correspondi ng request.

nessage sent by either peer of a

connection in response to the recei pt of an Echo-

1 2 3

01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| Lengt h

| PPTP Message Type |

T T T S i 1 S S St e T T i S i =

Magi ¢ Cooki e |

T T T S i S S i S e T R s i s

| Contr ol

Message Type |

Reser vedO |

T T T S T T S S S e T i il T SHp S SIS

| dentifier |

T T T S i S S S S e T T S s i =

| Result Code |

Error

Code | Reservedl |

T T T S i T S S St e I m T a S

Lengt h

PPTP Message Type
Magi ¢ Cooki e
Control Message Type
ReservedO

| dentifier

Result Code

et al.

Total length in octets of this PPTP nessage,
including the entire PPTP header.

1 for Control Message.
0x1A2B3CAD.
6 for Echo-Reply.

This field MIST be O.

The contents of the identify field fromthe
recei ved Echo-Request is copied to this
field.

Indicates the result of the receipt of the

Echo- Request. Current valid Result Code

val ues are:
1 (OK) - The Echo-Reply is valid

2 (General Error) - Echo-Request not

accepted for the reason indicated in
Error Code

I nf or mat i onal [ Page 18]
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2.

7.

Error Code This field is set to O unless a "Cenera
Error” condition exists, in which case
Result Code is set to 2 and this field is
set to the value corresponding to the
general error condition as specified in
section 2.2.

Reservedl This field MJUST be O.
Qut goi ng- Cal | - Request

The Qutgoing-Call-Request is a PPTP control nessage sent by the PNS
to the PACto indicate that an outbound call fromthe PACis to be
established. This request provides the PAC with information required
to nmake the call. It also provides information to the PAC that is
used to regulate the transm ssion of data to the PNS for this session
once it is established.

Hanzeh, et al. | nf or mat i onal [ Page 19]



RFC 2637 Poi nt -t o- Poi nt Tunneling Protocol (PPTP) July 1999

0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Lengt h | PPTP Message Type |
T S o T s T T o S T il sl S T R S i i
| Magi ¢ Cooki e |
T S o T s T T o S T il sl S T R S i i
| Control Message Type | ReservedO |
T S o T s T T o S T il sl S T R S i i
| Call ID | Cal | Serial Nunber |
T S o T s T T o S T il sl S T R S i i
| M ni mum BPS |
T S o T s T T o S T il sl S T R S i i
| Maxi mum BPS |
T S o T s T T o S T il sl S T R S i i
| Bearer Type |
T S o T s T T o S T il sl S T R S i i
| Frami ng Type |
T S o T s T T o S T il sl S T R S i i

| Packet Recv. W ndow Size | Packet Processing Del ay |
T S o T s T T o S T il sl S T R S i i
| Phone Number Length | Reservedl |
T S o T s T T o S T il sl S T R S i i
I I
+ Phone Number (64 octets) +
I I
T S o T s T T o S T il sl S T R S i i
I I
+ Subaddress (64 octets) +
I I
T S o T s T T o S T il sl S T R S i i

Lengt h Total length in octets of this PPTP nessage,

including the entire PPTP header.

PPTP Message Type 1 for Control Message.

Magi ¢ Cooki e 0x1A2B3CAD.

Control Message Type 7 for Qutgoing-Call-Request.

ReservedO This field MJUST be O.

Hanzeh, et al. | nf or mat i onal [ Page 20]
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Call ID A unique identifier, unique to a particular
PAC- PNS pair assigned by the PNS to this
session. It is used to nmultiplex and

demul ti pl ex data sent over the tunne
bet ween the PNS and PAC involved in this
sessi on.

Call Serial Nunber An identifier assigned by the PNS to this
session for the purpose of identifying this
particul ar session in | ogged session
information. Unlike the Call 1D, both the
PNS and PAC associate the sane Call Seri al
Nunber with a given session. The conbi nation
of IP address and call serial nunmber SHOULD
be uni que.

M ni mum BPS The | owest acceptable |ine speed (in
bits/second) for this session

Maxi mum BPS The hi ghest acceptable Iine speed (in
bits/second) for this session

Bearer Type A val ue indicating the bearer capability
required for this outgoing call. The

currently defined val ues are:

1 - Call to be placed on an anal og
channel

2 - Call to be placed on a digital
channel

3 - Call can be placed on any type of
channel

Fram ng Type A val ue indicating the type of PPP fram ng
to be used for this outgoing call

1 - Call to use Asynchronous fram ng
2 - Call to use Synchronous fram ng

3 - Call can use either type of
fram ng

Packet Recv. W ndow Size The nunber of received data packets the PNS
will buffer for this session

Hanzeh, et al. | nf or mat i onal [ Page 21]
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2.

8.

Packet Processing Delay A neasure of the packet processing del ay
that might be inposed on data sent to the
PNS fromthe PAC. This value is specified
inunits of 1/10 seconds. For the PNS this
nunber should be very snmall. See section
4.4 for a description of howthis value is
determ ned and used.

Phone Number Length The actual nunber of valid digits in the
Phone Nunber fi el d.

Reservedl This field MJUST be O.

Phone Nunber The nunber to be dialed to establish the

out goi ng session. For |ISDN and anal og calls
this field is an ASCII string. |If the Phone
Nunber is less than 64 octets in length, the
remai nder of this fieldis filled with
octets of value O.

Subaddr ess A 64 octet field used to specify additional
dialing information. |If the subaddress is
| ess than 64 octets long, the renainder of
this field is filled with octets of value O.

Qut goi ng-Cal | - Repl y

The Qutgoing-Call-Reply is a PPTP control nessage sent by the PAC to
the PNS in response to a received Qutgoing-Call-Request nessage. The

reply indicates the result of the outgoing call attenpt. It also
provides information to the PNS about particul ar paraneters used for
the call. It provides information to allow the PNS to regul ate the

transm ssion of data to the PAC for this session

Hanzeh, et al. | nf or mat i onal [ Page 22]
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0

1 2 3

01234567890123456789012345678901
T ST S e T S Tk a S S S S e T
| Lengt h
T ST S e T S Tk a S S S S e T

| PPTP Message Type |

Magi ¢ Cooki e |

T S o T s T T o S T il sl S T R S i i
| Control Message Type | ReservedO |
T S o T s T T o S T il sl S T R S i i

I D

| Peer’'s Call ID |

T ST S e T S Tk a S S S S e T
Error Code | Cause Code |

| Cal |
| Result Code |
+-

I

+-

| Packet Recv.
+-

I

+-

Lengt h

PPTP Message Type
Magi ¢ Cooki e

Control Message Type
ReservedO

Call 1D

Peer’'s Call |ID

Hanzeh, et al.

T S S T S S S T i o S e e i o S S

Connect Speed |

I T S I T i i S e S I S
W ndow Si ze | Packet Processing Del ay
I T S I T i i S e S I S

Physi cal Channel ID |

T S S T A S i i S S e s sl Sl o S S

Total length in octets of this PPTP nessage,
including the entire PPTP header.

1 for Control Message.
Ox1A2B3CAD.

8 for Qutgoing-Call-Reply.
This field MIST be 0.

A unique identifier for the tunnel, assigned
by the PACto this session. It is used to
mul ti plex and denul ti pl ex data sent over the
tunnel between the PNS and PAC involved in
this session.

This field is set to the value received in
the Call IDfield of the corresponding

Qut goi ng- Cal | - Request nessage. It is used
by the PNS to match the Qutgoing-Call-Reply
with the Qutgoing-Call-Request it issued. It
also is used as the value sent in the GRE
header for nux/denuxing.
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Result Code

Error

Cause

Connect Speed

Packet Recv.

Haneeh,

Code

Code

et al.
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W ndow Si ze

This value indicates the result of the
Qut goi ng- Cal | - Request attenpt. Currently
val id val ues are:

1 (Connected) - Call established with
no errors

2 (General Error) - Qutgoing Call not
establ i shed for the reason indicated
in Error Code

3 (No Carrier) - Qutgoing Call failed
due to no carrier detected

4 (Busy) - Qutgoing Call failed due to
detection of a busy signal

5 (No Dial Tone) - Qutgoing Cal
failed due to lack of a dial tone

6 (Time-out) - Qutgoing Call was not
established within tinme allotted by
PAC

7 (Do Not Accept) - Qutgoing Cal
adm ni stratively prohibited

This field is set to O unless a "Cenera
Error” condition exists, in which case
Result Code is set to 2 and this field is
set to the value corresponding to the
general error condition as specified in
section 2.2.

This field gives additional failure
information. |Its value can vary dependi ng
upon the type of call attenpted. For | SDN
call attenpts it is the Q931 cause code.

The actual connection speed used, in
bi t s/ second.

The nunber of received data packets the PAC
will buffer for this session

| nf or mat i onal [ Page 24]
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2.

9.

Packet Processing Delay A neasure of the packet processing del ay
that might be inposed on data sent to the
PAC fromthe PNS. This value is specified
inunits of 1/10 seconds. For the PAC, this
nunber is related to the size of the buffer
used to hold packets to be sent to the
client and to the speed of the link to the
client. This value should be set to the
maxi mum del ay that can normally occur
between the tine a packet arrives at the PAC
and is delivered to the client. See section
4.4 for an exanple of how this value is
determ ned and used.

Physi cal Channel ID This field is set by the PACin a vendor-
specific manner to the physical channe
nunber used to place this call. It is used

for | ogging purposes only.
I ncom ng- Cal | - Request

The | ncomi ng-Cal |l - Request is a PPTP control message sent by the PAC
to the PNS to indicate that an inbound call is to be established from
the PAC. This request provides the PNS with paraneter infornmation
for the incomng call.

This message is the first in the "three-way handshake" used by PPTP
for establishing incomng calls. The PAC may defer answering the
call until it has received an Inconming-Call-Reply fromthe PNS
indicating that the call should be established. This nmechanism all ows
the PNS to obtain sufficient information about the call before it is
answered to determi ne whether the call should be answered or not.

Hanzeh, et al. | nf or mat i onal [ Page 25]
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0

1 2 3

01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| Lengt h

| PPTP Message Type |

T T T S i L S S St e I m T AT S i

Magi ¢ Cooki e |

T S o T s T T o S T il sl S T R S i i
| Control Message Type | ReservedO |
T S o T s T T o S T il sl S T R S i i

| call 1D

| Cal | Serial Nunber |

T T T S i S S S St S I mT A SIS

Cal | Bearer Type |

T T i S i S S S S e e T s i s

Physi cal Channel ID |

T T T S i S S S S e T T S s o =

| Di al ed Number
+-
I
+
I
+-
I
+
I
+-
I
+
I
+-

Lengt h

PPTP Message Type
Magi ¢ Cooki e

Control Message Type
ReservedO

Call 1D

Hanzeh, et al.

Di al ed Nunber (64 octets)
B T T s e T T S o o i S S i i iy Si S S

Di aling Nunber (64 octets)

Lengt h | Di al i ng Number Length |
I T S I T i i S e S I S

i

T S S T T o A S S S e R S S S S S S S

+
I
Subaddress (64 octets) +
I
+

T S S T T o A S S S e R S S S S S S S

Total length in octets of this PPTP nessage,
including the entire PPTP header.

1 for Control Message.

0x1A2B3CAD.

9 for Incom ng-Call-Request.

This field MIST be O.

A unique identifier for this tunnel,
assigned by the PACto this session. It is
used to nmultiplex and demul tiplex data sent

over the tunnel between the PNS and PAC
i nvolved in this session.
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Call Serial Nunber

Bearer Type

Physi cal Channel ID

Di al ed Number Length

Di al i ng Nunmber Length

Di al ed Nunmber

Di al i ng Number

Subaddr ess

Hanzeh, et al.

An identifier assigned by the PACto this
session for the purpose of identifying this
particul ar session in | ogged session
information. Unlike the Call 1D, both the
PNS and PAC associate the sane Call Seri al
Nunber to a given session. The conbination
of I P address and call serial nunber should
be uni que.

A val ue indicating the bearer capability
used for this incomng call. Currently
defined val ues are:

1 - Call is on an anal og channel
2 - Call is on a digital channel

This field is set by the PACin a vendor-
specific manner to the nunber of the
physi cal channel this call arrived on

The actual nunber of valid digits in the
Di al ed Nunber field.

The actual nunber of valid digits in the
Di al i ng Number fi el d.

The nunber that was dialed by the caller.
For 1 SDN and analog calls this field is an
ASCIl string. |If the Dialed Nunmber is |ess
than 64 octets in length, the remai nder of
this field is filled with octets of val ue 0.

The nunber from which the call was placed.
For 1 SDN and analog calls this field is an
ASCIl string. |If the Dialing Nunber is |ess
than 64 octets in length, the remai nder of
this field is filled with octets of val ue 0.

A 64 octet field used to specify additional
dialing information. |If the subaddress is
| ess than 64 octets long, the renainder of
this fieldis filled with octets of value O.
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2.10. Inconming-Call-Reply

The I ncoming-Call-Reply is a PPTP control mnmessage sent by the PNS to
the PAC in response to a received Incom ng-Call-Request nessage. The
reply indicates the result of the incomng call attenpt. It also
provides information to allow the PAC to regulate the transm ssion of
data to the PNS for this session

This nessage is the second in the three-way handshake used by PPTP
for establishing incoming calls. It indicates to the PAC whether the
call should be answered or not.

0

2 3

01234567890123456789012345678901
T ST S e T S Tk a S S S S e T
| Lengt h
T ST S e T S Tk a S S S S e T

| PPTP Message Type |

Magi ¢ Cooki e |

T S o T s T T o S T il sl S T R S i i
| Control Message Type | ReservedO |
T S o T s T T o S T il sl S T R S i i

| Cal |

I D

| Peer’'s Call ID |

T S o T s T T o S T il sl S T R S i i
Error Code | Packet Recv. W ndow Size

T S o T s T T o S T il sl S T R S i i
| Packet Transmit Del ay | Reservedl |
T S o T s T T o S T il sl S T R S i i

| Result Code |

Lengt h

PPTP Message Type
Magi ¢ Cooki e

Control Message Type
ReservedO

Call 1D

Peer’'s Call |ID

Hanzeh, et al.

Total length in octets of this PPTP nessage,
including the entire PPTP header.

1 for Control Message.

0x1A2B3C4D

10 for Incom ng-Call-Reply.

This field MIST be O.

A unique identifier for this tunnel assigned
by the PNS to this session. It is used to
mul ti plex and denul ti pl ex data sent over the
tunnel between the PNS and PAC involved in
this session.

This field is set to the value received in

the Call IDfield of the corresponding
I ncom ng- Cal | - Request nessage. It is used by
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the PAC to match the Incom ng-Call-Reply
with the Incom ng-Call-Request it issued.
This value is included in the GRE header of
transnmitted data packets for this session

Result Code This value indicates the result of the
I ncom ng- Cal | - Request attenpt. Current
val id Result Code val ues are:

1 (Connect) - The PAC shoul d answer
the incom ng cal

2 (General Error) - The Incom ng Call
shoul d not be established due to the
reason indicated in Error Code

3 (Do Not Accept) - The PAC shoul d not
accept the incoming call. It should
hang up or issue a busy indication

Error Code This field is set to O unless a "Cenera
Error” condition exists, in which case
Result Code is set to 2 and this field is
set to the value corresponding to the
general error condition as specified in
section 2.2.

Packet Recv. W ndow Size The nunber of received data packets the PAC
will buffer for this session

Packet Transmit Del ay A measure of the packet processing del ay
that might be inposed on data sent to the
PAC fromthe PNS. This value is specified
inunits of 1/10 seconds.

Reservedl This field MJUST be O.
2.11. Incomi ng-Call - Connected

The | ncom ng- Cal | - Connected nessage is a PPTP control nessage sent by
the PACto the PNS in response to a received Incomng-Call-Reply. It
provides information to the PNS about particul ar paraneters used for

the call. It also provides information to allow the PNS to regul ate

the transmi ssion of data to the PAC for this session

This nessage is the third in the three-way handshake used by PPTP for

establishing incoming calls. It provides a nmechanismfor providing
the PNS with additional informati on about the call that cannot, in
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ral, be obtained at the time the Incom ng-Call-Request is issued

he PAC

0

1 2 3

01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

Lengt h

| PPTP Message Type |

T T T S i L S S S e e T i S S T

Magi ¢ Cooki e |

T S o T s T T o S T il sl S T R S i i
Control Message Type | ReservedO |
T S o T s T T o S T il sl S T R S i i

Peer’'s Cal

I D | Reservedl |

T T T S i S S S St S I mT A SIS

Connect Speed |

T S o T s T T o S T il sl S T R S i i
Packet Recv. W ndow Size | Packet Transmit Del ay
T S o T s T T o S T il sl S T R S i i

Frami ng Type |

T T T S i i S S S e e T T S T

Leng

th

PPTP Message Type

Magi
Cont
Rese

Peer

Conn

Pack

Pack

Haneeh,

¢ Cooki e
rol Message Type
rvedoO

s Call ID

ect Speed

et Recv. W ndow Size

et Transmit Del ay

et al.

Total length in octets of this PPTP nessage,
including the entire PPTP header.

1 for Control Message.
0x1A2B3CAD

11 for I ncom ng-Call-Connect ed.
This field MIST be 0.

This field is set to the value received in
the Call ID field of the correspondi ng
Incom ng-Cal |l -Reply nessage. It is used by
the PNS to nmatch the I ncom ng-Call-Connected
with the Inconing-Call-Reply it issued.

The actual connection speed used, in
bi t s/ second.

The nunber of received data packets the PAC
will buffer for this session

A neasure of the packet processing del ay
that might be inposed on data sent to the
PAC fromthe PNS. This value is specified
inunits of 1/10 seconds.
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Fram ng Type A value indicating the type of PPP fram ng
bei ng used by this incomng call.

1 - Call uses asynchronous fram ng
2 - Call uses synchronous fram ng
2.12. Call-d ear-Request

The Call-C ear-Request is a PPTP control nessage sent by the PNS to
the PAC indicating that a particular call is to be disconnected. The
call being cleared can be either an incom ng or outgoing call, in any
state. The PAC responds to this nessage with a Call-Di sconnect -

Noti fy message.

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| Lengt h | PPTP Message Type |
T S o T s T T o S T il sl S T R S i i
| Magi ¢ Cooki e |
T S o T s T T o S T il sl S T R S i i
| Control Message Type | ReservedO |
T S o T s T T o S T il sl S T R S i i
| Call ID | Reservedl |
T S o T s T T o S T il sl S T R S i i
Lengt h Total length in octets of this PPTP nessage,
including the entire PPTP header.
PPTP Message Type 1 for Control Message.
Magi ¢ Cooki e 0x1A2B3C4AD
Control Message Type 12 for Call-d ear-Request.
ReservedO This field MJUST be O.
Call ID The Call ID assigned by the PNS to this
call. This value is used instead of the
Peer’s Call 1D because the latter may not be

known to the PNS if the call nust be aborted
during call establishnent.

Reser vedl This field MJST be O.
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2.13. Call-Di sconnect-Notify

The Cal |l -Di sconnect-Notify nmessage is a PPTP control nmessage sent by

the PACto the PNS. It is issued whenever a call is disconnected,
due to the receipt by the PAC of a Call-C ear-Request or for any
other reason. |Its purpose is to informthe PNS of both the

di sconnecti on and the reason for it.

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Lengt h | PPTP Message Type |
T S o T s T T o S T il sl S T R S i i
| Magi ¢ Cooki e |
T S o T s T T o S T il sl S T R S i i
| Control Message Type | ReservedO |
T S o T s T T o S T il sl S T R S i i
| Call ID | Result Code | FError Code |
T S o T s T T o S T il sl S T R S i i

| Cause Code | Reservedl
e i i S o i S I i S S i (s S

I
+
| o |
+ Call Statistics (128 octets) +
I I
T S o T s T T o S T il sl S T R S i i

Lengt h Total length in octets of this PPTP nessage,
including the entire PPTP header.

PPTP Message Type 1 for Control Message.

Magi ¢ Cooki e 0x1A2B3C4AD

Control Message Type 13 for Call-Disconnect-Notify.

ReservedO This field MJUST be O.

Call ID The value of the Call ID assigned by the PAC
to this call. This value is used instead of
the Peer’s Call 1D because the latter may

not be known to the PNS if the call nust be
aborted during call establishnent.
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Result Code Thi s val ue indicates the reason for the
di sconnect. Current valid Result Code val ues
ar e:

1 (Lost Carrier) - Call disconnected
due to loss of carrier

2 (General Error) - Call disconnected
for the reason indicated in Error
Code

3 (Adm n Shutdown) - Call disconnected
for adm ni strative reasons

4 (Request) - Call disconnected due to
received Call - d ear - Request

Error Code This field is set to O unless a "Cenera
Error” condition exists, in which case the
Result Code is set to 2 and this field is
set to the value corresponding to the
general error condition as specified in
section 2.2.

Cause Code This field gives additional disconnect
information. |Its value varies dependi ng on
the type of call being disconnected. For
ISDN calls it is the Q931 cause code.

Call Statistics This field is an ASCII string containing
vendor-specific call statistics that can be
| ogged for diagnostic purposes. |If the

length of the string is |less than 128, the
remai nder of the fieldis filled wwth octets
of val ue 0.

2.14. VWAN-Error-Notify

The WAN-Error-Notify nmessage is a PPTP control nessage sent by the
PAC to the PNS to indicate WAN error conditions (conditions that
occur on the interface supporting PPP). The counters in this nmessage
are cumul ative. This nessage should only be sent when an error
occurs, and not nore than once every 60 seconds. The counters are
reset when a new call is established.
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0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Lengt h | PPTP Message Type |
T S o T s T T o S T il sl S T R S i i
| Magi ¢ Cooki e |
T S o T s T T o S T il sl S T R S i i
| Control Message type | ReservedO |
T S o T s T T o S T il sl S T R S i i
| Peer's Call 1D | Reservedl |
T S o T s T T o S T il sl S T R S i i
| CRC Errors |
T S o T s T T o S T il sl S T R S i i
| Fram ng Errors |
T S o T s T T o S T il sl S T R S i i
| Har dwar e Overruns |
T S o T s T T o S T il sl S T R S i i
| Buf fer Overruns |
T S o T s T T o S T il sl S T R S i i
| Ti me-out Errors |
T S o T s T T o S T il sl S T R S i i
| Alignment Errors |
T S o T s T T o S T il sl S T R S i i

Lengt h Total length in octets of this PPTP nessage,
including the entire PPTP header.

PPTP Message Type 1 for Control Message.

Magi ¢ Cooki e 0x1A2B3CAD.

Control Message Type
ReservedO
Peer’'s Call ID

CRC Errors

Fram ng Errors

Har dwar e Overruns

Buf fer Overruns

Hanzeh, et al.

14 for WAN-Error-Notify.
This field MIUST be O.
Th Call 1D assigned by the PNS to this call.

Nunmber of PPP franmes received with CRC
errors since session was established.

Nunber of inproperly framed PPP packets
recei ved.

Nunber of receive buffer over-runs since
sessi on was established.

Nunmber of buffer over-runs detected since
sessi on was established.

| nf or mat i onal [ Page 34]



RFC 2637

2.

Haneeh,

Poi nt -t o- Poi nt Tunneling Protocol (PPTP) July 1999

Nurmber of time-outs since call
est abl i shed.

Ti me-out Errors was

Ali gnment Errors Nunber of alignnent errors since cal

est abl i shed.

was

15. Set-Li nk-1nfo

The Set-Link-Info nessage is a PPTP contro
to the PAC to set PPP-negotiated options. Because these options can
change at any tine during the life of the call, the PAC nust be able
to update its internal call information dynam cally and perform PPP
negotiati on on an active PPP session.

nmessage sent by the PNS

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Lengt h | PPTP Message Type |
T S o T s T T o S T il sl S T R S i i
| Magi ¢ Cooki e |
T S o T s T T o S T il sl S T R S i i
| Control Message type | ReservedO |
T S o T s T T o S T il sl S T R S i i
| Peer's Call 1D | Reservedl |
T S o T s T T o S T il sl S T R S i i
| Send ACCM |
T S o T s T T o S T il sl S T R S i i
| Recei ve ACCM |
T S o T s T T o S T il sl S T R S i i

Lengt h Total length in octets of this PPTP nessage,
i ncluding the entire PPTP header.

PPTP Message Type 1 for Control Message.

Magi ¢ Cooki e 0x1A2B3C4AD

Control Message Type 15 for Set-Link-Info.

ReservedO

Peer’'s Call |ID

Reser vedl

et al.

This field MIST be O.

The val ue of the Cal
to this call.

I D assi gned by the PAC

This field MIST be O.
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2.

3.

Send ACCM The send ACCM val ue the client should use to
process outgoi ng PPP packets. The default
val ue used by the client until this nessage
is received is OXFFFFFFFF. See [7].

Recei ve ACCM The recei ve ACCM val ue the client should use
to process incom ng PPP packets. The default
val ue used by the client until this nessage
is received is OXFFFFFFFF. See [7].

16. General Error Codes

General error codes pertain to types of errors which are not specific
to any particul ar PPTP request, but rather to protocol or nessage
format errors. If a PPTP reply indicates in its Result Code that a
general error occurred, the General Error value should be exam ned to
determ ned what the error was. The currently defined General Error
codes and their neanings are:

0 (None) - No general error

1 (Not-Connected) - No control connection exists yet for this
PAC- PNS pai r

2 (Bad- Fornmat) - Length is wong or Magic Cookie value is
i ncorrect

3 (Bad-Val ue) - One of the field values was out of range or
reserved field was non-zero

4 (No- Resource) - Insufficient resources to handle this command
now

5 (Bad-Call ID) - The Call IDis invalid in this context

6 (PAC-Error) - A generic vendor-specific error occurred in
the PAC

Control Connection Protocol Operation

This section describes the operation of various PPTP control
connection functions and the Control Connection nessages which are
used to support them The protocol operation of the contro
connection is sinplified because TCP is used to provide a reliable
transport mechanism Ordering and retransm ssion of nmessages i s not
a concern at this level. The TCP connection itself, however, can
close at any tinme and an appropriate error recovery nechani sm nust be
provided to handle this case.
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Sone error recovery procedures are common to all states of the
control connection. |If an expected reply does not arrive within 60
seconds, the control connection is closed, unless otherw se
specified. Appropriate |ogging should be inplenmented for easy
determ nation of the problens and the reasons for closing the contro
connecti on.

Recei pt of an invalid or mal formed Control Connection nessage shoul d
be | ogged appropriately, and the control connection should be closed
and restarted to ensure recovery into a known state.

3.1. Control Connection States

The control connection relies on a standard TCP connection for its
service. The PPTP control connection protocol is not distinguishable
bet ween the PNS and PAC, but is distinguishabl e between the
originator and receiver. The originating peer is the one which first
attenpts the TCP open. Since either PAC or PNS may origi nate a
connection, it is possible for a TCP collision to occur. See section
3.1.3 for a description of this situation.

3.1.1. Control Connection Oiginator (my be PAC or PNS)

TCP Open Indication
/ Send Start Control

Connecti on Request A +
A R TR > wait_ctl_reply |
| o e e e e e m e oo +
| Collision/See (4.1.3) Close TCP V V V Receive Start Cl
| e + | ] Connection Reply
| | | Version K
A Y, | Vv
R R + Receive Start Il | +-----------m-mnn- +
idle | Connection Reply | | est abl i shed |
R T + Versi on Not OK | +----meeee - +
A | V Local Termnate
| Recei ve Stop Control | ] / Send Stop
| Connecti on Request | ] Control Request
| / Send Stop Control Reply vV Vv
| Cl ose TCP A +
e R | wait_stop_reply |
S +
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idle
The control connection originator attenpts to open a TCP
connection to the peer during idle state. Wen the TCP connecti on
is open, the originator transmts a send Start-Control -
Connecti on- Request and then enters the wait_ctl _reply state.

wait_ctl _reply
The originator checks to see if another TCP connection has been
requested fromthe sane peer, and if so, handles the collision
situation described in section 3.1.3.

When a Start-Control - Connection-Reply is received, it is exan ned
for a conpatible version. If the version of the reply is |ower
than the version sent in the request, the older (lower) version
shoul d be used provided it is supported. |If the version in the
reply is earlier and supported, the originator noves to the
established state. If the version is earlier and not supported, a
St op- Cont r ol - Connecti on- Request SHOULD be sent to the peer and the
originator noves into the wait_stop_reply state.

est abl i shed
An established connection may be term nated by either a | ocal
condition or the receipt of a Stop-Control-Connection-Request. In
the event of a local term nation, the originator MJST send a
St op- Cont r ol - Connecti on- Request and enter the wait_stop_reply
state.

If the originator receives a Stop-Control-Connection-Request it
SHOULD send a Stop-Control -Connection-Reply and cl ose the TCP
connection nmaking sure that the final TCP informati on has been
"pushed" properly.

wait_stop_reply

If a Stop-Control-Connection-Reply is received, the TCP connecti on
SHOULD be cl osed and the control connection becones idle.
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3.1.2. Control connection Receiver (my be PAC or PNS)

Receive Start Control Connection Request
Version Not OK/ Send Start Control Connection
Reply with Error

S +
| | Recei ve Control Connection Request Version K
| | / Send Start Control Connection Reply
| | o m e e e e e e e e e e e e e e m e meemeama - +
A \% A \%
R T + Receive Start Cl e T +
| Idle Connecti on Request | Est abl i shed |
A + / Send Stop Reply A +
A A Cl ose TCP V 'V Local Term nate
| e R + | /Send Stop
| | Control Conn
| V  Request
| o e e e oo oo +
e | Wit-Stop-Reply |
Recei ve Stop Control A +
Connection Reply
/ Cl ose TCP
idle

The control connection receiver waits for a TCP open attenpt on
port 1723. \Wen notified of an open TCP connection, it should
prepare to receive PPTP nessages. When a Start-Control -
Connection-Request is received its version field should be

exam ned. If the version is earlier than the receiver’s version
and the earlier version can be supported by the receiver, the
recei ver SHOULD send a Start-Control -Connection-Reply. If the
version is earlier than the receiver’s version and the version
cannot be supported, the receiver SHOULD send a Start-Connecti on-
Reply nmessage, close the TCP connection and remain in the idle
state. |If the receiver’s version is the sane as earlier than the
peer’s, the receiver SHOULD send a Start-Control - Connection-Reply
with the receiver’s version and enter the established state.

est abl i shed
An established connection may be term nated by either a | ocal
condition or the reception of a Stop-Control-Connection-Request.
In the event of a local termnation, the originator MJST send a
St op- Cont r ol - Connecti on- Request and enter the wait_stop_reply
st at e.
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If the originator receives a Stop-Control-Connection-Request it
SHOULD send a Stop-Control -Connection-Reply and cl ose the TCP
connection, making sure that the final TCP information has been
"pushed" properly.

wait_stop_reply
If a Stop-Control-Connection-Reply is received, the TCP connecti on
SHOULD be cl osed and the control connection becones idle.

3.1.3. Start Control Connection Initiation Request Collision

A PAC and PNS nust have only one control connection between them It
i s possible, however, for a PNS and a PAC to simultaneously attenpt
to establish a control connection to each other. Wen a Start -
Control - Connecti on- Request is received on one TCP connection and
anot her Start-Control - Connecti on- Request has al ready been sent on
anot her TCP connection to the sanme peer, a collision has occurred.

The "winner"” of the initiation race is the peer with the higher IP
address (conpared as 32 bit unsigned val ues, network numnber nore
significant). For exanple, if the peers 192.33.45.17 and 192. 33. 45. 89

collide, the latter will be declared the winner. The [oser wll
i medi ately close the TCP connection it initiated, w thout sending
any further PPTP control messages on it and will respond to the

winner’s request with a Start-Control - Connecti on-Reply nessage. The
winner will wait for the Start-Control -Connection-Reply on the
connection it initiated and also wait for a TCP termination

i ndi cati on on the connection the | oser opened. The wi nner MJST NOT
send any nessages on the connection the | oser initiated.

3.1.4. Keep Alives and Tiners

A control connection SHOULD be cl osed by closing the underlying TCP
connection under the follow ng circunstances:

1. If a control connection is not in the established state (i.e.
Start-Control - Connecti on- Request and Start- Control-Connection-
Repl y have not been exchanged), a control connection SHOULD be
cl osed after 60 seconds by a peer waiting for a Start-Control -
Connecti on- Request or Start-Control-Connection-Reply nmessage.

2. If a peer’s control connection is in the established state and has
not received a control nessage for 60 seconds, it SHOULD send a
Echo- Request nessage. |If an Echo-Reply is not received 60 seconds
after the Echo-Request nessage transmission, the contro
connection SHOULD be cl osed.
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3.2. Call States
3.2.1. Timng considerations

Because of the real-tinme nature of tel ephone signaling, both the PNS
and PAC should be inplemented with nmulti-threaded architectures such
that nessages related to multiple calls are not serialized and

bl ocked. The transit delay between the PAC and PNS shoul d not exceed
one second. The call and connection state figures do not specify
exceptions caused by tinmers. The inplicit assunption is that since

t he TCP-based control connection is being verified with keep-alives,
there is less need to maintain strict timers for call contro
nessages.

Est abl i shing outbound international calls, including the nodem
training and negotiati on sequences, may take in excess of 1 mnute so
the use of short timers is discouraged.

If a state transition does not occur within 1 mnute (except for
connections in the idle or established states), the integrity of the
prot ocol processing between the peers is suspect and the ENTIRE
CONTROL CONNECTI ON shoul d be closed and restarted. Al Call IDs are
logically rel eased whenever a control connection is started. This
presurmably al so helps in preventing toll calls frombeing "lost" and
never cl eared.

3.2.2. Call |ID Values

Each peer assigns a Call ID value to each user session it requests or
accepts. This Call 1D value MJST be unique for the tunnel between the
PNS and PAC to which it belongs. Tunnels to other peers can use the
same Call 1D nunber so the receiver of a packet on a tunnel needs to
associ ate a user session with a particular tunnel and Call ID. It is
suggested that the nunmber of potential Call 1D values for each tunnel
be at least twice as |large as the maxi mum nunber of calls expected on
a given tunnel

A session is defined by the triple (PAC, PNS, Call 1D).
3.2.3. Inconing Calls

An I nconing-Call-Request nmessage is generated by the PAC when an

associ ated tel ephone line rings. The PAC selects a Call ID and serial
nunber and indicates the call bearer type. Mdens shoul d al ways
i ndicate analog call type. [|SDN calls should indicate digital when

unrestricted digital service or rate adaption is used and analog if
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digital nodens are involved. Dialing nunber, dialed nunber, and
subaddress may be included in the nessage if they are avail able from
the tel ephone network.

Once the PAC sends the Inconming-Call-Request, it waits for a response
fromthe PNS but does not answer the call fromthe tel ephone network.
The PNS may choose not to accept the call if:

- No resources are available to handl e nore sessions

- The dialed, dialing, or subaddress fields are not indicative of
an aut horized user

- The bearer service is not authorized or supported

If the PNS chooses to accept the call, it responds with an | nconi ng-
Cal | - Reply which al so indicates wi ndow sizes (see section 4.2). Wen
the PAC receives the Qutgoing-Call-Reply, it attenpts to connect the
call, assunming the calling party has not hung up. A final cal
connected nessage fromthe PAC to the PNS indicates that the cal
states for both the PAC and the PNS should enter the established
state.

When the dialed-in client hangs up, the call is cleared normally and
the PAC sends a Call-Disconnect-Notify nessage. If the PNS w shes to
clear a call, it sends a Call-C ear-Request nessage and then waits

for a Call-Di sconnect-Notify.

3.2.3.1. PAC Incomng Call States

Ri ng/ Send I ncoming Call Request A T +
----------------------------------------- >| wait_reply |
S +
Receive I ncom ng Call Reply vV V V
Not Accepting I Recei ve | nconi ng
S e + | ] Call Reply Accept-
| LR R R R + i ng/ Answer call;
| | Abort/ Send Cal | | Send Cal
\% V Di sconnect Notify V  Connected
--------------- + N
idle | <-mmmmmmm e | establ i shed |
--------------- + Receive Cear Call Request +-----------------+%

or telco call dropped
or | ocal disconnect
/ Send Call Disconnect Notify
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The states associated with the PAC for incomng calls are:

idle

The PAC detects an inconing call

on one

of its telco interfaces.

Typically this means an analog line is ringing or an | SDN TE has

detected an incom ng Q 931 SETUP nessage.

The PAC sends an

I ncom ng- Cal | - Request nessage and noves to the wait_reply state.

wai t_reply

The PAC receives an | ncom ng-Call-Reply message indicating non-

wi | lingness
noves back i
that the cal

to accept the call
nto the idle state.
| is accepted,

(general

error or don’t accept) and

If the reply nmessage indicates
t he PAC sends an | ncom ng-Call -

Connect ed nessage and enters the established state.

est abl i shed

Data i s exchanged over the tunnel.

foll ow ng:

An event

The

on the telco connecti on.

Cal | - Di sconnect-Notify nessage

Recei pt of a Call-C ear-Request.

Cal | - Di sconnect-Notify nessage

A | ocal

3.2.3. 2.

Recei ve I ncom ng Call

reason.

PNS | ncomi ng Call

St at es

Request

call may be cl eared

The PAC sends a

The PAC sends a

The PAC sends a Call-Di sconnect-Notify nessage.

/ Send I ncoming Call Reply R +
Not Accepting if Error | Wi t - Connect |
F-- - - - + S +
| | Recei ve I ncom ng Call Req. NV
| | /Send Incoming Call Reply OX | | | Recei ve I ncom ng
| | B R + | ] Call Connect
A v A Ve o o oo + V
R T + Receive Call Disconnect A T +
| Idle | Notify + | Est abl i shed |
Fo e e e o e oo + | o e e e e a e oo +
A A | V  Local Term nate
| R + | /Send Call C ear
| Recei ve Call Disconnect | Request
| Notify Y,
| o e e e e a e oo +
R e R | Wait-Disconnect |
Recei ve Call Di sconnect A +
Notify
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The states associated with the PNS for incomng calls are:

idle
An | ncomi ng-Cal | - Request message is received. |If the request is
not acceptable, an Inconing-Call-Reply is sent back to the PAC and
the PNS remains in the idle state. [|f the Incom ng-Call-Request
nmessage i s acceptable, an Incomng-Call-Reply is sent indicating
accept in the result code. The session noves to the wait_connect
st at e.

wai t _connect
If the session is connected on the PAC, the PAC sends an incom ng
call connect nessage to the PNS which then noves into established
state. The PAC may send a Call-Di sconnect-Notify to indicate that
the incom ng caller could not be connected. This could happen,
for exanple, if a tel ephone user accidently places a standard
voice call to a PACresulting in a handshake failure on the called
nodem

est abl i shed
The session is terninated either by receipt of a Call-Di sconnect -
Notify nmessage fromthe PAC or by sending a Call-C ear-Request.
Once a Call-d ear-Request has been sent, the session enters the
wai t _di sconnect state.

wai t _di sconnect
Once a Call-Disconnect-Notify is received the session noves back
to the idle state.

3.2.4. CQutgoing Calls

Qut goi ng nmessages are initiated by a PNS and instruct a PAC to pl ace
a call on atelco interface. There are only two nessages for outgoing
calls: Qutgoing-Call-Request and Qutgoing-Call-Reply. The PNS sends
an Qutgoi ng-Cal | - Request specifying the dialed party phone nunber and
subaddress as well as speed and wi ndow paraneters. The PAC MJST
respond to the Qutgoi ng-Call-Request nessage with an Qutgoi ng-Call -
Reply nessage once the PAC determines that:

The call has been successfully connected
A call failure has occurred for reasons such as: no interfaces are
avail able for dial-out, the called party is busy or does not

answer, or no dial tone is detected on the interface chosen for
di al i ng
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3.2.4.1. PAC Qutgoing Call States

Recei ve Qutgoing Call Request in Error
/ Send Qutgoing Call Reply with Error

[-------- +
| | Recei ve Qutgoing Call Request No Error
| | /| O f Hook; Dial
| | o m e e e e e e e e e e e e e e e e e mmeamaooo-
n \Y A V
R T + I nconpl ete Call e T +
| idle | / Send Qutgoing Call | wait_cs_ans |
R R + Reply with Error R +
A A or Recv. Call Clear Req. V V Telco Answer
| | / Send Di sconnect Notify| | /Send Qutgoing
| e + | Call Reply.
| Y,
| o e e e oo oo +
e | est abl i shed |
Receive Call C ear Request Fo e +

or local term nate
or telco disconnect
/ Hangup call and send
Cal | Di sconnect Notify

The states associated with the PAC for outgoing calls are:

idle
Recei ved Qutgoing-Call-Request. If this is received in error,
respond with an Qutgoing-Call-Reply with error condition set.
O herwi se, allocate physical channel to dial on. Place the
out bound call, wait for a connection, and nove to the wait_cs_ans
state.

wait_cs_ans
If the call is inconplete, send an Qutgoing-Call-Reply with a
non-zero Error Code. If a timer expires on an outbound call, send
back an Qutgoing-Call-Reply with a non-zero Error Code. If a
circuit switched connection is established, send an Qut goi ng-
Cal |l -Reply indicating success.

est abl i shed
If a Call-C ear-Request is received, the telco call SHOULD be
rel eased via appropriate nechani sms and a Call-Di sconnect-Notify
nmessage SHOULD BE sent to the PNS. If the call is disconnected by
the client or by the telco interface, a Call-D sconnect-Notify
nessage SHOULD be sent to the PNS.
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3.2.4.2. PNS Qutgoing Call States

V
| /Send Call C ear
| Request

Recei ve Call Di sconnect V

NOtlfy o e e e e e e e e a o - +

Open I ndication Abort/ Send
/ Send Qutgoing Call Call d ear
Request R R EEEE T +Request

L R >| Wi t - Repl y | -=---=----- +

| o e e e oo oo + |

| Recei ve Qutgoing Call Reply \% V  Receive Qutgoing |

| with Error | | Call Reply |
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I
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The states associated with the PNS for outgoing calls are:

idle
An CQut goi ng- Cal | - Request nessage is sent to the PAC and the
session noves into the wait_reply state.

wai t_reply
An Qutgoing-Call-Reply is received which indicates an error. The
session returns to idle state. No telco call is active. If the
Qut goi ng-Cal | -Reply does not indicate an error, the telco call is
connected and the session noves to the established state.

establ i shed
If a Call-Disconnect-Notify is received, the telco call has been
terminated for the reason indicated in the Result and Cause Codes.
The session nmoves back to the idle state. If the PNS chooses to
termnate the session, it sends a Call-C ear-Request to the PAC
and then enters the wait_di sconnect state.

wai t _di sconnect
A session disconnection is waiting to be confirned by the PAC
Once the PNS receives the Call-Di sconnect-Notify nessage, the
session enters idle state.
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4.

4.

Tunnel Protocol Operation

The user data carried by the PPTP protocol are PPP data packets. PPP
packets are carried between the PAC and PNS, encapsulated in GRE
packets which in turn are carried over IP. The encapsul ated PPP
packets are essentially PPP data packets |ess any nedia specific
framing elements. No HDLC flags, bit insertion, control characters,
or control character escapes are included. No CRCs are sent through
the tunnel. The I P packets transmtted over the tunnels between a PAC
and PNS has the follow ng general structure:

o m e e e e ememao-o- +
| Medi a Header |
o m e e e e ememao-o- +
| | P Header |
o m e e e e ememao-o- +
| GRE Header |
o m e e e e ememao-o- +
| PPP Packet |
o m e e e e ememao-o- +

1. Enhanced GRE header

The GRE header used in PPTP is enhanced slightly fromthat specified
in the current GRE protocol specification [1,2]. The main difference
i nvolves the definition of a new Acknow edgnment Nunmber field, used to
determine if a particular GRE packet or set of packets has arrived at
the renote end of the tunnel. This Acknow edgnment capability is not
used in conjunction with any retransni ssion of user data packets. It
is used instead to determine the rate at which user data packets are
to be transmitted over the tunnel for a given user session. The
format of the enhanced CRE header is as follows:

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Cl R K| S| s| Recur| Al Flags | Ver | Prot ocol Type |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Key (HW Payl oad Length | Key (LW Call ID |

i T i i e S I ih s o S S ™
| Sequence Nunmber (Optional) |
i T i i e S I ih s o S S ™
| Acknow edgnent Nunber (Optional) |
i T i i e S I ih s o S S ™

Hanzeh, et al. I nf or mat i onal [ Page 47]



RFC 2637 Poi nt -t o- Poi nt Tunneling Protocol (PPTP) July 1999

C
(Bit 0) Checksum Present. Set to zero (0).

R
(Bit 1) Routing Present. Set to zero (0).

K
(Bit 2) Key Present. Set to one (1).

S
(Bit 3) Sequence Nunber Present. Set to one (1) if a payl oad
(data) packet is present. Set to zero (0) if payload is not
present (GRE packet is an Acknow edgnent only).

S
(Bit 4) Strict source route present. Set to zero (0).

Recur
(Bits 5-7) Recursion control. Set to zero (0).

A
(Bit 8) Acknow edgment sequence nunber present. Set to one (1) if
packet contai ns Acknow edgnent Nunber to be used for acknow edgi ng
previously transmtted data.

Fl ags
(Bits 9-12) Must be set to zero (0).

Ver

(Bits 13-15) Must contain 1 (enhanced GRE).

Prot ocol Type
Set to hex 880B [8].

Key
Use of the Key field is up to the inplenmentation. PPTP uses it as
foll ows:
Payl oad Length
(High 2 octets of Key) Size of the payload, not including
the GRE header

Call ID
(Low 2 octets) Contains the Peer's Call ID for the session
to which this packet bel ongs.

Sequence Numnber

Contai ns the sequence nunber of the payload. Present if S
bit (Bit 3) is one (1).
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4.

4.

4.

2.

2.

2.

Acknow edgnent Numnber
Cont ai ns the sequence nunber of the highest nunbered GRE
packet received by the sending peer for this user session
Present if Abit (Bit 8 is one (1).

The payl oad section contains a PPP data packet w thout any
nmedi a specific framng el enents

The sequence nunbers involved are per packet sequence nunbers.
The sequence nunber for each user session is set to zero at
session startup. Each packet sent for a given user session

whi ch contains a payload (and has the S bit (Bit 3) set to one)
i s assigned the next consecutive sequence nunber for that

sessi on.

This protocol allows acknow edgnents to be carried with the
data and makes the overall protocol nore efficient, which in
turn requires less buffering of packets.

Slidi ng Wndow Protoco

The sliding wi ndow protocol used on the PPTP data path is used for
flow control by each side of the data exchange. The enhanced GRE
protocol allows packet acknow edgnments to be piggybacked on data
packets. Acknow edgrments can al so be sent separately fromdata
packets. Again, the main purpose of the sliding wi ndow protocol is
for flow control--retransmni ssions are not perforned by the tunne
peers.

1. Initial Wndow Si ze

Al t hough each side has indicated the naxi numsize of its receive

wi ndow, it is reconmended that a conservative approach be taken when
beginning to transmt data. The initial w ndow size on the
transmtter is set to half the maxi num size the receiver requested,
with a mninmum size of one packet. The transmitter stops sending
packets when the nunber of packets awaiting acknow edgrment is equa
to the current window size. As the receiver successfully digests
each wi ndow, the w ndow size on the transmitter is bunped up by one
packet until the maximumis reached. This nethod prevents a system
fromflooding an al ready congested network because no history has
been establi shed.

2. Cosing the Wndow
When a tine-out does occur on a packet, the sender adjusts the size

of the transnit w ndow down to one half its value when it fail ed.
Fractions are rounded up, and the nininumw ndow size is one.
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4.2.3. Opening the Wndow

Wth every successful transm ssion of a windows worth of packets

wi thout a tine-out, the transmt w ndow size is increased by one
packet until it reaches the maxi num w ndow si ze that was sent by the
ot her side when the call was connected. As stated earlier, no
retransm ssion is done on a time-out. After a tinme-out, the

transm ssion resunmes with the wi ndow starting at one half the size of
the transmit wi ndow when the time-out occurred and adjusting upward
by one each tine the transmit windowis filled with packets that are
al | acknow edged wi thout time-outs.

4.2.4. Wndow Overfl ow

When a receiver’s wi ndow overflows with too many incom ng packets,
excess packets are thrown away. This situation should not arise if
the sliding wi ndow procedures are being properly followed by the
transmtter and receiver. It is assuned that, on the transmt side,
packets are buffered for transm ssion and are no | onger accepted from
t he packet source when the transmt buffer fills.

4.2.5. Milti-packet Acknow edgnent

One feature of the PPTP sliding window protocol is that it allows the
acknowl edgnent of nultiple packets with a single acknow edgnent. Al
out st andi ng packets with a sequence nunber |ower or equal to the
acknow edgnent nunber are consi dered acknow edged. Ti nme- out

cal cul ations are performed using the tine the packet corresponding to
t he hi ghest sequence nunber being acknowl edged was transm tted.

Adaptive time-out calculations are only performed when an

Acknow edgment is received. Wen nmulti-packet acknow edgnents are
used, the overhead of the adaptive tinme-out algorithmis reduced. The
PAC is not required to transnmit nulti-packet acknow edgnents; it can
i nstead acknow edge each packet individually as it is delivered to
the PPP client.

4.3. Qut-of-sequence Packets

Cccasional |y packets | ose their sequencing across a conplicated

i nternetwork. Say, for exanple that a PNS sends packets 0 to 5 to a
PAC. Because of rerouting in the internetwork, packet 4 arrives at
the PAC before packet 3. The PAC acknow edges packet 4, and nay
assunme packet 3 is lost. This acknow edgnment grants w ndow credit
beyond packet 4.
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When t he PAC does receive packet 3, it MJST not attenpt to transmt
it to the corresponding PPP client. To do so could cause problens,
as proper PPP protocol operation is prem sed upon receiving packets
in sequence. PPP does properly deal with the |oss of packets, but
not with reordering so out of sequence packets between the PNS and
PAC MUST be silently discarded, or they may be reordered by the
receiver. Wen packet 5 cones in, it is acknow edged by the PAC
since it has a higher sequence nunber than 4, which was the | ast

hi ghest packet acknow edged by the PAC. Packets with duplicate
sequence nunbers shoul d never occur since the PAC and PNS never
retransmt GRE packets. A robust inplenentation will silently

di scard duplicate GRE packets, should it receive any.

4. 4. Acknow edgnent Time-Quts

PPTP uses sliding windows and tine-outs to provide both user session
flowcontrol across the internetwork and to performefficient data
buffering to keep the PAC-PNS data channels full w thout causing
receive buffer overflow PPTP requires that a time-out be used to
recover from dropped data or acknow edgnent packets. The exact

i npl ementation of the time-out is vendor-specific. It is suggested
that an adaptive tinme-out be inplenmented with backoff for congestion
control. The tine-out mechani sm proposed here has the foll ow ng
properties:

| ndependent tinme-outs for each session. A device (PAC or PNS) wil|
have to maintain and calculate time-outs for every active session

An admni ni strator-adjustable nmaxi mumtinme-out, MxTi neQut, unique
to each devi ce.

An adaptive tinme-out nechani smthat conpensates for changing
throughput. To reduce packet processing overhead, vendors may
choose not to reconpute the adaptive tinme-out for every received
acknowl edgnent. The result of this overhead reduction is that the
time-out will not respond as quickly to rapid network changes.

Ti mer backoff on time-out to reduce congestion. The backed- of f
timer value is limted by the configurable maxi numtine-out val ue.
Ti mer backoff is done every tinme an acknow edgnent ti me- out
occurs.

In general, this nechani sm has the desirable behavior of quickly

backi ng off upon a tine-out and of slowy decreasing the tine-out
val ue as packets are delivered wthout tine-outs.
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Sone definitions:

Packet Processing Delay (PPD) is the anpbunt of tine required for

each side to process the nmaxi num amount of data buffered in their
recei ve packet sliding window. The PPD is the val ue exchanged

bet ween the PAC and PNS when a call is established. For the PNS,

this nunber should be small. For a PAC maki ng nodem connecti ons,
this nunber could be significant.

Sanple is the actual anobunt of tinme incurred receiving an
acknow edgnent for a packet. The Sanple is nmeasured, not
cal cul at ed.

Round-Trip Tine (RTT) is the estimated round-trip time for an
Acknow edgnment to be received for a given transnmitted packet. Wen
the network link is a local network, this delay will be m nim

(if not zero). Wien the network link is the Internet, this delay
coul d be substantial and vary widely. RTT is adaptive: it wll
adjust to include the PPD and whatever shifting network del ays
contribute to the tine between a packet being transnitted and
receiving its acknow edgment.

Adaptive Tine-Qut (ATO is the time that nust el apse before an
acknow edgnment is considered lost. After a tinme-out, the sliding
wi ndow is partially closed and the ATO is backed off.

The Packet Processing Delay (PPD) paraneter is a 16-bit word
exchanged during the Call Control phase that represents tenths of a
second (64 neans 6.4 seconds). The protocol only specifies that the
paraneter is exchanged, it does not specify howit is calculated. The
way values for PPD are calculated is inplenentation-dependent and
need not be variable (static tine-outs are allowed). The PPD nust be
exchanged in the call connect sequences, even if it remains constant
in an inplenmentation. One possible way to calculate the PPD is:

PPD = ((PPP_MAX DATA MIU - Header) * W ndowSi ze * 8) / ConnectRate
PPD = PPD + PACFudge

Header is the total size of the IP and GRE headers, which is 36. The
MIU is the overall MIU for the internetwork |ink between the PAC and
PNS. W ndowSi ze represents the nunber of packets in the sliding

wi ndow, and is inplenentation-dependent. The | atency of the

i nternetwork could be used to pick a window size sufficient to keep
the current session's pipe full. The constant 8 converts octets to
bits (assunming ConnectRate is in bits per second). |[|f ConnectRate is
in bytes per second, omt the 8. PACFudge is not required but can be
used to take overall processing overhead of the PAC into account.
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The value of PPD is used to seed the adaptive algorithmw th the
initial RTT[n-1] val ue.

4.4.1. Calculating Adaptive Acknow edgnent Ti me- Qut

We still must decide how much tinme to allow for acknow edgnents to
return. If the time-out is set too high, we nay wait an unnecessarily
long tinme for dropped packets. If the tine-out is too short, we may
time out just before the acknow edgnent arrives. The acknow edgnent
ti me-out should al so be reasonabl e and responsive to changi ng network
condi tions.

The suggested adaptive al gorithm detail ed below is based on the TCP
1989 inplementation and is explained in [11]. 'n’ neans this
iteration of the calculation, and "'n-1" refers to values fromthe

| ast cal cul ati on.

DIFF[n] = SAVPLE[n] - RTT[n-1]

DEV[n] = DEV[n-1] + (beta * (|DIFF[n]| - DEV[Nn-1]))
RTT[n] = RTT[n-1] + (alpha * DI FF[n])
AT n] = MAX (M nTineQut, MN (RTT[n] +

(chi * DEV[n]), MaxTineQut))

DI FF represents the error between the |ast estimated round-trip
time and the neasured tine. DIFF is cal culated on each iteration.

DEV is the estimated nean deviation. This approxi mates the
standard deviation. DEV is calculated on each iteration and
stored for use in the next iteration. Initially, it is set to O.
RTT is the estimated round-trip tinme of an average packet. RTT is
ycal cul ated on each iteration and stored for use in the next
iteration. Initially, it is set to PPD

ATO is the adaptive tinme-out for the next transm tted packet. ATO
is calculated on each iteration. |Its value is limted, by the MN
function, to be a maxi num of the configured MaxTi neQut val ue.

Al pha is the gain for the average and is typically 1/8 (0.125).
Beta is the gain for the deviation and is typically 1/4 (0.250).

Chi is the gain for the tinme-out and is typically set to 4.
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To elimnate division operations for fractional gain elenents, the
entire set of equations can be scaled. Wth the suggested gain
constants, they should be scaled by 8 to elininate all division. To
sinmplify calculations, all gain values are kept to powers of two so
that shift operations can be used in place of multiplication or

di vi si on.

4.4.2. Congestion Control: Adjusting for Tinme-Qut

This section describes how the cal culation of ATOis nodified in the
case where a tinme-out does occur. Wen a tine-out occurs, the tine-
out val ue should be adjusted rapidly upward. Although the GRE
packets are not retransnitted when a tinme-out occurs, the time-out
shoul d be adjusted up toward a naximumlimt. To conpensate for
shifting internetwork tine delays, a strategy nmust be enployed to
increase the time-out when it expires (notice that in addition to
increasing the tine-out, we are also shrinking the size of the w ndow
as described in the next section). For an interval in which a tine-
out occurs, the new

ATO is cal cul ated as:

RTT[n] = delta * RTT[n-1]
DEV[ n] = DEV[ n-1]
AT n] = MAX (M nTineQut, MN (RTT[n] +

(chi * DEV[n]), MaxTineQut))

In this calculation of ATO, only the two values that both contribute
to ATO and are stored for the next iteration are calculated. RIT is
scal ed by delta, and DEV is unnmodified. DI FF is not carried forward
and is not used in this scenario. A value of 2 for Delta, the tine-
out gain factor for RTT, is suggested.

5. Security Considerations

The security of user data passed over the tunnel ed PPP connection is
addressed by PPP, as is authentication of the PPP peers.

Because the PPTP control channel nmessages are neither authenticated
nor integrity protected, it mght be possible for an attacker to
hijack the underlying TCP connection. It is also possible to

manuf acture fal se control channel nessages and alter genui ne nessages
intransit w thout detection.

The GRE packets formng the tunnel itself are not cryptographically
protected. Because the PPP negotiations are carried out over the
tunnel, it may be possible for an attacker to eavesdrop on and nodify
t hose negoti ati ons.
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Unl ess the PPP payload data is cryptographically protected, it can be
captured and read or nodified.
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