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Ascend Tunnel Managenent Protocol - ATMP
Status of this Meno

This meno provides information for the Internet community. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

| ESG Not e:

This note docunents a private protocol for tunnel managenent. This
protocol is NOT the product of an IETF working group nor is it a
standards track docunment. There is ongoing effort in an | ETF worki ng
group which could result in a standards track docunment which
specifies a protocol which provides simlar functionality.

Abstract

Thi s docunent specifies a generic tunnel managenent protocol that
allows renote dial-in users to access their home network as if they
were directly attached to the hone network. The user’s client

sof tware uses an address contained in the home network address space
for the renote access. Packets to and fromthe hone network are
tunnel ed by the Network Access Server (NAS) to which the user
connects and a Home Agent (HA) on the user’s home network. This

all ows for the support of access to Virtual Private Networks and al so
allows for the use of protocols other than IP to be carried over the
tunnel. An exanple of how the RADI US (Renpte Authentication Dial In
User Service) can be used to provide the necessary configuration
information to support this service is also provided.

1. Introduction

The Ascend Tunnel Managenent Protocol (ATMP) is a protocol currently
bei ng used in Ascend Conmuni cation products to allow dial-in client
software to obtain virtual presence on a user’s hone network from
renote |locations. A user calls into a rembte NAS but, instead of
usi ng an address belonging to a network directly supported by the
NAS, the client software uses an address belonging to the user’s
"Home Network". This address can be either provided by the client
software or assigned froma pool of addresses fromthe Home Network
address space. In either case, this address belongs to the Hone

Net work and therefore special routing considerations are required in
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order to route packets to and fromthese clients. A tunnel between
the NAS and a special "Honme Agent" (HA) |ocated on the Home Network
is used to carry data to and fromthe client.

ATMP currently allows for both IP and | PX protocols to be tunnel ed
between the NAS and the HA. The protocol to be used, the HA to use,
and ot her user specific information is provided by sone configuration
mechani smthat is beyond the scope of this docunment. Appendix A
illustrates how RADIUS [5] is used to convey this information to the
NAS.

The determination of the Hone Network address to be used can be
acconplished in different ways. It could, for exanple, be configured
in the client and negotiated by IPCP (or IPXCP). Alternatively, it
could be defined to be an address specific to the given user ID, or
it could be assigned froma pool of addresses provided by the Home
Net work for the purpose of renmpte dial-in access. Again, howthis
address is assigned and how the NAS decides to i nvoke ATMP for a
specific call is beyond the scope of this docunent.

1.1 Protocol Goals and Assunptions

The ATMP protocol is inplenented only by the NAS and HA. No ot her
systens need to be aware of ATMP. All other systens communicate in
the normal manner and are unaware that they may be communicating with
renote clients. The clients thenselves are unaware of ATMP. It is
assuned that standard PPP [8] (or SLIP) clients are being used.

Unlike the nobile-1P protocol [3], ATMP assunes that a single NAS
wi Il provide the physical connection to a renote client for the
duration of the session. The client will not switch between NASes
expecting to keep the sane | P address and all associ ated sessions
active during these transitions. A particular client can be
registered with a given HA only once at any given tine.
Deregistration with a HA inplies | oss of all higher |ayer sessions
for that client.

IP multicasting is currently not provided by ATMP.

1.2 Term nol ogy
The terninology used in this docunent is sinmilar to that used in
mobile-1P. As pointed out in the previous section, however, ATMP
provi des a subset of the functionality provided by nmobile-1P and the

meani ngs of the various ternms used herein have been nodified
accordingly.
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Connection Profile

A table used to route packets other than by destination
address. The Connection Profile is a nanmed entity that
contains information indicating how packets addressed to it are

to be routed. It may be used to route packets to unregistered
| P addresses and for routing protocols other than IP (e.qg.,
| PX) .

Forei gn Agent (FA)

A routing entity that resides in a NAS on a renote network that
allows a nobile node to utilize a honme network address. It
tunnel s datagrans to, and detunnels datagrans from the hone
agent for the given hone network.

Home Address

An address that is assigned for an extended period of tine to a
nmobi l e node. It may renmain unchanged regardl ess of where the
MN is attached to the Internet. Alternatively, it could be
assigned froma pool of addresses. The managenment of this poo
is beyond the scope of this docunent.

Home Agent (HA)

A router on a nobile node’s hone network which tunnels
datagrans for delivery to, and detunnels datagrans from a
nobi | e node when it is away from hone.

Home Net wor k

The address space of the network to which a user logically

bel ongs. When a workstation is physically connected to a LAN,
the LAN address space is the user’s honme network. ATMP
provides for a renmpte virtual connection to a LAN

Mobi | e Node (MN)
A host that wi shes to use a Hone Network address while
physically connected by a point-to-point |ink (phone Iine,
| SDN, etc.) to a NAS that does not reside on the Honme NetworKk.
Also referred to as the client.

Mobi l'ity Binding

The associ ation of a Honme Address with a Foreign Agent |P
address and a Tunnel |D
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Net wor k Access Server (NAS)

A devi ce providing tenporary, on-demand, network access to
users. This access is point-to-point using phone or |SDN
l'ines.

Tunnel

The path followed by a datagramwhen it is encapsul ated. The
nodel is that, while it is encapsulated, a datagramis routed
to a know edgeabl e decapsul ati on agent, which decapsul ates the
datagram and then correctly delivers it to its ultimate
destination. Each nobile node connecting to a hone agent does
so over a unique tunnel, identified by a tunnel identifier
which is unique to a given FA-HA pair. A tunnel can carry both
| P and | PX dat agrans sinmul taneously.

1.3 Protocol Overview

A mobil e node that wi shes to use a hone address while connected to a
renote NAS nmust register with the appropriate hone agent. The
foreign agent entity of the renpte NAS perforns this registration on
behal f of the MN. Once registered, a tunnel is established between
the FA and HA to carry datagrans to and fromthe MN. Wile a MWNis
registered with an HA, the HA nust intercept any packets destined for
the MN's hone address and forward themvia the tunnel to the FA. Wen
the FA detects that the MN has di sconnected fromthe NAS, it issues a
deregi ster request to the HA

Because ATMP allows protocols other than IP to be carried on its
tunnel s and al so allows unregistered I P address to be used to provide
for access to enterprise networks, the HA doesn’t necessarily route
datagrans received fromthe MN in the conventional manner. The

regi stration request allows for a named "Connection Profile" to be
specified in the registration request. This Connection Profile
contains configuration information that tells the HA where to send
packets that it receives fromthe M\

1.4 Specification Language

In this docunment, several words are used to signhify the requirenents
of the specification. These words are often capitalized.

MUST This word, or the adjective "required", nmeans

that the definition is an absol ute requirenent
of the specification.
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MJUST NOT

SHOULD

MAY

silently discard

ATMP February 1997

This phrase neans that the definition is an
absol ute prohibition of the specification

This word, or the adjective "recomended",
means that, in sonme circunstances, valid
reasons nay exist to ignore this item but
the full inplications nust be understood and
carefully wei ghed before choosing a different
course. Unexpected results may result

ot herwi se.

This word, or the adjective "optional", nmeans
that this itemis one of an allowed set of
alternatives. An inplenmentation which does
not include this option MJST be prepared to

i nteroperate with another inplenentation which
does include the option

The inmpl enmentati on di scards the datagram

wi t hout further processing, and w thout
indicating an error to the sender. The

i mpl enentati on SHOULD provide the capability of
| ogging the error, including the contents of

t he di scarded datagram and SHOULD record the
event in a statistics counter.

2.0 Protocol Specification

ATVMP defi nes a set of

request and reply nessages sent with UDP [4].

The HA |istens on UDP port 5150 [6]) for requests fromFA s. The UDP
checksum field MJST be computed and verified. There are 7 different
ATMP nessage types represented by the foll owi ng Type val ues:

Message Type Type code
Regi strati on Request 1
Chal | enge Request 2
Chal | enge Reply 3
Regi strati on Reply 4

Hanezeh
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Der egi st er Request 5
Der egi ster Reply 6
Error Notification 7

2.1 Registrati on Request

The FA issues a Registration Request to request the HA to establish a
nmobi lity binding for the specified MN hone address. The request is

i ssued to the HA by the FA upon detecting a MN that wi shes to use a
hone address supported by the HA receiving the request.

I P fields
Sour ce Address The I P address of the foreign agent
interface fromwhich the request is
i ssued.
Desti nati on Address The | P address of the hone agent.
UDP fields:
Sour ce Port vari abl e
Destination Port 5150 (or port number configured in FA

for given HA)
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The UDP header is followed by the ATMP fiel ds shown bel ow

0 1
012345678901

2 3
23456789012345678901

T S o T s T T o S T il sl S T R S i i
| Ver si on | Type | I dentifier |
T S o T s T T o S T il sl S T R S i i

For ei gn Agent |

T T T S i S S S S e T T R s i s

Mobi | e Node |

T T T S i S S S S e T T S s i =

Mobi | e Node Mask |

T T T S i S S S S e T T S s i =

Mobi | e Node | PX Net |

T S S T A S S T i S S s sl s S P S

I

+-

| Mobil e Node I PX Station
+-

T S S T T S S T i S S s sl S S PSS

| reserved

T S T T S e i S S e S S T AT S S S

Hone Net wor k Nane .o

T T T S i S S S S e T T s i s

Ver si on
Type
I dentifier

For ei gn Agent

Mobi | e Node

Mobi | e Node Mask

Mobi | e Node | PX Net

The ATMP protocol version. MJST be 1.
1 for Registration Request.

A 16 bit nunber used to natch replies
with requests. A new val ue shoul d be
provided in each new request.

Ret ransmni ssi ons of the sane request
shoul d use the same identifier

The | P address of the foreign agent
i ssuing the request (typically the sane
as the UDP source address).

The | P address to be used by the nobile
node. This is the nobile node' s hone
address. This field can be all 0's if
IPXis to be tunneled to the npbile node.

The network bit mask for the nobile node.
Currently this value should be set to al
1's.

The Network portion of the nobile node’s
| PX address. This value should be set to
all 0's if only IPis to be tunnel ed.
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Mobi |l e Node | PX Station The 6 octet value used to represent the
station portion of the nmobile node’ s |IPX
address. This value should be set to al
O's if only IPis to be tunneled instead
of | PX

Reserved This field is for future extensibility
and MJST be set to all 0’'s.

HN Narme This is the nanme of the "Connection
Profile" to be used by the honme agent to
forward all packets received fromthe
nobi |l e node. This character string is
ternmi nated by a NUL character and can be
up to 32 characters long, including the
NUL termi nator.

2.2 Chal | enge Request

The Horme Agent issues a Chall enge Request in response to the receipt
of a Registration Request froma Foreign Agent. It is used by the
Hone Agent, in conjunction with the Challenge Reply, to authenticate
t he Forei gn Agent.

IP fields
Sour ce Address The | P address of the Hone Agent
interface fromwhich the request is
i ssued.
Destinati on Address Copi ed formthe Source Address of the
Regi strati on Request.
UDP fi el ds:
Sour ce Port vari abl e
Destination Port Copi ed fromthe Source Port of the

Regi strati on Request.
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The UDP header is followed by the ATMP fiel ds shown bel ow

0

2 3

01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Ver si on

| | dentifier |

T T S e i T T S S T T T S S

I
I
I
I
i S I i s ST T S R o
| Result Code

+-

Aut hent i cat or

I
I
I
I
+

e S i T S S

Ver si on
Type
I dentifier

Aut henti cat or

Hanezeh

The ATMP protocol version. MJST be 1.
2 for Chall enge Request

A 16 bit nunber used to natch replies
with requests. A new val ue shoul d be
provided in each new request.

Ret ransmi ssi ons of the sane request
shoul d use the sanme identifier

A series of 16 octet val ues randony
generated by the Home Agent. The
receiving Foreign Agent is to perform an
MD5 [7] hash of these values along with a
shared secret. The resultant digest is
returned in the Challenge Reply. See
Sec. 2.3 Retransm ssions of the Chall enge
Request shoul d use the sane Authenticator
val ue.

A value of all 0's inthis field
indicates an error occurred with the
Regi strati on Request. The error code
will be in the follow ng field.
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Resul t Code I f non-zero, this value indicates the
error condition that occurred. See Sec.
2.8 for a list of Result Code val ues and
t hei r nmeani ngs.

A non-zero value in this field inplies
that the Authenticator field will be
zero.

2.3 Chal | enge Reply

The Foreign Agent issues a Challenge Reply upon receipt of a valid
Chal | enge Request (one with a Result Code of 0) fromthe Hone Agent.
The Forei gn Agent uses the randomy generated Authenticator val ue
fromthe Chall enge Request along with a shared secret to produce an
MD5 di gest value which is returned to the Honme Agent in the Challenge
Reply.

IP fields
Sour ce Address The | P address of the Foreign Agent
interface fromwhich the reply is issued.
Destinati on Address Copi ed fromthe Source Address of the
Chal | enge Request.
UDP fi el ds:
Sour ce Port vari abl e
Destination Port Copi ed fromthe Source Port of the

Chal | enge Request.

The UDP header is followed by the ATMP fiel ds shown bel ow

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| Ver si on | Type | I dentifier |
T S o T s T T o S T il sl S T R S i i
| Reply Length | Reply

T T T S T S S S S e e T e i i S S
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Ver si on The ATMP protocol version. MJST be 1.
Type 3 for Challenge Reply
I dentifier Copi ed fromthe correspondi ng

Deregi strati on Request.

Reply Length This field specifies the Iength of the
chal | enge reply conputati on based on the
recei ved Authenticator and the shared
secret. For MD5 this length will always
be 16. This field is provided for future
extensibility.

Reply This is the conmputed challenge reply. It
is computed by perforning an MD5 nessage
di gest conputation over the Authenticator
val ue received in the Chall enge Request
appended with the secret shared between
the Foreign Agent and the Hone Agent.
The digests produced by MD5 are always 16
octets | ong.

2.4 Registration Reply

A Registration Reply is issued by a Home Agent in reply to a
Chal l enge Reply received froma Foreign Agent. The Registration
Reply indicates to the Foreign Agent whether the registration was
accepted by the Honme Agent or not. It also provides a "tunnel ID" to
uni quely identify the tunnel to be associated with this session

The Horme Agent cal cul ates the same MD5 hash on the Chall enge Request
Aut henticator field and the shared secret. The resulting digest is
conpared with the Reply value in the Challenge Reply and if it is
equal , authentication is successful. Oherwise the registration is
not accepted and the Foreign Agent is informed by the Result Code of
the Registration Reply that registration failed due to an

aut hentication failure.

I P fields
Sour ce Address The | P address of the Hone Agent
interface fromwhich the reply is issued.
Destinati on Address Copi ed fromthe Source Address of the

Chal | enge Reply.
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UDP fi el ds:
Source Port vari abl e
Destination Port Copi ed fromthe Source Port of the

Chal | enge Reply.

The UDP header is followed by the ATMP fiel ds shown bel ow

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| Ver si on | Type | I dentifier |
T S o T s T T o S T il sl S T R S i i
| Result Code | Tunnel ID |

T T T S i S S S St S I mT A SIS

Ver si on The ATMP protocol version. MJST be 1.
Type 4 for Registration Reply
I dentifier Copi ed fromthe correspondi ng

Regi strati on Request.

Resul t Code Specifies the result of the registration
and authentication attenpt by the Foreign
Agent. Sec. 2.8 for a list of Result
Code val ues and their neanings.

Tunnel ID This is the identifier used to indicate a
gi ven nmobility binding between a given
Mobi | e Node and Horme Agent. This
identifier is used to distinguish
multiple tunnel s between a given Foreign
Agent - Home Agent pair. It is carried in
the "key" field of the GRE [1] tunnel
packets that ATMP uses as the tunne
protocol. It is also used in
Deregi strati on Requests and Error
Notification nmessages to indicate the
particular nobility binding to which they
rel ate.
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2.5 Deregistration Request

The Deregistration Request is issued by the Foreign Agent to the Home
Agent to indicate that the specified nobility binding is to be ended.
This request may result fromthe Foreign Agent detecting that its
connection to the Mobile Node has terminated. It can also be issued
in response to a detected error condition by the Foreign Agent or
receipt of an Error Notification nessage fromthe Hone Agent.

IP fields
Sour ce Address The | P address of the Foreign Agent
interface fromwhich the request is
i ssued.
Destinati on Address 5150 (or port nunber configured in FA
for given HA)
UDP fi el ds:
Sour ce Port vari abl e
Destination Port Copi ed fromthe Source Port of the

Chal | enge Reply.

The UDP header is followed by the ATMP fiel ds shown bel ow

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| Ver si on | Type | I dentifier |
T S o T s T T o S T il sl S T R S i i
| Tunnel 1D |

s T i S S S s o S S

Ver si on The ATMP protocol version. MJST be 1.
Type 5 for Deregistrati on Request
I dentifier A 16 bit nunber used to natch replies

with requests. A new val ue shoul d be
provided in each new request.

Ret ransni ssi ons of the sane request
shoul d use the sanme identifier
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Tunnel 1D Tunnel identifier of the nmobility binding
to be term nated.

2.6 Deregistration Reply

The Deregistration Reply is issued by the Honme Agent in response to a
Deregi strati on Request received froma Foreign Agent. |If the

Deregi strati on Request was valid, the Hone Agent renobves the
specified nobility binding fromits tables and issues an affirmative
reply. Qherw se the Home Agent issues a Deregistration Reply with a
Result Code indicating the reason for failure of the Deregistration

Request .
I P fields
Sour ce Address The | P address of the Hone Agent
interface fromwhich the reply is issued.
Destinati on Address Copi ed fromthe Source Address of the
recei ved Deregistration Request.
UDP fields:
Sour ce Port vari abl e
Destination Port Copi ed fromthe Source Port of the

recei ved Deregistration Request.
The UDP header is followed by the ATMP fiel ds shown bel ow
0 1 2 3

01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Ver si on | Type | | dentifier |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Result Code | Tunnel ID |

T T S i S S S T S S S S S S

Ver si on The ATMP protocol version. MJST be 1.
Type 6 for Deregistration Reply
I dentifier Copi ed fromthe correspondi ng

Deregi strati on Request.
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Resul t Code Specifies the result of the registration
and aut hentication attenpt by the Foreign
Agent. Sec. 2.8 for a list of Result
Code val ues and their neanings.

Tunnel 1D Tunnel identifier of the nobility binding
specified in the Deregi strati on Request.

2.7 Error Notification

This nessage is sent by either agent to informthe other agent that
an error condition has occurred. It provides a last-ditch error
recovery mechanismthat is used for conditions that cannot be
reported back to the sender by the normal request-reply mechani sm
such as the recei pt of a spontaneously generated reply.

I P fields

Sour ce Address The | P address of the issuing agent
interface fromwhich this nmessage is
i ssued.

Desti nati on Address The | P address of the Hone Agent or
Forei gn Agent to which this nessage is to
be i ssued.

UDP fields:
Sour ce Port vari abl e
Destination Port If issued to a Honme Agent, 5150 (or the

port nunber configured for the given HA).
If issued to a Foreign Agent, the source
port nunber saved fromthe original

Regi strati on Request.

The UDP header is followed by the ATMP fiel ds shown bel ow
0 1 2 3

01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| Ver si on | Type | I dentifier |
T S o T s T T o S T il sl S T R S i i
| Result Code | Tunnel ID |

T T T S i S S S St S I mT A SIS
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Ver si on
Type
I dentifier
Result Code
Tunnel 1D

2.8 Result Codes
Error Code
0 NO_ERROR

1 AUTH_FAI LED

2 NOT_ENABLED

3 TOO MANY
4 PARAVETER ERROR

5 INVALI D_TUNNEL_I D

6 TI MEQUT

Hanezeh

ATMP February 1997

The ATMP protocol version. MJST be 1.
7 for Error Notification

If issued in response to a received reply
type nessage, this value should be copied
fromthe identifier field of the reply.

O herwi se the identifier should be the
val ue that woul d be used for the next
generated request.

This indicates the type of error
detected. The possible result codes are
defined in Sec. 2.8.

Tunnel identifier of the nmobility binding
to which this nessage pertains. |If the
Error Notification is being sent in

response to an unsolicited reply, the
Tunnel IDis copied fromthe reply.

Descri ption
Successful operation

Aut hentication of the Foreign Agent fail ed.
Regi strati on deni ed.

The Honme Agent is not configured to run ATMP.

Too many Mbil e Node sessions. Hone Agent is out
of resources.

An invalid value was detected in an ATMP nessage.
The Tunnel ID contained in a GRE packet is
invalid or the corresponding nobility binding
does not exist. This usually occurs when either
the MN or HA has reset.

A response to an ATMP request was not received in
tinme.
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7 NET_UNREACHABLE The Horme Network for this nobility binding is not
operational (the "Connection Profile" is "down"
or is not defined).

8 GENERAL_ERRCR General Error indication.
2.9 Protocol Operation

Upon detection of a Mbile Node requiring ATMP service, the NAS

i nvokes its ATMP Foreign Agent entity. The FA retrieves configuration
i nformation for the user involved. This infornation is obtained in a
nmet hod particular to the NAS and is not specified by this docunent.
The informati on obtai ned MJST include the Home Agent address and the
shared secret for this HA. It also MAY include the Hone Network Nane,
if a Connection Profile is to be used for this session.

The FA then sends a Registration Request to the HA inforning it that
an MN wi shes to register with it. The FA then waits for the HA to
respond with a Chall enge Request. The FA retransnits the

Regi strati on Request every 2 seconds until it receives the Chall enge
Request. If, after 10 retransni ssions, no Chall enge Request is
received, the FAwill terninate the Registration Request, |logs the
registration failure, and disconnects the N

Upon recei pt of the Chall enge Request, the FA exanines the Result
code. |If it indicates an error condition, the condition is |ogged
and the MN is disconnected. If the result is zero, the FA generates
a Challenge Reply. The Challenge Reply is generated by appending the
Aut henti cator obtained fromthe Chall enge Request with the shared
secret (obtained fromthe configuration data) and then conputing the
MD5 hash of this concatenated string (authenticator + secret). The
16 octet hash is then returned in the Challenge Reply for validation
by the HA

Upon receipt of the Challenge Reply fromthe FA the HA does the sane
comput ati on of the MD5 hash based on the Chall enge Request
Aut henti cator and the shared-secret (which it too nust be configured

with). If this digest matches that provided in the Chall enge Reply
by the FA then the authentication is successful and the registration
is accepted. |If the authentication fails, or resource linmtations

prohibit the registration attenpt, the HA returns a Registration
Reply with a non-zero result code to the FA

If the HA accepts the Challenge Reply fromthe FA, it assigns a
Tunnel IDto this session and returns this Tunnel IDin a

Regi stration Reply with a zero result code. This Tunnel ID needs to
be unique for the FA-HA pair. The Tunnel IDis used to multiplex and
demul ti pl ex the packets sent between a given FA-HA pair.
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At the tine the HA decides to accept a registration, it creates a
control block that associates the Tunnel ID with the appropriate
routing information. |f the Registration Request included a Hone
Network Nanme, this nane is saved in the table and used as the nane of
the Connection Profile for this session

Upon receipt of the Registration Reply, the FA examines the result
code. If it is non-zero, the FA logs the registration failure and

di sconnects the MN. If it is zero, the FA saves the Tunnel IDin a
control block associated with the MN session. The FA and HA are now
ready to exchange data packets for this M\ session

On the FA side, all data received fromthe MN will be encapsul at ed
using GRE and sent to the HA with the assigned Tunnel ID included in
the GRE Key field. Wen the HA receives a GRE packet it decapsul ates
it and routes it using the routing information contained in the HA's
control block associated with this Tunnel 1D.

When the HA receives a packet destined for the MN's Hone Address, it
MUST encapsulate it in a GRE packet and forward it to the appropriate
FA. The Tunnel IDis included in the GRE Key field to allow the FA
to demul ti pl ex the packet.

When the FA receives a CRE packet, it will examine the Tunnel IDin
the GRE Key field to see if it matches the Tunnel |ID assigned to any
of the MN's currently connected to the FA. |If so, the packet is
decapsul ated and forwarded to the MN. |f the Tunnel 1D doesn’'t match

any active MN's, an Error Notification nessage is issued to the HA
and the GRE packet is silently discarded.

Wien the FA wishes to disconnect the MN fromthe HA, it issues a
Deregi strati on Request. This request is issued every 2 seconds. |If
after 10 attenpts a Deregistration Reply is not received fromthe HA
an error condition is logged and the MN is disconnected. Upon
receipt of a Deregistration Reply fromthe HA, the FA deall ocates the
Tunnel 1D and di sconnects the M\

3.0 Security Considerations

The Registration function of ATMP is protected by a

Chal | enge/ Response nmechanismsimlar to CHAP [2]. The Honme Agent
chal | enges each registration attenpt by a Foreign Agent for

aut henti cation. This authentication requires the configuration of a
shared secret for each HA/client pair.
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Appendi x A
Addi tional RADIUS Attributes for ATMP

Thi s appendi x indicates the RADI US attributes that have been added by
Ascend to support ATMP for IP. Currently these are defined as non-
vendor -specific attributes but have been included in [5].

Attri bute:

Type:
Val ue:

Attri bute:

Type:
Val ue:

Attri bute:

Type:
Val ue:

Attri bute:

Type:
Val ue:

Appendi x B

"Ascend- Hone- Agent - | P- Addr "
| P- Addr ess
The | P address of the Hone Agent

" Ascend- Hone- Agent - Passwor d"
String

Secret shared for this user with HA

" Ascend- Home- Net wor k- Nang"

String

Name of Connection Profile for this session

" Ascend- Hone- Agent - UDP- Port "
| nt eger
The destination UDP port number for the specified HA

| PX Operation

ATMP specifies a mechani smwhich allows IPX clients to receive

nobility services froma HA. Section 2 details the protoco
to register,

used

deregi ster, and authenticate a tunnel used for |PX

Note that ATMP is based on I P datagrans for the managenent of

tunnel s and,

thus, IPX tunneling with ATMP al ways requires an

underlying | P networKk.

Each | PX nobile client
address pair.
route,” an enterprise-uni que network nunber needs to be

| P"s "host

chosen for each hone agent.

requires an | PX network nunmber and node
Since | PX does not support a simlar facility to

Thi s networ k nunber MJST be di stinct

fromthe I PX network nunmber assigned to any of the hone agent’s

LAN i nterfaces.

Each nmobile client tunneled to the honme agent MJUST

use the sane | PX network nunber.

For exanpl e,
The home agent

clients.

consi der a home agent which supports two nobile
is on a LAN network with an | PX address

of AA000001. The hone agent’s client network may be assi gned
AA000002. The two mobile clients may have addresses
AA000002: 0040F1000001 and AA000002: 0040F1000002 respectively.
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| PX node nunmbers need to be unique on a given network. A mechani sm
nmust exi st to guarantee that for each hone agent’s network, a
given nobile client’s node address is unique. Several techniques
may be enpl oyed to assure uni que node addresses. The current

i mpl ementati on of ATMP described in this docunment relies on RADI US
to assign a node address at the foreign agent. The foll ow ng

RADI US attributes are included for |IPX operation in addition to
the attributes described in Appendix A for |P operation:

Attribute: "Franed-I|PX-Network" (See [5] for details).

Attribute: "Ascend-I|PX-Node- Addr"

Type: String

String: The node address for the nobile client in 12 octet
ASCI | representing the hexadecimal string. Both
| ower and upper case characters are perm ssible.
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