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| MAP4 Mai | box Referrals
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

1. Abstract

When dealing with | arge amobunts of users, nessages and geographically
di spersed | MAP4 [ RFC-2060] servers, it is often desirable to

di stribute nmessages anongst different servers within an organi zation
For exanpl e an adninistrator may choose to store user’s persona
mai | boxes on a | ocal | MAP4 server, while storing shared nail boxes
renotely on another server. This type of configuration is common
when it is uneconomical to store all data centrally due to limted
bandw dth or di sk resources.

Mai | box referrals allow clients to seam essly access nuail boxes that
are distributed across several |MAP4 servers.

A referral mechani smcan provide efficiencies over the alternative
"proxy nmethod", in which the | ocal | MAP4 server contacts the renote
server on behalf of the client, and then transfers the data fromthe
renote server to itself, and then on to the client. The referra
mechanisnis direct client connection to the renbte server is often a
nmore efficient use of bandw dth, and does not require the |ocal
server to inpersonate the client when authenticating to the renote
server.

2. Conventions used in this docunent

In exanples, "C:" and "S:" indicate |ines sent by the client and
server respectively.

A hone server, is an | MAP4 server that contains the user’s inbox.

A renmote mailbox is a mail box that is not hosted on the user’s hone
server.
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A renote server is a server that contains renote nail boxes.
A shared nmil box, is a mailbox that nmultiple users have access to.

An | MAP mail box referral is when the server directs the client to
anot her | MAP mai | box.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].

3. Introduction and Overvi ew

| MAP4 servers that support this extension MJST |ist the keyword
MAI LBOX- REFERRALS in their CAPABILITY response. No client action is
needed to invoke the MAI LBOX- REFERRALS capability in a server.

A MAI LBOX- REFERRALS capabl e | MAP4 server MJUST NOT return referrals
that result in a referrals |oop

A referral response consists of a tagged NO response and a REFERRAL
response code. The REFERRAL response code MJST contain as an
argunment a one or nore valid URLs separated by a space as defined in
[RFC-1738]. If a server replies with nultiple URLs for a particular
obj ect, they MJST all be of the same type. In this case, the URL MJST
be an IMAP URL as defined in [RFC-2192]. A client that supports the
REFERRALS ext ensi on MJST be prepared for a URL of any type, but it
need only be able to process | MAP URLs.

A server MAY respond with rmultiple | MAP nail box referrals if there is
nore than one replica of the mailbox. This allows the inplenentation
of a load balancing or fail over schene. How a server keeps nmultiple
replicas of a mailbox in sync is not addressed by this docunent.

If the server has a preferred order in which the client should
attenpt to access the URLs, the preferred URL SHOULD be listed in the
first, with the remaining URLs presented in descendi ng order of
preference. |If nmultiple referrals are given for a mail box, a server
shoul d be aware that there are synchroni zation issues for a client if
the U DVALIDITY of the referred nmuail boxes are different.

An | MAP mai | box referral may be given in response to an | MAP command
that specifies a mailbox as an argunent.
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Exanpl e:
A001 NO [ REFERRAL | MAP: /[ user; AUTH=* @SERVER2/ REMOTE] Renpt e Mai | box

NOTE: user; AUTH=* is specified as required by [RFC-2192] to avoid a
client falling back to anonynous | ogin.

Renot e mmi |l boxes and their inferiors, that are accessible only via
referrals SHOULD NOT appear in LIST and LSUB responses issued agai nst
the user’s hone server. They MJST appear in RLIST and RLSUB
responses issued against the user’s hone server. H erarchy referrals,
in which a client would be required to connect to the renote server
to issue a LIST to discover the inferiors of a nmailbox are not
addressed in this docunent.

For example, if shared nail boxes were only accessible via referrals

on a renote server, a RLIST "" "#SHARED/ % comand woul d return the
same response if issued against the user’s honme server or the renote
server.

Note: Muil boxes that are available on the user’s hone server do not
need to be available on the renote server. |In addition, there may be
addi ti onal mail boxes available on the renote server, but they wll

not accessible to the client via referrals unless they appear in the
LI ST response to the RLI ST command agai nst the user’s honme server.

A MAI LBOX- REFERRALS capabl e client will issue the RLI ST and RLSUB
conmmands in lieu of LIST and LSUB. The RLIST and RLSUB commands
behave identically to their LIST and LSUB counterparts, except renote
mai | boxes are returned in addition to | ocal mil boxes in the LIST and
LSUB responses. This avoids displaying to a non MAl LBOX- REFERRALS
enabl ed client inaccessible renpote nmail boxes.

4.1. SELECT, EXAM NE, DELETE, SUBSCRI BE, UNSUBSCRI BE, STATUS and APPEND
Referral s

An | MAP4 server MAY respond to the SELECT, EXAM NE, DELETE
SUBSCRI BE, UNSUBSCRI BE, STATUS or APPEND command wi th one or npbre

| MAP nai |l box referrals to indicate to the client that the mailbox is
hosted on a renote server.

Wien a client processes an | MAP nail box referral, it will open a new
connection or use an existing connection to the renbte server so that
it is able to issue the cormands necessary to process the renote
mai | box.

Gahr ns St andar ds Track [ Page 3]



RFC 2193 | MAP4 Mai | box Referrals Sept ember 1997

Exanpl e: <l MAP4 connection to honme server>

C. A001 DELETE " SHARED FOO'
S: A0O1 NO [ REFERRAL | MAP: /[ user ; AUTH=* @ERVER2/ SHAREDY FOO
Renot e mai |l box. Try SERVER2.

<Client established a second connection to SERVER2 and
i ssues the DELETE command on the referred mail box>

S: * OK | MAP4revl server ready
C. BO0O1 AUTHENTI CATE KERBEROS V4
<aut henti cati on exchange>

S: BO0O1 OK user is authenticated

C. B002 DELETE " SHARED FOO'
S: B002 OK DELETE conpl et ed

Exanpl e: <l MAP4 connection to hone server>

C. A001 SELECT REMOTE

S: A0O1 NO [ REFERRAL | MAP: /[ user ; AUTH=* @GSERVER2/ REMOTE
| MAP: / / user ; AUTH=* @GSERVER3/ REMOTE] Renpte mail box.
Try SERVER2 or SERVERS.

<Cient opens second connection to renote server, and
i ssues the commands needed to process the itens in the
renote mail box>

S: * OK | MAP4revl server ready
C. BO0O1 AUTHENTI CATE KERBEROS V4
<aut henti cati on exchange>

S: BO0O1l OK user is authenticated

C. B002 SELECT REMOTE

S: * 12 EXI STS

S. * 1 RECENT

S: * OK [ UNSEEN 10] Message 10 is first unseen
S * OK[UDVALID TY 123456789]

S: * FLAGS (Answered Fl agged Del eted Seen Draft)
S: * OK [ PERVANENTFLAGS (Answered Del eted Seen ]
S: B002 OK [ READ-WRI TE] Sel ected conpl et ed

C. B003 FETCH 10: 12 RFC822

S. * 10 FETCH .

S. * 11 FETCH .

S. * 12 FETCH .

S

B003 OK FETCH Conpl et ed
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<Client is finished processing the REMOTE nmai | box and
wants to process a nmailbox on its hone server>

C. B004 Locout
S: * BYE | MAP4revl server | oggi ng out
S: B004 OK LOGOUT Conpl et ed

A
@]

ient continues with first connecti on>

A002 SELECT | NBOX

16 EXI STS

2 RECENT

OK [ UNSEEN 10] Message 10 is first unseen
OK [U DVALI DI TY 123456789]

FLAGS (Answered Fl agged Del eted Seen Draft)
OK [ PERVANENTFLAGS (Answer ed Del eted Seen |
A002 OK [ READ- WRI TE] Sel ected conpl et ed

* F X X X X

4.2. CREATE Referrals

An | MAP4 server MAY respond to the CREATE command with one or nore

| MAP mai | box referrals, if it wishes to direct the client to issue
t he CREATE agai nst anot her server. The server can enpl oy any neans,
such as exam ning the hierarchy of the specified mail box name, in
determ ni ng which server the nmail box should be created on.

Exanpl e:

C. A001 CREATE " SHARED FOO'
S: A0O1 NO [ REFERRAL | MAP: /[ user ; AUTH=* @ERVER2/ SHAREDY FOO
Mai | box shoul d be created on renopte server

Alternatively, because a hone server is required to maintain a
listing of referred renote nail boxes, a server MAY allow the creation
of a mailbox that will ultimately reside on a renpte server agai nst
the honme server, and provide referrals on subsequent commuands t hat
mani pul ate the mai |l box.

Exanpl e:

C. A001 CREATE " SHARED FOO'
. A001 OK CREATE succeeded

S
C. A002 SELECT "SHARED FOO'
S:

A002 NO [ REFERRAL | MAP: / [/ user ; AUTH=* @ERVER2/ SHAREDY FOO|
Renot e mmil box. Try SERVER2
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4.3. RENAME Referrals

An | MAP4 server MAY respond to the RENAVE command with one or nore
pairs of I MAP mailbox referrals. In each pair of | MAP mail box
referrals, the first one is an URL to the existing mail box nane and
the second is an URL to the requested new mail box narne.

If within an | MAP mail box referral pair, the existing and new mail box
URLs are on different servers, the renpte servers are unable to
perform the RENAME operati on. To achi eve the sane behavi or of
server RENAME, the client MAY issue the constituent CREATE, FETCH
APPEND, and DELETE comands agai nst both servers.

If within an | MAP mail box referral pair, the existing and new mail box
URLs are on the same server it is an indication that the currently
connected server is unable to performthe operation. The client can
sinply re-issue the RENAME command on the renote server.

Exanpl e:

C. A001 RENAME FOO BAR

S: A0O01 NO [ REFERRAL | MAP: /[ user ; AUTH=* @SERVERL/ FOO
| MAP: / / user ; AUTH=* @GSERVER2/ BAR] Unabl e to renanme nail box
across servers

Since the existing and new nail box nanes are on different servers,
the client would be required to make a connection to both servers and
i ssue the constituent comands require to achi eve the RENAME

Exanpl e:

C. A001 RENAME FOO BAR

S: A0O01 NO [ REFERRAL | MAP: /[ user ; AUTH=* @SERVER2/ FOO
| MAP: / / user ; AUTH=* @GSERVER2/ BAR] Unabl e to renane nail box
| ocat ed on SERVER2

Since both the existing and new mail box are on the sanme renote
server, the client can sinply make a connection to the renpte server
and re-issue the RENAME command.

4.4. COPY Referrals

An | MAP4 server MAY respond to the COPY conmmand with one or nore | MAP
mai | box referrals. This indicates that the destination mailbox is on
a renote server. To achieve the sane behavior of a server COPY, the
client MAY issue the constituent FETCH and APPEND conmands agai nst
bot h servers.
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Exanpl e:

C. A001 COPY 1 "SHARED STUFF"
S: A0O01 NO [ REFERRAL | MAP: /[ user ; AUTH=* @SERVER2/ SHARED/ STUFF]
Unabl e to copy nessage(s) to SERVER2.

5.1 RLI ST commuand

Arguments: reference nane
mai | box nane with possible wldcards

Responses: untagged responses: LIST
Resul t: K - RLI ST Conpl eted

NO - RLIST Failure
BAD - command unknown or argunents invalid

1997

The RLI ST command behaves identically to its LIST counterpart, except
renote mail boxes are returned in addition to |ocal mmil boxes in the

LI ST responses.
5.2 RLSUB Conmand

Argunments: reference nane
mai | box nane with possible wldcards

Responses: untagged responses: LSUB
Resul t: OK - RLSUB Conpl et ed

NO - RLSUB Fail ure
BAD - command unknown or argunents invalid

The RLSUB command behaves identically to its LSUB counterpart, except
renote mail boxes are returned in addition to |ocal mmil boxes in the

LSUB r esponses.
6. Formal Syntax

The followi ng syntax specification uses the augnented Backus- Naur
Form (BNF) as described in [ ABNF].

list_mailbox = <list_mail box> as defined in [ RFC 2060]
mai | box = <mai | box> as defined in [ RFC 2060]
mai | box_referral = <tag> SPACE "NO' SPACE

<referral _response_code> (text / text_mni nme2)
; See [RFC-2060] for <tag>, text and text_minme2 definition
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referral _response_code = "[" "REFERRAL" 1*( SPACE <url>) "]"
; See [RFC-1738] for <url> definition
rlist = "RLIST" SPACE mai | box SPACE |i st _mmail box

"RLSUB" SPACE mmi |l box SPACE |i st_nai | box

rlsub
6. Security Considerations

The | MAP4 referral nmechani sm makes use of | MAP URLs, and as such,
have the same security considerations as general internet URLs [ RFC
1738], and in particular | MAP URLs [ RFC-2192].

Wth the MAI LBOX- REFERRALS capability, it is potentially easier to
wite a rogue server that injects a bogus referral response that
directs a user to an incorrect nmailbox. Al though referrals reduce
the effort to wite such a server, the referral response nmakes
detection of the intrusion easier.
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