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Abstract

A "junbogranmi is an I Pv6 packet containing a payl oad | onger than
65,535 octets. This docunent describes the I Pv6 Junbo Payl oad
option, which provides the neans of specifying such | arge payl oad
lengths. It also describes the changes needed to TCP and UDP to make
use of jumbograns.

Junmbograns are relevant only to | Pv6 nodes that may be attached to
links with a link MU greater than 65,575 octets, and need not be
i npl emrented or understood by | Pv6 nodes that do not support
attachment to links with such | arge MIUs.

1. Introduction

junmbo (jum bO),
n., pl. -bos, adj.
- n.
1. a person, aninmal, or thing very large of its kind.
-adj .

2. very large: the junbo box of cereal

[ 1800-10; orig. uncert.; popularized as the nane of a |arge
el ephant purchased and exhibited by P.T. Barnumin 1882]

-- www. i nf opl ease. com
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The | Pv6 header [IPv6] has a 16-bit Payload Length field and,

t herefore, supports payloads up to 65,535 octets long. This docunent
specifies an | Pv6 hop-by-hop option, called the Junbo Payl oad opti on,
that carries a 32-bit length field in order to allow transni ssion of

| Pv6 packets with payl oads between 65,536 and 4, 294, 967, 295 octets in
Il ength. Packets with such | ong payloads are referred to as

"j unmbograns”.

The Junbo Payl oad option is relevant only for | Pv6 nodes that nmay be
attached to links with a link MU greater than 65,575 octets (that
is, 65,535 + 40, where 40 octets is the size of the |IPv6 header).
The Junbo Payl oad option need not be inplenmented or understood by

| Pv6 nodes that do not support attachnment to |inks with MIU greater
t han 65, 575.

On links with configurable MIUs, the MIU nust not be configured to a
val ue greater than 65,575 octets if there are nodes attached to that
link that do not support the Junbo Payl oad option and it can not be
guar anteed that the Junbo Payl oad option will not be sent to those
nodes.

The UDP header [UDP] has a 16-bit Length field which prevents it from
maki ng use of junbograms, and though the TCP header [TCP] does not
have a Length field, both the TCP MSS option and the TCP Urgent field
are constrained to 16 bits. This docunment specifies sonme sinple
enhancenents to TCP and UDP to enable themto nmake use of junbograns.
An inplenmentation of TCP or UDP on an | Pv6 node that supports the
Jumbo Payl oad option nust include the enhancenents specified here.

Note: The 16 bit checksum used by UDP and TCP becomnes | ess accurate
as the length of the data being checksunmed is increased.
Application designers nmay want to take this into consideration

1.1 Docunent Hi story

Thi s docunent mnerges and updates material that was previously
published in two separate docunents:

- The specification of the Junmbo Payl oad option previously appeared
as part of the IPv6 specification in RFC 1883. RFC 1883 has been
super seded by RFC 2460, which no |onger includes specification of
t he Junbo Payl oad option

- The specification of TCP and UDP enhancenents to support

j unbograns previously appeared as RFC 2147. RFC 2147 is obsol eted
by this docunent.
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2. Format of the Junbo Payl oad Option

The Junbo Payl oad option is carried in an | Pv6 Hop-by-Hop Options
header, immediately following the I Pv6 header. This option has an
alignnment requirement of 4n + 2. (See [IPv6, Section 4.2] for

di scussion of option alignment.) The option has the follow ng
format:

T ol I I ks s (T S S

| Option Type | Opt Data Len
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Junmbo Payl oad Length |
il s T T S S S S S i N T i ST S S S S S e e L T 2

Option Type 8-bit value C2 (hexadecimal).
Opt Data Len 8-bit val ue 4.

Junmbo Payl oad Length 32-bit unsigned integer. Length of the |IPv6
packet in octets, excluding the |IPv6 header
but including the Hop-by-Hop Options header
and any ot her extension headers present.

Must be greater than 65, 535.

3. Usage of the Junbo Payl oad Option

The Payl oad Length field in the I Pv6 header nust be set to zero in
every packet that carries the Junbo Payl oad option

I f a node that understands the Junbo Payl oad option receives a packet
whose | Pv6 header carries a Payload Length of zero and a Next Header
val ue of zero (neaning that a Hop-by-Hop Options header follows), and
whose |ink-layer framng indicates the presence of octets beyond the
| Pv6 header, the node nust proceed to process the Hop-by-Hop Options
header in order to determine the actual |ength of the payload from

t he Junbo Payl oad option

The Junbo Payl oad option nmust not be used in a packet that carries a
Fragnent header.

H gher-1ayer protocols that use the IPv6 Payload Length field to
conmpute the val ue of the Upper-Layer Packet Length field in the
checksum pseudo- header described in [IPv6, Section 8.1] nust instead
use the Junbo Payl oad Length field for that conputation, for packets
that carry the Junbo Payl oad option
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Nodes that understand the Junbo Payl oad option are required to detect
a nunber of possible format errors, and if the erroneous packet was
not destined to a nulticast address, report the error by sending an

| CMP Par aneter Probl em nessage [I CMPv6] to the packet’s source. The
followng list of errors specifies the values to be used in the Code
and Pointer fields of the Parameter Probl em nessage:

error: |Pv6 Payl oad Length = 0 and
| Pv6 Next Header = Hop-by-Hop Options and
Junbo Payl oad option not present

Code: O
Poi nter: high-order octet of the IPv6 Payl oad Length

error: |Pv6 Payl oad Length !'= 0 and
Junmbo Payl oad option present

Code: O
Pointer: Option Type field of the Junbo Payl oad option

error: Junbo Payl oad option present and
Junmbo Payl oad Length < 65, 536

Code: O
Poi nter: high-order octet of the Junbo Payl oad Length

error: Junbo Payl oad option present and
Fragnent header present

Code: O
Poi nter: high-order octet of the Fragnent header.

A node that does not understand the Junbo Payl oad option is expected
to respond to erroneously-received junbograns as follows, according
to the I Pv6 specification

error: |Pv6 Payl oad Length = 0 and
| Pv6 Next Header = Hop-by-Hop Options

Code: O
Poi nter: high-order octet of the IPv6 Payl oad Length

error: |Pv6 Payl oad Length !'= 0 and
Junmbo Payl oad option present

Code: 2
Pointer: Option Type field of the Junbo Payl oad option
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4. UDP Junbogr ans

The 16-bit Length field of the UDP header limts the total l[ength of
a UDP packet (that is, a UDP header plus data) to no greater than
65,535 octets. This docunent specifies the follow ng nodification of
UDP to relax that limt: UDP packets |onger than 65,535 octets may be
sent by setting the UDP Length field to zero, and letting the
receiver derive the actual UDP packet length fromthe | Pv6 payl oad
length. (Note that, prior to this nodification, zero was not a | egal
val ue for the UDP Length field, because the UDP packet |ength

i ncl udes the UDP header and therefore has a mninumvalue of 8.)

The specific requirenents for sending a UDP junmbogram are as foll ows:

When sending a UDP packet, if and only if the length of the UDP
header plus UDP data is greater than 65,535, set the Length field
in the UDP header to zero.

The | Pv6 packet carrying such a large UDP packet will necessarily
i nclude a Junbo Payl oad option in a Hop-by-Hop Options header; set
the Junbo Payl oad Length field of that option to be the actual

I ength of the UDP header plus data, plus the length of all |Pv6
ext ensi on headers present between the |IPv6 header and the UDP
header .

For generating the UDP checksum use the actual length of the UDP
header plus data, NOT zero, in the checksum pseudo- header [IPv6,
Section 8.1].

The specific requirenents for receiving a UDP junbogram are as
foll ows:

When receiving a UDP packet, if and only if the Length field in
the UDP header is zero, calculate the actual |ength of the UDP
header plus data fromthe | Pv6 Junbo Payl oad Length field minus
the Iength of all extension headers present between the |Pv6
header and the UDP header

In the unexpected case that the UDP Length field is zero but no
Junbo Payl oad option is present (i.e., the IPv6 packet is not a
junmbogran), use the Payload Length field in the | Pv6 header, in
pl ace of the Junbo Payl oad Length field, in the above cal cul ati on.

For verifying the received UDP checksum use the calculated |l ength

of the UDP header plus data, NOT zero, in the checksum pseudo-
header .
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5. TCP Junbogr ans

Because there is no length field in the TCP header, there is nothing
limting the length of an individual TCP packet. However, the MsSS
val ue that is negotiated at the beginning of the connection linits
the | argest TCP packet that can be sent, and the Urgent Pointer
cannot reference data beyond 65, 535 byt es.

5.1 TCP Ms5S

When determ ning what MSS value to send, if the MU of the directly
attached interface mnus 60 [IPv6, Section 8.3] is greater than or
equal to 65,535, then set the MSS value to 65, 535.

When an MSS val ue of 65,535 is received, it is to be treated as
infinity. The actual MSS is determnined by subtracting 60 fromthe
val ue | earned by performng Path MIU D scovery [ MTU-DI SC] over the
path to the TCP peer

5.2 TCP Urgent Pointer

The Urgent Pointer problemcould be fixed by adding a TCP Urgent
Poi nter Option. However, since it is unlikely that applications
usi ng junbograns will also use Urgent Pointers, a |less intrusive
change simlar to the MsSS change will suffice.

When a TCP packet is to be sent with an Urgent Pointer (i.e., the URG
bit set), first calculate the offset fromthe Sequence Nunber to the
Urgent Pointer. |If the offset is |ess than 65,535, fill in the
Urgent field and continue with the normal TCP processing. |If the
offset is greater than 65,535, and the offset is greater than or
equal to the length of the TCP data, fill in the Urgent Pointer with
65, 535 and continue with the normal TCP processing. Oherw se, the
TCP packet nust be split into two pieces. The first piece contains
data up to, but not including the data pointed to by the Urgent
Pointer, and the Urgent field is set to 65,535 to indicate that the
Urgent Pointer is beyond the end of this packet. The second piece
can then be sent with the Ugent field set normally.

Note: The first piece does not have to include all of the data up to

the Urgent Pointer. It can be shorter, just as long as it ends
wi thin 65,534 bytes of the Urgent Pointer, so that the offset to the
Urgent Pointer in the second piece will be | ess than 65,535 bytes.

For TCP input processing, when a TCP packet is received with the URG
bit set and an Urgent field of 65,535, the Urgent Pointer is
cal cul ated using an offset equal to the Iength of the TCP data,
rather than the offset in the Urgent field.
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It should also be noted that though the TCP windowis only 16-bits,
| arger wi ndows can be used through use of the TCP Wndow Scal e option
[ TCP- EXT] .

6. Security Considerations

The Junbo Payl oad option and TCP/ UDP j unbograns do not introduce any
known new security concerns.
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9.

Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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