Net wor k Wor ki ng Group J. Vei zades
Request for Coments: 2165 @orre Net wor k
Cat egory: Standards Track E. Guttman
C. Perkins

Sun M crosystens

S. Kapl an

June 1997

Servi ce Locati on Protocol
Status of This Menop

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

The Service Location Protocol provides a scal able framework for the
di scovery and sel ection of network services. Using this protocol
computers using the Internet no longer need so nmuch static
configuration of network services for network based applications.
This is especially inportant as conputers beconme nore portable, and
users less tolerant or able to fulfill the demands of network system
adm ni strati on.
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I ntroduction

Traditionally, users find services by using the name of a network
host (a hunan readable text string) which is an alias for a network
address. The Service Location Protocol elimnates the need for a
user to know the nanme of a network host supporting a service.

Rat her, the user nanes the service and supplies a set of attributes
whi ch describe the service. The Service Location Protocol allows the
user to bind this description to the network address of the service.

Servi ce Location provides a dynanic configuration nechani smfor
applications in local area networks. It is not a global resolution
systemfor the entire Internet; rather it is intended to serve
enterprise networks with shared services. Applications are nodel ed
as clients that need to find servers attached to the enterprise
network at a possibly distant |ocation. For cases where there are
many different clients and/or services available, the protocol is
adapted to make use of nearby Directory Agents that offer a
centralized repository for advertised services.

Ter ni nol ogy

User Agent (UA)
A process working on the user’s behalf to acquire
service attributes and configuration. The User Agent
retrieves service information fromthe Service Agents or
Directory Agents.

Servi ce Agent (SA)
A process working on the behalf of one or nore services
to advertise service attributes and configuration.

Service Infornmation
A collection of attributes and configuration information
associated with a single service. The Service Agents
advertise service information for a collection of
servi ce instances.
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Service The service is a process or systemproviding a facility
to the network. The service itself is accessed using a
conmuni cati on nechani smexternal to the the Service
Locati on Protocol.

Directory Agent (DA
A process which collects information from Servi ce Agents
to provide a single repository of service information in
order to centralize it for efficient access by User
Agents. There can only be one DA present per given
host .

Servi ce Type
Each type of service has a unique Service Type string.
The Service Type defines a tenplate, called a "service
scheme", including expected attributes, val ues and
pr ot ocol behavi or.

Nam ng Aut hority
The agency or group which catal ogues given Service Types
and Attributes. The default Naming Authority is |ANA
the Internet Assigned Nunbers Authority.

Keywor d
A string describing a characteristic of a service.

Attribute
A (class, value-list) pair of strings describing a
characteristic of a service. The value string may be
interpreted as a bool ean, integer or opaque value if it
takes specific fornms (see section 20.5).

Predi cate
A bool ean expression of attributes, relations and
| ogi cal operators. The predicate is used to find
services which satisfy particular requirenents. See
section 5. 3.

Al phanuneri c
A character within the range "a’ to 'z’, "A to 'Z, or

Scope A collection of services that nake up a | ogical group
See sections 3.7 and 16.
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2.

1.

Site Network
Al'l the hosts accessible within the Agent’s multicast
radi us, which defaults to a val ue appropriate for
reaching all hosts within a site (see section 22). |If
the site does not support nulticast, the agent’'s site
network is restricted to a single subnet.

URL A Uni versal Resource Locator - see [6].

Addr ess Specification
This is the network | ayer protocol dependent nechani sm
for specifying an Agent. For Internet systems this is
part of a URL.

Not ati on Conventi ons

CAPS  Strings which appear in all capital letters are protocol
literal. Al string conparison is case insensitive,
however, (see section 5.5). Sone strings are quoted in
this docunment to indicate they should be used literally.
Singl e characters inside apostrophes are included

literally.
<> Val ues set off in this manner are fully described in
section 20. In general, all definitions of itenms in

nmessages are described in section 20 or inmediately
followng their first use

o\ Message layouts with this notation indicate a variable
| length field.

2.2. Service Information and Predi cate Representation

Service information is represented in a text format. The goal is
that the format be human readabl e and transnmissible via email. The

| ocation of network services is encoded as a Universal Resource
Locator (URL) which is human readable. Only the datagram headers are
encoded in a formwhich is not hunan readable. Strings used in the
Servi ce Location Protocol are NOT null-terninated.

Predi cates are expressed in a sinple bool ean notation using keywords,
attributes, and | ogical connectives, as described in Section 5. 4.

The | ogi cal connectives and subexpressions are presented in prefix-
order, so that the connective comes first and the expressions it
operates on follow afterwards.
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2.3. Specification Language

In this docunment, several words are used to signify the requirenents
of the specification [8]. These words are often capitalized.

MUST This word, or the adjective "required", means that
the definition is an absolute requirenent of the
speci ficati on.

MUST NOT  This phrase neans that the definition is an absol ute
prohi bition of the specification.

SHOULD This word, or the adjective "reconmended”, neans
that, in sone circunmstances, valid reasons may exist to
ignore this item but the full inplications nust be

under st ood and carefully wei ghed before choosing a
di fferent course. Unexpected results may result
ot herwi se.

MAY This word, or the adjective "optional", nmeans that this
itemis one of an allowed set of alternatives. An
i npl enent ati on which does not include this option MJST
be prepared to interoperate with another inplenentation
whi ch does include the option

silently discard
The inpl ementati on di scards the datagram wi t hout
further processing, and without indicating an error to
the sender. The inplenentati on SHOULD provide the
capability of logging the error, including the contents
of the discarded datagram and SHOULD record the event
in a statistics counter.

3. Protocol Overview

The basic operation in Service Location is that a client attenpts to
di scover the location of a Service. |In smaller installations, each
service will be configured to respond individually to each client.
In larger installations, services will register their services with
one or nore Directory Agents, and clients will contact the Directory
Agent to fulfill requests for Service Location information. dients
may di scover the whereabouts of a Directory Agent by
preconfiguration, DHCP [2, 11], or by issuing queries to the
Directory Agent Discovery multicast address.
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3.1. Protocol Transactions

The diagram below illustrates the rel ationshi ps described bel ow
R + we want this info: A +
| Application | - - - - - - - - - - - ->] Service |
S + Fomm oo +
an I I
| S, + |
I I I
\ |/ \ |/ \ |/
S + Fomm oo + o e e e oo oo oo +
| User Agent |<-------- > Service | | Servi ce |
R LT + | Agent | | Agent which |
| L + | does not reply
| | | to UA requests |
| \ |/ A LT +
| S, + |
A LR T > Directory |<---------- +
| Agent |
Fomm e e oo +
I\ [/ Many ot her\
AR EE TR >| SA' s |
\ /

The follow ng describes the operations a User Agent would enploy to
find services on the site’s network. The User Agent needs no
configuration to begin network interaction. The User Agent can
acquire information to construct predicates which describe the
services that match the user’s needs. The User Agent may build on
the information received in earlier network requests to find the
Servi ce Agents advertising service information.

A User Agent will operate two ways: |If the User Agent has al ready
obtained the location of a Directory Agent, the User Agent will

uni cast a request to it in order to resolve a particular request.

The Directory Agent will unicast a reply to the User Agent. The User
Agent will retry a request to a Directory Agent until it gets a
reply, so if the Directory Agent cannot service the request (say it
has no information) it nmust return an response with zero val ues,
possibly with an error code set.

If the User Agent does not have know edge of a Directory Agent or if
there are no Directory Agents avail able on the site network, a second
node of discovery may be used. The User Agent multicasts a request
to the service-specific nulticast address, to which the service it

wi shes to locate will respond. Al the Service Agents which are
listening to this nmulticast address will respond, provided they can
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satisfy the User Agent’s request. A simlar mechanismis used for
Directory Agent discovery; see section 5.2. Service Agents which
have no information for the User Agent MJST NOT respond.

When a User Agent wi shes to obtain an enuneration of ALL services

whi ch satisfy the query, a retransnission/convergence algorithmis
used. The User Agent resends the request, together with a Iist of
previ ous responders. Only those Service Agents which are not on the
list respond. Once there are no new responses to the request the
accunul ati on of responses is deenmed conplete. Depending on the

I ength of the request, around 60 previous responders may be listed in
a single datagram |If there are nore responders than this, the
scal i ng nmechani sns described in section 3.7 should be used.

While the multicast/convergence nodel may be inportant for

di scovering services (such as Directory Agents) it is the exception
rather than the rule. Once a User Agent knows of the location of a
Directory Agent, it will use a unicast request/response transaction

The Service Agent SHOULD listen for nulticast requests on the
service-specific multicast address, and MJST register with an

avail able Directory Agent. This Directory Agent will resolve
requests from User Agents which are unicasted using TCP or UDP. This
nmeans that a Directory Agent nust first be discovered, using DHCP
the DA Discovery Milticast address, the nmulticast nechani sm described
above, or manual configuration. See section 5.2,

A Service Agent which does not respond to multicast requests will not
be useful in the absence of Directory Agents. Sone Service Agents
may not include this functionality, if an especially |ightweight

i npl enentation is required.

If the service is to beconme unavailable, it should be deregistered
with the Directory Agent. The Directory Agent responds with an
acknowl edgnent to either a registration or deregistration. Service

Regi strations include a lifetime, and will eventually expire.
Service Registrations need to be refreshed by the Service Agent
before their Lifetime runs out. |[|f need be, Service Agents can

advertise signed URLs to prove that they are authorized to provide
t he servi ce.

3.2. Schenes

The Service Location Protocol, designed as a way for clients to
access resources on the network, is a natural application for

Uni versal Resource Locators (URLs). It is intended that by re-using
URL specification and technol ogy fromthe Wrld Wde Wb, clients and
servers will be nore flexible and able to be witten using already
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exi sting code. Mreover, it is hoped that browsers will be witten
to take advantage of the sinmilarity in locator format, so that a
client can dynamcally formul ate requests for services that are
resolved differently dependi ng upon the circunstances.

3.2.1. The "service:" URL schene

The service URL schene is used by Service Location. It is used to
specify a Service Location. Many Service Types will be naned by
i ncluding a schene nane after the "service:" schene name. Service

Types are used by SAs to register and deregi ster Services with DAs.

It is also used by SAs and DAs to return Service Replies to UAs. The
formal definition of the "service:" URL schenme is in section 20.2.
The format of the information which follows the "service:" schene
shoul d as closely as possible follow the URL structure and semantics
as formalized by the | ETF standardi zati on process.

Vell known Service Types are registered with the | ANA and tenpl ates
are available as RFCs. Private Service Types nay al so be supported.

3.3. Standard Attri bute Definitions

Service Types used with the Service Location Protocol nust describe
the foll ow ng:

Service Type string of the service
Attributes and Keywords
Attribute Descriptions and interpretations

Service Types not registered with 1ANA will use their own Nami ng
Authority string. The registration process for new Service Types is
defined in [13].

Servi ces which advertise a particular Service Type must support the
conpl ete set of standardized attributes. They may support additional
attri butes, beyond the standardized set. Unrecognized attri butes
MUST be ignored by User Agents.

Servi ce Type names which begin with "x-" are guaranteed not to
conflict with any officially registered Service Type nanes. It is
suggested that this prefix be used for experinmental or private
Service Type nanmes. Sinilarly, attribute nanes which begin with "x-
are guaranteed not to be used for any officially registered attribute
names.

A service of a given Service Type should accept the networking
protocol which is inplied in its definition. 1f a Service Type can
accept nmultiple protocols, configuration information SHOULD be
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included in the Service Type attribute information. This
configuration information will enable an application to use the
results of a Service Request and Attribute Request to directly
connect to a service.

See section 20.2.1 for the format of a Service Type String as used in
the Service Location Protocol.

3.4. Naming Authority

The Naming Authority of a service defines the nmeaning of the Service
Types and attributes registered with and provided by Service
Location. The Naming Authority itself is a string which uniquely
identifies an organization. |If no string is provided ANA is the
default. |ANA stands for the Internet Assigned Nunbers Authority.

Nanmi ng Authorities nmay define Service Types which are experinental,
proprietary or for private use. The procedure to use is to create a
"uni que’ Nam ng Authority string and then specify the Standard
Attribute Definitions as described above. This Nami ng Authority will
acconpany registration and queries, as described in sections 5 and 9.

3.5. Interpretation of Service Location Replies

Replies should be considered to be valid at the tine of delivery.

The service may, however, fail or change between the tinme of the
reply and the nonment an application seeks to make use of the service.
The application making use of Service Location MJST be prepared for
the possibility that the service information provided is either stale
or inconplete. In the case where the service information provi ded
does not allow a User Agent to connect to a service as desired, the
Servi ce Request and/or Attribute Request may be resubnitted.

Service specific configuration information (such as which protocol to
use) should be included as attribute infornmation in Service

Regi strations. These configuration attributes will be used by
applications which interpret the Service Location Reply.

3.6. Use of TCP, UDP and Multicast in Service Location

The Service Location Protocol requires the inplenentation of UDP
(connectionl ess) and TCP (connection oriented) transport protocols.
The latter is used for bulk transfer, only when necessary.
Connections are always initiated by an agent request or registration,
not by a replying Directory Agent. Service Agents and User Agents
use epheneral ports for transmtting infornation to the service

| ocation port, which is 427.
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The Service Location discovery mechanisns typically multicast
nmessages to as many enterprise networks as needed to establish
service availability. The protocol will operate in a broadcast
environnment with linmtations detailed in section 3.6.1.

3.6.1. Multicast vs. Broadcast

The Service Location Protocol was designed for use in networks where
DHCP is available, or multicast is supported at the network |ayer.
To support this protocol when only network | ayer broadcast is
supported, the follow ng procedures nmay be foll owed.

3.6.1.1. Single Subnet

If a network is not connected to any ot her networks sinple network
| ayer broadcasts will work in place of nulticast.

Servi ce Agents SHOULD and Directory Agents MJUST |isten for broadcast
Servi ce Location request nessages to the Service Location port. This
all ows UAs which lack nulticast capabilities to still nake use of
Service Location on a single subnet.

3.6.1.2. Multiple Subnets

The Directory Agent provides a central clearing house of information

for User Agents. If the network is designed so that a Directory
Agent address is statically configured with each User Agent and
Service Agent, the Directory Agent will act as a bridge for

information that resides on different subnets. The Directory Agent
address can be dynamically configured with Agents using DHCP. The
address can al so be determ ned by static configuration.

As dynanic discovery is not feasible in a broadcast environment with
mul ti pl e subnets and manual configuration is difficult, deploying DAs

to serve enterprises with nultiple subnets will require use of
mul ticast discovery with nultiple hops (i.e., TTL > 1 in the IP
header) .

3.6.2. Service-Specific Miulticast Address

This nechanismis used so that the nunber of datagrans any one
service agent receives is mnimzed. The Service Location General
Mul ti cast Address MAY be used to query for any service, though one
SHOULD use the service-specific nmulticast address if it exists.

If the site network does not support mnulticast then the query SHOULD

be broadcast to the Service Location port. |[If, on the other hand,
t he underlying hardware will not support the nunber of needed
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mul ti cast addresses the Service Location General Milticast Address
MAY be used. Service Agents MJST listen on this nulticast address as
wel | as the service-specific nmulticast addresses for the service
types they adverti se.

Servi ce-Specific Multicast Addresses are conputed by calculating a
string hash on the Service Type string. The Service Type string MJST
first be converted to an ASCI|l string from whatever character set it
is represented in, so the hash will have well-defined results.

The string hash function is nodified froma code fragnent attri buted
to Chris Torek:

/*
* SLPhash returns a hash value in the range 0-1023 for a
* string of single-byte characters, of specified Iength.
*/
unsi gned | ong SLPhash (const char *pc, unsigned int |ength)
unsi gned long h = 0;
while (length-- 1= 0) {
h *= 33;
*pc++,

h +

}
return (Ox3FF & h); /* round to a range of 0-1023 */
}

This value is added to the base range of Service Specific D scovery
Addresses, to be assigned by I ANA. These will be 1024 conti guous
mul ti cast addresses.

3.7. Service Location Scaling, and Milticast Operating Mdes

In a very small network, with few nodes, no DA is required. A user
agent can detect services by nulticasting requests. Service Agents
will then reply to them Further, Service Agents which respond to
user requests nust be used to nmeke service information avail abl e.
This does not scale to environnents with nmany hosts and services.

When scaling Service Location systens to internmedi ate sized networKks,
a central repository (Directory Agent) nay be added to reduce the
nunber of Service Location nessages transmitted in the network
infrastructure. Since the central repository can respond to al
Service and Attribute Requests, fewer Service and Attribute Replies
will be needed; for the sanme reason, there is no need to
differentiate between Directory Agents.

A site nay also grow to such a size that it is not feasible to
mai ntain only one central repository of service information. 1In this
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case nore Directory Agents are needed. The services (and service
agents) advertised by the several Directory Agents are collected
together into | ogical groupings called "Scopes".

Al'l Service Registrations that have a scope nmust be registered with
all DAs (within the appropriate multicast radius) of that scope which
have been or are subsequently discovered. Service Registrations

whi ch have no scope are only registered with unscoped DAs. User
Agents nake requests of DAs whose scope they are configured to use.

Service Agents MJST register with unscoped DAs even if they are
configured to specifically register with DAs which have a specific
scope or set of scopes. User Agents MAY query DAs wi thout scopes,
even if they are configured to use DAs with a certain scope. This is
because any DA with no scope will have all the avail able service

i nformati on.

Scoped user agents SHOULD al ways use a DA which supports their
confi gured scope when possible instead of an unscoped DA. This will
prevent the unscoped DAs from beconi ng overused and thus a scaling
pr obl em

It is possible to specially configure Service Agents to register only
with a specific set of DAs (see Section 22.1). |In that case,
services may not be available to User Agents via all Directory
Agents, but some network adm nistrators may deemthis appropriate.

There are thus 3 distinct operating nodes. The first requires no

adm nistrative intervention. The second requires only that a DA be
run. The last requires that all DAs be configured to have scope and
that a coherent strategy of assigning scopes to services be foll owed.
Users nust be instructed which scopes are appropriate for themto
use. This administrative effort will allow users and applications to
subsequently dynamically di scover services wi thout assistance.

The first node (no DAs) is intended for a LAN. The second node (using
a DA or DAs, but not using scopes) scales well to a group of

i nterconnected LANs with a limted nunber of hosts. The third node
(with DAs and scopes) allows the SLP protocol to be used in an

i nt er networ ked canpus envi ronnent.

If scoped DAs are used, they will not accept unscoped registrations
or requests. UAs which issue unscoped requests will discover only
unscoped services. They SHOULD use a scope in their requests if
possi bl e and SHOULD use a DA with their scope in preference to an
unscoped DA. In a large canpus environnment it would be a bad idea to
have ANY unscoped DAs: They attract ALL registrations and will thus
present a scaling problemeventually.
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A subsequent protocol docunent will describe nechanisns for
supporting a service discovery protocol for the global Internet.

4. Service Location General Message Fornat

The followi ng header is used in all of the nessage descriptions bel ow
and is abbreviated by using "Service Location header =" foll owed by
the function being used.

0 1 2 3
01234567890123456789012345678901
il aT T T S S S S S i ot SR S YR S S T ot S S
| Ver si on | Functi on | Lengt h |
il aT T T S S S S S i ot SR S YR S S T ot S S
| MU A F| rsvd| Di al ect | Language Code |
il aT T T S S S S S i ot SR S YR S S T ot S S
| Char Encodi ng | XI D |
il aT T T S S S S S i ot SR S YR S S T ot S S

Version This protocol docunent defines version 1 of the Service
Locati on protocol.

Functi on Service Location datagrans can be identified as to their
operation by the function field. The followi ng are the
defined operations:

Message Type Abbr evi ati on Functi on Val ue
Servi ce Request SrvReq 1
Service Reply SrvRply 2
Servi ce Registration SrvReg 3
Servi ce Deregister SrvDer eg 4
Servi ce Acknow edge SrvAck 5
Attribute Request At t r Rgst 6
Attribute Reply AttrRply 7
DA Adverti senent DAAdver t 8
Servi ce Type Request SrvTypeRgst 9
Service Type Reply SrvTypeRply 10

Length  The nunber of bytes in the message, including the Service
Locati on Header.

O The 'Overflow bit. See Section 18 for the use of this
field.
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M The "Monolingual’ bit. Requests with this bit set
i ndicate the User Agent will only accept responses in the
| anguage (see section 17) that is indicated by the
Service or Attribute Request.

U The ' URL Aut hentication Present’ bit. See sections 4.2
4.3, 9, and 11 for the use of this field.

A The 'Attribute Authentication Present’ bit. See
sections 4.2, 4.3, and 13 for the use of this field.

F If the "F bit is set in a Service Acknow edgenent, the
directory agent has registered the service as a new
entry, not as an updated entry.

rsvd MJUST be zero.

Dialect Dialect tags will be used by future versions of the
Service Location Protocol to indicate a variant of
vocabul ary used. This field is reserved and MJST be set
to O for conpatibility with future versions of the
Servi ce Location Protocol.

Language Code
Strings within the remai nder of the nmessage which follows
are to be interpreted in the | anguage encoded (see
section 17 and appendix A) in this field.

Char acter Encodi ng
The characters making up strings within the renai nder of
the message nmay be encoded in any standardi zed encodi ng
(see section 17.1).

Transaction Identifier (X D)
The XID (transaction ID) field allows the requester to
match replies to individual requests (see section 4.1).

Note that, whenever there is an Attribute Authentication
bl ock, there will also be a URL Aut hentication bl ock
Thus, it is an error to have the "A" bit set without also
having the "U bit set.

4.1. Use of Transaction IDs (Xl Ds)
Retransmi ssion is used to ensure reliable transactions in the Service
Location Protocol. |If a User Agent or Service Agent sends a nessage

and fails to receive an expected response, the nessage will be sent
again. Retransm ssion of the same Service Location datagram should
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not contain an updated XID. It is quite possible the original request
reached the DA or SA, but reply failed to reach the requester. Using
the same XID allows the DA or SA to cache its reply to the original
request and then send it again, should a duplicate request arrive.
This cached i nformation should only be held very briefly
(CONFI G I NTERVAL_0.) Any registration or deregistration at a
Directory Agent, or change of service information at a SA shoul d
flush this cache so that the information returned to the client is

al ways valid.

The requester creates the XID froman initial random seed and
increments it by one for each request it makes. The XIDs will
eventual ly wap back to zero and continue increnmenting fromthere.

Directory Agents use XID values in their DA Advertisenments to
indicate their state (see section 15.2).

4.2. URL Entries

When URLs are registered, they have lifetinmes and | engths, and may be
authenticated. These values are associated with the URL for the
duration of the registration. The association is known as a "URL-
entry", and has the follow ng format:

0 1 2 3
01234567890123456789012345678901
e o i T S o T i T e o i S S ik S S S
| Lifetine | Length of URL |
e o i T S o T i T e o i S S ik S S S

I
URL \
|
+

(if present) URL Authentication Block .....

\
T T S e T S S e i s S SRS S S
T T S i S S S I T 2 S S e e e

Lifetine The length of tinme that the registration is valid, in
t he absence of l|ater registrations or deregistration

Length of URL
The length of the URL, neasured in bytes and < 32768.

URL Aut henti cation Bl ock
(if present) A tinestanped authenticator (section 4.3)
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The URL confornms to RFC 1738 [6]. If the U bit is set in the
nmessage header, the URL is followed by an URL Authentication Bl ock
If the schene used in the URL does not have a standardized
representation, the mninml requirenment is:

servi ce: <srvtype>:// <addr-spec>

"service" is the URL schenme of all Service Location Information
included in service registrations and service replies. Each URL
entry contains the service: <srvtype> schene nane. It nay al so

i ncl ude an <addr-spec> except in the case of a reply to a Service
Type request (see section 7).

4.3. Authentication Bl ocks

Aut henti cation bl ocks are used to authenticate service registrations
and deregistrations. URLs are registered along with an URL

Aut hentication block to retain the authentication information in the
URL entry for subsequent use by User Agents who receive a Service
Reply containing the URL entry. Service attributes are registered
along with an Attribute Authentication block. Both authentication
bl ocks have the format illustrated bel ow.

If a service registration is acconmpani ed by authentication which can
be validated by the DA, the DA MJUST validate any subsequent service
deregi strations, so that unauthorized entities cannot invalidate such
regi stered services. Likewise, if a service registration is
acconpani ed by an Attribute Authentication bl ock which can be
val i dated by the DA, the DA MUST validate any subsequent attribute
regi strations, so that unauthorized entities cannot invalidate such
regi stered attributes.

To avoid replay attacks which use previously validated

deregi strations, the deregistration or attribute registrati on nmessage
must contain a tinestanp for use by the DA. To avoid replay attacks
whi ch use previously validated registrations to nullify a valid
deregi stration, registrations nmust also contain a tinestanp.
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An aut hentication block has the follow ng format:

0 1 2 3
01234567890123456789012345678901
T S T S S T T Sl S S S ik T o

+
_ I
Ti mest anp +
I

+-

I

+

I

il aT T T S S S S S i ot SR S YR S S T ot S S

| Block Structure Descriptor | Length |

il aT T T S S S S S i ot SR S YR S S T ot S S

| Structured Aut henti cator

il aT T T S S S S S i ot SR S YR S S T ot S S

Timestanp A 64-bit value formatted as specified by the Network
Time Protocol (NTP) [16].

Bl ock Structure Descriptor (BSD)
A val ue describing the structure of the Authenticator.
The only value currently defined is 1, for
bj ect-ldentifier.

Length  The length of the Authenticator

Structured Authenticator
An al gorithm specification, and the authentication data
produced by the al gorithm

The Structured Authenticator contains a digital signature of the

i nformati on being authenticated. It contains sufficient information
to determine the algorithmto be used and the keys to be selected to
verify the digital signature.

The digital signature is conputed over the follow ng ordered stream
of dat a:

CHARACTER ENCCODI NG OF URL (2 bytes in network byte order)

LI FETI MVE (2 bytes in network byte order)
LENGTH OF URL (2 bytes in network byte order)
URL (n bytes)

Tl MESTAWP (8 bytes in SNTP format [16])
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When produci ng a URL Aut hentication bl ock, the authentication data
produced by the algorithmidentified within the Structured
Aut henti cator cal cul ated over the followi ng ordered stream of data:

ATTRI BUTE CHARACTER ENCCODI NG (2 bytes in network byte order)

LENGTH OF ATTRI BUTES (2 bytes in network byte order)
ATTRI BUTES (n bytes)
Tl MESTAWP (8 bytes in SNTP format [16])

Every Service Location Protocol entity (User Agent, Service Agent, or
Directory Agent) which is configured for use with protected scopes
SHOULD i npl enent " nmd5W t hRSAEncryption" [4] and be able to associate
it with BSD val ue ==

In the case where BSD value == 1 and the O D "nd5W t hRSAEncryption"
is selected, the Structured Authenticator will start with the ASN. 1
Di stingui shed Encoding (DER) [9] for "nmd5WthRSAEncryption", which

has the as its value the bytes (MSB first in hex):

"30 0d 06 09 2a 86 48 86 f7 0d 01 01 04 05 00"

This is then imedi ately foll owed by an ASN. 1 Di stingui shed Encodi ng
(as a "Bitstring") of the RSA encryption (using the Scope’'s private
key) of a bitstring consisting of the OD for "M&5" concatenated by
the MD5 [22] nessage digest conputed over the fields above. The
exact construction of the MD5 O D and digest can be found in RFC 1423

[4].
4.4, URL Entry Lifetine

The Lifetinme field is set to the nunber of seconds the reply can be
cached by any agent. A value of 0 neans the information nust not be
cached. User Agents MAY cache service information, but if they do,
they must provide a way for applications to flush this cached

i nformation and i ssue the request directly onto the network.

Servi ces should be registered with DAs with a Lifetinme, the suggested
val ue being CONFI G I NTERVAL_1. The service nust be reregistered
before this interval elapses, or the service advertisenment will no

| onger be available. Thus, services which vanish and fail to

deregi ster eventually becone autonatically deregistered.

5. Service Request Message For mat

The Service Request is used to obtain URLs froma Directory Agent or
Servi ce Agents.
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The format of the Service Request is as foll ows:

0 1 2 3
01234567890123456789012345678901
il aT T T S S S S S i ot SR S YR S S T ot S S
| Servi ce Location header (function = SrvReq) |
il aT T T S S S S S i ot SR S YR S S T ot S S
| length of prev resp list string|<Previous Responders Addr Spec>|
il aT T T S S S S S i ot SR S YR S S T ot S S

<Pr evi ous Responders Addr Spec>

\ \
il aT T T S S S S S i ot SR S YR S S T ot S S
| length of predicate string | Service Request <predicate> |
il aT T T S S S S S i ot SR S YR S S T ot S S
\ \
+- +

Servi ce Request <predicate>, contd.
T i i S I iy s ST S S Y S S S S

If a UA issues a request which will result in a reply which is too
large, the SA or DA wll return an abbreviated response (in a
datagramthe size of the site’s MIU) which has the 'Overflow bit
flag set. The UA nust then issue the request again using TCP

The <Previ ous Responders Addr Spec> is described in sections 7 and
20. 1.

After a User Agent restarts (say, after rebooting of a system

| oadi ng of the network kernel), Service Requests should be del ayed
for some randomtinme uniformy distributed within a one second

i nterval centered about a configured delay value (by default,

CONFI G_| NTERVAL_4) .

The Service Request allows the User Agent to specify the Service Type
of the service and a Predicate in a specific |anguage. The genera
formof a Service Request is shown bel ow
<srvtype>[.<na>]/[<scope>]/[ <where>]/
The punctuation is necessary even where the fields are omtted.
- The <srvtype> refers to the Service Type. For each type of

service available, there is a unique Service type name string.
See section 20.2.1
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- The <na> is the Naming Authority. This string determ nes the
semantic interpretation of the attribute information in the
<where> part of the Service Request.

- The <scope> is a string used to restrict the range of the query.
Scope is determ ned administratively, at a given site. It is not
necessarily related to network topol ogy (see Section 16).

Leaving this field out neans that the request can be satisfied
only by unscoped service advertisenments.

- The <where> string is the Were C ause of the request. It
contains a query which allows the selection of those service
i nstances which the User Agent is interested in. The query
i ncludes attributes, boolean operators and relations. (See
section 5.3.)

In the case of a nulticast service request, a list of previous
responders is sent. This [ist will prevent those in the list from
responding, to be sure that responses from other sources are not
drowned out. The request is nulticast repeatedly (with a recommended
wait interval of CONFI G INTERVAL_2) until there are no new responses,
or a certain tinme (CONFI G I NTERVAL_3) has elapsed. Different timng
val ues are applied to a Service Request used for Directory Agent

Di scovery, see Section 5. 2.

In order for a request to succeed in nmatching registered informtion,
the follow ng conditions nust be net:

1. The result nust have the same Service Type as the request.

2. It must have the same Naning Authority.

3. It must have the sanme scope. (If the scope of the request
as onmitted, the request will only match services which were
registered with no scope. Note that a scoped request WLL nmatch
all unscoped Services).

4. The conditions specified in the Were C ause nust match the
attri butes and keywords registered for the service.
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5.1. Service Request Usage

The User Agent may form Service Requests using preconfigured

know edge of a Service Type's attributes. It may also issue
Attribute Requests to obtain the attribute values for a Service Type
before issuing Service Requests (see Section 13). Having obtai ned
the attributes which describe a particular kind of service from an
Attribute Request, or using configured know edge of a service's
attributes, the User Agent can build a predicate that describes the
servi ce needs of the user.

Servi ce Requests may be sent directly to a Directory Agent. Suppose
a printer supporting the I pr protocol is needed on the 12th fl oor

whi ch has UNRESTRI CTED _ACCESS and prints 12 pages per mnute.

Suppose further that a Attribute Request indicates that there is a
printer on the 12th floor, a printer that prints 12 pages per mnute,
and a printer that offers UNRESTRI CTED ACCESS. To check whet her they
are same printer, issue the follow ng request:

| pr// (& (PAGES PER M NUTE==12)
( UNRESTRI CTED_ACCESS)
( LOCATI ON==12th FLOOR))/

Suppose there is no such printer. The Directory Agent responds wth
a Service Reply with 0 in the nunber of responses and no reply
val ues.

The User Agent then tries a less restrictive query to find a printer,
using the 12th floor as "where" criteria.

| pr// (LOCATI ON==12t h FLOOR)/
In this case, there is now only one reply:
Ret urned URL: service:lpr://igore.wco.ftp.com515/draft
The Address Specification for the printer is: igore.wo.ftp.com515,
contai ning the name of the host managi ng the requested printer.
Files woul d be printed by spooling to that port on that host. The

word 'draft’ refers to the nane of the print queue the | pr server
supports.
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In the absence of a Directory Agent, the request above could be
multicast. 1In this case it would be sent to the Service Specific
Mul ti cast Address for "service:printer"” and not to the Directory
Agent. Service Agents that can satisfy the predicate will reply.
Servi ce Agents whi ch cannot support the character set of the request
MUST return CHARSET_NOT_UNDERSTOOD in the SrvRply. In all other

ci rcunstances, Service Agents which cannot satisfy the reply do not
send any reply at all

The only way a User Agent can be sure there are no services which
match the query is by retrying the request (CONFI G INTERVAL_8). If
no response cones, the User Agent gives up and assumes there are no
such printers.

Anot her formof query is a sinpler 'join query. Its syntax has no
par ent heses or | ogical operators. Each termis conjoined (AND ed
together.) Rewiting the initial query provides an exanpl e:

| pr// PAGES PER M NUTE==12,
UNRESTRI CTED_ACCESS,
LOCATI ON==12t h FLOOR/

5.2. Directory Agent Discovery Request

Normal |y a Service Request returns a Service Reply. The sole
exception to this is a Service Request for the Service Type
"directory-agent". This Service Request is answered with a DA
Advertisenent.

Wt hout configured know edge of a Directory Agent (DA), a User Agent
or Service Agent uses a Service Request to discover a DA (See
section 15.1 for mechani sms by which a client may be configured to
have knowl edge of a DA.) Such a Service Request used for Directory
Agent Discovery includes a predicate of the form

di rectory-agent///

This query is always sent to the Directory Agent Discovery nulticast
address. The Service Type of a Directory Agent is "directory-agent",
hence it is the Service Type used in the request. No scope is
included in the request, so all Directory Agents will reply. This is
the only request which onits a scope which all Directory Agents MJST
respond to. Normally, a Directory Agent with a scope ONLY responds
to requests with that scope. No Nanming Authority is included, so

"I ANA" is assuned. W want to reach all the available directory
agents. |If the scope were supplied, only DAs supporting that scope
woul d reply.
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DA Advertisenent Replies may arrive fromdifferent sources, simlar
in formto:

URL returned: service:directory-agent://slp-resolver.catch22. com
Scope returned: ACCOUNTI NG

URL returned: service:directory-agent://204.182.15. 66 Scope
returned: JAN TORI AL SERVI CES

The DA Advertisenment format is defined in Section 14.

If the goal is nerely to discover any Directory Agent, the first
reply will do. [If the goal, however, is to discover all reachable
DAs, the request nust be retransmitted after an interval (the
reconmended tine is CONFI G INTERVAL_5). This retransnmitted request
will include a |ist of DAs which have already responded. See
sections 7 and 20.1. Directory Agents which receive the request wll
only respond if they are not on this list. After there are no new
replies, all DAs are presuned to have been discovered.

If a DA fails to respond after CONFI G I NTERVAL 6 seconds, the UA or
Servi ce Agent should use a different DA. DA addresses may be cached
from previous discovery attenpts, preconfigured, or by use of DHCP
(see section 15.2). |If no such DA responds, DA discovery should be
used to find a new DA. Only after CONFI G | NTERVAL_7 seconds should it
be assumed that no DA exists and nmulticast based Service Requests
shoul d be used.

5.3. Explanation of Ternms of Predicate G anmar
A predicate has a sinple structure, which depends on parentheses,
commas and sl ashes to delimt the el enents. Exanples of proper usage
are given throughout this docunent. The terns used in the grammar
are as follows:
pr edi cat e:

Placed in a Service Request, this is interpreted by a Service
Agent or Directory Agent to determ ne what information to

return.

scope:
If this is absent in a Service Request, the request will match
only services registered without a scope. If it is present,

only services registered under that scope or are unscoped will
mat ch the request.
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wher e-cl ause:

Thi s determines which services the request natches. An enpty
where-clause will match all services. The request will be
limted to services which have the specified Service Type, so
the where-clause is not the sole factor in picking out which
services match the request.

where-1|ist:

The where-list is a logical expression. It can be a single
expression, a disjunction or a conjunction. A single
expression nmust apply for the where-clause to match. A

di sjunction matches if any expression in the OR |ist matches.
A conjunction matches only if all elenments in the AND |i st
mat ch.

Note that there is no |ogical negation operator: This is
because there is no notion of returning "everything except"”
what matches a given criteria.

A where-list can be nested and conpl ex. For exanple, the
follow ng requires that three subexpressions nust all be true:

(& (| <query-itenmr <query-itenp)

<query-itenp
(& <query-itenmr <query-itenr> <query-itenp)

Notice that white space, tabs or carriage returns can be added
anywhere outside query-itenms. Each list has 2 or nore itens in
it, and lists can be nested. Services which fulfill the entire
| ogi cal expression natch the where-cl ause.

degener at e expressions but they should be tolerated. They are
equi val ent to <query-itenp.

guery-item
A query item has the form
(' <attr-tag> <conp-op> <attr-val> ")’
or

(7 <keyword> ')’
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Exanpl es of this would be:

(SOMVE ATTRI BUTE == SOME VALUE)
( RESERVED)
(QUEUE LENGTH <= 234)

query-j oin:
The query-join is a conma delimted list of conditions which
the service nust satisfy in order to match the query. The
items are considered to be logically conjoined. Thus the
qguery-j oin:
ATTR1=VALUEl, KEYWORD1l, KEYWORD2, ATTR2>=34
is equivalent to the where-1list:
(& (ATTR1=VALUE1l) (KEYWORD1) (KEYWORD2) (ATTR2>=34))
The query-join cannot be mixed with a where-list. It is
provi ded as a conveni ent nmechanismto provide a statenment of
necessary conditions w thout building a | ogical expression.
5.4. Service Request Predicate G amar
Servi ce Requests can precisely describe the services they need by
including a Predicate the body of the Request. This Predicate nust
be constructed according to the gramrar bel ow.

<srvtype>[’'.’'<na>]’'/’ <scope>'/’ <where>'/’

<pr edi cat e>

<srvtype> ::= string representing type of service. Only

al phanuneric characters, '+, and '-’' are all owed.
<na> ::= string representing the Nam ng Authority.

Only al phanuneric characters, '+

and '-’ are allowed. |If this field is

omtted then "I ANA" is assuned.

<scope> ::= string representing the directory agent scope.
/', 7, (comma) and ':’' are not allowed in
this string. The scopes "LOCAL" and "REMOTE"
are reserved.

<attr-tag> ;.= class nane of an attribute of a given Service
Type. This tag cannot include the follow ng
Char act ers: 1 (l 1 )1 1 1 1 =1 L ' L 1 >1

<, TF ) except where escaped (see 17.1.)
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<keywor d>

<wher e>

<wher e- any>

<where-list> ::

<query-list> ::

<query-join> ::

<join-itenp
<conp- op>

<attr-val >
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a class nane of an attribute which will have
no values. This string has the sanme limts
as the <attr-tag>, except that white space
internal to the keyword is illegal

<wher e- any> |
<where-list> |
<query-j oi n>

That is NOTH NG or white space.
(' & <where-list> <query-list>")" |
(" "|" <where-list> <query-list> ")’

(7 <keyword> ')’
(' <attr-tag> <conp-op> <attr-val> ")’

<where-list> |
<where-list> <query-Ilist>

<keywor d> |

<join-items |
<query-join>"'," <keyword>
<query-join>"',’ <join-itenpr

<attr-tag> <conp-op> <attr-val >
n ! =Il | m ==Il | 1 <l | n <=Il | 1 >1 | m >=Il

any string (see Section 20.5 for the ways
in which attr-vals are interpreted.)
Val ue strings may not contain '/’, '’
=, <, P> or ¥ except where escaped

(see 17.1.).

"(’ and ')’ may be used in attribute val ues
for the purpose of encoding a binary val ues.
Bi nary encodi ngs (See 20.5) nay
i ncl ude the above reserved characters.

5.5. String Matching for Requests

Al'l strings are case insensitive,

queries. A

for a match, but blanks internal to a string are rel evant.

For exanpl e,
string".

Vei zades, et. al.

Sonme String " matches "SOVE STRING', but not

wWith respect to string matching on
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String matching may only be perforned over the sane character sets.
If a request cannot be satisfied due to a | ack of support for the
character set of the request a CHARSET NOT_UNDERSTOCD error is
returned.

String conparisons (using conparison operators such as '<' or

regi stration, not using any |anguage specific rules. The ordering is
strictly by the character value, i.e. "0" < "A" is true when the
character set is US-ASCII, since "0" has the value of 48 and "A" has
t he val ue 65.

The special character '*' nay precede or follow a string in order to
al l ow substring matching. |If the '*' precedes a string, it matches
any attribute value which ends with the string. |If the string ends
with a’'*, it nmatches any attribute val ue which begins with the
string. Finally, if a string begins and ends with a '*', the string
will match any attribute value which contains the string.

Exanpl es:

"bob*" matches "bob", "bobcat", and "bob and sue" "*bob" natches
"bob", "bigbob", and "sue and bob" "*bob*" matches "bob",
"bobcat", "bigbob", and "a bob I know'

String matching is done after escape sequences have been substituted.
See sections 17, 5.3, 17.1.

6. Service Reply Message For mat
The format of the Service Reply Message is:

0 1 2 3

01234567890123456789012345678901
il aT T T S S S S S i ot SR S YR S S T ot S S
| Servi ce Location header (function = SrvRply) |
il aT T T S S S S S i ot SR S YR S S T ot S S
| Error Code | URL Entry count |
il aT T T S S S S S i ot SR S YR S S T ot S S
| <URL Entry 1> ...
i S S i s ST T S i S R ok

+
I
\
I
+

<URL Entry N> ..

\
T T S e T S S e i s S SRS S S
T T S i S S e T 2 S S S S

Each Service Reply nessage is conposed of a list of URL Entri es.
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The Error Code may have one of the follow ng val ues:
0 Success

LANGUAGE_NOT_SUPPORTED
A SA or DA returns this when a request is received froma
UA which is in a | anguage for which there is no
regi stered Service Information and the request arrived
with the Monolingual bit set. See Section 17.

PROTOCOL_PARSE_ERRCR
A SA or DA returns this error when a SrvRply is received
whi ch cannot be parsed or the declared string |engths
overrun the nessage.

SCOPE_NOT_SUPPORTED
A DAwWII return this error if it receives a request
whi ch has a scope not supported by the DA. An SA will not
return this error; it will sinply not reply to the
mul ti cast request.

CHARSET_NOT_UNDERSTOCD
If the DA or SA receives a request or registration in a
character set which it does not support, it will return
this error.

Each <URL Entry> in the list has the formdefined in Section 4. 2.

The URL entries in the reply have no deliniters between them other
than the length fields. The URL length fields indicate where the URL
strings end. |If the presence of an URL Authenticator block is
signalled by the "U bit, the length of the authenticator block is
determ ned by information within the block as discussed in section
4.3. A User Agent MAY use the authentication block to determ ne

whet her the Service Agent advertising the URL is, in fact, authorized
to offer the indicated service. If, inalist of URL entries, sone
of the URLs indicate services which are in protected scopes (see
section 16.1) while other URLs in the list indicate services which
are not in protected scopes, the latter nust still have

Aut henti cation Bl ocks, but the Iength of the authentcitor is shown as
zero, and no authentication need be done.

7. Service Type Request Message For mat

The Service Type Request is used to deternine all the types of
servi ces supported on a network.
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The request should be sent directly to a DA (though it may al so be
sent to the Service Location General Milticast Address), in order to
find out all services available on the site network (which are
advertised by Directory Agents and Service Agents.) If no DAis
avail abl e, a User Agent MAY issue nore than one request to insure
that all replies have been received. |n each subsequent request, a
User Agent includes those Service Types that it is aware of. Wen no
new replies arrive within CONFI G I NTERVAL_3 from a request, the User
Agent can presune that it has acquired a conplete set of avail able
Servi ce Types.

The fornmat of a Service Type Request is:

0 1 2 3
01234567890123456789012345678901
il aT T T S S S S S i ot SR S YR S S T ot S S
| Servi ce Location header (function = SrvTypeRgst) |
il aT T T S S S S S i ot SR S YR S S T ot S S
| ength of prev resp string | <Previ ous Responders Addr Spec>
i i S I S T i S S S S il s ot i S

<Pr evi ous Responders Addr Spec> \

i i S I S T i S S S S il s ot i S
l ength of nam ng authority | <Nam ng Authority String> |
i i S I S T i S S S S il s ot i S

i i S I S T i S S S S il s ot i S
| ength of Scope String | <Scope String>
i i S I S T i S S S S il s ot i S

I

+-

I

\

I

+-

I

+-

| . . . .

\ <Nam ng Aut hority String> continued \

I

+-

I

+-

| . .

\ <Scope String>, continued

I

il aT T T S S S S S i ot SR S YR S S T ot S S
Not e that the <Previous Responders Addr Spec> is a comma delinmited
list. (See section 20.1.) The 'length of prev responder list’ field
indicates the length of the comma delinmited list string. A previous
responder list with 3 elenents takes this form

<addr - spec>, <addr - spec>, <addr - spec>
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The Naming Authority, if included, will limt the replies to Service
Type Requests to Service Types which have the specified Naning
Authority. If this field is omtted (i.e., the length field is
zero), the default Naming Authority ("I ANA") is assuned. |If the
length field is -1, service types fromall nam ng authorities are

request ed.
The Scope String Field, if included, will Iimt replies to Service
Types whi ch have the specified scope or are unscoped. |If this field

is onmitted, all Service Types (fromthe specified Nam ng Authority)
are returned.

8. Service Type Reply Message For mat
The Service Type Reply has the follow ng format:

0 1 2 3

01234567890123456789012345678901
il aT T T S S S S S i ot SR S YR S S T ot S S
| Servi ce Location header (function = SrvTypeRply) |
il aT T T S S S S S i ot SR S YR S S T ot S S
| Error Code | nunber of service types |
il aT T T S S S S S i ot SR S YR S S T ot S S

<Service Type Item 1>

T S T S S T T Sl S S S ik T o

I
\
I
+
I
+
_ I
<Service Type Item N>
I
+

I
\

I
+-

| .o
i S S i s ST T S i S R ok
I
\

I
i S S i s ST T S i S R ok

The format of a Service Type Itemis as foll ows:

0 1 2 3

01234567890123456789012345678901
il aT T T S S S S S i ot SR S YR S S T ot S S
| length of Service Type String | <Servi ce Type String> |
il aT T T S S S S S i ot SR S YR S S T ot S S
I I
\ <Service Type String>, continued \
I I
+- +

T S T S S T T Sl S S S ik T o
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The Error Code may have one of the follow ng val ues:
0 Success

PROTOCOL_PARSE_ERROR
A SA or DA returns this error when a SrvTypeRgst is
recei ved whi ch cannot be parsed.

SCOPE_NOT_SUPPORTED
A DA which is configured to have a scope will return this
error if it receives a SrvTypeRgst which is set to have a
scope which it does not support. An SA wll not return
this error, it will sinply silently discard the nulticast
request.

CHARSET_NOT_UNDERSTOCD
If the DA receives a SrvTypeRgst in a character set which
it does not support, it MJST use this error.

The service type's nane is provided in the <Service Type String> If
the service type has a nanming authority other than "I ANA" it shoul d
be returned foll owing the service type string and a "." character.
See section 20.2.1 for the formal definition of this field. User
Agents cal cul ate Service Specific Milticast addresses based on a hash
of the Service Type (see Section 3.6.2). This nmulticast address nay
then be used for issuing Service and Attribute Requests directly to
SAs.

The followi ng are exanples of Service Type Strings which might be
found in Service Type Replies:

service:lpr://
service:http://
service:nfs://

9. Service Registration Message For mat

After a Service Agent has found a Directory Agent, it begins to
register its advertised services one at a time. A Service Agent nust
wait for some randomtinme uniformy distributed within the range
speci fied by CONFI G | NTERVAL_11 before registering again.

Regi stration is done using the Service Registrati on nmessage
specifying all attributes for a service. |If the service registration
in a protected scope 16.1, then the service MJST include both a URL
Aut henti cation bl ock and an Attribute Authentication block (see
section 4.3). |In that case, the service agent MJST set both the 'U
bit and the A bit (see section 4).

Vei zades, et. al. St andar ds Track [ Page 32]



RFC 2165 Servi ce Locati on Protocol June 1997

A Directory Agent nust acknow edge each service registration request.
I f authentication blocks are included, the Directory Agent MJST
verify the authentication before registering the service. This

requi res obtaining key information, either by preconfiguration,

mai nt enance of a security association with the service agent, or
acquiring the appropriate certificate.

The format of a Service Registration is:

0 1 2 3
01234567890123456789012345678901
il aT T T S S S S S i ot SR S YR S S T ot S S
| Service Location header (function = SrvReg) |
il aT T T S S S S S i ot SR S YR S S T ot S S

<URL- Entry> \
i i S I S T i S S S S il s ot i S
Length of Attr List String | <attr-list>
T i i S I iy s ST S S Y S S S S

+

. . |
<attr-list>, Continued. \
I

+

I

\
I
+-
I
+-
I

\
I
i S S i s ST T S i S R ok

| (if present) Attribute Authentication Block ...

il aT T T S S S S S i ot SR S YR S S T ot S S
The <URL-Entry> is defined at the end of Section 4.2. The <attr-
list>is defined in Section 20.3. The Attribute Authentication

Bl ock, which is only present if the A bit is set in the nessage
header, is defined in section 4.3.

Service registration may use a connectionl ess protocol (e.g. UDP),
or a connection oriented protocol (e.g. TCP). If the registration
operation nmay contain nore information than can be sent in one
datagram the Service Agent MJST use a connection oriented protocol
to register itself with the DA. Wien a Service Agent registers the
sane attribute class nore than once for a service instance, the
Directory Agent overwites the all the values associated with that
attribute class for that service instance. Separate registrations
must be nade for each | anguage that the service is to be advertised
in.

If a SA attenpts to register a service with a DA and the registration
is larger than the site path MU, then the DA will reply with a
SrvAck, with the error set to | NVALI D REG STRATI ON and the ' CQOverfl ow
byte set.
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An exanpl e of Service Registration information is:

Lifeti ne (seconds): 16-bit unsigned integer
URL (at |east): servi ce: <srvtype>:// <addr-spec>
Attributes (if any): (ATTRL=VALUE), KEYWORD, (ATTR2 = VAL1, VAL2)

In order to offer continuously advertised services, Service Agents
shoul d start the reregistration process before the Lifetinme they used
in the registration expires.

An exanple of a service registration (valid for 3 hours) is as
foll ows:

Li fetine: 10800
URL: service:lpr://igore.wco.ftp.com515/draft
Attributes: (SCOPE=DEVELOPMENT),

(PAPER COLOR=VHI TE),

(PAPER SI ZE=LETTER),

UNRESTRI CTED_ACCESS,

( LANGUAGE=PCOSTSCRI PT, HPGCL),

( LOCATI ON=12 FLOOR)

The sane registration could be done again, as shown below, in Gernan

however, note that "lpr", "service", and "SCOPE" are reserved terns
and will remain in the | anguage they were originally registered
(English).

Li fetine: 10800
URL: service:lpr://igore.wco.ftp.com515/draft
Attributes: (SCOPE=ENTW CKLUNG),
( PAPI ERFARBE=VEEI SS) ,
( PAPI ERFORVAT=BRI EF) ,
UNBEGRENTZTER_ZUGANG,
( DRUECKERSPRACHE=POSTSCRI PT, HPGCL) ,
( STANDORT=11 ETAGE)

Scoped registrations nust contain the SCOPE attribute. Unscoped
regi strations nust be registered with all unscoped Directory Agents.

Regi strations of a previously registered service are considered an
update. |If such an attribute registration is perforned in a
protected scope (see section 16.1), a new Attribute Authentication
bl ock must al so be included, and the "A" bit set in the registration
nmessage header.

The new registration’s attributes replace the previous

registration’s, but do not effect attributes which were included
previously and are not present in the update.
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For exanpl e, suppose service:x://a.org has been registered with
attributes A=1, B=2, C=3. If a new registration cones for
service:x://a.org with attri butes C=30, D=40, then the attributes for
the service after the update are A=1, B=2, C=30, D=40.

In the exanpl e above, the SCOPE is set to DEVELOPMENT (in English)
and ENTW CKLUNG (in German). Recall that all strings in a nessage
must be in one | anguage, which is specified in the header. The
string SCOPE is *not* translated, as it is one of the reserved
strings in the Service Location Protocol (see section 17.2.)

The Directory Agent may return a server error in the acknow edgnent.
This error is carried in the Error Codes field of the service

| ocation nmessage header. A Directory Agent MJST decline to register
a service if it is specified with an unsupported scope. 1In this case
a SCOPE_NOT_SUPPORTED error is returned in the SrvAck. A Directory
Agent MJST NOT accept Service Registrations which have an unsupported
scope unless it is an unscoped Directory Agent, in which case it MJST
accept all Service Registrations.

An unscoped Service Registration will match all requests. A request
whi ch specifies a certain scope will therefore return services which
have that scope and services which are unscoped. It is strongly

suggested that one should use scopes in all registrations or none.
See Sections 16 and 3.7 for details.

When the URL entry acconpanying a registration also contains an

aut hentication block (section 4.3), the DA MJST performthe indicated
aut hentication, and subsequently indicate the results in the Service
Acknow edgenent nessage.

10. Service Acknow edgenent Message For mat

A Service Acknow edgenent is sent as the result of a DA receiving and
processing a Service Registration or Service Deregistration. An
acknow edgnent indicating success nust have the error code set to
zero. Once a DA acknow edges a service registration it nakes the
information available to clients.

0 1 2 3
01234567890123456789012345678901
il aT T T S S S S S i ot SR S YR S S T ot S S
| Servi ce Location header (function = SrvAck) |
il aT T T S S S S S i ot SR S YR S S T ot S S
| Error Code |
I I i s S I S S
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The Error Code may have one of the follow ng val ues:
0 Success

PROTOCOL_PARSE_ERRCR
A DA returns this error when the SrvReg or SrvDereg is
recei ved which cannot be parsed or the declared string
| engt hs overrun the nessage.

I NVALI D_REG STRATI ON
A DA returns this error when a SrvReg or SrvDeReg is
invalid. For instance, an invalid URL, unknown or
mal forned attributes, or deregistering an unregistered
service all cause this error to be reported.

SCOPE_NOT_SUPPORTED
A DA which is configured to have a scope will return this
error if it receives a SrvReq which is set to have a
scope which it does not support.

CHARSET_NOT_UNDERSTOCD
If the DA receives a SrvReg or SrvDereg in a character
set which it does not support, it will return this error

AUTHENTI CATI ON_ABSENT
I f DA has been configured to require an authentication
for any service registered in the requested scope, and
there are no authentication blocks in the registration,
the DAw Il return this error.

AUTHENTI CATI ON_FAI LED
If the registration contains an authentication bl ock
which fails to match the correct result as cal cul ated
(see section 4.3) over the URL or attribute data to be
authenticated, the DAw Il return this error.

If the Directory Agent accpets a Service Registration, and al ready
has an existing entry, it updates the existing entry with the new
lifetime information and possibly new attributes and new attribute
values. Oherwise, if the registration is acceptable (including al
necessary authenticati on checks) the Directory Agent creates a new
entry, and sets the "F bit in the Service Acknow edgenent returned
to the Service Agent.
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11. Service Deregister Message Fornat

When a service is no longer available for use, the Service Agent mnust
deregister itself fromDi rectory Agents that it has been regi stered
with. A service uses the following PDU to deregister itself.

0 1 2 3
01234567890123456789012345678901
il aT T T S S S S S i ot SR S YR S S T ot S S
| Servi ce Location header (function = SrvDereg) |
il aT T T S S S S S i ot SR S YR S S T ot S S
| l ength of URL | URL |
il aT T T S S S S S i ot SR S YR S S T ot S S

I

URL of Service to Deregister, contd. \

i T ST T i Tk S Y Sy Y S S T S i S +-|+
(if present) authentication block .....

i i S I S T i S S S S il s ot i S

| ength of <tag spec> string | <tag spec> |

i i S I S T i S S S S il s ot i S

I
\
I
+-
I
+-
I
+-
| _ |
\ <tag spec>, continued \
I I
+- +

T S T S S T T Sl S S S ik T o

The Service Agent should retry this operation if there is no response
fromthe Directory Agent. The Directory Agent acknow edges this
operation with a Service Acknow edgnent nessage. Once the Service
Agent receives an acknow edgnent indicating success, it can assune
that the service is no longer advertised by the Directory Agent. The
Error Code in the Acknow edgnent of the Service Deregistration my
have the sane val ues as described in section 10.

The Service Deregister Infornation sent to the directory agent has
the following form

servi ce: <srvtype>://<addr-spec>
Attribute tags (if any): ATTRL, KEYWORD, ATTR2

This will deregister the specified attributes fromthe service
information fromthe directory agent. |If no attribute tags are

i ncluded, the entire service information is deregistered in every
| anguage and every scope it was registered in. To deregister the
printer fromthe precedi ng exanple, use:

service:lpr://igore.wo.ftp.com515/draft
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12.

If the service was originally registered with a URL entry contai ni ng
a URL authentication block, then the Service Deregistrati on nmessage

header MJUST have the 'U bit set, and the URL entry is then followed
by the authentication block, with the authenticator cal cul ated over

the URL data, the tinestanp, and the I ength of the authenticator as

explained in section 4.3. 1In this calculation, the lifetime of the

URL data is considered to be zero, no matter what the current val ue

for the remaining lifetine of the registered URL.

Attribute Request Message For mat

The Attribute Request is used to obtain attribute information. The
UA supplies a request and the appropriate attribute information is
returned.

If the UA supplies only a Service Type, then the reply includes al
attributes and all values for that Service Type. The reply includes
only those attributes for which services exist and are advertised by
the DA or SA which received the Attribute Request. Since different

i nstances of a given service can, and very likely will, have
different values for the attributes defined by the Service Type, the
User Agent nmust forma union of all attributes returned by al
service Agents. The Attribute information will be used to form
Servi ce Requests.

If the UA supplies a URL, the reply will contain service infornmation
corresponding to that URL.

Attribute Requests include a 'select clause’. This nay be used to
l[imt the anpbunt of information returned. |If the select clause is
enpty, all information is returned. Qherw se, the UA supplies a
conma delimted list of attribute tags and keywords. |If the
attribute or keyword is defined for a service, it will be returned in
the Attribute Reply, along with all registered values for that
attribute. |If the attribute selected has not been registered for

that URL or Service Type, the attribute or keyword information is
simply not returned.
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The Attribute Request nessage has the follow ng form

0 1 2 3
01234567890123456789012345678901
il aT T T S S S S S i ot SR S YR S S T ot S S
| Servi ce Location header (function = AttrRgst) |
il aT T T S S S S S i ot SR S YR S S T ot S S
| length of prev resp list string|<Previous Responders Addr Spec>|
il aT T T S S S S S i ot SR S YR S S T ot S S

<Previ ous Responders Addr Spec>, continued

T i i S I iy s ST S S Y S S S S
l ength of URL | URL
T i i S I iy s ST S S Y S S S S

URL, conti nued \

I I
\ \
I I
+- +
I I
+- +
I I
\

I I
i T i I I S N i i S I S
| | ength of <Scope> | <Scope> |
i T i I I S N i i S I S
I I
\

I I
+- +
I I
+- +
I I
\

I I
+- +

<Scope>, continued \

T i i S I iy s ST S S Y S S S S
| ength of <select-list> | <select-list>
T i i S I iy s ST S S Y S S S S

<sel ect-list> continued \

T S T S S T T Sl S S S ik T o

The <Previ ous Responder Address List> functions exactly as introduced
in Section 7. See also Section 20. 1.

The URL can take two forns: Either it is sinply a Service Type, such
as "service:http:", or it can be a URL, such as
"service:lpr://igore.wo.ftp.com515/draft”. 1In the forner case, al
attributes and the full range of values for each attribute for the
Service Type is returned. |In the latter case, only the attributes
for the service whose URL is defined are returned.

The Scope String is provided so that Attribute Requests for Service
Types can be nmade so that only the Attribute information pertaining
to a specific scope will be returned. This field is ignored in the
case when a full URL is sent in the Attribute Request. The rules for
encodi ng of the Scope String are given in Section 5. 4.
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The select list takes the form

<select-list> ::= <select-itenp |
<select-itemr ',’ <select-list>

<keyword> | <attr-tag> | <partial-tag>'*’

<select-itenp

<partial -tag> the partial class nane of an attribute

If followed by an **’, it matches all class nanes
which begin with the partial tag. |f preceded by
a partial tag. |If both preceded and foll owed by

"*' it matches all class nanes which contain the

partial tag.
For definitions of <attr-tag> and <keyword> see 5. 4.
An exanple of a select-list following the printer exanple is:
PAGES PER M NUTE, UNRESTRI CTED_ACCESS, LOCATI ON

If sent to a Directory Agent, the nunber of previous responders is
zero and there are no Previous Responder Address Specification.
These fields are only used for repeated multicasting, exactly as for
the Service Reguest.

13. Attribute Reply Message For mat
An Attribute Reply Message takes the form

0 1 2 3
01234567890123456789012345678901
il aT T T S S S S S i ot SR S YR S S T ot S S
| Servi ce Location header (function = AttrRply) |
il aT T T S S S S S i ot SR S YR S S T ot S S

| Error Code | length of <attr-list> string
il aT T T S S S S S i ot SR S YR S S T ot S S

\ <attr-list> \
i T i I I S N i i S I S
The Error Code may have the foll ow ng val ues:

0 Success
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LANGUAGE_NOT_SUPPORTED
A SA or DA returns this when a request is received froma
UA which is in a | anguage for which there is no
regi stered Service Information and the request arrived
with the Monolingual bit set. See Section 17.

PROTOCOL_PARSE_ERRCR
A DA or SAreturns this error when a AttrRgst is received
whi ch cannot be parsed or the declared string |engths
overrun the nessage.

SCOPE_NOT_SUPPORTED
A DA which is configured to have a scope will return this
error if it receives an AttrRgst which is set to have a
scope which it does not support. SAs will silently
discard nmulticast AttrRgst nmessages for scopes they do
not support.

CHARSET_NOT_UNDERSTOCD
If the DA receives an AttrRgst in a character set which
it does not support, it will return this error. SAs wll
silently discard nmulticast AttrRgst nmessages which arrive
usi ng character sets they do not support.

The <attr-list> (attribute list) has the sanme formas the attribute
list in a Service Registration, see Section 20.3 for a formnal
definition of this field.

An Attribute Request for "lpr" mght elicit the followi ng reply
(UNRESTRI CTED_ACCESS is a keyword):

( PAPER COLOR=VHI TE, BLUE) ,

( PAPER S| ZE=LEGAL, LETTER, ENVELOPE, TRACTOR FEED),
UNRESTRI CTED_ACCESS,

(PAGES PER M NUTE=1, 3, 12),

( LOCATI ON=12t h, NEAR ARUNA' S OFFI CE),

( QUEUES=LEGAL, LETTER, ENVELOPE, LETTER HEAD)

I f the nessage header has the "A bit set, the Attribute Reply wll
have an Attribute Authentication block set. |In this case, the
Attribute Authenticator nust be returned with the entire list of
attributes, exactly as it was registered by an SAin a protected
scope. In this case, the URL was registered in a protected scope and
the UA included a URL but not a select clause. |If the AttrRgst
specifies that only certain attributes are to be returned, the DA
does not (typically cannot) conpute a new Authenticator so it sinply
returns the attributes w thout an authenticator bl ock.
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A UA which wishes to obtain authenticated attributes for a service in
a protected scope MIST therefore nust include a particular URL and no
select list with the AttrRgst.

14. Directory Agent Advertisenent Message For mat
Directory Agent Advertisenent Messages have the follow ng format:

0 1 2 3
01234567890123456789012345678901
il aT T T S S S S S i ot SR S YR S S T ot S S
| Servi ce Location header (function = DAAdvert) |
il aT T T S S S S S i ot SR S YR S S T ot S S
| Error Code | Length of URL |
il aT T T S S S S S i ot SR S YR S S T ot S S

URL

\ \
il aT T T S S S S S i ot SR S YR S S T ot S S
| Length of <Scope-|ist> | <Scope-list> |
il aT T T S S S S S i ot SR S YR S S T ot S S
\

+- +

<Scope-list>, continued
T i i S I iy s ST S S Y S S S S

The Error Code is set when a DA Advertisenent is returned as the
result of a Service Request. It will always be set to O in the case
of an unsolicited DA Advertisenment. The Error Code nay take the

val ues specified in Section 6.

The URL corresponds to the Directory Agent’s location. The <Scope-
list>is a comma delinted |ist of scopes which the DA supports, in
the follow ng fornat:

<Scope-1list>
<Scope>

<Scope> | <Scope-list>"'," <Scope>
String representing a scope

See Section 5.4 for the lexical rules regardi ng <Scope>

DA Advertisenents sent in reply to a Directory Agent Discovery
Request has the sane format as the unsolicited DA Advertisenent, for
exanpl e:

URL: service: directory-agent:// SLP- RESOLVER. CATCH22. COM
SCOPE List: ADM N
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15.

15.

15.

The Directory Agent can be reached at the Address Specification
returned, and supports the SCOPE called "ADM N'.

Directory Agents
1. Introduction

A Directory Agent acts on behal f of many Service Agents. It acquires
information fromthem and acts as a single point of contact to supply
that information to User Agents.

The queries that a User Agent nulticasts to Service Agents (in an
environnment without a Directory Agent) are the same as queries that
the User Agent might unicast to a Directory Agent. A User Agent nmay
cache i nformation about the presence of alternate Directory Agents to
use in case a selected Directory Agent fails.

Asi de from enhancing the scalability of the protocol (see section
3.7), running nmultiple DAs provides robustness of operation. The DAs
may have replicated service information which remain accessi bl e even
when one of the DAs fail. Directory Agents, in the future, may use
mechani sns outside of this protocol to coordinate the mai ntenance of
a distributed database of Service Location information, and thus
scale to enterprise networks or larger admnistrative domains.

Each Service Agent nust register with all DAs they are configured to
use. UAs nay choose anmong DAs they are configured to use.

Locally, Directory Agent consistency is guaranteed using nechani sns
in the protocol. There isn’t any Directory to Directory Agent
protocol yet. Rather, passive detection of DAs by SAs ensures that
eventually service information will be registered consistently
between DAs. Invalid data will age out of the Directory Agents
leaving only transient stale registrations even in the case of a
failure of a Service Agent.

2. Finding Directory Agents

A User or Service Agent nay be statically configured to use a
particular DA. This is discouraged unless the application resides on
a network where any formof nulticast or broadcast is inpossible.

Alternatively, a host which uses DHCP [2, 11] may use it to obtain a
Directory Agent’'s address. DHCP options 78 and 79 have been assigned
for this purpose [21].

The third way to discover DAs is dynanmically. This is done by
sending out a Directory Agent Discovery request (see Section 5.2).
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Lastly, the agent may be inforned passively as foll ows:

When a Directory Agent first comes on-line it sends an unsolicited DA
Advertisenent to the Service Location general multicast address. |If
a DA supports a particular scope or set of scopes these are placed in
the reply. The class for this attribute is ' SCOPE' .

Every CONFI G I NTERVAL_9 a Directory Agent will send an unsolicited DA
Advertisement. This will ensure that eventually it will be
di scovered by all applications which are concerned.

When a Directory Agent first comes up it begins with 0 as its Xl D,
and increnents this by one each tinme it sends an unsolicited DA
Advertisenent. Wen the counter waps, it should go from OxFFFF to
0x0100, not O.

If the Directory Agent has stored all of the service infornmation in a
nonvol atile store, it should initially set the XID to 0x100, as it is
not conming up 'stateless.” |If it stores service registrations in
menory only, it will restart without any state. It should indicate
this by resetting its XIDto O.

Al'l Service Agents which receive the unsolicited DA Adverti senent
should examine its XID. If the Directory Agent has never before been
heard fromor if the XIDis less than it was previously and | ess than
256, the Service Agent should assune the DA does not have its service
registration, even if it once did. |If this is the case and the DA
has the proper scope, the SA should register all service information
with the Directory Agent, after waiting a randominterva

CONFI G_| NTERVAL_10.

Wien a Service Agent or User Agent first conmes on-line it nust issue
a Directory Agent Discovery Request unless it is using static or DHCP
configuration, as described in 5.2.

A Service Agent registers information with ALL newy di scovered
Directory Agents when either of the above two events take place.
When scopes are being used, a Service Agent SHOULD choose a set of
scopes to be advertised in and need only register with Directory
Agents that support the scopes in which they wish to be registered.
Services MJST be registered with DAs that support their scope and

t hose whi ch have no scope, unless specifically configured not to do
so (see section 22.1.)
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Once a User Agent becones aware of a Directory Agent it will unicast
its queries there. 1In the event that nore than one Directory Agent
is detected, it will select one to conmunicate with. Wen scopes are
supported, the User Agent will direct its queries to different
Directory Agents dependi ng on which scopes are appropriate donmai ns
for the query to be answered in.

The protocol will cause all DAs (of the same scope) to eventually
obtain consistent information. Thus one DA should be as good as any
other for obtaining service infornmation. There nay be tenporary

i nconsi stenci es between DAs.

Scope Discovery and Use

The scope mechanismin the Service Location Protocol enhances its
scalability. The primary use of scopes is to provide the capability
to organize a site network along adninistrative lines. A set of
services can be assigned to a given departnent of an organi zation, to
a certain building or geographical area or for a certain purpose.

The users of the system can be presented with these organi zationa

el enents as a top | evel selection, before services within this donmain
are sought.

A site network that has grown beyond a size that can be reasonably
serviced by a few DAs can use the scope nmechanism DAs have the
attribute class "SCOPE'. The values for this attribute are a list of
strings that represent the adnministrative areas for which this
Directory Agent is configured. The senmantics and | anguage of the
strings used to describe the scope are alnost entirely the choice of
the administrative entity of the particular domain in which these
scopes exist. The values of SCOPE shoul d be configurable, so the
system admi nistrator can set its value. The scopes "LOCAL" and
"REMOTE" are reserved and SHOULD NOT be used. Use of these reserved
values is to be defined in a future protocol docunent.

Services with the attribute SCOPE should only be registered with DAs
whi ch support the sane scope or DAs which have no scope.

Directory Agents advertise their avail able scopes. A Service Agent
may then choose a scope in which to register, and SHOULD regi ster
with all Directory Agents in that scope, as well as all DAs which
have no scope. Failure to be conprehensive in registration according
tothis rule will nean that the service advertisenment nay not be
available to all User Agents.
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A Directory Agent which has a scope will return advertisenents in
response to Directory Agent Discovery requests with the scope

i nformation included. Note that the "service:directory-agent" schene
is registered with the I ANA nam ng authority (which is automatically
sel ected by leaving the Nam ng Authority field enpty.)

The query:
di rectory-agent/ MATH DEPT//
Coul d receive the followi ng DA Adverti senent:

Ret urned URL: servi ce: directory-agent://diragent. bl ah. edu
Ret ur ned SCOPE: MATH DEPT

The sanme Directory Agent if it had no scope value would reply:

Ret urned URL: servi ce: directory-agent://diragent.void.com
Ret ur ned SCOPE

If a Directory Agent supported nore than one scope it would reply as:

Ret ur ned URL: service:directory-agent://srv.domain. org
Ret ur ned SCOPE: MATH DEPT, ENGLI SH DEPT, CS DEPT

A DA which has no scope will reply to any Directory Agent Discovery
Request .

Bei ng a nenber of a scope nmeans that an agent SHOULD use those
Directory Agents that support its scope. User Agents send al
requests to DAs which support the indicated scope. Services are
registered with the DA(s) in their scope. For a UAto find a service
that is registered in a particular scope it nmust send requests to a
DA whi ch supports the indicated scope. There is no limtation on
scope nmenbership built into the protocol; that is to say, a User
Agent or Service Agent nmay be a nmenber of nore than one scope.
Menbership is open to all, unless sone external authorization
mechanismis added to limt access.

1. Protected Scopes

Scope nenbership MAY al so define the security access and

aut hori zation for services in the scope; such scopes are called
protected scopes. |If a User Agent wi shes to be sure that Service
Agents are authorized to provide the service they advertise, then the
User Agent shoul d request services froma protected scope which has
been configured to have the necessary authenticati on nmechani sm and
keys distributed to the Service Agents within the scope. A directory
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agent distributing URLs for services in a protected scope will reject
any registrations or deregistrations for service agents which cannot
provi de cryptographically strong authentication to prove their

aut hori zation to provide the services.

For instance, if a canpus registrar wishes to find a working printer
to produce student grade information for mailing, the registrar would
require the printing user agent to transnit the printable output only
to those printing Service Agents which have been registered in the
appropriate protected scope. Notice that each service agent is,

under normal circunstances, validated two tines: once when
registering with the directory agent, and once when the user agent
val i dates the URL received with the Service Reply. This protects
agai nst the possibilities of nmalicious Directory Agents as well as
mal i ci ous Service Agents.

Note that services in protected scopes provi de separate
authentication for their URL entry, and for their attributes. This
follows naturally fromthe needs of the protocol operation. User
Agents which specify a service type and attri butes needed for service
in that service type will not receive attribute information fromthe
directory agent; they will only receive the appropriate URL entries.
Only the information returned needs to be authenti cat ed.

User agents which receive attribute information for a particular URL
(see section 12), on the other hand, need to authenticate the

attri butes when they are returned (see section 13). |In this case,
there may be nuch nore data to authenticate, but this operation is
al so performed nmuch | ess often, usually only while the user is
browsi ng the avail abl e network resources.

Language and Character Encodi ng | ssues

Al'l Service Registrations declare the |anguage in which the strings
in the service attributes are witten by specifying the appropriate
code in the nessage header. For each | anguage the Service advertises
a separate registration takes place. Each of these registrations
uses the same URL to indicate that they refer to the sane servi ce.

If a Service is fully deregistered (the URL is given in the Service
Deregi ster request, without any attribute information) then the
Service needs to be deregistered only once. This will effectively
deregi ster the service in all languages it has been registered in.
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If, on the other hand, attribute information is included in the
Service Deregistration request, a separate Service Deregistration of
selected attributes nmust be undertaken in each | anguage in which
service informati on has been provided to the DA by a Service Agent.
Service Registrations in different |anguages are mutually
unintelligible. They share no information except for their service
type and URL with which they were registered. No attenpt is nmade to
mat ch queries with "l anguage i ndependence." Instead, queries are
handl ed using string matching against registrations in the sane

| anguage as the query.

Servi ce Types which are standardi zed will have definitions for al
attributes and value strings. Oficial translations to other

| anguages of the attribute tags and val ues may be created and
submtted as part of the standard; this is not feasible for al

| anguages. For those | anguages which are not defined as part of the
Service Type, a best effort translation of the standard definitions
of the Service type's attribute strings MAY be used.

Al'l Service Requests specify a requested | anguage in the nmessage
header. The Directory Agent or Service Agent will respond in the
same | anguage as the request, if it has a registration in the sane

| anguage as the request. |If this |language is not supported, and the
Monol i ngual bit is not specified, a reply can be sent in the default
| anguage (which is English.) If the 'nonolingual bit’ flag in the
header is set and the requested | anguage is not supported, a SrvRply
is returned with the error field set to LANGUAGE_NOT_SUPPORTED

If a query is in a supported | anguage on a SA or DA, but has a
different dialect than the avail able service information, the query
MUST be serviced on a best-effort basis. |f possible, the query
shoul d be matched agai nst the same dialect. |If that is not possible,
it MAY be matched agai nst any dial ect of the same | anguage.

. 1. Character Encoding and String |Issues

Val ues for character encoding can be found in | ANA' s dat abase
http://ww.isi.edu/in-notes/ianalassignments/character-sets
and have the values referred by the M BEnum val ue.

The encoding will determne the interpretation of all character data
which follows the Service Location Protocol header. There is no way
to mix ASCII and UNI CODE, for exanple. All responses nust be in the
character set of the request, or use US-ASCII. |If a request is sent
to a DA or SAor aregistrationis sent to a DA, which is unable to
mani pul ate or store the character set of the inconing nmessage, the
request will fail. The SA or DA returns a CHARSET_NOT_UNDERSTOOD
error in a SrvAck nessage in this case. Requests using US-ASCII will
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never fail for this reason, since all SAs and DAs nust be able to
accept this character set.

Certain characters are illegal in certain contexts of the protocol
Since the protocol is largely character string based, in sone
contexts characters are used as protocol delimters. |In these cases

the delimting characters nust not be used as 'data text.’
1.1. Substitution of Character Escape Sequences

The Service Location Protocol has an 'escape nechani sm which is

consistent with HTTP 2.0 [5] and SGW [15]. |If the character
sequence "&#" is followed by one or nore digits, followed by a
semicolon ';’' the entire sequence is interpreted as a single

character. The digits are interpreted as a decinal value in the
character set of the request, as specified by the header. Thus, in
US- ASCI | &#44; would be interpreted as a comma. Substitution of
these escape strings nust be done in all <attr-list> and strings
present in SrvReq and AttrRgst nessages. Only nunerical character
references are accepted, not 'Entity References,’ as defined in HTM.
These escape val ues should only be used to provide a nmechani smfor

i ncludi ng reserved characters in attribute tag and val ue strings.

The interpretation of these escape values is different than in HTM.
in one respect: In HIM. the escape values are considered to be in
the 1SO Latin-1 character set. In Service Location they are
interpreted in the character set defined in the header of the
nessage.

Thi s escape nmechani small ows characters |ike commas to be included in
attri bute tags and val ues, which would otherw se be illegal as the
comma is a protocol delimter.

Attribute tags and val ues of different | anguages are considered to be
mutual Iy unintelligible. A query in one | anguage SHOULD use service
information registered in that | anguage.

2. Language- | ndependent Strings
Sone strings, such as Service Type nanes, have standard definitions.

These strings should be considered as tokens and not as words in a
| anguage to be transl at ed.
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Reserved String Section xDefinition

SCOPE 3, 15 Used to Ilimt the matching of requests.

SERVI CE 6, 9 The URL schenme of all Service Location
information registered with a DA or
returned froma Service Request.

<srvtype> 20.2.1 Used in all service registrations
and replies.

domai n nanmes 20. 4 A fully qualified domain nane, used
in registrations and replies.

I ANA 3.3 The default nam ng authority.

LOCAL 16 Reser ved.

REMOTE 16 Reser ved.

TRUE 20.5 Bool ean true.

FALSE 20.5 Bool ean fal se.

18. Service Location Transactions
18.1. Service Location Connections

When a Service Location Request or Attribute Request results in a UDP
reply froma Service or Directory Agent that will overflow a
datagram the User Agent can open a connection to the Agent and

rei ssue the request over the connection. The reply will be returned
with the overflow bit set (see section 4). The reply will contain as
much data as will fit into a single datagram |If no MIU information
is available for the route, assunme that the MU is 1400; this value
is configurable (see section 22).

Wien a request results in overflowed data that cannot be correctly
parsed (say, because of duplicate or dropped |IP datagranms), a User
Agent that wishes to reliably obtain the overfl owed data nust
establish a TCP connection with the Directory Agent or Service Agent
with the data. Wen the request is sent again with a new XID, the
reply is returned over the connection.

When regi stration data exceeds one datagramin |ength, the Service
Regi strati on should be nade by establishing a connection with a
Directory Agent and sending the registration over the connection
stream
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Directory Agents and Service Agents nust respond to connection
requests; services whose registration data can overflow a dat agram
nmust be able to use TCP to send the registration. User Agents shoul d
be able to nake Service and Attribute Requests using TCP. If they
fail to inplenent this, they nmust be able to interpret partial
replies and/or reissue requests with nore selective criteria to
reduce the size of the replies.

A connection initiated by an Agent may be used for a single
transaction. It nmay also be used for nultiple transactions. Since
there are length fields in the nmessage headers, the Agents may send
mul tiple requests along a connection and read the return stream for
acknowl edgnents and replies.

The initiating agent is responsible for closing the TCP connecti on.
The DA should wait at |east CONFI G I NTERVAL_12 before closing an idle
connection. DAs and SAs SHOULD eventually close idle connections to
ensure robust operation, even when the agent which opened a
connection neglects to close it.

2. No Synchronous Assunption

There is no requirenent that one transaction conplete before a given
host begi ns another. An agent nmay have nultipl e outstanding
transactions, initiated either using UDP or TCP.

3. ldenpotency

Al'l Service Location actions are idenpotent. O course registration
and deregistration will change the state of a DA, but repeating these
actions with the sane XID will have exactly the sanme effect each
time. Repeating a registration with a new XID has the effect of
extending the lifetime of the registration

Security Considerations

The Service Location Protocol provides for authentication of Service
Agents as part of the scope nechanism and consequently, integrity of
the data received as part of such registrations. Service Location
does not provide confidentiality. Because the objective of this
protocol is to advertise services to a comunity of users,
confidentiality m ght not generally be needed when this protocol is
used in non-sensitive environnents. Specialized schenes night be
able to provide confidentiality, if needed in the future. Sites
requiring confidentiality should inplenment the | P Encapsul ating
Security Payload (ESP) [3] to provide confidentiality for Service
Locati on nmessages.
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Usi ng unprotected scopes, an adversary might easily use this protocol
to advertise services on servers controlled by the adversary and
thereby gain access to users’ private information. Further, an
adversary using this protocol will find it much easier to engage in
sel ective denial of service attacks. Sites that are in potentially
hostile environments (e.g. are directly connected to the Internet)
shoul d consi der the advantages of distributing keys associated with
protected scopes prior to deploying the sensitive directory agents or
servi ce agents.

Service Location is useful as a bootstrap protocol. It may be used
in environnents in which no preconfiguration is possible. In such
situations, a certain amount of "blind faith" is required: Wthout
any prior configuration it is inpossible to use any of the security
nmechani sns descri bed above. Service Location will make use of the
nmechani sns provi ded by the Security Area of the | ETF for key
distribution as they becone available. At this point it would only
be possible to gain the benefits associated with the use of protected
scopes if sone cryptographic information can be preconfigured with
the end systens before they use Service Location. For User Agents,
this could be as sinple as supplying the public key of a Certificate
Authority. See Appendi x B

String Formats used with Service Locati on Messages

The followi ng section supplies formal definitions for fields and
protocol elenents introduced in the sections indicated.

Prot ocol El enent Defined in Used in
<Pr evi ous Responders’ Addr Spec> 20.1 SrvReq
Servi ce Request <predicate> 5.4 SrvReq
URL 20.2 SrvReg,
SrvDer eg,
SrvRply
<attr-list> 20.3 SrvReq,
SrvRply,
AttrRply
<Service Registration Information> 9 SrvReg
<Service Deregister Informtion> 11 SrvDer eg
<Service Type String> 20.2.1 At t r Rgst
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1. Previous Responders’ Address Specification
The previous responders’ Address Specification is specified as

<Previ ous Responders’ Address Specification> ::=
<addr - spec> |
<addr - spec>, <Previous Responders’ Address Specification>

i.e., alist separated by commas with no intervening white space.

The Address Specification is the address of the Directory Agent or
Servi ce Agent which supplied the previous response. The format for
Address Specifications in Service Location is defined in section
20.4. The comma deliniter is required between each <addr-spec>. The
use of dotted decimal |P address notation should only be used in

envi ronnents whi ch have no Donmai n Nanme Servi ce.

Exanpl e:
RESOLVO. NEATO. ORG, 128. 127. 203. 63
2. Formal Definition of the "service:" Schene
A URL with a "service:" schenme is used in the SrvReg, SrvDereg,
SrvRply and AttrRgst nmessages in Service Location. URLs are defined

in RFC 1738 [6]. A URL with the "service:" schenme nust contain at
| east:

<url> ::= service: <srvtype>://<addr-spec>
wher e:
service the URL schene for Service Location, to return
Repli es.
<srvtype> a string; Service Types may be standardi zed

by devel oping a specification for the "service
type"-specific part and registering it with | ANA
See sections 20.2.1 and 3. 3.

<addr-spec> the service access point of the service. It is the
net wor k address or domai n nane where the service can
be accessed. See section 20. 4.

The "service:" schene may be foll owed by any legal URL. The a
particul ar service. The protocol used to access the service at the
gi ven servi ce access <addr-spec> nay be inplicit in the Service Type
nane. |If this is not the case, the Service Type MJST be defined in
such a way that attribute information will include all necessary
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configuration and protocol information. A User Agent MJST therefore
be able to use either a "service:" URL alone or a "service:" URL in
conjunction with service attributes to nmake use of a servi ce.

2.1. Service Type String

The Service Type is a string describing the type of service. These
strings may only be conprised of al phanuneric characters, '+, and
Type nanes.

If the Service Type nane is followed by a '.” and a string (which
has the sanme limtations) the "suffix’ is considered to be the Nam ng
Authority of the service. |If the Naming Authority is omtted, |ANA
is assunmed to be the Nami ng Authority.

Servi ce Types devel oped for in-house or experinental use nmay have any
nane and attribute semantics provided that they do not conflict with
t he standardi zed Service Types.

3. Attribute Information

The <attr-list>is returned in the Attribute Reply if the Attribute
Request does not result in an enpty result.

<attr-list> ::= <attribute> | <attribute> <attr-list>
<attribute> ::= (<attr-tag>=<attr-val-list>) | <keyword>
<attr-val-list> ::= <attr-val> | <attr-val>, <attr-val-list>

An <attr-list> nust be scanned prior to evaluation for al
occurrences of the string "&#" followed by one or nore digit followed
by ';’. See Section 17.1.1.

A keyword has only an <attr-tag> and no val ues.

A conma cannot appear in an <attr-val> as the comm is used as the
multiple value delimter. Exanples of an <attr-list> are:

( SCOPE=ADM NI STRATI ON)
(COLOR=RED, WHI TE, BLUE)
( DELAY=10 M NS), BUSY, (LATEST BUI LD=10- 5- 95), (PRI ORI TY=L, M H)

The third exanple has three attributes in the list. Color can take
on the values red, white and blue. There are several other exanples
of replies throughout the docunent.
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20.4. Address Specification in Service Location
The address specification used in Service Location is:
<addr-spec> ::= [<user>: <passwor d>@ <host >[ : <port >]

<host >

Fully qualified domai n nane
dotted decinal | P address notation

June 1997

When no Domain Nane Server is avail able, SAs and DAs nust use dotted
deci mal conventions for I P addresses. Oherwise, it is preferable to
use a fully qualified domain nane wherever possible as renunbering of

host addresses will nake | P addresses invalid over tine.

CGenerally, just the host donmain nane (or address) is returned. Wen
there is a non-standard port for the protocol, that should be

returned as well. Sone applications my make use of the

<user >: <password>@ syntax, but its use is not encouraged in this
context until mechanisns are established to maintain confidentiality.

Address specification in Service Location is consistent with standard

URL format [6].

20.5. Attribute Value encoding rules

Attribute values, and attribute tags are CASE | NSENSI Tl VE f or

pur poses of | exical conparison.

Attribute values are strings containing any characters with the

exception of (', "), '=, >, ‘<, [, "*  and '’

(the comm)

except in the case described bel ow where opaque val ues are encoded.
These characters may be included using the character val ue escape

mechani sm described in section 17.1.1.

While an attribute can take any value, there are three types of

val ues which differentiate thensel ves from general strings:

Bool eans, Integers and Opaque val ues.

- Bool ean values are either "TRUE' or "FALSE'. This is the case

regardl ess of the language (i.e. in French or Telugu

Bool ean

TRUE is "TRUE", as well as in English.) Boolean attributes can

take only one val ue.
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I nteger val ues are expressed as a sequence of nunbers. The
range of allowable values for integers is "-2147483648" to
"2147483647". No other form of numeric representation is
interpreted as such except integers. For exanple, hexadeci na
nunbers such as "0x342" are not interpreted as integers, but as
strings.

Opaque values (i.e. binary values) are expressed in radix-64
notation. The syntax is:

(<l en>: <r adi x- 64- dat a>)
nunber of bytes of the original data
radi x- 64 encodi ng of the original data

<opaque- val >
<l en> D
<r adi x- 64-data> ::

<len> is a 16-bit binary nunber. Radi x-64 encodes every 3 bytes
of binary data into 4 bytes of ASCI|I data which is in the range
of characters which are fully printable and transferable by mail.
For a formal definition of the Radi x-64 format see RFC 1521 [7],
M ME Part One, Section 5.2 Base64 Content Transfer Encodi ng, page
21.

21. Protocol Requirenents

In this section are listed various protocol requirenents for User
Agents, Service Agents, and Directory Agents.

21.1. User Agent Requirenents

A User Agent MNAY:

Provide a way for the application to configure the default DA, so
that it can be used without needing to find it each initially.

Be able to request the address of a DA from DHCP, if configured
to do so.

| gnore any unaut henti cated Service Reply.

Be able to issue requests in any |anguage or character set
provided that it can switch to the default |anguage and character
set if the request can not be serviced by DAs and SAs at the
site.

Requi re an authentication block in any URL entry returned as
part of a Service Request, before making use of the advertised
servi ce.
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A User Agent SHOULD:

Try to contact DHCP to obtain the address of a DA
Use a scope in all requests, if possible.

| ssue requests to scoped DAs if the UA has been configured with a
scope.

Listen on the Service Location General Miulticast address for
unsolicited DA Advertisenents. This will increase the set of
Directory Agents available to it for making requests. See
Section 15. 2.

Be able to be configured to require an authentication block in
any received URL entry advertised as belonging to a protected
scope, before naking use of the service.

If the UA does not listen for DA Advertisenents, new DAs will not be
passively detected. A UA which does not have a configured DA and has
not yet discovered one and is not listening for unsolicited DA
Advertisenments will remain ignorant of DAs. It may then do a DA

di scovery before each query performed or it may sinply use multicast
gueries to Service Agents.

A User Agent MUST:

Be able to unicast requests and receive replies froma DA
Transacti ons should be nade reliable by using retransm ssion of
the request if the reply does not arrive within a tineout

i nt erval

Be able to detect DAs using a Directory Agent Di scovery request
i ssued when the UA starts up

Be able to send requests to a nulticast address. Service
Specific Milticast addresses are conputed based on a hash of the
Service Type. See Section 3.6. 2.

Be able to handle numerous replies after a multicast request.
The inplenentation may be configurable so it will either return
the first reply, all replies until a tinmeout or keep trying til
the results converge.

| gnore any unaut henticated Service Reply or Attribute Reply when
an appropriate | PSec Security Association for that Reply exists.
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- \Wenever it obtains its IP address fromDHCP in the first place,
al so attenpt to obtain scope information, and the address of a
DA, from DHCP

- Use the I P Authentication Header or |P Encapsul ati ng Payl oad in
all Service Location nmessages, whenever an appropriate |PSec
Security Association exists.

- Be able to issue requests using the US-ASCII character set.

- If configured to use a protected scope, be able to use
"md5W t hRSAEncryption" [4] to verify the signed data.

21.2. Service Agent Requirenents
A Service Agent MAY be able to:
- Cet the address of a local Directory Agent by way of DHCP

- Accept requests in non-US-ASCII character encodings. This is
encouraged, especially for UNICODE [1] and UTF-8 [24] encodi ngs.

- Register services with a DA in non-US-ASClI | character encodi ngs.
This is encouraged, especially for UNICODE [1] and UTF-8 [ 24]
encodi ngs.

A Service Agent SHOULD be able to:

- Listen to the service-specific multicast address of the service
it is advertising. The incoming requests should be filtered: |If
t he Address Specification of the SAis in the Previous Responders
Address Specification list, the SA SHOULD NOT respond.
O herwi se, a response to the nmulticast query SHOULD be unicast to
the UA which sent the request.

- Listen for and respond to broadcast requests and TCP connection
requests, to the Service Location port.

Be configurable to cal cul ate authentication bl ocks and thereby
be enabled to register in protected scopes. This requires that the
servi ce agent be configured to possess the necessary keys to
cal cul ate the authenticator

A Service Agent MJST be able to:
- VListen to the Service Location General Miulticast address for

queries (e.g., Service Type Requests). |If the query can be
replied to by the Service Agent, the Service Agent MJST do so.
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It MJUST check first to make sure it is not on the |ist of
" previous responders.’

- VListen to the Service Location General Milticast address for
unsolicited DA Advertisenents. |If one is detected, and the DA
has the right scope, (or has no scope), all services which are
currently being advertised MIST be registered with the DA (unless
configured to only use a single DA (see section 22.1), or the DA
has al ready been detected, subject to certain rules (see section
15.2)).

- \Wenever it obtains its IP address fromDHCP in the first place,
al so attenpt to obtain scope information, and the address of a
DA, from DHCP

- Unicast registrations and deregistrations to a DA. Transactions
shoul d be nmade reliable by using retransmni ssion of the request if
the reply does not arrive within a tineout interval

- Be able to detect DAs using a Directory Agent Discovery request
i ssued when the SA starts up (unless configured to only use a
singl e DA, see section 22.1.)

- Use the IP Authentication Header or |P Encapsul ati ng Payl oad in
all Service Location nessages, whenever an appropriate |PSec
Security Association exists.

- Be able to register service information with a DA using US- ASCI
character encoding. It nust also be able to reply to requests
from UAs whi ch use US-ASCI| character encoding.

- Reregister with a DA before the Lifetinme of registered service
i nformati on el apses.

- |If configured to use a protected scope, be able to use
"md5W t hRSAENncryption" [4] to produce the signed data.

21.3. Directory Agent Requirenents
A Directory Agent MAY
- Accept registrations and requests in non-US-ASCI| character

encodings. This is encouraged, especially for UNICODE [1] and
UTF-8 [ 24] encodi ngs.
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A D

rectory Agent SHOULD:

Be able to configure certain scopes as protected scopes, so that
registrations within those scopes require the calculation of
cryptographically strong authenticators. This requires that the
DA be able to possess the keys needed for the authentication, or
that the DA be able to acquire a certificate generated by a
trusted Certificate Authority [23], before conpleting Service
Regi strations for protected scopes.

rectory Agent MUST be able to:

Send an unsolicited DA Advertisenments to the Service Location
General Milticast address on startup and repeat it periodically.
This reply has an XID which is increnmented by one each tine. |If
the DA starts with state, it initializes the XID to 0x0100. |If
it starts up stateless, it initializes the XID to 0x0000.

| gnore any unaut henticated Service Registration or Service
Deregistration froman entity with which it maintains a security
associ ati on.

Listen on the Directory Agent Discovery Milticast Address for
Directory Agent Discovery requests. Filter these requests if the
Previ ous Responder Address Specification list includes the DA's
Addr ess Specificati on.

Li sten for broadcast requests to the Service Location port.

Li sten on the TCP and UDP Service Location Ports for unicast
requests, registrations and deregi strations and service them

Provide a way in which scope infornmation can be used to configure
the Directory Agent.

Expire registrations when the service registration's lifetine
expires.

Wien a Directory Agent has been configured with a scope, it MJST
refuse all requests and registrations which do not have this
scope. The DA replies with a SCOPE_NOT_SUPPCRTED error. There
is one exception: Al DAs MJIST respond to DA discovery requests
whi ch have no scope.

Wien a Directory Agent has been configured without a scope, it
MUST accept ALL registrations and requests.
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- lgnore any unauthenticated Service Location nessages when an
appropriate I PSec Security Association exists for that request.

- Use the I P Authentication and | P Encapsul ati ng Security Payl oad
in Service Location nmessages whenever an appropriate |PSec
Security Association exists.

- Accept requests and registrations in US-ASClI.

- If configured with a protected scope, be able to authenticate (at
| east by using "nd5Wt hRSAEncryption" [4]) Service Registrations
advertising services purporting to belong to such configured
protected scopes.

22. Configurable Paraneters and Default Val ues

There are several configuration paraneters for Service Location
Default val ues are chosen to allow protocol operation wthout the
need for selection of these configuration paraneters, but other

val ues nay be selected by the site adninistrator. The configurable
paranmeters will allow an inplenmentation of Service Location to be
nmore useful in a variety of scenari os.

Mul ticast vs. Broadcast
Al'l Service Location entities nust use nulticast by
default. The ability to use broadcast nessages nust be
configurable for UAs and SAs. Broadcast nessages are to
be used in environments where not all Service Location
entities have hardware or software which supports
mul ti cast.

Mul ticast Radi us
Mul ticast requests should be sent to all subnets in a
site. The default multicast radius for a site is 32.
This val ue nust be configurable. The value for the
site’s nulticast TTL may be obtai ned from DHCP using an
option which is currently unassi gnhed.

Directory Agent Address
The Directory Agent address di scovery mechani sm nust be
configurable. There are three possibilities for this
configuration: A default address, no default address and
the use of DHCP to |ocate a DA as described in section
15.2. The default val ue should be use of DHCP, with "no

default address" used if DHCP does not respond. In this
case the UA or SA nust do a Directory Agent Discovery
query.
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Directory Agent Scope Assignnent
The scope or scopes of a DA nust be configurable. The
default value for a DA is to have no scope if not
ot herwi se confi gured.

Path Mru
The default path MIU is assuned to be 1400. This val ue
may be too large for the infrastructure of some sites.
For this reason this value MJST be configurable for al
SAs and DAs.

Keys for Protected Scopes

If the I ocal adm nistration designates certain scopes as
"protected scopes”, the agents naki ng use of those scopes
have to be able to acquire keys to authenticate data sent
by services along with their advertised URLs for services
within the protected scope. For instance, service agents
woul d use a private key to produce authentication data.
By default, service agents use "nd5Wt hRSAEncryption" [4]
to produce the signed data, to be be included with
service registrations and deregistrations (see appendi x
B, 4.3). This authentication data could be verified by
user agents and directory agents that possess the
correspondi ng public key.

22.1. Service Agent: Use Predefined Directory Agent(s)

A Service Agent’s default configuration is to do passive and active
DA discovery and to register with all DAs which are properly scoped.

A Service Agent SHOULD be configurable to all ow a special node of
operation: They will use only preconfigured DAs. This neans they
will *NOT* actively or passively detect DAs.

If a Service Agent is configured this way, know edge of the DA nust
cone through another channel, either static configuration or by the
use of DHCP

The availability of the Service information will not be consistent
between DAs. The mechani snms whi ch achi eve eventual consistency
between DAs are ignored by the SA so their service information wll
not be distributed. This |eaves the SA open to failure if the DA
they are configured to use fails.

Vei zades, et. al. St andar ds Track [ Page 62]



RFC 2165 Servi ce Locati on Protocol June 1997

22.2. Tinme Qut Intervals

These val ues should be configurable in case the site depl oying
Servi ce Location has special requirenments (such as very slow |links.)

I nterval nane Section Default Value Meani ng

CONFI G_| NTERVAL_O 4.1 1 minute Cache replies by Xl D

CONFI G_INTERVAL_1 4.4 10800 seconds registration Lifetinme,
(ie. 3 hours)after which ad expires

CONFI G_I NTERVAL _2 5 each second, Retry nulticast query
backi ng of f until no new val ues
gradual l'y arrive.

CONFI G_I NTERVAL_3 5 15 seconds Max tine to wait for a

conpl ete nul ticast query
response (all values.)

CONFI G_I NTERVAL_4 9 3 seconds Wait to register on
reboot .
CONFI G_I NTERVAL_5 5.2 3 seconds Retransmit DA discovery,
try it 3 tines.
CONFI G_I NTERVAL_6 5.2 5 seconds G ve up on requests sent
to a DA
CONFI G_I NTERVAL_7 5.2 15 seconds G ve up on DA discovery
CONFI G_I NTERVAL_8 5.1 15 seconds G ve up on requests
sent to SAs.
CONFI G_I NTERVAL_9 15. 2 3 hours DA Heartbeat, so that SAs

passi vel y detect new DAs.
CONFI G_I| NTERVAL_10 15.2 1- 3 seconds Wait to register services
on passive DA discovery.

CONFI G_I NTERVAL_11 9 1- 3 seconds Wait to register services
on active DA discovery.
CONFI G_I NTERVAL_12 18.1 5 mnutes DAs and SAs close idle

connecti ons.
A note on CONFI G I NTERVAL_9: Wile it m ght seem advantageous to
have frequent heartbeats, this poses a significant risk of generating
a lot of overhead traffic. This value should be kept high to prevent
routi ne protocol operations fromusing any significant bandw dth.
23. Non-configurable Paraneters
| P Port nunber for unicast requests to Directory Agents:

UDP and TCP Port Nunber: 427
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Mul ti cast Addresses

Service Location General Milticast Address: 224.0.1. 22
Directory Agent Discovery Milticast Address: 224.0.1. 35

A range of 1024 contiguous nulticast addresses for use as Service
Specific Discovery Milticast Addresses will be assigned by | ANA

Error Codes:

No Error
LANGUAGE_NOT_SUPPORTED
PROTOCOL_PARSE_ERROR

I NVALI D_REG STRATI ON
SCOPE_NOT_SUPPORTED
CHARSET_NOT_UNDERSTOCD
AUTHENTI CATI ON_ABSENT
AUTHENTI CATI ON_FAI LED

N~Nooah~,wWNEF,LO
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A. Appendi x:

Two-l etter
for 1SO 639 [14]

Post fach 130, A-1021 Vienna, Austria.
No. 1/ 1989. See al so RFC 1766.

639/ RA Newsl etter

aa Afar

ab Abkhazi an
af Afri kaans
am Arharic

ar Arabic

as Assanese
ay Aymara

az Azerbaij ani

ba Bashkir

be Byel orussi an
bg Bul gari an
bh Bi hari

bi Bi sl ama
bn Bengali;
bo Ti bet an
br Breton

ca Catal an
co Corsican
cs Czech
cy Wl sh

da Dani sh
de Ger man
dz Bhut ani

el G eek

en English
eo Esperanto
es Spani sh
et Estonian
eu Basque

fa Persian
fi Finnish
fj Fiji

f o Faeroese
fr French
fy Frisian
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Techni cal
representation of nanes of

Bangl a

contents of
| anguages"

| ower - case synbol s are used.
is Infoterm Osterreiches Nornungsinstitut (ON),
Contains additions from| SO

ga Irish

gd Scots Gaelic
gl Galician

gn Guar ani

gu Qujarati

ha Hausa

he Hebrew

hi  Hi ndi

hr Croati an
hu Hungari an
hy Arneni an

ia Interlingua
i n I ndonesi an
ie Interlingue

i k I nupi ak
is |lcelandic
it ltalian

j a Japanese
j w Javanese

ka Georgi an

kk Kazakh

kl Greenl andi c
km Canbodi an
rw Ki nyar wanda
kn Kannada

ko Kor ean

ks Kashmri

ku Kurdi sh

ky Kirghiz

la Latin
I n Lingal a
| o Laot hi an
[t Lithuanian
| v Latvian,

St andards Track
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| SO 639: 1988 (E/F):
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"Code for

t he

The Regi stration Authority

3333333233

rm
rn
ro
ru

Lettish

Mal agasy
Maor i
Macedoni an
Mal ayal am
Mongol i an
Mol davi an
Mar at hi
Mal ay
Mal t ese
Bur nese

Naur u
Nepal
Dut ch
Nor wegi an

Ccci tan
(Afan) O ono
Oiya

Punj ab

Pol i sh

Pasht o, Pushto
Por t uguese

Quechua

Rhaet o- Romance
Ki r undi
Romani an
Russi an
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sa Sanskrit ta Tam | ug Ui gar

sd Si ndhi te Tel ugu uk Ukrai ni an

sg Sangro tg Tajik ur Urdu

sh Serbo-Croatian th Thai uz Uzbek

si Singhal ese ti Tigrinya

sk Sl ovak tk Turknen Vi Vi etnanese

sl Sl oveni an tl Tagal og vo Vol apuk

sm Sanoan tn Set swana

sn Shona to Tonga wo Wl of

so Somal i tr Turkish

sqg Al bani an ts Tsonga xh Xhosa

sr Ser bi an tt Tatar

ss Siswati tw Twi yi Yiddish

st Sesot ho yo Yor uba

su Sundanese

sv Swedi sh za Zhuang

sw Swahi | i zh Chi nese
zu Zulu

B. SLP Certificates

Certificates may be used in SLP in order to distribute the public
keys of trusted protected scopes. Assum ng public keys, this
appendi x di scusses the use of such certificates in the Service
Locati on Protocol.

Possession of the private key of a protected scope is equivalent to
being a trusted SA. The trustworthiness of the protected scope
depends upon all of these private keys being held by trusted hosts,
and used only for legitimte service registrations and

deregi strations.

Wth access to the proper Certificate Authority (CA), DAs and UAs do
not need (in advance) hold public keys which correspond to these
protected scopes. They do require the public key of the CA. The CA
produces certificates using its unique private key. This private key
is not shared with any other system and nust renmain secure. The
certificates declare that a given protected scope has a given public
key, as well as the expiration date of the certificate.

The ASCI| (mmil-safe) string format for the certificate is the
followng |ist of tag and val ue pairs:

"certificate-al g=" 1*ASNLCHAR CRLF
"scope- charset =" *DAdT CRLF
"scope=" 1*RADI X- 64- CHAR CRLF
"ti mestanp=" 16HEXDIA T CRLF
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DAT| 'a..'f | "A..'F
DAT | 'a..'2 | "A.."Z | "+ | '] =

"public-key=" 1*RADI X- 64- CHAR CRLF
"cert-digest=" 1*RADI X- 64- CHAR CRLF
ASN1CHAR =DIAdT | .’

HEXDI G T =

RADI X- 64- CHAR

The radi x-64 notation is described in RFC 1521 [7]. Spaces are
ignored in the conputation of the binary value corresponding to a
Radi x-64 string. |If the value for scope, public-key or cert-digest
is greater than 72 characters, the Radi x-64 notation nay be broken up
on to separate lines. The continuation |ines nust be preceded by one
or nore spaces. Only the tags |listed above may start in the first
colum of the certificate string. This renoves ambiguity in parsing
t he Radi x-64 val ues (since the tags consist of |egal Radix-64

val ues.)

The certificate-alg is the ASN.1 string for the Oobject Identifier
val ue of the algorithmused to produce the "cert-digest". The
scope-charset is a decimal representation of the M BEnum val ue for
the character set in which the scope is represented.

The radi x-64 encodi ng of the scope string will allow the ASCl
rendering of a scope string any character set.

The 8 byte NTP format tinestanp is represented as 16 hex digits.
This tinestanp is the tine at which the certificate will expire.

The format for the public key will depend on the type of cryptosystem
used, which is identified by the certificate-alg. Wen the CA
generated the certificate holding the public key being obtained, it
used the nmessage digest algorithmidentified by certificate-alg to
calculate a digest D on the string encoding of the certificate,
excepting the cert-digest. The CA then encrypted this val ue using
the CA's private key to produce the cert-digest, which is included in
the certificate.

The CA generates the certificate off-line. The mechanismto
distibute certificates is not specified in the Service Location
Protocol, but may be in the future. The CA specifies the algorithns
to use for nessage digest and public key decryption. The DA or SA
need only obtain the certificate, have a preconfigured public key for
the CA and support the algorithmspecified in the certificate-alg in
order to obtain certified new public keys for protected scopes.

The DA or UA may confirmthe certificate by cal culating the nessage

di gest D, using the nessage digest algorithmidentified by the
certificate-alg. The input to the nessage digest algorithmis the
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string encoding of the certificate, excepting the cert-digest. The
cert-digest is decrypted using the CA's public key to produce D . If
Dis the sane as D, the certificate is legitimate. The public-key
for the protected scope nay be used until the expiration date

i ndicated by the certificate tinestanp.

The certificate may be distributed al ong untrusted channels, such as
emai | or through file transfer, as it nust be verified anyhow The
CA's public key nust be delivered using a trusted channel.

C. Exanpl e of deploying SLP security using M5 and RSA

In our site, we have a protected scope "CONTROLLED'. W generate a
private key - public key pair for the scope, using RSA. The private
key is maintained on a secret key ring by all SAs in the protected
scope. The public key is available to all DAs which support the
protected scope and to all UAs which will use it.

In order to register or deregister a URL, the data required to be
aut henti cated (as described in section 4.3) is digestified using M5
[22] to create a digital signature, then encrypted by RSA with the
protected scope’'s private key. The output of RSAis used in the

aut henticator data field of the authenticator bl ock.

The DA or UA discovers the appropriate nethod for verifying the

aut hentication by |ooking inside the authentication bl ock. Suppose
that the "nmd5WthRSAEncryption" [4] algorithmhas to be used to
verify the signed data. The DA or UA cal cul ates the nessage digest
of the URL Entry by using nmd5, exactly as the SA did. The

aut henticator block is decrypted using the public key for the
"CONTROLLED" scope, which is stored in the public key ring of the UA
or DA under the nane "CONTROLLED'. |If the digest calculated by the
UA or DA matches that of the SA, the URL Entry has been vali dat ed.

D. Exanple of use of SLP Certificates by nobile nodes

Say a nobile node needs to nake use of protected scopes. The nobile
node is first preconfigured by adding a single public key to its
public key ring: W will call it the CA-Key. This key will be used
to obtain SLP certificates in the format described in Appendi x B
The corresponding private key will be used by the CAto create the
certificates in the necessary format.

The CA night be operated by a system adninistrator using a conputer
which is not connected to any networks. The certificate’ s duration
wi Il depend on the policy of the site. The duration, scope, and
public key for the protected scope, are used as input to 'md5suni.
This sumis then encrypted with RSA using the CA's private key. The
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radi x 64 encoding of this is added to the nail-safe string based
certificate encoding defined in Appendi x B.

The certificate, say for the protected scope "CONTROLLED' coul d be
made available to the nobile node. For exanple, it mght be on a web
page. The nobile node could then process the certificate in order to
obtain the public key for the CONTROLLED scope. There is still no
reason to *trust* this key is really the one to use (as in Appendi x
C). To trust it, calculate the nmd5 checksum of the ascii encoded
certificate, excluding the cert-digest. Next, decrypt the cert-

di gest using the CA's public key and RSA. If the cert-digest matches
t he output of MD5, the certificate may be trusted (until it expires).

The nobile node requires only one key (CA-key) in order to obtain

ot hers dynami cally and nmake use of protected scopes. Notice that we
do not define any nethod for access control by arbitrary UAs to SAs
in protected scopes.

E. Appendi x: For Further Reading

Three rel ated resource discovery protocols are NBP and ZI P which are
part of the AppleTalk protocol famly [12], the Legato Resource

Adm nistration Platform[25], and the Xerox O earinghouse system
[20]. Domain names and representation of addresses are used
extensively in the Service Location Protocol. The references for
these are RFCs 1034 and 1035 [17, 18]. Exanple of a discovery
protocol for routers include Router Discovery [10] and Nei ghbor

Di scovery [19].

Vei zades, et. al. St andar ds Track [ Page 69]



RFC 2165 Servi ce Locati on Protocol June 1997

Ref er ences

[1]

[2]

[3]

[ 4]

[ 5]

[ 6]

[7]

[ 8]

[ 9]

[10]

[11]

[12]

[13]

[14]

Uni code Techni cal Report #4. The unicode standard, version 1.1
(volurmes 1 and 2). Technical Report (I1SBN 0-201-56788-1) and
(1 SBN 0-201-60845-6), Unicode Consortium 1994.

Al exander, S. and R Drons. DHCP Options and BOOTP Vendor
Ext ensi ons. RFC 2131, March 1997

Atkinson, R | P Encapsul ating Security Payl oad. RFC 1827,
August 1995.

Bal enson, D. Privacy Enhancenent for Internet Electronic
Mail: Part I1l: Algorithns, Mdes, and Identifiers. RFC 1423,
February 1993.

Berners-Lee, T. and D. Connolly. Hypertext Markup Language -
2.0. RFC 1866, Novemnber 1995.

Berners-Lee, T., L. Masinter, and M MCahill. Uniform Resource
Locators (URL). RFC 1738, Decenber 1994.

Borenstein, N. and N. Freed. MME (Miltipurpose Internet Mai
Extensions) Part One: Mechanisnms for Specifying and Descri bing
the Format of Internet Message Bodi es. RFC 2045, Novenber 1996

Bradner, Scott. Key words for use in RFCs to Indicate
Requi rement Levels. BCP 14, RFC 2119, WMarch 1997.

CCITT. Specification of the Abstract Syntax Notation One
(ASN. 1). Reconmendation X. 208, 1988.

Deering, Stephen E., editor. |CWP Router D scovery Messages.
RFC 1256, Septenber 1991.

Droms, Ral ph. Dynam ¢ Host Configuration Protocol. RFC 2131
March 1997.

@Qursharan, S., R Andrews, and A Qppenheiner. |Inside
Appl eTal k. Addi son-Wsl ey, 1990.

Quttman, E. The service: URL schene, Novenber 1996
Work I n Progress.

Geneva | SO Code for the representation of nanmes of | anguages.
| SO 639:1988 (E/F), 1988.

Vei zades, et. al. St andar ds Track [ Page 70]



RFC 2165 Servi ce Locati on Protocol June 1997

[15] 1SO 8879, Geneva. Information Processing -- Text and O fice
Systens - Standard Ceneralized Markup Language (SGW).
<URL: http://ww.iso.ch/cate/d16387. htm >, 1986.

[16] MIls, D. Sinple Network Tinme Protocol (SNTP) Version 4 for
| Pv4, IPv6 and OSI. RFC 2030, Cctober 1996.

[17] Mockapetris, P. Domain Nanmes - Concepts and Facilities. STD 13,
RFC 1034, Novenber 1987.

[18] Mockapetris, P. DOVAI N NAMES - | MPLEMENTATI ON AND
SPECI FI CATION.  STD 13, RFC 1035, Novenber 1987.

[19] Narten, T., E. Nordmark, and W Sinpson. Neighbor Discovery for
I P version 6 (IPv6). RFC 1970, August 1996.

[20] Oppen, D. and Y. Dalal. The clearinghouse: A decentralized
agent for locating nanmed objects in a distributed environnent.
Techni cal Report Tech. Rep. OPD- 78103, Xerox O fice Products
Di vi si on, 1981.

[21] Perkins, C. DHCP Options for Service Location Protocol, August
1996. Work In Progress.

[22] Rivest, Ronald. The MD5 Message-Digest Algorithm RFC 1321,
April 1992.

[ 23] Schneier, Bruce. Applied Cryptography: Protocols, Al gorithnmns,
and Source Code in C. John Wley, New York, NY, USA 1994.

[24] X/ Open Prelimnary Specification. File System Safe UCS
Transformati on Format (FSS _UTF). Technical Report Document
Nunmber: P316, X/ Open Conpany Ltd., 1994.

[25] Legato Systens. The Legato Resource Adm nistration Platform
Legato Systens, 1991.

Vei zades, et. al. St andards Track [ Page 71]



RFC 2165

Vei zades, et. al.

Aut hor s’ Addresses

Servi ce Locati on Protocol

June 1997

Questions about this neno can be directed to:

John Vei zades

@Hone Net wor k

385 Ravendal e Dr.
Mountai n Vi ew, CA 94043

Phone: +1 415 944 7332
Fax: +1 415 944 8500

Emai | : vei zades@one. com
Charles E. Perkins

Sun M crosystens

2550 Garci a Avenue
Mountain View, CA 94043

Phone: +1 415 336 7153
Fax: +1 415 336 0670

EMai | : cperki ns@Cor p. sun. com

Eri k Guttman

Sun M crosystens

Gai sbergstr. 6

69115 Hei del berg Ger many

Phone:

Emai | ;

+1 415 336 6697

Eri k. Gut t man@ng. sun. com

Scott Kapl an

346 Fair Oaks St.
San Franci sco, CA 94110

Phone:

Emai | ;

St andards Track

+1 415 285 4526

scott @at ch22. com

[ Page 72]






