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Abstract

Thi s docunent di scusses how conpany security policy for data
classification can be mapped to the S/M Me security |abel. Actua
policies fromthree conpani es provi de wor ked exanpl es.

1. Introduction

Security labels are an optional security service for SMMe. A
security label is a set of security information regarding the
sensitivity of the content that is protected by S/M ME encapsul ation
A security | abel can be included in the signed attributes of any

Si gnedDat a obj ect. A security label attribute may be included in
either the inner signature, outer signature, or both. The syntax and
processing rules for security labels are described in RFC 2634 [ ESS] .

The key words 'MJST', 'MJUST NOT', ' REQUIRED , ’SHALL', 'SHALL NOT’,
" SHOULD' , ' SHOULD NOT', ’' RECOMMENDED , 'MAY', and 'OPTIONAL' in this
docunent are to be interpreted as described in RFC 2119 [ MUSTSHOULD] .

1.1 Information O assification Policies
Information is an asset, but not all information has the sanme val ue
for a business. Not all information needs to be protected as
strongly as other information.
Research and devel opnment plans, narketing strategies and

manuf acturing quality specifications devel oped and used by a conpany
provi de conpetitive advantage. This type of information needs
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stronger protective neasures than other information, which if
di scl osed or nodified, would cause noderate to severe damage to the

conpany.

O her types of information such as internal organization charts,
enpl oyee lists and policies may need little or no protective mnmeasures
based on val ue the organi zati on places on it.

A corporate information classification policy defines howits
information assets are to be protected. It provides guidance to
enpl oyees on how to classify information assets. It defines howto
| abel and protect an asset based on its classification and state
(e.g., facsimle, electronic transfer, storage, shipping, etc.).

1.2 Access Control and Security Labels

"Access control" is a neans of enforcing authorizations. There are a
variety of access control nethods that are based on different types
of policies and rely on different security mechani smns.

- Rul e based access control is based on policies that can be
al gorithmically expressed.

- ldentity based access control is based on a policy which applies
explicitly to an individual person or host entity, or to a defined
group of such entities. Once identity has been authenticated, if
the identity is verified to be on the access list, then access is
gr ant ed.

- Rank base access control is based on a policy of hierarchical
positions in an organization. It is based on who you are in the
conmpany structure. A rank-based policy woul d define what
information that the position of Partner or Senior Consultant could
access.

- Rol e based access control is based on a policy of roles in an
organi zation. It may or may not be hierarchical. It is based on
who you are in the conpany. The role-based policy would define
what information that the role of Database Adninistrator, Network
Admi nistrator, Milroomderk or Purchaser could access.

Rul e, rank and rol e-based access control nmethods can rely on a
security |label as the security nmechanismto convey the sensitivity or
classification of the information. Wen processing an S/M Me
encapsul ated nessage, the sensitivity information in the nmessage’s
security |l abel can be conpared with the recipient’s authorizations to
determine if the recipient is allowed to access the protected
content.
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An S/M ME security label may be included as a signed attribute in the
inner (or only) signature or the outer signature. In the case of a
triple-wapped nessage as defined in RFC 2634, the inner signature
woul d be used for access control decisions related to the plaintext
original content, while the outer signature would be used for access
control decisions related to the encrypted nessage.

1.3 User Authorizations

Users need to be granted authorizations to access information that
has been classified by an authority. The sending and receiving
agents need to be able to securely deternine the user’s

aut hori zations for access control processing.

X. 509 [X.509] and the Internet profile for X 509 certificates
[ CERTCRL] do not define the neans to represent and convey
aut horizations in a certificate.

X. 501 [ X. 501] defines how to represent authorization in the formof a
clearance attribute. The clearance attribute identifies the security
policy in force to which a list of possible classifications and
security categories rel ates.

X. 501 al so notes two neans for binding the clearance to a naned
entity: an Attribute Certificate and a Certificate extension field
(e.g., within the subjectDirectoryAttribute extension).

RFC 3281 [ AC509] defines a profile of X 509 Attribute Certificate
(AC) suitable for use with authorization information wthin |Internet
Protocols. One of the defined attributes is C earance, which carries
cl earance (security |abeling) infornmation about the AC owner. The
syntax for Clearance is inported from X 501

2. Devel oped Exanpl es
2.1 Cassification Policies

The foll owi ng describes the information classification policies in
effect at 3 conpani es.

2.1.1 Amoco Corporation
The description for the Anmoco information classification policy was
taken fromthe Anroco Conputer Security Quidelines. Anpco classifies

its informati on assets based on confidentiality and integrity and
defines 3 hierarchical classifications for each. The confidentiality
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and integrity polices are independent, so either or both may be
applied to the information. Anmpco al so defines an availability
classification for time critical information.

H GHLY CONFI DENTI AL - | nformati on whose unaut horized di scl osure w ||
cause the conpany severe financial, |legal or reputation damage.
Exanpl es: Certain acquisitions, bid econoncs, negotiation
strategies.

CONFI DENTI AL - I nformation whose unaut horized di scl osure nay cause
the conmpany financial, legal, or reputation damage. Exanpl es:

Enpl oyee Personnel & Payroll Files, sone interpreted Exploration
Dat a.

GENERAL - Information that, because of its personal, technical, or
busi ness sensitivity is restricted for use within the conpany.

Unl ess otherwi se classified, all infornmation within Anbco is in this
cat egory.

MAXI MUM - | nfornmati on whose unaut hori zed nodi fication and destruction
will cause the conpany severe financial, |egal, or reputation danage.
MEDI UM - | nformati on whose unaut horized nodification and destruction
may cause the conpany financial, legal, or reputation damge.
Exanpl es: El ectroni ¢ Funds, Transfer, Payroll, and Conmercial Checks.

M N MUM - Al though an error in this data would be of m ninal
consequence, this is still inportant conpany information and
therefore will require some mnimal controls to ensure a mninm
| evel of assurance that the integrity of the data is naintained.
This applies to all data that is not placed in one of the above
classifications. Exanples: Lease Production Data, Expense Data,
Fi nanci al Data, and Expl oration Data.

CRITICAL - It is inportant to assess the availability requirenents of
data, applications and systems. A business decision will be required
to determine the length of unavailability that can be tolerated prior
to expendi ng additional resources to ensure the information
availability that is required. Information should be | abel ed
"CRITICAL" if it is determ ned that special procedures should be used
to ensure its availability.

2.1.2 Caterpillar, Inc.
The description for the Caterpillar information classification policy
is taken fromthe Caterpillar Information Protection Cuidelines.

Caterpillar classifies its informati on assets based on
confidentiality and defines 4 hierarchical classifications.
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Caterpillar Confidential Red - Provides a significant conpetitive
advantage. Disclosure would cause severe danage to operations.

Rel ates to or describes a long-termstrategy or critical business

pl ans. Disclosure would cause regulatory or contractual liability.
Di scl osure woul d cause severe danage to our reputation or the public
i mage. Disclosure would cause a severe |oss of market share or the
ability to be first to market. Disclosure would cause a | oss of an
i nportant customer, sharehol der, or business partner. Disclosure
woul d cause a long-termor severe drop in stock value. Strong

I'i kel i hood sonmebody is seeking to acquire this informtion.

Caterpillar Confidential Yellow - Provides a conpetitive advantage.

Di scl osure coul d cause noderate danage to the conpany or an
individual. Relates to or describes an inportant part of the
operational direction of the conpany over tine. |Inportant technical
or financial aspects of a product line or a business unit.

Di scl osure could cause a | oss of Custoner or Sharehol der confidence.
Di scl osure could cause a tenporary drop in stock value. A likelihood
that sonebody could seek to acquire this information

Caterpillar Confidential Geen - Mght provide a business advant age
over those who do not have access to the same information. M ght be
useful to a conpetitor. Not easily identifiable by inspection of a
product. Not generally known outside the conpany or available from
public sources. GCenerally available internally. Little conpetitive
i nterest.

Caterpillar Public - Wuld not provide a business or conpetitive
advantage. Routinely nade available to interested nenbers of the
General Public. Little or no conpetitive interest.

2.1.3 Wiirl pool Corporation

The description for the Wirlpool information classification policy
is taken fromthe Wirlpool Information Protection Policy. Wirlpool
classifies its informati on assets based on confidentiality and
defines 3 hierarchical classifications. The policy states that:

"Al'l information generated by or for Wirlpool, in whatever form
witten, verbal, or electronic, is to be treated as WH RLPOOL

| NTERNAL or WHI RLPOOL CONFI DENTI AL. Classification of information in
ei ther category depends on its value, the inpact of unauthorized

di scl osure, legal requirenents, and the manner in which it needs to
be used by the conmpany. Sone WH RLPOOL | NTERNAL i nformation nay be
aut horized for public rel ease.”
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VH RLPOOL CONFI DENTI AL - A subset of Wirlpool Internal information
t he unaut hori zed di scl osure or conprom se of which would Iikely have
an adverse inpact on the conpany’s conpetitive position, tarnish its
reputation, or enbarrass an individual. Exanples: Custoner,
financial, pricing, or personnel data; nerger/acquisition, product,
or marketing plans; new product designs, proprietary processes and
systens.

VH RLPOOL | NTERNAL - All forms of proprietary information originated
or owned by Wirlpool, or entrusted to it by others. Exanpl es:
Organi zation charts, policies, procedures, phone directories, sone
types of training materials.

VH RLPOOL PUBLIC - Information officially rel eased by Wirl pool for
wi despread public disclosure. Exanple: Press releases, public

mar keting materials, enploynent advertising, annual reports, product
brochures, the public web site, etc.

The policy also states that privacy markings are all owabl e.
Specifically:

For WHI RLPOOL | NTERNAL, additional markings or caveats are optional
at the discretion of the information owner.

For WHI RLPOOL CONFI DENTI AL, add additional marking or caveats as
necessary to conply with regul atory or hei ghtened security

requi rements. Exanples: MAKE NO COPIES, TH RD PARTY CONFI DENTI AL,
ATTORNEY- CLI ENT PRI VI LEGED DOCUMENT, DI STRIBUTION LIM TED TO __ |
COVERED BY A NON- ANALYSI S AGREEMENT.

2.2 SIMME dassification Label Oganizational Exanples
RFC 2634 [ESS] defines the ESSSecuritylLabel syntax and processing
rules. This section builds upon those definitions to define detailed
exanpl e policies.

2.2.1 Security Label Conponents

The exanpl es are detailed using the various conponents of the
eSSSecuritylLabel syntax.

2.2.1.1 Security Policy ldentifier

A security policy is a set of criteria for the provision of security
services. The eSSSecuritylLabel security-policy-identifier is used to
identify the security policy in force to which the security | abel
relates. It indicates the semantics of the other security |abe
conponents.
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For the exanple policies, the follow ng security policy object
identifiers are defined:

-- SIMME Wrking Goup Object Identifier Registry
id-snmine OBJECT IDENTIFIER ::={ iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1) pkcs-9(9) 16 }

-- SIMME Test Security Policy Arc

id-tsp OBJECT IDENTIFIER ::={ id-smnme 7}

-- Test Security Policies

i d-tsp- TEST- Anpbco OBJECT IDENTIFIER ::={ id-tsp 1}
i d-tsp-TEST-Caterpillar OBJECT IDENTIFIER ::={ id-tsp 2 }
i d-tsp- TEST- Wi rl pool OBJECT IDENTIFIER ::={ id-tsp 3}

2.2.1.2 Security Cassification

The security classification values and neani ngs are defined by the
governi ng conpany policies. The security-classification values
defined are hierarchical and do not use integers O through 5.

Anmpco- Securityd assification ::= I NTECER {
anoco-general (6),
anoco-confidential (7),
anoco- hi ghl y-confidential (8) }

Caterpillar-SecurityC assification ::= | NTEGER {
caterpillar-public (6),
caterpillar-green (7),
caterpillar-yellow (8),
caterpillar-red (9) }

Whi rl pool - SecurityC assification ::= | NTEGER {
whi r | pool - public (6),
whi rl pool -i nternal (7),
whi r| pool - confidential (8) }

2.2.1.3 Privacy Mark

Privacy marks are specified the Wirlpool policy. The policy

provi des exanpl es of possible markings but others can be defined by
users as necessary (though no guidance is given). The Wirl poo
policy provides the follow ng exanples: MAKE NO COPIES, TH RD PARTY
CONFI DENTI AL, ATTORNEY- CLI ENT PRI VI LEGED DOCUMENT, DI STRI BUTI ON
LIMTED TO ____, and COVERED BY A NON- ANALYSI S AGREEMENT.
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The Anpco policy does not identify any privacy marks but the
classification |labels defined for availability and integrity would be
nmost appropriately displayed here. The CRI TI CAL, MAXI MUM MEDI UM
and M NI MUM | abel s are exanples of information classifications that
are not used for access control.

In general, the privacy marks shoul d provide brief but clear
direction to the user on how to handle the information.

2.2.1.4 Security Categories

Security categories or caveats are not specified in any of the sanple
policies. However, they are used in at |east 2 of the conpanies.
Though the security categories are not defined formally in their
security policies, once locally defined they are fornal and are to be
enforced. The security categories are defined when necessary to
provide identifiable proprietary information nore granular access
control. A category can be based organi zationally or by project
(i.e., Legal Only or Project Vallor).

2.2.1.4.1 Syntax
Security categories are represented in the RFC 2634 ESSSecuritylLabel

(to specify the sensitivity of |abeled data) and X. 501 C earance
attribute (to specify an entity’'s authorizations) using the follow ng

synt ax.

SecurityCategories ::= SET SIZE (1..ub-security-categories)
OF SecurityCategory

ub-security-categories | NTEGER ::= 64

SecurityCategory ::= SEQUENCE ({

type [0] OBJECT I DENTIFI ER
val ue [1] ANY DEFI NED BY type } -- defined by type

One exanple of a SecurityCategory syntax is SecurityCategoryVal ues,
as foll ows.

When id-securityCategoryValues is present in the SecurityCategory
type field, then the SecurityCategory value field could take the form
of :

SecurityCat egoryVal ues ::= SEQUENCE OF UTF8Stri ng
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2.2.1.4.2 Use

An organi zation will define a securityCategoryType O D representing
the syntax for representing a security category value within their
security policy.

For the exanple security category syntax, a UTF8String is used to
convey the security category value that applies to the | abeled
nmessage. Access MJST be restricted to only those entities who are
authori zed to access every SecurityCategoryVal ue. Access is

aut horized if the ESSSecuritylLabel SecurityCategoryVal ue EXACTLY
mat ches the C earance SecurityCat egoryVal ue.

2.2.2 Attribute Omer C earance

The security clearance and category authorizations for the user are
defined in the clearance attribute.

2.2.2.1 Anroco User

Cl ear ance:
policyld: 1 2 840 113549 1 9 16 7 1
cl assList: anobco-general (6),

anoco-confi denti al (7),
anoco- hi ghly-confidential (8)

2.2.2.2 Caterpillar User

Cl ear ance:
policyld: 1 2 840 113549 1 9 16 7 2
classList: caterpillar-public (6),

caterpillar-confidential-green (7),
caterpillar-confidential-yellow (8),
caterpillar-confidential-red (9)

2.2.2.3 Wiirl pool User

Cl ear ance:
policyld: 1 2 840 113549 1 9 16 7 3
classList: whirl pool -public (6),

whi r | pool -i nt er nal (7)),
whi rl pool -confidential (8)
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2.2.3 Security Category Exanpl e

This section includes an exanpl e RFC 2634 ESSSecuritylLabel i ncluding
the exanple Security Category syntax. This section also includes
exanmple X. 501 Cl earance attributes. One of the exanple C earance
attributes includes a set of authorizations that pass the access
control check for the exanmpl e ESSSecuritylLabel. The other exanple
Cl earance attributes each include a set of authorizations that fail

t he access control check for the exanple ESSSecuritylLabel.

These exanpl es use the id-tsp-TEST-Wirlpool OD defined in section
2.2.1.1. Assune that the security policy identified by id-tsp-TEST-
Whi rl pool defines one securityCategoryType O Ds as foll ows:

i d-tsp- TEST- Wi r | pool - Cat egories OBJECT IDENTIFIER ::= { id-tsp 4 }

Exanpl e ESSSecuri tylLabel :

security-policy-identifier: id-tsp-3
security-classification: 8

privacy-mark: ATTORNEY- CLI ENT PRI VI LEGED | NFORVATI ON
security-categories: SEQUENCE OF SecurityCategory

SecurityCategory #1
type: id-tsp-4
val ue: LAW DEPARTMENT USE ONLY

Exanpl e O earance Attribute #1 (passes access control check):

Cl ear ance:
policyld: id-tsp-3
classList BIT STRING Bits 6, 7, 8 are set to TRUE
securityCategories: SEQUENCE OF SecurityCategory

SecurityCategory #1
type: id-tsp-4
val ue: LAW DEPARTMENT USE ONLY

Exanpl e O earance Attribute #2 (fails access control check because
SecurityCat egoryVal ues do not match):

Cl ear ance:
policyld: id-tsp-3
classList BIT STRING Bits 6, 7, 8 are set to TRUE
securityCategories: SEQUENCE OF SecurityCategory
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SecurityCategory #1:
type: id-tsp-4
val ue: HUMAN RESOURCES USE ONLY

2.2.4 Additional ESSSecuritylLabel Processing Gui dance

An inplenmentation i ssue can be the nmapping of the security |abe

val ues to displayable characters. This is an issue for users who
want to develop and retire their own classifications and categories
on a regul ar basis and when the val ues are encoded i n non-human
readable form Applications should provide a neans for the
enterprise to nanage these changes. The practice of hard coding the
mappi ng into the applications is discouraged.

This issue is viewed as |local issue for the application vendor, as
the sol ution does not need to be interoperabl e between vendors.

An approach is the use of a Security Policy Information File (SPIF)
[1SOL5816]. A SPIF is a construct that conveys domai n-specific
security policy information. It is a signed object to protect it
from unaut hori zed changes and to authenticate the source of the
policy information. It contains critical display information such as
the text string for security classifications and security categories
to be displayed to the user, as well as additional security policy

i nformati on.

Anot her inpl enentation issue can be obtaining the recipient’s
certificate when sending a signed-only nessage with a security | abel.
Normal ly the recipient’s certificate is only needed when sending an
encrypted nessage. Applications will need to be able to retrieve the
recipient’s certificate so that the recipient’s clearance infornmation
is available for the access control check

3. Security Considerations

Al'l security considerations fromRFC 2630 [CM5] and RFC 2634 [ ESS]
apply to applications that use procedures described in this docunent.
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