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Anot her I nternet Subnet Addressing Schene

Status of this Meno

This RFC suggests a proposed protocol for the ARPA-Internet
comuni ty, and requests discussion and suggestions for inprovenents.
Distribution of this neno is unlimted.

| nt roducti on

There have been several proposals for schenes to allow the use of a
single Internet network nunmber to refer to a collection of physical
net wor ks under conmon admini stration which are reachable fromthe
rest of the Internet by a cormon route. Such schenes allow a
sinplified view of an otherw se conplicated topol ogy fromhosts and
gateways outside of this collection. They allow the conplexity of
the nunber and type of these networks, and routing to them to be
| ocalized. Additions and changes in configuration thus cause no
det ect abl e change, and no interruption of service, due to slow
propagati on of routing and other information outside of the |ocal
environnent. These schenes also sinplify the adninistration of the
networ k, as changes do not require allocation of new network nunbers
for each new cable installed. The notivation for explicit or
inmplicit subnets, several of the alternatives, and descriptions of
existing inplenmentations of this type have been described in detai
[1,2]. This proposal discusses an alternative schene, one that has
been in use at the University of California, Berkeley since

April 1984.

Subnet Addressing at Berkel ey

As in the proposal by Jeff Mgul in RFC-917, the Berkel ey subnet
addressing utilizes encoding of the host part of the Internet
address. Hosts and gateways on the | ocal network are able to
determ ne the subnet nunber from each | ocal address, and then route
| ocal packets based on the subnet nunber. Logically, the collection
of subnets appears to external sites to be a single, honbgenous
network. Internally, however, each subnet is distinguished fromthe
others and from other networks, and internal routing decisions are
based on the subnet rather than the network nunber.

The encodi ng of subnet addresses is simlar to that proposed in

RFC-917. I n deconposing an Internet address into the network and
host parts, the algorithmis nodified if the network is "local", that
is, if the network is a directly-connected network under | ocal

admini strative control. (Networks are marked as |ocal or non-1local
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at the tinme each network interface’'s address is set at boot tine.)
For | ocal addresses, the host part is exami ned for a subnet nunber.
Local addresses may be on the main network, or they may be on a
subnet. The high-order bit of the host nunber is used to distinguish
bet ween subnets and the main net. |[|f the high-order bit of the host
field is set, then the remai nder of the high-order byte of the host
part is taken to be the subnet nunmber. |If the high-order bit is
clear, then the address is interpreted in the normal fashion. For
Class A networks, using 8-bit subnet fields, this allows a network
with up to 127 subnets, each of 65535 hosts maxi mrum and a main net
with 2723 hosts. Cass B nets may include 127 subnets, each of up to
255 hosts, and 32767 hosts on the main net. Cass C networks are not
currently included in this schene. They ni ght be reasonably be added,
using four bits of the host part for a subnet desgination and four
bits for the host, allowing 8 subnets of 15 hosts and 126 hosts on
the main net.

The current inplenentation does not use subnet nunbers separately
fromthe network field, but instead treats the subnet field as an
extensi on of the network field. Functions that previously returned
the network nunmber from an address now return a network or

net wor k- subnet wor k nunber. Conveniently, Class A subnets are

di stingui shable from Cd ass B networks, although each is a 16-bit
quantity, and Class B subnets are disjoint with Cass C network
nunbers. The net result is that subnets appear to be separate,

i ndependent networks with their own routing entries within the

net wor k, but outside of the network, they are invisible. There is no
current facility at Berkeley for broadcasting on the |ogical network;
broadcasti ng may be done on each subnet that uses harware capabl e of
br oadcast .

Di scussi on

There have been several earlier proposals for nmethods of allow ng
several physical networks to share an Internet network designation
and to provide routing within this |ogical network. RFC 917 proposes
a means for encoding the host part of each |ocal address such that
the hosts, or the gateways connecting them are able to determine the
physi cal network for the host. The current proposal is nost simlar
to that schene; the differences are discussed in detail bel ow

Anot her proposal (RFC925) involves the use of intelligent gateways
to performrouting for unnodified hosts, using an Address Resol ution
Protocol (ARP) [2]. This has the advantage of placing al

nodi fications in the gateways, but is likely to require additional
routi ng protocols and cachi ng mechani sns in the gateways in order to
avoi d excessive broadcasts for address resolution. A nodification of
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this method is to performencodi ng of subnets w thin host addresses
by convention to sinplify the routing in the gateways, w thout
nodi fyi ng host software to recogni ze these subnet addresses. These
techni ques were not considered for use at Berkel ey, because al
packet forwardi ng was bei ng done by nmulti- homed hosts, all of which
ran the sanme software as the singly-homed hosts (4.2BSD Uni x).

The nost recent proposal, RFC-932 [3], provides subnetting by
encodi ng the network part of the Internet address rather than the
host part. Odinary hosts need not know of this convention,
elimnating the need for nodification to host software. Gateways
woul d be able to take advantage of this encoding to conpress the
routing information for the collection of networks into a single
entry. Unfortunately, inplenentation of that schenme would require a
fairly concerted transition by the gateways of the Internet, or the
transition period would be likely to overflow the routing tables in
the existing gateways. Al of the hosts on the |arger networks woul d
be forced to change addresses fromtheir current Class Aor B
addresses to "B 1/2" addresses. There are a limted nunber (4096) of
bl ocks of C ass C addresses avail able using this encoding. The
nunber of universities and other organizations having al ready

i npl emrent ed subnets or contenplating their installation argues for a
nore extensi ble scheme, as well as one that can be inplenented nore
qui ckly.

The current proposal is nost simlar to that of RFC-917; indeed, the
two i npl enentations are nearly conpatible. There are two differences
of significance. First, the use of a bit to distinguish subnetted
addresses from non-subnetted addresses allows both smaller subnets
and a |larger (physical or logical) main network. Half of the host
addresses within a Cass A or B network are reserved for use in
subnets, the other half are available for the primary net. This may
useful when using a hardware nmediumthat is capable of supporting

| arge nunbers of hosts or for transparent subnetting (e.g. using

ARP- based bridges). The correspondi ng di sadvantage is that fewer
subnets may be supported. The allocation of bits between the subnet
nunber and the host field could be adjusted, but for Cass B
networks, neither is excessively large. Gven the linited address
space of the current Internet addressing, this is a difficult choice.

The second difference is that the width of the subnet field is fixed
in advance. This sinplifies the already-too-conplicated code to
interpret Internet addresses, and avoids the bootstrap problem If
the subnet field wdth is to be determ ned dynam cally, sonme fraction
of the hosts on a network nmust be prepared to specify this value, and
the situation will be unworkable if one of these hosts does not nake
the correct choice or none are accessible when other machi nes cone
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up. Also, the recovery procedure proposed by RFC-917 seens
unnecessarily conplicated and liable to fail. Dynam c discovery of
this val ue depends on another nodification as well, the addition of a
new | CMP request. The alternatives are to specify the field size as
a standard, or to require each inplenmentation to be configurable in
advance (e.g with a system conpilation option or the use of a system
patch installed when a host is initially installed. The use of a
standard field width seens preferable, and an 8-bit field allows the
nost efficient inplenentations on nost architectures. For Cass C
nets, a 4-bit field seens the only choice for a standard divi si on.
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