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does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abstract

Thi s docunent was subrmitted to the IETF IPng area in response to RFC
1550. Publication of this docunent does not inply acceptance by the
| Png area of any ideas expressed within. Conments shoul d be
submtted to the author and/or the sipp@unroof.eng.sun.commailing
list.

1. Introduction

This white paper presents an overview of the Sinple Internet Protocol
plus (SIPP) which is one of the candi dates being considered in the

I nternet Engi neering Task Force (I ETF) for the next version of the
Internet Protocol (the current version is usually referred to as

| Pv4). This white paper is not intended to be a detailed
presentation of all of the features and notivation for SIPP, but is
intended to give the reader an overview of the proposal. It is also
not intended that this be an inplenentation specification, but given
the sinplicity of the central core of SIPP, an inplenentor famliar
with I Pv4 could probably construct a basic working SIPP

i npl enentation fromreading this overview

SIPP is a new version of IP which is designed to be an evol utionary

step fromIPv4. It is a natural increment to IPv4. It can be
installed as a normal software upgrade in internet devices and is
i nteroperable with the current IPv4. Its depl oynent strategy was

designed to not have any "flag" days. SIPP is designhed to run well
on hi gh perfornance networks (e.g., ATM and at the sane tine is

still efficient for | ow bandwi dth networks (e.g., wireless). In
addition, it provides a platformfor new internet functionality that
will be required in the near future.

This white paper describes the work of |IETF SI PP working group.
Several individuals deserve specific recognition. These include
Steve Deering, Paul Francis, Dave Crocker, Bob GIlligan, Bill
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Si npson, Ran Atkinson, Bill Fink, Erik Nordmark, Christian Huitema,
Sue Thonpson, and Ranmesh Govi ndan

2. Key l|ssues for the Next Generation of IP

There are several key issues that should be used in the eval uation of
any next generation internet protocol. Sone are very
straightforward. For exanple the new protocol nust be able to
support large global internetworks. Ohers are |ess obvious. There
must be a clear way to transition the current installed base of IP
systens. It doesn’t matter how good a new protocol is if there isn't
a practical way to transition the current operational systens running
| Pv4 to the new protocol

2.1 Gowth
Gowh is the basic issue which caused there to be a need for a next
generation IP. |If anything is to be | earned from our experience with
IPv4 it is that the addressing and routing nust be capabl e of
handl i ng reasonabl e scenarios of future growmh. It is inportant that
we have an understandi ng of the past growth and where the future
gromh will come from

Currently |IPv4 serves what could be called the conputer market. The
conput er nmarket has been the driver of the growmh of the Internet.

It conprises the current Internet and countless other smaller
internets which are not connected to the Internet. Its focus is to
connect conputers together in the |arge business, governnent, and
uni versity education markets. This nmarket has been growi ng at an
exponential rate. One measure of this is that the nunber of networks
in current Internet (23,494 as of 1/28/94) is doubling approximtely
every 12 nonths. The conputers which are used at the endpoints of

i nt ernet communi cations range fromPC s to Superconputers. Mbst are
attached to Local Area Networks (LANs) and the vast mpjority are not
nobi | e.

The next phase of growth will probably not be driven by the conputer
market. While the conputer market will continue to grow at
significant rates due to expansion into other areas such as school s
(el ementary through high school) and small businesses, it is doubtful

it will continue to grow at an exponential rate. Wat is likely to
happen is that other kinds of markets wi |l develop. These markets
will fall into several areas. They all have the characteristic that

they are extrenmely large. They also bring with thema new set of
requi rements which were not as evident in the early stages of |Pv4
depl oyment. The new markets are also likely to happen in parall el
with other. It may turn out that we will | ook back on the last ten
years of Internet growmh as the time when the Internet was snmall and
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only doubling every year. The challenge for an IPng is to provide a
sol ution which solves todays problens and is attractive in these
ener gi ng markets.

Nonadi ¢ personal conputing devices seemcertain to becone ubi quitous
as their prices drop and their capabilities increase. A key
capability is that they will be networked. Unlike the majority of

t odays networked conputers they will support a variety of types of

network attachnents. When disconnected they will use RF wirel ess
net wor ks, when used in networked facilities they will use infrared
attachment, and when docked they will use physical wires. This nmakes

them an i deal candidate for internetworking technology as they wl|
need a common protocol which can work over a variety of physica
networks. These types of devices will becone consuner devices and
will replace the current generation of cellular phones, pagers, and
personal digital assistants. |In addition to the obvious requirenment
of an internet protocol which can support |arge scale routing and
addressing, they will require an internet protocol which inposes a

| ow overhead and supports auto configuration and nmobility as a basic
el enent. The nature of nomadi ¢ conmputing requires an internet

protocol to have built in authentication and confidentiality. It

al so goes without saying that these devices will need to conmunicate
with the current generation of conmputers. The requirenment for |ow
overhead conmes fromthe wireless nmedia. Unlike LAN s which will be
very high speed, the wireless nedia will be several orders of

magni tude sl ower due to constraints on avail abl e frequencies,
spectrum al | ocati on, and power consunpti on.

Anot her market is networked entertainment. The first signs of this
energi ng market are the proposals being discussed for 500 channel s of
tel evision, video on demand, etc. This is clearly a consuner nmarket.
The possibility is that every television set will beconme an Internet
host. As the world of digital high definition tel evision approaches,
the differences between a conputer and a television will dimnish

As in the previous market, this market will require an |nternet

prot ocol which supports |large scale routing and addressing, and auto
configuration. This market also requires a protocol suite which

i nposes the mnimum overhead to get the job done. Cost will be the
maj or factor in the selection of a technology to use.

Anot her mar ket which could use the next generation IP is device
control. This consists of the control of everyday devices such as
Iighting equi pnent, heating and cooling equipnrent, notors, and other
types of equi pnment which are currently controlled via anal og switches
and i n aggregate consune considerabl e anounts of power. The size of
this nmarket is enormpus and requires solutions which are sinple,
robust, easy to use, and very | ow cost.
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The challenge for the IETF in the selection of an IPng is to pick a
protocol which nmeets today's requirenents and al so nmat ches the
requi rements of these energing markets. These markets will happen
with or without an IETF IPng. |If the IETF IPng is a good nmatch for
these new markets it is likely to be used. |If not, these narkets
wi Il develop sonething else. They will not wait for an |IETF
solution. |If this should happen it is probable that because of the
size and scale of the new markets the | ETF protocol would be
supplanted. |If the IETF IPng is not appropriate for use in these
markets, it is also probable that they will each develop their own
protocols, perhaps proprietary. These new protocols would not
interoperate with each other. The opportunity for the IETF is to
sel ect an I Png which has a reasonabl e chance to be used in these
enmerging markets. This would have the very desirabl e outcone of
creating an i mense, interoperable, world-w de infornmation
infrastructure created with open protocols. The alternative is a
worl d of disjoint networks with protocols controlled by individual
vendors.

2.2. Transition

At sone point in the next three to seven years the Internet wll
require a depl oyed new version of the Internet protocol. Two factors
are driving this: routing and addressing. d obal internet routing
based on the on 32-bit addresses of |IPv4 is becom ng increasingly
strained. |Pv4 address do not provide enough flexibility to
construct efficient hierarchies which can be aggregated. The

depl oyment of C assless Inter-Domain Routing [CIDR] is extending the
life time of 1Pv4 routing routing by a nunber of years, the effort to

manage the routing will continue to increase. Even if the IPv4
routi ng can be scaled to support a full IPv4 Internet, the Internet
will eventually run out of network numbers. There is no question

that an IPng is needed, but only a question of when.

The challenge for an IPng is for its transition to be conplete before
| Pv4 routing and addressing break. The transition will be nuch
easier if IPv4 address are still globally unique. The two transition
requi rements which are the nost inportant are flexibility of

depl oynment and the ability for I1Pv4 hosts to comunicate with | Png
hosts. There will be IPng-only hosts, just as there will be |Pv4-
only hosts. The capability nust exist for IPng-only hosts to

comuni cate with I Pv4-only hosts globally while I Pv4 addresses are

gl obal Iy uni que.

The depl oynment strategy for an IPng nust be as flexible as possible.
The Internet is too large for any kind of controlled rollout to be
successful. The inportance of flexibility in an IPng and the need
for interoperability between IPv4 and IPng was well stated in a
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nmessage to the sipp mailing list by Bill Fink, who is responsible for
a portion of NASA' s operational internet. |In his nessage he said:

"Being a network manager and thereby representing the interests of
a significant nunber of users, frommy perspective it's safe to
say that the transition and interoperation aspects of any IPng is
*the* key first elenment, w thout which any other significant
advant ages won’'t be able to be integrated into the user’s network
environment. | also don’t think it wise to think of the
transition as just a painful phase we'll have to endure en route
to a pure IPng environnment, since the transition/coexistence
period undoubtedly will |ast at |east a decade and may very well
continue for the entire lifetime of IPng, until it’s replaced with
| Pngng and a new transition. | mght wish it was otherw se but |
fear they are facts of life given the i mmense installed base.

"Gven this situation, and the reality that it won't be feasible
to coordinate all the infrastructure changes even at the nationa
and regional levels, it is inperative that the transition
capabilities support the ability to deploy the IPng in the

pi eceneal fashion... wth no requirenent to need to coordinate
| ocal changes with other changes el sewhere in the Internet...

"I realize that support for the transition and coexistence
capabilities may be a major part of the IPng effort and may cause
sonme headaches for the designers and devel opers, but | think it is
a duty that can’'t be shirked and the necessary price that nust be
paid to provide as seamnl ess an environnent as possible to the end
user and his basic network services such as e-mail, ftp, gopher
X-W ndow clients, etc...

"The bottomline for me is that we nust have interoperability
during the extended transition period for the base |IPv4
functionality..."”

Anot her way to think about the requirenment for conpatibility with
IPv4 is to | ook at other product areas. In the product world,
backwards conpatability is very inportant. Vendors who do not
provi de backward conpatibility for their custoners usually find they
do not have many custoners left. For exanple, chip makers put

consi derable effort into nmaking sure that new versions of their
processor always run all of the software that ran on the previous
nodel. It is unlikely that Intel would devel op a new processor in
the X86 family that did not run DOS and the tens of thousands of
applications which run on the current versions of X86's.

Operating systemvendors go to great |engths to nake sure new
versions of their operating systens are binary conpatible with their
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old version. For exanple the |abels on nost PC or MAC software
usually indicate that they require OS version XX or greater. It
woul d be foolish for Mcrosoft come out with a new version of W ndows
whi ch did not run the applications which ran on the previous version
M crosoft even provides the ability for wi ndows applications to run
on their new OS NT. This is an inportant feature. They understand
that it was very inportant to make sure that the applications which
run on Wndows al so run on NT.

The sane requirenment is also true for IPng. The Internet has a | arge
install ed base. Features need to be designed into an | Png to make
the transition as easy as possible. As with processors and operating
systens, it nust be backwards conpatible with IPv4d. Oher protocols
have tried to replace TCP/IP, for exanple XTP and OSI. One el enent
intheir failure to reach w despread acceptance was that neither had
any transition strategy other than running in parallel (sonetines
call ed dual stack). New features alone are not adequate to notivate
users to deploy new protocols. |1Png nust have a great transition
strategy and new feat ures.

3. History of the SIPP Effort

The SI PP working group represents the evolution of three different
| ETF wor ki ng groups focused on devel oping an IPng. The first was
called | P Address Encapsul ation (I PAE) and was chaired by Dave
Crocker and Robert Hinden. It proposed extensions to | Pv4 which
woul d carry |arger addresses. Mich of its work was focused on
devel opi ng transition nechani sms.

Sonmewhat | ater Steve Deering proposed a new protocol evolved from

| Pv4 called the Sinple Internet Protocol (SIP). A working group was
formed to work on this proposal which was chaired by Steve Deering
and Christian Huitema. SIP had 64-bit addresses, a sinplified
header, and options in separate extension headers. After lengthly

i nteraction between the two working groups and the realization that

| PAE and SIP had a nunber of commobn el enents and the transition
nmechani sns devel oped for | PAE would apply to SIP, the groups deci ded
to nmerge and concentrate their efforts. The chairs of the new SIP
wor ki ng group were Steve Deering and Robert Hi nden.

In parallel to SIP, Paul Francis (fornmerly Paul Tsuchiya) had founded
a working group to develop the "P" Internet Protocol (Pip). Pip was
a new i nternet protocol based on a new architecture. The notivation
behind Pip was that the opportunity for introducing a new internet
protocol does not conme very often and given that opportunity

i nportant new features should be introduced. Pip supported variable
| ength addressing in 16-bit units, separation of addresses from
identifiers, support for provider selection, nobility, and efficient
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forwarding. It included a transition schenme simlar to | PAE

After considerabl e discussion anmong the | eaders of the Pip and SIP
wor ki ng groups, they cane to realize that the advanced features in
Pip coul d be acconplished in SIP w thout changing the base SIP
protocol as well as keeping the |IPAE transition nechanisnms. In
essence it was possible to keep the best features of each protocol
Based on this the groups decided to nerge their efforts. The new
protocol was called Sinple Internet Protocol Plus (SIPP). The chairs
of the nerged working group are Steve Deering, Paul Francis, and
Robert Hi nden.

4. S| PP Overvi ew

SIPP is a new version of the Internet Protocol, designed as a
successor to IP version 4 [IPV4]. SIPP is assigned |IP version nunber
6

SI PP was designhed to take an evolutionary step fromIPv4. 1t was not
a design goal to take a radical step away from | Pv4. Functions which
work in I Pv4 were kept in SIPP. Functions which didn't work were
renoved. The changes fromIPv4 to SIPP fall primarily into the
foll owi ng categori es:

0 Expanded Routing and Addressing Capabilities

SI PP increases the I P address size from32 bits to 64 bits, to
support nore |levels of addressing hierarchy and a nuch greater
nunber of addressable nodes. SIPP addressing can be further
extended, in units of 64 bits, by a facility equivalent to

| Pv4’ s Loose Source and Record Route option, in comnbination
with a new address type called "cluster addresses" which
identify topol ogical regions rather than individual nodes.

The scaleability of nulticast routing is inproved by adding

a "scope" field to multicast addresses.

0 Header Format Sinplification

Some | Pv4 header fields have been dropped or made optional, to
reduce the common-case processing cost of packet handling and to
keep the bandw dth cost of the SIPP header al nost as |ow as that
of 1 Pv4, despite the increased size of the addresses. The basic
SI PP header is only four bytes |onger than |Pv4.
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o I nproved Support for QOptions

Changes in the way | P header options are encoded allows for nore

efficient forwarding, less stringent limts on the | ength of
options, and greater flexibility for introducing new options in
the future.

0 Quality-of-Service Capabilities

A new capability is added to enable the |abeling of packets
bel onging to particular traffic "flows" for which the sender
requests special handling, such as non-default quality of
service or "real-time" service.

0 Authentication and Privacy Capabilities

SI PP includes the definition of extensions which provide support
for authentication, data integrity, and confidentiality. This
is included as a basic elenment of SIPP.

The SI PP protocol consists of two parts, the basic SIPP header and
SI PP Opti ons.

4.1 S| PP Header For mat

H nden

T S o T s T T o S T il sl S T R S i i
| Ver si on| FI ow Label

e i i S o i S I i S S i (s S
| Payl oad Length | Payload Type | Hop Li mit
e i i S o i S I i S S i (s S

Sour ce Address

I
+
I
+
I
+
I
+
o |
Desti nati on Address +
I
+

I

+

I

T S S T e S S T i o S S S S S S S S S SNt S
I

+

I

+-

T S S T T o A S S S e R S S S S S S S

Ver si on 4-bit Internet Protocol version nunber = 6.

FI ow Label 28-bit field. See SIPP Quality of Service
secti on.

Payl oad Length ;6-bit unsi gned i nteger. Length of payl oad,

i.e., the rest of the packet follow ng the
SI PP header, in octets.
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Payl oad Type 8-bit selector. ldentifies the type of
header inmmedi ately follow ng the SIPP
header. Uses the sane values as the |Pv4
Protocol field [STD 2, RFC 1700].

Hop Limt 8-bit unsigned integer. Decrenented by 1
by each node that forwards the packet.
The packet is discarded if Hop Limt is
decrenented to zero

Sour ce Address 64 bits. An address of the initial sender of
the packet. See [ROUT] for details.

Destination Address 64 bits. An address of the intended
reci pient of the packet (possibly not the
ultimate recipient, if an optional Routing
Header is present).

4.2 SIPP Options

SI PP includes an inproved option nechani smover |Pv4. SIPP options
are placed in separate headers that are | ocated between the SIPP
header and the transport-|layer header in a packet. Mst SIPP option
headers are not exani ned or processed by any router along a packet’s
delivery path until it arrives at its final destination. This
facilitates a major inprovenent in router performance for packets
containing options. In IPv4d the presence of any options requires the
router to examine all options. The other inprovenent is that unlike
| Pv4, SIPP options can be of arbitrary Iength and the total anmount of
options carried in a packet is not limted to 40 bytes. This feature
pl us the manner in which they are processed, pernits SIPP options to
be used for functions which were not practical in IPv4. A good
exanple of this is the SIPP Authentication and Security Encapsul ation
opti ons.

In order to inprove the perfornance when handl i ng subsequent option
headers and the transport protocol which follows, SIPP options are
al ways an integer nultiple of 8 octets long, in order to retain this
al i gnment for subsequent headers.
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The SI PP option headers which are currently defined are:

Opti on Functi on

Rout i ng Ext ended Routing (like IPv4 | oose source
route)

Fragnent ati on Fragnent ati on and Reassenbly

Aut henti cati on Integrity and Aut hentication

Security Encapsul ation Confidentiality

Hop- by- Hop Opti on Speci al options which require hop by hop

processi ng
4.3 SI PP Addressing

SI PP addresses are 64-bits long and are identifiers for individual
nodes and sets of nodes. There are three types of SIPP addresses.
These are unicast, cluster, and nulticast. Unicast addresses
identify a single node. Custer addresses identify a group of nodes,
that share a comon address prefix, such that a packet sent to a
cluster address will be delivered to one nenber of the group
Mul ti cast addresses identify a group of nodes, such that a packet
sent to a nulticast address is delivered to all of the nodes in the

group.

SI PP supports addresses which are twi ce the nunber of bits as |Pv4
addresses. These addresses support an address space which is four
billion (27"32) times the size of |IPv4 addresses (27"32). Anot her
way to say this is that SIPP supports four billion internets each the
size of the maximum | Pv4 internet. That is enough to allow each
person on the planet to have their own internet. Even with severa

| ayers of hierarchy (with assignnment utilization sinmlar to |Pv4)
this would allow for each person on the planet to have their own

i nternet each hol di ng several thousand hosts.

In addition, SIPP supports extended addresses using the routing
option. This capability allows the address space to grow to 128-
bits, 192-bits (or even larger) while still keeping the address units
i n manageabl e 64-bit units. This pernmits the addresses to grow while
keeping the routing algorithns efficient because they continue to
operate using 64- bit units.

4.3.1 Unicast Addresses
There are several forms of unicast address assignnent in SIPP. These
are gl obal hierarchical unicast addresses, |ocal-use addresses, and

| Pv4- only host addresses. The assignnent plan for unicast addresses
is described in [ ADDR].
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4.3.1.1 dobal Unicast Addresses

d obal uni cast addresses are used for global comunication. They are
t he nost common SI PP address and are simlar in function to |Pv4d
addresses. Their format is:

| 1] n bits | mbits | p bits | 63-n-mp|
T o e e e e oo Fomm oo T +
| PROVI DER | D | SUBSCRI BER | D | SUBNET ID| NODE ID |
T o e e e e oo Fomm oo T +
The first bit is the IPv4 conpatibility bit, or Chbhit. It indicates

whet her the node represented by the address is IPv4 or SIPP. SIPP
addresses are provider-oriented. That is, the high-order part of the
address is assigned to internet service providers, which then assign
portions of the address space to subscribers, etc. This usage is
simlar to assignnment of |IP addresses under CIDR. The SUBSCRI BER | D
di sti ngui shes anong nultiple subscribers attached to the provider
identified by the PROVIDER ID. The SUBNET ID identifies a

t opol ogi cal | y connected group of nodes within the subscriber network
identified by the subscriber prefix. The NODE ID identifies a single
node anong the group of nodes identified by the subnet prefix.

4.3.1.2 Local -Use Address

A |l ocal -use address is a unicast address that has only | ocal
routability scope (within the subnet or within a subscriber network),
and may have | ocal or gl obal uniqueness scope. They are intended for
use inside of a site for "plug and play" I|ocal conmunication, for
boot strapping up to a single global addresses, and as part of an

addr ess sequence for global comrunication. Their format is:

| 4 |
| bi t s| 12 bits | 48 bits |

The NODE IDis an identifier which nmuch be unique in the domain in
which it is being used. In npost cases these will use a node’s | EEE-
802 48bit address. The SUBNET ID identifies a specific subnet in a
site. The conbination of the SUBNET ID and the NOCDE ID to forma

| ocal use address allows a large private internet to be constructed
wi t hout any ot her address all ocation.

Local -use addresses have two prinmary benefits. First, for sites or

organi zations that are not (yet) connected to the global Internet,
there is no need to request an address prefix fromthe gl oba
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I nternet address space. Local-use addresses can be used instead. |If
t he organi zati on connects to the global Internet, it can use it’'s

| ocal use addresses to communicate with a server (e.g., using the
Dynam ¢ Host Configuration Protocol [DHCP]) to have a gl obal address
automati cal | y assi gned.

The second benefit of |ocal-use addresses is that they can hold nuch
| arger NODE | Ds, which makes possible a very sinple form of auto-
configuration of addresses. In particular, a node may di scover a
SUBNET I D by listening to a Router Advertisenent messages on its
attached link(s), and then fabricating a SIPP address for itself by
using its link-1evel address as the NODE ID on that subnet.

An aut o-configured | ocal -use address nay be used by a node as its own
identification for conmunication within the |ocal domain, possibly

i ncl udi ng communi cation with a | ocal address server to obtain a

gl obal SI PP address. The details of host auto-configuration are
descri bed in [ DHCP]

4.3.1.3 I Pv4-Only Addresses

SI PP uni cast addresses are assigned to |IPv4-only hosts as part of the
| PAE schene for transition fromIPv4 to SIPP. Such addresses have
the following form

|1 31 bits | 32 bits |

The highest-order bit of a SIPP address is called the |IPv4
conmpatibility bit or the Cbit. ACbit value of 1 identifies an
address as belonging to an | Pv4-only node.

The |1 Pv4 node’s 32-bit I Pv4 address is carried in the | ow order 32
bits of the SIPP address. The remaining 31 bits are used to carry
H GHER- ORDER SI PP PREFI X, such as a service-provider |ID

4,3.2 (Custer Addresses

Cluster addresses are uni cast addresses that are used to reach the
"nearest" one (according to unicast routing’s notion of nearest) of
the set of boundary routers of a cluster of nodes identified by a
common prefix in the SIPP unicast routing hierarchy. These are used
to identify a set of nodes. The cluster address, when used as part
of an address sequence, pernits a node to select which of severa
providers it wants to carry its traffic. A cluster address can only
be used as a destination address. In this exanple there would be a
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cluster address for each provider. This capability is sonetines
call ed "source selected policies". duster addresses have the

general form

| n bits | 64-n bits |

4.3.3 Milticast Addresses

A SIPP nulticast address is an identifier for a group of nodes. A
node may bel ong to any nunber of nmulticast groups. Milticast
addresses have the follow ng format:

| 1] 7 | 4| 4] 48 bits |

I S e +

| € 1111111| FLGS| SCOP| GROUP I D |

I S e +
Wher e:

C = 1Pv4 conpatibility bit.

1111111 in the rest of the first octet identifies the address as
being a nulticast address.

+o e e -+
FLGS is a set of 4 flags: | O] O] O] T|
+o e e -+

The high-order 3 flags are reserved, and nust be initialized to O.

T = 0 indicates a permanently-assigned ("well-known") mnulticast
address, assigned by the global internet nunbering authority.
T = 1 indicates a non-permanently-assigned ("transient") multicast

addr ess.

SCOP is a 4-bit nmulticast scope value used to limt the scope of
the multicast group. The values are:

0 reserved 8 intra-organization scope
1 intra-node scope 9 (unassi gned)

2 intra-link scope 10 (unassi gned)

3 (unassi gned) 11 intra-conmunity scope

4 (unassigned) 12 (unassi gned)
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5 intra-site scope 13 (unassi gned)
6 (unassi gned) 14 gl obal scope
7 (unassi gned) 15 reserved

GROUP ID identifies the nmulticast group, either permnmanent or
transient, within the given scope.

4.4 SI PP Routing

Routing in SIPP is alnbst identical to I Pv4 routing under Cl DR except
that the addresses are 64-bit SIPP addresses instead of 32-bit |Pv4
addresses. This is true even when extended addresses are being used.
Wth very straightforward extensions, all of IPv4’s routing
algorithms (OSPF, BGP, RIP, IDRP, etc.) can used to route SIPP [ OSPF]
[RIP2] [IDRP].

SI PP al so includes sinple routing extensions which support powerful
new routing functionality. These capabilities include:

Provi der Sel ection (based on policy, perfornmance, cost, etc.)
Host Mobility (route to current |ocation)

Aut 0- Readdressing (route to new address)

Ext ended Addressing (route to "sub-cl oud")

The new routing functionality is obtained by creating sequences of

SI PP addresses using the SIPP Routing option. The routing option is
used by a SIPP source to list one or nore internedi ate nodes (or
topol ogical clusters) to be "visited" on the way to a packet’s
destination. This function is very simlar in function to IPv4' s
Loose Source and Record Route option. A node would publish its
address sequence in the Domain Name System [ DNS].

The identification of a specific transport connection is done by only
using the first (source) and | ast (destination) address in the
sequence. These identifying addresses (i.e., first and | ast
addresses of a route sequence) are required to be unique within the
scope over which they are used. This permits the mddl e addresses in
t he address sequence to change (in the cases of nobility, provider
changes, site readdressing, etc.) w thout disrupting the transport
connecti on.

In order to nmake address sequences a general function, SIPP hosts are
required to reverse routes in a packet it receives containing address
sequences in order to return the packet to its originator. This
approach is taken to nmake SIPP host inplenentations fromthe start
support the handling and reversal of source routes. This is the key
for allowing themto work with hosts which inplenment the new features
such as provider selection or extended addresses.

Hi nden [ Page 14]



RFC 1710 SIPP | Png Wite Paper Cct ober 1994

Three exanpl es show how t he extended addressi ng can be used. |In
t hese exanpl es, address sequences are shown by a list of individua
addr esses separated by comms. For exanpl e:

SRC, I'1, 12, 13, DST

Where the first address is the source address, the | ast address is
the destination address, and the m ddl e addresses are internedi ate
addr esses.

For these exanples assune that two hosts, HL and H2 wish to

comuni cate. Assune that HL and H2's sites are both connected to
providers P1 and P2. A third wireless provider, PR is connected to
both providers Pl and P2.

..... P1L ------
/ | \

/ | \
H1 PR H2
\ | /
\ | /
_____ P2 ------

The sinpl est case (no use of address sequences) is when HlL wants to
send a packet to H2 containing the addresses:

Hl, H2

Wien H2 replied it would reverse the addresses and construct a packet
contai ning the addresses:

H2, H1
In this exanple either provider could be used, and Hl and H2 woul d

not be able to select which provider traffic would be sent to and
recei ved from

If HL decides that it wants to enforce a policy that al
comuni cation to/fromH2 can only use provider Pl, it would construct
a packet containing the address sequence:

HL, P1, H2
This ensures that when H2 replies to Hl, it will reverse the route
and the reply it would also travel over P1. The addresses in H2's
reply would | ook Iike:

H2, P1, H1
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If HL becane nobile and noved to provider PR it could maintain (not
breaki ng any transport connections) conmunication with H2, by sending
packets that contain the address sequence:

Hl, PR P1, H2

This woul d ensure that when H2 replied it would enforce Hl's policy
of exclusive use of provider P1 and send the packet to Hl new
| ocation on provider PR The reversed address sequence woul d be:

H2, P1, PR, H1

The address extension facility of SIPP can be used for provider
sel ection, nmobility, readdressing, and extended addressing. It is a
sinpl e but powerful capability.

4.5 SIPP Quality-of-Service Capabilities

The Flow Label field in the SIPP header may be used by a host to

| abel those packets for which it requests special handling by SIPP
routers, such as non-default quality of service or "real-tine"
service. This labeling is inportant in order to support applications
whi ch require sonme degree of consistent throughput, delay, and/or
jitter. The Flow Label is a 28-bit field, internally structured into
three subfields as follows:

T S i S S T ST S S e e i I G S S
| Rl DP | Flow I D |
T S S S T S T T i S S T -

R (Reserved) 1-bit subfield. Initialized to zero for
transm ssion; |lgnored on reception

DP (Drop Priority) 3-bit unsigned integer. Specifies the
priority of the packet, relative to other
packets fromthe sanme source, for being
di scarded by a router under conditions of
congestion. Larger values indicates a
greater willingness by the sender to all ow
the packet to be discarded.

Flow I D 24-bit subfield used to identify a
specific flow

A flow is a sequence of packets sent froma particular source to a
particular (unicast or nulticast) destination for which the source
desires special handling by the intervening routers. There may be
multiple active flows froma source to a destination, as well as
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traffic that is not associated with any flow A flowis identified
by the conbination of a Source Address and a non-zero Fl ow ID.
Packets that do not belong to a flow carry a Flow I D of zero

A Flow IDis assigned to a flow by the flow s source node. New Fl ow
| Ds must be chosen (pseudo-)randomy and uniformy fromthe range 1
to FFFFFF hex. The purpose of the random all ocation is to nmake any
set of bits within the Flow ID suitable for use as a hash key by the
routers, for |ooking up the special-handling state associated with
the flow A Flow ID nust not be re-used by a source for a new fl ow
while any state associated with the previous usage still exists in
any router.

The Drop Priority subfield provides a nmeans separate fromthe Flow ID
for distinguishing anong packets fromthe sane source, to allow a
source to specify which of its packets are to be discarded in
preference to others when a router cannot forward themall. This is
useful for applications |like video where it is preferable to drop
packets carrying screen updates rather than the packets carrying the
vi deo synchroni zati on i nformation

4.6 SIPP Security

The current Internet has a nunmber of security problens and | acks
effective privacy and authenticati on mechani sns bel ow t he application
|l ayer. SIPP remedi es these shortcom ngs by having two integrated
options that provide security services. These two options may be
used singly or together to provide differing levels of security to
different users. This is very inportant because different user
conmuni ties have different security needs.

The first nechanism called the "SI PP Authenticati on Header", is an
option which provides authentication and integrity (w thout
confidentiality) to SIPP datagrans. Wile the option is algorithm

i ndependent and will support many different authentication

techni ques, the use of keyed MD5 is proposed to help ensure
interoperability within the worldw de Internet. This can be used to
elimnate a significant class of network attacks, including host
masquer adi ng attacks. The use of the SIPP Authentication Header is
particularly inportant when source routing is used with SIPP because
of the known risks in IP source routing. Its placenent at the
internet |ayer can help provide host origin authentication to those
upper |ayer protocols and services that currently | ack neani ngful
protections. This nmechani smshould be exportable by vendors in the
United States and other countries with simlar export restrictions
because it only provides authentication and integrity, and
specifically does not provide confidentiality. The exportability of
the SI PP Authentication Header encourages its w despread
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i npl enent ati on and use.

The second security option provided with SIPP is the "SIPP
Encapsul ati ng Security Header". This nechani sm provides integrity
and confidentiality to SIPP datagrans. It is sinpler than some
simlar security protocols (e.g., SP3D, |1SO NLSP) but remains
flexible and al gorithmindependent. To achieve interoperability
within the global Internet, the use of DES CBC is proposed as the
standard algorithmfor use with the SI PP Encapsul ating Security
Header .

5. SIPP Transition Mechani sns

The two key notivations in the SIPP transition nechanisns are to
provide direct interoperability between |IPv4 and SI PP hosts and to
all ow the user population to adopt SIPP in an a highly diffuse
fashion. The transition nmust be increnental, with few or no critical
i nterdependencies, if it is to succeed. The SIPP transition allows
the users to upgrade their hosts to SI PP, and the network operators
to deploy SIPP in routers, with very little coordination between the
t wo.

The mechani snms and policies of the SIPP transition are called "I PAE".
Having a separate term serves to highlight those features designed
specifically for transition. Once an acronym for an encapsul ation
technique to facilitate transition, the term"|IPAE'" now is nostly

hi storical.

The | PAE transition is based on five key el enments:

1) A 64-bit SIPP addressing plan that enconpasses the existing
32-bit I Pv4 addressing plan. The 64-bit plan will be used to
assi gn addresses for both SIPP and | Pv4 nodes at the begi nning
of the transition. Existing IPv4 nodes will not need to change
their addresses, and | Pv4 hosts being upgraded to SIPP keep their
exi sting | Pv4 addresses as the |oworder 32 bits of their SIPP
addresses. Since the SIPP addressing plan is a superset of the
exi sting | Pv4 plan, SIPP hosts are assigned only a single 64-bit
address, which can be used to comunicate with both SIPP and | Pv4
host s.

2) A nechanismfor encapsulating SIPP traffic within | Pv4 packets so
that the IPv4 infrastructure can be | everaged early in the
transition. Mst of the "SIPP within I Pv4 tunnels" can be
automati cal Iy confi gured.
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3) Algorithms in SIPP hosts that allow themto directly interoperate
with | Pv4 hosts | ocated on the sane subnet and el sewhere in the
| nt ernet.

4) A nmechanismfor translating between | Pv4 and SI PP headers to
all ow SIPP-only hosts to comunicate with I Pv4-only hosts and to
facilitate |1 Pv4 hosts conmuni cati ng over over a Sl PP-only
backbone.

5) An optional mechani smfor napping | Pv4 addresses to Sl PP address
to allow inproved scaling of I1Pv4 routing. At the present tine
gi ven the success of CIDR, this does not look like it will be
needed in a transition to SIPP. If Internet growth should
conti nue beyond what CIDR can handle, it is available as an
opti onal nechani sm

| PAE ensures that SIPP hosts can interoperate with |Pv4 hosts
anywhere in the Internet up until the time when | Pv4 addresses run
out, and afterward allows SIPP and I Pv4 hosts within a linted scope
to interoperate indefinitely. This feature protects for a very |ong
time the huge investnent users have nmade in |Pv4. Hosts that need
only a limted connectivity range (e.g., printers) need never be
upgraded to SIPP. This feature also allows SIPP-only hosts to
interoperate with | Pv4-only hosts.

The increnmental upgrade features of | PAE allow the host and router
vendors to integrate SIPP into their product lines at their own pace,
and all ows the end users and network operators to deploy SIPP on
their own schedul es.

The interoperability between SIPP and | Pv4 provi ded by | PAE al so has
the benefit of extending the lifetinme of IPv4 hosts. Gven the |arge
install ed base of IPv4, changes to IPv4 in hosts are nearly

i npossi ble. Once an IPng is chosen, nost of the new feature

devel opnment will be done on IPng. New features in IPng will increase
the incentives to adopt and deploy it.

6. Wiy SIPP?

There are a nunber of reasons why SIPP should be selected as the
|ETF s IPng. It solves the Internet scaling problem provides a
flexible transition nechanismfor the current Internet, and was
designed to neet the needs of new markets such as nomadi c persona
computi ng devices, networked entertai nment, and device control. It
does this in a evolutionary way whi ch reduces the risk of

archi tectural problens.
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Ease of transition is a key point in the design of SIPP. It is not
somet hi ng was was added in at the end. SIPP is designed to
interoperate with IPv4. Specific nmechanisns (C-bit, enbedded |Pv4
addresses, etc.) were built into SIPP to support transition and
conpatability with IPv4. It was designed to pernit a gradual and
pi eceneal depl oynent without any dependenci es.

SI PP supports |arge hierarchical addresses which will allow the
Internet to continue to grow and provide new routing capabilities not
built into IPv4. It has cluster addresses which can be used for
policy route selection and has scoped nulticast addresses which
provide improved scal eability over IPv4 nulticast. It also has |ocal

use addresses which provide the ability for "plug and pl ay"
instal |l ati on.

SIPP is designed to have perfornmance better than |IPv4 and work well

in |ow bandwi dth applications like wireless. Its headers are |ess
expensive to process than IPv4 and its 64-bit addresses are chosen to
be well matched to the new generation of 64bit processors. |Its

conpact header mininm zes bandw dth overhead which nakes it ideal for
Wi rel ess use.

SIPP provides a platformfor new Internet functionality. This
i ncl udes support for real-tinme flows, provider selection, host
mobility, end-to- end security, auto-configuration, and auto-
reconfi guration.

In summary, SIPP is a new version of IP. It can be installed as a
normal software upgrade in internet devices. It is interoperable
with the current IPv4. Its deploynent strategy was designed to not

have any "flag" days. SIPP is designed to run well on high
performance networks (e.g., ATM and at the same tine is stil
efficient for | ow bandwi dth networks (e.g., wireless). In addition
it provides a platformfor new internet functionality that will be
required in the near future.
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7. Status of SIPP Effort

There are many active participants in the SI PP working group. G oups
maki ng active contributions include:

G oup Activity

Beanme & Wit eside | mpl enent ati on ( PC)

Bel | core | mpl enentati on (SunOS), DNS and | CVMP specs.
Di gital Equi pnent Corp. |nplenmentation (A pha/ OSF, Open VM)

I NRI A | mpl enentation (BSD, BIND), DNS & OSPF specs.
| NESC | mpl enent ati on ( BSD/ Mach/ x- ker nel )

I ntercon | mpl enent ati on ( MAC)

MCI Phone Conferences

Meri t | DRP for SIPP Specification

Naval Research Lab. | mpl enentati on (BSD) Security Design

Net wor k Cener al | npl erentation (Sniffer)

SA I npl ementation (IR X, NetVisulizer)

Sun | mpl enentation (Solaris 2.x, Snoop)

TGV | mpl enent ati on (QOpen VMVS)

Xer ox PARC Prot ocol Design

Bill Sinpson | mpl enent ati on ( KA9Q)

As of the time this paper was witten there were a nunber of SIPP and
| PAE i npl ement ati ons. These incl ude:

| npl emrent ati on St at us

BSDY Mach Conpl eted (tel net, NFS, AFS, UDP)
BSD/ Net / 2 I n Progress

Bi nd Code done

DOS &W ndows Conpl eted (telnet, ftp, tftp, ping)
I RI X I n progress (ping)

KA9Q In progress (ping, TCP)

Mac OS Conpl eted (telnet, ftp, finger, ping)
Net Vi sual i zer Conpl eted (SIP & | PAE)

Open VMS Conpleted (telnet, ftp), In Progress
OSF/ 1 In Progress (ping, |CWP)

Sniffer Conpl eted (SIP & | PAE)

Snoop Conpl eted (SIP & | PAE)

Sol ari s Conpl eted (telnet, ftp, tftp, ping)
Sun OS In Progress
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8.

10.

11.

Where to Get Additional |Information

The docunentation listed in the reference sections can be found in
one of the IETF internet draft directories or in the archive site for
the SIPP working group. This is |located at:

ftp. parc. xerox.com in the /pub/sipp directory.

In addition other material relating to SIPP (such as postscript
versions of presentations on SIPP) can also be found in the SIPP
wor ki ng group archi ve.

To join the SIPP working group, send electronic mail to
si pp-request @unr oof . eng. sun. com

An archive of mail sent to this mailing list can be found in the | ETF
directories at cnri.reston.va. us.

Security Considerations
Security issues are discussed in section 4.6.
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