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Abstract

This nenp describes the nanagenent and operational requirenents for
the address and routing paranmeter area ("arpa") domain. The "arpa"
domain is used to support a class of infrastructural identifier
spaces, providing a distributed database that translates el ements of
a structured nane space derived froma protocol fanily to service
nanes. The efficient and reliable operation of this DNS space is
essential to the integrity of operation of various services within
the Internet. The Internet Architecture Board (1 AB) has the
responsibility, in cooperation with the Internet Corporation for
Assi gned Nanes and Nunbers (I CANN), to nanage the "arpa" domain.
Thi s docunment describes the principles used by the 1 AB in undertaking
this role.

1. Introduction

The Dormain Nane System (DNS) [1] [2] is predoninately used to
translate a structured textual identifier into a protocol-specific
value. It uses the structure enbedded within a hierarchica
identifier space to create a distributed database, where every node
wi thin the database corresponds to a node within the nane structure.
The nost prevalent role of the DNSis to store a set of nane to
address translations, allowing a donain nanme to be translated to an
| P address. The DNS is also used to store a nunber of other
translations fromhierarchically structured identifier spaces into
target values of various types.
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The DNS is al so capabl e of supporting a translation in the opposite
direction, fromprotocol values to the nanmes of service entities.
One approach in using the DNS in this fashion has been to transform
protocol values into a hierarchically structured identifier space,
and then use these transforned protocol value nanes as a DNS | ookup
key into the appropriate DNS nane hierarchy. A comon use of this
nmechani sm has been the reverse of the nane to address | ookup
allowing for an I Pv4 address to be used to | ook up a matching domain
nane. For exanple, the |IP address 128.9.160.55 can be associ ated
with the domain name "www. i ab.org." by creating the DNS entry
55.160.9.128.in-addr.arpa."” and mapping this entry, via a DNS PTR
record, to the value "ww.iab.org.".

The resol ution of protocol objects into service nanmes is used by a
nunber of applications to associate services with a particul ar
protocol object. The correct and efficient operation of these
applications is dependent on the correct and efficient operation of
the associ ated "arpa" donai n name servers.

2. The "arpa" domain

The "arpa" domain was originally established as part of the initial
depl oynment of the DNS, to provide a transition nmechanismfromthe
Host Tables that were common in the ARPANET, as well as a home for
the I Pv4 reverse mappi ng domain. During 2000, the abbreviation was
redesi gnated to "Address and Routing Paraneter Area" in the hope of
reduci ng confusion with the earlier network nane.

The Internet Architecture Board (1 AB), in cooperation with the

I nternet Corporation for Assigned Names and Nunmbers (I CANN), is
currently responsible for managing the Top Level Domain (TLD) nane
"arpa". This arrangenent is docunented in Appendix A This domain
nanme provides the root of the name hierarchy of the reverse mapping
of | P addresses to domain nanes. Mdrre generally, this domain nane
undertakes a role as a limted use domain for |nternet
infrastructure applications, by providing a nane root for the mapping
of particular protocol values to nanes of service entities. This
domai n nane provides a nane root for the mapping of protocol val ues
into |l ookup keys to retrieve operationally critical protocol
infrastructure data records or objects for the Internet.

The | AB may add other infrastructure uses to the "arpa"” domain in the

future. Any such additions or changes will be in accordance with the
procedures documented in Section 2.1 and Section 3 of this docunent.
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This donmain is ternmed an "infrastructure donmain", as its role is to
support the operating infrastructure of the Internet. |In particular
the "arpa" domain is not to be used in the same manner (e.g., for
nanm ng hosts) as other generic Top Level Domains are conmonly used.

The operational adm nistration of this domain, in accordance with the
provi sions described in this docunent, shall be performed by the | ANA
under the terms of the MoU between the | AB and | CANN concerning the

| ANA [ 3].

2.1 Criteria for "arpa" Sub-domains

The "arpa" sub-domains are used for those protocol object sets
defined as part of the Internet Standards Process [4], and are
reconmended to be managed as infrastructure protocol objects.

Normal |y, the recommendation is to be nade in the "I ANA

Consi derations" section of the Internet Standard protocol
specification. The recomendati on should include the manner in which
protocol objects are to be napped into | ookup keys, and
reconmendations to | ANA concerning the operation of the "arpa" sub-
domain in conjunction with the recommendati ons concerning the
operation of the protocol object registry itself.

The | ESG consi deration of a docunent which proposes the use of an
"arpa" sub-domain shall include consideration of the "I ANA

Consi derations" section. |If the docunent is approved, the | ESG w ||
ask the 1AB to request the ANA to add the correspondi ng protocol

obj ect sub-domain domain to the "arpa" domain, in accordance with RFC
2860 [3], with adnministration of the sub-domai n undertaken in
accordance with the provisions described in this docunent.

2.2 "arpa" Nane Server Requirenents

As this domain is part of the operationally critical infrastructure
of the Internet, the stability, integrity and efficiency of the
operation of this domain is a matter of inportance for all Internet
users.

The "arpa" domain is positioned as a top |evel domain in order to
avoi d potential operational instabilities caused by nultiple DNS

| ookups spanni ng several operational domains that would be required
to locate the servers of each of the parent nanmes of a nore deeply
nested infrastructure nanme. The maximal | ookup set for "arpa" is a
| ookup of the nane servers for the "arpa" domain froma root server,
and the query agent is then provided with a list of authoritative
"arpa" name servers.
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The efficient and correct operation of the "arpa" donain is
considered to be sufficiently critical that the operational
requirements for the root servers apply to the operati onal
requirenments of the "arpa" servers. Al operational requirenents
noted in RFC 2870 [5] as they apply to the operational requirenents
of the root servers shall apply to the operation of the "arpa"
servers. Any revision to RFC 2870 in relation to the operation of
the root servers shall also apply to the operation of the "arpa"
servers.

Many of the servers that are authoritative for the root zone (or the

"." zone) also currently serve as authoritative for the "arpa" zone.
As noted in RFC 2870 [5], this arrangenent is likely to change in the
future.

3. Del egation of "arpa" Sub-Domai ns

Wil e the decision as to which protocol elenents are |oaded into the
"arpa" domain, and the hierarchical structure of such protoco

el ements, remains within the role of the IAB, the role of managing
the sub-domai n may be del egated by the 1AB to an appropriate protocol
managenment entity.

The | AB shall only recommend the creation of "arpa" sub-domains
corresponding to protocol entities where:

- the delegation, and the hierarchical nanme structure, is described
by an | ETF Standards Track docunent [4], and

- the use of the "arpa" domamin is explicitly reconmended in the
"I ANA Consi derations" section of that docunent.

The "I ANA Consi der ati ons" section should include the nane of the
subdomain, the rules for how the subdonain is to be adm ni stered, and
the criteria for entries within the subdonmai n.

4. Current Status of "arpa"

The "arpa" domain is used for the sub-domains "in-addr.arpa" [1],
"ip6.arpa" [7] and "el64.arpa" [8].

Currently, the "arpa" zone is |ocated on a subset of the root
servers, and the zone is managed in accordance with these
specifications. The 1AB is working with I CANN, | ANA, and the
regional registries to nove "arpa" and "in-addr.arpa" records from
the root servers in accord with the RFC 2870 recomendati on for
excl usi ve use of those servers [5].
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The | Pv4 reverse address domain, "in-addr.arpa"” is delegated to the
| ANA. The "in-addr.arpa” zone is currently |ocated on the sane sane
subset of the root servers as "arpa". Sub-delegations within this

hi erarchy are undertaken in accordance with the | ANA's address
al l ocation practices.

The "ip6.arpa"” |Pv6 reverse address domain uses a nethod of

del egation that is the sane as is used for "in-addr.arpa", where the
"ip6.arpa" domain is delegated to the I ANA, and nanmes within this
zone further delegated to the regional IP registries in accordance
with the delegation of |Pv6 address space to those registries [6]

[7].

The "el64. arpa"” domain is used to map E. 164 styl e phone nunbers into
URIs. This nmechanismis defined in RFC 2916 [9]. RFC 2916 notes
that the provision that names within this DNS zone are to be

del egated to parties according to I TU recommendation E. 164 [10]. RFC
3026 [8] describes the overall I|iaison arrangenents between the | ETF
and | TU-T about the use of this domain.

5. Infrastructure domai ns el sewhere in the DNS tree

Any infrastructure domains that are |ocated el sewhere in the DNS tree
than as sub-domai ns of "arpa", for historical or other reasons,
shoul d adhere to all of the requirenents established in this docunent
for sub-domains of "arpa", and consideration should be given to
mgrating theminto "arpa" as and when appropri ate.

6. Security Considerations

The security considerations as docunented in RFC 2870 [5], and any
successors to that document, apply to the operation of the "arpa"
servers.

The security considerations specific to the E. 164 subdomain are
docunented in Section 5 of RFC 2916 [9].

Any new subdomai n del egati on nust adequately docunent any security
consi derations specific to the information stored therein.

7. | ANA Consi derati ons

As noted in section 3 of this docunment, the | AB may request the | ANA
to del egate the sub-donmins of "arpa" in accordance with the "I ANA
Consi derations" section of an | ETF Standards Track docunent. This
request falls under the scope of section 4 of the MU between the

| ETF and | CANN concerning the | ANA [ 3].
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Appendi x A
April 28, 2000

M. Louis Touton

Vi ce- Presi dent, Secretary, and General Counse

I nternet Corporation for Assigned Nanes and Numnbers
4676 Admiralty Way, Suite 330

Marina del Rey, CA 90292

Re: Purchase Order No. 40SBNT067020:
Adm ni stration of the arpa Top Level Donain

Dear M. Touton:

As noted in your organization's quotation of February 2, 2000, the
arpa Top Level Domain (TLD) exists in the root zone of the domain
nane systemas a linmted use domain currently consisting of one
record, in-addr.arpa. On April 14, 2000, the Defense Advanced
Research Projects Agency (DARPA), formerly known as the Advanced
Research Projects Agency (ARPA), officially signaled its

di sassociation with the arpa domain and its understanding the domain
woul d be used by the Internet Corporation for Assigned Nanmes (| CANN)
and Nunbers and the Internet Architecture Board (1AB) for additional
I nternet infrastructure uses.

In keeping with the DARPA understandi ng, we believe that the arpa
domai n shoul d be made avail able for this specific, limted purpose.
The Departnent of Commerce considers this an Internet Assigned
Nurmbers Authority (1 ANA) function and has requested that the WHO S
entry for the arpa domain reflect 1ANA as the registrant.

Purchase Order No. 40SBNT067020 provides that "[I1CANN] will perform
ot her 1 ANA functions as needed upon request of DOC." As such, the
Departnent of Commerce requests that, as part of the I ANA functions,
| CANN undertake administration of the arpa TLD in cooperation with
the Internet technical comunity under the guidance of the I AB, as a
limted use domain for Internet infrastructure applications,
including the migration of Internet infrastructure applications that
currently reside in the .int TLD. Further, as indicated by DARPA,
the arpa TLD string should be given a different expansi on such as
"Address and Routing Parameter Area" to avoid any inplication that
DARPA has operational responsibility for the domain.

I f you have any questions, please do not hesitate to contact ne.

Sincerely, Karen Rose
Purchase Order Techni cal Representative
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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