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Abstract

Thi s docunent describes the use of the Conmon Open Policy Service
(COPS) protocol for support of policy provisioning (COPS-PR). This
specification is independent of the type of policy being provisioned
(QS, Security, etc.) but focuses on the mechani sns and conventions
used to conmuni cate provisioned information between PDPs and PEPs.
The protocol extensions described in this docunment do not make any
assunptions about the policy data nodel being conmunicated, but
descri be the nmessage formats and objects that carry the nodel ed
policy data.

Chan, et al. St andards Track [ Page 1]



RFC 3084 COPS- PR March 2001

Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].
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d ossary
PRC Provi sioning Class. A type of policy data.
PRI Provi si oning I nstance. An instance of a PRC
PI B Policy Information Base. The database of policy
i nformati on.
PDP Pol i cy Decision Point. See [RAP].
PEP Pol i cy Enforcenment Point. See [RAP].
PRI D Provi sioning Instance ldentifier. Uniquely identifies an
i nstance of a PRC
1. Introduction

The | ETF Resource Allocation Protocol (RAP) WG has defined the COPS
(Comon Open Policy Service) protocol [COPS] as a scal able protoco
that allows policy servers (PDPs) to conmunicate policy decisions to
network devi ces (PEPs). COPS was designed to support multiple types
of policy clients.

COPS is a query/response protocol that supports two comon nodels for
policy control: CQutsourcing and Configuration.

The CQutsourcing nodel addresses the kind of events at the PEP that
require an instantaneous policy decision (authorization). 1In the

out sourci ng scenario, the PEP del egates responsibility to an externa
policy server (PDP) to nake decisions on its behalf. For exanple, in
COPS Usage for RSVP [ COPRSVP] when a RSVP reservati on nessage
arrives, the PEP must decide whether to adnmit or reject the request.
It can outsource this decision by sending a specific query to its
PDP, waiting for its decision before admitting the outstanding
reservation.

The COPS Configuration nodel (herein described as the Provisioning
nodel ), on the other hand, nakes no assunptions of such direct 1:1
correl ation between PEP events and PDP deci sions. The PDP may
proactively provision the PEP reacting to external events (such as
user input), PEP events, and any comnbination thereof (N.M
correlation). Provisioning may be perfornmed in bulk (e.g., entire
router QoS configuration) or in portions (e.g., updating a DiffServ
marking filter).

Net wor k resources are often provisioned based on relatively static
SLAs (Service Level Agreenents) at network boundaries. While the
Qut sourci ng nodel is dynanmically paced by the PEP in real-tinme, the
Provi si oni ng nodel is paced by the PDP in somewhat flexible tining
over a wi de range of configurable aspects of the PEP.
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Figure 1: COPS Provi sioning Mdel

In COPS-PR, policy requests describe the PEP and its configurable
paraneters (rather than an operational event). |[If a change occurs
in these basic paraneters, an updated request is sent. Hence,
requests are issued quite infrequently. Decisions are not
necessarily nmapped directly to requests, and are issued nostly
when the PDP responds to external events or PDP events (policy/SLA
updat es) .

Thi s docunent describes the use of the COPS protocol [COPS] for
support of policy provisioning. This specification is independent
of the type of policy being provisioned (QS, Security, etc.).
Rather, it focuses on the nechani snms and conventions used to
comuni cate provisioned informati on between PDPs and PEPs. The
data nodel assunmed in this docunent is based on the concept of
Policy Information Bases (PIBs) that define the policy data. There
may be one or nore PIBs for given area of policy and different
areas of policy nay have different sets of PIBs.

In order to support a nodel that includes rmultiple PDPs

control ling non-overl apping areas of policy on a single PEP, the
client-type specified by the PEP to the PDP is unique for the area
of policy being managed. A single client-type for a given area of
policy (e.g., QS) will be used for all PIBs that exist in that
area. The client should treat all the COPS-PR client-types it
supports as non-overl appi ng and i ndependent nanespaces where

i nstances MJUST NOT be shared.

The exanples used in this docunent are biased toward QoS Policy
Provisioning in a Differentiated Services (D ffServ) environment.
However, COPS-PR can be used for other types of provisioning
policies under the sane franework.

Chan, et al. St andar ds Track [ Page 4]



RFC 3084 COPS- PR March 2001

1.1. Wy COPS for Provisioning?

COPS- PR has been designed within a framework that is optimzed for
efficiently provisioning policies across devices, based on the
requirements defined in [RAP]. First, COPS-PR allows for efficient
transport of attributes, |large atom c transactions of data, and
efficient and flexible error reporting. Second, as it has a single
connecti on between the policy client and server per area of policy
control identified by a COPS Client-Type, it guarantees only one
server updates a particular policy configuration at any given

time. Such a policy configuration is effectively | ocked, even from
| ocal console configuration, while the PEP is connected to a PDP
via COPS. COPS uses reliable TCP transport and, thus, uses a state
shari ng/ synchroni zati on nechani sm and exchanges differenti al
updates only. |If either the server or client are rebooted (or
restarted) the other would know about it quickly. Last, it is
defined as a real-tinme event-driven comunicati ons nechani sm

never requiring polling between the PEP and PDP

1.2. Interaction between the PEP and PDP

Wien a device boots, it opens a COPS connection to its Primary

PDP. \Wen the connection is established, the PEP sends infornmation
about itself to the PDP in the formof a configuration request.
This information includes client specific information (e.g.,
hardware type, software release, configuration information).

During this phase the client may al so specify the maxi num COPS- PR
nmessage size support ed.

In response, the PDP downl oads all provisioned policies that are
currently relevant to that device. On receiving the provisioned
policies, the device maps theminto its |ocal QS nmechani sns, and
installs them |[If conditions change at the PDP such that the PDP
detects that changes are required in the provisioned policies
currently in effect, then the PDP sends the changes (installs,
updat es, and/or deletes) in policy to the PEP, and the PEP updates
its local configuration appropriately.

I f, subsequently, the configuration of the device changes (board
renoved, board added, new software installed, etc.) in ways not
covered by policies already known to the PEP, then the PEP
asynchronously sends this unsolicited new information to the PDP
in an updated configuration request. On receiving this new

i nformation, the PDP sends to the PEP any additional provisioned
pol i ci es now needed by the PEP, or renoves those policies that are
no | onger required.
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2. Policy Information Base (PlIB)

The data carried by COPS-PR is a set of policy data. The protoco
assunmes a naned data structure, known as a Policy Information Base
(PIB), to identify the type and purpose of unsolicited policy
information that is "pushed" fromthe PDP to the PEP for
provisioning policy or sent to the PDP fromthe PEP as a
notification. The PIB nane space is comopn to both the PEP and the
PDP and data instances within this space are unique within the
scope of a given dient-Type and Request-State per TCP connection
between a PEP and PDP. Note that given a device m ght inplenent
mul tiple COPS dient-Types, a unique instance space is to be

provi ded for each separate Cient-Type. There is no sharing of

i nstance data across the Cient-Types inplenmented by a PEP, even
if the classes being instantiated are of the sanme type and share
the sanme instance identifier.

The PIB can be described as a conceptual tree namespace where the
branches of the tree represent structures of data or Provisioning
Cl asses (PRCs), while the | eaves represent various instantiations
of Provisioning Instances (PRIs). There may be nultiple data

i nstances (PRIs) for any given data structure (PRC). For exanpl e,
if one wanted to install nultiple access control filters, the PRC
m ght represent a generic access control filter type and each PR

m ght represent an individual access control filter to be applied.
The tree might be represented as foll ows:

------- H-------4----------4---PRG-+--PR
| | | +-- PRI
I I I
| | +---PRC---- PR
I I
| +---PRC--+--PR
| +- - PR
| +- - PR
| +- - PR
| +- - PR
I

+---PRC- --PR
Figure 2: The PIB Tree
I nstances of the policy classes (PRIs) are each identified by a
Provi sioning Instance ldentifier (PRRD). A PRIDis a nane, carried

in a COPS <Named ClientSl> or <Naned Deci sion Data> object, which
identifies a particular instance of a class.
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2.1. Rules for Modifying and Extendi ng Pl Bs

As experience is gained with policy based managenent, and as new
requirements arise, it will be necessary to nake changes to Pl Bs.
Changes to an existing PIB can be nmade in several ways.

(1) Additional PRCs can be added to a PIB or an existing one
depr ecat ed.

(2) Attributes can be added to, or deprecated from an existing
PRC

(3) An existing PRC can be extended or augnented with a new PRC
defined in another (perhaps enterprise specific) PIB.

The rules for each of these extension nechanisns is described in this
sub-section. Al of these nmechanisnms for nodifying a PIB allow for

i nteroperability between PDPs and PEPs even when one party is using a
new version of the PIB while the other is using an old version.

Note that the SPPI [SPPI] provides the authoritative rules for
updati ng BER encoded PIBs. It is the purpose of the follow ng
section to explain how such changes affect senders and receivers of
COPS nessages.

2.2. Adding PRCs to, or deprecating from a PIB

A published PIB can be extended with new PRCs by sinply revising the
docunment and addi ng additional PRCs. These additional PRCs are
easily identified with new PRI Ds under the nmodule’s PRID Prefix.

In the event that a PEP inplenenting the new PIB is being configured
by a PDP inplenenting the old PIB, the PEP will sinply not receive
any instances of the new PRC. 1In the event that the PEP is

i npl enenting the old PIB and the PDP the new one, the PEP may receive
PRI's for the new PRC. Under such conditions, the PEP MJST return an
error to the PDP, and rollback to its previous (good) state.

Simlarly, existing PRCs can be deprecated froma PIB. |In this case,
the PEP ignores any PRIs sent to it by a PDP inplenenting the old
(non-deprecated) version of the PIB. A PDP inplenmenting the new
version of the PIB sinply does not send any instances of the
deprecated cl ass.
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2.2.1. Adding or Deprecating Attributes of a BER Encoded PRC

A PIB can be nodified to deprecate existing attributes of a PRC or
add new ones.

When deprecating the attributes of a PRC, it must be renenbered that,
with the COPS-PR protocol, the attributes of the PRC are identified
by their order in the sequence rather than an explicit |abel (or
attribute AD). Consequently, an ASN. 1 value MJST be sent even for
deprecated attributes so that a PDP and PEP i npl enenting different
versions of the PIB are inter-operable.

For a deprecated attribute, if the PDP is using a BER encoded PI B,
the PDP MJUST send either an ASN. 1 val ue of the correct type, or it
may send an ASN. 1 NULL value. A PEP that receives an ASN.1 NULL for
an attribute that is not deprecated SHOULD substitute a default
value. If it has no default value to substitute it MJST return an
error to the PDP

When adding new attributes to a PIB, these new attri butes nust be
added i n sequence after the existing ones. A PEP that receives a PRI
with nmore attributes than it is expecting MJST ignore the additiona
attri butes and send a warning back to the PDP

A PEP that receives a PRI with fewer attributes than it is expecting
SHOULD assune default values for the missing attributes. It MAY send

a warning back to the PDP. |If the nmissing attributes are required
and there is no suitable default, the PEP MJST send an error back to
the PDP. In all cases the missing attributes are assuned to

correspond to the last attributes of the PRC
2.3. COPS QOperations Supported for a Provisioning |Instance

A Provisioning Instance (PRI) typically contains a value for each
attribute defined for the PRC of which it is an instance and is
identified uniquely, within the scope of a given COPS dient-Type and
Request-State on a PEP, by a Provisioning Instance Identifier (PR D).
The followi ng COPS operations are supported on a PRI:

o Install - This operation creates or updates a naned instance of a
PRC. It includes two paraneters: a PRID object to nane the PRI and
an Encoded Provisioning Instance Data (EPD) object with the
new updat ed values. The PRI D value MJST uniquely identify a single
PRI (i.e., PRID prefix or PRC values are illegal). Updates to an
existing PRI are achieved by sinply reinstalling the sane PRID with
t he updated EPD dat a.
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0 Renove - This operation is used to delete an instance of a PRC. It
i ncl udes one paraneter, a PRI D object, which nanmes either the
i ndividual PRI to be deleted or a PRID prefix nam ng one or nore
conpl ete classes of PRIs. Prefix-based deletion supports efficient
bul k policy renoval. The renoval of an unknown/ non-exi stent PRI D
SHOULD result in a warning to the PDP (no error).

3. Message Content

3.

1.

The COPS protocol provides for different COPS clients to define their
own "naned", i.e., client-specific, information for various nessages.
This section describes the nmessages exchanged between a COPS server
(PDP) and COPS Policy Provisioning clients (PEP) that carry client-
specific data objects. Al the COPS nessages used by COPS-PR conform
to the nessage specifications defined in the COPS base protocol

[ COPS] .

Note: The use of the '*' character represented throughout this
docunent is consistent with the ABNF [ RFC2234] and neans O or nore of
the followi ng entities.

Request (REQ PEP -> PDP

The REQ nessage is sent by policy provisioning clients to issue a
"configuration request’ to the PDP as specified in the COPS Cont ext
bject. The dient Handl e associated with the REQ nmessage ori gi nated
by a provisioning client MUST be unique for that client. The dient
Handl e is used to identify a specific request state. Thus, one
client can potentially open several configuration request states,
each uniquely identified by its handle. Different request states are
used to isolate simlarly naned configuration information into non-
overl appi ng contexts (or logically isolated nanespaces). Thus, an

i nstance of naned information is unique relative to a particul ar
client-type and is unique relative to a particular request state for
that client-type, even if the information was sinilarly identified in
ot her request states (i.e., uses the sane PRID). Thus, the dient
Handl e is also part of the instance identification of the
comuni cat ed configuration information.

The configuration request nessage serves as a request fromthe PEP to
the PDP for provisioning policy data that the PDP may have for the
PEP, such as access control lists, etc. This includes policy the PDP
may have at the tinme the REQis received as well as any future policy
data or updates to this data.

The configuration request nessage should include provisioning client
information to provide the PDP with client-specific configuration or
capability informati on about the PEP. The infornmation provided by
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the PEP should include client resources (e.g., queuing capabilities)
and default policy configuration (e.g., default role conbinations)
information as well as incarnation data on existing policy. This
information typically does not include all the information previously
installed by a PDP but rather should include checksuns or shortened
references to previously installed information for synchronization
purposes. This information fromthe client assists the server in
deci di ng what types of policy the PEP can install and enforce. The
format of the information encapsulated in one or nore of the COPS
Naned CientSl objects is described in section 5. Note that the
configuration request nessage(s) is generated and sent to the PDP in
response to the receipt of a Synchronize State Request (SSQ nessage
fromthe PDP. Likew se, an updated configuration request nessage
(using the same dient Handl e value as the original request now being
updat ed) may al so be generated by the PEP and sent to the PDP at any
time due to local nodifications of the PEP's internal state. In this
way, the PDP will be synchronized with the PEP s rel evant internal
state at all tines.

The policy information supplied by the PDP MJUST be consistent with
t he named deci sion data defined for the policy provisioning client.
The PDP responds to the configuration request with a DEC nmessage
cont ai ni ng any avail abl e provi sioning policy data.

The REQ nessage has the follow ng fornat:

<Request> ::= <Commpn Header >
<dient Handl e>
<Cont ext = config request>
*(<Naned dient Sl >)
[<Integrity>]

Note that the COPS objects IN-Int, OUT-Int and LPDPDeci si ons are not
i ncluded in a COPS- PR Request.

3.2. Decision (DEC) PDP -> PEP

The DEC nmessage is sent fromthe PDP to a policy provisioning client
in response to the REQ nessage received fromthe PEP. The Cdient
Handl e MJUST be the sane Handl e that was received in the correspondi ng
REQ nessage.

The DEC nessage is sent as an i mmedi ate response to a configuration
request with the solicited nessage flag set in the COPS nessage
header. Subsequent DEC nessages may al so be sent at any tine after
the original DEC nessage to supply the PEP with additional/updated
policy informati on without the solicited message flag set in the COPS
nmessage header (as they are unsolicited decisions).
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Each DEC nmessage nay contain nmultiple decisions. This neans a single
nmessage can install some policies and delete others. |n general a

si ngl e COPS- PR DEC nessage MJST contain any required renove deci sions
first, followed by any required install decisions. This is used to
solve a precedence issue, not a timng issue: the renove deci sion

del etes what it specifies, except those itens that are installed in

t he same nessage.

The DEC nessage can al so be used by the PDP to comand the PEP to
open a new Request State or Delete an existing Request-State as
identified by the Cient-Handle. To accomplish this, COPS-PR defines
a new flag for the COPS Decision Flags object. The flag 0x02 is to
be used by COPS-PR client-types and is hereafter referred to as the
"Request-State" flag. An Install decision (Decision Flags: Conmmand-
Code=Install) with the Request-State flag set in the COPS Deci sion
Fl ags object will cause the PEP to issue a new Request with a new
Client Handl e or else specify the appropriate error in a COPS Report
nmessage. A Renove decision (Decision Flags: Command- Code=Renove)
with the Request-State flag set in the COPS Decision Flags object
will cause the PEP to send a COPS Del ete Request State (DRQ nessage
for the Request-State identified by the dient Handle in the DEC
nmessage. \Whenever the Request-State flag is set in the COPS Deci sion
Fl ags object in the DEC nmessage, no COPS Nanmed Deci si on Data object
can be included in the corresponding decision (as it serves no
purpose for this decision flag). Note that only one decision with
the Request-State flag can be present per DEC nessage, and, if
present, this MJST be the only decision in that nessage. As

descri bed bel ow, the PEP MJUST respond to each and every DEC with a
correspondi ng solicited RPT.

A COPS- PR DEC nessage MJST be treated as a single "transaction",
i.e., either all the decisions in a DEC nessage succeed or they al
fail. |If they fail, the PEP will rollback to its previ ous good
state, which is the | ast successful DEC transaction, if any. This
allows the PDP to delete sone policies only if other policies can be
installed in their place. The DEC nessage has the follow ng fornmat:

<Deci si on Message> ::= <Comon Header >
<Cient Handl e>
*(<Decision>) | <Error>
[<Integrity>]

<Deci si on> ::= <Cont ext >

<Deci si on: Fl ags>
[ <Named Deci si on Data: Provisioning >]
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Not e that the Named Decision Data (Provisioning) object is included
in a COPS-PR Decision when it is an Install or Renmpve decision with
no Decision Flags set. Qher types of COPS decision data objects
(e.g., Stateless, Replacenent) are not supported by COPS-PR client-
types. The Named Decision Data object MJST NOT be included in the
decision if the Decision Flags object Comrand-Code is NULL (neaning
there is no configuration information to install at this tine) or if
the Request-State flag is set in the Decision Flags object.

For each decision in the DEC nessage, the PEP perforns the operation
specified in the Cormand- Code and Flags field in the Decision Flags
obj ect on the Naned Decision Data. For the policy provisioning
clients, the fornmat for this data is defined in the context of the
Policy Information Base (see section 5). In response to a DEC
nmessage, the policy provisioning client MIST send a RPT nessage, with
the solicited nessage flag set, back to the PDP to informthe PDP of
the action taken.

3.3. Report State (RPT) PEP -> PDP

The RPT nessage is sent fromthe policy provisioning clients to the
PDP to report accounting infornmation associated with the provisioned
policy, or to notify the PDP of changes in the PEP (Report-Type ="'
Accounting’ ) related to the provisioning client.

RPT is al so used as a nechanismto i nformthe PDP about the action
taken at the PEP in response to a DEC nessage. For exanple, in

response to an 'Install’ decision, the PEP inforns the PDP if the
policy data is installed (Report-Type = 'Success’) or not (Report-
Type = "Failure’). Reports that are in response to a DEC nessage

MJST set the solicited nessage flag in their COPS nessage header

Each solicited RTP MUST be sent for its corresponding DEC in the
order the DEC nessages were received. In case of a solicited
failure, the PEP is expected to rollback to its previous (good) state
as if the erroneous DEC transaction did not occur. The PEP MJST

al ways respond to a DEC with a solicited RPT even in response to a
NULL DEC, in which case the Report-Type will be ’Success’.

Reports can also be unsolicited and all unsolicited Reports MJST NOT
set the solicited nessage flag in their COPS nessage header. Exanples
of unsolicited reports include 'Accounting Report-Types, which were
not triggered by a specific DEC nessages, or 'Failure’ Report-Types,
which indicate a failure in a previously successfully installed
configuration (note that, in the case of such unsolicited failures,
the PEP cannot rollback to a previous "good" state as it becones

anmbi guous under these asynchronous conditions what the correct state
m ght be).

Chan, et al. St andards Track [ Page 12]



RFC 3084 COPS- PR March 2001

The RPT nessage may contain provisioning client information such as
accounting parameters or errors/warnings related to a decision. The
data format for this information is defined in the context of the
policy informati on base (see section 5). The RPT nessage has the
follow ng format:

<Report State> ::= <Commpn Header >
<Cient Handl e>
<Report Type>
*(<Naned dient Sl >)
[<Integrity>]

4. COPS-PR Protocol bjects

The COPS Policy Provisioning clients encapsul ate several new objects
within the existing COPS Named Client-specific information object and
Naned Deci sion Data object. This section defines the format of these
new obj ect s.

COPS-PR classifies policy data according to "bindings", where a
bi ndi ng consists of a Provisioning Instance ldentifier and the
Provi sioning I nstance data, encoded within the context of the
provi sioning policy infornmati on base (see section 5).

The format for these new objects is as foll ows:

0 1 2 3
SRS SRS SRS SN +
| Lengt h | S- Num S- Type |
SRS SRS SRS SN +
| 32 bit unsigned integer |
SRS SRS SRS SN +

S-Num and S-Type are simlar to the CGNumand C Type used in the base
COPS objects. The difference is that S-Num and S-Type are used only
for COPS-PR clients and are encapsul ated within the existing COPS
Naned CientSl or Named Decision Data objects. The S-Numidentifies
t he general purpose of the object, and the S-Type describes the
speci fic encoding used for the object. Al the object descriptions
and exanples in this docunent use the Basic Encoding Rules as the
encodi ng type (S-Type = 1). Additional encodings can be defined for
the remaining S-Types in the future (for exanple, an additional S-
Type could be used to carry XM. string based encodi ngs [ XM.] as an
EPD of PRI instance data, where URNs identify PRCs [ URN] and

XPoi nters woul d be used for PRIDs).
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Length is a two-octet value that describes the nunber of octets
(including the header) that conpose the object. |If the length in
octets does not fall on a 32-bit word boundary, padding MJST be added
to the end of the object so that it is aligned to the next 32-bit
boundary before the object can be sent on the wire. On the receiving
si de, a subsequent object boundary can be found by sinply rounding up
the stated object Iength of the current object to the next 32-bit
boundary. The values for the padding MJST be all zeros.

4.1. Conplete Provisioning Instance Identifier (PRID)
S-Num =1 (Conplete PRID), S-Type = 1 (BER), Length = vari able.

This object is used to carry the identifier, or PRID, of a

Provi sioning Instance. The identifier is encoded follow ng the rules
t hat have been defined for encoding SNVMP Cbject ldentifier (O D)
values. Specifically, PRI D values are encoded using the

Type/ Lengt h/ Val ue (TLV) format and initial sub-identifier packing
that is specified by the binary encoding rules [BER] used for Object
Identifiers in an SNVP PDU.

0 1 2 3
SRS SRS SRS SN +
| Lengt h | SNum=PRID | S Type = BER |
SRS SRS SRS SN +
| | nstance ldentifier |
SRS SRS SRS SN +

For exanple, a (fictitious) PRID equal to 1.3.6.1.2.2.8.1 would be
encoded as follows (values in hex):

06 07 2B 06 01 02 02 08 01

The entire PRI D object would be encoded as foll ows:

00 0D - Length

01 - S-Num

01 - S Type (Conpl ete PRI D)
06 07 2B 06 01 02 02 08 01 - Encoded PRI D

00 00 00 - Paddi ng

NOTE: When encodi ng an xxxTabl e’ s xxxEntry Qbject-Type as defined by
the SM [V2SM] and SPPI [SPPI], the ODwll contain all the sub-
identifiers up to and including the xxxEntry O D but not the col umar
identifiers for the attributes within the xxxEntry’'s SEQUENCE. The
last (suffix) identifier is the INDEX of an instance of an entire
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xXXEntry including its SEQUENCE of attributes encoded in the EPD
(defined below). This constitutes an instance (PRI) of a class (PRC
interns of the SM.

A PRID for a scalar (non-columar) value’s ODis encoded directly as
the PRC where the instance identifier suffix is always zero as there
will be only one instance of a scalar value. The EPD will then be
used to convey the scal ar val ue.

4.2. Prefix PRID (PPRID)

Certain operations, such as decision renoval, can be optinized by
specifying a PRID prefix with the intent that the requested operation
be applied to all PRIs matching the prefix (for exanple, all

i nstances of the sanme PRC). PRID prefix objects MJST only be used in
the COPS protocol <Renpbve Deci sion> operation where it may be nore
optimal to perform bul k deci sion renoval using class prefixes instead
of a sequence of individual <Renobve Decision> operations. O her COPS
operations, e.g., <Install Decision> operations always require

i ndi vi dual PRI D specification.

SNum= 2 (Prefix PRID), S-Type = 1 (BER), Length = vari abl e.

0 1 2 3
S S S S +
| Lengt h | SNum= PPRID| S Type = BER |
S S S S +
| Prefix PRI D |
S S S S +

Continuing with the previous exanple, a prefix PRID that is equal to
1.3.6.1.2.2 woul d be encoded as follows (values in hex):

06 05 2B 06 01 02 02

The entire PPRID object woul d be encoded as foll ows:

00 OB - Length

02 - S Num= Prefix PRID
01 - S Type = BER

06 05 2B 06 01 02 02 - Encoded Prefix PRID
00 - Paddi ng
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4.3. Encoded Provisioning |Instance Data (EPD)
S-Num= 3 (EPD), S-Type =1 (BER), Length = vari able.

This object is used to carry the encoded val ue of a Provisioning

I nstance. The PRI val ue, which contains all of the individual values
of the attributes that conprise the class (which corresponds to the
SM’'s xxxEntry bject-Type defining the SEQUENCE of attributes
conprising a table [V2ZSM][SPPI]), is encoded as a series of TLV

sub- conponents. Each sub-conponent represents the value of a single
attribute and is encoded following the BER Note that the ordering
of non-scalar (rmultiple) attributes within the EPD is dictated by
their respective columar O D suffix when defined in [V2SM]. Thus

the attribute with the smallest columar O D suffix will appear first
and the attribute with the hi ghest nunber columar O D suffix will be
| ast .
0 1 2 3

SRS SRS SRS SN +

| Lengt h | SNum=EPD | S-Type = BER |
SRS SRS SRS SN +

| BER Encoded PRI Val ue |
SRS SRS SRS SN +

As an exanple, a fictional definition of an I Pv4 packet filter class
coul d be described using the SM as foll ows:

i pv4FilterlpFilter OBJECT IDENTIFIER ::= { sonmeExanpleO D 1 }
-- The IP Filter Table

i pv4Fi |l ter Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pv4FilterEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Filter definitions. A packet has to match all fields in
a filter. WIldcards may be specified for those fields
that are not relevant."

o= { ipv4FilterlpFilter 1}

i pv4FilterEntry OBJECT- TYPE

SYNTAX | pv4FilterEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An instance of the filter class."
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| NDEX { ipv4Filterlndex }
o= { ipvdFilterTable 1}

| pv4FilterEntry ::= SEQUENCE {

i pv4Fil terl ndex Unsi gned32
i pv4Fi | t er Dst Addr | pAddr ess,
i pv4Fi |l t er Dst Addr Mask | pAddress,
i pv4Fi | t er SrcAddr | pAddr ess,
i pv4Fi | ter SrcAddr Mask | pAddress,
i pv4Fil terDscp I nt eger 32,
i pv4Fi | ter Protocol I nt eger 32,
i pv4Fil terDstL4Port M n | nteger 32,
i pv4Fi |l terDst L4Port Max | nteger 32,
i pv4Filter SrcL4Port M n | nteger 32,
i pv4Fil ter SrcL4Port Max | nteger 32,
i pv4FilterPermt Tr ut hVal ue
}
i pv4Fil terl ndex OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"An integer

March 2001

index to uniquely identify this filter anong al
the filters.”

o= { ipvdFilterEntry 1}

i pv4Fi |l ter Dst Addr OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The | P address to match agai nst the packet’s destination IP

addr ess. "

o= { ipv4FilterEntry 2}

i pv4Fi |l ter Dst Addr Mask OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"A mask for the matching of the destination |IP address.

A zero bit

Chan, et al.
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the address al ways matches."
o= { ipv4FilterEntry 3}

i pv4Fi |l ter SrcAddr OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The I P address to match agai nst the packet’s source IP
address. "

;.= { ipv4FilterEntry 4 }

i pv4Fi |l ter SrcAddr Mask OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"A mask for the nmatching of the source |P address."”
c:={ ipv4FilterEntry 5}

i pv4Fil terDscp OBJECT- TYPE

SYNTAX Integer32 (-1 | 0..63)
MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The value that the DSCP in the packet can have and
match. A value of -1 indicates that a specific

DSCP val ue has not been defined and thus all DSCP val ues
are considered a match. "

o= { ipv4FilterEntry 6 }

i pv4Fi |l terProtocol OBJECT- TYPE

SYNTAX I nteger32 (0..255)
MAX- ACCESS read-write

STATUS current
DESCRI PTI ON

"The I P protocol to match agai nst the packet’s protocol
A val ue of zero nmeans match all."

o= { ipv4FilterEntry 7 }
i pv4Fil terDstL4Port M n OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-write
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STATUS current
DESCRI PTI ON
"The m ni num val ue that the packet’s |ayer 4 destination
port nunber can have and nmatch this filter

o= { ipv4FilterEntry 8 }

i pv4Fi |l terDst L4Port Max OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The maxi mum val ue that the packet’s |ayer 4 destination
port nunber can have and nmatch this filter

o= { ipv4FilterEntry 9 }

i pv4Filter SrcL4Port M n OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The m ni mum val ue that the packet’s |ayer 4 source port
nunber can have and match this filter."

o= { ipv4FilterEntry 10 }

i pv4Fil ter SrcL4Port Max OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The maxi mum val ue that the packet’s |ayer 4 source port
nunber can have and match this filter."

o= { ipv4FilterEntry 11 }

i pv4FilterPermt OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"If false, the evaluation is negated. That is, a
valid match will be evaluated as not a match and vice
versa."

o= { ipv4FilterEntry 12 }
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A fictional instance of the filter class defined above m ght then
be encoded as foll ows:

02 01 08 ©i pv4Fil terl ndex/ Unsi gned32/ Val ue = 8

40 04 CO 39 01 O5 :ipv4FilterDst Addr/ | pAddress/Value = 192.57.1.5

40 04 FF FF FF FF :ipv4FilterDst Mask/ | pAddr ess/ Val ue=255. 255, 255. 255
40 04 00 00 00 00 :ipv4FilterSrcAddr/| pAddress/Value = 0.0.0.0

40 04 00 00 00 00 :ipv4FilterSrcMask/ | pAddress/Value = 0.0.0.0

02 01 FF cipv4FilterDscp/ I nteger32/Value = -1 (not used)
02 01 06 cipv4FilterProtocol /I nteger32/Value = 6 (TCP)
05 00 :ipv4FilterDstL4Port M n/ NULL/ not supported

05 00 :ipv4FilterDst L4Port Max/ NULL/ not supported

05 00 cipv4aFilterSrcL4Port M n/ NULL/ not supported

05 00 cipvaFilterSrcL4Port Max/ NULL/ not supported

02 01 01 cipv4aFilterPermt/ Trut hvVal ue/ Value = 1 (true)
The entire EPD object for this instance would then be encoded as
foll ows:

00 30 - Length

03 - S-Num = EPD

01 - S Type = BER

02 01 08 - ipv4Filterl ndex

40 04 C0 39 01 05
40 04 FF FF FF FF
40 04 00 00 00 00
40 04 00 00 00 00

i pv4Fi | t er Dst Addr
i pv4Fi | t er Dst Mask
i pv4Fi | t er SrcAddr
i pv4Fi | t er SrcMask

02 01 FF - ipv4FilterDscp

02 01 06 - ipv4FilterProtocol

05 00 - ipv4FilterDstL4PortM n

05 00 - i pv4FilterDstL4Port Max

05 00 - ipv4FilterSrcL4PortM n

05 00 - i pv4FilterSrcL4Port Max

02 01 01 - ipv4FilterPermt

Note that attributes not supported within a class are still returned
inthe EPD for a PRI. By convention, a NULL value is returned for
attributes that are not supported. |In the previous exanple, source

and destination port nunber attributes are not supported.
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4.4. dobal Provisioning Error Object (GPERR)

S-Num = 4 (GPERR), S-Type = 1 (for BER), Length = 8.

0 1 2 3
SRS SRS SRS SN +
| Lengt h | S Num= GPERR | S-Type = BER |
SRS SRS SRS SN +
| Error - Code | Error Sub-code |
SRS SRS SRS SN +

The gl obal provisioning error object has the sane format as the Error
object in COPS [COPS], except with CNum and C Type repl aced by the

S-Num and S-Type val ues shown. The gl obal provision error object is
used to conmuni cate general errors that do not map to a specific PRC

The followi ng global error codes are defined:

avai | MemLow( 1)
avai | MenExhaust ed( 2)

unknownASN. 1Tag( 3) - The erroneous tag type SHOULD be
specified in the Error Sub-Code field.
maxMsgSi zeExceeded(4) - COPS nessage (transaction) was too big.

unknownEr r or ( 5)

maxRequest St at esOpen(6) - No nore Request-States can be created
by the PEP (in response to a DEC
nessage attenpting to open a new
Request - St at e) .

i nval i dASN. 1Lengt h(7) An ASN. 1 object Iength was incorrect.

i nval i dObj ect Pad( 8) - nject was not properly padded.

unknownPI BDat a( 9) - Some of the data supplied by the PDP is
unknown/ unsupported by the PEP (but
otherwi se formatted correctly). PRC
specific error codes are to be used to
provi de nore information

unknownCOPSPRObj ect (10) - Sub-code (octet 2) contai ns unknown
object’s S-Num and (octet 3) contains
unknown object’s S-Type.

mal f or medDeci si on(11) - Decision could not be parsed.
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4.5. PRC O ass Provisioning Error Object (CPERR)

S-Num =5 (CPERR), S-Type = 1 (for BER), Length = 8.

0 1 2 3
SRS SRS SRS SN +
| Lengt h | S Num= CPERR | S-Type = BER |
SRS SRS SRS SN +
| Error - Code | Error Sub-code |
SRS SRS SRS SN +

The cl ass-specific provisioning error object has the sane format as
the Error object in COPS [COPS], except with C Num and C Type
replaced by the S-Num and S Type val ues shown. The class-specific
error object is used to comrunicate errors relating to specific PRCs
and MJUST have an associated Error PRI D Object.

The followi ng Generic C ass-Specific errors are defined:

pri SpaceExhausted(1) - no nore instances may currently be
installed in the given cl ass.
prilnstancelnvalid(2) - the specified class instance is

currently invalid prohibiting
installation or renoval

attrVal uel nvalid(3) - the specified value for identified
attribute is illegal
attrVal ueSupLinited(4) - the specified value for the identified

attribute is legal but not currently
supported by the device.

attr EnunSupLi mi ted(5) - the specified enuneration for the
identified attribute is |legal but not
currently supported by the device.

attr MaxLengt hExceeded(6) - the overall length of the specified
value for the identified attribute
exceeds device limtations.

attr Ref erenceUnknown(7) - the class instance specified by the
policy instance identifier does not
exi st.

pri NotifyOnly(8) - the class is currently only supported

for use by request or report nessages
prohi biting decision installation.

unknownPrc(9) - attenpt to install a PRI of a class not
supported by PEP

t ooFewAttrs(10) - recvd PRI has fewer attributes than
required.

i nval i dAttrType(11) - recvd PRI has an attribute of the wong
t ype.
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del et edl nRef (12) - deleted PRI is still referenced by
ot her (non) deleted PRIs
pri SpecificError(13) - the Error Sub-code field contains the

PRC specific error code

Where appropriate (errors 3, 4, 5 6, 7 above) the error sub-code
SHOULD identify the O D sub-identifier of the attribute
associated with the error.

4.6. Error PRID Object (ErrorPRID)
S-Num=6 (ErrorPRID), S-Type = 1 (BER), Length = variable.

This object is used to carry the identifier, or PRID, of a

Provi sioning Instance that caused an installation error or could not
be installed or renoved. The identifier is encoded and formatted
exactly as in the PRI D object as described in section 4.1.

5. COPS-PR Cient-Specific Data Fornats

Thi s section describes the format of the nanmed client specific
information for the COPS policy provisioning client. dientSl
formats are defined for Decision nmessage’s Naned Deci sion Data

obj ect, the Request nessage’s Nanmed dientSl object and Report
nmessage’s Naned CientSl object. The actual content of the data is
defined by the policy information base for a specific provisioning
client-type (see bel ow).

5.1. Naned Deci sion Data

The fornmats encapsul ated by the Named Deci sion Data object for the
policy provisioning client-types depends on the type of decision.

Install and Renpove are the two types of decisions that dictate the
internal format of the COPS Named Decision Data object and require

its presence. Install and Renove refer to the '"Install’ and ' Renove’
Conmmand- Code, respectively, specified in the COPS Decision Flags
bj ect when no Decision Flags are set. The data, in general, is

conmposed of one or nore bindings. Each binding associates a PRID
obj ect and a EPD object. The PRID object is always present in both
install and renove decisions, the EPD object MJST be present in the
case of an install decision and MJST NOT be present in the case of a
renove deci sion.
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The fornmat for this data is encapsulated within the COPS Naned
Deci si on Data object as foll ows:
<Nanmed Decision Data> ::= <<Install Decision>
<Rermove Deci si on>>

<l nstall Decision>

*(<PRI D> <EPD>)

<Renove Deci si on> *( <PRI D>| <PPRI D>)

Note that PRI D objects in a Renove Decision may specify PRID prefix
values. Explicit and inplicit deletion of installed policies is
supported by a client. Install Decision data MJST be explicit (i.e.
PRI D prefix values are illegal and MJST be rejected by a client).

5.2. dientSl Request Data

The provisioning client request data will use sanme bindings as
descri bed above. The format for this data is encapsulated in the
COPS Naned dientSl object as foll ows:

<Nanmed CientSl: Request> ::= <*(<PRI D> <EPD>) >
5.3. Policy Provisioning Report Data

The COPS Nanmed CientSl object is used in the RPT nessage in
conjunction with the acconpanyi ng COPS Report Type object to
encapsul ate COPS-PR report information fromthe PEP to the PDP
Report types can be ’'Success’ or 'Failure', indicating to the PDP
that a particular set of provisioning policies has been either
successfully or unsuccessfully installed/renmoved on the PEP, or

" Accounting’ .

5.3.1. Success and Failure Report-Type Data Format

Report-types can be ’Success’ or 'Failure’ indicating to the PDP that
a particular set of provisioning policies has been either
successfully or unsuccessfully installed/renoved on the PEP. The
provisioning report data consists of the bindings described above and
gl obal and specific error/warning information. Specific errors are
associated with a particular instance. For a 'Success’ Report-Type,
a specific error is an indication of a warning related to a specific
policy that has been installed, but that is not fully inplenented
(e.g., its parameters have been approximated) as identified by the
ErrorPRID object. For a ’Failure’ Report-Type, this is an error code
specific to a binding, again, identified by the ErrorPRI D object.
Specific errors may al so include regul ar <PRI D><EPD> bi ndings to
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carry additional information in a generic manner so that the specific
errors/warnings may be nore verbosely described and associated with
the erroneous Error PRI D object.

G obal errors are not tied to a specific ErrorPRID. 1n a ’'Success’
RPT nmessage, a global error is an indication of a general warning at
the PEP level (e.g., nmenory low). 1In a ' Failure’ RPT nessage, this

is an indication of a general error at the PEP | evel (e.g., menory
exhaust ed) .

In the case of a 'Failure’ Report-Type the PEP MUST report at | east
the first error and SHOULD report as many errors as possible. 1In
this case the PEP MJST roll-back its configuration to the |ast good
transaction before the erroneous Deci sion nessage was received.

The format for this data is encapsulated in the COPS Named dient Sl
obj ect as follows:

<Nanmed CientSl: Report> ::= <[<GPERR>] *(<report>)>
<report> ::= <Error PRI D> <CPERR> *( <PRI D><EPD>)
5.3.2. Accounting Report-Type Data Fornat

Additionally, reports can be used to carry accounting information
when specifying the "Accounting Report-Type. This accounting report
nmessage will typically carry statistical or event information related
to the installed configuration for use at the PDP. This information
is encoded as one or nore <PRID><EPD> bi ndi ngs that generally
descri be the accounting information being reported fromthe PEP to

t he PDP.

The format for this data is encapsulated in the COPS Named dient Sl
obj ect as follows:

<Nanmed dientSl: Report> ::= <*(<PRl D><EPD>) >

NOTE: RFC 2748 defines an optional Accounting-Timer (AcctTimer)
object for use in the COPS Cient-Accept nessage. Periodic
accounting reports for COPS-PR clients are also obligated to be paced
by this tiner. Periodic accounting reports SHOULD NOT be generated
by the PEP nore frequently than the period specified by the COPS
AcctTimer. Thus, the period between new accounting reports SHOULD be
greater-than or equal-to the period specified (if specified) in the
AcctTimer. |If no AcctTiner object is specified by the PDP, then
there are no constraints inposed on the PEP s accounting interval
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6. Comon QOperation

This section describes, in general, typical exchanges between a PDP
and Policy Provisioning COPS client.

First, a TCP connection is established between the client and server
and the PEP sends a Cient-Qpen nessage specifying a COPS- PR
client-type (use of the dientSl object within the dient-Open
nmessage is currently undefined for COPS-PR clients). If the PDP
supports the specified provisioning client-type, the PDP responds
with a Cient-Accept (CAT) nessage. |If the client-type is not
supported, a Cient-Cose (CC) nessage is returned by the PDP to the
PEP, possibly identifying an alternate server that is known to
support the policy for the provisioning client-type specified.

After receiving the CAT nessage, the PEP can send requests to the
server. The REQ froma policy provisioning client contains a COPS
"Configuration Request’ context object and, optionally, any rel evant
naned client specific information fromthe PEP. The information
provi ded by the PEP should include available client resources (e.g.,
supported cl asses/attributes) and default policy configuration
information as well as incarnation data on existing policy. The
configuration request nessage froma provisioning client serves two
purposes. First, it is a request to the PDP for any provisioning
configuration data which the PDP nmay currently have that is suitable
for the PEP, such as access control filters, etc., given the
information the PEP specified inits REQ Also, the configuration
request effectively opens a channel that will allow the PDP to
asynchronously send policy data to the PEP, as the PDP decides is
necessary, as long as the PEP keeps its request state open (i.e., as
|l ong as the PEP does not send a DRQw th the request state’'s Cient
Handl e). This asynchronous data may be new policy data or an update
to policy data sent previously. Any relevant changes to the PEP s
internal state can be comuni cated to the PDP by the PEP sending an
updat ed REQ nessage. The PEP is free to send such updated REQ
nmessages at any tinme after a CAT nessage to conmmuni cate changes in
its local state.

After the PEP sends a REQ if the PDP has Policy Provisioning policy
configuration information for the client, that information is
returned to the client in a DEC nessage containing the Policy

Provi sioning client policy data within the COPS Naned Deci sion Data
obj ect and specifying an "Install" Conmand-Code in the Decision Flags
object. If no filters are defined, the DEC nessage will sinply
specify that there are no filters using the "NULL Deci sion" Comand-
Code in the Decision Flags object. As the PEP MJST specify a Cient
Handl e i n the request nessage, the PDP MJST process the dient Handl e
and copy it in the correspondi ng deci sion nessage. A DEC nessage
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MUST be issued by the PDP with the Solicited Message Flag set in the
COPS nessage header, regardl ess of whether or not the PDP has any
configuration information for the PEP at the tinme of the request.
This is to prevent the PEP fromtimng out the REQ and del eting the
Cient Handl e.

The PDP can then add new policy data or update/del ete existing
configurations by sending subsequent unsolicited DEC nmessage(s) to
the PEP, with the same Cient Handle. Previous configurations
installed on the PEP are updated by the PDP by sinply re-installing
t he sanme instance of configuration informati on again (effectively
overwiting the old data). The PEP is responsible for renoving the
Client handle when it is no |onger needed, for exanple when an

i nterface goes down, and infornming the PDP that the Client Handle is
to be deleted via the COPS DRQ nessage.

For Policy Provisioning purposes, access state, and access requests
to the policy server can be initiated by other sources besides the
PEP. Exanpl es of other sources include attached users requesting
network services via a web interface into a central managenent
application, or H 323 servers requesting resources on behal f of a
user for a video conferencing application. Wen such a request is
accepted, the edge device affected by the decision (the point where
the flowis to enter the network) needs to be infornmed of the
decision. Since the PEP in the edge device did not initiate the
request, the specifics of the request, e.g., flowspec, packet filter,
and PHB to apply, needs to be comunicated to the PEP by the PDP.
This information is sent to the PEP using the Decision nessage
contai ning Policy Provisioning Named Deci sion Data objects in the
COPS Deci sion object as specified. Any updates to the state

i nformation, for exanple in the case of a policy change or call tear
down, is communicated to the PEP by subsequent unsolicited DEC
nmessages containing the same dient Handl e and the updated Policy
Provi si oni ng request state. Updates can specify that policy data is
to be installed, deleted, or updated (re-installed).

PDPs may al so command the PEP to open a new Request State or delete
an exiting one by issuing a decision with the Decision Flags object’s
Request-State flag set. |If the conmand-code is "install", then the
PDP i s conmandi ng the PEP to create a new Request State, and
therefore i ssue a new REQ nessage specifying a new Cient Handl e or
ot herwi se issue a "Failure" RPT specifying the appropriate error
condition. Each request state represents an i ndependent and

| ogi cal Iy non-overl appi ng nanespace, identified by the Cient Handl e,
on which transactions (a.k.a., configuration installations,

del etions, updates) nmay be perforned. Oher existing Request States
will be unaffected by the new request state as they are independent
(thus, no instances of configuration data within one Request State
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can be affected by DECs for another Request State as identified by
the Client Handle). |If the comrand-code is "Renove", then the PDP is
commandi ng the PEP to del ete the existing Request-State specified by
the DEC nessage’s Cient Handl e, thereby causing the PEP to issue a
DRQ nessage for this Handl e.

The PEP MJUST acknowl edge a DEC nmessage and specify what action was
taken by sending a RPT nmessage with a "Success" or "Failure" Report-
Type object with the Solicited Message Flag set in the COPS nessage
header. This serves as an indication to the PDP that the requestor
(e.g., H 323 server) can be notified whether the request has been
accepted by the network or not. |If the PEP needs to reject the DEC
operation for any reason, a RPT nessage is sent with a Report-Type
with the value "Failure" and optionally a dient Specific Information
obj ect specifying the policy data that was rejected. Under such
solicited report failure conditions, the PEP MJUST al ways rol | back to
its previously installed (good) state as if the DEC never occurred.
The PDP is then free to nodify its decision and try again.

The PEP can report to the PDP the current status of any installed
request state when appropriate. This information is sent in a
Report-State (RPT) nessage with the "Accounting" flag set. The
request state that is being reported is identified via the associ ated
Client Handle in the report message.

Finally, Cient-Close (CC) nessages are used to cancel the
correspondi ng Client-QOpen nessage. The CC nessage inforns the other
side that the client-type specified is no | onger supported.

7. Fault Tol erance

When conmuni cation is | ost between PEP and PDP, the PEP attenpts to
re-establish the TCP connection with the PDP it was | ast connected
to. |If that server cannot be reached, then the PEP attenpts to
connect to a secondary PDP, assunmed to be manual |y configured (or
ot herwi se known) at the PEP

When a connection is finally re-established with a PDP, the PEP sends
a OPN nessage with a <Last PDPAddr> object providing the address of
the nost recent PDP for which it is still caching decisions. If no
deci sions are being cached on the PEP (due to reboot or TTL ti neout
of state) the PEP MUST NOT include the | ast PDP address information.
Based on this object, the PDP may request the PEP to re-synch its
current state information (by issuing a COPS SSQ nessage). |If, after
re-connecting, the PDP does not request synchronization, the client
can assune the server recognizes it and the current state at the PEP
is correct, so a REQ nessage need not be sent. Still, any state
changes which occurred at the PEP that the PEP could not communicate
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to the PDP due to conmunication having been | ost, MJST be reported to
the PDP via the PEP sending an updated REQ nessage. \Whenever re-
synchroni zation is requested, the PEP MJST rei ssue any REQ nessages
for all known Request-States and the PDP MJUST i ssue DEC nessages to
del ete either individual PRIDs or prefixes as appropriate to ensure a
consi stent known state at the PEP

While the PEP is disconnected fromthe PDP, the active request-state
at the PEP is to be used for policy decisions. |If the PEP cannot
re-connect in sonme pre-specified period of tinme, all installed
Request-States are to be deleted and their associ ated Handl es
renoved. The sane holds true for the PDP;, upon detecting a failed
TCP connection, the tine-out timer is started for all Request-States
associated with the PEP and these states are renpved after the

admi ni stratively specified period without a connection.

8. Security Considerations

The COPS protocol [COPS], from which this docunment derives, describes
t he mandatory security nmechani snms that MJUST be supported by all COPS
i npl erentations. These mandatory security mechani sns are used by the
COPS protocol to transfer opaque infornmation fromPEP to PDP and vice
versa in an authenticated and secure nmanner. COPS for Policy

Provi sioning sinply defines a structure for this opaque information
al ready carried by the COPS protocol. As such, the security

mechani sns descri bed for the COPS protocol will also be deployed in a
COPS- PR environment, thereby ensuring the integrity of the COPS-PR

i nformati on being communi cated. Furthernore, in order to fully
describe a practical set of structured data for use with COPS-PR, a
PIB (Policy Information Base) will likely be witten in a separate
docunent. The authors of such a PIB docunent need to be aware of the
security concerns associated with the specific data they have
defined. These concerns MJST be fully specified in the security
consi derations section of the PIB docunent along with the required
security mechanisnms for transporting this newy defined data.

9. | ANA Consi derati ons

COPS for Policy Provisioning foll ows the same | ANA consi derations for
COPS obj ects as the base COPS protocol [COPS]. COPS-PR has defined
one additional Decision Flag value of 0x02, extending the COPS base
protocol only by this one value. No new COPS Cient- Types are
defined by this docunent.

COPS-PR al so i ntroduces a new obj ect nunber space with each object
being identified by its S-Num and S-Type value pair. These objects
are encapsul ated within the existing COPS Nanmed ClientSl or Naned
Deci sion Data objects [COPS] and, therefore, do not conflict with any

Chan, et al. St andards Track [ Page 29]



RFC 3084 COPS- PR March 2001

10.

11.

assi gned nunbers in the COPS base protocol. Additional S-Numand S
Type pairs can only be added to COPS-PR using the | ETF Consensus rul e
as defined in [ANA]. These two nunbers are always to be treated as
a pair, with one or nore S Types defined per each S-Num This
docunent defines the S-Numvalues 1-6 and the S-Type 1 for each of
these six values (note that the S-Type value of 2 is reserved for
transport of XM. encoded data). A listing of all the S-Num and S-
Type pairs defined by this docunent can be found in sections 4.1-4.6.

Li kewi se, additional d obal Provisioning error codes and C ass-
Specific Provisioning error codes defined for COPS-PR can only be
added with | ETF Consensus. This docunment defines the d obal

Provi sioning error code values 1-11 in section 4.4 for the G obal
Provi sioning Error Object (GPERR). This docunent al so defines the
Cl ass-Specific error code values 1-13 in section 4.5 for the d ass
Provi sioning Error Object (CPERR).
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13. Full Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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