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Abstract

In RFC 2533, an expression fornmat is presented for describing nedia
feature capabilities as a conbination of sinple nedia feature tags.

Thi s docunent describes an abbreviated format for a conposite nedia
feature set, based upon a hash of the feature expression describing
that conposite.
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1. Introduction

In "A Syntax for Describing Media Feature Sets" [1], an expression
format is presented for describing nmedia feature capabilities as a
combi nati on of sinple nedia feature tags [2].

Thi s docunent proposes an abbreviated fornmat for a conposite nedia
feature set, based upon a hash of the feature expression describing
that conposite.

This nenp extends and buil ds upon the expression syntax described in
RFC 2533 [1], and it is assuned that the reader is famliar with the
interpretation of feature set expressions described there.

1.1 O ganization of this docunent

Section 2 sets out sone of the background and goals for feature set
r ef er ences.

Section 3 presents a syntax for feature set references, and descri bes
how they are related to feature set expressions.

1.2 Term nol ogy and docunent conventions

This section defines a nunber of terms and other docunent
conventions, which are used with specific neaning in this nmeno. The
terms are listed in al phabetical order.

der ef erence
the act of replacing a feature set reference with its
correspondi ng feature set expression. Also called
"resol ution".

feature set
sonme set of media features described by a nedia feature
assertion, as described in "A Syntax for Describing Media
Feature Sets" [1l]. (See that neno for a nore fornal
definition of this term)

feature set expression
a string that describes sone feature set, formulated
according to the rules in "A Syntax for Describing Media
feature sets" [1] (and possibly extended by ot her
speci fications).
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feature set reference
a brief construct that references sone feature set. (See
al so: "dereference".)

feature set tag
a nanme that confornms to the syntax of a feature tag [2] that
is used to denote a feature set rather than a single
feature.

resol ution
(See "dereference").

Thi s specification uses syntax notation and conventions descri bed
in RFC 2234, "Augnented BNF for Syntax Specifications: ABNF' [3].

NOTE: Comments |ike this provide additional nonessenti al

i nformati on about the rationale behind this docunent. Such

i nformation is not needed for building a conformnmant

i npl erentation, but may help those who wi sh to understand the
design in greater depth.

2. Mdtivation and goal s

The range of nedia feature capabilities of a nessage handling system
can be quite extensive, and the correspondi ng feature set expression
[1] can reach a significant size.

A requirenment has been identified to allow recurring feature sets to
be identified by a single reference value, which can be conmbined with
other elenents in a feature set expression. It is anticipated that
nmechani sns will be provided that allow the recipient of such a
feature set reference to discover the correspondi ng feature set
expression, but any such mechanismis beyond the scope of this

speci ficati on.

Thus, the goals for this proposal are:

o to provide an abbreviated formfor referencing an arbitrary
feature set expression

o0 the neaning of (i.e., the corresponding feature set expression) a
feature set reference should be independent of any particul ar
nmechani smthat nmay be used to dereference it.

0 to be able to verify whether a given feature set expression
corresponds to sone feature set reference without having to
performan explicit dereferencing operation (i.e., wthout
incurring additional network traffic).
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o for protocol processors that conformto RFC 2533 [1] to be able to
sensibly handle a feature set reference without explicit know edge
of its nmeaning (i.e., the introduction of feature set references
shoul d not break existing feature expression processors). That
is, the applicable interpretation and processing rules of RFC 2533
[1] apply equally to expressions containing feature set
ref erences.

NOTE: This proposal does not attenpt to address the "override"
or "default" problem (Were a feature set may be referenced and
selectively nodified.)

Sone circunstances in which such an abbreviated form ni ght be used
i ncl ude:

0o A nedia feature expression that contains a repeated sub-
expression. |If the sub-expression is quite large, space can be
saved by witing it out once, then using the abbreviated formto
reference it.

0 A capability that is comopn to a range of devices, such as a given
cl ass of fax machi ne where are | arge nunber of feature tags are
i nvol ved, but only a small nunber of common feature sets. |If the
reci pi ent understands, or can di scover, that some abbreviation
stands for a given feature set then feature expression size can be
reduced by using the abbreviation.

If feature set abbreviations are used in this way, it may be that
they can be interpreted by a sinple table | ookup rather than full
feature expression parsing. (Making this useful in practice wll
depend on crafting the feature subsets appropriately.)

Exanpl es of such usage are given in section 4 of this meno.

This nenp does not specify how a programthat receives a feature set

abbrevi ati on shoul d di scover the correspondi ng feature set

expressi on: see section 3.2.

3. Conposite feature representation
Thi s specification hinges on two central ideas:

0 the use of auxiliary predicates (introduced in RFC 2533 [1]) to
formthe basis of a feature set identifier, and

o the use of a token based on a hash function conputed over the
referenced feature set expression.
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A key reason to use a hash function to generate an identifier is to
define a gl obal nane space without requiring a central nam ng
authority. New feature set tags can be introduced by any party
follow ng the appropriate rules of fornulation, without reference to
any centralized authority.

Local resolution services may be needed to map feature set tags to
their corresponding feature set expressions, but these are not able
to vary the nmeaning of any given tag. Failure of a resolution
service to return the correct expression is detectable by a calling
application, which should reject any incorrect value supplied.

NOTE: where a feature set reference is used, its neaning is
defined by substitution of the referenced feature expression into
the referencing expression. Wen all references have been thus
replaced, the result is interpreted as a nornal feature

expr essi on.

In particular, if a referenced feature expression contains sone
feature tag that is also constrained by the referencing
expression, the constraints are interpreted per RFC 2533 [1],
wi thout regard for their origin. E.g., (using some notation
i ntroduced bel ow):

(& (pix-x=100) (pix-y<=300)

('h. SBB5REAOVHC09CP2GWAVO7PQP0O) )

wher e (h. SBBSREAOVHCO9CP2GWMVO7PQP0) resol ves to:

(& (pix-x<=200) (pix-y<=150) )
yields a result equivalent to:

(& (pix-x=100) (pix-y<=150) )

3.1 Feature set hashed reference fornmat

This specification introduces a special formof auxiliary predicate
nanme with the follow ng syntax:

f name = "h." 1*BASE32DIA T

BASE32DIG T = DA T
/[ "A"/ "B [/ "C [/ "D [/ "E" [/ "F" [/ "G [ "H
[ty K ot /"™ "N o TP
/[ "Q / "R/ S/ T [ U [ "V

The sequence of base-32 digits represents the value of a hash
function cal cul ated over the correspondi ng feature set expression
(see following sections). Note that the above syntax all ows upper-
or lower-case letters for base-32 digits (per RFC 2234 [3]).

Kl yne & Masinter St andar ds Track [ Page 5]



RFC 2938 I dentifying Conposite Media Features Sept ember 2000

Thus, within a feature set expression, a hashed feature set reference
woul d have the followi ng form

(h.123456789abcdef ghi j kl mopq)
3.1.1 Hash val ue cal cul ati on

The hash value is calculated using the MD5 algorithm[6] over the
text of the referenced feature set expression subjected to certain
normal i zati ons. The feature expression nust conformto the syntax
given for "filter’ in RFC 2533 [1]:

filter ="(" filterconp ")" *( ";" paraneter )
The steps for cal culating a hash val ue are:

1. Wiitespace nornalization: all spaces, CR LF, TAB and any ot her
| ayout control characters that may be enbedded in the feature
expression string, other than those contained within quoted
strings, are renmoved (or ignored for the purpose of hash val ue
conput ati on).

2. Case nornmlization: all lower case letters in the feature
expression, other than those contained within quoted strings, are
converted to upper case. That is, unquoted characters with US-
ASCI | values 97 to 122 (decimal) are changed to correspondi ng
characters in the range 65 to 90.

3. Hash conputation: the MD5 algorithm described in RFC 1321 [6], is
applied to the normalized feature expression string (represented
as a sequence of octets containing US-ASCI | character codes; see
al so section 5).

The result obtained in step 3 is a 128-bit (16 octet) value that
is converted to a base-32 representation to formthe feature set
r ef erence.

NOTE: under sone circunstances, renoval of ALL whitespace may
result in an invalid feature expression string. This should not
be a problemas this is done only for the purpose of calcul ating
a hash value, and significantly different feature expressions are
expected to differ in ways other than their whitespace.

NOTE: case normalization is deemed appropriate since feature tag
and token matching is case insensitive.
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3.1.2 Base-32 val ue representation

RFC 1321 [6] describes how to cal cul ate an MD5 hash value that is a
sequence of 16 octets. This is then required to be coded as a base-
32 val ue, which is a sequence of base-32 digit characters.

Each successive character in a base-32 value represents 5 successive
bits of the underlying octet sequence. Thus, each group of 8
characters represents a sequence of 5 octets (40 bits):

1 2 3
01234567 89012345 67890123 45678901 23456789
S SIS B R S SIS B R S SIS +
|< 1 >< 2] >3 ><].4 >< 5. |> 6 ><.|7 >< 8 >|
S SIS B R S SIS B R S SIS +

<===> 8t h character
<====> 7th character
<===> 6t h character
<====> 5t h character
<====> 4t h character
<===> 3rd character
<====> 2nd char act er

<===> 1st character

The value (i.e. sequence of bits) represented by each base-32 digit
character is indicated by the follow ng table:

"o0" 0 "A" 10 "K' 20 "U 30
1" 1 "B" 11 "L* 21 V' 31
2" 2 "C' 12 "M 22
"3" 3 "D 13 "N 23
"4" 4 "E' 14 "g' 24
"5" b "F' 15 “P' 25
"6" 6 "G 16 "Q 26
AR "H 17 "R 27
"g8" 8 "1t 18 S 28
"9" 9 "J" 19 T 29

When encodi ng a base-32 val ue, each full group of 5 octets is
represented by a sequence of 8 characters indicated above. If a
group of less than 5 octets remain after this, they are encoded using
as many additional characters as nay be needed: 1, 2, 3 or 4 octets
are encoded by 2, 4, 5 or 7 characters respectively. Any spare bits
represented by the base-32 digit characters are selected to be zero.
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When decodi ng a base-32 value, the reverse mapping is applied: each
full group of 8 characters codes a sequence of 5 octets. A final
group of 2, 4, 5 or 7 characters codes a sequence of 1, 2, 3 or 4
octets respectively. Any spare bits represented by the final group
of characters are discarded.

Thus, for a 128-bit (16 octet) MD5 hash value, the first 15 octets
are coded as 24 base 32 digit characters, and the final octet is
coded by two characters.

NOTE: Base64 representation (per MME [4]) would be nore conpact
(21 rather than 26 characters for the MD5 128-bit hash val ue),
but an auxiliary predicate nane is defined (by [1]) to have the
sane syntax as a feature tag, and the feature tag matching rules
(per [2]) state that feature tag matching is case insensitive.

Base36 representation was considered (i.e., using all letters
"A'-"Z") but was not used because this would require extended
precision multiplication and division operations to encode and
decode the hash val ues.

3.2 Resolving feature set identifiers

This nenp does not mandate any particul ar mechani sm for dereferencing

a feature set identifier. It is expected that specific dereferencing
nmechani sns will be specified for any application or protocol that
uses them

The followi ng sections describe some ways that feature set
dereferencing information may be incorporated into a feature set
expression. These are based on auxiliary predicate definitions
within a "where" clause [1].

When a hashed feature set reference is used, conformance to the
hashi ng rul es takes precedence over any other determ nation of the
feature expression. Any expression, however obtained, may not be
substituted for the hash-based reference unless it yields the correct
hash val ue.

3.2.1 Query protocol

A protocol providing request/response type queries (e.g., HITP, LDAP,
etc.) nmight be set up to provide a resol ution service.

Thus, a query to a server associated with the capabilities could be

performed on the feature set identifier. The response returned would
be a CONNEG expression; e.g.,
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( h. SBB5REAOVHCO9CP2GWAVO7PQPO)

wher e

(h. SBBSREAQVHCO9CP2GWMVO7PQP0) : - (& (pi x-x<=200) (pix-y<=150) )
end

or just:
(& (pix-x<=200) (pix-y<=150) )

This result would be conbined with the original expression to
obtain a result not including the hash based predicate.

Thi s process might be further enhanced by using URN resol ution
nmechani sns (e.g., DNS NAPTR [10]) to discover the resol ution
protocol and server.

3.2.2 Inline feature set details

In this case, a reference is resolved by including its definition
inline in an expression.

The feature set expression associated with a reference value may be
specified directly in a "where" clause, using the auxiliary
predi cate definition syntax [1]; e.qg.

(& (dpi=100) (h.SBB5REAOVHCO9CP2GWV0O7PQP0O) )

wher e

(h. SBBSREAQOVHCO9CP2GWMVO7PQP0) : - (& (pi x-x<=200) (pix-y<=150) )
end

This form mi ght be used on request (where the request nechanismis
defined by the invoking application protocol), or when the origi nator
believes the recipient nay not understand the reference.

It is an error if the inline feature expression does not yield the
hash val ue contained in auxiliary predicate nane.

NOTE: viewed in isolation, this fornat does not have any obvi ous
value, in that the (h.xxx) formof auxiliary predicate could be
repl aced by any arbitrary nane.

It is anticipated that this formnight be used as a follow up
response in a sequence along the lines of:
A> Capabilities are:
(& (dpi =100) (h. SBBSREAOVHCO9CP2GWAVO7PQP0) )
B> Do not under st and:
( h. SBB5REAQVHC09CP2GWM V0O 7PQP0)
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A> Capabilities are:
(& (dpi =100) (h. SBBSREAOVHCO9CP2GWAVO7PQP0) )
wher e
( h. SBBSREAOVHCO9CP2GWAVO7PQP0O) : - (& (pi x-x<=200)
( pi x-y<=150) )
end

4. Exanpl es

The followi ng are sone exanpl es of feature set expressions containing
feature set references:

(& (dpi =100) (h. SBBSREAOVHCO9CP2GVHVO7PQPO) )

(& (dpi =100) (h. SBBSREAQVHCO9CP2GWMVO7PQP0O) )
wher e
(h. SBB5REAOVHCO9CP2GWAVO7PQPO) : -
(& (pix-x<=200) (pix-y<=150) )
end

(h. QGEOPMCF02P09QC016 CEPU22FO)
wher e
(h. QGEOPMCF02P09QC016CEPU22FO) : -
(| (& (ua-nedi a=continuous) (dpi=200) (dpi-xyratio=200/100)
(col or=Bi nary) (paper-size=B4) (inmage-codi ng=M) )
(& (ua-medi a=conti nuous) (dpi =200) (dpi-xyratio0=200/100)
(col or=Bi nary) (paper-size=B4) (inmage-codi ng=MR) )
(& (ua-nedi a=stationery) (dpi=300) (dpi-xyratio=1)
(col or=Bi nary) (paper-size=A4) (inmage-coding=JBIG )
(& (ua-rmedi a=transparency) (dpi =300) (dpi-xyratio=1)

(col or=Bi nary) (paper-size=A4) (imge-coding=JBIG ) )
end

The foll owi ng exanples are based on Internet fax work, and show how a
feature-hash m ght be used to express the commonl y-used features. A
formof Internet fax systemthat is expected to be quite compn is a
so-cal l ed "sinple node" system whose capabilities are described by
the followi ng feature expression

(& (image-file-structure=TIFF-nmninimnal)
( MRC- node=0)
(col or=Bi nary)
(i mage- codi ng=MH) ( MRC- node=0)
(] (& (dpi=204) (dpi-xyratio=[204/98,204/196]) )
(& (dpi =200) (dpi-xyratio=[200/100,1]) ) )
(si ze- x<=2150/ 254)
(paper -si ze=A4)
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(ua- nedi a=stati onery) )
This night be expressed by the hash-based feature set identifier:
(h. MSB955PVI RT1IQCHET9AIT5IMBO)

The follow ng exanpl e describes capabilities of a full-color
Internet fax system Note a nunber of feature values are
applicable in conmon with ’(color=grey)’ and ’(color=full)’:

(& (image-file-structure=TIFF)
( MRC- node=0)
(] (& (col or=Binary)
(i mage- codi ng=[ MH, MR, MVR] )
(] (& (dpi=204) (dpi-xyratio=[204/98, 204/196]) )
(& (dpi=200) (dpi-xyratio=[200/100,1]) )
(& (dpi =300) (dpi-xyratio=1) ) ) )
(& (col or=grey)
(i mage- codi ng=JPEQ
(i mage- codi ng- constr ai nt =JPEG T4E)
(col or-1evel s<=256)
(col or-space=Cl ELAB)
(col or-illum nant =D50)
( Cl ELAB- L- mi n>=0)
( Cl ELAB- L- max<=100)
(dpi =[ 100, 200, 300]) (dpi-xyratio=1) )
(& (color=full)
(i mage- codi ng=JPEQ
(i mage- codi ng- constr ai nt =JPEG T4E)
(col or-subsampling=["1:1:1","4:1:1"])
(col or-1evel s<=16777216)
(col or-space=Cl ELAB)
(col or-illum nant =D50)
( Cl ELAB- L- mi n>=0)
( Cl ELAB- L- max<=100)
(Cl ELAB- a- mi n>=- 85)
( Cl ELAB- a- max<=85)
( Cl ELAB- b- i n>=- 75)
( Cl ELAB- b- max<=125)
(dpi =[ 100, 200, 300]) (dpi-xyratio=1) ) )
(si ze-x<=2150/ 254)
(paper-size=[letter, A4, B4]) )
(ua-nmedi a=stationery) )
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5.

Separating out the conmon capabilities yields:

(& (image-file-structure=TIFF)
( MRC- node=0)
(] (& (color=Binary)
(i mage- codi ng=[ MH, MR, MVR] )
(] (& (dpi=204) (dpi-xyratio=[204/98,204/196]) )
(& (dpi=200) (dpi-xyratio=[200/100,1]) )
(& (dpi =300) (dpi-xyratio=1l) ) ) )
(& (col or=grey)
(col or-1evel s<=256)
(h. QUSEMBV2LMI8VOR7V682J70790) )
(& (color=full)
(col or-subsampling=["1:1:1","4:1:1"])
(color-1evel s<=16777216)
(Cl ELAB- a- m n>=- 85)
( Cl ELAB- a- max<=85)
( Cl ELAB- b- mi n>=- 75)
( Cl ELAB- b- max<=125)
(h. QUSEMBV2LMI8VOR7V682J70790) ) )
(si ze- x<=2150/ 254)
(paper-size=[letter, A4, B4]) )
(ua- nmedi a=st ationery) )
wher e
(h. QUSEMBV2LMIBVOR7V682370790) : -
(& (i mage-codi ng=JPEG)
(i mage- codi ng- constr ai nt =JPEG T4E)
(col or-space=Cl ELAB)
(col or-illum nant =D50)
( Cl ELAB- L- mi n>=0)
( Cl ELAB- L- max<=100)
(dpi =[ 100, 200, 300]) (dpi-xyratio=1) )
end

| nternationalizati on Consi derations

Feature set expressions and URI strings are currently defined to
consi st of only characters fromthe US-ASCI| repertoire [1,5]; under
these circunstances this specification is not inpacted by

i nternationalization considerations (other than any al ready
applicable to URIs [5]).

But, if future revisions of the feature set syntax permnmit non-US-
ASCI| characters (e.g. within quoted strings), then sonme canonica
representation nmust be defined for the purposes of cal cul ati ng hash
val ues. One choice night be to use a UTF-8 equival ent representation
as the basis for calculating the feature set hash. Another choice
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m ght be to | eave this as an application protocol issue (but this
could lead to non-interoperable feature sets between different
protocol s).

Anot her conceivable issue is that of up-casing the feature expression
in preparation for conputing a hash value. This does not apply to
the content of strings so is not likely to be an issue. But if
changes are nade that do permit non-US-ASCII characters in feature
tags or token strings, consideration nust be given to properly
defining how case conversion is to be perforned.

6. Security Considerations

For the nost part, security considerations are the sane as those that
apply for capability identification in general [1,2,9].

A possi bl e added consideration is that use of a specific feature set
identifier may reveal nore information about a systemthan is
necessary for a transaction at hand.
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10. Appendi x A: The birthday paradox

NOTE: this entire section is comentary, and does not affect the
feature set reference specification in any way.

The use of a hash value to represent an arbitrary feature set is
based on a presunption that no two distinct feature sets will yield
t he same hash val ue.

There is a small but distinct possibility that two different feature
sets will indeed yield the sane hash val ue.

We assune that the 128-bit hash function distributes hash val ues for
feature sets, even those with very small differences, randomy and
evenly through the range of 27128 (approximately 3*10738) possible
values. This is a fundanental property of a good digest algorithm
like MD5. Thus, the chance that any two distinct feature set
expressions yield the sane hash is less than 1 in 10"38. This is
negli gi bl e when conpared with, say, the probability that a receiving
systemwi |l fail having received data confornmng to a negoti at ed
feature set.

But when the nunber of distinct feature sets in circulation

i ncreases, the probability of repeating a hash val ue increases
surprisingly. This is illustrated by the "birthday paradox": given
a random col | ection of just 23 people, there is a greater than even
chance that there exists sonme pair with the sanme birthday. This
topic is discussed further in sections 7.4 and 7.5 of Bruce
Schneier’s "Applied Cryptography" [7].

The tabl e bel ow shows the "birthday paradox" probabilities that at
| east one pair of feature sets has the sanme hash value for different
nunbers of feature sets in use.

Nunber of feature Probability of two

sets in use sets with the same
hash val ue

1 0

2 3E- 39

10 1E- 37

1E3 1E- 33

1E6 1E- 27

1E9 1E- 21

1E12 1E- 15

1E15 1E-9

1E18 1E-3
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The above probability conputations are approximate, being
perfornmed using logarithms of a Ganmma function

approxi mati on by Lanczos [9]. The probability fornula is
"P=1-(m/((mn)! ntn))’, where 'm is the total nunber of
possi bl e hash values (27128) and 'n’ is the nunber of
feature sets in use

If original feature set expressions are generated manually, or only
in response to sonme manual ly constrai ned process, the total nunber
of feature sets in circulation is likely to remain very small in
relation to the total nunber of possible hash val ues.

The outcone of all this is: assuming that the feature sets are
manual | y generated, even taking account of the birthday paradox
effect, the probability of incorrectly identifying a feature set
using a hash value is still negligibly snall when conpared with
ot her possible failure nodes.
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11. Full Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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