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Novel I 1 PX Over Various WAN Medi a (| PXWAN)

Status of this Meno

This meno provides information for the Internet conmunity. |t does
not specify an Internet standard. Distribution of this nmeno is
unlimted.

Abstract
Thi s docunent descri bes how Novell |PX operates over various WAN

media. Specifically, it describes the common "I PX WAN' pr ot ocol
Novel | uses to exchange necessary router to router information prior
to exchangi ng standard I PX routing information and traffic over WAN
dat al i nks.
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1. Introduction

Thi s docunent descri bes how Novel |l |PX operates over various WAN
media. It is strongly notivated by a desire for IPXto treat ALL wi de
area links in the sane manner. Sections 3 and 4 describe this common
"I PX WAN" protocol .
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| PX WAN protocol operation begins imediately after |ink
establishment. While IPX is a connectionl ess datagram protocol, WANs
are often connection-oriented. Different WANs have different nethods
of link establishment. The subsections of section 1 of this docunent
descri be what |ink establishment neans to IPX for different nedia.
They al so descri be ot her WAN-medi a- dependent aspects of |PX
operation, such as protocol identification, frame encapsul ation, and
link tear down.

1.1 Operation Over PPP

| PX uses PPP [1] when operating over point-to-point synchronous and
asynchr onous net wor ks.

Wth PPP, link establishnent means the I PX NCP [4] reaches the Qpen
state. NetWare IPX will reject all NCP options, and uses normal frane
encapsul ati on as defined by PPP. The | PXWAN protocol MJST NOT occur
until the IPX NCP reaches the Open state.

PPP al |l ows either side of a connection to stop forwarding IPX if one
end sends an | PXCP or an LCP Term nate- Request. Wen a router detects
this, it will imrediately reflect the lost connectivity inits
routing informati on database instead of naturally aging it out.

1.2 Operation over X. 25 Switched Virtual Crcuits

Wth X 25, link establishment neans successfully opening an X 25
virtual circuit. As specified in RFC 1356, "Muiltiprotoco

I nterconnect on X. 25 and I SDN in the Packet Mdde" [2], the protocol
identifier O0x800000008137 is used in the X. 25 Call User Data field of
the Call Request frane, and indicates that the virtual circuit wll
be devoted to | PX

Furthernore, each | PX packet is encapsulated directly in X 25 data
frame sequences w thout additional fram ng.

Ei ther side of the virtual circuit may close it, thereby tearing down
the IPX link. Wien a router detects this, it will immediately refl ect
the lost connectivity in its routing information database instead of
naturally aging it out.

1.3 Operation over X. 25 Permanent Virtual Circuits
The nature of X. 25 PVC's is that no call request is nade. Wen the

router is informed that X 25 Layer 2 is up, the router should assume
that Iink establishnment is conplete.
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Each | PX packet is encapsulated in an X 25 data franme sequence
wi t hout additional fram ng. Novell |PX assunmes a particular X 25
permanent circuit is devoted to the use of |PX

If a router receives a layer 2 error condition (e.g., X 25 Restart),
it should reflect lost connectivity for the permanent circuits inits
routing informati on database and re-performthe necessary steps to
obtain a full 1PX connection

1.4 Operation over Frane Rel ay

Novel I confornms to RFC-1294, "Multiprotocol |nterconnect over Frane
Rel ay" [3] for frame relay service and packet encapsul ati on.
Currently, Novell has not stabilized the method for treating frame
rel ay connections - whether they treat the connections as LANs or
WANS.

1.5 Operation over other WAN nedi a

Addi tional WAN nedia will be added here as specifications are
devel oped.

2. dossary O Terns
Primary Network Nunber:

Every IPX WAN router has a "primary network nunmber”. This is an
| PX network nunmber unique to the entire internet. This nunber
will be a permanently assigned network nunber for the router.
Those readers famliar with Net\Ware 3.x servers should realize
that this is the "Internal” network nunber.

Rout er Nane:

Every I PX WAN router nust have a "Router Nanme". This is a synbolic
nane given to the router. Its purpose is to allow routers to know
who they are connected to after |link establishnment - particularly
for network managemnment purposes. A synbolic nane conveys nore
information to an operator than a set of nunbers. The synbolic
name shoul d be between 1 and 47 characters in | ength containing
the characters "A through 'Z', underscore (_), hyphen (-) and
"at" sign (@. The string of characters should be followed by a
null character (byte of zero) and padded to 48 characters using
the null character. Those readers famliar with NetWare 3.x
servers should realize that the file server name is the Router
Nane.
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3. I PX WAN Protocol Description

| PX WAN | i nks have the concept of a LI NK MASTER and a LI NK SLAVE
This relationship is decided upon based on informati on contai ned
within the first I PX packets transferred across the WAN |i nk.

After link establishnment, both sides of the link send "Ti nmer Request"”
packets and start a timer waiting for a "Timer Response". These

"Ti mer Request" packets are sent every 20 seconds until a response is
received or a tine-out occurs trying to initialize a connection (the
timer is restarted each tine a new "Timer Request" is sent). The

ti me-out should be configurable, and is normally about one m nute.
This is directly dependent on the call setup tine for the connection
If a tinme-out occurs, the router issues a disconnect on the offending
connection and optionally attenpts to retry the connection

Wien a "Tinmer Request” is received, the router with the | owest

pri mary network nunmber MJST respond with a "Ti ner Response" packet -
and becone the "Slave" of the link. If the "Slave" determnes that it
cannot support any of the Routing Types included in the "Tinmer
Request" packet, the "Slave" should issue a disconnect on the
connection being established. The "Master"” of the link (determ ned
when a "Ti mer Response" packet is received) is responsible for
defining the network number that is to be used as a conmon networ k
nunber for the new WAN [ink, and for calculating the RIP transport
time that will be advertized to other RIP routers for the new |ink
This is calculated by stopping the tinmer which was started when a
"Ti mer Request" was initiated and applying the algorithmin section
4. 2.

To allow this, both sides of the |ink MJST have an adequate pool of
WAN networ k nunbers (unique within the internetwork) available to be
assigned to the link when the call is fully conpleted. The "Master"
of the link MJST then select a network nunber and construct an
"Informati on Request" packet containing the calculated |ink delay,
the comon network nunber, and its own router name. On receiving this
packet, the "Slave" MJST turn the packet around, overwite the router
name and node identifier and send an "I nformati on Response".

After the "Master" has received the "Informati on Response” and the
"Slave" has received the "Informati on Request”, standard |IPX RI P and
SAP packets are transferred across the WAN |ink, as currently defined
for LAN links. The "IPX Router Specification" [5] contains

i nformati on describing the Novell RIP/SAP protocol for third party
devel opers.

Note that the "Information Request” and "Informati on Response”
packets are specific to the "Routing Type"=0 i nformati on exchanges.
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Wth this routing type, no retransm ssion is nmade of any of the

I nformati on packets. If a response has not been received within the
predefined time-out period, a disconnect is issued on the link, and
the link can optionally be attenpted | ater

If a router detects an error for which no suitable protocol response
exists (e.g., unable to allocate a network nunber), the |ink should
be terninated according to the rel evant nedi a specification

Under certain circunstances, particularly on X 25 pernmanent circuits,
it is only possible to detect the renpte router went away when it
comes back up again. In this case, one side of the |link receives a
Ti mer Request packet when IPX is in a fully connected state. The
side receiving the Timer Request MJST realize that a problem
occurred, and revert to the IPX link establishment phase.
Furthernmore, the routing information |earned fromthis connection
shoul d be i medi ately di scarded.

4. Informati on Exchange Packet Formats

Al'l 1 PX WAN i nformati on exchange packets conformto the standard
Novel I | PX packet format. The packets use the |PX defined packet type
04 defining a Packet Exchange Packet. The socket nunber 0x9004 is a
Novel | reserved socket nunber for exclusive use with |IPX WAN

i nformati on exchange. |PX defines that a network nunber of 0 is
interpreted as being a local network of unknown number that requires
no routing. This feature is of use to us in transferring these
packets before the common network nunmber i s exchanged. Sone routers
need to know a "Node Nunber" (or MAC address) for each node on a

i nk. Node nunbers will be formed fromthe "WNode ID" field. The
node nunber will be the 4 bytes of WNode ID foll owed by 2 bytes of
zero.

Rout er Type nunber assignnent. O her vendors |IPX routing protocols
can make use of the | PXWAN protocol definition by obtaining Router
Types from Novell. This docunment will then include the new Router
Types (with the references to vendor protocol description docunents).

WOpt i on Nunber assignnent. These nunbers only need to be assigned
from Novell for the "Tinmer Request"” and "Ti ner Response" packets.

O her packet types (e.g., the "Informati on Request" packets, are
dependent on the "Router Type" negotiated and can contain any (vendor
defi ned) packet type other than O or 1. WOption nunbers in these
packets are then defined by the vendor defining the Routing Type. The
same packet format should still be naintained.
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4.1 Ti mer Request Packet

o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
| Checksum | FF FF | Al ways FFFF |
| Packet Length | 02 40 | Max I PX size (576 bytes|
| | | H Lo order)
| Trans Control | 00 | Hops traversed
| Packet Type | 04 | Packet Exchange Packet
| Dest Net # | 00 00 00 00 | Local Network |
| Dest Node # | FF FF FF FF FF FF | Broadcast |
| Dest Socket # | 90 04 | Reserved WAN socket |
| Source Net # | 00 00 00 00 | Local Network |
| Source Node # | 00 OO0 00 00 00 OO0 | Set to zero |
| Source Socket # | 90 04 | Reserved WAN socket |
I i o e e e e e e |
Wdentifier 57 41 53 4D Confidence identifier
WPacket Type 00 Ti mer Request |
WNode | D XX XX XX XX Primary Net # of
sendi ng router |
(H Lo order) |
WBequence # XX Sequence start at O |
WANum Opt i ons 02 2 Options follow |
WOpt i on Nurber 00 Defi ne Routing Type |
I
I
I
I

I I
I I
I I
I I
I I
I I
| |
WAccept Option | 01 | O0=No, 1=Yes, 3=Not Applic
I I
I I
I I
I I
I I
I I
I I

WOption Data Len 00 01 Option length (H Lo)
WOpt i on Dat a 00 | PX RI P/ SAP Routi ng
WOpt i on Nunber FF Pad option
WAccept Option 01 0=No, 1=Yes, 3=Not Appli c|
Woption Data Len 02 OE Pad data length (H Lo)|
Wopt i on Dat a 00->FF' s Repeat ed sequence of 00
t hrough FF' s. |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
Not e:
Ti mer Request packets will always be 576 bytes. However,

there should be no assunption nade about the nunber of
options specified in this packet.

After link establishnent, Tiner Request packets are sent by both
sides of the link. Each end starts their sequence nunber at zero.
Subsequent retries (every 20 seconds) will increnent the val ue of
this sequence nunber. Only a Tiner Response packet with a sequence
nunber matching the |ast sent sequence nunmber will be acted upon

When receiving this packet, the WNode I D should be conpared to the
receiver’s Primary Network #. If the WNode ID is larger than the
receiver’'s Primary Network #, a Tinmer Response packet should be sent,
and the receiver should becone the link "Slave".
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Packets received on the reserved socket number not having the
Wdentifier set to the hexadeci mal val ues noted above should be
di scar ded.

Routing Type Option:

A routing type of zero (0) is the mninmuminteroperability

requi rement (as defined by this docunent). A router ready to send a
Ti mer Response (and receiving a routing type of zero) MJST respond
with a routing type of zero. A router ready to send a Tiner Response
(and receiving routing types not matching a supported val ue) SHOULD
respond with a Routing Type of zero indicating support for the

m ni num conmon pr ot ocol

Note that nmultiple Routing Type Options can be included in the Tiner
Request packet if the router supports nultiple routing nethods for

| PX. The included Router Types MJST include and support this type
zero option.

Accept Option (for Routing Type and PAD options):
This field MUST be set to YESif the option is supported, and NO i f

an option is not supported. A Tinmer Response MJST respond with ONLY
one Router Type set to YES.

PAD Opti on:
This option will norrmally be the last entry in the packet. Its sole
purpose is to fill the |IPX packet to be 576 bytes. The pad option
data will contain a repeating sequence of zero's through OxFF' s. This

shoul d stop conpression nodens from col | apsi ng the packet and
destroying the link delay cal cul ation

Currently Assigned WOption Nunbers (Tiner Request Packet):

Routing Type Option = 0x00; Option Length = 0001
Current option data val ues:
0 Novel | RIP/SAP routing wi th network
nunber assigned to the Iink.
PAD Type Option = OxFF; Option Length = Variable
Conpression Option = 0x80; Option Length = Variable

(1 engt h dependent on conpression type)
Current option data val ues:
Byte 1 Conpression type
0 = Tel ebit conpression (I ength=3) [6]
Tel ebit Byte 2 - Conpression options
Tel ebit Byte 3 - Number conpression slots
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4.2. Tinmer Response Packet

o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
| Checksum | FF FF | Al ways FFFF |
| Packet Length | 02 40 | Max I PX size (576 bytes|
| | | H Lo order)

| Trans Control | 00 | Hops traversed |
| Packet Type | 04 | Packet Exchange Packet |
| Dest Net # | 00 00 00 00 | Local Network |
| Dest Node # | FF FF FF FF FF FF | Broadcast |
| Dest Socket # | 90 04 | Reserved WAN socket |
| Source Net # | 00 00 00 00 | Local Network |
| Source Node # | 00 OO0 00 00 00 OO0 | Set to zero |
| Source Socket # | 90 04 | Reserved WAN socket |
I i o e e e e e e |
| Wdentifier | 57 41 53 4D | Confidence identifier |
| WPacket Type | 01 | Tinmer Response |
| WNode ID | XX XX XX XX | Primary Net # of |
| | | sending router |
| | | (H Lo order) |
| WBequence # | xx | Sanme as Timer Request |
| | | received |
| WNum Opti ons | 02 | 2 Options follow |
| WOption Number | 00 | Define Routing Type |
| WAccept Option | 01 | O=No, 1=Yes, 3=Not Applic]|
| Woption Data Len | 00 01 | Option length (H Lo) |
| WOption Data | 00 | I'PX RI P/ SAP Routing |
| | | (M nimminteroperating|
| | | requirenent). O hers |
| | | may be defined by at a |
| | | later date by Novel l |
| WOption Number | FF | Pad option |
| WAccept Option | 01 | O=No, 1=Yes, 3=Not Applic]|
| Woption Data Len | 02 OE | Pad data length (H Lo)|
| WOption Data | 00->FF s | Repeat ed sequence of 00]
| | | through FF's to stop |
| | | conpression nodens |
| | | doing any conpression |
| | | for link delay calc. |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +

The responses contained within this packet are as described in
section 4.1. Any unknown options or not supported options fromthe
Ti mer Request shoul d have the WAccept Option set to NO

If the Tiner Request packet contained nore than one Router Type

option and the "Slave" supports all the options, the "Slave" should
set the WAccept Option to NO on all Router Types except the Routing
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Type which is to be adopted. The "Master"” of the link will then adopt
the routing option specified with the YES setting and conplete
further information exchanges according to that routing standard.

Thi s packet should contain the sane sequence nunber as the received
Ti mer Request. This packet should ONLY be sent by the router
determ ning thenselves to be the "Slave" of the |ink

Currently Assigned WOption Nunbers (Tinmer Response Packet):

Routing Type Option = 0x00; Option Length = 0001
Current option data val ues:
0 Novel | RI P/ SAP routing with network
nunber assigned to the |ink
PAD Type Option = OxFF; Option Length = Variable
Conpression Option = 0x80; Option Length = Variable

(1 engt h dependant on conpression type)
Current option data val ues:
Byte 1 Conpression type
0 = Tel ebit conpression (I ength=3) [6]
Tel ebit Byte 2 - Conpression options
Tel ebit Byte 3 - Number conpression slots
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4.3. RI P/ SAP Information Request

362

Checksum

Packet Length

Trans Contr ol

Packet Type

Dest Net

#

Dest Node #

Dest Socket #
Source Net #
Source Node #
Source Socket #

W dentifier

WPacket Type
WNode | D

WBequence #

WAum Opt

WOpt i on Nurber

WAccept Option
Woption Data Len
Wopt i on Dat a

i ons

Li nk Del ay

Common Net #

Rout er

Nanme

00
01
01

01
00

XX

XX
XX

| PXWAN Sept enmber
Packet (Router Type=0 Only)

o o o o o e e o e e o o e e e o m e e e o e e e e e e e e e e e e e e e e e e e e e e e e e mmmm e -
FF | Al ways FFFF |
63 | Size of header+data |

| (H Lo order) |

| Hops traversed |

| Packet Exchange Packet |

00 00 00 | Local Network |
FF FF FF FF FF | Broadcast |
04 | Reserved WAN socket |
00 00 00 | Local Network |
00 00 00 00 OO0 | Set to zero |
04 | Reserved WAN socket |
------------------- I |
41 53 4D | Confidence identifier |
| Information Request |

XX XX XX | Primary Net # of |
| sending router |

| (H Lo order) |

| Sequence start at O |

| 1 Option to follow |

| Define IPX RI P/ SAP |

| info exchange |

| 0=No, 1=Yes, 3=Not Applic]|

36 | Option length (H Lo) |
I I

XX | H Lo link delay in |
| mlli seconds (see |

| below for calculation) |

XX XX XX | H Lo Commobn Network # |
(x 48 decinmal) | Router name - as defned]|
| in section 2. |

o o o o o e e o e e o o e e e o m e e e o e e e e e e e e e e e e e e e e e e e e e e e e e mmmm e -

Al | en
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Cal cul ation of link delay is performed as foll ows:

/1 Start _tinme is a time stanp when Ti ner Request sent out
/1 End_tine is a time stanp when a Tiner Response is

/'l received.

link_delay = end_tinme - start_time; // 1/18th second

/1 W are on a slow net, so add sone biasing to help stop
/1 multiple workstation sessions timng out on the link
if (link_delay < 1)

link_delay = 1;
LELREY
link_delay *= 6; /1 Add the biasing
link_delay *= 55; // Convert link delay to m|liseconds

The "Link Delay" is used as the network transport tine when
advertized in the IPX RIP packet tuple for the network entry "Comon
Net #". For a consistent network, a conmon |link delay is required at
both ends of the link and is calculated by the link "Master".

The Common Net # is supplied by the link "Master". This nunmber mnust
be unique in the connected internetwork. Each WAN call requires a
separ at e nunber.

Currently only a single option is defined for the "Information
Request" packet for Routing Type=0.
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4.4. RI P/ SAP Informati on Response Packet (Router Type=0 Only)

o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
| Checksum | FF FF | Al ways FFFF |
| Packet Length | 00 63 | Size of header+data |
| | | (H Lo Order) |
| Trans Control | 00 | Hops traversed
| Packet Type | 04 | Packet Exchange Packet
| Dest Net # | 00 00 00 00 | Local Network |
| Dest Node # | FF FF FF FF FF FF | Broadcast |
| Dest Socket # | 90 04 | Reserved WAN socket |
| Source Net # | 00 00 00 00 | Local Network |
| Source Node # | 00 OO0 00 00 00 OO0 | Set to zero |
| Source Socket # | 90 04 | Reserved WAN socket |
I i o e e e e e e |
Wdentifier 57 41 53 4D Confi dence identifier
WPacket Type 03 I nformati on Response
WNode | D XX XX XX XX Primary Net # of
sendi ng router
(H Lo order)
WBequence # 00 Sequence start at O
WANum Opt i ons 01 1 Option to foll ow
WOpt i on Nurber 01 Defi ne |1 PX RI P/ SAP

I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
| | info exchange |
WAccept Option | 01 | 0=No, 1=Yes, 3=Not Applic]|
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I

WOption Data Len 00 36 Option length (H Lo)
Wopt i on Dat a
Li nk Del ay XX XX H Lo link delay (as

received in Info Requ)
H Lo Commobn Network #
(as received in Info
request)

Rout er nane - as defned
in section 2.

Common Net # XX XX XX XX

Rout er Nane xx (x 48 deci mal)

The responses contained within this packet are as described in
section 4. 3.
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6. Security Considerations

Security issues are not discussed in this neno.
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