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Abstract

This neno describes a conflict between TCP [ RFC793] and Diff Serv

[ RFC2475] on the use of the three leftnost bits in the TOS octet of
an | Pv4 header [RFC791]. In a network that contains DiffServ-capable
nodes, such a conflict can cause failures in establishing TCP
connections or can cause sone established TCP connections to be reset
undesirably. This nmeno proposes a nodification to TCP for resolving
the conflict.

Because the | Pv6 [ RFC2460] traffic class octet does not have any
defined nmeani ng except what is defined in RFC 2474, and in particul ar
does not define precedence or security paraneter bits, there is no
conflict between TCP and DiffServ on the use of any bits in the |IPv6
traffic class octet.

1. Introduction
In TCP, each connection has a set of states associated with it. Such
states are reflected by a set of variables stored in the TCP Control

Bl ock (TCB) of both ends. Such variables may include the |ocal and
renote socket nunber, precedence of the connection, security |evel
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and conpartnment, etc. Both ends nust agree on the setting of the
precedence and security parameters in order to establish a connection
and keep it open.

There is no field in the TCP header that indicates the precedence of
a segnent. Instead, the precedence field in the header of the IP
packet is used as the indication. The security |evel and conpart nent
are likewise carried in the IP header, but as IP options rather than
a fixed header field. Because of this difference, the problemwth
precedence discussed in this neno does not apply to them

TCP requires that the precedence (and security paraneters) of a
connection nmust rermai n unchanged during the lifetinme of the
connection. Therefore, for an established TCP connection with
precedence, the receipt of a segnment with different precedence

i ndicates an error. The connection nust be reset [RFC793, pp. 36, 37,
40, 66, 67, 71].

Wth the advent of DiffServ, internedi ate nodes may nodify the
Differentiated Services Codepoint (DSCP) [RFC2474] of the |IP header
to indicate the desired Per-hop Behavior (PHB) [ RFC2475, RFC2597,
RFC2598]. The DSCP includes the three bits formerly known as the
precedence field. Because any nodification to those three bits wll
be considered illegal by endpoints that are precedence-aware, they
may cause failures in establishing connections, or nmay cause
establ i shed connections to be reset.

2. Term nol ogy
Segrment: the unit of data that TCP sends to IP
Precedence Field: the three leftnost bits in the TOS octet of an | Pv4
header. Note that in DiffServ, these three bits nmay or nmay not be
used to denote the precedence of the |IP packet. There is no
precedence field in the traffic class octet in |Pv6.
TOS Field: bits 3-6 in the TOS octet of |Pv4 header [RFC 1349].
MBZ field: Must Be Zero

The structure of the TOS octet is depicted bel ow

0 1 2 3 4 5 6 7
Fommm - Fommm - Fomm o Fomm o Fomm o Fomm o Fomm o Fomm o +
| PRECEDENCE | TOS | MBZ |
Fomm o Fommm - Fomm o Fomm o Fomm o Fomm o Fomm o Fomm o +

Xi ao, et al. St andar ds Track [ Page 2]



RFC 2873 TCP and the | Pv4 Precedence Field June 2000

DS Field: the TOS octet of an | Pv4 header is renaned the
Differentiated Services (DS) Field by DiffServ.

The structure of the DS field is depicted bel ow

0 1 2 3 4 5 6 7
B S R S S
| DSCP | CuU |

N U S

DSCP: Differentiated Service Code Point, the leftnost 6 bits in the
DS field.

CuU: currently unused.

Per-hop Behavior (PHB): a description of the externally observable
forwarding treatnent applied at a differentiated services-conpliant
node to a behavi or aggregate.

3. Probl em Description

The mani pul ati on of the DSCP to achi eve the desired PHB by Diff Serv-
capabl e nodes nay conflict with TCP s use of the precedence field.
This conflict can potentially cause problens for TCP inpl enentations
that conformto RFC 793. First, page 36 of RFC 793 states:

If the connection is in any non-synchroni zed state (LI STEN, SYN
SENT, SYN RECEI VED), and the incom ng segnment acknow edges
somet hi ng not yet sent (the segnent carries an unacceptabl e ACK),
or if an incom ng segnent has a security |evel or conpartnent

whi ch does not exactly match the | evel and conpartnent requested
for the connection, a reset is sent. |If our SYN has not been
acknow edged and the precedence | evel of the incom ng segnent is
hi gher than the precedence |evel requested then either raise the
| ocal precedence level (if allowed by the user and the system or
send a reset; or if the precedence |level of the incom ng segnent
is lower than the precedence | evel requested then continue as if
the precedence matched exactly (if the renbte TCP cannot raise

t he precedence |level to match ours this will be detected in the
next segnent it sends, and the connection will be term nated
then). If our SYN has been acknow edged (perhaps in this incom ng
segnment) the precedence |evel of the incom ng segment nust match
the | ocal precedence |evel exactly, if it does not a reset nust
be sent.

This | eads to Problem #1: For a precedence-aware TCP nodule, if

during TCP' s synchronization process, the precedence fields of the
SYN and/ or ACK packets are nodified by the internedi ate nodes,
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resulting in the received ACK packet having a different precedence
fromthe precedence picked by this TCP nodul e, the TCP connection
cannot be established, even if both nodules actually agree on an

i dentical precedence for the connecti on.

Then, on page 37, RFC 793 states:

If the connection is in a synchronized state (ESTABLI SHED, FI N
WAL T-1, FINWAIT-2, CLOSE-WAIT, CLOSING LAST-ACK, TIM-WAIT),
security level, or conpartnment, or precedence which does not
exactly match the | evel, and conpartnent, and precedence
requested for the connection, a reset is sent and connecti on goes
to the CLOSED state.

This | eads to Problem #2: For a precedence-aware TCP nodule, if the
precedence field of a received segnent froman established TCP
connection has been changed en route by the internedi ate nodes so as
to be different fromthe precedence specified during the connection
setup, the TCP connection will be reset.

Each of problenms #1 and #2 has a mirroring problem They cause TCP
connections that nust be reset according to RFC 793 not to be reset.

Probl em #3: A TCP connecti on nay be established between two TCP
nmodul es that pick different precedence, because the precedence fields
of the SYN and ACK packets are nodified by internedi ate nodes,
resulting in both nmodules thinking that they are in agreenent for the
precedence of the connection.

Probl em #4: A TCP connecti on has been established normally by two
TCP nmodul es that pick the sane precedence. But in the niddle of the
data transmi ssion, one of the TCP nodul es changes the precedence of
its segnents. According to RFC 793, the TCP connection nust be reset.
In a DiffServ-capable environnment, if the precedence of the segnents
is altered by internedi ate nodes such that it retains the expected
val ue when arriving at the other TCP nodul e, the connection wll not
be reset.

4. Proposed Modification to TCP

The proposed nodification to TCP is that TCP nust ignore the
precedence of all received segnents. Mre specifically:

(1) I'n TCP' s synchroni zati on process, the TCP nodul es at both ends
nmust ignore the precedence fields of the SYN and SYN ACK packets. The
TCP connection will be established if all the conditions specified by
RFC 793 are satisfied except the precedence of the connecti on.
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(2) After a connection is established, each end sends segnents with
its desired precedence. The precedence picked by one end of the TCP
connection may be the sane or may be different fromthe precedence

pi cked by the other end (because precedence is ignored during
connection setup tinme). The precedence fields nay be changed by the

i nternmedi ate nodes too. In either case, the precedence of the

recei ved packets will be ignored by the other end. The TCP connecti on
will not be reset in either case.

Probl ens #1 and #2 are solved by this proposed nodification. Problens
#3 and #4 becone non-issues because TCP rnust ignore the precedence.
In a DiffServ-capable environnment, the two cases described in

probl ens #3 and #4 should be al | owed.

5. Security Considerations

A TCP inplenentation that termninates a connection upon receipt of any
segnent with an incorrect precedence field, regardless of the
correctness of the sequence nunmbers in the segnent’s header, poses a
serious denial -of-service threat, as all an attacker nust do to
ternminate a connection is guess the port nunbers and then send two
segments with different precedence values; one of themis certain to
ternminate the connection. Accordingly, the change to TCP processing
proposed in this nmeno would yield a significant gain in terns of that
TCP i npl enentation’s resilience.

On the other hand, the stricter processing rules of RFC 793 in
princi ple make TCP spoofing attacks nore difficult, as the attacker
must not only guess the victimTCP's initial sequence number, but
al so its precedence setting.

Finally, the security issues of each PHB group are addressed in the
PHB group’s specification [ RFC2597, RFC2598].
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9.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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