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Abstract

A single, unified, global whitepages directory service remnains

el usive. Nonetheless, there is increasing call for participation of
wi del y-di spersed directory servers (i.e., across nultiple

organi zations) in large-scale directory services. These services
range from national whitepages services, to nmulti-national indexes of
WAV resour ces, and beyond. Drawi ng from experiences with the Tl SDAG
(Technical Infrastructure for Swedish Directory Access Gateways)
([TISDAG) project, this docunent outlines an approach to providing
the necessary infrastructure for integrating such w dely-scattered
servers into a single service, rather than attenpting to mandate a
single protocol and schema set for all participating servers to use.

1. Introduction

The Tl SDAG proj ect addressed the issue of providing centralized
access to distributed information for whitepages information on a
national scale. The specification of the eventual systemis
presented in [TI SDAG, and [DACGEXP] outlines some of the practica
experience already gained in inplenenting a systemof this scale and
nature. |[DAG Mesh] considers the issues and possibilities of
networking nultiple DAG services. Following on fromthose, this
docunent attenpts to describe some of the architectural underpinnings
of the system and propose directions in which the approach can be
generalized, within the bounds of applicability.
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The proposed architecture inserts a coordi nated set of nodul es
between the client access software and participating servers. Wile
the client software interacts with the service at a single entry

poi nt, the remai ni ng nodul es are call ed upon (behind the scenes) to
provi de the necessary application support. This may cone in the form
of nodul es that provide query proxying, schema translation, |ookups,
referrals, security infrastructure, etc.

Part of this architecture is an "internal protocol" -- called the
"DAG IP" in the Tl SDAG project. This docunent al so outlines the
percei ved requirenents for this protocol in the extended DAG

2.0 Sone terninol ogy

Terns used in this docunent are conpliant with those set out in

[ ALVE]. For the purposes of this docunment, inportant distinctions and
rel ati onshi ps are defined between applications, services, servers and
systens. These are defined as foll ows:

Application: this is nmeant in the general sense, as a solution to a
particul ar (set of) user need(s). That is, the definition is not
tied to a particular piece of software (as in "application
progrant').

The definition of an application includes the type(s) of
information to be exchanged, expected behavior, etc. Thus, a

whi t epages (search) application nay expect to receive a nanme as
input to a query engine, and will return all information associ ated
with the nane. By contrast, a specific security application m ght
use the sane input nane to verify access controls.

Service: an operational system providing (controlled) access to
fulfill a particular application’s needs.

One service nmay be changed by configuring | ocation, access
controls, etc. Changing application neans changi ng the service.

Server: a single conponent offering access through a dedicated
protocol, wi thout regard to a specific service (or services) it my
be supporting in a given configuration. Typically programed for a
particul ar application.

System a set of conponents with established interconnections.
Thus, a service can be split between several servers. A collection
of services (independently, or interrelated through specified

agreenents) act as an inplenentation of an application. A system
is composed of one or nore servers and services.
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A "system architecture"” identifies specific software conponents,

t hei r behavi or, conmuni cation channel s and nessages needed to
fulfill a particular service' s needs. The TI SDAG specification

[ TISDAG includes just such a description, defining a software
systemthat will nmeet the needs of a national whitepages directory
service. Here, we outline some of the general principles which
lead to that specific systemarchitecture and di scuss ways in which
the principles can be applied in other contexts.

Looki ng at this bigger picture, we present a "service
architecture", or a framework for assenbling conponents into
systens that neet the needs of a wider variety of services. This
is not a question of devel opi ng one or nore new protocols for
services, but rather to exam ne a useful framework of

i nteroperating conponents. The goal is to reduce the overal
nunber of (specialized) protocols that are devel oped requiring

i ncorporation of some very general concepts that are conmon to al
pr ot ocol s.

3.0 TISDAG -- a first inplenentation, and some generalizations

The Swedi sh TI SDAG project (described in detail in [TISDAG, with
some experiences reported in [ DAGEXP]) was designed to fulfill the
requirements of a particular national directory service. The
experience of devel opi ng conponent - based system for providing a
directory service through a uniforminterface (client access point)
provi ded val uabl e insight into the possibilities of extending the
system architecture so that services with different base requirenments
can benefit from many of the sane advantages.

3.1 Deconstructing the TlI SDAG architecture

In retrospect, we can describe the TISDAG system architecture in
terms of 3 key requirenments and 4 basic design principles:

R1. The service had to function with (several) existing client and
server software for the white pages application

R2. It had to be possible to extend the service to accombdat e new
client and server protocols if and when they becane rel evant.

R3. The service had to be easily reconfigurable -- to acconmodate
more machi nes (I oad-sharing), etc.

Dl. As a design principle, it was inportant to consider the
possibility that queries and information tenplates (schems)
other than the originally-defined set nmight eventually be
support ed.
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D2. As the architecture was already nodul ar and geared towards
extensibility, it seenmed inportant to keep in mnd that the
same (or a simlar) systemcould be applied to other (non-
whit e pages) applications.

D3. There is an "inside" and an "outside" to the service --
di stingui shing between conponents that are accessible to the
world at large and those that are open only to other
conmponents of the system

D4. Internally, there is a single protocol franmework for all
conmuni cations -- this facilitates service support functions
(e.g., security of transm ssion), ensures distributability,
and provi des the base nechanismfor allow ng/ascertaining
i nteroperability of conmponents.

The resulting systemarchitecture featured nodul ar conmponent (types)
to fulfill a small nunber of functional roles, interconnected by a
generic query-response | anguage. The functional roles were defined
as:

CAPs -- "client access points" -- responsible for accepting and
respondi ng to incom ng requests through programed and confi gured
behavior -- to translate the incomng query into sone set of DAG
internal actions (queries) and dealing with the responses,
filtering and reconbining themin such a way as to fulfill the
client request within the scope of the service. |In the TISDAG
system all CAPs are responsible for handling whitepages queri es,
but the CAPs are distinguished by the application protocol in
which they will receive queries (e.g., LDAPv2, LDAPv3, HITP, etc).
To the client software, the TISDAG system appears as a server of
that particular protocol. In the nore general case, CAPs may be
configured to handle different aspects of a service (e.g.,

aut henticated vs. non-authenticated access). Wile the Tl SDAG
CAPs all had a sinple control structure, the nore general case
woul d al so see CAPs drawi ng on different subsets of DAG (internal)
servers in order to handle different query types. (See the
"Operator Service" exanple, in section 5.2 bel ow).

SAPs -- "service access points" -- responsible for proxying DAG
internal queries to specified services. These are resources drawn
upon by other conponents within the system Through progranmed
and configured behavior, they translate queries in the internal
protocol into actions against (typically external) servers, taking
care of any necessary overhead or differences in interaction
style, and converting the responses back into the internal
protocol. In the TISDAG system all SAPs are responsible for
handl i ng whi t epages queries, but they are distinguished by the
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application protocol in which they will access renpte services.
Further distinctions could be nade based on the (renpte service’'s)
schema mappi ngs they handl e, and other service differentiators.

Internal Servers respond to queries in the internal protocol and
provi de specific types of information. In the TlISDAG system
there is one internal server which provides referral information
in response to queri es.

Note that all these conponents are defined by the functional roles
they play in the system not the particular protocols they handle, or
even the aspect of the service they are neant to support. That is, a
client access point is responsible for handling client traffic,
whether its for searching, establishing security credentials, or sone
ot her task.

3.2 Some generalizations

The Requirements and Design principles outlined above are not
particular to a national whitepages service. They are equally

applicable in any application based on a query-response nodel, in
services where nmultiple protocols need to be supported, and/or when
the service requires specialized behavior "behind the scenes". In

the Tl SDAG project, this last was inherent in the way the service
first looks for referrals, then makes queries as appropriate. For
protocols that don’'t handle the referral concept natively, the TISDAG
system proxi es the queri es.

Because of its particular application to query-response situations,
the term"Directory Access Gateway", or "DAG' still fits as a | abe
for this type of systemarchitecture

Internet applications are evolving, and require nore sophisticated
features (e.g., security mechani sns, accounting nmechani sns,

i ntegration of historical session data). Continuing to develop a
dedi cated protocol per application type results in encunbered and
unwi el dy protocols, as each rnust inplenent coverage of all of these
conmon aspects. But creating a single nulti-application protocol
seens unlikely at best. The inplicit proposal here is that, rather
than overl oadi ng protocols to support multiple aspects of a service,
those aspects can be managed by breaking the service into nultiple
supporting conmponents to carry out the specialized tasks of

aut henti cation, etc.
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3.3 AWrd on DAG I P

In the TI SDAG project, the choice was made to use a single "interna
protocol”™ (DAGIP). The particular protocol used is not relevant to
the architecture, but the principle is inportant. By selecting a
singl e query-response transacti on protocol, the needs of the
particul ar application could be mapped onto it in terns of queries
and data particular to the application. This nakes the interna
conmuni cations nore flexible for configuration to other environments
(services, applications).

It is cormpbn today to select an existing, w dely depl oyed protocol

for transferring comands and data between client and server -- e.g.,
HTTP. However, apart from any issues of the appropriateness (or

i nappropriateness) of extending HITP to this use, the work woul d have
remai ned to define all the transaction types and data types over that
protocol -- the specification of the interaction semantics and

synt ax.

3.4 Perceived benefits

Apart fromthe potential to divide and conquer service aspects, as
descri bed above, this approach has many perceived benefits:

- For multi-protocol environnents, it requires on the order of
N+M i nt er-protocol mappi ngs, not NxM
- distribution of devel opnent
- distribution of operation
- eventual possibilities of hooking together different
systens (of different backgrounds)
- separation of
- architectural principles
- inplenmentation to a specific application
- configuration for a given service

It is not the goal to say that a standardi zed system architecture can
be made so that single conponents can be built for all possible
applications. However, this approach in general pernits the
decoupling of access protocols from specific applications, and
facilitates the integration of necessary infrastructure independently
of access protocol (e.g., referrals, security, |ookup services,
distribution etc).
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4.0 Proposed service architecture

Pictorially, the DAG architecture is as follows:

o m o e o e o e e o e e e e e e e e e e e e eoooo-- +
" au | | o e e - = + |

<-m--- > CAP a | | SAP A | |
I I I I I
[--------- + E I S +---+ |
| | (I nternal)| |
| "DAG | P" | Server i | |
| e v
I I
I I
| o e e - = + | " Bu
| | SAPB <-------------- >
I I I I
| CERERREE + |
I I
o m o e o e o e e o e e e e e e e e e e e e eoooo-- +

Note that the bounding box is conceptual -- all conponents may or may

not reside on one server, or a set of servers governed by the
provi der of the service.

As we saw in the TI SDAG project, the provider of this DAG based
service may be only loosely affiliated with the renote services that
are used (Wiitepages Directory Service Providers (WDSPs) in this
case).

4.1 Using the architecture
Buil ding a service on this architecture requires:

Service inplenmentation:
1. definition of the overall application to be supported by the
system -- whitepages, web resource indexing, nedica
i nformation
2. requirenents
3. expected behavi or

System architecture

1. nature of deploynent -- distributed, security requirenents,
etc.
2. identification of necessary CAPs -- in ternms of access

protocols to be supported, different service levels to be
provided (e.g., secure and unsecure connections)
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3. identification of necessary services -- e.g., proxying to
renote informati on search services, |ookup services, "AAA[A]"
(Aut henti cation, Authorization, Accounting, [and Access])
servers, etc

4. definition of the transaction process for the service: insofar
as the CAPs represent the service to client software, CAP
nmodul es nanage the necessary transactions with other service
nodul es

Data architecture

1. selection of schemas to be used (in each protocol)
2. definition of schema and protocol mappings -- into and out of
sone DAG | P representation

5.0 Illustrations
5.1 Existing TI SDAG Proj ect
Consi der the TISDAG project in the light of the above definitions.

Service inplenmentation:

1. A national-scal e subset of Witepages | ookups, with specific
query types supported: only certain schema attributes were
permitted in queries, and the expected behavior was limted in
scope.

2. Requirenents: the service had to support nultiple query
protocols (fromclients and for servers), and be capabl e of
searching the entire space of data wi thout centralizing the
storage of records.

3. Gven a query of accepted type, provide referrals to whitepages
servers that mght have information to fulfill the query; if
necessary, proxy the referrals (chain) to retrieve the
i nformation for the client.

System architecture
1. distributable conponents
2. publicly accessible CAPs in HITP, SMIP, Whoi s++, LDAPv2, and
LDAPv3
3. referral proxies to Wois++, LDAPv2 and LDAPv3 WDSPs, as wel |
as a referral query service
4. the basic transaction process, uniformacross all CAPs, is:
- query the RI for relevant referrals
- where necessary, chain referrals through SAPs of
appropriate protocol return, in the native protocol, all
remai ning referrals and data
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Data architecture: see the spec.

In the Tl SDAG project, the above di agram could be nmapped as foll ows:

CAP a LDAPv2 CAP

SAP A the Referral Index (R) interface
Server i the Referral Index (RI)

SAP B LDAPv3 SAP

Note that, in the TI SDAG project specification, the designation SAP
referred exclusively to proxy conponents designed to deal with
external servers. The Referral |ndex was considered an entity inits
own right. However, generalizing the concepts of the Tl SDAG
experience lead to the proposal of regarding all DAG | P-supporting
servi ce conponents as SAPs, each designed to carry out a particul ar
type of service functionality, and whether the server is managed
internally to the DAG systemor not is inmmaterial

5.2 Operator service

Consi der the case of "nunber portability" -- wherein it is necessary
to determine the current service provider of a specific phone nunber.
The basic assunption is that phone nunbers are assigned to be

gl obal Iy uni que, but are not in any way tied to a specific service
provider. Therefore, it is necessary to determ ne the current
service provider for the given nunber before being able to retrieve
current information. For the sake of our illustration, |let us assume
that the nanagenent of nunbers is two-tiered -- suppose the system
stores (internally) the mappi ng between these randomdigit strings
and the country in which each was originally activated, but relies on
external (country-specific) services to manage the updated

i nformati on about which service provider currently nmanages a given
nunber. Then, the service data need only be updated when new nunbers
are assigned, or national services change their access points.

We can | ook at a grossly-sinplified version of the problemas an
illustration of some of the concepts proposed in this service
architecture. W couple it with the "name search"” facet of the

Tl SDAG exanpl e, to underscore that a single service ("operator") nmay
in fact be supported by several disjunct underlying activities.

Service inplenmentation:

1. Retrieving service information for a particular (unstructured)
phone nunber digit sequence, or searching for nunbers
associated with a particular nane (or fragnent thereof).

2. Requirenments: support |P-telephony through HTTP-based
requests, wireless device requests through WAP [ WAP] .
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Expect ed behavior: given a nane (fragnent), return a list of
nanmes and nunbers to match the fragment; given a phone nunber,
return appropriately-structured information re. the current
servi ce mappi ng for that nunber.

m ar chi tecture:

Publicly accessible through CAPs; conponents wi dely

di stri buted.

Need one CAP for HTTP, one for WAP

Support services include: an internal service for |ookup of
nunber strings (to identify nation of origin of the nunber), a
proxy to access national services for registration of nunbers
and service providers, and a proxy for renote service provider
for retrieval of detailed information regardi ng nunbers. For
the nanme searching, we also need a referral index over the
nanes, and a proxy to whatever renote servers are managi ng the
whi t epages directories.

Now, 2 different types of transaction are possible: search for
nanme, or |ook-up a nunber. In the nane search case, the CAP
receives a name or name fragnent, looks it up in the interna
referral index, and finds associ ated nunbers through externa
whi t epages services (WDSPs). To | ook-up a nunber, the CAP
first uses the internal |ook-up service to deternine the
country of origin of the nunmber, and then uses a SAP to access
that nation’'s nunber-service provider directory, and finally
uses a different SAP to access the current service provider to
determ ne the information required to make the call

architecture:
[Qut of scope for the purposes of this illustration]

Note that sonme elenments of the systemarchitecture are

del i berately vague. Per the requirenments, no structure is
expected in the nunber string, and therefore the | ookup server
must mai ntain an i ndex of nunber-to-country mappings and relies
on an external nunber-to-service mapping service (in each
country). However, were there any structure to the nunbers, the
| ookup server could nake use of that structure in the indexing,
or in distribution of the index itself. This would have no
effect on the CAPs, which have no inherent reliance on how the

| ookup server perforns its task
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Pictorially, the exanple can be rendered as foll ows:

o m o e o e o e e o e e e e e e e e e e e e eoooo-- +
m aIl | | + ________ + |
<-m--- > CAP a | | SAP A | |
I I I I I
[--------- + R I +- - -+ |
| | (Internal)| |
| "DAG | P" | Server i | |
I to-o--o- +
I I
| + ________ + | m BII
| | SAPB <-------------- >
I I I I
I to-o----- + I
I I
| + ________ + | m Cl
[--------- + | SAP C <-------------- >
"b" | I I I I
<----- > CAP b | O + |
I I I
[--------- + Fomm e m - - + |
| | SAP D | |
I I I I
| R I +- - -+ |
| | (Internal)| |
| | Server j | |
I to-o--o- +
I I
| + ________ + | m EII
| | SAPE <-------------- >
I I I I
I to-o----- + I
o m o e o e o e e o e e e e e e e e e e e e eoooo-- +
wher e
CAP a HTTP CAP
CAP b WAP CAP
SAP A the nunber-nation | ookup interface
Server i nunmber - nati on | ookup server (what country)
SAP B nation-servi ce | ookup SAP (what service provider)
SAP C servi ce-nunber information | ookup SAP (current
service details)
SAP D referral index interface
Server |j referral index service
SAP E proxy for chaining queries to renote WDSPs
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5.3 Medi cal application

The service architecture is usefu

2000

for applications outside the scope

of "telecons". In another hypothetical illustration, consider the

case of medical information -- records about patients that may be

created and stored at a variety of institutions which they visit.
is not unusual to need to access all information concerning a

patient,

conditions that were treated, procedures that were perfornmed, or
medi cal institutions visited. The data may include everything from
prescriptions, to X-rays and other inmges, to incident reports and

ot her

is stored where it

el ements of nedical history, etc. Typically, the informat

whet her or not the person can recollect (or comuni cate)

It

on

is collected (or by an agency authorized by that

institution) -- not in a central repository. Any service that |ooks
to provide conplete answers to queries nust deal with these
realities, and clearly nust function with a strong security nodel.

Service inplenmentation:

1.
2.

Retrieving all nedical information for a particul ar person.
Requi rements: nust retrieve, or at |east |ocate, al

avail able information, regardless of its storage |ocation
cannot require central repository of information; nust

i npl enent aut horization and access controls. Mist

support a proprietary protocol for secure connections
within hospitals, wireless access for personnel in
enmergency vehicles (not considered secure access).

Expect ed behavior: given a patient’s national 1D, and

aut hori zed access by mnedi cal personnel in secure |ocations,
determ ne what kinds of records are avail abl e, and where;
given a request for a specific type of record, retrieve
the record. Gven a patient’s national |ID, and authorized
access froma wrel ess device, provide information re.

any known nedical flags (e.g., nedicine allergies,
conditions, etc).

System architecture

1.

2.

3.

Only 2 CAP types are needed, but instances of these wll
be established at major nedical institutions.

Need one CAP to support the proprietary protocol, one

to support wirel ess access.

Support services include: an internal server to support
security authentication and access control determnination;
an internal server to act as referral index for finding

i nformation pertinent to a particular patient, and one

or nore proxies for accessing renote data storage servers.
The basic transaction requires that the first step be

to authenticate the end-user and determ ne access privil eges.

In the case of wireless access, this last will not involve

Dai gl e & Ekl of | nf or mat i onal [ Page 12]



RFC 2970 Architecture for IDS - Result from Tl SDAG Oct ober 2000

a specific lookup, but rather will be set to allow the

user to see the list of publicized nedical conditions.
Dependi ng on the query type, the next step will be to

contact the referral index to determ ne what records

exi st, and then track down information at the renbte sources.

Data architecture
[Qut of scope for the purposes of this illustration]

Pictorially, the exanple can be rendered as foll ows:

o m o e o e o e e o e e e e e e e e e e e e eoooo-- +
"at | I to--- oo + I
<----- > CAP a | | SAP A | |
I I I I I
[--------- + R I +- - -+ |
| | (Internal)| |
| "DAG | P" | Server i | |
I too-ooo-o- +
I I
I I
| Fomm e m - - + | "B"
[--------- + | SAPB <-------------- >
"b" I I I
<----- > CAP b | Fomm e m - - + |
I I I
[--------- + Fomm e m - - + |
| | SAP C | |
I I I I
| R I +- - -+ |
| | (Internal)| |
| | Server j | |
I too-ooo-o- +
o m o e o e o e e o e e e e e e e e e e e e eoooo-- +
wher e
CAP a CAP for proprietary protocol, secure clients
CAP b WAP CAP, for roam ng access
SAP A aut hentication and ACL | ookup interface
Server i aut hentication and ACL | ookup server
SAP B renote service SAP -- probably LDAPv3
SAP C Referral Index interface
Server |j Ref erral | ndex
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6. Requirenents for the future DAG I P

The role of the DAGIP is less as a query protocol, and nore as a
framework or structure for carrying basic query-response transactions
of different (configurable) types.

What ever the syntax or granmar, the basic requirenments for the DAG I P
include that it be:

i ghtwei ght; CAPs, SAPs should be able to be quite smal

- flexible enough to carry queries of different paradigns, results
of different types

- able to support authentication, authorization, accounting and

audi t mechani sns -- not necessarily native to the protocol
- able to support encryption and end-to-end security within the
DAG system

- sophisticated enough to allow negotiation of capabilities --
guerying & identifying application type supported (e.g.,
whi t epages vs. service location vs. URN resol ution), query types
supported, results types supported

Thi s al so nmeans:
Better support for query-passing/other query senmantics (need to

bal ance that against the fact that you don’t want DAG CAPs/ SAPs to
have to know a multiplicity of semantic possibilities.

Security infrastructure -- ability to establish security credentials,
mai ntain a secure transaction, and propagate the security infornmation
forward in the transaction (don't want to reinvent the wheel, just

want to be able to use it!).

Ability to do | ookups, instead of searches -- night nean connecting
to different services than the RI and/or presenting things in a
slightly different light -- e.g., |ookup <blat> in the <foo> space,
as opposed to search for all things concerning <bl at>.

Ability to access other services -- e.g., Norwegian Directory of
Directories [NDD] -- beyond just for specific characteristics of the

service (e.g., security).

In short, the nodel that seens to stand out fromthese requirenents
one of a protocol framework that |ooks after establishing secure and
aut henti cated (authorized, accountable, auditable...) connections,
with transaction negotiation facilities. Wthin that framework, it
must be possible to identify transaction types, provide suitable

i nput information (negotiation?) for those transactions, and accept
transaction result objects back
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7. Revisiting TISDAG -- for the future

In the Iight of the above proposals, we can revisit the way the
Tl SDAG CAPs woul d be defi ned.

The whi t epages-application service known as Tl SDAG coul d have SAPs
that supported 2 types of query, and 2 types of result sets:

query types:
t oken- based
phr ase- based

result types:
result data
referrals

The Whoi s++ CAP woul d be configured to contact LDAPv2 and LDAPv3 SAPs
because they are identified as providing that kind of service (i.e.,

if referral protocol == LDAPv2 connect to a particular service). The
query paradigmwi || be phrase-oriented -- NOT because the Wois++ CAP
under st ands LDAP, but because that is one of the defined query types.

8. Applicability Limtations

As it stands, this type of service architecture is limted to query-
response type transactions. This does account for a broad range of
applications and services, although it would be interesting to

consi der broadening the concept to nmake it applicable to tunneling

ot her protocols (e.g., to connect a call through a SAP, in the nunber
portability exanpl e above).

9. Security Considerations

Thi s docunent takes a high-1level perspective on service architecture,
and as such it neither introduces nor addresses security concerns at
an i npl enentation | evel.

A distributed service built follow ng this approach nust address

i ssues of authentication of users, authorization for access to

mat eri al / conponents of the system and encryption of |inks between
them as befits the nature of the information and service provided.
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