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Abstract

Thi s docunent describes a Donain Nanme System (DNS) resource record
whi ch specifies a regular expression based rewite rule that, when
applied to an existing string, will produce a new donain | abel or

Uni form Resource Identifier (URI). Depending on the value of the
flags field of the resource record, the resulting domain |abel or URI
may be used in subsequent queries for the Naning Authority Pointer
(NAPTR) resource records (to del egate the nane | ookup) or as the

out put of the entire process for which this systemis used (a
resolution server for URl resolution, a service URI for ENUM style

e. 164 nunber to URI napping, etc).

This allows the DNS to be used to | ookup services for a wide variety
of resource nanes (including URIs) which are not in donain name
syntax. Reasons for doing this range from URN Resource Di scovery
Systens to noving out-of-date services to new domains.

Thi s docunent updates the portions of RFC 2168 specifically dealing

with the definition of the NAPTR records and how ot her, non-URl
specific applications, mght use NAPTR
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1. Introduction

This RR was originally produced by the URN Wrking G oup [3] as a way
to encode rule-sets in DNS so that the del egated sections of a UR
coul d be deconposed in such a way that they could be changed and re-
del egated over tinme. The result was a Resource Record that included
a regul ar expression that would be used by a client programto
rewite a string into a domai n nane. Regul ar expressi ons were chosen
for their conpactness to expressivity ratio allowing for a great deal
of information to be encoded in a rather snmall DNS packet.

The function of rewiting a string according to the rules in a record
has useful ness in several different applications. This docunent
defines the basic assunptions to which all of those applications nust
adhere to. It does not define the reasons the rewite is used, what
the expected outcones are, or what they are used for. Those are
specified by applications that define how they use the NAPTR record
and algorithnms within their contexts.

Fl ags and other fields are also specified in the RRto control the
rewite procedure in various ways or to provide infornmation on howto
conmuni cate with the host at the domain nane that was the result of
the rewite.
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The final result is a RRthat has several fields that interact in a
non-trivial but inplenentable way. This docunment specifies those
fields and their val ues.

Thi s docunent does not define applications that utilizes this rewite
functionality. Instead it specifies just the nechanics of howit is
done. Wy its done, what the rules concerning the inputs, and the
types of rules used are reserved for other docunents that fully
specify a particular application. This separation is due to severa
different applications all wanting to take advantage of the rewite
rul e | ookup process. Each one has vastly different reasons for why
and how it uses the service, thus requiring that the definition of

t he service be generic.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL
NOT", "SHOULD', "SHOULD NOT", "RECOMVMENDED', "MAY", and "OPTI ONAL"
in this docunent are to be interpreted as described in RFC 2119.

Al references to Uniform Resource ldentifiers in this docunent
adhere to the "absoluteURlI’ production of the "Collected ABNF"
found in RFC 2396 [9]. Specifically, the semantics of UR

Ref erences do not apply since the concept of a Base nmakes no sense
her e.

2. NAPTR RR For mat

The format of the NAPTR RR is given below. The DNS type code [1] for
NAPTR i s 35.

Donmain TTL C ass Type Order Preference Flags Service Regexp
Repl acement

Donmi n
The domain nane to which this resource record refers. This is the
"key' for this entry in the rule database. This value will either

be the first well known key (<sonething>. uri.arpa for exanple) or
a new key that is the output of a replacenent or regexp rewite.
Beyond this, it has the standard DNS requirenents [1].

TTL
St andard DNS neaning [1].

Cl ass
St andard DNS neaning [1].

Type
The Type Code [1] for NAPTR is 35.
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O der
A 16-bit unsigned integer specifying the order in which the NAPTR
records MJUST be processed to ensure the correct ordering of
rules. Low nunbers are processed before high nunbers, and once a
NAPTR i s found whose rule "matches" the target, the client MJST
NOT consider any NAPTRs wi th a higher value for order (except as
not ed below for the Flags field).

Preference
A 16-bit unsigned integer that specifies the order in which NAPTR
records with equal "order" values SHOULD be processed, | ow
nunbers being processed before high nunbers. This is simlar to
the preference field in an MX record, and is used so domain
adm ni strators can direct clients towards nore capable hosts or
l'ighter weight protocols. A client MAY | ook at records with
hi gher preference values if it has a good reason to do so such as
not understanding the preferred protocol or service.

The inportant difference between Order and Preference is that

once a match is found the client MJST NOT consider records with a
di fferent Order but they MAY process records with the same O der
but different Preferences. |.e., Preference is used to give weight
to rules that are considered the sane froman authority

standpoi nt but not froma sinple | oad bal anci ng standpoi nt.

Fl ags
A <character-string> containing flags to control aspects of the
rewiting and interpretation of the fields in the record. Flags
are single characters fromthe set [A-Z0-9]. The case of the
al phabetic characters is not significant.

At this time only four flags, "S", "A", "U', and "P", are
defined. The "S", "A" and "U' flags denote a terminal | ookup
This neans that this NAPTR record is the |ast one and that the
flag determ nes what the next stage should be. The "S" flag
neans that the next |ookup should be for SRV records [4]. See
Section 5 for additional information on how NAPTR uses the SRV
record type. "A" nmeans that the next |ookup should be for either
an A, AAAA or A6 record. The "U' flag nmeans that the next step
is not a DNS | ookup but that the output of the Regexp field is an
URI that adheres to the ’'absoluteURI' production found in the
ABNF of RFC 2396 [9]. Since there nmay be applications that use
NAPTR to al so | ookup aspects of URI's, inplenentors should be
aware that this nay cause | oop conditions and shoul d act
accordingly.
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The "P" flag says that the remmi nder of the application side
algorithmshall be carried out in a Protocol -specific fashion

The new set of rules is identified by the Protocol specified in
the Services field. The record that contains the '"P flag is the
last record that is interpreted by the rules specified in this
docunment. The new rul es are dependent on the application for

whi ch they are being used and the protocol specified. For
example, if the application is a URI RDS and the protocol is WRE
then the new set of rules are governed by the algorithns
surroundi ng the WRE HTTP specification and not this docunent.

The remnai ning al phabetic flags are reserved for future versions
of the NAPTR specification. The nuneric flags may be used for

| ocal experinmentation. The S, A, Uand P flags are all mutually
exclusive, and resolution libraries MAY signal an error if nore
than one is given. (Experinmental code and code for assisting in
the creation of NAPTRs would be nore likely to signal such an
error than a client such as a browser). It is anticipated that
multiple flags will be allowed in the future, so inplenmenters
MUST NOT assune that the flags field can only contain O or 1
characters. Finally, if a client encounters a record with an
unknown flag, it MJST ignore it and nove to the next record. This
test takes precedence even over the "order" field. Since flags
can control the interpretation placed on fields, a novel flag

nm ght change the interpretation of the regexp and/ or repl acenent
fields such that it is inpossible to determine if a record

mat ched a gi ven target.

The "S", "A", and "U'" flags are called "ternminal’ flags since
they halt the looping rewite algorithm |If those flags are not
present, clients may assune that another NAPTR RR exists at the
domai n name produced by the current rewmite rule. Since the "P"
flag specifies a new algorithm it may or may not be ’'term nal’
Thus, the client cannot assune that another NAPTR exists since
this case is determ ned el sewhere

DNS servers MAY interpret these flags and val ues and use that
information to include appropriate SRV and A AAAA, or A6 records
in the additional infornmation portion of the DNS packet. dients
are encouraged to check for additional infornmation but are not
required to do so.

Servi ce
Specifies the service(s) available down this rewite path. It may
al so specify the particular protocol that is used to talk with a
service. A protocol MJIST be specified if the flags field states
that the NAPTR is terminal. |If a protocol is specified, but the
flags field does not state that the NAPTR is term nal, the next
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| ookup MUST be for a NAPTR  The client MAY choose not to perform
the next |ookup if the protocol is unknown, but that behavior
MUST NOT be relied upon.

The service field nay take any of the val ues bel ow (using the
Augnment ed BNF of RFC 2234 [5]):

service_field [ [protocol] *("+" rs)]
pr ot ocol ALPHA * 31 ALPHANUM
rs ALPHA * 31 ALPHANUM
; The protocol and rs fields are linmted to 32
; characters and nust start with an al phabeti c.

For exanpl e, an optional protocol specification followed by 0 or
nore resol ution services. Each resolution service is indicated by
an initial '+ character.

Note that the enpty string is also a valid service field. This
will typically be seen at the beginning of a series of rules,
when it is inpossible to know what services and protocols will be
of fered by a particular service.

The actual format of the service request and response wll be
determ ned by the resolution protocol, and is the subject for
ot her docunents. Protocols need not offer all services. The
| abel s for service requests shall be forned fromthe set of
characters [A-Z0-9]. The case of the al phabetic characters is
not significant.

The list of "valid" protocols for any given NAPTR record is any
protocol that inplenents sone or all of the services defined for
a NAPTR application. Currently, THTTP [6] is the only protocol
that is known to nmake that claimat the time of publication. Any
ot her protocol that is to be used nmust have docunentati on
speci fyi ng:

* how it inplenments the services of the application

* howit is to appear in the NAPTR record (i.e., the string id
of the protocol)

The list of valid Resolution Services is defined by the docunents
that specify individual NAPTR based applications.

It is worth noting that the interpretation of this field is
subj ect to being changed by new flags, and that the current
specification is oriented towards telling clients howto talk
with a URN resol ver.
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Regexp
A STRING containing a substitution expression that is applied to
the original string held by the client in order to construct the
next domai n nane to | ookup. The grammar of the substitution
expression is given in the next section.

The regul ar expressions MJST NOT be used in a cunul ative fashion,
that is, they should only be applied to the original string held
by the client, never to the domai n name produced by a previous
NAPTR rewite. The latter is tenpting in sonme applications but
experience has shown such use to be extrenmely fault sensitive,
very error prone, and extrenely difficult to debug.

Repl acement
The next NAME to query for NAPTR, SRV, or address records
dependi ng on the value of the flags field. This MJUST be a fully
qualified domain-nane. Unless and until permitted by future
standards action, nane conpression is not to be used for this
field.

3. Substitution Expression G ammar
The content of the regexp field is a substitution expression. True
sed(1) and Perl style substitution expressions are not appropriate
for use in this application for a variety of reasons stenm ng from
internationalization requirenments and backref limtations, therefore
the contents of the regexp field MJST follow the grammar bel ow.

subst _expr = delimchar ere delimchar repl delimchar *flags

del i m char ="/" /7 "t" [ ... <Any non-digit or non-flag character

ot her than backslash "\'. Al occurances of a delimchar
in a subst_expr nust be the sanme character. >

ere = POSI X Ext ended Regul ar Expression

repl =1* ( OCTET / backref )

backr ef ="\" 1IPCS DIAT

fl ags ="i"

PCS DA T = 9%31- 39 ; 0 is not an all owed backref
The definition of a POSI X Extended Regul ar Expression can be found in
[8], section 2.8.4.
The result of applying the substitution expression to the origina
URI MJST result in either a string that obeys the syntax for DNS
domai n-nanmes [1] or a URI [9] if the Flags field contains a "u'.
Since it is possible for the regexp field to be inproperly specified,
such that a non-conform ng donmai n-nanme can be constructed, client
sof tware SHOULD verify that the result is a |l egal DNS domai n-nane
bef ore nmaking queries on it.

Meal I i ng & Dani el St andards Track [ Page 7]



RFC 2915 NAPTR DNS RR Sept ember 2000

Backref expressions in the repl portion of the substitution
expression are replaced by the (possibly enpty) string of characters
enclosed by '(’ and ')’ in the ERE portion of the substitution
expression. Nis a single digit from1 through 9, inclusive. It
specifies the N th backref expression, the one that begins with the
Nth (' and continues to the matching ')’'. For exanple, the ERE

(A(B(QDE)(F) Q

has backref expressions:

\1 = ABCDEFG

\2 = BCDE

\3 =¢C

\4 =F

\5..19 = error - no matchi ng subexpression
The "i" flag indicates that the ERE matching SHALL be perforned in a

case-insensitive fashion. Furthernore, any backref replacenments NMAY
be normalized to | ower case when the "i" flag is given.
The first character in the substitution expression shall be used as
the character that delinmits the conponents of the substitution
expression. There nust be exactly three non-escaped occurrences of
the delimter character in a substitution expression. Since escaped
occurrences of the delinmter character will be interpreted as
occurrences of that character, digits MJST NOT be used as delimters.
Backrefs woul d be confused with literal digits were this allowed.
Simlarly, if flags are specified in the substitution expression, the
delimter character nmust not also be a flag character.

4. The Basic NAPTR Al gorithm

The behavi or and nmeani ng of the flags and services assune an

al gorithmwhere the output of one rewite is a new key that points to
another rule. This |ooping algorithmallows NAPTR records to
increnentally specify a conplete rule. These increnental rules can
be del egated which allows other entities to specify rules so that one
entity does not need to understand _all_ rules.

The algorithmstarts with a string and sonme known key (domain).

NAPTR records for this key are retrieved, those wi th unknown Flags or
i nappropriate Services are discarded and the remnai ning records are
sorted by their Order field. Wthin each value of Oder, the records
are further sorted by the Preferences field.

The records are examned in sorted order until a matching record is
found. A record is considered a match iff:
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o it has a Replacenent field value instead of a Regexp field val ue.
o or the Regexp field matches the string held by the client.

The first match MUST be the match that is used. Once a match is
found, the Services field is exam ned for whether or not this rule
advances toward the desired result. |If so, the rule is applied to
the target string. |If not, the process halts. The domain that
results fromthe regular expression is then used as the domain of the
next | oop through the NAPTR algorithm Note that the sane target
string is used throughout the algorithm

This looping is extrenely inportant since it is the nmethod by which
conpl ex rul es are broken down into nanageabl e del egated chunks. The
flags fields sinply determine at which point the | ooping should stop
(or other specialized behavior).

Since flags are valid at any level of the algorithm the degenerative
case is to never loop but to | ook up the NAPTR and then stop. 1In
many specialized cases this is all that is needed. |Inplenentors
shoul d be aware that the degenerative case should not becone the
comon case

5. Concerni ng How NAPTR Uses SRV Records

When the SRV record type was originally specified it assunmed that the
client did not know the specific domain-nane before hand. The client
woul d construct a domain-name nore in the formof a question than the
usual case of knowi ng ahead of tinme that the domai n-name shoul d
exist. 1l.e., if the client wants to know if there is a TCP based
HTTP server running at a particular domain, the client would
construct the donain-name _http. _tcp.sonedomai n. com and ask the DNS
if that records exists. The underscores are used to avoid collisions
with potentially "real’ domai n-nanes.

In the case of NAPTR, the actual domain-name is specified by the
various fields in the NAPTR record. 1In this case the client isn't
asking a question but is instead attenpting to get at information
that it has been told exists in an SRV record at that particul ar
domai n-nane. \Wile this usage of SRV is slightly different than the
SRV authors originally intended it does not break any of the
assunptions concerni ng what SRV contains. Also, since the NAPTR
explicitly spells out the domai n-nanme for which an SRV exists, that
domai n- nanme MJUST be used in SRV queries with NO transformations. Any
gi ven NAPTR record may result in a domai n-nanme to be used for SRV
queries that may or may not contain the SRV standardi zed underscore
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characters. NAPTR applications that nmake use of SRV MJST NOT attenpt
to understand these donains or use them according to how the SRV
specification structures its query donains.

6. Application Specifications
It should be noted that the NAPTR algorithmis the basic assunption
about how NAPTR works. The reasons for the rewite and the expected
output and its use are specified by docunents that define what
applications the NAPTR record and al gorithmare used for. Any
docunent that defines such an application nust define the foll ow ng:
o0 The first known domai n-name or how to build it
0 The valid Services and Protocols
0 What the expected use is for the output of the last rewite

o The validity and/or behavior of any P flag protocols.

0 The general semantics surroundi ng why and how NAPTR and its
al gorithm are bei ng used.

7. Exanpl es

NOTE: These are exanples only. They are taken from ongoi ng work and
may not represent the end result of that work. They are here for
pedagogi cal reasons only.

7.1 Exanmple 1

NAPTR was originally specified for use with the a Uniform Resource
Nane Resol ver Discovery System This exanple details how a
particul ar URN woul d use the NAPTR record to find a resol ver service.

Consi der a URN nanespace based on M ME Content-lds. The URN m ght
| ook like this:

urn: ci d: 39CB83F7. A8450130@ ake. gat ech. edu

(Note that this exanple is chosen for pedagogi cal purposes, and does
not conformto the CID URL schene.)

The first step in the resolution process is to find out about the CID
nanespace. The nanmespace identifier [3], 'cid , is extracted from
the URN, prepended to urn.arpa. 'cid.urn.arpa then becones the first
"known’ key in the NAPTR algorithm The NAPTR records for
cid.urn.arpa | ooked up and return a single record:
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ci d. urn. ar pa.
- order pref flags service regexp r epl acenent
I N NAPTR 100 100 """ "" "Jurnicid:.+@[MN.]H)(F)$/N2/0 "

There is only one NAPTR response, so ordering the responses is not a
problem The replacenent field is enpty, so the pattern provided in
the regexp field is used. W apply that regexp to the entire URN to
see if it matches, which it does. The \2 part of the substitution
expression returns the string "gatech.edu". Since the flags field
does not contain "s" or "a", the lookup is not terninal and our next
probe to DNS is for nore NAPTR records where the new donmain is
gatech.edu’ and the string is the same string as before.

Note that the rule does not extract the full domain name fromthe
CID, instead it assunes the CID cones froma host and extracts its
domain. Wiile all hosts, such as nordred, could have their very own
NAPTR, maintai ning those records for all the nmachines at a site as

| arge as Georgia Tech would be an intol erable burden. WIldcards are
not appropriate here since they only return results when there is no
exactly mat ching names already in the system

The record returned fromthe query on "gatech.edu" mght |ook Iike:

- order pref flags service regexp replacenent

I N NAPTR 100 50 "s" "z3950+l 2L+l 2C" "" 73950. tcp.gatech. edu
IN NAPTR 100 50 "s" "rcds+l2C ""  _rcds. _udp. gatech. edu
IN NAPTR 100 50 "s" "http+l2L+I2C+I2R" "" _http._tcp. gatech. edu

Continuing with the exanple, note that the values of the order and
preference fields are equal in all records, so the client is free to
pick any record. The flags field tells us that these are the | ast
NAPTR patterns we should see, and after the rewite (a sinple
replacenment in this case) we should | ook up SRV records to get

i nformati on on the hosts that can provide the necessary servi ce.

Assum ng we prefer the Z39.50 protocol, our |ookup m ght return

Vs Pref Wei ght Port Tar get

_23950. tcp.gatech.edu. IN SRV 0 0 1000 z3950. gat ech. edu
IN SRV 0 0 1000 z3950. cc. gatech. edu
IN SRV 0 0 1000 z3950. uga. edu

telling us three hosts that could actually do the resolution, and
giving us the port we should use to talk to their Z39.50 server.

Recal | that the regular expression used \2 to extract a domai n nane

fromthe CID, and \. for matching the literal ’'.’ characters
separating the domai n nane conponents. Since '\’ is the escape
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character, literal occurances of a backslash nust be escaped by

anot her backslash. For the case of the cid.urn.arpa record above,
the regul ar expression entered into the master file should be
“furn:cid: . +@[MNN.]JHN)(L*)$/\\2/i".  When the client code actually
receives the record, the pattern will have been converted to
“furn:cid: . +@[MN TR ) (L F)S/IN2/0".

7.2 Example 2

Even if URN systens were in place now, there would still be a
tremendous nunber of URLs. It should be possible to devel op a URN
resolution systemthat can al so provide |ocation independence for
those URLs. This is related to the requirenent that URNs be able to
grandf ather in names from ot her naming systens, such as | SO Forna
Public ldentifiers, Library of Congress Call Nunbers, |SBNs, |SSNs,
etc.

The NAPTR RR coul d al so be used for URLs that have al ready been

assi gned. Assunme we have the URL for a very popul ar piece of
software that the publisher wishes to mirror at nultiple sites around
t he worl d:

Using the rules specified for this application we extract the prefix,
"http", and | ookup NAPTR records for http.uri.arpa. This m ght
return a record of the form

http.uri.arpa. I N NAPTR
;; order pref flags service regexp repl acement
100 90 "" " "thttp:// ([~ :]+)!\2li"

Thi s expression returns everything after the first double slash and
before the next slash or colon. (W use the '!’ character to delimt
the parts of the substitution expression. Oherwi se we would have to
use backsl ashes to escape the forward sl ashes and woul d have a regexp
in the zone file that looked like "/http:\\/\\/([™M\/:]+)/\\1/i".).

Applying this pattern to the URL extracts "ww. foo.coni. Looking up
NAPTR records for that mght return

www. f 00. com

- order pref flags service regexp repl acenent
I N NAPTR 100 100 "s" "http+l 2R " _http. _tcp. foo.com
I N NAPTR 100 100 "s" "ftp+l 2R " _ftp. _tcp.foo.com

Looki ng up SRV records for http.tcp.foo.comwould return infornation
on the hosts that foo.comhas designhated to be its mirror sites. The
client can then pick one for the user.
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7.3 Example 3

A non-URlI exanple is the ENUM application which uses a NAPTR record
to map an e. 164 tel ephone nunber to a URI. |n order to convert the
phone nunber to a domain nane for the first iteration all characters
other than digits are renoved fromthe the tel ephone nunber, the
entire nunber is inverted, periods are put between each digit and the
string ".el64.arpa" is put on the left-hand side. For exanple, the
E. 164 phone nunber "+1-770-555-1212" converted to a domai n-nane it
would be "2.1.2.1.5.5.5.0.7.7.1.el64.arpa."”

For this exanple tel ephone nunber we mnight get back the follow ng
NAPTR records:

$ORIAN 2.1.2.1.5.5.5.0.7.7.1.el64. ar pa.
I N NAPTR 100 10 "u" "sip+E2U" "I~ *$lsip:informati on@el e2. se! " .
I N NAPTR 102 10 "u" "mailto+E2U' "I~ *$lmailto:infornmati on@el e2. se! "

This application uses the same 'u’ flag as the URl Resol ution
application. This flag states that the Rule is term nal and that the
output is a URI which contains the informati on needed to contact that
t el ephone service. ENUM al so uses the sane format for its Service
field except that it defines the 'E2U service instead of the '|2*’
services that URl resolution uses. The exanple above states that the
avai | abl e protocols used to access that tel ephone’s service are
either the Session Initiation Protocol or SMIP mai l

8. DNS Packet For mat
The packet format for the NAPTR record is:
1 1 1 1 1 1

0 1.2 3 45 6 7 8 9 0 1 2 3 4 5
i S i S S S

I ORDER |
T S T i S I i Sy
| PREFERENCE |
T S T i S I i Sy
/ FLAGS /
T S T i S I i Sy
/ SERVI CES /
T S T i S I i Sy
/ REGEXP /
T S T i S I i Sy
/ REPL ACEMVENT /
/ /

i S i S S S
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10.

wher e:
FLAGS A <character-string> which contains various flags.

SERVI CES A <character-string> which contains protocol and service
identifiers.

REGEXP A <character-string> which contains a regul ar expression

REPLACEMENT A <donai n- nanme> whi ch specifies the new value in the
case where the regul ar expression is a sinple replacenent
operati on.

<character-string> and <domai n- nanme> as used here are defined in
RFC1035 [1].

Master File Fornmat

The master file format follows the standard rules in RFC 1035 [1].
Order and preference, being 16-bit unsigned integers, shall be an
i nteger between 0 and 65535. The Flags and Services and Regexp
fields are all quoted <character-string>s. Since the Regexp field
can contai n nunmerous backsl ashes and thus should be treated with
care. See Section 10 for how to correctly enter and escape the
regul ar expression.

Advice for DNS Adm nistrators

Bewar e of regular expressions. Not only are they difficult to get
correct on their own, but there is the previously nentioned
interaction with DNS. Any backsl ashes in a regexp nmust be entered
twice in a zone file in order to appear once in a query response.
More seriously, the need for doubl e backsl ashes has probably not been
tested by all inplenmentors of DNS servers.

The "a" flag allows the next |ookup to be for address records (A,
AAAA, A6) rather than SRV records. Since there is no place for a
port specification in the NAPTR record, when the "A" flag is used the
speci fied protocol mnmust be running on its default port.

The URN Syntax draft defines a canonical formfor each URN, which
requires %encodi ng characters outside a linited repertoire. The
regul ar expressions MUST be witten to operate on that canonica

form Since international character sets will end up with extensive
use of %encoded characters, regul ar expressions operating on them
will be essentially inpossible to read or wite by hand.
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11.

12.

13.

Not es

0 Aclient MJIST process multiple NAPTR records in the order
specified by the "order"” field, it MJST NOT sinply use the first
record that provides a known protocol and service conbination

o Wen nmultiple RRs have the sanme "order"” and all other criteria
bei ng equal, the client should use the value of the preference
field to select the next NAPTR to consider. However, because it
will often be the case where preferred protocols or services
exist, clients may use this additional criteria to sort
the records.

o If the lookup after a rewite fails, clients are strongly
encouraged to report a failure, rather than backing up to pursue
other rewite paths.

0 Note that SRV RRs inpose additional requirenents on clients.
| ANA Consi derati ons

The only registration function that inmpacts the 1ANA is for the

val ues that are standardi zed for the Services and Flags fields. To
extend the valid values of the Flags field beyond what is specified
in this docunent requires a published specification that is approved
by the | ESG

The values for the Services field will be determ ned by the
application that makes use of the NAPTR record. Those val ues nust be
specified in a published specification and approved by the | ESG

Security Considerations

The interactions with DNSSEC are currently being studied. It is
expected that NAPTR records will be signed with SI G records once the
DNSSEC wor k i s depl oyed.

The rewite rules nmake identifiers from other namespaces subject to
the sane attacks as nornmal domain nanes. Since they have not been
easily resolvable before, this nay or may not be considered a

pr obl em

Regul ar expressions shoul d be checked for sanity, not blindly passed
to something Iike PERL.

Thi s docunent has di scussed a way of locating a service, but has not
di scussed any detail of how the comuni cation with that service takes
pl ace. There are significant security considerations attached to the
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comuni cation with a service. Those considerations are outside the
scope of this docunent, and nust be addressed by the specifications
for particular comunication protocols.
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