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Content-1D and Message-1D Uniform Resource Locators
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

The Uni form Resource Locator (URL) schenes, "cid:" and "nid:" all ow
references to nessages and the body parts of nmessages. For exanpl e,
within a single multipart nessage, one HTM. body part might include
enbedded references to other parts of the same nessage.

1. Introduction

The use of [MME] within ermail to convey Wb pages and their

associ ated inages requires a URL schene to pernit the HTM. to refer
to the images or other data included in the nessage. The Content-1D
Uni f orm Resource Locator, "cid:", serves that purpose.

Simlarly Net News readers use Message-I1Ds to |link related nessages
together. The Message-I1D URL provides a schene, "md:", to refer to
such nessages as a "resource".

The "nid" (Message-1D) and "cid" (Content-1D) URL schenes provide
identifiers for nessages and their body parts. The "nmid" scheme uses
(a part of) the nessage-id of an emmil nessage to refer to a specific
message. The "cid" scheme refers to a specific body part of a
nmessage; its use is generally linmted to references to other body
parts in the same nessage as the referring body part. The "md"
schenme may also refer to a specific body part within a designated
nmessage, by including the content-1D s address.

A note on term nology. The terms "body part” and "M ME entity" are
used interchangeably. They refer to the headers and body of a MM
nmessage, either the nessage itself or one of the body parts contained
in a Miltipart nmessage.
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2. The M D and CID URL Schenes
RFC1738 [URL] reserves the "md" and "cid" schenes for Message-ID and
Content-1D respectively. This nenorandum defines the syntax for
those URLs. Because they use the same syntactic elenents they are
present ed together.
The URLs take the form

url - addr - spec

content-id

nessage-id url - addr - spec

addr-spec ; URL encodi ng of RFC 822 addr-spec

url - addr - spec

cid-url "cid" ":" content-id

m d- ur | ="md" ":" nessage-id [ "/" content-id ]

Note: in Internet mail messages, the addr-spec in a Content-ID
[MME] or Message-ID [822] header are enclosed in angle brackets
(<>). Since addr-spec in a Message-ID or Content-1D night contain
characters not allowed within a URL; any such character (including
“/", which is reserved within the "m d" schene) nust be hex-
encoded using the %h escape nmechanismin [URL].

A"md" URL with only a "message-id" refers to an entire nmessage.
Wth the appended "content-id", it refers to a body part within a
nmessage, as does a "cid" URL. The Content-1D of a MM body part is
required to be globally unique. However, in many systens that store
nmessages, body parts are not indexed independently their context
(nmessage). The "md" URL long formwas designed to supply the
context needed to support interoperability with such systens.

A inplenentation conformng to this specification is required to
support the "md" URL |long form (nessage-id/content-id). Conformng
i npl enent ati ons can choose to, but are not required to, take
advantage of the content-id s uniqueness and interpret a "cid" URL to
refer to any body part within the nessage store.

In limted circunstances (e.g., within nultipart/alternate), a single
nmessage nay contain several body parts that have the sane Content-1D
That occurs, for exanple, when identical data can be accessed through
different methods [M Mg, sect. 7.2.3]. |In those cases, conformng

i npl ementations are required to use the rules of the containing MM

entity (e.g., nulti-part/alternate) to select the body part to which

the Content-1D refers.
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A "cid" URL is converted to the correspondi ng Content-ID nmessage
header [M ME] by renoving the "cid:" prefix, converting %h hex-
escaped characters to their ASCI| equival ents and encl osing the
remai ning parts with an angle bracket pair, "<" and ">". For
exanpl e, "m d: food4%25f ool@ar.net" corresponds to

Message- | D: <f 004% ool@ar . net >

A "md" URL is converted to a Message-1D or Message-1D/ Content-1D
pair in a sinilar fashion

Bot h nmessage-id and content-id are required to be globally unique.
That is, no two different nmessages will ever have the sane Message-ID
addr-spec; no different body parts will ever have the sane Content-ID
addr-spec. A conmon techni que used by nmany nessage systens is to use
atime and date stanp along with the |ocal host’s donain name, e.g.,
950124. 162336@XI son. com

Some Exanpl es

The foll owi ng nmessage contains an HTM. body part that refers to an

i mmge contained in another body part. Both body parts are contai ned
ina Miltipart/Related M ME entity. The HTML I MG tag contains a
cidurl which points to the imge.

From fool@ar. net

To: foo2@ar. net

Subj ect: A sinple exanple

M ne-Version: 1.0

Content-Type: nultipart/rel ated; boundary="boundary-exanple-1";
t ype=Text/ HTM.

--boundary-exanple 1
Cont ent - Type: Text/HTM.; charset=US- ASCl

. text of the HTML docunent, which m ght contain a hyperlink
to the other body part, for exanple through a statenent such as:
<I MG SRC="ci d: f oo4*f ool@ar . net" ALT="I|ETF | ogo">

- -boundar y- exanpl e-1

Content-1D: foo4*fool@ar. net
Content - Type: | MAGE/ A F

Cont ent - Tr ansf er - Encodi ng: BASE64
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4.

ROl GODI hGAGYAPEAAP! / | | | ZRaCgoAAAACH+PUNvcH yaWdodCAoQykgMTk5
NSBJRVRGLi BVbnF1dGhvem 6ZWQgZHVinbd j YXRpb24gcHIvad i aXRl ZCAA
etc...

- - boundar y- exanpl e- 1- -

The foll owi hg nmessage points to anot her nmessage (hopefully still in
the recipient’s nmessage store).

From bar @one. com

To: phooey@l | . com

Subject: Here's howto do it
Content-type: text/htm; charset=usascii

... The itens in ny

<A HREF= "ni d: 960830. 1639@XI son. cont part A. 960830. 1639@Xl son. com' >
previ ous nmessage</ A>, shows how the approach you propose can be
used to acconplish ...

Security Considerations

The URLs defined here provide an addressing or referenci ng nechani sm
The val ues of these URLs di scl ose no nore about the originators

envi ronnent than the correspondi ng Message-ID and Content-I1D val ues.
Where concern exists about such disclosures the originator of a
nmessage using md and cid URLs nust take precautions to insure that
confidential information is not disclosed. Those precautions should
al ready be in place to handle existing mail use of the Message-ID and
Content-I1D
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