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Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

The Dormai n Nane System (DNS) has becone a critical operational part
of the Internet infrastructure yet it has no strong security
nmechani sns to assure data integrity or authentication. Extensions to
the DNS are described that provide these services to security aware
resolvers or applications through the use of cryptographic digital
signatures. These digital signatures are included in secured zones
as resource records. Security can still be provided even through
non-security aware DNS servers in many cases.

The extensions al so provide for the storage of authenticated public
keys in the DNS. This storage of keys can support general public key
distribution service as well as DNS security. The stored keys enabl e
security aware resolvers to learn the authenticating key of zones in
addition to those for which they are initially configured. Keys
associ ated with DNS nanes can be retrieved to support other

protocols. Provision is nade for a variety of key types and

al gori thms.

In addition, the security extensions provide for the optional
aut hentication of DNS protocol transactions.
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1. Overview of Contents

Thi s docunent descri bes extensions of the Domain Nane System ( DNS)
protocol to support DNS security and public key distribution. It
assunes that the reader is famliar with the Donmai n Nane System
particularly as described in RFCs 1033, 1034, and 1035.

Section 2 provides an overview of the extensions and the key
distribution, data origin authentication, and transaction and request
security they provide.

Section 3 discusses the KEY resource record, its structure, use in
DNS responses, and file representation. These resource records
represent the public keys of entities naned in the DNS and are used
for key distribution.
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Section 4 discusses the SIGdigital signature resource record, its
structure, use in DNS responses, and file representation. These
resource records are used to authenticate other resource records in
the DNS and optionally to authenticate DNS transactions and requests.

Section 5 discusses the NXT resource record and its use in DNS
responses. The NXT RR permits authenticated denial in the DNS of the
exi stence of a name or of a particular type for an existing nane.

Section 6 discusses how a resolver can be configured with a starting
key or keys and proceed to securely resolve DNS requests.

I nteracti ons between resol vers and servers are discussed for al

conbi nati ons of security aware and security non-aware. Two
addi ti onal query header bits are defined for signaling between

resol vers and servers.

Section 7 reviews a variety of operational considerations including
key generation, lifetine, and storage.

Section 8 defines |evels of conformance for resol vers and servers.

Section 9 provides a few paragraphs on overall security
consi derati ons.

An Appendi x is provided that gives details of base 64 encodi ng which
is used in the file representation of sone RRs defined in this
docunent .

2. Overview of the DNS Extensions

The Dormai n Nane System (DNS) protocol security extensions provide
three distinct services: key distribution as described in Section 2.2
bel ow, data origin authentication as described in Section 2.3 bel ow,
and transaction and request authentication, described in Section 2.4
bel ow.

Speci al considerations related to "tinme to live", CNAVES, and
del egation points are al so discussed in Section 2. 3.

2.1 Services Not Provided

It is part of the design phil osophy of the DNS that the data in it is
public and that the DNS gives the sane answers to all inquirers.

Fol Il owi ng this phil osophy, no attenpt has been nade to include any

sort of access control lists or other neans to differentiate
i nquirers.
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In addition, no effort has been nade to provide for any
confidentiality for queries or responses. (This service may be
avai |l abl e via | PSEC [ RFC 1825] .)

2.2 Key Distribution

Resource records (RRs) are defined to associate keys with DNS nanes.
This permits the DNS to be used as a public key distribution

mechani smin support of the DNS data origin authentication and ot her
security services.

The syntax of a KEY resource record (RR) is described in Section 3.

It includes an algorithmidentifier, the actual public key
paraneters, and a variety of flags including those indicating the
type of entity the key is associated with and/or asserting that there
is no key associated with that entity.

Under conditions described in Section 3.7, security aware DNS servers
will automatically attenpt to return KEY resources as additiona

i nformation, along with those resource records actually requested, to
m ninze the nunber of queries needed.

2.3 Data Origin Authentication and Integrity

Aut hentication is provided by associating with resource records in
the DNS cryptographically generated digital signhatures. Comonly,
there will be a single private key that signs for an entire zone. If
a security aware resolver reliably learns the public key of the zone,
it can verify, for signed data read fromthat zone, that it was
properly authorized and is reasonably current. The expected

i npl enentation is for the zone private key to be kept off-1ine and
used to re-sign all of the records in the zone periodically.

This data origin authentication key belongs to the zone and not to
the servers that store copies of the data. That neans conproni se of
a server or even all servers for a zone will not necessarily affect
the degree of assurance that a resolver has that it can deternine
whet her data i s genui ne.

A resolver can learn the public key of a zone either by reading it
fromDNS or by having it staticly configured. To reliably learn the
public key by reading it fromDNS, the key itself nust be signed.
Thus, to provide a reasonabl e degree of security, the resol ver mnust
be configured with at |least the public key of one zone that it can
use to authenticate signatures. Fromthere, it can securely read the
public keys of other zones, if the intervening zones in the DNS tree
are secure and their signed keys accessible. (It is in principle
nore secure to have the resolver manually configured with the public
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keys of nultiple zones, since then the conpronise of a single zone
woul d not pernit the faking of information fromother zones. It is
al so nore administratively cunbersone, however, particularly when
public keys change.)

Addi ng data origin authentication and integrity requires no change to
the "on-the-wire" DNS protocol beyond the addition of the signature
resource type and, as a practical matter, the key resource type
needed for key distribution. This service can be supported by

exi sting resolver and server inplenentations so |ong as they can
support the additional resource types (see Section 8). The one
exception is that CNAME referrals froma secure zone can not be
authenticated if they are fromnon-security aware servers (see
Section 2.3.5).

If signatures are al ways separately retrieved and verified when
retrieving the information they authenticate, there will be nore
trips to the server and performance will suffer. To avoid this,
security aware servers nmitigate that degradation by always attenpting
to send the signature(s) needed.

2.3.1 The SI G Resource Record

The syntax of a SIG resource record (signature) is described in
Section 4. It includes the type of the RR(s) being signed, the nane
of the signer, the tinme at which the signature was created, the tine
it expires (when it is no longer to be believed), its original tine
to live (which may be longer than its current tine to |ive but cannot
be shorter), the cryptographic algorithmin use, and the actual

si ghat ur e.

Every nanme in a secured zone will have associated with it at |east
one SIGresource record for each resource type under that name except
for glue RRs and delgation point NS RRs. A security aware server
supporting the performance enhanced versi on of the DNS protocol
security extensions will attenpt to return, with RRs retrieved, the
corresponding SIGs. |If a server does not support the protocol, the
resolver nust retrieve all the SIG records for a name and sel ect the
one or ones that sign the resource record(s) that resolver is
interested in.
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2.3.2 Authenticating Nane and Type Non-exi stence

The above security mechani sm provides only a way to sign existing RRs
in a zone. "Data origin" authentication is not obviously provided
for the non-existence of a domain name in a zone or the non-existence
of a type for an existing nane. This gap is filled by the NXT RR

whi ch authenticatably asserts a range of non-existent names in a zone
and the non-existence of types for the nane just before that range.

Section 5 bel ow covers the NXT RR
2.3.3 Special Considerations Wth Tinme-to-Live

A digital signature will fail to verify if any change has occurred to
the data between the tinme it was originally signed and the tinme the
signature is verified. This conflicts with our desire to have the
time-to-live field tick down when resource records are cached.

This could be avoided by leaving the tine-to-live out of the digital
signature, but that woul d all ow unscrupul ous servers to set
arbitrarily long tine to live values undetected. |Instead, we include
the "original"™ time-to-live in the signature and conmuni cate that
data in addition to the current tinme-to-live. Unscrupul ous servers
under this scheme can manipulate the time to live but a security
aware resolver will bound the TTL value it uses at the original
signed value. Separately, signatures include a tine signhed and an
expiration tine. A resolver that knows the absolute time can
determ ne securely whether a signature has expired. It is not
possible to rely solely on the signature expiration as a substitute
for the TTL, however, since the TTL is primarily a database

consi stency nechani smand, in any case, non-security aware servers
that depend on TTL nust still be support ed.

2.3.4 Special Considerations at Del egati on Points

DNS security would like to view each zone as a unit of data

conpl etely under the control of the zone owner and signed by the
zone's key. But the operational DNS views the | eaf nodes in a zone,
whi ch are al so the apex nodes of a subzone (i.e., delegation points),
as "really" belonging to the subzone. These nodes occur in two
master files and may have RRs signed by both the upper and | ower
zone’s keys. A retrieval could get a mxture of these RRs and Sl Gs,
especially since one server could be serving both the zone above and
bel ow a del egati on point.

In general, there nust be a zone KEY RR for the subzone in the

superzone and the copy signed in the superzone is controlling. For
all but one other RR type that shoul d appearing in both the superzone
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and subzone, the data fromthe subzone is nore authoritative. To
avoid conflicts, only the KEY RR in the superzone should be signed

and the NS and any A (glue) RRs should only be signed in the subzone.

The SOA and any other RRs that have the zone nane as owner should

appear only in the subzone and thus are signed there. The NXT RR type

is an exceptional case that will always appear differently and
authoritatively in both the superzone and subzone, if both are
secure, as described in Section 5.

2.3.5 Special Considerations with CNAVE RRs

There is a significant problem when security related RRs with the

sane owner nane as a CNAME RR are retrieved froma non-security-aware

server. |In particular, an initial retrieval for the CNAME or any
other type will not retrieve any associ ated signature, key, or NXT
RR. For types other than CNAME, it will retrieve that type at the
target nane of the CNAME (or chain of CNAMES) and will return the

CNAME as additional information. In particular, a specific retrieva

for type SIGw Il not get the SIG if any, at the origi nal CNAVE
domai n nane but rather a SIG at the target nane.

In general, security aware servers MJST be used to securely CNAME in
DNS. Security aware servers nust (1) allow KEY, SIG and NXT RRs
along with CNAME RRs, (2) suppress CNAME processing on retrieval of
these types as well as on retrieval of the type CNAME, and (3)
automatically return SIG RRs aut henticating the CNAME or CNAMES

encountered in resolving a query. This is a change fromthe previous

DNS standard which prohibited any other RR type at a node where a
CNAME RR was present.

2.3.6 Signers Gther Than The Zone

There are two cases where a SI G resource record is signed by other
than the zone private key. One is for support of dynanic update
where an entity is pernmitted to authenticate/update its own records.
The public key of the entity nust be present in the DNS and be
appropriately signed but the other RR(s) nmay be signed with the
entity’'s key. The other is for support of transaction and request
aut hentication as described in Section 2.4 i medi ately bel ow.

2.4 DNS Transaction and Request Authentication
The data origin authentication service descri bed above protects

retrieved resource records but provides no protection for DNS
requests or for nessage headers.
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If header bits are falsely set by a server, there is little that can
be done. However, it is possible to add transaction authentication
Such authentication neans that a resolver can be sure it is at |east
getting nessages fromthe server it thinks it queried, that the
response is fromthe query it sent, and that these nmessages have not
been diddled in transit. This is acconplished by optionally adding a
special SI G resource record at the end of the reply which digitally
signs the concatenation of the server’s response and the resolver’s

query.

Requests can al so be authenticated by including a special SIG RR at
the end of the request. Authenticating requests serves no function
in the current DNS and requests with a non-enpty additional

i nformation section are ignored by alnost all current DNS servers.
However, this syntax for signing requests is defined in connection
with authenticating future secure dynam ¢ update requests or the
like.

The private keys used in transaction and request security belongs to
the host conposing the request or reply nmessage, not to the zone

i nvol ved. The corresponding public key is normally stored in and
retrieved fromthe DNS

Because requests and replies are highly variable, nmessage
authentication SIGs can not be pre-calculated. Thus it will be
necessary to keep the private key on-line, for exanple in software or
in a directly connected piece of hardware.

3. The KEY Resource Record

The KEY resource record (RR) is used to docunent a key that is
associated with a Domain Name System (DNS) nane. It will be a public
key as only public keys are stored in the DNS. This can be the
public key of a zone, a host or other end entity, or a user. A KEY
RR is, like any other RR authenticated by a SIG RR Security aware
DNS i npl enent ati ons MJUST be designed to handle at |east two

si mul taneously valid keys of the sane type associated with a nane.

The type nunber for the KEY RRis 25.
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3.1 KEY RDATA format

The RDATA for a KEY RR consists of flags, a protocol octet, the
al gorithm nunber, and the public key itself. The format is as
foll ows:

1111111111222222222233
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| flags | pr ot ocol | al gorithm |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| /
/ public key /
/ /
L S kS S I S T i NI I R S i el i S R S S P I P e S

The nmeani ng of the KEY RR owner nane, flags, and protocol octet are
described in Sections 3.2, 3.3 and 3.4 bel ow respectively. The flags
and al gorithm nust be exam ned before any data follow ng the
algorithmoctet as they control the format and even whether there is
any following data. The algorithmand public key fields are

described in Section 3.5. The format of the public key is algorithm
dependent.

3.2 nject Types, DNS Nanmes, and Keys

The public key in a KEY RR belongs to the object naned in the owner
name.

This DNS nane nmay refer to up to three different categories of

things. For exanple, dee.cybercash.comcould be (1) a zone, (2) a
host or other end entity , and (3) the mapping into a DNS nanme of the
user or account dee@ybercash.com Thus, there are flags, as
described below, in the KEY RRto indicate with which of these roles
the owner name and public key are associated. Note that an
appropriate zone KEY RR MJUST occur at the apex node of a secure zone
and at every leaf node which is a del egation point (and thus the sane
owner nanme as the apex of a subzone) within a secure zone.

Al t hough the sane nane can be used for up to all three of these
categories, such overloading of a nane is discouraged. It is also
possible to use the same key for different things with the sane namne
or even different names, but this is strongly discouraged. In
particular, the use of a zone key as a non-zone key will usually
require that the corresponding private key be kept on |line and

t her eby become nore vul nerabl e.
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In addition to the nanme type bits, there are additional flag bits
including the "type" field, "experinmental" bit, "signatory" field,
etc., as described bel ow

3.3 The KEY RR Flag Field
In the "flags" field:

Bit O and 1 are the key "type" field. Bit 0 a one indicates
that use of the key is prohibited for authentication. Bit 1 a one
i ndicates that use of the key is prohibited for confidentiality. If
this field is zero, then use of the key for authentication and/or
confidentiality is permtted. Note that DNS security nmakes use of
keys for authentication only. Confidentiality use flagging is
provided for use of keys in other protocols. |nplenentations not
i ntended to support key distribution for confidentiality MAY require
that the confidentiality use prohibited bit be on for keys they
serve. |If both bits of this field are one, the "no key" value, there
is no key information and the RR stops after the algorithmoctet. By
the use of this "no key" value, a signed KEY RR can aut henti catably
assert that, for exanple, a zone is not secured.

Bit 2 is the "experimental" bit. It is ignored if the type
field indicates "no key" and the followi ng description assunes that
type field to be non-zero. Keys may be associated with zones,
entities, or users for experinmental, trial, or optional use, in which
case this bit will be one. |If this bit is a zero, it neans that the
use or availability of security based on the key is "nandatory".

Thus, if this bit is off for a zone key, the zone should be assuned
secured by SIG RRs and any responses indicating the zone is not

secured shoul d be considered bogus. |If this bit is a one for a host
or end entity, it nmight sonetinmes operate in a secure node and at
other tinmes operate without security. The experinmental bit, Iike al

ot her aspects of the KEY RR, is only effective if the KEY RRis
appropriately signed by a SIGRR The experinental bit nust be zero
for safe secure operation and should only be a one for a mnim
transition period.

Bits 3-4 are reserved and nust be zero.

Bit 5 on indicates that this is a key associated with a "user"
or "account" at an end entity, usually a host. The coding of the
owner nanme is that used for the responsible individual mailbox in the
SOA and RP RRs: The owner name is the user nanme as the nane of a node
under the entity name. For exanple, "j.randomuser" on
host . subdonai n. donmai n coul d have a public key associated through a
KEY RR wi th nanme j\.random user. host. subdomai n. domai n and the user
bit a one. It could be used in an security protocol where
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aut hentication of a user was desired. This key m ght be useful in IP
or other security for a user |level service such a telnet, ftp,
rlogin, etc.

Bit 6 on indicates that this is a key associated with the non-
zone "entity" whose nane is the RR owner nanme. This will conmonly be
a host but could, in some parts of the DNS tree, be sone other type
of entity such as a tel ephone nunber [RFC 1530]. This is the public
key used in connection with the optional DNS transaction
authentication service if the owner name is a DNS server host. It
could al so be used in an I P-security protocol where authentication of
at the host, rather than user, level was desired, such as routing,
NTP, etc.

Bit 7 is the "zone" bit and indicates that this is a zone key
for the zone whose nane is the KEY RR owner nane. This is the public
key used for DNS data origin authentication.

Bit 8 is reserved to be the IPSEC [ RFC 1825] bit and indicates
that this key is valid for use in conjunction with that security
standard. This key could be used in connection with secured
comuni cati on on behalf of an end entity or user whose nane is the
owner nanme of the KEY RRif the entity or user bits are on. The
presence of a KEY resource with the | PSEC and entity bits on and
experimental and no-key bits off is an assertion that the host speaks
| PSEC.

Bit 9 is reserved to be the "email" bit and indicate that this
key is valid for use in conjunction with M ME security multiparts.
This key could be used in connection with secured comunicati on on
behal f of an end entity or user whose nane is the owner name of the
KEY RRif the entity or user bits are on.

Bits 10-11 are reserved and nust be zero.

Bits 12-15 are the "signatory" field. |If non-zero, they
indicate that the key can validly sign RRs or updates of the sane
nane. |f the owner name is a wildcard, then RRs or updates with any
nane which is in the wildcard’ s scope can be signed. Fifteen
di fferent non-zero values are possible for this field and any
differences in their nmeaning are reserved for definition in
connection with DNS dynam c update or other new DNS commands. Zone
keys al ways have authority to sign any RRs in the zone regardl ess of
the value of this field. The signatory field, like all other aspects
of the KEY RR, is only effective if the KEY RRis appropriately
signed by a SIG RR
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3.4 The Protocol Cctet

It is anticipated that some keys stored in DNS will be used in
conjunction with Internet protocols other than DNS (keys with zone
bit or signatory field non-zero) and | PSEC/ enail (keys with | PSEC
and/or email bit set). The protocol octet is provided to indicate
that a key is valid for such use and, for end entity keys or the host
part of user keys, that the secure version of that protocol is

i npl enented on that entity or host.

Val ues between 1 and 191 decimal inclusive are available for

assi gnnment by | ANA for such protocols. The 63 val ues between 192 and
254 inclusive will not be assigned to a specific protocol and are
avai |l abl e for experinmental use under bilateral agreement. Value O

i ndicates, for a particular key, that it is not valid for any
particul ar additional protocol beyond those indicated in the flag
field. And value 255 indicates that the key is valid for all assigned
protocols (those in the 1 to 191 range).

It is intended that new uses of DNS stored keys would initially be
i npl erent ed, and operational experience gained, using the

experinmental range of the protocol octet. |If demand for w despread
depl oynment for the indefinite future warrants, a value in the
assi gned range woul d then be designated for the protocol. Finally,

(1) should the protocol beconme so w despread in conjunction with

ot her protocols and with which it shares key val ues that duplicate
RRs are a serious burden and (2) should the protocol provide
substantial facilities not available in any protocol for which a
flags field bit has been allocated, then one of the remaining flag
field bits may be allocated to the protocol. Wen such a bit has been
al l ocated, a key can be sinultaneously indicated as valid for that
protocol and the entity or host can be sinultaneously flagged as

i npl enenting the secure version of that protocol, along wth other
protocols for which flag field bits have been assi gned.

3.5 The KEY Al gorithm Nunber and the NMD5/RSA Al gorithm

This octet is the key algorithmparallel to the sane field for the
SI G resource. The MD5/RSA al gorithm described in this docunent is
nunber 1. Nunbers 2 through 252 are avail able for assignnment should
sufficient reason arise. However, the designation of a new algorithm
coul d have a major inpact on interoperability and requires an | ETF
standards action. Nunmber 254 is reserved for private use and wll
never be assigned a specific algorithm For nunber 254, the public
key area shown in the packet diagram above will actually begin with a
Il ength byte foll owed by an Cbject Identifier (OD) of that |ength.
The O D indicates the private algorithmin use and the remai nder of
the area is whatever is required by that algorithm Nunber 253 is
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reserved as the "expiration date algorithm' for use where the
expiration date or other labeling fields of SIGs are desired w thout
any actual security. It is anticipated that this algorithmw Il only
be used in connection with sone nodes of DNS dynam c update. For
nunber 253, the public key area is null. Values 0 and 255 are
reserved.

If the type field does not have the "no key" value and the al gorithm
field is 1, indicating the MD5/ RSA algorithm the public key field is
structured as foll ows:

1111111111222222222233
01234567890123456789012345678901
i i S I S I i S S S S il s ot i S
pub exp | ength| public key exponent /
i i S I S I i S S S S il s ot i S

+-
I
+-
| /

+- nodul us /

| /

I I i S S I S i A S I iy ST I U S S S S oy |

To pronote interoperability, the exponent and nodul us are each
l[imted to 2552 bits in length. The public key exponent is a
variable length unsigned integer. |Its length in octets is
represented as one octet if it is in the range of 1 to 255 and by a
zero octet followed by a two octet unsigned length if it is |onger
than 255 bytes. The public key nodulus field is a nultiprecision
unsigned integer. The length of the nodulus can be deternined from

t he RDLENGTH and the precedi ng RDATA fields including the exponent.
Leadi ng zero bytes are prohibited in the exponent and nodul us.

3.6 Interaction of Flags, Algorithm and Protocol Bytes

Various conbi nati ons of the no-key type value, algorithm byte,
protocol byte, and any protocol indicating flags (such as the
reserved | PSEC flag) are possible. (Note that the zone flag bit
being on or the signatory field being non-zero is effectively a DNS
protocol flag on.) The nmeaning of these conbinations is indicated
bel ow:
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NK = no key type val ue
AL = al gorithm byte
PR = protocols indicated by protocol byte or protocol flags

X represents any valid non-zero val ue(s).

AL PR NK Meaning

0 0 0 Il1legal, clains key but has bad al gorithmfield.
0O O 1 Specifies total |lack of security for owner.
0 X 0 Il1legal, clains key but has bad al gorithmfield.
0 x 1 Specified protocols insecure, others may be secure.
X 0 0 Usel ess. G ves key but no protocols to use it.
X 0 1 Usel ess. Denies key but for no protocols.
X X 0 Specifies key for protocols and asserts that
those protocols are inplenmented with security.
X X 1 Algorithmnot understood for protocol

(remenber, in reference to the above table, that a protoco
byte of 255 neans all protocols with protocol byte val ues
assi ghed)

3.7 KEY RRs in the Construction of Responses
An explicit request for KEY RRs does not cause any special additiona
i nformati on processing except, of course, for the corresponding SIG
RR froma security aware server.

Security aware DNS servers MJST include KEY RRs as additiona
information in responses where appropriate including the foll ow ng:

(1) On the retrieval of NS RRs, the zone key KEY RR(s) for the zone
served by these nane servers MJST be included as additional

information if space is avilable. There will always be at |east one
such KEY RRin a secure zone, even if it has the no-key type value to
i ndicate that the subzone is insecure. |If not all additional

information will fit, the KEY RR(s) have higher priority than type A
or AAAA glue RRs. |If such a KEY RR does not fit on a retrieval, the
retrieval nust be considered truncated.

(2) On retrieval of type A or AAAA RRs, the end entity KEY RR(s) MJST
be included if space is available. On inclusion of A or AAAA RRs as
addi tional information, their KEY RRs will also be included but with
lower priority than the relevant A or AAAA RRs.
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3.8 File Representation of KEY RRs
KEY RRs may appear as lines in a zone data master file.

The flag field, protocol, and al gorithm nunber octets are then
represented as unsigned integers. Note that if the type field has
the "no key" value or the algorithmspecified is 253, nothing appears
after the algorithmoctet.

The remai ning public key portion is represented in base 64 (see
Appendi x) and nmay be divided up into any nunber of white space
separated substrings, down to single base 64 digits, which are
concatenated to obtain the full signature. These substrings can span
lines using the standard parenthesis.

Note that the public key may have internal sub-fields but these do
not appear in the master file representation. For exanple, with
algorithm 1l there is a public exponent size, then a public exponent,

and then a modulus. Wth algorithm 254, there will be an QD si ze,
an O D, and al gorithm dependent information. But in both cases only a
single logical base 64 string will appear in the master file.

4. The SI G Resource Record

The SI G or "signature" resource record (RR) is the fundanental way
that data is authenticated in the secure Donmain Nane System (DNS). As
such it is the heart of the security provided.

The SI G RR unforgably authenticates other RRs of a particul ar type,
class, and nane and binds themto a tinme interval and the signer’s
domai n nane. This is done using cryptographic techniques and the
signer’s private key. The signer is frequently the owner of the zone
from which the RR origi nat ed.
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4.1 SI G RDATA For mat

The RDATA portion of a SIGRR is as shown below. The integrity of
the RDATA information is protected by the signature field.

111111111122222222223
0123456789012345678901234567890
i i S i o i S S I T sl i S

| type covered | algorithm | | abel s
i i S i o i S S I T sl i S
| original TTL

il s T T S S S S S i N T i ST S S S S S e e L T 2
| signhature expiration |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| time signed |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| key footprint |

3
1

-+
I

-+
I

/
R i ik ol S NI R S R R signer’s nane /
/ /
il s T T S S S S S i N T i ST S S S S S e e L T 2
| /
+- si ghature /
/ /

i T i i e S I ih s o S S ™
The value of the SIG RR type is 24.
The "type covered" is the type of the other RRs covered by this SIG

The al gorithm nunber is an octet specifying the digital signature

al gorithmused parallel to the algorithmoctet for the KEY RR  The
MD5/ RSA al gorithm described in this docunent is nunmber 1. Nunbers 2
t hrough 252 are avail able for assignnent should sufficient reason
arise to allocate them However, the designation of a new algorithm
could have a major inpact on the interoperability of the gl obal DNS
system and requires an | ETF standards action. Nunber 254 is reserved
for private use and will not be assigned a specific algorithm For
nunber 254, the "signature" area shown above will actually begin with
a length byte followed by an Qbject ldentifier (AOD) of that Iength.
The O D indicates the private algorithmin use and the remai nder of
the area is whatever is required by that algorithm Nunber 253,
known as the "expiration date algorithnt, is used when the expiration
date or other non-signature fields of the SIG are desired w thout any

actual security. It is anticipated that this algorithmwll only be
used in connection with sone nodes of DNS dynam c update. For nunber
253, the signature field will be null. Values 0 and 255 are
reserved.
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The "I abel s" octet is an unsigned count of how many | abels there are
in the original SIG RR owner nane not counting the null |abel for
root and not counting any initial "*" for a wildcard. |If a secured
retrieval is the result of wild card substitution, it is necessary
for the resolver to use the original formof the name in verifying
the digital signature. This field helps optimze the determ nation
of the original formthus reducing the effort in authenticating

si ghed dat a.

If, on retrieval, the RR appears to have a | onger nane than indicated
by "l abels", the resolver can tell it is the result of wldcard
substitution. |If the RR owner nane appears to be shorter than the

| abel s count, the SIG RR nust be considered corrupt and ignored. The
maxi mum nunber of | abels allowed in the current DNS is 127 but the
entire octet is reserved and woul d be required should DNS nanes ever
be expanded to 255 | abels. The follow ng table gives sone exanpl es.
The value of "labels" is at the top, the retrieved owner nanme on the
left, and the table entry is the name to use in signature
verification except that "bad" means the RRis corrupt.

|abels=| 0 | 1 | 2 | 3 | 4 |
-------- U
N . | bad | bad | bad | bad |

d.| *. | d. | bad | bad | bad |

c.d.| *. | *.d. | c.d. | bad | bad |
b.c.d.| *. | *.d. | *.c.d. | b.c.d. | bad |
a.b.c.d.| *. | *.d. | *.c.d. | *.b.c.d. | a.b.c.d. |

The "original TTL" field is included in the RDATA portion to avoid
(1) authentication problens that caching servers woul d ot herw se
cause by decrenmenting the real TTL field and (2) security problens
that unscrupul ous servers could otherw se cause by mani pul ating the
real TTL field. This original TTL is protected by the signature
while the current TTL field is not.

NOTE: The "original TTL" nust be restored into the covered RRs when
the signature is verified. This inplies that all RRs for a
particul ar type, nanme, and class nust have the same TTL to start

wit h.

The SIGis valid until the "signature expiration"” tinme which is an
unsi gned nunber of seconds since the start of 1 January 1970, GMI
ignoring | eap seconds. (See also Section 4.4.) SIG RRs should not
have a date signed significantly in the future. To prevent

m sordering of network requests to update a zone dynamically,
nmonot oni cal ly increasing "tinme signed" dates may be necessary.
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The "tine signed” field is an unsigned nunber of seconds since the
start of 1 January 1970, GMI, ignoring | eap seconds.

A SIGRRwth an expiration date before the tinme signed nust be
consi dered corrupt and ignored.

The "key footprint" is a 16 bit quantity that is used to help
efficiently select between multiple keys which may be applicabl e and
as a quick check that a public key about to be used for the
conput ati onal l y expensive effort to check the signature is possibly
valid. |Its exact neaning is algorithmdependent. For the MD5/ RSA
algorithm it is the next to the bottomtwo octets of the public key
nodul us needed to decode the signature field. That is to say, the
nost significant 16 of the lest significant 24 bits of the nodulus in
net wor k order.

The "signer’s nane" field is the domain nane of the signer generating
the SSIGRR This is the owner of the public KEY RR that can be used
to verify the signature. It is frequently the zone which contained
the RR(s) being authenticated. The signer’s nane may be conpressed
wi th standard DNS name conpressi on when being transnmitted over the
net wor k.

The structure of the "signature" field is described bel ow
4.1.1 Signature Data

Except for algorithmnunber 253 where it is null, the actua
sighature portion of the SIG RR binds the other RDATA fields to al
of the "type covered" RRs with that owner nanme and class. These
covered RRs are thereby authenticated. To acconplish this, a data
sequence is constructed as foll ows:

data = RDATA | RR(s)...

where "|" is concatenation, RDATA is all the RDATA fields in the SIG
RR itself before and not including the signature, and RR(s) are all
the RR(s) of the type covered with the sane owner nane and cl ass as
the SIGRR in canonical formand order. How this data sequence is
processed into the signature is al gorithm dependent.

For purposes of DNS security, the canonical formfor an RRis the RR
with domain narmes (1) fully expanded (nho name conpression via
pointers), (2) all domain nane |letters set to | ower case, and (3) the
original TTL substituted for the current TTL.
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For purposes of DNS security, the canonical order for RRs is to sort
themin ascendi ng order by name, considering |abels as a |eft
justified unsigned octet sequence in network (transnission) order
where a mssing octet sorts before a zero octet. (See al so ordering
di scussion in Section 5.1.) Wthin any particular name they are
simlarly sorted by type and then RDATA as a left justified unsigned
octet sequence. EXCEPT that the type SIG RR(s) covering any
particul ar type appear imediately after the other RRs of that type.
(This special consideration for SIGRR(s) in ordering really only
applies to calculating the AXFR SIG RR as explained in section 4.1.3
below.) Thus if at name a.b there are two A RRs and one KEY RR
their order with SIGs for concatenating the "data" to be signed woul d
be as foll ows:

a.b. A....
a.b. A....
a.b. SIGA ..
a.b. KEY ...
a.b. SIG KEY ..

SI Gs covering type ANY should not be included in a zone.
4.1.2 MD5/RSA Al gorithm Signature Cal cul ation
For the MD5/RSA algorithm the signature is as follows
hash = MD5 ( data )
signature = ( 01 | FF* | 00 | prefix | hash ) ** e (nbd n)

where MD5 is the nessage digest algorithmdocunmented in RFC 1321, "|"
is concatenation, "e" is the private key exponent of the signer, and
"n" is the nmodulus of the signer’s public key. 01, FF, and 00 are
fixed octets of the correspondi ng hexadeci mal val ue. "prefix" is the
ASN. 1 BER MD5 al gorithm designator prefix specified in PKCSL, that
is,

hex 3020300c06082a864886f 70d020505000410 [ NETSEC] .
This prefix is included to nake it easier to use RSAREF or simlar
packages. The FF octet is repeated the naxi num nunber of tinmes such
that the value of the quantity being exponentiated is one octet
shorter than the value of n.

(The above specifications are identical to the corresponding part of
Public Key Cryptographic Standard #1 [PKCS1].)
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The size of n, including nost and | east significant bits (which wll
be 1) SHALL be not I ess than 512 bits and not nore than 2552 bits. n
and e SHOULD be chosen such that the public exponent is snall.

Leadi ng zeros bytes are not permitted in the MD5/ RSA al gorithm
si ghat ur e.

A public exponent of 3 minimzes the effort needed to decode a
sighature. Use of 3 as the public exponent may be weak for
confidentiality uses since, if the sane data can be collected
encrypted under three different keys with an exponent of 3 then,
usi ng the Chinese Remai nder Theorem the original plain text can be
easily recovered. This weakness is not significant for DNS because
we seek only authentication, not confidentiality.

4.1.3 Zone Transfer (AXFR) SIG

The above SI G mechani sns assure the authentication of all zone signed
RRs of a particular name, class and type. However, to efficiently
assure the conpl eteness and security of zone transfers, a SIG RR
owned by the zone nane nust be created with a type covered of AXFR
that covers all zone signed RRs in the zone and their zone SIGs but
not the SIG AXFR itself. The RRs are ordered and concatenated for
hashi ng as described in Section 4.1.1. (See also ordering discussion
in Section 5.1.)

The AXFR SI G nust be cal culated | ast of all zone key signed SIGs in
the zone. In effect, when signing the zone, you order, as described
above, all RRs to be signed by the zone, and all associated glue RRs
and del egation point NS RRs. You can then make one pass inserting
all the zone SIGs. As you proceed you hash RRs to be signed into
both an RRset hash and the zone hash. When the nanme or type changes
you cal cul ate and insert the RRset zone SIG clear the RRset hash
and hash that SIGinto the zone hash (note that glue RRs and

del egation point NSs are not zone signed but zone apex NSs are).
Wien you have finished processing all the starting RRs as descri bed
above, you can then use the cumnul ative zone hash RR to cal cul ate and
insert an AXFR SI G covering the zone. O course any conputationa

t echni que producing the sane results as above is pernitted.

The AXFR SIGreally belongs to the zone as a whole, not to the zone
nanme. Although it should be correct for the zone nanme, the |abels
field of an AXFR SIG is otherw se neaningl ess. The AXFR SIGis only
retrieved as part of a zone transfer. After validation of the AXFR
SIG the zone MAY be considered valid wthout verification of the
internal zone signed SIGs in the zone; however, any RRs authenticated
by SIGs signed by entity keys or the like MJUST still be vali dated.
The AXFR SI G SHOULD be transmitted first in a zone transfer so the
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receiver can tell imediately that they nay be able to avoid
verifying other zone signed Sl Gs.

RRs which are authenticated by a dynani c update key and not by the
zone key (see Section 3.2) are not included in the AXFR SIG They may
originate in the network and mght not, in general, be migrated to
the recommended of f |ine zone signing procedure (see Section 7.2).
Thus, such RRs are not directly signed by the zone, are not included
in the AXFR SIG and are protected agai nst onission from zone
transfers only to the extent that the server and conmmuni cation can be
trusted.

4.1.4 Transaction and Request SIGs

A response nmessage froma security aware server may optionally
contain a special SIGas the last itemin the additional informtion
section to authenticate the transaction

This SIG has a "type covered" field of zero, which is not a valid RR
type. It is calculated by using a "data" (see Section 4.1.2) of the
entire preceding DNS reply nessage, including DNS header but not the
| P header, concatenated with the entire DNS query nessage t hat
produced this response, including the query’' s DNS header but not its
| P header. That is

data = full response (less final transaction SIG | full query

Verification of the transaction SIG (which is signed by the server
host key, not the zone key) by the requesting resolver shows that the
query and response were not tanpered with in transit, that the
response corresponds to the intended query, and that the response
cones fromthe queried server.

A DNS request nmay be optionally signed by including one or nore SIGs
at the end of the query. Such SIGs are identified by having a "type
covered" field of zero. They sign the precedi ng DNS request nmessage
i ncl udi ng DNS header but not including the |IP header or at the

begi ning or any preceding request SIGs at the end. Such request SIGs
are included in the "data" used to form any optional response
transaction SIG

WARNI NG Request SI Gs are unnecessary for currently defined queries
and will cause alnmpst all existing DNS servers to conpletely ignore a
query. However, such SIGs nmay be needed to authenticate future DNS
secure dynam ¢ update or other requests.
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4.2 SIGRRs in the Construction of Responses

Security aware DNS servers MJST, for every authoritative RR the query
will return, attenpt to send the available SIG RRs which authenticate
the requested RR.  The following rules apply to the inclusion of SIG
RRs in responses:

1

when an RR set is placed in a response, its SIG RR has a higher
priority for inclusion than other additional RRs that may need to
be included. |[|f space does not permt its inclusion, the response
MUST be considered truncated except as provided in 2 bel ow

when a SIGRR is present in the zone for an additional infornmation
section RR, the response MUST NOT be considered truncated nerely
because space does not permit the inclusion of its SIGRR

SIGs to authenticate non-authoritative data (glue records and NS
RRs for subzones) are unnecessary and MJUST NOT be sent. (Note
that KEYs for subzones are controlling in a superzone so the
superzone’s signature on the KEY MJST be included (unless the KEY
was additional information and the SIGdid not fit).)

If a SIG covers any RR that would be in the answer section of the

response, its automatic inclusion MIST be the answer section. |If
it covers an RR that would appear in the authority section, its
automatic inclusion MUST be in the authority section. If it

covers an RR that woul d appear in the additional information
section it MJST appear in the additional information section

This is a change in the existing standard which contenplates only
NS and SOA RRs in the authority section.

Optionally, DNS transactions may be authenticated by a SIG RR at
the end of the response in the additional infornmation section
(Section 4.1.4). Such SIG RRs are signed by the DNS server
originating the response. Although the signer field MJST be the
nane of the originating server host, the owner nane, class, TTL,
and original TTL, are neaningless. The class and TTL fields
SHOULD be zero. To conserve space, the owner nane SHOULD be root
(a single zero octet). |If transaction authentication is desired,
that SIG RR nust be considered higher priority for inclusion than
any other RR in the response.

East| ake & Kauf nan St andar ds Track [ Page 23]



RFC 2065 DNS Security Extensions January 1997

4.3 Processing Responses and SIG RRs

The following rules apply to the processing of SIGRRs included in a
response:

1. a security aware resolver that receives a response fromwhat it
believes to be a security aware server via a secure comuni cation
with the AD bit (see Section 6.1) set, MAY choose to accept the
RRs as received w thout verifying the zone SI G RRs.

2. in other cases, a security aware resolver SHOULD verify the SIG
RRs for the RRs of interest. This may involve initiating
addi tional queries for SIG or KEY RRs, especially in the case of
getting a response froman insecure server. (As explained in 4.2
above, it will not be possible to secure CNAMES being served up by
non-secure resol vers.)

NOTE: | nplenenters m ght expect the above SHOULD to be a MJUST.
However, local policy or the calling application may not require
the security services.

3. If SIGRRs are received in response to a user query explicitly
specifying the SIG type, no special processing is required.

I f the nessage does not pass reasonabl e checks or the SI G does not
check against the signed RRs, the SSIGRR is invalid and shoul d be
ignored. If all of the SIG RR(s) purporting to authenticate a set of
RRs are invalid, then the set of RR(s) is not authenticated.

If the SSGRRis the last RRin a response in the additional

i nformati on section and has a type covered of zero, it is a
transaction signature of the response and the query that produced the
response. |t MAY be optionally checked and the nessage rejected if
the checks fail. But even if the checks succeed, such a transaction
aut henti cation SI G does NOT authenticate any RRs in the nessage.

Only a proper SIG RR signed by the zone or a key tracing its
authority to the zone or to static resolver configuration can
authenticate RRs. |If a resolver does not inplenent transaction
and/or request SIGs, it MJST ignore themwi thout error

If all reasonable checks indicate that the SSIGRR is valid then RRs
verified by it should be considered authenticated.

4.4 Signature Expiration, TTLs, and Validity
Security aware servers nust not consider SIG RRs to authenticate

anything after their expiration tinme and not consider any RRto be
aut henticated after its signatures have expired. Wthin that
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constraint, servers should continue to follow DNS TTL agi ng. Thus
authoritative servers should continue to foll ow the zone refresh and
expire paraneters and a non-authoritative server should count down
the TTL and discard RRs when the TTL is zero. In addition, when RRs
are transmitted in a query response, the TTL should be trinmed so
that current tine plus the TTL does not extend beyond the signature
expiration tine. Thus, in general, the TTL on an transnmitted RR
woul d be

m n(si gexpTi m max(zoneM nTTL, mi n(ori gi nal TTL, current TTL)))
4.5 File Representation of SIG RRs

A SIG RR can be represented as a single logical line in a zone data
file [RFC1033] but there are some special considerations as described
below. (It does not make sense to include a transaction or request
authenticating SIGRR in a file as they are a transient

aut hentication that covers data including an ephemeral transaction
nunber and so nust be calculated in real tine.)

There is no particular problemw th the signer, covered type, and
times. The tinme fields appears in the form YYYYMVDDHHWESS where YYYY
is the year, the first M is the nonth nunber (01-12), DD is the day
of the nonth (01-31), HHis the hour in 24 hours notation (00-23),
the second MMis the mnute (00-59), and SS is the second (00-59).

The original TTL and algorithm fiel ds appear as unsigned integers.

If the original TTL, which applies to the type signed, is the sane as
the TTL of the SIGRR itself, it may be onitted. The date field
which follows it is larger than the maxi mum possible TTL so there is
no anbi guity.

The "l abel s" field does not appear in the file representation as it
can be calculated fromthe owner nane.

The key footprint appears as an unsigned deci mal nunber.

However, the signature itself can be very long. It is the last data
field and is represented in base 64 (see Appendi x) and may be divi ded
up into any nunber of white space separated substrings, down to
single base 64 digits, which are concatenated to obtain the ful
sighature. These substrings can be split between Iines using the
standard parenthesis.
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5. Non-exi stent Nanes and Types

The SI G RR nechani sm described in Section 4 above provi des strong
authentication of RRs that exist in a zone. But is it not clear
above how to authenticatably deny the existence of a nanme in a zone
or a type for an existent nane.

The nonexi stence of a nane in a zone is indicated by the NXT ("next")
RR for a nanme interval containing the nonexistent nane. A NXT RR and
its SIG are returned in the authority section, along with the error,
if the server is security aware. The sane is true for a non-existent
type under an existing name. This is a change in the existing
standard which contenplates only NS and SOA RRs in the authority
section. NXT RRs will also be returned if an explicit query is nade
for the NXT type.

The existence of a conplete set of NXT records in a zone nmeans that
any query for any nane and any type to a security aware server
serving the zone will always result in an reply containing at | east
one signed RR

NXT RRs do not appear in zone naster files since they can be derived
fromthe rest of the zone.

5.1 The NXT Resource Record

The NXT resource record is used to securely indicate that RRs with an
owner nanme in a certain nanme interval do not exist in a zone and to
i ndi cate what zone signed RR types are present for an existing nane.

The owner nanme of the NXT RRis an existing name in the zone. It's
RDATA is a "next" name and a type bit nap. The presence of the NXT RR
nmeans that generally no nanme between its owner nanme and the name in
its RDATA area exists and that no other zone signed types exist under
its owner name. This inplies a canonical ordering of all domain
nanes in a zone.

The ordering is to sort |abels as unsigned left justified octet
strings where the absence of a octet sorts before a zero val ue octet
and upper case letters are treated as |lower case letters. Nanes are
then sorted by sorting on the highest level |abel and then, within
those names with the sanme highest |evel |abel by the next |ower

| abel, etc. down to | eaf node |abels. Since we are tal king about a
zone, the zone nane itself always exists and all other nanmes are the
zone nane with some prefix of |lower |level |abels. Thus the zone nane
itself always sorts first.
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There is a potential problemw th the last NXT in a zone as it wants
to have an owner nanme which is the |ast existing nanme in canonica
order, which is easy, but it is not obvious what nane to put inits
RDATA to indicate the entire remai nder of the name space. This is
handl ed by treating the nanme space as circular and putting the zone
nane in the RDATA of the last NXT in a zone.

There are special considerations due to interaction with wldcards as
expl ai ned bel ow.

The NXT RRs for a zone SHOULD be autonatically cal cul ated and added

to the zone by the sanme reconmended off-1line process that signs the

zone (see Section 7.2). The NXT RR's TTL SHOULD not exceed the zone
m ni num TTL.

5.2 NXT RDATA For mat

The RDATA for an NXT RR consists sinply of a domain nane foll owed by
a bit map.

The type nunber for the NXT RRis 30.
1111111111222222222233

01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| next domai n name /
T S o T s T T o S T il sl S T R S i i
| type bit nmap /

T T T S T S S i T e S S il 1 S s SIS

The NXT RR type bit nmap is one bit per RR type present for the owner
nanme simlar to the WKS socket bit map. The first bit represents RR
type zero (an illegal type which should not be present.) A one bit
indicates that at |east one RR of that type is present for the owner
nane. A zero indicates that no such RRis present. Al bits not
speci fi ed because they are beyond the end of the bit map are assuned
to be zero. Note that bit 30, for NXT, will always be on so the
mninmumbit map length is actually four octets. The NXT bit nap
shoul d be printed as a list of RR type menoni cs or deci mal nunbers
simlar to the VKS RR

The domai n nane nmay be conpressed with standard DNS nane conpression
when being transmitted over the network. The size of the bit map can
be inferred fromthe RDLENGIH and the I ength of the next donain nane.
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5.3 Exanpl e
Assume zone foo.tld has entries for

bi g.foo.tld,
nmedi um foo. t | d.
smal | . foo.tld.
tiny.foo.tld.

Then a query to a security aware server for huge.foo.tld would
produce an error reply with the authority section data including
sonething |ike the foll ow ng:

big.foo.tld. NXT mediumfoo.tld. A MX SI G NXT
big.foo.tld. SIGNXT 1 3 ( ;type-cov=NXT, alg=1, |abels=3
19960102030405 ; signature expiration
19951211100908 ;time signed
21435 ; key footprint
foo.tld. ; si gner
MkFcby9k/ yvedM QgKzhH5er OMu/ vl Lz451 kskceFGgi WCn/ GxHhai 6 VAUHAONUz4YoU
1t Vf SCSqQYn6// 11UBNI d80j EeC8aTr O+tKKnCaY= ; si gnature (640 bits)

)

Note that this response inplies that big.foo.tld is an existing nane
in the zone and thus has other RR types associated with it than NXT.
However, only the NXT (and its SIG RR appear in the response to this
query for huge.foo.tld, which is a non-existent nane.

5.4 Interaction of NXT RRs and W dcard RRs

Since, in sone sense, a wildcard RR causes all possible names in an
interval to exist, there should not be an NXT RR that would cover any
part of this interval. Thus if *.X ZONE exists you woul d expect an
NXT RR that ends at X. ZONE and one that starts with the |ast nane
covered by *. X. ZONE. However, this "last nanme covered" is sonething
very ugly and long Iike \255\255\255....X. zone. So the NXT for the
interval following is sinply given the owner name *. X ZONE and an
RDATA of the next name after the wildcard. This "*" type owner nane
is not expanded when the NXT is returned as authority information in
connection with a query for a non-existent nane.

If there could be any wildcard RRs in a zone and thus w | dcard NXTs,
care nust be taken in interpreting the results of explicit NXT
retrievals as the owner nanme nay be a wildcard expansi on.

The exi stence of one or nore wildcard RRs covering a nanme interva

makes it possible for a malicious server to hide any nore
specifically nanmed RRs in the internal. The server can just falsely
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return the wildcard match NXT i nstead of the nore specifically naned
RRs. If there is a zone wide wildcard, there will be an NXT RR whose
owner nanme is the wild card and whose RDATA is the zone nane. In this
case a server could conceal the existence of any nore specific RRs in
the zone. It would be possible to design a nore strict NXT feature
which would elininate this possibility. But it would be nore conpl ex
and might be so constraining as to nake any dynani c update feature
very difficult.

5.5 Bl ocki ng NXT Pseudo- Zone Transfers
In a secure zone, a resolver can query for the initial NXT associ ated

with the zone name. Using the next domain name RDATA field fromthat
RR, it can query for the next NXT RR. By repeating this, it can walk

through all the NXTs in the zone. |If there are no wildcards, it can
use this technique to find all nanes in a zone. If it does type ANY
queries, it can increnmentally get all information in the zone and

thus defeat attenpts to adninistratively block zone transfers.

If there are any wldcards, this NXT wal ki ng technique will not find
any nore specific RR nanmes in the part of the nane space the wildcard
covers. By doing explicit retrievals for wldcard nanmes, a resolver
coul d determ ne what intervals are covered by wldcards but still
could not, with these techniques, find any nanes inside such

i nterval s except by trying every nane.

If it is desired to block NXT wal king, the recomended nethod is to
add a zone wide wildcard of the KEY type with the no-key type val ue
and with no type (zone, entity, or user) bit on. This will cause
there to be one zone covering NXT RR and | eak no information about
what real names exist in the zone. This protection from pseudo-zone
transfers is bought at the expense of elimnating the data origin
aut henti cati on of the non-existence of nanmes that NXT RRs can
provide. |If an entire zone is covered by a wildcard, a malicious
server can return an RR produced by matching the resulting wldcard
NXT and can thus hide all the real data and del egations in the zone
that have nore specific nanes.

5.6 Special Considerations at Del egati on Points

A nane (other than root) which is the head of a zone al so appears as
the leaf in a superzone. |If both are secure, there will always be
two different NXT RRs with the sane nane. They can be distingui shed
by their signers and next domain name fields. Security aware servers
shoul d return the correct NXT automatically when required to

aut henti cate the non-existence of a name and both NXTs, if avail abl e,
on explicit query for type NXT
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I nsecure servers will never automatically return an NXT and sone
i npl ementations may only return the NXT fromthe subzone on explicit
queri es.

6. The AD and CD Bits and How to Resol ve Securely

Retrieving or resolving authentic data fromthe Domain Name System
(DNS) involves starting with one or nore trusted public keys for one
or nore zones. Wth trusted keys, a resolver willing to perform
cryptography can progress securely through the secure DNS zone
structure to the zone of interest as described in Section 6.3. Such
trusted public keys would normally be configured in a manner sinmlar
to that described in Section 6.2. However, as a practical matter, a
security aware resolver would still gain sone confidence in the
results it returns even if it was not configured with any keys but
trusted what it got froma |local well known server as a starting
poi nt .

Data stored at a security aware server needs to be internally
categori zed as Authenticated, Pending, or Insecure. There is also a
fourth transient state of Bad which indicates that all SIG checks
have explicitly failed on the data. Such Bad data is not retained at
a security aware server. Authenticated neans that the data has a
valid SI G under a KEY traceable via a chain of zero or nore SIG and
KEY RRs to a KEY configured at the resolver via its boot file.
Pendi ng data has no authenticated SI G and at | east one additional
SIGthe resolver is still trying to authenticate. Insecure data is
data which it is known can never be either Authenticated or found Bad
because it is in or has been reached via a non-secured zone. Behavi or
in terns of control of and flaggi ng based on such data | abels is
described in Section 6. 1.

The proper validation of signatures requires a reasonably secure
shared opi nion of the absolute tine between resolvers and servers as
described in Section 6.4.

6.1 The AD and CD Header Bits

Two previously unused bits are allocated out of the DNS
guery/response format header. The AD (authentic data) bit indicates
in a response that the data included has been verified by the server
providing it. The CD (checking disabled) bit indicates in a query
that non-verified data is acceptable to the resolver sending the

query.
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These bits are allocated fromthe nust-be-zero Z field as foll ows:

111 1 11
01 23 456 7 8 90 123 475
R e S S s i T I I I TR S TR
I ID I
R e S S s i T I I I TR S TR
|QRl  Qpcode | AA|TCIRD| RA| Z| AD| CD|  RCODE |
R e S S s i T I I I TR S TR
| QDCOUNT |
R e S S s i T I I I TR S TR
| ANCOUNT I
R e S S s i T I I I TR S TR
I NSCOUNT |
R e S S s i T I I I TR S TR
| ARCOUNT |
R e S S s i T I I I TR S TR

These bits are zero in old servers and resolvers. Thus the responses
of old servers are not flagged as authenticated to security aware
resol vers and queries fromnon-security aware resolvers do not assert
the checking disabled bit and thus will be answered by security aware
servers only with authenticated data. Aware resolvers MJST not trust
the AD bit unless they trust the server they are talking to and
either have a secure path to it or use DNS transaction security.

Any security aware resolver willing to do cryptography SHOULD assert
the CD bit on all queries to reduce DNS | atency tine by allow ng
security aware servers to answer before they have resolved the
validity of data.

Security aware servers NEVER return Bad data. For non-security aware
resolvers or security aware resolvers requesting service by having
the CD bit clear, security aware servers MJST return only

Aut henticated or Insecure data with the AD bit set in the response.
Security aware resolvers will know that if data is |Insecure versus
Aut hentic by the absence of SIG RRs. Security aware servers MNAY
return Pending data to security aware resolvers requesting the
service by clearing the AD bit in the response. The AD bit MJST NOT
be set on a response unless all of the RRs in the response are either
Aut henti cated or | nsecure.
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6.2 Boot File Fornmat
Two boot file directives are added as described in this section.

The format for a boot file directive to configure a starting zone key
is as foll ows:

pubkey name flags protocol al gorithm key-data

for a public key. "nane" is the owner nane (if the line is
translated into a KEY RR). Flags indicates the type of key and is
the sanme as the flag octet in the KEY RR  Protocol and al gorithm
al so have the sane neaning as they do in the KEY RR  The materi al
after the algorithmis algorithm dependent and, for private
algorithnms (algorithm254), starts with the algorithnis identifying

ODand its length. |If the "no key" type value is set in flags or
the algorithmis specified as 253, then the key-data after al gorithm
is null. Wen present the key-data is treated as an octet stream and

encoded in base 64 (see Appendi x).

A file of keys for cross certification or other purposes can be
configured though the keyfile directive as follows:

keyfile fil enane

The file looks like a master file except that it can only contain KEY
and SIGRRs with the SIGs signed under a key configured with the
pubkey directive.

While it might seemlogical for everyone to start with the key for
the root zone, this has problens. The logistics of updating every
DNS resol ver in the world when the root key changes woul d be
excessive. It nmay be sone tinme before there even is a root key.
Furthernore, many organi zations will explicitly wish their "interior"
DNS i nmpl enentations to conpletely trust only their own zone. Such
interior resolvers can then go through the organi zation's zone
servers to access data outsize the organization’s donain and shoul d
only be configured with the key forthe organi zati on’s DNS apex.

6. 3 Chai ni ng Through Zones

Starting with one or nore trusted keys for a zone, it should be
possible to retrieve signed keys for its subzones which have a key
and, if the zone is not root, for its superzone. Every authoritative
secure zone server MJST also include the KEY RR for a super-zone
signed by the secure zone via a keyfile directive. This nakes it
possible to clinb the tree of zones if one starts below root. A
secure sub-zone is indicated by a KEY RR with non-null key
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i nformati on appearing with the NS RRs for the sub-zone. These nake
it possible to descend within the tree of zones.

A resol ver should keep track of the nunber of successive secure zones
traversed froma starting point to any secure zone it can reach. In
general, the |ower such a distance nunber is, the greater the
confidence in the data. Data configured via a boot file directive
shoul d be given a distance nunber of zero. |If a query encounters
different data for the same query with different distance val ues,

that with a |l arger value should be ignored.

A security conscious resolver should conpletely refuse to step froma
secure zone into a non-secure zone unless the non-secure zone is
certified to be non-secure, or only experinentally secure, by the
presence of an authenticated KEY RR for the non-secure zone with the
no-key type value or the presence of a KEY RR with the experinental
bit set. OQherwise the resolver is getting bogus or spoofed data.

If legitimte non-secure zones are encountered in traversing the DNS
tree, then no zone can be trusted as secure that can be reached only
via information from such non-secure zones. Since the non-secure zone
data coul d have been spoofed, the "secure" zone reach via it could be
counterfeit. The "distance" to data in such zones or zones reached
via such zones could be set to 512 or nore as this exceeds the

| ar gest possi bl e di stance through secure zones in the DNS
Nevert hel ess, continuing to apply secure checks within "secure" zones
reached via non-secure zones is a good practice and will, as a
practical natter, provide some snmall increase in security.

6.4 Secure Tine

Coordinated interpretation of the tinme fields in SIG RRs requires
that reasonably consistent tinme be available to the hosts
i npl ementing the DNS security extensions.

A variety of tinme synchronization protocols exist including the
Network Time Protocol (NTP, RFC1305). |If such protocols are used,
they MJST be used securely so that tine can not be spoofed.

O herwi se, for exanple, a host could get its clock turned back and

m ght then believe old SIG and KEY RRs which were valid but no | onger
are.

7. Operational Considerations
This section discusses a variety of considerations in secure

operation of the Domain Name System (DNS) using these protoco
ext ensi ons.
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7.1 Key Size Considerations

There are a nunber of factors that effect public key size choice for
use in the DNS security extension. Unfortunately, these factors
usually do not all point in the same direction. Choice of zone key
si ze should generally be made by the zone adnini strator dependi ng on
their local conditions.

For nost schenes, l|arger keys are nore secure but slower. Gven a
smal | public exponent, verification (the nost conmon operation) for
the MD5/ RSA algorithmw |l vary roughly with the square of the
nmodul us length, signing will vary with the cube of the nodul us

I ength, and key generation (the | east conmon operation) will vary
with the fourth power of the nodulus |length. The current best
algorithms for factoring a nodulus and breaki ng RSA security vary
roughly with the 1.6 power of the nodulus itself. Thus going froma
640 bit nodulus to a 1280 bit nodulus only increases the verification
time by a factor of 4 but increases the work factor of breaking the
key by over 27900. An upper bound of 2552 bits has been established
for the MD5/RSA DNS security algorithmfor interoperability purposes.

However, | arger keys increase the size of the KEY and SIG RRs. This
i ncreases the chance of DNS UDP packet overfl ow and the possible
necessity for using higher overhead TCP in responses.

The recomended ni ni nrum RSA al gorit hm nodul us si ze, 640 bits, is
bel i eved by the authors to be secure at this time but high |evel
zones in the DNS tree may wi sh to set a higher mninmum perhaps 1000
bits, for security reasons. (Since the United States Nationa
Security Agency generally permts export of encryption systens using
an RSA nodulus of up to 512 bits, use of that small a nodulus, i.e.
n, must be considered weak.)

For a key used only to secure data and not to secure other keys, 640
bits should be adequate at this tinmne.

7.2 Key Storage

It is recomended that zone private keys and the zone file master
copy be kept and used in off-1ine non-network connected physically
secure machines only. Periodically an application can be run to add
aut hentication to a zone by adding SIG and NXT RRs and addi ng no-key
type KEY RRs for subzones where a real KEY RR is not provided. Then
the augnented file can be transferred, perhaps by sneaker-net, to the
net wor ked zone primary server machine.

The idea is to have a one way infornmation flow to the network to
avoid the possibility of tampering fromthe network. Keeping the
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zone master file on-line on the network and sinmply cycling it through
an off-line signer does not do this. The on-line version could stil
be tanpered with if the host it resides on is conpronised. For

maxi num security, the master copy of the zone file should be off net
and shoul d not be updated based on an unsecured network nediated
conmuni cati on.

Not e, however, that secure resolvers nmust be configured with sone
trusted on-line public key information (or a secure path to such a
resolver) or they will be unable to authenticate.

Non- zone private keys, such as host or user keys, generally have to
be kept on line to be used for real-tine purposes such as DNS
transaction security, |PSEC session set-up, or secure nail

7.3 Key Ceneration

Careful key generation is a sonetines overl ooked but absolutely
essential elenment in any cryptographically secure system The

strongest algorithnms used with the |ongest keys are still of no use
if an adversary can guess enough to | ower the size of the likely key
space so that it can be exhaustively searched. Suggestions will be

found in RFC 1750.

It is strongly recomended that key generation also occur off-Iine,
perhaps on the machi ne used to sign zones (see Section 7.2).

7.4 Key Lifetines

No key should be used forever. The longer a key is in use, the
greater the probability that it will have been conproni sed through
carel essness, accident, espionage, or cryptanalysis. Furthernore, if
key rollover is a rare event, there is an increased risk that, when
the time does conme up change the key, no one at the site will
remenber how to do it or other problens will have devel oped in the

pr ocedur es.

While key lifetime is a nmatter of |ocal policy, these considerations
suggest that no zone key should have a lifetinme significantly over
four years. A reasonable maxinumlifetinme for zone keys that are
kept off-line and carefully guarded is 13 nonths with the intent that
they be replaced every year. A reasonable maximumlifetinme for end
entity and useer keys that are used for |P-security or the like and
are kept on line is 36 days with the intent that they be repl aced
monthly or nore often. |In sone cases, an entity key lifetine of
somewhat over a day may be reasonabl e.
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7.5 Signature Lifetine

Signature expiration tinmes nust be set far enough in the future that
it is quite certain that new signatures can be generated before the
ol d ones expire. However, setting expiration too far into the future
could, if bad data or signatures were ever generated, nean a |ong
time to flush such badness.

It is reconmended that signature lifetime be a small nultiple of the
TTL but not |less than a reasonable re-signing interval.

7.6 Root

It should be noted that in DNS the root is a zone unto itself. Thus
the root zone key should only be seen signing itself or signing RRs
wi th names one | evel below root, such as .aq, .edu, or .arpa.

| mpl enent ati ons MAY reject as bogus any purported root signature of
records with a nane nore than one | evel below root. The root zone
contains the root KEY RR signed by a SIG RR under the root key
itself.

8. Conf or mance

Level s of server and resol ver conformance are defi ned.
8.1 Server Conformance

Two | evels of server confornance are defined as foll ows:

M ni mal server conpliance is the ability to store and retrieve
(i ncluding zone transfer) SIG KEY, and NXT RRs. Any secondary,
caching, or other server for a secure zone MJST be at | east
mnimally conpliant and even then sone things, such as secure
CNAMEs, will not work wi thout full conpliance.

Ful | server conpliance adds the follow ng to basic conpliance:

(1) ability to read SIG KEY, and NXT RRs in zone files and (2)
ability, given a zone file and private key, to add appropriate SIG
and NXT RRs, possibly via a separate application, (3) proper
automatic inclusion of SIG KEY, and NXT RRs in responses, (4)
suppressi on of CNAVE followi ng on retrieval of the security type
RRs, (5) recognize the CD query header bit and set the AD query
header bit, as appropriate, and (6) proper handling of the two NXT
RRs at del egation points. Primary servers for secure zones MJST
be fully conpliant and for conpletely successful secure operation,
all secondary, caching, and other servers handling the zone SHOULD
be fully conpliant as well.
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8.2 Resol ver Conformance
Two | evels of resolver conpliance are defined:

A basi c conpliance resolver can handle SIG KEY, and NXT RRs when
they are explicitly requested.

A fully conpliant resolver (1) understands KEY, SIG and NXT RRs,
(2) maintains appropriate information in its |ocal caches and

dat abase to indicate which RRs have been authenticated and to what
extent they have been authenticated, (3) perforns additional
gueri es as necessary to attenpt to obtain KEY, SIG or NXT RRs
fromnon-security aware servers, (4) normally sets the CD query
header bit on its queries.

9. Security Considerations

Thi s docunent describes technical details of extensions to the Domain
Nane System (DNS) protocol to provide data integrity and origin

aut hentication, public key distribution, and optional transaction and
request security.

It should be noted that, at npbst, these extensions guarantee the
validity of resource records, including KEY resource records,
retrieved fromthe DNS. They do not magically solve other security
probl ens. For exanple, using secure DNS you can have high confidence
in the | P address you retrieve for a host name; however, this does
not stop soneone for substituting an unauthorized host at that
address or capturing packets sent to that address and fal sely
respondi ng wi th packets apparently fromthat address. Any reasonably
conpl ete security systemw Il require the protection of many

addi tional facets of the Internet.
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Appendi x: Base 64 Encodi ng

The follow ng encodi ng technique is taken from RFC 1521 by N.
Borenstein and N. Freed. It is reproduced here in an edited formfor
conveni ence.

A 65-character subset of US-ASCI| is used, enabling 6 bits to be

represented per printable character. (The extra 65th character, "=",
is used to signify a special processing function.)

The encodi ng process represents 24-bit groups of input bits as output
strings of 4 encoded characters. Proceeding fromleft to right, a
24-bit input group is forned by concatenating 3 8-bit input groups.
These 24 bits are then treated as 4 concatenated 6-bit groups, each
of which is translated into a single digit in the base 64 al phabet.

Each 6-bit group is used as an index into an array of 64 printable
characters. The character referenced by the index is placed in the
out put string.

Table 1: The Base 64 Al phabet

Val ue Encodi ng Value Encoding Value Encoding Value Encoding
0 A 17 R 34 i 51 z
1B 18 S 35 j 52 0
2 C 19 T 36 k 53 1
3D 20 U 37 | 54 2
4 E 21 V 38 m 55 3
5F 22 W 39 n 56 4
6 G 23 X 40 o 57 5
7 H 24 Y 41 p 58 6
8 | 25 Z 42 q 59 7
9 26 a 43 r 60 8

10 K 27 b 44 s 61 9
11 L 28 c 45 t 62 +
12 M 29 d 46 u 63 /
13 N 30 e 47 v
14 O 31 f 48 w (pad) =
15 P 32 g 49 x
16 Q 33 h 50 y

Speci al processing is perfornmed if fewer than 24 bits are avail able
at the end of the data being encoded. A full encoding quantumis

al ways conpleted at the end of a quantity. Wen fewer than 24 input
bits are available in an input group, zero bits are added (on the
right) to forman integral nunmber of 6-bit groups. Padding at the
end of the data is perforned using the =" character. Since all base
64 input is an integral nunmber of octets, only the follow ng cases
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can arise: (1) the final quantum of encoding input is an integra

multiple of 24 bits; here, the final unit of encoded output will be
an integral multiple of 4 characters with no "=" padding, (2) the
final quantum of encoding input is exactly 8 bits; here, the fina
unit of encoded output will be two characters followed by two "="
paddi ng characters, or (3) the final quantum of encoding input is
exactly 16 bits; here, the final unit of encoded output will be three
characters followed by one "=" paddi ng character
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