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Abstract

Thi s docunent presents the proposal for a stronger authentication

nmet hod of the updates of the RIPE database based on digita
signhatures. The proposal tries to be as general as possible as far as
digital signing nethods are concerned, however, it concentrates

mai nly on PGP, as the first nmethod to be inplenented. The proposal
is the result of the discussions within the R PE DBSEC Task Force.

1. Rationale

An increasing need has been identified for a stronger authentication
of the database nmintai ner upon database updates (addition

nmodi fication and del etion of objects). The existing authentication
nmet hods have serious security problens: the MAIL-FROM has the
drawback that a mail header is very easy to forge whereas CRYPT-PWis
exposed to nmessage interception, since the password is sent
unencrypted in the update mail nessage.

The goal was to inplenent a digital signature nmechani sm based on a
wi del y avail abl e and depl oyed technol ogy. The first choice was PGP
other methods nay follow at a later date. PGP is presently quite
widely used within the Internet comunity and is avail able both in
and outside the US.

The current aimis for an inproved authentication nethod and not hi ng

nmore (in particular, this paper does not try to cover authorization
i ssues other than those related to authentication).

Zsako St andards Track [ Page 1]



RFC 2726 PGP Aut hentication for RIPE Database Updat es Decenber 1999

2. Changes to the RIPE database

In order to nmake the database as much self consistent as possible,
the key certificates are stored in the Rl PE database. For efficiency

reasons a local keyring of public keys will al so be maintained,
however, the local keyring will only contain a copy of the key
certificates present in the database. The synchronization of the
dat abase with the local keyring will be nmade as often as possible.
The dat abase objects will be created only via the current e-nai
nmechani sm (aut o-dbm@i pe. net), in particular no public key
certificate will be retrieved froma key server by the database
sof t war e.

The presence of the key certificates in the database will allow the

users of the database to check the "identity" of the mmintainer, in
the sense that they can query the database for the certificate of the
key the database software uses for authenticating the maintainer

This key certificate can then be checked for existing signatures and
can possibly be conpared with the key certificate obtained by other
nmeans for the sane user (e.g. fromthe owner hinself of froma public
key server). Although the key certificates can be stored in the RIPE
dat abase with any nunber of signatures, since the Rl PE database is
not conmunicating directly with the public key servers, it is a good
practice to add the key certificate with the mini mum nunber of

si ghatures possible (preferably with just one signature: the one of
itself). See also section 4. for nore details.

2.1. The key-cert object

A new object type is defined below for the purpose of storing the key
certificates of the maintainers:

key-cert: [mandatory] [single] [primary/ | ook-up key]
nmet hod: [generated] [single] [ ]

owner : [generated] [nultiple] [ ]

fingerpr: [generated] [single] [ ]

certif: [ mandat ory] [ singl e] [ ]

remar ks: [ optional ] [mul tiple] [ ]

notify: [optional ] [mul tiple] [i nverse key]

mmt - by: [mandatory] [nultiple] [i nverse key]
changed: [mandatory] [nmultiple] [ ]

source: [ mandat ory] [ singl e] [ ]

The syntax and the semantics of the different attributes are
descri bed bel ow.
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key-cert: |Is of the form PGPKEY- hhhhhhhh, where hhhhhhhh stands for

for the hex representation of the four bytes ID of the PGP key.
The key certificate detailed in the certif attribute belongs to
the PGP key with the id hhhhhhhh. The reason for havi ng PGPKEY- as
a prefix is to allow for other types of key certificates at a
|ater date, and at the sane tine to be able to clearly
differentiate at query tine between a person query and a key
certificate query. At the tine of the creation/nodification of
the key-cert object, the database software checks whether the key
certificate in the certif attribute indeed belongs to the PGP id
specified here. The creation/nodification is authorized only upon
the match of these two ids.

nmet hod: Line containing the nane of the signing nmethod. This is the

name of the digital signature nmethod. The present certificate
belongs to a key for digitally signing nmessages using the
specified method. The nmethod attribute is generated automatically
by the dat abase software upon creation of the key-cert object.
Any nethod attribute present in the object at the tinme of the
subni ssion for creation is ignored. The nethod has to be
consistent with both the prefix of the id in the key-cert
attribute and with the certificate contained in the certif
attributes. If these latter two (i.e. prefix and certificate) are
not consistent, the key-cert object creation is refused. For the
PGP nmethod this will be the string "PGP" (w thout the quotes).

owner: Line containing a description of the owner of the key. For a

PGP key, the owners are the user ids associated with the key. For
each user id present in the key certificate, an owner attribute is
generated autonatically by the database software upon creation of
the key-cert object. Any owner attribute present in the object at
the tinme of the subm ssion for creation is ignored.

fingerpr: A given nunber of hex encoded bytes, separated for better

Zsako

readability by spaces. It represents the fingerprint of the key
associated with the present certificate. This is also a field
generated upon creation of the object instance. Any fingerpr
attribute subnmitted to the robot is ignored. The reason for
having this attribute (and the owner attribute) is to allow for an
easy check of the key certificate upon a query of the database.
The querier gets the owner and fingerprint information w thout
having to add the certificate to his/her own public keyring.

Al so, since these two attributes are _generated_ by the database
software fromthe certificate, one can trust them (as nuch as one
can trust the database itself).
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certif: Line containing a line of the ASCI| arnoured key
certificate. The certif attribute |lines contain the key
certificate. 1In the case of PGP, they also contain the delimting
lines (BEG N END PGP PUBLI C KEY BLOCK). Oobviously the order of
the Iines is essential, therefore the certif attribute lines are
presented at query tine in the same order as they have been
subnitted at creation. A database client application could
contain a script that strips the certif attribute lines (returned
as a result of a query) fromthe leading "certif:" string and the
foll owing white spaces and inport the remainder in the |ocal
keyri ng.

mt - by: The usual syntax the usual semantics this attribute is
_mandatory_ for this object. Therefore, the existence of a nmtner
object is a prerequisite for the creation of a key-cert object.
The mtner referenced in the mmt-by attribute may not have the
auth attribute set to NONE

remar ks:
notify:,
changed:
source: the usual syntax and semanti cs.

In the case of PGP, when a key-cert object is created, the associated
key is also added to a local keyring of public keys. Wen a key-cert
object is deleted, the corresponding public key is deleted fromthe

| ocal keyring as well. \Wenever a key-cert object is nodified, the
key is deleted fromthe |l ocal keyring and the key associated with the
new certificate is added to the keyring (obviously this is perforned
only when the database update is authorized, in particular if the new
key certificate does belong to the id specified in the attribute
key-cert, see above).

2.2. Changes to the mmtner object

The only change is that there is a new possible value for the auth
attribute. This value is of the form PGPKEY-<id> where <id> is the
hex representation of the four bytes id of the PGP public key used
for authentication.

The semantics of this new value is that the PGP key associated with
the key certificate stored in the key-cert object identified by
PGPKEY-id is used to check the signature of any

creation/ nmodification/del etion nessage sent to auto-dbm@i pe. net

af fecting an object naintained by this mtner.
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Just as with other values, the auth attribute can be nultiple. It
does not nmake nmuch sense to have two auth attributes with different
met hods (e.g. PGPKEY-<id> and NONE :)) ), just as it didn't earlier
ei t her.

If there are several auth nmethods with a PGPKEY-<id> val ue, the
semantics is the already known one, nanely that _either_ signature is
accept ed.

3. The PGP signed creation/nodification/deletion

The whol e nmessage has to be signed. This neans, that the database
software first checks whether the nessage is a PGP signed nessage. |f
it is, it checks for a valid signature and associates this signature
with the objects subnmitted in the nessage. A nessage nay contain only
one PGP signature.

If an object present in a nessage has a mt-by attribute, and the
respective mtner has auth attribute(s) with PGPKEY-<id> val ue, the
dat abase software checks whet her the object has a signature
associated with it (i.e. whether the message being processed had been
si gned) and whether the type of the signature (PGP in this

i npl erent ati on phase) and the id of the key used for signing the
nmessage is the sane as the one in (one of) the auth attribute(s). The
creation/nodification/deletion of the object is perfornmed only if
thi s authentication succeeds.

This approach allows for a sinplification of the nessage parsing
process. A different approach woul d be necessary if one would sign
the _objects_, rather then the update nessages. |In case the objects
woul d be signed, the parser would have to identify which objects were
si gned, check the signature(s) on each object individually and
permt/refuse the update at an object |evel, depending on (anongst

ot hers) whether the signature is valid and whether it belongs to (one
of) the maintainer(s). This approach would allow for mxing in the
same e-mail nessage objects signed by different nmintainers (which
woul d probably not be typical), and it would also allow for storing
the signature in the database (in order to allow for the verification
of the signature at query tinme). This latter (i.e. storing the
sighatures in the database) is beyond the scope of the first phase of
the inplenentation. It may becone a goal at a | ater date.

It is reconmended to check that the mailer program does not make any
transformati ons on the text of the e-nmmil nessage (and possibly
configure it not to do any). Such comopn transformations are |ine-
wrappi ng after a given nunber of characters, transform ng of tabs in
spaces, etc. Al so check that you only use ASCI| characters in the
nessage.
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4. Requirenents the PGP key certificates nust neet

There is no linmtation inposed with respect to the version of the PGP
software that is/was used for the creation of the key. Key of both
version 2.x and 5.0 are supported, although the keys generated with
version 5.0 are recomended.

The key certificates subnitted for creating a key-cert object nust
contain a signature of the key itself. Although the certificate may
contain other signatures as well, it is recommended to create the
key-cert object with as few signhatures as possible in the
certificate. Anyone concerned about the trustful ness of the key
should retrieve a copy of the key certificate froma public key
server (or by any other appropriate nmeans and check the signatures
present in _that_ certificate. If such a check is performed one
shoul d take care to check both the key fingerprint and the key type
and length in order to make sure the two certificates (the one
retrieved fromthe R PE database and the one retrieved fromthe
public key server or collected by other neans) belong to the sane
key.

Al'though it is highly unlikely, it may happen that a key-cert with
the id identical to the id of the key of a nmintainer already exists
in the RIPE database. In case this latter key had been used for a
while and it had been registered at public key servers for sone tine,
t he gi ven person should contact the RIPE NCC and report this to

ri pe-dbm@i pe. net. Anyway, he/she may have to create a new key and
register _its_ certificate into the R PE database. Such a procedure,
al t hough highly unlikely to happen, should not create serious
problens to the respective naintainer.

5. Short overview of the tasks to be performed in order to use PGP
aut hentication

You must have a nmmtner object in the Rl PE database with auth: other
than NONE. The mmtner object has to be created in the traditional
way.

You nust get a certificate of your own key and prepare a key-cert
object fromit. The object has to reference in mt-by the mtner
ment i oned above.

Create the key-cert object in the R PE database, by sending the

obj ect prepared above to auto-dbm@i pe. net. Qobviously you nust pass
t he authentication checks required by the mtner object (i.e. nmai
froma predefined address or send the correct password).
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Change the mmt ner object to have the auth: attribute val ue of
PGPKEY-<i d>, where <id> is the hex id of your PGP key.

Check all objects maintained by the given mtner (preferably with the
command This is the only way to benefit fromthe stronger

aut hentication nmethod in order to assign nore trustfulness to the

dat abase. Renenber that you are the only person who can check for and
correct possible inconsistencies.

From now on al ways sign the (whole) update nessages that refer to

obj ects mmi ntai ned by you, with the key you subnmitted to the RIPE
dat abase.
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6. Exanpl e of objects using the new feature

mt ner: AS3244- MNT

descr: BankNet, Budapest HU

descr: Eastern European Internet Provider via own VSAT networKk
admi n-c: JZ38

tech-c: JZ38

tech-c: | R2- Rl PE

upd-to: ncc@anknet . net

mt - nfy: ncc@anknet . net

aut h: PGPKEY- 23F5CE35

remar ks: This is the mmintainer of all BankNet rel ated objects
notify: ncc@anknet . net

mmt - by: AS3244- WMNT

changed: zsako@anknet . net 19980525

sour ce: Rl PE

key-cert: PGPKEY-23F5CE35
met hod: PGP

owner : Janos Zsako <zsako@anknet. net >
fingerpr: B5 DO 96 DO DO D3 2B B2 B8 C2 5D 22 D4 F5 78 92
certif: ----- BEA N PGP PUBLI C KEY BLOCK- - - - -

Version: 2.6.2i

+

NTCNAz CgKdl AAAEEAPMSQ BNFFUTSO0duoUi gnPHTO5dxr | 76r r OGax +OUSt zGav x
cnmRi Cl nNt i keKj I I MD7Fi CHLI8PWIZi vpwhzuGeeM mr8ZnNn4z3bb6ELRyi ZOvs
4nf xVI h+kKKD9Jj Bf y8DnuMs5sTOj WAFEt / PYogJi nFdndzywXHz GHE] 9c41AAUR
t BOKYWbvcyBac2Fr by ABenNna29AYnFua25] dCouzZXQ+i QCVAWUQM kx 2 XHz GHE;]
9c41AQEuagP/ dCl BJP+R16Y70yH75kr aRz XY5r nsHMTOJknr ¢/ i hEEvi RYdMV7X1
osP4pnDUBt NG 0OF G ok 7KDTCny gl h7/ me+PKr DI j 0YkKAVUNBX3gBt pSkhEnkLqf
xbhYwDn4DV3zF7f 5AMs bDOUCBDyf +vpkMzgd1Pbr 439i Xdgwgwt a50gJ AHUDBRAY
OSsr A413La462EEBAdI uAv4+CaolwgBGr+gl mlczl b1M2cAM/Ussx6y+oL1d+HgN
PRhx4upLVg8EqmMLw4aBYpOxdZKkxuml r | vr SxXUYv4ANBnbwQaa0/ NmBou44j qeN+y2
XWXAEVA9BCUt T+YJ9i MzZl E=

=w3xL

----- END PGP PUBLI C KEY BLOCK- - - - -

remarks: This is an exanple of PGP key certificate

mt - by:  AS3244- MNT
changed: zsako@anknet.net 19980525
source: RIPE
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7. Security Considerations

Thi s docunent addresses authentication of transactions for naking
addi tions, deletions, and updates to the routing policy information
t hrough strong cryptographic means. The authorization of these
transactions are addressed in [1].
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11.

Not i ces
PGP is a commercial software

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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12.

Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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