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A Large Corporate User’s View of |Png
Status of this Meno

This meno provides information for the Internet community. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abstract

Thi s docunent was subrmitted to the IETF IPng area in response to RFC
1550. Publication of this docunent does not inply acceptance by the
| Png area of any ideas expressed within. Conments shoul d be
submitted to the big-internet @unnari.oz.au mailing list.

Di scl ai rer and Acknow edgnent s

Much of this draft has been adapted fromthe article "A User’'s View
of 1 Png" by Eric Fleischman which was published in the Septenber 1993
edition of ConneXi ons Magazi ne (Volune 7, Nunmber 9, pages 36 - 40).
The original ConneXions article represented an official position of
The Boei ng Conpany on IPng issues. This nenp is an expansi on of that
original treatnent. This version also represents a Boeing corporate
opi ni on which we hope will be helpful to the on-going |IPng

di scussions. An assunption of this paper is that other Fortune 100
conpani es whi ch have non-conputing-rel ated products and services wl|
tend to have a viewpoint about IPng which is simlar to the one
presented by this paper.

Executi ve Sunmary

Key points:

1) Large corporate users generally view IPng with disfavor.

2) Industry and the | ETF community have very different val ues
and vi ewpoints which | ead to orthogonal assessnents concerning
the desirability of deploying |IPng.

3) This paper provides insight into the m ndset of a |arge
corporate user concerning the relevant issues surroundi ng an

| Png depl oynent. The bottomline is that a new depl oynent of
| Png runs counter to several business drivers. A key point to
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highlight is that end users actually buy applications -- not
net wor ki ng t echnol ogi es.

4) There are really only two conpelling reasons for a |arge end
user to deploy IPng:

A) The existence of nust-have products which are tightly coupled

with | Png.

B) Receipt of a cormand to deploy IPng from senior nanagenent.
The forner woul d probably be a function of significant
technol ogi cal advances. The latter probably would be a
function of a convergence of IPng with International
St andards (Osl).

5) Five end user requirenents for |IPng are presented:

A) The | Png approach nust permt pieceneal transitions.

B) The |1 Png approach must not hinder technol ogi cal advances.

C) The I Png approach is expected to foster synergy with
International Standards (OSI).

D) The | Png approach should have "Plug and Pl ay" networking
capabilities.

E) The 1 Png approach nust have network security characteristics
which are better than existing | Pv4d protocols.

| nt roducti on

The goal of this paper is to exam ne the inplications of IPng from
the point of view of Fortune 100 corporations which have heavily
invested in TCP/IP technology in order to achieve their (non-conputer
rel at ed) busi ness goals.

It is our perspective that End Users currently view IPng with
disfavor. This note seeks to explain sonme of the reasons why an end
user’'s viewpoint may differ significantly froma "traditional |ETF"
perspective. It addresses some of the reasons which cause IPng to be
vi ewed by end users as a "threat" rather than as an "opportunity".

It enunmerates sonme existing End User dissatisfactions with |Pv4
(i.e., current TCP/IP network layer). These dissatisfactions may
perhaps be eventually exploited to "sell" IPng to users. Finally, it
identifies the nost conpelling reasons for end users to deploy |Png.
In any case, the | ETF conmunity should be warned that their own
enthusiasmfor IPng is generally not shared by end users and that
convi ncing end users to deploy IPng technol ogi es may be very
difficult -- assunming it can be done at all.
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The Internet and TCP/I P Protocols are not |dentical

The I nternet Engi neering Task Force (I ETF) community cl osely
associates TCP/IP protocols with the Internet. In many cases it is
difficult to discern fromthe | ETF perspective where the worl d-w de
Internet infrastructure ends and the services of the TCP/IP Protocol
Suite begin -- they are not always distinguishable from each other.
Hi storically they both stemfromthe sanme roots: DARPA was the
creator of TCP/IP and of the senminal "lInternet". The services

provi ded by the Internet have been generally realized by the "TCP/IP
protocol family". The Internet has, in turn, becone a primry
vehicle for the definition, devel opnent, and transni ssion of the
various TCP/IP protocols in their various stages of maturity. Thus,
the | ETF community has a mindset which assunes that there is a strong
synbi otic relationship between the two.

End users do not share this assunption -- despite the fact that nany
end users have wi dely deployed TCP/IP protocols and extensively use
the Internet. It is inportant for the |IETF community to realize,

however, that TCP/IP protocols and the Internet are generally viewed
to be two quite dissimlar things by the large end user. That is,
while the Internet may be a partial selling point for sone TCP/IP
purchases, it is rarely even a primary notivation for the majority of
purchases. Many end users, in fact, have sizable TCP/IP depl oynents

with no Internet connectivity at all. Thus, many end users view the
rel ati onship between the Internet and TCP/IP protocols to be tenuous
at best.

More inportantly, many corporations have made substantial investnents
in (non-Internet) external conmunications infrastructures. A variety
of reasons account for this including the fact that until recently
the Internet was excluded fromthe bilateral agreenents and
international tariffs necessary for international comrerce. In any
case, end users today are not (in the general case) dependent upon
the Internet to support their business processes. [Note: the

previ ous sentence does not deny that many Fortune 100 enpl oyees (such
as the author) are directly dependent upon the Internet to fulfill
their job responsibilities: The Internet has becone an inval uable
tool for nany corporations’ "research and education" activities.
However, it is rarely used today for activities which directly affect
the corporations’ financial "bottomline": comerce.] By contrast,
large End Users with extensive internal TCP/IP depl oynments nay
perhaps view TCP/IP technology to be critically inportant to their
corporation’ s core business processes.
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Security I|slands

Anot her core philosophical difference between |arge end users and the
| ETF is concerning the inportance of Security Islands (i.e.,
firewalls). The prevalent |ETF perspective is that Security Islands
are "A Bad Thing". The basic |ETF assunption is that the
applications they are designing are universally needed and that
Security Islands provide undesirable filters for that usage. That

is, the |ETF generally has a world view which presupposes that data
access shoul d be unrestricted and wi dely avail abl e.

By contrast, corporations generally regard data as being a
"sensitive" corporate asset: |If conprom sed the very viability of
the corporation itself may in sone cases be at risk. Corporations
t heref ore presuppose that data exchange shoul d be restricted.

Large end users also tend to believe that their enpl oyees have
differing data access needs: Factory workers have different
computi ng needs than accountants who have di fferent needs than
aeronautical engineers who have different needs than research
scientists. A corporation’ s networking departnent(s) seeks to ensure
that each class of enployee actually receives the type of services
they require. A security island is one of the nechani snms by which
the appropriate service |evels may be provided to the appropriate

cl ass of enployee, particularly in regards to external access
capabilities.

More inportantly, there are differing classes of conputer resources
within a corporation. A certain percentage of these resources are
absolutely critical to the continuing viability of that corporation.
These systens shoul d never (ever) be accessible fromoutside of the
conmpany. These "corporate jewels" nust be protected by viable
security mechanisnms. Security islands are one very inportant
conmponent within a much larger total security solution

For these reasons we concur with the observation nade by Yakov
Rekhter (of 1BM and Bob Mdskowitz (of Chrysler) in their joint
el ectronic mail nessage of January 28, 1994. They wote:

"Hosts within sites that use IP can be partitioned into three
cat egori es:

- hosts that do not require |Internet access.

- hosts that need access to a limted set of Internet
services (e.g., Email, FTP, netnews, renote |ogin) which can
be handl ed by application |ayer relays.

- hosts that need unlimted access (provided via IP
connectivity) to the Internet."
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The exact nechani sm by which a corporation will satisfy the differing
needs of these three classes of devices nust be independently

determ ned by that corporation based upon a nunber of interna
factors. Each independent solution will determ ne how that
corporation defines their own version of "security island"

Thus, if end users use the Internet at all, they will generally do so
through a "security island" of their own devising. The existence of
the security island is yet another elenment to (physically and
enotionally) decouple the End User fromthe Internet. That is, while
the end user may use the Internet, their networks (in the genera
case) are neither directly attached to it nor are their core business
processes today critically dependent upon it.

Networking froma Large End User’'s Perspective

The followi ng five key characteristics describe Boeing' s environnment
and are probably generally representative of other large TCP/IP

depl oynments. The author believes that an understandi ng of these
characteristics is very inportant for obtaining insight into how the
| arge end user is likely to view | Png.

1) Host Ratio

Many corporations explicitly try to limt the nunber of their
TCP/ I P hosts that are directly accessible fromthe Internet. This
is done for a variety of reasons (e.g., security). Wi le the
rati o of those hosts that have direct Internet access capabilities
to those hosts without such capabilities will vary from conpany to
conmpany, ratios ranging from1:1000 to 1:10,000 (or nore) are not
uncommon. The inplication of this point is that the state of the
worl d-wi de (I Pv4) Internet address space only directly inpacts a
tiny percentage of the currently deployed TCP/IP hosts within a

| arge corporation. This is true even if the entire population is
currently using Internet-assigned addresses.

2) Router-to-Host Ratio

Most corporations have significantly nore TCP/IP hosts than they
have I P routers. Ratios ranging between 100:1 to 600:1 (or nore)
are common. The inplication of this point is that a transition
approach which solely demands changes to routers is generally nuch
| ess disruptive to a corporation than an approach whi ch demands
changes to both routers and hosts.
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3)

4)

Busi ness Fact or

Large corporations exist to fulfill sone business purpose such as
the construction of airplanes, baseball bats, cars, or sone other
product or service offering. Conputing is an essential tool to
hel p aut omat e busi ness processes in order to nore efficiently
acconplish the business goals of the corporation. Automation is
acconplished via applications. Data comrunications, operating
systens, and conputer hardware are the tools used by applications
to acconplish their goals. Thus, users actually buy applications
and not networking technol ogies. The central |esson of this point
is that IPng will be depl oyed according to the applications which
use it and not because it is a better technol ogy.

I ntegration Factor

Large corporations currently support many diverse conmputing
environments. This diversity linits the effectiveness of a
corporation’ s conputing assets by hindering data shari ng,
application interoperability, "application portability", and
software re-usability. The net effect is stunted application life
cycl es and increased support costs. Data conmunications is but
one of the domains which contribute towards this diversity. For
exanpl e, The Boei ng Conpany currently has depl oyed at | east
sixteen different protocol famlies within its networks (e.g.,
TCP/ 1 P, SNA, DECnet, OSI, |PX/ SPX, AppleTalk, XNS, etc.). Each
di stinct Protocol Fam |y population potentially inplies unique
training, administrative, support, and infrastructure

requi rements. Consequently, corporate goals often exist to
elimnate or nerge diverse Data Conmuni cati ons Protocol Famly
depl oynents in order to reduce network support costs and to

i ncrease the nunber of devices which can comuni cate together
(i.e., foster interoperability). This results in a basic
abhorrence to the possibility of introducing "Yet Another
Protocol" (YAP). Consequently, an IPng solution which introduces
an entirely new set of protocols will be negatively viewed sinply
because its by-products are nore roadbl ocks to interoperability
coupled with nore work, expense, and risk to support the end
users’ conputing resources and busi ness goals. Having said this,
it should be observed that this abhorrence may be partially
overcome by "extenuating circunstances” such as applications using
| Png which neet critical end-user requirenents or by broad
(international) commercial support.
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5)

Inertia Factor

There is a natural tendency to continue to use the current IP
protocol (IPv4) regardless of the state of the Internet’s |Pv4
address space. Motivations supporting inertia include the
following: existing application dependencies (including
Application Programm ng Interface (APlI) dependencies); opposition
to additional protocol conplexity; budgetary constraints limting
addi ti onal hardware/ software expenses; additional address
managenent and nam ng service costs; transition costs; support
costs; training costs; etc. As the nunber of Boeing s depl oyed
TCP/ | P hosts continues to grow towards the 100,000 mark, the
inertial power of this popul ati on becomes increasingly strong.
However, inertia even exists with smaller popul ations sinply
because the cost to convert or upgrade the systens are not
warranted. Consequently, pockets of older "legacy systent
technol ogi es often exist in specific environnents (e.g., we still
have pockets of the archaic BSC protocol). The significance of
this point is that unless there are significant business benefits

to justify an | Png depl oynment, economcs will oppose such a

depl oynent. Thus, even if the forthcoming | Png protocol proves to
be "the ultimte and perfect protocol"”, it is unrealistic to

i mgi ne that the entire I Pv4 population will ever transition to

I Png. This means that should we deploy I Png within our network,
there will be an ongoing requirenment for our internal |Png

depl oynent to be able to conmunicate with our internal |Pv4
community. This requirenent is unlikely to go away with tine.

Addr ess Depl etion Doesn’t Resonate Wth Users

Thus, the central, bottomline question concerning |IPng fromthe
| arge corporate user perspective is: Wat are the benefits which
will justify the expense of deploying |IPng?

At

this tinme we can conceive of only four possible causes which may

notivate us to consider deploying |IPng:

Possi bl e Cause: Possi bl e Cor porate Response:

1) Many Renote (external) Peers Gat eway external systens only.
sol ely use |Png.

2) Internet requires |IPng usage. Gat eway external systens only.

3) "Must have" products are tightly Upgrade internal corporate
coupled with IPng (e.g., "flows" network to support |Png where
for real-tinme applications). that functionality is needed.
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4) Seni or managenent directs |Png Respond appropriately.
usage.

It should explicitly be noted that the reasons which are conmpelling
the Internet Community to create IPng (i.e., the scalability of |Pv4
over the Internet) are not thensel ves adequate notivations for users
to deploy IPng within their own private networks. That is, should

| Png usage becone nmandated as a prerequisite for Internet usage, a
probabl e response to this mandate woul d be to convert our few hosts
with external access capabilities to becone |Png-to-IPv4
application-layer gateways. This would | eave the renai nder of our
vast internal TCP/IP depl oynent unchanged. Consequently, given
gateways for external access, there may be little notivation for a
conmpany’s internal network to support |Png.

User’s I Pv4 "ltches" Needing Scratching

The end user’s "loyalty" to I Pv4d should not be interpreted to nean
that everything is necessarily "perfect"” with existing TCP/IP

depl oynments and that there are therefore no "itches" which an

i nproved | Pv4 network layer -- or an IPng -- can’t "scratch". The
purpose of this section is to address sone of the issues which are
very troubling to many end users:

A) Security. TCP/IP protocols are commonly depl oyed upon broadcast
media (e.g., Ethernet Version 2). However, TCP/IP nmechanisns to
encrypt passwords or data which traverse this nmedia are
i nadequate. This is a very serious matter which needs to be
expeditiously resolved. An integrated and effective TCP/IP
security architecture needs to be defined and becone wi dely
i npl enented across all venders’ TCP/IP products.

B) User Address Space privacy. Current |Pv4 network addressing
policies require that end users go to external entities to obtain
| P network nunbers for use in their own internal networks. These
external entities have the hubris to deterni ne whether these

network requests are "valid" or not. It is our belief that a
corporation’s internal addressing policies are their own private
affair -- except in the specific instances in which they my

affect others. Consequently, a real need exists for two cl asses
of 1 Pv4 network nunbers: those which are (theoretically) visible
to the Internet today (and thus are subject to external

requi renments) and those which will never be connected to the
Internet (and thus are strictly private). W believe that the
concept of "local addresses" is a viable conprom se between the
justifiable need of the Internet to steward scarce gl oba
resources and the corporate need for privacy. "Local addresses"
by definition are non-globally-uni que addresses whi ch shoul d
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@)

D)

E)

F)

never be routed (or seen) by the Internet infrastructure.

We believe that 16 contiguous Cass B "local addresses" need to

i medi ately be made avail able for internal corporate usage. Such
an availability nay al so reduce the | ong-term denand for new | Pv4
networ k nunbers (see RFC 1597).

Sel f-Defining Networks. Large End Users have a pressing need for
pl ug- and-play TCP/ | P networ ks which auto-configure, auto-address,
and auto-register. End users have repeatedly denonstrated our
inability to make the current manual nethods work (i.e., heavy
penalties for human error). W believe that the existing DHCP
technol ogy is a good beginning in this direction.

APl s and network integration. End users have depl oyed many
differing conplex protocol famlies. W need tools by which

t hese diverse depl oynents nay becone integrated together along
with viable transition tools to nigrate proprietary

alternatives to TCP/IP-based solutions. W also desire products
to use "open" multi-vendor, multi-platform exposed Application
Progranmmi ng Interfaces (APIs) which are supported across several
data communi cations protocol "families" to aid in this
integration effort.

International Commerce. ENnd users are generally unsure as to
what extent TCP/IP can be universally used for international
comerce today and whether this is a cost-effective and "safe"
option to satisfy our business requirenents.

Technol ogi cal Advances. W have ongoi ng application needs which
demand a continual "pushing" of the existing technol ogy. Anmong
these needs are viable (e.g., integratable into our current
infrastructures) solutions to the follow ng: nobile hosts,

mul tinedia applications, real-tinme applications, very

hi gh- bandwi dt h appli cations, inproved very |ow bandwi dth (e.g.
radi o based) applications, standard-TCP/IP-based transaction
processing applications (e.g., multi-vendor distributed

dat abases) .

Only Two Motivations For Users To Depl oy | Png

Despite this list of IPv4d problem areas, we suspect that there are
only two causes which nmay notivate users to wi dely deploy |Png:

(1) If IPng products add critical functionality which IPv4 can’'t
provide (e.g., real tinme applications, nultinedia applications,
genui ne (scal abl e) plug-and-play networking, etc.), users would be
notivated to deploy |IPng where that functionality is needed.
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A

B)

However, these depl oynents nust conbat the "lIntegration Factor"
and the "lInertia Factor" forces which have previously been
described. This inplies that there nust be a significant business
gain to justify such a deploynent. Wile it is inpossible to
predi ct exactly how this conflict would "play out", it is
reasonabl e to assune that |Png would probably be depl oyed
according to an "as needed only" policy. Optinmally, specific
steps woul d be taken to protect the remai nder of the network from
the inpact of these |ocalized changes. O course, should IPng
become bundled with "killer applications” (i.e., applications
which are extrenely inportant to significantly nany key business
processes) then all bets are off: [IPng will beconme widely

depl oyed. However, it also should be recognized that virtually
all (initial) IPng applications, unless they happen to be "killer
applications", will have to overcone significant hurdles to be
depl oyed sinply because they represent risk and substantially

i ncreased depl oynment and support costs for the end user

(2) Should IPng foster a convergence between |nternet Standards
and International Standards (i.e., OSlI), this convergence could
change IPng’s destiny. That is, the networks of many |arge
corporations are currently being driven by sets of strong, but
contradi ctory, requirenents: one set denmandi ng conpliance with
Internet Standards (i.e., TCP/IP) and anot her set demandi ng
conmpliance with International Standards. This paper assunes that
the reader is already fanmiliar with the many reasons why end users
seek to deploy and use Internet Standards. The following is a
partial list as to why End Users may be notivated to use
International Standards (i.e., OSlI) as well:

Worl d-wi de commerce is regulated by governments in accordance
with their treaties and | egal agreenents. World-w de

tel ecomuni cations are regulated by the 1 TU (a United Nations
chartered/ authori zed organi zation). International Standards
(i.e., OSlI) are the only governnent-sancti oned nmet hod for
commerci al data conmuni cations. Aspects of this picture are
currently in the process of changing.

The currently proprietary aeronautical world-w de air-to-ground
and ground-to-ground conmmuni cations are being replaced by an
OSI - based (CLNP) Aeronautical Tel ecommuni cations Network (ATN)
internet which is being built in a nunber of different nationa
and international foruns including:

* International G vil Aviation O ganization (ICAO
* International Air Transport Association (IATA)
* Airlines Electronic Engineering Conmttee (AEEC)
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@)

D)

E)

F)

9

"Civil Aviation Authorities, airlines, and private aircraft wll
use the ATN to convey two maj or categories of data traffic anmong
their computers: Air Traffic Services Communications (ATSC) and
Aeronautical Industry Services Conmunication (AISC)." [Note: The
data communi cations of airline passengers are not addressed by
the directive.]

A corporation’s custonmers nay have data comuni cati ons

requi rements which are | evied upon them by the governnments in
whi ch they operate which they, in turn, nust support in their
own products in order to fulfill their customers’ needs. For
exanpl e, Boeing is influenced by existing:

* Comput er Aided Logistics Support (CALS; i.e., these are GOSI P
(CSl)-based) requirenents for US Departnment of Defense
contractors.

* Airline requirenents emanating fromA and B above.

The end user perception that once we have depl oyed

International Standards we will not subsequently be conpelled to
m grate by external factors to another technol ogy. Thus, we
woul d have a "safe" foundation to concentrate upon our rea
computi ng i ssues such as increased customer satisfaction

busi ness process flowtinme inprovenents, |egacy system
noder ni zati on, and cost avoi dance.

The proposals of entities desiring to obtain contracts with
CGovernnents are eval uated on nany subjective and objective
bases. One of the subjective issues may well be the
"responsibility" and "dependability" of the bidder conpany

i ncludi ng such intangibles as its corporate |ike-m ndedness.

For this reason, as long as the Governnent has OSI as their

of ficial standard, the bidder may have a subjective advantage if
its corporate policy also includes a simlar standard,
particularly if data conmunications services are being
negoti at ed.

The perception that the need for IPng may inply that IPv4 is
unfit to be a strategic end user alternative. Al so, IPng is not
a viabl e deploynment option at this tine.

Doubts concerning |IPv4 scalability (e.g., toasternet: an
algorithm c change in which currently "dunb devi ces" becone
intelligent and suddenly require Internet connectivity).

It currently appears that many of these "OSI notivations" are
undergoi ng change at this tine. This possibility nust be tracked
with interest. However, a key point of this section is that a
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corporation nust base its data communi cati ons deci si ons upon busi ness
requirements. That is, corporations exist to sell products and
services, not to play "networking ganes".

Thus, if a means could be found to achi eve greater synergy
(integration/ adoption) between Internet Standards and International
St andards then corporate nanagenent nmay be inclined to nandate

i nternal depl oynment of the nerged standards and prompte their
external use. Optimally, such a synergy should offer the pronise of
reduci ng currently depl oyed protocol diversity (i.e., supports the
"Integration Factor" force). Depending on the specific nethod by
whi ch this convergence is achieved, it may also partially offset the
previously nentioned "Inertia Factor" force, especially if |IPng
proves to be a protocol which has already been depl oyed.

User - based | Png Requirenents

From t he above one can see that a nandate to use |IPng to comrunicate
over the Internet does not correspondingly inply the need for |arge
corporate networks to generally support IPng within their networks.
Thus, while the IPv4 scalability lintations are a conpelling reason
to identify a specific | Pv4d replacenent protocol for the Internet,
other factors are at work within private corporate netwrks. These
factors inply that large TCP/IP end users will have a continuing need
to purchase | Pv4 products even after |Png products have becone
general |y avail abl e.

However, since the | ETF community is actively engaged in identifying
an IPng solution, it is desirable that the solution satisfy as many
end user needs as possible. For this reason, we would like to
suggest that the followi ng are inportant "user requirenents" for any
| Png sol ution:

1) The IPng approach nmust pernit users to slowy transition to |Png
in a pieceneal fashion. Even if IPng becones wi dely depl oyed,
it is unrealistic to expect that users will ever transition al
of the extensive IPv4 installed base to IPng. Consequently, the
approach nmust indefinitely support corporate-interna
conmuni cati on between | Png hosts and | Pv4 hosts regardl ess of
the requirenents of the world-w de Internet.

2) The I Png approach nust not hinder technol ogi cal advances from
bei ng i npl enent ed.

3) The IPng approach is expected to eventually foster greater
synergy (integration/adoption) between Internet Standards and
International Standards (i.e., OSI). [Note: This may be
acconplished in a variety of ways including having the |nternet
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St andar ds adopted as International Standards or else having the
I nternati onal Standards adopted as Internet Standards.]

4) The |1 Png approach should have "sel f-defining network" (i.e.
"plug & play") capabilities. That is, large installations
require device portability in which one may readily nove devices
wi thin one’'s corporate network and have them autoconfi gure,
aut oaddress, autoregister, etc. wthout explicit human
adm ni strative overhead at the new | ocation -- assum ng that the
security criteria of the new | ocati on have been net.

5) The approach nmust have network security characteristics which are
better than existing | Pv4 protocols.

Concl usi on

In summary, the key factor which will determ ne whether -- and to
what extent -- IPng will be deployed by |arge end users i s whether
I|Png will beconme an essential elenent for the construction of
applications which are critically needed by our businesses. |If |IPng
is bundled with applications which satisfy critical business needs,
it wll be deployed. |If it isn't, it is of little relevance to the

| arge end user. Regardless of what happens to IPng, the |arge nass
of IPv4 devices will ensure that IPv4 will remain an inportant
protocol for the foreseeable future and that continued devel opnent of
| Pv4 products is advisable.

Security Considerations

Security issues discussed throughout this neno.
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