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1. Abstract

The European research and devel opnment comunity, as represented by

t he nenber research networks of RARE, has |ead the depl oyment within
the global R&D community of X 400 el ectronic nessagi ng services, as
specified in the international reconmendati ons CCl TT X. 400(1984), for
nore than five years. As a result of providing such services to the
Eur opean R&D users it has become clear that there is an existing and
ever increasing demand fromthese users for new and enhanced

el ectroni ¢ nmessagi ng services and product to be used to comruni cate
within the R&D comunity but within conmercial service providers and
organi sations as well.

It is also clear that new services, such as Miltinedia nessagi ng and
Secure nmessagi ng, and the resulting products pronise dramatic
benefits and opportunities, for not only the R& community but also
for the wider comercial, industrial and public conmunities, in terns
of facilitating innovative ways of working and |iving which can only
enhance the nissions and goals of the respective comunities. Not

| east the establishnment of globally pervasive nessagi ng services
between all users, R&D and commercial, is facilitated by the early
adoption of such advanced new services. An indication of the

i nportance of such a nessagi ng service can be appreciated if one
considers that in nany organi zations (especially comercially based)
nmessagi ng nay be the only nmethod to conmuni cate between i ndependent
organi zations due to security considerations and | ower |ayer network
di fferences.

The Conmm ssi on of European Communities (CEC) VALUE subprogram Il has

been established to support initiatives relating to the devel opnent
and adaptation of R&D networks in nmenber states. Anobngst other
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initiatives the VALUE program supports X 400 initiatives in certain
countries. VALUE support has so far been limted to X 400(1984)
initiatives, as X 400(1984) has up until now been the dom nating OSI
servi ces. However as X. 400(1988) inplenmentations have started to
appear a VALUE funded study of the X 400(1988) aspects of nessagi ng

and their inpact on the R& comunity was felt necessary. This report

is one of the results of that study.

The report docunents the results of a task force on X 400(1988)
depl oyment of the RARE Mails and Messagi ng Work Group during the
period from Novenber 1992 until October 1993. Open reviews of the
report have occurred in the RARE Mail and Messagi ng Wirk G oup and
within the | ETF X 4000ps Worki ng G oup.

The scope of the report is linmted to deploynment of X 400(1988)

services, and as such the report does not contain any recomrendati ons
on devel opnent and depl oynent of Internet RFC 822 / M ME/ PEMrel ated

(pilot) services. However, since the report shows that both
X.400(1988) and RFC 822 / MME / PEMw || be devel oped and used
within the European R&D conmunity, such a pilot should al so
considered. Note: RFC 822 is also known as Internet STD 11.

Circulation of this report is unlinted. Corments on this report may
be sent to the e-mail distribution |ist:

RFC 822: wg-nsg@ ar e. nl
X. 400: S=wg- nmeg; O=r ar e; P=sur f; A=400net ; C=nl ;
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2.  Managenent Sumrary

Thi s docunent reports the results of study of the X 400(1988) aspects
of nmessaging and their inpact on the R& comrunity. The study was
funded by the CEC under VALUE Subprogram Il and has been carried out
by a task force on the RARE Mail Wbrking Group. The docunent is
targeted at technical decision nmakers as well as those who would fund
activity in this area.

The docunent presents the existing situation as regards the

predom nat e nmessagi ng technol ogi es within Europe. These are presented
within the context of a nunber of |arge nessagi ng communities that
are using these technol ogi es:

RFC 822,

X. 400(1984),

- Mail-11 and

- PC LAN nessagi ng
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Three maj or European comunities are referenced:

- Commercial service providers
- R&D communi ty
- Commerci al organisations using nessagi ng services.

The report states the follow ng facts:

- The resources, human or financial, to operate nultiple w de
area nessagi ng servi ces connecting together independent
organi sations are high. As such it is desirable to try and
keep to a mininumthe nunber of such services. This statenent
is true for the R&D comunity but is also highly likely to be
valid for the general European industry.

- There are two publicly avail abl e technol ogi cal standards
that can be used by open comunities, such as the R&D
communi ty and public service providers: the X 400(1984 and
1988) recommendations and the Internet RFC 822 / M ME /| PEM
st andar ds.

- There is an established very |arge gl obal user base of
Internet RFC 822 and X. 400(1984) nessagi ng services. Both
servi ces have their own nonentumwithin different parts of
the user comunity, both are still devel opi ng and grow ng
fast.

The report concludes that X 400(1988) will be the preferred protoco
for inter organizational connection for European industry and
government and parts of the European R& community. RFC 822 / M ME /
PEMw || be the preferred protocol suite for inter-organisational
connection for the Internet comunity and, as products are already
widely available, it is the preferred protocol for parts of the

Eur opean R&D conmunity.

The goal of European pervasive nmessaging - incorporating |Industry,
CGovernnent and Academi a - woul d be best acconmpbdat ed and reached by
the establishnent of a single nessaging service. However taking the
above into account, this is not feasible, as X 400(84 and 88) and RFC
822( and M ME) based services will be around for a long time to cone.
To increase the functionality of Wde Area E-mail services there is a
cl ear necessity to:

- migrate RFC 822 services to a RFC 822 / MM / PEM servi ce.
A M ME based service offers nore functionality to the user
than a plain RFC 822 service.

- mgrate existing X 400 services to a X 400(1988) service.

RARE WG MBG Task Force 88 [ Page 4]



RFC 1616 X. 400(88) for European Academ cs and Research May 1994

Due to the lack of scalability of the X 400(1984) service in
terms of extra functionality, it will become increasingly
difficult to neet the needs of research users of existing
X.400(1984) services unless an X 400(1988) service is put
into pl ace.

- provide a transparent gateway between X 400(1988) and RFC
822/ M ME/ PEM For the European R&D conmunity it is essential
to have a transparent gateway between the X 400(1988) service
and the RFC 822 / M ME / PEM service, thus ensuring
connectivity between these two services with a maxi mum
functionality.

Such a gateway is technically feasible and it is an essential part of
an unified E-mail service. Wthout such a standardi sed gateway the
overall E-mmil service would deteriorate.

The lack of open standards for the PC LAN nmessagi ng systens

di scourages their use as 'backbone’ nessagi ng technol ogies within
open communities. However the products that these systens deliver to
end users ensures that their already |arge share of the nessaging

mar ket will continue to exist for sone tinme. Thus it is also
essential that strategies that allow these systens to be 'seanl essly’
integrated within the global nessaging community are put in place.
Not | east due to the indications that the main messagi ng vendors are
devel opi ng X. 400(1988) and RFC 822/ M ME gat eways, a strategy to link
these systens together via X 400 and RFC 822 shoul d be devel oped.

The report concludes with a set of reconmendati ons, the nain one
bei ng the establishment of a X 400(1988) European pilot nessagi ng
service for the R& conmunity. This pilot should include the

establi shnment of a transparent gateway service between X 400(1988)
and RFC 822/ M ME. The goal of a European pilot is to ensure the
successful deploynment of a European w de operational X 400(1988)
service that is pervasive and neets the needs of users. By collecting
together the issues related to the establishnent of a European
X.400(1988) service, this report acts as a focal point and stinmul ant
for discussion on this topic within the R& comunity. In the report
a summary of the benefits and problens of each of the above nessagi ng
technol ogies within the context of achieving a global nessaging
service, of which the R& comunity is one part, is presented.

Further the docunent identifies issues, strategi es and
reconmendations related to the mgration and coexi stence of these
technol ogies within the scope of mainly the European R&D comunity
but also in relation to other messaging conmunities. A cost / benefit
anal ysis on the establishnment of a European w de pilot X 400(1988)
nmessagi ng service is also presented. Finally a reading list of
references related to this subject has been conpil ed.
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The report does not include any recomrendati ons on devel opnent and
depl oynment of RFC 822 / MME / PEMrelated (pilot) services, as these
are outside of the scope of the Task Force. However, since the report
shows that both X 400(1988) and RFC 822 / MME/ PEMw Il be

devel oped and used within the European R&D conmmunity, such a pil ot
shoul d al so be consi dered.

3. Framework for the report

Wth the belief that user demands for new nessagi ng services such as
Mul ti medi a and Secure Messagi ng woul d devel op, the RARE conmunity
(together with other conmunities; nost notably the Internet

Engi neering Task Force (1 ETF)) has over the preceding years
experinmented in new nessaging and rel ated technol ogi es. Experinents
and pilots, have been perfornmed in nessaging services e.g., as
reconmended by CCITT X 400(1988) and Directory Services based upon
the COTT X. 500(1988) reconmendati ons.

The results of such pilots and experinents indicate that it is now
opportune to commence a pilot X 400(1988) nessagi ng service for the
Eur opean R&D conmunity. The major goals of the pilot being, to

- establish a large scal e European w de pil ot nessaging
servi ce based on X 400(1988).

- collaborate with and facilitate the comencenent of simlar
pilot services within diverse conmunities; both R&D and non-
R&D (e.g., commrercial ADVDs and PRMDs, etc.); both European
and non- European (e.g., North Anerican , Asian, etc.).

- encourage and assist the devel opnent and depl oynment of a
wi de variety of commercial and public domain X 400(1988)
nmessagi ng products that nmeet the user’s needs, for instance
X.400(1988) products such as User Agents (UAs), Message
Stores (Mss), Message Transfer Agents (MFAs) and gat eways
bet ween X. 400(1988) services and ot her w despread nmessagi ng
services i.e., RFC 822, Mail-11 and proprietary.

- prove that such a service and products efficiently neets the
exi sting and expected demands for new messagi ng services by
Eur opean R&D users. And as such determine the steps for a
Eur opean depl oynent of an operational X 400(1988) nessagi ng
servi ce.

- determne the needed steps to facilitate migration for the
exi sting operational R& X 400(1984) based nessagi ng servi ce,
as represented by the R&D MHS service (the forner COSINE
MHS), RFC 822 / M ME / PEM based nessagi ng services and the
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4.

4.
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1.

HEPnet / SPAN Mail -11 based nessagi ng service to an
operational X 400(1988) nessaging service. It is self evident
that during such migrations, transition steps nmust be

i ncluded that allow a period of coexistence, at the highest

possi bl e service | evel, between X 400(1988), X 400(1984), RFC

822 /| M ME and HEPnet / SPAN Mil -11 servi ces.

- determne the needed steps that allow proprietary nmessagi ng
systens, that are widely deployed within the European R&D
community to be integrated at as high as possible service
| evel, by an X 400(1988) infrastructure.

This report identifies the issues involved in such a pilot service.

It is not a concrete proposal for such a project but the report
di scusses advant ages and di sadvant ages, costs and enefits and
m gration issues for deploying a X 400(1988) service. As such it

di scussion and feasibility paper on the creation of a |arge scale

is

Eur opean wi de pilot X 400(1988) nessaging service for the European

R&D conmuni ty.
Present situation of European Messagi ng
Messagi ng services

El ectroni c nmessagi ng wi thin Europe can be viewed as a nunber of

a

nmessagi ng services conmunities. Three inportant comrunities conprise,

- Commercial e-mail networks,
- Research e-nmmil networks and
- PC LAN nessagi ng systens.

Commercial e-nmail networks are classified as either ADVDs or PRMDs.

ADMDs and PRVMDs are operating in nearly every European country.

- ADMD services (or public conmercial e-nmmil services) are
provi ded by over 50 service providers which have
i nterconnected using the X 400(1984) protocols. The topol ogy
bet ween these ADMDs, although not yet 'nmesh’, can be stated
as progressing quite rapidly to this optinmm goal. However
there is still a way to go before ADVDs provide full European
connectivity.

- PRVDs (or private comercial e-mail service providers) have
i nterconnected to ADMDs and ot her PRVDs predoninantly using
the X 400(1984) protocols but also with proprietary
pr ot ocol s.
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Research networks are providing nessagi ng services in every European
country. These R&D service providers are operated as either ADVDs or
PRVDs and are using both X 400(1984) protocols and Internet RFC 822
protocols to connect to each other

Moreover, there are also large R& comunities (i.e., HEPnet and
SPAN) using proprietary protocols (i.e., DEChet Phase |V and Mil-11)
as their main nessaging systens. The DECnet 1V based comunities are
now nigrating to DECnet Phase V (OSI connectionl ess protocol stack),
whi ch provides X 400(1988) (plus X 400(1984)) as a nmjor nessagi ng
system In general, all these services are totally interconnected.
As such it is a statenent of fact that there exists within the

Eur opean R&D conmunity, two parallel interconnected nmessagi ng

i nfrastructures based upon X 400(1984) and RFC 822. However

i nt erconnecti ons between the R&D nessagi ng comunity and the najority
of the European commercial service providers use the X 400(1984)

pr ot ocol s.

It is also clear that the commercial world nostly nakes inter-
organi zati onal nessagi ng i nterconnections using the X 400(1984)
protocols. And al so that the comrercial nessaging world is not as
totally interconnected as the R& messaging community. Finally, for
a nunber of conmercial and public organisations there is often a
mandatory requirenent to use X 400 for nessagi ng interconnections.

The usage of PC LAN nessaging systenms is increasing very rapidly
within the academ c and comercial comunities. In general, PC LAN
nmessagi ng services within both communities do not use X 400(1984) or
RFC 822 nessagi ng systens but systens based upon proprietary
protocols. The PC LAN nessagi hg systens can be consi dered nore as
"Islands of Messaging' that gateway to the commercial and R&D
nmessagi ng services by using X 400(1984) or RFC 822 gateways. PC LAN
nmessagi ng systenms within conmmrercial organisations connect to
commerci al service providers also via proprietary protocols. The PC
LAN nessagi ng services, although probably conprising the | argest
nunber of users, are in general poorly integrated with the gl oba
nmessagi ng service (The Dutch, UK and Italian academ ¢ comunities
confirmthat there appears to be nany such 'Islands’ of PC LAN
nmessagi ng systens within their networks.).

4.2. Requirenments for nessaging

Experience with existing global e-nail services has proven that with
the increased use of nessaging, there foll ows an awareness of extra
requirenents for related services. These requirenents can be
classified into 'User based Requirenents’ and ' Service Provider based
Requi rements’ to either support, or exploit, high quality nessaging
services. These requirements are el aborated upon within this chapter
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4.2.1. User Oriented

The only thing a user requires is an easy to use, well integrated,
user interface to electronic nmail. Usually the user does not care
what protocol is used. However there are certain inherent
requirenents to the functionality that can be identified as user
requi rements. The main user requirenents identified are:

- Distribution Lists (DLs)

A w dely perceived om ssion fromthe X 400(1984) reconmendati ons
was the lack of support of DLs. Distribution |ists allow users to
enlist thenselves onto electronic mail expander lists
(distribution lists). A nmessage to such a distribution list wll
automatically, and w thout significant delay, be sent on to anyone
whose electronic nmail address is on that list. Such a list can be
a public list, that is nmeant for discussions on a specific

subj ect, nmuch Iike a sort of "magazine". However the list can also
be a "closed" list, containing only a selected set of people who
need to communi cate privately, e.g., a project-team

- Miltinational |anguage and Mul ti medi a support

Eur opean users have for many years been frustrated in their
inability to use their national character sets when communi cati ng
usi ng nessagi ng systens. The problenms within e-mail systens that
were causing this character set frustration are at their base the
same problemthat would get in the way of Miltinedia nmessagi ng
like:

- lack of binary data support
- lack of standardi sed encodi ng schema’s
- definition of nultiple body-parts

The enornous potential of Miltinmedia systens and services
(especially within the commercial community as evidenced by the
enor mous press publicity and nega-nmnmergers positioning conpanies to
exploit this technol ogy but also within the government spheres
i.e., the U S A Governnent’s 'Infornmation Superhi ghway’
initiative) has acted as a spur to nmake rapid progress in solving
the problenms in this area.

- Wiite pages Directory Service
A white pages directory service provides a unique but very basic
and inportant service; a way to store and find information about

peopl e and resources that is anal ogous to a tel ephone service's
paper based directory i.e., Wite Pages. User’'s E-mail addresses
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can be stored for subsequent retrieval by E-nmail systens.
- ED

EDI today is not extensively used within the academ c environnent.
However there is a distinct potential within the acadenic
community to reduce costs and i nprove services with EDI. Potenti al
EDI uses coul d be,

EDI between universities

EDI between universities and gover nment

EDI between universities and | ower |evel educational
institutions (e.g., student records)

- Commercial EDI using the Internet as an infrastructure.

The significance of maintaining end to end integrity (especially
security aspects) of the EDI nessages nmandates that no gateways
shoul d be used between originator and recipient.

- Support of Security services

E-mail as it is currently used is far fromsecure. To allow for
serious usage of E-mail security issues need to be addressed,
like:

- integrity; making sure that the nessage is transferred
intact, without any changes or additions.

- encryption; nmaking sure the nmessage content is only
deci pherabl e by the intended recipient.

- authentication; making sure that the originator and/or
reci pient are authenti cat ed.

4.2.2. Service provider viewpoint

The task force believes the foll owing points as being the nopst
significant service provider requirenents:

- Networ k Managenent

This area is still very new, in ternms of offering standardi sed
protocols, services and products for managenent. However a m ni mum
"goal’ is to provide for central managenent functions that will

all ow providers to offer a better quality of service. There is
presently ongoing work within the | ETF Wrking G oup MADVAN to
define SNVP nonitoring and nmanagi ng of E-mail systens, gateways
and X. 500 directory systens. A nunber of managenent areas that
need to be worked upon include: QOS, Service Level Agreements
(SLAs), Multiple system queue nmanagenent, Accounting, Routing Co-
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ordi nati on and Message Traci ng.
- Support of MIA routing

Dynamic routing from MIA to MIA, relieves the necessity to
mai ntain large routing tables, especially within a | arge PRVD, or
community of PRMDs (like the R&D MHS conmmunity).

- Address mappi ng between RFC 822 and X. 400

The wi despread use of X 500 or DNS for napping, allows a reduction
of manpower for centrally co-ordinating globally consistent

X. 400-t 0o- RFC- 822 mapping tables and distributes the responsibility
for updating the mapping rules. This should allow mapping rules to
change when needed and to be avail abl e i nmedi ately.

- UA capabilities registration

The use of the directory to register UA capabilities for

X. 400(1988), X 400(1984) and RFC 822 / MME / PEM systens is a
very desirable benefit for users in terns of speeding the

depl oynent of new nessagi ng services (e.g., Miltimedi a Messagi ng).

4.3. Messaging capabilities

Due to the problens of gatewaying within a multi-protocol nessaging
environnent, the great mpjority of R&D E-mail users are reduced to
usi ng only InterPersonal Messaging (I PM services based upon the
exchange of nessage body parts using CCITT character set IA5 (US
ASCI 1) .

Wthin the R&D comunity recent work to nmeet user requirenments for
non ASClI| nessagi ng services - as docunented above - has resulted in
enhancenents to the nessagi ng services based upon RFC 822 protocols.
The enhancenents provide Miltinmedia support via the Miltipurpose
Internet Mail Extensions (M ME) and the prospect in the very near
future of secure nmessaging via Privacy Enhanced Miil (PEM.

Depl oynent of the M ME enhanced RFC 822 based services, via
distribution of software and the setting up of the needed

organi sational structures, has conmenced. The PEM enhancenents are in
a large scale pilot phase e.g., VALUE PASSWORD pr oj ect.

In the case of X 400(1984) the usage of non ASCI| body parts is
nostly effected by bilateral agreenment between recipient and
originator, through use of body part 14. In practice this restricts

t he exchange of non ASCI| body parts to those cases where the

reci pient and the originator use the sane bil ateral agreenent or else
the originator includes an ASCI1 nessage explai ning the included
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content type. Besides IPMthere is a growi ng usage of EDI on top of
X. 400(1984).

Wth the above X 400(1984) deficiencies in mnd, X 400(1988) has been
specified by the COTT / 1SO to neet new user demands. X 400(1988)
provi des support for various different body parts, enhanced security
features, international character set support capabilities and
support of X. 500 Directory Services. Due to the technol ogica
potential of these standards to satisfy user needs for new nessagi ng
services, the R& community has been experinenting and piloting

X. 400(1988) and X. 500(1988) services. As there is a strong
dependency of X 400(1988) nessagi hg upon X. 500(1988) directory
services, the necessary precondition to supply these user demands is
a depl oyed and operational X 500(1988) directory service. Piloting
and depl oynent of the X 500(1988) directory service within the R&D
comuni ty has been successfully initiated and co-ordinated by the
COSI NE and the VALUE PARADI SE proj ects.

Simlarly, secure nessagi ng has been addressed by the VALUE PASSWORD
project and the RARE and | ETF communities. Wirk to sol ve probl ens
related to directory support of X 400(1988) nessagi ng has been
pursued within the I ETF and RARE. The rel evant RARE and | ETF work
groups (e.g., RARE WG M5G | ETF MHS-DS, etc.) have al so worked to
produce any needed enhancenents to the base X 400(1988) and
X.500(1988) standards. Last but not least it should not be

overl ooked that X 400(1988), as conpared to X 400(1984), provides a
conpr ehensi ve basis for gatewaying to and from RFC 822 / MMe /| PEM
and PC LAN nmessagi ng services. To that respect the | ETF has defined
standards for gatewaying Multinmedia mail between RFC 822 / MM / PEM
and X.400(1988). As RFC 822 / MME / PEMis now being depl oyed on the
I nternet, deploynment of X 400(1988) services is needed to assure

mul ti nedi a and secure nessagi ng connectivity for the European R&D
conmuni ty.

5. Possible solutions for providing globally pervasive nessagi ng

As can be now seen, a correlation of the present situation to the
requi rements of the user, shows that the current nessaging services
do not match the needs of users. To try to neet these needs a nunber
of devel opnents within various nessagi ng technol ogy areas are
occurring. The follow ng nmessagi ng technol ogi cal areas, due to the
present installed user base within the R& comunity, are considered
rel evant:

- PC LAN E-mai| systenms such as Lotus cc:Miil, Mcrosoft Mai
and Novell NMHS

- RFC 822 / MME |/ PEM E-mail services

- X.400(1988) nessagi ng services
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Ongoi ng devel opnents within each of the above technol ogi cal areas
provi de new nessagi ng options for the R& conmunity. The ability of
each technol ogi cal area to provide solutions for user and service
provider requirenments is summarised within this chapter.

5.1. PC LAN E-nmil systens

Currently the usage of PC LAN E-nmail systens is nostly for interna
comuni cati on within an organi sation. External connections, if
present at all, to public service providers or other organisations is
nostly through gateways to X 400(1984) or RFC 822. The use of a PC
LAN E-mai|l systemin ternms of an infrastructure for interconnecting
E-mail systens of different hues is not comon within the Research
community. Recent experience, from anongst others the Dutch Research
network - SURFnet - [14] and the Norwegian Directorate for Public
Managenent - Statskonsult - [18], has shown that a nunber of problens

(i.e., limted functionality, high operational managenent cost, etc.)
can be expected should these PC LAN E-nmail systens be used as an E-
mai | infrastructure. (The use of native X 400 protocols for PC LAN

E-nmail systenms would avoid the usage of gateways and woul d thus
al l eviate many of these problenms.) A summary of those problens and
some rel evant issues foll ows:

- Interconnecting heterogeneous PC LAN nessagi ng systens

One very distinct benefit for E-mail users of all hues is the
potential to integrate heterogeneous PC LAN nessagi ng systens with
a mnimmloss of service (e.g., nultinmedia services) by
connecting themvia X 400(1988) (or RFC 822/ M ME/ SMIP)

X.400(1988) is already being used, or under active devel opnent,
for connecting together PC LAN nessagi ng systens in a nunber of
environnments (e.g., Apple Mcintoshes, DEC, Mcrosoft, Lotus,
etc.). This tendency to gateway PC LAN nessagi ng systens via
X.400(1988) will increase and is one of the benefits that
X.400(1988) brings to global mnultiprotocol nessaging.

- Miltinedia and binary data support

The benefit of E-mail systens using these PC LAN systens is that
the user interfaces are usually well integrated in the users
standard worki ng environnent. Using a proprietary protocol these
systens allow not only text (ASCI1) but also binary, word
processor, video, audio and other types of files to be
transported. To reap the benefits of this nmultinedia / binary data
transfer it would normally require that the same type of gateway
is used by sender and receiver. Transporting these sane files to
anot her type of PC LAN E-nmmil systemis not possible through the
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current gateways w thout sone information loss. In effect PC LAN
E-mail systemis X 400 (or RFC 822) gateways fromdifferent vendors
perform acceptably only for text body parts. True heterogeneous
nmul ti medi a PC LAN nessagi hg needs gateways to X 400(1988)’'s

servi ce.

- Application Progranming Interfaces

To help solve the problemof portability for Ml Enabl ed
Applications Mcrosoft, Lotus, Novell, XAPI A and X/ OPEN have been
wor ki ng on a nunber of standards for the Application Interface to
mai | transport protocols (i.e., Mil Application Progranm ng
Interface - MAPI, Vendor | ndependent Messaging - VIM Common Mai
Calls - CMC). These efforts are structured i ndependent of the
existing 'Wde-Area’ or inter organisational E-mail protocols of
X.400(1984) and RFC 822. However the MAPI, VIMand CMC efforts,
due to their proposers (respectively Mcrosoft, Lotus and X/ OPEN),
do l ook like they will provide the stinulant to various software
devel opers to devel op nore portable applications plus allow the
rich functionality of X 400(1988) to be accessed by these
applications thus reducing the need for gatewaying to X 400(1988).

- Security

As the PC LAN E-mail systens require gateways for connectivity,
they pose a problemw th regard to encrypted nessages. Gatewayi ng
of secure nessages is normally not possible. The gatewayi ng of
secure nessages is a general problem of gatewaying from one mai
systemto any other systemand is not specific to PC LAN E- nai

syst ens.

- Directory Services

To date nostly proprietary directory services have been depl oyed
that do not match the needs of the users in terns of access
controls for data, distributed and decentralised across

organi sati ons. X. 500 based services prom se solutions to such
needs. As a result various suppliers have announced support of

X. 500 directory services for their E-mail products. However,
shoul d these interfaces be del ayed then support of an inter
organi sational ’'Wite Pages’ services requires either

- directory information exchange products (i.e., directory

gat eways) depl oyed between a proprietary systemand an X 500
directory system
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- gateways between de-facto nmarket based proprietary
standards, such as Retix Directory Exchange (DX) or
Soft*switch’s Directory Synchronisation (DS), and X 500
pr ot ocol s

- duplicated directories i.e., one proprietary and one X 500
need to be operated.

It should be stressed that gatewayi ng mechani snms and products are
often problematic due to the lack of an open standard on the
proprietary nessagi ng systemand or directory system (As an aside it
is thus essential to establish an operational X 500 infrastructure,
including E-mail user interfaces that can transparently access this
Directory Service, as soon as possible.)

5.2. RFC 822, M ME and PEM services

RFC 822 nessagi ng services are wi dely deployed within the R&D
comunity. There is ongoing work to extend RFC 822 to neet user
requi rements. Sonme of these extensions are el aborated upon within
this chapter.

- Distribution lists

RFC 822 allows for the usage of DLs. Managenent of DLs is not
(yet) standardi sed.

- RFC 822 nul timedi a messaging via M ME

Wth the arrival of MM the RFC 822 service has an additional
protocol standard that addresses Miltinedi a nessagi ng very
conprehensively. In ternms of user needs, M ME now all ows nessagi ng
body parts to conprise nultinational character sets and binary
data. Multi-body part nmessages are al so supported. One of MM s
real strengths, in ternms of deploynment within the existing RFC 822
service, is that it achieves its goals by overlaying its services
over the existing RFC 822 service and thus mandati ng no changes to
the in place RFC 822 infrastructure. This greatly sinplifies the
M ME depl oynent.

- RFC 822 secure messagi ng via PEM

Just as M ME has brought multinedia nmessaging to RFC 822 servi ces,
Privacy Enhanced Mail (PEM is bringing secure nessaging to RFC
822 services. PEM al so has used the sanme approach as M ME to
depl oy secure nessaging within RFC 822 services; overlay PEM
servi ces over the existing RFC 822 services w thout requiring
changes to the RFC 822 infrastructure. PEM brings confidentiality
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and integrity of nmessages to RFC 822 users. However a nunber of
problens with PEM and X 400(1988) as well, still need to be

sol ved before secure nmessagi ng can be considered to be an
operational service. These problens are independent of the secure
nmessagi ng protocol (i.e., PEMor X 400(1988)) and deal mainly with
di stribution of secret keys to the end users. There is very active
work going on within the IETF to sol ve these problens.

M ME and PEM

There are still problens for nessages that are sinmultaneously a
nmul ti medi a nmessage, as per MME, and a secure nessage, as per PEM
A PEM encoded M ME nessage does not all ow gatewaying to other
nessagi ng environnents and therefore does not allow any of the
features inherent within MME to be exploited al ong the nessage
path. A M ME nessage that contai ns PEM encoded body parts can be
gat ewayed but the integrity of the entire nessage is then not
guaranteed. This is a real deficiency of both existing approaches
as it is essential that users are able to sinultaneously use

nmul ti medi a and secure nessagi ng. However, once again, the IETF is
wor ki ng very hard on solving these problens and sol uti ons can be
expected, although the solution of the gatewayi ng of PEM nessages
to other E-nail systens is still unclear.

Dynam ¢ and distributed nessaging routing via the Domai n Nane
Syst em ( DNS)

RFC 822 nessagi ng benefits greatly by having a dynam ¢ and

di stributed mechanismto assist in nmessage routing i.e., Domain
Nanme System (DNS). Wth the support of the DNS, RFC 822 MIAs are
able to directly route to other RFC 822 MIAs and thus deliver
nmessages with a mninmum of delay. In practice mail often still
traverses multiple RFC 822 MIAs for a nunmber of reasons e.g., Mail
Hubs provided for users who turn their machi ne off when they go
hone, Firewall Hubs for security reasons, etc. However it is
commonly accepted that between RFC 822 mail hubs the delivery of
nmessages is very fast. Typically resolution of routing decisions
occurs in less than one minute and very often within seconds. In
general the DNS service is a very valuable service that functions
well in practice.

Support for Character sets

Together with the M ME specification for content types, an
extensi on for RFC 822 headers was defined that allows for usage of
mul tiple character sets in nanes, subject etc. in RFC 822 headers
[9]. This allows (European) users to use their preferred character
set to support their |anguage not only in the contents of a
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nessage but also in the headers.
- M ME capabl e gat eways

It is clear that to provide a seaml ess service to all users
regardl ess of whether they are using RFC 822 or X 400 services, a
wi dely avail able set of well run and standardi sed RFC 822 to X 400
gat eways nmust be in place. For InterPersonal Messaging (IPM based
on US ASCI| there are already a | arge nunber of such standardised
(i.e., X 400-to-RFC 822) gateways deployed. To ensure seanl ess

gat ewayi ng between M ME and X. 400 mul ti medi a users, these existing
text based gateways must be either upgraded to or replaced with
nmul ti medi a messagi ng gat eways. A nunber of proposed |nternet
standards to solve these problens, for both X 400(1984) and
X.400(1988) and generated within the M MEMHS work group of the

| ETF, have been conpleted [4].

- Access to fax, teletex, telex or physical delivery

For the nmonment, there is no standardi sed way for RFC 822 users to
access gateways to the above services except by indirect access to
X.400(1988) systems (i.e., concatenated gateways of RFC 822 to
X.400(1988) and then onwards to the appropriate X 400(1988) Access
Unit). Although even this indirect nethod would require sone
further work on standardising nappi ngs between RFC 822 addresses
and X. 400(1992)'s X 121 addresses. As well some experinents within
the RFC 822 world are occurring on routing fax nessages.

- Operational support

CGeneral ly, RFC 822 nessagi ng services are delivered on a ’best
effort’ basis and thus service | evel agreenents requesting
stringent response tinmes to operational problens or guaranteed
delivery times for nessages are difficult to agree. This phenonena
nm ght be a result of the distribution and del egation of authority
to organi sations updating the RFC 822 MIA' s routing mechani sm
i.e., DNS. As aresult it makes it hard to reach a 'one stop
shoppi ng’ agreenment for RFC 822 nessagi hg servi ces.

- Notifications

The RFC 822 service provides a m ni mum anount of base protocol
support for nessaging users. It could be argued that the RFC 822
protocol is sinplified by this choice and thus software that

i mpl ements the standard need be smaller in size and easier to
buil d. However sone features e.g., delivery & receipt
notifications and UA capabilities registration, would be commonly
accepted as being desirable froma user standpoint and thus
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desirabl e extensions to RFC 822. Some operational problens
relating to reliability could be mnimsed by technol ogy that has
a standardi sed support for positive and negative notifications of
nessages. RFC 822, as conpared to X 400, technol ogy does not yet
support positive notifications (although there is work starting
within the IETF to extend RFC 822 to support delivery
notifications). However within RFC 821 transport system (i.e.
SMIP) there are standardi sed negative notifications that work
well. Alternatively X 400 technol ogy, depl oyed over TCP/IP (using
STD 35, RFC 1006), may help to address the | ack of adequate
service quality - notification support - when using E-mail wthin
the Internet.

- Portability of RFC 822 products

There are only a few mail box formats in general use by RFC 822
software, one being the "bin/mail’ format and the other ' M
format. This 'standard mailbox format is a definite benefit for
RFC 822 users as it allows themto change RFC 822 UAs (e.g.,
upgrading to M ME RFC 822 UAs) whil st not conprom sing or
converting their existing archived mail, which may conprise 1000s
of archived nessages.

- System support for RFC 822 products

Normal | y, RFC 822 MIAs and UAs cone pre-installed on UN X
workstations. As a result, users are spared the effort of
installing RFC 822 MIA software. |If for sonme reason, a user or

mai | administrator should wish to install a different MIA or UA to
the pre-installed system there exists a | arge nunber of easily
available (i.e., via w despread distribution anbngst many FTP and
ot her information servers) public domain RFC 822 MIAs and UAs.

Both of the above points encourages the spread and eases the
installation of software for the RFC 822 nessaging service and in
many ways explains the size and inportance of the installed base
of RFC 822 systens. To illustrate the extent of RFC 822 / M ME
products, a non-conprehensive list of available MM enhanced RFC
822 products follows; ELM 2.4, WH 6.8, Sun Miiltool, HP Mpower
Desktop, Lotus cc:Mil (unconfirned), Zcode Zmail, Frontier
Super - TCP for W ndows, PMDF (VAX VM5), Pine, CCient (library
routines), Metamail (viewer only), Andrew M ME gat eway.

- UA capability registration
The | ETF MHS-DS wor ki ng group has defined how X 400 and RFC 822

User Agent capabilities can be stored in X 500 directory services.
This work is still ongoing.
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5. 3.

X. 400 - 1984 and 1988

X.400(1988) substantially upgrades and enhances the X 400(1984)
standards. A nunber of new functions have been incorporated within
X.400(1988). A description of the nost inportant features of X 400 -
1984 and 1988 - foll ows.

Noti fi cations

X.400(1984) provides four notifications - positive and negative
delivery notifications and positive and negative receipt
notifications. These notifications allow users to ensure
successful nessage delivery or that the nmessage was read. The
delivery notifications are al so used by service operators in their
fault escal ati on procedures.

Bi nary Data Transfer

X.400(1984) allows binary data transfer to be transported w thout
the necessity of character encoding. The ability to transfer files
of whatever type is a valuable end user service. As well the lack
of any necessary character encoding allows users to utilise the
recei ved data without needing any character decodi ng software.

Mul tiple Body Parts

The ability to send nultiple body parts within one nmessage gives
the user the ability to send nultiple |ogical components within
one nmessage. This is a natural nechanismfor users as it nmirrors
the real life situation of being able to send within one nessage,
a letter, a word processor file, a spreadsheet file, etc.

Feature rich messagi ng node

The features of X 400 are very rich. This provides benefits for
users as vendors are able to provide applications that can utilise
these extensive features in an interoperable nanner due to the

st andardi sati on of the features within X 400.

Cl ear nessagi ng nodel

X.400(1984), as one of its nobst wi de reaching achi evenents, has
popul ari sed within the narket a consistent and clear nodel to
descri be nmessage handling systens. The deconposition of a nessage
handl i ng systeminto UAs, Mss, MIAs, MIS - ADMDs and PRMDs and
Access Units / Gateways has proved to be an extrenely useful too
for users and vendors to understand and comruni cate their
nmessagi ng needs or sol utions.
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- Miultiple | ower |ayer networks

X. 400 has enbraced the concept that there are different technol ogy
| ower | ayer networks. This concept even allows nultiple |ogical

net wor ks of the sanme technol ogy to be supported. X 400 allows the
nmessaging service to fully function even though the underlying
network is varying. In the real world of a non-uniform network
layer this is an extrenely powerful capability.

The list of major X 400(1988) extensions to X 400(1984) foll ows:
- Distribution Lists (DLs)

A powerful mechanismfor arbitrarily nested Distribution Lists
including the ability for DL owners to control access to their
lists and to control the destination of non delivery reports. The
current endenic use of DLs in the R&D comunity nakes this a
fundanental requirenent for any service. X 400(1988) uses X. 500 to
provi de a standardi sed support for DLs, although there have been
some needed standardi sed enhancenents relating to the CCTT
defined DLs by the | ETF MHS-DS work group. The provision of
powerful nesting capabilities plus managenment nechani snms for DL
owners within X 400(1988) DLs are features providing attractive
benefits for users and DL nanagers. There is already ’'running
code’, via the COSINE Expl ode project which is inplenmenting the
MHS- DS based enhancenents. The project buil ds upon experience
gained within a nunber of networks e.g., JNT and provides:

- inplenmentati on of MHS-DS enhancenents related to the
X.400(1988) DLs

- archiving of nmessages received by a DL.

- access by users to the DL archive via e-nail

- subscription to a DL by users via e-nmail

- Message Store (M)

The Message Store provides a server for renote UAs on workstations
and PCs enabling nessages to be held for their recipient, solving
t he probl enms of non-continuous availability of such UAs. The
nessage store allows nobile workers, snall offices and | ocal
school s to becone active nmessaging users in a cost effective
manner. The nessage store provides powerful selection nmechanisns
allowing the user to select nessages to be transferred between the
store and the workstation. This facility is not catered for
adequately by the P3 protocol of X 400(1984) and provi des a maj or
incentive for transition.
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- X.500 Directory nanes

Support for use of Directory Nanes in MHS will allow a transition
fromuse of OR addresses to Directory Nanes when X. 500
Directories beconme w despread, thus renoving the need for users to
know about MHS topol ogi cal addressing conponents.

The ability for X 400(1988) nessages to contain directory nanes
instead of the O R addresses is a powerful feature for users as it
frees themof the necessity to insert O R addresses contai ning
routing information but allows themto insert the nore natura

di rectory nanes. However, the managenent of the | arge anmounts of
di stributed data contained within the directory is problematic in
that it involves a nunber of organisational issues and not just
software issues. A nunber of X 400(1988) UAs which allow users to
insert directory nanes instead of O R addresses have al ready been
devel oped.

- Support for EDI

Through the definition of Pedi, as defined in X 435, X 400(1988)

of fers integrated support for ED nessagi ng. The CEC TEDI S program
has nandated X 400 as the main carrier for ED, and standardi sed
how EDI transactions are inserted into X 400 nessages (i.e., Ped
and P2). This provides a strong incentive to provide native
X.400(1988) services to users and applications thus encouraging
commercial EDI traffic to mgrate to X 400(1988).

- Secure Messagi ng

The provi sion of secure nessagi ng services including

aut hentication, confidentiality, integrity and non-repudi ati on as
wel | as secure access between MHS conponents are inportant
benefits for the R&D conmunity. The base standards are adequate
for security, however organisational and software issues need

still to be solved. Oganisational issues of globally scaling the
di stribution of secret keys is still unsolved. Software issues of
how end users will be able to confortably and securely input

secret keys of length 512 -> 1024 bits into security software need
to be sol ved.

- Multinedia

The definition of a nunber of additional body parts plus the
ability to define new body parts (e.g., Wrd Processor formats,
Excel docunents, etc.) provides the basis for nmultinedia services
over X 400(1988). As well, the newy defined General Text body
part supports nultinational character sets (except for |SO 10646)
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wi t hout the need for transni ssion encodi ng. However, unlike M Mg,
X.400(1988) is only specifying a standard for multinedia
nmessagi ng. To achi eve nul ti medi a docunent exchange, there is a
further text exchange standard such as ODIF, Hytine, etc., needed.

- Character set support for extended addressing

A highly desirable potential benefit for European R&D users is
provi ded by the extended character set support(i.e., T.61) within
addresses. Nearly all European | anguages, except for G eek and
Cyrillic, are supported by the T.61 tel etex encodi ng. Further
extensions to X 400 for support of extended character sets has
been defined by the RARE W5 on character sets and RARE WG on
nmessagi ng [ 15].

- Physical Delivery Services

Thi s standardi sed nethod for a nessage to be delivered on a

physi cal medi um such as paper, through the normal postal service
is useful when trying to reach a very w de nunber of (non-

el ectronically reachable) recipients. In effect this service
provides an ability to "go the last nile and comrunicate with
users previously not easily reachable e.g., farners, etc.

- CGeneral Extension Mechani sm

One of the major assets of X 400(1988) is the extension nechani sm
This is used to carry nost of the extensions defined in these
standards, but its principal benefit will be in reducing the
trauma of transitions to future versions of the standards.

Provi ded that inplenentations of the X 400(1988) standards do not
try to place restrictions on the values that nay be present, any
future extension will be relayed by these inplenentati ons when the
extension is not critical, thus providing a painless migration to
new versions (1992 and beyond) of the standards.

- UA Capability Registration

Wth the extra functionality available to X 400(1988 and
especially 1992) UAs (i.e., extra non-1A5 body parts, secure
nessaging, etc.) it is expected that the demand to regi ster UA
capabilities will increase. In that respect X 400(1988)'s ability
to query X 500, where such capabilities would be stored, is a
significant potential benefit for users.
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- X. 500 support for MIA routing

The piloting of X 500 to support MIA routing within the R&D
communi ty has already commenced, on a small experinental scale,
via the Longbud project co-ordinated by the | ETF WMHS- DS wor k
group. Some concrete benefits prom sed by X 500 based routing are:

- routing based upon content types, security, transport stacks
and other criteria allow optinumrouting paths to a
destination MIA to be chosen. (There is presently no such
simlar capability within the DNS).

- allowing the routing information to be inserted and nodified
in a distributed manner reduces (if not elimnates) the
necessity of central distribution of static routing tables.
The consequent reduction in manpower to co-ordi nate MIA
routing plus the increase in scalability of the service
allows a truly gl obal nessaging service to be put in place.

6. Mgration to X 400(1988)
What is clear fromthe previous chapters is that;

- The resources, human or financial, to operate nultiple w de
area nessagi ng servi ces connecting together independent
organi sations are high. As such it is desirable to try and
keep to a mininumthe nunber of such services. This statenent
is true for the R&D comunity but is also highly likely to be
valid for the general European industry.

- There are two publicly avail abl e technol ogi cal standards
that can be used by open comunities, such as the R&D
communi ty and public service providers: the X 400(1984 and
1988) recommendations and the Internet RFC 822 / M ME /| PEM
st andar ds.

- There is an established very |arge gl obal user base of
Internet RFC 822 and X. 400(1984) nessagi ng services. Both
servi ces have their own nonentumwithin different parts of
the user comunity, both are still devel opi ng and grow ng
fast.

From t he above discussion, it is clear that the infrastructure
services that have to be supported within these open comunities, and
especially within the R& comunity, are RFC 822 / M Me / PEM
X.400(1984) and X. 400(1988). X 400(1988) will be the preferred
protocol for inter-organisational connection for European industry
and governnent and parts of the European R&D comunity. RFC 822 /
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MME/ PEMw Il be the preferred protocol suite for inter-
organi sati onal connection for the Internet community and, as products
are already widely available, it is the preferred protocol for parts
of the European R&D conmunity.

The goal of European pervasive nmessaging - incorporating |Industry,
CGovernnent and Academi a - woul d be best acconmpbdat ed and reached by
the establishnent of a single nessaging service. However taking the
above into account, this is not feasible, as X 400 and RFC 822 based

services will be around for a long tine to cone. To increase the
functionality of Wde Area E-mail services there is a clear necessity
to:

- migrate RFC 822 services to a RFC 822 / MM / PEM servi ce.
A M ME based service offers nore functionality to the user
than a plain RFC 822 service.

- mgrate existing X 400 services to a X 400(1988) service.
Due to the lack of scalability of the X 400(1984) service in
terms of extra functionality, it will become increasingly
difficult to neet the needs of research users of existing
X.400(1984) services unless an X 400(1988) service is put
i nto pl ace.

- provide a transparent gateway between X 400(1988) and RFC
822/ M ME/ PEM For the European R&D comrunity it is essenti al
to have a transparent gateway between the X 400(1988) service
and the RFC 822 / M ME / PEM service, thus ensuring
connectivity between these two services with a maxi mum
functionality.

Such a gateway is technically feasible and it is an essential part of
an unified E-mail service. Wthout such a standardi sed gateway the
overall E-mmil service would deteriorate.

The lack of open standards for the PC LAN nmessagi ng systens

di scourages their use as 'backbone’ nessaging technol ogies within
open communities. However the products that these systens deliver to
end users ensures that their already |arge share of the nessaging
market will continue to exist for sonme tinme. Thus it is also
essential that strategies that allow these systens to be 'seanl essly’
integrated within the global nessaging community are put in place.
Not | east due to the indications that the main messagi ng vendors are
devel opi ng X. 400(1988) and RFC 822/ M ME gat eways, a strategy to link
t hese systens together via X 400(1988) and RFC 822/ M ME shoul d be
devel oped.
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To nmake migration to a X 400(1988) service feasible, extensive

m gration and coexi stence options for various non-X. 400(1988) users
have to be devel oped. Main issue in each mgration strategy remnains
the co-operation of the users. The nigration needs to be user-driven,
i.e., the users need to be convinced of the added functionality
(versus the cost) of migrating towards X 400(1988). A detailed
summary of the different issues and possible problens involved in the
transition to a X 400(1988) based nessagi ng service, with respect to
what are conmonly accepted as the four npbst inportant nmessagi ng
services: RFC 822, MM and PEM X 400(1984); MAIL-11 and PC LAN
nmessagi ng systens are presented in this chapter.

6.1. PC LAN E-nmil systens

To provide coexi stence and migration the usage of gateways is
unavoi dabl e. The quality of these gateways, with regard to:

- Transparency (gatewaying multinmedi a nessages, transparent
addr essi ng)

- Manageability

- Reliability

has to be inproved. Utimtely through usage of APIs Iike MAPI and
CMC, the users interface hopefully will becone independent of the
mai | protocol that is used. It will then be expected to be possible
to let the user retain his preferred nmail user interface, while the
protocol used migrates to X 400(1988).

Via the use of these APIs it may be possible to access the full
features of X 400(1988) while retaining a proprietary PC LAN UAs.
This way a PC LAN can be easily connected to a X 400(1988) backbone.
This usage of APIs to ease migration for end users should be

encour aged.

The migration of PC LAN E-rmail systens will likely be driven by the
commerci al vendors of mail enabled applications, such as UAs, Wrk
G oup Systens, Task Flow Systenms plus X 400(1988) MIAs and gat eways
able to serve these applications via these new APl s

6.2. RFC 822, M ME and PEM services

A mgration fromRFC 822 / MM and PEM services to X 400(1988) needs
to be fornul ated for those managenent domai ns that wish to effect
this change. As well a long termtransition and coexi stence phase
needs to be accommodat ed due to the existing base of RFC 822 users.
An understanding of the issues involved in mgrating fromRFC 822 to
X. 400(1988) nessagi ng services is essential before any rational

deci sions on mgration can occur. Certainly one, if not the main,
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issue in such a migration is that the mgration nust allow a
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transition period where maxi mum functionality between both services

exi sts.

Any mgration nust be aware that RFC 822 nessagi ng services

are a 'noving target’.

RARE WG MBG Task Force 88

Ease of transition as perceived by an RFC 822 user nandates
that the user’s existing mail folders are converted into the
new nail product’s fol der systemflaw essly.

The RFC 822’ s user’'s e-nmil|l address should remain the sane
even after a migration. (i.e., the user keeps the sane address
that has two different notation forns: X 400 and RFC 822).

Users contenplating a migration will be stinulated to do so
if they experience no | oss of service as regards M M and
X. 400(1988) gatewaying; are still able to insert RFC 822

style addresses into the X 400(1988) UA and are provided with
hi gh performance X 400-to- RFC 822 gat eways.

The added connectivity provided by X 400(1984 or 1988)
gateways to fax, telex, post etc. plus additional X 400 users
that the user is able to reach easily (whilst not |osing
connectivity to RFC 822 addresses) plus the additional
functionality of X 400(1988) possible when conmunicating with
X.400(1988) users will also act as a stimulant to a
nigration.

The functionality provided by RFC 822 / M Me products wil |l

be the yardstick that an RFC 822 user conpares an offered
X.400(1988) product with. As such X 400(1988) products nust
provi de sone basic and inportant functions |like: Character
Set support via Ceneral Text; Multinedia capability via

Ext ended Body Parts; |ow nmessage del ays within the seconds
time scal es and ease of configuration of products. At present
there is no RFC 822 equivalent to X 400 delivery and receipt
notifications and as such these functions are seen as extra
functionality by the user

A followon to the extra functionality point above is that
present RFC 822 users, nost |ikely comrercial users, that
want to be able to use EDI or other mail enabled applications
that need security, nessage audits and positive confirmations
will be encouraged to migrate to X 400(1988). A decision to
use X.400(1988) in this case would be especially attractive
for those commercial RFC 822 users that are already operating
multiple ower |ayer networks. As X 400(1988) accommopdat es
multiple different network | ayers easily, the cost to migrate
could be considered quite snall
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6. 3. X 400(1984) services

A nunber of problens can be identified in a mgration from
X.400(1984) to X 400(1988). They are summari sed as,

- OSl supporting layers are mandatory in the |S0OL0021 MOTI S
standard, while the support of the conplete OSI stack (nornma
node ) is optional in the otherw se equivalent CCTT
X.400(1988) specifications. It is thus recommended that the
mgration from X 400(1984) should be straight to |1SO 10021
i.e., straight to use of the full OSI stack with normal node
RTS.

- There is a negative inpact on quality of service caused by
i mpl enentati on decisions related to the *General Extension
Mechani smi. To overcone this negative inpact no mninm
X.400(1988) MrAs, which relay the syntax but understand none
of the semantics of extensions, should be used.

Al X 400(1988) MrAs shoul d generate reports containing the
extensions that are present in the original nessage and route
such reports through the DL expansi on hierarchy where
appropri ate.

Choi ce of standards to be used within m xed X 400(1984 and
1988) nmnagenent donmi ns needs to acconmobdate in one option

t he danger of undetectable routing |oops fromincorrectly
configured routing entries and in another option the problem
that systenms that have fixed the routing | oop problem may not
all be consistently inplenented due to anbiguities within the
standards. The choice of which of these two options a
managenent domai n uses internally has no inpact on externa
managenent donai ns.

- DDA support is needed by X 400(1984) systens to address
X.400(1988) Common Nane Attribute users [2].

- Mnimum|loss of service quality nandates that downgradi ng of
X.400(1988) body parts to X 400(1984) bodyparts be done
according to the M MEMHS specifications [4].

- To enhance connectivity to both X 400(1984 and 1988)
managenent domai ns wit hout degradation of X 400(1988)
servi ce, nmanagenent donmin entry points that support both
X.400(1984 and 1988) are reconmended.
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- Ensuring that no X 400(1988) MIAs transit via X 400(1984)
MIAs. This allows no degradation of X 400(1988) service
quality [17].

The consequence of the last point is that the existing European
Research X 400(1984) - fornmerly COSINE MHS - MIA RELAY backbone
shoul d be one of the first MIA comunities to mgrate to X 400(1988).

6.4. Mail-11 services

The Mail-11 (al so known as DECnet mail) e-mail service is the ngjor
e-mail service used within the H gh Energy Physics and Space Physics
Anal ysis Networks (i.e., HEPnet and SPAN) and is the native e-nui
service present on VNS operating systenms. The Miil-11 service is
consi dered the nost popul ar service by the | arge HEPnet / SPAN
comunity. Mail-11 provides also large and easy to use gateways to
other E-mail protocols, like X 400 (84), RFC 822 (SMIP over TCP/IP
DECnet and X. 25, BSMIP over NJE), and PC LAN E-mail services.

Jointly with the "old style" Mail-11 UA the DECnet Phase V (CSI

CLNS) service provides the native capability to run X 400 (88) and
X.400(1984) services. There is thus the potential for X 400 (88)
services to becone avail able as soon as the HEPnet / SPAN community
m grates to DECnet Phase V. However the availability of VMS based UAs

for the X 400(1988) service is still very limted and is thus forcing
users to continue to stay with their Miil-11 UA (and thus the Mail-11
service).

Users in HEPnet / SPAN are denandi ng enhancenents to their mai
services to support nultimnmedia and delivery / read receipt services.
This is a strong driving factor for good X 400(1988) UAs to becone
avail abl e soon to allow users to properly use the avail abl e

X. 400(1988) service of DECnet Phase V.

7. Benefits of migrating to X 400(1988) and the involved costs

The actual as conpared to the potential benefits of migrating from
one’s existing mail systemto a new mail protocol is very dependent
on good products, good organisation of the migration and a degree of
commtment that the transition is worth the cost. Quantifiable and
accurate cost / benefit ratios for such a mgration are not possible
within the decentralised European R&D environnent and as such are not
gener at ed.

We have in this chapter listed the benefits that such a migration to
X. 400(1988) achieves. W have al so given an indication of the
relative costs of such a nmigration. Provided that there are good
products, and taken in conjunction with the recomendati ons of
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Chapter 8 and Appendices A and B, the task force is confident that
these potential benefits will translate into actual benefits and be
worth the costs incurred.

*Benefits*

Below is a list of non-technically oriented benefits and the features
of X.400(1988) that enable these benefits to occur. The benefit of,

- efficient and innovative conmunication within Europe is
assi sted by establishing an X 400(1988) mnessagi ng service
that integrates European industry, governnent and academ a;

- an increase in business efficiency by the use of ED (for
exanpl e autonmati c processi ng of business forns, exchange of
busi ness contracts, etc.) is enhanced by the security aspects
of X.400(1988) i.e., non-repudi ation, authentication,
confidentiality, integrity plus secure access between MHS
conmponent s.

- allow ng European users to conmunicate in their native
Eur opean | anguages i s brought about by the General Text body
part of X. 400(1988).

- renmpte users and Small and Medi um size Enterprises(SVE)
using e-mail for electronic conrerce is encouraged by

reducing the entry level costs for use of e-mail. An SME' s
use of Renpte UAs in conjunction with a service provider’'s M5
-instead of purchasing their own MIA - is acconmodat ed by

X. 400( 1988) .

- providing global nessaging for all e-mail users, but
recogni sing the existing market realities of heterogeneous e-
mai | systens, would be enhanced by the establishnment of
gateways to X.400(1988).

- being able to recover costs by chargi ng and accounting for
nmessagi ng services back to users - this is especially
i mportant for comercial service providers - is brought about
by the nmessage auditing capabilities of X 400(1988).

- comunication with users that have no access to E-mail (for
exanmple if such users are defined within Distribution Lists)
i s enhanced by X 400(1988)'s support for gateways to physica
delivery, fax, telex, teletex, etc.
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- buil di ng upon the existing X 400(1984) infrastructure (i.e.,
reduction of establishment costs) is brought about by
mgrating the X 400(1984) infrastructure to X 400(1988).

- a reduction in manpower (and thus costs) to nanage a gl oba
nmessagi ng service is brought about by the nessaging service's
ability to utilise the global distributed directory for
managenent i nformation.

- the nmessaging infrastructure to neet new user requirenents
i s enhanced by the support for General Extensible Mechani sm

- making E-mail nore user friendly is brought about by a
nessagi ng service that allows the use of the nore natura
directory nanes in E-nmil addresses.

- increased effectiveness of nessaging by the use of DLs is
brought about by X 400(1988)'s support of powerful nesting
capabilities and managenent for DLs.

- an increase in global nessage delivery performance and
reliability is enhanced by the ability of X 400(1988) to use
X. 500 for MIA routing.

- nmore nmessages being successfully delivered to nobile or
transi ent users is enhanced by the provision of the Message
Store.

- multinmedia use is enhanced by the ability to define new body
parts and to support nultiple types of binary data such as
audi o and vi deo.

- establishing opti mum and seamn ess conversi on of nessages
based upon the capabilities of a user is brought about by the
ability of X 400(1988) to act upon UA capabiliti es.

*Cost s*

The generic costs to establish an X 400(1988) pilot service can be
br oken down i nto:

a cost per backbone of RELAY MIAs (as used by the European
research comunity - the former Cosine MHS service),

- a cost per service provider,

- a cost per organisation,

a cost per user and

- a cost per user MIA for migrating to X 400(1988).
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To bring about the benefits, mentioned above, certain costs will be
incurred and they are summari sed bel ow

- Cost per backbone of RELAY MIAs (as used by the European
research community - the fornmer Cosine MHS service)

- The equi pnment costs of mgrating backbone RELAY MIAs.

- The establishnment of sone sort of organisational /
project group to oversee a backbone RELAY MIA pil ot.

As nost of the RELAY MIAs are already X 400(1988) capable, there
is already a MHS Co-ordination service in place that could be used
for this function and the nunber of backbone RELAY MIAs is |ess
than 100 in nunber the cost for mgrating the RELAY MIA backbone
is considered relatively | ow.

- Cost per service provider

- |If the RELAY MIA backbone (formerly Cosine MHS) is
m grated towards X 400(1988), then the remaini ng cost
for a service provider for migrating the infrastructure
towards X.400(1988) is relatively |ow

- The operational costs for organisational issues, for
exanpl e dealing with ODregistrations, is lowif
nati onal R&D service providers act as a cl earinghouse
for their own national R& institutions e.g.,
Uni versi ti es.

- Cost per organisation, end user and MIA

- The operational costs of migrating end users and their
MIAs in managenent domains to X 400(1988) are higher
than the costs involved with migrating the
infrastructure. This is due to the order of at |east 10
to 100 tines nore MIAs, as conpared to the service
providers, that would be involved with a mgration to
X.400(1988). As the infrastructure needs to migrate
first, the costs for the end user MIAs can be reduced
by profiting fromthe mgrati on experience of the
servi ce providers.

- The education and training costs for users and system
managers are significant, due to the amount of end
users and end user MIAs. Any margi nal cost savings per
user which can be made, e.g., by depl oynent of autonated
tools, should be considered due to the | arge overal
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savi ngs that accrue.

- The costs of any potential disruption of the end user’s
nmessagi ng service are high - due to the huge nunbers of
end users involved - and as such only a very well
managed, phased and planned migration should be
consi der ed.

- Software costs

- The costs for software devel opment are outside the
scope of this report. However it is clear that cost
needs to be incurred in order to provide software that
is easy to install and use. As a result of the work of
the task force a list of possibly needed conponents and
i kely changes to existing conponents can be proposed,

Modi fi cations, but not new devel opnents, to
software for:

- X.400(1988) MrAs, X.400(1988) UAs, DSAs,
DUAs and MSs.

New sof t ware devel opnents for

- MM to MHS Gat eways, X 400(1988) network
managenent, nail box conversion, PC LAN
directory synchronisation, PC LAN gateways
and UA capability registration.

- The distribution costs for any new software (for the
Eur opean R&D conmunity) are low if usual academc
di stribution nmethods - FTP servers, E-nmmil Based
servers, Copher, Wrld Wde Wb and Archie - are used.

* Summar y*

M gration towards a X. 400(1988) service needs to evolve fromthe

i nside (the nessagi ng backbone) outward (to the end user MIAs and end
users thensel ves). Due to the nunbers involved both the costs and the
benefits associated with the migration increase as the mgration

evol ves towards the end users.

The benefits of migrating to a X 400(1988) service are a feature rich
wel | defined open standard with high functionality , scalability, use
of directory, nultinmedia and secure nmessagi ng capability. The costs
for mgrating a RELAY MIA backbone can be considered relatively | ow
whil st the migration of end user MIAs and the migration of the end
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users thenselves are relatively high. These costs should of course be
bal anced agai nst the cost of a disrupted service that one m ght get
if no migration occurs at all and the current service (e.qg.,
X.400(1984)) reaches the limts of its scalability and/or
functionality.

It is inportant to realise that if end users thensel ves do not
experience direct feedback of the benefits from X 400(1988), this may
make the organi sational notivation needed to effect such a migration
difficult to achieve. In effect, the establishnent of a pil ot
X.400(1988) service is and should be driven by the requirenments of
end users and thus achieving end user benefits - as |isted above -
nmust be given a higher priority within a X 400(1988) service than
solely the extra service provider benefits.

8. Main Reconmendati ons

The RARE WG MSG Task Force on ' The Establishnment of an X 400(1988)
Pan European Pilot Messaging Service' has identified a nunber of high
| evel reconmendations for establishing such a

service. The main high |level reconmendations are listed within this
chapter. A nore detailed el aboration of these main recomendations is
given in Appendi x A Appendix A is provided for policy nmakers w shing

nore background on the main recomendations. As well, a list of very
detail ed guidelines, plus sone issues requiring further
investigation, is given in Appendix B. Appendix B will be especially

useful for personnel seeking detail ed technical guidelines which are
consistent with the main high | evel recommendati ons.

* Reconmendat i ons*

- Establish a X 400(1988) pilot service enconpassi ng European
Conmmerci al, Governnent and Academn c bodi es. Such a pil ot
service to be co-ordinated by using an industry forum where
all parties could neet. The use of an existing forum where
user organisations are well represented, is desirable if
commerci al end users organisation’s requirenents are to be
nmet. The forum should al so be open to non-European
participants.

- X.400(1988) end user services should be provided as well as
a X.400(1988) backbone RELAY MIA service within a X 400(1988)
pilot service. The end user services should be given a high
priority.

- Help an already energing market place in X 400(1988)

products to prosper by ensuring that a suitable supply of
hi gh quality X 400(1988) public domain software is avail abl e.
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The Internet has proven, that public domain software, free of
any commercial restrictions, is further rapidly devel oped, by

Smal | and Medium Si ze Enterprises (SMEs), into derivative

products suitable for the commercial market.

- Any pilot service should be well co-ordinated and result

driven but utilise a distributed market oriented approach. It

is considered very difficult to organise and plan such a

pilot under the assunption of a single centrally funded body

i.e., driven fromthe "top’. A nore 'market driven or

di stributed organisation is considered feasible, and likely
to succeed, if all the market '"players’ are fully involved

i.e., a 'bottom up approach

- For the acadenmic community - and ever nore for the

commercial comunity - there is a business need to ensure near
total and 'perfect’ integration with the existing and al so

evol ving RFC 822 based servi ces.

- For the acadenmic conmmunity a rapid mgration of the existing
X.400(1984) backbone RELAY MrAs, used within the European R&D

X.400(1984) service, - formerly the COSINE MHS service -

is

consi dered urgent. This migration will provide a ’'bootstrap

path for academ c organisations to internationally pilot
X. 400(1988) services. Such end user piloting is not

considered feasible if X 400(1984) backbone RELAY MIAs are

used for an X 400(1988) service (see Reference [17] for
techni cal details).

The report does not include any recomrendati ons on devel opnent and

depl oynment of RFC 822 / MME / PEMrelated (pilot) services,

as these

are outside of the scope of the Task Force. However, since both
X.400(1988) and RFC 822 / MME / PEMw || be devel oped and used

within the European R&D conmunity, such a pilot should al so
consi der ed.

9. Security Considerations

Security issues are not discussed in this neno.
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11. Term nol ogy

ADNMD
ASCI |
ASN. 1
AU
CaTT

CEN
CENELEC
CEPT
CONS
COSI NE
DL

D S
EMA

EN

ENV

| EC

| ETF

| PM

| PMS

| PN

I SO
JNT
JTC

VD

VHS
VHS- DS

M ME

MOTI S
MI'A
MI'L
MI'S
NBS
sl
PEM
PRVD
RARE
RFC
RFC 822

RTR
RTS
WG MSG

Adm ni strati on Managenent Domain

Anerican Standard Code for Information Exchange
Abstract Syntax Notation One

Access Unit

Conmite Consultatif International de Tel egraphi que et
Tel ephoni que

Conite Europeen de Norrmalisation

Conmite Europeen de Norrmalisation El ectrotechnique
Conf erence Europeene des Postes et Tel ecommuni cati ons
Connection Oriented Network Service

Co-operation for OSI networking in Europe

Di stribution List

Draft International Standard

El ectroni ¢ Messagi ng Associ ation

Eur opean Norm

Draft EN, European functional standard

I nternational Electrotechnical Comm ssion

I nternet Engi neering Task Force [ 20]

I nt er-Personal Message

I nter-Personal Messagi ng Service

I nter-Personal Notification

I nternational Organisation for Standardisation

Joi nt Network Team (UK)

Joi nt Technical Committee (ISQ |EC)

Managenent Donain (either an ADMD or a PRMD)

Message Handling System

Message Handling Systens use of Directory Service
Wrking Goup fromthe | ETF

Mul ti - purpose Internet Mail Extensions (extensions to
RFC 822) [ 6]

Message- Ori ented Text |nterchange Systens

Message Transfer Agent

Message Transfer Layer

Message Transfer System

Nati onal Bureau of Standardi zation

Open Systens | nterconnection

Privacy Enhanced Mail [10]

Private Managenent Donain

Reseaux Associ es pour |a Recherche Europeenne
Request For Comments (series of Internet publications)
RFC describing Internet Message format for Electronic
mai |

RARE Techni cal Report (series of RARE publications)
Rel i abl e Transfer Service

RARE Working Group on Mail and Messagi ng
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Appendi x A - Elaboration on the nmain reconmendations

The mai n recomrendati ons of the report are el aborated upon in nore
detail within this appendix.

- In order to provide a globally pervasive nessagi ng servi ce,
it is recormended to establish a well operated Pan-European
X. 400(1988) pil ot backbone conprising MIAs and Mss,
connecting partners within Industry, Commercial Service
Provi ders, Acadeni a and Public Bodies (CEC, Nationa
Governnents, etc.). The pilot should be open to gl oba
partici pation.

- In order to naintain the wi dest connectivity with the
hi ghest possible functionality, gateways should be installed
t hat gat eway between X 400(1988) and RFC 822/ M ME. These
gat eways should foll ow the specifications of RFC 1327 [1] and
RFC 1494 et al. [4]. Experience with these gateways shoul d be
fed back into the appropriate RARE and | ETF Working G oups to
i mprove the standards.

- In order that the ’business needs’ of non-R&D organi sations
can be inserted at an early stage into the goals of the pilot
and ensuring that the success of the pilot in neeting these
goal s can be neasured and dissem nated i.e., to encourage the
active participation of non-R& organi sations within the
pilot, it is reconmended that an open forum conprising
i ndustry, service providers, public bodies and academ a
shoul d be used. Preferably an existing forumwhere end users
are heavily involved is desirable.

- In order for nmeaningful co-operation between bodies affected
by the pilot to occur and thus hopefully reduci ng unnecessary
duplications, it is recomended that there are close liaisons
and contacts between at |east the | ETF, RARE, EARN, EUnet,

RI PE, Y-NET, EEMA, EMA, EWOS, OW CEN CENELEC, |SO CClTT,
CEC and European governnental bodies and those invol ved
within the pilot. The suggested nechani smfor a meani ngful
liaison is that enough participants of the above

organi sations attend the common forum nmenti oned above. It is
al so suggested that as nmuch as possible e-nmail distribution
lists be used to conmuni cate between forum parti ci pants.

- In order that the pilot have neasurable results, it is

reconmended that the pilot shall be inplenmented in phases. It
is considered that at |east two phases are needed:
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- phase 1 - initial short start up phase with a small
nunber of participants. The result of this phase is
t hat any needed procedures, co-ordination nechanisns,
etc. are put into place for the large scale piloting of
phase 2.

- phase 2 - phase with a wi de Pan-European participation
The result of this phase should be a proof of scaling
of the pilot X 400(1988) service i.e., the goals of the
pilot as defined in Chapter 1 are net. It is expected
that upon successful conpletion of this phase a natura
evolution to a gl obal deploynment of a X 400(1988)
service will have started.

- In order to rapidly conplete phase 1 of the pilot and that
the pilot is at |east Pan-European in scope, it is
recommended that; a nunmber of R&D service providers, one each
from several European countries; at least 2 North Anmerican
R&D service providers; at |east 1 Japanese R&D service
provi der and a small nunber of commercial service providers
and conmmerci al organi sations are actively involved in phase
1.

- In order to stimulate the creation of an econonically viable
mar ket place for X 400(1988) products (i.e., MIAs, UAs, etc.)
(i.e., users are willing to purchase such products), it is
recommended that a suitable mni mum nunber of new software
i mpl enentati ons and or nodifications to existing software
i mpl ementati ons be funded. The resulting software to be
inserted into the Public Domain free of any financial
restrictions on further conmercial exploitation. By using
this mechanism Small and Medium Size Enterprises (SMEs) w |
be encouraged to conmercially exploit such products.

- Due to the strong influence of the R& conmunity within the
pilot plus the desire to produce standardi sed products
qui ckly and pragmatically, it is reconmended that any
standards proposed within the scope of an X 400(1988) pil ot
(for exanple standards re: character sets and body parts
gatewayed to and from X 400(1988) and RFC 822 / M ME) are
conformant to and candi dates for Internet standardisation. As
a concrete exanple of the standardi sati on process, this neans
that at |east two i ndependent software inplenentations, for
each product category, (of which one product preferably in
the Public Donain) nust be proven as interworking to a
proposed standard before the proposed standard can be
el evated to draft standard [20].
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- To ensure that there is a market driven demand for
X. 400(1988) products within the comercial market place, it
is recormended that the maxi mum nunber of Public Domain
i mpl enentati ons that are funded, by any one public funding
organisation, is two. It is desirable that at |east one other
product, preferably comercially based and not within the
Publ i c Domain, is produced.

- In order that any necessary information required for the
effective operation of the X 400(1988) pilot, including not
| east O D assignnments, mapping rules, information about
i nterconnection partners, nanming authority information be
made widely available, it is recommended that an
el ectronically accessible informati on base be established.

- In order that any necessary organi sational issues needed for
a depl oynent of an X 400(1988) service have a body in place
to deal with this issue, it is recomended that the pil ot
either identify and Iist which bodies are responsible for
whi ch issues or else actively ensure that a suitable body is
bei ng put in place.

Appendi x B - A nunber of detail ed guidelines.
The Task Force has the follow ng detail ed guidelines:
*Product and operational service guidelines*

- To ensure that there is no degradation of X 400(1988)
servi ce between X 400(1988) originators and destinations, the
topol ogy of the MIS must be such that no X 400(1984) MIA acts
as a relay between any two X 400(1988) users.

- As the existing R&D X. 400(1984) service (formerly COSI NE
MHS) now conprises a | arge nunmber of X 400(1988) capabl e
RELAYs, it would be relatively straight forward that the
exi sting COSI NE MHS RELAYs be one of the first conmunities
that are nmigrated to X 400(1988) capabilities. This would
ensure that X 400(1988) MIAs using the RELAY backbone
experience no | oss of service.

- To be able to operate an X 400(1988) service a properly
operated X. 400(1988) infrastructure shoul d be established,
consi sting of X 400(1988) MrAs, X. 400(1988) MIAs with
downgr adi ng capabilities according to RTR 3, Message Store
servi ces and gateways to RFC 822 based upon RTR 2 and
ext ended gatewaying functionality for multinmedia mail.
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- To ensure maxi num use of the OSI supporting |ayers plus
support of normal nobde RTS, it is recommended that a
mgration to 1 SO 10021 is effected i.e., straight to use of
the full OSI stack with normal node RTS.

- To ensure nmaximumquality of service as inpacted by
i mpl ement ati on decisions related to the 'General Extension
Mechani sm, it is recommended that no mninmal X 400(1988)
MIAs, which relay the syntax but understand none of the
semantics of extensions, should be used.

- It is reconmended that all X 400(1988) MIAs shoul d generate
reports containing extensions copied fromthe subject nmessage
and route reports through the DL expansi on hierarchy where
appropri ate.

- It is reconmended that all X 400(1984) UAs are able to
generate and display DDAs. This will allow such systens to
address X. 400(1988) Common Nane Attribute users.

- To enhance connectivity to both X 400(1984 and 1988)
managenent domai ns wit hout degradation of X 400(1988)
servi ce, nmanagenent donmin entry points that support both
X.400(1984 and 1988) are reconmended.

- To ensure total connectivity between RFC 822 donmi ns
mgrating to X 400(1988), it is reconmended that a | ocal
X. 400-t 0- RFC- 822 gateway is nmade operational or a reliable
servi ce agreenent for the external provision of such a
gateway is effected before any nigration begins.

*Mgration utilities needed*

- It is considered very helpful if conversion utilities that
allow a flawl ess conversion of an RFC 822 user’s existing
mai | folders to a X 400(1988) product’s fol der system be
i mpl ement ed. However further investigation is needed before
recommendi ng that such tools be nade a nmandatory part of any
funded software devel opnent.

- It is recormmended that the ease of configuration of
X.400(1988) products is nade as automatic as possible.
Consi deration should be given to a) nodern user interfaces b)
automati ¢ processing of 'old RFC 822" configuration files
into the 'new X 400(1988)' configuration files i.e., a reuse
of the user’s previous options and configurations should be
the result. If a 'sinple configuration interface is needed
it should be as conpatible as possible with the present RFC
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822 mailer’s i.e., this concretely nmeans editing of ASCl
files.

*|ssues for further study*

The pilot X 400(1988) nessagi ng service nust ensure that the issues
listed below are either being investigated by an appropriate body or
if not initiate actions to properly address them The issues have
been grouped under Products, O ganisational and Depl oynent.

- Products

- Any X. 500 DSAs, DUAs, APlIs e.g., LDAP, etc. changes
needed to support X 400(1988) nessagi ng.

- X.400(1988) MrAs, UAs, Mss, gateways to RFC 822/ M ME
and X.400(1984) plus gateways to other nessaging
systens e.g., Mcrosoft Miil, Lotus cc:Mil, etc.

- User Interfaces that integrate X 400(1988) UAs and

X. 500 DUAs with user applications such as Wrd
Processors, etc.

- E-mail network management software both for users and
admi ni strators

- Organi sational
- trusted network for security (i.e., the distribution of
security keys) and whether this trusted network shoul d
or can be the sane as the PEMtrusted network presently
under depl oynent.
- usage of PEMw thin X 400(1988).
- PEMto and from X 400(1988) gatewaying.

- how to register and publicise object IDs for
X. 400(1988) .

- addresses are well publicised of PRVD and ADVD
regi stration authorities.

- creation and nodification authority for X 400-to-RFC
822 mapping rules is defined.

- creation and nodification authority for MIA routing
rul es is defined.

RARE WG MSG Task Force 88 [ Page 42]



RFC 1616 X. 400(88) for European Academ cs and Research May 1994

- what nethods should be used to liaison to other bodies
like | ETF, |1SO EEMA, EMA, etc.

- ensuring that any Public Domain software needed for the
X.400(1988) service is distributed wi dely, quickly and
efficiently.

- Depl oynent

- which services should start such a mgration (i.e.,
COSI NE MHS RELAYs, Universities, other).

- the topol ogy of the X 400(1988) MS

- addressing of users between X 400(1984 and 1988) and
RFC 822 e.g., how will X 400(1988) T.61 address
conmponents be processed by X 400(1984) and RFC 822
syst ens.

- which X 400(1988) body parts MJST be supported by the
research conmmunity.

- if any new APIs - or nodified APIs - are needed for
X. 400(1988) and nessaging i n general .

- the specifications and devel oprment of any needed Public
Donai n sof tware.

- what existing Public Domain software should be nodified
to acconmobdate X. 400(1988) systens.

- how rapidly to deploy the X 400(1988) servi ce.

- ensuring that there is "little or no | oss of service
in any mgration from X 400(1984), or RFC 822, to
X. 400(1988) .

- considering what Value Added Services, based upon

X.400(1988), could be started to encourage uptake of
X. 400(1988) .
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