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| ESG Not e

Thi s docunent defines an Experinmental protocol for the Internet
comunity. The | ESG expects that a revised version of this protoco
will be published as Proposed Standard protocol. The Proposed

St andard, when published, is expected to change fromthe protocol
defined in this nenbo. |In particular, it is expected that the
standards-track version of the protocol wll incorporate strong

aut hentication and privacy features, and that an "ipp:" URL type wll
be defined which supports those security nmeasures. O her changes to
the protocol are also possible. Inplenmenters are warned that future
versions of this protocol nay not interoperate with the version of

| PP defined in this docunent, or if they do interoperate, that some
protocol features may not be avail abl e.

The | ESG encour ages experinmentation with this protocol, especially in
conbi nation with Transport Layer Security (TLS) [ RFC2246], to help
determ ne how TLS may effectively be used as a security l|ayer for

| PP.

Abstract

This docunent is one of a set of docunents, which together describe
all aspects of a new Internet Printing Protocol (IPP). IPPis an
application I evel protocol that can be used for distributed printing
using Internet tools and technol ogies. This docunent takes a broad
| ook at distributed printing functionality, and it enunerates real -
life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies
requirements for three types of users: end users, operators, and
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admi ni strators. The design goals docunment calls out a subset of end
user requirements that are satisfied in IPP/1.0. Operator and
adm ni strator requirenents are out of scope for version 1.0.

The full set of | PP docunents includes:

Design Goals for an Internet Printing Protocol (this docunent)
Rationale for the Structure and Mddel and Protocol for the
Internet Printing Protocol [RFC2568]

Internet Printing Protocol/1.0: Mdel and Semantics [ RFC2568]
Internet Printing Protocol/1.0: Encoding and Transport [RFC2565]
Internet Printing Protocol/1.0: Inplenmenter’s Quide [ipp-iidg]
Mappi ng between LPD and | PP Protocol s [ RFC2569]

The "Rationale for the Structure and Model and Protocol for the
Internet Printing Protocol” docunment describes IPP froma high |eve
view, defines a roadnmap for the various docunments that formthe suite
of I PP specifications, and gi ves background and rationale for the

| ETF wor ki ng group’s nmj or deci sions.

The "Internet Printing Protocol/1.0: Mdel and Semantics" docunent
describes a sinplified nodel consisting of abstract objects, their
attributes, and their operations that is independent of encodi ng and
transport. The nodel consists of a Printer and a Job object. The
Job optionally supports nultiple docunents. [IPP 1.0 sermantics all ow
end-users and operators to query printer capabilities, subnmit print
jobs, inquire about the status of print jobs and printers, and cancel
print jobs. This docunent al so addresses security,

i nternationalization, and directory issues.

The "Internet Printing Protocol/1.0: Encoding and Transport"” docunent
is a formal mapping of the abstract operations and attributes defined
in the nodel docunment onto HTTP/1.1. 1t defines the encoding rules
for a new Internet nedia type called "application/ipp".

The "Internet Printing Protocol/1.0: |Inplenenter’s Guide" docunent

gi ves insight and advice to inplenenters of IPP clients and | PP
objects. It is intended to help themunderstand | PP/ 1.0 and sone of
the considerations that may assist themin the design of their client
and/or | PP object inplenmentations. For exanple, a typical order of
processing requests is given, including error checking. Mdtivation
for some of the specification decisions is also included.

The " Mappi ng between LPD and | PP Protocol s" docunent gives sone

advice to inplenenters of gateways between | PP and LPD (Line Printer
Daenon) i npl enent ati ons.
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1. | NTRODUCTI ON

The | PP protocol is heavily influenced by the printing nodel

i ntroduced in the Docurment Printing Application (DPA) [1S010175]
standard. Although DPA specifies both end user and adninistrative
features, I PP version 1.0 (IPP/1.0) focuses only on end user
functionality.

2. TERM NOLOGY

Internet Printing for the purposes of this docunent is the
application of Internet tools, prograns, servers and networks to

all ow end-users to print to a renote printer using, after initial
setup or configuration, the same nethods, operations and paradi gns as
woul d be used for a locally attached or a |ocal area network attached
printer. This could include the use of HITP servers and browsers and
ot her applications for providing static, dynam c and interactive
printer |ocating services, user installation, selection,
configuration, print job subm ssion, printer capability inquiry and
status inquiry of renote printers and jobs.

For the purposes of this docunent, a WEB Browser is software

avail abl e from a nunber of sources including but not linmted to the
following: Mcrosoft Internet Explorer, NCSA Msaic, Netscape

Navi gator, Sun Hot Javal!. The major task of these products is to use
the Hypertext Transport Protocol (HTTP) to retrieve, interpret and

di spl ay Hypertext Markup Language (HTM.). These products are often a
part of a conplete Internet Printing system because they are often
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used as a neans of obtaining the status of or nore information about
the printing system however, they may not be present in al
i npl enent ati ons.

Throughout this docunent, 'printer’ shall be interpreted to include
any device which is capable of marking on a piece of nmedia using any
avai l abl e technol ogy. These design goals do not include support for
multi-tiered printing solutions involving servers (single or
multiple) logically in front of the actual printing device yet al
such configurations shall be supported but shall appear to the end-
user as only a single device.

Throughout this docunent 'driver’ refers to the code installed in
some client operating systemto generate the print data stream for
the intended printer. Sone computing environnments nmay not include a
separate printer driver. Rather, the generation of the proper print
data streamis acconplished in an application on that conputer. How
such a conputer environnment or application is updated to support a
new printer now made avail able using IPP is outside the scope of |PP.
The actual details for installing a printer driver are operating
system dependent and are al so outside the scope of |PP. See al so
section 4.1 (SECURI TY CONSI DERATI ONS) for security inplications of
driver downl oad and installation.

The | PP protocol will support the foll ow ng physical configurations:

- An IPP client talking to an IPP Printer object inbedded in a
si ngl e, physical output device.

- An IPP Cient talking to a server containing one or nore |PP
Printer objects. Each Printer object is associated with exactly one
physi cal out put device supported by the server. The protoco
bet ween the server and the output devices is undefined.

- An IPP Cient talking to an PP Printer object in a server. The
Printer object is associated with one or nore physical output
devices, but the client only sees the Printer object, which is an
abstraction and represents all of the associated physical output
devi ces. The protocol between the server and the physical output
devi ces is undefined.

Throughout this docunent, certain design goals will be identified as
not being a part of version 1.0 (or V1.0) of the protocol or as being
satisfied by neans outside of IPP. [|IPP is assuned to be one part, an

enabl er, of a conplete Internet Printing solution. For exanple
printer instance creation is not performed by but is enabled by the
protocol. dobally, none of the operator or adm nistrators wants and
needs are included in the design goals for version 1.0. Sone of the
end-user wants and needs may al so be excluded fromversion 1.0 and
will be so noted in the description of them Subsequent versions of
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the protocol (e.g. V2.0) may include support for these initially
excl uded wants and needs.

3. DESI GN GOALS

The next three sections identify the design goals for an Internet
printing protocol fromthree roles assumed by humans: end-user,
operator, and adninistrator. The goals defined here are only those
that need to be addressed by an Internet printing protocol. O her
wants and needs, such as that the operator needs physical access to
the printer (e.g. to be able to | oad paper or clear jans) are not
covered by this docunent. Section 5 contains scenarios which provide
nore detail ed exanples of the entire process including discovery,
status, printing and end-of-job reporting.

3. 1. END- USER

An end-user of a printer accepting jobs through the Internet is one
of the roles in which humans act. The end-user is the person that
will submit a job to be printed on the printer

The wants and needs of the end-user are broken down into six
categories: finding/locating a printer, creating a |local instance of
a printer, viewing printer status, viewng printer capabilities,
submtting a print job, viewing print job status, altering the
attributes of a print job.

3.1.1. Finding or locating a printer.

End-users want to be able to find and | ocate printers to which they
are authorized to print. They want to be able to performthis
function using a standard WEB browser or other application. Miltiple
criteria can be applied to find the printers needed. These criteria
i nclude but are not limted to:

- by nane (Printer 1, Joes-color-printer, etc.)
- by geographic location (bldg 1, Kentucky, etc.)
- by capability or attribute (color, duplex, |egal paper, etc.)

Additionally, while it is outside of scope of |IPP, end-users want to
be able to limt the scope of their searching to:

- inside a functional sub-domain

- include only a particular domain (|exmark.com
- excl ude specified domains
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Wiile an Internet printing protocol may not of itself include this
function, |IPP nust define and enable a directory schema which wll
provi de the necessary infornmation for a directory service

i npl emrentation to consistently represent printers by their |IPP
attri butes.

3.1.2. Create an instance of the printer.

After finding the desired printer, an end-user needs to be able to
create a local instance of that printer within the end-user operating
system or desktop. This local instance will vary dependi ng upon the
printing paradigmof the operating system For exanple, some UN X
users will only want a queue or a reference to a renote printer
created on their machine while other UNI X users and W ndows NT users
will want the queue and al so the necessary icons and registry entries
to be created and initialized. Were required, drivers nay need to
be downl oaded from sone repository and installed on the conputer

Al'l necessary deconpressing, unpacking, and other installation
actions should occur w thout end-user interaction or intervention
excepting initial approval by the end-user. Once the local instance
of the printer has been installed, it shall appear to the end-user of
the operating systemand to the applications running there as any
other printer (local, l|ocal area network connected, or network
operati ng system connected) on the end-user desktop or environnent.
IPPs role in this goal is sinply to enable the creation of the
printer instance providing information such as where to |locate a
printer driver for this printer, as an attribute of an IPP Printer.

3.1.3. Viewing the status and capabilities of a printer.

Before using a selected printer or, in fact at any time, the end-user
needs the ability to verify the characteristics and status of both
printers and jobs queued for that printer. Wen checking the
characteristics of a printer, the end-user typically wants to be able
to determine the capability of the device, e.qg.

- supported nedia, comonly paper, by size and type
- paper handling capability, e.g. duplex, collating, finishing
- color capability

When checking the status of the printer and its print jobs, the end-
user typically wants to be able to deternine:

is the printer on-1line?

- what are the defaults to be used for printing?

how nmany jobs are queued for the printer?

how are job priorities assigned? (outside the scope of |PP)
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3.1.4. Subnitting a print job.

Once the desired printer has been located and installed, the end-user
wants to print to that printer fromnormal applications using
standard net hods. These normal applications include such prograns as
word processors, spreadsheets, data-base applications, WEB browsers,
production printing applications, etc. Additionally, the end-user
may want to print a file already existing on the end-user’s conputer
-- "sinple push". In addition to printing froman application and
sinmpl e push, the end-user needs to have the ability to submit a print
job by reference. Printing by reference is defined to nean as
submtting a job by providing a reference to an existing docunent.
The reference, a URI, will be resolved before the actual print
process occurs. Submitting a job by reference relieves the user from
downl oadi ng the document fromthe renote server and then sending it
via IPP to the printer. This saves both tinme and network bandw dt h.

Sone neans shall be provided to determine if the format of a job
mat ches the capability of the printer. This can be done by one of
the following (all of which are outside of scope of the IPP
protocol):

- the end-user selects the correct printer driver
- the printer automatically selects the proper interpreter
- the end-user uses sone ot her nanual procedure.

A standard action shall be defined should the job' s requirenents not
match the capabilities of the printer.

Because the end-user does not want to know the details of the
underlying printing process, the protocol nust support job-to-printer
capability matching (all inplenentations are not necessarily required
to inplement this function.) This matching capability requires
knowi ng both the printer’s capabilities and attri butes and those
capabilities and attributes required by the job. Actions taken when
a print job requires capabilities or attributes that are not

avail able on the printer vary and can include but are not limted to:

- rejecting the print job
- redirecting the print job to another printer (Not in V1.0)
- printing the job, accepting differences in the appearance

Print jobs will also be submitted by background or batch applications
wi t hout human intervention.

End-users need the ability to set certain print job parameters at the

time the job is submtted. These paraneters include but are not
limted to:
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nunber of copies

single or two sided printing
- finishing

- job priority

3.1.5. Viewing the status of a submitted print job.

After a job has been subnitted to a printer, the end-user needs a way
to view the status of that job (i.e. job waiting, job printing, job
done) and to deternmine where the job is in the print queue.

In addition to the need to inquire about the status of a print job,
automatic notification of the conpletion of that job is also
required.

Notification nmeans are not defined by the protocol but the protocol
nmust provide a nmeans of enabling and disabling the notification.

3.1.6. Canceling a Print Job

While a job is waiting to be printed or has been started but not yet
conpl eted, the original creator/submtter of the print job (i.e. the
end-user) shall be able to cancel the job entirely (job is waiting)
or the renmaining portion of it (job is printing.) Altering the print
job itself is not a V1.0 design goal

3.2. OPERATOR (NOT REQUI RED FOR V1. 0)

An operator of a printer accepting jobs through the Internet is one
of the roles in which humans act. The operator has the
responsibility of nmonitoring the status of the printer as well as
managi ng and controlling the jobs at the device. These
responsibilities include but are not limted to the replenishing of
supplies (ink, toner, paper, etc.), the clearing of m nor errors
(paper jams, etc.) and the re-prioritization of end-user jobs.
Qperator wants and needs will not be addressed by V1.0 of the

pr ot ocol .

The wants and needs of the operator include all those of the end-user
but may include additional privileges. For exanple, an operator may
be able to view all print jobs on a printer while the end-user m ght

only be able to see his own jobs.

3.2.1. Alerting.
One of the required operator functions is having the ability to

di scover or to be alerted to changes in the status of a printer
particularly those changes that cause a printer to stop printing and
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to be able to correct those problenms. As such, an Internet printing
protocol shall be able to alert a designated operator or operators to
these conditions such as 'out of paper’, 'out of ink’', etc.
Additionally. the operator shall be able to, asynchronous to other
printer activity, inquire as to a printer’'s or a job’s status.

3.2.2. Changing Print and Job Status.

Anot her of the required operator functions is the ability to affect
changes to printer and job status renotely. For exanple, the
operator will need to be able to re-prioritize or cancel any print
jobs on a printer to which the operator has authority.

3.3. ADM NI STRATOR (NOT REQUI RED FOR V1. 0)

An adninistrator of a printer accepting jobs through the Internet is
one of the roles in which humans act. The admi nistrator has the
responsibility of creating the printer instances and controlling the
aut hori zati on of other end-users and operators. Administrator wants
and needs will not be addressed by V1.0 of the protocol

The wants and needs of the administrator include all those of the
end-user and, in some environnents, some or all of those of the
operator. Mnimally, the adm nistrator nust al so have the tools,
prograns, utilities and supporting protocols available to be able to:

- create an instance of a printer

- create, edit and maintain the list of authorized end-users

- create, edit and maintain the list of authorized operators

- create, edit and maintain the list of authorized
admi ni strators

- create, customi ze, change or otherw se alter the manner in
whi ch the status capabilities and other information about printers
and jobs are presented

- create, custom ze, or change other printer or job features

- adnministrate billing or other charge-back nechani sns

- create sets of defaults

- create sets of capabilities

The admini strator nmust have the capability to performall the above
tasks locally or remptely to the printer.

4. OBJECTI VES OF THE PROTOCOL

The protocol to be defined by an Internet printing working group will
address the wants and needs of the end-user (V1.0). It will not, at

least initially, address the operator or adm nistrator wants and
needs (V2.0).
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The protocol defined shall be independent of the operating system of
both the client and the server. Cenerally, any platform capable of
supporting a WEB Browser should be capable of being a client.
Generally, any platform providing a WEB/ HTTP server and printing
servi ces shoul d be capable of being a server. Usage of the VB
Browser and Server is not required for I PP, the operating system
operati ng system extensions or other applications nay provide | PP
functionality directly.

I n many environnents such as Wndows 95, Wndows NT and OS/ 2, the
print data is created and transnmitted to the printer on the fly

rat her than being created, spooled and then transnitted to the
printer (a typical UNI X method.) The Internet Printing Protocol nust
properly handl e either nethodol ogy and make this transparent to the
end- user.

4.1. SECURI TY CONSI DERATI ONS

It is required that the Internet Printing Protocol be able to operate
within a secure environnent. Wherever reasonable, |PP ought to make
use of existing security protocols and services. IPP will not invent
new security features when the design goals described in this
docunent can be net by existing protocols and services. Exanpl es of
such services include Secure Socket Layer Version 3 (SSL3) [SSL] and
HTTP Di gest Access Authentication [ RFC2069]. Note: SSL3 is not on
the | ETF standards track

Since we cannot anticipate the security levels or the specific
threats that any given I PP print adninistrator may be concerned with,
| PP nmust be capable of operating with different security mechani sns
and policies as required by the individual installation. The initial
security needs of IPP are derived fromtwo primary considerations.
First, the printing environments described in this docunent take into
account that the client, the Printer, and the docunent to be printed
may each exist in different security domains. Wen objects are in
different security domai ns the design goals for authentication and
nmessage protection nmay be much stronger than when they are all in the
sane domai n.

Secondly, the sensitivity and value of the content being printed wll
vary fromone instance of a print job to another. For exanple, a
publicly avail abl e docunent does not need the sane |evel of
protection as a payroll docunment does. Message protection design
goal s include data origin authentication, privacy, integrity, and
non- r epudi ati on.
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In many environnents (e.g. Wndows, OS/2) a printer driver may be
needed to create the proper datastreamfor printer. This docunent
di scusses downl oadi ng such a new driver froma variety of sources.
Downl oadi ng and installing any software, including drivers) on a
comput er exposes that conputer to a nunber of security risks
including but not limted to:

- defective software

- malicious software (e.g. Trojan horses)

- inappropriate software (i.e. software doing sonething
deenmed unreasonabl e by the user.)

As such, proper security considerations and actions need to be taken
by the user and/or a system administrator to prevent the conpron sing
of the conputer. Adm nistrators should configure downl oadi ng

mechani smfor printer drivers in such a way as to be able to verify
the source of driver software and encrypt or otherw se protect that
sof tware during downl oad.

Exanpl es including security considerations can be found in sections 5
(1 PP SCENARI OS) and 10 (APPENDI X - DETAI LED SCENARIOS) later in this
docunent .

4.2. | NTERACTION WTH LPD (RFC1179)

Many versions of UNI X and in fact other operating systens provide a
means of printing as described in [RFC1179] (Line Printer Daenon
Protocol.) This docunment describes the file formats for the control
and data files as well as the nmessages used by the protocol. Because
of the sinplistic approach taken by this protocol, many manufacturers
have include proprietary enhancenents and extensions to "I pd.’
Because of this divergence and due to other design goals described in
this docunment, there is no requirement for backward conpatibility or
interoperability with "I pd . However, a mapping of LPD functionality
and | PP functionality shall be provided so as to enable a gateway

bet ween LPD and | PP.

4. 3. EXTENSIBILITY
The Internet Printing Protocol shall be extensible by several neans
that facilitate interoperability and prevent inplenentation
col l'i sions:
- by providing a process whereby inplenenters can submit proposals

for registration of new attri butes and new enunerated val ues for
existing attributes.
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* that require review and approval. The Internet Assigned
Nurmber Authority (1 ANA) will be the repository for such
accepted registration proposals after review

* that do not require review and approval. [|ANA will be the
repository for such registrations.

- by providing syntax in the protocol so that inplenmenters nmay add
private (i.e. unregistered) attributes and enunerated attribute
val ues.

- by providing versioning and negotiation so as to enable future
i mpl ementations of IPP to interoperate with inplenentations of
version 1.0 of |PP.

4. 4. FI REWALLS

As stated in section 3 Design Goals, Internet printing shall, by
definition, support printing fromone enterprise to another. As
such, the Internet printing protocol nust be capable of passing
through firewal |l s and/ or proxy servers (where enabled by the firewall
administrator) preferably without nodification to the existing
firewal | technol ogy.

4.5. | NTERNATI ONALI ZATI ON

Users of Internet printing will cone fromall over the world. As
such, where appropriate, internationalization and |ocalization wl]l
be enabled for the protocol.

5. | PP SCENARI CS
Each of the scenarios in this section describes a specific IPP

operation, such as subnmitting a print job. Section 10 contains
several detailed flows for each scenario to provide additiona

detail. The exanples should not be considered exhaustive, but
illustrative of the functions and features required in the protocol.
Flows are intended to be protocol neutral. It is not assuned that al

of the functions and features described in these scenarios wll
necessarily be supported directly by IPP or in version 1.0 of |PP.

See the | PP Model and Semantics docunent for details on
configurations of clients, servers and firewalls.
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5.1. PRI NTER DI SCOVERY

Cient Directory Service
Servi ce

Information on Printers matching these characteristics

The objective of printer discovery is to |locate printers that neet
the client’s wants and needs. The Directory Service should provide
enough information for the client to make an initial choice. The
client may have to connect to each individual Printer offered to get
nore detail. Not all information available fromthe Directory
Service is obtained using | PP; sone information may be

adm ni stratively provided.

The actual protocol used between client and Directory or Nanme Service
is considered outside the scope of IPP. Printer Discover is included

in the scenarios to provide design goals for the directory schema for
IPP Printers and to further define Printer attributes.

Characteristics that mght be considered when |ocating a Printer
i ncl ude:

- capabilities of the Printer, e.g. PDLs supported
- physical location, e.g. in building 010
- driver required and | ocation
- cost per page to print (outside the scope of |PP)
- whether or not printer is access controlled
- whether or not usage requires client authentication
- whether or not Printer can be authenticated
- whether or not paynent is required for printing (outside the scope
of | PP)
- maxi mum j ob size (spool size) (outside the scope of |PP)
- whether or not Printer support conpression (outside the scope of
| PP)
- whether or not Printer supports encryption
- adnministrative linmts on this Printer
- maxi mum nunber of copies per job
- maxi mum nunber of pages per job
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Responses coul d additionally include:

- how to get nore information
- web page
- tel ephone nunber
- hel p desk

5.2. DRI VER | NSTALLATI ON

dient Printer
o m o m o e o e e e e e e e o e e e e e e e e e e e e e e e e e eea— - >
Where can | find a driver & software to install it?
Q m m m o o o o e e e e e e e e e o e o e e oo memema—ooo- +

URIs for drivers and install software

Driver here refers to the code installed in sone client operating
systemto generate the print data streamfor the intended printer.
The actual details for installing a printer driver are operating
system dependent and are al so outside the scope of |PP. However, an
| PP printer or a directory service advertising an I PP Printer should
be capable of telling a client what drivers are avail abl e and/ or
requi red, where they can be found, and provide pointers to
installation instructions, installation code or initialization
strings required to install the driver. See section 4.1 (SECURI TY
CONSI DERATI ONS) for security inplications of driver downl oad and

i nstall ation.

5.3. SUBM TTI NG A PRI NT JOB
dient | PP Printer
Here is a Print Job

- Job attributes
- Print data

Response
The protocol nust support these sources of client data:
- Print data is a file submitted with the job

- Print data is generated on the fly by an application
- Print data is a file referenced by a UR
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The protocol

1999

nmust handl e overrun conditions in the printer and nust

support overl apped printing and downl oadi ng of the file in devices
that are unable to spool files before printing them

Every print request will have a response. Responses will indicate

success or failure of the request and provide information on failures
when they occur. Responses woul d include things like:

CGot the print job and queued it

Got the print job and amprinting it

CGot the print job, started to print it, but printing failed
- why it failed (e.g. unrecoverable PostScript error)

- state of the printer

- how much printed

CGot the print job but couldn't print it

- why it can't be printed

- state of the printer

Got the print job but don't know what to do with it

Didn't get a conplete print job (e.g. communication failure)

5.4, CGETTI NG STATUS/ CAPABI LI TI ES
Cient | PP Printer
___________________________________________________________ >
Get status and/or capabilities of Printer
___________________________________________________________ +

Status/ Capabilities

Clients will need to get information about

Static capabilities of the device

Dynanmic state of the Printer (e.g. out of paper)
State of a specific job owned by this client
State of all jobs owned by this client

- gqueued

- printing

- conmpl eted
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- Job submission attributes supported/required
- scheduling attributes (e.g. priority)
- production attributes (e.g. nunber of copies)
5. 5. ASYNCHRONOUS NOTI FI CATI ON

dient | PP Printer

Asynchronous notification of Printer event

1999

Clients nust be able to request asynchronous notification for Printer

events such as

- job conpletion

- a fatal error that requires the job to be resubmitted

- a condition that severely inpacts a queued job for this client
e.g. printer is out of paper

Note: end-user notification is a V1.0 design goal while operator
notification is for V2.0.

5.6. JOB CANCELI NG

dient | PP Printer

Cancel the named job as indicated

Response (did it or not)

Simlarly clients nmust be able to nmake changes to jobs which have

been subnitted and are queued for printing. Changing of job

attri butes should al so be supported. Job nodifications, holding and
rel easing of jobs are not included in the design goals for |IPP v1.0.
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6. SECURI TY CONSI DERATI ONS

The security considerations for PP are described in Section 4.1

above.
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10. APPENDI X - DETAI LED SCENARI OS

The following are nore detailed scenarios illustrating how the
Internet Printing Protocol is expected to be used as a part of a
conplete Internet Printing system Sonme parts of the scenarios

i ncl ude concepts, functions and information that may be outside of
the scope of version 1.0 of IPP (e.g. cost per page, paynents neans
avail able, etc.) The information contained herein is neant to be
generic. There nay not be an exact wording or terninology match
bet ween t hese scenarios and the inplenmentation docunents.

10.1. PRI NTER DI SCOVERY W THI N AN ENTERPRI SE

A user wants to find a color Postscript printer in his/her enterprise
which will print transparencies. The client, directory service, and
printer are all behind the sane corporate firewal|l. Because col or
foils are expensive, printers of this type are access controlled and
require an account to be established so that printing can be billed
back to the using departrment. Note the request to find a printer
usable by Dept. J15. Drivers for all supported printers are

avail able fromthe server they are associated with. A help desk is
provi ded for end user support. The printer is unattended.

Cient Directory Service

Find a printer with these characteristics
- prints color, prints transparencies

- prints Postscript

- is in building 003

- accessible by the client

Printer "Col or-A"

- prints color, prints transparencies

- prints Postscript

- in roomH 6, building 003

- driver ABC- Postscript-V1.3 required, here is UR
- cost is $.45 per page for col or transparencies
- limt is 10 pages per job

- authentication required to use printer

- printer is unattended

- hel p desk at x5001

Printer "Col or-B"
- prints color, prints transparencies
- prints Postscript
- in roomJ-10, building 003
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- driver XYZ-Postscript-V2.4 required, here is UR
- cost is $1.25 page for color transparencies

- limt is 5 pages per job

- authentication is required to use printer

- printer is unattended

- hel p desk at x5001

10. 2. PRI NTER DI SCOVERY ACROSS ENTERPRI SES

A user in Conpany A wants to find a public printer in a business
partner’s enterprise (Conmpany B) on which to print a purchase order.
The client is behind one corporate firewall and the directory service
and the printer are behind a different corporate firewall. Drivers
for all supported printers are available fromthe server they are
associated with. A web page is provided for end user support for
public printers.

Cient Conpany B Directory Service

Find a printer with these characteristics
- prints black and white

- is in El Segundo, building A

- is a public printer

Printer "Public-A"

- prints black and white

- prints Postscript

- in El Segundo, roomH 6, building A

- driver ABC- Postscript-V1.3 required, here is UR

- printer is public

- help available at http://xerox/ el Segundo/ publicPrinters

Printer "Public-B"
- prints black and white
- prints PCL/5e
- is in El Segundo, room J-10, building A
- driver XYZ-PCL-V2.4 required, here is UR
- printer is public
- help available at http://xerox/ el Segundo/ publicPrinters

10. 3. PRI NTER DI SCOVERY ON THE | NTERNET - LOG CAL OPERATI ONS
A student wants to print a paper on a printer at his nei ghborhood
Ink-0's print shop. The report was witten using Mcrosoft Wrd. The

student is interested in the cost of printing since his budget is
limted. Note the use of logical operators to find this infornmation
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Cient Ink-0's Directory Service

Find a Printer with these characteristics

- prints color or black and white

- costs less than $.50 per page

- tell me about resolution and narking technol ogy

Printer "Col or-A"

- prints color

- 600 dpi laser printer

- prints Postscript

- driver ABC- Postscript-V1.3 required, here is UR
- cost is $.50 per page for color

- paynent required prior to subnitting print job
- here is URI for nore information on Ink-0's

Printer "Mono-B"
- prints black and white
- 300 dpi inkjet printer
- prints Postscript
- driver XYZ-Postscript-V2.4 required, here is UR
- cost is $0.35 page for black and white
- paynent required prior to subnitting print job
- here is URI for nore information on Ink-0's

10. 4. PRI NTER DI SCOVERY ON THE | NTERNET - AUTHENTI CATI ON

April 1999

An executive in her hotel roomis finishing an inportant presentation
on her |aptop conputer. She connects to a local print shop through

the web to get a copy of her charts printed for tonorrow s

presentation. She nmust find a print shop that is convenient to her
hotel and can print color transparencies. She wants to be sure that
the printer can be authenticated and can accept encrypted data.

Cient SirZi ppy Directory Service

Wi ght

Find a Printer with these characteristics
- prints color transparencies

- is in Boulder, Colorado

- Printer can be authenticated

- Printer supports encryption

Experi nment al
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Tell me when you are open for business

Printer "Col or-A"

- prints color transparencies

- prints Postscript

- driver ABC-Postscript-V1.3 required, here is URI
- paynent required prior to subnitting print job
- Printer can be authenticated

- Data can be encrypted

- Located at 1670 Pearl| Street, Boul der, CO

- This Branch is open 24 hours a day

Printer "Col or-B"

- prints color transparencies

- prints Postscript

- driver ABC- Postscript-V1.3 required, here is UR
- paynent required prior to subnitting print job
- Printer can be authenticated

- Data can be encrypted

- Located at 1220 Arapahoe, Boul der, CO

- This Branch is open from9:00 amto 6:30 pm

10.5. DRI VER DOMNLOAD

An end user in an enterprise wants to print a lengthy report on a

newy installed high speed PostScript printer. Since she will likely
use this printer often, she would Iike to downl oad a driver and
install it on her workstation. She is running Wndows 95. Note:
Driver download is not a V1.0 design goal.
Cient | PP Printer

o m o m o o o e e o e e e o e e e e e e oo emema—aoo - >

Driver install file is at
http://ww. i bm com drivers/ NP12a/ W n95
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10. 6. SUBM TTING A PRINT JOB AS A FILE

An end-user wants to subnit a print job. The print file already

exi sts on his workstation. The client and printer are behind the sane
corporate firewall. The printer is available to anyone behind the
firewall and no authorization or authentication is required. The data
is pushed to the printer. The printer is capable of spooling the
output. No errors occur.

dient | PP Printer

Here is a print job

- job nanme = MyJob

- notify me by email when done printing

- print on iso-a4-white paper

- print on both sides of the paper

- return status of the printer in response
- document is in Postscript format

- here is the docunent to print

Print job accepted and spool ed

- job id = #12345

- current state of print job = spool ed
- submission time = 02/12/97, 15:35

- printer state = printing

10.7. SUBM TTING A PRINT JOB W TH TWO DOCUMENTS

An end-user wants to subnit a print job. The print file already

exi sts on his workstation. The client and printer are behind the sane
corporate firewall. The printer is available to anyone behind the
firewall and no authorization or authentication is required. The data
is pushed to the printer. The job consists of two separate docunents.
The printer is capable of spooling the output. No errors occur.

dient | PP Printer

Here is a print job

- job nanme = MyJob

- notify me by email when done printing

- print on iso-a4-white paper

- print on both sides of the paper

- return status of the printer in response
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Print job accepted and spool ed
- job id = #12345
- submission time = 02/12/97, 15:35

- here is the docunent to print, it is the last docunent.

10.8. SUBM TTING A PRINT JOB AS A FILE, PRINTING FAILS

An end-user wants to subnit a print job. The print file already

exi sts on his workstation. The client and printer are behind the sane
corporate firewall. The printer is available to anyone behind the
firewall and no authorization or authentication is required. The data
is pushed to the printer. The printer is not capable of spooling the
output so it begins printing while still receiving the file. An error
occurs and the printer cannot conplete printing (in this case the
user requires A4 paper and that paper size is not available on the
printer.)

dient | PP Printer

Here is a print job

- job nanme = MyJob

- notify me by email when done printing

- print on iso-a4-white paper

- print on both sides of the paper

- return status of the printer in response
- document is in Postscript format

- here is the docunent to print

Print job accepted
- printing failed
- current state of print job = canceled (A4 not avail abl e)

- submission time = 02/12/97, 15:35
- printer state = ready

Wi ght Experi nment al [ Page 25]



RFC 2567 Internet Printing Design Goals Apri

1999

10.9. SUBM TTING A PRINT JOB W TH AUTHENTI CATI ON, PRI VACY AND PAYMENT

A traveling executive needs to print a set of transparencies for an
i mportant business neeting. The charts are in Lotus Freel ance format

on hi s notebook conputer

his hotel that will print color transparenci es. Because the
information on the charts is sensitive, he wants to be sure that

data is sent to the Printer in an encrypted fornat.
aut henticate the Printer.

Payment occurs across the Internet.

dient | PP Printer

Wi ght

Mut ual aut henticati on and exchange of secret keys

Here is a print job (encrypted)

- job nanme = MyJob

- notify me by email when done printing

- print on iso-a4-white paper

- print on both sides of the paper

- return status of the printer in response
- tell me where to pick up out put

- document is in Postscript format

- here is the docunent to print

Print job accepted and spool ed (encrypted)

- job id = #12345

- current state of print job = spool ed

- submi ssion time = 02/12/97, 15:35

- printer state = printing

- paynent required to proceed with job

- pick up at 230 East Main after 3:30 pmtoday

Paynment transaction

He has | ocated a SirZ ppy print shop near

his

He al so wants to
The Printer also authenticates the user.
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10.10. SUBM TTING A PRINT JOB W TH DECRYPTI ON ERROR

A traveling executive needs to print a set of transparencies for an
i mportant business neeting. The charts are in Lotus Freel ance format
on his notebook conputer. He has |ocated a SirZi ppy print shop near
his hotel that will print color transparenci es. Because the
information on the charts is sensitive, he wants to be sure that his
data is sent to the printer in an encrypted format. He al so wants to
authenticate the printer. The printer also authenticates the user.
Paynment occurs across the Internet. An error occurs during
decryption.

dient | PP Printer
o m o m o o o e e o e e e o e e e e e e oo emema—aoo - >
C m m m o e o e e o e e e e e e e e e e e e e e e e e e e ea— - +

Mut ual aut henticati on and exchange of secret keys

Here is a print job (encrypted)

- job nanme = MyJob

- notify me by email when done printing

- print on iso-a4-white paper

- print on both sides of the paper

- return status of the printer in response
- tell me where to pick up out put

- document is in Postscript format

- here is the docunent to print

Print job accepted and spool ed (encrypted)

- job id = #12345

- current state of print job = spool ed

- submi ssion time = 02/12/97, 15:35

- printer state = printing

- paynent required to proceed with job

- pick up at 230 East Main after 3:30 pmtoday

Asynchronous response (email in this case)
- decryption failed on job #12345
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- no pages printed
- current state of job = aborted

10.11. SUBM TTING A PRINT JOB W TH AUTHENTI CATI ON

An en
exi st
cor po

d-user wants to subnmit a print job. The print file already

1999

s on his workstation. The client and printer are behind the sane

rate firewall. The printer is available to anyone behind the

firewal |l but authentication and authorization is required.
Aut hori zation takes place using the authenticated end-user’s nane.

The d
the o

Cien

Wi ght

ata is pushed to the printer. The printer is capable of spooling
ut put .

t | PP Printer
_________________________________________________________ >
__________________________________________________________ +

Aut henti cati on

Not e: An authentication failure would end the transaction at

this point.
_________________________________________________________ >
Here is a print job
- job nanme = MyJob
- notify me by email when done printing
- print on iso-a4-white paper
- print on both sides of the paper
- return status of the printer in response
- tell me where to pick up out put
- document is in Postscript format
- here is the docunent to print
__________________________________________________________ +

Print job accepted and spool ed

- job id = #12345

- current state of print job = spool ed
- submission time = 02/12/97, 15:35

- printer state = printing
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10.12. SUBM TTI NG A PRI NT JOB GENERATED DYNAM CALLY

An end-user wants to subnit a print job. The print data is generated
dynamically and is being transmitted by a printer driver on the
client workstation as available. The client and printer are behind
the sanme corporate firewall. The printer is available to anyone
behind the firewall and no authentication and authorization is
required. The data is pushed to the printer. The printer is capable
of spooling the output. No error occurs.

dient | PP Printer

Here is a print job

- job nanme = MyJob

- notify me by email when done printing

- print on iso-a4-white paper

- print on both sides of the paper

- return status of the printer in response
- docunent is in Postscript fornat

- here is the print job

Print data accepted and spooling started
- job id = #12345

- current job state = spool ed

- submission time = 02/12/97, 15:35

- printer state = printing

10.13. SUBM TTING A PRINT JOB WTH A PRI NTER JAM - CANCELED

An end-user wants to subnit a print job. The print data is generated
dynamically and is being transmtted by a printer driver on the
client workstation as avail able. The client and printer are behind
the sanme corporate firewall. The printer is available to anyone
behind the firewall and no authentication and authorization is
required. The data is pushed to the printer. The printer is not
capabl e of spooling the output. The printer jans notifies the user
and the user chooses to cancel the job.

dient | PP Printer

Here is a print job

- job nanme = MyJob

- notify me by email when done printing
- print on iso-a4-white paper

- print on both sides of the paper
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- return status of the printer in response
- document is in Postscript format
- here is the docunent to print

Print data accepted and printing started
- job id = #12345

- What is the status of print job #12345?

- Job #12345 accepted but printer jammed, cannot continue

- Cancel job #12345
* Printer flushes renmining data

Print job term nated
- current job state = cancel ed
- submi ssion time = 02/12/97, 15:35
- printer state = jammed

10.14. SUBM TTING A PRINT JOB WTH A PRI NTER JAM - RECOVERED

An end-user wants to subnit a print job. The print data is generated
dynamically and is being transmtted by a printer driver on the
client workstation as avail able. The client and printer are behind
the sanme corporate firewall. The printer is available to anyone
behind the firewall and no authentication and authorization is
required. The data is pushed to the printer. The printer is not
capabl e of spooling the output. The printer jans, notifies the user
and the user clears the jamand el ects to conti nue.

dient | PP Printer

Here is a print job

- job nanme = MyJob

- notify me by email when done printing

- print on iso-a4-white paper

- print on both sides of the paper

- return status of the printer in response
- document is in Postscript format

- here is the docunent to print
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Print data accepted and printing started
- job id = #12345

- Notification: printer jammed, cannot continue

* Jamis clear by human intervention, printing continues

Print job received
- current job state = printing
- submi ssion time = 02/12/97, 15:35
- printer state = printing

10.15. SUBM TTING A PRINT JOB W TH SERVER PULL

An end-user wants to subnit a print job. The print data is in a file
and is publicly available. It is pulled by the printer. The client
and printer are behind the sanme corporate firewall. The printer is
avail abl e to anyone behind the firewall and no authentication and
aut horization is required. The printer is capable of spooling the
output. Printing may start before the entire job has been pull ed.

dient | PP Printer

Here is a print job

- job nanme = MyJob

- notify me by email when done printing

- print on iso-a4-white paper

- print on both sides of the paper

- return status of the printer in response

- here is areference to the data to be printed

Print data accepted and printing started
- job id = #12345

- current state of job = spool ed

- submi ssion time = 02/12/97, 13:15

- printer state = printing
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Get the file to be printed

Note: Failure to find the file, would end the transaction
with an error at this point and an asynchronous
notification would be send to the dient.

Dat a received
10. 16. SUBM TTI NG A PRI NT JOB W TH REFERENCED RESCOURCES

An end-user wants to subnit a print job. Part of the print data is
on a file on the user’'s workstation. It is pushed by the client, but
the print job requires some resource not included in the print file.
The client and printer are behind the sanme corporate firewall. The
printer is available to anyone behind the firewall and no

aut henti cation and authorization is required. The printer is capable
of spooling the output. No errors occur.

dient | PP Printer

Here is a print job

- job nanme = MyJob

- notify me by email when done printing

- print on iso-a4-white paper

- print on both sides of the paper

- return status of the printer in response

Print job accepted and spool ed
- job id = #12345
subnission time = 02/12/97, 15:35

- here is the URI to print, it is the |last docunent.

Wi ght Experi nent al [ Page 32]



RFC 2567 Internet Printing Design CGoals April 1999

CGet the external resource

10.17. GETTI NG CAPABI LI TI ES
10.17.1. Submi ssion Attri butes

An end-user wants to get the production and scheduling attributes
that are supported or required when submtting jobs to this printer.
The client will use these attributes when fornm ng the subsequent
print request.

dient | PP Printer

I’mgoing to submt a Postscript job
gi ve ne your job submssion attributes

Postscript production attributes for this Printer are:
- mediumselect = us-letter-white, us-legal-white
- default is us-letter-white
- copies = 1,2,3,4,5
default is 1
- print-quality = draft, normal, high
default is draft
- sides = 1-sided, 2-sided-I|ong-edge
- default is 2-sided-1ong-edge
- Job scheduling attributes for this Printer are:
- job-priority =1,2,3
- default = 3

10.17.2. Printer Capabilities

An end-user wants to determ ne the resolution, marking technol ogy,
and PDLs supported by the printer.

Cient | PP Printer
Pl ease tell ne the
- resolution of the printer
- the marking technol ogy of the printer
- PDLs supported

Printer resolution = 600 dpi
Mar ki ng Technol ogy = | aser
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10.

10.

10.

10.

PDLs supported = Postscript level 2, PCL/6
18. CETTI NG STATUS
18.1. Printer State/Status
An end-user wants to determine the state or status of the printer.

dient | PP Printer

What is the state of the printer?

Printer state = out-of-paper
18.2. Job Status
An end user wants to get the status of a job he has submitted.

dient | PP Printer

Pl ease tell nme the status of job #12345

Job #12345 is queued

it is nunber 3 in the queue

printer state = printing
18.3. Status of Al My Jobs

An end user wants to get a list of all of the jobs he has submtted
to this Printer.

Cient | PP Printer
Pl ease tell me the status of ny jobs
Job #00012 is conplete
Printed at 12:35 on 01/23/97

Job #09876 is printing

Job #12345 is queued
it is nunber 3 in the queue
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Job #34567 is queued
it is nunber 7 in the queue

10. 19. ASYNCHRONOUS NOTI FI CATI ON
10.19.1. Job Conpletion

An end-user wants to get notification of events that affect his print
jobs. Print job conpletes w thout error.

dient | PP Printer

Print job #123 conpl et ed
10.19.2. Job Conmplete with Data

An end-user wants to get notification of events that affect his print
jobs. Print job conpletes, users asked for all end of job
i nformati on.

dient | PP Printer

Print job #123 conpl et ed

- total pages printed = 15

- nunber of copies printed = 3

- total cost to print = $7.45

- pick up copies in roomH 6, building 005

10.19.3. Print Job Fails

An end-user wants to get notification of events that affect his print
jobs. Print job fails. Printer is unattended.

Cient | PP Printer
Print job #123 failed
- total pages printed = 15

- nunber of pages subnmitted = 25
- printer-state = jammed
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10. 20. CANCEL A JOB

The end-user subnits a print job and | ater decides to cancel it.

dient | PP Printer
o m o m o o o e e o e e e o e e e e e e oo emema—aoo - >
C m m m o e o e e e e e e e e e e e e e e e e e e e e e e e aa oo +

Cancel job #1234

Job #1234 Cancel ed

10.21. END TO END SCENARI O - WTH N AN ENTERPRI SE

An office worker prints on shared departnmental printers. Al printers
inthe office are public, that is, no authentication or authorization
is required. Printers are protected fromexternal access by a
firewall. No billing or accounting is required. Mdst printing is done
from desktop applications. A help desk is provided for printing

probl ens. Standard operating systens and applications are used.
Drivers are available, but are installed manually by support
personnel . This scenario assunes that drivers have been installed and
that drivers are not | PP aware, that is, they cannot comuni cate
across an | PP connection to obtain status and capabilities. |IPP
printers appear in application pull-down nmenus. Printer
configuration data is hard wired into the driver

End-user selects print fromthe application pull down nmenu. An | PP
printer is selected fromthe list of Printers offered

The driver puts up a dialogue with hard-wired set of options for this
printer. The end-user nmakes choi ces and submts job.

dient | PP Printer

Here is a print job

- job-nane = neno-to-boss

- notify me by email when job is conplete
- print on us-letter-white paper

- print 1 copy

- print at normal quality

- print on 1 side
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10.

- give me the state of the printer in response

The driver generates the print data and passes it to the I PP driver a
piece at atinme as it is generated.

Print data received, file is spooled
- printer state = printing

- time submitted = 2/12/97, 15:35

- current job state = spooled

Client adds this job to list of current jobs. List of jobs and state
of each is available on a pull-down nmenu on the client.

End-user selects job #1234 fromlist and clicks on it to see its
status.

Gve ne the state of job #1234
and the state of the Printer

Job #1234 state = spool ed
- it is nunber 3 in the queue
- printer state = printing

The job conpl etes without error

Job #1234 conpl et ed
12 of 12 pages printed

22. END TO END SCENARI O - ACROSS ENTERPRI SES

An office worker in Conpany A needs to print an office docunent on a
"public" printer at Conpany B, a business partner. Both conpanies
have corporate firewalls so the print request nust flow out of A's
firewall and into B's firewall. The office worker can | ook at public
printers in Conpany B's directory service. The docunent is generated
by a desktop application. Since the printer is "public" no

aut hentication or authorization is required. A driver is downl oaded.
The driver is IPP aware, that is, it can conmunicate dynamcally
through the I PP protocol layer to obtain information about the
printer.
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Cient Conpany B's Directory Service

End user connects to B's Directory service

Find a Printer with these characteristics

- public (no authorization or authentication required)
- is in Lexington, building 004

- prints black and white

Printer "Public-A"
- http://ww. | exmar k. conf pubprinter/a

Printer "Public-B"
- http://ww. | exmar k. conf pubprinter/b

End user selects Public-A

dient Public-A

Where can | find a driver for you?

Drivers at http://ww.l exmark. conl pubprinters/al 0s245

End user gets driver and installs it on his PC

1999

End- user selects print fromthe application pull down nmenu. "Public-

AII

Wi ght

is selected fromthe list of Printers offered

I"’mgoing to submt a print job
gi ve ne your job submission attributes

Production attributes for this Printer are:
- mediumselect = us-letter-white, us-legal-white
- default is us-letter-white
- copies = 1,2,3,4,5
default is 1
- print-quality = draft, normal, high
default is draft
- sides = 1-sided, 2-sided-I|ong-edge
default is 2-sided-1ong-edge
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Job scheduling attributes for this Printer are:
- job-priority =1,2,3
default = 3

Driver puts up dialogue with available options and fills in the
defaul ts.

End- user makes choices and subnits job

Here is a print job

- job-nane = neno-to-Don- Wi ght

- notify me by email when job is conplete

- print on us-letter-white paper

- print 1 copy

- print at normal quality

- print on 1 side

- give me the state of the printer in response

The driver generates the print data and passes it to the I PP driver a
pi ece at a tine.

Print data received, and spooling started
print job id = #1234

Print data received, file is spooled
- printer state = printing

- time submitted = 2/12/97, 15:35

- current job state = spool ed

Client adds this job to list of current jobs. List of jobs and state
of each is available on a pull-down nmenu on the client.

End-user selects job #1234 fromlist and clicks on it to see its
status.

Gve ne the state of job #1234
and the state of the Printer

Job #1234 state = spool ed
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- it is nunber 3 in the queue
- printer state = printing

* The job conpletes wthout error

Job #1234 conpl et ed
12 of 12 pages printed

10.23. END TO END SCENARI O - ON THE | NTERNET

An executive in her hotel roomis finishing an inportant presentation
on her |aptop conputer. She connects to a | ocal print shop through
the web to get a copy of her charts printed for tonorrow s
presentation. She nmust find a print shop that is convenient and can
print color transparencies. She nust downl oad and tenporarily instal
a driver in order to generate the PDL required by the print shop
Mutual authentication is required by the print shop and payment nust
be made in advance. The job is encrypted on the wire to prevent
eavesdr oppi ng.

End- user conpl etes presentation. She goes to the web and connects to
the SirZi ppy hone page.

dient SirZi ppy Directory Service

Find me a printer with these characteristics
- Near Market Street in San Jose

- Prints color transparencies

- drivers can be downl oaded

- supports privacy (encryption)

Avail abl e Printers matching these characteristics are | ooked up in the
Directory Service

Printer "Col or-A"

- located at 123 First Street in San Jose

- URl is http://ww. SirZippy.conlFirstStreet/Color-A
- prints color transparencies

- 600 dpi |aser

- driver ABC-Postscript-V1.3 available at this UR

- cost = $.75 per page

- authentication required to use printer

- paynent required prior to printing
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Printer "Col or-B"

| ocated at 67 San Carlos Street, San Jose

URI is http://ww. SirZippy.conl SanCar| os/ Col or-B
prints color transparencies

1200 dpi | aser

driver XYZ-PostScript-V4.3 available at this UR
cost = $1.25 per page

authentication required to use printer

paynment required prior to printing

nore information at this URI

The user decides to use the first printer because it is closer.
connects to the URI given to get a driver.

Cien

t

Driver installer is at http://ww. xerox.com prtdrvrs

Driver URI

need a driver for "Col or-A"

Driver is installed

User connects to
"Col or- A"

dient

Wi ght

| PP Printer "Col or-A"

Mut ual aut henticati on and exchange of secret keys

I"’mgoing to submt a print job
gi ve ne your job submission attributes

Production attributes for this Printer are:

medi um sel ect = us-letter-white, us-legal-white
- default is us-letter-white
copies = 1,2,3,4,5
- default is 1
print-quality = draft, normal, high
- default is draft
sides = 1-sided, 2-sided-I|ong-edge
- default is 2-sided-1ong-edge

1999

She
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Job scheduling attributes for this Printer are:
- job-priority =1,2,3
default = 3

Driver puts up dialogue with available options and fills in the
defaul ts.

End- user makes choices and subnits job

Here is a print job

- job-nanme = presentation

- notify me by email when job is conplete

- print on us-letter-transparency

- print 1 copy

- print at high quality

- print by 9:00 am tonorrow norning

- give me the state of the printer in response

The driver generates the print data and passes it to the IPP driver a
pi ece at a tine.

Print data received, and spooling started
print job id = #1234

Print data received, file is spooled

- printer state = printing

- time submitted = 2/12/97, 15:35

- current job state = held, waiting for paynent

Job is scheduled to print, pick up after 9:00am t onorrow
Thank you for using SirZippy

Wi ght Experi nent al [ Page 42]



RFC 2567 Internet Printing Design CGoals April 1999

11. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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