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Abstract

Thi s docunent provides an extension to the Layer 2 Tunneling Protocol
("L2TP"), a nechani smfor tunneling Point-to-Point Protocol (PPP)
sessions. L2TP lacks a nechanismfor a host to provide PPP-rel ated
di sconnect cause information to another host. This information,
provi ded by the extension described in this docunent, can be useful
for accounting and debuggi ng purposes.

1. Introduction

L2TP [1] defines a general - purpose mechani smfor tunneling PPP over
various nmedia. By design, it insulates L2TP operation fromthe
details of the PPP session that is being encapsul ated by L2TP. There
are, however, cases where it may be desirable for PPP-specific

di sconnect information to be provided to an L2TP host (L2TP Access
Concentrator [LAC] or L2TP Network Server [LNS]) in a descriptive
format. The lack of this information is especially a probl em when
the LAC and LNS are not owned or managed by the sanme entities.

The Result and Error Codes defined for L2TP specify only L2TP-
speci fic disconnect information. This docunent provides an

addi tional Attribute Value Pair (AVP), called PPP Di sconnect Cause
Code, that MAY be used by an L2TP host to provide PPP-specific
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di sconnect infornmation to its peer. This AVP should be used in
conjunction with, and not as a replacenment for, the L2TP Result and
Error Code AVPs.

The PPP Di sconnect Cause Code AVP can al so be used to provide a
human- r eadabl e di sconnect reason to the user. This AVP shoul d not
have any effect on either the functioning of the tunnel or the
functioning of the PPP session; it is for informational and | oggi ng
pur poses only.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [2].

2. PPP D sconnect Cause Code AVP

The AVP is valid in the L2TP Call-Di sconnect-Notify (CDN) nessage
only, and it MJUST NOT be marked Mandatory.

The PPP Di sconnect Cause Code AVP is encoded with Vendor 1D 0 and an
Attribute Type of PPP Di sconnect Cause Code (46). The length of the
Value field MIST be at |least 11 octets. |If the length is nore than
11 octets, the additional octets MJST contain a descriptive text in
UTF-8 [3] format that can be displayed to the user or in a log file.
The format of the AVP is shown bel ow.

0 1 2 3
01234567890123456789012345678901
R e e o T i S S it ok ik Sk S S SR SR SR S TR T S
IMH rsvd | Lengt h | Vendor 1D |
I T S I T als i S S S S S T T S i i S R S
| Attribute Type | Di sconnect Code |
R e e o T i S S it ok ik Sk S S SR SR SR S TR T S
| Control Protocol Nunber | Di rection | Message. ..
I S R T T i i T S N e ok ok Tk i T

Figure 1: PPP Di sconnect Cause Code AVP
Mandatory (M bit: MJST be O.
H dden (H) bit: MAY be 1 if the attribute is hidden.

Length: The length of the entire attribute in octets, expressed as a
single octet. The length MJUST be at |east 11.

Vendor ID: A two octet value in network byte order; set to O to
indicate that this is an | ETF-assigned attribute.
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Attribute Type: A two octet value in network byte order; set to 46
(PPP Di sconnect Cause Code).

Di sconnect Code: A two octet value in network byte order. (Described
in section 3 of this docunent.)

Control Protocol Nunmber: The PPP Control Protocol nunber of the
primary protocol known to have caused the error, if any. This field
may be O unless nmentioned otherwise in the description of the

Di sconnect Codes in section 3.

Direction: A single octet value; specifies the direction in which the
Di sconnect Code appli es.

The valid values of this field are:

0: gl obal error
1: at peer
2. at | ocal
3-255: Reserved

This field SHOULD be 0 unl ess docunented otherwi se in the description
of the specific Disconnect Code.

3. Disconnect Codes
This section contains the list of well-known val ues of the Di sconnect
Code field in the PPP Di sconnect Cause Code AVP. The | ANA will
mai ntain a registry of the up-to-date values (see section 5 of this
docunent). These val ues should be used in conjunction with the
Direction value and the Control Protocol Nunber field to interpret
the specific error condition.

Unl ess docunented ot herwi se for a specific Disconnect Code, the
Direction val ue SHOULD be O.

3.1. dobal Errors
The gl obal error codes, given in the |list below are D sconnect Codes
that do not relate to one particular PPP Control Protocol. The
Control Protocol Nunber for these errors thus MJUST be set to O.
0 No i nformation avail abl e.

1 Adm ni strative di sconnect.

2 Li nk Control Protocol (LCP) renegotiation at LNS disabl ed; LNS
expects proxy LCP information, LAC did not send it.
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3 Nor mal Di sconnection, LCP Term nate-Request sent.
Valid Direction val ues are:

1. LCP Term nat e- Request sent by peer
2: LCP Terni nat e- Request sent by | ocal

4 Compul sory encryption required by a PPP peer was refused by the
ot her.

Valid Direction val ues are:

1. Required by local; refused by peer
2: Required by peer; refused by I ocal

3.2. LCP Errors
The LCP error codes, |isted below, are disconnect reasons that are
directly related to the failure of PPP peers to negotiate nutually
agreeabl e link paraneters. The Control Protocol Nunber for these
errors MIST be set to C021 hexadeci mal (LCP).
5 FSM (Finite State Machine) Tinmeout error. (PPP event "TO".)
6 No recogni zabl e LCP packets were received.
7 LCP failure: Magic Nunber error; link possibly |ooped back
8 LCP link failure: Echo Request timeout.

9 Peer has unexpected Endpoint-Discrimnator for existing
Mul tilink PPP (MP) bundl e.

10 Peer has unexpected MRRU for existing MP bundle.

11 Peer has unexpected Short - Sequence- Nunber option for existing
MP bundl e.

12 Compul sory cal |l -back required by a PPP peer was refused by the
ot her.

Valid Direction val ues are:

1. Required by local; refused by peer
2: Required by peer; refused by I ocal

Verma, et al. St andar ds Track [ Page 4]



RFC 3145 L2TP Di sconnect Cause | nformation July 2001

3.3. Authentication Errors

The authentication error codes, l|listed below are disconnect reasons
that are directly related to authentication failures between the PPP
peers. The Control Protocol Nunber for such errors MJST correspond
to the PPP Control Protocol nunber for the authentication protocol in
use.

13 FSM Ti nmeout error.
14 Peer has unexpected authenticated nane for existing MP bundle.

15 PPP aut hentication failure: Authentication protocol
unaccept abl e.

Valid Direction val ues are:

1: Al local authentication protocols were rejected by the
peer .

2: Al authentication protocols requested by peer were
unaccept abl e or uni npl enented | ocally.

16 PPP aut hentication failure: Authentication failed (bad nane,
password, or secret).

Valid Direction val ues are:

1. Authentication of peer identity by |local system
2: Authentication of local identity by peer system

3.4. Network Control Protocol (NCP) Errors

NCP Errors are di sconnect reasons that are directly related to the
failure of PPP peers to negotiate a nutually agreeabl e set of
paraneters for the network protocols. The Control Protocol Number
for such errors SHOULD correspond to the PPP Network Control Protoco
nunber in use. Wiere multiple network protocols are in use, nmultiple
copies of this AVP MAY be given to indicate failure reasons for each
NCP. O herwise, if only one copy of the AVP is given, the Contro
Prot ocol Number SHOULD correspond to the last (nost recent) failing
NCP.

17 FSM Ti nmeout error.
18 No NCPs available (all disabled or rejected); no NCPs went to

Opened state. (Control Protocol Nunmber may be zero only if
nei t her peer has enabl ed NCPs.)
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19 NCP failure: failed to converge on acceptabl e addresses.
Valid Direction val ues are:

1. Too many Confi gure-Naks received from peer.
2: Too many Configure-Naks sent to peer.

20 NCP failure: user not permitted to use any addresses.
Valid Direction val ues are:

1. Local link address not acceptable to peer.
2: Renpte |ink address not acceptable to local system

4. Not es

This AVP MAY may be sent by either the LNS or LAC. It is generally
expected that this AVP will be nost useful in sending notification
fromthe LNS to LAC in the conpul sory tunneling case, although it is
not precluded fromuse in any other case.

A draft formof this AVP used Vendor ID 43 (3Com Corporation) and
vendor-specific Attribute Type 46. |nplenentati ons MAY accept AVPs
with these values as equivalent to the nmessage described in this
docunent, but SHOULD NOT transmit an AVP using these val ues.

5. Security Considerations

The integrity and confidentiality of this AVP relies on the
underlying L2TP security nechanisnms. It is intended for |ogging and
di agnosti c purposes in the event of PPP link failure and shoul d not
pose a threat to systemsecurity, but the AVP MAY be hi dden as
described in section 4.3 of RFC 2661.

The defined extension does not provide information that woul d be
useful to an attacker. Future extensions should not be defined to

| essen security. For instance, it is inappropriate to provide

di stinguishing information that would informthe peer that a given
aut hentication name is correct, but the password/secret is incorrect.
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6.

| ANA Consi der ati ons

| ANA has assigned an L2TP Attribute Type value of 46 for the PPP
D sconnect Cause Code defined in Section 2.

This AVP includes an enunerated cause code value, called the

"Di sconnect Code." Values O through 20 are described in this
docunent. Values 21 through 32767 (inclusive) are assigned by the
| ANA subject to I ESG Approval. Values 32768 through 65279
(inclusive) are assigned by the 1ANA on a First Come First Served
basis, and are intended for vendor-specific features. Values 65280
t hrough 65535 (inclusive) are allocated for Private or Experinenta
Use, and no assignnment through the | ANA is expected.
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10.

10.

St andard Noti ces
1. IETF Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP 11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmenters or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights, which may cover technol ogy that, may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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