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Abstract

The integration of the Lightweight Directory Access Protocol (LDAP)
and external authentication services has introduced non- DN

aut hentication identities and allowed for non-directory storage of
passwords. As such, mechani snms which update the directory (e.g.

Modi fy) cannot be used to change a user’s password. This docunent
descri bes an LDAP extended operation to all ow nodification of user
passwords which is not dependent upon the form of the authentication
identity nor the password storage nmechani sm used.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', and "MAY" in this docunent are
to be interpreted as described in RFC 2119.

1. Background and Intent of Use

Li ght wei ght Directory Access Protocol (LDAP) [RFC2251] is designed to
support an nunber of authentication nechanisnms including sinple user
nane/ password pairs. Traditionally, LDAP users where identified by
the Distingui shed Nane [ RFC2253] of a directory entry and this entry
contai ned a userPassword [ RFC2256] attribute containing one or nore
passwor ds.

The protocol does not nandate that passwords associated with a user
be stored in the directory server. The server may use any attribute
suitabl e for password storage (e.g., userPassword), or use non-

di rectory storage.
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The integration [ RFC2829] of application neutral SASL [ RFC2222]

servi ces which support sinple usernamne/password nechani sns (such as
DI GEST- MD5) has introduced non-LDAP DN aut hentication identity fornms
and nmade storage of passwords the responsibility of the SASL service
provi der.

LDAP updat e operations are designed to act upon attributes of an
entry within the directory. LDAP update operations cannot be used to
nmodi fy a user’s password when the user is not represented by a DN
does not have a entry, or when that password used by the server is
not stored as an attribute of an entry. An alternative mechanismis
needed.

Thi s docunent describes an LDAP Extended Operation intended to all ow
directory clients to update user passwords. The user nay or may not
be associated with a directory entry. The user nmay or nmay not be
represented as an LDAP DN. The user’s password nmay or nmay not be
stored in the directory.

The operation SHOULD NOT be used without adequate security protection
as the operation affords no privacy or integrity protect itself.
This operation SHALL NOT be used anonynously.

2. Password Modify Request and Response

The Password Modify operation is an LDAPv3 Ext ended Qperation

[ RFC2251, Section 4.12] and is identified by the OBJECT | DENTI Fl ER
passwdModi fyO D. This section details the syntax of the protocol
request and response.

passwdModi fyO D OBJECT IDENTIFIER ::= 1.3.6.1.4.1.4203.1.11.1
PasswdMbdi f yRequest Val ue :: = SEQUENCE {

userldentity [0] OCTET STRI NG OPTI ONAL

ol dPasswd [1] OCTET STRI NG OPTI ONAL

newPasswd [2] OCTET STRI NG OPTI ONAL }
PasswdMbdi f yResponseVal ue ::= SEQUENCE ({

genPasswd [ 0] OCTET STRI NG OPTI ONAL }

2.1. Password Modify Request

A Password Mdify request is an ExtendedRequest with the request Nane
field containing passwdModi fyO D O D and optionally provides a
requestValue field. |If the requestValue field is provided, it SHALL
contain a PasswdModi f yRequest Val ue with one or nore fields present.
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The userldentity field, if present, SHALL contain an octet string
representation of the user associated with the request. This string
may or rmay not be an LDAPDN [ RFC2253]. If no userldentity field is
present, the request acts up upon the password of the user currently
associated with the LDAP session

The ol dPasswd field, if present, SHALL contain the user’s current
passwor d.

The newPasswd field, if present, SHALL contain the desired password
for this user.

2.2. Password Modify Response

A Password Mdify response is an Ext endedResponse where the
responseNane field is absent and the response field is optional. The
response field, if present, SHALL contain a PasswdModi f yResponseVal ue
with genPasswd field present.

The genPasswd field, if present, SHALL contain a generated password
for the user.

If an resul t Code other than success (0) is indicated in the response,
the response field MUST be absent.

3. Operation Requirenments

Clients SHOULD NOT submit a Password Modification request without
ensuring adequate security safeguards are in place. Servers SHOULD
return a non-success resultCode if sufficient security protection are
not in place.

Servers SHOULD i ndicate their support for this extended operation by
provi di ng PasswdMbdi fyQ D as a val ue of the supportedExtension
attribute type in their root DSE. A server MAY choose to advertise
this extension only when the client is authorized and/or has
establ i shed the necessary security protections to use this operation.
Clients SHOULD verify the server inplenents this extended operation
prior to attenpting the operation by asserting the supportedExtension
attri bute contains a value of PasswdModifyQ D.

The server SHALL only return success upon successfully changing the
user’s password. The server SHALL | eave the password unnodified and
return a non-success resultCode ot herw se.

If the server does not recognize provided fields or does not support

t he conbi nation of fields provided, it SHALL NOT change the user
passwor d.
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I f ol dPasswd is present and the provided val ue cannot be verified or
is incorrect, the server SHALL NOT change the user password. |If

ol dPasswd i s not present, the server MAY use other policy to
determ ne whether or not to change the password.

The server SHALL NOT generate a password on behalf of the client if
the client has provided a newPasswd. |n absence of a client provided
newPasswd, the server SHALL either generate a password on behal f of
the client or return a non-success result code. The server MJST
provi de the generated password upon success as the value of the
genPasswd fi el d.

The server MAY return adni nLim t Exceeded, busy,
confidentialityRequired, operationsError, unavail abl e,

unwi I I'i ngToPerform or other non-success resultCode as appropriate to
indicate that it was unable to successfully conplete the operation

Servers MAY inplenent administrative policies which restrict this
operati on.

4. Security Considerations

This operation is used to nodify user passwords. The operation
itself does not provide any security protection to ensure integrity
and/ or confidentiality of the information. Use of this operation is
strongly di scouraged when privacy protections are not in place to
guarantee confidentiality and may result in the disclosure of the
password to unauthorized parties. This extension MJST be used with
confidentiality protection, such as Start TLS [ RFC 2830]. The NULL
ci pher suite MJUST NOT be used.
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8.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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