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Abstract

Thi s docunent specifies a protocol for encapsulation of an arbitrary
network | ayer protocol over another arbitrary network |ayer protocol.

1. Introduction

A nunber of different proposals [RFCL1234, RFC1226] currently exist
for the encapsul ati on of one protocol over another protocol. O her
types of encapsul ati ons [ RFC1241, RFC1479] have been proposed for
transporting IP over IP for policy purposes. This neno describes a
protocol which is very sinilar to, but is nore general than, the
above proposals. In attenpting to be nore general, nany protocol
speci fic nuances have been ignored. The result is that this proposal
may be | ess suitable for a situation where a specific "X over Y"
encapsul ati on has been described. It is the attenpt of this protocol
to provide a sinple, general purpose nechani smwhich reduces the
probl em of encapsul ation fromits current (n*"2) size to a nore
manageabl e size. This meno purposely does not address the issue of
when a packet shoul d be encapsul ated. This nmeno acknow edges, but
does not address problens such as nutual encapsul ation [ RFC1326].
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In the nbst general case, a system has a packet that needs to be
encapsul ated and delivered to sone destination. W will call this

t he payl oad packet. The payload is first encapsulated in a GRE
packet. The resulting GRE packet can then be encapsulated in some
ot her protocol and then forwarded. W will call this outer protocol
the delivery protocol. The algorithnms for processing this packet are
di scussed | ater.

Finally this specification describes the intersection of GRE
currently deployed by nmultiple vendors.

The keywords MJUST, MJUST NOT, MAY, OPTI ONAL, REQUI RED, RECOMVENDED,
SHALL, SHALL NOT, SHOULD, SHOULD NOT are to be interpreted as defined
in RFC 2119 [ RFC2119].

2. Structure of a GRE Encapsul at ed Packet

A GRE encapsul at ed packet has the form

This specification is generally concerned with the structure of the
GRE header, although special consideration is given to sone of the
i ssues surroundi ng | Pv4 payl oads.

2.1. GRE Header

The GRE packet header has the form

01234567890123456789012345678901

B e s o T S S S S i i s S S S e e S S
| C ReservedO | Ver | Prot ocol Type |
B e s o T S S S S i i s S S S e e S S
| Checksum (optional) | Reservedl (Optional) |
B e s o T S S S S i i s S S S e e S S
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2.2. Checksum Present (bit 0)

If the Checksum Present bit is set to one, then the Checksum and the
Reservedl fields are present and the Checksumfield contains valid

i nformation. Note that a conpliant inplenentation MJST accept and
process this field.

2.3. ReservedO (bits 1-12)

A receiver MJST discard a packet where any of bits 1-5 are non-zero,
unl ess that receiver inplements RFC 1701. Bits 6-12 are reserved for
future use. These bits MJST be sent as zero and MJST be ignored on
recei pt.

2.3.1. Version Nunber (bits 13-15)
The Version Nunber field MJST contain the val ue zero.

2.4. Protocol Type (2 octets)
The Protocol Type field contains the protocol type of the payl oad
packet. These Protocol Types are defined in [ RFC1700] as "ETHER
TYPES' and in [ETYPES]. An inplenentation receiving a packet

containing a Protocol Type which is not listed in [RFCL700] or
[ ETYPES] SHOULD di scard the packet.

N

. 5. Checksum (2 octets)

The Checksumfield contains the IP (one’'s conpl enment) checksum sum of
the all the 16 bit words in the GRE header and the payl oad packet.
For purposes of conputing the checksum the value of the checksum
field is zero. This field is present only if the Checksum Present bit
is set to one.

2.6. Reservedl (2 octets)
The Reservedl field is reserved for future use, and if present, MJST
be transmtted as zero. The Reservedl field is present only when the
Checksum field is present (that is, Checksum Present bit is set to
one).

3. IPv4 as a Payl oad

When IPv4 is being carried as the GRE payl oad, the Protocol Type
field MIUST be set to 0x800.
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3. 1. Forwarding Decapsul ated | Pv4 Payl oad Packets

When a tunnel endpoint decapsul ates a GRE packet which has an | Pv4
packet as the payl oad, the destination address in the |Pv4 payl oad
packet header MUST be used to forward the packet and the TTL of the
payl oad packet MJST be decrenented. Care shoul d be taken when
forwardi ng such a packet, since if the destination address of the
payl oad packet is the encapsul ator of the packet (i.e., the other end
of the tunnel), |ooping can occur. In this case, the packet MJST be
di scar ded.

4. I Pv4 as a Delivery Protocol

The |1 Pv4 protocol 47 [RFC1700] is used when CGRE packets are
enapsul ated in I Pv4. See [RFCL122] for requirenents relating to the
delivery of packets over |Pv4 networks.

5. Interoperation with RFC 1701 Conpliant |nplenmentations

In RFC 1701, the field described here as ReservedO contained a nunber
of flag bits which this specification deprecates. In particular, the
Routing Present, Key Present, Sequence Nunmber Present, and Strict
Source Route bits have been deprecated, along with the Recursion
Control field. As a result, the GRE header will never contain the
Key, Sequence Number or Routing fields specified in RFC 1701.

There are, however, existing inplenentations of RFC 1701. The
foll ow ng sections describe correct interoperation with such
i npl enent ati ons.

5.1. RFC 1701 Conpliant Recei ver

An inplementation conplying to this specification will transmt the
ReservedO field set to zero. An RFC 1701 conpliant receiver wll
interpret this as having the Routing Present, Key Present, Sequence
Nurmber Present, and Strict Source Route bits set to zero, and wll
not expect the RFC 1701 Key, Sequence Nunber or Routing fields to be
present.

5.2. RFC 1701 Conpliant Transnitter

An RFC 1701 transmitter nay set any of the Routing Present, Key
Present, Sequence Nunber Present, and Strict Source Route bits set to
one, and thus may transmt the RFC 1701 Key, Sequence Nunber or
Routing fields in the GRE header. As stated in Section 5.3, a packet
wWith non-zero bits in any of bits 1-5 MJST be discarded unl ess the
receiver inplenents RFC 1701
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6. Security Considerations

Security in a network using GRE should be relatively sinlar to
security in a normal |Pv4 network, as routing using GRE follows the
same routing that | Pv4 uses natively. Route filtering will remain
unchanged. However packet filtering requires either that a firewall

| ook inside the GRE packet or that the filtering is done on the GRE
tunnel endpoints. In those environments in which this is considered
to be a security issue it nay be desirable to term nate the tunnel at
the firewall.

7. | ANA Consi derati ons

This section considers the assignment of additional GRE Version
Nunbers and Protocol Types.

7.1. GRE Version Numbers
Thi s docunment specifies GRE version nunber 0. CGRE version nunber 1 is

used by PPTP [ RFC2637]. Additional GRE version nunbers are assigned
by I ETF Consensus as defined in RFC 2434 [ RFC2434].

7.2. Protocol Types

GRE uses an ETHER Type for the Protocol Type. New ETHER TYPES are
assi gned by Xerox Systens Institute [RFC1700].

8. Acknow edgnents
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Brian Carpenter, Bill Fenner, Andy Malis, Thormas Narten, Dave Thal er,
Ti m d eeson and ot hers provided many constructive and insightfu
coment s.

Fari nacci, et al. St andar ds Track [ Page 5]



RFC 2784 Generic Routing Encapsul ation March 2000

9. Appendi x -- Known |ssues

10.

Thi s docunent specifies the behavior of currently depl oyed GRE
i npl enentations. As such, it does not attenpt to address the
foll ow ng known issues:

o Interaction Path MIU Di scovery (PMIU) [RFC1191]

Exi sting inplenentati ons of GRE, when using |IPv4 as the Delivery
Header, do not inplenment Path MIU di scovery and do not set the
Don't Fragnment bit in the Delivery Header. This can cause |arge
packets to beconme fragmented within the tunnel and reassenbl ed at
the tunnel exit (independent of whether the payl oad packet is using
PMIU). If a tunnel entry point were to use Path MIU di scovery,
however, that tunnel entry point would also need to relay | CWP
unreachabl e error nessages (in particular the "fragnmentation needed
and DF set" code) back to the originator of the packet, which is
not a requirenment in this specification. Failure to properly relay
Path MIU information to an originator can result in the follow ng
behavior: the originator sets the don't fragnent bit, the packet
gets dropped within the tunnel, but since the originator doesn't
receive proper feedback, it retransmts with the same PMIU, causing
subsequently transnitted packets to be dropped.

| Pv6 as Delivery and/or Payl oad Protocol

Thi s specification describes the intersection of CGRE currently
depl oyed by multiple vendors. |IPv6 as delivery and/or payl oad
protocol is not included in the currently depl oyed versions of GRE
Interaction with | CW

Interaction with the Differenti ated Services Architecture

Mul ti pl e and Loopi ng Encapsul ati ons
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12.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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