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Abstract
Thi s docunent specifies algorithmidentifiers and ASN. 1 encodi ng
formats for digital signatures and subject public keys used in the
Internet X 509 Public Key Infrastructure (PKI). Digital signatures
are used to sign certificates and certificate revocation list (CRLS).
Certificates include the public key of the named subject.
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1 Introduction

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].

Thi s docunment specifies algorithmidentifiers and ASN. 1 [ X. 660]
encoding formats for digital signatures and subject public keys used
in the Internet X. 509 Public Key Infrastructure (PKI). This

speci fication supplenents [ RFC 3280], "Internet X 509 Public Key
Infrastructure: Certificate and Certificate Revocation List (CRL)
Profile.” Inplenmentations of this specification MJST also conformto
RFC 3280.

This specification defines the contents of the signatureAl gorithm
si gnhat ureVal ue, signature, and subjectPublicKeylnfo fields within
Internet X 509 certificates and CRLs.

Thi s docunent identifies one-way hash functions for use in the
generation of digital signatures. These algorithnms are used in
conjunction with digital signature algorithns.

This specification describes the encoding of digital signatures
generated with the follow ng cryptographic algorithns:

Ri vest - Shami r - Adel man (RSA) ;
Digital Signature Al gorithm (DSA); and
Elliptic Curve Digital Signature Al gorithm (ECDSA).

* X X

Thi s docunent specifies the contents of the subjectPublicKeylnfo
field in Internet X 509 certificates. For each algorithm the
appropriate alternatives for the the keyUsage extension are provided.
This specification describes encoding formats for public keys used
with the follow ng cryptographic algorithns:

Ri vest - Shami r - Adel man (RSA) ;
Digital Signature Al gorithm (DSA);
Diffie-Hellman (DH);

Key Encryption Al gorithm (KEA)

* X X X
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Elliptic Curve Digital Signature Al gorithm (ECDSA); and
* Elliptic Curve Diffie-Hellman (ECDH).

2 Al gorithm Support

This section describes cryptographic algorithns which may be used
with the Internet X 509 certificate and CRL profile [RFC 3280]. This
section describes one-way hash functions and digital signature

al gorithms which may be used to sign certificates and CRLs, and
identifies object identifiers (O Ds) for public keys contained in a
certificate.

Conform ng CAs and applications MJUST, at a m nimum support digital
signatures and public keys for one of the specified algorithms. Wen
usi ng any of the algorithns identified in this specification,
conformi ng CAs and applications MJST support them as descri bed.

2.1 One-way Hash Functions

This section identifies one-way hash functions for use in the
Internet X. 509 PKI. One-way hash functions are al so called nessage
digest algorithms. SHA-1 is the preferred one-way hash function for
the Internet X. 509 PKI. However, PEM uses MD2 for certificates [ RFC
1422] [RFC 1423] and MD5 is used in other |egacy applications. For
these reasons, MD2 and MD5 are included in this profile. The data
that is hashed for certificate and CRL signing is fully described in
[ RFC 3280] .

2.1.1 M2 One-way Hash Function

MD2 was devel oped by Ron Rivest for RSA Security. RSA Security has
recently placed the MD2 algorithmin the public domain. Previously,
RSA Data Security had granted |icense for use of MD2 for non-
conmerci al Internet Privacy-Enhanced Mail (PEM. MD2 may continue to
be used with PEMcertificates, but SHA-1 is preferred. MD2 produces
a 128-bit "hash" of the input. M2 is fully described in [RFC 1319].

At the Selected Areas in Cryptography 95 conference in May 1995,
Rogi er and Chauvaud presented an attack on MD2 that can nearly find
collisions [RCO5]. Collisions occur when one can find two different
nmessages that generate the sane nessage digest. A checksum operation
in MD2 is the only remaining obstacle to the success of the attack.
For this reason, the use of MD2 for new applications is di scouraged.
It is still reasonable to use MD2 to verify existing signatures, as
the ability to find collisions in MD2 does not enable an attacker to
find new nessages having a previously conputed hash val ue.
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2.1.2 M5 One-way Hash Function

MD5 was devel oped by Ron Rivest for RSA Security. RSA Security has
pl aced the MD5 algorithmin the public domain. NMD5 produces a 128-
bit "hash" of the input. WM is fully described in [RFC 1321].

Den Boer and Bossel aers [ DB94] have found pseudo-collisions for MD5,
but there are no other known cryptanalytic results. The use of M5
for new applications is discouraged. It is still reasonable to use
MD5 to verify existing signatures.

2.1.3 SHA-1 One-way Hash Function

SHA-1 was devel oped by the U S. Governnent. SHA-1 produces a 160-bit
"hash" of the input. SHA-1 is fully described in [FIPS 180-1]. RFC
3174 [ RFC 3174] al so describes SHA-1, and it provides an

i npl eentation of the algorithm

2.2 Signature Al gorithmns

Certificates and CRLs conformng to [ RFC 3280] may be signed with any
public key signature algorithm The certificate or CRL indicates the
al gorithm through an algorithmidentifier which appears in the
signhatureAlgorithmfield within the Certificate or CertificatelList.
This algorithmidentifier is an O D and has optionally associ at ed
paranmeters. This section identifies algorithmidentifiers and
paraneters that MJST be used in the signatureAlgorithmfield in a
Certificate or CertificatelList.

Signature algorithnms are always used in conjunction with a one-way
hash function

This section identifies QDS for RSA, DSA, and ECDSA. The contents
of the paraneters conmponent for each algorithmvary; details are
provi ded for each al gorithm

The data to be signed (e.g., the one-way hash function output val ue)
is formatted for the signature algorithmto be used. Then, a private
key operation (e.g., RSA encryption) is perforned to generate the
signature value. This signature value is then ASN. 1 encoded as a BIT
STRING and included in the Certificate or CertificateList in the
signhature field.
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2.2.1 RSA Signature Al gorithm

The RSA algorithmis naned for its inventors: Rivest, Shamr, and
Adl eman. This profile includes three signature algorithns based on
the RSA asymmetric encryption algorithm The signature algorithns
conbine RSA with either the VD2, MD5, or the SHA-1 one-way hash
functi ons.

The signature algorithmwi th SHA-1 and the RSA encryption algorithm
is inplenented using the paddi ng and encodi ng conventi ons descri bed
in PKCS #1 [RFC 2313]. The message digest is conputed using the
SHA-1 hash al gorithm

The RSA signature algorithm as specified in PKCS #1 [ RFC 2313]

i ncludes a data encoding step. In this step, the nessage digest and
the O D for the one-way hash function used to conpute the digest are
conbi ned. When perform ng the data encoding step, the nd2, nd5, and
i d-shal O Ds MJST be used to specify the MD2, MD5, and SHA-1 one-way
hash functions, respectively:

nmd2 OBJECT IDENTIFIER ::= {
i so(1l) menber-body(2) US(840) rsadsi(113549)
digestAlgorithm2) 2 }

mi5 OBJECT I DENTIFIER :: = {
i so(1) menber-body(2) US(840) rsadsi (113549)
digestAlgorithm2) 5 }

id-shal OBJECT IDENTIFIER ::={
i so(l) identified-organization(3) oiw1l4) secsig(3)
algorithns(2) 26 }

The signature algorithmw th MD2 and the RSA encryption algorithmis
defined in PKCS #1 [ RFC 2313]. As defined in PKCS #1 [ RFC 2313], the
ASN.1 O D used to identify this signature algorithmis:

nmd2W t hRSAEncr ypti on OBJECT IDENTIFIER ::= {
i so(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-1(1) 2 }

The signature algorithmw th MD5 and the RSA encryption algorithmis
defined in PKCS #1 [ RFC 2313]. As defined in PKCS #1 [ RFC 2313], the
ASN.1 O D used to identify this signature algorithmis:

nmd5W t hRSAEncrypti on OBJECT I DENTIFIER ::=

i so(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-1(1) 4 }
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The ASN. 1 object identifier used to identify this signature algorithm
is:

sha- 1W t hRSAEncrypti on OBJECT IDENTIFIER ::=
i so(1l) menber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-1(1) 5 }

When any of these three O Ds appears within the ASN. 1 type
Al gorithm dentifier, the parameters conmponent of that type SHALL be
the ASN. 1 type NULL.

The RSA signature generation process and the encoding of the result
is described in detail in PKCS #1 [ RFC 2313].

2.2.2 DSA Signature Al gorithm

The Digital Signature Algorithm (DSA) is defined in the Digital
Signature Standard (DSS). DSA was devel oped by the U S. Governnent,
and DSA is used in conjunction with the SHA-1 one-way hash functi on.
DSA is fully described in [FIPS 186]. The ASN.1 O D used to identify
this signature algorithmis:

i d-dsa-wi th-shal OBJECT | DENTIFIER :: =
i so(1l) nenber-body(2) us(840) x9-57 (10040)
x9cm(4) 3}

When the id-dsa-with-shal algorithmidentifier appears as the

algorithmfield in an Algorithm dentifier, the encoding SHALL omt
the parameters field. That is, the Algorithm dentifier SHALL be a
SEQUENCE of one conponent: the OBJECT | DENTI FI ER i d-dsa-w t h-shal.

The DSA paraneters in the subjectPublicKeylnfo field of the
certificate of the issuer SHALL apply to the verification of the
si ghat ur e.

When signing, the DSA al gorithm generates two val ues. These val ues
are commonly referred to as r and s. To easily transfer these two
val ues as one signature, they SHALL be ASN. 1 encoded using the
follow ng ASN. 1 structure:

Dss-Sig-Value ::= SEQUENCE {
r | NTEGER,
S | NTEGER }
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2.2.3 ECDSA Signature Algorithm

The Elliptic Curve Digital Signature Al gorithm (ECDSA) is defined in
[ X9.62]. The ASN.1 object identifiers used to identify ECDSA are
defined in the follow ng arc:

ansi - X9-62 OBJECT | DENTIFIER :: = {
i so(1l) menber-body(2) us(840) 10045 }

i d-ecSi gType OBJECT IDENTIFIER ::= {
ansi - X9- 62 signatures(4) }

ECDSA is used in conjunction with the SHA-1 one-way hash functi on.
The ASN. 1 object identifier used to identify ECDSA with SHA-1 is:

ecdsa-wi th-SHA1 OBJECT | DENTIFIER ::= {
i d-ecSigType 1 }

When the ecdsa-with-SHAL algorithmidentifier appears as the
algorithmfield in an Algorithm dentifier, the encoding MJST omt the
paraneters field. That is, the Algorithm dentifier SHALL be a
SEQUENCE of one component: the OBJECT | DENTI FI ER ecdsa-w t h- SHAL.

The elliptic curve paraneters in the subjectPublicKeylnfo field of
the certificate of the issuer SHALL apply to the verification of the
si ghat ur e.

When signing, the ECDSA al gorithm generates two values. These val ues
are commonly referred to as r and s. To easily transfer these two
val ues as one signature, they MJUST be ASN. 1 encoded using the

follow ng ASN. 1 structure:

Ecdsa- Si g-Value ::= SEQUENCE ({
r | NTEGER,
S | NTEGER }

2.3 Subject Public Key Al gorithns

Certificates conformng to [ RFC 3280] nmay convey a public key for any
public key algorithm The certificate indicates the algorithm
through an algorithmidentifier. This algorithmidentifier is an QD
and optionally associ ated paraneters.

This section identifies preferred O Ds and paraneters for the RSA,

DSA, Diffie-Hellman, KEA, ECDSA, and ECDH al gorithms. Conformi ng CAs
MUST use the identified O Ds when issuing certificates containing
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public keys for these algorithnms. Conform ng applications supporting
any of these algorithnms MJUST, at a mininum recognize the QD
identified in this section.

2.3.1 RSA Keys
The O D rsaEncryption identifies RSA public keys.

pkcs-1 OBJECT IDENTIFIER ::={ iso(1) nenber-body(2) us(840)
rsadsi (113549) pkcs(1) 1}

rsakEncrypti on OBJECT IDENTIFIER ::= { pkcs-1 1}
The rsaEncryption ODis intended to be used in the algorithmfield
of a value of type Algorithmdentifier. The paranmeters field MJST
have ASN. 1 type NULL for this algorithmidentifier

The RSA public key MJUST be encoded using the ASN. 1 type RSAPublicKey:

RSAPubl i cKey ::= SEQUENCE {
nodul us | NTEGER, --n
publ i cExponent INTEGER } -- e

where nodul us is the nodulus n, and publicExponent is the public
exponent e. The DER encoded RSAPublicKey is the value of the BIT
STRI NG subj ect Publ i cKey.

This ODis used in public key certificates for both RSA signature
keys and RSA encryption keys. The intended application for the key
MAY be indicated in the key usage field (see [RFC 3280]). The use of
a single key for both signature and encryption purposes is not
recommended, but is not forbidden.

If the keyUsage extension is present in an end entity certificate
whi ch conveys an RSA public key, any conbination of the follow ng
val ues MAY be present:

di gi t al Si gnat ur e;
nonRepudi ati on;
keyEnci pher nent; and
dat aEnci pher ment .

If the keyUsage extension is present in a CA or CRL issuer
certificate which conveys an RSA public key, any conbination of the
foll owi ng val ues MAY be present:

di gi t al Si gnat ur e;
nonRepudi ati on;
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keyEnci pher nent;
dat aEnci pher nent ;
keyCert Si gn; and
cRLSI gn.

However, this specification RECOWENDS that if keyCertSign or cRLSign
is present, both keyEnci phernent and dataEnci pherment SHOULD NOT be
present.

2.3.2 DSA Signhature Keys

The Digital Signature Algorithm (DSA) is defined in the Digital
Signature Standard (DSS) [FIPS 186]. The DSA O D supported by this
profile is:

i d-dsa OBJECT IDENTIFIER ::= {
i so(1l) menber-body(2) us(840) x9-57(10040) x9cn(4) 1}

The id-dsa al gorithm syntax includes optional domain paraneters.
These paraneters are commonly referred to as p, g, and g. Wen
omtted, the paraneters conponent MJST be onmtted entirely. That is,
the Algorithm dentifier MIUST be a SEQUENCE of one conponent: the
OBJECT | DENTI FI ER i d-dsa.

If the DSA domain paraneters are present in the subjectPublicKeylnfo
Al gorithmdentifier, the paraneters are included using the follow ng
ASN. 1 structure:

Dss-Parns ::= SEQUENCE {
p | NTEGER,
q | NTEGER,
g | NTEGER }

The Algorithm dentifier within subjectPublicKeylnfo is the only place
within a certificate where the paraneters may be used. |If the DSA

al gorithm paraneters are omitted fromthe subjectPublicKeylnfo

Al gorithm dentifier and the CA signed the subject certificate using
DSA, then the certificate issuer’s DSA paraneters apply to the
subject’s DSA key. |If the DSA donain paraneters are omtted fromthe
Subj ect Publ i cKeyl nfo Al gorithm dentifier and the CA signed the

subj ect certificate using a signature algorithm other than DSA, then
the subject’s DSA donmin parameters are distributed by other neans.

If the subjectPublicKeylnfo Algorithmdentifier field omts the

par anet ers conmponent, the CA signed the subject with a signature

al gorithm ot her than DSA, and the subject’s DSA paraneters are not
avai | abl e through other neans, then clients MJST reject the
certificate.
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The DSA public key MJST be ASN. 1 DER encoded as an I NTECER;, this
encodi ng shall be used as the contents (i.e., the value) of the

subj ect Publ i cKey conmponent (a BIT STRING of the SubjectPublicKeyl nfo
data el enent.

DSAPubl i cKey ::= INTEGER -- public key, Y

If the keyUsage extension is present in an end entity certificate
whi ch conveys a DSA public key, any conbination of the foll ow ng
val ues MAY be present:

di gi t al Si gnat ure;
nonRepudi ati on;

If the keyUsage extension is present in a CA or CRL issuer
certificate which conveys a DSA public key, any conbination of the
foll owi ng val ues MAY be present:

di gi t al Si gnat ur e;
nonRepudi ati on;
keyCert Si gn; and
cRLSI gn.

2.3.3 Diffie-Hell man Key Exchange Keys

The Diffie-Hellman O D supported by this profile is defined in
[ X9.42].

dhpubl i cnumber OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) ansi-x942(10046) nunber-type(2) 1 }

The dhpublicnunmber ODis intended to be used in the algorithmfield
of a value of type Algorithm dentifier. The paranmeters field of that
type, which has the algorithmspecific syntax ANY DEFI NED BY
algorithm have the ASN. 1 type Domai nParaneters for this algorithm

Donai nParameters :: = SEQUENCE ({

p | NTEGER, -- odd prime, p=jq +1

g | NTEGER, -- generator, ¢

q I NTEGER, -- factor of p-1

j | NTEGER OPTI ONAL, -- subgroup factor

val i dati onParnms Val i dati onParnms OPTI ONAL }
Val i dati onParns ::= SEQUENCE {

seed BI T STRI NG

pgenCount er | NTEGER }
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The fields of type Domai nParaneters have the foll owi ng nmeanings:
p identifies the prine p defining the Galois field,

g specifies the generator of the nmultiplicative subgroup of order
g,

g specifies the prime factor of p-1;

j optionally specifies the value that satisfies the equation
p=j g+1 to support the optional verification of group paraneters;

seed optionally specifies the bit string paraneter used as the
seed for the domai n paraneter generation process; and

pgenCounter optionally specifies the integer val ue output as part
of the of the donmain paraneter prime generation process.

If either of the domain paraneter generation conponents (pgenCounter
or seed) is provided, the other MJST be present as well.

The Diffie-Hell man public key MJUST be ASN. 1 encoded as an | NTEGER
this encoding shall be used as the contents (i.e., the value) of the
subj ect Publ i cKey conmponent (a BIT STRING of the SubjectPublicKeyl nfo
data el enent.

DHPubl i cKey ::= I NTEGER -- public key, y = g"x nod p

If the keyUsage extension is present in a certificate which conveys a
DH public key, the foll owi ng val ues nay be present:

keyAgr eenent ;
enci pherOnly; and
deci pher Onl y.

If present, the keyUsage extensi on MJST assert keyAgreenent and MAY
assert either encipherOnly and deci pherOnly. The keyUsage extension
MUST NOT assert both enci pherOnly and deci pher Only.

2.3.4 KEA Public Keys

This section identifies the preferred O D and paraneters for the
inclusion of a KEA public key in a certificate. The Key Exchange
Al gorithm (KEA) is a key agreenent algorithm Two parties may
generate a "pairwi se key" if and only if they share the sanme KEA
paranmeters. The KEA paraneters are not included in a certificate;
instead a domain identifier is supplied in the paraneters field.
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When the Subj ectPublicKeylnfo field contains a KEA key, the algorithm
identifier and paraneters SHALL be as defined in [ SDN 701r]:

i d- keyExchangeAl gorithm OBJECT IDENTIFIER ::=
{ 2 16 840 1 101 2 1 1 22}

KEA- Par ns- 1 d = OCTET STRI NG

CAs MUST popul ate the paranmeters field of the Algorithmdentifier
within the SubjectPublicKeylnfo field of each certificate containing
a KEA public key with an 80-bit paraneter identifier (OCTET STRI NG,
al so known as the domain identifier. The domain identifier is
conputed in three steps:

(1) the KEA domain paraneters (p, g, and g) are DER encoded using
the Dss-Parns structure;

(2) a 160-bit SHA-1 hash is generated fromthe paraneters; and

(3) the 160-bit hash is reduced to 80-bits by perform ng an
"exclusive or" of the 80 high order bits with the 80 | ow order
bits.

The resulting value is encoded such that the nost significant byte of
the 80-bit value is the first octet in the octet string. The Dss-
Parnms is provided above in Section 2.3.2.

A KEA public key, y, is conveyed in the subjectPublicKey BIT STRI NG
such that the nost significant bit (MSB) of y becones the MSB of the
BIT STRING value field and the |l east significant bit (LSB) of y
becones the LSB of the BIT STRING value field. This results in the
foll ow ng encodi ng:

BIT STRI NG t ag;

BIT STRI NG | engt h;

O (indicating that there are zero unused bits in the final octet
of y); and

BIT STRING value field including vy.

The key usage extension nay optionally appear in a KEA certificate.
If a KEA certificate includes the keyUsage extension, only the
foll ow ng val ues may be asserted:

keyAgr eenent ;

enci pherOnly; and
deci pher Onl y.
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If present, the keyUsage extensi on MJST assert keyAgreenent and MAY
assert either encipherOnly and deci pherOnly. The keyUsage extension
MUST NOT assert both enci pherOnly and deci pher Only.

2.3.5 ECDSA and ECDH Keys

This section identifies the preferred O D and paraneter encoding for
the inclusion of an ECDSA or ECDH public key in a certificate. The
Elliptic Curve Digital Signature Algorithm (ECDSA) is defined in

[ X9.62]. ECDSA is the elliptic curve mathemati cal anal og of the
Digital Signature Algorithm[FIPS 186]. The Elliptic Curve Diffie
Hel | man (ECDH) algorithmis a key agreenment algorithmdefined in

[ X9. 63].

ECDH is the elliptic curve mathematical analog of the Diffie-Hellmn
key agreenment algorithmas specified in [X9.42]. The ECDSA and ECDH
specifications use the sane O Ds and paraneter encodings. The ASN. 1
object identifiers used to identify these public keys are defined in
the follow ng arc:

ansi - X9-62 OBJECT IDENTIFIER :: =
{ iso(1) nenber-body(2) us(840) 10045 }

When certificates contain an ECDSA or ECDH public key, the
i d-ecPublicKey algorithmidentifier MJST be used. The id-ecPublicKey
algorithmidentifier is defined as follows:

i d-public-key-type OBJECT IDENTIFIER ::={ ansi-X9.62 2}
i d-ecPubl i cKey OBJECT IDENTIFIER ::= { id-publicKeyType 1 }

This ODis used in public key certificates for both ECDSA signhature
keys and ECDH encryption keys. The intended application for the key
may be indicated in the key usage field (see [RFC 3280]). The use of
a single key for both signature and encryption purposes is not
reconmended, but is not forbidden.

ECDSA and ECDH require use of certain paraneters with the public key.
The parameters may be inherited fromthe issuer, inplicitly included
through reference to a "naned curve," or explicitly included in the
certificate.

EcpkParaneters ::= CHO CE {
ecParaneters ECParaneters,
nanedCur ve OBJECT | DENTI FI ER
inmplicitlyCA NULL }

Pol k, et al. St andar ds Track [ Page 13]



RFC 3279 Al gorithms and Identifiers April 2002

When the paraneters are inherited, the paraneters field SHALL contain
inmplictlyCA, which is the ASN.1 value NULL. When paraneters are
specified by reference, the paraneters field SHALL contain the

naned- Curve choice, which is an object identifier. Wen the
paraneters are explicitly included, they SHALL be encoded in the

ASN. 1 structure ECParaneters:

ECPar aneters ::= SEQUENCE {
ver si on ECPVer , -- version is always 1
fieldlD FieldlD, -- identifies the finite field over
-- which the curve is defined
curve Curve, -- coefficients a and b of the
-- elliptic curve
base ECPoI nt -- specifies the base point P
-- on the elliptic curve
or der | NTEGER, -- the order n of the base point
cofactor |INTEGER OPTIONAL -- The integer h = #E(Fq)/n
}
ECPVer ::= I NTEGER {ecpVer1l(1)}
Curve ::= SEQUENCE ({
a Fi el dEl enent
b Fi el dEl enent
seed BI T STRING OPTI ONAL }
Fi el dEl ement ::= OCTET STRI NG
ECPoi nt ::= OCTET STRI NG

The val ue of Fiel dEl ement SHALL be the octet string representation of
afield element follow ng the conversion routine in [X9.62], Section
4.3.3. The value of ECPoint SHALL be the octet string representation
of an elliptic curve point follow ng the conversion routine in

[ X9.62], Section 4.3.6. Note that this octet string nay represent an
elliptic curve point in conpressed or unconpressed form

| mpl enent ati ons that support elliptic curve according to this

speci ficati on MJUST support the unconpressed form and MAY support the
conpressed form

The conponents of type ECParaneters have the foll owi ng nmeani ngs:

version specifies the version nunber of the elliptic curve
paranmeters. |t MJST have the value 1 (ecpVerl).
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fieldiDidentifies the finite field over which the elliptic curve
is defined. Finite fields are represented by val ues of the
paraneterized type Fieldl D, constrained to the values of the
objects defined in the information object set FieldTypes.
Additional detail regarding fieldlDis provided bel ow

curve specifies the coefficients a and b of the elliptic curve E
Each coefficient is represented as a value of type Fiel dEl enent,
an OCTET STRING seed is an optional paraneter used to derive the
coefficients of a randonmiy generated elliptic curve.

base specifies the base point P on the elliptic curve. The base
point is represented as a value of type ECPoint, an OCTET STRI NG

order specifies the order n of the base point.

cofactor is the integer h = #E(Fg)/n. This paraneter is specified
as OPTIONAL. However, the cofactor MJST be included in ECDH
public key paranmeters. The cofactor is not required to support
ECDSA, except in paraneter validation. The cofactor MAY be

i ncluded to support paraneter validation for ECDSA keys.

Paranmeter validation is not required by this specification

The Algorithm dentifier within SubjectPublicKeylnfo is the only place
within a certificate where the paranmeters may be used. |If the
elliptic curve paraneters are specified as inplicitlyCA in the

Subj ect Publ i cKeyl nfo Al gorithm dentifier and the CA signed the

subj ect certificate using ECDSA, then the certificate issuer’s ECDSA
paraneters apply to the subject’s ECDSA key. |If the elliptic curve
paraneters are specified as inplicitlyCA in the SubjectPublicKeylnfo
Al gorithm dentifier and the CA signed the certificate using a
signature algorithm other than ECDSA, then clients MJST not make use
of the elliptic curve public key.

FieldI D ::= SEQUENCE {

fieldType  OBJECT | DENTI FlI ER,
paranmeters ANY DEFI NED BY fiel dType }

FieldlIDis a SEQJENCE of two conponents, fieldType and paraneters.
The fiel dType contains an object identifier value that uniquely
identifies the type contained in the paraneters.

The object identifier id-fieldType specifies an arc containing the
object identifiers of each field type. It has the follow ng val ue:

id-fieldType OBJECT IDENTIFIER ::= { ansi-X9-62 fieldType(1l) }
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The object identifiers prine-field and characteristic-two-field nane
the two kinds of fields defined in this Standard. They have the
foll ow ng val ues:

prime-field OBJECT IDENTIFIER ::={ id-fieldType 1 }
Prime-p ::= | NTEGER -- Field size p (p in bits)
characteristic-two-field OBJECT IDENTIFIER ::= { id-fieldType 2 }
Characteristic-two ::= SEQUENCE ({
m | NTEGER, -- Field size 2"m
basi s OBJECT | DENTI FI ER

paranmeters ANY DEFI NED BY basis }
The object identifier id-characteristic-two-basis specifies an arc
containing the object identifiers for each type of basis for the
characteristic-two finite fields. It has the follow ng val ue:

i d-characteristic-two-basis OBJECT | DENTIFIER :: = {
characteristic-two-field basisType(1) }

The object identifiers gnBasis, tpBasis and ppBasis nane the three
ki nds of basis for characteristic-two finite fields defined by
[ X9.62]. They have the foll ow ng val ues:
gnBasis OBJECT IDENTIFIER ::= { id-characteristic-two-basis 1 }
-- for gnBasis, the value of the paraneters field is NULL
tpBasis OBJECT IDENTIFIER ::= { id-characteristic-tw-basis 2 }
-- type of paraneters field for tpBasis is Trinonial
Trinom al ::= | NTECER
ppBasi s OBJECT IDENTIFIER ::= { id-characteristic-two-basis 3 }

-- type of paraneters field for ppBasis is Pentanonial

Pent anom al ::= SEQUENCE {
k1 | NTEGER,
k2 | NTEGER,

k3 | NTEGER }
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The elliptic curve public key (an ECPoint which is an OCTET STRI NG
is mapped to a subjectPublicKey (a BIT STRING as follows: the nost
significant bit of the OCTET STRI NG becones the nost significant bit
of the BIT STRING and the least significant bit of the OCTET STRI NG
becones the least significant bit of the BIT STRING Note that this
octet string may represent an elliptic curve point in conpressed or
unconpressed form I nplenmentations that support elliptic curve
according to this specification MJST support the unconpressed form
and MAY support the conpressed form

If the keyUsage extension is present in a CA or CRL issuer
certificate which conveys an elliptic curve public key, any
conbi nati on of the follow ng val ues MAY be present:

di gi tal Si gnat ur e;
nonRepudi ati on; and
keyAgr eenent .

If the keyAgreenent value is present, either of the follow ng val ues
MAY be present:

enci pherOnly; and
deci pher Onl y.

The keyUsage extension MJUST NOT assert both enci pherOnly and
deci pher Onl y.

If the keyUsage extension is present in a CA certificate which
conveys an elliptic curve public key, any conbination of the
foll ow ng val ues MAY be present:

di gi t al Si gnat ure;
nonRepudi ati on;
keyAgr eenent ;
keyCert Si gn; and
cRLSI gn.

As above, if the keyUsage extension asserts keyAgreenent then it MAY
assert either encipherOnly and deci pherOnly. However, this

speci fication RECOMENDS that if keyCertSign or cRLSign is present,
keyAgr eenent, enci pherOnly, and deci pherOnly SHOULD NOT be present.
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3 ASN 1 Modul e
PKI X1Al gorithnme88 { iso(1l) identified-organization(3) dod(6)
internet(1) security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- mod- pki x1-al gorithnms(17) }
DEFINI TIONS EXPLICIT TAGS ::= BEG N
-- EXPORTS All;

-- | MPORTS NONE;

-- One-way Hash Functions

nmd2 OBJECT IDENTIFIER ::= {
i so(1l) menber-body(2) us(840) rsadsi(113549)
digestAlgorithm2) 2 }

nmd5 OBJECT IDENTIFIER ::= {
i so(1l) menber-body(2) us(840) rsadsi(113549)
digestAlgorithm2) 5 }

i d-shal OBJECT IDENTIFIER ::= {

i so(l) identified-organization(3) oiw1l4) secsig(3)
algorithms(2) 26 }

-- DSA Keys and Si gnatures

-- OD for DSA public key

i d-dsa OBJECT IDENTIFIER ::= {
i so(1l) menber-body(2) us(840) x9-57(10040) x9algorithn(4) 1}

-- encoding for DSA public key

DSAPubl i cKey ::= INTEGER -- public key, y
Dss-Parms ::= SEQUENCE ({

p | NTEGER,

q | NTEGER,

g | NTEGER }
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-- ODfor DSA sighature generated with SHA-1 hash

i d-dsa-with-shal OBJECT | DENTIFIER :: =
i so(1l) menber-body(2) us(840) x9-57 (10040) x9al gorithm(4) 3}

-- encoding for DSA signature generated with SHA-1 hash

Dss-Sig-Value ::= SEQUENCE {
r | NTEGER,
S | NTEGER }

-- RSA Keys and Si gnatures

-- arc for RSA public key and RSA signhature QO Ds

pkcs-1 OBJECT I DENTIFIER ::= {
i so(1) menber-body(2) us(840) rsadsi(113549) pkcs(1) 1 }

-- OD for RSA public keys

rsakEncryption OBJECT IDENTIFIER ::= { pkcs-1 1}

-- ODfor RSA sighature generated with MD2 hash

nmd2W t hRSAEncr yption OBJECT IDENTIFIER ::= { pkcs-1 2 }
-- ODfor RSA sighature generated with MD5 hash

nmd5W t hRSAEncr yption OBJECT IDENTIFIER ::= { pkcs-1 4}
-- ODfor RSA signhature generated with SHA-1 hash

shalWt hRSAEncryption OBJECT IDENTIFIER ::= { pkcs-1 5}

-- encoding for RSA public key

RSAPubl i cKey ::= SEQUENCE {
nodul us | NTEGER, --n
publ i cExponent INTEGER } -- e
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- - Diffie-Hellman Keys

dhpubl i cnunber OBJECT | DENTIFIER :: = {
i so(1l) menber-body(2) us(840) ansi-x942(10046)
nunber-type(2) 1}

-- encoding for DSA public key

DHPubl i cKey ::= INTEGER -- public key, y = g"x nod p
Dorai nParanmeters ::= SEQUENCE ({
p | NTEGER, -- odd prine, p=jq +1
g | NTECER, -- generator, g
q | NTEGER, -- factor of p-1
] | NTEGER OPTI ONAL, -- subgroup factor, j>= 2
val i dati onParnms Val i dati onParnms OPTI ONAL }
Val i dati onParns ::= SEQUENCE ({
seed BI T STRI NG
pgenCount er | NTEGER }
- - KEA Keys

i d- keyExchangeAl gorithm OBJECT |IDENTIFIER ::=
{ 216 840 1 101 2 1 1 22}

KEA- Parms-1d ::= OCTET STRI NG

-- Elliptic Curve Keys, Signatures, and Curves

ansi - X9- 62 OBJECT IDENTIFIER ::= {
i so(1l) menber-body(2) us(840) 10045 }

Fiel dl D ::= SEQUENCE ({ -- Finite field
fiel dType  OBJECT | DENTIFIER,
parameters ANY DEFI NED BY fiel dType }

-- Arc for ECDSA sighature QDS

i d-ecSigType OBJECT IDENTIFIER ::= { ansi-X9-62 signatures(4) }
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-- OD for ECDSA signatures with SHA-1
ecdsa-w t h- SHA1 OBJECT IDENTIFIER ::= { id-ecSigType 1 }

-- ODfor an elliptic curve signature
-- format for the value of an ECDSA sighature val ue

ECDSA- Si g- Val ue :: = SEQUENCE ({
r | NTEGER,
S | NTEGER }

-- recognized field type ODs are defined in the follow ng arc
id-fieldType OBJECT IDENTIFIER ::= { ansi-X9-62 fieldType(1l) }

-- where fieldType is prinme-field, the paraneters are of type Prine-p
prime-field OBJECT IDENTIFIER ::= { id-fieldType 1 }

Prime-p ::= INTEGER -- Finite field F(p), where p is an odd prine

-- where fieldType is characteristic-two-field, the paraneters are
-- of type Characteristic-two

characteristic-two-field OBJECT IDENTIFIER ::= { id-fieldType 2 }
Characteristic-two ::= SEQUENCE ({

m | NTECER, -- Field size 2"m

basi s OBJECT | DENTI FI ER,

parameters ANY DEFI NED BY basis }
-- recogni zed basis type O Ds are defined in the follow ng arc

i d-characteristic-two-basis OBJECT | DENTIFIER :: = {
characteristic-two-field basisType(3) }

-- gnbasis is identified by OD gnBasis and indicates
-- paraneters are NULL

gnBasis OBJECT IDENTIFIER ::={ id-characteristic-two-basis 1 }
-- paraneters for this basis are NULL

-- trinomal basis is identified by OD tpBasis and indicates
-- paraneters of type Pentanoni al

tpBasis OBJECT IDENTIFIER ::={ id-characteristic-two-basis 2 }

Pol k, et al. St andards Track [ Page 21]



RFC 3279 Al gorithms and Identifiers April 2002

-- Trinom al basis representation of F2"m
-- Integer k for reduction polynomal xm+ xk + 1
Trinonial ::= | NTEGER

-- for pentanonial basis is identified by OD ppBasis and indicates
-- paraneters of type Pentanoni al

ppBasi s OBJECT IDENTIFIER ::= { id-characteristic-two-basis 3 }
-- Pentanoni al basis representation of F2"m

-- reduction polynonmial integers k1, k2, k3
-- f(X) = x**m+ x**k3 + x**k2 + x**kl + 1

Pent anom al ::= SEQUENCE {
k1 | NTEGER,
k2 | NTEGER,

k3 | NTEGER }

-- The object identifiers gnBasis, tpBasis and ppBasis nane
-- three kinds of basis for characteristic-two finite fields

Fi el dEl ement ::= OCTET STRI NG -- Finite field el enent

ECPoi nt ::= OCTET STRI NG -- Elliptic curve point
-- Elliptic Curve paraneters nmay be specified explicitly,

-- specified inplicitly through a "naned curve", or

-- inherited fromthe CA

EcpkParanmeters ::= CHO CE {
ecParaneters ECParaneters,
nanedCur ve OBJECT | DENTI FI ER,
inmplicitlyCA NULL }

Pol k, et al.

ECParaneters ::= SEQUENCE { -- Elliptic curve paraneters
ver si on ECPVer,
fieldlD Fieldl D
curve Curve,
base ECPoi nt , Base point G
or der | NTEGER, Order n of the base point

cofactor | NTEGER OPTI ONAL }

ECPVer ::= I NTEGER {ecpVer1(1)}
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Curve ::= SEQUENCE {
a Fi el dEl enment , -- Elliptic curve coefficient a
b Fi el dEl enment , -- Elliptic curve coefficient b
seed BIT STRING OPTIONAL }

i d- publ i cKeyType OBJECT IDENTIFIER ::= { ansi-X9-62 keyType(2) }

i d-ecPubl i cKey OBJECT IDENTIFIER ::= { id-publicKeyType 1 }
-- Naned Elliptic Curves in ANSI X9.62.
ellipticCurve OBJECT IDENTIFIER ::= { ansi-X9-62 curves(3) }
c- TwoCurve OBJECT | DENTIFIER :: = {
el lipticCurve characteristicTwo(0) }

c2pnb163vl OBJECT | DENTI FI ER = { c-TwoCurve 1}
c2pnb163v2 OBJECT | DENTI FI ER = { c-TwoCurve 2}
c2pnb163v3 OBJECT | DENTI FI ER = { c-TwoCurve 3}
c2pnbl76wl OBJECT | DENTI FI ER = { c-TwoCurve 4}
c2tnb191vl OBJECT | DENTI FI ER = { c-TwoCurve 5}
c2tnb191v2 OBJECT | DENTI FI ER = { c-TwoCurve 6 }
c2tnb191v3 OBJECT | DENTI FI ER = { c-TwoCurve 7}
c2o0nb191v4 OBJECT | DENTI FI ER = { c-TwoCurve 8}
c20nb191v5 OBJECT | DENTI FI ER = { c-TwoCurve 9}
c2pnb208wl OBJECT | DENTI FI ER = { c-TwoCurve 10 }
c2t nb239v1l OBJECT | DENTI FI ER = { c-TwoCurve 11 }
c2t nb239v2 OBJECT | DENTI FI ER = { c-TwoCurve 12 }
c2t nb239v3 OBJECT | DENTI FI ER = { c-TwoCurve 13 }
c2onb239v4 OBJECT | DENTI FI ER = { c-TwoCurve 14 }
c2onb239v5 OBJECT | DENTI FI ER = { c-TwoCurve 15 }
c2pnb272wl  OBJECT | DENTI FI ER = { c-TwoCurve 16 }
c2pnb304wl OBJECT | DENTI FI ER = { c-TwoCurve 17 }
c2t nb359v1 OBJECT | DENTI FI ER = { c-TwoCurve 18 }
c2pnb368wl OBJECT | DENTI FI ER = { c-TwoCurve 19 }
c2tnb431r1 OBJECT | DENTI FI ER = { c-TwoCurve 20 }
pri meCurve OBJECT IDENTIFIER ::= { ellipticCurve prine(l) }
pri mel92vl OBJECT | DENTI FI ER = { prineCurve 1}
pri mel92v2 OBJECT | DENTI FI ER = { prineCurve 2}
primel92v3 OBJECT | DENTI FI ER = { prinmeCurve 3}
pri me239vl OBJECT | DENTI FI ER = { prinmeCurve 4}
pri me239v2 OBJECT | DENTI FI ER = { prineCurve 5}
pri me239v3 OBJECT | DENTI FI ER = { prineCurve 6 }
pri me256vl OBJECT | DENTI FI ER = { prinmeCurve 7}
END
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Security Considerations

Thi s specification does not constrain the size of public keys or
their paraneters for use in the Internet PKI. However, the key size
sel ected inpacts the strength achi eved when inpl ementi ng
cryptographic services. Selection of appropriate key sizes is
critical to inplenmenting appropriate security.

This specification does not identify particular elliptic curves for
use in the Internet PKI. However, the particular curve selected

i npact the strength of the digital signatures. Sone curves are
cryptographically stronger than others!

In general, use of "well-known" curves, such as the "naned curves"”
from ANSI X9.62, is a sound strategy. For additional information
refer to X9.62 Appendi x H 1.3, "Key Length Considerations" and
Appendi x A. 1, "Avoiding Cryptographically Wak Keys".
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Thi s specification supplements RFC 3280. The security considerations
section of that docunent applies to this specification as well.
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Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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