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Abstract

Thi s meno proposes an Authentication, Authorization, Accounting (AAA)
architecture that would incorporate a generic AAA server along with
an application interface to a set of Application Specific Mdules
that could perform application specific AAA functions. A separation
of AAA functions required in a nulti-domain environment is then
proposed using a | ayered protocol abstraction. The long termgoal is
to create a generic framework which allows conpl ex authorizations to
be realized through a network of interconnected AAA servers.
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1. Introduction

The work for this neno was done by a group that originally was the
Aut hori zation subgroup of the AAA Wrking Goup of the | ETF. Wen
the charter of the AAA working group was changed to focus on MbilelP
and NAS requirenents, the AAAarch Research G oup was chartered within
the I RTF to continue and expand the architectural work started by the
Aut hori zation subgroup. This neno is one of four which were created
by the subgroup. This nenp is a starting point for further work
within the AAAarch Research Group. It is still a work in progress
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and is published so that the work will be available for the AAAarch
subgroup and others working in this area, not as a definitive
description of architecture or requirenents.

The aut horizati on subgroup of the AAA Wrking Group proposed an "AAA
Aut hori zation Framework"” [2] illustrated with nunmerous application
exanples [3] which in turn notivates a proposed |ist of authorization
requirenments [4]. This meno builds on the franmework presented in [2]
by proposing an AAA infrastructure consisting of a network of
cooperating generic AAA servers comuni cating via a standard

protocol. The protocol should be quite general and shoul d support
the needs of a wide variety of applications requiring AAA
functionality. To realize this goal, the protocol will need to

operate in a nulti-domain environment with multiple service providers
as well as entities taking on other AAA roles such as User Home

Organi zations and brokers. It should be possible to conmbi ne requests
for multiple authorizations of different types in the sane
aut hori zation transaction. The AAA infrastructure will be required

to forward the conponents of such requests to the appropriate AAA
servers for authorization and to collect the authorization decisions
fromthe vari ous AAA servers consulted. Al of this activity is
perfectly general in nature and can be realized in the conmon

i nfrastructure

But the applications requiring AAA services will each have their own
uni que needs. After a service is authorized, it nust be configured
and initialized. This will require application specific know edge

and may require application specific protocols to conmunicate with
application specific service conponents. To handle these application
specific functions, we propose an application interface between a
generic AAA server and a set of one or nore Application Specific
Modul es (ASMs) which can carry out the unique functionality required
by each application.

Since the data required by each application for authentication,

aut hori zati on, or accounting nmay have uni que structure, the standard
AAA protocol should allow the encapsul ati on of opaque units of
Application Specific Information (ASI). These units would begin with
a standard header to allow themto be forwarded by the generic
infrastructure. Wen delivered to the final destination, an ASI unit
woul d be passed by a generic AAA server across its programinterface
to an appropriate ASM for application specific processing.

Neverthel ess, it renmains a goal of the design for information units
to be encoded in standard ways as much as possible so as to enable
processing by a generic rule based engine.
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The interactions of the generic AAA server with the Application
Specific Mddules and with each other to realize conplex AAA functions
is explored in section 2. Then, in section 3, we attenpt to further
organi ze the AAA functions into |ogical groups using a protocol

| ayering abstraction. This abstraction is not intended to be a
reference nodel ready to be used for protocol design. At this point
in the work, there are nunerous questions that need to be addressed

and numerous problens that remain to be solved. It may be that an
abstraction other than layering will prove to be nore useful or, nore
likely, that the application layer will require some substructure of
its own.

Finally, in section 4, we show how the security requirenents
identified in [4] can be net in the generic server and the
Application Specific Mdules by applying security techni ques such as
public key encryption or digital signatures to the Application
Specific Information units individually, so that different

st akehol ders in the AAA server network can protect sel ected

i nformation units from bei ng deci phered or altered by other

st akehol ders in an authentication, authorization, or accounting

chai n.

2. GCeneric AAA Architecture

For the long termwe envision a generic AAA server which is capable
of authenticating users, handling authorization requests, and
col l ecting accounting data. For a service provider, such a generic
AAA server would be interfaced to an application specific nodule

whi ch manages the resource for which authorization is required.
Generic AAA conponents woul d al so be deployed in other adm nistrative
domai ns perforning authorization functions.

2.1. Architectural Conponents of a Ceneric AAA Server
2.1.1. Authorization Rule Eval uation

The first step in the authorization process is for the user or an
entity operating on the user’s behalf to submt a well-formatted
request to an AAA server. A generic AAA server has rules (logic
and/or al gebraic fornulas) to inspect the request and cone to an

aut hori zati on decision. The first problemwhich arises is that
Application Specific Information (ASI) has to be separated fromthe
underlying logic for the authorization. Ildeally the AAA server would
have a rul e based engine at this point which would know the | ogic

rul es and understand sone generic information in the request, but it
woul d not know anyt hi ng about application specific information except
where this information can be evaluated to give a bool ean or

nunerical value. It should be possible to create rules that refer to
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data el ements that were not considered when the application was
created. For exanple, one could request to do a renpte virtua
control room experinent fromhonme using a dialin provider. The
request would only be successful if the dialin access server allows
it and if there is bandw dth avail able (bandw dth broker) and if the
experinmenter has the noney to pay for it (E-Conmerce). Possibly the
peopl e who specified the bandwi dth broker protocol did not think of
conmbi ning quality of service with a network service authorization in
a single AAA request, but this generic nodel would allowit.

I

I

I

| | S NG + S R + S + S R +
| User | I I I I

| | | S R + S + S R +
I I I | BB | | BB | | Budget |
| | | S R + S + S R +
I I I I I

| | oo | |

| | | dial in| AR + e +

| | <====>| servi ce| <====>| net wor k| <====>| net wor k| <===> Experi nent
S N, + S NG + S R + S +

user <-> dialin <-> backbone with BB <-> <renote experinment>
Fig. 1 -- Exanple of a Miulti Domain Multi Type of Server Request
2.1.2. Application Specific Mdule (ASM

Utimately an AAA server needs to interact with an application
specific mdule (ASM. In a service provider, the ASM woul d nanage
resources and configure the service equi pnment to provide the

aut hori zed service. It mght also involve itself in the

aut hori zati on deci sion because it has the application specific

know edge required. A user home organization (UHO may require ASMs
as well, to performapplication specific user authorization
functions. For exanple, a UHO ASM ni ght be required to access
certain application specific databases or interpret application
specific service |level specifications.

What ever the role of an adnministration relative to an authorization
decision, the capabilities of the generic AAA server and the
interface between it and the ASMs remains the sane. This interface
may be an Application ProgramlInterface (APlI) or could even be a
protocol based interface. |In this nodel, however, the application
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specific nodule is regarded as as separate architectural component
fromthe generic AAA server. As such, it nust be addressabl e and
must therefore be part of a gl obal nam ng space.

2.1.3. Authorization Event Log

For auditing purposes, the generic server nust have sonme form of

dat abase to store tine-stanped events which occur in the AAA server.
Thi s dat abase can be used to account for authorizations which were
given, but it can also be used in rules. One can imagine rules in
whi ch an authorization is only given if some other event was | ogged
in the past. Wth the aid of certificates, this database could
support non-repudi ation

2.1.4. Policy Repository

A dat abase contai ning the avail able services and resources about
whi ch aut horization deci sions can be nmade and the policy rules to
make themis al so needed. Here too, the naning space for the
services and resources is inportant since they nust be addressable
fromother AAA servers to be able to build conplex authorization
requests.

2.1.5. Request Forwarding
Due to the multiple admnistrative domain (multi-Kkingdon) nature of
the AAA problem a nechanismto forward nmessages between AAA servers
is needed. The protocol by which two AAA servers conmmuni cate shoul d
be a peer-to-peer protocol.

2.2. Generic AAA Server Model
Wth the inplenmentati on of the above nmentioned conmponents, the AAA
server woul d be able to handl e AAA requests. It would inspect the
contents of the request, determ ne what authorization is requested,
retrieve the policy rules fromthe repository, performvarious |ocal
functions, and then choose one of the followi ng options to further
process each of the conmponents of the request:
a) Let the conponent be evaluated by an attached ASM

b) Query the authorization event log or the policy repository for the
answer .

c) Forward the conmponent(s) to another AAA server for eval uation

In the follow ng sections we present the generic nodel.
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2.2.1. Ceneric AAA Server Interactions

Figure 2 illustrates a generic AAA Server with connections to the
various architectural conponents described above. In this nodel, the
user or another AAA server contacts the AAA server to get

aut hori zation, and the AAA server interacts with the service. The
request is sent to the AAA server using the future AAA protocol. The
server interacts with the service via a second protocol which we have
| abel ed as type "2" in the figure. W say no nore of the type 2
protocol than that it nust support sone gl obal naming space for the
application specific items. The sane holds for the type 3

conmuni cation used to access the repository.

S +
I I
request <----- 1----- >| Generic AAA Server|<---1---> AAA server
| Rul e based engine |
\
I-|- ------------------ !|-3+ ------------ +
A \| Policy and
| | event |
2 | repository |
| S +
%
S +
| Application |
| Specific |
| Modul e |
S +

The nunbers in the Iinks denote types of conmunication
Fig. 2 -- Generic AAA Server Interactions
2.2.2. Conpatibility with Legacy Protocols

Because of the wi despread depl oynent of equi pnent that inplenments

| egacy AAA protocols and the desire to realize the functionality of

t he new AAA protocol while protecting the investnment in existing
infrastructure, it nmay be useful to inplenment a AAA gateway function
that can encapsul ate | egacy protocol data units within the nmessages
of the new protocol. Use of this technique, for exanple, would allow
Radi us attribute value pairs to be encapsulated in Application
Specific Information (ASI) units of the new protocol in such a way
that the ASI units can be digitally signed and encrypted for end-to-
end protection between a service provider’s AAA server and a hone AAA
server comunicating via a marginally trusted proxy AAA server. The
service provider’s NAS woul d conmuni cate via Radius to the service
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provider’s AAA server, but the AAA servers woul d conmuni cate anong
t hensel ves via the new AAA protocol. |In this case, the AAA gateway
woul d be a software nodul e residing in the service provider’s AAA
server. Alternatively the AAA gateway could be inplenmented as a

st andal one process.

Figure 3 illustrates an AAA gateway. Conmmunication type 4 is the
| egacy protocol. Conmunication type 1 is the future standard AAA
protocol. And conmunication type 2 is for application specific

comuni cation to Application Specific Mdules (ASMs) or Service
Equi prent .

| AAA |<---1--->to AAA server as in fig. 2
request <---4--->| GteWay|
| | <---2---> optionally to ASM service

The nunbers in the Iinks denote types of conmunication

Fig. 3 -- AAA Gateway for Legacy AAA Protocol s
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2.2.3. Interaction between the ASM and the Service

In a service provider, the Application Specific Mdule (ASM and the
software providing the service itself may be tightly bound into a
single "Service Application". 1In this case, the interface between
themis just a software interface. But the service itself may be
provi ded by equi prent external to the ASM for exanple, a router in

t he bandw dth broker application. In this case, the ASM conmuni cates
with the service via sone protocol. These two possibilities are
illustrated in figure 4. |In both cases, we have | abeled the

conmuni cati on between the ASM and the service as conmuni cation type
5, which of course, is service specific.

I
o e e e i e oo |----+ |
| Service 2 | 2
| Application | | |
| S, + | o m e e e e oo +
| | Application | | | Application |
| | Specific | ] | Specific |
| Modul e | ] | Modul e |
| S, + | o m e e e e oo +
I | I |
I 5 I S
I I I I
| S, + | o m e e e e oo +
| Servi ce | ] | Service |
| | || |  Equi pnent |
| S, + | o m e e e e oo +
T +

Fig. 4 -- ASMto Service Interaction (two views)
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2.

2.

2.

4.

Mul ti-domain Architecture

The generic AAA server npdul es can use conmunication type 1 to
contact each other to evaluate parts of requests. Figure 5

lustrates a network of generic AAA servers in different

adm ni strative domai ns conmuni cating via conmuni cation type 1.

3.

+----- +
0-------- | AAA | ---->
/ I I
/ - +\
/ | \ +----+
/ +----- + | RP|
/ | ASM| +----+
-------- + +-----+ / | |
Cient |------ | AAA |------- 0 - +
-------- + | | \
+----- + \
| +----4+ \ F--- - - +
- + | RP| 0----- | AAA|---->
| ASM| oo+ | |
| +----- +\
+----- + | \+----+
o + | RP|

The AAA servers use only conmmuni cation type 1 to comuni cate.
ASM = Application Specific Mdule

RP = Repository

Fig. 5-- Milti-domain Milti-type of Service Architecture

Model Cbservations

Sone key points of the generic architecture are:

1)

2)

3)

The same generic AAA server can function in all three
aut hori zati on nodels: agent, pull, and push [2].

2000

The rul e based engi ne knows how to eval uate | ogical formulas and

how t o parse AAA requests.

The CGeneric AAA server has no know edge what soever about the
application specific services so the application specific
information it forwards is opaque to it.
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4) Conmuni cation types 1, 2, and 3 each present their own naning
space problens. Solving these problens is fundanental to
forwardi ng AAA nessages, locating application specific entities,
and | ocating applicable rules in the rule repositories.

5) A standard AAA protocol for use in conmmunication type 1 should be
a peer-to-peer protocol w thout inposing client and server roles
on the comunicating entities.

6) A standard AAA protocol should allow information units for
multiple different services belonging to nultiple different
applications in nultiple different adm nistrative domains to be
conmbi ned in a single AAA protocol nessage.

Suggestions for Future Wrk
It is hoped that by using this generic nodel it will be feasible to
design a AAA protocol that is "future proof"”, in a sense, because

much of what we do not think about now can be encoded as application
specific information and referenced by policy rules stored in a
policy repository. Fromthis nodel, sonme generic requirenents arise
that will require sone further study. For exanple, suppose a new
user is told that sonmewhere on a specific AAA server a certain

aut hori zation can be obtained. The user will need a AAA protocol

t hat can:

1) send a query to find out which authorizations can be obtained from
a specific server

2) provide a mechani sm for determnining what conponents nust be put in
an AAA request for a specific authorization, and

3) formulate and transmt the authorization request.

Sone areas where further work is particularly needed are in

i dentifying and designing the generic conponents of a AAA protoco
and in determning the basis upon which conponent forwarding and
policy retrieval decisions are nade.

In addition to these areas, there is a need to explore the managenent
of rules in a nulti-domain AAA environment because the devel opnent
and future deployment of a generic nulti-domain AAA infrastructure is
| argely dependent on its manageability. Milti-domain AAA
environnents housing many rules distributed over several AAA servers
qui ckly beconme unmanageable if there is not some form of automnated
rul e creation and housekeeping. Organizations that allow their
services to be governed by rules, based on sonme form of comrerci al
contract, require the contract to be inplenmented with the | east
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possible effort. This can, for exanple, be achieved in a scal able
fashion if the individual user or user organization requesting a
service is able to establish the service itself. This kind of
interaction requires policy rule establishnent between AAA servers
bel onging to multipl e autononous adm nistrative domains.

3. Layered AAA Protocol Mdel

In the previous section, we proposed the idea of a generic AAA server
with an interface to one or nore Application Specific Mdul es (ASM).
The generic server would handl e many conmon functions including the
forwardi ng of AAA nessages between servers in different

adm ni strative domains. W envision nmessage transport, hop-by-hop
security, and nessage forwarding as clearly being functions of the
generic server. The application specific nodul es would handl e al
application specific tasks such as conmunication with service

equi pnment and access to special purpose dat abases. Between these two
sets of functions is another set of functions that presumably could
take place in either the generic server or an ASM or possibly by a
col | aboration of both. These functions include the evaluation of

aut hori zation rul es agai nst data that may reside in various places
including attributes fromthe authorization request itself. The nore
we can push these functions down into the generic server, the nore
powerful the generic server can be and the sinpler the ASMs can be.

One way of organizing the different functions nentioned above woul d
be to assign themto a |ayered hierarchy. |In fact, we have found the
| ayer paradigmto be a useful one in understandi ng AAA functionality.
This section explores the use of a |ayered hierarchy consisting of
the followi ng AAA | ayers as a way of organizing the AAA functions:

Application Specific Service Layer
Presentation Service Layer
Transacti on/ Sessi on Managenent Service Layer
Rel i abl e/ Secure Transport Service Layer

Neverthel ess, the interface between the generic AAA server and the
ASMs proposed in the previous section may be nore conplex than a
sinple | ayered nodel would allow. Even the division of functionality
proposed in this section goes beyond a strict understandi ng of

| ayering. Therefore this paper can probably best be understood as

t he begi nnings of a work to understand and organi ze the comon
functionality required for a general purpose AAA infrastructure
rather than as a mature reference nodel for the creation of AAA

pr ot ocol s.
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In our view of AAA services nodeled as a hierarchy of service |ayers,
there is a set of distributed processes at each service |ayer that
cooperate and are responsible for inplenenting that service layer’s
functions. These processes conmuni cate with each other using a
protocol specialized to carry out the functions and responsibilities
assigned to their service layer. The protocol at service |ayer n
comuni cates to its peers by depending on the services available to
it fromservice layer n-1. The service layer n also has a protocol
end poi nt address space, through which the peer processes at service
| ayer n can send nessages to each other. Together, these AAA service
| ayers can be assenbled into an AAA protocol stack.

The advantage of this approach is that there is not just one
nmonolithic "AAA protocol”. Instead there is a suite of protocols,
and each one is optimzed to solve the problens found at its layer of
t he AAA protocol stack hierarchy.

Thi s approach realizes several key benefits:

- The protocol used at any particular layer in the protocol stack
can be substituted for another functionally equival ent protocol
wi t hout disrupting the services in adjacent |ayers.

- Requirenments in one |ayer nay be met without inmpact on protocols
operating in other layers. For exanple, local security
requi rements may dictate the substitution of stronger or weaker
"reliable secure transport" layer security algorithmnms or
protocols. These can be introduced with no change or awareness of
the substitution by the |ayers above the Reliabl e/ Secure Transport
| ayer.

- The protocol used for a given |ayer is sinpler because it is
focused on a specific narrow problemthat is assigned to its
service layer. In particular, it should be feasible to | everage
exi sting protocol designs for some aspects of this protocol stack
(e.g. CORBA G OP/CDR for the presentation |ayer).

- A legacy AAA protocol nessage (e.g. a RADI US nessage) can be
encapsul ated within the protocol nessage(s) of a |ower |ayer
protocol, preserving the investnent of a Service Provider or User
Home Organi zation in their existing AAA infrastructure.

- At each service layer, a suite of alternatives can be designed,
and the service | ayer above it can choose which alternative nmakes
sense for a given application. However, it should be a primary
goal of the AAA protocol standardization effort to specify one
mandatory to inplenment protocol at the AAA Transacti on/ Session
Managenment (AAA-TSM service |layer (see section 3.4).
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3.1. Elenments of a Layered Architecture

At each layer of a layered architecture, a nunber of elenents need to
be defined. These elenents are discussed in the follow ng sections.

3.1.1. Service Layer Abstract Interface Primtives

The service layer n is assumed to present a programinterface through
which its adjacent service layer n+l can access its services. The
types of abstract program service prinitives and associ at ed

par anet ers exchanged across the boundary between these service | ayers
nmust be specified.

3.1.2. Service Layer Peer End Point Nane Space

Each service layer is treated as a set of cooperating processes
distributed across multiple computing systems. The service |ayer
must manage an end point nane space that identifies these peer
processes. The conventions by which a service |layer assigns a uni que
end point nane to each such peer process nmust be specifi ed.

3.1.3. Peer Registration, Discovery, and Location Resol ution

Along with defining an end point name space, a service |ayer nust
al so specify how its peers:

- announce their presence and availability,
- discover one another when they first begin operation, and
- detect loss of connectivity or service wthdrawal.

It is also necessary to specify what nechanisns, if any, exist to
resolve a set of service |ayer specific search attributes into one or
nore peer end point names that match the search criteria.

3.1.4. Trust Relationships Between Peer End Points

Once an end point has established its initial contact wi th another
peer, it nust decide what authentication policy to adapt. It can
trust whatever authentication was done on its behalf by a | ower
service layer or, through a pre-provisioning process, inmplicitly
trust the peer, or else go through an authentication process with its
peer. The supported nechani sns for establishing a service |ayer’s
end point trust relationships nmust be specifi ed.
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3.1.5. Service Layer Finite State Machi ne

To the extent that a service layer’'s internal states are externally
visible, the layer’s behavior in ternms of a Finite State Machine
(FSM shoul d be specified. Events that can drive the FSM state
transitions may include:

- service layer n+l interface primtive requests

- protocol data unit arrivals from peer service layer n end points
recei ved through the |ayer n-1 access point

- service layer n-1 interface primtives (e.g. call backs or
i nterrupts)

- timer expirations
3.1.6. Protocol Data Unit Types

Each service layer defines a |lexicon of protocol data units (PDUs)
that conmuni cate between the | ayer’s peer processes the information
that controls and/or nonitors that service layer’s distributed state
and allows the service processes of that layer to performtheir
functions. Enbedded in the PDUs of each |ayer are the PDUs of the

hi gher |ayers which depend on its services. The PDUs of each service
| ayer nmust be specified.

3.2. AAA Application Specific Service Layer

AAA applications have alnost unlinmted diversity, but inposing sone
constraints and commonal ity is required for themto participate in
this generic AAA architectural framework. To satisfy these
constraints, participating AAA applications would derive their
application specific programlogic froma standardi zed "Aut horization
Server" abstract base object class. They would al so support an

"Aut hori zed Session" object class. An Authorization Session object

i nstance represents an approved authorization request that has a
long-lived allocation of services or resources. The generic AAA
architecture could be extended to include other abstract base object
classes in the future (e.g. Authorization Reservation, Authentication
Server, etc.). How to inplenment the derived Authorization Server
class’s public methods for a given problemdomain is entirely up to
the application. One technique mght be to place a software
"wrapper" around an exi sting enbedded application specific service to
adapt it to the standardi zed Authorization Server object paradi gm
The maj or Authorization Server class methods are:
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3.

3.

- Publish an advertisenment that describes the Authorization Server’s
service attributes and its application specific service |ayer end
poi nt address. Once the Authorization Server has registered, peer
processes can discover its presence or send nessages addressed to
it.

- Application Specific Authorization Decision Function (AS-ADF)
net hod takes a User’s application specific authorization request
and returns a decision of approve, deny, or conditionally approve
with referral to another stakeholder. 1In the latter case, the
application nay create a reservation for the requested services or
resources. This nethod represents the "condition" side of a
policy rule s condition/action pair.

- Conmit a service or set of resources to a previously conditionally
approved aut horization decision. For those authorization requests
that have a long-termlifecycle (as opposed to being
transactions), this nmethod nobilizes a reservation into an
Aut hori zed Session object instance. This method represents the
"action" side of a policy rule’s condition/action pair.

- Cancel a previously conditionally approved Authorization request.
This nethod rel eases any associ ated reservations for services or
resources.

- Wthdraw the Authorization Server’'s service advertisenent.

A key notivation for structuring an AAA application as an

Aut hori zati on Server object instance is to separate the generic

aut hori zation decision logic fromthe application-specific

aut hori zation decision logic. In many cases, the application can be
di vorced fromthe AAA problemaltogether, and its AAA responsibility
can be assigned to an external rules based generic AAA Server. (The
idea is sinmlar to that of a trust managenent policy server as
defined in [5].) This would facilitate a security adm nistrator

depl oyi ng AAA policy in a central repository. The AAA policy is
applied consistently across all users of the applications, resources,
and services controlled by the AAA server. However, it is recognized
that for nmany probl em donains, there are unique rules intrinsic to
the application. 1In these cases, the generic AAA Server nust refer
the User’s authorization request to the relevant Application Specific
Modul e.

Presentation Service Layer
The presentation service |layer solves the data representation

probl ens that are encountered when comuni cati ng peers exchange
conpl ex data structures or objects between their heterogeneous
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computi ng systenms. The goal is to transfer semantically equival ent
application | ayer data structures regardl ess of the |ocal nachine
architecture, operating system conpiler, or other potential inter-
system di f f er ences.

One way to better understand the role of the presentation layer is to
eval uate an existing exanple. The Generic Inter-ORB Protocol (d OP)
and its Common Data Representation (CDR) is a presentation service

| ayer protocol devel oped by the Object Managenment G oup (OMG

i ndustry consortium G OP is one conponent within the Conmon Cbj ect
Request Broker Architecture (CORBA). Peer hject Request Brokers
(ORB) executing on heterogeneous systens use G OP to invoke renote
CORBA obj ect interface nethods. @G OP encodes an object nethod s

i nput and out put paraneters in the Conmon Data Representation (CDR).
While there are other presentation service |ayer protocols in the

i ndustry, G OP in conbination with CDR represents a mature,

conpr ehensi ve solution that exhibits many of the presentation service
| ayer requirenments that are applicable within the AAA protocol nodel

In the context of Internet access AAA protocols, RADIUS and its
successors use the Attribute Value Pair (AVP) paradigmas the
presentation service layer encodi ng schene. Wile such an approach
is versatile, it is also prone to beconing splintered into nany ad
hoc and vendor specific dialects. There is no structure inposed or
nmet hod to negotiate the constraints on which AVPs are conbi ned and
interpreted for a given conversation in a consistent way across AAA
protocol inplenentations or problemdomains. At run-tine, it can be
hard for the communi cating peers to negotiate to a conmon inter-
operabl e set of AVPs.

To avoid this pitfall, a primary presentation service |ayer
responsibility is the ability to |l et peers negotiate froma base
Aut hori zation Server object class towards a comonly under st ood
derived Authorization Server object class that both presentation
service | ayer peers have inplenented for their application specific
probl em dormain. This negotiation inplies a requirenent for a
globally registered and nmai ntai ned presentation service |ayer

hi erarchy of Authorization Server object class nanes.

3.4. AAA Transaction/ Sessi on Managenent Service Layer
The AAA Transacti on/ Sessi on Managenment (AAA-TSM service layer is a
distributed set of AAA Servers, which typically reside in different

adm ni strative domains. Collectively they are responsible for the
follow ng three services:
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Aut hentication -- Execute the procedure(s) needed to confirmthe
identity of the other parties with which the AAA TSMentity has a
trust relationship.

Aut horization -- Make an authorization decision to grant or deny a
User’'s request for services or resources. The generic rules based
policy engine described earlier in this docunment executes the
aut hori zati on decision function. Wen the User’s request is
i nstantaneous and transient, then its authorization approval is
treated as an epheneral transaction. |[|f the authorization
approval inplies a sustained consunption of a service or
resources, then the request is transformed into an Authori zed
Session. For the duration of the Authorized Session's lifetine:

- its state may be queried and reported, or
- it may be cancel ed before service is conpleted, or

- the service being delivered nay be nodified to operate under
new paraneters and conditions, or

- the service may conplete on its own accord.

In each of these cases, the AAA-TSM service | ayer must synchronize
the Authorized Session’s distributed state across all of those AAA
Servers which are inplenmenting that specific Authorized Session

Accounting -- Generate any rel evant accounting information regarding
the aut hori zation decision and the associ ated Authorized Session
(if any) that represents the ongoing consunption of those services
or resources.

The peer AAA servers and their AAA-TSM end poi nts exchange AAA-TSM
nmessages to realize these AAA functions. A central AAA-TSM concept
is that there is a set of one or nore AAA Server stakehol ders who are
solicited to approve/di sapprove a User request for application |ayer
services. The AAA-TSM service |l ayer routes the User’s request from
one stakehol der to the next, accunulating the requisite approvals
until they have all been asked to make an authorization deci sion.

The AAA Servers may al so do User authentication (or re-

aut hentication) as part of this approval process. The overall flow
of the routing fromone stakehol der to another may take the form of
the "push", "pull", or "agent" authorization nodels developed in [2].
However, in principle, it is feasible to have an arbitrary routing
pat h of an AAA-TSM aut hori zati on request anong stakehol ders. Once the
final approval is received, the AAA-TSM service | ayer conmts the
requested service by notifying all of those stakeholders that require
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a confirmation (i.e. turn on a pending reservation and do a
transaction commt). Alternatively, any stakehol der anbng those on
the consent list can veto the authorization request. In that case,
al | stakehol ders who previously approved the request and had asked
for a confirmation are told that the request has been denied (i.e.,
cancel reservation and do a transaction roll back).

The AAA-TSM aut hori zati on request payload nmust carry its own "Cont ext
State", such that when an AAA server receives it, there is sufficient
information that it is essentially self-contained. Enbedding the
Context State within the AAA-TSM nessage provi des two benefits.
First, the nmessage can be i medi ately processed with respect to the
AAA Server’'s local policy, and this mnimzes or altogether avoids
the need for the AAA Server to exchange additional AAA-TSM nessages
with its peers to conplete its piece of the overall authorization
deci sion. The other benefit is that the AAA Server nininizes the
anount of state information resources that it conmits to a user’s
pendi ng request until it is fully approved. This hel ps protect

agai nst deni al of service attacks.

One can envi sion many possi bl e nessage el enents that could be part of
the Context State carried within an AAA-TSM request nessage:

- AAA-TSM session identifier, a unique handle representing this
aut hori zation request. Al AAA servers who participate in a
request’s approval process and its subsequent nonitoring
throughout its Session lifetinme refer to this handle.

- permission lists stating which AAA Servers are allowed to nodify
whi ch parts of the nessage.

- User’s authorization request, encoded as a presentation |ayer PDU

- User authentication information, (e.g. an X 509 public key
certificate).

- User credentials information, or else a pointer to where that
informati on can be found by an AAA server. An exanple of such
credentials would be an X. 509 attributes certificate.

- the list of AAA Server stakehol ders who have yet to be visited to
gain full approval of the User’s authorization request. Each
element in that list contains a presentation |ayer nessage
encodi ng how the user authorization request should be eval uated by
its application specific Authorization Decision Function (ADF).

- the current position in the [ist of AAA Server stakeholders to be
vi sited.
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3.

5.

a list of those AAA servers which have already conditionally
approved the User’s authorization request, but which have

predi cated their approval on the request also conpleting its
approval fromthose stakehol ders who have not yet seen the
request. Each element in the list has a digital signature or
conpar abl e nechani sm by which their approval can be subsequently
verifi ed.

- an expiration tine stanp, expressed in a universally understood
time reference, which sets a lifetine limt on the AAA-TSM
nessage’s validity. This offers sonme replay attack protection
and i nhibits nmessages fromcirculating indefinitely seeking the
conpl etion of a request’s approval

- a nessage payload nodification audit trail, tracing which parties
i ntroduced changes into the User’s authorization request terns and
condi ti ons.

- an AAA-TSM nessage integrity check, conputed across the whole
nmessage rather than its individual elenments, and signed by the
nost recent AAA-TSM | ayer end point process to nodify the AAA-TSM
nmessage before its transmission to its AAA-TSM peer. This
function may be delegated to the underlying Reliable Secure
Transport | ayer connection to that destination peer.

AAA- TSM Servi ce Layer ProgramInterface Primtives

The AAA-TSM service layer and its adjacent presentation service |ayer
conmuni cate across their boundary through a set of programinterface
primtives. A key design goal is to keep these primtives the sane
regardl ess of the higher Ievel AAA application, anal ogous to a
callable "plug-in". The two service |ayers are responsible for
coordinating their state information. This responsibility includes
all of the pending Authorization requests and the Authorization
Sessions that they are both controlling and nonitoring. The initial
contact between these two layers is through an abstract object that
is called an AAA-TSM Servi ce Access Point (SAP). A particular
service instance between these two layers is realized in an abstract
object that is called an Authorized Session. The presentation
service layer invokes AAA-TSMinterface primtives against an AAA- TSM
SAP.

The AAA-TSM service layer interface prinitives can be broadly
characterized as foll ows:

- Register a presentation end point address identifier and its
associ ated set of attributes to a service access point.
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3.

6.

- Send a presentation |ayer nessage to a specified destination
presentation | ayer peer end point address.

- Receive a presentation |ayer nmessage from anot her presentation
| ayer end point address. A receive operation may select a
specific originating presentation |ayer end point address from
whi ch the nessage is expected, or receive a nessage from any
presentation |ayer peer

- The AAA-TSM service layer calls an application specific
aut hori zati on deci sion function, which returns a condition code
expressi ng an approval, denial, or partially approves with a
referral to another AAA Server.

- AAA-TSM service layer tells the presentation layer to commit an
earlier partially approved authorization request.

- Cancel an earlier partially approved authorization request (i.e.
rol | back) .

- The presentation service layer notifies the AAA-TSM servi ce | ayer
that it has term nated an in-progress Authorized Session.

- AAA-TSM service layer notifies the presentation service |ayer that
anot her presentation service |ayer peer has term nated an
Aut hori zed Sessi on.

- Un-register a presentation service |ayer end point address.
AAA- TSM Layer End Poi nt Nane Space

The AAA-TSM service |ayer end point nanme space is the Ntuple forned
by concatenating the foll ow ng conponents:

- AAA Server’s Reliablel/Secure Transport |ayer end point address

- AAA-TSM aut hori zati on request serial number, a unique durable
unsi gned i nteger generated by the AAA Server who first receives
the User’s authorization request.

Sone AAA applications may require that each assi gned AAA- TSM
transaction serial nunber be stored in persistent storage, and
require that it be recoverabl e across AAA Server systemre-boots.

The serial nunber generation algorithmnust be guaranteed uni que even
if the AAA Server does a re-boot.
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3.7. Protocol Stack Exanples

The | ayering paradi gm makes it possible to use the nost appropriate
syntax for each application for encoding the Application Specific
Information units of that application. This encoding would take

pl ace at the presentation layer. Simlarly the application |ayer can
recogni ze the semantics specific to each application. Figure 6
illustrates sone possible AAA protocol stacks.

Fomm oo oo - B RS T S o ot SRS R +
| || Application|| E-Comrerce|| Bandwi dth || Roami ng &
| AAA || specific || Internet || Broker || nobile IP
| Application|]|object class|| Open | | cross-admin|| renpte
| Service || interface || Trading || domain || access |
| Layer | | specified in|| Protocol || COoPS [ ] AVP |
| || CORBAIDL || (10OTP) | | extensions|| |exicons
Fomm oo oo - B RS T S o ot SRS R +
| ] CORBA | | Extensible || Common || DI AVETER |
| Presentation|| GCeneric || Markup [ ] Open | ] or |
| Service || I'nter-ORB || Language || Policy || RADIUS |
| Layer || Protocol || ( XM) | | Specificatn||Attribute
| | ] (doP) | ] [] (COPS) | | Val ue/ Pair |
Fomm oo oo - B RS T S o ot SRS R +
| AAA- TSM Servi ce Layer Application ProgramlInterface (API) |
o +
| AAA Transacti on/ Sessi on Managenent (AAA-TSM Service Layer |
o +
| Rel i abl e Secure Transport Layer |
o +

Fig. 6 -- Possible AAA Protocol Stacks
4. Security Considerations

Security considerations for the framework on which the work descri bed
inthis nenb is based are discussed in [2]. Security requirenents
for authorization are listed in section 2.2 of [3].

This nenp identifies a basic set of AAA functions that are general in
nature and common to nmany different AAA applications. W propose
that a standard set of security mechani snms shoul d be defined as part
of a base AAA protocol which would include such things as public key
encryption and digital signatures that could be applied to individua
information units within an AAA nessage. Security with this
granularity is needed to neet the end-to-end security requirenent
specified in section 2.2.7 of [3] because a single AAA nessage nay
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contain nmultiple information units each generated by AAA servers from
different administrative domains and destined to AAA servers in
di fferent domai ns.

In addition, it may be necessary to encrypt or sign an entire AAA
nmessage on a hop-by-hop basis. This could be handl ed by a standard,
| ower | ayer protocol such as IPSEC. |If so, then certain auditing
requirenents will have to be net so that it can be established |ater
that the nessages relative to sone specific session ID were, in fact,
protected in a particular way. Alternatively, hop-by-hop security
nmechani sns may be built into the base AAA protocol itself.

d ossary

Application Specific Information (ASI) -- information in an AAA
protocol nessage that is specific to a particular application.

Application Specific Mbdule (ASM -- a software nodul e that
i mpl ements a programinterface to a generic AAA server which
handl es application specific functionality for an AAA protocol

nmessage.

Service Provider -- an organization which provides a service.

User -- the entity seeking authorization to use a resource or a
servi ce.

User Home Organi zation (UHO -- An organi zation with whomthe User

has a contractual relationship which can authenticate the User and
nmay be able to authorize access to resources or services.
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