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Status of this Meno

This meno provides information for the Internet community. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abstract

Thi s menp exam nes sone of the issues associated with the current
managenent practices of the Internet |IPv4 address space, and exan nes
the potential outconmes of these practices as the unall ocated address
pool shrinks in size. Possible nodifications to the nmanagenent
practices are exam ned, and potential outcones considered. Sone
general conclusions are drawn, and the rel evance of these concl usions
to the matter of fornulation of address managenent policies for |Pv6
are not ed.

1. Introduction

The area explicitly examned here is the allocatable globally unique
| Pv4 address space. Explicitly this includes those address groups
uni quel y assigned from a single conprehensive address pool to
specific entities which are then at liberty to assign individual
address values within the address group to individual hosts. The
address group is handl ed by the technol ogy as a single network
entity.

At present these addresses are allocated to entities on a freely
avail able, first-cone, first-served allocation basis, within the
scope of a nunber of administrative grounds which attenpt to direct
the allocation process to result in rational use of the space, and
attenpt to achieve a result of a level of equity of availability that
is expressed in a sense of nulti-national "regions" [1].

I n exam ning the current managenent policies in further detail it is
useful to note that the | Pv4 address space presents a nunber of
attributes in conmon with other public space resources, and there are
parallels in an econonic analysis of this resource which include:
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- the finite nature of the resource

This attribute is a consequence of the underlying technol ogy

whi ch has defined addressed entities in terns of a 32 bit address
value. The total pool is conposed of 2**32 distinct val ues (not
all of which are assignable to end systens).

- the address space has consi derabl e market val ue

This valuation is a consequence of the availability and extensive
depl oynent of the underlying Internet technology that allows

uni quel y addressed entities the capability to conduct direct end-
to-end transactions with peer entities via the Internet. The
paranmeters of this valuation are also influenced by considerations
of efficiency of use of the allocated space, availability of end
system based i nternet technol ogies, the availability of Internet-
based service providers and the resultant Internet market size.

- address space nanagenent is a necessary activity

Managenent processes are requires to ensure unique allocation and
fair access to the resource, as well as the activity of continuing
mai nt enance of allocation record dat abases.

Increasing rates of Internet address allocation in recent years inply
that the | Pv4 address space is now a visibly finite resource, and
current projections, assunming a continuation of existing demand for
addresses predict unallocated address space exhaustion in the next 6
- 12 years (rephrasing current interimprojections fromthe |IETF
Address Lifetinme Expectancy Wrking Goup). There are two derivative
questions that arise fromthis prediction. Firstly what is the

i kely outcome of unallocated address space exhaustion if it does
occur, and secondly, are there corrective processes that may be
applied to the current address nanagenent nechani sns that could all ow
both nore equitable allocation and potentially extend the lifetinme of
the unal |l ocat ed address space pool. These two issues are considered
in the foll owi ng sections.

2. Qutcones of Unall ocated Address Space Exhaustion - No change in
current Address Managenent Policies

As the pool of avail able addresses for allocation depletes, the
initial anticipated outcome will be the inability of the avail able
address pool to service large block address allocation requests.

Such requests have al ready been phrased fromvarious utility
operators, and the demand for very |large address blocks is likely to
be a continuing feature of address pool nanagenent. It is noted that
the overall majority of the allocated address space is very
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inefficiently utilised at present (figures of efficiency of use of

| ess than 1% are noted in RFC 1466, and hi gher efficiency utilisation
is readily achievable using nore recent routing technol ogies, such as
Vari abl e Length Subnet Masks (VLSM and disjoint subnet routing).

G ven the continuing depletion of the unallocated address pool, and
the consequent inability to service all address allocation requests,
it is alikely outcone of interaction between those entities with

al | ocat ed address space and those seeki ng address allocation that
such allocation requests could be satisfied through a private
transaction. In this situation an entity already in possession of a
sufficiently large but inefficiently utilised allocated address bl ock
could resell the block to a third party, and then seek allocation of
a small er address block fromthe renaining unall ocated address space.
The inmplication is that both address bl ocks would be nore efficiently
utilised, although it is the entity which has |arge bl ocks of

al | ocat ed address space which would be the primary beneficiary of
such transactions, effectively capitalising on the opportunity cost
of higher efficiency of address bl ock use.

Such reselling / trading opportunities which involve the use of the
unal | ocat ed address pool would in all |ikelihood be a short term
scenario, as the high returns fromthis type of trading would

i ncrease the allocation pressure fromthe pool and act to increase
depletion rates as nore pressure is placed to claimlarge address

bl ocks for |ater resale once such blocks are no | onger available from
t he unal | ocat ed pool .

Fol | owi ng exhaustion of the unallocated address pool a free trading
environnent in address blocks is a probable outcome, where address

bl ocks woul d be bought and sold between trading entities. The
consequent market, if unregulated, would act to price address space
at a level comensurate with the conmon expectation of the market

val ue of addresses, trading at a price level reflecting both the

| evel of demand, the opportunity cost of nore efficient address use,
and the opportunity cost of deploynment of additional or alternate

i nternetworking technologies to IPv4. It is interesting to note that
wi thin such an environment the registry (or whatever takes the place
of a registry in such an environnment) becones anal ogous to a title
office, acting to record the various transactions to ensure the

conti nued accuracy of "ownership" and hence acts as a source of
information to the purchaser to check on the validity of the sale by
checking on the validity of the "title" of the vendor. This inpacts
on the characteristic features of Internet address registries, which
effectively becone anal ogous to "titles offices", which typically are
structured as service entities with "l odgenent fees" used to fund the
action of recording title changes. Wether existing registries adapt
to undertake this new function, or whether other entities provide
this function is a noot point - either way the function is a
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necessary adjunct to such a tradi ng environnent.

It is also anticipated that in an unregul ated environnent the trade
i n address bl ocks would very quickly concentrate to a position of
address tradi ng between major Internet providers, where a snal

nunber of entities would control the majority of the traded vol unme
(mar ket efficiency considerations would inply that traders with | arge
i nventories would be nore efficient within this trading domain). It
is also reasonable to expect that the Internet service providers
woul d domi nate this trading area, as they have the greatest |evel of
vested interest in this market resource. This would allow the
Internet service provider to operate with a considerably greater
degree of confidence in service lifetinme expectation, as the service
provider would be in the position of price setting of the basic
address resource and be able to generate an address pool as a hedge
agai nst | ocal address depletion for the provider’s client base.
There is of course the consequent risk of the natural tendency of
these entities formng a trading cartel, establishing a trading
nmonopoly position in this space, setting up a formnidable barrier

agai nst the entry of new service providers in this area of the
market. Such a scenario readily admts the position of nonopoly-
based service price setting. Conpounding this is the risk that the
providers set up their owm "title office", so that in effect the
maj or trading block actually controls the only nmeans of establishing
| egiti macy of "ownership”, which in terms of risk of anti-conpetitive
trading practices is a very seriously damaged out cone.

Assuming a relatively | ow cost of achieving significantly higher
efficiency address utilisation than at present, then the resultant
mar ket is bounded only by the costs of agility of renunbering. Here
renunberi ng woul d be anticipated to occur in response to acquisition
of a different address block in response to changing | ocal address
requi renments, and the frequency of renunbering may occur in cycles of
duration between weeks and years. Markets would al so be constrai ned
by depl oynment costs, where |ocal address trading within a provider
domai n woul d have little cost inpact on depl oynent services (as the
aggregated routing scenari o would be unchanged for the provider and
the provider’s peers) whereas trading in small sized bl ocks across
provi der domains would result in increased operational service cost
due to increased routing costs (where efforts to create aggregated
routing entries are frustrated by the effects of address | eakage into
ot her routing domains).

I n exam ning this consequent environment the major technical outcone
is strong pressure for dynanm c host address assignment services,
where the connection and di sconnection of hosts into the |nternet
environnment will cause a local state change in allocated addresses
(which may in turn trigger consequent extended dynam c renunbering
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fromtine to tine to accommbdate | onger term address usage trends).
It is also reasonable to predict a strengthening market for dynanic
address translation technol ogies, as an alternate client strategy to
t he purchase of |arge address bl ocks fromthe trading market (this
scenario is the use of a private, potentially non-uni que address
space within the client network, and the dynam c translation of end
host addresses into a smaller unique Internet routed address pool to
support external end-to-end sessions), and al so the strengthened

mar ket for firewall boundary technol ogi es which also adnit the use of
private address space within the client donain.

While it is not possible to accurately predict specific outcomes, it
woul d appear to be the case that increasing overall efficiency of
address utilisation will be nost visible only after unall ocated
address pool exhaustion has occurred, as there is then a consequent
strong econonic notivation for such activity across all the entire

I nternet address space.

As perhaps a cautionary conment regardi ng evol uti onary technol ogi es
for IPv4, it would al so appear to be the case that evolutionary

technol ogies will not assune a quantumincrease in econonic viability
si nmply because of unall ocated address pool exhaustion. Such
technologies will only lever additional advantage over |Pv4 once the

mar gi nal cost of increased | Pv4 address space depl oynent efficiency
exceeds the nmargi nal cost of deploynent of new technol ogies, a
situation which may not occur for sone considerable tinme after
unal | ocat ed address pool exhausti on.

3. Modification of Current Internet Address Managenent Policies

The three major attributes of the current address all ocation
procedures fromthe unall ocated pool are "first come first served"
(FCFS) and allocation on a "once and for all" (QAFA) basis, and the
absence of any charge for address allocation (FREE)

As noted above, the outconmes of such a process, when constrained by
the finite quantity of the resource in question, ultimtely leads to
a secondary nmarket in the resource, where initially allocated
resources are subsequently traded at their market valuation. This
secondary trade benefits only those entities who established a
primary position fromthe unallocated pool, and it is noted with
concern that the optimal behaviour while the unallocated pool exists
is to hoard all ocated addresses on the basis that the secondary

mar ket will cone into existence once the pool is exhausted. Such a
mar ket does not benefit the original address managenent operation,
nor does it necessarily benefit the wider comunity of current and
potential interested parties in the Internet comunity.
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It is also noted that the outcome of a free address allocation policy
is the vesting of the managenent of the address space to the |arger
Internet Service Providers, on the basis that in the absence of end
client address allocation charging policies which have the capability
of ensuring an independent address nanagenent function, those
entities who have the greatest vested interest in the quality of the
address allocation and registration function will inevitably fund
such an operation in the absence of any other nechanism The risk
within this scenario is that placing the major asset of any

comuni cations nmediuminto the sphere of interest of the current
entities trading within that nmediumacts to increase the risk of
anti-conpetitive nonopolistic trading practices.

An alternate address managenent strategy is one of allocation and
recovery, where the allocation of an address is restricted to a
defined period, so that the allocation can be regarded as a | ease of
the resource. In such an environment pricing of the resource is a
potential tool to achieve an efficient and dynam c address all ocation
mechani sm (al though it is inmediately asserted that pricing al one may
be insufficient to ensure a fair, equitable and rational outcone of
address accessibility and subsequent exploitation, and consequently
pricing and associ ated allocation policies would be a normative
approach to such a public resource nanagenent issue).

It is noted that pricing as a conponent of a public resource
managenent franmework is a very comon practice, where price and
policy are used together to ensure equitable access, efficient
utilisation and availability for reallocation after use. Pricing
practices which include features of higher cost for |arger address

bl ocks assist with equitable access to a diversity of entities who
desire address allocation (in effect a scarcity premun), and pricing
practices can be devised to encourage provider-based dynani c address
al l ocation and real |l ocation environnents.

In the sane fashion as a conventional |ease, the | easee would have
the first option for renewal of the |ease at the term nation of the
| ease period, allowing the | ease to be devel oped and naintain a

mar ket val ue. Such pricing policies would effectively inply a
differential cost for deploynment of a uniquely addressed host with
potential full Internet peering and reachability (including |ocal
reachability) and deploynment of a host with a locally defined (and
potentially non-uni que) address and consequent restriction to |ocal
reachability.

It is also observed that pricing policies can encourage efficient
address space utilisation through factors of opportunity cost of
unused space, bal anced by the potential cost of host renunbering
practices or the cost of depl oynent of dynanic address allocation or
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transl ati on technol ogi es.

There are a nunber of anticipated outcones of a managenent mechani sm
whi ch including pricing elenents for the | Pv4 address space

Firstly current address space utilisation projections (anticipated
useful lifetime for the pool of unall ocated addresses) would extend
further into the future due to the factors of cost pressure for nore
efficient address utilisation, and the additional cost of issuing a
| ocal resource with a globally unique address and the opportunity
cost of extravagant use of global addresses with purely | ocal

domai ns.

Secondl y dynami ¢ host address bindi ng technol ogi es, and dynami ¢

net wor k address translation technol ogi es woul d be anticipated to be
wi del y depl oyed, based on the perceived cost opportunities of using
such technol ogies as an alternative to extensive static host address
bi ndi ng using gl obal |y uni que addresses. Use of such technol ogies
woul d imply further extension of the lifetinme of the address pool.

Such pricing practices could be applied on a basis of all future
address allocations, |leaving those entities with already all ocated
address bl ocks outside of the | ease nechanism Alternatively such
previous allocations could be converted to | eases, applying a single
managenent policy across the entire address space and accordi ngly

| evering the maxi mal benefit from such pricing policies in ternms of
maxi mising the lifetine of the address space and maxinising the val ue
of the address space. 1In such a situation of conversion sone |evel
of recognition of previous inplicit QOAFA allocation policies can be
of fset through delay of conversion to | ease and al so through
conversion of such previously allocated addresses to the | ease,
wai vi ng the | ease purchase costs in such cases.

4. |Internet Environnment Consi derations

Pricing for | Pv4 addresses as a conponent of the overall address
managenent franmework is by no nmeans a novel concept, and despite the
advant ages such pricing policies may offer in ternms of outcones of
efficiency of utilisation, fair and equitable access, security of

al l ocation and consequent market value, and despite the address pool
exhaustion tinme offsets such policies offer, it is the undeniable
case that no explicit pricing policies have been successfully
introduced into the Internet address allocation processes to date.

There are two predom nate reasons offered in this analysis. The
first is the sonewhat uncertain nature of the exact origin of primary
ownership of the | Pv4 address space, and the unall ocated address pool
in particular. The address pool has been adninistered according to

Hust on [ Page 7]



RFC 1744 Managenent of |nternet Address Space Decenber 1994

policies drafted by the Internet Assigned Numbers Authority (1 ANA)
The policies drafted by | ANA are effectively policies which are the
out cone of the same consensus seeking approach used within the
Internet Standards process, and it is noted that within such an

envi ronnent unilateral declarations of ownership and rel ated
assertions of policy control have difficulty in asserting an
effective role within the Internet community and such decl arations
are generally incapabl e of gathering consensus support (It can be
argued that "ownership" is not a relevant concept within this domain,
as the essential attribute of such address elements are their

uni queness within the global domain, and such an attribute is only
feasi bl e through comopn recognition of a coordinated and reliable
managenent environment rather than the historical origin of the
resource in question). Secondly there is no formal recognition of
the address space as being a shared international resource which sits
within the purview of national public resource nmanagenent policies
and adnministrative entities of each nation, nor is there a
recognition of the address space as a private resource owned and
admi ni stered by a single entity.

Recent policy changes, whereby | arge segnents of the unall ocated
address pool have been assigned to international bodies on a regional
basis, with further assignnment to bodies within national contexts,
have been undertaken with a constant address allocation policy of
FCFS, OAFA and FREE, and al though sone effort has been nade to

i ncrease the deploynent efficiency through explicit allocation policy
enuner ation, the general characteristics of address allocation are
unchanged to date (those characteristics being of course FCFS, OAFA
and FREE)

One potential scenario is to speculate that pricing processes inposed
by the address all ocation agency are not feasible within the current
Internet environnment to the extent that any such policies could
significantly notivate increased address depl oynent efficiency to the
I evel s required for longer termunall ocated address pool lifetine
extension. The lack of capability to enploy pricing as a manageri al
mechani sm even to the extent of cost recovery of the allocation and
subsequent registry naintenance function has a nunber of possible

| onger term outcones:

a) such functions will be restructured and operated from duly
aut hori sed national adm nistrative bodies for each nation
Here the observation that the address pool del egati on sequence
within the current Internet environnent has not to date been
aligned with recogni sed national public comrunications resource
admi nistrative entities is an expression of the major problem
that the unall ocated address pool is not recogni sed as being
intrinsically the same public resource entity as the radio
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spectrum or the tel ephone nunmber space. The consequence of
this nismatch between existing public resource managenent
structures and | Pv4 address space managenent inplies that
public operation for this activity on a national basis

is not a coomonly observed attribute. The conmpetency of such
establ i shed public resource nanagenent structures in managi ng
what continues to be a renarkably vibrant and dynam c

t echnol ogy-i nfl uenced donai n nust be questioned. Potenti al
out cones may possibly include a rational and equitabl e address
space managenent nechani sm but would also in all probability
i nclude a cost of a heavy danping factor on further
technol ogi cal innovation and refinenment of the underlying

t echnol ogy base upon which the address space is sited as a

| onger term outcone.

b) such functions are operated (and/or funded) by Internet Service
Providers. This is a nore conmobn scenario at present in the
Internet | Pv4 environnment, and al though such an operati onal
envi ronnent does admit the potential for adequate funding for
conpetent adninistration of the operation, the strong
associ ation of these entities who have established interests in
the operation of enterprises based on the provision of services
across the address space (i.e., strong interest in exploiting
the address space) has a natural tendency to express dom nation
of the market by established interests, threatening fair access
to the comon resource and threatening the open market of
depl oynment of the technology. It is reasonable to suggest that
such alignnents are undesirable froma public policy
per specti ve.

c) such functions are inadequately funded to service the |evel of
activity, and / or administrated informally and consequently
managed poorly, and the essential attribute of reliable address
space managenent is not achi eved.

It is noted that these issues are largely unresolved within the
Internet conmunity today, and tensions between established and
inconming Internet Service providers over equitable access to the
unal | ocat ed address space pool are a consequent risk

5. Concl udi ng Observati ons

In the absence of the capability to price the managenent of the

I nternet address space at adninistrative cost levels, let alone the
capability to set pricing of address |easing at prices which reflect
the finite nature of the resource and reflect (even in part) the

mar ket val ue of the resource, as a conponent of overall common

addr ess managenent practices, the nost likely scenario is a
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continuation of the FCFS, OAFA and FREE address nanagenent policies
until exhaustion of the unall ocated address pool occurs.

It is perhaps a sad reflection of the conflict of short term

obj ectives and | onger term considerations that the evident short term
nmotivations of ready and equitabl e access to the |IPv4 address (which
were the notivational factors in determ ning the current I|nternet
address allocation policies) run the consequent risk of nmonopoly-
based restrictive trade and barrier-based pricing as a |longer term
out cone of unallocated address space exhaustion

Wil e free address allocation and the adoption of policies which

i ncl ude pricing conponents both ultinmately produce an outcone of
strong pressure for increased address space utilisation efficiency,
the renoval of the neutral presence of the unallocated address pool
does induce considerable risk of open market failure within the
Internet itself if free address allocation policies continue unti
pool exhaustion has occurred.

Further strengthening of the current FCFS, QOAFA and FREE address

al l ocation policies, in an effort to induce higher address
utilization efficiencies across the renmining address space is not a
vi abl e address managenent strategy refinenent, in so far as the
trading market will then conmence before unall ocated pool exhaustion,
trading in |arge address bl ocks which are precluded from such

strengt hened address all ocation policies.

The nost negative aspect of this are is that these processes wll
erode | evels of confidence in the self regulatory capability of the
Internet conmunity, such that significant doubts will be expressed by
the larger conmunity the Internet process is one which is appropriate
for effective formulation of commopn administrative policy of one of
the core common assets of the Internet.

These outcones can all be interpreted as policy failure outcones.

The seriousness of these outcones nust be assessed in the terns of
the anticipated tineframe of such policy failure. Current
expectations of unallocated address pool lifetime of 6 - 12 years
does allow the Internet community some tine to revisit their nethods
of adm nistrative process definition, but this observation is
tenpered by the I Pv6 process and by increasing | evels of pressure on
the address space in terns of growth in address demand through growth
of depl oynment of the Internet itself.

It is perhaps an appropriate conclusion to acknow edge the

i npedi nents of existing processes to admit any significant process or
pol i cy change that would produce a nore efficient and effective
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address space nanagenent regine.

However it is this policy failure to efficiently utilise the |Pv4
address space through i nadequate address pool nmnagenent policies,
rather than the exhaustion of the pool per se which is perhaps the
driving force to design and deploy an evol utionary technol ogy to |IPv4
whi ch possesses as a nmajor attribute a significantly |arger address
space.

It is also appropriate to conclude that any outside observer of the

| Pv6 refinenment process will look to see if there is any evidence of
experiential |earning in address managenent policies. |If thereis to
be a successor technology for IPv4 it would be reasonable to

antici pate that associ ated address pool managenent mechani snms show a
greater degree of understanding of public resource space managenent
capability in the light of this experience. |If no such evidence is
forthconming then there is no clear nechanismto instil sufficient

| evel s of consumer and industry confidence in such technologies in
such a way which would adnit | arge scal e public depl oynent,
irrespective of the technical attributes of the successor technol ogy.
Such potential mechani sms may include pricing conponents irrespective
of the actual size of the address resource, given that the nunber’s
uni queness is a resource with inherent market value irrespective of
whet her scarcity pricing premuns are relevant in such an address
space.

It is also appropriate to conclude that continuation of current
address space nanagenent policies run a very strong risk of
restrictive and nonopol y-based trading in address space, with
consequence of the same trading practices being expressed within the
depl oyed Internet itself.

The i nmedi ate action considered to be nost appropriately aligned to
both the interests of the Internet comunity and the broader public
comunity is to examine Internet address space managenent structures
whi ch include pricing as well as policy conmponents within the overal
managenent mechani sm and to examnine the application of such
nmechani sns to both the existing | Pv4 address space, and to that of
any refinenment or successor |Internet technol ogy base.
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