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A Convention for Describing SNVWP-based Agents
Status of This Meno

This meno provides information for the Internet conmunity. |t does
not specify an Internet standard. Distribution of this nmeno is
unlimted.

Abstract

This nenp suggests a straight-forward approach towards descri bing
SNMP- based agents.
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1. The Network Managenent Framewor k

The I nternet-standard Network Managenent Framework consists of
three components. They are:

RFC 1155 [1] which defines the SM, the mechani snms used for
descri bing and nami ng objects for the purpose of managenent.
RFC 1212 [2] defines a nore concise description mechani sm
which is wholly consistent with the SM.

RFC 1213 [3] which defines MB-11, the core set of managed
objects for the Internet suite of protocols.

RFC 1157 [4] which defines the SNMP, the protocol used for
net work access to managed obj ects.

The Franework permits new objects to be defined for the
pur pose of experinentation and eval uati on.

2. ojects

Managed objects are accessed via a virtual information store,
termed the Managenent Information Base or MB. Wthin a given
M B nodul e, objects are defined using RFC 1212’ s OBJECT- TYPE
macro. At a mininum each object has a nanme, a syntax, an
access-|l evel, and an inpl enentation-status.

The nanme is an object identifier, an adninistratively assigned
nane, which specifies an object type. The object type
together with an object instance serves to uniquely identify a
specific instantiation of the object. For human conveni ence,
we often use a textual string, terned the OBJECT DESCRI PTOR
to also refer to the object type.

The syntax of an object type defines the abstract data
structure corresponding to that object type. The ASN. 1[5]
| anguage is used for this purpose. However, RFC 1155
purposely restricts the ASN. 1 constructs which may be used.
These restrictions are explicitly made for sinmplicity.

The access-1|evel of an object type defines whether it nakes
"protocol sense" to read and/or wite the value of an instance
of the object type. (This access-level is independent of any
admi ni strative authorization policy.)

The i npl enentation-status of an object type indicates whether
the object is mandatory, optional, obsolete, or deprecated.
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3. Describing Agents

Wen a MB nodule is witten, it is divided into units of
conformance termed groups. |f an agent clains conformance to
a group, then it must inplenent each and every object within
that group. O course, for whatever reason, an agent nay

i npl emrent only a subset of the groups within a MB nodule. In
addition, the definition of some MB objects | eave sone
aspects of the definition to the discretion of an inplenmentor.

Practical experience has denpnstrated a need for concisely
describing the capabilities of an agent with regards to the

M B groups that it inplenments. This nmeno defines a new nacro,
MODULE- CONFORVANCE, whi ch al l ows an agent inplenentor to
descri be the precise |level of support which an agent clains in
regards to a MB group, and to bind that description to the

sysQbj ect|I D associated with the agent. |In particular, sone
obj ects may have restricted or augnmented syntax or access-
| evel s.

I f the MODULE- CONFORMVANCE i nvocation is given to a
managenent -stati on i npl ementor, then that inplenmentor can
bui | d nmanagenent applications which optinize thensel ves when
comuni cating with a particular agent. For exanple, the
managenent -stati on can naintain a database of these

i nvocations. Wen a nanagenent-station interacts with an
agent, it retrieves the agent’s sysObjectID. Based on this,
it consults the database. |If an entry is found, then the
managenent application can optim ze its behavior accordingly.

This binding to sysCbjectld nay not always suffice to define
all MB objects to which an agent can provide access. In
particular, this situation occurs where the agent dynam cally
| earns of the objects it supports, for exanple, an agent
supporting SMJX peers via the SMJX protocol [6]. In these
situations, additional M B objects beyond sysCbjectlD nust be
used to nane other invocations of the MODULE- CONFORMANCE nacro
to augnment the description of MB support provided by the
agent. For exanple, if an agent’'s sysObjectlD indicates that
it supports the SMJX M B, then each instance of snuxPidentity
will indicate another MODULE- CONFORMANCE i nvocation which is
dynami cal |y being supported by the agent.
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3. 1. Definitions

RFC- 1303 DEFI NI TI ONS : :

| MPORTS

Convention for

Descri bi ng SNVP Agent s

BEG N

bj ect Nanme, bj ect Synt ax
FROM RFC1155- SM

Di spl ayString

FROM RFC1213- M B;

MODULE- CONFORVANCE MACRO : : =

BEG N
TYPE NOTATION :: =

VALUE NOTATION ::

Modul ePar t
I

Modul es ::
I

Modul e ::

Modul eNane : :

Modul el denti fi er

G oups ::
I

G oup ::

Vari ati onPart

McC oghrie & Rose

" LAST- UPDATED"

val ue(updat e
" PRODUCT- RELEASE"

val ue(rel ease
" DESCRI PTI ON"

val ue(description DisplayString)
Modul ePart

UTCTi nre)

Di spl ayStri ng)

agent’s sysQbjectlD --
val ue( VALUE hj ect Nane)

Modul es
enpty

Modul e
Modul es Modul e

nanme of nodule --
" SUPPORTS" Mbdul eNamre

"I NCLUDES" "{" Groups "}"

Vari ati onPart

identifier Mduleldentifier

val ue (nodul el D OBJECT | DENTI FI ER)
empty

G oup
G oups

G oup

val ue(group OBJECT | DENTI FI ER)

2= Variations

enpty
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Variations ::= Vari ation
| Variations Variation

Variation ::= "VARI ATI ON" val ue(obj ect Obj ect Nane)
Syntax WiteSyntax Access
Creation DefaultVal ue
" DESCRI PTI ON'
val ue(limtext DisplayString)

-- nmust be a refinenent for object’s SYNTAX

Syntax ::= " SYNTAX" type( SYNTAX)
| enpty
-- nmust be a refinenent for object’s SYNTAX
WiteSyntax ::= "WRI TE- SYNTAX" type(WiteSYNTAX)
| enpty
Access :: = " ACCESS" AccessVal ue
| enpty
AccessValue ::=  "read-only"

| "read-wite"
| "write-only"
| "not-accessible"

Creation ::= " CREATI ON- REQUI RES" "{" Cells "}"
Cells ::= Cel |
| Cells "," Cell
Cell ::= val ue(cel | Obj ect Nane)
Def aul t Val ue ::= "DEFVAL"
"{" value (defval bjectSyntax) "}"
| enpty
END
END

3.2. Mapping of the MODULE- CONFORMANCE macr o
It should be noted that the expansion of the MODULE- CONFORMANCE nacr o

i s something which conceptually happens during inplenentation and not
during run-tine.
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3.2.1. Mapping of the LAST-UPDATED cl ause

The LAST- UPDATED cl ause, which nmust be present, contains the date and
time that this definition was | ast edited.

3.2.2. Mapping of the PRODUCT- RELEASE cl ause

The PRODUCT- RELEASE cl ause, which nust be present, contains a textual
description of the product release which includes this agent.

3.2.3. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a textual
description of this agent.

3.2.4. WMapping of the SUPPORTS cl ause

The SUPPORTS cl ause, which need not be present, is repeatedly used to
nanme each M B nodul e for which the agent clains a conplete or partia
i npl enentation. Each MB nodule is named by its nodul e nanme, and
optionally, by its associated OBJECT I DENTIFIER as well. (Note that
only a few M B nodul es have had OBJECT | DENTI FI ERs assigned to them)

3.2.4.1. WMapping of the I NCLUDES cl ause

The | NCLUDES cl ause, which nmust be present for each use of the
SUPPORTS cl ause, is used to name each M B group associated with the
SUPPCRT cl ause, which the agent clains to inplenment.

3.2.4.2. Mapping of the VARI ATI ON cl ause

The VARI ATI ON cl ause, which need not be present, is repeatedly used
to nane each M B object which the agent inplenents in sone variant or
refined fashion.

3.2.4.2.1. Mapping of the SYNTAX cl ause
The SYNTAX cl ause, which need not be present, is used to provide a
refined SYNTAX for the object nanmed in the correspondent VARI ATI ON
clause. Note that if this clause and a WRI TE- SYNTAX cl ause are both
present, then this clause only applies when instances of the object
named in the correspondent VARI ATI ON cl ause are read.

Consult Section 3.3 for nore information on refined syntax.
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3.2.4.2.2. Mapping of the WRI TE- SYNTAX cl ause

The WRI TE- SYNTAX cl ause, which need not be present, is used to
provide a refined SYNTAX for the object naned in the correspondent
VARI ATI ON cl ause when instances of that object are witten.

Consult Section 3.3 for nore information on refined syntax.
3.2.4.2.3. Mapping of the ACCESS cl ause

The ACCESS cl ause, which need not be present, is used to provide a
refined ACCESS for the object nanmed in the correspondent VARI ATI ON
cl ause.

3.2.4.2. 4. Mapping of the CREATI ON- REQUI RES cl ause

The CREATI ON REQUI RES cl ause, which need not be present, is used to
nane the columar objects of a conceptual row to which val ues nust be
explicitly assigned, by a SNWP Set operation, before the agent will
create new instances of objects in that row. This clause nust not be
present unless the object named in the correspondent VARI ATI ON cl ause
is a conceptual row, i.e., has a syntax which resolves to a SEQUENCE
contai ning columar objects. The objects naned in the value of this
clause usually will refer to columar objects in that row. However,
obj ects unrelated to the conceptual row nmay al so be specified.

The absence of this clause for a particular conceptual row indicates
that the agent does not support the creation, via SNVWP operations, of
new obj ect instances in that row.

3.2.4.2.5. Mapping of the DEFVAL cl ause

The DEFVAL cl ause, which need not be present, is used to provide a
refined DEFVAL val ue for the object naned in the correspondent

VARI ATI ON cl ause. The semantics of this value are identical to those
of the OBJECT-TYPE nmacro’ s DEFVAL cl ause [2].

3.2.4.2.6. Mapping of the DESCRI PTI ON cl ause
The DESCRI PTI ON cl ause, which nust be present for each use of the
VARI ATI ON cl ause, contains a textual description of the variant or
refined inplenmentation.

3.3. Refined Syntax
The SYNTAX and WRI TE- SYNTAX cl auses allow an object’s Syntax to be

refined. However, not all refinenents of syntax are appropriate. In
particul ar,
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(1) the object’'s prinmtive or application type (as defined in
the SM [1]) nust not be changed;

(2) an object defined with an SM type of OBJECT | DENTI FI ER,
| pAddr ess, Counter, or TinmeTicks cannot be refined; and,

(3) an object defined to have a specific set of values (e.g.,
an | NTEGER wi th naned val ues) cannot have additi onal
val ues defined for it.

3.4. Usage Exanple

Consi der how one mi ght docunent the 4BSD/ | SODE " Secure" SNWP
agent :

Four BSD- | SODE DEFI NI TIONS ::= BEG N

| MPORTS

MODUL E- CONFORVANCE
FROM RFC- 1303

-- everything --
FROM RFCxxxx- M B

-- everything --
FROM RFC1213-M B

-- everything --
FROM UNI X- M B

-- everything --
FROM EVAL- M B;

f our BSD-i sode- support MODULE- CONFORMANCE

LAST- UPDATED "9201252354Z7"
PRODUCT- RELEASE "I SODE 7.0 + 'Secure’ SNWVP
upgrade for SunGCs 4.1"

DESCRI PTI ON "4BSD/ | SODE ' Secure’ SNWP"
SUPPORTS RFCxxxx-M B -- SNWP Party MB --

I NCLUDES { partyPublic, partyPrivate }
SUPPORTS RFC1213-M B

I NCLUDES { system interfaces, at, ip, icnp,

tcp, udp, snnp }

VARI ATl ON atEntry
CREATI ON- REQUI RES { at PhysAddress }
DESCRI PTI ON " Addr ess nappi ngs on 4BSD require
bot h protocol and nedi a addresses"

VARI ATI ON i fAdm nSt at us
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SYNTAX | NTEGER { up(1l), down(2) }

DESCRI PTION "Unable to set test npde on 4BSD'
VARI ATl ON i f Qper St at us

SYNTAX | NTEGER { up(1l), down(2) }

DESCRI PTION "Information |limted on 4BSD"
VARI ATl ON i pDefaul t TTL

SYNTAX | NTEGER { maxttl (255) }

DESCRI PTI ON "Hard-wi red on 4BSD'
VARI ATl ON i pl nAddr Errors

ACCESS not - accessi bl e

DESCRI PTION "I nformati on not avail abl e on 4BSD"
VARI ATI ON i pl nDi scards

ACCESS not - accessi bl e

DESCRI PTION "I nformati on not avail abl e on 4BSD"

VARI ATl ON i pRout eEntry
CREATI ON- REQUI RES { i pRout eNext Hop }
DESCRI PTI ON "Routes on 4BSD require both
destination and next-hop"

VARI ATl ON i pRout eType
SYNTAX INTEGER { direct(3), indirect(4) }
WRI TE- SYNTAX | NTEGER { invalid(2), direct(3),
indirect(4) }
DESCRI PTION "Information limted on 4BSD"

VARI ATl ON i pRout eProt o
SYNTAX | NTEGER { other(1), icnmp (4) }
DESCRI PTION "Information limted on 4BSD'
VARI ATI ON i pRout eAge
ACCESS not - accessi bl e

DESCRI PTION "I nformati on not avail abl e on 4BSD"

VARI ATI ON i pNet ToMedi aEntry
CREATI ON- REQUI RES { i pNet ToMedi aPhysAddr ess }
DESCRI PTI ON " Addr ess nappi ngs on 4BSD require
bot h protocol and nedi a addresses"

VARI ATI ON i pNet ToMedi aType
SYNTAX | NTEGER { dynamic(3), static(4) }
WRI TE- SYNTAX | NTEGER { invalid(2), dynam c(3),
static(4) }

DESCRI PTION "Information |limted on 4BSD"
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VARI ATl ON tcpConnSt at e
ACCESS read-only
DESCRI PTION "Unable to set this on 4BSD"
VARI ATl ON tcplnErrs
ACCESS not - accessi bl e
DESCRI PTION "I nformati on not avail able on 4BSD'
VARI ATl ON tcpQut Rst s
ACCESS not - accessi bl e
DESCRI PTION "I nformati on not avail able on 4BSD'
SUPPCRTS UNI X-M B
I NCLUDES { agents, nbuf, netstat }
SUPPORTS EVAL-M B
I NCLUDES { functions, expressions }
::={ fourBSD-isode 6 6 }
END

According to this invocation,

an agent with a sysCbjectlD of

{ fourBSD-i sode 6 6 }

supports four

Fromthe SNWP Party M B,

and partyPrivate groups

FromMB-11, all

the objects

gr oups

i pl nNAddr Errors
i pl nDi scards

i pRout eAge
tcplnErrs
tcpQut Rsts

are not avail abl e,

i f Adm nSt at us

i f Oper St at us

i pDefaul t TTL

i pRout eType

i pRout eProt o

i pNet ToMedi aType

McC oghrie & Rose

M B nodul es.

all the objects contained in the partyPublic
are supported, w thout variation.

except the egp group are supported. However,

whi |l st the objects
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have a restricted syntax, and the object
tcpConnSt at e
is available only for reading. Note that in the case of the objects

i pRout eType
i pNet ToMedi aType

the set of values which nay be read is different than the set of

val ues which may be witten. Finally, when creating a newrow in the
at Tabl e, the set-request mnmust create an instance of atPhysAddress.
Simlarly, when creating a newrow in the i pRouteTable, the set-
request nust create an instance of ipRouteNextHop. Simlarly, when
creating a new row in the i pNet ToMedi aTabl e, the set-request mnust
create an instance of ipNet ToMedi aPhysAddress.

Fromthe UNIX-M B, all the objects contained in the agents, nbuf, and
net stat groups are supported, w thout variation.

Fromthe EVAL-M B, all the objects contained in the functions and
expressi ons groups are supported, w thout variation.
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