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Responsi bilities of Host and Network Managers
A Sunmary of the "Oral Tradition" of the Internet

Status of this Meno

This informati onal RFC describes the conventions to be foll owed by
those in charge of networks and hosts in the Internet. It is a
sunmary of the "oral tradition" of the Internet on this subject.

[RFC Editor’s note: This neno is a contribution by the author of his
view of these conventions. It is expected that this RFC will provide
a basis for the devel opment of official policies in the future.]
These conventions nmay be suppl enmented or amended by the policies of
specific local and regional conponents of the Internet. This RFC
does not specify a standard, or a policy of the IAB. Distribution of
this meno is unlimted.
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1. Basic Responsibilities

The Internet is a co-operative endeavor, and its useful ness depends
on reasonabl e behavi our fromevery user, host and router in the
Internet. It follows that people in charge of the conponents of the
Internet MJUST be aware of their responsibilities and attentive to

| ocal conditions. Furthernore, they MJST be accessible via both
Internet nail and tel ephone, and responsive to problemreports and
di agnostic initiatives fromother participants.

Even | ocal problens as sinple and transient as system crashes or
power failures may have w despread effects el sewhere in the net.
Probl ens whi ch require co-operation between two or nore responsible

i ndividual s to di agnose and correct are relatively common. Likew se,
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the tools, access and experience needed for efficient analysis my
not all exist at a single site.

Thi s conmunal approach to Internet nmanagenent and nai ntenance is
dictated by the present decentralized organizational structure. The
structure, in turn, exists because it is inexpensive and responsive
to diverse |local needs. Furthernore, for the near term it is our
only choice; | don’t see any prospect of either the governnent or
private enterprise building a nonolithic, centralized, ubiquitous "M
Dat agram network provider in this century.

2. Responsibilities of Network Managers

One or nore individuals are responsible for every IP net or subnet
which is connected to the Internet. Their nanes, phone nunbers and
postal addresses MJST be supplied to the Internet NIC (or to the

| ocal or regional transit network’s NIC) prior to the network’s
initial connection to the Internet, and updates and corrections MJST
be provided in a tinely manner for as long as the net remains

connect ed.

In order to adequately deal with problens that nay arise, a network
manager nust have either

A. System managenment access privil eges on every host and router
connected to the |l ocal network, or

B. The authority and access to either power off, re-boot,
physi cal |l y di sconnect or disable forwarding |IP datagrans from
any individual host systemthat rmay be m sbehavi ng.

For all networks, a network manager capable of exercising this |evel
of control MJUST be accessible via tel ephone 8 hours a day, 5 days a
week. For nets carrying transit traffic, a network manager SHOULD be
accessi bl e via tel ephone 24 hours a day.

3. Responsibilities of Host System Managers

One or nore individuals nmust be responsible for every host connected
to the Internet. This person MJUST have the authority, access and
tools necessary to configure, operate and control access to the
system For inportant timesharing hosts, primry donain name servers
and mail relays or gateways, responsible individual(s) SHOULD be
accessi ble via tel ephone 24 hours a day, 7 days a week.

For | ess-inportant tinesharing hosts or single-user PCs or

wor kst ati ons, the responsible individual (s) MJST be prepared for the
possiblity that their network manager nay have to intervene in their
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absence, should the resolution of an Internet problemrequire it.
4. Postnaster @ oo. bar. baz

Every Internet host that handles mail beyond the | ocal network MJST
mai ntain a nmai |l box named "postmaster”. In general, this should not
sinply forward nmail el sewhere, but instead be read by a system

mai ntai ner logged in to the machine. This mail box SHOULD be read at

| east 5 days a week, and arrangenents MJST be nade to handl e incom ng
mail in the event of the absence of the normal naintainer.

A machine's "postmaster” is the normal point of contact for problens
related to mail delivery. Because nost traffic on the |ong-hau
segments of the Internet is in the formof mail nessages, a |ocal
probl em can have significant effects el sewhere in the Internet. Sonme
probl ens may be systemw de, such as disk or file systemfull, or
mai | er or donmain nanme server hung, crashed or confused. Ohers may
be specific to a particular user or mailing list (incorrect aliasing
or forwarding, quota exceeded, etc.).

In either case, the maintainer of a renote machine will normally send
mai | about delivery problens to "postmaster”. Also, "postmaster" is
normal |y specified in the "reply-to:" field of automatically
generated mail error nmessages (unable to deliver due to nonexi stent
user nane, unable to forward, malfornmed header, etc.). If this
mai | box isn't read in a tinely manner, significant quantities of nai
may be lost or returned to its senders.

5. Problens and Resol uti ons

Advances in network nanagenent tools nmay eventually nake it possible
for a network maintainer to detect and address nost problens before
they affect users, but for the present, day-to-day users of
networ ki ng services represent the front line. No responsible

i ndi vidual should allow their "dunb-question" filter to beconme too
restrictive; reports of the form"l haven't gotten any nunbl efrotz
mail for a week... " or "I could get there this norning, but not
now..." should always get tinmely attention

There are three basic classes of problens that may have network-wi de
scope: User-related, host-related and network-rel ated.

A. User-related problens can range from bouncing mail or
uncivilized behaviour on nailing lists to nore serious
i ssues like violation of privacy, break-in attenpts or
vandal i sm

B. Host-related probl ens may include nis-configured software,
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obsol ete or buggy software and security hol es.

C. Network-related problens are nost frequently related to
routing: incorrect connectivity advertisenments, routing
| oops and bl ack holes can all have mmjor inpacts.

Mechani snms are usually in place for handling failure of
routers or links, but problens short of outright failure
can al so have severe effects.

Each class of problemhas its own characteristics. User-related
probl ens can usually be solved by education, but system managers
shoul d be aware of applicable federal and state law as well; Privacy
violations or "cracking" attenpts have al ways been grounds for
pulling a user’s account, but now they can also result in
prosecution. Host-related problens are usually resol vable by re-
configuration or upgrading the software, but sonetines the

manuf acturer needs to be nade aware of a bug, or jawboned into doing
somet hi ng about it; Bugs that can't be fixed may be serious enough to
require partial or total denial of service to the offending system
Simlar |evels of escalation exist for network-rel ated problens, with
the solution of |ast resort being ostracismof the offending net.

6. The IIllusion of Security

Every host and network manager MJUST be aware that the Internet as
presently constituted is NOT secure. At the protocol l|evel, nuch
nore effort has been put into interoperability, reliability and
conveni ence than has been devoted to security, although this is
changi ng. Recent events have made software devel opers and vendors
nore sensitive to security, in both configuration and the underlying
i npl enentation, but it remains to be denonstrated how nuch |ong-term
effect this will have. Meanwhile, the existing system survives

t hrough the co-operation of all responsible individuals.

Security is subjective; one site mght view as idle curiosity what
anot her woul d see as a hostile probe. Since ultimately the existence
of the Internet depends on its usefulness to all nenbers of the
comunity, it is inportant for nmanagers to be willing to accept and
act on other sites’ security issues, warning or denying access to

of fendi ng users. The offended site, in turn, nmust be reasonable in
its demands (someone who set off an alarmwhile idly seeing if the
sendrmai | "DEBUG' hol e was closed on a "sensitive" host probably
shoul d be warned, rather than prosecuted).

Because Internet security issues may require that |ocal managenent
peopl e either get in touch with any of their users, or deny an

of fendi ng individual or group access to other sites, it is necessary
that nechanisns exist to allowthis. Accordingly, Internet sites
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SHOULD NOT have "general use" accounts, or "open" (w thout password)
termnal servers that can access the rest of the Internet.

In turn, the "sensitive" sites MIST be aware that it is inpossible in
the long termto deny Internet access to crackers, disgruntled forner
enpl oyees, unscrupul ous conpetitors or agents of other countries.
Getting an offender flushed is at best a stop-gap, providing a
breat hi ng space of a day or an hour while the security hol es under
attack are closed. It follows that each host’s manager is ultimately
responsible for its security; the nore "sensitive" the application or
data, the nore intinmate the manager nust be with the host’s operating
system and network software and their foibles.

7. Summary
The heart of the Internet is the unique comunity of interest
enconpassing its users, operators, nmintainers and suppliers.
Awar eness and acceptance of the shared interest in a usable Internet
is vital toits survival and growh. The sinple conventions
presented here should be suppl enented by commbn sense as hecessary to
achi eve that end

8. Security Considerations
Security issues are discussed in Sections 5 and 6.
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