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POP3 AUTHenti cati on conmmand
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

1. Introduction

Thi s docunment describes the optional AUTH command, for indicating an
aut henti cati on nmechanismto the server, perform ng an authentication
prot ocol exchange, and optionally negotiating a protection nechani sm
for subsequent protocol interactions. The authentication and
protection mechani sns used by the POP3 AUTH conmand are those used by
| MAP4.

2. The AUTH conmmand
AUTH nechani sm

Argument s:
a string identifying an | MAP4 aut henti cati on nechani sm
such as defined by [I MAP4- AUTH . Any use of the string
"imap" used in a server authentication identity in the
definition of an authentication mechanismis replaced with
the string "pop".

Restrictions:
may only be given in the AUTHORI ZATI ON st ate

Di scussi on:
The AUTH conmmand i ndi cates an authentication nechanismto
the server. |If the server supports the requested
aut hentication mechanism it perforns an authentication
prot ocol exchange to authenticate and identify the user.
Optionally, it also negotiates a protection nmechanism for
subsequent protocol interactions. |If the requested
aut henti cati on mechani smis not supported, the server
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shoul d reject the AUTH conmand by sending a negative
response.

The aut hentication protocol exchange consists of a series
of server challenges and client answers that are specific
to the authentication nechanism A server chall enge,

ot herwi se known as a ready response, is a line consisting
of a "+" character followed by a single space and a BASE64
encoded string. The client answer consists of a line

contai ni ng a BASE64 encoded string. |If the client w shes
to cancel an authentication exchange, it should issue a
line with a single "*". If the server receives such an

answer, it must reject the AUTH conmand by sending a
negative response.

A protection nechani smprovides integrity and privacy
protection to the protocol session. |If a protection
mechanismis negotiated, it is applied to all subsequent
data sent over the connection. The protection nmechani sm
takes effect imediately follow ng the CRLF that concl udes
the authentication exchange for the client, and the CRLF of
the positive response for the server. Once the protection
mechanismis in effect, the stream of conmmand and response
octets is processed into buffers of ciphertext. Each
buffer is transferred over the connection as a stream of
octets prepended with a four octet field in network byte
order that represents the length of the follow ng data.
The maxi mum ci phertext buffer length is defined by the
protection nechani sm

The server is not required to support any particul ar

aut henti cati on mechani sm nor are authentication nmechani sns
required to support any protection nechanisnms. |If an AUTH
command fails with a negative response, the session renains
in the AUTHORI ZATI ON state and client may try another

aut henti cati on mechani sm by i ssuing anot her AUTH comand,

or may attenpt to authenticate by using the USER/ PASS or
APOP conmands. I n other words, the client may request

aut hentication types in decreasing order of preference,
with the USER/ PASS or APOP command as a | ast resort.

Shoul d the client successfully conplete the authentication
exchange, the POP3 server issues a positive response and
the POP3 session enters the TRANSACTI ON st at e.

Possi bl e Responses:

+OK nmi | drop | ocked and ready
-ERR aut henti cati on exchange fail ed
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Exanpl es:

. +OK POP3 server ready

AUTH KERBEROS V4

+ AnFYi g==

BAc AQUSEUK VXLKNNVS5 FRFUACCASho84kLN3/ | Jnt MG+25a4DT
+nZl mJj nTNHJUt X AA+00KPKf HEC AFs9a3CL5Cebe/ ydHI UwYFd
WwW QLMW y61 esKvj L5r LOW XUbOMANTObpCb YLGOKiI 1Ch

+ or// EoAADZI =

Di AF5A4gA+00 ALuBKAAmM==

+OK Ker beros V4 aut hentication successf ul

O0uow

AUTH FOOBAR
- ERR Unrecogni zed aut henti cation type

Note: the line breaks in the first client answer are
for editorial clarity and are not in real authentica-
tors.
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The followi ng syntax specification uses the augnented Backus- Naur
Form (BNF) notation as specified in RFC 822.

Except as noted ot herw se, al
i nsensitive.

token strings is for editorial

al phabetic characters are case-

The use of upper or |ower case characters to define

clarity only. |nplenentati ons MJST

accept these strings in a case-insensitive fashion.

ATOM _CHAR = <any CHAR except atom speci al s>

at om speci al s ="("/ ")y" [/ "{"/ SPACE/ CTLs [/ "% [ "*" [
<'>/ "\"

aut h = "AUTH' 1*(SPACE / TAB) auth_type *(CRLF base64)
CRLF

auth_type = 1*ATOM CHAR

base64 = *(4base64_CHAR) [base64_term nal]

base64_char o= "A* /) "B/ "Cc /| "D/ “E" [ "F" ] "G [ "H [

S R N R A G A S B Y A A O N

Q' / "R/ S /ot U otV W X
"yt [ "z" |
“a" [ "b" [ "c" [ "d" [ "e" [ "“f" [ "g" [ "h" [/
R T A T A G A Y A (A | Ao R A
e A G A e A A 'S
y" "zt
“o" / "a“ / 2"/ 3" [ "4™ [ "5" [ "“e" | "7 [/
B A A R A A
;; Case-sensitive

base64_t erm nal = (2base64_char "==") / (3baseb4_char "=")

CHAR = <any 7-bit US-ASCI| character except NUL,
0x01 - Ox7f>

continue_req = "+" SPACE base64 CRLF

CR = <ASCI| CR, carriage return, 0x0C

CRLF = CR LF

CTL = <any ASCI| control character and DEL
0x00 - Oxif, Ox7f>
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LF = <ASCI| LF, line feed, Ox0A>
SPACE = <ASCI| SP, space, 0x20>
TAB = <ASCI| HT, tab, 0x09>

4. References

[ MAP4- AUTH Myers, J., "IMAP4 Aut hentication Mechani sns", RFC 1731,
Carnegi e Mellon, Decenber 1994.

5. Security Considerations

Security issues are discussed throughout this neno.
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