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Status of this Meno

This meno provides information for the Internet community. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

SUMVARY

Re-use of Internet addresses for private IP networks is the topic of
the recent RFC 1597 [1]. It reserves a set of |IP network nunbers,
for (re-)use by any nunber of organizations, so |long as those
networks are not routed outside any single, private IP network. RFC
1597 departs fromthe basic architectural rule that |IP addresses mnust
be globally unique, and it does so wi thout having had the benefit of
t he usual, public review and approval by the IETF or IAB. This
docunent restates the argunments for maintaining a unique address
space. Concerns for Internet architecture and operations, as well as
| ETF procedure, are expl ored.

| NTRODUCTI ON

Gowh in use of Internet technology and in attachnments to the
Internet have taken us to the point that we now are i n danger of
runni ng out of unassigned |IP network nunbers. Initially, nunbers
were formally assigned only when a network was about to be attached
to the Internet. This caused difficulties when initial use of IP
substantially preceded the decision and permission to attach to the
Internet. In particular, re-nunbering was painful. The |esson that
we | earned was that every |IP address ought to be gl obally unique,

i ndependent of its attachnent to the Internet. This nmakes it
possible for any two network entities to conmuni cate, no nmatter where
either mght be located. This nodel is the result of a decades-I|ong
evol ution, through which the conmunity realized how painful it can be
to convert a network of conputers to use an assi gned nunber after
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usi ng random or default addresses found on conputers just out of the
box. RFC 1597 abrogates this nodel w thout benefit of general |ETF
comuni ty di scussi on and consensus, |eaving policy and operati onal
guesti ons unasked and unanswer ed.

KEEP OUR EYES ON THE PRI ZE: AN ARCH TECTURAL GOAL AND VI OLATI ON

A comon -- if not universal -- ideal for the future of IPis for
every systemto be globally accessible, given the proper security
nmechani sns.  Wiet her such systens conprise toasters, |ight swtches,

utility power poles, field nmedical equipnent, or the classic exanples
of "computers", our current nodel of assignnent is to ensure that
they can interoperate.

In order for such a nodel to work there nust exist a globally unique
addressing system A comon conpl ai nt throughout the community is
that the existing security in host software does not allow for every
(or even many) hosts in a corporate environment to have direct IP
access. Wien this problemis addressed through proper privacy and

aut henti cati on standards, non-unique | P addresses will becone a
bottl eneck to easy deploynent if the recommendations in RFC 1597 are
f ol | owed.

The I P version 4 (1Pv4) address space will be exhausted. The

question is sinply: when?

If we assert that all |IP addresses nmust be uni que gl obally, connected
or not, then we will run out of |P address space soon

If we assert that only |IP addresses used on the worl d-w de | nternet
need to be globally unique, then we will run out of |IP address space
| ater.

It is absolutely key to keep the Internet comunity’s attention
focused on the efforts toward | P next generation (IPng), so that we
may transcend the limtations of |Pv4d. RFC 1597 produces apparent
relief fromIlPv4 address space exhaustion by masking those networks
that are not connecting to the Internet, today. However, this
apparent relief will likely produce two results: conplacency on the
| arge part of the community that does not take the long termview,
and a very sudden | P address space exhaustion at sone |ater date.

Prior to I Png deploynent, it is inmportant to preserve all the
semantics that nmake both the Internet and Internet technol ogy so very
val uable for interoperability. Apple Conmputer, IBM and Mtorola
could not collaborate as easily as they have to produce the PowerPC
wi t hout uni quely assigned | P addresses. The sane can be said of the
Silicon Graphics nmerger with MPS. There are many, nmany nore exanpl es
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that can be cited

It should be noted that a schene simlar to RFC 1597 can be

i nplenmented at the tine that we actually run out of assignable |Pv4
address space; it sinply requires that those organi zati ons whi ch have
been assi gned addresses but are not yet connected to the Internet
return their addresses to IANA It is inportant that the I AB (and

| ANA as its agent) reassert their ownership of the |IP address space
now, to preclude challenges to this type of reassignnent.

OPERATI ONAL | SSUES
RFC 1597 | npl enent ati ons

Met hods are needed to ensure that the remaining addresses are

all ocated and used frugally. Due to the current problens, |nternet
service providers have made it increasingly difficult for

organi zations to acquire public I P network nunbers. Private networks
have al ways had the option of using addresses not assigned to them by
appropriate authorities. W do not know how many such networks

exi st, because by their nature they do not interact with the gl obal
Internet. By using a random address, a conpany nust take some care
to ensure it is able to route to the properly regi stered owner of

t hat networKk.

RFC 1597 proposes to solve the routing probl em by assigni ng nunbers
that will never be used outside of private environnents. Using such
standard nunbers introduces a potential for clashes in another way.
If two private networks follow RFC 1597 and then later wish to
conmuni cate with each other, one will have to renunber. The sane
probl em occurs if a private network wi shes to becone public. The
likely cost of renunbering is linear to the nunber of hosts on a
network. Thus, a large conpany with 10,000 hosts on a network coul d
i ncur considerable expense if it either nerged with anot her conpany
or joined the Internet in such a way as to allow all hosts to
directly access the outside network.

The probability of address clashes occurring over tine approach 100%
with RFC 1597. Picking a random network nunmber reduces the chances
of having to renunber hosts, but introduces the routing problens
descri bed above. Best of all, retrieving assigned nunbers fromthe
appropriate authority in the first place elininates both existing and
potential address conflicts at the cost of using a part of the

addr ess space.

Appl e Computer once believed that none of its internal systens would

ever speak IP directly to the outside world, and as such, network
operations picked IP class A network 90 out of thin air to use.
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Apple is only now recovering fromthis error, having renunbered sone
5,000 hosts to provide themwi th "desktop" Internet access. Unless

the Internet community reaffirns its conmtnent to a globally unique
address space, we condemn many thousands of organizations to sinilar
pain when they too attenpt to answer the call of the global Internet.

Anot her timely exanpl e of problens caused by RFC 1597 is Sun’s use of
Internet nulticasting. Sun selectively relays specific multicast
conferences. This has the effect of making many hosts at Sun visible
to the Internet, even though they are not addressable via |IP unicast
routing. |f they had non-gl obal addresses this would not work at

all. It is not possible to predict which nmachines need gl oba
addresses in advance. Silicon G aphics has a sinmilar configuration,
as is likely for others, as well.

Sone m ght argue that assigning nunbers to use for private networks
will prevent accidental |eaks fromoccurring through sone sort of
convention a'la Martian packets. While the proposal attenpts to
create a standard for "private" address use, there is absolutely no
way to ensure that other addresses are not al so used.

Hence, the "standard" becones nothing but a misleading heuristic. 1In
fact, it is essential that routers to the global Internet advertise
net wor ks based only on explicit perm ssion, rather than refusing to
advertise others based on inplicit prohibition, as supported by the
policy fornmally created in RFC 1597.

Security |ssues

Adm nistrators will have a hard time spotting unauthorized networKks,
when their network has been breached (either intentionally or

uni ntentionally) because the other networks night have the sane
nunbers as those normally in the routing tables. More over, an

i nadvertent connection could possibly have a doubl e whamy effect of
partitioning two operational networks.

It is worth enphasizing that IP providers should filter out all but
aut hori zed networks. Such a practice would not only prevent

acci dents but al so enhance the security of the Internet by reducing
the potential nunmber of points of attack.

Internet nulticasting adds a new di mension to security. |In sone
cases it may possible to allow nulticasting through firewalls that
conpletely restrict unicast routing. Oherw se unconnected networks
m ght well need uni que addresses, as illustrated in the exanple
above.
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Probl ens with Exanpl es

RFC 1597 gives several exanples of |IP networks that need not have

gl obal Iy uni que address spaces. Each of those cases is plausible,

but that does not make it legitimte to ENCOURAGE non-uni queness of
the addresses. In fact, it is equally plausible that globally unique
| P addresses will be required, for every one of the scenarios
described in RFC 1597:

Airport displays are public information and nulticasting beyond the
ai rport might be useful.

- An organi zation’s nmachi nes which, today, do not need gl obal
connectivity mght need it tonorrow. Further, merging
organi zati ons creates havoc when the addresses collide.

- Current use of firewalls is an artifact of limtations in the
technology. Let’'s fix the problem not the synptom

- Inter-organization private |links do not generate benefit from being
any nore correct in guessing which nmachines want to interact than
is true for general Internet access.

This is another point that warrants repetition: the belief that

admi ni strators can predict which nachines will need Internet access
is quite sinply wong. W need to reduce or elimnate the penalties
associated with that error, in order to encourage as mnmuch | nternet
connectivity as operational policies and technical security permt.
RFC 1597 works very much agai nst this goal

Problems Wth "Advant ages" And More Di sadvant ages

RFC 1597 clainms that C assless Inter-Domain Routing (CIDR) will
require enterprises to renunber their networks. In the general case,
this will only involve those networks that are routed outside of
enterprises. Since RFC 1597 addresses private enterprise networks,
this argunment does not apply.

The authors nention that DCHP-based tools [2] might help network
nunber transition. However, it is observed that by and | arge such
tools are currently only "potential"™ in nature.

Additionally, with the onslaught of ISDN, slip, and PPP in host

i npl enentations, the potential for a workstation to beconme a router
i nadvertently has never been greater. Use of a commopn set of
addresses for private networks virtually assures adm nistrators of
having their networks partitioned, if they do not take care to
carefully control nodem connecti ons.
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Finally, RFC 1597 inplies that it nay be sinple to change a host’s IP

address. For a variety of reasons this may not be the case, and it
is not the normtoday. For exanple, a host nay be well known within
a network. It may have |ong standing services such as NFS, which

woul d cause problens for clients were its address changed. A host

may have software |icenses |ocked by |IP address. Thus, migrating a
host fromprivate to global addressing may prove difficult. At the
very | east, one should be careful about addressing well known hosts.

POLI CY | SSUES

| ANA Has Overstepped Their Mandate

For many years, |ANA has foll owed an assi gnnment policy based on the
expectation of Internet connectivity for ALL assignees. As such it
serves to encourage interconnectivity. |ANA assignnment of the
network nunbers listed in RFC 1597 serves to formally authorize
behavi or contrary to this accepted practice. Further, this change
was effected without benefit of comunity review and approval .

RFC 1597 specifies a new operational requirement explicitly: network
service providers nust filter the | ANA assi gned network nunbers
listed in RFC 1597 fromtheir routing tables. This address space
all ocation is permanently renmoved from being used on the Internet.

As we read RFC 1601 [3], this action is not within the purvi ew of

| ANA, whi ch should only be assigning nunbers within the current
standards and axions that underlie the Internet. |P network nunbers
are assigned uniquely under the assunption that they will be used on
the Internet at sonme future date. Such assignnments violate that

axi om and constitute an architectural change to the Internet. RFC
1602 [4] and RFC 1310 [5] also contain identical wording to this
effect in the section that describes | ANA

Whil e RFC 1597 contains a view worthy of public debate, it is not
ready for formal authorization. Hence, we strongly encourage I ANA to
withdraw its | P address assignnents docunented by RFC 1597 forthwith.

The | AB shoul d revi ew t he address assi gnment policies and procedures
that conpose | ANA's nmandate, and reaffirmthe conmtnment to a
gl obal Iy uni que | P address space.

COVMENTS AND CONCLUSI ONS

The Internet technol ogy and service is predicated on a gl obal address
space. Menbers of the Internet comunity have al ready experienced
and under st ood the probl enms and pai ns associ ated wi th uncoordi nat ed
private network nunmber assignnents. |In effect the proposal attenpts
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to codi fy uncoordi nated behavior and alter the accepted Internet
addressing nodel. Hence, it needs to be considered nuch nore
t hor oughl y.

RFC 1597 gives the illusion of remedying a problem by creating
formal structure to a long-standing informal practice. 1In fact, the
structure distracts us fromthe need to solve these very rea

probl ens and does not even provide substantive aid in the near-term

In the past we have all dreaded the idea of having any part of the
address space re-used. Nunerous |unminaries have both witten and
spoke at length, explaining why it is we want direct connections from
one host to another. Before straying fromthe current architectura
path, we as a community should revisit the reasoni ng behind the
preachi ng of uni que addressing. Wile RFC 1597 attenpts to change
this nodel, its costs and linitations for enterprises can be

enornous, both in the short and long term
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