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Abstract

This nenp defines a portion of the Managenent |nformation Base (M B)

for use with network managenment protocols in the Internet conmunity.

The docunent proposes an extension to the Renpte Monitoring MB with

a method of sorting the interfaces of a nonitored device according to
val ues of paranmeters specific to this interface.
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1. Introduction

This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenent protocols in the Internet conmunity.
In particular, it defines a nmethod of sorting the interfaces of a
nmoni t ored devi ce according to values of paraneters specific to this
i nterface.

This nmemp al so includes a M B nodule. This MB npdul e extends the
list of nanaged objects specified in [ RFC2819] and [ RFC2613].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVEND', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. The SNWP Managenent Franewor k

The SNMP Managenent Framework presently consists of five major
conponent s:

o] An overall architecture, described in RFC 2571 [ RFC2571].

o] Mechani snms for describing and nani ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenent Information (SM) is called SMv1l and described in
STD 16, RFC 1155 [RFC1155], STD 16, RFC 1212 [RFC1212] and RFC
1215 [ RFC1215]. The second version, called SMv2, is described
in STD 58, RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579] and
STD 58, RFC 2580 [ RFC2580].

o] Message protocols for transferring managenent information. The
first version of the SNMP nessage protocol is called SNWv1l and
described in STD 15, RFC 1157 [RFC1157]. A second version of
the SNVWP nessage protocol, which is not an Internet standards
track protocol, is called SNWPv2c and described in RFC 1901
[ RFC1901] and RFC 1906 [ RFC1906]. The third version of the
nmessage protocol is called SNMPv3 and described in RFC 1906
[ RFC1906], RFC 2572 [ RFC2572] and RFC 2574 [ RFC2574].

o] Prot ocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [RFC1157]. A second set of
prot ocol operations and associated PDU fornmats is described in
RFC 1905 [ RFC1905].

o] A set of fundamental applications described in RFC 2573

[ RFC2573] and the vi ew based access control nechani sm descri bed
in RFC 2575 [ RFC2575].
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A nore detailed introduction to the current SNMP Managenent Framework
can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the nechanisns defined in the SM.

This nenp specifies a MB nodule that is conpliant to the SMv2. A
M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SMv1 during the translation process. However, this |oss of machine
readabl e information is not considered to change the senantics of the
M B.

3. Overview
Thi s docunent continues the architecture created in the RMON M B
[ RFC2819] and extended by the SMON M B [ RFC2613] by providing a
nmet hod of ordering the interfaces of a device according to the val ue
of a specific paraneter that characterizes the interfaces.

The need for such a technique derives fromthe evolution of the

networ k devices - bridges, routers, etc., into conplex entities with
a large nunber of interfaces and with many paraneters that need to be
monitored on each interface. It is conmmon for certain classes of

swi tchi ng devices to contain hundred of ports, and for each port to
i nstrunent and support tens of paraneters - usually expressed as
counters - for each interface. As a result, it becones inpossible
for applications that nonitor these devices to provide a view that
woul d all ow the user to understand easily what is the status of the
devi ce, whether the behavior of a port or interface is in norma
boundari es or not, and which are the npbst congested or problematic
interfaces of the device.

This docunent tries to answer this problem by proposing a nethod of
providing a sorted Iist of interfaces according to progranmabl e
criteria. The result of applying this nethod will be a shorter Ilist,
that includes the nost significant interfaces sorted according to the
selected criteria. One possible action that can be taken by a

net wor k nanager could be applying to this interface a copy port
operation to a destination port that has a dedicated nonitoring
device (e.g., a network anal yzer) connected to it. A standard MB
interface for performing this operation is described in [ RFC2613].
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4, MB Structure
This M B contains one M B group
- The interfaceTopNObj ects

The interfaceTopNObj ects includes one capability object and two
t abl es:

- The interfaceControl Tabl e
- The interfaceTopNTabl e

The interfaceControl Table is an RMON-style control table, allow ng
for the creation of interfaceTopN reports. The paraneters specific
for each report, like the duration of the report, the nunber of
reports, start tinme and the characteristics of the variables that are
sorted (absolute, "deltas’ or percentage of the total bandwi dth) are
set inthis table. An optional operation that is controlled from
this table is the normalization of values of the variables, which
allows for sorting of variables on the interfaces, despite the basic
speed of the interfaces being different on different interfaces.

5. Evolution of the Docunent, Limtations and Future Work

The RMON M B Wirking G oup included in its Charter a M B docunent
that woul d offer a solution to the problem of quickly determ ning the
nmost congested (highest utilized) physical ports and Iinks in an
RMON- capabl e device with nmultiple interfaces.

An initial solution, proposed in the first version of this document
included a linited approach. The objects whose val ues are used as
criteria for sorting are elenents in tables indexed by an
Interfacel ndex type of object, as defined in [ RFC2863]. This
approach sinplifies the search algorithmand the result table, but
restricts the nethod to interface paraneters. A nore generic

usr TopN function was initially considered out of the scope of this
wor K.

At the Working Group neeting in Adelaide in March 2000, it was
decided to try to define the nore generic function of usrTopN  Under
this approach, variables belonging to tables with any type of index
can be sorted, but at expense of extra processing and sanity checking
by the agent.

At the interimneeting of the RMON Wrking Goup in San Francisco, in
May 2000, it was decided that the usrTopN solution would not be
continued in this phase of the work. ©One of the reasons is that it
is difficult to achieve a normalization factor for a generic
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approach. The group agreed it is not desirable to require the
application to plug-in the scaling factor for every instance that
m ght be included in a TopN report.

6. Definitions
| NTERFACETOPN-M B DEFI NI TIONS :: = BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, Integer32, Gauge32
FROM SNWVPv2- SM

RowSt at us, Ti neStanp, Trut hVal ue
FROM SNWPv2- TC

rmon, OmnerString
FROM RMON- M B

Count er BasedGauge64
FROM HCNUM TC

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWPv 2- CONF;

i nterfaceTopNM B MODULE- | DENTI TY
LAST- UPDATED "200103270000Z"
ORGANI ZATI ON "1 ETF RMON M B Wor ki ng G oup”
CONTACT- | NFO

Dan Romascanu

Avaya | nc.

Tel : +972- 3- 645-8414

Emei | : dromasca@vaya. conf
DESCRI PTI ON

"The M B nodul e for sorting device interfaces for RMON and
SMON nonitoring in a multiple device inplenentation.”
o= { rnon 27 }
i nterfaceTopNChj ect s OBJECT | DENTI FI ER ::
interfaceTopNNotifications OBJECT | DENTIFIER ::
i nterfaceTopNConf ormance  OBJECT | DENTI FIER ::

{ interfaceTopNM B 1 }
{ interfaceTopNMB 2 }
{ interfaceTopNM B 3 }

-- The Interface Top N group is used to prepare reports that

-- describe a list of interfaces (data sources)

-- ordered by the values of one

-- of the objects that apply to the interfaces of the respective devi ce.
-- Those objects are defined by standard M Bs. The exact objects that

-- are supported by the agent are described by interfaceTopNCaps

-- The objects nust be elements in tables indexed only by an

-- Interfacel ndex object.

-- The objects chosen by the
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-- managenent station may be sanpl ed over a nanagenent

-- station-specified tinme interval, making the report rate based.
-- The managenent station also specifies the nunber of interfaces
-- that are reported.

-- The interfaceTopNControl Table is used to initiate the generation
-- of a report. The nmanagenent station nay sel ect the paraneters

-- of such a report, such as which object, how

-- many interfaces, and the start & stop tinmes of the sanpling. Wen
-- the report is prepared, entries are created in the

-- interfaceTopNTabl e associated with the rel evant

-- interfaceTopNControl Entry. These entries are static for

-- each report after it has been prepared.

i nt erfaceTopNCaps OBJECT- TYPE
SYNTAX BI TS {

i flnCctets(0),
i flnUcast Pkts(1),
i fI nNUcast Pkt s(2),
i fInD scards(3),
iflnErrors(4),
i f1 nUnknownPr ot os(5),
i fQut Cctets(6),
i f Qut Ucast Pkt s(7),
i f Qut NUcast Pkt s( 8),
i fQut Di scards(9),
i fQutErrors(10),
i fInMil ticastPkts(11),
i fI nBroadcast Pkt s(12),
i fOQutMulticastPkts(13),
i f Qut Br oadcast Pkt s(14),
i f HCl nCct et s(15),
i f HCl nUcast Pkt s(16),
i fHCl nMul ti cast Pkt s(17),
i f HCl nBr oadcast Pkt s(18),
i f HCQut Cctets(19),
i f HCQut Ucast Pkt s(20),
i f HCOQut Mul ti cast Pkt s(21),
i f HCQut Br oadcast Pkt s(22),
dot 3St at sAl i gnnent Errors(23),
dot 3St at SFCSErrors(24),
dot 3St at sSi ngl eCol | i si onFrames(25),
dot 3Stat sMul ti pl eCol |i si onFranes(26),
dot 3St at sSQETest Errors(27),
dot 3St at sDef erredTr ansni ssi ons(28),
dot 3St at sLat eCol | i si ons(29),
dot 3St at sexcessi veCol i si ons(30),
dot 3St at sl nt er nal MacTxErrors(31),
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STATUS
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dot 3StatsCarri er SenseErrors(32),
dot 3St at sFraneTooLongs(33),

dot 3St at sl nt er nal MacRxError s(34),
dot 3St at sSynbol Errors(35),

dot 31 nPauseFr anes( 36),

dot 3Qut PauseFr anes(37),

dot 5St at sLi neErrors(38),

dot 5St at sBur st Errors(39),

dot 5St at SACEr r or s(40),

dot 5St at sAbort TransErrors(41),
dot 5St at sl nt ernal Errors(42),

dot 5St at sLost FraneErrors(43),

dot 5St at sRecei veCongesti ons(44),
dot 5St at sFr aneCopi edError s(45),
dot 5St at sTokenErrors(46),

dot5St at sSof t Errors(47),

dot 5St at sHar dEr r or s(48),

dot 5St at sSi gnal Loss(49),

dot 5St at sTransni t Beacons(50),
dot 5St at sRecoverys(51),

dot 5St at sLobeW res(52),

dot 5St at sRenmoves(53),

dot 5St at sSi ngl es(54),

dot 5St at sFreqErrors(55),

et her St at sDropEvent s(56),

et her St at sCct et s(57),

et her St at sPkt s(58),

et her St at sBr oadcast Pkt s(59),

et her St at sMul ti cast Pkt s(60),

et her St at sSCRCAl i gnErrors(61),

et her St at sUnder si zePkt s(62),

et her St at sOver si zePkt s(63),

et her St at sFragnent s(64),

et her St at sJabber s(65),

et her St at sCol |i si ons(66),

et her St at sPkt s64Cct et s(67),

et her St at sPkt s65t 0127Cct et s(68) ,
et her St at sPkt s128t 0255Cct et s(69),
et her St at sPkt s256t 0511Cct et s( 70),

et her St at sPkt s512t 01023Cct et s(71),
et her St at sPkt s1024t 01518Cct et s(72),

dot 1dTpPort | nFranes(73),
dot 1dTpPort CQut Frames(74),
dot 1dTpPort | nDi scar ds(75)

read-only
current

DESCRI PTI ON
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"The type(s) of sorting capabilities supported by the agent.

If the agent can performsorting of interfaces according
values of iflnCctets, as defined in [ RFC2863],
then the "ifInCctets’ bit will be set.

If the agent can performsorting of interfaces according
val ues of iflnUcastPkts, as defined in [ RFC2863],
then the "iflnUcastPkts’ bit will be set.

If the agent can performsorting of interfaces according
val ues of iflnNUcastPkts, as defined in [ RFC2863],
then the "ifInNUcastPkts' bit will be set.

If the agent can performsorting of interfaces according
val ues of iflnDiscards, as defined in [ RFC2863],
then the "ifInDi scards’ bit will be set.

If the agent can performsorting of interfaces according
values of iflnErrors, as defined in [ RFC2863],
then the "ifInErrors’ bit will be set.

If the agent can performsorting of interfaces according
val ues of iflnUnknownProtocols, as defined in [ RFC2863],
then the *iflnUnknownProtocols’ bit will be set.

If the agent can performsorting of interfaces according
values of ifQutCctets, as defined in [ RFC2863],
then the "ifQutCctets’ bit will be set.

If the agent can performsorting of interfaces according
val ues of ifQutUcastPackets, as defined in [ RFC2863],
then the ’ifQutUcastPackets’ bit will be set.

If the agent can performsorting of interfaces according
val ues of ifQutNUcast Packets, as defined in [ RFC2863],
then the *ifQutNUcast Packets’ bit wll be set.

If the agent can performsorting of interfaces according
val ues of ifQutDiscards, as defined in [ RFC2863],
then the "ifQutDi scards’ bit will be set.

If the agent can performsorting of interfaces according
values of ifQutErrors, as defined in [ RFC2863],
then the "ifQutErrors’ bit will be set.

If the agent can performsorting of interfaces according
values of iflnMilticastPkts, as defined in [ RFC2863],
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then the "iflnMilticastPkts bit will be set.

If the agent can performsorting of interfaces according
val ues of iflnBroadcastPkts, as defined in [ RFC2863],
then the "iflnBroadcastPkts' bit will be set.

If the agent can performsorting of interfaces according
values of ifQutMilticastPkts, as defined in [ RFC2863],
then the "ifQutMilticastPkts’ bit will be set.

If the agent can performsorting of interfaces according
val ues of ifQutBroadcastPkts, as defined in [ RFC2863],
then the *ifQutBroadcastPkts bit will be set.

If the agent can performsorting of interfaces according
val ues of ifHCI nCctets, as defined in [ RFC2863],
then the "ifHCI nCctets’ bit will be set.

If the agent can performsorting of interfaces according
val ues of ifHCI nMulticastPkts, as defined in [ RFC2863]
then the "ifHC nMulticastPkts’ bit will be set.

If the agent can performsorting of interfaces according
val ues of ifHC nBroadcast Pkts, as defined in [ RFC2863]
then the *ifHC nBroadcast Pkts’ bit will be set.

If the agent can performsorting of interfaces according
val ues of ifHCQUtCctets, as defined in [ RFC2863],
then the "ifHCQut Cctets’ bit will be set.

If the agent can performsorting of interfaces according
val ues of ifHCQut Ucast Pkts, as defined in [ RFC2863],
then the *ifHCQut Ucast Pkts’ bit will be set.

If the agent can performsorting of interfaces according
val ues of ifHCOutMilticastPkts, as defined in [ RFC2863],
then the "ifHCQut Mul ticastPkts' bit will be set.

If the agent can performsorting of interfaces according
val ues of ifHCQut Broadcast Pkts, as defined in [ RFC2863],
then the ’ifHCQut BroadcastPkts' bit will be set.
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If the agent can performsorting of interfaces according to the

val ues of dot3StatsAlignnentErrors, as defined in [ RFC2665],

then the 'dot3StatsAlignnmentErrors’ bit will be set.

If the agent can performsorting of interfaces according to the

val ues of dot3StatsFCSErrors, as defined in [ RFC2665],
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then the 'dot3StatsFCSErrors’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot3StatsSingleCollisionFranes, as defined in

[ RFC2665],then the 'dot3StatsSingleCollisionFranes’ bit wll

be set.

If the agent can performsorting of interfaces according to the
val ues of dot3StatsSQETestErrors, as defined in [ RFC2665],
then the ’'dot3StatsSQETestErrors’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot3StatsDeferredTransm ssions, as defined in

[ RFC2665], then the 'dot3StatsDeferredTransm ssions’ bit

will be set.

If the agent can performsorting of interfaces according to the
val ues of dot3StatsLateCollisions, as defined in [ RFC2665],
then the ’dot3StatsLateCollisions’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot 3Stat sExcessiveCollisions, as defined in [ RFC2665],
then the ’dot3StatsExcessiveCollisions’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot3Statslnternal MacTxErrors, as defined in

[ RFC2665] ,then the ' dot3Statslnternal MacTxErrors’ bit

will be set.

If the agent can performsorting of interfaces according to the
val ues of dot3StatsCarrierSenseErrors, as defined in [ RFC2665],
then the *dot3StatsCarrierSenseErrors’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot 3Stat sFraneToolLongs, as defined in [ RFC2665],
then the ’dot3StatsFranmeToolLongs’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot3Statslnternal MacRxErrors, as defined in

[ RFC2665], then the 'dot3Statslnternal MacRxErrors’ bit

will be set.

If the agent can performsorting of interfaces according to the
val ues of dot3StatsSynbol Errors, as defined in [ RFC2665],
then the 'dot3StatsSynbol Errors’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot 3l nPauseFranes, as defined in [ RFC2665],
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then the 'dot 3l nPauseFranes’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot 3Qut PauseFranes, as defined in [ RFC2665],
then the ’dot3CQut PauseFrames’ bit wll be set.

If the agent can performsorting of interfaces according to the
val ues of dot5StatsLineErrors, as defined in [ RFCL748],
then the ’dot5StatsLineErrors’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot5StatsBurstErrors, as defined in [RFCL748],
then the 'dot5StatsBurstErrors’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot5StatsACErrors, as defined in [ RFCL748],
then the ’dot5StatsACErrors’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot5StatsAbortTransErrors, as defined in [ RFC1748],
then the *dot5StatsAbortTransErrors’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot5Statsinternal Errors, as defined in [ RFC1748],
then the *dot5Statsinternal Errors’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot5StatslLostFraneErrors, as defined in [ RFCL748],
then the *dot5StatsLostFrameErrors’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot5Stat sRecei veCongesti onErrors, as defined in

[ RFC1748], then the ’'dot5StatsRecei veCongestionErrors’ bit will
be set.

If the agent can performsorting of interfaces according to the
val ues of dot5Stat sFranmeCopi edErrors, as defined in [ RFCL748],
then the ’dot5Stat sFraneCopi edErrors’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot5StatsTokenErrors, as defined in [ RFCL748],

then the *dot5StatsTokenErrors’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot5StatsSoftErrors, as defined in [ RFCL748],

then the *dot5StatsSoftErrors’ bit will be set.

If the agent can performsorting of interfaces according to the
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val ues of dot5StatsHardErrors, as defined in [ RFCL748],
then the 'dot5StatsHardErrors’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot5StatsSignal Loss, as defined in [ RFCL748],
then the 'dot5StatsSignal Loss’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot5StatsTransnitBeacons, as defined in [RFCL748],
then the *dot5StatsTransm t Beacons’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot5StatsRecoverys, as defined in [RFCL748],
then the ’dot5Stat sRecoverys’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot5StatsLobeWres, as defined in [RFCL748],
then the ’dot5StatsLobeWres' bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot5Stat sRenpves, as defined in [ RFC1748],
then the ’dot5StatsRenoves’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot5StatsSingles, as defined in [ RFC1748],
then the "dot5StatsSingles’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot5StatsFreqErrors, as defined in [ RFCL748],
then the 'dot5StatsFreqErrors’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of etherStatsDropEvents, as defined in [ RFC2819],
then the ’etherStatsDropEvents’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of etherStatsCctets, as defined in [ RFC2819],
then the "etherStatsCctets’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of etherStatsPkts, as defined in [ RFC2819],

then the ’etherStatsPkts’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of etherStatsBroadcast Pkts, as defined in [ RFC2819],
then the ’etherStatsBroadcastPkts’ bit will be set.

If the agent can performsorting of interfaces according to the
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val ues of etherStatsMulticastPkts, as defined in [ RFC2819],
then the "etherStatsMulticastPkts bit will be set.

If the agent can performsorting of interfaces according to the
val ues of etherStatsCRCAlignErrors, as defined in [ RFC2819],
then the 'etherStatsCRCAlignErrors’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of etherStatsUndersi zePkts, as defined in [ RFC2819],
then the ’etherStatsUndersizePkts’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of etherStatsOversizePkts, as defined in [ RFC2819],
then the *etherStatsOversizePkts' bit will be set.

If the agent can performsorting of interfaces according to the
val ues of etherStatsFragnents, as defined in [ RFC2819],
then the ’"etherStatsFragnents’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of etherStatsJabbers, as defined in [ RFC2819],
then the ’etherStatsJabbers’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of etherStatsCollisions, as defined in [ RFC2819],
then the "etherStatsCollisions’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of etherStatsPkts64Cctets, as defined in [ RFC2819],
then the *etherStatsPkts64Cctets’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of ether StatsPkts65t0127Cctets, as defined in [ RFC2819],
then the ’etherStatsPkts65t0127Cctets’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of etherStatsPktsl128t0255Cctets, as defined in [ RFC2819],
then the ’etherStatsPktsl128t0255Cctets’ bit will be set.

If the agent can performsorting of interfaces according to the

val ues of ether St at sPkt s256t0511Cctets, as defined in [ RFC2819],

then the ’etherStatsPkts256t 0511Cctets’ bit will be set.

If the agent can performsorting of interfaces according to the

val ues of ether StatsPkts512t01023Cctets, as defined in [ RFC2819],
then the *etherStatsPkts512t01023Cctets’ bit will be set.

If the agent can performsorting of interfaces according to the
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val ues of etherStatsPktsl1l024t01518Cctets, as defined in
[ RFC2819], then the ’'etherStatsPktsl1024t01518Cctets’ bit will
be set.

If the agent can performsorting of interfaces according to the
val ues of dot 1dTpPortlnFranmes, as defined in [ RFC1493],
then the *dot 1dTpPortinFranmes’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot 1dTpPort Qut Franmes, as defined in [ RFC1493],

then the 'dot1dTpPort Qut Franmes’ bit will be set.

If the agent can performsorting of interfaces according to the
val ues of dot1dTpPortl nbDi scards, as defined in [ RFC1493],

then the 'dot1dTpPortl|nDi scards’ bit will be set.”

.= { interfaceTopNObjects 1 }

i nt erfaceTopNControl Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF I nterfaceTopNControl Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table of control records for reports on the top ‘N
interfaces for the value or rate of a selected object.

2001

The nunber of entries depends on the configuration of the agent.

The maxi mum nunber of entries is inplenmentation
dependent . "
:={ interfaceTopNObjects 2 }

i nterfaceTopNControl Entry OBJECT- TYPE

SYNTAX I nt erfaceTopNControl Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A set of paraneters that control the creation of a

report of the top N ports according to several netrics."

| NDEX { interfaceTopNControl I ndex }
.= { interfaceTopNControl Table 1 }

I nterfaceTopNControl Entry ::= SEQUENCE {
i nt erfaceTopNContr ol | ndex
I nt eger 32,
i nt erfaceTopNObj ect Vari abl e
| NTEGER,
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}

i nt erfaceTopNObj ect Sanpl eType
| NTEGER,

nt erf aceTopNNor mal i zat i onReq
Trut hVval ue,

nt erf aceTopNNor mal i zat i onFact or
I nt eger 32,

nt er f aceTopNTi neRemai ni ng
I nt eger 32,

nt er f aceTopNDur ati on
I nt eger 32,

nt er f aceTopNRequest edSi ze
I nt eger 32,

nt er f aceTopNG ant edSi ze
I nt eger 32,

nterfaceTopNSt art Ti ne
Ti meSt anp,

nt er f aceTopNOmer
Omner Stri ng,

nt er f aceTopNLast Conpl eti onTi e
Ti meSt anp,

nt er f aceTopNRowSt at us
RowSt at us

i nterfaceTopNControl I ndex OBJECT- TYPE

SYNTAX Integer32 (1 .. 65535)
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"An index that uniquely identifies an entry in the

Renote Monitoring M B Extensions

August 2001

i nterfaceTopNControl table. Each such entry defines

one top N report prepared for a probe.”
c:={ interfaceTopNControl Entry 1 }

i nt erfaceTopNObj ect Vari abl e OBJECT- TYPE

Romascanu

SYNTAX | NTEGER  {

i flnCctets(0),

i flnUcast Pkts(1),

i f1 nNUcast Pkt s(2),

i fl1nD scards(3),
iflnErrors(4),

i f1 nUnknownPr ot os(5),
i fQut Cctets(6),

i f Qut Ucast Pkt s(7),

i f Qut NUcast Pkt s(8),
i fQut Di scards(9),

i fQutErrors(10),

St andards Track
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i fInMil ticastPkts(11),

i fI nBroadcast Pkt s(12),

i fOQutMulticastPkts(13),

i f Qut Br oadcast Pkt s(14),

i f HCl nCct et s(15),

i f HCl nUcast Pkt s(16),

i fHCl nMul ti cast Pkt s(17),

i f HCl nBr oadcast Pkt s(18),

i f HCOQut Cctets(19),

i f HCQut Ucast Pkt s(20),

i f HCOQut Mul ti cast Pkt s(21),

i f HCQut Br oadcast Pkt s(22),

dot 3St at sAl i gnnent Errors(23),

dot 3St at SFCSErrors(24),

dot 3St at sSi ngl eCol | i si onFrames(25),
dot 3Stat sMul ti pl eCol |i si onFranes(26),
dot 3St at sSQETest Errors(27),

dot 3St at sDef erredTransni ssi ons(28),
dot 3St at sLat eCol | i si ons(29),

dot 3St at sexcessi veCol i si ons(30),
dot 3St at sl nt er nal MacTxErrors(31),
dot 3StatsCarri er SenseErrors(32),
dot 3St at sFraneTooLongs(33),

dot 3St at sl nt er nal MacRxError s(34),
dot 3St at sSynbol Errors(35),

dot 31 nPauseFr anes( 36),

dot 3Qut PauseFr anes(37),

dot 5St at sLi neErrors(38),

dot 5St at sBur st Errors(39),

dot 5St at SACEr r or s(40),

dot 5St at sAbort TransErrors(41),
dot 5St at sl nt ernal Errors(42),

dot 5St at sLost FraneErrors(43),

dot 5St at sRecei veCongesti ons(44),
dot 5St at sFr aneCopi edError s(45),
dot 5St at sTokenError s(46),

dot5St at sSof t Errors(47),

dot 5St at sHar dEr r or s(48),

dot 5St at sSi gnal Loss(49),

dot 5St at sTransni t Beacons( 50),

dot 5St at sRecoverys(51),

dot 5St at sLobeW res(52),

dot 5St at sRenmoves(53),

dot 5St at sSi ngl es(54),

dot 5St at sFreqErrors(55),

et her St at sDropEvent s(56),

et her St at sCct et s(57),

et her St at sPkt s(58),
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et her St at sBr oadcast Pkt s(59),

et her St at sMul ti cast Pkt s(60),

et her St at sSCRCAl i gnErrors(61),

et her St at sUnder si zePkt s(62),

et her St at sOver si zePkt s(63),

et her St at sFragnent s(64),

et her St at sJabber s(65),

et her St at sCol |i si ons(66),

et her St at sPkt s64Cct et s(67),

et her St at sPkt s65t 0127Cct et s(68) ,
et her St at sPkt s128t 0255Cct et s(69),
et her St at sPkt s256t 0511Cct et s( 70),
et her St at sPkt s512t 01023Cct et s(71),
et her St at sPkt s1024t 01518Cct et s(72),
dot 1dTpPort | nFranes(73),

dot 1dTpPort CQut Frames(74),

dot 1dTpPort | nDi scar ds(75)

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON

"The particular variable to be sanpl ed.

Val ues between 0 and 22, point to MB objects defined in
| F-M B [ RFC2863] .

Val ues between 23 and 37, point to MB objects defined in
Et her Li ke-M B [ RFC2665] .

Val ues between 38 and 55, point to MB objects defined in
TOKENRI NG M B [ RFC1748] .

Val ues between 56 and 72, point to MB objects defined in
RVON- M B [ RFC2819] .

Val ues between 73 and 75, point to MB objects defined in
BRI DGE- M B [ RFC1493] .

Because SNWP access control is articulated entirely in terns
of the contents of MB views, no access control nechanism

exi sts that can restrict the value of this object to identify
only those objects that exist in a particular MB vi ew.
Because there is thus no acceptable neans of restricting the
read access that could be obtained through the TopN

nmechani sm the probe nust only grant wite access to this
object in those views that have read access to all objects on
t he probe.
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During a set operation, if the supplied variable nanme is not
available in the selected MB view, or does not conformthe
ot her conditions nentioned above, a badVal ue error nust be
returned.

Thi s object may not be nodified if the associated
i nterfaceTopNControl Status object is equal to active(l)."
c:={ interfaceTopNControl Entry 2 }

i nt erfaceTopNObj ect Sanpl eType OBJECT- TYPE
SYNTAX | NTEGER {
absol ut eVal ue(1),
del t aVal ue(2),
bandwi dt hPer cent age( 3)

}
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The nmethod of sanpling the selected variable for storage in
the interfaceTopNTabl e.

If the value of this object is absoluteValue(l), the val ue of
the selected variable will be copied directly into the topNval ue.

If the value of this object is deltaVvalue(2), the value of the
sel ected variable at the last sanple will be subtracted from
the current value, and the difference will be stored in topNval ue.

If the value of this object is bandw dt hPercentage(3), the agent
records the total nunmber of octets sent over an interval divided
by the total number of octets that represent ' 100% bandw dth

for that interface. This ratio is multiplied by 1000 to

retain a 3 digit integer (0..1000) in units of

"tenth of one percent’. This type of conputation is accurate for
the octet counters. The usage of this option with respect to
packets or error counters is not reconmended.

Thi s object may not be nodified if the associated
i nterfaceTopNControl Status object is equal to active(l)."
::={ interfaceTopNControl Entry 3 }

i nterfaceTopNNor nal i zati onReq OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Thi s object indicates whether nornalization is required in the
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comput ati on of the sel ected val ue.

If the value of this object is "true', the val ue of

the selected variable will be nultiplied by a factor equal to the
i nterfaceTopNNor el i zati onFactor divided by the val ue of

ef fective speed of the interface

If the value of this object is 'fal se’
the value of the selected variable will be taken "as is’ in
the TopN conputati on

If the value of the object interfaceTopNSanpl eType is
bandwi dt hPer cent age(3), the object
i nterfaceTopNNor nal i zati onReq cannot take the value "true’.

The value of this object MIUST be false if the effective speed of
the interface sub-layer as determined fromifSpeed is zero. This
confornms to the ifSpeed definition in [RFC2863]for a sub-I|ayer
that has no concept of bandwi dth.

Thi s object may not be nodified if the associated
i nterfaceTopNControl Status object is equal to active(l)."
::={ interfaceTopNControl Entry 4 }

i nt erfaceTopNNor mal i zati onFact or OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The val ue used for nornalization if
i nterfaceTopNNor el i zati onReq has the value 'true’.

Exanpl e:

The following set of values is applied to a device with nultiple
Et hernet interfaces running at 10 Mops, 100 Mops, and 1 Gops.
i nterfaceTopNObj ectVariable = "iflnCctets’
i nt erfaceTopNObj ect Sanpl eType "del t aval ue’
i nt erfaceTopNNor mal i zati onReq "true’
i nt erfaceTopNNor mal i zati onFactor = 1000000000
Applying this set of values will result in the sanpled delta val ues
to be multiplied by 100 for the 10 Mips interfaces, and by 10 for
the 100 Mops interfaces, while the sanple values for the 1 Cbhps
interface are | eft unchanged. The effective speed of the interface is
taken fromthe value of ifSpeed for each interface, if ifSpeed is
| ess than 4, 294,967,295, or fromifHi ghSpeed multiplied by
1, 000, 000 ot herw se.

At row creation the agent SHOULD set the value of this object to
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the effective speed of the interface."
::={ interfaceTopNControl Entry 5 }

i nt erf aceTopNTi meRerai ni ng OBJECT- TYPE

SYNTAX | nt eger 32 (0..2147483647)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The nunber of seconds left in the report
currently being collected. Wen this object
is modified by the managenent station, a new
collection is started, possibly aborting a
currently running report. The new value is
used as the requested duration of this report,
which is | oaded into the associ ated

i nt erfaceTopNDur ati on obj ect.

When this object is set to a non-zero val ue,

any associated interfaceTopNEntries shall be

made i naccessible by the agent. While the val ue
of this object is non-zero, it decrenents by one
per second until it reaches zero. During this
time, all associated interfaceTopNEntries shal
remai n i naccessible. At the tine that this object
decrenents to zero, the report is nmade accessible
in the interfaceTopNTable. Thus, the interfaceTopN
tabl e needs to be created only at the end of the
collection interval.

If the value of this object is set to zero
whil e the associated report is running, the
running report is aborted and no associ at ed
i nterfaceTopNEntries are created."

DEFVAL { 0 }

c:={ interfaceTopNControl Entry 6 }

i nterfaceTopNDur ati on OBJECT- TYPE

SYNTAX | nt eger 32 (0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunmber of seconds that this report has
collected during the last sanpling interval,

or if this report is currently being coll ected,
t he nunber of seconds that this report is being
collected during this sanpling interval

When the associated interfaceTopNTi neRemai ni ng
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object is set, this object shall be set by the
agent to the sanme value and shall not be nodified
until the next tine the interfaceTopNTi mreRenmai ni ng
is set.

This value shall be zero if no reports have been
requested for this interfaceTopNControl Entry."
::={ interfaceTopNControl Entry 7 }

i nt erfaceTopNRequest edSi ze OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The maxi mum nunber of interfaces requested
for the Top N Tabl e.

When this object is created or nodified, the
agent shoul d set interfaceTopNG antedSi ze as cl ose
to this object as is possible for the particul ar
i npl erentati on and avail abl e resources. "
DEFVAL { 10 }
.= { interfaceTopNControl Entry 8 }

i nterfaceTopNG ant edSi ze OBJECT- TYPE

SYNTAX I nteger32 (0.. 2147483647)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The maxi mum nunber of interfaces in the
top N table.

When t he associ ated interfaceTopNRequest edSi ze object is

created or nodified, the agent should set this object as

closely to the requested value as is possible for the

particul ar inplenmentation and avail abl e resources. The

agent mnmust not |lower this value except as a result of a

set to the associated interfaceTopNRequestedSi ze object.”
::={ interfaceTopNControl Entry 9 }

i nterfaceTopNStart Ti me OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The val ue of sysUpTinme when this top N report was

| ast started. 1In other words, this is the tine that

the associ ated interfaceTopNTi neRemai ni ng obj ect was
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nodified to start the requested report.
If the report has not yet been started, the val ue
of this object is zero."

::={ interfaceTopNControl Entry 10 }

i nt erfaceTopNOwner OBJECT- TYPE

SYNTAX Owner String
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The entity that configured this entry and is
usi ng the resources assigned to it."
::={ interfaceTopNControl Entry 11 }

i nt erfaceTopNLast Conpl eti onTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme when this top N report was
| ast conpleted. If no report was yet conpleted, the val ue
of this object is zero."

::={ interfaceTopNControl Entry 12 }

i nt erfaceTopNRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row

If the value of this object is not equal to
active(l), all associated entries in the
i nterfaceTopNTabl e shall be deleted by the
agent . "

::={ interfaceTopNControl Entry 13 }

-- Interface Top "N' reports

i nt erfaceTopNTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF InterfaceTopNEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table of reports for the top ‘N ports based on
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setting of associated control table entries. The
maxi nrum nunber of entries depends on the nunber
of entries in table interfaceTopNControl Tabl e and
the val ue of object interfaceTopNG ant edSi ze for
each entry.

For each entry in the interfaceTopNControl Tabl e,

interfaces with the highest val ue of

i nterfaceTopNval ue shall be placed in this table

in decreasing order of that rate until there is

no more roomor until there are no nore ports.”
c:={ interfaceTopNObjects 3 }

i nterfaceTopNEntry OBJECT- TYPE

SYNTAX I nterfaceTopNENntry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"A set of statistics for an interface that is
part of a top N report."
| NDEX { interfaceTopNControl I ndex,
i nterfaceTopN ndex }
::={ interfaceTopNTable 1 }

InterfaceTopNEntry ::= SEQUENCE {
i nterfaceTopN ndex
I nt eger 32,
i nt erfaceTopNDat aSour cel ndex
I nt eger 32,
i nt erfaceTopNval ue
Gauge32,
i nt erfaceTopNval ue64
Count er BasedGauge64

}

i nterfaceTopNl ndex OBJECT- TYPE

SYNTAX I nteger32 (1..65535)

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"An index that uniquely identifies an entry in
the interfaceTopN table anong those in the sane
report. This index is between 1 and N, where N
is the nunmber of entries in this report. Increasing
val ues of interfaceTopN ndex shall be assigned to
entries with decreasing val ues of interfaceTopNval ue
or interfaceTopNval ue64, whi chever applies,
until index Nis assigned to the entry with the

Romascanu St andar ds Track [ Page 23]



RFC 3144

Renot e Monitoring M B Extensions August 2001

| onest val ue of interfaceTopNval ue /
i nterfaceTopNval ue64 or there are no
nore interfaceTopNEntries.

No ports are included in a report where their
val ue of interfaceTopNval ue woul d be zero."
{ interfaceTopNEntry 1 }

i nt erfaceTopNDat aSour cel ndex OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object identifies the index corresponding
to the dataSource for this entry.

For sorted val ues of variables belonging to the
| F-M B, EtherLike-MB or TOKENRI NG M B, this val ue
equals the iflndex of the interface.

For sorted val ues of variables belonging to the

RMON-M B, this value equals the interface correspondi ng
to the data source, pointed to by the val ue

of et her St at sDat aSour ce.

For sorted val ues of variables belonging to the

BRIDGE-M B, this value equals the interface correspondi ng
to the bridge port, pointed to by the val ue

of dot 1dBasePortlfl ndex."

o= { interfaceTopNEntry 2 }

interf

aceTopNval ue OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Romascanu

"The value at the end of the sanpling interval, or

the anount of change in the selected variable

during this sanpling interval for the identified
interface. The selected variable is that interfaces’s

i nstance of the object selected by

i nterfaceTopNCbj ect Vari abl e. This val ue may be nornmalized
if interfaceTopNNornalization required equals 'true’.
This value of this object will be conputed for al

cases when interfaceTopNObj ect Variable points to a

32-bit counter or CGauge or when

i nt erfaceTopNObj ect Sanpl eType equal s bandwi dt hPer cent age( 3),
and will be zero for all other cases."
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o= { interfaceTopNEntry 3 }

i nt erfaceTopNval ue64 OBJECT- TYPE

SYNTAX Count er BasedGauge64
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value at the end of the sanpling interval, or

the anpbunt of change in the selected variable

during this sanmpling interval for the identified
interface. The selected variable is that interfaces’s

i nstance of the object selected by

i nterfaceTopNCbj ect Vari abl e. This val ue may be nornalized
if interfaceTopNNornalization required equals 'true’.

This value of this object will be conputed for al
cases when interfaceTopNObj ect Variable points to
a 64-bit counter, and will be zero for all other cases."”

o= { interfaceTopNEntry 4 }

-- Notifications Section
-- (none defined)

-- Confornance Section

i nt erfaceTopNConpl i ances OBJECT | DENTI FIER :: =
{interfaceTopNConfornmance 1 }
i nt erfaceTopNG oups OBJECT IDENTIFIER :: =
{i nterfaceTopNConf ormance 2 }

i nt erfaceTopNConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Describes the requirenents for conformance to the
InterfaceTopN MB."
MODULE -- this nodul e
MANDATORY- GROUPS { interfaceTopNG oup }
::={ interfaceTopNConpliances 1 }

i nterfaceTopNG oup OBJECT- GROUP
OBJECTS {
i nt erfaceTopNCaps,
i nt erfaceTopNCObj ect Vari abl e,
i nt erfaceTopNOhj ect Sanpl eType,
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nt erf aceTopNNor mal i zat i onReq,
nt erf aceTopNNor mal i zat i onFact or,
nt er f aceTopNTi neRemai ni ng,

nt er f aceTopNDur ati on,

nt er f aceTopNRequest edSi ze,

nt er f aceTopNG ant edSi ze,
nterfaceTopNSt art Ti ne,

nt er f aceTopNOmer ,

nt er f aceTopNLast Conpl eti onTi ne,
nt er f aceTopNRowSt at us,

nt er f aceTopNDat aSour cel ndex,

nt er f aceTopNval ue,

nt er f aceTopNval ue64

current

DESCRI PTI ON

"A collection of objects providing interfaceTopN data for
a multiple interfaces device."

.= { interfaceTopNG oups 1 }

END
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Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nmade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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9.

10.

Security Considerations

There are a nunmber of nanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnment w thout proper protection can have a negative effect on
net wor k operati ons.

There are a nunber of nanaged objects in this MB that may contain
sensitive information. These are:

i nt erfaceTopNDat aSour cel ndex
i nt erfaceTopNval ue

It is thus inportant to control even GET access to these objects and
possibly to even encrypt the values of these object when sending them
over the network via SNMP. Not all versions of SNWP provide features
for such a secure environment.

SNWPv1 by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using | PSec), even then, there is no
control as to who on the secure network is allowed to access and

GET/ SET (read/ change/create/del ete) the objects in this MB.

It is RECOWENDED that the inplenenters consider the security
features as provided by the SNWPv3 framework. Specifically, the use
of the User-based Security Mdel [RFC2274] and the Vi ew based Access
Control Mdel [RFC2275] is RECOVIMENDED

It is then a customer/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET
(change/ creat e/ del ete) them
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11.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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