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Abstract

Thi s docunent provides two sets of test cases for HVAC-MD5 and HVAC-
SHA- 1, respectively. HVAC-MD5 and HVAC-SHA-1 are two constructs of
the HVAC [ HVAC] nessage aut hentication function using the VD5 [ MD5]
hash function and the SHA-1 [SHA] hash function. Both constructs are
used by IPSEC [OG CE and other protocols to authenticate nessages.
The test cases and results provided in this docunent are nmeant to be
used as a conformance test for HMAC- MD5 and HMAC- SHA- 1

i npl enent ati ons.

1. Introduction

The general method for constructing a HVAC nessage aut henti cation
function using a particular hash function is described in section 2
of [HMAC]. W will not repeat the description here. Section 5 of

[ HVAC] al so discusses truncating the output of HVAC, the rule is that
we shoul d keep the nore significant bits (the bits in the left,
assum ng a network byte order (big-endian)).

In sections 2 and 3 we provide test cases for HVAC MD5 and HVAC- SHA-
1, respectively. Each case includes the key, the data, and the
result. The values of keys and data are either hexadeci mal nunbers
(prefixed by "0Ox") or ASCI| character strings in double quotes. If a
value is an ASCI| character string, then the HVAC conputation for the
correspondi ng test case DOES NOT include the trailing null character
('\0") in the string.
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The C source code of the functions used to generate HVAC SHA-1
results is listed in the Appendi x. Note that these functions are
meant to be sinple and easy to understand; they are not optinmized in
any way. The C source code for conputing HVAC- MD5 can be found in

[ MD5]; or you can do a sinple nodification to HVAC-SHA-1 code to get
HVAC- MD5 code, as explained in the Appendi x.

The test cases in this docunent are cross-verified by three

i ndependent i npl enentations, one fromMN ST and two from | BM Research
One IBMinpl enmentation uses optim zed code that is very different
fromthe code in the Appendi x. An inplenenation that concurs with the
results provided in this docunent should be interoperable with other
simlar inplenenations. W do not claimthat such an inplenentation
is absolutely correct with respect to the HVAC definition in [HVAC].

Test Cases for HVAC- MD5

t_case = 1

= 0x0b0b0b0b0ObOb0ObObObObObObObObObObL
_len = 16

a = "H There"

alen = 8

est = 0x9294727a3638bb1c13f 48ef 8158bf c9d
t_case = 2

= "Jef e"
_len = 4

a = "what do ya want for nothing?"
alen = 28

est = 0x750c783e6ab0b503eaa86e310a5db738
t _case = 3

= Oxaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
_len 16

a = Oxdd repeated 50 tines

alen = 50

est = 0x56be34521d144c88dbb8c733f 0e8h3f 6
t_case = 4

= 0x0102030405060708090a0b0c0d0e0f 10111213141516171819
_len 25

a = Oxcd repeated 50 tines
alen = 50
est = 0x697eaf Daca3a3aea3a75164746f f aa79
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test _case
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key =
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5
0x0c0c0c0c0c0c0c0c0c0c0c0c0cOcOcOc
16

"Test Wth Truncati on"

20

0x56461ef 2342edc00f 9bab995690ef d4c
0x56461ef 2342edc00f 9bab995
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gxaa repeated 80 tines

§$est Usi ng Larger Than Bl ock-Si ze Key - Hash Key First"
gi6blab7fe4bd7bf8f0b62e6ce61b9d0cd

-

géaa repeated 80 tines

"Test Using Larger Than Bl ock-Si ze Key and
Than One Bl ock- Si ze Data"

73

Ox6f 630f ad67cdaleelf blf 562db3aa53e

3. Test Cases for HMAC- SHA- 1

test _case
key =

key len =
data =
data_len =
di gest =

test _case
key =

key len =
data =
data_len =
di gest =

test _case
key =

key len =
data =
data_len =
di gest =
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1
0x0b0Ob0Ob0Ob0Ob0Ob0Ob0ObObOb0ObObObObObObObObOLOb
20

"H There"

8
0xb617318655057264e28bc0Ob6f b378c8ef 146be00

2

"Jefe"

4

"what do ya want for nothing?"

28

Oxef f cdf 6ae5eb2f a2d27416d5f 184df 9c259a7¢c79

3
Oxaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
20

Oxdd repeated 50 tines

50
0x125d7342b9acllcd91a39af 48aal7b4f 63f 175d3
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test _case = 4

key = 0x0102030405060708090a0b0c0d0e0f 10111213141516171819

key len = 25

data = Oxcd repeated 50 tines

data_len = 50

di gest = 0x4c¢c9007f 4026250c6bc8414f 9bf 50¢86¢c2d7235da

test _case = 5

key = 0x0c0c0c0c0c0c0c0c0c0c0c0c0c0c0c0c0c0cOcOc

key len = 20

data = "Test Wth Truncation"

data_len = 20

di gest = 0x4c1a03424b55e07f e7f 27beld58bbh9324a9a5a04

di gest-96 = 0x4c1a03424b55e07f e7f 27bel

test _case = 6

key = Oxaa repeated 80 tines

key len = 80

data = "Test Using Larger Than Bl ock-Size Key - Hash Key First"

data_len = 54

di gest = Oxaadae5e15272d00e95705637ce8a3b55ed402112

test _case = 7

key = Oxaa repeated 80 tines

key len = 80

data = "Test Using Larger Than Bl ock-Size Key and Larger
Than One Bl ock- Si ze Dat a"

data_len = 73

di gest = 0xe8e99d0f 45237d786d6bbaa7965¢c7808bbf f 1a91

data_len = 20

di gest = 0x4c1a03424b55e07f e7f 27beld58bbh9324a9a5a04

di gest-96 = 0x4c1a03424b55e07f e7f 27bel

test _case = 6

key = Oxaa repeated 80 tines

key len = 80

data = "Test Using Larger Than Bl ock-Si ze Key - Hash Key

First"

data_len = 54

di gest = Oxaadae5e15272d00e95705637ce8a3b55ed402112

test _case = 7

key = Oxaa repeated 80 tines

key len = 80

data = "Test Using Larger Than Bl ock-Size Key and Larger
Than One Bl ock- Si ze Dat a"

data_len = 73

di gest = 0xe8e99d0f 45237d786d6bbaa7965¢c7808bbf f 1a91
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4. Security Considerations

1997

This docuemrmt raises no security issues. Discussion on the strength
of the HMAC construction can be found in [ HVAC .
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Appendi x

Thi s appendi x contains the C reference code which inplenments HVAC
SHA-1 using an existing SHA-1 library. 1t assunmes that the SHA-1
library has simlar API’'s as those of the MD5 code described in RFC
1321. The code for HVAC-MD5 is sinilar, just replace the strings
"SHA" and "sha" with "MD5" and "nd5". HVAC-MD5 code is also listed in
RFC 2104.

#i f ndef SHA DI GESTSI ZE
#defi ne SHA DI GESTSI ZE 20
#endi f

#i f ndef SHA BLOCKSI ZE
#defi ne SHA BLOCKSI ZE 64
#endi f

#i f ndef MD5_DI GESTSI ZE
#define MD5_DI GESTSI ZE 16
#endi f

#i f ndef MD5_BLOCKSI ZE
#define MD5_BLOCKSI ZE 64

#endi f
/* Function to print the digest */
voi d
pr_sha(FILE* fp, char* s, int t)
{
i nt i
fprintf(fp, "Ox") ;
for (i =0 ; i <t ; i++4)
fprintf(fp, "9%O2x", s[i]) ;
fprintf(fp, "0) ;
}
voi d truncate
char* di, /* data to be truncated */
char* dz, /* truncated data */
i nt I en /* length in bytes to keep */
)
{ . .
i nt i
for (i =0 ; i <len; i++) d2[i] = d1i[i];
}
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/* Function to conpute the digest */

voi d
hmac_sha
(
char* K, /* secret key */
i nt I Kk, /* length of the key in bytes */
char* d, /* data */
i nt I d, /* length of data in bytes */
char* out, /* output buffer, at least "t" bytes */
i nt t
)
{ .
SHA CTX ictx, octx ;
char i sha[ SHA_DI GESTSI ZE] , osha[ SHA DI GESTSI ZE]
char key[ SHA DI GESTSI ZE]
char buf [ SHA BLOCKSI ZE]
i nt i
if (Ik > SHA BLOCKSI ZE) {
SHA CTX tctx ;
SHAI nit (&t ctx) ;
SHAUpdat e( & ct x, k, k)
SHAFi nal (key, &t ctx)
k = key ;
| kK = SHA DI GESTSI ZE ;
}
[**** | nner Digest ****/
SHAI ni t (& ct x)
/* Pad the key for inner digest */
for (i =0 ; i <Ilk ; ++i) buf[i] = Kk[i] ™ 0x36 ;
for (i =1k ; i < SHA BLOCKSIZE ; ++i) buf[i] = 0x36 ;
SHAUpdat e( & ct x, buf, SHA BLOCKSI ZE)
SHAUpdate( & ctx, d, 1d) ;
SHAFi nal (i sha, & ctx)
[**** Qutter Digest ****/
SHAI ni t ( &oct x)
/* Pad the key for outter digest */
Cheng & d enn I nf or mat i onal
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for (i
for (i

0; i <Ilk; ++i) buf[i] = K[i] ™ Ox5C ;
Ik ; i < SHA BLOCKSIZE ; ++i) buf[i] = 0x5C

SHAUpdat e( &oct x, buf, SHA BLOCKSI ZE) ;
SHAUpdat e( &oct x, isha, SHA DI GESTSI ZE) ;

SHAFi nal (osha, &octx) ;
/* truncate and print the results */
t =t > SHA DI GESTSI ZE ? SHA DI GESTSI ZE : t ;

truncate(osha, out, t) ;
pr_sha(stdout, out, t) ;
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