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1. Status of this Menp

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Copyright Notice
Copyright (C) The Internet Society (1997). Al Rights Reserved.
| ESG Not e

Thi s docunent describes a directory access protocol that provides
both read and update access. Update access requires secure

aut henti cation, but this docunent does not mandate inplenmentation of
any satisfactory authentication mechani sns.

In accordance with RFC 2026, section 4.4.1, this specification is
bei ng approved by | ESG as a Proposed Standard despite this
limtation, for the follow ng reasons:

a. to encourage inplenmentation and interoperability testing of
these protocols (with or without update access) before they
are depl oyed, and

b. to encourage depl oynment and use of these protocols in read-only
applications. (e.g. applications where LDAPv3 is used as
a query language for directories which are updated by sone
secure nechani sm ot her than LDAP), and

c. to avoid del aying the advancenent and depl oynent of other Internet

standards-track protocols which require the ability to query, but
not update, LDAPv3 directory servers.
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Readers are hereby warned that until mandatory authentication

mechani snms are standardi zed,

this specification which make use of update functionality are

UNLI KELY TO | NTEROPERATE, or

I S REDUCED TO AN UNACCEPTABLY WEAK LEVEL

1997

clients and servers witten according to

MAY | NTEROPERATE ONLY | F AUTHENTI CATI ON

| mpl enentors are hereby di scouraged from depl oyi ng LDAPv3 clients or
servers which inplenment the update functionality, until a Proposed

St andard for

publ i shed as an RFC.
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2. Abstract

The protocol described in this docunent is designed to provide access
to directories supporting the X 500 nodels, while not incurring the
resource requirenments of the X 500 Directory Access Protocol (DAP).
This protocol is specifically targeted at managenent applications and
browser applications that provide read/wite interactive access to
directories. When used with a directory supporting the X 500
protocols, it is intended to be a conplenent to the X 500 DAP

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', and "MAY" in this document

are to be interpreted as described in RFC 2119 [10].

Key aspects of this version of LDAP are:

- Al protocol elenents of LDAPv2 (RFC 1777) are supported. The
protocol is carried directly over TCP or other transport, bypassing
much of the session/presentation overhead of X 500 DAP

- Most protocol data el ements can be encoded as ordinary strings
(e.g., Distinguished Nanes).
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- Referrals to other servers nmay be returned.

- SASL nechani snms may be used with LDAP to provide associ ation
security services.

- Attribute values and D stingui shed Nanes have been
i nternationalized through the use of the 1SO 10646 character set.

- The protocol can be extended to support new operations, and
controls may be used to extend existing operations.

- Schema is published in the directory for use by clients.
3. Models

Interest in X. 500 [1] directory technologies in the Internet has |ed
to efforts to reduce the high cost of entry associated with use of
these technol ogi es. This docunent continues the efforts to define
directory protocol alternatives, updating the LDAP [2] protocol

speci ficati on.

3.1. Protocol Model

The general nodel adopted by this protocol is one of clients
perforning protocol operations against servers. In this nodel, a
client transnits a protocol request describing the operation to be
performed to a server. The server is then responsible for performng
the necessary operation(s) in the directory. Upon conpletion of the
operation(s), the server returns a response containing any results or
errors to the requesting client.

In keeping with the goal of easing the costs associated with use of
the directory, it is an objective of this protocol to nininize the
conplexity of clients so as to facilitate w despread depl oynent of

appl i cations capable of using the directory.

Not e that although servers are required to return responses whenever
such responses are defined in the protocol, there is no requirenent
for synchronous behavior on the part of either clients or servers.
Requests and responses for nultiple operations nmay be exchanged
between a client and server in any order, provided the client
eventually receives a response for every request that requires one.

In LDAP versions 1 and 2, no provision was made for protocol servers
returning referrals to clients. However, for inproved perfornance
and distribution this version of the protocol permits servers to
return to clients referrals to other servers. This allows servers to
of fload the work of contacting other servers to progress operations.
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Note that the core protocol operations defined in this docunment can
be mapped to a strict subset of the X 500(1997) directory abstract
service, so it can be cleanly provided by the DAP. However there is
not a one-to-one nmappi ng between LDAP protocol operations and DAP
operations: server inplenentations acting as a gateway to X 500
directories nmay need to make nultiple DAP requests.

3. 2. Data Mbdel

This section provides a brief introduction to the X 500 data nodel,
as used by LDAP

The LDAP protocol assunes there are one or nore servers which jointly
provi de access to a Directory Information Tree (DIT). The tree is
made up of entries. Entries have nanes: one or nore attribute val ues
fromthe entry formits relative distinguished nane (RDN), which MJST
be unique anong all its siblings. The concatenation of the relative
di sti ngui shed nanes of the sequence of entries froma particul ar
entry to an i nmedi ate subordinate of the root of the tree forns that
entry’s Distinguished Nane (DN), which is unique in the tree. An
exanpl e of a Distinguished Name is

CN=Steve Kille, O=lsode Limted, C=GB

Sone servers may hold cache or shadow copies of entries, which can be

used to answer search and conparison queries, but will return
referrals or contact other servers if nodification operations are
request ed.

Servers whi ch perform caching or shadowi ng MUST ensure that they do
not violate any access control constraints placed on the data by the
originating server.

The | argest collection of entries, starting at an entry that is
mastered by a particular server, and including all its subordinates
and their subordinates, down to the entries which are mastered by
different servers, is ternmed a namng context. The root of the DIT
is a DSA-specific Entry (DSE) and not part of any nam ng context:
each server has different attribute values in the root DSE. (DSA is
an X.500 termfor the directory server).

3.2.1. Attributes of Entries
Entries consist of a set of attributes. An attribute is a type with

one or nore associated values. The attribute type is identified by a
short descriptive nane and an O D (object identifier). The attribute
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type governs whether there can be nore than one value of an attribute
of that type in an entry, the syntax to which the val ues nust

conform the kinds of matching which can be perfornmed on val ues of
that attribute, and other functions.

An exanple of an attribute is "mail". There may be one or nore val ues
of this attribute, they nust be A5 (ASCII) strings, and they are
case insensitive (e.g. "foo@ar.com' will match "FOO@BAR. COM').

Schena is the collection of attribute type definitions, object class
definitions and other informati on which a server uses to determ ne
how to match a filter or attribute value assertion (in a conpare
operation) against the attributes of an entry, and whether to permt
add and nodi fy operations. The definition of schena for use with
LDAP is given in [5] and [6]. Additional schema el enents may be
defined in other documents.

Each entry MJST have an objectCl ass attribute. The objectd ass
attribute specifies the object classes of an entry, which along with
the system and user schena determine the pernmitted attributes of an
entry. Values of this attribute nay be nodified by clients, but the
objectC ass attribute cannot be renoved. Servers may restrict the
nodi fications of this attribute to prevent the basic structural class
of the entry from being changed (e.g. one cannot change a person into
a country). \When creating an entry or adding an objectd ass value to
an entry, all superclasses of the naned classes are inplicitly added
as well if not already present, and the client nust supply values for
any mandatory attributes of new supercl asses.

Sone attributes, terned operational attributes, are used by servers
for administering the directory systemitself. They are not returned
in search results unless explicitly requested by nane. Attributes
whi ch are not operational, such as "mail", will have their scherma and
syntax constraints enforced by servers, but servers will generally
not make use of their val ues.

Servers MUST NOT pernmit clients to add attributes to an entry unl ess
those attributes are pernitted by the object class definitions, the
schema controlling that entry (specified in the subschema - see

bel ow), or are operational attributes known to that server and used
for administrative purposes. Note that there is a particular

obj ectC ass 'extensi bl ethject’ defined in [5] which pernmits all user
attributes to be present in an entry.

Entries MAY contain, anmong others, the follow ng operationa

attributes, defined in [5]. These attributes are naintai ned
automatically by the server and are not nodifiable by clients:
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- creatorsNane: the Distinguished Name of the user who added this
entry to the directory.

- createTinestanp: the tinme this entry was added to the directory.

- nodi fiersName: the Distinguished Nane of the user who last nodified
this entry.

- nodi fyTimestanp: the time this entry was |ast nodified

- subschemaSubentry: the Distinguished Name of the subschema entry
(or subentry) which controls the schema for this entry.

3.2.2. Subschemn Entries and Subentries

Subschena entries are used for administering information about the
directory schenmm, in particular the object classes and attribute
types supported by directory servers. A single subschema entry
contains all schema definitions used by entries in a particular part
of the directory tree.

Servers which foll ow X 500(93) nodels SHOULD i npl ement subschena
usi ng the X 500 subschema nechani sns, and so these subschemas are not
ordinary entries. LDAP clients SHOULD NOT assune that servers

i npl erent any of the other aspects of X 500 subschema. A server
which masters entries and permits clients to nodify these entries
MUST i npl ement and provi de access to these subschema entries, so that
its clients may discover the attributes and object classes which are
permitted to be present. It is strongly reconmended that all other
servers inplenment this as well.

The following four attributes MJUST be present in all subschema
entries:

- cn: this attribute MJST be used to formthe RDN of the subschemn
entry.

- objectClass: the attribute MIJST have at |east the values "top" and
"subschema".

- objectCl asses: each value of this attribute specifies an object
cl ass known to the server.

- attributeTypes: each value of this attribute specifies an attribute
type known to the server

These are defined in [5]. OQther attributes MAY be present in
subschema entries, to reflect additional supported capabilities.
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These incl ude mat chi ngRul es, mat chi ngRul eUse, dI TStruct ureRul es,
dl TCont ent Rul es, naneForns and | dapSynt axes.

Servers SHOULD provide the attributes createTi nestanp and
nodi fyTi nestanp in subschema entries, in order to allowclients to
mai ntain their caches of schema information

Clients MIUST only retrieve attributes froma subschema entry by
requesting a base object search of the entry, where the search filter
is "(objectd ass=subschema)". (This will allow LDAPv3 servers which
gateway to X 500(93) to detect that subentry information is being
request ed.)

3.3. Relationship to X 500

Thi s docunent defines LDAP in ternms of X 500 as an X 500 access
mechani sm  An LDAP server MJST act in accordance with the
X.500(1993) series of |ITU recomendati ons when providing the service.
However, it is not required that an LDAP server make use of any X 500
protocols in providing this service, e.g. LDAP can be mapped onto any
other directory systemso long as the X 500 data and servi ce nodel as
used in LDAP is not violated in the LDAP interface.

3.4. Server-specific Data Requirenents

An LDAP server MJST provide information about itself and ot her
information that is specific to each server. This is represented as
a group of attributes |ocated in the root DSE (DSA-Specific Entry),
which is naned with the zero-length LDAPDN. These attributes are
retrievable if a client perfornms a base object search of the root
with filter "(objectd ass=*)", however they are subject to access
control restrictions. The root DSE MJUST NOT be included if the
client perforns a subtree search starting fromthe root.

Servers may allow clients to nodify these attri butes.

The following attributes of the root DSE are defined in section 5 of
[5]. Additional attributes nmay be defined in other docunents.

- nam ngContexts: nam ng contexts held in the server. Nam ng contexts
are defined in section 17 of X 501 [6].

- subschenmaSubentry: subschema entries (or subentries) known by this
server.

- altServer: alternative servers in case this one is |later
unavai | abl e.
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- supportedExtension: |ist of supported extended operations.

- supportedControl: |ist of supported controls.

- support edSASLMechani snms: |ist of supported SASL security features.
- supportedLDAPVersi on: LDAP versions inplenented by the server.

If the server does not master entries and does not know the | ocations
of schema information, the subschemaSubentry attribute is not present
in the root DSE. If the server nmasters directory entries under one
or nore schema rules, there may be any nunber of val ues of the
subschemaSubentry attribute in the root DSE.

4. El enents of Protocol

The LDAP protocol is described using Abstract Syntax Notation 1
(ASN. 1) [3], and is typically transferred using a subset of ASN. 1
Basi ¢ Encoding Rules [11]. In order to support future extensions to
this protocol, clients and servers MJST ignore el enments of SEQUENCE
encodi ngs whose tags they do not recognize.

Note that unlike X 500, each change to the LDAP protocol other than

t hrough the extension nechanisns will have a different version
nunber. A client will indicate the version it supports as part of
the bind request, described in section 4.2. |If a client has not sent

a bind, the server MJIST assune that version 3 is supported in the
client (since version 2 required that the client bind first).

Clients nay deternine the protocol version a server supports by
readi ng the supportedLDAPVersion attribute fromthe root DSE. Servers
whi ch i nmpl ement version 3 or |ater versions MJST provide this
attribute. Servers which only inplenment version 2 may not provide
this attribute.

4.1. Conmon El enents
This section describes the LDAPMessage envel ope PDU (Protocol Data
Unit) format, as well as data type definitions which are used in the
prot ocol operations.

4.1.1. Message Envel ope
For the purposes of protocol exchanges, all protocol operations are
encapsul ated in a conmon envel ope, the LDAPMessage, which is defined
as foll ows:

LDAPMessage :: = SEQUENCE {
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messagel D Messagel D

pr ot ocol Op CHO CE {
bi ndRequest Bi ndRequest,
bi ndResponse Bi ndResponse,

unbi ndRequest Unbi ndRequest ,

sear chRequest Sear chRequest ,
searchResEntry SearchResul tEntry,
sear chResDone Sear chResul t Done,

sear chResRef Sear chResul t Ref er ence,
nodi f yRequest Modi f yRequest ,

nodi f yResponse Modi f yResponse

addRequest AddRequest ,
addResponse AddResponse,

del Request Del Request,

del Response Del Response,
nodDNRequest Modi f yDNRequest ,

nodDNResponse Modi f yDNResponse,
conpar eRequest  Conpar eRequest,
conpar eResponse Conpar eResponse,
abandonRequest AbandonRequest,

ext endedReq Ext endedRequest ,
ext endedResp Ext endedResponse },
controls [0] Controls OPTI ONAL }
Messagel D ::= I NTEGER (0 .. maxlnt)
max| nt | NTEGER ::= 2147483647 -- (2""31 - 1) --

The function of the LDAPMessage is to provide an envel ope contai ning
common fields required in all protocol exchanges. At this tine the
only common fields are the nessage ID and the controls.

If the server receives a PDU fromthe client in which the LDAPMessage
SEQUENCE tag cannot be recogni zed, the nmessagel D cannot be parsed,
the tag of the protocol Op is not recognized as a request, or the
encodi ng structures or lengths of data fields are found to be
incorrect, then the server MJST return the notice of disconnection
described in section 4.4.1, with resultCode protocol Error, and

i medi ately cl ose the connection. In other cases that the server
cannot parse the request received by the client, the server MJST
return an appropriate response to the request, with the resultCode
set to protocol Error

If the client receives a PDU fromthe server which cannot be parsed,
the client may discard the PDU, or nmay abruptly close the connection

The ASN. 1 type Controls is defined in section 4.1.12.
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4.1.1.1. Message ID

Al'l LDAPMessage envel opes encapsul ati ng responses contain the
nmessagel D val ue of the correspondi ng request LDAPMessage.

The nmessage I D of a request MUST have a value different fromthe
val ues of any other requests outstanding in the LDAP session of which
this message is a part.

A client MJUST NOT send a second request with the sane nessage |ID as
an earlier request on the sane connection if the client has not
received the final response fromthe earlier request. Oherw se the
behavi or is undefined. Typical clients increment a counter for each
request.

A client MJUST NOT reuse the nessage id of an abandonRequest or of the
abandoned operation until it has received a response fromthe server
for anot her request invoked subsequent to the abandonRequest, as the
abandonRequest itself does not have a response.

4.1.2. String Types

The LDAPString is a notational convenience to indicate that, although
strings of LDAPString type encode as OCTET STRI NG types, the | SO
10646 [13] character set (a superset of Unicode) is used, encoded
following the UTF-8 algorithm[14]. Note that in the UTF-8 al gorithm
characters which are the same as ASCI| (0x0000 through Ox007F) are
represented as that same ASCI| character in a single byte. The other
byte values are used to forma variabl e-l1ength encodi ng of an
arbitrary character.

LDAPString ::= OCTET STRI NG
The LDAPO D is a notational convenience to indicate that the
permitted value of this string is a (UTF-8 encoded) dotted-decima
representation of an OBJECT | DENTI FI ER
LDAPO D :: = OCTET STRI NG
For exanpl e,
1.3.6.1.4.1.1466.1.2.3
4.1.3. Distinguished Name and Rel ative Di stingui shed Nane
An LDAPDN and a Rel ati veLDAPDN are respectively defined to be the

representation of a Distinguished Nane and a Rel ati ve Di stingui shed
Nane after encoding according to the specification in [4], such that
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<di sti ngui shed- nane> ::= <nane>

<rel ative-distingui shed-name> ::= <nane- conponent >
wher e <nane> and <nane-conponent> are as defined in [4].

LDAPDN :: = LDAPStri ng

Rel ati veLDAPDN :: = LDAPStri ng

Only Attribute Types can be present in a relative distinguished nane
conmponent; the options of Attribute Descriptions (next section) MJST
NOT be used in specifying distinguished nanes.

4.1.4. Attribute Type

An AttributeType takes on as its value the textual string associated
with that AttributeType in its specification

AttributeType ::= LDAPString

Each attribute type has a uni que OBJECT | DENTI FI ER whi ch has been
assigned to it. This identifier nay be witten as decimal digits
Wi th conmponents separated by periods, e.g. "2.5.4.10"

A specification may al so assign one or nore textual names for an
attribute type. These nanmes MJST begin with a letter, and only
contain ASCI| letters, digit characters and hyphens. They are case
insensitive. (These ASCI|I characters are identical to | SO 10646
characters whose UTF-8 encoding is a single byte between 0x00 and
Ox7F.)

If the server has a textual nane for an attribute type, it MJST use a
textual name for attributes returned in search results. The dotted-
deci mal OBJECT IDENTIFIER is only used if there is no textual nane
for an attribute type.

Attribute type textual names are non-unique, as two different
specifications (neither in standards track RFCs) may choose the sane
name.

A server which masters or shadows entries SHOULD list all the
attribute types it supports in the subschema entries, using the

attri buteTypes attribute. Servers which support an open-ended set of
attri butes SHOULD i nclude at least the attributeTypes value for the
"objectC ass’ attribute. Cients MAY retrieve the attributeTypes

val ue from subschema entries in order to obtain the OBJECT | DENTI FI ER
and other information associated with attribute types.
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Sone attribute type names which are used in this version of LDAP are
described in [5]. Servers may inplenment additional attribute types.

4.1.5. Attribute Description
An AttributeDescription is a superset of the definition of the
AttributeType. It has the same ASN. 1 definition, but allows
addi tional options to be specified. They are also case insensitive.

AttributeDescription ::= LDAPString

A value of AttributeDescription is based on the foll ow ng BNF:

<AttributeDescription> ::= <AttributeType> [ ";" <options> ]
<options> = <option> | <option> ";" <options>
<opti on> .1 = <opt-char> <opt - char>*

ASCI | - equi val ent letters, nunmbers and hyphen

<opt-char> ::
Exanpl es of valid AttributeDescription:

cn
userCertificate; binary

One option, "binary", is defined in this docunent. Additional
options may be defined in | ETF standards-track and experinmental RFCs.
Options beginning with "x-" are reserved for private experinents.
Any option could be associated with any Attri buteType, although not
all conbi nati ons may be supported by a server.

An AttributeDescription with one or nore options is treated as a
subtype of the attribute type without any options. Options present
in an AttributeDescription are never nutually exclusive.

| mpl enent ati ons MJUST generate the <options> list sorted in ascendi ng
order, and servers MJST treat any two AttributeDescription with the
same AttributeType and options as equivalent. A server will treat an
AttributeDescription with any options it does not inplenent as an
unrecogni zed attribute type.

The data type "AttributeDescriptionList" describes a list of 0 or
nore attribute types. (A list of zero el enents has speci al
significance in the Search request.)

AttributeDescriptionList ::= SEQUENCE OF
AttributeDescription
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4.1.5.1. Binary Option

If the "binary" option is present in an AttributeDescription, it
overrides any string-based encoding representati on defined for that
attribute in [5]. Instead the attribute is to be transferred as a

bi nary val ue encoded using the Basic Encoding Rules [11]. The syntax
of the binary value is an ASN. 1 data type definition which is
referenced by the "SYNTAX' part of the attribute type definition.

The presence or absence of the "binary" option only affects the
transfer of attribute values in protocol; servers store any
particular attribute in a single format. |If a client requests that a
server return an attribute in the binary fornmat, but the server
cannot generate that format, the server MJUST treat this attribute
type as an unrecogni zed attribute type. Simlarly, clients MJST NOT
expect servers to return an attribute in binary format if the client
requested that attribute by name w thout the binary option

This option is intended to be used with attri butes whose syntax is a
conpl ex ASN. 1 data type, and the structure of values of that type is
needed by clients. Exanples of this kind of syntax are "Certificate"
and "CertificateList".

4.1.6. Attribute Val ue

A field of type AttributeValue takes on as its value either a string
encodi ng of a AttributeValue data type, or an OCTET STRI NG cont ai ni ng
an encoded binary val ue, dependi ng on whether the "binary" option is
present in the conpanion AttributeDescription to this AttributeVal ue.

The definition of string encodings for different syntaxes and types
may be found in other docunments, and in particular [5].

AttributeVal ue ::= OCTET STRI NG

Note that there is no defined Iimt on the size of this encoding;
t hus protocol values may include multi-negabyte attributes (e.qg.
phot ogr aphs) .

Attributes may be defined which have arbitrary and non-printable
syntax. | nplenentations MJST NEI THER sinply display nor attenpt to
decode as ASN.1 a value if its syntax is not known. The

i npl erentation may attenpt to di scover the subschema of the source
entry, and retrieve the values of attributeTypes fromit.

Clients MJUST NOT send attribute values in a request which are not
valid according to the syntax defined for the attributes.
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4.1.7. Attribute Value Assertion

The AttributeVal ueAssertion type definition is simlar to the one in
the X. 500 directory standards. It contains an attribute description
and a matching rule assertion value suitable for that type.

Attribut evVal ueAssertion ::= SEQUENCE ({
attributeDesc AttributeDescription,
assertionVal ue AssertionValue }

AssertionVal ue ::= OCTET STRI NG

If the "binary" option is present in attributeDesc, this signals to
the server that the assertionValue is a binary encoding of the
assertion val ue.

For all the string-valued user attributes described in [5], the
assertion value syntax is the same as the value syntax. dients may
use attribute values as assertion values in conpare requests and
search filters.

Not e however that the assertion syntax may be different fromthe

val ue syntax for other attributes or for non-equality matching rules.
These may have an assertion syntax which contains only part of the
val ue. See section 20.2.1.8 of X 501 [6] for exanples.

4.1.8. Attribute

An attribute consists of a type and one or nore values of that type.
(Though attributes MJST have at |east one value when stored, due to
access control restrictions the set may be enpty when transferred in
protocol. This is described in section 4.5.2, concerning the
Partial Attri butelList type.)

Attribute ::= SEQUENCE {
type Attribut eDescription,
val s SET OF AttributeVval ue }

Each attribute value is distinct in the set (no duplicates). The
order of attribute values within the vals set is undefined and
i npl enent ati on- dependent, and MJST NOT be relied upon.

4.1.9. Matching Rule Identifier
A matching rule is a means of expressing how a server should conpare
an AssertionValue received in a search filter with an abstract data

value. The matching rule defines the syntax of the assertion val ue
and the process to be perfornmed in the server.
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An X. 501(1993) Matching Rule is identified in the LDAP protocol by
the printable representation of its OBJECT | DENTI FI ER, either as one
of the strings given in [5], or as decimal digits with conponents
separated by periods, e.g. "casel gnorel ASMatch" or

"1.3.6.1.4.1.453. 33. 33".

Mat chi ngRul el d :: = LDAPStri ng

Servers which support matching rules for use in the extensibl eMatch
search filter MUST list the matching rules they inplenent in
subschema entries, using the matchi ngRules attributes. The server
SHOULD al so |ist there, using the matchi ngRul eUse attribute, the
attribute types with which each matching rule can be used. Mre
information is given in section 4.4 of [5].

4.1.10. Result Message

The LDAPResult is the construct used in this protocol to return
success or failure indications fromservers to clients. In response
to various requests servers will return responses containing fields
of type LDAPResult to indicate the final status of a protocol
operation request.

LDAPResul t ::= SEQUENCE ({
resul t Code ENUMVERATED {
success (0),
operati onsError (1),
pr ot ocol Error (2),
timeLi m t Exceeded (3),
si zelLi m t Exceeded (4),
conpar eFal se (5),
conpar eTr ue (6),
aut hMet hodNot Support ed (7),
st rongAut hRequi r ed (8),
-- 9 reserved --
referral (10), -- new
adm nLi m t Exceeded (11), -- new
unavail abl eCritical Extension (12), -- new
confidentialityRequired (13), -- new
sasl| Bi ndl nProgress (14), -- new
noSuchAttri bute (16),
undefi nedAttri but eType (17),
i nappropri at eMat chi ng (18),
constraintViolation (19),
attri but eOr Val ueExi sts (20),
i nval i dAttri but eSynt ax (21),

-- 22-31 unused --
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noSuchbj ect (32),
al i asProbl em (33)
i nval i dDNSynt ax (34),
-- 35 reserved for undefined isLeaf --
al i asDer ef er enci ngPr obl em (36),

-- 37-47 unused --
i nappropri at eAut hentication (48),

i nval i dCredenti al s (49),
i nsufficientAccessRi ghts (50),
busy (51),
unavai |l abl e (52),
unwi I I'i ngToPer form (53),
| oopDet ect (54),
-- 55-63 unused --
nami ngVi ol ati on (64),
obj ect O assVi ol ati on (65),
not Al | onedOnNonLeaf (66),
not Al I owedOnRDN (67),
entryAl readyExi sts (68),

obj ect G assModsPr ohi bi t ed (69),
-- 70 reserved for CLDAP --

af fect sMul ti pl eDSAs (71), -- new
-- 72-79 unused --
ot her (80) 1},
-- 81-90 reserved for APls --
mat chedDN L DAPDN,
error Message LDAPSt ri ng,
referral [3] Referral OPTIONAL }

Al'l the result codes with the exception of success, conpareFal se and
conpareTrue are to be treated as neaning the operation could not be
conpleted in its entirety.

Most of the result codes are based on problemindications from X 511
error data types. Result codes from16 to 21 indicate an
AttributeProblem codes 32, 33, 34 and 36 indicate a NaneProbl em
codes 48, 49 and 50 indicate a SecurityProblem codes 51 to 54

i ndicate a ServiceProblem and codes 64 to 69 and 71 indicates an
Updat ePr obl em

If a client receives a result code which is not |isted above, it is
to be treated as an unknown error condition

The errorMessage field of this construct nay, at the server’s option,
be used to return a string containing a textual, human-readabl e
(terminal control and page formatting characters shoul d be avoi ded)
error diagnostic. As this error diagnostic is not standardized,
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i npl erentati ons MJUST NOT rely on the values returned. |If the server
chooses not to return a textual diagnostic, the errorMessage field of
the LDAPResult type MJST contain a zero length string.

For result codes of noSuchObject, aliasProblem invali dDNSyntax and
al i asDer ef erenci ngProbl em the matchedDN field is set to the nanme of
the lowest entry (object or alias) in the directory that was mat ched.
If no aliases were dereferenced while attenpting to | ocate the entry,
this will be a truncated form of the nane provided, or if aliases
wer e dereferenced, of the resulting nane, as defined in section 12.5
of X.511 [8]. The matchedDN field is to be set to a zero length
string with all other result codes.

4.1.11. Referra

The referral error indicates that the contacted server does not hold
the target entry of the request. The referral field is present in an
LDAPResult if the LDAPResult.resultCode field value is referral, and
absent with all other result codes. It contains a reference to

anot her server (or set of servers) which may be accessed via LDAP or
ot her protocols. Referrals can be returned in response to any
operation request (except unbind and abandon which do not have
responses). At |east one URL MJST be present in the Referral.

The referral is not returned for a singlelLevel or whol eSubtree search
in which the search scope spans nultiple nanming contexts, and severa
different servers would need to be contacted to conplete the
operation. Instead, continuation references, described in section
4.5.3, are returned.

Referral ::= SEQUENCE OF LDAPURL -- one or nore

LDAPURL ::= LDAPString -- limted to characters permtted in URLs
If the client wi shes to progress the operation, it MJST follow the
referral by contacting any one of servers. Al the URLs MIST be
equal |l y capabl e of being used to progress the operation. (The
nmechani sns for howthis is achieved by multiple servers are outside
t he scope of this docunent.)

URLs for servers inplenmenting the LDAP protocol are witten according

to [9]. If an alias was dereferenced, the <dn> part of the URL MJUST
be present, with the new target object nanme. |If the <dn> part is
present, the client MJUST use this name in its next request to
progress the operation, and if it is not present the client will use

the same nanme as in the original request. Sone servers (e.g.
participating in distributed indexing) nmay provide a different filter
inareferral for a search operation. |If the filter part of the URL
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is present in an LDAPURL, the client MJST use this filter in its next
request to progress this search, and if it is not present the client
MUST use the sanme filter as it used for that search. Oher aspects
of the new request may be the same or different as the request which
generated the referral

Note that UTF-8 characters appearing in a DN or search filter nmay not
be legal for URLs (e.g. spaces) and MJST be escaped using the %
method in RFC 1738 [7].

O her kinds of URLs nay be returned, so long as the operation could
be performed using that protocol.

4.1.12. Controls

A control is a way to specify extension information. Controls which
are sent as part of a request apply only to that request and are not

saved.
Controls ::= SEQUENCE OF Contr ol
Control ::= SEQUENCE {
control Type LDAPQ D,
criticality BOOLEAN DEFAULT FALSE,
control Val ue OCTET STRI NG OPTI ONAL }

The control Type field MIUST be a UTF-8 encoded dotted-deci ma
representation of an OBJECT | DENTI FI ER whi ch uniquely identifies the
control. This prevents conflicts between control names.

The criticality field is either TRUE or FALSE.

If the server recognizes the control type and it is appropriate for
the operation, the server will make use of the control when
perforning the operation.

If the server does not recognhize the control type and the criticality
field is TRUE, the server MJUST NOT performthe operation, and MJST
instead return the resultCode unsupportedCritical Ext ensi on.

If the control is not appropriate for the operation and criticality
field is TRUE, the server MJUST NOT performthe operation, and MJST
instead return the resultCode unsupportedCritical Ext ensi on.

If the control is unrecognized or inappropriate but the criticality
field is FALSE, the server MJST ignore the control
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The control Val ue contains any informati on associated with the

control, and its format is defined for the control. The server MJST
be prepared to handle arbitrary contents of the control Val ue oct et
string, including zero bytes. It is absent only if there is no value

i nformation which is associated with a control of its type.

Thi s docunent does not define any controls. Controls nay be defined
in other docunments. The definition of a control consists of:

- the OBJECT | DENTI FI ER assigned to the control

- whether the control is always noncritical, always critical, or
critical at the client’s option

- the format of the control Value contents of the control

Servers list the controls which they recognize in the
supportedControl attribute in the root DSE.

4.2. Bind Operation

The function of the Bind Operation is to allow authentication
i nformati on to be exchanged between the client and server.

The Bind Request is defined as follows:

Bi ndRequest ::= [ APPLI CATI ON 0] SEQUENCE ({

version INTEGER (1 .. 127),

nane L DAPDN,

aut henti cati on Aut henti cat i onChoi ce }
Aut henti cati onChoice ::= CHO CE {

sinpl e [0] OCTET STRI NG

-- 1 and 2 reserved

sasl [3] Sasl Credentials }
Sasl Credentials ::= SEQUENCE {

nmechani sm LDAPSt ri ng,

credential s OCTET STRI NG OPTI ONAL }

Parameters of the Bind Request are:

- version: A version nunber indicating the version of the protocol to
be used in this protocol session. This docunent describes version
3 of the LDAP protocol. Note that there is no version negotiation,
and the client just sets this parameter to the version it desires.
If the client requests protocol version 2, a server that supports
the version 2 protocol as described in [2] will not return any v3-
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specific protocol fields. (Note that not all LDAP servers wll
support protocol version 2, since they nmay be unable to generate
the attribute syntaxes associated with version 2.)

- name: The nane of the directory object that the client w shes to
bind as. This field may take on a null value (a zero length
string) for the purposes of anonynous binds, when authentication
has been performed at a |l ower |ayer, or when using SASL credentials
with a mechanismthat includes the LDAPDN in the credentials.

- authentication: information used to authenticate the name, if any,
provided in the Bind Request.

Upon recei pt of a Bind Request, a protocol server will authenticate
the requesting client, if necessary. The server will then return a
Bi nd Response to the client indicating the status of the

aut henti cati on.

Aut horization is the use of this authentication informtion when
perform ng operations. Authorization MAY be affected by factors
outsi de of the LDAP Bind request, such as | ower |ayer security
servi ces.

4.2.1. Sequencing of the Bind Request

For sone SASL aut hentication nmechanisns, it may be necessary for the
client to invoke the BindRequest nultiple tines. |If at any stage the
client wishes to abort the bind process it MAY unbind and then drop

t he underlying connection. Cients MJUST NOT invoke operations
between two Bind requests made as part of a nulti-stage bind.

A client may abort a SASL bi nd negotiation by sending a Bi ndRequest
wth a different value in the mechanismfield of Sasl Credentials, or
an Aut henticati onChoi ce other than sasl.

If the client sends a Bi ndRequest with the sasl mechanismfield as an
enpty string, the server MJST return a Bi ndResponse with

aut hMet hodNot Supported as the resultCode. This will allowclients to
abort a negotiation if it wshes to try again with the same SASL
mechani sm

Unli ke LDAP v2, the client need not send a Bind Request in the first
PDU of the connection. The client may request any operations and the
server MJUST treat these as unauthenticated. If the server requires
that the client bind before browsing or nodifying the directory, the
server MAY reject a request other than binding, unbinding or an
extended request with the "operationsError" result.
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If the client did not bind before sending a request and receives an
operationsError, it nmay then send a Bind Request. |If this also fails
or the client chooses not to bind on the existing connection, it wll
cl ose the connection, reopen it and begin again by first sending a
PDU with a Bind Request. This will aid in interoperating with
servers inplenenting other versions of LDAP.

Clients MAY send multiple bind requests on a connection to change
their credentials. A subsequent bind process has the effect of
abandoni ng all operations outstanding on the connection. (This
sinplifies server inplenmentation.) Authentication fromearlier binds
are subsequently ignored, and so if the bind fails, the connection
will be treated as anonynous. |If a SASL transfer encryption or
integrity mechani sm has been negoti ated, and that nmechani sm does not
support the changing of credentials fromone identity to another

then the client MJST instead establish a new connecti on.

4.2.2. Authentication and Qther Security Services

The sinple authentication option provides mnimal authentication
facilities, with the contents of the authentication field consisting
only of a cleartext password. Note that the use of cleartext
passwords is not reconmended over open networks when there is no

aut hentication or encryption being perforned by a | ower |ayer; see
the "Security Considerations" section

If no authentication is to be perforned, then the sinple

aut hentication opti on MUST be chosen, and the password be of zero
length. (This is often done by LDAPv2 clients.) Typically the DNis
al so of zero | ength.

The sasl choice allows for any mechani sm defined for use with SASL
[12]. The nmechanismfield contains the name of the nechanism The
credentials field contains the arbitrary data used for

aut henti cation, inside an OCTET STRI NG w apper. Note that unlike
some Internet application protocols where SASL is used, LDAP is not
t ext - based, thus no base64 transformations are perforned on the
credenti al s.

I f any SASL-based integrity or confidentiality services are enabl ed,
they take effect following the transm ssion by the server and
reception by the client of the final BindResponse with resultCode
success.

The client can request that the server use authentication information
froma |ower |ayer protocol by using the SASL EXTERNAL nechani sm
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4.2.3. Bind Response
The Bi nd Response is defined as follows.

Bi ndResponse ::= [ APPLI CATI ON 1] SEQUENCE ({
COVPONENTS OF LDAPResul t,
server Sasl Creds [ 7] OCTET STRI NG OPTI ONAL }

Bi ndResponse consists sinply of an indication fromthe server of he
status of the client’s request for authentication.

f the bind was successful, the resultCode will be success, therw se
it wll be one of:

- operationsError: server encountered an internal error,

- protocol Error: unrecogni zed version nunber or incorrect PDU
structure,

- aut hMet hodNot Supported: unrecogni zed SASL nechani sm nane,

- strongAut hRequi red: the server requires authentication be
perfornmed with a SASL mechani sm

- referral: this server cannot accept this bind and the client
shoul d try anot her

- sasl Bi ndl nProgress: the server requires the client to send a
new bi nd request, with the sane sasl nechanism to continue the
aut henti cati on process,

- inappropriateAut hentication: the server requires the client
whi ch had attenpted to bind anonynously or w thout supplying
credentials to provide sonme form of credential s,

- invalidCredentials: the wong password was supplied or the SASL
credentials could not be processed,

- unavail able: the server is shutting down.

If the server does not support the client’s requested protocol
version, it MJST set the resultCode to protocol Error

If the client receives a Bi ndResponse response where the resultCode
was protocol Error, it MJST cl ose the connection as the server will be
unwi I ling to accept further operations. (This is for conpatibility
with earlier versions of LDAP, in which the bind was always the first
operation, and there was no negoti ation.)
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The server Sasl Creds are used as part of a SASL-defined bind nechani sm
to allow the client to authenticate the server to which it is

conmuni cating, or to perform "chall enge-response” authentication. If
the client bound with the password choice, or the SASL mechani sm does
not require the server to return infornmation to the client, then this
field is not to be included in the result.

4.3. Unbind Operation

The function of the Unbind Operation is to ternminate a protocol
session. The Unbind Operation is defined as follows:

Unbi ndRequest ::= [ APPLI CATI ON 2] NULL

The Unbi nd Operation has no response defined. Upon transnission of an
Unbi ndRequest, a protocol client may assume that the protocol session
is ternminated. Upon receipt of an Unbi ndRequest, a protocol server
may assune that the requesting client has terninated the session and
that all outstanding requests may be di scarded, and nay cl ose the
connecti on.

4.4. Unsolicited Notification

An unsolicited notification is an LDAPMessage sent fromthe server to
the client which is not in response to any LDAPMessage received by
the server. It is used to signal an extraordinary condition in the
server or in the connection between the client and the server. The
notification is of an advisory nature, and the server will not expect
any response to be returned fromthe client.

The unsolicited notification is structured as an LDAPMessage in which
the nmessagelD is 0 and protocol O is of the extendedResp form The
responseNane field of the ExtendedResponse is present. The LDAPA D
val ue MJUST be unique for this notification, and not be used in any

ot her situation

One unsolicited notification is defined in this docunent.
4.4.1. Notice of Disconnection

This notification my be used by the server to advise the client that
the server is about to close the connection due to an error
condition. Note that this notification is NOT a response to an

unbi nd requested by the client: the server MJIST foll ow the procedures
of section 4.3. This notification is intended to assist clients in

di stingui shing between an error condition and a transi ent network
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failure. As with a connection close due to network failure, the
client MUST NOT assune that any outstandi ng requests which nodified
the directory have succeeded or fail ed.

The responseNane is 1.3.6.1.4.1.1466. 20036, the response field is
absent, and the resultCode is used to indicate the reason for the
di sconnecti on.

The followi ng resultCode values are to be used in this notification

- protocol Error: The server has received data fromthe client in
whi ch
t he LDAPMessage structure coul d not be parsed.

- strongAut hRequired: The server has detected that an established
underlying security association protecting comuni cation between
the client and server has unexpectedly failed or been conpronised.

- unavail able: This server will stop accepting new connections and
operations on all existing connections, and be unavailable for an
extended period of time. The client may make use of an alternative
server.

After sending this notice, the server MIST cl ose the connection
After receiving this notice, the client MUST NOT transmt any further
on the connection, and may abruptly cl ose the connection.

4.5. Search Qperation

The Search Operation allows a client to request that a search be
performed on its behalf by a server. This can be used to read
attributes froma single entry, fromentries inmedi ately bel ow a
particular entry, or a whole subtree of entries.

4.5.1. Search Request

The Search Request is defined as foll ows:

Sear chRequest ::= [ APPLI CATI ON 3] SEQUENCE ({

basej ect L DAPDN,

scope ENUMVERATED {
basej ect (0),
si ngl eLevel (1),
whol eSubt ree (2) },

deref Al i ases ENUMVERATED {
never Der ef Al i ases (0),
der ef I nSear chi ng (1),
der ef Fi ndi ngBase(bj (2),
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der ef Al ways (3) },

sizeLimt I NTEGER (O .. nmaxlnt),

timeLimt I NTEGER (O .. nmaxlnt),

typesOnly BOOLEAN,

filter Filter,

attributes Attribut eDescriptionList }

Filter ::= CHO CE {

and [0] SET OF Filter,

or [1] SET OF Filter,

not [2] Filter,

equal i tyMat ch
substrings

gr eat er O Equal
| essOr Equal

pr esent [ 7]
appr oxMat ch [ 8]
ext ensi bl eMat ch [ 9]

[ 3]
[ 4]
[ 5]
[ 6]

Attri but evVal ueAssertion,
SubstringFilter,

Attri but evVal ueAssertion,
Attri but evVal ueAssertion,
AttributeDescription,
Attri but evVal ueAssertion,
Mat chi ngRul eAssertion }

SubstringFilter ::= SEQUENCE {
type Attribut eDescription,
-- at least one nust be present
substrings SEQUENCE OF CHQO CE {
initial [0] LDAPString,
any [1] LDAPStri ng,
final [2] LDAPString } }

Mat chi ngRul eAssertion ::
mat chi ngRul e
type
mat chVal ue
dnAttri butes

[ 1]
[ 2]
[ 3]
[ 4]

Paraneters of the Search Request

SEQUENCE {

Mat chi ngRul el d OPTI ONAL,
Attribut eDescription OPTI ONAL,
AssertionVal ue,

BOOLEAN DEFAULT FALSE }

ar e:

is the base object entry relative to

to the

- basebj ect: An LDAPDN t hat
whi ch the search is to be perforned.

- scope: An indicator of the scope of the search to be perforned. The
semanti cs of the possible values of this field are identical
semantics of the scope field in the X 511 Search Operati on.

Wahl ,

deref Al i ases:

X.501) are to be handled in searching.
possi bl e values of this field are:

et.

never Der ef Al i ases:

or

al .

An indicator as to how alias objects (as defined in

The semantics of the

do not dereference aliases in searching

in locating the base object of the search;
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derefl nSearching: dereference aliases in subordinates of
the base object in searching, but not in |ocating the
base object of the search

der ef Fi ndi ngBaseOhj : dereference aliases in |ocating
t he base object of the search, but not when searching
subordi nates of the base object;

deref Al ways: dereference aliases both in searching and in
| ocating the base object of the search

sizelimt: Asizelinmt that restricts the maxi num nunber of entries
to be returned as a result of the search. A value of 0 in this
field indicates that no client-requested sizelimt restrictions are
in effect for the search. Servers may enforce a maxi mum nunber of
entries to return.

timelimt: Atinelimt that restricts the maximumtine (in seconds)
allowed for a search. A value of 0 in this field indicates that no
client-requested tinelinmt restrictions are in effect for the

sear ch.

typesOnly: An indicator as to whether search results will contain
both attribute types and values, or just attribute types. Setting
this field to TRUE causes only attribute types (no values) to be
returned. Setting this field to FALSE causes both attribute types
and val ues to be returned.

filter: Afilter that defines the conditions that nust be fulfilled
in order for the search to natch a given entry.

The "and’, 'or’ and 'not’ choices can be used to form conbinati ons of
filters. At least one filter elenent MJST be present in an 'and or
"or’ choice. The others nmatch agai nst individual attribute val ues of
entries in the scope of the search. (Inplenentor’s note: the 'not’
filter is an exanple of a tagged choice in an inplicitly-tagged
nmodule. |In BERthis is treated as if the tag was explicit.)

A server MJST evaluate filters according to the three-valued |ogic
of X.511(93) section 7.8.1. In sunmary, a filter is evaluated to
either "TRUE", "FALSE" or "Undefined". |If the filter evaluates

to TRUE for a particular entry, then the attributes of that entry
are returned as part of the search result (subject to any applicable
access control restrictions). If the filter evaluates to FALSE or
Undefined, then the entry is ignored for the search
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Afilter of the "and" choice is TRUE if all the filters in the SET
OF evaluate to TRUE, FALSE if at |least one filter is FALSE, and
otherwi se Undefined. A filter of the "or" choice is FALSE if al

of the filters in the SET OF evaluate to FALSE, TRUE if at | east
one filter is TRUE, and Undefi ned otherwise. A filter of the "not"
choice is TRUE if the filter being negated is FALSE, FALSE if it is
TRUE, and Undefined if it is Undefined.

The present match evaluates to TRUE where there is an attribute or
subtype of the specified attribute description present in an entry,
and FALSE ot herwi se (including a presence test with an unrecogni zed
attri bute description.)

The extensibleMatch is newin this version of LDAP. |If the

mat chi ngRul e field is absent, the type field MJST be present, and
the equality match is perforned for that type. |If the type fieldis
absent and matchingRule is present, the matchValue is conpared
against all attributes in an entry which support that matchi ngRul e,
and the mat chi ngRul e determ nes the syntax for the assertion val ue
(the filter itemevaluates to TRUE if it matches with at | east

one attribute in the entry, FALSE if it does not match any attribute
in the entry, and Undefined if the matchingRule is not recognized

or the assertionValue cannot be parsed.) |If the type field is
present and matchingRule is present, the matchingRul e MUST be one
permitted for use with that type, otherwise the filter itemis
undefined. |If the dnAttributes field is set to TRUE, the match is
applied against all the attributes in an entry’s distingui shed nane
as well, and also evaluates to TRUE if there is at |east one
attribute in the distinguished nane for which the filter item
evaluates to TRUE. (Editors note: The dnAttributes field is present
so that there does not need to be nultiple versions of generic

mat chi ng rul es such as for word matching, one to apply to entries
and another to apply to entries and dn attributes as well).

Afilter itemevaluates to Undefined when the server would not

be able to determ ne whether the assertion value matches an

entry. If an attribute description in an equalityMatch, substrings,
greater Or Equal , | essOrEqual , approxMatch or extensi bl eMatch

filter is not recognized by the server, a matching rule id in the
extensi bl eMatch is not recognized by the server, the assertion

val ue cannot be parsed, or the type of filtering requested is not

i npl enented, then the filter is Undefined. Thus for exanple if a
server did not recognize the attribute type shoeSize, a filter of
(shoeSi ze=*) would evaluate to FALSE, and the filters (shoeSize=12),
(shoeSi ze>=12) and (shoeSi ze<=12) woul d eval uate to Undefi ned.
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Servers MUST NOT return errors if attribute descriptions or matching
rule ids are not recogni zed, or assertion values cannot be parsed.
More details of filter processing are given in section 7.8 of X 511

[8].

- attributes: Alist of the attributes to be returned fromeach entry
whi ch matches the search filter. There are two special val ues which
may be used: an enpty list with no attributes, and the attribute
description string "*". Both of these signify that all user
attributes are to be returned. (The "*" allows the client to
request all user attributes in addition to specific operational
attributes).

Attributes MIUST be naned at nost once in the list, and are returned
at nost once in an entry. If there are attribute descriptions in
the list which are not recognized, they are ignored by the server.

If the client does not want any attributes returned, it can specify
a list containing only the attribute with OD "1.1". This OD was
chosen arbitrarily and does not correspond to any attribute in use.

Client inplementors should note that even if all user attributes are
requested, sonme attributes of the entry nmay not be included in
search results due to access control or other restrictions.
Furthernmore, servers will not return operational attributes, such

as objectC asses or attributeTypes, unless they are |isted by nane,
since there nay be extrenely | arge nunber of values for certain
operational attributes. (A list of operational attributes for use

in LDAP is given in [5].)

Note that an X. 500 "list"-like operation can be enulated by the client
requesting a one-level LDAP search operation with a filter checking
for the existence of the objectC ass attribute, and that an X 500
"read"-1i ke operation can be ermul ated by a base object LDAP search
operation with the sanme filter. A server which provides a gateway to
X.500 is not required to use the Read or List operations, although it
may choose to do so, and if it does nust provide the sane semantics
as the X. 500 search operation

4.5.2. Search Result

The results of the search attenpted by the server upon receipt of a
Search Request are returned in Search Responses, which are LDAP
nmessages containing either SearchResultEntry, SearchResult Reference,
Ext endedResponse or SearchResul t Done data types.

SearchResul tEntry ::= [ APPLI CATI ON 4] SEQUENCE {
obj ect Nane L DAPDN,
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attributes Partial Attri buteList }

Partial AttributelList ::= SEQUENCE OF SEQUENCE {

type Attribut eDescription,

val s SET OF AttributeVval ue }
-- inplenentors should note that the Partial AttributeList may
-- have zero elenents (if none of the attributes of that entry
-- were requested, or could be returned), and that the vals set
-- may al so have zero elenents (if types only was requested, or
-- all values were excluded fromthe result.)

SearchResul t Ref erence ::= [ APPLI CATI ON 19] SEQUENCE OF LDAPURL
-- at |l east one LDAPURL el ement mnust be present

Sear chResul t Done ::= [ APPLI CATI ON 5] LDAPResul t

Upon receipt of a Search Request, a server will performthe necessary
search of the D T.

If the LDAP session is operating over a connection-oriented transport
such as TCP, the server will return to the client a sequence of
responses in separate LDAP nessages. There nay be zero or nore
responses contai ni ng SearchResultEntry, one for each entry found
during the search. There may al so be zero or nore responses
cont ai ni ng Sear chResul t Ref erence, one for each area not explored by
this server during the search. The SearchResul tEntry and

Sear chResul t Ref erence PDUs nmay cone in any order. Following all the
Sear chResul t Ref erence responses and all SearchResul tEntry responses
to be returned by the server, the server will return a response
contai ning the SearchResul t Done, which contains an indication of
success, or detailing any errors that have occurred.

Each entry returned in a SearchResultEntry will contain al

attri butes, conplete with associated values if necessary, as
specified in the attributes field of the Search Request. Return of
attributes is subject to access control and other adninistrative
policy. Some attributes nay be returned in binary format (indicated
by the AttributeDescription in the response having the binary option
present).

Sone attributes may be constructed by the server and appear in a
SearchResul tEntry attribute list, although they are not stored
attributes of an entry. dients MJST NOT assunme that all attributes
can be nodified, even if permtted by access control.

LDAPMessage responses of the ExtendedResponse formare reserved for

returning informati on associated with a control requested by the
client. These may be defined in future versions of this docunent.
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4.5.3. Continuation References in the Search Result

If the server was able to locate the entry referred to by the
baseCbj ect but was unable to search all the entries in the scope at
and under the baseObject, the server may return one or nore

Sear chResul t Ref erence, each containing a reference to another set of
servers for continuing the operation. A server MJST NOT return any
SearchResul t Reference if it has not |ocated the baseObject and

thus has not searched any entries; in this case it would return a
Sear chResul t Done containing a referral result Code.

In the absence of indexing information provided to a server from
servers hol di ng subordi nate nam ng contexts, SearchResul t Reference
responses are not affected by search filters and are al ways returned
when i n scope.

The SearchResul tReference is of the sane data type as the Referral
URLs for servers inplenmenting the LDAP protocol are witten according
to [9]. The <dn> part MJST be present in the URL, with the new target
obj ect name. The client MJST use this name in its next request.

Sone servers (e.g. part of a distributed i ndex exchange systen) may
provide a different filter in the URLs of the SearchResul t Ref erence.
If the filter part of the URL is present in an LDAP URL, the client
MUST use the new filter in its next request to progress the search
and if the filter part is absent the client will use again the sane
filter. Qher aspects of the new search request may be the sane or
different as the search which generated the continuation references.

O her kinds of URLs nmay be returned so long as the operation could be
perforned using that protocol.

The name of an unexpl ored subtree in a SearchResul t Ref erence need not
be subordinate to the base object.

In order to conplete the search, the client MJST i ssue a new search
operation for each SearchResultReference that is returned. Note that
t he abandon operation described in section 4.11 applies only to a
particul ar operation sent on a connection between a client and server,
and if the client has nultiple outstanding search operations to
different servers, it MJST abandon each operation individually.

4.5.3.1. Exampl e
For exampl e, suppose the contacted server (hosta) holds the entry
"O=MNN, C=WW and the entry "CN=Manager, O=MNN, C=WV . |t knows that

ei ther LDAP-capabl e servers (hostb) or (hostc) hold
" OU=Peopl e, O=M\N, WV (one is the naster and the other server a
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shadow), and that LDAP-capable server (hostd) holds the subtree
"OkERol es, O=M\N, C=WV. If a subtree search of "O=M\N, C=\WV is
requested to the contacted server, it nmay return the follow ng:

Sear chResul t Entry for O=M\N, C=-WV
SearchResul t Entry for CN=Manager, O=M\N, C=\WV
Sear chResul t Ref erence {

| dap: // host b/ OQU=Peopl e, O=MNN, C=\WV

| dap: // host ¢/ OQU=Peopl e, O=NN, C=\WV
}
Sear chResul t Ref erence {

| dap:// host d/ OU=Rol es, O=M\N, C=\\WW
}

Sear chResul t Done (success)

Client inplementors should note that when follow ng a

Sear chResul t Ref erence, additional SearchResult Ref erence may be
generated. Continuing the exanple, if the client contacted the
server (hostb) and issued the search for the subtree

"OU=Peopl e, O=M\N, =WV, the server night respond as foll ows:

Sear chResul t Entry for OU=Peopl e, O=M\N, C=-\WV
Sear chResul t Ref erence {
| dap: // host e/ OU=Manager s, OU=Peopl e, O=M\N, C=\WW
}
Sear chResul t Ref erence {
| dap: // hostf/ OQU=Consul t ant s, OU=Peopl e, O=VMNN, C=\WV
}

Sear chResul t Done (success)

If the contacted server does not hold the base object for the search,
then it will return a referral to the client. For exanple, if the
client requests a subtree search of "O=XYZ, C=US" to hosta, the server
may return only a SearchResul t Done containing a referral.

Sear chResul t Done (referral) {
| dap: // host g/

}
4.6. Mdify Operation

The Modify Operation allows a client to request that a nodification
of an entry be perfornmed on its behalf by a server. The Mdify
Request is defined as foll ows:

Modi f yRequest ::= [ APPLI CATI ON 6] SEQUENCE ({

obj ect L DAPDN,
nodi fi cation SEQUENCE OF SEQUENCE ({
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operation ENUMERATED ({
add (0),
delete (1),

replace (2) },
nodi fi cation Attribut eTypeAndVal ues } }

Attribut eTypeAndVal ues ::= SEQUENCE {
type Attribut eDescription,
val s SET OF Attri buteVal ue }

Paranmeters of the Modify Request are:

- object: The object to be nodified. The value of this field contains
the DN of the entry to be nodified. The server will not perform
any alias dereferencing in determning the object to be nodified.

- nodification: Alist of nodifications to be performed on the entry.
The entire list of entry nodifications MJST be perfornmnmed
in the order they are listed, as a single atonic operation. Wile
i ndi vidual nodifications nay violate the directory schena, the
resulting entry after the entire list of nodifications is perforned
MJUST conformto the requirenments of the directory schema. The
val ues that may be taken on by the ’'operation’ field in each
nodi fi cation construct have the foll owi ng semantics respectively:

add: add values listed to the given attribute, creating
the attribute if necessary;

delete: delete values listed fromthe given attribute,
renoving the entire attribute if no values are listed, or
if all current values of the attribute are listed for

del eti on;

replace: replace all existing values of the given attribute
with the new values listed, creating the attribute if it
did not already exist. A replace with no value will delete
the entire attribute if it exists, and is ignored if the
attri bute does not exist.

The result of the nodify attenpted by the server upon receipt of a
Modi fy Request is returned in a Modify Response, defined as foll ows:

Modi f yResponse :: = [ APPLI CATI ON 7] LDAPResul t

Upon receipt of a Mdify Request, a server will performthe necessary
nodi fications to the DIT.
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The server will return to the client a single Mdify Response
indicating either the successful completion of the DI T nodification
or the reason that the nodification failed. Note that due to the
requirement for atomicity in applying the list of nodifications in
the Mbdify Request, the client may expect that no nodifications of
the DIT have been perforned if the Mddify Response received indicates
any sort of error, and that all requested nodifications have been
perforned if the Mddi fy Response indicates successful conpletion of
the Modify Operation. |f the connection fails, whether the

nodi fication occurred or not is indetermnate.

The Modify Operation cannot be used to renobve froman entry any of
its distinguished values, those values which formthe entry’s

rel ative distinguished nanme. An attenpt to do so will result in the
server returning the error not Al ownedOnRDN. The Modify DN Operation
described in section 4.9 is used to renane an entry.

If an equality match filter has not been defined for an attribute type,
clients MJST NOT attenpt to delete individual values of that attribute
froman entry using the "delete" formof a nodification, and MJST

i nstead use the "replace" form

Note that due to the sinplifications made in LDAP, there is not a

di rect mapping of the nodifications in an LDAP MdifyRequest onto the
EntryModi fications of a DAP Mddi fyEntry operation, and different

i npl ement ati ons of LDAP-DAP gat eways may use di fferent neans of
representing the change. |If successful, the final effect of the
operations on the entry MJST be identical

4.7. Add Operation

The Add Operation allows a client to request the addition of an entry
into the directory. The Add Request is defined as foll ows:

AddRequest ::= [ APPLI CATI ON 8] SEQUENCE {
entry L DAPDN,
attributes AttributeList }

AttributeList ::= SEQUENCE OF SEQUENCE ({

type Attribut eDescription,
val s SET OF Attri buteVal ue }

Parameters of the Add Request are:
- entry: the Distinguished Name of the entry to be added. Note that

the server will not dereference any aliases in |ocating the entry
to be added.
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- attributes: the list of attributes that nake up the content of the
entry being added. dients MJST include distinguished val ues
(those forming the entry’s own RDN) in this list, the objectd ass
attribute, and values of any nandatory attributes of the |listed
obj ect classes. dients MJST NOT supply the createTi mestanp or
creatorsNanme attributes, since these will be generated
automatically by the server.

The entry nanmed in the entry field of the AddRequest MJUST NOT exi st
for the AddRequest to succeed. The parent of the entry to be added
MJST exist. For exanple, if the client attenpted to add

"CN=JS, O=Foo, C=US", the "O=Foo, C=US" entry did not exist, and the
"C=US" entry did exist, then the server would return the error
noSuchObj ect with the matchedDN field containing "C=US". If the
parent entry exists but is not in a nam ng context held by the
server, the server SHOULD return a referral to the server holding the
parent entry.

Servers inmplenmentati ons SHOULD NOT restrict where entries can be
located in the directory. Sone servers MAY allow the admi nistrator
to restrict the classes of entries which can be added to the

directory.
Upon recei pt of an Add Request, a server will attenpt to performthe
add requested. The result of the add attenpt will be returned to the

client in the Add Response, defined as foll ows:
AddResponse ::= [ APPLI CATI ON 9] LDAPResult

A response of success indicates that the new entry is present in the
directory.

4.8. Delete Qperation

The Delete Operation allows a client to request the renmpoval of an
entry fromthe directory. The Del ete Request is defined as foll ows:

Del Request ::= [ APPLI CATI ON 10] LDAPDN

The Del ete Request consists of the Distinguished Nane of the entry to
be deleted. Note that the server will not dereference aliases while
resolving the nane of the target entry to be renoved, and that only

| eaf entries (those with no subordinate entries) can be deleted with
this operation.

The result of the delete attenpted by the server upon receipt of a

Del ete Request is returned in the Del ete Response, defined as
foll ows:
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Del Response ::= [ APPLI CATI ON 11] LDAPResul t
Upon receipt of a Delete Request, a server will attenpt to perform
the entry renoval requested. The result of the delete attenpt will be

returned to the client in the Del ete Response.
4.9. Modify DN Operation

The Modify DN Operation allows a client to change the | eftnost (I east
significant) conponent of the name of an entry in the directory, or
to nove a subtree of entries to a new location in the directory. The
Modi fy DN Request is defined as foll ows:

Modi f yDNRequest ::= [ APPLI CATI ON 12] SEQUENCE {
entry LDAPDN,
new dn Rel ati veLDAPDN,
del et eol drdn BOOLEAN,
newsSuperi or [0] LDAPDN OPTI ONAL }

Parameters of the Modify DN Request are:

- entry: the Distinguished Name of the entry to be changed. This
entry may or may not have subordinate entri es.

- newdn: the RDN that will formthe | eftnost conponent of the new
nane of the entry.

- del eteol drdn: a bool ean paraneter that controls whether the old RDN
attribute values are to be retained as attributes of the entry, or
deleted fromthe entry.

- newSuperior: if present, this is the Distinguished Name of the entry
whi ch becones the i mmedi ate superior of the existing entry.

The result of the nane change attenpted by the server upon receipt of
a Modify DN Request is returned in the Mddify DN Response, defined
as foll ows:

Modi f yDNResponse :: = [ APPLI CATI ON 13] LDAPResul t
Upon recei pt of a MddifyDNRequest, a server will attenpt to
perform the nane change. The result of the nanme change attenpt will
be returned to the client in the Mdify DN Response.
For example, if the entry named in the "entry" paraneter was

"cn=John Smth, c=US", the newdn paranmeter was "cn=John Cougar Smth",
and the newSuperior paraneter was absent, then this operation would

Wahl, et. al. St andar ds Track [ Page 36]



RFC 2251 LDAPv3 Decenber 1997

attenpt to renane the entry to be "cn=John Cougar Smith,c=US". |If
there was already an entry with that nane, the operation would fai
with error code entryAl readyExi sts.

If the del eteoldrdn paraneter is TRUE, the values form ng the old
RDN are deleted fromthe entry. |If the deleteoldrdn paraneter is
FALSE, the values formng the old RDN will be retained as
non-di sti ngui shed attribute values of the entry. The server may

not performthe operation and return an error code if the setting of
t he del eteol drdn paraneter woul d cause a schema inconsistency in the
entry.

Note that X. 500 restricts the Modi fyDN operation to only affect
entries that are contained within a single server. |f the LDAP
server is mapped onto DAP, then this restriction will apply, and the
resultCode affectsMultipleDSAs will be returned if this error
occurred. In general clients MJST NOT expect to be able to perform
arbitrary novenents of entries and subtrees between servers.

4.10. Conpare Qperation
The Conpare Operation allows a client to conpare an assertion

provided with an entry in the directory. The Conpare Request is
defined as follows:

Compar eRequest ::= [ APPLI CATI ON 14] SEQUENCE {
entry LDAPDN,
ava Attri but eVal ueAssertion }

Parameters of the Conpare Request are:
- entry: the name of the entry to be conpared with.

- ava: the assertion with which an attribute in the entry is to be
conpar ed.

The result of the conpare attenpted by the server upon receipt of a
Conpare Request is returned in the Conpare Response, defined as

fol | ows:

Compar eResponse ::= [ APPLI CATI ON 15] LDAPResult
Upon recei pt of a Conpare Request, a server will attenpt to perform
the requested conpari son. The result of the conparison will be

returned to the client in the Conpare Response. Note that errors and
the result of conparison are all returned in the sane construct.
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Note that some directory systens may establish access controls which
permit the values of certain attributes (such as userPassword) to be

conpared but not read. In a search result, it nmay be that an
attribute of that type would be returned, but with an enpty set of
val ues.

4.11. Abandon Qperation

The function of the Abandon Operation is to allow a client to request
that the server abandon an outstandi ng operation. The Abandon
Request is defined as foll ows:

AbandonRequest ::= [ APPLI CATI ON 16] Messagel D

The Messagel D MUST be that of a an operation which was requested
earlier in this connection.

(The abandon request itself has its own nessage id. This is distinct
fromthe id of the earlier operation being abandoned.)

There is no response defined in the Abandon Qperation. Upon

transni ssion of an Abandon Operation, a client may expect that the
operation identified by the Message ID in the Abandon Request has
been abandoned. In the event that a server receives an Abandon
Request on a Search Qperation in the midst of transnitting responses
to the search, that server MJST cease transnitting entry responses to
t he abandoned request i mediately, and MJUST NOT send the

Sear chResponseDone. O course, the server MJST ensure that only
properly encoded LDAPMessage PDUs are transmtted.

Clients MJUST NOT send abandon requests for the same operation
multiple times, and MJST al so be prepared to receive results from
operations it has abandoned (since these may have been in transit
when t he abandon was requested).

Servers MJST di scard abandon requests for nessage |Ds they do not
recogni ze, for operations which cannot be abandoned, and for
operations which have al ready been abandoned.

4.12. Extended Operation
An ext ensi on nechani sm has been added in this version of LDAP, in
order to allow additional operations to be defined for services not

avai |l abl e el sewhere in this protocol, for instance digitally signed
operations and results.
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The extended operation allows clients to nake requests and receive
responses with predefined syntaxes and semantics. These may be
defined in RFCs or be private to particular inplenentations. Each
request MJST have a uni que OBJECT | DENTI FI ER assigned to it.

Ext endedRequest ::= [ APPLI CATI ON 23] SEQUENCE {
request Name [ 0] LDAPA D,
request Val ue [1] OCTET STRI NG OPTI ONAL }

The requestNane is a dotted-deci mal representation of the OBJECT

| DENTI FI ER corresponding to the request. The requestValue is
information in a formdefined by that request, encapsul ated inside an
OCTET STRI NG

The server will respond to this with an LDAPMessage contai ning the
Ext endedResponse.

Ext endedResponse :: = [ APPLI CATI ON 24] SEQUENCE {
COVPONENTS OF LDAPResul t,
responseNane [ 10] LDAPO D OPTI ONAL,
response [11] OCTET STRI NG OPTI ONAL }

If the server does not recognize the request nane, it MJST return
only the response fields from LDAPResult, containing the
protocol Error result code.

5. Protocol El enent Encodi ngs and Transfer

One underlying service is defined here. dients and servers SHOULD
i npl erent the mappi ng of LDAP over TCP described in 5.2.1.

5.1. Mapping Onto BER-based Transport Services
The protocol elenments of LDAP are encoded for exchange using the
Basi ¢ Encoding Rules (BER) [11] of ASN.1 [3]. However, due to the
hi gh overhead involved in using certain elenents of the BER the
follow ng additional restrictions are placed on BER-encodi ngs of LDAP
prot ocol el enents:
(1) Only the definite formof length encoding will be used.
(2) OCTET STRING values will be encoded in the primtive formonly.

(3) If the value of a BOOLEAN type is true, the encodi ng MIST have
its contents octets set to hex "FF".
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(4) If a value of a type is its default value, it MJST be absent.
Only sonme BOOLEAN and | NTEGER types have default values in this
protocol definition

These restrictions do not apply to ASN. 1 types encapsul ated insi de of
OCTET STRI NG val ues, such as attribute val ues, unless otherw se
not ed.

.2. Transfer Protocols

This protocol is designed to run over connection-oriented, reliable
transports, with all 8 bits in an octet being significant in the data
stream

.2.1. Transnission Control Protocol (TCP)

The LDAPMessage PDUs are mapped directly onto the TCP bytestream It
is recormended that server inplenmentations running over the TCP MAY
provi de a protocol listener on the assigned port, 389. Servers nay
instead provide a listener on a different port nunmber. Cients MJST
support contacting servers on any valid TCP port.

I mpl erent ati on Cui del i nes

Thi s docunent describes an Internet protocol.

.1. Server Inplenmentations

The server MJST be capable of recognizing all the mandatory attribute
type nanes and i npl enent the syntaxes specified in [5]. Servers MAY
al so recogni ze additional attribute type nanes.

.2. Cient Inplenmentations

Clients which request referrals MJST ensure that they do not | oop

bet ween servers. They MJST NOT repeatedly contact the same server for
the same request with the sane target entry name, scope and filter
Sone clients may be using a counter that is incremented each tine
referral handling occurs for an operation, and these kinds of clients
MUST be able to handle a DIT with at |least ten |ayers of nam ng
contexts between the root and a | eaf entry.

In the absence of prior agreenments with servers, clients SHOULD NOT
assume that servers support any particul ar schemas beyond those
referenced in section 6.1. Different schemas can have different
attribute types with the sanme names. The client can retrieve the
subschema entries referenced by the subschemaSubentry attribute in
the server’s root DSE or in entries held by the server
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7. Security Considerations

Wien used with a connection-oriented transport, this version of the
protocol provides facilities for the LDAP v2 authentication
nmechani sm sinpl e authentication using a cleartext password, as well
as any SASL nmechanism [12]. SASL allows for integrity and privacy
services to be negoti at ed.

It is also permitted that the server can return its credentials to
the client, if it chooses to do so.

Use of cleartext password is strongly di scouraged where the
underlying transport service cannot guarantee confidentiality and may
result in disclosure of the password to unauthorized parti es.

When used with SASL, it should be noted that the nanme field of the

Bi ndRequest is not protected against nodification. Thus if the

di sti ngui shed nane of the client (an LDAPDN) is agreed through the
negotiation of the credentials, it takes precedence over any value in
the unprotected nane field.

| mpl enent ati ons whi ch cache attributes and entries obtained via LDAP
MJST ensure that access controls are maintained if that information
is to be provided to nultiple clients, since servers nay have access
control policies which prevent the return of entries or attributes in
search results except to particular authenticated clients. For
exanpl e, caches could serve result information only to the client
whose request caused it to be cache.
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Appendi x A - Conplete ASN. 1 Definition

Li ght wei ght - Di rect ory- Access- Prot ocol - V3 DEFI NI TI ONS

IMPLICIT TAGS :: =

BEGA N
LDAPMessage :: = SEQUENCE {
messagel D Messagel D,
pr ot ocol Op CHO CE {
bi ndRequest Bi ndRequest,
bi ndResponse Bi ndResponse,
unbi ndRequest Unbi ndRequest ,
sear chRequest Sear chRequest ,
searchResEntry SearchResul tEntry,
sear chResDone Sear chResul t Done,
sear chResRef Sear chResul t Ref er ence,
nodi f yRequest Modi f yRequest ,
nodi f yResponse Modi f yResponse,
addRequest AddRequest ,
addResponse AddResponse,
del Request Del Request ,
del Response Del Response,
nodDNRequest Modi f yDNRequest ,
nodDNResponse Modi f yDNResponse,
conpar eRequest  Conpar eRequest,
conpar eResponse Conpar eResponse,
abandonRequest AbandonRequest,
ext endedReq Ext endedRequest ,
ext endedResp Ext endedResponse },
controls [0] Controls OPTI ONAL }

Messagel D ::= I NTEGER (0 .. maxlnt)

max| nt | NTEGER ::= 2147483647 -- (2""31 - 1) --

LDAPString ::= OCTET STRI NG

LDAPO D :: = OCTET STRI NG

LDAPDN :: = LDAPStri ng

Rel ati veLDAPDN :: = LDAPStri ng

AttributeType ::= LDAPString

AttributeDescription ::= LDAPString

et.
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AttributeDescriptionList ::= SEQUENCE OF
AttributeDescription

AttributeValue ::= OCTET STRI NG

Attribut evVal ueAssertion ::= SEQUENCE ({
attributeDesc AttributeDescription,
assertionValue AssertionValue }

AssertionVal ue ::= OCTET STRI NG

Attribute ::= SEQUENCE {

type Attribut eDescri ption,
val s SET OF Attri buteVal ue }

Mat chi ngRul el d :: = LDAPStri ng
LDAPResul t ::= SEQUENCE ({
resul t Code ENUMVERATED {
success (0),
oper ati onsError (1),
pr ot ocol Error (2),
timeLi m t Exceeded (3),
si zelLi m t Exceeded (4),
conpar eFal se (5),
conpar eTr ue (6),
aut hMet hodNot Support ed (7),
st rongAut hRequi r ed (8),
-- 9 reserved --

referral (10),
adm nLi m t Exceeded (11),

Decenber 1997

al .

unavail abl eCriti cal Extension (12),

confidentialityRequired (13),
sasl| Bi ndl nProgress (14),
noSuchAttri bute (16),
undefi nedAttri but eType (17),
i nappropri at eMat chi ng (18),
constraintViolation (19),
attri but eOr Val ueExi sts (20),
i nval i dAttri but eSynt ax (21),
-- 22-31 unused --
noSuchQbj ect (32),
al i asProbl em (33),
i nval i dDNSynt ax (34),

-- nhew
-- nhew
-- new
-- new
-- new

-- 35 reserved for undefined islLeaf --

al i asDer ef erenci ngPr obl em (36),
-- 37-47 unused --
i nappropri at eAut hentication (48),

St andards Track
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i nval i dCredenti al s (49),
i nsufficientAccessRi ghts (50),
busy (51),
unavai |l abl e (52),
unwi I I'i ngToPer form (53),
| oopDet ect (54),
-- 55-63 unused --
namni ngVi ol ati on (64),
obj ect O assVi ol ati on (65),
not Al | onedOnNonLeaf (66),
not Al I owedOnRDN (67),
entryAl readyExi sts (68),

obj ect G assMdsPr ohi bi t ed (69),
-- 70 reserved for CLDAP --

af fect sMul ti pl eDSAs (71), -- new
-- 72-79 unused --
ot her (80) 1},
-- 81-90 reserved for APIs --
mat chedDN L DAPDN,
error Message LDAPSt ri ng,
referral [3] Referral OPTIONAL }
Referral ::= SEQUENCE OF LDAPURL
LDAPURL ::= LDAPString -- limted to characters permtted in URLs
Controls ::= SEQUENCE OF Contr ol
Control ::= SEQUENCE {
control Type LDAPQ D,
criticality BOOLEAN DEFAULT FALSE,
control Val ue OCTET STRI NG OPTI ONAL }
Bi ndRequest ::= [ APPLI CATI ON 0] SEQUENCE ({
version INTEGER (1 .. 127),
nane L DAPDN,
aut henti cati on Aut henti cat i onChoi ce }
Aut henti cati onChoice ::= CHO CE {
sinpl e [0] OCTET STRI NG
-- 1 and 2 reserved
sasl [3] Sasl Credentials }
Sasl Credentials ::= SEQUENCE {
nmechani sm LDAPSt ri ng,
credential s OCTET STRI NG OPTI ONAL }
Bi ndResponse ::= [ APPLI CATI ON 1] SEQUENCE ({
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COVPONENTS OF LDAPResul t,

server Sasl| Cr eds
Unbi ndRequest

Sear chRequest

.1 = [ APPLI CATI ON 2]

[7] OCTET STRI NG OPTI ONAL }

NUL L

::= [ APPLI CATI ON 3] SEQUENCE {

basebj ect L DAPDN,
scope ENUMVERATED {
basej ect (0),
si ngl eLevel (1),
whol eSubt r ee (2) 1},
deref Al'i ases ENUMERATED ({
never Der ef Al i ases (0),
der ef I nSear chi ng (1),
der ef Fi ndi ngBase(bj (2),
der ef Al ways (3) },
sizeLimt I NTEGER (0 .. maxint),
timeLimt I NTEGER (0 .. maxint),
typesOnly BOOLEAN,
filter Filter,

attributes

Filter ::= CHO CE {

and

or

not

equal i tyMat ch
substrings

gr eat er Or Equal

| essOr Equal

pr esent

appr oxMat ch

ext ensi bl eMat ch

SubstringFilter

type

-- at | east one

substrings
initial
any
final

Mat chi ngRul eAssertion :
mat chi ngRul e
type
mat chVal ue
dnAttri butes

Wahl, et. al.
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Attribut eDescriptionList }

SET OF Filter,

SET OF Filter,

Filter,

Attri but evVal ueAssertion,
SubstringFilter,

Attri but evVal ueAssertion,
Attri but evVal ueAssertion,
AttributeDescription,
Attri but evVal ueAssertion,
Mat chi ngRul eAssertion }

[ O]
[ 1]
[ 2]
[ 3]
[ 4]
[ 5]
[ 6]
[ 7]
[ 8]
[9]

: = SEQUENCE {

AttributeDescription,
nmust be present
SEQUENCE OF CHO CE {
[0] LDAPString,

[1] LDAPStri ng,

[2] LDAPString } }

: = SEQUENCE {

[1] MatchingRul el d OPTI ONAL,

[2] AttributeDescription OPTI ONAL,
[ 3] AssertionVal ue,

[ 4] BOOLEAN DEFAULT FALSE }
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SearchResul tEntry ::= [ APPLI CATI ON 4] SEQUENCE {
obj ect Nane L DAPDN,
attributes Partial Attri butelList }
Partial AttributelList ::= SEQUENCE OF SEQUENCE {

type Attribut eDescription,
val s SET OF Attri buteVal ue }

SearchResul t Ref erence ::= [ APPLI CATI ON 19] SEQUENCE OF LDAPURL
SearchResul t Done ::= [ APPLI CATI ON 5] LDAPResult
Modi f yRequest ::= [ APPLI CATI ON 6] SEQUENCE ({
obj ect L DAPDN,
nodi fi cation SEQUENCE OF SEQUENCE ({
operation ENUMERATED ({
add (0),
delete (1),

replace (2) },
nodi fi cation Attri but eTypeAndVal ues } }

Attribut eTypeAndVal ues ::= SEQUENCE {
type Attribut eDescription,
val s SET OF Attri buteVal ue }

Modi f yResponse :: = [ APPLI CATI ON 7] LDAPResul t

AddRequest ::= [ APPLI CATI ON 8] SEQUENCE {
entry LDAPDN,
attributes AttributeList }

AttributeList ::= SEQUENCE OF SEQUENCE ({
type Attribut eDescription,
val s SET OF AttributeVval ue }

AddResponse ::= [ APPLI CATI ON 9] LDAPResul t
Del Request ::= [ APPLI CATI ON 10] LDAPDN
Del Response ::= [ APPLI CATI ON 11] LDAPResul t
Modi f yDNRequest ::= [ APPLI CATI ON 12] SEQUENCE {
entry LDAPDN,
new dn Rel ati veLDAPDN,
del et eol drdn BOOLEAN,
newsSuper i or [0] LDAPDN OPTI ONAL }
Modi f yDNResponse :: = [ APPLI CATI ON 13] LDAPResul t
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Compar eRequest = [ APPLI CATI ON 14] SEQUENCE {
entry LDAPDN,
ava Attribut eVal ueAssertion }
Compar eResponse ::= [ APPLI CATI ON 15] LDAPResult
AbandonRequest = [ APPLI CATI ON 16] Messagel D
Ext endedRequest ::= [ APPLI CATI ON 23] SEQUENCE {
request Name [ 0] LDAPA D,
request Val ue [1] OCTET STRI NG OPTI ONAL }
Ext endedResponse ::= [ APPLI CATI ON 24] SEQUENCE {
COVPONENTS OF LDAPResul t,
responseNane [ 10] LDAPO D OPTI ONAL,
response [11] OCTET STRI NG OPTI ONAL }
END
al . St andar ds Track
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1997). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Wahl, et. al. St andar ds Track [ Page 50]






