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Abstract

The purpose of this docunent is to express the general Internet
comuni ty’ s expectations of Conputer Security Incident Response Teans
(CSIRTs). It is not possible to define a set of requirenments that
woul d be appropriate for all teans, but it is possible and hel pful to
list and describe the general set of topics and issues which are of
concern and interest to constituent comuniti es.

CSIRT constituents have a legitimte need and right to fully
understand the policies and procedures of 'their’ Conputer Security
I nci dent Response Team One way to support this understanding is to
supply detailed informati on which users may consider, in the form of
a formal tenplate conpleted by the CSIRT. An outline of such a
tenplate and a filled in exanple are provided.
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ntroducti on

The GRIP Wrking Goup was forned to create a docunent that describes
the comunity’ s expectations of conputer security incident response
teans (CSIRTs). Although the need for such a docunent originated in
the general Internet comunity, the expectations expressed should

al so closely match those of nore restricted communities.

In the past there have been ni sunderstandi ngs regardi ng what to
expect from CSIRTs. The goal of this docunent is to provide a
framework for presenting the inportant subjects (related to incident
response) that are of concern to the comunity.

Before continuing, it is inportant to clearly understand what is
meant by the term "Conputer Security Incident Response Team" For
the purposes of this docunment, a CSIRT is a teamthat perforns,
coordi nates, and supports the response to security incidents that
involve sites within a defined constituency (see Appendix A for a
nmore conplete definition). Any group calling itself a CSIRT for a
specific constituency nust therefore react to reported security
incidents, and to threats to "their" constituency in ways which the
specific comunity agrees to be in its general interest.
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Since it is vital that each nmenber of a constituent comunity be able
to understand what is reasonable to expect of their team a CSIRT
shoul d make it clear who belongs to their constituency and define the
services the teamoffers to the conmunity. Additionally, each CSIRT
shoul d publish its policies and operating procedures. Simlarly,

t hese same constituents need to know what is expected of themin
order for themto receive the services of their team This requires
that the team al so publish how and where to report incidents.

Thi s docunent details a tenplate which will be used by CSIRTs to
comuni cate this information to their constituents. The constituents
shoul d certainly expect a CSIRT to provide the services they describe
in the conpleted tenpl ate.

It must be enphasized that wi thout active participation fromusers,
the effectiveness of the CSIRT' s services can be greatly di m ni shed.
This is particularly the case with reporting. At a mninum users
need to know that they should report security incidents, and know how
and to where they should report them

Many computer security incidents originate outside |ocal comunity
boundaries and affect inside sites, others originate inside the |ocal
community and affect hosts or users on the outside. Oten,

therefore, the handling of security incidents will involve nultiple
sites and potentially nultiple CSIRTs. Resolving these incidents
wi Il require cooperation between individual sites and CSIRTs, and

bet ween CSI RTs.

Constituent conmunities need to know exactly how their CSIRT will be
wor king with other CSIRTs and organi zati ons outside their
constituency, and what information will be shared.

The rest of this docunent describes the set of topics and issues that
CSI RTs need to el aborate for their constituents. However, there is no
attenpt to specify the "correct" answer to any one topic area.

Rat her, each topic is discussed in terns of what that topic neans.

Chapter two provides an overview of three najor areas: the
publ i shing of information by a response team the definition of the
response teanis relationship to other response teans, and the need
for secure communi cations. Chapter three describes in detail all the
types of information that the community needs to know about their
response team

For ease of use by the community, these topics are condensed into an

outline tenplate found in Appendix D. This tenplate can be used by
constituents to elicit information fromtheir CSIRT.
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It is the working group’s sincere hope that through clarification of
the topics in this docunment, understandi ng between the comunity and
its CSIRTs will be increased.

2 Scope

The interactions between an incident response teamand its
constituent conmunity response teamrequire first that the comunity
understand the policies and procedures of the response team Second,
since many response teans collaborate to handle incidents, the
conmuni ty nust al so understand the relationship between their
response team and other teans. Finally, many interactions will take
advant age of existing public infrastructures, so the comunity needs
to know how those conmunications will be protected. Each of these
subjects will be described in nore detail in the follow ng three
sections.

2.1 Publishing CSIRT Policies and Procedures

Each user who has access to a Conputer Security |ncident Response
Team shoul d know as nuch as possi bl e about the services of and
interactions with this teamlong before he or she actually needs
t hem

A clear statenent of the policies and procedures of a CSIRT hel ps the
constituent understand how best to report incidents and what support
to expect afterwards. WIIl the CSIRT assist in resolving the

incident? WII it provide help in avoiding incidents in the future?
Cl ear expectations, particularly of the linitations of the services
provided by a CSIRT, will rmake interaction with it nore efficient and
effective.

There are different kinds of response teans: sone have very broad
constituencies (e.g., CERT Coordination Center and the Internet),

ot hers have nore bounded constituencies (e.g., DFN CERT, Cl AC), and
still others have very restricted constituencies (e.g., commerci al
response teans, corporate response teans). Regardless of the type of
response team the constituency supported by it nust be know edgeabl e
about the team s policies and procedures. Therefore, it is mandatory
that response teans publish such information to their constituency.

A CSI RT shoul d comruni cate all necessary information about its
policies and services in a formsuitable to the needs of its
constituency. It is inportant to understand that not all policies
and procedures need be publicly available. For exanple, it is not
necessary to understand the internal operation of a teamin order to
interact with it, as when reporting an incident or receiving guidance
on how to anal yze or secure one’s systens.
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In the past, sone teanms supplied a kind of Operational Franework,
others provided a Frequently Asked Questions list (FAQ, while still
others wote papers for distribution at user conferences or sent
newsl etters.

We reconmend that each CSIRT publish its guidelines and procedures on
its own information server (e.g. a Wrld Wde Wb server). This
woul d all ow constituents to easily access it, though the problem
remai ns of how a constituent can find his or her team people within
the constituency have to discover that there is a CSIRT "at their

di sposal . "

It is foreseen that conpleted CSIRT tenplates will soon becone
searchabl e by nodern search engines, which will aid in distributing
i nformati on about the existence of CSIRTs and basic infornmation
required to approach them

It would be very useful to have a central repository containing al
the conpleted CSIRT tenplates. No such repository exists at the tine
of witing, though this m ght change in the future.

Regardl ess of the source fromwhich the information is retrieved, the

user of the tenplate nust check its authenticity. It is highly
recommended that such vital docunments be protected by digita
sighatures. These will allow the user to verify that the tenplate

was i ndeed published by the CSIRT and that it has not been tanpered
with. This docunent assunes the reader is famliar with the proper
use of digital signatures to determ ne whether a docunent is

aut henti c.

2.2 Rel ationshi ps between different CSIRTs

In sone cases a CSIRT nmay be able to operate effectively on its own
and in close cooperation with its constituency. But with today’s

i nternational networks it is nmuch nore likely that nost of the
incidents handled by a CSIRT will involve parties external to its
constituency. Therefore the teamw |l need to interact with other
CSIRTs and sites outside its constituency.

The constituent conmmunity shoul d understand the nature and extent of
this collaboration, as very sensitive information about individual
constituents may be disclosed in the process.

Inter-CSIRT interactions could include asking other teans for advice,
di ssem nati ng know edge of problens, and working cooperatively to
resolve a security incident affecting one or nore of the CSIRTs’
constituenci es.
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In establishing relationships to support such interactions, CSIRTs
nmust deci de what ki nds of agreenents can exi st between themso as to
share yet safeguard information, whether this relationship can be
disclosed, and if so to whom

Note that there is a difference between a peering agreenent, where
the CSIRTs involved agree to work together and share information, and
sinpl e co-operation, where a CSIRT (or any other organization) sinply
contacts anot her CSIRT and asks for help or advice.

Al t hough the establishment of such relationships is very inportant
and affects the ability of a CSIRT to support its constituency, it is
up to the teanms involved to decide about the details. It is beyond
the scope of this docunent to nake reconmendations for this process.
However, the sane set of information used to set expectations for a
user comunity regarding sharing of information will help other
parties to understand the objectives and services of a specific
CSIRT, supporting a first contact.

2.3 Establishing Secure Comruni cations

Once one party has decided to share informati on with another party,

or two parties have agreed to share information or work together - as
required for the coordination of conputer security incident response
- all parties involved need secure communi cations channels. (In this
context, "secure" refers to the protected transm ssion of infornmation
shared between different parties, and not to the appropriate use of
the information by the parties.)

The goal s of secure conmunication are:

- Confidentiality:
Can sonebody el se access the content of the conmunication?

- Integrity:
Can sonebody el se mani pul ate the content of the conmunication?

- Authenticity:
Am | conmmunicating with the "right" person?

It is very easy to send forged e-mail, and not hard to establish a
(false) identity by tel ephone. Crypt ogr aphi c techni ques, for
exanpl e Pretty Good Privacy (PGP) or Privacy Enhanced Mail (PEM can
provide effective ways of securing e-mail. Wth the correct

equi pnent it is also possible to secure tel ephone conmuni cati on. But
bef ore using such nmechani snms, both parties need the "right"
infrastructure, which is to say preparation in advance. The nost

i mportant preparation is ensuring the authenticity of the
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w

cryptographi ¢ keys used in secure comuni cati on:

- Public keys (for techniques |ike PGP and PEM:
Because they are accessible through the Internet, public keys nust
be authenticated before use. Wile PG relies on a "Wb of Trust"
(where users sign the keys of other users), PEMrelies on a
hi erarchy (where certification authorities sign the keys of users).

- Secret keys (for techniques |ike DES and PGP/ conventi onal
encryption): Because these nust be known to both sender and
receiver, secret keys nmust be exchanged before the conmunication
via a secure channel

Communi cation is critical to all aspects of incident response. A
team can best support the use of the above-nentioned techni ques by
gathering all relevant information, in a consistent way. Specific
requi rements (such as calling a specific nunber to check the
authenticity of keys) should be clear fromthe start. CSIRT

tenpl ates provi de a standardi zed vehicle for delivering this

i nformati on.

It is beyond the scope of this docunment to address the technical and
adm ni strative probl enms of secure comunications. The point is that
response teans must support and use a nethod to secure the

conmuni cati ons between thensel ves and their constituents (or other
response teans). \Whatever the nechanismis, the | evel of protection
it provides nust be acceptable to the constituent comrunity.

nformati on, Policies and Procedures

In chapter 2 it was nmentioned that the policies and procedures of a
response team need to be published to their constituent comunity.

In this chapter we will list all the types of information that the
conmunity needs to receive fromits response team How this
information is comunicated to a community will differ fromteamto

team as will the specific information content. The intent here is
to clearly describe the various kinds of information that a
constituent conmunity expects fromits response team

To nake it easier to understand the issues and topics relevant to the
interaction of constituents with "their" CSIRT, we suggest that a
CSIRT publish all information, policies, and procedures addressing
its constituency as a docunent, followi ng the tenplate given in
Appendi x D. The tenplate structure arranges itens, nmaking it easy to
supply specific information; in Appendix E we provide an exanple of a
filled-out tenplate for the fictitious XYZ University. Wile no
reconmendations are made as to what a CSIRT should adopt for its
policy or procedures, different possibilities are outlined to give
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some exanples. The nost inportant thing is that a CSIRT have a
policy and that those who interact with the CSIRT be able to obtain
and understand it.

As al ways, not every aspect for every environnent and/or team can be
covered. This outline should be seen as a suggestion. Each team
shoul d feel free to include whatever they think is necessary to
support its constituency.

3.1 otaining the Docunent

Details of a CSIRT change with time, so the conpleted tenpl ate nust

i ndicate when it was |ast changed. Additionally, information should
be provided concerning how to find out about future updates. Wt hout
this, it is inevitable that m sunderstandi ngs and m sconceptions wil |
arise over tine; outdated docunents can do nmore harm than good.

- Date of last update This should be sufficient to all ow
anyone interested to evaluate the
currency of the tenplate.

- Distribution list Mailing lists are a conveni ent
mechanismto distribute up-to-date
information to a | arge nunber of
users. A teamcan decide to use its
own or an already existing list to
notify users whenever the docunent
changes. The list might normally be
groups the CSIRT has frequent
i nteractions with.

Digital signatures should be used
for update nessages sent by a CSIRT.

- Location of the docunent The | ocation where a current version
of the docunent is accessible through
a teanis online information services.
Constituents can then easily learn
nmor e about the team and check for
recent updates. This online version
shoul d al so be acconpani ed by a
digital signature.
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3.2 Contact Information

Full details of how to contact the CSIRT should be listed here,

al though this mght be very different for different teans; for
exanpl e, sonme ni ght choose not to publicize the nanes of their team
menbers. No further clarification is given when the neaning of the
item can be assuned.

- Nane of the CSIRT
- Mailing Address

- Time zone This is useful for coordinating
i nci dents which cross tine zones.

- Tel ephone nunber
- Facsi m | e nunber

- Other tel econmunication Sonme teans might provide secure
voi ce communi cation (e.g. STUIII).

- Electronic mail address

- Public keys and encryption The use of specific techniques
depends on the ability of the
comuni cati on partners to have
access to prograns, keys and so on.
Rel evant information should be
given to enabl e users to determ ne
if and how they can make use of
encrypted conmuni cation while
interacting with the CSIRT.

- Team nenbers

- Qperating Hours The operating hours and holiday
schedul e shoul d be provi ded here.
Is there a 24 hour hotline?

- Additional Contact Info Is there any specific customer
contact info?

More detail ed contact information can be provided. This m ght
include different contacts for different services, or mght be a l|ist
of online information services. |If specific procedures for access to
some services exist (for exanple addresses for mailing |ist

requests), these should be expl ai ned here.
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3.3 Charter

Every CSIRT nust have a charter which specifies what it is to do, and
the authority under which it will do it. The charter should include
at least the follow ng itens:

M ssi on st at enent
Const it uency

Sponsorship / affiliation
Aut hority

3.3.1 Mssion Statenent

The m ssion statenent should focus on the team s core activities,
already stated in the definition of a CSIRT. |In order to be

consi dered a Conputer Security Incident Response Team the team nust
support the reporting of incidents and support its constituency by
dealing with incidents.

The goal s and purposes of a teamare especially inportant, and
require clear, unanbi guous definition

3.3.2 Constituency
A CSIRT's constituency can be determned in any of several ways. For
exanple it could be a conpany’s enployees or its paid subscribers, or
it could be defined in ternms of a technol ogical focus, such as the
users of a particular operating system

The definition of the constituency should create a perinmeter around

the group to whomthe teamw || provide service. The policy section
of the docunent (see bel ow) should explain how requests from outside
this perineter will be handl ed.

If a CSIRT decides not to disclose its constituency, it should

expl ain the reasoni ng behind this decision. For exanple, for-fee
CSIRTs will not list their clients but will declare that they provide
a service to a large group of custoners that are kept confidenti al
because of the clients’ contracts.

Constituencies might overlap, as when an | SP provides a CSIRT which
delivers services to custoner sites that al so have CSIRTs. The

Aut hority section of the CSIRT s description (see below) should nake
such rel ati onshi ps cl ear

Brownl ee & Guttnan Best Current Practice [ Page 10]



RFC 2350 Expectations for Computer Security Incident Response June 1998

3.3.3 Sponsoring Organi zation / Affiliation
The sponsoring organi zati on, which authorizes the actions of the
CSI RT, should be given next. Knowing this will help the users to
under st and t he background and set-up of the CSIRT, and it is vital
i nformation for building trust between a constituent and a CSIRT

3.3.4 Authority

This section will vary greatly fromone CSIRT to another, based on

the relationship between the teamand its constituency. Wil e an
organi zational CSIRT will be given its authority by the managenent of
the organi zation, a conmunity CSIRT will be supported and chosen by

the comunity, usually in a advisory role.

A CSIRT may or may not have the authority to intervene in the

operation of all of the systens within its perinmeter. It should
identify the scope of its control as distinct fromthe perineter of
its constituency. |If other CSIRTs operate hierarchically within its
perinmeter, this should be nentioned here, and the related CSIRTs

i dentified.

Di scl osure of a teanis authority may expose it to clains of
liability. Every team should seek |egal advice on these matters.
(See section 3.7 for nore on liability.)

3.4 Policies

It is critical that Incident Response Teans define their policies.
The followi ng sections discuss conmuni cation of these policies to the
constituent conmmunity.

3.4.1 Types of Incidents and Level of Support

The types of incident which the teamis able to address, and the

| evel of support which the teamw || offer when responding to each
type of incident, should be sunmarized here in list form The
Servi ces section (see below) provides the opportunity to give nore
detail ed descriptions, and to address non-incident-rel ated topics.

The level of support may change dependi ng on factors such as the
teanmi s workl oad and the conpl eteness of the information avail abl e.
Such factors should be outlined and their inpact should be explai ned.
As a list of known types of incidents will be inconplete with regard
to possible or future incidents, a CSIRT should also give sone
background on the "default" support for incident types not otherw se
ment i oned.
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The team shoul d state whether it will act on information it receives
about vul nerabilities which create opportunities for future
incidents. A commitnment to act on such information on behalf of its
constituency is regarded as an optional proactive service policy
rather than a core service requirenment for a CSIRT

3.4.2 Co-operation, Interaction and Disclosure of Infornmation

This section should nmake explicit which related groups the CSIRT
routinely interacts with. Such interactions are not necessarily
related to the conmputer security incident response provided, but are
used to facilitate better cooperation on technical topics or
services. By no nmeans need details about cooperation agreenents be
given out; the main objective of this sectionis to give the
constituency a basic understandi ng of what kind of interactions are
establ i shed and what their purpose is.

Cooperati on between CSIRTs can be facilitated by the use of unique
ticket nunber assignnment conbined with explicit handoff procedures.
Thi s reduces the chance of nisunderstandi ngs, duplications of effort,
assists in incident tracking and prevents 'loops’ in comunicati on.

The reporting and disclosure policy should nmake clear who will be the
recipients of a CSIRT's report in each circunstance. It should also
note whether the teamw |l expect to operate through another CSIRT or

directly with a nenber of another constituency over matters
specifically concerning that nenber.

Rel ated groups a CSIRT will interact with are |listed bel ow

I nci dent Response Teans:
A CSIRT will often need to interact with other CSIRTs. For
exanple a CSIRT within a | arge conpany may need to report
incidents to a national CSIRT, and a national CSIRT may need to
report incidents to national CSIRTs in other countries to deal
with all sites involved in a |large-scale attack.

Col | aborati on between CSIRTs nay | ead to disclosure of
information. The follow ng are exanpl es of such disclosure, but
are not intended to be an exhaustive list:

- Reporting incidents within the constituency to other teans.
If this is done, site-related informati on may becomne public
know edge, accessible to everyone, in particular the press.

- Handling incidents occurring within the constituency, but

reported fromoutside it (which inplies that some infornation
has al ready been di sclosed off-site).
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- Reporting observations fromw thin the constituency indicating
suspected or confirmed incidents outside it.

- Acting on reports of incidents fromoutside the constituency.

- Passing information about vulnerabilities to vendors, to
partner CSIRTs or directly to affected sites lying within or
out si de the constituency.

- Feedback to parties reporting incidents or vulnerabilities.

- The provision of contact information relating to nenbers of

the constituency, nmenbers of other constituencies, other
CSI RTs, or |aw enforcenment agenci es.

Vendors:
Sone vendors have their own CSIRTs, but sone vendors may not. In
such cases a CSIRT will need to work directly with a vendor to

suggest inprovenents or nodifications, to analyze the technica
problemor to test provided solutions. Vendors play a special
role in handling an incident if their products’ vulnerabilities
are involved in the incident.

Law enf or cenent agenci es:
These include the police and other investigative agencies. CSIRTs
and users of the tenplate should be sensitive to | ocal [aws and
regul ati ons, which may vary considerably in different countries.
A CSIRT mght advise on technical details of attacks or seek
advice on the legal inplications of an incident. Local |aws and
regul ati ons may include specific reporting and confidentiality
requi rements

Pr ess:

A CSIRT nmay be approached by the press for information and conment
fromtime to tine.

An explicit policy concerning disclosure to the press can be

hel pful, particularly in clarifying the expectations of a CSIRT s
constituency. The press policy will have to clarify the sane
topi cs as above nore specifically, as the constituency will

usual ly be very sensitive to press contacts.

O her:
This m ght include research activities or the relation to the
sponsoring organi zati on.
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The default status of any and all security-related infornation which
a teamreceives will usually be 'confidential,’ but rigid adherence
to this makes the teamto appear to be an informational 'black hole,’
whi ch may reduce the likelihood of the teami s obtaining cooperation
fromclients and from other organizations. The CSIRT' s tenplate
shoul d define what information it will report or disclose, to whom
and when.

Different teans are likely to be subject to different |ega
restraints requiring or limting disclosure, especially if they work
in different jurisdictions. 1In addition, they may have reporting
requi rements inposed by their sponsoring organization. Each teanis
tenpl ate shoul d specify any such constraints, both to clarify users’
expectations and to inform other teans.

Conflicts of interest, particularly in comercial matters, nmay al so
restrain disclosure by a team this docunent does not recomend on
how such conflicts should be addressed.

Ateamw Il normally collect statistics. |If statistical information
is distributed, the tenplate' s reporting and discl osure policy should
say so, and shoul d describe how to obtain such statistics.

3.4.3 Communi cati on and Aut henti cati on

You must have a policy which describes nethods of secure and
verifiable communication that you will use. This is necessary for
conmuni cati on between CSIRTs and between a CSIRT and its
constituents. The tenplate should include public keys or pointers to
them including key fingerprints, together with guidelines on howto
use this information to check authenticity and how to deal with
corrupted information (for exanple where to report this fact).

At the nonment it is reconmended that as a m nimum every CSIRT have
(if possible), a PGP key available. A team may al so nmake ot her
nmechani sns avail able (for exanple PEM MOSS, S/M ME), according to
its needs and the needs of its constituents. Not e however, that
CSI RTs and users should be sensitive to |ocal |aws and regul ations.
Sone countries do not allow strong encryption, or enforce specific
policies on the use of encryption technology. 1In addition to
encrypting sensitive information whenever possible, correspondence
shoul d include digital signatures. (Please note that in nopst
countries, the protection of authenticity by using digital signatures
is not affected by existing encryption regulations.)

For communi cation via tel ephone or facsimle a CSIRT nay keep secret

aut hentication data for parties with whomthey may deal, such as an
agreed password or phrase. Cbviously, such secret keys nust not be
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publ i shed, though their existence nay be.
3.5 Services

Services provided by a CSIRT can be roughly divided into two
categories: real-tine activities directly related to the main task of
i nci dent response, and non-real -tine proactive activities, supportive
of the incident response task. The second category and part of the
first category consist of services which are optional in the sense
that not all CSIRTs will offer them

3.5.1 Incident Response

I nci dent response usually includes assessing incom ng reports about
incidents ("Incident Triage") and followi ng up on these with other
CSIRTs, ISPs and sites ("Incident Coordination"). A third range of
services, helping a local site to recover froman incident ("Incident
Resol ution"), is conprised of typically optional services, which not
all CSIRTs will offer.

3.5.1.1 Incident Triage
I nci dent triage usually includes:
- Report assessnent Interpretion of inconing incident
reports, prioritizing them and

relating themto ongoing incidents
and trends.

- Verification Hel p i n determn ni ng whet her an
i ncident has really occurred, and
its scope.

3.5.1.2 Incident Coordination
I nci dent Coordi nati on normally includes:

- Information categorization Categorization of the incident related
information (logfiles, contact
information, etc.) with respect to
the infornmation disclosure policy.

- Coordi nation Notification of other involved
parties on a need-to-know basis, as
per the information disclosure

policy.
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3.5.1.3 Incident Resol ution

Usual Iy additional or optional, incident resolution services
i ncl ude:
- Technical Assistance This may include anal ysis of

conpr oni sed systens.

- Eradication El i m nation of the cause of a
security incident (the vulnerability
exploited), and its effects (for
exanpl e, continuing access to the
system by an intruder).

- Recovery Aid in restoring affected systens
and services to their status before
the security incident.

3.5.2. Proactive Activities
Usual Iy additional or optional, proactive services night include:
- Informati on provision This m ght include an archive of
known vul nerabilities, patches or
resol uti ons of past problens, or
advisory mailing lists.

- Security Tools This may include tools for auditing
a Site's security.

- Education and training
- Product eval uation
- Site security auditing and consulting

3.6 Incident Reporting Forns
The use of reporting forns nakes it sinpler for both users and teans
to deal with incidents. The constituent can prepare answers to
various inportant questions before he or she actually contacts the
team and can therefore cone well prepared. The teamgets all the
necessary information at once with the first report and can proceed
efficiently.
Dependi ng on the objectives and services of a particular CSIRT,

multiple forns may be used, for exanple a reporting formfor a new
vul nerability may be very different fromthe formused for reporting
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i nci dents.

It is nost efficient to provide forms through the online information
services of the team The exact pointers to them should be given in
the CSIRT description docunent, together with statements about
appropriate use, and gui delines for when and how to use the forns. If
separate e-mai|l addresses are supported for form based reporting,

t hey should be |isted here again.

One exanple of such a formis the Incident Reporting Form provided by
t he CERT Coordi nati on Center

- ftp://info.cert.org/incident_reporting_form
3.7 Disclainers

Al t hough the CSIRT description docunment does not constitute a
contract, liability nmay conceivably result fromits descriptions of
servi ces and purposes. The inclusion of a disclainmer at the end of
the tenplate is therefore reconmended and should warn the user about
possible limtations.

In situations where the original version of a docunment nust be
transl ated i nto anot her | anguage, the translation should carry a
di sclaimer and a pointer to the original. For exanple:

Al though we tried to carefully translate the original docunent
fromGerman into English, we can not be certain that both
docunent s express the sanme thoughts in the sanme | evel of detai
and correctness. In all cases, where there is a difference
bet ween both versions, the German version will prevail.

The use of and protection by disclainmers is affected by | ocal |aws

and regul ati ons, of which each CSIRT should be aware. If in doubt the
CSI RT should check the disclaimer with a | awer.
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Appendi x A: d ossary of Ternmns

This glossary defines ternms used in describing security incidents and
Conputer Security Incident Response Teans. Only a linmited list is

i ncluded. For nore definitions please refer to other sources, for
exanple to the Internet User’'s dossary [ RFC 1983].

Consti t uency:
Inmplicit in the purpose of a Conputer Security Incident Response
Teamis the existence of a constituency. This is the group of
users, sites, networks or organi zations served by the team The
team nmust be recogni zed by its constituency in order to be
effective.

Security | ncident:
For the purpose of this docunent, this termis a synonym of
Computer Security Incident: any adverse event which conprom ses
some aspect of conmputer or network security.

The definition of an incident may vary between organi zations, but
at least the follow ng categories are generally applicable:

- Loss of confidentiality of information.

- Conpronise of integrity of information

- Denial of service.

- M suse of service, systenms or informtion.
- Damage to systens.

These are very general categories. For instance the replacenent
of a systemutility programby a Trojan Horse is an exanple of ’
conproni se of integrity,” and a successful password attack is an
exanple of 'loss of confidentiality.” Attacks, even if they

fail ed because of proper protection, can be regarded as |ncidents.

Wthin the definition of an incident the word 'conpromised is
used. Sonetines an administrator may only ’'suspect’ an incident.
During the response it nust be established whether or not an

i ncident has really occurred.

Conputer Security Incident Response Team
Based on two of the definitions given above, a CSIRT is a team
that coordi nates and supports the response to security incidents
that involve sites within a defined constituency.
In order to be considered a CSIRT, a team nust:

- Provide a (secure) channel for receiving reports about
suspect ed i nci dents.
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- Provide assistance to nenbers of its constituency in
handl i ng t hese incidents.

- Disseminate incident-related information to its
constituency and to other involved parties.

Note that we are not referring here to police or other |aw

enf orcement bodi es which nmay investigate conputer-related crine.
CSI RT nmenbers, indeed, need not have any powers beyond those of
ordinary citizens.

Vendor :
A 'vendor’ is any entity that produces networking or conputing
technol ogy, and is responsible for the technical content of that
technol ogy. Exanples of ’'technol ogy’ include hardware (desktop
conputers, routers, switches, etc.), and software (operating
systens, mail forwarding systens, etc.).

Note that the supplier of a technology is not necessarily the ’
vendor’ of that technology. As an exanple, an Internet Service
Provider (I1SP) might supply routers to each of its customers, but
the 'vendor’ is the manufacturer, since the manufacturer, rather
than the ISP, is the entity responsible for the technical content
of the router.

Vu

nerability:

A ’vulnerability is a characteristic of a piece of technol ogy

whi ch can be exploited to perpetrate a security incident. For

exanmple, if a programunintentionally allowed ordinary users to
execute arbitrary operating system comrands in privil eged node,
this "feature” would be a vulnerability.
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Appendi x B: Rel ated Materi al

I mportant issues in responding to security incidents on a site |evel
are contained in [RFC 2196], the Site Security Handbook, produced by
the Site Security Handbook Working Goup (SSH). This docunent will
be updated by the SSH working group and will give recomendations for
| ocal policies and procedures, mainly related to the avoi dance of
security incidents.

O her docunents of interest for the discussion of CSIRTs and their
tasks are avail abl e by anonynous FTP. A collection can be found on:

- ftp://ftp.cert.dfn.de/ pub/docs/csir/
Pl ease refer to file 01- README for further information about
the content of this directory.

Sone especially interesting docunents in relation to this docunent
are as follows:

- ftp://ftp.nic.surfnet.nl/surfnet/net-security/cert-nl/docs/
reports/ R 92-01
This report contains the Operational Framework of CERT-NL, the
CSI RT of SURFnet (network provider in the Netherlands).

- For readers interested in the operation of FIRST (Forum of
I nci dent Response and Security Teans) nore information is
collected in Appendix C

- http://hightop.nrl.navy. ml/news/incident.htm
Thi s docunent | eads to the NRL Incident Response Manual

- http://ww. cert.df n.de/ eng/team kpk/ certbi b. ht n
Thi s docunent contains an annotated bibliography of avail able
materi al, docunents and files about the operation of CSIRTs
with links to many of the referenced itens.

- ftp://info.cert.org/incident_reporting_form
This Incident Reporting Formis provided by the CERT
Coordi nation Center to gather incident information and to avoid
addi ti onal del ays caused by the need to request nore detail ed
information fromthe reporting site.

- http://ww. cert.org/cert.faqgintro. htm

A collection of frequently asked questions fromthe CERT
Coordi nation Center.
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Appendi x C. Known Conputer Security Incident Response Teans

Today, there are many different CSIRTs but no single source lists
every team Most of the major and |long established teans (the first
CSI RT was founded in 1988) are nowadays nenbers of FIRST, the
wor | dwi de Forum of Incident Response and Security Teans. At the tine
of witing, nore than 55 teans are nenbers (1 in Australia, 13 in
Europe, all others in North Anerica). |Information about FIRST can be
f ound:

- http://ww. first.org/

The current list of nenbers is available also, with the rel evant
contact information and sonme additional information provided by the
particul ar teans:

- http://ww. first.org/teaminfo/

For CSIRTs which want to becone nenbers of this forum (pl ease note
that a team needs a sponsor - a teamwhich is already a full nenber
of FIRST - to be introduced), the following files contain nore

i nformati on:

- http://ww. first.org/about/op_frane. htm
The Operational Framework of FIRST

- http://ww. first.org/docs/ newnmem ht n
Cui delines for teans which want to becone nenbers of Fl RST.

Many of the European teans, regardl ess of whether they are menbers
of FIRST or not, are listed by countries on a page mai ntai ned by
the Gernman CSI RT

- http://ww. cert.dfn.de/eng/csir/europel/certs. htm

To | earn about existing teans suitable to one’s needs it is

often hel pful to ask either known teanms or an Internet Service
Provider for the "right" contact.
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Appendi x D: Qutline for CSIRT Tenpl ate

This outline summarizes in point formthe issues addressed in this
docunent, and is the reconmended tenplate for a CSIRT description
docunment. Its structure is designed to facilitate the comuni cation
of a CSIRT's policies, procedures, and other relevant information to
its constituency and to outside organizations such as other CSIRTs. A
"filled-in" exanple of this tenplate is given as Appendi x E

Docunent | nformtion

Dat e of Last Update

Distribution List for Notifications

Locati ons where this Docunent May Be Found

e
WN P

Contact Information

Name of the Team

Addr ess

Ti me Zone

Tel ephone Nunber

Facsi m | e Nunber

O her Tel ecomruni cati on

El ectronic Mail Address
Publi c Keys and Encryption |nformation
Team Menber s

O her Information

Poi nts of Custoner Contact

NSISESESENYSESISESEYSIN
RPFRPOO~NOOUOPWNE

]

Charter

M ssi on St at enent

Const it uency

Sponsorship and/or Affiliation
Aut hority

W W 0w w
AWNBE

Pol icies

Types of Incidents and Level of Support

Co-operation, Interaction and Disclosure of Information
Conmruni cati on and Aut henti cati on

ks
WN P

Servi ces

.1 Incident Response
5.1.1. Incident Triage
5.1.2. Incident Coordination
5.1.3. Incident Resolution

5.2 Proactive Activities

oo

6. I nci dent Reporting Forns

7. Di scl ai mers
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Appendi x E: Exanple - 'filled-in’ Tenplate for a CSIRT

Below is an exanple of a filled-in tenplate for a fictitious CSIRT

called XYZ-CSIRT. This text is for exanple purposes only, and does
not constitute endorsenent by the working group or the | ETF of any

particul ar set of procedures or policies. While CSIRTs are wel cone
to use any or all of this text if they w sh, such use is of course

not nmandatory, or even appropriate in nobst cases.

CSI RT Description for XYZ-CERT

1. About this docunent
1.1 Date of Last Update

This is version 1.01, published 1997/03/31.
1.2 Distribution List for Notifications

Notifications of updates are submitted to our mailing |ist
<xyz-cert-info@yz-univ.ca>  Subscription requests for this
list should be sent to the Mjordonp at
<xyz-cert-info-request @yz-univ.ca> the body of the nessage
shoul d consi st of the word "subscribe". Send the word "hel p"
instead if you don't know how to use a Majordono |ist manager
This mailing list is noderated.

1.3 Locations where this Docunent May Be Found

The current version of this CSIRT description docunent is
avail able fromthe XYZ-CERT WAMVsite; its URL is
http://ww. Xyz-univ.cal xyz-cert/english/CSI RT-descr.txt
Une version francai se de ce docunent est igal enent disponible:
http://ww. Xyz-univ. cal xyz-cert/francai s/ CSI RT-descr. t xt
Pl ease nmake sure you are using the | atest version

1.4 Authenticating this Docunent

Both the English and French versions of this docunent have
been signed with the XYZ-CERT's PGP key. The signatures are
al so on our Web site, under
http://ww. xyz-univ. cal/ xyz-cert/english/ CSlI RT-descr. asc
http://ww. xyz-univ. cal/ xyz-cert/francai s/ CSI RT-descr. asc
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2. Contact |Infornmation
2.1 Nane of the Team

"XYZ- CERT": the XYZ University Conputer Emergency Response
Team

2.2 Address
XYZ- CERT
XYZ University, Conputing Services Departnment
12345 Rue Principal e
Uni versi tyTown, Quebec
Canada HOH OHO
2.3 Tine Zone
Canada/ Eastern (GMr-0500, and GMTI-0400 from April to Cctober)
2.4 Tel ephone Number
+1 234 567 7890 (ask for the XYZ- CERT)
2.5 Facsim | e Number
+1 234 567 7899 (this is *not* a secure fax)
2.6 O her Tel ecomuni cation
None avai l abl e.

2.7 Electronic Mail Address

<xyz-cert @yz-univ.ca> This is a mail alias that rel ays nai
to the human(s) on duty for the XYZ- CERT.

2.8 Public Keys and Ot her Encryption Infornmation

The XYZ- CERT has a PGP key, whose KeylD is 12345678 and
whose fingerprint is

11 22 33 44 55 66 77 88 88 77 66 55 44 33 22 11.
The key and its signatures can be found at the usual |arge
public keyservers.

Because PGP is still a relatively new technol ogy at XYZ
University, this key still has relatively few signatures;
efforts are underway to increase the nunber of links to this
key in the PGP "web of trust”". In the nmeantinme, since nost
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fell ow universities in Quebec have at |east one staff nenber
who knows the XYZ- CERT coordi nator Zoe Doe, Zoe Doe has
signed the XYZ-CERT key, and will be happy to confirmits
fingerprint and that of her own key to those people who know
her, by tel ephone or in person

2.9 Team Menbers

Zoe Doe of Conputing Services is the XYZ-CERT coordi nat or
Backup coordinators and other team nenbers, along with their
areas of expertise and contact information, are listed in the
XYZ- CERT web pages, at

http://ww. xyz-univ.cal xyz-cert/teamist.htm

Managenent, |iaison and supervision are provided by Steve Tree,
Assistant Director (Technical Services), Conputing Services.

2.10 O her Information
General information about the XYZ-CERT, as well as links to
vari ous recommended security resources, can be found at
http://ww. xyz-univ. cal xyz-cert/index. htn

2.11 Points of Custoner Contact

The preferred method for contacting the XYZ-CERT is via
e-mai |l at <xyz-cert@yz-univ.ca>, e-nmail sent to this address

will "biff" the responsible human, or be autonatically
forwarded to the appropriate backup person, inmediately. |If
you require urgent assistance, put "urgent" in your subject
l'ine.

If it is not possible (or not advisable for security reasons)
to use e-mail, the XYZ-CERT can be reached by tel ephone during
regul ar office hours. Tel ephone nmessages are checked | ess
often than e-nmail

The XYZ-CERT' s hours of operation are generally restricted to
regul ar busi ness hours (09:00-17: 00 Monday to Friday except
hol i days) .

I f possible, when submitting your report, use the form
nmentioned in section 6.
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3. Charter
3.1 M ssion Statenent

The purpose of the XYZ-CERT is, first, to assist nenbers of XYZ
University community in inplenenting proactive nmeasures to
reduce the risks of conputer security incidents, and second, to
assi st XYZ comunity in responding to such incidents when they
occur.

3.2 Constituency

The XYZ-CERT' s constituency is the XYZ University conmunity,

as defined in the context of the "XYZ University Policy on

Conputing Facilities". This policy is available at
http://ww+ conpserv. xyz-uni v. cal/ policies/pcf.htm

However, please note that, notw thtanding the above, XYZ-CERT
services will be provided for on-site systens only.

3.3 Sponsorship and/or Affiliation

The XYZ-CERT is sponsored by the ACME Canadi an Research
Network. It nmaintains affiliations with various University
CSI RTs t hroughout Canada and the USA on an as needed basis.

3.4 Authority

The XYZ- CERT operates under the auspices of, and with authority
del egated by, the Departnment of Conputing Services of XYZ
University. For further information on the mandate and
authority of the Departnment of Conputing Services, please
refer to the XYZ University "Policy on Conmputing Facilities",
avai |l abl e at

http://ww conpserv. xyz-uni v. ca/ policies/pcf.htm

The XYZ- CERT expects to work cooperatively with system

adm ni strators and users at XYZ University, and, insofar as
possi ble, to avoid authoritarian relationships. However,
shoul d circunstances warrant it, the XYZ-CERT will appeal to
Computing Services to exert its authority, direct or indirect,
as necessary. Al nmenbers of the XYZ-CERT are nmenbers of the
CCSA (Conmittee of Conputer Systens Administrators), and have
all of the powers and responsibilities assigned to Systens
Adm ni strators by the Policy on Conputing Facilities, or are
menbers of University managenent.
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Menbers of the XYZ University comunity who wi sh to appeal the
actions of the XYZ-CERT should contact the Assistant Director
(Techni cal Services), Conputing Services. |If this recourse is
not satisfactory, the matter may be referred to the Director

of Conputing Services (in the case of perceived

problenms with existing policy), or to the XYZ University

Ofice of Rights and Responsibilities (in the case of perceived
errors in the application of existing policy).

4. Policies
4.1 Types of Incidents and Level of Support

The XYZ-CERT is authorized to address all types of conputer
security incidents which occur, or threaten to occur, at
XYZ University.

The level of support given by XYZ-CERT will vary dependi ng on
the type and severity of the incident or issue, the type of
constituent, the size of the user comunity affected, and the
XYZ-CERT' s resources at the tinme, though in all cases sone
response will be made within one working day. Resources will
be assigned according to the following priorities, listed in
decreasi ng order:

- Threats to the physical safety of human bei ngs.

- Root or systemlevel attacks on any Managenent |nformation
System or any part of the backbone network infrastructure.

- Root or systemlevel attacks on any |l arge public service
machi ne, either multi-user or dedi cated- purpose.

- Compronise of restricted confidential service accounts or
software installations, in particular those used for MS
appli cations containing confidential data, or those used
for system adninistration.

- Denial of service attacks on any of the above three itens.

- Any of the above at other sites, originating from XYZ
Uni versity.

- Large-scale attacks of any kind, e.g. sniffing attacks,
| RC "social engineering" attacks, password cracking
att acks.

- Threats, harassnment, and other crininal offenses
i nvol vi ng i ndividual user accounts.

- Conproni se of individual user accounts on nulti-user
syst ens.

- Conproni se of desktop systens.

- Forgery and nisrepresentation, and other security-rel ated
violations of local rules and regul ati ons, e.g. netnews
and e-mail forgery, unauthorized use of |IRC bots.
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- Deni al of service on individual user accounts, e.g.
mai | bonbi ng.

Types of incidents other than those nentioned above will be
prioritized according to their apparent severity and extent.

Note that no direct support will be given to end users; they
are expected to contact their system adm nistrator, network

adm ni strator, or departnment head for assistance. The XYZ- CERT
wi Il support the latter people.

Wil e the XYZ- CERT understands that there exists great
variation in the level of system adm nistrator expertise at XYZ
Uni versity, and while the XYZ-CERT will endeavor to present

i nformati on and assistance at a | evel appropriate to each
person, the XYZ-CERT cannot train system adm nistrators on the
fly, and it cannot perform system nai ntenance on their behalf.
In nost cases, the XYZ-CERT will provide pointers to the

i nformati on needed to inplenent appropriate neasures.

The XYZ-CERT is conmitted to keeping the XYZ University system
adm ni stration conmunity informed of potential vulnerabilities,
and where possible, will informthis comunity of such
vulnerabilities before they are actively exploited.

4.2 Co-operation, Interaction and D sclosure of |nformation

Wiile there are legal and ethical restrictions on the flow of
i nformati on from XYZ- CERT, many of which are also outlined in
the XYZ University Policy on Conputing Facilities, and all of
which will be respected, the XYZ-CERT acknow edges its

i ndebt edness to, and declares its intention to contribute to,
the spirit of cooperation that created the Internet.
Therefore, while appropriate nmeasures will be taken to protect
the identity of menbers of our constituency and nmenbers of

nei ghbouring sites where necessary, the XYZ-CERT will otherw se
share information freely when this will assist others in
resolving or preventing security incidents.

In the paragraphs below, "affected parties"” refers to the
legitinmate owners, operators, and users of the rel evant
computing facilities. It does not refer to unauthorized
users, including otherw se authorized users making

unaut hori zed use of a facility; such intruders may have no
expectation of confidentiality fromthe XYZ-CERT. They may or
may not have legal rights to confidentiality; such rights wll
of course be respected where they exist.
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Information being considered for release will be classified as
foll ows:

- Private user information is information about particul ar
users, or in some cases, particular applications, which
nmust be considered confidential for |legal, contractual
and/ or ethical reasons.

Private user information will be not be released in
identifiable formoutside the XYZ-CERT, except as provided
for below |If the identity of the user is disguised, then

the information can be released freely (for exanple to show
a sanple .cshrc file as nodified by an intruder, or to
denonstrate a particul ar social engineering attack).

- Intruder information is simlar to private user
i nformati on, but concerns intruders.

While intruder information, and in particular identifying
information, will not be released to the public (unless it
becones a matter of public record, for exanpl e because
crimnal charges have been laid), it will be exchanged
freely with system adm nistrators and CSI RTs tracking an

i nci dent.

- Private site information is technical information about
particul ar systens or sites.

It will not be released w thout the pernission of the site
i n question, except as provided for bel ow

- Vulnerability information is technical information about
vul nerabilities or attacks, including fixes and
wor kar ounds.

Vulnerability information will be released freely, though
every effort will be nmade to informthe rel evant vendor
before the general public is inforned.

- Enmbarrassing information includes the statenent that an
i nci dent has occurred, and information about its extent or
severity. Enbarrassing information nmay concern a site or
a particular user or group of users.

Enbarrassing information will not be rel eased wi thout the

perm ssion of the site or users in question, except as
provi ded for bel ow.
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- Statistical information is enbarrassing information with
the identifying information stripped off.

Statistical information will be released at the discretion
of the Conputing Services Departnent.

- Contact information explains howto reach system
adm ni strators and CSI RTs.

Contact information will be released freely, except where
the contact person or entity has requested that this not
be the case, or where XYZ-CERT has reason to believe that
the dissenination of this information would not be
appr eci at ed.

Potential recipients of information fromthe XYZ-CERT will be
classified as foll ows:

- Because of the nature of their responsibilities and
consequent expectations of confidentiality, nenbers of XYZ
Uni versity managenent are entitled to receive whatever
information is necessary to facilitate the handling of
computer security incidents which occur in their
jurisdictions.

- Menbers of the Ofice of Rights and Responsibilities are
entitled to receive whatever information they request
concerning a conmputer security incident or related matter
whi ch has been referred to themfor resolution. The sane is
true for the XYZ Security Departnent, when its assistance in
an investigation has been enlisted, or when the investigation
has been instigated at its request.

- System administrators at XYZ University who are nenbers of
the CCSA are also, by virtue of their responsibilities,
trusted with confidential information. However, unless such
peopl e are al so nenbers of XYZ-CERT, they will be given only
that confidential information which they nust have in order
to assist with an investigation, or in order to secure their
own systens.

- Users at XYZ University are entitled to information which
pertains to the security of their own conputer accounts,
even if this neans revealing "intruder information", or
"enbarrassing i nformati on" about another user. For
exanmple, if account aaaa is cracked and the intruder attacks
account bbbb, user bbbb is entitled to know that aaaa was
cracked, and how the attack on the bbbb account was
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executed. User bbbb is also entitled, if she or he requests
it, to information about account aaaa which m ght enable
bbbb to investigate the attack. For exanple, if bbbb was
attacked by soneone renotely connected to aaaa, bbbb shoul d
be told the provenance of the connections to aaaa, even
though this information would ordinarily be considered
private to aaaa. Users at XYZ University are entitled to be
notified if their account is believed to have been
conpr oni sed

The XYZ University comunity will receive no restricted

i nformati on, except where the affected parties have given
perm ssion for the information to be dissemn nated.
Statistical information may be nade available to the genera
XYZ community. There is no obligation on the part of the
XYZ-CERT to report incidents to the community, though it may
choose to do so; in particular, it is likely that the

XYZ-CERT will informall affected parties of the ways in

whi ch they were affected, or will encourage the affected site
to do so.

The public at large will receive no restricted infornmation

In fact, no particular effort will be nade to comunicate
with the public at |arge, though the XYZ-CERT recognizes
that, for all intents and purposes, infornmation nmade

avail able to the XYZ University community is in effect nade
available to the community at large, and will tailor the
i nformation in consequence.

The conputer security community will be treated the sane way
the general public is treated. Wile nenbers of XYZ- CERT nay
participate in discussions within the conputer security
communi ty, such as newsgroups, mailing lists (including the
full-disclosure list "bugtraq"), and conferences, they will
treat such foruns as though they were the public at |arge.
Whil e technical issues (including vulnerabilities) may be

di scussed to any |level of detail, any exanples taken from
XYZ- CERT experience will be disguised to avoid identifying
the affected parti es.

The press will also be considered as part of the genera
public. The XYZ-CERT will not interact directly with the
Press concerning conputer security incidents, except to point
themtoward information already rel eased to the general
public. |If necessary, information will be provided to the
XYZ University Public Relations Departnment, and to the
Custoner Rel ations group of the Conputing Services
Departnent. Al incident-related queries will be referred to
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these two bodies. The above does not affect the ability of
menbers of XYZ-CERT to grant interviews on general conputer
security topics; in fact, they are encouraged to do to, as a
public service to the comunity.

O her sites and CSIRTs, when they are partners in the

i nvestigation of a conputer security incident, will in sone
cases be trusted with confidential information. This wll
happen only if the foreign site’s bona fide can be verified,
and the information transmtted will be Iimted to that which
is likely to be helpful in resolving the incident. Such
information sharing is nost likely to happen in the case of
sites well known to XYZ-CERT (for exanple, several other
Quebec universities have informal but well-established
wor ki ng rel ationships with XYZ University in such matters).

For the purposes of resolving a security incident, otherw se
sem -private but relatively harm ess user information such as
t he provenance of connections to user accounts will not be
consi dered highly sensitive, and can be transmtted to a
foreign site without excessive precautions. "Intruder
information" will be transmitted freely to other system

adm ni strators and CSIRTs. "Enbarrassing information" can be
transmtted when there is reasonabl e assurance that it wll
remai n confidential, and when it is necessary to resolve an

i nci dent .

Vendors will be considered as foreign CSIRTs for nbst intents
and purposes. The XYZ-CERT wi shes to encourage vendors of

all kinds of networking and conputer equipnent, software, and
services to inprove the security of their products. 1In aid
of this, a vulnerability discovered in such a product will be
reported to its vendor, along with all technical details
needed to identify and fix the problem Ildentifying details
will not be given to the vendor w thout the perm ssion of the
af fected parti es.

Law enforcenment officers will receive full cooperation from
t he XYZ- CERT, including any information they require to
pursue an investigation, in accordance with the Policy on
Computing Facilities.

4.3 Conmmuni cati on and Aut hentication

In view of the types of information that the XYZ-CERT wi ||

likely be dealing with, tel ephones will be considered
sufficiently secure to be used even unencrypted. Unencrypted
e-mail will not be considered particularly secure, but will be
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sufficient for the transm ssion of lowsensitivity data. |If
it is necessary to send highly sensitive data by e-nmail, PGP
will be used. Network file transfers will be considered to

be simlar to e-mail for these purposes: sensitive data should
be encrypted for transmni ssion.

Where it is necessary to establish trust, for exanple before
relying on information given to the XYZ-CERT, or before

di scl osing confidential information, the identity and bona
fide of the other party will be ascertained to a reasonable
degree of trust. Wthin XYZ University, and with known

nei ghbor sites, referrals fromknown trusted people will
suffice to identify soneone. O herw se, appropriate methods
will be used, such as a search of FIRST nenbers, the use of
WHO S and other Internet registration information, etc, along
with tel ephone call-back or e-mail mail-back to ensure that
the party is not an inpostor. |Incom ng e-mail whose data nust
be trusted will be checked with the originator personally, or
by nmeans of digital signatures (PGP in particular is
supported).

5. Services

5.1 I ncident Response

XYZ- CERT will assist system adm nistrators in handling the
techni cal and organi zati onal aspects of incidents. In
particular, it will provide assistance or advice wi th respect

to the follow ng aspects of incident nmanagenent:
5.1.1 Incident Triage

- Investigating whether indeed an incident occured.
- Determning the extent of the incident.

5.1.2 Incident Coordination

- Determining the initial cause of the incident
(vulnerability exploited).

- Facilitating contact with other sites which may be
i nvol ved.

- Facilitating contact with XYZ University Security and/or
appropriate | aw enforcenent officials, if necessary.

- Making reports to other CSIRTs.

- Conposi ng announcenents to users, if applicable.
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5.1.3 Incident Resolution

- Rermoving the vulnerability.

- Securing the systemfromthe effects of the incident.

- Eval uating whether certain actions are likely to reap
results in proportion to their cost and risk, in
particul ar those actions ainmed at an eventual prosecution
or disciplinary action: collection of evidence after the
fact, observation of an incident in progress, setting
traps for intruders, etc.

- Col l ecting evidence where crimnal prosecution, or
Uni versity disciplinary action, is contenplated.

In addition, XYZ-CERT will collect statistics concerning

i nci dents which occur within or involve the XYZ University
community, and will notify the comunity as necessary to
assist it in protecting agai nst known attacks.

To nake use of XYZ-CERT s incident response services, please
send e-mai|l as per section 2.11 above. Please renmenber that
the anount of assistance available will vary according to
the paraneters described in section 4.1.

5.2 Proactive Activities

The XYZ- CERT coordi nates and maintains the foll ow ng
services to the extent possible depending on its resources:
- Informati on services
- List of departnental security contacts, administrative
and technical. These lists will be available to the
general public, via conmonly-avail able channel s such as
the World Wde Web and/or the Domain Name Servi ce.
- Mailing lists to informsecurity contacts of new
information relevant to their conputing environments.
These lists will be available only to XYZ University
system adm ni strators.
- Repository of vendor-provided and ot her security-rel ated
pat ches for various operating systenms. This repository

will be available to the general public wherever
license restrictions allowit, and will be provided via
conmonl y-avai | abl e channel s such as the Wrld Wde Wb
and/ or ftp.

- Repository of security tools and docunentation for
use by sysadnmins. Were possible, preconpiled

ready-to-install versions will be supplied. These wll
be supplied to the general public via ww or ftp as
above.
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- "Cipping" service for various existing resources, such
as mgjor mailing lists and newsgroups. The resulting
clippings will be nmade avail able either on the
restricted mailing list or on the web site, depending
on their sensitivity and urgency.

- Training services

- Menbers of the XYZ-CERT will give periodic semnars on
computer security related topics; these senminars will
be open to XYZ University system adm ni strators.

- Auditing services

- Central file integrity checking service for Unix
machi nes, and for any other platfornms capabl e of
running "tripwre"

- Security level assignnments; machi nes and subnet wor ks
at XYZ University will be audited and assigned a
security level. This security level information will be
avail able to the XYZ University community, to facilitate
the setting of appropriate access privileges. However,
details of the security analyses will be confidenti al
and available only to the concerned parti es.

- Archiving services

- Central Iogging service for machi nes capabl e of
Uni x-style renpote logging. Inconing log entries wll
be watched by an automated | og anal ysis program and
events or trends indicative of a potential security
problemwi |l be reported to the affected system
adm ni strators.

- Records of security incidents handled will be kept.
Wiile the records will remain confidential, periodic
statistical reports will be made avail able to the XYZ
Uni versity comunity.

Detai | ed descriptions of the above services, along with
instructions for joining mailing lists, downl oadi ng
information, or participating in certain services such as the
central logging and file integrity checking services, are
avai l abl e on the XYZ-CERT web site, as per section 2.10
above.

6. Incident Reporting Forns

There are no local forns devel oped yet for reporting incidents
to XYZ-CERT. If possible, please make use of the Incident
Reporting Form of the CERT Coordination Center (Pittsburgh
PA). The current version is available from
ftp://info.cert.org/incident_reporting_form
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7. Disclainmers
Wil e every precaution will be taken in the preparation of
information, notifications and alerts, XYZ-CERT assunes no
responsibility for errors or om ssions, or for damages
resulting fromthe use of the information contained within.
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6 Security Considerations

Thi s docunent di scusses the operation of Conputer Security |ncident
Response Teans, and the teams’ interactions with their constituencies

and with other organizations. It is, therefore, not directly
concerned with the security of protocols, applications, or network
systens thenselves. It is not even concerned with particular

responses and reactions to security incidents, but only with the
appropriate description of the responses provided by CSIRTs.

Nonetheless, it is vital that the CSIRTs thensel ves operate securely,
whi ch neans that they must establish secure comruni cati on channels
with other teanms, and with nmenbers of their constituency. They nust
al so secure their own systens and infrastructure, to protect the
interests of their constituency and to maintain the confidentiality
of the identity of victins and reporters of security incidents.
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8 Full Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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