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Abstract
The main purpose of this note is to clarify the current

interpretation of the 32-bit IP version 4 address space, whose
signi fi cance has changed substantially since it was originally

defined. A short section on |IPv6 addresses nentions the main points

of simlarity with, and difference from | Pv4.
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1. Introduction

The main purpose of this note is to clarify the current
interpretation of the 32-bit IP version 4 address space, whose
signi fi cance has changed substantially since it was originally
defined in 1981 [ RFC 791].
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This clarification is intended to assist protocol designers, product

i npl enentors, Internet service providers, and user sites. It ains to
avoi d m sunder standi ngs about | P addresses that can result fromthe
substantial changes that have taken place in the last few years, as a
result of the Internet’s exponential growth

A short section on |IPv6 addresses mentions the main points of
simlarity with, and difference from |Pv4.

2. Term nol ogy

It is well understood that in conputer networks, the concepts of
directories, names, network addresses, and routes are separate and
nmust be anal ysed separately [RFC 1498]. However, it is also
necessary to sub-divide the concept of "network address" (abbreviated
to "address" fromhere on) into at | east two notions, nanely
"identifier" and "locator". This was perhaps | ess well understood
when RFC 791 was written.

In this docunent, the term"host" refers to any system originating
and/or termnating | Pv4 packets, and "router” refers to any system
forwarding | Pv4 packets from one host or router to another

For the purposes of this docunent, an "identifier" is a bit string
which is used throughout the lifetine of a communication session
between two hosts, to identify one of the hosts as far as the other
is concerned. Such an identifier is used to verify the source of

i ncom ng packets as being truly the other end of the communication
concerned, e.g. in the TCP pseudo- header [RFC 793] or in an IP
Security association [RFC 1825]. Traditionally, the source |Pv4
address in every packet is used for this.

Note that other definitions of "identifier" are sonmetinmes used; this
docunent does not claimto discuss the general issue of the semantics
of end-point identifiers.

For the purposes of this docunment, a "locator" is a bit string which
is used to identify where a particular packet nust be delivered, i.e.
it serves to locate the place in the Internet topol ogy where the
destination host is attached. Traditionally, the destination |Pv4
address in every packet is used for this. IP routing protocols
interpret | Pv4 addresses as |ocators and construct routing tables
based on which routers (which have their own |ocators) claimto know
a route towards the locators of particular hosts.

Both identifiers and | ocators have requirenents of uni queness, but

these requirenents are different. ldentifiers nust be unique with
respect to each set of inter-conmmunicating hosts. Locators nust be
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uni que with respect to each set of inter-comunicating routers (which
we will call a routing "realnl). While | ocators nmust be unique within
a given routing realm this uniqueness (but not routability) could
extend to nore than one realm Thus we can further distinguish
between a set of realns with unique | ocators versus a set of realns
wi th non-uni que (overl apping) | ocators.

Both identifiers and | ocators have requirenents of lifetine, but
these requirenents are different. Identifiers nust be valid for at
|l east the maximumlifetime of a conmunication between two hosts.
Locators must be valid only as long as the routing nechani sms so
require (which could be shorter or longer than the lifetine of a
conmuni cati on) .

It will be noted that it is a contingent fact of history that the
sane address space and the sanme fields in the | P header (source and
destinati on addresses) are used by RFC 791 and RFC 793 for both
identifiers and locators, and that in the traditional Internet a
host’s identifier is identical to its |locator, as well as being
spatially uni que (unambi guous) and tenporally unique (constant).

These uni queness conditions had a nunmber of consequences for design
assunptions of routing (the infrastructure that |Pv4 | ocators enable)
and transport protocols (that which depends on the I P connectivity).
Spati al uni gueness of an address neant that it served as both an
interface identifier and a host identifier, as well as the key to the
routing table. Tenporal uniqueness of an address nmeant that there
was no need for TCP inplenentations to maintain state regarding
identity of the far end, other than the IP address. Thus |P addresses
coul d be used both for end-to-end IP security and for binding upper

| ayer sessions.

General Iy speaking, the use of |Pv4 addresses as | ocators has been
considered nore inportant than their use as identifiers, and whenever
there has been a conflict between the two uses, the use as a | ocator
has prevailed. That is, it has been considered nore useful to deliver
t he packet, then worry about how to identify the end points, than to
provide identity in a packet that cannot be delivered. In other
words, there has been intensive work on routing protocols and little
concrete work on other aspects of address usage.

3. ldeal properties.

What ever the constraints mentioned above, it is easy to see the idea
properties of identifiers and |ocators. Identifiers should be
assigned at birth, never change, and never be re-used. Locators
shoul d describe the host’s position in the network’ s topol ogy, and
shoul d change whenever the topol ogy changes.
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Unfortunately neither of the these ideals are net by |Pv4 addresses.
The remai nder of this docunent is intended as a snapshot of the
current real situation

4. Overview of the current situation of |Pv4 addresses.

It is a fact that | Pv4 addresses are no longer all globally unique
and no longer all have indefinite lifetines.

4.1 Addresses are no |longer globally unique |ocators

[ RFC 1918] shows how corporate networks, a.k.a. Intranets, may if
necessary legitimtely re-use a subset of the IPv4 address space,
forming multiple routing realnms. At the boundary between two (or
nore) routing realms, we may find a spectrum of devices that
enabl es comuni cati on between the real ns.

At one end of the spectrumis a pure Application Layer Gateway
(ALG. Such a device acts as a term nation point for the
application |ayer data stream and is visible to an end-user. For
exanmpl e, when an end-user Ua in routing realmA wants to

communi cate with an end-user Ub in routing realmB, Ua has first
to explicitly establish conmunication with the ALG t hat

i nterconnects A and B, and only via that can Ua establish

comuni cation with Ub. We term such a gateway a "non-transparent”
ALG

Anot her form of ALG nmakes conmuni cation through the ALG
transparent to an end user. Using the previous exanple, with a
"transparent” ALG Ua would not be required to establish explicit
connectivity to the ALG first, before starting to conmunicate with
Ub. Such connectivity will be established transparently to Ua, so
that Ua would only see connectivity to Ub.

For conpl eteness, note that it is not necessarily the case that
conmmuni cating via an ALG i nvol ves changes to the network header
An ALG could be used only at the beginning of a session for the
pur pose of authentication, after which the ALG goes away and
conmuni cation continues natively.

Bot h non-transparent and transparent ALGs are required (by
definition) to understand the syntax and semantics of the
application data stream ALGs are very sinple fromthe vi ewpoi nt
of network layer architecture, since they appear as Internet hosts
in each realm i.e. they act as origination and ternination points
for comruni cation.
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At the other end of the spectrumis a Network Address Transl ator
(NAT) [RFC 1631]. In the context of this docunment we define a NAT
as a device that just nodifies the network and the transport |ayer
headers, but does not understand the syntax/semantics of the
application |ayer data stream (using our termn nology what is
described in RFC1631 is a device that has both the NAT and ALG
functionality).

In the standard case of a NAT placed between a corporate network
using private addresses [RFC 1918] and the public Internet, that
NAT changes the source | Pv4 address in packets going towards the
Internet, and changes the destination |Pv4 address in packets
coming fromthe Internet. Wen a NAT is used to interconnect
routing realns with overlappi ng addresses, such as a direct
connection between two intranets, the NAT may nodify both
addresses in the I P header. Since the NAT nodifies address(es) in
the I P header, the NAT also has to nodify the transport (e.g.

TCP, UDP) pseudo- header checksum Upon sone introspection one
coul d observe that when interconnecting routing realns with
over| appi ng addresses, the set of operations on the network and
transport header performed by a NAT forns a (proper) subset of the
set of operations on the network and transport |ayer performed by
a transparent ALG

By definition a NAT does not understand syntax and semantics of an
application data stream Therefore, a NAT cannot support
applications that carry | P addresses at the application |ayer
(e.g., FTP with PORT or PASV command [RFC 959]). On the ot her

hand, a NAT can support any application, as |long as such an
application does not carry |IP addresses at the application |ayer.
This is in contrast with an ALG that can support only the
applications coded into the ALG

One can conclude that both NATs and ALGs have their own
limtations, which could constrain their useful ness. Conbi ni ng NAT
and ALG functionality in a single device could be used to overcone
sonme, but not all, of these Iimtations. Such a device would use
the NAT functionality for the applications that do not carry IP
addresses, and would resort to the ALG functionality when dealing
with the applications that carry |IP addresses. For exanple, such a
devi ce woul d use the NAT functionality to deal with the FTP data
connection, but would use the ALG functionality to deal with the
FTP control connection. However, such a device will fail

compl etely handling an application that carries |IP addresses, when
the device does not support the application via the ALG
functionality, but rather handles it via the NAT functionality.

Carpenter, et. al. I nf or mat i onal [ Page 5]



RFC 2101 | Pv4 Address Behavi or Today February 1997

Conmuni cating through either ALGs or NATs involves changes to the
net wor k header (and specifically source and destination
addresses), and to the transport header. Since |IP Security

aut henti cati on headers assune that the addresses in the network
header are preserved end-to-end, it is not clear how one could
support | P Security-based authentication between a pair of hosts
communi cating through either an ALG or a NAT. Since IP Security,
when used for confidentiality, encrypts the entire transport |ayer
end-to-end, it is not clear how an ALG or NAT coul d nodify
encrypted packets as they require to. |In other words, both ALGs
and NATs are likely to force a boundary between two distinct IP
Security domains, both for authentication and for confidentiality,
unl ess specific enhancenents to IP Security are designed for this
pur pose.

I nterconnecting routing realns via either ALGs or NATs relies on
the DNS [RFC 1035]. Specifically, for a given set of

(i nterconnected) routing realns, even if network | ayer addresses
are no |l onger unique across the set, fully qualified donmain nanes
woul d need to be uni que across the set. However, a site that is
running a NAT or ALG probably needs to run two DNS servers, one

i nside and one outside the NAT or ALG giving different answers to
identical queries. This is discussed further in [kre]. DNS
security [ RFC 2065] and sone dynani ¢ DNS updates [dns2] will
presumably not be valid across a NAT/ ALG boundary, so we nust
assunme that the external DNS server acquires at |east part of its
tabl es by sonme ot her nechani sm

To summarize, since RFC 1918, we have not really changed the
spatial uni queness of an address, so nuch as recognized that there
are multiple spaces. i.e. each space is still a routing realm
such as an intranet, possibly connected to other intranets, or the
Internet, by NATs or ALGs (see above di scussion). The tenpora

uni queness of an address is unchanged by RFC 1918.

4.2. Addresses are no longer all tenporally unique

Note that as soon as address significance changes anywhere in the
address space, it has in sonme sense changed everywhere. This has
in fact already happened.

| Pv4 address bl ocks were for many years assi gned chronol ogi cally,
i.e. effectively at randomwi th respect to network topol ogy.
This led to constantly growi ng routing tables; this does not
scal e. Today, hierarchical routing (CIDR [ RFC 1518], [RFC 1519])
is used as a nmechanismto inprove scaling of routing within a
routing realm and especially within the Internet (The Annex goes
into nore details on CIDR).

Carpenter, et. al. I nf or mat i onal [ Page 6]



RFC 2101 | Pv4 Address Behavi or Today February 1997

Scaling capabilities of CIDR are based on the assunption that
address allocation reflects network topol ogy as nuch as possi bl e,
and boundaries for aggregation of addressing information are not
required to be fully contained within a single organization - they
may span nultiple organizations (e.g., provider with its
subscribers). Thus if a subscriber changes its provider, then to
avoid injecting additional overhead in the Internet routing
system the subscriber may need to renunber.

Changi ng providers is just one possible reason for renunbering.
The informational docunent [RFC 1900] shows why renunbering is an
i ncreasingly frequent event. Both DHCP [ RFC 1541] and PPP [ RFC
1661] pronote the use of dynam c address allocation.

To sunmari ze, since the devel opnent and depl oynent of DHCP and
PPP, and since it is expected that renunbering is likely to becone
a common event, |P address significance has i ndeed been changed.
Spati al uni queness should be the sane, so addresses are stil

ef fective locators. Tenporal uniqueness is no |onger assured. It
may be quite short, possibly shorter than a TCP connection tine.
In such cases an | P address is no longer a good identifier. This
has sone inpact on end-to-end security, and breaks TCP in its
current form

4.3. Multicast and Anycast

Since we deployed multicast [RFC 1112], we nust separate the
debate over neaning of |P addresses into meaning of source and
destination addresses. A destination nulticast address (i.e. a

| ocator for a topologically spread group of hosts) can traverse a
NAT, and is not necessarily restricted to an intranet (or to the
public Internet). |Its lifetinme can be short too.

The concept of an anycast address is of an address that
semantically locates any of a group of systens performng
equi val ent functions. There is no way such an address can be
anything but a locator; it can never serve as an identifier as
defined in this docunment, since it does not uniquely identify
host. In this case, the effective tenporal uni queness, or usefu
lifetinme, of an I P address can be less than the tinme taken to
establish a TCP connecti on.

Here we have used TCP sinply to illustrate the idea of an

associ ation - nany UDP based applications (or other systens

| ayered on IP) allocate state after receiving or sending a first
packet, based on the source and/or destination. Al are affected
by absence of tenporal unigueness whereas only the routing
infrastructure is affected by spatial unigueness changes.
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4. 4. Sunmmary

Due to dynami c address allocation and increasingly frequent
networ k renunbering, tenporal uniqueness of |Pv4 addresses is no
| onger gl obally guaranteed, which puts their use as identifiers
into severe question. Due to the proliferation of Intranets,
spatial uniqueness is also no |onger guaranteed across routing
real ns; interconnecting routing realns could be acconplished via
either ALGs or NATs. In principle such interconnection will have
| ess functionality than if those Intranets were directly
connected. In practice the difference in functionality may or may
not nmatter, depending on individual circunstances.

5. 1 Pv6 Considerations

As far as tenporal uniqueness (identifier-like behaviour) is
concerned, the IPv6 nodel [RFC 1884] is very simlar to the current
state of the IPv4 nodel, only nore so. |1Pv6 will provide nmechani sns
to autoconfigure | Pv6 addresses on | Pv6 hosts. Prefix changes,
requiring the global 1Pv6 addresses of all hosts under a given prefix
to change, are to be expected. Thus, IPv6 will anplify the existing
probl em of finding stable identifiers to be used for end-to-end
security and for session bindings such as TCP state.

The I AB feels that this is unfortunate, and that the transition to
| Pv6 woul d be an ideal occasion to provide upper |ayer end-to-end

protocols with tenporally unique identifiers. The exact nature of

these identifiers requires further study.

As far as spatial uniqueness (locator-1|ike behaviour) is concerned,
the | Pv6 address space is so big that a shortage of addresses,
requiring an RFC 1918-1i ke approach and address translation, is
hardly conceivable. Although there is no shortage of |Pv6 addresses,
there is also a well-defined nmechani smfor obtaining |ink-local and
site-local addresses in IPv6 [RFC 1884, section 2.4.8]. These
properties of |IPv6 do not prevent separate routing realns for |Pv6,
if so desired (resulting in multiple security domains as well).

Wil e at the present nonent we cannot identify a case in which
multiple IPv6 routing realms would be required, it is also hard to
give a definitive answer to whether there will be only one, or nore
than one IPv6 routing realns. |f one hypothesises that there will be
nmore than one IPv6 routing realm then such realns could be

i nterconnected together via ALGs and NATs. Considerations for such
ALGs and NATs appear to be identical to those for |Pv4.
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ANNEX: Current Practices for | Pv4 Address Allocation & Routing

Initially I P address structure and IP routing were designed around
the notion of network nunber classes (Cass A/B/C networks) [RFC
790]. In the earlier 90s growh of the Internet demanded significant
i mprovenents in both the scalability of the Internet routing system
as well as in the IP address space utilization. dassful structure
of | P address space and associated with it classful routing turned
out to be inadequate to neet the denmands, so during 1992 - 1993
period the Internet adopted C assless Inter-Domain Routing (ClDR

[ RFC 1380], [RFC 1518], [RFC 1519]. CIDR enconpasses a new address
all ocation architecture, new routing protocols, and a new structure
of | P addresses.

CIDR i nproves scalability of the Internet routing system by extending
the notion of hierarchical routing beyond the |evel of individua
subnets and networks, to allow routing informati on aggregati on not
only at the level of individual subnets and networks, but at the

| evel of individual sites, as well as at the |level of Internet
Service Providers. Thus an organization (site) could act as an
aggregator for all the destinations within the organization.

Li kewi se, a provider could act as an aggregator for all the
destinations within its subscribers (organizations directly connected
to the provider).

Extendi ng the notion of hierarchical routing to the |evel of

i ndi vidual sites and providers, and allowing sites and providers to
act as aggregators of routing information, required changes both to
the address all ocation procedures, and to the routing protocols.
Wiile in pre-Cl DR days address allocation to sites was done w t hout
taking into consideration the need to aggregate the addressing

i nformati on above the | evel of an individual network numbers, ClDR-
based allocation recomends that address allocation be done in such
a way as to enable sites and providers to act as aggregators of
addressing information - such allocation is called "aggregator
based". To benefit fromthe "aggregator based" address allocation
CIDR i ntroduces an inter-domain routing protocol (BGP-4) [RFC 1771
RFC 1772] that provides capabilities for routing information
aggregation at the level of individual sites and providers.

CI DR i nproves address space utilization by elimnating the notion of
network classes, and replacing it with the notion of contiguous

vari abl e size (power of 2) address blocks. This allows a better match
bet ween t he amount of address space requested and the anount of
address space allocated [RFC 1466]. It also facilitates "aggregator
based" address allocation. Elininating the notion of network classes
requires new capabilities in the routing protocols (both intra and
inter-donain), and IP forwarding. Specifically, the Cl DR capable
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protocols are required to handl e reachability (addressing)

i nformati on expressed in terns of variable |length address prefixes,
and forwarding is required to inplenent the "l ongest match"
algorithm CIDR inplications on routing protocols are described in
[ RFC 1817].

The scaling capabilities of CIDR are based on the assunption that
address allocation reflects network topol ogy as nuch as possi bl e,
especially at the level of sites, and their interconnection with
providers, to enable sites and providers to act as aggregators. If a
site changes its provider, then to avoid injecting additional
overhead in the Internet routing system the site nay need to
renunber. Wile CIDR does not require every site that changes its
providers to renunber, it is inportant to stress that if none of the
sites that change their providers will renunber, the Internet routing
system m ght col |l apse due to the excessive anount of routing
information it would need to handl e.

Mai nt ai ni ng "aggregat or based" address allocation (to pronote

scal abl e routing), and the need to support the ability of sites to
change their providers (to pronote conpetition) denmands practi cal
solutions for renunbering sites. The need to contain the overhead
inarapidly growing Internet routing systemis likely to make
renunbering nore and nore conmmon [ RFC 1900].

The need to scale the Internet routing system and the use of CIDR as
the primary nmechanismfor scaling, results in the evolution of
address all ocati on and managenent policies for the Internet. This
evolution results in adding the "address |ending" policy as an
alternative to the "address ownership" policy [RFC 2008].

| P addressi ng and routing have been in constant evolution since IP
was first specified [RFC 791]. Sonme of the addressing and routing
princi pl es have been deprecated, sonme of the principles have been
preserved, while new principles have been introduced. Current
Internet routing and addresses (based on CIDR) is an evolutionary
step that extends the use of hierarchy to maintain a routabl e gl oba
| nt er net.

Security Considerations

The inpact of the I P addressing nodel on security is discussed in
sections 4.1 and 5 of this docunent.
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