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Status of this Meno

This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice

Copyright (C) The Internet Society (1998). Al Rights Reserved.
Overvi ew

Thi s docunment describes a syntax for certification requests.
1. Scope

A certification request consists of a distinguished nane, a public
key, and optionally a set of attributes, collectively signed by the
entity requesting certification. Certification requests are sent to a
certification authority, who transfornms the request to an X 509
public-key certificate, or a PKCS #6 extended certificate. (In what
formthe certification authority returns the newly signed certificate
is outside the scope of this docunent. A PKCS #7 nmessage i s one
possibility.)

The intention of including a set of attributes is twofold: to provide
ot her information about a given entity, such as the postal address to
whi ch the signed certificate should be returned if electronic mail is
not avail able, or a "challenge password" by which the entity may

| ater request certificate revocation; and to provide attributes for a
PKCS #6 extended certificate. A non-exhaustive list of attributes is
gi ven in PKCS #9.

Certification authorities may al so require non-el ectronic forns of
request and may return non-electronic replies. It is expected that
descriptions of such forms, which are outside the scope of this
docunent, will be available fromthe certification authority.
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The prelimnary intended application of this docunent is to support
PKCS #7 cryptographic nmessages, but is expected that other
applications will be devel oped.

2. References

PKCS #1 RSA Laboratories. PKCS #1: RSA Encryption
Standard. Version 1.5, Novenber 1993.

PKCS #6 RSA Laboratories. PKCS #6: Extended-Certificate
Syntax. Version 1.5, Novenber 1993.

PKCS #7 RSA Laboratories. PKCS #7: Cryptographic Message
Syntax. Version 1.5, Novenber 1993.

PKCS #9 RSA Laboratories. PKCS #9: Selected Attribute
Types. Version 1.1, Novenber 1993.

RFC 1424 Kaliski, B., "Privacy Enhancenment for
Internet Electronic Mail: Part |1V: Key
Certification and Rel ated Services," RFC 1424,
February 1993.

X. 208 CCl TT. Recommendati on X. 208: Specification of
Abstract Syntax Notation One (ASN. 1). 1988.

X. 209 CC TT. Recommendati on X. 209: Specification of
Basi ¢ Encodi ng Rul es for Abstract Syntax Notation
One (ASN. 1). 1988.

X. 500 CCI TT. Reconmendati on X. 500: The Directory--
Overvi ew of Concepts, Mdels and
Servi ces. 1988.

X. 501 CC TT. Recommendati on X 501: The Directory--
Model s. 1988.
X. 509 CCI TT. Reconmendati on X. 509: The Directory--

Aut henti cati on Franmewor k. 1988.
3. Definitions
For the purposes of this docunent, the follow ng definitions apply.
Al gorithmdentifier: A type that identifies an al gorithm (by object

identifier) and any associ ated paraneters. This type is defined in
X. 509.
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Attribute: A type that contains an attribute type (specified by
object identifier) and one or nore attribute values. This type is
defined in X 501

ASN. 1: Abstract Syntax Notation One, as defined in X 208.

BER: Basic Encoding Rules, as defined in X 209.

Certificate: A type that binds an entity’'s distinguished nane to a
public key with a digital signature. This type is defined in X 509.
This type al so contains the distinguished nane of the certificate

i ssuer (the signer), an issuer- specific serial nunber, the issuer’s
signature algorithmidentifier, and a validity period.

DER: Di stingui shed Encoding Rules for ASN. 1, as defined in X 509,
Section 8.7.

Nane: A type that uniquely identifies or "distinguishes" objects in a
X. 500 directory. This type is defined in X.501. 1In an X 509
certificate, the type identifies the certificate issuer and the
entity whose public key is certified.

4. Synbol s and abbrevi ati ons
No synbol s or abbreviations are defined in this docunent.

5. General overview
The next section specifies certification request syntax.
Thi s docunent exports one type, CertificationRequest.

6. Certification request syntax
This section gives the syntax for certification requests.
A certification request consists of three parts: "certification
request information," a signature algorithmidentifier, and a digital
signhature on the certification request information. The certification
request information consists of the entity’s distingui shed nane, the

entity's public key, and a set of attributes providing other
i nformati on about the entity.
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The process by which a certification request is constructed invol ves
the foll owi ng steps:

1. A CertificationRequestlnfo value containing a
di sti ngui shed nane, a public key, and optionally a set of
attributes is constructed by an entity.

2. The Certificati onRequestinfo value is signed with
the entity's private key. (See Section 6.2.)

3. The Certificati onRequestlnfo value, a signature
algorithmidentifier, and the entity' s signature are
collected together into a Certificati onRequest val ue,
defi ned bel ow.

A certification authority fulfills the request by verifying the
entity’'s signature, and, if it is valid, constructing a X 509
certificate fromthe distinguished nane and public key, as well as an
i ssuer name, serial nunber, validity period, and signature algorithm
of the certification authority’s choice. If the certification request
contains a PKCS #9 extended-certificate-attributes attribute, the
certification authority also constructs a PKCS #6 extended
certificate fromthe X 509 certificate and the extended-certificate-
attributes attribute val ue.

In what formthe certification authority returns the new certificate
is outside the scope of this docunent. One possibility is a PKCS #7
cryptographi c nessage with content type signedData, follow ng the
degenerate case where there are no signers. The return nmessage nay
include a certification path fromthe new certificate to the
certification authority. It may also include other certificates such
as cross-certificates that the certification authority considers

hel pful, and it may include certificate-revocation lists (CRLS).

Anot her possibility is that the certification authority inserts the
new certificate into a central database.

This section is divided into two parts. The first part describes the
certification-request-information type Certificati onRequestlnfo, and
the second part describes the top-level type Certificati onRequest.

Not es.
1. An entity would typically send a certification
request after generating a public-key/private-key pair, but

may al so do so after a change in the entity’'s distinguished
namne.
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2. The signature on the certification request

prevents an entity fromrequesting a certificate with

anot her party’'s public key. Such an attack woul d give the
entity the minor ability to pretend to be the originator of
any nmessage signed by the other party. This attack is
significant only if the entity does not know t he nessage
bei ng signed, and the signed part of the nmessage does not
identify the signer. The entity would still not be able to
decrypt nessages intended for the other party, of course.

3. How the entity sends the certification request to
a certification authority is outside the scope of this
docunent. Both paper and el ectronic forns are possible.

4. This docunent is not conpatible with the
certification request syntax for Privacy-Enhanced Mail, as
described in RFC 1424. The syntax in this docunent differs
in three respects: It allows a set of attributes; it does
not include issuer nanme, serial nunber, or validity period;
and it does not require an "innocuous" nessage to be
signed. The syntax in this docunent is designed to m nimze
request size, an inportant constraint for those
certification authorities accepting requests on paper.

6.1 CertificationRequestlinfo

Certification request infornmation shall have ASN. 1 type
CertificationRequestlnfo:

CertificationRequestinfo ::= SEQUENCE ({
versi on Version
subj ect Nane,
subj ect Publ i cKeyl nf o Subj ect Publ i cKeyl nf o,
attributes [O] IMPLICIT Attributes }

Version ::= | NTEGER
Attributes ::= SET OF Attri bute

The fields of type CertificationRequestlnfo have the follow ng
nmeani ngs:

0 version is the version nunber, for conpatibility

with future revisions of this docunent. It shall be O for
this version of the docunent.
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0 subj ect is the distinguished nane of the
certificate subject (the entity whose public key is to be
certified).

0 subj ect Publ i cKeyl nfo contains information about

the public key being certified. The information identifies
the entity' s public-key algorithm (and any associ ated

par aneters); exanples of public-key algorithnms include
X.509"s rsa and PKCS #1's rsaEncryption. The information

al so includes a bit-string representation of the entity’'s
public key. For both public-key algorithnms just nentioned,
the bit string contains the BER encoding of a val ue of

X. 509/ PKCS #1 type RSAPubl i cKey.

0 attributes is a set of attributes providing
addi tional infornmation about the subject of the
certificate. Sonme attribute types that m ght be useful here
are defined in PKCS #9. An exanple is the chall enge-
password attribute, which specifies a password by which the
entity may request that the certificate revocation. Another
exanmple is the extended-certificate-attributes attribute,
whi ch specifies attributes for a PKCS #6 extended
certificate.

6.2 CertificationRequest
A certification request shall have ASN. 1 type Certificati onRequest:
CertificationRequest ::= SEQUENCE ({
certificationRequestinfo CertificationRequestlnfo,
si gnat ureAl gori thm Si gnat ureAl gorithm dentifier,
sighature Signature }
SignatureAl gorithmdentifier ::= Algorithmdentifier
Signature ::= BIT STRI NG

The fields of type Certificati onRequest have the foll owi ng neani ngs:

0 certificateRequestinfo is the "certification
request information." It is the value being
si ghed.

0 sighatureAl gorithmidentifies the signature

al gorithm (and any associ ated paraneters) under
which the certification-request information is
si gned. Exanpl es include PKCS #1's

nmd2W t hRSAEncr ypti on and nd5W t hRSAEncr ypti on
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0 signature is the result of signing the
certification request information with the
certification request subject’s private key.

The signature process consists of two steps:

1. The value of the certificati onRequestinfo field is
DER encoded, yielding an octet string.

2. The result of step 1 is signed with the
certification request subject’s private key under
the specified signature algorithm yielding a bit
string, the signature.

Note. The syntax for Certificati onRequest could equivalently be
witten with the X 509 SI GNED nacr o:

CertificationRequest ::= SIGNED CertificateRequestlnfo
Security Considerations
Security issues are discussed throughout this neno.
Revi si on history
Version 1.0
Version 1.0 is the initial version
Acknow edgenent s
Thi s docunent is based on a contribution of RSA Laboratories, a
di vision of RSA Data Security, Inc. Any substantial use of the text
fromthis docunment nmust acknow edge RSA Data Security, Inc. RSA Data
Security, Inc. requests that all material nentioning or referencing
this docunment identify this as "RSA Data Security, Inc. PKCS #10".
Aut hor’ s Address
Burt Kali ski
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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