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Abstract

Thi s docunent describes version 2 of the nulticast session directory
announcenent protocol, Session Announcenent Protocol (SAP), and the
related issues affecting security and scalability that should be
taken into account by inplenmentors.

1 Introduction

In order to assist the advertisenent of nulticast nultinmedia
conferences and other nulticast sessions, and to comuni cate the

rel evant session setup information to prospective participants, a
distributed session directory may be used. An instance of such a
session directory periodically nulticasts packets containing a
description of the session, and these advertisenents are received by
ot her session directories such that potential renote participants can
use the session description to start the tools required to
participate in the session

This meno descri bes the issues involved in the nulticast announcenent
of session description information and defines an announcenent
protocol to be used. Sessions are described using the session
description protocol which is described in a conpanion meno [4].
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2 Term nol ogy

A SAP announcer periodically multicasts an announcenent packet to a
wel I known nulticast address and port. The announcenent is mnulticast
with the same scope as the session it is announcing, ensuring that
the recipients of the announcenent are within the scope of the
sessi on the announcenent describes (bandw dth and other such
constraints permtting). This is also inportant for the scalability
of the protocol, as it keeps local session announcenents | ocal.

A SAP listener learns of the nulticast scopes it is within (for
exanpl e, using the Milticast-Scope Zone Announcenent Protocol [5])
and listens on the well known SAP address and port for those scopes.
In this manner, it will eventually learn of all the sessions being
announced, allowi ng those sessions to be joined.

The key words ‘ MUST', ‘MJUST NOT', ‘REQUIRED , ‘SHALL', ‘SHALL NOT',
“*SHOULD' , ‘SHOULD NOT', ‘RECOMMENDED , ‘MAY', and ‘OPTIONAL' in this
docunent are to be interpreted as described in [1].

3 Sessi on Announcenent

As noted previously, a SAP announcer periodically sends an
announcenent packet to a well known nulticast address and port.
There is no rendezvous nmechani sm - the SAP announcer is not aware of
the presence or absence of any SAP listeners - and no additional
reliability is provided over the standard best-effort UDP/IP

semanti cs.

That announcenent contains a session description and SHOULD cont ai n
an authentication header. The session description MAY be encrypted
al though this is NOI RECOWENDED (see section 7).

A SAP announcenent is nulticast with the sane scope as the session it
i s announci ng, ensuring that the recipients of the announcenent are
within the scope of the session the announcenent describes. There are
a nunber of possibilities:

| Pv4 gl obal scope sessions use multicast addresses in the range
224.2.128.0 - 224.2.255.255 with SAP announcenents being sent to
224.2.127.254 (note that 224.2.127.255 is used by the obsolete
SAPv0 and MUST NOT be used).
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| Pv4 admi ni strative scope sessions using administratively scoped |IP
nmul ticast as defined in [7]. The multicast address to be used for
announcenents is the highest nulticast address in the rel evant
adm ni strative scope zone. For exanple, if the scope range is
239.16.32.0 - 239.16.33.255, then 239.16.33.255 is used for SAP
announcenents.

| Pv6 sessions are announced on the address FFOX: 0:0:0:0:0: 2: 7FFE
where X is the 4-bit scope value. For exanple, an announcenent
for a link-local session assigned the address
FF02: 0: 0: 0: 0: 0: 1234: 5678, shoul d be advertised on SAP address
FF02: 0: 0: 0: 0: 0: 2: 7FFE

Ensuring that a description is not used by a potential participant
outsi de the session scope is not addressed in this neno.

SAP announcenents MJST be sent on port 9875 and SHOULD be sent with
an [P time-to-live of 255 (the use of TTL scoping for nulticast is
di scouraged [7]).

If a session uses addresses in multiple adm nistrative scope ranges,
it is necessary for the announcer to send identical copies of the
announcenent to each administrative scope range. It is up to the
listeners to parse such multiple announcenents as the sanme session
(as identified by the SDP origin field, for exanple). The
announcenent rate for each adnministrative scope range MJST be
cal cul ated separately, as if the nultiple announcenents were
separ at e.

Mul ti pl e announcers may announce a single session, as an aid to
robustness in the face of packet |loss and failure of one or nore
announcers. The rate at which each announcer repeats its
announcenent MJUST be scal ed back such that the total announcenent
rate is equal to that which a single server would choose.
Announcenents nmade in this manner MJST be identical.

If multiple announcenents are being nade for a session, then each
announcenent MJST carry an aut henticati on header signhed by the sane
key, or be treated as a conpletely separate announcenent by
listeners.

An |1 Pv4d SAP |listener SHOULD |isten on the I Pv4 gl obal scope SAP
address and on the SAP addresses for each |IPv4 adnministrative scope
zone it is within. The discovery of adm nistrative scope zones is
outside the scope of this nmeno, but it is assuned that each SAP
listener within a particular scope zone is aware of that scope zone.
A SAP listener which supports I Pv6 SHOULD also listen to the | Pv6 SAP
addr esses.
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3.1 Announcenent | nterva

The tinme period between repetitions of an announcenent is chosen such
that the total bandw dth used by all announcenents on a single SAP

group remai ns below a preconfigured linmt. |If not otherw se
specified, the bandwidth Iimt SHOULD be assuned to be 4000 bits per
second.

Each announcer is expected to listen to other announcenents in order
to determine the total nunber of sessions bei ng announced on a
particul ar group. Sessions are uniquely identified by the

conbi nati on of the nessage identifier hash and originating source
fields of the SAP header (note that SAP vO0 announcers always set the
nmessage identifier hash to zero, and if such an announcenent is
received the entire nessage MJST be conpared to deternine

uni queness) .

Announcenents are nmade by periodic nulticast to the group. The base
i nterval between announcenents is derived fromthe nunber of
announcenents being nade in that group, the size of the announcenent
and the configured bandwidth limt. The actual transmi ssion time is
derived fromthis base interval as foll ows:

1. The announcer initializes the variable tp to be the last tine a
particul ar announcenent was transmitted (or the current time if
this is the first tinme this announcenent is to be nade).

2. Gven a configured bandwidth Iimt in bits/second and an
announcenent of ad_size bytes, the base announcenent interval
in seconds is

i nterval =max(300; (8*no_of_ads*ad_size)/limnit)

3. An offset is calculated based on the base announcenent interva

of fset= rand(interval* 2/3)-(interval/3)

4. The next transmission tinme for an announcenent derived as

tn =tp+ interval + of fset
The announcer then sets a tiner to expire at tn and waits. At tine
tn the announcer SHOULD recal cul ate the next transmission tine. |If
the new value of tn is before the current tinme, the announcenent is
sent imediately. QO herwi se the transmi ssion is rescheduled for the

new tn. This reconsideration prevents transient packet bursts on
startup and when a network partition heals.
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4 Session Del etion
Sessions may be deleted in one of several ways:

Explicit Timeout The session description payload nay contain
timestanp information specifying the start- and end-tines of the
session. |If the current tine is later than the end-tinme of the
session, then the session SHOULD be deleted fromthe receiver’'s
sessi on cache.

Inplicit Tinmeout A session announcenent nessage should be received
periodically for each session description in a receiver’'s session
cache. The announcenent period can be predicted by the receiver
fromthe set of sessions currently being announced. |If a session
announcenent nessage has not been received for ten tinmes the
announcenent period, or one hour, whichever is the greater, then
the session is deleted fromthe receiver’s session cache. The one
hour minimumis to allow for transient network partitionings.

Explicit Deletion A session deletion packet is received specifying
the session to be deleted. Session deletion packets SHOULD have a
valid authentication header, matching that used to authenticate
previ ous announcenent packets. If this authentication is nissing,
the del eti on nessage SHOULD be i gnor ed.

5 Session Mdification

A pre-announced session can be nodified by sinply announcing the
nmodi fi ed session description. In this case, the version hash in the
SAP header MJST be changed to indicate to receivers that the packet
contents shoul d be parsed (or decrypted and parsed if it is
encrypted). The session itself, as distinct fromthe session
announcenent, is uniquely identified by the payload and not by the
nmessage identifier hash in the header.

The sanme rules apply for session nodification as for session
del eti on:

o Either the nodified announcenment nust contain an authentication
header signed by the sane key as the cached sessi on announcenent
it is nodifying, or:

o The cached sessi on announcenent nust not contain an authentication

header, and the session nodification announcenent mnust originate
fromthe same host as the session it is nodifying.
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I f an announcenent is received containing an authentication header
and the cached announcenent did not contain an authentication header,
or it contained a different authentication header, then the nodified
announcenent MJUST be treated as a new and di fferent announcenent, and
di splayed in addition to the un-authenticated announcenent. The same
shoul d happen if a nodified packet w thout an authentication header
is received froma different source than the origi nal announcenent.

These rul es prevent an announcenent having an authenticati on header
added by a malicious user and then being del eted using that header,
and it also prevents a denial -of-service attack by sonmeone putting
out a spoof announcenent which, due to packet |oss, reaches sone
participants before the original announcement. Note that under such
circunstances, being able to authenticate the nmessage originator is
the only way to di scover which session is the correct session
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Figure 1: Packet format
6 Packet Format
SAP data packets have the format described in figure 1
V. Version Nunber. The version nunber field MJST be set to 1 (SAPv2
announcenents which use only SAPvl features are backwards

conpati bl e, those which use new features can be detected by other
nmeans, so the SAP version nunber doesn’'t need to change).
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A: Address type. If the Abit is 0, the originating source field
contains a 32-bit IPv4 address. |If the Abit is 1, the
originating source contains a 128-bit |Pv6 address.

R Reserved. SAP announcers MJST set this to 0, SAP |listeners MJST
ignore the contents of this field.

T. Message Type. If the T fieldis set to O this is a session
announcenent packet, if 1 this is a session deletion packet.

E: Encryption Bit. If the encryption bit is set to 1, the payl oad of
the SAP packet is encrypted. |If this bit is 0 the packet is not
encrypted. See section 7 for details of the encryption process.

C. Conpressed bit. If the conpressed bit is set to 1, the payload is
conpressed using the zlib conpression algorithm[3]. |If the
payload is to be conpressed and encrypted, the conpression MIST be
performed first.

Aut hentication Length. An 8 bit unsigned quantity giving the nunber
of 32 bit words foll owing the main SAP header that contain
authentication data. |If it is zero, no authentication header is
present.

Aut hentication data containing a digital signature of the packet,
with length as specified by the authentication | ength header
field. See section 8 for details of the authentication process.

Message ldentifier Hash. A 16 bit quantity that, used in conbination
with the originating source, provides a globally unique identifier
i ndicating the precise version of this announcenent. The choice
of value for this field is not specified here, except that it MJST
be uni que for each session announced by a particul ar SAP announcer
and it MJUST be changed if the session description is nodified (and
a session del etion nmessage SHOULD be sent for the old version of
t he session).

Earlier versions of SAP used a value of zero to nmean that the hash
shoul d be ignored and the payl oad should al ways be parsed. This
had the unfortunate side-effect that SAP announcers had to study
the payl oad data to determ ne how nany uni que sessions were being
advertised, naking the cal cul ati on of the announcenent i nterval
nore conpl ex that necessary. 1In order to decouple the session
announcenent process fromthe contents of those announcenents, SAP
announcers SHOULD NOT set the nessage identifier hash to zero.

SAP |isteners MAY silently discard nessages if the nmessage
identifier hash is set to zero.
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Oiginating Source. This gives the | P address of the original source
of the nmessage. This is an IPv4 address if the Afield is set to
zero, else it is an IPv6 address. The address is stored in
net wor k byte order.

SAPvVO permitted the originating source to be zero if the nessage
identifier hash was also zero. This practise is no |onger |egal,
and SAP announcers SHOULD NOT set the originating source to zero.
SAP listeners MAY silently discard packets with the originating
source set to zero

The header is followed by an optional payload type field and the
payl oad data itself. |If the E or Cbits are set in the header both
t he payl oad type and payl oad are encrypted and/ or conpressed.

The payload type field is a MM content type specifier, describing
the format of the payload. This is a variable |length ASCI| text
string, followed by a single zero byte (ASCII NUL). The payl oad type
SHOULD be included in all packets. |If the payload type is
“application/sdp’ both the payload type and its terninating zero byte
MAY be omitted, although this is intended for backwards conpatibility
with SAP vl |isteners only.

The absence of a payload type field my be noted since the payl oad
section of such a packet will start with an SDP ‘v=0" field, which is
not a legal M ME content type specifier.

Al'l inplenentations MJIST support payl oads of type ‘application/sdp’
[4]. Oher formats MAY be supported al though since there is no
negoti ation in SAP an announcer which chooses to use a session
description format other than SDP cannot know that the listeners are
abl e to understand the announcenent. A proliferation of payl oad
types in announcenents has the potential to |lead to severe
interoperability problenms, and for this reason, the use of non- SDP
payl oads is NOT RECOVMMENDED.

If the packet is an announcenent packet, the payl oad contains a
sessi on description.

If the packet is a session deletion packet, the payload contains a
session deletion nmessage. |If the payload format is ‘application/sdp
the deletion nessage is a single SDP |line consisting of the origin
field of the announcenent to be del eted.

It is desirable for the payload to be sufficiently small that SAP
packets do not get fragnented by the underlying network.
Fragnentation has a loss nmultiplier effect, which is known to
significantly affect the reliability of announcenents. It is
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RECOVMENDED t hat SAP packets are snaller than 1kByte in |ength,
although if it is known that announcenents will use a network with a
small er MIU than this, then that SHOULD be used as the maxi mnum
reconmended packet size.

7 Encrypted Announcenents

An announcenent is received by all listeners in the scope to which it
is sent. If an announcenent is encrypted, and many of the receivers
do not have the encryption key, there is a considerable waste of
bandwi dt h since those receivers cannot use the announcenent they have
received. For this reason, the use of encrypted SAP announcenents is
NOT RECOVMENDED on the gl obal scope SAP group or on administrative
scope groups which may have many recei vers which cannot decrypt those
announcenent s.

The opinion of the authors is that encrypted SAP is useful in special
cases only, and that the vast majority of scenarios where encrypted
SAP has been proposed may be better served by distributing session
detail s using another nechanism There are, however, certain
scenari os where encrypted announcenents nmay be useful. For this
reason, the encryption bit is included in the SAP header to all ow
experinmentation with encrypted announcenents.

This nenp does not specify details of the encryption algorithmto be
used or the neans by which keys are generated and distributed. An
addi tional specification should define these, if it is desired to use
encrypted SAP.

Note that if an encrypted announcenent is being announced via a
proxy, then there may be no way for the proxy to discover that the
announcenent has been superseded, and so it nmay continue to relay the
ol d announcenent in addition to the new announcenent. SAP provides
no mechanismto chain nodified encrypted announcenents, so it is
advi sabl e to announce the unnodified session as deleted for a short
time after the nodification has occurred. This does not guarantee
that all proxies have deleted the session, and so receivers of
encrypted sessions should be prepared to discard old versions of
sessi on announcenents that they may receive. |In npst cases however,
the only stateful proxy will be local to (and known to) the sender
and an additional (local-area) protocol involving a handshake for
such session nodifications can be used to avoid this problem

Sessi on announcenents that are encrypted with a symmetric al gorithm
may all ow a degree of privacy in the announcenent of a session, but
it should be recognized that a user in possession of such a key can
pass it on to other users who should not be in possession of such a
key. Thus announcenents to such a group of key hol ders cannot be
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assuned to have conme froman authorized key hol der unless there is an
appropriate authenticati on header signed by an authorized key hol der.
In addition the recipients of such encrypted announcenents cannot be
assuned to only be authorized key hol ders. Such encrypted
announcenents do not provide any real security unless all of the

aut hori zed key holders are trusted to maintain security of such
session directory keys. This property is shared by the nulticast
session tools thensel ves, where it is possible for an un-trustworthy
menber of the session to pass on encryption keys to un-authorized
users. However it is likely that keys used for the session tools
will be nore short lived than those used for session directories.

Simlar considerations should apply when sessi on announcenents are
encrypted with an asymmetric algorithm but then it is possible to
restrict the possessor(s) of the private key, so that announcenents
to a key-hol der group can not be nade, even if one of the untrusted
menbers of the group proves to be un-trustworthy.

1 2 3
01234567890123456789012345678901
T T S e i T S S i S S e T St S S R S
V=1 | P| Auth | |
B I S i S S NS |

I

Format specific authentication subheader

T+ T+

:I-- i SR T T o s ot T S S e S S S e iy SIS S Y S 5
Figure 2: Format of the authentication data in the SAP header
8 Authenticated Announcenents
The aut hentication header can be used for two purposes:

o Verification that changes to a session description or deletion of
a session are permtted.

0 Authentication of the identity of the session creator.

In sone circunstances only verification is possible because a
certificate signed by a nutually trusted person or authority is not
avai |l abl e. However, under such circunstances, the session originator
may still be authenticated to be the sane as the session originator
of previous sessions claimng to be fromthe same person. This may
or may not be sufficient depending on the purpose of the session and
t he peopl e invol ved.
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Clearly the key used for the authentication should not be trusted to
bel ong to the session originator unless it has been separately

aut henti cated by sonme other means, such as being certified by a
trusted third party. Such certificates are not norrmally included in
an SAP header because they take nore space than can normally be
afforded in an SAP packet, and such verification nmust therefore take
pl ace by sone other nechanism However, as certified public keys are
normal |y locally cached, authentication of a particular key only has
to take place once, rather than every time the session directory
retransmits the announcenent.

SAP is not tied to any single authentication mechani sm

Aut hentication data in the header is self-describing, but the precise
format depends on the authentication nmechanismin use. The generic
format of the authentication data is given in figure 2. The
structure of the format specific authentication subheader, using both
the PGP and the CMS formats, is discussed in sections 8.1 and 8.2
respectively. Additional formats may be added in future.

Version Nunber, V: The version nunber of the authentication fornat
specified by this nenp is 1.

Padding Bit, P: |If necessary the authentication data is padded to be
a multiple of 32 bits and the padding bit is set. |In this case
the last byte of the authentication data contains the nunber of
paddi ng bytes (including the |ast byte) that nust be di scarded.

Aut hentication Type, Auth: The authentication type is a 4 bit
encoded field that denotes the authentication infrastructure the
sender expects the recipients to use to check the authenticity and
integrity of the information. This defines the format of the
aut henti cati on subheader and can take the values: 0 = PGP fornmat,
1 =CMs format. All other values are undefined and SHOULD be
i gnor ed.

If a SAP packet is to be conpressed or encrypted, this MJST be done
before the authentication is added.

The digital signature in the authentication data MJST be cal cul ated
over the entire packet, including the header. The authentication

I ength MJUST be set to zero and the authentication data excluded when
calculating the digital signature.

It is to be expected that sessions nmay be announced by a nunber of

di fferent nechani sns, not only SAP. For exanple, a session
description nmay placed on a web page, sent by email or conveyed in a
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session initiation protocol. To ease interoperability with these
ot her mechani sns, application level security is enployed, rather than
usi ng | Psec authentication headers.

8.1 PGP Aut hentication

A full description of the PGP protocol can be found in [2]. When
usi ng PGP for SAP authentication the basic format specific

aut henti cati on subheader conprises a digital signature packet as
described in [2]. The signature type MJST be 0x01 which neans the
sighature is that of a canonical text docunent.

8.2 CV5 Aut hentication

A full description of the Cryptographic Message Syntax can be found
in[6]. The format specific authentication subheader will, in the
CMS case, have an ASN. 1 ContentInfo type with the Content Type being
si ghedDat a.

Use is made of the option available in PKCS#7 to | eave the content
itself blank as the content which is signed is already present in the
packet. Inclusion of it within the SignedData type woul d duplicate
this data and i ncrease the packet |ength unnecessarily. |In addition
this allows recipients with either no interest in the authentication
or with no nmechanismfor checking it, to nore easily skip the

aut hentication informtion.

There SHOULD be only one signerinfo and related fields corresponding
to the originator of the SAP announcenment. The signingTime SHOULD be
present as a signedAttribute. However, due to the strict size
limtations on the size of SAP packets, certificates and CRLs SHOULD
NOT be included in the signedData structure. It is expected that
users of the protocol will have other nethods for certificate and CRL
di stribution.

9 Scalability and cachi ng

SAP is intended to announce the existence of |ong-lived w de-area
mul ticast sessions. It is not an especially tinmely protocol

sessi ons are announced by periodic nulticast with a repeat rate on
the order of tens of mnutes, and no enhanced reliability over UDP
This leads to a long startup delay before a conplete set of
announcenents is heard by a listener. This delay is clearly
undesirable for interactive browsing of announced sessi ons.

In order to reduce the delays inherent in SAP, it is recommended t hat

proxy caches are deployed. A SAP proxy cache is expected to |isten
to all SAP groups in its scope, and to naintain an up-to-date |ist of
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al | announced sessions along with the tinme each announcenent was | ast
received. Wen a new SAP listeners starts, it should contact its

| ocal proxy to download this information, which is then sufficient
for it to process future announcenents directly, as if it has been
continually listening.

The protocol by which a SAP |listener contacts its |ocal proxy cache
is not specified here.

Security Considerations

SAP contai ns mechani sns for ensuring integrity of session
announcenents, for authenticating the origin of an announcenent and
for encrypting such announcenents (sections 7 and 8).

As stated in section 5, if a session nodification announcenent is
received that contains a valid authentication header, but which is
not signed by the original creator of the session, then the session
must be treated as a new session in addition to the original session
with the same SDP origin information unless the originator of one of
the session descriptions can be authenticated using a certificate
signed by a trusted third party. |If this were not done, there would
be a possi bl e denial of service attack whereby a party listens for
new announcenents, strips off the original authentication header

nodi fies the session description, adds a new aut henticati on header
and re-announces the session. |If a rule was inposed that such spoof
announcenents were ignored, then if packet loss or late starting of a
session directory instance caused the original announcenent to fail
to arrive at a site, but the spoof announcenent did so, this would
then prevent the original announcement from being accepted at that
site.

A simlar denial-of-service attack is possible if a session
announcenent receiver relies conpletely on the originating source and
hash fields to indicate change, and fails to parse the renmai nder of
announcenents for which it has seen the origin/hash conbination

bef ore.

A denial of service attack is possible froma malicious site close to
alegitimate site which is making a sessi on announcenent. This can
happen if the malicious site floods the legitimte site with huge
nunbers of (illegal) Iow TTL announcenents describing high TTL
sessions. This nmay reduce the session announcenent rate of the

| egi ti mate announcenent to below a tenth of the rate expected at
renote sites and therefore cause the session to tinme out. Such an
attack is likely to be easily detectable, and we do not provide any
mechani sm here to prevent it.
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A. Sunmmary of differences between SAPvO and SAPv1

For this purpose SAPvO is defined as the protocol in use by version
2.2 of the session directory tool, sdr. SAPvl is the protoco
described in the 19 Novenber 1996 version of this neno. The packet
headers of SAP nessages are the sanme in VO and V1 in that a V1 tool
can parse a VO announcenent header but not vice-versa. In SAPvO, the
fields have the follow ng val ues:

o Version Nunber: O

0 Message Type: 0 (Announcenent)

0 Authentication Type: 0 (No Authentication)

o Encryption Bit: O (No Encryption)

o0 Conpression Bit: 0O (No conpression)

0 Message Id Hash: 0O (No Hash Specifi ed)

o Oiginating Source: O (No source specified, announcenent has
not been rel ayed)

B. Summary of differences between SAPvl and SAPv2

The packet headers of SAP nessages are the sane in V1 and V2 in that
a V2 tool can parse a V1 announcenent header but not necessarily
Vi ce-versa

o The A bit has been added to the SAP header, replacing one of the
bits of the SAPvl nessage type field. |If set to zero the
announcenent is of an | Pv4 session, and the packet is backwards

conpatible with SAPvl. |If set to one the announcenent is of an
| Pv6 session, and SAPvl |isteners (which do not support 1Pv6) wll
see this as an illegal nessage type (M) field.

o The second bit of the nessage type field in SAPvl has been
repl aced by a reserved, must-be-zero, bit. This bit was unused in
SAPv1l, so this change just codifies existing usage.

0 SAPv1 specified encryption of the payload. SAPv2 includes the E
bit in the SAP header to indicate that the payload is encrypted,
but does not specify any details of the encryption.

o SAPv1 allowed the nessage identifier hash and originating source

fields to be set to zero, for backwards conpatibility. This is no
| onger | egal.
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0 SAPv1 specified gzip conpression. SAPv2 uses zlib (the only known
i mpl ementati on of SAP conmpression used zlib, and gzip conpression
was a m st ake).

0 SAPv2 provides a nore conplete specification for authentication

0 SAPv2 allows for non-SDP payl oads to be transported. SAPvl
requi red that the payl oad was SDP

0 SAPv1 included a tinmeout field for encrypted announcenent, SAPv2
does not (and relies of explicit deletion nessages or inplicit
ti meouts).
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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