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Abstract
This nenp defines a portion of the Managenent |nformation Base (M B)
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In particular, it defines objects for nmonitoring and controlling HPR
(H gh Performance Routing) network devices which have the capability
to conmunicate in IP (Internet Protocol) networks. This neno
identifies nmanaged objects for the HPRin I P network conmuni cati ons.
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1

| nt roducti on

This docunent is a product of the SNA NAU Services M B Wrking G oup.
It defines a M B nodul e for managi ng devices with HPR in | P networks
capabilities.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [17].

The SNMP Net wor k Managenent Franmewor k

The SNMP Managenent Framework presently consists of five major
conponent s:

o] An overall architecture, described in RFC 2271 [1].

o] Mechani sms for describing and nani ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in
STD 16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4]. The
second version, called SMv2, is described in STD 58, RFC 2478
[5], RFC 2579 [6] and RFC 2580 [7].

o] Message protocols for transferring managenent infornmation. The
first version of the SNWMP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [8]. A second version of the SNWP
nessage protocol, which is not an Internet standards track
protocol, is called SNMWPv2c and described in RFC 1901 [9] and
RFC 1906 [10]. The third version of the nessage protocol is
call ed SNMPv3 and described in RFC 1906 [10], RFC 2272 [11] and
RFC 2274 [12].

o] Prot ocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protoco
operations and associated PDU formats is described in RFC 1905
[13].

o] A set of fundanental applications described in RFC 2273 [14] and
t he vi ew-based access control nechani sm described in RFC 2275
[15].

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the nechanisns defined in the SM.
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This nenp specifies a MB nodule that is conpliant to the SMv2. A

M B conformng to the SMvl can be produced through the appropriate
transl ations. The resulting translated M B nust be senmantically

equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Some machi ne readabl e
information in SMv2 will be converted into textual descriptions in
SMv1 during the translation process. However, this | oss of nachine
readabl e information is not considered to change the senantics of the
M B.

3. Overview

This docunent identifies a set of objects for nonitoring the
configuration and active characteristics of devices with HPRin IP
network capabilities. HPR is an enhancenent to the Advanced Peer -
to- Peer Network (APPN) architecture that provides fast data routing
and i nproved session reliability. APPN is the aspect of Systens

Net work Architecture (SNA) that supports peer-to-peer networking.
APPNHPR in I P Networks is a further enhancenment to the APPN HPR
architecture, described in RFC 2353 [18]. It provides a nmethod with
whi ch APPN HPR nodes can commruni cate in | P networks.

APPN managenent information is defined by the APPN MB [19]. HPR
managenent information is defined by the HPR M B, RFC 2238 [ 20].

Hi ghlights of the managenent functions supported by the APPN HPR in
| P Networks M B nodul e include the foll ow ng:

o] A count of UDP packets sent with each type of APPN traffic on
HPR/ 1 P |inks.

o] Monitoring and setting configuration paraneters for the mappings
between APPN traffic types on Type of Service (TOS) Precedence
settings in the IP header. Note that the TOS Precedence
settings have been redefined in RFC 2474 [21] as the first three
bits of the differentiated services code point (DSCP).

This M B nodul e does not support:

o] Configuration of |IP addresses used for APPN ports or |ink
stati ons.

3.1. HPR/IP Values for (bjects in the APPN M B
Ports and link stations are the APPN device's interface to the data
link control (DLC), which provides the physical transport, or to

anot her protocol, such as IP. The APPN M B identifies ports and |ink
stations using IP as the transport with the follow ng objects:
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o] appnPort Dl cType

o] appnLsDl cType

0] appnLsSt at usDl cType

These objects all have the syntax | ANA f Type, and the value 126
defined as "IP (for APPN HPR in I P networks)" shall be returned when
they identify an HPR/I P port or link station.

The | P address used for the port or link station is returned in the
foll owi ng obj ects:

o] appnPort Dl cLocal Addr

o] appnLsLocal Addr

o] appnLsRenot eAddr

o] appnLsSt at usLocal Addr

o] appnLsSt at usRenot eAddr

These obj ects have the syntax Di spl ayabl eDl cAddress, defined in the
APPN M B as a textual convention to represent the address as an octet

string of ASCI| characters.

The following two objects return object identifiers that tie port and
link table entries in the APPN MB to | ower-layer MB entries:

o] appnPort Speci fic
o] appnLsSpecific
Bot h obj ects should return a RowPointer to the ifEntry in the agent’s
ifTable for the physical interface associated with the local IP
address for the port. |If the agent inplenents the IP-MB (RFC 2011),
this association between the | P address and the physical interface
will be represented in the ipNet ToMedi aTabl e.

3.2. APPNHPR in I P Networks MB Structure

The APPNHPR in I P Networks M B nodul e contains two groups of
obj ect s:

o] hpr | pMoni tori ngG oup - an object for counting outgoing HPR/ I P
traffic for each APPN traffic type
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o] hpr1 pConfi gurati onG oup - objects to represent TOS Precedence to
APPN traffic type mappi ngs

These groups are described belowin nore detail.
3.2.1. hprlphonitoringG oup

The hprl pMonitoringG oup group consists of the hprlpActivelLsTabl e.
This table is indexed by the link station nanme and traffic type, and
contains a counter for the nunber of UDP packets sent on a link
station for that traffic type.

3.2.2. hprlpConfigurationG oup

The hprl pMonitoringG oup group consists of the follow ng objects and
t abl es:

1) hprl pAppnPort Tabl e

This table supports reading and setting the default napping between
APPN traffic types and TOS Precedence settings for all link stations
using a port. This mapping may be overridden for individual |ink
stations or individual connection networks.

2) hprlpLsTabl e

This table supports reading and setting the mappi ngs between APPN
traffic types and TOS Precedence settings for an individual |ink
station and APPN traffic type. |If there is no entry in this table
for a given link station and traffic type, then that |ink station
inherits its mapping fromits port.

3) hprlpCnTabl e

This table supports reading and setting the mappi ng between APPN
traffic types and TOS Precedence settings for an individual
connection network and traffic type. |If there is no entry in this
table for a given connection network and traffic type, then that
connection network inherits its mapping fromits port.
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4. Def
HPR- | P-

| MPORTS

hprlp
LAST

initions

M B DEFINITIONS ::= BEG N

MODULE- | DENTI TY, OBJECT- TYPE, Counter 32
FROM SNWPv2- SM
Di spl ayString, RowStatus, TEXTUAL- CONVENTI ON
FROM SNWPv2- TC
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNMPv 2- CONF
SnaCont r ol Poi nt Nanme
FROM APPN- M B
hpr Qbj ects, hpr Conpl i ances, hpr G oups
FROM HPR-M B ;

MODULE- | DENTI TY
- UPDATED "9809240000Z" -- Septenber 24, 1998

ORGANI ZATI ON "I ETF SNA NAU M B W/ AIWAPPN MBs SIG
CONTACT- I NFO

Bob C ouston

Cisco Systens

7025 Kit Creek Road

P. O Box 14987

Research Triangle Park, NC 27709, USA

Tel : 1 919 472 2333
E-mai |l : cl ouston@i sco. com
Bob Mbor e

| BM Cor poration

4205 S. M am Boul evard

BRQA/ 501

P. O Box 12195

Research Triangle Park, NC 27709, USA
Tel : 1 919 254 4436

E-mail: renpore@s.i bmcom

DESCRI PTI ON
"The M B npdule for HPR over IP. This nodule contains two

Cl ousto

gr oups:

May 1999

- the HPR over IP Mnitoring Goup provides a count of the UDP
packets sent by a link station for each APPN traffic type.

- the HPR over IP Configuration Goup provides for

readi ng and

setting the nmappi ngs between APPN traffic types and TOS
Precedence settings in the | P header. These mappings are

n & Moore St andards Track
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configured at the APPN port level, and are inherited by the
APPN connecti on networks and link stations associated with an
APPN port. A port-level mapping can, however, be overridden
for a particular connection network or link station."

REVI SI ON  "9809240000Z" -- Septenber 24, 1998

DESCRI PTI ON

"Initial version, Published as RFC 2584"
= { hprnjects 5}
EE IR I S I I b I I b b b B b S b I I b b I I b b I I S b b I I I I I I b b I I S I I I b b b I S b I I b I B S b b I 4

Textual Conventi ons

khkhkhhdhhdhhdhdhhdhdhdhdhdhdhdhddhdhdhdhddhddhddhddhddhddhddhddhddhddddddddrrrdrxxx

AppnTrafficType ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"APPN traffic type. The first four val ues correspond
to APPN transmission priorities (network, high, mediumand
low), while the fifth is used for both LLC commands (Xl D,
TEST, DI SC, and DM and function-routed NLPs (XI D_DONE_RQ
and X D_DONE_RSP) . "

SYNTAX | NTEGER { |ow (1),
medi um (2),
high (3),
network (4),
Il cAndFnRoutedNl p (5) }

AppnTOSPr ecedence :: = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"A DisplayString representing the setting of the three TCS
Precedence bits in the IP Type of Service field for this APPN
traffic type. The HPR over |IP architecture specifies the
foll ow ng default mapping:

APPN traffic type | P TOS Precedence bits
Net wor k 110
H gh 100
Medi um 010
Low 001
LLC commands, etec. 110

SYNTAX Di splayString (SIZE(3))

khkhkhhdhhdhdhdhdhdhdhdhdhdhdhdhdhddhddhdhddhddhddhddhddhddhddddhddddddrrrhrxxx
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-- hprQbj ects OBJECT IDENTIFIER ::={ hprMB 1 }

khkhkhhkdhhdhdhhdhhdhddhdhdhdhdhddhdhdhddhddhddhddhddhddhddhddhddhddhddddhddddddrhxxxx

khkhkhhhhdhdhdhdhddhdhdhdhdhdhdhdhddhddhddhddhddhddhddhddhddhddhddddddddddrdrxxx

-- HPR over IP Mnitoring G oup

-- This group contains a single table, the hprlsActivelLsTabl e,
-- providing a count of UDP packets sent with each type of
-- APPN traffic on each active |ink supporting HPR over |P.

khkhkhhkhhdhdhhdhdhdhdhdhdhddhdhdhddhdhddhddhddhddhddhddhddhdhdhdddhdhdhrhrdrxxx

hprl pActi veLsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Hprl pActivelLsEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The HPR/I P active link station table. This table provides
counts of the nunber of UDP packets sent for each APPN
traffic type.”

o= hprip 1}

hpr | pActi veLsEntry OBJECT- TYPE
SYNTAX Hpr | pActi veLsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Entry of the HPR/IP link station table."

I NDEX { hprl pActivelLsLsNane,
hpr 1 pActi veLsAppnTraffi cType }

2= { hprlpActivelLsTable 1}

Hpr | pActivelLsEntry ::= SEQUENCE {
hpr | pActi veLsLsNane Di splayString,
hpr 1 pActi veLsAppnTraffi cType AppnTraf fi cType,
hpr1 pActi veLsUdpPacket s Counter32 }

hprl pActi veLsLsNane OBJECT- TYPE

SYNTAX Di splayString (SIZE (1..10))

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Adm ni stratively assigned nane for the link station. |If this
obj ect has the same val ue as the appnLsNane in the APPN M B,
then the two objects are referring to the same APPN |ink
station."”
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2= { hprlpActivelLsEntry 1}

hpr1 pActi veLsAppnTraffi cType OBJECT- TYPE
SYNTAX AppnTrafficType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"APPN traffic type being sent through the link station."

::={ hprlpActivelLsEntry 2}

hpr | pActi veLsUdpPacket s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The count of outgoing UDP packets carrying this type of APPN
traffic. A discontinuity in the counter is indicated by the
appnLsCount er Di sconTi ne object in the APPN MB."

::={ hprlpActivelLsEntry 3}

khkhkhhkhhdhdhhdhdhdhdhdhdhdhdhdhdhdhddhddhddhddhddhddhddhddhddhddddddddrddrdrxxx

-- HPR over I P Configuration G oup

-- This group contains three tables for reading and setting the
-- mappi ng between APPN traffic types and values for the TOS

-- Precedence bits in the I P header. hprlpAppnPort TOSPrecedence
-- represents the APPN port-1level mapping. This mappi ng can be
-- overridden for an individual link station or an individua

-- connection network via, respectively, the hprlpLsTOSPrecedence
-- and the hprl pCnTOSPr ecedence obj ects.

khkhkhhhhdhdhhdhdhddhdhdhdhdhdhdhdhdhddhddhddhddhddhddhddhddhddhddhdddddhrrrrdxxx

hpr | pAppnPort Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Hpr | pAppnPort Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The HPR/ I P APPN port table. This table supports readi ng and
setting the mappi ng between APPN traffic types and TGOS
Precedence settings for all the link stations at this APPN
port. This mapping can be overridden for an individual link
station or an individual connection network via, respectively,
the hprl pLsTOSPrecedence and the hprl pCnTOSPrecedence objects.”

c:={ hprip 2}
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hpr | pAppnPort Entry OBJECT- TYPE
SYNTAX Hpr | pAppnPort Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Entry of the HPR/I P APPN port table. Entries exist for
every APPN port defined to support HPR over IP."

I NDEX { hpr | pAppnPort Nane,
hpr | pAppnPor t AppnTraf fi cType }

::={ hprlpAppnPortTable 1 }

Hpr | pAppnPort Entry ::= SEQUENCE {
hpr | pAppnPor t Nanme Di spl ayStri ng,
hpr | pAppnPor t AppnTr af fi cType AppnTrafficType,
hpr | pAppnPort TOSPr ecedence AppnTOSPr ecedence }

hpr | pAppnPor t Name OBJECT- TYPE

SYNTAX Di splayString (SIZE (1..10))

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Adm ni stratively assigned nane for this APPN port. If this
obj ect has the sanme val ue as the appnPortNanme in the APPN M B,
then the two objects are referring to the same APPN port."

::={ hprlpAppnPortEntry 1 }

hpr | pAppnPor t AppnTr af fi cType OBJECT- TYPE
SYNTAX AppnTrafficType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"APPN traffic type sent through the port."
::={ hprlpAppnPortEntry 2}

hpr | pAppnPort TOSPr ecedence OBJECT- TYPE
SYNTAX AppnTCSPr ecedence
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"A setting for the three TOS Precedence bits in the IP Type of
Service field for this APPN traffic type.

When this value is changed via a Set operation, the new setting
for the TOS Precedence bits takes effect imedi ately, rather
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than waiting for some event such as reinitialization of the
port or of the APPN node itself."

::={ hprlpAppnPortEntry 3}

L. R R R R R R AR R A R A AR A AR A AR A R A R A R A R A AR A AR A A A A A A A A A A AT AA AT AA A A A AA A A A A A A AR AR AR K% %

hpr| pLsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Hprl pLsEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The HPR/IP link station table. Values for TOS Precedence at
the link station |l evel override those at the | evel of the
containing port. |If there is no entry in this table for a

given link station, then that link station inherits its TOS
Precedence values fromits port."

o= { hprip 3}

hprl pLsEntry OBJECT- TYPE
SYNTAX Hpr | pLsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Entry of the HPR/IP link station table."

I NDEX { hprl pLsLsNane,
hpr | pLsAppnTraffi cType }

2= { hpripLsTable 1}

Hpr | pLsEntry ::= SEQUENCE {
hpr | pLsLsName Di splayString,
hpr | pLsAppnTraffi cType AppnTraf fi cType,
hpr | pLsTOSPr ecedence AppnTOSPr ecedence,
hpr | pLsRowsSt at us Rowst at us }

hpr 1 pLsLsNane OBJECT- TYPE
SYNTAX Di splayString (SIZE (1..10))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Adm ni stratively assigned nane for the link station. |If this
obj ect has the same val ue as the appnLsNane in the APPN M B,

then the two objects are referring to the sane APPN |ink
station.”

Cl ouston & More St andards Track [ Page 11]



RFC 2584 APPNHPR in I P Networks M B May 1999

2= { hpripLsEntry 1}

hpr | pLsAppnTraffi cType OBJECT- TYPE
SYNTAX AppnTrafficType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"APPN traffic type sent through the link station."”

2= { hprlpLsEntry 2}

hpr | pLsTOSPr ecedence OBJECT- TYPE
SYNTAX AppnTCSPr ecedence
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"A setting for the three TOS Precedence bits in the IP Type of
Service field for this APPN traffic type.

When this value is changed via a Set operation, the new setting
for the TOS Precedence bits takes effect imediately, rather
than waiting for some event such as reinitialization of the
port or of the APPN node itself."

2= { hprlpLsEntry 3}

hpr | pLsRowSt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object allows entries to be created and deleted in the
hprl pLsTable. As soon as an entry becones active, the nmapping
between APPN traffic types and TOS Precedence settings that it
speci fies becones effective.

The value of the other accessible object in this entry,
hpr | pLsTOSPr ecedence, can be changed via a Set operation when
this object’s value is active(l).

An entry in this table is deleted by setting this object to
destroy(6). Deleting an entry in this table causes the
link station to revert to the default TOS Precedence
mappi ng for its port."

::={ hpripLsEntry 4}
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L. R R R R R R AR R A R A R A R A R A R A A A R A AR A AR A A A A A A A A A A A A AT AA AT AA A A A A A A A A A A A AR AT AR K% %

hpr 1 pCnTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Hprl pCnEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The HPR/ I P connection network table. Values for TGOS
Precedence at the connection network | evel override those at
the level of the containing port. |If there is no entry in
this table for a given connection network, then that
connection network inherits its TOS Precedence val ues from
its port.

A node may have connections to a given connection network
through multiple ports. There is no provision in the HPRIP
architecture for variations in TOS Precedence val ues for

a single connection network based on the port through which
traffic is flowng to the connection network. Thus an entry
inthis table overrides the port-level settings for all the
ports through which the node can reach the connection

net wor k. "

c:={ hprip 4}

hprl pCnEntry OBJECT- TYPE
SYNTAX Hpr | pCnEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Entry of the HPR/IP connection network table."

I NDEX { hprl pCnVrnNane,
hpr 1 pCnAppnTrafficType }

2= { hpripCnTable 1}

Hpr | pCnEntry ::= SEQUENCE {
hpr 1 pCnVr nNane SnaCont r ol Poi nt Nane,
hpr 1 pCnAppnTraf fi cType AppnTraf fi cType,
hpr | pCnTOSPr ecedence AppnTOSPr ecedence,
hpr 1 pCnRowsSt at us RowsSt at us }

hpr 1 pCnVr nNane OBJECT- TYPE
SYNTAX SnaCont r ol Poi nt Name
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"SNA control point name of the virtual routing node (VRN) that
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identifies the connection network in the APPN topol ogy
database. If this object has the sanme val ue as the appnVrnNane
in the APPN M B, then the two objects are referring

to the sane APPN VRN."

2= { hpripCnEntry 1}

hpr | pCnAppnTraf fi cType OBJECT- TYPE
SYNTAX AppnTrafficType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"APPN traffic type sent to this connection network."

2= { hpripCnEntry 2}

hpr 1 pCnTOSPr ecedence OBJECT- TYPE

SYNTAX AppnTCSPr ecedence

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"A setting for the three TOS Precedence bits in the IP Type of
Service field for this APPN traffic type. This setting applies
to all traffic sent to this connection network by this node,
regardl ess of the port through which the traffic is sent.

When this value is changed via a Set operation, the new setting
for the TOS Precedence bits takes effect imedi ately, rather
than waiting for sonme event such as reinitialization of a
port or of the APPN node itself."

2= { hpripCnEntry 3}

hpr | pChnRowsSt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object allows entries to be created and deleted in the
hprl pCnTable. As soon as an entry becones active, the napping
between APPN traffic types and TOS Precedence settings that it
speci fies becones effective.

The value of the other accessible object in this entry,
hpr 1 pCnTOSPr ecedence, can be changed via a Set operation when
this object’s value is active(l).

An entry in this table is deleted by setting this object to
destroy(6). Deleting an entry in this table causes the
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connection network to revert to the default TOS Precedence
mappi ng for each port through which it is accessed."

2= { hprlipCnEntry 4}

khkhkhhkhhdhdhdhdhddhdhdhdhdhdhddhddhdhddhdhddhddhddhddhddhddhddhddhddddddrdrhrxxx

-- Conformance Statenent

khkhkhhkdhhdhdhhdhhdhdhdhdhdhdhdhddhdhdhddhddhddhddhddhddhddhddhddhdddddddhrhrdrxxx

-- Definitions inported fromthe HPR M B:

-- hpr Conf or mance OBJECT IDENTIFIER ::= { hprMB 2 }
-- hpr Conpl i ances OBJECT I DENTIFIER ::= { hprConformance 1 }
-- hpr G oups OBJECT I DENTIFIER ::= { hprConformance 2 }

-- Conpliance statenents
hpr 1 pConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance statenent for the HPR over IP M B nodule."
MODULE  -- this nodul e

-- Conditionally nandatory groups
GROUP hpr | pMoni t ori ngG oup
DESCRI PTI ON
"The hprlpMnitoringGoup is mandatory for APPN i npl ementati ons
supporting HPR over IP."

GROUP hpr | pConfi gurati onG oup

DESCRI PTI ON
"The hprlpConfigurationGoup is mandatory for APPN
i mpl ement ati ons supporting HPR over IP. It may, however,

be i nplenented as a collection of read-only objects.”

OBJECT hpr | pAppnPort TCSPr ecedence
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT hpr | pLsTOSPr ecedence
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT hpr | pLsRowSt at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
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OBJECT hpr | pCnTOSPr ecedence
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT hpr | pCnRowSt at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.”

::= { hprConpliances 2 }
-- Group definitions

hpr 1 pMoni t ori ngG oup OBJECT- GROUP
OBJECTS { hprl pActivelLsUdpPackets }
STATUS current
DESCRI PTI ON
"An object for counting outgoing HPR/IP traffic for each APPN
traffic type.”

2= { hprGoups 5}

hpr 1 pConfi gurati onG oup OBJECT- GROUP
OBJECTS { hprl pAppnPort TOSPr ecedence,
hpr | pLsTOSPr ecedence,
hpr | pLsRowsSt at us,
hpr 1 pCnTOSPr ecedence,
hpr | pCnRowSt at us }
STATUS current
DESCRI PTI ON
"A collection of HPR/I P objects representing the mappi ngs
between APPN traffic types and TOS Precedence bits at the APPN
port, APPN |ink station, and APPN connection network |evels."

2= { hprGoups 6 }
END
5. Security Considerations

Certai n managenent information defined in this MB nmay be consi dered
sensitive in some network environnents. Therefore, authentication of
recei ved SNMP requests and controll ed access to nanagenent

i nformati on SHOULD be enpl oyed in such environnents. An

aut hentication protocol is defined in [12]. A protocol for access
control is defined in [15]. It is a customer responsibility to
properly set up access control for MB access.
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None of the read-only objects in this MB reports a password, user
data, or anything else that is particularly sensitive. Sone
enterprises viewtheir network configuration itself, as well as

i nformati on about network usage and perfornance, as corporate assets;
such enterprises may wish to restrict SNMP access to nost of the
objects in the MB.

The one read-wite and four read-create objects in the MB can affect
network operations; it is recommended that SNMP access to these
objects be restricted. The five objects are:

o] hpr | pPort TOSPrecedence: Setting this object inmmedi ately changes
the mapping for all link stations using this port which do not
have an entry to override the port value. |nproper mappi ngs my
cause delays or disruptions in the network. For exanple, if
APPN traffic type "High' is napped to IP TOS Precedence bits
001’, network control traffic will have the sane TCS precedence
as bulk data traffic. This may cause del ays with session
initializations, and tineouts on control sessions that could
cause network outages.

o] hpr| pLsTOSPrecedence: Setting this object has the potential for
delay or disruption for this link station as descri bed above
with hprl pPort TOSPr ecedence.

o] hprl pLsRowSt atus: Setting this object to delete(6) causes this
link station to revert to the default TOS Precedence nmapping for
its port. The custonized mapping for this link station will no
| onger be in effect.

o] hpr1 pCnTCSPr ecedence: Setting this object has the potential for
del ay or disruption for this |links created for this connection
network as descri bed above with hprl pPort TOSPrecedence.

o] hprl pChRowSt atus: Setting this object to del ete(6) causes |inks
created for this connection network to revert to the default TOS
Precedence napping for its port. The custonized nmapping for
this connection network will no |longer be in effect.

6. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights
m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
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standards-rel ated docunentation can be found in BCP-11 [16]. Copies
of clains of rights nade available for publication and any assurances
of licenses to be nade available, or the result of an attenpt made to
obtain a general license or pernission for the use of such
proprietary rights by inplenmenters or users of this specification can
be obtained fromthe |IETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.

7. Acknow edgnents

This MB nodule is the product of the I ETF SNA NAU M B WG and the AIW
APPN HPR M Bs SIG The editors would like to thank Katie Lee, |BM
Corporation, for her work in creating the original version of this

M B.

8. References

[1] Harrington, D., Presuhn, R and B. Wjnen, "An Architecture for
Descri bi ng SNVP Managenent Franewor ks", RFC 2271, January 1998

[2] Rose, M and K. MO oghrie, "Structure and ldentification of
Managenment I nformation for TCP/ | P-based Internets", STD 16, RFC
1155, May 1990.

[3] Rose, M and K. MO oghrie, "Concise MB Definitions", STD 16,
RFC 1212, WMarch 1991.

[4] Rose, M, "A Convention for Defining Traps for use with the
SNVP', RFC 1215, March 1991.

[ 5] McCl oghrie, K, Perkins, D. and J. Schoenwael der, "Structure of
Managenment | nformation Version 2 (SMv2)", STD 58, RFC 2578,
April 1999.

[6] Mdoghrie, K, Perkins, D. and J. Schoenwael der, "Text ual
Conventions for SMv2", STD 58, RFC 2579, April 1999.

[7] Mdoghrie, K, Perkins, D. and J. Schoenwael der, "Conformnmance
Statenents for SMv2", STD 58, RFC 2580, April 1999.

[8] Case, J., Fedor, M, Schoffstall, M and J. Davin, "Sinple
Net wor kK Managenent Protocol", STD 15, RFC 1157, May 1990.

Cl ouston & More St andards Track [ Page 18]



RFC 2584

[ 9]

[10]

[11]

[12]

[13]

[14]

[15]

[ 16]

[17]

[ 18]
[19]

[ 20]

[ 21]

APPNHPR in | P Networks M B May 1999

Case, J., MOoghrie, K, Rose, M and S. \Wal dbusser,
"Introduction to Community-based SNWPv2", RFC 1901, January
1996.

Case, J., MCoghrie, K, Rose, M and S. Wl dbusser, "Transport
Mappi ngs for Version 2 of the Sinple Network Managenent Protocol
(SNVPv2)", RFC 1906, January 1996.

Case, J., Harrington D., Presuhn R and B. Wjnen, "Message
Processi ng and Dispatching for the Sinple Network Managenent
Protocol (SNWP)", RFC 2272, January 1998.

Bl unmenthal, U and B. Wjnen, "User-based Security Mdel (USM
for version 3 of the Sinple Network Managenent Protocol
(SNVWPv3)", RFC 2274, January 1998.

Case, J., MCOoghrie, K, Rose, M and S. Wl dbusser, "Protocol
Operations for Version 2 of the Sinple Network Managenent
Protocol (SNWPv2)", RFC 1905, January 1996.

Levi, D., Meyer, P. and B. Stewart, "SNWMPv3 Applications", RFC
2273, January 1998.

Wijnen, B., Presuhn, R and K Md oghrie, "View based Access
Control Mdel (VACM for the Sinple Network Managenent Protocol
(SNVP) ", RFC 2275, January 1998.

Hovey, R and S. Bradner, "The Organi zations Involved in the
| ETF Standards Process”, BCP 11, RFC 2028, Cctober 1996.

Bradner, S., "Key words for use in RFCs to |Indicate Requirenent
Level s", BCP 14, RFC 2119, March 1997.

Dudley, G "APPNHPR in IP Networks", RFC 2353, May 1998.

Cl ouston, B. and B. Moore, "Definition of Managed Objects for
APPN', RFC 2455, Novenber 1998.

Cl ouston, B. and B. Moore, "Definitions of Managed Objects for
HPR', RFC 2238, May 1997.

Ni chols, K., Blake, S., Baker, F. and D. Black, "Definition of
the Differentiated Services Field (DS Field) in the |IPv4 and
| Pv6 Headers", RFC 2474, Decenber 1998.

Cl ouston & More St andards Track [ Page 19]



RFC 2584

9.

Cl ouston & Mbore

Aut hor s’ Addresses

Bob C ouston

Cisco Systens

7025 Kit Creek Road
P. O. Box 14987

Research Triangle Park, NC 27709, USA

Phone: +1 919 472 2333
EMai | : cl ouston@i sco. com

Robert Moore

Dept. BRQA/BlIdg. 501/ Gl14
| BM Cor por ati on

P. O. Box 12195

3039 Cornwal lis

Research Triangle Park, NC 27709, USA

Phone: +1 919 254 4436
EMai | : renmpore@is.i bm com

APPN HPR in I P Networks M B

St andards Track

May 1999

[ Page 20]



RFC 2584 APPNHPR in I P Networks M B May 1999

10.
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Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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