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Abstract
This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenment protocols in the Internet conmunity.
In particular, it describes nanaged objects used for |ogging Sinple
Net wor k Managemnent Protocol (SNWP) Notifications.
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.
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The SNMP Managenent Framewor k

The SNMP Managenent Framework presently consists of five major
conponent s:

0 An overall architecture, described in RFC 2571 [ RFC2571].

o Mechanisms for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenent Information (SM) is called SMv1l and described in
STD 16, RFC 1155 [RFC1155], STD 16, RFC 1212 [RFC1212] and RFC
1215 [ RFC1215]. The second version, called SMv2, is described
in STD 58, RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579] and
STD 58, RFC 2580 [ RFC2580].

o Message protocols for transferring managenent information. The
first version of the SNMP nessage protocol is called SNWv1l and
described in STD 15, RFC 1157 [RFC1157]. A second version of
the SNVWP nessage protocol, which is not an Internet standards
track protocol, is called SNWPv2c and described in RFC 1901
[ RFC1901] and RFC 1906 [ RFC1906]. The third version of the
nmessage protocol is called SNMPv3 and described in RFC 1906
[ RFC1906], RFC 2572 [ RFC2572] and RFC 2574 [ RFC2574].

o Protocol operations for accessing managenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [RFC1157]. A second set of
protocol operations and associated PDU fornmats is described in
RFC 1905 [ RFC1905] .
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o A set of fundanmental applications described in RFC 2573
[ RFC2573] and the vi ew based access control nechani sm descri bed
in RFC 2575 [ RFC2575].

A nore detailed introduction to the current SNMP Managenent Framework
can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the nechanisns defined in the SM.

This nenp specifies a MB nodule that is conpliant to the SMv2. A
M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SMv1 during the translation process. However, this |oss of machine
readabl e informati on is not considered to change the senantics of the
M B.

2. Overview

Systens that support SNVMP often need a mechani smfor recording
Notification information as a hedge against |lost Notifications,

whet her those are Traps or Inforns [ RFCL1905] that exceed
retransmission limts. This MB therefore provi des common
infrastructure for other MBs in the formof a |ocal |ogging
function. It is intended primarily for senders of Notifications but
coul d be used al so by receivers.

G ven the Notification Log MB, individual MBs bear |ess
responsibility to record the transient information associated with an
event against the possibility that the Notification nessage is |ost,
and applications can poll the log to verify that they have not m ssed
i nportant Notifications.

2.1. Environnment
The overal |l environnmental concerns for the MB are:

0o SNWP Engi nes and Contexts

0 Security
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2.1.1. SNW Engi nes and Contexts

There are two distinct information flows fromnultiple notification
originators that one may log. The first is the notifications that
are received (fromone or nmore SNVP engi nes) for |ogging as SNWP
inforns and traps. The other conprises notifications delivered to an
SNMP engine at the interface to the notification originator (using a
notification mechani smother than SNMP inforns or traps). The latter
information flow (using a notification mechani smother than SNWP
inforns or traps) is nodel ed here as the SNWP engi ne (which maintains
the log) sending a notification to itself. The remainder of this
section discusses the handling of the fornmer information flow -
notifications (received in the formof SNWP inforns or traps) from
mul ti pl e SNVP engi nes.

As described in the SNWP architecture [ RFC2571], a given system may
support multiple SNMP engi nes operating i ndependently of one anot her,
each with its own SNVP engine identification. Furthernore, within
the purview of a given engine there may be nultiple named managenent
contexts supporting overlapping or disjoint sets of MB objects and
Notifications. Thus, understanding a particular Notification

requi res knowi ng the SNVP engi ne and managenent context from whence
it cane.

To provide the necessary source information for a | ogged
Notification, the MB includes objects to record that Notification’s
source SNMP engi ne | D and managenment context nane.

2.1.2. Security

Security for Notifications is awkward since access control for the
objects in the Notification can be checked only where the
Notification is created. Thus such checking is possible only for

| ocal | y-generated Notifications, and even then only when security
credentials are avail abl e.

For the purpose of this discussion, "security credentials" nmeans the
i nput values for the abstract service interface function

i sAccessAl | owed [ RFC2571] and using those credentials nmeans
conceptual Iy using that function to see that those credentials allow
access to the MB objects in question, operating as for a
Notification Oiginator in [RFC2573].

The Notification Log MB has the notion of a "nanmed |log." By using

| og nanes and vi ew based access control [RFC2575] a network
admi ni strator can provide different access for different users. Wen
an application creates a nanmed log the security credentials of the
creator stay associated with that | og.
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A managed systemwith fewer resources MAY disallow the creation of

naned | ogs, providing only the default, null-named | og. Such a |og
has no inplicit security credentials for Notification object access
control and Notifications are put into it with no further checking.

When putting locally-generated Notifications into a naned | og, the
managed system MJST use the security credentials associated with that
| og and MJST apply the sane access control rules as described for a
Notification Oiginator in [RFC2573].

The managed system SHOULD NOT apply access control when addi ng
renot el y-generated Notifications into either a named | og or the
default, null-naned log. |In those cases the security of the
information in the log SHOULD be left to the normal, overall access
control for the log itself.

The Notification Log MB allows applications to set the naxi num
nunber of Notifications that can be | ogged, using

nl nConfi gd obal EntryLimt. Similarly, an application can set the
maxi mum age usi ng nl nConfi g3 obal AgeCut, after which ol der
Notifications MAY be tined out. Please be aware that contention
between nultiple applications trying to set these objects to
different values MAY affect the reliability and conpl et eness of data
seen by each application, i.e., it is possible that one application
may change the value of either of these objects, resulting in some
Notifications being del eted before the other applications have had a
chance to see them This could be used to orchestrate a deni al - of -
service attack. Methods for countering such an attack are for
further study.

2.2. Structure
The M B has the follow ng sections:

o Configuration -- control over how nuch the Iog can hold and
what Notifications are to be | ogged.

o Statistics -- indications of |ogging activity.
0o Log -- the Notifications thensel ves.
2.2.1. Configuration

The configuration section contains objects to nmanage resource use by
the M B.

This section also contains a table to specify what |ogs exist and how
they operate. Deciding which Notifications are to be | ogged depends
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on filters defined in the the snnmpNotifyFilterTable in the standard
SNVP Notification MB [RFC2573] identified by the initial index
(snmpNoti fyFilterNanme) fromthat table.

2.2.2. Statistics

The statistics section contains counters for Notifications | ogged and
di scarded, supplying a nmeans to understand the results of |og
capacity configuration and resource problens.

2.2.3. Log

The | og contains the Notifications and the objects that came in their
variable binding list, indexed by an integer that reflects when the
entry was nmade. An application that wants to collect all |ogged
Notifications or to knowif it may have m ssed any can keep track of
the highest index it has retrieved and start fromthere on its next
pol I, checking sysUpTine for a discontinuity that woul d have reset
the i ndex and perhaps have | ost entries.

Variables are in a table indexed by Notification index and vari abl e
index within that Notification. The values are kept as a

"di scrimnated union," with one val ue object per variable. Exactly
whi ch val ue object is instantiated depends on the SNWP data type of
the variable, with a separate object of appropriate type for each
di stinct SNVP data type.

An application can thus reconstruct the information fromthe
Notification PDU fromwhat is recorded in the |og.

2.3. Exanple

Following is an exanple configuration of a named |og for |ogging only
linkUp and |inkDown Notifications.

I n nl mConfi gLogTabl e:

nl mConfi gLogFi | t er Nane. 5. "I i nks" "link-status"”
nl mConfi gLogEntryLimt.5."Iinks" 0
nl mConfi gLogAdm nSt atus. 5. "I i nks" enabl ed

nl mConfi gLogOper St atus. 5. "I i nks"
nl nConf i gLogSt or ageType. 5. "l i nks"
nl mConfi gLogEntrySt atus. 5. "1 i nks"

operati ona
nonVol atil e
active

Note that snnpTraps is:

i so.org.dod.internet.snnpV2. snnpMdul es. snnpM B. snnmpM BObj ects. 5
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O nunerically:

1.3.6.1.6.3.1.1.5

And |inkDown is snnpTraps.3 and linkUp is snnpTraps. 4.

So to allow the two Notifications in snmpNotifyFilterTable:

snnpNoti fyFilterMask.11."link-status".1.3.6.1.6.3.1. "' H
snnpNoti fyFilterType.11."link-status".1.3.6.1.6.3.1. i ncl ude
snipNoti fyFilterStorageType. 11."link-status".1.3.6.1.6.3.1.1.5.3

= nonVol atile
snnmpNoti fyFilterRowStatus. 11."link-status".1.3.6.1.6.3.1.1.5.3

1.5.3
1.5.3

= active
snnmpNoti fyFilterMask. 11."link-status".1.3.6.1.6.3.1.1.5.4 =""H
snnpNoti fyFilterType.11. "link-status".1.3.6.1.6.3.1.1.5.4 = include
snnpNoti fyFilterStorageType. 11. "l ink-status".1.3.6.1.6.3.1.1.5.4

= nonVol atile
snnmpNoti fyFilterRowStatus. 11."link-status".1.3.6.1.6.3.1.1.5.4

= active
3. Definitions
NOTI FI CATION- LOG M B DEFINITIONS ::= BEGA N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
I nt eger 32, Unsi gned32,
Ti meTi cks, Counter32, Counter64,
| pAddr ess, Opaque, m b-2 FROM SNMPv2- SM
Ti meSt anp, Dat eAndTi e,
St or ageType, RowSt at us,
TAddr ess, TDomain FROM SNVPv2- TC
SnnpAdni nSt ri ng, SnnpEngi nel D FROM SNWMP- FRAVEWORK- M B
MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWPv 2- CONF;
notificati onLogM B MODULE- | DENTI TY

LAST- UPDATED "200011270000Z" -- 27 Novenber 2000

ORGANI ZATI ON "I ETF Di stri buted Managenent Worki ng G oup"
CONTACT- | NFO " Ranmanat han Kavasseri

Ci sco Systens, |nc.
170 West Tasman Drive,
San Jose CA 95134-1706.
Phone: +1 408 527 2446
Emai | : rank@i sco. cont
DESCRI PTI ON
"The M B nodule for logging SNWMP Notifications, that is, Traps
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and Inforns."
-- Revision History

REVI SI ON "200011270000Z" -- 27 Novenber 2000
DESCRI PTION "This is the initial version of this MB.
Publ i shed as RFC 3014"
o= { mb-2 92}

notificati onLogM BObj ects OBJECT IDENTIFIER ::= { notificationLogMB 1 }
nl nConfig OBJECT IDENTIFIER ::= { notificati onLogM BObjects 1 }

nlnStats OBJECT IDENTIFIER ::= { notificationLogM BObjects 2 }
nl m_og OBJECT IDENTIFIER ::={ notificationLogM BObjects 3 }

-- Configuration Section

nl mConfi gd obal EntryLi mt OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The maxi mum nunber of notification entries that may be held
in nlnmlogTable for all nlnLogNanes added together. A particular
setting does not guarantee that nmuch data can be hel d.

If an application changes the [imt while there are
Notifications in the log, the ol dest Notifications MIST be
discarded to bring the log down to the newlimt - thus the
val ue of nl nConfigd obal EntryLint MJST take precedence over

t he val ues of nl nConfi gd obal AgeQut and nl mConfi gLogEntryLimt,
even if the Notification being discarded has been present for
fewer minutes than the value of nlnConfigd obal AgeCQut, or if
the nanmed | og has fewer entries than that specified in

nl mConfi gLogEntryLimt.

A value of O neans no limt.

Pl ease be aware that contention between nultiple managers
trying to set this object to different values MAY affect the
reliability and conpl eteness of data seen by each manager."
DEFVAL { 0 }

:={ nlnConfig 1}

nl mConf i gd obal AgeQut OBJECT- TYPE
SYNTAX Unsi gned32
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UNI TS "m nut es”

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The nunber of minutes a Notification SHOULD be kept in a |og
before it is automatically renoved.

If an application changes the val ue of nl nConfigQd obal AgeCut,

Notifications older than the new tinme MAY be discarded to neet the

new tine.
A val ue of 0 neans no age out.

Pl ease be aware that contention between nultiple managers
trying to set this object to different values MAY affect the
reliability and conpl eteness of data seen by each manager."
DEFVAL { 1440 } -- 24 hours

o= { nlnConfig 2}

-- Basic Log Configuration Table

nl mConf i gLogTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF N ntConfigLogEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A table of logging control entries."
2= { nlnConfig 3}

nl mConfi gLogEntry OBJECT- TYPE

SYNTAX Nl nConfi gLogEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A logging control entry. Depending on the entry's storage type
entries may be supplied by the systemor created and del eted by
appl i cations using nl mConfigLogEntryStatus."

| NDEX { nl nm_LogNane }

::={ nlnConfiglLogTable 1 }

Nl nmConfi gLogEntry ::= SEQUENCE {
nl mLogNane SnnpAdmi nStri ng,
nl mConf i gLogFi | t er Nane SnnpAdmi nStri ng,
nl mConf i gLogEnt ryLi m t Unsi gned32,
nl mConf i gLogAdm nSt at us | NTEGER,
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nl mConf i gLogOper St at us | NTEGER
nl nConf i gLogSt or ageType St or ageType,
nl mConf i gLogEnt rySt at us RowSt at us

}

nl nLogNanme OBJECT- TYPE
SYNTAX SnnpAdmi nString (Sl ZE(O. . 32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The nane of the | og.

An inplenmentation may allow nultiple naned | ogs, up to sone

i npl ementation-specific limt (which my be none). A
zero-length log name is reserved for creation and del etion by

t he managed system and MJST be used as the default | og nane by
systens that do not support naned |ogs."

::={ nlnConfiglLogEntry 1 }

nl mConf i gLogFi | t er Nane OBJECT- TYPE
SYNTAX SnnpAdmi nString (Sl ZE(O. . 32))
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"A value of snnmpNotifyFilterProfil eName as used as an i ndex
into the snnpNotifyFilterTable in the SNVMP Notification MB,
specifying the locally or renotely originated Notifications
to be filtered out and not | ogged in this |og.

A zero-length value or a nane that does not identify an
existing entry in snnpNotifyFilterTable indicate no
Notifications are to be logged in this |og."
DEFVAL { '"H}
::= { nlnConfiglLogEntry 2 }

nl mConfi gLogEntryLi mt OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The maxi mum nunber of notification entries that can be held in
nl mLogTabl e for this naned log. A particular setting does not
guarantee that that nuch data can be hel d.

If an application changes the Iimt while there are

Notifications in the log, the oldest Notifications are di scarded
to bring the log down to the newlimt.
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A value of O indicates no limt.

Pl ease be aware that contention between nultiple managers
trying to set this object to different values MAY affect the
reliability and conpl eteness of data seen by each manager."
DEFVAL { 0 }

::={ nlnConfiglLogEntry 3 }

nl nConf i gLogAdm nSt at us OBJECT- TYPE
SYNTAX | NTEGER { enabl ed(1), disabled(2) }
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"Control to enable or disable the | og w thout otherw se
di sturbing the log’s entry.

Pl ease be aware that contention between nultiple managers
trying to set this object to different values MAY affect the
reliability and conpl eteness of data seen by each manager."
DEFVAL { enabl ed }
::={ nlnConfiglLogEntry 4 }

nl nConf i gLogOper St at us OBJECT- TYPE
SYNTAX | NTEGER { disabl ed(1), operational (2), noFilter(3) }
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The operational status of this |og:

di sabled adninistratively disabled
oper at i onal adm ni stratively enabl ed and wor ki ng

noFilter admnistratively enabled but either
nl mConfi gLogFilterNane is zero |l ength
or does not nanme an existing entry in
snipNoti fyFi |l ter Tabl e"
::={ nlnConfiglLogEntry 5 }

nl nConf i gLogSt or ageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The storage type of this conceptual row"
::= { nlnConfiglLogEntry 6 }

nl mConf i gLogEnt rySt at us OBJECT- TYPE
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SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Control for creating and deleting entries. Entries may be
nmodi fied while active.

For non-null-naned | ogs, the managed systemrecords the security
credentials fromthe request that sets nl nConfiglLogStatus

to "active’ and uses that identity to apply access control to
the objects in the Notification to decide if that Notification
may be | ogged.”
::= { nlnConfiglLogEntry 7 }

-- Statistics Section

nl nSt at sA obal Noti fi cati onsLogged OBJECT- TYPE

SYNTAX Count er 32

UNI TS "notifications"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Notifications put into the nlnLogTable. This

counts a Notification once for each log entry, so a Notification
put into multiple logs is counted nultiple tines."

o= { nlntStats 1 }

nl nSt at sA obal Noti fi cati onsBunped OBJECT- TYPE

SYNTAX Count er 32

UNI TS "notifications"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of log entries discarded to make roomfor a new entry
due to |l ack of resources or the value of nlnConfigd obal EntryLi m t
or nl nConfigLogEntryLimt. This does not include entries discarded
due to the value of nlnConfigQd obal AgeCut . "

o= { nintStats 2 }

-- Log Statistics Table

nl nSt at sLogTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF N nftatsLogEntry
MAX- ACCESS not-accessi bl e
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STATUS current

DESCRI PTI ON

"A table of Notification |log statistics entries.™
o= { nIntStats 3 }

nl nt at sLogEntry OBJECT- TYPE
SYNTAX Nl nSt at sLogEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A Notification log statistics entry."
AUGMENTS { nl nConfi gLogEntry }
::={ nintBtatsLogTable 1 }

Nl nSt at sLogEntry :: = SEQUENCE ({
nl nSt at sLogNot i fi cati onsLogged Count er 32,
nl nSt at sLogNot i fi cati onsBunped Count er 32

}
nl nSt at sLogNot i fi cati onsLogged OBJECT- TYPE
SYNTAX Count er 32
UNI TS "notifications"”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Notifications put in this named |og."
o= { nlntBtatsLogEntry 1 }

nl nSt at sLogNot i fi cati onsBunped OBJECT- TYPE
SYNTAX Count er 32
UNI TS "notifications"”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of log entries discarded fromthis named | og to nmake
roomfor a new entry due to | ack of resources or the val ue of
nl mConfi gd obal EntryLimt or nlnConfiglLogEntryLimt. This does not
i nclude entries discarded due to the val ue of
nl nConf i g@ obal AgeQut . "
2= { nlntBtatsLogEntry 2 }

-- Log Section

-- Log Tabl e
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nl nLogTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF N nlLogEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table of Notification log entries.

It is an inplenmentation-specific matter whether entries in this
table are preserved across initializations of the nanagenent
system In general one woul d expect that they are not.

Not e that keeping entries across initializations of the
managenent system | eads to sone confusion with counters and

Ti meSt anps, since both of those are based on sysUpTinme, which
resets on nanagenent initialization. 1In this situation
counters apply only after the reset and nl nmLogTine for entries
made before the reset MJST be set to 0."

2= { nlnmog 1}

nl mLogEntry OBJECT- TYPE
SYNTAX Nl mLogEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A Notification |log entry.

Entries appear in this table when Notifications occur and pass
filtering by nlnConfigLogFilterNane and access control. They are
renoved to nake way for new entries due to | ack of resources or

t he val ues of nl nConfigd obal EntryLimt, nlnConfigd obal AgeCQut, or
nl mConfi gLogEntryLimt.

I f adding an entry woul d exceed nl nConfi gd obal EntryLinmit or system
resources in general, the oldest entry in any | og SHOULD be renoved
to make room for the new one.

I f adding an entry woul d exceed nl nConfi gLogEntryLimt the ol dest
entry in that | og SHOULD be renmoved to nake room for the new one.

Bef ore the managed systemputs a |l ocally-generated Notification
into a non-null-named log it assures that the creator of the |og

has access to the information in the Notification. |If not it
does not log that Notification in that |og."
| NDEX { nl nLogNane, nl n_Logl ndex }

2= { nlnLogTable 1 }
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N nmLogEntry ::= SEQUENCE {
nl mLogl ndex
nl mLogTi ne
nl n_ogDat eAndTi ne
nl mLogEngi nel D
nl mLogEngi neTAddr ess
nl mLogEngi neTDomai n
nl mLogCont ext Engi nel D
nl mLogCont ext Nanme
nl nLogNoti fi cationl D

}

nl mLogl ndex OBJECT- TYPE
SYNTAX

STATUS current
DESCRI PTI ON

Noti fication Log MB

Novenmber 2000

Unsi gned32,

Ti meSt anp,

Dat eAndTi ne,
SnnpEngi nel D,
TAddr ess,

TDomai n,
SnnpEngi nel D,
SnnpAdni nSt ri ng,
OBJECT | DENTI FI ER

Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

"A nonotonically increasing integer for the sole purpose of
i ndexing entries within the named | og. Wen it reaches the
maxi num val ue, an extrenely unlikely event, the agent waps the

val ue back to 1."
2= { nlnLogEntry 1 }

nl mLogTi me OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime when the entry was placed in the log. If
the entry occurred before the npst recent managenent system
initialization this object value MJUST be set to zero."

2= { nlnLogEntry 2 }

nl nLogDat eAndTi nre OBJECT- TYPE
Dat eAndTi ne

SYNTAX
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The local date and tine when the entry was | ogged, instantiated
only by systens that have date and tine capability."”

2= { nlnLogEntry 3}

nl mLogEngi nel D OBJECT- TYPE
SnnpEngi nel D

SYNTAX
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The identification of the SNMP engi ne at which the Notification
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ori gi nat ed.

If the log can contain Notifications fromonly one engine

or the Trap is in SNWPvl format, this object is a zero-length
string."
2= { nlnLogEntry 4 }

nl mLogEngi neTAddr ess OBJECT- TYPE

SYNTAX TAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The transport service address of the SNWMP engi ne from which the
Notification was received, fornmatted according to the corresponding
val ue of nl mLogEngi neTDomain. This is used to identify the source
of an SNMPv1 trap, since an nlnlLogEngi neld cannot be extracted
fromthe SNWPv1l trap pdu

Thi s object MJST al ways be instantiated, even if the |og
can contain Notifications fromonly one engine.

Pl ease be aware that the nl mLogEngi neTAddress may not uni quely
identify the SNMP engine fromwhich the Notification was received.
For example, if an SNMP engi ne uses DHCP or NAT to obtain

i p addresses, the address it uses may be shared with other

networ k devices, and hence will not uniquely identify the

SNWP engi ne. "
::={ nlnmogEntry 5 }

nl mLogEngi neTDomai n OBJECT- TYPE

SYNTAX TDomai n
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I'ndi cates the kind of transport service by which a Notification
was received froman SNWP engi ne. nl nmLogEngi neTAddr ess cont ai ns
the transport service address of the SNWP engi ne from which

this Notification was received.

Possi bl e values for this object are presently found in the
Transport Mappi ngs for SNWPv2 document (RFC 1906 [8])."
2= { nlnLogEntry 6 }

nl mLogCont ext Engi nel D OBJECT- TYPE

SYNTAX SnnpEngi nel D
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"If the Notification was received in a protocol which has a

cont ext Engi nel D el enent |ike SNMPv3, this object has that val ue.
O herwise its value is a zero-length string."

o= { nlnmlogEntry 7 }

nl nLogCont ext Nanme OBJECT- TYPE
SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nane of the SNVP M B context fromwhich the Notification cane.
For SNVMPv1l Traps this is the community string fromthe Trap."
::={ nlnmogEntry 8 }

nl n_LogNot i fi cati onl D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The NOTI FI CATI ON- TYPE object identifier of the Notification that
occurred.”

2= { nlnLogEntry 9 }

-- Log Variable Table

nl nLogVari abl eTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF N mLogVari abl eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A table of variables to go with Notification log entries.”
2= { nlnog 2}

nl mLogVari abl eEntry OBJECT- TYPE
SYNTAX Nl nLogVari abl eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A Notification log entry vari abl e.

Entries appear in this table when there are variables in
the varbind list of a Notification in nlnLogTable."

| NDEX { nl mLogName, nl nLogl ndex, nl nLogVari abl el ndex }
::={ nlnLogVariabl eTable 1 }

Nl nmLogVari abl eEntry ::= SEQUENCE ({
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}

nl mLogVari abl el ndex

nl mLogVari abl el D

nl nLogVari abl eVal ueType

nl n_LogVari abl eCount er 32Val
nl mLogVar i abl eUnsi gned32Val
nl mLogVari abl eTi neTi cksVal
nl mLogVar i abl el nt eger 32Val
nl mLogVari abl eCct et St ri ngVal
nl mLogVar i abl el pAddr essVal
nl mLogVari abl eG dVval

nl mLogVar i abl eCount er 64Val
nl nLogVar i abl eOpaqueVal

nl nLogVari abl el ndex OBJECT- TYPE

SYNTAX
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A nonotoni cally increasing integer,

nl mLogl ndex, for
Noti fication."

Noti fication Log MB

Novenber

Unsi gned32,

OBJECT | DENTI FI ER,
| NTECER,
Count er 32,

Unsi gned32,

Ti meTi cks,

I nt eger 32,

OCTET STRI NG

| pAddr ess,

OBJECT | DENTI FI ER,
Count er 64,

Opaque

Unsi gned32 (1..4294967295)

starting at 1 for a given

i ndexi ng variables within the | ogged

::={ nlnLogVariabl eEntry 1 }

nl mLogVari abl el D OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The variable s object identifier."
::={ nlnLogVariabl eEntry 2 }

nl mLogVari abl eVal ueType OBJECT- TYPE
SYNTAX | NTEGER { counter32(1),
i nteger32(4),
obj ect1d(7),
read-only
current

unsi gned32(2), tineTicks(3),
i pAddress(5), octetString(6),
count er 64(8), opaque(9) }
MAX- ACCESS
STATUS
DESCRI PTI ON
"The type of the value. One and only one of the val ue
objects that follow nmust be instantiated, based on this type."
::={ nlnLogVariabl eEntry 3 }

nl n_LogVari abl eCount er 32Val
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

OBJECT- TYPE
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"The val ue when nl nLogVari abl eType is ’'counter32’."
::={ nlnLogVariabl eEntry 4 }

nl nLogVari abl eUnsi gned32Val OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when nl nLogVari abl eType is ’'unsigned32’' ."
::={ nlnLogVariabl eEntry 5 }

nl mLogVari abl eTi meTi cksVal OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when nl nLogVari abl eType is 'tinmeTicks' ."
::={ nlnLogVariabl eEntry 6 }

nl mLogVar i abl el nt eger 32vVal OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when nl nLogVari abl eType is 'integer32’."
::={ nlnLogVariabl eEntry 7 }

nl mLogVari abl eCct et Stri ngVal OBJECT- TYPE
SYNTAX OCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when nl nLogVari abl eType is "octetString' ."
::={ nlnLogVariabl eEntry 8 }

nl mLogVar i abl el pAddr essVal OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when nl nLogVari abl eType is ’'ipAddress’.
Al though this seens to be unfriendly for IPv6, we
have to recogni ze that there are a nunber of ol der
M Bs that do contain an |IPv4 format address, known
as | pAddress.

| Pv6 addresses are represented usi ng TAddress or
| net Address, and so the underlying datatype is
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OCTET STRING and their value would be stored in
t he nl nLogVari abl eCctet StringVval colum."”
::={ nlnLogVariabl eEntry 9 }

nl mLogVari abl eG dval OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when nl nLogVari abl eType is "objectld ."
::={ nlnLogVariabl eEntry 10 }

nl nLogVari abl eCount er 64Val OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when nl nLogVari abl eType is ’'counter64’.
::={ nlnLogVariableEntry 11 }

nl n_LogVari abl eOpaqueVal OBJECT- TYPE
SYNTAX Opaque
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when nl nLogVari abl eType is ’'opaque’."
::={ nlnLogVariableEntry 12 }

-- Confornmance

notificati onLogM BConf or mance OBJECT | DENTI FI ER : :
{ notificationLogMB 3 }

notificati onLogM BConpl i ances OBJECT | DENTI FI ER : :
{ notificati onLogM BConfornmance 1 }

notificati onLogM BG oups OBJECT | DENTI FI ER ::
{ notificati onLogM BConf ormance 2 }

-- Conpliance

notificati onLogM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for entities which
the Notification Log MB."
MODULE -- this nodul e
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MANDATORY- GROUPS {
notificati onLogConfi gG oup,
notificationLogStatsG oup,
notificati onLogLogG oup

}

OBJECT nl nConfi gd obal EntryLi mt
SYNTAX Unsi gned32 (0..4294967295)
M N- ACCESS r ead-only
DESCRI PTI ON
"I npl ementati ons may choose a limt and not allowit to be
changed or may enforce an upper or |ower bound on the
limt."

OBJECT nl nConfi gLogEntryLimt
SYNTAX Unsi gned32 (0..4294967295)
M N- ACCESS r ead-only
DESCRI PTI ON
"I npl ementati ons may choose a limt and not allowit to be
changed or may enforce an upper or |ower bound on the
limt."

OBJECT nl nConfi gLogEnt rySt at us
M N- ACCESS r ead-only
DESCRI PTI ON
"I mpl enent ati ons may di sall ow the creation of naned | ogs."

GROUP notificati onLogDat eG oup
DESCRI PTI ON
"This group is mandatory on systens that keep wall clock
date and tine and should not be inplenented on systens that
do not have a wall clock date."

::={ notificationLogM BConpliances 1 }
-- Units of Conformance

notificati onLogConfi gG oup OBJECT- GROUP
OBJECTS {
nl mConfi gd obal EntryLim t,
nl mConf i gd obal AgeQut,
nl mConf i gLogFi | t er Nane,
nl mConfi gLogEntryLimt,
nl mConf i gLogAdm nSt at us,
nl nConf i gLogOper St at us,
nl nConf i gLogSt or ageType,
nl mConf i gLogEnt rySt at us
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STATUS current
DESCRI PTI ON

"Notification [og configuration managenent."
::={ notificationLogMBG oups 1 }

notificati onLogStatsG oup OBJECT- GROUP
OBJECTS {
nl nSt at sA obal Noti fi cati onsLogged,
nl nSt at sA obal Noti fi cati onsBunped,
nl nSt at sLogNoti fi cati onsLogged,
nl nt at sLogNot i fi cati onsBunped

STATUS current
DESCRI PTI ON

"Notification log statistics."
::={ notificationLogM BG oups 2 }

notificati onLogLogG oup OBJECT- GROUP
OBJECTS {

nl mLogTi e,
nl mLogEngi nel D,
nl mLogEngi neTAddr ess,
nl mLogEngi neTDonmai n,
nl mLogCont ext Engi nel D,
nl nLogCont ext Nane,
nl m_ogNot i fi cati onl D,
nl mLogVar i abl el D,
nl n_LogVari abl eVal ueType,
nl mLogVari abl eCount er 32Val ,
nl mLogVari abl eUnsi gned32Val ,
nl mLogVari abl eTi neTi cksVal ,
nl mLogVari abl el nt eger 32Val ,
nl mLogVari abl eCct et Stri ngVal ,
nl mLogVari abl el pAddr essVal ,
nl mLogVari abl eG dval ,
nl mLogVar i abl eCount er 64Val ,
nl nLogVar i abl eOpaqueVal

}
STATUS current
DESCRI PTI ON
"Notification |og data."
::={ notificationLogMBG oups 3 }

notificati onLogDat eGroup OBJECT- GROUP
OBJECTS {
nl n_LogDat eAndTi ne

}
STATUS current
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DESCRI PTI ON
"Conditionally mandatory notification | og data.
This group is mandatory on systens that keep wal
clock date and time and shoul d not be inpl enented
on systens that do not have a wall clock date."
::={ notificationLogM BG oups 4 }

END

4.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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6. Security Considerations
Security issues are discussed in Section 3.1.2.
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