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Abstract

Fi bre Channel (FC) is a high speed serial interface technol ogy that
supports several higher |layer protocols including Small Conputer
System Interface (SCSI) and Internet Protocol (IP). Until now, SCSI
has been the only widely used protocol over FC. Existing FC standards
[3] do not adequately specify how I P packets may be transported over
FC and how | P addresses are resolved to FC addresses. The purpose of
this docunent is to specify a way of encapsulating | P and Address
Resol uti on Protocol (ARP) over Fibre Channel and also to describe a
nmechani sn(s) for | P address resol ution.
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1. Introduction

Fi bre Channel (FC) is a gigabit speed networking technology primarily
used for Storage Area Networking (SAN). FC is standardi zed under
Anerican National Standard for Information Systens of the Nationa
Conmittee for Informati on Technol ogy Standards (NCITS) and has
specified a nunber of docunents describing its protocols, operations,
and servi ces.

Need:

Currently, Fibre Channel is predom nantly used for conmunication

bet ween storage devices and servers using the SCSI protocol, with
nost of the servers still conmunicating with each other over LANs.
Al t hough, there exists a Fibre Channel Standard [3] that has
architecturally defined support for |P encapsul ation and address
resolution, it is inadequately specified. ([3] prohibits broadcasts,
thus | oops are not covered; [10] has no support for Cass 3).

This has |l ead to a nonstandard way of using IP over FC in the past.
Once such a standard nmethod is conpletely specified, servers can
directly conmuni cate with each other using |IP over FC, possibly
boosting performance in Server host-to-host comrunications. This
technique will be especially useful in a Clustering Application.

oj ective and Scope:
The maj or objective of this specification is to pronote interoperable
i npl enentations of | Pv4 over FC. This specification describes a

met hod for encapsul ating | Pv4 and Address Resol ution Protocol (ARP)
packets over FC. This specification acconmpdates any FC topol ogy
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(l oop, fabric, or point-to-point) and any FC class of service (1, 2
or 3). This specification also describes a FC Address Resol ution
Prot ocol (FARP) for associating Wrld Wde Port Nanes (MAC addresses)
and FC Port identifiers.

A secondary objective of this specification is to describe other
opti onal address resol ution mechani sns:

- O her FARP nmechani sns that directly build I Pv4 address and FC
Port ldentifier (Port_ID) associations.

- Inverse ARP (I nARP) that allows learning the I P address of a
renote node given its Wrld Wde Port Nane (WWN PN and Port_ID

"Mul ticasting” in Fibre Channel is defined as an optional service
[11] for FC Classes 3 and 6 only, with no definition for C asses 1
and 2. Currently, there are no vendor inplenentations of this service
for either Cass of service. Broadcast service available within Fibre
Channel can be used to do multicasting, although | ess efficiently.
Presently, there appears to be no IP applications over Fibre Channel
that require support for IP nulticasting. This specification

t heref ore does not support |P Milticasting.

Or gani zati on:

Section 2 states the problemthat is solved in this specification
Section 3 describes the techniques used for encapsulating |P and ARP
packets in a FC sequence. Section 4 discusses the ARP protocol (IP
address to WWPN). Section 5 discusses the FARP protocol used in FC
Layer mappings (WVPN to Port_ID). Section 6 describes the
"Exchange" Managenent in FC. Section 7 is a sunmary section and
provides a quick reference to FC header settings, FC Link Service
Commands, supported features in ARP, FARP, |nARP, FC Sequences, FC
Exchanges, and FC Login Paranmeters. Section 8 discusses security.
Section 9 acknow edges the technical contributors of this documnent.
Section 10 provides a list of references, and Section 11 provides the
aut hors’ addresses.

Appendi x A di scusses ot her optional FARP nechani sns. Appendi x B

di scusses the Inverse ARP protocol (WVWPN to I P address) as an
alternate and optional way of building MAC and | P address
associ ati ons. Appendix Clists sone informal mechanisns for FC Layer
Mappi ngs. Appendi x D provides a discussion on validation of the FC
| ayer nmappings for the different FC topol ogies. Appendix E provides
a brief overview of the FC Protocols and Networks. Appendix F
addresses reliability in Cass 3 and Sequence Count FC Protocol

i ssues. Appendix G provides a list of acronyns and a gl ossary of FC
Terns used in this specification.
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3.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [19].

Probl em St at ement
Thi s specification addresses two probl ens:

- Aformat definition and encapsul ati on nmechani sm for |Pv4
and ARP packets over FC
- Mechani sns for Address Resol ution

As noted earlier, the existing FC Standard [3] ([10]) is inadequate
to solve the above problenms. A solution to both problens was first
proposed by the Fi bre Channel Association (FCA)[1]. FCA is an

i ndustry consortium of FC vendor conpani es and not a Standards Body.
This specification is based on the proposed solution in [1] and
builds on it.

Address Resolution is concerned with resolving I P addresses to WVPN
(MAC address) and WWPN to FC Port ldentifiers (Port_ID). ARP
provides a solution to the first resolution problemand FARP the
second.

An optional FARP nmechani smresolves |IP address directly to FC
Port _IDs. This is useful in some upper |ayer applications.

| NARP i s anot her optional nmechanismthat resolves WVPN and Port_ID
to an I P address. [InARP is useful when a node after performng a
PLOG with another node, knows its WWPN and Port ID, but not its IP
addr ess.

| P and ARP Encapsul ati on

3.1 FC Frame For mat

Al'l FC frames have a standard format nuch |ike LAN 802.x protocols.
(See Appendix E and F). However, the exact size of each frame varies
dependi ng on the size of the variable fields. The size of the
variable field ranges fromO to 2112-bytes as shown in the FC Frane
Format in Fig. 1.
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S N, B R S S RSy [y [ S N, +---- - - +
| SOF | Frane | Opti onal | Frane CRC | EOF

| (4B) | Header | Header | Payl oad | (4B) | (4B)

| | (24B) [ <o--ooooooeooeoaooooos > | |
| | | Data Field = (0-2112B) | | |
S N, B R S S RSy [y [ S N, +---- - - +

Fig. 1 FC Franme For mat

The Start of Frame (SOF) and End of Frane (ECF) are both 4-bytes | ong
and act as frane delimters.

The CRC is 4-bytes long and uses the sane 32-bit polynom al used in
FDDI and is specified in ANSI X3.139 Fiber Distributed Data
Interface.

The Frane Header is 24-bytes |long and has several fields that are
associated with the identification and control of the payload. Sone
of the values and options for this field that are relevant to the IP
and ARP payl oads are discussed in Section 7.

Current FC Standards allow up to 3 Optional Header fields [11]:

- Networ k_Header (16-bytes)
- Associ ati on_Header (32-bytes)
- Device_Header (up to 64-bytes).

The | P and ARP FC Sequences SHALL carry only the Network Header field
which is 16-bytes long. O her types of optional headers SHALL NOT be
used. The Network_Header is REQURED in all ARP packets and in the
first frane of a |ogical sequence carrying an | P payl oad as descri bed
bel ow.

An application | evel payload such as IPis called an Information Unit
at the FC-4 Level. Lower FC levels map this to a FC Sequence. (See
Appendi x E.2 for a description of Sequences and Information Units.)
Typically, a Sequence consists of nore than one franme. Larger user
data is segnented and reassenbl ed using two net hods: Sequence Count
and Relative Offset [18]. Wth the use of Sequence Count, data bl ocks
are sent using franes with increasing sequence counts (nodul o 65536)
and it is quite straightforward to detect the first frame that
contains the Network_Header. When Relative Ofset is used, as franes
arrive, some conputation is required to detect the first frane that
contains the Network_Header. Sequence Count and Relative Ofset field
control information, is carried in the FC Header.

In FC, the physical tenporal ordering of the frames as it arrives at

a destination can be different fromthat of the order sent because of
traversing through a FC NetworKk.
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When I P forns the FC Payload then only the first frame of the |ogical
Sequence SHALL include the FC Network Header. Fig. 2 shows the

|l ogical First Frame and | ogi cal subsequent franes. Since franmes may
arrive out of order, detection of the first frame of the logical FC
Sequence i s necessary.

ARP packets map to a single frame FC Sequence and SHALL al ways carry
the FC Net wor k_Header.

Note the definition of FC Data Field and FC Frane Payload in Fig. 1.
FC Data Field includes the FC Frame Payl oad and the FC Optiona
Header, that is, Frame Payl oad definition does not include the FC
Opti onal Header. One or nore Franme Payl oads toget her make the FC
Sequence Payl oad as shown in Fig 2 and discussed further in Sections
3.2 and 3.4. FC Sequence Payl oad includes the napped I P or ARP packet
along with the LLC/ SNAP headers.

First Frame of a Logical FC Sequence

B T TS e S TSR [[------c--- +- - -
| FC Header | FC Net wor k_Header | FC Sequence Payl oad
B T TS e S [[]------co-nn +- - -

Subsequent Franes of a Logical FC Sequence

B IR RS Feom e e e a e oo S, +- -
| FC Header | Additional FC Sequence Payl oad |
B IR RS S, Y +- -

Fig. 2 FC Network_Header in a Frame Sequence

The SOF, CRC, ECF control fields of the FC frame and ot her optional
headers have been omitted in the figure for clarity.

3.2 MU
3.2.1 1P MU

An FC Information Unit specific to each protocol such as IPis
defined in FC-4. This defines the upper bound on the size of the
i nformation that can be transport ed.

Each I P or ARP Packet is mapped to a single FC Information Unit,
which in turn is mapped to a single FC Sequence. There is a one-to-
one mappi ng between an I P or ARP packet and a FC Sequence.

Fi bre Channel limits the size of a single Information Unit to 2732-1,
which is very large [2]. However, since the Maxi mum Transm ssi on
Unit (MIU) size of an | Pv4 packet does not exceed 65, 536-bytes, the
mapped | Pv4 size is far below the 2732-1 linmt.
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| Pv4 Packet definition includes the IP Payload and | P Headers - both
fi xed and optional. The correspondi ng FC Sequence Payl oad i ncl udes
the LLC/ SNAP Header and the | Pv4 packet.

As noted above, the greatest length allowed for an | Pv4 Packet

i ncl udi ng any optional headers and i ndependent of this standard is
65, 536- bytes. However, limting the IP MU size to 65, 280- bytes hel ps
in buffer resource allocation at N Ports and also allows for up to
256- byt es of overhead. Since the FC Network Header requires 16-bytes
and the | EEE 802.2 LLC/ SNAP header requires 8 bytes, it |eaves 232
bytes for future use.

Al inmplenmentations SHALL restrict the IP MU size to 65,280 bytes
and the correspondi ng FC Sequence Payl oad size to 65536-bytes.

3.2.2 Maximally M ni mum | Pv4 Packet

In order for IP fragnentation and reassenbly to work properly it is
necessary that every inplenmentation of |IP be capable of transporting
a maximally mninumsize | P packet without fragnmentation. A maximally
m ni num si ze | P Packet is defined as an | P Packet with an 8-byte

payl oad (the snall est possible non-zero payload size for a fragnent)
and a 60-byte header (the largest possible header consisting of a
20-byte fixed part and a maxi num si ze option field of 40-bytes) [17].

Al'l inplenentations SHALL support a FC Data Field of 92-bytes, which
is required to support 68-bytes of the maximally mininmumsized | P
Packet, 16-bytes of the FC Network_Header, and 8-bytes of the

LLC/ SNAP Header .

3.2.3 ARP MIu

The ARP packet has a fixed size of 28-bytes. Al inplenentations
SHALL support a FC Data Field size of 52-bytes, which is required to
support 28-bytes of an ARP Packet, 16-bytes of the FC Network_Header,
and 8-bytes of the LLC/ SNAP Header. Note that the nininum MU
requirenment for ARP is already covered by the m ni mum MU requirenent
for IP but it is nmentioned here for conpleteness.

The I nARP packet is identical in size to the ARP and the sane MIU
requi rements apply.
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3.2.4 FC Data Field containing FARP Packet

The FARP Command is a FC Extended Link Service (ELS) command and naps
directly to the FC Data Field without the LLC/ SNAP or the FC

Net wor k_Header. The FARP Command has a fixed size of 76-bytes.
Because FARP operates purely in the FC space, it places no special
MIU requirenents in this specification.

3.3 FC Port and Node Networ k Addresses

FC devices are identified by Nodes and their Ports. A Node is a
collection of one or nore Ports identified by a unique nonvol atile
64-bit Wrld Wde Node nane (WNWNN). Each Port in a node, is
identified with a unique nonvolatile 64-bit Wrld Wde Port nane
(WVPN), and a volatile Port ldentifier (Port_ID).

Port I Ds are 24-bits long. A FC frame header carries a Source Port |D
(S_ID) and a Destination Port_ID (D_ID). The Port_ID of a given port
is volatile. (The mechanisn(s) by which a Port_ID may change in a FC
topol ogy is outside the scope of this docunent. See Appendix D).

The FC Network_Header is nornally optional in FC Standards, but

REQUI RED in this specification. A FC Network_ Header carries source
and destination WNVPNs. A WWPN consists of a 60-bit Network Address
and a upper 4-bit Network Address Authority (NAA) field as shown in
Fig. 3. The 4-bit NAAfield is used to distinguish between the
various nane registration authorities used to define the Network
Address [2].

In this specification, both the Source and Destination 4-bit NAA
identifiers SHALL be set to binary ' 0001" indicating that an | EEE
48-bit MAC address is contained in the lower 48 bits of the network
address fields. The high order 12 bits in the network address fields
SHALL be set to 0x0000. The NAA field value equal to binary ’0001
all ows FC networks to be bridged with other FC networks or
traditional LANs.
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S o m o e o e e e e e e e e e e e e meeao - +
| D_NAA | Network Dest Address (High-order bits) |
| (4 bits)] (28 bits) |
S o m o e o e e e e e e e e e e e e meeao - +
| Net wor k_Dest _Address (Low order bits) |
| (32 bits) |
S o m o e o e e e e e e e e e e e e meeao - +
| S_NAA | Network_Source_Address(Hi gh-order bits)]|
| (4 bits)] (28 bits) |
S o m o e o e e e e e e e e e e e e meeao - +
| Net wor k_Sour ce_Address (Low order bit) |
| (32 bits) |
S o m o e o e e e e e e e e e e e e meeao - +

Fig. 3 Format of the Network_ Header Field
3.4 FC Sequence Payl oad For nat
FC Payl oad with | P:
An FC Sequence Payl oad carrying an I P and ARP packet SHALL use the

formats shown in Figs. 4 and 5 respectively. Both formats use the
8-byte LLC/ SNAP header

R Fom - - - R R [[---eeee - - +
| LLC/ SNAP Header | | P Header | Opt.IP Hdr.| | P Data |
| (8 bytes) | (20 bytes)| (40 bytes | (65280 -1P Header

| | | Max) | - Opt. IP Hdr.) bytes |
R Fom - - - R R [[---eeee - - +

Fig. 4 Format of FC Sequence Payload carrying IP
FC Sequence Payl oad with ARP:
As noted earlier, FC franes belonging to the sane Sequence may be
delivered out of order over a Fabric. If the Relative Ofset method

is used to identify FC Sequence Payl oad fragnents, then the |IP Header
MJST appear in the frame that has a relative offset of O.

| LLC/ SNAP Header | ARP Packet |
| (8 bytes) | (28 bytes) |

Fig. 5 Format of FC Sequence Payl oad carryi ng ARP
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FC Sequence Payl oad with FARP:

FARP Protocol comuands are directly napped to the Frane Sequence
Payl oad and are 76-bytes long. No LLC/ SNAP Header or FC

Net wor k_Header is used and therefore the FC Data Field size sinply
consi sts of the FC Sequence Payl oad.

LLC

A Logi cal Link Control (LLC) field along with a Sub Network Access
Protocol (SNAP) field is a method used to identify routed and bridged
non- OSI protocol PDUs and is defined by | EEE 802.2 and applied to IP
in[8]. In LLC Type 1 operation (i.e., unacknow edged connecti onl ess
node), the LLC header is 3-bytes long and consists of a 1-byte
Destination Service Access Point (DSAP)field, a 1-byte Source Service
Access Point (SSAP)field, and a 1-byte Control field as shown in Fig.
6.

| DSAP | SSAP | CIRL |
| (1 byte) | (1 byte) | (1 byte) |

Fig. 6 LLC Format

The LLC s DSAP and SSAP val ues of OxAA indicate that an | EEE 802. 2
SNAP header follows. The LLC s CTRL val ue equal to 0Ox03 specifies an
Unnunbered Information Command PDU. In this specification the LLC
Header value SHALL be set to OxAA- AA-03. Ot her val ues of DSAP/ SSAP

i ndi cate support for other protocols and SHALL NOT be used in this
speci ficati on.

SNAP:
The SNAP Header is 5-bytes long and consists of a 3-byte

Organi zationally Unique Identifier (QU) field and a 2-byte Protocol
Identifier (PID) as shown in Fig. 7

Fo-m oo - Fo-m oo - S S Fo-m oo - Fomm oo - +
| Qul | PI D |
| ( 3 bytes) | (2 bytes) |
Fo-m oo - Fo-m oo - S S Fo-m oo - Fomm oo - +

Fig. 7 SNAP For nmat
SNAP was invented to "encapsul ate" LAN frames within the payl oad.
The SNAP QUI val ue equal to 0x00-00-00 specifies that the PIDis an
Et her Type (i.e., routed non-QOSI protocol).

The SNAP QUI val ue equal to 0x00-80-C2 indicates Bridged Protocols.
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Wth the QU value set to 0x00-00-00, the SNAP PID val ue equal to
0x08-00 indicates IP and a PID val ue equal to 0x08-06 indi cates ARP
(or I nARP).

The conpl ete LLC/ SNAP Header is shown in Fig. 8.

Fomm e m o e Fomm oo oo oo - NS, Fomm e - Fomm e - Fomm e - Fomm e Fo-m oo -
| DSAP | SSAP | CTRL | QU | PI D

| (1 byte) | (1 byte) | (1 byte) | ( 3 bytes) | (2 bytes
Fomm e m o e Fomm oo oo oo - NS, Fomm e - Fomm e - Fomm e - Fomm e Fo-m oo -

Fig. 8 LLC/ SNAP Header
3.5 Bit and Byte Ordering

| P or ARP Packets are nmapped to FC-4 Level using the big endian byte
ordering, which corresponds to the standard network byte order or
canonical form[20]. FC-4 Payl oad maps with no change in order to the
FC-2 Level.

FC-1 Level defines the nethod used to encode data prior to
transni ssi on and subsequently decode the data upon reception. The
nmet hod encodes 8-bit bytes into 10-bit transnission characters to

i nprove the transm ssion characteristics of the serial data stream
In Fibre Channel, data fields are aligned on word boundaries. See
Appendix EE A word in FCis defined as 4 bytes or 32 bits. The
resulting transm ssion word after the 8-bit to 10-bit encoding
consists of 40 bits.

Data words or Ordered Sets (special FC-2 Level control words) from
the FC-2 Level map to the FC-1 Level with no change in order and the
bytes in the word are transnmitted in the Mdst Significant Byte first
to Least Significant Byte order. The transmi ssion order of bits
within each byte is the Least Significant Bit to the Myst Significant
Bit.

4. ARP
4.1 Address Resol ution
Address Resolution in this specification is primarily concerned with
associating | P addresses with FC Port addresses. As described
earlier, FC device ports have two types of addresses:
- a non-vol atile unique 64-bit address called Wrld Wde Port_Nane

(VWV_PN)
- avolatile 24-bit address called a Port_ID
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The Address Resol ution nechanismtherefore will need two | evel s of
mappi ng:

1. A mapping fromthe IP address to the WNPN (i.e., |EEE
48-bit MAC address)

2. A mapping fromthe WNPN to the Port_ID (see Appendix G for a
definition of Port_ID)

The address resolution problemis conmpounded by the fact that the
Port IDis volatile and the second mappi ng MJST be valid before use.
Moreover, this validation process can be different depending on the
net wor k t opol ogy used. Appendi x D provides a discussion on validation
for the different FC topol ogies.

Architecturally, the first |evel of nmapping and control operation is
handl ed by the Address Resol uti on Protocol (ARP), and the second

| evel by the FC Address Resol ution Protocol (FARP). FARP is described
in Section 5.

O her optional mechanisns in FARP that directly nap an I P address to
a Port _ID, or WWNNto a Port_ID are described in Appendi x A

The I nverse Address Resol ution Protocol (InARP) is yet another
optional nmechanismthat resolves WWPN and Port _IDs to | P addresses.
| NARP i s described in Appendi x B.

4.2 ARP Packet For mat

The Address Resolution Protocol (ARP) given in [9] was designed to be
a general purpose protocol, and to work with many network
technol ogi es, and with many upper |ayer protocols. Fig 9 shows the
ARP packet format based on [9], where the upper |ayer protocol uses a
4 octet protocol (I1P) address and the network technol ogy uses si x-
octet hardware (MAC) address.

The ARP uses two packet types - Request and Reply - and each type of
packet is 28 -bytes long in this specification. The ARP Packet fields
are common to both ARP Requests and ARP Replys.

The LLC/ SNAP encapsul at ed ARP Request Packet is mapped to a FC

Br oadcast Sequence and the exact mechani smused to broadcast a FC
Sequence depends on the FC topology. This is discussed later in this
section. Conpliant ARP Request Broadcasts SHALL i ncl ude

Net wor k_Headers.
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The LLC/ SNAP encapsul ated ARP Reply Packet is mapped to a FC
Sequence. Conpliant ARP Replys SHALL include Network_ Headers.

Note that in all discussions to follow, the WVPN and the 48-bit MAC
address conceptually nmean the sane thing.

The "HW Type’ field SHALL be set to 0x00-01.

Technically, the correct HW Type val ue should be set to 0x00-06
according to RFC 1700 indicating | EEE 802 networks. However, as a
practical nmatter a HW Type val ue of 0x00-06 is known to cause
rejections fromsome Ethernet end stations when FC is bridged to

Et hernet. Translational bridges are normally expected to change this
field fromType 6 to 1 and vice versa under these configurations, but
many do not. It is because of this reason that the Type Code is set
to 1 rather than 6. However, both HW Type val ues of 0x00-01 and

0x00- 06 SHALL be accept ed.

The "Protocol’ field SHALL be set to 0x08-00 indicating |IP protocol.

The " HW Addr Length’ field SHALL be set to 0x06 indicating 6-bytes of
HW addr ess.

The " Protocol Addr Length’ field SHALL be set to 0x04 indicating 4-
byt es of |Pv4 address.

The " Operation’ Code field SHALL be set as foll ows:

0x00- 01 for ARP Request
0x00-02 for ARP Reply

The " HW Addr of Sender’ field SHALL be the 6-byte | EEE MAC address of
the sender. It is either the Requester (ARP Request) or the Responder
(ARP Reply) address.

The ' Protocol Addr of Sender’ field SHALL be the 4-byte | P address of
t he Requester (ARP Request) or that of the Responder (ARP Reply).

The ' HW Addr of Target’ field SHALL be set to zero during an ARP
Request and to the 6-byte MAC address of the Requester (ARP Request)
in an ARP Reply.

The " Protocol Addr of Target’ field SHALL be set to the 4-byte IP

address of the Responder (ARP Reply) in a ARP Request, and to the
4-byte | P address of the Requester (ARP Request) in an ARP Reply.
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o e e e e e e +
| HW Type | 2 bytes
o e e e e e e +
| Protocol | 2 bytes
o e e e e e e +
| HW Addr Length | 1 byte
o e e e e e e +
| Protocol Addr Length | 1 byte
o e e e e e e +
| Op Code | 2 bytes
o e e e e e e +
| HW Addr of Sender | 6 bytes
o e e e e e e +
| Protocol Addr of Sender | 4 bytes
o e e e e e e +
| HW Addr of Target | 6 bytes
o e e e e e e +
| Protocol Addr of Target | 4 bytes
o e e e e e e +

Total 28 bytes
Fig. 9 ARP Packet Format

4.3 ARP Layer Mapping and Operation

Whenever a FC port wishes to send |IP data to another FC port, then
the followi ng steps are taken

1. The source port should first consult its local mapping tables to
determ ne the <destination |IP address, destination WVPN>

2. If such a mapping is found, then the source sends the IP
data to the port whose WV PN address was found in the table.

3. If such a mapping is not found, then the source sends an
ARP Request broadcast to its connected FC network in
anticipation of getting a reply fromthe correct destination
along with its WVPN

4. When an ARP Request Broadcast frane is received by a node with
the matching | P address, it generates an ARP Reply. Since the
ARP Reply must be addressed to a specific destination Port_ID,
the FC | ayer mappi ng between the WWPN and Port _ID (of the ARP
Request orginator) MJST be valid before the reply is sent.

5. If no node has the matching I P address, the result is a silent
behavi or.
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4.4 ARP Broadcast in a Point-to-Point Topol ogy

The ARP Request (Broadcast) and Reply mechani sm descri bed above still
apply, although there is only one node that receives the ARP Request.

4.5 ARP Broadcast in a Private Loop Topol ogy

In a private | oop, the ARP Request Broadcast frame is sent using the
br oadcast nethod specified in the FC- AL [ 7] st andard.

1. The source port first sends an Qpen Broadcast Replicate
primtive (OPN(fr))Signal forcing all the ports in the | oop
(except itself), to replicate the franes that they receive
whil e exam ning the frane header’s Destination_ID field.

2. The source port then renmoves this OPN(fr) signal when it
returns to it.

3. The loop is now ready to receive the ARP broadcast. The source
now sends the ARP Request as a single-frame Broadcast Sequence
ina Cass 3 frane with the followi ng FC Header D ID field and
F_CTL bits setting

Destination ID <wWord 0, bit 0:23> D ID = OxFF-FF-FF
Sequence lnitiative <Wrd 2, bit23> SI=0

Last Sequence <Word 2, bit 20> LS=1

End Sequence <Word 2, bit 19>: ES=1.

4. A conpliant ARP Broadcast Sequence frame SHALL include the
Net wor k_Header wi th destination MAC address set to OxFF-FF- FF-
FF- FF- FF and with NAA = b’ 0001’

5. The destination port recognizing its IP address in the ARP
Request packet SHALL respond with an ARP Reply.

4.6 ARP Broadcast in a Public Loop Topol ogy

The following steps will be foll owed when a port is configured in a
public | oop:

1. A public |loop device attached to a fabric through a FL_Port

MUST NOT use the OPN(fr) signal prinmitive. Rather, it sends the
broadcast sequence to the FL_Port at AL_PA = 0x00.
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2. A FC Fabric propagates the broadcast to all other ports
i ncluding the FL_Port which the broadcast arrived on. This
includes all F_Ports, and other FL_Ports.

3. On each FL_Port, the fabric propagates the broadcast by first
using the primtive signal OPNfr, in order to prepare the | oop
to receive the broadcast sequence.

4. A Broadcast Sequence is now sent on all ports (all FL_ports,
F Ports) in Cass 3 frane with:

Destination ID <wWord 0, bit 23:0> D_ID = OxFF-FF-FF
Sequence lnitiative <Word 2, bit23>: SI=0
Last Sequence <Wbrd 2, bit 20> LS=1
End Sequence <Word 2, bit 19>: ES=1.
5. A conpliant ARP Broadcast Sequence frame SHALL include the
Net wor k_Header with destinati on MAC address set to OxFF- FF- FF-
FF- FF- FF and with NAA = b’ 0001’

6. The destination port recognizing its IP address in the ARP
Request packet SHALL respond with an ARP Reply.

4.7 ARP Qperation in a Fabric Topol ogy

1. Nodes directly attached to fabric do not require the OPN(fr)
primtive signal

2. A Broadcast Sequence is now sent on all ports (all FL_ports,
F Ports) in Cass 3 frane with:

Destination ID <Wrd 0, bit 23:0> D_ID = OxFF-FF-FF
Sequence Ilnitiative <Word 2, bit23>: SI=0
Last Sequence <Wbrd 2, bit 20> LS=1
End Sequence <Word 2, bit 19>: ES=1.
3. A conpliant ARP Broadcast Sequence frame SHALL include the
Net wor k_Header with destinati on MAC address set to
OXFF- FF- FF- FF- FF- FF and with NAA = b’ 0001’

4. The destination port recognizing its |IP address in
the ARP packet SHALL respond with an ARP Reply.
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5. FARP
5.1 Scope

FC Layer Mappi ng between the WWPN and the Port _|ID is independent of
the ARP nmechani smand is nore closely associated with the details of
the FC protocols. Nane Server and FC Address Resol ution Protoco
(FARP) are two formal nechani snms that can be used to create and

mai ntain WWPN to Port_ID tabl es.

FARP is a nethod using Extended Link Service (ELS) conmands that
resolves <WV PN, Port_|D> mappi nhgs. The WNW PN to Port | D address
resolution using FARP is especially useful in instances where the
Login table entries at a node expire and a Nanme Server is not
available. It is outside the scope of this docunent to describe Nane
Server. (See [14].)

Addi ti onal address matchi ng nmechani sns that resolve <WNV NN, Port_I|D>
and <I P addr., Port_ID> mappi ng have been added to FARP. These
addi ti onal mechani sns are optional and described in Appendi x A
Direct IP address to Port_ID mapping is useful in applications where
there is no visibility of the MAC address.

O her less fornmal FC Layer Mapping nechani sms are described in
Appendi x C

Since Port _IDs are volatile, all mapped Port IDs at all tines MJST
be valid before use. There are many events that can invalidate this
mappi ng. Appendi x D di scusses conditions when such a validation is
required.

5.2 FARP Overvi ew

The FARP protocol uses two ELS conmands - FARP- REQ and FARP- REPLY.
Note: In the follow ng discussion 'Requester’ neans the node

i ssuing the FARP-REQ ELS nessage; ’'Responder’ neans the

node replying to the request by sending the FARP-REPLY

conmand.
The FARP- REQ ELS Broadcast Request conmand is used to retrieve a
specific node’s current Port_ID given its unique WWPN. This Port_ID
is sent in a FARP-REPLY uni cast command.

The FARP-REQ may indicate that the Responder
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- Performonly a Login with it (Requester) or,
- Send only a FARP-REPLY or,
- Performa Login and send a FARP- REPLY.

No sequence initiative is transferred with the FARP-REQ and therefore
no Reply (ACCEPT or REJECT) follows this comand.

Since a Sequence Initiative is transferred with the FARP-REPLY,
ei ther a ACCEPT or REJECT follows this command as a response.

Reception of a FARP-REQ requires a higher level entity at the
respondi ng node to send a FARP-REPLY or performa Port Login.

You do not have to be logged in to issue a FARP Request. Al so, you do
not have to be logged in to the FARP Requester to i ssue a FARP- REPLY.

The FARP Protocol Steps:
FARP- REQ (ELS broadcast) Request Sequence
(No Reply Sequence)
FARP- REPLY (ELS command) Sequence
Accept/ Rej ect Reply Sequence
The FARP Protocol Format [2] and Size:
FT_1, 76-bytes fixed size
The FARP Protocol Addressing:
- In a FARP-REQ the S IDin the FC Header designates the
Requester’s Port ID. The D ID in the FC Header is the broadcast
identifier OxFF-FF-FF.
- In a FARP-REPLY, the S ID in the FC Header designates the

Responder’s Port _ID. The D IDin the FC Header is the Requester’s
Port _I D.
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5.3 FARP Commuand For mat

FARP- REQ and FARP- REPLY commands have identical formats (76-bytes
fixed size) and fields but use different command codes. See tables

bel ow.
o m o m o e o e o e o e o e e e e e o e o e m e e e e e e e e e e e e e e e e e e meooo - +
| FARP- REQ Comand |
S I o e e e e oooo - +
| Field | Size | Renmar ks |
I | (Bytes) | I
S I o e e e e oooo - +
| 0x54-00-00-00 | 4 | Request Command Code|
S I o e e e e oooo - +
| Match Address Code Points | 1 | I'ndicates Address |
| | | Matching Mechanism |
S I o e e e e oooo - +
| Port I D of Requester | 3 | Supplied by |
| | | Requester = |
| | | S IDin FC Header |
S I o e e e e oooo - +
| Responder Fl ags | 1 | Response Action to |
| | | be taken |
S I o e e e e oooo - +
| Port I D of Responder | 3 | Set to 0x00-00-00 |
S I o e e e e oooo - +
| WW PN of Requester | 8 | Suppl i ed by Requester|
S I o e e e e oooo - +
+ WWV NN of Requester | 8 | OPTI ONAL; |
| | | See Appendi x A |
S I o e e e e oooo - +
| WWV PN of Responder | 8 | Suppl i ed by Requester|
S I o e e e e oooo - +
| WV NN of Responder | 8 | OPTI ONAL; see App. A |
S I o e e e e oooo - +
| I'P Address of Requester | 16 | OPTI ONAL; see App. A |
S I o e e e e oooo - +
| I'P Address of Responder | 16 | OPTI ONAL; see App. A |
S I o e e e e oooo - +
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o m o m o e o e o e o e o e e e e e o e o e m e e e e e e e e e e e e e e e e e e meooo - +
| FARP- REPLY Conmand |
S I o e e e e oooo - +
| Field | Size | Renmar ks |
I | (Bytes) | I
S I o e e e e oooo - +
| 0x55-00-00-00 | 4 | Reply Command Code |
S I o e e e e oooo - +
| Match Address Code Points | 1 | Not Used and |
| | | Unchanged fromthe |
| | | FARP- REQ |
S I o e e e e oooo - +
| Port I D of Requester | 3 | Extracted from |
| | | FARP- REQ |
S I o e e e e oooo - +
| Responder Fl ags | 1 | Not Used and |
| | | Unchanged fromthe |
| | | FARP- REQ |
S I o e e e e oooo - +
| Port I D of Responder | 3 | Supplied by |

| | | Responder = |
| | | S IDin FC Header |

S I o e e e e oooo - +
| WW PN of Requester | 8 | Suppl i ed by Requester|
S I o e e e e oooo - +
| WW.NN of Requester | 8 | OPTI ONAL; see App. A |
S I o e e e e oooo - +
| WW PN of Responder | 8 | Suppl i ed by Requester|
S I o e e e e oooo - +
| WW.NN of Responder | 8 | OPTI ONAL; see App. A |
S I o e e e e oooo - +
| P Add. of Requester | 16 | OPTI ONAL; see App. A |
S I o e e e e oooo - +
| I P Address of Responder | 16 | OPTI ONAL; see App. A |
S I o e e e e oooo - +

Following is a description of the address fields in the FARP
Commands.

Port _I D of Requester:
It is the 24-bit Port_ID used in the S ID field of the FC Header of a

FARP-REQ It is supplied by the Requester in a FARP-REQ and retained
in a FARP- REPLY.
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Port _I D of Responder:

It is the 24-bit Port_ID used in the S ID field of the FC Header of a
FARP- REPLY. It SHALL be set to 0x00-00-00 in a FARP-REQ It is
supplied by the Responder in a FARP-REPLY.

VWV PN:

This address field is used with the b’001', b’011’, b’ 101, b’ 111
Mat ch Address Code Points. See Match Address Code Point Tabl e bel ow
The Requester supplies the unique 8-byte WVPN of the Requester and
the Responder. It is retained in a FARP-REPLY.

VIV NN

The WA NN address field is used with Match Address Code Points
b’'010’, b’'011', b’110', and b’ 111', which are all optional. Its usage
is fully described in Appendix A Wen the WVNN field is not used it
SHALL be either set to 'O’ or a valid non-zero address.

| Pv4:

The | Pv4 address field is used with the Match Address Code Points
b’100', b’'101', b’110', and b’ 111', which are all optional. Its usage
is fully described in Appendix A Wen the | P Address field is not
used it SHALL be either set to 0" or a valid IP address. Avalid IP
address consists of the 32-bit | Pv4 Address with the upper 96 bits
set to 'O

5.4 Match Address Code Points

For each receipt of the FARP-REQ Broadcast ELS, the recipients match
one or nore addresses based on the encoded bits of the "FARP Match
Address Code Points" field shown in the table bel ow. FARP operation
with the Match Address Code Point equal to b’001" is described in
this section. O her code points are OPTIONAL and are discussed in
Appendi x A. The upper 5 bits of the Match Address Code Point byte are
unused and their use is not currently defined.
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o m m ot o e o e m e o e o e o e e o e e e o e e e e e e e e e e e e e e e e e e e eme—aooo- - +
| Mat ch Address Code Points |
o m m ot o e o e m e o e o e o e e o e e e o e e e e e e e e e e e e e e e e e e e eme—aooo- - +
| LSBits | Bit nane | Action |
Fomm oo T o m e o e e e e e e e e e e eea— o +
| 000 | Reserved | |
Fomm oo T o m e o e e e e e e e e e e eea— o +
| 001 | MATCH VWV PN | If *"WNPN of Responder’ = |
| | | Node’'s WW PN then respond |
Fomm oo T o m e o e e e e e e e e e e eea— o +
| 010 | MATCH WV NN | OPTI ONAL; see Appendi x A |
Fomm oo T o m e o e e e e e e e e e e eea— o +
| 011 | MATCH WV PN_NN | OPTI ONAL; see Appendi x A |
Fomm oo T o m e o e e e e e e e e e e eea— o +
| 100 | MATCH I Pv4 | OPTI ONAL; see Appendi x A |
Fomm oo T o m e o e e e e e e e e e e eea— o +
| 101 | MATCH WW PN_I Pv4 | OPTI ONAL; see Appendix A |
Fomm oo T o m e o e e e e e e e e e e eea— o +
| 110 | MATCH VWV NN_I Pv4 | OPTI ONAL; see Appendix A |
Fomm oo T o m e o e e e e e e e e e e eea— o +
| 111 | MATCH WW PN_NN_I Pv4| OPTI ONAL; see Appendi x A |
Fomm oo T o m e o e e e e e e e e e e eea— o +

When a node receives a FARP-REQ with Code Point b’'001', it checks its
WV PN agai nst the one set in 'WVPN of Responder’ field of the FARP-
REQ command. |If there is a match, then the node issues a response
according to the action indicated by the FARP Responder Flag. See
tabl e bel ow.

WV NN and | Pv4 address fields are not used with the b’ 001’ Code Poi nt
operation. They SHALL be set to "0’ or a valid address either by the
Requester or the Requester and the Responder

Note that there can be utnost one FARP-REPLY per FARP-REQ
5.5 Responder Fl ags

The Responder Fl ags define what Responder action to take if the
result of the Match Address Code Points is successful. 'Responder
Flags’ is an 8-bit field (bits 0-7) and is defined in the table
below. This field is used only in a FARP-REQ This field is retained
unchanged in a FARP-REPLY. If no bits are set, the Responder w ||
take no action.
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NS, o m o e o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e eeao - +
| | FARP Responder Fl ag |
NS, o e e e oo oo oo o m o e o e e e e e e e e eieoo--- +
| Bit | Bit Name | Action |
| Position | | |
NS, o e e e oo oo oo o m o e o e e e e e e e e eieoo--- +
| 0 | INIT_P_LOG | Initiate a P_LOd to the Requester |
NS, o e e e oo oo oo o m o e o e e e e e e e e eieoo--- +
| 1 | NIl T_REPLY | Send FARP_REPLY to Requester |
NS, o e e e oo oo oo o m o e o e e e e e e e e eieoo--- +
| 2 to 7 | Reserved | |
NS, o e e e oo oo oo o m o e o e e e e e e e e eieoo--- +

If INNT_P LOA bit is set then, a Login is perforned with the port
identified by "Port_|ID of Requester" field.

If INIT_REPLY is set then, a FARP-REPLY is sent to the Port
Identified by "Port_ID of Requester" field.

If both bits are set at the sane tinme, then both Actions are
per f or ned.

Al other bit patterns are undefined at this tine and are reserved
for possible future use.

5.6 FARP Support Requirenents

Responder action - FARP-REPLY and/or Port Login - for a successful
MATCH WV PN is always REQU RED. If there is no address match then a
silent behavior is specified.

Support for all other Match Address Code Points is OPTIONAL and a
silent behavior fromthe Responder is valid when it is not support ed.
Reci pi ents of the FARP-REQ ELS SHALL NOT issue a Service Reject
(LS_RJT) if FARP OPTI ONAL nechani sns are not supported.

In all cases, if there are no matches, then a silent behavior is
speci fi ed.

If an inplenentation issues a FARP-REQ with a Match Address Code
Point that is OPTIONAL, and fails to receive a response, and the

i npl erent ati on has not obtained the Port_|ID of the Responder’s port
by other means (e.g., prior FARP-REQ with other Code Points), then
the inplenentation SHALL reattenpt the FARP-REQ with the MATCH WV PN
Code Poi nt.
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Getting nultiple FARP Replies corresponding to a single FARP-REQ
shoul d normally never occur. It is beyond the scope of this docunent
to specify conditions under which this error may occur or what the
corrective action ought to be.

6. Exchange Managenent
6.1 Exchange Origination

FC Exchanges shall be established to transfer data between ports.
Franmes on | P exchanges shall not transfer Sequence Initiative. See
Appendi x E for a discussion on FC Exchanges.

6.2 Exchange Terni nation

Wth the exception of the reconmendations in Appendix F, Section F.1,
"Reliability in Cass 3", the nmechanismfor aging or expiring
exchanges based on activity, tinmeout, or other nmethod is outside the
scope of this docunent.

Exchanges may be terminated by either port. The Exchange Oi gi nat or
may term nate Exchanges by setting the LS bit, followi ng normal FC
standard FC-PH [2] rules. This specification prohibits the use of the
NOP ELS with LS set for Exchange term nation

Exchanges may be torn down by the Exchange Oigi nator or Exchange
Responder by using the ABTS LS protocol. The use of ABTS LS for
term nati ng aged Exchanges or error recovery is outside the scope of
this docunent.

The ternination of | P Exchanges by Logout is discouraged, since this
may term nate active Exchanges on ot her FC 4s.

7. Summary of Supported Features
Note: ' Settable’ neans support is as specified in the rel evant
standard; all other key words are as defined earlier in this

docunent .

7.1 FC-4 Header

i +
| Feature | Support | Notes |
i +
| Type Code ( = 5) 1S08802-2 LLC SNAP | REQU RED | 2 |
| Network_ Headers | REQUIRED | 3 |
| Gther Optional Headers | MUST NOT | |
i +
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This table applies only to FC-4 related data, such as |IP and
ARP packets. This table does not apply to link services and
ot her non-FC-4 sequences (PLOG, for exanple) that nust occur
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for normal operation.
2. The TYPE field in the FC Header (Word 2 bits 31-24) MJST
i ndi cate | SO 8802-2 LLC/ SNAP Encapsul ation (Type 5). This
revision of the docunment focuses solely on the issues related
to running I P and ARP over FC. Al other issues are outside
t he scope of this docunment, including full support for |EEE
802.2 LLC
3. DF_CTL field (Wrd 3, bits 23-16 of FC Header) MJST i ndicate
the presence of a Network Header (0010 0000) on the First
| ogi cal Frane of FC-4 Sequences. It should not indicate the
presence of a Network Header on any subsequent frames of the
Sequence.
7.2 R CTL
R CTL in FC Header: Wrd 0, bits 31-24
i +
| Feature | Support | Notes |
i +
| I'nformation Category (R_CTL Routing): | | |
I I I I
| FC-4 Device Data | REQU RED | 1 |
| Ext ended Link Data | REQU RED | |
| FC-4 Link Data | MUST NOT | |
| Vi deo Dat a | MUST NOT | |
| Basi ¢ Link Data | REQUI RED | |
| Li nk Contr ol | REQUIRED | |
I I I I
| RCTL information : | | |
I I I I
| Uncat egori zed | MUST NOT | |
| Solicited Data | MUST NOT | |
| Unsolicited Control | REQU RED | |
| Solicited Control | REQU RED | |
| Unsolicited Data | REQU RED | 1 |
| Dat a Descri ptor | MUST NOT | |
| Unsol i cited Comand | MUST NOT | |
| Command St at us | MUST NOT | |
i +
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This is REQU RED for FC-4 (I P and ARP) packets

- Routing bits of R CIL field MJST indicate Device Data
frames (0000)

I nformati on Category of R CTL field MJST indicate
Unsolicited Data (0100)

7.3 F_CIL

F_CTL in FC-Header: Word 2, bits 23-0
i +
| Feature | Support | Notes |
i +
| Exchange Cont ext | Settable | |
| Sequence Context | Settable | |
| First / Last / End Sequence (FS/LS/ES) | Settable | |
| Chai ned Sequence | MUST NOT | |
| Sequence Initiative (SI) | Settable | 1 |
| X_ID Reassigned / Invalidate | MUST NOT | |
| Unidirectional Transmt | Settable | |
| Continue Sequence Condition | REQU RED | 2 |
| Abort Seq. Condition -continue and single Seq.| REQU RED | 3 |
| Relative Ofset - Unsolicited Data | Settable | 4 |
| Fill Bytes | Settable | |
i +

Not es

1. For FC-4 frames, each N _Port shall have a dedicated OX ID for
sendi ng data to each N_Port in the network and a dedi cated
RX_ID for receiving data fromeach N _Port as well. Exchanges
are used in a unidirectional nbde, thus setting Sequence
Initiative is not valid for FC-4 frames. Sequence Initiative is
val id when using Extended Link Services.

2. This field is required to be 00, no infornation.

3. Sequence error policy is requested by an exchange origi nator in
the F_CTL Abort Sequence Condition bits in the first data frane
of the exchange. For Classes 1 and 2, ACK frane is required to
be "continuous sequence".

4. Relative offset prohibited on all other types (Information
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7.4 Sequences

o m o m o e o e o e o e o e e e e e o e o e m e e e e e e e e e e e e e e e e e e meooo - +
| Feature | Support | Notes |
o m o m o e o e o e o e o e e e e e o e o e m e e e e e e e e e e e e e e e e e e meooo - +
| Class 2 open Sequences / Exchange | 1 | 1 |
| Length of Seq. not limted by end-to-end credit | REQU RED | 2 |
| I'P and ARP Packet and FC Data Field sizes | REQUIRED | 3 |
| Capability to receive Sequence of maxi mum size | OPTI ONAL | 4 |
| Sequence Stream ng | MUST NOT | 5 |
| Stop Sequence Protocol | MUST NOT | |
| ACK 0O support | OPTI ONAL | 6 |
| ACK_1 support | REQU RED | 6 |
| ACK_N support | MUST NOT | |
| Class of Service for transnitted Sequences | dass | 7

| | 1, 2, or 3| |
| Continuously Increasi ng Sequence Count | OPTI ONAL | 8 9

o m o m o e o e o e o e o e e e e e o e o e m e e e e e e e e e e e e e e e e e e meooo - +

1. Only one active sequence per exchange is optional

2. A Sequence Initiator shall be capable of transmitting Sequences
containing nore franes than the available credit indicated by a
Sequence recipient at Login. FCPH [2] end-to-end fl ow control
rules will be foll owed when transmitting such Sequences.

3. a) IP MU size is 65280-bytes and resulting FC Sequence
Payl oad size is 65536-bytes.
b) Maximally Mninum | P Packet size is 68-bytes and resulting
FC Data Field size is 92-bytes.
c) ARP (and I nARP) Packet size is 28-bytes and resulting FC
Data Field size is 52-bytes.

4. Sone OS environnents nmay not handl e the max Sequence Payl oad
size of 65536. It is up to the admi nistrator to configure the
Max size for all systens.

5. Al class 3 sequences are assuned to be non-streaned.

6. Only applies for Class 1 and 2. Use of ACK 1 is default, ACK O
used if indicated by Sequence recipient at Login.

7. The administrator configured class of service is used, except

where otherw se specified (e.g. Broadcasts are always sent in
Class 3).
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8. Review Appendix F, "Reliability in Cass 3".

9. The first frane of the first sequence of a new Exchange nust
have SEQ CNT = 0 [2].

7.5 Exchanges

i +
| Feature | Support | Notes |
i +
| X_IDinterlock support | OPTI ONAL | 1 |
| OX_| D=FFFF | MUST NOT | |
| RX_I D=FFFF | OPTIONAL | 2 |
| Action if no exchange resources avail abl e | P_RIT | 3 |
| Long Lived Exchanges | OPTI ONAL | 4 |
| Reallocation of Idle Exchanges | OPTI ONAL | |
i +

1. Only applies to Classes 1 and 2, supported by the Exchange
Oiginator. A Port SHALL be capable of interoperating with
another Port that requires X ID interlock. The Exchange
Oiginator facility within the Port shall use the X_ID
Interlock protocol in such cases.

2. An Exchange Responder is not required to assign RX IDs. If a
RX I D of FFFF is assigned, it is identifying Exchanges based on
SID/ DID/ OX_IDonly.

3. In Casses 1 and 2, a Port shall reject a franme that woul d
create a new Exchange with a P_RJT contai ning reason code
"Unabl e to establish Exchange". In Cass 3, the frame woul d be
dr opped.

4. \When an Exchange is created between 2 Ports for |P/ARP data, it
remai ns active while the ports are logged in with each other.
An Exchange SHALL NOT transfer Sequence Initiative (SI).
Broadcasts and ELS commands may use short |ived Exchanges.
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7.6 ARP and | nARP

i +
| Feature | Support | Notes |
i +
| ARP Server Support | MUST NOT | 1 |
| Response to ARP requests | REQUIRED | 2 |
| Class of Service for ARP requests | Class 3 | 3 |
| Class of Service for ARP replies | dass | 4 |
| | 1, 2, or 3| |
| Response to | nARP requests | OPTI ONAL | |
| Class of Service for InARP requests/replies | Cass |

| | 1, 2 or 3 | 5 |
i +

1. Well-known Address FFFFFC is not used for ARP requests. Franes
fromWel | -known address FFFFFC are not considered to be ARP
frames. Broadcast support is REQU RED for ARP.

2. The I P Address is mapped to a specific MAC address with ARP

3. An ARP request is a Broadcast Sequence, therefore Class 3
i s always used.

4. An ARP reply is a normal Sequence, thus the adm nistrator
configured class of service is used.

5. An InARP Request or Reply is a normal Sequence, thus an
admi ni strator configured class of service is used.
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7.7 Extended Link Services (ELS)

i +
| Feature | Support | Notes |
i +
| Class of service for ELS commands / responses | O ass |

| | 1,2 or 3 | 1 |
| Explicit N-Port Login | REQUIRED | |
| Explicit F-Port Login | REQUIRED | |
| FLOE ELS command | REQU RED | |
| PLOE ELS command | REQU RED | |
| ADI SC ELS command | REQU RED | |
| PDISC ELS comand | OPTI ONAL | 2 |
| FAN ELS comrand | REQUIRED | 5

| LOXO ELS conmmand | REQU RED | |
| FARP- REQ FARP- REPLY ELS conmands | REQURED | 3 |
| O her ELS command support | OPTI ONAL | 4 |
ot o e o e o e e e e e e e e e e e e e e e eoooo-- Fomm o oo o - Fomm e +

1. The adnministrator configured class of service is used.

2. PDISC shall not be used as a Requester; ADI SC shall be used
i nstead. As a Responder, an inplenentation may need to respond
to both ADI SC and PDI SC for conpatibility with other
speci fications.

3. Responder Action - FARP-REPLY and/or Port Login - for a
successful MATCH WW PN i s al ways REQUI RED
Support for all other match Address Codes Points is a silent
behavi or fromthe Responder is valid when it is not supported.
Reci pi ents of the FARP-REQ ELS shall not issue a Service Reject
(LS RJT) if FARP is not support ed.

4. |f other ELS conmands are received an LS RJT nmay be sent. NOP
is not required by this specification, and shall not be used as
a nmechanismto term nate exchanges.

5. Required for FL_Ports

7.8 Login Paraneters

Unl ess explicitly noted here, a conpliant inplementation shall use
the login paraneters as described in [4].
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7.8.1 Commpn Service Paraneters - FLOQE

- FC-PH Version, |owest version may be 0x09 to indicate
"mnimum 4. 3.

- Can’t use BB Credit=0 for N Port on a switched Fabric
(F_Port).

7.8.2 Commpn Service Paraneters - PLOQE

- FC-PH Version, |owest version may be 0x09 to indicate
"mnimum 4. 3.

- Can’t use BB Credit=0 for N Port in a Point-to-Point
configuration

- Random Rel ative O fset is optional

- Note that the 'Receive Data Field Size' fields specified in
the PLOG represent both optional headers and payl oad

- The MAC Address can therefore be extracted fromthe 6 | ower
bytes of the WWPN field (when the | EEE 48-bit ldentifier
format is chosen as the NAA) during PLOE or ACC payl oad
exchanged during Fi bre Channel Login [2].

- The MAC Address can al so be extracted fromthe WNPN field in
t he Networ k_Header during ADI SC (and ADI SC ACC), or PDI SC
(and PDI SC ACC).
7.8.3 Cass Service Paraneters - PLOG
- Discard error policy only.
8. Security Considerations
8.1 I P and ARP Rel ated
| P and ARP do not introduce any new security concerns beyond what
al ready exists within the Fibre Channel Protocols and Technol ogy.

Therefore P and ARP related Security does not require special
consideration in this docunent.

8.2 FC Rel ated
FC Standards [11] specify a Security Key Server (independent of IP
and ARP) as an optional service. However, there are no known

i npl enentations of this server yet. Al so, the previously defined [2]
use of a Security Header has been discontinued [11].
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Appendi x A: Additional W©Matching Mechani sms in FARP

Section 5 described the FC Layer mappi ng between the WWVPN and the
Port _I D using the FARP Protocol. This appendi x describes other
optional criteria for address matching and incl udes:

VWV NN
WV PN & WV NN at the sanme tinme
| Pv4
| Pv4 & WNV PN at the sane tine
| Pv4 & WW NN at the sanme tine

IPv4 & WWPN & WVNN at the sanme tine

Dependi ng on the Match Address Code Points, the FARP prot ocol
fundanental |y resolves three main types of addresses to Port_IDs and
is described in table bel ow.

For Match Address Code Point b’001': WVPN Nanes fields are
used to resolve the WWPN nanes to Port_IDs. WVNN and IP
address fields are not used with these Code Points and SHALL be
set to either 'O or valid addresses by Requester or Requester
and Responder.

For Match Address Code Point b’'010': WVNN Nanes fields are
used to resolve the WWNN nanmes to Port_IDs. WWNVPN and IP
address fields are not used with these Code Points and SHALL be
set to either 'O or valid addresses by Requester or Requester
and Responder.

For Match Address Code Point b’100': |[Pv4 fields are used to
resolve the I Pv4 addresses to Port_IDs. WVPN and WAV NN fields
are not used with these Code Points and SHALL be set to either ’
0’ or valid addresses by Requester or Requester and Responder.

For all other Match Address Code Points b’'011', b’101',b’ 110,

b’ 111’ , depending on set bits one or nore addresses are jointly
resolved to a Port_ID. See table below If fields are not used,
then they are set either to "0 or valid addresses.

The Responder Flags remain the sane as before. Note that there can be
ut nost one FARP- REPLY per FARP- REQ
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gi ven bel ow
____________________________________________________________________ +
Mat ch Address Code Points |
____________________________________________________________________ +
LSBi t s| Bit nane | Action |
------- e T
000 | Reserved | |
------- e T
001 | MATCH VWV PN | If *WNPN of Responder’ = |
| | Node’s WWNPN then respond |
------- e T
010 | MATCH_ VWV NN | If *"WNNN of Responder’ = |
| | Node’s WW NN then respond |
------- e T
011 | MATCH WV PN_NN | I'f both *WVPN of Responder’ & |
| | *WA.NN of Responder’ = |
| | Node’'s WWPN & WV NN then respond |
------- e T
100 | MATCH I Pv4 | I'f "IPv4d Address of Responder’ = |
| | Node's I Pv4 Address then respond |
------- e T
101 | MATCH WWPN IPv4 | If 'WNPN & | Pv4 of Responder’ = |
| | Node’'s WWPN and | Pv4 then respond |
------- e T
110 | MATCH VWV NN_I Pv4 | I'f both *WVNN of Responder’ & |
| | 1 Pv4 Address of Responder’ = |
| | Node’'s WWNN & I Pv4 then respond |
------- e T
111 | MATCH WW PN_NN_IPv4 | |If *WVNPN of Responder’ & |
| | *WA.NN of Responder’ & |
| | 1 Pv4 Address of Responder’ = |
| | Nodes’ WWNV PN & WV NN & | Pv4 |
| | then respond |
------- e T
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o m o m o e o e o e o e o e e e e e o e o e m e e e e e e e e e e e e e e e e e e meooo - +
| FARP- REQ Comand |
o e m e o e o e e e oo I o m o e e e e oo +
| Field | Size | Remar ks |
I | (Bytes) | I
o e m e o e o e e e oo I o m o e e e e oo +
| 0x54-00-00-00 | 4 | Request Command Code |
o e m e o e o e e e oo I o m o e e e e oo +
| Match Address Code Points | 1 | I'ndicates Address |
| | | Matching Mechani sm |
o e m e o e o e e e oo I o m o e e e e oo +
| Port I D of Requester | 3 | Suppl i ed by Requester |
o e m e o e o e e e oo I o m o e e e e oo +
| Responder Fl ags | 1 | Response Action to be taken]|
o e m e o e o e e e oo I o m o e e e e oo +
| Port I D of Responder | 3 | Set to 0x00-00-00 |
o e m e o e o e e e oo I o m o e e e e oo +
| WW PN of Requester | 8 | Supplied by Requester |
o e m e o e o e e e oo I o m o e e e e oo +
| WW.NN of Requester | 8 | OPTI ONAL; |
| | | Suppl i ed by Requester |
o e m e o e o e e e oo I o m o e e e e oo +
| WW PN of Responder | 8 | Suppl i ed by Requester |
o e m e o e o e e e oo I o m o e e e e oo +
| WW.NN of Responder | 8 | OPTI ONAL ; Suppl i ed by |
| | | Request er or Responder |
o e m e o e o e e e oo I o m o e e e e oo +
| P Add. of Requester | 16 | OPTI ONAL; Supplied by |
| | | Request er |
| | | 1 Pv4 Add. =l ow 32 bits |
o e m e o e o e e e oo I o m o e e e e oo +
| I P Address of Responder | 16 | OPTI ONAL; Supplied by |
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o m o m o e o e o e o e o e e e e e o e o e m e e e e e e e e e e e e e e e e e e meooo - +
| FARP- REPLY Conmand |
o e m e o e o e e e oo I o m o e e e e oo +
| Field | Size | Remar ks |
I | (Bytes) | I
o e m e o e o e e e oo I o m o e e e e oo +
| 0x55-00-00-00 | 4 | Reply Command Code |
o e m e o e o e e e oo I o m o e e e e oo +
| Match Address Code Points | 1 | Not Used and unchanged |
| | | fromthe FARP-REQ |
o e m e o e o e e e oo I o m o e e e e oo +
| Port I D of Requester | 3 | Suppl i ed by Requester |
o e m e o e o e e e oo I o m o e e e e oo +
| Responder Fl ags | 1 | Not Used and unchanged |
| | | fromthe FARP-REQ |
o e m e o e o e e e oo I o m o e e e e oo +
| Port I D of Responder | 3 | Suppl i ed by Responder |
o e m e o e o e e e oo I o m o e e e e oo +
| WW PN of Requester | 8 | Suppl i ed by Requester |
o e m e o e o e e e oo I o m o e e e e oo +
| WW.NN of Requester | 8 | OPTI ONAL; Supplied by |
| | | Request er |
o e m e o e o e e e oo I o m o e e e e oo +
| WW PN of Responder | 8 | Suppl i ed by Requester |
o e m e o e o e e e oo I o m o e e e e oo +
| WW.NN of Responder | 8 | OPTI ONAL; Supplied by |
| | | Request er or Responder |
o e m e o e o e e e oo I o m o e e e e oo +
| P Add. of Requester | 16 | OPTI ONAL; Supplied by |
| | | Request er |
| | | 1 Pv4 Add. =l ow 32 bits |
o e m e o e o e e e oo I o m o e e e e oo +
| I P Address of Responder | 16 | OPTI ONAL; Supplied by |

| | | Request er or Responder |
I | | 1 Pv4 Add. =l ow 32 bits |
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Appendi x B: | nARP
B.1 CGeneral Discussion

I nverse ARP (I nARP) is a mechani sm described in RFC 1293/2390 [ 15,
16], which is useful when a node desires to know the protocol address
of a target node whose hardware address is known. Situations where
this could occur are described in [15, 16]. The notivation for using
INARP in FCis to allow a node to learn the |IP address of another
node with which it has perforned a Port Login (PLOd). PLOE is a
normal FC process that happens between nodes, independent of this
standard. PLOd nmkes it possible for a node to discover the WVPN
and the Port _|ID of the other node but not its IP address. A node in
this way nay potentially obtain the |IP address of all nodes with
which it can PLOG .

Note that the use of the I nARP nmechanismcan result in resolving al
WA PN to I P addresses and ARP may no | onger be required. This can be
beneficially applied in cases where a particular FC topol ogy nakes it
inefficient to send out an ARP broadcast.

B.2 InARP Protocol Operation

| NARP uses the sane ARP Packet format but with different ' Qo Codes’
one for InARP Request and another for |nARP Reply.

The I nARP protocol operation is very sinple. The requesting node
fills the hardware address (WNVPN) of the target device and sets the
protocol address to 0x00-00-00-00. Because, the request is sent to a
node whose WAV PN and Port_ID are known, there is no need for a
broadcast. The target node fills in its Protocol address (IP address
in this case) and sends an I nARP Reply back to the sender. A node
may collect, all such WWPN and | P addresses pairs in a simlar way.

B. 3 | nARP Packet For nat

Since the I nARP protocol uses the sanme packet format as the ARP
protocol, much of the discussion on ARP formats given in Section 4
appl i es here.

The InARP is 28-bytes long in this application and uses two packet
types: Request and Reply. Like ARP, the InARP Packet fields are
conmon to both | nARP Requests and | nARP Repli es.

| NARP Request and Reply Packets are encapsulated in a single frane FC

Sequence much |ike ARP. Conpliant |InARP Request and Reply FC
Sequences SHALL i ncl ude Networ k_Headers.
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The "HW Type’ field SHALL be set to 0x00-01.
The "Protocol’ field SHALL be set to 0x08-00 indicating IP protocol.

The " HW Addr Length’ field SHALL be set to 0x06 indicating 6-bytes of
HW addr ess.

The ' Protocol Addr Length’ field SHALL be set to 0x04 indicating
4-bytes of | P address.

The " Operation’ Code field SHALL be set as foll ows:

0x00- 08 for I nARP Request
0x00-09 for InARP Reply

The " HW Addr of Sender’ field SHALL be the 6-byte | EEE MAC address of
t he Requester (InARP Request) or Responder (InARP Reply).

The ' Protocol Addr of Sender’ field SHALL be the 4-byte | P address of
t he Requester (InARP Request) or Responder (InARP Reply).

The ' HW Addr of Target’ field SHALL be set to the 6-byte MAC address
of the Responder in an InARP Request and to the 6-byte MAC address of
t he Requester in an | nARP Reply.

The ' Protocol Addr of Target’ field SHALL be set to 0x00-00-00-00 in
an I nARP Request and to the 4-byte I P address of the Requester in an
| NARP Repl y.

B. 4 1 nARP Support Requirenents
Support for InARP is OPTIONAL. If a node does not support |InARP and

it receives an I nARP Request nessage then a silent behavior is
speci fi ed.

Raj agopal , et al. St andards Track [ Page 41]



RFC 2625 | P and ARP over Fi bre Channel June 1999

APPENDI X C. Some Informal Mechanisns for FC Layer Mappi ngs

Each met hod SHALL have sone check to ensure PLOG has conpleted
successfully before data is sent. Arelated concern in |arge networks
is limting concurrent logins to only those ports with active IP
traffic.

C.1 Login on Cached Mapping I nformtion

This nethod insulates the |evel performing Login fromthe |evel
interpreting ARP. It is nore accomodati ng of non- ARP nechani sns for
buil ding the FC-1ayer mapping table.

1. Broadcast nessages that carry a Network_Header contain the S ID
on the FC-header and WWPN in the Network-Header. Caching this
i nformati on provides a correlation of Port_IDto WVPN. If the
recei ved Broadcast nessage is conpliant with this
specification, the WVPN will contain the MAC Address.

2. The WWPN is "available" if Login has been perforned to the
Port I D and flagged. If Login has not been perfornmed, the WVPN
i s "unavail abl e".

3. If an outbound packet is destined for a port that is
"unavai |l abl e", the cached information (from broadcast) is used
to |l ook up the Port_ID.

4. After sending an ELS PLOG command (Port Login) to the Port
(froma higher level entity at the host), waiting for an
out bound packet before sending this Port Login conserves
resources for only those ports which wish to establish
conmuni cati on.

5. After Port Login conpletes (ACC received), the outbound packet
can be forwarded. At this point in tine, both ends have the
necessary information to conplete their <IP address, MAC
Address, Port_| D> association

C. 2 Login on ARP Parsing

This net hod perforns Login sooner by parsing ARP before passing it up
to higher levels for I P/MAC Address correlation. It requires a | ow

| evel awareness of the IP address, and is therefore protocol -
specific.

1. When an ARP Broadcast Message is received, the SIDis

extracted fromthe FC header and the correspondi ng
Net wor k_Sour ce_Address fromthe Network_ Header.
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2. The ARP payload is parsed to determne if
(a) this host is the target of the ARP request (Target IP
Address match), and
(b) if this host is currently logged in with the port
(Port _ID =S ID) originating the ARP broadcast.

3. The ARP is passed to a higher |evel for ARP Response
generati on

4. |If a Port Login is required, an ELS PLOG command (Port Login)
is sent imediately to the Port originating the ARP Broadcast.

5. After Port Login conpletes, an ARP response can be forwarded.
Note that there are two possible scenari os:

- The ACCto PLOG returns before the ARP reply is processed
and the ARP Reply is inmediately forwarded.

- The ARP reply is delayed, waiting for ACC (successful
Login).

6. At this point in tine, both ends have the necessary
information to conplete their
<| P address, MAC Address, Port I D> association

C.3 Login to Everyone

In Fibre Channel topologies with a linmted nunber of ports, it may be
efficient to unconditionally Login to each port. This nethod is
di scouraged in fabric and public | oop environnments.

After Port Login conpletes, the MAC Address to Port_I D Address tables
can be construct ed.

C. 4 Static Table

In some | oop environments with a limted nunber of ports, a static
mappi ng froma MAC Address to Port_ID (D_ID or AL_PA) may be

mai nt ai ned. The FC layer will always know the destination Port_|ID
based on the table. The table is typically downl oaded into the driver
at configuration tine. This nethod scales poorly, and is therefore
not reconmended.
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Appendi x D: FC Layer Address Validation
D.1 CGeneral Discussion

At all tines, the <WWPN, Port_ | D> mappi ng MIST be valid before use.
There are many events that can invalidate this mapping. The
foll owi ng di scussi on addresses conditions when such a validation is
required.

After a FC link interruption occurs, the Port_ID of a port may
change. After the interruption, the Port_IDs of all other ports that
have previously performed PLOE@ (N _ Port Login) with this port may
have changed, and its own Port_|ID nay have changed.

Because of this, address validation is required after a LIP in a | oop
topology [7] or after NOS/OLS in a point-to-point topology [6].

Port _IDs will not change as a result of Link Reset (LR),thus address
validation is not required.

In addition to actively validating devices after a link interruption
if a port receives any FC-4 data franes (other than broadcast
frames), froma port that is not currently logged in, then it shal
send an explicit Extended Link Service (ELS) Request |ogout (LOGO)
conmand to that port.

ELS commands (Requests and Replies) are used by an N Port to solicit
a destination port (F_Port or N Port) to performsone |ink-Ieve
function or service.) The LOGO Request is used to request

i nvalidation of the service paranmeters and Port I D of the recipient
N Port.

The level of initialization and subsequent validati on and recovery
reported to the upper (FC-4) layers is inplenentation-specific.

In general, an explicit Logout (LOGO) SHALL be sent whenever the FC
Layer mappi ng between the Port_ID and WV PN of a renote port is
renoved.

The effect of power-up or re-boot on the napping tables is outside
the scope of this specification
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D.2 FC Layer Address Validation in a Point-to-Point Topol ogy

No validation is required after LR In a point-to-point topol ogy,
NOS/ OLS causes inplicit Logout of each port and after a NOS/ OLS, each
port nust performa PLOE [2].

D.3 FC Layer Address Validation in a Private Loop Topol ogy

After a LIP, a port SHALL not transnit any |link data to another port
until the address of the other port has been validated. The
val i dation consists of conpleting either AD SC or PDI SC. (See
Appendi x G)

ADI SC (Address Discovery) is an ELS command for discovering the hard
addresses - the 24-bit identifier- of NL_Ports [5], [6].

PDI SC (Di scover Port) is an ELS command for exchangi ng service
paranmeters wi thout affecting Login state [5], [6].

As a requester, this specification prohibits PDISC and requires
ADI SC.

As a responder, an inplenentation my need to respond to both ADI SC
and PDI SC for conpatibility with other FC specifications.

If the three addresses, Port I D VWVNPN, WVNN, exactly match the
val ues prior to the LIP, then any active exchanges may conti nue.

If any of the three addresses have changed, then the node nust be
explicitly Logged out [4], [5].

If a port’s N _Port ID changes after a LIP, then all active Port-ID to
WN PN rmappi ngs at this port nust be explicitly Logged out.

D. 4 FC Layer Address Validation in a Public Loop Topol ogy

A FAN (Fabric Address Notification) ELS command is sent by the fabric
to all known previously logged in ports following an initialization
event. Therefore, after a LIP, hosts may wait for this notification
to arrive or they may performa FLOG .

If the WWPN and WWNN of the fabric FL_Port contained in the FAN ELS
or FLOG response exactly match the val ues before the LIP, and if the
AL_PA obtained by the port is the sanme as the one before the LIP,
then the port may resune all exchanges. |If not, then FLOG (Fabric
Login) must be perfornmed with the fabric and all nodes nust be
explicitly Logged out.
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A public | oop device will have to performthe private | oop
aut hentication to any nodes on the |ocal |oop which have an Area +
Donmai n Address == 0x00- 00- XX

D.5 FC Layer Address Validation in a Fabric Topol ogy
No validation is required after LR (link reset).
After NOS/COLS, a port nust performFLOd. If, after FLOd, the S ID
of the port, the WWPN of the fabric, and the WW NN of the fabric are

the sane as before the NOS/OLS, then the port may resune al
exchanges. If not, all nodes nust be explicitly, Logged out [2].
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APPENDI X E: Fi bre Channel Overvi ew
E.1 Brief Tutori al

The FC Standard [2] defines 5 "levels" (not layers) for its protocol
description: FC-0, FC1, FC-2, FCG3, and FC-4. The first three levels
(FC-0, FC 1, FC-2) are largely concerned with the physical formatting
and control aspects of the protocol. FC-3 has been architected to
provide a place holder for functions that m ght need to be perforned
after the upper |ayer protocol has requested the transnission of an
information unit, but before FC-2 is asked to deliver that piece of

i nformati on by using a sequence of franes [18]. At this time, no FC 3
functi ons have been defined. FC 4 is neant for supporting profiles
of Upper Layer Protocols (ULP) such as IP and Small Conputer System
Interface (SCSI), and supports a relatively snmall set conpared to LAN
protocols such as | EEE 802. 3.

FC devices are called "Nodes", each of which has at |east one "Port"
to connect to other ports. A Node may be a workstation, a disk drive
or disk array, a canera, a display unit, etc. A "Link" is two

uni directional paths flowing in opposite directions and connecting
two Ports within adjacent Nodes.

FC Nodes conmuni cate using higher |ayer protocols such as SCSI and | P
and are configured to operate using Point-to-Point, Private Loop
Public Loop (attachnent to a Fabric), or Fabric network topol ogies.

The point-to-point is the sinplest of the four topol ogies, where only
two nodes comunicate with each other. The private | oop may connect a
nunber of devices (max 126) in a logical ring nuch |ike Token R ng,
and is distinguished froma public |oop by the absence of a Fabric
Node participating in the | oop. The Fabric topology is a swtched
networ k where any attached node can communicate with any other. For a
detail description of FC topologies refer to [18].

Tabl e bel ow summari zes the usage of port types depending on its

|l ocation [12]. Note that E-Port is not relevant to any discussion in
this specification but is included bel ow for conpleteness.
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Fomm e m o e Fomm e e o oo o m o e o e o e e e e e e e e e e e e eea— - +
| Port Type | Location | Topol ogy Associated with |
Fomm e m o e Fomm e e o oo o m o e o e o e e e e e e e e e e e e eea— - +
| N_Port | Node | Poi nt -t o-Poi nt or Fabric |
Fomm e m o e Fomm e e o oo o m o e o e o e e e e e e e e e e e e eea— - +
| NL_Port | Node [In N _Port node -Point-to-Point or Fabric |
| | | In NL_Port node - Arbitrated Loop |
Fomm e m o e Fomm e e o oo o m o e o e o e e e e e e e e e e e e eea— - +
| F_Port | Fabric | Fabric |
Fomm e m o e Fomm e e o oo o m o e o e o e e e e e e e e e e e e eea— - +
| FL_Port | Fabric | In F_Port node - Fabric |
| | | I'n FL_Port node - Arbitrated Loop |
Fomm e m o e Fomm e e o oo o m o e o e o e e e e e e e e e e e e eea— - +
| E_Port | Fabric | Internal Fabric Expansion |
Fomm e m o e Fomm e e o oo o m o e o e o e e e e e e e e e e e e eea— - +

E. 2 Exchange, Information Unit, Sequence, and Frane

The FC ' Exchange’ is a mechani smused by two FC ports to identify and
manage an operation between them[18]. An Exchange is opened whenever
an operation is started between two ports. The Exchange is cl osed
when this operation ends.

The FC-4 Level specifies data units for each type of application

| evel payload called 'Information Unit’ (l1U). Each protocol carried
by FC has a defined size for the U Every operation nust have at

| east one IU. Lower FC levels map this to a FC Sequence.

Typically, a Sequence consists of nore than one franme. Larger user
data is segnented and reassenbl ed using two net hods: Sequence Count
and Relative Ofset [18]. Wth the use of Sequence Count, data bl ocks
are sent using franes with increasing sequence counts (nodul o 65536)
and it is quite straightforward to detect the first frame that
contains the Network_Header. \Wen Relative Ofset is used, as franmes
arrive, sone conputation is required to detect the first frame that
contains the Network_Header. Sequence Count and Relative Ofset field
control information, is carried in the FC Header.

The FC-4 Level nakes a request to FC-3 Level when it wishes it to be
delivered. Currently, there are no FC-3 | evel defined functions, and
this level sinply converts the Information Unit delivery request into
a 'Sequence’ delivery request and passes it on to the FC-2 Level.
Therefore, each FC-4 Information Unit corresponds to a FC-2 Level
Sequence.

The maxi num data carried by a FC frane cannot exceed 2112-bytes [2].

Whenever, the Information Unit exceeds this value, the FC-2 breaks it
into multiple frames and sends it in a sequence.
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There can be nultiple Sequences within an Exchange. Sequences within
an Exchange are processed sequentially. Only one Sequence is active
at atine. Wthin an Exchange inforrmation may flow in one direction
only or both. If bi-directional then one of the ports has the
initiative to send the next Sequence for that Exchange. Sequence
Initiative can be passed between the ports on the last frane of
Sequence when control is transferred. This amounts to hal f-dupl ex
behavi or.

Ports may have nore than one Exchange open at a tinme. Ports can
mul ti pl ex between Exchanges. Exchanges are uniquely identified by
Exchange IDs (X_ID). An Oiginator OX_ID and a Responder RX_ID
uni quely identify an Exchange.

E. 3 Fi bre Channel Header Fields

The FC header as shown in the diagrans bel ow contains routing and
other control information to nmanage Franes, Sequences, and Exchanges.
The Frane-header is sent as 6 transm ssion words inmedi ately
follow ng an SOF delimter and before the Data Fi el d.

DID and S ID

FC uses destination address routing [12], [13]. Frame routing in a
poi nt-to-point topology is trivial.

For the Arbitrated Loop topology, with the destination NL_Port on
the same AL, the source port mnust pick the destination port,
determine its AL Physical Address, and "Open" the destination
port. The frames nust pass through other NL_Ports or the FL_Port
on the | oop between the source and destination, but these ports do
not capture the franes. They sinply repeat and transnmit the frane.
Ei t her conmunicating port nmay "C ose" the circuit.

When the destination port is not on the same AL, the source
NL_Port nust open the FL_Port attached to a Fabric. Once in the
Fabric, the Fabric routes the frames again to the destination.

In a Fabric topology, the Fabric | ooks into the Frane-header,
extracts the destination address (D_ID), searches its own routing
tabl es, and sends the frame to the destination port along the path
chosen. The process of choosing a path may be perforned at each
fabric element or switch until the F_Port attached to the
destination N Port is reached.
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Fi bre Channel Frane Header, Network_ Header, and Payload carrying IP
Packet

T o e e e oo oo oo e Fomm e oo o oo - +
| Wd| <31: 24> | <23: 16> <15: 08> <07: 00> |
T o e e e oo oo oo e Fomm e oo o oo - +
[0 | R _CTL | DID |
T o e e e oo oo oo e Fomm e oo o oo - +
[1 | CS _CTL | SID |
T o e e e oo oo oo e Fomm e oo o oo - +
[2 | TYPE | F_CTL |
T o e e e oo oo oo e Fomm e oo o oo - +
|3 | SEQ I D | DF_CTL | SEQ CNT |
T o e e e oo oo oo e Fomm e oo o oo - +
[4 | OX_ID | RX I D |
LS Fomm e - o e e e oo oo oo e Fomm e oo o oo - +
|5 | Paraneter (Control or Relative Ofset for Data ) |
o m o m ot o e o e o e e e o e o e o e o e o e e e e e e e e e e e e e e e e e meaooo - +
|6 | NAA | Net wor k_Dest _Address (H order bits) |
LS Fomm e - o e e e oo oo oo e Fomm e oo o oo - +
| 7 ] Net wor k_Dest _Address (Lo order bits) |
LS Fomm e - o e e e oo oo oo e Fomm e oo o oo - +
|8 | NAA | Net work_Src_Address (H order bits) |
LS Fomm e - o e e e oo oo oo e Fomm e oo o oo - +
|9 | Net wor k_Src_Address (Lo order bits) |
T o e e e oo oo oo e Fomm e oo o oo - +
| 10 | DSAP | SSAP | CTRL | QuI |
T o e e e oo oo oo e Fomm e oo o oo - +
|11 | QU | PI D |
T o e e e oo oo oo e Fomm e oo o oo - +
| 12 | | P Packet Data |
T o e e e oo oo oo e Fomm e oo o oo - +

R CTL (Routing Control) and TYPE(data structure):

Frames for each FC-4 can be easily distinguished fromthe others
at the receiving port using the R CTL (Routing Control) and TYPE
(data structure) fields in the Frame-header

The R CTL has two sub-fields: Routing bits and |Infornation
category. The Routing bits sub-field has specific values that nean
FC-4 data follows and the Information Category tells the receiver
the "Type" of data contained in the frame. The R CTL and TYPE code
poi nts are shown in the diagrans.
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O her Header fields:

F CTL (Franme Control) and SEQ ID (Sequence ldentification),

SEQ CNT (Sequence Count), OX ID (Originator exchange ldentifier),
RX_I D (Responder exchange Identifier), and Paraneter fields are
used to nanage the contents of a frame, and nmark information
exchange boundaries for the destination port.

F _CTL(Frame Control):

The FC CTL field is a 3-byte field that contains infornmation
relating to the frame content. Mst of the other Frane-header
fields are used for frame identification. Arong other things, bits
inthis field indicate the First Sequence, Last Sequence, or End
Sequence. Sequence lnitiative bit is used to pass control of the
next Sequence in the Exchange to the recipient.

SEQ I D (Sequence ldentifier) and SEQ CNT (Sequence Count):

This is used to uniquely identify sequences w thin an Exchange.
The <S ID, D ID SEQ.ID> uniquely identifies any active Sequence.
SEQ CNT is used to uniquely identify frames within a Sequence to
assure sequentiality of frane reception, and to all ow uni que
correlation of link control franes with their related data franes.

Origi nator Exchange Identifier (OX_ID) and Responder Exchange
Identifier (RXID):

The OX_I D val ue provi des association of frames with specific
Exchanges originating at a particular N Port. The RX ID field
provi des the same function that the OX_ID provides for the
Exchange Originator. The OX_ID is neaningful on the Exchange
Oiginator, and the RX_ID is neaningful on the Responder.

DF _CTL (Data Field Control):

The DF_CTL field specifies the presence or absence of optiona
headers between the Frane-header and Frane Payl oad

PARAMETER

The Paraneter field has two neani ngs, dependi ng on Frane type.

For Link Control Franmes, the Paraneter field indicates the
specific type of Link Control frame. For Data frames, this field
contains the Relative Ofset value. This specifies an offset from
an Upper Layer Protocol buffer from a base address.
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E. 4 Code Points for FC Frane
E.4.1 Code Points with | P and ARP Packets

The Code Points for FC Frames with IP and ARP Packets are very
simlar with the exception of PID value in Wrd 11 which is set to
0x08-00 for IP and 0x08-06 for ARP. Al so, the Network_Header appears
only in the first logical frame of a FC Sequence carrying IP. In the
case, where FC franes carry ARP packets it is always present because
these are single frame Sequences.

Code Points for FC Frame with I P packet Data

T o e e e oo oo oo e Fomm e o e oo oo - +
| W d]| <31: 24> | <23: 16> | <15: 08> | <07: 00> |
T o e e e oo oo oo e Fomm e o e oo oo - +
| O | 0x04 | DID |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 1] 0x00 | SID I
T o e e e oo oo oo e Fomm e o e oo oo - +
| 2| 0x05 I F_CTL |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 3 | SEQ I D | 0x20 | SEQ CNT |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 4 | OX_ID | RX I D |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 5 | OXXX- XX- XX- XX Paraneter Relative Ofset |
P . o m o o o e o e e e e e o e o e e e e o e mememaoooo- +
| 6 | 0001 | 0x000 | Dest. MAC (H order bits) |
P . Fomm e oo o e e e oo oo oo e Fomm e o e oo oo - +
| 7 | Dest. MAC (Lo order bits) |
P . Fomm oo oo oo - T o m e e e e ooooo-o- +
| 8 | 0001 | 0x000 | Src. MAC (H order bits) |
P . Fomm e oo o e e e oo oo oo e Fomm e o e oo oo - +
| 9 | Src. MAC (Lo order bits) |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 10 | OxAA | OxAA | 0x03 | 0x00 |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 11 | 0x00- 00 | 0x08- 00 |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 12 | | P Packet Data |
T o e e e oo oo oo e Fomm e o e oo oo - +
|13 | I
T o e e e oo oo oo e Fomm e o e oo oo - +
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Code Points for FC Frame with ARP packet Data

T o e e e oo oo oo e Fomm e o e oo oo - +
| Wd| <31: 24> | <23: 16> | <15: 08> | <07: 00> |
T o e e e oo oo oo e Fomm e o e oo oo - +
| O | 0x04 | DID |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 1] 0x00 | S ID I
T o e e e oo oo oo e Fomm e o e oo oo - +
| 2| 0x05 I F_CTL |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 3 | SEQ I D | 0x20 | SEQ CNT |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 4 | OX_ID | RX I D |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 5 | OXXX- XX- XX- XX Paraneter Relative Ofset |
P . o m o o o e o e e e e e o e o e e e e o e mememaoooo- +
| 6 | 0001 | 0x000 | Dest. MAC (H order bits) |
P . Fomm e oo o e e e oo oo oo e Fomm e o e oo oo - +
| 7 | Dest. MAC (Lo order bits) |
P . Fomm oo oo oo - T o m e e e e ooooo-o- +
| 8 | 0001 | 0x000 | Src. MAC (H order bits) |
P . Fomm e oo o e e e oo oo oo e Fomm e o e oo oo - +
| 9 | Src. MAC (Lo order bits) |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 10 | OxAA | OxAA | 0x03 | 0x00 |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 11 | 0x00- 00 | 0x08- 06 |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 12 | ARP Packet Data |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 13| I
T o e e e oo oo oo e Fomm e o e oo oo - +

The Code Points for a FARP-REQ for a specific Match Address Code
Poi nt MATCH WAV PN NN ( b’011') is shown below. In particular, note
the | P addresses field of the Requester set to a valid address and
that of the responder set to 0. Note also the setting of the D ID
address and the Port_I D of the Responder.

The correspondi ng code point for a FARP-REPLY is al so shown bel ow.

In particular, note the setting of the Port_|I D of Responder and the
| P address setting of the Responder.
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E. 4.2 Code Points with FARP Command

Code Points for FC Franme with FARP- REQ Command for MATCH WV PN_NN

T o e e e oo oo oo e Fomm e o e oo oo - +
| Wd]| <31: 24> | <23: 16> | <15: 08> | <07: 00> |
T o e e e oo oo oo e Fomm e o e oo oo - +
| O | 0x04 | DID =

| | | OxFF OxFF OxFF |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 1| 0x00 | SID |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 2 | 0x05 | F_CTL |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 3 | SEQ I D | 0x20 | SEQ CNT |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 4| OX_I D | RX_ID |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 5 | OXXX- XX- XX- XX Paraneter Relative Ofset |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 6 | 0x54 | 0x00 | 0x00 | 0x00 |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 7 | Port ID of Requester = S ID | Mat ch Addr. |
| | Code Points |
| | | xxxxx011 |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 8 | Port I D of Responder = | Responder |
| | 0x00 0x00 0x00 | FI ags

T o e e e oo oo oo e Fomm e o e oo oo - +
| 9| 0001 | 0x000 | WW PN Src. MAC(Hi order bits)]
P . Fomm e oo o e e e oo oo oo e Fomm e o e oo oo - +
| 10 | WV PN Src. MAC (Lo order bits) |
P . Fomm oo oo oo - SRS S +
| 11 | 0001 | 0x000 | WWNN Src. MAC(Hi order bits)]
P . Fomm e oo o e e e oo oo oo e Fomm e o e oo oo - +
| 12 | WAV NN Src. MAC (Lo order bits) |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 13 | 0001 | 0x000 | WWPN Src. MAC(Hi order bits)]|
P . Fomm e oo o e e e oo oo oo e Fomm e o e oo oo - +
| 14 | WV PN Dest. MAC (Lo order bits) |
P . Fomm oo oo oo - SRS S +
| 15 | 0001 | 0x000 | WW.NN Dest. MAC(Hi order bits)]
P . Fomm e oo o e e e oo oo oo e Fomm e o e oo oo - +
| 16 | WV NN Dest. MAC (Lo order bits) |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 17 | 0x00- 00- 00- 00 |
T o e e e oo oo oo I T +
| 18 | 0x00- 00- 00- 00 |
T o e e e oo oo oo I T +
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0x00- 00-00-00

----------- e g
0x00- 00- 00- 00

----------- g g
0x00- 00- 00- 00

----------- g g
0x00- 00- 00- 00

----------- g g
0x00- 00- 00- 00

set to a valid | Pv4 Address of Responder if avail able
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Code Points for FC Frame with FARP-REPLY Comand
T o e e e oo oo oo e Fomm e o e oo oo - +
| Wd]| <31: 24> | <23: 16> | <15: 08> | <07: 00> |
T o e e e oo oo oo e Fomm e o e oo oo - +
| O | 0x04 | DID |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 1| 0x00 | SID |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 2 | 0x05 | F_CTL |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 3 | SEQ I D | 0x20 | SEQ CNT |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 4 | OX_ID | RX_ I D |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 5 | OXXX- XX- XX- XX Paraneter Relative Ofset |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 6 | 0x55 | 0x00 | 0x00 | 0x00 |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 7 | Port _ID of Requester = D ID | xxxxx011 |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 8 | Port _ID of Responder = S ID | Resp. Flag |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 9| 0001 | 0x000 | WW PN Src. MAC(Hi order bits)]
P . Fomm e oo o e e e oo oo oo e Fomm e o e oo oo - +
| 10 | WV PN Src. MAC (Lo order bits) |
P . Fomm oo oo oo - SRS S +
| 11 | 0001 | 0x000 | WWNN Src. MAC(Hi order bits)]
P . Fomm e oo o e e e oo oo oo e Fomm e o e oo oo - +
| 12 | WAV NN Src. MAC (Lo order bits) |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 13 | 0001 | 0x000 | WWPN Src. MAC(Hi order bits)]
P . Fomm e oo o e e e oo oo oo e Fomm e o e oo oo - +
| 14 | WV PN Dest. MAC (Lo order bits) |
P . Fomm oo oo oo - SRS S +
| 15 | 0001 | 0x000 | WW. NN Dest. MAC(Hi order bits)]
P . Fomm e oo o e e e oo oo oo e Fomm e o e oo oo - +
| 16 | WV NN Dest. MAC (Lo order bits) |
T o e e e oo oo oo e Fomm e o e oo oo - +
| 17 | 0x00- 00- 00- 00 |
T o e e e oo oo oo Fom e e e e e e e oo - +
| 18 | 0x00- 00- 00- 00 |
T o e e e oo oo oo Fom e e e e e e e oo - +
| 19 | 0x00- 00- 00- 00 |
T o e e e oo oo oo Fom e e e e e e e oo - +
| 20 | set to a valid | Pv4 Address by Requester |
T o e e e oo oo oo Fom e e e e e e e oo - +
| 21 | 0x00- 00- 00- 00 |
T o e e e oo oo oo Fom e e e e e e e oo - +
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| 22 | 0x00- 00- 00- 00 |
T o e e e oo oo oo I T +
| 23 | 0x00- 00- 00- 00 |
T o e e e oo oo oo I T +
| 24 | set to a valid | Pv4 Address by Responder |
T o e e e oo oo oo I T +
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APPENDI X F: Fi bre Channel Protocol Considerations
F.1 Reliability In Cass 3

Probl em Sequence ID reuse in Cass 3 can conceivably result in

m ssing frame aliasing, which could result in delivery of corrupted
(incorrectly-assenbl ed) data, with no correspondi ng detection at the
FC | evel

Prevention: This specification requires one of the follow ng nethods
if Cass 3 is used.

- Continuously increasing Sequence Count (new Login Bit) - both
si des nust set When an N Port sets the PLOE@ login bit for
continuously increasing SEQ CNT, it is guaranteeing that it
will transmit all frames within an Exchange using a
continuously increasing SEQ CNT (see description in Section
B.1 bel ow).

- After using all SEQ.IDs (0-255) once, nust start a new
Exchange. It is recommended that a m ni rum of 4 Exchanges be
used before an OX I D can be reused.

- Note: If an inplenentation is not checking the OX_ID when

reassenbl i ng Sequences, the problemcan still occur. Cycling
t hrough some nunber of SEQ IDs, then junping to a new Exchange
does not solve the problem SEQ IDs nmust still be unique

between two N _Ports, even across Exchanges.
- Use only single-frame Sequences.

F.2 Continuously Increasing SEQ CNT

This method allows the recipient to check incomng frames, know ng
exactly what SEQ CNT value to expect next. Since the SEQ CNT will not
repeat for 65,536 frames, the aliasing problemis significantly
reduced.

A Login bit (PLOE@) is used to indicate that a device always uses a
conti nuously increasing SEQ CNT, even across transfers of Sequence
Initiative. This bit is necessary for interoperability with sone
devices, and it provides other benefits as well.

In the FGPH 3 [11], the followi ng is supported:
Wrd 1, bit 17 - SEQ CNT (S)

0 = Normal FC-PH rul es apply
1 = Continuously increasi ng SEQ CNT
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Any N Port that sets Wird 1, Bit 17 = 1, is guaranteeing that it wll
transnit all frames within an Exchange using a continuously

i ncreasing SEQ CNT. Each Exchange SHALL start with SEQ CNT = 0 in the
first frane, and every frane transmtted after that SHALL i ncrenent
the previous SEQ CNT by one, even across transfers of Sequence
Initiative. Any frames received fromthe other N Port in the Exchange
shall have no effect on the transnitted SEQ CNT.
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Appendi x G Acronyns and d ossary of FC Terns

It is assuned that the reader is famliar with the ternms and acronyns
used in the FC protocol specification [2]. The followi ng is provided
for easy reference.

First Frame: The frame that contains the SOFi field. This nmeans a
logical first and may not necessarily be the first frame tenporally
received in a sequence.

Code Point: The coded bit pattern associated with control fields in
frames or packets.

PDU. Protocol Data Unit

ABTS LS: Abort Sequence Protocol - Last Sequence. A protocol for
aborting an exchange based on the ABTS recipient setting the
Last _Sequence bit in the BA ACC ELS to the ABTS

ADI SC. Di scover Address. An ELS for discovering the Hard Addresses
(the 24 bit NL_Port Ildentifier) of N Ports

D ID: Destination ID

ES: End sequence. This FCTL bit in the FC header indicates this frane
is the last frame of the sequence.

FAN: Fabric Address Notification. An ELS sent by the fabric to al
known previously Logged in ports following an initialization event.

FLOQE : Fabric Login.
LIP: Loop Initialization. A primitive Sequence used by a port to
detect if it is part of a loop or to recover fromcertain | oop

errors.

Li nk: Two unidirectional paths flowing in opposite directions and
connecting two Ports wi thin adjacent Nodes.

LOGO Logout .

LR Link reset. A primtive sequence transmtted by a port to
initiate the link reset protocol or to recover froma link timeout.

LS: Last Sequence of Exchange. This FCTL bit in the FC header
i ndi cates the Sequence is the Last Sequence of the Exchange.
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Net wor k Address Authority: A 4-bit field specified in Network Headers
t hat di stingui shes between various name registration authorities that
may be used to identify the WWPN and the WV NN. NAA=b’ 0001’

i ndi cates | EEE-48-bit MAC addresses

Node: A collection of one or nore Ports identified by a unique Wrld
W de Node Nanme (WVNN).

NOS: Not Qperational. A primtive Sequence transmitted to indicate
that the port transmitting this Sequence has detected a link failure
or is offline, waiting for OLS to be received.

OLS: Of line. Aprimtive Sequence transnmitted to indicate that the
port transmitting this Sequence is either initiating the |ink
initialization protocol, receiving and recogni zing NOS, or entering
the offline state.

PDI SC. Di scover Port. An ELS for exchanging Service Paraneters
wi t hout affecting Login state.

Primtive Sequence: A primtive Sequence is an Ordered Set that is
transnitted repeatedly and conti nuously.

Private Loop Device: A device that does not attenpt Fabric Login
(FLOA ) and usually adheres to PLDA. The Area and Donmi n conponents
of the NL_Port |ID nust be 0x0000. These devices cannot conmunicate
with any port not in the |ocal |oop.

Public Loop Device: A device whose Area and Domai n components of the
NL_Port I D cannot be 0x0000. Additionally, to be FLA conpliant, the
device nust attenpt to open AL_PA 0x00 and attenpt FLOG . These

devi ces conmmuni cate with devices on the local |oop as well as devices
on the other side of a Fabric.

Port: The transnitter, receiver and associated logic at either end of
alink within a Node. There may be nultiple Ports per Node. Each Port
is identified by a unique Port_ID, which is volatile, and a uni que
Wrld Wde Port Nane (WWPN), which is unchangeable. In this
docunent, the term"port" may be used interchangeably with NL_Port or
N Port.

Port I D: Fibre Channel ports are addressed by unique 24-bit Port | Ds.
In a Fibre Channel frame header, the Port_IDis referred to as S ID
(Source ID) to identify the port originating a frane, and DID to
identify the destination port. The Port_ID of a given port is

vol atil e (changeabl e).

PLOQE : Port Login.
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Sl: Sequence Initiative

Wrld Wde Port_Nanme (WWVPN): Fibre Channel requires each Port to
have an unchangeabl e WW PN. Fi bre Channel specifies a Network Address
Authority (NAA) to distinguish between the various nane registration
authorities that may be used to identify the WWPN. A 4-bit NAA
identifier, 12-bit field set to OxO and an | EEE 48-bit MAC address
together nake this a 64-bit field.

Wrld Wde Node_Nane (WWVNN): Fibre Channel identifies each Node with

a unchangeable WWNN. In a single port Node, the WNW NN and the WV PN
may be identical
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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