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1. Introduction

This nenp defines a portion of the Managenent |nfornmati on Base
(MB) for use with network nanagenent protocols in the Internet
community. In particular, it describes nmanaged objects used for
managi ng Network Interfaces.

This nenp di scusses the "interfaces’ group of MB-11, especially the
experience gained fromthe definition of numerous nedi a- specific MB
nmodul es for use in conjunction with the "interfaces’ group for
managi ng vari ous sub-layers beneath the internetwork- layer. It
specifies clarifications to, and extensions of, the architectura

i ssues within the previous nodel used for the 'interfaces’ group

This meno al so includes a MB nodule. As well as including new
M B definitions to support the architectural extensions, this MB
nodul e al so re-specifies the "interfaces’ group of MB-I1l in a
manner that is both conpliant to the SNMPv2 SM and senantically-
identical to the existing SNMPvl-based definitions.

The key words "MJST" and "MJST NOT" in this docunent are to be
interpreted as described in RFC 2119 [10].

2. The SNWP Networ k Managenent Franmework

The SNMP Networ k Managenent Framework presently consists of three
maj or conponents. They are:

o] RFC 1902 which defines the SM, the nechani snms used for
descri bing and naming objects for the purpose of managenent.

o] STD 17, RFC 1213 defines MB-11, the core set of managed
objects for the Internet suite of protocols.

o] STD 15, RFC 1157 and RFC 1905 which define two versions of
the protocol used for network access to managed obj ects.
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The Franework permits new objects to be defined for the purpose of
experinmentation and eval uati on.

2.1. oject Definitions

Managed objects are accessed via a virtual information store,
termed the Managenent |nformation Base or MB. Objects in the MB
are defined using the subset of Abstract Syntax Notation One
(ASN. 1) defined in the SM. In particular, each object object
type is named by an OBJECT | DENTI FI ER, an administratively

assi gned nanme. The object type together with an object instance
serves to uniquely identify a specific instantiation of the
object. For human conveni ence, we often use a textual string,
termed the descriptor, to refer to the object type.

3. Experience with the Interfaces G oup

One of the strengths of internetwork-1layer protocols such as IP
[6] is that they are designed to run over any network interface.
In achieving this, IP considers any and all protocols it runs over
as a single "network interface" layer. A simlar viewis taken by
ot her internetwork-|ayer protocols. This concept is represented
in MB-11 by the "interfaces’ group which defines a generic set of
managed obj ects such that any network interface can be nanaged in
an interface-i ndependent manner through these nanaged objects.

The "interfaces’ group provides the neans for additional nmanaged
obj ects specific to particular types of network interface (e.g., a
speci fic medium such as Ethernet) to be defined as extensions to
the "interfaces’ group for nedia-specific managenment. Since the
standardi zation of MB-11, many such nedi a-specific M B nodul es
have been defi ned.

Experi ence in defining these nedia-specific MB nodul es has shown
that the nodel defined by MB-I1 is too sinplistic and/or static
for sonme types of nedia-specific nmanagenent. As a result, sonme of
t hese nedi a-specific M B nodul es assunme an evol ution or | oosening
of the nodel. This nmeno docunments and standardi zes that evol ution
of the nodel and fills in the gaps caused by that evolution. This
meno al so incorporates the interfaces group extensions docunented
in RFC 1229 [7].

3.1. Cdarifications/Revisions
There are several areas for which experience has indicated that
clarification, revision, or extension of the nodel would be

hel pful. The foll owi ng sections discuss the changes in the
interfaces group adopted by this nmemp in each of these areas.
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In sone sections, one or nore paragraphs contain di scussion of
rejected alternatives to the nodel adopted in this nenb. Readers
not fanmiliar with the MB-11 nodel and not interested in the

rati onal e behind the new nodel may want to skip these paragraphs.

3.1.1. Interface Sub-Layers

Experi ence in defining nedia-specific nanagenent information has
shown the need to distinguish between the nultiple sub-Iayers
beneath the internetwork-layer. |In addition, there is a need to
manage these sub-layers in devices (e.g., MAC-|ayer bridges) which
are unaware of which, if any, internetwork protocols run over

t hese sub-layers. As such, a nodel of having a single conceptual
rowin the interfaces table (MB-11"s ifTable) represent a whole
i nterface underneath the internetwork-Ilayer, and having a single
associ ated nedi a-specific MB nmodule (referenced via the ifType
object) is too sinplistic. A further problemarises with the

val ue of the ifType object which has enunerated val ues for each
type of interface.

Consi der, for exanple, an interface with PPP running over an HDLC
Iink which uses a RS232-1i ke connector. Each of these sub-Iayers
has its own nedia-specific MB nodule. If all of this is
represented by a single conceptual rowin the ifTable, then an
enunerated value for ifType is needed for that specific

conbi nati on which naps to the specific conbination of nedia-
specific MBs. Furthernore, such a nodel still lacks a nethod to
describe the relationship of all the sub-layers of the MB stack.

An associ ated problemis that of upward and downward nul ti pl exi ng
of the sub-layers. An exanple of upward nultiplexing is MP

(Mul ti-Link-Procedure) which provides | oad-sharing over severa
serial lines by appearing as a single point-to-point link to the
sub- | ayer (s) above. An exanple of downward mul tipl exi ng woul d be
several instances of PPP, each framed within a separate X 25
virtual circuit, all of which run over one fractional T1 channel
concurrently with other uses of the Tl link. The MB structure
must allow these sorts of relationships to be described.

Several solutions for representing nmultiple sub-layers were
rejected. One was to retain the concept of one conceptual row for
all the sub-layers of an interface and have each nedi a-specific

M B nodule identify its "superior" and "subordi nate" sub-Iayers

t hrough OBJECT | DENTI FI ER "pointers”. This schenme woul d have
several drawbacks: the superior/subordi nate pointers would be
contained in the medi a-specific MB nodul es; thus, a manager could
not learn the structure of an interface w thout inspecting
multiple pointers in different MB nodul es; this would be overly
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conmpl ex and only possible if the nanager had know edge of all the
rel evant medi a-specific MB nodul es; MB nodules would all need to
be retrofitted with these new "pointers"; this schenme woul d not
adequat el y address the probl em of upward and downward

mul tiplexing;, and finally, enunerated values of ifType would be
needed for each conbination of sub-layers. Another rejected
solution al so retained the concept of one conceptual row for al
the sub-layers of an interface but had a new separate MB table to
identify the "superior" and "subordi nate" sub-layers and to
contain OBJECT | DENTI FI ER "pointers" to the nedia-specific MB
nodul e for each sub-layer. Effectively, one conceptual rowin the
i f Tabl e woul d represent each conbination of sub-layers between the
i nternetwork-layer and the wire. Wile this schene has fewer
drawbacks, it still would not support downward mul tipl exi ng, such
as PPP over M.P: observe that M.P nmakes two (or nore) serial

Iines appear to the layers above as a single physical interface,
and thus PPP over M.P should appear to the internetwork-|ayer as a
single interface; in contrast, this scheme would result in two (or
nore) conceptual rows in the ifTable, both of which the

i nternetwork-layer would run over. This scheme would also require
enuner at ed val ues of ifType for each conbination of sub-Iayers.

The sol ution adopted by this nmeno is to have an indivi dua
conceptual rowin the ifTable to represent each sub-I|ayer, and
have a new separate M B table (the ifStackTable, see section 6
below) to identify the "superior" and "subordi nate" sub-Ilayers

t hrough | NTEGER "pointers" to the appropriate conceptual rows in
the ifTable. This solution supports both upward and downward

mul tiplexing, allows the I ANAIf Type to Medi a- Specific M B mappi ng
to identify the medi a-specific MB nodule for that sub-layer, such
that the new table need only be referenced to obtain infornation
about layering, and it only requires enumnerated val ues of ifType
for each sub-layer, not for conbinations of them However, it
does require that the descriptions of some objects in the ifTable
(specifically, ifType, ifPhysAddress, iflnUcastPkts, and

i f Qut Ucast Pkts) be generalized so as to apply to any sub-Iayer
(rather than only to a sub-layer inmediately beneath the network

| ayer as previously), plus some (specifically, ifSpeed) which need
to have appropriate values identified for use when a generali zed
definition does not apply to a particular sub-I|ayer.

In addition, this adopted solution nmakes no requirenent that a
device, in which a sub-layer is instrumented by a conceptual row
of the ifTable, be aware of whether an internetwork protocol runs

on top of (i.e., at sone |ayer above) that sub-layer. In fact,
the counters of packets received on an interface are defined as
counting the nunber "delivered to a higher-layer protocol". This

meani ng of "higher-layer"” includes:
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(1) Delivery to a forwarding nodul e which accepts
packets/frames/octets and forwards them on at the sane
protocol layer. For exanple, for the purposes of this
definition, the forwardi ng nodule of a MAC-layer bridge is
considered as a "higher-layer"” to the MAC- | ayer of each port
on the bridge.

(2) Delivery to a higher sub-layer within a interface stack. For
exanpl e, for the purposes of this definition, if a PPP nodul e
operated directly over a serial interface, the PPP nodul e
woul d be considered the higher sub-layer to the serial
interface.

(3) Delivery to a higher protocol |ayer which does not do packet
forwardi ng for sub-layers that are "at the top of" the
interface stack. For exanple, for the purposes of this
definition, the local IP nodule would be considered the
hi gher layer to a SLIP serial interface.

Simlarly, for output, the counters of packets transmtted out an
interface are defined as counting the nunber "that higher-1Ieve
protocols requested to be transmtted". This neaning of "higher-
| ayer" incl udes:

(1) A forwarding nodule, at the same protocol |ayer, which
transnmits packets/frames/octets that were received on an
different interface. For exanple, for the purposes of this
definition, the forwardi ng nodule of a MAC-layer bridge is
consi dered as a "higher-layer" to the MAC-| ayer of each port
on the bridge.

(2) The next higher sub-layer within an interface stack. For
exanpl e, for the purposes of this definition, if a PPP nodul e
operated directly over a serial interface, the PPP nodul e
woul d be a "higher layer" to the serial interface.

(3) For sub-layers that are "at the top of" the interface stack
a higher elenent in the network protocol stack. For exanpl e,
for the purposes of this definition, the I ocal |IP nodule
woul d be consi dered the higher layer to an Ethernet
i nterface.

3.1.2. @uidance on Defining Sub-Ilayers
The designer of a nedia-specific MB nust decide whether to divide
the interface into sub-layers or not, and if so, how to nake the

divisions. The follow ng guidance is offered to assist the
nmedi a- specific M B designer in these deci sions.
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In general, the nunber of entries in the ifTable should be kept to
the m nimumrequired for network managenent. |In particular, a
group of related interfaces should be treated as a single
interface with one entry in the ifTable providing that:

(1) None of the group of interfaces perfornms nultiplexing for any
other interface in the agent,

(2) There is a nmeaningful and useful way for all of the ifTable's
information (e.g., the counters, and the status variables),
and all of the ifTable's capabilities (e.g., wite access to
i fAdmi nStatus), to apply to the group of interfaces as a
whol e.

Under these circunstances, there should be one entry in the

i fTable for such a group of interfaces, and any internal structure
whi ch needs to be represented to network nmanagenent shoul d be
captured in a MB nodul e specific to the particular type of

i nterface.

Note that application of bullet 2 above to the ifTable s ifType
object requires that there is a nmeani ngful nedia-specific MB and
a meani ngful ifType value which apply to the group of interfaces
as a whole. For exanple, it is not appropriate to treat an HDLC
sub-l ayer and an RS-232 sub-layer as a single ifTable entry when
the nedi a-specific MBs and the ifType values for HDLC and RS-232
are separate (rather than conbi ned).

Subj ect to the above, it is appropriate to assign an iflndex val ue
to any interface that can occur in an interface stack (in the

i f StackTabl e) where the bottom of the stack is a physi cal
interface (ifConnectorPresent has the value "true’) and there is a
| ayer-3 or other application that "points down" to the top of this
stack. An exanple of an application that points down to the top
of the stack is the Character MB [9].

Note that the sub-layers of an interface on one device wll
sonmetinmes be different fromthe sub-layers of the interconnected
i nterface of another device; for exanple, for a frame-relay DTE

i nterface connected a franeRel ayService interface, the inter-
connected DTE and DCE interfaces have different ifType val ues and
nmedi a- specific M Bs.

These guidelines are just that, guidelines. The designer of a
nmedi a-specific MBis free to lay out the MB in whatever SM
conformant manner is desired. However, in doing so, the nedia-
specific MB MJST conpl etely specify the sub-layering nodel used
for the MB, and provide the assunptions, reasoning, and rationale
used to devel op that nodel
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3.1.3. Virtual Crcuits

Several of the sub-layers for which nedia-specific M B nodul es
have been defined are connection oriented (e.g., Frane Rel ay,
X.25). Experience has shown that each effort to define such a MB
nmodul e revisits the question of whether separate conceptual rows
in the ifTable are needed for each virtual circuit. Most, if not
all, of these efforts to date have decided to have all virtua
circuits reference a single conceptual row in the ifTable.

This meno strongly recomends that connection-oriented sub-Ilayers
do not have a conceptual rowin the ifTable for each virtua
circuit. This avoids the proliferation of conceptual rows,

especi ally those which have consi derabl e redundant information.
(Note, as a conparison, that connection-|less sub-layers do not
have conceptual rows for each renpote address.) There may,
however, be circunstances under which it is appropriate for a
virtual circuit of a connection-oriented sub-layer to have its own
conceptual row in the ifTable; an exanple of this m ght be PPP
over an X. 25 virtual circuit. The MB in section 6 of this neno
supports such circunstances.

If a media-specific MB wishes to assign an entry in the ifTable
to each virtual circuit, the MB designer nust present the
rationale for this decision in the nmedia-specific MB's

speci ficati on.

3.1.4. Bit, Character, and Fixed-Length Interfaces

RS-232 is an exanple of a character-oriented sub-layer over which
(e.g., through use of PPP) |P datagrans can be sent. Due to the
packet - based nature of nmany of the objects in the ifTable,
experience has shown that it is not appropriate to have a
character-oriented sub-1ayer represented by a whol e conceptual row
in the ifTable.

Experi ence has also shown that it is sometines desirable to have
some managenent information for bit-oriented interfaces, which are
simlarly difficult to represent by a whole conceptual row in the
i fTable. For exanple, to manage the channels of a DSl circuit,
where only sone of the channels are carryi ng packet-based dat a.

A further conplication is that sone subnetwork technol ogies
transnit data in fixed length transnission units. One exanpl e of
such a technology is cell relay, and in particul ar Asynchronous
Transfer Mdde (ATM, which transmits data in fixed-length cells.
Representing such a interface as a packet-based interface produces
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redundant objects if the relationship between the nunber of
packets and the number of octets in either direction is fixed by
the size of the transmission unit (e.g., the size of a cell).

About half the objects in the ifTable are applicable to every type
of interface: packet-oriented, character-oriented, and bit-
oriented. O the other half, two are applicable to both
character-oriented and packet-oriented interfaces, and the rest
are applicable only to packet-oriented interfaces. Thus, while it
is desirable for consistency to be able to represent any/all types
of interfaces in the ifTable, it is not possible to inplenment the
full ifTable for bit- and character-oriented sub-Iayers.

A rejected solution to this problemwould be to split the ifTable
into two (or nore) new M B tabl es, one of which would contain
objects that are relevant only to packet-oriented interfaces
(e.g., PPP), and another that may be used by all interfaces. This
is highly undesirable since it would require changes in every
agent inplenmenting the ifTable (i.e., just about every existing
SNMP agent).

The sol ution adopted in this menmo buil ds upon the fact that
conpliance statenents in SNMPv2 (in contrast to SNWMPvl) refer to
obj ect groups, where object groups are explicitly defined by
listing the objects they contain. Thus, in SNWv2, nultiple
conpl i ance statenents can be specified, one for all interfaces and
addi ti onal ones for specific types of interfaces. The separate
conpl i ance statenents can be based on separate object groups,
where the object group for all interfaces can contain only those
objects fromthe ifTable which are appropriate for every type of
interfaces. Using this solution, every sub-layer can have its own
conceptual row in the ifTable.

Thus, section 6 of this neno contains definitions of the objects
of the existing "interfaces’ group of MB-1l, in a manner which is
bot h SNMPv2-conpliant and semantical |l y-equivalent to the existing
MB-11 definitions. Wth equivalent semantics, and with the BER
("on the wire") encodi ngs unchanged, these definitions retain the
sanme OBJECT | DENTI FI ER val ues as assigned by MB-11. Thus, in
general, no rewite of existing agents which conformto MB-11 and
the i fExtensions MB is required.

In addition, this nmeno defines several object groups for the

pur poses of defining which objects apply to which types of
i nterface:
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(1) the ifGenerallnformati onG oup. This group contains those
obj ects applicable to all types of network interfaces,
including bit-oriented interfaces.

(2) the ifPacketG oup. This group contains those objects
applicable to packet-oriented network interfaces.

(3) the ifFixedLengthG oup. This group contains the objects
applicable not only to character-oriented interfaces, such as
RS- 232, but also to those subnetwork technol ogi es, such as
cell-relay/ ATM which transmt data in fixed | ength
transm ssion units. As well as the octet counters, there are
al so a few other counters (e.g., the error counters) which
are useful for this type of interface, but are currently
defined as bei ng packet-oriented. To acconmobdate this, the
definitions of these counters are generalized to apply to
character-oriented interfaces and fixed-Iength-transm ssion
i nterfaces.

It should be noted that the octet counters in the ifTable
aggregate octet counts for unicast and non-uni cast packets into a
single octet counter per direction (received/transnitted). Thus,
with the above definition of fixed-length-transnission interfaces,
where such interfaces which support non-uni cast packets, separate
counts of unicast and nulticast/broadcast transm ssions can only
be maintained in a nedia-specific MB nodul e.

3.1.5. Interface Nunbering
M B-11 defines an object, ifNunber, whose val ue represents:

"The nunmber of network interfaces (regardless of their
current state) present on this system"™

Each interface is identified by a unique value of the iflndex
obj ect, and the description of iflndex constrains its value as
foll ows:

"Its val ue ranges between 1 and the value of ifNunber. The
val ue for each interface nmust remain constant at |east from
one re-initialization of the entity’s network nanagenent
systemto the next re-initialization."

Thi s constancy requirenment on the value of iflndex for a
particular interface is vital for efficient managenent. However,
an increasing nunber of devices allow for the dynamc

addi ti on/removal of network interfaces. One exanple of this is a
dynamic ability to configure the use of SLIP/PPP over a
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character-oriented port. For such dynam c additions/renovals, the
conbi nati on of the constancy requirenment and the restriction that
the value of iflndex is less than ifNunber is problenatic.

Redefining i fNunber to be the | argest value of iflndex was
rejected since it would not help. Such a re-definition would
require ifNunber to be deprecated and the utility of the redefined
obj ect woul d be questionable. Alternatively, ifNunber could be
deprecated and not replaced. However, the deprecation of ifNunber
woul d require a change to that portion of iflndex's definition
which refers to ifNunber. So, since the definition of iflndex
must be changed anyway in order to solve the problem changes to

i f Nunber do not benefit the solution.

The sol ution adopted in this meno is just to delete the
requirenment that the value of iflndex nust be | ess than the val ue
of ifNunber, and to retain ifNunber with its current definition
This is a minor change in the semantics of iflndex; however, all
exi sting agent inplenentations conformto this new definition, and
in the interests of not requiring changes to existing agent

i npl ementations and to the many existing nmedi a-specific MBs, this
meno assunes that this change does not require iflndex to be
deprecated. Experience indicates that this assunption does
"break"” a few nanagenent applications, but this is considered
preferable to breaking all agent inplenentations.

This solution also results in the possibility of "holes" in the
ifTable, i.e., the iflndex values of conceptual rows in the

i f Table are not necessarily contiguous, but SNVWP s Get Next (and
SNMPv2's CGetBul k) operation easily deals with such holes. The
val ue of ifNunber still represents the nunber of conceptual rows,
whi ch increases/decreases as new interfaces are dynamically
added/ r enoved.

The requirenent for constancy (between re-initializations) of an
interface’s iflndex value is net by requiring that after an
interface is dynam cally renoved, its iflndex value is not re-used
by a *different* dynanically added interface until after the
following re-initialization of the network nanagenent system

This avoids the need for assignnment (in advance) of iflndex val ues
for all possible interfaces that m ght be added dynanically. The
exact nmeaning of a "different" interface is hard to define, and
there will be gray areas. Any firmdefinition in this docunent
would likely to turn out to be inadequate. Instead, inplenmentors
must choose what it means in their particular situation, subject
to the follow ng rules:
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(1) a previously-unused value of iflndex nust be assigned to a
dynamically added interface if an agent has no know edge of
whet her the interface is the "sane" or "different" to a
previously incarnated interface.

(2) a managenent station, not noticing that an interface has gone
away and anot her has cone into existence, nust not be
confused when cal cul ating the difference between the counter
val ues retrieved on successive polls for a particular iflndex
val ue.

When the new interface is the sane as an old interface, but a

di scontinuity in the value of the interface’s counters cannot be
avoi ded, the ifTable has (until now) required that a new iflndex
val ue be assigned to the returning interface. That is, either al
counter val ues have had to be retained during the absence of an
interface in order to use the sanme iflndex value on that
interface’s return, or else a new iflndex value has had to be
assigned to the returning interface. Both alternatives have
proved to be burdensone to sone inplenentations:

(1) rmaintaining the counter values nmay not be possible (e.g., if
they are maintained on renovabl e hardware),

(2) wusing a new iflndex value presents extra work for management
applications. Wile the potential need for such extra work
i s unavoi dable on agent re-initializations, it is desirable
to avoid it between re-initializations.

To address this, a new object, ifCounterDi scontinuityTinme, has
been defined to record the time of the last discontinuity in an
interface’s counters. By nonitoring the value of this new object,
a managenent application can now detect counter discontinuities

wi thout the iflndex value of the interface being changed. Thus,
an agent which inplements this new object should, when a new
interface is the sane as an old interface, retain that interface’'s
i fIndex value and update if necessary the interface’ s val ue of

i fCounterDiscontinuityTinme. Wth this new object, a nanagenent
application nmust, when calcul ating differences between counter

val ues retrieved on successive polls, discard any cal cul ated

di fference for which the value of ifCounterDiscontinuityTinme is
different for the two polls. (Note that this test nust be
perfornmed in addition to the normal checking of sysUpTine to
detect an agent re-initialization.) Since such discards are a
wast e of network nanagenent processing and bandw dth, an agent
shoul d not update the value of ifCounterDi scontinuityTime unless
absol utely necessary.
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While defining this new object is a change in the semantics of the
i f Tabl e counter objects, it is inpractical to deprecate and
redefine all these counters because of their w de depl oynent and

i nportance. Also, a survey of inplenentations indicates that many
agents and managenent applications do not correctly inplenment this
aspect of the current semantics (because of the burdensone issues
menti oned above), such that the practical inplications of such a
change is small. Thus, this breach of the SM’s rules is

consi dered to be acceptabl e.

Not e, however, that the addition of ifCounterD scontinuityTinme
does not change the fact that:

It is necessary at certain tinmes for the assignnent of iflndex
values to change on a reinitialization of the agent (such as a
reboot) .

The possibility of iflndex value re-assignnent nust be
accommodat ed by a nanagenent application whenever the val ue of
sysUpTine is reset to zero

Not e al so that sone agents support mnultiple "nam ng scopes”, e.g.,
for an SNWPvl agent, mnultiple values of the SNMPvl comunity
string. For such an agent (e.g., a CNM agent which supports a
different subset of interfaces for different custoners), there is
no required rel ati onship between the iflndex val ues which identify
interfaces in one nami ng scope and those which identify interfaces
in anot her naming scope. It is the agent’s choice as to whether
the same or different iflndex values identify the same or
different interfaces in different naming scopes.

Because of the restriction of the value of iflndex to be less than
i f Nunber, interfaces have been nunbered with small integer val ues.
This has led to the ability by humans to use the iflndex val ues as
(somewhat) user-friendly nanes for network interfaces (e.qg.
"interface nunber 3"). Wth the relaxation of the restriction on
the value of iflndex, there is now the possibility that iflndex
val ues coul d be assigned as very | arge nunbers (e.g., menory
addresses). Such nunmbers would be nuch | ess user-friendly.
Therefore, this nmeno recommends that iflndex values still be
assigned as (relatively) small integer values starting at 1, even
though the values in use at any one time are not necessarily
contiguous. (Note that this nmakes renenbering which val ues have
been assi gned easy for agents which dynanically add new

i nterfaces).
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A new problemis introduced by representing each sub-layer as an
ifTable entry. Previously, there usually was a sinple, direct,
mappi ng of interfaces to the physical ports on systens. This
mappi ng woul d be based on the iflndex value. However, by having
an ifTable entry for each interface sub-layer, mapping from
interfaces to physical ports becones increasingly problemtic.

To address this issue, a new object, ifNane, is added to the MB.
This object contains the device's |local nanme (e.g., the nane used
at the device' s local console) for the interface of which the
relevant entry in the ifTable is a conponent. For exanple,

consi der a router having an interface conposed of PPP running over
an RS-232 port. If the router uses the nane "wanl" for the
(conmbined) interface, then the ifNane objects for the
correspondi ng PPP and RS-232 entries in the ifTable would both
have the value "wanl". On the other hand, if the router uses the
nane "wanl.1" for the PPP interface and "wanl.2" for the RS-232
port, then the ifNanme objects for the correspondi ng PPP and RS-232
entries in the ifTable would have the val ues "wanl.1" and

"wanl. 2", respectively. As an another exanple, consider an agent
whi ch responds to SNMP queries concerning an interface on sone

ot her (proxied) device: if such a proxied device associates a
particular identifier with an interface, then it is appropriate to
use this identifier as the value of the interface' s ifNanme, since
the local console in this case is that of the proxied device.

In contrast, the existing ifDescr object is intended to contain a
description of an interface, whereas another new object, ifAlias,
provides a location in which a network rmanagenent application can
store a non-volatile interface-namng value of its own choi ce.
The ifAlias object allows a network manager to give one or nore
interfaces their own unique names, irrespective of any interface-
stack relationship. Further, the ifAlias nane is non-vol atil e,
and thus an interface nust retain its assigned ifAlias val ue
across reboots, even if an agent chooses a new iflndex val ue for
the interface.

3.1.6. Counter Size

As the speed of network nedia increase, the mnimumtine in which
a 32 bit counter will wap decreases. For exanple, a 10Mds stream
of back-to-back, full-size packets causes iflnCctets to wap in
just over 57 minutes; at 100Mbs, the minimumwap tine is 5.7

m nutes, and at 1Gbs, the mnimumis 34 seconds. Requiring that
interfaces be polled frequently enough not to nmiss a counter wrap
is increasingly problemtic.

McCl oghrie & Kastenhol z St andards Track [ Page 14]



RFC 2233 Interfaces Goup M B using SMv2 Novenber 1997

A rejected solution to this problemwas to scale the counters; for
exanple, iflnCctets could be changed to count received octets in,
say, 1024 byte blocks. Wile it would provide acceptabl e
functionality at high rates of the counted-events, at lowrates it
suffers. If there is little traffic on an interface, there m ght
be a significant interval before enough of the counted-events
occur to cause the scaled counter to be increnented. Traffic
woul d then appear to be very bursty, |leading to incorrect

concl usions of the network’s perfornance.

I nstead, this nmeno adopts expanded, 64 bit, counters. These
counters are provided in new "high capacity" groups. The old,
32-bit, counters have not been deprecated. The 64-bit counters
are to be used only when the 32-bit counters do not provide enough
capacity; that is, when the 32 bit counters could wap too fast.

For interfaces that operate at 20,000,000 (20 million) bits per
second or less, 32-bit byte and packet counters MJST be used. For
interfaces that operate faster than 20, 000,000 bits/second, and

sl ower than 650, 000, 000 bits/second, 32-bit packet counters MJST
be used and 64-bit octet counters MJST be used. For interfaces
that operate at 650, 000,000 bits/second or faster, 64-bit packet
counters AND 64-bit octet counters MJST be used.

These speed threshol ds were chosen as reasonabl e conprom ses based
on the foll ow ng:

(1) The cost of mmintaining 64-bit counters is relatively high,
so minimzing the nunber of agents which nust support themis
desirable. Common interfaces (such as 10Mds Et hernet) should
not require them

(2) 64-bit counters are a new feature, introduced in SNWPv2. |t
is reasonabl e to expect that support for themw |l be spotty
for the inmediate future. Thus, we wish to linmt themto as
few systens as possible. This, in effect, nmeans that 64-bit
counters should be linmted to higher speed interfaces.

Et hernet (10, 000, 000 bps) and Token Ri ng (16,000,000 bps) are
fairly wide-spread so it seens reasonable to not require 64-
bit counters for these interfaces.

(3) The 32-bit octet counters will wap in the follow ng tines,
for the following interfaces (when transnmtting maxi mum si zed
packets back-t o-back):

- 10Mbs Et hernet: 57 mnutes,

- 16Mbs Token Ri ng: 36 ninutes,
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- a US T3 line (45 nmegabits): 12 ninutes,
- FDDI: 5.7 mnutes

(4) The 32-bit packet counters wap in about 57 m nutes when 64-
byt e packets are transmitted back-to-back on a 650, 000, 000
bi t/second |i nk.

As an aside, a 1-terabit/second (1,000 Gbs) link will cause a 64 bit
octet counter to wap in just under 5 years. Conversely, an

81, 000, 000 terabit/second link is required to cause a 64-bit counter
to wap in 30 mnutes. W believe that, while technol ogy rapidly
marches forward, this link speed will not be achieved for at |east
several years, leaving sufficient time to evaluate the introduction
of 96 bit counters.

When 64-bit counters are in use, the 32-bit counters MJST still be
available. They will report the |ow 32-bits of the associated 64-bit
count (e.g., iflnCctets will report the least significant 32 bits of

i fHCI nCctets). This enhances inter-operability with existing
i npl erentations at a very mniml cost to agents.

The new "hi gh capacity" groups are:

(1) the ifHCFi xedLengthGoup for character-oriented/fixed-1ength
i nterfaces, and the ifHCPacket G oup for packet-based interfaces;
both of these groups include 64 bit counters for octets, and

(2) the ifVHCPacket G oup for packet-based interfaces; this group
i ncludes 64 bit counters for octets and packets.

3.1.7. Interface Speed

Net wor k speeds are increasing. The range of ifSpeed is limted to
reporting a maxi mum speed of (2**31)-1 bits/second, or approximtely
2.2Ghs. SONET defines an OC-48 interface, which is defined at
operating at 48 tines 51 Mds, which is a speed in excess of 2.4Q0s.
Thus, ifSpeed is insufficient for the future, and this nmeno defines
an additional object: ifH ghSpeed.

The if Hi ghSpeed object reports the speed of the interface in
1,000,000 (1 million) bits/second units. Thus, the true speed of the
interface will be the value reported by this object, plus or m nus
500, 000 bits/second.
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3. 1.

O her alternatives considered (but rejected) were:

(1) Making the interface speed a 64-bit gauge. This was rejected
since the current SM does not allow such a syntax.

Furthernore, even if 64-bit gauges were available, their use
woul d require additional conplexity in agents due to an
i ncreased requirenent for 64-bit operations.

(2) We also considered making "high-32 bit" and "l ow 32-bit"
obj ects which, when conbi ned, would be a 64-bit value. This
sinply seemed overly conplex for what we are trying to do.

Furthernore, a full 64-bits of precision does not seem
necessary. The value of ifH ghSpeed will be the only report of
interface speed for interfaces that are faster than
4,294,967, 295 bits per second. At this speed, the granularity
of ifH ghSpeed will be 1,000,000 bits per second, thus the error
will be 1/4294, or about 0.02% This seens reasonable.

(3) Adding a "scale" object, which would define the units which
i f Speed’ s val ue is.

This would require two additional objects; one for the scaling
obj ect, and one to replace the current ifSpeed. This |ater
object is required since the senmantics of ifSpeed would be
significantly altered, and manager stations which do not

under stand the new senantics woul d be confused.

8. Milticast/Broadcast Counters
In MB-11, the ifTable counters for nulticast and broadcast packets
are conbi ned as counters of non-uni cast packets. 1In contrast, the

i fExtensions MB [7] defined one set of counters for nulticast, and a
separate set for broadcast packets. Wth the separate counters, the
original conmbined counters becone redundant. To avoid this
redundancy, the non-uni cast counters are deprecated.

For the output broadcast and nulticast counters defined in RFC 1229,
their definitions varied slightly fromthe packet counters in the
ifTable, in that they did not count errors/discarded packets. Thus,
this meno defines new objects with better aligned definitions.
Counters with 64 bits of range are al so needed, as expl ai ned above.
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3.1.9. Trap Enable

In the nulti-layer interface nodel, each sub-layer for which there is
an entry in the ifTable can generate |inkUp/ Down Traps. Since
interface state changes would tend to propagate through the interface
(fromtop to bottom or bottomto top), it is likely that severa
traps woul d be generated for each |inkUp/ Down occurrence.

It is desirable to provide a mechani smfor nanager stations to
control the generation of these traps. To this end, the

i fLi nkUpDownTr apEnabl e obj ect has been added. This object allows
managers to limt generation of traps to just the sub-layers of

i nterest.

The default setting should linmt the nunber of traps generated to one
per interface per |inkUp/Down event. Furthernore, it seens that the
state changes of nost interest to network managers occur at the

| onest level of an interface stack. Therefore we specify that by
default, only the | owest sub-layer of the interface generate traps.

3.1.10. Addition of New ifType val ues

Over tine, there is the need to add new ifType enunerated val ues for

new i nterface types. |If the syntax of ifType were defined in the MB
in section 6, then a new version of this MB would have to be re-
i ssued in order to define new values. |In the past, re- issuing of a

M B has occurred only after several years.

Therefore, the syntax of ifType is changed to be a textual
convention, such that the enunerated integer values are now defi ned
in the textual convention, |ANA fType, defined in a different
docunent. This allows additional values to be docunented w t hout
having to re-issue a new version of this docunent. The Internet

Assi gned Nunber Authority (1 ANA) is responsible for the assignnent of
all Internet nunbers, including various SNMP-rel ated nunbers, and
specifically, new ifType val ues.

3.1.11. | nt erfacel ndex Textual Convention
A new textual convention, |nterfacel ndex, has been defined. This
textual convention "contains" all of the semantics of the iflndex

object. This allows other mb nodules to easily inport the semantics
of iflndex.
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3.1.12. New states for |fOperStatus

Three new states have been added to ifOperStatus: 'dornant’,
"not Present’, and ’ | owerLayer Down’ .

The dornant state indicates that the relevant interface is not
actually in a condition to pass packets (i.e., it is not "up") but is
in a "pending" state, waiting for sone external event. For "on-
demand"” interfaces, this new state identifies the situation where the
interface is waiting for events to place it in the up state.

Exanpl es of such events might be:

(1) bhaving packets to transmit before establishing a connection
to a renote system

(2) bhaving a renote system establish a connection to the
interface (e.g. dialing up to a slip-server).

The notPresent state is a refinenent on the down state which
indicates that the relevant interface is down specifically because
some conponent (typically, a hardware conmponent) is not present in
the managed system Exanples of use of the notPresent state are:

(1) to allow an interface’'s conceptual row including its counter
values to be retained across a "hot swap" of a card/nodul e,
and/ or

(2) to allow an interface's conceptual row to be created, and
thereby enable interfaces to be pre-configured prior to
installation of the hardware needed to nmake the interface
oper ati onal

Agents are not required to support interfaces in the notPresent
state. However, from a conceptual viewpoint, when a row in the
ifTable is created, it first enters the notPresent state and then
subsequently transitions into the down state; sinlarly, when a row
inthe ifTable is deleted, it first enters the notPresent state and
then subsequently the object instances are deleted. For an agent
with no support for notPresent, both of these transitions (fromthe
not Present state to the down state, and fromthe notPresent state to
the instances being renoved) are imediate, i.e., the transition does
not last |long enough to be recorded by ifCQperStatus. Even for those
agents which do support interfaces in the notPresent state, the

I ength of time and conditions under which an interface stays in the
not Present state is inplenentation-specific.
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The | ower Layer Down state is also a refinenent on the down state.

This new state indicates that this interface runs "on top of" one or
nmore other interfaces (see ifStackTable) and that this interface is
down specifically because one or nore of these |ower-layer interfaces
are down.

3.1.13. |fAdminStatus and If Qper Status

The down state of ifCOperStatus now has two neani ngs, depending on the
val ue of ifAdm nStat us.

(1) if ifAdm nStatus is not down and ifOperStatus is down then a
fault condition is presuned to exist on the interface.

(2) if ifAdminStatus is down, then ifQperStatus will normally
al so be down (or notPresent) i.e., there is not (necessarily) a
fault condition on the interface.

Note that when ifAdm nStatus transitions to down, ifQOperStatus wll
normal ly also transition to dowmn. In this situation, it is possible
that ifOperStatus’s transition will not occur inmmediately, but rather
after a small tine lag to conplete certain operations before going
"down"; for exanple, it mght need to finish transmtting a packet.
If a manager station finds that ifAdm nStatus is down and

i fQperStatus is not down for a particular interface, the nmanager
station should wait a short while and check again. |If the condition
still exists, only then should it raise an error indication.
Naturally, it should also ensure that ifLastChange has not changed
during this interval.

Whenever an interface table entry is created (usually as a result of
systeminitialization), the relevant instance of ifAdnmi nStatus is set
to down, and presunmably ifQOperStatus will be down or notPresent.

An interface may be enabled in two ways: either as a result of
explicit managenent action (e.g. setting ifAdm nStatus to up) or as a
result of the nanaged systenis initialization process. Wen

i f Admi nStat us changes to the up state, the related ifQperStatus
shoul d do one of the follow ng:

(1) Change to the up state if and only if the interface is able
to send and receive packets.

(2) Change to the | owerlLayerDown state if and only if the
interface is prevented fromentering the up state because of the
state of one or nore of the interfaces beneath it in the
i nterface stack.
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(3) Change to the dormant state if and only if the interface is
found to be operable, but the interface is waiting for other,
external, events to occur before it can transmit or receive
packets. Presumably when the expected events occur, the
interface will then change to the up state.

(4) Rermain in the dowmn state if an error or other fault condition
is detected on the interface.

(5) Change to the unknown state if, for some reason, the state of
the interface can not be ascertai ned.

(6) Change to the testing state if sone test(s) must be perforned
on the interface. Presunmably after conpletion of the test, the
interface’s state will change to up, dormant, or down, as
appropri ate.

(7) Rermain in the notPresent state if interface conmponents are
m ssi ng.

3.1.14. |fOperStatus in an Interface Stack

When an interface is a part of an interface-stack, but is not the
| owest interface in the stack, then

(1) ifOperStatus has the value "up’ if it is able to pass packets
due to one or nore interfaces below it in the stack being ’up’
irrespective of whether other interfaces belowit are 'down’,
"dormant’, 'notPresent’, 'lowerLayerDown’, ’'unknown’ or
"testing' .

(2) ifOperStatus may have the value "up’ or 'dormant’ if one or
more interfaces below it in the stack are 'dormant’, and all
others belowit are either "down’, 'dormant’, 'notPresent’,
"] ower Layer Down’ , ' unknown’ or 'testing’ .

(3) ifOperStatus has the value '| ower Layer Down’ whil e al
interfaces belowit in the stack are either 'down’,
"not Present’, 'l owerLayerDown’, or ’'testing
3.1.15. Traps
The exact definition of when IinkUp and |inkDown traps are generated

has been changed to reflect the changes to ifAdm nStatus and
i f Oper St at us.
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Oper ati onal experience indicates that nmanagenent stations are nost
concerned with an interface being in the down state and the fact that
this state nmay indicate a failure. Thus, it is nost useful to
instrunent transitions into/out of either the up state or the down
state.

Instrumenting transitions into or out of the up state was rejected
since it would have the drawback that a denmand interface might have
many transitions between up and dormant, leading to many |inkUp traps
and no |inkDown traps. Furthernore, if a node’'s only interface is
the demand interface, then a transition to dormant woul d entai
generation of a |inkDown trap, necessitating bringing the link to the
up state (and a linkUp trap)!!

On the other hand, instrumenting transitions into or out of the down
state (to/fromall other states except notPresent) has the
advant ages:

(1) A transition into the down state (froma state other than
not Present) will occur when an error is detected on an
interface. Error conditions are presunably of great interest to
net wor k managers.

(2) Departing the down state (to a state other than the
not Present state) generally indicates that the interface is
going to either up or dormant, both of which are considered
"heal t hy" states.

Furthernmore, it is believed that generating traps on transitions into
or out of the down state (except to/fromthe notPresent state) is
general ly consistent with current usage and interpretation of these
traps by nanager stations.

Transitions to/fromthe notPresent state are concerned with the
i nsertion and renoval of hardware, and are outside the scope of these
traps.

Therefore, this nmeno defines that LinkUp and |inkDown traps are
generated on just after ifOperStatus |eaves, or just before it

enters, the down state, respectively; except that LinkUp and |inkDown
traps never generated on transitions to/fromthe notPresent state.

Note that this definition allows a node with only one interface to
transnit a |inkDown trap before that interface goes dowmn. (O
course, when the interface is going down because of a failure
condition, the linkDown trap probably cannot be successfully
transmtted anyway.)
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Sone interfaces performa link "training" function when trying to
bring the interface up. In the event that such an interface were
defective, then the training function would fail and the interface
woul d remai n down, and the training function night be repeated at
appropriate intervals. |If the interface, while performng this
training function, were considered to the in the testing state, then
linkUp and |inkDown traps woul d be generated for each start and end
of the training function. This is not the intent of the IinkUp and
i nkDown traps, and therefore, while perform ng such a training
function, the interface’'s state should be represented as down.

An exception to the above generation of |inkUp/linkDown traps on
changes in ifQOperStatus, occurs when an interface is "flapping"
i.e., when it is rapidly oscillating between the up and down states.
If traps were generated for each such oscillation, the network and
the network managenent system woul d be flooded with unnecessary
traps. In such a situation, the agent should rate- limt its
generation of traps.

3.1.16. ifSpecific

The original definition of the OBJECT | DENTIFI ER val ue of ifSpecific
was not sufficiently clear. As a result, different inplenentors used
it differently, and confusion resulted. Sone inplenentations set the
val ue of ifSpecific to the OBJECT | DENTI FI ER t hat defines the nedia-
specific MB, i.e., the "foo" of:

foo OBJECT IDENTIFIER ::= { transm ssion xxx }

while others set it to be OBJECT | DENTI FI ER of the specific table or
entry in the appropriate nedia-specific MB (i.e., fooTable or
fooEntry), while still others set it be the OBJECT | DENTI FI ER of the
i ndex object of the table’s row, including instance identifier,
(i.e., foolflndex.iflndex). A definition based on the latter would
not be sufficient unless it also allowed for nmedia- specific MBs
whi ch include several tables, where each table has its own
(different) indexing.

The only definition that can both be nmade explicit and can cover al
the useful situations is to have ifSpecific be the nobst general value
for the nmedi a-specific MB nodule (the first exanple given above).
This effectively nmakes it redundant because it contains no nore
information than is provided by ifType. Thus, ifSpecific has been
depr ecat ed.
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3.1.17. Creation/Deletion of Interfaces

Wil e sonme interfaces, for exanple, nost physical interfaces, cannot
be created via network managenent, other interfaces such as | ogical
interfaces sonmetines can be. The ifTable contains only generic

i nformati on about an interface. A npbst all ’'create-able interfaces
have ot her, nedi a-specific, information through which configuration
paraneters may be supplied prior to creating such an interface.

Thus, the ifTable does not itself support the creation or deletion of
an interface (specifically, it has no RowStatus [2] colum). Rather
if a particular interface type supports the dynam c creation and/or
del etion of an interface of that type, then that nedia-specific MB
shoul d include an appropri ate RowStatus object (see the ATM LAN

Ermul ation Aient MB [8] for an exanple of a M B which does this).
Typi cal ly, when such a RowStatus object is created/deleted, then the
conceptual row in the ifTable appears/di sappears as a by-product, and
an i flndex value (chosen by the agent) is stored in an appropriate
object in the nedia-specific MB.

3.1.18. Al Values Must be Known

There are a nunber of situations where an agent does not know the

val ue of one or nore objects for a particular interface. In all such
ci rcunstances, an agent MJST NOT instantiate an object with an
incorrect value; rather, it MJST respond with the appropriate
error/exception condition (e.g., noSuchlnstance for SNWPv2).

One exanple is where an agent is unable to count the occurrences
defined by one (or nore) of the ifTable counters. |In this
circunstance, the agent MJST NOT instantiate the particular counter
with a value of, say, zero. To do so would be to provide nis-
information to a network nanagenent application reading the zero

val ue, and thereby assum ng that there have been no occurrences of
the event (e.g., no input errors because iflnErrors is always zero).

Sonetimes the | ack of know edge of an object’s value is tenporary.

For example, when the MIU of an interface is a configured value and a
device dynamically |earns the configured value through (after)
exchangi ng nmessages over the interface (e.g., ATMLAN Enul ation
[8]). In such a case, the value is not known until after the ifTable
entry has already been created. In such a case, the ifTable entry
shoul d be created without an instance of the object whose value is
unknown; later, when the val ue becones known, the m ssing object can
then be instantiated (e.g., the instance of ifMu is only
instantiated once the interface’'s MIU becones known).
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As a result of this "known val ues" rule, nanagenent applications MJST
be able to cope with the responses to retrieving the object instances
within a conceptual row of the ifTable revealing that some of the
row s col ummar objects are nissing/not avail able.

4. Media-Specific MB Applicability

The exact use and senmantics of many objects in this MB are open to
sone interpretation. This is a result of the generic nature of this
MB. It is not always possible to come up with specific,

unanbi guous, text that covers all cases and yet preserves the generic
nature of the MB.

Therefore, it is incunmbent upon a nedia-specific MB designer to,
wher ever necessary, clarify the use of the objects in this MB with
respect to the nedi a-specific MB.

Specific areas of clarification include

Layering Mdel
The medi a- specific M B desi gner MJST conpl etely and
unanbi guously specify the layering nmodel used. Each individua
sub-layer must be identified, as nust the ifStackTable's
portrayal of the relationship(s) between the sub-Iayers.

Virtual Crcuits
The nedi a-specific M B designer MJST specify whether virtual
circuits are assigned entries in the ifTable or not. |If they
are, conpelling rationale nust be presented.

i f RcvAddr essTabl e
The medi a-specific M B designer MJST specify the applicability
of the ifRcvAddressTabl e.

i f Type
For each of the ifType values to which the nedia-specific MB
applies, it nust specify the nmapping of ifType values to nedi a-
specific MB nmodul e(s) and i nstances of M B objects within those
nodul es.

However, wherever this interface MB is specific in the semanti cs,
DESCRI PTION, or applicability of objects, the nedia-specific MB
desi gner MUST NOT change said semantics, DESCRI PTION, or
applicability.
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5. Overview
This M B consists of 4 tables:

i f Tabl e
This table is the ifTable from MB-11.

i f XTabl e

This tabl e contains objects that have been added to the
Interface MB as a result of the Interface Evolution effort, or
repl acements for objects of the original (MB-11) ifTable that
wer e deprecated because the senantics of said objects have
significantly changed. This table also contains objects that
were previously in the ifExtnsTabl e.

i f StackTabl e
This tabl e contains objects that define the relationships anong
the sub-layers of an interface.

i f RcvAddr essTabl e
This tabl e contains objects that are used to define the nedia-
| evel addresses which this interface will receive. This table
is a generic table. The designers of nedia- specific MBs nust
define exactly how this table applies to their specific MB.

6. Interfaces Group Definitions
IF-M B DEFINITIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, Counter32, Gauge32, Counter 64,
I nt eger 32, Ti neTicks, nib-2,

NOTI FI CATI ON- TYPE FROM SNMPv2- SM
TEXTUAL- CONVENTI ON, Di spl ayString,

PhysAddr ess, TruthVal ue, RowSt at us,

Ti meSt anp, Aut onomousType, Test Andl ncr FROM SNMPv2- TC

MODULE- COMPLI ANCE, OBJECT- GROUP FROM SNMPv2- CONF
snnpTr aps FROM SNMPv2- M B
| ANAI f Type FROM | ANAI f Type- M B;
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i fM B MODULE- | DENTI TY
LAST- UPDATED "9611031355Z"
ORGANI ZATION "I ETF I nterfaces M B Wrking G oup”
CONTACT- | NFO
" Keith MO oghrie
Cisco Systens, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
us

408- 526- 5260
kzmai sco. cont'
DESCRI PTI ON
"The M B nodul e to describe generic objects for
network interface sub-layers. This MB is an updated

version of MB-I11's ifTable, and incorporates the
extensi ons defined in RFC 1229."
REVI SI ON "96022821552"
DESCRI PTI ON
"Revi sions made by the Interfaces MB WG "
REVI SI ON "93110821552"
DESCRI PTI ON
"Initial revision, published as part of RFC 1573."
o= { mb-2 31}
i f M BObj ects OBJECT IDENTIFIER ::= { ifMB 1}
i nterfaces OBJECT IDENTIFIER ::= { mb-2 2}
Omner String ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "255a"
STATUS current
DESCRI PTI ON

"This data type is used to nodel an administratively
assi gned nanme of the owner of a resource. This
information is taken fromthe NVT ASCI| character set.
It is suggested that this nane contain one or nore of
the following: ASCII form of the manager station’'s
transport address, managenent station name (e.g.
domai n nane), network managenment personnel’s nane,
| ocation, or phone nunber. In sonme cases the agent
itself will be the owner of an entry. |In these cases,
this string shall be set to a string starting with
"agent’ ."

SYNTAX OCTET STRI NG (SI ZE(O0. . 255))
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-- Interfacelndex contains the semantics of iflndex and
-- should be used for any objects defined on other mb
-- nodul es that need these semantics.

| nterfacel ndex ::= TEXTUAL- CONVENTI ON
DI SPLAY- H NT "d"
STATUS current
DESCRI PTI ON

"A uni que value, greater than zero, for each interface
or interface sub-layer in the managed system It is
recommended that values are assigned contiguously
starting from1l. The value for each interface sub-

| ayer nust remmin constant at |east fromone re-
initialization of the entity’ s network managenent
systemto the next re-initialization."

SYNTAX I nteger32 (1..2147483647)
| nt erfacel ndexOr Zero :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

"This textual convention is an extension of the
I nterfacel ndex convention. The latter defines a
greater than zero value used to identify an interface
or interface sub-layer in the managed system This
extension permits the additional value of zero. the
val ue zero is object-specific and nust therefore be
defined as part of the description of any object which
uses this syntax. Exanples of the usage of zero m ght
i nclude situations where interface was unknown, or
when none or all interfaces need to be referenced."
SYNTAX I nteger32 (0..2147483647)

i f Nunber OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of network interfaces (regardless of their
current state) present on this system™
o= { interfaces 1 }
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i f Tabl eLast Change OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTime at the tine of the |ast
creation or deletion of an entry in the ifTable. If

t he nunber of entries has been unchanged since the

last re-initialization of the | ocal network nanagenent

subsystem then this object contains a zero value."
= { ifMBjects 5}

-- the Interfaces table
-- The Interfaces table contains information on the entity’s
-- interfaces. Each sub-layer below the internetwork-I|ayer

-- of a network interface is considered to be an interface.

i f Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF IfEntry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"Alist of interface entries. The nunber of entries
is given by the value of ifNunber."
o= { interfaces 2 }

i fEntry OBJECT- TYPE

SYNTAX | fEntry

MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"An entry containing managenent information applicable
to a particular interface."
INDEX { iflndex }

o= { ifTable 1 }

IfEntry ::=
SEQUENCE {
i f1ndex I nt er f acel ndex,
i f Descr Di splayString,
i f Type | ANAI f Type,
ifMu I nt eger 32,
i f Speed Gauge32,

McCl oghrie & Kastenhol z St andards Track [ Page 29]



RFC 2233 Interfaces Goup M B using SMv2 Novenber 1997
i f PhysAddress PhysAddr ess,
i f Adni nSt at us | NTEGER,
i f Oper St at us | NTEGER,
i f Last Change Ti meTi cks,
iflnCctets Count er 32,
i flnUcast Pkts Count er 32,
i f1 nNUcast Pkt s Counter32, -- deprecated
i fInDi scards Count er 32,
iflnErrors Count er 32
i f1 nUnknownPr ot os Count er 32
ifQutCctets Count er 32,
i f Qut Ucast Pkt s Count er 32,
i f Qut NUcast Pkt s Counter32, -- deprecated
i f Qut Di scards Count er 32
i fQutErrors Count er 32
i fQut QLen Gauge32, -- deprecated
i fSpecific OBJECT | DENTI FI ER -- deprecated
}

i fl ndex OBJECT- TYPE
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON
"A uni que val
i nterface.

current

It
contiguously starting from1l
i nterface sub-layer nust

| nt er f acel ndex
read-only

ue, greater than zero, for each

is recoomended that val ues are assigned
The val ue for each
remai n constant at |east from

one re-initialization of the entity’'s network

managenent systemto the next

={ ifEntry 1}

i f Descr OBJECT- TYPE
SYNTAX Di spl aySt
MAX- ACCESS

STATUS
DESCRI PTI ON
"A textual
interface.
manuf act ur er,
i nterface har
{ ifEntry 2}

current

st
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read-only

re-initialization."

ring (SIZE (0..255))

ring containing information about the

This string should include the nane of the

the product name and the version of the
dwar e/ sof t ware. "
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i f Type OBJECT- TYPE

SYNTAX | ANAI f Type
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of interface. Additional values for ifType
are assigned by the Internet Assigned Nunbers
Authority (1 ANA), through updating the syntax of the
| ANAiI f Type textual convention.”

o= { ifEntry 3}

ifMu OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The size of the |argest packet which can be
sent/received on the interface, specified in octets.
For interfaces that are used for transmtting network
datagrans, this is the size of the |argest network
datagram that can be sent on the interface."

o= { ifEntry 4}

i f Speed OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"An estimate of the interface’s current bandwi dth in
bits per second. For interfaces which do not vary in
bandwi dth or for those where no accurate estimation
can be nmade, this object should contain the noni nal
bandwi dth. If the bandwidth of the interface is
greater than the maxi mum val ue reportable by this
obj ect then this object should report its naxi num
val ue (4, 294,967,295) and ifH ghSpeed nust be used to
report the interace’'s speed. For a sub-layer which
has no concept of bandw dth, this object should be
zero."

o= { ifEntry 5}

i f PhysAddress OBJECT- TYPE

SYNTAX PhysAddr ess
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON

"The interface’s address at its protocol sub-Ilayer.
For example, for an 802.x interface, this object
normal Iy contains a MAC address. The interface’s
medi a-specific MB nust define the bit and byte
ordering and the format of the value of this object.
For interfaces which do not have such an address
(e.g., a serial line), this object should contain an
octet string of zero length."

o= { ifEntry 6 }

i f Adm nSt at us OBJECT- TYPE

SYNTAX

| NTEGER {
up(1), -- ready to pass packets
down( 2),
testing(3) -- in sone test node

}
MAX- ACCESS read-wite

STATUS

current

DESCRI PTI ON

"The desired state of the interface. The testing(3)
state indicates that no operational packets can be
passed. Wen a managed systeminitializes, all
interfaces start with i fAdm nStatus in the down(2)
state. As a result of either explicit nmanagenent
action or per configuration infornmation retained by
the managed system ifAdninStatus is then changed to
either the up(l) or testing(3) states (or remmins in
the down(2) state)."

o= { ifEntry 7 }

i f Qper St at us OBJECT- TYPE

SYNTAX

| NTEGER {

up(1), -- ready to pass packets

down( 2),

testing(3), -- in some test node

unknown( 4), -- status can not be determ ned

-- for some reason

dor mant (5),

not Present (6), -- sone conponent is mssing

| ower Layer Down(7) -- down due to state of

-- lower-layer interface(s)

}

1997
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The current operational state of the interface. The
testing(3) state indicates that no operational packets
can be passed. |If ifAdm nStatus is down(2) then
i fQper Status should be down(2). |If ifAdninStatus is
changed to up(1l) then ifOperStatus should change to
up(l) if the interface is ready to transnit and
receive network traffic; it should change to
dormant (5) if the interface is waiting for externa
actions (such as a serial line waiting for an incom ng
connection); it should remain in the down(2) state if
and only if there is a fault that prevents it from
going to the up(l) state; it should remain in the
not Present (6) state if the interface has m ssing
(typically, hardware) conmponents."”

o= { ifEntry 8 }

i f Last Change OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the tine the interface
entered its current operational state. |If the current

state was entered prior to the last re-initialization
of the |local network managenent subsystem then this
obj ect contains a zero value."

o= { ifEntry 9 }

ifInCctets OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of octets received on the interface,
i ncluding fram ng characters.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifEntry 10 }
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i fl nUcast Pkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of packets, delivered by this sub-layer to
a higher (sub-)layer, which were not addressed to a
mul ti cast or broadcast address at this sub-1layer.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifEntry 11 }

i fl nNUcast Pkt s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of packets, delivered by this sub-layer to
a higher (sub-)layer, which were addressed to a
mul ticast or broadcast address at this sub-Ilayer.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of

i f Count er Di scontinui tyTi ne.

This object is deprecated in favour of
iflnMulticastPkts and ifl nBroadcast Pkts."
o= { ifEntry 12 }

i flnD scards OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of inbound packets which were chosen to be
di scarded even though no errors had been detected to
prevent their being deliverable to a higher-Iayer
protocol. One possible reason for discarding such a
packet could be to free up buffer space.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of

i f CounterDi scontinuityTinme."
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o= { ifEntry 13 }

iflnErrors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"For packet-oriented interfaces, the nunber of inbound
packets that contained errors preventing them from
bei ng deliverable to a higher-layer protocol. For
character-oriented or fixed-length interfaces, the
nunber of inbound transm ssion units that contained
errors preventing themfrom being deliverable to a

hi gher-1ayer protocol.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifEntry 14 }

i fl nUnknownPr ot os OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"For packet-oriented interfaces, the nunber of packets
received via the interface which were di scarded
because of an unknown or unsupported protocol. For
character-oriented or fixed-length interfaces that
support protocol rmultiplexing the nunber of
transnission units received via the interface which
wer e di scarded because of an unknown or unsupported
protocol. For any interface that does not support
protocol rmultiplexing, this counter will always be O.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifEntry 15 }
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i fQut Cctets OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of octets transmtted out of the
interface, including fram ng characters.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifEntry 16 }

i f Qut Ucast Pkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of packets that higher-Ievel
protocols requested be transnmitted, and which were not
addressed to a nulticast or broadcast address at this
sub-1layer, including those that were di scarded or not
sent .

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifEntry 17 }

i f Qut NUcast Pkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON

"The total nunber of packets that higher-Ievel
protocols requested be transnmitted, and which were
addressed to a nulticast or broadcast address at this
sub-1layer, including those that were di scarded or not
sent .

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of

i f Count er Di scontinui tyTi ne.
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This object is deprecated in favour of
i fQut Mul ticastPkts and ifQutBroadcast Pkts."
o= { ifEntry 18 }

i fQut D scards OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of outbound packets which were chosen to
be di scarded even though no errors had been detected
to prevent their being transnitted. One possible
reason for discarding such a packet could be to free
up buffer space.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifEntry 19 }

i fQut Errors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"For packet-oriented interfaces, the nunber of

out bound packets that could not be transmitted because
of errors. For character-oriented or fixed-Iength

i nterfaces, the nunmber of outbound transnission units
that could not be transmitted because of errors.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifEntry 20 }

i f Qut QLen OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON

"The |l ength of the output packet queue (in packets)."
o= { ifEntry 21 }
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i f Speci fic OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON

"Areference to MB definitions specific to the
particul ar media being used to realize the interface.
It is recomended that this value point to an instance
of a MB object in the nmedia-specific MB, i.e., that
this object have the semantics associated with the

I nst ancePoi nter textual convention defined in RFC

1903. In fact, it is recommended that the nedia-
specific MB specify what val ue ifSpecific shoul d/ can
take for values of ifType. |If no MB definitions

specific to the particular nmedia are avail able, the
val ue should be set to the OBJECT IDENTIFIER { O O }."
o= { ifEntry 22}

- - Extension to the interface table

-- This table replaces the ifExtnsTable table.

i f XTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | fXEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"Alist of interface entries. The nunber of entries

is given by the value of ifNunber. This table

contains additional objects for the interface table."
= { ifMBjects 1}

i fXEntry OBJECT- TYPE
SYNTAX | f XEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"An entry containing additional managenent i nformation
applicable to a particular interface."

AUGVENTS { ifEntry }

o= { ifXTable 1 }
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I fXEntry ::=
SEQUENCE ({

i f Nane
i flnMulticastPkts
i f1 nBroadcast Pkts
i fQut Mul ti cast Pkts
i f Qut Br oadcast Pkt s
i fHCI nCctets
i f HCl nUcast Pkt s
i fHCI nMul ti cast Pkts
i f HCl nBr oadcast Pkt s
i fHCQut Cctets
i f HCQut Ucast Pkt s
i f HCQut Mul ti cast Pkts
i f HCQut Br oadcast Pkt s
i fLi nkUpDownTr apEnabl e
i fH ghSpeed
i f Pron scuoushode
i f Connect or Present
ifAias

Interfaces Goup M B using SMv2
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Di spl ayStri ng,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 64,
Count er 64,
Count er 64,
Count er 64,
Count er 64,
Count er 64,
Count er 64,
Count er 64,

| NTEGER,
Gauge32,

Tr ut hval ue,

Tr ut hval ue,

Di spl ayStri ng,

i f Count erDi scontinuityTime TineStanp

i f Name OBJECT- TYPE

SYNTAX Di spl ayString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The textual

name of the interface.

The val ue of this

obj ect should be the name of the interface as assi gned

by the I ocal

nunber,

i f Tabl e t oget her
by the devi ce,
i f Nane.

devi ce and shoul d be suitable for
conmands entered at the device's
m ght be a text nane,
such as ‘1’

syntax of the device.
represent a single interface as naned
then each will
Note that for an agent which responds to SNW

use in
‘console’. This
such as ‘1e0 or a sinple port

dependi ng on the interface naning
If several entries in the

have the sanme val ue of

gueries concerning an interface on sone other

(proxi ed) device,

If there is no | ocal

not applicabl e,
I ength string.”
o= { ifXBntry 1}
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then the val ue of
interface is the proxied device’ s |ocal
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it.

i f Nane for
name for
is otherw se

nane, or this object

then this object contains a zero-
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i flnMilticastPkts OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of packets, delivered by this sub-layer to
a higher (sub-)layer, which were addressed to a

mul ticast address at this sub-layer. For a MAC | ayer
protocol, this includes both Group and Functiona

addr esses.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifXEntry 2}

i f1 nBroadcast Pkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of packets, delivered by this sub-layer to
a higher (sub-)layer, which were addressed to a
broadcast address at this sub-Ilayer.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifXEntry 3}

i fQut Mul ti cast Pkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of packets that higher-Ievel
protocols requested be transnmitted, and which were
addressed to a nulticast address at this sub-I|ayer,

i ncluding those that were discarded or not sent. For
a MAC | ayer protocol, this includes both G oup and
Functional addresses.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of

i f CounterDi scontinuityTinme."
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o= { ifXEntry 4}

i f Qut Broadcast Pkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of packets that higher-Ievel
protocols requested be transnmitted, and which were
addressed to a broadcast address at this sub-Ilayer,
i ncluding those that were di scarded or not sent.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifXEntry 5}

-- High Capacity Counter objects. These objects are al

-- 64 bit versions of the "basic" ifTable counters. These
-- objects all have the sanme basic semantics as their 32-bit
-- counterparts, however, their syntax has been extended

-- to 64 bits.

i fHCl nCct et s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of octets received on the interface,
including framng characters. This object is a 64-bit
version of iflnCctets.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifXEntry 6 }
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i f HCl nUcast Pkt s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of packets, delivered by this sub-layer to
a higher (sub-)layer, which were not addressed to a
mul ti cast or broadcast address at this sub-1layer.

This object is a 64-bit version of iflnUcastPkts.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifXEntry 7 }

i fHCl nMul ti cast Pkt s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of packets, delivered by this sub-layer to
a higher (sub-)layer, which were addressed to a

mul ticast address at this sub-layer. For a MAC | ayer
protocol, this includes both Group and Functiona
addresses. This object is a 64-bit version of

i fInMul ticastPkts.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifXEntry 8 }

i f HCl nBr oadcast Pkt s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of packets, delivered by this sub-layer to
a higher (sub-)layer, which were addressed to a
broadcast address at this sub-layer. This object is a
64-bit version of iflnBroadcastPkts.

Di scontinuities in the value of this counter can occur

at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
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i f Count er Di scontinui tyTi ne.
o= { ifXEntry 9 }

i f HCQut OCct et s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of octets transmtted out of the

interface, including fram ng characters. This object

is a 64-bit version of ifQutCctets.

1997

Di scontinuities in the value of this counter can occur

at re-initialization of the managenent system and at

other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."
o= { ifXeEntry 10 }

i f HCQut Ucast Pkt s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of packets that higher-Ievel

protocols requested be transnmitted, and which were not

addressed to a nulticast or broadcast address at this
sub-1layer, including those that were di scarded or not

sent. This object is a 64-bit version of
i f Qut Ucast Pkt s.

Di scontinuities in the value of this counter can occur

at re-initialization of the managenent system and at

other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."
o= { ifXeEntry 11 }

i f HCQut Mul ti cast Pkt s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of packets that higher-Ievel
protocols requested be transnmitted, and which were
addressed to a nulticast address at this sub-I|ayer,

i ncluding those that were discarded or not sent. For

a MAC | ayer protocol, this includes both G oup and

Functional addresses. This object is a 64-bit version

of ifQutMilticastPkts.
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Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifXeEntry 12 }

i f HCQut Br oadcast Pkt s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of packets that higher-Ievel
protocols requested be transnmitted, and which were
addressed to a broadcast address at this sub-Ilayer,

i ncludi ng those that were discarded or not sent. This
object is a 64-bit version of ifQutBroadcastPkts.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
i f CounterDi scontinuityTinme."

o= { ifXeEntry 13 }

i fLi nkUpDownTr apEnabl e OBJECT- TYPE

SYNTAX | NTEGER { enabl ed(1), disabled(2) }
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"I ndi cates whet her 1inkUp/linkDown traps should be
generated for this interface.

By default, this object should have the val ue
enabl ed(1) for interfaces which do not operate on
"top’ of any other interface (as defined in the
i f StackTabl e), and di sabl ed(2) otherw se."

o= { ifXeEntry 14 }

i f H ghSpeed OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"An estimate of the interface’s current bandwidth in
units of 1,000,000 bits per second. |If this object
reports a value of ‘n’ then the speed of the interface
is somewhere in the range of ‘n-500,000" to
‘n+499,999'. For interfaces which do not vary in
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bandwi dth or for those where no accurate estimation
can be nmade, this object should contain the noni nal
bandw dth. For a sub-layer which has no concept of
bandwi dth, this object should be zero."

o= { ifXeEntry 15 }

i f Prom scuousiMbde OBJECT-TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object has a value of false(2) if this interface
only accepts packets/franmes that are addressed to this
station. This object has a value of true(l) when the
station accepts all packets/frames transmitted on the
nmedia. The value true(l) is only legal on certain
types of nedia. |If legal, setting this object to a
val ue of true(1l) nmay require the interface to be reset
bef ore becomni ng effective.

The val ue of ifProm scuousMbde does not affect the
reception of broadcast and nulticast packets/franes by
the interface."

o= { ifXeEntry 16 }

i f Connect or Pr esent OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object has the value "true(l)’ if the interface
subl ayer has a physical connector and the val ue
"false(2)’ otherwse."

o= { ifXentry 17 }

ifAlias OBJECT- TYPE

SYNTAX Di spl ayString (Sl ZE(O..64))
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This object is an "alias’ name for the interface as
specified by a network manager, and provi des a non-
volatile *"handl e’ for the interface.

On the first instantiation of an interface, the val ue
of ifAlias associated with that interface is the
zero-length string. As and when a value is witten
into an instance of ifAlias through a network
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managenent set operation, then the agent nust retain
the supplied value in the ifAlias instance associ ated
with the sane interface for as long as that interface
remai ns instantiated, including across all re-
initializations/reboots of the network managenent
system including those which result in a change of
the interface’s iflndex val ue.

An exanpl e of the value which a network manager m ght
store in this object for a WAN interface is the
(Telco’s) circuit nunmber/identifier of the interface.

Sone agents nmay support wite-access only for
i nterfaces having particular values of ifType. An
agent which supports wite access to this object is
required to keep the value in non-volatile storage,
but it may limt the length of new val ues dependi ng on
how nuch storage is already occupi ed by the current
val ues for other interfaces."

o= { ifXeEntry 18 }

i f CounterDi scontinuityTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme on the nbst recent occasion at
whi ch any one or nore of this interface’s counters
suffered a discontinuity. The relevant counters are
the specific instances associated with this interface
of any Counter32 or Counter64 object contained in the
ifTable or ifXTable. [If no such discontinuities have
occurred since the last re-initialization of the |ocal
managenent subsystem then this object contains a zero
val ue. "

o= { ifXeEntry 19 }

.. The Interface Stack G oup

-- Inmplenmentation of this group is nandatory for all systens

i fStackTabl e OBJECT-TYPE

SYNTAX SEQUENCE OF | f StackEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"The table containing information on the rel ationships
between the nultiple sub-layers of network interfaces.
In particular, it contains information on which sub-
layers run 'on top of’ which other sub-layers, where
each sub-layer corresponds to a conceptual row in the
i fTable. For exanple, when the sub-layer with iflndex
val ue x runs over the sub-layer with iflndex val ue vy,
then this table contains:

i f StackSt atus. x. y=active

For each iflndex value, |, which identifies an active
interface, there are always at |east two instantiated
rows in this table associated with I. For one of
these rows, | is the value of ifStackH gherlLayer; for
the other, | is the value of ifStackLowerLayer. (If |
is not involved in multiplexing, then these are the
only two rows associated with |.)

For example, two rows exist even for an interface
whi ch has no others stacked on top or belowit:

i fStackStatus. 0. x=active
i fStackStatus. x. O=active
o= { ifMBbjects 2 }

i fStackEntry OBJECT- TYPE

SYNTAX | f StackEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Information on a particular relationship between two
sub-1 ayers, specifying that one sub-layer runs on
"top’ of the other sub-layer. Each sub-Iayer
corresponds to a conceptual rowin the ifTable."

I NDEX { ifStackH gherLayer, ifStackLowerlLayer }

o= { ifStackTable 1 }

| f StackEntry ::=

SEQUENCE {
i f StackHi gher Layer | nteger32
i f StackLower Layer I nt eger 32
i f StackSt at us RowSt at us
}

McC oghrie & Kastenhol z St andar ds Track [ Page 47]



RFC 2233 Interfaces Goup M B using SMv2 Novenber 1997

i f StackHi gher Layer OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The val ue of iflndex corresponding to the higher
sub-l ayer of the relationship, i.e., the sub-I|ayer
which runs on "top’ of the sub-layer identified by the
correspondi ng i nstance of ifStackLowerlLayer. |If there

is no higher sub-layer (below the internetwork |ayer),
then this object has the value 0."
o= { ifStackEntry 1 }

i f StackLower Layer OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The val ue of iflndex corresponding to the | ower sub-
| ayer of the relationship, i.e., the sub-layer which
runs 'below the sub-layer identified by the
correspondi ng i nstance of ifStackH gherLayer. |If
there is no | ower sub-layer, then this object has the
value 0."

o= { ifStackEntry 2}

i fStackStatus OBJECT-TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of the relationship between two sub-
| ayers.

Changi ng the value of this object from’active to
"notlnService’ or 'destroy’ will likely have
consequences up and down the interface stack. Thus,
wite access to this object is likely to be
i nappropriate for sone types of interfaces, and many
i npl ementations will choose not to support wite-
access for any type of interface."

o= { ifStackEntry 3}

i f St ackLast Change OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
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DESCRI PTI ON

1997

"The val ue of sysUpTine at the tinme of the [ast change

of the (whole) interface stack. A change of the
interface stack is defined to be any creation

del etion, or change in value of any instance of
ifStackStatus. |If the interface stack has been
unchanged since the last re-initialization of the

| ocal network managenment subsystem then this object
contains a zero value."

= { ifMBjects 6 }

- - Generi ¢ Receive Address Tabl e

-- This group of objects is mandatory for all types of
-- interfaces which can receive packets/frames addressed to
-- nore than one address.

-- This table replaces the ifExtnsRcvAddr table. The main
-- difference is that this tabl e makes use of the RowStatus

-- textual

convention, while i fExtnsRcvAddr di d not.

i f RevAddressTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | fRcvAddressEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table contains an entry for each address
(broadcast, multicast, or uni-cast) for which the
systemwi || receive packets/franmes on a particul ar
i nterface, except as follows:

- for an interface operating in prom scuous node,
entries are only required for those addresses for
whi ch the system would receive frames were it not
operating in proniscuous node.

- for 802.5 functional addresses, only one entry is
required, for the address which has the functiona
address bit ANDed with the bit nask of all functiona

addresses for which the interface will accept franes.

A systemis normally able to use any unicast address
whi ch corresponds to an entry in this table as a
source address."

= { ifMBjects 4}
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i f RevAddressEntry  OBJECT- TYPE

SYNTAX | f RcvAddr essEntry

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"Alist of objects identifying an address for which
the systemwi || accept packets/frames on the
particular interface identified by the index val ue
i flndex."

INDEX { iflndex, ifRcvAddressAddress }
.= { ifRcvAddressTable 1 }

| f RcvAddr essEntry :: =
SEQUENCE ({
i f RevAddr essAddr ess PhysAddr ess,
i f RcvAddr essSt at us RowsSt at us,

i f RcvAddr essType | NTEGER
}
i f RevAddr essAddr ess OBJECT- TYPE
SYNTAX PhysAddr ess
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"An address for which the systemw || accept

packets/franes on this entry’s interface."”
o= { ifRcvAddressEntry 1 }

i f RevAddr essSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object is used to create and delete rows in the
i f RevAddr essTabl e. "

c:={ ifRcvAddressEntry 2 }

i f RevAddr essType OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1),
vol atile(2),
nonVol atil e(3)

}
MAX- ACCESS read-create
STATUS current

McC oghrie & Kastenhol z St andar ds Track [ Page

1997

50]



RFC 2233 Interfaces Goup M B using SMv2 Novenber 1997

DESCRI PTI ON
"Thi s object has the value nonVolatile(3) for those
entries in the table which are valid and will not be

del eted by the next restart of the nmanaged system
Entries having the value volatile(2) are valid and

exi st, but have not been saved, so that will not exist
after the next restart of the managed system Entries
having the value other(1) are valid and exist but are
not classified as to whether they will continue to

exi st after the next restart.”

DEFVAL { volatile }
.= { ifRcvAddressEntry 3 }

-- definition of interface-related traps.

I i nkDown NOTI FI CATI ON- TYPE

OBJECTS { iflndex, ifAdmi nStatus, ifQperStatus }

STATUS current

DESCRI PTI ON
"A linkDown trap signifies that the SNMPv2 entity,
acting in an agent role, has detected that the
i fOper Status object for one of its conmunication |inks
is about to enter the down state from sone other state
(but not fromthe notPresent state). This other state
is indicated by the included value of ifQOperStatus."”

:={ snnpTraps 3 }

i nkUp NOTI FI CATI ON- TYPE

OBJECTS { iflndex, ifAdmi nStatus, ifQperStatus }

STATUS current

DESCRI PTI ON
"A linkDown trap signifies that the SNMPv2 entity,
acting in an agent role, has detected that the
i fOper Status object for one of its conmunication |inks
left the down state and transitioned into some ot her
state (but not into the notPresent state). This other
state is indicated by the included val ue of
i f Qper Status. "

:={ snnpTraps 4 }

-- confornmance i nformati on

i f Conf ormance OBJECT | DENTI FI ER : :

{ ifMB 2}

i f G oups OBJECT | DENTI FI ER ::
i f Conpl i ances OBJECT | DENTI FI ER ::

{ ifConformance 1 }
{ ifConformance 2 }

McCl oghrie & Kastenhol z St andards Track [ Page 51]



RFC 2233 Interfaces Goup M B using SMv2 Novenber 1997

-- conpliance statenents

i f Conpl i ance2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNMPv2 entities which
have network interfaces."

MODULE -- this nodul e
MANDATORY- GROUPS { ifGeneral I nformati onG oup, ifStackG oup2,
i f CounterDi scontinuityGoup }

GROUP i f Fi xedLengt hGroup

DESCRI PTI ON
"This group is mandatory for all network interfaces
whi ch are character-oriented or transnit data in
fi xed-length transmi ssion units."

GROUP i f HCFi xedLengt hGr oup

DESCRI PTI ON
"This group is mandatory only for those network
i nterfaces which are character-oriented or transmt
data in fixed-length transm ssion units, and for which
the val ue of the corresponding i nstance of ifSpeed is
greater than 20,000, 000 bits/second."

GROUP i f Packet Group

DESCRI PTI ON
"This group is mandatory for all network interfaces
whi ch are packet-oriented."

GROUP i f HCPacket Gr oup

DESCRI PTI ON
"This group is mandatory only for those network
interfaces which are packet-oriented and for which the
val ue of the corresponding instance of ifSpeed is
greater than 650, 000, 000 bits/second."

GROUP i f RevAddr essG oup

DESCRI PTI ON
"The applicability of this group MIST be defined by
t he nedi a-specific MBs. Media-specific MBs nust
define the exact meani ng, use, and senantics of the
addresses in this group.”
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OBJECT i fLi nkUpDownTr apEnabl e
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT i f Prom scuoushMdde
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT i f StackStat us
SYNTAX | NTEGER { active(l) } -- subset of RowStatus
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required, and only one of the six
enuner ated val ues for the RowStatus textual convention
need be supported, specifically: active(l)."

OBJECT i f Adm nSt at us

SYNTAX I NTEGER { up(1l), down(2) }
M N- ACCESS read-only

DESCRI PTI ON

"Wite access is not required, nor is support for the
val ue testing(3)."

OBJECT ifAlias
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
.= { ifConpliances 2 }
-- units of conformance

i f General | nformati onG oup OBJECT- GROUP
OBJECTS { iflndex, ifDescr, ifType, ifSpeed, ifPhysAddress,
i f Adnmi nSt atus, ifQperStatus, iflLastChange,
i fLi nkUpDownTr apEnabl e, if Connect or Present,
i fHi ghSpeed, ifNane, ifNunber, ifAlias,
i f Tabl eLast Change }
STATUS current
DESCRI PTI ON
"A coll ection of objects providing information
applicable to all network interfaces.”
:={ ifGoups 10 }

-- the following five groups are nutually exclusive; at nost
-- one of these groups is inplenented for any interface
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i f Fi xedLengt hGroup OBJECT- GROUP
OBJECTS { ifInCctets, ifQutCctets, iflnUnknownProt os,
iflnErrors, ifQutErrors }

STATUS current

DESCRI PTI ON
"A coll ection of objects providing information
specific to non-high speed (non-high speed interfaces
transnit and receive at speeds |less than or equal to
20, 000, 000 bits/second) character-oriented or fixed-
| engt h-transm ssion network interfaces."

o= { ifGoups 2}

i f HCFi xedLengt hGr oup OBJECT- GROUP
OBJECTS { ifHCI nCctets, ifHCQutCctets,
iflnCctets, ifQutQctets, iflnUnknownProtos,
iflnErrors, ifQutErrors }
STATUS current
DESCRI PTI ON
"A coll ection of objects providing information
specific to high speed (greater than 20,000, 000
bi ts/second) character-oriented or fixed-Iength-
transni ssion network interfaces."
:={ ifGoups 3}

i f Packet Group OBJECT- GROUP
OBJECTS { ifInCctets, ifQutCctets, iflnUnknownProt os,
iflnErrors, ifQutErrors,
ifMu, iflnUcastPkts, iflnMilticastPkts,
i f1nBroadcast Pkts, iflnDi scards,
i fQut Ucast Pkts, ifQutMilticastPkts,
i f Qut Broadcast Pkts, ifQutDi scards,
i f Prom scuoushMbde }
STATUS current
DESCRI PTI ON
"A coll ection of objects providing information
specific to non-high speed (non-high speed interfaces
transnit and receive at speeds |less than or equal to
20, 000, 000 bits/second) packet-oriented network
i nterfaces."”
:={ ifGoups 4}

i f HCPacket Gr oup OBJECT- GROUP
OBJECTS { ifHCI nCctets, ifHCQutCctets,
iflnCctets, ifQutCctets, iflnUnknownProt os,
iflnErrors, ifQutErrors,
ifMu, iflnUcastPkts, iflnMilticastPkts,
i fl nBroadcast Pkts, iflnDi scards,
i fQut Ucast Pkts, ifQutMilticastPkts,

McC oghrie & Kastenhol z St andar ds Track [ Page

1997

54]



RFC 2233 Interfaces Goup M B using SMv2 Novenber

i f Qut Broadcast Pkts, ifQutDi scards,
i f Prom scuoushMbde }
STATUS current
DESCRI PTI ON
"A coll ection of objects providing information
specific to high speed (greater than 20,000, 000
bits/second but |less than or equal to 650, 000, 000
bit s/ second) packet-oriented network interfaces."
:={ ifGoups 5}

i f VHCPacket Gr oup OBJECT- GROUP
OBJECTS { ifHCl nUcast Pkts, ifHC nMilticastPkts,
i f HCl nBr oadcast Pkt's, ifHCQut Ucast Pkt s,
i f HCQut Mul ti cast Pkts, ifHCQutBroadcast Pkt s,
i fHCl nCctets, ifHCQutCctets,
iflnCctets, ifQutQctets, iflnUnknownProtos,
iflneErrors, ifQutErrors,
ifMu, iflnUcastPkts, iflnMilticastPkts,
i f1 nBroadcast Pkts, iflnDi scards,
i fQut Ucast Pkts, ifQutMilticastPkts,
i f Qut Broadcast Pkts, ifQutDi scards,
i f Prom scuoushMbde }
STATUS current
DESCRI PTI ON
"A coll ection of objects providing information
specific to higher speed (greater than 650, 000, 000
bit s/ second) packet-oriented network interfaces."
:={ ifGoups 6}

i f RevAddr essG oup OBJECT- GROUP
OBJECTS { ifRcvAddressStatus, ifRcvAddressType }
STATUS current
DESCRI PTI ON
"A collection of objects providing information on the
mul ti pl e addresses which an interface receives."
o= { ifGoups 7}

i fStackG oup?2 OBJECT- GROUP
OBJECTS { ifStackStatus, ifStackLastChange }
STATUS current

DESCRI PTI ON
"A collection of objects providing information on the
|l ayering of MB-I1 interfaces."

o= { ifGoups 11 }

i f CounterDi scontinuityGoup OBJECT-GROUP
OBJECTS { ifCounterDiscontinuityTinme }
STATUS current
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DESCRI PTI ON
"A collection of objects providing information
specific to interface counter discontinuities."
:={ ifGoups 13 }

-- Deprecated Definitions - Cbjects

-- The Interface Test Tabl e

-- This group of objects is optional. However, a nedia-specific
-- MB may make inplenentation of this group nmandatory.

-- This table replaces the ifExtnsTest Tabl e

i f Test Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF IfTestEntry

MAX- ACCESS not -accessi bl e

STATUS depr ecat ed

DESCRI PTI ON
"This table contains one entry per interface. It
defines objects which allow a network manager to
instruct an agent to test an interface for various
faults. Tests for an interface are defined in the
medi a-specific MB for that interface. After invoking
a test, the object ifTestResult can be read to
determ ne the outcone. |[|f an agent can not perform
the test, ifTestResult is set to so indicate. The
obj ect ifTestCode can be used to provide further
test-specific or interface-specific (or even
enterprise-specific) information concerning the
outcone of the test. Only one test can be in progress
on each interface at any one tine. |If one test is in
progress when another test is invoked, the second test
is rejected. Sone agents may reject a test when a
prior test is active on another interface.

Before starting a test, a manager-station nust first
obtain 'ownership’ of the entry in the ifTestTable for
the interface to be tested. This is acconplished with
the ifTestld and ifTest Status objects as foll ows:

try_again:
get (ifTestld, ifTestStatus)
while (ifTestStatus != notlnUse)
/*
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* Loop while a test is running or sone other
* manager is configuring a test.

*/

short del ay

get (ifTestld, ifTestStatus)

}

/*
* |s not being used right now -- let’s conpete
* to see who gets it.
*/

| ock_value = ifTestld

if ( set(ifTestld = |ock_value, ifTestStatus = inUse,
i f TestOmer = 'ny-I|P-address’) == FAI LURE)
/*
* Anot her manager got the ifTestEntry -- go
* try again
*/
goto try_agai n;

/*
* | have the | ock
*/
set up any test paraneters.

/*

* This starts the test

*/
set (i fTest Type = test _to_run);

wait for test conpletion by polling ifTestResult

when test conpletes, agent sets ifTestResult
agent also sets ifTestStatus = '"notlnUse’

retrieve any additional test results, and ifTestld
if (ifTestld == |l ock_value+l) results are valid

A manager station first retrieves the value of the
appropriate ifTestld and ifTestStatus objects,
periodically repeating the retrieval if necessary,
until the value of ifTestStatus is 'notlnUse’'. The
manager station then tries to set the sane ifTestld
object to the value it just retrieved, the sane

i f TestStatus object to 'inUse , and the correspondi ng
i f TestOmer object to a value indicating itself. If
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the set operation succeeds then the manager has
obt ai ned ownership of the ifTestEntry, and the val ue of
the ifTestld object is increnented by the agent (per
the semantics of TestAndlincr). Failure of the set
operation indicates that sonme other manager has
obt ai ned ownership of the ifTestEntry.

Once ownership is obtained, any test paraneters can be
setup, and then the test is initiated by setting

i fTest Type. On conpletion of the test, the agent sets
ifTestStatus to "notlnUse’. Once this occurs, the
manager can retrieve the results. |In the (rare) event
that the invocation of tests by two network managers
were to overlap, then there would be a possibility that
the first test’'s results might be overwitten by the
second test’s results prior to the first results being
read. This unlikely circunmstance can be detected by a
networ k manager retrieving ifTestld at the sane time as
retrieving the test results, and ensuring that the
results are for the desired request.

If ifTestType is not set within an abnormally | ong
period of tinme after ownership is obtained, the agent
shoul d tine-out the nanager, and reset the value of the
i f Test Status object back to "notlnUse . It is
suggested that this tine-out period be 5 m nutes.

In general, a managenent station nust not retransmit a
request to invoke a test for which it does not receive
a response; instead, it properly inspects an agent’s
MB to determine if the invocati on was successf ul

Only if the invocation was unsuccessful, is the

i nvocation request retransmitted.

Some tests may require the interface to be taken off-
line in order to execute them or nmay even require the
agent to reboot after conpletion of the test. |In these
ci rcunstances, conmuni cation with the nmanagenent
station invoking the test may be |lost until after
completion of the test. An agent is not required to
support such tests. However, if such tests are
supported, then the agent should nmake every effort to
transnit a response to the request which invoked the
test prior to losing comrunication. Wen the agent is
restored to normal service, the results of the test are
properly nmade available in the appropriate objects.
Note that this requires that the iflndex val ue assigned
to an interface nmust be unchanged even if the test
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causes a reboot. An agent nust reject any test for
which it cannot, perhaps due to resource constraints,
nmake avail able at |east the mini mum anmount of
information after that test conpletes.”

= { ifMBjects 3}

i f TestEntry OBJECT- TYPE

SYNTAX | f TestEntry

MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON
"An entry containing objects for invoking tests on an
interface.”

AUGVENTS { ifEntry }

:={ ifTestTable 1 }

| f TestEntry ::=

SEQUENCE ({
i fTestld Test Andl ncr,
i f Test St at us | NTEGER,
i f Test Type Aut ononousType,
i f Test Resul t | NTEGER,
i f Test Code OBJECT | DENTI FI ER,
i f Test Onner Owner String

}

i fTestld OBJECT- TYPE

SYNTAX Test Andl ncr

MAX- ACCESS read-write

STATUS depr ecat ed

DESCRI PTI ON

"This object identifies the current invocation of the
interface’s test."
o= { ifTestEntry 1}

i f Test St at us OBJECT- TYPE
SYNTAX I NTEGER { notlnUse(1), inUse(2) }
MAX- ACCESS read-wite
STATUS depr ecat ed
DESCRI PTI ON

"Thi s object indicates whether or not some manager
currently has the necessary 'ownership’ required to
invoke a test on this interface. A wite to this
object is only successful when it changes its val ue

from’'notlnUse(l)’ to 'inUse(2)’. After conpletion of
a test, the agent resets the value back to
"notlnUse(1)’."

o= { ifTestEntry 2 }
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OBJECT- TYPE
Aut ononousType

MAX- ACCESS read-write

STATUS

depr ecat ed

DESCRI PTI ON

"A control variable used to start and stop operator-
initiated interface tests. Mst OBJECT | DENTI FI ER

val ues assigned to tests are defined el sewhere, in
association with specific types of interface.

However, this docunment assigns a value for a full-
dupl ex | oopback test, and defines the special neanings
of the subject identifier:

noTest OBJECT IDENTIFIER ::={ 0 0 }

When the val ue noTest is witten to this object, no
action is taken unless a test is in progress, in which
case the test is aborted. Witing any other value to
this object is only valid when no test is currently in
progress, in which case the indicated test is
initiated.

When read, this object always returns the nost recent
val ue that ifTestType was set to. If it has not been
set since the last initialization of the network
managenent subsystem on the agent, a val ue of noTest
is returned.”

o= { ifTestEntry 3}

i f Test Resul t

SYNTAX

OBJECT- TYPE
| NTEGER {

none(1), -- no test yet requested
success(2),
i nProgress(3),
not Supported(4),
unAbl eToRun(5), -- due to state of system
aborted(6),
failed(7)

}
MAX- ACCESS read-only

STATUS

depr ecat ed

DESCRI PTI ON

"This object contains the result of the nost recently
requested test, or the value none(l) if no tests have
been requested since the last reset. Note that this
facility provides no provision for saving the results
of one test when starting another, as could be
required if used by multiple nanagers concurrently."”
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o= { ifTestEntry 4 }

i f Test Code OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON

"Thi s object contains a code which contains nore
specific information on the test result, for exanple
an error-code after a failed test. Error codes and
other values this object may take are specific to the
type of interface and/or test. The value nmay have the
semantics of either the AutononousType or

| nst ancePoi nter textual conventions as defined in RFC
1903. The identifier:

t est CodeUnknown OBJECT IDENTIFIER ::={ O 0 }
is defined for use if no additional result code is

avai l able."
= { ifTestEntry 5 }

i f Test Onner OBJECT- TYPE
SYNTAX Onner String
MAX- ACCESS read-wite
STATUS depr ecat ed
DESCRI PTI ON

"The entity which currently has the ’ownership’
required to invoke a test on this interface."
= { ifTestEntry 6 }

-- Deprecated Definitions - G oups

i f General Group OBJECT- GROUP
OBJECTS { ifDescr, ifType, ifSpeed, ifPhysAddress,
i f Adnmi nSt atus, ifQperStatus, iflLastChange,
i fLi nkUpDownTr apEnabl e, if Connect or Present,
i fH ghSpeed, ifNane }
STATUS deprecat ed
DESCRI PTI ON
"A collection of objects deprecated in favour of
i f General | nformati onG oup."
o= { ifGoups 1}

i f Test G oup OBJECT- GROUP
OBJECTS { ifTestld, ifTestStatus, ifTestType,
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i f TestResult, ifTestCode, ifTestOaner }
STATUS deprecated
DESCRI PTI ON
"A collection of objects providing the ability to
i nvoke tests on an interface."
:={ ifGoups 8}

i fStackG oup OBJECT- GROUP
OBJECTS { ifStackStatus }
STATUS deprecat ed

DESCRI PTI ON
"The previous collection of objects providing
information on the layering of MB-11l interfaces."

o= { ifGoups 9}

i fA dObj ect sG oup OBJECT- GROUP
OBJECTS { iflnNUcast Pkts, ifQutNUcast Pkt s,
i fout QLen, ifSpecific }
STATUS deprecat ed

DESCRI PTI ON
"The coll ection of objects deprecated fromthe
original MB-Il interfaces group."

o= { ifGoups 12 }

-- Deprecated Definitions - Conpliance

i f Conmpl i ance MODULE- COVPLI ANCE
STATUS deprecat ed
DESCRI PTI ON
"The previous conpliance statement for SNMPv2 entities
whi ch have network interfaces.”

MODULE -- this nodul e
MANDATORY- GROUPS { i f General Group, ifStackG oup }
GROUP i f Fi xedLengt hGroup
DESCRI PTI ON

"This group is mandatory for all network interfaces
whi ch are character-oriented or transnit data in
fi xed-length transmi ssion units."

GROUP i f HCFi xedLengt hGr oup

DESCRI PTI ON
"This group is mandatory only for those network
interfaces which are character-oriented or transmt
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data in fixed-length transm ssion units, and for which
the val ue of the corresponding i nstance of ifSpeed is
greater than 20,000, 000 bits/second."

GROUP i f Packet Group

DESCRI PTI ON
"This group is mandatory for all network interfaces
whi ch are packet-oriented."

GROUP i f HCPacket Gr oup

DESCRI PTI ON
"This group is mandatory only for those network
interfaces which are packet-oriented and for which the
val ue of the corresponding i nstance of ifSpeed is
greater than 650, 000, 000 bits/second."

GROUP i f Test Goup

DESCRI PTI ON
"This group is optional. Media-specific MBs which
require interface tests are strongly encouraged to use
this group for invoking tests and reporting results.
A medi um specific M B which has nandatory tests may
make inplenentation of this group mandatory."

GROUP i f RevAddr essG oup

DESCRI PTI ON
"The applicability of this group MIST be defined by
t he nedi a-specific MBs. Media-specific MBs nust
define the exact meani ng, use, and senantics of the
addresses in this group.”

OBJECT i fLi nkUpDownTr apEnabl e
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT i f Prom scuoushMdde
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT i f StackSt at us
SYNTAX | NTEGER { active(l) } -- subset of RowStatus
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required, and only one of the six
enuner ated val ues for the RowStatus textual convention
need be supported, specifically: active(l)."
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OBJECT i f Adm nSt at us

SYNTAX I NTEGER { up(1l), down(2) }
M N- ACCESS read-only

DESCRI PTI ON

"Wite access is not required, nor is support for the
val ue testing(3)."
o= { ifCompliances 1 }

END
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Security Considerations
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abl e objects could cause a denial of service, or in conbination with
other (e.g., physical) security breaches, could cause unauthorized
connectivity to a devi ce.
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11. Full Copyright Statenent
Copyright (C) The Internet Society (1997). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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