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| P Aut henti cati on using Keyed SHA

Status of this Meno

Thi s docunent defines an Experinmental Protocol for the Internet
comunity. This does not specify an Internet standard of any ki nd.
Di scussi on and suggestions for inprovenent are requested.
Distribution of this neno is unlimted.

Abstract
Thi s docunent describes the use of keyed SHA with the IP
Aut henti cati on Header.
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1.

| nt roducti on

The Aut hentication Header (AH) [RFC-1826] provides integrity and
authentication for | P datagrans. This specification describes the AH
use of keys with the Secure Hash Al gorithm (SHA) [FIPS-180-1].

It should be noted that this docunment specifies a newer version of
the SHA than that described in [FIPS-180], which was flawed. The
ol der version is not interoperable with the newer version.

Thi s docunent assunes that the reader is faniliar with the rel ated
document "Security Architecture for the Internet Protocol" [RFC
1825], which defines the overall security plan for IP, and provides
i nportant background for this specification

Keys

The secret authentication key shared between the communi cating
parties SHOULD be a cryptographically strong random nunmber, not a
guessabl e string of any sort.

The shared key is not constrained by this transformto any particul ar
size. Lengths of up to 160 bits MJST be supported by the

i npl enrent ation, although any particular key nay be shorter. Longer
keys are encour aged.

Data Size

SHA's 160-bit output is naturally 32-bit aligned. However, many

i npl ementations require 64-bit alignnment of the foll owing headers, in
whi ch case an additional 32 bits of padding is added, either before
or after the SHA output.

The size and position of this padding are negotiated as part of the
key managenent. Padding bits are filled with unspecified

i npl ement ati on dependent (randon) val ues, which are ignored on
recei pt.

Per f or mance

Prelimnary results indicate that SHA is 62% as fast as MD5, and 80%
as fast as DES hashing. That is,
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SHA < DES < MD5

Not a Bene:
Suggestions are sought on alternative authentication algorithns
that have significantly faster throughput, are not patent-
encunbered, and still retain adequate cryptographic strength.

2. Calculation

The 160-bit digest is calculated as described in [FIPS-180-1]. At
the time of witing, a portable C |anguage inplenmentation of SHA is
avail able via FTP fromftp://rand. org/pub/jimsha.tar.gz.

The form of the authenticated nessage is
key, keyfill, datagram key, SHAfill

First, the variable length secret authentication key is filled to the
next 512-bit boundary, using the sanme pad with | ength technique
defined for SHA

Then, the filled key is concatenated with (imedi ately foll owed by)
the invariant fields of the entire IP datagram (variant fields are
zeroed), concatenated with (imediately foll owed by) the original
vari abl e | ength key again.

Atrailing pad with length to the next 512-bit boundary for the
entire nessage is added by SHA itself. The 160-bit SHA digest is
calculated, and the result is inserted into the Authentication Data
field.

Di scussi on:
The | eading copy of the key is padded in order to facilitate
copyi ng of the key at machi ne boundaries without requiring re-
ali gnment of the followi ng datagram The paddi ng techni que
includes a |l ength which protects arbitrary length keys. Filling
to the SHA bl ock size also allows the key to be prehashed to avoid
the physical copy in sone inplenentations.

The trailing copy of the key is not necessary to protect against
appendi ng attacks, as the |IP datagram already includes a total
length field. It reintroduces mxing of the entire key, providing
m nimal protection for very long and very short datagrans, and
mar gi nal robustness agai nst possible attacks on the IP I ength
field itself.
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When the inplenmentati on adds the keys and padding in place before
and after the I P datagram care nmust be taken that the keys and/or
paddi ng are not sent over the link by the link driver.

Security Considerations

Users need to understand that the quality of the security provided by
this specification depends conpletely on the strength of the SHA hash
function, the correctness of that algorithm s inplementation, the
security of the key nmanagenment nechanismand its inplenentation, the
strength of the key [CN94], and upon the correctness of the

i npl ementations in all of the participating nodes.

The SHA al gorithmwas originally derived fromthe MD4 al gorithm

[ RFC-1320]. A flaw was apparently found in the origina

speci fication of SHA [FIPS-180], and this docunent specifies the use
of a corrected version [FIPS-180-1].

At the tine of witing of this docunent, there are no known flaws in
the SHA algorithm That is, there are no known attacks on SHA or any
of its conponents that are better than brute force, and the 160-bit
hash output by SHA is substantially nore resistant to brute force
attacks than the 128-bit hash size of MD4 and MD5.

However, as the flaw in the original SHA al gorithm shows,

cryptographers are fallible, and there may be substanti al
deficiencies yet to be discovered in the algorithm
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