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The S/ KEY One-Ti me Password System
Status of this Meno

This meno provides information for the Internet community. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abstract

Thi s docunent describes the S/KEY* One-Ti ne Password system as

rel eased for public use by Bellcore and as described in reference
[3]. A reference inplenentation and docunentation are avail abl e by
anonynous ftp fromftp.bellcore.comin the directories pub/nm/...

Overvi ew

One formof attack on conputing system connected to the Internet is
eavesdr oppi ng on network connections to obtain login id s and
passwords of legitinmate users. The captured login id and password
are, at a later tine, used gain access to the system The S/ KEY
One-Time Password systemis designed to counter this type of attack
called a replay attack

Wth the S/KEY system only a single use password ever crosses the
network. The user’s secret pass-phrase never crosses the network at
any time, including during |ogin or when executing other conmands
requiring authentication such as the UNI X commands passwd or su
Thus, it is not vulnerable to eavesdropping/replay attacks. Added
security is provided by the property that no secret information need
be stored on any system including the host being protected.

The S/ KEY system protects agai nst external passive attacks agai nst
the authentication subsystem It does not prevent a network

eavesdr opper from gai ning access to private information, and does not
provi de protection against "inside jobs" or against active attacks
where the potential intruder as able to intercept and nodify the
packet stream
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| nt roducti on

There are two sides to the operation of the S/ KEY one-tine password
system On the client side, the appropriate one-tinme password mnust
be generated. On the host side, the server nust verify the one-tine
password and permt the secure changing of the user’s secret pass-
phrase.

An S/ KEY system client passes the user’s secret pass-phrase through
mul tiple applications of a secure hash function to produce a one-tine
password. On each use, the nunber of applications is reduced by one.
Thus a uni que sequence of passwords is generated. The S/ KEY system
host verifies the one-tinme password by maki ng one pass though the
secure hash function and conparing the result with the previ ous one-
time password. This technique was first suggested by Leslie Lanport

[1].
Secure Hash Function

A secure hash function is a function that is easy to conpute in the
forward direction, but conputationally infeasible to invert. The

S/ KEY systemis based on the M) Message Di gest al gorithm designed by
Ronal d Rivest [2]. Since the S/ KEY authentication systemwent into
use, the MD5 Message Digest was rel eased. W have chosen to continue
to use MM due the large nunber of client progranms that have been
distributed. Sone sites have generated functionally sinilar systens
based on MD5. Cearly clients and hosts nust use the same secure
hash function to interoperate.

The S/ KEY system one-tinme passwords are 64 bits in length. This is
believed to be | ong enough to be secure and short enough to be
manual |y entered (see bel ow, Form of Passwords) when necessary.

The S/ KEY system applies the secure hash function nultiple tines,
producing a 64 bit final output. M4 accepts an arbitrary nunber of
bits as input and produces a 128 bit output. The S/ KEY secure hash
function consists of applying M4 to a 64 bit input and folding the
out put of MM with exclusive or to produce a 64 bit output.

Generation of One-Tine Passwords
This section describes the conmputation of the S/ KEY one-tine
passwords. It consists of a preparatory step in which all inputs are

conbi ned, a generation step where the secure hash function is applied
multiple tines, and an output function where the 64 bit one-tine
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password is displayed in readable form

The client’s secret pass phrase may be of any | ength and shoul d be
nmore than eight characters. As the S/ KEY secure hash function

descri bed above accepts a 64 bit input, a preparatory step i s needed.
In this step, the pass phrase is concatenated with a seed that is
transnitted fromthe server in clear text. This non-secret seed
allows a client to use the sane secret pass phrase on nultiple

machi nes (using different seeds) and to safely recycle secret
passwords by changing the seed. (For ease in parsing, the seed may
not contain any bl anks, and should consist of strictly al phanuneric
characters.) The result of the concatenation is passed through M,
and then reduced to 64 bits by exclusive-OR of the two 8-byte hal ves.

The follow ng code fragment uses the MM inplenentation defined in
RFC 1320 [2] and defines the preparatory step

strcpy(buf, seed);

strcat (buf, passwd) ;

MDbegi n( &nd)

Mbupdat e( &d, (unsi gned char *)buf, 8*bufl en);

/* Fold result to 64 bits */
nd. buffer[0] ~= nmd. buffer[2];
nd. buffer[1] ~= nmd. buffer[3];

A sequence of one-tine passwords is produced by applying the secure
hash function nultiple tines to the output of the preparatory step
(called S). That is, the first one-tine password is produced by
passing S through the secure hash function a nunber of tines (N
specified by the user. The next one-tine password is generated by
passing S though the secure hash function N1 tines. An eavesdropper
who has nonitored the transm ssion of a one-tinme password woul d not
be able to generate any succeedi ng password because doi ng so woul d
require inverting the hash function.

For m of Passwor ds

The one-time password generated by the above procedure is 64 bits in
length. Entering a 64 bit nunber is a difficult and error prone
process. Sone S/ KEY system one-tine password cal cul ator prograns
insert this password into the input stream others make it avail able
for systemcut and paste. Some arrangenents require the one-tine
password to be entered nanually. The S/ KEY systemis designed to
facilitate this manual entry w thout inpeding automatic nethods. The
one-time password is therefore converted to, and accepted as, a
sequence of six short (1 to 4 letter) English words. Each word is
chosen froma dictionary of 2048 words; at 11 bits per word, al
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one-tinme passwords nmay be encoded. Interoperability requires at all
S/ KEY system hosts and cal cul ators use the sanme dictionary. The
standard dictionary is attached to this RFC

Verification of One-Ti ne Passwords

c

A function on the host systemthat requires S/ KEY authentication is
expected to issue an S/ KEY challenge. This challenge give the client
the current S/ KEY paraneters - the sequence nunmber and seed. It is

i nportant that the S/ KEY challenge be in a standard format so that
automated clients (see below) can recognize the chall enge and extract
the paranmeters. The fornmat of the challenge is:

s/ key sequence_i nteger seed

The three tokens are separated by single space characters. The
challenge is term nated by a blank or a new ine.

G ven the paraneters and the secret pass phrase, the client can
compute (or | ookup) the one tinme password. It then passes it to the
host systemwhere it can be verified.

The host systemhas a file (on the UNI X reference inplenmentation it
is /etc/skeykeys) containing, for each user, the one-tinme password
fromthe | ast successful login, or it may be initialized with the
first one-time password of the sequence using the keyinit conmand
(this command nanme may be inplenentation dependent). To verify an
authentication attenpt, it passes the transmtted one-tine password
t hrough the secure hash function one tine. |If the result of this
operati on matches the stored previous one-tine password, the

aut hentication is successful and the accepted one-tinme password is
stored for future use.

Because the nunber of hash function applications executed by the
client decreases by one each tine, at some point the user nust
reinitialize the systemof be unable to login again. This is done by
usi ng the keyinit conmand which allows the changing of the secret
pass phrase, the iteration count, and the seed. A frequent technique
is toincrement a trailing digit(s) of the seed and to reset the
iteration count (to sonmething in range of 500-1000).

ents

Several prograns are available to calculate S/ KEY one tinme passwords.
Included in the reference inplenentation are conmand |ine interfaces
for UNI X and PC systens (key), TSR interfaces for PCs (ctkey,
ternkey, and popkey), and GU interfaces for Macintosh and W ndows
(keyapp and un-naned Maci ntosh interface).
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The nost basic calculator is the key conmand whose fornmat is:
key [-n count] sequence seed

The optional count is used to display nore than a single one tine
password. This is useful to create a paper list of one tine
passwor ds.

The nost automated cal culator is the ternkey programthat runs as a
Terninate and Stay Resident (TSR) programon a PC. It scans the
screen to find the S/ KEY paraneters, pronpts for the secret pass
phrase, and stuffs the one tinme password into the keyboard buffer.

Acknow edgenent s
The idea behind S/ KEY aut hentication was first proposed by Leslie
Lanport [1]. The specific system described was proposed by Phi
Karn, who also wote nost of the reference inplenmentation
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Security Considerations
This entire docunent is about Security Considerations.
Aut hor’ s Address

Nei|l Haller

Bel | core

MRE 2Q 280

445 South Street

Morristown, NJ, 07960-6438, USA

Phone: +1 201 829-4478

Fax: +1 201 829-2504
EMai | : nnmh@el | core. com
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Di ctionary for Converting Between S/ KEY 6-Wrd and Binary Formats

This dictionary is fromthe nodule put.c. The code for this nodul e,
and an inplenmentation of the entire S/KEY One Tine Password Systemis
avai |l abl e by anonynous ftp fromftp.bellcore.comin the directory
pub/ nmh/ skey.

{ A, " ABE", " ACE", " ACT", "AD", " ADA" " ADD",
" AGO', "Al D', "A M, "AlR', "ALL", "ALP", "AM', " AMY!
" AN", " ANA", "AND", " ANN", "ANT", " ANY", "APE" " APS"
"APT", " ARC", "ARE", " ARK" , "ARM', "ART", "AS", " ASH',
" ASK", "AT", "ATE", " AUG', "AUK", " AVE", "AVE" " AVK"
AW, " AVWN', "AX", "AYE", "BAD", "BAG', "BAH", " BAM'
"BAN', "BAR", " BAT", " BAY", "BE", "BED", "BEE", "BEG',
"BEN', "BET", "BEY", "Bl B", "Bl D', "Bl G, "BI N', "BI T
"BOB", "BOG', "BON', "BOO', " BOP", "BOW , " BOY", "BuB",
"BUD", "BUG', "BUM', "BUN", " BUS", "BUT", " BUY", " BY"
"BYE", " CAB", " CAL", " CAM', " CAN', " CAP", " CAR', " CAT",
" CAW , "CoD', " COG', "caLt, " CON', "COo0o', " COoP", "cort,
" COW , " CcoY", " CRY", "CcuB", " CUE", " CUP", "CUR', "caurt,
"DAB", "DAD", "DAM', " DAN", "DAR", " DAY", "DEE", "DEL",
"DEN", " DES", "DEW , "Dl D', "D E", "Dl G, "DI N', "Dl P
" DO, " DOE", "DOG', "DON", " Dor", " DOW , " DRY", " DbuB",
" DUD", " DUE", "DUG', "DUN", "EAR', "EAT", "ED", "EEL",
"EGG', "EGO, "ELI", "ELK", "ELM', "ELY", "EM', "END",
"EST", "ETC', "EVA", "EVE", "EVE", "EYE", "FAD", "FAN',
"FAR', "FAT", "FAY", "FED", "FEE", "FEW, "FI B", "FI G
"FI N', "FIR", "FIT, "FLO', "FLY", "FCE", "FOG', "FOR',
"FRY", "FUM', "FUN", "FUR", " GAB", "GAD", "GAG', "GAL",
"GAM', " GAP", "GAS', "GAY", " CGEE", "CEL", "CGEM', "CET",
"dG', "alL", "G N', "co', " cor, "GUM', " GUN', "aJs,
QT " GUY", "GYM', "GYP", "HA", "HAD", "HAL", "HAM',
"HAN", " HAP", "HAS", "HAT", "HAW , " HAY", "HE", "HEM',
"HEN", "HER", "HEW , "HEY", "HM, "H D', "H M, "H P
"H S*, "HT, "HO', "HOB", "HOC', "HOE" , "HOG', " HOP"
" HOT", "HOW , " HUB", "HUE", "HUG', " HUH", "HUM', " HUT",
B I "1 CY", "1 DA", "TF, "I KE", "L, "I NK", "1 NN',
"1, "I ON', "1Q, "1 RA", "I RE", "1 RK", "1s, 1T,
"I TS, YA G "JAB", "JAG', "JAM', "JAN', "JAR', "JAW ,
"JAY", "JET", "JIG', "JIM, "Ja, "JoB", "JOE", "JOG',
"Jaor', "Joy", "JUG', "Jurt, " KAY", "KEG', "KEN', " KEY"
"KI D', "KIM, "KI'N', "KIT, "LA", "LAB", "LAC', "LAD",
"LAG', "LAM', "LAP", "LAW, "LAY", "LEA", "LED", "LEE",
"LEG', "LEN", "LEC', "LET", "LEW, "LI D', "LIE", "LIN',
"LI P, B "LOY, "LOB", "LOG', "LOP", "LCS", “Lor",
"LoJ, "LOW, "LOY", "LUG', "LYE", "IVAY "MAC', "MAD",
" MAE", " MAN', "MAO', " MAP", " MAT", " MAW , " MAY", " VE!
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"MEG', " MEL", "MEN", "VET", "MEW , "MD", "M N, "MT,
" MOB", "MOD", " MOE", "MOO', " MOP", "MOS", " MOT", " MOW ,
"MD", "MJG', "MUM', "WYY, "NAB", "NAG', " NAN", " NAP",
" NAT", " NAY", "NE", "NED", "NEE", "NET", "NEW , "N B",
"NIL", "N P, "NT, "NO', "NOB" , "NOD", “NON', "NOR',
“NOT" , "NOV', " NOW , "NU', " NUN", "NUT", "o, " OAF",
" CAK", "OAR', " CAT", "abD', " CDE", "OF", " OFF", "OFT",
"OH', "alL", " K", "aLD', "ON', "ONE", "OR', "ORB",
"ORE", "ORR', RO SH "orT, "QUR', RO VI "OVA", "OW,

" ONE", "ONL", " OMNN', "oX", " PA", " PAD", "PAL", "PAM',
"PAN", " PAP" , "PAR", " PAT", " PAW , " PAY", "PEA", " PEG',
"PEN", " PEP", "PER", "PET", "PEW , "PH M, B = "PI E",
"PI N, "PILT, "PLY", "PO', " POD", "POE", " POP", "pPOT",
" POW , "PRO', "PRY", " puUB", " PUG', " PUN", " PUP", " pUT",
"QUO', "RAG', "RAM', "RAN", " RAP", " RAT", "RAW , "RAY",
"REB", "RED", "REP", "RET", "R B", "RI D', "R G, "RIM,
"Rl O, "R P, "ROB", "ROD", " ROE", "RON", "ROT", "ROW ,
" ROY", "RUB", "RUE", "RUG', "RUM', "RUN", "RYE", " SAC

" SAD", "SAG', "SAL", " SAM', " SAN', " SAP", " SAT", " SAW ,
" SAY", " SEA", " SEC', " SEE", " SEN', " SET", " SEW , " SHE"

" SHY", "SIN', "SI P, "SI R, "SI S, "SIT, " SKI ", " SKY",
"SLY", "SO', " SOB", "800, " SON', " SOP", " SOW , " SOY",
" SPA", " SPY", " SuB", "SuD', " SUE", "SUM', " SUN', " SUP",
"TAB", "TAD", "TAG', "TAN", "TAP", "TAR", "TEA", "TED",
"TEE", "TEN", "THE", "THY", "TIC, "TIE", "TIM, "TIN',
"TI P, "TO', "TOE", "TOG', "TOM', "TON', "TOO', "TOP",
"TOW, " TOY", "TRY", "TuB", "TUG', "TUM', "TUN", "TWO',
"UN', "uUP", " US", " USE", "VAN', " VAT", "VET", "VIE",
"WAD", "WAG', "WAR", "WAS", "WAY", "W, "VEB", "WED",
"VEE", "WVET", "VWHO', " WWHY" "WN', "WT, "WOK", "WON',
"WoO', "WOW , "VARY", "WJ, "YAM', "YAP", "YAW , "YE",

"YEA", "YES", "YET", "YQU', "ABED', "ABEL", "ABET", "ABLE"
"ABUT", "ACHE', "ACD', "ACME', "ACRE', "ACTA', "ACTS', "ADAM,
"ADDS", "ADEN', "AFAR', "AFRO', "AGEE', "AHEM', "AHOY", "AIDA",
"AIDE", "ADS', "AIRY', "AJAR', "AKIN', "ALAN', "ALEC', "ALGA',
"ALI A", "ALLY", "ALMA', "ALCE', "ALSO', "ALTO', "ALUM', "ALVA"
“AMEN', "AMES', "AMD', "AWO', "AMX"', "AMOS', "AMRA', "ANDY",
"ANEW, "ANNA", "ANNE", "ANTE', "ANTI", "AQUA", "ARAB", "ARCH',
"AREA', "ARGO', "ARID', "ARW", "ARTS', "ARTY', "ASIA', "ASKS"
"ATOM', "AUNT", "AURA"', "AUTO', "AVER', "AVID', "AVIS', "AVON',
"AVOWN, "AWAY", "AWRY", "BABE', "BABY", "BACH', "BACK"', "BADE"
"BAIL", "BAIT', "BAKE', "BALD', "BALE', "BALI", "BALK"', "BALL",
"BALM', "BAND', "BANE"', "BANG', "BANK', "BARB', "BARD', "BARE',
"BARK", "BARN', "BARR', "BASE', "BASH', "BASK"', "BASS', "BATE',
"BATH', "BAW', "BAW", "BEAD', "BEAK', "BEAM', "BEAN', "BEAR",
"BEAT", "BEAU', "BECK"', "BEEF', "BEEN', "BEER', "BEET", "BELA"
"BELL", "BELT", "BEND', "BENT", "BERG', "BERN', "BERT", "BESS"
"BEST", "BETA', "BETH', "BHOY', "BIAS', "BIDE', "BIEN', "BILE",
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"Bl LK", "BILL", "BIND', "BING', "BIRD', "BITE', "BITS", "BLAB"
"BLAT", "BLED', "BLEW, "BLOB', "BLOC', "BLOI", "BLOW, "BLUE",
"BLUM', "BLUR', "BOAR', "BOAT', "BOCA', "BOCK', "BODE"', "BODY",
"BOGY", "BOHR', "BOL", "BOLD', "BOLO', "BCOLT", "BQOvVB", "BONA",
"BOND', "BONE", "BONG', "BONN', "BO\Y', "BOX', "BOOM', "BOON',
“BOOr", "BORE', "BORG', "BORN', "BCSE', "BOSS', "BOrH', "BOUT",
"BOAL", "BOYD', "BRAD', "BRAE', "BRAG', "BRAN', "BRAY", "BRED',
"BREW, "BRIG', "BRIM, "BROW, "BUCK', "BUDD', "BUFF"', "BULB",
"BULK", "BULL", "BUNK", "BUNT", "BUOY", "BURG', "BURL", "BURN'
"BURR', "BURT", "BURY", "BUSH', "BUSS', "BUST", "BUSY", "BYTE",
"CADY", "CAFE', "CAGE", "CAIN', "CAKE', "CALF', "CALL", "CALM,
"CAME", "CANE", "CANT", "CARD', "CARE', "CARL", "CARR', "CART",
"CASE", "CASH', "CASK", "CAST", "CAVE', "CEIL", "CELL", "CENT",
"CERN', "CHAD', "CHAR', "CHAT", "CHAW, "CHEF', "CHEN', "CHEW,
"CHC, "CHN, "CHOU', "CHOW, "CHUB", "CHUG', "CHUM', "CITE"
“aTyt, "CLAD', "CLAM', "CLAN', "CLAW, "CLAY", "CLOD', "CLOG'
“cLort, "cLuB', "CLUE', "COAL", "COAT", "COCA", "COCK', "COoCO'
" CobA', "COobE', "Cobyt, "CoeD', "CAL", "CAON', "COKE', "COLA'
“cab, "coTtt,  "CcovAat, "cows', "COwe', "COoxK', "coaL', " COON'
“coort, "COorD', "CORE', "CORK", "CORN', "COST", "COVE', "COMN"
"CRAB", "CRAG', "CRAM', "CRAY", "CREW, "CRB', "CROW, "CRUD',
"CUBA', "CUBE', "CUFF", "CULL", "CULT", "CUNY", "CURB"', "CURD',
"CURE", "CURL", "CURT", "CUTS', "DADE", "DALE", "DAME", "DANA",
"DANE", "DANG', "DANK", "DARE', "DARK', "DARN', "DART", "DASH',
"DATA", "DATE"', "DAVE"', "DAVY', "DAW', "DAYS', "DEAD', "DEAF",
"DEAL", "DEAN', "DEAR', "DEBT', "DECK', "DEED', "DEEM', "DEER',
"DEFT", "DEFY", "DELL", "DENT", "DENY", "DESK', "D AL", "DICE"
"DED', "D ET", "D M", "D NE', "DNG, "DNIr*, "DRE', "DRIT",
"bDsCc', "D SH', "D SK*, "DVE', "DOCK', "DCES', "DOLE"', "DOLL",
“DOLT", "DOVE', "DONE', "DOOM', "DOOR', "DORA"', "DOSE", "DOTE",
"DOUG', "DOUR', "DOVE', "DOWN', "DrRAB", "DRAG', "DRAM', "DRAW,
"DREW, "DRUB', "DRUG', "DRUM', "DUAL", "DUCK"', "DUCT", "DUEL",
“DUET", "DUKE', "DuLL", "DuwB", "DUNE", "DUNK", "DUSK", "DUST",
"DUTY", "EACH', "EARL", "EARN', "EASE', "EAST", "EASY", "EBEN',
"ECHO', "EDDY", "EDEN', "EDCGE', "EDGY', "EDT", "EDNA", "EGAN',
"ELAN', "ELBA', "ELLA", "ELSE', "EML", "EMT", "EMVA', "ENDS',
"ERIC', "EROS', "EVEN', "EVER', "EVIL", "EYED', "FACE"', "FACT",
"FADE", "FAIL", "FAIN', "FAIR', "FAKE', "FALL", "FAME"', "FANG',
"FARM', "FAST", "FATE', "FAW', "FEAR', "FEAT", "FEED', "FEEL",
"FEET", "FELL", "FELT", "FEND', "FERN', "FEST", "FEUD', "FIEF",
"FIGS', "FILE', "FILL", "FILM, "FIND', "FINE', "FINK', "FIRE",
"FIRM, "FISH', "FISK', "FIST', "FITS', "FIVE', "FLAG', "FLAK",
"FLAM', "FLAT", "FLAW, "FLEA', "FLED', "FLEW, "FLIT", "FLOC'
"FLOG', "FLOW, "FLUB", "FLUE', "FOAL", "FOAM', "FOGY", "FOL"
"FOLD', "FOLK', "FOND', "FONT", "FOOD', "FOOL", "FOOT", "FORD'
"FORE", "FORK', "FORM', "FORT", "FOSS', "FOU", "FOUR', "FOA",
"FRAU', "FRAY", "FRED', "FREE', "FRET", "FREY', "FROG', "FROM
"FUEL", "FULL", "FUME', "FUND', "FUNK", "FURY", "FUSE', "FUSS"
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"GAFF', "GAGE', "GAIL", "GAIN', "GAIT', "GALA', "GALE", "GALL",
"GALT", "GAME', "GANG', "GARB", "GARY", "GASH', "GATE", "GAUL",
"GAUR', "GAVE', "GAWK", "GEAR', "GELD', "GENE", "GENT", "GERM,
" ceTS', "4d@BE', "AFT*, "GLD', "4&LL", "4GLT', "GEANA'", "GERD,
"dR", "4@sr, "dVE', "GAD', "GEE', "GEN', "GlIB', "G0B"
"o, "aow, "GLUE', "G&uMm, "aur', "GOAD', "GOAL", " GOAT",
"CGCER', "GOES', "@GOLD', "GOLF', "GONE', "GONG', "EOooD', " GOOF!
"CGORE', "GORY", "GOSH', "GOUT", "GOMNN', "GRAB', "GRAD', "GRAY",
"CREG', "GREW, "GREY', "RID', "&RM, "&RN, "GRT', "GCROWN,
"CGRUB", "GULF', "@JLL", "GUNK", "GURU', "G@USH', "@UST", "GNAEN',
"GWN', "HAAG', "HAAS', "HACK", "HAIL", "HAIR', "HALE"', "HALF",
"HALL", "HALO', "HALT", "HAND', "HANG', "HANK', "HANS', "HARD',
"HARK", "HARM', "HART", "HASH', "HAST", "HATE", "HATH', "HAUL",
"HAVE", "HAW", "HAYS', "HEAD', "HEAL", "HEAR', "HEAT", "HEBE",
"HECK", "HEED', "HEEL", "HEFT', "HELD', "HELL", "HELM', "HERB",
"HERD', "HERE', "HERO', "HERS', "HESS', "HEWN', "H CK", "H DE",
"HG&d, "HKE', "HLL", "HLT", "HND', "HNI", "HRE", "HSS",
“H VE', "HOBO', "HOCK", "HOFF', "HOLD', "HOLE', "HOLM', "HOLT",
"HOMVE", "HONE", "HONK", "HOOD', "HOOF", "HOXX", "HOOT", "HORN'
"HOSE", "HOST", "HOUR', "HOVE"', "HOWE', "HOA", "HOYT", "HUCK"
"HUED', "HUFF", "HUGE", "HUGH', "HUGO', "HULK", "HULL", "HUNK",
"HUNT", "HURD', "HURL", "HURT", "HUSH', "HYDE', "HYMN', "IBIS",
"I CON', "IDEA", "IDLE", "IFFY", "INCA", "INCH', "INTO', "|ONS"
"IOTA", "lTowm', "IRS', "IRWVA', "IRON', "ISLE', "ITCH', "ITEM,
"I VAN', "JACK', "JADE', "JAIL", "JAKE', "JANE', "JAVA', "JEAN'
"JEFF', "JERK', "JESS*, *"JEST', "JIBE', "JILL", "JILT", "JIVE"
"JOAN', "JoBS', "Jock', "JOEL", "JCEY', "JOHN', "JAN', "JOKE',
“JaoT,  "JOove', "Jubb', "JUDE', "JuDO', "Juby', "Juwu', "JUKE",
“JULY",  "JUNE", "JUNK", "JUNO', "JURY", "JUST", "JUTE", "KAHN',
"KALE", "KANE"', "KANT", "KARL", "KATE", "KEEL", "KEEN', "KENO',
"KENT", "KERN', "KERR', "KEYS', "KICK', "KILL", "KIND', "KING
"KIRK", "KISS', "KITE", "KLAN', "KNEE', "KNEW, "KNIT", "KNOB",
"KNOT", "KNOW, "KOCH', "KONG', "KUuDO', "KURD', "KURT", "KYLE"
"LACE", "LACK', "LACY', "LADY', "LAID', "LAIN', "LAR', "LAKE",
"LAMB", "LAME', "LAND', "LANE', "LANG', "LARD', "LARK"', "LASS"
"LAST", "LATE', "LAUD', "LAVA', "LAW', "LAWS', "LAYS', "LEAD
"LEAF", "LEAK", "LEAN', "LEAR', "LEEK', "LEER', "LEFT", "LEND'
"LENS", "LENT", "LEON', "LESK', "LESS', "LEST", "LETS", "LIAR',
"LICE", "LICK', "LIED', "LIEN', "LIES', "LIEU', "LIFE"', "“LIFT",
"LI KE", "LILA", "“LILT", "LILY", "LINMA*, "LIMB", "LIME', "LIND',
"LINE", "LINK", "LINT*, "LION', "LISA", "LIST", "LIVE"', "LOAD
"LOAF", "LOAM', "LOAN', "LOCK", "LOFT", "LOGE", "LAS', "LOLA'
"LONE", "LONG', "LOOK", "LOON', "LOOT", "LORD', "LORE", "LOSE"
"Loss', “LOsT*, "LOUD', "LOVE', "LOWE", "LUCK", "LUCY", "LUGE"
"LUKE", "LULU', "LUND', "LUNG', "LURA', "LURE", "LURK", "LUSH',
“LUST", "LYLE", "LYNN', "LYON', "LYRA', "MACE"', "MADE"', "MAG",
"MAID', "MAIL", "MAIN', "MAKE", "MALE"', "MALI", "MALL", "MNALT",
“MANA",  "MANN',  "MANY", "MARC', "MARE', "MARK', "MARS', "MART",
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"MARY", "MASH', "MASK", "MASS', "MAST', "MATE', "MATH', "MAUL",
"MAYO', "MEAD', "MEAL", "MEAN', "MEAT", "MEEK", "MEET", "MELD',
“MELT", "MEMO', "MEND', "MENU', "MERT", "MESH', "MESS', "M CE"
"MKE', "MLD', "MLE', "MLK', "MLL", "MLT", "MM", "MND',
"MNE', "MN", "MNK"', "MNI*, "MRE', "MSS', "MST', "MTE",
"MTT", "MOAN', "MOAT", "MOCK", "MCODE', "MALD', "MALE"', "MALL",
“MOLT",  "MONA", "MONK", "MONT", "MOOD', "MOON', "MOR', "MOOT",
“MORE", "MORN', "MORT", "MOSS', "MOST', "MOTH', "MOVE"', "MJCH',
“MUCK',  "MJDD', "MJFF', "MILE", "MILL", "MJRK', "MJISH', "MIST",
“MJTE", "MJTT", "MYRA", "MYTH', "NAGY", "NAIL", "NAIR', "NAWE"
"NARY", "NASH', "NAVE", "NAVY", "NEAL", "NEAR', "NEAT", "NECK",
"NEED', "NEIL", "NELL", "NEON', "NERO', "NESS', "NEST", "NEWS',
"NEW™, "NIBS', "NCE"', "NCOGCK', "NLE", "NNA", "NNE", "NOAH',
“NODE", "NOEL", "NOLL", "NONE", "NOOK", "NOON', "NORM', "NOSE",
“NOTE", "NOUN', "NOVA", "NUDE", "NULL", "NuwmB", "OATH', "OBEY"
“OBOE', "ODIN', "OHO', "OLY', "ONI", "OKAY", "OLAF', "OLDY",
"OLA&A", "CLIN', "OVAN', "OMEN', "OMT", "ONCE", "ONES', "ONLY"
"ONTO', "ONUSs', "ORAL", "ORGY", "OsLO', "Orls', "OrtTo', "oucH'
“Qustt,  "adrs', "OvAL", "OVEN', "OVER', "OAY", "OMS', "QUAD',
"QUITY, "QUOD', "RACE", "RACK", "RACY', "RAFT", "RAGE', "RAID',
"RAIL", "RAIN', "RAKE', "RANK", "RANT", "RARE", "RASH', "RATE",
"RAVE", "RAYS', "READ', "REAL", "REAM', "REAR', "RECK', "REED',
"REEF', "REEK', "REEL", "REID', "REIN', "RENA", "REND', "RENT",
"REST", "RICE', "RICH', "RCK', "RDE', "RFT", "RLL", "R M
"RING', "RINK*, "RISE', "R SK', "RTE", "ROAD', "ROAM', "ROAR',
"ROBE", "ROCK', "RODE', "ROL", "ROLL", "ROWE', "ROOD', "ROOF",
"ROOXK", "ROOM', "ROOI", "ROSA", "RCSE', "ROSS', "ROSY", "ROTH',
"ROUT", "ROVE', "ROWE', "ROWS", "RUBE', "RUBY", "RUDE", "RUDY",
"RUN', "RULE', "RUNG', "RUNS", "RUNT", "RUSE"', "RUSH', "RUSK",
"RUSS', "RUST", "RUTH', "SACK", "SAFE", "SAGE"', "SAID', "SAlL",
"SALE", "SALK"', "SALT", "SAME", "SAND', "SANE", "SANG', "SANK",
"SARA", "SAUL", "SAVE', "SAYS', "SCAN', "SCAR', "SCAT", "SCOor",
"SEAL", "SEAM', "SEAR', "SEAT", "SEED', "SEEK', "SEEM', "SEEN',
" SEES', "SELF', "SELL", "SEND', "SENT", "SETS', "SEW', "SHAG'
"SHAM', "SHAW, "SHAY', "SHED', "SH M, "SH N', "SHOD', "SHOE",
" SHOr", "SHOW, "SHUN', "SHUT*, "SICK', "SIDE", "SIFT", "SIGH
“sfaN', "SIk, "SstLL, "srLo', "SILT', "SINE', "SING', "SINK",
“SIRE*, "SITE', "SITS', "SITU', "SKAT', "SKEW, "SKID', "SKIM,
"SKIN', "SKIT*, "SLAB", "SLAM', "SLAT", "SLAY", "SLED', "SLEW,
“sLio, "SLim, "sStrTt, "sSLos*, "SLoG', "SLor', "SLOW, "SLUG'
“SLuM,  "SLUR', "SMOG', "SMJUG', "SNAG', "SNOB", "SNOW, "SNUB"
"SNUG', "SOAK', "SOAR', "SOCK", "SCDA', "SCFA', "SOFT", "SAL",
"saLb', "SOvE', "SONG', "SOON', “"Ssoort,  "SORe', "SORT", "SOUL",
"SOUR', "SOM', "STAB", "STAG', "STAN', "STAR', "STAY", "STEM,
“STEW, "STIR', "STtow, "STUB", "STUN', "SUucCH', "SuDS', "SUT",
"SULK", "SUMS', "SUNG', "SUNK", "SURE", "SURF", "SWAB", "SWAG'
"SWAM',  "SWAN', "SWAT", "SWAY", "SWM, "SWM, "TACK', "TACT",
"TAIL", "TAKE', "TALE", "TALK", "TALL", "TANK', "TASK", "TATE",
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"TAUT", "TEAL", "TEAM', "TEAR', "TECH', "TEEM', "TEEN', "TEET",
"TELL", "TEND', "TENT", "TERM', "TERN', "TESS', "TEST", "THAN',
"THAT", "THEE', "THEM', "THEN', "THEY', "THN', "TH S', "THUD',
"THUG', "TIek', “TIDE*, *“TIDY', "TIED', "TIER', "TILE", "TILL",
"TILT", "TIME", "TINA", "TINE', "TINT", "TINY", "TIRE', "TOAD
"TOXO', "TAL", "TOLD', "TOLL", "TONE", "TONG', "TONY", "TOX",
“Toot, “T1oort,  "TORE', "TORN', "TOTE", "TOUR', "TOUT", "TOM'
"TRAG', "TRAM', "TRAY", "TREE', "TREK', "TRIG', "TRIM, "TR O,
"TROD', "TROT", "TROY", "TRUE', "TUBA', "TUBE', "TucCk", "TUFT"
"TUNA", "TUNE", "TUNG', "TURF', "TURN', "TUSK', "TWG', "TWN',
"TWT", "ULAN', "UNIT", "URGE", "USED', "USER', "USES', "UTAH'
"VAIL", "VAIN', "VALE', "VARY', "VASE', "VAST", "VEAL", "VEDA',
"VEIL", "VEIN', "VEND', "VENT", "VERB', "VERY", "VETO', "VICE"
"VIEW, "VINE', "VISE', "VAOD', "vO.T', "VOIE', "WACK"', "WADE",
"WAGE", "WAIL", "WAIT', "WAKE', "WALE", "WALK", "WALL", "WALT",
"WAND', "WANE", "WANG', "WANT", "WARD', "WARM', "WARN', "WART",
"WASH', "WAST", "WATS", "WATT", "WAVE", "WAVY", "WAYS', "WEAK",
"WEAL", "WEAN', "WEAR', "WEED', "WEEK", "WEIR', "WELD', "WELL",
“VELT", "VENT", "WERE", "WERT", "WEST", "WHAM', "WHAT", "WHEE",
"WHEN', "WHET", "WHQA", "WHOM', "WCK', "WFE', "WLD', "WLL",
"WND', "WNE", "WNG', "WN", "WNO', "WRE', "WSE', "WSH',
"WTH', "WOLF", "WONT", "WoOD', "WOOL", "WORD', "WORE', "WORK"
"WORM',  "WORN', "WOVE', "WRIT', "WNN', "YALE"', "YANG', "YANK",
"YARD', "YARN', "YAW", "YAWN', "YEAH', "YEAR', "YELL", "YOGA',
" YOKE" }i
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