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Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

The Point-to-Point Protocol (PPP) [1] provides a standard nethod for
transporting nulti-protocol datagrans over point-to-point |inks.

PPP al so defines an extensible Link Control Protocol, which allows
negoti ati on of an Authentication Protocol for authenticating its peer
before allowi ng Network Layer protocols to transmt over the |ink.

Thi s docunent defines a nethod for Authentication using PPP, which
uses a random Chal l enge, with a cryptographically hashed Response
whi ch depends upon the Chall enge and a secret key.
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1. Introduction

In order to establish conmuni cations over a point-to-point |ink, each
end of the PPP link nust first send LCP packets to configure the data
l'ink during Link Establishnment phase. After the |ink has been
establ i shed, PPP provides for an optional Authentication phase before
proceeding to the Network-Layer Protocol phase.

By default, authentication is not nandatory. |f authentication of
the link is desired, an inplenmentati on MIST specify the

Aut henti cati on- Protocol Configuration Option during Link

Est abl i shment phase.

These authentication protocols are intended for use primarily by
hosts and routers that connect to a PPP network server via swtched
circuits or dial-up lines, but night be applied to dedicated Iinks as
well. The server can use the identification of the connecting host
or router in the selection of options for network | ayer negoti ati ons.

Thi s docunent defines a PPP authentication protocol. The Link
Est abl i shnment and Aut hentication phases, and the Authentication-
Protocol Configuration Option, are defined in The Point-to- Point
Protocol (PPP) [1].

1.1. Specification of Requirements

In this docunment, several words are used to signhify the requirenents
of the specification. These words are often capitalized.

MUST This word, or the adjective "required", means that the
definition is an absolute requirenent of the specification.

MUST NOT This phrase nmeans that the definition is an absol ute
prohi bition of the specification.

SHOULD This word, or the adjective "recommended", neans that there
may exist valid reasons in particular circunstances to
ignore this item but the full inplications nust be

under st ood and carefully wei ghed before choosing a
di fferent course.

MAY This word, or the adjective "optional", nmeans that this
itemis one of an allowed set of alternatives. An
i mpl enent ati on which does not include this option MJST be
prepared to interoperate with another inplenmentation which
does include the option
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1.2. Termnol ogy
Thi s docunent frequently uses the follow ng terns:

aut henti cat or
The end of the link requiring the authentication. The
aut henti cator specifies the authentication protocol to be
used in the Configure-Request during Link Establishment
phase.

peer The other end of the point-to-point link; the end which is
bei ng aut henti cated by the authenticator.

silently discard
This means the inplenmentation di scards the packet w thout
further processing. The inplenentation SHOULD provide the
capability of logging the error, including the contents of
the silently discarded packet, and SHOULD record the event
in a statistics counter.

2. Chal | enge- Handshake Aut henticati on Protocol

The Chal | enge- Handshake Aut henti cation Protocol (CHAP) is used to
periodically verify the identity of the peer using a 3-way handshake.
This is done upon initial link establishment, and MAY be repeated
anytinme after the link has been established.

1. After the Link Establishnent phase is conplete, the
aut henti cator sends a "chal |l enge" nessage to the peer.

2. The peer responds with a value cal cul ated using a "one-way
hash" function

3. The aut henticator checks the response against its own
cal cul ati on of the expected hash value. |If the values match

the authentication is acknow edged; otherw se the connection
SHOULD be terni nat ed.

4. At randomintervals, the authenticator sends a new challenge to
the peer, and repeats steps 1 to 3.
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2.1. Advant ages

CHAP provi des protection agai nst playback attack by the peer through
the use of an increnentally changing identifier and a variable
chal | enge value. The use of repeated challenges is intended to limt
the time of exposure to any single attack. The authenticator is in
control of the frequency and tining of the challenges.

Thi s aut henti cati on net hod depends upon a "secret" known only to the
aut henticator and that peer. The secret is not sent over the link.

Al t hough the authentication is only one-way, by negotiating CHAP in
both directions the same secret set may easily be used for nutual
aut henti cati on.

Since CHAP may be used to authenticate many different systens, nane
fields nay be used as an index to locate the proper secret in a |arge
tabl e of secrets. This also makes it possible to support nore than
one nane/ secret pair per system and to change the secret in use at
any time during the session.

2. 2. Disadvant ages

CHAP requires that the secret be available in plaintext form
Irreversably encrypted password databases commonly avail abl e cannot
be used.

It is not as useful for large installations, since every possible
secret is maintained at both ends of the link.

I mpl enent ati on Note: To avoid sending the secret over other |inks
in the network, it is recommended that the chall enge and response
val ues be exanined at a central server, rather than each network
access server. Oherw se, the secret SHOULD be sent to such
servers in a reversably encrypted form Either case requires a
trusted rel ationship, which is outside the scope of this

speci ficati on.
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2.3. Design Requirements

The CHAP algorithmrequires that the length of the secret MJST be at
least 1 octet. The secret SHOULD be at |east as |arge and
unguessabl e as a well-chosen password. It is preferred that the
secret be at |least the Iength of the hash value for the hashing

al gorithm chosen (16 octets for MD5). This is to ensure a
sufficiently |arge range for the secret to provide protection against
exhausti ve search attacks.

The one-way hash algorithmis chosen such that it is conputationally
infeasible to determ ne the secret fromthe known chal |l enge and
response val ues.

Each chal | enge val ue SHOULD be uni que, since repetition of a
chal | enge value in conjunction with the sane secret would permt an
attacker to reply with a previously intercepted response. Since it
is expected that the sane secret MAY be used to authenticate with
servers in disparate geographic regions, the challenge SHOULD exhi bit
gl obal and tenporal uni queness.

Each chal | enge val ue SHOULD al so be unpredictable, |east an attacker
trick a peer into responding to a predicted future chall enge, and
then use the response to masquerade as that peer to an authenticator

Al t hough protocols such as CHAP are incapable of protecting agai nst
realtine active wi retapping attacks, generation of unique
unpredi ct abl e chal |l enges can protect against a wi de range of active
att acks.

A di scussi on of sources of uniqueness and probability of divergence
is included in the Mgi c- Nunber Configuration Option [1].
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3. Configuration Option Format

A summary of the Authentication-Protocol Configuration Option formnat
to negotiate the Chal |l enge- Handshake Aut henti cati on Protocol is shown
below. The fields are transmitted fromleft to right.

il s T T S S S S S i N T i ST S S S S S e e L T 2

| Type | Length | Aut henti cati on- Pr ot ocol |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Al gorithm
i sTI U S S S

Type
3

Lengt h
5

Aut henti cat i on- Pr ot ocol
c223 (hex) for Chall enge- Handshake Authentication Protocol.

Al gorithm
The Algorithmfield is one octet and indicates the authentication
nmet hod to be used. Up-to-date values are specified in the nost
recent "Assigned Nunbers"” [2]. One value is required to be

i mpl enment ed:

5 CHAP with MD5 [3]
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4.

Packet For nat

Exactly one Chal |l enge- Handshake Aut henticati on Protocol packet is
encapsul ated in the Information field of a PPP Data Link Layer frame
where the protocol field indicates type hex ¢223 (Chall enge- Handshake
Aut hentication Protocol). A summary of the CHAP packet format is
shown below. The fields are transmitted fromleft to right.

T I T i o ST S S S I mi s o S S S S

| Code | Identifier | Lengt h
i T i i e S I ih s o S S ™
| Data ...

+o e e -+
Code

The Code field is one octet and identifies the type of CHAP
packet. CHAP Codes are assigned as foll ows:

1 Chal | enge
2 Response
3 Success
4 Fai l ure

| dentifier

The ldentifier field is one octet and aids in matching challenges,
responses and replies.

Lengt h

The Length field is two octets and indicates the Iength of the
CHAP packet including the Code, ldentifier, Length and Data
fields. Cctets outside the range of the Length field should be
treated as Data Link Layer paddi ng and should be ignored on
reception.

Dat a

The Data field is zero or nore octets. The format of the Data
field is determnmined by the Code field.
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4.1. Challenge and Response
Descri ption

The Chal | enge packet is used to begin the Chall enge- Handshake
Aut hentication Protocol. The authenticator MJUST transmt a CHAP
packet with the Code field set to 1 (Challenge). Additional
Chal | enge packets MJST be sent until a valid Response packet is
received, or an optional retry counter expires.

A Chal | enge packet MAY also be transmitted at any time during the
Net wor k- Layer Protocol phase to ensure that the connection has not
been al tered.

The peer SHOULD expect Chall enge packets during the Authentication
phase and the Network-Layer Protocol phase. Wenever a Chall enge
packet is received, the peer MJST transmit a CHAP packet with the
Code field set to 2 (Response).

Whenever a Response packet is received, the authenticator conpares
the Response Value with its own cal cul ation of the expected val ue.
Based on this comparison, the authenticator MJST send a Success or
Fai |l ure packet (described bel ow).

| npl ement ati on Notes: Because the Success mght be |lost, the
aut henti cat or MJUST al | ow repeat ed Response packets during the
Net wor k- Layer Protocol phase after conpleting the

Aut henti cati on phase. To prevent discovery of alternative
Nanes and Secrets, any Response packets received having the
current Challenge Identifier MIUST return the sanme reply Code
previously returned for that specific Challenge (the nessage
portion MAY be different). Any Response packets received
during any other phase MJST be silently discarded.

When the Failure is lost, and the authenticator term nates the

link, the LCP Term nat e- Request and Term nate- Ack provi de an
alternative indication that authentication fail ed.
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A summary of the Chall enge and Response packet format is shown bel ow
The fields are transmitted fromleft to right.

T S S T S T o S S S e S s sl st S S S S

| Code | Identifier | Lengt h

il s T T S S S S S i N T i ST S S S S S e e L T 2
| Val ue-Size | Value ...

il s T T S S S S S i N T i ST S S S S S e e L T 2
|  Name ...

I I i s S I S S

Code
1 for Chall enge;
2 for Response.
| dentifier

The Identifier field is one octet. The ldentifier field MJST be
changed each tinme a Challenge is sent.

The Response ldentifier MJST be copied fromthe Identifier field
of the Chall enge which caused the Response.

Val ue- Si ze
This field is one octet and indicates the Iength of the Val ue
field.

Val ue

The Value field is one or nore octets. The nost significant octet
is transmtted first.

The Chall enge Value is a variable streamof octets. The

i mportance of the uni queness of the Challenge Value and its
relationship to the secret is described above. The Chall enge
Val ue MUST be changed each time a Challenge is sent. The |length
of the Chall enge Val ue depends upon the nethod used to generate
the octets, and is independent of the hash al gorithm used.

The Response Value is the one-way hash cal cul ated over a stream of
octets consisting of the Identifier, followed by (concatenated
with) the "secret", followed by (concatenated with) the Chall enge
Val ue. The length of the Response Val ue depends upon the hash

al gorithmused (16 octets for MD5).
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Nanme

The Nanme field is one or nore octets representing the
identification of the systemtransnitting the packet. There are
no limtations on the content of this field. For exanmple, it MAY
contain ASCI| character strings or globally unique identifiers in
ASN. 1 syntax. The Nane should not be NUL or CR/LF term nated.
The size is determned fromthe Length field.

4.2. Success and Failure
Descri ption

If the Value received in a Response is equal to the expected
val ue, then the inplenentation MJST transnit a CHAP packet with
the Code field set to 3 (Success).

If the Value received in a Response is not equal to the expected
val ue, then the inplenentation MJST transnit a CHAP packet with
the Code field set to 4 (Failure), and SHOULD take action to
terminate the link

A sumary of the Success and Failure packet format is shown bel ow
The fields are transmtted fromleft to right.

il s T T S S S S S i N T i ST S S S S S e e L T 2
| Code | Identifier | Lengt h
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Message
T sl T S Y S Sy Y S
Code
3 for Success;
4 for Failure.
I dentifier
The ldentifier field is one octet and aids in matching requests

and replies. The ldentifier field MJST be copied fromthe
Identifier field of the Response which caused this reply.
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Message

The Message field is zero or nore octets, and its contents are

i mpl ementati on dependent. It is intended to be human readabl e,
and MJST NOT affect operation of the protocol. It is recomended
that the nessage contain displayable ASCII characters 32 through
126 decimal. Mechanisnms for extension to other character sets are
the topic of future research. The size is deternmined fromthe
Length field.

Security Considerations
Security issues are the primary topic of this RFC

The interaction of the authentication protocols within PPP are highly
i mpl enent ati on dependent. This is indicated by the use of SHOULD
t hroughout the docunent.

For exanple, upon failure of authentication, some inplenentations do
not termnate the link. |Instead, the inplenentation limts the kind
of traffic in the Network-Layer Protocols to a filtered subset, which
in turn allows the user opportunity to update secrets or send mail to
the network administrator indicating a problem

There is no provision for re-tries of failed authentication.

However, the LCP state machine can renegotiate the authentication
protocol at any time, thus allowing a new attenpt. It is recomended
that any counters used for authentication failure not be reset until
after successful authentication, or subsequent ternination of the
failed |ink.

There is no requirenment that authentication be full duplex or that

the sanme protocol be used in both directions. It is perfectly
acceptable for different protocols to be used in each direction
This will, of course, depend on the specific protocols negoti at ed.

The secret SHOULD NOT be the same in both directions. This allows an
attacker to replay the peer’s challenge, accept the conputed
response, and use that response to authenticate.

In practice, within or associated with each PPP server, there is a
dat abase whi ch associ ates "user" nanes wi th authentication
information ("secrets"). It is not anticipated that a particul ar
naned user woul d be authenticated by multiple nethods. This would
make the user vulnerable to attacks which negotiate the | east secure
met hod from anong a set (such as PAP rather than CHAP). If the same
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secret was used, PAP would reveal the secret to be used later with
CHAP.

I nstead, for each user name there should be an indication of exactly
one nethod used to authenticate that user nanme. |If a user needs to

make use of different authentication nethods under different

ci rcunstances, then distinct user nanes SHOULD be enpl oyed, each of

which identifies exactly one authentication nethod.

Passwords and ot her secrets should be stored at the respective ends
such that access to themis as I[imted as possible. Ildeally, the
secrets should only be accessible to the process requiring access in
order to performthe authentication.

The secrets should be distributed with a nechanismthat [imts the
nunber of entities that handl e (and thus gain know edge of) the
secret. ldeally, no unauthorized person should ever gain know edge
of the secrets. Such a nmechanismis outside the scope of this
speci ficati on.
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