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Abstract

Thi s docunent describes extensions to "Sinple Mde of Facsimle Using
Internet Mail" [RFC2305] and describes additional features, including
transm ssi on of enhanced docunment characteristics (higher resolution,
color) and confirmation of delivery and processing.

These additional features are designed to provide the highest |evel
of interoperability with the existing and future standards-conpliant
emai | infrastructure and mail user agents, while providing a | evel of
service that approximates the |level currently enjoyed by fax users.

The | ETF has been notified of intellectual property rights claimed in
regard to sone or all of the specification contained in this
docunment. For nore information consult the online list of clained
rights in <http://ww.ietf.org/ipr.htm >,

1. Introduction

Thi s docunent notes a nunber of enhancenents to the "Sinple Mde of
Facsimile Using Internet Mail" [RFC2305] that may be conbined to
create an extended node of facsimle using Internet mail.

The new features are designed to be interoperable with the existing
base of mail transfer agents (MIAs) and nmail user agents (MJAs), and
t ake advantage of existing standards for advanced functionality such
as positive delivery confirmation and di sposition notification. The
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enhancenents described in this docunment utilize the nmessaging

i nfrastructure, where possible, instead of creating fax-specific
features which are unlikely to be inplenented in non-fax nmessagi ng
sof t war e.

Thi s docunent standardizes the followi ng two features.

Delivery confirmation (Section 2) (required)
* Additional docunent features (Section 3) (optional)

These features are fully described in another docunent titled
"Term nol ogy and Goals for Internet Fax" [RFC2542].

1.1. Definition of Terms

The term "processing" indicates the action of rendering or
transmtting the contents of the nessage to a printer, display
devi ce, or fax nachine.

The term "processing confirmation” is an indication by the recipient
of a nmessage that it is able to process the contents of that message.

The term "recipient” indicates the device which perforns the
processing function. For exanple, a recipient could be inplenented
as a traditional Ml User Agent on a PC, a standal one device which
retrieves mail using POP3 or |IMAP, an SMIP server which prints

i nconi ng nmessages (sinlar to an LPR server).

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. GSTN Fax Gateways ("onranp"/"offranp")

The behavi or of gateways from GSTN fax to SMIP ("onranps") and from
SMIP to GSTN fax ("of franps") are not described in this docunent.
However, such gateways SHOULD have the behavi or characteristics of
senders and recipients as described in this docunent.

2. Delivery and Processing Confirmation

In traditional GSTN-based realtine facsimle, the receiving termna
acknow edges successful receipt and processing of every page [T. 30].

In Internet Mail, the operations of Delivery (to the mail box) and

Di sposition (to paper or a screen) may be separated in tine (due to
store and forwardi ng of nmessages) and | ocation (due to separation of
delivery agent (MIA) and user agent (MJA)). The confirmation of
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these two operations are supplied by two different standards-track
nmechani sns: Delivery Status Notifications (DSN) [ RFC1891, RFC1894]
and Message Disposition Notifications (MDN) [ RFC2298], respectively.

This section defines requirenments for devices or services that are to
be considered conpliant with this docunent.

2.1. Sender Requirenents

Because delivery failure may occur (over disk quota, user no |onger
exi sts, malconfigured nailer), a delivery failure nessage (in the
format descri bed by [ RFC1894] or otherw se) may be sent to the
envel ope-from address specified by the sender. Thus, the envel ope-
from address supplied by the sender MJUST be able to properly handl e
such delivery failure nessages.

2.1.1. Delivery Confirmation

If the sender desires delivery confirmation, the sender MJST request
Delivery Status Notification by including the the esm p-keyword
NOTI FY with the esntp-val ue SUCCESS (section 5.1 of [RFC1891]).

2.1.2. Processing Confirnmation

If the sender desires processing confirmation, the sender MJST
request Message Di sposition Notification ([ RFC2298] section 2) when
sendi ng the nessage itself.

Because a recipient may silently ignore a request for an MDN (section
2.1 of [RFC2298]) at any tine:

*  MDNs MUST NOT be used for delivery confirmation, but are only
useful for disposition ("processing") notification.

* the sender MJST NOT assume the recipient will respond to an MDN
request in a subsequent nessage, even if the recipient has done
so in the past.

The address provided by the sender on the Disposition-Notification-To
field MIUST be able to receive Message Disposition Notifications
nmessages [ RFC2298] and SHOULD be able to receive nessages that are
not in the Message Disposition Notification format (due to the

exi stence of |egacy systens that generate non- RFC2298- conpl i ant
responses to the Disposition-Notification-To field). The

Di sposition-Notification-To address and the envel ope-from address
SHOULD rmatch to all ow automated responses to MDN requests (section
2.1 of [RFC2298]).
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2.2. Reci pi ent Requi renments

Reci pi ents SHOULD i npl enent Message Di sposition Notifications
[ RFC2298] and SHOULD i ndi cate supported nedia features in DSN and MDN
nmessages per [RFC2530].

If the recipient is an SMIP server, it behaves as part of the
receiver infrastructure and is therefore subject to the "Receiver
Infrastructure" requirenments of this docunent.

See al so "Reci pi ent Recommendati ons” in section 5.
2.2.1. NDN Reci pi ent Requirenents

Reci pi ents MJST be configurable to silently ignore a request for an
MDN (section 2.1 of [RFC2298]).

If the recipient is an automated nmessage processing systemwhich is
not associated with a person, the device MAY be configurable to

al ways respond to MDN requests, but in all cases MJST be configurabl e
to never generate NDNs.

A recipient MIST NOT generate an unsolicited MDN to indicate
successful processing. A recipient MAY generate an unsolicited MDN
(sent to the envel ope-from (Return-Path:) address) to indicate
processing failure, but subject to the [RFC2298] requirenment that it
MUST al ways be possible for an operator to disable unsolicited MDN
generati on

2.2.2. Recipients Using Milbox Access Protocols

A recipient using POP3 [ RFC1939] or | MAP4 [ RFC2060] to retrieve its
mai | MJUST NOT generate a Delivery Status Notification nmessage

[ RFC1894] because such a notification, if it was requested, would
have al ready been issued by the MIA on delivery to the POP3 or | MAP4
nessage store.

The recipient MJST NOT use the RFC822 "To:" fields, "Cc:" fields,
"Bcc:" fields, or any other fields containing header recipient
information to determine the ultimte destination mail box or
addressee, and SHOULD NOT use ot her RFC822 or M ME fields for making
such determn nations.
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2.3. Messaging Infrastructure Requirements

This section explains the requirenents of the SMIP nessagi ng
infrastructure used by the sender and receiver. This infrastructure
is commonly provided by the ISP or a conpany’s internal mailers but
can actually be provided by anot her organi zation with appropriate
service contracts.

2.3.1. Sender Infrastructure

Support for DSN [ RFC1891] MJST be provided by the mail submi ssion
server [RFC2476] used by the sender and MJUST be provided up to the
mai | er responsi ble for comunicating with external (Internet)
mai | ers.

Al so see section 5.1 of this docunent.
2.3.2. Receiver Infrastructure

Support for DSN [ RFC1891] MJST be provided by the external
(I'nternet-accessible) mailer, and MJST be provided by each nuail er
between the external mailer and the recipient. |If the recipient is
i npl enented as an SMIP server it MJST al so support DSN [ RFC1891].

3. Additional Docunment Capabilities

Section 4 of "A Sinple Mbde of Facsimle Using Internet Mil"

[ RFC2305] allows sending only the mini mum subset of TIFF for
Facsimle "unl ess the sender has prior know edge of other TIFF fields
or val ues supported by the recipient.”

A recipient MAY support any or all (or any conbination) of the TIFF
profiles defined in RFC 2301, in addition to profile S. A recipient
whi ch supports additional profiles SHOULD i ndicate this support as
per section 3.2 or 3.3 of this docunment. As a consequence, a sender
MAY use those additional TIFF profiles when sending to a recipient
with the correspondi ng capabilities.

A sender SHOULD be able to recogni ze and process the feature tags as
defined in [ RFC2531] when reviewing the capabilities presented by a
potential recipient. The capability matching rules indicated there
(by reference to [ RFC2533]) allow for the introduction of new
features that may be unrecogni zed by ol der inpl enentations.

A sender MAY send a nessage contai ning both the mini num subset of

TIFF for Facsinmile (as specified in [RFC2305]) and a higher quality
TIFF using nmultipart/alternative.
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Three nmethods for the sender to acquire such know edge are descri bed:

1. Sender manual configuration
2. Capabilities in Directory
3. Capabilities returned in MDN or DSN

Met hod (3) SHOULD be used.

An inplenmentati on may cache capabilities locally and | ose

synchroni zation with the recipient’s actual capabilities. A
mechani sm SHOULD be provided to allow the sender to override the

| ocal l y-stored cache of capabilities. A so note section 4.1 of this
docunent .

3.1. Sender Manual Configuration

One way a sender can send a docunent which exceeds the m ni nrum subset
al l owed by [RFC2305] is for the user controlling the sender to
manual |y override the default settings, usually on a per-recipient
basis. For example, during transm ssion a user could indicate the
recipient is capable of receiving high resolution inages or col or

i mages.

Whi | e awkward and not automatic, this mechanismreflects the current
state of deploynent of configuration for extended capabilities to
ordinary Internet email users.

3.2. Capabilities in Directory

A future direction for enhanced docunent features is to create a
directory structure of recipient capabilities, deployed, for exanple,
through LDAP or DNS. The directory would provide a nmechani sm by which
a sender could deternine a recipient’s capabilities before nmessage
construction or transm ssion, using a directory |ookup. Such
nmechani sns are not defined in this docunent.

There is active investigation within the ETF to devel op a sol ution
to this problem which would resolve a wide range of issues with
store-and-forward nessagi ng.

3.3. Capabilities Returned in MDN or DSN

As outlined in section 2 of this docunent, a sender may request a
positive DSN or an MNDN.
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If the recipient inplements [ RFC2530], the DSN or MDN that is
returned can contain information describing the recipient’s
capabilities. The sender can use this information for subsequent
comuni cations with that recipient.

The advantage of this approach is that additional infrastructure is
not required (unlike section 3.2), and the information is acquired
automatically (unlike section 3.1).

3.3.1. Restrictions and Reconmendati ons
A sender MUST NOT send a nessage with no processable content to

attenpt to elicit an MDN DSN capability response. Doing so with a
nmessage with no processable content (such as a nmessage contai ni ng

only a request for capabilities or a blank nessage) will confuse a
reci pient not already designed to understand the semantics of such a
nessage.

A recipient SHOULD indicate the profiles and features supported, even
if the recipient supports only Tiff Profile S (the m nimumset for
fax as defined by [ RFC2305]) [RFC2531]. This allows a sender to
determ ne that the recipient is conpliant with this Extended
Facsimle Using Internet Mil specification.

4. Security Considerations

As this docunment is an extension of [RFC2305], the Security
Consi derations section of [RFC2305] applies to this docunent.

The followi ng additional security considerations are introduced by
the new features described in this docunent.

4.1. Inaccurate Capabilities Information

I naccurate capability information (section 3) could cause a denial of
service. The capability information could be inaccurate due to many
reasons, including conprom sed or inproperly configured directory
server, inproper manual configuration of sender, conpromn sed DNS, or
spoofed MDN. |If a sender is using cached capability information,
there SHOULD be a nechanismto allow the cached information to be

i gnored or overridden if necessary.

4.2. Forged MDNs or DSNs

Forged DSNs or MDNs, as described in [RFC1892, RFC1894, RFC2298] can
provide incorrect information to a sender.
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5. Inplenmentation Notes
This section contains notes to inplenentors.
5.1. Submit Miler Does Not Support DSN

In sone installations the generally available submt server nay not
support DSNs. |In such circunmstances, it may be useful for the sender
to inmplement [ RFC974] nmil routing as well as additional subm ssion
server functions [RFC2476] so that the installation is not
constrained by limtations of the incunbent submi ssion server.

5.2. Recipient Recommendati ons

To provide a high degree of reliability, it is desirable for the
sender to know that a recipient could not process a nessage. The
inability to successfully process a nessage nay be detectable by the
reci pient’s MIA or MJUA

If the recipient’s MIA deternines the nmessage cannot be processed,
the recipient’s MIAis strongly encouraged to reject the message with
a [ RFC1893] status code of 5.6.1. This status code nay be returned
in response to the end-of-mail-data indicator if the MIA supports
reporting of enhanced error codes [ RFC2034], or after nessage
reception by generating a delivery failure DSN ("bounce").

Note: Providing this functionality in the MIA, via either of the
two nechani sns descri bed above, is superior to providing the
function using MDNs because MDNs must generally be requested
by the sender (and the request may, at any time, be ignored by
the receiver). Message rejection performed by the MIA can
al ways occur wi thout the sender requesting such behavi or and
wi t hout the receiver circunmventing the behavior

If the nessage contains an MDN request and the recipient’s MJA
determ nes the nmessage cannot be processed, the recipient’s MJA is
strongly encouraged to repond to an MDN request and indicate that
processing failed with the disposition-type "processed" or

"di spl ayed" and disposition-nodifier "error” or "warning" [RFC2298].
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9. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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