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| nt roducti on

IMHS Routing is the problemof controlling the path of a nessage as it
traverses one or nore MIAs to reach its destination recipients.
Routing starts with a recipient OR Address, and paraneters
associated with the nessage to be routed. It is assumed that this is
known a priori, or is derived at subnission tine as described in
Section 23.

The key problemin routing is to map froman O R Address onto an MIA
(next hop). This shall be an MIA which in sonme sense is "nearer" to
the destination UA. This is done repeatedly until the nessage can be
directly delivered to the recipient UA. There are a nunber of things
whi ch need to be considered to determine this. These are di scussed
in the subsequent sections. A description of the overall routing
process is given in Section 25.

Coal s

Application level routing for MHS is a conplex procedure, wth many
requirenments. The following goals for the solution are set:

Straightforward to manage. Non-trivial configuration of routing
for current nmessage handling systens is a black art, often

i nvol ving gathering and processi ng many tables, and editing
conpl ex configuration files. Many problens are solved in a very
ad hoc manner. Managing routing for MHS is the nost serious
headache for nost mail system managers.

Econonmic, both in terns of network and conputational resources.
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Robust. Errors and out of date informati on shall cause nm nim
and | ocal i sed danmage.

Deal with link failures. There needs to be sonme ability to choose
alternative routes. In general, it is desirable that the routing
approach be redundant.

Load sharing. Information on routes shall allow "equal" routes
to be specified, and thus facilitate | oad sharing.

Support format and protocol conversion

Dynam ¢ and automatic. There shall be no need for nanual
propagati on of tables or administrator intervention.

Policy robust. It shall not allow specification of policies which
cause undesirable routing effects.

Reasonably straightforward to inplenent.

Deal with X 400, RFC 822, and their interaction
Extensible to other mail architectures

Recogni se exi sting RFC 822 routing, and coexi st snoothly.

| mprove RFC 822 routing capabilities. This is particularly
i mportant for RFC 822 sites not in the SMIP Internet.

Deal correctly with different X 400 protocols (P1, P3, P7), and
with 1984, 1988 and 1992 versions.

Support X. 400 operation over nultiple protocol stacks (TCP/IP,
CONS, CLNS) and in different communities.

Messages shall be routed consistently. Alternate routing
strategies, which night introduce unexpected delay, shall be used
with care (e.g., routing through a protocol converter due to
unavai l ability of an MIA).

Del ay between nmessage subm ssion and delivery shall be m nim sed.
This has indirect inmpact on the routing approaches used.

Interact sensibly with ADVD servi ces.

Be gl obal in scope
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The

Ki |

Routing strategy shall deal with a scale of order of nagnitude
1, 000, 000 -- 100, 000, 000 MTAs.

Routing strategy shall deal with of order 1,000,000 -- 100, 000, 000
Organi sati ons.

Informati on about alterations in topol ogy shall propagate rapidly
to sites affected by the change.

Renoval , exam nation, or destruction of nmessages by third parties
shall be difficult. This is hard to quantify, but "difficult"
shall be conparable to the effort needed to break system security
on a typical MIA system

As with current Research Networks, it is recognised that
prevention of forged mail will not always be possible. However,
this shall be as hard as can be afforded.

Sufficient tracing and | ogging shall be available to track down
security violations and faults.

Optimisation of routing nmessages with nmultiple recipients, in
cases where this involves selection of preferred single recipient
routes.

follow ng are not initial goals:

Advanced optinisation of routing nmessages with nultiple

reci pients, noting dependenci es between the recipients to find
routes which would not have been chosen for any of the single
recipients.

Dynam ¢ | oad bal anci ng. The approach does not give a neans to
determ ne | oad. However, infornmation on alternate routes is
provi ded, which is the static information needed for |oad

bal anci ng.

Appr oach

A broad problem statenent, and a survey of earlier approaches to the
problemis given in the COSINE Study on WMHS Topol ogy and Routing [8].
The interim (tabl e-based) approach suggested in this study, whilst

not being followed in detail, broadly reflects what the research

X. 400 (GO-MHS) community is doing. The evolving specification of the
RARE table format is defined in [5]. This docunent specifies the
envi saged | onger term approach.
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(0]

Sone docunents have nmde useful contributions to this work:

A paper by the editor on MHS use of directory, which laid out the
broad approach of mapping the O R Address space on to the DIT [7].

Initial 1SO Standardi sati on work on MHS use of Directory for
routing [19]. Subsequent 1SO work in this area has drawn from
earlier drafts of this specification

The work of the VERDH Project [3].
Work by Kevin Jordan of CDC [6].

The routing approach of ACSNet [4, 17] paper. This gives useful
i deas on increnental routing, and replicating routing data.

A lot of work on network routing is becom ng increasingly
relevant. As the MHS routing problemincreases in size, and
network routing increases in sophistication (e.g., policy based
routing), the two areas have increasing anmounts in comon. For
exanpl e, see [2].

Direct vs Indirect Connection
Two extrenme approaches to routing connectivity are:

1. High connectivity between MIAs. An exanple of this is the way
the Dormai n Nane Server systemis used on the DARPA/ NSF | nternet.
Essentially, all MIAs are fully interconnected.

2. Low connectivity between MIAs. An exanple of this is the UUCP
net wor k.

In general an internediate approach is desirable. Too sparse a
connectivity is inefficient, and | eads to undue del ays. However,
full connectivity is not desirable, for the reasons di scussed bel ow.
A nunber of general issues related to relaying are now consi dered.
The reasons for avoiding relaying are clear. These include.

Efficiency. |If there is an open network, it is desirable that it
be used.

Extra hops introduce delay, and increase the (very small)
possibility of nmessage |oss. As a basic principle, hop count
shal |l be mnim sed.

Busy relays or Well Known Entry points can introduce high del ay
and lead to single point of failure.
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o If there is only one hop, it is straightforward for the user to
noni tor progress of nmessages subnmitted. |If a nessage is del ayed,
the user can take appropriate action.

0 Mny users like the security of direct transmission. It is an
argunment often given very strongly for use of SMIP

Despite these very powerful argunents, there are a nunber of reasons
why sone |evel of relaying is desirable:

0 Charge optinmisation. |If there is an expensive network/link to be
traversed, it may nmake sense to restrict its usage to a snal
nunber of MIAs. This would allow for optim sation with respect to
the charging policy of this Iink.

o Copy optinmisation. |If a nmessage is being sent to two renpte MIAs
which are close together, it is usually optimal to send the
nessage to one of the MIAs (for both recipients), and let it pass
a copy to the other MIA

o To access an internedi ate MIA for sone val ue added servi ce. I n
particul ar for:

--  Message Format Conversion
-- Distribution List expansion

o Dealing with different protocols. The store and forward approach
allows for straightforward conversion. Relevant cases incl ude:

-- Provision of X 400 over different OSI Stacks (e.g.
Connectionl ess Network Service).

-- Use of a different version of X 400.
-- Interaction with non-X 400 nail services
0 To conpensate for inadequate directory services: |If tables are

mai ntai ned in an ad hoc manner, the manual effort to gain full
connectivity is too high.

o To hide conplexity of structure. |f an organisation has many
MIAs, it may still be advantageous to advertise a single entry
point to the outside world. It will be nore efficient to have an
extra hop, than to (widely) distribute the infornmation required to
connect directly. This will also encourage stability, as

organi sati ons need to change internal structure nuch nore
frequently than their external entry points. For many
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organi sati ons, establishing such firewalls is high priority.

0 To handl e authorisation, charging and security issues. 1In
general, it is desirable to deal with user oriented authorisation
at the application level. This is essential when MHS specific
paranmeters shall be taken into consideration. It may well be
beneficial for organisations to have a single MIA providi ng access
to the external world, which can apply a uniform access policy
(e.g., as to which people are allowed access). This would be
particularly true in a nulti-vendor environnment, where different
systens woul d ot herwi se have to enforce the sane policy --- using
di fferent vendor-specific mechani sns.

In sunmmary there are strong reasons for an intermedi ate approach.
This will be achi eved by providi ng nmechani sns for both direct and

i ndirect connectivity. The manager of a configuration will then be
abl e to nmake appropriate choices for the environnent.

Two nmodel s of managi ng | arge scal e routing have evol ved:

1. Use of a global directory/database. This is the approach
proposed here.

2. Use of a routing table in each MIA, which is managed either by a
managenent protocol or by directory. This is coupled with neans
to exchange routing information between MIAs. This approach is
nore anal ogous to how network |evel routing is commonly perfornmed.
It has good characteristics in ternms of managi ng |inks and
dealing with link related policy. However, it assunmes linted
connectivity and does not adapt well to a network environment
wi th high connectivity avail abl e.

5. X 400 and RFC 822

Thi s docunent defines nechanisns for X 400 nessage routing. It is

i nportant that this can be integrated with RFC 822 based routing, as
many MIAs will work in both communities. This routing docunment is
witten with this problemin mnd, and sone work to verify this has
been done. support for RFC 822 routing using the sanme basic
infrastructure is defined in a conpani on docunent [13]. In addition
support for X 400/ RFC 822 gatewaying i s needed, to support
interaction. Directory based nmechanisns for this are defined in
[16]. The advantages of the approach defined by this set of
specifications are:

0 Uni form managenent for sites which wish to support both protocols.

o Sinpler managenment for gateways.
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0o

| mproved routing services for RFC 822 only sites.

For sites which are only X 400 or only RFC 822, the mechani sns
associ ated with gatewaying or with the other form of addressing are
not needed.

hj ect s

It is useful to start with a manager’s perspective. Here is the set
of object classes used in this specification. It is inportant that
all information entered relates to sonething which is being managed.
If this is achieved, configuration decisions are nmuch nore likely to
be correct. In the exanples, distinguished nanes are witten using

the String Syntax for Distinguished Names [11]. The list of objects
used in this specification is:

User An entry representing a single hunman user. This will typically

be naned in an organi sational context. For exanple:

CN=Edgar Snyt he,
O=Zydeco Services, C=CB

This entry woul d have associated information, such as tel ephone
nunber, postal address, and nmil box.

MIA A Message Transfer Agent. |In general, the binding between
machi nes and MIAs will be conmplex. Oten a small nunber of MIAs
will be used to support many machi nes, by use of |ocal approaches
such as shared filestores. MIAs nmay support nultiple protocols,
and will identify separate addressing information for each
pr ot ocol

To achi eve support for multiple protocols, an MA is nodel |l ed as
an Application Process, which is naned in the directory. Each MIA
wi || have one or nore associated Application Entities. Each
Application Entity is naned as a child of the Application Process,
usi ng a common nane whi ch conveniently identifies the Application
Entity relative to the Application Process. Each Application
Entity supports a single protocol, although different Application
Entities may support the same protocol. Were an MIA only
supports one protocol or where the addressing information for al
of the protocols supported have different attributes to represent
addressing information (e.g., P1(88) and SMIP) the Application
Entity(ies) may be represented by the single Application Process
entry.

User Agent (Mailbox) This defines the User Agent (UA) to which nai

may be delivered. This will define the account with which the UA
is associated, and nay al so point to the user(s) associated with
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the UA. It will identify which MIAs are able to access the UA
(I'n the formal X 400 nodel, there will be a single MIA delivering
to a UA. In many practical configurations, nmultiple MAs can
deliver to a single UA. This will increase robustness, and is
desirable.)

Rol e Some organisational function. For exanple:

CN=Syst em Manager, OU=Sal es,
O=Zydeco Services, C=CB

The associated entry woul d indicate the occupant of the role.

Di stribution Lists There would be an entry representing the
distribution list, with informati on about the list, the manger,
and nmenbers of the |ist.

7. Communities

There are two basic types of agreenent in which an MIA may parti ci pate
in order to facilitate routing:

Bi | ateral Agreenents An agreenent between a pair of MIAs to route
certain types of traffic. This MIA pair agreenment usually
reflects some form of special agreenment and in general bilatera
information shall be held for the link at both ends. In sone
cases, this information shall be private.

Open Agreenents An agreenent between a collection of MIAs to behave
in a cooperative fashion to route traffic. This may be viewed as
a general bilateral agreenent.

It is inportant to ensure that there are sufficient agreements in

pl ace for all nessages to be routed. This will usually be done by
havi ng agreenents which correspond to the addressing hierarchy. For
X. 400, this is the nodel where a PRVD connects to an ADMD, and the
ADNMD provides the inter PRVD connectivity, by the ability to route to
all other ADMDs. O her agreenents nmay be added to this hierarchy, in
order to inprove the efficiency of routing. |In general, there nay be
val i d addresses, which cannot be routed to, either for connectivity
or policy reasons.

We nodel these two types of agreenments as communities. A community
is a scope in which an MIA advertises its services and | earns about
ot her services. Each MIA will:

1. Register its services in one or nore comunities.
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2. Look up services in one or nore conmmunities.

In nost cases an MTA will deal with a very small nunber of
comunities --- very often one only. There are a nunber of different
types of conmunity.

The open comrunity This is a public/global scope. It reflects
routing informati on which is nade available to any MIA which
wi shes to use it.

The local community This is the scope of a single MIA. It reflects
routing information private to the MIA. It will contain an MIA s
view of the set of bilateral agreenents in which it participates,
and routing information private and | ocal to the MIA

H erarchical conmunities A hierarchical comunity is a subtree of the
O R Address tree. For exanple, it mght be a nanagenent donai n,
an organi sation, or an organisational unit. This sort of
community will allow for firewalls to be established. A conmunity
can have conplex internal structure, and register a small subset
of that in the open comunity.

Cl osed comunities A closed cormmunity is a set of MIAs which agrees
to route anongst thensel ves. Exanples of this nmght be ADVDs
within a country, or a set of PRVDs representing the sane
organisation in nultiple countries.

Formal ly, a comunity indicates the scope over which a service is
advertised. In practice, it will tend to reflect the scope of
services offered. It does not nake sense to offer a public service,
and only advertise it locally. Public advertising of a private
servi ce makes nore sense, and this is shown below |In general

having a community of fer services corresponding to the scope in which
they are advertised will lead to routing efficiency. Exanples of how
conmuni ties can be used to inplenment a range of routing policies are
given in Section 9.2.

8. Routing Trees

Comunities are a useful abstract definition of the routing approach
taken by this specification. Each comunity is represented in the
directory as a routing tree. There will be many routing trees
instantiated in the directory. Typically, an MTAw Il only be

regi stered in and nmake use of a small nunber of routing trees. In
nost cases, it will register in and use the sane set of routing
trees.
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8.1 Routing Tree Definition

Each community has a nodel of the O R address space. Wthin a
comunity, there is a general nodel of what to do with a given QR
Address. This is structured hierarchically, according to the OR
address hierarchy. A community can register different possible
actions, depending on the depth of match. This night include
identifying the MIA associated with a UA which is matched fully, and
providing a default route for an O R address where there is no match
in the comunity --- and all internediate forms. The name structure
of arouting tree follows the O R address hierarchy, which is
specified in a separate docunent [15]. Wiere there is any routing
action associated with a node in a routing tree, the node is of

obj ect class routinglnformation, as defined in Section 10.

8.2 The Open Community Routing Tree

The routing tree of the open community starts at the root of the DIT.
This routing tree al so serves the special function of instantiating
the global O R Address space in the Directory. Thus, if a UA wi shes
to publish information to the world, this hierarchy allows it to do
so.

The O R Address hierarchy is a registered tree, which nmay be
instantiated in the directory. Names at all points in the tree are
valid, and there is no requirenent that the namespace is instantiated
by the owner of the nane. For exanple, a PRVD may nmake an entry in
the DIT, even if the ADMD above it does not. |In this case, there
will be a "skeletal" entry for the ADMD, which is used to hang the
PRVD entry in place. The skeletal entry contains the m ni num nunber
of entries which are needed for it to exist in the DIT (Object C ass
and Attribute information needed for the relative distingui shed
nane). This entry nmay be placed there solely to support the

subordi nate entry, as its existence is inferred by the subordinate
entry. Only the owner of the entry may place information into it.

An anal ogous situation in current operational practice is to make DI T
entries for Countries and US St ates.

routi ngTreeRoot OBJECT- CLASS :: = {
SUBCLASS OF {routinglnformation|subtree}
I D oc-routing-tree-root}

Figure 1: Location of Routing Trees
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8.3 Routing Tree Location

Al'l routing trees follow the same O R address hierarchy. Routing
trees other than the open conmunity routing tree are rooted at
arbitrary parts of the DIT. These routing trees are instanti ated

usi ng the subtree mechani smdefined in the conpani on docunent
"Representing Tables and Subtrees in the Directory" [15]. A routing
tree is identified by the point at which it is rooted. An MA wll
use a list of routing trees, as determ ned by the nechani sm descri bed
in Section 9. Routing trees nay be located in either the

organi sational or O R address structured part of the DIT. Al routing
trees, other than the open community routing tree, are rooted by an
entry of object class routingTreeRoot, as defined in Figure 1.

8.4 Exanple Routing Trees
Consider routing trees with entries for O R Address:
P=ABC, A=XYZMil; C=GB;

In the open comunity routing tree, this would have a distingui shed
nane of:

PRVD=ABC, ADMD=XYZMai |, C=GB
Consider a routing tree which is private to:
O=Zydeco Services, C=GB

They ni ght choose to label a routing tree root "Zydeco Routing Tree",
which would lead to a routing tree root of:

CN=Zydeco Routing Tree, O=Zydeco Services, C=CB
The O' R address in question would be stored in this routing tree as:
PRVD=ABC, ADMD=XYZMai |
C=@B, CN=Zydeco Routing Tree,
O=Zydeco Services, C=GB
8.5 Use of Routing Trees to | ook up Information

Lookup of an O R address in a routing tree is done as foll ows:

1. Map the OR address onto the O R address hierarchy described in
[15] in order to generate a Distinguished Nane.
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2. Append this to the Distinguished Name of the routing tree, and
then | ook up the whol e nane.

3. Handling of errors will depend on the application of the | ookup
and is discussed |later.

Note that it is valid to look up a null O R Address, as the routing
tree root may contain default routing information for the routing
tree. This is held in the root entry of the routing tree, which is a
subcl ass of routinglnformation. The open comunity routing tree does
not have a defaul t.

Routing trees may have aliases into other routing trees. This will
typically be done to optinise |ookups fromthe first routing tree
which a given MIA uses. Lookup needs to take account of this.

9. Routing Tree Sel ection

The list of routing trees which a given MIA uses will be represented
in the directory. This uses the attribute defined in Figure 2.

routingTreeLi st ATTRI BUTE :: = {
W TH SYNTAX Routi ngTr eeLi st
SI NGLE VALUE
ID at-routing-tree-list}

Rout i ngTr eeLi st SEQUENCE OF Routi ngTreeNane

Di stingui shedNane

Rout i ngTreeNane ::

Figure 2: Routing Tree Use Definition

This attribute defines the routing trees used by an MIA, and the
order in which they are used. Holding these in the directory eases
configuration managenent. It also enables an MIA to cal cul ate the
routing choice of any other MIA which follows this specification,
provided that none of its routing trees have access restrictions.
This will facilitate debuggi ng routing problens.

9.1 Routing Tree Order

The order in which routing trees are used will be critical to the
operation of this algorithm A conmon approach will be:
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1. Access one or nore shared private routing trees to access private
routing information
2. Wilise the open routing tree.

3. Fall back to a default route fromone of the private routing

trees.
Initially, the open routing tree will be very sparse, and there wll
be little routing information in ADMD | evel nodes. Access to many
services will only be via ADVD services, which in turn will only be
accessible via private links. For nost MIAs, the fallback routing
will be inportant, in order to gain access to an MIA which has the

right private connections configured.

In general, for a site, UAs will be registered in one routing tree
only, in order to avoid duplication. They may be placed into other
routing trees by use of aliases, in order to gain performance. For
sone sites, Users and UAs with a 1:1 mapping will be mapped onto
single entries by use of aliases.

9.2 Exanple use of Routing Trees
Sone exanpl es of how this structure night be used are now given
Many ot her conbi nations are possible to suit organi sational
requirenments.

9.2.1 Fully Open Organisation

The sinplest usage is to place all routing information in the open

comunity routing tree. An organisation will sinply establish QR
addresses for all of its UAs in the open conmunity tree, each
registering its supporting MIA. This will give access to all systens

accessible fromthis open conmunity.
9.2.2 Open Oganisation with Fallback

In practice, sone MIAs and Mbs will not be directly reachable from
the open community (e.g., ADVMDs with a strong nodel of bilateral
agreenents). These services will only be available to
users/conmunities with appropriate agreenents in place. Therefore it
will be useful to have a second (local) routing tree, containing only
the nanme of the fallback MIA at its root. In many cases, this

fall back would be to an ADMD connecti on.

Thus, open routing will be tried first, and if this fails the nessage
will be routed to a single selected MIA
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9.2.3 Mninmal-routing MA

The sinpl est approach to routing for an MTAis to deliver nmessages to
associ ated users, and send everything el se to another MIA (possibly
wi th backup).

An organi sation using MAs with this approach will register its users
as for the fully open organisation. A single routing tree will be
established, with the name of the organisation being aliased into the
open community routing tree. Thus the MTAwill correctly identify
| ocal users, but use a fallback nmechanismfor all other addresses.

9.2.4 Oganisation with Firewal
An organi sation can establish an organi sation community to build a
firewall, with the overall organisation being registered in the open
comunity. This is an inportant structure, which it is inportant to
support cleanly.

0 Sonme MIAs are registered in the open conmmunity routing tree to

gi ve access into the organisation. This will include the OR tree
down to the organisational level. Full OR Address verification
will not take place externally.

0o Al users are registered in a private (organisational) routing
tree.

o Al MAs in the organisation are registered in the organisation's
private routing tree, and access information in the organisation's
conmunity. This gives full internal connectivity.

o Sone MIAs in the organisation access the open conmmunity routing
tree. These MIAs take traffic fromthe organisation to the
outside world. These will often be the sane MIAs that are
external ly adverti sed.

9.2.5 Well Known Entry Points

Vell known entry points will be used to provide access to countries
and MDs which are oriented to private links. A private routing tree
will be established, which indicates these links. This tree would be

shared by the well known entry points.
9.2.6 ADMD using the Open Community for Advertising

An ADMD uses the open conmunity for advertising. It advertises its
exi stence and also restrictive policy. This will be useful for:
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0 Address validation
0 Advertising the nechanismfor a bilateral link to be established
9.2.7 ADMD PRMD gat eway

An MTA provides a gateway froma PRVD to an ADMD. It is inmportant to
note that nany X. 400 MDs will not use the directory. This is quite
legitinmate. This technique can be used to register access into such
comunities fromthose that use the directory.

o0 The MIA registers the ADMD in its local community (private |ink)

0o The MIA registers itself in the PRMD s conmunity to give access to
t he ADMD.

10. Routing Information

Routing trees are defined in the previous section, and are used as a
framework to hold routing informati on. Each node, other than a

skel etal one, in a routing tree has information associated with it,
which is defined by the object class routinglnformation in Figure 3.
This structure is fundanmental to the operation of this specification
and it is recommended that it be studied with care.

routingl nformati on OBJECT- CLASS :: = {
SUBCLASS OF top
KIND auxiliary
MAY CONTAI N {
subt reel nformati on|
routingFilter|
routi ngFail ureActi on]|
nrAl nf o|
accessM)]| 10
nonDel i veryl nf o|
badAddr essSear chPoi nt |
badAddr essSear chAttri but es}
| D oc-routing-information}
-- No nanming attributes as this is not a
-- structural object class

subtreelnformati on ATTRI BUTE :: = { 20
W TH SYNTAX Subtreelnfo
SI NGLE VALUE
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| D at-subtree-information}

Subtreel nfo ::

ENUVERATED {

all-children-present(0),
not-all-children-present (1) }

routingFilter ATTRIBUTE ::= {
W TH SYNTAX Routi ngFilter
ID at-routing-filter}

Routi ngFil ter

.1 = SEQUENCE]

attri bute-type OBJECT- | DENTI FI ER
wei ght Rout eWei ght

dda-key String OPTI ONAL,
regex-nmatch | A5String OPTI ONAL,
node Di stingui shedNane }

String ::= CHO CE {PrintableString, TeletexString}

routingFail ureAction ATTRI BUTE :: = {
W TH SYNTAX Rout i ngFai | ureActi on
SI NGLE VALUE
I D at-routing-failure-action}

Rout i ngFai | ureAction ::= ENUVERATED {
next - | evel (0),
next-tree-only(1),
next-tree-first(2),
stop(3) }

nTAl nfo ATTRI BUTE ::= {
W TH SYNTAX MTAI nf o
I D at-nta-info}

MTAI nfo ::= SEQUENCE ({
nane Di stingui shedNane,
wei ght [1] RouteWi ght DEFAULT preferred-access,

}
Rout eWéi ght

Kille
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preferred-access(5),
backup(10)} (0..20)

Figure 3: Routing Information at a Node

For example, information m ght be associated with the (PRVD) node:
PRVD=ABC, ADMD=XYZMni |, C=GB

If this node was in the open community routing tree, then the

i nformation represents information published by the owner of the PRVD
relating to public access to that PRVD. If this node was present in
another routing tree, it would represent information published by the
owner of the routing tree about access information to the referenced
PRVD. The attributes associated with a routinglnformation node
provide the follow ng information

Implicit That the node corresponds to a partial or entire valid OR
address. This is inplicit in the existence of the entry.

bject Cass If the node is a UA. This will be true if the node is of
obj ect class routedUA. This is described further in Section 11.
If it is not of this object class, it is an internediate node in
the O R Address hierarchy.

routingFilter A set of routing filters, defined by the routingFilter
attribute. This attribute provides for routing on information in
the unmatched part of the O R Address. This is described in
Section 10. 3.

subtreel nformati on Whet her or not the node is authoritative for the

| evel below is specified by the subtreelnfornation attribute. |If
it is authoritative, indicated by the value all-children-present,
this will give the basis for (permanently) rejecting invalid OR

Addresses. The attribute is encoded as enunerated, as it nmay be
| ater possible to add partial authority (e.g., for certain
attribute types). |If this attribute is missing, the node is
assuned to be non-authoritative (not-all-children-present).

The value all-children-present sinply nmeans that all of the child
entries are present, and that this can be used to determ ne
invalid addresses. There are no inplications about the presence
of routing information. Thus it is possible to verify an entire
address, but only to route on one of the higher |evel conponents.

For exanpl e, consider the node:
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VHS- O=Zydeco, PRMD=ABC, ADMD=XYZMail, C=GB

An organi sati on which has a bilateral agreenent with this

organi sation has this entry in its routing tree, with no children
entries. This is nmarked as non-authoritative. There is a second
routing tree muaintained by Zydeco, which contains all of the
children of this node, and is marked as authoritative. When
consi dering an O R Address

MHS- G=Random + MHS- S=Unknown, NMHS- O=Zydeco,
PRVD=ABC, ADMD=XYZMni |, C=GB

only the second, authoritative, routing tree can be used to

determne that this address is invalid. |In practice, the manager
configuring the non-authoritative tree, will be able to sel ect
whet her an MIA using this tree will proceed to full verification,

or route based on the partially verified information

nmMrAlnfo A list of MIAs and associated information defined by the
nmMrAlnfo attribute. This information is discussed further in
Sections 15 and 18. This information is the key information
associated with the node. Wien a node is matched in a | ookup, it
indicates the validity of the route, and a set of MIAs to connect
to. Selection of MIAs is discussed in Sections 18 and
Section 10. 2.

routingFail ureAction An action to be taken if none of the MIAs can be
used directly (or if there are no MIAs present) is defined by the
routingFailureAction attribute. Use of this attribute and
multiple routing trees is described in Section 10. 1.

accessMD The accessMD attribute is discussed in Section 10.4. This
attribute is used to indicate Mds which provide indirect access
to the part of the tree that is being routed to.

badAddr essSear chPoi nt / badAddr essSear chAttri butes The
badAddr essSear chPoi nt and badAddr essSear chAttri butes are
di scussed in Section 17. This attribute is for when an address
has been rejected, and allows information on alternative addresses
to be found.

1 Miltiple routing trees

A routing decision will usually be made on the basis of information
contained within multiple routing trees. This section describes the
algorithms relating to use of nultiple routing trees. |ssues

relating to the use of X 500 and handling of errors is discussed in
Section 14. The routing decision works by exam ning a series of
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entries (nodes) in one or nore routing trees. This information is
sumari sed in Figure 3. Each entry may contain information on
possi bl e next-hop MIAs. Wen an entry is found which enables the
nmessage to be routed, one of the routing options determned at this
point is selected, and a routing decision is made. It is possible
that further entries may be examined, in order to determ ne other
routing options. This sort of heuristic is not discussed here.

Wien a single routing tree is used, the |ongest possible match based
on the OR address to be routed to is found. This entry, and then
each of its parents in turn is considered, ending with the routing
tree root node (except in the case of the open routing tree, which
does not have such a node). Wen multiple routing trees are

consi dered, the basic approach is to treat themin a defined order
This is supplemented by a nmechani sm whereby if a nmatched node cannot
be used directly, the routing algorithmw |l have the choice to nove
up a level in the current routing tree, or to nove on to the next
routing tree with an option to nove back to the first tree later
This option to nove back is to allow for the conmmobn case where a tree
is used to specify two things:

1. Routing information private to the MIA (e.g., local UAs or routing
info for bilateral Iinks).

2. Default routing information for the case where other routing has
fail ed.

The actions allow for a tree to be followed, for the private
information, then for other trees to be used, and finally to fall
back to the default situation. For very conplex configurations it

m ght be necessary to split this into two trees. The options defined
by routingFailureAction, to be used when the information in the entry
does not enable a direct route, are:

next-level Move up a level in the current routing tree. This is the
action inplied if the attribute is omitted. This will usually be
the best action in the open conmunity routing tree.

next-tree-only Move to the next tree, and do no further processing on
the current tree. This will be useful optimsation for a routing
tree where it is known that there is no useful additional routing
informati on higher in the routing tree.

next-tree-first Move to the next tree, and then default back to the
next level in this tree when all processing is conpleted on
subsequent trees. This will be useful for an MIA to operate in
t he sequence:
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1. Check for optimsed private routes
2. Try other available information
3. Fall back to a |ocal default route

stop This address is unroutable. No processing shall be done in any
trees.

For the root entry of a routing tree, the default action and next-
| evel are interpreted as next-tree-only.

10.2 MIA Choi ce

This section considers how the choice between alternate MIAs i s nmade.
First, it is useful to consider the conditions why an MIA is entered
into a node of the routing tree:

o The manager for the node of the tree shall place it there. This
is aformality, but critical in terms of overall authority.

o The MIA manager shall agree to it being placed there. For a well
operated MIA, the access policy of the MTAwill be set to enforce
this.

o The MTA will in general (for some class of nessage) be prepared
to route to any valid OR address in the subtree inplied by the
address. The only exception to this is where the MTAw |l route
to a subset of the tree which cannot easily be expressed by
maki ng entries at the |level below. An exanple mght be an MIA
prepared to route to all of the subtree, with certain explicit
excepti ons.

| nformati on on each MITA is stored in an niTAlnfo attri bute, which is
defined in Figure 3. This attribute contains:

nane The Di stingui shed Nane of the MIA (Application Process)

wei ght A weighting factor (Route Weight) which gives a basis to
choose between different MIAs. This is described in Section 10. 2.

nta-attributes Attributes fromthe MIA's entry. Information on the
MIA wi || al ways be stored in the MIA's entry. The MIAis
represented here as a structure, which enables sone of this entry
information to be represented in the routing node. This is
effectively a maintai ned cache, and can | ead to considerable
performance optim sation. For exanple if ten MIAs were
represented at a node, another MIA making a routing decision m ght
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need to nake ten directory reads in order to obtain the

i nformati on needed. If any attributes are present here, all of
the attributes needed to make a routing decision shall be

i ncluded, and also all attributes at the Application Entity |evel.

nfo Where an MIA supports a single protocol only, or the
protocols it supports have address information that can be
represented in non-conflicting attributes, then the MIA may be
represented as an application process only. In this case, the
ae-info structure which gives infornmation on associ at ed
application entities may be onmtted, as the MIA is represented by
a single application entity which has the sanme nanme as the
application process. In other cases, the nanes of all application
entities shall be included. A weight is associated with each
application entity to allow the MIA to indicate a preference
between its application entities.

ae-

The structure of information within ae-info is as foll ows:

ae-qualifier A printable string (e.g., "x400-88"), which is the
val ue of the common nane of the relative distingui shed name of the
application entity. This can be used with the application process
nane to derive the application entity title.

ae-wei ght A weighting factor (Route Weight) which gives a basis to
choose between different Application Entities (not between
different MIAs). This is described bel ow.

ae-attributes Attributes fromthe AEs entry.

Information in the ma-attributes and ae-info is present as a
performance optim sation, so that routing choices can be nade with a
much snmal |l er nunber of directory operations. Using this information,
whose presence is optional, is equivalent to | ooking up the
information in the MTA. |If this information is present, it shall be
mai ntai ned to be the sane as that information stored in the MA
entry. Despite this maintenence requirenent, use of this performance
optimisation data is optional, and the informati on may al ways be

| ooked up fromthe MIA entry.

Note: It has been suggested that substantial perfornance optim sation

will be achieved by caching, and that the performance gai ned
from naintaining these attributes does not justify the effort
of maintaining the entries. |If this is borne out by
operational experience, this will be reflected in future

versions of this specification.
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Route weighting is a nmechanismto distinguish between different route
choices. A routing weight may be associated with the MIA in the
context of a routing tree entry. This is because routing weight wll
al ways be context dependent. This will allow machi nes which have

ot her functions to be used as backup MIAs. The Route Weight is an
integer in range 0--20. The lower the value, the better the choice
of MIA. Were the weight is equal, and no other factors apply, the
choi ce between the MIAs shall be randomto facilitate |oad bal anci ng.
If the MTAitself is inthe list, it shall only route to an MIA of

| oner weight. The exact values will be chosen by the manager of the
rel evant part of the routing tree. For guidance, three fixed points
are given:

o 0. For an MIA which can deliver directly to the entire subtree
inplied by the position in the routing tree.

o 5. For an MIA which is preferred for this point in the subtree.

o 10. For a backup MrA
When an organi sation registers in nmultiple routing trees, the route
wei ght used is dependent on the context of the subtree. |In genera

it is not possible to conpare wei ghts between subtrees. In sone
cases, use of route weighting can be used to divert traffic away from
expensi ve |inks.
Attributes present in an MIA Entry are defined in various parts of
this specification. A summary and pointers to these sections is
given in Section 16.

Attributes that are available in the MIA entry and will be needed for
maki ng a routing choice are:

prot ocol I nf ormati on

appl i cati onCont ext

mhs-del i verabl e-content-1ength

r esponder Aut henti cati onRequi renment s

i nitiatorAuthenticationRequirenents
responder Pul | i ngAut henti cati onRequi renent s
initiatorPullingAuthenticati onRequirenents

initiatorP1lMode
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r esponder P1Mode

pol | edMrAs Current MIA shall be in list if message is to be pulled.
nTAsAl | owedToPol

support edMI'SExt ensi ons

If any MIA attributes are present in the nTAInfo attribute, all of
the attributes that nay affect routing choice shall be present.

Q her attributes may be present. A full list of MIA attributes, with
sumari es of their descriptions are given in Section 16, with a
formal definition in Figure 6.

3 Routing Filters

This attribute provides for routing on information in the unmatched
part of the O R Address, including

0 Routing on the basis of an O R Address conponent type

0 Routing on the basis of a substring match of an O R address
conmponent. This might be used to route X121 addressed faxes to
an appropriate MIA

When present, the procedures of analysing the routing filters shal
be foll owed before other actions. The routing filter overrides

nTAl nfo and accessMD attri butes, which nmeans that the routing filter
nmust be considered first. Only in the event that no routing filters
match shall the mlTAInfo and accessMD attributes be considered. The
conmponents of the routingFilter attribute are:

attribute-type This gives the attribute type to be matched, and is
selected fromthe attribute types which have not been natched to
identify the routing entry. The filter applies to this attribute
type. |If there is no regular expression present (as defined
below), the filter is true if the attribute is present. The
value is the object identifier of the X 500 attribute type
(e.g., at-prnd-nane).

wei ght This gives the weight of the filter, which is encoded as a
Route Weight, with | ower val ues indicating higher priority. |If
multiple filters match, the weight of each matched filter is used
to select between them |If the weight is the sanme, then a random
choi ce shall be nmade.
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dda-key If the attribute is domain defined, then this paraneter may
be used to identify the key.

accessMD ATTRI BUTE :: = {
SUBTYPE OF di stingui shedNane
| D at - access- nd}

Figure 4: Indirect Access

regex-match This string is used to give a regular expression natch on
the attribute value. The syntax for regular expressions is
defined in Appendi x E.

node Thi s distingui shed name specifies the entry which holds routing
information for the filter. It shall be an entry with object
class routinglnfornmation, which can be used to deternine the MIA
or MIA choice. Al of the attributes fromthis entry should be
used, as if they had been directly returned fromthe current entry
(i.e., the procedure recurses). The current entry does not set
defaul ts.

An exanpl e of use of routing filters is now given, show ng how to
route on X121 address to a fax gateway in CGermany. Consider the
routing point.

PRVD=ABC, ADNMD=XYZMai |, C=GB
The entry associ ated woul d have two routing filters:

1. One with type x121 and no regul ar expression, to route a default
fax gateway.

2. One with type x121 and a regul ar expression ~9262 to route al
German faxes to a fax gateway located in Gernany with which there
is a bilateral agreenent. This would have a | ower weight, so that
it woul d be selected over the default fax gateway.

4 Indirect Connectivity

In sone cases a part of the O R Address space will be accessed
indirectly. For exanple, an ADMD wi thout access fromthe open
comuni ty m ght have an agreenent with another MD to provide this
access. This is achieved by use of the accessMD attribute defined in
Figure 4. If this attribute is found, the routing al gorithm shal
read the entry pointed to by this distinguished nane. It shall be an
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entry with object class routinglnformation, which can be used to
determ ne the MIA or MIA choice and route according to the
information retrieve to this access MD. All of the attributes from
this entry should be used, as if they had been directly returned from
the current entry (i.e., the procedure recurses). The current entry
does not set defaults.

The attribute is called an MD, as this is descriptive of its nornal
use. It might point to a nore closely defined part of the OR
Addr ess space.

It is possible for both access MD and MIAs to be specified. This
m ght be done if the MIAs only support access over a restricted set
of transport stacks. In this case, the access MD shall only be
routed to if it is not possible to route to any of the MIAs.

This structure can al so be used as an optim sation, where a set of
MI'As provi des access to several parts of the O R Address space.

Rat her than repeat the MIA information (list of MIAs) in each
reference to the MD, a single access MD is used as a neans of
grouping the MIAs. The value of the D stinguished Nane of the access
MD will probably not be nmeaningful in this case (e.g., it night be
the name "Access MIA List", within the organisation.)

If the MIA routing is unable to access the information in the Access
MD due to directory security restrictions, the routing algorithm
shall continue as if no MIA information was | ocated in the routing
entry.

Local Addresses (UAs)

Local addresses (UAs) are a special case for routing: the endpoint.
The definition of the routedUA object class is given in Figure 5.
This identifies a User Agent in a routing tree. This is needed for
several reasons:

rout edUA OBJECT- CLASS :: = {

SUBCLASS OF {routinglnformation}

KIND auxiliary

MAY CONTAI N {

-- from X 402

mhs-del i ver abl e- cont ent -1 engt h|
mhs-del i ver abl e-content -t ypes|
mhs-del i verabl e-ei ts]|
mhs- nessage- st or e| 10
mhs- pref erred-delivery-net hods|
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-- defined here
support edExt ensi ons|
redirect|
supporti ngMrA|
user Naneg|
nonDel i veryl nf o}
| D oc-rout ed-ua}

support edExt ensi ons ATTRI BUTE : : = { 20
SUBTYPE OF obj ectldentifier
| D at - support ed- ext ensi ons}

supporti ngMrA ATTRI BUTE :: = {
SUBTYPE OF niTAl nfo
| D at - supporting-nt a}

user Nane ATTRIBUTE :: = {
SUBTYPE OF di sti ngui shedName
| D at - user - nane} 30

Figure 5: UA Attributes

1. To allow UAs to be defined without having an entry in another part
of the DIT.

2. To identify which (leaf and non-leaf) nodes in a routing tree are
User Agents. In a pure X 400 environnment, a UA (as distinct from
a connecting part of the O R address space) is sinply identified
by object class. Thus an organisation entry can itself be a UA. A
UA need not be a leaf, and can thus have children in the tree.

3. To allow UA paraneters as defined in X 402 (e.g., the
mhs-deliverable-eits) to be deternmined efficiently fromthe
routing tree, without having to go to the user’s entry.

4. To provide access to other information associated with the UA as
defi ned bel ow.

The following attributes are defined associated with the UA

support edExt ensi ons MIS ext ensi ons supported by the MIA, which affect
delivery.

supporti ngMrA The MIAs whi ch support a UA directly are noted in the

supportingMrA attribute, which nmay be multi-valued. 1In the X 400
nodel, only one MIA is associated with a UA. In practice, it is
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possi bl e and useful for several MIAs to be able to deliver to a
single UA. This attribute is a subtype of niTAInfo, and it defines
access information for an MTA which is able to deliver to the UA
There may al so be an nTAInfo attribute in the entry.

Conponents of the supportingMrA attribute are interpreted in the
sane manner as ntalnfo is for routing, with one exception. The
val ues of the Route Weight are interpreted in the follow ng
manner :

o 0. Apreferred MIA for delivery.
o 5. A backup MIA.
o 10. A backup MIA, which is not presferred.

The supporti ngMrA attribute shall be present, unless the address
i s being non-delivered or redirected, in which case it may be
om tted.

redirect The redirect attribute controls redirects, as described in
Section 22.1.

user Name The attribute userNanme points to the distinguished Nanme of
the user, as defined by the mhs-user in X 402. The pointer from
the user to the O R Address is achieved by the nhs-or-addresses
attribute. This makes the UA/ User |inkage symetrical.

nonDel i veryl nfo The attribute nonDeliverylnfo nandates non-delivery
to this address, as described in Section 22. 3.

When routing to a UA, an MTA will read the supportingMIA attri bute.
If it finds its owm name present, it will know that the UA is |ocal
and i nvoke appropriate procedures for local delivery (e.g., co-
resident or P3 access information). The cost of holding these
attributes for each UA at a site will often be reduced by use of
shared attributes (as defined in X 500(93)).

M sconfi guration of the supporti ngMrA attribute could have seri ous
operational and possibly security problens, although for the nopst
part no worse than general routing configuration problens. An MIA
using this attribute nmay choose to performcertain sanity checks,
whi ch m ght be to verify the routing tree or subtree that the entry
resides in.

The |inkage between the UA and User entries was noted above. It is
al so possible to use a single entry for both User and UA, as there is
no conflict between the attributes in each of the objects. In this

case, the entries shall be in one part of the DIT, with aliases from
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13.

13.

the other. Because the UA and User are naned with different
attributes, the aliases shall be at the |eaf |evel

1 Searching for Local Users

The approach defined in this specification perforns all routing by
use of reads. This is done for perfornmance reasons, as it is a
reasonabl e expectation that all DSA inplenmentations will support a
hi gh performance read operation. For local routing only, an MIA in
cooperation with the provider of the local routing tree may choose to
use a search operation to performrouting. The major benefit of this
is that there will not be a need to store aliases for alternate
nanes, and so the directory storage requirenment and alias managenent
will be reduced. The difficulty with this approach is that it is
hard to define search criteria that would be effective in al
situations and well supported by all DUAs. There are al so issues
about determining the validity of a route on the basis of partial

mat ches.

Di rect Lookup

Where an O R address is registered in the open community and has one
or nore "open" MIAs which support it, this will be optinised by

storing MIA information in the O R address entry. In general, the
Directory will support this by use of attribute inheritance or an

i npl ementation will optimse the storage or repeated information, and
so there will not be a |large storage overhead inplied. This is a

function of the basic routing approach. As a further optinisation of
this case, the User’s distinguished name entry nay contain the
nMrAlnfo attribute. This can be | ooked up fromthe distinguished
nane, and thus routing on subm ssion can be achi eved by use of a

si ngl e read.

Note: This perfornance optim sation has a managenent overhead, and
further experience is needed to deternine if the effort
justifies the performance inprovenent.

Al t er nat e Rout es
1 Finding Alternate Routes

The routing algorithmselects a single MTA to be routed to. It could
be extended to find alternate routes to a single MIA with possibly
different weights. How far this is done is a |local configuration
choice. Provision of backup routing is desirable, and leads to
robust service, but excessive use of alternate routing is not usually
beneficial. It will often force nessages onto convol uted paths, when
there was only a short outage on the preferred path. 1t is inportant
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14.

to note that this strategy will lead to picking the first acceptable
route. It is inmportant to configure the routing trees so that the
first route identified will also be the best route.

2 Sharing routing information

So far, only single addresses have been considered. |nproving
routing choice for nultiple addresses is anal ogous to dealing with
mul tiple routes. This section defines an optional inprovenment. Wen
mul ti pl e addresses are present, and alternate routes are avail abl e,
the preferred routes may be chosen so as to nmaxim se the nunber of
reci pients sent with each nessage.

Specification of routing trees can facilitate this optinisation

Suppose there is a set of addresses (e.g., in an organi sation) which
have different MIAs, but have access to an MIA which will do |oca
switching. |If each address is registered with the optimal MIA as

preferred, but has the "hub" MIA registered with a higher route
wei ght, then optim sation may occur when a nessage is sent to
mul tipl e addresses in the group.

Looking up Information in the Directory

The description so far has been abstract about | ookup of information.
This section considers how information is | ooked up in the Directory.
Consider that an O R Address is presented for | ookup, and there is a
sequence of routing trees. At any point in the |ookup sequence,
there is one of a set of actions that can take place:

Entry Found Infornmation fromthe entry (node) is returned and shal
be exanined. The routing process continues or termnates, based
on this information.

Entry Not Found Return information on the length of best possible
match to the routing al gorithm

Tenporary Rej ect The MIA shall stop the calcul ation, and repeat the
request later. Repeated tenporary rejects should be handled in a
simlar manner to the way the local MIA would handle the failure
to connect to a renote MIA

Per manent Reject Administrative error on the directory which may be
fixed in future, but which currently prevents routing. The
routing cal cul ati on should be stopped and t he nessage
non- del i ver ed.

The al gorithm proceeds by a series of directory read operations. |If
the read operation is successful, the Entry Found procedure should be
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followed. Errors fromthe | ookup (directory read) shall be handl ed
in terns of the above procedures as follows. The follow ng handling
is used when follow ng a routing tree:

AttributeError This | eads to a Permanent Reject.

NarmeError Entry Not Found is used. The matched paraneter is used to
determ ne the nunber of conponents of the nane that have mat ched
(possibly zero). The read nay then repeated with this nane.
This is the normal case, and allows the "best" entry in the
routingn tree to be located with two reads.

Referral The referral shall be followed, and then the procedure
recurses.

SecurityError Entry Not Found is used. Return a match Iength of one
| ess than the nanme provided.

ServiceError This leads to a Tenporary Reject.

There will be cases where the algorithmnoves to a nane outside of
the routing tree being followed (Followi ng an accessMD attribute, or
a redirect or a matched routing filter). The handling will be the
sane as above, except:

NaneError This | eads to a Permanent Reject.

SecurityError This leads to a Permanent Reject.

When readi ng objects which of not of object class routinglnformtion,
the following error handling is used:

AttributeError This |leads to a Permanent Reject.
NaneError This | eads to a Permanent Reject.

Referral The referral shall be followed, and then the procedure
recurses.

SecurityError In the case of an MIA, treat as if it is not possible
to route to this MIA. In other cases, this |leads to a Permanent
Rej ect .

ServiceError This leads to a Tenporary Reject.

The al gorithm specifies the object class of entries which are read.

If an object class does not match what is expected, this shall |ead
to a permanent reject.
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Nam ng MrAs

MIAs need to be naned in the DIT, but the nanme does not have routing
significance. The MIA nane is sinply a unique key. Attributes
associated with namng MIAs are given in Figure 6. This figure also
gives a list of attributes, which may be present in the MIA entry.
The use of nost of these is explained in subsequent sections. The
nTANane and gl obal Domai nl D attri butes are needed to define the
information that an MIA places in trace information. As noted
previously, an MIA is represented as an Application Process, with one
or nore Application Entities.

nmrANanme ATTRI BUTE :: = {
SUBTYPE OF nane
W TH SYNTAX Di rectoryString{ub-nta-nane-1ength}
SI NGLE VALUE
| D at - nt a- nane}
-- used for nam ng when
-- MIA is naned in O=R Address Hierarchy

gl obal Domai nl D ATTRI BUTE : : = { 10
W TH SYNTAX d obal Donai nl dentifier
SI NGLE VALUE
| D at - gl obal - domai n-i d}
-- both attributes present when MIA
-- is named outside O=R Address Hierarchy
-- to enable trace to be witten

mMrAAppl i cati onProcess OBJECT- CLASS :: = {
SUBCLASS OF {application-process}
KIND auxiliary 20

MAY CONTAI N {
MrAW | | Rout e|
gl obal Domai nl Dj
routingTreeLi st |
| ocal AccessUni t |
accessUni t sUsed

}

I D oc-mt a-application-process}

nTA OBJECT CLASS :: = { -- Application Entity 30
SUBCLASS OF {mhs-nessage-transfer-agent}
KIND structura
MAY CONTAI N {
nrANane|
gl obal Domai nl Dj -- per AE vari ant
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r esponder Aut henti cat i onRequi r enment s|

i nitiatorAuthenticati onRequirenents|

responder Pul | i ngAut henti cat i onRequi r enent s|

i nitiatorPullingAuthenticationRequirenents|

i nitiatorPlMode| 40
r esponder P1Mode|

pol | edMIAs|

prot ocol I nformati on|

respondi ngRTSCr edent i al s|

i nitiati ngRTSCredenti al s|

cal I i ngPresent ati onAddr ess|

callingSel ectorValidity]|

bi | at er al Tabl e|

MrAW | | Rout e|

mhs- del i ver abl e- cont ent - | engt h| 50
routi ngTreeli st |

support edMI'SExt ensi ons|

mMrAsAl | owedToPol

| D oc-m a}

Figure 6: MIA Definitions

In X 400 (1984), MIAs are naned by MD and a single string. This
style of naming is supported, with MAs naned in the O R Address tree
relative to the root of the DIT (or possibly in a different routing
tree). The nTANane attribute is used to nane MIAs in this case. For
X. 400(88) the Distinguished Name shall be passed as an AE Title.

MIAs may be named with any other DN, which can be in the O R Address
or Oganisational DIT hierarchy. There are several reasons why MIAs
m ght be naned differently.

o The flat nami ng space is inadequate to support |arge Mds. MIA
nane assignment using the directory woul d be awkward.

0 An MD does not wish to register its MIAs in this way (essentially,
it prefers to give themprivate nanes in the directory).

0 An organisation has a policy for nami ng application processes,
whi ch does not fit this approach

In this case, the MIA entry shall contain the correct information to
be inserted in trace. The niTANanme and gl obal Dormai nI D attributes are
used to do this. They are single value. For an MIA which inserts
different trace in different circunmstances, a nore conpl ex approach
woul d be needed.
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16.

An MD may choose to nane its MIAs outside of the O R address

hi erarchy, and then link some or all of themw th aliases. A pointer
fromthis space may help in resolving informati on based on MIA Trace.
The situation considered so far is where an MIA supports one
application context (protocol). The MIA is represented in the
directory by a single directory entry, having no subordi nate
applicationEntity entries. This nane is considered to be the nane of
the MIA and its Application Process Title. The MIA has no
Application Entity Qualifier, and so this is also the Application
Entity Title. 1In the case where an MIA supports nore than one
application context, the Application Process Title is exactly the
sane as above, but it also has one or nore subordinate
applicationEntity entries. Each of these subordinate entries is
associated with a single application context. The relative

di sti ngui shed nane of the subordinate applicationEntity entry is the
Application Entity Qualifier of the Application Entity Title. The
Application Entity Title is the distinguished name of the
applicationEntity. The term MIA Nane is used to refer to the
Application Process Title.

1 Naming 1984 MIAs
Sonme sinplifications are necessary for 1984 MIAs, and only one nam ng
approach may be used. This is because Directory Names are not
carried in the protocol, and so it nust be possible to derive the
nane algorithmcally fromparaneters carried. |In X 400, MIAs are
naned by MD and a single string. This style of naming is supported,
with MIAs naned in the O R Address tree relative to the root of the
DIT (or possibly in a different routing tree). The MIANane attribute
is used to name MIAs in this case.

Attributes Associated with the MIA
This section lists the attributes which may be associated with an MIA
as defined in Figure 6, and gives pointers to the sections that
descri be them
nmrANanme Section 15.
gl obal Domei nl D Section 15.
protocol I nformati on Section 18. 1.
appl i cati onCont ext Section 18. 2.
mhs- del i verabl e-content-1ength Section 18. 3.

r esponder Aut henti cati onRequi renments Section 20. 2.
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17.

i nitiatorAuthenticationRequirenments Section 20. 2.
responder Pul | i ngAut henti cati onRequi renents Section 20. 2.
initiatorPullingAuthenticati onRequirenents Section 20. 2.
i nitiatorPlMde Section 19.

responder PLMbde Section 19.

pol | edMrAs Section 19.

mMrAsAl | owedToPol | Section 19.

respondi ngRTSCr edenti al s Secti on 20. 3.

initiati ngRTSCredentials Section 20. 3.

cal l i ngPresent ati onAddress Section 20. 3.
callingSelectorValidity Section 20. 3.

bi | at eral Tabl e Section 17.

MrAW | | Rout e Section 21

routi ngTreeli st Section 9.

support edMI'SExt ensi ons Secti on 18. 3.

NTABI | at er al Tabl eEntry OBJECT- CLASS :: =
SUBCLASS OF {nrA| di stingui shedNanmeTabl eEnt ry}
ID oc-ma-bilateral -tabl e-entry}

Figure 7: MIA Bilateral Table Entry

Bi | at eral Agreenents

Each MIA has an entry in the DIT. This will be information which is
globally valid, and will be useful for handling general information
about the MIA and for information conmon to all connections. In nmany
cases, this will be all that is needed. This global information may
be restricted by access control, and so need not be gl obally
available. In some cases, MIAs will maintain bilateral and
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multilateral agreements, which hold authentication and rel ated
informati on which is not globally valid. This section describes a
mechani sm for grouping such information into tables, which enables an
MIA to have bilateral information or for a group of MIAs to share
multilateral information. The description is for bilatera
information, but is equally applicable to nultilateral agreenents.

For the purpose of a bilateral agreenent, the MIA is considered to be
an application entity. This neans that when this is distinct from
the application process, that the agreenents are protocol specific.

A bilateral agreenent is represented by one entry associated with
each MIA participating in the bilateral agreenent. For one end of
the bilateral agreenent, the agreenent information will be keyed by
the name of the MIA at the other end. Each party to the agreenent
will set up the entry which represents its half of the agreed policy.
The fact that these correspond is controlled by the externa

agreenent. In many cases, only one half of the agreement will be in
the directory. The other half might be in an ADVMD MIA configuration
file.

MIA bilateral information is stored in a table, as defined in [15].
An MIA has access to a sequence of such tables, each of which
controls agreenents in both directions for a given MIA. \Were an MIA
is represented in nmultiple tables, the first agreement shall be used.
This allows an MIA to participate in nultilateral agreenents, and to
have private agreenents which override these. The definition of
entries in this table are defined in Figure 7. This table will
usual ly be access controlled so that only a single MIA or sel ected
MIAs whi ch appear externally as one MIA can access it.

bi | ateral Tabl e ATTRI BUTE :: = {
W TH SYNTAX SEQUENCE CF Di sti ngui shedNane
SI NGLE VALUE
ID at-bilateral -tabl e}

Figure 8: Bilateral Table Attribute

Each entry in the table is of the object class

di sti ngui shedNaneTabl eEntry, which is used to nane the entry by the

di stingui shed nane of the MIA. In sone cases discussed in Section
20.1, there will also be aliases of type textTableEntry. The MA
attri butes needed as a part of the bilateral agreenment (typically MIA
Nane/ Password pairs), as described in Section 20.3, will always be
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present. Qher MIA attributes (e.g., presentation address) may be
present for one of two reasons:

1. As a perfornance optim sation
2. Because the MIA does not have a global entry

Every MTA with bilateral agreements will define a bilateral MA
table. Wen a connection froma renote MTAis received, its

Di stingui shed Nanme is used to generate the nane of the table entry.
For 1984, the MIA Nane exchanged at the RTS level is used as a key
into the table. The location of the bilateral tables used by the MIA
and the order in which they are used are defined by the

bil ateral Tabl e attribute in the MIA entry, which is defined in Figure
8.

Al'l of the MIA information described in Section 16 may be used in the
bilateral table entries. This will allow bilateral control of a w de
range of paraneters.

Not e: For sonme bilateral connections there is a need control various
ot her functions, such as trace stripping and origi nator address
mani pul ation. For now, this is left to inplenmentation specific
extensions. This is expected to be reviewed in |ight of
i npl ement ati on experience.

MIA Sel ecti on
1 Dealing with protocol mn smatches

MIAs may operate over different stacks. This neans that some MIAs
cannot talk directly to each other. Even where the protocols are the
same, there nmay be reasons why a direct connection is not possible.
An environment where there is full connectivity over a single stack
is known as a transport comunity [9]. The set of transport
comuni ti es supported by an MIA is specified by use of the

protocol Information attribute defined in X 500(93). This is
represented as a separate attribute for the conveni ence of naking
routi ng decisions.
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support edMI'SExt ensi ons ATTRI BUTE :: = {
SUBTYPE OF obj ectldentifier
| D at - support ed- nt s- ext ensi ons}

Figure 9: Supported MIS Extensions

A comunity is identified by an object identifier, and so the
mechani sm supports both well known and private conmunities. A |ist
of object identifiers corresponding to well known communities is

gi ven in Appendi x B.

2 Supported Protocols

It is inportant to know the protocol capabilities of an MTA. This is
done by the application context. There are standard definitions for
the foll owi ng 1988 protocols.

o P3 (with and without RTS, both user and MIS initiated)
o P7 (with and wi thout RTS).

o P1 (various nodes). Strictly, this is the only one that matters
for routing.

In order to support P1(1984) and P1(1988) in X 410 node, application
contexts which define these protocols are given in Appendix C. This
context is for use in the directory only, and woul d never be
exchanged over the network.

For routing purposes, a nmessage store which is not co-resident with
an MTA is represented as if it had a co-resident MIA and configured
with a single link to its supporting MIA

In cases where the UA is involved in exchanges, the UA will be of
obj ect class nhs-user-agent, and this will allow for appropriate
comuni cation information to be registered.

3 MIA Capability Restrictions

In addition to policy restrictions, described in Section 21, an MIA
may have capability restrictions. The maxi mum size of MPDU is
defined by the standard attribute mhs-deliverabl e-content-I|ength.

The supported MIS extensions are defined by a new attribute specified
in Figure 9.
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restrictedSubtree OBJECT- CLASS :: = {

SUBCLASS COF {top}

KIND auxiliary

MAY CONTAI N {
subt reeDel i ver abl eCont ent Lengt h|
subt reeDel i ver abl eCont ent Types|
subt reeDel i ver abl eEl Ts}

I D oc-restricted-subtree}

10

subtreeDel i ver abl eCont ent Lengt h ATTRI BUTE :: = {

SUBTYPE OF nhs-deliverabl e-content-Iength

| D at - subtree-deliverabl e-content-I| ength}
subtreeDel i ver abl eCont ent Types ATTRI BUTE :: = {

SUBTYPE OF nhs-deliverabl e-content-types

I D at-subtree-deliverabl e-content-types}
subtreeDel i verabl eEl Ts ATTRI BUTE :: = {

SUBTYPE OF nhs-deliverable-eits 20

| D at-subtree-deliverabl e-eits}

Figure 10: Subtree Capability Restriction

It may be useful to define other capability restrictions, for exanple
to enabl e routing of nmessages around MIAs with specific deficiencies.
It has been suggested using MIA capabilities as an optim sed neans of
expressing capabilities of all users associated with the MIA. This is
felt to be undesirable.

4 Subtree Capability Restrictions

In many cases, users of a subtree will share the same capabilities.

It is possible to specify this by use of attributes, as defined in
Figure 10. This will allow for restrictions to be determined in
cases where there is no entry for the user or OR Address. This will
be a useful optimisation in cases where the UA capability information
is not available fromthe directory, either for policy reasons or
because it is not there. This information may al so be present in the
domain tree (RFC 822).

This shall be inplenmented as a collective attribute, so that it is
available to all entries in the subtree below the entry. This can
al so be used for setting defaults in the subtree.
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initiatorP1vbde ATTRI BUTE :: = {
W TH SYNTAX P1Mode
SI NGLE VALUE
ID at-initiator-pl-node}

responder PAMbde ATTRI BUTE :: = {
W TH SYNTAX P1Mbde
SI NGLE VALUE
| D at-responder - pl- node} 10

P1Mode ::= ENUMERATED ({
push-onl y(0),
pull-only(1),
twa(2) }

pol | edMrAs ATTRI BUTE :: = {
W TH SYNTAX Pol | edMI'As
| D at - pol | ed- nt as}
20
Pol | edMTAs :: = SEQUENCE ({
nta Distingui shedNane,
pol I -frequency | NTEGER OPTI ONAL --frequency in mnutes

}

NTASAl | owedToPol | ATTRI BUTE :: = {
SUBTYPE OF di sti ngui shedName
I D at-nmntas-all owed-to-poll}

Figure 11: Pulling Messages
MIA Pul li ng Messages
Pul I'i ng nessages between MIAs, typically by use of two way alternate,
is for bilateral agreenment. It is not the common case. There are
two circunstances in which it can arise.
1. Making use of a connection that was opened to push nessages.
2. Explicitly polling in order to pull nessages
Attributes to support this are defined in Figure 11. These
attributes indicate the capabilities of an MIA to pull nessages, and

allows a list of polled MIAs to be specified. |If omtted, the norma
case of push-only is specified. In the MIA Entry, the poll edMrAs
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attri bute indicates MIAs which are to be polled and the
MrAsAl | owedToPol | attribute indicates MIAs that may poll the current
MTA.

Security and Policy
1 Finding the Nane of the Calling MIA

A key issue for authentication is for the called MIA to find the name
of the calling MITA. This is needed for it to be able to | ook up
information on a bilateral agreenent.

Where X. 400(88) is used, the nanme is available as a distinguished
nane fromthe AE-Title derived fromthe AP-Title and AE-Qualifier in
the A-Associate. For X 400(84), it will not be possible to derive a
gl obal nanme fromthe bind. The MIA Nanme exchanged in the RTS Bind
will provide a key into the private bilateral agreenent table (or
tabl es), where the connection information can be verified. Thus for
X.400(1984) it will only be possible to have bilateral inbound Iinks
or no authentication of the calling MIA

Note: CDC use a search here, as a nmechanismto use a single table and
an 88/84 independent access. This may be considered for general
adoption. It appears to nake the data nodel cleaner, possibly
at the expense of sone performance. This will be considered in
the light of inplenentation experience.

2 Authentication

The levels of authentication required by an MITA will have an i npact
on routing. For example, if an MIA requires strong authentication,
not all MIAs will be able to route to it. The attributes which
define the authentication requirenents are defined in Figure 12

The attributes specify authentication levels for the follow ng cases:

Responder These are the checks that the responder will nake on the
initiator’s credentials.

Initiator These are the checks that the initiator will make on the
responders credentials. Very often, no checks are needed ---
establ i shing the connection is sufficient.

Responder Pulling These are responder checks when nessages are
pul led. These will often be stronger than for pushing.

Initiator Pulling For conpl eteness.
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If an attribute is omtted, no checks are required. If nultiple
checks are required, then each of the relevant bits shall be set.
The attribute is single value, which inplies that the MIA nust set a
singl e authentication policy.

responder Aut henti cati onRequi rements ATTRI BUTE :: = {

W TH SYNTAX Aut henti cati onRequi renents

SI NGLE VALUE

I D at -responder - aut henti cati on-requirenent s}
i nitiatorAuthenticationRequirenents ATTRI BUTE :: = {

W TH SYNTAX Aut henti cati onRequi renents

SI NGLE VALUE

ID at-initiator-authentication-requirenents} 10
responder Pul | i ngAut henti cati onRequi renents ATTRI BUTE :: = {

W TH SYNTAX Aut henti cati onRequi renent s
SI NGLE VALUE
I D at-responder-pul |l i ng-aut hentication-requirenents}

initiatorPullingAuthenticationRequirenents ATTRI BUTE ::= {
W TH SYNTAX Aut henti cati onRequi renents
SI NGLE VALUE
ID at-initiator-pulling-authentication-requirenents} 20

Aut henti cati onRequi renents ::= Bl TSTRI NG {
nt a- nane- present (0),
aet-present (1),
aet-valid(2),
net wor k- addr ess( 3),
si npl e- aut henti cati on(4),
strong- aut henti cati on(5),
bi | at er al - agr eenment - needed( 6) }

Figure 12: Authentication Requirenments
The val ues of the authentication requirenments mnean:

nt a- nane- present That an RTS | evel MIA paraneter shall be present for
| oggi ng purposes.

aet-present That a distingui shed nane application entity title shall
be provided at the ACSE | evel.
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aet-valid As for aet-present, and that the AET be registered in the
directory. This may be | ooked up as a part of the validation
process. |If mta-name-present is set, the RTS value of nta and
password shall correspond to those registered in the directory.

net wor k- address This can only be used for the responder. The AET
shall be | ooked up in the directory, and the
cal li ngPresentati onAddress attribute nmatched agai nst the calling
address. This shall match exactly at the network | evel. The
validity of selectors will be matched according to the
callingSelectorValidity attribute.

si npl e-aut hentication All MIA and password paraneters needed for
sinpl e authentication shall be used. This will usually be in
conjunction with a bilateral agreenent.

strong-aut hentication Use of strong authentication.

bi | at eral - agreenment - needed This nmeans that this MTA will only accept
connections in conjunction with a bilateral or nmultilatera
agreenents. This link cannot be used unless such an agreenent
exi sts.

These attributes may al so be used to specify UA/ MIA aut hentication
policy. They may be resident in the UA entry in environnments where
this informati on cannot be nodified by the user. OQherwise, it wll
be present in an MIA table (represented in the directory).

An MTIA coul d choose to have different authentication levels rel ated
to different policies (Section 21). This is seen as too conplex, and
so they are kept independent. The equival ent function can always be
achi eved by using nultiple Application Entities with the application
process.

3 Authentication Information
Thi s section specifies connection information needed by P1. This is

essentially RTS paraneterisation needed for authentication. This is
defined in Figure 13. Confidential bilateral information is inplied

by these attributes, and this will be held in the bilatera
i nformati on agreenment. This shall have appropriate access contro
applied. Note that in some cases, MIA information will be split

across a private and public entry.
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respondi ngRTSCr edenti al s ATTRI BUTE :: = {
W TH SYNTAX RTSCredenti al s
SI NGLE VALUE
I D at-respondi ng-rts-credenti al s}

initiati ngRTSCredentials ATTRI BUTE :: = {
W TH SYNTAX RTSCredenti al s
SI NGLE VALUE 10
ID at-initiating-rts-credential s}

RTSCredential s ::= SEQUENCE ({
request [0] MrAandPassword OPTI ONAL,
response [1] MrAandPassword OPTI ONAL }

MrAandPassword ::= SEQUENCE ({
MIr'ANane, 20
Password } -- MIANanme and Password
-- from X 411
cal I i ngPresentati onAddress ATTRI BUTE :: = {
SUBTYPE OF presentati onAddress
MULTI VALUE

I D at-cal ling-presentation-address}

callingSelectorValidity ATTRI BUTE :: = { 30
W TH SYNTAX Cal l i ngSel ectorValidity
SI NGLE VALUE
ID at-calling-sel ector-validity}

Cal lingSel ectorValidity ::= ENUVERATED {
all-sel ectors-fixed(0),
tsel -may-vary(1),
all -sel ectors-may-vary(2) }

Figure 13: MIA Aut henticati on Paraneters
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21.

nMTAW | | Route ATTRI BUTE :: = {
W TH SYNTAX MIAW | | Rout e
ID at-ma-wll-route}
MIAW | | Rout e ::= SEQUENCE ({
from[O0] SET OF ORAddressPrefix OPTI ONAL,
to [1] SET OF ORAddressPrefix OPTI ONAL,
from excl udes [ 2] SET OF ORAddressPrefix OPTI ONAL,
t o- excl udes [ 3] SET OF ORAddressPrefix OPTIONAL } 10
ORAddr essPrefix ::= Distingui shedNane

Figure 14: Sinple MIA Policy Specification

The paraneters are:

Initiating Credentials The credentials to be used when the | ocal MIA
initiates the association. It gives the credentials to insert
into the request, and those expected in the response.

Respondi ng Credentials The credentials to be used when the renote MIA
initiates the association. It gives the credential expected in
the request, and those to be inserted into the response.

Renote Presentation Address Valid presentation addresses, which the
renote MIA may connect from

If an MIA/ Password pair is onitted, the MIA shall default to the
| ocal MIA Name, and the password shall default to a zero-length OCTET
STRI NG

Note: Future versions of this specification may add nore information
here relating to paraneters required for strong authentication.

Pol i cy and Aut hori sation
1 Sinple MIA Policy

The routing trees will generally be configured in order to identify
MIAs which will route to the destination. A sinple nmeans is
identified to specify an MTA's policy. This is defined in Figure 14.
If this attribute is onmitted, the MIA shall route all traffic to the
inplied destinations fromthe context of the routing tree for any
MIAs that have valid access to the routing tree.
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The multi-valued attribute gives a set of policies which the MIA will
route. (O R Addresses are represented by a prefix, which identifies a
subtree. A distinguished name encoding of O R Address is used.

There are three conponents:

from This gives a set of O R addresses which are granted perm ssion

by this attribute value. If omtted, "all" is inplied.
to This gives the set of acceptable destinations. |If omitted,
"all" is inplied.

fromexcludes This defines (by prefix) subtrees of the O R address
tree which are explicitly excluded fromthe "front definition
If omtted, there are no excl usions.

to-excludes This defines (by prefix) subtrees of the OR address tree
which are explicitly excluded fromthe "to" definition. |If
onmtted, there are no excl usions.

This sinple policy will suffice for nbst cases. |In particular, it
gives sufficient information for nbst real situations where a policy
choice is forced, and the application of this policy would prevent a
nmessage bei ng rout ed.

This sinple prefixing approach does not deal explicitly with alias
dereferencing. The prefixes refer to O R addresses where aliases
have been dereferenced. To match agai nst these prefixes, OR
addresses being matched need to be "nornmalised by being | ooked up in
the directory to resolve alias values. |If the |ookup fails, it shal
be assuned that the provided address is already normalised. This
nmeans that policy may be nmisinterpreted for parts of the D T not
referenced in the directory.

The originator refers to the MIS originator, and the recipient to the
MIS recipient, following any |ist expansion or redirect. This sinple
policy does not apply to delivery reports. Any advertised route
shall work for delivery reports, and it does not makes sense to

regul ate this on the basis of the sender

2 Conpl ex MIA Policy

MIAs will generally have a nmuch nore conpl ex policy mechani sm such
as that provided by PP MIA [10]. Representing this as a part of the
routing decision is not done here, but may be addressed in future
versions. Sone of the issues which need to be tackled are:
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MIAs may apply nore conpl ex routing policies. However, this shal
lead to the rejection of nessages whi ch night otherw se be
correctly routed on the published policy infornmation.
relating to submnission do not need to be public.

not

Use of charging and non-chargi ng nets
Pol i cy dependent on nessage size
Different policy for delivery reports.

Pol i cy dependent on attributes of the originator or
recipient (e.g., mail from students)

Content type and encoded information types

The path which the nmessage has traversed to reach the MIA
MIA bil ateral agreenents

Pul 1'i ng nmessages

Costs. This sort of policy informati on nay al so be for
i nformati on only.

to the MIA

Policies
They can be private

redirect ATTRIBUTE ::= {

W TH SYNTAX Redi r ect
SI NGLE VALUE
ID at-redirect}

Redirect ::= SEQUENCE OF SEQUENCE {

or - nane ORNane,
reason RedirectionReason, -- from X 411
filter CHO CE {

m n-size [1] | NTEGER

max-si ze [2] | NTEGER,

content [3] Content Type,

eit [4] External Encodedl nformati onType } OPTI ONAL

Figure 15: Redirect Definition

10
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22. Delivery

22.1 Redirects

There is a need to specify redirects in the Directory. This will be
useful for alternate nanes where an equival ent nane (synonym defined
by an alias is not natural. An exanple where this night be

appropriate is to redirect mail to a new O R address where a user had
changed organi sation. A nmechanismis given to allow conditiona
(filtered) redirects for different types of nessages. This allow
smal | nmessages, |arge nessages, or nessages containing specific EITs
or content to be redirected. The definitions are given in Figure 15.

Redirection is specified by the redirect attribute. |If present, this
attribute shall be processed before supporti ngMrA and
nonDel i verylnfo. These two attributes shall only be considered if it
is deternmined that no redirection applies. The redirect attribute is
a sequence of elements which are considered in the order specified.
Each elenment is examined in turn. The first elenment which applies is
used, and no further elenments are exam ned. Use of an elenent for
redirection, shall follow the X 400 procedures for redirection, and

an el enment shall not be used if prevented by a service control. |If
the redirect attribute is processed and no redirection is generated,
processing shall continue irrespective of service controls. If non-

delivery is intended in this event, this shall be achieved by use of
t he nonDeliverylnfo attribute.

The conponents have the follow ng interpretations:

or-nane This X. 400 OR Nane is for use in the redirection. This OR
Nane will contain an optional directory name and optional QR
address. One or both of the nust be present. |If the O R Address
el enent is present, the Directory Name, if present, is for
information only. and is to be placed in the X 400 redirection.
If the OR address elenent is absent, the Directory Nane shall be
present and shall be | ooked up to determine the O R address of the
redirected recipient. The O R Address of the intended recipient
will either be present or derived by | ookup. Routing shall be
done on the basis of this O R Address.

reason This is the reason information to be placed in the X 400
redirect, and it shall take one of the follow ng val ues of
Redi rect Reason defined in X 411:

reci pi ent - assi gned-al ternate-recipient;

reci pi ent- MD-assi gned-alternate-recipient; or alias. It shall not
have the val ue ori gi nator-request ed-alternate-recipient.
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filter If filter is absent, the redirect is mandoatory and shall be
followed. |If the filter is present, use of the redirect under
consi derati on depends on the type of filter as follows:

m n-size Followredirect if the nmessage (MI content) is |arger
than nin-size (nmeasured in kBytes).

max-size Follow redirect if the nmessage (MI content) is smaller
t han max-size (nmeasured in kBytes).

content Follow redirect if nmessage content is of type content.

eit Followredirect if the encoded information types registered
in the envel ope contain eit.

When a delivery report is sent to an address which woul d be
redirected, X 400 would ignore the redirect. This neans that every
O R address would need to have a valid neans of delivery. This would
seemto be awkward to nanage. Therefore, the redirect shall be

foll owed, and the delivery report delivered to the redirected

addr ess.

These redirects are handled directly by the MIA. Redirects can al so
be initiated by the UA, for exanple in the context of a P7
i nteraction.

nonDel i veryl nfo ATTRI BUTE :: = {
W TH SYNTAX NonDel i ver yReason
SI NGLE VALUE
I D at-non-delivery-info}

NonDel i veryReason :: = SEQUENCE {
reason | NTEGER (0. . ub-reason-codes),
di agnosti c | NTEGER (0. . ub-di agnosti c-codes) OPTI ONAL,
suppl enrentarylnfo Printabl eString OPTI ONAL } 10
Figure 16: Non Delivery Information

2 Underspecified O R Addresses

X. 400 requires that sone underspecified O R Addresses are handled in

a given way (e.g., if a surname is given without initials or given
nane). \Were an underspecified OR Address is to be treated as if it
were another O R Address, an alias shall be used. |If the O R Address
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22.

is to be rejected as anbi guous, an entry shall be created in the DT,
and forced non-delivery specified for this reason

Note: It is also possible to handle this situation by searching. An
MIA conforming to this specification may handl e underspecifi ed
addresses in this manner. The choice of mechanismw || be
revi ewed after operational experience with both approaches.

3 Non Delivery

It is possible for a manager to define an address to non-deliver with
speci fi ed reason and di agnostic codes. This might be used for a
range of managenment purposes. The attribute to do this is defined in
Figure 16. |If a nonDeliverylnfo attribute is present, any
supportingMrA attri bute shall be ignored and the nessage non-
del i ver ed.

4 Bad Addresses

If there is a bad address, it is desirable to do a directory search
to find alternatives. This is a hel pful user service and nmay be
supported. This function is invoked after address checking has
failed, and where this is no user supplied alternate recipient. This
functi on would be an MIA-chosen alternative to admnistratively
assigned alternate recipient.

Attributes to support handling of bad addresses are defined in Figure
17. The attributes are:

badAddr essSear chPoi nt This gives the point (or list of points) from
whi ch to search

badAddressSearchAttri butes This gives the set of attribute types to
search on. The default is comon nane.
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badAddr essSear chPoi nt ATTRI BUTE :: = {
SUBTYPE OF di sti ngui shedName
| D at - bad- addr ess- sear ch- poi nt}

badAddressSearchAttri butes ATTRI BUTE :: = {
W TH SYNTAX Attri buteType
| D at - bad- addr ess-search-attri but es}

al ternati veAddr essl nformati on EXTENSI ON 10
Al ternati veAddr essl nformati on
;= id-alternative-address-i nformation
-- X.400(92) continues to use MACRO notation

Al ternativeAddressinformation ::= SET OF SEQUENCE ({
di sti ngui shed- nane Di sti ngui shedNane OPTI ONAL
or - addr ess ORAddress OPTI ONAL,
ot her-useful -info SET OF Attribute }

Figure 17: Bad Address Pointers

Searches are always single | evel, and al ways use approximte nmatch

If a small nunber of matches are made, this is returned to the
originator by use of the per recipient Al ternativeAddresslnformtion
in the delivery report (DR). This shall be marked non-critical, so
that it will not cause the DR to be discarded (e.g., in downgrading
to X 400(1984)). This attribute allows the Distingui shed Nane and
O R Address of possible alternate recipients to be returned with the
delivery report. There is also the possibility to attach extra
information in the formof directory attributes. Typically this

m ght be used to return attributes of the entry which were natched in
the search. A summary of the information shall also be returned
using the delivery report supplenmentary information filed (e.g.,

"your mnessage could not be delivered to smth, try J. Smith or P.
Smith"), so that the information is available to user agents not
supporting this extension. Note the length restriction of this field
is 256 (ub-supplenentary-info-length) in X 400(1988).

If the directory search fails, or there are no matches returned, a
delivery report shall be returned as if this extra check had not been
made.

Note: It mght be useful to allow control of search type, and al so
single level vs subtree. This issue is for further study.
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23.

23.

| ocal AccessUnit ATTRI BUTE :: = {
W TH SYNTAX AccessUni t Type
ID at-1ocal -access-unit}

AccessUni t Type :: = ENUMERATED {

fax (1),

physi cal -del ivery (2),

teletex (3),

telex (4) } 10
accessUni tsUsed ATTRI BUTE ::= {

W TH SYNTAX Sel ect edAccessUni t
I D at-access-units-used}

Sel ect edAccessUnit ::= SEQUENCE ({
type AccessUnit Type,
provi di ng- MTA Di sti ngui shedNane,
filter SET OF ORAddress OPTI ONAL }

Figure 18: Access UnitAttributes

Subni ssi on

A message may be subnitted with Distinguished Nanme only. If the MIA
to which the nessage is submitted supports this service, this section
descri bes how t he napping is done.

1 Normal Derivation

The Di stinguished Nanme is |ooked up to find the attribute mhs-or-
addresses. If the attribute is single value, it is straightforward.
If there are nultiple values, one OR address shall be selected at
random

2 Roles and Groups

Sone support for roles is given. |If there is no OR address, and the
entry is of object class role, then the rol eCccupant attribute shall
be dereferenced, and the nessage subnitted to each of the role
occupants. Simlarly, if the entry is of object class group, where

t he groupMenber attribute is used.
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Access Units

Attributes needed for support of Access Units, as defined in
X.400(88), are defined in Figure 18. The attributes defined are:

| ocal AccessUnit This defines the list of access units supported by
t he MTA.

accessUni tsUsed This defines which access units are used by the MIA,
giving the type and MTA. An O R Address filter is provided to
control which access unit is used for a given recipient. For a
filter to match an address, all attributes specificed in the
filter shall match the given address. This is specified as an OR
Address, so that routing to access units can be filtered on the
basis of attributes not mapped onto the directory (e.g., postal
attributes). Wuere a renote MTA is used, it may be necessary to
use source routing.

Note 1: This mechani sm m ght be used to replace the routefilter
mechani sm of the MIS routing. Coments are solicited.

Note 2: It has been proposed to add a nore powerful filter nmechani sm
Conments are solicited.

Note 3: The utility of this specification as a nechanismto route
faxes and other non MHS nessages has been noted, but not expl ored.
Comments as to how and if this should be devel oped are solicited.

These three issues are for further study.
The Overall Routing Al gorithm

Havi ng provided all the pieces, a summary of how routing works can be
gi ven.

The core of the X 400 routing is described in Section 10. A sequence
of routing trees are followed. As nodes of the routing tree are

mat ched, a set of MIAs will be identified for evaluation as possible
next hops. |If all of these are rejected, the trees are foll owed
further. (It mght be argued that the trees should be followed to
find alternate routes in the case that only one MIA i s acceptable.
This is not proposed.) A set of MIAs is evaluated on the follow ng
criteria:

o If an MTAis the [ocal MIA deliver locally.

0 Supported protocols. The MIA shall support a protocol that the
current MIA supports, as described in Section 18. 2.
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27.

(Note that this could be an RFC 822 protocol, as well as an
X. 400 protocol.)

o The protocols shall share a conmon transport conmunity, as
described in Section 18. 1.

0o There shall be no capability restrictions in the MIA which
prevents transfer of the current nessage, as described in
Section 18. 3.

o There shall be no policy restrictions in the MIA which prevents
transfer of the current nessage, as described in Section 21.

0o The authentication requirements of the MIA shall be nmet by the
| ocal MIA, as described in Section 20. 2.

o If the authentication (Section 20.2) indicates that a bilatera
agreenent is present, the MIA shall be listed in the |ocal set of
bil ateral agreements, as described in Section 17.

0 In cases where the recipient UA's capabilities can be determ ned,
there should either be no nismatch, or there shall be an ability
to use local or renpte refornmatting capabilities, as described
in[12].

Per f or mance

The routing algorithmhas been designed with performance in mnd. In
particul ar, care has been taken to use only the read function, which
will in general be optimsed. Routing trees nmay be configured so
that routing decisions can be nade with only two directory reads.
More conpl ex configurations will not require a substantially Iarger
nunber of operations.
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29. Security Considerations

Security issues are not discussed in this neno.
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A Cbject ldentifier Assignnent

mhs-ds OBJECT- I DENTI FIER ::= {iso(1) org(3) dod(6) internet(1)
private(4) enterprises(l) isode-consortium (453) nmhs-ds (7)}
routi ng OBJECT I DENTIFIER ::= {nmhs-ds 3}
oc OBJECT IDENTIFIER ::= {routing 1}
at OBJECT IDENTIFIER ::= {routing 2}
id OBJECT IDENTIFIER ::= {routing 3}
10

oc-nta OBJECT IDENTIFIER ::= {oc 1}
oc-nta-bilateral -table-entry OBJECT I DENTIFIER ::= {oc 2}
oc-routing-informati on OBJECT | DENTIFIER ::= {oc 3}
oc-restricted-subtree OBJECT | DENTIFIER ::= {oc 4}
oc-rout ed-ua OBJECT IDENTIFIER ::= {oc 8}
oc-routing-tree-root OBJECT IDENTIFIER ::= {oc 6}
oc-nt a- application-process OBJECT I DENTIFIER ::= {oc 7}
at-access-nmd OBJECT IDENTIFIER ::= {at 1}
at-access-units-used OBJECT IDENTIFIER ::= {at 2} 20
at-subtree-informati on OBJECT | DENTIFIER ::= {at 3}
at - bad- address-search-attri butes OBJECT I DENTIFIER ::= {at 4}
at - bad- addr ess-search-poi nt OBJECT IDENTIFIER ::= {at 5}
at-calling-selector-validity OBJECT IDENTIFIER ::= {at 7}
at - gl obal -donai n-id OBJECT | DENTIFIER ::= {at 10}
at-initiating-rts-credentials OBJECT IDENTIFIER ::= {at 11}
at-initiator-authentication-requirenents OBJECT I DENTIFIER ::= {at 12}30
at-initiator-pl-node OBJECT IDENTIFIER ::= {at 13}
at-initiator-pulling-authentication-requirenents

OBJECT | DENTIFIER ::= {at 14}
at-local -access-unit OBJECT IDENTIFIER ::= {at 15}
at-redirect OBJECT IDENTIFIER ::= {at 46}
at-nmta-info OBJECT I DENTIFIER ::= {at 40}
at-nta-name OBJECT IDENTIFIER ::= {at 19}
at-nma-will-route OBJECT IDENTIFIER ::= {at 21}
at-calling-presentation-address OBJECT | DENTIFIER ::= {at 22}
at -responder - aut henti cati on-requi renents OBJECT I DENTIFIER ::= {at 23}40
at -responder - pl- node OBJECT I DENTIFIER :: = {at 24}
at -responder - pul | i ng- aut henti cati on-requirenents

OBJECT | DENTIFIER ::= {at 25}
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at-respondi ng-rts-credentials OBJECT I DENTIFIER ::= {at 26}
at-routing-failure-action OBJECT |IDENTIFIER ::= {at 27}
at-routing-filter OBJECT IDENTIFIER ::= {at 28}
at-routing-tree-list OBJECT IDENTIFIER ::= {at 29}

at -subtree-deliverabl e-content-1ength OBJECT | DENTIFIER ::= {at 30}
at-subtree-deliverabl e-content-types OBJECT | DENTIFIER ::= {at 31}
at-subtree-deliverable-eits OBJECT | DENTIFIER ::= {at 32}

at - supporting-nta OBJECT I DENTIFIER ::= {at 33} 50
at-transport-comunity OBJECT | DENTIFIER ::= {at 34}

at -user-nane OBJECT IDENTIFIER ::= {at 35}

at-non-delivery-info OBJECT IDENTIFIER ::= {at 47}

at-polled-ntas OBJECT IDENTIFIER ::= {at 37}

at-bilateral -table OBJECT | DENTI FI ER {at 45}

at - support ed- ext ensi on OBJECT | DENTI FI ER {at 42}

at - supported-nt s- ext ensi on OBJECT | DENTI FI ER {at 43}

at-ntas-all owed-to-poll OBJECT | DENTI FIER {at 44}

id-alternative-address-informati on OBJECT IDENTIFIER ::= {id 1} 60

Figure 19: (Object ldentifier Assignment

ts-comunities OBJECT-1DENTIFIER ::= {iso(1l) org(3) dod(6) internet(1)
private(4) enterprises(l) isode-consortium (453) ts-comunities (4)}

tc-cons OBJECT IDENTIFIER ::= {ts-conmunities 1} -- 0Osl CONS

tc-clns OBJECT IDENTIFIER ::= {ts-conmunities 2} -- 0sl CLNS

tc-internet OBJECT IDENTIFIER ::= {ts-comunities 3}-- I|nternet+RFCL006

tc-int-x25 OBJECT IDENTIFIER ::= {ts-communities 4} -- International X 25
-- Wthout CONS10

tc-ixi OBJECT IDENTIFIER ::= {ts-communities 5} -- I XI (Europe)

tc-janet OBJECT IDENTIFIER ::= {ts-comunities 6} -- Janet (UK)

Figure 20: Transport Community Object ldentifier Assignnments
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C Protocol ldentifier Assignnments

mai | - protocol OBJECT-I1DENTIFIER ::= {iso(1l) org(3) dod(6) internet(1)
private(4)n enterprises(1l) isode-consortium (453) mail-protocol (5)}
ac-pl-1984 OBJECT IDENTIFIER ::= {mail-protocol 1} -- pl(1984)
ac-smtp OBJECT IDENTIFIER ::= {mail -protocol 2} -- SMIP
ac-uucp OBJECT IDENTIFIER ::= {mail-protocol 3} -- UUCP Mai |
ac-jnt-mai|l OBJECT IDENTIFIER ::= {mail -protocol 4} -- JNT Mai

(UK)

ac- pl-1988-x410 OBJECT IDENTIFIER ::= {rmail-protocol 5} -- p1(1988) in
X. 410 node

ac-p3-1984 OBJECT |IDENTIFIER ::= {mail-protocol 6} -- p3(1984) 10

Figure 21: Protocol Object ldentifier Assignments

MHS- DS- Defi ni ti ons
DEFI NI TIONS :: =
BEG N

-- assign ADto nodul e
-- define inports and exports

routi ngTreeRoot OBJECT- CLASS :: = {

SUBCLASS OF {routinglnformation|subtree}

I D oc-routing-tree-root} 10
routi ngTreeLi st ATTRI BUTE :: = {

W TH SYNTAX Rout i ngTr eeLi st
SI NGLE VALUE
ID at-routing-tree-list}

Rout i ngTr eeLi st SEQUENCE OF Routi ngTreeNane

Di sti ngui shedNane

Rout i ngTreeNane ::
20
routi ngl nformati on OBJECT- CLASS :: = {
SUBCLASS OF top
KIND auxiliary
MAY CONTAI N {
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subtreel nformati on|

routingFilter|

routi ngFai |l ureActi on|

nTAl nf o]

accessM)|

nonDel i veryl nf o] 30

badAddr essSear chPoi nt |

badAddr essSear chAt tri but es}

I D oc-routing-information}

-- No naning attributes as this is not a
-- structural object class

subtreelnformati on ATTRI BUTE ::= {
W TH SYNTAX Subtreelnfo 40
SI NGLE VALUE
I D at-subtree-informtion}

Subtreel nfo ::= ENUMERATED {
all-children-present(0),
not-all-children-present (1) }

routingFilter ATTRIBUTE ::= {
W TH SYNTAX Routi ngFilter 50
ID at-routing-filter}

RoutingFilter ::= SEQUENCE{
attribute-type OBJECT-I| DENTI FI ER,
wei ght Rout eWi ght
dda- key String OPTI ONAL,
regex-match [ A5String OPTI ONAL,
node Di stingui shedNane }

60
String ::= CHO CE {Printabl eString, TeletexString}
routingFail ureAction ATTRIBUTE :: = {
W TH SYNTAX Rout i ngFai | ureActi on
SI NGLE VALUE
ID at-routing-failure-action}
Rout i ngFai | ureAction ::= ENUMERATED ({
next -1 evel (0),
next-tree-only(1), 70
next-tree-first(2),
stop(3) }
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nTAl nfo ATTRI BUTE :: = {
W TH SYNTAX MTAI nf o
I D at-nmnta-info}

MTAI nf o ::= SEQUENCE {
nane Di sti ngui shedNarne, 80
wei ght [1] RouteWei ght DEFAULT preferred-access,
na-attributes [2] SET OF Attribute OPTI ONAL,
ae-info SEQUENCE OF SEQUENCE ({
aEQualifier PrintableString,
ae-wei ght Rout eWei ght DEFAULT preferred-access,
ae-attributes SET OF Attribute OPTI ONAL} OPTI ONAL

}
Rout eWei ght ::= I NTEGER {endpoint(0),
preferred-access(5), 90
backup(10)} (0..20)
accessMD ATTRI BUTE :: = {
SUBTYPE OF di sti ngui shedNane
I D at-access- nd}
rout edUA OBJECT- CLASS :: = {
SUBCLASS OF {routinglnformation}
KIND auxiliary
MAY CONTAI N { 100
-- from X 402
mhs-del i ver abl e-content -1 engt h|
mhs-del i ver abl e-content -t ypes|
mhs-del i verabl e-ei ts|
nmhs- nessage- st ore
mhs- pref erred-del i very-net hods|
-- defined here
support edExt ensi ons|
redirect|
supporti ngMrA| 110
user Nane|
nonDel i veryl nf o}
I D oc-rout ed-ua}
support edExt ensi ons ATTRI BUTE :: = {
SUBTYPE OF objectldentifier
I D at - support ed- ext ensi ons}
supporti ngMrA ATTRI BUTE :: = {

SUBTYPE OF niTAl nfo 120
I D at - supporting-nta}
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user Nane ATTRI BUTE ::= {
SUBTYPE OF di sti ngui shedNane
I D at - user - nane}

nrAName ATTRI BUTE :: = {
SUBTYPE OF nane
W TH SYNTAX Di rectoryString{ub-nta-nane-1| engt h}
SI NGLE VALUE
I D at - mt a- nane}
-- used for nam ng when
-- MIA is naned in O=R Address Hierarchy

gl obal Donai nl D ATTRI BUTE :: = {
W TH SYNTAX d obal Donai nl denti fi er
SI NGLE VALUE
I D at - gl obal - domai n-i d}
-- both attributes present when MIA
-- i s naned outside O=R Address Hierarchy
-- to enable trace to be witten

MrAAppl i cati onProcess OBJECT- CLASS :: = {
SUBCLASS OF {appli cati on-process}
KIND auxiliary
MAY CONTAI N {

NMrAW | | Rout e|

gl obal Domai nl D

routi ngTreelLi st|
| ocal AccessUni t |
accessUni t sUsed

}

I D oc-nt a-application-process}

nTA OBJECT CLASS :: = { -- Application Entity

SUBCLASS OF {nmhs-nessage-transfer-agent}

KIND structural

MAY CONTAI N {
nTANane|
gl obal Domai nl D -- per AE variant
responder Aut hent i cati onRequi r enent s|
i nitiatorAuthenticationRequirenents|
responder Pul | i ngAut henti cat i onRequi r enent s|
i nitiatorPullingAuthenticati onRequirenents|
i nitiatorP1lMode|
responder P1Mbde|
pol | edMTAs|
prot ocol I nformati on|
respondi ngRTSCr edent i al s|
initiati ngRTSCredenti al s|

130

140

150

160

170
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cal I i ngPresent ati onAddr ess|
callingSel ectorValidity]

bi | at er al Tabl e|

NMrAW | | Rout e|

mhs-del i ver abl e-content -1 engt h|
routingTreeli st|

support edMI'SExt ensi ons|
nrAsAl | owedToPol |

I D oc-nt a}

NTABI | at er al Tabl eEntry OBJECT- CLASS :: =
SUBCLASS OF {mTA| di stingui shedNaneTabl eEnt ry}
I D oc-nta-bilateral-table-entry}

bi | at eral Tabl e ATTRI BUTE :: = {
W TH SYNTAX SEQUENCE OF Di sti ngui shedNane
SI NGLE VALUE
ID at-bilateral -tabl e}

support edMI'SExt ensi ons ATTRI BUTE :: = {
SUBTYPE OF objectldentifier
| D at - support ed- nt s- ext ensi ons}

restrictedSubtree OBJECT- CLASS :: = {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAI N {
subtreeDel i ver abl eCont ent Lengt h|
subt reeDel i ver abl eCont ent Types|
subt reeDel i ver abl eEl Ts}

I D oc-restricted-subtree}

subtreeDel i verabl eCont ent Length ATTRI BUTE :: = {
SUBTYPE OF nhs-deliverabl e-content-1ength
I D at - subtree-deliverabl e-content-1|ength}

subtreeDel i ver abl eCont ent Types ATTRI BUTE :: = {
SUBTYPE OF mhs-del i verabl e-content-types
I D at-subtree-deliverabl e-content-types}

subtreeDel i verabl eEl Ts ATTRI BUTE :: = {

SUBTYPE OF mhs-deliverable-eits
I D at-subtree-deliverabl e-eits}

initiatorP1Mbde ATTRI BUTE :: = {
W TH SYNTAX P1Mode

Kille Experi nment al

June 1995

180

190

200

210

[ Page 65]



RFC 1801 X. 400- MHS Routing using X. 500 Directory June 1995

SI NGLE VALUE
ID at-initiator-pl-node} 220

responder PLMbde ATTRI BUTE :: = {
W TH SYNTAX P1Mbde
SI NGLE VALUE
I D at-responder - pl- node}

P1Mbde ::= ENUMERATED ({
push-onl y(0),
pul | -only(1),
twa(2) } 230

pol | edMIAs ATTRI BUTE :: = {
W TH SYNTAX Pol | edMr'As
I D at-pol | ed-nt as}

Pol | edMTAs :: = SEQUENCE ({
nta Di stingui shedNane,
pol | -frequency | NTEGER OPTI ONAL --frequency in mnutes

}

NTAsSAl | owedToPol | ATTRI BUTE :: = {
SUBTYPE OF di sti ngui shedNane
I D at-ntas-all owed-to-poll}

240

responder Aut hent i cati onRequi rements ATTRI BUTE : :
W TH SYNTAX Aut henti cati onRequi renents
SI NGLE VALUE
| D at-responder - aut henti cati on-requirenent s}

1
~—

250
initiatorAuthenticationRequirements ATTRI BUTE : :
W TH SYNTAX Aut henti cati onRequi renents
SI NGLE VALUE
ID at-initiator-authentication-requirenents}

1
~—

responder Pul | i ngAut henti cati onRequi renents ATTRI BUTE ::= {

W TH SYNTAX Aut henti cati onRequi renents

SI NGLE VALUE

| D at-responder-pul i ng-aut henti cati on-requirenents}

260

initiatorPullingAuthenticati onRequirenents ATTRI BUTE ::= {

W TH SYNTAX Aut henti cati onRequi renents

SI NGLE VALUE

ID at-initiator-pulling-authentication-requirenents}

Aut henti cati onRequi renents ::= BI TSTRI NG {
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nt a- nane- present (0),

aet-present (1),

aet-valid(2),

net wor k- addr ess( 3), 270
si npl e-aut henti cati on(4),

strong-aut henti cati on(5),

bi | at er al - agr eenent - needed( 6) }

respondi ngRTSCredentials ATTRI BUTE :: = {
W TH SYNTAX RTSCredenti al s
SI NGLE VALUE
I D at-respondi ng-rts-credenti al s}

280
initiati ngRTSCredentials ATTRI BUTE :: = {
W TH SYNTAX RTSCredenti al s
SI NGLE VALUE
ID at-initiating-rts-credential s}

RTSCredential s :: = SEQUENCE {
request [0] MrAandPassword OPTI ONAL,
response [1] MrAandPassword OPTI ONAL }
290

MIrAandPassword :: = SEQUENCE {
MIr'ANane,
Password } -- MIANane and Password
-- fromX 411

cal I i ngPresent ati onAddress ATTRI BUTE :: = {
SUBTYPE OF presentati onAddress
MULTI VALUE 300
ID at-calling-presentation-address}

callingSelectorValidity ATTRI BUTE :: = {
W TH SYNTAX Cal l i ngSel ectorValidity
SI NGLE VALUE
I D at-calling-selector-validity}

CallingSelectorValidity ::= ENUVERATED {
all -sel ectors-fixed(0),
tsel -may-vary(1), 310
al |l -sel ectors-may-vary(2) }

NTAW | | Route ATTRI BUTE :: = {
W TH SYNTAX MIAW | | Rout e
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ID at-nta-will-route}

MIAW | | Route ::= SEQUENCE ({

from[O0] SET OF ORAddressPrefix OPTI ONAL,

to [1] SET OF ORAddressPrefix OPTI ONAL,

from excl udes [2] SET OF ORAddressPrefix OPTI ONAL, 320

t o- excl udes [ 3] SET OF ORAddressPrefix OPTI ONAL }
ORAddr essPrefix ::= Distingui shedNane
redi rect ATTRIBUTE ::= {

W TH SYNTAX Redi r ect
SI NGLE VALUE
ID at-redirect}

Redi rect ::= SEQUENCE OF SEQUENCE ({ 330
or - nane ORNane,
reason RedirectionReason, -- from X 411

filter CHO CE {
m n-size [1] | NTEGER,
max-si ze [2] | NTEGER,
content [3] Content Type,
eit [4] External Encodedl nformationType } OPTI ONAL

}

nonDel i veryl nfo ATTRI BUTE :: = { 340
W TH SYNTAX NonDel i ver yReason
SI NGLE VALUE
I D at-non-delivery-info}

NonDel i veryReason :: = SEQUENCE {
reason | NTEGER (0. . ub-reason-codes),
di agnostic | NTEGER (0.. ub-di agnosti c-codes) OPTI ONAL,
suppl ementarylnfo Printabl eString OPTI ONAL }

badAddr essSear chPoi nt ATTRI BUTE :: = { 350
SUBTYPE OF di sti ngui shedNane
| D at - bad- addr ess- sear ch- poi nt}

badAddr essSear chAttri butes ATTRIBUTE :: = {
W TH SYNTAX AttributeType
| D at - bad- addr ess-search-attri butes}

al ternati veAddr essl nf ormat i on EXTENSI ON
Al ter nati veAddr essl nfornati on
;= id-alternative-address-information 360
-- X.400(92) continues to use MACRO notation
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Al ternativeAddressinformation ::= SET OF SEQUENCE ({
di sti ngui shed- nane Di stingui shedName OPTI ONAL
or - address ORAddress OPTI ONAL,
ot her-useful -info SET OF Attribute }

| ocal AccessUnit ATTRI BUTE :: = {

W TH SYNTAX AccessUnit Type

ID at-1ocal -access-unit} 370
AccessUnit Type ::= ENUMERATED {

fax (1),

physi cal -delivery (2),

teletex (3),

telex (4) }
accessUni tsUsed ATTRI BUTE :: = {

W TH SYNTAX Sel ect edAccessUni t

I D at-access-units-used} 380
Sel ect edAccessUnit ::= SEQUENCE ({

type AccessUnit Type,
provi di ng- MTA Di sti ngui shedNane,
filter SET OF ORAddress OPTI ONAL }
mhs-ds OBJECT-I DENTIFIER ::= {iso(1l) org(3) dod(6) internet(1l) private(4)
enterprises(l) isode-consortium (453) mhs-ds (7)}

routi ng OBJECT I DENTIFIER ::= {nmhs-ds 3}

390
oc OBJECT | DENTI FI ER ::
at OBJECT IDENTIFIER ::= {routing 2}

id OBJECT IDENTIFIER ::= {routing 3}

oc-nta OBJECT IDENTIFIER ::= {oc 1}

oc-nta-bilateral -table-entry OBJECT I DENTIFIER ::= {oc 2}
oc-routing-informati on OBJECT | DENTIFIER ::= {oc 3}
oc-restricted-subtree OBJECT I DENTIFIER ::= {oc 4}

oc-rout ed-ua OBJECT IDENTIFIER ::= {oc 8} 400
oc-routing-tree-root OBJECT IDENTIFIER ::= {oc 6}

oc-nt a- application-process OBJECT I DENTIFIER ::= {oc 7}

{routing 1}

at-access-nmd OBJECT IDENTIFIER ::= {at 1}
at-access-units-used OBJECT IDENTIFIER ::= {at 2}
at-subtree-informati on OBJECT | DENTIFIER ::= {at 3}

at - bad- address-search-attri butes OBJECT I DENTIFIER ::= {at 4}
at - bad- addr ess-search-poi nt OBJECT IDENTIFIER ::= {at 5}

at-calling-selector-validity OBJECT IDENTIFIER ::= {at 7} 410
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at - gl obal - domai n-id OBJECT | DENTIFIER ::= {at 10}
at-initiating-rts-credentials OBJECT IDENTIFIER ::= {at 11}
at-initiator-authentication-requirements OBJECT | DENTI FI ER :
at-initiator-pl-node OBJECT IDENTIFIER ::= {at 13}
at-initiator-pulling-authentication-requirenents

OBJECT | DENTI FI ER : :
at-local -access-unit OBJECT I DENTIFIER ::= {at 15}
at-redirect OBJECT IDENTIFIER ::= {at 46}
at-nta-info OBJECT I DENTIFIER ::= {at 40} 420
at-nta-name OBJECT IDENTIFIER ::= {at 19}

{at 12}

{at 14}

at-nma-will-route OBJECT IDENTIFIER ::= {at 21}
at-calling-presentation-address OBJECT | DENTIFIER ::= {at 22}
at -responder - aut henti cati on-requi rements OBJECT | DENTIFIER ::= {at 23}
at -responder - pl- node OBJECT | DENTIFIER :: = {at 24}
at -responder - pul | i ng- aut henti cati on-requirenents

OBJECT | DENTIFIER ::= {at 25}
at-respondi ng-rts-credentials OBJECT I DENTIFIER ::= {at 26}
at-routing-failure-action OBJECT |IDENTIFIER ::= {at 27}
at-routing-filter OBJECT I DENTIFIER ::= {at 28} 430
at-routing-tree-list OBJECT IDENTIFIER ::= {at 29}
at -subtree-deliverabl e-content-1ength OBJECT | DENTIFIER ::= {at 30}
at-subtree-deliverabl e-content-types OBJECT | DENTIFIER ::= {at 31}
at-subtree-deliverable-eits OBJECT I DENTIFIER ::= {at 32}
at - supporting-nta OBJECT I DENTIFIER ::= {at 33}
at-transport-comunity OBJECT I DENTIFIER ::= {at 34}
at -user-nane OBJECT IDENTIFIER ::= {at 35}
at-non-delivery-info OBJECT IDENTIFIER ::= {at 47}
at-polled-ntas OBJECT IDENTIFIER ::= {at 37}
at-bilateral -table OBJECT | DENTI FI ER {at 45} 440
at - support ed- ext ensi on OBJECT | DENTI FI ER {at 42}
at - supported-nt s- ext ensi on OBJECT | DENTI FI ER {at 43}
at-ntas-all owed-to-poll OBJECT | DENTI FIER {at 44}

id-alternative-address-information OBJECT IDENTIFIER ::= {id 1}

ts-comunities OBJECT-1DENTIFIER ::= {iso(1l) org(3) dod(6) internet(1)
private(4) enterprises(l) isode-consortium (453) ts-comunities (4)}

450

tc-cons OBJECT | DENTIFIER :: ts-communities 1} -- 0Osl CONS
tc-clns OBJECT | DENTIFIER :: ts-communities 2} -- 0sl CLNS
tc-internet OBJECT IDENTIFIER ::= {ts-comunities 3}-- I|nternet+RFCL006
tc-int-x25 OBJECT IDENTIFIER ::= {ts-communities 4} -- International X 25

-- Wthout CONS
tc-ixi OBJECT IDENTIFIER ::= {ts-comunities 5} -- I XI (Europe)
tc-janet OBJECT IDENTIFIER ::= {ts-comunities 6} -- Janet (UK)

=
= {
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mai | - protocol OBJECT-IDENTIFIER ::= {iso(1) org(3) dod(6) internet(1)
private(4) enterprises(l) isode-consortium (453) nmil-protocol (5)} 460
ac-pl-1984 OBJECT IDENTIFIER ::= {mail-protocol 1} -- pl(1984)
ac-smtp OBJECT IDENTIFIER ::= {mail -protocol 2} -- SMIP
ac-uucp OBJECT IDENTIFIER ::= {mail-protocol 3} -- UUCP Mai |
ac-jnt-mai|l OBJECT IDENTIFIER ::= {mail -protocol 4} -- JNT Mail (UK)
ac- pl-1988-x410 OBJECT IDENTIFIER ::= {mail -protocol 5}

-- p1(1988) in X 410 node
ac-p3-1984 OBJECT IDENTIFIER ::= {mail -protocol 6} -- p3(1984)
END

Figure 22: ASN. 1 Sunmmary

E Regul ar Expression Syntax

Thi s appendi x defines a form of regular expression for pattern
matching. This pattern matching is derived fromcommonly avail abl e
regul ar expression software including UNI X egrep(1l) The matching is
nodi fied to be case insensitive.

A regul ar expression (RE) specifies a set of character strings to
mat ch agai nst - such as "any string containing digits 5 through
9". A nenber of this set of strings is said to be matched by the
regul ar expression.

Where nultiple matches are present in a line, a regular expression
mat ches the | ongest of the |eftnost matching strings.

Regul ar expressions can be built up fromthe foll ow ng
"single-character" RE s:

c Any ordinary character not listed below. An ordinary
character nmatches itself.

\ Backsl ash. \When foll owed by a special character, the RE
mat ches the "quoted" character, cancelling the special nature
of the character.

Dot. WMatches any single character.

A As the leftnost character, a caret (or circunflex) con-
strains the RE to match the leftnost portion of a string. A
mat ch of this type is called an "anchored nmatch" because it is
"anchored" to a specific place in the string. The ~ character
|l oses its special nmeaning if it appears in any position other
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Kille

than the start of the RE

$ As the rightnost character, a dollar sign constrains the RE to
match the rightnost portion of a string. The $ character
|l oses its special nmeaning if it appears in any position other
than at the end of the RE

A"RE$ The construction "RE$ constrains the RE to match the entire
string.

[c...]

A nonenpty string of characters, enclosed in square brackets
mat ches any single character in the string. For exanple,

[ abcxyz] matches any single character fromthe set ‘abcxyz’.
When the first character of the string is a caret (%), then
the RE matches any charac- ter except those in the reminder
of the string. For exanple, ‘["45678]' mmtches any character
except ‘45678 . A caret in any other position is interpreted
as an ordinary character.

[Tc..

The right square bracket does not term nate the encl osed
string if it is the first character (after an initial ‘~", if
any), in the bracketed string. |In this position it is treated
as an ordi nary character.

[1-r]
The minus sign (hyphen), between two characters, indicates a
range of consecutive ASCI| characters to match. For exanpl e,
the range ‘[0-9]" is equivalent to the string ‘[0123456789]" .
Such a bracketed string of characters is known as a character

class. The ‘-’ is treated as an ordinary character if it
occurs first (or first after an initial ”) or last in the
string.

The followi ng rules and special characters allow for
con-structing RE's fromsingle-character RE s:

A concatenation of RE' s natches a concatenation of text
strings, each of which is a match for a successive RE in the
search pattern

* A regul ar expression, followed by an asterisk (*) matches zero
or nore occurrences of the regular expression. For exanple,
[a-z][a-z]* matches any string of one or nore | ower case
letters.
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+ A regul ar expression, followed by a plus character (+) matches
one or nore occurrences of the regular expression. For
exanmpl e, [a-z]+ matches any string of one or nore | ower case
letters.

? A regul ar expression, followed by a question nark (?) matches
zero or one occurrences of the regular expression. For
exanple, "“[a-z]?[0-9]* matches a string starting with an
optional |ower case letter, followed by zero or nore digits.

333

A regul ar expression, followed by {nm, {m}, or {mn} matches
a range of occurrences of the regular expression. The val ues
of mand n nust be non-negative integers |less than 256; {n}

mat ches exactly moccurrences; {m} natches at |east m
occurrences; {mn} matches any nunber of occurrences between m
and n inclusive. Wenever a choice exists, the regular
expressi on matches as many occurrences as possi bl e.

Alternation: two regul ar expressions separated by ‘|’ or
NEWLI NE match either a match for the first or a match for the
second.

(...)

A regul ar expression encl osed between the character sequences
( and ) nmatches what ever the unadorned RE natches.

The order of precedence of operators at the sanme parenthesis |evel

is ‘[ 1" (character classes), then ‘“** *+ *? "{mn}’ (closures),
then concatenation, then ‘|’ (alternation) and NEW.I NE.
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