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The Transmi ssion of | P Datagrans over the SMDS Service
Status of this Meno

This nenp defines a protocol for the transm ssion of |P and ARP
packets over a Switched Miulti-megabit Data Service Network configured
as a logical |IP subnetwork. This RFC specifies an | AB standards
track protocol for the Internet community, and requests di scussion
and suggestions for inprovenents. Please refer to the current
edition of the "I AB Oficial Protocol Standards" for the
standardi zati on state and status of this protocol. Distribution of
this nenp is unlimted.

Abstract

This meno describes an initial use of P and ARP in an SMDS service
envi ronnent configured as a logical |IP subnetwork, LIS (described

bel ow). The encapsul ation nethod used is described, as well as
various service-specific issues. This nenp does not preclude
subsequent treatnent of the SMDS Service in configurations other than
LI'S; specifically, public or inter-conpany, inter-enterprise
configurations may be treated differently and will be described in
future documents. This document considers only directly connected IP
end-stations or routers; issues raised by MAC | evel bridging are
beyond the scope of this paper.
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Conventi ons

The foll owi ng | anguage conventions are used in the itens of
specification in this docunent:

0o MUST, SHALL, or MANDATORY -- the itemis an absolute
requi rement of the specification
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0 SHOULD or RECOWMMENDED -- the item should generally be foll owed
for all but exceptional circunstances.

o MAY or OPTIONAL -- the itemis truly optional and may be
foll owed or ignored according to the needs of the inplenentor.

| nt roducti on

The goal of this specification is to allow conpatible and
i nteroperable inplenentations for transmitting | P datagrans and ARP
requests and replies.

The characteristics of the SMDS Service and the SMDS Interface
Protocol (SIP) are presented in [3], [6], and in [7]. Briefly, the
SMDS Service is a connectionless, public, packet-sw tched data
service. The operation and features of the SVDS Service are simlar
to those found in high-speed data networks such as LANSs:

o The SMDS Service provi des a datagram packet transfer, where each
data unit is handled and sw tched separately w thout the prior
establ i shment of a network connecti on.

0o The SMDS Servi ce exhibits high throughput and | ow del ay, and
provides the transparent transport and delivery of up to 9188
octets of user information in a single transm ssion.

0 No explicit flow control mechanisnms are provided; instead, the
rate of information transfer on the access paths is controlled
both in the subscriber-to-network direction and in the network-
to- subscriber direction through the use of an access cl ass
enf or cement nechani sm

0 Both individually and group-addressed (rulticast) packets can
be transferred.

o In addition to these LAN-l1ike features, a set of addressing-
rel ated service features (source address validation, source and
destination address screening) are provided to enable a
subscriber or set of subscribers to create a |ogical private
network, or closed user group, over the SMDS Service. The
access control provided by the closed user group nmechanismis
supplied by the SMDS provi der according to the specifications
stated in [3].

0 SMDS addresses are 60 bits plus a 4 bit Address Type. The
Address Type subfield occupies the 4 nost significant bits of
the destination and source address fields of the SIP Level 3
Protocol Data Unit (PDU). It contains the value 1100 to
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i ndi cate an i ndividual address and the value 1110 for a 60-bit
group address.

The SMDS Interface Protocol is based on the | EEE Standard 802. 6,

Di stributed Queue Dual Bus (DQDB) Connectionless MAC protocol [8].
The SMDS service |ayer corresponds to the | EEE 802 MAC subl ayer. The
remai nder of the Data Link Service is provided by the | EEE 802. 2

Logi cal Link Control (LLC) service [9]. The resulting stack of

services is illustrated in Figure 1:
Fom e e oo +
| | P/ ARP |
Fom e e oo +
|  EEE 802.2 LLC/ SNAP |
Fom e e oo +
| SIP LEVEL 3 (MAQ) |
Fom e e oo +
| SIP LEVELS 1 & 2 |
Fom e e oo +

Figure 1. Protocol stack for IP over SMDS Service

This meno describes an initial use of P and ARP in an SMDS Service
envi ronnment configured as a logical |IP subnetwork (described bel ow).
It does not preclude subsequent treatnent of SMDS Service in
configurations other than | ogical |IP subnetworks; specifically,
public or inter-conpany, inter-enterprise configurations nay be
treated differently and will be described in future docunents. This
docunent does not address issues related to transparent data |ink

| ayer interoperability.

Logi cal | P Subnetwork Configuration

This section describes the scenario for an SMDS Service that is
configured with nultiple |ogical IP subnetworks, LIS (described

bel ow). The scenario considers only directly connected | P end-
stations or routers; issues raised by MAC | evel bridging are beyond
the scope of this paper.

In the LIS scenario, each separate administrative entity configures
its hosts within a closed logical |IP subnetwork. Each LIS operates
and communi cates i ndependently of other LISs over the sane network
provi ding SMDS. Hosts connected to SMDS comuni cate directly to

ot her hosts within the sane LIS. Conmunication to hosts outside of
an individual LIS is provided via an IP router. This router would
sinply be a station attached to the SMDS Service that has been
configured to be a nmenber of both logical |IP subnetworks. This
configuration results in a nunber of disjoint LISs operating over the
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same network supporting the SVMDS Service. It is recognized that with
this configuration, hosts of differing |IP networks woul d conmuni cate
via an internedi ate router even though a direct path over the SMDS
Servi ce nay be possible.

It is envisioned that the service will evolve to provide a nore
public interconnection, allow ng machines directly connected to the
SMDS Service to comruni cate without an internediate router. However,
the issues raised by such a | arge public interconnection, such as
scal ability of address resolution or propagation of routing updates,
are beyond the scope of this paper. W anticipate that future RFCs
wi |l address these issues.

The following is a list of the requirenents for a LIS configuration
o All menbers have the sane | P network/subnet nunber.
o All stations within a LIS are accessed directly over SMDS.
o All stations outside of the LIS are accessed via a router.

o For each LIS a single SVMDS group address has been configured
that identifies all menbers of the LIS. Any packet transmitted
with this address is delivered by SMDS Service to all nenbers
of the LIS.

The following list identifies a set of SMDS Service specific
paraneters that MJST be inplenented in each I P station which woul d
connect to the SVMDS Service. The paraneter values will be determ ned
at SMDS subscription time and will be different for each LIS. Thus

t hese paraneters MJST be user configurable.

0 SMDS Har dwar e Address (snmds$ha). The SMDS | ndi vi dual address
of the IP station as determ ned at subscription tine. Each
host MJUST be configured to accept datagrans destined for this
addr ess.

0 SMDS LIS Group Address(snds$lis-ga). The SMDS G oup address
that has been configured at subscription tine to identify the
SMDS Subscri ber Network Interfaces (SNI) of all nenbers of the
LI S connected to the SMDS Service. Al nenbers of the LIS MJST
be prepared to accept datagrans addressed to snds$lis-ga.

0 SMDS Arp Request Address (snds$arp-req). The SMDS address
(i ndividual or group) to which arp requests are to be sent. In
the initial LIS configuration this value is set to snds$lis-ga.
It is conceivable that in other configurations this value would
be set to sone address other than that of snds$lis-ga (see
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section on Address Resol ution).

It is RECOWENDED that routers providing LIS functionality over the
SMDS service al so support the ability to interconnect differing LISs.
Routers that wish to provide interconnection of differing LI Ss MJST
be able to support nultiple sets of these paraneters (one set for
each connected LIS) and be able to associate each set of paraneters
with a specific I P network/subnet nunber. 1In addition, it is
RECOMVENDED t hat a router be able to provide this multiple LIS
support with a single physical SMDS i nterface that nmay have one or
nor e individual SVDS addresses.

The following list identifies LIS specific paraneters that MJST be
configured in the network supporting the SMDS Service. For each LIS,
the I P network adm nistrator MJST request the configuration of these
paraneters at subscription tinme. The adm nistrator of each LIS MUST
updat e these paraneters as each new station is added to the LIS.

0 SMDS LIS Goup Address(snds$lis-ga). An SMDS G oup address MJST
be configured at subscription tinme to identify the SMDS
Subscri ber Network Interfaces (SNI) of all nenbers of the LIS
connected to the SMDS Servi ce.

0 SMDS Address Screening Tables (Source and Destination). The use
of SMDS screening tables is not necessary for the operation of
| P over SMDS Service. |If the SMDS screening tables are to be
used, both source and destination tables for each SNI MJST be
configured to allow, at mininmm both the direct comunication
between all hosts in the sane LIS and the use of the SMDS LIS
Group Address.

Packet For nat

Servi ce SHALL be encapsul ated within the | EEE 802.2 LLC and | EEE
802. 1A Sub- Network Access Protocol (SNAP) [10] Data Link |ayers
and the 3-level SIP. The SNAP MUST be used with an

Organi zationally Unique lIdentifier Code indicating that the SNAP
header contains the EtherType code as listed in Assigned Nunbers
[11] (see Figure 2). Note that values specified in this docunent
foll ow Internet conventions: nmulti-byte fields are described in
bi g-endi an order and bits within bytes are described as nost
significant first [11].

| P over SMDS Wor ki ng G oup [ Page 5]



RFC 1209 | P and ARP over the SMDS Service March 1991

S S +
| IP/ARP | | P/ARP
T TSy S +
| O g Code | Et hertype| | SNAP
T e Ry +
| DSAP| SSAP| Ci r | | LLC
F-- - - - T s T T g +
| SIP..|HLPI|...| | SIP L3
F-- - - - T s T T g +

Figure 2. Data Link Encapsul ation
o The value of HLPI in the SIP L3 Header is 1.

o The total length of the LLC Header and the SNAP header is 8
octets.

0o The value of DSAP and SSAP in the LLC header is 170 (decimal),
AA (I nternet hexadecinmal).

o The Ctrl (Control) value in the LLC header is 3 (Indicates Type
One Unnunbered | nformation).

0 The Org Code in the SNAP header is zero (000000 Internet
hexadeci mal ) .

o The EtherType for IP is 2048 (decimal), 0800 (Internet
hexadeci mal ). The EtherType for ARP is 2054 (decimal), 0806
(I'nternet hexadecimal).

| EEE 802.2 LLC Type One Unnunbered Information (U ) conmunication
(which rmust be inplenmented by all confornming | EEE 802.2 stations) is
used exclusively. The Higher Layer Protocol Id (HLPI) field in the
SI P L3_PDU header MJST be set to the | EEE 802.6 assigned Protocol 1d
value for LLC (decimal 1) [8]. Al frames MJIST be transnitted in
standard | EEE 802.2 LLC Type 1 Unnunbered Information format, with
the DSAP and the SSAP fields of the | EEE 802.2 header set to the
assi gned gl obal SAP value for SNAP (decimal 170) [10]. The 24-bit
Org Code (Organizationally Unique ldentifier Code) in the SNAP MJST
be set to a value of zero, and the remaining 16 bits are set to the
Et her Type val ue from Assi gned Nunbers [11] (2048 for |IP, 2054 for
ARP) .

The data |ink encapsul ation for | P packets is shown in Figure 3 and

for ARP in Figure 4. Al values shown are in Internet hexadeci ma
format.
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SR o m o e o e e e e e e e e e e e emeeao - Fomm e +
| SIP | LLC / SNAP | 1P |
I I I I
| SIP..|HLPI|...| DSAP| SSAP| Ctrl | Org Code | Et hertype| |
e e 2 e T +
|[SIP..] 01 ]...] AA| AA| 03 | 000000 | 0800 | 1TP... |
e e 2 e T +

Figure 3. | P Data Link Encapsul ati on and Val ues
SR o m o e o e e e e e e e e e e e emeeao - Fomm e +
| SIP | LLC / SNAP | ARP |
I I I I
| SIP..|HLPI|...| DSAP| SSAP| Ctrl | Org Code | Et hertype| |
e e 2 e T +
|[SIP..] 01 ]...] AA| AA| 03 | 000000 | 0806 | ARP. ..
e e 2 e T +

Figure 4. ARP Data Link Encapsul ati on and Val ues

Addr ess Resol ution

The dynam ¢ mapping of 32-bit Internet addresses to SMDS addresses

SHALL be done vi

a the dynami c di scovery procedure of the Address

Resol uti on Protocol (ARP) [2].

I nternet addresses are assigned i ndependent of SMDS addresses. Each

host i npl enent at

ion MJUST know its own | nternet address and SNMDS

address and respond to Address Resolution requests appropriately.

Hosts MUST al so
when needed.

The ARP protocol
speci fi c cont ext

ar $hrd
ar$pro
ar$hl n
ar$pl n
ar $op

use ARP to map Internet addresses to SMDS addresses

has several fields that paraneterize its use in any
[2]. These fields are:

16 - bits The Hardware Type Code

16 - bits The Protocol Type Code

8 - bits Cctets in each hardware address
8 - bits Cctets in each protocol address
16 - bits Operati on Code

o The hardware type code assigned to SMDS addresses is 14

(deci mal ),

OE (Internet hexadecimal) [11].

o The protocol type code for IP is 2048 (decinmal), 0800
(I nternet hexadecimal) [11].
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I P

o0 The hardware address length for SMDS is 8.
0 The protocol address length for IPis 4.
0 The operation code is 1 for request and 2 for reply.

The SMDS har dwar e addresses in ARP packets (ar$sha, ar$tha) MJIST be
carried in SMDS native address format, with the nost significant bit
of the Address Type sub-field as the high order bit of the first
octet. Although outside the scope of this docunent, it is
RECOVMENDED t hat SMDS addresses be represented in this format in al
hi gher layer Internet protocols (e.g., SNWP).

Traditionally, ARP requests are broadcast to all directly connected
stations. For the SMDS Service, the ARP request packet is

transmtted to the snds$arp-req hardware address. 1In the LIS
configuration, the snds$arp-req address is set to snds$lis-ga, (the
SMDS group address that identifies all menbers of the LIS). It is

conceivable that in a larger scale, public configuration, the
smds$ar p-req address woul d be configured to the address of sone ARP-
server(s) instead of the group address that identifies the entire
LIS

Br oadcast Address

There is no facility for conplete hardware broadcast addressing over
the SMDS Service. As discussed in the "LI'S Configuration"” section
an SMDS group address (snds$lis-ga) SHALL be configured to include
all stations in the sane LIS. The broadcast Internet address (the
address on that network with a host part of all binary ones) MJST be
mapped to snds$lis-ga (see also [12]).

Mul ti cast Support

A method of supporting IP nmulticasting is specified in [13]. It
woul d be desirable to fully utilize the SVMDS group address
capabilities to support IP nmulticasting. However, the method in [13]
requires a Network Service Interface which provides nulticast-like
ability to provide dynamnmic access to the local network service

i nterface operations:

0 Joi nLocal Group (group-address)
0 LeavelLocal Group (group-address)
The SMDS group address ability does not currently support dynanic

subscription and renoval fromgroup address lists. Therefore, it is
RECOMVENDED that in the LIS configuration, if IP nulticasting is to
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be supported, the nmethod of IP nulticasting described for pure
broadcast nedia, such as the Experinental Ethernet, be used. For
this nethod, all Milticast |P addresses are mapped to the sane SMDS
address which the broadcast Internet address is napped for a given
LIS. Thus all Milticast |P addresses are nmapped to snds$li s-ga.
Filtering of multicast packets MJST be perfornmed in the destination
host .

Trailer Formats

Sonme versions of Unix 4.x BSD use a different encapsulation nethod in
order to get better network performance with the VAX virtual menory
architecture. Trailers SHALL not be used over the SMDS Service.

Byte O der

As described in Appendix B of the Internet Protocol specification
[1], the IP datagramis transmtted over the SMDS Service as a series
of 8-bit bytes. The byte order of the IP datagram shall be mapped
directly onto the native SMDS byte order

MAC Subl ayer Details
Packet Size

The SMDS Service defines a maxi mum service data unit size of 9188
information octets. This |eaves 9180 octets for user data after the
LLC/ SNAP header is taken into account. Therefore, the MIU for IP
stations operating over the network supporting the SVMDS Service SHALL
be 9180 octets.

There is no m ni mum packet size restriction defined for the SMDS
Servi ce.

O her MAC Subl ayer |ssues

The SMDS Service requires that the publicly adm nistered 60-bit
address plus 4-bit type field format SHALL be used in both source and
destination address fields of the SIP L3_PDU [ 3].

| EEE 802.2 Details

Wil e not necessary for supporting IP and ARP, all inplenentations
MUST support | EEE 802.2 standard Class | service in order to be
conpliant with | EEE 802.2. Sone of the functions are not rel ated
directly to the support of the SNAP SAP (e.g., responding to XID and
TEST conmands directed to the null or global SAP addresses), but are
part of a general LLC inplenentation. Both [4] and [5] describe the
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m ni nrum functionality necessary for a confornant station.
| npl ementors should al so consult | EEE Std. 802.2 [14] for details.
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Security Considerations

I P Multicasting",

| nt er nati onal

Security issues are not discussed in this neno.
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