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Abstract

Sone aspects of the BOOTP protocol

original specification. In part
was provided for the behavior of
cal l ed BOOTP forwardi ng agents")
al so suffered in certain ways.

the standardi zati on state and status
of this nenp is unlimted.

were rather |loosely defined inits

icular, only a general description
"BOOTP relay agents" (originally

. The client behavior description

This nenp attenpts to clarify and

strengthen the specification in these areas.

In addition, new issues have arisen since the original

specification

was written.

This nenp al so attenpts to address sone of these.
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1. Introduction

The Bootstrap Protocol (BOOTP) is a UDP/I|P-based protocol which

all ows a booting host to configure itself dynamically and wi thout
user supervision. BOOTP provides a neans to notify a host of its
assigned | P address, the I P address of a boot server host, and the
nane of a file to be |loaded into nenmory and executed [1]. O her
configuration information such as the |ocal subnet mask, the |oca
time offset, the addresses of default routers, and the addresses of
various Internet servers can al so be conmunicated to a host using
BOOTP [ 2] .

Unfortunately, the original BOOIP specification [1] left sone issues
of the protocol open to question. The exact behavior of BOOTP rel ay
agents fornerly called "BOOTP forwardi ng agents") was not clearly
specified. Sone parts of the overall protocol specification actually
conflict, while other parts have been subject to msinterpretation,
indicating that clarification is needed. This nenp addresses these
probl ens.

Since the introduction of BOOTP, the | EEE 802.5 Token Ri ng Network
has been devel oped which presents a uni que problem for BOOTP s
particul ar message-transfer paradigm This neno al so suggests a
solution for this problem

NOTE: Unl ess otherw se specified in this docunent or a |ater
docunent, the information and requirenments specified througout this
docunent al so apply to extensions to BOOTP such as the Dynamni c Host
Configuration Protocol (DHCP) [3].

1.1 Requirenents

In this meno, the words that are used to define the significance of
particular requirenents are capitalized. These words are:

W rer [ Page 2]



RFC 1532

Clarifications and Extensions for BOOTP Oct ober 1993

n NUS il

This word or the adjective "REQU RED' neans that the item
is an absolute requirenment of the specification.

"MUST NOT"

This phrase nmeans that the itemis an absolute prohibition
of the specification

" SHOULD'

This word or the adjective "RECOUWENDED' neans that there
may exist valid reasons in particular circunstances to
ignore this item but the full inplications should be
understood and the case carefully wei ghed before choosing a
di fferent course.

" SHOULD NOT™

This phrase nmeans that there may exist valid reasons in
particul ar circunmstances when the |listed behavior is
acceptabl e or even useful, but the full inplications should
be understood and the case carefully wei ghed before

i mpl ementi ng any behavi or described with this | abel.

n I\/AYII

This word or the adjective "OPTIONAL" nmeans that this item
is truly optional. One vendor may choose to include the
item because a particul ar marketplace requires it or
because it enhances the product, for exanple; another
vendor nay onmit the sane item

1.2 Term nol ogy

This nenp uses the follow ng terns:

BOOTREQUEST
A BOOTREQUEST nessage is a BOOTP nessage sent from a BOOTP
client to a BOOTP server, requesting configuration information

BOOTREPLY
A BOOTREPLY nessage is a BOOTP nessage sent froma BOOTP server
to a BOOTP client, providing configuration information.
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Silently discard

This meno specifies several cases where a BOOTP entity is to
"silently discard" a received BOOTP nessage. This means that
the entity is to discard the nmessage wit hout further
processing, and that the entity will not send any | CVP error
nmessage as a result. However, for diagnosis of problens, the
entity SHOULD provide the capability of |ogging the error,

i ncluding the contents of the silently-discarded nessage, and
SHOULD record the event in a statistics counter.

1.3 Data Transm ssion O der

The order of transm ssion of the header and data described in this
docunent is resolved to the octet level. Wenever a diagramshows a
group of octets, the order of transm ssion of those octets is the
normal order in which they are read in English. For exanple, in the
follow ng diagram the octets are transmtted in the order they are

nunber ed.

0 1
0123456789012345
R I il s S I S S S
I 1 I 2 I
o e m e o e o e e e oo +
I 3 I 4 I
o e m e o e o e e e oo +
I 5 I 6 I
o e m e o e o e e e oo +

Whenever an octet represents a nuneric quantity, the leftnost bit in
the diagramis the high order or nost significant bit. That is, the
bit labeled O is the nost significant bit. For exanple, the
foll owi ng di agramrepresents the value 170 (decimal).

01234567
I S S .
[1 0101010

Simlarly, whenever a nmulti-octet field represents a nuneric quantity
the leftnost bit of the whole field is the nost significant bit.

When a nulti-octet quantity is transmtted the nost significant octet
is transmtted first.
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2. Ceneral |ssues

This section covers issues of general relevance to all BOOTP entities
(clients, servers, and relay agents).

2.1 Ceneral BOOTP Processing

The follow ng consi stency checks SHOULD be perfornmed on BOOTP
nessages:

o The I P Total Length and UDP Length nust be | arge enough to
contain the mnimal BOOTP header of 300 octets (in the UDP
data field) specified in [1].

NOTE: Future extensions to the BOOTP protocol may increase the size
of BOOTP nessages. Therefore, BOOTP nessages which, according to the
| P Total Length and UDP Length fields, are larger than the m ninmm
size specified by [1] MJST al so be accept ed.

o The 'op’ (opcode) field of the nessage nmust contain either the
code for a BOOTREQUEST (1) or the code for a BOOTREPLY (2).

BOOTP nessages not neeting these consistency checks MJST be silently
di scar ded.

2.2 Definition of the "flags' Field

The standard BOOTP nessage format defined in [1] includes a two-octet
field located between the "secs’ field and the 'ciaddr’ field. This
field is nerely designated as "unused" and its contents |eft

unspeci fied, although Section 7.1 of [1] does offer the follow ng
suggesti on:

"Before setting up the packet for the first tinme, it is a good
idea to clear the entire packet buffer to all zeros; this wll
place all fields in their default state."

This neno hereby designates this two-octet field as the ’flags’
field.

This neno hereby defines the nost significant bit of the 'flags’
field as the BROADCAST (B) flag. The semantics of this flag are
di scussed in Sections 3.1.1 and 4.1.2 of this neno.

The remaining bits of the "flags’ field are reserved for future

use. They MJIST be set to zero by clients and ignored by servers
and rel ay agents.
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The 'flags’ field, then, appears as follows:

wher e:
B BROADCAST flag (discussed in Sections 3.1.1 and 4.1.2)
MBZ MJST BE ZERO (reserved for future use)

The fornmat of a BOOTP nessage i s shown below. The nunbers in
par ent heses indicate the size of each field in octets.
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0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
I op (1) | htype (1) | hlen (1) | hops (1) I
SRS SRS SRS SN +
I xid (4) I
o e m e o e o e e e oo o m m e e o e e e aoooo-- +
| secs (2) | flags (2) |
o e m e o e o e e e oo o m m e e o e e e aoooo-- +
| ciaddr (4) |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
| yi addr (4) |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
| si addr (4) |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
| gi addr (4) |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
I I
| chaddr (16) |
I I
I I
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
I I
| snane (64) |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
I I
| file (128) |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +
I I
| vend (64) |
o s o e o e o e o e e e e e o e e e e m e e e o e e e e e e e e e e e e e e e e eeooo-- +

2.3 Bit Ordering of Hardware Addresses

The bit ordering used for link-Ievel hardware addresses in the
protocol [4] on the client’s |link-1evel network (assuming ARP is
defined for that network).

The 'chaddr’ field MJST be preserved as it was specified by the BOOTP
client. A relay agent MUST NOT reverse the bit ordering of the two
net wor ks which use different bit orderings.

DI SCUSSI ON:
One of the prinmary reasons the 'chaddr’ field exists is to
enabl e BOOTP servers and relay agents to comunicate directly

with clients without the use of broadcasts. In practice, the
contents of the the sane way the normal ARP protocol would
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have. Cearly, interoperability can only be achieved if a
consistent interpretation of the 'chaddr’ field is used.

As a practical exanple, this nmeans that the bit ordering used
for the is the opposite of the bit ordering used by a BOOTP
client on a D X ethernet network.

2.4 BOOTP Over | EEE 802.5 Token Ri ng Networks

Speci al consideration of the client/server and client/relay agent
i nteractions nmust be given to | EEE 802.5 networ ks because of non-
transparent bridging.

The client SHOULD send its broadcast BOOTREQUEST with an Al Routes
Explorer RIF. This will enable servers/relay agents to cache the
return route if they choose to do so. For those server/relay agents
whi ch cannot cache the return route (because they are statel ess, for
exanmpl e), the BOOTREPLY nmessage SHOULD be sent to the client’s

har dwar e address, as taken fromthe BOOTP nessage, with a Spanning
Tree Rooted RIF. The actual bridge route will be recorded by the
client and server/relay agent by normal ARP processing code.

DI SCUSSI ON:

In the sinplest case, an unbridged, single ring network, the
broadcast behavi or of the BOOTP protocol is identical to that
of Ethernet networks. However, a BOOTP client cannot know, a
priori, that an 802.5 network is not bridged. 1In fact, the
likelihood is that the server, or relay agent, will not know
ei t her.

O the four possible scenerios, only two are interesting: where
the assunption is that the 802.5 network is not bridged and it
is, and the assunption that the network is bridged and it is
not. 1In the former case, the Routing Information Field (R F)
will not be used; therefore, if the server/relay agent are on
anot her segnment of the ring, the client cannot reach it. In
the latter case, the RIF field will be used, resulting in a few
extraneous bytes on the ring. It is obvious that an al nost

i mreasurable inefficiency is to be preferred over a conplete
failure to conmuni cate.

G ven that the assunption is that RIF fields will be needed, it
is necesary to determne the optimum nethod for the client to
reach the server/relay agent, and the optinum nethod for the
response to be returned.
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3. BOOTP dient Behavi or

This section clarifies various issues regardi ng BOOTP client
behavi or.

3.1 Cdient use of the "flags field
3.1.1 The BROADCAST fl ag

Normal | y, BOOTP servers and relay agents attenpt to deliver BOOTREPLY
nmessages directly to a client using unicast delivery. The IP
destination address (in the IP header) is set to the BOOIP ’vyiaddr’
address and the |ink-1ayer destination address is set to the BOOIP
unabl e to receive such unicast |IP datagranms until they know their own
| P address (thus we have a "chicken and egg" issue). Oten, however,
they can receive broadcast |P datagrans (those with a valid IP
broadcast address as the IP destination and the |ink-1layer broadcast
address as the link-layer destination).

If aclient falls into this category, it SHOULD set (to 1) the

new y-defi ned BROADCAST flag in the "flags' field of BOOTREPLY
nmessages it generates. This will provide a hint to BOOTP servers and
relay agents that they should attenpt to broadcast their BOOTREPLY
nmessages to the client.

If a client does not have this limtation (i.e., it is perfectly able
to receive uni cast BOOTREPLY nessages), it SHOULD NOT set the
BROADCAST flag (i.e., it SHOULD clear the BROADCAST flag to 0).

DI SCUSSI ON:

This addition to the protocol is a workaround for old host

i npl enentations. Such inplenentati ons SHOULD be nodified so
that they may receive unicast BOOTREPLY nmessages, thus making
use of this workaround unnecessary. |In general, the use of
this nechani smis di scouraged.

3.1.2 The remminder of the "flags field
The remaining bits of the "flags’ field are reserved for future use.
A client MIST set these bits to zero in all BOOTREQUEST nessages it
generates. A client MJST ignore these bits in all BOOTREPLY nessages
it receives.

3.2 Definition of the 'secs’ field

The 'secs’ field of a BOOTREQUEST nmessage SHOULD represent the
el apsed tine, in seconds, since the client sent its first BOOTREQUEST
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nmessage. Note that this inplies that the "secs’ field of the first
BOOTREQUEST nmessage SHOULD be set to zero.

Clients SHOULD NOT set the '"secs’ field to a value which is constant
for all BOOTREQUEST nessages.

DI SCUSSI ON:

The original definition of the 'secs’ field was vague. It was
not clear whether it represented the time since the first
BOOTREQUEST nmessage was sent or sone other tinme period such as
the time since the client machine was powered-up. This has
limted its useful ness as a policy control mechani smfor BOOTP
servers and relay agents. Furthernore, certain client

i npl eent ati ons have been known to sinply set this field to a
constant value or use incorrect byte-ordering. Incorrect

byt e-ordering usually rmakes it appear as if a client has been
wai ting much longer than it really has, so a relay agent wll
relay the BOOTREQUEST sooner than desired (usually

i medi ately). These inplenmentation errors have further

underm ned the useful ness of the "secs’ field. These incorrect
i npl ement ati ons SHOULD be correct ed.

3.3 Use of the '"ciaddr’ and ’'yiaddr’ fields

If a BOOTP client does not know what | P address it shoul d be using,
the client SHOULD set the 'ciaddr’ field to 0.0.0.0. If the client
has the ability to remenber the last IP address it was assigned, or
it has been preconfigured with an I P address via sone alternate
mechani sm the client MAY fill the "ciaddr’ field with that IP
address. If the client does place a non-zero IP address in the

dat agrans addressed to that |P address and al so answer ARP requests
for that IP address (if ARP is used on that network).

The BOOTP server is free to assign a different IP address (in the
SHOULD adopt the | P address specified in 'yiaddr’ and begin using it
as soon as possible.

DI SCUSSI ON:

There are various interpretati ons about the purpose of the
"ciaddr’ field and, unfortunately, no agreenent on a single
correct interpretation. One interpretation is that if a client
iswlling to accept whatever |P address the BOOTP server
assigns to it, the client should always place 0.0.0.0 in the
‘ciaddr’ field, regardl ess of whether it knows its previously-
assi gned address. Conversely, if the client wi shes to assert
that it nmust have a particular |IP address (e.g., the |IP address
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was hand-configured by the host adm nistrator and BOOTP is only
bei ng used to obtain a boot file and/or information fromthe
"vend’ field), the client will then fill the 'ciaddr’ field
with the desired I P address and ignore the I P address assignhed
by the BOOTP server as indicated in the "yiaddr’ field. An
alternate interpretation holds that the client always fills the
"ciaddr’ field with its nost recently-assigned IP address (if
known) even if that address may be incorrect. Such a client
will still accept and use the address assigned by the BOOTP
server as indicated in the 'yiaddr’ field. The notivation for
this interpretation is to aid the server in identifying the
client and/or in delivering the BOOTREPLY to the client. Yet a
third (ms)interpretation allows the client to use client has
never used that address before or is not currently using that
addr ess.

The last interpretation is incorrect as it nmay prevent the
BOOTREPLY fromreaching the client. The server will usually
uni cast the reply to the address given in ’'ciaddr’ but the
client may not be listening on that address yet, or the client
may be connected to an incorrect subnet such that normal IP
routing (correctly) routes the reply to a different subnet.

The second interpretation also suffers fromthe "incorrect
subnet" probl em

The first interpretation seens to be the safest and nost |ikely
to pronote interoperability.

3.4 Interpretation of the 'giaddr’ field

The "giaddr’ field is rather poorly naned. It exists to facilitate
the transfer of BOOTREQUEST nessages froma client, through BOOTP
relay agents, to servers on different networks than the client.
Simlarly, it facilitates the delivery of BOOTREPLY nmessages fromthe
servers, through BOOTP relay agents, back to the client. |In no case
does it represent a general IP router to be used by the client. A
BOOTP client MJUST set the 'giaddr’ field to zero (0.0.0.0) in al
BOOTREQUEST nessages it generates.

A BOOTP client MJUST NOT interpret the 'giaddr’ field of a BOOTREPLY
nmessage to be the I P address of an IP router. A BOOIP client SHOULD
conpletely ignore the contents of the "giaddr’ field in BOOTREPLY
nessages.
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DI SCUSSI ON:

The semantics of the "giaddr’ field were poorly defined.
Section 7.5 of [1] states:

"I'f *giaddr’ (gateway address) is nonzero, then the packets
shoul d be forwarded there first, in order to get to the
server."

In that sentence, "get to" refers to conmunication fromthe client to
the server subsequent to the BOOTP exchange, such as a TFTP session
Unfortunately, the 'giaddr’ field may contain the address of a BOOIP
relay agent that is not itself an IP router (according to [1],
Section 8, fifth paragraph), in which case, it will be useless as a
first-hop for TFTP packets sent to the server (since, by definition
non-routers don't forward datagrans at the IP |ayer).

Al t hough now prohibited by Section 4.1.1 of this nmeno, the ’giaddr’
field mght contain a broadcast address according to Section 8, sixth
paragraph of [1]. Not only would such an address be useless as a
router address, it might also cause the client to ARP for the
broadcast address (since, if the client didn't receive a subnet mask
in the BOOTREPLY nessage, it would be unable to recognize a subnet
broadcast address). This is clearly undesirable.

To reach a non-local server, clients can obtain a first-hop router
address fromthe "Gateway" subfield of the "Vendor |nformation
Extensions" [2] (if present), or via the ICVMP router discovery
protocol [5] or other simlar mechani sm

3.5 Vendor information "magic cookie"

It is RECOMMENDED that a BOOTP client always fill the first four
octets of the 'vend (vendor information) field of a BOOTREQUEST with
a four-octet identifier called a "magic cookie." A BOOTP client

SHOULD do this even if it has no special information to comrunicate
to the BOOTP server using the 'vend field. This aids the BOOTP
server in determning what vendor information format it should use in
its BOOTREPLY nessages.

If a special vendor-specific magic cookie is not being used, a BOOTP
client SHOULD use the dotted deci nal value 99.130.83.99 as specified
in[2]. Inthis case, if the client has no information to

conmuni cate to the server, the octet immediately follow ng the magic
cooki e SHOULD be set to the "End" tag (255) and the renaining octets
of the vend field SHOULD be set to zero.
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DI SCUSSI ON:

4. BOOTP

Sonetines different operating systenms or networking packages
are run on the same nachine at different tines (or even at the
same tine!). Since the hardware address placed in the ’'chaddr’
field will likely be the same, BOOTREQUESTs from conpl etely
different BOOTP clients on the sane nmachine will likely be
difficult for a BOOTP server to differentiate. |If the client

i ncludes a magic cookie in its BOOTREQUESTs, the server will at
| east know what format the client expects and can understand in
correspondi ng BOOTREPLY nessages.

Rel ay Agents

In many cases, BOOTP clients and their associ ated BOOTP
server(s) do not reside on the sane | P network or subnet. In
such cases, sone kind of third-party agent is required to
transfer BOOTP nessages between clients and servers. Such an
agent was originally referred to as a "BOOTP forwardi ng agent."
However, in order to avoid confusion with the IP forwarding
function of an IP router, the nane "BOOTP relay agent" is
hereby adopted instead.

DI SCUSSI ON:

A BOOTP relay agent perfornms a task which is distinct froman
IP router’s normal |P forwarding function. While a router
normal Iy switches | P datagrans between networks nore-or-|ess
transparently, a BOOTP relay agent may nore properly be thought
to receive BOOTP nessages as a final destination and then
generate new BOOTP nessages as a result. It is incorrect for a
relay agent inplenentation to sinply forward a BOOTP nessage
"straight through |ike a regular packet."

This relay-agent functionality is nost conveniently | ocated in
the routers which interconnect the clients and servers, but nay
alternatively be located in a host which is directly connected
to the client subnet.

Any | nternet host or router which provides BOOTP rel ay- agent
capability MJST conformto the specifications in this neno.

4.1 Ceneral BOOTP Processing for Relay Agents

Al'l locally delivered UDP nessages whose UDP destination port nunber
is BOOTPS (67) are considered for special processing by the host or
router’s | ogical BOOTP relay agent.

[ Page 13]



RFC 1532 Clarifications and Extensions for BOOTP Oct ober 1993

In the case of a host, locally delivered datagrans are sinply al
datagrans normally received by that host, i.e., broadcast and
mul ti cast datagrams as well as unicast datagrans addressed to IP
addresses of that host.

In the case of a router, locally delivered datagrans are broadcast
and multicast datagranms as well as unicast datagrans addressed to IP
addresses of that router. These are datagrans for which the router
shoul d be considered an end destination as opposed to an internediate
swi tching node. Thus a unicast datagramw th an | P destination not
mat ching any of the router’s IP addresses is not considered for
processing by the router’s |ogical BOOTP relay agent.

Hosts and routers are usually required to silently discard incom ng
datagrans containing illegal |IP source addresses. This is generally
known as "Martian address filtering." One of these illegal addresses
is 0.0.0.0 (or actually anything on network 0). However, hosts or
routers which support a BOOTP rel ay agent MJST accept for |ocal
delivery to the relay agent BOOTREQUEST nessages whose | P source
address is 0.0.0.0. BOOTREQUEST nessages fromlegal |P source
addresses MJST al so be accept ed.

A relay agent MJST silently discard any recei ved UDP nessages whose
UDP destination port nunber is BOOTPC (68).

DI SCUSSI ON:

There should be no need for a relay agent to process nessages
addressed to the BOOTPC port. Careful reading of the origina
BOOTP specification [1] will show this. Nevertheless, sone
rel ay agent inplenentations incorrectly relay such nessages.

The consi stency checks specified in Section 2.1 SHOULD be perforned
by the relay agent. BOOITP nessages not neeting these consistency
checks MUST be silently discarded.

4.1.1 BOOTREQUEST Messages

Sone configurati on nmechani sm MUST exi st to enable or disable the
relayi ng of BOOTREQUEST nessages. Relaying MJUST be disabl ed by
defaul t.

When t he BOOTP rel ay agent receives a BOOTREQUEST nessage, it MAY use
the value of the 'secs’ (seconds since client began booting) field of
the request as a factor in deciding whether to relay the request. If
such a policy nechanismis inplenmented, its threshold SHOULD be

confi gurabl e.
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DI SCUSSI ON

To date, this feature of the BOOTP protocol has not necessarily
been shown to be useful. See Section 3.2 for a discussion

The relay agent MUST silently di scard BOOTREQUEST nessages whose
provided to set this threshold to a smaller value if desired by the
network nanager. The default setting for a configurable threshold
SHOULD be 4.

If the relay agent does decide to relay the request, it MJST exam ne
the "giaddr’ ("gateway" |P address) field. |If this field is zero,
the relay agent MUST fill this field with the | P address of the
interface on which the request was received. |If the interface has
nmore than one I P address logically associated with it, the rel ay
agent SHOULD choose one | P address associated with that interface and
use it consistently for all BOOTP nessages it relays. |If the
"giaddr’ field contains sone non-zero value, the 'giaddr’ field MJST
NOT be nodi fied. The relay agent MJUST NOT, under any circumnmstances,
fill the "giaddr’ field with a broadcast address as is suggested in
[1] (Section 8, sixth paragraph).

The value of the 'hops’ field MJUST be increnented.
Al'l other BOOTP fields MJST be preserved intact.

At this point, the request is relayed to its new destination (or
destinations). This destination MIST be configurable. Further, this
destination configuration SHOULD be i ndependent of the destination
configuration for any other so-called "broadcast forwarders" (e.g.
for the UDP-based TFTP, DNS, Tinme, etc. protocols).

DI SCUSSI ON

The networ k manager may wi sh the relaying destination to be an
| P uni cast, nulticast, broadcast, or some conbination. A
configurable list of destination |IP addresses provi des good
flexibility. More flexible configuration schenmes are
encouraged. For exanple, it nay be desirable to send to the
limted broadcast address (255.255.255.255) on specific

physi cal interfaces. However, if the BOOTREQUEST nessage was
received as a broadcast, the relay agent MJST NOT rebroadcast
t he BOOTREQUEST on the physical interface fromwhence it cane.

A relay agent MJST use the sane destination (or set of

destinations) for all BOOTREQUEST nessages it relays froma
gi ven client.
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DI SCUSSI ON

At | east one known relay agent inplenentation uses a round-
robin schenme to provide | oad bal ancing across nultiple BOOTP
servers. Each time it receives a new BOOTREQUEST nessage, it
rel ays the nmessage to the next BOOTP server in a list of
servers. Thus, with this relay agent, nultiple consecutive
BOOTREQUEST nessages froma given client will be delivered to
di fferent servers.

Unfortunately, this well-intentioned schene reacts badly with
DHCP [ 3] and perhaps other variations of the BOOTP protocol

whi ch depend on multipl e exchanges of BOOTREQUEST and BOOTREPLY
nmessages between clients and servers. Therefore, al
BOOTREQUEST messages froma given client MJST be relayed to the
same destination (or set of destinations).

One way to neet this requirenment while providing sonme | oad-

bal anci ng benefit is to hash the client’s |ink-layer address
(or sone other reliable client-identifying information) and use
the resulting hash value to select the appropriate relay
destination (or set of destinations). The sinplest solution,

of course, is to not use a | oad-bal ancing schene and just relay
ALL recei ved BOOTREQUEST nessages to the sane destination (or
set of destinations).

When transmitting the request to its next destination, the
relay agent nmay set the IP Tine-To-Live field to either the
default value for new datagrans originated by the relay agent,
or to the TTL of the origi nal BOOTREQUEST decrenented by (at

| east) one.

DI SCUSSI ON

As an extra precaution agai nst BOOTREQUEST | oops, it is
preferable to use the decremented TTL from the origi nal
BOOTREQUEST. Unfortunately, this may be difficult to do in
some i npl enent ati ons.

I f the BOOTREQUEST has a UDP checksum (i.e., the UDP checksum
is non-zero), the checksum nust be recal cul ated before
transnitting the request.

4.1.2 BOOTREPLY Messages
BOOTP rel ay agents relay BOOTREPLY nessages only to BOOTP clients.

It is the responsibility of BOOTP servers to send BOOTREPLY nessages
directly to the relay agent identified in the BOOTREPLY nessages it

W ner [ Page 16]



RFC 1532 Clarifications and Extensions for BOOTP Oct ober 1993

receives are intended for BOOTP clients on its directly-connected
net wor ks.

Wien a relay agent receives a BOOTREPLY nessage, it shoul d exani ne
the BOOTP 'giaddr’, 'yiaddr’, 'chaddr’, '"htype', and for the relay
agent to deliver the BOOTREPLY nessage to the client.

The "giaddr’ field can be used to identify the logical interface from
which the reply nust be sent (i.e., the host or router interface
connected to the same network as the BOOTP client). |If the content

of the 'giaddr’ field does not natch one of the relay agent’s
directly-connected | ogical interfaces, the BOOTREPLY nesssage MJST be
silently discarded.

The "htype', "hlen', and ’'chaddr’ fields supply the Iink-1Iayer
hardware type, hardware address |ength, and hardware address of the
client as defined in the ARP protocol [4] and the Assigned Nunbers
docunent [6]. The 'yiaddr’ field is the |IP address of the client, as
assi gned by the BOOTP server

The relay agent SHOULD exani ne the new y-defi ned BROADCAST flag (see
Sections 2.2 and 3.1.1 for nore information). |If this flag is set to
1, the reply SHOULD be sent as an | P broadcast using the IP limted
br oadcast address 255.255.255.255 as the | P destination address and
the link-layer broadcast address as the |ink-Ilayer destination
address. |If the BROADCAST flag is cleared (0), the reply SHOULD be
sent as an IP unicast to the I P address specified by the 'yiaddr’
field and the link-1ayer address specified in the 'chaddr’ field. |If
uni casting is not possible, the reply MAY be sent as a broadcast, in
whi ch case it SHOULD be sent to the |ink-layer broadcast address
using the IP limted broadcast address 255.255.255.255 as the IP
desti nati on address.

DI SCUSSI ON

The addition of the BROADCAST flag to the protocol is a
wor karound to help pronote interoperability with certain client
i npl enent ati ons.

Note that since the "flags’ field was previously defined in [1]
sinmply as an "unused" field, it is possible that old client or
server inplenentations may accidentally and unknow ngly set the
new BROADCAST flag. It is actually expected that such

i npl ementations will be rare (nost inplenentations seemto
zero-out this field), but interactions with such

i npl ement ati ons nust neverthel ess be considered. If an old
client or server does set the BROADCAST flag to 1 incorrectly,
conforming relay agents will generate broadcast BOOTREPLY
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nmessages to the corresponding client. The BOOTREPLY nessages
should still properly reach the client, at the cost of one
(ot herwi se unnecessary) additional broadcast. This, however,
is no worse than a server or relay agent which al ways
broadcasts its BOOTREPLY nessages.

O der client or server inplenentations which accidentally set
t he BROADCAST flag SHOULD be corrected to properly conply with
this newer specification.

Al'l BOOTP fields MJST be preserved intact. The relay agent
MUST NOT nodi fy any BOOTP field of the BOOTREPLY nessage when
relaying it to the client.

The reply MUST have its UDP destination port set to BOOTPC
(68).

If the BOOTREPLY has a UDP checksum (i.e., the UDP checksumis
non-zero), the checksum nust be recal cul ated before
transmtting the reply.

5. BOOTP Server Behavi or

This section provides clarifications on the behavior of BOOTP
servers.

5.1 Reception of BOOTREQUEST Messages

Al'l received UDP nessages whose UDP destination port nunber is BOOTPS
(67) are considered for processing by the BOOTP server

Hosts and routers are usually required to silently discard incom ng
datagrans containing illegal |IP source addresses. This is generally
known as "Martian address filtering." One of these illegal addresses
is 0.0.0.0 (or actually anything on network 0). However, hosts or
routers which support a BOOTP server MJST accept for |ocal delivery
to the server BOOTREQUEST nessages whose | P source address is
0.0.0.0. BOOTREQUEST nessages fromlegal |IP source addresses MJST

al so be accepted.

A BOOTP server MUST silently discard any recei ved UDP nessages whose
UDP destination port nunber is BOOTPC (68).

DI SCUSSI ON:
There shoul d be no need for a BOOTP server to process nessages

addressed to the BOOTPC port. Careful reading of the origina
BOOTP specification [1] will show this.
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The consi stency checks specified in Section 2.1 SHOULD be
performed by the BOOTP server. BOOTP nessages not neeting
t hese consi stency checks MJUST be silently discarded.

5.2 Use of the "secs’ field

When t he BOOTP server receives a BOOTREQUEST nessage, it MAY use the
val ue of the ’secs’ (seconds since client began booting) field of the
request as a factor in deciding whether and/or howto reply to the
request.

DI SCUSSI ON:

To date, this feature of the BOOIP protocol has not necessarily
been shown to be useful. See Section 3.2 for a discussion

5.3 Use of the "ciaddr’ field

There have been various client interpretations of the 'ciaddr’ field
for which Section 3.3 should be consulted. A BOOIP server SHOULD be
prepared to deal with these varying interpretations. |n general, the
client; the contents of the 'ciaddr’, ’'chaddr’, '"htype', and ’'hlen
fields, and probably other information (perhaps in the 'file and
respond to a given client.

BOOTP servers SHOULD preserve the contents of the 'ciaddr’ field in
BOOTREPLY messages; the contents of ’'ciaddr’ in a BOOTREPLY nessage
SHOULD exactly match the contents of 'ciaddr’ in the corresponding
BOOTREQUEST nessage.

DI SCUSSI ON:

It has been suggested that a client may wish to use the contents of
i ndeed intended for it.

5.4 Strategy for Delivery of BOOTREPLY Messages

Once the BOOTP server has created an appropriate BOOTREPLY nessage,
t hat BOOTREPLY nessage nust be properly delivered to the client.

The server SHOULD first check the "ciaddr’ field. [If the ’ciaddr’
field is non-zero, the BOOTREPLY nessage SHOULD be sent as an IP

uni cast to the IP address identified in the 'ciaddr’ field. The UDP
destination port MJST be set to BOOTPC (68). However, the server
MJUST be aware of the problens identified in Section 3.3. The server
MAY choose to ignore the 'ciaddr’ field and act as if the ’ciaddr’
field contains 0.0.0.0 (and thus continue with the rest of the
delivery al gorithm bel ow).

W rer [ Page 19]



RFC 1532 Clarifications and Extensions for BOOTP Oct ober 1993

The server SHOULD next check the "giaddr’ field. |If this fieldis
non-zero, the server SHOULD send the BOOTREPLY as an | P unicast to
the | P address identified in the 'giaddr’ field. The UDP destination
port MJUST be set to BOOTPS (67). This action will deliver the
BOOTREPLY nessage directly to the BOOTP rel ay agent closest to the
client; the relay agent will then performthe final delivery to the
client. |If the BOOTP server has prior know edge that a particul ar
client cannot receive unicast BOOTREPLY nmessages (e.g., the network
manager has explicitly configured the server with such know edge),
the server MAY set the new y-defined BROADCAST flag to indicate that
rel ay agents SHOULD broadcast the BOOTREPLY nessage to the client.
O herwi se, the server MJST preserve the state of the BROADCAST fl ag
so that the relay agent can correctly act upon it.

If the "giaddr’ field is set to 0.0.0.0, then the client resides on
one of the sane networks as the BOOTP server. The server SHOULD
exam ne the new y-defi ned BROADCAST flag (see Sections 2.2, 3.1.1 and
4.1.2 for nore information). |If this flag is set to 1 or the server
has prior know edge that the client is unable to receive unicast
BOOTREPLY nessages, the reply SHOULD be sent as an | P broadcast using
the IP limted broadcast address 255.255.255.255 as the IP
destinati on address and the link-Iayer broadcast address as the

i nk-1ayer destination address. |f the BROADCAST flag is cleared
(0), the reply SHOULD be sent as an |IP unicast to the |IP address
specified by the field. |If unicasting is not possible, the reply MAY
be sent as a broadcast in which case it SHOULD be sent to the |ink-

| ayer broadcast address using the IP limted broadcast address

255. 255. 255. 255 as the I P destination address. In any case, the UDP
destination port MJST be set to BOOTPC (68).

DI SCUSSI ON
The addition of the BROADCAST flag to the protocol is a
wor karound to help pronote interoperability with certain client
i npl enent ati ons.
The followi ng table sunmarizes server delivery decisions for

BOOTREPLY messages based upon information i n BOOTREQUEST
nmessages:
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BOOTREQUEST fi el ds BOOTREPLY val ues for UDP, IP, link-Ilayer

o e e e oo ot o e o e o e o e e e e e e e e oo +
| "ciaddr’ 'giaddr’ B | UDP dest | P destination link dest |
o e e e oo ot o e o e o e o e e e e e e e e oo +
| non-zero X X | BOOTPC (68) 'ciaddr’ nor mal |
| 0.0.0.0 non-zero X | BOOTPS (67) ' giaddr’ nor mal |
| 0.0.0.0 0.0.0.0 0 | BOOTPC (68) 'vyiaddr’ "chaddr’ |
| 0.0.0.0 0.0.0.0 1| BOOTPC (68) 255.255.255.255 broadcast |
o e e e oo ot o e o e o e o e e e e e e e e oo +

B = BROADCAST fl ag

X = Don’t care
normal = determine fromthe given |IP destination using normnal

| P routing nmechani snms and/ or ARP as for any other
nor mal dat agram

Acknow edgenent s

The author would like to thank Gary Malkin for his contribution of
the "BOOTP over |IEEE 802.5 Token Ri ng Networks" section, and Steve
Deering for his observations on the problens associated with the
"giaddr’ field.

Ral ph Drons and the many nenbers of the | ETF Dynam c Host
Configuration and Router Requirenments working groups provided ideas
for this neno as well as encouragenent to wite it.

Philip Al mgui st and David Piscitello offered nmany hel pful suggestions
for inmproving the clarity, accuracy, and organi zation of this neno.
These contributions are graciously acknow edged.

Ref er ences

[1] Croft, B., and J. Glnore, "Bootstrap Protocol (BOOTP)", RFC 951,
Stanford University and Sun M crosystens, Septenber 1985.

[2] Reynolds, J., "BOOTP Vendor Information Extensions", RFC 1497,
USC/ I nformation Sciences Institute, August 1993. This RFCis
occasionally reissued with a new nunber. Please be sure to
consult the | atest version.

[3] Droms, R, "Dynamic Host Configuration Protocol", RFC 1531,
Bucknel I University, October 1993.

[4] Plumer, D., "An Ethernet Address Resolution Protocol", STD 37,
RFC 826, M T, Novenber 1982.

W ner [ Page 21]



RFC 1532 Clarifications and Extensions for BOOTP Oct ober 1993

[5] Deering, S., "ICMP Router Discovery Messages", RFC 1256, Xer ox
PARC, Septenber 1991.

[6] Reynolds, J., and J. Postel, "Assigned Nunbers", STD 2, RFC 1340,
USC/ I nformation Sciences Institute, July, 1992. This RFCis
periodically reissued with a new nunber. Please be sure to
consult the latest version

Security Considerations

There are many factors which make BOOTP in its current formaquite
insecure. BOOTP is built directly upon UDP and I P which are as yet

i nherently insecure thenselves. Furthernore, BOOTP is generally

i ntended to make mai ntenance of renote and/or diskless hosts easier.
Wi | e perhaps not inpossible, configuring such hosts wi th passwords or
keys may be difficult and inconvenient. This makes it difficult to
provide any form of reasonabl e authentication between servers and
clients.

Unaut hori zed BOOTP servers may easily be set up. Such servers can
then send fal se and potentially disruptive information to clients such
as incorrect or duplicate |IP addresses, incorrect routing information
(i ncludi ng spoof routers, etc.), incorrect domai n naneserver addresses
(such as spoof nameservers), and so on. Cearly, once this "seed"
ms-information is planted, an attacker can further conpronise the

af fected systens.

Unaut hori zed BOOTP rel ay agents nay present some of the same problens
as unaut hori zed BOOTP servers.

Mal i ci ous BOOTP clients could nasquerade as legitimate clients and
retrieve information intended for those legitinate clients. \Were
dynam c all ocation of resources is used, a malicious client could
claimall resources for itself, thereby denying resources to
legitimate clients.
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