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O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.
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Abstract

This nenp proposes two response codes: SYS and AUTH, which enabl e
clients to unanbi guously determine an optinal response to an
authentication failure. 1In addition, a new capability (AUTH RESP-
CODE) is defined.
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1. Introduction

RFC 2449 [ POP3- EXT] defined extended [POP3] response codes, to give
clients nore infornmation about errors so clients can respond nore
appropriately. 1In addition to the nechanism two initial response
codes were defined (I NNUSE and LOG N-DELAY), in an attenpt to
differentiate between authentication failures related to user
credentials, and other errors.

In practice, these two response codes, while hel pful, do not go far
enough. This nmeno proposes two additional response codes: SYS and
AUTH, which enable clients to unambi guously determ ne an optima
response to an authentication failure.

In addition, a new capability (AUTH RESP-CODE) is defined.
2. Conventions Used in this Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ KEYWORDS] .

3. Background

RFC 2449 [ POP3- EXT] introduced the I N-USE and LOG N- DELAY response
codes. The intent is to allowclients to clearly determ ne the
underlying cause of a failure in order to respond. For exanple,
clients need to know if the user should be asked for new credentials,
or if the POP3 session should sinply be tried again later. (Some
depl oyed POP3 clients attenpt to parse the text of authentication
failure errors, looking for strings known to be issued by various
servers which indicate the mail box is |ocked.)

I N-USE i ndicates that an exclusive |ock could not be obtained for the
user’s nmail box, probably because another POP3 session is in progress.
LOG N-DELAY inforns the client that the user has not waited | ong
enough before authenticating again.

However, there are other error conditions which do not require new
credentials, sonme of which should be brought to the user’s attention.

Despite the I NNUSE and LOd N- DELAY responses, clients cannot be sure
if any other error requires new user credentials.
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4.

The SYS Response Code

The SYS response code announces that a failure is due to a system
error, as opposed to the user’s credentials or an external condition.
It is hierarchical, with two possible second-I|evel codes: TEMP and
PERM (Case is not significant at any |level of the hierarchy.)

SYS/ TEMP indicates a problemwhich is likely to be tenporary in
nature, and therefore there is no need to alarmthe user, unless the
failure persists. Exanples mght include a central resource which is
currently | ocked or otherw se tenporarily unavail able, insufficient
free disk or nenory, etc.

SYS/PERM i s used for problens which are unlikely to be resol ved

wi thout intervention. It is appropriate to alert the user and
suggest that the organi zation’s support or assistance personnel be
contacted. Exanples include corrupted nail boxes, system
configuration errors, etc.

The SYS response code is valid with an -ERR response to any conmand.
The AUTH Response Code

The AUTH response code infornms the client that there is a problem
with the user’s credentials. This might be an incorrect password, an
unknown user name, an expired account, an attenpt to authenticate in
violation of policy (such as froman invalid |ocation or during an
unaut hori zed tinme), or sone other problem

The AUTH response code is valid with an -ERR response to any
aut henti cati on command i ncludi ng AUTH, USER (see note), PASS, or
APOP

Servers which include the AUTH response code with any aut hentication
failure SHOULD support the CAPA command [ POP3-EXT] and SHOULD i ncl ude
t he AUTH RESP- CODE capability in the CAPA response. AUTH RESP- CODE
assures the client that only errors with the AUTH code are caused by
credential problens.

NOTE: Returning the AUTH response code to the USER command
reveals to the client that the specified user exists. It is
strongly RECOVMENDED t hat the server not issue this response code
to the USER conmmand.
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6. The AUTH RESP- CODE Capability

CAPA t ag:
AUTH RESP- CODE

Ar gunent s:
none

Added conmands:
none

St andard commands af f ect ed:
none

Announced states / possible differences:
both / no

Commands valid in states:
n/ a

Speci fication reference:
thi s docunent

Di scussi on:
The AUTH RESP- CODE capability indicates that the server includes
the AUTH response code with any authentication error caused by a
problemwith the user’s credenti al s.
7. 1 ANA Consi derati ons

| ANA has added the AUTH RESP-CODE capability to the list of POP3
capabilities (established by RFC 2449 [ POP3-EXT]).

| ANA has al so added the SYS and AUTH response codes to the list of
POP3 response codes (al so established by RFC 2449 [ POP3- EXT]).

8. Security Considerations

Section 5, The AUTH Response Code, discusses the security issues
related to use of the AUTH response code with the USER conmand.
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11. Full Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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