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Internet conmunity, and requests di scussion and suggestions for
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Copyright Notice

1.

Copyright (C) The Internet Society (1999). Al Rights Reserved.
Abstract

The protocol described in this docunent is designed to satisfy sone
of the operational requirements within the Internet X 509 Public Key
Infrastructure (IPKI). Specifically, this docunent addresses
requirements to provide access to Public Key Infrastructure (PKI)
repositories for the purposes of retrieving PKI information and
managi ng that sanme information. The nechani smdescribed in this
docunent is based on the Lightweight Directory Access Protocol (LDAP)
v2, defined in RFC 1777, defining a profile of that protocol for use
within the | PKI and updates encodings for certificates and revocation
lists from RFC 1778. Additional mechani sns addressi ng PKI X
operational requirenments are specified in separate docunents.

The key words 'MUST', ' REQUI RED , ' SHOULD , ' RECOVMENDED , and ' MNAY’
in this docunent are to be interpreted as described in RFC 2119.

| nt roducti on

This specification is part of a multi-part standard for devel opment
of a Public Key Infrastructure (PKlI) for the Internet. This

speci fication addresses requirenents to provide retrieval of X 509
PKI i nformation, including certificates and CRLs froma repository.
This specification also addresses requirenents to add, delete and
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nodi fy PKI information in a repository. A profile based on the LDAP
version 2 protocol is provided to satisfy these requirenents.

3. Model

The PKI conponents, as defined in PKIX Part 1, which are involved in
PKI X operational protocol interactions include:

- End Entities
- Certification Authorities (CA)
- Repository

End entities and CAs using LDAPv2, retrieve PKI information fromthe
repository using a subset of the LDAPv2 protocol.

CAs popul ate the repository with PKI infornmation using a subset of
t he LDAPv2 prot ocol

4. Lightweight Directory Access Protocol (LDAP)

The followi ng sections examine the retrieval of PKI information from
a repository and managenent of PKI information in a repository. A
profile of the LDAPv2 protocol is defined for providing these

servi ces.

Section 5 satisfies the requirenent to retrieve PKI information (a
certificate, CRL, or other information of interest) froman entry in
the repository, where the retrieving entity (either an end entity or
a CA) has know edge of the nane of the entry. This is terned
"repository read".

Section 6 satisfies the same requirenent as 5 for the situation where
the name of the entry is not known, but sonme other related

i nformati on which may optionally be used as a filter against

candi date entries in the repository, is known. This is terned
"repository search".

Section 7 satisfies the requirenent of CAs to add, delete and nodify
PKI information information (a certificate, CRL, or other information
of interest)in the repository. This is terned "repository nodify".

The subset of LDAPv2 needed to support each of these functions is
descri bed below. Note that the repository search service is a
superset of the repository read service in terns of the LDAPv2
functionality needed.

Note that all tags are inplicit by default in the ASN. 1 definitions
that foll ow
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5. LDAP Repository Read
To retrieve information froman entry corresponding to the subject or
i ssuer name of a certificate, requires a subset of the follow ng
three LDAP operations:
Bi ndRequest (and Bi ndResponse)
Sear chRequest (and Sear chResponse)
Unbi ndRequest
The subset of each REQUI RED operation is given bel ow.
5.1. Bind
5.1.1. Bind Request
The full LDAP v2 Bind Request is defined in RFC 1777.

An application providing a LDAP repository read service MJST
i npl emrent the foll owing subset of this operation

Bi ndRequest :: =
[ APPLI CATI ON 0] SEQUENCE {

ver si on | NTEGER (2),
nane LDAPDN, -- MJST accept NULL LDAPDN
sinpl eauth [0] OCTET STRING -- MJST accept NULL sinple

An application providing a LDAP repository read service MAY inpl enent
ot her aspects of the BindRequest as well.

Different services nmay have different security requirenments. Sone
services may allow anonynous search, others may require

aut hentication. Those services allow ng anonynous search may choose
only to allow search based on certain criteria and not others.

A LDAP repository read service SHOULD i npl emrent sone | evel of
anonynous search access. A LDAP repository read service MAY inpl enent
aut henti cated search access.

5.1.2. Bind Response
The full LDAPv2 Bi ndResponse is described in RFC 1777.
An application providing a LDAP repository read service MJST

i npl enent this entire protocol elenent, though only the follow ng
error codes may be returned froma Bind operation
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success (0),
operati onsError (1),
pr ot ocol Error (2),
aut hMet hodNot Support ed (7),
noSuchQbj ect (32),
i nval i dDNSynt ax (34),
i nappropri at eAut hentication (48),
i nval i dCredenti al s (49),
busy (51),
unavai | abl e (52),
unwi I I'i ngToPer form (53),
ot her (80)

5.2. Search
5.2.1. Search Request
The full LDAPv2 SearchRequest is defined in RFC 1777.

An application providing a LDAP repository read service MJST
i npl erent the foll owi ng subset of the SearchRequest.

Sear chRequest :: =
[ APPLI CATI ON 3] SEQUENCE {
basebj ect LDAPDN
scope ENUVERATED {
basebj ect (0),
deref Al i ases ENUMVERATED {
never Der ef Al i ases (0),

1
sizeLimt | NTEGER (0),
timeLimt | NTEGER (0),
attrsOnly BOOLEAN, -- FALSE only
filter Filter,
attributes SEQUENCE OF Attri but eType
}
Filter ::=
CHO CE {
present [7] AttributeType, -- "objectclass" only
}

This subset of the LDAPv2 SearchRequest allows the LDAPv2 "read"
operation: a base object search with a filter testing for the
exi stence of the objectC ass attribute.
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An application providing a LDAP repository read service MAY inpl enent
ot her aspects of the SearchRequest as well.

5.2.2.
The full LDAPv2 SearchResponse is defined in RFC 1777.

An application providing a LDAP repository read service over LDAPv2
MUST i npl ement the full SearchResponse.

Note that in the case of nultivalued attributes such as
userCertificate a SearchResponse containing this attribute wll

i nclude all values, assumng the requester has sufficient access
perm ssions. The application/relying party nay need to select an
appropriate value to be used. Also note that retrieval of a
certificate froma named entry does not guarantee that the
certificate will include that sanme Distingui shed Nane (DN) and in
sone cases the subject DN in the certificate may be NULL.

5.3. Unbind
The full LDAPv2 Unbi ndRequest is defined in RFC 1777.

An application providing a LDAP repository read service MJST
i npl enent the full Unbi ndRequest .

6. LDAP Repository Search
To search, using arbitrary criteria, for an entry in a repository
containing a certificate, CRL, or other information of interest,
requires a subset of the follow ng three LDAP operations:
Bi ndRequest (and Bi ndResponse)
Sear chRequest (and Sear chResponse)
Unbi ndRequest
The subset of each operation REQU RED is given bel ow.
6.1. Bind

The Bi ndRequest and Bi ndResponse subsets needed are the sanme as those
described in Section 5. 1.

The full LDAP v2 Bind Request is defined in RFC 1777.
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6.2. Search
6.2.1. Search Request
The full LDAPv2 SearchRequest is defined in RFC 1777.

An application providing a LDAP repository search service MJST
i npl erent the foll owi ng subset of the SearchRequest protocol unit.

Sear chRequest :: =
[ APPLI CATI ON 3] SEQUENCE {

basebj ect LDAPDN

scope ENUMVERATED {
basebj ect (0),
si ngl eLevel (1),

whol eSubtree (2)

deref Ali ases  ENUVERATED {

never Der ef Al i ases (0),
sizeLimt | NTEGER (O .j max| nt),
timeLimt I NTEGER (0 .. maxint),
attrsOnly BOOLEAN, -- FALSE only
filter Filter,
attributes SEQUENCE OF Attri buteType
}
Al'l aspects of the SearchRequest MJST be supported, except for the

fol |l ow ng:

- Only the neverDerefAliases value of derefAliases needs to be
supported

- Only the FALSE value for attrsOnly needs to be supported
This subset provides a nore general search capability. It is a

superset of the SearchRequest subset defined in Section 5.2.1. The
el enents added to this service are:

si ngl eLevel and whol eSubtree scope needs to be supported

sizeLimt is included

- tineLimt is included

Enhanced filter capability
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An application providing a LDAP repository search service NAY
i npl emrent ot her aspects of the SearchRequest as well.

6.2.2. Search Response
The full LDAPv2 SearchResponse is defined in RFC 1777.

An application providing a LDAP repository search service over LDAPv2
MUST i npl ement the full SearchResponse.

6. 3. Unbi nd

An application providing a LDAP repository search service MJST
i npl enent the full Unbi ndRequest .

7. LDAP Repository Mdify

To add, delete and nodify PKI information in a repository requires a
subset of the follow ng LDAP operations:

Bi ndRequest (and Bi ndResponse)
Modi f yRequest (and Modi f yResponse)
AddRequest (and AddResponse)
Del Request (and Del Response
Unbi ndRequest
The subset of each operation REQU RED is given bel ow.
7.1. Bind
The full LDAP v2 Bind Request is defined in RFC 1777.

An application providing a LDAP repository nodify service MJST
i npl emrent the foll owi ng subset of this operation

Bi ndRequest :: =
[ APPLI CATI ON 0] SEQUENCE {

ver si on | NTEGER (2),
name LDAPDN,

sinmpl eauth [0] OCTET STRI NG
}

A LDAP repository nodify service MJST inpl enment authenticated access.

The Bi ndResponse subsets needed are the same as those described in
Section 5.1.2.
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7.2. Modify
7.2.1. Modify Request
The full LDAPv2 ModifyRequest is defined in RFC 1777.

An application providing a LDAP repository nodify service MJST
i npl erent the foll owi ng subset of the MdifyRequest protocol unit.

Modi f yRequest :: =
[ APPLI CATI ON 6] SEQUENCE {

obj ect L DAPDN
nodi fi cation SEQUENCE OF SEQUENCE ({
operation ENUMVERATED {
add (0),
delete (1)

} )
nodi ficati on SEQUENCE {
type AttributeType,
val ues SET OF
Attri but eval ue

}
}
}
Al'l aspects of the MdifyRequest MJST be supported, except for the
fol |l ow ng:

- Only the add and del ete val ues of operation need to be supported
7.2.2. Modify Response
The full LDAPv2 ModifyResponse is defined in RFC 1777.

An application providing a LDAP repository nodify service MJST
i npl erent the full ModifyResponse

7.3. Add
7.3.1. Add Request
The full LDAPv2 AddRequest is defined in RFC 1777.

An application providing a LDAP repository nodify service MJST
i mpl enent the full AddRequest.

Boeyen, et al. St andar ds Track [ Page 8]



RFC 2559 PKI X Operational Protocols - LDAPv2 April 1999

7.3.2. Add Response
The full LDAPv2 AddResponse is defined in RFC 1777.

An application providing a LDAP repository nodify service MJST
i mpl enent the full AddResponse.

7.4. Delete
7.4.1. Del ete Request
The full LDAPv2 Del Request is defined in RFC 1777.

An application providing a LDAP repository nodify service MJST
i mpl enent the full Del Request.

7.4.2. Del ete Response
The full LDAPv2 Del Response is defined in RFC 1777.

An application providing a LDAP repository nodify service MJST
i npl enent the full Del Response.

7.5. Unbind

An application providing a LDAP repository nodify service MJST
i npl enent the full Unbi ndRequest .

8. Non-standard attribute val ue encodi ngs

When conveyed in LDAP requests and results, attributes defined in

X. 500 are to be encoded using string representations defined in RFC
1778, The String Representation of Standard Attribute Syntaxes.

These string encodi ngs were based on the attribute definitions from
X.500(1988). Thus, the string representations of the PKI infornmation
el enents are for version 1 certificates and version 1 revocation
lists. Since this specification uses version 3 certificates and
version 2 revocation lists, as defined in X 509(1997), the RFC 1778
string encoding of these attributes is inappropriate.

For this reason, these attributes MJST be encoded using a syntax
simlar to the syntax "Undefined" fromsection 2.1 of RFC 1778:

val ues of these attributes are encoded as if they were val ues of type
"OCTET STRING', with the string value of the encodi ng being the DER-
encodi ng of the value itself. For exanple, when witing a
userCertificate to the repository, the CA generates a DER-encodi ng of
the certificate and uses that encoding as the val ue of the
userCertificate attribute in the LDAP Mddify request. This encoding
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10.

style is consistent with the encodi ng schene proposed for LDAPv3,
whi ch is now being defined within the | ETF.

Note that certificates and revocation lists will be transferred using
this mechani smrather than the string encodings in RFC 1778 and
client systenms which do not understand this encodi ng may experience
problems with these attributes.

Tr ansport

An application providing a LDAP repository read service, LDAP
repository search service, or LDAP repository nodify service MJST
support LDAPv2 transport over TCP, as defined in Section 3.1 of RFC
1777.

An application providing a LDAP repository read service, LDAP
repository search service, or LDAP repository nodify service MAY
support LDAPv2 transport over other reliable transports as well.

Security Considerations

Since the elements of infornmation which are key to the PKI service
(certificates and CRLs) are both digitally signed pieces of
information, additional integrity service is NOI REQU RED. As
neither information el enent need be kept secret and anonynbus access
to such information, for retrieval purposes is generally acceptable,
privacy service is NOT REQU RED for information retrieval requests.

CAs have additional requirenments, including nodification of PKI
information. Sinple authentication alone is not sufficient for these
purposes. It is RECOVWENDED that some stronger neans of
authentication and/or (if sinple authentication is used) some nmeans
of protecting the privacy of the password is used, (e.g. accept

nodi fications only via physically secure networks, use |Psec, use SSH
or TLS or SSL tunnel). Wthout such authentication, it is possible
that a denial -of-service attack could occur where the attacker
replaces valid certificates with bogus ones.

For the LDAP repository nodify service, profiled in section 7, there
are sone specific security considerations with respect to access
control. These controls apply to a repository which is under the same
managenent control as the CA. Organizations operating directories are
NOT REQUI RED to provi de external CAs access pernission to their
directories.
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The CA MUST have access control permissions allowing it to:

For CA entries:
- add, nodify and delete all PKI attributes for its own
directory entry;
- add, nodify and delete all values of these attributes.

For CRL distribution point entries (if used):
- create, nodify and delete entries of object class
cRLDi stributionPoint inmrediately subordinate to its own
entry;
- add, nodify and delete all attributes, and all val ues of
these attributes for these entries.

For subscriber (end-entity) entries:
- add, nodify and delete the attribute userCertificate and al
val ues of that attribute, issued by this CA to/fromthese
entries.

The CAis the ONLY entity with these perm ssions.

An application providing LDAP repository read, LDAP repository
search, or LDAP repository nodify service as defined in this
specification is NOT REQU RED to inplenment any additional security
features other than those described herein, however an inplenentation
SHOULD do so.
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13. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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