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1

Thi s meno proposes a programto develop a directory service for the
Internet. It reports the results of a neeting held in February 1989,
whi ch was convened to review requirenents and options for such a
service. This proposal is offered for comment, and does not
represent a conmmitted research activity of the Internet comunity.
Activity in this area is anticipated, and comments shoul d be provi ded
promptly. Distribution of this menop is unlimted.

| nt r oducti on

1.1. The | ssues

As part of the planned growh of the Internet (in particular, in
support of the full science research comunity in the U S.), an
increasing need is anticipated for various sorts of directory
services. The increase in the size of the community served by the
Internet and the burgeoning denmands for electronic mail lead to the
need for a service to find people’s conputer mail boxes and ot her

rel evant facts, a so-called "Wiite Pages" service. At the user |evel
to date, there have been no such national or international white
pages services in general use. As part of building the Nationa
Research Network (NRN), it is inmportant that such a service exist,
not only within the NRN community, but also crossing the boundaries
fromthe NRN to the nore global network conmmunity. This will enhance
comuni cati on not only anbng conputer scientists, but also anong
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scientists and engineers in other fields as well. Also inportant and
related is a so-called "Yell ow Pages" service, which permts the
| ocation of Internet resources based on their attributes.

A "White Pages" service is one in which one can | ook up people in
order to learn informati on about themfor finding them Inits
sinplest form a white pages service provides what the white pages

t el ephone book provides. Based on a nane, one can find an address
and a tel ephone nunber. In a network environnent, there may be many
ot her kinds of |ocation information, such as electronic nail box,

el ectronic cal endar, or file server, where one mght leave a file for
the recipient. 1In addition, the electronic white pages nay support a
much nore sophisticated set of nechanisnms for | ookup. One m ght

mat ch on a nore conplex set of attributes than first and | ast nane.
In addition, the searching mght span nore than one | ocal white pages
service. There are a nunber of naming and directory service
specifications and inplenentations in the field. They have differing
functionality and nechani snms to address that functionality.

Wthin the the world of networking today, there are a nunber of
partial solutions to the directory service problem Exanples of
these are the Internet Domain Nami ng Service (DNS), C earinghouse,
DECnet Network Architecture Naming Service (DNANS), Profile, and
X.500. The Donmin Naming Service provides a directory service npst
conmmonly used for host naming and mail delivery. dearinghouse and
DNANS are respectively the Xerox and DEC corporate nam ng services,
originally for mail delivery, although having other uses as well, in
both cases. Profile is part of the work of Larry Peterson to explore
descriptive nanming in a non-hierarchical structure.

There is a CCITT recomendati on X. 500 (1 SO DI'S 9594), which defines a
general directory service. One of its primary goals is the nam ng
servi ce needed for message handling (X 400). Wile X 500 is stil
devel opi ng, and woul d need further evolution to cover all the

requirenents of a service for the Internet, it wll have an inportant
i npact on the Internet conmunity. It will formthe basis of
conmerci al products, and it will alnost certainly be the directory

service of many parts of the network world, which inplies a need to
interoperate at a mninmum There is sonme concern that despite the
fact that X. 500 is a recognized standard, there are a nunber of gaps
and limtations of the approach, that in turn will cause it to be

i nadequat e for the needs of the NRN

In this context, a neeting was held to review current requirenments
and solutions for directory services. This RFC reports the results
of that neeting, including the possibilities for a programof work in
this area.
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For two days, a group representing academ ¢, conmercial, and
government interests in directory services discussed both alternative
candi dates for a white pages service and the issues in building any
such service. The neeting was kept small by inviting only a small
nunber of representatives of each perspective. By the conclusion of
the second day, a consensus was reached on how one coul d achieve a
white pages service in three years. This is sunmarized in the next
secti on.

1.2. Project Sunmary

The consensus of the neeting can be summarized in the follow ng five
poi nts:

1. The standards and inplenmentations are cl ose enough to being
conplete that it is reasonable to undertake provision of an NRN
"Wi te Pages" service.

2. Although we are close, an effort is needed to experinment with
different levels of service, to flesh out the standards, and to
devel op code.

3. An initial evaluation experinent is needed before making final
detailed plans for a production version of the service.

4. Wth strong funding and encouragenent, a production service is
possible in three years.

5. It is inportant to act now to provide a coherent solution
Thi s neans both having an inpact on the evol ving standards
and providing a unified, w de-spread solution before a plethora
of differing solutions appear.

Al 'though it has clearcut drawbacks, X 500 was identified as the nost
likely candidate directory service. The reasons for this are that it
has rich semantics and is beconing the accepted international
standard. However, there are problens with its inconpl eteness and
with its strict hierarchy. Therefore, in order to explore these and
beconme convinced of its viability, the consensus at the neeting was
to propose field trials, as the project’s first stage. The field
trials would be linmted in the user comunity, perhaps restricted to
comput er science departnments because of their fanmliarity with the
probl ens, and woul d be based on experinental or new software. They
woul d include experinments with at |east an X 500 inpl enmentati on,
Profile, and DNANS. Each of these services has strong points that
nmust be considered as part of the evaluation. They are:
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X.500: International standard, hierarchy, search rules and
filters for searching attributed based nanes.

Profile: Descriptive naming with a richer semantics for
descri bing search criteria, an arbitrary network
of servers.

DNANS: Access control, replication, caching, hierarchy.
In summary, the plan would fall into three stages as foll ows:
- Stage 1. Field Trials.

There are two aspects to the field trials. The first is to
expl ore several different architectures for a white pages
service. To this end, inplenentations of X 500, Profile, and
DNANS shoul d be included. The second aspect of the field
trials is to distinguish issues inherent in the X 500
specification fromartifacts of a particular inplenentation of
it. Therefore, if possible, two inplenentations of X 500
shoul d be included. Only one such inplenentation, Quipu, was
identified as devel oped enough to be included in a field trial
at present, but others are under way, and will follow. This
stage nust al so include a careful and objective review of the
field trials.

- Stage 2: Inplenentation

This stage will include work on both the service and user
interfaces. The field trials could result in one of a variety
of concl usi ons about the service. These nmay range from

concl udi ng that one or another of the services suits the needs
of the NRN to proposing a conprormi se position based on a

conbi nati on of shortcom ngs of any one service and the features
of others to address those shortcomi ngs. Because X 500 will
beconme the standard in other domains, an interface to X 500
will be necessary. Since all of these inplenentations are
still under devel opnment, in order to provide production quality
code, nore inplenentation work will be needed.

Al t hough some work will have been done on the user interfaces,

much nore will be needed in this stage to provide a variety of

interfaces. Mich enphasis should be placed on this in Stage 2.
- Stage 3: Depl oynent.

Depl oynent of the full white pages service requires infornmation
gathering in order to fill the directory service, placenment of
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servers, distribution of and training for use of client code,

pl acenrent and nmanagenent of services, and del egati on of
authority within the service for authority over the contents.
Data coll ection and sonme del egation of authority as well as
training for users of the client code would begin during the
field trial. This stage would begin concurrently with the
other two. During the second year, detailed planning for

depl oynment nust take place. This stage would conclude in three
years, at which tinme w despread depl oynment woul d have occurred.

In order to undertake this three stage program effectively, the group

i dent

Sol i ns

ified the foll owing maj or projects:
Further inplenmentation of code for the field trials.

In each case (e.g., Quipu, Profile, and DNANS), prograns exist,
al t hough nodifications are likely to be necessary. For

exanpl e, each will need to be nodified to utilize the common
file format into which the input data about users will be
gat her ed.

Desi gn, devel opnent and eval uation of user interfaces.
Desi gn and devel opnment of data gathering and nanagenent t ool s.
Oversight and evaluation of the field trials.

Careful thought and planning nust go into the field trials, to
guarantee that we |earn what is needed to nake an eval uation
and to plan for the white pages service. The evaluation mnust

al so produce a docunment that is both a general specification
(assum ng no one alternative is chosen whol esale) and profiling
information, in order for later interoperability and

conf ormance testing.

Detail ed planning and | ater managenent of depl oynment.

This includes del egation of authority over parts of the
nanespace and arbitrating the shape of the nanmespace
(addressing the questions about who gets what sorts of nanes).
This is in addition to the conti nued and extended data

col l ection and nmanagenent, distributing the data, placing the
code, docunentation and user educati on.

Standards participation is an inportant part of the program

It is critical as X 500 changes during the next 4 year study
period that the United States take a strong stand on any
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changes we envision. It is encunmbant on us to utilize
effectively the results of the largest field trials of this
work in the international arena. The group agreed that this
could take up to one half of one person’s tinme in a year

- Atask force or working group is necessary to provide a forum

It is

for conmmuni cati on and di scussi on.

i nportant to pursue this path now, both to architect a unified

sol ution before a collection of ad hoc solutions is deployed, and to
provide effective input into the X 500 standards work based on the
field trials.

2. CGoals and Requirenments for a Wiite Pages Service

The requirenents of a white pages service are the follow ng:

Sol i ns

Functionality:

The sinple formof a white pages service is straightforward;
one should be able to query the service with the nane of a
person, and have returned attributes of the person such as
network nail address and phone nunber.

Correctness of information:

The information in a white pages service is usel ess and
untrusted if it is not updated regularly. A white pages
service will not be used, if the information it provides is out
of date or incorrect. This will require a set of managenent
tools. Data integrity is an especially difficult challenge in
this area, in contrast with information that is syntactically
correct.

Si ze:

The science and research community has been estinmated at ten
mllion users. The nunber of organizations in the United
States is on the order of ten to one hundred thousand.

Usage and query rate:

In conparison with the typical tel ephone book pattern of about
one | ookup a week per person, users of electronic nail in the
sci ence and research community will send nore el ectronic mnai
nmessages than they currently nake phone calls, leading to an
estimate of ten searches a week per user for electronic as well
as paper mail and tel ephone information. This leads to a query
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rate of 10**8 queries per week or 170 per second on average,
wi th much higher peak rates. The average coul d probably be
handl ed by a single server, but not the peak rates and this
woul d | eave little roomfor gromh. Therefore, a distributed,
multiple server solution is the only one that nmake sense.

Response ti ne:

The issue of overall query behavior nust be consi dered
carefully. The issue arises when queries, in particular
searches, are not limted to tightly constrai ned sets of
entries. Since the nunber of queries generated will be
proportional to the nunber of users (and the size of the
systen), the white pages design nust avoid costs per query that
are related to the size of the system The consequence,
otherwise, will be quadratic behavior in response tine.

The response tinme of the service nust also reflect the expected
usage. A phone book style query nust respond in the waiting
time tolerable to a user, perhaps ten seconds maxi mum or one
second desirable. |If the service is incorporated as a
conmponent of a larger service, then the needs of that service
determ ne the response tine.

Partitioned Authority:

The white pages service under discussion would be used by a

wi de variety of organizations, ranging fromsnall and | arge
conmpani es, to network service providers, to governnent

agencies. Many of these would find it unacceptable to del egate
the authority over their namespaces to sone other organization
Therefore, partitioned authority including sone access control,
nane assignment, and informati on managenment nust be possi bl e.

Access Control

The access control required by the white pages falls into two
categories, read access control, and wite or nodify access
control. There are at |east two reasons that read access
control must be available. One is that organi zati ons nay
require limting the access to the actual entries or parts of
them This would be conparabl e to organi zati ons not being
willing to distribute their corporate phone books or personne
records. The other reason is that sone organizations do not
want to publicize or nmake public their organizational
structure. Wite and nodify access control is necessary
because both individuals and organi zati ons may want to prevent
i nadvertent or malicious creation or nodification of
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i nformation. Access control is an issue for both organi zations
wanting to retain local control of personnel information and

i ndi viduals wanting to control access to private informtion
about thensel ves.

- Miltiple Transport Protocol Support:

Wthin the next three years, one cannot expect all the

organi zations in the USA to convert to the OSI protocols. On
the other hand, some will. It is therefore inportant that any
whi te pages service provide interfaces on top of both OS
protocols and TCP/IP. There currently exists a partial OSI
suite know as | SODE on top of TCP. This is being distributed
wi dely enough that perhaps this should al so be support ed.

In addition to these requirenents, there are a nunber of features
that woul d nake a white pages service nore useful. These are:

- Additional Functionality:

Descriptive naming w th sophisticated searching based on

attri butes would support a nore flexible human interface than
sinpl e nane translation. Descriptive naning also would support
a general yellow pages style service.

The form of a yell ow pages service is less certain. One
definition of a yell ow pages service is a directory that stores
a nunber of pre-conputed inversions of the directory database,
so that entries can be retrieved very efficiently using these
predeternined attributes of the data. Another definition of a
yel | ow pages service is one that provides a very powerful set
of search primtives, somewhat in commobn with a relationa
query | anguage, to support retrieval of entries that match
conplex attribute conditions. 1In other words, one view of a
yel |l ow pages service is that it is constructed to avoid
expensi ve searches, the other is that it is to facilitate
general searches.

- Accountability:
Accountability is inportant both for allocation and recovery of
costs. Vendors nay provide comercial directory services,
t her ef ore dependi ng on accounting as part of their successful
comerci al ventures.

- Multiple Interfaces:

There shoul d be both human and programm ng interfaces to the
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white pages. For exanple, in addition to human | ookups, mai
services could effectively use a nanm ng service allow users to
i ncl ude hunman oriented nanes than the current el ectronic nai
addresses that are required, such as full domai n nanes.

Miultiple Cients:

Several different clients should exist both to provide for a

variety of styles of human usage, and to support selection of
t he nost commonly used conputer environnents (e.g., UN X, VM5
MBDOS, OS2, MAC OS).

3. Pre-existing Services

This section identifies other nam ng services that have been proposed
or inplenmented for naming people. |Inplenentations of all of these

exi st

, although sonme are still only experinental

Internet Donain Naming Service

The I nternet Domain Nane Service [6,1] is used today to nane

host machines. It is inplenented to address the query rates
and dat abase sizes consistent with | ooking up hosts as part of
mai |l delivery. It provides a hierarchy with del egation of

authority within the hierarchy. Aliases are al so avail able.
There is no access control, and the service is widely

di stributed throughout the Internet. It supports managenent of
distribution, replication and caching. It is operational, and
provides a rich base of practical experience. It was

originally intended to be extensible to cover naning of people.
It runs on a variety of different operating systens and
utilizes the TCP/IP protocol suite.

The DECnet Network Architecture Nam ng Service (DNANS)

Sol i ns

There is a rather well devel oped specification [5,3] for a
nam ng service that is part of the DECnet architecture, which
in turn arose fromwork at the DEC SRCin Palo Alto. This
architecture addresses sone problenms not yet covered by X 500,

such as access control, replication, and caching. It was
explicitly defined to have great scalability and managenent
features. It provides a global hierarchy of nanes, which are

mapped into properties. Therefore, operations of searching
based on properties or attributes nmay be expensive and
difficult. At present it is only inplenented on VMS using the
DNA protocols, but will be noved to UNI X and TCP in the next
year.
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d eari nghouse

This service [7,2] is part of the Xerox network environment.

It operates today as a gl obal service for Xerox. They have
consi derabl e experience with its operation, including problens
of scale. dearinghouse provides a three-Ilevel hierarchy of
nanes that are mapped to sets of properties. Loose consistency
is provided through slow propagation of updates. Both this
service and the DEC service nentioned above are to sone extent
based on an earlier Xerox service called G apevine.

Profile

A project at the University of Arizona run by Larry Peterson
[8] has produced a white pages nane service called Profile. It
supports descriptive nam ng and sophi sticated | ookup tools.
Profile assunes the existence of sone other service such as the
DNS to navigate anpbng Profile servers. This navigation service
need not restrict the relationship anmong Profile servers to a
hi erarchi cal organi zation; Profile supports a non-hierarchica
gl obal structure. Nanmes in Profile consist of sets of
attributes. Experinmental inplenentations are in operation
today, and the largest site currently contains about 10,000
entries. The Profile code has been available for |ong enough
that it has beconme stable. The inplenentation is UN X-based
only and uses TCP.

X. 500

X.500 is the COTT recommendation (also |ISOIECD S 9594) [4]
for a directory service. Because it is a CCTT recomendation
it evolves in four year study periods, one of which has
recently come to a close. Thus, X 500 has a stable definition
for the next four years.

In X. 500, the set of all objects forns a single hierarchy, with
each object being nanmed relative to its parent and a single
root as the topnost parent. An object consists of a set of
attri butes. Searching can be done by use of a |ogical

conbi nation of attribute values, known as a filter. A subset
of these attributes conprise an object’s distinguished name
relative to its parent. The hierarchy as described in the

CCl TT reconmendation is geographic at its top |evel and

organi zational within that. Alternatives can also be defined,
al though they are not part of the CCITT or |SO docunents. In
addition, there is no proposed nechanisns for distributing

i nformati on about other attribute types or object classes. As
with the other services, X. 500 is a distributed service. It
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speci fi es cooperating servers or Directory Server Agents (DSAs)
under | ocal control and managenment each of which knows about
one or nore parts of the hierarchy. The clients are known as
Directory User Agents (DUAs). It is defined to run on top of
the OSI protocol stack. The denonstrations of X 500 in the
context of Internet run on top of the | SODE package, which
provi des OSI transport on top of TCP

X.500 is inconplete in that there are a nunber of identifiable
areas in which the standard says nothing, but that need to be
specified for a successful inplenmentation. Sone exanples of
these are: access control (although authentication is
supported), replication, caching, the database itself (the
shape of the hierarchy), tools to linmt the scope and cost of
searchi ng, and dat abase managenent tools.

There are currently a small nunber of inplenentations of X 500
in progress at such locations as University Coll ege London (the
Qui pu project, on UNI X using | SODE), the University of British
Col unbia (UNI X based using their owm full OSI suite), MT
(experinmental, Symbolics Lisp Machi ne based, Lisp using TCP),
The Wl I ongong G oup (offshoot of Quipu), The Retix
Corporation, N ST, and at |east several underway in Italy and
Japan. There are probably others and a nunber of other
Anerican corporations have di scussed building their own. Each
of these nust nmke its own decision in the areas in which X 500
is silent. Quipu is probably the nost conplete inplenmentation
of X. 500 to date. The pilot version has about 20 DUAs in seven
countries with an estimated 20,000 entries total.

4. Proposed Approach

The conclusion of this report is that some formof X 500 is the nost
likely candidate. The reasons for this decision are that it has a
rich semantics and will becone the international de facto standard.
There are, however, serious problems with its inconpleteness and with
its strict hierarchy. Therefore, in order to explore these and
becone convinced of its viability, the attendees at the neeting
agreed on field trials, as a first stage. Initially, this would

i ncl ude experinents with at | east one X 500 inplenmentation (Quipu),
Profile to explore a non-hierarchical structure and richer
descriptive nam ng, and DNANS in order to explore some of the

i nconpl ete aspects of X 500 for which DNANS has architected

sol uti ons.

A three-stage plan, with all three stages begi nning coincidentally

and as soon as possible, would provide such a service within the NRN
The first stage should be conplete in a year, the second in two, and
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the third in three. Stage 1 would be field trials of three
approaches to nanming with an enphasi s on distingui shing between the
specification and a particular inplenmentation of X 500, as well.
Stage 2 would be a nore conplete inplenentation of a white pages
servi ce base on the conclusions fromStage 1. Stage 3 would be

wi despread depl oynent of the inplenentation devel oped in Stage 2.
The planning for Stage 3 is not outlined here in detail, because that
pl an woul d be part of the proposed work to be done. If the field
trials were to lead to the conclusion that none of the services is
adequate, the plan for the renmi nder of the work would need to be

r eschedul ed.

If the Internet community is to adopt X 500 (or any other standard),
it is necessary to nmake a nunber of design and managenent deci si ons,
above and beyond the inplenentation decisions for the DSA. Since
there are a nunber of such decisions to be resolved, and sone of
these are significant, the group reconmended that this planning and
managenent function shoul d be recognized as a distinct activity.

4.1. Stage 1: The Field Test

It was agreed that field trials would be a valuable formin which to
explore the issues of building a white pages service for two reasons.
First, the software is still in early stages of devel opnent or

depl oynment. Sonme of it is production code, but still first rel ease;
the rest is part of research projects. Second, it is inportant to
learn fromexperience with a limted and synpathetic community. The
suggested conmunity was the conputer science comunity, in
particul ar, conputer science departments. That will not be the case
conpl etely, since the conputer science community in general does not
use DECnet. Therefore, for experinents with the DNANS, the NASA/ DOE
comuni ty was reconmended. They will be using DNANS in any case, as
they nove to DECnet Phase V.

The twofold purpose of the field trials is to explore differing
directory service architectures and to refine the study of X 500
specifically, to distinguish architectural aspects of it from
features of a particular inplenentation of X 500. Initially, the
trials would include the Quipu inplenmentation of X 500, Profile, and
the DNANS. A second inplenentation of X 500 should be identified and
i ncl uded as soon as possible. Part of the enphasis of the field
trials woul d be on gathering and mai nt enance of naning informtion.
To ease this, a single common file format for storage of and access
to the nam ng i nformation and use of a single set of data nanagenent
tool s was recommended, although no particular set was identified.
The various directory services would need to be retrofitted to this
file format. Such consistency in file format would nean that the
services could all be co-resident, sharing files, thus permtting
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single locations to participate in several parts of the field trials.
This, in turn, would allow for direct conparisons.

There are a nunber of issues, which are not addressed in X 500, that
woul d need to be resolved for a | arge scal e depl oynment such as a
white pages for the NRN. In particular, these are: clients of the
service; data collection and mai ntenance; distribution, replication
and caching of information; access control, accountability, and
information integrity; and support by non-OSlI protocols. Each of the
nane services included in the field trials would include decisions in
these areas, albeit different ones. The field trials will allow for
eval uation of these different mechani sns.

There are two other nmjor issues that nust al so be addressed:
functionality and size. Functionality enconpasses both the first
poi nt of the nature of the interfaces to the service as well as the
structure of the namespace (e.g., hierarchy). A discussion of size
nmust include not only the nunber of entries handl ed by the service as
a whol e, but how those entries are distributed and the query and
updat e patterns.

In general, all of these issues are tightly coupled, but are
separated here for the purposes of understanding the field trials and
its potential effectiveness. They would also be the issues that
woul d be the basis for the work done in Stage 2 of the project.

- Functionality:

X. 500 and DNANS nmake strong statenents about the organization
of the nanespace. In both cases, it is a single, absolute
hierarchy with soft |inks or aliases and attri bute-based nam ng
useful both in searches of subtrees of the hierarchy and for
storing information about the objects in the hierarchy. The
searches are based on | ogi cal conbinations of attribute val ues.
Qui pu i nplements the naming structure and search functionality
as specified in X.500. |In contrast, Profile, provides a nore
general facility that supports any formof relative nanes, not
just hierarchical, and a small programm ng | anguage to express
the functions for searching. By including Profile in the field
trials, these nore general facilities can be tested.

X. 500 specifies that the service is separated into two parts
for inplenmentation of the service, known as the Directory
Service Agent (DSA), and the client, known as the Directory
User Agent (DUA). DUAs can be inplenmented i ndependently of the
i npl erentation of the white pages service. Quipu, Profile, and
DNANS have taken different approaches to the presentati on nodel
for DUAs, so the three inplenentations will allow for
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addi ti onal experience.
- Size:

As discussed earlier, a white pages service nmust be prepared to
handl e a mi ni mum of 10**7 entries, although they may be
distributed, and a query rate of hundreds per second. It nust
al so be prepared to handl e much hi gher peak rates. |If the
address | ookup that is presently provided by the DNS is al so
supported by the white pages service, the query rate will be
much hi gher. The designers of the field trials nust determ ne
whet her or not such usage will be part of the final service and
therefore nust be examined in the field trials. |If so, caching
may be part of the solution. |In addition, the response tinme
for DUAs nust be reasonable for a human sitting at a console.
Furthernore, nodifications to the data should occur in
reasonably short periods of time, although this could be
nmeasured i n hours.

The field trials nmust allow for experinmentati on under such
stressful conditions. The environment for testing nust have
both | arge and small nodes, as well as both heavy and |i ght

| oad querying and situations in which reorgani zation can be
tested. Such reorganization may be a sinple as noving one

pi ece of the hierarchy to another point and handling nam ng
conflicts in the new environnent. X 500 does not address this
issue, but it will be needed by the NRN.

- Distribution, replication, and caching:

These are areas in which X 500 has very little to say, but a
great deal of work has been done in other distributed, network
nam ng services, in particular both the DNS and DNANS. There
seens to be general agreement that distribution of nam ng

servi ces should be done on the basis of nodes in the nam ng
structure, which also provide the basis for adninistrative
partitioning. Al the nam ng services described here support
distribution, partitioning of the information for placenment on
cooperating servers. Neither X 500 (and therefore Quipu) nor
Profile is prepared to redistribute portions of the nanmespace,
for reallocation of adninistrative responsibilities or |oad

bal anci ng, al though this should be possible and DNANS i s
prepared to do so. Replication is necessary for accessibility
in a large-scale or global nanespace, although again X 500 does
not address this issue. Quipu has taken a stand on this, by
defining nmaster and slave copies of the data; it is simlar to,
but not the sane as, the approach taken in the DNS. Caching is
barely touched on in X 500 and not at all in Profile, but our
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experience with the DNS indicates that caching is critical to
effective operation of a distributed nane service. The DNANS
has an architected solution based on objects in the namespace
as the unit of distribution and replication. Again, the DNANS
sol ution should be explored in the field test environment.

Access control, accountability, and integrity:

Access control and accountability require some degree of

aut hentication. X 500 supports authentication based on using
an RSA public key algorithm but does not address issues of

uni versal registration, nor issues of access control or
accountability thenselves. These are left as a | ocal issue,

al t hough dependi ng on the design of the system they may have
gl obal inplications. The problemof integrity of the
information in the nane service is nowhere addressed. Profile
al so does not address these issues, although it uses

aut henti cation based on UNI X aut henti cation, involving user ids
and passwords. DNANS takes a strong stand on access control,
architecting it in at the level of individual entries. Field
trials will force these issues out into the open

Structure of the nam ng tree:

In the deploynment of the DNS, about one year was lost to
argunents about the actual structure of the nam ng hierarchy.
Peopl e form strong opi ni ons about their nanme, and fight for or
agai nst certain hierarchical structures. The sane issue wll
ari se here, and advanced planning to deal with the problemis
required.

In this case, the problemis made harder by the fact that the
hierarchy will be global; X 500 is an international standard,
based on the assunption that there is only one exanple of the
tree, partitioned by country. Probably the Anerican Wite
Pages Service, at least at its root, will be run by the N ST or
its contractor. W nust deal with the problemthat in the
short term various inplenentations may not interwork, and we
must work with NI ST to support the needed services.

Specific issues that cone up related to the naning tree are:
* How is del egation of control of the tree managed?
For exanpl e, who deci des what DSA hol ds what parts
of the tree?

* How is the creation of new parts of the tree
(e.g., an organi zational entry) controlled?
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- Support for Tree Search:

Regardl ess of the defintion of the white pages service in the
NRN, it will need to interface to the X. 500 world. The X 500
nam ng hierarchy can be expected to becone very |arge, and

gui dance is needed for users to help themnavigate the tree.
Users need help to find their way to unknown parts of the
nanespace. As in other naming services, a feature of X. 500 is
that additional entries, aliases (simlar to links in file
systens) can be installed to provide an easy path for a user in
one part of the tree to find other interesting parts of the
tree. By establishing a consistent policy for the use of alias
entries, learning how to navigate the tree can be nmade mnuch
easier for a user. As part of setting up the tree, therefore,
these sorts of policies need to be defined.

- Definition of database structures:

There are a nunber of data structures that need to be defined
as part of setting up each of the services. These include, for
exanmpl e, the types of information stored for the entry about a
person. This information nust be stored in the servers, and
passed to the clients. These structures nust thus be
specified. |In other words, the schema defining attributes and
obj ect classes nust be specified for the NRN

- Load bal anci ng:

The dynam c performance of the Internet system nust be
estimted, so that the servers can be sized properly.
Especially at the root of the tree, the query rate nust be
estimated carefully. Caching will have a strong influence on
this. Therefore, traffic patterns are very dependent on the
details of inplenentation.

- Supporting multiple protocol suites:

At least three protocol suites are and will continue to be used
in the NRN environment. They are DECnet, TCP/IP, and the OSI
suite of protocols. Since the white pages service is at the
applications layer, it nmust run on top of at |east these three

protocol suites. It is inportant to understand the

requi rements of the white pages service for its transport

pr ot ocol s.
By addressing these issues within the field trials, we will be
preparing for the further devel opnent of Stage 2. A result of Stage
1 will be a detailed specification of the white pages servi ce,
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possi bly an extension to or nodification of X 500. This should
dovetail with the activities specifying the details required for

i npl enentation (known as "profiling") by the NI ST Wrkshop for

| mpl enmentors of OSI. In addition, in order to run the field trial
the information capture problem nust be addressed, providing the some
of the prelinmnary work of Stage 3.

4.2. Stage 2: |nplenentation

If the evaluation of Stage 1 concludes that some formof X 500 is
acceptable, at |least one of the two X 500 inplenmentations included in
the field trials should provide the basis for a production quality

i npl enentation of X 500 for general deploynment. Further work wll
likely be needed on the basis of the evaluations of the field trials.
A production version of an inplenentation requires both reliable
servers as well as a variety of clients to provide differing
interfaces on a m xture of hardware and operating systens.

In addition, especially because of the inclusion of Profile and
DNANS, a variety of different DUAs will be explored by definition.
Further investigation into the DUAs should begin in parallel with or
in conjunction with the field trials. There should be distinct DUAs
for both prograns and humans. |In addition, there probably should be
human- user DUAs geared both to the naive user with sinple usage
patterns and the nore sophisticated user who wants to perform conpl ex
queries. It is also inportant to design DUAs that do not require a
great deal of conputing power for the small machines still in use in
great quantity. Mich of the user community nay not be able to afford
expensi ve equi prent upgr ades.

Assuming that X. 500 is deened to be the specification of the service,
the field trials will address many issues not included in X 500 as of
1989. Since it is inportant for the NRN to support interconnectivity
beyond its own bounds, it behooves us to feed what has been | earned
back into the standards activities. This was identified as a
separate activity because of the intellectual as well as tine

conm tment that nust be made to do this effectively.

4.3. Stage 3: Depl oynent

A plan is required to devel op the schedul e of service introduction
and to co-ordinate the deploynent as it is undertaken. This includes
medi ati ng service problens, a significant task in its own right.

The details of deploynent were not discussed at the neeting, although
several of the seeds of deploynment lie in Stages 1 and 2. The first
of these is the capture and managenent of information. The second is
DUA devel opnent. Both of these nust be included Stage 1 in order to
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support a usable environnent for the trials. 1In addition, the
information that will have been captured in Stage 1 could be printed
produci ng a hard copy of the white pages information. That could be
distributed to all scientists and engi neers involved; such a project
woul d provide an early white pages service. During the initial
periods of both Stages 1 and 2, planning for deploynment would al so
have to proceed, in order to provide a snooth transition to this
third stage in the project.

5. Concl usion

The consensus of the nmeeting was that followi ng a path that included
X. 500 was both the correct direction and feasible, although X 500
needs further el aboration. There were several inportant itens for
further study. The first is that there are many issues |eft

unresol ved in X 500 that have been addressed in other nam ng
services, and the NRN shoul d take advantage of the solutions in those
ot her services. The second is that there was sone reservation about
certain features of X 500, especially in the area of the inposition
of a hierarchy for naming, and only limted flexibility in
descriptive naning. The participants believe that is inportant
under st and whet her X. 500 provi des enough mechani sns to work around
such problenms by finding a higher commbn ground that includes the
best features of all the naning services included in the field
trials. The final issue with respect to X 500 was that there was
agreenent that X 500 will be an accepted and utilized standard in at
| east part of the networked community and therefore interfacing to it
will be necessary. Gven that, and the other reasons for choosing

X. 500, the consensus was that the plan described above woul d bring
the NRN and its community of users a useful and usable white pages
servi ce.
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