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COMMENTS ON NCP/ TCP MAI L SERVI CE TRANSI TI ON STRATEGY

| NTRODUCTI ON

This meno reviews and expands on the mail service transition plan
[ 20] .

The principal aimof the plan is to provide for the orderly support
of the nost commonly used network service (mail) during the period of
transition from ARPANET to I nternet Protocol -based operation

The goal of the transition is, at the end, to provide in the internet
envi ronnent service which is equivalent to or better than what has
been available in the ARPANET environnent. During the interim
period, when both internet and the ol der ARPANET-based protocols are
in use, the goal of the transition is to mnimze user inpact and, to
the extent possible, to mnimze software devel opnment or nodification
required to deal with transitional problens.

It is assuned that the reader is famliar with both the ARPANET and

i nternet protocol hierarchies [1-17]. The internet hierarchy is
designed to interface to many different packet networks (e.g., packet
satellite, packet radio, Ethernet, LCS Ring net, X 25 public

nets, ...), while the ARPANET hierarchy is limted to ARPANET | MPs
(This is less true of the Ievels above NCP, but NCP itself is closely
bound to ARPANET services).

The objective of the transition plan is to specify neans by which the
ARPANET el ectronic mail services nmay be supported across the boundary
bet ween the purely ARPANET environnment and the nore general internet
environnment during the period of transition by ARPANET hosts to the
richer internet world.

ELECTRONI C MESSAGE SERVI CES

DARPA i s begi nning a new phase of research into automatic el ectronic
nmessage handling systems. Utimately, it is intended that electronic
nmessages incorporate nmultiple nmedia such as text, facsinile,
conpressed digitized voice, graphics and so on. Success in this new
research will require substantial progress in devel opi ng nultinode
user interfaces to conputer-based services (voice input/output,
graphics, tablet/light pen, facsinile input/output, video/bit mpped
di splays, ...).

At the sane tinme, progress nmust be nade towards an environnent based
on internet protocols so as to avoid confining the results of the
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multinedia effort to any one network. As a result, DARPA is planning
to make several transitions over the next few years, fromthe

exi sting, text-based ARPANET el ectronic nessage systemto an

i nternet-based, nultinedia el ectronic nessage system

Thi s paper addresses only the first of the transitions from NCP-based
text mail to TCP-based nultinmedia mail. The transition to the new
multinmedia mail system[7,19] lies ahead, but need not be planned in
detail until we have some experience with the basic concepts. This
first step only provides for the transition to TCP-based text mail.

The basic ground rules for transition from ARPANET-based el ectronic
mail to internet electronic mail are the foll ow ng:

1. ARPANET nmuail box names must continue to work correctly.

2. No change required to mail editors which parse nessage headers
to conpose replies and the like.

3. Acconmopdation of non- ARPANET nai | box designators w t hout
change to the header parsing and checki ng nechani sns of mai
conposi tion prograns.

4. Automatic forwardi ng of nessages between NCP and TCP
envi ronments w thout user intervention

5. During the transition, old style mail nechanisns nmust still
wor k.

ELECTRONI C MESSAGE MECHANI SV

In order to make progress at all, it has been necessary to postul ate
fairly sophisticated changes to the "mailer" function which accepts
as input an electronic text nessage and causes it to be delivered to
the destination (or to an internedi ate forwarder).

We al so posit the existence of special, well-known mail forwarding
hosts on the ARPANET which are responsible for accepting nessages
from NCP (TCP) - based nessage senders and forwarding themto

TCP (NCP) - based nessage receivers.

In the ARPANET, el ectronic nmessages are transported via speci al
procedures of the File Transfer Protocol: ML and MLFL. The fornmer
nmet hod sends el ectroni c nmessages via the FTP Tel net comrand channel
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while the latter achieves this by actual file transfer. |In both
cases, it is generally assuned that the receiving FTP server is
colocated with the destination nail box.

Thus, the sending procedure identifies to the receiver the
destination nail box identifier, but not the destination host (or
network) identifier. For exanple, nmessages sent from Postel at
USC-ISIF to Adans at USC-ISIA would arrive at ISIA with an indicator
"Adans" but no indication of "ISIA". This creates sonme problens when
nmessages nmust be staged at an internediate host for further
processing, as is the case when noving from an NCP-based sender to a
TCP-based receiver, or vice-versa. Simlar considerations arise when
dealing with conpatible, but different, nmessage systens requiring
re-formatting of nmessages at internedi ate points.

In the foll owi ng paragraphs, a nmechanismis proposed for dealing with
t he naming, addressing and routing [18] of nessages between systens.

At the source, it is assunmed that the user has prepared the text of
the nmessage (including "To:" and "CC." fields) in the conventional

way [12]. The nmilbox identifiers will continue to exhibit the
format:
User @Host

but "host" may in fact be a compound nanme (which is not necessarily
parsed), such as:

USC-1 SI A
ARPANET- | SI A
SATNET- NDRE
PPSN- RSRE
HOST1. SRI NET
LCSNET/ MAI LROOM

or even the nane of an organi zation, such as:
BBN
ARPA
MT
SRI

The only restriction is that the "@ not appear in either "user" or
"host" strings in the mailbox identifier.

Duri ng message conposition, the "user" or "host" portions of the
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mai | box identifier may be verified for correctness (or at |east for
validity). The "user" string nmay incorporate parenthetical
i nformati on such as

RAK(Ri chard A. Karp) @U- Al
as is currently all owed.

After conposition, nmessages are either sent inmmediately or left as
"unsent mail" files to be sent later by nailer denons. The actua
sendi ng process uses the "host" string to determ ne where and how to
send the nessage.

NEW MAI L MECHANI SMS

At this point, we encounter the first critical new requirenment to
support the transition plan. A newtable is needed within the nailer
or in the host supporting the mailer or accessible to the mailer via
the internet nane server (for instance). This table nust provide for
mappi ng of the "host" string into an internet destination address
(i.e., 32 bits: 8 bits of net, 24 bits of host), and nust also

i ndi cate whet her the destination is NCP or TCP capabl e.

In the event that the source and destination hosts do not have a
conpati bl e host |evel protocol (e.g. source is NCP only, destination
is TCP only) then the nmessage nmust be passed to a "forwarder" which
can stage the transport by accepting via one protocol and forwarding
by anot her.

This leads to a problemfor the forwarding host since the basic FTP
mai | mechani sm sends only the "user” portion of the mail box
identifier ("user@ost") because the assunption is that the "host" is

the destination. 1In the case of forwarding, the "host" is not the
forwarder. Even if we cleverly arrange for "host" to translate into
the internet address of a forwarder, we will have two probl ens.

First, the forwarder may need the "host"” information to figure where
now to forward the nessage and second, dependi ng on which network the
source is in, "host" may need to translate into different forwarder
addresses. The |atter observation raises the spectre of nmany

di fferent mappings of a given "host" string which would require
different tables for different mail sources. This would lead to
consi derabl e conplexity in the naintenance and distribution of tables
of forwarder addresses. Furthernore, a single-entry table mapping
"host" to forwarder would limt reliability since only one forwarder
woul d be bound to serve a giver "host".
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For the NCP/TCP transition, it may be sufficient to declare sone set
of well-known hosts to be NCP/ TCP forwarders. Each nmiler, when it
di scovers an inconpatible destination, can send the nessage to any
forwarder which is available. 1In addition, however, the mailer nust
provide full mailbox identifier information "user@ost" to the

f orwar di ng host.

In the present mailers, only the "user" portion of the mail box
identifier is sent, so all nmilers nust change to send "user @ost"
when sending to a forwarder. The mailers all have to |l earn how to do
tabl e 1 ook-up a new way, also, to map "host" into internet addresses
and to interpret the NCP or TCP capability information.

For purposes of this discussion, we postulate three different cases
of electronic nail service inplenmentation which nust be nade to
i nteroperate during the transition:

1. Unchanged OLD NCP (RFC733) nui
2. NCP mail with new internet tables
3. TCP muil with new internet tables.

The second case assunes that the host has adopted a new host-string
to address table (including NCP/ TCP capability bits) and new mailer -
mai | server progranms, but continues to use the old NCP host |evel
protocol, nodified to send "user @ost" when sending to a forwarder
For such hosts, the only table entries which result in direct
source-destination mail delivery are those showi ng NCP capability.

If the destination is TCP capable only then the source host selects a
forwarder address from anot her table and sends the nessage to it for
further processing.

In the third case, the source host has fully transitioned to TCP
uses the new internet address tables to translate host-strings into
i nternet addresses, and uses the new mailer - nail server.
Destinati ons which are NCP-conpatible only are reached via NCP/ TCP
f orwar ders.

Mai | composition prograns (e.g. SNDMSG MsSG Hernmes, MH,...) which
today use ARPANET string-to-address tables to verify the legality of
host names in mail box entries can continue to use these "old" tables
as long as these are updated to include internet host nanes as wel |l
as ARPANET host nanes.

| ndeed, expanding the old tables is essential to handle the hardest
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transition case: OLD NCP to new TCP nmail. The three types of hosts
lead to a 3 by 3 matrix of cases of mmil transfer. |In all but one
case, mail is either handled directly or explicitly by forwarder.

The only case needing further explanation is OLD NCP to NEW TCP whi ch
uses an "inplicit forwarder."

| MPLICI T FORWARDI NG VS EXPLI CI T FORWARDI NG

If the source host has adopted the new internet tables, it can tell
whet her the destination host has a conpatible mail acceptance
protocol. Inconpatibility is explicitly resolved by selection of an
i nternedi ate forwarder.

I f, however, the source host is still using pure NCP tables, it wll
not be able to tell that a particular destination host is only
TCP-capable. To provide service for this case, it is proposed to
expand the conventional NCP host table to include internet host

nanes, but to map theminto the addresses of inplicit mail forwarders
(i.e. Aliases).

Since we are postulating a case in which the NCP host has made no
change (except for extending the host table). we also assunme that the
source host cannot send the "user@ost" information via FTP to the

i nternedi ate forwarder.

This | eaves the internediate forwarder with the problem of figuring
out where to forward a nmessage identified by "user” only. In this
case, we postulate that internet TCP-only nmil boxes are registered at
inmplicit forwarders so that incomng mail from conventional NCP
sources can be forwarded successfully to the destination

In the reverse direction, the source can use explicit forwarding
because it is assunmed that all TCP hosts use the new internet tables.

The use of registered nanes in the inplicit forwarder raises two
probl ens:

1. How can we deal wi th anbiguous mail box nanmes? (e.g. USERX@BN
and USERX@ S| | ook the sane if only the string "USERX" is
presented to the internedi ate forwarder)

2. How can we collect, update and distribute changes to the
registries at inplicit forwarders?

In the first case, we propose to duck the problem by insisting on
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unanbi guous nai | box names everywhere. This nay force sonme internet
mai | users to change their nail box nanmes, but we believe this will be
rare.

The second probl em can be solved by collecting information on a
regul ar basis fromall network mail users and cataloging this data in
a dat abase which can be accessed automatically (e.g. by mailer
prograns) .

One possible nechanismis to make the data avail able through an

i nternet mail box nanme server anal ogous to the internet host name
server [6]. This data mght be collectible as a natural part of the
TIP LOA N dat abase which is under devel opnent to pernit expanded
access to the ARPANET TIPs by legitimte ARPANET users.

In any case, internet nail users need supply their mail box
information to a single collection site which would dissemnate it to
all inplicit forwarders on ARPANET. Note that such forwarders are
only needed on ARPANET since all other systens are starting with the
TCP-base. It is the internet mail box users who nust register,
however, since they are the ones who cannot otherw se be reached via
NCP.

FORWARDER CHARACTERI STI CS

By their definition, NCP/ TCP forwarders nust be both NCP and TCP
capabl e. Consequently, all NCP/ TCP forwarders nust be ARPANET hosts.

Inplicit forwarders nust accept conventional NCP/FTP mail [11] and be
equi pped with tables of valid internet user mail box nanes which can
be associated with the proper destination host. To allow inplicit
forwarders to al so accept ordinary nmail for users with mail boxes on
the inplicit forwarder, the forwarder should check first whether
incoming mail is for a |ocal user.

Explicit mail forwarders nust be able to accept both conventi onal
NCP- FTP mai |l conmands (for local user mail) and both NCP-based and
TCP-based mai |l server conmands (whose argunents include the ful
destination mail box strings "user@uost").

To prevent potentially anonal ous behavi or, the NCP-based and
TCP- based mail servers will offer service on socket/port 57 (71
octal). To sunmmarize the conmuni cation patterns:

(a) TCP sends/receives mail via well known port 57.
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(b) inplicit forwarder receives conventional NCP/FTP mail on
wel | - known socket 3, and sends TCP mmil to port 57.

c) explicit forwarder receives NCP nmail on well-known socket 57
but sends NCP mail via NCP/FTP on socket 3. TCP mmil is
sent/received via port 57

USER HOST CHARACTERI STI CS

NCP hosts nust at minimum update host name tables to include aliases
for internet hosts (i.e. map to NCP inplicit forwarder host
addr esses) .

The next nobst useful step is to update NCP hosts to include internet
address tables and NCP/ TCP capability bits so as to nake use of
explicit forwarders. This requires inplenentation of the mail server
and nodi fication of the mailer prograns for sending mail to explicit
forwarders. This also requires addition of explicit forwarder
address tabl es.

Finally, a host can inplenent full TCP mail services, incorporating
i nternet nanme tables and explicit forwarder address tables as well.

DANGLI NG PARTI Cl PLES

1. Error message handling needs to be worked out in detail to assure
reasonabl e reporting of problenms with the use of forwarders.

2. Designation of forwarding hosts.
3. Collection of internet mail box names for inplicit forwarders.

4. Format and distribution of internet nane table and NCP/ TCP
capability information.

5. Dealing with mail systens not conpatible with NCP, TCP or RFC733.
(e.g. Telenmil, On-Tynme, Phonenet, TWX, TELEX ...)
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PLANS
To encourage this transition, the follow ng schedule is proposed:

1. January 1, 1981 - inplicit and explicit NCP/ TCP forwarders
made avail abl e on various service hosts (e.g. TOPS-20).

2. January 1, 1982 - inplicit NCP/TCP forwarder service renoved,
explicit forwarding service continues.

3. January 1, 1983 - explicit NCP/ TCP forwarding service
termnated, transition to TCP conplete.
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