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Abstract

Thi s docunent describes an option for negotiating the use of robust
header conpression (ROHC) on I P datagranms transnitted over the

Poi nt -t o- Poi nt Protocol (PPP). It defines extensions to the PPP
Control Protocols for IPv4 and | Pv6

1. Introduction

Robust Header Conpression (ROHC) as defined in [ RFC3095] may be used
for conpression of both IPv4 and | Pv6 datagrans or packets

encapsul ated with nultiple I P headers. The initial version of RCOHC
focuses on conpression of the packet headers in RTP streans, while
supporting conpression of other UDP flows; however, it also defines a
framework into which further header conpression nmechani sns can be

pl ugged as new profiles. Planned additions to the set of profiles
supported by ROHC will be capable of conpressing TCP transport

prot ocol headers as well.

In order to establish conpression of |IP datagrans sent over a PPP
link each end of the Iink nust agree on a set of configuration
paranmeters for the conpression. The process of negotiating |ink
paraneters for network [ayer protocols is handled in PPP by a famly
of network control protocols (NCPs). Since there are separate NCPs
for 1Pv4 and I Pv6, this docunent defines configuration options to be
used in both NCPs to negotiate paraneters for the conpression schene.
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RCOHC does not require that the link |ayer be able to indicate the
types of datagrams carried in the link [ayer frames. However, there
are two basic types of ROHC headers defined in the ROHC framework:
smal | - CI D headers (zero or one bytes are used to identify the
conpressi on context) and | arge-Cl D headers (one or two bytes are used
for this purpose). To keep the PPP packets self-describing, in this
docunment two new types for the PPP Data Link Layer Protocol Field are
defined, one for small-Cl D ROHC packets and one for |arge-Cl D ROHC
packets. (This also avoids a problemthat would occur if PPP were to
negoti ate which of the formats to use in each of I PCP and | PV6CP and
the two negotiation processes were to arrive at different results.)

A PPP ROHC sender may send packets in either small-CID or large-ClD
format at any time, i.e., the LARGE CIDS paraneter from|[RFC3095] is
not used. Any PPP ROHC receiver MJUST be able to process both snall -
CID and | arge-Cl D ROHC packets, therefore no negotiation of this
function is required.

ROHC assunes that the link |ayer delivers packets in sequence. PPP
normal |y does not reorder packets. Wen using reordering mechani sns
such as nmulticlass nultilink PPP [ RFC2686], care must be taken so
that packets that share the sane conpression context are not
reordered. (Note that in certain cases, reordering may be acceptable
to ROHC, such as within a sequence of packets that all do not change
t he deconpressi on context.)

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

2. Configuration Option

Thi s docunent specifies a new conpression protocol value for the |IPCP
| P- Conpr essi on-Protocol option as specified in [ RFC1332]. The new
val ue and the associ ated option format are described in section 2. 1.

The option format is structured to allow future extensions to the
ROHC schene.

It may be worth repeating [ RFC1332], section 4: "The | P-Conpression-
Protocol Configuration Option is used to indicate the ability to
recei ve conpressed packets. Each end of the |link nust separately
request this option if bi-directional conpression is desired." 1.e.
t he option describes the capabilities of the deconpressor (receiving
side) of the peer that sends the Configure-Request.
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NOTE: The specification of link and network |ayer paraneter
negotiation for PPP [RFC1661], [RFC1331], [RFC1332] does not
prohibit multiple instances of one configuration option but states
that the specification of a configuration option nust explicitly
allow nmultiple instances. Fromthe current specification of the

| PCP | P- Conpressi on-Protocol configuration option [RFC1332] one
can infer that it can only be used to select a single conpression
protocol at any tinme.

This was appropriate at a tinme when only one header conpression
schene existed. Wth the advent of | P header conpression

[ RFC2507, RFC2509], this did not really change, as RFC 2507
essentially superseded RFC 1144. However, with ROHC, it nmay now
very well be desirable to use RFC 2507 TCP conpression in
conjunction with RFC 3095 RTP/ UDP conpressi on

The present docunment now updates RFC 1332 by explicitly allow ng the
sending of multiple instances of the | P-Conpression-Protocol
configuration option, each with a different value for |P-

Conpr essi on-Protocol. Each type of conpression protocol nay

i ndependently establish its own paraneters.

This change is believed to not cause significant harmin existing PPP
i npl enentations, as they would nost |ikely Configure-Nak or

Confi gure-Reject the duplicate option, or sinply happen to accept the
one option they understand. To aid interoperability, the peer

i npl enenting the present specification SHOULD react to a Confi gure-
Nak or Configure-Reject by reducing the nunber of options offered to
one.

2.1. Configuration Option Format
Both the network control protocol for IPv4, |PCP [RFCL1332] and the
| Pv6 NCP, |PV6CP [ RFC2472] may be used to negotiate |IP Header

Conpression paraneters for their respective protocols. The fornat of
the configuration option is the same for both I PCP and | PV6CP

Descri ption
This NCP configuration option is used to negoti ate parameters for

Robust Header Conpression. The option format is sunmarized bel ow.
The fields are transmtted fromleft to right.
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Figure 1: Robust Header Conpression (ROHC) Option

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Type | Length | | P- Conpr essi on- Pr ot ocol |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| MAX_CI D | VRRU |

i T i i e S I ih s o S S ™
| MAX_HEADER | suboptions. .
i T i i e S I ih s o S S ™

Type
2

Lengt h
>= 10

The length may be increased if the presence of additional
paraneters is indicated by additional suboptions.

| P- Conpr essi on- Pr ot ocol
0003 (hex)

MAX _CI D
The MAX_ CID field is two octets and indicates the maxi num val ue of
a context identifier.
Suggest ed val ue: 15

MAX _CI D nust be at |least 0 and at nost 16383 (The value O inplies
havi ng one context).

VRRU
The MRRU field is two octets and indicates the maxi mum
reconstructed reception unit (see [ RFC3095], section 5.1.1).
Suggest ed val ue: 0

MAX_HEADER
The | argest header size in octets that nay be conpressed.

Suggest ed val ue: 168 octets
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The val ue of MAX HEADER shoul d be | arge enough so that at | east
the outer network | ayer header can be conpressed. To increase
conpression efficiency MAX HEADER shoul d be set to a value large
enough to cover common conbi nations of network and transport |ayer
header s.

NOTE: The four ROHC profiles defined in RFC 3095 do not provide
for a MAX HEADER paraneter. The paraneter MAX HEADER defi ned by
this docunent is therefore w thout consequence in these profiles.
O her profiles (e.g., ones based on RFC 2507) can make use of the
paraneter by explicitly referencing it.

subopti ons
The suboptions field consists of zero or nore suboptions. Each
suboption consists of a type field, a length field and zero or
nore paraneter octets, as defined by the suboption type. The
value of the length field indicates the length of the suboption in
its entirety, including the lengths of the type and length fields.

Fi gure 2: Suboption
0 1 2

012345678901234567890123
T S T S o T i T Sl Sy S S

| Type | Lengt h | Paraneters...
T s S S S e S S S i S S e T E o
2.2. PROFILES Suboption

The set of profiles to be enabled is subject to negotiation. Most
initial inplementations of ROHC i nplenment profiles 0x0000 to 0x0003.
This option MJST be supplied.

Descri ption

Define the set of profiles supported by the deconpressor.
Fi gure 3: PROFILES suboption
0 1 2

012345678901234567890123
i S S T i ST S S i S s S
| Type | Lengt h | Profiles...
i S S T i ST S S i S s S

Type

Bor mann St andar ds Track [ Page 5]



RFC 3241 RCHC over PPP April 2002

3.

3.

Lengt h
2n+2

Val ue
n octet-pairs in ascending order, each octet-pair specifying a
RCOHC profil e supported.

Mul ti ple Network Control Protocols

The ROHC protocol is able to conpress both | Pv6 and | Pv4 dat agrarns.
Both I PCP and | PV6CP are able to negotiate option paraneter val ues
for ROHC. The ROHC capability negotiated as a whole applies to the
conpression of packets where the outer header is an | Pv4 header and
an | Pv6 header, respectively; e.g., an outer |Pv6 header MJST NOT be
sent if the ROHC | P- Conpression-Protocol option was not negoti at ed
for | PV6ECP.

O fering a specific ROHC capability in a Configure-Request in either

| PCP or | PV6CP indicates that the capability is provided for the
entire ROHC channel formed by the PPP Iink. When the option has been
negotiated with different values in IPCP and | PV6CP, the result is
that the set of paraneter values for the entire ROHC channel is the

| ogi cal union of the two values, i.e., the maxi mumfor MAX_CID, MRRU
or MAX HEADER, and the | ogical union of the suboptions. For the
PRCFI LES suboption, the logical union is the union of the two sets of
profiles. The unified values are kept as valid paranmeter val ues for
t he ROHC channel even when either of the NCPs is taken down.

Not e that each new suboption for this option nust define the nmeaning
of "logical union", if the concept applies.

1. Sharing Context Identifier Space

For the conpression and deconpression of | Pv4 and | Pv6 datagram
headers, the context identifier space is shared. Wile the paraneter
val ues are independently negotiated, sharing the context identifier
spaces becones nore conpl ex when the paraneter values differ. Since
the conpressed packets share context identifier space, the
conpressi on engine nmust allocate context identifiers out of a common
pool ; for conpressed packets, the deconpressor has to exani ne the
context state to determ ne what paraneters to use for deconpression

In particular, the context identifier space is shared between ROHC
smal | - CI D packets and ROHC | arge-Cl D packets. Fromthe point of view
of the ROHC franmework, the PPP NCP instances for |PCP and | PV6CP
toget her constitute exactly one ROHC channel; its feedback is
destined for the ROHC channel defined by the NCP instances for |PCP
and I PV6CP in the reverse direction on the same PPP |ink
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In particular, this neans that taking down either of the NCPs while
the other is still open neans that the contexts of the channel stay
active. To avoid race conditions, the same is true if both NCPs are
taken down and then one or nore is reopened. Taking down LCP
destroys the channel, however; reopening LCP and then one or nore of
| PCP and I PV6CP restarts ROHC with all contexts in no-context state.

4. Demultipl exi ng of Datagrans

The ROHC specification [RFC3095] defines a single header fornat for
all different types of conpressed headers, with a variant for smal
CiDs and a variant for large CIDs. Two PPP Data Link Layer Protocol
Field values are specified bel ow.

ROHC smal | - Cl Ds

The frane contains a ROHC packet with snall ClDs as defined in
[ RFC3095] .

Val ue: 0003 (hex)
RCOHC | arge-Cl Ds

The frane contains a ROHC packet with large CIDs as defined in
[ RFC3095] .

Val ue: 0005 (hex)

Note that this inplies that all CIDs within one ROHC packet MJST be
of the sane size as indicated by the Data Link Layer Protocol field,
either small or large. |In particular, enbedded feedback MJUST have a
CID of the same size as indicated by the Protocol field value. For
pi ggybacki ng feedback, a conpressor nust be able to control the
feedback CI D size used by the associ ated deconpressor, ensure that
all CIDs are of the sane size, and indicate this size with the
appropriate Protocol Field val ue.

To nmake CID interpretation unanbi guous when ROHC segnentation is
used, all packets that contribute to a segnent MJST be sent with the
same Data Link Layer Protocol Field value, either 0003 or 0005, which
then also applies to the CID size in the reconstructed unit. A unit
reconstructed out of packets with Protocol field values that differ
MUST be di scar ded.

Bor mann St andar ds Track [ Page 7]



RFC 3241 RCHC over PPP April 2002

5. ROHC Usage Consi derati ons

Certain considerations are required for any ROHC- over-X protocol
This section describes how sonme of these are handl ed for ROHC over
PPP.

5.1. Unconpressed profile

There is no need for the ROHC unconpressed profile in ROHC over PPP,
as unconpressed packets can al ways be sent using the PPP protocol
demul ti pl exi ng nmethod. Therefore, no considerati on was given to

| ocki ng down one of the context nunbers for the unconpressed profile
(see [RFC3095] section 5.1.2). Note, however, that according to the
RCHC specification, profile 0x0000 nust not be rejected [ RFC3095], so
it MJUST be inplenented by all receivers.

5.2. Paraneter selection

For each of the ROHC channel paraneters MAX CID and MRRU, the val ue
is the maxi mum of the respective val ues negotiated for the | PCP and

| Pv6CP instances, if any. The ROHC channel parameter FEEDBACK FOR is
set inplicitly to the reverse direction on the same PPP |ink (see
"Sharing Context ldentifier Space" above). The RCOHC channel

paraneter LARGE CIDS is not used, instead the PPP protocol ID on the
packet is used (see "Denultiplexing of Datagrans" above).

A nunber of paranmeters for ROHC nust be set correctly for good
conpression on a specific link. E. g., the paraneters k_1, n_1, k_2,
n_2 in section 5.3.2.2.3 of [RFC3095] need to be set based on the
error characteristics of the underlying links. As PPP links are
usually run with a strong error detection schenme [RFC1662], k 1 =n_1
=k 2=n2=11is usually a good set of values. (Note that in any
case k values need to be set |ow enough relative to n values to all ow
for the limted ability of the CRCto detect errors, i.e., the CRC
will succeed for about 1/8 of the packets even in case of context
damage, so k/n should be significantly less than 7/8.)

6. Security Considerations

Negoti ation of the option defined here inposes no additional security
consi derati ons beyond those that otherw se apply to PPP [ RFC1661] .

The security considerations of ROHC [ RFC3095] apply.
The use of header conpression can, in rare cases, cause the

m sdel i very of packets. |If necessary, confidentiality of packet
contents should be assured by encryption.
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Encryption applied at the IP layer (e.g., using |PSEC nmechani sns)
precl udes header conpression of the encrypted headers, though
conpression of the outer |IP header and authentication/security
headers is still possible as described in [ RFC3095]. For RTP
packets, full header conpression is possible if the RTP payload is
encrypted by itself w thout encrypting the UDP or RTP headers, as
described in [RFC1889]. This nmethod is appropriate when the UDP and
RTP header information need not be kept confidential.

7. | ANA consi derations

The ROHC suboption identifier is a non-negative integer. Follow ng
the policies outlined in [RFC2434], the |1 ANA policy for assigning new
val ues for the suboption identifier shall be Specification Required:
val ues and their nmeani ngs nust be docunmented in an RFC or in sone

ot her permanent and readily available reference, in sufficient detail
that interoperability between independent inplenentations is
possible. The range 0 to 127 is reserved for | ETF standard-track
specifications; the range 128 to 254 is avail able for other
specifications that neet this requirenent (such as |Informationa
RFCs). The value 255 is reserved for future extensibility of the
present specification.

The foll owi ng suboption identifiers are already all ocated:

Subopti on Docunent Usage
identifier

1 RFC3241 Profil es

The RFC 3006 conpressibility hint [RFC3006] for ROHC is 0x0003pppp,
where Oxpppp is the profile assuned.

(Note that the PPP protocol identifier values 0003 and 0005 were
taken froma previously reserved space that exhibits inefficient
transparency in the presence of asynchronous control character
escaping, as it is considered rather unlikely that ROHC will be used
over links with highly popul ated ACCMs.)
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11.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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