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The String Representation of Standard Attribute Syntaxes
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

The Lightweight Directory Access Protocol (LDAP) [9] requires that
the contents of AttributeValue fields in protocol elenents be octet
strings. This docunent defines the requirements that nust be
satisfied by encoding rules used to render X. 500 Directory attribute
syntaxes into a formsuitable for use in the LDAP, then goes on to
define the encoding rules for the standard set of attribute syntaxes
defined in [1,2] and [3].

1. Attribute Syntax Encodi ng Requirenents.

This section defines general requirenments for |ightweight directory
protocol attribute syntax encodings. Al docunments defining attribute
syntax encodi ngs for use by the Iightweight directory protocols are
expected to conformto these requirenents.

The encoding rules defined for a given attribute syntax nust produce
octet strings. To the greatest extent possible, encoded octet
strings should be usable in their native encoded form for display
purposes. In particular, encoding rules for attribute syntaxes

defi ning non-binary val ues shoul d produce strings that can be

di splayed with little or no translation by clients inplenmenting the
i ghtwei ght directory protocols.
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2. Standard Attribute Syntax Encodi ngs

For the purposes of defining the encoding rules for the standard

attri bute syntaxes, the follow ng auxiliary BNF definitions will be
used:
<a>::=1a1 | 1b1 | 1C1 | 1d1 | 1e1 | 1f1 | 1g1 | 1h1 | 1i1|
O e L A L A I
s’ |t tu | v tw | x|y |z | A
1B1 | 1C1 | 1D’ | 1E1 | 1F1 | 1G1 | 1H1 | 1|1 | 1J1|
1K1 | 1L1 | 1M | 1N1 | 10 | 1P1 | 1Q | 1R} | 1S1|
1T1 | 1U1 | 1V1 | 1W|1X1 | 1Y1 | 1Z1
<d> : : = 1 01 | 1 11 | 1 21 | 1 31 | 1 41 | 1 51 | 1 61 | 1 71 | 1 81 | 1 91
<hex-digit> ::=<d>| 'a | 'b | "¢ | 'd | e | 'f’
lAl | lBl | lcl | lD) | lEl | lFl
<k> ::=<a> | <d>| -’
<p> iz <a> | o<d> | | L) L s
e |
<CRLF> ::= The ASCI| newline character wth hexadeci mal val ue 0x0A
<letterstring> ::= <a> | <a> <letterstring>
<nunericstring> ::= <d> | <d> <nunericstring>
<keystring> ::= <a> | <a> <anhstring>

<anhstring> ::= <k> | <k> <anhstring>

<printablestring> ::= <p> | <p> <printablestring>

<space> :@:= |

<space>

2.1. Undefined
Val ues of type Undefined are encoded as if they were val ues of type
Cctet String, with the string val ue being the BER-encoded version of
t he val ue.

2.2. Case lgnore String

A string of type caselgnoreStringSyntax is encoded as the string
val ue itself.
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2.3. Case Exact String

The encoding of a string of type caseExactStringSyntax is the string
val ue itself.

2.4. Printable String

The encoding of a string of type printableStringSyntax is the string
val ue itself.

2.5. Nuneric String

The encoding of a string of type nunmericStringSyntax is the string
val ue itself.

2.6. OCctet String

The encoding of a string of type octetStringSyntax is the string
val ue itself.

2.7. Case lgnore IA5 String

The encoding of a string of type caselgnorel A5String is the string
val ue itself.

2.8. 1A5 String

The encoding of a string of type i A5StringSyntax is the string val ue
itself.

2.9. T61 String

The encoding of a string of type t61StringSyntax is the string val ue
itself.

2.10. Case lgnore List

Val ues of type casel gnorelistSyntax are encoded according to the
foll ow ng BNF:

<caseignorelist> ::= <casei gnorestring> |
<casei gnorestring> '$ <caseignorelist>

<casei gnorestring> ::= a string encoded according to the rules for Case
I gnore String as above.
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2.11. Case Exact List

Val ues of type caseExactlListSyntax are encoded according to the
foll ow ng BNF:

<caseexactlist> ::= <caseexactstring> |
<caseexactstring> '$ <caseexactlist>

<caseexactstring> ::= a string encoded according to the rules for Case
Exact String as above.

2.12. Distingui shed Nane

Val ues of type distingui shedNaneSyntax are encoded to have the
representation defined in [5].

2.13. Bool ean

Val ues of type bool eanSyntax are encoded according to the foll ow ng
BNF:

<bool ean> ::= "TRUE" | "FALSE"

Bool ean val ues have an encoding of "TRUE" if they are logically true,
and have an encodi ng of "FALSE" ot herwi se.

2.14. Integer

Val ues of type integerSyntax are encoded as the deci nal
representation of their values, with each decinmal digit represented
by the its character equivalent. So the digit 1 is represented by the
charact er

2.15. (Object ldentifier

Val ues of type objectldentifierSyntax are encoded according to the
foll ow ng BNF:

<0id> ::= <descr> | <descr> '.’ <numericoid> | <numericoid>
<descr> ::= <keystring>
<nunericoid> ::= <nunericstring> | <nunericstring>"'.’ <nunericoid>

In the above BNF, <descr> is the syntactic representation of an

obj ect descriptor. Wen encodi ng val ues of type
objectldentifierSyntax, the first encoding option should be used in
preference to the second, which should be used in preference to the
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third wherever possible. That is, in encoding object identifiers,

obj ect descriptors (where assigned and known by the inplenmentation)
shoul d be used in preference to nuneric oids to the greatest extent
possi bl e. For exanple, in encoding the object identifier representing
an organi zati onNanme, the descriptor "organizati onNanme" is preferable
to "ds.4.10", which is in turn preferable to the string "2.5.4.10".

2.16. Tel ephone Number

Val ues of type tel ephoneNunber Syntax are encoded as if they were
Printable String types.

2.17. Tel ex Nunber

Val ues of type tel exNunber Syntax are encoded according to the
foll ow ng BNF:

<t el ex- nunber> ::= <actual -nunber> '$ <country> '$ <answerback>
<act ual - nunber> ::= <printabl estring>

<country> ::= <printabl estring>

<answer back> ::= <printabl estring>

In the above, <actual -nunber> is the syntactic representation of the
nunber portion of the TELEX nunber being encoded, <country> is the
TELEX country code, and <answerback> is the answerback code of a
TELEX terninal

2.18. Teletex Termnal Identifier

Val ues of type teletexTerm nalldentifier are encoded according to the
foll ow ng BNF:

<teletex-id> ::= <printablestring> O0*('$ <ttx-parnmp)
<ttx-paramp ::= <ttx-key> ':’ <ttx-val ue>

<ttx-key> ::= "graphic’ | 'control’ | 'misc’ | 'page’ | ’'private
<ttx-value> ::= <octetstring>

In the above, the first <printablestring> is the encoding of the
first portion of the teletex termnal identifier to be encoded, and
the subsequent 0 or nore <printabl estrings> are subsequent portions
of the teletex termnal identifier.
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2.19. Facsinile Tel ephone Nunber

Val ues of type Facsinil eTel ephoneNunber are encoded according to the
foll ow ng BNF:

<fax-nunber> ::= <printablestring> [ '$ <faxparaneters> ]

<faxparaneters> ::= <faxparnm> | <faxparnr '$ <faxparaneters>

<faxparme ::= 'twoDinmensional’ | ’'fineResolution’ | "unlimtedLength’
"b4lLength’ | "a3wWdth' | "b4Wdth' | 'unconpressed

In the above, the first <printablestring> is the actual fax nunber,
and the <faxparne tokens represent fax paraneters.

2.20. Presentation Address

Val ues of type Presentati onAddress are encoded to have the
representation described in [6].

2.21. UTC Tine

Val ues of type uTCTi neSyntax are encoded as if they were Printable
Strings with the strings containing a UTCTi ne val ue.

2.22. Cuide (search guide)

Val ues of type Cuide, such as values of the searchCGuide attribute,
are encoded according to the foll ow ng BNF:

<gui de-value> ::= [ <object-class> "# ] <criteria>
<obj ect-class> ::= an encoded val ue of type objectldentifierSyntax
<criteria> ::= <criteria-itenp | <criteria-set>| '!' <criteria>
<criteria-set> ::=[ (' ] <criteria>'& <criteria-set>[ ")’ ] |

[ "(" ] <criteria> "|’ <criteria-set>] ')’ ]
<criteria-itenr ::=[ (' ] <attributetype>'$ <match-type>[ ')’ ]
<match-type> ::= "EQ' | "SUBSTR' | "GE" | "LE" | "APPROX"
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2.23. Postal Address

Val ues of type Postal Address are encoded according to the follow ng
BNF:

<postal -address> ::= <t6lstring> | <t6lstring>'$ <postal-address>

In the above, each <t6lstring> conponent of a postal address value is
encoded as a value of type t61StringSyntax.

2.24. User Password

Val ues of type userPasswordSyntax are encoded as if they were of type
oct et Stri ngSynt ax.

2.25. User Certificate

Val ues of type userCertificate are encoded according to the foll ow ng
BNF:

<certificate> ::= <version> '# <serial>"'# <signature-algorithmid>
"# <issuer>'# <validity> '# <subject>
"#' <public-key-info> '# <encrypted-sign-val ue>

<version> ::= <integerval ue>
<serial > ::= <integerval ue>
<signature-algorithmid> ::= <algorithmid>
<i ssuer> ::= an encoded Di stingui shed Nane
<validity> ::= <not-before-time>"# <not-after-tinme>
<not - before-tine> ::= <utc-time>
<not-after-time> ::= <utc-tine>
<al gorithm parameters> ::= <null> | <integerval ue> |
"{ASN}’ <hex-string>
<subj ect> ::= an encoded Di stingui shed Nane
<public-key-info> ::= <algorithmid> "# <encrypted-sign-val ue>
<encrypt ed-si gn-val ue> ::= <hex-string> | <hex-string>"'-' <d>
<algorithmid> ::= <oid>'# <algorithm paraneters>
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<utc-tinme> ::= an encoded UTCTi ne val ue
<hex-string> ::= <hex-digit> | <hex-digit> <hex-string>
2.26. CA Certificate

Val ues of type cACertificate are encoded as if the values were of
type userCertificate.

2.27. Authority Revocation List

Val ues of type authorityRevocationLi st are encoded according to the
foll ow ng BNF:

<certificate-list> ::= <signature-algorithmid> "# <issuer>"'# <utc-tinme>
[ '# <revoked-certificates> ]
"# <signature-algorithmid>
"#' <encrypted-sign-val ue>

<revoked-certificates> ::= 1*( '# <revoked-certificate>)
<signature-algorithmid> '# <encrypted-sign-val ue>

<revoked-certificate> ::= <signature-algorithmid> "# <issuer>'#
<serial>"'# <utc-tinme>

The syntactic conponents <signature-algorithmid> <issuer>
<encrypt ed-si gn-val ue>, <utc-tine> <subject> and <serial> have the
same definitions as in the BNF for the userCertificate attribute
synt ax.

2.28. Certificate Revocation List

Val ues of type certificateRevocationList are encoded as if the val ues
were of type authorityRevocationList.

2.29. Cross Certificate Pair

Val ues of type crossCertificatePair are encoded according to the
foll ow ng BNF:

<certificate-pair> ::= <forward> "# <reverse>
| <forward>
| <reverse>

<forward> ::= "forward:’ <certificate>

<reverse> ::= 'reverse:' <certificate>
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The syntactic conponent <certificate> has the sanme definition as in
the BNF for the userCertificate attribute syntax.

2.30. Delivery Method

Val ues of type deliveryMethod are encoded according to the follow ng
BNF:

<del i very-val ue> ::= <pdnm> | <pdm> '$ <delivery-val ue>
<pdnm> ::= "any’ | 'mhs’ | ’'physical’ | "telex’ | 'teletex’
"g3fax’ | 'g4fax’ | 'iab5 | 'videotex' | ’'tel ephone

2.31. Oher WMail box

Val ues of the type otherMil boxSyntax are encoded according to the
foll ow ng BNF:

<ot her Mai | box> ::= <mai |l box-type> '$ <mail box>

an encoded Printable String

<mai | box-type> ::
<mai | box> ::= an encoded I A5 String
In the above, <nmuil box-type> represents the type of mail systemin
whi ch the mail box resides, for exanple "Internet" or "MCIMail"; and
<mai | box> is the actual mailbox in the mail system defined by
<mai | box-type>.
2.32. Ml Preference

Val ues of type mail PreferenceOpti on are encoded according to the
foll ow ng BNF:

<mai | -preference> ::= "NO LISTS" | "ANY-LIST" | "PROFESSI ONAL-LI STS"
2.33. MHS OR Address

Val ues of type MHS OR Address are encoded as strings, according to
the format defined in [10].

Howes, Kille, Yeong & Robbins [ Page 9]



RFC 1778 Synt ax Encodi ng March 1995

2.34. Distribution List Submt Perm ssion

Val ues of type DLSubnitPernission are encoded as strings, according

to the foll owi ng BNF:

<dl subm t-perm> ::= <dl group_I abel > <dl gr oup- val ue>
| <dl-label>":" <dl-val ue>

"group_mnenber’

<dl gr oup-1 abel > ::

<dl gr oup-val ue> :: = <nane>
<name> ::= an encoded Di stingui shed Nane
<dl -label> ::="individual’ | 'dl _nenber’ | ’pattern
<dl -val ue> :: = <ornanme>
<orname> ::= <address> '# <dn>
| <address>
<address> ::= <add-label> ":’' <oraddress>
<dn> ::= <dn-1label> ":" <nane>

<add- | abel > = ’ X400’
<dn-| abel > = * X500’
where <oraddress> is as defined in RFC 1327.
2.35. Photo
Val ues of type Photo are encoded as if they were octet strings
contai ning JPEG images in the JPEG File Interchange Format (JFIF),
described in [8].
2.36. Fax

Val ues of type Fax are encoded as if they were octet strings
containing Goup 3 Fax inmages as defined in [7].

as
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3. Security Considerations

Security issues are not discussed in this neno.
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