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IP to X 121 Address Mapping for DDN
Status of this Meno

This nenp defines a standard way of converting | P addresses to CCTT
X. 121 addresses and is the reconmended standard for use on the
Internet, specifically for the Defense Data Network (DDN). This neno
provides information for the Internet conmmunity. |t does not specify
an Internet standard. Distribution of this nenpo is unlimted.

1. Overview

The Defense Communi cati on Agency (DCA) has stated that "DDN specifies
a standard for mapping Cass A addresses to X. 121 addresses.”
Additionally DCA has stated that Cass B and CIP to X 121 address
mappi ng "standards are the responsibility of the administration of
the Class B or C network in question". Therefore, there is NO
defined single standard way of converting Class B and Cass CIP
addresses to X 121 addresses.

This is an inportant issue because currently there is no way for
adm nistrators to define IP to X 121 address mapping. Wthout a
single standard, in a nmulti-vendor network environnent, there is no
assurance that devices using IP and DDN X. 25 will conmunicate with
each ot her.

The IP to X 121 address napping of Class B and Class C | P addresses
shal |l be inplenented as described below. This translation nmethod is
a direct expansion of the algorithmdescribed in the "ML-STD: X 25,
DDN X. 25 Host Interface Specification" [1]. The translation nethod
descri bed below is TOTALLY i ndependent of |P subnetting and of any
maski ng that may be used in support of |P subnetting.

2. Background

Al'l Internet hosts are assignhed a four octet (32 bit) address
conmposed of a network field and a |local address field al so known as
the REST field [2] (see Figure 1 thru 3). Two basic forns of
addresses are provided: (1) Physical addresses, correspond to the
node nunber and DCE port nunber of the node to which the DTE is
connected. (2) Logical addresses, are nmapped transparently by DCE
software into a correspondi ng physi cal network address.
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To provide flexibility, Internet addresses are divided into 3 prinmary
classes: Class A, Cass B, and Class C. These classes allow for a

| arge nunber of small and medi um si zed networks. The network
addresses used within the Internet in Cass A B, and C networks are
di vi ded between Research, Defense, CGovernnent, (Non-Defense) and
Conmer ci al uses.

As described in the ML-STD: X25, an | P address consists of the
ASCI | text string representation of four deci mal nunbers separated by
periods, corresponding to the four octets of a thirty-two bit

Internet address. The four decinmal nunbers are referred to in this
meno as network (n), host (h), logical address (l), and Interface
Message Processor (I MP) or Packet Switch Node (PSN) (i). Thus, an

I nternet address maybe represented as "n.h.l1.i" (Cass A, "n.n.h.i"
(Cdass B), or "n.n.n.hi" (dass C, depending on the Internet address
class. Each of these four nunbers will have either one, two, or
three decimal digits and will never have a val ue greater than 255.

For example, in the ass A IP address "26.9.0.122", n=26 h=9, 1|=0,
and i =122.

The different classes of Internet addresses [3] are illustrated
bel ow.

d ass A

The hi ghest-order bit is set to O.
7-bits define the network nunber.
24-bits define the | ocal address.

This allows wup to 126 class A networks.
Net works 0 and 127 are reserved.

n h I i
L—-+-+-+-+-+-+-+-L—-+-+-+-+-+-+-+-L—-+-+-+-+-+-+-+-!|--+-+-+-+-+-+-+-!|-
| O] NETWORK | Local Address |
T S o T s T T o S T il sl S T R S i i

7 Bits 24 Bits (REST Fiel d)

Figure 1
Cl ass B:
The two highest-order bits are set to 1-0.
14-bits define the network nunber.

16-bits define the | ocal address.
This allows up to 16, 384 cl ass B networKks.
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I n I n I h I i I

T S o T s T T o S T il sl S T R S i i

| 1 0] NETWORK | Local Address

T S o T s T T o S T il sl S T R S i i
14 Bits 16 Bits (REST Fiel d)

Fi gure 2
G ass C

The three highest-order bits are set to 1-1-0.
21-bits define the network nunber.

8-bits define the |ocal address.

This allows up to 2,097,152 class C networks

I n I n I n I h i
T S o T s T T o S T il sl S T R S i i
|1 1 O] NETWORK | Local Address |
T S o T s T T o S T il sl S T R S i i
21 Bits 8 Bits (REST Field)

Figure 3

The fourth type of address, class D, is used as a nulticast address.
The four highest-order bits are set to 1-1-1-0. Note: No addresses
are allowed with the four highest-order bits set to 1-1-1-1. These
addresses, called "class E', are reserved.

The "M L-STD: X 25" states "All DDN addresses are either twelve or
fourteen BCD (binary-coded decimal) digits in length.". The last two
digits are referred to as the Sub- Address and are not used on the
DDN. The Sub-Address is carried across the network w thout

nodi fication. |Its presence is optional. Therefore, a DTE nay
generate EITHER a twel ve or fourteen BCD X. 121 address, but nust
accept both twelve and fourteen BCD X 121 addresses.

3. Standard IP to X 121 Address Mapping

This section describes the algorithmthat should be used to convert

| P addresses to X. 121 addresses [1]. You will note that "h" is
always listed as greater than or |ess than the nunber 64. This
nunber is used to differentiate between PSN physical and | ogical host
port addresses. Note that at the time of this witing, the DDN does
not make use of the PSN s | ogical addressing feature, which allows
hosts to be addressed i ndependently of their physical point of
attachment to the network.
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3.1

3. 1.

3. 1.

Mor

Derivation of DDN X. 25 Addresses
To convert a Class A IP address to a DDN X 25 address:
1 If the host field (h) is less than 64 (h < 64),
t he address corresponds to the foll owi ng DDN X 25
physi cal address:
ZZZZ F 111 HH ZZ (SS)
wher e:
ZZ7Z = 0000

F=0 because the address is a physical address;

11 is athree decimal digit representation of "i",

June 1991

ri ght-adjusted and padded with | eadi ng zeros |f required;

HH is atw decimal digit representation of h", right-adjusted

and padded with | eading zeros if required;

ZZ = 00 is optional

(SS) is an optional Sub-Address field which is ignored in the DDN
This field is either left out or filled with zeros.
The address 26.9.0.122 corresponds to the DDN X. 25 physi cal address
000001220900.
2. If the host field (h) is greater than or equal to
64 (h >= 64), the address corresponds to the foll ow ng
DDN X. 25 physi cal address:
7777 F RRRRR ZZ (SS)
wher e:
Zz7zZ = 0000
F=1 because the address is a | ogi cal address;
RRRRR is a five decimal digit representation of the result "r" of
the cal cul ation
r =h* 256 + i
(note that the decimal representation of "r" will always require five
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digits)

ZZ = 00

and

(SS) is optional.

The address 26.83.0.207 corresponds to the DDN X 25 | ogi cal address
000012145500.

3.2. For Class B IP addresses the "h" and "i" fields wll ALWAYS
consist of 8 bits each taken fromthe REST field of the |nternet
address. The napping follows the sanme rules as in 3. 1.

3.3. For Class C IP addresses the "h" and "i" fields wll ALWAYS
consist of 4 bits each taken fromthe REST field of the |nternet
address. The napping follows the same rules as in 3. 1.

4. Exanpl es

The following are exanples of IP to X 121 address mappi ngs for d ass
A, Cass B, and Cass C IP addresses.

4.1 Cass A
The mappi ng of X 121 address for Cl ass A networks:
for h < 64
exanpl e: 26.29.0.122 format: n.h.l.i

ZZZZ F 111 HH ZZ (SS)
X. 121 address = 0000 0 122 29 00 00

for h > or = 64
exanpl e: 26.80.0.122 format: n.h.l.i

7777 F RRRRR ZZ (SS)
X. 121 address = 0000 1 20602 00 00

where R=H * 256 + |
4.2 Class B

The mappi ng of X 121 address for Cl ass B networks:
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for h < 64
exanple: 137.80.1.5 format: n.n.h.i

Z77Z F 111 HH ZZ (SS)

X. 121 address = 0000 O 005 01 00 OO0

for h > or = 64
exanpl e: 137.80.75.2 format: n.n.h.i

7777 1 RRRRR ZZ (SS)

X. 121 address = 0000 1 19202 00 0O

where R=H * 256 + |

4,3 Cass C

The mappi ng of X 121 address for C ass C networKks:

for h < 64

exanpl e: 192.33.50.19 format: n.n.n.hi

H |
n.n.n. 0001 0011
1 3
Subnet 1
Subhost 3
ZZZZ F 111 HH ZZ (SS)

X. 121 address = 0000 O 003 01 00 00

NOTE: The mapping of X 121 address for Class C networks for h > 64
is not applicable since the "h" field can never exceed 15.
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(Unl ess otherw se indicated, copies of federal and nmilitary
speci fications, standards, and handbooks are available fromthe
Naval Publications and Forns Center, (ATTN. NPODS), 5801 Tabor
Avenue, Phil adel phia, PA 19120-5099.)

Security Considerations

Security issues are not discussed in this neno.
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