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Framework Architecture for Signaling Transport

Status of this Meno

This meno provides information for the Internet conmmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice

Copyright (C) The Internet Society (1999). Al Rights Reserved.

Abstract

Thi s docunent defines an architecture framework and functi onal
requirenments for transport of signaling information over IP. The
framewor k descri bes rel ati onshi ps between functional and physi cal
entities exchanging signaling information, such as Signaling Gateways
and Media Gateway Controllers. It identifies interfaces where
signhaling transport nay be used and the functional and performance
requirements that apply fromexisting Switched Crcuit Network (SCN)
si gnhal i ng protocols.
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| nt r oducti on

1.1 Overvi ew

Thi s docunment defines an architecture franework for transport of
nmessage- based signaling protocols over |P networks. The scope of

this work includes definition of encapsul ati on nethods, end-to-end
prot ocol mechani snms and use of existing IP capabilities to support
the functional and performance requirenents for signaling transport.

The framework portion describes the relationshi ps between functional

and physical entities used in signaling transport, including the

framework for control of Media Gateways, and other scenarios where

signaling transport may be required.
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The requirenents portion describes functional and perfornmance
requirements for signaling transport such as flow control, in-
sequence delivery and other functions that may be required for
speci fic SCN signaling protocols.

1.2 Term nol ogy
The following are general ternms are used in this docunent:
Backhaul
Backhaul refers to the transport of signaling fromthe point of
interface for the associated data stream (i.e., SG function in the
M3U) back to the point of call processing (i.e., the MCU), if this
is not |ocal.
Signaling Transport (SIG:
SIGrefers to a protocol stack for transport of SCN signaling
protocols over an IP network. It will support standard primtives to

interface with an unnodified SCN signaling application being
transported, and supplenents a standard |P transport protocol

underneath with functions designed to neet transport requiremnments for

SCN si gnal i ng.
Switched Circuit Network (SCN):

The term SCN is used to refer to a network that carries traffic
wi t hin channelized bearers of pre-defined sizes. Exanples include
Public Switched Tel ephone Networks (PSTNs) and Public Land Mbbile
Net wor ks (PLMNs). Exanpl es of signaling protocols used in SCN
include Q 931, SS7 MIP Level 3 and SS7 Application/ User parts.

The following are terns for functional entities relating to signaling

transport in a distributed gateway nodel

Medi a Gateway (M3):

A MG term nates SCN nedi a streans, packetizes the nedia data,, if it
is not already packetized, and delivers packetized traffic to the
packet network. It performs these functions in reverse order for

nmedi a streans flowing fromthe packet network to the SCN
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Medi a Gateway Controller (MX):

An M3C handl es the registration and managenment of resources at the
Mz The MSC may have the ability to authorize resource usage based on
| ocal policy. For signaling transport purposes, the M3C serves as a
possi bl e term nation and origination point for SCN application
protocols, such as SS7 | SDN User Part and Q 931/ DSSL1.

Signaling Gateway (SO :

An SGis a signaling agent that receives/sends SCN native signaling
at the edge of the I P network. The SG function may relay, translate
or terminate SS7 sighaling in an SS7-Internet Gateway. The SG
function may al so be co-resident with the M5 function to process SCN
signaling associated with line or trunk term nations controlled by
the M5 (e.g., signaling backhaul).

The following are terns for physical entities relating to signaling
transport in a distributed gateway nodel:

Media Gateway Unit (M3AU)

An M5 Unit is a physical entity that contains the MG function. It
may contain other functions, esp. an SG function for handling
facility-associ ated signaling.

Medi a Gateway Control Unit (M3CU)

An MGC-Unit is a physical entity containing the M3C functi on.
Signaling Gateway Unit (SQJ)

An SG- Unit is a physical entity containing the SG function.

Si gnal i ng End Point (SEP):

This is a node in an SS7 network that originates or term nates
signaling nessages. One exanple is a central office swtch.

Si gnal Transfer Point (STP):

This is a node in an SS7 network that routes signaling nessages based
on their destination point code in the SS7 network.
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1.3 Scope

Signaling transport provides transparent transport of nessage-based
signaling protocols over |IP networks. The scope of this work

i ncludes definition of encapsul ati on nmet hods, end-to-end protocol
nmechani sns and use of |P capabilities to support the functional and
performance requirenments for signaling.

Signaling transport shall be used for transporting SCN signaling
between a Signaling Gateway Unit and Media Gateway Controller Unit.
Signaling transport may al so be used for transport of nessage-based
signaling between a Media Gateway Unit and Media Gateway Controller
Unit, between dispersed Media Gateway Controller Units, and between
two Signaling Gateway Units connecting signaling endpoints or signa
transfer points in the SCN

Signaling transport will be defined in such a way as to support
encapsul ati on and carriage of a variety of SCN protocols. It is
defined in such a way as to be independent of any SCN protocol

transl ation functions taking place at the endpoints of the signaling
transport, since its function is limted to the transport of the SCN
pr ot ocol .

Since the function being provided is transparent transport, the
foll ow ng areas are consi dered outside the scope of the signaling
transport worKk:

- definition of the SCN protocols thensel ves.

- signaling interworking such as conversion from Channel Associ at ed
Signaling (CAS) to nessage signaling protocols.

- specification of the functions taking place within the SGJ or MU
- in particular, this work does not address whether the SGU provides
nmedi ation/interworking, as this is transparent to the transport

functi on.

- simlarly, sone managenent and addressing functions taking place
within the SGU or M3U are al so consi dered out of scope, such as
determ nation of the destination |IP address for signaling, or
specific procedures for assessing the performance of the transport
session (i.e., testing and proving functions).

2. Signaling Transport Architecture

2.1 Gteway Conmponent Functions
Figure 1 defines a conmonly defined functional nodel that separates
out the functions of SG M3C and Ma This nodel may be inpl ement ed

in a nunmber of ways, with functions inplenmented in separate devices
or conbined in single physical units.
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Wher e physical separation exists between functional entities,
Signaling Transport can be applied to ensure that SCN signaling
information is transported between entities with the required
functionality and perfornance.

S + SR +
I I I I
SCN<- - ------ >[S@  <--4--------- O----cmmem-- +-->[SQ  <------ > SCN
signal | | | | | | si gnal
S R [------- + +----- [-------- +
Si gnal i ng| gat eway Si gnal i ng| gat eway (opt)
I I
S R [------- + +----- [-------- +
I I
| [MX] <--+-------- O---c-eeen-- +--> [ MX] |
I I I I I I
I I I I I I
S R [------- + NS [ +
Gateway | controller Gateway | controller (opt)
O
I I
S R [------- + +----- [-------- +
Medi a | | | | | | Media
<------ +---->[MF  <---H----- RTP stream------ +-> [MY  <----4-------- >
strean | | | stream
S + SR +
Medi a gat eway Medi a gat eway

Figure 1: Sigtran Functional Mdel

As di scussed above, the interfaces pertaining to signaling transport
include SGto MC, SGto SG Signaling transport may potentially be
applied to the MGC to M3C or MGto MC interfaces as well, depending
on requirenents for transport of the associated signaling protocol.

2.2 SS7 Interworking for Connection Control

Figure 2 bel ow shows sone exanpl e inplenentations of these functions
in physical entities as used for interworking of SS7 and | P networks
for Voice over IP, Voice over ATM Network Access Servers, etc. No
recommendation is made as to functional distribution and many ot her
exanpl es are possible but are not shown to be concise. The use of
signaling transport is independent of the inplenentation.
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the SG term nates

the SS7 link and transfers the signaling information to the M3C using

Ong,

signaling transport. The MG termnates the interswitch trunk and
controls the trunk based on the control signaling it receives from
the M3C. As shown below in case (a), the SG M3 and M5 nmay be

i npl emrented in separate physical units, or as in case (b), the M
and MG may be inplenented in a single physical unit.

In alternative case (c),

by the sanme device (i.e., the M3AJ that ternminates the interswtch

trunk. In this case, the SG function is co-located with the M5
function, as shown below, and signaling transport is used to
"backhaul " control signaling to the M3CU
Note: SS7 links may al so be terminated directly on the M3CU by
cross-connecting at the physical |evel before or at the M3U
SQU
S +
SS7<------ >[SG |
(rsup)y || I
+---|----+
ST | saU MGCU
-] ----+ Fomm e m - - + Fom e - +
| [M] | SS7---->[SG | | (M|
I I | I 1
+o-o]|---- 4 ARl I |- ---+
MGCU | ST | | ]
| | | | ST | |
Media +---|----+ Media +---]----+ +--|-]---+
------- >SIVMT | ----->[ME M | SS7 link-->[S3 | |
stream | | stream | | Media------ > [MT |
+-- - - - + +-------- + stream +-------- +
MaU MaU MaU
(a) (b) (c)
Notes: ST = Signaling Transport used to carry SCN signaling
Fi gure 2: Exanple |Inplenentations
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In some inplenmentations, the function of the SG may be divided into
mul ti pl e physical entities to support scaling, signaling network
managenent and addressi ng concerns. Thus, Signaling Transport can be
used between SGs as well as fromSGto M3C. This is shown in Figure 3

bel ow.
SQU MECU
S IS + S IS +
I I ST I
| [SGR]---mmmrm >[Ma] |
|~ I I
-] -]---+ S +
||
| ] ST
ST| +-----mmmmmm - +
| |
SS7  A---|---eme---- + SS7 A----|----e---- +
----------- > [ SGL] | -----------> [SAL] |
medi a | medi a |
------------------- >[M3 | R L
stream  H-------------- + stream  H-------------- +
MaU MEU

Figure 3: Miltiple SG Case

In this configuration, there may be nore than one M3U handl i ng
facility associated signaling (i.e. nmore than one containing it’'s own
SG function), and only a single SGU. It will therefore be possible to
transport one SS7 | ayer between SGL and S&, and anot her SS7 |ayer
between S& and M3C. For exanple, SGL could transport MIP3 to SQ&2,
and S& could transport ISUP to MZC.

2.3 |1 SDN Interworking for Connection Control

In | SDN access signaling, the signaling channel is carried along with
data channels, so that the SG function for handling Q 931 signaling
is co-located with the M5 function for handling the data stream
Where Q 931 is then transported to the MC for call processing,
signaling transport woul d be used between the SG function and MC.
This is shown in Figure 3 bel ow
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MGCU
U +
I [ MC] I
I || I
+----- |-]----- +
|
| O device control
| |
Q 931/ ST O |
||
+----- |-]----- +
I | | I
Q 931---->[S5F | I
si gnal s| | |
I I I
Medi a- - - - >[ M3 |
stream | |
U +

Figure 4: Q931 transport nodel
2.4 Architecture for Database Access

Transaction Capabilities (TCAP) is the application part wthin SS7
that is used for non-circuit-rel ated signaling.

TCAP signaling within IP networks may be used for cross-access
between entities in the SS7 domain and the I P domain, such as, for
exanpl e:

- access froman SS7 network to a Service Control Point (SCP) in IP.
- access froman SS7 network to an MGC.

- access froman M3C to an SS7 network el enent.

- access froman IP SCP to an SS7 network el enent.

A basic functional nodel for TCAP over IP is shown in Figure 5.
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S +
| I'P SCP
R e R +
I I
SGU | | SaUJ
o e e e i e oo + | | o e e e m oo o +
I I I I I I
SS7<--------- >[s@ --------- + | | [SE <--------- > SS7
(TCAP) | I I I I I
S N, [------- + | S N, [------- +
I I I
O SRS + O
MGCU | | | MECU
S R [----]--+ +----- [-------- +
I | I
I [ MX] I I [ MX] I
I I I I I
S R [------- + +----- [-------- +
I I
S R [------- + +----- [------ +
Medi a | | | | | | Media
<Cmmmmmm +---->[ M7 <---+--RTP stream--+--> [ MJ <-Ho-mmm- - >
strean | | | stream
T + T +
MU MU

Figure 5: TCAP Signaling over IP
3. Protocol Architecture

This section provides a series of exanples of protocol architecture
for the use of Signaling Transport (SIG.

3.1 Signaling Transport Conponents

Signaling Transport in the protocol architecture figures belowis
assuned to consist of three conponents (see Figure 6):

1) an adaptation sub-layer that supports specific prinitives, e.qg.
managenent indications, required by a particular SCN signaling
appli cation protocol.

2) a Common Signaling Transport Protocol that supports a commopn set
of reliable transport functions for signaling transport.

3) a standard, unnodified IP transport protocol.
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3.2. SS7 access

This section provides a protocol
supporting SS7 access for

*kkkk*k

*SEP *

*kkkk*k

+----+

| | SUP|
Fem -+

| MTP |
| L1- 3]
I |

+----+

STP -

Si gnal

Fom o e o e e o e e e oo +
| | SCN adapt ati on nodul e
| o m e e e e e e e e e e meamn +
I I

S | o m e e e e e e e e e e meamn +

[ | Common Signaling Transport

G| o m e e e e e e e e e e meamn +
I I
| o m e e e e e e e e e e meamn +
| | standard | P transport
Fom o e o e e o e e e oo +

Figure 6: Signaling Transport Conponents

for Media Gateway Control

*kkkkkk*k

Tr ansf er

SS7

Poi nt

SG - Signaling Gateway
MC - Media Gateway Controller

Ong, et al.

*kkk*k*%x IP *kkk*k k%
* SG* ____________ * m*
*kkk*k*%x *kkk*k k%

+--m - +

| | SUP|
S R + +--m - +
|MITP | SIQF | SIG |
| L1- 3+----+ +----- +
I | 1P| | 1P |
S R + +--m - +

SEP - Signaling End Point
SIG - Signaling Transport

Figure 7: SS7 Access to MC
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architecture for signaling transport
Medi a Gateway Control .
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3.3. Q931 Access to MC

This section provides a protocol architecture for signaling transport
supporting | SDN poi nt-to-point access (Q 931) for Media Gateway

Control .
*kk*k k% ISDI\I *kkkkkkk* IP *kkk*k k%
L = =T S * SEMS *---mmmmmamm s * MBC *
*kk*k k% *kkkkkkk* *kkk*k k%
+----+ +----- +
| Q31| | Q31|
+----+ R + +-- - - +
| 21| | @21| SIG | SIG |
+ + + +----+ +----- +
I I I | 1P| | 1P |
+----+ R + +-- - - +

MZ SG - Media Gateway with SG function for backhaul
EP - |1 SDN End Poi nt

Figure 8: | SDN Access

3.4. SS7 Access to | P/SCP

This section provides a protocol architecture for database access,
for exanple providing signaling between two I N nodes or two nobile
networ k nodes. There are a nunber of scenarios for the protocol
stacks and the functionality contained in the SIG depending on the
SS7 application.

In the diagrans, SS7 Application Part (S7AP) is used for generality
to cover all Application Parts (e.g. MAP, 1S-41, INAP, etc).

Dependi ng on the protocol being transported, S7AP may or nay nhot

i nclude TCAP. The interface to the SS7 | ayer bel ow S7TAP can be either
the TC-user interface or the SCCP-user interface.

Fi gure 9a shows the scenario where SCCP is the signaling protocol

bei ng transported between the SG and an | P Signaling Endpoint (ISEP),
that is, an | P destination supporting sonme SS7 application protocols.
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SS7 *kkkkk*k SS7 *kkk k% IP *kkkkk*k
*SEP *o---o--- * QTP *---n-- * QG Feommoooo- * | SEP*
*kkk*k*%k *kkkkk*k *kk k%% *kkkkk*k
+o-mm - + +o-mm - +
| STAP | | STAP |
+o-mm - + +o-mm - +
| SCCP | | SCCP |
F-- - - - + e + Fomm o e + F--- - - +
| MTP | | MTP | | MTP | SI G | | SIG |
+ + + + + +----+ +----- +
I I I I I | 1P| [P
F-- - - - + e + Fomm o e + F--- - - +

Figure 9a: SS7 Access to | P node - SCCP being transported

Figure 9b shows the scenario where S7AP is the signaling protocol
bei ng transported between SG and | SEP. Dependi ng on the protoco

bei ng transported, S7AP may or

may not include TCAP,

which inplies

that SI G nust be able to support both the TC-user and the SCCP-user

i nterfaces.
*kkkk*k SS7 *kkkkkk*k SS7 *kkkkk*k IP *kkkkkk*k
*GEP *-------- * STP *------ * GG *ecmmmeana * | SEP*
*kkkk*k *kkkkkk*k *kkkkk*k *kkkkkk*k
+----- + +----- +
| STAP | | STAP |
+----- + T +----- +
| SCCP | | SCCP| I I I
- + +o---- + +----|SIG | | SIG |
| MIP | | MIP | | MIP | I I I
+ + + + + +----+ +----- +
I I I I I [P [P
+----- + +----- + F S, + +----- +

Fi gure 9b: SS7 Access to | P node - S7AP being transported

Ong, et al. I nf or mat i onal [ Page 13]



RFC 2719 Framework Architecture for Signaling Transport October 1999

3.5. SGto SG

This section identifies a protocol architecture for support of
signaling between two endpoints in an SCN signaling network, using
signaling transport directly between two SGs.

The followi ng figure describes protocol architecture for a scenario
with two SGs providing different levels of function for interworking
of SS7 and IP. This corresponds to the scenario given in Figure 3.

The SS7 User Part (S7UP) shown is an SS7 protocol using MIP directly
for transport within the SS7 network, for exanple, |SUP

In this scenario, there are two different usage cases of SIG one
whi ch transports MIP3 signaling, the other which transports | SUP

si gnal i ng.
*kk*k k% SS7 *kkkk*k*%x IP *kkk*k*%x IP *kk*k k%
*SEP *------- * SGl*---------- * S&@*------- *MEC *
*kk*k k% *kkkk*k*%x *kkk*k*%x *kk*k k%
+----+ +----+
| S7TUP] | S7TUP]
+----+ Fom e+ +----+
| MTP3| | MTP3| I I I
+----+ U + +---+ SIQ§ | SIG |
| MTP2| | MTP2| SI G | | SIG | | | |
+ + + +----+ Fom e+ +----+
I I I | 1P| I | P I | 1P|
+----+ R Fom e+ +----+

S7TUP - SS7 User Part
Figure 10: SGto SG Case 1
The followi ng figure describes a nore generic use of SS7-1P

interworking for transport of SS7 upper |ayer signaling across an |IP
network, where the endpoints are both SS7 SEPs.
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*kkk*k*%k SS7 *kkk*k*%k IP *kk k%% SS7 *kkk k%

*SEP *-------- ¥ SG Fe-memaem e * SG F-------- *SEP *

*kkk*k*%k *kkk*k*%k *kk k%% *kkk k%

R o-mm- +
| S7TUP] | S7UP|
R p— o-mm - +
| MTP3| | MIP3|
R p— oo + S R + o-mm - +
| MIP2| | MTP2| SI G | SIG | MTP2| | MIP2|
+ + + S p—— R p—— + + +
I I I | 1P| | 1P| I I I
R p— S S o-mm - +

Figure 11: SGto SG Case 2
4. Functional Requirenents
4.1 Transport of SCN Signaling Protocols

Signaling transport provides for the transport of native SCN protocol
nmessages over a packet switched network.

Signaling transport shall:

1) Transport of a variety of SCN protocol types, such as the
application and user parts of SS7 (including MIP Level 3, |SUP, SCCP,
TCAP, MAP, INAP, |S-41, etc.) and layer 3 of the DSS1l/PSS1 protocols
(i.e. Q931 and Q51 G .

2) Provide a nmeans to identify the particular SCN protocol being
transport ed.

3) Provide a comopn base protocol defining header formats, security
extensi ons and procedures for signaling transport, and support
extensi ons as necessary to add individual SCN protocols if and when
required.

4) In conjunction with the underlying network protocol (I1P), provide
the relevant functionality as defined by the appropriate SCN | owner
| ayer.

Rel evant functionality may include (according to the protocol being
transported):

- flowcontro
- in sequence delivery of signaling messages within a control stream
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- logical identification of the entities on which the signaling
nessages originate or term nate

- logical identification of the physical interface controlled by the
si gnal i ng nmessage

- error detection

- recovery fromfailure of conponents in the transit path

- retransnission and other error correcting methods

- detection of unavailability of peer entities.

For exampl e:

- if the native SCN protocol is ISUP or SCCP, the rel evant
functionality provided by MIP2/3 shall be provided.

- if the native SCN protocol is TCAP, the relevant functionality
provi ded by SCCP connectionl ess classes and MIP 2/3 shall be
support ed.

- if the native SCN protocol is Q931, the relevant functionality
provided by Q 921 shall be supported.

- if the native SCN protocol is MIP3, the relevant functionality of
MIP2 shal | be support ed.

5) Support the ability to nmultiplex several higher |ayer SCN sessions
on one underlying signaling transport session. This allows, for
exanpl e, several DSS1 D Channel sessions to be carried in one
signaling transport session.

In general, in-sequence delivery is required for signaling nessages
within a single control stream but is not necessarily required for
nmessages that belong to different control streanms. The protoco
shoul d if possible take advantage of this property to avoid bl ocking
delivery of nmessages in one control streamdue to sequence error

wi thin another control stream The protocol should also allow the SG
to send different control streams to different destination ports if
desi red.

6) Be able to transport conplete nessages of greater length than the
underlying SCN segnentation/reassenbly limtations. For exanple,
signaling transport should not be constrained by the length
limtations defined for SS7 | ower |ayer protocol (e.g. 272 bytes in
t he case of narrowband SS7) but should be capable of carrying | onger
nmessages Wi thout requiring segnmentation.

7) Allow for a range of suitably robust security schenes to protect
signaling information being carried across networks. For exanpl e,
signaling transport shall be able to operate over proxyable sessions,
and be able to be transported through firewalls.
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8) Provide for congestion avoi dance on the Internet, by supporting
appropriate controls on signaling traffic generation (including
signhaling generated in SCN) and reaction to network congesti on.

4.2 Performance of SCN Signaling Protocols

This section provides basic val ues regardi ng performance requirenents
of key SCN protocols to be transported. Currently only nmessage- based

SCN protocol s are considered. Failure to neet these requirenents is

likely to result in adverse and undesirable signaling and cal

behavi or.

4.2.1 SS7 MIP requirenents

The performance requirenents bel ow have been specified for transport
of MIP Level 3 network managenent nessages. The requirements given
here are only applicable if all MIP Level 3 nmessages are to be
transported over the |IP network.

- Message Del ay
-  MIP Level 3 peer-to-peer procedures require response within 500
to 1200 ms. This value includes round trip tinme and processing
at the renote end.
Failure to neet this limtation will result in the initiation
of error procedures for specific tiners, e.g., timer T4 of
| TUT Recommendati on Q 704.

4.2.2 SS7 MIP Level 3 requirenents
The performance requirenents bel ow have been specified for transport
of MIP Level 3 user part nessages as part of |ITU T SS7
Recommendat i ons [ SS7] .
- Message Loss
- no nore than 1 in 10E+7 nessages will be [ost due to transport
failure

- Sequence Error

- no nore than 1 in 10E+10 nmessages will be delivered out-of -
sequence (including duplicated nessages) due to transport
failure

-  Message Errors
- no nore than 1 in 10E+10 nessages will contain an error that is
undet ected by the transport protocol (requirenment is 10E+9 for
ANSI| specifications)
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- Availability
- availability of any signaling route set is 99.9998% or better,
i.e., downtine 10 min/year or less. A signaling route set is
the conplete set of allowed signaling paths froma given
signhaling point towards a specific destination.

- Message length (payl oad accepted from SS7 user parts)
- 272 bytes for narrowband SS7, 4091 bytes for broadband SS7

4.2.3 SS7 User Part Requirenents

More detail ed analysis of SS7 User Part Requirenents can be found in
[Lin].

| SUP Message Del ay - Protocol Tiner Requirenents

- one exanple of ISUP tiner requirements is the Continuity Test
procedure, which requires that a tone generated at the sending
end be returned fromthe receiving end within 2 seconds of
sending an IAMindicating continuity test. This inplies that
one way signaling nessage transport, plus acconpanyi ng nodal
functions need to be acconplished within 2 seconds.

| SUP Message Del ay - End-to-End Requirenents

- the requirenent for end-to-end call setup delay in ISUP is that
an end-to-end response nessage be received within 20-30 seconds
of the sending of the IAM Note: while this is the protocol
guard timer value, users will generally expect faster response
tinme.

TCAP Requirenents - Del ay Requirenents

-  TCAP does not itself define a set of delay requirenments. Sone
wor k has been done [Lin2] to identify application-based del ay
requi rements for TCAP applications.

4.2.4 |1 SDN Signaling Requirements
Q 931 Message Del ay

- round-trip delay should not exceed 4 seconds. A Tinmer of this
length is used for a nunber of procedures, esp. RELASE RELEASE
COVPLETE and CONNECT/ CONNECT ACK wher e excessive del ay may
result in nanagenent action on the channel, or release of a
call being set up. Note: while this value is indicated by
protocol tiner specifications, faster response tine is normally
expected by the user.
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6.

- 12 sec. tinmer (T309) is used to naintain an active call in
case of loss of the data link, pending re-establishnent. The
rel ated ETSI docunments specify a maxi mum val ue of 4 seconds
whil e ANSI specifications [T1.607] default to 90 seconds.

Managenent

Qperations, Adninistration & Managenent (OA&M of I P networks or SCN
networks is outside the scope of SIGIRAN. Exanpl es of OA&M i ncl ude

| egacy tel ephony managenent systens or | ETF SNVP managers. OA&M

i npl emrentors and users should be aware of the functional interactions
of the SG M3C and MG and the physical units they occupy.

Security Considerations

6.1 Security Requirements

When SCN rel ated signaling is transported over an IP network two
possi bl e network scenarios can be distingui shed:

- Signaling transported only within an Intranet;
Security measures are applied at the discretion of the network
owner .

- Signaling transported, at |least to sone extent, in the public
| nt er net;
The public Internet should be regarded generally as an "insecure"
network and usage of security measures is required.

General ly security conprises several aspects

- Aut hentication:
It is required to ensure that the information is sent to/froma
known and trusted partner.

- Integrity:
It is required to ensure that the information hasn’'t been nodified
while in transit.

- Confidentiality:
It might be sometinmes required to ensure that the transported
information is encrypted to avoid illegal use.

- Availability:
It is required that the conmunicating endpoints remain in service
for authorized use even if under attack.
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6.2 Security Mechanisnms Currently Available in I P Networks

Several security nechanisns are currently available for use in IP
net wor ks.

- I PSEC ([ RFC2401]):
| PSEC provides security services at the IP | ayer that address the
above mentioned requirenments. It defines the two protocols AH and
ESP respectively that essentially provide data integrity and data
confidentiality services.

The ESP nechani sm can be used in two different npdes:
- Transport node;
- Tunnel node.

In Transport node | PSEC protects the higher |ayer protocol data
portion of an |IP packet, while in Tunnel npode a conplete IP packet is
encapsul ated in a secure |P tunnel.

If the SI G enbeds any | P addresses outside of the SAADAin the IP
header, passage through a NAT function will cause problenms. The same
is true for using IPsec in general, unless an |IPsec ready RSIP
function is used as described in RFC 2663 [ NAT].

The use of | PSEC does not hanper the use of TCP or UDP as the
underlying basis of SIG |If automated distribution of keys is
required the I KE protocol ([RFC2409]) can be appli ed.

- SSL, TLS ([ RFC2246]):
SSL and TLS al so provi de appropriate security services but operate
on top of TCP/IP only.

It is not required to define new security mechanisns in SIG as the
use of currently avail able nmechanisns is sufficient to provide the
necessary security. It is recomended that |PSEC or sone equival ent
nmet hod be used, especially when transporting SCN signaling over
public Internet.
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7. Abbreviations
CAS  Channel - Associ ated Signaling
DSS1 Digital Subscriber Signaling
INAP Intelligent Network Application Part
| SEP | P Signaling End Point
| SUP Signaling System 7 | SDN User Part
MAP  Mbbil e Application Part
MG Medi a Gat eway
MU  Media Gateway Unit
MC  Media Gateway Controller
MCU Media Gateway Controller Unit
MIP  Signaling System 7 Message Transfer Part
PLMN Public Land Mobil e Network
PSTN Public Switched Tel ephone Network
S7TAP SS7 Application Part
S7UP SS7 User Part
SCCP SS7 Signaling Connection Control Part
SCN Switched Circuit Network
SEP  Signaling End Point
SG Si gnal i ng Gat eway
SIG Signaling Transport protocol stack
SS7 Signaling System No. 7
TCAP Signaling System 7 Transaction Capabilities Part
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Ful I Copyright Statenent
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Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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