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Abstract

A "security incident" as defined in the "Internet Security d ossary",
RFC 2828, is a security-relevant systemevent in which the systenis
security policy is disobeyed or otherwi se breached. The purpose of
this docunent is to provide System Adninistrators with guidelines on
the collection and archiving of evidence relevant to such a security
i nci dent.

I f evidence collection is done correctly, it is rmuch nore useful in
appr ehendi ng the attacker, and stands a much greater chance of being
admi ssible in the event of a prosecution.
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ntroducti on

A "security incident" as defined in [RFC2828] is a security-rel evant
system event in which the systenis security policy is di sobeyed or

ot herwi se breached. The purpose of this docunent is to provide
System Administrators with guidelines on the collection and archiving
of evidence relevant to such a security incident. 1It’'s not our
intention to insist that all System Adninistrators rigidly foll ow
these guidelines every time they have a security incident. Rather

we want to provide guidance on what they should do if they elect to
collect and protect information relating to an intrusion.

Such col l ection represents a considerable effort on the part of the
System Administrator. G eat progress has been made in recent years
to speed up the re-installation of the Qperating Systemand to
facilitate the reversion of a systemto a 'known’ state, thus nmaking
the "easy option’ even nore attractive. Meanwhile little has been
done to provide easy ways of archiving evidence (the difficult
option). Further, increasing disk and nenory capacities and the nore
wi despread use of stealth and cover-your-tracks tactics by attackers
have exacerbated the probl em

I f evidence collection is done correctly, it is rmuch nore useful in
appr ehendi ng the attacker, and stands a much greater chance of being
admi ssible in the event of a prosecution.

You shoul d use these guidelines as a basis for fornmulating your
site’s evidence collection procedures, and should incorporate your
site’s procedures into your Incident Handling docunentation. The
guidelines in this document may not be appropriate under al
jurisdictions. Once you ve fornulated your site’s evidence

col l ection procedures, you should have | aw enforcenent for your
jurisdiction confirmthat they re adequate.

1.1 Conventions Used in this Docunent

The key words "REQUI RED', "MJST", "MJST NOT", "SHOULD', "SHOULD NOT",
and "MAY" in this docunent are to be interpreted as described in "Key
words for use in RFCs to Indicate Requirenent Levels" [RFC2119].
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2 CGuiding Principles during Evidence Collection

Br ezi nski

Adhere to your site’'s Security Policy and engage the
appropriate Incident Handling and Law Enforcenment personnel

Capture as accurate a picture of the system as possible.

Keep detail ed notes. These should include dates and tines. |If
possi bl e generate an automatic transcript. (e.g., On Unix
systens the ’'script’ programcan be used, however the output
file it generates should not be to nedia that is part of the
evidence). Notes and print-outs should be signed and dat ed.

Note the difference between the systemclock and UTC. For each
ti mestanp provided, indicate whether UTC or local tinme is used.

Be prepared to testify (perhaps years later) outlining al
actions you took and at what tines. Detailed notes will be
vital .

M nim se changes to the data as you are collecting it. This is
not linmted to content changes; you should avoid updating file
or directory access tines.

Renove external avenues for change.

When confronted with a choice between collection and anal ysis
you should do collection first and analysis |ater.

Though it hardly needs stating, your procedures should be
i npl emrentable. As with any aspect of an incident response
policy, procedures should be tested to ensure feasibility,
particularly in a crisis. |f possible procedures should be
automat ed for reasons of speed and accuracy. Be nethodical.

For each device, a nethodical approach should be adopted which
follows the guidelines laid down in your collection procedure.
Speed will often be critical so where there are a nunber of
devices requiring exanmnation it nay be appropriate to spread
the work anmong your teamto collect the evidence in parallel
However on a single given systemcollection should be done step
by step.

Proceed fromthe volatile to the less volatile (see the Oder
of Volatility bel ow).
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You shoul d make a bit-1level copy of the systemis nedia. |If you
wi sh to do forensics analysis you should nmake a bit-1evel copy
of your evidence copy for that purpose, as your analysis wll
alnost certainly alter file access times. Avoid doing
forensics on the evidence copy.

2.1 Oder of Volatility

When col | ecting evidence you should proceed fromthe volatile to the
|l ess volatile. Here is an exanple order of volatility for a typical
system

regi sters, cache

routing table, arp cache, process table, kernel statistics,
nenory

tenporary file systens
di sk

renote | ogging and nonitoring data that is relevant to the
systemin question

physi cal configuration, network topol ogy

archival nedia

2.2 Things to avoid

It’s all too easy to destroy evidence, however inadvertently.

Br ezi nski

Don't shutdown until you’ ve conpl eted evidence collection
Much evi dence may be | ost and the attacker may have altered the
startup/ shutdown scripts/services to destroy evi dence.

Don't trust the programs on the system Run your evidence
gathering prograns from appropriately protected nedia (see
bel ow) .

Don't run progranms that nodify the access tine of all files on
the system (e.g., 'tar’ or 'xcopy').
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When renovi ng external avenues for change note that sinply
di sconnecting or filtering fromthe network may trigger
"deadman switches" that detect when they're off the net and
Wi pe evi dence.

2.3 Privacy Consi derations

2.4 Legal

Respect the privacy rul es and guidelines of your conpany and
your legal jurisdiction. |In particular, nake sure no

i nformation collected along with the evidence you are searching
for is available to anyone who woul d not normally have access
to this information. This includes access to log files (which
may reveal patterns of user behaviour) as well as personal data
files.

Do not intrude on people’s privacy w thout strong
justification. |In particular, do not collect information from
areas you do not nornally have reason to access (such as
personal file stores) unless you have sufficient indication
that there is a real incident.

Make sure you have the backing of your conmpany’s established
procedures in taking the steps you do to collect evidence of an
i nci dent.

Consi der ati ons

Conput er evi dence needs to be

Br ezi nski

Admi ssible: It must conformto certain legal rules before it
can be put before a court.

Authentic: It nust be possible to positively tie evidentiary
material to the incident.

Conplete: It nust tell the whole story and not just a
particul ar perspecti ve.

Rel i abl e: There nust be not hi ng about how t he evi dence was
col l ected and subsequently handl ed that casts doubt about its
authenticity and veracity.

Bel i evable: 1t nust be readily believable and understandabl e
by a court.
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3 The Col |l ecti on Procedure

Your coll ection procedures should be as detailed as possible. As is
the case with your overall Incident Handling procedures, they should
be unanbi guous, and should minimse the amount of deci sion-making
needed during the collection process.

3.1 Transparency
The net hods used to collect evidence should be transparent and
reproduci bl e. You should be prepared to reproduce precisely the
met hods you used, and have those nethods tested by independent
experts.

3.2 Collection Steps

- Were is the evidence? List what systens were involved in the
i ncident and from which evidence will be collected.

- Establish what is likely to be relevant and admi ssible. When
in doubt err on the side of collecting too nmuch rather than not
enough.

- For each system obtain the relevant order of volatility.

- Renove external avenues for change.

- Following the order of volatility, collect the evidence with
tools as discussed in Section 5.

- Record the extent of the systenmis clock drift.

- Question what el se may be evidence as you work through the
col l ection steps.

- Docunent each step

- Don't forget the people involved. Make notes of who was there
and what were they doing, what they observed and how t hey
react ed.

Where feasible you shoul d consi der generating checksunms and
cryptographically signing the collected evidence, as this may make it
easier to preserve a strong chain of evidence. 1In doing so you nust
not alter the evidence.
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4 The Archiving Procedure

Evi dence must be strictly secured. In addition, the Chain of Custody
needs to be clearly docunented.

4.1 Chain of Custody

You should be able to clearly describe how the evidence was found,
how it was handl ed and everythi ng that happened to it.

The followi ng need to be docunented

- \Were, when, and by whom was the evi dence discovered and
col | ect ed.

- \Were, when and by whom was the evidence handl ed or exarm ned.

- Who had custody of the evidence, during what period. How was
it stored.

- Wen the evidence changed custody, when and how did the
transfer occur (include shipping nunbers, etc.).

4.2 \Where and how to Archive

| f possible commonly used nedia (rather than sone obscure storage
medi a) shoul d be used for archiving.

Access to evidence should be extrenely restricted, and shoul d be

clearly docunented. It should be possible to detect unauthorised
access.
5 Tools you' |l need

You shoul d have the prograns you need to do evi dence collection and
forensics on read-only nmedia (e.g., a CD). You should have prepared
such a set of tools for each of the Qperating Systens that you nanage
i n advance of having to use it.

Your set of tools should include the foll ow ng:

- a programfor exam ning processes (e.g., 'ps’).

- programs for examining systemstate (e.g., 'showev’,
"ifconfig', 'netstat’, "arp’).

- a programfor doing bit-to-bit copies (e.g., 'dd, ’SafeBack’).
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- programs for generating checksuns and signatures (e.qg.
"shalsumi, a checksumenabled 'dd, ’'SafeBack’, 'pgp’).

- programs for generating core imges and for exam ning them
(e.g., 'gcore’, 'gdb').

- scripts to autonmate evidence collection (e.g., The Coroner’s
Tool kit [FAR1999]).

The programs in your set of tools should be statically I|inked, and
shoul d not require the use of any libraries other than those on the
read-only nmedia. Even then, since nodern rootkits may be installed
t hrough | oadabl e kernel nodul es, you should consider that your tools
m ght not be giving you a full picture of the system

You shoul d be prepared to testify to the authenticity and reliability
of the tools that you use.
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8 Security Considerations

This entire docunent discuses security issues.
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10.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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