Net wor k Wor ki ng Group K. Davi dson

Request for Coments: 2802 Differenti al
Cat egory: I nfornmational Y. Kawat sura
Hi t achi

April 2000

Digital Signatures for the v1.0 Internet Qpen Tradi ng Protocol (1OTP)
Status of this Meno
This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.
Copyright Notice
Copyright (C) The Internet Society (2000). Al Rights Reserved.
Abstract
A syntax and procedures are described for the conputation and
verification of digital signatures for use within Version 1.0 of the
Internet Open Trading Protocol (IOTP).
Acknow edgmrent

Thi s docunent is based on work originally done on general XM digital
si gnat ures by:

R chard Brown of d obeSet, |Inc. <rdbrown@d obeSet. conp

O her contributors to the design of the I1OTP DSI G DTD i nclude, in
al phabeti c order:

Davi d Burdett, Commerce One

Andr ew Dr app, Hitachi
Donal d Eastl ake 3rd, Mbtorola, Inc.

Davi dson & Kawat sur a | nf or mat i onal [ Page 1]



RFC 2802 Digital Signatures for |OIP April 2000

Tabl e of Contents

1. INntroducCtion. ... ... 3
2. Objective and Requirements. ......... ... 3
3. Signature BaSiCS. ........ i 3
3.1 Signature Element. ......... . 3
3.2 Digest Element. . ... 4
3.3 Oiginator and Recipient Information Elenents.......... 5
3.4 AlgorithmElement. ....... ... e 5
4. Detailed Signature Syntax..............iiiiiiinnn.. 6
4.1 UniformResource NameS. . ... ...t 6
4.2 10t PSS gnat Ur €S, . ..ot 6
4.3 Signature CoMPONENt . . ... .ttt e 6
4.3. 1 Signature. ... 6
4.3.2 MaNi fest . .. 7
4.3.3 Algorithm ... ... 9
4. 3.4 DigesSt. .o 9
4.3.5 Attribute. . ... .. 10
4.3.6 Oiginatorinfo....... ... ... 11
4.3.7 RecipientInfo...... ... .. 11
4.3.8 Keyldentifier..... ... 12
4.3.9 Paramet er. .. ... 13
4.4 Certificate Conponent. .. ........ . 13
4.4.1 Certificate. ... ... e 13
4.4.2 IssuerAndSerial Nunmber. ......... ... . .. . .. . 14
4.5 CommDdn CoMPONENtS. . . ..ttt e 15
4.5.1 Value. ... 15
4.5.2 LOoCat OF . . .o 15
5. Supported Algorithms...... ... . . .. . . . i, 16
5.1 Digest Algorithms. . ... ... .. e 16
5. L. 1 SHAL. .. 16
5.1.2 DOM HASH. . . .. 17
5.2 Signature Algorithms.......... .. .. . . i, 17
5. 2. L DSA. o 17
5. 2.2 HVAC. . . 18
5. 2. 3 ROA 20
5. 2.4 ECDSA. . . 20
6. EXanpl es. ... .. 21
7. Signature DID. ... ... 23
8. Security Considerations............... .. 25
Ref er ences. . ... 26
AUt hOr S’ AdAr €SSeS. . . ot 28
Ful | Copyright Statement............ ... . .. ... 29

Davi dson & Kawat sur a | nf or mat i onal [ Page 2]



RFC 2802 Digital Signatures for |OIP April 2000

1. Introduction

The I nternet Open Trading Protocol (IOIP) provides a paynent system
i ndependent interoperable framework for Internet conmerce as
docunmented in [RFC 2801]. Al |OIP nessages are XM. docunents. XM,
the Extensible Markup Language [ XM.], is a syntactical standard
promul gated by the Wrld Wde Wb Consortium XM is intended
primarily for structuring data exchanged and served over the Wrld
W de Web.

Al t hough | OTP assunes that any paynent systemused with it provides
its own security, there are nunmerous cases where | OTP requires
authentication and integrity services for portions of the XM
nmessages it specifies.

2. njective and Requirenents

Thi s docunent covers how digital signatures nmay be used with XM
docunents to provide authentication and tanper-proof protocol
nmessages specifically for Version 1.0 of the | OIP protocol. The
reader shoul d recognize that an effort towards general XM digital
sighatures exists but is unlikely to produce its final result in tine
for 1OTP Version 1.0. Future versions of 10TP will probably adopt by
reference the results of this general XML digital signature effort.

The objective of this docunent is to propose syntax and procedures
for the conputation and verification of digital signatures applicable
to Version 1.0 I OTP protocol nessages, providing for

-- Authentication of |IOTP transactions

-- Provide a neans by which an | OTP nessage nmay be made "t anper-
proof", or detection of tanpering is made evi dent

-- Describe a set of avail able digest and signature algorithns at
| east one of which is mandatory to inplenent for interoperability

-- Easily integrate within the 10TP 1.0 Specification

-- Provide lightweight signatures with mniml redundancy

-- Allow signed portions of |IOIP nessage to be "forwarded" to another
trading roles with different signature algorithns than the
origi nal recipient

3. Signature Basics
3.1 Signature El enent
This specification consists primarily of the definition of an XM
el ement known as the Signature elenment. This el enent consists of two

sub-el enents. The first one is a set of authenticated attri butes,
known as the signature Manifest, which conprises such things as a
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uni que reference to the resources being authenticated and an
i ndi cation of the keying naterial and al gorithns being used. The
second sub-el ement consists of the digital signature val ue.

<Si gnat ur e>
<Mani f est >
(resource information bl ock)
(originator information bl ock)
(recipient information bl ock)
(other attributes)
(signature algorithnms information bl ock)
</ Mani f est >
<Val ue encodi ng ' encodi ng schene’ >
(encoded signature val ue)
<Val ue>
</ Si gnat ur e>

The digital signature is not conputed directly fromthe pieces of
information to be authenticated. Instead, the digital sighature is
computed froma set of authenticated attributes (the Manifest), which
i nclude references to, and a digests of, those pieces of information.

The authentication is therefore "indirect".
3.2 Digest Elenent

The Di gest el ement consists of a unique and unanbi guous reference to

the XM. resources being authenticated. It is constructed of a |ocator
and the digest value data itself. The Digest algorithmis referred to
indirectly via a DigestAlgorithnRef, so that Digest algorithnms my be
shared by nmultiple resources.

<Di gest DigestAl gorithnRef="D. 1" >
<Locator href="resource |ocator’/>
<Val ue>
(Di gest val ue)
</ Val ue>
</ Di gest >

The resource locator is inplenmented as a sinple XM Link [XLink].
This not only provides a unique addressing schene for internal and
external resources, but also facilitates authentication of conposite
docunent s.
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3.3 Originator and Recipient Information El enments

The purpose of the Originator and Recipient information elenents is
to provide identification and keying naterial for these respective
parti es.

<Ori gi nat or I nf 0>
(identification information bl ock)
(keying material information bl ock)
</ Ori gi nat or | nf o>

<Reci pi ent | nf 0>
(identification information bl ock)
(keying material information bl ock)
</ Reci pi ent | nf 0>

The actual content of these two el enents depends on the

aut henti cation scheme being used and the exi stence or non-existence
of a prior relationship between the parties. In sone circunstances,
it my be quite difficult to distinguish between identification and
keying material information. A unique reference to a digital
certificate provides for both. This may al so stand true for an
account nunber when a prior relationship exists between the parties.

The Originator information elenent is mandatory. Dependi ng on the
exi stence or non-existence of a prior relationship with the
recipient, this block either refers to a public credential such as a
digital certificate or displays a unique identifier known by the
recipi ent.

The Recipient information el ement may be used when a document
contains nmultiple signature information bl ocks, each being intended
for a particular recipient. A unique reference in the Recipient

i nformati on bl ock hel ps the recipients identify their respective

Si gnature information bl ock

The Recipient information el ement may al so be used when determ nation
of the authentication key consists of a conbination of keying

mat eri al provided by both parties. This would be the case, for
exanpl e, when establishing a key by neans of Diffie Hellman

[ Schnei er] Key Exchange al gorithm

3.4 Al gorithm El enent
The Algorithmelenent is a generalized place to put any type of
al gorithmused within the signed | OTP nessage. The Al gorithm may be a

Signature algorithmor a Digest algorithm Each algorithm contains
paraneters specific to the al gorithm used.
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<Al gorithmtype="digest’ ID="12">
(al gorithm i nformation bl ock)
</ Al gorithnp

Al gorithms are required to contain an ID which allows for indirect
reference to themfrom other places in the XM signature.

4. Detailed Signature Syntax

4.1 Uniform Resource Nanes
To prevent potential name conflicts in the definition of the numerous
type qualifiers considered herein, this specification uses Uniform
Resource Nanmes [RFC 2141].

4.2 |otpSignatures
The | otpSignatures elenent is the top-level elenent in an | OTP
signature block. It consists of a collection of Signature el enents,
and an optional set of Certificates.
<! ELEMENT | ot pSi gnatures (Signature+, Certificate*) >
<! ATTLI ST | ot pSi gnat ur es

I D ID #| MPLI ED >

Cont ent Description
Signature: A collection of Signature el enents.
Certificate: Zero or nore certificates used for signing
Attributes Description
ID: Elenent identifier that nay be used to reference the entire
Signature element froma Resource el enent when inplenmenting
endor senent .

4.3 Signature Conponent

4.3.1 Signature
The Signature elenment constitutes the majority of this specification
It is conprised of two sub-elenents. The first one is a set of
attri butes, known as the Manifest, which actually constitutes the

authenticated part of the docunment. The second sub-el ement consists
of the signature value or val ues.
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The Val ue el enent contained within the Signature elenent is the
encoded formof the signature of the Manifest elenment, and thus
provides the verification of the Manifest.

The process for generating the signed value is a nulti-step process,
i nvol ving a canonicalization algorithm a digest algorithm and a
signature al gorithm

First, the Manifest is canonicalized with an algorithm specified
within the Algorithmel enment of the Manifest. The canonicalized form
renoves any inconsistencies in white space introduced by XM parsing
engi nes.

Thi s canonicalized formis then converted into a digest form which
uni quely identifies the canonicalized docunent. Any slight

nodi fication in the original docunent will result in a very different
di gest val ue.

Finally, the digest is then signed using a public/symetric key
algorithmwhich digitally stanps the digest (with the certificate of
the signer if available). The final signed digest is the value which
is stored within the Signature’ s Val ue el enent.

<! ELEMENT Signature (Manifest, Value+) >
<! ATTLI ST Signature

I D I D #|1 MPLI ED >
Cont ent Description

Mani fest: A set of attributes that actually constitutes the
aut henticated part of the docunent.

Val ue: One or nore encodi ngs of signature values. Miltiple val ues
allow for a nultiple algorithnms to be supported within a single

si gnature conponent.

Attributes Description

ID: Elenent identifier that nay be used to reference the Signature
el enent from a Resource el enent when inpl enenting endorsenent.

4.3.2 Mani f est
The Manifest el enment consists of a collection of attributes that
specify such things as references to the resources being

aut henti cated and an indication of the keying material and al gorithns
to be used.
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<! ELEMENT Mani f est
( Al gori t hmt,
Di gest +,
Attribute*,
Origi natorlnfo,
Reci pi ent | nf o+,

)
<! ATTLI ST Mani f est

Locat or HRef Base CDATA #| MPLI ED
>

Cont ent Description

Al gorithm A list of algorithnms used for signing, digest conputation,
and canoni cal i zati on.

Digest: Alist of digests of resources to be authentication and
si ghed.

Attribute: Optional elenent that consists of a collection of
conpl enentary attributes to be authenticated.

Oiginatorinfo: Elenent that provides identification and keying
material information related to the originator

Reci pientInfo: Optional element that provides identification and
keying material infornmation related to the recipient.

Attributes Description

Locat or Hr ef Base: The LocatorHref Base provides a simlar construct to
the HTML HREFBASE attribute and inplicitly sets all relative URL
references within the Manifest to be relative to the HrefBase. For
exanpl e, the | OTP Manifest may contain:

<Mani f est Locat or Hr ef Base="1i ot p: <gl obal | y-uni que-tid> >

And subsequent Locators nay be:

<Locator href=C 9 >

An inplenmentati on shoul d concatenate the two | ocator references with

"#" to create the entire URL. See definition of the Locator attribute
on the Digest elenment for nore detail
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4.3.3 Algorithm

This specification uses an Algorithmdata type which indicates many
different types of algoirithms. The Algorithmelenment allows for

speci fication of sub-algorithns as paraneters of the primry
algorithm This is perforned via a paraneter within the al gorithm
that provides a reference to another Algorithm An exanple of this is
shown in the Parameter section

<! ELEMENT Al gorithm (Paraneter*) >
<! ATTLI ST Al gorithm

I D ID #REQUI RED
type (di gest | si gnat ure) #1 MPLI ED
nanme NMTOKEN #REQUI RED >

Cont ent Description

Paraneter: The contents of an Al gorithm el enment consists of an
optional collection of Paraneter elenents which are specified on a
per al gorithm basis.

Attributes Description

ID: The ID of the algorithmis used by the Digest and Recipientlnfo
to refer to the signing or digest algorithmused.

type: The type of algorithm either a digest or signature. This is

inplied by the element to which the algorithmis referred. That is,
if the DigestAlgorithnRef refers to an algorithm it is inplicit by
reference that the targeted algorithmis a digest.

nanme: The type of the algorithmexpressed as a Uniform Resource
Nane.

4. 3.4 Digest

The Di gest el enment consists of the fingerprint of a given resource.
This elenment is constructed of two sub-elenments. This first one
indicates the algorithmto be used for conputation of the
fingerprint. The second el enent consists of the fingerprint value.

<! ELEMENT Di gest (Locator, Value) >
<l ATTLI ST Di gest

Di gest Al gori t hnRef | DREF #REQUI RED
>
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Cont ent Description

Locator: Contains a "HREF' or URL Locator for the resources to be
fingerprinted. For use within IOIP a "schenme" with the value "iotp"
may be used with the follow ng structure:

"iotp:<globally-unique-tid>#<id-val ue>’

This should be interpreted as referring to an elenent with an ID
attribute that matches <id-value> in any | OTP Message that has a
TransRef Bl k Block with an lotpTransld that natches <gl obally-uni que-
tid>.

If the LocatorHrefBase attribute is set on the Mani fest el enent of
which this Digest elenent is a child, then concatenate the val ue of
the LocatorHrefBase attribute with the value of the Locator attribute
before identifying the elenment that is being referred to.

If the LocatorHrefBase attribute is onmtted, <globally-unique-tid>
shoul d be interpreted as the current lotpTranslid, which is included
in the | OTP nessage which contains the Mnifest conponent.

Val ue: Encodi ng of the fingerprint val ue.
Attributes Description

Di gestAlgorithnRef: I D Reference of algorithmused for conputation of
t he di gest.

4.3.5 Attribute

The Attribute el ement consists of a conplenentary piece of

i nformati on, which shall be included in the authenticated part of the
docunent. This el enent has been defined primarily for enabling sone

| evel of custom zation in the signature elenent. This is the area
where a specific | OTP inplenmentation may include customattributes
whi ch nmust be authenticated directly. An Attribute el ement consists
of a value, a type, and a criticality.

At this tine, no | OTP specific attributes are specified.
<! ELEMENT Attribute ANY >
<I ATTLI ST Attribute

type NMTOKEN #REQUI RED
critical ( true | false) #REQUI RED
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Content Description

ANY: The actual value of an attribute depends solely upon its type.
Attributes Description

type: Type of the attribute.

critical: Boolean value that indicates if the attribute is critical
(true) or not (false). Arecipient shall reject a signature that
contains a critical attribute that he does not recogni ze. However, an
unrecogni zed non-critical attribute nay be ignored.

4.3.6 Originatorinfo

The Originatorinfo elenent is used for providing identification and
keying material information for the originator.

<! ELEMENT Origi natorlnfo ANY >
<! ATTLI ST Originatorlnfo

Ori gi nat or Ref NMTOKEN #| MPLI ED
>

Cont ent Description

ANY: ldentification and keying material information may consist of
ANY construct. Such a definition allows the adoption of
appl i cation-specific schenes.

Attributes Description

OiginatorRef: Areference to the IOTP Og ID of the originating
si gner.

4.3.7 Recipientlnfo

The Recipientinfo elenment is used for providing identification and
keying material information for the recipient. This elenment is used
either for enabling recognition of a Signature el enent by a given
reci pient or when determ nation of the authentication key consists of
the conbi nati on of keying nmaterial provided by both the recipient and
the originator.

The Recipientinfo attributes provide a centralized | ocation where

signhatures, algorithns, and certificates intended for a particul ar
reci pient are specified.
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The signature certificate reference ID MUST point to a certificate
obj ect .

<! ELEMENT Reci pi entlnfo ANY >
<! ATTLI ST Reci pientlnfo

Si gnat ur eAl gori t hnRef | DREF #REQUI RED
Si gnat ur eVal ueRef | DREF #1 MPLI ED
Si gnat ur eCer t Ref | DREF #1 MPLI ED
Reci pi ent Ref s NMTOKENS #| MPLI ED

>
Cont ent Description

ANY: ldentification and keying material information may consist of
ANY construct.

Attributes Description

SignatureAl gorithnRef: A reference to the signature algorithmused to
sign the SignatureVal ueRef intended for this recipient. The signature
algorithmreference ID MUST point to a signature algorithmwthin the
Mani f est .

Si gnatureVal ueRef: A reference to the signature value for this

reci pient. The signature value reference I D MJST point to a val ue
structure directly included within a Manifest. This reference can be
omtted if the application can specify the digest val ue.

SignatureCertRef: A reference to the certificate used to sign the
Val ue pointed to by the SignatureVal ueRef. This reference can be
omtted if the application can identify the certificate.

Reci pientRefs: Alist of references to the IOTP Org ID of the
recipients this signature is intended for.

4.3.8 Keyldentifier

The key identifier elenent can identify the shared public/synmetric
key identification between parties that benefit froma prior

rel ationship. This elenment can be included in the Receipientlinfo

El erment .

<! ELEMENT Keyl dentifier EMPTY>
<! ATTLI ST Keyl dentifier

val ue CDATA #REQUI RED
>
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4.3.9 Paraneter

A Paraneter elenent provides the value of a particular algorithm
par aneter, whose nane and format have been specified for the
al gorithm consi der ed.

<I ELEMENT Par aneter ANY >
<! ATTLI ST Par anet er

type CDATA #REQUI RED
>

For IOTP 1.0, the follow ng paraneter type is standardized:
"Al gorithnmRef".

An Al gorithnmRef contains an ID of a "sub-Al gorithn used when
computi ng a sequence of algorithnms. For exanple, a signhature
algorithmactually signs a digest algorithm To specify a chain of

al gorithnms used to conmpute a signature, AlgorithnRef paranmeter types
are used in the follow ng manner:

<Al gorithm | D="Al" type='digest’ nane="urn:ibm com dom hash’ >
<Par aneter type=" Al gorithnRef’ >A2</ Par anet er >

</ Al gorithnp

<Al gorithm|D="A2" type='digest’ name="urn:nist-gov:shal >

</ Al gorithnp

<Al gorithm | D="A3" type='signature name= urn:rsasdi-comrsa-encryption’ >
<Par aneter type=" Al gorithnRef’ >Al</ Par anet er >

</ Al gorithnp

Cont ent Description

ANY: The contents of a Paraneter el enent consists of ANY valid
construct, which is specified on a per algorithm per paraneter basis.

Attributes Description

type: The type of the parameter expressed as a free formstring,
whose value is specified on a per algorithm basis.

4.4 Certificate Conponent
4.4.1 Certificate
The Certificate elenment nay be used for either providing the val ue of

a digital certificate or specifying a |location fromwhere it nay be
retrieved.
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<I ELEMENT Certificate
( | ssuer AndSeri al Nunber,
( value | Locator ) )

>

<! ATTLI ST Certificate
I D I D #1 MPLI ED
type NMTOKEN #REQUI RED >

Cont ent Description

| ssuer AndSeri al Nunber: Unique identifier of this certificate. This
el enent has been made nmandatory is order to prevent unnecessary
decodi ng during validation of a certificate chain. This feature al so
hel ps certificates caching, especially when the value is not directly
provi ded.

Val ue: Encoding of the certificate value. The actual value to be
encoded depends upon the type of the certificate.

Locator: XM. link el enent that could be used for retrieving a copy of
the digital certificate. The actual val ue being returned by neans of
this [ ocator depends upon the security protocol being used.

Attributes Description

ID: Elenent identifier that nay be used to reference the Certificate
element froma Recipientinfo el enment.

type: Type of the digital certificate. This attribute is specified as
a Universal Resource Name. Support for the X 509 version 3
certificate [ X.509] is mandatory in this specification if the
Certificate element is used. The URN for such certificates is
"urn: X500: X509v3".

4.4.2 | ssuer AndSeri al Nunmber

The | ssuer AndSeri al Nunber elenment identifies a certificate, and
thereby an entity and a public key, by the nanme of the certificate
i ssuer and an issuer-specific certificate identification.

<! ELEMENT | ssuer AndSeri al Nunber EMPTY >

<! ATTLI ST | ssuer AndSeri al Nunber
i ssuer CDATA #REQUI RED
nunber CDATA #REQUI RED >
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Attributes Description

i ssuer: Nane of the issuing certification authority. See [RFC 2253]
f or RECOMVENDED synt ax.

nunber: |ssuer-specific certificate identification.
4.5 Common Conponents
4.5.1 Val ue

A value contains the "raw' data of a signature or digest algorithm
usually in a base-64 encoded form See [RFC 2045] for al gorithm used
to base-64 encode dat a.

<! ELEVENT Val ue ( #PCDATA ) >
<! ATTLI ST Val ue
I D ID #| MPLI ED
encodi ng (base64| none) " base64’
>

Content Description
PCDATA: Content value after adequate encoding.
Attributes Description

encoding: This attribute specifies the decoding schene to be
enpl oyed for recovering the original byte streamfromthe content of
the el enent. This docunent recognizes the followi ng two schenes:

none: the content has not been subject to any particul ar encodi ng.
Thi s does not preclude however the use of native XM. encodi ng such as
CDATA section or XM escapi ng.

base64: The content has been encoded by neans of the base64 encodi ng
schene.

4.5, 2 Locat or

The Locator elenent consists of sinmple XML link [XLink]. This
el ement al |l ows unanbi guous reference to a resource or fragnment of a
resource.

<! ELEMENT Locat or EMPTY>

<I ATTLI ST Locat or
xm i nk CDATA #FI XED "sinmple’
hr ef CDATA #REQUI RED >
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Attributes Description

xm :link: Required XML link attribute that specifies the nature of
the link (sinple in this case).

href: Locator value that nay contains either a URI [RFC 2396], a
fragnent identifier, or both.

5. Supported Al gorithns
The | OTP specification 1.0 requires the inplenentation of the DSA,
DOVt HASH, SHA1, HMAC al gorithnms. | nplenentation of RSA is al so
r econmended.

5.1 Digest Algorithns

This specification contenplates two types of digest algorithns, both
of which provide a digest string as a result:

Surface string digest algorithns

These al gorithnms do not have any particul ar know edge about the
content being digested and operate on the raw content val ue. Any
changes in the surface string of a given content affect directly the
val ue of the digest being produced.

Canoni cal digest algorithns
These al gorithms have been tailored for a particular content type and
produce a digest val ue that depends upon the core semantics of such
content. Changes linmited to the surface string of a given content do
not affect the value of the digest being produced unless they affect
the core semantic.

5.1.1 SHAL
Surface string digest algorithmdesigned by NI ST and NSA for use with
the Digital Signature Standard. This algorithm produces a 160-bit
hash value. This algorithmis docunented in N ST FIPS Publication
180-1 [ SHA1].
This algorithm does not require any paraneter.

The SHAL URN used for this specification is "urn:nist-gov:shal".
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5.1. 2 DOV HASH

XML canoni cal digest algorithm proposed by | BM Tokyo Research
Laboratory. This algorithmoperates on the DOM representation of the
docunent and provi des an unanbi guous neans for recursive conputation
of the hash value of the nodes that constitute the DOMtree [RFC
2803]. This algorithm has many applications such as conputation of
digital signature and synchroni zation of DOMtrees. However, because
the hash value of an elenent is conputed fromthe hash val ues of the
i nner elenments, this algorithmis better adapted to snmall docunents
that do not require one-pass processing.

As of today, this algorithmis linmted to the contents of an XM
docunent and, therefore, does not provide for authentication of the
i nternal or external subset of the DTD.

The DOV HASH al gorithm requires a single paraneter, which shall
include a surface string digest algorithmsuch as SHAL.

The DOV HASH URN used for this specification is "urn:ibmcomdom
hash".

The DOW HASH uses a surface-string digest algorithmfor conputation
of a fingerprint. The SHAL is recommended in this specification.

Exanpl e
<Al gorithm name="urn:fips:shal type="digest’ ID="P.3 >
</ Al gorithne

<Al gori thm name="urn:i bm dom hash’ type="digest’ ID="P.5 >
<Paraneter type=' Al gorithnRef’ >P. 3</ Par anet er >
</ Al gorithnp

5.2 Signature Algorithns

This specification uses the terminology of "digital signature for
qualifying indifferently digital signature and nmessage authentication
codes. Thus, the signature algorithnms contenpl ated herein include
public key digital signature algorithnms such as ECDSA and nessage

aut henti cati on codes such as HVAC [ RFC 2104].

5.2.1 DSA
Publ i c-key signature al gorithm proposed by NI ST for use with the

Digital Signature Standard. This standard is docunented in N ST FIPS
Publ i cation 186 [DSS] and ANSI X9.30 [ X9.30].
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The DSA algorithmrequires a single paranmeter, which includes the
canoni cal digest algorithmto be used for conputing the fingerprint
of the signature Manifest.

The DSA URN used in this specification is "urn:nist-gov:dsa".

The DSA uses a canonical or surface-string digest algorithmfor
conmput ati on of the Manifest fingerprint. The DOWHASH i s recomended
in this specification.

Si gnature Val ue Encodi ng:

The output of this algorithmconsists of a pair of integers usually
referred by the pair (r, s). The signature value shall consist of the
concatenation of two octet-streans that respectively result fromthe
octet-encoding of the values r and s. Integer to octet-stream
conversion shall be done according to PKCS#1 [ RFC 2437] specification
with a k paranmeter equals to 20.

Exanpl e

<Al gori thm name="urn:ni st-gov:dsa type="signature’ ID="P.3 >
<Paraneter type=' Al gorithnRef’ >P. 4</ Par anet er >

</ Al gorithnp

<Al gori thm name="urn:i bm com dom hash’ type="digest’ ID="P.4" >
<Paraneter type=' Al gorithnRef’ >P. 5</ Par anet er >

</ Al gorithnp

<Al gori thm name="urn:ni st-gov: shal’ type="digest’ ID="P.5 >

</ Al gorithne

5.2.2 HVAC

Message Aut hentication Code proposed by H Krawczyk et al., and
docunented in [ RFC 2104].

This specification adopts a schene that differs a bit fromthe comon
usage of this algorithm-- conputation of the MACis perforned on the
hash of the contents being authenticated instead of the actual
contents. Thence, the actual signature value output by the algorithm
m ght be depicted as foll ows:

Si gnat ureVal ue = HVAC( Secret Key, H(Manifest))

Thi s specification also considered HVAC out put truncation such as
proposed by Preneel and van Qorschot. In their paper [PV] these two
researchers have shown sone anal ytical advantages of truncating the
out put of hash-based MAC functions. Such output truncation is also
consi dered in the RFC docunent.
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HVAC requires three paraneters. The first one consists of a canoni cal
di gest algorithm The second one consists of a hash function. The

| ast one is optional and specifies the length in bit of the truncated
output. If this last parameter is absent, no truncation shall occur.

The HMAC URN used in this specification is "urn:ietf-org: hmac".

Canoni cal digest algorithm Canonical or surface-string digest
algorithmis to be used for conputation of the Manifest fingerprint.
The type of this paraneter is set to "AlgorithnmRef". The recomrended
val ue of this Paraneter should be the ID reference for the Al gorithm
el ement DOW HASH.

Hash-function: Hash function is to be used to conmpute the MAC val ue
fromthe secret key and the fingerprint of the signature Mnifest.
The type of this paraneter is set to "HashAl gorithnRef" and the val ue
of this paraneter should be set to the ID reference for the Algorithm
el ement of SHAL.

Qutput-length: Length in bits of the truncated MAC val ue. The type of
this paraneter is set to "KeyLength" and the value of this paraneter
is set the length in bits of the truncated MAC val ue.

Si gnature Val ue Encodi ng:

The output of this algorithmcan be assunmed as a | arge integer val ue.
The signature value shall consist of the octet-encoded value of this
integer. Integer to octet-stream conversion shall be done according
to PKCS#1 [ RFC 2437] specification with a k paraneter equals to
((Hen +7) nod8), Men being the length in bits of the MAC val ue.

Exanpl e

<Al gorithm name="urn:ietf-org: hmac’ type="signature ID="P.3 >
<Par aneter type=" Al gorithnRef’ >P. 4</ Par anet er >
<Par anet er type=" HashAl gorithnRef’ >P. 5</ Par anet er >
<Par anet er type=" KeylLength’ >128</ Par anet er >

</ Al gorithnp

<Al gorithm name="urn:ibm com dom hash’ type="digest’ ID="P. 4 >
<Par aneter type=" Al gorithnRef’ >P. 5</ Par anet er >

</ Al gorithnp

<Al gori t hm name="urn: ni st-gov: shal’ type="digest’ ID="P.5 >

</ Al gorithnp
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5.2.3 RSA

Publ i c-key signature al gorithm proposed by RSA Laboratories and
docunented in PKCS#1 [ RFC 2437].

This specification adopts the RSA encryption al gorithmw th paddi ng
bl ock type 01. For conputing the signature value, the signer shall

first digest the signature Manifest and then encrypt the resulting
digest with his private key.

This signature algorithmrequires a single paraneter, which consists
of the canonical digest algorithmto be used for conputing the
fingerprint of the signature Manifest.

Speci fications

The RSA URN used in this specification is "urn:rsasdi-comrsa-
encription”.

The RSA uses a canonical or surface-string digest algorithmfor
conmput ati on of the Manifest fingerprint. The DOWHASH i s recomended
in this specification.

Si gnature Val ue Encodi ng:

The output of this algorithmconsists of single octet-stream No
further encoding is required.

Exanpl e
<Al gori t hm name="urn: rsasdi -com rsa-encri ption’
type='signature’ ID="P.3 >

<Par aneter type=" Al gorithnRef’ >P. 4</ Par anet er >

</ Al gorithnp

<Al gorithm name="urn:ibm com dom hash’ type="digest’ ID="P. 4" >
<Par aneter type=" Al gorithnRef’ >P. 5</ Par anet er >

</ Al gorithnp

<Al gori thm name="urn: ni st-gov:shal’ type="digest’ ID="P.5 >

</ Al gorithnp

5.2.4 ECDSA
Publ i c-key signature al gorithm proposed i ndependently by Neil Koblitz
and Victor MIller. This algorithmis being proposed as an ANSI

standard and is docunmented in ANSI X9.62 standard proposal [X9.62]
and | EEE/ P1363 standard draft proposal [|EEE P1363].
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The ECDSA al gorithmrequires a single paraneter, which consists of
the canonical digest algorithmto be used for conmputing the
fingerprint of the signature Manifest.

Speci fications
The ECDSA URN used in this specification is "urn:ansi-org: ecdsa".

The ECDSA uses a canonical or surface-string digest algorithmfor
conmput ati on of the Manifest fingerprint. The DOW HASH [ RFC 2803] is
reconmended in this specification.

Si gnature Val ue Encodi ng:

The output of this algorithmconsists of a pair of integers usually
referred by the pair (r, s). The signature value shall consist of the
concatenation of two octet-streans that respectively result fromthe
octet-encoding of the values r and s. Integer to octet-stream
conversion shall be done according to PKCS#1 [ RFC 2437] specification
with a k paranmeter equals to 20.

Exanpl e

<Al gori thm name="urn: ansi -org: ecdsa’ type='signature ID="P.3 >
<Paraneter type=' Al gorithnRef’ >P. 4</ Par anet er >

</ Al gorithnp

<Al gori thm name="urn:i bm com dom hash’ type="digest’ ID="P.4" >
<Paraneter type=' Al gorithnRef’ >P. 5</ Par anet er >

</ Al gorithne

<Al gori thm name="urn:ni st-gov: shal’ type="digest’ ID="P.5 >

</ Al gorithnp

6. Exanpl es
The following is an exanple signed | OTP nessage:

<| ot pMessage>
<TransRefBlk ID="M 1" >
<Transld
ID="M 2’
version="1.0
| ot pTransl D="19990809215923@ww. i ot p. or g’
| ot pTransType=" Basel i nePur chase’
TransTi neSt anp="1999- 08- 09T12: 58: 40. 000Z+9’ >
</ Transl d>
<Msgld xm :lang="en’ SoftwarelD="lotp wallet version 1.0 >
</ Msgl d>
</ Tr ansRef Bl k>
<l ot pSi gnat ur es>
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<Si gnat ur e>
<Mani f est >
<Al gori t hm name="ur n: ni st-gov: shal’
type="digest’ ID="P.3 >
</ Al gorithnp
<Al gori t hm nanme="ur n: ni st-gov: dsa’
type='signature’ ID="P. 4" >
<Par aneter type="Al gorithnRef’ >P. 5</ Paraneter>
</ Al gorithnp
<Al gori t hm nanme="urn: i bm com dom hash’
type="digest’ ID="P.5 >
<Par aneter type="Al gorithnRef’ >P. 3</ Paranet er >
</ Al gorithnp
<Di gest DigestAl gorithnmRef="P.6" >
<Locator href=P.1'/>
<Val ue>
xsqsf asDys2h44u4ehJDe54he5j 4dJYTJ
</ Val ue>
</ Di gest >
<Originatorlnfo
<l ssuer AndSeri al Nunber
i ssuer="o=lotp Ltd., c=US
nunber =’ 12345678987654’ / >
</ Ori gi nat or | nf o>
<Reci pientInfo
Si gnat ur eAl gorit hnRef =" P. 4’
</ Reci pi ent | nf 0>
</ Mani f est >
<Val ue>
9dj 28f j akA9sked0OKs01k2d7a0kgnf 9dk19l f 63kkDSs0
</ Val ue>
</ Si gnat ur e>
<Certificate type="urn: X500: X509v3’ >
<l ssuer AndSeri al Nunber
i ssuer="0=G obeSet Inc., c=US
nunber =" 123456789102356’ / >
<Val ue>
xsqsf asDys2h44u4ehJDe54heb5j 4dJYTI=
</ Val ue>
</Certificate>
</ | ot pSi gnat ur es>
<PayExchBl k I D="P. 1" >
<PayScheneDat a
ID="P. 2
Payment Ref =" M 5’
Cont ent Sof t war el d=" abcdef g’ >
<PackagedCont ent Name=' Fi rst Pi ece’ >
snroasdf nas934k
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</ PackagedCont ent >
</ Pay ScheneDat a>
</ PayExchBI k>
</ | ot pMessage>

7. Signature DID

<I--
RR IR R Ik Sk b b Ik Sk b b Ik Sk Ik I IR R Ik Ik Ik kI Sk I S kI Sk S kI R Ik Ik Ik Ik Sk Ik S kI kI Ik Ik kI kI

* | OTP SI GNATURES BLOCK DEFI NI TI ON *

khkkhkhkhhkhhkhkhkhhkhhkhhkhhkhhkhhkhhkhhkhdhkhdhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkrkrkhkhkix

-->

<! ELEMENT | ot pSi gnatures (Signature+ ,Certificate*) >
<! ATTLI ST | ot pSi gnat ur es

I D I D #| MPLI ED
>

<I--
RR IR R Ik Sk b b Ik b b b Ik Sk Ik I IR R Ik Sk Ik kI Sk Ik kI Sk S kR Ik Ik Ik Ik kI kS Ik Ik Ik Ik kI

* | OTP SI GNATURE COVPONENT DEFI NI T1 ON *

RR IR R Ik Sk b b Ik b b b Ik Sk Ik I IR R Ik Sk Ik kI Sk Ik kI Sk S kR Ik Ik Ik Ik kI kS Ik Ik Ik Ik kI

-->

<! ELEMENT Signature (Manifest, Value+) >
<! ATTLI ST Signature

I D I D #| MPLI ED
>

<! ELEMENT Mani f est
( Al gori t hmt,
Di gest +,
Attribute*,
Origi natorlnfo,
Reci pi ent | nf o+

>

<! ATTLI ST Mani f est
Locat or HRef Base CDATA #| MPLI ED
>

<! ELEMENT Al gorithm (Paraneter*) >
<! ATTLI ST Al gorithm

I D ID #REQUI RED
type (di gest| signature) #1 MPLI ED
nane NMICKEN #REQUI RED
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<! ELEMENT Di gest (Locator, Value) >
<l ATTLI ST Di gest

Di gest Al gori t hnRef | DREF #REQUI RED
>

<! ELEMENT Attribute ANY >
<I ATTLI ST Attribute
type NMTOKEN #REQUI RED
critical ( true | false) #REQUI RED
>

<l ELEMENT Originatorlnfo ANY >
<! ATTLI ST Originatorlnfo

Ori gi nat or Ref NMTOKEN #| MPLI ED
>

<! ELEMENT Reci pi entlnfo ANY >
<! ATTLI ST Reci pientlnfo

Si gnat ur eAl gori t hnRef | DREF #REQUI RED
Si gnat ur eVal ueRef | DREF #1 MPLI ED
Si gnat ur eCer t Ref | DREF #1 MPLI ED
Reci pi ent Ref s NMIOKENS #| MPLI ED

>

<! ELEMENT Keyl dentifier EMPTY>
<! ATTLI ST Keyl dentifier

val ue CDATA #REQUI RED
>

<I ELEMENT Par anmeter ANY >
<! ATTLI ST Par anet er

type CDATA #REQUI RED
>
<I--
khkkhkhkhhkhkhkhhkhkhkhkhkhhkhhkhhkhdkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkrkrkrkhkhkix
* | OTP CERTI FI CATE COVPONENT DEFI NI TI ON *
RR IR R Ik Sk b Sk Ik b b b Ik Sk Ik I IR R Ik Ik Ik kI Sk Ik S kI kS kI Ik Ik R Ik Ik Ik Ik S Ik kI kS I I Rk i
-->

<! ELEMENT Certificate
( IssuerAndSerial Nunber, ( Value | Locator ) )
>

<I ATTLI ST Certificate

| D | D #| MPLI ED
type NMTOKEN #REQUI RED
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<! ELEMENT | ssuer AndSeri al Nunber EMPTY >
<! ATTLI ST | ssuer AndSeri al Nunber
i ssuer CDATA #REQUI RED
nunber CDATA #REQUI RED
>

<I--
RR IR R Ik Sk Ik b Sk b b b Ik Sk Ik I IR R Ik Sk Ik Ik I Sk Ik kI Sk I kSR Ik Ik Ik Ik kS Ik kI kI kI ki

* | OTP SHARED COVPONENT DEFI NI TI ON *
kkhkkhkkkhkhkkhkhkkhkhkhkhkkhkhhkhkhkhkhkkhkhhkhkhkkhkhkkhkhhkhkkhkhkkhkhkikkhkhkkkhkkkikkk*
-->
<! ELEVENT Val ue ( #PCDATA ) >
<! ATTLI ST Val ue

I D ID #| MPLI ED

encodi ng (base64| none " base64’
>

<! ELEMENT Locat or EMPTY>

<! ATTLI ST Locat or
xm i nk CDATA #FI XED " sinpl e’
hr ef CDATA #REQUI RED

>

8. Security Considerations
This entire docunent concerns the | OTP vl protocol signature el enent
which is used for authentication. See the Security Consi derations

section of [RFC 2801] "Internet Open Trading Protocol - [OIP, Version
1.0".
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