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Abstract

The Point-to-Point Protocol (PPP) provides a standard nethod for
transporting nulti-protocol datagrans over point-to-point |inks.

The PPP Conpression Control Protocol provides a nmethod to negotiate
and utilize conpression protocols over PPP encapsul ated |inks.

M crosoft Point to Point Encryption (MPPE) is a means of representing
PPP packets in an encrypted form MPPE uses the RSA R4 algorithmto
provi de data confidentiality. The length of the session key to be
used for initializing encryption tables can be negotiated. MPPE
currently supports 40-bit, 56-bit and 128-bit session keys. MPPE
sessi on keys are changed frequently; the exact frequency depends upon
the options negotiated, but may be every packet. MPPE is negoti ated
within option 18 in the Conpression Control Protocol

Thi s docunent describes the nethod used to derive initial MPPE
session keys froma variety of credential types. It is expected that
this neno will be updated whenever M crosoft defines a new key
derivation nmethod for MPPE, since its primary purpose is to provide
an open, easily accessible reference for third-parties wishing to
interoperate with M crosoft products.

MPPE itself (including the protocol used to negotiate its use, the

details of the encryption nethod used and the algorithmused to
change session keys during a session) is described in RFC 3078.
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1. Specification of Requirenments

In this docunment, the key words "MAY", "MJST, "MJST NOT", "optional",
"recomended", "SHOULD', and "SHOULD NOT" are to be interpreted as
described in [6].

2. Deriving Session Keys from M5- CHAP Credenti al s

The M crosoft Chal |l enge- Handshake Authentication Protocol (Ms CHAP-1)
[2] is a Mcrosoft-proprietary PPP [1] authentication protocol,
providing the functionality to which LAN-based users are accustoned
while integrating the encryption and hashing al gorithnms used on

W ndows net wor ks.
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/*

1.

The followi ng sections detail the nmethods used to derive initial
sessi on keys (40-, 56- and 128-bit) from Ms-CHAP-1 credenti al s.

| npl emrent ati on Not e

The initial session key in both directions is derived fromthe
credentials of the peer that initiated the call and the challenge
used (if any) is the challenge fromthe first authentication

This is true for both unilateral and bilateral authentication, as
well as for each link in a nultilink bundle. In the nulti-chassis
multilink case, inplenentations are responsible for ensuring that
the correct keys are generated on all participating machines.

Generating 40-bit Session Keys

MPPE uses a derivative of the peer’s LAN Manager password as the 40-
bit session key used for initializing the RC4 encryption tables.

The first step is to obfuscate the peer’s password using the
LmPasswor dHash() function (described in [2]). The first 8 octets of
the result are used as the basis for the session key generated in the
foll ow ng way:

* PasswordHash is the basis for the session key
* SessionKey is a copy of PasswordHash and is the generative session key
* 8is the length (in octets) of the key to be generated.

*

*/

Get _Key( Passwor dHash, Sessi onKey, 8)

/*

* The effective length of the key is reduced to 40 bits by
* replacing the first three bytes as foll ows:

*/

Sessi onKey[ 0] = Oxd1l ;
Sessi onKey[ 1] = 0x26 ;
Sessi onKey[ 2] = 0x9e

2.

2.

Generating 56-bit Session Keys

MPPE uses a derivative of the peer’s LAN Manager password as the 56-
bit session key used for initializing the RC4 encryption tables.

The first step is to obfuscate the peer’s password using the
LmPasswor dHash() function (described in [2]). The first 8 octets of
the result are used as the basis for the session key generated in the
foll ow ng way:
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/*

* PasswordHash is the basis for the session key

* SessionKey is a copy of PasswordHash and is the generative session key
* 8is the length (in octets) of the key to be generated.

*

*/

CGet _Key(Passwor dHash, SessionKey, 8)

/*

* The effective length of the key is reduced to 56 bits by
* replacing the first byte as follows:

*/

Sessi onKey[ 0] = Oxd1l ;

2.3. Generating 128-bit Session Keys

MPPE uses a derivative of the peer’s Wndows NT password as the 128-
bit session key used for initializing encryption tables.

The first step is to obfuscate the peer’s password using

Nt Passwor dHash() function as described in [2]. The first 16 octets
of the result are then hashed again using the MM algorithm The
first 16 octets of the second hash are used as the basis for the
session key generated in the foll ow ng way:

/*

* Chal l enge (as described in [9]) is sent by the PPP authenticator
* during authentication and is 8 octets |ong.

* Nt Passwor dHashHash is the basis for the session key.

* On return, Initial SessionKey contains the initial session

* key to be used.

*/

Get _Start_Key(Chal |l enge, Nt PasswordHashHash, 1nitial Sessi onKey)

/*

* Current SessionKey is a copy of Initial Sessi onKey
* and is the generative session key.

* Length (in octets) of the key to generate is 16.
*

*/

Get _Key(Initial Sessi onKey, Current Sessi onKey, 16)
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2.4. Key Derivation Functions
The followi ng procedures are used to derive the session key.

/*
* Pads used in key derivation
*/

SHApad1[ 40] =
{0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, O0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, O0x00};

SHApad2[ 40] =
{Oxf2, Oxf2, Oxf2, Oxf2, Oxf2, Oxf2, Oxf2, Oxf2, Oxf2, Oxfz2,
Oxf2, Oxf2, Oxf2, Oxf2, Oxf2, Oxf2, Oxf2, Oxf2, O0xf2, Oxf2,
Oxf2, Oxf2, Oxf2, Oxf2, Oxf2, Oxf2, Oxf2, Oxf2, O0xf2, Oxf2,
Oxf2, Oxf2, Oxf2, Oxf2, Oxf2, Oxf2, O0xf2, Oxf2, Oxf2, Oxf2};

/*
* SHAInit(), SHAUpdate() and SHAFi nal () functions are an
* inplenentation of Secure Hash Al gorithm (SHA-1) [7]. These are
* available in public domain or can be |icensed from
* RSA Data Security, Inc.
*
* 1) Initial SessionKey is 8 octets long for 56- and 40-bit
* session keys, 16 octets long for 128 bit session keys.
* 2) CurrentSessionKey is same as |nitial Sessi onKey when this
* routine is called for the first tine for the session
*/
Get _Key(

N I nitial Sessi onKey,
N OQUT Current Sessi onKey
N Lengt hOf Desi r edKey )

Ay — — —

SHAI ni t ( Cont ext)
SHAUpdat e( Cont ext, Initial Sessi onKey, Lengt hOf DesiredKey)
SHAUpdat e( Cont ext, SHAPadl, 40)
SHAUpdat e( Cont ext, Current Sessi onKey, Lengt hOf Desi redKey)
SHAUpdat e( Cont ext, SHAPad2, 40)
SHAFi nal (Cont ext, Di gest)
mencpy( Current Sessi onKey, Digest, LengthOf DesiredKey)
}

Get _Start_Key(
I N Chall enge,
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I N Nt Passwor dHashHash
QUT I nitial Sessi onKey)

{
SHAI ni t ( Cont ext)
SHAUpdat e( Cont ext, Nt Passwor dHashHash, 16)
SHAUpdat e( Cont ext, Nt Passwor dHashHash, 16)
SHAUpdat e( Cont ext, Chal | enge, 8)
SHAFi nal (Cont ext, Di gest)
mencpy( |l nitial Sessi onKey, Digest, 16)

}

2.5. Sanple Key Derivations

The followi ng sections illustrate 40-, 56- and 128-bit key
derivations. All internediate values are in hexadeci nal

2.5.1. Sanple 40-bit Key Derivation
Initial Val ues
Password = "client Pass"

Step 1: LnmPasswor dHash(Password, PasswordHash)
PasswordHash = 76 al 52 93 60 96 d7 83 0Oe 23 90 22 74 04 af d2

Step 2: Copy PasswordHash to Sessi onKey
Sessi onKey = 76 al 52 93 60 96 d7 83 Oe 23 90 22 74 04 af d2

Step 3: Get Key(PasswordHash, SessionKey, 8)
Sessi onKey = d8 08 01 53 8c ec 4a 08

Step 4: Reduce the effective key length to 40 bits
Sessi onKey = dl1 26 9e 53 8c ec 4a 08

2.5.2. Sanple 56-bit Key Derivation

Initial Values
Password = "client Pass"

Step 1: LnmPasswor dHash(Password, PasswordHash)
PasswordHash = 76 al 52 93 60 96 d7 83 0Oe 23 90 22 74 04 af d2

Step 2: Copy PasswordHash to Sessi onKey
Sessi onKey = 76 al 52 93 60 96 d7 83 Oe 23 90 22 74 04 af d2

Step 3: Get Key(PasswordHash, SessionKey, 8)
Sessi onKey = d8 08 01 53 8c ec 4a 08
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Step 4: Reduce the effective key length to 56 bits
Sessi onKey = d1 08 01 53 8c ec 4a 08

2.5.3. Sanple 128-bit Key Derivation

Initial Val ues
Password = "client Pass"
Chal l enge = 10 2d b5 df 08 5d 30 41

Step 1. Nt Passwor dHash(Password, PasswordHash)
Passwor dHash = 44 eb ba 8d 53 12 b8 d6 11 47 44 11 f5 69 89 ae

Step 2: PasswordHashHash = MD4(Passwor dHash)
Passwor dHashHash = 41 cO Oc 58 4b d2 d9 1c 40 17 a2 al 2f a5 9f 3f

Step 3. Get StartKey(Chall enge, PasswordHashHash, |nitial Sessi onKey)
Initial SessionKey = a8 94 78 50 cf cO ac ca d1 78 9f b6 2d dc dd bO

Step 4. Copy Initial SessionKey to Current Sessi onKey
Current Sessi onKey = a8 94 78 50 cf cO ac cl1 d1 78 9f b6 2d dc dd bO

Step 5: GetKey(lnitial Sessi onKey, Current Sessi onKey, 16)
Current Sessi onKey = 59 d1 59 bc 09 f7 6f 1d a2 a8 6a 28 ff ec Ob le

3. Deriving Session Keys from M5- CHAP-2 Credenti al s

Version 2 of the Mcrosoft Chall enge- Handshake Authenti cation
Protocol (Ms-CHAP-2) [8] is a Mcrosoft-proprietary PPP

aut henti cation protocol, providing the functionality to which LAN
based users are accustoned while integrating the encryption and
hashi ng al gorithnms used on W ndows networks.

The followi ng sections detail the nmethods used to derive initial
session keys from Ms-CHAP-2 credentials. 40-, 56- and 128-bit keys
are all derived using the same algorithmfromthe authenticating
peer’s Wndows NT password. The only difference is in the |length of
the keys and their effective strength: 40- and 56-bit keys are 8
octets in length, while 128-bit keys are 16 octets long. Separate
keys are derived for the send and receive directions of the session.

| npl emrent ati on Not e

The initial session keys in both directions are derived fromthe
credentials of the peer that initiated the call and the chall enges
used are those fromthe first authentication. This is true as
well for each link in a nmultilink bundle. 1In the multi-chassis
multilink case, inplenentations are responsible for ensuring that
the correct keys are generated on all participating machines.
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3.1. Generating 40-bit Session Keys

When used in conjunction with M5-CHAP-2 authentication, the initial
MPPE sessi on keys are derived fromthe peer’s Wndows NT password.

The first step is to obfuscate the peer’s password using
Nt Passwor dHash() function as described in [8].

Nt Passwor dHash( Passwor d, Passwor dHash)

The first 16 octets of the result are then hashed again using the M4
al gorithm

Passwor dHashHash = nd4( Passwor dHash)

The first 16 octets of this second hash are used together with the
NT- Response field fromthe Ms-CHAP-2 Response packet [8] as the
basis for the master session key:

Get Mast er Key( Passwor dHashHash, Nt Response, Mast er Key)

Once the master key has been generated, it is used to derive two 40-
bit session keys, one for sending and one for receiving:

Get Asynmmet ri cSt art Key( Mast er Key, Mast er SendKey, 8, TRUE, TRUE)
Get Asymmet ri cSt art Key( Mast er Key, Mast er Recei veKey, 8, FALSE, TRUE)

The master session keys are never used to encrypt or decrypt data;
they are only used in the derivation of transient session keys. The
initial transient session keys are obtained by calling the function
Get NewKeyFronSHA() (described in [3]):

Get NewKeyFr onSHA( Mast er SendKey, Mast er SendKey, 8, SendSessi onKey)
Get NewKeyFr onSHA( Mast er Recei veKey, Mast er Recei veKey, 8,
Recei veSessi onKey)

Next, the effective strength of both keys is reduced by setting the
first three octets to known constants:

SendSessi onKey[ 0] = Recei veSessi onKey[ 0] = 0xdl
SendSessi onKey[ 1] = Recei veSessi onKey[ 1] = 0x26
SendSessi onKey[ 2] = Recei veSessi onKey[ 2] = 0x9e

Finally, the RC4 tables are initialized using the new session keys:

rc4_key(SendRC4key, 8, SendSessi onKey)
rc4_key(Recei veRC4key, 8, ReceiveSessi onKey)
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3.2. Generating 56-bit Session Keys

When used in conjunction with M5-CHAP-2 authentication, the initial
MPPE sessi on keys are derived fromthe peer’s Wndows NT password.

The first step is to obfuscate the peer’s password using
Nt Passwor dHash() function as described in [8].

Nt Passwor dHash( Passwor d, Passwor dHash)

The first 16 octets of the result are then hashed again using the M4
al gorithm

Passwor dHashHash = nd4( Passwor dHash)

The first 16 octets of this second hash are used together with the
NT- Response field fromthe M- CHAP-2 Response packet [8] as the basis
for the master session key:

Get Mast er Key( Passwor dHashHash, Nt Response, Mast er Key)

Once the master key has been generated, it is used to derive two
56-bit session keys, one for sending and one for receiving:

Get Asynmmet ri cSt art Key( Mast er Key, Mast er SendKey, 8, TRUE, TRUE)
Get Asymmet ri cSt art Key( Mast er Key, Mast er Recei veKey, 8, FALSE, TRUE)

The master session keys are never used to encrypt or decrypt data;
they are only used in the derivation of transient session keys. The
initial transient session keys are obtained by calling the function
Get NewKeyFronSHA() (described in [3]):
Get NewKeyFr onSHA( Mast er SendKey, Mast er SendKey, 8, SendSessi onKey)
Get NewKeyFr onSHA( Mast er Recei veKey, Mast er Recei veKey, 8,
Recei veSessi onKey)

Next, the effective strength of both keys is reduced by setting the
first octet to a known constant:

SendSessi onKey[ 0] = Recei veSessi onKey[ 0] = 0xdl
Finally, the RC4 tables are initialized using the new session keys:

rc4_key(SendRC4key, 8, SendSessi onKey)
rc4_key(Recei veRC4key, 8, ReceiveSessi onKey)
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3.3. Generating 128-bit Session Keys

When used in conjunction with M5-CHAP-2 authentication, the initial
MPPE sessi on keys are derived fromthe peer’s Wndows NT password.

The first step is to obfuscate the peer’s password using
Nt Passwor dHash() function as described in [8].

Nt Passwor dHash( Passwor d, Passwor dHash)

The first 16 octets of the result are then hashed again using the M4
al gorithm

Passwor dHashHash = nd4( Passwor dHash)

The first 16 octets of this second hash are used together with the
NT- Response field fromthe M- CHAP-2 Response packet [8] as the basis
for the master session key:

Get Mast er Key( Passwor dHashHash, Nt Response, Mast er Key)

Once the master key has been generated, it is used to derive two
128-bit master session keys, one for sending and one for receiving:

Get Asynmmet ri cSt art Key( Mast er Key, Mast er SendKey, 16, TRUE, TRUE)
Get Asymmret ri cSt art Key( Mast er Key, Mast er Recei veKey, 16, FALSE, TRUE)

The master session keys are never used to encrypt or decrypt data;
they are only used in the derivation of transient session keys. The
initial transient session keys are obtained by calling the function
Get NewKeyFronSHA() (described in [3]):

Get NewKeyFr onSHA( Mast er SendKey, Mast er SendKey, 16, SendSessi onKey)
Get NewKeyFr onSHA( Mast er Recei veKey, Mast er Recei veKey, 16,
Recei veSessi onKey)
Finally, the RC4 tables are initialized using the new session keys:

rc4_key(SendRC4key, 16, SendSessi onKey)
rc4_key(Recei veRC4key, 16, ReceiveSessi onKey)
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3. 4.

The follow ng procedures are used to

/*

MPPE Key Derivation

Key Derivation Functions

* Pads used in key derivation

*/

SHSpadl[ 40] =
{0x00, 0x00,
0x00, 0x00,
0x00, 0x00,
0x00, 0x00,

SHSpad2[ 40] =
{0Oxf 2, Oxf2,
Oxf 2, Oxf2,
Oxf 2, Oxf2,
Oxf 2, Oxf2,

/*

0x00,
0x00,
0x00,
0x00,

Ooxf 2,
Ooxf 2,
Ooxf 2,
Ooxf 2,

* "Magi c" constants

*/

Magi c1[ 27] =
{0x54, 0x68,
0x68, 0x65,
0x61, O0x73,

Magi c2[ 84] =
{0x4f, Ox6e,
0x65, Ox6e,
0x74, 0x68,
0x65, 0x20,
0x3b, 0x20,
0x65, 0x72
Ox2c, 0x20,
0x65, 0x20,
Ox6b, 0x65,

Magi c3[ 84] =
{0x4f, Ox6e,
0x65, Ox6e,
0x74, 0x68,
0x65, 0x20,
Ox6b, 0x65,
0x65, 0x20,
0x69, 0x64,

Zorn

0x69,
0x20,
Ox74,

0x20,
0x74,
0x69,
0x73,
Ox6f ,
0x76,
0x69,
0x72,
0x79,

0x20,
0x74,
0x69,
0x72,
0x79,
0x73,
0x65,

0x00,
0x00,
0x00,
0x00,

Ooxf 2,
Ooxf 2,
Ooxf 2,
Ooxf 2,

used in key derivations

0x73,
Ox4d,
0x65,

0x74,
0x20,
0x73,
0x65,
Ox6e,
0x65,
0x74,
0x65,
0x2e};

0x74,
0x20,
0x73,
0x65,
0x3b,
0x65,
Ox2c,

0x00,
0x00,
0x00,
0x00,

0x00,
0x00,
0x00,
0x00,

Ooxf 2,
Ooxf 2,
Ooxf 2,
Ooxf 2,

Ooxf 2,
Ooxf 2,
Ooxf 2,
Ooxf 2,

0x20,
0x50,
0x72,

0x69,
0x50,
0x20,

0x68,
0x73,
0x20,
Ox6e,
0x20,
0x72,
0x20,
0x63,

0x65,
0x69,
0x69,
0x64,
0x74,
0x20,
0x69,
0x65,

0x68,
0x73,
0x20,
0x63,
0x20,
0x72,
0x20,

0x65,
0x69,
0x69,
0x65,
Ox6f ,
0x76,
0x69,

| nf or mat i onal

0x00,
0x00,
0x00,
0x00,

Ooxf 2,
Ooxf 2,
Ooxf 2,
Ooxf 2,

0Ox73,
0x45,
0x4b,

0x20,
0x64,
0x73,
0x20,
0x68,
0x73,
0x73,
0x69,

0x20,
0x64,
0x73,
0x69,
Ox6e,
0x65,
0x74,

0x00,
0x00,
0x00,
0x00,

Ooxf 2,
Ooxf 2,
Ooxf 2,
Ooxf 2,

0x20,
0x20,
0x65,

0x63,
0x65,
0x20,
0x6b,
0x65,
0x69,
0x20,
0x76,

0x63,
0x65,
0x20,
0x76,
0x20,
0x72,
0x20,

0x00,
0x00,
0x00,
0x00,

Ooxf 2,
Ooxf 2,
Ooxf 2,
Ooxf 2,

0x74,
0x4d,
0x79};

Ox6c¢,
Ox2c,
0x74,
0x65,
0x20,
0x64,
0x74,
0x65,

Ox6c¢,
Ox2c,
0x74,
0x65,
0x74,
0x20,
0x69,

March 2001

derive the session key.

0x00,
0x00,
0x00,
0x00};

Ooxf 2,
Ooxf 2,
Ooxf 2,
Oxf 2};

0x69,
0x20,
0x68,
0x79,
0x73,
0x65,
0x68,
0x20,

0x69,
0x20,
0x68,
0x20,
0x68,
0x73,
0x73,
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0x20, Ox74, 0x68, 0x65, 0x20, 0x73, 0x65, O0x6e, 0x64, 0x20,
0x6b, 0x65, 0x79, O0x2e};

Get Mast er Key(

IN 16-octet PasswordHashHash,
IN 24-octet NTResponse,

QUT 16-octet MasterKey )

20- oct et Di gest
ZeroMenor y(Di gest, sizeof (Digest));

/*
* SHSInit(), SHSUpdate() and SHSFi nal ()

* are an inplenmentation of the Secure Hash Standard [7].
*/

SHSI ni t ( Cont ext ) ;

SHSUpdat e( Cont ext, Passwor dHashHash, 16);
SHSUpdat e( Cont ext, NTResponse, 24);
SHSUpdat e( Cont ext, Magi cl, 27);

SHSFi nal (Cont ext, Digest);

MoveMenor y( Mast er Key, Digest, 16);

}

VO D

Get AsynetricStart Key(

IN 16-octet Mast er Key,

QUT 8-to-16 octet Sessi onKey,

IN | NTEGER Sessi onKeyLengt h,
IN BOOLEAN | sSend,

IN BOOLEAN | sServer )

{

20-octet Digest;
Zer oMenor y( Di gest, 20);

if (1sSend) {
if (lsServer) {
s = Magic3
} else {
s = Magic2
}

} else {
if (lsServer) {
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s = Magic2
} else {
s = Magic3
}
}
/*

* SHSInit(), SHSUpdate() and SHSFi nal ()
* are an inplenmentation of the Secure Hash Standard [7].
*/

SHSI ni t (Cont ext) ;
SHSUpdat e( Cont ext, MasterKey, 16);
SHSUpdat e( Cont ext, SHSpadl, 40);
SHSUpdat e( Cont ext, s, 84);
SHSUpdat e( Cont ext, SHSpad2, 40);
SHSFi nal (Cont ext, Digest);

MoveMenor y( Sessi onKey, Di gest, SessionKeylLength);
}

3.5. Sanple Key Derivations

The followi ng sections illustrate 40-, 56- and 128-bit key
derivations. Al internedi ate values are in hexadeci nal

3.5.1. Sanple 40-bit Key Derivation

Initial Values

User Name = "User"
= 55 73 65 72
Passwor d “clientPass"

63 00 6C 00 69 00 65 00 6E 00
74 00 50 00 61 00 73 00 73 00

Aut henti cat or Chal | enge = 5B 5D 7C 7D 7B 3F 2F 3E 3C 2C
60 21 32 26 26 28
Peer Chal | enge = 21 40 23 24 25 5E 26 2A 28 29 5F 2B 3A 33 7C 7E
Chal l enge = DO 2E 43 86 BC E9 12 26
NT- Response =
82 30 9E CD 8D 70 8B 5E A0 8F AA 39 81 CD 83 54 42 33
11 4A 3D 85 D6 DF

Step 1. Nt Passwor dHash(Password, PasswordHash)
PasswordHash = 44 EB BA 8D 53 12 B8 D6 11 47 44 11 F5 69 89 AE
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Step 2: PasswordHashHash = MD4( Passwor dHash)
Passwor dHashHash = 41 CO 0C 58 4B D2 D9 1C 40 17 A2 Al 2F A5 9F 3F

Step 3: Derive the naster key (GetMasterKey())
MasterKey = FD EC E3 71 7A 8C 83 8C B3 88 E5 27 AE 3C DD 31

Step 4. Derive the nmaster send session key (Get AsynmetricStartKey())
SendSt art Key40 = 8B 7C DC 14 9B 99 3A 1B

Step 5: Derive the initial send session key (Get NewKeyFronSHA())
SendSessi onKey40 = D1 26 9E C4 9F A6 2E 3E

Sampl e Encrypted Message
rc4( SendSessi onKey40, "test message") = 92 91 37 91 7E 58 03 D6
68 D7 58 98

3.5.2. Sanple 56-bit Key Derivation
Initial Values

User Name = "User"
55 73 65 72

"clientPass"
63 00 6C 00 69 00 65 00 6E 00 74 00 50
00 61 00 73 00 73 00

Passwor d

Aut henti cat or Chal | enge = 5B 5D 7C 7D 7B 3F 2F 3E 3C 2C
60 21 32 26 26 28
Peer Chal | enge = 21 40 23 24 25 5E 26 2A 28 29 5F 2B 3A 33 7C 7E

Chal l enge = DO 2E 43 86 BC E9 12 26

NT- Response =

82 30 9E CD 8D 70 8B 5E A0 8F AA 39 81 CD 83 54 42 33
11 4A 3D 85 D6 DF

Step 1. Nt Passwor dHash(Password, PasswordHash)
PasswordHash = 44 EB BA 8D 53 12 B8 D6 11 47 44 11 F5 69 89 AE

Step 2: PasswordHashHash = MD4(Passwor dHash)
Passwor dHashHash = 41 CO OC 58 4B D2 D9 1C 40 17 A2 Al 2F A5 9F 3F

Step 3: Derive the nmaster key (GetMasterKey())
MasterKey = FD EC E3 71 7A 8C 83 8C B3 88 E5 27 AE 3C DD 31

Step 4. Derive the nmaster send session key (Get AsynmetricStartKey())
SendSt art Key56 = 8B 7C DC 14 9B 99 3A 1B
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Step 5: Derive the initial send session key (Get NewKeyFronSHA())
SendSessi onKey56 = D1 5C 00 C4 9F A6 2E 3E

Sampl e Encrypted Message
rc4( SendSessi onKey40, "test message") = 3F 10 68 33 FA 44 8D
A8 42 BC 57 58

3.5.3. Sanple 128-bit Key Derivation
Initial Values

User Name = "User"
55 73 65 72

Passwor d “clientPass"

63 00 6C 00 69 00 65 00 6E 00
74 00 50 00 61 00 73 00 73 00

Aut henti cat or Chal | enge = 5B 5D 7C 7D 7B 3F 2F 3E 3C 2C
60 21 32 26 26 28

Peer Chal | enge = 21 40 23 24 25 5E 26 2A 28 29 5F 2B 3A 33 7C 7E
Chal l enge = DO 2E 43 86 BC E9 12 26

NT- Response =

82 30 9E CD 8D 70 8B 5E A0 8F AA 39 81 CD 83 54 42 33

11 4A 3D 85 D6 DF

Step 1. Nt Passwor dHash(Password, PasswordHash)
PasswordHash = 44 EB BA 8D 53 12 B8 D6 11 47 44 11 F5 69 89 AE

Step 2: PasswordHashHash = MD4(Passwor dHash)
Passwor dHashHash = 41 CO OC 58 4B D2 D9 1C 40 17 A2 Al 2F A5 9F 3F

Step 2. Derive the nmaster key (Get MasterKey())
MasterKey = FD EC E3 71 7A 8C 83 8C B3 88 E5 27 AE 3C DD 31

Step 3: Derive the send naster session key (GetAsymetricStartKey())
SendSt art Key128 = 8B 7C DC 14 9B 99 3A 1B Al 18 CB 15 3F 56 DC CB

Step 4. Derive the initial send session key (Get NewKeyFronSHA())
SendSessi onKey128 = 40 5C B2 24 7A 79 56 E6 E2 11 00 7A E2 7B 22 D4

Sampl e Encrypted Message

rc4(SendSessi onKey128, "test nessage") = 81 84 83 17 DF 68
84 62 72 FB 5A BE
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4. Deriving MPPE Session Keys from TLS Sessi on Keys

The Extensible Authentication Protocol (EAP) [10] is a PPP extension
that provides support for additional authentication nmethods wthin
PPP. Transport Level Security (TLS) [11] provides for mnutual
authentication, integrity-protected ciphersuite negotiation and key
exchange between two endpoints. EAP-TLS [12] is an EAP

aut hentication type which allows the use of TLS within the PPP

aut hentication franework. The follow ng sections describe the

nmet hods used to derive initial session keys from TLS sessi on keys.
56-, 40- and 128-bit keys are derived using the sane algorithm The
only difference is in the length of the keys and their effective
strength: 56- and 40-bit keys are 8 octets in length, while 128-bit
keys are 16 octets long. Separate keys are derived for the send and
receive directions of the session

4.1. Cenerating 40-bit Session Keys

When MPPE is used in conjunction with EAP-TLS authentication, the TLS
master secret is used as the master session key.

The algorithmused to derive asymretrical master session keys from
the TLS master secret is described in [12]. The naster session keys
are never used to encrypt or decrypt data; they are only used in the
derivation of transient session keys.

| npl emrent ati on Not e

If the asymmetrical master keys are less than 8 octets in |ength,
they MJUST be padded on the left with zeroes before being used to
derive the initial transient session keys. Conversely, if the
asymetrical master keys are nore than 8 octets in length, they
nmust be truncated to 8 octets before being used to derive the
initial transient session keys.

The initial transient session keys are obtained by calling the
function Get NewKeyFrontSHA() (described in [3]):

Get NewKeyFr onSHA( Mast er SendKey, Mast er SendKey, 8, SendSessi onKey)
Get NewKeyFr onSHA( Mast er Recei veKey, Mast er Recei veKey, 8,
Recei veSessi onKey)

Next, the effective strength of both keys is reduced by setting the
first three octets to known constants:

SendSessi onKey[ 0] = Recei veSessi onKey[ 0] = 0xD1
SendSessi onKey[ 1] = Recei veSessi onKey[1] = 0x26
SendSessi onKey[ 2] = Recei veSessi onKey[ 2] = Ox9E
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Finally, the RC4 tables are initialized using the new session keys:

rc4_key(SendRC4key, 8, SendSessi onKey)
rc4_key(Recei veRC4key, 8, ReceiveSessi onKey)

4.2. Cenerating 56-bit Session Keys

When MPPE is used in conjunction with EAP-TLS authentication, the TLS
master secret is used as the master session key.

The algorithmused to derive asymretrical master session keys from
the TLS master secret is described in [12]. The naster session keys
are never used to encrypt or decrypt data; they are only used in the
derivation of transient session keys.

| npl emrent ati on Not e
If the asymmetrical master keys are less than 8 octets in | ength,
they MJUST be padded on the left with zeroes before being used to
derive the initial transient session keys. Conversely, if the
asymretrical master keys are nore than 8 octets in length, they
nmust be truncated to 8 octets before being used to derive the
initial transient session keys.

The initial transient session keys are obtained by calling the
function Get NewKeyFrontBSHA() (described in [3]):

Get NewKeyFr onSHA( Mast er SendKey, Mast er SendKey, 8, SendSessi onKey)
Get NewKeyFr onSHA( Mast er Recei veKey, Mast er Recei veKey, 8,
Recei veSessi onKey)

Next, the effective strength of both keys is reduced by setting the
initial octet to a known constant:

SendSessi onKey[ 0] = Recei veSessi onKey[ 0] = 0xD1
Finally, the RC4 tables are initialized using the new session keys:

rc4_key(SendRC4key, 8, SendSessi onKey)
rc4_key(Recei veRC4key, 8, ReceiveSessi onKey)

4.3. Cenerating 128-bit Session Keys

When MPPE is used in conjunction with EAP-TLS authentication, the TLS
master secret is used as the master session key.
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The algorithmused to derive asymretrical master session keys from
the TLS master secret is described in [12]. Note that the send key
on one side is the receive key on the other.

The master session keys are never used to encrypt or decrypt data;
they are only used in the derivation of transient session keys.

| npl emrent ati on Not e

If the asymmetrical master keys are |less than 16 octets in | ength,
they MJUST be padded on the left with zeroes before being used to
derive the initial transient session keys. Conversely, if the
asymetrical master keys are nore than 16 octets in length, they
nmust be truncated to 16 octets before being used to derive the
initial transient session keys.

The initial transient session keys are obtained by calling the
function Get NewKeyFrontSHA() (described in [3]):

Get NewKeyFr onSHA( Mast er SendKey, Mast er SendKey, 16, SendSessi onKey)
Get NewKeyFr onSHA( Mast er Recei veKey, Mast er Recei veKey, 16,
Recei veSessi onKey)

Finally, the RC4 tables are initialized using the new session keys:

rc4_key(SendRC4key, 16, SendSessi onKey)
rc4_key(Recei veRC4key, 16, ReceiveSessi onKey)

5. Security Considerations
5.1. MsS-CHAP Credential s

Because of the way in which 40-bit keys are derived from Ms- CHAP-1
credentials, the initial 40-bit session key will be identical in al
sessi ons established under the sane peer credentials. For this
reason, and because RC4 with a 40-bit key length is believed to be a
relatively weak cipher, peers SHOULD NOT use 40-bit keys derived from
the LAN Manager password hash (as described above) if it can be

avoi ded.

Since the MPPE session keys are derived fromuser passwords (in the
M5- CHAP-1 and Ms-CHAP-2 cases), care should be taken to ensure the
sel ection of strong passwords and passwords shoul d be changed
frequently.
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5.2. EAP-TLS Credentials

The strength of the session keys is dependent upon the security of
the TLS protocol

The EAP server may be on a separate machine fromthe PPP
authenticator; if this is the case, adequate care nust be taken in
the transm ssion of the EAP-TLS master keys to the authenticator
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