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Abstract

This specification proposes a protocol to create grouped symetric
keys and distribute them anongst comruni cating peers. This protocol
has the follow ng advantages: 1) virtually invisible to operator, 2)
no central key distribution site is needed, 3) only group menbers
have the key, 4) sender or receiver oriented operation, 5) can nake
use of nulticast comunications protocols.

1 Background

Traditional key managenment distribution has mmicked the mlitary
paper based key accounting system Key was distributed, ordered, and
accounted physically leading to large lead tinmes and expensive
operati ons.

Cooperative key managenent al gorithnms exist that allow pairw se keys
to be generated between two equi pnent’s. This gives the a quicker
nore reliable key managenment structure capabl e of supporting |arge
nunbers of secure conmunications. Unfortunately, only pairw se keys
are supported using these nmethods today.
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Thi s docunent describes a protocol for establishing and rekeying
groups of cryptographic keys (nore than two) on the internet. W
refer to the approach as the G oup Key Managenment Protocol (GKMP).

1.1 Protocol Overview

The GKMP creates key for cryptographic groups, distributes key to the
group menbers, ensures (via peer to peer reviews) rule based access
control of keys, denies access to known conproni sed hosts, and all ow
hi erarchical control of group actions.

The key generation concept used by the GKMP is cooperative generation
between two protocol entities. There are several key generation
algorithnms viable for use in the GKMP (i.e., RSA Diffe-Hell mn,
elliptic curves). Al these algorithns use asymmetric key technol ogy
to pass information between two entities to create a single

crypt ographi c key.

The GKMP then distributes the group keys to qualified GKMP entities.
This distribution process is a nmutually suspicious process (al
actions and identities must be verified).

The GKMP provides a peer to peer review process. Protocol entities
pass pernission certificates (PC) as part of the group key
distribution process. The PCs contain access control information
about a particular site. This access control information is assigned
by a higher authority which then signs the PC. Therefor each entity
can verify the pernissions of any other GKMP entity but can nodify
none. Each protocol entity checks the pernissions and conpares them
the | evel of service requested. |If the perm ssions do not exceed or
equal the request, the service is denied.

The GKMP supports conpronise recovery. A list of conpronised GKMP
entities is distributed to group nenbers during key nanagenent
actions. 1In essence, a Conpromise Recovery List (CRL) allows group
menbers to drop connections with conprom sed entities. The GKMP

del egates control of groups to specific group controllers so it wll
be sonmewhat easier to distribute the CRL to the nost inportant GKMP
entities. During each key managenent action the CRL version nunber
is passed, when a CRL update is detected it is downl oaded and
verified (it is signed by a higher authority).

The GKMP al l ows control of group actions. |In certain networks it is
desirable for a higher authority to strictly control the generation
of groups. These networks usually have a central network operations
authority. The GKMP all ows these authorities to renotely order group
actions. These orders are signed by that authority and verified by
all entities involved with the group
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The GKMP is an application layer protocol. |It’s independent of the
under | yi ng comuni cati on protocol. However, if nulticast service is
available it will speed the rekey of the cryptographic groups.

Hence, the CGKMP does use nulticast services if they are avail able.
2 Overview. GKMP Roles

Creation and distribution of grouped key require assignnent of roles.
These identify what functions the individual hosts performin the
protocol. The two primary roles are those of key distributor and
menber. The controller initiates the creation of the key, forms the
key distribution nmessages, and coll ects acknow edgnent of key receipt
fromthe receivers. The nmenbers wait for a distribution nmessage,
decrypt, validate, and acknow edge the receipt of new key.

2.1 Goup controller

The group controller (GC) is the a group nenber with authority to
performcritical protocol actions (i.e., create key, distribute key,
create group rekey nmessages, and report on the progress of these
actions). Al group nmenbers have the capability to be a GC and coul d
assume this duty upon assi gnnent.

The GC hel ps the cryptographic group reach and mai ntain key

synchroni zation. A group nust operate on the sane symetric
cryptographic key. If part of the group |loses or inappropriately
changes it’s key, it will not be able to send or receive data to

anot her host operating on the correct key. Therefor, it is inportant
that those operations that create or change key are unanbi guous and

controlled (i.e., it would not be appropriate for nultiple hosts to
try to rekey a net sinmultaneously). Hence, someone has to be in
charge -- that is the controller

2.2 Goup nenber

Sinply stated a group nmenber is any group host who is not acting as
the controller. The group nmenbers will: assist the controller in
creating key, validate the controller authorization to perform
actions, accept key fromthe controller, request key fromthe
controller, maintain local CRL lists, performpeer review of key
managenent actions, and manage | ocal key.
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3 Data Itemprimtives

3.1 Goup nenbers |ist:
In a sender oriented group, the GC nmust be given a list of net
menbers. The controller will then initiate contact with these net
nmenbers and create the group

3.2 G oup Token:
The group token is created by the authority which conmands a group
The Token contains information the net nenbers need to ensure a
controller is authorized to create a group and exactly what
constrains are intended to be places on the group. The group token
contains the following fields: Goup identification,
o GCID
0 Goup action (create, rekey, delete),
0 Goup pernissions (rules to guide access control),
0 Rekey interval (life span of group key),

o Token version (identifier to identify current token),

0 Token signature (asymmetric signature using the group
commanders private key),

0 Goup commanders public key (this public key is itself signed by
the network security manager to bind the public to a specific net
menber |1D).

3.3 Gp ID

The group must be uniquely identified to allow for several different
groups to coexi st on a network.

3.4 GIEK I D
Uni que identifier of GTEK (can include state information).
3.5 KEK I D

Uni que identifier of GKEK (can include state information).
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3.6 GIEK creation field:

In a cooperative key creation protocol each party contributes sone
field used to create the key.

3.7 GKEK creation field:

In a cooperative key creation protocol each party contributes sone
field used to create the key.

3.8 Distributor signature:
Asynmetric signature using the GCs private key.

3.9 Distributor public key:
Public half of the GCs signature key pair. (this public key is
itself signed by the network security nmanager to bind the public to a
specific net nmenber ID

3.10 Menber signature:
Asynmretric signature using the sel ected nenbers private key.

3.11 Menber public:
Public half of the selected nmenbers signature key pair. (this public
key is itself signed by the network security manager to bind the
public to a specific net nenber ID.

3.12 Controller permn ssions:
Controller perm ssions are assigned by the security manager. The
security managers signature will bind the permi ssions to the
controller ID

3.13 SKEK | D:

This field identifies exactly which SKEK is being created. This
allows nultiple groups to interoperate on a net sinultaneously.

3.14 SKEK creation field:

This field contains the information contributed for use in the KEK
creation process.
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3. 15 Menber permi ssions:

Menber perm ssions are assigned by the security manager. The
security managers signature will bind the permi ssions to the
controller ID.

3.16 Encrypted G p Keys:

This data itemis encrypted in the KEK (session or group) created for
t he downl oad of keys. It is the GIEK and GKEK created for a group.
A checksumis also encrypted. This ensures the confidentiality and
data integrity of the GIEK and GKEK.

3.17 Confirmation of decryption:

This is a short (byte) field indicating decryption of the nessage and
exactly what type of mnmessage was decrypted.

3.18 Request:

A request field contains the specific request one net nenber may make
to another. The requests range from (group join, CRL update,
pai rwi se TEK generation, detection, group creation, status).

Menber delete list:

A list of group nenbers being administratively deleted fromthe
group.

4 Message definitions
4.1 Command_Create G oup:

This nessage contains the following data itemprimtives (G oup
menbers, Gp ID, Gp controller ID, Gp action, G p perm ssions,
Rekey interval, Token version, Token signature, Token public key).
This nessage may be confidential due to the group perm ssions field.
In sensitive systens it will need encryption prior to transm ssion.

4.2 Create G p Keys_1:
Thi s nessage passes the information needed to create the group keys
fromthe GC to the selected net nenber. This nmessage contains (Gp

I D, Request, GIEK ID, GKEK ID, GIEK creation field, GKEK creation
field, Gp token, Controller signature, Controller public)
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4.3 Create G p Keys_2:

Thi s nessage passes the information needed to create the group keys
fromthe selected net nenber to the GC. This nessage contains: (Gp
ID, GTEK ID, GKEK I D, GIEK creation field, GKEK creation field,
menber signature, nmenber public)

4.4 Negotiate G p Keys_ 1:

Thi s nessage passes the group token and GCs permissions to the

sel ected net nenber. This information can be sensitive and needs to
be protected. Therefor, this nmessage is encrypted in the GIEK just
created. This encryption includes the appropriate data integrity
checks. This nmessagel contains: (Gp ID TEK ID KEK ID, G oup

t oken, Controller perm ssions)

4.5 Negotiate G p Keys_ 2:

Thi s nessage passes the selected net nenbers pernissions to the GC
This messagel contains: (Gp ID GIEK ID, GKEK I D, Menber

perm ssions). This information can be sensitive and needs to be
protected. Therefor, this nessage is encrypted in the GIEK j ust
created. This encryption includes the appropriate data integrity
checks.

4.6 Create Session KEK_ 1:

Thi s message sends information to create a KEK for one tinme use
between the GC and sel ected net nenber.

4.7 Create Session KEK 2:

This message sends information to create a KEK for one tinme use
bet ween the sel ected net nenber and GC.

4.8 Negotiate Session Keys_1:

Thi s nessage passes the group ID, SKEK ID, CRL version nunber, G oup
token and GCs perm ssions to the selected net nmenber. This

i nformati on can be sensitive and needs to be protected. Therefor,
this nessage is encrypted. |If an appropriate pairwi se key is
avai |l abl e then that key should be used. |If not the KEK just created
could be used to encrypt the nessage.
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4.9 Negotiate Session Keys_2:
This nessage identifies the group, SKEK, CRL version nunber and the
menber permissions. This information can also be sensitive and needs
protection.

4.10 Downl oad G p Keys:
This nessage includes a GRP ID and Encrypted G p Keys data itens.

4.11 Key downl oad ack:
Thi s nessage contains the GRP ID and Confirnation_decryption data
items. It confirns the receipt and verified decryption of the GTEK
and GKEK.

4.12 Rekey _Milticast:
This nessage contains: Gp ID GIEK ID, GKEK I D, G oup token,
Controller perm ssions. The rekey nessage is encrypted in the GKEK
already resident in all the group nmenber sites. This leads to a
si ngl e nessage capabl e of being accepted by all group nenbers.

4.13 Request _Group_Join:

Thi s nessage contai ns Request, G p ID, Menber Signature, Menber
Publi c.

4.14 Del ete_Group_Keys:

This nessage contains: grp ID, Request, Menber delete list,
Controller signature, Controllers public.

4.15 G p_Keys_Del et ed_Ack:

Thi s message contains (grp ID, menber ID, nenber signature, nenber
public.

4.16 Del ete_Group_Keys:

This nessage contains (grp I D, request, nenber delete |ist,
controller signature, controller public).

4.17 G p_Keys_Del et ed_Ack:

Thi s message contains (grp ID, menber ID, nenber signature, nenber
publi c)

Har ney & Muckenhirn Experi nment al [ Page 8]



RFC 2093 GKMP Speci fication July 1997

5 State definitions

There are thirteen separate states the in the protocol. They are
descri bed bel ow

5.1 State 1:
The source address is checked to ensure it is not on the CRL.
The token field is validated with the public key of the source.
The token version nunber is checked to ensure this token is current.
The group IDis checked to see if this group exists.
The controller ID field is then read. |If the receiver is listed as
the GC, the receiver assumes the role of controller. |If not, the

role assuned is that of receiver

The GC reads the group pernmission field in the group token. It then
verifies that its’ personnel perm ssions exceed or equal those of the

group.
The GC will creates its’ portion of the key creation nessage.
The Create G p Keys_1 nessage is conpleted and transnitted.
5.2 State 2:

The source signature field is validated using the public key of the
sour ce.

The source ID field is conmpared against the local CRL. If the source
is on the CRL the association is term nated.

The request field is read. The local contributions to the group keys
are created.

The Group keys are created and stored pendi ng negoti ati on.

The key table is updated to show the group key pendi ng negoti ati on.
5.3 State 3:

The permission certificate is retrieved and validated using the

security managers public key. The pernissions of the nessage source
are checked to verify they neet or exceed those of the group
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The group token is retrieved and validated using the appropriate
public key.

The token version nunber is checked to ensure the token is current.

The group ID specified in the token is conpared with the actual group
ID. If they are different the exchange is termn nated.

The controller ID specified in the token is conpared with the GC ID.
If they do not match the exchange is term nated.

The | ocal perm ssions are conpared to the pernissions specified for
the group. |If they do not neet or exceed the group perm ssions the
exchange is terminated and a report is generated.

The rekey interval specified in the token is stored |ocally.

The key table is updated to refl ect the key perm ssions, rekey
interval, group ID and current tinme.

5.4 State 4:
The permi ssion certificate is retrieved and validated using the
security nmenbers public key. The perm ssions of the nmessage source
are checked to verify they neet or exceed those of the group

The key table is updated to refl ect the key perm ssions, rekey
interval, group ID and current tinme.

5.5 State 5:

The source signature field is validated using the public key of the
sour ce.

The source ID field is conmpared against the local CRL. If the source
is on the CRL, the association is term nated.

The request field is read. The local contribution to the SKEK are
created. The SKEK is created and stored pending negoti ati on.

The key table is updated to show the SKEK pendi ng negoti ati on.
5.6 State 6:
The permission certificate is retrieved and validated using the

security managers public key. The pernissions of the nessage source
are checked to verify they neet or exceed those of the group
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The group token is retrieved and validated using the appropriate
public key.

The token version nunber is checked to ensure the token is current.
The group ID specified in the token is stored.

The controller ID specified in the token is conpared with the GC ID.
If they do not match the exchange is term nated.

The | ocal perm ssions are conpared to the pernissions specified for
the group. |If they do not neet or exceed the group perm ssions the
exchange is terminated and a report is generated.

The rekey interval specified in the token is stored |ocally.

The key table is updated to refl ect the key perm ssions, rekey
interval, group ID and current tinme.

5.7 State 7:
The permi ssion certificate is retrieved and validated using the
security managers public key. The perm ssions of the nessage source
are checked to verify they neet or exceed those of the group
The key table is updated.

5.8 State 8:
The group ID is checked.

The group keys are decrypted using the SKEK. Data integrity checks
are validated to ensure proper decryption

The key table is updated to refl ect the new group keys, key
perm ssions, rekey interval, group ID and current tine.

5.9 State 9:
Updat e group managenent | og.
5.10 State 10:
The permi ssion certificate is retrieved and validated using the

security managers public key. The pernissions of the nessage source
are checked to verify they neet or exceed those of the group
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The group token is retrieved and validated using the appropriate
public key.

The token version nunber is checked to ensure the token is current.
The group ID specified in the token is checked.

The controller ID specified in the token is conpared with the GC ID.
If they do not match the exchange is term nated.

The | ocal perm ssions are conpared to the pernissions specified for
the group. |If they do not neet or exceed the group perm ssions the
exchange is terminated and a report is generated.

The rekey interval specified in the token is stored |ocally.

The new group keys are decrypted with the current GKEK. The data
integrity field is checked to ensure proper decryption.

The key table is updated to refl ect the key perm ssions, rekey
interval, group ID and current tinme.

5.11 State 11
Val i date signature using sources public key.

Check to see if nenber initiated group join is available. |If not,
ignore. |If so begin distribution of group keys.

5.12 State 12:
Val i date signature using GCs public.

Retrieve delete list. Check to see if on delete list, if so
conti nue.

Create G p_Keys_Del et ed_Ack
Del et e group keys
5.13 State 13:
Val i date signature using GCs public.

Retrieve delete list. |If list is global delete, verify alternative
key.

Switch group operations to alternative key.
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Create G p_Keys_Del et ed_Ack.
Del ete group keys.
6 Functional Definitions--Goup Key Managenent Protocol
The GKMP consists of nmultiple functions necessary to create,
di stribute, rekey and nanage groups of symretric keys. These

functions are:

0 Goup creation (sender initiated group)

-- Create Goup keys
-- Distribute Goup keys

o0 G oup rekey

-- Create Goup keys

-- Rekey Goup

o Menber initiated join
0 G oup nenber delete

The followi ng sections will describe each function, including data
primtives and nmessage constructs. The associated di agrans will
represent the specifics (sequence, |ocation and comruni cations
sources and destinations) of the nessages and processes necessary.

6.1 Group creation

Menmber initialization is a three-step function that involves

conmandi ng the creation of the group, creation of the group keys and
then distribution of those keys to "other" group nenbers. Messages
between the GC and the first nmenber generate two keys for future
group actions: the group traffic encryption key (GITEK) and the group
key encryption key (GKEK). Messages between the GC and the other
menbers are for the purpose of distributing the keys. These
functions are described in the follow ng sections.
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6.1.1 G oup conmand

The very first action is for sonme entity to command the group. This
command is sent to the GC

6.1.2 Create group keys

The first menber nmust cooperate with the GC to create future group
keys. Reliance on two separate hosts to create group keys naxi m zes
the probability that the resulting key will have the appropriate
cryptographic properties. A single host could create the key if the
random zation function were robust and trusted. Unfortunately this
usual |y requires specialized hardware not avail abl e at npbst host
sites. The intent of this protocol was to utilize generic hardware
to enhance the extendibility of the GKMP. Hence, cooperative key
generati on mechani sns are used.

To facilitate a well ordered group creation, nmanagenent information
nmust be passed between the controller and the group nmenbers. This
information uniquely identifies the GCidentity, it’s perm ssions,
aut hori zation to create keys, the future groups perm ssions, current
state of the conprom se |list, and managenent information pertaining
to the keys being created. All this information is protected from
forgery by asymmetric signature technol ogies. The public key used to
verify net wi de paraneters (e.g., individual host perm ssions) are

wi dely held. The public key to verify locally generated information,
like peer identity, is sent with the nessages. This alleviates the
hosts public key storage requirenents.

The goal s of the key creation process are:
0 cooperatively generate a GIEK and GKEK

o allow the key creators to verify the identity of the key
creation partner by verifying the nmessages signatures.

0 share public keys

o allow validation of the GC, by signing the group
identification, GCidentification, and group perm ssions.

0 send the group identity, GCidentity, group nenber identities,
group perm ssions, and group rekey interval to the first nenber,
signed by the group conmander (when the group was renotely
commanded) .
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| __
| The Create G oup

| command i s
| recei ved by net

This function consists of four nmessages between the GC and the first
menber. The initial nmessages are for the establishment of the GTEK
and GKEK. This is acconplished by the GC sending a signed
Create_Group_Keys_1 nmessage to the first nmenber. This nessage
contains two random val ues necessary to generate the GIEK and GKEK.
Thi s nessage al so contains the public key of the GC

The first menber validates the signed Create_G oup_Keys 1 nessage,
buil ds and sends a signed Create_G oup_Keys 2 nessage to the GC. He
generates the GIEK and GKEK, and stores the received public key. The
Create_Goup_Keys_2 nessage contains the random val ues necessary for
the GC to generate the GIEK and GKEK. This nessage al so contains the
public key of the first nenber.

The GC validates the signed Create_G oup_Keys 2 nessage, generates
the GIEK and GKEK, builds the Negotiate G oup_Keys 1 nessage for
transm ssion to the first nmenber, and stores the received public key.

The GC sends the Negotiate_Goup_Keys 1 nmessage to the first menber
encrypted in the GIEK that was just generat ed.

Messages
<---- Conmand- Create G oup

_Net_Controller

I I
I I I
I I I
I I I
| menber A | | |
| State 1 | | |
| Create G p Keys_1----> | |
| | State 2 |
| <----- Create G p Keys_2 | |
State 2 | | |
| Negotiate G p Keys 1------ > | |
| | State 3 |
| <----- Negotiate G p Keys 2 | |
State 4 | | |
Figure 1 State Diagram Create G oup Keys

The first menber decrypts the Negotiate G oup_Keys 1 nessage and
extracts the group identification, GC identification, group nmenbers,
group perm ssions, key rekey interval, CRL version nunber, and
certifying authority signature. The group identification, GC
identification, and group permssions fields are validated based on
the extracted group conmanders signature (if this is a renotely
conmanded group this signature identifies the renote host). |If these
fields validate, the first menbers internal structures are updat ed.
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6.1.3 Distributing Goup Keys to Ot her Menbers

The ot her group nmenbers nust get the group keys before the group is
fully operational. The purpose of other group nenber initialization
is as follows:

0 cooperatively generate a session key encryption key (SKEK) for the
transmi ssion of the GIEK and GKEK fromthe GC,

o allow each nenber to verify the identify of the controller and
Vi sa versa,

o allow each nenber to verify the controllers authorization to
create the group,

o send the key packet (KP) (consisting of the GIEK, CKEK), group
identity, GCidentity, group nenber identities, group perm ssions,
and group rekey interval to the other menbers,

This function consists of six nessages between the GC and the other
menbers. The initial messages are for the establishment of a SKEK
This is acconplished by the GC sending a signed Create_Session_KEK 1
nmessage to the other nmenber. This nessage contains the random val ue
necessary for the other nmenber to generate the SKEK. This nmessage

al so contains the public key of the GC

The ot her menber validates the Create_Session_KEK 1 nessage, builds
and sends a Create_Session_KEK 2 nessage to the GC, generates the
SKEK, and stores the received public key. The Create_Session_KEK 2
nmessage contains the random val ue necessary for the GC to generate
the SKEK. This nmessage al so contains the public key of the other
menber .

The GC validates the Create_Session_KEK 2 nessage, generates the
SKEK, builds the Negotiate_ Session_ KEK 1 nessage for transm ssion to
t he other nenber, and stores the received public key.

The GC sends the Negotiate_Session_KEK 1 nessage to the other nenber
encrypted in the SKEK that was just generated. The

Negoti at e_Sessi on_KEK 1 nmessage i ncludes the group I D, group token,
controll er pernissions, and CRL version nunber.

The ot her menber decrypts the Negotiate_Sessi on_KEK 1 nessage,
verifies the authority and identification of the controller, ensures
the local CRL is up to date, and builds a Negotiate_Sessi on_KEK 2
nmessage for transmi ssion to the GC
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The GC receives the Negotiate_ Session_KEK 2 nmessage and builds a
Downl oad_Grp_Keys nessage for transmi ssion to the other nenber.

The GC sends the Downl oad_G p_Keys nessage to the other nenber
encrypted in the SKEK that was just generated. (note: the key used
to encrypt the negotiation nmessages can be conbined differently to
create the KEK.)

The ot her menbers decrypts the Downl oad_G p_Keys nmessage and extracts
the KP, group identification, GC identification, group nmenbers, group
perm ssions, key rekey interval, and group commanders sighature. The
group identification, GC identification, and group pernissions fields
are validated based on the signature. |If these fields validate, the
ot her menbers internal key storage tables are updated with the new
keys.

6.2 G oup Rekey

Rekey is a two-step function that involves nessage exchange between
the GC and a "first nenber" and "other nenbers." Messages between the
GC and the first menber are exactly as described for group creation.
Messages between the GC and the other nenbers are for the purpose of
di stributing the new GTEK and the new GKEK. These functions are

_Net _Controller | Net _menber s, i ndi vi dual

Create Session KEK 1----> |

I | |
I | |
I I | State 5 |
| | <----- Create Session KEK 2 | |
| State 5 | | |
| | Negoti ate ess. Keys_ 1----- >| |
| | | State 6 |
| | <----- Negoti at eSess. Keys_2| |
| State 7 | | |
| | Downl oad Grp Keys-------- > | |
| | | State 8 |
| | <----- Key downl oad ack | |
| State 9 | | |

Figure 2: State Diagram Distribute Keys
described in the foll owi ng sections.
6.2.1 Create G oup Keys
The first menber function for a rekey operation is the sanme as that

for key initialization. Please refer to the group creation section
entitled "2.1 Create group keys".
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6. 2. 2 Rekey

The purpose of rekey is as fol

o send the new GIEK and new GKEK to t he ot her

GKMP Speci fication

| ows:

nmenber s,

July 1997

o allow each nenber to verify the identify of the controller,

o allow each nenber to verify the controllers authorization to

rekey the group,

o0 send the group identity,
group perm ssions,

group identification,

GC identity,
and group rekey interval

and GC identification,

group menber identities,
to the other

menber s,

The nmessages to create and negotiate the group keys are the sane as
As such they have been onitted here.

stated during group creation.

The rekey portion of this function consists of one nmessage between
The GC builds a signed Rekey_ Ml ti cast

the GC and the ot her menbers.

nmessage for transmi ssion to the other nenber.

this

| __ Net _Controller

Messages

_ I

| The Create G oup | <---- Command-Create Group |

| command i s | |

| recei ved by net | |

| menber A | |

| State 1 | |

| | Create G p Keys_1----> |

| | | State 2

| | <----- Create G p Keys_2 |

| State 2 | |

| | Negotiate G p Keys 1------ >|

| | | State 3

| | <----- Negotiate G p Keys_ 2 |

| State 4 | |

| | Rekey Milticast------- > |

| | | State 10
Figure 3 State Diagram Rekey

nmessage can be multicast to the entire group.

| Net _menbers, i ndi vi dual

As the nane inplies

The GC sends the

signed Rekey_Milticast message to the other nmenbers encrypted in the

current GKEK.

The ot her nmenbers decrypt and validate the signed Rekey Milticast

nmessage and extract the new KP, group identification,
key rekey interval,

i dentification, group nenbers,
and rekey command si gnat ure.

Har ney & Muckenhirn

group perm ssions,
The group identification,

Experi nment al

GC

GC
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identification, and group perm ssions fields are validated based on
the extracted rekey conmand signature. |f these fields validate, the
key dat abase tabl es are updat ed.

6.3 Menber Initiated Join

The GKMP will support nenber initiated joins to the group. This type
of service is nost attractive when the group initiator does not need
to control group nenbership other than to verify that all nenbers of
the group conformto sonme previously agreed upon rules.

One exanple of this type of group is corporations job vacancies. A
corporation may want to keep its job vacancies confidential and may
deci de to encrypt the announcenents. The group creator doesn’'t care
who gets the announcenents as long as they are in the corporation
When an enpl oyee tries to access the information the GC | ooks at the
enpl oyees perm ssions (signed by sone higher authority). |If they

i ndicate the enployee is part of the corporation the controller

all ows access to the group

Before a potential group nenber can join group operations, they nust
request the key fromthe GC, unanbi guously identify thenselves, pass
their perm ssions, and receive the keys. These require severa
nmessages to pass between GC and the joining nenber. The purpose of
these nmessages are as follows:

0 Request group join fromcontroller

0 cooperatively generate a SKEK for the transmi ssion of the group
traffic encryption and GKEK fromthe CC

o allow each nenber to verify the identify of the controller and
vi sa versa

o allow each nenber to verify the controllers authorization to
create the group

o send the KP, group identity, GCidentity, group nenber identities,
group perm ssions, and group rekey interval to the other nenbers,

The series of messages for a nmenber initiated join is very simlar to
the series of nmessages to distribute group keys during group
creation. In fact, the series are identical except for the addition
of a request to join nmessage sent fromthe joining nmenber to the
controller when the join is nenber initiated. This nessage shoul d
not require encryption since it probably does not contain sensitive

i nformati on. However, in sonme mlitary systens the fact that a
menber wants to join a group maybe sensitive froma traffic analysis
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___Net_Controller | Messages | Net _Menbers, i ndi vi dual
| <------ Request _Group_Join | |
State 11 | | |
| Create Session KEK 1----> | |
| | State 5 |
| <----- Create Session KEK 2 | |
State 5 | | |
| Negoti at eSess. Keys_1----- >| |
| | State 6 |
| <----- Negot i at eSess. Keys_2| |
State 7 | | |
| Downl oad G p Keys-------- > | |
| | State 8 |
| <----- Key downl oad ack | |
State 9 | | |

viewpoint. |In these specialized instances, a pairwi se TEK may be
created, if one does not already exist, to hide the service request.

This function consists of seven nessages between the GC and the
joining nmenber. The first nmessage is created by the joining nenber
and sent to the GC. It sinply request nmenbership in the group from
the controller. The controller makes the decision whether to respond
to the request based on the group paraneters - nenbership linits,
menbership |ists.

The next nessages are for the establishnent of a SKEK. This is
acconpl i shed by the GC sending a signed Create_Session_KEK 1 nessage
to the other nenber. This message contains the random val ue
necessary for the other nmenber to generate the SKEK. This nmessage

al so contains the public key of the GC

The ot her menber validates the Create_Session_KEK 1 nessage, builds
and sends a Create_Session_KEK 2 nessage to the GC, generates the
SKEK, and stores the received public key. The Create_Session_KEK 2
nmessage contains the random val ue necessary for the GC to generate
the SKEK. This nessage al so contains the public key of the other
menber .

The GC validates the Create_Session_KEK 2 nessage, generates the
SKEK,

Figure 4: State Diagram Menber Join

buil ds the Negotiate_Session_ KEK 1 nmessage for transm ssion to the
ot her menber, and stores the received public key.

The GC sends the Negotiate_Session_KEK 1 nessage to the other nenber
encrypted in the SKEK that was just generated.
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The ot her menber decrypts the Negotiate_Session_KEK 1 nessage and
buil ds a Negoti ate_Sessi on_KEK 2 nessage for transmi ssion to the GC

The GC receives the Negotiate_ Session_KEK 2 nmessage and builds a
Downl oad_Grp_Keys nessage for transmi ssion to the other nenber.

The GC sends theDownl cad_G p_Keys nessage to the ot her nenber
encrypted in the SKEK that was just generated. (note: the key used
to encrypt the negotiation nmessages can be conbined differently to
create the KEK.)

The ot her menbers decrypts theDownl oad_G p_Keys nessage and extracts
the KP, group identification, GC identification, group nmenbers, group
perm ssions, key rekey interval, and group commanders sighature. The
group identification, GC identification, and group pernissions fields
are validated based on the signature. |If these fields validate, the
ot her menbers internal key storage tables are updated with the new
keys.

6.4 Menber Del etion

There are two types of nenber del etion scenarios - cooperative and
hostile. The cooperative deletion scenarios is the renoval of a
trusted group nmenber for sone nanagenent reason (i.e., reduce group
size, prepare the nenber for a nove). The hostile deletion usually
results in

State 9

| __ Net _Controller | Messages | Net Menbers_
| | Del ete_G oup_Keys ------ > | |
| | | State 12 |
| | <------ G p_Keys_Del et ed_Ack| |
I I I

I
Figure 5: State Diagram Cooperative Delete

a loss of secure state at the nenbers site (i.e., conprom se,
equi pnent br eakage) .

The two scenarios present different challenges to the network.

M nim zati on of network inpact is paranount in the cooperative
scenario. We would like to | eave the key group intact and have
confidence that renoving the cooperative group nmenber will have no

i npact on the security of future group operations. |In the case of a
hostile deletion, the goal is to return to a secure operating state
as fast as possible. In fact there is a trade-off. W could
elimnate the conproni sed group as soon as the conpromise is

di scovered, but this may cripple an inportant asset. So security
concerns need to be bal anced with operational concerns.
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6.4.1 Cooperative Deletion

The cooperative del etion function occurs between a trusted nenber and
the GC. It results in a reliable deletion of the group key encryption
and GIEKs at the deleted nenber. This deletion is intended to be an
adm ni strative function

This function consists of two nessages between the GC and t he nenber.
The GC sends the Del ete_G oup_ Keys nmessage to the group, encrypted
in the GTEK. The nessage identifies the nenber(s) that need to delete
the group keys. The nenber(s) decrypt the Del ete_G oup_Keys nessage,
extract the group identification, check the del eted nenber Iist,

del etes the group traffic and key encryption keys for that group, and
build the Goup_Keys_ Del eted Ack nessage for transmi ssion to the GC

The G p_Keys_Del eted_Ack nmessage is encrypted in the group traffic
key. The GC receives the Gp_Keys Del eted_Ack nessage, decrypts it,
and updates the group definition.

| __ Net _Controller | Messages | Net _Menbers__|
| | Del ete_G oup_Keys ------ > | |
| | | State 13 |
Figure 6: State Diagram Hostile Delete

6.4.2 Hostile Del etion (Conprom se)

Hostil e del eti on occurs when a the group |losses trust in a nenber.
We assune that all keys resident at the nenbers site have been |ost.
We al so assune the nmenber will not cooperate. Therefor, we nust
essentially create another group, mnus the untrusted nenber, and
transfer group operations to that new group. Wen the group | osses
trust in the controller, another controller nust be appointed and
then the hostil e deletion process can proceed.

There are sonme security and operational managenent issues surroundi ng
conproni se recovery. The essence of the issues involve a tradeoff

bet ween operational continuity and security vulnerability. If a
menber is found to be bad, froma security point of viewall traffic
on the network should stop. However, if that traffic is supporting a
critical operation, the group may prefer to live with the security

| eak rather than interrupt the group comrunication
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The GKMP provides two nmechanisns to help restrict access of

conpromni sed nenbers. First, it inplenents a Certificate Revocation
List (CRL) which is checked during the group creation process. Thus
it will not allow a conpromi sed nmenber to be included in a new group
Second, the GKWP facilitates the creation of another group (m nus the
conproni sed nenber(s)). However, it does not dictate whether or not
the group may continue to operate with a conprom sed nenber.

The mechani smthe GKMP uses to renpbve a conproni sed nenber is to key
that menber out. This entails creating a new group, w thout the
conpr oni sed nenber, and switching group operations. The old group is
cancel ed by several nulticasts of a group del ete nessage.

This function consists of one nessage fromthe GC to all nenbers.

The GC sends the Del ete_Goup nessage to all nenbers encrypted in the
GTEK. This results in the deletion of the group traffic and key
encryption keys in all group nenbers. Al nenbers decrypt the
received Del ete_G oup nessage, validate the authorization, extracts
the group identification, and delete the group traffic and key
encryption keys.

7 Security Conditions
This docunent, in entirety, concerns security.
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