Net wor k Wor ki ng Group G Huston
Request for Comments: 3221 Internet Architecture Board
Cat egory: I nfornmational Decenber 2001

Commentary on
Inter-Dormain Routing in the |nternet

Status of this Meno
This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlinited.

Copyright Notice
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Abstract
Thi s docunent exami nes the various longer termtrends visible within
the characteristics of the Internet’s BGP table and identifies a
nunber of operational practices and protocol factors that contribute
to these trends. The potential inpacts of these practices and
protocol properties on the scaling properties of the inter-donain
routi ng space are exam ned.

This docunent is the outcone of a collaborative exercise on the part
of the Internet Architecture Board.

Tabl e of Contents

1. INtroducti ON. .. ... . e 2
2. Network Scaling and Inter-Domain Routing ................... 2
3. Measurenments of the total size of the BGP Table ............ 4
4. Rel at ed Measurenents derived fromBGP Table ................ 7
5. Current State of inter-AS routing in the Internet .......... 11
6. Future Requirenments for the Exterior Routing System ........ 14
7. Architectural Approaches to a scal able Exterior

Routing Protocol......... ... ... 15
8. Directions for Further Activity ...... ... . .. . .. . . ... 21
9. Security Considerati ONS . ... ... ..t 22
10.  References ... ... 23
11.  AcknOowW edgement S . ... .. 24
12, AUt hOr’ s AdAr eSS .. i 24
13. Full Copyright Statement . ......... .. .. ... .. 25

Hust on | nf or mat i onal [ Page 1]



RFC 3221 Commentary on Inter-Domain Routing Decenber 2001

1.

| nt roducti on

Thi s docunment exami nes the various longer termtrends visible within
the characteristics of the Internet’s BGP table and identifies a
nunber of operational practices and protocol factors that contribute
to these trends. The potential inpacts of these practices and
protocol properties on the scaling properties of the inter-donain
routi ng space are exam ned.

These inpacts include the potential for exhaustion of the existing
Aut ononous Syst em nunber space, increasing convergence times for

sel ection of stable alternate paths foll owi ng withdrawal of route
announcenents, the stability of table entries, and the average prefix
length of entries in the BGP table. The larger long termissue is
that of an increasingly denser inter-connectivity nmesh between ASes,
causing a finer degree of granularity of inter-domain policy and
finer levels of control to undertake inter-domain traffic

engi neering.

Vari ous approaches to a refinenent of the inter-domain routing
protocol and associ ated operating practices that may provide superior
scaling properties are identified as an area for further

i nvesti gati on.

This docunent is the outcone of a collaborative exercise on the part
of the Internet Architecture Board.

Net wor k Scal i ng and Inter-Domai n Routing

Are there inherent scaling limtations in the technol ogy of the
Internet or its architecture of deploynment that may inpact on the
ability of the Internet to neet escalating | evels of demand? There
are a nunber of potential areas to search for such limtations.
These include the capacity of transnission systens, packet switching
capacity, the continued availability of protocol addresses, and the
capability of the routing systemto produce a stable view of the
overal |l topology of the network. In this study we will look at this
latter capability with the objective of identifying some aspects of
the scaling properties of the Internet’s routing system

The basic structure of the Internet is a collection of networks, or
Aut ononous Systens (ASes) that are interconnected to forma connected
domain. Each AS uses an interior routing systemto maintain a
coherent view of the topology within the AS, and uses an exterior
routing systemto maintain adjacency infornmation with neighboring
ASes to create a view of the connectivity of the entire system
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Thi s network-wi de connectivity is described in the routing table used
by the BGP4 protocol (referred to as the Routing Information Base, or
RIB). Each entry in the table refers to a distinct route. The
attributes of the route, together with local policy constraints, are
used to determnmine the best path fromthe local ASto the ASthat is
originating the route. Determning the 'best path’ in this case is
determ ni ng which routing adverti senent and associ ated next hop
address is the nost preferred by the local AS. Wthin each | ocal
BGP- speaking router this preferred route is then | oaded into the
local RIB (Loc-RIB). This information is coupled with information
obtained fromthe |local instance of the interior routing protocol to
forma Forwarding Informati on Base (or FIB), for use by the |ocal
router’s forwardi ng engine.

The BGP routing systemis not aware of finer |evel of topology of the
network on a link-by-link basis within the [ocal AS or within any
renote AS. Fromthis perspective BGP can be seen as an inter-AS
connectivity mai ntenance protocol, as distinct froma |ink-Ievel

t opol ogy nanagenent protocol, and the BGP routing table can be vi ewed
as a description of the current connectivity of the Internet using an
AS as the basic el enment of connectivity conputation

There is an associ ated di nmension of policy deternmination within the
routing table. |If an AS advertises a route to a neighboring AS, the
local AS is offering to accept traffic fromthe nei ghboring AS which
is ultimately destined to addresses described by the adverti sed
routing entry. |If the lIocal AS does not originate the route, then
the inference is that the local ASis willing to undertake the role
of transit provider for this traffic on behalf of some third party.
Simlarly, an AS may or may not choose to accept a route froma

nei ghbor. Accepting a route inplies that under some circunstances,
as deternmined by the |Iocal route selection paraneters, the | ocal AS
will use the neighboring AS to reach addresses spanned by the route.
The BGP routing domain is intended to maintain a coherent view of the
connectivity of the inter-AS donain, where connectivity is expressed
as a preference for 'shortest paths’ to reach any destination address
as nodul ated by the connectivity policies expressed by each AS, and
coherence is expressed as a gl obal constraint that none of the paths
contains |oops or dead ends. The elenents of the BGP routing domain
are routing entries, expressed as a span of addresses. All addresses
advertised within each routing entry share a comon origin AS and a
comon connectivity policy. The total size of the BGP table is
therefore a netric of the nunmber of distinct routes within the
Internet, where each route describes a contiguous set of addresses
that share a comon origin AS and a comon reachability policy.
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When the scaling properties of the Internet were studied in the early
1990s two critical factors identified in the study were, not
surprisingly, routing and addressing [2]. As nore devices connect to
the I nternet they consunme addresses, and the associated function of
mai ntai ning reachability information for these addresses, with an
assunption of an associated growh in the nunber of distinct provider
networ ks and the nunber of distinct connectivity policies, inplies
ever larger routing tables. The work in studying the l[imtations of
the 32 bit I Pv4 address space produced a nunber of outcones,

i ncluding the specification of IPv6 [3], as well as the refinenent of
techni ques of network address translation [4] intended to allow sone
degree of transparent interaction between two networks using
different address realns. Gowh in the routing systemis not
directly addressed by these approaches, as the routing space is the
cross product of the conplexity of the inter-AS topology of the
network, multiplied by the nunber of distinct connectivity policies
mul tiplied by the degree of fragnmentation of the address space. For
exanpl e, use of NAT nay reduce the pressure on the nunber of public
addresses required by a single connected network, but it does not
necessarily inply that the network’s connectivity policies can be
subsuned within the aggregated policy of a single upstream provider.

When an AS advertises a block of addresses into the exterior routing
space this entry is generally carried across the entire exterior
routing domain of the Internet. To nmeasure the common
characteristics of the global routing table, it is necessary to
establish a point in the default-free part of the exterior routing
domai n and exanine the BGP routing table that is visible at that
poi nt .

3. Measurenents of the total size of the BGP Tabl e

Measurements of the size of the routing table were somewhat sporadic
to start, and a nunber of neasurenents were taken at approxinmate
monthly intervals from 1988 until 1992 by Merit [5]. This effort was
resuned in 1994 by Erik-Jan Bos at Surfnet in the Netherlands, who
conmenced neasuring the size of the BGP table at hourly intervals in
1994. This nmeasurenent techni que was adopted by the author in 1997
usi ng a neasurenent point |located at the edge of AS 1221 at Telstra
in Australia, again using an hourly interval for the measurenent.
The initial measurenents were of the nunber of routing entries
contained within the set of selected best paths. These neasurenents
wer e expanded to include the nunber of AS nunbers, nunber of AS
paths, and a set of measurenents relating to the prefix size of
routing table entries.
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This data contains a view of the dynamics of the Internet’s routing
table growh that spans sone 13 years in total and includes a very
detail ed view spanning the nost recent seven years [6]. Looking at
just the total size of the BGP routing table over this period, it is
possible to identify four distinct phases of inter-AS routing
practice in the Internet.

3.1 Pre-CIDR G owth

The initial characteristics of the routing table size from 1988 until
April 1994 show definite characteristics of exponential growth. |If
conti nued unchecked, this growth woul d have | ead to saturation of the
avail able BGP routing table space in the non-default routers of the
time within a small nunber of years.

Estimates of the tine at which this woul d ve happened vari ed somewhat
fromstudy to study, but the overall general theme of these
observations was that the growmh rates of the BGP routing table were
exceeding the growth in hardware and software capability of the

depl oyed network, and that at some point in the nid-1990's, the BGP
tabl e size woul d have grown to the point where it was |arger than the
capabilities of avail abl e equi pnent to support.

3.2 CI DR Depl oynent

The response fromthe engineering conmunity was the introduction of a
hi erarchy into the inter-donmain routing system The intent of the

hi erarchical routing structure was to allow a provider to nmerge the
routing entries for its custoners into a single routing entry that
spanned its entire custoner base. The practical aspects of this
change was the introduction of routing protocols that dispensed with
the requirenment for the Class A B and C address delineation,
replacing this scheme with a routing systemthat carried an address
prefix and an associated prefix length. This approached was terned
Cl assl ess Inter-Domain Routing (CIDR) [5].

A concerted effort was undertaken in 1994 and 1995 to depl oy ClI DR
routing in the Internet, based on encouragi ng depl oynent of the
Cl DR- capabl e version of the BGP protocol, BG4 [7].

The intention of CIDR was one of hierarchical provider address
aggregation, where a network provider was all ocated an address bl ock
from an address registry, and the provider announced this entire

bl ock into the exterior routing domain as a single entry with a
single routing policy. Custonmers of the provider were encouraged to
use a sub-allocation fromthe provider’s address bl ock, and these
smal l er routing elenments were aggregated by the provider and not
directly passed into the exterior routing domain. During 1994 the
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size of the routing table remained relatively constant at sone 20, 000
entries as the growh in the nunber of providers announci ng address
bl ocks was matched by a correspondi ng reduction in the nunber of
address announcenents as a result of Cl DR aggregation.

3.3 CIDR Growth

For the next four years until the start of 1998, Cl DR proved
effective in danpi ng unconstrained growmh in the BGP routing table.
During this period, the BGP table grew at an approximate |inear rate,
addi ng sone 10,000 entries per year.

A close exam nation of the table reveals a greater level of stability
in the routing systemat this time. The short term (hourly)
variation in the nunber of announced routes reduced, both as a

per cent age of the nunber of announced routes, and also in absolute
ternms. One of the other benefits of using | arge aggregate address

bl ocks is that instability at the edge of the network is not

i medi ately propagated into the routing core. The instability at the
| ast hop is absorbed at the point where an aggregate route is used in
pl ace of a collection of nore specific routes. This, coupled with

wi despread adoption of BGP route flap danping, was very effective in
reducing the short terminstability in the routing space during this
peri od.

3.4 Current Gowh

In late 1998 the trend of growth in the BGP table size changed
radically, and the growth for the period 1998 - 2000 is again show ng
all the signs of a re-establishnment of a growh trend with strong
correlation to an exponential growh nodel. This change in the
growh trend appears to indicate that pressure to use hierarchica
address allocations and Cl DR has been unable to keep pace with the

| evels of growh of the Internet, and sone additional factors that

i npact the growth in the BGP tabl e size have beconme nore prominent in
the Internet. This has lead to a growh pattern in the total size of
the BGP table that has nore in conmon with a conpound growt h node
than a linear nodel. A good fit of the data for the period from
January 1999 until Decenber 2000 is a conmpound growth nodel of 42%
growm h per year.

An initial observation is that this growh pattern points to sone
weakeni ng of the hierarchical nodel of connectivity and routing
within the Internet. To identify the characteristics of this recent
trend it is necessary to | ook at a nunber of related characteristics
of the routing table.
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BGP tabl e size data for the first half of 2001 shows different trends
at various nmeasurenent points in the Internet. Sone measurenent

poi nts where the local AS has a relative |arger nunber of nore
specific routes show a steady state for the first half of 2001 with
no appreci abl e grow h, while other measurenent points where the | ocal
AS has had a | ower nunber of nore specific routes initially show a
continuation of table size growh. There are a nunber of conmonly
observed discontinuities in the data for 2001, corresponding to
events where a significant nunber of nore specific entries have been
repl aced by an enconpassi ng aggregate prefix.

4. Rel ated Measurenents derived from BGP Tabl e

The level of analysis of the BGP routing table has been extended in
an effort to identify the factors contributing to this growth, and to
determ ne whether this leads to sonme limting factors in the
potential size of the routing space. Analysis includes nmeasuring the
nunber of ASes in the routing system and the nunber of distinct AS
pat hs, the range of addresses spanned by the table and average span
of each routing entry.

4.1 AS Number Consunption

Each network that is nmulti-homed within the topology of the Internet
and wi shes to express a distinct external routing policy must use a
uni que AS nunber to associate its advertised addresses with such a
policy. 1In general, each network is associated with a single AS, and
the nunber of ASes in the default-free routing table tracks the
nunber of entities that have unique routing policies. There are sone
exceptions to this, including |arge global transit providers with
varying regional policies, where nultiple ASes are associated with a
singl e network, but such exceptions are relatively uncomon.

The nunber of unique ASes present in the BGP table has been tracked
since late 1996, and the trend of AS nunber depl oynent over the past
four years is also one that natches a conmpound growh nodel with a
grom h rate of 51% per year. As of the start of May 2001 there were
sone 10,700 ASes visible in the BGP table. At a continued rate of
growh of 51%p.a., the 16 bit AS nunber space will be fully depl oyed
by August 2005. Work is underway within the IETF to nodify the BGP
protocol to carry AS nunbers in a 32-bit field. [8 Wiile the
protocol nodifications are relatively straightforward, the major
responsibility rests with the operations conmmunity to devise a
transition plan that will allow gradual transition into this |arger
AS nunber space.
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4.2 Address Consunption

It is also possible to track the total anmount of address space
advertised within the BGP routing table. At the start of 2001 the
routing table enconpassed 1,081, 131, 733 addresses, or sone 25.17% of
the total |1Pv4 address space, or 25.4% of the usable unicast public
address space. By Septenber 2001 this has growh to 1,123, 124,472
addresses, or sone 26% of the |IPv4 address space. This has grown
from 1, 019, 484, 655 addresses in Novenber 1999. However, there are a
nunber of /8 prefixes that are periodically announced and wi t hdrawn
fromthe BGP table, and if the effects of these prefixes is renoved,
a conmpound growt h nodel agai nst the previous 12 nonths of data of
this metric yields a best fit nodel of growth of 7% per year in the
total nunber of addresses spanned by the routing table.

Conpared to the 42% growth in the nunber of routing advertisenents,
the growh in the amunt of address space advertised is far |ower.
One possi bl e explanation is that nuch of the growh of the Internet
interns of growh in the nunber of connected devices is occurring
behi nd various forms of NAT gateways. |In ternms of solving the
perceived finite nature of the address space identified just under a
decade ago, this explanation would tend to indicate that the Internet
appears so far to have enbraced the approach of using NATs,
irrespective of their various perceived functional shortcom ngs. [9]
Thi s expl anation al so supports the observation of smaller address
fragnents supporting distinct policies in the BGP table, as such
smal | address bl ocks may enconpass arbitrarily |arge networks | ocated
behi nd one or nore NAT gateways. There are alternative expl anations
of this difference between the growmh of the table and the grow h of
address space, including a trend towards discrete exterior routing
policies being applied to finer address bl ocks.

4.3 Ganularity of Table Entries

The intent of CIDR aggregation was to support the use of |arge
aggregat e address announcenents in the BGP routing table. To confirm
whether this is still the case the average span of each BGP
announcenent has been tracked for the past 12 nonths. The data
indicates a decline in the average span of a BGP advertisenment from
16, 000 i ndi vi dual addresses in Novenber 1999 to 12,100 in Decenber
2000. As of Septenber 2001 this span has been further reduced to an
average 10, 700 indivi dual addresses per routing entry. This
corresponds to an increase in the average prefix length from/18. 03
to /18.44 by Decenber 2000 and a /18.6 by Septenber 2001. Separate
observations of the average prefix length used to route traffic in
operation networks in |ate 2000 indicate an average length of 18.1
[11]. This trend towards finer-grained entries in the routing table
is potentially cause for concern, as it inplies the increasing spread
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of traffic over greater nunmbers of increasingly smaller forwarding
table entries. This, in turn, has inplications for the design of
hi gh speed core routers, particularly when extensive use is nade of a
smal | nunber of very high speed cached forwarding entries within the
swi tchi ng subsystem of a router’s design

A simlar observation can be nmade regardi ng the nunber of addresses
advertised per AS. |In Decenber 1999 each AS advertised an average of
161, 900 addresses (equivalent to a prefix length /14.69, and in
January 2001 this average has fallen to 115,800 addresses, an

equi val ent prefix length of /15.18.

This points to increasingly finer |levels of routing detail being
announced into the global routing domain. This, in turn, supports

t he observation that the efficiencies of hierarchical routing
structures are no longer being fully realized within the depl oyed
Internet. Instead, increasingly finer levels of routing detail are
bei ng announced globally in the BGP tables. The nost |ikely cause of
this trend of finer levels of routing granularity is an increasingly
dense interconnection nesh, where nore networks are noving froma

si ngl e-homed connection with hierarchical addressing and routing into
mul ti-honed connections w thout any hierarchical structure. The spur
for this increasingly dense connectivity mesh in the Internet nmay
wel | be the declining unit costs of conmunications bearer services
coupled with a common perception that richer sets of adjacencies
yields greater |levels of service resilience.

4.4 Prefix Length Distribution

In addition to | ooking at the average prefix |ength, the analysis of
the BGP tabl e al so includes an exam nation of the nunber of
advertisenents of each prefix |ength.

An extensi ve program comenced in the md-nineties to nove away from
i ntense use of the Class C space and to encourage providers to
advertise larger address blocks, as part of the CIDR effort. This
has been reinforced by the address registries who have used provider
al l ocation blocks that correspond to a prefix length of /19 and, nore
recently, /20.

These nmeasures were introduced in the md-90"s when there were sone
20,000 - 30,000 entries in the BGP table. Sone six years later in
April 2001 it is interesting to note that of the 108,000 entries in
the routing table, sone 59,000 entries have a /24 prefix. In
absolute ternms the /24 prefix set is the fastest growing set in the
BGP routing table. The routing entries of these smaller address

bl ocks al so show a much hi gher |evel of change on an hourly basis.
While a |large nunber of BGP routing points performroute flap
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danpi ng, nevertheless there is still a very high |evel of
announcenents and withdrawal s of these entries in this particul ar
area of the routing table when viewed using a perspective of route
updat es per prefix length. G ven that the nunbers of these snal
prefixes are growing rapidly, there is cause for sone concern that
the total level of BGP flux, in terms of the nunber of announcenents
and wi thdrawal s per second may be increasing, despite the pressures
fromflap danping. This concern is coupled with the observation
that, in terms of BGP stability under scaling pressure, it is not the
absol ute size of the BGP table that is of prine inportance, but the
rate of dynamic path re-conputations that occur in the wake of
announcenents and withdrawals. Wthdrawals are of particular concern
due to the nunber of transient internediate states that the BGP

di stance vector algorithmexplores in processing a w thdrawal .

Current experinental observations indicate a typical convergence tine
of sone 2 mnutes to propagate a route wi thdrawal across the BGP
domai n. [10]

An increase in the density of the BGP nmesh, coupled with an increase
in the rate of such dynami c changes, does have serious inplications
in maintaining the overall stability of the BGP systemas it
continues to grow. The registry allocation policies also have had
some inmpact on the routing table prefix distribution. The original
registry practice was to use a mnimmallocation unit of a /19, and
the 10,000 prefix entries in the /17 to /19 range are a consequence
of this policy decision. Mre recently, the allocation policy now
allows for a minimumallocation unit of a /20 prefix, and the /20
prefix is used by sonme 4,300 entries as of January 2001, and in
relative ternms is one of the fastest growing prefix sets. The nunber
of entries corresponding to very small address bl ocks (snaller than a
/24), while small in nunber as a proportion of the total BGP routing
table, is the fastest growing in relative terns. The nunber of /25
through /32 prefixes in the routing table is growing faster, in terns
of percentage change, than any other area of the routing table. |If
prefix length filtering were in w despread use, the practice of
announcing a very small address block with a distinct routing policy
woul d have no particul ar beneficial outcone, as the address bl ock
woul d not be passed throughout the global BGP routing domain and the
propagati on of the associated policy would be linited in scope. The
growm h of the nunber of these small address blocks, and the diversity
of AS paths associated with these routing entries, points to a
relatively limted use of prefix length filtering in today’s
Internet. In the absence of any corrective pressure in the form of

wi despread adoption of prefix length filtering, the very rapid growh
of gl obal announcenents of very snall address blocks is likely to
continue. In percentage terms, the set of prefixes spanning /25 to
/32 show the | argest growth rates.
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4.5 Aggregation and Hol es

Wth the CIDR routing structure it is possible to advertise a nore
specific prefix of an existing aggregate. The purpose of this nore
speci fic announcenment is to punch a "hole’ in the policy of the

| ar ger aggregate announcenent, creating a different policy for the
specifically referenced address prefi x.

Anot her use of this mechanismis to performa rudinentary form of

| oad bal anci ng and nutual backup for rmulti-homed networks. In this
nodel a network may advertise the sane aggregate advertisenment al ong
each connection, but then advertise a set of specific advertisenents
for each connection, altering the specific adverti senents such that
the load on each connection is approximtely balanced. The two forns
of holes can be readily discerned in the routing table - while the
approach of policy differentiation uses an AS path that is different
fromthe aggregate advertisenent, the |oad bal anci ng and nut ua
backup configuration uses the same As path for both the aggregate and
the specific advertisenents. Wiile it is difficult to understand
whet her the use of such nore specific adverti senents was intended to
be an exception to a nore general rule or not within the original
intent of ClDR deploynent, there appears to be very wi despread use of
this nechanismwithin the routing table. Some 59,000 advertisenents,
or 55% of the total nunber of routing table entries, are being used
to punch policy holes in existing aggregate announcenents. O these
the overall mpjority of sone 42,000 routes use distinct AS paths, so
that it does appear that this is evidence of finer |evels of
granularity of connection policy in a densely interconnected space.
While long termdata is not available for the relative level of such
advertisenments as a proportion of the full routing table, the growth
| evel does strongly indicate that policy differentiation at a fine
level within existing provider aggregates is a significant driver of
overal |l table growh.

5. CQurrent State of inter-AS routing in the Internet

The resunption of conmpound growth trends within the BGP table, and
t he associ ated aspects of finer granularity of routing entries within
the table form adequate grounds for consideration of potential
refinenents to the Internet’s exterior routing protocols and
potential refinenments to current operating practices of inter-AS
connectivity. Wth the exception of the 16 bit AS nunber space,
there is no particular finite limt to any aspect of the BGP table.
The notivation for such activity is that a long term pattern of
continued growth at current rates may once agai n pose a potenti al
condi ti on where the capacity of the avail able processors may be
exceeded by sone aspect of the Internet routing table.
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5.1 A denser interconnectivity mesh

The decreasing unit cost of conmunications bearers in many part of
the Internet is creating a rapidly expandi ng market in exchange

poi nts and other forms of inter-provider peering. A nodel of
extensive interconnection at the edges of the Internet is rapidly
suppl anti ng the depl oynent nodel of a single-homed network with a
singl e upstream provider. The underlying depl oynent nodel of ClIDR
was that of a single-honed network, allowing for a strict hierarchy
of supply providers. The business inperatives driving this denser
mesh of interconnection in the Internet are substantial, and the
casualty in this case is the ClDR-induced danpened growth of the BGP
routing table.

5.2 Milti-Homed small networks and service resiliency

It would appear that one of the major drivers of the recent growth of
the BGP table is that of small networks, advertised as a /24 prefix
entry in the routing table, nulti-homng with a nunber of peers and
upstream providers. In the appropriate environment where there are a
nunber of networks in relatively close proxinity, using peer

rel ati onshi ps can reduce total connectivity costs, as conpared to
using a single upstream service provider. FEqually significantly,

mul ti-honming with a nunber of upstream providers is seen as a nmeans
of inproving the overall availability of the service. |n essence,

mul ti-honming is seen as an acceptable substitute for upstream service
resiliency. This has a potential side effect that when multi-hom ng
is seen as a preferable substitute for upstream provider resiliency,

t he upstream provider cannot command a price prem umfor proving
resiliency as an attribute of the provided service, and therefore has
little econonic incentive to spend the additional noney required to
engi neer resiliency into the network. The actions of the network’s
mul ti-honed clients then becone self-fulfilling. One way to
characterize this behavior is that service resiliency in the |Internet
is becoming the responsibility of the custoner, not the service

provi der.

In such an environnent resiliency still exists, but rather than being
a function of the bearer or sw tching subsystem resiliency is

provi ded through the function of the BGP routing system The
question is not whether this is feasible or desirable in the

i ndi vi dual case, but whether the BGP routing system can scal e
adequately to continue to undertake this role.
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5.3 Traffic Engineering via Routing

Further driving this growth in the routing table is the use of

sel ective advertisenent of smaller prefixes along different paths in
an effort to undertake traffic engineering within a nmulti-honed
environnment. Wile there is considerable effort being undertaken to
develop traffic engineering tools within a single network using MPLS
as the base flow rmanagenent tool, inter-provider tools to achieve
simlar outconmes are considerably nore conpl ex when using such

swi tchi ng techni ques.

At this stage the only tool being used for inter-provider traffic
engineering is that of the BG routing table. Such use of BGP
appears to place additional fine-grained prefixes into the routing
table. This action further exacerbates the growth and stability
pressures being placed on the BGP routing donain.

5.4 Lack of Commobn Operational Practices

There is considerable evidence of a lack of unifornmity of operational
practices within the inter-donmain routing space. This includes the
use and setting of prefix filters, the use and setting of route
danpi ng paraneters and | evel of verification undertaken on BGP
advertisenents by both the advertiser and the recipient. There is
some extent of 'noise’ in the routing table where adverti senents
appear to be propagated well beyond their intended domai n of
applicability, and al so where withdrawal s and advertisenments are not
bei ng adequately danped close to the origin of the route flap. This
diversity of operating practices also extends to policies of
accepting advertisenents that are nore specific advertisenments of

exi sting provider bl ocks.

5.5 CIDR and Hierarchical Routing

The current growth factors at play in the BGP table are not easily
susceptible to another round of ClIDR depl oynment pressure within the
operator comunity. The denser interconnectivity nesh, the

i ncreasing use of multi-homing with smaller address prefixes, the
extension of the use of BGP to performroles related to inter-domin
traffic engineering and the | ack of comon operating practices al
point to a continuation of the trend of growmh in the total size of
the BGP routing table, with this growth nost apparent with
advertisenents of snaller address bl ocks, and an increasing trend for
these smal|l advertisenents to be punching a connectivity policy

"hol e’ in an existing provider aggregate advertisenent.
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It may be appropriate to consider how to operate an Internet with a
BGP routing table that has mllions of small entries, rather than the
expectation of a hierarchical routing space with at nost tens of

t housands of larger entries in the global routing table.

6. Future Requirements for the Exterior Routing System

It is beyond the scope of this docunent to define a scalable inter-
domai n routing environnent and associ ated routing protocols and
operating practices. A nore nodest goal is to look at the attributes
of routing systens as understood and identify those aspects of such
systens that may be applicable to the inter-donmain environnent as a
potential set of requirements for inter-donmain routing tools.

6.1 Scalability

The overall intent is scalability of the routing environnent.

Scal ability can be expressed in many di nmensions, including nunber of
di screte network | ayer reachability entries, nunber of discrete route
policy entries, level of dynam c change over a unit of tine of these
entries, time to converge to a coherent view of the connectivity of
the network followi ng changes, and so on.

The basic objective behind this expressed requirenent for scalability
is that the nost likely near to mediumtrend in the structure of the
Internet is a continuation in the pattern of dense interconnectivity
between a | arge nunber of discrete network entities, and little

i npet us behi nd hi erarchical aggregating structures. It is not an

obj ective to place any particular nmetrics on scalability within this
exam nation of requirenents, aside fromindicating that a prudent

vi ew woul d enconpass a scale of connectivity in the inter-domain
space that is at |least two orders of nmagnitude |arger than conparabl e
nmetrics of the current environment.

6.2 Stability and Predictability

Any routing system should behave in a stable and predictable fashion.
What is inferred fromthe predictability requirenment is the behavior
that under identical environnental conditions the routing system
shoul d converge to the sanme state. Stability inplies that the
routing state should be nmaintained for as long as the environnmenta
conditions remain constant. Stability also inplies a qualitative
property that minor variations in the network’s state shoul d not
cause large scale instability across the entire network while a new
stable routing state is reached. |Instead, routing changes shoul d be
propagated only as far as necessary to reach a new stable state, so
that the global requirement for stability inplies sone degree of
locality in the behavior of the system
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6.3 Convergence

Any routing system shoul d have adequat e convergence properties. By
adequate it is inplied that within a finite time foll owi ng a change

in the external environnent, the routing systemwll have reached a
shared common description of the network’s topol ogy that accurately
describes the current state of the network and is stable. 1In this

case finite time inplies atinme limt that is bounded by sone upper
limt, and this upper limt reflects the requirenents of the routing
system |In the case of the Internet this convergence tine is
currently of the order of hundreds of seconds as an upper bound on
convergence. This long convergence time is perceived as having a
negative inpact on various applications, particularly those that are
time critical. A nore useful upper bound for convergence is of the
order of seconds or lower if it is desired to support a broad range
of application classes.

It is not a requirement to be able to undertake full convergence of
the inter-domain routing systemin the sub-second tinescale.

6.4 Routing Overhead

The greater the anmount of information passed within the routing
system and the greater the frequency of such information exchanges,
the greater the | evel of expectation that the routing system can

mai ntain an accurate view of the connectivity of the network.

Equal Iy, the greater the anmpunt of information passed within the
routing system and the higher the frequency of information exchange,
the higher the | evel of overhead consumed by operation of the routing
system There is an el enent of design conpromse in a routing system
to pass enough information across the systemto all ow each routing

el enent to have adequate | ocal information to reach a coherent |oca
view of the network, yet ensure that the total routing overhead is

| ow.

7. Architectural approaches to a scal able Exterior Routing Protocol
Thi s docunent does not attenpt to define an inter-domain routing
protocol that possess all the attributes as |listed above, but a
nunber of architectural considerations can be identified that would
forman integral part of the protocol design process.

7.1 Policy opagueness vs. policy transparency

The two mmj or approaches to routing protocols are distance vector and
link state.
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In the distance vector protocol a routing node gathers infornmation
fromits neighbors, applies local policy to this information and then
distributes this updated information to its neighbors. In this nodel
the nature of the local policy applied to the routing information is
not necessarily visible to the node’s neighbors, and the process of
converting received route advertisenents into advertised route
advertisenments uses a |local policy process whose policy rules are not
visible externally. This scenario can be described as ’'policy
opaque’. The side effect of such an environnent is that a third
party cannot remptely conmpute which routes a network may accept and
whi ch may be re-advertised to each nei ghbor.

In link state protocols a routing node effectively broadcasts its

| ocal adjacencies, and the policies it has with respect to these

adj acencies, to all nodes within the Iink state domain. Every node
can performan identical conputation upon this set of adjacencies and
associ ated policies in order to conmpute the | ocal forwarding table.
The essential attribute of this environnent is that the routing node
has to announce its routing policies, in order to allow a renpte node
to conpute which routes will be accepted from whi ch nei ghbor, and
which routes will be advertised to each nei ghbor and what, if any,
attributes are placed on the advertisenment. Wthin an interior
routing donain the local policies are in effect netrics of each link
and these polices can be announced within the routing domain w thout
any consequent inpact.

In the exterior routing donain it is not the case that

i nt erconnection policies between networks are always fully
transparent. Various pernutations of supplier / custoner

rel ationshi ps and peering rel ationshi ps have associ ated policy
qualifications that are not publicly announced for business
conpetitive reasons. The current diversity of interconnection
arrangenents appears to be predicated on policy opaqueness, and to
mandate a change to a nodel of open interconnection policies nay be
contrary to operational business inperatives.

An inter-domain routing tool should be able to support nodels of

i nt erconnection where the policy associated with the interconnection
is not visible to any third party. |If the architectural choice is a
constrai ned one between distance vector and Iink state, then this
consi deration woul d appear to favor the continued use of a distance
vector approach to inter-domain routing. This choice, in turn, has
i nplications on the convergence properties and stability of the
inter-domain routing environnent. |If there is a broader spectrum of
choi ce, the considerations of policy-opaqueness would still apply.
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7.2 The nunber of routing objects

The current issues with the trend behaviors of the BGP space can be
coarsely summarized as the growth in the nunber of distinct routing
obj ects, the increased | evel of dynanmic behaviors of these objects
(in the formof announcenments and withdrawal s).

This entails evaluating possible neasures that can address the growth
rate in the nunber of objects in the inter-domain routing table, and
separately exani ning nmeasures that can reduce the | evel of dynanic
change in the routing table. The current routing architecture
defines a basic unit of a route object as an originating AS nunber
and an address prefix.

In looking at the growth rate in the nunber of route objects, the
salient observation is that the nunber of route objects is the
byproduct of the density of the interconnection nesh and the nunber
of discrete points where policy is inposed of route objects. One
approach to reduce the growth in the nunber of objects is to allow
each object to describe |arger segnments of infrastructure. Such an
approach could use a single route object to describe a set of address
prefixes, or a collection of ASs, or a conbination of the two. The
nost direct form of extension would be to preserve the assunption
that each routing object represents an indivisible policy entity.
However, given that one of the drivers of the increasing nunber of
route objects is a proliferation of discrete route objects, it is not
i mredi ately apparent that this form of aggregation will prove capable
in addressing the growmh in the nunber of route objects.

If single route objects are to be used that enconpass a set of
address prefixes and a collection of ASs, then it appears necessary
to define additional attributes within the route object to further
qualify the policies associated with the object in terns of specific
prefixes, specific ASs and specific policy semantics that may be
consi dered as policy exceptions to the overall aggregate

Anot her approach to reduce the nunber of route objects is to reduce

t he scope of advertisement of each routing object, allow ng the

obj ect to be renoved and proxy aggregated into sonme | arger object
once the | ogical scope of the object has been reached. This approach
woul d entail the addition of route attributes that could be used to
define the circunstances where a specific route object would be
subsuned by an aggregate route object w thout inpacting the policy
obj ectives associated with the original set of advertisenents.
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7.3 Inter-domain Traffic Engineering

Attenpting to place greater levels of detail into route objects is

i ntended to address the dual role of the current BGP system as both
an inter-domai n connectivity naintenance protocol and as an inplicit
traffic engineering tool.

In the current environment, advertisenent of more specific prefixes
with unique policy but with the same origin ASis often intended to
create a traffic engineering response, where incomng traffic to an
AS may be bal anced across nultiple paths. The outcone is that the
control of the relative profile of load is placed with the
originating AS. The way this is achieved is by using limted

know edge of the renbte AS's route selection policy to explicitly
limt the nunber of egress choices available to a renote AS. The
nost comon route selection policy is the preference for nore
specific prefixes over |arger address blocks. By advertising
specific prefixes along specific neighbor AS connections with
specific route attributes, traffic destined to these addresses is
passed through the selected transit paths. This lintation of choice
allows the originating AS to override the potential policy choices of
all other ASs, inposing its traffic inport policies at a higher |evel
than the renote AS s egress poli cies.

An alternative approach is the use of a class of traffic engineering
attributes that are attached to an aggregate route object. The
intent of such attributes is to direct each renbte AS to respond to
the route object in a nanner that equates to the current response to
nore specific advertisenents, but wi thout the need to advertise
specific prefix route objects. However, even this approach uses
route objects to conmunicate traffic engineering policy, and the sane
risk remains that the route table is used to carry fine-detail ed
traffic path policies.

An alternative direction is to separate the functions of connectivity
mai nt enance and traffic engineering, using the routing protocol to
identify a nunmber of viable paths froma source AS to a destination
AS, and use a distinct collection of traffic engineering tools to
allow a traffic source AS to nake egress path selections that match
the desired traffic service profile for the traffic.

There is one critical difference between traffic engi neering
approaches as used in intra-domain environnents and the current

i nter-donai n operating practices. Wereas the intra-domain

envi ronnent uses the ingress network el enment to nake the appropriate
path choice to the egress point, the inter domain traffic engineering
has the opposite intent, where a downstream AS (or egress point) is
attenpting to influence the path choice of an upstream AS (or ingress

Hust on | nf or mat i onal [ Page 18]



RFC 3221 Commentary on Inter-Domain Routing Decenber 2001

point). If explicit traffic engineering were undertaken within the
inter-domain space, it is highly likely that the current structure
woul d be altered. Instead of the downstream el enment attenpting to

constrain the path choices of an upstream el enent, a probabl e
approach is the downstream el ement placing a nunber of advisory
constraints on the upstream el enents, and the upstream el ements using
a conbi nation of these advisory constraints, dynam c information
relating to path service characteristics and |ocal policies to nake
an egress choice.

From t he perspective of the inter-domain routing environment, such
nmeasures offer the potential to renove the advertisenment of specific
routes for traffic engineering purposes. However, there is a need to
adding traffic engineering information into advertised route bl ocks,
requiring the definition of the syntax and semantics of traffic

engi neering attributes that can be attached to route objects.

7.4 Hierarchical Routing Mdels

The CIDR routing nmodel assumed a hierarchy of providers, where at
each level in the hierarchy the routing policies and address space of
networks at the lower level of hierarchy were subsuned by the next

| evel up (or 'upstream) provider. The connectivity policy assuned
by this nodel is also a hierarchical nodel, where horizonta
connections within a single | evel of the hierarchy are not visible
beyond the networks of the two parties.

A nunber of external factors are increasing the density of

i nt erconnection including decreasing unit costs of conmunications
services and the increasing use of exchange points to augnent point-
t o- poi nt connectivity nodels with point-to-nulti-point facilities.

The outconme of these external factors is a significant reduction in
the hierarchical nature of the inter-donain space. Such a trend can
be viewed with concern given the common approach of using hierarchies
as a tool for scaling routing systens. BGP falls within this
approach, and relies on hierarchies in the address space to contain

t he nunber of independently routing objects. The outcones of this
characteristic of the Internet in terns of the routing space is the

i ncreasi ng nunmber of distinct route policies that are associated with
each nulti-honed network within the Internet.

One way to linmit the proliferation of such policies across the entire
i nter-donain space is to associate attributes to such advertisenents
that specify the conditions whereby a renote transit AS may proxy-
aggregate this route object with other route objects.
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7.5 Extend or Replace BGP

A final consideration is to consider whether these requirenents can
best be net by an approach of a set of upward-conpatibl e extensions
to BGP, or by a replacenent to BG. No recommendation is nade here,
and this is a topic requiring further investigation.

The general approach in extending BGP appears to lie in increasing

t he nunber of supported transitive route attributes, allow ng the
route originator greater control in specifying the scope of
propagation of the route and the intended outcone in ternms of policy

and traffic engineering. It nmay al so be necessary to all ow BGP
sessions to negotiate additional functionality intended to inprove
t he convergence behavior of the protocol. Wether such changes can

produce a scal able and useful outcone in terns of inter-domin
routing renmains, at this stage, an open question.

An alternative approach is that of a replacenent protocol, and such
an approach may well be based on the adoption of a link-state
behavi or. The issues of policy opaqueness and |ink-state protocols
have been descri bed above. The other mgjor issue with such an
approach is the need to limt the extent of link state flooding,
where the inter-domai n space woul d need sonme further |evels of

i nposed structure simlar to intra-domain areas. Such structure may
well inply the need for an additional set of operator inter-

rel ati onshi ps such as nutual transit, and this nmay prove chall engi ng
to adapt to existing practices.

The potential sets of actions include nore than extend or replace the
BGP protocol. A third approach is to continue to use BGP as the
basi ¢ neans of propagating route objects and their associated AS
paths and other attributes, and use one or nore overlay protocols to
support inter-donain traffic engineering and other forns of inter-
domai n policy negotiation. This approach would appear to offer a
means of transition for the large installed base currently using BGP4
as their inter-domain routing protocol, placing additional
functionality in the overlay protocols while |eaving the basic
functionality of BGP4 intact. The resultant inter-dependencies

bet ween BGP and the overlay protocols would require very carefu
attention, as this would be the nost critical aspect of such an

appr oach.
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8.

Directions for Further Activity

While there may exist short term actions based on providing various
incentives for network operators to renove redundant or inefficiently
grouped entries fromthe BGP routing table, such actions are short
termpalliative nmeasures, and will not provide long termanswers to
the need to a scal able inter-domain routing protocol

One potential short termprotocol refinement is to allow a set of
grouped advertisenments to be aggregated into a single route
advertisenent. This form of proxy aggregation would take a set of
bit-wi se aligned routing entries with matching route attributes, and
under certain well identified circunstances, aggregate these routing
entries into a single re-advertised aggregate routing entry. This
techni que renoves information fromthe routing system and sonme care
must be taken to define a set of proxy aggregation conditions that do
not materially alter the flow of traffic, or the ability of
originating ASes to announce routing policy.

A further refinement to this approach is to consider the definition
of the syntax and senantics of a nunber of additional route
attributes. Such attributes could define the extent to which
specific route advertisenents should be propagated in the inter-
domai n space, allow ng the advertisenent to be subsumed by a | arger
aggregate advertisenment at the boundary of this donmain. This could
be used to formpart of the preconditions of autonmated proxy
aggregation of specific routes, and also limt the extent to which
announcenent and wi thdrawal s are propagated across the routing
domai n.

It is unclear that such neasures would result in substantial |onger
term changes to the scaling and convergence properties of BGP4.
Taking the requirenent set enunerated in section 6 of this document,
one approach to the longer termrequirenents my be to preserve a
nunber of attributes of the current BGP protocol, while refine other
aspects of the protocol to inprove its scaling and convergence
properties. A mnimal set of alterations could retain the Autononous
System concept to allow for boundaries of information sumrarization
as well as retaining the approach of associating each prefix
advertisenment with an originating AS. The concept of policy
opagueness woul d al so be retained in such an approach, inplying that
each AS accepts a set of route advertisenments, applies |local policy
constraints, and re-adverti ses those advertisenents pernitted by the
| ocal policy constraints. It could be feasible to consider
alterations to the distance vector path selection algorithm
particularly as it relates to intermedi ate states during processing
of aroute withdrawal. It is also feasible to consider the use of
compound route attributes, allowing a route object to include an
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aggregate route, and a nunber of specifics of the aggregate route,
and attach attributes that may apply to the aggregate or a specific
address prefix. Such route attributes could be used to support

mul ti-hom ng and inter-domain traffic engineering nmechani sns. The
overall intent of this approach is to address the najor requirenents
in the inter-domain routing space w thout using an increasing set of
gl obal Iy propagated specific route objects.

A potential applied research topic is to consider the feasibility of
de-coupling the requirenments of inter-domain connectivity nanagenent
with the applications of policy constraints and the issues of sender-
and/ or receiver-managed traffic engineering requirenents. Such an
approach may use a link-state protocol as a neans of maintaining a
consi stent view of the topology of inter-domain network, and then use
some form of overlay protocol to negotiate policy requirements of
each AS, and use a further overlay to support inter-domain traffic
engi neering requirenents. The underlying assunption of such an
approach is that by dividing up the functional role of inter-domain
routing into distinct conmponents each conponent will have superior
scal i ng and convergence properties which in turn to result in
superior properties for the entire routing system Chviously, this
assunption requires sone testing.

Research topics with potential |onger termapplication include the
approach of drawing a distinction between a network’s identity, a
network’s location relative to other networks, and a feasible path
between a source and destination network that satisfies various
policy and traffic engineering constraints. Again the intent of such
an approach would be to divide the current routing function into a
nunber of distinct scal abl e conponents.

9. Security Considerations

Any adopted inter-donain routing protocol needs to be secure agai nst
di sruption. Disruption comes fromtwo primary sources:

- Accidental misconfiguration
- Malicious attacks

G ven past experience with routing protocols, both can be significant
sources of harm

Gven that it is not reasonable to guarantee the security of all the
routers involved in the global Internet inter-domain routing system
there is also every reason to believe that nalicious attacks may comne
frompeer routers, in addition to com ng from external sources.
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10.

A protocol design should therefore consider how to mnimze the
damage to the overall routing conmputation that can be caused by a
single or small set of misbehaving routers.

The routing systemitself needs to be resilient against accidental or
mal i ci ous adverti senents of a route object by a route server not
entitled to generate such an advertisenment. This inplies severa

t hings, including the need for cryptographic validation of
announcenents, cryptographic protection of various critical routing
nmessages and an accurate and trusted database of routing assignnents
via which authorization can be checked.
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