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Abstract

Thi s docunent describes the View based Access Control Mdel (VACM
for use in the Sinple Network Managenment Protocol (SNWVP)
architecture. It defines the Elenents of Procedure for controlling
access to managenent information. This docunent al so includes a
Managenent Information Base (M B) for renotely managing the
configuration paraneters for the View based Access Control Model.
Thi s docunment obsol etes RFC 2575.
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1. Introduction

The Architecture for describing Internet Managenent Frameworks
[ RFC3411] describes that an SNWMP engine is conposed of:

1) a Dispatcher

2) a Message Processing Subsystem
3) a Security Subsystem and

4) an Access Control Subsystem

Appl i cati ons make use of the services of these subsystens.

It is inportant to understand the SNWP architecture and its

term nol ogy to understand where the Vi ew based Access Control Model
described in this docunent fits into the architecture and interacts
with other subsystens within the architecture. The reader is
expected to have read and understood the description and term nol ogy
of the SNMP architecture, as defined in [RFC3411].

W jnen, et al. St andards Track [ Page 2]



RFC 3415 VACM for the SNW Decenber 2002

The Access Control Subsystem of an SNMP engi ne has the responsibility
for checking whether a specific type of access (read, wite, notify)
to a particular object (instance) is all owed.

It is the purpose of this docunent to define a specific nodel of the
Access Control Subsystem designated the View based Access Control

Model. Note that this is not necessarily the only Access Contro
Model .
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in BCP 14, RFC 2119.

1.2. Access Contro

Access Control occurs (either inmplicitly or explicitly) in an SNW
entity when processing SNVP retrieval or nodification request
messages froman SNWP entity. For exanple a Command Responder
application applies Access Control when processing requests that it
received froma Comrand Cenerator application. These requests
contain Read Class and Wite C ass PDUs as defined in [ RFC3411].

Access Control also occurs in an SNWP entity when an SNW
notification nmessage is generated (by a Notification Oiginator
application). These notification nmessages contain Notification O ass
PDUs as defined in [RFC3411].

The Vi ew based Access Control Mdel defines a set of services that an
application (such as a Command Responder or a Notification Oiginator
application) can use for checking access rights. It is the
responsibility of the application to nake the proper service calls
for access checking.

1.3. Local Configuration Datastore

To inplement the nodel described in this docunent, an SNWVP entity
needs to retain information about access rights and policies. This
information is part of the SNWP engine’'s Local Configuration
Datastore (LCD). See [RFC3411] for the definition of LCD

In order to allow an SNWP entity’s LCD to be renotely configured,
portions of the LCD need to be accessible as managed objects. A MB
nodul e, the Vi ew based Access Control Model Configuration M B, which
defines these nanaged object types is included in this docunent.
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2. Elenents of the Model

This section contains definitions to realize the access control
service provided by the View based Access Control Model.

2.1. Goups

A group is a set of zero or nore <securityMdel, securityName> tuples
on whose behal f SNVMP managenent objects can be accessed. A group
defines the access rights afforded to all securityNames whi ch bel ong
to that group. The conbination of a securityMddel and a securityName
maps to at nost one group. A group is identified by a groupNane.

The Access Control nodul e assunes that the securityNanme has al ready
been aut henticated as needed and provides no further authentication
of its own.

The Vi ew based Access Control Mdel uses the securityMdel and the
securityNanme as inputs to the Access Control nodule when called to
check for access rights. It determines the groupNane as a function
of securityMddel and securityNane.

2.2. securitylLevel

Different access rights for nmenbers of a group can be defined for

different |levels of security, i.e., noAuthNoPriv, authNoPriv, and
authPriv. The securitylLevel identifies the level of security that
will be assumed when checking for access rights. See the SNWP

Architecture docunent [RFC3411] for a definition of securitylLevel.

The Vi ew based Access Control Mdel requires that the securitylLevel
is passed as input to the Access Control nodul e when called to check
for access rights.

2.3. Contexts

An SNWVP context is a collection of nmanagenent information accessible
by an SNWP entity. An item of nanagenent infornmation may exist in
nore than one context. An SNWMP entity potentially has access to nany
contexts. Details about the naning of managenent information can be
found in the SNVP Architecture docunent [RFC3411].

The Vi ewbased Access Control Mdel defines a vacnContext Tabl e that
lists the locally avail abl e contexts by context Name.
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2.4. MB Views and View Fam |l i es

For security reasons, it is often valuable to be able to restrict the
access rights of some groups to only a subset of the managenent
information in the nmanagenent domain. To provide this capability,
access to a context is via a "MB view' which details a specific set
of managed object types (and optionally, the specific instances of

obj ect types) within that context. For exanple, for a given context,
there will typically always be one MB view which provides access to
all managenent information in that context, and often there will be
other M B views each of which contains sone subset of the
information. So, the access allowed for a group can be restricted in
the desired manner by specifying its rights in ternms of the
particular (subset) MB view it can access wi thin each appropriate
cont ext .

Si nce nanaged object types (and their instances) are identified via
the tree-like nam ng structure of 1SO s OBJECT | DENTIFIERs [ SO
ASN. 1, RFC2578], it is convenient to define a MB view as the

conbi nati on of a set of "view subtrees", where each view subtree is a
subtree within the managed object naming tree. Thus, a sinple MB
view (e.g., all managed objects within the Internet Network
Managenent Framework) can be defined as a single view subtree, while
nmore conplicated MB views (e.g., all information relevant to a
particular network interface) can be represented by the union of

mul tiple view subtrees.

Wil e any set of managed objects can be described by the union of
sone nunber of view subtrees, situations can arise that would require
a very |arge nunber of view subtrees. This could happen, for

exanpl e, when specifying all colunmms in one conceptual row of a MB
tabl e because they woul d appear in separate subtrees, one per col um,
each with a very sinmilar format. Because the formats are simlar,
the required set of subtrees can easily be aggregated into one
structure. This structure is nanmed a fanmily of view subtrees after
the set of subtrees that it conceptually represents. A famly of

Vi ew subtrees can either be included or excluded froma MB view.

2.4.1. View Subtree

A view subtree is the set of all M B object instances which have a
conmon ASN. 1 OBJECT | DENTI FIER prefix to their names. A view subtree
is identified by the OBJECT | DENTI FI ER val ue which is the | ongest
OBJECT | DENTI FI ER prefix conmmon to all (potential) M B object

i nstances in that subtree.
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2.4.2. ViewlIreeFamly

A famly of view subtrees is a pairing of an OBJECT | DENTI FI ER val ue
(called the famly nane) together with a bit string value (called the
famly nask). The family nask indicates which sub-identifiers of the
associated family nane are significant to the fanily's definition

For each possi bl e managed object instance, that instance belongs to a
particular ViewlreeFamly if both of the follow ng conditions are
true:

- the OBJECT |DENTI FI ER nanme of the nanaged object instance contains
at |l east as many sub-identifiers as does the famly nane, and

- each sub-identifier in the OBJECT | DENTI FI ER nane of the managed
obj ect instance matches the correspondi ng sub-identifier of the
fam |y nane whenever the corresponding bit of the associ ated
famly mask is non-zero

When the configured value of the famly mask is all ones, the view
subtree famly is identical to the single view subtree identified by
the famly nane.

When the configured value of the famly mask is shorter than required
to performthe above test, its value is inplicitly extended with
ones. Consequently, a view subtree famly having a fam |y mask of
zero |l ength always corresponds to a single view subtree.

2.5. Access Policy

The Vi ew based Access Control Mdel determ nes the access rights of a
group, representing zero or nore securityNames whi ch have the sane
access rights. For a particular context, identified by contextNane,
to which a group, identified by groupNane, has access using a
particul ar securityMdel and securitylLevel, that group’s access
rights are given by a read-view, a wite-view and a notify-view.

The read-view represents the set of object instances authorized for
the group when readi ng objects. Reading objects occurs when
processing a retrieval operation (when handling Read C ass PDUs).

The write-view represents the set of object instances authorized for
the group when witing objects. Witing objects occurs when
processing a wite operation (when handling Wite C ass PDUs).

The notify-view represents the set of object instances authorized for

t he group when sending objects in a notification, such as when
sending a notification (when sending Notification C ass PDUs).
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3. Elenents of Procedure

This section describes the procedures followed by an Access Control
e that inplenents the View based Access Control Mdel when
checki ng access rights as requested by an application (for exanple a
Command Responder or a Notification Oiginator application). The
abstract service primtive is:

nmodul

statuslnformation = -- success or errorlndication
i sAccessAl | owed(

securit yModel -- Security Model in use
securityName -- principal who wants access
securitylLevel -- Level of Security
Vi ewType -- read, wite, or notify view
cont ext Nane -- context containing variabl eName
vari abl eNane -- ODfor the managed obj ect
)

The abstract data el enents are:

statuslnformati on - one of the foll ow ng:

se
se
se
Vi

co

accessAl | oned

not | nVi ew

noSuchVi ew

noSuchCont ext

noG oupNanme

noAccessEntry

ot herError
curit yModel
curityName
curitylLevel
ewlype

nt ext Name

var i abl eName

W j nen,

et al.

a MB view was found and access is granted.
- a MB view was found but access is denied.

The vari abl eNane is not in the configured

MB view for the specified viewlype (e.g., in

the relevant entry in the vacmAccessTabl e).

- no MB view found because no view has been
configured for specified viewlype (e.g., in
the relevant entry in the vacmAccessTabl e).
no M B view found because of no entry in the
vacnCont ext Tabl e for specified context Nane.

- no MB view found because no entry has been
configured in the vacnBecurityToG oupTabl e
for the specified conbination of
securi tyModel and securityName.

- no MB view found because no entry has been
configured in the vacmAccessTabl e for the
speci fied conbi nati on of context Name,
groupName (from vacnBecurityToG oupTabl e),
securi tyMddel and securitylLevel

- failure, an undefined error occurred.

Security Model under which access is requested.
the principal on whose behal f access is requested.
Level of Security under which access is requested.
view to be checked (read, wite or notify).
context in which access is requested.

obj ect instance to which access is requested.
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3.1. Overview of isAccessAllowed Process

The followi ng picture shows how the decision for access control is
made by the Vi ew based Access Control Mdel.

o m o m o m o e e e o e e o o o o o o o e e e e e e e m e mememamooo- +
I +-> securityhModel -+ I
I | (a) I I
| who -+ +-> groupName ----+ |
| (1) | | (x) I I
| +-> securityNane --+ | |
o I I
| where -> contextName --------------------- + |
| (2) (e) I I
I I I
I I I
| +-> securityMdel ------------------- + |
| | (a) o |
| how -+ +-> vi ewNane -+ |
| (3) | | (y) I I
| +-> securityLevel ------------------- + | |
| (c) | +-> yes/no |
| | | decision |
| why ---> viewlype (read/wite/notify) ----+ | (2) |
I (4) (d) I I
| what --> object-type ------ + | |
| (5) (m I _ I I
| +-> vari abl eNane (O D) ------ + |
f
I which -> object-instance--|+ () I
| (6) (n) I
e .
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How t he decision for isAccessAllowed is nmade.

1) Inputs to the i sAccessAll owed service are:

(a) securit yModel -- Security Mdel in use

(b) securityName -- principal who wants to access
(c) securitylLevel -- Level of Security

(d) Vi ewType -- read, wite, or notify view

(e) cont ext Nane -- context containing variabl eName
(f) vari abl eNane -- OD for the nanaged obj ect

-- this is made up of:

- object-type (m
- object-instance (n)

2) The partial "who" (1), represented by the securityMdel (a) and
the securityName (b), are used as the indices (a,b) into the
vacnBecurityToG oupTable to find a single entry that produces a
group, represented by groupNane (X).

3) The "where" (2), represented by the contextNane (e), the "who",
represented by the groupName (x) fromthe previous step, and the
"how' (3), represented by securityMdel (a) and securitylLevel (c),
are used as indices (e, x,a,c) into the vacmAccessTable to find a
single entry that contains three M B vi ews.

4) The "why" (4), represented by the viewlype (d), is used to select
the proper MB view, represented by a viewNane (y), fromthe
vacmAccessEntry selected in the previous step. This viewNane (y)
is an index into the vacnVi ewlreeFami | yTabl e and sel ects the set
of entries that define the variabl eNames which are included in or
excluded fromthe MB view identified by the viewNane (y).

5) The "what" (5) type of managenent data and "which" (6) particular
i nstance, represented by the variableNanme (f), is then checked to
be in the MB view or not, e.g., the yes/no decision (z).

3.2. Processing the isAccessAl | owed Service Request

This section describes the procedure followed by an Access Control
nmodul e that inplenments the View based Access Control Mdel whenever
it receives an isAccessAl |l owed request.

1) The vacnContext Table is consulted for information about the SNWP
context identified by the contextName. |If information about this
SNMP context is absent fromthe table, then an errorlndication
(noSuchContext) is returned to the calling nodul e.

Wijnen, et al. St andar ds Track [ Page 9]



RFC 3415 VACM for the SNW Decenber 2002

2)

3)

4)

5)

The vacnBSecurityToG oupTable is consulted for mapping the
securityMddel and securityNane to a groupNane. |If the infornmation
about this conbination is absent fromthe table, then an
errorlndication (noGoupNane) is returned to the calling nodul e.

The vacnmAccessTable is consulted for infornation about the
groupName, contextNanme, securityMdel and securitylLevel. |If

i nformati on about this conbination is absent fromthe table, then
an errorlndication (noAccessEntry) is returned to the calling
nodul e.

a) If the viewlype is "read", then the read viewis used for
checking access rights.

b) If the viewlype is "wite", then the wite viewis used for
checking access rights.

c) If the viewlype is "notify", then the notify viewis used for
checking access rights.

If the viewto be used is the enpty view (zero | ength vi ewNane)
then an errorlndication (noSuchView) is returned to the calling
nodul e.

a) If there is no view configured for the specified viewlype, then
an errorlndication (noSuchView) is returned to the calling
nodul e.

b) If the specified variabl eNanme (object instance) is not in the
M B vi ew (see DESCRI PTI ON cl ause for vacnmVi ewlreeFani|lyTable in
section 4), then an errorindication (notlnView) is returned to
the calling nodul e.

O herwi se,
c) The specified variableNane is in the MB view A

statusl nformati on of success (accessAllowed) is returned to the
cal li ng nodul e.
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i Definitions
SNIVP- VI EW BASED- ACM-M B DEFI NI TIONS ::= BEG N
| MPORTS

MODULE- COVPLI ANCE, OBJECT- GROUP
MODULE- | DENTI TY, OBJECT- TYPE,

FROM SNWPv 2- CONF

snnpModul es FROM SNWPv2- SM
Test Andl ncr,
RowSt at us, St orageType FROM SNMPv2- TC

SnnpAdni nSt ri ng,
SnmpSecuritylLevel ,
SnnpSecuri t yModel

snnmpVacnM B

LAST- UPDATED "200210160000Z" --

FROM SNVP- FRAMEWORK- M B;

MODULE- | DENTI TY

16 Cct 2002, mi dnight

ORGANI ZATI ON " SNWMPv3 Wor ki ng Group”
CONTACT- | NFO "W& eni | :

W j nen,

et al.

Subscri be:

Co-Chai r:
post al :
enmai | :
phone:
Co-Chai r:

Post al :

EMai | :
Phone:

Co-edi tor:

post al :

emai | :
phone:

Co-edi tor:

St andards Track

snmpv3@i sts.tislabs.com
maj or dono@i sts.tislabs.com
In message body: subscribe snnpv3

Russ Mundy

Net wor k Associ ates Laboratories
15204 Orega Drive, Suite 300
Rockville, NMD 20850-4601

USA

mundy@i sl abs. com

+1 301-947-7107

Davi d Harrington

Ent erasys Networ ks

35 Industrial Wy

P. O Box 5004

Rochest er, New Hanpshire 03866-5005
USA

dbh@nt er asys. com

+1 603-337-2614

Bert W/ nen

Lucent Technol ogi es
Schagen 33

3461 G Linschoten
Net her | ands

bwi j nen@ ucent . com
+31- 348- 480- 685

Randy Presuhn
BMC Software, |nc.
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post al : 2141 North First Street
San Jose, CA 95131
USA
emai | : randy_pr esuhn@nt. com
phone: +1 408-546- 1006

Co-editor: Keith M oghrie
Ci sco Systens, |nc.

post al : 170 West Tasman Drive
San Jose, CA 95134-1706
USA

emai | : kzm@i sco. com

phone: +1-408-526- 5260

DESCRI PTI ON " The nanagenent information definitions for the
Vi ew based Access Control Mdel for SNVP.

Copyright (C The Internet Society (2002). This
version of this MB nodule is part of RFC 3415;
see the RFC itself for full [egal notices.

-- Revision history

REVI SI ON "200210160000Z" -- 16 Cct 2002, midnight
DESCRI PTION "d arifications, published as RFC3415"

REVI SI ON "199901200000Z" -- 20 Jan 1999, midni ght
DESCRI PTION "d arifications, published as RFC2575"

REVI SI ON "199711200000Z" -- 20 Nov 1997, midni ght
DESCRI PTION "Initial version, published as RFC2275"

::={ snnpMdul es 16 }
— Adm n| Stratlve aSSI gnn-ents khkkhkkkkhkkhkhkkhkhkkhkhhkhkhkkhkhhkhkhkhkhkkhkhkkikhkkhkhkkikkkik*k*k

vacnM BObj ect s OBJECT | DENTI FI ER ::
vacrmM BConf ormance OBJECT | DENTI FI ER : :

{ snmpVacmM B 1 }
{ snmpVacmM B 2 }

I Inforn-atlon about Local Contexts kkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhk*k

vacntCont ext Tabl e OBJECT- TYPE

SYNTAX SEQUENCE CF VacnContextEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The table of locally avail abl e contexts.

This table provides informati on to SNMP Commrand
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Generator applications so that they can properly
configure the vacmAccessTable to control access to
all contexts at the SNWP entity.

This table may change dynanically if the SNWP entity
allows that contexts are added/del eted dynam cally
(for instance when its configuration changes). Such
changes woul d happen only if the nanagenent

i nstrunentation at that SNMP entity recogni zes nore
(or fewer) contexts.

The presence of entries in this table and of entries
in the vacnmAccessTabl e are independent. That is, a
context identified by an entry in this table is not
necessarily referenced by any entries in the
vacnmAccessTabl e; and the context(s) referenced by an
entry in the vacmAccessTabl e does not necessarily
currently exist and thus need not be identified by an
entry in this table.

This tabl e nust be nade accessible via the default
context so that Command Responder applications have
a standard way of retrieving the information.

This table is read-only. It cannot be configured via
SNIVP.

::={ vacnM BObj ects 1 }

vacnCont ext Ent ry OBJECT- TYPE

SYNTAX VacnCont ext Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON "I nformati on about a particular context."
| NDEX {

vacnCont ext Name

}
::={ vacnContextTable 1 }

VacnCont extEntry ::

{
}

vacnCont ext Name

= SEQUENCE

vacnmCont ext Name SnnpAdmi nString

SYNTAX

MAX- ACCESS

STATUS

W j nen,

et al.

OBJECT- TYPE
SnnpAdmi nString (Sl ZE(O. . 32))
read-only

current
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DESCRI PTI ON "A hunan readabl e nane identifying a particul ar
context at a particular SNWP entity.

The enpty contextName (zero |ength) represents the
default context.

::={ vacnContextEntry 1 }

I Inforn-atlon about Goups kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkrkikhk*k

vacnBecurityToG oupTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VacnBecurityToG oupEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "Thi s table maps a conbi nati on of securityMdel and
securityNanme into a groupName which is used to define
an access control policy for a group of principals.

::={ vacnM BObj ects 2 }

vacnBecurityToG oupEntry OBJECT- TYPE

SYNTAX VacnBSecurityToG oupEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "An entry in this table maps the conbination of a
securityMddel and securityNane into a groupNane.

| NDEX {
vacnBecurit yModel ,
vacnBecurit yName

}
::={ vacnBecurityToG oupTable 1 }

VacnBecurityToG oupEntry ::= SEQUENCE
{
vacnBecurit yModel SnnpSecuri t yModel ,
vacnBecurit yName SnnpAdmi nStri ng,
vacna oupNane SnnpAdmi nStri ng,
vacnBecurityToG oupSt or ageType St orageType,
vacnBecurityToG oupSt at us RowsSt at us
}
vacnBecurityMdel OBJECT- TYPE
SYNTAX SnnpSecuri tyModel (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The Security Model, by which the vacnSecurityName
referenced by this entry is provided.
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Note, this object may not take the 'any' (0) val ue.

::={ vacnBecurityToG oupEntry 1 }

vacnBecurityName OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The securityName for the principal, represented in a
Security Model independent format, which is napped by
this entry to a groupNane.

::={ vacnBecurityToG oupEntry 2 }

vacnx oupNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(1..32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The nane of the group to which this entry (e.g., the
combi nati on of securityMdel and securityNane)
bel ongs.

This groupName is used as index into the
vacmAccessTabl e to sel ect an access control policy.
However, a value in this table does not inply that an
instance with the value exists in table vacmAccesTabl e.

::={ vacnBecurityToG oupEntry 3 }

vacnBecurityToG oupSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The storage type for this conceptual row.
Conceptual rows having the value ’'permanent’ need not
allow wite-access to any columar objects in the row

DEFVAL { nonvol atile }
::={ vacnBecurityToG oupEntry 4 }

vacnBecurityToG oupSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The status of this conceptual row

Until instances of all corresponding colums are
appropriately configured, the value of the
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correspondi ng i nstance of the vacnBecurityToG oupSt at us
colum is ’notReady’.

In particular, a newy created row cannot be made
active until a value has been set for vacnG oupNane.

The RowStatus TC [ RFC2579] requires that this
DESCRI PTI ON cl ause states under which circunstances
other objects in this row can be nodifi ed:

The val ue of this object has no effect on whether
other objects in this conceptual row can be nodified.

::={ vacnBecurityToG oupEntry 5 }
- - Inf orn-atl on about Access RI ghts kkhkkhkkkhkhkkkhkkhkhhkkhkhkhkhkkhkhhkkhkhkhkikkhkikkkhkkkik*k*%

vacmAccessTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VacmAccessEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The tabl e of access rights for groups.

Each entry is indexed by a groupNane, a contextPrefix,
a securityModel and a securitylLevel. To deternine
whet her access is allowed, one entry fromthis table
needs to be selected and the proper viewNane fromthat
entry nust be used for access control checking.

To select the proper entry, foll ow these steps:

1) the set of possible matches is formed by the
intersection of the followi ng sets of entries:

the set of entries with identical vacnmG oupNane
the union of these two sets:
- the set with identical vacmAccessCont ext Prefi x
- the set of entries with vacmAccessCont ext Mat ch
val ue of ’'prefix’ and matching
vacnmAccessCont ext Prefi x
intersected with the union of these two sets:
- the set of entries with identical
vacnBSecuri t yModel
- the set of entries with vacnBSecurityModel
val ue of 'any’
intersected with the set of entries with
vacmAccessSecuritylLevel value |ess than or equal
to the requested securitylLevel
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2) if this set has only one nenber, we’'re done
ot herwi se, it cones down to deciding how to wei ght
the preferences between ContextPrefixes,
SecurityModel s, and SecuritylLevels as foll ows:
a) if the subset of entries with securityModel
mat chi ng the securityModel in the nessage is
not enpty, then discard the rest.
b) if the subset of entries with
vacnmAccessCont ext Prefi x nmat chi ng the cont ext Name
in the nmessage is not enpty,
then discard the rest
c) discard all entries with ContextPrefixes shorter
than the | ongest one renmaining in the set
d) select the entry with the highest securityLevel

Pl ease note that for securitylLevel noAuthNoPriv, all
groups are really equivalent since the assunption that
the securityName has been aut henticated does not hol d.

;.= { vacnM BObj ects 4 }

vacmAccessEntry OBJECT- TYPE

SYNTAX VacmAccessEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "An access right configured in the Local Configuration
Dat astore (LCD) authorizing access to an SNMP cont ext .

Entries in this table can use an instance val ue for
obj ect vacnroupNane even if no entry in table
vacmAccessSecurityToG oupTabl e has a correspondi ng
val ue for object vacnG oupNane.

| NDEX { vacntx oupNane,
vacmAccessCont ext Prefi x,
vacmAccessSecuri t yModel ,
vacmAccessSecurityLevel

::={ vacnmAccessTable 1 }

VacmAccessEntry :: = SEQUENCE
{
vacmAccessCont ext Prefi x SnnpAdmi nStri ng,
vacmAccessSecuri t yModel SnnpSecuri t yModel
vacmAccessSecurityLevel SnnpSecuritylLevel ,
vacmAccessCont ext Mat ch | NTEGER,
vacmAccessReadVi ewNane SnnpAdmi nStri ng,

vacmAccessW it eVi ewNane SnnpAdmi nStri ng,
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vacmAccessNot i f yVi ewNane SnnpAdmi nStri ng,

vacmAccessSt or ageType St or ageType,
vacmAccessSt at us RowSt at us
}
vacmAccessCont ext Prefi x OBJECT- TYPE
SYNTAX SnnpAdmi nString (Sl ZE(O. . 32))
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "In order to gain the access rights allowed by this
conceptual row, a contextNane nust match exactly
(if the value of vacmAccessContextMatch is ’exact’)
or partially (if the value of vacmAccessCont ext Match
is 'prefix’) to the value of the instance of this
obj ect .

::={ vacmAccessEntry 1 }

vacmAccessSecurityModel OBJECT- TYPE

SYNTAX SnnpSecuri t yModel
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "In order to gain the access rights allowed by this
conceptual row, this securityMdel nust be in use.

::={ vacmAccessEntry 2 }

vacmAccessSecuritylLevel OBJECT- TYPE

SYNTAX SnnpSecuritylLevel
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The minimum | evel of security required in order to
gain the access rights allowed by this concept ual
row. A securitylLevel of noAuthNoPriv is |ess than
aut hNoPriv which in turn is less than authPriv.

If multiple entries are equally indexed except for
this vacmAccessSecuritylLevel index, then the entry
whi ch has the highest val ue for
vacnmAccessSecuritylLevel is sel ected.

::={ vacmAccessEntry 3 }

vacmAccessCont ext Mat ch OBJECT- TYPE
SYNTAX | NTEGER
{ exact (1), -- exact match of prefix and context Nane
prefix (2) -- Only match to the prefix
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MAX- ACCESS read-create

STATUS current

DESCRI PTION "If the value of this object is exact(1l), then all
rows where the contextName exactly matches
vacnmAccessCont ext Prefi x are sel ect ed.

If the value of this object is prefix(2), then all
rows where the contextNanme whose starting octets
exactly match vacmAccessContextPrefix are sel ected.
This allows for a sinple formof wldcarding.
DEFVAL { exact }
::={ vacmAccessEntry 4 }

vacmAccessReadVi ewName OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(O. . 32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The val ue of an instance of this object identifies
the M B view of the SNVMP context to which this
conceptual row authorizes read access.

The identified MB view is that one for which the
vacmVi ewlr eeFami | yVi ewNane has the same val ue as the
i nstance of this object; if the value is the enpty
string or if there is no active MB view having this
val ue of vacnVi ewTr eeFanmi | yVi ewNanme, then no access
i s granted.

DEFVAL { ""H} -- the enpty string

::={ vacmAccessEntry 5 }

vacmAccessWit eVi ewNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(O. . 32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The val ue of an instance of this object identifies
the M B view of the SNVMP context to which this
conceptual row authorizes wite access.

The identified MB view is that one for which the
vacmVi ewlr eeFami | yVi ewNane has the same val ue as the
i nstance of this object; if the value is the enpty
string or if there is no active MB view having this
val ue of vacnVi ewTr eeFanmi | yVi ewNane, then no access
i s granted.

DEFVAL { ""H} -- the enpty string
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::={ vacmAccessEntry 6 }

vacmAccessNot i f yVi ewNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(O. . 32))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The val ue of an instance of this object identifies
the M B view of the SNVMP context to which this
conceptual row authorizes access for notifications.

The identified MB view is that one for which the
vacmVi ewTr eeFami | yVi ewNane has the same val ue as the
i nstance of this object; if the value is the enpty
string or if there is no active MB view having this
val ue of vacnVi ewTr eeFanmi | yVi ewNane, then no access
i s granted.

DEFVAL { ""H} -- the enpty string

::={ vacmAccessEntry 7 }

vacmAccessSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The storage type for this conceptual row.

Conceptual rows having the value ’'permanent’ need not
allow wite-access to any columar objects in the row

DEFVAL { nonVol atile }
::={ vacmAccessEntry 8 }

vacmAccessSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The status of this conceptual row.

The RowStatus TC [ RFC2579] requires that this
DESCRI PTI ON cl ause states under which circunstances
other objects in this row can be nodifi ed:

The val ue of this object has no effect on whether
other objects in this conceptual row can be nodified.

::={ vacmAccessEntry 9 }

- - Inforn-atlon about MB Vl ews RR IR R Ik Sk Sk b Sk b b b Sk R R Ik Ik Ik kS b Ik Ik R Ik Ik Ik Sk Sk kb Ik b kI k]
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-- Support for instance-level granularity is optional.

-- In sone inplenentations, instance-level access control
-- granularity may conme at a high performance cost. Managers
-- shoul d avoid requesting such configurati ons unnecessarily.

vacnM BVi ews OBJECT IDENTIFIER ::={ vacnM BObj ects 5 }
vacnVi ewSpi nLock OBJECT- TYPE

SYNTAX Test Andl ncr

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON "An advi sory | ock used to all ow cooperating SNWVP
Command Generator applications to coordinate their
use of the Set operation in creating or nodifying
Vi ews.

When creating a new view or altering an existing
view, it is inportant to understand the potenti al
interactions with other uses of the view. The
vacmVi ewSpi nLock shoul d be retrieved. The nanme of
the view to be created should be determined to be
uni que by the SNMP Conmand Generator application by
consulting the vacnmVi ewlreeFamn | yTable. Finally,
the named view may be created (Set), including the
advi sory | ock.

I f anot her SNMP Conmmand Generator application has
altered the views in the neantinme, then the spin

I ock’s value will have changed, and so this creation
will fail because it will specify the wong val ue for
the spin | ock.

Since this is an advisory |lock, the use of this |ock
is not enforced.

o= { vacnMBViews 1 }

vacnVi ewTr eeFani | yTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VacnVi ewTlreeFam | yEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "Local ly held information about families of subtrees
within MB views.

Each MB view is defined by two sets of view subtrees:
- the included view subtrees, and
- the excl uded vi ew subtrees.

Every such view subtree, both the included and the
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excluded ones, is defined in this table.

To determine if a particular object instance is in

a particular MB view, conpare the object instance’s
OBJECT | DENTIFIER with each of the MB view s active
entries in this table. [If none match, then the
object instance is not in the MB view. If one or
nore match, then the object instance is included in,
or excluded from the MB view according to the

val ue of vacnVi ewlreeFamni | yType in the entry whose
val ue of vacnVi ewTr eeFani | ySubtree has t he nobst
sub-identifiers. |If nmultiple entries match and have
t he same nunber of sub-identifiers (when wildcarding
is specified with the value of vacnVi ewlreeFam | yMask),
then the | exi cographically greatest instance of
vacnVi ewTr eeFani | yType determ nes the inclusion or
excl usi on.

An obj ect instance’s OBJECT | DENTI FI ER X matches an
active entry in this table when the nunber of
sub-identifiers in Xis at least as many as in the
val ue of vacnVi ewTreeFam | ySubtree for the entry,
and each sub-identifier in the value of

vacmVi ewlr eeFami | ySubtree matches its correspondi ng
sub-identifier in X. Two sub-identifiers match
either if the corresponding bit of the val ue of
vacnVi ewTr eeFani | yMask for the entry is zero (the
"wild card’ value), or if they are equal

A’ famly of subtrees is the set of subtrees defined
by a particular conbination of val ues of
vacmVi ewlr eeFam | ySubtree and vacnVi ewlr eeFam | yMask

In the case where no "wild card’ is defined in the
vacmVi ewlr eeFam | yMask, the fam |y of subtrees reduces
to a single subtree.

When creating or changing MB views, an SNVP Conmand
Generator application should utilize the

vacmVi ewSpi nLock to try to avoid collisions. See
DESCRI PTI ON cl ause of vacnmVi ewSpi nLock.

When creating M B views, it is strongly advised that
first the 'excluded vacnVi ewlreeFanm | yEntries are
created and then the 'included entries.

When deleting MB views, it is strongly advised that
first the "included vacnVi ewlreeFanm | yEntries are
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del eted and then the 'excluded’ entries.

If a create for an entry for instance-level access
control is received and the inplenentation does not
support instance-level granularity, then an

i nconsi stent Nane error nust be returned.

o= { vacnMBViews 2 }

vacmVi ewTr eeFami | yEntry OBJECT- TYPE

SYNTAX VacmVi ewTr eeFam | yEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "I nformation on a particular fanmly of view subtrees
included in or excluded froma particular SNVP
context’s MB view.

| mpl enent ati ons nmust not restrict the nunber of
fam lies of view subtrees for a given MB view,
except as dictated by resource constraints on the
overall nunmber of entries in the

vacnVi ewTr eeFani | yTabl e.

If no conceptual rows exist in this table for a given
MB view (viewmNane), that view may be thought of as
consisting of the enpty set of view subtrees.
| NDEX { vacnVi ewlr eeFam | yVi ewNane,
vacnVi ewTr eeFami | ySubt r ee

::={ vacnVi ewlreeFam | yTable 1 }

VacnVi ewTr eeFami | yEntry :: = SEQUENCE
{
vacnmVi ewTr eeFami | yVi ewNane SnnpAdmi nStri ng,
vacnVi ewTr eeFami | ySubt r ee OBJECT | DENTI FI ER,
vacnVi ewTr eeFami | yMask OCTET STRI NG
vacnmVi ewTr eeFami | yType | NTEGER,
vacnVi ewTr eeFami | ySt orageType St orageType,
vacnVi ewTr eeFani | ySt at us RowSt at us
}
vacnVi ewTr eeFani | yVi ewNane OBJECT- TYPE
SYNTAX SnnpAdmi nString (Sl ZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The hunman readable nane for a fanmily of view subtrees.
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::={ vacnVi ewlreeFam | yEntry 1 }

vacnVi ewTr eeFani | ySubt ree OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The M B subtree whi ch when conbined with the
correspondi ng i nstance of vacnVi ewlr eeFam | yMask
defines a fanmly of view subtrees.

::= { vacnVi ewlreeFam | yEntry 2 }

vacnVi ewTr eeFamni | yMask OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (0..16))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON "The bit mask which, in conbination with the
correspondi ng i nstance of vacnVi ewlreeFani | ySubtree,
defines a fanmly of view subtrees.

Each bit of this bit nask corresponds to a
sub-identifier of vacmVi ewlreeFam | ySubtree, with the
nost significant bit of the i-th octet of this octet
string value (extended if necessary, see bel ow)
corresponding to the (8*i - 7)-th sub-identifier, and
the least significant bit of the i-th octet of this
octet string corresponding to the (8*i)-th
sub-identifier, where i is in the range 1 through 16.

Each bit of this bit nask specifies whether or not
the correspondi ng sub-identifiers nmust nmatch when
determining if an OBJECT IDENTIFIER is in this
famly of view subtrees; a '1 indicates that an
exact match nust occur; a "0 indicates '"wild card’,
i.e., any sub-identifier value matches.

Thus, the OBJECT | DENTI FI ER X of an object instance
is contained in a famly of view subtrees if, for
each sub-identifier of the val ue of
vacnVi ewTr eeFamni | ySubtree, either:
the i-th bit of vacnVi ewlreeFam | yMask is 0, or
the i-th sub-identifier of Xis equal to the i-th
sub-identifier of the value of
vacnVi ewTr eeFani | ySubt r ee.

If the value of this bit mask is Mbits |ong and
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DEFVAL

c:= { vacnvi

vacnVi ewlr eeFam

SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON

DEFVAL

c:= { vacnvi

vacnVi ewlr eeFam

SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON

DEFVAL

c:= { vacnvi

vacnVi ewlr eeFam

SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON
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there are nore than M sub-identifiers in the
correspondi ng i nstance of vacnVi ewlreeFani | ySubtree,
then the bit mask is extended with 1's to be the
required | ength.

Note that when the value of this object is the
zero-length string, this extension rule results in
a mask of all-1"s being used (i.e., no "wild card),
and the fam |y of view subtrees is the one view
subtree uniquely identified by the correspondi ng

i nstance of vacnVi ewTr eeFarmi | ySubtr ee.

Note that masks of |ength greater than zero length

do not need to be supported. |In this case this
obj ect is made read-only.
{ ""H}

ewlreeFani | yEntry 3 }

| yType OBJECT- TYPE

I NTEGER { included(1l), excluded(2) }

read-create

current
"I ndi cates whet her the correspondi ng i nstances of
vacnVi ewTr eeFani | ySubtree and vacnVi ewTr eeFami | yMask
define a famly of view subtrees which is included in
or excluded fromthe MB view.
{ included }
ewlreeFam | yEntry 4 }

| ySt or ageType OBJECT- TYPE

St or ageType

read-create

current

"The storage type for this conceptual row

Conceptual rows having the value ’'permanent’ need not
allow wite-access to any columar objects in the row
{ nonVol atile }

ewlreeFani | yEntry 5 }

| yStat us OBJECT- TYPE

RowSt at us

read-create

current
"The status of this conceptual row.
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RowSt at us TC [ RFC2579] requires that this

DESCRI PTI ON cl ause states under whi ch circunstances
other objects in this row can be nodifi ed:

The val ue of this object has no effect on whether
other objects in this conceptual row can be nodified.

::={ vacnVi ewlreeFani | yEntry 6 }

vacnM BConpl i ances
vacrmM BG oups

OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::

Conf or nance | nf or lTatI on RR R R Ik Sk Sk b Sk Sk b b Ik Sk kR Rk Ik Sk Ik Ik bk bk kSR Ik Sk Ik Sk b b Sk b

{ vacnmM BConf or mance 1 }
{ vacnmM BConf or mance 2 }

Con-pl | ance St at en-ents ER R R Ik Sk Sk b Sk Sk Sk Sk Ik Ik kR Ik Ik Sk Ik Sk Sk kI Rk Ik Sk Ik ke Sk ik kR kI Ik Sk Ik Sk

vacnM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON "The conpliance statenment for SNWVP engi nes which
i npl enent the SNWP Vi ew based Access Control Mdel

configurati on M B.

MODULE -- this nodul e
MANDATORY- GROUPS { vacnBasi cG oup }

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON

Wijnen, et al.

vacmAccessCont ext Mat ch
read-only

"Wite access is not required.”
vacmAccessReadVi ewNane
read-only

"Wite access is not required.”
vacmAccessWi t eVi ewNane
read-only

"Wite access is not required.”
vacmAccessNot i f yVi ewNane
read-only

"Wite access is not required.”
vacmAccessSt or ageType
read-only

"Wite access is not required.”
vacmAccessSt at us
read-only

"Create/del ete/ nodify access to the
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OBJECT

VRl TE- SYNTAX
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON
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vacmAccessTabl e i s not required.

vacnVi ewTr eeFami | yMask
OCTET STRING (SI ZE (0))
read-only
"Support for configuration via SNW of subtree
fam lies using wild-cards is not required.

vacnVi ewTr eeFami | yType
read-only
"Wite access is not required.”

vacnVi ewTr eeFani | ySt or ageType
read-only
"Wite access is not required.”

vacnVi ewTr eeFani | ySt at us
read-only

"Create/del ete/ nodify access to the
vacnmVi ewTr eeFami | yTabl e is not required.

::={ vacnM BConpl i ances 1 }

I UnItS Of Conforn-ance kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhk*x

vacnBasi cG oup OBJECT- GROUP

OBJECTS {

vacntCont ext Nane,

vacnma oupNane,
vacnBecurityToG oupSt or ageType,
vacnBecurityToG oupSt at us,
vacmAccessCont ext Mat ch,
vacmAccessReadVi ewNane,
vacmAccessWi t eVi ewNane,
vacmAccessNot i f yVi ewNane,
vacmAccessSt or ageType,
vacmAccessSt at us,

vacnmVi ewSpi nLock,

vacnVi ewTr eeFani | yMask,

vacnVi ewTr eeFani | yType,

vacnVi ewTr eeFanmi | ySt or ageType,
vacnVi ewTr eeFani | ySt at us

}
STATUS current
DESCRI PTI ON "A col | ecti on of objects providing for renote
configuration of an SNVP engi ne which inplenments

Wijnen, et al.
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t he SNMP Vi ew based Access Control WMbdel.

::={ vacnM BGoups 1 }

END

5.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
claims of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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St eve Wl dbusser (I nternational Network Services)
A enn W Waters (Bell-Northern Research Ltd.)

7. Security Considerations
7.1. Reconmended Practices

This docunent is neant for use in the SNVWP architecture. The View
based Access Control Mddel described in this document checks access
rights to nanagenent information based on

- contextNane, representing a set of managenent information at the
managed system where the Access Control nodule is running.

- groupNane, representing a set of zero or nore securityNanes. The
combi nati on of a securityMddel and a securityNanme is mapped into a
group in the View based Access Control WMbdel.

- securityModel under which access is requested.

- securityLevel under which access is requested.

- operation performed on the managenent infornation
- MBviews for read, wite or notify access.

When the User-based Access Control nodule is called for checking
access rights, it is assuned that the calling nodul e has ensured the
aut hentication and privacy aspects as specified by the securitylLevel
that is being passed.

When creating entries in or deleting entries fromthe

vacnVi ewlTreeFani | yTable it is inportant to do such in the sequence as
recommended in the DESCRI PTI ON cl ause of the vacnVi ewlreeFan | yTabl e
definition. O herw se unwanted access may be granted while changi ng
the entries in the table.

7.2. Defining Goups

The groupNanes are used to give access to a group of zero or nore
securityNanes. Wthin the View Based Access Control Model, a
groupNane is considered to exist if that groupNane is listed in the
vacnBSecurityToG oupTabl e.

By mappi ng the conbi nation of a securityMdel and securityNane into a

groupNane, an SNMP Command Generator application can add/del ete
securityNanes to/froma group, if proper access is all owed.
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Further it is inportant to realize that the grouping of
<securityMdel, securityName> tuples in the vacnSecurityToG oupTabl e
does not take securitylLevel into account. It is therefore inportant
that the security administrator uses the securitylLevel index in the
vacnmAccessTabl e to separate noAuthNoPriv from aut hPriv and/or

aut hNoPri v access.

7.3. Confornance

For an inplenentation of the View based Access Control Mdel to be
conformant, it MJST inplenent the SNWP-VI EW BASED- ACM M B accordi ng
to the vacnM BConpliance. It also SHOULD inplenent the initial
configuration, described in appendi x A

7.4. Access to the SNWP-VI EW BASED- ACM M B

The objects in this MB control the access to all MB data that is
accessi bl e via the SNMP engi ne and they may be considered sensitive
in many environnments. It is inportant to closely control (both read
and wite) access to these to these M B objects by using
appropriately configured Access Control nodels (for exanple the

Vi ew based Access Control Model as specified in this docunent).
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Appendi x A - Installation
A.1. Installation Paraneters
During installation, an authoritative SNVMP engi ne whi ch supports this
Vi ew based Access Control Mdel SHOULD be configured with severa
initial parameters. These include for the View based Access Control
Model
1) A security configuration
The choice of security configuration deternmines if initial
configuration is inplenented and if so how. One of three possible
choices is sel ected:
- initial-mnimumsecurity-configuration
- initial-sem-security-configuration
- initial-no-access-configuration

In the case of a initial-no-access-configuration, there is no
initial configuration, and so the following steps are irrel evant.

2) A default context
One entry in the vacnContext Table with a contextNanme of "" (the
enpty string), representing the default context. Note that this
tabl e gets created automatically if a default context exists.
vacnCont ext Name "
3) An initial group

One entry in the vacnBSecurityToG oupTable to allow access to group

"initial".
vacnBSecuri t yModel 3 (UsM
vacnBecurit yName “initial"
vacma oupNane “initial"
vacnBSecurityToG oupSt or ageType anyVal i dSt or ageType
vacnBSecurityToG oupSt at us active
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4) Initial access rights
Three entries in the vacmAccessTabl e as foll ows:

- read-notify access for securityMdel USM securitylLevel
"noAut hNoPri v" on behal f of securityNames that belong to the
group "initial" to the <restricted> MB view in the default
context with contextNane ""

- read-wite-notify access for securityMdel USM securitylLevel
"aut hNoPriv" on behal f of securityNanes that belong to the
group "initial" to the <internet> MB view in the default
context wi th contextNane ""

- if privacy is supported, read-wite-notify access for
securityMddel USM securitylLevel "authPriv" on behal f of
securityNanes that belong to the group "initial" to the
<internet> MB viewin the default context w th context Nane

That translates into the following entries in the vacmAccessTabl e.

- One entry to be used for unauthenticated access (noAut hNoPriv):

vacma oupNane “initial"
vacnmAccessCont ext Prefi x "

vacnmAccessSecuri t yModel 3 (UsM
vacnmAccessSecuritylLevel noAut hNoPri v
vacnmAccessCont ext Mat ch exact
vacnmAccessReadVi ewNane "restricted"
vacnmAccessWi t eVi ewNane "

vacnmAccessNoti f yVi ewNane "restricted"
vacnmAccessSt or ageType anyVal i dSt or ageType
vacmAccessSt at us active

- One entry to be used for authenticated access (authNoPriv) with
optional privacy (authPriv):

vacn oupNanme "initial"
vacnmAccessCont ext Prefi x "

vacnmAccessSecuri t yModel 3 (UsM
vacnmAccessSecuritylLevel aut hNoPri v
vacnmAccessCont ext Mat ch exact
vacnmAccessReadVi ewNane "internet"
vacnmAccessWi t eVi ewNane "internet"
vacnmAccessNoti f yVi ewNane "internet"
vacnmAccessSt or ageType anyVal i dSt or ageType
vacmAccessSt at us active
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5) Two M B views, of which the second one depends on the security
confi gurati on.

- One view, the <internet> view, for authenticated access:

- the <internet> MB viewis the follow ng subtree:
"internet" (subtree 1.3.6.1)

- A second view, the <restricted> view, for unauthenticated
access. This viewis configured according to the sel ected
security configuration:

- For the initial-no-access-configuration there is no default
initial configuration, so no MB views are pre-scribed.

- For the initial-sem-secure-configuration:
ion of these subtrees:
1) [ RFC3918]

1.
1.11) [ RFC3918]
3.10.2.1) [ RFC3411]
3.
3.

t he <restr|cted> MB viewis the u
(a) "systent (subtree
(b) "snmp" (subtree
(c) "snnpEngi ne" (subtree
(d) "snnmpMPDSt at s" (subtree
(e) "usnttats" (subtree

11.2.1) [ RFC3412]

(0}
2.
2.
6.
6.
6.3.15.1.1) [ RFC3414]

n
.1
.1
.1
.1
.1

PRPEPP
Wwwww
2N N N e

- For the initial-mninmmsecure-configuration:

the <restricted> MB view is the follow ng subtree.
"internet" (subtree 1.3.6.1)

This translates into the following "internet" entry in the
vacnVi ewTr eeFani | yTabl e:

m ni num secure sem - secure
vacmVi ewTr eeFami | yVi ewNane "internet" "internet"
vacnVi ewTr eeFamni | ySubt r ee 1.3.6.1 1.3.6.1
vacnVi ewTr eeFani | yMask " "
vacnVi ewTr eeFani | yType 1 (included) 1 (included)
vacnVi ewTr eeFani | ySt or ageType anyVal i dSt or ageType anyVal i dSt or ageType
vacnVi ewTr eeFami | ySt at us active active
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In addition it translates into the followng "restricted" entries in

t he vacnVi ewlr eeFam | yTabl e:

vacnVi
vacnVi
vacnVi
vacnVi
vacnVi
vacnVi

ewTr eeFani | yVi ewNane
ewTr eeFani | ySubtr ee
ewTr eeFami | yMask

ewlr eeFani | yType

ewTr eeFani | ySt or ageType
ewTr eeFani | ySt at us

vacnVi
vacnVi
vacnVi
vacnVi
vacnVi
vacnVi

ewTr eeFani | yVi ewNane
ewTr eeFani | ySubt r ee
ewTr eeFami | yMask

ewlr eeFani | yType

ewTr eeFani | ySt or ageType
ewTr eeFani | ySt at us

vacnVi
vacnVi
vacnVi
vacnVi
vacnVi
vacnVi

ewTr eeFani | yVi ewNane
ewTr eeFani | ySubtr ee
ewTr eeFami | yMask

ewlr eeFani | yType

ewTr eeFani | ySt or ageType
ewTr eeFani | ySt at us

vacnVi
vacnVi
vacnVi
vacnVi
vacnVi
vacnVi

ewTr eeFani | yVi ewNane
ewTr eeFani | ySubtr ee
ewTr eeFami | yMask

ewlr eeFani | yType

ewTr eeFani | ySt or ageType
ewTr eeFani | ySt at us

vacnVi
vacnVi
vacnVi
vacnVi
vacnVi
vacnVi

ewTr eeFani | yVi ewNane
ewTr eeFani | ySubtr ee
ewTr eeFami | yMask

ewlr eeFani | yType

ewTr eeFani | ySt or ageType
ewTr eeFani | ySt at us

B. Change Log

Changes nade since RFC 2575:

- Renoved reference from abstract as per

- Updated references

Wijnen, et al.

m ni nmum secur e
"restricted"
1.3.6.1

1 (included)

anyVal i dSt or ageType
active
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sem - secure
"restricted"
1.3.6.1.2.1.1

1 (included)

anyVal i dSt or ageType
active

"restricted"
1.3.6.1.2.1.11

1 (included)

anyVal i dSt or ageType
active

"restricted"
1.3.6.1.6.3.10.2.1
1 (included)

anyVal i dSt or ageType
active

"restricted"
1.3.6.1.6.3.11.2.1
1 (included)

anyVal i dSt or ageType
active

"restricted"
1.3.6.1.6.3.15.1.1
1 (included)

anyVal i dSt or ageType
active
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Chang

W j nen,

VACM for the SNW Decenber

es nade since RFC 2275:

2002

Added text to vacnBSecurityToG oupStatus DESCRI PTI ON cl ause to

clarify under which conditions an entry in the
vacnBecurityToGroupTabl e can be nade active.

Added REVI SI ON cl auses to MODULE- | DENTI TY

Clarified text in vacmAccessTabl e DESCRI PTI ON cl ause.
Added a DEFVAL cl ause to vacnmAccessCont ext Mat ch obj ect.
Added missing columms in Appendi x A and re-arranged for
clarity.

Fi xed oids in appendi x A

Use the PDU Cl ass term nol ogy instead of RFCL905 PDU types.

Added section 7.4 about access control to the MB.

Fi xed references to new revi sed documents

Fix Editor contact information.

fixed spelling errors

renoved one vacmAccesEntry from sanple in appendi x A
made some nore clarifications.

updat ed acknow edgenent secti on.
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