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Abstract

A generic key managenent APl that can be used not only for IP
Security [Atk95a] [Atk95b] [Atk95c] but also for other network
security services is presented in this docunent. Version 1 of this
APl was inplenented inside 4.4-Lite BSD as part of the U S. Nava
Research Laboratory’'s freely distributable and usable | Pv6 and | Psec
i npl emrentati on[ AMPMC96]. It is docunented here for the benefit of

ot hers who might al so adopt and use the API, thus providing increased
portability of key managenent applications (e.g. a nmanual keying
application, an | SAKMP daenmon, a GKMP daenmon [HWB7a] [ HWB7b], a
Photuris daenon, or a SKIP certificate discovery protocol daenon).
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1 Introduction

PF_KEY is a new socket protocol fanmily used by trusted privil eged key
managenent applications to conmunicate with an operating system s key
managenent internals (referred to here as the "Key Engine" or the
Security Associati on Dat abase (SADB)). The Key Engine and its
structures incorporate the required security attributes for a session
and are instances of the "Security Association"” (SA) concept
described in [Atk95a]. The names PF_KEY and Key Engine thus refer to
nmore than cryptographic keys and are retained for consistency with
the traditional phrase, "Key Managenent".

PF_KEY is derived in part fromthe BSD routi ng socket, PF_ROUTE.

[ Skl 91] Thi s docunent describes Version 2 of PF_KEY. Version 1 was
inplenented in the first five al pha test versions of the NRL

| Pv6+l Psec Software Distribution for 4.4-Lite BSD UNI X and the G sco
| SAKVP/ Cakl ey key managenent daenon. Version 2 extends and refines
this interface. Theoretically, the nessages defined in this docunent
could be used in a non-socket context (e.g. between two directly
comuni cati ng user-1level processes), but this docunent will not

di scuss in detail such possibilities.

Security policy is deliberately omitted fromthis interface. PF_KEY
is not a mechani smfor tuning systemi de security policy, nor is it
intended to enforce any sort of key managenent policy. The devel opers
of PF_KEY believe that it is inportant to separate security
mechani sns (such as PF_KEY) from security policies. This pernmits a
singl e nmechanismto nore easily support multiple policies.

1.1 Term nol ogy

Even though this docunent is not intended to be an actual Internet
standard, the words that are used to define the significance of
particular features of this interface are usually capitalized. Some
of these words, including MJST, MAY, and SHOULD, are detailed in

[ Brag7].

- CONFORVANCE and COVPLI ANCE

Conformance to this specification has the sane nmeani ng as conpliance
to this specification. In either case, the nmandatory-to-inpl enent,
or MIUST, itens MJST be fully inplenmented as specified here. |If any
mandatory itemis not inplenented as specified here, that

i npl ementation is not conforming and not conpliant with this

speci ficati on.
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This specification also uses many terns that are comonly used in the
context of network security. O her docunments provide nore
definitions and background i nformation on these [VK83, HA94, Atk95a].
Two terns deserve special nention

- (Encryption/Aut hentication) Al gorithm

For PF_KEY purposes, an algorithm whether encryption or
authentication, is the set of operations performed on a packet to
conpl ete aut hentication or encryption as indicated by the SA type. A
PF_KEY al gorithm MAY consi st of nore than one cryptographic

al gorithm Another possibility is that the same basic cryptographic
algorithm may be applied with different nodes of operation or sone

ot her inplementation difference. These differences, henceforth called
_algorithmdifferentiators_, distinguish between different PF_KEY
algorithms, and options to the same algorithm Al gorithm
differentiators will often cause fundamentally different security
properties.

For example, both DES and 3DES use the sane cryptographic algorithm
but they are used differently and have different security properties.
The triple-application of DES is considered an al gorithm
differentiator. There are therefore separate PF_KEY al gorithnms for
DES and 3DES. Keyed- MD5 and HVAC- MD5 use the sane hash function, but
construct their nessage authentication codes differently. The use of
HVAC is an algorithmdifferentiator. DES-ECB and DES-CBC are the
same cryptographic algorithm but use a different node. Mde (e.g.
chai ning vs. code-book) is an algorithmdifferentiator. Blowfish with
a 128-bit key, however, is simlar to Blowfish with a 384-bit key,
because the al gorithm s workings are otherwi se the sane and therefore
the key length is not an algorithmdifferentiator.

In terms of IP Security, a general rule of thunb is that whatever
m ght be | abeled the "encryption" part of an ESP transformis
probably a PF_KEY encryption algorithm Whatever m ght be | abelled
the "aut hentication" part of an AH or ESP transformis probably a
PF_KEY aut hentication al gorithm

1.2 Conceptual Model

This section describes the conceptual nodel of an operating system
that inplenents the PF_KEY key managenent application programm ng
interface. This section is intended to provide background materi al
useful to understand the rest of this docunent. Presentation of this
conceptual nodel does not constrain a PF_KEY inplenentation to
strictly adhere to the conceptual conponents discussed in this
subsecti on.
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Key managenent is nost comonly inplenmented in whole or in part at
the application |layer. For exanple, the | SAKMP/ Cakl ey, GKMP, and
Photuris proposals for |Psec key managenent are all application-I|ayer
protocols. Manual keying is also done at the application |ayer.

Even parts of the SKIP I P-layer keying proposal can be inplenmented at
the application layer. Figure 1 shows the relationship between a Key
Managenent daenon and PF_KEY. Key managenent daenons use PF_KEY to
conmuni cate with the Key Engine and use PF_INET (or PF_INET6 in the
case of IPv6) to conmunicate, via the network, with a renote key
managenment entity.

The "Key Engi ne" or "Security Association Database (SADB)" is a
logical entity in the kernel that stores, updates, and del etes
Security Association data for various security protocols. There are
logical interfaces within the kernel (e.g. getassocbyspi(),

get assocbysocket()) that security protocols inside the kernel (e.qg.

| P Security, aka |Psec) use to request and obtain Security
Associ ati ons.

In the case of IPsec, if by policy a particul ar outbound packet needs
processing, then the IPsec inplenentation requests an appropriate
Security Association fromthe Key Engine via the kernel-internal

interface. |If the Key Engi ne has an appropriate SA it allocates the
SA to this session (marking it as used) and returns the SAto the
| Psec inplenentation for use. |If the Key Engi ne has no such SA but a

key managenent application has previously indicated (via a PF_KEY
SADB_REG STER nessage) that it can obtain such SAs, then the Key
Engi ne requests that such an SA be created (via a PF_KEY SADB_ACQUI RE
nmessage). Wen the key managenment daenon creates a new SA, it places
it into the Key Engine for future use.
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o e e e e oo +
| Key Mgnt Daenon|
o e e e e oo +
| |
| |
| | Applications
::::::[ PF_KEY] ::::[ PF_I NET] —————————————————————=—=—===
| | CS Ker nel
o mmm e e oo + o e e e mmmeeo - +
| Key Engine | | TCP/I P, |
| or SADB |---| including |IPsec |
oo e e e oo +
o e e mmmmeoo - +
|
Fommm e oo +
| Network |
| I'nterface |
Fommm e oo +

Figure 1: Relationship of Key Mgynt to PF_KEY

For performance reasons, some security protocols (e.g. |IP Security)
are usually inplenmented inside the operating systemkernel. O her
security protocols (e.g. OSPFv2 Cryptographi c Authentication) are

i nplemrented in trusted privil eged applications outside the kernel.
Figure 2 shows a trusted, privileged routing daenmon using PF_INET to
conmuni cate routing information with a renote routing daenon and

usi ng PF_KEY to request, obtain, and delete Security Associations
used with a routing protocol.
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o e e e e oo +
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Fommm e oo +
| Network |
| I'nterface |
Fommm e oo +

Figure 2: Relationship of Trusted Application to PF_KEY

When a trusted privileged application is using the Key Engi ne but

i npl enents the security protocol within itself, then operation varies
slightly. In this case, the application needing an SA sends a PF_KEY
SADB_ACQUI RE nmessage down to the Key Engi ne, which then either
returns an error or sends a sinilar SADB_ACQU RE message up to one or
nmor e key managenent applications capable of creating such SAs. As
before, the key managenent daenon stores the SA into the Key Engine.
Then, the trusted privileged application uses an SADB _GET nessage to
obtain the SA fromthe Key Engi ne.

In sone inplenentations, policy nmay be inplenmented in user-space,
even though the actual cryptographic processing takes place in the
kernel . Such policy conmunication between the kernel nechanisnms and
the user-space policy MAY be inplenented by PF_KEY extensions, or

ot her such mechanism This docunment does not specify such
extensions. A PF_KEY inplenentation specified by the neno does NOT
have to support configuring systemi de policy using PF_KEY.

Untrusted clients, for exanple a user’'s web browser or telnet client,
do not need to use PF_KEY. Mechanisns not specified here are used by
such untrusted client applications to request security services (e.qg.
| Psec) froman operating system For security reasons, only trusted,
privileged applications are permtted to open a PF_KEY socket.
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1.3 PF_KEY Socket Definition

The PF_KEY protocol famly (PF_KEY) synbol is defined in
<sys/socket.h> in the same manner that other protocol famlies are
defined. PF_KEY does not use any socket addresses. Applications
usi ng PF_KEY MUST NOT depend on the availability of a symbol naned
AF_KEY, but kernel inplenentations are encouraged to define that
synmbol for conpl eteness.

The key managenent socket is created as foll ows:

#i ncl ude <sys/types. h>
#i ncl ude <sys/socket. h>
#i ncl ude <net/ pf keyv2. h>

int s;
s = socket (PF_KEY, SOCK _RAW PF_KEY_V2);

The PF_KEY domain currently supports only the SOCK _RAW socket type.
The protocol field MJIST be set to PF_KEY_ V2, or el se EPROTONCSUPPORT
will be returned. Only a trusted, privileged process can create a
PF_KEY socket. On conventional UN X systens, a privileged process is
a process with an effective userid of zero. On non-MS proprietary
operating systens, the notion of a "privileged process" is

i npl ement ati on-defined. On Conpartnmented Mode Workstations (CMAS) or
ot her systens that claimto provide Milti-Level Security (M.S), a
process MJST have the "key nanagenent privilege" in order to open a
PF_KEY socket[DI A]. M.S systens that don't currently have such a
specific privilege MIUST add that special privilege and enforce it
with PF_KEY in order to conply and conformwi th this specification
Sone systens, nobst notably sone popul ar personal conputers, do not
have the concept of an unprivileged user. These systens SHOULD t ake
steps to restrict the progranms allowed to access the PF_KEY API

1.4 Overview of PF_KEY Messagi ng Behavi or

A process interacts with the key engine by sending and recei ving
nmessages using the PF_KEY socket. Security association infornmation
can be inserted into and retrieved fromthe kernel’s security

associ ation table using a set of predefined nessages. |n the norna
case, all properly-forned nmessages sent to the kernel are returned to
all open PF_KEY sockets, including the sender. Inproperly fornmed
messages will result in errors, and an inplenmentati on MIST check for
a properly forned nessage before returning it to the appropriate
listeners. Unlike the routing socket, nost errors are sent in reply
nmessages, not the errno field when wite() or send() fails. PF_KEY
nmessage delivery is not guaranteed, especially in cases where kernel
or socket buffers are exhausted and nessages are dropped.
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Sone nessages are generated by the operating systemto indicate that
actions need to be taken, and are not necessarily in response to any
nmessage sent down by the user. Such nessages are not received by al
PF_KEY sockets, but by sockets which have indicated that kernel-
ori gi nated nessages are to be received. These nessages are speci al
because of the expected frequency at which they will occur. Also, an
i npl ementation may further wish to restrict return nmessages fromthe
kernel, in cases where not all PF_KEY sockets are in the sane trust
domai n.

Many of the normal BSD socket calls have undefined behavior on PF_KEY
sockets. These include: bind(), connect(), socketpair(), accept(),
get peernanme(), getsocknane(), ioctl(), and listen().

1.5 Conmon PF_KEY Operations

There are two basic ways to add a new Security Association into the
kernel. The sinplest is to send a single SADB_ADD nessage,
containing all of the SA information, fromthe application into the
kernel’s Key Engine. This approach works particularly well with
manual key managenent, which is required for |Psec, and other
security protocols.

The second approach to add a new Security Association into the kerne
is for the application to first request a Security Paraneters |ndex
(SPI') value fromthe kernel using the SADB _GETSPI nessage and then
send an SADB_UPDATE nessage with the conplete Security Association
data. This second approach works well wi th key managenent daenons
when the SPI values need to be known before the entire Security
Association data is known (e.g. so the SPI value can be indicated to
the renote end of the key nanagenent session).

An individual Security Association can be del eted using the
SADB_DELETE nmessage. Categories of SAs or the entire kernel SA table
can be del eted using the SADB FLUSH nessage.

The SADB_GET nessage is used by a trusted application-Ilayer process
(e.g. routed(8) or gated(8)) to retrieve an SA (e.g. RIP SA or OSPF
SA) fromthe kernel’s Key Engine.

The kernel or an application-layer can use the SADB _ACQUI RE nmessage
to request that a Security Association be created by sone
application-layer key managenment process that has registered with the
kernel via an SADB_REG STER nessage. This ACQU RE nessage wi || have
a seguence nunber associated with it. This sequence nunber MJST be
used by foll owmup SADB _GETSPI, SADB UPDATE, and SADB_ADD nessages, in
order to keep track of which request gets its keying material. The
sequence nunber (described below) is simlar to a transaction IDin a
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renote procedure call

The SADB_EXPI RE nessage is sent fromthe kernel to key nmanagenent
applications when the "soft lifetime" or "hard lifetinme" of a
Security Association has expired. Key managenent applications should
use receipt of a soft lifetime SADB EXPI RE nmessage as a hint to
negoti ate a replacenent SA so the replacenent SA will be ready and in
the kernel before it is needed.

A SADB_DUMWP nessage is al so defined, but this is primarily intended
for PF_KEY inpl enmentor debugging and is not used in ordinary
operation of PF_KEY.

1.6 Differences Between PF_KEY and PF_ROUTE

The following bullets are points of difference between the routing
socket and PF_KEY. Programrers who are used to the routing socket
semantics will find sone differences in PF_KEY.

* PF_KEY nessage errors are usually returned in PF_KEY nessages
i nstead of causing wite() operations to fail and returning the
error nunber in errno. This neans that other |isteners on a PF_KEY
socket can be aware that requests from anot her process failed,
whi ch can be useful for auditing purposes. This al so neans that
applications that fail to read PF_KEY nessages cannot do error
checki ng.

An inplementation MAY return the errors EINVAL, ENOVEM and ENOBUFS
by causing wite() operations to fail and returning the error

nunber in errno. This is an optimzation for comopn error cases in
which it does not make sense for any other process to receive the
error. An application MJST NOT depend on such errors being set by
the wite() call, but it SHOULD check for such errors, and handl e
themin an appropriate manner.

* The entire nessage isn’'t always reflected in the reply. A SADB_ADD
nmessage i s an exanple of this.

* The PIDis not set by the kernel. The process that originates the
nmessage MJST set the sadb_nsg_pid to its own PID. |If the kernel
ORI G NATES a nessage, it MJST set the sadb_nsg pid to 0. Areply
to an original nessage SHOULD have the pid of the original nessage.
(E.g. the kernel’s response to an SADB_ADD SHOULD have its pid set
to the pid value of the original SADB_ADD nessage.)
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1.7 Nane Space

Al'l PF_KEYv2 preprocessor synmbols and structure definitions are
defined as a result of including the header file <net/pfkeyv2. h>.
There is exactly one exception to this rule: the symbol "PF_KEY" (two
exceptions if "AF_KEY" is also counted), which is defined as a result
of including the header file <sys/socket.h> Al PF_KEYv2
preprocessor synmbols start with the prefix "SADB " and all structure
nanes start with "sadb_". There are exactly two exceptions to this
rul e: the synbol "PF_KEY_ V2" and the synbol "PFKEYV2_REVI SI ON'.

The synbol "PFKEYV2_REVI SION' is a date-encoded val ue not unlike
certain values defined by POSI X and X/ Open. The current value for
PFKEYV2_REVI SI ON i s 199806L, where 1998 is the year and 06 is the
nont h.

Inclusion of the file <net/pfkeyv2. h> MJUST NOT define synbols or
structures in the PF_KEYv2 nane space that are not described in this
docunment without the explicit prior perm ssion of the authors. Any
synbol s or structures in the PF_KEYv2 nanme space that are not
described in this docunent MJUST start with "SADB X " or "sadb_x_". An
i npl ementation that fails to obey these rules I'S NOT COVPLI ANT W TH
TH' S SPECI FI CATI ON and MJUST NOT nmake any claimto be. These rules
al so apply to any files that night be included as a result of
including the file <net/pfkeyv2.h> This rule provides inplenentors
with some assurance that they will not encounter nanespace-rel ated
surpri ses.

1.8 On Manual Keying

Not unlike the 4.4-Lite BSD PF_ROUTE socket, this interface allows an
application full-reign over the security associations in a kernel

that inplenents PF_KEY. A PF_KEY inplenentati on MJST have sone sort
of manual interface to PF_KEY, which SHOULD allow all of the
functionality of the programmatic interface described here.

2. PF_KEY Message For nmat
PF_KEY messages consi st of a base header followed by additional data
fields, sone of which may be optional. The format of the additiona
data i s dependent on the type of nessage.
PF_KEY nmessages currently do not mandate any specific ordering for

non-network nulti-octet fields. Unless otherw se specified (e.g. SPI
val ues), fields MJST be in host-specific byte order.
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2.1 Base Message Header For nat

PF_KEY messages consi st of the base nmessage header followed by
security association specific data whose types and |l engths are
specified by a generic type-1length encodi ng.

Thi s base header is shown bel ow, using POSI X types. The fields are
arranged primarily for alignnent, and where possible, for reasons of
clarity.

struct sadb_nsg {
uint8_ t sadb_nsg_version;
uint8_t sadb_nsg_type;
uint8_t sadb_nsg_errno;
uint8_t sadb_nsg_satype;
uint1l6_t sadb_nsg_ |l en
uint16_t sadb_nsg_reserved;
uint32_t sadb_nsg_seq;
uint32_t sadb_nsg_pid;

1
/* sizeof (struct sadb_nsg) == 16 */

sadb_nsg_version
The version field of this PF_KEY nessage. This MJST
be set to PF_KEY_V2. If this is not set to PF_KEY_ V2,
the wite() call MAY fail and return ElI NVAL.
O herwi se, the behavior is undetermn ned, given that
the application night not understand the formatting
of the nessages arriving fromthe kernel

sadb_nsg_type Identifies the type of nmessage. The valid nmessage
types are described later in this docunent.

sadb_nsg_errno Should be set to zero by the sender. The responder
stores the error code in this field if an error has
occurred. This includes the case where the responder
is in user space. (e.g. user-space negotiation
fails, an errno can be returned.)

sadb_nsg_satype Indicates the type of security association(s). Valid
Security Association types are declared in the file
<net/ pfkeyv2. h> The current set of Security
Association types is enunerated later in this
docunent .
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Contains the total length, in 64-bit words, of all
data in the PF_KEY nessage including the base header
I ength and additional data after the base header, if
any. This length includes any paddi ng or extra space
that night exist. Unless otherwi se stated, all other
length fields are al so neasured in 64-bit words.

On user to kernel nessages, this field MJIST be
verified against the length of the inbound nessage.
EMSGSI ZE MUST be returned if the verification fails.
On kernel to user nessages, a size msmatch is nost
likely the result of the user not providing a |arge
enough buffer for the nessage. In these cases, the
user application SHOULD drop the nessage, but it MAY
try and extract what information it can out of the
nessage.

sadb_nsg_reserved

sadb_nsg_seq

sadb_nsg_pi d

McDonal d,

et.

al .

Reserved value. It MJST be zeroed by the sender. Al
fields | abel ed reserved | ater in the docunent have
the sane semantics as this field.

Cont ai ns the sequence nunber of this nessage. This
field, along with sadb_nsg_pid, MJIST be used to

uni quely identify requests to a process. The sender
is responsible for filling in this field. This
responsibility also includes matching the
sadb_nsg_seq of a request (e.g. SADB _ACQUI RE)

This field is simlar to a transaction IDin a
renote procedure call inplenmentation

Identifies the process which originated this nessage,
or which process a nessage is bound for. For
exanple, if process id 2112 sends an SADB_UPDATE
nmessage to the kernel, the process MJST set this
field to 2112 and the kernel will set this field

to 2112 in its reply to that SADB_UPDATE

message. This field, along with sadb_nsg_seq, can

be used to uniquely identify requests to a

process.

It is currently assunmed that a 32-bit quantity will
hol d an operating systenis process |ID space.
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2.2 Alignment of Headers and Extension Headers

The base nessage header is a multiple of 64 bits and fields after it
in menory will be 64 bit aligned if the base itself is 64 bit

aligned. Sonme of the subsequent extension headers have 64 bit fields
in them and as a consequence need to be 64 bit aligned in an

envi ronnent where 64 bit quantities need to be 64 bit aligned.

The basic unit of alignnment and length in PF_KEY Version 2 is 64
bits. Therefore:

* Al extension headers, inclusive of the sadb_ext overlay fields,
MUST be a multiple of 64 bits |ong.

* Al variable |length data MJST be padded appropriately such that
its length in a nessage is a nultiple of 64 bits.

* All length fields are, unless otherw se specified, in units of
64 bits.

* | npl enentations may safely access quantities of between 8 and 64
bits directly within a nessage without risk of alignment faults.

Al'l PF_KEYv2 structures are packed and al ready have all intended
paddi ng. I nplenmentati ons MJST NOT insert any extra fields, including
hi dden padding, into any structure in this docunment. This forbids

i npl enent ati ons from "extendi ng" or "enhancing" existing headers

wi t hout changi ng the extensi on header type. As a guard agai nst such
insertion of silent padding, each structure in this docunment is

| abeled with its size in bytes. The size of these structures in an

i mpl enentati on MUST match the size |isted.

2.3 Additional Message Fields

The additional data follow ng the base header consists of various
| engt h-type-values fields. The first 32-bits are of a constant form

struct sadb_ext {
uint16_t sadb_ext _len;
uint16_t sadb_ext _type;

1
/* sizeof (struct sadb_ext) == 4 */
sadb_ext | en Length of the extension header in 64 bit words,
i ncl usi ve.
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sadb_ext _type The type of extension header that follows. Values for
this field are detailed |ater. The value zero is
reserved.

Types of extension headers include: Association, Lifetinme(s),
Address(s), Key(s), ldentity(ies), Sensitivity, Proposal, and
Supported. There MJST be only one instance of a extension type in a
nmessage. (e.g. Base, Key, Lifetinme, Key is forbidden). An El NVAL
will be returned if there are duplicate extensions within a nessage.
| mpl enent ati ons MAY enforce ordering of extensions in the order
presented in the EXTENSI ON HEADER VALUES secti on.

I f an unknown extension type is encountered, it MJST be ignored.
Appl i cations using extension headers not specified in this document
MJST be prepared to work around other system conponents not
processi ng those headers. Likewi se, if an application encounters an
unknown extension fromthe kernel, it nust be prepared to work around
it. Also, a kernel that generates extra extension header types MJST
NOT _depend_ on applications al so understandi ng extra extension
header types.

Al'l extension definitions include these two fields (len and exttype)
because they are instances of a generic extension (not unlike
sockaddr _in and sockaddr_in6 are instances of a generic sockaddr).
The sadb_ext header MJST NOT ever be present in a nessage w thout at
| east four bytes of extension header data followng it, and,
therefore, there is no problemwith it being only four bytes |ong.

Al'l extensions docunented in this section MJST be inplenented by a
PF_KEY i npl enent ati on.

2.3.1 Associ ati on Extension

The Associ ati on extension specifies data specific to a single
security association. The only tines this extension is not present is
when control nessages (e.g. SADB FLUSH or SADB REG STER) are being
passed and on the SADB_ACQUI RE nessage.

struct sadb_sa {

uint1l6_t sadb_sa |l en;
uint1l6_t sadb_sa_ exttype;
uint32_t sadb_sa_ spi;
uint8_t sadb_sa_repl ay;
uint8_ t sadb_sa_state;
uint8_t sadb_sa_auth;
uint8_t sadb_sa_encrypt;
uint32_t sadb_sa fl ags;
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/* sizeof(struct sadb_sa) == 16 */

sadb_sa_spi The Security Paraneters |Index value for the security
association. Although this is a 32-bit field, sone
types of security associations mght have an SPI or
key identifier that is less than 32-bits long. In
this case, the smaller value shall be stored in the
| east significant bits of this field and the unneeded
bits shall be zero. This field MJST be in network
byt e order.

sadb_sa replay The size of the replay window, if not zero. If zero,
then no replay windowis in use.

sadb_sa_state The state of the security association. The currently
defined states are described later in this docunent.

sadb_sa_auth The authentication algorithmto be used with this
security association. The valid authentication
al gorithnms are described later in this docunent. A
val ue of zero nmeans that no authentication is used
for this security association

sadb_sa _encrypt The encryption algorithmto be used with this
security association. The valid encryption algorithns
are described later in this docunment. A value of zero
means that no encryption is used for this security
associ ati on.

sadb_sa fl ags A bitmap of options defined for the security
associ ation. The currently defined flags are
described later in this docunent.

The kernel MJST check these val ues where appropriate. For exanple,
| Psec AH with no authentication algorithmis probably an error.

When used with sonme nessages, the values in sonme fields in this
header shoul d be i gnored.

2.3.2 Lifetine Extension

The Lifetine extension specifies one or nore lifetinme variants for
this security association. |If no Lifetinme extension is present the
association has an infinite l[ifetime. An association SHOULD have a
lifetime of sone sort associated with it. Lifetime variants cone in
three varieties, HARD - indicating the hard-linmit expiration, SOFT -
indicating the soft-limt expiration, and CURRENT - indicating the
current state of a given security association. The Lifetine
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extensi on | ooks |ike:

struct sadb lifetine {
uint16_t sadb _lifetinme_Ien;
uint1l6_t sadb_lifetinme_exttype;
uint32_t sadb_lifetinme_allocations;
uint64_t sadb_lifetinme_bytes;
uint64_t sadb_lifetinme_addtine;
uint64_t sadb_lifetime_usetine;

1
/* sizeof(struct sadb lifetine) == 32 */

sadb_lifetinme_allocations
For CURRENT, the nunber of different connections,
endpoints, or flows that the association has been
al l ocated towards. For HARD and SOFT, the nunber of
these the association nay be all ocated towards
before it expires. The concept of a connection,
flow, or endpoint is system specific.

sadb_lifetinme_bytes
For CURRENT, how nany bytes have been processed
using this security association. For HARD and SOFT,
t he nunber of bytes that may be processed using
this security association before it expires.

sadb_lifetinme_addtinme
For CURRENT, the tine, in seconds, when the
associ ation was created. For HARD and SOFT, the
nunber of seconds after the creation of the
association until it expires.

For such tinme fields, it is assuned that 64-bits is
sufficiently large to hold the POSI X tinme_t val ue.

If this assunption is wong, this field will have to
be revisited.

sadb_lifetinme_usetine
For CURRENT, the tine, in seconds, when association
was first used. For HARD and SOFT, the nunber of
seconds after the first use of the association until
it expires.

The semantics of lifetinmes are inclusive-OR first-to-expire. This
means that if values for bytes and tine, or nultiple tines, are
passed in, the first of these values to be reached will cause a
lifetime expiration
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2. 3.3 Address Extension

The Address extension specifies one or nore addresses that are
associated with a security association. Address extensions for both
source and destination MJST be present when an Associ ati on extension
is present. The format of an Address extension is:

struct sadb_address {
uint16_t sadb_address_|en;
uint16_t sadb_address_exttype;
uint8_t sadb_address_proto;
uint8_t sadb_address_prefixlen;
uint16_t sadb_address_reserved,

1
/* sizeof (struct sadb_address) == 8 */
/* followed by some formof struct sockaddr */

The sockaddr structure SHOULD conformto the sockaddr structure of
the systeminpl enmenting PF_KEY. If the systemhas an sa len field, so
SHOULD t he sockaddrs in the nmessage. |If the system has NO sa_l en
field, the sockaddrs SHOULD NOT have an sa_len field. Al non-address
information in the sockaddrs, such as sin_zero for AF_|INET sockaddrs,
and sin6_flow nfo for AF_I NET6 sockaddrs, MJST be zeroed out. The
zeroing of ports (e.g. sin_port and sin6_port) MJST be done for al
nmessages except for originati ng SADB_ACQUI RE nessages, whi ch SHOULD
fill themin with ports fromthe relevant TCP or UDP session which
generates the ACQUI RE nessage. |If the ports are non-zero, then the
sadb_address_proto field, nornally zero, MJST be filled in with the
transport protocol’s nunber. |If the sadb_address_prefixlen is non-
zero, then the address has a prefix (often used in KM access control
decisions), with length specified in sadb_address_prefixlen. These
addi tional fields may be useful to KM applications.

The SRC and DST addresses for a security association MJST be in the
same protocol fanmily and MJST al ways be present or absent together in
a nessage. The PROXY address MAY be in a different protocol famly,
and for nost security protocols, represents an actual originator of a
packet. (For example, the inner-packets’'s source address in a
tunnel .)

The SRC address MUST be a unicast or unspecified (e.g., | NADDR_ANY)
address. The DST address can be any valid destination address
(unicast, multicast, or even broadcast). The PROXY address SHOULD be
a uni cast address (there are experinental security protocols where
PROXY semantics may be different than descri bed above).
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2.3.4 Key Extension

The Key extension specifies one or nore keys that are associated with
a security association. A Key extension will not always be present

wi th nmessages, because of security risks. The format of a Key
extension is:

struct sadb_key {
uint16_t sadb_key | en;
uint16_t sadb_key_ exttype;
uint16_t sadb_key bits;
uint16_t sadb_key reserved;

1
/* sizeof (struct sadb_key) == 8 */
/* followed by the key data */

sadb_key bits The length of the valid key data, in bits. A value of
zero in sadb_key bits MJST cause an error.

The key extension cones in two varieties. The AUTH version is used
with authentication keys (e.g. |IPsec AH, OSPF MD5) and the ENCRYPT
version is used with encryption keys (e.g. |IPsec ESP). PF_KEY deal s
only with fully forned cryptographic keys, not with "raw key
material". For exanple, when | SAKMP/ Cakley is in use, the key
managenent daenon is always responsible for transform ng the result
of the Diffie-Hellnman conputation into distinct fully formed keys
PRIOR to sending those keys into the kernel via PF_KEY. This rule is
made because PF_KEY is designed to support rnultiple security
protocols (not just IP Security) and also nultiple key nanagenent
schenes includi ng manual keyi ng, which does not have the concept of
"raw key material". A clean, protocol-independent interface is

i mportant for portability to different operating systens as well as
for portability to different security protocols.

If an algorithmdefines its key to include parity bits (e.g. DES)
then the key used with PF_KEY MJUST al so include those parity bits.
For exanmple, this nmeans that a single DES key is always a 64-bit
quantity.

When a particul ar security protocol only requires one authentication
and/or one encryption key, the fully formed key is transnmitted using
the appropriate key extension. Wen a particular security protocol
requires nmore than one key for the sane function (e.g. Triple-DES
using 2 or 3 keys, and asymetric algorithns), then those two fully
formed keys MJUST be concatenated together in the order used for

out bound packet processing. In the case of nmultiple keys, the

al gorithm MJUST be able to deternine the | engths of the individua
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keys based on the information provided. The total key |ength (when
conbi ned with know edge of the algorithmin use) usually provides
sufficient infornmation to make this determ nation

Keys are al ways passed through the PF_KEY interface in the order that
they are used for outbound packet processing. For inbound processing,
the correct order that keys are used nmight be different fromthis
canoni cal concatenation order used with the PF_KEY interface. It is
the responsibility of the inplenmentation to use the keys in the
correct order for both inbound and out bound processing.

For exampl e, consider a pair of nodes comruni cating uni cast using an
ESP three-key Triple-DES Security Association. Both the outbound SA
on the sender node, and the inbound SA on the receiver node wll
contain key-A, followed by key-B, followed by key-Cin their
respecti ve ENCRYPT key extensions. The outbound SA will use key-A
first, followed by key-B, then key-C when encrypting. The inbound SA
will use key-C, followed by key-B, then key-A when decrypti ng.

(NOTE: W are aware that 3DES is actually encrypt-decrypt-encrypt.)
The canoni cal ordering of key-A key-B, key-Cis used for 3DES, and
shoul d be docunented. The order of "encryption"” is the canonical
order for this exanple. [Sch96]

The key data bits are arranged nost-significant to | east significant.
For example, a 22-bit key would take up three octets, with the | east
significant two bits not containing key material. Five additional
octets would then be used for padding to the next 64-bit boundary.

Wiile not directly related to PF_KEY, there is a user interface issue
regardi ng odd-di git hexadeci mal representation of keys. Consider the
exanpl e of the 16-bit nunber:

0x123

That will require two octets of storage. In the absence of other
i nformati on, however, unclear whether the value shown is stored as:

01 23 OR 12 30
It is the opinion of the authors that the former (0x123 == 0x0123) is
the better way to interpret this anbiguity. Extra information (for

exanpl e, specifying 0x0123 or 0x1230, or specifying that this is only
a twelve-bit nunber) would solve this problem
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2.3.5 ldentity Extension

The ldentity extension contains endpoint identities. This
information is used by key nanagenent to select the identity
certificate that is used in negotiations. This information may al so
be provided by a kernel to network security aware applications to
identify the renpte entity, possibly for access control purposes. |If
this extension is not present, key nmanagenent MJST assune that the
addresses in the Address extension are the only identities for this
Security Association. The ldentity extension |ooks I|ike:

struct sadb_ident {
uint1l6_t sadb_ident _|en;
uint16_t sadb_ident _exttype;
uint16_t sadb_ident _type;
uint16_t sadb_ident _reserved,
uint64_t sadb_ident id;

1
/* sizeof(struct sadb_ident) == 16 */
/* followed by the identity string, if present */
sadb_i dent _type The type of identity information that foll ows.
Currently defined identity types are described |ater

in this docunent.

sadb_ident _id An identifier used to aid in the construction of an
identity string if none is present. A PCSIX user id

value is one such identifier that will be used in this
field. Use of this field is described later in this
docunent .

A C string containing a textual representation of the identity
information optionally follows the sadb_ident extension. The format
of this string is deternmined by the value in sadb_ident _type, and is
described later in this docunent.

2.3.6 Sensitivity Extension

The Sensitivity extension contains security labeling information for

a security association. |If this extension is not present, no
sensitivity-related data can be obtained fromthis security
association. If this extension is present, then the need for

explicit security |labeling on the packet is obviated.
struct sadb_sens {

uint16_t sadb_sens_|I en;
uint16_t sadb_sens_exttype;
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uint32_t sadb_sens_dpd;
uint8_t sadb_sens_sens_| evel;
uint8_t sadb_sens_sens_| en;
uint8_t sadb_sens_integ_level;
uint8_ t sadb_sens_integ_len;
uint32_t sadb_sens_reserved;

1
/* sizeof (struct sadb_sens) == 16 */

/* followed by:
uint64_t sadb_sens_bitmap[sens_| en];
uint64_t sadb_integ_bitmap[integ len]; */

sadb_sens_dpd Descri bes the protection domain, which allows
interpretation of the |evels and conmpart nent
bi t maps.

sadb_sens_sens_| eve
The sensitivity |evel

sadb_sens_sens_Il en
The length, in 64 bit words, of the sensitivity
bi t map.

sadb_sens_i nteg_| evel
The integrity |evel.

sadb_sens_integ_| en
The length, in 64 bit words, of the integrity
bi t map.

This sensitivity extension is designed to support the Bell-LaPadul a
[BL74] security nodel used in conpartnented-node or rmulti-Ieve

secure systens, the Cark-WIson [CA7] commercial security nodel,
and/or the Biba integrity nodel [Biba77]. These formal nodels can be
used to inmplenment a wide variety of security policies. The definition
of a particular security policy is outside the scope of this
docunment. Each of the bitmaps MJIST be padded to a 64-bit boundary if
they are not inplicitly 64-bit aligned.

2.3.7 Proposal Extension

The Proposal extension contains a "proposed situation"” of algorithm
preferences. It |ooks Ilike:

struct sadb_prop {
uint16_t sadb_prop_I en;
uint16_t sadb_prop_exttype;
uint8_t sadb_prop_repl ay;
uint8_t sadb_prop_reserved| 3];

1
/* sizeof (struct sadb_prop) == 8 */
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/* followed by:
struct sadb_conb sadb_conbs[ (sadb_prop_len *
si zeof (uint64_t) - sizeof (struct sadb_prop)) /
si zeof (struct sadb_conb)]; */

Fol l owi ng the header is a |ist of proposed paraneter conbinations in
preferential order. The values in these fields have the sane
definition as the fields those values will nmove into if the

conbi nati on is chosen

NOTE: Sone algorithnms in some security protocols will have
variable IV lengths per algorithm Variable Iength IVs
are not supported by PF_KEY v2. |If they were, however,
proposed |V | engths would go in the Proposal Extension.

These conbi nations | ook |iKke:
struct sadb_conb {

uint8_t sadb_conb_aut h;
uint8_t sadb_conb_encrypt;

uint16_t sadb_conb_fl ags;
uint16_t sadb_conb_aut h_mi nbits;
uint16_t sadb_conb_aut h_maxbits;
uint1l6_t sadb_conb_encrypt _ninbits;
uint1l6_t sadb_conb_encrypt _naxbits;
uint32_t sadb_conb_reserved;
uint32_t sadb_conb_soft_all ocati ons;
uint32_t sadb_conb_hard_al |l ocati ons;
uint64_t sadb_conb_soft_bytes;
uint64_t sadb_conb_hard_bytes;
uint64_t sadb_conb_soft_addti ne;
uint64_t sadb_conb_hard_addti ne;
uint64_t sadb_conb_soft_useti ne;
uint64_t sadb_conb_hard_useti ne;

1

| * sizeof (struct sadb_conb) == 72 */

sadb_conb_auth If this conbination is accepted, this will be the

val ue of sadb_sa_auth.
sadb_conb_encrypt

If this conbination is accepted, this will be the
val ue of sadb_sa_encrypt.
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sadb_conb_aut h_mi nbits;

sadb_conb_aut h_maxbi ts;
The m ni mum and maxi num accept abl e aut henti cati on
key lengths, respectably, in bits. If sadb_conb_auth
is zero, both of these values MJST be zero. If
sadb_conb_auth is nonzero, both of these values MJST
be nonzero. If this conmbination is accepted, a val ue
bet ween these (inclusive) will be stored in the
sadb_key bits field of KEY_AUTH. The m ni num MJST
NOT be greater than the nmaxi num

sadb_conb_encrypt _ninbits;

sadb_conb_encrypt _naxbits;
The m ni mum and maxi num accept abl e encryption key
| engths, respectably, in bits. If sadb_conb_encrypt
is zero, both of these values MJST be zero. If
sadb_conb_encrypt is nonzero, both of these val ues
MJUST be nonzero. If this conbination is accepted, a
val ue between these (inclusive) will be stored in
the sadb_key bits field of KEY_ENCRYPT. The mi ni mum
MUST NOT be greater than the maxi mum

sadb_conb_soft _al |l ocati ons

sadb_conb_hard_al | ocati ons
If this conbination is accepted, these are proposed
val ues of sadb_lifetine_allocations in the SOFT and
HARD |ifetinmes, respectively.

sadb_conb_soft_bytes

sadb_conb_hard_bytes
If this conbination is accepted, these are proposed
val ues of sadb_lifetinme_bytes in the SOFT and HARD
lifetines, respectively.

sadb_conb_soft _addti ne

sadb_conb_hard_addti ne
If this conbination is accepted, these are proposed
val ues of sadb_lifetinme_addtinme in the SOFT and HARD
lifetines, respectively.

sadb_conb_soft _usetine

sadb_conb_hard_useti ne
If this conbination is accepted, these are proposed
val ues of sadb_lifetinme_usetinme in the SOFT and HARD
lifetines, respectively.
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Each conbi nati on has an authentication and encryption al gorithm

whi ch may be 0, indicating none. A conbination's flags are the sane
as the flags in the Association extension. The nininumand maxi mum
key lengths (which are in bits) are derived frompossible a priori
policy decisions, along with basic properties of the algorithm
Lifetine attributes are also included in a conbination, as sone

al gorithnms may know sonething about their lifetines and can suggest
lifetinme limts.

2.3.8 Supported Al gorithnms Extension

The Supported Al gorithns extension contains a list of all algorithns
supported by the system This tells key nmanagenent what algorithns it
can negotiate. Available authentication algorithns are listed in the
SUPPORTED_AUTH ext ensi on and avail abl e encryption algorithnms are
listed in the SUPPORTED ENCRYPT extension. The format of these
extensions is:

struct sadb_supported {

uint16_t
uint16_t
uint32_t
I
/* sizeof (struct

/* followed by:

sadb_supported_l en
sadb_supported_exttype;
sadb_supported_reserved;

sadb_supported) == 8 */

struct sadb_al g sadb_al gs[ (sadb_supported_l en *

si zeof (Ui nt64_t)

- sizeof (struct sadb_supported)) /

si zeof (struct sadb_alg)]; */

This header is foll owed by one or nore algorithm descriptions.

al gorithm description |ooks I|ike:

struct sadb_alg {

uint8_t sadb_alg_ id;
uint8_t sadb_al g_ivlen;

uint16_t
uint16_t
uint16_t

1
/* sizeof (struct

sadb_al g m nbits;
sadb_al g _maxbits;
sadb_al g _reserved;

== */

sadb_al g)

McDonal d, et. al.

sadb_al g id The algorithmidentification value for this
algorithm This is the value that is stored in
sadb_sa_auth or sadb_sa encrypt if this algorithmis

sel ect ed.
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sadb_al g_ivlen The length of the initialization vector to be used
for the algorithm If an IV is not needed, this
val ue MJST be set to zero.

sadb_al g mnbits
The m ni mum acceptable key length, in bits. A value
of zero is invalid.

sadb_al g _maxbits
The maxi mum acceptabl e key length, in bits. A value
of zero is invalid. The m ni mum MJST NOT be greater
than t he nmaxi num

2.3.9 SPI Range Extension

One PF_KEY nessage, SADB _GETSPI, night need a range of acceptable SPI
val ues. This extension perforns such a function.

struct sadb_spirange {
uint16_t sadb_spirange_| en;
uint16_t sadb_spirange_exttype;
uint32_t sadb_spirange_nin
uint32_t sadb_spi range_nax;
uint32_t sadb_spirange_reserved;
1
| * sizeof (struct sadb_spirange) == 16 */
sadb_spirange_mn
The mi ni mum accept abl e SPI val ue.

sadb_spi range_max

The maxi mum acceptabl e SPI val ue. The maxi mum MJST
be greater than or equal to the m ni num
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2.4 lllustration of Message Layout

The followi ng shows how the octets are laid out in a PF_KEY nessage.
Optional fields are indicated as such.

The base header is as foll ows:

012345670123456701234567012345¢6117

S S S S +
| ...version | sadb_nsg type | sadb_nsg_errno| ...nsg_satype

S S S S +
| sadb_nsg_| en | sadb_nsg _reserved |
S S S S +
| sadb_nsg_seq |
S S S S +
| sadb_nsg_pi d |
S S S S +

The base header may be followed by one or nore of the follow ng
extension fields, depending on the values of various base header
fields. The following fields are ordered such that if they appear,
t hey SHOULD appear in the order presented bel ow.

An extension field MJUST not be repeated. |If there is a situation
where an extension MJUST be repeated, it should be brought to the
attention of the authors.
The Associ ati on extension

012345670123456701234567012345¢617

SRS SRS SRS SRS +
| sadb_sa_len | sadb_sa_exttype |
SRS SRS SRS SRS +
| sadb_sa_spi |
SRS SRS SRS SRS +
| repl ay | sadb_sa state | sadb_sa auth |sadb_sa encrypt|
SRS SRS SRS SRS +
| sadb_sa fl ags |
SRS SRS SRS SRS +

The Lifetine extension

SRS SRS SRS SRS +
| sadb_lifetime_len | sadb_|ifetinme_exttype |
SRS SRS SRS SRS +
| sadb_lifetinme_allocations |
SRS SRS SRS SRS +
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| sadb_|ifetinme_bytes
| (64 bits)

oo oo oo oo

| sadb_lifetine_addtine
| (64 bits)

oo oo oo oo

| sadb_lifetine_usetine

| (64 bits)
SRS SRS SRS SRS
The Address extension
SRS SRS SRS SRS
| sadb_address_I en | sadb_address_exttype
SRS SRS SRS SRS
| _address_proto| _prefixlen | sadb_address_reserved
SRS SRS SRS SRS
> Sonme formof 64-bit aligned struct sockaddr goes here.
SRS SRS SRS SRS
The Key extension
SRS SRS SRS SRS
| sadb_key | en | sadb_key_exttype
SRS SRS SRS SRS
| sadb_key bits | sadb_key reserved
SRS SRS SRS SRS
> A key, padded to 64-bits, nost significant bits to |east
SRS SRS SRS SRS
The ldentity extension
SRS SRS SRS SRS
| sadb_i dent | en | sadb_i dent _exttype
SRS SRS SRS SRS
| sadb_i dent _type | sadb_i dent _reserved
SRS SRS SRS SRS
| sadb_ident _id
| (64 bits)
SRS SRS SRS SRS
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The Sensitivity extension
SRS SRS SRS SRS +
| sadb_sens_l en | sadb_sens_exttype |
SRS SRS SRS SRS +
| sadb_sens_dpd |
SRS SRS SRS SRS +
| sens_level | ...sens_len | _integ_level| ..integ_len |
SRS SRS SRS SRS +
| sadb_sens_reserved |
SRS SRS SRS SRS +
> The sensitivity bitmap, foll owed i mediately by the <
< integrity bitmap, each is an array of uint64_t. >
SRS SRS SRS SRS +
The Proposal extension

SRS SRS SRS SRS +
| sadb_prop_l en | sadb_prop_exttype |
SRS SRS SRS SRS +
| ...prop_replay | sadb_prop_reserved |
SRS SRS SRS SRS +
> One or nore conbinations, specified as follows... <
SRS SRS SRS SRS +
Conbi nati on
SRS SRS SRS SRS +
| sadb_conb_aut h | sadb_conb_encr | sadb_conb_fl ags |
SRS SRS SRS SRS +
| sadb_conb_auth_m nbits | sadb_conb_aut h_maxbits |
SRS SRS SRS SRS +
| sadb_conb_encrypt_ninbits | sadb_conb_encrypt _nmaxbits
SRS SRS SRS SRS +
| sadb_conb_reserved |
SRS SRS SRS SRS +
| sadb_conb_soft _al |l ocati ons |
SRS SRS SRS SRS +
| sadb_conb_hard_al | ocati ons |
SRS SRS SRS SRS +
| sadb_conb_soft _bytes |
| (64 bits) |
SRS SRS SRS SRS +
| sadb_conb_hard_bytes |
| (64 bits) |
SRS SRS SRS SRS +
| sadb_conb_soft _addti ne |
| (64 bits) |
SRS SRS SRS SRS +
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| sadb_conb_hard_addti ne |
| (64 bits) |
SRS SRS SRS SRS +
| sadb_conb_soft _usetine |
| (64 bits) |
SRS SRS SRS SRS +
| sadb_conb_hard_useti ne |

| (64 bits) |
oo oo oo oo +

SRS SRS SRS SRS +
| sadb_supported_l en | sadb_supported_exttype |
SRS SRS SRS SRS +
| sadb_supported_reserved |
SRS SRS SRS SRS +

SRS SRS SRS SRS +
| sadb_alg id | sadb_al g_ivlen] sadb_al g mnbits |
SRS SRS SRS SRS +
| sadb_al g _maxbits | sadb_al g_reserved |
SRS SRS SRS SRS +

The SPI Range extension

SRS SRS SRS SRS +
| sadb_spirange_Il en | sadb_spi range_exttype |
SRS SRS SRS SRS +
| sadb_spi range_min |
SRS SRS SRS SRS +
| sadb_spi range_max |
SRS SRS SRS SRS +
| sadb_spi range_reserved |
SRS SRS SRS SRS +

3 Synbol i ¢ Names

This section defines various synbols used with PF_KEY and the

semanti cs associated with each synbol. Applications MJST use the
synbolic nanmes in order to be portable. The nuneric definitions
shown are for illustrative purposes, unless explicitly stated

otherwi se. The nuneric definition MAY vary on other systens. The
synbol i ¢ name MJUST be kept the sane for all conforning
i mpl enent ati ons.
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3.1 Message Types

The foll owi ng message types are used with PF_KEY. These are defined
inthe file <net/pfkeyv2. h>

#defi ne SADB_RESERVED
#defi ne SADB_GETSPI
#defi ne SADB_UPDATE
#defi ne SADB_ADD
#defi ne SADB_DELETE
#defi ne SADB_GET
#defi ne SADB_ACQUI RE
#defi ne SADB_REQ STER
#defi ne SADB_EXPI RE
#defi ne SADB_FLUSH

OCoOoO~NOUIA~hWNEFLO

#defi ne SADB_DUWP 10 /* not used normally */
#def i ne SADB_MAX 10

Each nmessage has a behavior. A behavior is defined as where the
initial nessage travels (e.g. user to kernel), and what subsequent
actions are expected to take place. Contents of nessages are
illustrated as:

<base, REQUI RED EXTENSI ON, REQ , (OPTIONAL EXT.,) (OPT)>

The SA extension is sonetinmes used only for its SPI field. |If all
other fields MJST be ignored, this is represented by "SA(*)".

The lifetime extensions are represented with one to three letters
after the word "lifetine," representing (H)ARD, (S)OFT, and
( ©) URRENT.

The address extensions are represented with one to three letters
after the word "address," representing (S)RC, (D) ST, (P)ROXY.

NOTE: Sone security association types do not use a source
address for SA identification, where others do. This may
cause EEXI ST errors for sonme SA types where others do not
report collisions. It is expected that application
aut hors know enough about the underlying security
associ ation types to understand these differences.

The key extensions are represented with one or two letters after the
word "key," representing (A) UTH and ( E) NCRYPT.
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The identity extensions are represented with one or two letters after
the word "identity," representing (S)RC and (D) ST.

In the case of an error, only the base header is returned.
Note that any standard error could be returned for any nessage.

Typically, they will be either one of the errors specifically |isted
in the description for a nessage or one of the foll ow ng:

El NVAL Various nmessage inproprieties, including SPl ranges
that are mal f or ned.

ENOVEM Needed nenory was not avail abl e.

ENOBUFS Needed nenory was not avail abl e.

EMSGSI Z The nessage exceeds the maxi mum | ength all owed.

3.1.1 SADB_CETSPI

The SADB_GETSPI nessage allows a process to obtain a unique SPI val ue
for given security association type, source address, and destination
address. This nessage followed by an SADB UPDATE is one way to
create a security association (SADB_ADD is the other nmethod). The
process specifies the type in the base header, the source and
destinati on address in address extension. |f the SADB_GETSPI nessage
is in response to a kernel -generated SADB_ACQUI RE, the sadb_nsg_seq
MUST be the sane as the SADB_ACQUI RE nessage. The application may

al so specify the SPI. This is done by having the kernel select
within a range of SPI val ues by using the SPI range extension. To
specify a single SPI value to be verified, the application sets the
hi gh and | ow values to be equal. Permitting range specification is

i nportant because the kernel can allocate an SPI val ue based on what
it knows about SPI values already in use. The kernel returns the
sane nessage with the allocated SPI value stored in the spi field of
an associ ation extension. The allocate SPI (and destination address)
refer to a LARVAL security association. An SADB_UPDATE nessage can

| ater be used to add an entry with the requested SPI val ue.

It is reconmended that associations that are created wi th SADB_GETSP
SHOULD be automatically deleted within a fixed amount of tinme if they
are not updated by an SADB_UPDATE nessage. This allows SA storage
not to get cluttered with larval associations.
The message behavi or of the SADB_GETSPI nessage is:
Send an SADB_CGETSPI nessage from a user process to the kernel

<base, address, SPI range>
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The kernel returns the SADB_GETSPI nessage to all listening
processes.

<base, SA(*), address(SD)>
Errors:

EEXI ST Requested SPI or SPI range is not available or already
used.

3. 1.2 SADB_UPDATE Message

The SADB_UPDATE nessage allows a process to update the information in
an existing Security Association. Since SADB_GETSPI does not all ow
setting of certain parameters, this nmessage is needed to fully form

t he SADB_SASTATE_LARVAL security association created with

SADB _CETSPI. The format of the update nmessage is a base header,

foll owed by an associ ati on header and possi bly by several extension
headers. The kernel searches for the security association with the
same type, spi, source address and destination address specified in
the nmessage and updates the Security Association information using
the content of the SADB_UPDATE nessage.

The kernel MAY disal |l ow SADB_UPDATE to succeed unl ess the nessage is
i ssued fromthe same socket that created the security association
Such enforcenent significantly reduces the chance of accidental
changes to an in-use security association. Malicious trusted parties
could still issue an SADB FLUSH or SADB _DELETE nessage, but del etion
of associations is nore easily detected and less likely to occur
accidentally than an erroneous SADB_UPDATE. The counter argument to
supporting this behavior involves the case where a user-space key
managenent application fails and is restarted. The new instance of
the application will not have the sane socket as the creator of the
security association.

The kernel MJST sanity check all significant values submitted in an
SADB_UPDATE nessage before changing the SA in its database and MJST
return EINVAL if any of the values are invalid. Exanples of checks
that shoul d be perforned are DES key parity bits, key length
checki ng, checks for keys known to be weak for the specified

al gorithm and checks for flags or paraneters known to be

i nconpatible with the specified algorithm

Only SADB _SASTATE MATURE SAs nay be submitted in an SADB_UPDATE
message. |If the original SA is an SADB_SASTATE LARVAL SA, then any
value in the SA may be changed except for the source address,
destination address, and SPI. |If the original SAis an
SADB_SASTATE_DEAD SA, any attenpt to perform an SADB _UPDATE on the SA
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MUST return EINVAL. It is not valid for established keying or
algorithminformation to change w thout the SPI changi ng, which would
require creation of a new SA rather than a change to an existing SA
Once keying and algorithminformation is negotiated, address and
identity information is fixed for the SA. Therefore, if the origina
SA is an SADB_SASTATE _MATURE or DYING SA, only the sadb_sa state
field in the SA header and lifetinmes (hard, soft, and current) may be
changed and any attenpt to change other values MJST result in an
error return of EINVAL.

The nessage behavi or of the SADB_UPDATE nessage isS:
Send an SADB_UPDATE nessage from a user process to the kernel

<base, SA, (lifetinme(HSC),) address(SD), (address(P),)
key(AE), (identity(SD),) (sensitivity)>

The kernel returns the SADB_UPDATE nessage to all listening
processes.

<base, SA, (lifetinme(HSC),) address(SD), (address(P),)
(identity(SD),) (sensitivity)>

The keying material is not returned on the nessage fromthe kernel to
i stening sockets because listeners nmight not have the privileges to
see such keying materi al

Errors:

ESRCH The security association to be updated was not found.

EINVAL In addition to other possible causes, this error is
returned if sanity checking on the SA val ues (such
as the keys) fails.

EACCES Insufficient privilege to update entry. The socket
i ssuing the SADB_UPDATE is not creator of the entry

to be updat ed.

3.1.3 SADB_ADD

The SADB_ADD nessage is nearly identical to the SADB_UPDATE nessage,
except that it does not require a previous call to SADB GETSPI. The
SADB_ADD nessage i s used in manual keying applications, and in other
cases where the uniqueness of the SPI is known inmedi ately.

An SADB_ADD nessage is al so used when negotiation is finished, and

the second of a pair of associations is added. The SPI for this
associ ation was determ ned by the peer nmachine. The sadb_nsg_seq
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MJUST be set to the value set in a kernel-generated SADB_ACQU RE so
that both associations in a pair are bound to the sane ACQU RE
request.

The kernel MUST sanity check all used fields in the SA subnitted in
an SADB_ADD nessage before adding the SA to its database and MJST
return EINVAL if any of the values are invalid.

Only SADB_SASTATE_MATURE SAs may be submitted in an SADB_ADD nessage.
SADB_SASTATE_LARVAL SAs are created by SADB GETSPI and it is not
sensi ble to add a new SA in the DYI NG or SADB_SASTATE_DEAD st at e.
Therefore, the sadb_sa state field of all submtted SAs MJUST be
SADB_SASTATE_MATURE and the kernel MJUST return an error if this is
not true.

The nessage behavi or of the SADB_ADD nessage isS:
Send an SADB_ADD nessage from a user process to the kernel

<base, SA, (lifetinme(HS),) address(SD), (address(P),)
key(AE), (identity(SD),) (sensitivity)>

The kernel returns the SADB_ADD nessage to all |istening
processes.

<base, SA, (lifetinme(HS),) address(SD), (identity(SD),)
(sensitivity)>

The keying material is not returned on the nessage fromthe kernel to
i stening sockets because listeners may not have the privileges to
see such keying materi al

Errors:

EEXI ST The security association that was to be added al r eady
exi sts.

EINVAL |In addition to other possible causes, this error is
returned if sanity checking on the SA val ues (such
as the keys) fails.

3.1.4 SADB_DELETE

The SADB DELETE nmessage causes the kernel to delete a Security
Association fromthe key table. The del ete nmessage consists of the
base header foll owed by the association, and the source and
destinati on sockaddrs in the address extension. The kernel deletes
the security association matching the type, spi, source address, and
destination address in the nessage.
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The nessage behavi or for SADB DELETE is as follows:
Send an SADB _DELETE nessage from a user process to the kernel.
<base, SA(*), address(SD)>

The kernel returns the SADB_DELETE nessage to all listening
processes.

<base, SA(*), address(SD)>
3.1.5 SADB_GET

The SADB_GET nessage allows a process to retrieve a copy of a
Security Association fromthe kernel’s key table. The get nessage
consi sts of the base header follows by the rel evant extension fields.
The Security Association matching the type, spi, source address, and
destinati on address is returned.

The message behavi or of the SADB _GET nessage is:
Send an SADB_GET nessage from a user process to the kernel.
<base, SA(*), address(SD)>

The kernel returns the SADB _GET nessage to the socket that sent
t he SADB_CET nessage.

<base, SA, (lifetime(HSC),) address(SD), (address(P),) key(AE),
(identity(SD),) (sensitivity)>

Errors:
ESRCH The sought security association was not found.

3.1.6 SADB_ACQUI RE

The SADB _ACQUI RE nessage is typically sent only by the kernel to key
socket |isteners who have registered their key socket (see

SADB_REG STER nessage). SADB_ACQUI RE nessages can be sent by
application-|level consumers of security associations (such as an
OSPFv2 inplenmentation that uses OSPF security). The SADB_ACQUI RE
nmessage i s a base header along with an address extension, possibly an
identity extension, and a proposal extension. The proposed situation
contains a list of desirable algorithns that can be used if the
algorithms in the base header are not available. The values for the
fields in the base header and in the security association data which
foll ows the base header indicate the properties of the Security
Associ ation that the |istening process should attenpt to acquire. |If
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the nessage originates fromthe kernel (i.e. the sadb_nsg_pid is 0),
the sadb_nsg_seq nunber MJST be used by a subsequent SADB GETSPI and
SADB_UPDATE, or subsequent SADB_ADD nessage to bind a security
association to the request. This avoids the race condition of two
TCP connections between two | P hosts that each require uni que

associ ations, and having one steal another’s security association.
The sadb_nsg _errno and sadb_nsg state fields should be ignored by the
| i steni ng process.

The SADB_ACQUI RE nessage is typically triggered by an out bound packet
t hat needs security but for which there is no applicable Security
Association existing in the key table. |f the packet can be
sufficiently protected by nore than one algorithm or conbination of
options, the SADB _ACQUI RE nessage MJST order the preference of
possibilities in the Proposal extension.

There are three nessagi ng behaviors for SADB ACQU RE. The first is
where the kernel needs a security association (e.g. for |Psec).

The kernel sends an SADB_ACQUI RE nmessage to regi stered sockets.

<base, address(SD), (address(P)), (identity(SD),) (sensitivity,)
proposal >

NOTE: The address(SD) extensions MJST have the port fields
filled in with the port nunbers of the session requiring
keys if appropriate.

The second is when, for sone reason, key managenent fails, it can
send an ACQUI RE nessage with the sane sadb_nsg_seq as the initial
ACQUIRE with a non-zero errno.
Send an SADB_ACQUI RE to indicate key managenent failure.
<base>
The third is where an application-|layer consumer of security
associations (e.g. an OSPFv2 or RI Pv2 daenpbn) needs a security
associ ati on.

Send an SADB_ACQUI RE nessage from a user process to the kernel.

<base, address(SD), (address(P),) (identity(SD),) (sensitivity,)
proposal >

The kernel returns an SADB_ACQUI RE nessage to registered
socket s.
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<base, address(SD), (address(P),) (identity(SD),) (sensitivity,)
proposal >

The user-1level consumer waits for an SADB_UPDATE or SADB_ADD
nessage for its particular type, and then can use that
associ ati on by using SADB_GET nessages.

Errors:
El N\VAL Invalid acquire request.
EPROTONCSUPPORT No KM application has registered with the Key
Engi ne as being able to obtain the requested SA type, so
t he requested SA cannot be acquired.

3.1.7 SADB_REG STER

The SADB_REGQ STER nessage allows an application to register its key
socket as able to acquire new security associations for the kernel
SADB_REG STER al l ows a socket to receive SADB_ACQUI RE nessages for
the type of security association specified in sadb_nsg_satype. The
application specifies the type of security association that it can
acquire for the kernel in the type field of its register nessage. |If
an application can acquire nmultiple types of security association, it
MUST regi ster each type in a separate nessage. Only the base header
is needed for the register nmessage. Key management applications MAY
regi ster for a type not knowmn to the kernel, because the consumer nmay
be in user-space (e.g. OSPFv2 security).

The reply of the SADB _REG STER nmessage contains a supported al gorithm
extension. That field contains an array of supported al gorithms, one
per octet. This allows key managenent applications to know what

al gorithm are supported by the kernel

In an environnent where algorithns can be dynamically | oaded and
unl oaded, an asynchronous SADB_REG STER reply MAY be generated. The
list of supported algorithnms MJUST be a conplete list, so the
application can nake note of omissions or additions.
The nmessagi ng behavi or of the SADB_REG STER nessage i s:
Send an SADB_REG STER nessage from a user process to the kernel
<base>
The kernel returns an SADB_REG STER nessage to registered

sockets, with algorithmtypes supported by the kernel being
i ndicated in the supported algorithnms field.
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NOTE: This nessage may arrive asynchronously due to an
al gorithm bei ng | oaded or unloaded into a dynamcally
I i nked kernel.

<base, supported>
3.1.8 SADB_EXPI RE Message

The operating systemkernel is responsible for tracking SA
expirations for security protocols that are inplenented inside the
kernel. If the soft linmit or hard limt of a Security Association
has expired for a security protocol inplenented inside the kernel
then the kernel MJST issue an SADB _EXPI RE nessage to all key socket
listeners. |If the soft limit or hard linit of a Security Association
for a user-level security protocol has expired, the user-Ileve
protocol SHOULD i ssue an SADB_EXPlI RE nessage.

The base header will contain the security association information
foll owed by the source sockaddr, destination sockaddr, (and, if
present, internal sockaddr,) (and, if present, one or both
conpartnment bitnmaps).

The lifetime extension of an SADB EXPI RE nessage is inportant to
indicate which lifetime expired. If a HARD lifetinme extension is
included, it indicates that the HARD lifetinme expired. This neans
the associ ati on MAY be deleted already fromthe SADB. |f a SOFT
lifetime extension is included, it indicates that the SOFT lifetine
expired. The CURRENT l|ifetine extension will indicate the current
status, and conparisons to the HARD or SOFT lifetinme will indicate
which limt was reached. HARD lifetinmes MJST take precedence over
SOFT lifetines, nmeaning if the HARD and SOFT lifetines are the sane,
the HARD lifetine will appear on the EXPI RE nessage. The

pat hol ogi cal case of HARD lifetinmes being shorter than SOFT lifetines
i s handl ed such that the SOFT lifetime will never expire.

The nessagi ng behavi or of the SADB_EXPI RE nessage i s:

The kernel sends an SADB_EXPI RE nessage to all |isteners when
the soft limt of a security association has been expired.

<base, SA lifetine(C and one of HS), address(SD)>

Note that the SADB _EXPI RE nessage is ONLY sent by the kernel to the
KMI. It is a one-way informational nmessage that does not have a

reply.
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3.1.9 SADB_FLUSH

The SADB_FLUSH nessage causes the kernel to delete all entries inits
key table for a certain sadb_nsg_satype. Only the base header is
required for a flush nessage. |If sadb_nsg_satype is filled in with a
specific value, only associations of that type are deleted. If it is
filled in with SADB _SATYPE UNSPEC, ALL associ ations are del eted.

The nmessagi ng behavi or for SADB FLUSH i s:
Send an SADB_FLUSH nessage from a user process to the kernel
<base>

The kernel will return an SADB_FLUSH nessage to all listening
socket s.

<base>

The reply nmessage happens only after the actual flushing
of security associations has been attenpted.

3.1.10 SADB_DUWP

The SADB DUMP nmessage causes the kernel to dunp the operating
systenmis entire Key Table to the requesting key socket. As in

SADB FLUSH, if a sadb_msg_satype value is in the nmessage, only

associ ations of that type will be dunped. |If SADB _SATYPE UNSPEC is
specified, all associations will be dunped. Each Security Association
is returned in its own SADB DUMP nessage. A SADB DUMP nessage with a
sadb_seq field of zero indicates the end of the dunp transaction. The
dunmp nessage is used for debuggi ng purposes only and is not intended
for production use.

Support for the dunp nessage MAY be discontinued in future versions
of PF_KEY. Key nanagenent applications MJST NOT depend on this
nmessage for basic operation
The messagi ng behavi or for SADB DUMP i s:
Send an SADB_DUMP nessage from a user process to the kernel

<base>

Several SADB DUWMP nmessages wWill return fromthe kernel to the
sendi ng socket.

McDonal d, et. al. I nf or mat i onal [ Page 40]



RFC 2367 PF_KEY Key Managenent API July 1998

<base, SA, (lifetime (HSC),) address(SD), (address(P),)
key(AE), (identity(SD),) (sensitivity)>

3.2 Security Association Flags

The Security Association’'s flags are a bitmask field. These flags
al so appear in a conbination that is part of a PROPOSAL extension.

The rel ated synbolic definitions bel ow should be used in order that
applications will be portable:

#defi ne SADB_SAFLAGS PFS 1 /| * perfect forward secrecy */

The SADB_SAFLAGS PFS flag indicates to key nanagenent that this
associ ation should have perfect forward secrecy in its key. (In
ot her words, any given session key cannot be determ ned by
cryptanal ysis of previous session keys or sone master key.)

3.3 Security Association States

The security association state field is an integer that describes the
states of a security association. They are:

#def i ne SADB_SASTATE_LARVAL
#def i ne SADB_SASTATE_NMATURE
#defi ne SADB_SASTATE_DYI NG

#def i ne SADB_SASTATE_DEAD

w WNEFLO

#defi ne SADB_SASTATE_MAX

A SADB_SASTATE_LARVAL security association is one that was created by
the SADB GETSPI nessage. A SADB _SASTATE MATURE associ ation is one
that was updated with the SADB_UPDATE nessage or added with the
SADB_ADD message. A DYI NG association is one whose soft lifetine has
expired. A SADB_SASTATE DEAD association is one whose hard lifetine
has expired, but hasn’'t been reaped by system garbage collection. |If
a consuner of security associations has to extend an associ ation
beyond its normal lifetime (e.g. OSPF Security) it MJST only set the
soft lifetime for an association.

3.4 Security Association Types

This defines the type of Security Association in this nessage. The
synbol i ¢ names are al ways the sanme, even on different

i npl ementations. Applications SHOULD use the synbolic nane in order
to have maxi mum portability across different inplenentations. These
are defined in the file <net/pfkeyv2. h>
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#def i ne SADB_SATYPE_UNSPEC 0

#def i ne SADB_SATYPE_AH 2 |* RFC- 1826 */

#def i ne SADB_SATYPE ESP 3 [/* RFC 1827 */

#defi ne SADB_SATYPE_RSVP 5 /* RSVP Authentication */
#defi ne SADB_SATYPE_COSPFV2 6 /* OSPFv2 Authentication */
#defi ne SADB_SATYPE_RI PV2 7 * RIPv2 Authentication */
#def i ne SADB_SATYPE M P 8 /* Mbile IP Auth. */

#def i ne SADB_SATYPE MAX 8

SADB_SATYPE_UNSPEC i s defined for conpl eteness and neans no specific
type of security association. This type is never used with PF_KEY
SAs.

SADB_SATYPE_AH is for the I P Authentication Header [Atk95b].

SADB_SATYPE ESP is for the |[IP Encapsulating Security Payl oad
[ At k95c] .

SADB_SATYPE_RSVP is for the RSVP Integrity Object.

SADB_SATYPE_OSPFV2 is for OSPFv2 Cryptographi c authentication
[ Moy98] .

SADB_SATYPE_RIPV2 is for RIPv2 Cryptographic authentication [ BAI7].
SADB_SATYPE_M P is for Mdbile I P s authentication extensions [Per97].
SADB_SATYPE MAX is always set to the highest valid nuneric val ue.

3.5 Al gorithm Types
The algorithmtype is interpreted in the context of the Security
Associ ati on type defined above. The nuneric value mght vary between
i npl emrent ations, but the synbolic name MJUST NOT vary between
i npl ementations. Applications should use the synbolic nane in order
to have maxi mum portability to various inplenmentations.
Sone of the algorithmtypes defined bel ow night not be standardi zed
or mght be deprecated in the future. To obtain an assignnent for a
synbol i ¢ nanme, contact the authors.

The synbol s bel ow are defined in <net/pfkeyv2. h>.
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/* Aut hentication algorithns */
#defi ne SADB_AALG_NONE

#defi ne SADB_AALG MD5HVAC

#defi ne SADB_AALG SHA1HVAC
#defi ne SADB_AALG MAX

wWwN O

/* Encryption algorithnms */
#defi ne SADB_EALG _NONE
#defi ne SADB_EALG DESCBC
#defi ne SADB_EALG 3DESCBC
#defi ne SADB_EALG NULL
#defi ne SADB_EALG MAX

PR WNO

1
1

The al gorithmfor SADB AALG MD5_HVAC is defined in [M3®8a]. The

al gorithm for SADB_AALG SHAIHMAC is defined in [M3208b]. The
algorithmfor SADB _EALG DESCBC is defined in [MDO8]. SADB _EALG NULL
is the NULL encryption algorithm defined in [GK98]. The

SADB _EALG NONE value is not to be used in any security association
except those which have no possible encryption algorithmin them
(e.g. IPsec AH).

3.6 Extension Header Val ues
To briefly recap the extensi on header val ues:

#defi ne SADB_EXT_RESERVED

#defi ne SADB_EXT_SA

#define SADB_EXT_LI FETI ME_CURRENT
#define SADB_EXT_LI FETI ME_HARD
#define SADB_EXT_LI FETI ME_SOFT
#defi ne SADB_EXT_ADDRESS_SRC
#defi ne SADB_EXT_ADDRESS_DST

#defi ne SADB_EXT_ADDRESS_PROXY
#defi ne SADB_EXT_KEY_AUTH

#defi ne SADB_EXT_KEY_ENCRYPT
#defi ne SADB_EXT_| DENTI TY_SRC
#defi ne SADB_EXT_| DENTI TY_DST
#define SADB_EXT_SENSI TI VI TY
#defi ne SADB_EXT_PROPOSAL

#defi ne SADB_EXT_SUPPORTED_AUTH 14
#defi ne SADB_EXT_SUPPORTED_ENCRYPT 15
#defi ne SADB_EXT_SPI RANCE 16

OCoOoO~NOUIA~hWNEFO

e e
WN RO

#defi ne SADB_EXT_MAX 16
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3.7 ldentity Extension Val ues
Each identity can have a certain type.

#def i ne SADB_| DENTTYPE_RESERVED 0
#define SADB_| DENTTYPE_PREFI X 1
#defi ne SADB_| DENTTYPE_FQDN 2
#defi ne SADB_| DENTTYPE_USERFQDN 3

#defi ne SADB_| DENTTYPE_MAX 3

The PREFI X identity string consists of a network address followed by a
forward slash and a prefix length. The network address is in a
printable nunmeric formappropriate for the protocol famly. The
prefix length is a deci mal nunber greater than or equal to zero and

| ess than the nunber of bits in the network address. It indicates the
nunber of bits in the network address that are significant; all bits
in the network address that are not significant MJUST be set to zero.
Note that inplenentations MJST parse the contents of the printable
address into a binary form for conparison purposes because nultiple
printable strings are valid representati ons of the sanme address in
many protocol famlies (for exanple, sone allow | eading zeros and sone
have letters that are case insensitive). Exanples of PREFI X identities
are "199. 33.248. 64/ 27" and "3ffe::1/128". |If the source or destination
identity is a PREFI X identity, the source or destination address for
the SA (respectively) MJIST be within that prefix. The sadb_ident _id
field is zeroed for these identity types.

The FQDN identity string contains a fully qualified domain name. An
exanple FQDN identity is "mnistry-of-truth.inner.net". The
sadb_ident_id field is zeroed for these identity types.

The User FQDN identity consists of a text string in the fornmat commonly
used for Internet-standard electronic mail. The syntax is the text
usernane, followed by the "@ character, followed in turn by the
appropriate fully qualified domain nane. This identity specifies both
a usernanme and an associ ated FQDN. There is no requirenment that this
string specify a mail box valid for SMIP or other electronic nai

use. This identity is useful with protocols supporting user-oriented
keying. It is a convenient identity form because the DNS Security
extensi ons can be used to distribute signed public key val ues by
associating KEY and SIG records with an appropriate MB DNS record. An
exanple User FQDN identity is "julia@nistry-of-love.inner.net". The
sadb_ident _id field is used to contain a POSI X user id in the absence
of an identity string itself so that a user-level application can use
the getpwiid{, r}() routine to obtain a textual user loginid. |If a
string is present, it SHOULD nmatch the nuneric value in the
sadb_ident _id field. |If it does not match, the string SHOULD overri de
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t he nuneric val ue.
3.8 Sensitivity Extension Val ues

The only field currently defined in the sensitivity extension is the
sadb_sens_dpd, which represents the data protection donain. The other
data in the sensitivity extension is based off the sadb_sens_dpd

val ue.

The DP/DA is defined to be the same as the "Label ed Domain Identifier
Val ue" of the IP Security DO specification [Pip98]. As noted in that
speci fication, values in the range 0x80000000 to Oxffffffff
(inclusive) are reserved for private use and values in the range
0x00000001 through Ox7fffffff are assigned by I ANA. The all-zeros

DP/ DA value is pernmanently reserved to nean that "no DP/DA is in
use".

3.9 Proposal Extension Val ues

These are already nentioned in the Al gorithm Types and Security
Associ ation Fl ags sections.

4 Future Directions
While the current specification for the Sensitivity and Integrity
Label s is believed to be general enough, if a case should arise that
can’t work with the current specification then this night cause a
change in a future version of PF_KEY.

Simlarly, PF_KEY m ght need extensions to work with other kinds of

Security Associations in future. It is strongly desirable for such
extensions to be made in a backwards-conpati bl e manner should they be
needed.

When nore experience is gained with certificate managenent, it is
possi bl e that the IDENTITY extension will have to be revisited to
allow a finer grained selection of certificate identities.

5. Exanpl es

The followi ng exanples illustrate how PF_KEY is used. The first
exanple is an IP Security exanple, where the consuner of the security
associations is inside an operating systemkernel. The second exanple
is an OSPF Security exanple, which illustrates a user-1level consuner
of security associations. The third exanple covers things not
mentioned by the first two exanples. A real systemmy closely
conformto one of these exanples, or take parts of them These
exanples are purely illustrative, and are not intended to nmandate a
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particul ar inplenentation method.

5.1 Sinple I P Security Exanple

|
|
::::::[ PF_KEY] ::::[ PF_I NET] —————————————————————=—=—===

| CS Ker nel
Fomm oo oo - + Fom e e e a oo +
| Key Engine | | TCP/I P, |
| or SADB |---| including |IPsec |
LSS + | |
Fom e e e a oo +

When t he Key Managenent daenon (KMd) begins. It nust tell PF_KEY
that it is willing to accept nmessage for the two | Psec services, AH
and ESP. It does this by sending down two SADB REG STER nessages.

KMd- >Ker nel : SADB_REG STER for ESP
Ker nel - >Regi st ered: SADB_REGQ STER for ESP, Supported Al gorithns
KMd- >Ker nel : SADB_REG STER for AH

Ker nel - >Regi st ered: SADB_REGQ STER for AH, Supported Al gorithns

Each REG STER nessage will cause a reply to go to all PF_KEY sockets
regi stered for ESP and AH respectively (including the requester).

Assume that no security associations currently exist for |IPsec to
use. Consider when a network application begins transmitting data
(e.g. a TCP SYN). Because of policy, or the application s request,
the kernel |Psec nodul e needs an AH security association for this
data. Since there is not one present, the follow ng nessage is
gener at ed:

Ker nel - >Regi stered: SADB_ACQUI RE for AH, addrs, ID, sens,
proposal s

The KMI reads the ACQUI RE nessage, especially the sadb_nsg_seq
nunber. Before it begins the negotiation, it sends down an
SADB_CETSPI nessage with the sadb_nsg_seq nunber equal to the one
received in the ACQU RE. The kernel returns the results of the
GETSPI to all listening sockets.

KMd- >Ker nel : SADB_GETSPI for AH, addr, SPI range
Ker nel ->Al | : SADB_GETSPI for AH, assoc, addrs
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The KMd may perform a second GETSPI operation if it needs both
directions of IPsec SPI values. Now that the KMl has an SPI for at

| east one of the security associations, it begins negotiation. After
deriving keying material, and negotiating other paraneters, it sends
down one (or nore) SADB UPDATE nessages with the same value in
sadb_nsg_seq.

If a KMl has any error at all during its negotiation, it can send

down:
KMI- >Ker nel : SADB_ACQUI RE for AH, assoc (with an error)
Ker nel ->Al | : SADB_ACQUI RE for AH, assoc (same error)

but if it succeeds, it can instead:

KMI- >Ker nel : SADB_UPDATE for AH, assoc, addrs, keys,
<etc.>
Ker nel - >Al | : SADB_UPDATE for AH, assoc, addrs, <etc.>

The results of the UPDATE (minus the actual keys) are sent to all
listening sockets. |If only one SPI value was deternined |ocally, the
other SPI (since IPsec SAs are unidirectional) nust be added with an
SADB_ADD nessage.

KMd- >Ker nel : SADB_ADD for AH, assoc, addrs, keys, <etc.>
Ker nel - >Al | : SADB_ADD for AH, assoc, addrs, <etc.>

I f one of the extensions passed down was a Lifetine extension, it is
possi bl e at sone point an SADB _EXPI RE nessage will arrive when one of
the lifetimes has expired.

Ker nel - >Al | : SADB_EXPI RE for AH, assoc, addrs,
Hard or Soft, Current, <etc.>

The KMI can use this as a clue to begin negotiation, or, if it has
some say in policy, send an SADB _UPDATE down with a lifetine
ext ensi on.

5.2 Proxy I P Security Exanple

Many people are interested in using IP Security in a "proxy" or
"firewall" configuration in which an internedi ate system provi des
security services for "inside" hosts. In these environnents, the

i nternedi ate systens can use PF_KEY to comuni cate with key
managenent applications al nost exactly as they would if they were the
actual endpoints. The nessagi ng behavior of PF_KEY in these cases is
exactly the sane as the previous exanple, but the address infornmation
is slightly different.
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Consi der this case:

Key:
A "out side" host that inplenments |IPsec
B "firewal|" that inplements |IPsec
C "inside" host that does not inplenent |Psec

=== | P_{ A<- >B} ESP [ | P_{ A<- >C} ULP ]
--- | P_{A<->C} ULP

Ais a single systemthat w shes to communicate with the "inside"
systemC. Bis a "firewall" between C and the outside world that
will do ESP and tunneling on Cs behalf. A discovers that it needs
to send traffic to C via B through nmethods not described here (Use of
the DNS' KX record m ght be one nmethod for discovering this).

For packets that flow fromleft to right, A and B need an | Psec
Security Association with:

SA type of ESP tunnel - node

Source ldentity that donminates A (e.g. A s address)
Destination ldentity that doninates B (e.g. B s address)
Source Address of A

Destinati on Address of B

For packets to flow fromright to left, A and B need an |Psec
Security Association with:

SA type of ESP tunnel - node

Source ldentity that donminates C
Destination Identity that dominates A
Source Address of B

Destinati on Address of A

Proxy Address of C

For this second SA (for packets flowing fromC towards A), node A
MUST verify that the inner source address is dom nated by the Source
Identity for the SA used with those packets. |If node A does not do
this, an adversary could forge packets with an arbitrary Source
Identity and defeat the packet origin protections provided by |Psec.
Now consi der a slightly nore conpl ex case:
Al --| |-- D1

A2 --| |-- D2
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Key:
An "inside" host on net 1 that does not do |Psec.
B "firewall" for net 1 that supports I|Psec.
C "firewall" for net 2 that supports I|Psec.
Dn "inside" host on net 2 that does not do |Psec.

—== | P_{ B<- >C} ESP [ | P_{ A<- >C} ULP ]
--- | P_{A<->C} ULP

For A 1 to send a packet to D 1, B and C need an SA with:

SA Type of ESP

Source ldentity that domi nates A 1
Destination Identity that dominates C
Sour ce Address of B

Destinati on Address of C

Proxy Address of A 1

For D1 to send a packet to A 1, C and B need an SA with:
SA Type of ESP Tunnel - node
Source ldentity that dom nates D 1
Destination lIdentity that doninates B
Sour ce Address of C
Destinati on Address of B
Proxy Address of D 1

Note that A 2 and D 2 could be substituted for A1 and D 1
(respectively) here; the association of an SAwith a particular pair
of ends or group of those pairs is a policy decision on B and/or C
and not necessarily a function of key managenent. The sane check of
the Source ldentity against the inner source |IP address MJST al so be
performed in this case for the sanme reason

For a nore detail ed discussion of the use of IP Security in conplex
cases, please see [Atk97].

NOTE: The notion of identity domi nation mght be unfamliar. Let H
represent some node. Let Hn represent Hs fully qualified domain
nane. Let Ha represent the |IP address of H Let Hs represent the IP
subnet containing Ha. Let Hd represent a fully qualified domain
nane that is a parent of the fully qualified domain name of H Let
M be a User FQDN identity that whose right-hand part is Hn or Ha.

Any of M Hn, Ha, Hs, and Hd is considered to dom nate Hin the
exanpl e above. Hs domi nates any node having an | P address within
the | P address range represented by Hs. Hd doni nates any node
having a fully qualified dormain nane within underneath Hd.
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5.3 OSPF Security Exanpl e

o + o e +
| Key Mgnt Daenon| | OSPF daenon |
oo + oo +
| | / / |
| JR— [----% |
| / +---+ | Applications
::::::[ PF_KEY] ::::[ PF_I NET] :::::::::::[ PF_RQ_JTE] ——=—=—=—=—=—=—=—=—=—=—=—=—=—=
| | OS Ker nel
o a + o e +  ememmmaa- +
| Key Engine | | TCP/I P, | | Routing |
| or SADB |---| including IPsec |--| Table |
LSS + | | S +
o e e +

As in the previous exanples, the KMI registers itself with the Key
Engi ne via PF_KEY. Even though the consuner of the security
associations is in user-space, the PF_KEY and Key Engi ne

i npl ement ati on knows enough to store SAs and to rel ay nessages.

When t he OCSPF daenon needs to communi cate securely with its peers, it
woul d perform an SADB_GET nessage and retrieve the appropriate
associ ati on:

OSPFd- >Ker nel : SADB_GET of OSPF, assoc, addrs
Ker nel - >OSPFd: SADB_GET of OSPF, assoc, addrs, keys, <etc.>

If this CGET fails, the OSPFd nmay need to acquire a new security
association. This interaction is as foll ows:

OSPFd- >Ker nel : SADB_ACQUI RE of OSPF, addrs, <ID, sens,>
pr oposal
Ker nel - >Regi stered: SADB_ACQUI RE of OSPF, <sane as sent nessage>

The KMI sees this and perforns actions sinmlar to the previous
exanmple. One difference, however, is that when the UPDATE nessage
comes back, the OSPFd will then performa GET of the updated SA to
retrieve all of its paraneters.

5.4 M scel | aneous
Sone nmessages work well only in system mai ntenance prograns, for
debuggi ng, or for auditing. 1In a system panic situation, such as a

det ected conpromi se, an SADB_FLUSH nessage shoul d be issued for a
particular SA type, or for ALL SA types.
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Pr ogr am >Ker nel : SADB_FLUSH for ALL
<Kernel then flushes all internal SAs>
Kernel ->Al | : SADB_FLUSH for ALL

Sone SAs may need to be explicitly deleted, either by a KMI, or by a
syst em nai nt enance program

Pr ogr am >Ker nel : SADB_DELETE for AH, association, addrs

Ker nel - >Al | : SADB_DELETE for AH, association, addrs
Conmmon usage of the SADB DUMP nessage i s discouraged. For debuggi ng
pur poses, however, it can be quite useful. The output of a DUW
nmessage should be read quickly, in order to avoid socket buffer
overfl ows.

Pr ogr am >Ker nel : SADB_DUWP for ESP

Ker nel - >Pr ogr am SADB_DUWP for ESP, association, <all fields>

Ker nel - >Pr ogr am SADB_DUWP for ESP, association, <all fields>

Ker nel - >Pr ogr am SADB_DUWP for ESP, association, <all fields>

<ad nauseam. . >
6 Security Considerations

This nenp di scusses a nethod for creating, reading, nodifying, and
del eting Security Associations froman operating system Only
trusted, privileged users and processes should be able to perform any
of these operations. It is unclear whether this mechani sm provides
any security when used with operating systens not having the concept
of a trusted, privileged user.

If an unprivileged user is able to performany of these operations,
then the operating system cannot actually provide the rel ated
security services. |If an adversary knows the keys and algorithns in
use, then cryptography cannot provide any form of protection.

This nechanismis not a panacea, but it does provide an inportant
operati ng system conponent that can be useful in creating a secure
i nt er net wor k.

Users need to understand that the quality of the security provided by
an inmpl enmentation of this specification depends conpl etely upon the
overall security of the operating system the correctness of the
PF_KEY i npl enent ati on, and upon the security and correctness of the
applications that connect to PF_KEY. It is appropriate to use high
assurance devel opnment techni ques when inplenenting PF_KEY and t he

rel ated security association conponents of the operating system
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Appendi x A: Proni scuous Send/ Recei ve Message Type

A kernel supporting PF_KEY MAY inplenent the followi ng extension for
devel opnent and debuggi ng purposes. If it does, it MJST inplenent the
extensi on as specified here. An inplenentation MAY require an
application to have additional privileges to perform prom scuous send
and/ or receive operations.

The SADB_X PROM SC nessage all ows an application to send and receive
nmessages in a "prom scuous node." There are two fornms of this
nmessage: control and data. The control formconsists of only a
nmessage header. This nmessage is used to toggle the proni scuous-
receive function. A value of one in the sadb_nsg_satype field enabl es
prom scuous nessage reception for this socket, while a value of zero
inthat field disables it.

The second formof this nessage is the data form This is used to
send or receive nessages in their raw form Messages in the data form
consi st of a nmessage header followed by an entire new nessage. There
will be two nessage headers in a row. one for the SADB_X PROM SC
nmessage, and one for the payl oad nessage.

Dat a nmessages sent fromthe application are sent to either the PF_KEY
socket of a single process identified by a nonzero sadb_nsg_seq or to
all PF_KEY sockets if sadb_nmsg _seq is zero. These nessages are sent
wi t hout any processing of their contents by the PF_KEY interface
(including sanity checking). This prom scuous-send capability allows
an application to send nessages as if it were the kernel. This also
allows it to send erroneous nessages.

I f the prom scuous-receive function has been enabl ed, a copy of any
nmessage sent via PF_KEY by another application or by the kernel is
sent to the prom scuous application. This is done before any
processi ng of the nmessage’'s contents by the PF_KEY interface (again,
i ncluding sanity checking). This prom scuous-receive capability
allows an application to receive all nessages sent by other parties
usi ng PF_KEY.

The nessagi ng behavi or of the SADB_X PROM SC nessage i s:

Send a control -form SADB_ X PROM SC nessage from a user process
to the kernel.

<base>

The kernel returns the SADB_X PROM SC nessage to all [|istening
processes.
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<base>

Send a data-form SADB_X PROM SC nessage from a user process to
t he kernel

<base, base(, others)>

The kernel sends the encapsul ated nmessage to the target
process(s).

<base(, others)>

| f prom scuous-receive is enabled, the kernel will encapsul ate
and send copies of all nmessages sent via the PF_KEY interface.

<base, base(, others)>

Errors:

McDonal d,

EPERM Addi tional privileges are required to performthe
request ed operations.

ESRCH (Data form sending) The target process in sadb_nsg_seq
does not exist or does not have an open PF_KEY Version 2
socket .
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Appendi x B: Passive Change Message Type

The SADB X PCHANGE nessage is a passive-side (aka. the "listener" or
"receiver") counterpart to the SADB_ACQU RE nessage. It is usefu

for when key managenent applications wish to nore effectively handle
i nconi ng key managenent requests for passive-side sessions that

devi ate from systemi de default security services. |If a passive
session requests that only certain | evels of security service be

al | oned, the SADB X PCHANGE nessage expresses this change to any

regi stered PF_KEY sockets. Unlike SADB_ACQUI RE, this nessage is
purely informational, and demands no other PF_KEY interaction.

The SADB_X PCHANGE nessage is typically triggered by either a change
in an endpoint’s requested security services, or when an endpoi nt
that nade a special request disappears. 1In the forner case, an
SADB_X_ PCHANGE | ooks |i ke an SADB_ACQUI RE, conplete with an
sadb_proposal extension indicating the preferred al gorithns,
lifetines, and other attributes. Wen a passive session either

di sappears, or reverts to a default behavior, an SADB_X PCHANGE w | |
be issued with _no_ sadb_proposal extension, indicating that the
exception to systemi de default behavi or has di sappeared.

There are two nmessagi ng behaviors for SADB X PCHANGE. The first is
the kernel -originated case:

The kernel sends an SADB_X PCHANCE nessage to registered
socket s.

<base, address(SD), (identity(SD),) (sensitivity,) (proposal)>

NOTE: The address(SD) extensions MJST have the port fields
filled in with the port nunbers of the session
requiring keys if appropriate.

The second is for a user-|evel consumer of SAs.

Send an SADB_X PCHANGE nessage from a user process to the
ker nel .

<base, address(SD), (identity(SD),) (sensitivity,) (proposal)>

The kernel returns an SADB_X PCHANCE nessage to registered
socket s.

<base, address(SD), (identity(SD),) (sensitivity,) (proposal)>
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Appendi x C. Key Managenent Private Data Extension

The Key Managenent Private Data extension is attached to either an
SADB_ADD or an SADB_UPDATE nessage. It attaches a single piece of
arbitrary data to a security association. It may be useful for key
managment applications that could use an SADB DUVMP or SADB GET
nmessage to obtain additional state if it needs to restart or recover
after a crash. The format of this extension is:

#def i ne SADB_X_EXT_KMPRI VATE 17
struct sadb_x_knprivate {
uint16_t sadb_x_knprivate_l en;
uint16_t sadb_x_knprivate_exttype;
uint32_t sadb_x_knprivate_reserved,
1
/* sizeof (struct sadb_x_knprivate) == 8 */
/* followed by arbitrary data */
The data foll owing the sadb_x_knprivate extensi on can be anyt hi ng.

It will be stored with the actual security association in the kernel
Like all data, it nmust be padded to an eight byte boundary.
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Appendi x D. Sanpl e Header File

/ *

This file defines structures and synbols for the PF_KEY Version 2
key managenent interface. It was witten at the U S. Naval Research
Laboratory. This file is in the public domain. The authors ask that
you leave this credit intact on any copies of this file.

*/

#i fndef __ PFKEY_V2_H

#define _ PFKEY V2_H 1

#define PF_KEY_V2 2
#defi ne PFKEYV2_REVI SI ON 199806L

#defi ne SADB_RESERVED
#defi ne SADB_GETSPI
#defi ne SADB_UPDATE
#defi ne SADB_ADD
#defi ne SADB_DELETE
#defi ne SADB_GET
#defi ne SADB_ACQUI RE
#defi ne SADB_REQ STER
#defi ne SADB_EXPI RE
#defi ne SADB_FLUSH
#defi ne SADB_DUWP 10
#define SADB_X PROM SC 11
#define SADB_X PCHANGE 12
#defi ne SADB_MAX 12

OCoOoO~NOUIA~hWNEFO

struct sadb_nsg {
uint8_ t sadb_nsg_version;
uint8_t sadb_nsg_type;
uint8_t sadb_nsg_errno;
uint8_t sadb_nsg_satype;
uint1l6_t sadb_nsg_ |l en
uint16_t sadb_nsg_reserved;
uint32_t sadb_nsg_seq;
uint32_t sadb_nsg_pid;

1

struct sadb_ext {
uint16_t sadb_ext _len;
uint16_t sadb_ext type;
1

struct sadb_sa {

uint1l6_t sadb_sa |l en;
uint16_t sadb_sa_ exttype;
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uint32_t sadb_sa_ spi;

uint8_t sadb_sa_repl ay;

uint8_ t sadb_sa_state;

uint8_t sadb_sa_aut h;

uint8_t sadb_sa_encrypt;

uint32_t sadb_sa fl ags;
1

struct sadb_lifetinme {
uint16_t sadb_lifetine_Ilen;

uint1l6_t sadb_lifetinme_exttype;
uint32_t sadb_lifetinme_allocati

uint64_t sadb_lifetinme_bytes;

uint64_t sadb_lifetinme_addtine;
uint64_t sadb_lifetinme_usetine;

b

struct sadb_address {
uint16_t sadb_address_|en;
uint16_t sadb_address_exttype;
uint8_t sadb_address_proto;

uint8_t sadb_address_prefixlen;
uint16_t sadb_address_reserved,

b

struct sadb_key {
uint16_t sadb_key_ len;
uint16_t sadb_key_ exttype;
uint16_t sadb_key bits;
uint16_t sadb_key reserved;

b

struct sadb_ident {
uint16_t sadb_ident _|en;
uint16_t sadb_ident _exttype;
uint16_t sadb_ident _type;
uint16_t sadb_ident _reserved,
uint64_t sadb_ident _id;

1

struct sadb_sens {
uint16_t sadb_sens_|I en;
uint16_t sadb_sens_exttype;
uint32_t sadb_sens_dpd;
uint8_t sadb_sens_sens_| evel;
uint8_t sadb_sens_sens_| en;
uint8_t sadb_sens_integ_level;
uint8_ t sadb_sens_integ_len;
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uint32_t sadb_sens_reserved;

struct sadb_prop {
uint16_t sadb_prop_I en;
uint16_t sadb_prop_exttype;
uint8_t sadb_prop_repl ay;
uint8_t sadb_prop_reserved| 3];

b

struct sadb_conb {
uint8_t sadb_conb_aut h;
uint8_t sadb_conb_encrypt;

uint 16_
uint 16_
uint 16_
uint 16_
uint 16_
ui nt 32_
ui nt 32_
ui nt 32_
ui nt 64_
ui nt 64_
ui nt 64_
ui nt 64_
ui nt 64_
ui nt 64_

b

sadb_conb_fl ags;
sadb_conb_auth_m nbits;
sadb_conb_aut h_maxbits;
sadb_conb_encrypt _ninbits;
sadb_conb_encrypt _naxbits;
sadb_conb_reserved;
sadb_conb_soft _al |l ocati ons;
sadb_conb_hard_al | ocati ons;
sadb_conb_soft _bytes;
sadb_conb_hard_bytes;
sadb_conb_soft _addti ne;
sadb_conb_hard_addti ne;
sadb_conb_soft _useti ne;
sadb_conb_hard_useti ne;

struct sadb_supported {
uint16_t sadb_supported_l en;
uint16_t sadb_supported_exttype;

}

uint32_t sadb_supported_reserved,

struct sadb_alg {
uint8_t sadb_alg_ id;
uint8_t sadb_al g_ivlen;
uint1l6_t sadb_al g mnbits;
uint1l6_t sadb_al g maxbits;
uint16_t sadb_al g reserved;

b

struct sadb_spirange {
uint16_t
uint16_t
ui nt 32_t
ui nt 32_t

McDonal d,
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sadb_spi range_|I en;
sadb_spi range_exttype;
sadb_spi range_mi n;
sadb_spi range_nax;
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struct sadb_x_knprivate {

uint16_t sadb_x_knprivate_l en;
uint16_t sadb_x_knprivate_exttype;
uint32_t sadb_x_knprivate_reserved,

b

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

#def i
#def i
#def i
#def i
#def i

#def i
#def i

#def i
#def i

McDonal d

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

ne
ne
ne
ne
ne

ne

ne

ne
ne

SADB_EXT_RESERVED
SADB_EXT_SA

SADB_EXT_LI FETI ME_CURRENT

uint32_t sadb_spirange_reserved;

SADB_EXT_LI FETI ME_HARD

SADB_EXT_LI FETI ME_SOFT

SADB_EXT_ADDRESS_SRC
SADB_EXT_ADDRESS_DST

SADB_EXT_ADDRESS_PROXY

SADB_EXT_KEY_AUTH
SADB_EXT_KEY_ENCRYPT

SADB_EXT_I DENTI TY_SRC
SADB_EXT_| DENTI TY_DST

SADB_EXT_SENSI TI VI TY
SADB_EXT_PROPOSAL

SADB_EXT_SUPPORTED AUTH
SADB_EXT_SUPPORTED_ENCRYPT

SADB_EXT_SPI RANGE
SADB_X_EXT_KMPRI VATE
SADB_EXT_MAX
SADB_SATYPE_UNSPEC
SADB_SATYPE_AH
SADB_SATYPE_ESP
SADB_SATYPE_RSVP
SADB_SATYPE_OSPFV2
SADB_SATYPE_RI PV2
SADB_SATYPE_M P
SADB_SATYPE_MAX

SADB_SASTATE_LARVAL
SADB_SASTATE_NMATURE
SADB_SASTATE_DYI NG
SADB_SASTATE_DEAD
SADB_SASTATE_MAX

SADB_SAFLAGS_PFS
SADB_AALG NONE

SADB_AALG_MD5HVAC
SADB_AALG_SHALHVAC

WWNEFEO OO ~NOUTWN O

=

wWnN O
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#def i

#def i
#def i
#def i
#def i
#def i

#def i
#def i
#def i
#def i
#def i

#def i

#endi f /*

McDonal d

ne

ne
ne
ne
ne
ne

ne
ne
ne
ne
ne

ne

SADB_AALG_MAX

SADB_EALG_NONE
SADB_EALG_DESCBC
SADB_EALG_3DESCBC
SADB_EALG_NULL
SADB_EALG_MAX

SADB_| DENTTYPE_RESERVED
SADB_| DENTTYPE_PREFI X
SADB_| DENTTYPE_FQDN
SADB_| DENTTYPE_USERFQDN
SADB_| DENTTYPE_MAX

PF_KEY Key Managenent API

PR WNO w

1
1

WWNEFkO

SADB_KEY_FLAGS_MAX 0

et.

al .

__PFKEY_V2_H */
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Appendi x E: Change Log

The foll owi ng changes were nade between 05 and 06

*

Last change before becom ng an informational RFC. Renoved al
Internet-Draft references. Al so standardized citation strings.
Now cite RFC 2119 for MJST, etc.

New appendi x on optional KM private data extension.

Fi xed exanple to indicate the ACQU RE nessages with errno nean
KM failure.

Added SADB EALG NULL.

Clarified proxy exanples to match definition of PROXY address being
the inner packet’s source address. (Basically a sign-flip. The
exanpl e still shows how to protect against policy vulnerabilities
in tunnel endpoints.)

Loosened definition of a destination address to include broadcast.

Recomended that LARVAL security associations have inplicit short
lifetimes.

The foll owi ng changes were nade between 04 and 05:

*

New appendi x on Passi ve Change nessage.

New sadb_address_prefixlen field.

Smal | clarifications on sadb_ident _id usage.
New PFKEYV2_REVI SI ON val ue.

Smal | clarification on what a PROXY address is.
Corrected sadb_spirange_{m n, max} | anguage.

In ADD nessages that are in response to an ACQUI RE, the
sadb_nsg_seq MJST be the sane as that of the originati ng ACQU RE

Corrected ACQUI RE nessage behavi or, ACQUI RE nessage SHOULD send up
PROXY addresses when it needs them

Clarification on SADB EXPI RE and user-|evel security protocols.

The followi hg changes were nmade between 03 and 04:

McDonal d, et. al. I nf or mat i onal [ Page 64]



RFC 2367 PF_KEY Key Managenent API July 1998

* Stronger | anguage about nanual keying.

* PFKEYV2_REVI SI ON, al a PCOSI X

* Put in | anguage about sockaddr ports in ACQU RE nessages.
* Mention of asymmetric algorithns.

* New sadb_ident _id field for easier construction of USER FCDN
identity strings.

* Caveat about source addresses not always used for collision
detection. (e.g. |Psec)

The foll owi ng changes were nade between 02 and 03:

* Formatting changes.

* Many editorial cleanups, rewordings, clarifications.

* Restrictions that prevent nmany strange and invalid cases.
* Added definitions section.

* Rermoved connection identity type (this will reappear when it is
nore clear what it should ook |ike).

* Renoved 5.2.1 (Wy involve the kernel ?).

* Rermoved | NBOUND, OUTBOUND, and FORWARD fl ags; they can be conputed
fromsrc, dst, and proxy and you had to anyway for sanity checki ng.

* Renoved REPLAY flag; sadb_sa_repl ay==0 neans the sane thing.

* Renaned bit lengths to "bits" to avoid potential confusion.

* Explicitly listed I engths for structures.

* Reworked identities to always use a string format.

* Renoved requirenments for support of shutdown() and SO USELOOPBACK
* 64 bit alignment and 64 bit |engths instead of 32 bit.

* time_t replaced with uint64 in lifetines.
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I nserted Appendi x A (SADB_X PROM SC) and Appendi x B ( SAMPLE HEADER
FI LE) .

Explicit error if PF_KEY V2 not set at socket() call

More text on SO_USELOOPBACK

Made fields names and synbol nanmes nore consi stent.

Explicit error if PF_KEY_V2 is not in sadb_nsg_version field.
Bytes lifetine field now a 64-bit quantity.

Explicit | en/exttype wording.

Fl atteni ng out of extensions (LIFETI ME_HARD, LI FETI ME_SOFT, etc.)
U exanple (0x123 == 0x1230 or 0x0123).

Cl eaned up and fixed sone nessage behavi or exanpl es.

The foll owi ng changes were made between 01 and 02

*

Menti oned that people COULD use these sane nessages between user
progs. (Al so nmentioned why you still mght want to use the actua
socket .)

Vari ous wordsm thing changes.

Took out netkey/ directory, and make net/pfkeyv2.h

Inserted PF_KEY_V2 proto argunent per C. Metz.

Menti oned ot her socket calls and how their PF_KEY behavior is
undefi ned.

SADB_EXPI RE now communi cates both hard and soft lifetine expires.
New "associ ati on" extension, even smaller base header.

Li feti me extension inprovenents.

Length now first in extensions.

Errors can be sent fromkernel to user, also.

Exanpl es section inserted.
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*

*

Sone bitfield cleanups, including STATE and SA OPTI ONS cl eanup.

Key splitting now only across auth algorithm and encryption
algorithm Thanks for B. Sommerfeld for clues here.

The foll owi ng changes were nmade between 00 and 01

*

Added this change | og.

Sinplified TLV header syntax.

Splitting of algorithnms. This may be controversial, but it allows
PF_KEY to be used for nore than just IPsec. It also allows sone
ki nds of policies to be placed in the KMl easier.

Added solid definitions and formats for certificate identities,
mul ti pl e keys, etc.

Speci fied how keys are to be |ayed out (nobst-to-least bits).

Changed sequence nunber semantics to be Iike an RPC transaction ID
nunber .
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F. Full Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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