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Abstract

Thi s docunent defines a portion of the Management |nformation Base

(MB) for use with network managenent protocols in Internet Protocol
Version 6 internets. Specifically, this docunent is the MB nodul e
that defi nes managed objects for inplenentations of the Milticast

Li stener Discovery Protocol [RFC2710].

Ter ni nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1. The SNMP Managenent Framewor k

The SNMP Managenent Framework presently consists of five major
conponents:

An overall architecture, described in RFC 2571 [ RFC2571].
Mechani snms for describing and nani ng objects and events for the

pur pose of managenent. The first version of this Structure of
Managenent Information (SM) is called SMvl and described in STD 16,
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RFC 1155 [ RFC1155], STD 16, RFC 1212 [RFC1212] and RFC 1215

[ RFC1215]. The second version, called SMv2, is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Message protocols for transferring managenment infornmation. The first
version of the SNWP nessage protocol is called SNWv1l and descri bed
in STD 15, RFC 1157 [ RFC1157]. A second version of the SNWP nessage
protocol, which is not an Internet standards track protocol, is
call ed SNMPv2c and described in RFC 1901 [ RFC1901] and RFC 1906

[ RFC1906] . The third version of the nessage protocol is called
SNWPv3 and described in RFC 1906 [ RFC1906], RFC 2572 [ RFC2572] and
RFC 2574 [ RFC2574] .

Protocol operations for accessing nanagenent information. The first

set of protocol operations and associated PDU formats is described in
STD 15, RFC 1157 [RFC1157]. A second set of protocol operations and

associated PDU formats is described in RFC 1905 [ RFC1905] .

A set of fundanmental applications described in RFC 2573 [ RFC2573] and
t he vi ewbased access control nechani sm described in RFC 2575
[ RFC2575] .

A nore detailed introduction to the current SNMP Managenent Framewor k
can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the nechanisns defined in the SM.

This nenp specifies a MB nodule that is conpliant to the SMv2. A
M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Sone nachi ne-readabl e
information in SMv2 will be converted into textual descriptions in
SMv1 during the transl ation process. However, this |oss of

machi ne-readabl e information is not considered to change the
semantics of the MB.

2. Overview
This M B npdul e contains two tabl es:

1. The MLD Interface Table, which contains one row for each
interface on which M.D i s enabl ed.
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2. The M.D Cache Tabl e which contains one row for each |IPv6
Mul ticast group for which there are nenbers on a particul ar
i nterface.

Both tables are intended to be inplenented by hosts and routers. Sone
objects in each table apply to routers only.

3. Definitions

| PV6- MLD-M B DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT-TYPE, Counter32, Gauge32,
Unsi gned32, TinmeTicks, mb-2 FROM SNWPv2- SM
Rowst at us, Trut hVval ue FROM SNMPv2-TC
| net Addr essl Pv6 FROM | NET- ADDRESS- M B
I nterfacel ndex, Interfacel ndexOrZero

FROM | F-M B
MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWVPv2- CONF;

m dM B MODULE- | DENTI TY
LAST- UPDATED "200101250000Z" -- 25 Jan 2001
ORGANI ZATI ON "I ETF | PNGAG Wr ki ng Group. "
CONTACT- | NFO
" Brian Haber man

Nort el Networks

4309 Enperor Bl vd.

Durham NC 27703

USA
Phone: +1 919 992 4439
e-mui |l : haber man@ort el net wor ks. cont'
DESCRI PTI ON
"The M B nodul e for M.D Managenent."
REVI SI ON "200101250000Z" -- 25 Jan 2001
DESCRI PTI ON
"Initial version, published as RFC 3019."
o= { mb-2 91}
m dM BObj ect s OBJECT IDENTIFIER ::= { mMdMB 1 }

-- The MLD Interface Tabl e

m dl nterfaceTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF M dlnterfaceEntry
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M B for

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

M.D

January 2001

"The (conceptual) table listing the interfaces on which

M.D i s enabl ed. "
:={ mMdMBObjects 1}

nterfaceEntry OBJECT- TYPE
SYNTAX M dlnterfaceEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry (conceptual
which MLD i s enabl ed."

| NDEX { mdinterfacelflndex }

o= { mdinterfaceTable 1 }

nterfaceEntry ::= SEQUENCE {
m dl nterfacel fl ndex

m dil nterfaceQuerylnterva

m dl nter f aceSt at us

m dl nt er f aceVer si on

m dl nt er f aceQueri er

m dl nt er f aceQuer yMaxResponseDel ay

m dl nterfaceJdoi ns

m dl nt er f aceG oups

m dl nt er f aceRobust ness

m dl nterfacelLast Li st enQueryl nt vl
m dl nt er f acePr oxyl f | ndex

m dil nterfaceQuerier UpTi ne

m dil nterfaceQuerier ExpiryTi me

nterfacel fl ndex OBJECT- TYPE

SYNTAX | nt er f acel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

r ow)

representing an interface on

| nterfacel ndex,
Unsi gned32,
RowsSt at us,

Unsi gned32,

| net Addr essl Pv6,
Unsi gned32,
Count er 32,
Gauge32,

Unsi gned32,

Unsi gned32,

| nterfacel ndexOr Zer o,
Ti meTi cks,

Ti meTi cks

"The internetwork-layer interface value of the interface

for which MLD is enabl ed."

o= { mdinterfaceEntry 1 }

nt erf aceQueryl nt er val
SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current

OBJECT- TYPE

St andards Track
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md

md

md

md

DESCRI PTI ON
"The frequency at which M.D Host-Query packets are
transmtted on this interface.”

DEFVAL { 125}

o= { nmdinterfaceEntry 2 }

nt erfaceSt atus OBJECT- TYPE

SYNTAX Rowst at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The activation of a row enables M.D on the interface.
The destruction of a row disables M.D on the interface."

:={ nmdinterfaceEntry 3 }

nt er f aceVer si on OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The version of M.D which is running on this interface.
This object is a place holder to allow for new versions
of M.D to be introduced. Version 1 of M.D is defined
in RFC 2710."

DEFVAL { 1}

o= { mdinterfaceEntry 4 }

nt erfaceQueri er OBJECT- TYPE

SYNTAX | net Addr essl Pv6 (SI ZE (16))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The address of the MLD Querier on the |Pv6 subnet to
which this interface is attached."

o= { mdinterfaceEntry 5 }

nt er f aceQuer yMaxResponseDel ay OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "seconds"

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The maxi mum query response tinme advertised in M.D
queries on this interface."

DEFVAL { 10}

:={ nmdinterfaceEntry 6 }

m dl nt erfaceJoi ns OBJECT- TYPE
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md

md

md

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of times a group nenbership has been added on
this interface; that is, the nunmber of tinmes an entry for
this interface has been added to the Cache Table. This
obj ect gives an indication of the anbunt of MD activity
over tine."

o= { nmdinterfaceEntry 7 }

nt erf aceG oups OBJECT- TYPE

SYNTAX Gauge32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The current nunber of entries for this interface in the
Cache Table.™

:={ nmdinterfaceEntry 8 }

nt er f aceRobust ness OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The Robustness Variable allows tuning for the expected
packet loss on a subnet. |If a subnet is expected to be

| ossy, the Robustness Variable may be increased. MDis
robust to (Robustness Variable-1) packet |osses. The
di scussion of the Robustness Variable is in Section 7.1
of RFC 2710."

DEFVAL { 2}

:={ nmdinterfaceEntry 9 }

nt er f aceLast Li stenQueryl ntvl OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "seconds”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The Last Menber Query Interval is the Max Response
Del ay inserted into Group-Specific Queries sent in
response to Leave Group nessages, and is al so the anount
of time between G oup-Specific Query nmessages. This
value may be tuned to nodify the | eave | atency of the
network. A reduced value results in reduced tine to
detect the loss of the | ast nenber of a group.”

DEFVAL { 1}
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:={ nmdinterfaceEntry 10 }

m dl nterfaceProxyl fl ndex OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"Some devices inplenment a formof M.D proxyi ng whereby
menber ships | earned on the interface represented by this
row, cause M.D Multicast Listener Reports to be sent on
the internetwork-layer interface identified by this
object. Such a device would inplenment m dRouterM BG oup
only on its router interfaces (those interfaces with
non-zero mdlnterfaceProxylflndex). Typically, the
value of this object is 0, indicating that no proxying
is being done."

DEFVAL { 0}

o= { nmdinterfaceEntry 11 }

md

nt erfaceQueri er UpTi ne OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The tinme since nmdlnterfaceQuerier was | ast changed.”
o= { nmdinterfaceEntry 12 }

m dil nterfaceQuerier Expi ryTi me OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The tine remaining before the Gher Querier Present
Timer expires. |If the local systemis the querier,

the value of this object is zero."
o= { nmdinterfaceEntry 13 }

--  The M.D Cache Tabl e

m dCacheTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M dCacheEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the IPv6 nulticast
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groups for which there are nenbers on a particul ar
interface."
::={ mMdM BObjects 2 }

m dCacheEnt ry OBJECT- TYPE

SYNTAX M dCacheEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the m dCacheTable."
| NDEX { m dCacheAddress, m dCachel fl ndex }
::={ mdCacheTable 1 }
M dCacheEntry ::= SEQUENCE ({
m dCacheAddr ess | net Addr essl Pv6,
m dCachel f | ndex | nt er f acel ndex,
m dCacheSel f Tr ut hVal ue,
m dCachelLast Report er | net Addr essl Pv6,
m dCacheUpTi ne Ti meTi cks,
m dCacheExpi ryTi nme Ti meTi cks,
m dCacheSt at us RowsSt at us
}
m dCacheAddr ess OBJECT- TYPE
SYNTAX | net Addr essl Pv6 (SI ZE (16))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The I Pv6 multicast group address for which this entry
contains infornmation."
::={ mdCacheEntry 1 }

m dCachel f | ndex OBJECT- TYPE

SYNTAX | nt er f acel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The internetwork-layer interface for which this entry
contains information for an | Pv6 nulticast group
address. "

.= { mdCacheEntry 2 }

m dCacheSel f OBJECT- TYPE
SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"An indication of whether the local systemis a nenber of
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this group address on this interface."
DEFVAL { true }

::={ mdCacheEntry 3 }

m dCachelLast Report er OBJECT- TYPE

SYNTAX | net Addr essl Pv6 (SI ZE (16))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The | Pv6 address of the source of the |ast nenbership
report received for this IPv6 Milticast group address on
this interface. |If no nmenbership report has been
received, this object has the value 0::0."

::={ mdCacheEntry 4 }

m dCacheUpTi ne OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The tinme el apsed since this entry was created."
::={ mdCacheEntry 5 }

m dCacheExpi ryTi me OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The m ni mum anount of tinme renaining before this entry
will be aged out. A value of O indicates that the entry

is only present because ml dCacheSelf is true and that if
the router left the group, this entry would be aged out
i Mmedi ately. Note that some inplenentations nmay process
Menbership Reports fromthe |ocal systemin the sanme way
as reports fromother hosts, so a value of 0 is not
required. "

::={ mdCacheEntry 6 }

m dCacheSt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The status of this row, by which new entries may be
created, or existing entries deleted fromthis table."

::={ mdCacheEntry 7 }
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-- confornmance i nformati on

m dM BConf or mance

OBJECT | DENTI FI ER ::
m dM BConpl i ances

OBJECT | DENTI FI ER ::

{ MdMB 2}

{ m dM BConf ormance 1 }

m dM BGr oups

OBJECT | DENTIFIER ::= { m dM BConfornmance 2 }

-- conpliance statenents

m dHost M BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for hosts running M.D and
i mpl enenting the MLD M B."
MODULE -- this nodul e
MANDATORY- GROUPS { m dBaseM BGr oup,
m dHost M BGr oup

}
OBJECT m dl nt er f aceSt at us
M N- ACCESS r ead-only

DESCRI PTI ON
"Wite access is not required."

::={ mdM BConpliances 1}

m dRout er M BConpl i ance MODULE- COVMPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for routers running M.D and
i mpl enenting the MLD MB."
MODULE -- this nodul e
MANDATORY- GROUPS { m dBaseM BGr oup,
m dRout er M BG oup

}
OBJECT m dl nt er f aceSt at us
M N- ACCESS r ead-only

DESCRI PTI ON
"Wite access is not required."
::={ mdM BConpliances 2 }

-- units of confornmance
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m dBaseM BG oup OBJECT- GROUP
OBJECTS { m dCacheSel f,
m dCacheSt atus, m dl nterfaceStat us

}
STATUS current
DESCRI PTI ON
"The basic collection of objects providing managenent of
MLD. The m dBaseM BGroup is designed to allow for the
manager creation and deletion of M.D cache entries."
:={ mMdMBGoups 1}

m dRout er M BGr oup OBJECT- GROUP
OBJECTS { m dCacheUpTi ne, m dCacheExpiryTi ne,

m dl nterfaceQueryl nterval,
m dl nterfacedoins, mndlnterfaceG oups,
m dCachelast Reporter,
m dl nterfaceQueri er UpTi ne,
m dil nterfaceQueri er Expi ryTi e,
m dl nt er f aceQueri er,
m dl nt er f aceVer si on,
m dl nt er f aceQuer yMaxResponseDel ay,
m dl nt er f aceRobust ness,
m dl nterfacelLast Li st enQueryl nt vl

}
STATUS current

DESCRI PTI ON
"A collection of additional objects for managenent of M.D
in routers.”

= { mMdM BGoups 2}

m dHost M BGr oup OBJECT- GROUP
OBJECTS { midlnterfaceQuerier

}
STATUS current

DESCRI PTI ON
"A collection of additional objects for managenent of M.D
in hosts."

::={ mMdM BG oups 3}

m dPr oxyM BG oup OBJECT- GROUP
OBJECTS { mdinterfaceProxylflndex }
STATUS current
DESCRI PTI ON
"A collection of additional objects for managenent of M.D
proxy devices."
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::={ mMdM BG oups 4}
END
Security Considerations

This M B contai ns readabl e obj ects whose val ues provide information
related to multicast sessions. Sonme of these objects could contain
sensitive information. |In particular, the m dCacheSelf and

m dCachelLast Reporter could be used to identify nmachines which are
listening to a given group address. There are also a nunber of

obj ects that have a MAX- ACCESS cl ause of read-wite and/or read-
create, which allow an adm nistrator to configure MLD in the router.

Whi | e unaut hori zed access to the readable objects is relatively

i nnocuous, unauthorized access to the wite-able objects could cause
a denial of service. Hence, the support of SET operations in a non-
secure environnent w thout proper protection can have a negative
effect on network operations.

SNWPv1 by itself is such an insecure environnent. Even if the
network itself is secure (for exanple by using |IPSec), even then,
there is no control as to who on the network is allowed to access and
SET (change/create/ delete) the objects in this MB.

It is reconmended that the inplenenters consider the security
features as provided by the SNWPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [RFC2574] and the View
based Access Control Mdel RFC 2575 [RFC2575] is recomended.

It is then a customer/user responsibility to ensure that the SNW
entity giving access to this MB, is properly configured to give
access to those objects only to those principals (users) that have
legitimate rights to access them
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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