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| nt roducti on

Over the last several years, attendance at Internet Engineering Task
Force (I ETF) face-to-face neetings has grown phenonenally. Many of
the attendees are newto the | ETF at each neeting, and many of those
go on to becone regul ar attendees. Wen the neetings were smaller
it was relatively easy for a newconer to get into the sw ng of
things. Today, however, a newconer neets many nore new people, sone
previously known only as the authors of docunments or thought-
provoki ng e-mail nessages.

Thi s docunent descri bes nany aspects of the |ETF, with the goal of
expl aining to newconers how the I ETF works. This will give thema
warm fuzzy feeling and enable themto nmake the neeting and the
Wor ki ng Group di scussi ons nore productive for everyone.

Of course, it's true that many | ETF participants don’'t go to the
face-to-face neetings at all. Instead, they' re active on the mailing
list of various |ETF Working G oups. Since the inner workings of
Worki ng Groups can be hard for newconers to understand, this FYI

provi des the mundane bits of information that newconers will need in
order to becone active participants.

Many types of | ETF docunentation are nmentioned in the Tao, from BCPs
to RFCs and FYls. (BCPs nmake recomrendati ons for Best Current
Practices in the Internet; RFCs are the IETF s nain technical
docunent ation series, politely known as "Requests for Conments;" and
FYls provide topical and technical overviews that are introductory or
appeal to a broad audience. See Section 6 for nmore information.)

The acronyns and abbreviations used in this docunent are usually
expanded in place, and are explained fully in Section 9.

Acknow edgenent s

The original version of this docunent, published in 1994, was witten
by Gary Mal kin. H's know edge of the IETF, insights, and unmatched
writing style set the standard for this later revision, and his
contributions to the current draft are al so nuch appreciated. Paul
Hof f man wrote significant portions of this revision and provi ded
encour agenent, expertise, and nmuch-needed gui dance. O her
contributors include Scott Bradner, Mchael Patton, Donald E

Eastlake 111, the I ETF Secretariat, and nmenbers of the User Services
Wor ki ng G oup.
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1. What |s the | ETF?

The I nternet Engi neering Task Force is a | oosely self-organized group
of people who contribute to the engineering and evol ution of Internet
technologies. It is the principal body engaged in the devel opnent of
new I nternet standard specifications. The IETF is unusual in that it
exi sts as a collection of happenings, but is not a corporation and
has no board of directors, no nmenbers, and no dues.

[ts m ssion includes:

- ldentifying, and proposing solutions to, pressing operational and
technical problens in the Internet;

- Specifying the devel opment or usage of protocols and the near-term
architecture to solve such technical problens for the Internet;

- Maki ng reconmendations to the Internet Engineering Steering G oup
(1 ESG regarding the standardization of protocols and protocol
usage in the Internet;

- Facilitating technology transfer fromthe Internet Research Task
Force (I RTF) to the wider Internet comunity; and

- Providing a forumfor the exchange of information within the
Internet conmunity between vendors, users, researchers, agency
contractors, and network managers.

The | ETF neeting is not a conference, although there are technica
presentations. The IETF is not a traditional standards organization,
al t hough many specifications are produced that becone standards. The
| ETF i s made up of volunteers, many of whom neet three tinmes a year
to fulfill the I ETF m ssion

There is no nmenbership in the ETF. Anyone may register for and
attend any neeting. The closest thing there is to being an I ETF
menber is being on the | ETF or Wirking Group nmailing lists (see
Section 1.3). This is where the best information about current |ETF
activities and focus can be found.

Of course, no organization can be as successful as the IETF is

wi t hout having sone sort of structure. |In the |ETF s case, that
structure is provided by other organizations, as described in BCP 11,
"The Organi zations Involved in the | ETF Standards Process.” |f you

participate in the | ETF and only read one BCP, this is the one you
shoul d read.
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1.1 Hunbl e Begi nni ngs

The first | ETF neeting was held in January, 1986, at Linkabit in San
Diego, with 21 attendees. The 4th IETF, held at SRI in Menlo Park in
Cct ober, 1986, was the first that non-governnent vendors attended.
The concept of Wirking Groups was introduced at the 5th | ETF neeting
at the NASA Anes Research Center in California in February, 1987.

The 7th 1 ETF, held at MTRE in MLean, Virginia in July, 1987, was
the first neeting with over 100 attendees.

The 14th | ETF neeting was held at Stanford University in July 1989.

It marked a maj or change in the structure of the | ETF universe. The
| AB (then Internet Activities Board, now Internet Architecture
Board), which until that tinme oversaw many "task forces," changed its
structure to leave only two: the IETF and the IRTF. The IRTF is
tasked to consider long-termresearch problens in the Internet. The
| ETF al so changed at that tine.

After the Internet Society (1SOC) was forned in January, 1992, the
| AB proposed to I SOC that the 1AB's activities should take place
under the auspices of the Internet Society. During INET92 in Kobe,
Japan, the | SOC Trustees approved a new charter for the 1AB to
reflect the proposed rel ationship.

The | ETF net in Ansterdam The Netherlands, in July 1993. This was
the first I ETF neeting held in Europe, and the US/ non-US attendee
split was nearly 50/50. One in five | ETF neetings are now held in
Europe or Asia, and the nunber of non-US attendees continues to be
hi gh -- about 50% even at neetings held in the US.

1.2 The Hierarchy
1.2.1 1SCC (Internet Society)

The Internet Society is an international, non-profit, menbership
organi zation that fosters the expansion of the Internet. One of the
ways that |1SOC does this is through financial and | egal support of
the other "1" groups described here, particularly the IETF. [SCC s
oversight of the IETF is remarkably hands-off, so many | ETF

partici pants don’t even know about it. |SOC provides insurance
coverage for many of the people in the I ETF process, and acts as a
public relations channel for the times that one of the "I" groups
wants to say sonething to the press. The ISOC is one of the mgjor
unsung (and under-funded) heroes of the Internet.
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1.2.2 IESG (Internet Engineering Steering G oup)

The IESG i s responsible for technical managenent of |ETF activities
and the Internet standards process. It adninisters the process
according to the rules and procedures that have been ratified by the
| SOC Trustees. However, the | ESG doesn’t do mnmuch direct |eadershinp,
such as the kind you will find in many ot her standards organi zations.
The IESG ratifies or corrects the output fromthe | ETF s Wrking
Groups, gets Wes started and fini shed, and nmakes sure that non-Ws
drafts that are about to become RFCs are correct.

The | ESG consists of the Area Directors ("ADs"), who are sel ected by
the Nominations Conmittee (which is usually called "Nontom') and are
appointed for two years. The process for choosing the nmenbers of the
IESG is detailed in BCP 10, "I AB and | ESG Sel ecti on, Confirmation,
and Recall Process: Operation of the Nomi nating and Recall
Conmmittees.”

The current areas and abbrevi ati ons are:

- Applications (APP) Protocol s seen by user programs, such as
e-mai |l and the Wb

- General (GEN) Catch-all for Wss that don't fit in other
areas (which is very few)

- Internet (INT) Different ways of noving | P packets and DNS
i nformation

-  Qperations and Oper ati onal aspects, network nonitoring,

Managenent ( OPS) and configuration

- Routing (RTGQ Getting packets to their destinations

- Security (SECQ Aut henti cation and privacy

- Transport (TSV) Speci al services for special packets

- User Services (USV) Support for end users and user support
or gani zati ons

Because the | ESG has a great deal of influence on whether Internet
Drafts beconme RFCs, many people | ook at the ADs as sonewhat godlike
creatures. |ETF participants sonetines reverently ask an Area
Director for their opinion on a particular subject. However, nopst
ADs are nearly indistinguishable fromnmere nortals and rarely speak
from mountai ntops. |In fact, when asked for specific technical
conments, the ADs may often defer to nmenbers at | arge whom they feel
have nore know edge than they do in that area.

The ADs for a particular area are expected to know nore about the
conbi ned work of the Wes in that area than anyone else. On the other
hand, the entire I ESG di scusses each Internet Draft that is proposed
to becone an RFC. At least two | ESG nenbers nust express concerns
before a draft can be bl ocked from moving forward. These checks help
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ensure that an AD's "pet project" doesn’t nmake it onto the standards
track if it will have a negative effect on the rest of the | ETF
pr ot ocol s.

This is not to say that the | ESG never wi el ds power. Wen the |IESG
sees a Wrking Group veering fromits charter, or when a WG asks the
| ESG to make the W5 s badly designed protocol a standard, the |ESG
will act. |In fact, because of its high workload, the | ESG usually
nmoves in a reactive fashion. It approves nost WG requests for
Internet Drafts to become RFCs, and usually only steps in when
somet hi ng has gone very wong. Another way to think about this is
that the ADs are selected to think, not to just run the process. The
quality of the | ETF standards comes both fromthe review they get in
the Working Groups and the review that the W review gets fromthe
ADs.

The I ETF is run by rough consensus, and it is the | ESG that decides
if a Ws has cone up with a result that has a real consensus. Because
of this, one of the main reasons that the | ESG m ght bl ock sonethi ng
that was produced in a Wois that the result did not really gain
consensus in the IETF as a whole, that is, anong all of the Wrking
Goups in all areas. For instance, the result of one W5 m ght clash
with a technol ogy devel oped in a different Working Goup. An

i nportant job of the IESGis to watch over the output of all the Wss
to help prevent |IETF protocols that are at odds with each other.

This is why ADs are supposed to review the drafts com ng out of areas
ot her than their own.

1.2.3 1 AB (Internet Architecture Board)

The 1 AB is responsible for keeping an eye on the "big picture" of the
Internet, and focuses on |ong-range planni ng and coordi nati on anong
the various areas of |ETF activity. The | AB stays inforned about

i mportant long-termissues in the Internet, and brings these topics
to the attention of people they think should know about them

| AB nenbers pay special attention to energing activities in the | ETF.
When a new | ETF working group is proposed, the IAB reviews its
charter for architectural consistency and integrity. Even before the
group is chartered, the | AB nenbers are nore than willing to discuss
new i deas with the people proposing them

The | AB al so sponsors and organi zes the Internet Research Task Force,
and convenes invitational workshops that provide in-depth reviews of
specific Internet architectural issues. Typically, the workshop
reports make reconmendations to the | ETF conmunity and to the | ESG
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The | AB al so:

- Approves Nontom s | ESG nom nati ons

- Acts as the appeal s board for appeal s agai nst | ESG acti ons
- Appoints and oversees the RFC Editor

- Approves the appointnment of the | ANA

- Acts as an advisory body to the | SCC

- Oversees IETF liaisons with other standards bodies

Like the 1ESG the | AB nenbers are selected for nmulti-year positions
by the Nonctom and are approved by the Board of Trustees of the | SOC

1.2.4 I ANA (Internet Assigned Numbers Authority)

The core registrar for the IETF s activities is the | ANA.  Many
Internet protocols require that soneone keep track of protocol itens
that were added after the protocol cane out. Typical exanples of the
ki nds of registries needed are for TCP port nunbers and M ME types.
The | AB has designated the | ANA organi zation to performthese tasks,
and the 1ANA's activities are financially supported by | CANN, the
Internet Corporation for Assigned Nanmes and Numnbers.

Fi ve years ago, no one woul d have expected to ever see the | ANA

nmenti oned on the front page of a newspaper. |1ANA's role had al ways
been very |l ow key. The fact that | ANA was al so the keeper of the
root of the domain name systemforced it to beconme a nmuch nore public
entity, one which was badly maligned by a variety of people who never
| ooked at what its role was. Nowadays the | ETF is generally no

| onger involved in the 1 ANA's domain nanme and | P address assi gnnent
functions, which are overseen by | CANN.

Even though being a registrar nay not sound interesting, many |IETF
participants will testify to how i nportant | ANA has been for the
Internet. Having a stable, long-termrepository run by careful and
conservative operators makes it nmuch easier for people to experinment
wi t hout worrying about nessing things up. |1ANA's founder, Jon
Postel, was heavily relied upon to keep things in order while the

I nternet kept growi ng by | eaps and bounds, and he did a fine job of
it until his untinely death in 1998.

1.2.5 RFC Editor

The RFC Editor edits, formats, and publishes Internet Drafts as RFCs,
working in conjunction with the IESG  An inportant secondary role is
to provide one definitive repository for all RFCs (see

http://www. rfc-editor.org). Once an RFC is published, it is never
revised. |If the standard it describes changes, the standard will be
re-published in another RFC that "obsoletes" the first.
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One of the nost popul ar m sconceptions in the IETF comunity is that
the role of the RFC Editor is performed by IANA. In fact, the RFC
Editor is a separate job, although both the RFC Editor and | ANA

i nvol ved the same people for many years. The | AB approves the
organi zation that will act as RFC Editor and the RFC Editor’s genera
policy. The RFC Editor is funded by | SOC and can be contacted by e-
mail at rfc-ed@fc-editor.org.

1.2.6 | ETF Secretari at

There are, in fact, a few people who are paid to maintain the | ETF.
The | ETF Secretariat provides day-to-day |ogistical support, which
mai nly nmeans coordi nating face-to-face neetings and running the

| ETF-specific mailing lists (not the Wonmailing lists). The
Secretariat is also responsible for keeping the official Internet
Drafts directory up to date and orderly, mmintaining the | ETF Wb
site, and for helping the IESG do its work. The |IETF Secretariat is
financially supported by the fees of the face-to-face neetings.

1.3 I1ETF Mailing Lists

Anyone who plans to attend an | ETF neeting should join the | ETF
announcenent mailing list, "ietf-announce@etf.org". This is where
all of the neeting information, Internet Draft and RFC announcenents,
and | ESG Protocol Actions and Last Calls are posted. People who
would like to "get technical" nay also join the | ETF di scussion |ist,
"ietf@etf.org". This is where discussions of cosmic significance
are held (Wrking Goups have their own mailing lists for discussions
related to their work).

Subscriptions to these and other IETF mailing lists are handled by a
program cal | ed Maj ordono. Maj ordono tends to be sonmewhat finicky
about the format of subscription nessages, and interacts poorly wth
emai |l prograns that nake all email nessages into HTM. fil es.

Maj ordomo will treat you well, however, if you format your nessages
just the way it likes. To join the |IETF announcenent list, for
exanpl e, send email to:

i etf-announce-request@etf.org
Enter the word 'subscribe’ (without the quotes) in the Subject line
of the nessage and in the nessage body. To join the | ETF di scussion
list, send email to:

ietf-request@etf.org
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and enter the word ’'subscribe’ as expl ained above. |If you decide to
withdraw fromeither list, use the word 'unsubscribe.’ Your nessages
to Maj ordono shoul d have nothing other than the commands ' subscri be
or 'unsubscribe’ in them

Both lists are archived on the | ETF web site:
http://ww. ietf.org/maillist.htmnl

Do not, ever, under any circunmstances, for any reason, send a request
to join alist tothe list itself! The thousands of people on the
list don't need, or want, to know when a new person joins.

Simlarly, when changing e-nail addresses or |leaving a list, send
your request only to the "-request” address, not to the nmain list.
Thi s neans you!!

The | ETF di scussion list is unnobderated. This neans that anyone can
express their opinions about issues affecting the Internet. However,
it is not a place for conmpanies or individuals to solicit or
advertise, as noted in "I ETF Discussion List Charter," RFC 3005. It
is a good idea to read the whole RFC (it’'s short!) before posting to
the | ETF di scussion |ist.

Only the Secretariat can send nmessages to the announcenent |ist.

Even though the IETF mailing lists "represent” the | ETF nenbership at
large, it is inportant to note that attending an | ETF neeting does
not nean you'll be automatically added to either mailing list.

2. | ETF Meeti ngs

The conputer industry is rife with conferences, seninars,
expositions, and all manner of other kinds of neetings. |ETF face-
to-face neetings are nothing |like these. The neetings, held three
times a year, are week-1ong dweebfests whose primary goal is to
reinvigorate the Wss to get their tasks done, and whose secondary
goal is to pronote a fair ampunt of mixing between the W& and the
areas. The cost of the neetings is paid by the people attending and
by the corporate host for each neeting, although |ISOC kicks in

addi tional funds for things like the nulticast sinulcast of sone
Wor ki ng Group sessions.

For many people, |ETF neetings are a breath of fresh air when
conpared to the standard conputer industry conferences. There is no

exposition hall, few tutorials, and no big-nane industry pundits.
Instead, there is lots of work, as well as a fair anount of tine for
socializing. |ETF neetings are of little interest to sales and

mar keting fol ks, but of high interest to engi neers and devel opers.
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Most | ETF neetings are held in North Anerica, because that’'s where
nost of the participants are from however, neetings are held on

ot her continents about once every year or two. The past few neetings
have had about 2,500 attendees. There have been over 50 | ETF
nmeetings so far, and a list of upcom ng neetings is available on the
| ETF web pages, http://ww.ietf.org/ neetings/0Ontg-sites.txt.

Newconers to | ETF face-to-face neetings are often in a bit of shock
They expect themto be |ike other standards bodies, or |ike conputer
conferences. Fortunately, the shock wears off after a day or two,
and many new attendees get quite ani mated about how nuch fun they are
having. One particularly jarring feature of recent |IETF neetings is
the use of wireless Internet connections throughout the neeting
space. It is conmon to see half the people in a Ws neeting readi ng
e-mai | or perusing the web during presentations they find

uni nt eresti ng.

2.1 Registration

To attend an | ETF neeting you have to register and you have to pay
the registration fee. The neeting site and advance registration are
announced about two nonths ahead of the neeting -- earlier if
possi bl e. An announcenent goes out via e-nmil to the | ETF-announce
mailing list, and information is posted on the | ETF web site,
http://ww. ietf.org, that same day.

To pre-register, you nust submit your registration on the Wb. You
may pre-register and pre-pay, pre-register and return to the Wb site
later to pay with a credit card, pre-register and pay on-site at the
nmeeting, or register and pay on-site. To get a |lower registration
fee, you nust pay by the early registration deadline (about one week
before the neeting). The registration fee covers all of the week’s
nmeeti ngs, the Sunday evening reception (cash bar), daily continenta
breakfasts, and afternoon coffee breaks.

Credit card paynents on the web are encrypted and secure, or, if you
prefer, you can use PGP to send your paynent information to the
Regi strar (ietf-registrar@etf.org).

Regi stration is open throughout the week of the neeting. However,
the Secretariat highly recormends that attendees arrive for early
regi stration, beginning at noon on Sunday and conti nui ng throughout
the 5:00 Sunday evening reception. The reception is a popular event
where you can get a bite to eat and socialize with other early
arrival s.
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Regi stered attendees (and there aren’t any other kind) receive a

regi stration packet. It contains nmuch useful information, including
a general orientation sheet, the nbst recent agenda, and a nane tag.
Attendees who pre-paid will also find their receipt in their packet.

It’s worth noting that neither attendee names and addresses or |ETF
mailing lists are ever offered for sale.

2.2 Newconers’ Oientation

Newcomners are encouraged to attend the Newconers’ Orientation, which
is especially designed for first-tinme attendees. The orientation is
organi zed and conducted by the | ETF Secretariat, and is intended to
provi de useful introductory information. The orientation is
typically about 30 minutes |Iong and covers what’s in the attendee
packets, what all the dots on name tags nean, the structure of the

| ETF, and many other essential and enlightening topics for new

| ETFers.

I mediately following the Newconmers’ Orientation is the | ETF

St andards Process Orientation. This session denystifies nuch of the
standards process by explai ni ng what stages a docunent has to pass
through on its way to beconing a standard, and what has to be done to
advance to the next stage. The Standards Process Orientation al so

| asts about 30 m nutes.

There is anple tinme at the end for questions. The Secretariat also
provi des handouts that include an overview of the IETF, a list of
important files available online, and hard copies of the slides of
the "I ETF Structure and Internet Standards Process" presentation.
These very useful slides are also available online at ww.ietf.org
under "Additional |nformation".

The orientation is held on Sunday afternoon before the 5:00 p. m
reception (check the agenda for exact tine and |ocation). Be advised
that attending the orientation does NOT nmean you can go to the
reception early!

2.3 Dress Code

Since attendees nust wear their nane tags, they nust also wear shirts
or blouses. Pants or skirts are also highly recommended. Seriously
t hough, many newconers are often enbarrassed when they show up Monday
nmorning in suits, to discover that everybody else is wearing t-
shirts, jeans (shorts, if weather permts) and sandals. There are
those in the | ETF who refuse to wear anything other than suits.
Fortunately, they are well known (for other reasons) so they are
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forgiven this particular idiosyncrasy. The general rule is "dress
for the weather" (unless you plan to work so hard that you won’t go
outside, in which case, "dress for confort” is the rule!).

2.4 Seeing Spots Before Your Eyes

Sone of the people at the IETF will have a little colored dot on
their name tag. A few people have nore than one. These dots
identify people who are silly enough to volunteer to do a | ot of
extra work. The colors have the foll ow ng nmeani ngs:

bl ue - Working G oup/BOF chair
green -  Host group

red - | AB nenber

yellow - 1ESG nenber

orange - Nominating Comm ttee nmenber

(Menmbers of the press wear orange-tinted badges.)

Local hosts are the people who can answer questions about the
ternminal room restaurants, and points of interest in the area.

It is inportant that newconers to the | ETF not be afraid to strike up
conversations with people who wear these dots. |If the | AB and | ESG
menbers and Wbrking Group and BOF chairs didn't want to talk to
anybody, they wouldn’t be wearing the dots in the first place.

2.5 Term nal Room

One of the nobst inportant (depending on your point of view) things
the host does is provide Internet access for the neeting attendees.
In general, wired and wirel ess connectivity is excellent. This is
entirely due to the Aynpian efforts of the I ocal hosts, and their
ability to beg, borrow and steal. The people and conpani es who
donate their equi pnent, services and tine are to be heartily
congratul ated and t hanked.

Wil e preparation far in advance of the neeting is encouraged, there
may be some unavoi dable "last minute" things that can be acconpli shed
inthe terminal room It may al so be useful to people who need to
make trip reports or status reports while things are still fresh in
their minds. The terminal room provi des workstations, one or two
printers, and ports for |aptops.
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2.6 Meals and Other Delights

Marshal | Rose once remarked that the | ETF was a place to go for "many
fine lunches and dinners." Wile it is true that sone peopl e eat
very well at the IETF, they find the food on their own; |unches and
dinners are not included in the registration fee. The Secretari at
does provide appetizers at the Sunday evening reception (not neant to
be a replacenment for dinner), continental breakfast every norning,
and (best of all) cookies, brownies and other yunmies during

af t ernoon breaks.

If you prefer to get out of the hotel for neals, the |ocal host
usual ly provides a list of places to eat within easy reach of the
nmeeting site.

2.7 Social Event

Anot her of the nost inportant things organi zed and managed by the
host is the I ETF social event. Sonetinmes, the social event is a
computer or high-tech related event. At the Boston I|IETF, for
exanmpl e, the social was dinner at the Conmputer Museum O her tines,
the social mght be a dinner cruise or a trip to an art gallery.

Newconmers to the | ETF are encouraged to attend the social event.
Everyone is encouraged to wear their name tags and | eave their
| apt ops behind. The social event is designed to give people a chance

to neet on a social, rather than technical, |evel
2.8 Agenda
The agenda for the IETF neetings is a very fluid thing. It is sent,

updated, to the | ETF announcenent list three times prior to the
nmeeting, and is also available on the web. The agenda for the 50th

| ETF, for exanple, is at http://ww.ietf.org/ neetings/agenda_50.htm .
The final agenda is included in the registration packets. O course,

"final" in the | ETF doesn’t mean the sane thing as it does el sewhere
in the world. The final agenda is sinply the version that went to
the printer. The Secretariat will post agenda changes on the

bul l etin board near the | ETF registration desk (not the hote
regi stration desk).

Assi gnments for breakout roons (where the Wrking Goups and BOFs
nmeet) and a nmap showing the room | ocations are al so shown on the
agenda. Room assi gnnents can change as the agenda changes. Sone
Working Groups neet nultiple times during a nmeeting and every attenpt
is made to have a Wirking Group neet in the sane roomfor each

sessi on.
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2.9 Wwere DIl Fit In?

The IETF is different things to different people. There are many
peopl e who have been very active in the | ETF who have never attended
an | ETF neeting. You should not feel obligated to come to an | ETF
nmeeting just to get a feel for the IETF. The foll ow ng guidelines
(based on stereotypes of people in various industries) might help you
deci de whet her you actually want to conme and, if so, what night be
the best use of your time at your first mneeting.

2.9.1 1S Managers

As di scussed throughout this docunent, an | ETF neeting is nothing

i ke any trade show you have attended. |ETF neetings are singularly
bad places to go if your intention is to find out what will be hot in
the Internet industry next year. You can safely assunme that going to
Working Group neetings will confuse you nmore than it will help you
understand what is happening, or will be happening, in the industry.

This is not to say that no one fromindustry should go to | ETF
nmeetings. As an IS manager, you m ght want to consider sending

speci fic people who are responsible for technol ogies that are under
devel opnent in the IETF. As these people read the current |nternet
Drafts and the traffic on the relevant Working Goup lists, they wll
get a sense of whether or not their presence would be worthwhile for
your conpany or for the Wrking G oups.

2.9.2 Network Operators and | SPs

Running a network is hard enough wi thout having to grapple with new
protocols or new versions of the protocols with which you are al ready
dealing. If you work for the type of network that is always using
the very | atest hardware and software, and you are follow ng the

rel evant Working Groups in your copious free tinme, you night find
attendi ng the | ETF neeting valuable. The closer you are to the

bl eedi ng edge of networking, particularly in the areas of routing and
switching, the nore likely it is that you will be able to learn and
contribute at an | ETF neeting.

2.9.3 Networking Hardware and Sof tware Vendors

The inage of the | ETF being nostly ivory tower acadenics may have
been true in the past, but the jobs of typical attendees are now in

i ndustry. In nost areas of the |ETF, enployees of vendors are the
ones witing the protocols and | eading the Wrking Goups, so it’s
conpl etely appropriate for vendors to attend. |f you create Internet

har dware or software, and no one from your conpany has ever attended
an | ETF neeting, it behooves you to conme to a neeting if for no other
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reason than to tell the others how relevant the neeting was or was
not to your business.

This is not to say that conpani es should close up shop during | ETF
nmeeti ng weeks so everyone can go to the neeting. Mrketing folKks,
even technical marketing fol ks, are usually safe in staying away from
the | ETF as long as sone of the technical people fromthe conpany are
at the neeting. Simlarly, it isn't required, or likely useful, for
everyone froma technical departnment to go, particularly if they are
not all reading the Internet Drafts and followi ng the Wrking G oup
mailing lists. Mny conpani es have just a few desi gnated neeting
attendees who are chosen for their ability to do conplete and usefu
trip reports.

2.9.4 Acadeni cs

| ETF neetings are often excellent places for conputer science folk to
find out what is happening in the way of soon-to-be-depl oyed
protocols. Professors and grad students (and sonetines overachi eving
under grads) who are doing research in networking or comuni cations
can get a wealth of information by followi ng Woirking G oups in their
specific fields of interest. Wandering into different Wrking G oup
nmeeti ngs can have the sanme effect as going to synposia and sem nars
in your departnent.

2.9.5 Computer Trade Press
If you' re a nmenber of the press and are considering attending | ETF,
we' ve prepared a special section of the Tao just for you -- please
see Section 8. 2.

2.10 Proceedi ngs

| ETF proceedings are conpiled in the two nonths follow ng each
neeting, and are available on the web, on CD, and in print. Be sure

to ook through a copy -- the proceedings are filled with information
about 1ETF that you're not likely to find anywhere el se. For
exanple, you'll find snapshots of nost Ws charters at the tinme of the

nmeeting, giving you a better understanding of the evolution of any
given effort.

The proceedings usually start with an informative (and highly
entertai ning) nmessage from Steve Coya, the Executive Director of the
| ETF. Each volunme of contains the final (hindsight) agenda, an | ETF
overview, area and Wrking Goup reports, and slides fromthe
protocol and technical presentations. The Wrking Goup reports and
presentations are sonetinmes inconplete, if the materials haven't been
turned in to the Secretariat in time for publication.

Harris I nf or mat i onal [ Page 16]



RFC 3160 The Tao of |ETF August 2001

An attendee list is also included, and contains nanmes, affiliations,
wor k and fax phone nunbers, and e-nmail addresses as provided on the
registration form For information about obtaining copies of the
proceedi ngs, see the Wb listing at

http://ww. ietf.org/proceedings/directory. htni.

2.11 Oher General Things

The | ETF Secretariat, and | ETFers in general, are very approachabl e.
Never be afraid to approach soneone and introduce yourself. Al so,
don’t be afraid to ask questions, especially when it comes to jargon
and acronyns!

Hal | way conversations are very inportant. A lot of very good work
gets done by people who tal k together between neetings and over

I unches and dinners. Every minute of the |IETF can be consi dered work
time (rmuch to sone people’s dismay).

A "bar BOF" is an unofficial get-together, usually in the late

eveni ng, during which a lot of work gets done over drinks. Bar BOFs
spring up in many different places around an | ETF neeting, such as
restaurants, coffee shops, and (if we are so |ucky) pools.

It’s unwise to get between a hungry | ETFer (and there isn’'t any other
ki nd) and coffee break brownies and cookies, no matter how
interesting a hallway conversation is.

| ETFers are fiercely independent. |It’'s safe to question opinions and
offer alternatives, but don't expect an |IETFer to foll ow orders.

The | ETF, and the plenary session in particular, are not places for
vendors to try to sell their wares. People can certainly answer
questions about their conpany and its products, but bear in mnd that
the ETF is not a trade show. This does not preclude people from
recoupi ng costs for IETF-related t-shirts, buttons and pocket
protectors.

There is always a "materials distribution table" near the

regi stration desk. This desk is used to nmake appropriate information
available to the attendees (e.g., copies of sonething discussed in a
Wor ki ng Group session, descriptions of online | ETF-rel ated
information, etc.). Please check with the Secretariat before placing
materials on the desk; the Secretariat has the right to renove
material that they feel is not appropriate.
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3.0 Working G oups

The vast majority of the IETF s work is done in many "Wrking
Goups;" at the time of this witing, there are about 115 different
Wes. (The term "Working Goup” is often seen capitalized, but
probably not for a very good reason.) BCP 25, "IETF Wrking G oup
Gui del i nes and Procedures," is an excellent resource for anyone
participating in WG di scussi ons.

AWis really just a nailing list with a bit of adult supervision.
You "join" the WG by subscribing to the mailing list; all mailing
lists are open to anyone. Sone IETF W mailing lists only |et
subscribers to the mailing list post to the mailing list, while
others |l et anyone post. Each Wrking Group has one or two chairs.

More inportantly, each WG has a charter that the Ws is supposed to
follow. The charter states the scope of discussion for the Wrking
Goup, as well as its goals. The Wos mailing list and face-to-face
nmeeti ngs are supposed to focus on just what is in the charter, and
not to wander off on other "interesting" topics. O course, |ooking
a bit outside the scope of the W is occasionally useful, but the
large najority of the discussion should be on the topics listed in
the charter. 1In fact, some W5 charters actually specify what the W5
will not do, particularly if there were some attractive but nebul ous
topi cs brought up during the drafting of the charter. The list of
all W5 charters nakes interesting reading for fol ks who want to know
what the different Wrking G oups are supposed to be doing.

3.1 Wrking Goup Chairs

The role of the Ws chairs is described in both BCP 11 and BCP 25.
Basically, their job is to keep the discussion nmoving forward towards
the mlestones in the Ws charter -- usually publication of one or
nore RFCs. They are not neant to be taskmasters, but are responsible
for assuring positive forward notion and preventing random wanderi ng.

As you can imagi ne, sone Wirking Group chairs are nmuch better at
their jobs than others. Wien a W5 has fulfilled its charter, it is
supposed to cease operations. (Mst Wonailing lists continue on
after a Wois closed, still discussing the sane topics as the Wrking
Goup did.) Inthe IETF, it is a mark of success that the W5 cl oses
up because it fulfilled its charter. This is one of the aspects of
the | ETF that newconers who have experience with other standards
bodi es have a hard tine understandi ng. However, sonme WG chairs never
manage to get their Wsto finish, or keep adding new tasks to the
charter so that the Wrking Goup drags on for many years. The

out put of these aging Wss is often not nearly as useful as the
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earlier products, and the nmessy results are sonetines called
"degenerati ve Worki ng Group syndrone. "

One inportant role of the chair is to decide which Internet Drafts
get published as "official" Wrking Group drafts, and which don’t.

In practice, there is actually not much procedural difference between
WG drafts and i ndependent drafts; for exanple, many Ws nailing lists
al so di scuss independent drafts (at the discretion of the W5 chair).
Procedures for Internet Drafts are covered in nmuch nore detail |ater
in this docunent.

W5 chairs are strongly advised to go to the new chairs’ training
lunch the first day of the I|ETF neeting. |If you're interested in
what they hear there, take a look at the slides at
http://ww.ietf.org/wychair/index.htm

3.2 Cetting Things Done in a Wrking G oup

One fact that confuses many novices is that the face-to-face WG
nmeetings are much less inportant in the | ETF than they are in nost
ot her organi zations. Any decision nade at a face-to-face neeting
must al so gain consensus on the W mailing list. There are numerous
exanpl es of inportant decisions made in WG neetings that are |ater
overturned on the nailing list, often because soneone who coul dn’'t
attend the neeting pointed out a serious flawin the logic used to
cone to the decision

Anot her aspect of Wrking G oups that confounds many people is the
fact that there is no formal voting. The general rule on disputed
topics is that the Wrking Group has to cone to "rough consensus, "
meani ng that a very large majority of those who care nust agree. The
exact method of determnining rough consensus varies from Wrking G oup
to Working Group. The lack of voting has caused sone very |ong

del ays for sonme proposals, but nost |ETF participants who have

wi t nessed rough consensus after acrinoni ous debates feel that the

del ays often result in better protocols. (And, if you think about

it, how could you have "voting" in a group that anyone can join, and
when it’s inpossible to count the participants?)

3.3 Preparing for Wrking Goup Meetings

The nost inportant thing that everyone (newconers and seasoned
experts) should do before conming to a face-to-face neeting is to read
the Internet Drafts and RFCs beforehand. WG neetings are explicitly
not for education: they are for devel oping the group’s docunents.
Even if you do not plan to say anything in the neeting, you should
read the group’s docunents before attending so you can understand
what is being said.
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It’s up to the Ws chair to set the neeting agenda, usually a few
weeks in advance. |If you want sonething di scussed at the neeting, be
sure to let the chair know about it. The agendas for all the WG
nmeetings are available in advance (see

http://ww.ietf.org/ neetings/wy_agenda_xx.htm, where "xx' is the
nmeeti ng nunber), but many WG chairs are lax (if not totally
negligent) about turning themin.

The Secretariat only schedul es WG neetings a few weeks in advance,

and the schedul e often changes as little as a week before the first
day. |If you are only com ng for one WG neeting, you may have a hard
ti me booking your flight with such Iittle notice, particularly if the
Wirki ng Group’ s neeting changes schedule. Be sure to keep track of
the current agenda so you can schedule flights and hotels. But, when
it comes down to it, you probably shouldn’t be conming for just one W5
meeting. It’'s likely that your know edge could be valuable in a few
WGs, assuming that you' ve read the drafts and RFCs for those groups.

If you're giving a presentation at a face-to-face neeting, you should
probably come with a few slides prepared. Projectors for |aptop-
based presentations are available in all the neeting roonms. And
here’s a tip for your slides: don't put your conpany’s |ogo on every
one, even though it’'s common practice outside the IETF. The |IETF
frowns on this kind of corporate advertising, and nost presenters
don’t even put their logo on their opening slide. The |IETF is about
techni cal content, not conpany boosterism

3.4 Working Goup Mailing Lists

As we nentioned earlier, the | ETF announcenent and di scussion nmailing
lists are the central mailing lists for I ETF activities. However,
there are many other mailing lists related to | ETF work. For

exanpl e, every Wirking Group has its own discussion list. 1In
addition, there are sone |long-termtechni cal debates that have been
moved off of the IETF list onto lists created specifically for those
topics. It is highly reconmended that everybody foll ow the

di scussions on the mailing lists of the Wrking G oups that they w sh
to attend. The nore work that is done on the mailing lists, the less
work that will need to be done at the neeting, leaving time for cross
pollination (i.e., attending Wrking G oups outside one’'s prinary
area of interest in order to broaden one’'s perspective).

The mailing lists also provide a forumfor those who wi sh to follow,

or contribute to, the Wrking Goups’ efforts, but can’t attend the
| ETF neeti ngs.
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Most | ETF di scussion |ists use Majordono and have a "-request”
address which handl es the adm nistrative details of joining and
leaving the list. (See Section 1.3 for nore information on

Maj ordonmp.) It is generally frowned upon when such administrivia
appears on the discussion mailing list.

Most | ETF discussion lists are archived. That is, all of the
nmessages sent to the list are automatically stored on a host for
anonynous FTP access. Many such archives are listed online at
ftp://ftp.ietf.org/ietf-mail-archive/. |If you don't find the |ist
you' re |l ooking for, send a nmessage to the list’'s "-request" address
(not to the list itselfl!).

3.5 InterimWrking Goup Meetings

Wor ki ng groups sonetines hold interimneetings between | ETFs.

Interimmeetings aren’t a substitute for |ETF neetings, however -- a
group can’'t decide to skip a neeting in a |location they' re not fond
of and neet in Cancun three weeks later, for exanple. Interim

nmeetings require AD approval, and need to be announced at |east one
month in advance. Location and tining need to allow fair access for
all participants. Like regular |IETF neetings, someone needs to take
notes and send themto ninutes@etf.org, and the group needs to take
att endance.

4. BOFs

In order to forma Wrking Goup, you need a charter and sonmeone who
is able to be chair. |In order to get those things, you need to get
people interested so that they can help focus the charter and
convince an Area Director that the project is worthwhile. A face-
to-face neeting is useful for this. 1In fact, very few Wz get
started by an Area Director; nost start after a face-to-face BOF
because attendees have expressed interest in the topic.

A BOF neeting has to be approved by the Area Director in the rel evant
area before it can be scheduled. If you think you really need a new
W5 approach an AD infornmally with your proposal and see what they
think. The next step is to request a neeting slot at the next face-
to-face neeting. O course, you don't need to wait for that meeting
to get sone work done, such as setting up a nmailing Iist and starting
to discuss a charter

BOF neetings have a very different tone than WG neetings. The
purpose of a BOF is to nake sure that a good charter with good
m | estones can be created, and that there are enough people willing
to do the work needed in order to create standards. Sonme BOFs have
Internet Drafts already in process, while others start from scratch
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An advantage of having a draft before the BOF is to help focus the

di scussion. On the other hand, having a draft might tend to limt
what the other folks in the BOF want to do in the charter. It’s

i nportant to remenber that nost BOFs are held in order to get support
for an eventual Working Goup, not to get support for a particular
docunent .

Many BOFs don't turn into Wss for a variety of reasons. A conmon
problemis that not enough people can agree on a focus for the work.
Anot her typical reason is that the work wouldn’'t end up being a
standard -- if, for exanple, the document authors don’t really want
to relinquish change control to a W (W' Il discuss change contro
later in this docunent.) Only two neetings of a BOF can be schedul ed
on a particular subject; either a W5 has to form or the topic should
be dr opped.

5. ** Newto the | ETF? STOP HERE! (Tenporarily) **
If youre newto the ETF and this is the only reference you plan to
read before comng to the neeting, stop here -- at |east tenporarily.
Then, on your flight honme, read the rest of the Tao. By that tine
you' Il be ready to get actively involved in the Wrking G oups that
interested you at the neeting, and the Tao will get you started on
your way.

6. RFCs and Internet Drafts
If you're a new | ETF participant and are | ooking for a particular RFC

or Internet Draft, go to the RFC Editor’s Wb pages, http://ww.rfc-
editor.org/rfc.htm. That site also has links to other RFC

coll ections, many with search capabilities. |If you know the nunber
of the RFC you're looking for, go to the | ETF RFC pages,
http://ww.ietf.org/rfc.htm. For Internet Drafts, the best resource

is the | ETF web site, http://ww.ietf.org/ID htm, where you can
search by title and keyword.

6.1 Getting a Standard Publi shed

One of the nobst conmon questions seasoned | ETFers hear from newconers
is, "How do | get an | ETF standard published?" A nuch better
question is, "Should | wite an | ETF standard?" since the answer is
not always "yes." |If you do decide to try to wite a docunent that
becones an | ETF standard, be warned that the overall process nay be
arduous, even if the individual steps are fairly straightforward.
Lots of people get through the process unscat hed, though, and there's
plenty of witten guidance that hel ps authors energe with their ego
nore or |ess intact.
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Every | ETF standard is published as an RFC (a "Request For Coments,"
but everyone just calls them RFCs), and every RFC starts out as an
Internet Draft (often called an "1-D'). The basic steps for getting
somet hi ng published as an | ETF standard are:

Publ i sh the docunment as an Internet Draft
Recei ve comments on the draft
Edit your draft based on the comments
Repeat steps 1 through 3 a few tines
Ask an Area Director to take the draft to the IESG (if it’'s an
i ndi vidual submission). |If the draft is an official Wrking
Group product, the WG chair asks the ADto take it to the I ESG
6. Make any changes deened necessary by the I ESG (this night

i nclude giving up on beconing a standard)
7. Wait for the docunent to be published by the RFC Editor

o=

A much nore conpl ete explanation of these steps is contained in BCP
9, "The Internet Standards Process." Anyone who wites a draft that
they hope will becone an | ETF standard nust read BCP 9 so that they
can follow the path of their docunent through the process. BCP 9
goes into great detail on a topic that is very often m sunderstood,
even by seasoned | ETF participants: different types of RFCs go
through different processes and have different rankings. There are
si x kinds of RFCs:

- Proposed standards

- Draft standards

- Internet standards (sonetines called "full standards")
- Experinmental protocols

- Informational docunents

- Historic standards

Only the first three (proposed, draft, and full) are standards within
the IETF. A good summary of this can be found in the aptly titled
RFC 1796, "Not All RFCs are Standards.™

There are al so three sub-series of RFCs, known as FYls, BCPs, and
STDs. The For Your Information RFC sub-series was created to
docunent overviews and topics which are introductory or appeal to a
broad audi ence. Frequently, FYls are created by groups within the

| ETF User Services Area. Best Current Practice docunents describe
the application of various technologies in the Internet. The STD RFC
sub-series was created to identify RFCs that do in fact specify
Internet standards. Sonme STDs are actually sets of nore than one

RFC, and the "standard" designation applies to the whole set of
docunent s.

Harris I nf or mat i onal [ Page 23]



RFC 3160 The Tao of |ETF August 2001

6.2 Letting Go Gacefully

The bi ggest reason sone people do not want their docunments put on the
| ETF standards track is that they nust give up change control of the
protocol. That is, as soon as you propose that your protocol becone
an | ETF standard, you nust fully relinquish control of the protocol

If there is general agreenent, parts of the protocol can be

conpl etely changed, whol e sections can be ripped out, new things can
be added, and the nane can be changed.

Sone authors find it very hard to give up control of their pet
protocol. |f you are one of those people, don’t even think about
trying to get your protocol to beconme an | ETF standard. On the ot her
hand, if your goal is the best standard possible with the w dest

i mpl enentation, then you mght find the | ETF process to your |iKking.

I nci dental ly, the change control on Internet standards doesn't end
when the protocol is put on the standards track. The protocol itself
can be changed later for a nunber of reasons, the nbst common of
which is that inplenentors discover a problemas they inplenent the
standard. These |l ater changes are al so under the control of the

| ETF, not the editors of the standards docunent.

| ETF standards exist so that people will use themto wite |nternet
programs that interoperate. They don’t exist to docunment the
(possi bly wonderful) ideas of their authors, nor do they exist so
that a conpany can say "we have an | ETF standard.” |If a standards-
track RFC only has one inplenentation (whereas two are required for
it to advance on the standards track), it was probably a nmistake to
put it on the standards track in the first place.

6.3 Internet Drafts

First things first. Every docunent that ends up in the RFC

repository starts life as an Internet Draft. Internet Drafts are
tentative docunments -- they' re nmeant for readers to conment on, so
authors can null over those coments and deci de which ones to

i ncorporate in the draft. In order to remind folks of their

tentativeness, Internet Drafts are automatically removed fromthe
online directories after six nonths. They are nost definitely not
standards or even specifications. As BCP 9 says:

An Internet Draft is NOT a neans of "publishing" a specification;
specifications are published through the RFC mechanism. ..
Internet Drafts have no formal status, and are subject to change
or renoval at any tine. Under no circunstances should an |nternet
Draft be referenced by any paper, report, or Request-for-Proposal
nor should a vendor claimconpliance with an Internet Draft.
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You can always tell a person who doesn’t understand the | ETF (or is
intentionally trying to fool people) when they brag about having
published an Internet Draft; it takes no significant effort.

An | -D shoul d have approximately the sane format as an RFC. Contrary
to many people’'s beliefs, an |I-D does not need to | ook exactly like
an RFC, but if you can use the sane formatting procedures used by the
RFC Editor when you create your 1-Ds, it will sinplify the RFC
Editor’s work when your draft is published as an RFC. RFC 2223,
"Instructions to RFC Authors," describes the nroff formatting used by
the RFC Editor.

An Internet Draft can be either a Wirking Group draft or an
i ndi vi dual subm ssion. W rking Goup drafts are usually revi ewed by
the chair before being accepted as a Ws i tem

6. 3.1 Reconmended Reading for Witers

Before you create the first draft of your Internet Draft, you should
read four docunents:

- Mre inportant than just explaining formatting, RFC 2223 al so
expl ai ns what needs to be in an Internet Draft before it can
become an RFC. This docunment describes all the sections and
notices that will need to be in your docunment, and it’s good to
have themthere fromthe beginning so that readers aren’t
surprised when you put themin |ater versions.

- BCP 22, "Cuide for Internet Standards Witers," provides tips
that will help you wite a standard that |eads to
interoperability. For instance, it explains howto choose the
ri ght nunber of protocol options, howto respond to out-of-spec
behavi or, and how to show state di agrans.

- The online "Guidelines to Authors of Internet Drafts,"
http://ww. ietf.org/ietf/1id-guidelines.txt, has up-to-date
i nformati on about the process for turning in Internet Drafts, as
well as the nost current boilerplate information that has to be
included in each Internet Draft.

- When you think you are finished with the draft process and are
ready to request that the draft becone an RFC, you shoul d
definitely read "Considerations for Internet Drafts,"”
http://ww.ietf.org/ID-nits.htm, a list of comobn "nits" that
have been known to stop docunments in the ESG In fact, you
shoul d probably read that docunent well before you are finished,
so that you don’t have to nmake a bunch of | ast-m nute changes.
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6.3.2 Filenanes and Gt her Matters

When you're ready to turn in your Internet Draft, send it to the
Internet Drafts editor at internet-drafts@etf.org. There is a rea
person at the other end of this mail address -- their job is to make
sure you’' ve included the mininmumitens you need for the Internet
Draft to be published. Wen you subnmit the first version of the
draft, the draft editor supplies the filenane for the draft. |If the
draft is an official Wrking Goup product, the nane will start with
"draft-ietf-" followed by the designation of the W5 followed by a
descriptive word or two, followed by "00.txt".

For example, a draft in the S/MMe WG about creating keys night be
naned "draft-ietf-sm nme-keying-00.txt". |If it’s not the product of a
Working Goup, the nane will start with "draft-" and the | ast nane of
one of the authors followed by a descriptive word or two, followed by
"00.txt". For exanple, a draft that soneone nanmed Smith wote m ght
be nanmed "draft-smith-keying-00.txt". |If a draft is an individua
subm ssion but relates to a particular working group, the author
sonetinmes follows their name with the name of the working group, such
as "draft-smth-sm ne-keying-00.txt". You are wel come to suggest
nanmes; however, it is up to the Internet Drafts editor (and, if it is
an official Wsdraft, the Ws chair) to come up with the fil enane.

After the first edition of a draft, the nunber in the filenane is
i ncremented; for instance, the second edition of the S/M ME draft
naned above woul d be "draft-ietf-sm ne-keying-01.txt". Note that
there are cases where the fil enane changes after the first version
such as when a personal effort is pulled into a Wirking G oup

6.4 Standards-Track RFCs

The procedure for creating and advancing a standard is described in
BCP 9. After an Internet Draft has been sufficiently discussed and
there is rough consensus that what it says would be a usefu
standard, it is presented to the I ESG for consideration. |If the
draft is an official Ws draft, the Ws chair sends it to the
appropriate Area Director after it has gone through Wrking G oup
last call. |If the draft is an individual subm ssion, the draft’s
author or editor submts it to the appropriate Area Director. BCP 9
al so describes the appeal s process for people who feel that a Wrking
G oup chair, an AD, or the | ESG has nmade the wong decision in
considering the creation or advancenent of a standard.

After it is submtted to the |ESG the | ESG announces an | ETF-w de

last call. This helps get the attention of people who weren’t
follow ng the progress of the draft, and can soneti nmes cause further
changes to the draft. It is also a time when people in the WG who
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feel that they weren't heard can nmake their coments to everyone.
The I ETF last call is two weeks for drafts conming fromWss and four
weeks for individual submni ssions.

If the | ESG approves the draft to becone an Internet Standard, they
ask the RFC Editor to publish it as a Proposed Standard. After it
has been a Proposed Standard for at |east six nonths, the RFC s
author (or the appropriate WG chair) can ask for it to becone a Draft
Standard. Before that happens, however, someone needs to convi nce
the appropriate Area Director that there are at |east two

i ndependent, interoperable inplenentations of each part of the
standard. This is a good test of the useful ness of the standard as a
whol e, as well as an excellent way to check if the standard was

real ly readabl e.

A few things typically happen at this point. First, it’s compn to
find that some of the specifications in the standard need to be
rewor ded because one inplenmentor thought they nmeant one thing while
anot her inplenmentor thought they neant sonething el se. Another
comon occurrence is that none of the inplenentations actually tried
to inplement a few of the features of the standard; these features
get renoved not just because no one tested them but al so because
they weren't needed.

Don't be surprised if a particular standard doesn’t progress from
Proposed to Draft. In fact, nost of the standards in commpn use are
Proposed Standards and never nove forward. This nmay be because no
one took the tinme to try to get themto Draft, or sone of the
normative references in the standard are still at Proposed Standard,
or it may be that everyone found nore inportant things to do.

A few years after a docunent has been a Draft Standard, it can becone
an Internet Standard, also known as "full standard.” This doesn’t
happen often, and is usually reserved for protocols that are
absolutely required for the Internet to function. The | ESG goes over
t he docunment with a fine-tooth conb before making a Draft Standard an
I nt ernet St andard.

6.4.1 Telling It Like It Is -- Using MUST and SHOULD and MAY

Witing specifications that get inplenented the way you want is a bit
of an art. You can keep the specification very short, with just a
list of requirements, but that tends to cause inplenentors to take
too nuch leeway. |If you instead nake the specification very wordy
with lots of suggestions, inplenentors tend to mss the requirenents
(and often disagree with your suggestions anyway). An optinal
specification is somewhere in between.
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One way to make it nore likely that devel opers will create

i nteroperabl e inplenentati ons of standards is to be clear about
what’s being nandated in a specification. Early RFCs used all kinds
of expressions to explain what was needed, so inplenentors didn't

al ways know whi ch parts were suggestions and whi ch were requirenents.
As a result, standards witers in the | ETF generally agreed to limt
their wording to a few specific words with a few specific neanings.

RFC 1123, "Requirenents for Internet Hosts -- Application and
Support," written way back in 1989, had a short l|ist of words that
had appeared to be useful, nanely "nust", "should", and "nmay". These
definitions were updated and further refined in BCP 14, "Key words
for use in RFCs to Indicate Requirenment Levels,” which is widely
referenced in current Internet standards. BCP 14 al so specifically
defines "nmust not" and "should not", and lists a few synonyns for the
wor ds defi ned.

In a standard, in order to make it clear that you' re using the
definitions fromBCP 14, you should do two things. First, refer to
BCP 14 (al though nost people refer to it as RFC 2119, because that’s
what BCP 14 tells you to do), so that the reader knows how you're
defining your words. Second, you should point out which instances of
the words you are using cone fromBCP 14. The accepted practice for
this is to capitalize the words. That is why you see "MJST" and
"SHOULD' capitalized in | ETF standards.

BCP 14 is a short docunent, and should be read by everyone who is
reading or witing | ETF standards. Although the definitions of
"must" and "nust not" are fairly clear, the definitions of "should"
and "should not" cause a great deal of discussion in many We. Wen
reviewing an Internet Draft, the question is often raised, "should
that sentence have a MJST or a SHOULD in it?" This is, indeed, a
very good question, because specifications shouldn’t have gratuitous
MUSTs, but al so should not have SHOULDs where a MJST is needed for
interoperability. This goes to the crux of the question of over-
speci fyi ng and under-specifying requirenents in standards.

6.4.2 Normati ve References in Standards

One aspect of witing | ETF standards that trips up many novices (and
quite a fewlong-tinme |ETF folk) is the rule about how to nake
"normati ve references" to non-|ETF docunents or to other RFCs in a
standard. A normative reference is a reference to a docunent that
must be followed in order to inplenent the standard. A non-normative
reference is one that is hel pful to an inplenentor but is not needed.
As we noted above, a "MJST" specification would certainly be
normative, so any reference needed to inplenent the "MJST" woul d be
normative. A "SHOULD' or "MAY" specification is not necessarily
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normative, but it could be normative based on what is being required.
There is definitely roomfor debate here!

An | ETF standard may nmake a normative reference to any ot her
standards-track RFC that is at the same standards |evel or higher, or
to any "open standard" that has been devel oped outside the | ETF. The
"sane | evel or higher" rule neans that before a standard can nove
from Proposed to Draft, all of the RFCs for which there is a
normative reference nust also be at Draft or Internet Standard. This
rul e gives inplenentors assurance that everything in a Draft Standard
or Internet Standard is quite stable, even the things referenced
outside the standard. This can also delay the publication of the
Draft or Internet Standard by many nont hs (soneti nmes even years)
whil e the ot her docunments catch up

There is no hard and fast rule about what is an "open standard," but
generally this means a stable standard that anyone can get a copy of
(al t hough they mght have to pay for it) and that was nmade by a
general |y recogni zed standards group. |If the external standard
changes, you have to reference the particular instantiation of that
standard in your specification, as with a designation of the date of
the standard. Sone external standards bodies don't make old
standards avail able, which is a problemfor |ETF standards that need
to be used in the future. Wen in doubt, a draft author should ask
the WG chair or appropriate Area Director if a particular externa
standard can be used in an | ETF standard.

6.4.3 | ANA Consi derati ons

More and nore | ETF standards require the registration of various
protocol paraneters, such as naned options in the protocol. As we
noted in Section 1.2.4, the main registry for all |ETF standards has
| ong been | ANA. Because of the |large and diverse kinds of registries
that standards require, | ANA needs to have specific information about
how to register paraneters, what not to register, who (if anyone)
will decide what is to be registered, and so on

Anyone writing an Internet standard that nay need an | ANA registry
needs to read BCP 26, "CGuidelines for Witing an | ANA Consi derati ons
Section in RFCs," which describes how RFC aut hors shoul d properly ask
for |ANA to start or take over a registry. |ANA al so naintains
registries that were started | ong before BCP 26 was produced.

6.4.4 Security Considerations
One thing that's required in every RFCis a "Security Considerations"

section. This section should describe any known vul nerabilities of
the protocol, possible threats, and mechani snms or strategies to

Harris I nf or mat i onal [ Page 29]



RFC 3160 The Tao of |ETF August 2001

address them Don't gloss over this section -- in particular, don't
say "here’'s our protocol, if you want security, just use |PSEC'
This won't do at all, because it doesn’'t answer the question of how

| PSEC i nteracts with your protocol, and vice versa. Be sure to check
with your Working Group chair if you re not sure howto handle this
section in your draft.

6.4.5 Patents in | ETF Standar ds

The problens of intellectual property have cropped up nore and nore
often in the past few years, particularly with respect to patents.
The goal of the IETF is to have its standards w dely used and
validated in the marketplace. |If creating a product that uses a
standard requires getting a license for a patent, people are |ess
likely to inplement the standard. Not surprisingly, then, the
general rule has been "use good non-patented technol ogy where
possi bl e. "

O course, this isn't always possible. Sonetinmes patents appear
after a standard has been established. Sonetines there’'s a patent on
something that is so valuable that there isn’'t a non-patented
equi val ent. Sonetines, the patent holder is generous and pronises to
give all inplementors of a standard a royalty-free license to the
patent, thereby making it al nost as easy to inplenent as it would
have been if no patent existed.

The | ETF s nethods for dealing with patents in standards are a

subj ect of nmuch debate. You can read about the official rules in BCP
9, but you should assune that the application of those rules is

fl exi bl e and depends on the type of patent, the patent hol der, and
the availability of alternate technol ogies that are not encunbered by
pat ent s.

Patent hol ders who freely allow their patents to be used by people

i npl erenting | ETF standards often get a great deal of good will from
the folks in the ETF. Such generosity is nore conmmon than you m ght
think. For exanple, RFC 1822 is a license fromIBMfor one of its
security patents, and the security community has responded very
favorably to IBMfor this (whereas a nunber of other conpanies have
made thensel ves pariahs for their intractability on their security
patents).

If you are witing an Internet Draft and you know of a patent that
applies to the technol ogy you're witing about, don't list the patent
in the docunent. Instead, send a note to the | ETF Secretari at
(ietf-secretariat@etf.org) about the patent or other intellectual
property rights. The note will be published on the I ETF | PR web page
(http://ww. ietf.org/ipr.htm). Intellectual property rights aren’t
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mentioned in RFCs because RFCs never change after they are published,
but know edge of IPR can change at any tinme. Therefore, an IPR |i st
in a RFC could be inconplete and mislead the reader. BCP 9 provides
specific text that should be added to RFCs where the author knows of
| PR i ssues.

6.5 Informational and Experinental RFCs

As we noted earlier, not all RFCs are standards. |In fact, plenty of

i nportant RFCs are not on the standards track at all. Currently,
there are two designations for RFCs that are not neant to be
standards: Informational, |ike the Tao, and Experinental. (There is
actually a third designation, Historical, but that is reserved for
docunents that were on the standards track and have been renoved due
to lack of current use, or that nore recent thinking indicates the
technology is actually harnful to the Internet.)

The role of Informational RFCs is often debated in the | ETF. Many
people like having them particularly for specifications that were
created outside the | ETF but are referenced by | ETF docunents. They
are also useful for specifications that are the precursors for work
bei ng done by | ETF Wrking Goups. On the other hand, sone people
refer to Informati onal RFCs as "standards" even though the RFCs are
not standards, usually to fool the gullible public about sonething
that the person is selling or supporting. Wen this happens, the
debate about Informational RFCs is renewed.

Experinental RFCs are for specifications that may be interesting, but
for which it is unclear if there will be nuch interest in
inplementing them That is, a specification nmight solve a problem
but if it is not clear nany people think that the problemis

i mportant, or think that they will bother fixing the problemwth the
speci fication, the specification night be |abel ed an Experi nent al

RFC. If, later, the specification beconmes popular, it can be re-

i ssued as a standards-track RFC. Experinental RFCs are also used to
get people to experinent with a technology that | ooks like it m ght
be standards track material, but for which there are still unanswered
guesti ons.

7. How to Contribute to the | ETF -- What You Can Do

Read - - Review the Internet Drafts in your area of expertise,
and comment on themin the Wrking G oups.
Participate in the discussion in a friendly, helpful
fashion, with the goal being the best Internet
standards possible. Listen nuch nore than you speak
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| mpl enent - - Wite progranms that use the current I|nternet
standards. The standards aren’t worth nuch unl ess
they are available to Internet users. |nplenent even
the "minor" standards, since they will becone |ess
m nor if they appear in nore software. Report any
problens you find with the standards to the
appropriate Working G oup so that the standard can be
clarified in later revisions. One of the oft-quoted
tenets of the IETF is "running code wins," so you can
hel p support the standards you want to becone nore
wi despread by creating nore running code.

Wite -- Edit or co-author Internet Drafts in your area of
expertise. Do this for the benefit of the Internet
comunity, not to get your nane (or, even worse, your
conmpany’ s nane) on a docunent. Draft authors are
subject to all kinds of technical (and sonetines
personal) criticism receive it with equaninmty and
use it to inprove your draft in order to produce the
best and nost interoperabl e standard.

7.1 \What Your Conpany Can Do

Share -- Avoi d proprietary standards. |If you are an
i mpl ementor, exhibit a strong preference for |ETF
standards. |If the | ETF standards aren’t as good as
the proprietary standards, work to nmake the | ETF
standards better. |If you're a purchaser, avoid
products that use proprietary standards that conpete
with the open standards of the IETF, and tell the
conpani es you buy fromthat you are doi ng so.

Open Up -- If your conpany controls a patent that is used in an
| ETF standard, convince themto nake the patent
avail able at no cost to everyone who is inplenenting
the standard. In the past few years, patents have
caused a |l ot of serious problens for Internet
st andar ds because they prevent sone conpani es from
being able to freely inplenment the standards.
Fortunat el y, nmany conpani es have generously offered
unlinmted licenses for particular patents in order to
hel p the I ETF standards flourish. These conpanies are
usual ly rewarded with positive publicity for the fact
that they are not as greedy or short-sighted as ot her
pat ent - hol der s.
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Join -- Becone a nenber of |1SOC. More inportantly, urge any
conmpany that has benefited fromthe Internet to becone
a corporate nenber of |SCC, since this has the
greatest financial benefit for the group. It will, of
course, also benefit the Internet as a whole.

8. I ETF and the Qutside Wrld
8.1 IETF and O her Standards G oups

As much as nmany | ETF participants would like to think otherw se, the
| ETF does not exist in a standards vacuum There are many (perhaps
too many) other standards organi zati ons whose deci sions affect the
Internet. There are also a fair nunber of standards bodi es who
ignored the Internet for a long tinme and now want to get a piece of
the acti on.

In general, the IETF tries to have cordial relationships with other
significant standards bodies. This isn’t always easy, since nmany

ot her bodi es have very different structures than the | ETF, and the

| ETF is nostly run by volunteers who woul d probably prefer to wite
standards rather than neet with representatives from other bodies.
Even so, sone ot her standards bodies nmake a great effort to interact
well with the | ETF despite the obvious cultural differences.

At the time of this witing, the I ESG has sone |iaisons with | arge
standards bodies, including the I TU (International Tel ecommuni cation
Union), the WBC, the Unicode Consortium the ATM Forum and | SO

| EC/ JTCL (The Joint Technical Commttee of the Internationa

Organi zation for Standardi zati on and International El ectrotechnica
Conmission). The list of IETF |iaisons, ww.ietf.org/ietf/1iesg-
liaisons.txt, shows that there are many different |iaisons to | SO

| EC/ JTCL subcommittees.

8.2 Press Coverage of the |IETF

Gven that the IETF is one of the best-known bodies that is hel ping
move the Internet forward, it’s natural for the conputer press (and
even the trade press) to want to cover its actions. |n recent years,
a smal |l nunber of nagazi nes have assigned reporters and editors to
cover the IETF in depth over a long period of tine. These reporters
have anple scars fromarticles that they got wong, incorrect
statenments about the status of Internet Drafts, quotes from people
who are unrelated to the | ETF work, and so on.
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Maj or press errors fall into two categories: saying that the IETF is
consi dering sonething when in fact there is just an Internet Draft in
a Wrking Goup, and saying that the | ETF approved sonet hi ng when al

t hat happened was that an Informational RFC was published. In both
cases, the press is not fully to blame for the problem since they
are usually alerted to the story by a conpany trying to get publicity
for a protocol that they devel oped or at |east support. O course, a
bit of research by the reporter would probably get themin contact

wi th sonmeone who could straighten themout, such as a WG chair or an
Area Director. The official press contact for the IETF is the I ETF
Secretariat.

The fact that those reporters who' ve gotten it wong once cone back
to | ETF nmeetings shows that it is possible to get it right
eventual ly. However, |ETF neetings are definitely not for reporters
who are naive about the |IETF process (although if you are a reporter
the fact that you are reading this docunent is a very good sign!).
Further, if you think that you'll get a hot story fromattendi ng an
| ETF neeting, you are likely to be di sappoi nted.

Considering all this, it’s not surprising that some | ETFers woul d
prefer to have the press stay as far away from neeti ngs as possi bl e.
Having a bit of press publicity for protocols that are al nost near
conpl etion and will becone significant in the industry in the next
year can be a good thing. However, it is the rare reporter who can
resi st over-hyping a nascent protocol as the next savior for the
Internet. Such stories do nuch nore harmthan good, both for the
readers of the article and for the | ETF.

The main reason why a reporter might want to attend an | ETF neeting
is not to cover hot technol ogies (since that can be done in the
confort of your office by reading the mailing lists), but to neet
peopl e face to face. Unfortunately, the npbst interesting people are
the ones who are also the busiest during the | ETF neeting, and sone
fol ks have a tendency to run away when they see a press badge.
However, |ETF neetings are excellent places to neet and speak with
docunent authors and Working Goup chairs; this can be quite val uabl e
for reporters who are covering the progress of protocols.

Reporters who want to find out about "what the IETF is doing" on a
particular topic would be well-advised to talk to nore than one
person who is active on that topic in the | ETF, and shoul d probably
try to talk to the Ws chair in any case. |It’'s inpossible to
determ ne what will happen with a draft by | ooking at the draft or
talking to the draft’s author. Fortunately, all W3 have archives
that a reporter can | ook through for recent indications about what
the progress of a draft is; unfortunately, few reporters have the
time or inclination to do this kind of research. Because the |IETF
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9.

doesn’t have a press liaison, a nmagazine or newspaper that runs a
story with errors won't hear directly fromthe | ETF and therefore
often won’t know what they did wong, so they night easily do it
again |later.

Ref er ences

9.1 Tao

Pronounced "dow', Tao is the basic principle behind the teachings of
Lao-tse, a Chinese naster. |Its faniliar synbol is the black and
white Yin-Yang circle. Taoismconceives the universe as a single
organi sm and hunman bei ngs as interdependent parts of a cosnic whole.
Tao is sonetines translated "the way," but according to Taoi st

phi | osophy the true neaning of the word cannot be expressed in words.

9.2 Useful E-nmil Addresses

agenda@etf.org Requests for agenda slots at |ETF
nmeet i ngs
ietf-info@etf.org General questions about the | ETF
ietf-registrar@etf.org Questions about registration, neeting
| ocations, and fees
ietf-request@etf.org Requests to join/leave I ETF lists
ietf-secretariat@etf.org Questions for the Secretariat
ietf-web@etf.org Web questi ons/comment s
internet-drafts@etf.org Internet Draft submnissions and queries
mnutes@etf.org Where to send Wrking G oup m nutes
proceedi ngs@etf.org | ETF Proceedi ngs Coordi nat or
i ana@ ana. org Internet Assigned Numbers Authority
rfc-ed@fc-editor.org RFC Edi t or

9.3 Useful Docunents and Files

The | ETF web site, http://ww.ietf.org, is the best source for

i nformati on about neetings, Wrking Goups, Internet Drafts, RFCs,

| ETF e-mai |l addresses, and nuch nore. Cick on "Additional
Information” to find a variety of helpful links. Internet Drafts and
ot her docunents are also available in the "ietf" directory on
anonynous FTP sites worldwide. For a listing of these sites, see:

http://ww.ietf.org/shadow htni
Check the | ESG web pages, http://www. ietf.org/iesg.htn, to find

up-to-date information about drafts processed, RFCs published, and
docunents in Last Call, as well as the nonthly | ETF status reports.
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9.4 Acronynms and Abbreviations Used in the Tao

2001

AD Area Director

BCP Best Current Practice

BOF Birds O a Feather

FAQ Frequently Asked Question(s)

FYI For Your Information (RFC)

| AB Internet Architecture Board

| ANA Internet Assigned Numbers Authority

| CANN Internet Corporation for Assigned Names and Nunbers,
http://ww. i cann. org/

|-D Internet Draft

| ESG Internet Engi neering Steering G oup,
http://ww.ietf.org/iesg. htnl

| ETF I nternet Engineering Task Force, http://ww.ietf.org/

| NET Internet Society Conference,
http://ww. i soc. org/isoc/conferences/inet/

| RTF Internet Research Task Force, http://ww.irtf.org/

| SO International Organization for Standardizati on,
http://ww.iso.ch/

| SO | EC/ JTCL
Joint Technical Committee of the International
Organi zation for Standardi zation and International
El ectrot echni cal Conmi ssion, http://ww.jtcl. org/

| SOC Internet Society, http://ww.isoc.org

| TU International Tel ecommunication Union, http://ww.itu.int

RFC Request For Comments

STD St andard (RFC)

VBC Wrld Wde Web Consortium http://ww. w3. org/

WG Wor ki ng Group

9.5 Docunents Cited in the Tao

BCP 9
BCP 10

BCP 11
BCP 14
BCP 22
BCP 25
BCP 26

RFC 1123

RFC 1796
RFC 2223

Harris

"The I nternet Standards Process"

"I AB and | ESG Sel ection, Confirmation, and Recall Process:

Operation of the Nom nating and Recall Committees”

"The Organi zations Involved in the | ETF Standards Process
"Key words for use in RFCs to Indicate Requirement Levels

"Quide for Internet Standards Witers"

"I ETF Worki ng G oup Guidelines and Procedures”
"Quidelines for Witing an | ANA Consi derati ons Section
in RFCs"

"Requirenments for Internet Hosts -- Application and
Support”

"Not Al RFCs are Standards"”

"Instructions to RFC Aut hors"
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"Consi derations for Internet Drafts,"
http://ww. ietf.org/IDnits. htni

"@Quidelines to Authors of Internet-Drafts,”
ftp://ftp.ietf.org/ietf/1lid-guidelines.txt

Security Considerations

Section 6.4.5 explains why each RFC is required to have a Security
Consi derations section, and gives sone idea of what it should and
shoul d not contain. Oher than that information, this docunent does
not touch on Internet security.

Edi tor’'s Address

Susan Harris

Merit Network, Inc.

4251 Pl ynmouth Road, Suite 2000
Ann Arbor, M 48105

EMai |l : srh@rerit.edu
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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