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Abstract
This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenment protocols in the Internet conmunity.
In particular, it describes a set of managed objects that are used to
schedul e managenent operations periodically or at specified dates and
times.
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1. Introduction

This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenent protocols in the Internet conmunity.
In particular, it describes a set of managed objects that are used to
schedul e managenent operations periodically or at specified dates and
times.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [19].

2. The SNWP Managenent Franewor k

The SNMP Managenent Framework presently consists of five major
conponent s:

0o An overall architecture, described in RFC 2271 [1].

o] Mechani snms for describing and nani ng objects and events for the
pur pose of nmanagenent. The first version of this Structure of
Managenent Information (SM) is called SMvl and described in STD
16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4]. The
second version, called SMv2, is described in STD 58, RFC 2578
[5], RFC 2579 [6] and RFC 2580 [7].

o] Message protocols for transferring managenent information. The
first version of the SNWMP nessage protocol is called SNWv1l and
described in RFC 1157 [8]. A second version of the SNVWP nessage
protocol, which is not an Internet standards track protocol, is
call ed SNMPv2c and described in RFC 1901 [9] and RFC 1906 [10].
The third version of the message protocol is called SNMPv3 and
described in RFC 1906 [10], RFC 2272 [11] and RFC 2274 [12].

o] Prot ocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protocol
operations and associated PDU fornats is described in RFC 1905
[13].

0o A set of fundanental applications described in RFC 2273 [14] and

t he vi ew based access control nechani sm descri bed in RFC 2275
[ 15].
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Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the nechanisns defined in the SM.

This nenp specifies a MB nodule that is conpliant to the SMv2. A

M B conformng to the SMvl can be produced through the appropriate
transl ations. The resulting translated M B nust be senmantically
equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Some machi ne readabl e
information in SMv2 will be converted into textual descriptions in
SMv1 during the transl ation process. However, this | oss of nachine
readabl e information is not considered to change the senantics of the
M B.

3. Overview

The M B defined in this neno provides scheduling of actions
periodically or at specified dates and tinmes. The actions can be used
to realize on-duty / off-duty schedules or to trigger managenent
functions in a distributed managenent applicati on.

Schedul es can be enabl ed or disabled by nodifying a control object.
This allows pre-configured schedul es which are activated or de-
activated by sone other nanagenent functions.

The term ‘scheduler’ is used throughout this neno to refer to the
entity which inplenments the scheduling MB and whi ch i nvokes the
actions at the specified points in tine.

3.1. Periodic Schedul es

Periodi c schedul es are based on fixed tine periods between the
initiation of schedul ed actions. Periodic schedul es are defined by
speci fying the nunber of seconds between two initiations. The tine
needed to conplete the action is usually not known by the schedul er
and does therefore not influence the next scheduling point.

| mpl enent ati ons nmust guarantee that action invocations will not occur
before their next scheduled tinme. However, inplenmentations may be
forced to delay invocations in the face of |ocal constraints (e.g., a
heavy | oad on higher-priority tasks). An accunul ation of such del ays
would result in a drift of the scheduling interval with respect to
time, and should be avoi ded.

Schedul ed actions collecting statistical data should retrieve tinme

stanps fromthe data source and not rely on the accuracy of the
periodic scheduler in order to obtain accurate statistics.
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3.
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Cal endar Schedul es

Cal endar schedul es trigger schedul ed actions at specified days of the
week and days of the nonth. Cal endar schedul es are therefore aware of
the notion of nonths, days, weekdays, hours and mi nutes.

It is possible to specify nultiple values for each cal endar item
This provides a nmechanismfor defining conplex schedules. For
exanpl e, a schedule could be defined which triggers an action every
15 m nutes on a given weekday.

Mont hs, days and weekdays are specified using the objects schedMonth,
schedDay and schedWekDay of type BITS. Setting nultiple bits to one
in these objects causes an OR operation. For exanple, setting the
bits nonday(1l) and friday(5) in schedWekDay restricts the schedul e
to Mondays and Fridays.

The bit fields for schedvbnth, schedbDay and schedWekDay are comnbi ned
usi ng an AND operation. For exanple, setting the bits june(5) and
july(6) in schedMonth and conbining it with the bits nonday(1) and
friday(5) set in schedWeekDay will result in a schedule which is
restricted to every Monday and Friday in the nonths June and July.

Wl dcarding of calendar itens is achieved by setting all bits to one.

It is possible to define cal endar schedules that will never trigger
an action. For exanple, one can define a cal endar schedul e which
shoul d trigger an action on February 31st. Schedules like this wll
sinply be ignored by the schedul er.

Final Iy, cal endar schedul es are always expressed in local tinme. A
scal ar, schedLocal Tinme is provided so that a nmanager can retrieve the
notion of local time and the offset to GMI tine.

One-shot Schedul es

One-shot Schedules are simlar to cal endar schedules. The difference
bet ween a cal endar schedul e and a one-shot schedule is that a one-
shot schedule will automatically disable itself once an action has
been i nvoked.

Time Transitions

Wien a systemis notion of time is changed for sonme reason

i npl enent ati ons of the Schedule M B nust schedul e actions
differently. One exanple of a change to a systenis notion of tinme is
when a daylight savings tinme transition occurs.
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There are two possible situations when a tine transition occurs.
First, time may be set backwards, in which case particular tines wll
appear to occur twice within the sane day. These are called

"anbi guous times’. Second, time may be set forwards, in which case
particular times will appear to not occur within a day. This are
call ed 'nonexistent tines’.

When an action is configured in the Schedule MB to occur at an

anbi guous tine during a tine transition, the action SHALL only be

i nvoked at the first occurence of the anbiguous tine. For exanple,
if an action is scheduled to occur at 2:00 am and a tine transition
occurs at 3:00 amwhich sets the clock back to 2:00 am the action
SHALL only be invoked at the first occurence of 2:00 am

When an action is configured in the Schedule MB to occur at a

nonexi stent tine, the action SHOULD be invoked i mredi ately upon a
time transition. If nmultiple actions are invoked in this way, they
SHALL be invoked in the order in which they normally would be invoked
had the tinme transition not occured. For exanple, if an action (a) is
schedul ed at 2:05 am and anot her action (b) at 2:10 am then both
actions SHOULD be invoked at 3:00 amin the order (a),(b) if the tinme
junps forward from2:00 amto 3:00 am

3.5. Actions

Schedul ed actions are nodel ed by SNWP set operations on |local MB
vari abl es. Schedul ed actions described in this MB are further
restricted to objects of type INTEGER This restriction does not
limt the useful ness of the MB. Sinple schedul es such as on-duty /
of f-duty schedul es for resources that have a status M B object (e.g.
i f Adnmi nSt at us) are possi bl e.

More conpl ex actions can be realized by triggering a nanagenent
script which is responsible for performng conplex state transitions.
A managenment script can also be used to perform SNVP set operations
on renote SNMP engi nes.

4. Definitions
DI SMAN- SCHEDULE- M B DEFI NI TIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
I nt eger 32, Unsigned32, Counter32, mb-2
FROM SNVPv2- SM

TEXTUAL- CONVENTI ON,
Dat eAndTi ne, RowSt atus, StorageType, Vari abl ePoi nter
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FROM SNWPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNWVPv 2- CONF

SnnpAdmi nString
FROM SNVP- FRAVEVWORK- M B;

schedM B MODULE- | DENTI TY
LAST- UPDATED "9811171800Z"
ORGANI ZATI ON "I ETF Di stri buted Managenent Worki ng G oup"
CONTACT- | NFO
"David B. Levi

Nortel Networks

4401 Great Anmerica Parkway

Santa Clara, CA 95052-8185

U S A
Tel : +1 423 686 0432
E-mail: dl evi @ortel networks. com

Juer gen Schoenwael der
TU Braunschwei g
Buel t enweg 74/ 75
38106 Braunschweig
Ger many
Tel : +49 531 391- 3283
E-mmi |l : schoenw@ br. cs. tu-bs. de"
DESCRI PTI ON
"This M B nodul e defines a M B which provides nechani sns
to schedul e SNMP set operations periodically or at
specific points in tine."
:={ mb-2 63}

-- The various groups defined within this MB definition:

schedbj ect s OBJECT | DENTIFI ER ::
schedNotificati ons OBJECT | DENTI FI ER : :
schedConf or mance OBJECT | DENTI FI ER : :

1
~—
(7]
o
>0
(9]
o
<
W W
WN P
—

-- Textual Conventi ons:

SnnpPduEr ror St at us :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
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"This TC enunerates the SNWPvl and SNWPv2 PDU error status
codes as defined in RFC 1157 and RFC 1905. It also adds a
pseudo error status code ‘noResponse’ which indicates a
ti meout condition."

SYNTAX | NTEGER {
noResponse(-1),
noError (0),
tooBig(1),
noSuchNane( 2),
badVal ue(3),
readonl y(4),
genErr (5),
noAccess(6),
wrongType(7),
wr ongLengt h( 8),
wr ongEncodi ng(9),
wr ongVal ue(10),
noCreation(1l1),
i nconsi stent Val ue(12),
resour ceUnavai | abl e(13),
commi t Fai | ed( 14),
undoFai | ed(15),
aut hori zati onError(16),
not Witable(17),
i nconsi st ent Nanme( 18)

-- Sonme scal ars which provide information about the local tine
-- zone.

schedLocal Ti nre OBJECT- TYPE

SYNTAX Dat eAndTi ne (SI ZE (11))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The local time used by the schedul er. Schedul es which
refer to calendar tine will use the local tinme indicated

by this object. An inplenmentation MJST return all 11 bytes
of the DateAndTi ne textual -convention so that a manager
may retrieve the offset from Gl tine."

::={ schedObjects 1}

-- The schedul e tabl e which controls the schedul er.
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dTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF SchedEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"This tabl e defines schedul ed actions triggered by
SNMP set operations."
::={ schedbjects 2 }

dEntry OBJECT- TYPE
SYNTAX SchedEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry describing a particular scheduled action."
| NDEX { schedOwner, schedNane }
::={ schedTable 1}

dEntry ::
schedOmner
schedNane
schedDescr
schedl nterva
schedWeekDay
schedMbnt h
schedDay
schedHour

schedM nut e
schedCont ext Nane
schedVari abl e
schedVal ue
schedType
schedAdni nSt at us
schedQper St at us
schedFai | ures
schedLast Fai l ure
schedlLast Fai | ed
schedSt or ageType
schedRowSt at us

= SEQUENCE {

SnnpAdni nSt ri ng,
SnnpAdni nSt ri ng,
SnnpAdni nSt ri ng,
Unsi gned32,

BI TS,

BI TS,

BI TS,

BI TS,

BI TS,
SnnpAdni nSt ri ng,
Vari abl ePoi nt er,
| nt eger 32,

| NTECER,

| NTECER,

| NTECER,
Count er 32,

SnnpPduEr r or St at us,

Dat eAndTi ne,
St or ageType,
RowsSt at us

schedOmner OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(O. . 32))
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"The owner of this scheduling entry. The exact semantics of
this string are subject to the security policy defined by
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the security adm nistrator."
::={ schedEntry 1 }

schedNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The | ocal | y-uni que, admi nistratively assigned nane for this
scheduling entry. This object allows a schedOwer to have
multiple entries in the schedTable. "

::={ schedEntry 2 }

schedDescr OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The human readabl e description of the purpose of this
scheduling entry. "

DEFVAL { '"H}

::={ schedEntry 3}

schedl nt erval OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of seconds between two action invocations of
a periodic scheduler. Inplenentations must guarantee
that action invocations will not occur before at | east
schedl nterval seconds have passed.

The schedul er must ignore all periodic schedul es that
have a schedlnterval value of 0. A periodic schedule
with a scheduling interval of 0 seconds will therefore
never invoke an acti on.

| mpl enent ati ons may be forced to delay invocations in the
face of |ocal constraints. A schedul ed managenment function
shoul d therefore not rely on the accuracy provided by the
schedul er inplenentation.”

DEFVAL { 0 }

::={ schedEntry 4 }

schedWekDay OBJECT- TYPE
SYNTAX BI TS {
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MAX- ACCESS
STATUS

DESCRI PTI ON
The set of weekdays on which the schedul ed action shoul d

t ake pl ace.

Scheduling M B

sunday(0),
nonday(1),
tuesday(2),

wednesday( 3),

t hur sday(4),
friday(5),
sat ur day( 6)

read-create
current

Setting nultiple bits wll

May 1999

i ncl ude severa

weekdays in the set of possible weekdays for this schedul e.

Setting all
weekday. "

DEFVAL { {} }
::={ schedEntry 5}

bits will

schedMont h OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS

DESCRI PTI ON
The set of nonths during which the schedul ed action shoul d

t ake pl ace.

BI TS {

j anuary(0),
february(1),
mar ch(2),
april (3),
may(4),

j une(5),
july(6),
august (7),
sept enber (8),
oct ober (9),
novenber ( 10),
decenber (11)

read-create
current

Setting nultiple bits wll

cause the scheduler to ignore the

i ncl ude severa

nmonths in the set of possible nonths for this schedul e.

Setting all
nmont h. "

DEFVAL { {} }
::={ schedEntry 6 }

& Schoenwael der

bits will

schedDay OBJECT- TYPE

SYNTAX BI TS {

di(0),

St andards Track

d2(1),

cause the scheduler to ignore the

d3(2), d4(3), d5(4),
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d6(5), d7(6), d8(7), do(8), d10(9),
di11(10), di12(11), di13(12), d14(13), dis5(14),
di6(15), di17(16), di18(17), d19(18), d20(19),
d21(20), d22(21), d23(22), d24(23), d25(24),
d26(25), d27(26), d28(27), d29(28), d30(29),
d31(30),
ri(31), r2(32), r3(33), r4(34), r5(35),
re(36), r7(37), r8(38), r9(39), r10(40),
r11(41), r12(42), ri13(43), r14(44), r15(45),
r16(46), r17(47), r18(48), r19(49), r20(50),
r21(51), r22(52), r23(53), r24(54), r25(55),
r26(56), r27(57), r28(58), r29(59), r30(60),
r31(61)

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

The set of days in a nonth on which a schedul ed action
shoul d take place. There are two sets of bits one can
use to define the day within a nonth:

Enunerations starting with the letter "d indicate a
day in a nonth relative to the first day of a nonth.
The first day of the nonth can therefore be specified
by setting the bit di1(0) and d31(30) neans the | ast
day of a nonth with 31 days.

Enunerations starting with the letter 'r’ indicate a
day in a nonth in reverse order, relative to the |ast
day of a nmonth. The last day in the nonth can therefore
be specified by setting the bit r1(31) and r31(61) neans
the first day of a nonth with 31 days.

Setting nultiple bits will include severa
of possible days for this schedule. Setting al
cause the scheduler to ignore the day within a nonth.
Setting all bits starting with the letter "d or the
letter "r’ will also cause the scheduler to ignore the
day within a nonth."

DEFVAL { {} }

::={ schedEntry 7 }

days in the set
bits will

schedHour OBJECT- TYPE
SYNTAX BI TS {
ho(0), h1(1), h2(2), h3(3), h4(4),
h5(5), h6(6), h7(7), h8(8), h9(9),
h10(10), h11(11), h12(12), h13(13), hl4(14),
h15(15), h16(16), hi17(17), h18(18), h19(19),

Levi
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h20(20), h21(21), h22(22), h23(23)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The set of hours within a day during which the schedul ed
action should take place."
DEFVAL { {} }
::={ schedEntry 8 }

schedM nut e OBJECT- TYPE
SYNTAX BI TS {

nD( 0) , (1), n2(2), mB(3), m(4),

nb(5), n6(6), n(7), n8(8), n(9),

nlO(10), nl1(11), m2(12), m3(13), m4(14),
ml5(15), nml6(16), ml7(17), m8(18), ml9(19),
n20(20), nR1(21), nR2(22), nR3(23), nR4(24),
nR25(25), nR6(26), nR7(27), nR8(28), nR9(29),
nB0(30), nB1(31), nmB2(32), nB3(33), nB4(34),
nB5(35), nB6(36), nB7(37), nB8(38), nB9(39),
mi0(40), mal(41), mi2(42), mi3(43), mi4(44),
mi5(45), mi6(46), mi7(47), mi8(48), mi9(49),
nb0(50), nbl(51), nb2(52), nb3(53), nb4(54),
nb5(55), nb6(56), nb7(57), nb8(58), nb9(59)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The set of mnutes within an hour when the schedul ed action
shoul d take pl ace."
DEFVAL { {} }
::={ schedEntry 9 }

schedCont ext Name OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(O. . 32))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The context which contains the | ocal MB variabl e pointed
to by schedvariable."

::={ schedEntry 10 }

schedVari abl e OBJECT- TYPE
SYNTAX Var i abl ePoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"An object identifier pointing to a local MB variable
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whi ch resolves to an ASN.1 primtive type of | NTEGER "
::={ schedEntry 11 }

schedVal ue OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The value which is witten to the MB object pointed to by
schedVari abl e when the schedul er i nvokes an action. The
i npl enentation shall enforce the use of access contro
rul es when performng the set operation on schedVari abl e.
This is acconplished by calling the i sAccessAl |l owed abstract
service interface as defined in RFC 2271."
::={ schedEntry 12 }

schedType OBJECT- TYPE
SYNTAX | NTEGER {
periodic(l),
cal endar ( 2),
oneshot ( 3)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The type of this schedule. The val ue periodic(1l) indicates
that this entry specifies a periodic schedule. A periodic
schedul e is defined by the value of schedinterval. The
val ues of schedWekDay, schedMonth, schedDay, schedHour
and schedM nute are ignored.

The val ue cal endar(2) indicates that this entry describes a
cal endar schedul e. A cal endar schedule is defined by the
val ues of schedWekDay, schedMonth, schedDay, schedHour and
schedM nute. The value of schedinterval is ignored. A

cal endar schedule will trigger on all local tines that
satisfy the bits set in schedWekDay, schedMonth, schedDay,
schedHour and schedM nut e.

The val ue oneshot (3) indicates that this entry describes a
one-shot schedul e. A one-shot schedule is simlar to a

cal endar schedule with the additional feature that it

di sables itself by changing in the *finished

schedOper Status once the schedule triggers an action

Changing a schedule’s type is equivalent to deleting the

ol d-type schedul e and creating a newtype one."
DEFVAL { periodic }
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::={ schedEntry 13 }

schedAdnm nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
enabl ed( 1),
di sabl ed( 2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The desired state of the schedul e."
DEFVAL { disabled }
::={ schedEntry 14 }

schedQper St at us OBJECT- TYPE

SYNTAX | NTEGER {
enabl ed( 1),
di sabl ed(2),
fini shed(3)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The current operational state of this schedule. The state
enabl ed(1) indicates this entry is active and that the
schedul er will invoke actions at appropriate times. The
di sabl ed(2) state indicates that this entry is currently
i nactive and ignored by the schedul er. The fini shed(3)
state indicates that the schedul e has ended. Schedul es
in the finished(3) state are ignored by the schedul er.

A one-shot schedule enters the finished(3) state when it
deactivates itself."
::={ schedEntry 15 }

schedFai | ures OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This variable counts the nunber of failures while invoking
the schedul ed action."

::={ schedEntry 16 }

schedLast Fai | ure OBJECT- TYPE
SYNTAX SnnpPduEr r or St at us
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The nost recent error that occured during the invocation of
a schedul ed action. The value noError(0) is returned
if no errors have occurred yet."

DEFVAL { noError }

::={ schedEntry 17 }

schedLast Fai | ed OBJECT- TYPE

SYNTAX Dat eAndTi nme
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The date and tine when the npst recent failure occured. The
val ue ' 0000000000000000'H is returned if no failure occured
since the last re-initialization of the scheduler."”

DEFVAL { ' 0000000000000000' H }
::={ schedEntry 18 }

schedSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Thi s object defines whether this scheduled action is kept
in volatile storage and | ost upon reboot or if this rowis
backed up by non-vol atile or permanent storage.

Conceptual rows having the value ‘permanent’ nust allow
write access to the columar objects schedDescr,
schedl nterval , schedCont ext Nanme, schedVari abl e, schedVal ue,
and schedAdmi nStatus. If an inplenentation supports the
schedCal endar G oup, wite access nust be also allowed to
the col umar objects schedWekDay, schedMonth, schedDay,
schedHour, schedM nute.™

DEFVAL { volatile }

::={ schedEntry 19 }

schedRowSt at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this scheduled action. A control that all ows
entries to be added and renpoved fromthis table.

The m mi num nunber of objects that need to be set during
row creation before a row can be set to ‘active’ are
schedCont ext Nane, schedVari abl e and schedVal ue. "

::={ schedEntry 20 }
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-- Notifications that are enmtted to indicate failures. The
-- definition of schedTraps nakes notification registrations
-- reversible (see STD 58, RFC 2578).

schedTraps OBJECT I DENTIFIER ::= { schedNotifications 0 }
schedAct i onFai | ure NOTI FI CATI ON- TYPE
OBJECTS { schedLast Failure, schedLastFailed }
STATUS current
DESCRI PTI ON

"This notification is generated whenever the invocation of a
schedul ed action fails."
::={ schedTraps 1 }

-- confornmance i nformati on

schedConpl i ances OBJECT | DENTI FI ER : :
schedG oups OBJECT | DENTIFI ER ::

{ schedConformance 1 }
{ schedConformance 2 }

-- conpliance statenents

schedConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNMP entities which inplenment
the scheduling MB."
MODULE -- this nodul e
MANDATORY- GROUPS {
schedG oup, schedNotificati onsG oup

}
GROUP schedCal endar G oup
DESCRI PTI ON
"The schedCal endarGoup is nandatory only for those
i npl enent ati ons that support cal endar based schedul es.”
OBJECT schedType
DESCRI PTI ON
"The val ues cal endar(2) or oneshot(3) are not valid for
i npl enent ations that do not inplenment the
schedCal endar Group. Such an inplenentation nust return
i nconsi stentVal ue error responses for attenpts to set
schedAdm nStatus to cal endar(2) or oneshot(3)."
::={ schedConpliances 1 }

schedG oup OBJECT- GROUP

OBJECTS {
schedDescr,
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schedl nt er val
schedCont ext Nane,
schedVari abl e,
schedVal ue,
schedType,
schedAdm nSt at us,
schedQper St at us,
schedFai | ur es,
schedLast Fai | ur e,
schedLast Fai | ed,
schedSt or ageType,
schedRowSt at us

}
STATUS current
DESCRI PTI ON
"A collection of objects providing scheduling capabilities."
::={ schedGoups 1 }

schedCal endar G oup OBJECT- GROUP
OBJECTS {

schedLocal Ti e,
schedWekDay,
schedMont h,
schedDay,
schedHour,
schedM nut e

STATUS current
DESCRI PTI ON

"A collection of objects providing cal endar based schedul es.
::={ schedGoups 2 }

schedNot i fi cati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
schedActionFail ure

STATUS current
DESCRI PTI ON

"The notifications emtted by the scheduler."
::={ schedGoups 3 }

END
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5.

5.

5.

Usage Exanpl es

This section presents sone exanpl es how the scheduling MB can be
used to schedule scripts with the Script MB [17] or to realize on-
duty/ of f-duty schedul es by nodifying status objects of other MB
nodul es.

1. Starting a script to ping devices every 20 minutes

It is assunmed that the schedule entry is owned by schedOmer = "joe"
and its nane is schedName = "ping". The instance identifier for the
scheduling entry is therefore 3.106.111.101.4.112.105. 110. 103.

It is further assunmed that the snmiaunchTable entry is owned by
smLaunchOmer = "joe" and its name is sniaunchNane = "pi ng-devs". The
conpl ete object identifier for the snmaunchStart object is therefore
smLaunchStart. 3. 106. 111.101.9.112. 105. 110. 103. 45. 100. 101. 118. 115. The
script lives in the context identified by the string "enginel".

The configuration of the schedul er entry which | aunches the script
every 20 mnutes would | ook as foll ows:

schedl nterval . 3. 106. 111. 101. 4. 112. 105.110. 103 = 1200

schedVal ue. 3. 106. 111. 101. 4. 112. 105.110. 103 = 0
schedCont ext Name. 3. 106. 111. 101. 4. 112. 105. 110. 103 = "engi nel”
schedVari abl e. 3. 106. 111. 101. 4. 112. 105. 110. 103 =

smLaunchStart. 3. 106.111. 101. 9. 112. 105. 110. 103. 45. 100. 101. 118. 115

schedType. 3. 106. 111. 101. 4. 112. 105. 110. 103 = peri odi c(1)

schedAdm nSt atus. 3. 106. 111. 101. 4. 112. 105. 110. 103 = enabl ed(1)
schedSt or ageType. 3. 106. 111. 101. 4. 112. 105. 110. 103 = nonVol ati | e(3)
schedRowSt at us. 3. 106. 111. 101. 4. 112. 105. 110. 103 = active(1l)

Al'l the remaining colums in the schedTabl e represent status
informati on and are not shown here.

2. Starting a script at the next Friday the 13th

It is assunmed that the schedule entry is owned by schedOmer = "joe"
and its nane is schedName = "13th". The instance identifier for the
scheduling entry is therefore 3.106.111.101.4.49.51. 116. 104.

It is further assunmed that the snmiaunchTable entry is owned by
smLaunchOmer = "joe" and its name is snLaunchNane = "ghost". The
conpl ete object identifier for the snmaunchStart object is therefore
smLaunchStart. 3. 106. 111. 101. 5. 103. 104. 111. 115. 116. The script |ives
in the context identified by the string "enginel".
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The configuration of the schedul er entry which | aunches the script on
every Friday 13th at nidni ght would | ook as foll ows:

schedWeekDay. 3. 106. 111. 101. 4. 49. 51. 116. 104 = { friday }
schedMont h. 3. 106. 111. 101. 4. 49. 51. 116. 104 = {

january, february, march, april, may, june,

july, august, septenber, october, novenber, decenber

}

schedDay. 3. 106. 111. 101. 4. 49. 51. 116. 104 = { di13 }
schedHour. 3. 106. 111. 101. 4. 49.51. 116.104 = { hO }
schedM nute. 3. 106. 111. 101. 4. 49. 51. 116.104 = { nO }

schedVal ue. 3. 106. 111. 101. 4. 49.51. 116.104 = 0

schedCont ext Nane. 3. 106. 111. 101. 4. 49. 51. 116. 104 = "engi nel"

schedVari abl e. 3. 106. 111. 101. 4. 49. 51. 116. 104 =
smLaunchStart. 3.106.111. 101.5.103.104. 111. 115. 116

schedType. 3. 106. 111. 101. 4. 49. 51. 116. 104 = oneshot ( 3)

schedAdm nSt atus. 3. 106. 111. 101. 4. 49. 51. 116. 104 = enabl ed(2)
schedSt or ageType. 3. 106. 111. 101. 4. 49.51. 116. 104 = nonVol ati |l e(3)
schedRowSt at us. 3. 106. 111. 101. 4. 49. 51. 116. 104 = active(l)

Al'l the remaining colums in the schedTabl e represent status
i nformati on and are not shown here.

5.3. Turning an interface off during weekends

Thi s exanpl e assunes that a network interface should be taken down
during weekends. The interface table (ifTable) of the IFFMB [18] is
assuned to exist in the context identified by an enpty string and the
index of the interface is iflndex = 6.

The scheduling entry which brings the interface down on every Friday
evening at 20:30 (8:30 pm) is owned by schedOamer = "bob" and its
nane i s schedName = "if-off". The instance identifier for the
scheduling entry is therefore 3.98.111.98.6.105.102. 45.111. 102. 102.

schedWeekDay. 3. 98. 111. 98. 6. 105. 102. 45. 111. 102. 102 = { friday }
schedMont h. 3. 98. 111. 98. 6. 105. 102. 45. 111. 102. 102 = {

january, february, march, april, may, june,

july, august, septenber, october, novenber, decenber

schedDay. 3. 98. 111. 98. 6. 105. 102. 45. 111. 102. 102 = {
di, d2, d3, d4, d5, d6, d7, d8, d9, dio,
dii1, di2, di3, di4, di15, di6, di7, di8, di19, d20,
d21, d22, d23, d24, d25, d26, d27, d28, d29, d30, d31

}
schedHour . 3. 98. 111. 98. 6. 105. 102. 45. 111. 102. 102 = { h20 }
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schedM nute. 3.98.111. 98. 6. 105. 102. 45. 111. 102. 102 = { nBO }

schedVal ue. 3. 98. 111. 98. 6. 105. 102. 45. 111. 102. 102 = down( 2)
schedCont ext Nane. 3. 98. 111. 98. 6. 105. 102. 45. 111. 102. 102 = ""
schedVari abl e. 3. 98. 111. 98. 6. 105. 102. 45. 111. 102. 102 =

i f Adm nStatus. 6

schedType. 3. 98. 111. 98. 6. 105. 102. 45. 111. 102. 102 = cal endar ( 2)

schedAdm nSt at us. 3. 98. 111. 98. 6. 105. 102. 45. 111. 102. 102 enabl ed(1)

schedSt or ageType. 3. 98. 111. 98. 6. 105. 102. 45. 111. 102. 102
nonVol atil e(3)

schedRowSt at us. 3. 98. 111. 98. 6. 105. 102. 45. 111. 102. 102 = active(1)

The scheduling entry which brings the interface up on every Mnday
norning at 5:30 is owned by schedOwer = "bob" and its nane is
schedNane = "if-on". The instance identifier for the scheduling
entry is therefore 3.98.111.98.5.105.102.45.111.110.

The entry in the schedTabl e which brings the interface up again on
every Monday norning at 5:30 | ooks as foll ows:

schedWeekDay. 3. 98. 111. 98. 5. 105. 102. 45. 111. 110 = { nonday }
schedMont h. 3. 98. 111. 98. 5. 105. 102. 45. 111. 110 = {

january, february, march, april, may, june,

july, august, septenber, october, novenber, decenber

}
schedDay. 3. 98. 111. 98. 5. 105. 102. 45. 111. 110 = {
di, d2, d3, d4, d5, d6, d7, d8, d9, dio,
dii1, di2, di3, di4, di15, di6, di7, di8, di19, d20,
d21, d22, d23, d24, d25, d26, d27, d28, d29, d30, d31

}
schedHour. 3.98.111.98.5.105. 102.45. 111. 110 = { h5 }
schedM nute. 3.98. 111. 98. 5. 105. 102. 45. 111. 110 = { nB80 }

schedVal ue. 3. 98. 111. 98. 5. 105. 102. 45. 111. 110 = up(1)
schedCont ext Nane. 3. 98. 111. 98. 5. 105. 102. 45. 111. 110 = "*"
schedVari abl e. 3. 98. 111. 98. 5. 105. 102. 45. 111. 110 = i f Adm nSt at us. 6

schedType. 3. 98. 111. 98. 5. 105. 102. 45. 111. 110 = cal endar (2)

schedAdm nSt atus. 3. 98. 111. 98. 5. 105. 102. 45. 111. 110 = enabl ed(1)
schedSt or ageType. 3. 98. 111. 98. 5. 105. 102. 45. 111. 110 = nonVol atil e(3)
schedRowSt at us. 3. 98. 111. 98. 5. 105. 102. 45. 111. 110 = active(1l)

A simlar configuration could be used to control other schedul es. For
exanmpl e, one could change the "if-on" and "if-off" schedules to
enabl e and di sable the periodic schedul er defined in the first
exanpl e.
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6.

Security Considerations

Schedul ed SNVP set operations nmust use the security credentials that
were present when the corresponding row in the scheduling entry was
created. An inplenentation nust therefore record and naintain the
credentials for every scheduling entry.

An i nmpl enmentati on nust ensure that access control rules are applied
when doi ng the set operation. This is acconplished by calling the
i SAccessAl | oned abstract service interface defined in RFC 2271 [1]:

statusl nformation = -- success or errorlndication
i sAccessAl | owed(
IN securityModel -- Security Model in use
IN securityNane -- principal who wants to access
IN securitylLevel -- Level of Security
IN viewlype -- read, wite, or notify view
IN context Nane -- context containing variabl eName
IN variabl eNane -- ODfor the managed obj ect

The securityMdel, securityName and securitylevel paraneters are set
to the values that were recorded when the scheduling entry was
created. The vi ewType paraneter nust select the wite view and the
cont ext Name and vari abl eNanme paraneters are taken fromthe
schedCont ext Name and schedVari abl eNane val ues of the scheduling
entry.

This MB limts scheduled actions to objects in the local MB. This
avoi ds security problens with the del egation of access rights.
However, it mght be possible for a user of this MB to own sone
schedul es that might trigger far in the future. This can cause
security risks if the security adm nistrator did not properly update
the access control lists when a user is withdrawn froman SNW

engi ne. Therefore, entries in the schedTabl e SHOULD be cl eaned up
whenever a user is renoved froman SNVP engi ne.

To facilitate the provisioning of access control by a security
admi ni strator using the View Based Access Control Mdel (VACM
defined in RFC 2275 [15] for tables in which nultiple users may need
to independently create or nodify entries, the initial index is used
as an "owner index". Such an initial index has a syntax of

SnnpAdni nString, and can thus be trivially mapped to a securityNane
or groupNane as defined in VACM in accordance with a security

policy.

Al entries in related tables belonging to a particular user wll
have the sane value for this initial index. For a given user’s
entries in a particular table, the object identifiers for the
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information in these entries will have the sane subidentifiers
(except for the "colum" subidentifier) up to the end of the encoded
owner index. To configure VACMto pernit access to this portion of
the table, one would create vacnVi ewlreeFamni |l yTable entries with the
val ue of vacnmVi ewTreeFam | ySubtree including the owner index portion
and vacnVi ewTr eeFani | yMask "wil dcardi ng" the col um subi dentifier.
More el aborate configurations are possi bl e.
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