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Tactical Radi o Frequency Conmuni cation Requirenents for |Png
Status of this Meno

This meno provides information for the Internet community. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abstract

Thi s docunent was subrmitted to the IETF IPng area in response to RFC
1550. Publication of this docunent does not inply acceptance by the
| Png area of any ideas expressed within. Conments shoul d be
submitted to the big-internet @unnari.oz.au mailing list.

Executive Sunmary

The U.S. Navy has several efforts exploring the applicability of
commerci al internetworking technology to tactical RF networks. Some
these include the NATO Communi cati on System Network Interoperability
(CSNI') project, the Naval Research Laboratory Data/Voice Integration
Advanced Technol ogy Denonstration (D/V ATD), and the Navy

Conmuni cati on Support System (CSS) architecture devel opnent.

Critical requirenents have been identified for security, nobility,
real -time data delivery applications, nulticast, and quality-of-
service and policy based routing. Address scaling for Navy
application of internet technology will include potentially very

| arge nunbers of local (intra-platforn) distributed information and
weapons systens and a small er nunber of nodes requiring gl obal
connectivity. The flexibility of the current Internet Protocol (IP)
for supporting widely different communication nmedia should be
preserved to nmeet the needs of the highly heterogeneous networks of
the tactical environnment. Conpact protocol headers are necessary for
efficient data transfer on the relatively-Iow throughput RF systens.
Mechani sms whi ch can enhance the effectiveness of an internet

dat agram protocol to provide resource reservation, priority, and
service quality guarantees are also very inportant. The broadcast
nature of many RF networks and the need for broad di ssem nation of
information to warfighting participants nmakes nulticast the genera
case for information flow in the tactical environment.
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Backgr ound

Thi s paper describes requirenents for |Internet Protocol next
generation (1Png) candidates with respect to their application to
mlitary tactical radio frequency (RF) comunicati on networks. The
foundation for these requirenents are experiences in the NATO
Conmmuni cation System Network Interoperability (CSNI) project, the
Naval Research Laboratory Data/Voice Integration Advanced Technol ogy
Denmonstration (D)V ATD), and the Navy Communi cation Support System
(CSS) architecture devel oprent.

The goal of the CSNI project is to apply internetworking technol ogy
to facilitate nmulti-national interoperability for typical mlitary
comuni cati on applications (e.g., electronic nessaging, tactical data
exchange, and digital voice) on typical tactical RF conmunication
links and networks. The International Standard Organi zation (1 SO
Open Systens | nterconnect (OSI) protocol suite, including the
Connectionl ess Network Protocol (CLNP), was selected for this project
for policy reasons. This paper will address design issues
encountered in neeting the project goals with this particular

prot ocol stack.

The D'V ATD i s focused on denbnstrating a survivable, self-
configuring, self-recovering RF subnetwork technol ogy capabl e of

si mul t aneously supporting data delivery, including nmessage transfer,
i mgery, and tactical data, and real-tinme digital voice applications.
Support for real-time interactive comunication applications was
extended to include a "white board" and other simlar applications.

| P datagram delivery is also planned as part of this denonstration
system

The CSS architecture will provide U S. Navy tactical platforns with a
broad array of user-transparent voice and data information exchange
services. This will include support for sharing and rmanagenent of
limted platform conmunication resources anong multiple warfighting
conmuni ties. Enphasis is placed on attaining interoperability with
other mlitary services and foreign allies. Utilization of

conmerci al off-the-shelf comunications products to take advantage of
exi sting econom es of scale is inportant to make any resulting system
design affordable. It is anticipated that open, voluntary standards,
and fl exible comunication protocols, such as IP, will play a key
role in neeting the goals of this architecture.

I ntroduction
Bef ore addressing any |IPng requirenents as applied to tactical RF

comuni cations, it is necessary to define what this paper neans by
"IPng requirenments". To mamintain brevity, this paper will focus on
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criteria related specifically to the design of an CSI nodel’s Layer 3
protocol format and a few ot her areas suggested by RFC 1550. There
are several additional areas of concern in applying internetwork
protocols to the mlitary tactical RF setting including routing
protocol design, address assignnent, network managenent, and resource
managenent. \While these areas are equally inportant, this paper wll
attenpt to satisfy the purpose of RFC 1550 and address issues nore
directly applicable to selection of an | Png candi date.

Scal i ng

The projection given in RFC 1550 that |Png should be able to dea
with 10 to the 12th nodes is nore than adequate in the face of
mlitary requirements. More inportant is that it is possible to
assign addresses efficiently. For exanple, although a nmilitary
platformmay have a relatively small nunber of nodes with
requirements to comrunicate with a larger, global infrastructure,
there will likely be applications of |IPng to managenent and contro

of distributed systens (e.g., specific radi o comuni cati ons equi pnent
and processors, weapons systens, etc.) within the platform This

| ocal expansion of address space requirenents nmay not necessarily
need to be solved by "sheer nunbers" of gl obally-uni que addresses but
perhaps by alternate delimtation of addressing to differentiate

bet ween gl obal | y-uni que and | ocal | y-uni que addressing. The

advant ages of a conpact internet address header are clear for
relatively | ow capacity RF networKks.

Ti mescal e, Transition and Depl oynent

The U.S. Navy and other services are only recently (the |ast few
years) beginning to design and depl oy systens utilizing open systens
i nternetworking technology. Fromthis point of view, the tine scale
for selection of IPng nust be sonewhat rapid. Qherw se, two
transition phases will need to be suffered, 1) the nove from uni que,
"stove pipe" systens to open, internetworked (e.g., |P) systens, and
then 2) a transition from depl oyed |IP-based systens to IPng. In some
sense, if an IPng is quickly accepted and wi dely inplenented, the
transition for tactical nilitary systems will be sonmewhat easier than
the enterprise Internet where a large investnent in current IP

al ready exists. However, having said this, the Departnent of Defense
as a whol e already deploys a | arge nunber of |P-capable systens, and
the issue of transition fromIP to IPng remains significant.

Security
As with any nmilitary system information security, including

confidentiality and authenticity of data, is of paranount inportance.
Wth regards to I Png, network |ayer security nechanisnms for tactical
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RF networks generally inportant for authentication purposes,

i ncludi ng routing protocol authentication, source authentication, and
user network access control. Concerns for denial of service attacks,
traffic analysis nmonitoring, etc., usually dictate that tactical RF
comuni cati on networks provide |ink |ayer security mechani sns.
Conpartnentalization and nultiple | evels of security for different
users of conmon communi cation resources call for additional security
nmechani sns at the transport |ayer or above. |In the typical tactica
RF environment, network | ayer confidentiality and, in sone cases,
even aut hentication beconmes redundant with these other security
nmechani sns.

The need for network layer security mechani snms beconmes nore critica
when the mlitary utilizes comercial teleconmunications systens or
has tactical systenms inter-connected with conmmrercial internets.

While the Network Encryption Server (NES) works in this rol e today,
there is a desire for a nore integrated, higher perfornance sol ution
in the future. Thus, to neet the nmilitary requirenent for
confidentiality and authentication, an |IPng candi date nust be capabl e
of operating in a secure nmanner when necessary, but also allow for

ef ficient operation on | owthroughput RF |inks when other security
nmechani sns are already in place.

In either of these cases, key nanagenent is extrenely inportant.

I deal |y, a conmon key nmanagenent system could be used to provide key
distribution for security mechanisnms at any |ayer fromthe
application to the link layer. As a result, it is anticipated,
however, that key distribution is a function of managenent, and
shoul d not dependent upon a particular |IPng protocol fornat.

Mobility

The definition of npbst tactical systens include nobility in sone
form Many tactical RF network designs provide neans for nenbers to
join and | eave particular RF subnets as their position changes. For
exanple, as a platformnoves out of the RF |ine-of-sight (LOS) range,
it my switch froma typical LOS RF nedia such as the ultra-high
frequency (UHF) band to a | ong-haul RF nedia such as high frequency
(HF) or satellite conmunication (SATCOM .

In some cases, such as the D)V ATD network, the RF subnet wil
performits own routing and managenent of this dynanic topol ogy.
This will be invisible to the internet protocol except for
(hopefully) subtle changes to sonme routing netrics (e.g., nore or
|l ess delay to reach a host). |In this instance, the RF subnetwork
protocols serve as a buffer to the internet routing protocols and
IPng will not need to be too concerned with nobility.
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In other cases, however, the platformmy make a dramatic change in
position and require a najor change in internet routing. |Png nust
be able to support this situation. It is recognized that an internet
protocol may not be able to cope with large, rapid changes in
topology. Efforts will be nmade to nininize the frequency of this in
a tactical RF conmunication architecture, but there are instances
when a mmj or change in topology is required.

Furthernmore, it should be realized that nobility in the tactica
setting is not limted to individual nodes noving about, but that, in
sone cases, entire subnetworks may be noving. An exanple of this is
a Navy ship with multiple LANs on board, noving through the domains
of different RF networks. |In some cases, the RF subnet will be
noving, as in the case of an aircraft strike force, or Navy

batt| egroup

FI ows and Resource Reservation

The tactical mlitary has very real requirenents for nmulti-nedia
services across its shared and inter-connected RF networks. This

i ncl udes applications fromdigital secure voice integrated with
applications such as "white boards" and position reporting for

nm ssi on planni ng purposes to |ow | atency, high priority tactical data
nmessages (target detection, identification, |ocation and headi ng
information). Because of the linmted capacity of tactical RF

net wor ks, resource reservation is extrenely inportant to contro
access to these val uabl e resources. Resource reservation can play a
role in "congestion avoidance" for these limted resources as well as
ensuring that quality-of-service data delivery requirenents are net
for nulti-nmedia conmunication

Note there is nore required here than can be net by sinple quality-
of -service (QoS) based path sel ection and subsequent source-routing
to get real-tinme data such as voice delivered. For exanple, to
support digital voice in the CSNI project, a call setup and resource
reservation protocol was designed. It was determ ned that the QS
nmechani sns provi ded by the CLNP specification were not sufficient for
our voice application path selection. Voice calls could not be
routed and resources reserved based on any single QoS paraneter
(e.g., delay, capacity, etc.) alone. Sone RF subnets in the CSN
test bed sinply did not have the capability to support voice calls.
To performresource reservation for the voice calls, the CLNP cost
metric was "hijacked" as essentially a Type of Service identifier to
I et the router know which datagrans were associated with a voice
call. The cost netric, concatenated with the source and destination
addresses were used to forma unique identifier for voice calls in
the router and subnet state tables. Voice call paths were to be
selected by the router (i.e. the "cost" metric was calculated) as a
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rul e-based function of each subnet’s capability to support voice, its
delay, and its capacity. Wile source routing provided a possible
nmeans for voice datagrans to find their way fromrouter to router,
the network address al one was not explicit enough to direct the data
to the correct interface, particularly in cases where there were
mul ti pl e comuni cati on nedia interconnecting two routers along the
path. Fortunately, exclusive use of the cost QS indicator for voice
in CSNI was able to serve as a flag to the router for packets
requiring special handling.

Wiile a sinple Type of Service field as part of an |IPng protocol can
serve this purpose where there are a |imted nunber of well known
services (CSNI has a single special service - 2400 bps digital

voi ce), a nore general technique such as RSVP' s Fl ow Specification
can support a larger set of such services. And a field, such as the
one sonetines referred to as a Flow Identification (Flow ID), can
play an inmportant role in facilitating inter-networked data

comuni cati on over these linted capacity networks.

For example, the DV ATD RF sub-network provides support for both
connectionl ess datagram delivery and virtual circuit connectivity.

To utilize this capability, an IPng could establish a virtual circuit
connection across this RF subnetwork which nmeets the requirenents of
an RSVP Fl ow Specification. By creating an association between a
particular Flow ID and the subnetwork header identifying the
established virtual circuit, an |IPng gateway could forward data
across the | ow capacity while renoving nost, if not all, of the |IPng
packet header information. The receiving gateway could re- construct
these fields based on the Flow Specification of the particular Flow
IDvirtual circuit association

In summary, a field such as a Flow Identification can serve at | east
two inportant purposes:

1) It can be used by routers (or gateways) to identify
packets with special, or pre-arranged delivery
requirenments. It is inportant to realize that it may

not always be possible to "peek" at internet packet
content for this information if certain security
considerations are nmet (e.g., an encrypted transport
| ayer).

2) It can aid nmappi ng datagram services to different

types of conmmuni cation services provided by
speci al i zed subnet/data link |ayer protocols.
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Mul ti cast

Tactical mlitary comunication has a very clear requirenent for
multicast. Efficient dissemnation of information to distributed
warfighting participants can be the key to success in a battle. 1In
nodern warfare, this information includes inmagery, the "tactica
scene" via tactical data nmessages, nessaging infornation, and real -
time interactive applications such as digital secure voice. Mny of
the tactical RF communication nedia are broadcast by nature, and
mul ti cast routing can take advantage of this topology to distribute
critical data to a large nunber of participants. The throughput
limtations inmposed by these RF nedia and the physics of potenti al
el ectroni c counter nmeasures (ECM dictate that this information be
distributed efficiently. A nulticast architecture is the genera
case for information flowin a tactical internetwork.

Quality of Service and Policy-Based Routing

Quality of service and policy based routing are of particul ar

i mportance in a tactical environment with limted conmunication
resources, linmted bandw dth, and possibl e degradati on and/or deni al
of service. Priority is a very inportant criteria in the tactica
setting. 1In the tactical RF world of limted resources (linmted
bandwi dth, radi o assets, etc.) there will be instances when there is
not sufficient capacity to provide all users with their perception of
requi red comuni cation capability. It is extrenmely inportant for a
shared, automated communi cati on systemto del egate capacity higher
priority users. Unlike the commercial world, where everyone has a
nore equal footing, it is possible in the mlitary environment to
assign priority to users or even individual datagranms. An exanple of
this is the tactical data exchange. Tactical data nessages are
general | y singl e-dat agram nmessages contai ning i nformati on on the

| ocation, bearing, identification, etc., of entities detected by
sensors. In CSNI, tactical data nessages were assigned 15 different
levels of CLNP priority. This ensured that inportant nessages, such
as a rapidly approaching eneny nissile s trajectory, were given
priority over |less inportant nessages, such as a friendly, slow
novi ng tanker’s headi ng.

Applicability

There will be a significant amobunt of applicability to tactical RF
networks. The current |IP and CLNP protocols are being given
considerable attention in the tactical RF community as a nmeans to
provi de conmuni cation interoperability across a large set of

het er ogeneous RF networks in use by different services and countries.
The applicability of IPng can only inprove with the inclusion of
features critical to supporting QoS and Policy based routing,
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security, real-time nulti-nmedia data delivery, and extended
addressing. It nust be noted that it is very inportant that the |Png
protocol headers not grow overly large. There is a sharp tradeoff
bet ween t he val ue added by these headers (interoperability, globa
addressing, etc.) and the degree of communi cati on perfornmance
attainable on linited capacity RF networks. Regardless of the data
rate that future RF networks will be capable of supporting, there is
al ways a tactical advantage in utilizing your resources nore
efficiently.

Dat agr am Ser vi ce

The dat agram servi ce paradi gm provi des nany useful features for
tactical communication networks. The "nenory" provided by datagram
headers, provides an inherent anopunt of survivability essential to
the dynamics of the tactical communication environnment. The
availability of platforms for routing and relaying is never 100%
certain in a tactical scenario. The efficiency with which nulti-cast
can be inplenmented in a connectionless network is highly critical in
the tactical environment where rapid, efficient information

di ssem nation can be a deciding factor. And, as has been proven,
with several different Internet applications and experinents, a
datagram service is capabl e of providing useful connection-oriented
and real -ti me conmuni cati on services.

Consi deration should be given in IPng to howit can co-exist with

ot her architectures such as switching fabrics which offer demand-
based control over topology and connectivity. The mlitary owns many
of its own conmuni cation resources and one of the |large problens in
managi ng the military comunication infrastructure is directing those
underlying resources to where they are needed. Traditional

managenent (SNWP, etc.) is of course useful here, but RF

comuni cati on nedia can be sonmewhat dynamically allocated. GCircuit
swi tchi ng designs offer sonme advantages here. Dial-up IProuting is
an exanple of an integrated solution. The |IPng should be capabl e of
supporting a simlar type of operation.

Support of Comuni cati on Medi a

The tactical comunication environment includes a very broad spectrum
of conmuni cati on media from shi pboard fiber-optic LANs to very | ow
data rate (<2400 bps) RF links. Many of the RF |inks, even higher
speed ones, can exhibit error statistics not necessarily well -
serviced by higher |ayer reliable protocols (i.e., TCP). In these
cases, efficient |ower |ayer protocols can be inplenented to provide
reliable datagramdelivery at the link layer, but at the cost of

hi ghly variabl e del ay perfornmance.
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It is also inportant to recognize that RF conmuni cati on cannot be
viewed fromthe |IPng designer as sinple point-to-point |inks.
Oten, highly conplex, unique subnetwork protocols are utilized to
nmeet requirenents of survivability, conmunications perfornmance with
limted bandwi dth, anti- jam and/or |ow probability of detection
requirenments. In sone of these cases IPng will be one of severa
Layer 3 protocols sharing the subnetwork.

It is understood that |IPng cannot be the panacea of Layer 3
protocols, particularly when it cones to providing special nmechanisns
to support the endangered-specie |ow data rate user. However, note
that there are many valuable | ow data rate applications useful to the
tactical user. And |ow user data rates, coupled with efficient
net wor ki ng protocols can allow nmany nore users share limted RF
bandwi dth. As a result, any nechani sms which facilitate conpression
of network headers can be considered highly valuable in an | Png
candi dat e.

Security Considerations

Security issues are discussed throughout this neno.
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