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Operational Criteria for Root Name Servers
Status of this Meno

This meno provides information for the Internet community. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abstract

Thi s docunent specifies the operational requirenents of root name
servers, including host hardware capacities, nanme server software
revi sions, network connectivity, and physical environment.

1 - Rationale and Scope

1.1. Historically, the nanme servers responsible for the root (".")
zone have al so been responsible for all international top-Ieve
domains (i TLD s, for exanple: COM EDU, |INT, ARPA). These nane
servers have been operated by a cadre of highly capable vol unteers,
and their adninistration has been | oosely coordinated by the NIC
(first SRI-NIC and now InterNIC). Utinmate responsibility for the
correct operation of these servers and for the content of the DNS
zones they served has always rested with the | ANA

1.2. As described in [Postel 96], many new TLD s may be created
shortly. Servers for all new and existing iTLD s will be subject to
the operational requirenments given in [Postel 96]. The set of servers
for the root (".") zone is likely to becone disjoint fromthe set of
servers for any TLD or group of TLD s, including those maintai ned by
the InterN C
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1.3. In spite of the simlarities in operational requirenents between
the servers for the i TLD s and the servers for the root (".") zone,
they are in fact different server sets with different adm nistrators
and slightly different operational requirenents. It is likely that
many contry code tld servers will have even nore divergent

operational requirenents. That said, the requirenents set down in
this docunent could be successfully applied to any nanme server

(whet her root, top level, or any other level), but nmay be nore
draconi an than necessary for servers other than those of the root
(".") zone.

Di sclainmer: The selection of nane server |ocations and
admi ni strators, and the procedures for addressing
nonconpl i ance with these stated operationa
requi rements, are outside the scope of this docunent.

Definition: For the purpose of this docunent, the term "zone naster"
shall be used to designate the adninistrative owner of
the content of a zone. This person is expected to have
final responsibility for the selection and correct
operation of all of the zone's servers. For the root
(".") zone, this is the | ANA

Oper ati onal Requirenents

2.1. Nanme server software. The zone master shall initially and
periodically choose a name server package to run on all of the zone’'s
servers. It is expected that the BIND server will be used, at |east
initially, and that new versions or other servers will be specified

fromtine to tine.

Rationale: This requirement is based on the wi de and free
availability of BIND s source code, and the active
anal ysi s and devel opnent it constantly receives from
several nenbers of the |ETF.

Nane server software upgrades will be specified and schedul ed by the
zone master, and nmust occur on all of a zone's servers within a
speci fied 96 hour w ndow.

Rationale: |In sone cases it has proven necessary to "cold start" a
zone’'s servers in order to clear out oscillating bad
data. By forcing all software upgrades to happen at
about the sane tinme, it will be possible to coordinate
a software change with a zone content change.

Manni ng & Vi xi e I nf or mat i onal [ Page 2]



RFC 2010 DNSSVR Criteria Oct ober 1996

2.2. UDP checksunms. UDP checksuns must be generated when sendi ng
dat agrans, and verified when receiving them

Rati onal e Sone vendors turn off UDP checksuns for perfornmance
reasons, citing the presence of MAC-|evel frame checks
(CRC, for exanple) as "strong enough." This has been
a disaster in actual practice.

2.3. Dedicated host. A nanme server host should have no ot her
function, and no |login accounts other than for system or network
admini strators. No other network protocols should be served by a
nane server host (e.g., SMIP, NNTP, FTP, et al). If loginis
permitted fromother than the system console, then the | ogin service
nmust be by encrypted channel (e.g., Kerberized and encrypted
rlogin/telnet, the secure shell (SSH), or an equivilent).

Rational e: Each additional service perforned by a host makes it
less reliable and potentially | ess secure, as well as
conplicating fault isolation procedures. Wile nane
servi ce does not consune very nmuch in the way of system
resources, it is thought best that a host do a few
things well rather than many things poorly.

2.4. dock synchronization. A nane server host should synchronize
its clock using the NTP protocol (currnet version) with

aut hentication. At |east two NTP servers should be used. As an
exception to section 2.3 above, a nanme server host can be an NTP
server as well.

Rational e: For distributed fault isolation reasons, synchronized
time stanps in systemevent |ogs are quite hel pful
NTP is easily spoofed by UDP bl ast attacks, thus the
requi rement for authentication between the nane server
host and its NTP servers. A nane server host is
all owed to be an NTP server because it has been
observed that a single host running both name service
and stratum 1l NTP is still quite reliable and secure.

2.5. Network interfaces. Name servers nust send UDP responses with
an | P source address (and UDP source port nunber) equal to the IP
destination address (and UDP destination port nunber) of the request.
Al so, a name server night have multiple real interfaces, but only one
will be advertised in the zone’s NS RRset and associ ated gl ue A RRs.
The advertised address should be that of the "best" interface on the
host, in terns of network performance and reliability to the | argest
nunber of destinations.
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Rationale: While not required by [ RFC1035], nmany extant DNS
i npl ementations require the source address and port of
a reply to match the destination address and port to
whi ch the request was sent. The nunber of advertised
addresses is limted to one (1) so that DNS del egation
responses containing this nane server can be as short
as possi bl e.

2.6. Physical environment. A nanme server host nust be located in a
secure space such as a | ocked conmputer roomor a data center with
restricted access. The power supply should be redundant, using
batteries, generators or sone other neans to protect against utility
power failures. Network connectivity should be redundant, so that a
single wide area line failure cannot conpletely isolate the nane
server host fromthe rest of the network.

2.7. Network security. The system and network adm nistrators should
educat e thensel ves about potential threats, and stay current on CERT
bul I etins regardi ng network breakins. The systemstaff should
periodically audit the nane server host’s activity |ogs and be able
to detect breakins during or after the fact.

2.8. Host performance. As of the tinme of this witing, a nane server
nmust be able to answer 1,200 UDP transactions per second with | ess
than 5 nilliseconds of average | atency. Because the network is still
growi ng at a high rate, the ability to grow to 2,000 transactions per
second and still support a 5 mllisecond latency is highly desirable.
Note that this requirement affects both the host and t he network
infrastructure to which that host is attached.

2.9. Response tinme. The administrators responsible for a nane server
wWill respond to e-mail trouble reports within 24 hours. Personne

i ssues such as vacations and illness will cause responsibilities to
be del egated and/or reassigned rather than ignored. After hours

t el ephone nunbers nust be nade available to the zone master for
nonpubl i shed use in energencies. An escal ation contact nanme, e-nmai
address, and tel ephone nunber will also be made available to the zone
master in the event of nonresponse through the normal channel.

2.10. Zone transfer access control. The nanme server shall be
configured so that outbound zone transfers are pernitted only to
destinations on the server’s | ocal networks, and to whichever
networ ks the zone master designates for renote debuggi ng purposes.

Manni ng & Vi xi e I nf or mat i onal [ Page 4]



RFC 2010 DNSSVR Criteria Oct ober 1996

Rational e: Zone transfers can present a significant |oad on a nane
server, especially if several transfers are started
si mul t aneously agai nst the sane server. There is no
operational reason to allow anyone outside the nane
server’s and zone's adm nistrators to transfer the
entire zone.

2.11. Zone transfer protocol. DNS AXFR shall be used in preference
to FTP or any other non-DNS transfer protocol. DNS NOTIFY (see

[ NOTI FY]) and DNS | XFR (see [I XFR]) shall be supported and enabl ed
when avail abl e.

Rationale: Historically, the conmon inplenentations of DNS
(a.k.a., BIND) did not support zone transfer of the
root (".") zone due to progranmming errors. Thus, FTP
was used. In the future, DNS inplenentations which do
not support zone transfer of all zones will not be
consi dered suitable for use as root name servers. The
benefits of [IXFR] and [ NOTI FY] shoul d be obvi ous.

2.12. Recursion shall be disabled for queries.

Rational e Recursion is a major source of cache pollution, and can
be a major drain on nane server performance. An
organi zation's recursive DNS needs shoul d be served by
sone other host than its root name server(s). An
exception is made for mssing glue since it’s possible
that gl ue needed for sone del egations will not be
wi thin or beneath any zone for which the server is
authoritative. Such glue nust be fetched via
recursive | ookups to other servers.

2.13. Qutages shall be reported. Al outages, scheduled or not,
shall be reported to the zone master via e-mail. |[If an outage is
unschedul ed or if an outage is scheduled less than 24 hours in
advance, then an additional notification of the zone master shall be
made via tel ephone. Extended or repeated outages nmay beget speci al
handl i ng by the zone master.

2.14. Inverse nanme | ookups. The PTR RR associated with a server’s
primary interface address (that is, the address shown in in the
zone' s del egation) shall have its target specified by the zone
mast er .
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Rational e: Since each organi zation has |ocal control of their
network’s PTR RRs, and since it is necessary for the
correct operation of sonme software that the forward and
reverse | ookups have synmmetrical results, it is |eft
up to the zone master to select the name for each
authority server’s prinary address.

3 - Possible Selection Criteria

3.1. Host population. A server’'s location on the network should be
such that it has a low I P hop count to a high nunber of end hosts.
Duplication of service should be avoi ded, such that any given set of
end hosts needs to have a low | P hop count to at nobst one authority
server for any given zone.

3.2. Infrastructure diversity. A server’s l|ocation on the network

shoul d be such that nost failures capable of isolating it froma

| arge nunber of end hosts are diverse fromthe failures capabl e of

simlarly isolating other authority servers for the sane zone(s).
4 - Security Considerations

See section 2.7.
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