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Abstract
Thi s docunent defines two Session Description Protocol (SDP)
attributes: "group" and "md". They allow to group together several
"m' lines for two different purposes: for |ip synchronization and for

receiving nedia froma single flow (several nedia streanms) that are
encoded in different formats during a particul ar session, on
different ports and host interfaces.
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1. Introduction
An SDP session description typically contains one or nore nedia lines
- they are comonly known as "m' [ines. Wen a session description
contains nore than one "ni' Iine, SDP does not provide any neans to
express a particular relationship between two or nore of them \When
an application receives an SDP session description with nore than one
"m' line, it is up to the application what to do with them SDP does

not carry any information about grouping nmedia streans.

Wi | e
band,

expres
descri
ext ens

2. Termn

In thi

in sone environnents this informati on can be carried out of

it would be desirable to have extensions to SDP that allow the
sion of how different nedia streans within a session

ption relate to each other. This docunent defines such

i ons.

ol ogy
s docunent, the key words "MJST", "MJST NOT", "REQU RED',

"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in BCP 14, RFC 2119

[1] an

Canmarillo

d indicate requirenment |evels for conpliant inplenmentations.
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3. Media Streamldentification Attri bute

A new "nedia streamidentification" nmedia attribute is defined. It
is used for identifying nedia streanms within a session description.
Its formatting in SDP [2] is described by the follow ng BNF:

md-attribute
identification-tag

"a=m d:" identification-tag
t oken

The identification tag MJST be unique within an SDP session
descri ption.

4. Group Attribute

A new "group"” session-level attribute is defined. It is used for
groupi ng together different nmedia streans. Its formatting in SDP is
descri bed by the foll owi ng BNF:

"a=group:" semantics
*(space identification-tag)
semantics ="LS" | "FD

group-attribute

Thi s docunent defines two standard senmantics: LS (Lip

Synchroni zation) and FID (Flow Identification). Further semantics
need to be defined in a standards-track docunment. However, defining
new semantics apart fromLS and FID is discouraged. Instead, it is
RECOVMENDED t o use other session description nechanisns such as
SDPng.

5. Use of "group" and "mni d"

Al'l the "ni' lines of a session description that uses "group" MJST be
identified with a "md" attribute whether they appear in the group
line(s) or not. |If a session description contains at |east one "ni

line that has no "m d" identification the application MJST NOT
perform any grouping of nedia lines.

"a=group" lines are used to group together several "ni lines that are
identified by their "md" attribute. "a=group"” lines that contain
identification-tags that do not correspond to any "nf' line within the
sessi on description MJUST be ignored. The application acts as if the
"a=group” line did not exist. The behavior of an application
receiving an SDP with grouped "nt' lines is defined by the semantics
field in the "a=group” line.
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There MAY be several "a=group"” lines in a session description. Al
the "a=group” lines of a session description MAY or MAY NOT use the
same semantics. An "m' line identified by its "nid" attribute MAY
appear in nore than one "a=group" line as long as the "a=group" lines
use different semantics. An "m line identified by its "md"

attri bute MJUST NOT appear in nore than one "a=group” line using the

sane senanti cs.
6. Lip Synchronization (LS)

An application that receives a session description that contains "nf
lines that are grouped together using LS semantics MJST synchroni ze

t he pl ayout of the corresponding nedia streans. Note that LS
semantics not only apply to a video streamthat has to be
synchroni zed with an audio stream The playout of two streans of the
same type can be synchroni zed as well.

For RTP streans synchronization is typically perforned using RTCP
whi ch provides enough information to map tine stanps fromthe
different streanms into a wall clock. However, the concept of nedia
stream synchroni zati on MAY al so apply to nedia streans that do not
make use of RTP. If this is the case, the application MJST recover
the original timng relationship between the streans using whatever
avai | abl e nechani sm
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6.1 Exanple of LS

The foll owi ng exanpl e shows a session description of a conference
that is being nmulticast. The first nedia stream (md:1) contains the
voi ce of the speaker who speaks in English. The second nedia stream
(md:2) contains the video conponent and the third (md:3) nedia
streamcarries the translation to Spanish of what he is saying. The
first and the second nedia streans MJST be synchroni zed.

v=0

o=Laura 289083124 289083124 I N | P4 one. exanpl e. com
t=0 0

c=IN I P4 224.2.17.12/ 127

a=group:LS 1 2

mraudi o 30000 RTP/ AVP 0O

a=md: 1

mevi deo 30002 RTP/ AVP 31

a=md: 2

mraudi o 30004 RTP/ AVP 0O

i =Thi s medi a stream contains the Spanish translation

a=md: 3
Note that although the third nmedia streamis not present in the group
line, it still MJST contain a md attribute (md:3), as stated
bef ore.

7. Flow Identification (FID)

An "m' line in an SDP session description defines a nedia stream
However, SDP does not define what a nedia streamis. This definition
can be found in the RTSP specification. The RTSP RFC [5] defines a
medi a streamas "a single nedia instance, e.g., an audio streamor a
video streamas well as a single whiteboard or shared application
group. Wen using RTP, a stream consists of all RTP and RTCP packets
created by a source within an RTP session".

This definition assunes that a single audio (or video) stream naps
into an RTP session. The RTP RFC [6] defines an RTP session as
follows: "For each participant, the session is defined by a
particular pair of destination transport addresses (one network
address plus a port pair for RTP and RTCP)"

Whil e the previous definitions cover the nost conmon cases, there are
situations where a single nedia instance, (e.g., an audio streamor a
video strean) is sent using nore than one RTP session. Two exanples
(anong rmany others) of this kind of situation are cellular systens
using SIP [3] and systens receiving DIM-F tones on a different host
than the voice
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7.1 SIP and Cel | ul ar Access

Systens using a cellular access and SIP as a signalling protocol need
to receive nedia over the air. During a session the nmedia can be
encoded using different codecs. The encoded nedia has to traverse
the radio interface. The radio interface is generally characterized
by being bit error prone and associated with relatively high packet

transfer delays. |In addition, radio interface resources in a
cellul ar environnent are scarce and thus expensive, which calls for
speci al neasures in providing a highly efficient transport. |n order

to get an appropriate speech quality in conbination with an efficient
transport, precise know edge of codec properties are required so that
a proper radio bearer for the RTP session can be configured before
transferring the nmedia. These radio bearers are dedi cated bearers
per nedia type, i.e., codec.

Cel lul ar systens typically configure different radi o bearers on
different port numbers. Therefore, incom ng nedia has to have
different destination port nunbers for the different possible codecs
in order to be routed properly to the correct radi o bearer. Thus,
this is an exanple in which several RTP sessions are used to carry a
singl e nedia instance (the encoded speech fromthe sender).

7.2 DTMF Tones

Sone voi ce sessions include DTMF tones. Sonetinmes the voice handling
is performed by a different host than the DTMF handling. It is
conmon to have an application server in the network gathering DIMF
tones for the user while the user receives the encoded speech on his
user agent. In this situations it is necessary to establish two RTP
sessions: one for the voice and the other for the DIMF tones. Both
RTP sessions are logically part of the same nedia instance.

7.3 Media Flow Definition

The previous exanpl es show that the definition of a nedia streamin
[5] do not cover sone scenarios. It cannot be assuned that a single
nmedi a i nstance maps into a single RTP session. Therefore, we

i ntroduce the definition of a nmedia flow

Media fl ow consists of a single nedia instance, e.g., an audi o stream
or a video streamas well as a single whiteboard or shared
application group. Wen using RTP, a nedia flow conprises one or
nmore RTP sessions.
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7.4 FID Semanti cs

Several "nm' lines grouped together using FID semantics forma nedi a
flow. A nedia agent handling a nedia flow that conprises several "nfi
I ines MUST send a copy of the nedia to every "nf' line part of the
flow as long as the codecs and the direction attribute present in a
particular "ni' line allowit.

It is assunmed that the application uses only one codec at atine to
encode the nedia produced. This codec MAY change dynam cally during
the session, but at any particular nonent only one codec is in use.

The application encodes the nedia using the current codec and checks
one by one all the "nf lines that are part of the flow |If a
particular "nm line contains the codec being used and the direction
attribute is "sendonly" or "sendrecv', a copy of the encoded nedia is
sent to the address/port specified in that particular nedia stream

If either the "mi' Iine does not contain the codec being used or the
direction attribute is neither "sendonly" nor "sendrecv', nothing is
sent over this nedia stream

The application typically ends up sending nedia to different

destinations (1P address/port number) dependi ng on the codec used at
any noment.
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7.4.1 Exanples of FID

The session description below m ght be sent by a SIP user agent using
a cellular access. The user agent supports GSM on port 30000 and AMR
on port 30002. When the renpte party sends GSM it will send RTP
packets to port nunmber 30000. Wen AMR is the codec chosen, packets
will be sent to port 30002. Note that the renpte party can switch
bet ween bot h codecs dynamically in the mddl e of the session.

However, in this exanple, only one nedia streamat a tine carries
voice. The other renmains "muted" while its correspondi ng codec is
not in use.

v=0

o=Laura 289083124 289083124 IN I P4 two. exanpl e. com

t=0 0

c=IN P4 131.160.1.112

a=group: FID 1 2

mraudi o 30000 RTP/ AVP 3

a=rtpmap: 3 GSM 8000

a=md: 1

mraudi o 30002 RTP/ AVP 97

a=rtpmap: 97 AMR/ 8000

a=fntp: 97 node-set=0, 2,5, 7; node-change- peri od=2;
node- change- nei ghbor; maxfranmes=1

a=md: 2

(The linebreak in the fntp |ine accommpdates RFC formatting
restrictions; SDP does not have continuation lines.)

In the previous exanple, a systemreceives nedia on the sane |IP

address on different port nunbers. The follow ng exanple shows how a
system can receive different codecs on different |IP addresses.
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v=0

o=Laura 289083124 289083124 IN | P4 three.exanpl e.com
t=0 0

c=INI1P4 131.160.1.112

a=group:FID 1 2

mraudi o 20000 RTP/ AVP 0

c=IN1P4 131.160.1.111

a=rtpmap: 0 PCMJ 8000

a=md: 1

mraudi o 30002 RTP/ AVP 97

a=rtpmap: 97 AMR/ 8000

a=fm p: 97 node-set=0, 2,5, 7; node-change- peri od=2
node- change- nei ghbor; maxframes=1

a=m d: 2

(The linebreak in the fntp |ine acconodates RFC formatting
restrictions; SDP does not have continuation lines.)

The cellular ternminal of this exanmple only supports the AMR codec.
However, many current |P phones only support PCM (payload 0). In
order to be able to interoperate with them the cellular term nal
uses a transcoder whose |P address is 131.160.1.111. The cellular
terminal includes in its SDP support for PCM at that |P address.
Renote systenms will send AMR directly to the terminal but PCMw Il be
sent to the transcoder. The transcoder will be configured (using
what ever nethod) to convert the incomng PCMaudio to AMR and send it
to the term nal.

The next exanpl e shows how the "group" attribute used with FID
semantics can indicate the use of two different codecs in the two
directions of a bidirectional nedia stream

aura 289083124 289083124 IN I P4 four.exanpl e.com
0

N I1P4 131.160.1.112

a=group: FID 1 2

mFaudi o 30000 RTP/ AVP 0O

a=md: 1

mFaudi o 30002 RTP/ AVP 8

a=recvonly

a=md: 2

O ~+To <
I

—Oor- o

A user agent that receives the SDP above knows that at a certain
monent it can send either PCMu-law to port nunber 30000 or PCM A-1 aw
to port nunmber 30002. However, the nedia agent al so knows that the
other end will only send PCM u-Iaw (payl oad 0).

Camarillo et. al. St andar ds Track [ Page 9]



RFC 3388 Groupi ng of Media Lines in SDP Decenber 2002

The follow ng exanpl e shows a session description with different "ni
i nes grouped together using FID semantics that contain the sane

codec.
v=0
o=Laura 289083124 289083124 IN I P4 five.exanple.com
t=0 0
c=IN1P4 131.160.1.112

a=group: FID 1 2 3

nmFaudi o 30000 RTP/ AVP 0O
a=md: 1

nmFaudi o 30002 RTP/ AVP 8
a=md: 2

nmFaudi o 20000 RTP/ AVP 0O 8
c=INIP4 131.160.1.111
a=recvonly

a=md: 3

At a particular point in tine, if the nedia agent is sending PCM u-

| aw (payload 0), it sends RTP packets to 131.160.1.112 on port 30000
and to 131.160.1.111 on port 20000 (first and third "m' lines). |If
it is sending PCM A-1aw (payl oad 8), it sends RTP packets to
131.160.1.112 on port 30002 and to 131.160.1.111 on port 20000
(second and third "m' |ines).

The systemthat generated the SDP above supports PCM u-law on port
30000 and PCM A-| aw on port 30002. Besides, it uses an application
server whose | P address is 131.160.1.111 that records the
conversation. That is why the application server always receives a
copy of the audio streamregardl ess of the codec being used at any
given nonment (it actually perfornms an RTP dunp, so it can effectively
recei ve any codec).

Remenber that if several "ni |ines grouped together using FID

semanti cs contain the sane codec the nedia agent MJST send medi a over
several RTP sessions at the sane tine.
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The | ast exanple of this section deals with DTM- tones. DITM tones
can be transnitted using a regular voice codec or can be transmtted
as tel ephony events. The RTP payload for DTM- tones treated as

t el ephone events is described in RFC 2833 [7]. Below, there is an
exanpl e of an SDP session description using FID senantics and this
payl oad type.

v=0

o=Laura 289083124 289083124 IN | P4 six.exanpl e.com
t=0 0

c=INI1P4 131.160.1.112
a=group: FID 1 2

mraudi o 30000 RTP/ AVP 0O
a=md: 1

mraudi o 20000 RTP/ AVP 97
c=IN P4 131.160.1.111
a=rtpmap: 97 tel ephone-events
a=md: 2

The renote party woul d send PCM encoded voice (payload 0) to
131.160.1.112 and DTMF tones encoded as tel ephony events to
131.160.1.111. Note that only voice or DTMF is sent at a particul ar
point of tine. When DITMF tones are sent, the first nedia stream does
not carry any data and, when voice is sent, there is no data in the
second nedia stream FID semantics provide different destinations
for alternative codecs.

7.5 Scenarios that FI D does not Cover

It is worthwhile nentioning sone scenarios where the "group"
attribute using existing semantics (particularly FID) mght seemto
be applicable but is not.

7.5.1 Parallel Encoding Using Different Codecs

FI D semantics are useful when the application only uses one codec at
atime. An application that encodes the sane nedia using different
codecs simultaneously MUST NOT use FID to group those nedia lines.
Sone systens that handl e DTMF tones are a typical exanple of parallel
encodi ng using different codecs.

Sone systens inplenent the RTP payl oad defined in RFC 2833, but when
they send DTMF tones they do not mute the voice channel. Therefore,
in effect they are sending two copies of the same DTMF tone: encoded
as voi ce and encoded as a tel ephony event. Wen the receiver gets
both copies, it typically uses the tel ephony event rather than the
tone encoded as voice. FID semantics MJST NOT be used in this
context to group both nedia streans since such a systemis not using
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alternative codecs but rather different parallel encodings for the
sane information

7.5.2 Layered Encoding

Layered encodi ng schenes encode nedia in different layers. Quality
at the receiver varies depending on the nunber of |ayers received.
SDP provides a nmeans to group together contiguous nulticast addresses
that transport different layers. The "c" |ine bel ow

c=IN P4 224.2.1.1/127/3
is equivalent to the following three "c" I|ines:
N I P4 224.2.1.1/127

I
IN | P4 224.2.1.2/127
IN | P4 224.2.1.3/127

C
C
C

FI D MUST NOT be used to group "m' lines that do not represent the
sane information. Therefore, FID MJUST NOT be used to group "nf' |ines
that contain the different |layers of |ayered encodi ng schene.

Besi des, we do not define new group semantics to provide a nore
flexible way of grouping different |ayers because the already

exi sting SDP nechani sm covers the nost useful scenari os.

7.5.3 Sane | P Address and Port Number

I f several codecs have to be sent to the sane | P address and port,
the traditional SDP syntax of |isting several codecs in the sane "ni
line MJUST be used. FID MJST NOT be used to group "m' lines with the
same | P address/port. Therefore, an SDP |ike the one bel ow MJUST NOT
be generat ed.

v=0

o=Laura 289083124 289083124 IN | P4 six.exanpl e.com
t=0 0

c=IN1P4 131.160.1.112

a=group: FID 1 2

mFaudi o 30000 RTP/ AVP 0O

a=md: 1

mFaudi o 30000 RTP/ AVP 8

a=md: 2
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The correct SDP for the session above would be the foll ow ng one:

aura 289083124 289083124 IN I P4 six. exanpl e.com

c=INI1P4 131.160.1.112
mraudi o 30000 RTP/ AVP 0 8

If two "m' lines are grouped using FID they MJUST differ in their
transport addresses (i.e., |P address plus port).

8. Usage of the "group" Attribute in SIP

SDP descriptions are used by several different protocols, SIP anbng
them W include a section about SIP because the "group" attribute
will nmost likely be used mainly by SIP systens.

SIP [3] is an application |layer protocol for establishing,
termnating and nodifying nmultinmedia sessions. SIP carries session
descriptions in the bodies of the SIP nessages but is independent
fromthe protocol used for describing sessions. SDP [2] is one of
the protocols that can be used for this purpose.

At session establishment SIP provides a three-way handshake (I NVITE-
200 OK- ACK) between end systens. However, just two of these three
nmessages carry SDP, as described in [4].

8.1 Md Value in Answers

The "nid" attribute is an identifier for a particular nedia stream
Therefore, the "md" value in the offer MJST be the same as the "m d"
value in the answer. Besides, subsequent offers (e.g., in a re-

I NVI TE) SHOULD use the sanme "nid" value for the al ready existing
nmedi a streans.

RFC 3264 [4] describes the usage of SDP in relation to SIP. The
of ferer and the answerer align their nmedia description so that the
nth nedia stream ("m=" line) in the offerer’s session description
corresponds to the nth nmedia streamin the answerer’s description.

The presence of the "group" attribute in an SDP session description
does not nmodify this behavior.

Since the "md" attribute provides a nmeans to |abel "ni' lines, it
woul d be possible to performnmedia alignnent using "mid" |abels
rather than matching nth "nf' Iines. However this would not bring any
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gain and woul d add conplexity to inplenmentations. Therefore SIP
systens MJST perform nmedia alignment matching nth |ines regardl ess of
the presence of the "group" or "md" attributes.

If a nmedia streamthat contained a particular "md" identifier in the
offer contains a different identifier in the answer the application

ignores all the "m d" and "group"” lines that m ght appear in the
session description. The followi ng exanple illustrates this
scenari o.

8.1.1 Exanple

Two SIP entities exchange SDPs during session establishment. The
I NVI TE contains the SDP bel ow

aura 289083124 289083124 IN | P4 seven. exanpl e. com
0

N I1P4 131.160.1.112

a=group: FID 1 2

mrFaudi o 30000 RTP/ AVP 0 8

a=md: 1

mFaudi o 30002 RTP/ AVP 0 8

a=md: 2

O ~+To <

—Oor o

The 200 OK response contains the follow ng SDP

o

ob 289083122 289083122 I N | P4 eigth. exanpl e. com
0

N IP4 131.160.1.113

a=group: FID 1 2

mFaudi o 25000 RTP/ AVP 0 8

O ~+To <

B
0
I

a=md: 2
mraudi o 25002 RTP/ AVP 0 8
a=md: 1
Since alignment of "m' lines is perforned based on matching of nth

lines, the first streamhad "md:1" in the INVITE and "ni d: 2" in the
200 OK. Therefore, the application MJST ignore every "nid" and
"group"” lines contained in the SDP
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A wel | - behaved SI P user agent woul d have returned the SDP below in
the 200 K

v=0

0=Bob 289083122 289083122 I N | P4 ni ne. exanpl e. com
t=0 0

c=INI1P4 131.160.1.113

a=group: FID 1 2

mFaudi o 25002 RTP/ AVP 0 8

a=md: 1

mFaudi o 25000 RTP/ AVP 0 8

a=md: 2

8.2 Group Value in Answers

A SIP entity that receives an offer that contains an "a=group” line
with semantics that it does not understand MJST return an answer

wi thout the "group” line. Note that, as it was described in the
previ ous section, the "md" lines MIST still be present in the
answer .

A SIP entity that receives an offer that contains an "a=group” line
with semantics that are understood MJUST return an answer that
contains an "a=group” line with the same semantics. The

identification-tags contained in this "a=group"” |ines MJST be the
same that were received in the offer or a subset of them (zero
identification-tags is a valid subset). When the identification-tags
in the answer are a subset, the "group" value to be used in the
sessi on MJST be the one present in the answer.

SIP entities refuse nmedia streans by setting the port to zero in the
corresponding "m' line. "a=group" lines MJUST NOT contain
identification-tags that correspond to "nf lines with port zero.

Not e that grouping of mlines MIST al ways be requested by the

of ferer, never by the answerer. Since SIP provides a two-way SDP
exchange, an answerer that requested groupi ng woul d not know whet her
the "group" attribute was accepted by the offerer or not. An
answerer that wants to group nedia |ines SHOULD i ssue anot her offer
after having responded to the first one (in a re-INVITE for

i nstance).

8.2.1 Exanple
The exanpl e bel ow shows how the callee refuses a nedia stream offered
by the caller by setting its port nunber to zero. The "md" val ue

corresponding to that nedia streamis renoved fromthe "group"” val ue
in the answer.
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SDP in the INVITE fromcaller to callee

aura 289083124 289083124 IN I P4 ten. exanpl e. com
0

N IP4 131.160.1.112

a=group: FID 1 2 3

nmFaudi o 30000 RTP/ AVP 0O

a=md: 1

nmFaudi o 30002 RTP/ AVP 8

a=md: 2

nmFaudi o 30004 RTP/ AVP 3

a=md: 3

O ~+To <
I

—Oor o

SDP in the INVITE fromcallee to caller:

b 289083125 289083125 IN | P4 el even. exanpl e. com
0

N I1P4 131.160.1.113

a=group: FID 1 3

mFaudi o 20000 RTP/ AVP 0O

a=md: 1

mFaudi o O RTP/ AVP 8

a=md: 2

mFaudi o 20002 RTP/ AVP 3

a=md: 3

O ~+To <

0
Bo
0
I

8.3 Capability Negotiation

A client that understands "group" and "nid" but does not want to make
use of themin a particular session MAY want to indicate that it
supports them If a client decides to do that, it SHOULD add an
"a=group” line with no identification-tags for every semantics it
under st ands.

If a server receives an offer that contains enpty "a=group" lines, it

SHOULD add its capabilities also in the formof enpty "a=group” |ines
to its answer.

Camarillo et. al. St andar ds Track [ Page 16]



RFC 3388 Groupi ng of Media Lines in SDP Decenber 2002

8. 3.1 Exanple

A systemthat supports both LS and FID senantics but does not want to
group any nedia streamfor this particular session generates the
foll ow ng SDP:

b 289083125 289083125 IN I P4 twel ve. exanpl e. com
0

N | P4 131.160.1. 113

a=group: LS

a=group: FI D

mFaudi o 20000 RTP/ AVP 0 8

O ~+To <

0
Bo
0
I

The server that receives that offer supports FID but not LS. It
responds with the SDP bel ow

v=0

o=Laura 289083124 289083124 IN I P4 thirteen. exanpl e.com
t=0 0

c=IN1P4 131.160.1.112

a=group: FI D

mFaudi o 30000 RTP/ AVP O

8.4 Backward Conpatibility
Thi s docunent does not define any SIP "Require" header. Therefore,
if one of the SIP user agents does not understand the "group"
attribute the standard SDP fall back nmechani sm MJST be used
(attributes that are not understood are sinply ignored).

8.4.1 Oferer does not Support "group"
This situation does not represent a probl em because groupi ng requests
are al ways performed by offerers, not by answerers. |f the offerer
does not support "group" this attribute will just not be used.

8.4.2 Answerer does not Support "group"
The answerer will ignore the "group" attribute, since it does not
understand it (it will also ignore the "md" attribute). For LS
semantics, the answerer mght decide to performor to not perform
synchroni zati on between nedi a streans.

For FID semantics, the answerer will consider that the session
conpri ses several nedia streans.

Different inplenentations would behave in different ways.
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In the case of audio and different "ni' lines for different codecs an
i npl enentation mght decide to act as a mixer with the different
i ncom ng RTP sessions, which is the correct behavior.

An inmplenmentation nmght also decide to refuse the request (e.g., 488
Not acceptable here or 606 Not Acceptable) because it contains
several "m'' lines. In this case, the server does not support the
type of session that the caller wanted to establish. |In case the
client is willing to establish a sinpler session anyway, he SHOULD
re-try the request w thout "group" attribute and only one "ni line
per fl ow.

9. Security Considerations
Using the "group" paraneter with FID semantics, an entity that
managed to nodi fy the session descriptions exchanged between the
participants to establish a multinedia session could force the
participants to send a copy of the nmedia to any particul ar
desti nati on.

Integrity mechani sm provided by protocols used to exchange session
descriptions and nmedia encryption can be used to prevent this attack.

10. | ANA Consi derati ons
Thi s docunent defines two SDP attributes: "m d" and "group".

The "nid" attribute is used to identify nmedia streanms within a
session description and its fornmat is defined in Section 3.

The "group" attribute is used for grouping together different nedia
streans and its format is defined in Section 4.

Thi s docunent defines a franework to group nmedia lines in SDP using
different semantics. Semantics to be used with this framework are
regi stered by the | ANA when they are published in standards track
RFCs.
The | ANA Consi derations section of the RFC MJUST include the foll ow ng
i nformati on, which appears in the 1ANA registry along with the RFC
nunber of the publication.

0 A brief description of the semantics.

o0 Token to be used within the group attribute. This token nmay be
of any length, but SHOULD be no nore than four characters | ong.

0 Reference to an standards track RFC.
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11.

12.

12.

12.

The only entries in the registry for the tinme being are:
Semanti cs Token Reference

Li p synchroni zation LS RFC 3388
Flow identification FID RFC 3388
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Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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