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Internet Control Message Protocol

| nt roducti on

The Internet Protocol (IP) [1] is used for host-to-host datagram
service in a systemof interconnected networks called the

Catenet [2]. The network connecting devices are call ed Gateways.
These gat eways comruni cate between thenmsel ves for control purposes
via a Gateway to Gateway Protocol (GGP) [3,4]. Cccasionally a
gateway or destination host will communicate with a source host, for
exanple, to report an error in datagram processing. For such
purposes this protocol, the Internet Control Message Protocol (ICW),
is used. |ICWMP, uses the basic support of IPas if it were a higher

| evel protocol, however, ICWP is actually an integral part of IP, and
nmust be inplenmented by every | P nodul e.

| CMP nmessages are sent in several situations: for exanple, when a
dat agram cannot reach its destination, when the gateway does not have
the buffering capacity to forward a datagram and when the gateway
can direct the host to send traffic on a shorter route.

The Internet Protocol is not designed to be absolutely reliable. The
pur pose of these control nessages is to provide feedback about
problens in the comruni cati on environment, not to make I P reliable.
There are still no guarantees that a datagramw || be delivered or a
control nmessage will be returned. Some datagranms may still be
undel i vered wi thout any report of their loss. The higher |evel
protocols that use |P nust inplement their own reliability procedures
if reliable communication is required.

The | CMP nessages typically report errors in the processing of
datagrans, to avoid the infinite regress of nessages about nessages
etc., no | CWP nessages are sent about | CMP nessages.

Message Formats

| CMP nessages are sent using the basic IP header. The first octet of
the data portion of the datagramis a ICVWP type field; the val ue of
this field determnes the format of the remaining data. Any field

| abel ed "unused" is reserved for |ater extensions and nust be zero
when sent, but receivers should not check these fields. Unless

ot herwi se noted under the individual format descriptions, the val ues
of the internet header fields are as foll ows:
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Ver si on
4

| HL
Internet header length in 32-bit words.

Type of Service
0

Total Length
Length of internet header and data in octets.

Identification, Flags, Fragnment O fset
Used in fragnentation, see [1].

Time to Live
Time to live in seconds; as this field is decrenented at each
machi ne in which the datagramis processed, the value in this
field should be at |east as great as the nunber of gateways which
this datagramwi Il traverse.

Pr ot ocol
ICVP =1

Header Checksum
The 16 bit one’s conplenment of the one’s conplenent sumof all 16
bit words in the header. For conputing the checksum the checksum
;Lftgeéhould be zero. This checksum may be replaced in the

Sour ce Address

The address of the gateway or host that conposes the | CMP nessage.
Unl ess otherwi se noted, this can be any of a gateway’ s addresses.

Desti nati on Address

The address of the gateway or host to which the nmessage shoul d be
sent.
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Destinati on Unreachabl e Message

0

1 2 3

01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

Type | Code | unused |

T T S e i S S S e i S S e Tk S S

Internet Header + 64 bits of Oiginal Data Datagram |

T T S i S e T 2 S S e Tk S S

| P Fi el ds:

Desti nati on Address

The source network and address fromthe original datagranis data.

| CMP Fi el ds:
Type
3
Code
0 = net unreachabl e;
1 = host unreachabl e;
2 = protocol unreachabl e;
3 = port unreachabl e;
4 = fragmentati on needed and DF set.

Internet Header + 64 bits of Data Datagram

The internet header plus the first 64 bits of the original
datagrami s data. This data is used by the host to match the
nessage to the appropriate process. |If a higher Ievel protoco
uses port nunbers, they are assunmed to be in the first 64 data
bits of the original datagram s data.

Descri ption

If, according to the information in the gateway’s routing tables,
the network specified in the internet destination field of a
datagramis unreachable, e.g., the distance to the network is
infinity, the gateway sends a destination unreachabl e nessage to
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the internet source host of the datagram In addition, in some
networ ks, the gateway nmay be able to determine if the internet
destination host is unreachable. Gateways in these networks may
send destination unreachabl e nessages to the source host when the
destination host is unreachable.

If, in the destination host, the I P nodul e cannot deliver the

dat agram because the indicated protocol nodule or process port is
not active, the destination host may send a destination

unr eachabl e nessage to the source host.

Anot her case is when a datagram nust be fragnmented to be forwarded
by a gateway yet the Don't Fragnment flag is on. 1In this case the
gat eway nust discard the datagram and return a destination

unr eachabl e nessage.
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Ti me Exceeded Message

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Type | Code | unused |

il s T T S S S S S i N T i ST S S S S S e e L T 2
| Internet Header + 64 bits of Oiginal Data Datagram |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| P Fields:

Desti nati on Address

The source network and address fromthe original datagranis data.

| CMP Fi el ds:
Type
11
Code
O =time to live exceeded in transit;

1 = fragnent reassenbly tine exceeded.

Internet Header + 64 bits of Data Datagram

The internet header plus the first 64 bits of the original
datagrami s data. This data is used by the host to match the
nessage to the appropriate process. |If a higher |evel protoco
uses port nunbers, they are assunmed to be in the first 64 data
bits of the original datagramnm s data.

Descri ption
If the gateway processing a datagramfinds the tine to live field
is zero it nust discard the datagram The gateway may al so notify
the source host via the tine exceeded nessage.
If a host reassenbling a fragnmented datagram cannot conplete the

reassenbly due to missing fragments within its time limt it
di scards the datagram and it nmay send a tinme exceeded nessage.
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Par anet er Probl em Message

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Type | Code | Par anet er | unused |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Internet Header + 64 bits of Oiginal Data Datagram |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| P Fields:

Desti nati on Address
The source network and address fromthe original datagranis data.

| CMP Fi el ds:

Type
12

Code
0O = problemw th option

Par anet er
If code = 0, IP option type.

Internet Header + 64 bits of Data Datagram
The internet header plus the first 64 bits of the original
datagrami s data. This data is used by the host to match the
nessage to the appropriate process. |If a higher |evel protoco
uses port nunbers, they are assunmed to be in the first 64 data
bits of the original datagramnm s data.

Descri ption
If the gateway or host processing a datagramfinds a problemwith
t he header paraneters such that it cannot conplete processing the
datagram it nust discard the datagram One potential source of
such a problemis an option that is not inplenented, or incorrect

argunents in an option. The gateway or host may al so notify the
source host via the paraneter problem nmessage.
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Source Quench Message

0

1 2 3

01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

Type | unused |

T T S e T S S S e i S S e e S S

Internet Header + 64 bits of Oiginal Data Datagram |

T T S i S e T 2 S S e Tk S S

| P Fi el ds:

Desti nati on Address

The source network and address of the original datagram s data.

| CMP Fi el ds:

Type

4

Internet Header + 64 bits of Data Datagram

The internet header plus the first 64 bits of the original
datagrami s data. This data is used by the host to match the
nessage to the appropriate process. |If a higher |evel protoco
uses port nunbers, they are assunmed to be in the first 64 data
bits of the original datagram s data.

Descri ption

A gateway may discard internet datagranms if it does not have the
buf fer space needed to queue the datagrans for output to the next
network on the route to the destination network. |f a gateway

di scards a datagram it may send a source quench nmessage to the

i nternet source host of the datagram A destination host may al so
send a source quench nessage if datagrans arrive too fast to be
processed. The source quench nessage is a request to the host to
cut back the rate at which it is sending traffic to the internet
destination. The gateway may send a source quench nessage for
every nessage that it discards. On receipt of a source quench
nessage, the source host should cut back the rate at which it is
sending traffic to the specified destination until it no |onger
recei ves source quench nessages fromthe gateway. The source host
can then gradually increase the rate at which it sends traffic to
the destination until it again receives source quench messages.
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The gateway or host nay send the source quench nessage when it
approaches its capacity limt rather than waiting until the
capacity is exceeded. This means that the data datagram which
triggered the source quench nessage may be delivered.
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Redi rect Message

0

1

2

3

01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

I Type

| Code

unused

il s T T S S S S S i N T i ST S S S S S e e L T 2
Gat eway | nternet Address
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Internet Header + 64 bits of Original

Dat a Dat agr am |

T T S i S e T 2 S S e Tk S S

| P Fi el ds:

Desti nati on Address

The source network and address of the original

| CMP Fi el ds:
Type
5
Code
0 = Redirect
1 = Redirect
2 = Redirect
3 = Redirect

dat agr ans
dat agr ans
dat agr ans

dat agr ans

Gat eway | nternet Address

f or
f or
f or

f or

t he
t he
t he

t he

Net wor k.

Host .

dat agram s dat a.

Type of Service and NetworKk.

Type of Service and Host.

Address of the gateway to which traffic for the network specified
in the internet destination network field of the origina

datagram s data shoul d be sent.

Internet Header + 64 bits of Data Datagram

The i nt er net

dat agram s dat a.

header plus the first 64 bits of the original

nessage to the appropriate process. |f a higher |evel

uses port nunbers,
bits of the original

This data is used by the host to natch the

pr ot ocol

they are assuned to be in the first 64 data
dat agram s dat a.
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Descri ption

The gateway sends a redirect nessage to a host in the follow ng
situation. A gateway, Gl, receives an internet datagramfrom a
host on a network to which the gateway is attached. The gateway,
Gl, checks its routing table and obtains the address of the next
gateway, (&, on the route to the datagranis internet destination
network, X. If & and the host identified by the internet source
address of the datagram are on the sane network, a redirect
nmessage is sent to the host. The redirect nessage advises the
host to send its traffic for network X directly to gateway & as
this is a shorter path to the destination. The gateway forwards
the original datagramis data to its internet destination
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Echo or Echo Reply Message
0 1 2 3

01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Type | unused |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Data ...
+- - - - -
| P Fi el ds:
Addr esses
The address of the source in an echo nessage will be the
destination of the echo reply nmessage. To forman echo reply
nmessage, the source and destination addresses are sinply reversed.
| P Fi el ds:
Type
8 for echo nessage;
0 for echo reply nessage.

Descri ption

The data received in the echo nessage nmust be returned in the echo
reply nessage.
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Ti mestanp or Tinmestanp Reply Message

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Type | unused |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Originate Tinmestanp |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Recei ve Ti nmest anp |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Transnit Ti nestanp |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| P Fields:

Addr esses
The address of the source in a tinestanp nessage will be the
destination of the tinmestanp reply nessage. To forma tinestanp
reply nessage, the source and destination addresses are sinply
reversed.

| P Fields:

Type
13 for tinestanp nessage;
14 for timestanp reply nessage.

Descri ption
The data received (a tinmestanp) in the nessage is returned in the
reply together with an additional tinmestanp. The tinestanp is 32

bits of mlliseconds since mdnight UT. One use of these
timestanps is described by MIls [5].
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Summary of Message Types
0 Echo Reply
3 Destination Unreachable
4 Source Quench
5 Redirect
8 Echo
11 Tine Exceeded
12 Paraneter Problem
13 Tinestanp

14 Tinmestanp Reply
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