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Abstract

Thi s docunent provides general guidelines to assist the authors of
Rel i abl e Multicast Transport (RMI) building block and protocol
instantiation definitions. The purpose of these guidelines is to
ensure that any building block and protocol instantiation definitions
produced contain sufficient information to fully explain their
operation and use. In addition these guidelines provide directions
to specify nodular and clearly defined RMI buil di ng bl ocks and
protocol instantiations that can be refined and augnented to safely
create new protocols for use in new scenarios for which any existing
protocols were not designed.
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1. Introduction

Rel i able Multicast Transport (RMI) protocols can be constructed in a
variety of ways, sonme of which will work better for certain

situations than others. It is believed that the requirenents space
for reliable nmulticast transport is sufficiently diverse that no one
protocol can neet all the requirenments [RFC2887]. However, it is

al so believed that there is sufficient commonality between the
various approaches that it should be possible to define a nunber of
bui I di ng bl ocks [ RFC3048] from which the vari ous RMI protocol s can be
construct ed.

One key benefit of this approach is that the sanme building bl ock can
be used nultiple tinmes in different protocol instantiations. Another
key benefit is that building bl ocks may be upgraded as experience and
understanding is gained. For this operation to be possible the
bui I di ng bl ock needs to be clearly defined in terns of what it does,
how it interacts with other building blocks, and howit fits into the
overall architecture of a protocol instantiation. This description
shoul d al so be sufficiently detailed so that those wi shing to inprove
upon a particular building block or protocol instantiation can do so
with a full understanding of the design decisions and tradeoffs that
were nmade earlier.

The buil di ng bl ock approach al so presents sonme dangers that nust be
wel | understood in order to avoid potential specification flaws.

The nost inportant danger is related to i nappropriate usage of
bui I di ng bl ocks. Although efforts should be made in order to produce
a nodul ar and reusabl e specification of building blocks, for

practical reasons this goal is not always fully achievable. This
results in the specification of building blocks whose applicability

i s context dependent, which in turn creates the potential for the
ri sk of co-dependence inconpatibilities between building blocks. An
exanpl e of such an inconpatibility would be situation where the
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conbi nati ons of building blocks A and B works, the conbination of
bui I di ng bl ocks B and C wor ks, however the conbination of building
bl ocks A, B, and C does not worKk.

In order to avoid misusage of and inconpatibilities between buil ding
bl ocks, any external dependency nust be highlighted in the building
bl ock specification. Furthernore, the specification nust contain a
precise applicability statenent for the building block. Conversely,
any protocol instantiation specification nust state how any buil ding
bl ock being used in it neets the protocol instantiation’s
applicability requirements. These guidelines are not intended to
repl ace the commn practice of Internet specification witing, but to
augnent themin a nanner that better fits the RMI frameworKk.

1.1. Terminol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. The Cuidelines

Thi s docunent provides guidelines for authors of the two main kinds
of RMI docunents; building block docunents and protocol instantiation
documents. The guidelines for each are as foll ows.

2.1. Building Block Docunent Cuidelines

Al'l RMI Buil ding block docunents MJUST contain sections that cover the
fol | ow ng.

2.1.1. Rationale

| ndi vi dual buil di ng bl ocks SHOULD be reusable within nultiple
protocols and MJUST provide functionality not present wthin other
buil ding blocks. If a building block is currently used in a single
protocol instantiation, then it MJST specify some functionality that
is likely to be reused in another (future) protocol instantiation.

The rational e section of a building block docunment nust clearly
define why the particular level of granularity for the functiona
deconposition resulted in that building block being chosen. If the
granularity is too small it is highly likely that the building bl ocks
will be trivial, and therefore require excessive additional effort to
realize a working protocol. Conversely, if the level of granularity
is too large, building blocks will only be usable within a single
protocol instantiation. The rationale section MJST show that the

| evel of granularity is appropriate so that neither problem occurs.
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2.1.2. Functionality

The functionality section within a building bl ock document MJST
describe all algorithms and functions contained within the building
block. In addition, the external interfaces for accessing these

al gorithnms and functions MJST be fully specified so that the building
bl ock can be conbined with other building blocks and any additi onal
functionality specified within a protocol instantiation docunment to
realize a working protocol

2.1.3. Applicability Statenent
One of the nost inportant sections of a building block docunent will

be the Applicability Statenment. The purpose of this sectionis to
provide sufficient details about the intended use of the building

bl ock so that potential authors of protocol instantiations will be
able to use the building block in conformance to its applicability
constraints. Also the Applicability Statenment section will enable

future building block docunent authors to quickly determ ne whet her
or not their particular need can be net with an existing buil ding
bl ock. For this to be possible the Applicability Statenment MJST
descri be:

0 Intended scenarios for the building block’s use.

o The building block’s known failure nodes, why they occur, and how
they can be detected.

o Alist of environmental considerations that includes but is not
l[imted to whether the building block requires nulti-source
mul ti cast or can be used in single-source only multicast networks,
satellite networks, asymetric networks, and wirel ess networKks.

o Alist of potential areas of conflict or inconpatibilities with
ot her buil di ng bl ocks.

2.1.4. Packet-Header Fields

If a building block inplements a functionality whose realization
requi res an exchange of protocol nessages between nmultiple agents,
then the building bl ock specification MJIST state what kind of
information is required and how t he exchanged occurs. This includes
detail ed description of the data format and vari ous contmuni cati on
requi rements, such as timing constraints, and network requirenents
(e.g., multicast vs. unicast delivery).
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Typically the data fornmat specification is at the |l evel of "generic
header fields" without a full bit-level header specification.
Generic header fields MAY specify additional requirenments, such as
representation precision or preferred position within the packet
header (this last constraint mght be dictated by efficiency
concerns).

A bui l ding bl ock specification MAY specify "abstract nmessages" that
carry particular information for exclusive use within the building
bl ock, however, nore frequently, it will rely on the protocol
nmessages specified in the protocol instantiation to carry the
information it needs.

The buil ding bl ock that provides Generic Router Assist functionality
is an exception to the rule stated above. For efficiency reasons,
this building block may fully specify header fields and positions of
these fields within the packet-header.

2.1.5. Requirements from other Buil ding Bl ocks

Each building block will specify a well defined piece of
functionality that is conmon to nultiple protocol instantiations.

However, this does not nean that building block definitions will be
generated in isolation fromother building blocks. For exanple, a
congestion control building block will have specific requirenents

regarding loss notification fromeither a NACK or ACK buil di ng bl ock.
The "Requirenments from other Building Blocks" section is included to
capture these requirenments so that the authors of related building

bl ocks can determ ne what functionality they need to provide in order
to use a particular building bl ock.

Specifically, the "Requirements from other Buil ding Bl ocks section"
MUST provi de a conpl ete and exhaustive enuneration of all the
requirenments that will be made upon ot her buil ding bl ocks in order
for the building block being specified to operate in its intended
manner. Requirenments that SHOULD be enunerated include but are not
limted to:

o0 Event generation for and responses to other building bl ocks.

0 Message ordering relative to nmessages from ot her buildi ng bl ocks.
2.1.6. Security Considerations

Protocol instantiations have the ultimte responsibility of

addressing security requirenents, in conformance to RFC 2357.

Security considerations rmay not be applicable to generic building
bl ocks other than a specific "security" building block. Some
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bui I di ng bl ocks, however, may raise special security issues, either
due to the nature of communication required by the building block or
due to the intended usage of the building block in a protocol
instantiation. Wen special security issues are present in a
bui I di ng bl ock, its specification MIST address themexplicitly.

An exanple of this mght be a building block that involves exchange
of data that is particularly sensitive to security attacks.

2.1.7. Codepoint Considerations

Certain Building Blocks will specify general frameworks for
describing functionality while |eaving the detail open for

i npl ementation specific algorithnms. One exanple of such a building
bl ock is the Forward Error Correction (FEC) buil ding bl ock which
describes the frami ng aspects for FEC nessage fragnents but not the
al gorithnms used to generate the redundant data.

2.1.8. Summary Checkl i st

Rati onal e
Provide justification for the building block’s existence

Provide rationale for the building block’s granularity

Functionality
Functionality contained within the building bl ock

External interfaces

Applicability Statement
I nt ended usage
Fai | ure nodes (including nmeans of detection if known)

Envi ronnment al consi derati ons
| nconpatibilities / Conflicts with other building bl ocks

Packet Header Fields
Speci fication of |ogical packet-header fields (*)

Abstract nmessages specifications (*)

Requi rements from ot her buil di ng bl ocks;
Mandat ory needs from ot her buil ding bl ocks

Security Considerations
Specify as much as possible (with respect to procedures,
al gorithnms and data encoding), wthout affecting the general
applicability of the building bl ock.

(*) May not be applicable to sone building bl ocks.
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2.

2.

2.

2.

2.

2.

Protocol Instantiation Docunent Guidelines

Protocol Instantiation docunments have one purpose: to specify how one
can conbine nultiple building blocks to construct a new fully
speci fi ed working protocol. To that end RMI Protocol Instantiation
docunents MJST contain the follow ng four sections.

1. Applicability Statenent

The applicability statement’s purpose is to frane the design space in
which the fully realized protocol will operate and to thereby enable
subsequent woul d-be RMI protocol designers to deterni ne whether or
not an existing protocol already neets their needs. For this to be
possi ble the applicability statement MJST adhere to the follow ng

gui del i nes:

1) The target application space for which the protocol is intended
MUST be clearly identified. For exanple; is the protocol to be
used for real-tinme delivery, or non-real tinme file transfer?

2) The target scale, in terns of maxi num nunber of receivers per
session, for which the protocol is intended MJST be clearly
specified. |If the protocol has an architectural limtation
resulting fromthe optim zation of another feature, such as per
packet acknowl edgnent, this SHOULD be i ncl uded.

3) The applicability statenment MJST identify the intended
environments for the protocol’s use AND |ist any environments in
whi ch the protocol should not be used. Exanple environnments that
shoul d be consi dered include asymretric networks, wrel ess
networ ks, and satellite networks.

4) Finally, all protocols have inherent weaknesses that stemfromthe
optim zation for a specific feature. These weaknesses can
mani f est in spectacul ar failure nodes when certain conditions
occur. Wen known, these conditions and the nature of how the
subsequent failure can be detected MJST be included in the
applicability statenent.

2. Architecture Definition

Protocol Instantiations define how to conbine one or nore building
bl ocks to create a working protocol. The Architecture Definition
lays out the framework for how this take place. For this framework
to be conplete, it MJIST contain the follow ng information
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2.

2.

1) An overview of the major facets of the protocol’s operation

2) Full enuneration and overview of which Building Bl ocks are used
with explicit references to their docunents that define them

3) An overview of how the aforenentioned building blocks are to be
j oi ned.

4) A discussion of the design tradeoffs nmade in the selection of the
chosen architecture.

2.3. Confornmance Statenent

The conf ormance statenent bel ow MJST be i ncluded and adhered to:

"This Protocol Instantiation docunent, in conjunction with the
foll ow ng Buil ding Bl ock docunents identified in [Iist of relevant
bui I di ng bl ock references] conpletely specifies a working reliable
nmul ti cast transport protocol that conforns to the requirenents
described in RFC 2357."

Protocol instantiation docunment authors are specifically rem nded
that RFC 2357 requires that any RMI protocol put forward for

standardi zation with the I1ETF is required to protect the network in
as much as is possible. This does not nean that RMI protocols wll
be held to a higher standard than unicast transport protocols, nerely
that they shoul d be designed to performat |east as well as unicast
transport protocols when it cones to the possibility of protocol
failure.

2.4. Functionality Definition

Bui | di ng Bl ock docunments will be inconplete in that they will specify
an abstract framework of a building block’s functionality. Conplete
algorithm c specifications for each building block along with any
addi tional functionality MJST be provided within the Protocol

I nstantiati on docunent’s functionality definition. Furthernore, this
description nust show that each building block is used in accordance
wWith its respective applicability statement. Finally the
functionality description nmust provide a description of the abstract
progranmming interface for interfacing the protocol instantiation with
the applications that will use it.
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2.2.5. Packet Formmats

Once all the functionality has been fully defined, the Protocol

I nstantiati on docunent nust define the packet formats that will be
used by the protocol. Each nessage part and the rules for their
concat enati on MUST be specified for both | Pv4 [ RFC791] and | Pv6

[ RFC2460]. Support for | PSEC [ RFC2401] MUST be explicitly shown.

In recognition of the fact that protocols will evolve and that IP
protocol nunbers are a scarce resource, protocol instantiations MJST
initially define packet formats for use over UDP [ RFC768]. et her
or not a particular Reliable Miulticast Transport protocol

i nstantiation beconmes sufficiently popular to warrant its own
protocol nunber is an issue which will be deferred until such tinme
that the protocol has been sufficiently w dely depl oyed and
under st ood.

2.2.6. Summary Checkl i st

Applicability Statement
Target application space
Target scal e
I nt ended envi ronment
Weaknesses and known fail ure nodes

Architecture Definition
Operati onal overvi ew
Bui | di ng bl ocks used
Details on how buil ding bl ocks are joi ned

Conf or mance St at enent
I ncl usi on of nandat ory paragraph

Functionality Definition
Bui I di ng bl ock al gorithm c specification
Addition functionality specification
Conpliance with building block applicability statenents
Abstract programinterface

Packet Formats

| Pv4 nmessage parts
| Pv6 nessage parts
| PSEC support
Message ordering

3. | ANA Consi derati ons

There are no explicit | ANA considerations for this docunent.
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7.

Ful I Copyright Statenent
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Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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