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Abstract
This docunent is a guide for Internet standard witers. |t defines
t hose characteristics that nake standards coherent, unanbi guous, and
easy to interpret. In addition, it singles out usage believed to

have led to unclear specifications, resulting in non-interoperable
interpretations in the past. These guidelines are to be used with
RFC 2223, "Instructions to RFC Authors".
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1 Introduction

This docunent is a guide for Internet standard witers. It offers
gui delines on howto wite a standards-track document with clarity,
preci sion, and conpl eteness. These guidelines are based on both
prior successful and unsuccessful |ETF specification experiences.
These guidelines are to be used with RFC 2223, "Instructions to RFC
Aut hors", or its update. Note that sone guidelines may not apply in
certain situations.

The goal is to increase the possibility that nultiple inplenmentations
of a protocol will interoperate. Witing specifications to these
guidelines will not guarantee interoperability. However, a

recogni zed barrier to the creation of interoperable protoco

i npl enentations is uncl ear specifications.

Many will benefit from having well-witten protocol specifications.

| npl ementers will have a better chance to conformto the protocol
specification. Protocol testers can use the specification to derive
unanbi guous testable statenents. Purchasers and users of the
protocol will have a better understanding of its capabilities.

For further information on the process for standardi zing protocols
and procedures please refer to BCP 9/RFC 2026, "The Internet

St andards Process -- Revision 3". |In addition, sonme considerations
for protocol design are given in RFC 1958, "Architectural Principles
of the Internet”

2 GCeneral Guidelines

It is inportant that nmultiple readers and inplenenters of a standard
have the sanme understanding of a docunment. To this end, information
shoul d be orderly and detailed. The follow ng are general guidelines
intended to help in the production of such a docunment. The | ESG may
require that all or some of the follow ng sections appear in a
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standards track docunent.
2.1 Discussion of Security

If the Internet is to achieve its full potential in comercial
governnental , and personal affairs, it nust assure users that their
information transfers are free fromtanpering or conpromni se. Well-
witten security sections in standards-track docunents can help
promote the confidence | evel required. Above all, new protocols and
practices nmust not worsen overall Internet security.

A significant threat to the Internet cones fromthose individuals who
are notivated and capabl e of exploiting circunmstances, events, or

vul nerabilities of the systemto cause harm |In addition, deliberate
or inadvertent user behavior nay expose the systemto attack or
exploitation. The harmcould range fromdisrupting or denying
network service, to damagi ng user systems. Additionally, information
di scl osure coul d provide the nmeans to attack another system or

reveal patterns of behavior that could be used to harm an i ndivi dual
organi zation, or network. This is a particular concern with
standards that define a portion of the Managenent |nformation Base
(MB).

St andards aut hors nust accept that the protocol they specify will be
subject to attack. They are responsible for deternining what attacks
are possible, and for detailing the nature of the attacks in the
docunment. O herwi se, they nmust convincingly argue that attack is not
realistic in a specific environnent, and restrict the use of the
protocol to that environment.

After the docunment has exhaustively identified the security risks the
protocol is exposed to, the authors nust fornulate and detail a

def ense agai nst those attacks. They nust discuss the applicable
count ermeasures enpl oyed, or the risk the user is accepting by using
the protocol. The counterneasures nmay be provided by a protocol
nmechani smor by reliance on external nechanisns. Authors should be
know edgeabl e of existing security mechani snms, and reuse themif
practical. Wen a cryptographic algorithmis used, the protoco
should be witten to permt its substitution with another algorithm
in the future. Finally, the authors should discuss inplenentation
hints or guidelines, e.g., howto deal with untrustworthy data or
peer systens.

Security measures will have an inpact within the environnment that
they are used. Perhaps users will now be constrained on what they
can do in the Internet, or will experience degradation in the speed

of service. The effects the security measures have on the protocol’s
use and perfornmance shoul d be di scussed.
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The di scussion of security can be concentrated in the Security

Consi derations section of the docunment, or throughout the docunent
where it is relevant to particular parts of the specification. An
advant age of the second approach is that it ensures security is an
integral part of the protocol’s devel opnent, rather than sonething
that is a follow on or secondary effort. |f security is discussed

t hr oughout the docunent, the Security Considerations section nust
sumari ze and refer to the appropriate specification sections. This
will insure that the protocol’s security measures are enphasi zed to
i mpl enenter and user both.

Wthin the Security Considerations section, a discussion of the path
not taken nay be appropriate. There may be several security
mechani sns that were not selected for a variety of reasons: cost or
difficulty of inplenentation, or ineffectiveness for a given network
environnent. By listing the mechanisns they did not use and the
reasons, editors can denonstrate that the protocol’s W5 gave security
t he necessary thought. |In addition, this gives the protocol’s users
the information they need to consi der whether one of the non-sel ected
mechani sns woul d be better suited to their particular requirenents.

A docunent giving further guidance on security topics is in
devel opnent. Authors should obtain a copy of the conpleted RFC to
hel p them prepare the security portion of the standard.

Finally, it is no | onger acceptable that Security Considerations
sections consist solely of statements to the effect that security was
not considered in preparing the standard.

Sone exanpl es of Security Considerations sections are found in STD
33/ RFC 1350, STD 51/ RFC 1662, and STD 53/ RFC 1939. RFC 2316, "Report
of the I AB Security Architecture Wrkshop", provides additiona
information in this topic area.

2.2 Protocol Description

St andards track docunents nust include a description of the protocol
Thi s description nust address the protocol’s purpose, intended
functions, services it provides, and, the arena, circunstances, or
any special considerations of the protocol’s use.

The authors of a protocol specification will have a great deal of
know edge as to the reason for the protocol. However, the reader is
nmore likely to have general networking know edge and experi ence,
rather than expertise in a particular protocol. An explanation of
it’s purpose and use will give the reader a reference point for
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under st andi ng the protocol, and where it fits in the Internet. The
STD 54/ RFC 2328 was recommended to the STDGU DE wor ki ng group as
providing a good exanple of this in its "Protocol Overview' section

The protocol’s general description nust also provide infornmation on
the relationship between the different parties to the protocol. This
can be done by showi ng typical packet sequences.

This also applies to the algorithns used by a protocol. A detailed
description of the algorithns or citation of readily avail able
references that give such a description is necessary.

2.3 Target Audience

RFCs have been witten with many di fferent purposes, ranging fromthe
technical to the adm nistrative. Those witten as standards should
clearly identify the intended audi ence, for exanple, designers,

i npl ementers, testers, hel p desk personnel, educators, end users, or
others. |If there are nultiple audi ences being addressed in the
docunent, the section for each audience needs to be identified. The
goal is to help the reader discover and focus on what they have
turned to the docunent for, and avoid what they may find confusing,

di verting, or extraneous.

2.4 Level of Detail

The aut hor shoul d consider what | evel of descriptive detail best
conveys the protocol’s intent. Concise text has several advantages.
It makes the docunent easier to read. Such text reduces the chance
for conflict between different portions of the specification. The
reader can readily identify the required protocol nechanisms in the
standard. In addition, it nakes it easier to identify the
requirements for protocol inplenentation. A disadvantage of concise
descriptions is that a reader may not fully conprehend the reasoning
behi nd the protocol, and thus nmake assunptions that will lead to

i npl eentation errors.

Longer descriptions nmay be necessary to explain purpose, background,
rationale, inplenentation experience, or to provide tutorial
information. This helps the reader understand the protocol. Yet,
several dangers exist with lengthy text. Finding the protoco
requirenents in the text is difficult or confusing. The sanme
mechani sm nay have mnultiple descriptions, which |eads to

m sinterpretation or conflict. Finally, it is nmore difficult to
conprehend, a consideration as English is not the native | anguage of
t he many wor| dwi de readers of | ETF standards.
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One approach is to divide the standard into sections: one descri bing
t he protocol concisely, while another section consists of explanatory
text. The STD 3/RFC 1122/ RFC 1123 and STD 54/ RFC 2328 provi des
exanpl es of this method.

2.5 Change Logs

As a docunent noves along the standards track, from Proposed to Draft
or Draft to Full, or cycles in level, it will undergo changes due to
better understanding of the protocol or inplenentation experience. To
hel p i npl enenters track the changes being nade a | og showi ng what has
changed fromthe previous version of the specification is required
(see Appendi x).

2.6 Protocol Versions

Oten the standard is specifying a new version of an existing
protocol. In such a case, the authors should detail the differences
bet ween t he previous version and the new version. This should
include the rationale for the changes, for exanple, inplenentation
experience, changes in technol ogy, responding to user denmand, etc.

2.7 Decision Hstory

I n standards devel opnent, reachi ng consensus requires naking
difficult choices. These choices are nmade through working group

di scussions or frominplenentation experience. By including the
basis for a contentious decision, the author can prevent future
revisiting of these disagreenents when the original parties have
moved on. | n addition, the know edge of the "why" is as useful to an
i npl emrenter as the description of "how'. For exanple, the
alternative not taken may have been sinpler to inplenent, so

i ncludi ng the reasons behind the choice nmay prevent future

i mpl enenters fromtaki ng nonstandard shortcuts.

2.8 Response to Qut of Specification Behavior

A detail description of the actions taken in case of behavior that is
deviant from or exceeds the specification is useful. This is an area
where inmplenenters often differ in opinion as to the appropriate
response. By specifying a common response, the standard aut hor can
reduce the risk that different inplenmentations will cone in to
conflict.

The standard shoul d describe responses to behavior explicitly

forbi dden or out of the boundaries defined by the specification. Two
possi bl e approaches to such cases are discarding, or invoking error-
handl i ng mechani sns. |f discarding is chosen, detailing the
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di sposition nmay be necessary. For instance, treat dropped frames as
if they were never received, or reset an existing connection or
adj acency state.

The specification should describe actions taken when a critical
resource or a performance-scaling linmt is exceeded. This is
necessary for cases where a risk of network degradation or
operational failure exists. 1In such cases, a consistent behavior
bet ween i npl ementations is necessary.

2.9 The Liberal/Conservative Rul e

Arule, first stated in STD 5/ RFC 791, recogni zed as havi ng benefits
in inplenentation robustness and interoperability is:

"Be liberal in what you accept, and
conservative in what you send".

O establish restrictions on what a protocol transnits, but be able
to deal with every conceivable error received. Caution is urged in
appl ying this approach in standards track protocols. It has in the
past lead to conflicts between vendors when interoperability fails.
The sender accuses the receiver of failing to be |iberal enough, and
the receiver accuses the sender of not being conservative enough.
Therefore, the author is obligated to provide extensive detail on
send and recei ve behavior.

To avoid any confusion between the two, recommend that standard

aut hors specify send and receive behavior separately. The
description of reception will require the nost detailing. For

i npl ementations are expected to continue operating regardl ess of
error received. Therefore, the actions taken to achieve that result,
need to be laid out in the protocol specification. Standard authors
shoul d concern thensel ves on achieving a | evel of cooperation that
limts network disruption, not just how to survive on the network.
The appearance of undefined information or conditions nmust not cause
a network or host failure. This requires specification on howto
attenpt acceptance of nost of the packets. Two approaches are

avail abl e, either using as much of the packet’s content as possible,
or invoking error procedures. The author should specify a dividing
Iine on when to take which approach

A case for consideration is that of a routing protocol, where
acceptance of flawed information can cause network failure. For
protocols such as this, the specification should identify packets
that could have different interpretations and nmandate that they be
rejected conpletely or the nature of the attenpt to recover sone
information fromthem For exanple, routing updates that contain
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nore data than the tuple count shows. The protocol authors shoul d
consi der whether some trailing data can be accepted as additional
routes, or to reject the entire packet as suspect because it is non-
conf or mant .

2.10 Handling of Protocol Options

Specifications with many optional features increase the conplexity of
the inmplenmentati on and the chance of non-interoperable

i npl erentations. The danger is that different inplenentations may
speci fy sone conbi nati on of options that are unable to interoperate
wi th each other.

As the docunment noves along the standard track, inplenentation

experience shall determ ne the need for each option. |Inplenentation
shal | show whet her the option should be a mandatory part of the
protocol or remain an option. |If an option is not inplenented as the

docunent advances, it nust be renoved fromthe protocol before it
reaches draft standard status.

Therefore, options shall only be present in a protocol to address a
real requirenent. For exanple, options can support future
extensibility of the protocol, a particular market, e.g., the
financial industry, or a specific network environment, e.g., a
network constrained by Iimted bandwi dth. They shall not be included
as a neans to "buy-off" a mnority opinion. Onrission of the optiona
itemshall have no interoperability consequences for the

i npl enentati on that does so.

One possi bl e approach is to docunment protocol options in a separate
specification. This keeps the nmain protocol specification clean and
makes it clear that the options are not required to inplenent the
protocol. Regardless of whether they appear within the specification
or in a separate docunent, the text shall discuss the ful

i nplications of either using the option or not, and the case for
choosing either course. As part of this, the author needs to

consi der and descri be how the options are used al ongsi de ot her
protocols. The text nust also specify the default conditions of all
options. For security checking options the default condition is on
or enabl ed.

There are occasi ons when nmutual |y exclusive options appear within the
protocol. That is, the inplenentation of an optional feature
precludes the inplenentation of the other optional feature. For
clarity, the author needs to state when to inplenent one or the
other, what the effect of choosing one over the other is, and what

Scot t Best Current Practice [ Page 8]



RFC 2360 CQuide for Internet Standards Witers June 1998

probl ens the inplenmenter or user may face. The choice of one or the
ot her options shall have no interoperability consequences between
mul tiple inplenentations.

2.11 Indicating Requirenent Levels

The BCP 14/ RFC 2119, "Key words for use in RFCs to Indicate

Requi rement Level ", defines several words that are necessary for
writing a standards track docunent. Editors of standards track
docunents nust not deviate fromthe definitions provided as they are
intended to identify interoperability requirements or limt
potentially harnful behavior. The capitalization of these words is
the accepted norm and can help in identifying an unintentional or
unr easonabl e requirenment. These words have been used in several RFCs
the first instances being STD 3/ RFC 1122/ RFC 1123.

2.12 Notational Conventions

Formal syntax notations can be used to define conplicated protocol
concepts or data types, and to specify values of these data types.
This permts the protocol to be witten w thout concern on how the
i npl erentation is constructed, or how the data type is represented
during transfer. The specification is sinplified because it can be
presented as "axi ons" that will be proven by inplenentation

The fornal specification of the syntax used should be referenced in
the text of the standard. Any extensions, subsets, alterations, or
exceptions to that formal syntax should be defined within the

st andar d.

The STD 11/ RFC 822 provides an exanple of this. |In RFC 822 (Section
2 and Appendi x D) the Backus-Naur Form (BNF) nmeta-| anguage was
extended to nake its representation snaller and easier to understand.
Anot her exanple is STD 16/ RFC 1155 (Section 3.2) where a subset of
the Abstract Syntax Notation One (ASN. 1) is defined.

The author of a standards track protocol needs to consider several
things before they use a formal syntax notation. 1s the fornal

speci fication | anguage bei ng used parseabl e by an existing nachi ne?
If no parser exists, is there enough information provided in the
specification to permt the building of a parser? |If not, it is
likely the reader will not have enough information to decide what the
notation means. In addition, the author should remenber machine
parseabl e syntax is often unreadabl e by hunans, and can make the
speci fication excessive in length. Therefore, syntax notations
cannot take the place of a clearly witten protocol description.

Scot t Best Current Practice [ Page 9]



RFC 2360 CQuide for Internet Standards Witers June 1998

2.13 | ANA Consi derati ons

The comon use of the Internet standard track protocols by the
Internet conmunity requires that unique val ues be assigned to
paraneter fields. An |ETF W5 does not have the authority to assign
these values for the protocol it devel oped. The Internet Assigned
Nunbers Authority (I ANA) is the central authority for the assighnent
of uni que paraneter values for Internet protocols. The authors of a
devel opi ng protocol need to coordinate with the | ANA the rules and
procedures to manage the nunber space. This coordination needs to be
conpleted prior to submtting the Internet Draft to the standards
track.

A docunent is in preparation that discusses issues related to
identifier assignnent policy and guidelines on specific text to task
IANA with its adnministration. Standard authors should obtain a copy
of it when it is finalized as an RFC

For further information on paraneter assignnent and current
assi gnments, authors can reference STD 2, RFC 1700, "Assigned
Nurmber s" (http://ww. i ana. org).

2.14 Network Managenent Consi derations

When rel evant, each standard needs to discuss how to rmanage the
protocol being specified. This managenent process shoul d be
conpatible with the current | ETF Standard managenent protocol. In
addition, a MB nust be defined within the standard or in a conpani on
docunment. The M B nust be conpatible with current Structure of
Managenent Information (SM) and parseable using a tool such as

SM Cng. Where managenent or a MB is not necessary this section of
the standard should explain the reason it is not relevant to the

pr ot ocol .

2.15 Scalability Considerations

The standard should establish the limtations on the scale of use,
e.g., tens of nillions of sessions, gigabits per second, etc., and
establish Iinits on the resources used, e.g., round trip tine,
computing resources, etc. This is inmportant because it establishes
the ability of the network to accommpdate the nunmber of users and the
conplexity of their relations. The STD 53/ RFC 1939 has an exanpl e of
such a section. |If this is not applicable to the protocol, an

expl anati on of why not shoul d be included.
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2.16 Network Stability

A standard shoul d di scuss the relationship between network topol ogy
and convergence behavior. As part of this, any topology that would
be troubl esome for the protocol should be identified. Additionally,
the specification should address any possi bl e destabilizing events,
and nmeans by which the protocol resists or recovers fromthem The
purpose is to insure that the network will stabilize, in atinely
fashion, after a change, and that a conbination of errors or events
will not plunge the network into chaos. The STD 34/RFC 1058, as an
exanpl e, has sections which discuss how that protocol handles the
affects of changi ng t opol ogy.

The obvious case this would apply to is a routing protocol. However,
an application protocol could also have dynam c behavi or that would
af fect the network. For exanple, a messaging protocol could suddenly
dunmp a | arge nunber of nessages onto the network. Therefore, editors
of an application protocol will have to consider possible inpacts to
network stability and convergence behavi or

2.17 Internationalization

At one tine the Internet had a geographi c boundary and was Engli sh
only. The Internet now extends internationally. Therefore, data is
interchanged in a variety of |anguages and character sets. |n order
to neet the requirenents of an international Internet, a standard
must conformto the policies stated in BCP 18/ RFC 2277, "I ETF Policy
on Character Sets and Languages".

2.18 dossary

Every standards track RFC should have a gl ossary, as words can have
many neani ngs. By defining any new words introduced, the author can
avoi d confusing or mnisleading the inplenenters. The definition
shoul d appear on the word’'s first appearance within the text of the
protocol specification, and in a separate gl ossary secti on.

It is likely that definition of the protocol will rely on many words
frequently used in | ETF docunents. All authors nust be know edgeabl e
of the common accepted definitions of these frequently used words.

FYl 18/ RFC 1983, "Internet Users’ d ossary", provides definitions
that are specific to the Internet. Any deviation fromthese
definitions by authors is strongly discouraged. |f circunstances
require deviation, an author should state that he is altering the
conmonly accepted definition, and provide rationale as to the
necessity of doing so. The altered definition must be included in
the d ossary section
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If the author uses the word as commonly defined, she does not have to
include the definition in the glossary. As a mininmum FYl 18/ RFC
1983 shoul d be referenced as a source.

3 Specific Guidelines

The followi ng are guidelines on how to present specific technical
i nformation in standards.

3.1 Packet D agrans

Most |ink, network, and transport |ayer protocols have packet
descriptions. Packet diagrams included in the standard are very
hel pful to the reader. The preferred formfor packet diagrans is a
sequence of long words in network byte order, with each word

hori zontal on the page and bit nunbering at the top

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Version| Prio. | FI ow Label |
il s T T S S S S S i N T i ST S S S S S e e L T 2

In cases where a packet is strongly byte-aligned rather than word-
aligned (e.g., when byte-boundary variable-length fields are used),
di spl ay packet diagrams in a byte-wide format. The author can use

di fferent hei ght boxes for short and | ong words, and broken boxes for
vari abl e-length fields:

01234567
T S T =
| Length N |
T S T =
I I
+ +

Addr ess
(N bytes) +
I
R e T

I
2-byte field +
I

+
I
+-
I
+
I
T
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3.2 Sumary Tabl es

The specifications of sone protocols are particularly |engthy,
someti mes covering a hundred pages or nore. |In such cases, the

i nclusion of a summary table can reduce the risk of conformance
failure by an inplenentation through oversight. A sumary table
item zes what in a protocol is mandatory, optional, or prohibited.
Summary tables do not guarantee confornmance, but serve to assist an
i npl enenter in checking that they have addressed all protocol
features.

The summary table will consist of, as a mininmum four (4) colums:
Protocol Feature, Section Reference, Status, and

Ref er ences/ Foot notes. The author may add columms if they further
explain or clarify the protocol.

In the Protocol Feature columm, list the protocol’s characteristics,
for exanple, a command word. W reconmend grouping series of rel ated
transacti ons under descriptive headers, for exanple, RECEPTI ON.

Section reference directs the inplementer to the section, paragraph,
or page that describes the protocol feature in detail

Status indicates whether the feature is mandatory, optional, or
prohi bited. The author can use either a separate colum for each
possibility, or a single colum with appropriate codes. These codes
need to be defined at the start of the summary table to avoid
confusion. Possible status codes:

M - must or nandatory
MN - must not

@) - optional

S - shoul d

SN - shoul d not

X - prohibited

In the References/Footnotes colum authors can point to other RFCs
that are necessary to consider in inplenenting this protocol feature,
or any footnotes necessary to explain the inplenmentation further

The STD 3/ RFC 1122/ RFC 1123 provi des exanpl es of sumrary tabl es.
3.3 State Machine Descriptions

A conveni ent nethod of presenting a protocol’s behavior is as a

state-machine nodel. That is, a protocol can be described by a

series of states resulting froma comuand, operation, or transaction.
St at e- nachi ne nodel s define the variabl es and constants that
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establish a state, the events that cause state transitions and the
actions that result fromthose transitions. Through these nodels, an
under st andi ng of the protocol’s dynani c operation as sequence of
state transitions that occur for any given event is possible. State
transitions can be detailed by diagrans, tables, or tine lines.

Note that state-machine nodels are never to take the place of
detail ed text description of the specification. They are adjuncts to
the text. The protocol specification shall always take precedence in
the case of a conflict.

When using a state transition diagram show each possi bl e protocol
state as a box connected by state transition arcs. The author should
| abel each arc with the event that causes the transition, and, in
par ent heses, any actions taken during the transition. The STD 5/ RFC
1112 provides an exanple of such a diagram As ASCII text is the
preferred storage format for RFCs, only sinple diagrans are possible.
Tabl es can summari ze nore conpl ex or extensive state transitions.

In a state transition table, the different events are listed
vertically and the different states are listed horizontally. The
form action/new state, represents state transitions and actions.
Commas separate nultiple actions, and succeeding lines are used as
requi red. The authors should present nultiple actions in the order
they nmust be executed, if relevant. Letters that follow the state

i ndi cate an expl anatory footnote. The dash ('-’) indicates an
illegal transition. The STD 51/ RFC 1661 provi des an exanple of such
a state transition table. The initial colums and rows of that table
foll ow as an exanpl e:

| State
| 0 1 2 3 4 5
Events| Initial Starting C osed St opped Cl osing St oppi ng
______ o e o e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e m e e m e == =
Up | 2 irc,scr/6 - - - -
Down | - - 0 tls/l 0 1
pen | tls/1 1 irc,scr/6 3r 5r 5r
d ose| 0 tIf/0 2 2 4 4
I
TO+ | - - - - str/ 4 str/5
TO | - - - - t1f/2 t1f/3

The STD 18/ RFC 904 al so presents state transitions in table format.
However, it lists transitions in the formn/a, where n is the next
state and a represents the action. The nethod in RFC 1661 is
preferred as new state logically follows action. In addition, RFC
904’ s Appendi x C nodels transitions as the Cartesian product of two
state machines. This is a nore conplex representation that may be
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difficult to conprehend for those readers that are unfamiliar with
the format. W reconmend that authors present tables as defined in
t he previ ous paragraph.

A final nmethod of representing state changes is by a tinme line. The
two sides of the tinme line represent the nachines involved in the
exchange. The author lists the states the machines enter as tine
progresses (downward) along the outside of time line. Wthin the
time line, show the actions that cause the state transitions. An

exanpl e:
client server
I I
| | LI STEN
SYN_SENT R L L L L T —— |
I \ syn | I
e >| SYN_RCVD
I I
| I EERAEEEEEEEEEE |
| syn k, ack j+1 /
ESTABLI SHED | <
I

4 Docunent Checkli st

The following is a checklist based on the above guidelines that can
be applied to a docunent:

0 Does it identify the security risks? Are counternmeasures for each
potential attack provided? Are the effects of the security
nmeasures on the operating environnment detailed?

o0 Does it explain the purpose of the protocol or procedure? Are the
i ntended functions and services addressed? Does it describe how it
relates to existing protocol s?

o0 Does it consider scaling and stability issues?

Have procedures for assigning nunbers been coordinated with | ANA?

Does it discuss how to nmanage the protocol being specified? Is a

M B defi ned?

Is a target audi ence defined?

Does it reference or explain the algorithnms used in the protocol ?

Does it give packet diagranms in reconmended form if applicable?

I's there a change | 0g?

Does it describe differences from previous versions, if

appl i cabl e?

Does it separate explanatory portions of the docunent from

requirements?

o Does it give exanples of protocol operation?

O O0OO0OO0O0 (o}Ne]

(@]
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o Does it specify behavior in the face of incorrect operation by
ot her inplenentations?

o Does it delineate which packets should be accepted for processing
and whi ch shoul d be ignored?

olIf nultiple descriptions of a requirenent are given, does it
identify one as binding?

0 How many optional features does it specify? Does it separate them
into option classes?

0 Have all conbinations of options or option classes been exani ned
for inconpatibility?

0 Does it explain the rationale and use of options?

0 Have all mandatory and optional requirenents be identified and
docunent ed by the accepted key words that define |Internet
requi renment | evel s?

o0 Does it conformto the current internationalization policies of
the | ETF?

0 Are the reconmended neani ngs for conmon Internet terns used?

olf not, are new or altered definitions for terns given in a
gl ossary?

5 Security Considerations

Thi s docunent does not define a protocol or procedure that could be

subject to an attack. It establishes guidelines for the informtion
that should be included in RFCs that are to be subnitted to the
standards track. In the area of security, |ETF standards authors are

called on to define clearly the threats faced by the protocol and the
way the protocol does or does not provide security assurances to the
user.
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9 Appendi x

CHANGES FROM DRAFT - 06
The followi ng changes were nmade foll owing | ESG revi ew.
Ref erences to RFC 1543 were changed to RFC 2223 that obsoleted it.
In section 2.1, "export control"” was dropped as a valid reason for
not selecting a security nechanism |In addition, amnbiguous or

conflicting sentences were renoved.

In section 2.1 reference made to RFC 2315 as an additional source of
i nfornmation.

Section 2.5 was changed to highlight the Change Log' s purpose as
assi stance to inplenmenters.

The | ANA Consi derations section (2.13) was rewitten to highlight
that the | ANA gui delines docunment is work in progress but should be
used when it becones avail abl e.

Section 3.4 Character Sets was deleted and repl aced by section 2.17
I nternationalization.

Spel I ing and grammar corrections were nade.
CHANGES FROM DRAFT - 05

A sentence pointing to a pending docunment that further addresses | ANA
consi derations was added to section 2.13. The current draft of that
docunent is draft-iesg-iana-considerations-02.txt. A clause stating
that the | ANA established the assignment policies was renoved since it
appeared to conflict with the intent of the referenced ID

Pl acehol ders for the BCP and RFC nunber have been added to the text
and reference section

A new section (2.5) requiring change | ogs as docunents progress al ong
the standards track was added.

Ref erences to RFC 2044 were changed to RFC 2279 that obsoleted it.
Spel ling and grammar corrections were nade.
CHANGES FROM DRAFT - 04

A paragraph pointing to a pending docunent that further addresses
security was updated.
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10 Full Copyright Statement
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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