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Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

This nenpo defines a set of general control and characterization
paraneters for network el ements supporting the | ETF integrated
services QoS control framework. Ceneral paraneters are those with
common, shared definitions across all QS control services.

1. Introduction

This nenp defines the set of general control and characterization
paraneters used by network el ements supporting the integrated
services franmework. "General" neans that the paraneter has a common
definition and shared neani ng across all QoS control services.

Control paraneters are used by applications to provide information to
the network related to QS control requests. An exanple is the
traffic specification (TSpec) generated by application senders and
receivers.

Characterization paraneters are used to di scover or characterize the
QoS managenent environnent along the path of a packet flow requesting
active end-to-end QoS control. These characterizations may
eventual ly be used by the application requesting QS control, or by
ot her network el enments along the path. Exanpl es include information
about which QoS control services are available along a network path
and estinmates of the avail abl e path bandwi dt h.

I ndi vi dual QoS control service specifications may refer to these

paraneter definitions as well as defining additional paraneters
specific to the needs of that service.
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Parameters are assigned machi ne-oriented ID s using a nethod
described in [RFC 2216] and summari zed here. These ID s may be used
wi thin protocol nmessages (e.g., as described in [RFC 2210]) or
managenent interfaces to describe the paraneter values present. Each
paranmeter IDis conmposed fromtwo nunerical fields, one identifying
the service associated with the paranmeter (the <service_nunber>), and
the other (the <paraneter_nunber>) identifying the paraneter itself.
Because the definitions of the parameters defined in this note are
common to all QoS control services, the <paraneter_nunber> val ues for
the paraneters defined here are assigned fromthe "genera

paraneters” range (1 - 127).

NOTE: <paraneter_nunbers> in the range 128 - 254 name paraneters
with definitions specific to a particular QS control service. In
contrast to the general paraneters described here, it is necessary
to consider both the <service_nunber> and <paraneter_number> to
determ ne the neaning of the paraneter.

Service nunber 1 is reserved for use as described in Section 2 of
this note. Service nunbers 2 through 254 will be allocated to

i ndi vi dual QoS control services. Currently, Guaranteed service

[ RFC 2212] is allocated nunber 2, and Controlled-|oad service [RFC
2211] is allocated nunmber 5.

In this note, the textual form
<servi ce_nunber, paraneter_nunber>

is used to wite a service_nunber, paraneter_nunber pair. The range
of possible of service_nunber and paramneter_nunber val ues specified
in [RFC 2216] allow the paranmeter IDto directly formthe tai
portion of a MB object ID representing the paraneter. This
sinplifies the task of making paraneter val ues avail able to network
managenent appli cati ons.

The definition of each paraneter used to characterize a path through
the network describes two types of values; |ocal and conposed. A
Local value gives information about a single network el enent.
Conposed val ues reflect the running conposition of |ocal values al ong
a path, specified by sonme conposition rule. Each paraneter
definition specifies the conmposition rule for that paranmeter. The
conposition rule tells how to conmbine an incom ng conposed val ue
(fromthe already-traversed portion of the path) and the | ocal val ue,
to give a new conposed val ue which is passed to the next network

el enent in the path. Note that the conposition may proceed either
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downstream toward the receiver(s), or upstream toward the sender
Each paraneter may give only one definition for the |ocal value, but
may potentially give nore than one definition for conposition rules
and conposed values. This is because it nmay be useful to conpose the
sane | ocal value several tinmes follow ng different conposition rules.

Because characterization paraneters are used to conpute the
properties of a specific path through the internetwork, all
characterization paraneter definitions are conceptually "per-next-
hop", as opposed to "per interface" or "per network elenent". In
cases where the network elenment is (or is controlling) a shared nedi a
or |arge-cloud subnet, the elenment nay need to provide different

val ues for different next-hops within the cloud. 1In practice, it my
be appropriate for vendors to choose and docunment a tol erance range,
such that if all next-hop values are within the tol erance range only
a single value need be stored and provi ded.

Local and conposed characterizati on paraneter val ues have di stinct
IDs so that a network managenment entity can exam ne the val ue of
either a local or path-conmposed paraneter at any point within the
net wor k.

Each paranmeter definition includes a description of the nininal
properties, such as range and precision, required of any wire
representation of that paraneter’s values. Each definition also

i ncludes an XDR [ RFC 1832] description of the paraneter, describing
an appropriate external (wire) data representation for the
paraneter’s values. This dual definition is intended to encourage a
conmon wire representation format whenever possible, while still

al | owi ng other representati ons when required by the specific
circunstances (e.g., ASN.1 within SNWP).

The nmessage formats specified in [ RFC 2210] for use with the RSVP
setup protocol use the XDR data representation paraneters.

Al'l of the paraneters described in this note are mandatory, in the
sense that a network elenent claimng to support integrated service
must recogni ze arriving values in setup and nanagenent protocol
nmessages, process themcorrectly, and export a reasonable value in
response. For sone paraneters, the specification requires that the
network el ement conpute and export an *accurate* |ocal value. For
ot her paraneters, it is acceptable for the network elenent to
indicate that it cannot conpute and export an accurate |ocal val ue.
The definition of these paraneters provides a reserved val ue which
indicates "indeterm nate" or "invalid". This value signals that an
el enent cannot process the paraneter accurately, and consequently
that the result of the end-to-end conposition is also questionable.
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NOTE (tenporary): Previous versions of this and the RSVP use
docunment used both the reserved-val ue approach and a separate
INVALID flag to record this fact. Now, the reserved-val ue
approach is used exclusively. This is so that any protocol which
retrieves a paraneter value, including SNMP, can carry the invalid
i ndi cati on wi thout needing a separate flag. The INVALID fl ag
remains in the RSVP nessage format but is reserved for use only
with a possible future service-conposition schene.

2. Default and Service-Specific Values for General Paraneters

General paraneters have a common *definition* across all QoS contro
services. Frequently, the same *val ue* of a general paraneter will be
correct for all QoS control services offered by a network elenent. In
this circunstance, there is no need to export a separate copy of the
val ue for each QoS control service; instead the node can export one
nunber which applies to all supported services.

A general paraneter value which applies to all services supported at
a network node is called a default or global value. For exanple, if
all of the QoS control services provided at a node support the sane
maxi num packet size, the node nmay export a single default val ue for
t he PATH _MIU paraneter described in Section 3, rather than providing
a separate copy of the value for each QoS control service. In the
comon case, this reduces both nessage size and processing overhead
for the setup protocol

Qccasionally an individual service needs to report a value differing
fromthe default value for a particul ar general paraneter. For
example, if the inplenmentation of Guaranteed Service [RFC 2212] at a
router is restricted by schedul er or hardware considerations to a
maxi num packet size snaller than supported by the router’s best-
effort forwarding path, the inplenentation may wi sh to export a
"service-specific" value of the PATH MIU paraneter so that
applications using the Guaranteed service will function correctly.

In the exanpl e above, the router might supply a value of 1500 for the
default PATH MIU paraneter, and a val ue of 250 for the PATH MIuU

par anmet er applying to guaranteed service. In this case, the setup
protocol providing path characterization carries (and delivers to the
application) both a value for CGuaranteed service and a val ue for

ot her services.

The distinction between default and service-specific paranmeter val ues
makes no sense for non-general paraneters (those defined by a
specific QoS control service, rather than this note), because both
the definition and value of the paranmeter are always specific to the
particul ar servi ce.
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The distinction between default and service-specific values for
general paraneters is reflected in the parameter |ID nane space. This
al | ows network nodes, setup protocols, and network managenent tools
to distinguish default from service-specific values, and to determ ne
whi ch service a service-specific paranmeter value is associated with.

Service nunber 1 is used to indicate the default value. A paraneter
value identified by the ID

<1, paraneter_nunber>

is a default value, which applies to all services unless it is
overridden by a service-specific value for the same paraneter.

A paraneter value identified by the ID
<servi ce_nunber, paraneter_nunber>

where service_nunber is not equal to 1, is a service-specific val ue.
It applies only to the service identified by service_nunber.

These service-specific values are also called override values. This
i s because when both service-specific and default val ues are present
for a paranmeter, the service-specific value overrides the default
value (for the service to which it applies). The rules for conposing
servi ce-specific and gl obal general paranmeters support this override
capability. The basic rule is to use the service-specific value if
it exists, and otherw se the gl obal val ue.

A conpl ete sunmary of the characterization paraneter conposition
process is given below. In this summary, the "arriving value" is the
i nconpl etely conposed paraneter value arriving froma nei ghbor node.
The "l ocal value" is the (global or service-specific) value nmade
avail able by the lIocal node. The "result" is the newy conposed val ue
to be sent to the next node on the data path.

1. Exam ne the <service_nunber, paraneter_nunmber> pair associ ated
with the arriving value. This information is conveyed by the setup
protocol together with the arriving val ue.

2. If the arriving value is for a paraneter specific to a single
service (this is true when the paraneter_nunber is |arger than
128), conpose the arriving value with the | ocal val ue exported by
the specified service, and pass the result to the next hop. In this
case there is no need to consider global values, because the
paraneter itself is specific to just one service.
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3. If the arriving value is a service-specific value for a
general ly defined paraneter (the paraneter_nunber is 127 or |ess,
and the service_nunber is other than 1), and the | ocal

i npl ementation of that service al so exports a service-specific
val ue for the paraneter, conpose the service-specific arriving
val ue and the service-specific |ocal value of the paraneter, and
pass the result as a service-specific value to the next-hop node.

4. If the arriving value is a service-specific value for a genera
paraneter (the paraneter_nunber is 127 or |less, and the

servi ce_nunber is other than 1), and the local inplenentation of
that service does *not* export a service-specific val ue, conpose
the service-specific arriving value with the gl obal value for that
paranet er exported by the local node, and pass the result as a
servi ce-specific value to the next-hop node.

5. If the arriving value is a global value for a general paraneter
(paraneter_nunber is 127 or less, and the service_nunber is 1), and
the local inplenentation of *any* service exports a service-
specific value for that general paraneter, conpose the arriving
(global) value with the service-specific value for that paraneter
exported by the local service, and pass the result as a service-
specific value to the next-hop node. This will require adding a new
data field to the nessage passed to the next hop, to hold the newy
generated service-specific value. Repeat this process for each
service that exports a service-specific value for the paraneter.

6. If the arriving value is a global value for a general paraneter
(the service_nunber is 1, and the paraneter_nunber is 127 or |ess),
conpose the arriving (global) value with the gl obal paraneter val ue
exported by the |ocal node, and pass the result as a gl obal
(service 1) value to the next-hop node. This step is perforned

whet her or not any service-specific values were generated and
exported in step 5.

3. Ceneral Parameter Definitions
3.1 NON-I'S HOP flag paraneter

Thi s paraneter provides information about the presence of network
el enents which do not inplenment QS control services along the data
pat h.

The | ocal value of the paraneter is 1 if the network el enent does not
i npl enent the rel evant QoS control service, or knows that there is a
break in the chain of elenents which inplenent the service. The

| ocal paraneter is O otherwi se. The local parameter is assignhed

par anet er _nunber 1.

Shenker & Wocl awski St andar ds Track [ Page 6]



RFC 2215 General Characterization Paraneters Sept ember 1997

The conposition rule for this paraneter is the OR function. A
conposed paraneter value of 1 arriving at the endpoint of a path

i ndicates that at |east one point along the path does not offer the

i ndi cated QoS control service. The paraneter_nunber for the conposed
quantity is 2.

The gl obal NON_I'S HOP flag paranmeter thus has the ID <1,2> |If this
flag is set, it indicates that one or nore network el enments along the
application’ s data path does not support the integrated services
framework at all. An exanple of such an elenent would be an I P router
offering only best-effort packet delivery and not supporting any
resource reservation requests.

Qobvi ously, a network el enent which does not support this
specification will not know to set this flag. The actual
responsibility for determning that a network node does not support
integrated services may fall to the network el ement, the setup
protocol, or a manual configuration operation and is dependent on

i npl erentati on and usage. This cal cul ation nust be conservati ve.
For exanmple, a router sending packets into an I P tunnel nust assune
that the tunnel ed packets will not receive QS control services
unless it or the setup protocol can prove otherw se.

Servi ce-specific versions of the NON IS HOP flag indicate that one or
nmore network el enents along a path don’t support the particul ar
service. For exanple, the flag paraneter identified by ID <2,2> being
set indicates that some network el ement along the path does not
support the Cuaranteed service, though it m ght support another
servi ce such as Controll ed-Load.

If the global NON IS HOP flag <1,2> is set for a path, the receiver
(network el ement or application) should consider the values of all
ot her paraneters defined in this specification, including service-
specific NON_IS HOP flags, as possibly inaccurate. If a service
specific NON IS HOP flag is set for a path, the receiver should
consi der the values of all other paraneters associated with that
servi ce as possibly inaccurate.

The NON_ IS HOP paraneter may be represented in any form which can
express bool ean true and fal se. However, note that a network el enent
must set this flag precisely when it does *not* fully understand the
format or data representation of an arriving protocol message
(because it does not support the specified service). Therefore, the
data representation used for this parameter by setup and managenent
protocols nust allow the paraneter value to be read and set even if
the network el enent cannot ot herw se parse the protocol nessage.
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An appropriate XDR description of this paraneter is:
bool NON IS HOP

However, the standard XDR data encoding for this description will not
nmeet the requirenent described above unless other restrictions are

pl aced on nessage fornmats. An alternative data representation may be
nor e appropri ate.

NOTE: The nessage format described for RSVP in [ RFC 2210] carries
this paraneter as a single-bit flag, referred to as the "break
bit".

3.2 NUMBER OF | S_HOPS

IS stands for "integrated services aware". An integrated services
aware network element is one that confornms to the various

requi rements described in this and other referenced docunents. The
network el ement need not offer a specific service, but if it does it
must support and characterize the service in conformance with the
rel evant specification, and if it does not it nust correctly set the
NON_IS HOP flag paraneter for the service. For conpleteness, the

| ocal paraneter is assigned the paraneter_nunber 3.

The conposition rule for this parameter is to increment the counter
by one at each |S-aware hop. This quantity, when conposed end-to-
end, infornms the endpoint of the nunber of integrated-services aware
network el enents traversed along the path. The paraneter_nunber for
this conposed paraneter is 4.

Val ues of the conposed paranmeter will range from1l to 255, linmited by
t he bound on I P hop count.

The XDR representation of this paraneter is:
unsi gned i nt NUMBER _OF | S_HOPS;
3. 3. AVAI LABLE_PATH BANDW DTH

Thi s paraneter provides information about the bandw dth avail abl e
along the path followed by a data flow. The |local paranmeter is an
estimate of the bandwi dth the network el ement has avail able for
packets following the path. Conputation of the value of this
paraneter should take into account all infornation available to the
network el ement about the path, taking into consideration

adm ni strative and policy controls on bandw dth, as well as physical
resour ces.
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NOTE: This paraneter should reflect, as closely as possible, the
actual bandwi dth avail able to packets followi ng a path. However,
the bandwi dt h avail abl e may depend on a nunber of factors not
known to the network elenment until a specific QoS request is in

pl ace, such as the destination(s) of the packet flow, the service
to be requested by the flow, or external policy information
associated with a reservation request. Because the paraneter nust
in fact be provided before any specific QoS request is nade, it is
frequently difficult to provide the paranmeter accurately. In

ci rcunst ances where the paranmeter cannot be provided accurately,
the network el enent shoul d make the best attenpt possible, but it
is acceptable to overestinmate the avail abl e bandwi dth by a

signi ficant anount.

The parameter _nunber for AVAI LABLE PATH BANDW DTH i s 5. The gl oba
paranmeter <1, 5> is an estinmate of the bandw dth available to any
packet follow ng the path, w thout consideration of which (if any)
QS control service the packets may be subject to.

In cases where a particular service is adm nistratively or
technically restricted to a limted portion of the overall avail able
bandw dth, the service nodule may wi sh to export an override

par anet er which specifies this smaller bandw dth val ue.

The conposition rule for this parameter is the MN function. The
conmposed value is the mnimumof the network el enent’s val ue and the
previ ously conposed val ue. This quantity, when conposed end-to-end,

i nforms the endpoint of the minimal bandwi dth |ink along the path
fromsender to receiver. The paraneter_nunber for the conposed

m ni mal bandwi dth al ong the path is 6.

Val ues of this paraneter are measured in bytes per second. The
representation nmust be able to express values ranging from1 byte per
second to 40 terabytes per second, about what is believed to be the
maxi mum t heoreti cal bandw dth of a single strand of fiber.

Particularly for |large bandwidths, only the first fewdigits are
significant, so the use of a floating point representation, accurate
to at least 0.1% is encouraged.
The XDR representation for this paraneter is:

fl oat AVAI LABLE PATH BANDW DTH
For values of this paraneter only valid non-negative floating point

nunbers are all owed. Negative nunmbers (including "negative zero"),
infinities, and NAN s are not all owed.
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NOTE: An inplenmentation which utilizes general - purpose hardware or
software | EEE fl oating-poi nt support nay wi sh to verify that
arriving paraneter values nmeet these requirenents before using the
val ues in floating-point conmputations, in order to avoid
unexpect ed exceptions or traps.

If the network el ement cannot or chooses not to provide an estinate
of path bandwi dth, it may export a |local value of zero for this
paraneter. A network elenent or application receiving a conposed
val ue of zero for this parameter mnust assume that the actua
bandwi dt h avail abl e i s unknown.

3.4 M N MUM_PATH_LATENCY

The local paranmeter is the latency of the packet forwarding process
associated with the network el enent, where the latency is defined to
be the *smal | est* possi bl e packet del ay added by the network el ement.
This delay results from speed-of-Iight propagation delay, from packet
processing limtations, or both. It does not include any variable
queui ng del ay which nay be present.

The purpose of this paraneter is to provide a baseline minimum path
| atency for use with services which provide estimtes or bounds on
addi ti onal path delay, such as Guaranteed [RFC 2212]. Together with
t he queui ng del ay bound offered by Guaranteed and sinilar services,
this paraneter gives the application know edge of both the mi ninmum
and mexi mum packet delivery delay. Knowi ng both the mninimum and
maxi num | at ency experienced by data packets allows the receiving
application to accurately conpute its de-jitter buffer requirenents.

Note that the quantity characterized by this paraneter is the

absol ute smal | est possi ble value for the packet processing and
transni ssion | atency of the network elenment. This value is the
quantity required to provide the end hosts with jitter bounds. The
par anet er does *not* provide an upper-bound estimte of minimum

| atency, which mght be of interest for best-effort traffic and QS
control services which do not explicitly offer delay bounds. |In other
words, the paraneter will always underesti mate, rather than
overestimate, latency, particularly in nmulticast and |arge cloud
situations.

When packets traversing a network el ement may experience different
m nimal | atencies over different paths, this paraneter should, if
possi bl e, report an accurate | atency value for each path. For
exanpl e, when an ATM point-multipoint virtual circuit is used to

i nplemrent IP multicast, the mechanismthat inplenents this paraneter
for the ATM cl oud should ideally conpute a separate val ue for each
destination. Doing this may require cooperation between the ingress
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and egress el enents bounding the nulti-access conmunication cl oud.
The method by which this cooperation is achieved, and the choice of
which I P-level network el enment actually provides and conposes the
val ue, is technol ogy-dependent.

An alternative choice is to provide the sanme value of this paraneter
for all paths through the cloud. The value reported nust be the
smal | est | atency for any possible path. Note that in this situation,
QoS control services (e.g., CGuaranteed) which provide an upper bound
on | atency cannot sinply add their queuing delay to the val ue
conmputed by this paranmeter; they nust al so conpensate for path del ays
above the mininum In this case the range between the nini num and
maxi num packet del ays reported to the application my be | arger than
actually occurs, because the application will be told about the

m ni nrum del ay al ong the shortest path and the maxi mum del ay al ong the
actual path. This is acceptable in nost situations.

Athird alternative is to report the "indeterm nate" val ue, as
specified below. In this circunstance the client application my

ei ther deduce a nininum path | atency through neasurenent, or assune a
val ue of zero

The conposition rule for this paranmeter is summation with a clanmp of
(2**32 - 1) on the maxi nrum val ue. This quantity, when conposed end-
to-end, infornms the endpoint of the mninmal packet delay along the
path from sender to receiver. The paraneter_nunber for the | atency of
the network elenent’s link is 7. The paraneter_nunber for the

curmul ative latency along the path is 8.

The latencies are reported in units of one nicrosecond. An individua
el ement can advertise a | atency val ue between 1 and 2**28 (sonmewhat
over two mnutes) and the total |latency added across all elenments can
range as high as (2**32)-2. If the sumof the different el enments

del ays exceeds (2**32)-2, the end-to-end advertised delay should be
reported as indeterninate. This is described bel ow

Note that while the granularity of nmeasurenent is mcroseconds, a
conformng element is free to actually neasure del ays nore | oosely.
The minimumrequirenment is that the elenent estimate its del ay
accurately to the nearest 100 m crosecond granularity. Elenents that
can neasure nore accurately are, of course, encouraged to do so.

NOTE: Measuring in mlliseconds is not acceptable, because if the
m ni num delay value is a nillisecond, a path with several hops
will lead to a conposed delay of at |east several nmilliseconds,
which is likely to be m sl eadi ng.
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The XDR description of this paraneter is:
unsi gned int M N MUM _PATH_LATENCY;

The di stingui shed value (2**32)-1 is taken to nmean "indeterm nate

| atency”. A network el enent which cannot accurately predict the

| at ency of packets it is processing should set its local paraneter to
this val ue. Because the conposition function limts the conposed sum
to this value, receipt of this value at a network el ement or
application indicates that the true path latency is not known. This
may happen because one or nore network el enents could not supply a
val ue, or because the range of the conposition calcul ation was
exceeded.

3.5. PATH _MIu

Thi s paraneter conputes the nmaxi mumtransnission unit (MIU) for
packets following a data path. This value is required to i nvoke QS
control services which require that |IP packet size be strictly
limted to a specific MU Existing MU di scovery nechani sms cannot
be used because they provide information only to the sender and they
do not directly allow for QoS control services to specify MIU s
smal | er than the physical MU

The local characterization parameter is the P MU, where the MIU of
a network elenent is defined to be the maxi mumtransm ssion unit the
networ k el enent can accommodate wi thout fragmentation, including IP
and upper -l ayer protocol headers but not including link |evel

headers. The conposition rule is to take the m ni num of the network
el enent’ s MIU and the previously conposed value. This quantity, when
conmposed end-to-end, informs the endpoint of the maxi mum transm ssion
unit that can traverse the path from sender to receiver wthout
fragmentation. The paraneter_nunber for the MIU of the network
elenment’s link is 9. The paraneter_nunber for the conposed MIU al ong
the path is 10.

A correct and valid value of this paraneter nust be provided by al
| S-aware network el ements.

A specific service modul e nay specify an MIU snal |l er than that of the
overall network elenent by overriding this paraneter with one giving
the service’'s MIU val ue. A service nodule may not specify an MIU

val ue larger than that given by the gl obal paraneter

Val ues of this paraneter are nmeasured in bytes. The representation
must be able to express values ranging from1l byte to 2**32-1 bytes.
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The XDR description of this paraneter is:
unsi gned i nt PATH_MIy,
3.6. TOKEN_BUCKET_TSPEC

This paraneter is used to describe data traffic paranmeters using a
sinpl e token bucket filter. This paraneter is used by data senders to
describe the traffic paranmeters of traffic it expects to generate,
and by QoS control services to describe the paraneters of traffic for
whi ch the reservation should apply. It is defined as a general rather
than service-specific paraneter because the sanme traffic description
may be used by several QoS control services in sone situations.

NOTE: Al previous definitions in this note have descri bed
"characterization paraneters”, with |ocal values set by network
el enments to characterize their behavi or and conposition rules to
give the resulting end-to-end behavior. The TOKEN BUCKET_TSPEC i s
not a characterization paraneter, because internedi ate nodes
within the network do not export |ocal values for
TOKEN_BUCKET_TSPECs. The TOKEN_BUCKET_TSPEC is sinply a data
structure definition given here because it is common to nore than
one QoS control service.

The TOKEN_BUCKET _TSPEC paraneter is assigned paraneter_nunber 127

The TOKEN _BUCKET_TSPEC takes the form of a token bucket specification
plus a peak rate [p], mninmumpoliced unit [nm, and a nmaxi mum packet

size [M.

The token bucket specification includes an average or token rate [r]
and a bucket depth [b]. Both [r] and [b] nust be positive.

The token rate [r] is neasured in bytes of |IP datagrans per second.
Val ues of this paraneter nmay range from 1 byte per second to 40
terabytes per second. In practice, only the first fewdigits of the
[r] and [p] paraneters are significant, so the use of floating point
representations, accurate to at least 0.1%is encouraged.

The bucket depth, [b], is neasured in bytes. Values of this paraneter
may range from 1l byte to 250 gi gabytes. In practice, only the first
few digits of the [b] paraneter are significant, so the use of
floating point representations, accurate to at least 0.1%is

encour aged.

The peak traffic rate [p] is nmeasured in bytes of |P datagrans per

second. Values of this paraneter nmay range from 1l byte per second to
40 terabytes per second. In practice, only the first fewdigits of
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the [r] and [p] paraneters are significant, so the use of floating

poi nt representations, accurate to at least 0.1%is encouraged. The
peak rate value may be set to positive infinity, indicating that it
i s unknown or unspecifi ed.

The range of values allowed for these paranmeters is intentionally
large to allow for future network technol ogies. A particular network
el enent is not expected to support the full range of val ues.

The minimum policed unit, [mM, is an integer neasured in bytes. This
size includes the application data and all protocol headers at or
above the IP level (IP, TCP, UDP, RTP, etc.). It does not include the
Iink-1evel header size, because these headers will change in size as
t he packet crosses different portions of the internetwork.

Al'l | P datagranms |ess than size [ are treated as being of size m
for purposes of resource allocation and policing. The purpose of this
paraneter is to allow reasonabl e estimation of the per-packet
resources needed to process a flow s packets (naxi num packet rate can
be conmputed fromthe [b] and [mM ternms) and to reasonably bound the
bandwi dt h overhead consuned by the flow s |ink-1evel packet headers.
The maxi mum bandwi dt h over head consunmed by |ink-1evel headers when
carrying a flow s packets is bounded by the ratio of the link-Ieve
header size to [m. Wthout the [n] term it would be necessary to
conmput e this bandw dth overhead assuming that every flow was al ways
sendi ng mi ni nrum si zed packets, which is unacceptable.

The maxi mum packet size, [M, is the biggest packet that will conform
to the traffic specification; it is also neasured in bytes. Any
packets of larger size sent into the network may not receive QS-
controll ed service, since they are considered to not nmeet the traffic
speci ficati on.

Both [n] and [M nust be positive, and [m nust be |less then or equa

to [M.
The XDR description of this paraneter is:

struct {
float r;
fl oat b;
float p;
unsi gned m
unsi gned M
} TOKEN_BUCKET _TSPEC,
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For the fields [r] and [b] only valid non-negative floating point
nunbers are all owed. Negative nunbers (including "negative zero),
infinities, and NAN s are not all owed.

For the field [p], only valid non-negative floating point nunbers or
positive infinity are allowed. Negative nunmbers (including "negative
zero), negative infinities, and NAN s are not all owed.

NOTE: An inplenmentation which utilizes general - purpose hardware or
software | EEE fl oati ng-poi nt support nay wi sh to verify that
arriving paraneter values nmeet these requirenents before using the
val ues in floating-point conputations, in order to avoid
unexpect ed exceptions or traps.

4. Security Considerations

| npl erentati on of the characterization paraneters described in this
meno creates no known new avenues for malicious attack on the network
infrastructure. Inplenentation of these characterization paraneters
does, of necessity, reveal sone additional infornmation about a
network’ s performance, which in extrenely rare circunstances could be
viewed as a security matter by the network provider.
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