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Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

1. Introduction

A managenent system contains: several (potentially nmany) nodes, each
with a processing entity, terned an agent, which has access to
managenent instrunentation; at |east one managenent station; and, a
managenent protocol, used to convey managenent information between
the agents and nmanagenent stations. Operations of the protocol are
carried out under an admi nistrative franmework which defines

aut henti cati on, authorization, access control, and privacy policies.

Managenent stations execute nmanagenent applications which nonitor and
control managed el enments. Managed el enents are devi ces such as
hosts, routers, ternminal servers, etc., which are nonitored and
controlled via access to their managenent information

Managenent information is viewed as a collection of managed objects,
residing in a virtual information store, ternmed the Managenent
Informati on Base (MB). Collections of related objects are defined
in MB nodul es. These npbdules are witten using an adapted subset of
CSl’'s Abstract Syntax Notation One (ASN. 1) [1]. It is the purpose of
this docunent, the Structure of Managenent Information (SM), to
define that adapted subset, and to assign a set of associated

adm ni strative val ues.
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The SM is divided into three parts: nodule definitions, object
definitions, and, notification definitions.

(1) Mbdule definitions are used when describing informtion nodul es.
An ASN. 1 nmacro, MODULE-IDENTITY, is used to concisely convey the
semantics of an information nodul e.

(2) Object definitions are used when describing managed objects. An
ASN. 1 macro, OBJECT-TYPE, is used to concisely convey the syntax
and semantics of a managed object.

(3) Notification definitions are used when describing unsolicited
transni ssi ons of managenent information. An ASN. 1 macro,
NOTI FI CATI ON- TYPE, is used to concisely convey the syntax and
semantics of a notification

1.1. A Note on Terninol ogy
For the purpose of exposition, the original Internet-standard Network
Managenent Franmewor k, as described in RFCs 1155 (STD 16), 1157 (STD
15), and 1212 (STD 16), is terned the SNWVP version 1 framework
(SNWPv1). The current framework is termed the SNMP version 2
framewor k ( SNVPv2).

2. Definitions

SNMPv2-SM DEFINITIONS ::= BEG N

-- the path to the root

org OBJECT IDENTIFIER ::= { iso 3}

dod OBJECT IDENTIFIER ::= { org 6 }

i nternet OBJECT IDENTIFIER :: = dod 1 }
directory OBJECT IDENTIFIER ::= { internet 1 }
nmgnt OBJECT | DENTI FI ER :: internet 2}
m b- 2 OBJECT | DENTI FI ER :: nmgmt 1 }
transm ssi on OBJECT | DENTI FI ER :: mb-2 10 }

experi ment al OBJECT | DENTI FI ER :: internet 3}

private OBJECT | DENTI FI ER :
enterprises OBJECT | DENTI FI ER :

internet 4 }
private 1 }

(Il
~= . ~= It Yt Yanten ~= It Yt Yanten

security OBJECT | DENTI FI ER :: internet 5}
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snmpV2 OBJECT IDENTIFIER ::= { internet 6 }
-- transport donmi ns

snnpDorai ns OBJECT IDENTIFIER ::= { snmpV2 1 }
-- transport proxies

snnpPr oxys OBJECT IDENTIFIER ::= { snmpV2 2 }
-- nmodul e identities

snnpModul es OBJECT IDENTIFIER ::= { snmpV2 3 }

-- definitions for information nodul es

MODULE- | DENTI TY MACRO :: =
BEG N

END

TYPE NOTATION :: =
"LAST- UPDATED' val ue(Updat e UTCTi ne)
" ORGANI ZATI ON* Text
"CONTACT- I NFO' Text
"DESCRI PTI ON" Text
Revi si onPart

VALUE NOTATION :: =
val ue( VALUE OBJECT | DENTI FI ER)

Revi sionPart ::=

Revi si ons
| enpty
Revisions ::=
Revi si on
| Revisions Revision
Revision ::=

"REVI SI ON' val ue( Updat e UTCTi ne)
"DESCRI PTI ON" Text

-- uses the NVT ASCI| character set
TeXt : : : mimmn St ri ng mimmnn

OBJECT- I DENTI TY MACRO : : =
BEG N

TYPE NOTATION :: =
"STATUS" St at us
"DESCRI PTI ON' Text
Ref er Par t
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VALUE NOTATION :: =
val ue( VALUE OBJECT | DENTI FI ER)

Status ::=
"current"

| "deprecated"

| "obsol ete"
ReferPart ::=

" REFERENCE" Text

| enpty
TeXt : : : mimmn St ri ng mimmnn
END

-- nanmes of objects

bj ect Nane :: =
OBJECT | DENTI FI ER

Noti ficati onName :: =
OBJECT | DENTI FI ER

-- syntax of objects

hj ect Syntax ::=
CHO CE {
sinpl e
Si mpl eSynt ax,

-- note that SEQUENCEs for conceptual tables and
-- rows are not nentioned here..

application-w de
Appl i cati onSynt ax

-- built-in ASN. 1 types

Si mpl eSyntax ::=
CHO CE {
-- INTEGERs with a nore restrictive range
-- may al so be used
i nt eger -val ue -- includes Integer32
| NTEGER (-2147483648..2147483647),
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-- OCTET STRINGs with a nore restrictive size

-- may al so be used
string-val ue
OCTET STRING (Sl ZE (0. .65535)),

obj ect | D-val ue
OBJECT | DENTI FI ER

-- indistinguishable from | NTECER, but never needs nore than

-- 32-bits for a tw’'s conpl enent representation
Integer32 ::=
[ UNI VERSAL 2]
| MPLICI T | NTEGER (-2147483648..2147483647)

-- application-w de types

ApplicationSyntax ::=
CHO CE {
i pAddr ess-val ue
| pAddr ess,

count er -val ue
Count er 32,

timeticks-val ue
Ti nmeTi cks,

arbitrary-val ue
Opaque,

bi g- count er - val ue
Count er 64,

unsi gned-i nteger-value -- includes Gauge32
Unsi gned32

}

-- in network-byte order
-- (this is a tagged type for historical reasons)
| pAddress :: =
[ APPLI CATI ON 0]
| MPLI CI' T OCTET STRING (S| ZE (4))

-- this waps
Counter32 ::=
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[ APPLI CATI ON 1]
| MPLI CI T | NTEGER (0. . 4294967295)

-- this doesn’'t wap
Gauge3d2 :: =
[ APPLI CATI ON 2]
| MPLI CI T | NTEGER (0. .4294967295)

-- an unsigned 32-bit quantity
-- indistingui shable from Gauge32
Unsi gned32 :: =
[ APPLI CATI ON 2]
| MPLI CI T | NTEGER (0. .4294967295)

-- hundredt hs of seconds since an epoch
TimeTicks ::=
[ APPLI CATI ON 3]
| MPLI CI T | NTEGER (0. .4294967295)

-- for backward-conpatibility only
Opaque :: =
[ APPLI CATI ON 4]
I MPLICI T OCTET STRI NG

-- for counters that wap in less than one hour with only 32 bits
Counter64 ::=
[ APPLI CATI ON 6]
| MPLICI T I NTEGER (0. .18446744073709551615)

-- definition for objects

OBJECT- TYPE MACRO : : =
BEG N
TYPE NOTATION :: =

" SYNTAX" Synt ax
Uni t sPart
" MAX- ACCESS" Access
"STATUS" St at us
"DESCRI PTI ON' Text
Ref er Par t
| ndexPar t
Def Val Par t

VALUE NOTATION :: =
val ue( VALUE bj ect Nane)

Syntax ::=
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type( Qbj ect Synt ax)
| "BITS" "{" Kibbles "}"

Ki bbles ::=
Ki bbl e
| Kibbles "," Kibble
Kibble ::=
identifier "(" nonNegativeNunber ")"
Uni t sPart =
"UNI TS" Text
| enpty
Access :: =
"not - accessi bl e"
| "accessible-for-notify"
| "read-only"
| "read-wite"
| "read-create"
Status ::=
"current"
| "deprecated"
| "obsol ete"
Ref er Par t =
"REFERENCE" Text
| enpty
| ndexPart =
" | NDEX" "{" I ndexTypes "}"
| "AUGMENTS' "{" Entry "
| enpty
| ndexTypes ::=
| ndexType
| I'ndexTypes "," IndexType
| ndexType ::=
"I MPLI ED' | ndex
| 1 ndex
I ndex ::=
-- use the SYNTAX val ue of the
-- correspondent OBJECT- TYPE i nvocati on
val ue( | ndexobj ect bj ect Nane)
Entry ::=
-- use the I NDEX val ue of the
-- correspondent OBJECT- TYPE i nvocati on
val ue( Entryobj ect bj ect Nane)
Def Val Part ::=
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"DEFVAL" "{" val ue(Defval Syntax) "}"

| enpty
-- uses the NVT ASCI| character set
TeXt : : : mimmn St ri ng mimmnn
END

-- definitions for notifications

NOTI FI CATI ON- TYPE MACRO : : =
BEG N
TYPE NOTATION :: =
hj ect sPart
"STATUS" St at us
"DESCRI PTI ON' Text
Ref er Part

VALUE NOTATION :: =
val ue( VALUE Noti fi cati onNane)

bj ectsPart ::=
"OBJECTS" "{" Objects "}"
| enpty
hjects ::=
hj ect
| Objects "," hject
hj ect =
val ue( Narme Obj ect Nane)
Status ::=
"current"
| "deprecated"
| "obsol ete"
ReferPart ::=
"REFERENCE" Text
| enpty
-- uses the NVT ASCII character set
Text ::="""" string """"
END

-- definitions of admnistrative identifiers
zer oDot Zer o OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON
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"A value used for null identifiers."
:={ 00}
END
3. Information Mdul es

(1)

(2)

(3)

An "information nodule"” is an ASN. 1 nodul e defining information
relating to network managenent.

The SM describes how to use a subset of ASN. 1 to define an

i nformati on nodule. Further, additional restrictions are placed on
"standard" information modules. It is strongly recomended t hat
"enterprise-specific" informati on nodul es al so adhere to these
restrictions.

Typically, there are three kinds of information nodul es:

M B nodul es, which contain definitions of inter-rel ated managed
obj ects, make use of the OBJECT- TYPE and NOTI FI CATI ON- TYPE nmcr 0s;

conpliance statenents for MB nodul es, which make use of the
MODULE- COMPLI ANCE and OBJECT- GROUP macros [2]; and,

capability statenents for agent inplenentations which nake use of
t he AGENT- CAPABI LI TI ES nmacros [2].

This classification schene does not inply a rigid taxonony. For
exanpl e, a "standard" information nodule will normally include
definitions of managed objects and a conpliance statenent.

Simlarly, an "enterprise-specific" information nodule m ght include
definitions of managed objects and a capability statenment. O
course, a "standard" information nodule may not contain capability
st at ement s.

The constructs of ASN. 1 allowed in SNMPv2 information nodul es

i nclude: the | MPORTS cl ause, value definitions for OBJECT

| DENTI FI ERs, type definitions for SEQUJENCEsS (with restrictions),
ASN. 1 type assignnents of the restricted ASN. 1 types allowed in
SNWVPv2, and instances of ASN. 1 nmacros defined in this docunent and in
ot her docunments [2, 3] of the SNWPv2 framework. Additional ASN. 1
macros may not be defined in SNVMPv2 information nodul es.

The nanmes of all standard information nodul es nmust be uni que (but

di fferent versions of the sane information nodul e shoul d have the
sane nane). Developers of enterprise information nodules are
encouraged to choose names for their information nodul es that will
have a | ow probability of colliding with standard or other enterprise
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i nformati on nodul es. An information nodule may not use the ASN. 1
construct of placing an object identifier value between the nodul e
name and the "DEFI NI TI ONS" keywor d.

Al'l information nodules start with exactly one invocation of the
MODULE- | DENTI TY macro, which provides contact information as well as
revision history to distinguish between versions of the sane

i nformati on nodule. This invocation nust appear inmediately after
any | MPORTs st at enents.

3.1. Macro Invocation
Wthin an information nodul e, each macro invocation appears as:
<descri ptor> <macr o> <cl auses> ::= <val ue>

where <descriptor> corresponds to an ASN. 1 identifier, <macro> nanes
t he macro being invoked, and <cl auses> and <val ue> depend on the
definition of the macro. (Note that this definition of a descriptor
applies to all nmacros defined in this meno and in [2].)

For the purposes of this specification, an ASN.1 identifier consists
of one or nore letters or digits, and its initial character nust be a
| ower-case letter. (Note that hyphens are not allowed by this

speci fication, even though hyphen is allowed by [1]. This
restriction enables arithnetic expressions in | anguages whi ch use the
m nus sign to reference these descriptors without anbiguity.)

For all descriptors appearing in an information nodule, the
descriptor shall be unique and nmmenonic, and shall not exceed 64
characters in length. (However, descriptors |onger than 32
characters are not recommended.) This pronotes a common | anguage for
humans to use when di scussing the information nodul e and al so
facilitates sinple table mappings for user-interfaces.

The set of descriptors defined in all "standard" information nodul es
shal | be uni que.

Finally, by convention, if the descriptor refers to an object with a
SYNTAX cl ause val ue of either Counter32 or Counter64, then the
descriptor used for the object should denote plurality.

3.1.1. Textual C auses
Sone clauses in a macro invocation may take a textual value (e.g.,
the DESCRI PTION clause). Note that, in order to conformto the ASN. 1

syntax, the entire value of these clauses nust be enclosed in double
qgquot ati on marks, and therefore cannot itself contain double quotation
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mar ks, al t hough the value may be multi-Iline.
3.2. | MPORTi ng Synbol s

To reference an external object, the | MPORTS statenent nust be used
to identify both the descriptor and the nmodul e in which the
descriptor is defined, where the nodule is identified by its ASN. 1
nodul e nane.

Not e that when synbols from"enterprise-specific" information nodul es
are referenced (e.g., a descriptor), there is the possibility of
collision. As such, if different objects with the same descri ptor
are | MPORTed, then this anbiguity is resolved by prefixing the
descriptor with the nane of the information nodule and a dot ("."),
i.e.,

"modul e. descriptor”
(Al descriptors nust be unique within any information nodul e.)

O course, this notation can be used even when there is no collision
when | MPORTi ng synbol s.

Finally, the I MPORTS statenment may not be used to inport an ASN. 1
nanmed type which corresponds to either the SEQUENCE or SEQUENCE OF

t ype.
3.3. Exporting Synbols

The ASN. 1 EXPORTS statenent is not allowed in SNMPv2 i nformation
modul es. All itens defined in an informati on nodul e are
automatical ly exported.

3.4. ASN. 1 Comments

Conments in ASN.1 commence with a pair of adjacent hyphens and end
with the next pair of adjacent hyphens or at the end of the I|ine,
whi chever occurs first.

3.5. OBJECT | DENTI FI ER val ues

An OBJECT | DENTI FI ER value is an ordered list of non-negative
nunbers. For the SNWMPv2 franework, each nunber in the list is
referred to as a sub-identifier, there are at npbst 128 sub-
identifiers in a value, and each sub-identifier has a nmaxi nrum val ue
of 2732-1 (4294967295 decimal). Al OBJECT |DENTIFI ER val ues have at
| east two sub-identifiers, where the value of the first sub-
identifier is one of the follow ng well-known nanes:
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4.

Val ue Name

0 ccitt
1 i so
2 joint-iso-ccitt

Nam ng Hi erarchy

The root of the subtree admi nistered by the Internet Assignhed Nunbers
Authority (1 ANA) for the Internet is:

i nt er net OBJECT IDENTIFIER ::={ iso 3 6 1}

That is, the Internet subtree of OBJECT | DENTIFIERs starts with the
prefix:

1.3.6.1.

Several branches underneath this subtree are used for network
managenent :

gt OBJECT IDENTIFIER ::= { internet 2 }
experi ment al OBJECT IDENTIFIER ::= { internet 3}
private OBJECT IDENTIFIER ::= { internet 4 }
enterprises OBJECT IDENTIFIER ::= { private 1}

However, the SM does not prohibit the definition of objects in other
portions of the object tree.

The ngnt (2) subtree is used to identify "standard" objects.

The experinmental (3) subtree is used to identify objects being

desi gned by working groups of the IETF. If an information nodul e
produced by a working group becones a "standard" information nodul e,
then at the very beginning of its entry onto the Internet standards
track, the objects are noved under the ngnt(2) subtree.

The private(4) subtree is used to identify objects defined
unilaterally. The enterprises(l) subtree beneath private is used,
anmong ot her things, to permt providers of networking subsystens to
regi ster nodels of their products.

Mappi ng of the MODULE-I DENTITY macro

The MODULE-I DENTITY nmacro is used to provide contact and revision

hi story for each information nodule. It nust appear exactly once in
every information nodule. It should be noted that the expansion of
the MODULE-I DENTITY nmacro is something which conceptually happens
during inplenmentation and not during run-time.
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Note that reference in an | MPORTS clause or in clauses of SNWPv2
macros to an information nodule is NOT through the use of the
"descriptor’ of a MODULE-IDENTITY nmacro; rather, an infornmation
nmodul e is referenced through specifying its nodul e nane.

5.1. Mapping of the LAST-UPDATED cl ause

The LAST- UPDATED cl ause, which nmust be present, contains the date and
time that this informati on nodul e was |last edited. The date and tine
are represented in UTC Tine format (see Appendi x B)

5.2. Mapping of the ORGAN ZATI ON cl ause

The ORGANI ZATI ON cl ause, which nmust be present, contains a textua
description of the organi zati on under whose auspices this infornmation
nodul e was devel oped.

5.3. Mapping of the CONTACT-INFO cl ause

The CONTACT-1 NFO cl ause, which nmust be present, contains the nane,
postal address, telephone nunber, and electronic nmail address of the
person to whom technical queries concerning this information nodul e
shoul d be sent.

5.4. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a high-Ievel
textual description of the contents of this information nodul e.

5.5. Mapping of the REVISION cl ause

The REVI SI ON cl ause, which need not be present, is repeatedly used to
describe the revisions (including the initial version) nmade to this

i nformati on nodule, in reverse chronol ogi cal order (i.e., nost recent
first). Each instance of this clause contains the date and tine of
the revision. The date and tine are represented in UTC Tine formt
(see Appendi x B).

5.5.1. Mapping of the DESCRI PTI ON sub-cl ause
The DESCRI PTI ON cl ause, which nust be present for each REVI SI ON
cl ause, contains a high-level textual description of the revision
identified in that REVISION cl ause.

5.6. Mapping of the MODULE-IDENTITY val ue

The val ue of an invocation of the MODULE-I DENTITY macro is an OBJECT
| DENTI FIER. As such, this value may be authoritatively used when

SNVPv2 Wor ki ng Group St andards Track [ Page 13]



RFC 1902 SM for SNwPv2 January 1996

speci fying an OBJECT | DENTI FI ER value to refer to the information
nmodul e contai ning the invocation.

5.7. Usage Exanple
Consi der how a skeletal M B nodule m ght be constructed: e.g.,
FIZBINM B DEFINITIONS ::= BEGA N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, experi nment al
FROM SNWPv2- SM ;

fizbin MODULE-| DENTITY
LAST- UPDATED "95052418117"
ORGANI ZATI ON "I ETF SNMPv2 Wor ki ng G oup”
CONTACT- | NFO
" Marshall T. Rose

Post al : Dover Beach Consulting, Inc.
420 Whi snman Court
Mountain View, CA 94043-2186
Us

Tel: +1 415 968 1052
Fax: +1 415 968 2510

E-mail: nrose@lbc. ntvi ew. ca. us"
DESCRI PTI ON
"The M B nodule for entities inplenenting the xxxx
protocol . "
REVI SI ON "95052418117"
DESCRI PTI ON
"The latest version of this MB nodule.”
REVI SI ON "9210070433Z2"
DESCRI PTI ON

"The initial version of this MB nodule."”
-- contact | ANA for actual nunber
::={ experinental xx }

END
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6. Mapping of the OBJECT-1DENTITY macro

The OBJECT-IDENTITY nmacro is used to define information about an
OBJECT | DENTI FI ER assignnment. All adm nistrative OBJECT | DENTI FI ER
assi gnnments which define a type identification value (see

Aut onormousType, a textual convention defined in [3]) should be
defined via the OBJECT-1DENTITY macro. It should be noted that the
expansi on of the OBJECT-IDENTITY macro i s sonething which
conceptual Iy happens during inplenentation and not during run-tine.

6.1. Mapping of the STATUS cl ause

The STATUS cl ause, which nust be present, indicates whether this
definition is current or historic.

The values "current", and "obsol ete" are self-explanatory. The
"deprecated" value indicates that the definition is obsol ete, but
that an inplenmentor nay wish to support it to foster interoperability
with ol der inplenmentations.

6.2. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a textual
description of the object assignment.

6.3. Mapping of the REFERENCE cl ause

The REFERENCE cl ause, which need not be present, contains a textual
cross-reference to an object assignnent defined in sonme other
i nformati on nodul e.

6.4. Mapping of the OBJECT-IDENTITY val ue

The val ue of an invocation of the OBJECT-IDENTITY nmacro is an OBJECT
| DENTI FI ER.

6.5. Usage Exanple
Consi der how an OBJECT | DENTI FI ER assi gnnent mi ght be made: e.g.
fizbin69 OBJECT- 1 DENTI TY
STATUS current
DESCRI PTI ON

"The authoritative identity of the Fizbin 69 chipset."
c:={ fizbinChipSets 1}
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7. Mapping of the OBJECT- TYPE nacro

The OBJECT-TYPE macro is used to define a type of managed object. It
shoul d be noted that the expansion of the OBJECT-TYPE nacro is
somet hi ng whi ch conceptual |y happens during inplenentation and not
during run-tine.

For | eaf objects which are not columar objects (i.e., not contained

within a conceptual table), instances of the object are identified by
appendi ng a sub-identifier of zero to the nanme of that object.

O herwi se, the I NDEX cl ause of the conceptual row object superior to

a columar object defines instance identification information.

7.1. Mapping of the SYNTAX cl ause

The SYNTAX cl ause, which nust be present, defines the abstract data
structure corresponding to that object. The data structure nust be
one of the following: a base type, the BITS construct, or a textua
convention. (SEQUENCE OF and SEQUENCE are al so possible for
conceptual tables, see section 7.1.12). The base types are those
defined in the ObjectSyntax CHO CE. A textual convention is a

new y-defined type defined as a sub-type of a base type [3].

A extended subset of the full capabilities of ASN. 1 sub-typing is

al l owed, as appropriate to the underingly ASN.1 type. Any such
restriction on size, range, enunerations or repertoire specified in
this clause represents the nmaxi mal |evel of support which nmakes
"protocol sense". Restrictions on sub-typing are specified in detai
in Section 9 and Appendix C of this neno.

The semantics of ObjectSyntax are now descri bed.
7.1.1. Integer32 and | NTEGER

The Integer32 type represents integer-valued information between
-2731 and 2731-1 inclusive (-2147483648 to 2147483647 decimal). This
type is indistinguishable fromthe |INTEGER type. Both the | NTEGER
and | nteger32 types may be sub-typed to be nore constrai ned than the
I nt eger 32 type.

The I NTEGER type nmay al so be used to represent integer-val ued

i nformati on as named- nunber enunerations. |In this case, only those
naned- nunbers so enunerated may be present as a value. Note that
although it is recommended that enunerated values start at 1 and be
nunbered contiguously, any valid value for Integer32 is allowed for
an enunerated value and, further, enumerated val ues needn’'t be
conti guously assigned.
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Finally, a label for a nanmed-nunmber enumeration nust consist of one
or nore letters or digits (no hyphens), up to a nmaxi nrum of 64
characters, and the initial character nmust be a | ower-case letter.
(However, | abels | onger than 32 characters are not reconmended.)

7.1.2. OCTET STRI NG

The OCTET STRING type represents arbitrary binary or textual data.

Al t hough there is no SM-specified size linmtation for this type, MB
desi gners should realize that there may be inplenentati on and
interoperability limtations for sizes in excess of 255 octets.

7.1.3. OBJECT | DENTI FI ER

The OBJECT | DENTI FI ER type represents adm nistratively assigned
nanes. Any instance of this type may have at nobst 128 sub-
identifiers. Further, each sub-identifier nust not exceed the val ue
2732-1 (4294967295 deci nal).

7.1.4. The BITS construct

The BI TS construct represents an enuneration of named bits. This
collection is assigned non-negative, contiguous val ues, starting at
zero. Only those naned-bits so enunerated may be present in a val ue.
(Thus, enunerations nust be assigned to consecutive bits; however,
see Section 9 for refinenents of an object with this syntax.)

Al t hough there is no SM-specified limtation on the nunber of
enunerations (and therefore on the |length of a value), MB designers
should realize that there may be inplenmentation and interoperability
limtations for sizes in excess of 128 bits.

Finally, a label for a named-nunber enumeration nust consist of one
or nore letters or digits (no hyphens), up to a nmaxi num of 64
characters, and the initial character nmust be a | ower-case letter.
(However, | abels | onger than 32 characters are not reconmended.)

7.1.5. | pAddress

The | pAddress type represents a 32-bit internet address. It is
represented as an OCTET STRING of length 4, in network byte-order.

Note that the | pAddress type is a tagged type for historical reasons.

Net wor k addresses shoul d be represented using an invocation of the
TEXTUAL- CONVENTI ON macro [3].
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7.1.6. Counter32

The Counter32 type represents a non-negative integer which
nmonot oni cal ly increases until it reaches a maxi mum val ue of 2732-1
(4294967295 decimal), when it waps around and starts increasing
again from zero

Counters have no defined "initial" value, and thus, a single value of
a Counter has (in general) no information content. Discontinuities
in the nonotonically increasing value normally occur at re-
initialization of the managenent system and at other tinmes as
specified in the description of an object-type using this ASN. 1 type.
I f such other times can occur, for exanple, the creation of an object
i nstance at tines other than re-initialization, then a correspondi ng
obj ect should be defined with a SYNTAX cl ause val ue of TinmeStanp (a
textual convention defined in [3]) indicating the time of the |ast

di scontinuity.

The val ue of the MAX- ACCESS cl ause for objects with a SYNTAX cl ause
val ue of Counter32 is either "read-only" or "accessible-for-notify".

A DEFVAL clause is not allowed for objects with a SYNTAX cl ause val ue
of Counter 32.

7.1.7. Gauge32

The Gauge32 type represents a non-negative integer, which nay

i ncrease or decrease, but shall never exceed a maxi mum val ue. The
maxi num val ue can not be greater than 2732-1 (4294967295 deci nmal).
The val ue of a Gauge has its maxi nrum val ue whenever the information
bei ng nodel ed is greater or equal to that naxi numvalue; if the

i nformati on bei ng nodel ed subsequently decreases bel ow t he nmaxi mum
val ue, the Gauge al so decreases.

7.1.8. TineTicks

The Ti meTi cks type represents a non-negative integer which represents
the time, nodul o 27232 (4294967296 decimal), in hundredths of a second
bet ween two epochs. Wen objects are defined which use this ASN. 1
type, the description of the object identifies both of the reference
epochs.

For example, [3] defines the TinmeStanp textual convention which is
based on the TinmeTicks type. Wth a TimeStanp, the first reference
epoch is defined as the tinme when sysUpTine [5] was zero, and the
second reference epoch is defined as the current value of sysUpTi ne.

The TinmeTi cks type may not be sub-typed.
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7.1.9. Opaque

The Opaque type is provided solely for backward-conpatibility, and
shall not be used for new y-defined object types.

The Opaque type supports the capability to pass arbitrary ASN. 1
syntax. A value is encoded using the ASN. 1 Basic Encodi ng Rul es [4]
into a string of octets. This, in turn, is encoded as an OCTET
STRING in effect "doubl e-w apping" the original ASN. 1 val ue

Note that a conforming inplenentation need only be able to accept and
recogni ze opaquel y-encoded data. It need not be able to unwap the
data and then interpret its contents.

A requirenent on "standard" M B nodules is that no object nay have a
SYNTAX cl ause val ue of Opaque.

7.1.10. Count er 64

The Counter64 type represents a non-negative integer which
nmonot oni cal ly increases until it reaches a maxi mum val ue of 2764-1
(18446744073709551615 decimal ), when it waps around and starts

i ncreasing again from zero.

Counters have no defined "initial" value, and thus, a single value of
a Counter has (in general) no information content. Discontinuities
in the nonotonically increasing value normally occur at re-
initialization of the managenent system and at other tinmes as
specified in the description of an object-type using this ASN. 1 type.
I f such other times can occur, for exanple, the creation of an object
instance at tines other than re-initialization, then a correspondi ng
obj ect should be defined with a SYNTAX cl ause val ue of TinmeStanp (a
textual convention defined in [3]) indicating the tinme of the |ast

di scontinuity.

The val ue of the MAX- ACCESS cl ause for objects with a SYNTAX cl ause
val ue of Counter64 is either "read-only" or "accessible-for-notify".

A requirenent on "standard" MB nodules is that the Counter64 type
may be used only if the information being nodeled would wap in |ess
than one hour if the Counter32 type was used instead.

A DEFVAL clause is not allowed for objects with a SYNTAX cl ause val ue
of Count er 64.
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7.1.11. Unsigned32

The Unsi gned32 type represents integer-valued information between 0
and 2732-1 inclusive (0 to 4294967295 deci mal ).

7.1.12. Conceptual Tabl es

Managenent operations apply exclusively to scal ar objects. However,
it is sonetinmes convenient for devel opers of managenent applications
to inmpose an inmaginary, tabular structure on an ordered collection of
objects within the MB. Each such conceptual table contains zero or
nore rows, and each row may contain one or nore scal ar objects,
termed col ummar objects. This conceptualization is formalized by
usi ng the OBJECT-TYPE macro to define both an object which
corresponds to a table and an object which corresponds to a row in
that table. A conceptual table has SYNTAX of the form

SEQUENCE OF <EntryType>

where <EntryType> refers to the SEQUENCE type of its subordinate
conceptual row. A conceptual row has SYNTAX of the form

<EntryType>
where <EntryType> is a SEQUENCE type defined as follows:
<EntryType> ::= SEQUENCE { <typel>, ... , <typeN> }

where there is one <type> for each subordi nate object, and each
<type> is of the form

<descri ptor> <synt ax>

where <descriptor> is the descriptor naming a subordi nate object, and
<synt ax> has the val ue of that subordi nate object’s SYNTAX cl ause,
normal |y onmitting the sub-typing information. Further, these ASN 1
types are al ways present (the DEFAULT and OPTI ONAL cl auses are
disallowed in the SEQUENCE definition). The MAX- ACCESS cl ause for
conceptual tables and rows is "not-accessible".

7.1.12.1. Creation and Del eti on of Conceptual Rows

For newl y-defined conceptual rows which allow the creation of new
obj ect instances and/or the deletion of existing object instances,
there shoul d be one col unmar object with a SYNTAX cl ause val ue of
RowSt atus (a textual convention defined in [3]) and a MAX- ACCESS
cl ause val ue of read-create. By convention, this is terned the
status columm for the conceptual row.
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7.2. Mapping of the UNITS cl ause

This UNI TS cl ause, which need not be present, contains a textua
definition of the units associated with that object.

7.3. Mapping of the MAX- ACCESS cl ause

The MAX- ACCESS cl ause, which nmust be present, defines whether it
makes "protocol sense" to read, wite and/or create an instance of
the object, or to include its value in a notification. This is the
maxi mal | evel of access for the object. (This maximal |evel of
access i s independent of any adm nistrative authorization policy.)

The value "read-wite" indicates that read and wite access nake
"protocol sense", but create does not. The value "read-create"
indicates that read, wite and create access nmake "protocol sense"
The val ue "not-accessible" indicates an auxiliary object (see Section
7.7). The value "accessible-for-notify" indicates an object which is
accessible only via a notification (e.g., snnpTrapO D [5]).

These values are ordered, fromleast to greatest: "not-accessible",
"accessible-for-notify", "read-only", "read-wite", "read-create".

I f any col ummar object in a conceptual row has "read-create" as its
maxi mal | evel of access, then no other columar object of the same
conceptual row may have a maximal access of "read-wite". (Note that
"read-create" is a superset of "read-wite".)

7.4. Mapping of the STATUS cl ause

The STATUS cl ause, which nust be present, indicates whether this
definition is current or historic.

The values "current", and "obsol ete" are self-explanatory. The
"deprecated" value indicates that the definition is obsol ete, but
that an inplenentor nmay wish to support that object to foster
interoperability with ol der inplenentations.

7.5. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a textual
definition of that object which provides all semantic definitions
necessary for inplenmentation, and shoul d enbody any informati on which
woul d ot herwi se be conmunicated in any ASN. 1 conmentary annotations
associ ated with the object.
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7.6. Mapping of the REFERENCE cl ause

The REFERENCE cl ause, which need not be present, contains a textual
cross-reference to an object defined in sonme other information
nodul e. This is useful when de-osifying a MB nodul e produced by
sone ot her organization

7.7. Mapping of the I NDEX cl ause

The | NDEX cl ause, which nust be present if that object corresponds to
a conceptual row (unless an AUGVENTS cl ause is present instead), and
nmust be absent otherw se, defines instance identification information
for the columar objects subordinate to that object.

The instance identification information in an | NDEX cl ause nust
speci fy object(s) such that val ue(s) of those object(s) wll
unanbi guousl y di stinguish a conceptual row. The syntax of those
objects indicate howto formthe instance-identifier:

(1) integer-valued: a single sub-identifier taking the integer val ue
(this works only for non-negative integers);

(2) string-valued, fixed-length strings (or variable-length preceded by
the | MPLI ED keyword): ‘n’ sub-identifiers, where ‘n’ is the length
of the string (each octet of the string is encoded in a separate
sub-identifier);

(3) string-valued, variable-length strings (not preceded by the | MPLI ED
keyword): ‘n+l’ sub-identifiers, where ‘n’ is the length of the
string (the first sub-identifier is ‘n" itself, follow ng this,
each octet of the string is encoded in a separate sub-identifier);

(4) object identifier-valued (when preceded by the | MPLI ED keyword):
‘n" sub-identifiers, where ‘n’ is the nunber of sub-identifiers in
the val ue (each sub-identifier of the value is copied into a
separate sub-identifier);

(5) object identifier-valued (when not preceded by the | MPLI ED
keyword): ‘n+l’" sub-identifiers, where ‘n’ is the nunber of sub-
identifiers in the value (the first sub-identifier is ‘n itself,
following this, each sub-identifier in the value is copied);

(6) |IpAddress-valued: 4 sub-identifiers, in the famliar a.b.c.d
not ati on.

Note that the | MPLI ED keyword can only be present for an object

havi ng a vari able-1ength syntax (e.g., variable-length strings or
obj ect identifier-valued objects), Further, the I MPLIED keyword can
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only be associated with the last object in the | NDEX cl ause.
Finally, the | MPLI ED keyword may not be used on a variable-length
string object if that string m ght have a value of zero-|ength.

I nstances identified by use of integer-val ued objects should be
nunbered starting fromone (i.e., not fromzero). The use of zero as
a value for an integer-val ued i ndex object should be avoi ded, except
in special cases.

bj ects which are both specified in the | NDEX cl ause of a conceptua
row and al so col umar objects of the sanme conceptual row are terned
auxiliary objects. The MAX-ACCESS cl ause for auxiliary objects is
"not - accessi bl e", except in the follow ng circunstances:

(1) within a MB nodule originally witten to conformto the SNWv1
framework, and | ater converted to conformto the SNWPv2 frameworKk;
or

(2) a conceptual row nust contain at |east one columar object which is
not an auxiliary object. 1In the event that all of a conceptual
row s columar objects are also specified in its |INDEX clause, then
one of them nust be accessible, i.e., have a MAX- ACCESS cl ause of
"read-only". (Note that this situation does not arise for a
conceptual row allowi ng create access, since such a roww | have a
status colum which will not be an auxiliary object.)

Note that objects specified in a conceptual row s | NDEX cl ause need
not be columar objects of that conceptual row. 1In this situation,

t he DESCRI PTI ON cl ause of the conceptual row nust include a textua
expl anati on of how the objects which are included in the | NDEX cl ause
but not columar objects of that conceptual row, are used in uniquely
identifying instances of the conceptual row s col umar obj ects.

7.8. Mapping of the AUGVENTS cl ause

The AUGVENTS cl ause, which nmust not be present unless the object
corresponds to a conceptual row, is an alternative to the | NDEX

cl ause. Every object corresponding to a conceptual row has either an
| NDEX cl ause or an AUGVENTS cl ause.

If an object corresponding to a conceptual row has an | NDEX cl ause,
that rowis terned a base conceptual row, alternatively, if the

obj ect has an AUGVENTS cl ause, the rowis said to be a conceptual row
augnent ati on, where the AUGMVENTS cl ause names the object
corresponding to the base conceptual row which is augnmented by this
conceptual row augnentation. (Thus, a conceptual row augnmentation
cannot itself be augnented.) Instances of subordinate col umar

obj ects of a conceptual row augnentation are identified according to
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the I NDEX cl ause of the base conceptual row corresponding to the

obj ect named in the AUGVENTS cl ause. Further, instances of

subordi nate col unmar objects of a conceptual row augnentation exi st
according to the sanme semantics as instances of subordinate col umar
obj ects of the base conceptual row being augnented. As such, note
that creation of a base conceptual row inplies the correspondent
creation of any conceptual row augnentations.

For exanmple, a M B designer nmight wish to define additional colums
in an "enterprise-specific" MB which logically extend a conceptua
rowin a "standard® MB. The "standard" M B definition of the
conceptual row would include the I NDEX clause and the "enterprise-
specific® MB would contain the definition of a conceptual row using
t he AUGVENTS cl ause. On the other hand, it would be incorrect to use
the AUGVENTS cl ause for the rel ati onship between RFC 1573’ s ifTabl e
and the many nedi a-specific MBs which extend it for specific nedia
(e.g., the dot3Table in RFC 1650), since not all interfaces are of

t he sane nedi a.

Note that a base conceptual row nay be augnented by multiple
conceptual row augnentati ons.

7.8.1. Relation between | NDEX and AUGVENTS cl auses

When defining instance identification information for a conceptua
tabl e:

(1) |If there is a one-to-one correspondence between the conceptual rows
of this table and an existing table, then the AUGVENTS cl ause
shoul d be used.

(2) Oherwise, if there is a sparse relationship between the concept ual
rows of this table and an existing table, then an | NDEX cl ause
shoul d be used which is identical to that in the existing table.
For example, the relationship between RFC 1573’s ifTable and a
nmedi a- specific M B which extends the ifTable for a specific nedia
(e.g., the dot3Table in RFC 1650), is a sparse relationship.

(3) Oherwise, if no existing objects have the required syntax and
semantics, then auxiliary objects should be defined within the
conceptual row for the new table, and those objects should be used
within the I NDEX clause for the conceptual row

7.9. Mapping of the DEFVAL cl ause
The DEFVAL cl ause, which need not be present, defines an acceptable

default val ue which nay be used at the discretion of a SNMPv2 entity
acting in an agent role when an object instance is created.

SNVPv2 Wor ki ng Group St andards Track [ Page 24]



RFC 1902 SM for SNwPv2 January 1996

During conceptual row creation, if an instance of a columar object
is not present as one of the operands in the correspondent nanagenent
protocol set operation, then the value of the DEFVAL cl ause, if
present, indicates an acceptable default value that a SNWPv2 entity
acting in an agent role m ght use.

The val ue of the DEFVAL clause must, of course, correspond to the
SYNTAX cl ause for the object. |If the value is an OBJECT | DENTI FI ER,
then it nust be expressed as a single ASN.1 identifier, and not as a
coll ection of sub-identifiers.

Note that if an operand to the managenent protocol set operation is
an instance of a read-only object, then the error ‘notWitable [6]
will be returned. As such, the DEFVAL cl ause can be used to provide
an acceptabl e default value that a SNMPv2 entity acting in an agent
rol e mght use.

By way of exanple, consider the follow ng possi ble DEFVAL cl auses:

bj ect Synt ax DEFVAL cl ause
I nt eger 32 DEFVAL { 1}
-- sane for Gauge32, Ti nmeTicks, Unsigned32
| NTEGER DEFVAL { valid } -- enunerated val ue
OCTET STRI NG DEFVAL { 'ffffffffffff ' H }
OBJECT | DENTI FI ER DEFVAL { sysDescr }
BI TS DEFVAL { { primary, secondary } }
-- enunerated val ues that are set
| pAddr ess DEFVAL { 'c0210415 H} -- 192.33.4.21

bj ect types with SYNTAX of Counter32 and Counter64 nay not have
DEFVAL cl auses, since they do not have defined initial values.
However, it is reconmended that they be initialized to zero.

7.10. Mapping of the OBJECT- TYPE val ue

(1)

The value of an invocation of the OBJECT-TYPE nacro is the nane of
the object, which is an OBJECT | DENTI FI ER, an admi nistratively
assi gnhed nane.

When an OBJECT | DENTIFIER is assigned to an object:

If the object corresponds to a conceptual table, then only a single
assignment, that for a conceptual row, is present inmediately
beneath that object. The admnistratively assigned nane for the
conceptual row object is derived by appending a sub-identifier of
"1" to the administratively assigned nane for the conceptual table.
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(2) |If the object corresponds to a conceptual row, then at |east one
assi gnnment, one for each colum in the conceptual row, is present
beneath that object. The administratively assigned name for each
colum is derived by appendi ng a uni que, positive sub-identifier to
the administratively assigned nane for the conceptual row

(3) Oherwi se, no other OBJECT | DENTI FI ERs whi ch are subordinate to the
obj ect may be assi gned.

Note that the final sub-identifier of any administratively assigned
nane for an object shall be positive. A zero-valued final sub-
identifier is reserved for future use.

Further note that although conceptual tables and rows are given
admi ni stratively assigned nanmes, these conceptual objects may not be
mani pul ated i n aggregate form by the nmanagenent protocol

7.11. Usage Exanple
Consi der how one night define a conceptual table and its
subordi nates. (This exanple uses the RowStatus textual convention
defined in [3].)

eval Sl ot OBJECT- TYPE

SYNTAX | NTEGER
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The index nunmber of the first unassigned entry in the
eval uation table.

A managenent station should create new entries in the

eval uation table using this algorithm first, issue a
managenent protocol retrieval operation to determ ne the

val ue of eval Slot; and, second, issue a managenent protocol
set operation to create an instance of the eval Status object
setting its value to createAndGo(4) or createAndWait(5). |If
this latter operation succeeds, then the nmanagenent station
may continue nodi fying the instances corresponding to the
new y created conceptual row, w thout fear of collision with
ot her managenent stations."

o= { eval 1}

eval Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Eval Entry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
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"The (conceptual) evaluation table."
o= { eval 2}

eval Entry OBJECT- TYPE
SYNTAX Eval Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the evaluation table."
INDEX { eval I ndex }
::={ evalTable 1}

Eval Entry :: =
SEQUENCE {
eval | ndex | nt eger 32,
eval String Di spl ayStri ng,
eval Val ue I nt eger 32,
eval St at us RowsSt at us
}
eval | ndex OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"The auxiliary variable used for identifying instances of
the columar objects in the evaluation table."
2= { evalEntry 1}

eval String OBJECT- TYPE
SYNTAX Di spl ayString
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The string to evaluate."
2= { evalEntry 2}

eval Val ue OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when eval String was | ast executed."
DEFVAL { 0}
::={ evalEntry 3}

eval St at us OBJECT- TYPE
SYNTAX RowSt at us
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MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status colum used for creating, nodifying, and
del eting instances of the columar objects in the eval uation
table."
DEFVAL { active }
2= { evalEntry 4}

8. Mapping of the NOTIFI CATI ON- TYPE nacro

The NOTI FI CATION-TYPE nacro is used to define the information
contained within an unsolicited transm ssion of nanagenent
information (i.e., within either a SNWPv2- Trap-PDU or | nfornRequest -
PDU). It should be noted that the expansion of the NOTI FI CATI ON- TYPE
macro i s somet hing which conceptual |y happens during inplenmentation
and not during run-time.

8.1. Mapping of the OBJECTS cl ause

The OBJECTS cl ause, which need not be present, defines the ordered
sequence of M B object types which are contained within every

i nstance of the notification. An object type specified in this

cl ause may not have an MAX- ACCESS cl ause of "not-accessible".

8.2. Mapping of the STATUS cl ause

The STATUS cl ause, which nust be present, indicates whether this
definition is current or historic.

The values "current", and "obsol ete" are self-explanatory. The
"deprecated" value indicates that the definition is obsol ete, but
that an inplenentor may wi sh to support the notification to foster
interoperability with ol der inplenentations.

8.3. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a textual
definition of the notification which provides all senantic
definitions necessary for inplenentation, and should enbody any

i nformati on which woul d ot herwi se be comuni cated in any ASN. 1
coment ary annotations associated with the notification. In
particul ar, the DESCRI PTI ON cl ause shoul d docunent which instances of
the objects nmentioned in the OBJECTS cl ause shoul d be cont ai ned
within notifications of this type.
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8.4. Mapping of the REFERENCE cl ause

The REFERENCE cl ause, which need not be present, contains a textual
cross-reference to a notification defined in some other information
nodul e. This is useful when de-osifying a MB nodul e produced by
sone ot her organization

8.5. Mapping of the NOTIFI CATI ON- TYPE val ue

The val ue of an invocation of the NOTIFI CATIONTYPE nmacro is the name
of the notification, which is an OBJECT | DENTI FI ER, an

adm ni stratively assigned nane. In order to achieve conmpatibility
with the procedures enployed by proxy agents (see Section 3.1.2 of
[7]), the next to last sub-identifier in the nane of any new y-
defined notification nmust have the val ue zero.

Sections 4.2.6 and 4.2.7 of [6] describe how the NOTI FI CATI ON- TYPE
macro i s used to generate a SNMPv2-Trap- PDU or | nformRequest - PDU
respectively.

8.6. Usage Exanple
Consi der how a linkUp trap m ght be descri bed:

i nkUp NOTI FI CATI ON- TYPE

OBJECTS { iflndex }

STATUS current

DESCRI PTI ON
"AlinkUp trap signifies that the SNMPv2 entity, acting in
an agent role, recognizes that one of the conmunication
links represented in its configuration has conme up."

c:={ snnpTraps 4 }

According to this invocation, the trap authoritatively identified as
{ snmpTraps 4 }

is used to report a link com ng up

9. Refined Syntax
Sone macros have cl auses which allows syntax to be refined,
specifically: the SYNTAX cl ause of the OBJECT- TYPE macro, and the
SYNTAX/ VRl TE- SYNTAX cl auses of the MODULE- COVPLI ANCE and AGENT-
CAPABI LI TIES macros [2]. However, not all refinenents of syntax are

appropriate. In particular, the object’s primtive or application
type nust not be changed.
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Further, the following restrictions apply:

Restrictions to Refinenent on

obj ect synt ax range enuneration si ze repertoire
| NTEGER (1) (2) - -
I nt eger 32 (1) - - -
Unsi gned32 (1) - - -
OCTET STRI NG - - (3) (4)
OBJECT | DENTI FI ER - - - -
BI TS - (2) - -
| pAddr ess - - - -
Count er 32 - - - -
Count er 64 - - - -
Gauge32 (D - - -
Ti meTi cks - - - -

wher e:

(1)

(2)

(3)

(4)

10.

the range of pernmitted values may be refined by raising the | ower-
bounds, by reduci ng the upper-bounds, and/or by reducing the
al ternative val ue/ range choi ces;

t he enuneration of naned-values may be refined by renoving one or
nore naned-val ues (note that for BITS, a refinenent may cause the
enunerations to no |onger be contiguous);

the size in characters of the value may be refined by raising the
| ower - bounds, by reduci ng the upper-bounds, and/or by reducing the
alternative size choices; or

the repertoire of characters in the value may be reduced by further
sub-typi ng.

O herwi se no refinenents are possible. Further details on sub-typing
are provided in Appendix C

Ext endi ng an I nformati on Modul e

As experience is gained with a published information nodule, it may
be desirable to revise that informati on nodul e.

To begin, the invocation of the MODULE-IDENTITY nmacro shoul d be
updated to include information about the revision. Usually, this
consi sts of updating the LAST-UPDATED cl ause and adding a pair of
REVI SI ON and DESCRI PTI ON cl auses. However, other existing clauses in
the invocation may be updat ed.
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10.

(1)

(2)

(3)

(4)

(5)
(6)

(7)

Note that the nodule’ s |label (e.g., "FIZBINMB" fromthe exanple in
Section 5.8), is not changed when the information nodule is revised.

1. bject Assignments

If any non-editorial change is nmade to any clause of a object

assi gnnment, then the OBJECT | DENTI FI ER val ue associated with that
obj ect assignnment nust al so be changed, along with its associ ated
descri ptor.

2. Object Definitions
An object definition may be revised in any of the follow ng ways:

A SYNTAX cl ause contai ning an enunerated | NTEGER may have new
enumner ati ons added or existing | abels changed.

A STATUS cl ause value of "current" may be revised as "deprecated"
or "obsolete". Sinmlarly, a STATUS cl ause val ue of "deprecated"
may be revised as "obsol ete".

A DEFVAL cl ause may be added or updated.
A REFERENCE cl ause may be added or updat ed.
A UNITS cl ause may be added.

A conceptual row may be augmented by addi ng new col ummar objects at
the end of the row

Entirely new objects may be defined, nanmed with previously
unassi gned OBJECT | DENTI FI ER val ues.

QO herwise, if the semantics of any previously defined object are
changed (i.e., if a non-editorial change is made to any cl ause ot her
those specifically allowed above), then the OBJECT | DENTIFI ER val ue
associated with that object nust al so be changed.

Not e that changing the descriptor associated with an existing object
is considered a semantic change, as these strings may be used in an
| MPORTS st at enent .

Finally, note that if an object has the value of its STATUS cl ause
changed, then the value of its DESCRI PTI ON cl ause shoul d be updated
accordingly.
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10. 3. Noti fication Definitions

A notification definition may be revised in any of the follow ng
ways:

(1) A REFERENCE cl ause may be added or updat ed.

O herwise, if the semantics of any previously defined notification
are changed (i.e., if a non-editorial change is nade to any cl ause
ot her those specifically all owed above), then the OBJECT | DENTI FI ER
val ue associated with that notification nust al so be changed.

Not e that changi ng the descriptor associated with an existing
notification is considered a semantic change, as these strings may be
used in an | MPORTS st at enent.

Finally, note that if an object has the value of its STATUS cl ause

changed, then the value of its DESCRI PTI ON cl ause shoul d be updated
accordingly.
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11. Appendix A: de-Cslfying a M B nodul e

There has been an increasing anount of work recently on taking M Bs
defi ned by other organizations (e.g., the | EEE) and de-osifying them
for use with the Internet-standard network managenent framework. The
steps to achieve this are straight-forward, though tedious. O
course, it is helpful to already be experienced in witing MB
nodul es for use with the Internet-standard network nmanagenent

f r amewor k.

The first step is to construct a skeletal MB nodul e, as shown
earlier in Section 5.8. The next step is to categorize the objects
into groups. Optional objects are not pernitted. Thus, when a M B
nmodul e is created, optional objects nmust be placed in a additional
groups, which, if inplemented, all objects in the group nust be

i npl emrented. For the first pass, it is wisest to sinply ignore any
optional objects in the original MB: experience shows it is better
to define a core MB nodule first, containing only essential objects;
later, if experience demands, other objects can be added.

11.1. Managed bject Mapping

Next for each managed object class, deterni ne whether there can exi st
mul tiple instances of that nanaged object class. |If not, then for
each of its attributes, use the OBJECT-TYPE nacro to make an
equi val ent definition

O herwise, if nultiple instances of the managed object class can

exi st, then define a conceptual table having conceptual rows each
containing a columar object for each of the managed object class’s
attributes. |If the nanaged object class is contained within the
contai nnent tree of another managed object class, then the assignnent
of an object is normally required for each of the "distinguished
attri butes" of the containing managed object class. |If they do not
already exist within the MB nodul e, then they can be added via the
definition of additional columar objects in the conceptual row
correspondi ng to the contai ned nanaged object cl ass.

In defining a conceptual row, it is useful to consider the

optim zation of network managenent operations which will act upon its
columar objects. In particular, it is wisest to avoid defining nore
col umar objects within a conceptual row, than can fit in a single
PDU. As a rule of thumb, a conceptual row should contain no nore
than approximately 20 objects. Simlarly, or as a way to abide by
the "20 object guideline", columar objects should be grouped into
tabl es according to the expected groupi ng of network managenent
operations upon them As such, the content of conceptual rows shoul d
reflect typical access scenarios, e.g., they should be organi zed
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11.

(1)

(2)

(3)

(4)

(5)

(6)

(7)

(8)
11.

al ong functional |ines such as one row for statistics and another row
for paraneters, or along usage |lines such as commonl y- needed obj ects
versus rarel y-needed objects.

On the other hand, the definition of conceptual rows where the nunber
of columar objects used as indexes outnunbers the nunber used to
hol d i nformati on, should al so be avoided. |In particular, the
splitting of a managed object class’s attributes into nany concept ual
tabl es should not be used as a way to obtain the sane degree of
flexibility/ conplexity as is often found in MBs with a nyriad of
opti onal s.

1.1. Mapping to the SYNTAX cl ause

When napping to the SYNTAX cl ause of the OBJECT- TYPE macr o:
An object with BOOLEAN syntax becomes a TruthVal ue [3].
An object with I NTEGER syntax becones an | nteger 32.
An object with ENUMERATED synt ax becones an | NTEGER with
enunerations, taking any of the val ues given which can be

represented with an Integer32.

An object with BIT STRING syntax havi ng enunerati ons becones a BITS
construct.

An object with BIT STRING syntax but no enunerations becomes an
OCTET STRI NG

An object with a character string syntax becones either an OCTET
STRING or a DisplayString [3], depending on the repertoire of the
character string.

A non-tabul ar object with a conplex syntax, such as REAL or

EXTERNAL, mnust be deconposed, usually into an OCTET STRING (if

sensible). As a rule, any object with a conplicated syntax should

be avoi ded.

Tabul ar obj ects nmust be deconposed into rows of col umar objects.
1.2. Mapping to the UNITS cl ause

If the description of this managed object defines a unit-basis, then
mappi ng to this clause is straight-forward.
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11.
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1.3. Mpping to the MAX- ACCESS cl ause

This is straight-forward.

1.4. WMapping to the STATUS cl ause

This is straight-forward.

1.5. Mpping to the DESCRI PTI ON cl ause

This is straight-forward: sinply copy the text, making sure that any
enbedded doubl e quotation marks are sanitized (i.e., replaced with
si ngl e-quotes or renoved).

1.6. Mapping to the REFERENCE cl ause

This is straight-forward: sinply include a textual reference to the
obj ect bei ng mapped, the docunent which defines the object, and
perhaps a page nunber in the docunent.

1.7. WMapping to the I NDEX cl ause

| f necessary, decide how instance-identifiers for columar objects
are to be forned and define this clause accordingly.

1.8. Mapping to the DEFVAL cl ause

Decide if a meaningful default value can be assigned to the object
bei ng nmapped, and if so, define the DEFVAL cl ause accordingly.

2. Action Mpping

Actions are nodeled as read-wite objects, in which witing a
particular value results in a state change. (Usually, as a part of
this state change, sone action mght take place.)

2.1. Mapping to the SYNTAX cl ause

Usual Iy the Integer32 syntax is used with a distingui shed val ue
provi ded for each action that the object provides access to. In
addition, there is usually one other distinguished value, which is
the one returned when the object is read.

2.2. Mapping to the MAX- ACCESS cl ause

Al ways use read-write or read-create.
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2.3. Mapping to the STATUS cl ause
This is straight-forward.
2.4. Mapping to the DESCRI PTI ON cl ause

This is straight-forward: sinply copy the text, making sure that any
enbedded doubl e quotation marks are sanitized (i.e., replaced with
si ngl e-quotes or renoved).

2.5. Mapping to the REFERENCE cl ause

This is straight-forward: sinply include a textual reference to the
action bei ng mapped, the docunent which defines the action, and
perhaps a page nunber in the docunent.

3. Event Mapping
Events are nodel ed as SNMPv2 notifications using NOTI FI CATI ON- TYPE
macro. However, recall that SNMPv2 enphasizes trap-directed polling.

As such, few, and usually no, notifications, need be defined for any
M B nodul e.

3.1. Mapping to the STATUS cl ause

This is straight-forward.

3.2. Mapping to the DESCRI PTI ON cl ause

This is straight-forward: sinply copy the text, making sure that any
enbedded doubl e quotation marks are sanitized (i.e., replaced with

si ngl e-quotes or renoved).

3.3. Mapping to the REFERENCE cl ause

This is straight-forward: sinply include a textual reference to the

notification being mapped, the docunent which defines the
notification, and perhaps a page nunber in the docunent.
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12. Appendi x B: UTC Ti ne For mat
Several clauses defined in this docunent use the UTC Tine fornmat:
YYMVDDHHMWZ

where: YY - last two digits of year
MM - nmonth (01 through 12)
- day of nmonth (01 through 31)
- hours (00 through 23)
- minutes (00 through 59)
- the character "Z" denotes G eenwich Mean Tine (GWI).

NEESS

For exampl e, "9502192015Z" represents 8:15pm GVI on 19 February 1995.
13. Appendix C Detailed Sub-typing Rules
13.1. Syntax Rules
The syntax rules for sub-typing are given below. Note that while
this syntax is based on ASN. 1, it includes sone extensions beyond
what is allowed in ASN. 1, and a nunmber of ASN. 1 constructs are not
al l owed by this syntax.
<i nt eger SubType>
D= <enpty>
| "(" <range> ["|" <range>]... ")"

<octet Stri ngSubType>

1= <enpty>
| Il(ll m SI ZEII Il(ll <r ange> [|l| m <r ange>] . Il) m Il) m
<range>
i = <val ue>
| <value> ".." <val ue>
<val ue>
s = Il_ll <nurTber>
| <nunber >
| <hexString>
| <binString>
wher e:
<enpty> is the enpty string
<nunber > iS a non-negative integer

<hexString> is a hexadecimal string (i.e. ’~xxxx' H)
<binString>is a binary string (i.e. ’'xxxx' B)
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<range> is further restricted as foll ows:

- any <value> used in a SIZE cl ause nust be non-negati ve.

- when a pair of values is specified, the first val ue
must be | ess than the second val ue.

- when nultiple ranges are specified, the ranges may
not overlap but may touch. For exanple, (1..4 | 4..9)
isinvalid, and (1..4 | 5..9) is valid.

- the ranges nust be a subset of the maxi mumrange of the
base type.

13.2. Exanpl es
Sone exanpl es of |egal sub-typing:

I nt eger 32 (-20..100)

I nt eger32 (0..100 | 300..500)

| nt eger 32 (300..500 | 0..100)

Integer32 (0| 2| 4| 6| 8| 10)

OCTET STRI NG (SI ZE(O0..100))

OCTET STRI NG (SI ZE(0..100 | 300..500))
OCTET STRING (SIZE(O | 2| 4| 6| 8| 10))

Sone exanpl es of illegal sub-typing:
| nt eger 32 (150. . 100) -- first greater than second
Integer32 (0..100 | 50..500) -- ranges overlap
Integer32 (0| 2| 0) -- val ue duplicated
Integer32 (MN..-1 ] 1..MAX) -- MN and MAX not all owed
I nteger32 ((SIZE (0..34)) -- must not use SIZE
OCTET STRING (0..100) -- nust use S| ZE

OCTET STRING (Sl ZE(-10..100)) -- negative SIZE
13.3. Rules for Textual Conventions

Sub-typi ng of Textual Conventions (see [3]) is allowed but nust be
valid. In particular, each range specified for the textual
convention nust be a subset of a range specified for the base type.
For exanpl e,

Tcl ::= INTEGER (1..10 | 11..20)

Tc2 ::= Tcl (2..10 | 12..15) -- iswvalid
Tc3 ::= Tcl (4..8) -- iswvalid
Tc4 ::= Tcl (8..12) -- isinvalid

14. Security Considerations

Security issues are not discussed in this neno.
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