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Abstract

Thi s docunent describes a nethod for conpressing the headers of
| P/ UDP/ RTP dat agrans to reduce overhead on | ow speed serial |inks.
In many cases, all three headers can be conpressed to 2-4 bytes.

Conments are solicited and shoul d be addressed to the working group
mailing list remconf@s.net and/or the author(s).

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

1. Introduction

Since the Real -time Transport Protocol was published as an RFC [ 1],
there has been growing interest in using RTP as one step to achi eve
interoperability anong different inplenmentations of network
audi o/ vi deo applications. However, there is also concern that the
12-byte RTP header is too | arge an overhead for 20-byte payl oads when
operating over |ow speed |ines such as dial-up nodens at 14.4 or 28.8
kb/s. (Sonme existing applications operating in this environnent use
an application-specific protocol with a header of a few bytes that
has reduced functionality relative to RTP.)
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Header size may be reduced through conpression techni ques as has been
done with great success for TCP [2]. |In this case, conpression m ght
be applied to the RTP header al one, on an end-to-end basis, or to the
conbi nation of I P, UDP and RTP headers on a link-by-1ink basis.
Conpressing the 40 bytes of conbi ned headers together provides
substantially nore gain than conpressing 12 bytes of RTP header al one
because the resulting size is approximtely the sane (2-4 bytes) in
either case. Conpressing on a |link-by-link basis also provides
better performance because the delay and |l oss rate are | ower.
Therefore, the nethod defined here is for conbined conpression of IP,
UDP and RTP headers on a link-by-Iink basis.

Thi s docunent defines a conpression scheme that nmay be used with

| Pv4, |1 Pv6 or packets encapsulated with nore than one |IP header,

t hough the initial focus is on |IPv4. The | P/ UDP/ RTP conpression
defined here is intended to fit within the nore general conpression
framework specified in [3] for use with both IPv6 and I Pv4. That
framewor k defines TCP and non-TCP as two classes of transport above
IP. This specification creates |IP/UDP/RTP as a third class extracted
fromthe non-TCP cl ass.

2. Assunptions and Tradeoffs

The goal of this conpression schenme is to reduce the | P/ UDP/ RTP
headers to two bytes for nobst packets in the case where no UDP
checksuns are being sent, or four bytes with checksuns. It is
nmotivated primarily by the specific problem of sending audi o and

vi deo over 14.4 and 28.8 dialup nodenms. These |links tend to provide
full -dupl ex communi cation, so the protocol takes advantage of that
fact, though the protocol nay al so be used with reduced perfornance
on sinplex links. This conpression schenme performs best on | ocal
links with low round-trip-tinmne.

This specification does not address segnentation and preenption of

| arge packets to reduce the delay across the slow |ink experienced by
smal |l real-tinme packets, except to identify in Section 4 some

i nteractions between segnmentation and conpression that may occur
Segrent ati on schenmes nay be defined separately and used in
conjunction with the conpression defined here.

It should be noted that inplenentation sinplicity is an inportant
factor to consider in evaluating a conpression schene.

Conmruni cati ons servers nay nheed to support conpression over perhaps
as many as 100 dial -up nmodem lines using a single processor.
Therefore, it may be appropriate to make sone sinplifications in the
design at the expense of generality, or to produce a flexible design
that is general but can be subsetted for sinplicity. Hi gher
conpressi on gain mght be achieved by comuni cati ng nore conpl ex
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nodel s for the changi ng header fields fromthe conpressor to the
deconpressor, but that conmplexity is deemed unnecessary. The next
sections discuss sonme of the tradeoffs listed here.

2.1. Sinplex vs. Full Duplex

In the absence of other constraints, a conpression schene that worked
over sinplex |links would be preferred over one that did not.

However, operation over a sinplex link requires periodic refreshes

wi th an unconpressed packet header to restore conpression state in
case of error. |If an explicit error signal can be returned instead,
the delay to recovery nay be shortened substantially. The overhead
in the no-error case is also reduced. To gain these perfornance

i nprovenents, this specification includes an explicit error

i ndi cation sent on the reverse path.

On a sinplex link, it would be possible to use a periodic refresh

i nstead. \Whenever the deconpressor detected an error in a particular
packet stream it would sinply discard all packets in that stream
until an unconpressed header was received for that stream and then
resune deconpression. The penalty would be the potentially |arge
nunber of packets discarded. The periodic refresh nethod described
in Section 3.3 of [3] applies to | P/UDP/ RTP conpression on sinpl ex
links or links with high delay as well as to other non-TCP packet
streans.

2.2. Segmentation and Layering

Del ay induced by the tine required to send a | arge packet over the
slow link is not a problemfor one-way audi o, for exanple, because
the receiver can adapt to the variance in delay. However, for

i nteractive conversations, nmnimzing the end-to-end delay is
critical. Segnentation of large, non-real-tinme packets to all ow
small real-tinme packets to be transmtted between segnments can reduce
t he del ay.

This specification deals only with conpression and assunes
segnmentation, if included, will be handled as a separate layer. It
woul d be inappropriate to integrate segnmentation and conpression in
such a way that the conpression could not be used by itself in
situations where segnmentati on was deemed unnecessary or inpractical
Simlarly, one would Iike to avoid any requirenents for a reservation
protocol. The conpression schene can be applied locally on the two
ends of a link independent of any ot her mechani sns except for the
requirements that the link | ayer provide sonme packet type codes, a
packet length indication, and good error detection.
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Conversely, separately conpressing the |P/UDP and RTP | ayers | oses
too much of the conpression gain that is possible by treating them
together. Crossing these protocol |ayer boundaries is appropriate
because the sane function is being applied across all |ayers.

3. The Conpression Al gorithm

The conpression algorithmdefined in this docunment draws heavily upon
t he design of TCP/IP header conpression as described in RFC 1144 [2].
Readers are referred to that RFC for nore information on the
under|ying notivations and general principles of header conpression.

3.1. The basic idea

In TCP header conpression, the first factor-of-two reduction in data
rate cones fromthe observation that half of the bytes in the IP and
TCP headers remmi n constant over the life of the connection. After
sendi ng the unconpressed header once, these fields may be elided from
the conpressed headers that follow. The renaining conpressi on comnmes
fromdifferential coding on the changing fields to reduce their size,
and fromelininating the changing fields entirely for common cases by
cal cul ating the changes fromthe | ength of the packet. This length
is indicated by the Iink-1evel protocol.

For RTP header conpression, sone of the sane techni ques may be
applied. However, the big gain conmes fromthe observation that

al t hough several fields change in every packet, the difference from
packet to packet is often constant and therefore the second-order
difference is zero. By maintaining both the unconpressed header and
the first-order differences in the session state shared between the
conpressor and deconpressor, all that nust be conmunicated is an
indication that the second-order difference was zero. In that case,
t he deconpressor can reconstruct the original header w thout any |oss
of information sinmply by adding the first-order differences to the
saved unconpressed header as each conpressed packet is received.

Just as TCP/I P header conpression maintains shared state for nmultiple
si mul t aneous TCP connections, this | P/ UDP/ RTP conpressi on SHOULD

mai ntain state for nmultiple session contexts. A session context is
defined by the conbination of the I P source and destination
addresses, the UDP source and destination ports, and the RTP SSRC
field. A conpressor inplenmentation mght use a hash function on
these fields to index a table of stored session contexts. The
conpressed packet carries a snall integer, called the session context
identifier or CID, to indicate in which session context that packet
shoul d be interpreted. The deconpressor can use the CIDto index its
table of stored session contexts directly.
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Because the RTP conpression is lossless, it may be applied to any UDP
traffic that benefits fromit. Mst likely, the only packets that
will benefit are RTP packets, but it is acceptable to use heuristics
to determ ne whether or not the packet is an RTP packet because no
harmis done if the heuristic gives the wong answer. This does
require executing the conpression algorithmfor all UDP packets, or

at | east those with even port nunbers (see section 3.4).

Most conpressor inplenentations will need to nmaintain a "negative
cache" of packet streans that have failed to conpress as RTP packets
for some nunber of attenpts in order to avoid further attenpts.
Failing to conpress nmeans that sone fields in the potential RTP
header that are expected to remain constant nost of the tinme, such as
the payl oad type field, keep changing. Even if the other such fields
remai n constant, a packet streamwi th a constantly changi ng SSRC
field SHOULD be entered in the negative cache to avoid consuning al

of the avail able session contexts. The negative cache is indexed by
the source and destination |P address and UDP port pairs but not the
RTP SSRC field since the latter nay be changing. Wen RTP
conpression fails, the I P and UDP headers MAY still be conpressed.

Fragnented | P Packets that are not initial fragnents and packets that
are not | ong enough to contain a conplete UDP header MJST NOT be sent
as FULL_HEADER packets. Furthernore, packets that do not
additionally contain at |east 12 bytes of UDP data MJST NOT be used
to establish RTP context. |If such a packet is sent as a FULL_HEADER
packet, it MAY be foll owed by COMPRESSED UDP packets but MJST NOT be
fol l owed by COMPRESSED RTP packet s.

3.2. Header Conpression for RTP Data Packets

In the I Pv4 header, only the total |ength, packet ID, and header
check-sum fields will normally change. The total length is redundant
with the length provided by the link layer, and since this
conpressi on schene nust depend upon the Iink |ayer to provide good
error detection (e.g., PPP s CRC [4]), the header checksum nmay al so
be elided. This |eaves only the packet ID, which, assunmng no IP
fragmentation, would not need to be comruni cated. However, in order
to mai ntain | ossl ess conpression, changes in the packet 1D will be
transnitted. The packet ID usually increnents by one or a snall
nunber for each packet. (Some systens increnent the IDwith the
byt es swapped, which results in slightly |less conpression.) 1In the
| Pv6 base header, there is no packet |ID nor header checksum and only
the payload | ength field changes.
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In the UDP header, the length field is redundant with the IP tota
length field and the length indicated by the link |layer. The UDP
check-sumfield will be a constant zero if the source elects not to
generate UDP checksums. O herw se, the checksum nust be conmuni cated
intact in order to preserve the | ossless conpression. Mintaining
end-to-end error detection for applications that require it is an

i mportant principle.

In the RTP header, the SSRC identifier is constant in a given context
since that is part of what identifies the particular context. For
nost packets, only the sequence nunber and the tinmestanp will change
from packet to packet. |If packets are not |ost or m sordered
upstream fromthe conpressor, the sequence nunber will increnment by
one for each packet. For audi o packets of constant duration, the
timestanp will increment by the nunber of sanple periods conveyed in
each packet. For video, the timestanp will change on the first

packet of each frame, but then stay constant for any additional
packets in the frame. |If each video frane occupies only one packet,
but the video franes are generated at a constant rate, then again the
change in the tinestanp fromframe to frame is constant. Note that
in each of these cases the second-order difference of the sequence
nunber and tinmestanp fields is zero, so the next packet header can be
constructed fromthe previous packet header by adding the first-order
differences for these fields that are stored in the session context
along with the previous unconpressed header. Wen the second-order
difference is not zero, the magnitude of the change is usually much
smal l er than the full nunber of bits in the field, so the size can be
reduced by encoding the new first-order difference and transmitting
it rather than the absol ute val ue.

The Mbit will be set on the first packet of an audio tal kspurt and
the | ast packet of a video frane. |If it were treated as a constant
field such that each change required sending the full RTP header
this woul d reduce the conpression significantly. Therefore, one bit
in the conpressed header will carry the Mbit explicitly.

If the packets are flowi ng through an RTP mi xer, nobst conmonly for
audi o, then the CSRC list and CC count will also change. However,
the CSRC list will typically remain constant during a tal kspurt or
| onger, so it need be sent only when it changes.

3.3. The protocol

The conpression protocol nmust maintain a collection of shared
information in a consistent state between the conpressor and
deconpressor. There is a separate session context for each

| P/ UDP/ RTP packet stream as defined by a particular conbination of
the I P source and destination addresses, UDP source and destination
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ports, and the RTP SSRC field. The nunber of session contexts to be
mai nt ai ned MAY be negoti ated between the conpressor and deconpressor.
Each context is identified by an 8- or 16-bit identifier, depending
upon the nunber of contexts negotiated, so the maxi mum nunber is
65536. Both unconpressed and conpressed packets MJST carry the
context ID and a 4-bit sequence nunber used to detect packet |oss

bet ween t he conpressor and deconpressor. Each context has its own
separ ate sequence nunber space so that a single packet |oss need only
i nval i dat e one cont ext.

The shared information in each context consists of the follow ng
itemns:

o The full 1P, UDP and RTP headers, possibly including a CSRC
list, for the |last packet sent by the conpressor or
reconstructed by the deconpressor.

o The first-order difference for the IPv4 IDfield, initialized to
1 whenever an unconpressed | P header for this context is
recei ved and updated each tinme a delta IPv4 ID field is received
in a conpressed packet.

o The first-order difference for the RTP timestanp field,
initialized to O whenever an unconpressed packet for this
context is received and updated each tinme a delta RTP tinestanp
field is received in a conpressed packet.

o The last value of the 4-bit sequence nunmber, which is used to
det ect packet | oss between the conpressor and deconpressor.

0 The current generation nunber for non-differential coding of UDP
packets with IPv6 (see [3]). For IPv4, the generation nunber
may be set to zero if the COMWPRESSED NON _TCP packet type,
defined bel ow, is never used.

0 A context-specific delta encoding table (see section 3.3.4) may
optionally be negotiated for each context.

In order to comuni cate packets in the various unconpressed and
conpressed fornms, this protocol depends upon the link |ayer being
able to provide an indication of four new packet formats in addition
to the normal |1 Pv4 and | Pv6 packet formats:

FULL_HEADER - communi cates the unconpressed | P header plus any
foll ow ng headers and data to establish the unconpressed header
state in the deconpressor for a particular context. The FULL-
HEADER packet al so carries the 8- or 16-bit session context
identifier and the 4-bit sequence nunber to establish
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synchroni zati on between the conpressor and deconpressor. The
format is shown in section 3.3. 1.

COVPRESSED_UDP - conmuni cates the I P and UDP headers conpressed to
6 or fewer bytes (often 2 if UDP checksuns are disabled), followed
by any subsequent headers (possibly RTP) in unconpressed form
plus data. This packet type is used when there are differences in
the usually constant fields of the (potential) RTP header. The
RTP header includes a potentially changed val ue of the SSRC field,
so this packet may redefine the session context. The format is
shown in section 3.3.3.

COVMPRESSED RTP - indicates that the RTP header is conpressed al ong
with the IP and UDP headers. The size of this header may still be
just two bytes, or nore if differences nust be conmunicated. This
packet type is used when the second-order difference (at least in
the usually constant fields) is zero. It includes delta encodings
for those fields that have changed by other than the expected
anount to establish the first-order differences after an
unconpressed RTP header is sent and whenever they change. The
format is shown in section 3.3.2.

CONTEXT_STATE - indicates a special packet sent fromthe
deconpressor to the conpressor to comunicate a |ist of context

I Ds for which synchronization has or may have been lost. This
packet is only sent across the point-to-point link so it requires
no | P header. The format is shown in section 3.3.5.

When this conpression schenme is used with IPv6 as part of the genera
header conpression framework specified in [3], another packet type
MAY be used:

COVMPRESSED _NON _TCP - conmuni cates the conpressed | P and UDP
headers as defined in [3] without differential encoding. |If it
were used for IPv4, it would require one or two bytes nore than
the COVMPRESSED UDP formlisted above in order to carry the 1Pv4 ID
field. For IPv6, there is no IDfield and this non-differential
conpression is nore resilient to packet | oss.

Assi gnments of nuneric codes for these packet formats in the Point-
to-Point Protocol [4] are to be made by the Internet Assignhed Nunbers
Aut hority.

3.3.1. FULL_HEADER (unconpressed) packet format
The definition of the FULL_HEADER packet given here is intended to be

the consistent with the definition given in [3]. Full details on
desi gn choices are given there.
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The format of the FULL_HEADER packet is the same as that of the
original packet. |In the IPv4 case, this is usually an | P header

foll owed by a UDP header and UDP payl oad that nmay be an RTP header
and its payload. However, the FULL_HEADER packet may also carry |IP
encapsul at ed packets, in which case there would be two | P headers
foll owed by UDP and possibly RTP. O in the case of IPv6, the packet
may be built of some conbination of I1Pv6 and | Pv4 headers. Each
successi ve header is indicated by the type field of the previous
header, as usual.

The FULL_HEADER packet differs fromthe correspondi ng normal |Pv4 or

| Pv6 packet in that it nust also carry the conpression context |ID and
the 4-bit sequence nunber. |In order to avoid expanding the size of

t he header, these values are inserted into length fields in the IP
and UDP headers since the actual length may be inferred fromthe

| ength provided by the Iink layer. Two 16-bit length fields are
needed; these are taken fromthe first two avail able headers in the
packet. That is, for an | Pv4/UDP packet, the first length field is
the total length field of the IPv4 header, and the second is the
length field of the UDP header. For an |IPv4 encapsul ated packet, the
first length field would cone fromthe total length field of the
first 1P header, and the second length field would conme fromthe
total length field of the second I P header

As specified in Sections 5.3.2 of [3], the position of the context ID
(G D and 4-bit sequence nunber varies dependi ng upon whet her 8- or
16-bit context |IDs have been selected, as shown in the follow ng
diagram (16 bits wide, with the nost-significant bit is to the left):

For 8-bit context |D

S T s S S S i S
| O] 1] Generati on| clD | First length field
S T s S S S i S

T I i s S I S S
| 0 | seq | Second length field
T I i s S I S S

For 16-bit context |D:

S T s S S S i S

| 1] 1] Generati on| 0 | seq | First length field
S T s S S S i S

S T s S S S i S

cD | Second length field
T I i s S I S S
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The first bit in the first length field indicates the I ength of the
CID. The length of the CID MIST either be constant for all contexts
or two additional distinct packet types MJST be provided to
separately indi cate COWRESSED UDP and COVPRESSED RTP packet formats
with 8- and 16-bit CIDs. The second bit in the first length field is
1 to indicate that the 4-bit sequence nunber is present, as is always
the case for this | P/UDP/ RTP conpressi on schene.

The generation field is used with IPv6 for COVMPRESSED NON TCP packets
as described in [3]. For IPv4-only inplenentations that do not use
COVPRESSED _NON_TCP packets, the conpressor SHOULD set the generation
value to zero. For consistent operation between |Pv4 and | Pv6, the
generation value is stored in the context when it is received by the
deconpressor, and the nost recent value is returned in the
CONTEXT_STATE packet.

Wien a FULL_HEADER packet is received, the conplete set of headers is
stored into the context selected by the context ID. The 4-bit
sequence nunber is also stored in the context, thereby
resynchroni zi ng the deconpressor to the conpressor

When COVPRESSED NON TCP packets are used, the 4-bit sequence numnber
is inserted into the "Data Field" of that packet and the D bit is set
as described in Section 6 of [3]. Wen a COWPRESSED NON TCP packet
is received, the generation nunber is conpared to the value stored in
the context. |If they are not the sane, the context is not up to date
and MJUST be refreshed by a FULL_HEADER packet. |If the generation
does match, then the conpressed | P and UDP header information, the
4-bit sequence nunber, and the (potential) RTP header are all stored
into the saved context.

The anount of menory required to store the context will vary
dependi ng upon how many encapsul ati ng headers are included in the
FULL_HEADER packet. The conpressor and deconpressor MAY negotiate a
maxi num header size.

3.3.2. COWRESSED RTP packet format

When t he second-order difference of the RTP header from packet to
packet is zero, the deconpressor can reconstruct a packet sinply by
adding the stored first-order differences to the stored unconpressed
header representing the previous packet. All that need be

conmuni cated is the session context identifier and a small sequence
nunber (not related to the RTP sequence nunber) to maintain
synchroni zati on and detect packet |oss between the conpressor and
deconpr essor.
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If the second-order difference of the RTP header is not zero for sone
fields, the new first-order difference for just those fields is
comuni cated using a conpact encoding. The new first-order

di fference values are added to the corresponding fields in the
unconpressed header in the deconpressor’s session context, and are

al so stored explicitly in the context to be added to the
correspondi ng fields again on each subsequent packet in which the
second-order difference is zero. Each tinme the first-order

di fference changes, it is transmtted and stored in the context.

In practice, the only fields for which it is useful to store the
first-order difference are the IPv4 ID field and the RTP tinmestanp.
For the RTP sequence nunber field, the usual increment is 1. If the
sequence nunber changes by other than 1, the difference nust be
comuni cat ed but does not set the expected difference for the next
packet. Instead, the expected first-order difference remains fixed
at 1 so that the difference need not be explicitly comunicated on
the next packet assunming it is in order.

For the RTP tinmestanp, when a FULL_HEADER, COMPRESSED NON TCP or
COVPRESSED _UDP packet is sent to refresh the RTP state, the stored
first-order difference is initialized to zero. |If the tinmestanp is
the same on the next packet (e.g., sane video frane), then the
second-order difference is zero. QOherwi se, the difference between
the tinmestanps of the two packets is transmitted as the new first-
order difference to be added to the timestanp in the unconpressed
header stored in the deconpressor’s context and al so stored as the
first-order difference in that context. Each tinme the first-order
di fference changes on subsequent packets, that difference is again
transnitted and used to update the context.

Simlarly, since the IPv4 IDfield frequently increments by one, the
first-order difference for that field is initialized to one when the
state is refreshed by a FULL_HEADER packet, or when a

COVPRESSED _NON_TCP packet is sent since it carries the IDfield in
unconpressed form Thereafter, whenever the first-order difference
changes, it is transnmtted and stored in the context.

A bit mask will be used to indicate which fields have changed by
other than the expected difference. In addition to the small link
sequence nunber, the list of items to be conditionally comunicated
in the compressed | P/ UDP/ RTP header is as follows:
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| Pv4 packet ID (always O if no | Pv4 header)
UDP checksum

RTP marker bit

RTP sequence nunber

RTP ti mest anp

RTP CSRC count and i st

r1twnC—

If 4 bits are needed for the link sequence nunber to get a reasonabl e
probability of |oss detection, there are too few bits remaining to
assign one bit to each of these itens and still fit themall into a
single byte to go along with the context ID.

It is not necessary to explicitly carry the Ubit to indicate the
presence of the UDP checksum because a source will typically include
check-sums on all packets of a session or none of them Wen the
session state is initialized with an unconpressed header, if there is
a nonzero checksum present, an unencoded 16-bit checksumw || be
inserted into the conpressed header in all subsequent packets unti
this setting is changed by sendi ng anot her unconpressed packet.

O the remaining itenms, the L bit for the CSRC count and list may be
the one least frequently used. Rather than dedicating a bit in the
mask to indi cate CSRC change, an unusual conbi nati on of the other
bits may be used instead. This bit conbination is denoted MSTI. If
all four of the bits for the I P packet ID, RTP marker bit, RTP
sequence nunber and RTP tinestanp are set, this is a special case

i ndi cati ng an extended form of the conpressed RTP header will follow.

That header will include an additional byte containing the rea
val ues of the four bits plus the CC count. The CSRC |ist, of length
i ndicated by the CC count, will be included just as it appears in the

unconpressed RTP header.

The other fields of the RTP header (version, P bit, X bit, payl oad
type and SSRC identifier) are assuned to renain relatively constant.
In particular, the SSRC identifier is defined to be constant for a

gi ven context because it is one of the factors selecting the context.
If any of the other fields change, the unconpressed RTP header MJST
sent as described in Section 3.3.3.

The follow ng di agram shows the conpressed | P/ UDP/ RTP header with
dotted lines indicating fields that are conditionally present. The
nost significant bit is nunbered 0. Milti-byte fields are sent in
network byte order (nost significant byte first). The delta fields
are often a single byte as shown but nay be two or three bytes
dependi ng upon the delta value as explained in Section 3.3.4.
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msb of session context ID : (if 16-bit CI D)

| | sb of session context ID |
T TR D S
| M| S| T I | Iink sequence

T TR D S

+ UDP checksum + (if nonzero in context)
P +
¥ "RANDOM' fi el ds ¥ (i f encapsul at ed)
P +
M| S| T 1] cC : o (if MBTI = 1111)
P +
delta IPv4 ID s (if1or 17 =1)
P +
delta RTP sequence o (if Sor § =1)
P +
delta RTP tinmestanp » (if Tor T =1)
P +
CSRC | i st . (if MBTI = 1111
: and CC nonzer o)
P +
RTP header extension ; (if X set in context)
o e m e o e o e e e oo +
I I
| RTP dat a |
/ /
/ /
I I
o e m e o e o e e e oo +
paddi ng : (if P set in context)
+ +

When nore than one | Pv4 header is present in the context as
initialized by the FULL_HEADER packet, then the IP ID fields of
encapsul ati ng headers MJST be sent as absol ute values as described in
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[3]. These fields are identified as "RANDOM' fields. They are
inserted into the COVWRESSED RTP packet in the same order as they
appear in the original headers, inmediately follow ng the UDP
checksumif present or the MSTI byte if not, as shown in the di agram
Only if an |1 Pv4 packet imediately precedes the UDP header will the

| P 1D of that header be sent differentially, i.e., potentially with
no bits if the second difference is zero, or as a delta IPv4 ID field

if not. |If there is not an |IPv4 header i mediately preceding the UDP
header, then the | bit MJST be 0 and no delta IPv4 IDfield will be
present.

3.3.3. COWPRESSED UDP packet format

If there is a change in any of the fields of the RTP header that are
normal |y constant (such as the payload type field), then an
unconpressed RTP header MJST be sent. |If the IP and UDP headers do
not also require updating, this RTP header MAY be carried in a
COWPRESSED_UDP packet rather than a FULL_HEADER packet. The
COVPRESSED _UDP packet has the same format as the COMPRESSED RTP
packet except that the M S and T bits are always 0 and the
corresponding delta fields are never included:

msb of session context ID : (if 16-bit CI D)

| | sb of session context ID |
T TR D S
| O] O] O] I | link sequence

T TR D S

+ UDP checksum + (if nonzero in context)
Fo +
¥ "RANDOM' fi el ds ¥ (i f encapsul at ed)
T ¥

delta IPv4 ID (if I =1)
o e m e o e o e e e oo +
| UDP dat a |

(unconpressed RTP header)

Note that this constitutes a formof |P/ UDP header conpression
different from COWPRESSED NON TCP packet type defined in [3]. The
nmotivation is to allow reaching the target of two bytes when UDP
checksuns are disabled, as IPv4 allows. The protocol in [3] does not
use differential coding for UDP packets, so in the | Pv4 case, two
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bytes of IPID and two bytes of UDP checksumif nonzero, would
al ways be transmitted in addition to two bytes of conpression prefix.
For I Pv6, the COVWRESSED NON TCP packet type MAY be used instead.

3.3.4. Encoding of differences

The delta fields in the COWRESSED RTP and COVPRESSED UDP packets are
encoded with a variabl e-1 ength mapping for conpactness of the nore
comonl y-used val ues. A default encoding is specified below, but it

i s RECOMVENDED t hat inplenentations use a table-driven delta encoder
and decoder to allow negotiation of a table specific for each session
if appropriate, possibly even an optiml Huffrman encodi ng. Encodi ngs
based on sequential interpretation of the bit stream of which this
default table and Huf fman encodi ng are exanples, allow a reasonabl e
table size and may result in an execution speed faster than a non-
table-driven inplenentation with explicit tests for ranges of val ues.

The default delta encoding is specified in the following table. This
encodi ng was designed to efficiently encode the small changes that
may occur in the IP ID and in RTP sequence nunber when packets are

| ost upstream fromthe conpressor, yet still handling nost audi o and
video deltas in two bytes. The colum on the left is the decinal

val ue to be encoded, and the columm on the right is the resulting
sequence of bytes shown in hexadecimal and in the order in which they
are transmtted (network byte order). The first and last values in
each contiguous range are shown, with ellipses in between:

Deci mal He x
-16384 CO 00 00

-129 0 3F 7F

128 80 00
.1 80 7F
0 00

127 7F

128 80 80

16383 BF FF
16384 C0 40 00

4194303 FF FF FF
For positive values, a change of zero through 127 is represented

directly in one byte. |If the nost significant two bits of the byte
are 10 or 11, this signals an extension to a two- or three-byte
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val ue, respectively. The least significant six bits of the first
byte are conbi ned, in decreasing order of significance, with the next
one or two bytes to forma 14- or 22-bit val ue.

Negative deltas may occur when packets are nisordered or in the
intentionally out-of-order RTP tinestanps on MPEG video [5]. These
events are less likely, so a smaller range of negative values is
encoded usi ng ot herw se redundant portions of the positive part of
the table.

A change in the RTP tinestanp val ue less than -16384 or greater than
4194303 forces the RTP header to be sent unconpressed using a
FULL_HEADER, COVPRESSED NON TCP or COVWPRESSED UDP packet type. The
| P 1D and RTP sequence nunber fields are only 16 bits, so negative
deltas for those fields SHOULD be rmasked to 16 bits and then encoded
(as large positive 16-bit numrbers).

3.3.5. FError Recovery

Whenever the 4-bit sequence nunber for a particul ar context
increments by other than 1, except when set by a FULL_HEADER or
COVPRESSED _NON_TCP packet, the deconpressor MJST invalidate that
context and send a CONTEXT_STATE packet back to the conpressor
indicating that the context has been invalidated. Al packets for
the invalid context MJST be discarded until a FULL_HEADER or
COVPRESSED _NON _TCP packet is received for that context to re-
establish consistent state (unless the "twice" algorithmis used as
described later in this section). Since nmultiple conpressed packets
may arrive in the interim the deconpressor SHOULD NOT retransmit the
CONTEXT_STATE packet for every conpressed packet received, but
instead SHOULD Iinmit the rate of retransnission to avoid fl ooding the
reverse channel

When an error occurs on the link, the link layer will usually discard
t he packet that was danaged (if any), but may provide an indication
of the error. Some tine may el apse before anot her packet is
delivered for the sane context, and then that packet woul d have to be
di scarded by the deconpressor when it is observed to be out of
sequence, resulting in at |least two packets lost. To allow faster
recovery if the link does provide an explicit error indication, the
deconpressor MAY optionally send an advi sory CONTEXT_STATE packet
listing the last valid sequence nunber and generation nunber for one
or nore recently active contexts (not necessarily all). For a given
context, if the conpressor has sent no conpressed packet with a

hi gher sequence nunber, and if the generation nunber matches the
current generation, no corrective action is required. Oherw se, the
conpressor MAY choose to mark the context invalid so that the next
packet is sent in FULL_HEADER or COVPRESSED NON TCP node (FULL_HEADER
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is required if the generation doesn’'t match). However, note that if
the link round-trip-tine is large conpared to the inter-packet

spaci ng, there may be several packets fromnmultiple contexts in
flight across the link, increasing the probability that the sequence
nunbers will already have advanced when t he CONTEXT_STATE packet is
received by the conpressor. The result could be that some contexts
are invalidated unnecessarily, causing extra bandwi dth to be
consuned.

The format of the CONTEXT_STATE packet is shown in the follow ng
diagranms. The first byte is a type code to all ow the CONTEXT_STATE
packet type to be shared by multiple conpression schenmes within the
general conpression framework specified in [3]. The contents of the
remai nder of the packet depends upon the conpression schene. For the
| P/ UDP/ RTP conpressi on schenme specified here, the renminder of the
CONTEXT_STATE packet is structured as a list of blocks to allow the
state for nmultiple contexts to be indicated, preceded by a one-byte
count of the nunber of bl ocks.

Two type code val ues are used for the | P/ UDP/ RTP conpressi on schene.
The value 1 indicates that 8-bit session context |IDs are being used:

o 1 2 3 4 5 6 7
T T S S T =
| 1 = 1P/ UDP/RTP with 8-bit CID |
T T S S T =
| cont ext count |
T T S S T =
T T S S T =
| session context ID |
T T S S T =

| '] O] O] O] sequence |
T TR D S
| 0] O | generati on |

S

T T S S T =
| session context ID |
T T S S T =

| '] O] O] O] sequence |
T TR D S
| 0] O | generation |

T TR D S
The value 2 indicates that 16-bit session context |IDs are being used.

The session context IDis sent in network byte order (nopst
significant byte first):
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o 1 2 3 4 5 6 7
T TR D S
| 2 = 1P/UDP/RTP with 16-bit ClD|
T TR D S
| cont ext count |
T TR D S
T TR D S

+ session context ID +

S

| '] O] O] O] sequence |
T TR D S
| 0] O | generati on |

S

S S

+ sessi on context ID +

S

| '] O] O] O] sequence |
T TR D S
| 0] O | generati on |

S

The bit labeled "I" is set to one for contexts that have been marked
invalid and require a FULL_HEADER of COVPRESSED NON TCP packet to be
transnitted. |If the | bit is zero, the context state is advisory.

The | bit is set to zero to indicate advisory context state that MAY
be sent following a link error indication.

Si nce the CONTEXT_STATE packet itself may be lost, retransm ssion of
one or nore blocks is allowed. It is expected that retransm ssion
will be triggered only by receipt of another packet, but if the line
is near idle, retransnission MAY be triggered by a relatively |ong
timer (on the order of 1 second).

| f a CONTEXT_STATE bl ock for a given context is retransmitted, it my
cross paths with the FULL_HEADER or COMPRESSED NON TCP packet
intended to refresh that context. |In that case, the conpressor MAY
choose to ignore the error indication.

In the case where UDP checksuns are being transmtted, the
deconpressor MAY attenpt to use the "tw ce" algorithmdescribed in
section 10.1 of [3]. In this algorithm the delta is applied nore
than once on the assunption that the delta nmay have been the same on
the m ssing packet(s) and the one subsequently received. Success is
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i ndi cated by a checksum match. For the scheme defined here, the
difference in the 4- bit sequence nunber tells nunber of tinmes the
delta must be applied. Note, however, that there is a nontrivia
risk of an incorrect positive indication. It may be advisable to
request a FULL_HEADER or COWVPRESSED NON _TCP packet even if the
"twi ce" algorithm succeeds.

Sone errors may not be detected, for exanple if 16 packets are | ost

inarowand the link | evel does not provide an error indication. In
that case, the deconpressor will generate packets that are not valid.
I f UDP checksuns are being transmtted, the receiver will probably

detect the invalid packets and discard them but the receiver does
not have any nmeans to signal the deconpressor. Therefore, it is
RECOVMENDED t hat t he deconpressor verify the UDP checksum
periodically, perhaps one out of 16 packets. |If an error is
detected, the deconpressor would invalidate the context and signa
the conpressor with a CONTEXT_STATE packet.

3.4. Conpression of RTCP Control Packets

By relying on the RTP convention that data is carried on an even port
nunber and the correspondi ng RTCP packets are carried on the next

hi gher (odd) port nunber, one could tailor separate conpression
schenmes to be applied to RTP and RTCP packets. For RTCP, the
conpression could apply not only to the header but also the "data"
that is, the contents of the different packet types. The nunbers in
Sender Report (SR) and Receiver Report (RR) RTCP packets woul d not
conpress well, but the text information in the Source Description
(SDES) packets could be conpressed down to a bit mask indicating each
itemthat was present but conpressed out (for timng purposes on the
SDES NOTE itemand to allow the end systemto neasure the average
RTCP packet size for the interval calculation).

However, in the conpression schene defined here, no conpression wll
be done on the RTCP headers and "data" for several reasons (though
conpressi on SHOULD still be applied to the I P and UDP headers).

Since the RTP protocol specification suggests that the RTCP packet

i nterval be scaled so that the aggregate RTCP bandw dth used by al
participants in a session will be no nore than 5% of the session
bandw dth, there is not nmuch to be gained from RTCP conpression
Conpressing out the SDES itens would require a significant increase
in the shared state that nust be stored for each context ID. And, in
order to allow compressi on when SDES information for several sources
was sent through an RTP "mixer", it would be necessary to maintain a
separate RTCP session context for each SSRC identifier. 1In a session
with nore than 255 participants, this would cause perfect thrashing
of the context cache even when only one participant was sendi ng dat a.
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Even though RTCP is not conpressed, the fraction of the total
bandwi dt h occupi ed by RTCP packets on the conpressed |ink remains no
nore than 5% i n nost cases, assunming that the RTCP packets are sent
as COVPRESSED UDP packets. G ven that the unconpressed RTCP traffic
consunes no nore than 5% of the total session bandwi dth, then for a
typi cal RTCP packet length of 90 bytes, the portion of the conpressed
bandwi dth used by RTCP will be no nore than 5% if the size of the
payl oad in RTP data packets is at |east 108 bytes. |If the size of
the RTP data payload is smaller, the fraction will increase, but is
still less than 7% for a payload size of 37 bytes. For large data
payl oads, the conpressed RTCP fraction is |ess than the unconpressed
RTCP fraction (for exanple, 4% at 1000 bytes).

3.5. Conpression of non-RTP UDP Packets

As described earlier, the COVPRESSED UDP packet MAY be used to
conpress UDP packets that don't carry RTP. Watever data follows the
UDP header is unlikely to have some constant values in the bits that
correspond to usually constant fields in the RTP header. In
particular, the SSRC field would |ikely change. Therefore, it is
necessary to keep track of the non-RTP UDP packet streans to avoid
using up all the context slots as the "SSRC field" changes (since
that field is part of what identifies a particular RTP context).
Those streanms may each be given a context, but the encoder would set
a flag in the context to indicate that the changing SSRC field should
be ignored and COMWRESSED UDP packets shoul d al ways be sent instead
of COWPRESSED RTP packets.

4. Interaction Wth Segnentation

A segnentation scheme nay be used in conjunction with RTP header
conpression to allow small, real-tinme packets to interrupt |arge,
presumably non-real -tinme packets in order to reduce delay. It is
assuned that the |arge packets bypass the conpressor and deconpressor
since the interleaving would nodify the sequenci ng of packets at the
deconpressor and cause the appearance of errors. Header conpression
shoul d be I ess inportant for |arge packets since the overhead ratio
is snmaller.

I f some packets from an RTP session context are selected for
segnent ati on (perhaps based on size) and sone are not, there is a
possibility of re-ordering. This would reduce the conpression

ef fici ency because the | arge packets woul d appear as |ost packets in
t he sequence space. However, this should not cause nore serious
probl ens because the RTP sequence nunbers shoul d be reconstructed
correctly and will allow the application to correct the ordering.

Casner & Jacobson St andards Track [ Page 20]



RFC 2508 Conpr essi ng | P/ UDP/ RTP Header s February 1999

Link errors detected by the segnmentation schenme using its own
sequencing informati on MAY be indicated to the conpressor with an
advi sory CONTEXT_STATE nessage just as for link errors detected by
the link layer itself.

The context ID byte is placed first in the COWRESSED RTP header so
that this byte MAY be shared with the segnentation |ayer if such
sharing is feasible and has been negotiated. Since the conpressor
may assign context ID values arbitrarily, the value can be set to
match the context identifier fromthe segnentation | ayer

5. Negotiating Conpression

The use of | P/ UDP/ RTP conpression over a particular link is a
function of the Iink-layer protocol. It is expected that such

negoti ation will be defined separately for PPP [4], for exanple. The
following itens MAY be negoti at ed:

o The size of the context I|ID.
o The maxi num si ze of the stack of headers in the context.
0 A context-specific table for decoding of delta val ues.
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8. Security Considerations

Because encryption elininates the redundancy that this conpression
schene tries to exploit, there is sone inducenent to forego
encryption in order to achi eve operation over a | ow bandw dth |i nk.
However, for those cases where encryption of data and not headers is
satisfactory, RTP does specify an alternative encryption nmethod in
which only the RTP payload is encrypted and the headers are left in
the clear. That would allow compression to still be applied.

A mal functioning or nmalicious conpressor could cause the deconpressor
to reconstitute packets that do not match the origi nal packets but
still have valid IP, UDP and RTP headers and possibly even valid UDP
check-suns. Such corruption nay be detected with end-to-end

aut hentication and integrity nechanisns which will not be affected by
the conpression. Constant portions of authentication headers will be
conpressed as described in [3].

No authentication is performed on the CONTEXT_STATE control packet
sent by this protocol. An attacker with access to the |ink between

t he deconpressor and conpressor could inject fal se CONTEXT_STATE
packets and cause conpression efficiency to be reduced, probably
resulting in congestion on the link. However, an attacker with
access to the link could also disrupt the traffic in many other ways.

A potential denial-of-service threat exists when using conpression
techni ques that have non-uniformreceiver-end conputational | oad.

The attacker can inject pathol ogical datagranms into the stream which
are conplex to deconpress and cause the receiver to be overl oaded and
degradi ng processing of other streans. However, this conpression
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does not exhibit any significant non-uniformty.

A security review of this protocol found no additional security
consi derati ons.
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Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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