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Cct et Sequences for Upper-Layer OSI
to Support Basic Communi cations Applications

Status of this Meno

This meno provides information for the Internet community. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abstract

Thi s docunent states particular octet sequences that conprise the OS
upper -l ayer protocols (Session, Presentation and ACSE) when used to
support applications with "basic comruni cations requirenments". These
i nclude OSI application protocols such as X. 400 P7 and Directory
Access Protocol, and "nmigrant” protocols, originally defined for use
over other transports.

As well as the octet sequences which are the supporting | ayer headers
(and trailers) around the application data, this docunent includes
some tutorial nmaterial on the OSI upper |ayers.

An inplenmentation that sends the octet sequences given here, and
interprets the equival ent protocol received, will be able to
interwork with an inplenentation based on the base standard, when
both are being used to support an appropriate application protocol.
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1. Introduction

The upper -l ayer protocols of the OSI nodel are |arge and conpl ex,
nostly because the protocols they describe are rich in function and
options. However, for support of nbst applications, only a linmted
portion of the function is needed. An inplenentation that is not
intended to be a conpletely general platformdoes not need to
inplenent all the features. Further, it need not reflect the
structuring of the OSI specifications - the [ayer of the OGSl nodel
are purely abstract.

Thi s docunment presents the protocol elenents required by the OSI

upper | ayers when supporting a connection-oriented application with
only basic communication requirements - that is to create a
connection, optionally negotiate the data representation,

send/ receive data, close a connection and abort a connection
Optionally, data may be sent on the connection establishnment, closing
and abort nessages.

In this docunent, the protocol elenments needed are given in terns of
the octet sequences that conprise the 'envel ope’ around the
application data. The envel ope and its enclosing data forma
Transport Service Data Unit (TSDU) that can be passed via the OS
Transport Service [1S08072] (which in turn nmay be supported as
specified in [ RFC1006] or any class of the OSI Transport Protocol
[1SC8073]).
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The octet sequences to be sent and the description of the alternative
fornms that nay be received are equivalent to an informal re-
specification of the relevant parts of the upper-layer protocols.

The "rel evant parts" are determ ned by the requirenments of the
supported applications (this is a reflexive definition! - if
application Z needs sonething that is not here, it is not supported).
The fornal specifications remain the base standards, the appropriate
profiles and the requirenments of the application. However, an

i npl emrent ati on based on this docunent will be able to interwork with
an inplementation based directly on the full standards when both are
supporting a basic communi cation application. The "full"

i npl ementation will exhibit only part of its potential behaviour,
since the application will only invoke part.

In addition to the octet sequences, the docunent includes sone
tutorial material.

2. Genera
2.1 Subdivisions of "basic conmunication applications”

Di stinctions can be nmade within the "basic conmunication
applications", as defined above, based on how nmuch use they nake of
the OSI upper-layer services, and thus how nuch of the protocol
described in this neno will be used to support a particular
application. One distinction is:

a) whether application data is sent on the connection
establ i shnent, close and abort, or only during "date phase"
on an established connection; OR

b) whether the application data is of only one kind (abstract
syntax) and one format (transfer syntax) or nore than one
(i.e., how rmuch use is nade of the Presentation |ayer syntax
negoti ation and identification features)

Further distinctions are possible, but in this nenp, elenments of
protocol needed (or not needed) by four groups of "basic
conmuni cati ons application” are identified. Al groups have "basic
comuni cations requirenents" in requiring only connection, data
transfer and (perhaps) orderly rel ease of connection. The four groups
are:

Group I: applications which send data only on an established
connection, and use a single abstract and transfer syntax.
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Goup Il: applications which send data on connecti on

establi shment and rel ease and use a single abstract and transfer
synt ax.

Goup Il1: applications that send data of only one kind (one

abstract syntax) on the connection, but which have nore than one
format (transfer syntax) specified (they use the Presentation
context negotiation facility).

Goup IV: applications that will send data of several kinds on the
connection (and which nuch therefore distinguish on each wite
whi ch kind is being sent).

Goup Il applications are equivalent to Goup | (or possibly Goup
1) after the establishnment exchange has negotiated the particul ar
transfer syntax that will be used on the connection

Possi bl e exanpl es of the Goups are:

Group I: Application protocols designed for use over transport-
| evel protocols. Typically these are non-OSI protocols "mgrated"
to an OSI environment. X Wndow System protocol is an exanple.

Goup Il: OSl-originated protocols with sinple requirenents,

i ncl uding many of the ROSE-based ones, such as Directory Access
Pr ot ocol

Goup Ill: Protocols that can be treated as Goup I, but for

whi ch nmore than one encoding of the data is known, such as a

st andar di sed one and a systemspecific one - all inplenentations

understand the standard encodi ng, but Presentation |ayer
negotiation allows |ike-inplenmentations to use their internal
encoding for transfer, without |oss of general interworking. The
same could apply to OGSl protocols.

Goup IV: OSl protocols with nultiple abstract syntaxes (but with
each individual nessage froma single abstract syntax) that do
not use any of the special Session functional units - X 400 P7 is
an exanpl e.

Sone of the OSI protocols that are not included are those that use

nore than one abstract syntax in a single nessage (such as FTAM or

Transacti on Processing) or use Session functional units (RTSE-based
protocols, Virtual Termnal).
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2.2 Conformance and i nterworKking

The protocol elenments specified in this nmeno correspond to the kerne
functional units of Session, Presentation and ACSE, and the duplex
functional unit of Session.

The octet sequences given below are derived fromthe specifications
in the International Standards for the protocols Session [|S(C8327],
Presentation [1SC8822] and ACSE [l SG8650]. The intention of this nmeno
is to sunmari se those specifications, as applicable to the supported
application groups, so that an inplenmentation could be devel oped

wi thout direct reference to the original standards, but capabl e of
interworking with inplenentations that had nade direct reference. The
OSl standards (especially Presentation) allow considerable
flexibility in the encoding of the protocol data units. Accordingly,
this nenp defines particular octet sequences to be sent, and
describes the variations that can be expected in data received from
an i npl enentation based directly on the OSI standards, rather than on
this cookbook. It is intended that an inplenentation that sends these
sequences and that is capable of interpreting the variations
described will be fully able to interwork with an inplenmentation
based directly on the OSI standards. An inplenmentation that is only
capabl e of interpreting the octet sequences specified in this neno
for transmi ssion may not be able to interwork with standards-based

i npl enent ati ons.

The intent is to be able to interwork with conformant inplenmentations
in support of the relevant application (or group of applications).
Sone of the OSlI standards have conformance requirenents that go
beyond that necessary for successful interworking, including
detection of invalid protocol. Tests for conformance soneti mes go
beyond the strict conformance requirenents of the standard.
Consequently an inpl enentation based on this nmeno nay or nmay not be
able to formally claimconformance to the International Standard. It
may be able to legitinmately claimconfornmance, but fail a conformance
test, if the test is over-specified. (Efforts are being nade to
correct this, but in the neantine, the target is interworking with
conformant i npl enentations.)

2.3 Relationship to other docunents

The flexibility allowed in the Session, Presentation and ACSE
standards is restricted in the Cormon Upper-Layer Requirenents Part 1
[CULR-1]). This is a proposed International Standardised Profile
(pdl SP 11188-1) that can be assunmed to be obeyed by nost

i npl ementations. This nmeno applies the restrictions of CULR-1,

especi ally where these concern nmaxi num si zes of fields and the

i ke. Points where advantage is taken of a CULR-1 limitation are
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3.

not ed.

Addi tional parts of CULR are under developnent. Part 3 [ CULR- 3]
covers the protocol elenments needed for "basic comuni cations
applications”, and is being developed in (informal) liaison with this
meno. CULR-3 is presented as a normal profile, largely consisting of
prescribed answers to the questions in the PICS (Protocol

| mpl enent ati on Conformance Statenent) of the three protocols. CULR-3
does not neke the distinction between the four Goups. An

i npl ementation of this neno (at least if it supported Goup |IV) would
be able to claimconformance to CULR-3, with the possible exception
of any nore-than-interworking conformance requirenments inherited by
CULR-3 fromthe base standards.

An extension [XTI/nmOSI] to the X/ Open Transport Interface [XTI] is
shortly to be published as a prelimnary specification. This defines
an APl to the OSI upper-layers, again as appropriate to a basic
comuni cati ons application. XTI/ mOSI woul d be usable as an interface
to support applications in groups |, Il and IIl, and possibly group
V.

Contexts and titles

3.1 The concepts of abstract and transfer syntax

CSl i ncludes the concepts of "abstract syntax" and "transfer syntax".
These are terns for the content (abstract syntax) and format "on-
the-l1ine" (transfer syntax) of the protocol elenents. The conbination
of an abstract syntax and transfer syntax is called a presentation
cont ext .

Application protocols devised explicitly under OSI auspices have used
ASN. 1 for the definition of the abstract syntax, and nearly all use
the Basic Encoding Rules applied to the ASN.1 to define the transfer
syntax. However, there is no such requirenent in OSI in general or in
CSlI Presentation, and still less is there any requirenment to change
the representation of existing application protocols to ASN. 1 (for
their definition) or BER (for their transmssion). It is not
generally realised (even in OSI circles) that all conmunicating
applications, in all environments, are using some form of these,

al t hough under different names and without the explicit
identification that the OSI Presentation provides. OSI separates the
identification of the content and format of the data fromthe

addr essi ng.

Formal specifications of non-OSlI application protocols (such as
TELNET, FTP, X Wndows Systen) generally do not use ASN. 1, but wll
invariably be found to define abstract and transfer syntaxes. For a
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| ess fornalised protocol used between sinilar systens, the abstract
syntax may be defined sinply in programm ng | anguage structures, and
the transfer syntax determi ned by how some conpiler represents this
in menory.

The OSI Presentation protocol requires that "nanes" be assigned to
the abstract and transfer syntaxes of the application data that is
carried. The nanes are always object identifiers ("oid"): globally
uni que names assigned hierarchically. Presentation supports the
negotiation of a transfer syntax for a particular abstract syntax -
several can be offered and one sel ected.

This transfer syntax negotiation facility may be especially useful
for non-ASN. 1 syntaxes where there is nore than one representation
avail abl e (perhaps differing in byte-ordering or character code). In
such a case, on the connection establishment, all of the transfer
synt axes supported by the initiator are offered, and any one of these
accepted by the responder, at its own choice. If the two systens
share sonme "native" format they can negotiate that, avoiding
transformation into and out of a nore general format that is used for
interworking with unlike systens. The sane applies to an ASN. 1-
defined abstract syntax, but in practice non-BER encodi ngs of ASN. 1
are rare.

3.2 Use of presentation context by cookbook applications

An application protocol not originally specified with OSI
Presentation in mnd (a "mgrant"” protocol) will not normally need to
identify the abstract and transfer syntaxes being used - they are
known by sonme other neans (effectively inferred fromthe addressing).
A generic (anonynous, if you like) name for both syntaxes can be used
and [ CULR-3] defines object identifiers for "anonynous" abstract and
transfer syntax nanes (currently called "default", but this is
expected to change).

In some cases object identifier names will be assigned for the
syntaxes of a nmigrant application protocol. If these exist, they
shoul d be used. However, since the processing required will be the
sane, it wll be legitimate to offer both the generic and specific
nanes, wWith the responder accepting the specific (if it knewit) and
the generic if the specific were not known - this will provide a

m gration option if names are assigned to the syntaxes after

i npl enment ati ons are depl oyed using the generic nanes.

For abstract syntaxes defined in ASN. 1 object identifier names wll
have been assigned to the abstract syntax with the specification
This nane MJUST be used to identify the abstract syntax. The transfer
syntax will nost often be the Basic Encoding Rul es (BER) object id,
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but alternatives (e.g., Packed Encodi ng Rul es) are possible.

For group Il and group |1V applications, specific object identifier
nanmes nmust be used for all the abstract and transfer syntaxes. |If
t hese names are not assigned with the specification (e.g., if the

specification not in ASN. 1) they can be assigned by whoever needs
them - ideally the "owner" of the syntax specification

3.3 Processing Presentation-context-definition-Iist

In Presentation context negotiation on connection establishnment the
initiator sends a list (the presentation context definition list) of
the abstract syntaxes it intends to use, each with a list of transfer
syntaxes. Each presentation context also has an integer identifier

To build the reply, a responder has to examine this Iist and work out
whi ch of the offered presentation contexts will be accepted and which
(single) transfer syntax for each. The responder sends back the reply
field, the Presentation-context-definition-result-list, in the accept
nmessage. The result list contains the sane nunber of result itens as
the definition-list proposed presentation-contexts. They are matched
by position, not by the identifiers (which are not present in the
result- list). An acceptance al so includes the transfer syntax
accepted (as there can be several offered). This can be copied from
the definition |ist.

For the group |, group Il and group Il cases, only the ACSE and one
application-data P-context will be used and all other contexts
rejected. For the group |V case, several presentation contexts wll
be accept ed.

However, even for group | applications there nmay be synonyns for an
application-data Presentation-context. Unknown synonyns are rejected.
The reply shown in 6.2 includes a rejection (It can therefore not be
the reply to the connection request shown in 6.1, since that has only
two itens in the definition list.)

In all cases, the connection responder nust identify and keep the
presentation context identifiers (called pcid s here) for all the
accepted presentation contexts. These are integers (odd integers, in
this case). CULR-1 limts themto no greater than 32767, but they
will usually be <= 255 (so taking up one octet).

A presentation context is sonetines used (i.e., data is sent using
it) before the negotiation is conplete. As will be seen in section 6,
in these cases, the transfer syntax nanme sonetinmes appears with the
integer identifier.
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3.4 Application context

The Associ ation Control Service Elenent al so exchanges the nane
(anot her (bject Identifier) of the application context, which
identifies what the communication is all about, again independently
of the nam ng and addressing. As for the syntaxes, although some
nane nmust be present in the protocol, a generic name can be used for
applications that do not have a specific nanme assigned. (This will

al nost certainly be a group | application - if a specific nane is
assigned, it nust be used.) The only negotiation allowed is that the
reply may be different fromthat sent by the initiator. CULR- 3
provides a generic application context name (i.e., assigns an object
identifier).

3.5 APtitles and AEqualifiers

In addition to the addressing constructs (transport address and

possi bly session and presentation selectors), the comrunicating
application entities have nanes - Application-Entity titles
(AEtitle). These are carried by ACSE as two fields -the
Application-process titles (APtitle) and the Application-entity
qualifier (AEqualifier). The AEtitle is conpound, and the APtitle
consists of all but the last elenment, which is the AEqualifier. (This
expl anati on can be run backwards). There are two non-equi val ent
forms. AP-titles and AE-titles can be Directory Nane or an bject
Identifier. AE-qualifiers can be Relative Distingui shed Nane (RDN) or
an integer - the forms nust match, since the AE-qualifier is the |ast
conponent of the AP-title. In practice, the Directory formis likely
to be the only one seen for a while.

Use of the these nanes is rather variable. This cookbook proposes
t hat inpl enentations should be able to handl e any value for the
partner’s nanes, and set (as initiator) its own nanes. This is
primarily to facilitate OSl:non-0Sl relaying (e.g., X osi: X/ tcp),
all owi ng the nanmes of the end-systemto be carried to the relay,
where they can be converted into hostnames, and the | ower-| ayer
address determ ned. OSI assunes that nane-to-address |ookup is
possible (via the Directory or other neans), but does not assumne
address-to-nane will work. Thus the calling AE-title is needed if the
responder is to know who the initiator is. However, nost protocols
work perfectly well wi thout these names being included.

As for their encoding, a RDN will al nost always be a single attribute
val ue assertion, with the attribute defined either by the Directory
standard [I SCO594 = X. 500], or in [Internet/Cosine Schema] [RFCl274].
Using the notation defined below, the encoding of an RDN using a
Directory-defined standard attribute is:
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31 80 {1 RDN, [ SET OF]
30 80 {2 AttributeVal ueAssertion, [SEQUENCE]
06 03 5504yy -- ODidentifying an attribute named in
-- the Directory standard
-- which one is deternined by yy
- [Printable string]
- could be T61 string, with tag 14
end of AVA
end of RDN

13 La XXXXXX

00 00 }2
00 00 }1

The nost likely attributes for an RDN have the follow ng hex val ues
for yy.

ComonNane 03
Country 06
Locality 07
St at e/ Provi nce 08
Organi sati on 0A
Organi sationUni t 0B

For non-Directory attributes, the object id nane nust be substituted
(thus changing the inmedi ately preceding | ength)

If there are nultiple attribute value assertions in the RDN, the
group between {2 and 2} is repeated (with different attributes).
Order is not significant.

The encoding of a [Directory] Name for the AP-titles is the RDNs
(high- order first) within

30 80 {1 - [ SEQUENCE] Nane
-- put the RDN encodi ngs here
00 00 1}1

An Object ldentifier AP-title is encoded as a primtive (see bel ow),
with the "universal"” tag for an object identifier, which is 6. The
integer AE-qualifier uses the universal tag for an integer, which is
2.

4. \What has to be sent and received

4.1 Sequence of OSI protocol data units used
CSl defines its facilities in terns of services but these are
abstract constructs (they do not have to correspond to procedure
calls) - the significant thing is the transm ssion of the resulting

protocol data unit (PDU). The PDU at each | ayer carries (as user
data) the PDU of the |ayer above. The different |ayers foll ow
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di fferent conventions for nami ng the pdus. This section gives an
overview of the sequence of PDUs exchanged - the details of these are
given in section 6.

The requirenents of the application are to create a connection
(strictly an association for the application-layer in OSI, but called
a connection here), to send and receive data and to cl ose the
connection. The PDUs used are thus:

To create connection
First create transport-Ilevel connection

Initiator sends the nmessage defined in 6.1, which is Session
CONNECT carrying Presentati on CONNECT request [CP] carrying
ACSE A- ASSCCI ATE request [AARQ optionally carrying application
dat a.

Responder replies with the nmessage defined in 6.2, which is
Sessi on ACCEPT carrying Presentati on CONNECT response [ CPA]
carrying ACSE response [AARE] optionally carrying application
dat a.

- If the responder rejects the attenpt, the reply will be Session
REJECT. This is defined in 6.3, where the REJECT carries no
user data. A received REJECT may carry Presentation, ACSE and
application data, although 6.3 shows only howto reject at
Session |evel..

To send/ recei ve data on an connecti on

send the nessage defined in 6.4, which is an enpty Session

G VE- TOKEN fol | owed by Session S-DATA carrying Presentation P-
DATA [TD] containing the application data (The G VE-TOKEN i s
just two octets required by Session for sone backwards
conpatibility.)

To cl ose connection gracefully

One side sends the nessage defined in 6.5, which is Session
FI' Nl SH carryi ng P- RELEASE request carryi ng A- RELEASE request
[RLRQ optionally carrying application data (This side may now
receive, but not send data.)

The other side replies with the nessage defined in 6.6, which

i s Session DI SCONNECT carryi ng P- RELEASE response carrying A
RELEASE response [ RLRE] optionally carrying application data
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First side disconnects transport connection on receiving the
reply

To cl ose connection abruptly but also send application data

Send the nmessage defined in 6.7, which is Session ABORT
carrying Presentation U ABORT [ ARU] carry ACSE U ABORT [ ABRT]
carrying application data (delivery not guaranteed)

On receiving Session ABORT, disconnect transport
To cl ose connection abruptly

- Either send the nmessage defined in 6.8, which is Session ABORT
carrying not hi ng;

O, just disconnect at transport |evel

A group | application is assunmed (by definition) not to send data on
t he establishnment and rel ease exchanges, a group Il application wll.

It would be possible to use the abort-with-data facility with a group
| to send a (possibly non-standardi sed) error nmessage for diagnostic
pur poses.

A special rule is used if a release collision occurs (i.e., FIN SH+P-
RELEASE+RLRQ recei ved after sending the sane): the side that
initiated the original upper-layer connection waits and the other
side replies with the DI SCONNECT etc.

4.2 \Which OSI fields are used

There are a nunber of fields (paraneters) in the pdus involved. These
can be categorised by what is needed to support applications (of a
particular Goup) in general - a field may be "useful", "send-only",
"fixed", "fixed with default", "internal"™ or "not inportant”. Even
those that are not inportant nmay be received from anot her

i npl ementation, but since the application has no use for them they
can be ignored. If an inplenmentation is intended to support only a
particul ar application, it nmay be able to downgrade the "useful" to
"not inportant".

The text bel ow describes the processing that is required for each
category and which fields are in each category.

"Useful" - when sending, an inplenentation of general use should be

able to set any (legal) value of these fields (via the upper
interface fromthe application or via sone configuration or |ookup
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mechani sm) and SHOULD pass received values for the Calling values to
the application (for specific applications, these fields may be
ei ther required or unnecessary.)

AARQ

Cal | ed application-process title
Call ed application-entity qualifier
Calling application-process title
Calling application-entity qualifier

"Send-only" - to interwork, the inplenentation nust be able to set
any val ue of these, but can ignore any received value. Both are octet
strings.

Presentation selector (up to 4 octets, limted by CULR-1)
Session selector (up to 16 octets, limted by base standard)

"Fi xed" (constant for all applications)

abstract and transfer syntax identifiers for presentation context
for ACSE Version nunmbers - 2 for session, 1 for Presentation

and ACSE
"Fixed with default" - the value is specific to the application. For
non- ASN. 1 abstract syntaxes (group | or group Il only) applications,

t he anonynmous val ues assigned by the OWminimal OSI profile [ CULR- 3]
can be used. The CULR-3 default application context can be used where
a proper context name is neither avail abl e nor needed.

Appl i cation context

CULR-3 default is {1 0 11188 3 3}
Abstract syntax identifier for application data

CULR- 3 anonynous nane is {1 0 11188 3 1 1}
Transfer syntax identifier for application data

CULR- 3 anonynous nane is {1 0 11188 3 2 1}

"Internal” - an arbitrary value can be sent; a received val ue nust be
stored for use in sending.

Presentation context identifiers for ACSE and the application
data (al ways odd i ntegers)

"Not inportant™ - for interworking, any |egal received value for the
other fields nmust be received (i.e., the pdu is parsed successfully),
but can then be ignored. There is no requirement (in this cookbook)
to check the existence, value or internal format of these fields.
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Al'l other fields (which includes a | arge nunber of session
fields)

4.3 Encodi ng nethods and length fields

Bot h Session and ASN. 1/ BER [| S08824, |SCB825] use a type-|ength-val ue
structure for their encodings, but different ones. Presentation
protocol and ACSE protocol use the ASN. 1/BER encodi ng and
consequently a Presentation PDU containing an ACSE PDU can be
constructed or parsed as if it were a single structure.

Al'l the protocols contain pdu fields with a conmpound structure. |f
one of these is being ignored it nay be necessary (for BER, not
session) to determine the lengths of its conponents to find the

I ength of the ignored field.

Many of the lengths in the specification beloww || vary, dependent
on the values of the fields.

4.3.1 Session itemns
The type field of a session itemis always a single octet.

For session itens, given a particular length, there is no
flexibility:

If the length is less than 255, represent as one octet

If the length is greater, represent as three octets, first is
OxFF, next two are the length, high-order octet first.

(Sorme "real" inplenentations are known to use the second encoding in
all cases. This is wong, but should only concern conformance
testers.)

4.3.2 ASN. 1/BER itens (Presentation and ACSE)

The type field for ASN.1-BER is the tag. Although it is possible for
large tags (>30) to be nulti-octet, there are no large tags in the
protocols involved in this nenp. Bit 6 (0x20) of the tag octet is 1
if the itemis constructed (i.e., the value is itself one or nore
ASN.1 BER itens) or O if it is primtive.

There is considerable flexibility, at senders option, in how |engths
are represented in BER There are three forms: short, |ong and
i ndefinite.

Short (usable only if the length is less than 127) : one octet
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Long (usable for *any* length) : first octet has the top bit set,
the rest is a count of how many octets are holding the | ength

val ue; that many subsequent octets hold the length. A long length
may use nore than the mini mum nunber of octets (so 0x8400000001
is avalid representation of length 1)

Indefinite (usable only for the length of a conmpound field) : the
single octet is Ox80, then one or nore itens (their tag-Iength-
values) and finally two octets of 0x00 (equivalent to tag and

| ength of zero).

To be able to interwork generally, an inplenentation nust be able to
handl e any of these forns when receiving.

The encodi ngs specified in the octet sequences bel ow use indefinite
length for all constructed itenms with a few exceptions. This slightly
i ncreases the nunber of octets sent, but means that the length of a
varying field (e.g., user data, or a varying object identifier)
affects only the length of the itemitself, and not the encl osing
lengths. It is thus possible to use the octet sequences as tenpl ates
i nterspersed by the varying fields.

It is inportant to note that this choice of indefinite (which is
equi val ent to the "Canoni cal Encoding Rul es" variant of BER) applies
only to the Presentati on and ACSE protocols thenselves. It does not
apply to ASN. 1/ BER encoded application data. The processing required
of application data may suggest alternative "best" options.

4.4 BER Encodi ng of values for prinmitive datatypes

The following ASN. 1 primtive datatypes are used in the thinos
st ack.

Integers are encoded in twos-conpl enent, high-order first. Unlike
| engt hs, they nust be encoded in the m ni mum nunber of octets (nho
| eadi ng 00 paddi ng).

oject Identifiers have a rather peculiar, but conpressed encoding:

Conbine the first two integers of the OD into one el enent by
multiplying the first (always 0, 1 or 2) by 40, and add the
second.

Each el ement (that one, and each subsequent integer in the QD
taken on its own), is a taken as a binary nunber and divided into
7-bit "bytes". This is apportioned into bits 1-7 of the m nimum
nunber of octets. Bit 8 is one for all octets of the sequence
except the last. (This neans that elenents of |ess than 127 are
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single octet integers.)
Printable Strings - as if in I SO 646 (ASCl 1)
OCTET STRING - just put the octets there
4.5 Unnecessary constructed encodi ngs

BER all ows the sender to break sone itenms (such as OCTET STRI NGS
character strings) into several pieces (i.e., as constructed
encoding) or send themas primtive. CULR- 1 requires that this is
only done to one |l evel. The pieces of both OCTET STRI NG and character
string are tagged as if they were OCTET STRING - they have the tag
04. This nmenp does not include any of these optional constructions,
but they may be received in interworking.

5. Notation

The constructs are shown in their tag - length - value form Al
nunbers are in hexadecimal. Comments are preceded by a '-’ character
Multiple -’ mean the comment is nore than just infornation

The tag colum contai ns one of:
single fixed octets.
* in the tag field indicates one or nore pdu fields (possibly
constructed) that may be received but are not sent. |If received
they can be ignored.
I indicates the tag is defined el sewhere.

is a place holder for the colum.

? preceding the tag value indicates that the field is not always
present - the comment will expl ain.

The | ength colum contains one of
explicit val ue

Ls - a length according to session rules which depends on the
total size of the value (usually constructed)

La - a length according to BER rul es

is a placehol der
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6.

yy is exactly one octet (i.e., one hex digit per y) holding part
of the length

The val ue col um cont ai ns one of
t he hex val ue
XXXXxXX - value of varying length (sometinmes constructed)
{n - (n = nunber) the start of a constructed val ue
n - (n=nunber) the end of the constructed value with the
correspondi ng nunber. (The nunber is sonetines omtted on the

i nnernost nest of construction)

yy - as part of a value - a variable value, each y represents one
hex digit

? a value, possibly constructed that may be received but is not
sent. It may be ignored if received

Note that all presentation |lengths may be received in one of the
alternative forms. Al constructed | engths are shown in indefinite
form If a received length is definite, the corresponding end item
(which will be shown here as 00 00 }n) wll become . . }n

In the conments, the notation {n} refers to the constructed item
bracketed by the {n, }n fields.

Cct et sequences

6.1 Connection request nessage

- CONNECT SPDU

OD Ls {1 - "SI" value for CONNECT = 13

* Ls ? - Connection ldentifier

05 06 {2 - Connect/ Accept Item

13 01 00 - protocol options (probably nandatory)

* Ls ?

16 01 02 -- version nunber (bottombit = vl, next bit =v2.
-- may get offers of either or both

* Ls ?

14 02 0002 - Session User Requirenents (functional units)
- 1d (20), length (always 2), duplex fu only.
-- On receipt, other bits may be set
-- check that the 2 bit is set

* Ls 7 - we do not send any Calling Session Selector
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?34

C1

31

A0
80
00

?82

Ad

30
02

06
30
06
00
00
30
02

06

30
06

00
00
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80

80
01
00
La
La
La

80

80
01

04
80
02
00
00
80
01

La

80
La

00
00
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XXXX -- Called Session Selector (i.e., the other end s)
-- up to 16 octets - you nust set what the other
-- side denmands. - My be anything characters,

-- binary etc.
- {3} disappeared in editing
{4 -- User Data, ldentifier=193. if length is > 512
-- then identifier is 194 (hex C2) instead
P- CONNECT- RI PPDU. Everything belowis in ASN. 1 BER
{5 - [ SET]
--- Mode-selector (the {6} group) could possibly
--- cone after everything else {7}
--- This will probably only be done by
--- evil-mnded conformance testers

{6 - Mode-selector [0] IMPLICIT SET

01 - [0] IMPLICIT I NTEGER {nor nmal node(1)}
}6

{7 - [2] unnaned | MPLICI T SEQUENCE

?

XXXX - [2] Called-presentation-selector

- CULR says maxi mumlength is 4
-- must be what the other side wants
{8 - [4] Presentation-context-definition-Iist
--- itens (the outer SEQUENCEs) within the {8} |ist may
--- be in any order.
{9 - [ SEQUENCE]
01 -- Defines pcid for ACSE, received value will be
-- a one or two octet odd integer
52010001 - [A D for ACSE abstract syntax

{ - [ SEQUENCE]

5101 - [ D Transfer syntax name is BER

} - end t-s |ist

}9 - end acse pctx defn

{10 - [ SEQUENCE]

03 -- [INTEGER] Defines pcid for application data;
-- received value will be a one or two octet odd
-- integer

XXXXXX - [OD object identifier nane of application

- abstract syntax (if CULR 3 default is used, this
- line is 06 06 28D734030101)

{11
XXXXXX - [OD t-s nane for application data
- (if CULR-3 default is used, this line is
- 06 06 28D734030201)
-- will be several of these if nultiple t-s offered
-- (applicationis Goup I11)
-- all will have the sanme tag 06
111 - end transfer syntax list for application p-ctx
}10 - end application pctx definition
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-- if multiple presentation contexts are offered, (G oup
-- 1V), the {10} SEQUENCE wi || repeat appropriately
-- if multiple contexts are to be accepted, all the
-- pcid s nust be renenbered
00 00 1}8 - end of p-ctx-def-1list
* La ?
61 80 {12 - [APPLI CATION 1] User-data - Fully-encoded
30 80 {13 - [ SEQUENCE] PDV-1Ii st
02 01 01 -- [INTEGER], value is acse pcid
A0 80 {14 - [0] Single-ASNL
- ACSE A- ASSOCI ATE request APDU - AARQ
60 80 {15 - [ APPLI CATION 0] - AARQ
* La 7 - protocol version defaults to 1 (only one defined)
Al 80 { - [1] Application-context
06 La XXXXXX -- oObject identifier nane of application context
- (if CULR-3 default is used, this line is
- 06 05 28D7340303)
00 00
-- Called application process title {16} and application
-- entity qualifier may or may not be needed (see 3.4)
?A2 80 {16 - [2] Called Application-Process title
?1 La  XXXXXX -- see 3.5 - either a Directory Nanme or an oid
?00 00 1}16 - end Called APtitle
?A3 80 {17 - [3] Called Application-Entity Qualifier
?1 La XXXXXX -- see 3.5
?00 00 }17
* La ?
Calling AP-title and AE-qualifier may or may not be needed.
?A6 80 {18 - [6] Calling Application-Process title
?1 La XXXXXX -- see 3.5
?00 00 1}18
?A7 80 {19 - [7] Calling Application-Entity Qualifier
?1 La XXXXXX -- see 3.5
?00 00 1}19
* La ?
-- the user information field may or may not be required
-- (not required for Goup I)
?BE 80 {20 - [30] I'MPLICI T SEQUENCE
7228 80 {21 - [ EXTERNAL]
?06 La XXXXXX -- [AD] This is the oid identifying the transfer
-- syntax used for the user data.
-- It is (alnpbst certainly) required even if only
-- one transfer syntax was proposed.
?02 01 03 - [INTEGER] this is the pcid for the application
- data
?A0 La XXXXXX -- [0] single-ASN. 1-type - the application data
-- (see paragraph at end of this section bel ow}
?00 00 }21 - end of EXTERNAL
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-- conceivably there may be several EXTERNALS, probably in
-- different presentation contexts (different pcids)

?00 00 1}20 - end of user information field

00 00 1}15 - end of AARQ

00 00 1}14 - end of single-ASN-type

00 00 1}13 - end of PDV-Ii st

00 00 1}12 - end of Presentation User-data

00 00 }7 - end of third elenment of CP-type SET
00 00 1}5 - end of CP-type

The application data carried in the EXTERNAL is shown (as A0 La xxxx)
assuming it is a single-ASN. 1 type, which it often will be for group
Il (since these tend to be OSI applications). The xxxx will be the
BER encoding of the application pdu (probably sonething |ike Z-BI ND
or Y- INITIALIZE). The length may be indefinite.

If the application data is not a single ASN.1 type, but is an octet-
aligned value, the A0 La xxxx is replaced by 81 La xxxx, where XXxxX
is the value. In this case the length nust be definite (unless an
"unnecessary" constructed encoding is used.)

I denti cal considerations apply to the other EXTERNALs carried in the
ACSE pdus.

6.2 Successful reply to connection setup

If the connection attenpt is successful, the following is sent to the
initiator on a T- DATA.

OE Ls {1 - ACCEPT SPDU

* Ls ?

05 06 {2 - Connect/ Accept Item

13 01 00 - Protocol Options

* Ls ?

16 01 02 - version nunber (this shows version 2 only)

-- if version 2 was not offered, onit all of {2}

* Ls ?

14 02 0002 - Session User Requirenents (functional units)
- duplex fu only (kernel is automatic)

* Ls ?

ClL Ls {3 -- User Data.

- CPA - P-CONNECT response

31 80 {4 - [ SET]
-- again, Mde-selector could conme at the end

A0 80 { - Mode-sel ector [0]

80 01 01 - normal node - [0], length=1, val ue=1

00 00 }

A2 80 {5 - [2] SEQUENCE (unnaned)
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* La
A5 80
30 80
80 01
81 02
00 00
30 80
80 01
81 La
00 00
00 00
* La
61 80
30 80
02 01
A0 80
61 80
* La
Al 80
06 La
00 00
A2 03
02 01
00 00
A3 80
Al 80
02 01
00 00
00 00
* La
?BE 80
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{7
00
5101

}7

{8
00
XXXXXX

}8
16
?
{10
{11
01

{12

A- ASSOCI ATE

{13

?

{14
XXXXXX
}14
{15

00

115
{16

{17
00

117
116

?

- th

{20
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[5] P-context-definition-result-Iist

-- following result itens are in the order

-- corresponding to the pctx-definition-list in

-- the connect

-- this exanple assunes that was ACSE, user, rubbish
-- With rubbish rejected

e user

[ SEQUENCE] result itemfor acse

[0] result, value O is acceptance

[1] accepted transfer syntax name = BER
note that this has an inplicit tag, not 06
end result itemfor acse p-ctx

[ SEQUENCE] result itemfor application-data pctx
[0] value 0 is acceptance
[1] oid for transfer syntax, as on definition |ist
if there were several (grouplll) , the one you
i ked nost
end result itemfor app-data p-ctx
end p-ctx-def-result-1list

[ APPLI CATI ON 1] User-data, Fully-encoded

[ SEQUENCE] PDV-1 i st
[INTECER] value is pcid for ACSE, as stored from

- the pctx-definition-list on the P-CONNECT

request
[0] single-ASNL-type

response APDU - AARE

[ APPLI CATION 1] identifies AARE

[1] Application-context
[OD nane of application context
usual ly the same as on AARQ can differ

[2] result
[ NTEGER] val ue 0 neans accepted

[3] result-source-diagnostic

(curiously, a non-optional field)

[1] acse-service-user

[NTEGCER] value O = null ! (why no inplicit tag)
end acse-service-user

end result source diagnhostic

information field may or nmay not be required

(not used for Goup I)
- [30] I'MPLICIT SEQUENCE
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7228 80 {21 - [ EXTERNAL]
-- the transfer-syntax oid is not present this tinme
?02 01 03 - [INTEGER] this is the pcid for the application
- data
?A0 La XXxX -- [0] single-ASNLl-type (see note at end of 6.1)
?00 00 }21 - end of EXTERNAL

-- conceivably there may be several EXTERNALS, probably in
-- different presentation contexts (different pcids)

?00 00 1}20 - end of user information field

00 00 1}13 - end AARE

00 00 1}12 - end single-asnl-type

00 00 1}11 - end PDV-1i st

00 00 1}10 - end Presn user-data

00 00 1}5 - end [2] inplicit sequence in cpa
00 00 1}4 - end CPA-type set

The foll owi ng sequence are the octets need to reject a presentation
context that was offered in the presentation-context-definition-list.
Since the result-list matches the definition list by position, it is
pl aced at the corresponding point within {6} (e.g., it would cone

i medi ately after {8}, if the rejected context was the third one.

-- next SEQUENCE is a rejection of a pctx

30 80 {9 - [SEQUENCE] result itemfor a rejected pctx

80 01 02 -- [0] result, value 2 is provider rejection

82 01 00 - [2] reason, value 0 is reason-not-specified
-- there are other reasons, but let’s keep it
-- sinple

00 00 1}9 - end result itemfor rejected pctx

6.3 Connection rejection

Ref usal is at session-level, but by session user, with no reason
given. This is a conprom se avoi di ng maki ng unfounded accusati ons of
(session) protocol nisbehaviour. If the inplementation finds it does
not like the received nmessage, it is not essential to attenpt to
conmuni cate with the partner why, though this may be hel pful if the
reason is correctly identified. (In nost cases, a w se inplenmentor

will make sure an error nmessage goes somewhere or other).
0C 03 ({1 - REFUSE SPDU

* Ls ?

32 01 00 - rejected by SS-user, no reason

The far-end may send interesting things explaining why you are not
getting interworking. If this is a session reason, the reason code
will one octet between 81 and 86. If the rejection is higher than
session, this will be carried on S-REFUSE (so first octet is stil
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0C) and the higher pdu will appear as part of the reason code, which
will start with 02. (The only remaining code is 01 = user
congestion.)

6. 4 Dat a- phase TSDU

This is the core of the skinny stack. The | engths shown use a
particul ar set of choices for indefinite and definite | engths that
nmeans that the application data length only affects one field. Mking
the two earlier indefinite | engths definite would require nore
calculation - adding 4 octets after the application data is assuned
to be quicker. This header is also designed to be 20 octets | ong,

t hus maintai ning 4-byte alignment between transport and application
buffers. Inplementations are recomended to use this encoding. It is
possible to rapidly match incoming data against it - if there is no
m smatch until the length field, the |ocation of the beginning of the
data can be determ ned w thout further analysis.

SPDUs
01 00 . - S G VE-TOKEN - required by basic concatenation
- but no paraneters
01 00 - S-DATA - no paraneters - what follows is User
- Information, not User Data, so is not included in
- the SPDU length fields
- P-DATA PPDU - TD (why TD ? Typed-data id TTD !)

61 80 {1 - User-data [ APPLI CATI ON 1]

30 80 {2 [ SEQUENCE] PDV-1i st

02 01 o03 [ NTEGER] pcid for application data, P-CONNECT PPDU
- remenbered by both sides

81 83yyyyyy XXXXXX -- [1] octet-aligned presentation data val ue(s)
-- length of length (3 octets) then three octets yyyyyy
-- for the Iength of the user data XxXxXXxxx

00 00 1}2 - End-of-contents for end of PDV-1list

00 00 1}1 - End-of-contents for end of Presentation User-data

If the application data is in ASN.1, and a single ASN.1 value is
bei ng sent on the TSDU, the same header can be used except for the
tag on the presentation data val ues, which becones A0 (= [0],
constructed).

If there are multiple data values to be sent, this header can be
expanded in several ways:

a) if there are several ASN. 1 values fromthe sane
presentation context, they can be concatenated and
treated as an octet-aligned value (using the header
as shown above, with tag 81 (or AL - | think its
primtive) or each ASN. 1 value can be an item
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(tagged AO), one after the other

b) if the data values are fromdifferent presentation
contexts (group IV), each is in its own {2} group
within the {1}.

On receipt, for the sinple octet-aligned case, the data val ue may

itself have a constructed encoding - this will nmake the tag Al, and
it will contain elenents each tagged 04 (OCTET STRING . According to
CULR- 1, these elenents are primtive (otherw se they would be 24 of

course).
6.5 Closedown - rel ease request
When all is done, and you want to close down gracefully, send this on
T- DATA.
- FI'NI SH SPDU
09 10 {1 - 9identifies FIN SH
* Ls 7 - No Transport Di sconnect item
- default is release Transport-connection
ClL OE {2 - User data (code 193)
- P-RELEASE reqg/ind PPDU (has no nane)
61 80 {3 - [APPLI CATI ON 1], user data, fully-encoded
30 80 {4 - [ SEQUENCE] PDV-1i st
02 01 01 -- pcid for ACSE, remenbered from setup
A0 80 {5 - [0] single asn.1-type
- A-RELEASE request APDU - RLRQ
62 80 {6 - [ APPLI CATION 2] identifies RLRQ
80 01 00 - [0] reason, value O nmeans nor nal
* La ?
-- the user information field may or may not be required
( not required for Goup I)
?BE 80 {7 - [30] IMPLICI T SEQUENCE
?28 80 {8 - [ EXTERNAL]
-- the transfer-syntax oid is not present this tine
?02 01 03 - [INTEGER] this is the pcid for the application
- data
?A0 La XXXXX -- [0] single-ASN. 1-type application data
-- (see note at end of 6.1)
?00 00 }8 - end of EXTERNAL
-- conceivably there may be several EXTERNALS, probably in
-- different presentation contexts (different pcids)
?00 00 1}7 - end of user information field
00 00 1}6 - end of RLRQ
00 00 1}5 - end of single asn.1l-type
00 00 1}4 - end of PDV-Ii st
00 00 1}3 - end of Presentation User-data
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6.6 Cl osedown - rel ease response

On receiving a FINISH, you send this to tell the other end it is all

over
- Sessi on DI SCONNECT SPDU
OA Ls {1 - SI =10, DI SCONNECT
Cl Ls {2 - User data
- P-RELEASE rsp PPDU
61 80 {3 - [APPLI CATI ON 1], user data, fully-encoded
30 80 {4 - [ SEQUENCE] PDV-1i st
02 01 01 -- [INTEGER] pcid for ACSE, renenbered from setup
A0 80 {5 - [0] single asn.1-type
- A-RELEASE response APDU - RLRE
63 80 {6 - [ APPLI CATION 3] identifies RLRE
80 01 00 - [0] reason, value O nmeans nor nal
* La ?
-- the user information field may or may not be required
- (not required for Goup I)
?BE 80 {7 - [30] IMPLICI T SEQUENCE
?28 80 {8 - [ EXTERNAL]
-- the transfer-syntax oid is not present this tinme
?02 01 03 - [INTEGER] this is the pcid for the application
- data
?A0 La XXXXX -- [0] single-ASN. 1-type application data
-- (see note at end of 6.1)
?00 00 }8 - end of EXTERNAL
-- conceivably there may be several EXTERNALS, probably in
-- different presentation contexts (different pcids)
?00 00 1}7 - end of user information field
00 00 1}6 - end of RLRE
00 00 1}5 - end of single asn.1l-type
00 00 1}4 - end of PDV-Ii st
00 00 1}3 - end of Presentation userdata

6.7 Deliberate abort
It is not clear whether this is any use - just clearing the Transport
connection will be nore effective. It goes on T-DATA, but asks for
the far-side to close the T-connection

- Sessi on ABORT SPDU

19 Ls {1 - Sl of 25 is ABORT

11 01 03 - Transport Di sconnect PV, code 17
-- value = '...00011' b neans pl ease
-- rel ease T-conn, user abort

* Ls ?

Cl 11 {2 - Session User Data
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A0
A0
30
02
06
00

30
02
06
00
00
61
30
02
A0

64
80

?BE
?28

?02

?A0

?00

?00
00
00
00
00
00
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80
80
01
02
00

80
01
La
00
00
80
80
01
05
80
01

80
80

01

La

00

00
00
00
00
00
00
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P- U- ABORT PPDU - ARU

- [0] inplicit sequence for nornmal nobde

- [0] presentation-context-identifier-1list
- [ SEQUENCE]

- [I NTEGER] pcid for ACSE

- [OD for acse transfer syntax = BER

{6
03
XXXX

{9

A- ABORT APDU -

{10
01

{11
{12

03
XXXX

}12

111
110

there will be one {6} group for each application
presentation context that is used in this nessage
if there is no user data, the {6} group can be

omtted

[ NTECER] pcid for application data

xX - [AD transfer syntax for application data

end of

presentation-context-identifier-list

[ APPLI CATI ON 1], user data, fully-encoded
[ SEQUENCE] PDV-1 i st

- [INTEGER] pcid for ACSE as on CP PPDU
- [0] single asn.1-type

ABRT

- [ APPLI CATION 4] identifies ABRT
- [0] value 1 is acse-service-provider
the user information field may or may not be required

- [30]

| MPLI CI T SEQUENCE

- [ EXTERNAL]
-- the transfer-syntax oid is not present this tinme
-- (according to CULR- 1)

- [INTECER] this is the pcid for the application

- data

X -- [0] single-ASN. 1-type application data
-- (see note at end of 6.1)
- end of EXTERNAL
-- conceivably there may be several EXTERNALS, probably in
-- different presentation contexts (different pcids)
- end of user information field

- end of
- end of
- end of
- end of
- end of

ABRT

single asn. 1-type
PDV-1i st

Presentati on user-data
ARU- PPDU
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6.8 Provider abort

Generated when an internal error occurs (i.e., something has gone
mldly (?) wong in the cookbook inplenentation). Rather than accuse
anyone of protocol errors, we just abort at session.

ABORT SPDU
19 03 {1 - Sl =25 = ABORT SPDU
11 01 09 - Transport Disconnect PV, code 17
-- value ='...01001'b release T-conn
-- no reason

* Ls ?
6.9 Abort accept

If a Session abort (of any kind) is sent, it is possible that the
far-end will send back an abort accept. If this happens, disconnect
the transport. (The abort nessages above do not propose that the
transport connection be reused, and in this case, an abort accept is
just the far-end passing the transport-disconnect initiative back.)
Thi s session nessage need never be sent - just disconnect transport
on receiving an abort.

ABORT ACCEPT SPDU
1A 00 . - Sl =26 = ABORT ACCEPT SPDU, no paraneters
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8. O her Notes

The Session, Presentation and ACSE standards have been the subject of
consi derabl e amendnment since their first publication. The only one
that is significant to this cookbook is Session addendum 2, which
specifies session version 2 and unlinited user data. New editions of
these standards, incorporating all the amendnments, will be published
during 1994.
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The codi ng choi ces made in the cookbook are (nearly) those made by

t he "Canoni cal Encoding Rules", which are a form of Basic Encodi ng
Rules with no optionality, specified in the new edition of 1SQOIEC
8825. A defect report has been proposed agai nst Presentation and
ACSE, suggesting that a note to the protocol specifications recomend
use of the canonical encoding options when sending, and then
optimising for this on receipt.

9. Security Considerations

Security issues are not discussed in this neno.
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