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Abstract

Cyber Cash is devel opi ng a general paynents systemfor use over the
Internet. The structure and communi cations protocols of version 0.8
are described. This version includes credit card paynents only.
Additional capabilities are planned for future versions.

Thi s docunent covers only the current CyberCash system which is one
of the few operational systenms in the rapidly evolving area of

I nternet paynents. CyberCash is committed to the further devel opnent
of its systemand to cooperation with the Internet Engineering Task
Force and ot her standards organi zati ons.
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H story
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1. Overall System

Cyber Cash, Inc. of Reston, Virginia was founded in August of 1994 to
partner with financial institutions and providers of goods and
services to deliver a safe, convenient and inexpensive system for
maki ng paynments on the Internet. The CyberCash approach is based on
establishing a trusted |ink between the new world of cyberspace and
the traditional banking world. CyberCash serves as a conduit through
whi ch paynents can be transported quickly, easily and safely between
buyers, sellers and their banks. Significantly - nmuch as it is the
real world of commerce - the buyer and seller need not have any prior
exi sting rel ati onshi p.

As a neutral third party whose sole concern is ensuring the delivery
of paynments fromone party to another, CyberCash is the linchpin in
del i vering spontaneous consuner electronic comerce on the Internet.

1.1 System Overvi ew

The Cyber Cash systemwill provide several separate paynent services
on the Internet including credit card and el ectronic cash. To gain
access to CyberCash services, consunmers need only a personal conputer
with a network connection. Sinilarly, merchants and banks need nake
only m nimal changes to their current operating procedures in order
to process CyberCash transactions, enabling themto nore quickly
integrate safe on-line paynments into their existing service

of ferings. Conmunications with banks are over existing financial
conmuni cati ons networ ks.
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To get started, consuners downl oad free software from CyberCash on
the Internet. This software establishes the electronic |ink between
consuners, nerchants and their banks as well as between individuals.
To nake gai ning access to the CyberCash system even easier, CyberCash
"PAY" buttons nay be incorporated into popular on-line service and
sof tware graphical user interfaces so that consuners using these
products can easily enter the CyberCash system when they are ready to
make paynents for goods and services. Consuners need not have any
prior relationship with CyberCash to use the CyberCash system They
can easily set up their CyberCash persona on-1line.

Transactions are automated in that once the consunmer enters
appropriate information into his own conputer, no nanual steps are
required to process authorization or clearance transactions through
the entire system The consumer need only initiate paynment for each
transaction by exercising the pay option on an electronic form
Transactions are safe in that they are cryptographicly protected from
tanpering and nodi fication by eavesdroppers. And they are private in
that information about the consuner not relevant to the transaction
is not visible to the nmerchant.

Fomm e o e oo oo - + Fomm e oo oo oo - +
I I I I
| Internet | | Internet |
| customer H------------ + nerchant +
I I |/ I
Fomm e o e oo oo - + Fomm e oo oo oo - +
/
/
Fom e e e oo - |-+
| CyberCash | |
| server | |
+----- F--o - - - |-+
I I
I I
Fom e e oo oo - F--o - - - | --------- +
| Fo-m oo oo - + S +|
| | card Fomm - - + / charge | |
| | issuer | | acquirer | |
| Fo-m oo oo - + S +|
I I
I I

SYSTEM OVERVI EW
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1.2 Security Approach

The Cyber Cash system pays special attention to security issues. It
uses encryption technology fromthe world s | eadi ng sources of
security technology and is committed over tinme to enpl oyi ng new
security technol ogi es as they energe.

1.2.1 Authentication and Persona ldentity

Aut henti cati on of nessages is based on Public Key encryption as

devel oped by RSA. The CyberCash Server nmintains records of the
public key associated with every custoner and nerchant persona. It
is thus able to authenticate any infornmation digitally signed by a
custoner or nerchant regardless of the path the data followed on its
way to the server. The corresponding private key, which is needed to
create such digital signatures, will be held by the custoner or

mer chant and never revealed to other parties. |n custoner software,
the private key is only stored in an encrypted formprotected by a
passphrase.

While the true CyberCash identity of a customer or nerchant is
recogni zed by their public/private key pair, such keys are too

curber sone (over 100 hex digits) to be renenbered or typed by people.
So, the user interface utilizes short al phanuneric ID s selected by
the user or nmerchant for purposes of specifying a persona. CyberCash
adds check digits to the requested ID to mnimze the chance of

acci dental wong persona selection. Persona IDUs are essentially
public information. Possession of an persona ID without the
corresponding private key is of no benefit in the current system

I ndi vi dual s or organi zati ons nmay establish one or nore CyberCash
custoner personas directly with CyberCash. Thus, an individual my
have several unrel ated CyberCash personas or share a Cyber Cash
persona with other individuals. This approach provides a degree of
privacy consistent with Internet presence generally and with cash
transactions specifically. However, persona hol ders who wi sh to use
a credit card for purchases in conjunction with their CyberCash
persona nust first nmeet such on-line identification criteria as the
card issuing organization requires.

Control over a CyberCash persona is normally available only to an
entity that possesses the private key for that persona. However, a
special provision is nmade to associ ate an energency cl ose out
passphrase with a CyberCash persona. On receipt of the energency

cl ose out passphrase, even if received over insecure channels such as
a tel ephone call or ordinary email, CyberCash will suspend activity
for the CyberCash persona. This enmergency cl ose-out passphrase can
be stored separately fromand with somewhat | ess security than the
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private key for the persona since the emergency passphrase can not be
used to divert funds to others. This provides sone protection agai nst
| oss or nisappropriation of the private key or the passphrase under
which the private key in kept encrypted. |In the cash system the
energency cl ose-out passpharase may al so transfer the persona bal ance
to a designated bank account.

1.2.2 Privacy

Encryption of messages use the Digital Encryption Standard (DES),
commonly used in electronic paynent systenms today. It is planned to
superencrypt (i.e., encrypted nore than one level) particularly
sensitive information, such as PIN nunbers, and handl e them so that
the plain text readabl e version never exists in the CyberCash system
except nonmentarily, within special purpose secure cryptographic
hardware that is part of the server, before being re-encrypted under
anot her key.

The processing of card charges through the CyberCash systemis
organi zed so that the nerchant never |earns the custonerUs credit
card nunber unless the merchantUs bank chooses to release this
information to the nmerchant or it is required for dispute resolution
In addition, the server nmintains no permanent storage of card
nunbers. They are only present while a transaction involving that
card is in progress. These practices greatly reduce the chance of
card nunber mi sappropriation

1.3 Credit Card Operation

Usi ng the CyberCash systemfor credit card transactions, once price
has been negotiated and the consuner is ready to purchase, the
consuner sinply clicks on the CyberCash "PAY" button displayed on the
mer chant interface, which i nvokes the nerchant Cyber Cash software.
The merchant sends the consuner an on-line invoice that includes

rel evant purchase infornmation which appears on the customerUs screen.
(See PR1 nmessage.) The consuner adds his credit card nunber and
other information by sinmply selecting froma list of credit cards he
has registered to his CyberCash persona. All this information is
digitally signed by the custoner’s CyberCash software, encrypted, and
passed, along with a hash code of the invoice as seen by the
custoner, to the nmerchant. (See CHL nessage.)

Upon receipt, the nmerchant adds additional authorization infornmation
which is then encrypted, electronically signed by the nmerchant, and
sent to the CyberCash Server. (See CML & CM2 nessages.) The

Cyber Cash Server can authenticate all the signatures and be sure that
t he custonmer and nerchant agree on the invoice and charge anount.

The Cyber Cash Server then forwards the relevant information to the
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acquiring bank along with a request on behalf of the merchant for a
speci fi ¢ banki ng operation such as charge authorization. The bank
decrypts and then processes the received data as it would normally
process a credit card transaction. The bank’s response is returned
to the CyberCash Server which returns an electronic receipt to the
mer chant (see CM6 nessage) part of which the merchant is expected to
forward to the custoner (see CH2 nessage). The transaction is
conpl et e.

2. Ceneral Message Wapper Format

Version 0.8 of the external format for the encodi ng of CyberCash
nmessages i s described bel ow. CyberCash nessages are stylized
docunents for the transmi ssion of financial data over the Internet.

Wil e there are nunerous schenmes for sending information over the
Internet (HTTP, SMIP, and others), each is attached to a specific
transni ssi on nechanism Because CyberCash nessages will need to
travel over each of these nedia (as well as others) a transm ssion
i ndependent mechani smis needed.

2.1 Message For mat
Cyber Cash nessages consi st of the follow ng conponents:

1. Header - defines the start of the CyberCash nmessage and incl udes
version information.

2. Transparent Part - contains information that is not private.

3. Opaque Part(s) - contains the financial information in the
nessage and is both privacy protected as well as tanper protected.
An opaque part is not present in sonme nessages. Wien present, the
opaque part usually provides tanper protection for the transparent
part.

4. Trailer - defines the end of the CyberCash nessage and includes a
check value to enable the receiver to determne that the nessage
has arrived undamaged. Note: this check value is intended only to
detect acci dental damage to the nmessage, not deliberate tanpering.

No null characters (zero value) or characters with the eighth bit
on are pernitted i nside a CyberCash nessage. "Binary" quantities
that m ght have such byte values in them are encoded in base64 as
described in RFC 1521
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2.2 Details of Format

The header consists of a single line which | ooks approximately |ike
this

$$- Cyber Cash- 0. 8- $$
or like this

$$- Cyber Cash-1. 2. 3-Extra- $$

It includes a nunber of fields separated with the minus character "-
1. "$$" - the literal string with the initial $ in colum 1.
2. "CyberCash" - the literal string (case insensitive)

3. X.y or x.y.z - the version nunber of the nessage format. Xx is the
primary version nunber. y is a subversion nunber. 1z, if present, is
a subsubversi on numnber.

4, "Extra" - an optional additional al phanuneric string.

5. "$$" - the literal string

Version nunbers start at 0.7 and count up. The ".z" is onmitted when
zis zero. 0.7 and 0.8 are the test and initial shipped version of
the credit card system 0.9 and 1.0 are expected to al so incorporate
the test and initial shipped versions of the cash facilities as well
as inprovenents to the credit card system

The "Extra" string is used within secure environnments so that one
subconponent can scribble a note to another with mni mum over head.

For example, a server firewall could put "HTTP" or "SMIP" here before
forwardi ng the nessage to the core server within the firewall

peri neter.

2.3 Body Parts

The body parts of the nessage (both transparent and opaque) consi st
of attribute value pairs in formats that are rem niscent of the
standard el ectronic mail header (RFC822) format. However, there are
sone differences.

Attribute names start with and are conposed predom nantly of letters
and i nternal hyphens except that they sonmetines end with a hyphen
foll owed by a nunber. Such a trailing nunber is used when there is
logically an indexed vector of values. Attribute nanes are
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frequently referred to as | abels.

If the abel ends with a ":", then RFC822 processing is done. Wile
the existence of trailing white space is significant, all |eading
white space on continuation lines is stripped. Such lines are
wrapped at 64 characters in length, excluding any line ternination
character(s).

However, if the label is terminated with a ";", this indicates a
free-formfield where newline characters and any | eading white
space, after the initial space that indicates a continuation line, is
significant. Such lines should not be wapped except that, to avoid
ot her processing problens, they are forcibly wapped at 200
characters.

Bl ank |ines are ignored and do not signify a change to a different
node of |ine handling.

Anot her way of |ooking at the above is as follows: after having found
an initial $$ start line, you can treat any follow ng |ines according

to the first character. |If it is alphanuneric, it is a new | abel

whi ch should be termnated with a ":" or ";" and indicates a new

| abel -value pair. |If it is a white space character, it indicates the
continuation of the value for the preceding new | abel line. (Exactly
how t he continuation is processed depends on the | abel termnation
character.) If it is "$", it should be the end line for the nessage.

If it is # it is a conment |ine and should be ignored. O her
initial characters are undefined. (As of this date, no software
sends Cyber Cash nessages with # lines but they are conveni ent for
commenting nmessages stored in files.)

2.4 Transparent Part

The transparent part includes any clear-text data associated with the
financial transaction as well as information needed by CyberCash and
others to decrypt the opaque part(s). It always includes a
transaction field which is the transaction nunber generated by the
requester and which is repeated in the response. It always includes
a date field that is the local date and tinme at the requester and is
repeated in the response. In all cases other than an initial
registration to establish a persona ID, it includes the requester’s
persona |D.

On nmessages bound for the server, there is a "cyberkey:" field that

identifies which server public key was used to encrypt the session
key.
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2.5 Opaque Part

The opaque part consists of a single block of characters encoded
usi ng base64 encodi ng (see RFC 1521). The data in the opaque section
is always encrypted before encodi ng.

The | abel "opaque" or "nmerchant-opaque" precedes the opaque part
dependi ng on whet her the data was encrypted by the client or nerchant
sof t war e.

On nessages i nbound to the server, the data to be opaqued is DES CBC
encrypted under a random transacton key and then that DES key is RSA
encrypted under one of the server’'s public keys. The RSA encrypted
DES key appears as the first part of the base64 encoded field and is
not broken out as a separate value in the nessage. The corresponding
outbound reply fromthe server can sinply be DES encrypted under this
transaction key as there is enough plain text information to identify
the transaction and the customer or nerchant will have renenbered the
transaction key fromthe i nbound nessage.

A signature is not generally necessary in the opaque part of a reply
nmessage. Know edge of the transaction key is adequate

aut hentication. |In order for sonmeone to forge the response, they
woul d have to know the server’s private key to be able to get at the
transaction key. It is assunmed that if anyone tanpered with the

response opaque part, the probability that it would decrypt to
somet hi ng that would parse is insignificant. (Just the fact that the
8th bit has to be off neans a chance of 1 in 2**n where there are n
characters and that’'s ignoring the rest of the formatting.) Wile
soneone can tanmper with the transparent part, this usually either has
no effect or nmeans that the client won't find the transaction key, in
which case it's just a particular exanple of denial of service by
damagi ng a nessage.

2.6 Trailer

The trailer is intended to close the nessage and provide a definitive
and parseabl e end of the nessage.

The trailer consists of several fields separated by "-" as in header
1. "$$" - literal string.

2. "CyberCash" - literal string (case insensitive).

3. "End" - literal string (case insensitive).

4. transn ssion checksum
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5. "$$" - literal string.

The transm ssion checksumis the MD5 has of all printable characters
in the version nunber in the start line and those appearing after the
second $$ of the start line and before the first $% of the trailer
line as transnmitted. Note that all white space is left out of this
hash, including any newlines, spaces, tabs, carriage returns, etc.
The exact label terminators actually used (: or ;) are included as
woul d any # comment line. Note that the optional "Extra" string in
the $ start line is not included. The idea is to check correct
transni ssion while avoiding sensitivity to gateways or processing
that night change the |ine term nator sequence, convert tabs to
spaces, or the like.

2.7 Exanpl e Messages
Si npl e message froma client:

$$- Cyber Cash-0. 8- $$

i d: DONALD- 69

transaction: 918273645

date: 199512250102

cyber key: CC1001

opaque:
G QIvDpLH62z+eZl bVkhZIXt TneZH32Q 4T4l wiqv6kj AeMRZwW6nR4f 0Chvb TFf Pm+GG
aXnmoxyU wWnFkYcOyThSO dgr wg nAWLEVGI/ wa4ci KKI 2PsNPA4sThpV2l eFp2Viknd
el mzdS0Qe350g60Pr kC7TKpqKHj zczRRyt WbFVE+zSi 44wWMF/ ngzmni VsUCWI1FXc8T9
EB8Kj HEzVSRf ZDn+l P/ ¢1nTLTwWPr QODYi N1l Gy9nwMLl mXi f i j HR19LZI H RXy8=

$$- End- Cyber Cash- End- j kn38f D3+/ DFDF3434m10==- $$

Message from a nerchant:

$$- Cyber Cash-a. b. c-extra- $$

ner chant-ccid: acne-69
nerchant-date: 19951231115959
nmer chant-transacti on: 987654321
| abel : val ue

| abel x: nmultiple Iine
val ue. ..
# coment
# anot her comment |ine
| abel; text with a rea
multi-line
format !
mer chant - cyber key: CC1001
mer chant - opaque:

East| ake, et al | nf or mat i onal [ Page 11]



RFC 1898 Cyber Cash Version 0.8 February 1996

C1LQ61 U7n9snKN5nv+1SWHDZumJ PJY+QNXGANBSPgB/ dI XI TDHWYJ4HDWKZMat +VI J8y
/i onmz6/ +LgX+DnOsnmoAge7WESJI6d6Ge 3k RAQKVCSpbOVLXF6E7mshl y XgQYmt wi VN2J
66f IMQPO31Er r dPVdt g6Muf ynN8r JyJt u8xSNol XI gl YNQy5G2I 3XCc6D3UnSEr Px1VJ
6cbw Lul HHv58Nk+xxt / FyW'y AMMUb9YNcn(g / / 6RUONi OA9P/ | i WezDe2mIRK1uqgVpC
sDr Weh@ UbFTPD26t r I YRNnY
$$- Cyber Cash- End- kchf i Z5SWAUl pk1/ viogwuQ==- $$

3. Signatures and Hashes

| nbound Cyber Cash request nessages normally have a signature, as
descri bed below, of all of the nessages fields outside of the
sighature. This signhature is transnitted inside the opaque part of
the nessage. It enables the server to authenticate the source of the
nessage.

Messages froma nmerchant to a client initiating a purchase sequence
have fields signed by the nerchant. These fields and this signature
are included by the client in the opaque part of their card purchase

nmessage to the merchant so that, when all is passed on to the server
it can verify that the client saw the information the nmerchant
i nt ended.

More i nformation on CyberCash signatures and the hash codes they are
based on, is given bel ow

3.1 Digital Signatures

Digital signatures are a neans of authenticating information. In
Cyber Cash nessages, they are calculated by first taking the hash of
the data to be authenticated, as described below, and then encodi ng
t he hash using an RSA private key.

Anyone possessing the correspondi ng public key can then decrypt the
hash and conpare it with the nessage hash. |If they match, then you
can be sure that the signature was generated by soneone possessing
the private key which corresponded with the public key you used and
that the nessage was not tanpered with.

In the CyberCash system clients, nerchants, and the server have
public-private key pairs. By keeping the private key secret and
registering their public key with the server (for a nerchant or
client) or publishing their public key or keys (for the server), they
can provide high quality authentication by signing parts of nessages.

An RSA digital signature is approximately the size of the nodul us
used. For exanple, if that is 768 bits long, then the binary digital
signhature woul d be 768 bits or 96 bytes long and its base 64 encodi ng
woul d be 128 bytes.
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3.2 Hash Codes

The hashes used in CyberCash nessages are nessage digests. That is,
a non-invertable fingerprint of a nmessage such that it is
conputationally infeasible to find an alternate nessage with the sane
hash. Thus the relatively small hash can be used to secure a | arger
nmessage. |If you are confident in the authenticity of the hash and
are presented with a nmessage whi ch matches the hash, you can be sure
it is the original nessage, at |east as regards all aspects that have
been included in the hash.

The hash is cal culated using the MD5 algorithm (see RFC 1321) on a
synthetic nessage. The synthetic nmessage is conposed of the | abels
and val ues specified in a list for the particular hash. Since the
hash is input order dependent, it is essential that the |abel-value
pairs be assenbled in the order specified. In some cases, a range of
mat ching labels is specified. For exanple, "card*" to match card-
nunber, card-expiration-date, and all other |abels starting with
"card". In such cases, all existing matching | abels are used in
ascendi ng al phabetic order by ASCI| character code.

If a label is specified in a signhature list but is not present in the
| abel -val ue data on which the hash is being calculated, it is not
included in the hash at all. That is, even the | abel and | abel
terminator are onitted fromthe synthetic nessage.

Bef ore bei ng hashed, the text of the synthetic nessage is processed
to renove all "white space" characters. Wiite space characters are
defined as any with an ASCI| value of 32 (space) or less or 127
(rubout) or greater. Thus all fornms of newline/carriage-return and
di stinctions such as blank lines, trailing spaces, replacenent of a
hori zontal tab character by multiple spaces, etc., are ignored for
hash pur poses.

MD5 hashes are 16 bytes long. This neans that the base 64 encoding
of such a hash will be 24 characters (of which the last two will
al ways be paddi ng equal signs).

4. Specific Message Formats

This section describes the formats of the Verison 0.8 CyberCash
nmessages by example with comments. The reader in assuned to be
famliar with ternms such as "acquirer", "PAN' (primary account
nunber), etc., defined in | SO 8583, and currency designations as
defined in 1SO 4217. A few fields not relevant to current operations
have been renoved to sinplify this exposition.
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In the follow ng exanpl e nessages, signatures, hashes, and encrypted
sections are fake nonsense text and ids are fictitious.

4.1 Persona Registration and Application Retrieva

The first step in custonmer use of CyberCash is registering a persona
using the customer application. This is done with the Rl nessage
defined bel ow. The CyberCash server responds with the R2 nessage.

When the custoner application learns that it is out of date, it can
use the GALl request nmessage to the server and its GA2 response to
downl coad a new signed version of itself.

4.1.1 Rl - registration

Description: This is the initial nmessage sent to create a new
Cyber Cash persona.

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Sender: Cyber App

Recei ver: Cyber Server

HHHRHHHHH R R TR R R H R R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

transaction: 123123213

date: 19950121100505. nnn

cyberkey: CC1001

opaque:

Fr YOQr D16I Ef r vkr gGWkaj MLl ZOsLbcouB43A4HzI pV3/ EBQAVBW KRIGz YPMLr 3noBUc
MI4zvpQxI roYlde6Dccwj / 0aAZgDi 9bc QWAPFLj sN604j 3gxWdYn9evl GQGhqG F
vnlqgl 1Ckrz/ 4/ eT1oRkBBI Lbr WsuwTl t Fd84pl vTy+bo5VE3WihVKs CUJAI kKpXMaX73
JRPoOCEVRBYEMnD8i t ut af qvC90at X7Er kf UGDNqcB9i Vi RQ7HSvGDnKwai hRyf i r kgN
+l hOg6xSEW2AnY! Ni FL5d/ Us9eN&cZVbpeTow==

$$- Cyber Cash- End- kchf i Z5SWAUl pk1/ viogwuQ==- $$

HHHBHBHHBHBHHBHBHEBH BB H BB BB B BB B BB H R

Opaque Key: Cenerated using CyberCash encrypting public key
identified in CyberKey.

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Opaque Section Contents:

type: registration

swersion: 0.8wn
content -l anguage: en-us
requested-id: MyRequestedCCl D
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emai | : nyemai | @ryenai | host. com
pubkey:
0VdP1leAUZRr gt 3Rl g460Go/ TTs4gZYZ+nvl 74 S3I 08BVeons8nELgL1RGLpVYdDr TsX
E5L+wec GCLEOS5+XU5z TKKARUNGRWAr at r gt ct e7e94F+4gkCNO6G zM Hux94
si ghat ur e:
v6J Gkl wRi B6i XUK7 XAl i HZRQG ZwkbLVOLOOpVEvan9l 59hVJ3ni a/ cZc/ r 5ar kLI YEU
dwelj / RAZ7z2dqQ f ZZH dpd9+XPagqNHw y8Ar i h6Vbwr CbpKer LCF uuPbl om

HHHHHHHH R TR R R R R R R R R R R R R R R R R R R
signature is of the following fields: transaction, date, cyberkey,
type, swersion, content-language, requested-id, emmil, pubkey

HHHRHHHH R TR R R R AR R R R R R R R R R R R R

Expl anat i on:

content -l anguage is taken fromthe M ME header field (see RFCL766)
and is the |l anguage text nmessages shoul d be generated in. (only
en-us inplenmented at this tine.

swersion used to check if client application is old.

4.1.2 R2 - registration-response
Description: This nmessage gives the success/failure response to RI1.

HHHRHHHHH R R TR R R H R R R R R R R R R R R R R R
Sender: Cyber Server

Recei ver: Cyber App

HHHHHHHH R TR R R H R R R R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

transaction: 12312313

date: 19950121100505. nnn

opaque:
r1Xfj SQ +KJYUVOGEU60r 7voFr nb5A8f P5Dj JZuPzWIPQ GBIl u3B6CGeya8Al Jf HsWL1u8
dl viyQeeYj / +l 9TD1dXW21/ 1c UDFFK++J2gUMV8nX1Z6M 40UBAf sgod i wSkWhj SCb
kKE62sAl ZTnwl98cKzM-p70TSI | 3PEBt vI f pLg5I DCNbW dX8vFZVOENUTMMP DTP3du9w
fsFGvz1lnvt HLT/ G 8GNQRYKF4xXi yx4HYz Tk SWMhgUsB/ QDLPS/ Saw JuR86b9X0masr Oa
gbGTzECPJTi Kkr hxxM& eynpt sVQSLgNaTCx6w==

$$- Cyber Cash- End- kchf i Z5SWAUl pk1/ viogwuQ==- $$

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Opaque Key: Sane as session key for RL for same Transaction and
connection (there may be no 1D).

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Opaque Section Contents:
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type: registration-response
server-date: 19950121100506. nnn
requested-id: MyRequestedCCl D
response-id: Cyber CashHandl e

emai |l : nyenmai | @ryenai | host. com
response-code: success/failurel/etc.
pubkey:

0VdP1leAUZRr gt 3Rl g460Go/ TTs4gZYZ+nvl 74 S3I 08BVeons8nELgL1RGLpVYdDr TsX
E5L+wec GCLEOS5+XU5z TKKARUNGRWAr at r gt ct e7e94F+4gkCNO6G zM Hux94
swseverity: fatal/warning [absent if ok]
swressage; Tells CyberApp that it is obsolete. Display this
text to the user. [only present if SWSeverity present]
nessage;
Free text of the error/success condition
This text is to be displayed to the person
by the CyberCash application...

In general this includes: duplicate-id, bad-signature,
or ill-formed-registration

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Signature is of the following fields: no-signhature

HHHRHHHHH R R TR R R H R R R R R R R R R R R R R R

Expl anat i on:

responseid is used to suggest a unique IDif the failure was due
to the requested ID being already in use... |If the reason for
failure was not due to duplicate ID then this field nmay be
om tted.

responseid gives the actual ID with check characters appended if
success.

swseverity can warn user of old client application or indicate
failure due to old or known buggy version

4.1.3 GAl - get-application
Description: Used by CyberApp to get an updated version

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sender: Cyber App

Recei ver: Cyber Server

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

transaction: 123123213
date: 19950121100505. nnn
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cyberkey: CC1001
opaque:
VHVB61 1wGk UmR6bKol +0ODoShl 7L5PKt Eo6aMB8LC dgN+H 8BAXM3LxdwUi Ln7r MPkZ
XxOGh+5d1l RV7WeTp21QYl gJr 8ent 6FANGA5¢c0csPntnEpTFh9xZDJaSt ar xx mSEwTR mw
| 2Vj EUODH6321vj oMAOFQMW7EROO
$3$- Cyber Cash- End- 0QXgLI Nxr n4GNQPPk9AOLQ==- $$

HHHHHHHH R TR R R R R R R R R R R R R R R R R R R
Opaque Key: Generated using CyberCash encrypting public key identified
i n Cyber Key.

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Opaque Section Contents:

type: get-application
swersion: 0.8wn

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Signature is of the following fields: no signhature

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Expl anat i on:
There may not be a custoner persona so there is no ID. There

may not be a custonmer public/private key pair so there is

no signature. The swersion is mandatory so the server can

tell what to return.

4.1.4 GA2 - get-application-response

Description: Return success and URL of up to date copy of CyberApp
or failure.

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sender: Cyber Server

Recei ver: Cyber App

HHHRHHHH R TR R R H R R R R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

transaction: 12312313

date: 19950110102333. nnn

opaque:
EDD+b9wAS j e5f 7vscnNTIPkn1Wli 7uG3nHi 8M zLyFC0dj 7e0JRj Z2Pnj DHUR81kbhgb
nX/ w4uvsoPgwivbUJEWDRb9pbB39mUFBDLPVgs NWALY SeQGs 00Ky G Mk Ns 1LimSuk HdOmDV
AuZRAHLRRf EnMIXAWNE 2+sbewTYaCvk4t n/ +MNDZI J89Let bz5kupr 0Zek@ Pi x+pJs
r HzP5YgaMhk5i RBHvWKb5Max KXGOOef 5Sns8VbWBI | 2d0XPec HAXNBn8BMAJ6i SkZnszo
Qf DeWWgga48g2t gl A6i f ZGp7daDR81I unt GMCvg==
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$$- Cyber Cash- End- 0QXgLI Nxr n4GNQPPk9AOLQ==- $$

HEHAHHAHH R R AR AR R R R R R R AR R R R R
Opaque Key: session key from GAlL

HHHHHHHH R TR R R R R R R R R R R R R R R R R R R
Opaque Section Contents:

type: get-application-response

server-date: 19950110102334. nnn

response-code: success/failurel/etc.

nmessage; Text nessage to be displayed to the user providing nore
i nformati on on the success/failure.

swersion: 0.8wn

application-url: http://foo.cybercash. com server/ 0. 8W N. EXE

appl i cation-hash: | SLzs/vFQBXf U98LZNWhQ==

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Si gnat ure: none.

HHHRHHHHH R R TR R R H R R R R R R R R R R R R R R
Expl anat i on:

application-hash is the MD5 of the binary of the application
application-url & application-hash onmitted on failure.

swersion is the version being transnmitted to the customer

4.2 Binding Credit Cards

The Cyber Cash systemis design to give the card issuing organi zation
control over whether a card may be used via the CyberCash system
The custoner, after having registered a persona with CyberCash as
descri bed above, can then bind each credit card they wish to use to
their CyberCash persona. This is done via the BClL nessage fromthe
custoner to their CyberCash server and the BC4 response fromthe
server.

4.2.1 BC1 - bind-credit-card

Description: This is the initial message in the process of binding a
credit card to a CyberCash persona.

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sender: Cyber App

Recei ver: Cyber Server

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sanpl e Message:
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$$- Cyber Cash-0. 8- $$

i d: MyCyber Cashl D

date: 19950121100505. nnn

transaction: 12312314

cyberkey: CC1001

opaque:
EDD+b9wAS j e5f 7vscnNTIPkn1Wli 7uG3nHi 8M zLyFC0dj 7e0JRj Z2Pnj DHUR81kbhgb
nX/ w4uvsoPgwivbUJEWDRb9pbB39mUFBDLPVgs NWALY SeQGs 00Ky G Mk Ns 1LimSuk HdOmDV
AuZRAHLRRf EnMIXAWNE 2+sbewTYaCWvk4t n/ +MNDZI J89Let bz5kupr 0Zek@ Pi x+pJs
r HzP5YgaMhk5i RBHvWKb5Max KXGOCef 5ns8VbWBI | 2d0XPec HAXNBn8BMAJ6i SkZnszo
Qf DeWWgga48g2t gl A6i f ZGp7daDR81I unt GMCvg==

$$- Cyber Cash- End- kchf i Z5SWAUl pk1/ viogwuQ==- $$

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Opaque Key: generated from CyberCash encryption key identified in
Cyber Key

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Opaque Section Contents:

type: bind-credit-card
swersion: 0.8wn
card-nunber: 1234567887654321
card-type: mastercard
card-salt: 46735210
card-expiration-date: 05/99
card-nane: John Q Public
card-street:
card-city:
card-state:
car d- post al - code:
card-country:
si ghat ur e:
t X30dBF2xPHgqvhN4AKVQZZBI XDveNi 0eWA7717DNf cygh2TpXqgCx| D cKgdJ XgsNLkY7
GkyuDyTF nmB8Szi f 64gi CLj JRKgOI 6ntl 1k/ Denb8D9hKCUt t z4r FWRghl Faj

HHHRHHHH R TR R R H R R R R R R R R R R R R R R R R
signature is of the following fields: id, date, transaction
cyberkey, type, swersion, card-nunber, card-salt,
card-expiration-date, card-nane, card-street, card-city,
card-state, card-postal-code, card-country

HU#HAHHHB R A HH B R HH R R R R R R R R R R R R R R R R R SR

Expl anat i on:

salt is needed so that the hash stored at the server is |ess
informati ve. Server just renenbers the "prefix" of the card
nunber and the hash of the conbined card nunber and salt. If it
just hashed the card nunber, it would be recoverable w th nodest
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effort by trying to hash all plausible nunbers. W don't want
to store the card nunbers on the server because it woul d make
the server files too valuable to bad guys.

4.2.2 BC4 - bind-credit-card-response

Description: Indicates that the process of binding a credit card
term nated. Returns success or failure.

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Sender: Cyber Server

Recei ver: Cyber App

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

id: mycybercashid

transaction: 12312314

date: 19950121100505. nnn

opaque:
EDD+b9OwAS j e5f 7vscnNTIPkn1Wii 7uG3nHi 8M zLyFC0dj 7e0JRj Z2Pnj DHUR81kbhgb
nX/ w4uvsoPgwivbUJEWORb9pbB39mUFBDLPVgs NWALY SeQGs 00Ky G Mk Ns 1LimSuk HdOmDV
AuZRAHLRRf EnMIXAWNE 2+sbewTYaCWvk4t n/ +MNDZI J89Let bz5kupr 0Zek@ Pi x+pJs
r HzP5YgaMhk5i RBHvWKb5Max KXGOOef 5Sns8VbWBI | 2d0XPec HAXNBn8BMAJ6i SkZnszo
Qf DeWWgga48g2t gl A6i f ZGp7daDR81I unt GMCvg==

$$- Cyber Cash- End- kchf i Z5SWAUl pk1/ viogwuQ==- $$

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Opaque Key: Session key fromBCL with same Transaction and ID

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Opaque Section Contents:

type: bind-credit-card-response

server-date: 19950121100506. nnn

swseverity: fatal/warning [absent if ok]

swressage; nmessage about obsol et eness of custoner software
to be shown to the custoner. [only present if SWeeverity present]

response-code: success/failurel/etc.

card- nunber: 1234567887654321

card-type: visa

card-salt: 47562310

card-expiration-date: 01/99

card*: [other card* lines to also be given in CH 1 nessage]

nmessage; Plain text for the user
can be nmultiple lines
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HHHHHHHH R TR R R R R R R R R R R R R R R R R R
Signature is of the following fields: no-signhature

HHHHHHHH R TR R R R R R R R R R R R R R R R R R

Expl anation: Al the card* lines can be saved as a blob to be
submtted in CH 1. card-expiration-date, card-nunber, card-salt,
and card-type shoul d al ways be present.

Dependi ng on reason for failure, not all fields may be present.

4.3 Custoner Credit Card Purchasi ng Messages

In general, CyberCash involvenent in the credit card purchasing cycle
starts after the user has determ ned what they are buying. Wen they
click on the CyberCash paynment button, a PRl nessage is sent by the
nmerchant to the custoner as the body of a nessage of M ME type

appl i cati on/ cyber cash.

If the customer w shes to proceed, they respond to the nmerchant with
a CHL. The merchant responds with a CH2 but between the receipt of
the CH1 and issuance of the CH2, the nmerchant wusually communicates
with the CyberCash server via the CM nessages.

4.3.1 PR1 - paynent-request

Description: This nmessage is the first nmessage that is defined
by CyberCash in the purchase-from a-nerchant process. The
shoppi ng has conpleted. Now we are at the point of paying
for the purchases.

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sender: Mer chant App

Recei ver: Cyber App

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sanpl e Message:

$$- Cyber Cash-0. 8- $$
type: paynent-request
mer chant -cci d: ACME-012
mer chant-order-id: 1231-3424-234242
ner chant-date: 19950121100505. nnn
not e;

ACME Products

Purchase of 4 pairs "Rocket Shoes" at $39.95 ea.
Shi ppi ng and handl i ng $5. 00
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Total Price: 164.80

Ship to:
Wly Coyote
1234 South St.
Sonmewhere, VA 12345
mer chant - anount : usd 164. 80
accepts: visa:CC001, master: CCO01, amex: CCO01, JCPenny: VKOO5, macy: VK006
url-pay-to: http://ww. ACME. coml Cyber cashPaymnent
url -success: http://ww. ACME. conl or der success
url-fail: http://ww. ACVE. com or derf ai
mer chant - si gned- hash
a/ OmeaMHRI nNvd8nq/ f KsYg5Af TZZUCX0S3gkj AhZTntcr kp6RZvppnDd/ P71 boFLFDBh
EcOol yxWeHf Ar b3Qx kgXxJ7qe0Gmi 87 G6C GnpBnwodY7qcJ6XoGB6WEND
$$- Cyber Cash- End- | SLzs/ vFQOBXf U98LZNVWhQ==- $$

HHHHH T HHHH AR AR R R AR R R R R R R R R R R R R R R R S
Opaque Key: no opaque section

HHH TR T R T R I R R R R I R TR R Rt R
Opaque Section Contents: no opaque section

HHHRHHHHH R R TR R R H R R R R R R R R R R R R R R
mer chant - si gned- hash is the signature under the nerchant’s
private key of the hash of the following fields: type,
mer chant-ccid, merchant-order-id, date, note, nerchant-anount,
accepts, url-pay-to, url-success, url-fai

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR

Expl anat i on:

This nessage is signed by the nerchant but the custoner cannot
directly verify this signature. Wen the paynment is made, the
Custoner includes the signature with the hash (derived by the
custoner directly) in the paynent. If these do not match, the

Cyber Cash will not performthe paynent function.
accepts: The client software will only recogni zed single word card
nanme in the accepts field of PRL. For exanple,
Mast er Car d

Anmer i canExpr ess

are recogni zed where as
Master card
Aneri can express

are not recogni zed. MasterCard and nasterCard are both

recogni zed as naster card.

Card type followed by key designator. For main line credit cards,
this will be a CC*. dient can use or ignore the * nunber as
it chooses. For proprietary card, this will be VK* where * is
the CheckFree key to use (1 based). Cards separated by conms,
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key designator follows card type and col on
url-pay-to is where the CHL should be sent. wurl-fail and url-success
are where the browser should | ook after failure or success.

4.3.2 CHL - credit-card-paynent

Description: This message represents the presentation of a "credit
card for paynment"”.

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Sender: Cyber App

Recei ver: Merchant App

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

type: card- paynent

i d: myCyber Cashl D

order-id: 1231-3424-234242

mer chant - cci d: ACME- 012

transaction: 78784567

date: 19950121100505. nnn

pr-hash: c77VU 1LunPKH2kpMR2QVKg==

pr - si gned- hash:
a/ OmeaMHRI nNVd8nq/ f KsYg5Af TZZUCX0S3gkj AhZTntcr kp6RZvppnDd/ P71 boFLFDBh
EcOol yxWeHf Ar b3Qx kgXxJ7qe0Gmi 87 G5C GnpBnwidY7qcJ6XoGB6WEND

cyberkey: CC1001

opaque:
i ff/tPf99+TnbP7s3d61j ONK94NQ9/ +1j ONKO+vr 9+b+94n3t Yzni vel9/ +09/ 334ubg
3r Wvbl r 3i er 3/ 7VWWbI r 36+v35v73i f elj ONK94n3/ 7T3/ f f mbuD+7N339/ f 39/ eq3f f 3
9/ eFi JK5t Li zsoeSnpWruLS8/ 7i i o7W sf v38bi i o7uyuf v3t f v35uH+7N3d9/ exuKX3
5+z3vuud4o0qOrsr nsvvz8/ venoqQOv7al / 7i i o7W sYy+i v7s3f f 3p6Kj t L+2pf/wi 7nw
3ard3Q==

$$- Cyber Cash- End- 7Tl dj BO5pLI wBJAyy5E7A==- $$

HAHHHRHH BT R R R R R R R R R R R R R R R
Opaque Key: Created using CyberCash encrypting public key in
Cyber Key.

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR

Opaque Section Contents:

swersion: 0.8wn

amount : usd 10. 00

card*: [from successful BC4 (includes card-expiration-date,

card-nunber, card-type, and card-salt)]

si ghat ur e:

meO38aULnoPO9VhTS2E56t nuZBRR G bwgal eZ9zNnv7Y] ExJKBFxuaqYTUDEj 427HHn
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mMOBVITHRWCq6+8y1 ZXi xGH 11 9A/ uf AV pgM i 6DS3PRI c8WC3CCOWAHy Agr

HHHHHHHH R TR R R R R R R R R R R R R R R R R R
signature is under client private key of the follow ng fields:

type, id, order-id, nerchant-ccid, transaction, date,

pr-hash, pr-signed-hash, cyberkey, swersion, anount,

car d*

HHHHHHHH R TR R R R R R R R R R R R R R R R R R R

Expl anat i on:

The pr-signed-hash field is the same as the merchant-si gned-hash in
the PR1 nessage but has a different name for historic reasons.

4.3.3 CH2 - charge-card-response

Description: Return to custonmer froma CHL attenpt to pay via credit
card. Indicates success/failure.

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Sender: Merchant App

Recei ver: Cyber App

HHHRHHHHH R R TR R R H R R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

type: charge-card-response

mer chant - cci d: ACME- 012

i d: myCyber Cashl D

transaction: 78784567

date: 1995121100500. nnn

mer chant - date: 19950121100505. nnn

mer chant - r esponse-code: failure/success/etc.

pr-hash: 7Tm dj BO5pLI w3JAyy5E7A==

pr - si gned- hash:
a/ OmeaMHRI nNVd8nq/ f KsYg5Af TZZUCX0S3gkj AhZTntcr kp6RZvppnDd/ P71 boFLFDBh
EcOol yxWeHf Ar b3Qx kgXxJ7qe0Gmi1 87 G5O GnpBnwidY7qcJ6XoGB6WEND

mer chant - message; This is a nessage to display to the user fromthe

merchant. Can be nultiple lines... |s not secure.

opaque: [mnight not be present, see explanation]
EDD+b9wAS j e5f 7vscnNTIPkn1Wli 7uG3nHi 8M zLyFC0dj 7e0JRj Z2Pnj DHUR81kbhgb
nX/ w4uvsoPgwivbUJEWDRb9pbB39mUFBDLPVgs NWALY SeQGs 00Ky G Mk Ns 1LimSuk HdOmDV
AuZRAHLRRf EnMIXAWNE 2+sbewTYaCvk4t n/ +MNDZI J89Let bz5kupr 0Zek@ Pi x+pJs
r HzP5YgaMhk5i RBHvWKb5Max KXGOOef 5Sns8VbWBI | 2d0XPec HAXNBn8BMAJ6i SkZnszo
Qf DeWWgga48g2t gl A6i f ZGp7daDR81I unt GMCvg==

$$- Cyber Cash- End- 7Tl dj BO5pLI wBJAyy5E7A==- $$

HHHBHBHHBHBHHBHBHEBH BB H BB BB BB B H R BB R
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Opaque Key: Sanme custoner session key from CHL passed t hrough CML
for I D and Transaction

HHHHHHHH R TR R R R R R R R R R R R R R R R R R
Opaque Section Contents (from CM 6):

server-date: 19950121100706. nnn
amount : usd 10. 00
order-id: 1231-3424-234242
card*: [from successful BC4]
response-code: failure/success/etc.
swseverity: fatal/warning
swressage; Tells CyberApp that it is obsolete. Display this
text to the user. [only present if SWSeverity present]
nessage;
Free text of the error/success condition
This text is to be displayed to the custoner
by the CyberCash application...

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Signature is of the following fields: no signhature

HHHRHHHHH R R TR R R H R R R R R R R R R R R R R R

Expl anat i on:

Opaque section optional because the CHL to the nmerchant can fail due
to bad order-id, date, wong nerchant-ccid, etc., etc. So the
server may not be involved at all in which case there is no
nmechani sm for generating a secure opaque section. (It could even
be that nerchant attenpt to contact the server tinmes out.)

If transaction nmakes it through server (via CWMr) then
Response- Code at top | evel should nirror response-code to
nmer chant from server. (Hopefully the same as the
response-code to custonmer from server but the nerchant can't
tell that.)

Note that there can be two nessages, one from nerchant and one
fromthe server.

4.4 Merchant Credit Card Purchasi ng Messages

The merchant presents credit card purchases, nakes adjustnents, and
the like via the CW series. In general, the credit card cycle is
one of getting authorization for a purchase, then capturing the
purchase in a batch for clearance, then perform ng the clearance. It
is also possible to void a capture (i.e., renpbve an itemfroma

bat ch), and process credits (returns). (See section 5.1.)
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Aut hori zati ons always cone froman acquirer via the response to a CML
or CM2 nessage. If capture is being perfornmed by the acquirer or sone
entity between the CyberCash server and the acquirer, this is done
via a CMB or CM2 nessage dependi ng on the arrangenent between the

nmer chant and the entity doing the capture. Returns (credits) are
handl ed via nessage Cvb. Message CV4 is provided for voiding a
capture or return before the batch is cleared. CM5 is the nessage
format used for responses to all the other CM nessages.

An MW series has al so been inplenented for purely nerchant
ori gi nated CyberCash charges as described in section 3.4.7

Current credit card dispute resolution systens assune that the

mer chant knows the card nunber. Thus, to work with these systens,
speci al bypass nmessages have been set up that allow the nerchant to
obtain, for a particular transaction, the information that CyberCash
ot herwi se goes to lengths to hide fromthe nmerchant. See sections
3.4.8 and 3.4.9. This makes the obtaining os such information by the
merchant an auditabl e event.

Many present day nerchants operate in a "term nal capture" node where
the authorizations are captured by the nerchant and the nerchant

| ater submits the settlenment batch. Messages have been defined and
are being inplenmented so that such nmerchant captured batches can be
subm tted via CyberCash.

4.4.1 CML - auth-only

Description: This nmessage is used by the nmerchant to perform an
aut hori zation operation on the credit card sent in by the
cust omer .

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sender: Mer chant App

Recei ver: Cyber Server

HHHRHHHH R TR R R H R R R R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

mer chant-cci d: ACME- 69

nmer chant-transacti on: 123123

mer chant-date: 19950121100705. nnn

mer chant - cyber key: CC1001

cyberkey: CC1001

opaque:
EDD+b9wAS j e5f 7vscnNTIPkn1Wli 7uG3nHi 8M zLyFC0dj 7e0JRj Z2Pnj DHUR81kbhgb
nX/ w4uvsoPgwivbUJEWORb9pbB39mUFBDLPVgs NWALY SeQGs 00Ky G Mk Ns 1LimSuk HdOmDV
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AuZRAHLRRf EnMIXAWNE 2+sbewTYaCvk4t n/ +MNDZI J89Let bz5kupr 0Zek@ Pi x+pJs
r HzP5YgaMhk5i RBHvWKb5Max KXGOCef 5ns8VbWBI | 2d0XPec HAXNBn8BMAJ6i SkZnszo
Qf DeWWgga48g2t gl A6i f ZGp7daDR81I unt GMCvg==

mer chant - opaque:
6BVEf SI gVCoCGhl/ 0R+g1C143MaA6 QLvKpEgde86WNGIVW45bMJZvaAu4LVeqW YCqSGF
aVWKUF7awol Ohli 1j t gi eyAcXB8i kvRII supSAWsRMyoNl ekR6t ucvf v/ 622JY7+n7nGO
dGbMzPOGA | mh2DndPaceAxy OB/ xOF t f 6koOnndnvB+/ y2nFj dUGLt FQP/ +3bTpZt t ZX]
j 7TROLkhelUr Al k2TGQIm\wH+l t suOf 42MgsxB8(QB1vj Pt oi Pi SLEMDOY4j | pJ7Jg2Un84
FOvJhYpneNkdi JUe83Hvo/ xf JRbhaf JpXFEs UZwQK0j Ulks U6 CQd2+CPBB+6Mkt sHoxJ
nj D6i ckhd+SQZhbRCNer | Ti QGhuL4wUAXxzCGh8aHk20Xj oMpVzWW2EI mPu5QaPEc36xgr
nM\z8vCovDi uy3t Z421 GAr xBweasLPLCbnDY=

$$- Cyber Cash- End- 7Tl dj BO5pLI wBJAyy5E7A==- $$

HHHHHH R HHHH R TR R R R R R R R R R R R R R R R R R R R
Mer chant - Qpaque Section Contents:

type: auth-only

order-id: 12313424234242

mer chant - anount : usd 10. 00

pr-hash: 7Tm dj BO5pLI w3JAYyy5E7A==

pr - si gned- hash:
a/ OmeaMHRI nNvd8nq/ f KsYg5Af TZZUCX0S3gkj AhZTntcr kp6RZvppnDd/ P71 boFLFDBh
EcOol yxWeHf Ar b3Qx kgXxJ7qe0Gmi 87 G5C GnpBnwidY7qcJ6XoGB6WEND

i d: myCyber Cashl D

transaction: 78784567

date: 19950121100505. nnn

mer chant - si gnat ur e:
v4qZMe2d7miJXzt VAC3ZPMTmvg YH BA7bhR96LSehKP15yl qR/ 1KwwbBAX8CEqns55Ul YY
GCGMWPMEoF+CDPMF G C6f ReQewy vVIPNETSVOO/ LAYyRz0zzRYuyVueQ WDI r 5

HHHHHH IR R HHHH R T R R R R R R R R R R R R R R R R R R
nmer chant - opaque key is generated fromthe CyberCash encrypting public
key identified in merchant-cyberkey.

Cust omrer opaque section (Opagque) - see CHI.

HiHHHHH BT HEHBHHHRHHHHH RHEH HHH RHHRHH RHE RHE RHHHRHH HHEH H A R
Opaque Section Contents & Signature: (exactly as in CHL)

swersion: 0.8wn
anount: usd 10. 00
card*: [from successful BC4 (includes card-expiration-date,
card-nunber, and card-salt)]
si ghat ur e:
48SBKUf 0] yCOFDKOWICYNvucgi DxYOer ZWIQndl XZRyhe THXH8 Cel hwidky Lmg QSD/ UK
+1 X9035/ j UkdNPOxUQQ9y/ beHS1IHUWOFeOW zf XYRt nj | qvQX+yUf 4T7eNES

HHBHHHHBHIBHBH R H B HERH B BB R BB R R B R R B R B R R
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merchant-signature is on the followi ng fields: merchant-ccid,
nmer chant -transacti on, merchant-date, nerchant-cyberkey, type,
order-id, nerchant-anount, pr-hash, pr-signed-hash, id,
transaction, date, cyberkey

Custoner Sighature: see CH1

HHHHHHHH R TR R R R R R R R R R R R R R R R R R R

Expl anat i on:

The merchant signature ensures integrity of the mgjority of the
nmessage. validation of the custoner signature ensures that the
custoner opaque part was not tanpered or replaced.

4.4.2 CMR - auth-capture

Description: Do authorization and actually enters charge for
cl earance. Message just |ike CML except for different
t ype.

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Sender: Merchant App

Recei ver: Cyber Server

HHHRHHHHH R R TR R R H R R R R R R R R R R R R R R
Sanpl e Message:

[exactly the sane as CML except

type: auth-capture

]

4.4.3 CMB - post-auth-capture

Description: Captures a charge previously authorized. Message is
the same as CML except that it al so has an authorization-code

field (which is also included in the signature) and the type
is different.

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sender: Mer chant App

Recei ver: Cyber Server

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sanpl e Message:

$$- Cyber Cash-0. 8- $$
mer chant -cci d: ACME-012
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mer chant-transaction: 123123

mer chant - date: 19950121100705. nnn

mer chant - cyber key: CC1001

cyberkey: CC1001

opaque:

EDD+b9wAS j e5f 7vscnNTIPkn1Wli 7uG3nHi 8M zLyFC0dj 7e0JRj Z2Pnj DHUR81kbhgb
nX/ w4uvsoPgwivbUJEWDRb9pbB39mUFBDLPVgs NWALY SeQGs 00Ky G Mk Ns 1LimSuk HdOmDV
AuZRAHLRRf EnMIXAWNE 2+sbewTYaCvk4t n/ +MNDZI J89Let bz5kupr 0Zek@ Pi x+pJs
r HzP5YgaMhk5i RBHvWKb5Max KXGOOef 5ns8VbWBI | 2d0XPec HAXNBn8BMAJ6i SkZnszo
Qf DeWWgga48g2t gl A6i f ZGp7daDR81I unt GMCvg==

mer chant - opaque:

6BVEf SI gVCoCGhl/ 0R+g1C143MaA6 QLvKpEgde86WNGIW45bMJZvaAu4LVeqW YCqSGF
aVWKUF7awol Ohli 1j t gi eyAcXB8i kvRII supSAWsRMyoNl ekR6t ucvf v/ 622JY7+n7nGO
dGMz PO mh2DndPaceAxy OB/ xOF t f 6koOnndnvB+/ y2nFj dUGLt FQP/ +3bTpZt t ZX]
j 7TROLkhelUr Al k2TGQIm\wH+l t suOf 42MgsxB8(QB1vj Pt oi Pi SLEMDOY4j | pJ7Jg2Un84
FOvJhYpneNkdi JUe83Hvo/ xf JRbhaf JpXFEs UZwQK0j Ulks U6 CQd2+CPBB+6Mkt sHoxJ
nj D6i ckhd+SQZhbRCNer | Ti QGhuL4wUAXxzGh8aHk20Xj oMpVzWW2EI mPu5QaPEC36xgr
nM\z8vCovDi uy3t Z421 GAr xBweasLPLCbnDY=

$$- Cyber Cash- End- 7Tl dj BO5pLI wBJAyy5E7A==- $$

HHHHHH IR R R PR R TR R R R R R R R R R R R R R R R R R
Mer chant - Qpaque Section Contents:

type: post-auth-capture
aut hori zati on-code: al2323
order-id: 1231-3424-234242
mer chant - anount: usd 10. 00
pr-hash: 7Tm dj BO5pLI w3JAYyy5E7A==
pr - si gned- hash:
a/ OmeaMHRI NnNVd8nq/ f KsYg5Af TZZUCX0S3gkj AhZTntr kp6RzZvppnDd/ P71 boFLFDBh
EcOol yxWeHf Ar b3Qx kgXxJ7qe0Gmi1 87 G5C GnpBnwidY7qcJ6XoGB6WEND
i d: myCyber Cashl D
transaction: 78784567
dat e: 19950121100505. nnn
mer chant - si gnat ur e:
vXYEF1ZHn5Rgmt nms3H3t / +UB6RAVZQA1Adddj vl SOH75N1x83FyJuh8V9Ck 6t 4EUQQZ6
Mhpt zc6phJi 3Ar 0sOounELsdc8upJdXpNpJV021PG&I Xf DKf HPOheJ Il W.odXr

HHHHHH R R PR R T R R R R R R R R R R R R R R R R R R

nmer chant - opaque key is generated fromthe CyberCash encrypting public
key identified in merchant-cyberkey.

Cust omer opaque section (Opagque) - see CHI.

HiHHHHH BT B HEH HHHHRHHHRHH HEH H RHHRHH RHE RHEH RHHHRHH HHE H A R
Opaque Section Contents & Signature: (exactly as in CHL)

swersion: 0.8wn
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amount : usd 10. 00
card*: [from successful BC4 (includes card-salt, card-nunber,
and card-expiration)]
si ghat ur e:
48SBKUf 0] yCOFDKOWICYNvucgi DxYOer ZWIQndl XZRyhe THXH8 Cel hwidky Lmg QSD/ UK
+1 X9035/ j UKdNPOxUQQ9y/ beHS1IHUWOFeOW zf XYRt nj | qvQX+yUf 4T7eNESs

HAHHHRHH BT B HEH R R R R R R R R R R R R R R
merchant-signature is on the followi ng fields: merchant-ccid,
nmer chant -transacti on, merchant-date, nerchant-cyberkey, type,
aut hori zati on-code, order-id, nerchant-anount, pr-hash
pr-signed-hash, id, transaction, date, cyberkey

HHHRHHHH R TR R R R AR R R R R R R R R R R R R

Expl anat i on:

The merchant signature ensures integrity of the mgjority of the
nmessage val idation of the custoner signature ensures that the
custoner opaque part was not tanpered or replaced.

4.4.4 CW - void

Description: Voids out a charge/return if received before
cl earance. Message is the sane as CML except that it also has
a retrieval -reference-nunber field (which is also included in the
sighature) and the type is different.

HHHHHHHH R TR R R H R R R R R R R R R R R R R R R R
Sender: Mer chant App

Recei ver: Cyber Server

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

mer chant-cci d: ACME-012

mer chant-transacti on: 123123

mer chant-date: 19950121100705. nnn

mer chant - cyber key: CC1001

cyberkey: CC1001

opaque:
EDD+b9wAS j e5f 7vscnNTIPkn1Wli 7uG3nHi 8M zLyFC0dj 7e0JRj Z2Pnj DHUR81kbhgb
nX/ w4uvsoPgwivbUJEWDRb9pbB39mUFBDLPVgs NWALY SeQGs 00Ky G Mk Ns 1LimSuk HdOmDV
AuZRAHLRRf EnMIXAWNE 2+sbewTYaCvk4t n/ +MNDZI J89Let bz5kupr 0Zek@ Pi x+pJs
r HzP5YgaMhk5i RBHvWKb5Max KXGOOef 5Sns8VbWBI | 2d0XPec HAXNBn8BMAJ6i SkZnszo
Qf DeWWgga48g2t gl A6i f ZGp7daDR81I unt GMCvg==

mer chant - opaque:
6BVEf SI gVCoCGhl/ 0R+g1C143MaA6 QLvKpEgde86WNGIVW45bMJUZvaAu4LVeqW YCqSGF
aVWKUF7awol Ohli 1j t gi eyAcXB8i kvRII supSAWsRMyoNl ekR6t ucvf v/ 622JY7+n7nGO
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dGbMz PO mh2DndPaceAxy OB/ xOF t f 6koOnndnvB+/ y2nFj dUGLt FQP/ +3bTpZt t ZX]
j 7TROLkhelUr Al k2TGQIm\wH+l t suOf 42MgsxB8(QB1vj Pt oi Pi SLEMDOY4j | pJ7Jg2Un84
FOvJhYpneNkdi JUe83Hvo/ xf JRbhaf JpXFEs UZwQK0j Ulks U6 CQd2+CPBB+6Mkt sHoxJ
nj D6i ckhd+SQZhbRCNer | Ti QGhuL4wUAxzCGh8aHk20Xj oMpVzWW2EI mPu5QaPEC36xgr
nM\z8vCovDi uy3t Z421 GAr xBweasLPLCbnDY=
$$- Cyber Cash- End- 7Tl dj BO5pLI wBJAyy5E7A==- $$

HHHHHHHH R TR R R R R R R R R R R R R R R R R R R
Mer chant - Qpaque Section Contents:

type: void

retrieval -reference-nunber: 432112344321

order-id: 1231-3424-234242

mer chant - anount : usd 10. 00

pr-hash: WATCQuH2q1l7| RuoxD78YBg==

pr - si gned- hash:

8zqwOi pqt Lt t eOt Bz5/ 5VPNIPPonf Twkf ZPbt uk5l gMykKDvThhQOycr f T7eXr n/ hLUC
kXoSct ahEVAdwLKBJbpOEVr 1zVzcN9Aa7nRf JgxNf i i sTgl R"ePMaa78r n+Qv

i d: myCyber Cashl D

transaction: 78784567

date: 19950121100505. nnn

Merchant - Si gnature: |kjladjslkjflsakjflkjsdljflsakjflkjsdljflsakjflkj

flsakjflkjsdljflsakjflkjsdljflsajflksdjflksdjflsdjssf=

HAHHHRHH AR B HEH R R R R T R R R R R R R R
Mer chant - Opaque key is generated fromthe CyberCash encrypting public
key identified in Merchant-CyberKey.

Cust omrer opaque section (Opagque) - see CHI.

HAHHHHHH BT R R R R R T R R R R R R R R R
Opaque Section Contents & Signature: (exactly as in CHL)

swersion: 0.8wn
amount : usd 10. 00
card*: [from successful bc4 (includes card-salt, card-nunber,
and card-expiration)]
si ghat ur e:
48SBKUf 0] yCOFDKOWICYNvucgi DxYOer ZWIQndl XZRyhe THXH8 Cel hwidky Lmg QSD/ UK
+1 X9035/ j UkdNPOxUQQ9y/ beHS1IHUWOFeOW zf XYRt nj | qvQX+yUf 4T7eNES

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
merchant-signature is on the followi ng fields: merchant-ccid,
mer chant -transacti on, merchant-date, nerchant-cyberkey, type,
retrieval -ref erence-nunber, order-id, nerchant-anount, pr-hash
pr-signed-hash, id, transaction, date, cyberkey

HHHBHBHHBHBHHBHBHEBH BB H BB BB BB B H R BB R
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Expl anat i on:

The merchant signature ensures integrity of the mgjority of the
nmessage. Validation of the custoner signature ensures that the
custoner opaque part was not tanpered or replaced.

4.4.5 CVb - return

Description: Reverse a previous charge. Really sort of a negative
charge. Message just |ike CML except for different type.

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Sender: Merchant App

Recei ver: Cyber Server

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Sanpl e Message:

[exactly the sane as CML except

type: return

]

4.4.6 CVMb - charge-action-response

Description: This receipt is given to the nerchant as a receipt
for a conpleted charge action. Indicates success/failure/etc.

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sender: Cyber Server

Recei ver: Merchant App

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sanpl e Message:

$$- Cyber Cash-0. 8- $$
mer chant-cci d: ACME-012
mer chant-transacti on: 123123
mer chant-date: 19950121100705. nnn
opaque:
EDD+b9wAS j e5f 7vscnNTIPkn1Wli 7uG3nHi 8M zLyFC0dj 7e0JRj Z2Pnj DHUR81kbhgb
nX/ w4uvsoPgwivbUJEWDRb9pbB39mUFBDLPVgs NWALY SeQGs 00Ky G Mk Ns 1LimSuk HdOmDV
AuZRAHLRRf EnMIXAWNE 2+sbewTYaCvk4t n/ +MNDZI J89Let bz5kupr 0Zek@ Pi x+pJs
r HzP5YgaMhk5i RBHvWKb5Max KXGOOef 5Sns8VbWBI | 2d0XPec HAXNBn8BMAJ6i SkZnszo
Qf DeWWgga48g2t gl A6i f ZGp7daDR81I unt GMCvg==
mer chant - opaque:
6BVEf SI gVCoCGhl/ 0R+g1C143MaA6 QLvKpEgde86WNGIVW45bMJUZvaAu4LVeqW YCqSGF
aVWKUF7awol Ohli 1j t gi eyAcXB8i kvRII supSAWsRMyoNl ekR6t ucvf v/ 622JY7+n7nGO
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dGbMz PO mh2DndPaceAxy OB/ xOF t f 6koOnndnvB+/ y2nFj dUGLt FQP/ +3bTpZt t ZX]
j 7TROLkhelUr Al k2TGQIm\wH+l t suOf 42MgsxB8(QB1vj Pt oi Pi SLEMDOY4j | pJ7Jg2Un84
FOvJhYpneNkdi JUe83Hvo/ xf JRbhaf JpXFEs UZwQK0j Ulks U6 CQd2+CPBB+6Mkt sHoxJ
nj D6i ckhd+SQZhbRCNer | Ti QGhuL4wUAxzCGh8aHk20Xj oMpVzWW2EI mPu5QaPEC36xgr
nM\z8vCovDi uy3t Z421 GAr xBweasLPLCbnDY=
$$- Cyber Cash- End- 7Tl dj BO5pLI wBJAyy5E7A==- $$

HiHHHHH BT R AR R R AR R R R R AR R R R R R R
Mer chant - Opaque Key: Session key sane as that of CML/2/3/4/5 for
sane Merchant-Transacti on and Merchant - CCl D.

Opaque Key: Same customer session key from CHL passed through Cw
for I D and Transaction

HHHHHH R HHHH R TR R R R R R R R R R R R R R R R R R R R
Mer chant - Qpaque Section Contents:

type: charge-action-response

server-date: 19950121100706. nnn

action-code: XXX [per |SO 8583]

response-code: failure/success/etc.

order-id: 1231-3424-234242

pr-hash: 7Tm dj BO5pLI w3JAYyy5E7A==

pr - si gned- hash:

8zqwOi pqt Lt t eOt Bz5/ 5VPNIPPonf Twkf ZPbt uk51 gMykKDvThhQOycr f T7eXr n/ hLUC
kXoSct ahEVAdwLKBJbpOEVr 1zVzcN9Aa7nRf JgxNf i i sTgl R"ePMaa78r n+Qv
retrieval -reference-nunber: 432112344321

aut hori zati on-code: al2323

card- hash: 7Tm dj BO5pLI w3JAyy5E7A==

card-prefix: nnxxxx [Returned if nerchant is not full-PAN]

}

{
card- nunber: 1234567890123456 [Returned if merchant is full-PAN|

}
expiration-date: 12/34 [always present]
mer chant - swseverity: fatal/warning
mer chant - swressage; Message for nerchant about out of date
protocol nunber in $$ start |ine of merchant message.
mer chant - nessage;
Free text of the error/success condition
This text is for the merchant fromthe server..
i d: myCyber Cashl D
transaction: 78784567
date: 19950121100505. nnn

or

Opaque (Custoner) contents:
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server-date: 19950121100706. nnn
amount : usd 10. 00
order-id: 1231-3424-234242
card*: [from successful BC4]
response-code: failure/success/etc.
swseverity: fatal/warning
swressage; Tells CyberApp that it is obsolete display this
text to the user. [only present if SWSeverity present]
nessage;
Free text of the error/success condition
This text is to be displayed to the custoner
by the CyberCash application...

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Signature is of the following fields: no signhature

HHHRHHHH R TR R R R AR R R R R R R R R R R R R

Expl anat i on:

retrieval -reference-nunber is needed for voids. authorization-code
is needed for post-auth-capture. These fields are each only
present in the CVMb if they were returned by the bank which
depends on what operation was bei ng done.

card-prefix is first two and last four digits of card-nunber.

At nmerchant’s bank’s discretion the card-nunber or card-prefix is
returned.

card-hash is really the hash of the full card nunber and the salt
provi ded by the custoner. card-hash is needed so the nerchant
can, if they wish, sort customer transactions by card w thout
knowi ng the card nunber.

card* is the card* fields delivered in the CM nessages being
responded to. They appear in al phabetic order.

server-date duplicated in custoner opaque area for security.

{}'s in colum one just for clarity of alternatives and do not
actual ly appear in the nmessage.

[]ed comments appear after sone fields.

4.4.7 The MW Message Series

The CVrF nessage series above is the primary CyberCash credit card
purchase system for securely handling charges from Cyber Cash
custoners. However, nerchants, who are authorized by their acquiring
bank to accept such charges, nmay al so receive tel ephone, nail, and
over-the-counter sales. To avoid any necessity for the nerchant to
have a second parallel systemto handl e these charges, an MV through
MVB nessage series is defined and has been inplenmented for these |ess
secure transacti ons.
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The MW messages | ook very simlar to the CM series but the

"cust omer opaque" section is actually signed by the nerchant and no
separate custoner CyberCash ID or prior card binding is required.
The MVF nessage exanples are onmtted here in the interests of
brevity.

4.4.8 CD1 - card-data-request

Description: Used by nerchant to get card-nunber, etc., if
i nformati on needed by nerchant to resolve a dispute.

HHHHHH R HHHH R TR R R R R R R R R R R R R R R R R R R R
Sender: Merchant App

Recei ver: Cyber Server

HHHHHH R HHHH R TR R R R R R R R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

mer chant - cci d: ACME- 69

mer chant-transaction: 123123

mer chant - date: 19950121100705. nnn

mer chant - cyber key: CC1001

cyberkey: CC1001

opaque:
EDD+b9wAS j e5f 7vscnNTIPkn1Wli 7uG3nHi 8M zLyFC0dj 7e0JRj Z2Pnj DHUR81kbhgb
nX/ w4uvsoPgwivbUJEWORb9pbB39mUFBDLPVgs NWALY SeQGs 00Ky G Mk Ns 1LimSuk HdOmDV
AuZRAHLRRf EnMIXAWNE 2+sbewTYaCWvk4t n/ +MNDZI J89Let bz5kupr 0Zek@ Pi x+pJs
r HzP5YgaMhk5i RBHvWKb5Max KXGOOef 5Sns8VbWBI | 2d0XPec HAXNBn8BMAJ6i SkZnszo
Qf DeWWgga48g2t gl A6i f ZGp7daDR81I unt GMCvg==

mer chant - opaque:
6BVEf SI gVCoCGhl/ 0R+g1C143MaA6 QLvKpEgde86WNGIVW45bMJUZvaAu4LVeqW YCqSGF
aVWKUF7awol Ohli 1j t gi eyAcXB8i kvRII supSAWsRMyoNl ekR6t ucvf v/ 622JY7+n7nGO
dGbMz PO mh2DndPaceAxy OB/ xOF t f 6koOnndnvB+/ y2nFj dUGLt FQP/ +3bTpZt t ZX]
j 7TROLkhelUr Al k2TGQIm\wH+l t suOf 42MgsxB8(QB1vj Pt oi Pi SLEMDOY4j | pJ7Jg2Un84
FOvJhYpneNkdi JUe83Hvo/ xf JRbhaf JpXFEs UZwQK0j Ulks U6 CQd2+CPBB+6Mkt sHoxJ
nj D6i ckhd+SQZhbRCNer | Ti QGhuL4wUAxzGh8aHk20Xj oMpVzWW2EI mPu5QaPEC36xgr
nM\z8v CovDi uy3t Z421 GAr xBweasLPLCbnDY=

$$- Cyber Cash- End- 7Tl dj BO5pLI wBJAyy5E7A==- $$

HHHHHH R R PR R T R R R R R R R R R R R R R R R R R R
Mer chant - Qpaque Section Contents:

type: card-data-request

password: xyzzy

server-date: 19950121100505. nnn [optional]
order-id: 12313424234242

mer chant - anount : usd 10. 00

pr-hash: 7Tm dj BO5pLI w3JAyy5E7A==
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pr - si gned- hash:
| V8BgWHx 1f 8e CkWs Cs MOE3SMBM Th Q71 BBc Eny GDAW dbalLu5Qm bh060OX1npe2d3Hi j xy
+X8VKcVE6I 6To27u7A7UnGmtpo9l CUSLxgt yqyn3j WWHZpc5NZpwoTCf 2pAK

i d: myCyber Cashl D

transaction: 78784567

date: 19950121100505. nnn

mer chant - si gnat ur e:
8zqwOi pqt Lt t eOt Bz5/ 5VPNIPPonf Twkf ZPbt uk5l gMykKDvThhQOycr f T7eXr n/ hLUC
kXoSct ahEVdwLKBJbpOEVr 1zVzcN9Aa7nRf JgxNf i i sTgl R"ePMaa78r n+Qv

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
mer chant - opaque key is generated fromthe CyberCash encrypting public
key identified in merchant-cyberkey.

Cust omer opaque section (Opague) - see CHI.

HAHHHHHH BT R R R R R R R R R R R R R R R
Opaque Section Contents & Signature: (exactly as in CHL)

swersion: 0.8wn
anount: usd 10. 00
card*: [from successful BC4 (includes card-expiration-date,
card-nunber, and card-salt)]
si ghat ur e:
48SBKUf 0] yCOFDKOWICYNvucgi DxYOer ZWIQndl XZRyhe THXH8 Cel hwidky Lmg QSD/ UK
+1 X9035/ j UkdNPOxUQQ9y/ beHS1IHUWOFeOW zf XYRt nj | qvQX+yUf 4T7eNESs

HAHHHHHH BT R R R R R T R R R R R R R R R
merchant-signature is on the followi ng fields: merchant-ccid,
nmer chant-transacti on, merchant-date, nerchant-cyberkey, type,
password, server-date, order-id, merchant-anount, pr-hash
pr-signed-hash, id, transaction, date, cyberkey

Custonmer Sighature: see CH1

HHHRHHHH R TR R R H R R R R R R R R R R R R R R R R

Expl anat i on:

[see al so CML expl anati on]

The nerchant may need to know the card invol ved and ot her
information in order to resolve a disputed transaction. This
information is all contained in the original CHL enbedded in the
CML for the transaction. |If the nerchant saves the CML and ot her
transaction informati on, they can send this CDl nessage to the
server. Wile this reduces the pass through confidentiality of
the system the nerchant is then on record as asking for this
particular credit card nunber and excessive CDl's from a nerchant
can be fl agged.

password is an extra level of security intended to be manually entered

East| ake, et al I nf or mat i onal [ Page 36]



RFC 1898 Cyber Cash Version 0.8 February 1996

at the nmerchant to authorize the unusual action. Server stores a
hash of the nerchant-ccid and the password.

4.4.9 CD2 - card-data-response

Description: Respond to CD1L with failure or with success and card
dat a.

HHHHHH R HHHH R TR R R R R R R R R R R R R R R R R R R R
Sender: Cyber Server

Recei ver: Merchant App

HHHHHH R HHHH R TR R R R R R R R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

mer chant - cci d: ACME- 012

mer chant-transaction: 123123

mer chant - date: 19950121100705. nnn

mer chant - opaque:

t 731/ 86R72ZLr gqHLI f OVGEnBybvs+dGEK705L8LFKEXgCt i ONG K83CwDsUdi so7ULJP
2Z0Bd VHLmhI BY7+QXx5i CEGHY8JKCII WNNi 20 OO DgLeJAKMSZYbNQ SKVi Y34i nS
0s7Q6uDk9OWOTf i xj vVRBUNOZB7ur WA qf kLOYDnHyORvhyUz YxLr MaTX+/ 61 kyU5Z0l H3
BXYBUNV8Dgi t Ej gLXmyWIXRDI EBNO2yeZgs FRmMGruBHf CTy Sn2Xqni fi zpnmKMJa9Ui H
onNx9WB6f uBdcJF7CIgH5Cct 2M dx/ f 2VpoRknme SmAFr Yi 8wgt vddSXFOmy40NZ8WZz
CEUEvhenr uopwEeehv+bej ¢3f DDZ23JKr bhl Z171 SvFR14PKFsi 32pXFqTQ0ej 9GTIc5
L6c8nM3t | 1gdHNCeONST 7ASdKSOt YSXAYJLI Re6MyPr Xj NJEaRx7VulodM kgr zGOVif o
5W33BQHK3U2h+1e5zYBeHY3ZY&nny | YYXI yedxpuPNAQUOdG WZol mYE44QON d50z
xul PBj j 6¢cpEl / 9WTWR3t pkBb4Zf Yi r xxnoj 9JUkPKOSr v9i J

$$- Cyber Cash- End- 7Tl dj BO5pLI wBJAyy5E7A==- $$

HEHHBH R R R AR R R R R R R R R R R R R R
Opaque Key: session key from CDL.

HHHHHH R R PR R T R R R R R R R R R R R R R R R R R R
Opaque Section Contents:

type: card-data-response

server-date: 19950121100706. nnn

response-code: failure/success/etc.

order-id: 1231-3424-234242

pr-hash: 7Tm dj BO5pLI w3JAyy5E7A==

pr - si gned- hash:
| V8BgWHx 1f 8e CkWs Cs MOE3SMBM Th Q71 BBc Eny GDAW dbalLu5Qm bh060OX1npe2d3Hi j xy
+X8VKcVE6I 6To27u7A7UnGmtpo9l CUSLxgt yqyn3j WWHZpc5NZpwoTCf 2pAK

card- hash: 7Tm dj BO5pLI w3JAyy5E7A==

card- nunber: 4811123456781234

card-type: visa
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card-nane: John Q Public
expiration-date: 01/99
mer chant - swseverity: fatal/warning
mer chant - swressage; Message for nerchant about out of date
protocol nunber in $$ start |ine of merchant message.
mer chant - nessage;
Free text of the error/success condition
This text is for the merchant fromthe server..
i d: myCyber Cashl D
transaction: 78784567
dat e: 19950121100505. nnn

HAHHHRHH AR B HEH R R R R R R R R R R R R R
Signature is of the following fields: no signature.

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Expl anat i on:
This normally returns selected fields fromthe decoding of the

opaque part of a CHlL as sent to the server in a CDL.

4.5 Utility and Error Messges

A nunmber of utility, status query, and special error reporting
nmessages have al so been found necessary in inplenenting the CyberCash
system

It is desirable to be able to test connectivity, roughly synchronize
clocks, and get an initial determ nation of what client protocol and
software versions are accepted. This is done via the P1 client to
server nessage and its P2 server to client response.

Clients need to be able to determ ne the status of earlier
transacti ons when the client or merchant has crashed during or has
suffered data | oss since the transaction. Two transaction query
nmessages are defined, TQL and TQ2. One just queries and the other
al so cancels the transaction, if it has not yet conpleted. The
response to both of these nmessages is a T(@B response fromthe server

Since the systemoperates in a query response node, there are two
cases where special error nmessages are needed. |If a query seens to
be of an undeterm nable or unknown type, the UNKl1l response error
nmessage is sent. |If a response seens to be of an undeterninable or
unknown type or other serious error conditions occur at the client or
mer chant whi ch should be | ogged at the CyberCash server, the DL1 or
DL2 di agnostic |og nessage is subnmitted by the client or nerchant in
guestion respectively.
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4.5.1 P1 - ping

Description: Very light weight check that we have connectivity from
the custonmer to the server. Does no crypto to mnimze
over head.

HHHHHHHH R TR R R R R R R R R R R R R R R R R R R
Sender: Cyber App

Recei ver: Cyber Server

HHHHHHHH R TR R R R R R R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash- 0. 8- $$

type: ping

id: nmyCyberCashl D [optional]

transaction: 123123213

date: 19950121100505. nnn

$$- Cyber Cash- End- 7Tni dj BO5SpLI wBJAyy5E7A==- $$

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Expl anat i on:
id optional as persona nmay not have been set up yet.

4.5.2 P2 - ping-response

Description: Response to the P1 |ight weight ping. Does no
crypto to nmininize overhead.

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sender: Cyber Server

Recei ver: Cyber App

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sanpl e Message:

$$- Cyber Cash-0. 8- $$
type: ping-response
id: myCyberCashlD [if present in P1]
transaction: 12312313
date: 19950121100505. nnn
server-date: 19950121100506. nnn
swseverity: fatal/warning [absent if ok]
swressage; Tells CyberApp that it is using an obsol ete protocol
Display this text to the user. [only present if SWseverity
present]
response-code: success/failurel/etc.
nessage;
Free text of the error/success condition
This text is to be displayed to the sender
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by their CyberCash application...
supported-versions: 08.win, 0.81win, 0.8nmac
$$- Cyber Cash- End- 7Tni dj BOSpLI wBJAyy5E7A==- $$

HHHHHHHH R TR R R R R R R R R R R R R R R R R R R
Expl anat i on:
swersi on does not appear in Pl for security reasons so
swseverity and swressage appear only if the server can tell
that things are old fromthe $$ header protocol version
supported-versions lets client know as soon as possi bl e what
versions are supported and, by inplication, which are not. Does
not conpronise security by having client say what version it
is.

4.5.3 TQL - transaction-query
Description: Client query to server for Transaction status.

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Sender: Cyber App

Recei ver: Cyber Server

HHHRHHHHH R R TR R R H R R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

i d: MyCyber Cashl D

date: 19950121100505. nnn

transaction: 12312314

cyberkey: CC1001

opaque:

VFazt Huj 757Jr v+IxZFsHORy/ zgkr xhBCu9cPdEO4c 1NnXz VI GOHygpSI +UGUvnhkYI
21QQaHkaE3geccRk03cqFYoLNRCcl | ntsyel ZCgvt +2dJTj 1V+E7R7ePQX G +0gY42+V
L5BWAVEt nDQFyg1DdJ6n3S/ er 6ZuCbAj pcAogG+T1Na5dJIntr TALIWRM YVkghXi 2KMydur
3W7P8ZGUza7WMST3Dgvvi NOkVht mHENmb15nmo6NTQAf dxwoWZpy 6vMgr BGk2nTgi 2¢
bnf +nuQ0+ki NPXWEzRr C8o=

$$- Cyber Cash- End- kchf i Z5SWAUl pk1/ viogwuQ==- $$

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Opaque Key: generated from CyberCash encryption key identified in
Cyber Key

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Opaque Section Contents:

type: transaction-query

swersion: 0.8wn
begi n-transaction: 1234
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end-transaction: 4321

si ghat ur e:

j Jf FsKvOxLaVv87gxu7l | Pet 3w Dwh1H2F61r e YCOj mr S6WAt UVFRaCNUTEBoOM xFOX
vD50Pf yheJRI | nL6i Oc4o/ bf yO3edKAacmA TrKt 6/ 4y9p3qgvKk SX8r 9aym

HHHHHHHH R TR R R R R R R R R R R R R R R R R R R
signature is of the following fields: id, date, transaction

cyberkey, type, swersion, begin-transaction,

end-transaction

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Expl anat i on:
This is a client status query of a previous transaction or
transacti ons.
begi n-transacti on and end-transacti on can be the sane.

4.5.4 TQQ - transaction-cancel

Description: Cient query to server for Transaction
cancel | ati on/ st at us.

HHHRHHHHH R R TR R R H R R R R R R R R R R R R R R
Sender: Cyber App

Recei ver: Cyber Server

HHHHHHHH R TR R R H R R R R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

i d: MyCyber Cashl D

date: 19950121100505. nnn

transaction: 12312314

cyberkey: CC1001

opaque:

VFazt Huj 757Jr v+IxZFsHORy/ zgkr xhBCu9cPdEO4c 1NnXz VI GOHygpSI +UGUvnhkYI
21QQaHkaE3geccRk03cqFYoLNRCcl | ntsyel ZCgvt +2dJTj 1V+E7R7ePQ G +0gY42+V
L5BWAVEt nDQFyg1DdJ6n3S/ er 6ZuCbAj pcAogG+T1Na5dJIntr TALIWRM YVkghXi 2KMYdur
3W7P8ZGUza7WMST3Dgvvi NOkVht mHENmb15nmo6NTQAf dxwoWZpy 6vMgr BGk2nTgi 2¢
bnf +nuQ0+ki NPXWEzRr C8o=

$$- Cyber Cash- End- kchf i Z5SWAUl pk1/ viogwuQ==- $$

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Opaque Key: generated from CyberCash encryption key identified in
Cyber Key

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Opaque Section Contents:
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type: transaction-cance

swersion: 0.8wn

begi n-transaction: 1234

end-transaction: 4321

si ghat ur e:
kD7DEav2uLQ YM P9gbhYaBUpB2a5whNwnK2eXbby TCf 56F6dl 3Dl Vf 7D8Z4WkbY2YZn
ByRI Keql hnss7f bdnBi DYnKf Quc+l 4bi / Gsl ml 5ri aci GhTd2JdHG+PCc HwZ

HHHHHHHH R TR R R R R R R R R R R R R R R R R R R
signature is of the following fields: id, date, transaction
cyberkey, type, swersion, begin-transaction, end-transaction

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Expl anat i on:
This is a client attenpt to cancel a previous transaction or
transacti ons.
begi n-transacti on and end-transacti on can be the sane.

The transacti on-cancel transaction (TQ 2) is defined between the
client and the server. This transaction pernits the client to
query the status of an operation and to stop the operation from
occurring if it has not already occurred.

4.5.5 T@B - transaction-response
Description: Reports generated by a TQL or TQ2

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sender: Cyber Server

Recei ver: Cyber App

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

id: mycybercashid

date: 19950121100505. nnn

transaction: 12312314

server-date: 19950121100505. nnn

opaque:
eFXRL+H0J5g318M21wRdt cbhu9WCyLyskeF9ol ¢j t bst ynk343bbt OEAt UlgcJaUKJZ
3skgvwr hcxU4bFcE68OPI UXAvLQ10l 3MczPYPsi G sUOK4bZt QvDZm 727 QQAFf ONBnbs
slyj | ha+Fj 481BJQs0CTYc3j u90l Aj Cygi r Xt nnR6yJXoDO75b7Uj t hvHSnr TW/Zvkt X
PvTuUCYzbXSFoYvwWFMBY+y HgSH mAlut YKQoYze8zbUSDQF mwTClyw3aY2JasZ+xMP/ CD
JWCA+gCLBYCnvzM EXKTZTFD3xr 5JBf NoV4p6Ci K6l sf RFD7maAK6 TSVnW wCEJ NpOv
fyl 1 fWD04f T7LI NQcj Ji QK1Pk/ 912Tk6Q@5eRaQzor w2hnY/ 7By 20k Py FdAqFL+DOH6
TqzxndEj EFKxi / PPT1+Cs/ Nszy8wZzaGg8i WATf ARY6st | +02dDhwOoFXSBNvchl Vr cl
Il vhunsl Qs29Pnt j 3DbkYo4l EmiV qgi 1vnzl d22q71 Alg/ CQakyc7j | QUFI Sx76bugwy
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35Xi C9Yn8f | E4Val4UxM 2RCR1B/ XoV6AEd64KwPe CYy OYvwbRc YpRVBXFLY YgWWiVEL
+yp7c66Sr CBhWI@BAJYQ+5j] 5uyO7uKyyq70hr VOI MoRDPj i QX<ZMooLZQ f JPmpvJ66hC
VZUMMUIABLR+TJ zWUmAs UP9Zb6z MQShed Uy OPr t wlvkJXUlvZ5al 8QJAgUCLE t cD+dsY
Df 4Cz AOOf CLOPCkJ58HZB/ pSBf Ur HAa+| qMHy ZkV/ HBi 9Tj Twikt Ji +8 T9or XS0j Svor
dMITGWO0i f ETy2VXt
$$- Cyber Cash- End- 0QXgLI Nxr n4GNQPPk9AOLQ==- $$

HHHHHHHH R TR R R R R R R R R R R R R R R R R R R
Opaque Key: Session key from  TQL/ TQ2 with sane Transaction and |D.

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Opaque Section Contents:

type: transaction-response

response-code: success/failurel/etc.

nmessage; general free formtext nmessage fromserver to
custoner. ...

swseverity: fatal/warning

swressage; Message indicating that CyberApp software is obsol ete.
May be multiple Iines.

report-fee: usd 0.15 [if non-zero]

transaction-1: ol d-transacti on- nunber

transaction-status-1: success/failure/pendi ng/cancel | ed/ etc.
server-date-1: 19951212125959. nnn

date-1: 19950121100505. nnn

type-1: auth-only/etc.

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Signature is of the following fields: no signature

HAHHHHHH BT R R R R R T R R R R R R R R R

Expl anat i on:

Report-fee is the notification that this report cost a fee and is
only present if there is a fee.

There can be nultiple transaction for the sane transaction nunber as
there coul d have been a auth, post-auth-capture, void, etc.

Ter ms
"original transaction" refers to the paynment or other transaction
that is being queried or cancel ed.
Note: this transaction may not actually reside at the server.
"request" refers to the requesting TQ 2 or TQ 1 nessage

id: id fromthe request nessage

date: date fromthe request nessage
transaction: transaction fromthe request nessage
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server-date: current date/tinme

type: transaction-response

response-code: response code for request nessage, can be one of:
"success" neans the request nmessage was processed. Does not inply
query or cancellation status of the request.
"failure-hard" means that the request nessage was not processed
due to being ill-formed or otherw se inoperable.
"failure-swersion" neans that the request nessage was not
processed due to software revision problens.

nmessage: the nmessage applies only to the TQ transaction, not to the
status of the transactions being queried or canceled. The
nmessage i s provided according to the response-code as: "success"

- message is onitted. "failure-hard" - use standard hard failure
nmessage. "failure-swersion" - use standard swersion nessage for
f at al

swseverity: applies to request nessage
swressage: applies to request nessage
-- per query/cancel fields (N is a series fromlto N --

transaction-N:. transaction nunber of original transaction, or if
the original transaction is not present in server the transaction
nunber that the query / cancel request refers to

transaction-status-N. status of original transaction, may be one of:
"success" the original transaction was successfully processed.
If request was TQ 2, cancellation is not perforned.
"failure" the original transaction was not successfully processed.

If request was TQ 2, cancellation is not perforned (however,

there is nothing to cancel, so it’'s all the same to the custoner
app) .
"pendi ng" the original transaction is still being processed and
final disposition is not known.

"cancel ed" the original transaction has been cancel ed by the server.
Later arrival of the original transaction will not be processed,
but will be returned with a "failure-cancel ed" returned.

server-date-1: server-date field fromoriginal transaction or
omitted if original transaction is not present in the server”

date-1: date field fromoriginal transaction or omtted if original
transaction is not present in the server"

type-1:. type field fromoriginal transaction or omtted if origina
transaction is not present in the server"

4.5.6 UNK1 - unknown-error

Description: This is the response sent when the request is so
bad of f you can't deternine what type it is or the type is
unknown to you. Sent from Merchant to Client or from Server
to Merchant or from Server to dient.
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HHHHHHHH R TR R R R R R R R R R R R R R R R R R
Sender: Merchant App or Cyber Server

Recei ver: CyberApp or Merchant App

HHHHHHHH R TR R R R R R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash- 0. 8- $$

type: unknown-error

unknown- error - nessage:
Text nessage of error condition to display to user. (CyberCash
wr apper not found, wapper integrity check fails, unknown protocol
versi on specified, unknown type specified, etc.)

{
server-date: 19950121100506.nnn [if sent by server]

}

or

{

mer chant - date: 19950121100506.nnn [if sent by merchant]

}

x-id: mycybercashl D

x-transaction: 123123213

x-date: 19950121100505. nnn

Xx-cyberkey: CC1001

X- opaque:

2Dqgi OQF GRZj zddWEZWGsJInoTsp9Yi ri 8DE9cPUMPsJ 71 TFUE4AXH 4CF N2cAi pDB2G G
9hr 7Hj 4udxf Mky7nPvJur C Zej kl 8eNp8i XLt r f SADhR4yCFQ Ci Kk0dh83p+DDs FVW7
TI 3DuU2B15sQS+SdaoPwkf VDnJv4Y+b7vu2cN7bGrexCkBapBcJZbReNaWK5s +U8y pf w
5V6QdMOz NXpef 3z+cTTW GOt m9T1PwolYi 9Cbyl f / wi K+ Pb+bBZ9UWLZSB+qVM JnX
GhHXGBANA/ PD+j KYCt smRCGxv2WB3Cuez Oyz Pt ORugLp5ubgnLBF9aBBj xwiLdbn+cp5sm
I w51l Hbnol1Jj 7HEWYNNRpEj y4t M7 3j cosBf GeQDHxgyHluai FNr 2D+WrmuYo7eun2dsy
We2Q Fwi cWHvkg5aDPsgQj zet sn1JCNZzbW

$$- Cyber Cash- End- 7Tl dj BO5pLI wBJAyy5E7A==- $$

REHAHHHHH B R R AR AR R R R R R AR R R R R
Opaque Key: see expl anation

HHHRHHHH R TR R R H R R R R R R R R R R R R R R R R
Opaque Section Contents: see explanation

HAHHHRHH BT R R R R R R R R R R R R R R R
Signature is of the following fields: see explanation

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR

Expl anat i on:

This nessage is sent as a response when you can’t find or understand
even the type of a nmessage to you. It will always have type and
unknown- error-nessage fields at the beginning. Any fields from
the request that are parseable are sinply echoed back in the UNK1
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message with "x-" prefixed to it. Thus, if an x-opaque appears,
it was whatever the opaque was in the original request, etc. |If
you can decrypt the opaque section, you don't want to put the
results here in the clear!

{}’s in the first columm are to group alternatives only and do not
appear in the nessage.

Since the customer originates exchanges with merchant and server
and merchant origi nates exchanges with server, this nessage
will only be emitted fromthe nerchant to the customer or the
server to the custoner or merchant. It should generally just
be | ogged for debuggi ng purposes.

You may need to watch out for denial of service via forged or
repl ayed UNK1 nessages.

4.5.7 DL1 - diagnostic-1og

Description: Cient diagnostic |og of bad nessage from either
mer chant or server

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Sender: Cyber App

Recei ver: Cyber Server

HHHRHHHHH R R TR R R H R R R R R R R R R R R R R R
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

i d: MyCyber Cashl D

date: 19950121100505. nnn

transaction: 1234

cyberkey: CC1001

opaque:

2Dqgi OQF GRZj zddWEZWGsJInoTsp9Yi ri 8DE9cPUMPsJ 71 TFUEAXH 4CF N2cAi pDB2G G
9hr 7Hj 4udxf Mky7nPvJur C Zej kl 8eNp8i XLt r f SADhR4yCFQ Ci Kk0dh83p+DDs FVW7
TI 3DuU2B15sQS+SdaoPwkf VDnJv4Y+b7vu2cN7bGrex CkBapBcJZbReNaWK5s +U8y pf w
5V6QdMOz NXpef 3z+cTTW GOt m9T1PwolYi 9Cbyl f / wi K+1 Pb+bBZ9UWLZSB+qVM JnX
GhHXGBANA/ PD+j KYCt smRGxv2WB3Cuez Oyz Pt ORugLp5ubgnLBF9aBBj xwiLdbn+cp5sm
I w51l Hbnol1Jj 7HEWYNNRpEj y4t M7 3j cosBf GeQDHxgyHluai FNr 2D+WmuYo7eun2dsy
We2Q Fwi cWHvkg5aDPsgQj zet sn1JCNZzbW

$$- Cyber Cash- End- kchf i Z5WAUl pk1/ viogwuQ==- $$

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Opaque Key: generated from CyberCash encryption key identified in
Cyber Key

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Opaque Section Contents:
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type: diagnostic-1og
nmessage: incorrect order-id
swersion: 0.8wn

X-type: original -nmessage-type

X-transaction: original-transaction-nunber

x-opaque: [if can't decrypt]
9/ eFi JK5t Li zsoeSnpWruLS8/ 7i i o7W sf v38bi i o7uyuf v3t f v35uH+7N3d9/ exuKX3
5+z3vuud4o0qOrsr nsvvz8/ venoqQOv7al / 7i i o7W sYy+i v7s3f f 3p6Kj t L+2pf/wi 7nw

HHHRHHHH R TR R R R AR R R R R R R R R R R R R

Expl anat i on:

Client application does not expect a response for this nmessage. The
decrypted original nessage will be in the opaque section unless
decryption fails. If decryption fails then un-decrypted opaque
inthe original will be sent.

This message will be sent to a different script or socket or host
than normal nessages so that it will just be absorbed and never
generate an UNK1 response or anything, even if this nessage
itself is screwed up

4.5.8 DL2 - nerchant-di agnostic-1og
Descri ption: Merchant diagnostic |og of bad nessage from server.

HHHHHHHH R TR R R H R R R R R R R R R R R R R R R R
Sender: Cyber Mer chant

Recei ver: Cyber Server

HHHRHHHH R TR R R R R R R R R R R R R R R R R AR
Sanpl e Message:

$$- Cyber Cash-0. 8- $$

mer chant-cci d: MyCyber Cashl D

merchant-transacti on: 1234

mer chant - date: 19950121100505. nnn

mer chant - cyber key: CC1001

mer chant - opaque:

2Dqgi OQF GRZj zddWEZWGsJInoTsp9Yi ri 8DE9cPUMPsJ 71 TFUEAXH 4CF N2cAi pDB2G G
9hr 7Hj 4udxf Mky7nPvJur C Zej kl 8eNp8i XLt r f SADhR4yCFQ C Kk0dh83p+DDs FVW7
TI 3DuU2B15sQS+SdaoPwkf VDnJv4Y+b7vu2cN7bGrexCkBapBcJZbReNaWK5s +U8y pf w
5V6QdMOz NXpef 3z+cTTW GOt rm9T1PwolYi 9Cbyl f / wi K+ Pb+bBZ9UWLZSB+qVM JnX
GhHXGBANA/ PD+j KYCt smR2CGxv2WB3Cuez Oyz Pt ORugLp5ubgnLBF9aBBj xwiLdbn+cp5sm
[ w51l Hono1Jj 7H6wWy NnRpEj y4t M7 3] cosBf GeQDHxgyHluai FNr 2D+WnuYo7eun2dsy
We2Q Fwi cWHvkg5aDPsgQj zet sn1JCNZzbW

$$- Cyber Cash- End- kchf i Z5WAUl pk1l/ viogwuQ=- $$

HHHBHBHHBHBHHBHBHEBH BB H BB BB BB B H R BB R
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Opaque Key: generated from CyberCash encryption key identified in
Cyber Key

HHHHHHHH R TR R R R R R R R R R R R R R R R R R
Opaque Section Contents:

type: merchant-di agnostic-1og
server-date: 19950121100505.nnn [optional ]
nmessage: incorrect order-id

X-type: original -nmessage-type

Xx-transaction: original-transaction-nunber

x-opaque: [if can't decrypt]
9/ eFi JK5t Li zsoeSnpWruLS8/ 7i i o7W sf v38bi i o7uyuf v3t f v35uH+7N3d9/ exuKX3
5+z3vuud4o0qOrsr nsvvz8/ venoqQOv7al / 7i i o7W sYy+i v7s3f f 3p6Kj t L+2pf/wi 7nw

HHHRHHHH R TR R R R AR R R R R R R R R R R R R
Expl anat i on:
Merchant application does not expect a response for this nessage. The

decrypted original nmessage will be in the opaque section unless
decryption fails. If decryption fails then un-decrypted nessage
will be sent.

This message will be sent to a different script or socket or host
than normal nessages so that it will just be absorbed and never

generate an UNK1 response or anything even if this nmessage
itself is screwed up
4.6 Tabl e of Messages Descri bed
The followi ng 31 nessages are described in this docunent.
C = Customer App, M= Merchant App, S = CyberCash Server

FLOW SECTI ON NAME

C>S 4.2.1 BC.1 bind-credit-card

S->C 4.2.2 BC. 4 bind-credit-card-response
CG>M 4.3.2 CH. 1 credit-card-paynent

M>C 4.3.3 CH. 2 credit-card-response

M>S 4.4.8 CD. 1 card-dat a-request

S>M 4.4.9 CD. 2 card-dat a-response

M>S 4.4.1 CM 1 auth-only

M>S 4.4.2 CM 2 aut h-capture

M>S 4.4.3 CM 3 post -aut h-capture
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M>S 4.4.4 CM 4 void

M >S 4.4.5 CM 5 return

S>M 4.4.6 CM 6 charge-action-response
C>S 4.5.7 DL. 1 di agnostic-1og

M>S 4.5.7 DL. 2 mer chant - di agnosti c-1 og
C>S 4.1 GA. 1 get-application

S->C 4.1.4 GA. 2 get-application-response
M>S 4.4.7 MM 1 mer chant - aut h-only

M>S 4.4.7 MM 2 rmer chant - aut h- capt ure
M>S 4.4.7 MM 3 nmer chant - post - aut h- capt ure
M>S 4.4.7 MM 4 nmer chant -voi d

M>S 4.4.7 MM 5 merchant-return

S>M 4.4.7 MM 6 mer chant - char ge- acti on-response
C>S 4.5.1 P.1 ping

S>C 4.5.2 P. 2 ping-response

M>C 4.3.1 PR 1 paynent-request

C>S 4.1.1 R 1 registration

S->C 4.1.2 R 2 registrati on-response
C>S 4.5.3 TQ 1 transaction-query

C>S 4.5.4 TQ 2 transacti on-cancel

S->C 4.5.5 TQ 3 transacti on-response

S->C, S->M M>C
4.5.6 UNK. 1 unknown-error

5. Future Devel opnent

CyberCash is extending the facilities available through the CyberCash
system W are conmitted to inplenmenting a full cash system
including efficient transfer of small amounts of noney, the extension
of the credit card systemto handle term nal capture and cl earances,
and ot her inprovenents.

5.1 The Credit Card Authorization/C earance Process
There are six steps in credit card processing as listed below The
first four are always involved if a transacation is conpleted. The
fifth and sixth are optional.
(1) authorization: merchant contacts their acquiring back which

normal Iy contacts the card i ssung bank and returns to the
nmer chant an approval / guarantee or a disapproval. This
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tenporarily decreases the available credit on the card.

(2) capture: the charge information for a purchase is entered by
the nmerchant into a batch

(3) clearance: a batch of itens is processed. This actually causes
the itens in the batch to appear on credit card statenents as
sent by the issuing bank to its carhol ders.

(4) settlenent: the actual interbank transfer of net funds.

(5) void: the nerchant undoes step 2 (or 6) and causes a charge (or
credit) to be renoved froma batch. Mist be done before the
batch is processed.

(6) credit: the nerchant causes a "negative charge" or credit to be
entered into a batch. This will appear on the cardhol ders
st at ement .

The fourth step, settlenment, is entirely within the banking community
and does not concern us here. CyberCash 0.8 provides nessages to do
1, 1&2, 2, 5, and 6. This is adequate for credit card processor
systens where the batch is accunul ated at the bank or between the
bank and the merchant. CyberCash 0.8 supports such "host capture"
systens. Oher credit card processor systens require the nerchant to
accumul ate the batch. Such systens are frequently referred to as

"terminal capture". This makes actions 2, 5, and 6 internal to the
mer chant but requires nmessages to performaction 3. Such batch
cl earance nessages will be included in future versions of the

Cyber Cash nerchant and server software.
5.2 Lessons Learned

The continuing rapi d devel opnent of the CyberCash systemis an

i nteresting experience. The system nust deal with nmany existing
browsers and | egacy banking systens. Existing credit card processors
that convey transactions to acquiring banks have conpl ex and varied
interfaces. The sophistication of security attacks on the |nternet
is growing rapidly.

In the face of such a rapidly changi ng environnment, it was essenti al
to adopt a general nessage franmework so that nessages and fields
coul d be added as they were found necessary. Any attenpt to reduce
the systemto a small nunber of perfectly opimzed nessages in
advance woul d have dooned the systemto failure. (As of mid-Qctober
1995, the total nunber of CyberCash nessages defined, including those
pl anned for cash and m crocash, enhancenents to the credit card
system and sone ol d nmessages bei ng phased out in favor of inproved
repl acenents, is just over a hundred.)

Fl exi bl e operational and error handing facilities are also, as usual,

the bul k of the system Version nunbering and tracking has proved to
be quite inmportant and nmerchant versioning is being added.
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Use of text for nmessages has proven very beneficial. This makes it
possible to easily deal wi th nessages using common everyday tools
such as text editors and spead sheets. Use of binary TLV (type,

| ength, value) encoding or the like is certainly possible but inposes
a significantly higher |evel of conplexity on every tool that has to
deal with the nessages.

Encrypti on and decryption inpose sone difficulties in devel opnent.
Any confusi on about decryption keys or algorithns will render
encrypted material neaningless and tools are needed to provide
decyrption for debuggi ng outside of normal program operation. But
this pales conpared with the stringencies inposed by signatures. Al
parts of the system nust have absolutely identical ideas as to the
exact bit patterns to be hashed or signed and their exact order.
Seemingly trivial differences in capitalization, punctuation,

fram ng, order, or the like, in addition to any di sagreenent about
keys or algorithnms, will lead to frustrating failures of signatures
to match. Passing signatures through an internedi ate system and
checking themat a third system as is done when a custoner’s
sighature is passed through a nmerchant and checked at the CyberCash
server, conpounds the problem

6. Security Considerations

The CyberCash Version 0.8 Credit Card system provi des substanti al
protection to paynent nessages as descri bed above in sections 1.2,
2.2.4, and 2.2.5. However, it provides no privacy to the shopping
interaction which is essentially outside of its purview It also
provi des no protection agai nst di shonest merchants other than those
normal Iy available with credit card purchases. Care nust be taken to
avoi d | oss of control of the machines on which parts of this system
runs or security may be conproni sed.

Current credit card dispute resolution systens require deliberate
bypasses be inpl emented for some of the security normally established
by Cyber Cash as described in section 3.4.
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