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Status of this Meno

This RFC is a re-release of RFC 1065, with a changed "Status of this
Meno", plus a few minor typographical corrections. The technical
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content of the docunent is unchanged from RFC 1065.

This meno provides the common definitions for the structure and
identification of managenment information for TCP/I|P-based internets.
In particular, together with its conpani on nenos whi ch describe the
managenent i nformation base along with the network nmanagenent
protocol, these docunents provide a sinple, workable architecture and
system for managi ng TCP/I P-based internets and in particular, the

| nt ernet.

This meno specifies a Standard Protocol for the Internet conmunity.
Its status is "Recomended". TCP/IP inplenmentations in the Internet
whi ch are network manageabl e are expected to adopt and inplenent this
speci ficati on.

The Internet Activities Board recomends that all IP and TCP

i npl enent ati ons be network nanageable. This inplies inplenmentation
of the Internet MB (RFC-1156) and at | east one of the two
reconmended nanagenent protocols SNWP (RFC-1157) or CMOT ( RFC-1095).
It should be noted that, at this tinme, SNVWP is a full Internet
standard and CMOT is a draft standard. See also the Host and Gat eway
Requi rements RFCs for nore specific information on the applicability
of this standard.

Pl ease refer to the latest edition of the "I AB Oficial Protocol
St andards” RFC for current information on the state and status of
standard | nternet protocols.

Distribution of this nmeno is unlimted.
2. Introduction

Thi s meno descri bes the common structures and identification schene
for the definition of managenent information used in nanagi ng
TCP/ | P-based internets. Included are descriptions of an object

i nformati on nodel for network managenent along with a set of generic
types used to describe managenent information. Formal descriptions
of the structure are given using Abstract Syntax Notation One (ASN. 1)

[1].

This nenp is largely concerned with organi zati onal concerns and
admi nistrative policy: it neither specifies the objects which are
managed, nor the protocols used to manage those objects. These
concerns are addressed by two conpani on nmenpos: one describing the
Managenent | nformation Base (MB) [2], and the other describing the
Si npl e Networ k Managenment Protocol (SNWP) [3].

This nenp is based in part on the work of the Internet Engineering
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Task Force, particularly the working note titled "Structure and

I dentification of Managenent Information for the Internet” [4]. This
meno uses a skeletal structure derived fromthat note, but differs in
one very significant way: that note focuses entirely on the use of
CSl -styl e network nanagenent. As such, it is not suitable for use
with SNWVP.

This nenp attenpts to achieve two goals: sinplicity and
extensibility. Both are notivated by a common concern: although the
managenent of TCP/ | P-based internets has been a topic of study for
some tine, the authors do not feel that the depth and breadth of such
understanding is conplete. Mre bluntly, we feel that previous
experiences, while giving the community insight, are hardly
conclusive. By fostering a sinple SM, the nininal nunber of
constraints are inposed on future potential approaches; further, by
fostering an extensible SM, the nmaxi mal nunber of potenti al
approaches are avail able for experinentation.

It is believed that this menp and its two conpani ons conply with the
gui delines set forth in RFC 1052, "I AB Recomendations for the

Devel opnment of I nternet Network Managenent Standards" [5] and RFC
1109, "Report of the Second Ad Hoc Network Managenent Revi ew G oup"
[6]. In particular, we feel that this meno, along with the neno
descri bing the managenent information base, provide a solid basis for
net wor k managenent of the Internet.
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3.

3.

Structure and ldentification of Managenent |nformation

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using Abstract Syntax Notation One (ASN. 1) [1].

Each type of object (termed an object type) has a nane, a syntax, and
an encoding. The nane is represented uniquely as an OBJECT

| DENTI FIER. An OBJECT IDENTIFIER is an admi nistratively assigned
nane. The administrative policies used for assigning names are

di scussed later in this neno.

The syntax for an object type defines the abstract data structure
corresponding to that object type. For exanple, the structure of a
gi ven object type might be an INTEGER or OCTET STRING Al though in
general, we should permit any ASN. 1 construct to be available for use
in defining the syntax of an object type, this nmeno purposely
restricts the ASN. 1 constructs which may be used. These restrictions
are made solely for the sake of sinplicity.

The encodi ng of an object type is sinply how instances of that object
type are represented using the object’s type syntax. Inplicitly tied
to the notion of an object’s syntax and encoding is how the object is
represented when being transmtted on the network. This nmeno
specifies the use of the basic encoding rules of ASN.1 [7].

It is beyond the scope of this nmeno to define either the MB used for
net wor kK nmanagenent or the network managenent protocol. As nentioned
earlier, these tasks are left to conpanion nenos. This nenp attenpts
to mininze the restrictions placed upon its conpanions so as to
maxi m ze generality. However, in sone cases, restrictions have been
made (e.g., the syntax which may be used when defining object types
inthe MB) in order to encourage a particular style of managenent.
Future editions of this meno may renove these restrictions.

1. Nanes

Nanes are used to identify managed objects. This nmeno specifies
nanes which are hierarchical in nature. The OBJECT | DENTI FI ER
concept is used to nodel this notion. An OBJECT |DENTIFI ER can be
used for purposes other than nam ng nmanaged object types; for
exanpl e, each international standard has an OBJECT | DENTI FI ER
assigned to it for the purposes of identification. |In short, OBJECT
| DENTI FI ERs are a neans for identifying some object, regardless of
the semantics associated with the object (e.g., a network object, a
st andar ds docunent, etc.)

An OBJECT I DENTIFIER is a sequence of integers which traverse a
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3.

1.

gl obal tree. The tree consists of a root connected to a nunber of

| abel ed nodes via edges. Each node may, in turn, have children of
its own which are labeled. 1In this case, we may termthe node a
subtree. This process may continue to an arbitrary |evel of depth.
Central to the notion of the OBJECT |IDENTIFIER is the understanding
that adninistrative control of the neanings assigned to the nodes may
be del egated as one traverses the tree. A label is a pairing of a
brief textual description and an integer.

The root node itself is unlabeled, but has at |east three children
directly under it: one node is admnistered by the International
Organi zation for Standardization, with | abel iso(1l); another is
admini strated by the International Tel egraph and Tel ephone
Consultative Committee, with |abel ccitt(0); and the third is jointly
adm ni stered by the 1SO and the CCTT, joint-iso-ccitt(2).

Under the iso(1l) node, the | SO has desi gnated one subtree for use by
ot her (inter)national organizations, org(3). O the children nodes
present, two have been assigned to the U S. National Institutes of

St andards and Technol ogy. One of these subtrees has been transferred
by the NIST to the U S. Departnent of Defense, dod(6).

As of this witing, the DoD has not indicated howit will manage its
subtree of OBJECT | DENTIFIERs. This nmenp assunes that DoD will

allocate a node to the Internet community, to be administered by the
Internet Activities Board (1 AB) as follows:

i nternet OBJECT IDENTIFIER ::= { iso org(3) dod(6) 1}

That is, the Internet subtree of OBJECT | DENTIFIERs starts with the
prefix:

1.3.6.1.

This nenp, as a standard approved by the | AB, now specifies the
policy under which this subtree of OBJECT I DENTIFIERs is

adm nistered. Initially, four nodes are present:
directory OBJECT IDENTIFIER ::= { internet 1 }
gt OBJECT IDENTIFIER ::= { internet 2 }
experimental OBJECT IDENTIFIER ::={ internet 3}
private OBJECT IDENTIFIER ::= { internet 4 }
1. Directory

The directory(1l) subtree is reserved for use with a future neno that
di scusses how the CSI Directory may be used in the Internet.
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3.1.2. Mnt

The mgmt (2) subtree is used to identify objects which are defined in
| AB- approved docunents. Administration of the ngnt(2) subtree is
del egated by the 1AB to the Internet Assigned Nunbers Authority for
the Internet. As RFCs which define new versions of the Internet-
standard Managenent |Informati on Base are approved, they are assigned
an OBJECT | DENTI FI ER by the Internet Assigned Nunbers Authority for
identifying the objects defined by that neno.

For example, the RFC which defines the initial Internet standard MB

woul d be assi gned managenent docunent nunber 1. This RFC woul d use
t he OBJECT | DENTI FI ER

{ mynt 1}
or
1.3.6.1.2.1
in defining the Internet-standard M B.
The generation of new versions of the Internet-standard MB is a
ri gorous process. Section 5 of this nenp describes the rul es used
when a new version is defined.
3.1.3. Experinental
The experimental (3) subtree is used to identify objects used in
Internet experinents. Administration of the experinmental (3) subtree
is delegated by the 1AB to the Internet Assigned Nunbers Authority of

the Internet.

For example, an experinmenter m ght received nunber 17, and woul d have
avai | abl e the OBJECT | DENTI FI ER

{ experimental 17 }
or

1.3.6.1.3.17
for use.

As a part of the assignnment process, the Internet Assigned Numnbers
Authority may make requirenments as to how that subtree is used.
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3.1.4. Private

The private(4) subtree is used to identify objects defined
unilaterally. Administration of the private(4) subtree is del egated
by the 1AB to the Internet Assigned Nunbers Authority for the
Internet. Initially, this subtree has at |east one child:

enterprises OBJECT IDENTIFIER ::= { private 1}

The enterprises(1l) subtree is used, anpng other things, to permt
parties providing networking subsystens to register nodels of their
products.

Upon receiving a subtree, the enterprise may, for exanple, define new
M B objects in this subtree. 1In addition, it is strongly recomended
that the enterprise will also register its networking subsystens
under this subtree, in order to provide an unanbi guous identification
mechani sm for use in nanagenent protocols. For exanple, if the
"Flintstones, Inc." enterprise produced networking subsystens, then
they could request a node under the enterprises subtree fromthe

I nternet Assigned Nunmbers Authority. Such a node night be nunbered:

1.3.6.1.4.1.42

The "Flintstones, Inc." enterprise mght then register their "Fred
Rout er" under the name of:

1.3.6.1.4.1.42. 1.1
3.2. Syntax
Syntax is used to define the structure corresponding to object types.
ASN. 1 constructs are used to define this structure, although the ful

generality of ASN.1 is not permtted.

The ASN. 1 type ObjectSyntax defines the different syntaxes which may
be used in defining an object type.

3.2.1. Primtive Types
Only the ASN. 1 primtive types | NTEGER, OCTET STRI NG OBJECT
| DENTI FI ER, and NULL are permitted. These are sonetines referred to
as non-aggregate types.

3.2.1.1. c@uidelines for Enunerated | NTEGERs

If an enunerated INTEGER is |isted as an object type, then a named-
nunber having the value 0 shall not be present in the |ist of
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enunerations. Use of this value is prohibited.
3.2.2. Constructor Types

The ASN. 1 constructor type SEQUENCE is permitted, providing that it
is used to generate either lists or tables.

For lists, the syntax takes the form
SEQUENCE { <typel>, ..., <typeN> }
where each <type> resolves to one of the ASN. 1 primitive types listed
above. Further, these ASN. 1 types are always present (the DEFAULT
and OPTI ONAL cl auses do not appear in the SEQUENCE definition).
For tables, the syntax takes the form
SEQUENCE OF <entry>

where <entry> resolves to a list constructor
Lists and tables are sonetines referred to as aggregate types.

3.2.3. Defined Types
In addition, new application-w de types may be defined, so long as
they resolve into an IMPLICITIY defined ASN.1 primtive type, list,
table, or sone other application-wide type. Initially, few
application-w de types are defined. Future nmenos will no doubt
define others once a consensus is reached.

3.2.3.1. NetworkAddress
This CHO CE represents an address from one of possibly severa
protocol families. Currently, only one protocol family, the Internet
famly, is present in this CHO CE

3.2.3.2. |pAddress

This application-wi de type represents a 32-bit internet address. It
is represented as an OCTET STRING of length 4, in network byte-order.

When this ASN. 1 type is encoded using the ASN. 1 basic encoding rules,
only the primtive encoding formshall be used.

3.2.3.3. Counter

This application-wi de type represents a non-negative integer which
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nmonot oni cal ly increases until it reaches a maxi mum val ue, when it
wraps around and starts increasing again fromzero. This neno
speci fi es a nmaxi num val ue of 2732-1 (4294967295 decinal) for
counters.

3.2.3.4. Gauge

This application-wi de type represents a non-negative integer, which
may increase or decrease, but which |atches at a maxi rumvalue. This
meno specifies a maxi num val ue of 2732-1 (4294967295 decinal) for
gauges.

3.2.3.5. TineTicks

This application-wi de type represents a non-negative integer which
counts the tine in hundredths of a second since sone epoch. Wen
obj ect types are defined in the MB which use this ASN. 1 type, the
description of the object type identifies the reference epoch

3.2.3.6. (Opaque

This application-wi de type supports the capability to pass arbitrary
ASN. 1 syntax. A value is encoded using the ASN.1 basic rules into a
string of octets. This, in turn, is encoded as an OCTET STRING in
ef fect "doubl e-w appi ng" the original ASN 1 val ue.

Note that a conforming inplenentation need only be able to accept and
recogni ze opaquel y-encoded data. It need not be able to unwap the
data and then interpret its contents.

Further note that by use of the ASN. 1 EXTERNAL type, encodi ngs other
than ASN. 1 nmay be used in opaquel y-encoded dat a.

3. 3. Encodings

Once an instance of an object type has been identified, its value may
be transnitted by applying the basic encoding rules of ASN.1 to the
syntax for the object type.
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4. Managed bjects

Although it is not the purpose of this nenb to define objects in the
MB, this meno specifies a fornat to be used by ot her nmenps which
define these objects.

An object type definition consists of five fields:

A textual name, ternmed the OBJECT DESCRI PTOR, for the object type,
along with its correspondi ng OBJECT | DENTI FI ER

Synt ax:
The abstract syntax for the object type. This nust resolve to an
i nstance of the ASN. 1 type Object Syntax (defined bel ow).

Definition:
A textual description of the semantics of the object type.
I mpl ement ati ons should ensure that their instance of the object
fulfills this definition since this MB is intended for use in
nmul ti-vendor environments. As such it is vital that objects have
consi stent meani ng across all machi nes.

Access:
One of read-only, read-wite, wite-only, or not-accessible.

St at us:
One of mandatory, optional, or obsolete.

Future menos nmay al so specify other fields for the objects which they
define.

4.1. Quidelines for (bject Nanes
No object type in the Internet-Standard M B shall use a sub-
identifier of O inits nane. This value is reserved for use with
future extensions.
Each OBJECT DESCRI PTOR corresponding to an object type in the
internet-standard M B shall be a uni que, but menonic, printable
string. This pronpbtes a comon | anguage for humans to use when
di scussing the MB and also facilitates sinple table mappings for
user interfaces.

4.2. (bject Types and I nstances

An object type is a definition of a kind of managed object; it is
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declarative in nature. |In contrast, an object instance is an

i nstantiation of an object type which has been bound to a value. For
exanpl e, the notion of an entry in a routing table m ght be defined
in the MB. Such a notion corresponds to an object type; individua
entries in a particular routing table which exist at sonme tinme are
obj ect instances of that object type.

A collection of object types is defined in the MB. Each such

subj ect type is uniquely nanmed by its OBJECT | DENTI FI ER and al so has
a textual nane, which is its OBJECT DESCRI PTOR. The means whereby
obj ect instances are referenced is not defined in the MB. Reference
to object instances is achieved by a protocol -specific mechanism it
is the responsibility of each managenent protocol adhering to the SM
to define this nechani sm

An object type may be defined in the MB such that an instance of
that object type represents an aggregation of information also
represented by instances of sonme number of "subordi nate" object
types. For exanple, suppose the follow ng object types are defined
in the MB:

atlndex { atEntry 1 }

Synt ax:
| NTEGER

Definition:
The interface nunber for the physical address.

Access:
read-write.

St at us:
mandat ory.

at PhysAddress { atEntry 2 }

Synt ax:
OCTET STRI NG

Definition:
The medi a- dependent physi cal address.
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Access:
read-write.

St at us:
mandat ory.

at Net Address { atEntry 3 }

Synt ax:
Net wor kAddr ess

Definition:
The network address corresponding to the nedi a- dependent physi cal
addr ess.

Access:
read-write.

St at us:
mandat ory.

Then, a fourth object type might also be defined in the MB:

atEntry { atTable 1 }
Synt ax:

AtEntry ::= SEQUENCE {
at | ndex
| NTECER,
at PhysAddr ess
OCTET STRI NG
at Net Addr ess
Net wor kAddr ess

}

Definition:
An entry in the address translation table.

Access:
read-write.
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St at us:
mandat ory.

Each i nstance of this object type conprises infornation represented
by instances of the forner three object types. An object type
defined in this way is called a list.

Simlarly, tables can be formed by aggregations of a list type. For
exanple, a fifth object type night also be defined in the MB:

atTable { at 1 }

Synt ax:

SEQUENCE OF AtEntry
Definition:

The address transl ation table.

Access:
read-write.

St at us:
mandat ory.

such that each instance of the atTable object conprises information
represented by the set of atEntry object types that collectively
constitute a given atTable object instance, that is, a given address
transl ati on table.

Consi der how one nmight refer to a sinple object within a table.
Continuing with the previous exanpl e, one night nane the object type

{ at PhysAddress }
and specify, using a protocol -specific nmechanism the object instance
{ atNet Address } = { internet "10.0.0.52" }
This pairing of object type and object instance would refer to al
i nstances of at PhysAddress which are part of any entry in sone
address transl ation table for which the associ ated at Net Address val ue

is { internet "10.0.0.52" }.

To continue with this exanple, consider how one might refer to an
aggregate object (list) within a table. Nam ng the object type
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{ atEntry }

and specifying, using a protocol -specific nechanism the object
i nstance

{ atNet Address } = { internet "10.0.0.52" }

refers to all instances of entries in the table for which the
associ ated at Net Address value is { internet "10.0.0.52" }.

Each managenent protocol nust provide a nechani smfor accessing

si nmpl e (non-aggregate) object types. Each nmanagenent protocol
speci fi es whether or not it supports access to aggregate object
types. Further, the protocol nust specify which instances are
"returned"” when an object type/instance pairing refers to nore than
one instance of a type.

To afford support for a variety of managenent protocols, al

i nformati on by which instances of a given object type may be usefully
di sti ngui shed, one fromanother, is represented by instances of

obj ect types defined in the MB.

4.3. Macros for Managed bjects
In order to facilitate the use of tools for processing the definition
of the MB, the OBJECT-TYPE macro may be used. This macro permts
the key aspects of an object type to be represented in a fornal way.

OBJECT- TYPE MACRO :: =

BEGA N
TYPE NOTATI ON ::= "SYNTAX" type (TYPE Obj ect Synt ax)
" ACCESS" Access
"STATUS" St at us
VALUE NOTATION :: = val ue (VALUE Obj ect Nane)
Access ::= "read-only"
| "read-wite"
| "wite-only"
| "not-accessible"
Status ::= "mandatory"
| "optional™
| "obsol ete"
END

G ven the object types defined earlier, we night imagine the
follow ng definitions being present in the MB:

at | ndex OBJECT- TYPE
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The first five definitions describe object types,

SM

SYNTAX | NTEGER
ACCESS read-wite
STATUS nandat ory
o= { atEntry 1}

at PhysAddress OBJECT- TYPE
SYNTAX OCTET STRI NG
ACCESS read-wite
STATUS nandat ory
o= { atEntry 2}

at Net Addr ess OBJECT- TYPE
SYNTAX Net wor kAddr ess
ACCESS read-wite
STATUS nandat ory
o= { atEntry 3}

at Entry OBJECT- TYPE
SYNTAX AtEntry
ACCESS read-wite
STATUS nandat ory
o= { atTable 1}

at Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF AtEntry

ACCESS read-wite
STATUS nandat ory

o= { at 1}
AtEntry ::= SEQUENCE {
at | ndex
| NTECER,

at PhysAddr ess
OCTET STRI NG,
at Net Addr ess
Net wor kAddr ess
}

rel ating,

May 1990

f or

exanmpl e, the OBJECT DESCRI PTOR atlndex to the OBJECT | DENTI FI ER {

atEntry 1 }.

I n addition,

the syntax of this object

i s defined

(I NTEGER) along with the access permtted (read-wite) and status

(mandat ory) .
AtEntry.
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5.

Extensions to the MB

Every Internet-standard M B docunent obsol etes all previous such
docunents. The portion of a nane, ternmed the tail, follow ng the
OBJECT | DENTI FI ER

{ mgm version-nunber }

used to nane objects shall renmain unchanged between versions. New
versions nmay:

(1) declare old object types obsolete (if necessary), but not
del ete their nanes;

(2) augment the definition of an object type corresponding to a
list by appendi ng non-aggregate object types to the object types
inthe list; or,

(3) define entirely new object types.
New ver si ons nay nhot:

(1) change the senmantics of any previously defined object w thout
changi ng the name of that object.

These rules are inportant because they admt easier support for
multiple versions of the Internet-standard MB. In particular, the
semantics associated with the tail of a nane renai n constant

t hroughout different versions of the MB. Because nultiple versions
of the MB may thus coincide in "tail-space," inplenmentations
supporting rmultiple versions of the MB can be vastly sinplified.

However, as a consequence, a nmanhagenent agent might return an

i nstance corresponding to a superset of the expected object type.
Fol l owi ng the principle of robustness, in this exceptional case, a
manager shoul d i gnore any additional information beyond the
definition of the expected object type. However, the robustness
principle requires that one exercise care with respect to contro
actions: if an instance does not have the same syntax as its
expected object type, then those control actions nust fail. |In both
the nmonitoring and control cases, the name of an object returned by
an operation nust be identical to the name requested by an operation.
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6. Definitions
RFC1155-SM DEFI NI TIONS ::= BEG N

EXPORTS -- EVERYTH NG
internet, directory, ngnt,
experimental, private, enterprises,
OBJECT- TYPE, (bj ect Nanme, bject Syntax, SinpleSynt ax,
Appl i cati onSynt ax, Networ kAddress, | pAddress,
Count er, CGauge, Ti nmeTicks, Opaque;

-- the path to the root

i nternet OBJECT IDENTIFIER ::= { iso org(3) dod(6) 1}
directory OBJECT IDENTIFIER ::= { internet 1 }
nmgnt OBJECT IDENTIFIER ::= { internet 2 }
experimental OBJECT IDENTIFIER ::={ internet 3}
private OBJECT IDENTIFIER ::= { internet 4 }
enterprises OBJECT IDENTIFIER ::= { private 1}

-- definition of object types

OBJECT- TYPE MACRO ::
BEG N

TYPE NOTATI ON ::= "SYNTAX" type (TYPE Obj ect Synt ax)
" ACCESS" Access
"STATUS" St at us

VALUE NOTATION :: = val ue (VALUE Obj ect Nane)

Access ::= "read-only"
| "read-wite"
| "wite-only"
| "not-accessible"

Status ::= "mandatory"
| "optional™
| "obsol ete"
END

-- nanes of objects in the MB

bj ect Nane :: =
OBJECT | DENTI FI ER
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-- syntax of objects in the MB

bj ect Syntax :: =
CHO CE {
sinpl e
Si npl eSynt ax,

-- note that sinple SEQUENCEs are not directly
-- mentioned here to keep things sinple (i.e.,
-- prevent ms-use). However, application-w de
-- types which are I MPLICITly encoded sinple

-- SEQUENCEs may appear in the followi ng CHO CE

application-w de
Appl i cati onSynt ax
}

Si npl eSyntax ::=
CHO CE {
nunmber
| NTECER,

string
OCTET STRI NG

obj ect
OBJECT | DENTI FI ER,

enpty
NULL
}
ApplicationSyntax ::=
CHO CE {

addr ess
Net wor kAddr ess,

counter
Count er,

gauge
Gauge,

ticks
Ti nmeTi cks,

arbitrary
Opaque
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-- other application-w de types, as they are
-- defined, will be added here

}

-- application-w de types

Net wor kAddr ess :: =
CHO CE {
i nt ernet
| pAddr ess

}

| pAddress :: =
[ APPLI CATI ON 0] -- in network-byte order
| MPLI CI T OCTET STRING (SI ZE (4))

Counter ::=
[ APPLI CATI ON 1]
| MPLICI T I NTEGER (0. .4294967295)

Gauge :: =
[ APPLI CATI ON 2]
| MPLICI T I NTEGER (0. .4294967295)

Ti meTicks ::=

[ APPLI CATI ON 3]
| MPLI CI T | NTEGER (0. . 4294967295)

Opaque :: =
[ APPLI CATI ON 4] -- arbitrary ASN. 1 val ue,
I MPLICIT OCTET STRING  -- "doubl e- w apped"

END
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Security Considerations

Security issues are not discussed in this neno.
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