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Use of |1 SO CLNP in TUBA Environnents
Status of this Meno

This neno defines an Experinmental Protocol for the Internet
comunity. This meno does not specify an Internet standard of any
ki nd. Discussion and suggestions for inprovenment are requested.
Distribution of this neno is unlimted.

Abstract

This meno specifies a profile of the |1 SO IEC 8473 Connecti onl ess- node
Net wor k Layer Protocol (CLNP, [1]) for use in conjunction with RFC
1347, TCP/ UDP over Bigger Addresses (TUBA, [2]). It describes the
use of CLNP to provide the |ower-|evel service expected by

Transni ssion Control Protocol (TCP, [3]) and User Datagram Protocol
(UDP, [4]). CLNP provides essentially the same datagram service as
Internet Protocol (IP, [5]), but offers a means of conveyi ng bigger
net wor k addresses (with additional structure, to aid routing).

Wiile the protocols offer nearly the sane services, |IP and CLNP are
not identical. This docunment describes a means of preserving the
semantics of IP information that is absent from CLNP while preserving
consi stency between the use of CLNP in Internet and OSI environnents.
This nmaxi m zes the use of already-deployed CLNP inpl enentations.
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Conventi ons

The follow ng | anguage conventions are used in the itens of
specification in this docunent:

* MUST, SHALL, or MANDATORY -- the itemis an absol ute
requi rement of the specification.

* SHOULD or RECOMMENDED -- the item should generally be
followed for all but exceptional circunstances.

* MAY or OPTIONAL -- the itemis truly optional and nmay be
followed or ignored according to the needs of the
i npl enent or .

1. Term nol ogy

To the extent possible, this docunent is witten in the | anguage of
the Internet. For exanple, packet is used rather than "protocol data
unit", and "fragnent" is used rather than "segnent". There are sone
terms that carry over fromQOSl; these are, for the npbst part, used so
that cross-reference between this docunent and RFC 994 [6] or I1SOIEC

8473 is not entirely painful. OSI acronyns are for the nost part
avoi ded.
2. Introduction

The goal of this specification is to allow conpatible and

i nt eroperabl e inplenentations to encapsulate TCP and UDP packets in
CLNP data units. In a sense, it is nmore of a "hosts requirenents"”
docunent for the network | ayer of TUBA inplenmentations than a
protocol specification. It is assunmed that readers are faniliar with
STD 5, RFC 791, STD 5, RFC 792 [7], STD 3, RFC 1122 [8], and, to a

| esser extent, RFC 994 and I SO | EC 8473. This docunent is conpatible
with (although nore restrictive than) |SQOIEC 8473; specifically, the
order, semantics, and processing of CLNP header fields is consistent
between this and | SO | EC 8473.

[ Note: RFC 994 contains the Draft International Standard version of

| SO CLNP, in ASCII text. This is not the final version of the ISOIEC
protocol specification; however, it should provide sufficient
background for the purpose of understanding the relationship of CLNP
to IP, and the neans whereby IP information is to be encoded in CLNP
header fields. Postscript versions of |1SO CLNP and associ ated routing
protocols are avail able via anonynous FTP from nerit.edu, and may be
found in the directory /pub/1SQIEC
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3. Overview of CLNP

| SO CLNP i s a datagram network protocol. It provides fundanmentally
the same underlying service to a transport |ayer as |IP. CLNP provides
essentially the sane maxi nrum dat agram si ze, and for those

ci rcunstances where datagrans may need to traverse a network whose
maxi mum packet size is smaller than the size of the datagram CLNP
provi des mechani sns for fragnmentation (data unit identification
fragnent/total length and offset). Like IP, a checksum conputed on
the CLNP header provides a verification that the infornmation used in
processing the CLNP datagram has been transmitted correctly, and a
lifetime control mechanism ("Tinme to Live") inposes a limt on the
anount of tine a datagramis allowed to remain in the internet

system As is the case in I[P, a set of options provides contro
functions needed or useful in sone situations but unnecessary for the
nost common conmuni cati ons.

Note that the encoding of options differs between the two protocols,
as do the neans of higher |evel protocol identification. Note al so
that CLNP and IP differ in the way header and fragnent |engths are
represented, and that the granularity of lifetime control (tine-to-
live) is finer in CLNP.

Sone of these differences are not considered "issues", as CLNP
provides flexibility in the way that certain options nmay be specified
and encoded (this will facilitate the use and encoding of certain IP
options wi thout change in syntax); others, e.g., higher |evel

protocol identification and tinmestanp, nust be acconmpbdated in a
transparent manner in this profile for correct operation of TCP and
UDP, and continued interoperability with CSI inplenentations. Section
4 describes how header fields of CLNP nust be popul ated to satisfy

t he needs of TCP and UDP

Errors detected during the processing of a CLNP datagram MAY be
reported using CLNP Error Reports. Inplenentations of CLNP for TUBA
envi ronnments MJUST be capabl e of processing Error Reports (this is
consistent with the 1992 edition (2) of the ISOIEC 8473 standard).
Control nessages (e.g., echo request/reply and redirect) are
simlarly handled in CLNP, i.e., identified as separate network | ayer
packet types. The relationship between CLNP Error and Contro
nmessages and Internet Control Message Protocol (ICWP, [7]), and

i ssues relating to the handling of these nmessages is described in
Section 5.
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Type of Service
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Table 1 provides a high-Ievel conparison of CLNP to IP:

Functi on | 1SO CLNP | DOD IP
______________________ T
Header Length | indicated in octets | in 32-bit words
Version ldentifier | 1 octet | 4 bits
Lifetine (TTL) | 500 nsec units | 1 sec units
Fl ags | Fragnentation allowed, | Don’t Fragnent,

| More Fragnents | More Fragnents,

| Suppress Error Reports | <not defined>
Packet Type | 5 bits | <not defined>
Fragnment Length | 16 bits, in octets | 16 bits, in octets
Header Checksum | 16-bit (Fletcher) | 16-bit
Total Length | 16 bits, in octets | <not defined>
Addr essi ng | Variable length | 32-bit fixed
Data Unit Identifier | 16 bits | 16 bits
Fragment of f set | 16 bits, in octets | 13 bits, 8-octet units
H gher Layer Protocol | Selector in address | Protocol
Opti ons | Security | Security

| Priority | TOS Precedence bits

I I

I I

I I

I I

I I

I I
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Partial Source Route Loose Source Route
Record Route Record Route
Paddi ng Paddi ng
<defi ned herei n> Ti mest anp
Table 1. Conparison of IP to CLNP

The conposition and processing of a TCP pseudo- header when CLNP is
used to provide the lower-1level service expected by TCP and UDP is
described in Section 6.

[ Note: This experinmental RFC does not discuss multicasting.

Presently, there are proposals for mnmulticast extensions for CLNP in

| SO I EC/ JTCL/ SC6, and a parallel effort within TUBA. A future
revision to this RFC will incorporate any extensions to CLNP that may
be introduced as a result of the adoption of one of these
alternatives.]
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4. Proposed Internet Header using CLNP

A summary of the

0

contents of the CLNP header, as it is proposed for
use in TUBA environnments, is illustrated in Figure 4-1:

1 2

3

01234567890123456789012345678901

+

[
+- +

| Header Length |
+- +

| Fr agnment
+

| Dest Addr Len |
+

I

+

I

+

I

+

I

+- - -+

| PROTO field |
+- - -+

I

+

I

+

I

+

I

+

| Source Address |
+

I

+

I

I

+

I

I

+

Ver si on | Lifetime (TTL)| Flags| Type
Lengt h | Checksum
Destinati on Address...

Destinati on Address...

Destinati on Address...

Destinati on Address...

Destinati on Address...
Src Addr Len | Source Address...

Sour ce Address. ..

Sour ce Address. ..

Sour ce Address. ..

Sour ce Address. ..

Reserved | Data Unit ldentifier

Options (see Table 1)

Dat a

Note that each tick mark represents one bit position.
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Figure 4-1. CLNP for TUBA
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Note 1: For illustrative purposes, Figure 4-1 shows Destination
and Source Addresses having a length of 19 octets,
including the PROTO reserved field. In general, addresses
can be variable length, up to a maxi num of 20 octets,

i ncluding the PROTO reserved fi el d.

Note 2: Due to differences in link |ayer protocols, it is not
possible to ensure that the packet starts on an even
alignment. Note, however, that nany link |evel protocols
over which CLNP is operated use a odd length |ink
(e.g., IEEE 802.2). (In Figure 4-1, the rest of the CLNP
packet is even-aligned.)

The encoding of CLNP fields for use in TUBA environments is as
foll ows.

4.1 Network Layer Protocol Identification (NLP ID)

This one-octet field identifies this as the |1SOIEC 8473 protocol; it
MJST set to binary 1000 0001

4.2 Header Length |Indication (Header Length)

Header Length is the length of the CLNP header in octets, and thus
points to the beginning of the data. The value 255 is reserved. The
header length is the sane for all fragnments of the sanme (original)
CLNP packet .

4.3 Version

This one-octet field identifies the version of the protocol; it MJST
be set to a binary val ue 0000 0001

4.4 Lifetinme (TTL)

Like the TTL field of IP, this field indicates the maxinumtine the
datagramis allowed to remain in the internet system |If this field
contains the value zero, then the datagram MUST be destroyed; a host,
however, MJST NOT send a datagramwith a lifetinme value of zero.

This field is nodified in internet header processing. The tinme is
nmeasured in units of 500 mlliseconds, but since every nopdul e that
processes a datagram MJST decrease the TTL by at |east one even if it
process the datagramin |less than 500 m|lisecond, the TTL nust be

t hought of only as an upper bound on the tine a datagram nmay exi st.
The intention is to cause undeliverabl e datagrans to be di scarded,
and to bound the maxi mum CLNP datagramlifetine. [Like IP, the
col I oqui al usage of TTL in CLNP is as a coarse hop-count. ]
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Unl ess otherwi se directed, a host SHOULD use a val ue of 255 as the
initial lifetine val ue.

4.5 Flags

Three flags are defined. These occupy bits 0, 1, and 2 of the
Fl ags/ Type octet:

0 1 2
B R S
| F| M| E|
| Pl F| R

N S &

The Fragnentation Permitted (FP) flag, when set to a value of one
(1), is semantically equivalent to the "may fragnment" value of the
Don't Fragnment field of IP, sinmilarly, when set to zero (0), the
Fragnentation Pernitted flag is senmantically equivalent to the "Don't
Fragnent" value of the Don't Fragnment Flag of IP.

[Note: If the Fragnentation Permitted field is set to the value O,
then the Data Unit ldentifier, Fragment O fset, and Total Length
fields are not present. This denotes a single fragnent datagram In
such datagrans, the Fragnent Length field contains the total |ength
of the datagram ]

The More Fragnents flag of CLNP is semantically and syntactically the
same as the More Fragnments flag of IP; a value of one (1) indicates
that nore segnents/fragnments are forthcoming; a value of zero (0)
indicates that the last octet of the original packet is present in
this segnent.

The Error Report (ER) flag is used to suppress the generation of an
error nmessage by a host/router that detects an error during the
processi ng of a CLNP datagram a value of one (1) indicates that the
host that originated this datagramthinks error reports are useful,
and woul d dearly love to receive one if a host/router finds it
necessary to discard its datagran(s).
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4.6 Type field

The type field distinguishes data CLNP packets from Error Reports
from Echo packets. The follow ng values of the type field apply:

0 1 2 3 4 5 6 7
S S

| flags | 1] 2] 2] O] 0] => Encoding of Type = data packet
T TR DU S

| flags | O] O] O] O] 1| => Encoding of Type = error report
T TR DU S

| flags | 1] 2| 2] 2] 0] => Encoding of Type = echo request
T TR DU S

| fl ags | 2] 1| 1] 2] 1| =>Encoding of Type = echo reply

T TR DU S

Error Report packets are described in Section 5.

Echo packets and their use are described in RFC 1139 [9].
4.7 Fragnment Length

Li ke the Total Length of the IP header, the Fragnment length field
contains the length in octets of the fragnent (i.e., this datagram
i ncl udi ng both header and dat a.

[ Note: CLNP also nay al so have a Total Length field, that contains
the length of the original datagram i.e., the sumof the | ength of
the CLNP header plus the length of the data subm tted by the higher
| evel protocol, e.g., TCP or UDP. See Section 4.12.]

4.8 Checksum

A checksumis conputed on the header only. It MJST be verified at
each host/router that processes the packet; if header fields are
changed during processing (e.g., the Lifetime), the checksumis

nmodi fied. If the checksumis not used, this field MJUST be coded with
a value of zero (0). See Appendix A for algorithns used in the
comput ati on and adj ustnent of the checksum Readers are encouraged to
see [10] for a description of an efficient inplenentation of the
checksum al gori t hm

4.9 Addressing
CLNP uses OSI network service access point addresses (NSAPAs); NSAPAs
serve the sane identification and | ocation functions as an IP

address, plus the protocol selector value encoded in the |Pv4
dat agram header, and w th additional hierarchy. GCeneral purpose
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CLNP i npl ement ati ons MJST handl e NSAP addresses of variable |ength up
to 20 octets, as defined in I SO IEC 8348 [11]. TUBA inpl enentati ons,
especially routers, MJST accommpdate these as well. Thus, for

conpatibility and interoperability with OSI use of CLNP

the initial

octet of the Destination Address is assuned to be an Authority and
Format Indicator, as defined in I SO IEC 8348. NSAP addresses may be

between 8 and 20 octets |ong (inclusive).

TUBA i npl erent ati ons MJUST support both ANSI and GOSIP style
addresses; these are described in RFC 1237 [12], and illustrated in

Figure 4-2. RFC 1237 describes the ANSI/GOSIP initial

domai n parts

as well as the format and conposition of the domain specific part. It
is further recommended that TUBA i npl enentati ons support the

assi gnment of systemidentifiers for TUBA/ CLNP hosts defined in [13]
for the purposes of host address autoconfiguration as described in
[14]. Additional considerations specific to the interpretati on and
encodi ng of the selector part are described in sections 4.9.2 and

4.9. 4.
S, +
| <-- IDP -->|
Fom e e e oo o mm e e e e e e e e e e e e eemaoa- - +
|AFI | 1D | <-- DSP --> |
Fom e e e oo B T S N oo - - - -+
| 47| 0005 |DFlI |AA|Rsvd | RD |Area |ID | Sel
Fom e e e oo B T S N oo - - - -+
octets | 1 | 2 | 2 | 3| 2 | 2 | 2 | 6 | |
Fom e e e oo B T S N oo - - - -+
Figure 4-2 (a): GOSIP Version 2 NSAP structure.
S, +
| <-- IDP --> |
Fom e e e oo o mm e e e e e e e e e e e e eemaoa- - +
|AFI | 1D | <-- DSP --> |
Fom e e e oo B T S N oo - - - -+
| 39 | 840 | DFI |ORG Rsvd | RD |Area |ID | Sel
Fom e e e oo B T S N oo - - - -+
octets | 1 | 2 | 2 | 3| 2 | 2 | 2 | 6] |
Fom e e e oo B T S N oo - - - -+
Figure 4-2 (b): ANSI NSAP address format for DCC=840
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4.9.

4.9

Defi nitions:
| DP Initial Dormain Part
AFI Authority and Format Identifier
| DI Initial Dormain Identifier
DSP  Domai n Specific Part
DFI DSP Format ldentifier
AA Admi nistration Authority
ORG Organi zation Nanme (nunmeric form
Rsvd Reserved
RD Routi ng Domain Identifier
Area Area ldentifier
I D System |l dentifier
Sel NSAP Sel ect or

1 Destination Address Length Indicator

This field indicates the length, in octets, of the Destination
Addr ess.

.2 Destination Address

This field contains an OSI NSAP address, as described in Section 4.9.
It MJUST al ways contain the address of the final destination. (This is
true even for packets containing a source route option, see Section
4.13. 4).

The final octet of the destination address MJST al ways contain the
val ue of the PROTO field, as defined in IP. The 8-bit PROTO field
i ndi cates the next |evel protocol used in the data portion of the
CLNP datagram The val ues for various protocols are specified in
"Assi gned Nunbers" [15]. For the PROTO field, the value of zero (0)
is reserved.

TUBA i npl ement ati ons that support TCP/UDP as well as OSI MJUST use the
protocol value (1Dh, Internet decinmal 29) reserved for |SO transport
protocol class 4.

4.9.3 Source Address Length Indicator

This field indicates the length, in octets, of the Source Address.

4.9.4 Source Address

Pi s

This field contains an OSI NSAP address, as described in Section 4.9.
The final octet of the source address is reserved. It MAY be set to

the protocol field value on transm ssion, and shall be ignored on
reception (the value of zero MUST not be used).
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4.10 Data Unit ldentifier

Like the Identification field of IP, this 16-bit field is used to

di stingui sh segnents of the same (original) packet for the purposes
of reassenbly. This field is present when the fragnentation pernitted
flag is set to one.

4.11 Fragnent O fset

Li ke the Fragment O'fset of IP, this 16-bit is used to identify the
relative octet position of the data in this fragnent with respect to
the start of the data submtted to CLNP; i.e., it indicates where in
the original datagramthis fragment belongs. The offset is neasured
in octets; the value of this field shall always be a nultiple of
eight (8). This field is present when the fragnmentation permtted
flag is set to one.

4.12 Total Length

The total length of the CLNP packet in octets is deternined by the
originator and placed in the Total Length field of the header. The
Total Length field specifies the entire length of the origina
datagram including both the header and data. This field MJST NOT be
changed in any fragnent of the original packet for the duration of
the packet lifetinme. This field is present when the fragnentation
permitted flag is set to one.

4.13 Options

Al CLNP options are "triplets" of the form <paraneter code>,
<paraneter |ength> and <paraneter value>  Both the paraneter code
and length fields are always one octet |long; the length paraneter
value, in octets, is indicated in the paraneter length field. The
foll owing options are defined for CLNP for TUBA.

4.13.1 Security

The val ue of the paraneter code field is binary 1100 0101. The length
field MJUST be set to the length of a Basic (and Extended) Security IP
option(s) as identified in RFC 1108 [16], plus 1. Cctet 1 of the
security paranmeter value field -- the CLNP Security Format Code -- is
set to a binary value 0100 0000, indicating that the remai ning octets
of the security field contain either the Basic or Basic and Extended
Security options as identified in RFC 1108. This encoding points to
the administration of the source address (e.g., |1SOC) as the

admini stration of the security option; it is thus distinguished from
the gl obally unique format whose definition is reserved for OSI use.

| mpl enent ati ons wi shing to use a security option MJST exam ne the
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PROTO field in the source address; if the value of PROTO indi cates
the CLNP client is TCP or UDP, the security option described in RFC
1108 i s used.

[Note: If IP options change, TUBA inplenmentati ons MJST foll ow t he new
reconmendations. This RFC, or revisions thereof, mnmust docunent the
new reconmendati ons to assure conpatibility.]

The formats of the Security option, encoded as a CLNP option, is as
follows. The CLNP option will be used to convey the Basic and

Ext ended Security options as sub-options; i.e., the exact encodi ng of
t he Basic/ Extended Security IP Option is carried in a single CLNP
Security Option, with the length of the CLNP Security option
reflecting the sumof the lengths of the Basic and Extended Security

| P Option.
S S, B TS S S, B S S S, T
| 221000100] XXXXXXXX| 01000000] 10000010] YYYYYYYY|
S S, B TS S S, B S S S, S B g
CLNP CLNP CLNP BASI C BASI C BASI C
OPTI ON OPTI ON FORVAT SECURI TY OPTI ON OPTI ON
TYPE LENGTH CODE TYPE LENGTH VALUE
(197) (130)
B T o m oo oo oo - S IS [ [ —— +
| 10000101 | OOOLLLLL | |
----- e TSIty [y L
EXTENDED EXTENDED EXTENDED OPTI ON
OPTI ON OPTI ON VALUE
TYPE (133) LENGTH

The syntax, semantics and processing of the Basic and Extended I P
Security Options are defined in RFC 1108.

4.13.2 Type of Service

[Note: Early drafts recommended the use of IP Type of Service as
specified in RFC 1349. There now appears to be a broad consensus that
this encoding is insufficient, and there is renewed interest in
exploring the utility of the "congestion experienced" flag avail able
in the CLNP QOS Mai ntenance option. This RFC thus recomends the use
of the QOS Maintenance option native to CLNP.]

The Quality of Service Mintenance option allows the originator of a
CLNP datagramto convey information about the quality of service
requested by the originating upper |ayer process. Routers NMAY use
this information as an aid in selecting a route when nore than one
route satisfying other routing criteria is available and the
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avail abl e routes are know to differ with respect to the follow ng
qualities of service: ability to preserve sequence, transit delay,
cost, residual error probability. Through this option, a router may
also indicate that it is experiencing congestion

The encoding of this option is as foll ows:

CLNP QOS OPTI ON QOS FLAGS
TYPE (195)  LENGTH

The val ue of the paraneter code field MJIST be set to a val ue of
bi nary 1100 0011 (the CLNP Quality of Service Option Code point).
The length field MJUST be set to one (1).

Bits 8-6 MJUST be set as indicated in the figure. The flags "ABCDE"
are interpreted as foll ows:

A=1 choose path that nmintains sequence over
one that mnimzes transit del ay
A=0 choose path that mnimzes transit delay over
one that maintai ns sequence
B=1 congestion experienced
B=0 no congestion to report
C=1 choose path that minimzes transit delay over
over | ow cost
C=0 choose | ow cost over path that
mninzes transit del ay
D=1 choose pathe with | ow residual error probability over
one that mnimzes transit del ay
D=0 choose path that mnimzes transit delay over
one with low residual error probability
E=1 choose path with | ow residual error probability over
| ow cost
E=0 choose path with | ow cost over one with | ow
residual error probability

4.13.3 Paddi ng

The padding field is used to | engthen the packet header to a
conveni ent size. The paraneter code field MIST be set to a val ue of
bi nary 1100 1100. The value of the paraneter length field is

vari able. The paraneter value MAY contain any val ue; the contents of
paddi ng fields MJST be ignored by the receiver.
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4.13.4 Source Routing

Li ke the strict source route option of IP, the Conplete Source Route
option of CLNP is used to specify the exact and entire route an

i nternet datagram MJUST take. Simlarly, the Partial Source Route
option of CLNP provides the equivalent of the | oose source route
option of IP; i.e., a neans for the source of an internet datagramto
supply (sone) routing information to be used by gateways in
forwarding the internet datagramtowards its destination. The
identifiers encoded in this option are network entity titles, which
are semantically and syntactically the sanme as NSAPAs and whi ch can
be used to unanbi guously identify a network entity in an internedi ate
system (router).

The parameter code for Source Routing is binary 1100 1000. The |l ength
of the source routing paranmeter value is variable.

The first octet of the parameter value is a type code, indicating
Conpl ete Source Routing (binary 0000 0001) or Partial Source Routing
(bi nary 0000 0000). The second octet identifies the offset of the
next network entity title to be processed in the list, relative to
the start of the paranmeter (i.e., a value of 3 is used to identify
the first address in the list). The offset value is nodified by each
router using a conplete source route or by each listed router using a
partial source route to point to the next NET.

The third octet begins the list of network entity titles. Only the
NETs of internmedi ate systens are included in the list; the source and
destinati on addresses shall not be included. The list consists of
variable length network entity title entries; the first octet of each
entry gives the length of the network entity title that conprises the
remai nder of the entry.

4.13.5 Record Route

Like the IP record route option, the Record route option of CLNP is
used to trace the route a CLNP datagramtakes. A recorded route
consists of a list of network entity titles (see Source Routing). The
list is constructed as the CLNP datagramis forwarded along a path
towards its final destination. Only titles of internediate systens
(routers) that processed the datagramare included in the recorded
route; the network entity title of the originator of the datagram
SHALL NOT be recorded in the |ist.

Piscitello [ Page 14]



RFC 1561 CLNP in TUBA Environnents Decenber 1993

The parameter code for Record Route is binary 1100 1011. The length
of the record route paraneter value is variable.

The first octet of the parameter value is a type code, indicating
Conpl ete Recordi ng of Route (0000 0001) or Partial Recording of Route
(0000 0000). When conplete recording of route is selected, reassenbly
at internmedi ate systens MAY be perforned only when all fragnments of a
gi ven datagram foll owed the sane route; partial recording of route
elimnates or "loosens" this constraint.

The second octet identifies the offset where the next network entity
title entry (see Source Routing) MAY be recorded (i.e., the end of
the current list), relative to the start of the paraneter. A value
of 3 is used to identify the initial recording position. The process
of recording a network entity title entry is as follows. A router
adds the length of its network entity title entry to the val ue of
record route of fset and conpares this new value to the record route
list length indicator; if the value does not exceed the length of the
list, entity title entry is recorded, and the offset value is

i ncremented by the value of the length of the network entity title
entry. Otherw se, the recording of route is termnated, and the
router MJUST not record its network entity title in the option. If
recordi ng of route has been term nated, this (second) octet has a
val ue 255.

The third octet begins the list of network entity titles.
4.13.6 Tinmestanp

[Note: There is no tinestanp option in edition 1 of 1SO1EC 8473, but
the option has been proposed and submitted to I SO | EC JTCLl/ SC6. ]

The paraneter code value 1110 1110 is used to identify the Timestanp
option; the syntax and semantics of Timestanp are identical to that
defined in I P

The Tinmestanp Option is defined in STD 5, RFC 791. The CLNP par aneter
code 1110 1110 is used rather than the option type code 68 to
identify the Tinmestanp option, and the paraneter val ue conveys the
option length. Cctet 1 of the Tinmestanp paraneter value shall be
encoded as the pointer (octet 3 of IP Tinmestanp); octet 2 of the

par anet er val ue shall be encoded as the overflow format octet (octet
4 of IP Tinestanp); the remaining octets shall be used to encode the
timestanp list. The size is fixed by the source, and cannot be
changed to accommopdat e additional tinmestanp information
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5.

S S S S, +
| 11101110] length | pointer|oflwflg|
S S S S, +
| network entity title |
S S S S, +
| ti mest anp |
S S S S, +

Error Reporting and Control Message Handling

CLNP and IP differ in the way in which errors are reported to hosts.
In I P environnents, the Internet Control Message Protocol (I1CMP, [7])
is used to return (error) messages to hosts that originate packets
that cannot be processed. | CVP nessages are transmtted as user data
in | P datagranms. Unreachabl e destinations, incorrectly conposed IP
dat agram headers, |P datagram di scards due to congestion, and
lifetine/reassenbly time exceeded are reported; the conplete internet
header that caused the error plus (at least) 8 octets of the segnent
contained in that |IP datagramare returned to the sender as part of
the | CVMP error nessage. For certain errors, e.g., incorrectly
conmposed | P dat agram headers, the specific octet which caused the
problemis identified.

In CLNP environnents, an uni que nessage type, the Error Report type,
is used in the network | ayer protocol header to distinguish Error
Reports from CLNP datagrans. CLNP Error Reports are generated on
detection of the same types of errors as with 1CvwP. Like ICWVP error
nmessages, the conplete CLNP header that caused the error is returned
to the sender in the data portion of the Error Report.

| npl ementati ons SHOULD return at |east 8 octets of the datagram
contained in the CLNP datagramto the sender of the original CLNP
datagram Here too, for certain errors, the specific octet which
caused the problemis identified.

A summary of the contents of the CLNP Error Report, as it is proposed
for use in TUBA environnents, is illustrated in Figure 5-1
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+-

+-

T i I T s ST Y S Y S
Ver si on | Lifetime (TTL)| 000 |
T i I T s ST Y S Y S
Error Report | Checksum
T i I T s ST Y S Y S
Desti nati on Address...

T i I T s ST Y S Y S
Desti nati on Address...

T i I T s ST Y S Y S
Desti nati on Address...

T i I T s ST Y S Y S
Desti nati on Address...

T i I T s ST Y S Y S
Desti nati on Address...

T i I T s ST Y S Y S

Src Addr Len | Source Address...

T i I T s ST Y S Y S
Source Address...

T i I T s ST Y S Y S
Source Address...

T i I T s ST Y S Y S
Source Address...

T i I T s ST Y S Y S
Source Address...

T i I T s ST Y S Y S

Data Link Header........ | NLP ID

+- -+ -

+-

+-

+-

| 1100 0001 | 0000 0010
i S S o Tk s oL U SR Y S Y S S Y S S
Di scard | Options. ..

poi nt er |

T S S T o AT e S e S T s Si S S S

Opti ons

T i S S T o AT S S e e T Sl S S S

Dat a

T i S S T o AT S S e e T Sl S S S

Type=ER

+- +-

+- +-

| Reason for Discard (type/len)

+- +-

+- +-

+
1
.I|.
-+ +--- +—"+-—"+-+-—+-+— +——+— +— +— +— +— +— +

+-+-+

+-+-+

Note that each tick mark represents one bit position

Figure 5-1. Error Report Format
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Rul es for processing an Error Report

The following is a sunmary of the rules for processing an Error

Report:

*

An Error Report is not generated to report a problem
encountered while processing an Error Report.

Error Reports MAY NOT be fragnmented (hence, the
fragmentation part is absent).

The Reason for Discard Code field is populated with one of
the val ues from Tabl e 5-1.

The Pointer field is populated with nunber of the first
octet of the field that caused the Error Report to be
generated. If it is not possible to identify the offending
octet, this field MIST be zeroed.

If the Priority or Type of Service option is present in the
errored datagram the Error Report MJST specify the sane
option, using the value specified in the original datagram

If the Security option is present in the errored datagram
the Error Report MJUST specify the same option, using the

val ue specified in the original datagram if the Security
option is not supported by the internediate system no Error
Report is to be generated (i.e., "silently discard" the
recei ved datagram .

If the Conplete Source Route option is specified in the

errored datagram the Error Report MJST conpose a reverse of
that route, and return the datagram al ong the sanme path.
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5.2 Conparison of ICMP and CLNP Error Messages

Tabl e 5-1 provides a | oose conparison of |ICMP nessage types and codes
to CLNP Error Type Codes (values in Internet decimal):

CLNP Error Type Codes | I CVP Message (Type, Code)
__________________________________ | = m el
Reason not specified (0) | Paraneter Problem (12, 0)
Prot ocol Procedure Error (1) | Paraneter Problem (12, 0)
I ncorrect Checksum (2) | Paraneter Problem (12, 0)
PDU Di scar ded- - Congesti on (3) | Source Quench (4, 0
Header Syntax Error (4) | Paraneter problem (12, 0)
Need to Fragnment coul d not (5) | Frag needed, DF set (3, 4)
I nconpl ete PDU recei ved (6) | Paraneter Problem (12, 0)
Duplicate Option (7) | Paraneter Problem (12, 0)
Desti nati on Unreachabl e (128) | Dest Unreachabl e, Net unknown (3, 0)
Destinati on Unknown (129) | Dest Unreachabl e, host unknown(3, 1)
Source Routing Error (144) | Source Route failed (3, 5
Source Route Syntax Error (145) | Source Route failed (3, 5
Unknown Address in Src Route(146) | Source Route failed (3, 5
Pat h not acceptabl e (147) | Source Route failed (3, 5
Lifetime expired (160) | TTL exceeded (11, 0)
Reassenbly Lifetine Expired (161) | Reassenbly tine exceeded (11, 1)
Unsupported Option (176) | Paraneter Problem (12, 0)
Unsupported Protocol Version(177) | Paraneter problem (12, 0)
Unsupported Security Option (178) | Paraneter problem (12, 0)
Unsupported Src Rte Option (179) | Paraneter problem (12, 0)
Unsupported Rcrd Rte (180) | Paraneter problem (12, 0)
Reassenbly interference (192) | Reassenbly tine exceeded (11, 1)

Tabl e 5-1. Conparison of CLNP Error Reports to |CVMP Error Messages

Note 1: The current accepted practice for IP is that source quench
shoul d not be used; if it is used, inplenmentations MJST
not return a source quench packet for every rel evant packet.
TUBA/ CLNP i npl enent ati ons are encouraged to adhere to these
gui del i nes.

Note 2: There are no corresponding CLNP Error Report Codes for the
following | CMP error message types:
- Protocol Unreachable (3, 2)
- Port Unreachabl e (3, 3
[ Note: Additional error code points available in the ER type
code bl ock can be used to identify these nessage types.]
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6.

Pseudo- Header Consi der ati ons

A checksumis conmputed on UDP and TCP segnents to verify the
integrity of the UDP/ TCP segnent. To further verify that the UDP/ TCP
segnent has arrived at its correct destination, a pseudo-header
consisting of information used in the delivery of the UDP/ TCP segnent
is conmposed and included in the checksum conput ati on.

To compute the checksumon a UDP or TCP segment prior to

transni ssion, inplenmentations MJUST conpose a pseudo- header to the
UDP/ TCP segnent consisting of the following infornmation that will be
used when conposing the CLNP dat agram

* Destination Address Length |ndicator

* Destination Address (including PROTO field)
* Source Address Length Indicator

* Source Address (including Reserved field)

* A two-octet encoding of the Protocol value
* TCP/ UDP segnent | ength

If the Iength of the {source address length field + source address +
destination address field + destination address } is not an integral
nunber of octets, a trailing O0x00 nibble is padded. If GOSIP
conpl i ant NSAP addresses are used, this never happens (this is known
as the Farinacci uncertainty principle). The last byte in the
Destinati on Address has the value 0x06 for TCP and Ox11 for UDP, and
the Protocol field is encoded 0x0006 for TCP and 0x0011 for UDP. If
needed, an octet of zero is added to the end of the UDP/ TCP segnent
to pad the datagramto a length that is a multiple of 16 bits.

[ Note: the pseudoheader is encoded in this nmanner to expedite
processing, as it allows inplenmentations to grab a contiguous stream
of octets beginning at the destination address |ength indicator and
termnating at the final octet of the source address; the PROTOCCL
field is present to have a consistent representati on across |Pv4 and
CLNP/ TUBA i npl ement ati ons. ]
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Figure 6-1 illustrates the resulting pseudo-header when both source
and destination addresses are maxi num | engt h.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Dest Addr Len | Destinati on Address... |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Destinati on Address.. . |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Destinati on Address.. . |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Destinati on Address.. . |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Destinati on Address.. . |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| (PROTO | Src Addr Len | Source Address... |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Sour ce Address. .. |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Sour ce Address. .. |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Sour ce Address. .. |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Sour ce Address. .. |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| ... | (Reserved) | Pr ot ocol |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| UDP/ TCP segnent | ength |
I I i s S I S S

Figure 6-1. Pseudo- header
7. Security Considerations
| SO CLNP is an unreliable network datagram protocol, and is subject
to the sane security considerations as Internet Protocol ([5], [8]);

nmet hods for conveying the sanme security handling information
recommended for |P are described in Section 4.13.1, Security Option.
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Appendi x A. Checksum Al gorithnms (from | SO | EC 8473)

Synbol s used in algorithns:

cO, cl vari abl es used in the algorithns
[ position of octet in header (first
octet is i=1)
Bi val ue of octet i in the header
n position of first octet of checksum (n=8)
L Length of header in octets
X Val ue of octet one of the checksum paraneter
Y Val ue of octet two of the checksum paraneter

Addition is perforned in one of the two follow ng nodes:

* nmodul o 255 arithnetic;

* eight-bit one’s conplenent arithnetic;

The al gorithmfor Cenerating the Checksum Paranmeter Value is as
foll ows:

A

The al gorithm for checking the value of the checksum paraneter

Construct the conplete header with the value of the
checksum paraneter field set to zero; i.e., c0 < cl1 < O;

Process each octet of the header sequentially fromi=1to L
by:

* ¢c0 <- cO + Bi
*cl <- cl + cO
Calculate X, Y as follows:
* X <- (L - 8)(cO - c1) nodulo 255
*Y<- (L- 7)(-00) +cl

If X 0, then X <- 255

If Y 0, then Y <- 255

pl ace the values of X and Y in octets 8 and 9 of the
header, respectively

foll ows:

Piscitello
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A. |If octets 8 and 9 of the header both contain zero, then the
checksum cal cul ati on has succeeded; else if either but not
both of these octets contains the value zero then the
checksumis incorrect; otherwise, initialize: ¢c0 <- ¢cl1 <- 0

B. Process each octet of the header sequentially fromi =1 to
L by:

* ¢0 <- c0 + Bi
*cl <- cl + cO
C. Wen all the octets have been processed, if c0O = cl = 0,
then the checksum cal cul ati on has succeeded, else it has
fail ed.
There is a separate algorithmto adjust the checksum paraneter val ue
when a octet has been nodified (such as the TTL). Suppose the val ue
in octet k is changed by Z = newalue - oldvalue. If X and Y denote
t he checksum val ues held in octets n and n+l respectively, then
adjust X and Y as follows:

If X=0and Y = 0 then do nothing, else if X =0 or Y =0 then the
checksumis incorrect, else:

X<- (k- n-1Z+ X nodulo 255
Y<-(n-KkKzZ+Y nodul o 255

If X =0, then X <- 255; if Y =0, then Y <- 255.

In the exanple, n = 89; if the octet altered is the TTL (octet 4),
then k = 4. For the case where the lifetine is decreased by one unit
(Z =-1), the assignnment statenments for the new values of X and Y in
the imedi ately preceeding algorithmsinplify to:

X<- X+ 5 Modul o 255

Y< Y- 4 Modul o 255
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