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Abstract

Thi s docunent generally describes how to use Forward Error Correction
(FEC) codes to efficiently provide and/or augnment reliability for
data transport. The primary focus of this docunment is the
application of FEC codes to one-to-nany reliable data transport using
IP multicast. This docunent describes what information is needed to
identify a specific FEC code, what infornmation needs to be

comuni cat ed out-of-band to use the FEC code, and what information is
needed in data packets to identify the encoding synbols they carry.
The procedures for specifying FEC codes and registering themwth the
I nternet Assigned Nunbers Authority (1 ANA) are al so described. This
docunent should be read in conjunction with and uses the term nol ogy
of the conpani on docunent titled, "The Use of Forward Error
Correction (FEC) in Reliable Multicast".
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1. Introduction

Thi s docunent describes how to use Forward Error Correction (FEC
codes to provide support for reliable delivery of content using IP
mul ticast. This docunent should be read in conjunction with and uses
the terninol ogy of the conpani on docunent [4], which describes the
use of FEC codes within the context of reliable IP multicast
transport and provides an introduction to some comonly used FEC
codes.

Thi s docunent describes a building block as defined in RFC 3048 [9].
Thi s docunment is a product of the IETF RMI WG and fol |l ows the genera
gui del i nes provided in RFC 3269 [3].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC2119 [2].

Statenment of |ntent

This meno contains part of the definitions necessary to fully
specify a Reliable Milticast Transport protocol in accordance with
RFC 2357. As per RFC 2357, the use of any reliable nulticast
protocol in the Internet requires an adequate congestion control
schene.
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While waiting for such a schene to be available, or for an

exi sting scheme to be proven adequate, the Reliable Milticast
Transport working group (RMI) publishes this Request for Conments
in the "Experinental" category.

It is the intent of RMI to re-submt this specification as an | ETF
Proposed Standard as soon as the above condition is net.

2. Rationale

FEC codes are a val uabl e basic conmponent of any transport protoco
that is to provide reliable delivery of content. Using FEC codes is
valuable in the context of IP nulticast and reliable delivery because
FEC encodi ng synbols can be useful to all receivers for
reconstructing content even when the receivers have received

di fferent encoding synbols. Furthernore, FEC codes can aneliorate or
even elimnate the need for feedback fromreceivers to senders to
request retransm ssion of |ost packets.

The goal of the FEC building block is to describe functionality
directly related to FEC codes that is common to all reliable content
delivery IP nulticast protocols, and to | eave out any additi onal
functionality that is specific to particular protocols. The primary
functionality described in this docunent that is common to all such
protocols that use FEC codes are FEC encodi ng synbols for an object
that is included in packets that flow froma sender to receivers.
Thi s docunent for exanple does not describe how receivers nay request
transni ssion of particular encoding synmbols for an object. This is
because al t hough there are protocols where requests for transm ssion
are of use, there are also protocols that do not require such
requests.

The conpani on docunent [4] should be consulted for a full explanation
of the benefits of using FEC codes for reliable content delivery
using IP multicast. FEC codes are also useful in the context of

uni cast, and thus the scope and applicability of this document is not
[imted to IP nulticast.

3. Functionality

This section describes FEC information that is either to be sent

out -of -band or in packets. The FEC information is associated with
transni ssion of data about a particular object. There are three

cl asses of packets that may contain FEC i nformation: data packets,
sessi on-control packets and feedback packets. They generally contain
different kinds of FEC information. Note that some protocols may not
use session-control or feedback packets.
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Dat a packets nay sonetines serve as session-control packets as well;
bot h data and sessi on-control packets generally travel downstream
fromthe sender towards receivers and are sent to a nulticast channel
or to a specific receiver using unicast.

As a general rule, feedback packets travel upstreamfromreceivers to
the sender. Sonetinmes, however, they mght be sent to a nulticast
channel or to another receiver or to sone internediate node or

nei ghboring router that provides recovery services.

Thi s docunent specifies the FEC information that nust be carried in
data packets and the other FEC i nformation that nust be conmmuni cated
ei ther out-of-band or in data packets. This docunment does not
speci fy out-of-band nethods nor does it specify the way out-of -band
FEC information is associated with FEC information carried in data
packets. These nethods nust be specified in a conplete protoco
instantiation that uses the FEC building block. FEC information is
classified as foll ows:

1) FEC Encoding I D

Identifies the FEC encoder being used and allows receivers to

sel ect the appropriate FEC decoder. The value of the FEC Encodi ng
ID MIST be the sanme for all transmission of data related to a
particul ar object, but MAY vary across different transm ssions of
data about different objects, even if transmitted to the sane set
of multicast channels and/or using a single upper-I|ayer session.
The FEC Encoding IDis subject to | ANA registrati on.

2) FEC Instance ID

Provides a nore specific identification of the FEC encoder being
used for an Under-Specified FEC schene. This value is not used
for Fully-Specified FEC schemes. (See Section 3.1 for the
definition of Under-Specified and Fully-Specified FEC schenes.)
The FEC Instance ID is scoped by the FEC Encoding ID, and is
subject to | ANA registration

3) FEC Payl oad ID

Identifies the encodi ng synbol (s) in the payload of the packet.
The types and lengths of the fields in the FEC Payload ID, i.e.,
the format of the FEC Payload ID, are deternined by the FEC
Encoding ID. The full specification of each field MJST be

uni quely determ ned by the FEC Encoding ID for Fully-Specified FEC
schemes, and MJUST be uni quely deternined by the conbination of the
FEC Encoding I D and the FEC Instance |ID for Under-Specified FEC
schemes. As an exanple, for the Under-Specified FEC schenme with
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FEC Encoding 1D 129 defined in Section 5.1, the fields in the FEC
Payl oad I D are a 32-bit Source Bl ock Number followed by a 32-bit
Encodi ng Synbol 1D, where the full specification of both of these
fi el ds depends on the FEC I nstance |D.

4) FEC Obj ect Transmi ssion Information

This is information regardi ng the encodi ng of a specific object
needed by the FEC decoder. As an exanple, for the Under- Specified
FEC scheme with FEC Encoding I D 129 defined in Section 5.1, this
informati on m ght include the lengths of the different source

bl ocks that make up the object and the overall object |ength.

This might also include specific paraneters of the FEC encoder.

The FEC Encoding I D, FEC Instance ID (for Under-Specified FEC
schenmes) and the FEC bj ect Transnission Information can be sent to a
receiver within the data packet headers, within session contro
packets, or by some other nmeans. |In any case, the neans for

comuni cating this to a receiver is outside the scope of this
docunent. The FEC Payload ID MIST be included in the data packet
header fields, as it provides a description of the encodi ng synbol s
contained in the packet.

3.1. FEC Encoding ID and FEC Instance ID

The FEC Encoding IDis a nuneric index that identifies a specific FEC
schenme OR a class of encodi ng schenes that share the same FEC Payl oad
I D format.

An FEC schene is a Fully-Specified FEC schene if the encodi ng schene
is formally and fully specified, in a way that independent

i mpl enentors can inplenment both encoder and decoder from a
specification that is an | ETF RFC. The FEC Encodi ng | D uni quely
identifies a Fully-Specified FEC schene. Conpani on docunments of this
speci fication may specify Fully-Specified FEC schenmes and associ ate
themwi th FEC Encodi ng | D val ues.

These docunents MJST al so specify a fornmat for the FEC Payl oad I D and
specify the information in the FEC Object Transm ssion | nformtion.

It is possible that a FEC schene may not be a Fully-Specified FEC
schene, because either a specification is sinply not available or a
party exists that owns the encoding schene and is not willing to

di sclose the algorithmor specification. W refer to such an FEC
encodi ng schenmes as an Under - Specified FEC schenme. The foll ow ng
hol ds for an Under- Specified FEC schene:

Luby, et. al. Experi nment al [ Page 5]



RFC 3452 FEC Bui | di ng Bl ock Decenber 2002

o The fields and their formats of the FEC Payload ID and the specific
information in the FEC Object Transm ssion |Information MJST be
defined for the Under-Specified FEC schene.

0 A value for the FEC Encoding I D MJST be reserved and associ at ed
with the fields and their formats of the FEC Payload ID and the
specific information in the FEC Qbject Transm ssion |nformation.
An al ready reserved FEC Encoding I D value MIUST be reused if the
associ ated FEC Payl oad I D has the sane fields and formats and the
FEC bj ect Transm ssion Information has sanme information as the
ones needed for the new Under-Specified FEC schene.

o A value for the FEC I nstance | D MJUST be reserved.

An Under - Speci fied FEC schene is fully identified by the tuple (FEC
Encoding ID, FEC Instance ID). The tuple MJST identify a single
schenme that has at |east one inplenentation. The party that owns
this tuple MJUST be able to provide information on howto obtain the
Under - Speci fi ed FEC schene identified by the tuple, e.g., a pointer
to a publicly avail able reference-inplenentation or the nane and
contacts of a conpany that sells it, either separately or enbedded in
anot her product.

Different Under-Specified FEC schenes that share the sane FEC
Encoding ID -- but have different FEC Instance IDs -- also share the
same fields and corresponding fornmats of the FEC Payl oad I D and
specify the sane information in the FEC Qbject Transm ssion

I nf or mat i on.

This specification reserves the range 0-127 for the values of FEC
Encoding I Ds for Fully-Specified FEC schenmes and the range 128-255
for the val ues of Under- Specified FEC schenes.

3.2. FEC Payl oad I D and FEC Obj ect Transm ssion |nformation

A docunent that specifies an FEC schene and reserves a val ue of FEC
Encoding I D MUST define the fields and their packet formats for the
FEC Payl oad I D and specify the information in the FEC Object

Transni ssion Information according to the needs of the encoding
schenme. This applies to docunents that reserve val ues of FEC
Encoding IDs for both Fully-Specified and Under-Specified FEC
schenes.

The specification of the fields and their packet formats for the FEC

Payl oad | D MJUST specify the neaning of the fields and their format
down to the level of specific bits. The total length of all the
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fields in the FEC Payl oad I D MJST have a length that is a nultiple of
a 4-byte word. This requirenent facilitates the alignnent of packet
fields in protocol instantiations.

4. Applicability Statement

The FEC buil ding bl ock applies to creating and sendi ng encodi ng
synbol s for objects that are to be reliably transported using IP

mul ticast or unicast. The FEC buil ding bl ock does not provide higher
| evel session support. Thus, for exanple, many objects may be
transmtted within the same session, in which case a higher |eve

buil ding block may carry a uni qgue Transport Object ID (TO) for each
object in the session to allow the receiver to demultiplex packets
within the session based on the TO wi thin each packet. As another
exanpl e, a receiver nay subscribe to nore than one session at a tine.

In this case a higher Ievel building block nmay carry a uni que
Transport Session ID (TSI) for each session to allow the receiver to
demul ti pl ex packets based on the TSI within each packet.

O her building blocks may supply direct support for carrying out-of-
band information directly relevant to the FEC building block to
receivers. For exanple, the length of the object is part of the FEC
bj ect Transnission Information that may in sone cases be
comuni cat ed out-of-band to receivers, and one nmechani sm for
providing this to receivers is within the context of another building
bl ock that provides this information.

Sone protocols may use FEC codes as a mechanismfor repairing the

| oss of packets. Wthin the context of FEC repair schemes, feedback
packets are (optionally) used to request FEC retransm ssion. The
FEC-rel ated infornmati on present in feedback packets usually contains
an FEC Bl ock ID that defines the block that is being repaired, and
the nunmber of Repair Synbols requested. Although this is the npst
conmon case, variants are possible in which the receivers provide
nore specific information about the Repair Synbols requested (e.g.,
an index range or a list of synbols accepted). It is also possible
to include nultiple requests in a single feedback packet. This
docunent does not provide any detail about feedback schenes used in
conbi nation with FEC nor the format of FEC information in feedback
packets. |If feedback packets are used in a conpl ete protocol
instantiation, these details mnmust be provided in the protocol

i nstantiation specification.

The FEC buil di ng bl ock does not provide any support for congestion
control. Any conplete protocol MJST provide congestion control that
conforms to RFC 2357 [5], and thus this MJST be provided by anot her
bui I di ng bl ock when the FEC building block is used in a protocol.
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A nmore conpl ete description of the applicability of FEC codes can be
found in the conpani on docunent [4].

5. Packet Header Fields

This section specifies the FEC Encoding I D, the associated FEC

Payl oad ID format, and the specific information in the FEC Cbject
Transm ssion Information for a nunber of known Under- Specified FEC
schemes. Under- Specified FEC schenmes that use the same FEC Payl oad
ID fields, formats, and specific information in the FEC Obj ect
Transm ssion Information (as for one of the FEC Encoding |Ds
specified in this section) MJST use the correspondi ng FEC Encodi ng
ID. Oher FEC Encoding IDs nay be specified for other Under-
Speci fi ed FEC schenes in conpani on docunents.

5.1. Small Block, Large Bl ock and Expandabl e FEC Codes

This subsection reserves the FEC Encoding I D value 128 for the
Under - Speci fi ed FEC schenes described in [4] that are called Small
Bl ock FEC codes, Large Bl ock FEC codes and Expandabl e FEC codes.

The FEC Payl oad ID is conposed of a Source Bl ock Number and an
Encodi ng Synbol D structured as foll ows:

0 1 2 3
01234567890123456789012345678901
T ST e e T T i S O i S ST M S S S S
| Sour ce Bl ock Number |
T ST e e T T i S O i S ST M S S S S
| Encodi ng Synbol ID |
T ST e e T T i S O i S ST M S S S S

The Source Bl ock Nunber identifies fromwhich source block of the
obj ect the encoding synbol (s) in the payl oad are generated. These
bl ocks are numnbered consecutively fromO to N1, where Nis the
nunber of source blocks in the object.

The Encodi ng Synbol 1D identifies which specific encoding synbol (s)
generated fromthe source block are carried in the packet payl oad.
The exact details of the correspondence between Encodi ng Synmbol |Ds
and the encodi ng synbol (s) in the packet payl oad are dependent on the
particul ar encoding algorithmused as identified by the FEC Encodi ng
ID and by the FEC Instance ID, and these details may be proprietary.

The FEC bj ect Transmi ssion Information has the followi ng specific
i nformati on:

o The FEC Encoding I D 128.
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o0 The FEC Instance |ID associated with the FEC Encoding ID 128 to be
used.

o The total length of the object in bytes.

o The nunber of source blocks that the object is partitioned into,
and the Iength of each source block in bytes.

To understand how this out-of-band information is conmuni cated, one
nmust | ook outside the scope of this docunent. One exanple nay be
that the source block I engths may be derived by a fixed al gorithm
fromthe object Iength. Another exanple may be that all source

bl ocks are the same length and this is what is passed out-of-band to
the receiver. A third exanple could be that the full sized source

bl ock Iength is provided and this is the length used for all but the
| ast source bl ock, which is cal cul ated based on the full source bl ock
I engt h and the object |ength.

5.2. Small Block Systematic FEC Codes

This subsection reserves the FEC Encoding I D value 129 for the
Under - Speci fi ed FEC schenes described in [4] that are called Small
Bl ock Systematic FEC codes. For Small Bl ock Systematic FEC codes,
each source block is of length at nost 65536 source synbol s.

Al t hough these codes can generally be accomvpbdated by the FEC
Encoding I D described in Section 5.1, a specific FEC Encoding IDis
defined for Small Bl ock Systenmatic FEC codes to allow nore
flexibility and to retain header conpactness. The small source bl ock
length and smal |l expansion factor that often characterize systenmatic
codes may require the data source to frequently change the source

bl ock Iength. To allow the dynam c variation of the source bl ock
length and to comunicate it to the receivers with | ow overhead, the
bl ock Iength is included in the FEC Payl oad |D.

The FEC Payl oad ID is conposed of the Source Bl ock Nunber, Source
Bl ock Length and the Encodi ng Synbol I|D:

0 1 2 3
01234567890123456789012345678901
T S T T s T T o S T o s st s U S S Y I o S S
| Sour ce Bl ock Number |
T S T T s T T o S T o s st s U S S Y I o S S
| Sour ce Bl ock Length | Encodi ng Synbol 1D |
T S T T s T T o S T o s st s U S S Y I o S S
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The Source Bl ock Nunber identifies fromwhich source block of the
obj ect the encoding synbol (s) in the payl oad are generated. These
bl ocks are numbered consecutively fromO to N1, where Nis the
nunber of source blocks in the object.

The Source Bl ock Length is the length in units of source synbol s of
the source bl ock identified by the Source Bl ock Number.

The Encodi ng Synbol 1D identifies which specific encoding synbol (s)
generated fromthe source block are carried in the packet payl oad.
Each encodi ng synbol is either an original source synbol or a
redundant synbol generated by the encoder. The exact details of the
correspondence between Encodi ng Synbol | Ds and the encodi ng synbol (s)
in the packet payl oad are dependent on the particul ar encoding

al gorithmused as identified by the FEC Encoding I D and by the FEC
Instance I D, and these details may be proprietary.

The FEC bject Transmi ssion Information has the foll owi ng specific
i nformati on:

o The FEC Encoding I D 129.

o0 The FEC Instance |ID associated with the FEC Encoding ID 129 to be
used.

o The total length of the object in bytes.

o The maxi mum nunber of encodi ng synbols that can be generated for
any source block. This field is provided for exanple to all ow
receivers to preallocate buffer space that is suitable for decoding
to recover any source bl ock.

o For each source block, the length in bytes of encoding synbols for
t he source bl ock

How t his out-of-band information is conmunicated is outside the scope
of this docunment. As an exanple the Iength in bytes of encoding
synbol s for each source bl ock may be the sane for all source bl ocks.
As anot her exanpl e, the encodi ng synbol length may be the sane for
all source bl ocks of a given object and this length is comuni cat ed
for each object. As a third exanple, it nay be that there is a
threshold value I, and for all source blocks consisting of |ess than
| source synbols, the encoding synbol length is one fixed nunber of
bytes, but for all source blocks consisting of | or nore source
synbol s, the encoding synbol length is a different fixed nunber of
byt es.
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Not e that each encodi ng synbol, i.e., each source synbol and
redundant synbol, nmust be the same length for a given source bl ock
and this inplies that each source block length is a nultiple of its
encodi ng synbol length. |If the original source block length is not a
mul tiple of the encoding synbol length, it is up to the sending
application to appropriately pad the original source block to form
the source bl ock to be encoded, and to conmunicate this padding to
the receiving application. The formof this padding, if used, and
how it is conmunicated to the receiving application, is outside the
scope of this docunment, and nust be handled at the application |evel.

6. Requirenents from other building bl ocks

The FEC buil di ng bl ock does not provide any support for congestion
control. Any conplete protocol MJST provide congestion control that
conforms to RFC 2357 [5], and thus this MJST be provided by anot her
bui I di ng bl ock when the FEC building block is used in a protocol.

There are no other specific requirenments from other building bl ocks
for the use of this FEC building block. However, any protocol that
uses the FEC building block will inevitably use other building bl ocks
for exanple to provide support for sending higher |evel session

i nformation within data packets containing FEC encodi ng synbol s.

7. Security Considerations

Data delivery can be subject to denial-of-service attacks by
attackers which send corrupted packets that are accepted as
legitimate by receivers. This is particularly a concern for
mul ti cast delivery because a corrupted packet nay be injected into
the session close to the root of the nulticast tree, in which case
the corrupted packet will arrive to many receivers. This is
particularly a concern for the FEC buil ding bl ock because the use of
even one corrupted packet containing encoding data may result in the
decodi ng of an object that is conpletely corrupted and unusable. It
is thus RECOVWENDED t hat the decoded objects be checked for integrity
before delivering objects to an application. For exanple, an M5
hash [8] of an object may be appended before transm ssion, and the
MD5 hash is conmputed and checked after the object is decoded but
before it is delivered to an application. Moreover, in order to
obtain strong cryptographic integrity protection a digital signature
verifiable by the receiver SHOULD be conputed on top of such a hash
value. It is also RECOMMENDED that a packet authentication protoco
such as TESLA [7] be used to detect and discard corrupted packets
upon arrival. Furthernore, it is RECOMWENDED that Reverse Path
Forwar di ng checks be enabled in all network routers and sw tches
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along the path fromthe sender to receivers to limt the possibility
of a bad agent successfully injecting a corrupted packet into the
mul ticast tree data path.

Anot her security concern is that some FEC i nformati on may be obt ai ned
by receivers out-of-band in a session description, and if the session
description is forged or corrupted then the receivers will not use
the correct protocol for decoding content fromreceived packets. To
avoi d these problens, it is RECOMWENDED t hat neasures be taken to
prevent receivers fromaccepting incorrect session descriptions,

e.g., by using source authentication to ensure that receivers only
accept legitimte session descriptions from authorized senders.

8. | ANA Consi derati ons

Val ues of FEC Encoding IDs and FEC Instance I Ds are subject to | ANA
regi stration. FEC Encoding IDs and FEC Instance IDs are

hi erarchical: FEC Encoding | Ds scope ranges of FEC I nstance | Ds.
Only FEC Encoding IDs that correspond to Under- Specified FEC schenes
scope a correspondi ng set of FEC | nstance | Ds.

The FEC Encoding IDis a nuneric non-negative index. 1In this
docunent, the range of values for FEC Encoding IDs is O to 255.
Values fromO to 127 are reserved for Fully-Specified FEC schenes and
Val ues from 128 to 255 are reserved for Under-Specified FEC schenes,
as described in nore detail in Section 3.1. This specification

al ready assigns the values 128 and 129, as described in Section 5.

Each FEC Encoding I D assigned to an Under- Specified FEC schene scopes
an i ndependent range of FEC Instance IDs (i.e., the sane value of FEC
I nstance I D can be reused for different FEC Encoding IDs). An FEC
Instance IDis a numeric non-negative index.

8.1. Explicit | ANA Assignnment Cuidelines
Thi s docunent defines a nane-space for FEC Encodi ng | Ds naned:
ietf:rnt:fec:encoding

| ANA has established and manages the new registry for the
"ietf:rnt:fec:encodi ng" nane-space. The values that can be assigned
within the "ietf:rnt:fec:encodi ng" nanme-space are nuneric indexes in
the range [0, 255], boundaries included. Assignnment requests are
granted on a "Specification Required" basis as defined in RFC 2434
[6]: An | ETF RFC MUST exi st and specify the FEC Payload ID fields and
formats as well as the FEC bject Transnission Information for the
value of "ietf:rnt:fec:encoding" (FEC Encoding |ID) being assigned by
| ANA (see Section 3.1 for nore details). Note that the val ues 128
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and 129 of "ietf:rnt:fec:encoding" are already assignhed by this
docunent as described in Section 5.

Thi s docunent al so defines a nanme-space for FEC I nstance | Ds naned:
ietf:rnt:fec:encoding:instance

The "ietf:rnt:fec:encoding:instance" nane-space is a sub-name-space
associated with the "ietf:rnmt:fec:encodi ng" name-space. Each val ue
of "ietf:rnt:fec:encoding" assigned in the range [128, 255] has a
separate "ietf:rnt:fec:encodi ng:instance" sub-nane-space that it
scopes. Values of "ietf:rm:fec:encoding”" in the range [0, 127] do
not scope a "ietf:rnt:fec:encoding:instance" sub-name-space.

The val ues that can be assigned within each
"ietf:rnt:fec:encoding:instance" sub-nane-space are non-negative
nuneric indices. Assignnent requests are granted on a "First Cone
First Served" basis as defined in RFC 2434 [6]. The sane val ue of
"ietf:rn:fec:encoding:instance" can be assigned within nultiple

di sti nct sub-name-spaces, i.e., the sanme val ue of
"ietf:rm:fec:encoding:instance" can be used for nultiple val ues of
"ietf:rm:fec:encoding".

Requestors of "ietf:rnt:fec:encoding:instance" assignnments MJST
provide the follow ng information

o0 The value of "ietf:rnt:fec:encoding" that scopes the
"ietf:rnt:fec:encoding:instance" sub-nane-space. This nmust be in
the range [128, 255].

o Point of contact information

0 A pointer to publicly accessible docunentation describing the
Under - Speci fi ed FEC schene, associated with the val ue of
"ietf:rn:fec:encoding:instance" assigned, and a way to obtain it
(e.g., a pointer to a publicly avail able reference-inplenmentation
or the nane and contacts of a conpany that sells it, either
separately or enbedded in a product).

It is the responsibility of the requestor to keep all the above
i nformation up to date.

9. Intellectual Property Disclosure
The | ETF has been notified of intellectual property rights claimed in
regard to sone or all of the specification contained in this

docunent. For nore information consult the online |list of clained
rights.
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13.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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