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Abstract

The purpose of the Incident Object Description and Exchange Format is
to define a common data format for the description, archiving and
exchange of information about incidents between CSI RTs (Conputer
Security Incident Response Teans) (including alert, incident in

i nvestigation, archiving, statistics, reporting, etc.). This
docunent describes the high-level requirenments for such a description
and exchange fornmat, including the reasons for those requirenents.
Exanpl es are used to illustrate the requirenments where necessary.

1. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].
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2. Introduction

Thi s docunent defines requirenments for the Incident object

Descri ption and Exchange Format (|1 ODEF), which is the intended
product of the Incident Taxonomy Working Goup (I TDW5) at TERENA [2].
| ODEF is planned to be a standard format which allows CSIRTs to
exchange operational and statistical information; it may al so provide
a basis for the devel opnment of conpatible and inter-operable tools
for Incident recording, tracking and exchange.

Another aimis to extend the work of IETF IDWG (currently focused on
I ntrusion Detection exchange format and comuni cati on protocol) to

t he description of incidents as higher level elenments in Network
Security. This will involve CSIRTs and their constituency rel ated

i ssues.

The | ODEF set of docunents of which this docunent is the first wll
contain | ODEF Data Mbddel and XM. DTD specification. Further

di scussion of this document will take place in the | TDWG mailing
lists <incident-taxonony@ erena.nl> or <iodef@erena.nl>, archives
are avail abl e correspondently at
http://hypernmail.terena.nl/incident-taxonony-1list/mil-archive/ and
http://hypermail.terena.nl/iodef-1ist/nail-archive/

2.1. Rationale

This work is based on attenpts to establish cooperation and

i nformati on exchange between | eadi ng/ advanced CSI RTs in Europe and
among the FIRST comunity. These CSIRTs understand the advantages of
i nformati on exchange and cooperation in processing, tracking and

i nvestigating security incidents.

Conputer Incidents are becom ng distributed and International and

i nvol ve nmany CSI RTs across borders, |anguages and cultures. Post-
Incident information and statistics exchange is inportant for future
I nci dent prevention and Internet security inprovenent. The key

el enent for information exchange in all these cases is a common
format for Incident (Cbject) description.

It is probable that in further devel opnent or inplenentation the

| ODEF mi ght be used for forensic purposes, and this neans that

I nci dent description nust be unanbi guous and all ow for future custody
(archi vi ng/ docunent ati on) features.
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Anot her issue that is targeted by developing |ODEF is a need to have
hi gher | evel Incident description and exchange format than will be
provided by IDS (Intrusion Detection Systens) and the proposed | DEF
(I'ntrusion Detection Exchange Format). Conpatibility with |IDEF and
other related standards will be satisfied by the | ODEF requirenent on
nodul arity and extensibility. |ODEF should vertically be conpatible
with | DVEF, | ODEF might be able to include or reference | DMEF Al ert
nmessage as initial information about Incident.

2.2. Incident Description Terns

A definition of the nmain terns used in the rest of docunment is given
for clarity.

Where possible, existing definitions will be used; sone definitions
will need additional detail and further consideration

Taxonony of the Conputer Security Incident related terninology nmade
by TERENA's | TDWG [2] is presented in [12].

2.2.1. Attack

An assault on systemsecurity that derives froman intelligent
threat, i.e., an intelligent act that is a deliberate attenpt
(especially in the sense of a nmethod or technique) to evade security
services and violate the security policy of a system

Attack can be active or passive, by insider or by outsider, or via
attack nedi ator.

2.2.2. Attacker

Attacker is individual who attenpts one or nore attacks in order to
achi eve an objective(s).

For the purpose of | ODEF attacker is described by its network 1D
organi sati on whi ch network/conputer attack was origi nated and
physi cal |ocation information (optional).

2.2.3. CSIRT
CSI RT (Computer Security Incident Response Tean) is used in | ODEF to
refer to the authority handling the Incident and creating |ncident
bj ect Description. The CSIRT is also likely to be involved in
evi dence coll ection and custody, incident renedy, etc.

In 1 ODEF CSIRT represented by its ID, constituency, public key, etc.
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2.2.4. Damage

An intended or uni ntended consequence of an attack which affects the
normal operation of the targeted system or service. Description of
damage may include free text description of actual result of attack,
and, where possible, structured information about the particular
damaged system subsystem or service.

2.2.5. Event

An action directed at a target which is intended to result in a
change of state (status) of the target. Fromthe point of view of
event origination, it can be defined as any observabl e occurrence in
a systemor network which resulted in an alert being generated. For
exanmple, three failed logins in 10 seconds m ght indicate a brute-
force login attack.

2.2.6. Evidence

Evidence is infornmation relating to an event that proves or supports
a conclusion about the event. Wth respect to security incidents (the
events), it may include but is not limted to: data dunp created by
Intrusion Detection System (I1DS), data fromsyslog file, kernel
statistics, cache, nmenory, tenporary file system or other data that
caused the alert or were collected after the incident happened.

Special rules and care nust be taken when storing and archiving
evi dence, particularly to preserve its integrity. Wen necessary
evi dence shoul d be stored encrypted.

According to the Guidelines for Evidence Collection and Archiving
(Evi dence) evidence nust be strictly secured. The chain of evidence
custody needs to be clearly docunented.

It is essential that evidence should be collected, archived and
preserved according to |ocal |egislation.

2.2.7. |Incident

An Incident is a security event that involves a security violation.
An incident can be defined as a single attack or a group of attacks
that can be distinguished fromother attacks by the nmethod of attack
identity of attackers, victins, sites, objectives or tining, etc.

An incident is a root elenent of the |ODEF. In the context of | ODEF,

the termincident is used to nmean a Conputer Security Incident or an
I T Security Incident.
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However we shoul d di stinguish between the generic definition of
"Incident’ which is an event that night |ead to damage or damage
which is not too serious, and 'Security Incident’ and 'IT Security
I nci dent’” which are defined bel ow

a) Security incident is an event that involves a security violation
This nay be an event that violates a security policy, UAP, |aws
and jurisdictions, etc. A security incident nmay al so be an
i ncident that has been escalated to a security incident.

A security incident is worse than an incident as it affects the
security of or in the organisation. A security incident nay be

| ogi cal, physical or organisational, for exanple a conputer

i ntrusion, |oss of secrecy, information theft, fire or an alarm
that doesn’t work properly. A security incident nay be caused on
purpose or by accident. The latter nmay be if sonebody forgets to
|l ock a door or forgets to activate an access list in a router

b) An IT security incident is defined according to [9] as any real or
suspected adverse event in relation to the security of a conputer
or conputer network. Typical security incidents within the IT
area are: a conputer intrusion, a denial-of-service attack
information theft or data mani pul ation, etc.

2.2.8. | npact
| npact describes result of attack expressed in ternms of user
comunity, for exanple the cost in ternms of financial or other
di sruption

2.2.9. Target

A conmputer or network logical entity (account, process or data) or
physi cal entity (conponent, computer, network or internetwork).

2.2.10. Victim

Victimis individual or organisation which suffered the attack which
is described in incident report.

For the purpose of I ODEF victimis described by its network ID
organi sation and | ocation infornation.

2.2.11. Vulnerability
A flaw or weakness in a systenis design, inplenmentation, or operation

and managenent that could be exploited to violate the systenis
security policy.
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Most systens have vul nerabilities of some sort, but this does not
mean that the systens are too flawed to use. Not every threat
results in an attack, and not every attack succeeds. Success depends
on the degree of vulnerability, the strength of attacks, and the

ef fectiveness of any counterneasures in use. |f the attacks needed
to exploit a vulnerability are very difficult to carry out, then the
vul nerability may be tolerable. |If the perceived benefit to an
attacker is small, then even an easily exploited vulnerability may be
tol erable. However, if the attacks are well understood and easily
made, and if the vul nerable systemis enployed by a wi de range of
users, then it is likely that there will be enough benefit for
soneone to make an attack

2.2.12. Oher terns

O her ternms used: alert, activity, IDS, Security Policy, etc. - are
defined in related I-Ds, RFCs and standards [3, 6, 7, 8, 9, 10].

3. Ceneral Requirenents

3.1. The | ODEF shall reference and use previously published RFCs
wher e possi bl e.

Conment :

The | ETF has al ready devel oped a nunber of standards in the areas of
networks and security that are actually deployed in present |nternet.
Current standards provide framework for conpatibility of I ODEF with
other related technol ogi es necessary to operate /inplenent |1 ODEF in
practice. Another issue of conpatibility for the IODEF is its
general conpatibility with IDEF currently being devel oped by | ETF
IDEWG. In the interest of tinme and conpatibility, defined and
accepted standards shoul d be used wherever possible.

In particularly, |ODEF specification proposals SHOULD rely heavily on
exi sting comruni cations, encryption and | anguage standards, where
possi bl e.

4. Description Format

4.1. | CDEF shall support full internationalization and |ocalization
Conment :
Since sone | ncidents need invol vemrent of CSIRTs fromdifferent
countries, cultural and geographic regions, the | ODEF description

must be formatted such that they can be presented to an operator in a
| ocal | anguage and adhering to |ocal presentation formats.
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Al t hough net al anguage for | ODEF identifiers and | abels is considered
to be English, a local |ODEF inplenmentation mnmight be capable to
transl ate netal anguage identifiers and | abels into |ocal |anguage and
presentations if necessary.

Local i zed presentation of dates, tinme and nanmes may al so be required.
In cases where the nessages contain text strings and nanes that need
characters other than Latin-1 (or |1SO 8859-1), the information
preferably shoul d be represented using the ISOIEC IS 10646-1
character set and encoded using the UTF-8 transfornation format, and
optionally using | ocal character sets and encodings [13].

4.2. The | ODEF nmust support nodularity in Incident description to
al | ow aggregation and filtering of data.

Conment :

It is suggested that Incident description with | ODEF mi ght include
external information, e.g., fromIDS, or reference externally stored
evi dence custody data, or such information m ght be renoved from
current | ODEF description, e.g., in purposes of privacy or security.
Anot her practical/real life notivation for this requirenment is to
give possibility for some CSIRTs/ nanagers to performfiltering and/or
data aggregation functions on | ODEF descriptions for the purposes of
statistics, reporting and high I evel Incident information exchange
bet ween CSI RTs and/or their constituency and sponsors.

Therefore the | ODEF descriptions MJST be structured to facilitate
these operations. This also inplies to strong | ODEF semanti cs.

4.3. | CDEF nmust support the application of an access restriction
policy attribute to every el ement.

Conment :

| ODEF I nci dent descriptions potentially contain sensitive or private
i nformati on (such as passwords, persons/organi sations identifiers or
forensic information (evidence data)) and in sone cases nmay be
exposed to non-authorised persons. Such situations nay arise
particularly in case of Incident information exchange between CSIRTs
or other involved bodies. Sone cases may be addressed by encrypting
| ODEF el enents, however this will not always be possible.

Therefore, to prevent accidental disclosure of sensitive data, parts
of the | ODEF object nust be marked with access restriction
attributes. These markings will be particularly useful when used

wi th aut omat ed processing systens.
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5.

5.

6.

Conmuni cati ons Mechani sns Requi renent s

| ODEF exchange will normally be initiated by humans using
standard comuni cati on protocols, for exanple, e-mail, WWHITP,
LDAP

Conment :

| ODEF description is nornmally created by a hunman using special or
standard text editors. The IODEF is targeted to be processed by

aut omat ed I ncident handling systens but still mnust be hunan readabl e,
able to be viewed and browsed with standard tools (e.g., browsers or
el ectronic table processors or database tools Iike M5 Excel or
Access). Incident information exchange will normally require

aut hori sation by an operator or CSIRT manager so is not expected to
be initiated automatically. The role of Incident handling systemis
to provide assistance and tools for performng the exchange.

It is inportant to distinguish the purposes of the machi ne readabl e
and exchangeabl e | DEF I ntrusion nessage format and the human oriented
and created | ODEF | nci dent description.

Conmmuni cations security requirenents will be applied separately
according to local policy so are not defined by this docunent.

Message Contents

6.1. The root elenment of the 10 description should contain a unique

identification nunber (or identifier), 10O purpose and default
perm ssion |evel

Conment :

Uni que identification nunber (or identifier) is necessary to

di stingui sh one Incident fromanother. It is suggested that unique
identification nunber will contain infornmation at |east about 10
creator, i.e. CSIRT or related body. The classification of the

I nci dent nay al so be used to forma unique identification nunber. 10
purpose will actually control which elenments are included in the

| ODEF obj ect Purposes nmay include incident alert/registration,
handl i ng, archiving, reporting or statistics. The purpose, incident
type or status of Incident investigation may require different |evels
of access permission for the Incident information.

It is considered that root elenent of the | ODEF will be <I| NCl DENT>
and additional information will be treated as attri butes of the root
el enent .
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6.2. The content of the | ODEF description should contain the type of
the attack if it is known.

It is expected that this type will be drawn froma standardi zed |i st
of events; a new type of event may use a tenporary inplenentation-
specific type if the event type has not yet been standardi zed.

Conment :

I nci dent handling may involve many different staff menbers and teans.
It is therefore essential that common terns are used to describe

i nci dents.

If the event type has not yet been standardized, tenporary type
definition mght be given by teamcreated IO It is expected that
new type name will be self-explanatory and derived froma sinilar,
exi sting type definition.

6.3. The | ODEF description nust be structured such that any rel evant
advi sories, such as those from CERT/CC, CVE, can be referenced.

Conment :
Usi ng standard Advisories and lists of known Attacks and
Vul nerabilities will allow the use of their recomendati ons on

I nci dent handl i ng/ prevention. Such information mght be included as
an attribute to the attack or vulnerability type definition

6.4. | ODEF may include a detailed description of the attack that
caused the current Incident.

Conment :

Description of attack includes infornmation about attacker and victim
t he appearance of the attack and possible inpact. At the early stage
of Intrusion alert and Incident handling there is likely to be

m nimal information, during handling of the Incident this will grow
to be sufficient for Incident investigation and renedy. El enent
<ATTACK> shoul d be one of the main elenments of |ncident description.

6.5. The | ODEF description nust include or be able to reference
addi tional detailed data related to this specific underlying
event(s)/activity, often referred as evi dence.

Conment :
For many purposes |Incident description does not need many details on
specific event(s)/activity that caused the Incident; this infornmation

may be referenced as external information (by neans of URL). In sone
cases it mght be convenient to store separately evidence that has

di fferent access permssions. It is foreseen that another standard
will be proposed for evidence custody [5].
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6.6. The | ODEF description MJST contain the description of the

attacker and victim

Conment :

This information is necessary to identify the source and target of
the attack. The mninmuminformation about attacker and victimis
their 1P or Internet addresses, extended information will identify
their organisations allowing CSIRTs to take appropriate neasures for
their particular constituency.

6.7. The | ODEF description nust support the representati on of

different types of device addresses, e.g., |IP address (version 4 or
6) and | nternet nane.

Conment :

The sites fromwhich attack is |aunched m ght have addresses in
various levels of the network protocol hierarchy (e.g., Data |layer 2
MAC addresses or Network layer 3 | P addresses). Additionally, the
devices involved in an intrusion event m ght use addresses that are
not |IP-centric, e.g., ATMaddresses. It is also understood that

i nformati on about the source and target of the attack m ght be
obtained fromIDS and include the | P address, MAC address or both.

6.8. | ODEF nust include the Identity of the creator of the Incident

6.

9.

bj ect (CSIRT or other authority). This may be the sender in an
i nformati on exchange or the teamcurrently handling the incident.

Commrent :
The identity of Incident description creator is often val uable
information for Incident response. |n one possible scenario the

attack may progress through the network, conparison of corresponding
incidents reported by different authorities mght provide sone

addi tional information about the origin of the attack. This is also
useful information at post-incident information handling/ exchange

st age.

The | ODEF description nmust contain an indication of the

possi bl e inpact of this event on the target. The value of this
field should be drawn from a standardi zed list of values if the
attack is recognized as known, or expressed in a free | anguage by
responsi bl e CSI RT team nenber.

Conment :

I nformati on concerning the possible inpact of the event on the target
system provides an indication of what the attacker is attenpting to
do and is critical data for the CSIRTs to take actions and perform
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danmage assessnent. |If no reference information (Advisories) is
available, this field nmay be filled in based on CSIRT team
experi ence.

It is expected that nost CSIRTs will devel op Incident handling
support systens, based on existing Advisories (such as those from
CERT/ CC, CVE, etc.) that usually contain list of possible inpacts for
identified attacks.

This also relates to the devel opnent of |DEF which will be
inplenmented in intelligent IDS, able to retrieve information from
standard dat abases of attacks and vulnerabilities [3].

6.10. The | ODEF nust be able to state the degree of confidence in
the report information

Conment :

Including this information is essential at the stage of Incident
creation, particularly in cases when intelligent automatic |IDS or
expert systens are used. These nornally use statistical engines to
estimte the event probability.

6.11. The | ODEF description nust provide information about the
actions taken in the course of this incident by previous CSIRTs.

Conment :

The | ODEF descri bes an Incident throughout its life-tine fromAl ert
to closing and archiving. It is essential to track all actions taken
by all involved parties. This will help deternine what further

action needs to be taken, if any. This is especially inmportant in
case of Incident information exchange between CSIRTs in process of

i nvesti gati on.

6.12. The | ODEF nust support reporting of the tinme of all stages
along Incident life-tine.

Comment :

Time is inportant fromboth a reporting and correl ati on point of
view. Tine is one of nmain conmponents that can identify the sane
Incident or attack if launched frommany sites or distributed over
the network. Tinme is also essential to be able to track the life of
an Incident including Incident exchange between CSIRTs in process of
i nvestigati ng.
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6.13. Tine shall be reported as the local tinme and tinme zone offset
fromUTC. (Note: See RFC 1902 for guidelines on reporting tine.)

Conment :

For event correlation purposes, it is inmportant that the nanager be
able to normalize the tinme information reported in the | ODEF
descri pti ons.

6.14. The format for reporting the date nmust be conpliant with all
current standards for Year 2000 rollover, and it must have
sufficient capability to continue reporting date val ues past the

year 2038.
Conment :
It is stated in the purposes of the | ODEF that the | ODEF shal
descri be the Incident throughout its life-tinme. |In the case of

archiving this duration mght be unlimted. Therefore,
i npl ementations that lint expression of tinme value (such as 2038
date representation limtation in "Unix tine") MJST be avoi ded.

6.15. Tine granularity in 1O tine paraneters shall not be specified
by the | ODEF.

Conment :

The tinme data may be included into | ODEF description by existing

i nformation systens, retrieved fromincident reporting nessages or
taken from I DS data or other event registration tools. Each of these
cases may have its own different tinme granularity. For the purposes
of inplenmentation, it should be possible to handle tinme at different
stages according to the local system capabilities.

6.16. The | ODEF shoul d support confidentiality of the description
content.

The sel ected design should be capabl e of supporting a variety of
encryption algorithnms and nust be adaptable to a wide variety of
envi ronnent s.

Conment :

| ODEF I nci dent descriptions potentially contain sensitive or private
i nformati on (such as forensic data (evidence data), passwords, or
per sons/ organi sations identifiers) which would be of great interest

to an attacker or malefactor. Incident information normally will be
stored on a networked conputer, which potentially nay be exposed to
attacks (or conpronised). Incident information nay be transmtted

across uncontrol | ed network segnents. Therefore, it is inportant
that the content be protected from unaut horised access and
nmodi fication. Furthernore, since the legal environment for privacy
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and encryption technol ogies are varied fromregions and countries and
change often, it is inmportant that the design sel ected be capabl e of

supporting a nunber of different encryption options and be adaptabl e
by the user to a variety of environnents. Additional neasures may be
undertaken for securing the Incident during conmunication but this

i ssue is outside of | ODEF scope as it inplies nore strict rules for

| O archiving and storing in general.

6.17. The | ODEF should ensure the integrity of the description
content.

The sel ected design should be capable of supporting a variety of
integrity mechani sms and nust be adaptable to a wide variety of
envi ronnent s.

Conment :
Speci al neasures should be undertaken to prevent malicious IO
changes.

Addi ti onal nmeasures may be undertaken for securing the |ncident
during comuni cation but this issue is outside of | ODEF scope.

6.18. The | ODEF shoul d ensure the authenticity and non-repudi ation
of the message content.

Conment :

Aut henticity and accountability is needed by nmany teans, especially
given the desire to automatically handle 10s, therefore it MJST be
included in the | ODEF. Because of the inportance of 10 authenticity
and non-repudi ation to many teans and especially in case of

comuni cati on between them the inplenentation of these requirenents
is strongly RECOVMENDED.

6.19. The | ODEF description nmust support an extension mechani sm
which may be used by inplenenters. This allows future
i mpl enent ati on-specific or experinmental data. The inplenmenter
MUST i ndicate how to interpret any included extensions.

Comment :

| mpl enmenters mght wish to supply extra data such as infornmation for
i nternal purposes or necessary for the particular inplenentation of
their Incident handling system These data nmay be renoved or not in
external comrunications but it is essential to mark them as
additional to prevent wong interpretation by different systens.
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6.20. The senantics of the | CDEF description rmust be well defined.

7.

7.

1.

Conment :

| ODEF is a human oriented format for |ncident description, and | ODEF
description should be capabl e of being read by humans. The use of
automatic parsing tools is foreseen but should not be critically
necessary. Therefore, | ODEF nust provide good semantics, which will
be key to understandi ng what the description contains. In some
cases the | ODEF description will be used for autonatic decision
making, so it is inportant that the description be interpreted
correctly. This is an argunent for using | anguage-based semanti cs.
The netal anguage for | ODEF identifiers and |abels is proposed to be
English, a local |ODEF inplenmentation m ght be able to translate

nmet al anguage identifiers and | abels into | ocal |anguage and
presentations if necessary.

| ODEF extensibility

The | ODEF itself MJUST be extensible. It is essential that when
the use of new technol ogi es and devel opnent of automated | nci dent
handl i ng system demands extension of | ODEF, the I ODEF will be
capable to include new i nformation

Conment :

In addition to the need to extend | ODEF to support new | nci dent

handling tools, it is also suggested that I1ODEF will incorporate new

devel opnents fromrel ated standardi sati on areas such as | DEF for |1DS
or the devel opnent of special format for evidence custody. The
procedure for extension should be based on CSIRT/ | ODEF comunity
accept ance/ appr oval

Security Considerations

This meno describes requirenents to an Incident Object Description
and Exchange Fornat, which intends to define a common data format for
the description, archiving and exchange of information about

i ncidents between CSIRTs (including alert, incident in investigation
archiving, statistics, reporting, etc.). 1In that respect the

i npl erentation of the | ODEF is a subject to security considerations.
Particul ar security requirenent to access restriction indication is
di scussed in section 4.3, requirenents to Incident description
confidentiality, integrity, authenticity and non-repudiation are
described in sections 6.16, 6.17, 6.18.
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