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Abstract

This nenp docunments a process intended to apply architectural
discipline to the future devel opnent of the Session Initiation
Protocol (SIP). There have been concerns with regards to new SIP
proposals. Specifically, that the addition of new SIP features can
be damagi ng towards security and/or greatly increase the conplexity
of the protocol. The Transport Area directors, along with the SIP
and Session Initiation Proposal |nvestigation (SIPPING working group
chairs, have provided suggestions for SIP nodifications and

ext ensi ons.

1. Term nol ogy

In this docunment, the key words "MAY", "MJST, "MJST NOT", " SHOULD',
and "SHOULD NOT", are to be interpreted as described in Keywords [1].
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2. History and Devel opnent

The I ETF's Session Initiation Protocol (SIP) [3] was originally

devel oped for initiation of nmultinedia sessions. Internet

mul ti media, voice over IP, IP tel ephony, and SIP have becone quite
popul ar, both inside |IETF and with other standards groups, and the
applications of SIP have grown. One result of this popularity has
been a continual flood of suggestions for SIP nodifications and
extensions. The task for | ETF nanagenent of SIP has been to keep the
prot ocol devel opnent focused on SIP s core strengths and the
applications it does best.

2.1 The I ETF SIP Wrking Goup

The | ETF SIP Wrking G oup has been chartered to be the "owner" of
the SIP protocol [3], as long as the working group exists. Al
changes or extensions to SIP nust first exist as SIP Wrking G oup
docunents. The SIP Working group is charged with being the guardian
of the SIP protocol for the Internet, and therefore should only
extend or change the SIP protocol when there are conpelling reasons
to do so.

Docunents that nust be handled by the SIP working group include new
SI P net hods, new SIP option tags, new response codes, and new
standards track SIP headers. Wth the exception of "P-" headers
described in Section 4.1, all SIP extensions nust be standards track
and must be developed in the | ETF based upon requirenents provided by
t he SI PPI NG Wor ki ng G oup.

| ETF wor ki ng groups do not live forever; typically, mailing lists
continue after the working group is concluded. If the SIP Wrking
Group has closed and no suitabl e replacenent or foll ow on working
group is active, the Transport Area directors will the use the non-
wor ki ng group standards track document process (described in section
6.1.2 of RFC 2026--1ETF Standards Process [2]) using the SIP and
SIPPING nailing lists and desi gnated experts fromthe SIP comunity
for advice. The IETF will remain the hone of extensions of SIP and
the requirenent of standards track action will remain as defined in
the rest of this docunent. The rate of grow h of extensions of any
protocol in the IETF is hoped to be | ow

It is appropriate for any working group to develop SIP event packages
[4], but the working group nust have charter approval to do so. The
|ETF will also require (Individual) RFC publication for the

regi stration of event packages devel oped outside the scope of an | ETF
wor ki ng group. Requirenents for publishing event packages are
described in detail in Section 4.3.
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2.2 The 1 ETF SI PPI NG Wor ki ng Group

The | ETF Session Initiation Protocol Proposal |nvestigation (sipping)
Wirking Goup is chartered to be a filter in front of the SIP Wrking
G oup. This working group will investigate requirenents for
applications of SIP, some of which nay |lead to requests for
extensions to SIP. These requirenents may conme fromthe conmunity at
large, or fromindividuals who are reporting the requirenents as
determ ned by anot her standards body. The SIPPING Wrking Goup will
also not live forever, with simlar consideration to the sections
above.

The SI PPI NG Wrking Group nay deternine: that these requirenments can
be satisfied by SIP without nodifications, that the requirenents are
not sufficiently general to warrant a change to SIP, that the
requirenments justify a change to SIP, or that the requirenents shoul d
be conbined with other requirenments to solve a nore general problem
or solve the sane problemin a nore flexible way.

Because the SIP protocol gets so nmuch attention, sone application
designers may want to use it just because it is there, such as for
control ling househol d appliances. SIPPING should act as a filter,
accepting only requirenents which play to the best strengths of SIP,
such as realtinme presence.

When t he SI PPI NG wor ki ng group decides on a set of requirenents, it
forwards themto the SIP working group. The SIPPING Wrking G oup

may al so document usage or applications of SIP which do not require
any protocol extensions.

The SI PPI NG wor ki ng group al so acts as a filter for proposed event
packages as described in Section 4. 3.

3. SIP Change Process

Anyone who thinks that the existing SIP protocol is applicable to
their application, yet not sufficient for their task nust wite an

i ndi vidual Internet-Draft explaining the problemthey are trying to
solve, why SIP is the applicable protocol, and why the existing SIP
protocol will not work. The Internet-Draft nust include a detailed
set of requirenents (distinct fromsolutions) that SIP would need to
nmeet to solve the particular problem The Internet-Draft nust al so
describe in detail any security issues that arise from neeting those
requirements. After the Internet-Draft is published, the authors
shoul d send a note to the SIPPING Wrking Goup nailing list to start
di scussion on the Internet-Draft.
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The SI PPI NG wor ki ng group chairs, in conjunction with the Transport
Area Directors, will determne if the particular problens raised in
the requirements Internet-Draft warrants being added to the SIPPI NG
charter based on the mailing list discussion. The SIPPING worKking
group shoul d consi der whether the requirenents can be nerged with
other requirenments fromother applications, and refine the ID
accordingly.

If the chairs and the ADs both feel that the particul ar new probl ens
shoul d be added to the SIPPING Wrking Goup charter, then the ADs
will present the proposed SIPPING charter nodifications to the | ESG
and |1 AB, in accordance with the usual process for charter expansion
If the IESG (with | AB advi ce) approves of the charter changes, the
S| PPI NG wor ki ng group can then work on the probl ens described in the
Internet-Draft.

In a separate Internet-Draft, the authors may describe a set of
changes to SIP that would neet the requirenments. The Internet-Draft
woul d then be passed to the SIP working group for consideration (if
warranted). The SIP working group is not required to adopt the
proposed solution fromthis additional Internet-Draft.

The SI PPI NG wor ki ng group nay al so eval uate such proposals for
extensions if the requirenents are judged to be appropriate to SIP,
but are not sufficiently general for standards track activity. The
SI PPI NG working group will attenpt to determine if the new proposa
nmeets the requirenments for publication as a "P-" header, as described
in Section 4.1, within a specific scope of applicability.

The Transport ADs nmay, on a case by case basis, support a process in
which the requirenents analysis is inplicit and the SIP working group
requests the addition of a charter itemfor an extension w thout a
full SIPPING process as described. This will be the exception

Wth respect to standardization, this process neans that SIP
extensions cone only fromthe | ETF, the body that created SIP. The
| ETF will not publish a SIP extension RFC outside of the processes
descri bed here.

The SIP Wrking Goup is required to protect the architectural
integrity of SIP and nust not add features that do not have genera
use beyond the specific case. Al so, they nust not add features just
to make a particular function nore efficient at the expense of
sinplicity or robustness.
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Sonme wor ki ng groups besides SIPPI NG generate requirenments for SIP
sol utions and/or extensions as well. At the tinme this docunent was
written, these include SIP for |Instant Messagi ng and Presence
Leveragi ng Extensions (sinple), Service in the PSTNIN Requesti ng
InTernet Service (spirits), and Tel ephone Nunmber Mapping (enum.

4. Extensibility and Architecture

In an idealized protocol nodel, extensible design would be self-
contained, and it would be inherent that new extensions and new
headers woul d naturally have an architectural coherence with the
origi nal protocol

However, this idealized vision has not been attained in the world of
standards track protocols. Wile, interoperability inplications can
be addressed by capabilities negotiation rules, the effects of adding
features that overlap, or that deal with a point solution and are not
general, are nmuch harder to control with rules. Therefore, the
Transport Area calls for architectural guardianship and application
of Cccamis Razor by the SIP Wrking G oup

In keeping with the IETF tradition of "running code and rough
consensus”, it is valid to allow for the devel opnent of SIP
extensions that are either not ready for standards track, but m ght
be understood for that role after some running code, or are private
or proprietary in nature, because a characteristic notivating themis
usage that is known not to fit the Internet architecture for SIP. W
call these "P-" headers, for "prelimnary", "private", or
"proprietary"”.

There are two key issues to consider with respect to keeping the "P-"
header extension space "safe":

1. Cdearly indicating the unarchitected or not-yet understood nature
of the extension.

2. Preventing identity conflicts between extensions.
4.1 Indicating a "P-" Header:

Use of an "X-" prefix on textual identifiers has been wi dely used to
i ndi cate experinmental extensions in other protocols. This approach
is applied in nodified formhere by use of a "P-" header extension.
However, there are a nunber of stronger constraints for "P-" headers,
i ncl udi ng docunentation that get Expert and |IESG review, and ot her
SI P protocol criteria described bel ow.
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I nformational SIP Headers can be registered as "P-" headers if all of
the followi ng conditions are net:

1. A designated expert (as defined in RFC 2434 [4]) MJST review the
proposal for applicability to SIP and confornance to these
gui delines. The Expert Reviewer will send ermail to the Transport
Area Directors on this determ nation. The expert reviewer can
cite one or nore of the guidelines that haven't been followed in
hi s/ her opi ni on.

2. The proposed extension MJUST NOT define SIP option tags, response
codes, or nethods.

3. The function of the proposed header MJST NOT overlap with current
or planned chartered extensions.

4. The proposed header MJST be of a purely informational nature, and
MUST NOT significantly change the behavior of SIP entities which
support it. Headers which nerely provide additional informtion
pertinent to a request or a response are acceptable. |If the
headers redefine or contradict normative behavior defined in
standards track SIP specifications, that is what is nmeant by
significantly different behavior.

5. The proposed header MJUST NOT undermine SIP security in any sense.
The Internet Draft proposing the new header MJST address security
issues in detail as if it were a Standards Track docunment. Note
that, if the intended application scenari o nakes certain
assunptions regardi ng security, the security considerations only
need to neet the intended application scenario rather than the
general Internet case. In any case, security issues need to be
di scussed for arbitrary usage scenarios (including the general
I nternet case).

6. The proposed header MJST be clearly docunented in an (I ndividual
or Wirking Group) Informational RFC, and registered with | ANA

7. An applicability statement in the Informational RFC MJST clearly
docunent the useful scope of the proposal, and explain its
l[imtations and why it is not suitable for the general use of SIP
in the Internet.

Any inplenentation of a "P-" header (neaning "not specified by a
standards-track RFC issued through the SIP Wrking Goup") MJST
include a "P-" prefix on the header, as in "P-Headernane". Note that
"P-" extensions are not |ETF standards of any kind, and MJUST NOT be
required by any production depl oynent considered conpliant to | ETF
specifications. Specifically, inplenmentations are only SIP conpliant
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if a) they fall back to baseline behavior when they ignore all P-
headers, and b) when using P- headers they do not contradict any
nor mati ve behavi or.

4.2 Preventing ldentity Conflicts Between P-Extensions:

In order to prevent identity conflicts between P-headers, this
docunent provides an | ANA process (See: "I ANA Consi derations" bel ow)
to register the P-headers. The handling of unknown P-headers is to

i gnore them however, section 4.1 is to be taken seriously, and users
of P-headers will have best results with adherence. Al inplenented
P- headers SHOULD neet the P-Header requirenents in 4.1. Any P-header
used outside of a very restricted research or teaching environnment
(such as a student I ab on inplenenting extensions) MJST neet those
requi rements and MUST be docunented in an RFC and be | ANA regi stered.
| ANA registration is permtted when the | ESG approves the internet-
draft.

4.3 SIP Event Packages

events [4] defines two different types of event packages: norna

event packages, and event tenpl ate-packages. Event tenpl ate-packages
can only be created and registered by the publication of a Standards
Track RFC (froman | ETF Wirking Group). Normal event packages can be
created and registered by the publication of any Wrking G oup RFC
(Informational, Standards Track, Experinmental), provided that the RFC
is a chartered working group item

I ndi vi dual s may al so wi sh to publish SIP Event packages. Individua
proposals for registration of a SIP event package MJST first be
publ i shed as Internet-drafts for review by the SIPPI NG Wrking G oup,
or the working group, mailing list, or expert designated by the
Transport Area Directors if the SIPPING Wrking Group has cl osed.
Proposal s should include a strong notivational section, a thorough
description of the proposed syntax and semantics, event package
consi derations, security considerations, and exanpl es of usage. The
aut hor should subnmit his or her proposal as an individual I|nternet-
Draft, and post an announcenent to the working group nailing list to
begi n discussion. The SIPPING Wrking Goup will determne if the
proposed package is a) an inappropriate usage of SIP, b) applicable
to SIP but not sufficiently interesting, general, or in-scope to
adopt as a working group effort, c) contrary to sinilar work planned
in the Working Group, or d) should be adopted as or nmerged with
chartered work.
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The | ETF requires (Individual) RFC publication for registration of
event packages devel oped outside the scope of an | ETF working group
according to the follow ng guidelines:

1

A designated expert (as defined in RFC 2434 [4]) MJIST review the
proposal for applicability to SIP and conformance with these

gui delines. The Expert Reviewer will send email to the | ESG on

this determination. The expert reviewer can cite one or nore of
t he gui delines that have not been followed in his/her opinion

The proposed extension MJST NOT define an event tenpl at e- package.

The function of the proposed package MJST NOT overlap with
current or planned chartered packages.

The event package MJST NOT redefine or contradict the normative
behavi or of SIP events [4], SIP [3], or related standards track
ext ensi ons.

The proposed package MJST NOT undernine SIP security in any
sense. The Internet Draft proposing the new package MJST address
security issues in detail as if it were a Standards Track
docunment. Security issues need to be discussed for arbitrary
usage scenarios (including the general |Internet case).

The proposed package MJUST be clearly docunented in an
(I'ndividual) Informational RFC, and registered with IANA.  The
package MJST docunent all the package considerations required in
Section 5 of SIP events [4].

I f determined by the expert reviewer or the chairs or ADs of the
SIPPING W5 an applicability statement in the Informational RFC
MUST cl early docunent the useful scope of the proposal, and
explain its limtations and why it is not suitable for the
general use of SIP in the Internet.

5. Security Considerations

Conplexity and i ndeterm nate or hard to define protocol behavior
dependi ng on which of nmany extensions operate, is a fine breeding
ground for security flaws.

Al l

Internet-Drafts that present new requirenents for SIP nust

i nclude a discussion of the security requirenents and inplications
inherent in the proposal. Al RFCs that nodify or extend SIP nust
show that they have adequate security and do not worsen SIP s

exi sting security considerations.
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6.

| ANA Consi der ati ons

RFC 3261 [3] directs the Internet Assigned Numbers Authority (1 ANA)
to establish a registry for SIP nmethod nanes, a registry for SIP
option tags, and a registry for SIP response codes, and to amend the
practices used for the existing registry for SIP headers.

Wth the exception of P-headers, entries go into these registries
only by approval of an Internet-Draft as a standards track RFC

Each RFC shall include an | ANA Consi derations section which directs

| ANA to create appropriate registrations. Registration shall be done
at the tinme the | ESG announces its approval of the draft containing
the registration requests.

St andard headers and nmessages MJUST NOT begin with the | eading
characters "P-".

"P-" header nanes MJST begin with the | eading characters "P-". No
"P-" header which conflicts with (would, without the "P-" prefix have
the same nane as) an existing standards track header is all owed.
Each registration of a "P-" header will also reserve the nanme of the
header as it woul d appear without the "P-" prefix. However, the
reserved name without the "P-" will not explicitly appear in the
registry. It will only appear if there is a |ater standards track
docunment (which is unlikely in npobst cases!). Please do not accept
the registration of | ANA-G eeting when you see: P-1ANA-G eeting.

P- header’s "reserved standard nanes"” MJST NOT be used in a SIP

i npl enentation prior to standardization of the header.

Short forms of headers MJST only be assigned to standards track
headers. In other words, P-headers MJST NOT have short forns.

Simlarly, RFC 3265 [4] directs the 1ANA to establish a registry for
SI P event packages and SIP event tenplate packages. For event

tenpl ate packages, entries go into this registry only by approval of
a draft for standards track RFC. For ordinary event packages,
entries go into this registry only by approval of a draft for RFC (of
any type). In either case, the | ESG announcenent of approva

authori zes | ANA to nmake the registration
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Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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