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Abstract

The Point-to-Point Protocol (PPP) [1] provides a standard nethod for
transporting nulti-protocol datagrans over point-to-point |inks.

PPP al so defines an extensible Link Control Protocol, which allows
negotiati on of an Authentication Protocol for authenticating its peer
before allowi ng Network Layer protocols to transmt over the |ink.
Thi s docunent defines the PPP Extensible Authentication Protocol.
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1. Introduction

In order to establish conmuni cations over a point-to-point |ink, each
end of the PPP link nust first send LCP packets to configure the data
link during Link Establishnment phase. After the |ink has been
establ i shed, PPP provides for an optional Authentication phase before
proceeding to the Network-Layer Protocol phase.

By default, authentication is not nandatory. |f authentication of
the link is desired, an inplenmentati on MIST specify the

Aut henti cati on- Protocol Configuration Option during Link

Est abl i shment phase.

These authentication protocols are intended for use primrily by
hosts and routers that connect to a PPP network server via swtched
circuits or dial-up lines, but night be applied to dedicated Iinks as
well. The server can use the identification of the connecting host
or router in the selection of options for network | ayer negoti ati ons.

Thi s docunent defines the PPP Extensible Authentication Protoco
(EAP). The Link Establishnment and Aut hentication phases, and the
Aut henti cati on- Protocol Configuration Option, are defined in The
Poi nt -t o- Poi nt Protocol (PPP) [1].

1.1. Specification of Requirements
In this docunment, several words are used to signhify the requirenents
of the specification. These words are often capitalized. The key
words "MJST", "MUST NOT", "REQUI RED', "SHALL", "SHALL NOT", " SHOULD'
"SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in RFC 2119 [6].

1.2. Termnol ogy

Thi s docunent frequently uses the follow ng terns:
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aut henti cat or
The end of the link requiring the authentication. The
aut henti cator specifies the authentication protocol to be
used in the Configure-Request during Link Establishment
phase.

peer
The other end of the point-to-point link; the end which is
bei ng aut henti cated by the authenticator.

silently discard
This means the inplenmentation di scards the packet w thout
further processing. The inplenentation SHOULD provide the
capability of logging the error, including the contents of
the silently di scarded packet, and SHOULD record the event
in a statistics counter.

di spl ayabl e nessage
This is interpreted to be a human readabl e string of
characters, and MJUST NOT affect operation of the protocol.
The message encodi ng MJST foll ow the UTF-8 transformation
format [5].

2. PPP Extensible Authentication Protocol (EAP)

The PPP Extensible Authentication Protocol (EAP) is a genera
protocol for PPP authentication which supports nultiple

aut henti cati on nmechani sms. EAP does not select a specific

aut henti cati on nmechani sm at Link Control Phase, but rather postpones
this until the Authentication Phase. This allows the authenticator
to request nore information before determ ning the specific

aut hentication mechanism This also pernits the use of a "back-end"
server which actually inplenments the various nechani snms while the PPP
aut henticator nerely passes through the authentication exchange.

1. After the Link Establishnent phase is conplete, the authenticator
sends one or nore Requests to authenticate the peer. The Request
has a type field to indicate what is being requested. Exanples of
Request types include ldentity, MD5-challenge, One-Tine
Passwords, Generic Token Card, etc. The MD5-chall enge type
corresponds closely to the CHAP aut hentication protocol.
Typically, the authenticator will send an initial Identity Request
foll owed by one or nore Requests for authentication informtion.
However, an initial ldentity Request is not required, and MAY be
bypassed in cases where the identity is presuned (leased |ines,
dedi cated dial -ups, etc.).
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2. The peer sends a Response packet in reply to each Request. As
with the Request packet, the Response packet contains a type field
whi ch corresponds to the type field of the Request.

3. The authenticator ends the authentication phase with a Success or
Fai | ure packet.

Advant ages

The EAP protocol can support multiple authentication mechani sns
wi t hout having to pre-negotiate a particular one during LCP Phase.

Certain devices (e.g. a NAS) do not necessarily have to understand
each request type and may be able to sinply act as a passthrough

agent for a "back-end" server on a host. The device only need | ook
for the success/failure code to term nate the authentication phase.

Di sadvant ages

EAP does require the addition of a new authentication type to LCP and
thus PPP inplenmentations will need to be nodified to use it. It also
strays fromthe previous PPP authentication nodel of negotiating a
speci fi ¢ authentication nmechani smduring LCP

2.1. Configuration Option Format
A sumary of the Authentication-Protocol Configuration Option formnat
to negotiate the EAP Authentication Protocol is shown below The
fields are transnmitted fromleft to right.
0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Type | Length | Aut henti cati on- Pr ot ocol |
il s T T S S S S S i N T i ST S S S S S e e L T 2

Type
3
Lengt h
4

Aut hent i cati on- Pr ot ocol

C227 (Hex) for PPP Extensible Authentication Protocol (EAP)
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2. 2. Packet For nat

Exactly one PPP EAP packet is encapsulated in the Information field
of a PPP Data Link Layer franme where the protocol field indicates
type hex C227 (PPP EAP). A summary of the EAP packet format is shown
below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Code | Identifier | Lengt h |
i T i i e S I ih s o S S ™
| Data ...

+- - - -+

Code

The Code field is one octet and identifies the type of EAP packet.
EAP Codes are assigned as foll ows:

1 Request

2 Response

3 Success

4 Failure
| dentifier

The Identifier field is one octet and aids in matching
responses wth requests.

Lengt h
The Length field is two octets and indicates the Iength of the
EAP packet including the Code, ldentifier, Length and Data
fields. OCctets outside the range of the Length field should
be treated as Data Link Layer paddi ng and shoul d be ignored on
reception.

Dat a

The Data field is zero or nore octets. The format of the Data
field is deternmined by the Code field.
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2.2.1. Request and Response
Descri ption

The Request packet is sent by the authenticator to the peer. Each
Request has a type field which serves to indicate what is being
requested. The authenticator MJST transnit an EAP packet with the
Code field set to 1 (Request). Additional Request packets MJST be
sent until a valid Response packet is received, or an optional
retry counter expires. Retransmitted Requests MJST be sent with
the sane Identifier value in order to distinguish themfrom new
Requests. The contents of the data field is dependent on the
Request type. The peer MJST send a Response packet in reply to a
Request packet. Responses MJST only be sent in reply to a

recei ved Request and never retransnitted on a tiner. The
Identifier field of the Response MJUST match that of the Request.

| npl erent ati on Note: Because the authentication process wll
often invol ve user input, sone care nust be taken when deci ding
upon retransm ssion strategi es and authentication timeouts. It
is suggested a retransmission tinmer of 6 seconds with a maxi mum
of 10 retransm ssions be used as default. One may wi sh to make
these timeouts longer in certain cases (e.g. where Token Cards
are involved). Additionally, the peer nust be prepared to
silently discard received retransm ssions while waiting for

user input.

A summary of the Request and Response packet format is shown bel ow
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Code | Identifier | Lengt h |
i T i i e S I ih s o S S ™
| Type | Type-Data ...

T S T S S S AU S S S S S o

Code
1 for Request;

2 for Response.
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| dentifier

The ldentifier field is one octet. The ldentifier field MJST be
the same if a Request packet is retransnitted due to a tineout
while waiting for a Response. Any new (non-retransm ssi on)

Requests MUST nodify the lIdentifier field. |If a peer recieves a
dupli cate Request for which it has already sent a Response, it
MUST resend it’'s Response. |If a peer receives a duplicate Request

before it has sent a Response to the initial Request (i.e. it’'s
waiting for user input), it MJST silently discard the duplicate
Request .

Lengt h

The Length field is two octets and indicates the |length of the EAP
packet including the Code, Identifier, Length, Type, and Type-Data
fields. Cctets outside the range of the Length field should be
treated as Data Link Layer paddi ng and should be ignored on
reception.

Type

The Type field is one octet. This field indicates the Type of
Request or Response. Only one Type MJUST be specified per EAP
Request or Response. Normally, the Type field of the Response
will be the sanme as the Type of the Request. However, there is

al so a Nak Response Type for indicating that a Request type is
unacceptable to the peer. Wen sending a Nak in response to a
Request, the peer MAY indicate an alternative desired

aut hentication Type which it supports. An initial specification of
Types follows in a later section of this docunent.

Type- Dat a

The Type-Data field varies with the Type of Request and the
associ at ed Response.

2.2.2. Success and Failure
Descri ption
The Success packet is sent by the authenticator to the peer to
acknow edge successful authentication. The authenticator MJST
transnit an EAP packet with the Code field set to 3 (Success).
If the authenticator cannot authenticate the peer (unacceptable

Responses to one or nore Requests) then the inplenentation MJST
transmt an EAP packet with the Code field set to 4 (Failure). An
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aut henti cator MAY wish to issue multiple Requests before sending a
Failure response in order to allow for human typi ng mni stakes.

| npl ement ati on Note: Because the Success and Fail ure packets
are not acknow edged, they may be potentially lost. A peer
MUST all ow for this circunstance. The peer can use a Network
Protocol packet as an alternative indication of Success.

Li kewi se, the receipt of a LCP Term nate- Request can be taken
as a Failure.

A sumary of the Success and Failure packet format is shown bel ow
The fields are transmitted fromleft to right.

0 1 2 3
012345678901234567890123456789¢01
i T i i e S I ih s o S S ™
| Code | Identifier | Lengt h |
i T i i e S I ih s o S S ™

Code
3 for Success;
4 for Failure.
I dentifier
The ldentifier field is one octet and aids in matching replies to
Responses. The ldentifier field MJST match the Indentifier field
of the Response packet that it is sent in response to.
Lengt h
4
3. Initial EAP Request/Response Types
This section defines the initial set of EAP Types used in
Request/ Response exchanges. Mire Types may be defined in followon
docunments. The Type field is one octet and identifies the structure
of an EAP Request or Response packet. The first 3 Types are
consi dered speci al case Types. The renaining Types define

aut henti cati on exchanges. The Nak Type is valid only for Response
packets, it MJST NOT be sent in a Request. The Nak Type MJST only be
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sent in repsonse to a Request which uses an authentication Type code.

EAP i npl ement ati ns MJUST support Types 1-4. These Types, as well

as types 5 and 6, are defined in this docunent. Follow on RFCs will
define additional EAP Types.

1 Identity
2 Noti fi cation
3 Nak (Response only)
4 MD5- Chal | enge
5 One-Time Password (OTP) (RFC 1938)
6 Generic Token Card
Identity
Descri ption
The ldentity Type is used to query the identity of the peer
CGenerally, the authenticator will issue this as the initial
Request. An optional displayable nessage MAY be included to
pronpt the peer in the case where there expectation of interaction
with a user. A Response MJST be sent to this Request with a Type
of 1 (ldentity).
| mpl enentati on Note: The peer MAY obtain the ldentity via user
input. It is suggested that the authenticator retry the
Indentity Request in the case of an invalid ldentity or
aut hentication failure to allow for potential typos on the part
of the user. It is suggested that the Identity Request be
retried a mninumof 3 tines before termnating the
aut henti cation phase with a Failure reply. The Notification
Request MAY be used to indicate an invalid authentication
attenpt prior to transmtting a new ldentity Request
(optionally, the failure MAY be indicated within the nessage of
the new ldentity Request itself).
Type
1
Type- Dat a

This field MAY contain a displayable nessage in the Request. The
Response uses this field to return the lIdentity. |If the Identity
is unknown, this field should be zero bytes in Iength. The field
MJUST NOT be null terminated. The length of this field is derived
fromthe Length field of the Request/Response packet and hence a
null is not required.
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3.2. Notification
Descri ption

The Notification Type is optionally used to convey a displ ayable
nessage fromthe authenticator to the peer. The peer SHOULD

di splay this nmessage to the user or log it if it cannot be

di splayed. It is intended to provide an acknow edged notification
of sonme inperative nature. Exanples include a password with an
expiration time that is about to expire, an OIP sequence i nteger
whi ch is nearing 0, an authentication failure warning, etc. In
nost circunstances, notification should not be required.

Type
2
Type- Dat a

The Type-Data field in the Request contains a displayabl e nessage
greater than zero octets in length. The length of the nessage is
determ ned by Length field of the Request packet. The nessage
MUST not be null terminated. A Response MJST be sent in reply to
the Request with a Type field of 2 (Notification). The Type-Data
field of the Response is zero octets in |ength. The Response
shoul d be sent inmediately (independent of how the nessage is

di spl ayed or | ogged).

3.3. Nak
Descri ption
The Nak Type is valid only in Response nessages. It is sent in
reply to a Request where the desired authentication Type is
unaccept abl e. Aut henti cati on Types are nunbered 4 and above.

The Response contains the authentication Type desired by the peer.
Type

3
Type- Dat a

This field MJUST contain a single octet indicating the desired
aut hentication type.

Bl unk & Vol | brecht St andar ds Track [ Page 10]



RFC 2284 EAP March 1998

3.4. NMD5-Chall enge
Descri ption
The MD5-Chal | enge Type i s anal agous to the PPP CHAP protocol [3]
(with MD5 as the specified algorithm. The PPP Chall enge
Handshake Aut hentication Protocol RFC [3] should be referred to
for further inplenentation specifics. The Request contains a
"chal | enge" nessage to the peer. A Repsonse MJST be sent in reply
to the Request. The Response MAY be either of Type 4 (MD5-
Chal | enge) or Type 3 (Nak). The Nak reply indicates the peer’s
desired aut henticati on nmechani sm Type. Al EAP inplenmentations
MUST support the NMD5-Chall enge mechani sm
Type
4
Type- Dat a
The contents of the Type-Data field is summarized bel ow. For
reference on the use of this fields see the PPP Chall enge
Handshake Aut hentication Protocol [3].
0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Val ue-Size | Value ..
T S o T s T T o S T il sl S T R S i i
| Nare ...
I I i s S I S S
3.5. One-Tine Password (OTP)
Descri ption
The One-Time Password systemis defined in "A One-Ti ne Password
System' [4]. The Request contains a displayabl e nessage
contai ning an OTP chal l enge. A Repsonse MJST be sent in reply to
the Request. The Response MJST be of Type 5 (OTP) or Type 3
(Nak). The Nak reply indicates the peer’s desired authentication
mechani sm Type.
Type

5

Bl unk & Vol | brecht St andards Track [ Page 11]



RFC 2284 EAP March 1998

Type- Dat a

The Type-Data field contains the OIP "chall enge" as a displayabl e
nessage in the Request. In the Response, this field is used for
the 6 words fromthe OTP dictionary [4]. The nmessages MJST not be
null termnated. The length of the field is derived fromthe
Length field of the Request/Reply packet.

3.6. GCeneric Token Card
Descri ption

The Ceneric Token Card Type is defined for use with various Token
Card i nplenentations which require user input. The Request
contains an ASCI| text nmessage and the Reply contains the Token
Card information necessary for authentication. Typically, this
woul d be information read by a user fromthe Token card device and
entered as ASCI| text.

Type
6
Type- Dat a

The Type-Data field in the Request contains a displayabl e nessage
greater than zero octets in length. The length of the nessage is
determ ned by Length field of the Request packet. The nessage
MUST not be null terminated. A Response MJST be sent in reply to
the Request with a Type field of 6 (Generic Token Card). The
Response contains data fromthe Token Card required for
authentication. The length is of the data is determ ned by the
Length field of the Response packet.

Security Considerations
Security issues are the primary topic of this RFC

The interaction of the authentication protocols within PPP are highly
i npl enent ati on dependent.

For exanple, upon failure of authentication, some inplenentations do

not termnate the link. Instead, the inplenentation limts the kind

of traffic in the Network-Layer Protocols to a filtered subset, which
in turn allows the user opportunity to update secrets or send mail to
the network administrator indicating a problem
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There is no provision for retries of failed authentication. However,
the LCP state machine can renegotiate the authentication protocol at
any time, thus allowing a new attenpt. It is recommended that any
counters used for authentication failure not be reset until after
successful authentication, or subsequent termination of the failed
l'ink.

There is no requirenment that authentication be full duplex or that
the sanme protocol be used in both directions. It is perfectly
acceptable for different protocols to be used in each direction
This will, of course, depend on the specific protocols negoti ated.

In practice, within or associated with each PPP server, it is not
anticipated that a particular named user woul d be authenticated by
multiple methods. This would nmake the user vulnerable to attacks

whi ch negotiate the | east secure nmethod from anong a set (such as PAP
rather than EAP). Instead, for each nanmed user there should be an

i ndi cati on of exactly one nmethod used to authenticate that user nane.
If a user needs to make use of different authentication nethods under
different circunstances, then distinct identities SHOULD be enpl oyed,
each of which identifies exactly one authentication nethod.
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and distributed, in whole or in part, without restriction of any
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Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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