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1.

| nt r oducti on

PI NT services are an emergi ng set of new Internet based applications
where voice (and fax) requests to the PSTN (Public Switched Tel ephone
Network) are carried over the Internet. RFC 2458 [1] gives a good
introduction to the (pre-standard) PINT architecture and services.

It al so has exanples of sonme of the early inplenentations of pre-

Pl NT.

Thi s docunent defines a MB which contains the elenents for
nmonitoring the performance of a PINT based service. The MB consists
of details of the four basic PINT services and their perfornmance
statistics nmeasured under various criteria.

It is not the purpose of this MB to enabl e managenent of the PINT
networ ki ng el enents. W are concerned only with the PINT specific
performance paraneters. Wile it is understood that PINT service
performance is closely related to host and network perfornance, they
are not addressed here.

The SNMP Managenent Framewor k

The SNMP Managenent Framework presently consists of five major
conponents:

0o An overall architecture, described in RFC 2571 [2].

0 Mechani sms for describing and nani ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in
STD 16, RFC 1155 [3], STD 16, RFC 1212 [4] and RFC 1215 [5].
The second version, called SMv2, is described in STD 58,

RFC 2578 [6], RFC 2579 [7] and RFC 2580 [8].

0 Message protocols for transferring managenent information. The
first version of the SNWMP nessage protocol is called SNWv1l and
described in STD 15, RFC 1157 [9]. A second version of the SNW
nessage protocol, which is not an Internet standards track
protocol, is called SNMPv2c and described in RFC 1901 [10] and
RFC 1906 [11]. The third version of the nessage protocol is
call ed SNMPv3 and described in RFC 1906 [11], RFC 2572 [12] and
RFC 2574 [13].

0 Prot ocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [9]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[ 14].
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o A set of fundanmental applications described in RFC 2573 [15] and
the vi ewbased access control nechani sm described in RFC 2575
[16].

A nore detailed introduction to the current SNMP Managenent Framework
can be found in RFC 2570 [17].

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the nechanisns defined in the SM.

This nenp specifies a MB nodule that is conpliant to the SMv2. A
M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Sone nachi ne-readabl e
information in SMv2 will be converted into textual descriptions in
SMv1 during the translation process. However, this |oss of machine
readabl e informati on is not considered to change the senantics of the
M B.

3. The need for PINT services nonitoring MB

Traditionally voice (and fax) requests originate and terninate inside
a PSTN network. This network is well known for robust handling of
the requests, in terns of availability and security. However when
the requests originate fromthe Internet there is a concern both on
the part of the user as well as the provider about issues |ike
reliable forwarding of the call requests to the PINT gateway under
various network conditions, user/host authentication, secure handling
of the user information etc. Performance and security managenent
becones all the nore inportant where PINT services cross nultiple
admi ni strative domai ns (or providers).

This MB is an attenpt to |ist the paraneters that need to be
monitored on an user, PINT client, PINT server and PI NT gat eway
basi s.

(PINT services, their invocation nethods/protocols and security

i ssues associated with the PINT architecture are di scussed in detai
in [18]).
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4. PINT MB - Overview

Following is a list of sonme explanations on the MB definitions that
we have chosen to construct.

0 The basic purpose of this MBis to nonitor the access to PINT
services both fromthe performance and security point of view
Information may pertain to a certain user or his/her system
(PINT client) or the system providing the PINT services (PINT
server) or the PINT gateway that forwards the call to the PSTN
net wor k.

0 We chose to build the configuration table as an extension of the
Application MB - RFC 2287 [19] using the augnents construct.
Server location and contact might be retrieved fromthe standard
M B-11 syslLocation and sysContact objects. There is no need to
replicate this information in the PINT MB. However, the PINT
admini strator nay be a different person than the sysadmn with
gl obal responsibilities, thus a pintSysContact object is
defi ned.

0 We chose to nonitor the gateway connections fromthe PINT
server. Wiile the agent runs in the PINT servers, the
connections to the gateways mght need to be nonitored in order
to understand what goes on. W placed themin a separate M B
group, and by using MODULE- COMPLI ANCE cl auses, agents that
cannot inplement this stuff will not be nmandated to do it.

o0 There is no traps definition in this MB nodule. Note that
threshol ding on counters is always possible by using a standard
mechani sm defined by the Renote Monitoring M B, that can be
referenced here. Sonme events that may be defined by using this
mechani sns:

* continuous |ogin/authentication failure or refusal froma
particular client or user

* nuisance call - repeated calls (within a specified
period) to a number originating fromthe sane user

0 The client performance and user performance tables may be rather

resource demandi ng for an agent inplenmentation. |In some M Bs,
like the Renbte Monitoring (RMON) M Bs, control mechani snms were
built in order to activate those statistics on demand. |f

needed, a sorting ('topN ) nechani smcan be designed, so that a
sorted view of clients or users is presented for the high |eve
debuggi ng.
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o] We built a tine-distribution trying to cover both short-Iived,
as well as longer sessions (1-10 secs, 10 secs - 1 nmin., 1-15
mn., 15 mns-24 hours, |onger).

0 Pint Serverdient Address is defined as a SnnpAdmi nString. It may
i nclude an | pAddress and/or nanme, but we preferred to mininze
the nunber of indices at this stage, and keep a human-readabl e
format at the same tine.

0 We define pintServerUserldNane as the Userld. This Userld needs
to be unique across multiple PINT servers and gat eways
(depending on the architecture) and is mapped to the Sessionld.
One way to achieve this uniqueness is by appending clientld to
the Userld string before sending to the PINT server. The
Sessionld could then be a conbination of this new Userld and a
ti mestanp.

5. Definitions
PINT-M B DEFI NI TIONS ::= BEG N

| MPORTS
OBJECT- TYPE, Counter32, MODULE-IDENTITY, mb-2
FROM  SNWPv2- SM
TEXTUAL- CONVENTI ON
FROM SNWPv2- TC
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNMPv 2- CONF
sysAppl I nstal | PkgEntry
FROM SYSAPPL- M B
SnnpAdmi nStri ng
FROM SNVP- FRAMEWORK- M B; -- RFC 2571 [2]

pi nt M b MODULE- | DENTI TY
LAST- UPDATED "200102010000Z" -- 1 Feb 2001

ORGANI ZATI ON "I ETF PI NT Worki ng G oup”
CONTACT- I NFO "
Chairs: Steve Bellovin
E-mail: snb@esearch. att.com

| gor Faynberg
E-mail: faynberg@ucent.com

Aut hors: Mirali Kri shnaswany
Postal: 20 Corporate Place South
Pi scat away, NJ 08854
Tel : +1 (732)465- 1000
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E-mail: rnurali @hoturis.com

Dan Romascanu
Postal : Atidi mTechnol ogy Park, Bldg 3
Tel Aviv, |srael

Tel : +972 3 6458414
E-mail: dronasca@vaya. com
General Discussion:pint@ists. bell-Ilabs.com
To Subscribe: pint-request@ists. bell-1labs.com

I n Body: subscribe your-enail-addres
Archive: http://ww.bell-1labs.confnailing-lists/pint/

DESCRI PTI ON
"This M B defines the objects necessary to nonitor
PI NT Servi ces"

-- Revision history

REVI SI ON "200102010000Z" -- 1 Feb 2001
DESCRI PTI ON
“Initial version, published as RFC 3055."
o= { mb-2 93}
Pi nt Servi ceType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This TC describes the type of a PINT service."
SYNTAX | NTEGER {

r2c(1), -- Request-to-Tal k
r2r(2), -- Request -t o- Fax
r2FB( 3), -- Request -t o- Fax- Back
r 2HC( 4) -- Request -t 0- Hear - Cont ent
}
Pi nt Perf St at Peri od ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This TC describes the statistics period of tine.

Note that the values of the counters indexed with a val ue
Si nceReboot (4) can be potentially affected by a counter rollover.
It is the responsibility of the application using this object to
take into account that the counter has been zeroed each tine it
reached a value of (2**32-1)."

SYNTAX | NTEGER {

| ast 30sec(1), -- Performance Statics for the last 30 sec
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| ast 15m n(2), -- 15 min

| ast 24Hr (3), - - 24 Hour

si nceReboot (4) -- Since the tinme the pint server was

-- | ast rebooted

}

pi nt Server Confi g OBJECT IDENTIFIER ::={ pintMb 1}
pi nt Ser ver Moni t or OBJECT IDENTIFIER ::={ pintMb 2 }
pi nt M bConf or mance OBJECT IDENTIFIER ::={ pintMb 3}

-- pintServerConfig - PINT configuration MB variabl es

pi nt Rel easeNunber OBJECT- TYPE

SYNTAX SnnpAdmi nString

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"An indication of version of the PINT protocol supported
by this agent."

2= { pintServerConfig 1 }

pi nt SysCont act OBJECT- TYPE

SYNTAX SnnpAdmi nString

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"Contact information related to the adm nistration of the PINT
services."

2= { pintServerConfig 2 }

pi nt Appl I nst al | PkgTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Pi nt Appl I nstal |l PkgEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Tabl e describing the PINT applications that are installed."
2= { pintServerConfig 3 }

pi nt Appl I nstal | PkgEntry OBJECT- TYPE

SYNTAX Pi nt Appl I nstal | PkgEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Entries per PINT Application.”
AUGMENTS { sysAppl Install PkgEntry }
::={ pintAppllInstall PkgTable 1 }

Pi nt Appl I nstal | PkgEntry ::= SEQUENCE {
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pi nt Appl I nst al | PkgDescri ption SnnpAdmi nStri ng

}
pi nt Appl I nstal | PkgDescri pti on OBJECT- TYPE
SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Textual description of the installed PINT application.”
= { pintAppllInstallPkgEntry 1 }

pi nt Regi st er edGat ewayTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Pi nt Regi st eredGat ewayEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Tabl e describing the registered gateway applications."
2= { pintServerConfig 4 }

pi nt Regi st er edGat ewayEnt ry OBJECT- TYPE

SYNTAX Pi nt Regi st eredGat ewayEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Entries per Registered Gateway Application."

AUGMENTS { sysAppl Instal | PkgEntry }

::={ pintRegisteredGatewayTable 1 }

Pi nt Regi st eredGat ewayEntry ::= SEQUENCE {
pi nt Regi st er edGat ewayNane SnpAdni nSt ri ng,
pi nt Regi st er edGat ewayDescri pti on SnnpAdmi nStri ng
}
pi nt Regi st er edGat ewayNane OBJECT- TYPE

SYNTAX SnnpAdmi nString

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"Nane of the registered gateway."
= { pintRegisteredGatewayEntry 1 }

pi nt Regi st er edGat ewayDescri pti on OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Textual description of the registered gateway."
= { pintRegi steredGatewayEntry 2 }
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-- pintServerMnitor - PINT nonitoring statistics MB variabl es

pi nt Server @ obal Perf OBJECT | DENTIFIER ::= {pintServerMnitor 1}
pi nt Server d i ent Per f OBJECT | DENTI FIER ::= {pintServerhMnitor 2}
pi nt Server User | dPer f OBJECT IDENTIFIER ::= {pintServerMnitor 3}
pi nt Ser ver Gat ewayPer f OBJECT | DENTI FIER ::= {pintServerMnitor 4}
pi nt Ser ver d obal St at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pi nt Server d obal Stat sEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Tabl e displaying the nonitored gl obal server statistics.”

::={ pintServerd obal Perf 1 }
pi nt Server d obal St at sentry OBJECT- TYPE

SYNTAX Pi nt Server d obal Stat seEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Entries in the global statistics table.
One entry is defined for each nonitored service type and
performance statistics collection period."
I NDEX {pi nt Server Servi ceTypel ndex, pintServer Perf St atPeri odl ndex}
::={ pintServerd obal StatsTable 1 }

Pi nt Server d obal Stat seEntry i1 =  SEQUENCE ({
pi nt Server Servi ceTypel ndex Pi nt Servi ceType,
pi nt Ser ver Per f St at Peri odl ndex Pi nt Perf St at Peri od,
pi nt Server @ obal Cal | sRecei ved Count er 32,
pi nt Server G obal Successful Cal | s Count er 32,
pi nt Server @ obal Di sconnectedCal | s Count er 32,
pi nt Server G obal Di sCUAut FCal | s Count er 32,
pi nt Server @ obal Di sServProbCal | s Count er 32,
pi nt Server @ obal Di sGat ProbCal | s Count er 32
}
pi nt Server Servi ceTypel ndex OBJECT- TYPE
SYNTAX Pi nt Servi ceType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The unique identifier of the nonitored service."
::={ pintServerdobal Statsentry 1 }

nt Ser ver Per f St at Peri odl ndex OBJECT- TYPE
SYNTAX Pi nt Per f St at Peri od
MAX- ACCESS not - accessi bl e

p
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STATUS current

DESCRI PTI ON
"Time period for which the perfornance statistics are requested
fromthe pint server."

::={ pintServerd obal Statsentry 2 }

pi nt Server @ obal Cal | sRecei ved OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nunber of received global calls."
::={ pintServerd obal StatseEntry 3 }

pi nt Ser ver @ obal Successful Call s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nunber of gl obal successful calls.”
::={ pintServerd obal Statsentry 4 }

pi nt Ser ver @ obal Di sconnect edCal | s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nunber of gl obal disconnected (failed) calls."
::={ pintServerd obal StatseEntry 5 }

pi nt Ser ver @ obal Di sCUAut FCal | s

OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Nunber of gl obal calls that were di sconnected because of client
or user authorization failure."

::={ pintServerd obal StatseEntry 6 }

pi nt Server @ obal Di sServProbCal | s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Nunber of global calls that were di sconnected because of
server problens."

::={ pintServerd obal Statsentry 7 }
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pi nt Server @ obal Di sGat ProbCal | s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Nunber of global calls that were di sconnected because of
gat eway problens."”

::={ pintServerd obal StatseEntry 8 }

pi nt Serverd i ent St at sTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF PintServerdientStatskEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"Tabl e displaying the nonitored server client statistics.”
o= { pintServerCientPerf 1}

pi nt Serverdient Stat sEntry OBJECT- TYPE

SYNTAX Pint ServerCientStatsEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Entries in the client server statistics table.
One entry is defined for each client identified by nane,
nmoni tored service type and performance statistics collection
period."
| NDEX {pi ntServerd ient Address, pintServer Servi ceTypel ndex,
pi nt Server Per f St at Per i odl ndex}
2= { pintServerCientStatsTable 1 }

PintServerCdientStatsEntry i1 =  SEQUENCE ({
pi nt Server d i ent Addr ess SnnpAdni nSt ri ng,
pi nt Server d i ent Cal | sRecei ved Count er 32,
pi nt Server d i ent Successful Cal | s Count er 32,
pi nt Server C i ent Di sconnectedCal | s Count er 32,
pi nt Server d i ent Di sCAut FCal | s Count er 32,
pi nt Server C i ent Di sEFProbCal | s Count er 32
}
pi nt Server d i ent Address OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The unique identifier of the nmonitored client
identified by its address represented as as a string."
o= { pintServerCientStatseEntry 1 }
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pi nt Serverd i ent Cal | sRecei ved OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nunber of calls received fromthe specific client."
2= { pintServerCientStatseEntry 2 }

pi nt Server d i ent Successful Call s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nunber of calls fromthe client successfully conpleted."”
o= { pintServerCientStatsEntry 3 }

pi nt Server d i ent Di sconnect edCal | s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Nunber of calls received fromthe client, and that were
di sconnected (failed)."

c:={ pintServerdientStatsentry 4 }

pi nt Server d i ent Di sCAut FCal | s

OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Nunmber of calls fromthe client that were di sconnected because of
client authorization failure."

o= { pintServerCientStatseEntry 5 }

pi nt Server d i ent Di sEFProbCal | s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Nunber of calls fromthe client that were di sconnected because
of egress facility problens.™

o= { pintServerCientStatsEntry 6 }

pi nt Server User | dSt at sTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Pint ServerUserl dStatsEntry
MAX- ACCESS not-accessi bl e
STATUS current
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pi

Pi
pi
pi
pi
pi
pi
pi

p

p

DESCRI PTI ON
"Tabl e displaying the nonitored Pint service user statistics."
::={ pintServerUserldPerf 1}

nt Server User | dSt at sentry OBJECT- TYPE

SYNTAX Pi nt Server User | dSt at sentry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Entries in the user statistics table.

One entry is defined for each user identified by nane,

each nonitored service type and performance statistics collection
peri od.

It is assumed that the capabilities of the pint server
are enough to accommodat e the nunber of entries in this table.
It is a local server inplenentation issue if an aging nmechani sm
Is inplemented in order to avoid scalability problens."”

| NDEX {pi nt Server User | dNare, pint Server Servi ceTypel ndex,

pi nt Server Per f St at Peri odl ndex}

2= { pintServerUserldStatsTable 1 }

nt Server User | dSt at sEntry i1 =  SEQUENCE ({

nt Server User | dNane SnnpAdmi nStri ng,
nt Server User | dCal | sRecei ved Count er 32,

nt Server User | dSuccessful Cal | s Count er 32,

nt Server User | dDi sconnect edCal | s Count er 32,

nt Server User | dDi scUl dAFai | Cal | s Count er 32,

nt Ser ver User | dEFPr obCal | s Count er 32

nt Server User | dNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(O. . 64))

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The unique identifier of the nonitored user
identified by its nane."

2= { pintServerUserldStatsEntry 1 }

nt Server User | dCal | sRecei ved OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nunber of calls received fromthe specific user."
::={ pintServerUserldStatsEntry 2 }

Kri shnaswany & Romascanu St andar ds Track [ Page 13]



RFC 3055 PINT M B February 2001

pi nt Server User | dSuccessful Cal | s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nunber of calls fromthe user successfully conpleted.”
::={ pintServerUserldStatsEntry 3 }

pi nt Server User | dDi sconnect edCal | s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Nunber of calls received fromthe user that were
di sconnected (failed)."

::={ pintServerUserldStatseEntry 4 }

pi nt Server User | dDi scUl dAFai | Cal | s

OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Nunmber of calls fromthe user that were di sconnected because of
user authorization failure."

::={ pintServerUserldStatsEntry 5 }

pi nt Server User | dEFPr obCal | s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Nunmber of calls fromthe user that were di sconnected because of
egress facility problens."”

::={ pintServerUserldStatsEntry 6 }

pi nt Ser ver Gat eway St at sTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Pi nt Server Gat ewaySt at sentry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"Tabl e di splaying the nonitored gateway statistics."”
::= { pintServerGat ewayPerf 1 }

pi nt Ser ver Gat ewaySt at seEntry OBJECT- TYPE

SYNTAX Pi nt Ser ver Gat eway St at SEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON

"Entries in the gateway table.

One entry is defined for each gateway identified by nane,

each nonitored service type and performance statistics collection
period."

| NDEX { pi nt Regi st er edGat ewayNane, pint Server Servi ceTypel ndex,
pi nt Server Per f St at Peri odl ndex }
::={ pintServerGatewayStatsTable 1 }

Pi nt Server Gat ewaySt at seEntry : 1=  SEQUENCE ({

pi nt Ser ver Gat ewayCal | sRecei ved Count er 32,
pi nt Ser ver Gat ewaySuccessful Cal | s Count er 32,
pi nt Ser ver Gat ewayDi sconnect edCal | s Count er 32

nt Ser ver Gat ewayCal | sRecei ved OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nunber of calls received at the specified gateway."
::={ pintServerGatewayStatsEntry 1 }

p

nt Ser ver Gat ewaySuccessful Cal | s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nunber of calls successfully conpleted at the specified gateway."
::={ pintServerGatewayStatsEntry 2 }

p

nt Ser ver Gat ewayDi sconnect edCal | s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Nunber of calls that were disconnected (failed) at the specified
gat eway. "

::={ pintServerGatewayStatsEntry 3 }

p

-- Notifications Section
-- (none defined)

-- Confornance Section
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pi nt M bConpl i ances OBJECT | DENTI FI ER ::
pi nt M bG oups OBJECT | DENTI FI ER ::

{ pintM bConformance 1 }
{ pintM bConformance 2 }

pi nt M bConpl i ance MODULE- COVPLI ANCE
STATUS current

DESCRI PTI ON
"Describes the requirenents for conformance to the
PINT MB."

MODULE -- this nodul e

MANDATORY- GROUPS { pi nt M bConfi gGoup, pintM bMonitorG oup }
::={ pintMbConpliances 1 }

pi nt M bConfi gG oup OBJECT- GROUP
OBJECTS {

pi nt Rel easeNunber,

pi nt SysCont act ,

pi nt Appl I nst al | PkgDescri pti on,

pi nt Regi st er edGat ewayNane,

pi nt Regi st er edGat ewayDescri pti on

}

STATUS current

DESCRI PTI ON
"A collection of objects providing configuration
i nformation
for a PINT Server."

o= { pintMbGoups 1}

pi nt M bMoni t or G oup OBJECT- GROUP
OBJECTS {

pi nt Server @ obal Cal | sRecei ved,

pi nt Server @ obal Successful Cal | s,

pi nt Server @ obal Di sconnect edCal | s,
pi nt Ser ver @ obal Di sCUAut FCal | s,

pi nt Server @ obal Di sServProbCal | s,
pi nt Server @ obal Di sGat ProbCal | s,

pi nt Server C i ent Cal | sRecei ved,

pi nt Server d i ent Successful Cal | s,

pi nt Server d i ent Di sconnect edCal | s,
pi nt Server C i ent Di sCAut FCal | s,

pi nt Server C i ent Di SEFProbCal | s,

- - pi nt Server User | dName,

pi nt Server User | dCal | sRecei ved,

pi nt Server User | dSuccessful Cal | s,

pi nt Server User | dDi sconnect edCal | s,
pi nt Server User | dDi scUl dAFai | Cal | s,
pi nt Server User | dEFPr obCal | s,
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pi nt Ser ver Gat ewayCal | sRecei ved,
pi nt Ser ver Gat ewaySuccessful Cal | s,
pi nt Ser ver Gat ewayDi sconnect edCal | s

}

STATUS current

DESCRI PTI ON
"A collection of objects providing nonitoring
i nfornmation
for a PINT Server."

::={ pintMbGoups 2}

END
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7. Security Considerations

There is only one managenent object defined in this MB that has a
MAX- ACCESS cl ause of read-wite (pintSysContact). There are no
read-create objects. This read-wite object may be consi dered
sensitive or vulnerable in sone network environments. The support
for SET operations in a non-secure environment w thout proper
protection can have a negative effect on network operations.

There are a nunber of nmnaged objects in this MB that may contain
information that may be sensitive froma business perspective. One
could be the custoner identification (UserldNanme). Also information
on PINT services performance nmight itself be need to be guarded. It
is thus inmportant to control even GET access to these objects and
possibly to even encrypt the values of these object when sending them
over the network via SNMP. Not all versions of SNWP provide features
for such a secure environment.

SNWPv1 by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using | PSec), even then, there is no
control as to who on the secure network is allowed to access and

GET/ SET (read/ change/create/del ete) the objects in this MB.

It is recomended that the inplenenters consider the security
features as provided by the SNWv3 framework. Specifically, the use
of the User-based Security Mddel RFC 2574 [13] and the Vi ew based
Access Control Mdel RFC 2575 [16] is recomended.
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10.

It is then a customer/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET
(change/ creat e/ del ete) them

| ANA Consi der ati ons

Al'l extensions to the values listed in this MB nust be done through
St andards Action processes as defined in RFC 2434 [20].

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
claims of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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