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Resour ce Transponders

Status of this Meno

This meno provides information for the Internet community. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abstract

Al t hough a nunber of systens have been created in the | ast severa
years to provide resource |ocation and navigation on the Internet,
the information contained in these systenms nust be nmaintai ned and
updat ed by hand. This paper describes an autonatic nmechanism the
resource transponder, for maintaining resource |ocation information

Aut hor’ s Not e:

This docunent is being circulated as sort of a research paper;
consequently there are no protocol specifications or anything of the
sort. | hope that we can go fromhere and actually design themif
there’'s consensus that they are potentially useful. Once we have sone
i dea of the required functionality, we can then go out and

st andar di ze them

Di scl ai ner

Thi s paper represents only the opinions of the author; it does not

represent the consensus of the Il R Wrking Goup, although it is
recogni zed by themas one legitinmate approach to a solution of the
pr obl em

1. Introduction

In the past few years, we’ve seen the invention and growmh of a
nunber of information |location systens on the Internet, e.g., archie,
Gopher, and WAI'S. However, as these systens have beconme wi dely

depl oyed, a nunber of naintenance and security problens have arisen
with them Sonme of the mmjor ones:

1) Qut of necessity, nobst of these systens contain pointers to the

desired resources rather than the resources thensel ves. Therefore,
if a resource becones obsolete, is nodified, or is nobved, the
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| ocation system nust be updated by hand. Sonme systens (archie in
particul ar) proactively create updated i ndexes by contacting every
resource on a certain time schedule (every 30 days or so) but this
nmeans that the systemcan be up to 30 days out of date, and this
process can be highly inefficient depending on the percentage of

i nformati on that has changed.

2) Conversely, anyone who maintains a resource that they w sh i ndexed
nmust keep track of every directory which contains a pointer to
that resource, so that if it is nodified, all the directories can
be updated. This obviously is an optimstic scenario.

3) Many organi zati ons which have installed these systens do not have
the the avail able resources or expertise to maintain the
information in the systenms. Thus we have | ong periods where the
information drifts, then a short period when the information is
updat ed agai n.

4) Even though these systens are al nost always out of date today,
this problemw || becone increasingly harder for humans to manage
by hand as everyone on the net becones their own publisher. Al so,
as the net speeds up and people rely nore and nbre on accurate
i nformati on, human-i nduced del ays in updates of these systens wll
become increasingly intolerable.

5) Most, if not all, of these systens provide no security what soever
if a pointer to a resource appears in a locator system then it is
assuned to be neant for public consunption. There are nany
potential information providers who would |like to use publicly
depl oyed infornati on systenms to publish to a very sel ected
clientele, and do not wish to allow the whole net access to their
resources.

2. Requirenents for a Solution

There are several objectives which nust be net by any proposed
solution to these probl ens:

1) W need to decrease the personnel resources needed for indexing
and poi nter naintenance.

2) W need to increase the reliability and accuracy of the
information held in resource |ocation systens.

3) W need to provide sone nmechanisns for security, particularly by
nmedi ati ng access to the resources.
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4) W need to nmeke it easy for non-experts, such as librarians,
archi vists, and database mmintai ners, to announce their new
resources to the various resource | ocation services.

Many of these problens can be solved by a 'resource transponder’
mechani sm

3. Resource Transponders

The resource transponder system works by adding two new | ayers to
every resource: netainformati on and an agent to update a resource

| ocation system (RLS) with that netainformation. The netai nformation
| ayer is physically attached to every resource, so that when the
resource is noved or altered, the netainformation is i mediately
avail able to update the RLS. The agent |ayer may al so be attached to
the resource or may not be; the inplications of both of these options
are discussed in detail bel ow.

3.1 Metai nformati on

The nmetai nformation | ayer of a given resource contains any

i nformati on which mght be required to create a pointer to this
resource, and any information which may be useful for indicating how
to catalog or index the resource. For exanple, the metainformation

| ayer of a text document nmight contain such things as the Uniform
Resource Nanme (URN) of the docunment (this is sort of a I SBN nunber
for electronic resources), the title of the docunent, a Uniform
Resource Locator (URL) for the docunment (this is a conbination net
address and access nethod indicator, used for retrieval), the size of
t he docunment, etc. Thus the netainformation | ayer contains data about
the resource to which it is attached.

This metainformation is expected to be nodifiable. For exanple, the
met ai nformati on | ayer may contain a history of where this particul ar
copy of a resource has been. Let’'s say that a resource/transponder
pair has been noved. Wen it gets to its new |l ocation, the agent can
then attenpt to contact the resource at its old |l ocation to deternine
whet her the resource is still there (in which case the agent will
sinply cause the new |l ocation to be added to the RLS) or whether the
resource is not there (in which case the agent can tell the RLS to
add the current pointer and delete the old one).

A nunber of other possibilities for the contents of the
nmet ai nformati on | evel are contained in section 4. 1.
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3.2 Agents

The agent | ayer of a given resource contains an executabl e program
which is responsible for reading the netainformation attached to the
resource and using that information to update a RLS. It is also
responsi bl e for updating the netainformati on where necessary and for
runni ng any indexing prograns required by the RLS it is attenpting to
updat e.

When the tools required to build agents are constructed and depl oyed,
the author expects the agents to begin nediating access to the
resource, particularly for agents attached to resources which are not
currently considered active processes, such as text files and
digitized images. In this futuristic nodel, sonmeone w shing to read
a given docunment would have to first negotiate access to the data
with the agent; the agent would then be responsible for delivering
the data to the client. However, it is expected that this type of
agent will not be widely deployed for some tine.

Different ways of inplenenting agents are discussed in section 4. 2.
4. Model s for inplenentations of resource transponders
4.1. Models for inplenentations of the netainformation |ayer

The nmetai nformation | ayer can be inpelenented in a nunber of ways,
dependi ng on the resource with which it is associated. For an
"active resource, such as an on-line catalog or a nuil-based
service, the netainformation can be stored in a file with a well-
known nane in the software distribution. Alternatively, the

met ai nformati on could be stored as a record in the data which the
resource serves. For a text docunment, the metainformation could be
stored as the first or last N bytes of the docunment (which would
break a nunber of editors and file display techni ques, but would
guarantee that the netainformation is noved with the resource), or
perhaps as a file with a logically associ ated nane (paper?2.neta
associated with paper2.txt, for exanple). The problemwth this
second approach is that the user nust know that they have to nove the
metai nformation with the file itself, or things will start breaking.
If an agent is explicitly attached to the resource, the agent could
contain the netainformation internally.

In any case, the resource transponder system nust be able to

guarantee that the metainformation is noved when the resource is
nmoved.
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4.2 Models for inplenmentations of the agents

The agent |ayer can al so be inplenented in a nunber of ways,
dependi ng on such things as system | oads, desired sizes of resources,
mul titasking capabilities, etc.

The easiest and for many unitasking systens the cl eanest way of

i npl enenting an agent is to have one agent per conputer. Then when a
resource is noved onto that conputer, the agent is explicitly
activated and notified where the new resource is. For exanple, let’'s
say that sonmeone w shes to downl oad a copy of a resource and then |et
the RLS know that that resource is available for public consunption
She woul d downl oad the resource and then run the agent, which would
then notify the RLS and update the netainformation attached to the
resource. This nmodel could also be used to track files on a LAN, or
to provide local l|location services with no need to run a larger RLS

Anot her nodel for inplenentation of the agent is to have one agent
per resource. In this nodel, the agent would be noved along with the
resource and the netai nformati on. The agent could be inplenented in a
file which woul d be associated with the resource; in that case the
agent woul d have to be explicitly activated when the resource was
nmoved. Alternatively, the agent/netainformation/resource system could
be i npl enented as one system or in one file. In this case, the agent
itself would al ways be active, and woul d be responsible for nediating
access to the resource. Wen one did a "telnet’ to a resource with
an active agent, the agent would accept the tel net connection and be
responsi ble for providing security and translation for the data. This
coul d provide great security for resources while still allow ng
pointers to themto be placed in public RLS' s; the data in the
resource could be encrypted, with the agent responsible for
decrypting it.

5. Security Considerations

Security issues are discussed throughout this neno.
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