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Abstract

The I Pv6 global Internet as of today uses a |ot of tunnels over the
existing IPv4 infrastructure. Those tunnels are difficult to
configure and maintain in a large scale environment. The 6bone has
proven that large sites and Internet Service Providers (ISPs) can do
it, but this process is too conplex for the isolated end user who

al ready has an | Pv4 connection and would like to enter the |Pv6
world. The notivation for the devel opnent of the tunnel broker nodel
is to help early IPv6 adopters to hook up to an existing |IPv6 network
(e.g., the 6bone) and to get stable, permanent |Pv6 addresses and DNS
nanes. The concept of the tunnel broker was first presented at
Olando’s I ETF in Decenber 1998. Two inplenentations were
denonstrated during the Grenoble IPng & NGrans interimneeting in
February 1999.

1. Introduction

The growth of | Pv6 networks started mainly using the transport
facilities offered by the current Internet. This led to the

devel opnent of several techniques to nanage | Pv6 over |Pv4 tunnels.

At present nost of the 6bone network is built using manually
configured tunnels over the Internet. The main drawback of this
approach is the overwhel m ng nanagenent | oad for network

adm ni strators, who have to perform extensive manual configuration
for each tunnel. Several attenpts to reduce this managenent overhead
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have al ready been proposed and each of them presents interesting
advant ages but al so solves different problens than the Tunnel Broker,
or poses drawbacks not present in the Tunnel Broker:

- the use of automatic tunnels with | Pv4 conpati bl e addresses [1]
is a sinple nechanismto establish early | Pv6 connectivity
anong i sol ated dual -stack hosts and/or routers. The problem
with this approach is that it does not solve the address
exhaustion problemof IPv4. Al so there is a great fear to
i nclude the conplete IPv4 routing table into the 1Pv6 world
because this would worsen the routing table size problem
multiplying it by 5;

- 6over4 [2] is a site local transition mechani smbased on the
use of IPv4 nmulticast as a virtual link layer. It does not
sol ve the problem of connecting an isolated user to the gl oba
| Pv6 I nternet;

- 6to4 [3] has been designed to allowisolated | Pv6 donui ns,
attached to a wide area network with no native | Pv6 support
(e.g., the IPv4 Internet), to comunicate with other such |IPv6
domains with m nimal manual configuration. The ideais to
enbed | Pv4 tunnel addresses into the IPv6 prefixes so that any
domai n border router can automatically discover tunne
endpoi nts for outbound IPv6 traffic.

The Tunnel Broker idea is an alternative approach based on the
provi si on of dedicated servers, called Tunnel Brokers, to
autonmatically nanage tunnel requests comng fromthe users. This
approach is expected to be useful to stimulate the growh of |Pv6
i nt erconnected hosts and to allow early I Pv6 network providers to
provi de easy access to their |Pv6 networks.

The main difference between the Tunnel Broker and the 6to4 mechani sns
is that the they serve a different segnent of the |Pv6 conmunity:

- the Tunnel Broker fits well for small isolated IPv6 sites, and
especially isolated I Pv6 hosts on the IPv4 Internet, that want
to easily connect to an existing | Pv6 network;

- the 6to4 approach has been designed to allow isolated |IPv6
sites to easily connect together wthout having to wait for
their 1Pv4 ISPs to deliver native IPv6 services. This is very
well suited for extranet and virtual private networks. Using
6t 04 relays, 6to4 sites can also reach sites on the |Pv6
| nt er net.
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In addition, the Tunnel Broker approach allows IPv6 |ISPs to easily
perform access control on the users enforcing their own policies on
network resources utilization

This docunent is intended to present a framework describing the
gui deli nes for the provision of a Tunnel Broker service within the
Internet. It does not specify any protocol but details the genera
architecture of the proposed approach. It also outlines a set of
viable alternatives for inplenmenting it. Section 2 provides an
overal | description of the Tunnel Broker nodel; Section 3 reports
known linitations to the nodel; Section 4 briefly outlines other
possi bl e applications of the Tunnel Broker approach; Section 5
addresses security issues.

2. Tunnel Broker Model

Tunnel brokers can be seen as virtual IPv6 | SPs, providing |Pv6

connectivity to users already connected to the IPv4 Internet. 1In the
energing IPv6 Internet it is expected that many tunnel brokers will
be available so that the user will just have to pick one. The |ist

of the tunnel brokers should be referenced on a "well known" web page
(e.g. on http://ww.ipv6.org) to allow users to choose the "cl osest"”
one, the "cheapest" one, or any other one.

The tunnel broker nodel is based on the set of functional elenents
depicted in figure 1.
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Figure 1: the Tunnel Broker nodel
2.1 Tunnel Broker (TB)

The TB is the place where the user connects to register and activate
tunnels. The TB manages tunnel creation, nodification and del etion
on behal f of the user.

For scalability reasons the tunnel broker can share the |oad of
networ k side tunnel end-points anong several tunnel servers. It
sends configuration orders to the relevant tunnel server whenever a
tunnel has to be created, nodified or deleted. The TB may al so
regi ster the user | Pv6 address and nanme in the DNS.

A TB nust be | Pv4 addressable. It nmay also be | Pv6 addressabl e, but
this is not mandatory. Communicati ons between the broker and the
servers can take place either with I Pv4 or | Pv6.

2.2 Tunnel server (TS)
A TS is a dual-stack (I1Pv4 & | Pv6) router connected to the gl oba
Internet. Upon receipt of a configuration order comng fromthe TB

it creates, nodifies or deletes the server side of each tunnel. It
may al so mai ntain usage statistics for every active tunnel
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2.3 Using the Tunnel Broker

The client of the Tunnel Broker service is a dual-stack |Pv6 node
(host or router) connected to the IPv4 Internet. Approaching the TB,
the client should be asked first of all to provide its identity and
credentials so that proper user authentication, authorization and
(optionally) accounting can be carried out (e.g., relying on existing
AAA facilities such as RADIUS). This nmeans that the client and the
TB have to share a pre-configured or autonatically established
security association to be used to prevent unauthorized use of the
service. Wth this respect the TB can be seen as an access-control
server for IPv4 interconnected | Pv6 users.

Once the client has been authorized to access the service, it should
provide at |east the follow ng information:

- the I Pv4 address of the client side of the tunnel

- a nanme to be used for the registration in the DNS of the gl obal
| Pv6 address assigned to the client side of the tunnel;

- the client function (i.e., standal one host or router).

Moreover, if the client machine is an IPv6 router willing to provide
connectivity to several |Pv6 hosts, the client should be asked al so
to provide sone information about the anobunt of |Pv6 addresses
required. This allows the TB to allocate the client an | Pv6 prefix
that fits its needs instead of a single | Pv6 address.

The TB nmnages the client requests as foll ows:

- it first designates (e.g., according to some |oad sharing
criteria defined by the TB adm nistrator) a Tunnel Server to be
used as the actual tunnel end-point at the network side;

- it chooses the IPv6 prefix to be allocated to the client; the
prefix length can be anything between 0 and 128, npbst conmmon
val ues being 48 (site prefix), 64 (subnet prefix) or 128 (host
prefix);

- it fixes alifetine for the tunnel

- it automatically registers in the DNS the gl obal |Pv6 addresses
assigned to the tunnel end-points;

- it configures the server side of the tunnel
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- it notifies the relevant configuration information to the
client, including tunnel paranmeters and DNS names.

After the above configuration steps have been carried out (including
the configuration of the client), the IPv6 over |Pv4 tunnel between
the client host/router and the selected TS is up and working, thus
al l owi ng the tunnel broker user to get access to the 6bone or any
other 1Pv6 network the TS is connected to.

2.4 1 Pv6 address assi gnnent

The | Pv6 addresses assigned to both sides of each tunnel rmust be
gl obal | Pv6 addresses belonging to the | Pv6 addressi ng space managed
by the TB.

The lifetinme of these | Pv6 addresses should be relatively |long and
potentially longer than the lifetinme of the |IPv4 connection of the
user. This is to allowthe client to get sem permanent |Pv6
addresses and associ ated DNS nanes even though it is connected to the
Internet via a dial-up link and gets dynamically assigned | Pv4

addr esses through DHCP

2.5 Tunnel managenent

Active tunnels consune precious resources on the tunnel servers in
terns of nenory and processing tinme. For this reason it is advisable
to keep the nunmber of unused tunnels as small as possible deploying a
wel | designed tunnel managenent nechani sm

Each 1 Pv6 over |Pv4 tunnel created by the TB should at |east be
assigned a lifetime and renoved after its expiration unless an
explicit lifetime extension request is subnitted by the client.

Qobviously this is not an optinmal solution especially for users
accessing the Internet through short-Ilived and dynam cally addressed
| Pv4 connections (e.g., dial-up links). 1In this case a newy
established tunnel is likely to be used just for a short tinme and
then never again, in that every tinme the user reconnects he gets a
new | Pv4 address and is therefore obliged either to set-up a new
tunnel or to update the configuration of the previous one. In such a
situation a nore effective tunnel managenent may be achi eved by
having the TS periodically deliver to the TB IPv6 traffic and
reachability statistics for every active tunnel. |In this way, the TB
can enforce a tunnel deletion after a period of inactivity w thout
waiting for the expiration of the related lifetinme which can be
relatively longer (e.g., several days).
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Anot her solution may be to inplenent sone kind of tunnel managenent
protocol or keep-alive nechani sm between the client and the TS (or
between the client and the TB) so that each tunnel can be imediately
rel eased after the user disconnects (e.g., renoving his tunnel end-
poi nt or tearing down his |IPv4 connection to the Internet). The
drawback of this policy mechanismis that it also requires a software
upgrade on the client machine in order to add support for the ad-hoc
keep-al i ve nechani sm descri bed above.

Mor eover, keeping track of the tunnel configuration even after the
user has disconnected fromthe IPv4 Internet may be worth the extra
cost. In this way, in fact, when the user reconnects to the
Internet, possibly using a different |Pv4 address, he could just
restart the tunnel by getting in touch with the TB again. The TB
could then order a TSto re-create the tunnel using the new | Pv4d
address of the client but reusing the previously allocated |IPv6
addresses. That way, the client could preserve a nearly pernmanent
(static) |IPv6 address even though its IPv4 address is dynamic. It
coul d al so preserve the associated DNS nane.

2.6 Interactions between client, TB, TS and DNS

As previously stated, the definition of a specific set of protocols
and procedures to be used for the conmunication anong the various
entities in the Tunnel Broker architecture is outside of the scope of
the present franmework docunent. Nevertheless, in the reninder of
this section sone viable technical alternatives to support client-TB,
TB-TS and TB-DNS interactions are briefly described in order to help
future inplenmentation efforts or standardization initiatives.

The interaction between the TB and the user could be based on http.
For exanpl e the user could provide the rel evant configuration
information (i.e., the IPv4 address of the client side of the tunnel
etc.) by just filling up sonme forns on a Wb server running on the
TB. As a result the server could respond with an htnl page stating
that the server end-point of the tunnel is configured and displaying
all the relevant tunnel infornmation

After that, the nost trivial approach would be to | eave the user to
configure the client end-point of the tunnel on his own. However, it
shoul d be highly valuable to support a nechanismto automate this
procedure as much as possi bl e.

Several options may be envisaged to assist the Tunnel Broker user in
the configuration of his dual-stack equi pnent. The sinplest option
is that the TB could just prepare personalized activation and de-
activation scripts to be run off-line on the client nachine to

achi eve easy set-up of the client side tunnel end-point. This
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solution is clearly the easiest to inplenment and operate in that it
does not require any software extension on the client machine.
However, it raises several security concerns because it may be
difficult for the user to verify that previously downl oaded scripts
do not performillegal or dangerous operations once executed.

The above described security issues could be elegantly overcone by
defining a new M ME (Mil tipurpose Internet Miil Extension) content-
type (e.g., application/tunnel) [4,5] to be used by the TB to deliver
the tunnel paraneters to the client. |In this case, there nust be a
dedi cated agent running on the client to process this information and
actually set-up the tunnel end-point on behalf of the user. This is
a very attractive approach which is worth envisaging. |In particular
the definition of the new content-type night be the subject of a
future ad-hoc docunent.

Several options are avail able also to achieve proper interaction
between the broker and the Tunnel Servers. For exanple a set of
simpl e RSH commands over | Psec could be used for this purpose.
Anot her alternative could be to use SNVWP or to adopt any ot her
net wor kK nanagenent sol ution

Finally, the Dynanic DNS Update protocol [6] should be used for
automati c DNS update (i.e., to add or delete AAAA, A6 and PTR records
fromthe DNS zone reserved for Tunnel Broker users) controlled by the
TB. A sinple alternative would be for the TB to use a small set of
RSH commands to dynamically update the direct and inverse databases
on the authoritative DNS server for the Tunnel Broker users zone
(e.g. broker.isp-nane.com

2.7 Open issues

Real usage of the TB service may require the introduction of
accounting/billing functions.

3. Known limtations

This mechani smmay not work if the user is using private |IPv4
addresses behind a NAT box.

4. Use of the tunnel broker concept in other areas
The Tunnel Broker approach m ght be efficiently exploited also to
automatically set-up and manage any ot her kind of tunnel, such as a

mul ticast tunnel (e.g., used to interconnect mnulticast islands within
the unicast Internet) or an | Psec tunnel
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Moreover, the idea of deploying a dedicated access-control server,
like the TB, to securely authorize and assist users that want to gain
access to an | Pv6 network m ght prove useful also to enhance ot her
transition nechani sms. For exanple it would be possible to exploit a
sim | ar approach within the 6to4 nodel to achieve easy relay

di scovery. This would nmake life easier for early 6to4 adopters but
woul d also allow the ISPs to better control the usage of their 6to4
relay facilities (e.g., setting up appropriate usage policies).

5. Security Considerations

Al'l the interactions between the functional elenents of the proposed
architecture need to be secured:

- the interaction between the client and TB
- the interaction between the TB and the Tunnel Server
- the interaction between the TB and the DNS

The security techni ques adopted for each of the required interactions
i s dependent on the inplenentation choices.

For the client-TB interaction, the usage of http allows the
exploitation of widely adopted security features, such as SSL (Secure
Socket Layer) [7], to encrypt data sent to and downl oaded fromthe
web server. This also makes it possible to rely on a sinple
"usernane" and "password" authentication procedure and on existing
AAA facilities (e.g., RADIUS) to enforce access-control

For the TB-TS interaction secure SNVP could be adopted [8,9,10]. |If
the dynami ¢ DNS update procedure is used for the TB-DNS i nteraction
the security issues are the sane as discussed in [11]. Oherwise, if
a sinpler approach based on RSH conmands is used, standard |Psec
mechani sns can be applied [12].

Furthernmore, if the configuration of the client is achieved running
scripts provided by the TB, these scripts nust be executed with
enough privileges to manage network interfaces, such as an

admi nistrator/root role. This can be dangerous and shoul d be
considered only for early inplenentations of the Tunnel Broker
approach. Transferring tunnel configuration paranmeters in a M M
type over https is a nore secure approach

In addition a | oss of confidentiality may occur whenever a dial-up
user disconnects fromthe Internet without tearing down the tunne
previously established through the TB. In fact, the TS keeps

tunneling the I1Pv6 traffic addressed to that user to his old I Pv4
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address regardless of the fact that in the neanwhile that |Pv4
address coul d have been dynam cally assigned to another subscriber of
the sanme dial-up ISP. This problemcould be solved by inplenenting
on every tunnel the keep-alive nechanismoutlined in section 2.5 thus
allowing the TB to imredi ately stop IPv6 traffic forwardi ng towards
di sconnect ed users.

Finally TBs nust inplenment protections agai nst denial of service
attacks whi ch may occur whenever a nalicious user exhausts all the
resources avail able on the tunnels server by asking for a | ot of
tunnels to be established altogether. A possible protection against
this attack could be achieved by administratively limting the nunber
of tunnels that a single user is allowed to set-up at the sane tine.
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