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1.0 Abstract

Thi s docunent describes a new optional type of OSPF area, sonewhat

hunorously referred to as a "not-so-stubby" area (or NSSA). NSSAs

are sinmlar to the existing OSPF stub area configuration option but
have the additional capability of inporting AS external routes in a
limted fashion.
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2.0 Overview
2.1 Motivation

Wde-area transit networks (such as the NSFNET regionals) often have
connections to noderately-conplex "leaf" sites. A leaf site nmay have
multiple I P network nunbers assigned to it.

Typically, one of the leaf site’s networks is directly connected to a
router provided and administered by the transit network while the
others are distributed throughout and adm nistered by the site. From
the transit network’ s perspective, all of the network nunbers
associated with the site make up a single "stub" entity. For

exanpl e, BARRNet has one site conposed of a class-B network,
130.57.0.0, and a class-C network, 192.31.114.0. From BARRNet’s
perspective, this configuration | ooks sonething like this:

192. 31. 114
I
(cl oud)
-------------- 130.57.4
|
------ 131.119.13 ------
| BR18| ------------ | BR1O|

to BARRNet "core" OSPF system

where the "cloud" consists of the subnets of 130.57 and network
192. 31. 114, all of which are learned by RIP on router BR1S8.

Topol ogically, this cloud | ooks very nuch |ike an OSPF stub area.
The advantages of running the cloud as an OSPF stub area are:

1. Type-5 routes (OSPF external |ink-state advertisenents
(LSAs)) are not advertised beyond the router
| abel ed "BR10". This is advantageous because the
link between BRL1O and BR18 nay be a | ow speed |ink
or the router BR18 nmay have limited resources.

2. The transit network is abstracted to the "l eaf"
router BR18 by advertising only a default route
across the link between BR10 and BRI18.

3. The cloud becones a single, nanageable "leaf" with
respect to the transit network.
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4. The cloud can becone, logically, a part of the transit
network’s OSPF routing system

5. Translated type-5 LSAs that are sent into the
backbone fromthe cloud (which is a separate
stub area) may be considered "l eaf" nodes
when performng the Dijkstra cal cul ation

However, the current definition of the OSPF protocol [1] inposes
topological limtations which restrict sinple cloud topol ogies from
beconi ng OSPF stub areas. In particular, it is illegal for a stub
area to inport routes external to OSPF; it is not possible for
routers BR18 and BR10O to both be nenbers of the stub area and to

i mport the routes learned fromRIP or other IP routing protocols as
type-5 (OSPF external LSAs) into the OSPF system In order to run
OSPF out to BR18, BR18 nmust be a nenber of a non-stub area or the
OSPF backbone to inport routes other than its directly-connected
network(s). Since it is not acceptable for BRL8 to maintain all of
BARRNet ' s external (type-5) routes, BARRNet is forced by OSPF s
topological limtations to run OSPF out to BRLO and to run RIP

bet ween BR18 and BR1O.

2.2 Proposed Sol ution

Thi s docunent describes a new optional type of OSPF area, sonewhat
hunorously referred to as a "not-so-stubby" area (or NSSA) which has
the capability of inporting external routes in a limted fashion.

The OSPF specification defines two general classes of area
configuration. The first allows type-5 LSAs to be flooded throughout
the area. In this configuration, type-5 LSAs may be origi nated by
routers internal to the area or flooded into the area by area border
routers. These areas, referred to herein as type-5 capable areas (or
just plain areas in the OSPF spec), are distinguished by the fact
that they can carry transit traffic. The backbone is always a type-5
capabl e area. The second type of area configuration, called stub

all ows no type-5 LSAs to be propagated into/throughout the area and

i nstead depends on default routing to external destinations.

NSSAs are defined in much the sane nmanner as existing stub areas. To
support NSSAs, a new option bit (the "N' bit) and a new type of LSA
(type-7) area defined. The "N' bit ensures that routers belonging to
an NSSA agree on its configuration. Simlar to the stub area s use
of the "E" bit, both NSSA nei ghbors nmust agree on the setting of the
"N' bit or the OSPF nei ghbor adjacency will not form

Type-7 LSAs provide for carrying external route information within an
NSSA. Type-7 AS External LSAs have virtually the sane syntax as the
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Type-5 AS External LSAs with the obvious exception of the |ink-state
type (see section 3.2 for nore details). There are two maj or semantic
di fferences between type-5 and type-7 LSAs.

o0 Type-7 LSAs may be originated by and adverti sed
t hr oughout an NSSA; as with stub areas, NSSA's do not
receive or originate type-5 LSAs.

0 Type-7 LSAs are advertised only within a single NSSA,
they are not flooded into the backbone area or any
ot her area by border routers, though the information
whi ch they contain can be propagated into the backbone
area (see section 3.6).

In order to allow linted exchange of external information across an

NSSA area border, NSSA border routers will translate selected type-7

LSAs received fromthe NSSA into type-5 LSAs. These type-5 LSAs wi ||
be flooded to all type-5 capable areas. NSSA area border routers may
be configured with address ranges so that several type-7 LSAs may be

represented by a single type-5 LSA

In addition, an NSSA area border router can originate a default
type-7 LSA (I P address of 0.0.0.0) into the NSSA. Default routes are
necessary because NSSAs do not receive full routing information and
must have a default route to route to AS-external destinations. Like
stub areas, NSSAs nay be connected to the backbone at nore than one
area border router, but may not be used as a transit area. Note that
the default route originated by an NSSA area border router is never
translated into a type-5 LSA, however, a default route originated by
an NSSA internal AS boundary router (one that is not also an area
border router) may be translated into a type-5 LSA

It should also be noted that unlike stub areas, all OSPF sunmary
routes (type-3 LSAs) nust be inported into NSSAs. This is to ensure
that OSPF internal routes are always chosen over OSPF externa
(type-7) routes.

I n our exanpl e topology the subnets of 130.57 and network 192.31. 114,
will still be learned by RIP on router BR18 but now both BR10O and
BR18 can be in an NSSA and all of BARRNets external routes are hidden
from BR18; BR10 becones an NSSA area border router and BR18 becones
an AS boundary router internal to the NSSA. BR18 will inport the
subnets of 130.57 and network 192.31.114 as type-7 LSAs into the
NSSA. BR10 then translates these routes into type-5 LSAs and fl oods
theminto BARRNet’' s backbone.
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3.0 Inplenentation Details
3.1 The N-bit

The N-bit ensures that all nmenbers of a NSSA agree on the area’s
configuration. Together, the N-bit and E-bit reflect an interface’'s
(and consequently the interface’s associated area’s) external LSA
floodi ng capability. As explained in section 10.5 of the OSPF
specification, if type-5 LSAs are not flooded into/throughout the
area, the E-bit nust be clear in the option field of the received
Hel | o packets. Interfaces associated with an NSSA will not send or
receive type-5 LSAs on that interface but nay send and receive type-7
LSAs. Therefore, if the N-bit is set in the options field, the E-bit
nmust be cl ear ed.

To support the NSSA option an additional check nust be made in the
function that handl es receiving Hello packet to verify that both the
N-bit and the E-bit found in the Hell o packet’'s option field match
the value of the options that have been configured in the receiving
interface. A mismatch in the options causes processing of the
received Hell o packet to stop and the packet to be dropped.

3.2 Type-7 Address Ranges

NSSA area border routers may be configured with type-7 address
ranges. Each address range is defined as an [address, mask] pair.
Many separate type-7 networks nmay then be represented by in a single
address range (as advertised by a type-5 LSA), just as a subnetted
network is conmposed of nany separate subnets. Area border routers
may then summari ze type-7 routes by advertising a single type-5 route
for each type-7 address range. The type-5 route, resulting froma
type-7 address range match will be distributed to all type-5 capable
areas. Section 4.1 gives the details of generating type-5 routes
fromtype-7 address ranges.

A type-7 address range includes the follow ng configurable itens.
0 An [address, nask] pair.

0o A status indication of either Advertise or
DoNot Adverti se.

o External route tag.
3.3 Type-7 LSAs: NSSA External Link-State Advertisements

External routes are inported into NSSAs as type-7 LSAs by the NSSA' s
AS boundary routers. An NSSA AS boundary routers is a router which
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has an interface associated with the NSSA and is exchangi ng routing
information with routers belonging to another AS. As with type-5
LSAs a separate type-7 LSA is originated for each destination
network. To support NSSA areas, the |ink-state database nust

t herefore be expanded to contain a type-7 LSA.

Type 7-LSAs are identical to type-5 LSAs except for the follow ng
(see section 12.3.4 "AS external links" in the OSPF
speci fication).

1. The type field in the LSA header is 7.

2. Type-7 LSAs are only flooded within the NSSA
The fl ooding of type-7 LSAs follow the sane rules
as the flooding of type 1-4 LSAs.

3. Type-7 LSAs are kept within the NSSA's LSDB (are
area specific) whereas because type-5 LSAs are
flooded to all type-5 capable areas, type-5 LSAs
gl obal scope in the router’s LSDB

4. At the area border router, selected type-7 LSAs are
translated into type 5-LSAs and fl ooded into the
backbone.

5. Type 7 LSAs have a propagate (P) bit which is
used to flag the area border router to translate the
type-7 LSA into a type-5 LSA. Exanples of how the P-bit
is used for | oop avoidance are in the follow ng sections.

6. Those type-7 LSAs that are to be translated into type-5
LSAs must have their forwardi ng address set.
Type-5 LSAs that have been translated fromtype-7 LSAs
for the nost part nust contain a forwardi ng address.
The execption to this is if the translation to a type-5
LSA is the result of an address range match, in which
case the type-5 LSAwill not contain a forwardi ng address
(see section 4.1 for details).
The forwardi ng address contained in type-5 LSAs wi ||
result in nore efficient routing to the AS external
net wor ks when there are multiple NSSA area
border routers. Having the forwarding address in the
type-7 LSAs will ease the translation of type-7 into
type-5 LSAs as the NSSA area border router will
not be required to conpute the forwardi ng address.

If the network between the NSSA AS boundary router and the
adj acent AS is advertised into OSPF as an internal OSPF
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route, the forwardi ng address should be the next hop
address as is currently done in type-5 LSAs, but unlike
type-5 LSAs if the intervening network is not advertised
into OSPF as an internal OSPF route, the forwarding
address should be any one of the router’s active OSPF

i nterface addresses.

Type-5 and type-7 netrics and path types are directly conparable.
3.4 Oiginating Type-7 LSAs

NSSA AS boundary routers may originate type-7 LSAs. All NSSA area
border routers must al so be AS boundary routers since they all nust
have the capability of translating a type-7 LSAs into a type-5 LSAs
(see section 3.6 routes for the translation algorithnm. NSSA area
border routers nmust set the E-bit (external bit) as well as the B-bit

(border bit) inits router (type-1) LSAs (both in the backbone and in

t he NSSA area).

When an NSSA internal AS boundary router originates a type-7 LSA that
it wants to be translated into a type-5 LSA by the NSSA area border
router (and subsequently flooded into the backbone), it nmust set the
P-bit in the LS header’s option field and add a valid forwarding
address in the type-7 LSA

If a router is attached to another AS and is al so an NSSA area border

router, it may originate a both a type-5 and a type-7 LSA for the
sane network. The type-5 LSA will be flooded to the backbone (and
all attached type-5 capable areas) and the type-7 will be fl ooded
into the NSSA. If this is the case, the P-bit nust be reset in the
type-7 NSSA so the type-7 LSAisn't again translated into a type-5
LSA by anot her NSSA area border router

A type-7 default route (network 0.0.0.0) nay be originated into the
NSSA by an NSSA area border router or by an NSSA AS boundary router
which is internal to the NSSA. The type-7 default route originated
by the NSSA area border router nust have the P-bit reset so that the

default route originated by the NSSA area border router will not find

its way out of the NSSA into the rest of the AS system via anot her
NSSA area border router. The type-7 default route originated by an
NSSA AS boundary router which is not an NSSA area border router may
have the P-bit set. Type-7 routes which are originated by the NSSA
area border router will not get added to other NSSA area border
router’s routing table.

A default route nmust not be injected into the NSSA as a sunmary

(type-3) LSA as in the stub area case. The reason for this is that
the preferred summary default route would be chosen over all nore
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specific type-7 routes. Because sunmary routes are preferred to
external routes and to ensure that summary routes are chosen over
external within the NSSA, all summary routes (unlike stub areas in
which this is optional) nust be inmported into an NSSA.

3.5 Calculating Type-7 AS External Routes

This section is very simlar to section 16.4 (Cal cul ating AS external
routes) in the OSPF specification. An NSSA area border router should
exam ne both type-5 LSAs and type-7 LSAs if either type-5 or type-7
routes need to be updated. Type-7 LSAs should be exam ned after
type-5 LSAs. An NSSA internal router should exam ne type-7 LSAs when
type-7 routes need to be recal cul at ed.

In relation to the steps to calculate the routing table as presented
in the OSPF specification (chapter 16, "Cal culation of the Routing
Tabl e"), type-7 LSAs should be exam ned after step 5 where the routes
to external destinations are cal cul ated.

Type-7 routes are cal cul ated by exam ning type-7 LSAs. Each of LSAs
are considered in turn. Mst type-7 LSAs describe routes to specific
| P destinations. A type-7 LSA can al so describe a default route for
the NSSA (destination = Defaul tDestination). For each type-7 LSA

1. If the netric specified by the LSAis LSInfinity, the
age of the LSA equals MaxAge or the advertising router
field is equal to this router’s router |ID, exam ne the
next adverti senent.

2. Call the destination described by the LSA N. Look up the
routing table entry for the AS boundary router (ASBR) that
originated the LSA. If no entry exists for the ASBR
(i.e., ASBR is unreachable), do nothing with this LSA and
consider the next in the |ist.

If the destination is the default route (destination =

Def aul t Destination) and if the originator of the LSA and
the calculating router are both NSSA area border routers
do nothing with this LSA and consider the next in the list.

El se, this LSA describes an AS external path to destination
N. If the forwarding address (as specified in the forwarding
address field of the LSA) is 0.0.0.0, the packets routed

to the external destination Nwill be routed to the
originating ASBR |If the forwarding address is not 0.0.0.0O,

| ook up the forwarding address in the routing table. Packets
routed to the external destination Nwll be routed within
the NSSA to this forwarding address. An intra-area path
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nmust therefore exist to the forwarding address. |If no such
path exists, do nothing with the LSA and consi der the next
in the list.

Call the routing table distance to the forwarding address
(or the distance to the originating ASBR if the forwarding
address is 0.0.0.0) X, and the cost specified in the type-7
LSAY. Xisinterns of the link-state nmetric, and Y is a
Type-1 or Type-2 external netric.

Now, | ook up the routing table entry for the destination

N. If no entries exist for N, install the AS external path
to N, with the next hop equal to the Iist of next hops to
the forwardi ng address/ ASBR, and the advertising router equa
to ASBR. If the external metric type is 1, then the
path-type is set to Type-1 external and the cost is equa

to X+ VY. If the external netric type is 2, the path-type

is set to Type-2 external, the |link-state conponent of the
route’s cost is X, and the Type-2 cost is Y.

Else, if the paths present in the table are not Type-1 or
Type-2 external paths, do nothing (AS external paths have
the | owest priority).

O herwi se, conpare the cost of this new AS external path
to the ones present in the table. Note that type-5 and
type-7 routes are directly conparable. Type-1 external
pat hs are al ways shorter than Type-2 external paths.
Type-1 external paths are conpared by |ooking at the sum
of the distance to the forwardi ng address/ ASBR and t he
advertised Type-1 paths (X+Y). Type-2 external paths are
conpared by | ooking at the advertised Type-2 netrics,

and then if necessary, the distance to the forwarding
addr ess/ ASBR

When a type-5 LSA and a type-7 LSA are found to have the
same type and an equal distance, the following priorities
apply (listed fromhighest to lowest) for breaking the tie.

a. Any type 5 LSA

b. Atype-7 LSAwith the P-bit set and the forwardi ng
addr ess non-zero.

c. Any other type-7 LSA

If the new path is shorter, it replaces the present paths
inthe routing table entry. If the new path is the sane
cost, it is added to the routing table entry’s list of

pat hs.
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3.6 Increnmental Updates

I ncrenental updates for type-7 LSAs should be treated the sane as

i ncremental updates for type-5 LSAs (see section 16.6 of the OSPF
specification). That is, if a newinstance of a type-7 LSAis
received it is not necessary to recalculate the entire routing table.
If there is already an OSPF internal route to the destination
represented by the type-7 LSA, no recal culation is necessary.

O herwi se, the procedure in the proceeding section will have to be
perfornmed but only for the external routes (type-5 and type-7) whose
net wor ks describe the same networks as the newy received LSA

4.0 Originating Type-5 LSAs
4.1 Translating Type-7 LSAs Into Type-5 LSAs

This step is performed as part of the NSSA's Dijkstra cal cul ation
after type-5 and type-7 routes have been calculated. |If the
calculating router is not an area border router this translation

al gorithm shoul d be skipped. Al reachable area border routers in

t he NSSA shoul d now be exami ned noting the one with the highest
router ID. If this router has the highest router ID, it will be the
one translating type-7 LSAs into type-5 LSAs for the NSSA, otherw se
the translation al gorithm should not be perforned.

Al'l type-7 routes that have been added to the routing table should be
exam ned. |If the type-7 LSA (associated with the route being

exam ned) has the P-bit set and a non-zero forwardi ng address, the
foll owi ng steps shoul d be taken

The transl ation procedure nust first check for a configured type-7
address range. Recall that an type-7 address range consists of an
[ address, mask] pair and a status indication of either Advertise or
DoNot Advertise. At nmpst a single type-5 LSA is made for each
range. |If the route being examned falls within the type-7
address range, (the [address, nask] pair of the route equal to or a
nore specific instance of the [address, mask] pair of the type-7
address range), one of follow ng three actions may take pl ace.

1. When the range’s status indicates Advertise and the
route’ s address and mask are equal to the address
and mask of the type-7 range a type-5 LSA should be
originated if

o there currently is no type-5 LSA originated from
this router corresponding to the type-7 LSA
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o the path type or the netric in the correspondi ng
type-5 LSA is different fromthe type-7 LSA or

0o The forwardi ng address in the correspondi ng
type-5 LSA is different fromthe type-7 LSA

The newWy originated type-5 LSA will describe
the same network and have t he sane network nask
nmetrics, forwardi ng address, external route tag
and path type as the type-7 LSA however, the
advertising router field will be the router ID
of this area border router.

2. When the range’'s status indicates Advertise and the
route’ s address or nask indicates a nore specific
route (i.e., the route’'s address is subsuned by the
range or the route has a | onger nask), a type-5 LSA
is generated with link-state ID equal to the range’s
address (if necessary, the link-state I D can al so have
one or nmore of the range’'s "host" bits set; see
Appendi x F of the OSPF specification for details),
the network mask, external route tag and
path type will be set to the configured type-7 range

val ues. The advertising router field will be the
router ID of this area border router.
The forwardi ng address will not be set.

The path type should al ways be set to the highest
path type that is subsuned by the net range.
The metric for the type-5 LSA will be set as follows:

oif the path type is externl type 2, the type-5
metric should be set to the |argest type-7 netric
subsuned by this net range + 1.

oif the path type is external type 1, the type-5
nmetric should be set to the largest netric.

For exanple, given a net range of [10.0.0.0, 255.0.0.0]
for an area that has type-7 routes of:

10.1.0.0 path type 1, netric 10
10.2.0.0 path type 1, netric 11
10.3.0.0 path type 2, metric 5

a type-5 LSAwill be generated with a path type of 2
and a nmetric of 6.
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As anot her exanpl e, given a net range of
[10.0.0.0, 255.0.0.0] for an area that has
type-7 routes of:

10.1.0.0 path type 1, netric 10
10.2.0.0 path type 1, netric 11
10.3.0.0 path type 1, metric 5

a type-5 LSAwill be generated with a path type of 1
and a nmetric of 11.

These netric and path type rules will avoid routing
| oops in the event that path type 1 and 2 are both
used within the area.

3. Wen the range’s status indicates DoNot Adverti se,
the type-5 LSA is suppressed and the conponent networks
renmai n hidden fromthe rest of the AS.

By default (given that the P-bit is set and the LSA has a
non-zero forwarding address) if a network is not contained
in any explicitly configured address range, a type-7 to
type-5 LSA translation will occur

A new instance of a type-5 LSA should be originated and
flooded to all attached type-5 capable areas if one of the
follow ng is true.

1. There currently is no type-5 LSA originated fromthis
router corresponding to the type-7 LSA

2. The path type or the nmetric in the correspondi ng
type-5 LSA is different fromthe type-7 LSA

3. The forwarding address in the correspondi ng
type-5 LSA is different fromthe type-7 LSA

The newWy originated type-5 LSAs will describe the sane
networ k and have the sane network mask, netrics, forwarding
address, external route tag and path type as the type-7 LSA
The advertising router field will be the router ID of this
area border router.

As with all newy originated type-5 LSAs, a type-5 LSA that
is the result of a type-7 to type-5 translation (type-7 range
or default case) is flooded to all attached type-5 capable

ar eas.
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4.2 Flushing Transl ated Type-7 LSAs

If an NSSA area border router has translated a type-7 LSAto a type-5
LSA that should no | onger be translated, the type-5 LSA should be
flushed (set to MaxAge and flooded). The translated type-5 LSA
shoul d be flushed whenever the routing table entry that caused the
transl ati on changes so that either the routing table entry is
unreachable or the entry’'s associated LSAis not a type-7 with the
P-bit set and a non-zero forwardi ng address.
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7.0 Security Considerations

Security issues are not discussed in this neno.
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Appendi x A: Type-7 Packet For mat

| External Route Tag |

The definitions of the link-state ID, network mask, netrics and
external route tag are the sane as the definitions for the type-5
LSAs (see A 4.5 in the OSPF specification) except for:

The Forwardi ng Address

If the network between the NSSA AS boundary router and the adjacent
AS is advertised into OSPF as an internal OSPF route, the forwarding
address should be the next hop address but if the intervening network
is not advertised into OSPF as an internal OSPF route, the forwarding
address should be any one of the router’s active OSPF interface

addr esses.
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Appendi x B: The Options Field

The OSPF options field is present in OSPF Hell o packets, Database
Description packets and all link-state advertisenents. See appendi x
A.2 in the OSPF specification for a description of option field.

The Type-7 LSA options field

T-bit: The T-bit describes the router’s TOS capability.

E-bit: Type-5 AS external |ink advertisenents are not
fl ooded into/through OSPF stub and NSSA areas.
The E-bit ensures that all nenbers of a stub area
agree on that area configuration. The E-bit is
meani ngful only in OSPF Hell o packets. Wen the
E-bit is reset in the Hello packet sent out a
particular interface, it nmeans that the router
will neither send nor receive type-5 AS external
link state advertisenents on that interface (in
ot her words, the interface connects to a stub
area). Two routers will not becone nei ghbors
unl ess they agree on the state of the E-bit.

MC-bit: The MC-bit describes the multicast capability of
t he various pieces of the OSPF routing domain

[2].

N-bit: The N-bit describes the the router’s NSSA
capability. The N-bit is used only in Hello
packets and ensures that all nenbers of an NSSA
agree on that area’s configuration. Wen the
N-bit is reset in the Hello packet sent out a
particular interface, it nmeans that the router
will neither send nor receive type-7 LSAs on that
interface. Two routers will not form an adjacency
unl ess they agree on the state of the N-bit. If
the N-bit is set in the options field, the E-bit
nmust be reset.

P-bit: The P-bit is used only in the type-7 LSA header.

It flags the NSSA area border router to translate
the type-7 LSAinto a type-5 LSA
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Appendi x C. Configuration Paraneters

Appendix C.2 in the OSPF specification lists the area paraneters.
The area ID, list of address ranges for type-3 sunmary routes and
aut hentication type remai n unchanged. Section 3.2 of this docunent
lists the configuration paranmeters for type-7 address ranges.

For NSSAs the external capabilities of the area nust be set to accept
type-7 external routes. Additionally there nust be a way of
configuring the NSSA area border router to send a default route into
the NSSA using a specific netric (type-1 or type-2 and the actual
cost).
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