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Abstract

This nenp describes a syntax for securing nmessages sent using the
Hypertext Transfer Protocol (HTTP), which forns the basis for the
Wrld Wde Wb. Secure HTTP (S-HTTP) provides i ndependently
applicabl e security services for transaction confidentiality,
authenticity/integrity and non-repudiability of origin.

The protocol enphasizes maximum flexibility in choice of key
managenent nechani sms, security policies and cryptographic al gorithns
by supporting option negotiation between parties for each
transacti on.
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1.

1.

| nt roducti on

The World Wde Wb (WWY is a distributed hypernedia system whi ch has
gai ned wi despread acceptance anong I nternet users. Although WW
browsers support other, preexisting Internet application protocols,
the native and primary protocol used between WAVclients and servers
is the HyperText Transfer Protocol (HTTP) [RFC-2616]. The ease of
use of the Web has pronpted its w despread enpl oynent as a
client/server architecture for nany applications. Many such
applications require the client and server to be able to authenticate
each other and exchange sensitive information confidentially. The
original HTTP specification had only nodest support for the

crypt ographi ¢ nechani sns appropriate for such transactions.

Secure HTTP (S-HTTP) provides secure comuni cati on nmechani sns bet ween
an HTTP client-server pair in order to enabl e spontaneous conmerci al
transactions for a wide range of applications. Qur design intent is
to provide a flexible protocol that supports nultiple orthogona
operati on nodes, key managenent mechani sns, trust nodels,
cryptographic algorithns and encapsul ation fornmats through option
negoti ati on between parties for each transaction.

Summary of Features

Secure HTTP is a secure message-oriented conmuni cati ons protoco
designed for use in conjunction with HITP. It is designed to coexi st
with HTTP' s nmessagi ng nodel and to be easily integrated with HTTP
appl i cati ons.

Secure HTTP provides a variety of security mechanisns to HITP clients
and servers, providing the security service options appropriate to
the wi de range of potential end uses possible for the Wrld-Wde Wb.
The protocol provides synmretric capabilities to both client and
server (in that equal treatnment is given to both requests and
replies, as well as for the preferences of both parties) while
preserving the transaction nodel and inplenmentation characteristics
of HITP.

Several cryptographic nmessage format standards may be incorporated
into SSHTTP clients and servers, particularly, but in principle not
limted to, [CM5] and [MOSS]. S HTTP supports interoperation anong a
variety of inplenmentations, and is conpatible with HTTP. S-HITP
aware clients can conmunicate with S-HTTP oblivious servers and

vi ce-versa, although such transactions obviously would not use S HITP
security features.

S-HTTP does not require client-side public key certificates (or
public keys), as it supports symretric key-only operation nodes.
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This is significant because it means that spontaneous private
transacti ons can occur w thout requiring individual users to have
an established public key. While SSHITP is able to take advantage
of ubiquitous certification infrastructures, its depl oynment does
not require it.

S-HTTP supports end-to-end secure transactions, in contrast with the
original HTTP authorization nechanisns which require the client to
attenpt access and be denied before the security mechanismis
enployed. dients may be "prinmed" to initiate a secure transaction
(typically using information supplied in nmessage headers); this may

be used to support encryption of fill-out forms, for exanple. Wth
S-HTTP, no sensitive data need ever be sent over the network in the
clear.

S-HTTP provides full flexibility of cryptographic algorithnms, nodes
and paraneters. Option negotiation is used to allow clients and
servers to agree on transaction nodes (e.g., should the request be
signed or encrypted or both -- sinilarly for the reply?);
cryptographic algorithns (RSA vs. DSA for signing, DES vs.

RC2 for encrypting, etc.); and certificate selection

(pl ease sign with your "Bl ock-buster Video certificate").

S-HITP attenpts to avoid presuming a particular trust nodel, although
its designers admit to a conscious effort to facilitate

mul tiply-rooted hierarchical trust, and anticipate that principals my
have many public key certificates.

S-HITP differs from Di gest-Aut hentication, described in [RFC 2617] in
that it provides support for public key cryptography and consequently
digital signature capability, as well as providing confidentiality.

1.2. Changes

Thi s docunent describes S-HITP/1.4. It differs fromthe previous

meno in that it differs fromthe previous nenb in its support of

the Cryptographic Message Syntax (CMS) [CMS], a successor to PKCS-7;
and hence now supports the Diffie-Hellman and the (NIST) Digita

Si gnature Standard cryptosystens. CVS used in RSA node is bits on the
wire conpatible with PKCS-7.
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1.3. Processing Mdel
1.3.1. Message Preparation

The creation of an S-HTTP nessage can be thought of as a a function
with three inputs:

1. The cleartext nessage. This is either an HITP nessage

or sone other data object. Note that since the cleartext nessage
is carried transparently, headers and all, any version of HITP
can be carried within an S-HTTP w apper.

2. The receiver’s cryptographic preferences and keying material.
This is either explicitly specified by the receiver or subject
to sone default set of preferences.

3. The sender’s cryptographic preferences and keying material.
This input to the function can be thought of as inplicit

since it exists only in the nmenory of the sender.

In order to create an S-HITP nessage, then, the sender integrates the
sender’s preferences with the receiver’s preferences. The result of
this is a list of cryptographic enhancenents to be applied and keying
material to be used to apply them This nay require sone user

i ntervention. For instance, there nmight be multiple keys available to
sign the nessage. (See Section 3.2.4.9.3 for nore on this topic.)
Using this data, the sender applies the enhancenents to the nessage
clear-text to create the S-HITP nessage.

The processing steps required to transformthe cleartext nmessage into
the S-HTTP nessage are described in Sections 2 and 3. The processing
steps required to nerge the sender’s and receiver’s preferences are
described in Sections 3.2.

1.3.2. Message Recovery

The recovery of an S-HTTP nessage can be thought of as a function of
four distinct inputs:

1. The S HTTP nessage.

2. The receiver’'s stated cryptographic preferences and keyi ng
material. The receiver has the opportunity to renenber what
cryptographic preferences it provided in order for this
docunment to be dereferenced.

3. The receiver’s current cryptographic preferences and
keying materi al .

4. The sender’s previously stated cryptographic options.
The sender may have stated that he would performcertain
cryptographic operations in this nmessage. (Again, see
sections 4 and 5 for details on howto do this.)
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In order to recover an S-HTTP nessage, the receiver needs to read the
headers to di scover which cryptographic transformtions were
perforned on the nmessage, then renove the transformations using some
conbi nati on of the sender’s and receiver’s keying material, while
taki ng note of which enhancenents were appli ed.

The receiver may al so choose to verify that the applied enhancenents
mat ch both the enhancenents that the sender said he would apply
(input 4 above) and that the receiver requested (input 2 above) as
wel |l as the current preferences to see if the S-HITP nessage was
appropriately transforned. This process nmay require interaction with
the user to verify that the enhancenments are acceptable to the user.
(See Section 6.4 for nore on this topic.)

1.4. Modes of Qperation

Message protection nay be provided on three orthogonal axes:
sighature, authentication, and encryption. Any nessage may be signed,
aut henti cated, encrypted, or any conbination of these (including no
protection).

Mul ti pl e key managenent mnechani sns are supported, including
password-styl e manual ly shared secrets and public-key key exchange.
In particular, provision has been nmade for prearranged (in an earlier
transaction or out of band) symretric session keys in order to send
confidential nessages to those who have no public key pair.

Addi tionally, a challenge-response ("nonce") nmechanismis provided to
all ow parties to assure thensel ves of transaction freshness.

1.4.1. Signature

If the digital signature enhancenent is applied, an appropriate
certificate may either be attached to the nessage (possibly al ong
with a certificate chain) or the sender may expect the recipient to
obtain the required certificate (chain) independently.

1.4.2. Key Exchange and Encryption
I n support of bulk encryption, S-HITP defines two key transfer
nmechani sns, one using public-key envel oped key exchange and anot her
with externally arranged keys.

In the former case, the synmetric-key cryptosystem paraneter is
passed encrypted under the receiver’s public key.
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In the latter node, we encrypt the content using a prearranged
session key, with key identification information specified on one of
t he header |i nes.

1.4.3. Message Integrity and Sender Authentication

Secure HTTP provides a neans to verify message integrity and sender
authenticity for a nmessage via the conputation of a Message

Aut henti cati on Code (MAC), conputed as a keyed hash over the docunent
usi ng a shared secret -- which could potentially have been arranged
in a nunmber of ways, e.g.: nmanual arrangenment or ’'inband key
managenent. This technique requires neither the use of public key
crypt ography nor encryption

This nechanismis al so useful for cases where it is appropriate to
allow parties to identify each other reliably in a transaction

wi t hout providing (third-party) non-repudiability for the
transactions thenselves. The provision of this nmechanismis notivated
by our bias that the action of "signing" a transaction should be
explicit and conscious for the user, whereas nmany authentication
needs (i.e., access control) can be met with a |ighter-weight

mechani smthat retains the scalability advantages of public-key

crypt ography for key exchange.

1.4.4. Freshness

The protocol provides a sinple challenge-response nechanism all ow ng
both parties to insure the freshness of transm ssions. Additionally,
the integrity protection provided to HITP headers permts

i npl ementations to consider the Date: header allowable in HTTP
messages as a freshness indicator, where appropriate (although this
requires inplenentations to make all owances for nmaxi mum cl ock skew
bet ween parties, which we choose not to specify).

1.5. Inplenentation Options

In order to encourage w despread adoption of secure docunents for the
Wrld-Wde Wb in the face of the broad scope of application
requirenments, variability of user sophistication, and disparate

i npl enentation constraints, Secure HITP deliberately caters to a
variety of inplenmentation options. See Section 8 for inplenentation
recommendati ons and requirenents.

2. Message For mat
Syntactically, Secure HTTP nessages are the sane as HITP, consisting

of a request or status line followed by headers and a body. However,
the range of headers is different and the bodies are typically
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crypt ographi cal Iy enhanced.
2.1. Notational Conventions

Thi s docunment uses the augnmented BNF from HTTP [ RFC-2616] . You shoul d
refer to that docunment for a description of the syntax.

2.2. Request Line

In order to differentiate S-HITP nessages from HITP nessages and
all ow for special processing, the request Iine should use the special
Secure" nethod and use the protocol designator "Secure-HITP/1.4".
Consequent |y, Secure-HITP and HTTP processing can be intermn xed on

the same TCP port, e.g. port 80. |In order to prevent |eakage of
potentially sensitive informati on Request-URl should be "*". For
exanpl e:

Secure * Secure-HTTP/ 1.4

When conmuni cating via a proxy, the Request-URI should be consist of
the AbsoluteURI. Typically, the rel path section should be replaced
by "*" to minimze the information passed to in the clear. (e.g.
http://ww. terisa.com*); proxies should renove the appropriate
anount of this infornmation to mnimze the threat of traffic
analysis. See Section 7.2.2.1 for a situation where providing nore
i nformation is appropriate.

2.3. The Status Line

S-HTTP responses should use the protocol designator "Secure-
HTTP/ 1. 4". For exanpl e:

Secure-HTTP/ 1.4 200 K

Note that the status in the Secure HTTP response |ine does not

i ndi cate anything about the success or failure of the unwapped HTTP
request. Servers should always use 200 K provided that the Secure
HTTP processing is successful. This prevents anal ysis of success or
failure for any request, which the correct recipient can deternine
fromthe encapsul ated data. Al case variations should be accepted.

2.4. Secure HTTP Header Lines
The header |ines described in this section go in the header of a
Secure HTTP nessage. All except 'Content-Type and 'Content-Privacy-

Donain’ are optional. The nessage body shall be separated fromthe
header bl ock by two successive CRLFs.
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Al'l data and fields in header |ines should be treated as case

i nsensitive unless otherw se specified. Linear whitespace [ RFC 822]
shoul d be used only as a token separator unless otherw se quot ed.
Long header lines may be line folded in the style of [RFC 822].

Thi s docunent refers to the header block follow ng the S-HITP
request/response line and precedi ng the successive CRLFs collectively
as "S-HITP headers”

2.4.1. Content-Privacy-Domain

The two val ues defined by this docunent are 'MOSS and 'CMS' . CMS
refers to the privacy enhancenent specified in section 2.6.1. MOSS
refers to the format defined in [RFC-1847] and [ RFC-1848].

2.4.2. Content-Type for CMS

Under normal conditions, the term nal encapsul ated content (after al
privacy enhancenments have been renoved) would be an HTTP nessage. In
this case, there shall be a Content-Type |ine reading:

Cont ent - Type: nessage/ http
The nmessage/ http content type is defined in RFC 2616.

If the inner nessage is an S-HTTP nessage, then the content type
shall be 'application/s-http’. (See Appendi x for the definition of
this.)

It is intended that these types be registered with | ANA as M Me
content types.

The terninal content may be of some other type provided that the type
is properly indicated by the use of an appropriate Content-Type
header line. In this case, the header fields for the encapsul ati on of
the ternminal content apply to the terninal content (the 'fina
headers’). But in any case, final headers should thenmsel ves al ways be
S-HTTP encapsul ated, so that the applicable S-HITP/ HTTP headers are
never passed unenhanced.

S-HTTP encapsul ati on of non-HTTP data is a useful nechani smfor

passi ng pre-enhanced data (especially presigned data) wi thout
requiring that the HTTP headers thensel ves be pre-enhanced.

Rescorla & Schi ffnan Experi nment al [ Page 9]



RFC 2660 The Secure HyperText Transfer Protocol August 1999

2.4.3. Content-Type for MOSS

The Content-Type for MOSS shall be an acceptable M ME content type
descri bing the cryptographi c processing applied. (e.g.

mul tipart/signed). The content type of the inner content is described
in the content type line corresponding to that inner content, and for
HTTP nmessages shall be ’nmessage/ http’

2.4.4. Prearranged-Key-Info

This header line is intended to convey informati on about a key which
has been arranged outside of the internal cryptographic fornmat. One
use of this is to permt in-band comruni cation of session keys for
return encryption in the case where one of the parties does not have
a key pair. However, this should also be useful in the event that the
parties choose to use sonme other nechanism for instance, a one-tine
key list.

This specification defines two nmethods for exchangi ng naned keys,

| nband, CQutband. Inband indicates that the session key was exchanged
previously, using a Key-Assign header of the correspondi ng net hod.
Qut band arrangenents inply that agents have external access to key
mat erials corresponding to a given nanme, presunably via database
access or perhaps supplied i mediately by a user from keyboard i nput.
The syntax for the header line is:

Prearranged- Key-Info =

"Prearranged- Key-Info" ":" Hdr-C pher "," CoveredDEK "," CoverKey-1D
CoverKey-1D = nethod ":" key-nane

Cover edDEK = *HEX

met hod = "inband" | "outband"

Wil e chaining ciphers require an Initialization Vector (1V) [FIPS-
81] to start off the chaining, that information is not carried by
this field. Rather, it should be passed internal to the cryptographic
format being used. Likew se, the bul k cipher used is specified in
this fashion.

<Hdr - G pher> shoul d be the nane of the bl ock cipher used to encrypt
the session key (see section 3.2.4.7)

<CoveredDEK> is the protected Data Encryption Key (a.k.a. transaction
key) under which the encapsul ated nessage was encrypted. It should be
appropriately (randomy) generated by the sending agent, then
encrypted under the cover of the negotiated key (a.k.a. session key)
usi ng the indicated header cipher, and then converted into hex.
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In order to avoid name collisions, cover key nanespaces nust be
mai nt ai ned separately by host and port.

Note that sone Content-Privacy-Domains, notably likely future
revi sions of MOSS and CMS may have support for symetric key
managenent .

The Prearranged-Key-Info field need not be used in such
circunstances. Rather, the native syntax is preferred. Keys
exchanged wi th Key-Assign, however, may be used in this situation

2.4.5. MACGInfo

This header is used to supply a Message Authenticity Check, providing
bot h nmessage authentication and integrity, conputed fromthe nessage
text, the time (optional -- to prevent replay attack), and a shared
secret between client and server. The MAC shoul d be conputed over the
encapsul ated content of the S-HTTP nessage. S-HITP/ 1.1 defined that
MACs shoul d be conputed using the following algorithm (’||’ means
concat enati on):

MAC = hex(H(Message| |[<time>]| | <shared key>))

The tinme should be represented as an unsigned 32 bit quantity
representing seconds since 00:00:00 GMI January 1, 1970 (the UNI X
epoch), in network byte order. The shared key format is a | ocal
matter.

Recent research [ VANOO5] has denpnstrated sone weaknesses in this
approach, and this nmeno introduces a new construction, derived from
[ RFC-2104]. In the name of backwards conpatibility, we retain the
previ ous constructions with the sanme nanes as before. However, we

al so introduce a new series of nanes (See Section 3.2.4.8 for the
nanes) that obey a different (hopefully stronger) construction. (*
means bitw se XOR)

HVAC = hex(H K ~ pad2 || H(K ~ padl |[|[<tinme>]|| Message)))
padl = the byte 0x36 repeated enough tinmes to fill out a

hash input block. (l.e. 64 tinmes for both MD5 and SHA-1)
pad2 = the byte Ox5c repeated enough tinmes to fill out a

hash i nput bl ock.
K = H(<shared key>)

The original HVAC construction is for the use of a key with [ength
equal to the length of the hash output. Although it is considered
safe to use a key of a different length (Note that strength cannot be
i ncreased past the length of the hash function itself, but can be
reduced by using a shorter key.) [KRAW6b] we hash the original key
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to permit the use of shared keys (e.g. passphrases) |onger than the
Il ength of the hash. It is noteworthy (though obvious) that this
techni que does not increase the strength of short keys.

The format of the MAG-Info line is:

MAC- I nfo =

"MAC-Info" ":" [hex-tinme],

hash-al g, hex-hash-data, key-spec

hex-tinme = <unsi gned seconds since Unix epoch represented as HEX>
hash-al g = <hash al gorithns fromsection 3.2.4.8>

hex- hash-data = <conputation as descri bed above represented as HEX>
Key-Spec = "null" | "dek" | Key-1D

Key-1ds can refer either to keys bound using the Key-Assign header
line or those bound in the same fashion as the Qutband met hod
described later. The use of a "Null’' key-spec inplies that a zero

| ength key was used, and therefore that the MAC nerely represents a
hash of the nessage text and (optionally) the tine. The speci al
key-spec 'DEK refers to the Data Exchange Key used to encrypt the
foll owi ng nmessage body (it is an error to use the DEK key-spec in
situations where the follow ng nessage body is unencrypted).

If the tine is onmitted fromthe MAC-Info |line, it should sinply not
be included in the hash.

Note that this header line can be used to provide a nore advanced
equi val ent of the original HITP Basic authentication node in that the
user can be asked to provide a usernanme and password. However, the
password remai ns private and nessage integrity can be assured.

Mor eover, this can be acconplished wi thout encryption of any Kkind.

In addition, MAC-Info permits fast nessage integrity verification (at
the loss of non-repudiability) for messages, provided that the
partici pants share a key (possibly passed using Key-Assign in a

previ ous nessage).

Note that sone Content-Privacy-Domains, notably likely future

revi sions of MOSS and CVMS may have support for symmetric integrity
protection The MAC-Info field need not be used in such circunstances.
Rat her, the native syntax is preferred. Keys exchanged with Key-
Assign, however, nmay be used in this situation.

2.5. Content

The content of the nessage is |argely dependent upon the val ues of
t he Content-Privacy-Domai n and Content-Transfer-Encoding fields.
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For a CM5 nmessage, with '8BI T Content-Transfer-Encoding, the content
shoul d sinply be the CM5 nessage itself.

If the Content-Privacy-Domain is MOSS, the content should consist of
a MOSS Security Multipart as described in RFC1847.

It is expected that once the privacy enhancenents have been renobved,
the resulting (possibly protected) contents will be a norrmal HTTP
request. Alternately, the content may be anot her Secure-HTTP nessage,
in which case privacy enhancenents should be unw apped until clear
content is obtained or privacy enhancenents can no | onger be renpved.
(This permits enbeddi ng of enhancenents, such as sequential Signed
and Envel oped enhancenents.) Provided that all enhancenents can be
renoved, the final de-enhanced content should be a valid HITP request
(or response) unl ess otherw se specified by the Content-Type |ine.

Note that this recursive encapsul ati on of nessages potentially
permits security enhancenents to be applied (or renoved) for the
benefit of internediaries who nmay be a party to the transaction
between a client and server (e.g., a proxy requiring client

aut hentication). How such internediaries should indicate such
processing is described in Section 7.2.1.

2.6. Encapsul ation Format Options
2.6.1. Content-Privacy-Domai n: CM5

Content - Privacy-Domain 'CM5 follows the formof the CM5 standard
(see Appendi x).

Message protection nmay proceed on two orthogonal axes: signature and
encryption. Any nessage may be either signed, encrypted, both, or
neither. Note that the "auth’ protection node of S-HITP is provided

i ndependently of CMS coding via the MAC-Info header of section 2.3.6
since CM5 does not support a ’'KeyDigestedData' type, although it does
support a 'DigestedData’ type.

2.6.1.1. Signature

Thi s enhancenent uses the ' SignedData’ type of CMS. When digital
sighatures are used, an appropriate certificate nay either be
attached to the nessage (possibly along with a certificate chain) as
specified in CVM5 or the sender nay expect the recipient to obtain its
certificate (and/or chain) independently. Note that an explicitly

al l owed instance of this is a certificate signed with the private
component corresponding to the public conponent being attested to.
This shall be referred to as a self-signed certificate. Wat, if any,
weight to give to such a certificate is a purely local matter. In
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either case, a purely signed nessage is precisely CM5 conpliant.
2.6.1.2. Encryption
2.6.1.2.1. Encryption -- normal, public key

Thi s enhancenent is perforned precisely as envel opi ng (using either ’
Envel opedDat a’ types) under CMS. A nessage encrypted in this fashion,
signed or otherwise, is CM5 conpliant. To have a nmessage which is
bot h signed and encrypted, one sinply creates the CM5 Si ghedDat a
production and encapsulates it in Envel opedData as described in CWMS.

2.6.1.2.2. Encryption -- prearranged key

This uses the 'EncryptedData’ type of CVMS. In this npode, we encrypt
the content using a DEK encrypted under cover of a prearranged
sessi on key (how this key may be exchanged is discussed later), with
key identification information specified on one of the header I|ines.
The IV is in the EncryptedContentinfo type of the EncryptedData
element. To have a nessage which is both signed and encrypted, one
sinply creates the CVMS SignedData production and encapsulates it in
Encrypt edDat a as described in CMVS.

2.6.2. Content-Privacy-Domain: MOSS

The body of the nmessage should be a M ME conpliant nessage with
content type that natches the Content-Type line in the S HITP
headers. Encrypted nessages should use nultipart/encrypted. Signed
nmessages should use nmultipart/signed. However, since mnultipart/signed
does not convey keying material, is is acceptable to use

mul ti part/m xed where the first part is application/ nosskey-data and
the second part is nmultipart/mxed in order to convey certificates
for use in verifying the signature.

| mpl enent ati on Note: When both encryption and signhature are applied
by the same agent, signature should in general be applied before
encryption.

2.6.3. Permtted HITP headers
2.6.3.1. Overview

In general, HTTP [ RFC-2616] headers shoul d appear in the inner
content (i.e. the nessage/http) of an S-HTTP nessage but shoul d not
appear in the S-HITP nessage wrapper for security reasons. However,
certain headers need to be visible to agents which do not have access
to the encapsul ated data. These headers may appear in the S-HITP
headers as wel | .
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Pl ease note that although brief descriptions of the general purposes
of these headers are provided for clarity, the definitive reference
is [ RFC-2616] .

2.6.3.2. Host

The host header specificies the internet host and port nunber of the
resource being requested. This header should be used to disanmbi guate
among nul tiple potential security contexts within which this nessage
could be interpreted. Note that the unw apped HTTP nessage will have
it’s own Host field (assuning it’s an HITP/ 1.1 nessage). If these
fields do not match, the server should respond with a 400 status
code.

2.6.3.3. Connection

The Connection field has precisely the sane semantics in S-HITP
headers as it does in HITP headers. This pernits persistent
connections to be used with S-HTTP.

3. Cryptographic Paraneters
3.1. Options Headers

As described in Section 1.3.2, every S-HITP request is (at |east
conceptual ly) preconditioned by the negotiation options provided by
the potential receiver. The two primary locations for these options
are

1. In the headers of an HITP Request/ Response.
2. In the HTM. whi ch contains the anchor being dereferenced.

There are two kinds of cryptographic options which may be provi ded:
Negoti ation options, as discussed in Section 3.2 convey a potenti al
nmessage recipient’s cryptographic preferences. Keying options, as
di scussed in Section 3.3 provide keying material (or pointers to
keying material) which nay be of use to the sender when enhancing a
nessage.

Bi ndi ng cryptographic options to anchors using HTM. extensions is the
topi c of the conpani on docunment [SHTM.] and will not be treated here.
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3.2. Negotiation Options
3.2.1. Negotiation Overview

Both parties are able to express their requirenents and preferences
regardi ng what cryptographic enhancenents they will permt/require
the other party to provide. The appropriate option choices depend on
i npl ementation capabilities and the requirenments of particular
appl i cati ons.

A negoti ation header is a sequence of specifications each conformng
to a four-part schema detailing:

Property -- the option being negotiated, such as bul k encryption
al gorithm

Val ue -- the value being discussed for the property, such as
DES- CBC

Direction -- the direction which is to be affected, nanely:

during reception or origination (fromthe perspective of the
originator).

Strength -- strength of preference, nanely: required, optional
refused

As an exanpl e, the header |ine:
SHTTP- Synmret ri c- Cont ent - Al gorithmns: recv-optional =DES- CBC, RC2

coul d be thought to say: "You are free to use DES-CBC or RC2 for bulk
encryption for encrypting nmessages to ne."

We define new headers (to be used in the encapsul ated HTTP header,
not in the S-HITP header) to pernit negotiation of these natters.

3.2.2. Negotiation Option Format

The general format for negotiation options is:

Option = Field ":" Key-val ";" *(Key-val)

Key-val = Key "=" Value *("," Val ue)

Key = Mbde"-"Action ; This is represented as one
; token without whitespace

Mode = "orig" | "recv"

Action = "optional"™ | "required" | "refused"
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The <Mode> val ue indicates whether this <Key-val> refers to what the
agent’s actions are upon sending privacy enhanced nessages as opposed
to upon receiving them For any given node-action pair, the
interpretation to be placed on the enhancenents (<Value>s) listed is:
"recv-optional:’ The agent will process the enhancenent if the
other party uses it, but will also gladly process nessages

wi t hout the enhancenent.

"recv-required:’ The agent will not process nessages w thout
thi s enhancenent.

"recv-refused:’ The agent will not process nmessages with this
enhancenent .
"orig-optional:’ Wen encountering an agent which refuses this
enhancenment, the agent will not provide it, and when
encountering an agent which requires it, this agent will provide
it.

"orig-required:’ The agent will always generate the enhancenent.
"orig-refused:’ The agent will never generate the enhancenent.

The behavi or of agents which discover that they are conmuni cating
with an inconpatible agent is at the discretion of the agents. It is
i nappropriate to blindly persist in a behavior that is known to be
unacceptable to the other party. Plausible responses include sinply
term nating the connection, or, in the case of a server response,
returning 'Not inplenented 501’

Optional values are considered to be listed in decreasing order of
preference. Agents are free to choose any nenber of the intersection
of the optional lists (or none) however.

If any <Key-Val> is left undefined, it should be assuned to be set to
the default. Any key which is specified by an agent shall override
any appearance of that key in any <Key-Val> in the default for that
field.
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3.2.3. Paranetrization for Variable-length Key G phers

For ciphers with variable key | engths, values may be paranetrized
usi ng the syntax <cipher> [’'<length> ]’

For example, 'RSA[1024]' represents a 1024 bit key for RSA. Ranges
may be represented as

<ci pher>’ [’ <bound1>’ -’ <bound2>’ ]’

For purposes of preferences, this notation should be treated as if it
read (assunming x and y are integers)

<ci pher>[x], <cipher>[x+1],...<cipher>[y] (if x<y)
and

<ci pher>[x], <cipher>[x-1],...<cipher>[y] (if x>y)
The special value 'inf’ nay be used to denote infinite |ength.

Usi ng sinply <cipher> for such a cipher shall be read as the maxi mum
range possible with the given cipher.

3.2.4. Negotiation Syntax
3.2.4.1. SHITP-Privacy- Domai ns

This header refers to the Content-Privacy-Domain type of section
2.3.1. Acceptable values are as listed there. For instance,

SHTTP- Pri vacy- Domai ns: ori g-required=cns;
recv-optional =cns, MOSS

woul d indicate that the agent always generates CVB conpli ant
nmessages, but can read CMS or MOSS (or, unenhanced nessages).

3.2.4.2. SHITP-Certificate-Types

This indicates what sort of Public Key certificates the agent wll
accept. Currently defined values are ' X 509" and ' X 509v3’.

3.2.4.3. SHITP- Key- Exchange- Al gorithns
Thi s header indicates which algorithnms nmay be used for key exchange.
Defined values are "DH , 'RSA, 'Qutband’ and 'Inband’. DH refers to

Diffie-Hellman X9.42 style enveloping. [DHl RSA refers to RSA
envel opi ng. Qutband refers to sonme sort of external key agreenent.
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| nband refers to section 3.3.3.1.

The expected common configuration of clients having no certificates
and servers having certificates would look like this (in a nmessage
sent by the server):

SHTTP- Key- Exchange- Al gori t hnms: ori g-optional =l nband, DH;
recv-required=DH

3.2.4.4. SHITP-Signature-Algorithns

Thi s header indicates what Digital Signature algorithns nmay be used.
Defined values are 'RSA'" [PKCS-1] and 'NI ST-DSS [ Fl PS-186] Since

NI ST- DSS and RSA use variable length noduli the paranetrization
syntax of section 3.2.3 should be used. Note that a key |length
specification may interact with the acceptability of a given
certificate, since keys (and their |lengths) are specified in public-
key certificates.

3.2.4.5. SHTTP- Message- Di gest- Al gorithns
Thi s indi cates what nessage di gest algorithns may be used.
Previously defined values are ' RSA-MD2' [ RFC-1319], ' RSA-MD5' [ RFC
1321], ' NI ST-SHS [FI PS-180].

3.2.4.6. SHITP-Symmetric-Content-Al gorithns

Thi s header specifies the symretric-key bul k ci pher used to encrypt
nmessage content. Defined val ues are:

DES-CBC -- DES in G pher Bl ock Chaining (CBC) node [FIPS-81]
DES- EDE- CBC -- 2 Key 3DES using Encrypt-Decrypt-Encrypt in outer

CBC node

DES- EDE3- CBC -- 3 Key 3DES using Encrypt-Decrypt-Encrypt in outer
CBC node

DESX-CBC -- RSA's DESX in CBC node

| DEA-CBC -- | DEA in CBC node

RC2-CBC -- RSA's RC2 in CBC node

CDMF-CBC -- IBM s CDWF (weakened key DES) [JOHN93] in CBC node

Since RC2 keys are variable length, the syntax of section 3.2.3
shoul d be used.
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3.2.4.7. SHITP-Symmetri c- Header- Al gorithmns

Thi s header specifies the synmetric-key cipher used to encrypt
nmessage headers.

DES-ECB -- DES in Electronic Codebook (ECB) node [FIPS-81]

DES- EDE- ECB -- 2 Key 3DES using Encrypt-Decrypt-Encrypt in ECB node
DES- EDE3- ECB -- 3 Key 3DES using Encrypt-Decrypt-Encrypt in ECB node
DESX-ECB -- RSA's DESX in ECB node

| DEA- ECB -- | DEA
RC2-ECB -- RSA's RC2 in ECB npde
CDVF-ECB -- IBMs CDMF i n ECB npde

Since RC2 is variable length, the syntax of section 3.2.3 should be
used.

3.2.4.8. SHITP-MAC Al gorithns

Thi s header indicates what algorithns are acceptable for use in
providing a synmetric key MAC. ' RSA-MD2', ' RSA-MD5' and ' NI ST- SHS
persist fromS HITP/ 1.1 using the old MAC construction. The tokens '’
RSA- MD2- HVAC , ' RSA- MD5- HVAC and ' NI ST- SHS- HVAC i ndi cate the new
HVAC construction of 2.3.6 with the M2, MD5, and SHA-1 al gorithns
respectively.

3.2.4.9. SHITP-Privacy- Enhancenents

Thi s header indicates security enhancenents to apply. Possible

val ues are 'sign’, 'encrypt’ and 'auth’ indicating whether nessages
are signed, encrypted, or authenticated (i.e., provided with a MAC),
respectively.

3.2.4.10. Your-Key-Pattern

This is a generalized pattern match syntax to describe identifiers
for a large nunber of types of keying material. The general syntax
is:

Your - Key-Pattern =
"Your - Key- Pattern" key-use "," pattern-info
key-use = "cover-key" | "auth-key" | "signing-key"
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3.2.4.10.1. Cover Key Patterns

Thi s header specifies desired values for key names used for
encryption of transaction keys using the Prearranged-Key-1nfo syntax
of section 2.3.5. The pattern-info syntax consists of a series of
coma separ at ed regul ar expressions. Comras shoul d be escaped with
backsl ashes if they appear in the regexps. The first pattern should
be assunmed to be the nost preferred.

3.2.4.10.2. Auth key patterns

Aut h-key patterns specify name fornms desired for use for MAC
authenticators. The pattern-info syntax consists of a series of
coma separ at ed regul ar expressions. Comras should be escaped with
backsl ashes if they appear in the regexps. The first pattern should
be assunmed to be the nost preferred.

3.2.4.10.3. Signing Key Pattern

This paraneter describes a pattern or patterns for what keys are
acceptable for signing for the digital signature enhancenent. The
pattern-info syntax for signing-key is:

pattern-info = nanme-domain "," pattern-data

The only currently defined name-domain is 'DN-1779°. This paraneter
specifies desired values for fields of Distinguished Nanmes. DNs are
considered to be represented as specified in RFCL779, the order of
fields and whitespace between fields is not significant.

Al'l RFCL779 val ues should use ',’ as a separator rather than ';’,

since ';’ is used as a statenment separator in S-HITP.

Pattern-data is a nodified RFCL779 string, with regul ar expressions
permtted as field values. Pattern match is perforned fiel d-w se,
unspecified fields match any value (and therefore |eaving the DN
Pattern entirely unspecified allows for any DN). Certificate chains
may be matched as well (to allow for certificates w thout name
subordi nation). DN chains are considered to be ordered left-to-right
with the issuer of a given certificate on its inmmediate right,

al t hough issuers need not be specified. Atrailing '.’ indicates that
the sequence of DNs is absolute. |I.e. that the one furthest to the
right is a root.
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The syntax for the pattern values is,

Val ue = DN-spec *("," Dn-spec)["."]
Dn-spec = "/" *(Field-spec) "/"
Fi el d-spec := Attr = "Pattern"
At t r = m ml | n LII | n S " | m ol |
"QJ' | "C' | <or as appropriate>

Pattern = <POSI X 1003. 2 regul ar expressi ons>

For exanmple, to request that the other agent sign with a key
certified by the RSA Persona CA (which uses nane subordi nati on) one
coul d use the expression below. Note the use of RFCL779 quoting to
protect the comma (an RFCL779 field separator) and the POSI X 1003. 2
quoting to protect the dot (a regul ar expression metacharacter).

Your - Key- Pattern: signing-key, DN1779,
/| O&Persona Certificate, O="RSA Data Security,
Inc\."/

3.2.4.11. Exanple
A representative header block for a server foll ows.

SHTTP- Pri vacy- Donai ns: recv-optional =MOSS, CMs5;
ori g-requi red=CM5
SHTTP-Certificate-Types: recv-optional =X 509;
ori g-required=X 509
SHTTP- Key- Exchange- Al gori t hns: recv-required=DH
ori g- opti onal =l nband, DH
SHTTP- Si gnat ure- Al gori thms: orig-required=N ST-DSS;
recv-required=N ST- DSS
SHTTP- Pri vacy- Enhancenents: orig-required=sign
ori g- opti onal =encrypt

3.2.4.12. Defaults

Explicit negotiation paraneters take precedence over default val ues.
For a given negotiation option type, defaults for a given node-action
pair (such as "orig-required’) are inplicitly nerged unless
explicitly overridden

The default val ues (these nay be negotiated downward or upward) are:

SHTTP- Pri vacy- Domai ns: ori g- opti onal =CV5;
recv-opti onal =CV5
SHTTP-Certificate-Types: orig-optional =X 509;
recv-optional =X. 509
SHTTP- Key- Exchange- Al gorit hns: ori g-optional =DH, | nband, Qut band;
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recv-optional =DH, | nband, Cut band
SHTTP- Si gnat ure- Al gori thms: orig-optional =Nl ST- DSS;
recv-opti onal =Nl ST- DSS
SHTTP- Message- Di gest - Al gorithns: orig-optional =RSA- MD5;
recv- opti onal =RSA- MD5
SHTTP- Synmret ri c- Cont ent - Al gori thmns: ori g-opti onal =DES- CBC,
recv- opti onal =DES- CBC
SHTTP- Synmret ri c- Header - Al gori t hns: ori g-opti onal =DES- ECB
recv- opti onal =DES- ECB
SHTTP- Pri vacy- Enhancenent s: ori g-opti onal =si gn, encrypt, auth;
recv-required=encrypt;
recv-optional =si gn, auth
3.3. Non-Negotiation Headers

There are a nunber of options that are used to comruni cate or
identify the potential recipient’s keying material.

3.3.1. Encryption-ldentity

This header identifies a potential principal for whomthe nessage
descri bed by these options could be encrypted; Note that this
explicitly pernmits return encryption under (say) public key wi thout
the ot her agent signing first (or under a different key than that of
the signature). The syntax of the Encryption-ldentity line is:

Encryption-ldentity =
"Encryption ldentity" nane- cl ass, key-sel , name-arg
nanme-class = "DN-1779" | MOSS nane forns

The name-class is an ASCI| string representing the domain within
which the nane is to be interpreted, in the spirit of MOSS. In
addition to the MOSS name fornms of RFC1848, we add the DN-1779 nane
formto represent a nore convenient form of distinguished nane.
3.3.1.1. DN 1779 Nanme C ass
The argunent is an RFC-1779 encoded DN
3.3.2. Certificate-Info
In order to permt public key operations on DNs specified by
Encryption-ldentity headers w thout explicit certificate fetches by
the receiver, the sender may include certification information in the
Certificate-Info option. The format of this option is:
Certificate-Info: <Cert-Fm>,’ <Cert-G oup>

<Cert-Fm > shoul d be the type of <Cert-G oup> being presented.
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Defined values are "PEM and 'CMS . CMS certificate groups are

provi ded as a base-64 encoded CM5 Si gnedDat a nmessage contai ni ng
sequences of certificates with or without the Signerinfo field. A PEM
format certificate group is a list of commua-separated base64-encoded
PEM certifi cates.

Multiple Certificate-Info |ines may be defined.
3.3.3. Key-Assign

This option serves to indicate that the agent wi shes to bind a key to
a synbolic name for (presumably) |ater reference.

The general syntax of the key-assign header is:

Key- Assi gn =
"Key- Assign" ":" Method "," Key-Nanme ","
Lifetine "," Ci phers ";" Method-args

Key-nane = string

Lifetine = "this" | "reply"” | ""

Met hod ="i nband"

C phers = "null" | G pher+

C pher" = <Header cipher fromsection 3.2.4.7>

kv = "4" | "5"

Key-Nane is the synbolic nane to which this key is to be bound.
Ciphers is a list of ciphers for which this key is potentially
applicable (see the list of header ciphers in section 3.2.4.7). The
keyword "null’ should be used to indicate that it is inappropriate
for use with ANY cipher. This is potentially useful for exchanging
keys for MAC conmputation

Lifetinme is a representation of the |ongest period of tinme during
whi ch the recipient of this nessage can expect the sender to accept
that key. 'this’ indicates that it is likely to be valid only for
reading this transmission. 'reply’ indicates that it is useful for a
reply to this nessage. |If a Key-Assign with the reply lifetine
appears in a CRYPTOPTS block, it indicates that it is good for at

| east one (but perhaps only one) dereference of this anchor. An
unspecified lifetime inplies that this key nmay be reused for an

i ndefinite nunber of transactions.

Met hod shoul d be one of a nunmber of key exchange nethods. The only

currently defined value is 'inband referring to |Inband keys (i.e.,
di rect assignnent).
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Thi s header |ine may appear either in an unencapsul ated header or in
an encapsul at ed nessage, though when an uncovered key is being
directly assigned, it may only appear in an encrypted encapsul at ed
content. Assigning to a key that already exists causes that key to be
overwitten.

Keys defined by this header are referred to el sewhere in this
speci fication as Key-1Ds, which have the syntax:

Key-1D = nethod ":" key-nane
3.3.3.1. Inband Key Assignnment

This refers to the direct assignnent of an uncovered key to a
synbol i ¢ name. Method-args should be just the desired session key
encoded i n hexidecimal as in:

Key- Assi gn: i nband, akey, repl y, DES- ECB; 0123456789abcdef

Short keys shoul d be derived fromlong keys by reading bits fromleft
to right.

Not e that inband key assignnent is especially inportant in order to
permt confidential spontaneous conmmuni cati on between agents where
one (but not both) of the agents have key pairs. However, this
mechanismis al so useful to permt key changes w thout public key
conmputations. The key information is carried in this header |ine nust
be in the inner secured HTTP request, therefore use in unencrypted
nmessages is not permitted.

3. 3. 4. Nonces

Nonces are opaque, transient, session-oriented identifiers which may
be used to provide denonstrations of freshness. Nonce val ues are a

| ocal natter, although they are night well be sinply random nunbers
generated by the originator. The value is supplied sinply to be
returned by the recipient.

3.3.4.1. Nonce
This header is used by an originator to specify what value is to be
returned in the reply. The field my be any value. Miltiple nonces
may be supplied, each to be echoed independently.

The Nonce should be returned in a Nonce-Echo header |ine. See section
4. 1. 1.
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3.4. Gouping Headers Wth SHITP-Cryptopts

In order for servers to bind a group of headers to an HTM. anchor, it
is possible to conmbi ne a nunber of headers on a single S HITP
Cryptopts header line. The nanes of the anchors to which these
headers apply is indicated with a 'scope’ paraneter.

3.4.1. SHITP-Cryptopts

This option provides a set of cryptopts and a list of references to
which it applies. (For HTM., these references woul d be nanmed using
the NAME tag). The nanes are provided in the scope attribute as a
comma separated |ist and separated fromthe next header |line by a
sem colon. The format for the SHITP-Cryptopts line is:

SHTTP- Cryptopts =

"SHTTP- Cryptopts" ":" scope ";" cryptopt-Ilist
scope = "scope="<tag-spec> ; This is all one token wi thout whitespace
tag-spec = tag *("," tag) | ""

cryptopt-list = cryptopt *(";" cryptopt)
cryptopt = <S-HITP cryptopt |ines described bel ow>
tag = <value used in HTM. anchor NAME attri bute>

For exanpl e:

SHTTP- Cryptopts: scope=tagl, tag2
SHTTP- Pri vacy- Donai ns:
ori g-required=cns; recv-optional =cns, MOSS

If a nmessage contains both S-HTTP negotiati on headers and headers
grouped on SHITP-Cryptopts line(s), the other headers shall be taken
to apply to all anchors not bound on the SHITP-Cryptopts |ine(s).
Note that this is an all-or-nothing proposition. That is, if a

SHTTP- Crypt opts header binds options to a reference, then none of

t hese gl obal options apply, even if sone of the options headers do
not appear in the bound options. Rather, the S-HTTP defaults found in
Section 3.2.4.11 apply.

4. New Header Lines for HITP
Two non-negoti ati on header lines for HITP are defined here.

4.1. Security-Schemne
Al'l S-HTTP conpliant agents nust generate the Security-Schene header
in the headers of all HTTP nessages they generate. This header

permits other agents to detect that they are communicating with an
S-HTTP conpl i ant agent and generate the appropriate cryptographic
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opti ons headers.

For inplenentations conpliant with this specification, the val ue nust
be 'S-HITP/ 1.4’ .

4.1.1. Nonce-Echo

The header is used to return the value provided in a previously
recei ved Nonce: field. This has to go in the encapsul ated headers so
that it an be cryptographically protected.

5. (Retriable) Server Status Error Reports

We describe here the special processing appropriate for client
retries in the face of servers returning an error status.

5.1. Retry for Option (Re)Negotiation

A server may respond to a client request with an error code that

i ndi cates that the request has not conpletely failed but rather that
the client may possibly achi eve satisfaction through anot her request.
HTTP al ready has this concept with the 3XX redirection codes.

In the case of S-HITP, it is conceivable (and indeed likely) that the
server expects the client to retry his request using another set of
cryptographic options. E.g., the docunent which contains the anchor
that the client is dereferencing is old and did not require digital
signhature for the request in question, but the server now has a
policy requiring signature for dereferencing this URL. These options
shoul d be carried in the header of the encapsul ated HTTP nessage,
precisely as client options are carri ed.

The general idea is that the client will performthe retry in the
manner indicated by the conbination of the original request and the
preci se nature of the error and the cryptographi ¢ enhancenents
dependi ng on the options carried in the server response.

The guiding principle in client response to these errors should be to
provide the user with the sane sort of informed choice with regard to
dereference of these anchors as with normal anchor dereference. For

i nstance, in the case above, it would be inappropriate for the client
to sign the request without requesting permssion for the action
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5.2. Specific Retry Behavi or
5.2.1. Unauthorized 401, Paynent Required 402

The HTTP errors ’'Unauthorized 401, ' Paynent Required 402’ represent
failures of HTTP style authentication and paynent schenes. Wiile S
HTTP has no explicit support for these mechanisns, they can be
perfornmed under S-HTTP while taking advantage of the privacy services
offered by S-HTTP. (There are other errors for S-HITP specific

aut hentication errors.)

5.2.2. 420 SecurityRetry

This server status reply is provided so that the server may inform
the client that although the current request is rejected, a retried
request with different cryptographi c enhancenents is worth
attenpting. This header shall also be used in the case where an HTTP
request has been made but an S-HTTP request shoul d have been nade.
bviously, this serves no useful purpose other than signalling an
error if the original request should have been encrypted, but in
other situations (e.g. access control) nay be useful

5.2.2.1. SecurityRetries for S-HITP Requests

In the case of a request that was made as an SHTTP request, it

i ndicates that for sone reason the cryptographic enhancenents applied
to the request were unsatisfactory and that the request should be
repeated with the options found in the response header. Note that
this can be used as a way to force a new public key negotiation if
the session key in use has expired or to supply a uni que nonce for

t he purposes of ensuring request freshness.

5.2.2.2. SecurityRetries for HTTP Requests
If the 420 code is returned in response to an HTTP request, it
i ndi cates that the request should be retried using S-HITP and the
cryptographic options indicated in the response header.

5.2.3. 421 BogusHeader

This error code indicates that sonething about the S-HTTP request was
bad. The error code is to be foll owed by an appropriate expl anati on,

e.g.:
421 BogusHeader Content-Privacy-Domain nust be specified

Rescorla & Schiffman Experi nent al [ Page 28]



RFC 2660 The Secure HyperText Transfer Protocol August 1999

5.2.4. 422 SHTTP Proxy Authenticati on Required

This response is anal agous to the 420 response except that the
options in the nmessage refer to enhancenents that the client mnust
performin order to satisfy the proxy.

5.2.5. 320 SHTTP Not Modi fed

This response code is specifically for use with proxy-server

i nteraction where the proxy has placed the |f-Mdified-Since header
in the S-HTTP headers of its request. This response indicates that
the followi ng S-HITP nessage contains sufficient keying material for
the proxy to forward the cached docunent for the new requestor

In general, this takes the formof an S-HITP nessage where the actua
enhanced content is mssing, but all the headers and keying materi al
are retained. (l.e. the optional content section of the CM5 nessage
has been renoved.) So, if the original response was encrypted, the
response contains the original DEK re-covered for the new recipient.
(Notice that the server perforns the same processing as it woul d have
in the server side caching case of 7.1 except that the nessage body
is elided.)

5.2.6. Redirection 3XX

These headers are again internal to HITP, but may contain S-HITP
negoti ati on options of significance to S-HITP. The request shoul d be
redirected in the sense of HITP, with appropriate cryptographic
precauti ons bei ng observed.

5.3. Limtations On Automatic Retries

Permitting autonmatic client retry in response to this sort of server
response pernmts several forms of attack. Consider for the noment
the sinple credit card case:

The user views a docunment which requires his credit card. The
user verifies that the DN of the intended recipient is acceptable
and that the request will be encrypted and dereferences the
anchor. The attacker intercepts the server’s reply and responds
with a message encrypted under the client’s public key containing
the Moved 301 header. If the client were to automatically perform
this redirect it would allow conproni se of the user’s credit

card.
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5.3.1. Automatic Encryption Retry

This shows one possi bl e danger of automatic retries -- potential
conproni se of encrypted information. Wiile it is inpossible to

consi der all possible cases, clients should never automatically
reencrypt data unl ess the server requesting the retry proves that he
already has the data. So, situations in which it would be acceptable
to reencrypt would be if:

1. The retry response was returned encrypted under an inband key
freshly generated for the original request.

2. The retry response was signed by the intended recipient of the
original request.

3. The original request used an outband key and the response is
encrypted under that key.

This is not an exhaustive |ist, however the browser author would be
wel | advised to consider carefully before inplenenting automatic
reencryption in other cases. Note that an appropriate behavior in
cases where autonatic reencryption is not appropriate is to query the
user for perm ssion.

5.3.2. Autonatic Signature Retry
Since we di scourage automatic (w thout user confirmation) signing in
even the usual case, and given the dangers described above, it is
prohibited to automatically retry signature enchancenent.

5.3.3. Autonatic MAC Authentication Retry

Assuming that all the other conditions are followed, it is
perm ssible to automatically retry MAC aut hentication

6. Oher Issues

6.1. Conpatibility of Servers with Od dients
Servers which receive requests in the clear which should be secured
should return ' SecurityRetry 420° with header lines set to indicate
the required privacy enhancenents.

6.2. URL Protocol Type
We define a new URL protocol designator, 'shttp’. Use of this
desi gnator as part of an anchor URL inplies that the target server is

S-HTTP capable, and that a dereference of this URL should undergo S-
HTTP processing.
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Note that S-HITP oblivious agents should not be willing to
dereference a URL with an unknown protocol specifier, and hence
sensitive data will not be accidentally sent in the clear by users of
non-secure clients.

6.3. Browser Presentation
6.3.1. Transaction Security Status

Wil e preparing a secure nmessage, the browser should provide a visual
i ndi cation of the security of the transaction, as well as an

i ndication of the party who will be able to read the nmessage. Wiile
readi ng a signed and/ or envel oped nessage, the browser should
indicate this and (if applicable) the identity of the signer. Self-
signed certificates should be clearly differentiated fromthose

val idated by a certification hierarchy.

6.3.2. Failure Reporting

Failure to authenticate or decrypt an S-HITP nessage shoul d be
presented differently froma failure to retrieve the docunent.
Conpliant clients may at their option display unverifiable docunents
but nust clearly indicate that they were unverifiable in a way
clearly distinct fromthe manner in which they display docunents

whi ch possessed no digital signatures or docunents with verifiable
si ghat ur es.

6.3.3. Certificate Managenent

Clients shall provide a nmethod for deternining that HTTP requests are
to be signed and for determ ning which (assum ng there are nmany)
certificate is to be used for signature. It is suggested that users
be presented with sone sort of selection list fromwhich they may
choose a default. No signing should be performed w thout sone sort of
explicit user interface action, though such action may take the form
of a persistent setting via a user preferences nmechani sm (al though
this is discouraged.)

6.3.4. Anchor Dereference

Clients shall provide a nmethod to display the DN and certificate
chain associated with a given anchor to be dereferenced so that users
may determine for whomtheir data is being encrypted. This should be
distinct fromthe nethod for displaying who has signed the docunent
contai ning the anchor since these are orthogonal pieces of encryption
i nformati on.
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7. Inplementati on Notes
7.1. Preenhanced Data

Whil e S-HTTP has al ways supported preenhanced docunents, in previous
versions it was never nade clear howto actually inplenment them
This section describes two nmethods for doing so: preenhancing the
HTTP request/response and preenhanci ng the underlying data.

7.1.1. Motivation

The two primary notivations for preenhanced docunents are security
and performance. These advantages prinmarily accrue to signing but may
al so under special circunstances apply to confidentiality or
repudi abl e (MAC- based) aut henti cati on.

Consi der the case of a server which repeatedly serves the sane
content to multiple clients. One such exanple would be a server which
serves catalogs or price lists. Cearly, custoners would Iike to be
able to verify that these are actual prices. However, since the
prices are typically the same to all coners, confidentiality is not
an issue. (Note: see Section 7.1.5 below for howto deal with this
case as well).

Consequently, the server nmight wish to sign the docunent once and
sinply send the cached signed docunment out when a client nakes a new
request, avoiding the overhead of a private key operation each tine.
Not e that conceivably, the signed docunent ni ght have been generated
by a third party and placed in the server’s cache. The server mi ght
not even have the signing key! This illustrates the security benefit
of presigning: Untrusted servers can serve authenticated data w thout
risk even if the server is conprom sed.

7.1.2. Presigned Requests/Responses

The obvious inplementation is sinply to take a single
request/response, cache it, and send it out in situations where a new
nmessage woul d ot herwi se be generat ed.

7.1.3. Presigned Docunents

It is also possible using S-HITP to sign the underlying data and send
it as an S-HTTP nesssage. In order to do this, one would take the

si gned docunent (a CMs or MOSS nessage) and attach both S-HTTP
headers (e.g. the S-HITP request/response line, the Content-Privacy-
Donai n) and the necessary HITP headers (including a Content-Type that
reflects the inner content).
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7.

7.

1.

1.

SECURE * Secure-HTTP/ 1.4
Cont ent - Type: text/htn
Cont ent - Pri vacy- Domai n: CM5

Random si gned nessage here. ..

This message itself cannot be sent, but needs to be recursively
encapsul ated, as described in the next section.

4. Recursive Encapsul ation

As required by Section 7.3, the result above needs to be itself
encapsul ated to protect the HITP headers. the obvious case [and the
one illustrated here] is when confidentiality is required, but the
aut h enhancenent or even the null transform m ght be applied instead.
That is, the nessage shown above can be used as the inner content of
a new S-HITP nessage, |ike so:

SECURE * Secure-HTTP/ 1.4
Content - Type: application/s-http
Cont ent - Pri vacy- Domai n: CM5

Encrypted version of the nessage above..

To unfold this, the receiver would decode the outer S-HITP nessage,
reenter the (S-)HTTP parsing |oop to process the new nessage, see
that that too was S-HITP, decode that, and recover the inner content.

Note that this approach can also be used to provide freshness of
server activity (though not of the docunent itself) while stil
provi di ng nonrepudi ati on of the docunent data if a NONCE is included
in the request.

5. Preencrypted Messages

Al t hough preenhancenent works best with signature, it can also be
used with encryption under certain conditions. Consider the situation
where the sanme confidential docunent is to be sent out repeatedly.
The tinme spent to encrypt can be saved by caching the ciphertext and
sinply generating a new key exchange bl ock for each recipient. [Note
that this is logically equivalent to a nulti- recipient nessage as
defined in both MOSS and CM5 and so care nust be taken to use proper
PKCS-1 padding if RSA is being used since otherwi se, one may be open
to a low encryption exponent attack [HAST96].
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7.2. Proxy Interaction

The use of S-HITP presents inplenentation issues to the use of HITP
proxies. Wiile sinply having the proxy blindly forward responses is
straightforward, it would be preferable if S-HITP aware proxies were
still able to cache responses in at |east sone circunstances. In
addi tion, S-HITP services should be usable to protect client-proxy
aut hentication. This section describes how to achi eve those goals
usi ng the mechani sms descri bed above.

7.2.1. dient-Proxy Authentication

When an S-HTTP aware proxy receives a request (HTTP or S-HTTP) that

(by whatever access control rules it uses) it requires to be S-HITP
authenticated (and if it isn't already so), it should return the 422
response code (5.7.4).

When the client receives the 422 response code, it should read the
cryptographic options that the proxy sent and deterni ne whether or
not it iswilling to apply that enhancenent to the nmessage. |If the
client is willing to nmeet these requirenents, it should recursively
encapsul ate the request it previously sent using the appropriate
options. (Note that since the enhancenent is recursively applied,
even clients which are unwilling to send requests to servers in the
clear may be willing to send the already encrypted nessage to the
proxy wi thout further encryption.) (See Section 7.1 for another
exanpl e of a recursively encapsul ated nessage)

When the proxy receives such a nessage, it should strip the outer
encapsul ation to recover the nmessage which should be sent to the
server.

8. Inplementati on Recommendati ons and Requirements
Al'l S-HTTP agents mnust support the MD5 nessage di gest and MAC
aut hentication. As of S-HITP/ 1.4, all agents nust al so support the
RSA- MD5- HVAC construction
Al'l S-HTTP agents nust support Qutband, |nband, and DH key exchange.
Al'l agents nust support encryption using DES-CBC

Agents nust support signature generation and verification using
NI ST- DSS.
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9. Protocol Syntax Summary
We present below a sumary of the main syntactic features of S
HTTP/ 1. 4, excludi ng nmessage encapsul ati on proper.
9.1. S-HITP (Unencapsul at ed) Headers
Content-Privacy-Domain: ('CM5 | 'MOSS )
Pr earranged- Key- | nfo: <Hdr-C pher >, <Key>, <Key- | D>
Cont ent - Type: ’'mnessage/ http
MAC- I nfo: [hex(tineofday)’,’]<hash-alg>,’'hex(<hash-data>)’,’
<key- spec>
9.2. HITP (Encapsul at ed) Non-negotiati on Options
Key- Assi gn: <Met hod>",’ <Key- Nane>',’ <Lifetinme>",
<Ci phers>’' ;' <Met hod- ar gs>
Encryption-ldentity: <name-class>',’ <key-sel>',’<nane-args>
Certificate-Info: <Cert-Fnt>,’ <Cert-G oup>
Nonce: <string>
Nonce- Echo: <string>
9.3. Encapsul ated Negotiation Options
SHTTP- Crypt opts: <scope>';’ <string>(,<string>)*
SHTTP- Pri vacy-Domai ns: (' CMS' | ' MOSS')
SHTTP-Certificate-Types: (' X 509)
SHTTP- Key- Exchange- Al gorithns: ("DH, '"RSA" | 'lInband | ’'CQutband’)
SHTTP- Si gnature- Al gorithnms: (" RSA | NI ST-DSS)
SHTTP- Message- Di gest-Al gorithns: (' RSA-MD2' | 'RSA-MD5' | ' NI ST-SHS
" RSA- MD2- HMAC' , ’ RSA- MD5- HVAC , ' NI ST- SHS- HVAC )
SHTTP- Synmretri c- Content-Al gorithms: (' DES-CBC | ' DES- EDE-CBC |
' DES- EDE3-CBC | 'DESX-CBC | 'CDWMF-CBC | '|IDEA-CBC |
"RC2-CBC )
SHTTP- Synmret ri c- Header - Al gori thns: (' DES-ECB | ' DES- EDE- ECB
' DES- EDE3- EBC | 'DESX-ECB | ' CDMF-ECB | '|DEA-ECB |
" RC2- ECB')
SHTTP- Pri vacy- Enhancenents: (’'sign’ | 'encrypt’ | 'auth’)

Your - Key- Pattern: <key-use>',’'<pattern-info>
9.4. HITP Met hods

Secure * Secure-HTTP/ 1.4

Rescorla & Schi ffnan Experi nment al [ Page 35]



RFC 2660

9.

10.

10.

The Secure Hyper Text Transfer Protocol August 1999

5. Server Status Reports

Secure-HTTP/ 1.4 200 K
SecurityRetry 420
BogusHeader 421 <reason>

An Ext ended Exanpl e

We provide here a contrived exanple of a series of S-HITP requests
and replies. Rows of equal signs are used to set off the narrative
fromsanpl e nessage traces. Note that the actual encrypted or signed
nmessage bodies would norrmal |y be binary garbage. In an attenpt to
preserve readability while still using (nobstly) genuine nessages, the
bodi es of the requests have been base64 encoded. To regenerate actual
S-HITP nessages, it is necessary to renpve the base64 encoding from

t he nmessage body.

Alice,

1. A request using RSA key exchange with | nband key reply

usi ng an S HTTP-capable client, begins by making an HTTP

request which yields the foll ow ng response page:

200 OK HTTP/ 1.0
Server-Name: Navaho-0. 1. 3. 3al pha
Certificate-Info: CMS5, M AGCSqGSI b3DQEHAqCAM ACAQEXADCABgkgh

ki GOWOBBWEAAKCAM

| I Br TCCAUK CAgC2MAOGCSqGSI b3DQEBAgUAMEOX Cz AJBgNVBAYTAI VTMSAWH
0 YDVQKEXdSUOEgRGFOYSBTZWN1cm 0eSwgSWbj Lj EcMBoGALUECXMTUGVY ¢
29uYSBDZXJ0aWZpY2F0ZTAe FwO5NDAO MDk wivDUMVE da FwO5NDA4 VDI x ODVAN
TdaMccx Cz AJBgNVBAYTAI VTMSAWHG YDVQKEXdSUOEgRGFOYSBTZWN1cm Oe
SwgSWj Lj Ec MBoGALUECX MIUGVY c29uYSBDZXJ0aWZpY2FOZTEYMBYGALUEA
x MPU2VOZVWH QXNOc mBub 215 MFwwDQYJ KoZI hv c NAQEBBQADSWAWSAJ BAMY 8Q
c W RM B4s Td@BNnb2DFmInmkWh+el +Ndeam DElI X/ gwom Qu4xN 1Ff epf JNx
zPvAOQr MKhy6+bkr | yMEUSCAWEAATANBgkghki GOWOBAQ FAANPAAYN7j Dygi

rhi |l LAwnP8nGzU sGSpsFsF4/ 7z2P2wgne6Qk8Cg/ Dst u3RyaN78vAMEP8d8
2H5+Ndf hi 2mRp4YH GHzOH K6VbPf nyvS2wdj CCAc cwygFRAgUCQAAAFDANB
gkghki GOWOBAQ FADBf M wCQYDVQQGEW] VUz EgiVB4 GA1IUEChMXUl NBI ERhd
GEgU2V) dXJpdHks! El uYy4xLj AsBgNVBAs TJUxvdyBBc3NlcnFuY2UgQ2Vyd
d maWNhdd vbi BBdXRob3J pdHkwHhc NOT Qv A3 MDAWIVDAWWA ¢ NOT YWMTA3M
j MLOTUSW BNMs wCQYDVQQGEW] VUz Eg VB4 GATUEChMXU NBI ERhdGEgU2Vj d
XJpdHks| El uYy4xHDAaBgNVBAS TELBI cnNvbmEgQVydd maVWAhd GUuwa TANB
gkghki GOWOBAQEFAANYADBVAKk4GgghQDa9Xi / 2zAdYEqJVI cYhl LN1Fpl 9t X
QL6zZ39PYXK8Uhoj 0Es 7kWRv8hC04v gk OkwndWsz Vit voHQONP8nCkkuBi +A
QvgFoRc gOUCAWEAATANBgk ghki GOWOBAQ FAANNhAD/ 5Uo7xDdp490ZnDGoNc
PhZcWLe+noj LvHXWAU CBKkwf cR+FSf 4hBeFulAj YveWyf 430Xe9Et 5+j gnM
Ti g4LnwgTdA8xQX4el Jz9Qz QbkE3XVG VAt CFcmi i n8ORBSAAAMYAAAAAAA
AAAAA==

Rescorla & Schi ffnan Experi nment al [ Page 36]



RFC 2660 The Secure HyperText Transfer Protocol August 1999

Encryption-ldentity: DN-1779, null, CN=Setec Astronony, OU=Persona
Certificate, O="RSA Data Security, Inc.", C=US;
SHTTP- Pri vacy- Enhancenents: recv-required=encrypt

<A nane=t agl HREF="shttp://ww. setec. com secret">
Don't read this. </A>

GET /secret HITP/ 1.0

Security-Schenme: S-HITP/ 1.4

User - Agent: Web-O Vision 1. 2beta

Accept: *.*

Key- Assi gn: | nband, 1, reply, des-ech; 7878787878787878

The added Key-Assign line that would not have been in an ordinary
HTTP request permits Bob (the server) to encrypt his reply to Alice,
even though Alice does not have a public key, since they would share
a key after the request is received by Bob. This request has the
follow ng S-HTTP encapsul ati on:

Secure * Secure-HTTP/ 1.4
Cont ent - Type: nessage/ http
Cont ent - Pri vacy- Domai n: CM5

M AGCSqGSI b3DQEHA6 CAM ACAQAXgDCBqQ BADBTMEOXx Cz AJBgNVBAYTAI VTMSAwW
Hg YDVQKEXd SUOEgRGFOYSBTZWNLcm 0e SwgSWbj Lj Ec MBoGALUECX MTUGVY c29u

YSBDZXJ0aWZpY2F0ZQ CALYWDQYJKoZI hvc NAQEBBQAEQCU R+YCISUsV6EXLi | HG
cNVzwgKeWemil/ r Z+duOv8Ggb 700 d8H3XxUVGERLs X4k YCg2szwj 8Q6eWhsimhf 40z

| vIVAADCABgk ghki GOwOBBWEWEQYFKwWADAgCECFi f 7BadXl w3ol AEgQZBNc MexKe16

+mMXx8YQPUuk BCLObW)S861 vws/ AgRKKPELNnyYsBi 51 co8MBCsWK/ f Cyr nx| RHs 10K
BXBVI sAhKkkusk1kCf / GbXSAphdSgG+d6Lxr NZwHbBFOX6A2hYS631 czd5bOVDDW
Op2gcgUt MIq6k2LFr s4L7HHgRPPI gNJ6j 5nFP4xkz OCNI QynpD1r VEEECM k/ T7k

1JLSAAAAAAAAAAAAAA==

The data between the delimters is a CM5 nessage, RSA envel oped for
Set ec Astronony.

Bob decrypts the request, finds the docunent in question, and is
ready to serve it back to Ali ce.
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An appropriate HTTP server response woul d be:

HTTP/ 1.0 200 K
Security-Schenme: S-HITP/ 1.4
Cont ent - Type: text/htni

Congrat ul ati ons, you’ ve won.
<A href="/prize.htm"
CRYPTOPTS="Key- Assi gn: I nband, alicel, reply, des-ech; 020406080a0c0e0f ;
SHTTP- Pri vacy- Enhancenents: recv-required=auth">Cick here to
claimyour prize</A>

This HTTP response, encapsul ated as an S-HITP nessage becones:

Secure * Secure-HTTP/ 1.4

Cont ent - Type: nessage/ http

Pr earranged- Key- | nfo: des-ecb, 697f a820df 8a6e53, i nband: 1
Cont ent - Pri vacy- Domai n: CM5

M AGCSqGSI b3DQEHBqCAM ACAQAWGAYJKoZI hvec NAQe BMBEGBSs OAW HBAI f gt dy
x6ul MYCCARgVFzJt OZBn773Dt mXl x037ck3gi gnVOWCOQAXS5T +f esAi GaxMgWei r
roXvTonToLgSQ 8t i LCDBEKdYCNgdcJAduy3DOr 2sb5sNTTOTyL9uydG3ws5vTnW
aPbCPCWLudAr | 1TUHDZbnoJ! Cr VehxJ sYX069MBVv6VOBPsJS7/ / hhlyMrOnekz (B
| 1p0j 7uMKu4W)csr | GghLvEJanj 6dQAGSTNCOoH3j zEXGQXnt gesk8poFPf Hdt j O
5RHAMuJRaj DoEj | r Nend / BdHAd2JaCo6uZWeenGAgVJI/ TVF SVSWiNsnl CK87t Xl
nL7DIwaPRYwxb3mPKNg7ATi JPf 5ul62Mowxr ddm E7e3sST7naSN+GS0at e Y5X7
AAAAAAAAAAA=

The data between the delimters is a CM5 nessage encrypted under a
random y- chosen DEK whi ch can be recovered by conputing:

DES- DECRYPT( i nband: 1, 697f a820df 8a6e53)

where ’"inband: 1" is the key exchanged in the Key-Assign line in the
original request.
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10.2. A request using the auth enhancenent

There is a link on the HTM. page that was just returned, which Alice
dereferences, creating the HITP nessage:

GET /prize.html HTTP/ 1.0
Security-Schenme: S-HITP/ 1.4
User - Agent: Web-O Vision 1. 1lbeta
Accept: *.*

Wi ch, when encapsul ated as an S-HTTP nessage, becones:

Secure * Secure-HTTP/ 1.4

Cont ent - Type: nessage/http

MAC- | nfo: 31ff 8122, r sa- nd5, b3ca4575b841b5f c7553e69b0896¢c416, i nband: al i cel
Cont ent - Pri vacy- Dormai n: CNVS

M AGCSQGS| b3DQEHAaCABGNHRVQYL 3By aXpl LithObWAg SFRUUCSXLj AKU2Vj dXJp
dHkt U2NoZWLI O BTLURUVFAVMB4XC VzZXI t QAdl bnQ6l Fdl Yi 1PLVZpc2l vbi Ax
Lj Fi ZXRhCKFj Y2VindDogKi 4GCgoAAAAA

The data between the delimters is a CM5 'Data’ representation of the
request.
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Appendi x: A Revi ew of CMS

CVB ("Cryptographi c Message Syntax Standard") is a cryptographic
nmessage encapsul ation format, sinmilar to PEM based on RSA s PKCS-7
crypt ographi ¢ nessagi ng synt ax.

CVMB is only one of two encapsul ation fornmats supported by S-HTTP, but
it isto be preferred since it permts the |east restricted set of

negoti abl e options, and permts binary encoding. |In the interest of
maki ng this specification nore self-contained, we sunmari ze CVS here.

CMS is defined in terms of OSI's Abstract Syntax Notation (ASN. 1,
defined in X 208), and is concretely represented using ASN. 1's Basic
Encodi ng Rules (BER, defined in X 209). A CM5 nessage i s a sequence
of typed content parts. There are six content types, recursively
comnposabl e:

Data -- Sone bytes, with no enhancenent.

SignedData -- A content part, with zero or nore signature

bl ocks, and associ ated keying nmaterials. Keying materials

can be transported via the degenerate case of no signhature
bl ocks and no dat a.

Envel opedData -- One or nore (per recipient) key exchange
bl ocks and an encrypted content part.

Di gestedData -- A content part with a single digest block.

EncryptedData -- An encrypted content part, with key
materials externally provided.

Here we will dispense with convention for the sake of ASN. 1-inpaired
readers, and present a syntax for CVMB in informal BNF (w th much
gloss). In the actual encodi ng, nbst productions have explicit tag

and length fields.

*Cont ent
Data | SignedData | Envel opedDat a
Di gestedData | EncryptedData

Message =

Content =

Data = Bytes

Si gnedData = *Di gestAlg Content *Certificates
*CRLs Signerl nfo*

Envel opedDat a = *Reci pi entl nfo Bul kCrypt Al g
Encrypt ed( Cont ent)
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Di gestedData = Di gest Al g Content Di gestBytes
Encrypt edDat a = Bul kCrypt Al g Encrypt ed( Byt es)
Signerinfo = CertID ... Encrypted(D gestBytes)
Recipientinfo = Certl D KeyCrypt Al g Encrypt ed( DEK)

Appendi x: I nternet Media Type nessage/s-http
In addition to defining the S HITP/ 1.4 protocol, this docunent serves

as the specification for the Internet nedia type "nessage/s-http".
The following is to be registered with | ANA

Medi a Type nane: nmessage

Medi a subtype nane: s-http

Requi red paraneters: none

Opti onal paraneters: versi on, nsgtype

version: The S-HTTP version nunber of the encl osed nessage
(e.g. "1.4"). If not present, the version can be
determined fromthe first line of the body.

nmegtype: The nmessage type -- "request" or "response"
If not present, the type can be deternmined fromthe
first line of the body.

Encodi ng considerations: only "7bit", "8bit", or "binary"
are permtted.

Security considerations: this is a security protocol.
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Security Considerations

This entire docunment is about security.
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15.
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