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Abstract

Thi s docunent describes the NBMA Next Hop Resol ution Protocol (NHRP).
NHRP can be used by a source station (host or router) connected to a
Non- Broadcast, Muilti-Access (NBMA) subnetwork to determne the

i nternetworking |ayer address and NBMA subnetwor k addresses of the
"NBMA next hop" towards a destination station. |If the destination is
connected to the NBVMA subnetwork, then the NBMA next hop is the
destination station itself. Oherw se, the NBVA next hop is the
egress router fromthe NBMVA subnetwork that is "nearest” to the
destination station. NHRP is intended for use in a nultiprotocol

i nternetworking |ayer environnent over NBMA subnetworks.

Note that while this protocol was devel oped for use w th NBVA
subnetworks, it is possible, if not likely, that it will be applied
to BVA subnetworks as well. However, this usage of NHRP is for
further study.

This docunent is intended to be a functional superset of the NBMA
Addr ess Resol ution Protocol (NARP) docunented in [1].
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Operation of NHRP as a nmeans of establishing a transit path across an
NBVA subnet work between two routers will be addressed in a separate
docunent (see [13]).

1. Introduction

The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [15].

The NBMA Next Hop Resolution Protocol (NHRP) allows a source station
(a host or router), wishing to communi cate over a Non-Broadcast,

Mul ti-Access (NBMA) subnetwork, to deternine the internetworking

| ayer addresses and NBMA addresses of suitable "NBMA next hops”
toward a destination station. A subnetwork can be non-broadcast

ei ther because it technically doesn't support broadcasting (e.g., an
X. 25 subnetwork) or because broadcasting is not feasible for one
reason or another (e.g., an SMDS nulticast group or an extended

Et hernet would be too large). |If the destination is connected to the
NBVA subnetwork, then the NBMA next hop is the destination station
itself. Oherwise, the NBMA next hop is the egress router fromthe
NBVA subnetwork that is "nearest” to the destination station

One way to nodel an NBVMA network is by using the notion of logically
i ndependent | P subnets (LISs). LISs, as defined in [3] and [4], have
the followi ng properties:

1) Al nenbers of a LIS have the sane | P network/subnet nunber
and address mask.

2) Al nenbers of a LIS are directly connected to the sane
NBMA subnet wor k.

3) Al hosts and routers outside of the LIS are accessed via
a router.

4) Al menbers of a LIS access each other directly (wthout
routers).

Address resol ution as described in [3] and [4] only resol ves the next
hop address if the destination station is a nmenber of the sane LIS as
the source station; otherw se, the source station nust forward

packets to a router that is a nmenber of nultiple LIS s. In nulti-LIS
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configurations, hop-by-hop address resolution may not be sufficient
to resolve the "NBMA next hop" toward the destination station, and IP
packets nay have multiple I P hops through the NBVMA subnetworKk.

Anot her way to nodel NBMA is by using the notion of Local Address
Groups (LAGs) [10]. The essential difference between the LIS and the
LAG nodel s is that while with the LIS nodel the outcone of the

"l ocal /renote" forwarding decision is driven purely by addressing
information, with the LAG nodel the outconme of this decision is
decoupl ed fromthe addressing infornmation and is coupled with the
Quality of Service and/or traffic characteristics. Wth the LAG
nodel any two entities on a common NBMA network could establish a

di rect comrunication with each other, irrespective of the entities’
addr esses.

Support for the LAG nodel assunes the existence of a mechani smthat
allows any entity (i.e., host or router) connected to an NBMA network
to resolve an internetworking | ayer address to an NBMA address for
any other entity connected to the same NBVMA network. This resolution
woul d take place regardl ess of the address assignnents to these
entities. Wthin the paraneters described in this docunent, NHRP
descri bes such a nmechanism For exanple, when the internetworking

| ayer address is of type IP, once the NBMA next hop has been
resolved, the source nmay either start sending |IP packets to the
destination (in a connectionless NBVMA subnetwork such as SMDS) or may
first establish a connection to the destination with the desired
bandwi dth (in a connection-oriented NBMA subnetwork such as ATM.

Use of NHRP may be sufficient for hosts doing address resol uti on when
those hosts are directly connected to an NBMA subnetwork, allow ng
for straightforward inplementations in NBVA stations. NHRP al so has
the capability of determining the egress point froman NBVA
subnet wor k when the destination is not directly connected to the NBVA
subnetwork and the identity of the egress router is not |earned by

ot her methods (such as routing protocols). Optional extensions to
NHRP provi de additional robustness and di agnosability.

Addr ess resol ution techni ques such as those described in [3] and [4]
may be in use when NHRP is depl oyed. ARP servers and services over
NBVA subnet wor ks nay be required to support hosts that are not
capabl e of dealing with any nodel for communi cati on other than the
LI S nodel, and depl oyed hosts nmay not inplenment NHRP but nmay continue
to support ARP variants such as those described in [3] and [4]. NHRP
is intended to reduce or elinmnate the extra router hops required by
the LIS nodel, and can be deployed in a non-interfering nanner with
exi sting ARP services [14].
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The operation of NHRP to establish transit paths across NBVA
subnet wor ks between two routers requires additional nechanisns to
avoi d stable routing |l oops, and will be described in a separate
docunent (see [13]).

2. Overview
2.1 Term nol ogy

The term "network” is highly overloaded, and is especially confusing
in the context of NHRP. W use the follow ng terns:

Internetwork | ayer--the nedi a-i ndependent layer (IP in the case of
TCP/ I P net wor ks) .

Subnetwork | ayer--the nedi a-dependent |ayer underlying the
i nternetwork | ayer, including the NBVA technol ogy (ATM X 25, SMDS
etc.)

The term "server", unless explicitly stated to the contrary, refers
to a Next Hop Server (NHS). An NHS is an entity performng the
Next Hop Resol ution Protocol service within the NBMA cloud. An NHS
is always tightly coupled with a routing entity (router, route
server or edge device) although the converse is not yet guaranteed
until ubiquitous deploynent of this functionality occurs. Note
that the presence of internediate routers that are not coupled with
an NHS entity nmay preclude the use of NHRP when source and
destination stations on different sides of such routers and thus
such routers may partition NHRP reachability within an NBVA

net wor k.

The term"client", unless explicitly stated to the contrary, refers
to a Next Hop Resolution Protocol client (NHC). An NHC is an
entity which initiates NHRP requests of various types in order to
obtain access to the NHRP service.

The term"station" generally refers to a host or router which
contains an NHRP entity. Occasionally, the termstation wll
describe a "user"” of the NHRP client or service functionality; the
difference in usage is largely senantic.

2.2 Protocol Overview
In this section, we briefly describe how a source S (which

potentially can be either a router or a host) uses NHRP to determ ne
the "NBMA next hop" to destination D
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For adm nistrative and policy reasons, a physical NBMA subnetwork nay
be partitioned into several, disjoint "Logical NBMA subnetworks". A
Logi cal NBMA subnetwork is defined as a collection of hosts and
routers that share unfiltered subnetwork connectivity over an NBMA
subnetwork. "Unfiltered subnetwork connectivity" refers to the
absence of closed user groups, address screening or simlar features
that nay be used to prevent direct conmunication between stations
connected to the same NBMA subnetwork. (Hereafter, unless otherw se
specified, we use the term "NBVA subnetwork"” to nean *|ogical* NBVA
subnet wor k. )

Pl aced within the NBVA subnetwork are one or nore entities that

i npl erent the NHRP protocol. Such stations which are capabl e of
answeri ng NHRP Resol uti on Requests are known as "Next Hop Servers"
(NHSs). Each NHS serves a set of destination hosts, which may or nmay
not be directly connected to the NBMA subnetwork. NHSs cooperatively
resol ve the NBVA next hop within their |ogical NBVA subnetwork. In
addition to NHRP, NHSs may support "classical" ARP service; however,
this will be the subject of a separate docunent [14].

An NHS nai ntains a cache which contains protocol |ayer address to
NBVA subnetwork | ayer address resolution information. This cache can
be constructed frominformati on obtai ned from NHRP Regi ster packets
(see Section 5.2.3 and 5.2.4), from NHRP Resol uti on Request/Reply
packets, or through mechani snms outside the scope of this docunent
(exanpl es of such mechani sms m ght include ARP[3] and pre-configured
tables). Section 6.2 further describes cache managenent i ssues.

For a station within a given LIS to avoid providing NHS
functionality, there nmust be one or nore NHSs within the NBVA
subnet wor k whi ch are providing authoritative address resol ution
information on its behalf. Such an NHS is said to be "serving" the
station. A station on a LIS that [acks NHS functionality and is a
client of the NHRP service is known as NHRP Client or just NHCs. |If
a serving NHS is to be able to supply the address resol ution

i nformation for an NHC t hen NHSs nust exist at each hop al ong al
routed paths between the NHC naki ng the resol ution request and the
destination NHC. The last NHRP entity along the routed path is the
serving NHS; that is, NHRP Resolution Requests are not forwarded to
destination NHCs but rather are processed by the serving NHS.

An NHC al so nai ntai ns a cache of protocol address to NBVA address
resolution information. This cache is popul ated through information
obtai ned from NHRP Resol uti on Reply packets, from nanua
configuration, or through nechani sms outside the scope of this
docunent .
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The protocol proceeds as follows. An event occurs triggering station
Sto want to resolve the NBVA address of a path to D. This is nost
likely to be when a data packet addressed to station Dis to be
emtted fromstation S (either because station Sis a host, or
station Sis a transit router), but the address resolution could al so
be triggered by other nmeans (a routing protocol update packet, for
exanple). Station S first deternmines the next hop to station D

t hrough normal routing processes (for a host, the next hop may sinply
be the default router; for routers, this is the "next hop" to the
destination internetwork | ayer address). |If the destination’s
address resolution information is already available in S s cache then
that information is used to forward the packet. Qherwise, if the
next hop is reachabl e through one of its NBMA interfaces, S
constructs an NHRP Resol uti on Request packet (see Section 5.2.1)
containing station D's internetwork |ayer address as the (target)
destination address, S's own internetwork | ayer address as the source
address (Next Hop Resol ution Request initiator), and station S s NBVA
addressing infornmation. Station S nay also indicate that it prefers
an authoritative NHRP Resolution Reply (i.e., station S only w shes
to receive an NHRP Resol ution Reply froman NHS serving the
destination NHC). Station S emts the NHRP Resol uti on Request packet
towards the destination

If the NHRP Resol ution Request is triggered by a data packet then S
may, while awaiting an NHRP Resol ution Reply, choose to dispose of
the data packet in one of the follow ng ways:

(a) Drop the packet

(b) Retain the packet until the NHRP Resolution Reply arrives
and a nore optinmal path is avail able

(c) Forward the packet along the routed path toward D

The choice of which of the above to performis a local policy matter,
t hough option (c) is the recommended default, since it nmay allow data
to flow to the destination while the NBVA address is being resol ved.
Note that an NHRP Resol uti on Request for a given destination MJUST NOT
be triggered on every packet.

When the NHS receives an NHRP Resol uti on Request, a check is nmade to
see if it serves station D. |If the NHS does not serve D, the NHS
forwards the NHRP Resol ution Request to another NHS. Mechanisns for
determ ning how to forward the NHRP Resol uti on Request are discussed
in Section 3.

If this NHS serves D, the NHS resol ves station D s NBMVA address

i nformati on, and generates a positive NHRP Resolution Reply on D's

behal f. NHRP Resolution Replies in this scenario are always marked
as "authoritative". The NHRP Resol ution Reply packet contains the
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address resolution information for station D which is to be sent back
to S. Note that if station Dis not on the NBVA subnetwork, the next
hop internetwork |ayer address will be that of the egress router

t hrough whi ch packets for station D are forwarded.

A transit NHS receiving an NHRP Resol uti on Reply may cache the
address resolution information contained therein. To a subsequent
NHRP Resol uti on Request, this NHS nay respond with the cached, "non-
aut horitative" address resolution information if the NHS is permtted
to do so (see Sections 5.2.2 and 6.2 for nore information on non-
authoritative versus authoritative NHRP Resolution Replies). Non-
aut horitati ve NHRP Resol uti on Replies are distinguished from
authoritative NHRP Resolution Replies so that if a communi cation
attenpt based on non-authoritative information fails, a source
station can choose to send an authoritative NHRP Resol uti on Request.
NHSs MUST NOT respond to authoritative NHRP Resol ution Requests with
cached information

If the determination is nade that no NHS in the NBVA subnetwork can
reply to the NHRP Resol uti on Request for D then a negative NHRP

Resol ution Reply (NAK) is returned. This occurs when (a) no next-hop
resolution information is available for station D fromany NHS, or
(b) an NHS is unable to forward the NHRP Resol uti on Request (e.g.,
connectivity is lost).

NHRP Regi stration Requests, NHRP Purge Requests, NHRP Purge Repli es,
and NHRP Error Indications follow a routed path in the sanme fashion
that NHRP Resol uti on Requests and NHRP Resol uti on Replies do.
Specifically, "requests" and "indications" follow the routed path
from Source Protocol Address (which is the address of the station
initiating the conmunication) to the Destination Protocol Address.
"Replies", on the other hand, follow the routed path fromthe
Destination Protocol Address back to the Source Protocol Address wth
the followi ng exceptions: in the case of a NHRP Registration Reply
and in the case of an NHC initiated NHRP Purge Request, the packet is
al ways returned via a direct VC (see Sections 5.2.4 and 5.2.5); if
one does not exists then one MJST be created.

NHRP Requests and NHRP Replies do NOT cross the borders of a NBVA
subnet wor k however further study is being done in this area (see
Section 7). Thus, the internetwork |layer data traffic out of and
into an NBMA subnetwork always traverses an internetwork |ayer router
at its border.

NHRP optionally provides a mechanismto send a NHRP Resol uti on Reply
whi ch contai ns aggregated address resol ution information. For
exanpl e, suppose that router X is the next hop fromstation S to
station D and that X is an egress router for all stations sharing an
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internetwork | ayer address prefix with station D. Wen an NHRP

Resol ution Reply is generated in response to a NHRP Resol ution
Request, the responder may augnent the internetwork |ayer address of
station Dwith a prefix length (see Section 5.2.0.1). A subsequent
(non-authoritative) NHRP Resol uti on Request for some destination that
shares an internetwork |ayer address prefix (for the nunmber of bits
specified in the prefix length) with D may be satisfied with this
cached information. See section 6.2 regarding caching issues.

To dynanically detect subnetwork-layer filtering in NBMA subnetworks
(e.g., X. 25 closed user group facility, or SMDS address screens), to
trace the routed path that an NHRP packet takes, or to provide |oop
detection and di agnostic capabilities, a "Route Record" may be

i ncluded in NHRP packets (see Sections 5.3.2 and 5.3.3). The Route
Record extensions are the NHRP Forward Transit NHS Record Extension
and the NHRP Reverse Transit NHS Record Extension. They contain the
i nternetwork (and subnetwork | ayer) addresses of all internediate
NHSs between source and destination and between destination and
source respectively. Wen a source station is unable to comunicate
with the responder (e.g., an attenpt to open an SVC fails), it may
attenpt to do so successively with other subnetwork | ayer addresses
in the NHRP Forward Transit NHS Record Extension until it succeeds
(if authentication policy permts such action). This approach can
find a suitable egress point in the presence of subnetwork-1ayer
filtering (which nmay be source/destination sensitive, for instance,
Wi t hout necessarily creating separate | ogi cal NBVA subnetworks) or
subnet wor k-1 ayer congestion (especially in connection-oriented
nmedi a) .

3. Depl oynent

NHRP Resol uti on Requests traverse one or nore hops within an NBVA
subnetwor k before reaching the station that is expected to generate a
response. Each station, including the source station, chooses a

nei ghboring NHS to which it will forward the NHRP Resol uti on Request.
The NHS sel ection procedure typically involves applying a destination
protocol |ayer address to the protocol layer routing table which
causes a routing decision to be returned. This routing decision is
then used to forward the NHRP Resol uti on Request to the downstream
NHS. The destination protocol |ayer address previously nentioned is
carried within the NHRP Resol uti on Request packet. Note that even

t hough a protocol |ayer address was used to acquire a routing

deci sion, NHRP packets are not encapsulated within a protocol |ayer
header but rather are carried at the NBVA | ayer using the
encapsul ati on described in Section 5.
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Each NHS/router exanm nes the NHRP Resol uti on Request packet on its
way toward the destination. Each NHS which the NHRP packet traverses
on the way to the packet’s destination mght nodify the packet (e.g.
updating the Forward Record extension). lgnoring error situations,
the NHRP Resol uti on Request eventually arrives at a station that is
to generate an NHRP Resolution Reply. This responding station
"serves" the destination. The responding station generates an NHRP
Resol uti on Reply using the source protocol address fromw thin the
NHRP packet to determ ne where the NHRP Resol uti on Reply shoul d be
sent .

Rat her than use routing to deternine the next hop for an NHRP packet,
an NHS may use ot her applicable nmeans (such as static configuration
information ) in order to determ ne to which nei ghboring NHSs to
forward the NHRP Resol uti on Request packet as |ong as such ot her
means woul d not cause the NHRP packet to arrive at an NHS which is
not along the routed path. The use of static configuration
information for this purpose is beyond the scope of this docunent.

The NHS serving a particular destination nust lie along the routed
path to that destination. |In practice, this means that all egress
routers nust double as NHSs serving the destinations beyond them and
that hosts on the NBMA subnetwork are served by routers that double
as NHSs. Also, this inplies that forwardi ng of NHRP packets within
an NBMA subnetwork requires a contiguous depl oynment of NHRP capabl e
routers. It is inportant that, in a given LI S/LAG which is using
NHRP, all NHSs within the LIS/ LAG have at |east sonme portion of their
resol uti on databases synchroni zed so that a packet arriving at one
router/NHS in a given LIS/LAGw Il be forwarded in the sane fashion
as a packet arriving at a different router/NHS for the given LIS/ LAG
One nethod, anong others, is to use the Server Cache Synchroni zation
Protocol (SCSP) [12]. It is RECOMVENDED that SCSP be the nethod used
when a LIS/ LAG contains two or nore router/NHSs.

During migration to NHRP, it cannot be expected that all routers
within the NBVMA subnetwork are NHRP capable. Thus, NHRP traffic
whi ch woul d ot herwi se need to be forwarded through such routers can
be expected to be dropped due to the NHRP packet not being

recogni zed. In this case, NHRP will be unable to establish any
transit paths whose di scovery requires the traversal of the non- NHRP
speaking routers. |If the client has tried and failed to acquire a

cut through path then the client should use the network | ayer routed
path as a default.

If an NBMA technol ogy offers a group, an anycast, or a nulticast
addressing feature then the NHC may be configured with such an
address (appropriate to the routing realmit participates in) which
woul d be assigned to all NHS serving that routing realm This
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address can then be used for establishing an initial connection to an
NHS to transmit a registration request. This address may not be used
for sending NHRP requests. The resulting VC nay be used for NHRP
requests if and only if the registration response is received over
that VC, thereby indicating that one happens to have anycast
connected to an NHS serving the LIS/LAG In the case of non-
connection oriented networks, or of rmulticast (rather than anycast)
addresses, the addres MUST NOT be used for sending NHRP resol ution
requests.

When an NHS "serves" an NHC, the NHS MJUST send NHRP nessages destined
for the NHC directly to the NHC. That is, the NHRP nessage MJST NOT
transit through any NHS which is not serving the NHC when t he NHRP
nmessage is currently at an NHS whi ch does serve the NHC (this, of
course, assunmes the NHRP nessage is destined for the NHC). Further,
an NHS whi ch serves an NHC SHOULD have a direct NBMA | evel connection
to that NHC (see Section 5.2.3 and 5.2.4 for exanples).

Wth the exception of NHRP Regi stration Requests (see Section 5.2.3
and 5.2.4 for details of the NHRP Regi strati on Request case), an NHC
MUST send NHRP nessages over a direct NBMA | evel connection between
the serving NHS and the served NHC.

It may not be desirable to nmaintain sem -permanent NBVA | evel
connectivity between the NHC and t he NHS. In this case, when NBMVA

| evel connectivity is initially setup between the NHS and the NHC (as
described in Section 5.2.4), the NBVA address of the NHS shoul d be
obt ai ned through the NBMA | evel signaling technology. This address
shoul d be stored for future use in setting up subsequent NBMA | evel
connections. A sonmewhat nore information rich technique to obtain
the address information (and nore) of the serving NHS woul d be for
the NHC to include the Responder Address extension (see Section
5.3.1) in the NHRP Regi stration Request and to store the information
returned to the NHC in the Responder Address extension which is
subsequently included in the NHRP Registration Reply. Note also
that, in practice, a client’s default router should also be its NHS;
thus a client may be able to know the NBVA address of its NHS from
the configuration which was already required for the client to be
abl e to conmmunicate. Further, as nmentioned in Section 4, NHCs nay be
configured with the addressing information of one or nore NHSs.

4. Configuration
Next Hop Clients
An NHC connected to an NBMA subnetwork MAY be configured with the

Prot ocol address(es) and NBVA address(es) of its NHS(s). The
NHS(s) will likely also represent the NHC s default or peer
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routers, so their NBMA addresses nmay be obtained fromthe NHC s
existing configuration. |If the NHC is attached to several
subnetwor ks (including | ogical NBVA subnetworks), the NHC shoul d
al so be configured to receive routing information fromits NHS(S)
and peer routers so that it can determ ne which internetwork |ayer
networ ks are reachabl e t hrough whi ch subnet works.

Next Hop Servers

An NHS is configured with know edge of its own internetwork |ayer
and NBMA addresses. An NHS MAY al so be configured with a set of

i nternetwork |ayer address prefixes that correspond to the
internetwork | ayer addresses of the stations it serves. The NBMA
addresses of the stations served by the NHS may be | earned via NHRP
Regi stration packets.

If a served NHC is attached to several subnetworks, the
router/route-server coresident with the serving NHS may al so need
to be configured to advertise routing information to such NHCs.

If an NHS acts as an egress router for stations connected to other
subnetwor ks than the NBMA subnetwork, the NHS nust, in addition to
the above, be configured to exchange routing informati on between

t he NBMA subnetwork and t hese ot her subnetworKks.

In all cases, routing information i s exchanged using conventi onal
i ntra-domain and/ or inter-domain routing protocols.

5. NHRP Packet Fornmats

This section describes the format of NHRP packets. 1n the follow ng,
unl ess otherwi se stated explicitly, the unqualified term"request"
refers generically to any of the NHRP packet types which are
"requests”. Further, unless otherwi se stated explicitly, the
unqualified term"reply" refers generically to any of the NHRP packet
types which are "replies”

An NHRP packet consists of a Fixed Part, a Mandatory Part, and an
Extensions Part. The Fixed Part is conmon to all NHRP packet types.
The Mandatory Part MJUST be present, but varies dependi ng on packet
type. The Extensions Part al so varies depending on packet type, and
need not be present.

The length of the Fixed Part is fixed at 20 octets. The |length of
the Mandatory Part is determined by the contents of the extensions
offset field (ar$extoff). |If ar$extoff=0x0 then the mandatory part
length is equal to total packet |ength (ar$pktsz) m nus 20 ot herw se
the mandatory part length is equal to ar$extoff minus 20. The length
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of the Extensions Part is inplied by ar$pktsz m nus ar$extoff. NHSs
may increase the size of an NHRP packet as a result of extension
processi ng, but not beyond the offered maxi mum packet size of the
NBVA net wor K.

NHRP packets are actually nenbers of a w der class of address mapping
and managenent protocol s being devel oped by the I ETF. A specific
encapsul ati on, based on the native formats used on the particul ar
NBVA networ k over which NHRP is carried, indicates the generic |ETF
mappi ng and nmanagenent protocol. For exanple, SMDS networ ks al ways
use LLC/ SNAP encapsul ation at the NBVA | ayer [4], and an NHRP packet
is preceded by the follow ng LLC SNAP encapsul ati on

[ OXAA- AA- 03] [ 0x00- 00- 5E] [ 0x00- 03]

The first three octets are LLC, indicating that SNAP follows. The
SNAP QUI portion is the ANA's QU, and the SNAP PI D portion
identifies the mappi ng and nanagenent protocol. A field in the Fixed
Header followi ng the encapsulation indicates that it is NHRP

ATM uses either LLC/ SNAP encapsul ati on of each packet (incl uding
NHRP) , or uses no encapsul ati on on VCs dedicated to a single protoco
(see [7]). Frame Relay and X. 25 both use NLPI D/ SNAP encapsul ati on or
identification of NHRP, using a NLPID of 0x0080 and the same SNAP
contents as above (see [8], [9]).

Fi el ds nmarked "unused" MJST be set to zero on transm ssion, and
i gnored on receipt.

Most packet types (ar$op.type) have both internetwork |ayer

prot ocol -i ndependent fields and protocol-specific fields. The
protocol type/snap fields (ar$pro.type/snap) qualify the format of
the protocol -specific fields.

5.1 NHRP Fi xed Header
The Fixed Part of the NHRP packet contains those el enents of the NHRP

packet which are al ways present and do not vary in size with the type
of packet.

Luci ani, et. al. St andards Track [ Page 12]



RFC 2332 NBMA NHRP April 1998

0 1 2 3

01234567890123456789012345678901
T S S T I S S T S e SR S S
| ar$afn | ar $pro. type |
T S S T I S S T S e SR S S
ar $pro. snap |

!I-- i SR T T o s ot T S S e S S S e iy SIS S Y S 5
| ar$pro.snap | ar $hopcnt | ar $pkt sz |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| ar $chksum | ar $ext of f |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| ar$op. version | ar$op.type | ar $sht | | ar $sst | |
il s T T S S S S S i N T i ST S S S S S e e L T 2
ar$afn
Defines the type of "link | ayer" addresses being carried. This
nunber is taken fromthe ’address famly nunber’ |ist specified in

[6]. This field has inplications to the coding of ar$shtl and
ar$sstl as descri bed bel ow

ar$pro.type
field is a 16 bit unsigned integer representing the follow ng
nunber space:

0x0000 to OxOOFF Protocols defined by the equival ent NLPIDs.
0x0100 to OxO3FF Reserved for future use by the |ETF.

0x0400 to OxO04FF Allocated for use by the ATM Forum

0x0500 to OxO5FF Experinental/Local use.

0x0600 to OxFFFF Protocols defined by the equival ent Ethertypes.

(based on the observations that valid Ethertypes are never snaller
t han 0x600, and NLPI Ds never |arger than OxFF.)

ar $pro. snap
Wien ar $pro.type has a val ue of 0x0080, a SNAP encoded extension is
bei ng used to encode the protocol type. This snhap extension is
placed in the ar$pro.snap field. This is terned the "long form
protocol ID. If ar$pro != 0x0080 then the ar$pro.snap field MIST be
zero on transmt and ignored on receive. The ar$pro.type field
itself identifies the protocol being referred to. This is terned
the "short form protocol ID

In all cases, where a protocol has an assigned nunber in the
ar$pro. type space (excluding 0x0080) the short form MJST be used
when transmtting NHRP nessages; i.e., if Ethertype or NLPID
codi ngs exist then they are used on transmt rather than the
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et hertype. If both Ethertype and NLPID codi ngs exi st then when
transnitting NHRP nessages, the Ethertype coding MUST be used (this
is consistent with RFC 1483 coding). So, for exanple, the
foll ow ng codings exist for IP:

0x00- 00- 00- 08- 00
0x00- 00- 00- 00- 00
0x00- 00- 00- 00- 00

SNAP: ar $pro. type
NLPI D: ar $pro. type
Et hertype: ar$pro.type

0x00- 80, ar $pro.snap
0x00- CC, ar $pro. snap
0x08- 00, ar $pro.snap

and thus, since the Ethertype coding exists, it is used in
pr ef erence.

ar $hopcnt
The Hop count indicates the nmaxi mum number of NHSs that an NHRP
packet is allowed to traverse before being discarded. This field
is used in a simlar fashion to the way that a TTL is used in an IP
packet and shoul d be set accordingly. Each NHS decrements the TTL
as the NHRP packet transits the NHS on the way to the next hop
along the routed path to the destination. |f an NHS receives an
NHRP packet which it would nornally forward to a next hop and that
packet contains an ar$hopcnt set to zero then the NHS sends an
error indication nmessage back to the source protocol address
stating that the hop count has been exceeded (see Section 5.2.7)
and the NHS drops the packet in error; however, an error
indication is never sent as a result of receiving an error
i ndication. Wen a responding NHS replies to an NHRP request, that
NHS pl aces a value in ar$hopcnt as if it were sending a request of
its own.

ar $pkt sz
The total length of the NHRP packet, in octets (excluding |ink
| ayer encapsul ation).

ar $chksum
The standard | P checksum over the entire NHRP packet starting at
the fixed header. |If the packet is an odd nunmber of bytes in

length then this calculation is perfornmed as if a byte set to 0x00
is appended to the end of the packet.

ar $ext of f
This field identifies the exi stence and | ocati on of NHRP
extensions. |If this field is O then no extensions exi st ot herw se

this field represents the offset fromthe beginning of the NHRP
packet (i.e., starting fromthe ar$afn field) of the first
ext ensi on.
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ar $op. ver si on
This field indicates what version of generic address mappi ng and
managenent protocol is represented by this nmessage.

0 MARS protocol [11].
1 NHRP as defined in this docunent.
0x02 - OxEF Reserved for future use by the | ETF.
OxFO - OxFE Al'l ocated for use by the ATM Forum
OxXFF Experi nental / Local use.
ar $op. type
When ar $op.version == 1, this is the NHRP packet type: NHRP

Resol uti on Request (1), NHRP Resolution Reply(2), NHRP Regi stration
Request (3), NHRP Regi stration Reply(4), NHRP Purge Request(5), NHRP
Purge Reply(6), or NHRP Error Indication(7). Use of NHRP packet
Types in the range 128 to 255 are reserved for research or use in
ot her protocol devel opnent and will be adm nistered by | ANA as
described in Section 9.

ar $sht |
Type & | ength of source NBMA address interpreted in the context of
the 'address family nunber’[6] indicated by ar$afn. See bel ow for
nore details.

ar $sst |
Type & length of source NBMA subaddress interpreted in the context
of the 'address fam |y nunber’'[6] indicated by ar$afn. Wen an
NBMA t echnol ogy has no concept of a subaddress, the subaddress
length is always coded ar$sstl = 0 and no storage is allocated for
the subaddress in the appropriate mandatory part. See bel ow for
nore details.

Subnetwork | ayer address type/length fields (e.g., ar$shtl, di Addr
T/L) and subnetwork | ayer subaddresses type/length fields (e.g.,
ar$sstl, Cdi SAddr T/L) are coded as foll ows:

76543210
S i S S RS
| O] x| length |
S i S S RS

The nost significant bit is reserved and MJST be set to zero. The
second nost significant bit (x) is a flag indicating whether the
address being referred to is in:

- NSAP format (x = 0).
- Native E. 164 format (x = 1).
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For NBMA technol ogi es that use neither NSAP nor E. 164 for mat
addresses, x = 0 SHALL be used to indicate the native formfor the
particul ar NBVA technol ogy.

If the NBVA network is ATM and a subaddress (e.g., Source NBVA
SubAddress, Cient NBMA SubAddress) is to be included in any part of
t he NHRP packet then ar$afn MJST be set to OxO000F; further, the
subnetwork | ayer address type/length fields (e.g., ar$shtl, Ci Addr
T/L) and subnetwork | ayer subaddress type/length fields (e.g.,
ar$sstl, Ci SAddr T/L) MJUST be coded as in [11]. |If the NBVA
network is ATM and no subaddress field is to be included in any part
of the NHRP packet then ar$afn MAY be set to 0x0003 (NSAP) or 0x0008
(E. 164) accordingly.

The bottom 6 bits is an unsigned integer value indicating the I ength
of the associated NBVMA address in octets. If this value is zero the
flag x is ignored.

5.2.0 Mandatory Part

The Mandatory Part of the NHRP packet contains the operation specific
information (e.g., NHRP Resol ution Request/Reply, etc.) and variable
Il ength data which is pertinent to the packet type.

5.2.0.1 Mandatory Part For mat

Sections 5.2.1 through 5.2.6 have a very sinilar nmandatory part.
This mandatory part includes a conmon header and zero or nmore Cient
Information Entries (CIEs). Section 5.2.7 has a different format
which is specified in that section.

The common header | ooks |ike the follow ng:
0 1 2 3

01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Src Proto Len | Dst Proto Len | Fl ags |
il s T T S S S S S i N T i ST S S S S S e e L T 2
Request ID |

B i o T i i i S I T sl e S
Sour ce NBMA Address (variable |ength) |

B i o T i i i S I T sl e S
Sour ce NBMA Subaddress (variable | ength) |

B i o T i i i S I T sl e S
Source Protocol Address (variable |ength) |

B i o T i i i S I T sl e S
Destination Protocol Address (variable |ength) |

B i o T i i i S I T sl e S

+t—+— +— +— +—
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And the ClEs have the follow ng format:

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2

Code | Prefix Length | unused |

i i S I S I i S S S S il s ot i S

Maxi mum Transmi ssi on Unit | Hol di ng Ti ne

T i i S I iy s ST Y S Y S S S S

Adi Addr T/L | di SAddr T/L | di Proto Len | Preference

i T S T i Tk S Y Sy Y S S Y S i S

Client NBMA Address (variable |ength)

i T S T i Tk S Y Sy Y S S Y S i S
Client NBMA Subaddress (variable |ength)

i T S T i Tk S Y Sy Y S S Y S i S
Client Protocol Address (variable |ength)

i T S T i Tk S Y Sy Y S S Y S i S

+
1

+
1

I
+-
I
+-
I
+-
I
+-
I
+-
I
+-

H
+t—+— +— +— +—

+
1

T i i S I T i i S S Y S S
Code | Prefix Length | unused
i T S T i Tk S Y Sy Y S S Y S i S
Maxi mum Transm ssion Unit | Hol di ng Ti ne

i T S T i Tk S Y Sy Y S S Y S i S

Adi Addr T/L | di SAddr T/L | di Proto Len | Preference

i T S T i Tk S Y Sy Y S S Y S i S

Client NBMA Address (variable |ength)

i T S T i Tk S Y Sy Y S S Y S i S
Client NBMA Subaddress (variable |ength)

i T S T i Tk S Y Sy Y S S Y S i S
Client Protocol Address (variable |ength)

i T S T i Tk S Y Sy Y S S Y S i S

+ 4+
1 1

+
1

+
1

T T
T+ +— +— +

I
+-
I
+-
I
+-
I
+-
I
+-
I
+-

+
1

The nmeanings of the fields are as foll ows:

Src Proto Len
This field holds the length in octets of the Source Protocol
Addr ess.

Dst Proto Len
This field holds the length in octets of the Destination Protocol
Addr ess.

Fl ags

These flags are specific to the given nessage type and they are
expl ai ned in each section.
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Request ID
A val ue whi ch, when coupled with the address of the source,
provides a unique identifier for the information contained in a
"request" packet. This value is copied directly froman "request"
packet into the associated "reply". When a sender of a "request"
receives "reply", it will conpare the Request ID and source address
information in the received "reply" against that found in its
outstandi ng "request” list. Wen a match is found then the
"request" is considered to be acknow edged.

The value is taken froma 32 bit counter that is increnmented each
time a new "request” is transnmitted. The sane val ue MJUST be used

when resending a "request”, i.e., when a "reply" has not been
received for a "request" and a retry is sent after an appropriate
i nt erval

It is RECOWENDED that the initial value for this nunber be 0. A
node MAY reuse a sequence nunber if and only if the reuse of the

sequence nunber is not precluded by use of a particular nethod of
synchroni zation (e.g., as described in Appendix A).

The NBMA addr ess/ subaddress form specified bel ow al |l ows conbi ned

E. 164/ NSAPA form of NBMA addressi ng. For NBMA technol ogi es without a
subaddress concept, the subaddress field is always ZERO | ength and
ar$sstl = 0.

Sour ce NBMA Address
The Source NBMA address field is the address of the source station
which is sending the "request”. If the field s I ength as specified
in ar$shtl is 0 then no storage is allocated for this address at
all.

Source NBMA SubAddress
The Source NBMA subaddress field is the address of the source
station which is sending the "request”. |If the field s length as
specified in ar$sstl is 0 then no storage is allocated for this
address at all.

For those NBMA technol ogi es which have a notion of "Calling Party
Addr esses”", the Source NBMA Addresses above are the addresses used
when signaling for an SVC

"Requests"” and "indications" follow the routed path from Source
Protocol Address to the Destination Protocol Address. "Replies", on
the other hand, follow the routed path fromthe Destination Protoco
Address back to the Source Protocol Address with the follow ng
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exceptions: in the case of a NHRP Registration Reply and in the case
of an NHC initiated NHRP Purge Request, the packet is always returned
via a direct VC (see Sections 5.2.4 and 5.2.5).

Sour ce Protocol Address
This is the protocol address of the station which is sending the
"request”. This is also the protocol address of the station toward
which a "reply" packet is sent.

Destination Protocol Address
This is the protocol address of the station toward which a
"request" packet is sent.

Code
This field is nmessage specific. See the rel evant nessage sections
below. In general, this field is a NAK code; i.e., when the field

is 0Oin areply then the packet is acknow edging a request and if
it contains any other val ue the packet contains a negative
acknow edgnent .

Prefix Length
This field is nmessage specific. See the rel evant nmessage sections
bel ow. In general, however, this fields is used to indicate that
the information carried in an NHRP nessage pertains to an
equi val ence class of internetwork |ayer addresses rather than just
a single internetwork | ayer address specified. Al internetwork
| ayer addresses that nmatch the first "Prefix Length" bit positions
for the specific internetwork | ayer address are included in the
equi val ence class. |If this field is set to Ox00 then this field
MUST be ignored and no equival ence information is assumed (note
that Ox00 is thus equival ent to OxFF).

Maxi mum Transni ssion Unit
This field gives the maxi mum transm ssion unit for the rel evant
client station. |If this value is O then either the default MU is
used or the MIU negotiated via signaling is used if such
negotiation is possible for the given NBVA.

Hol di ng Ti nme
The Holding Tinme field specifies the nunber of seconds for which
the Next Hop NBMA information specified in the CIE is considered to
be valid. Cached information SHALL be di scarded when the hol di ng
time expires. This field nust be set to 0 on a NAK

Luciani, et. al. St andar ds Track [ Page 19]



RFC 2332 NBMA NHRP April 1998

Cli Addr T/L
Type & | ength of next hop NBVMA address specified in the CTE. This
field is interpreted in the context of the 'address fanily
nunber’ [ 6] indicated by ar$afn (e.g., ar$afn=0x0003 for ATM.

i SAddr T/L
Type & length of next hop NBMA subaddress specified in the CE.
This field is interpreted in the context of the 'address famly
nunber’ [ 6] indicated by ar$afn (e.g., ar$afn=0x0015 for ATM nmaekes
the address an E. 164 and the subaddress an ATM Forum NSAP addr ess).
When an NBMA technol ogy has no concept of a subaddress, the
subaddress is always null with a |l ength of 0. When the address
length is specified as 0 no storage is allocated for the address.

Ci Proto Len

This field holds the length in octets of the Cient Protocol
Address specified in the CE.

Pref erence
This field specifies the preference for use of the specific CE
relative to other CIEs. Higher values indicate higher preference.
Action taken when nultiple ClEs have equal or highest preference
value is a local mtter.

Client NBMA Address
This is the client’s NBMA address.

Cli ent NBMA SubAddress
This is the client’s NBMA subaddress.

Client Protocol Address
This is the client’s internetworking | ayer address specified.

Note that an NHS may cache source address binding information from an
NHRP Resol ution Request if and only if the conditions described in

Section 6.2 are nmet for the NHS. 1In all other cases, source address
bi nding informati on appearing in an NHRP nmessage MUST NOT be cached.

5.2.1 NHRP Resol uti on Request
The NHRP Resol uti on Request packet has a Type code of 1. Its
mandatory part is coded as described in Section 5.2.0.1 and the
nmessage specific nmeanings of the fields are as foll ows:

Flags - The flags field is coded as foll ows:
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0 1
0123456789012345
T s S S S e S
|QA DY S unused |

T i S S S Tk i S S

Set if the station sending the NHRP Resol ution Request is a
router; clear if the it is a host.

A
This bit is set in a NHRP Resol ution Request if only
authoritative next hop information is desired and is clear
ot herwi se. See the NHRP Resolution Reply section bel ow for
further details on the "A" bit and its usage.

D
Unused (clear on transmt)

This is the Uniqueness bit. This bit aids in duplicate address
detection. Wen this bit is set in an NHRP Resol uti on Request
and one or nore entries exist in the NHS cache which neet the
requirements of the NHRP Resol ution Request then only the CIE in
the NHS' s cache with this bit set will be returned. Note that
even if this bit was set at registration tine, there may still be
multiple ClEs that might fulfill the NHRP Resol uti on Request
because an entire subnet can be registered through use of the
Prefix Length in the CIE and the address of interest mght be
within such a subnet. If the "uniqueness" bit is set and the
respondi ng NHS has one or nore cache entries which match the
request but no such cache entry has the "uni queness" bit set,
then the NHRP Resolution Reply returns with a NAK code of "13 -

Bi nding Exists But Is Not Unique" and no CIE is included. If a
client wishes to receive non- unique Next Hop Entries, then
the client nust have the "uni qgueness" bit set to zero in its NHRP
Resol uti on Request. Note that when this bit is set in an NHRP
Regi strati on Request, only a single CIE may be specified in the
NHRP Regi stration Request and that ClE nmust have the Prefix
Length field set to OxFF

Set if the binding between the Source Protocol Address and the
Source NBMA information in the NHRP Resol ution Request is
guaranteed to be stable and accurate (e.g., these addresses are
those of an ingress router which is connected to an ethernet stub
network or the NHC is an NBMA attached host).
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Zero or one ClIEs (see Section 5.2.0.1) may be specified in an NHRP
Resol uti on Request. |If one is specified then that entry carries the
pertinent information for the client sourcing the NHRP Resol ution
Request. Usage of the CIE in the NHRP Resol ution Request is

descri bed bel ow

Prefix Length
If a CIE is specified in the NHRP Resol uti on Request then the
Prefix Length field may be used to qualify the w dest acceptable
prefix which may be used to satisfy the NHRP Resol uti on Request.
In the case of NHRP Resol ution Request/Reply, the Prefix Length
speci fi es the equival ence class of addresses which match the
first "Prefix Length" bit positions of the Destination Protocol
Address. If the "U' bit is set in the common header then this
field MIST be set to OxFF.

Maxi mum Transni ssion Unit
This field gives the maxi mumtransm ssion unit for the source
station. A possible use of this field in the NHRP Resol ution
Request packet is for the NHRP Resol uti on Requester to ask for a
target Mru

Hol di ng Ti me
The Hol ding Tinme specified in the one CIE permtted to be
i ncluded in an NHRP Resol uti on Request is the ampunt of tinme
whi ch the source address binding information in the NHRP
Resol uti on Request is permitted to cached by transit and
responding NHSs. Note that this field may only have a non-zero
value if the S bit is set.

Al'l other fields in the ClE MJUST be ignored and SHOULD be set to O.

The Destination Protocol Address in the commobn header of the
Mandatory Part of this nessage contains the protocol address of the
station for which resolution is desired. An NHC MJST send the NHRP
Resol uti on Request directly to one of its serving NHSs (see Section 3
for nore information).

5.2.2 NHRP Resol ution Reply
The NHRP Resol uti on Reply packet has a Type code of 2. ClEs
correspond to Next Hop Entries in an NHS s cache which match the
criteria in the NHRP Resolution Request. Its nandatory part is coded
as described in Section 5.2.0.1. The nessage specific nmeani ngs of
the fields are as foll ows:

Flags - The flags field is coded as foll ows:
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0

1

0123456789012345

+-

e S i T S S

| Q Al DU S| unused |

+-

A

i S S i i S S

Copi ed fromthe NHRP Resol ution Request. Set if the NHRP
Resol uti on Requester is a router; <clear if it is a host.

Set if the next hop CTE in the NHRP Resolution Reply is
authoritative; clear if the NHRP Resolution Reply is non-
aut horitative.

When an NHS receives a NHRP Resol uti on Request for authoritative
information for which it is the authoritative source, it MJST
respond with a NHRP Resol ution Reply containing all and only
those next hop ClEs which are contained in the NHS s cache which
both match the criteria of the NHRP Resol uti on Request and are
authoritative cache entries. An NHS is an authoritative source
for a NHRP Resol uti on Request if the information in the NHS s
cache mat ches the NHRP Resol ution Request criteria and that

i nformati on was obtained through a NHRP Regi strati on Request or

t hrough synchroni zation with an NHS whi ch obtained this

i nformati on through a NHRP Regi strati on Request. An

aut horitative cache entry is one which is obtained through a NHRP
Regi strati on Request or through synchronization with an NHS which
obtained this information through a NHRP Regi strati on Request.

An NHS obt ai ns non-authoritative ClEs through prom scuous
listening to NHRP packets other than NHRP Regi strations which are
directed at it. A NHRP Resol ution Request which indicates a
request for non-authoritative information should cause a NHRP
Resol uti on Reply which contains all entries in the replying NHS s
cache (i.e., both authoritative and non-authoritative) which

mat ch the criteria specified in the request.

Set if the association between destination and the associ ate next
hop information included in all ClEs of the NHRP Resol ution Reply
is guaranteed to be stable for the lifetime of the information
(the holding tinme). This is the case if the Next Hop protocol
address in a CIE identifies the destination (though it may be
different in value than the Destination address if the
destination systemhas multiple addresses) or if the destination
is not connected directly to the NBMA subnetwork but the egress
router to that destination is guaranteed to be stable (such as
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when the destination is i mediately adjacent to the egress router
t hrough a non-NBMA i nterface).

U
This is the Uni queness bit. See the NHRP Resol uti on Request
section above for details. Wen this bit is set, only one CIE is
i ncl uded since only one uni que binding should exist in an NHS s
cache.

S

Copi ed from NHRP Resol uti on Request nessage.

One or nore ClEs are specified in the NHRP Resol ution Reply. Each CE
contai ns NHRP next hop information which the respondi ng NHS has
cached and which matches the paraneters specified in the NHRP

Resol uti on Request. If no match is found by the NHS issuing the NHRP
Resol ution Reply then a single CIE is enclosed with the a C E Code
set appropriately (see below) and all other fields MJST be ignored
and SHOULD be set to 0. In order to facilitate the use of NHRP by
mnimal client inplenentations, the first CIE MUST contain the next
hop with the highest preference value so that such an inplenentation
need parse only a single CE

Code
If this field is set to zero then this packet contains a
positively acknowl edged NHRP Resol ution Reply. |If this field
contains any other value then this nmessage contains an NHRP
Resol uti on Reply NAK which nmeans that an appropriate
i nternetworking layer to NBVA address binding was not avail abl e
in the responding NHS s cache. |f NHRP Resol ution Reply contains
a Cient Information Entry with a NAK Code other than O then it
MUST NOT contain any other CIE. Currently defined NAK Codes are
as follows:

4 - Administratively Prohibited

An NHS nay refuse an NHRP Resol uti on Request attenpt for
admini strative reasons (due to policy constraints or routing
state). |If so, the NHS MJUST send an NHRP Resol uti on Reply
whi ch contai ns a NAK code of 4.

5 - Insufficient Resources
If an NHS cannot serve a station due to a |l ack of resources
(e.g., can't store sufficient information to send a purge if

routi ng changes), the NHS MJUST reply with a NAKed NHRP
Resol uti on Reply which contains a NAK code of 5.
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12 - No Internetworking Layer Address to NBMA Address Binding
Exi sts

This code states that there were absolutely no internetworking
| ayer address to NBMA address bindings found in the respondi ng
NHS s cache.

13 - Binding Exists But Is Not Unique

This code states that there were one or nore internetworking
| ayer address to NBMA address bindings found in the respondi ng
NHS s cache, however none of them had the uni queness bit set.

Prefix Length
In the case of NHRP Resolution Reply, the Prefix Length specifies
t he equival ence cl ass of addresses which nmatch the first "Prefix
Length" bit positions of the Destination Protocol Address.

Hol di ng Ti me
The Holding Time specified in a CIE of an NHRP Resol uti on Reply
is the anpbunt of tinme remaining before the expiration of the
client information which is cached at the replying NHS. It is
not the value which was registered by the client.

The remai nder of the fields for the CIE for each next hop are
filled out as they were defined when the next hop was registered
with the responding NHS (or one of the responding NHS s
synchroni zed servers) via the NHRP Registrati on Request.

Load-splitting nay be perfornmed when nore than one Cient Information
Entry is returned to a requester when equal preference values are
specified. Al so, the alternative addresses nmay be used in case of
connectivity failure in the NBVMA subnetwork (such as a failed cal
attenpt in connection-oriented NBVA subnetworks).

Any extensions present in the NHRP Resol uti on Request packet MJIST be
present in the NHRP Resolution Reply even if the extension is non-
Conpul sory.

If an unsolicited NHRP Resol ution Reply packet is received, an Error
I ndi cation of type Invalid NHRP Resol ution Reply Received SHOULD be
sent in response.

When an NHS that serves a given NHC receives an NHRP Resol uti on Reply
destined for that NHC then the NHS nust MJST send the NHRP Resol ution
Reply directly to the NHC (see Section 3).
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5.2.3 NHRP Regi strati on Request

The NHRP Regi stration Request is sent froma station to an NHS to
notify the NHS of the station’s NBMA infornmation. It has a Type code
of 3. Each CIE corresponds to Next Hop information which is to be
cached at an NHS. The mandatory part of an NHRP Regi strati on Request
is coded as described in Section 5.2.0.1. The nessage specific

nmeani ngs of the fields are as foll ows:

Flags - The flags field is coded as foll ows:

0 1
0123456789012345
T s S S S e S
| U unused |
T s S S S e S

U
This is the Uniqueness bit. Wen set in an NHRP Registration
Request, this bit indicates that the registration of the protocol
address is unique within the confines of the set of synchronized
NHSs. This "uni queness” qualifier MJUST be stored in the NHS/ NHC
cache. Any attenpt to register a binding between the protoco
address and an NBMA address when this bit is set MJIST be rejected
with a Code of "14 - Unique Internetworking Layer Address Already
Regi stered” if the replying NHS already has a cache entry for the
protocol address and the cache entry has the "uni queness" bit
set. Aregistration of a CIE s information is rejected when the
CIE is returned with the Code field set to anything other than
0x00. See the description of the uniqueness bit in NHRP
Resol uti on Request section above for further details. Wen this
bit is set only, only one CIE MAY be included in the NHRP
Regi strati on Request.

Request ID
The request I D has the same neani ng as described in Section
5.2.0.1. However, the request ID for NHRP Registrations which is
mai ntai ned at each client MJUST be kept in non-volatile nmenory so
that when a client crashes and reregisters there will be no
i nconsistency in the NHS s database. In order to reduce the
over head associated with updating non-vol atile nmenory, the actual
updati ng need not be done with every increnent of the Request ID
but could be done, for exanple, every 50 or 100 increnents. In
this scenario, when a client crashes and reregisters it knows to
add 100 to the value of the Request IDin the non-volatile nenory
before using the Request ID for subsequent registrations.
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One or nore ClEs are specified in the NHRP Regi strati on Request.

Each CIE contains next hop information which a client is attenpting
to register with its servers. Generally, all fields in ClEs encl osed
in NHRP Regi stration Requests are coded as described in Section
5.2.0.1. However, if a station is only registering itself with the
NHRP Regi stration Request then it MAY code the Ci Addr T/L, di

SAddr T/L, and i Proto Len as zero which signifies that the client
address information is to be taken fromthe source information in the
common header (see Section 5.2.0.1). Below, further clarification is
given for sonme fields in a CIE in the context of a NHRP Regi stration
Request .

Code
This field is set to Ox00 in NHRP Regi stration Requests.

Prefix Length

This field may be used in a NHRP Regi strati on Request to register
equi val ence information for the Client Protocol Address specified
in the CIE of an NHRP Registration Request In the case of NHRP
Regi strati on Request, the Prefix Length specifies the equival ence
cl ass of addresses which match the first "Prefix Length" bit
positions of the Client Protocol Address. |If the "U bit is set
in the cormon header then this field MIST be set to OxFF

The NHRP Regi strati on Request is used to register an NHC s NHRP
information with its NHSs. |If an NHC is configured with the protocol
address of a serving NHS then the NHC may place the NHS s protoco
address in the Destination Protocol Address field of the NHRP

Regi strati on Request conmon header otherw se the NHC nust place its
own protocol address in the Destination Protocol Address field.

When an NHS receives an NHRP Regi strati on Request which has the
Destination Protocol Address field set to an address which belongs to
a LIS/LAG for which the NHS is serving then if the Destination
Protocol Address field is equal to the Source Protocol Address field
(whi ch woul d happen if the NHC put its protocol address in the
Destination Protocol Address) or the Destination Protocol Address
field is equal to the protocol address of the NHS then the NHS
processes the NHRP Regi strati on Request after doing appropriate error
checking (including any applicable policy checking).

When an NHS receives an NHRP Regi strati on Request which has the
Destination Protocol Address field set to an address which does not
belong to a LIS/ LAG for which the NHS is serving then the NHS
forwards the packet down the routed path toward the appropriate

LI S/ LAG
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When an NHS receives an NHRP Regi strati on Request which has the
Destination Protocol Address field set to an address which belongs to
a LIS/LAG for which the NHS is serving then if the Destination
Protocol Address field does not equal the Source Protocol Address
field and the Destination Protocol Address field does not equal the
protocol address of the NHS then the NHS forwards the nessage to the
appropriate NHS within the LIS/ LAG as specified by Destination

Prot ocol Address field.

It is possible that a nmisconfigured station will attenpt to register
with the wong NHS (i.e., one that cannot serve it due to policy
constraints or routing state). |If this is the case, the NHS MJST

reply with a NAK-ed Registration Reply of type Can’t Serve This
Addr ess.

| f an NHS cannot serve a station due to a | ack of resources, the NHS
MUST reply with a NAK-ed Registration Reply of type Registration
Over fl ow.

In order to keep the registration entry from being di scarded, the
station MJST re-send the NHRP Registrati on Request packet often
enough to refresh the registration, even in the face of occasiona
packet loss. It is reconmended that the NHRP Regi stration Request
packet be sent at an interval equal to one-third of the Holding Tine
speci fied therein.

5.2.4 NHRP Registration Reply

The NHRP Regi stration Reply is sent by an NHS to a client in response
to that client’s NHRP Registration Request. If the Code field of a
ClE in the NHRP Registration Reply has anything other than zero in it
then the NHRP Regi stration Reply is a NAK otherwise the reply is an
ACK. The NHRP Regi stration Reply has a Type code of 4.

An NHRP Registration Reply is fornmed froman NHRP Regi stration
Request by changing the type code to 4, updating the CIE Code field,
and filling in the appropriate extensions if they exist. The nessage
specific nmeanings of the fields are as foll ows:

Attenpts to register the information in the ClEs of an NHRP

Regi strati on Request may fail for various reasons. |If this is the
case then each failed attenpt to register the information in a ClE of
an NHRP Regi stration Request is logged in the associ ated NHRP

Regi stration Reply by setting the CIE Code field to the appropriate
error code as shown bel ow.
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Cl E Code
0 - Successful Registration

The information in the CIE was successfully registered with the
NHS.

4 - Administratively Prohibited

An NHS nay refuse an NHRP Regi strati on Request attenpt for
admini strative reasons (due to policy constraints or routing
state). |If so, the NHS MJUST send an NHRP Regi stration Reply
whi ch contai ns a NAK code of 4.

5 - Insufficient Resources

If an NHS cannot serve a station due to a | ack of resources,
the NHS MUST reply with a NAKed NHRP Regi stration Reply which
contains a NAK code of 5.

14 - Unique Internetworking Layer Address Al ready Registered
If aclient tries to register a protocol address to NBVA
address binding with the uni queness bit on and the protocol
address already exists in the NHS s cache then if that cache
entry al so has the uniqueness bit on then this NAK Code is
returned in the CTE in the NHRP Registration Reply.

Due to the possible existence of asynmetric routing, an NHRP

Regi stration Reply may not be able to nerely follow the routed path
back to the source protocol address specified in the common header of
the NHRP Registration Reply. As a result, there MJST exist a direct
NBMVA | evel connection between the NHC and its NHS on which to send
the NHRP Regi stration Reply before NHRP Regi stration Reply may be
returned to the NHC. |If such a connection does not exist then the
NHS nust setup such a connection to the NHC by using the source NBVA
i nformati on supplied in the common header of the NHRP Regi stration
Request .

5.2.5 NHRP Purge Request

The NHRP Purge Request packet is sent in order to invalidate cached
information in a station. The NHRP Purge Request packet has a type
code of 5. The nandatory part of an NHRP Purge Request is coded as
described in Section 5.2.0.1. The nessage specific neanings of the
fields are as foll ows:

Flags - The flags field is coded as foll ows:
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0 1
0123456789012345
T s S S S e S
| NI unused |
T s S S S e S

N
When set, this bit tells the receiver of the NHRP Purge Request
that the requester does not expect to receive an NHRP Purge
Reply. If an unsolicited NHRP Purge Reply is received by a
station where that station is identified in the Source Protocol
Address of the packet then that packet nust be ignored.

One or nore ClEs are specified in the NHRP Purge Request. Each CIE
contains next hop informati on which is to be purged from an NHS/ NHC
cache. GCenerally, all fields in CIEs enclosed in NHRP Purge Requests
are coded as described in Section 5.2.0.1. Below, further
clarification is given for sone fields in a CIE in the context of a
NHRP Pur ge Request.

Code
This field is set to Ox00 in NHRP Purge Requests.

Prefix Length

In the case of NHRP Purge Requests, the Prefix Length specifies

t he equival ence cl ass of addresses which natch the first "Prefix
Length" bit positions of the Cient Protocol Address specified in
the CTE. Al next hop information which contains a protocol
address whi ch natches an el enment of this equivalence class is to
be purged fromthe receivers cache.

The Maxi mum Transm ssion Unit and Preference fields of the CIE are
coded as zero. The Holding Tinme should be coded as zero but there
may be some utility in supplying a "short" holding tine to be
applied to the matching next hop information before that

i nformati on woul d be purged; this usage is for further study. The
Client Protocol Address field and the Ci Proto Len field MJST be
filled in. The Cient Protocol Address is filled in with the
protocol address to be purged fromthe receiving station' s cache
while the i Proto Len is set the length of the purged client’s
protocol address. All remaining fields in the CIE MAY be set to
zero although the client NBMA information (and associated | ength
fields) MAY be specified to narrow the scope of the NHRP Purge
Request if requester desires. However, the receiver of an NHRP
Purge Request may choose to ignore the Client NBMA information if
it is supplied.
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An NHRP Purge Request packet is sent froman NHS to a station to
cause it to delete previously cached information. This is done when
the informati on may be no longer valid (typically when the NHS has
previously provided next hop information for a station that is not
directly connected to the NBMA subnetwork, and the egress point to
that station may have changed).

An NHRP Purge Request packet may al so be sent froman NHC to an NHS
with which the NHC had previously registered. This allows for an NHC
to invalidate its registration with NHRP before it woul d ot herw se
expire via the holding tiner. If an NHC does not have know edge of a
protocol address of a serving NHS then the NHC nust place its own
protocol address in the Destination Protocol Address field and
forward the packet along the routed path. Oherw se, the NHC nust

pl ace the protocol address of a serving NHS in this field.

Serving NHSs may need to send one or nore new NHRP Purge Requests as
a result of receiving a purge fromone of their served NHCs since the
NHS nmay have previously responded to NHRP Resol uti on Requests for
that NHC s NBMA i nformation. These purges are "new' in that they are
sourced by the NHS and not the NHC, that is, for each NHC that
previously sent a NHRP Resol uti on Request for the purged NHC NBVA

i nformati on, an NHRP Purge Request is sent which contains the Source
Prot ocol / NBVA Addresses of the NHS and the Destination Protoco
Address of the NHC which previously sent an NHRP Resol uti on Request
prior to the purge.

The station sending the NHRP Purge Request MAY periodically
retransmit the NHRP Purge Request until either NHRP Purge Request is
acknow edged or until the holding tinme of the information being
purged has expired. Retransm ssion strategies for NHRP Purge Requests
are a local matter.

When a station receives an NHRP Purge Request, it MJST discard any
previously cached information that matches the information in the
Cl Es.

An NHRP Purge Reply MJST be returned for the NHRP Purge Request even
if the station does not have a matching cache entry assuming that the
"N' bit is off in the NHRP Purge Request.

If the station wishes to reestablish conmunication with the
destination shortly after receiving an NHRP Purge Request, it should
make an authoritative NHRP Resol uti on Request in order to avoid any
stal e cache entries that might be present in internediate NHSs (See
section 6.2.2.). It is recomended that authoritative NHRP

Resol uti on Requests be nmade for the duration of the holding tinme of
the old information
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5.2.6 NHRP Purge Reply

The NHRP Purge Reply packet is sent in order to assure the sender of
an NHRP Purge Request that all cached information of the specified
type has been purged fromthe station sending the reply. The NHRP
Purge Reply has a type code of 6.

An NHRP Purge Reply is formed froman NHRP Purge Request by nerely
changing the type code in the request to 6. The packet is then
returned to the requester after filling in the appropriate extensions
if they exist.

5.2.7 NHRP Error Indication

The NHRP Error Indication is used to convey error indications to the
sender of an NHRP packet. It has a type code of 7. The Mandatory
Part has the follow ng format:

0 1 2 3
01234567890123456789012345678901
i T i i e S I ih s o S S ™
| Src Proto Len | Dst Proto Len | unused |
i T i i e S I ih s o S S ™

Error Code | Error O fset |

T T T T S T T ot SIS U SN S S S S T ST S SIS S S S
Sour ce NBMA Address (variable |ength) |

T T T T S T T ot SIS U SN S S S S T ST S SIS S S S
Sour ce NBMA Subaddress (variable | ength) |

T T T T S T T ot SIS U SN S S S S T ST S SIS S S S
Sour ce Protocol Address (variable |ength) |

T T T T S T T ot SIS U SN S S S S T ST S SIS S S S
Destination Protocol Address (variable |ength) |

T T T T S T T ot SIS U SN S S S S T ST S SIS S S S
Contents of NHRP Packet in error (variable |ength) |

T T T T S T T ot SIS U SN S S S S T ST S SIS S S S

b+ +—

Src Proto Len
This field holds the length in octets of the Source Protocol
Addr ess.

Dst Proto Len

This field holds the length in octets of the Destination Protocol
Addr ess.
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Error Code
An error code indicating the type of error detected, chosen from
the following list:

1 - Unrecogni zed Extension

When the Conmpul sory bit of an extension in NHRP packet is set,
the NHRP packet cannot be processed unl ess the extension has
been processed. The responder MJUST return an NHRP Error

I ndi cati on of type Unrecognized Extension if it is incapable of
processing the extension. However, if a transit NHS (one which
is not going to generate a reply) detects an unrecogni zed
extension, it SHALL ignore the extension

3 - NHRP Loop Detected

A Loop Detected error is generated when it is determ ned that
an NHRP packet is being forwarded in a | oop

6 - Protocol Address Unreachabl e
This error occurs when a packet it nmoving along the routed path
and it reaches a point such that the protocol address of
interest is not reachable.

7 - Protocol Error

A generic packet processing error has occurred (e.g., invalid
version nunber, invalid protocol type, failed checksum etc.)

8 - NHRP SDU Si ze Exceeded

If the SDU size of the NHRP packet exceeds the MIU size of the
NBVA network then this error is returned.

9 - Invalid Extension
If an NHS finds an extension in a packet which is inappropriate
for the packet type, an error is sent back to the sender with
I nval i d Extension as the code.

10 - Invalid NHRP Resol ution Reply Received
If a client receives a NHRP Resol ution Reply for a Next Hop
Resol uti on Request which it believes it did not nmake then an

error packet is sent to the station making the reply with an
error code of Invalid Reply Received.
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11 - Authentication Failure

If a received packet fails an authentication test then this
error is returned.

15 - Hop Count Exceeded

The hop count which was specified in the Fixed Header of an
NHRP nessage has been exceeded.

Error Ofset
The offset in octets into the original NHRP packet in which an
error was detected. This offset is calculated starting fromthe
NHRP Fi xed Header.

Sour ce NBMA Addr ess
The Source NBMA address field is the address of the station which
observed the error

Source NBMA SubAddress
The Source NBMA subaddress field is the address of the station
whi ch observed the error. |If the field s length as specified in
ar$sstl is O then no storage is allocated for this address at all.

Sour ce Protocol Address
This is the protocol address of the station which issued the Error
packet .

Destination Protocol Address
This is the protocol address of the station which sent the packet
whi ch was found to be in error

An NHRP Error Indication packet SHALL NEVER be generated in response
to another NHRP Error Indication packet. Wen an NHRP Error

I ndi cati on packet is generated, the offending NHRP packet SHALL be
di scarded. In no case should nore than one NHRP Error |ndication
packet be generated for a single NHRP packet.

If an NHS sees its own Protocol and NBMA Addresses in the Source NBVA
and Source Protocol address fields of a transiting NHRP Error

I ndi cati on packet then the NHS will quietly drop the packet and do
nothing (this scenario would occur when the NHRP Error |ndication
packet was itself in a |oop).

Not e that no extensions nmay be added to an NHRP Error | ndication.
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5.3 Extensions Part

The Extensions Part, if present, carries one or nore extensions in
{Type, Length, Value} triplets.

Ext ensi ons have the follow ng format:

0 1 2 3
012345678901 23456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| C| ul Type | Length |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Val ue. .. |
il s T T S S S S S i N T i ST S S S S S e e L T 2

C
"Compul sory." If clear, and the NHS does not recognize the type
code, the extension may safely be ignored. If set, and the NHS
does not recognize the type code, the NHRP "request" is considered
to be in error. (See below for details.)

Unused and nust be set to zero.

Type
The extension type code (see below). The extension type is not
qualified by the Conmpul sory bit, but is orthogonal to it.

Lengt h
The length in octets of the value (not including the Type and
Length fields; a null extension will have only an extensi on header

and a length of zero).

When extensions exist, the extensions list is termnated by the Nul
TLV, having Type = 0 and Length = 0.

Ext ensi ons may occur in any order, but any particul ar extension type
may occur only once in an NHRP packet unless explicitly stated to the
contrary in the extensions definition. For exanple, the vendor-
private extension may occur nultiple tinmes in a packet in order to

al l ow for extensions which do not share the same vendor ID to be
represented. It is RECOMVENDED that a given vendor include no nore

t han one Vendor Private Extension

An NHS MUST NOT change the order of extensions. That is, the order
of extensions placed in an NHRP packet by an NHC (or by an NHS when
an NHS sources a packet) MJST be preserved as the packet noves

between NHSs. M ninmal NHC i npl enentati ons MJST only recogni ze, but
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not necessarily parse, the Vendor Private extension and the End O
Ext ensi ons extension. Extensions are only present in a "reply" if
they were present in the corresponding "request” with the exception
of Vendor Private extensions. The previous statenent is not intended
to preclude the creation of NHS-only extensions which night be added
to and renoved from NHRP packets by the same NHS; such extensions
MUST not be propagated to NHCs.

The Conpul sory bit provides for a nmeans to add to the extension set.
If the bit is set in an extension then the station responding to the
NHRP nmessage which contains that extension MIST be able to understand
the extension (in this case, the station responding to the nessage is
the station that would issue an NHRP reply in response to a NHRP
request). As a result, the responder MJST return an NHRP Error

I ndi cati on of type Unrecognized Extension. |If the Conpulsory bit is
clear then the extension can be safely ignored; however, if an
ignored extension is in a "request” then it MJST be returned,
unchanged, in the corresponding "reply" packet type.

If a transit NHS (one which is not going to generate a "reply")
detects an unrecogni zed extension, it SHALL ignore the extension. |If
the Compul sory bit is set, the transit NHS MJST NOT cache the

i nformati on contained in the packet and MJUST NOT identify itself as
an egress router (in the Forward Record or Reverse Record
extensions). Effectively, this nmeans, if a transit NHS encounters an
extensi on which it cannot process and whi ch has the Conpul sory bit
set then that NHS MUST NOT participate in any way in the protoco
exchange ot her than acting as a forwardi ng agent.

The NHRP ext ensi on Type space is subdivided to encourage use outside
the | ETF.

0x0000 - OxOFFF Reserved for NHRP
0x1000 - Ox11FF Al'l ocated to the ATM Forum
0x1200 - Ox37FF Reserved for the | ETF.
0x3800 - Ox3FFF Experi nental use.
| ANA wi Il administer the ranges reserved for the | ETF as described in

Section 9. Values in the ’Experinental use’ range have only | ocal
signi ficance.

5.3.0 The End O Extensions
Conpul sory =1

Type = 0
Length = 0
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When extensions exist, the extensions list is term nated by the End
O Extensions/Null TLV.

5.3.1 Responder Address Extension

Conpul sory =1
Type = 3
Length = variabl e

This extension is used to determ ne the address of the NHRP
responder; i.e., the entity that generates the appropriate "reply"
packet for a given "request" packet. 1In the case of an NHRP

Resol uti on Request, the station responding may be different (in the
case of cached replies) than the systemidentified in the Next Hop
field of the NHRP Resolution Reply. Further, this extension may aid
in detecting loops in the NHRP forwarding path.

This extension uses a single CIE with the extension specific meanings
of the fields set as foll ows:

The Prefix Length fields MJUST be set to O and ignored.

Cl E Code
5 - Insufficient Resources
If the responder to an NHRP Resol uti on Request is an egress point
for the target of the address resolution request (i.e., it is one

of the stations identified in the list of CIEs in an NHRP

Resol uti on Reply) and the Responder Address extension is included
in the NHRP Resol uti on Request and insufficient resources to
setup a cut-through VC exist at the responder then the Code field
of the Responder Address Extension is set to 5 in order to tell
the client that a VC setup attenpt would in all likelihood be
rejected; otherwise this field MIUST be coded as a zero. NHCs MAY
use this field to influence whether they attenpt to setup a cut-
through to the egress router

Maxi mum Transmi ssi on Unit
This field gives the maxi mumtransm ssion unit preferred by the
responder. If this value is O then either the default MU is used
or the MIU negotiated via signaling is used if such negotiation is
possi bl e for the gi ven NBVA

Hol di ng Ti me
The Holding Tinme field specifies the nunber of seconds for which
the NBMA information of the responser is considered to be valid.
Cached informati on SHALL be di scarded when the holding tine
expires.
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"Client Address" information is actually "Responder Address"”
information for this extension. Thus, for exanple, i Addr T/L is
the responder NBMA address type and length field.

If a "requester” desires this information, the "requester” SHALL
include this extension with a value of zero. Note that this inplies
that no storage is allocated for the Holding Tine and Type/ Length
fields until the "Value" portion of the extension is filled out.

If an NHS is generating a "reply" packet in response to a "request"”
containing this extension, the NHS SHALL i nclude this extension,
containing its protocol address in the "reply”. |If an NHS has nore
t han one protocol address, it SHALL use the sanme protocol address
consistently in all of the Responder Address, Forward Transit NHS
Record, and Reverse Transit NHS Record extensions. The choice of
whi ch of several protocol address to include in this extension is a
| ocal matter.

If an NHRP Resol ution Reply packet being forwarded by an NHS contains
a protocol address of that NHS in the Responder Address Extension
then that NHS SHALL generate an NHRP Error |ndication of type "NHRP
Loop Detected" and discard the NHRP Resol uti on Reply.

If an NHRP Resol uti on Reply packet is being returned by an

i ntermedi ate NHS based on cached data, it SHALL place its own address
in this extension (differentiating it fromthe address in the Next
Hop field).

5.3.2 NHRP Forward Transit NHS Record Extension

Conpul sory =1
Type = 4
Length = variabl e

The NHRP Forward Transit NHS record contains a list of transit NHSs
t hrough which a "request"” has traversed. Each NHS SHALL append to
the extension a Forward Transit NHS el enent (as specified bel ow)
containing its Protocol address. The extension length field and the
ar $chksum fi el ds SHALL be adjusted appropriately.

The respondi ng NHS, as described in Section 5.3.1, SHALL NOT update
t hi s extension.

In addition, NHSs that are willing to act as egress routers for

packets fromthe source to the destination SHALL include information
about their NBMA Address.
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This extension uses a single CIE per NHS Record el enment with the
extensi on specific meanings of the fields set as follows:

The Prefix Length fields MJUST be set to O and ignored.

Cl E Code
5 - Insufficient Resources

I f an NHRP Resol uti on Request contains an NHRP Forward Transit
NHS Record Extension and insufficient resources to setup a cut-
t hrough VC exist at the current transit NHS then the C E Code
field for NHRP Forward Transit NHS Record Extension is set to 5
in order to tell the client that a VC setup attenpt would in al
i kelihood be rejected; otherwise this field MJST be coded as a
zero. NHCs MAY use this field to influence whether they attenpt
to setup a cut-through as described in Section 2.2. Note that
the NHRP Reverse Transit NHS Record Extension MJST al ways have
this field set to zero.

Maxi mum Transni ssion Unit
This field gives the maxi mumtransm ssion unit preferred by the
transit NHS. If this value is O then either the default MIU is
used or the MIU negotiated via signaling is used if such
negotiation is possible for the given NBVA.

Hol di ng Ti me
The Holding Tinme field specifies the nunber of seconds for which
the NBMA information of the transit NHS is considered to be valid.
Cached informati on SHALL be di scarded when the holding tine
expires.

"Client Address" information is actually "Forward Transit NHS
Address" information for this extension. Thus, for exanple, Cdi Addr
T/L is the transit NHS NBMA address type and length field.

If a "requester” wi shes to obtain this information, it SHALL incl ude
this extension with a length of zero. Note that this inplies that no
storage is allocated for the Holding Tinme and Type/Length fields
until the "Value" portion of the extension is filled out.

If an NHS has npre than one Protocol address, it SHALL use the same
Protocol address consistently in all of the Responder Address,
Forward NHS Record, and Reverse NHS Record extensions. The choice of
whi ch of several Protocol addresses to include in this extension is a
|l ocal matter.
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If a "request” that is being forwarded by an NHS contai ns the
Protocol Address of that NHS in one of the Forward Transit NHS

el enents then the NHS SHALL generate an NHRP Error |ndication of type
"NHRP Loop Detected" and discard the "request".

5.3.3 NHRP Reverse Transit NHS Record Extension

Conpul sory =1
Type = 5
Length = variabl e

The NHRP Reverse Transit NHS record contains a list of transit NHSs
t hrough which a "reply" has traversed. Each NHS SHALL append a
Reverse Transit NHS el enent (as specified below) containing its
Protocol address to this extension. The extension length field and
ar $chksum SHALL be adj usted appropriately.

The respondi ng NHS, as described in Section 5.3.1, SHALL NOT update
t hi s extension.

In addition, NHSs that are willing to act as egress routers for
packets fromthe source to the destination SHALL include information
about their NBMA Address.

This extension uses a single CIE per NHS Record el enment with the
extensi on specific meanings of the fields set as follows:

The CIE Code and Prefix Length fields MJST be set to O and i gnored.

Maxi mum Transni ssion Unit
This field gives the maxi mumtransm ssion unit preferred by the
transit NHS. If this value is O then either the default MIU is
used or the MIU negotiated via signaling is used if such
negotiation is possible for the given NBVA.

Hol di ng Ti me
The Holding Tinme field specifies the nunber of seconds for which
the NBMA information of the transit NHS is considered to be valid.
Cached informati on SHALL be di scarded when the holding tine
expires.

"Client Address" information is actually "Reverse Transit NHS

Address" information for this extension. Thus, for exanple, Cdi Addr
T/L is the transit NHS NBMA address type and length field.
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If a "requester” wi shes to obtain this information, it SHALL incl ude
this extension with a length of zero. Note that this inplies that no
storage is allocated for the Holding Tine and Type/Length fields
until the "Value" portion of the extension is filled out.

If an NHS has npre than one Protocol address, it SHALL use the same
Protocol address consistently in all of the Responder Address,
Forward NHS Record, and Reverse NHS Record extensions. The choice of
whi ch of several Protocol addresses to include in this extension is a
|l ocal matter.

If a "reply” that is being forwarded by an NHS contains the Protocol
Address of that NHS in one of the Reverse Transit NHS el ements then
the NHS SHALL generate an NHRP Error |ndication of type "NHRP Loop
Det ected" and discard the "reply".

Note that this information may be cached at internediate NHSs; if
so, the cached value SHALL be used when generating a reply.

5.3.4 NHRP Aut hentication Extension
Conpul sory = 1 Type = 7 Length = vari able

The NHRP Aut hentication Extension is carried in NHRP packets to
convey authentication information between NHRP speakers. The

Aut henti cati on Extension may be included in any NHRP "request" or
"reply" only.

The authentication is always done pairwi se on an NHRP hop-by- hop
basis; i.e., the authentication extension is regenerated at each
hop. |If a received packet fails the authentication test, the station
SHALL generate an Error Indication of type "Authentication Failure"
and di scard the packet. Note that one possible authentication failure
is the lack of an Authentication Extension; the presence or absence
of the Authentication Extension is a local matter.

5.3.4.1 Header For mat

The aut henticati on header has the follow ng format:
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-II-OH
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+- +-+-+-+-+-+-+-+-+ Aut henticati on Dat a. -t e e e e e e - -

T i S e S S i i i S SR SR SapS

—+— +

0
0
+
I
+- +- +-
I
+
I
+
I
+

Security Parameter Index (SPI) can be thought of as an index into a
tabl e that nmaintains the keys and other information such as hash
algorithm Src and Dst conmunicate either offline using manual keying
or online using a key managenment protocol to populate this table. The
sending NHRP entity always allocates the SPI and the paraneters
associated with it.

Src Addr a variable length field is the address assigned to the
outgoing interface. The length of the addr is obtained fromthe
source protocol length field in the mandatory part of the NHRP
header. The tuple <spi, src addr> uniquely identifies the key and
ot her paraneters that are used in authentication.

The length of the authentication data field is dependent on the hash
al gorithmused. The data field contains the keyed hash cal cul at ed
over the entire NHRP payl oad. The authentication data field is zeroed
out before the hash is cal cul at ed.

5.3.4.2 SPI and Security Paraneters Negotiation

SPI’s can be negotiated either manually or using an Internet Key
Managenent protocol. Mnual keying MJST be supported. The foll ow ng
paraneters are associated with the tuple <SPI, src>- lifetineg,
Algorithm Key. Lifetinme indicates the duration in seconds for which
the key is valid. In case of manual keying, this duration can be
infinite. Also, in order to better support manual Kkeying, there may
be multiple tuples active at the sanme tine (Dst being the sane).

Al gorithm specifies the hash al gorithm agreed upon by the two
entities. HVAC-MD5-128 [16] is the default algorithm O her

al gorithnms MAY be supported by defining new values. | ANA will assign
the nunbers to identify the algorithm being used as described in
Section 9.

Any | nternet standard key nanagenent protocol MAY so be used to
negoti ate the SPI and paraneters.

Luci ani, et. al. St andards Track [ Page 42]



RFC 2332 NBMA NHRP April 1998

5.3.4.3 Message Processing

At the tine of adding the authentication extension header, src |ooks
up in a table to fetch the SPI and the security paraneters based on
the outgoing interface address. If there are no entries in the table
and if there is support for key managenent, the src initiates the key
managenent protocol to fetch the necessary paraneters. The src
constructs the Authentication Extension payl oad and cal cul ates the
hash by zeroing authentication data field. The result replaces in the
zeroed authentication data field. The src address field in the
payload is the I P address assignhed to the outgoing interface.

| f key nmanagenent is not supported and authentication is mandatory,
the packet is dropped and this information is |ogged.

On the receiving end, dst fetches the paraneters based on the SPI and
the ip address in the authentication extension payload. The
authentication data field is extracted before zeroing out to

cal cul ate the hash. It conputes the hash on the entire payload and if
t he hash does not match, then an "abnormal event" has occurred.

5.3.4.4 Security Considerations

It is inportant that the keys chosen are strong as the security of
the entire system depends on the keys being chosen properly and the
correct inplenentation of the algorithns.

The security is perforned on a hop by hop basis. The data received
can be trusted only so much as one trusts all the entities in the
path traversed. A chain of trust is established anongst NHRP entities
in the path of the NHRP Message . If the security in an NHRP entity
is conpromised, then security in the entire NHRP domain is
conpr oni sed.

Data integrity covers the entire NHRP payl oad. This guarantees that
the nmessage was not nodified and the source is authenticated as well.
I f authentication extension is not used or if the security is
conpromi sed, then NHRP entities are liable to both spoofing attacks,
active attacks and passive attacks.

There is no mechanismto encrypt the nessages. It is assunmed that a
standard layer 3 confidentiality mechanismw || be used to encrypt
and decrypt nessages. It is reconmended to use an Internet standard
key managenent protocol to negotiate the keys between the nei ghbors.
Transmtting the keys in clear text, if other nethods of negotiation
is used, conprom ses the security conpletely.
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Any NHS is susceptible to Denial of Service (DOS) attacks that cause
it to becone overl oaded, preventing legitinate packets from bei ng
acted upon properly. A rogue host can send request and registration
packets to the first hop NHS. If the authentication option is not
used, the registration packet is forwarded al ong the routed path
requiring processing along each NHS. If the authentication option is
used, then only the first hop NHS is susceptible to DOS attacks
(i.e., unauthenticated packets will be dropped rather than forwarded
on). If security of any host is conpromised (i.e., the keys it is
using to comuni cate with an NHS beconme known), then a rogue host can
send NHRP packets to the first hop NHS of the host whose keys were
conprom sed, which will then forward them along the routed path as in
t he case of unaut henticated packets. However, this attack requires
that the rogue host to have the same first hop NHS as that of the
conproni sed host. Finally, it should be noted that denial of service
attacks that cause routers on the routed path to expend resources
processi ng NHRP packets are al so susceptable to attacks that fl ood
packets at the same destination as contained in an NHRP packet’s
Destination Protocol Address field.

5.3.5 NHRP Vendor-Private Extension

Compul sory = 0
Type = 8
Length = variable

The NHRP Vendor-Private Extension is carried in NHRP packets to
convey vendor-private informati on or NHRP extensions between NHRP
speakers.

0 1 2 3
01234567890123456789012345678901
T o i T S o T s T S e e i S S i St S S S
| Vendor 1D | Data.... |
T o i T S o T s T S e e i S S i St S S S

Vendor ID
802 Vendor | D as assignhed by the | EEE [6]

Dat a
The remai ning octets after the Vendor ID in the payload are
vendor - dependent dat a.

Thi s extension may be added to any "request" or "reply" packet and it

is the only extension that nay be included multiple times. |If the
recei ver does not handle this extension, or does not natch the Vendor
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IDin the extension then the extension nmay be conpletely ignored by
the receiver. |If a Vendor Private Extension is included in a
"request" then it nust be copied to the corresponding "reply".

6. Protocol Operation

In this section, we discuss certain operational considerations of
NHRP.

6.1 Router-to-Router Qperation

In practice, the initiating and responding stations nmay be either
hosts or routers. However, there is a possibility under certain
conditions that a stable routing |oop may occur if NHRP is used
between two routers. |In particular, attenpting to establish an NHRP
path across a boundary where information used in route selection is
lost may result in a routing loop. Such situations include the | oss
of BGP path vector information, the interworking of multiple routing
protocols with dissimlar nmetrics (e.g, RIP and OSPF), etc. In such
ci rcunstances, NHRP should not be used. This situation can be
avoided if there are no "back door" paths between the entry and
egress router outside of the NBVMA subnetwork. Protocol nechanisnms to
rel ax these restrictions are under investigation

In general it is preferable to use nechanisns, if they exist, in
routing protocols to resolve the egress point when the destination
lies outside of the NBVMA subnetwork, since such nmechanisnms wll be
nmore tightly coupled to the state of the routing systemand will
probably be less likely to create | oops.

6.2 Cache Managenent |ssues
The managenent of NHRP caches in the source station, the NHS serving
the destination, and any internediate NHSs is dependent on a nunber
of factors.
6. 2.1 Cachi ng Requirenents
Source Stations
Source stations MJST cache all received NHRP Resol ution Replies
that they are actively using. They also nust cache "inconplete"
entries, i.e., those for which a NHRP Resol uti on Request has been

sent but those for which an NHRP Resol uti on Reply has not been
received. This is necessary in order to preserve the Request ID
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for retries, and provides the state necessary to avoid triggering
NHRP Resol uti on Requests for every data packet sent to the
desti nati on.

Source stations MJST purge expired infornmation fromtheir caches.
Source stations MJST purge the appropriate cached infornmation upon
recei pt of an NHRP Purge Request packet.

When a station has a co-resident NHC and NHS, the co-resident NHS
may reply to NHRP Resol ution Requests fromthe co-resident NHC with
informati on which the station cached as a result of the co-resident
NHC nmaki ng its own NHRP Resol uti on Requests as |ong as the co-
resident NHS follows the rules for Transit NHSs as seen bel ow.

Servi ng NHSs

The NHS serving the destination (the one which responds
authoritatively to NHRP Resol uti on Requests) SHOULD cache protoco
address information fromall NHRP Resol ution Requests to which it
has responded if the information in the NHRP Resol ution Reply has
the possibility of changing during its lifetine (so that an NHRP
Purge Request packet can be issued). The internetworking to NBVA

bi ndi ng i nformati on provided by the source station in the NHRP
Resol uti on Request nay al so be cached if and only if the "S" bit is
set, the NHRP Resol uti on Request has included a CIE with the
Holding Time field set greater than zero (this is the valid Hol di ng
Time for the source binding), and only for non-authoritative use
for a period not to exceed the Holding Tine.

Transit NHSs

A Transit NHS (lying along the NHRP path between the source station
and the responding NHS) may cache source binding informtion
contained in NHRP Resol uti on Request packets that it forwards if
and only if the "S" bit is set, the NHRP Resol uti on Request has
included a CIE with the Holding Tinme field set greater than zero
(this is the valid Holding Time for the source binding), and only
for non-authoritative use for a period not to exceed the Hol di ng

Ti nme.

A Transit NHS may cache destination infornmation contained in NHRP
Resolution Reply CIE if only if the Dbit is set and then only for
non-aut horitative use for a period not to exceed the Hol ding Tine
val ue contained in the CIE. A Transit NHS MJUST NOT cache source
bi nding informati on contained in an NHRP Resol uti on Reply.
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Further, a transit NHS MJUST di scard any cached informati on when the
prescribed time has expired. It may return cached information in
response to non-authoritative NHRP Resol uti on Requests only.

6. 2.2 Dynamics of Cached Information
NBVA- Connect ed Desti nati ons
NHRP' s nmpost basic function is that of sinple NBVA address

resolution of stations directly attached to the NBVMA subnet worKk.
These mappings are typically very static, and appropriately chosen

holding tinmes will minimze problens in the event that the NBMVA
address of a station nust be changed. Stale information will cause
a loss of connectivity, which may be used to trigger an
authoritati ve NHRP Resol uti on Request and bypass the old data. In
the worst case, connectivity will fail until the cache entry tinmes
out .

This applies equally to informati on marked in NHRP Resol ution
Replies as being "stable" (via the "D' bit).

Destinations Of of the NBMA Subnetwork

If the source of an NHRP Resol ution Request is a host and the
destination is not directly attached to the NBMA subnetwork, and
the route to that destination is not considered to be "stable," the
desti nati on mappi ng may be very dynamic (except in the case of a
subnet wor k where each destination is only singly honed to the NBVA
subnetwork). As such the cached information may very |ikely becone
stale. The consequence of stale information in this case will be a
subopti mal path (unless the internetwork has partitioned or sone
other routing failure has occurred).

6.3 Use of the Prefix Length field of a CE

A certain amount of care needs to be taken when using the Prefix
Length field of a CIE, in particular with regard to the prefix length
advertised (and thus the size of the equival ence class specified by
it). Assuming that the routers on the NBMA subnetwork are exchangi ng
routing information, it should not be possible for an NHS to create a
bl ack hole by advertising too |arge of a set of destinations, but
suboptimal routing (e.g., extra internetwork |ayer hops through the
NBMA) can result. To avoid this situation an NHS that wants to send
the Prefix Length MJST obey the follow ng rule:

The NHS exami nes the Network Layer Reachability Information (NLRI)

associ ated with the route that the NHS woul d use to forward towards
the destination (as specified by the Destination internetwork |ayer
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address in the NHRP Resol uti on Request), and extracts fromthis
NLRI the shortest address prefix such that: (a) the Destination
i nternetwork | ayer address (fromthe NHRP Resol uti on Request) is
covered by the prefix, (b) the NHS does not have any routes with
NLRI which forma subset of what is covered by the prefix. The
prefix may then be used in the CE

The Prefix Length field of the CIE should be used with restraint, in
order to avoid NHRP stations choosing suboptiml transit paths when
over| appi ng prefixes are available. This docunent specifies the use
of the prefix length only when all the destinations covered by the
prefix are "stable". That is, either:

(a) Al destinations covered by the prefix are on the NBVA network,
or

(b) Al destinations covered by the prefix are directly attached to
the NHRP respondi ng station.

Use of the Prefix Length field of the CIE in other circunstances is
outsi de the scope of this docunent.

6.4 Dom no Effect

One could easily inagine a situation where a router, acting as an
ingress station to the NBMA subnetwork, receives a data packet, such
that this packet triggers an NHRP Resol ution Request. |f the router
forwards this data packet without waiting for an NHRP transit path to
be established, then when the next router along the path receives the
packet, the next router may do exactly the same - originate its own
NHRP Resol ution Request (as well as forward the packet). In fact
such a data packet may trigger NHRP Resol uti on Request generation at
every router along the path through an NBVMA subnetwork. W refer to
this phenonena as the NHRP "doni no" effect.

The NHRP domino effect is clearly undesirable. At best it may result
in excessive NHRP traffic. At worst it nmay result in an excessive
nunber of virtual circuits being established unnecessarily.
Therefore, it is inportant to take certain neasures to avoid or
suppress this behavior. NHRP inplenentations for NHSs MJST provide a
mechani smto address this problem One possible strategy to address
this problemwould be to configure a router in such a way that NHRP
Resol uti on Request generation by the router would be driven only by
the traffic the router receives over its non-NBMA interfaces
(interfaces that are not attached to an NBMA subnetwork). Traffic
received by the router over its NBMA-attached interfaces would not
trigger NHRP Resol ution Requests. Such a router avoids the NHRP

domi no effect through adm nistrative neans.
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7. NHRP over Legacy BMA Networ ks

There woul d appear to be no significant inpedinment to runni ng NHRP
over | egacy broadcast subnetworks. There may be issues around
runni ng NHRP across nultiple subnetworks. Running NHRP on broadcast
nmedi a has sonme interesting possibilities; especially when setting up
a cut-through for inter-ELAN inter-LIS/LAG traffic when one or both
end stations are |legacy attached. This use for NHRP requires further
research.

8. Discussion

The result of an NHRP Resol uti on Request depends on how routing is
configured anong the NHSs of an NBMA subnetwork. |If the destination
station is directly connected to the NBMA subnetwork and the routed
path to it lies entirely within the NBMA subnetwork, the NHRP
Resol uti on Replies always return the NBVMA address of the destination
station itself rather than the NBVA address of some egress router

On the other hand, if the routed path exits the NBMA subnetwork, NHRP
will be unable to resolve the NBVA address of the destination, but
rather will return the address of the egress router. For
destinati ons outside the NBMA subnetwork, egress routers and routers
in the other subnetworks shoul d exchange routing information so that
the optimal egress router nay be found.

In addition to NHSs, an NBMA station could al so be associated with
one or nore regular routers that could act as "connectionl ess
servers" for the station. The station could then choose to resolve
the NBMA next hop or just send the packets to one of its
connectionl ess servers. The latter option may be desirable if
conmuni cation with the destination is short-1lived and/ or doesn’t
require nuch network resources. The connectionless servers could, of
course, be physically integrated in the NHSs by augnmenting themwith
internetwork |layer switching functionality.

9. | ANA Consi derati ons

| ANA will take advice fromthe Area Director appointed designated
subj ect matter expert, in order to assign nunbers fromthe various
nunber spaces described herein. In the event that the Area Director
appoi nted desi gnated subject nmatter expert is unavail able, the

rel evant 1ESG Area Director will appoint another expert. Any and al
requests for value assignnent within a given nunber space will be
accept ed when the usage of the val ue assignment docunented. Possible
forms of docunentantion include, but is not limted to, RFCs or the
product of another cooperative standards body (e.g., the MPOA and
LANE subwor ki ng group of the ATM Forum.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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