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Abstract
Thi s docunent describes the conventions for using several
cryptographic algorithns with the Cryptographi c Message Syntax (CMS).
The CM5 is used to digitally sign, digest, authenticate, or encrypt
arbitrary nessage contents.
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1 Introduction

The Cryptographic Message Syntax (CMS) [CMS] is used to digitally
sign, digest, authenticate, or encrypt arbitrary nmessage contents.
Thi s conpani on specification describes the use of comon
cryptographic algorithns with the CM5. |Inplenentations of the CVS
may support these algorithms; inplenentations of the CM5 nay al so
support other algorithns as well. However, if an inplenmentation
chooses to support one of the algorithms discussed in this docunent,
then the inplenmentati on MUST do so as described in this docunent.

The CMS val ues are generated using ASN. 1 [ X 208-88], using BER-
encoding [ X 209-88]. Algorithmidentifiers (which include ASN. 1
object identifiers) identify cryptographic algorithms, and some
algorithms require additional paranmeters. Wen needed, paraneters
are specified with an ASN.1 structure. The algorithmidentifier for
each algorithmis specified, and when needed, the paraneter structure
is specified. The fields in the CV5 enpl oyed by each algorithmare

i dentified.

1.1 Changes Since RFC 2630

Thi s docunent obsol etes section 12 of RFC 2630 [ OLDCMS]. RFC 3369

[ CMS] obsol etes the rest of RFC 2630. Separation of the protocol and
al gorithm specifications allows each one to be updated w t hout

i npacting the other. However, the conventions for using additiona
algorithms with the CM5 are likely to be specified in separate
docunent s.

1.2 Term nol ogy
In this docunment, the key words MJUST, MJUST NOT, REQUI RED, SHOULD

SHOULD NOT, RECOVMENDED, and MAY are to be interpreted as descri bed
in [ STDWORDS] .
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2 Message Digest Algorithns

This section specifies the conventions enpl oyed by CVS
i npl enent ati ons that support SHA-1 or MD5.

Digest algorithmidentifiers are |located in the SignedData
digestAlgorithns field, the Signerinfo digestAlgorithmfield, the
Di gestedData digestAlgorithmfield, and the AuthenticatedData

di gestAlgorithmfield.

Di gest values are located in the DigestedData digest field and the
Message Di gest authenticated attribute. |In addition, digest values
are input to signature algorithns.

2.1 SHA-1

The SHA-1 nessage digest algorithmis defined in FIPS Pub 180-1
[SHA1l]. The algorithmidentifier for SHA-1 is:

sha-1 OBJECT IDENTIFIER ::= { iso(l) identified-organization(3)
oi W(14) secsig(3) algorithm2) 26 }

There are two possi ble encodings for the SHA-1 Al gorithm dentifier
paraneters field. The two alternatives arise fromthe fact that when
the 1988 syntax for Al gorithmdentifier was translated into the 1997
syntax, the OPTIONAL associated with the Al gorithmdentifier
paraneters got lost. Later the OPTIONAL was recovered via a defect
report, but by then many peopl e thought that algorithm paraneters
were mandatory. Because of this history sonme inplenentations encode
paranmeters as a NULL el ement and others omt thementirely. The
correct encoding is to omt the paranmeters field; however,

i npl enentati ons MJST al so handle a SHA-1 Al gorithm dentifier
paraneters field which contains a NULL.

The Algorithm dentifier paraneters field is OPTIONAL. |f present,
the parameters field MJIST contain a NULL. |nplenentati ons MJST
accept SHA-1 Algorithm dentifiers with absent paraneters.

| mpl enent ati ons MJST accept SHA-1 Algorithm dentifiers with NULL
paraneters. |Inplenmentations SHOULD generate SHA-1

Al gorithmdentifiers with absent parameters.

2.2 N5

The MD5 digest algorithmis defined in RFC 1321 [MD5]. The algorithm
identifier for MD5 is:

nmd5 OBJECT IDENTIFIER ::= { iso(1l) nmenber-body(2) us(840)
rsadsi (113549) digestAlgorithm2) 5}
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The Algorithm dentifier paraneters field MJUST be present, and the
paraneters field MJST contain NULL. |nplenentations MAY accept the
MD5 Algorithm dentifiers with absent paraneters as well as NULL

par aneters.

3 Signature Al gorithns

This section specifies the conventions enpl oyed by CVS
i npl ement ati ons that support DSA or RSA (PKCS #1 vl1.5).

Signature algorithmidentifiers are located in the Signerlnfo
signhatureAl gorithmfield of SignedData. Al so, signhature algorithm
identifiers are located in the Signerinfo signatureAlgorithmfield of
countersignature attributes.

Signature values are located in the Signerinfo signature field of
Si gnedData. Al so, signature values are located in the Signerlnfo
signature field of countersignature attributes.

3.1 DSA

The DSA signature algorithmis defined in FIPS Pub 186 [DSS]. DSA
MUST be used with the SHA-1 nessage digest algorithm

The algorithmidentifier for DSA subject public keys in certificates
is:
i d-dsa OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) x9-57 (10040) x9cm(4) 1 }

DSA signature validation requires three paraneters, commonly called
p, g, and g. Wen the id-dsa algorithmidentifier is used, the

Al gorithmdentifier paraneters field is optional. |If present, the
Al gorithm dentifier paraneters field MJST contain the three DSA
par anet er val ues encoded using the Dss-Parns type. |f absent, the

subj ect DSA public key uses the same DSA paraneters as the
certificate issuer

Dss-Parns ::= SEQUENCE {
p | NTEGER,
g | NTEGER,
g | NTEGER }

Wien the id-dsa algorithmidentifier is used, the DSA public key,
conmonly called Y, MJST be encoded as an | NTEGER. The output of this
encoding is carried in the certificate subject public key.

Dss- Pub-Key ::= INTEGCER -- Y
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The algorithmidentifier for DSA with SHA-1 signature values is:

i d-dsa-with-shal OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) x9-57 (10040) x9cn(4) 3}

Wien the id-dsa-with-shal algorithmidentifier is used, the
Al gorithm dentifier paraneters field MJST be absent.

When signing, the DSA algorithm generates two val ues, conmonly call ed
r and s. To transfer these two val ues as one signature, they MJST be
encoded using the Dss-Sig-Val ue type:

Dss- Si g- Val ue :: = SEQUENCE {
r | NTEGER,
s | NTEGER }
3.2 RSA

The RSA (PKCS #1 v1.5) signature algorithmis defined in RFC 2437
[ NEWPKCS#1] . RFC 2437 specifies the use of the RSA signature
algorithmwith the SHA-1 and MD5 nessage di gest al gorithmns.

The algorithmidentifier for RSA subject public keys in certificates
is:

rsakEncryption OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkecs-1(1) 1}

Wien the rsaEncryption algorithmidentifier is used, the
Al gorithm dentifier paraneters field MJST contain NULL.

When the rsaEncryption algorithmidentifier is used, the RSA public
key, which is conposed of a nodulus and a public exponent, MJST be
encoded using the RSAPublicKey type. The output of this encoding is
carried in the certificate subject public key.

RSAPubl i cKey ::= SEQUENCE {
modul us | NTEGER, -- n
publ i cExponent INTEGER } -- e

CMS inpl ementations that include the RSA (PKCS #1 v1.5) signature
al gorithm MJUST al so i npl enment the SHA-1 nmessage di gest al gorithm
Such i npl enentati ons SHOULD al so support the MD5 message di gest

al gorithm
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The rsaEncryption algorithmidentifier is used to identify RSA (PKCS
#1 v1.5) signature val ues regardl ess of the nmessage di gest al gorithm
enpl oyed. CMS inplenentations that include the RSA (PKCS #1 v1.5)
signhature al gorithm MJUST support the rsaEncryption signature val ue
algorithmidentifier, and CMS i npl enentati ons MAY support RSA ( PKCS
#1 v1.5) signature value algorithmidentifiers that specify both the
RSA (PKCS #1 v1.5) signature algorithmand the nessage di gest

al gorithm

The algorithmidentifier for RSA (PKCS #1 v1.5) with SHA-1 signature
val ues is:

shalW t hRSAEncryption OBJECT I DENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1l) pkecs-1(1) 5}

The algorithmidentifier for RSA (PKCS #1 v1.5) with MD5 signature
val ues is:

md5W t hRSAEncr ypti on OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-1(1) 4}

When the rsaEncryption, shalWthRSAEncryption, or
nmd5W t hRSAEncrypti on signature value algorithmidentifiers are used,
the Algorithm dentifier paraneters field MJST be NULL.

When signing, the RSA al gorithm generates a single value, and that
value is used directly as the signature val ue.

4 Key Managenent Al gorithns

CMS acconmodates the foll owi ng general key managenent techni ques: key
agreenent, key transport, previously distributed symetric key-
encryption keys, and passwords.

4.1 Key Agreement Al gorithns

This section specifies the conventions enpl oyed by CVS

i npl enent ations that support key agreenent using X9.42 Epheneral -
Static Diffie-Hellman (X9.42 E-S D-H) and X9.42 Static-Static
Diffie-Hell man (X9.42 S-S D-H).

Wien a key agreenment algorithmis used, a key-encryption algorithmis
al so needed. Therefore, when key agreenent is supported, a key-
encryption al gorithm MJST be provided for each content-encryption
algorithm The key wap algorithns for Triple-DES and RC2 are
described in RFC 3217 [ WRAP] .
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For key agreenent of RC2 key-encryption keys, 128 bits MJST be
generated as input to the key expansi on process used to conpute the
RC2 effective key [RC2].

Key agreenent algorithmidentifiers are |located in the Envel opedDat a
Reci pi ent | nf os KeyAgr eeReci pi entlnfo keyEncryptionAl gorithm and

Aut hent i cat edDat a Reci pi ent| nf os KeyAgreeReci pi entlnfo
keyEncrypti onAl gorithmfields.

Key wap algorithmidentifiers are located in the KeyWapAl gorithm
paraneters within the Envel opedData Reci pi ent| nfos

KeyAgr eeReci pi ent I nfo keyEncrypti onAl gorithm and Aut henti cat edDat a
Reci pi ent | nf os KeyAgr eeReci pi entl nfo keyEncrypti onAl gorithmfields.

W apped content-encryption keys are located in the Envel opedDat a
Reci pi ent | nf os KeyAgr eeReci pi entl nfo Reci pi ent Encrypt edKeys
encryptedKey field. Wapped nessage-authentication keys are | ocated
in the Authenticat edData Reci pi entlnfos KeyAgreeReci pi entlnfo

Reci pi ent Encrypt edKeys encrypt edKey fi el d.

4.1.1 X9.42 Epheneral -Static Diffie-Hellman

Epheneral -Static Diffie-Hellman key agreenment is defined in RFC 2631
[ DH X9. 42]. Wen using Epheneral -Static Diffie-Hellmn, the

Envel opedDat a Reci pi ent | nfos KeyAgreeRecipientinfo field is used as
foll ows:

ver si on MJUST be 3.

ori gi nator MJST be the originatorKey alternative. The
originatorKey algorithmfield MJUST contain the dh-public-nunber
object identifier wth absent paraneters. The ori gi natorKey
publicKey field MJST contain the sender’s epheneral public key.
The dh- public-nunber object identifier is:

dh- publ i c- nunber OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) ansi-x942(10046) nunber-type(2) 1 }

ukm nay be present or absent. CMS inplenentations MJST support
ukm bei ng absent, and CMVS i npl enentati ons SHOULD support ukm bei ng
present. \Wen present, the ukmis used to ensure that a different
key-encryption key is generated when the epheneral private key

nm ght be used nore than once.

Housl ey St andar ds Track [ Page 7]



RFC 3370 CVB Al gorithns August 2002

keyEncrypti onAl gorithm MUST be the id-al g-ESDH al gorithm
identifier. The algorithmidentifier paraneter field for id-alg-
ESDH i s KeyWapAl gorithm and this parameter MJST be present. The
KeyW apAl gorithm denotes the symmetric encryption al gorithm used
to encrypt the content-encryption key with the pairw se key-
encryption key generated using the X9.42 Epheneral -Static D ffie-
Hel | man key agreenment algorithm Triple-DES and RC2 key wrap
algorithns are described in RFC 3217 [WRAP]. The id-al g- ESDH
algorithmidentifier and paranmeter syntax is:

i d-al g- ESDH OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snine(16)
alg(3) 5}

KeyW apAl gorithm::= Algorithm dentifier

reci pi ent Encrypt edkeys contains an identifier and an encrypted key
for each recipient. The Recipi ent Encrypt edKey

KeyAgr eeReci pi entldentifier MJST contain either the

i ssuer AndSeri al Nunber identifying the recipient’s certificate or
the Reci pi entKeyldentifier containing the subject key identifier
fromthe recipient’s certificate. In both cases, the recipient’s
certificate contains the recipient’s static public key.

Reci pi ent Encr ypt edKey Encrypt edKey MJUST contain the
content-encryption key encrypted with the X9.42 Epheneral -Static
Diffie-Hell man generated pairw se key-encryption key using the

al gorithm specified by the KeyWapAl gorithm

4.1.2 X9.42 Static-Static D ffie-Hellnman

Static-Static Diffie-Hellnman key agreenent is defined in RFC 2631
[ DH X9.42]. Wen using Static-Static Diffie-Hellman, the

Envel opedDat a Reci pi ent | nf os KeyAgreeReci pi entlnfo and

Aut henti cat edDat a Reci pi ent| nfos KeyAgreeRecipientinfo fields are
used as foll ows:

ver si on MJUST be 3.

ori gi nator MJST be either the issuerAndSeri al Nunber or

subj ectKeyldentifier alternative. 1In both cases, the originator’s
certificate contains the sender’s static public key. RFC 3279

[ CERTALGS] specifies the Algorithmdentifier paraneters syntax and
values that are included in the originator’s certificate. The
originator’s certificate subject public key information field MJST
contai n the dh-public-nunber object identifier:

dh- publ i c- nunber OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) ansi-x942(10046) nunber-type(2) 1 }
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ukm MJUST be present. The ukmensures that a different key-
encryption key is generated for each nessage between the sane
sender and reci pi ent.

keyEncrypti onAl gorithm MUST be the id-al g-SSDH al gorithm
identifier. The algorithmidentifier paraneter field for id-alg-
SSDH i s KeyWapAl gori htm and this paraneter MJST be present. The
KeyW apAl gorithm denotes the symmetric encryption al gorithm used
to encrypt the content-encryption key with the pairw se key-
encryption key generated using the X9.42 Static-Static Diffie-
Hel | man key agreenent algorithm Triple-DES and RC2 key w ap
algorithns are described in RFC 3217 [WRAP]. The id-al g- SSDH
algorithmidentifier and paranmeter syntax is:

i d-al g- SSDH OBJECT I DENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snine(16)
alg(3) 10 }

KeyW apAl gorithm::= Algorithm dentifier

reci pi ent Encrypt edkeys contains an identifier and an encrypted key
for each recipient. The Recipi ent Encrypt edKey

KeyAgr eeReci pi entldentifier MJST contain either the

i ssuer AndSeri al Nunber identifying the recipient’s certificate or
the Reci pi entKeyldentifier containing the subject key identifier
fromthe recipient’s certificate. In both cases, the recipient’s
certificate contains the recipient’s static public key.

Reci pi ent Encrypt edKey EncryptedKey MJUST contain the content-
encryption key encrypted with the X9.42 Static-Static Diffie-
Hel | man generated pairw se key-encryption key using the al gorithm
speci fied by the KeyWapAl gorti hm

4.2 Key Transport Al gorithms

This section specifies the conventions enpl oyed by CVS
i mpl enent ati ons that support key transport using RSA (PKCS #1 v1.5).

Key transport algorithmidentifiers are |located in the Envel opedDat a
Reci pi ent I nf os KeyTransReci pi entlnfo keyEncryptionAl gorithmfield.

Key transport encrypted content-encryption keys are located in the

Envel opedDat a Reci pi ent| nfos KeyTransReci pi entlnfo encrypt edKey
field.

Housl ey St andar ds Track [ Page 9]



RFC 3370 CVB Al gorithns August 2002

4.2.1 RSA (PKCS #1 v1.5)

The RSA key transport algorithmis the RSA encryption schene defined
in RFC 2313 [ PKCS#1], block type is 02, where the nessage to be
encrypted is the content-encryption key. The algorithmidentifier
for RSA (PKCS #1 v1.5) is:

rsakEncryption OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkecs-1(1) 1}

The Algorithm dentifier paraneters field MJUST be present, and the
paraneters field MJST contain NULL.

When using a Triple-DES content-encryption key, CMS inplenentations
MUST adjust the parity bits for each DES key conprising the Triple-
DES key prior to RSA encryption

The use of RSA (PKCS #1 v1.5) encryption, as defined in RFC 2313

[ PKCS#1], to provide confidentiality has a known vulnerability. The
vul nerability is primarily relevant to usage in interactive
applications rather than to store-and-forward environnments. Further
i nformati on and proposed counterneasures are discussed in the
Security Considerations section of this docunment and RFC 3218 [ MVA].

Note that the same RSA encryption schene is also defined in RFC 2437
[ NEWPKCS#1]. W thin RFC 2437, this RSA encryption schene is called
RSAES- PKCS1-v1 5.

4.3 Synmmetric Key-Encryption Key Al gorithns

This section specifies the conventions enpl oyed by CVS

i npl ement ations that support symretric key-encryption key managenent
using Triple-DES or RC2 key-encryption keys. Wen RC2 is supported,
RC2 128-bit keys MJST be used as key-encryption keys, and they MJIST
be used with the RC2ParaneterVersi on paranmeter set to 58. A CM5

i npl emrent ati on MAY support m xed key-encryption and content-
encryptional gorithns. For exanple, a 40-bit RC2 content-encryption
key MAY be wapped with a 168-bit Tripl e-DES key-encrypti on key or
with a 128-bit RC2 key-encryption key.

Key wap algorithmidentifiers are located in the Envel opedDat a
Reci pi ent | nf os KEKReci pi ent| nfo keyEncrypti onAl gorithm and

Aut henti cat edDat a Reci pi ent| nf os KEKReci pi entlnfo
keyEncrypti onAl gorithmfields.
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W apped content-encryption keys are located in the Envel opedDat a
Reci pi ent | nfos KEKReci pi entlnfo encryptedKey field. Wapped
nmessage- aut henti cati on keys are located in the AuthenticatedData
Reci pi ent | nf os KEKReci pi entlnfo encryptedKey field.

The output of a key agreenent algorithmis a key-encryption key, and
this key-encryption key is used to encrypt the content-encryption
key. To support key agreenent, key wap algorithmidentifiers are

|l ocated in the KeyWapAl gorithm paraneter of the Envel opedData

Reci pi ent | nf os KeyAgr eeReci pi entlnfo keyEncryptionAl gorithm and

Aut hent i cat edDat a Reci pi ent| nf os KeyAgreeReci pi entlnfo
keyEncrypti onAl gorithm fields. However, only key agreement

al gorithnms that inherently provide authentication ought to be used
wi th AuthenticatedData. Wapped content-encryption keys are | ocated
in the Envel opedDat a Reci pi ent| nfos KeyAgreeReci pientlnfo

Reci pi ent Encrypt edKeys encrypt edKey field, wapped nessage-

aut hentication keys are located in the AuthenticatedData

Reci pi ent | nf os KeyAgr eeReci pi entl nfo Reci pi ent Encrypt edKeys

encrypt edkey fi el d.

4.3.1 Triple-DES Key Wap

A CM5 inpl enentation MAY support ni xed key-encryption and content-
encryption algorithnms. For exanple, a 128-bit RC2 content-encryption
key MAY be wapped with a 168-bit Tripl e-DES key-encryption key.

Tripl e-DES key encryption has the algorithmidentifier:

i d-al g- CMS3DESW ap OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) alg(3) 6 }

The Algorithm dentifier paraneter field MJST be NULL.

The key wrap algorithmused to encrypt a Triple-DES content-
encryption key with a Tripl e-DES key-encryption key is specified in
section 3.1 of RFC 3217 [WRAP]. The correspondi ng key unw ap
algorithmis specified in section 3.2 of RFC 3217 [ WRAP].

Qut - of - band distribution of the Tripl e-DES key-encryption key used to

encrypt the Triple-DES content-encryption key is beyond the scope of
this docunent.
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4.3.2 RC2 Key Wap

A CM5 inpl enentation MAY support ni xed key-encryption and content-
encryption algorithnms. For exanple, a 128-bit RC2 content-encryption
key MAY be wapped with a 168-bit Tripl e-DES key-encryption key.
Simlarly, a 40-bit RC2 content-encryption key MAY be wapped with a
128-bit RC2 key-encryption key.

RC2 key encryption has the algorithmidentifier:

i d-al g- COMSRC2wr ap OBJECT | DENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) alg(3) 7 }

The Algorithm dentifier paraneter field MJST be RC2w apPar aneter:
RC2wr apPar anet er :: = RC2Par anet er Ver si on
RC2Par anet er Ver si on ::= | NTEGER

The RC2 effective-key-bits (key size) greater than 32 and | ess than
256 is encoded in the RC2ParaneterVersion. For the effective-key-
bits of 40, 64, and 128, the rc2ParaneterVersion values are 160, 120,
and 58 respectively. These values are not sinply the RC2 key | ength.
Note that the value 160 nmust be encoded as two octets (00 A0Q),
because the one octet (A0) encoding represents a negative nunber.

RC2 128-bit keys MJST be used as key-encryption keys, and they MJIST
be used with the RC2Par anet er Versi on paraneter set to 58.

The key wap algorithmused to encrypt a RC2 content-encryption key
with a RC2 key-encryption key is specified in section 4.1 of RFC 3217
[WRAP]. The corresponding key unwap algorithmis specified 4.2 of
RFC 3217 [ WRAP] .

Qut - of - band di stribution of the RC2 key-encryption key used to
encrypt the RC2 content-encryption key is beyond of the scope of this
docunent .

4.4 Key Derivation Al gorithns
This section specifies the conventions enpl oyed by CVS
i npl ement ati ons that support password-based key managenent using
PBKDF2.
Key derivation algorithns are used to convert a password into a key-

encryption key as part of the password-based key managenent
t echni que.
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Key derivation algorithmidentifiers are |located in the Envel opedDat a
Reci pi ent | nf os Passwor dReci pi ent|I nfo keyDeri vati onAl gorithm and

Aut hent i cat edDat a Reci pi ent| nf os Passwor dReci pi entlnfo

keyDerivati onAl gorithmfields.

The key-encryption key that is derived fromthe password is used to
encrypt the content-encryption key.

The content-encryption keys encrypted with password-derived key-
encryption keys are |l ocated in the Envel opedData Reci pi entl nfos
Passwor dReci pi entI nfo encryptedKey field. The nessage-authentication
keys encrypted with password-derived key-encryption keys are | ocated
in the Authenticat edData Reci pi entl nfos PasswordReci pi entl nfo

encrypt edkey fi el d.

4.4.1 PBKDF2

The PBKDF2 key derivation algorithmis specified in RFC 2898

[ PKCS#5]. The KeyDerivationAl gorithmdentifer identifies the key-
derivation algorithm and any associ ated paraneters used to derive
the key-encryption key fromthe user-supplied password. The
algorithmidentifier for the PBKDF2 key derivation algorithmis:

i d- PBKDF2 OBJECT I DENTIFIER ::= { iso(1l) menber-body(2) us(840)
rsadsi (113549) pkcs(1) pkcs-5(5) 12 }

The Al gorithm dentifier parameter field MJST be PBKDF2-parans:

PBKDF2- par ans :: = SEQUENCE ({
salt CHO CE {
speci fied OCTET STRI NG
ot her Source Algorithm dentifier },
iterationCount | NTEGER (1..MAX),
keyLength | NTEGER (1..MAX) OPTI ONAL,
prf Al gorithmdentifier
DEFAULT { al gorithm hMAC- SHALl, parameters NULL } }

W thin the PBKDF2-parans, the salt MJST use the specified OCTET
STRI NG

5 Content Encryption Al gorithns
This section specifies the conventions enpl oyed by CVS
i npl erentati ons that support content encryption using Three-Key

Triple-DES in CBC node, Two-Key Triple-DES in CBC node, or RC2 in CBC
node.
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Content encryption algorithmidentifiers are |located in the
Envel opedDat a Encrypt edCont ent | nfo content Encrypti onAl gorithm and the
Encrypt edDat a Encrypt edCont entl nfo content Encrypti onAl gorithm fields.

Content encryption algorithnms are used to enci pher the content

| ocated in the Envel opedData EncryptedContentlnfo encryptedContent
field and the EncryptedData EncryptedContentlnfo encryptedContent
field.

5.1 Triple-DES CBC

The Triple-DES algorithmis described in ANSI X9.52 [3DES]. The
Triple-DES is conposed fromthree sequential DES [ DES] operations:
encrypt, decrypt, and encrypt. Three-Key Triple-DES uses a different
key for each DES operation. Two-Key Triple-DES uses one key for the
two encrypt operations and a different key for the decrypt operation.
The sanme algorithmidentifiers are used for Three-Key Tripl e- DES and
Two-Key Triple-DES. The algorithmidentifier for Triple-DES in

Ci pher Bl ock Chaining (CBC) node is:

des- ede3-cbc OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) encryptionAl gorithm3) 7 }

The Algorithm dentifier paraneters field MJUST be present, and the
paraneters field must contain a CBCParaneter:

CBCPar aneter ::= 1V

IV ::= OCTET STRING -- exactly 8 octets

5.2 RC2 CBC

The RC2 algorithmis described in RFC 2268 [RC2]. The algorithm
identifier for RC2 in CBC node is:

rc2-cbc OBJECT IDENTIFIER ::= { iso(l1l) nenber-body(2) us(840)
rsadsi (113549) encryptionAlgorithm(3) 2}

The Algorithm dentifier paraneters field MJUST be present, and the
paraneters field MJST contain a RC2CBCPar anet er:

RC2CBCPar anmet er :: = SEQUENCE {
r c2Par amret er Ver si on | NTEGER,
iv OCTET STRING } -- exactly 8 octets
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The RC2 effective-key-bits (key size) greater than 32 and | ess than
256 is encoded in the rc2ParaneterVersion. For the effective-key-
bits of 40, 64, and 128, the rc2ParaneterVersion values are 160, 120,
and 58 respectively. These values are not sinply the RC2 key | ength.
Note that the value 160 nust be encoded as two octets (00 AOQ), since
the one octet (AO0) encoding represents a negative nunber.

6 Message Authentication Code Al gorithns

This section specifies the conventions enpl oyed by CVS
i npl ementations that support the HVAC with SHA-1 nessage
aut henti cati on code (MAC).

MAC algorithmidentifiers are located in the AuthenticatedData
macAl gorithm fi el d.

MAC val ues are located in the AuthenticatedData nmac field.
6.1 HWVAC with SHA-1

The HVAC with SHA-1 algorithmis described in RFC 2104 [HVAC]. The
algorithmidentifier for HMAC with SHA-1 i s:

hMAC- SHA1 OBJECT | DENTIFIER ::= { iso(1)
i dentified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) 8 1 2 }

There are two possi ble encodings for the HVAC with SHA-1

Al gorithm dentifier paraneters field. The two alternatives arise
fromthe fact that when the 1988 syntax for the Al gorithm dentifier
type was translated into the 1997 syntax, the OPTI ONAL associ at ed
with the Algorithm dentifier paranmeters got lost. Later the OPTI ONAL
was recovered via a defect report, but by then many peopl e thought
that algorithm paranmeters were mandatory. Because of this history
some i npl enentati ons may encode parameters as a NULL while others
omit thementirely.

The Algorithm dentifier parameters field is OPTIONAL. |f present,
the parameters field MJIST contain a NULL. |nplenentati ons MJST
accept HVAC with SHA-1 Algorithnldentifiers with absent paraneters.

| mpl enent ati ons MJST accept HMAC with SHA-1 Algorithnmdentifiers with
NULL paraneters. |nplenentations SHOULD generate HVAC with SHA-1

Al gorithmdentifiers with absent parameters.
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7 ASN. 1 Modul e

Crypt ogr aphi cMessageSynt axAl gorithns
{ iso(1) nenber-body(2) us(840) rsadsi(113549)
pkcs(1) pkcs-9(9) snine(16) nodul es(0) cnsal g-2001(16) }

DEFINITIONS | MPLICI T TAGS :: =
BEG N

-- EXPORTS Al

-- The types and values defined in this nodule are exported for use
-- in the other ASN. 1 nodules. Qher applications may use them for
-- their own purposes.

| MPORTS
-- Inports from RFC 3280 [ PROFI LE], Appendix A 1
Al gorithm dentifier
FROM PKI X1Explicit88 { iso(1)
i dentified-organization(3) dod(6) internet(1)
security(5) nechanisns(5) pkix(7) nod(0)
pki x1-explicit(18) } ;

-- Algorithmlidentifiers

sha-1 OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
oi W(14) secsig(3) algorithm2) 26 }

md5 OBJECT IDENTIFIER ::= { iso(1l) menber-body(2) us(840)
rsadsi (113549) digestAlgorithm?2) 5}

i d-dsa OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
x9-57(10040) x9cm(4) 1}

i d-dsa-wi th-shal OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) x9-57(10040) x9cm(4) 3}

rsakEncryption OBJECT I DENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkecs-1(1) 1}

md5W t hRSAEncr ypti on OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-1(1) 4}

shalW t hRSAEncryption OBJECT I DENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-1(1) 5}

dh- publ i c- nunmber OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) ansi-x942(10046) nunber-type(2) 1 }
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i d-al g- ESDH OBJECT I DENTI FIER ::= { iso(1l) menber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkcs-9(9) snminme(16) alg(3) 5}

i d-al g- SSDH OBJECT I DENTI FIER ::= { iso(1l) menber-body(2) us(840)
rsadsi (113549) pkcs(1) pkcs-9(9) sninme(16) alg(3) 10 }

i d-al g- CVS3DESWr ap OBJECT I DENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) snine(16) alg(3) 6 }

i d-al g- COMSRC2wr ap OBJECT I DENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) snine(16) alg(3) 7 }

des- ede3-cbc OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) encryptionAl gorithm3) 7 }

rc2-cbc OBJECT IDENTIFIER ::= { iso(l1l) menber-body(2) us(840)
rsadsi (113549) encryptionAlgorithm3) 2 }

hMAC- SHA1 OBJECT IDENTIFIER ::= { iso(l) identified-organization(3)
dod(6) internet(1l) security(5) nechanisnms(5) 8 1 2 }

i d- PBKDF2 OBJECT I DENTIFIER ::= { iso(1l) menber-body(2) us(840)
rsadsi (113549) pkcs(1) pkcs-5(5) 12 }

-- Public Key Types

Dss- Pub-Key ::= INTEGER -- Y
RSAPubl i cKey ::= SEQUENCE ({
nmodul us I NTEGER, -- n
publ i cExponent INTEGER } -- e
DHPubl i cKey ::= INTEGER -- y = g"x nod p

-- Signature Val ue Types

Dss- Si g- Val ue :: = SEQUENCE ({
r | NTEGER,
s | NTEGER }

-- Algorithmldentifier Paranmeter Types

Dss-Parns ::= SEQUENCE {
p | NTEGER,
g | NTEGER,
g | NTEGER }
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DHDonmi nPar anet ers :: = SEQUENCE {
p INTEGER, -- odd prinme, p=jq +1
g I NTEGER, -- generator, g
g I NTEGER, ~-- factor of p-1
j I'NTEGER OPTI ONAL, -- subgroup factor

val i dati onParns Val i dati onParns OPTI ONAL }
Val i dati onParns ::= SEQUENCE {

seed BI T STRI NG

pgenCount er | NTEGER }
KeyW apAl gorithm::= Algorithm dentifier

RC2Par anet er Ver si on

RC2wr apPar anet er

RC2Par anet er Ver si on :: = | NTEGER
CBCPar aneter ::=1V
IV ::= OCTET STRING -- exactly 8 octets
RC2CBCPar anet er :: = SEQUENCE {

r c2Par amet er Ver si on | NTEGER,

iv OCTET STRING } -- exactly 8 octets
PBKDF2- par ans : : = SEQUENCE ({

salt CHO CE {
speci fi ed OCTET STRI NG
ot her Source Al gorithmdentifier },
i terationCount | NTEGER (1..MAX),
keyLength | NTEGER (1..MAX) OPTI ONAL,
prf Al gorithmdentifier
DEFAULT { al gorithm hMAC- SHA1, paraneters NULL } }

END -- of Cryptographi cMessageSynt axAl gorithns
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9 Security Considerations

The CMS provides a nethod for digitally signing data, digesting data,
encrypting data, and authenticating data. This docunment identifies
the conventions for using several cryptographic algorithns for use
with the CVB

| mpl enent ati ons nmust protect the signer’s private key. Conprom se of
the signer’s private key pernits masquerade.

| mpl enent ati ons nmust protect the key managenent private key, the
key-encryption key, and the content-encryption key. Conprom se of
the key managenent private key or the key-encryption key may result
in the disclosure of all contents protected with that key.
Simlarly, conpronise of the content-encryption key may result in
di scl osure of the associated encrypted content.

| mpl enent ati ons nmust protect the key nmanagenent private key and the
nmessage- aut henti cati on key. Conpromi se of the key nmanagenent private
key permits nasquerade of authenticated data. Sinmilarly, conprom se
of the nessage-authentication key may result in undetectable

nodi fication of the authenticated content.

The key managenent techni que enpl oyed to distribute nessage-

aut hentication keys nust itself provide authentication, otherw se the
content is delivered with integrity froman unknown source. Neither
RSA [ PKCS#1, NEWPKCS#1] nor Epheneral -Static Diffie-Hellman [ DH

X9. 42] provide the necessary data origin authentication. Static-
Static Diffie-Hellman [DH X9.42] does provide the necessary data
origin authentication when both the originator and recipient public
keys are bound to appropriate identities in X. 509 certificates

[ PROFI LE] .
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When nore than two parties share the sane nmessage- aut hentication key,
data origin authentication is not provided. Any party that knows the
nmessage- aut henti cati on key can conpute a valid MAC, therefore the
content could originate fromany one of the parties.

| mpl enent ati ons nmust randonly generate content-encryption keys,
nmessage- aut henti cati on keys, initialization vectors (l1Vs), one-tine
val ues (such as the k val ue when generating a DSA signature), and
paddi ng. Also, the generation of public/private key pairs relies on
a random nunbers. The use of inadequate pseudo-random numnber
generators (PRNGs) to generate cryptographi ¢ such val ues can result
inlittle or no security. An attacker may find it much easier to
reproduce the PRNG environment that produced the keys, searching the
resulting small set of possibilities, rather than brute force
searchi ng the whol e key space. The generation of quality random
nunbers is difficult. RFC 1750 [ RANDOM offers inportant guidance in
this area, and Appendix 3 of FIPS Pub 186 [DSS] provides one quality
PRNG t echni que.

When using key agreenent al gorithns or previously distributed
symmetric key-encryption keys, a key-encryption key is used to

encrypt the content-encryption key. |If the key-encryption and
content-encryption algorithns are different, the effective security
is determ ned by the weaker of the two algorithnms. |If, for exanple,

content is encrypted with 168-bit Triple-DES and the Tripl e- DES
content-encryption key is wapped with a 40-bit RC2 key, then at nopst
40 bits of protection is provided. A trivial search to determine the
val ue of the 40-bit RC2 key can recover Triple-DES key, and then the
Tripl e-DES key can be used to decrypt the content. Therefore,

i npl emrenters must ensure that key-encryption algorithns are as strong
or stronger than content-encryption algorithmns.

RFC 3217 [ WRAP] specifies key wap algorithnms used to encrypt a

Tripl e-DES content-encryption key with a Tripl e-DES key-encryption
key [3DES] or to encrypt a RC2 content-encryption key with a RC2
key-encryption key [RC2]. The key wap algorithms makes use of CBC
node [ MODES]. These key wap al gorithms have been reviewed for use
with Triple-DES and RC2. They have not been reviewed for use with

ot her cryptographi c nodes or other encryption algorithns. Therefore,
if a COVS inplenentation wishes to support ciphers in addition to
Triple-DES or RC2, then additional key wap algorithns need to be
defined to support the additional ciphers.

| mpl enenters should be aware that cryptographic algorithns becone
weaker with tinme. As new cryptanal ysis techniques are devel oped and
computi ng perfornmance i nproves, the work factor to break a particul ar
cryptographic algorithmw |l reduce. Therefore, cryptographic
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al gorithminpl ementati ons should be nodul ar all owi ng new al gorithns
to be readily inserted. That is, inplenenters should be prepared to
regul arly update the set of algorithnms in their inplenentations.

Users of the CMB, particularly those enploying the CM5 to support
interactive applications, should be aware that RSA (PKCS #1 v1.5), as
specified in RFC 2313 [ PKCS#1], is vulnerable to adaptive chosen

ci phertext attacks when applied for encryption purposes.

Exploitation of this identified vulnerability, revealing the result
of a particular RSA decryption, requires access to an oracle which
will respond to a |l arge nunber of ciphertexts (based on currently
avail abl e results, hundreds of thousands or nore), which are
constructed adaptively in response to previously-received replies
providing informati on on the successes or failures of attenpted
decryption operations. As a result, the attack appears significantly
| ess feasible to perpetrate for store-and-forward S/M ME environnents
than for directly interactive protocols. Were the CM5 constructs
are applied as an intermedi ate encryption layer within an interactive
request -response conmuni cati ons environment, exploitation could be
nore feasible.

An updat ed version of PKCS #1 has been published, PKCS #1 Version 2.0
[ NEWPKCS#1] . This updated docunent supersedes RFC 2313. PKCS #1
Version 2.0 preserves support for the encryption paddi ng fornat
defined in PKCS #1 Version 1.5 [PKCS#1], and it also defines a new
alternative. To resolve the adaptive chosen ci phertext

vul nerability, the PKCS #1 Version 2.0 specifies and recomends use
of Optimal Asymmetric Encryption Paddi ng (OAEP) when RSA encryption
is used to provide confidentiality. Designers of protocols and
systens enploying CM5 for interactive environnments shoul d either

consi der usage of QOAEP, or should ensure that information which could
reveal the success or failure of attenpted PKCS #1 Version 1.5
decryption operations is not provided. Support for OAEP will likely
be added to a future version of the CM5 al gorithm specification

See RFC 3218 [MVA] for nore infornmation about thwarting the adaptive
chosen ci phertext vulnerability in PKCS #1 Version 1.5
i npl enent ati ons.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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