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Status of this Meno

This neno defines an Experinmental Protocol for the Internet

community. It does not specify an Internet standard of any ki nd.

Di scussi on and suggestions for inprovenent are requested.

Distribution of this neno is unlimted.
Copyright Notice

Copyright (C) The Internet Society (1998). Al Rights Reserved.
Abstract

Thi s docunent defines a HITP response header field called Safe, which
can be used to indicate that repeating a HITP request is safe. Such

an indication will allow user agents to handle retries of sonme safe
requests, in particular safe POST requests, in a nore user-friendly
way.

=

nt roducti on

Thi s docunent defines a HITP response header field called Safe, which
can be used to indicate that repeating a HITP request is safe. Such

an indication will allow user agents to handle retries of some safe
requests, in particular safe POST requests, in a nore user-friendly
way.

2 Term nol ogy and Not ation

Thi s docunent uses the HTTP term nol ogy and BNF notation defined in
[1]. It uses the key words in RFC 2119 for defining the significance
of each particul ar requirenent.

3 Rationale
According to Section 9.1.1 (Safe Methods) of the HTTP/ 1.1
specification [1], POST requests are assuned to be ‘unsafe’ by

default. ‘Unsafe’ neans ‘causes side effects for which the user wll
be hel d accountabl e’.
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It is sometimes necessary for a user agent to repeat a POST request.
Exanpl es of such cases are

- when retrying a POST request which gave an indeterm nate error
result in the previous attenpt

- when the user presses the RELOAD button while a POST result is
di spl ayed

- when the history function is used to redisplay a POST result
which is no longer in the history buffer.

If the POST request is unsafe, HTTP requires explicit user
confirmation is before the request is repeated. The confirmation
dial og often takes the formof a ‘repost formdata? dial og box.
This dialog is confusing to many users, and slows down navigation in
any case.

If the repeated POST request is safe, the user-unfriendly
confirmation dialog can be omitted. However plain HTTP/ 1.1 [1] has
no mechani sm by whi ch agents can tell if POST requests are safe, and
t hey nmust be assunmed unsafe by default. This docunent adds a
mechanismto HTTP, the Safe header field, for telling if a POST
request is safe.

Usi ng the Safe header field, web applications which require the use
of a safe POST request, rather than a GET request, for the submi ssion
of web forms, can be nmade nore user-friendly. The use of a POST
request nay be required for a nunmber of reasons, including

- the contents of the formare potentially very |arge

- the formis used to upload a file (see [2])

- the application needs sone internationalization features
(see [3]) which are only available if the formcontents are
transnitted in a request body the information in the form cannot
be encoded in a GET request URL because of security
consi derati ons.

4 The Safe response header field

The Safe response header field is defined as an addition to the
HTTP/ 1. x protocol suite.

The Safe response header field is used by origin servers to indicate
whet her repeating the received HITP request is safe in the sense of
Section 9.1.1 (Safe Methods) of the HITP/ 1.1 specification [1]. For
t he purpose of this specification, a HITP request is considered to be
a repetition of a previous request if both requests
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- are issued by the sane user agent, and

- apply to the sanme resource, and

- have the sane request nethod, and

- both have no request body, or both have request bodies which are
byt e-wi se identical after decoding of any content and transfer
codi ngs.

The Safe header field has the follow ng syntax.

Saf e
saf e-nature

"Safe" ":" safe-nature
Ilyesll | mn no

An exanpl e of the header field is:
Saf e: yes

If a Safe header field is absent in the response, the corresponding
request MJIST be considered unsafe, unless it is a GET or HEAD
request. As CGET and HEAD requests are safe by definition, user
agents SHOULD ignore a ‘Safe: no’ header field in GET and HEAD
responses.

If, according to a received Safe header field, the repeating of a
request is safe, the request MAY be repeated automatically w thout
asking for user confirmation.

5 Security Considerations

For a discussion of the security considerations connected to HITP
form subm ssion, see [1]. The Safe header field introduces no new
security risks.

The use of CGET requests for form subm ssion has sone security risks
whi ch are absent for submission with other HTTP nmet hods. By taking
away a counter-incentive to the use of GET requests for form

subm ssion, the Safe header field may inprove overall security.

Hol t man Experi nment al [ Page 3]



RFC 2310 The Safe Response Header Field April 1998

6 Ref erences

[1] Fielding, R, Cettys, J., Mgul, J., Frystyk, H, and
T. Berners-Lee, "Hypertext Transfer Protocol -- HITP/1.1", RFC
2068, January 1997.

[2] Nebel, E., and L. Masinter, "Formbased File Upload in HTM.",
RFC 1867, Novemrber 1995.

[3] Yergeau, F., Nicol, G, Adanms, G, and M Duerst,
"Internationalization of the Hypertext Markup Language", RFC
2070, January 1997.

7 Aut hor’'s Address
Koen Hol t man
Techni sche Universiteit Ei ndhoven
Post bus 513
Kaner HG 6. 57
5600 MB Ei ndhoven (The Net herl ands)

EMai | : koen@u n. tue. nl

Hol t man Experi nment al [ Page 4]



RFC 2310 The Safe Response Header Field April 1998

8. Full Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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