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Standard for Interchange of USENET Messages

STATUS OF TH S MEMO

Thi s docunent defines the standard format for the interchange of

net wor k News nmessages anong USENET hosts. It updates and repl aces
RFC- 850, reflecting version B2.11 of the News program This nmeno is
di sributed as an RFC to make this information easily accessible to
the Internet community. |t does not specify an Internet standard.
Distribution of this nmenmo is unlinited.

1. Introduction

Thi s docunent defines the standard format for the interchange of

net wor k News nmessages anong USENET hosts. It describes the formt
for messages thensel ves and gives partial standards for transm ssion
of news. The news transmission is not entirely in order to give a
good deal of flexibility to the hosts to choose transm ssion
hardware and software, to batch news, and so on

There are five sections to this docunment. Section two defines the
format. Section three defines the valid control nessages. Section
four specifies sone valid transm ssion nmethods. Section five
descri bes the overall news propagation al gorithm

2. Message For mat

The primary consideration in choosing a nessage format is that it
fit inwith existing tools as well as possible. Existing tools
include inplenmentations of both mail and news. (The notesfiles
systemfromthe University of Illinois is considered a news

i mpl enentation.) A standard format for mail nessages has existed
for many years on the Internet, and this format nmeets nost of the
needs of USENET. Since the Internet format is extensible,
extensions to neet the additional needs of USENET are easily nade
within the Internet standard. Therefore, the rule is adopted that
al | USENET news nessages nust be formatted as valid Internet nai
nessages, according to the Internet standard RFC-822. The USENET
News standard is nore restrictive than the Internet standard,

Horton & Adans [ Page 1]



RFC 1036 Standard for USENET Messages Decenber 1987

pl aci ng additional requirements on each nessage and forbi ddi ng use
of certain Internet features. However, it should always be possible
to use a tool expecting an Internet nmessage to process a news
nessage. In any situation where this standard conflicts with the
Internet standard, RFC-822 should be considered correct and this
standard in error.

Here is an exanpl e USENET nessage to illustrate the fields.

From jerry@agle. ATT. COM (Jerry Schwar z)

Pat h: cbosgd! mhuxj ! mhuxt!eagle!jerry

Newsgr oups: news. announce

Subj ect: Usenet Etiquette -- Please Read
Message- |1 D: <642@agl e. ATT. COW>

Date: Fri, 19 Nov 82 16:14:55 GMI

Fol | owup- To: news. mi sc

Expires: Sat, 1 Jan 83 00: 00: 00 -0500

Organi zati on: AT&T Bell Laboratories, Murray Hil

The body of the nessage cones here, after a blank Iine.

Here is an exanple of a nmessage in the old format (before the

exi stence of this standard). It is recomended that

i mpl ement ati ons al so accept nmessages in this format to ease upward
conver si on.

From cbosgd! mhuxj ! mhuxt!eagle!jerry (Jerry Schwarz)
Newsgr oups: news. m sc

Title: Usenet Etiquette -- Please Read

Article-1.D.: eagle.642

Posted: Fri Nov 19 16:14:55 1982

Received: Fri Nov 19 16:59:30 1982

Expires: Mon Jan 1 00:00:00 1990

The body of the nmessage cones here, after a blank line.

Some news systens transnmit news in the A format, which | ooks Iike
this:

Aeagl e. 642

news. m sc

cbosgd! mhuxj ! mhuxt!eagle!jerry

Fri Nov 19 16:14:55 1982

Usenet Etiquette - Please Read

The body of the nessage cones here, with no blank Iine.

A standard USENET nmessage consi sts of several header lines, followed
by a blank line, followed by the body of the nmessage. Each header
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l'ine consist of a keyword, a colon, a blank, and sone additi onal
information. This is a subset of the Internet standard, sinplified
to allow sinpler software to handle it. The "Froni |line may
optionally include a full name, in the fornmat above, or use the
Internet angle bracket syntax. To keep the inplenentations sinple,
other formats (for exanple, with part of the nmachine address after
the cl ose parenthesis) are not allowed. The Internet convention of
continuati on header lines (beginning with a blank or tab) is

al | oned.

Certain headers are required, and certain other headers are

optional. Any unrecogni zed headers are allowed, and will be passed
through unchanged. The required header lines are "Front, "Date",
"Newsgroups", "Subject", "Message-1D', and "Path". The opti onal
header |ines are "Foll owp-To", "Expires", "Reply-To", "Sender",
"References", "Control", "Distribution", "Keywords", "Summary",
"Approved", "Lines", "Xref", and "Organi zation". Each of these
header lines will be described bel ow

2.1. Required Header |ines
2.1.1. From

The "From' line contains the electronic mailing address of the
person who sent the nessage, in the Internet syntax. It nay
optionally also contain the full name of the person, in parentheses,
after the electronic address. The electronic address is the sane as
the entity responsible for originating the nessage, unless the
"Sender" header is present, in which case the "Froni header m ght
not be verified. Note that in all host and domai n nanes, upper and
| ower case are considered the same, thus "nmark@bosgd. ATT. COM',
"mark@bosgd. att.cont', and "mark@BosgD. ATt . COni' are all equival ent.
User names nmay or may not be case sensitive, for exanple,

"Bill y@bosgd. ATT. COM' mi ght be different from

"Bill Y&bosgd. ATT. COM'. Prograns should avoid changi ng the case of
el ectroni c addresses when forwardi ng news or mail .

RFC- 822 specifies that all text in parentheses is to be interpreted
as a coment. It is comon in Internet mail to place the full nane
of the user in a cooment at the end of the "From' |line. This
standard specifies a nore rigid syntax. The full nane is not

consi dered a comment, but an optional part of the header Iine.
Either the full name is omitted, or it appears in parentheses after
the el ectronic address of the person posting the nessage, or it
appears before an el ectronic address which is enclosed in angle
brackets. Thus, the three permnissible forns are:
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From mark@bosgd. ATT. COM
From mark@bosgd. ATT. COM (Mark Horton)
From Mark Horton <mark@bosgd. ATT. COW

Full names may contain any printing ASCI|I characters from space
through tilde, except that they may not contain "(" (left

parent hesis), ")" (right parenthesis), "<" (left angle bracket), or
">" (right angle bracket). Additional restrictions may be placed on

full names by the mail standard, in particular, the characters

(coma), ":" (colon), "@ (at), "!" (bang), "/" (slash), "="

(equal), and ";" (semicolon) are inadvisable in full nanes.

.2. Date

The "Date" line (fornerly "Posted") is the date that the nessage was
originally posted to the network. Its format nust be acceptable

both in RFC-822 and to the getdate(3) routine that is provided with
the Usenet software. This date renmains unchanged as the nessage is
propagat ed t hroughout the network. One format that is acceptable to
both is:

Wiy, DD Mon YY HH MM SS Tl MEZONE

Several exanples of valid dates appear in the sanple nessage above.
Note in particular that ctine(3) format:

Wily Mon DD HH: MM SS YYYY

is not acceptable because it is not a valid RFC-822 date. However,
since ol der software still generates this format, news

i mpl ement ati ons are encouraged to accept this format and translate
it into an acceptable fornat.

There is no hope of having a conplete list of tinmezones. Universal
Time (GMIN, the North American tinezones (PST, PDT, MsST, MDT, CST,
CDT, EST, EDT) and the +/-hhmm of fset specifed in RFC- 822 shoul d be
supported. It is reconmended that tines in nmessage headers be
transnmitted in GMI' and displayed in the local tinme zone.

. 3.  Newsgroups

The "Newsgroups" |line specifies the newsgroup or newsgroups in which
the nmessage belongs. Miltiple newsgroups may be specified,
separated by a comma. Newsgroups specified nmust all be the nanmes of
exi sting newsgroups, as no new newsgroups will be created by sinply
posting to them
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Wl dcards (e.g., the word "all") are never allowed in a "News-
groups” line. For exanple, a newsgroup conp.all is illegal
al though a newsgroup rec.sport.football is permtted.

If a nessage is received with a "Newsgroups" line listing sone valid
newsgroups and sone invalid newsgroups, a host should not renove
invalid newsgroups fromthe list. Instead, the invalid newsgroups
shoul d be ignored. For exanple, suppose host A subscribes to the
classes btl.all and conp.all, and exchanges news nessages with host
B, which subscribes to conp.all but not btl.all. Suppose A receives
a nmessage wth Newsgroups: conp.unix, btl.general

This nessage i s passed on to B because B receives conp.unix, but B

does not receive btl.general. A nust |eave the "Newsgroups" line
unchanged. If it were to renove btl.general, the edited header
could eventually re-enter the btl.all class, resulting in a nessage
that is not shown to users subscribing to btl.general. Al so,

foll owups fromoutside btl.all would not be shown to such users.

2.1.4. Subject

The "Subject"” line (formerly "Title") tells what the nmessage is
about. It should be suggestive enough of the contents of the
nessage to enable a reader to nmake a decision whether to read the
nessage based on the subject alone. |If the nessage is subnmitted in
response to anot her nmessage (e.g., is a followup) the default

subj ect should begin with the four characters "Re:", and the
"References" line is required. For followups, the use of the
"Summary" line is encouraged.

2.1.5. Message-ID

The "Message-I1D' line gives the nessage a unique identifier. The
Message-1 D nay not be reused during the lifetinme of any previous
nessage with the sane Message-ID. (It is recomended that no
Message-1 D be reused for at least two years.) Message-ID s have the
synt ax:

<string not containing blank or ">">
In order to conformto RFC-822, the Message-I1D nust have the fornmat:
<uni que@ul | _domai n_nanme>
where full _domain_nanme is the full name of the host at which the
nessage entered the network, including a donmain that host is in, and

unique is any string of printing ASClII characters, not including "<"
(left angle bracket), ">" (right angle bracket), or "@ (at sign).
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For exanple, the unique part could be an integer representing a
sequence nunber for nessages submitted to the network, or a short
string derived fromthe date and tinme the nessage was created. For
exanpl e, a valid Message-1D for a nessage submitted from host uchbvax
in domai n "Berkel ey. EDU' woul d be "<4123@cbvax. Ber kel ey. EDU>"
Programers are urged not to nmake assunptions about the content of
Message-ID fields fromother hosts, but to treat them as unknown
character strings. It is not safe, for exanple, to assune that a
Message-1 D will be under 14 characters, that it is unique in the
first 14 characters, nor that is does not contain a "/".

The angl e brackets are considered part of the Message-ID. Thus, in
references to the Message-1D, such as the ihave/sendme and cancel
control nessages, the angle brackets are included. Wite space
characters (e.g., blank and tab) are not allowed in a Message-ID.

Sl ashes ("/") are strongly discouraged. Al characters between the
angl e brackets nmust be printing ASCI| characters.

.6. Path

This line shows the path the nessage took to reach the current
system Wen a systemforwards the nessage, it should add its own
nane to the list of systens in the "Path" line. The nanes nmay be
separated by any punctuation character or characters (except "."
which is considered part of the hostnanme). Thus, the followi ng are
valid entries:

cbosgd! mhuxj ! mhuxt
cbosgd, mhuxj, mhuxt

@bosgd. ATT. COM @rhuxj . ATT. COM @rhuxt . ATT. COM
t ekl abs, zehntel, sri-uni x@ca! decvax

(The latter path indicates a nmessage that passed through decvax,

cca, sri-unix, zehntel, and teklabs, in that order.) Additional
names should be added fromthe left. For exanple, the nost recently
added nane in the fourth exanple was teklabs. Letters, digits,

peri ods and hyphens are considered part of host nanes; other
punctuation, including blanks, are considered separators.

Normal |y, the rightnost nane will be the nanme of the originating
system However, it is also permssible to include an extra entry
on the right, which is the name of the sender. This is for upward
conmpatibility with ol der systens.

The "Path" line is not used for replies, and should not be taken as
a mailing address. It is intended to show the route the nessage
traveled to reach the I ocal host. There are several uses for this
information. One is to nonitor USENET routing for perfornmnance
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2.

2.

2.

2.

2.

2.

reasons. Another is to establish a path to reach new hosts.

Per haps the nost inportant use is to cut down on redundant USENET
traffic by failing to forward a nessage to a host that is known to
have already received it. |In particular, when host A sends a
nessage to host B, the "Path" line includes A so that host B wll
not i medi ately send the nessage back to host A The nanme each host
uses to identify itself should be the sane as the nane by which its
nei ghbors know it, in order to make this optinization possible.

A host adds its own nane to the front of a path when it receives a
nmessage from another host. Thus, if a nessage with path "Al X! Yl zZ"

is passed fromhost Ato host B Bwll add its own nane to the path
when it receives the nessage fromA, e.g., "BIAIXIYIZ". |If B then
passes the nmessage on to C, the nessage sent to Cwill contain the

path "B'Al X1 YI'Z" and when C receives it, Cwll change it to
"ClB'Al XI YI Z".

Speci al upward conpatibility note: Since the "Froni, "Sender", and
"Reply-To" lines are in Internet format, and since many USENET hosts
do not yet have numil ers capable of understanding Internet format, it
woul d break the reply capability to conpletely sever the connection
bet ween the "Path" header and the reply function. It is recognized
that the path is not always a valid reply string in ol der

i mpl enentati ons, and no requirenent to fix this problemis placed on
i mpl enentati ons. However, the existing convention of placing the
host nanme and an "!" at the front of the path, and of starting the
path with the host nane, an "!", and the user nane, should be

mai nt ai ned when possi bl e.

Opti onal Headers

1. Reply-To

This line has the sane format as "Fronf. |If present, namiled replies
to the author should be sent to the nane given here. O herwi se,
replies are mailed to the name on the "Front line. (This does not
prevent additional copies frombeing sent to recipients named by the
replier, or on "To" or "Cc" lines.) The full nanme nay be optionally
given, in parentheses, as in the "Front Iine.

2. Sender

This field is present only if the submtter manually enters a "Fronf
line. It is intended to record the entity responsible for
subnitting the message to the network. It should be verified by the

software at the submitting host.
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2.

2.

2.

For exanple, if John Smith is visiting CCA and wi shes to post a
nessage to the network, using friend Sarah Jones’ account, the
nessage m ght read:

From snith@ichbvax. Berkel ey. EDU (John Snit h)
Sender: jones@ca. COM ( Sar ah Jones)

If a gateway programenters a mail nessage into the network at host
uni x. SRI.COM the lines might read:

From John. Doe@\. CS. CMJ. EDU
Sender: networ k@ni x. SRl . COM

The primary purpose of this field is to be able to track down
nmessages to deternine how they were entered into the network. The
full nane may be optionally given, in parentheses, as in the "Front
l'ine.

3. Foll owp-To

This line has the sane format as "Newsgroups". |If present, follow
up nmessages are to be posted to the newsgroup or newsgroups |isted
here. If this line is not present, followups are posted to the
newsgroup or newsgroups listed in the "Newsgroups" |ine.

If the keyword poster is present, foll owup nessages are not
permtted. The nessage should be mailed to the submitter of the
nessage via mail.

4. Expires
This line, if present, is in a |legal USENET date format. It
specifies a suggested expiration date for the nmessage. |If not

present, the local default expiration date is used. This field is
intended to be used to clean up nessages with a limted useful ness,
or to keep inportant nessages around for |onger than usual. For
exanpl e, a message announci ng an upcom ng seni nar coul d have an
expiration date the day after the senminar, since the nessage is not
useful after the semnar is over. Since |ocal hosts have |oca
policies for expiration of news (depending on avail able disk space,
for instance), users are discouraged from providi ng expiration dates
for messages unless there is a natural expiration date associ ated
with the topic. System software should al nbst never provide a
default "Expires" line. Leave it out and allow |ocal policies to be
used unless there is a good reason not to.
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2.

2.

2.

5. References

This field lists the Message-1D s of any nessages pronpting the
submi ssion of this nessage. It is required for all followup
nmessages, and forbi dden when a new subject is raised.

| mpl erent ati ons should provide a foll owup command, which allows a
user to post a followup nessage. This conmand shoul d generate a

"Subject” line which is the sanme as the original nessage, except
that if the original subject does not begin with "Re:" or "re:", the
four characters "Re:" are inserted before the subject. |If there is
no "References" line on the original header, the "References" line
shoul d contain the Message-ID of the original nessage (including the
angl e brackets). |If the original nessage does have a "References”
line, the foll owup nmessage shoul d have a "References" |ine
containing the text of the original "References" line, a blank, and

the Message-ID of the original nessage.

The purpose of the "References" header is to allow nessages to be
grouped into conversations by the user interface program This
al l ows conversations within a newsgroup to be kept together, and
potentially users mght shut off entire conversations without
unsubscri bing to a newsgroup. User interfaces need not nmake use of
this header, but all automatically generated foll ow ups shoul d
generate the "References" line for the benefit of systens that do
use it, and manually generated followups (e.g., typed in well after
the original nessage has been printed by the nachine) should be
encouraged to include themas well.

It is permssible to not include the entire previous "References”
lineif it is too long. An attenpt should be nade to include a
reasonabl e nunber of backwards references.

6. Control

If a nmessage contains a "Control"” line, the nessage is a contro
nessage. Control nessages are used for conmmuni cati on anong USENET
host machi nes, not to be read by users. Control nessages are

di stributed by the same newsgroup mechani smas ordi nary nmessages.
The body of the "Control" header line is the nessage to the host.

For upward conpatibility, nmessages that match the newsgroup pattern
"all.all.ctl" should also be interpreted as control messages. If no
"Control" header is present on such nmessages, the subject is used as
the control nessage. However, nessages on newsgroups nmatching this
pattern do not conformto this standard.
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Al so for upward conpatibility, if the first 4 characters of the
"Subject:" line are "cnsg", the rest of the "Subject:" line should
be interpreted as a control nessage.

2.2.7. Distribution

This line is used to alter the distribution scope of the nessage.

It is a comma separated list simlar to the "Newsgroups" line. User
subscriptions are still controlled by "Newsgroups", but the nessage
is sent to all systens subscribing to the newsgroups on the
"Distribution” line in addition to the "Newsgroups" line. For the
nessage to be transnitted, the receiving site nust normally receive
one of the specified newsgroups AND must receive one of the
specified distributions. Thus, a nmessage concerning a car for sale
in New Jersey m ght have headers incl udi ng:

Newsgroups: rec.auto, msc.forsale
Di stribution: nj,ny

so that it would only go to persons subscribing to rec.auto or misc.
for sale within New Jersey or New York. The intent of this header
is torestrict the distribution of a newsgroup further, not to
increase it. A local newsgroup, such as nj.crazy-eddie, wll
probably not be propagated by hosts outside New Jersey that do not
show such a newsgroup as valid. A follow up nessage shoul d default
to the sane "Distribution” line as the original message, but the
user can change it to a nore limted one, or escalate the
distribution if it was originally restricted and a nore wi dely
distributed reply is appropriate.

2.2.8. Organization
The text of this line is a short phrase describing the organi zation
to which the sender belongs, or to which the machi ne bel ongs. The
intent of this lineis to help identify the person posting the
nessage, since host names are often cryptic enough to make it hard
to recogni ze the organi zation by the el ectroni c address.

2.2.9. Keywords
A few wel |l -sel ected keywords identifying the nessage should be on
this line. This is used as an aid in deternining if this nessage is
interesting to the reader

2.2.10. Sunmary

This line should contain a brief sunmary of the nessage. It is
usual Iy used as part of a follow up to another nessage. Again, it
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is very useful to the reader in determ ning whether to read the
nmessage.

2.2.11. Approved

This line is required for any nessage posted to a noderated
newsgroup. It should be added by the noderator and consist of his
mai | address. It is also required with certain control nessages.

2.2.12. Li nes

This contains a count of the nunmber of lines in the body of the
nmessage.

2.2.13. Xref

This line contains the name of the host (with domains omtted) and a
white space separated list of colon-separated pairs of newsgroup
nanes and nessage nunbers. These are the newsgroups listed in the
"Newsgroups" line and the correspondi ng nessage nunbers fromthe
spool directory.

This is only of value to the |ocal system so it should not be
transmtted. For exanple, in:

Path: seismo!lll-crg!lll-lcc!pyramd!'decwl!reid
From reid@ecw]!.DEC. COM (Brian Reid)

Newsgroups: news.|lists, news. groups

Subj ect: USENET READERSH P SUMVARY REPORT FOR SEP 86
Message- | D <5658@lecwr | . DEC. COW>

Date: 1 COct 86 11:26:15 GMI

Organi zation: DEC Western Research Laboratory

Li nes: 441

Approved: reid@ecw | . UUCP

Xref: seisnmb news.lists: 461 news. groups: 6378

the "Xref" |ine shows that the nmessage i s nmessage nunber 461 in the
newsgroup news.lists, and nmessage nunber 6378 in the newsgroup
news. groups, on host seisno. This information may be used by
certain user interfaces.

3. Control Messages

This section lists the control nessages currently defined. The body
of the "Control" header line is the control nessage. Messages are a
sequence of zero or nore words, separated by white space (bl anks or
tabs). The first word is the nane of the control nessage, renaining
words are paraneters to the nessage. The renmi nder of the header
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3.

1.

2.

and the body of the nessage are also potential paraneters; for
exanple, the "From' |ine mght suggest an address to which a
response is to be mail ed.

I mpl enmentors and adm ni strators nay choose to allow control nessages
to be carried out automatically, or to queue them for annual
processi ng. However, manually processed nessages shoul d be dealt
with pronptly.

Fai |l ed control nessages should NOT be nailed to the originator of
the nmessage, but to the local "usenet" account.

Cancel

cancel <Message-|D>

If a nmessage with the given Message-ID is present on the | ocal
system the nmessage is cancelled. This mechanismallows a user to
cancel a nessage after the nessage has been distributed over the
net wor k.

If the systemis unable to cancel the nessage as requested, it
shoul d not forward the cancellation request to its nei ghbor systens.

Only the author of the nessage or the local news administrator is
all owed to send this nmessage. The verified sender of a nessage is
the "Sender" line, or if no "Sender"” line is present, the "Fronf
line. The verified sender of the cancel nessage nust be the sane as
either the "Sender" or "Froni field of the original nessage. A
verified sender in the cancel nessage is allowed to match an
unverified "From in the original nessage.

| have/ Sendne

i have <Message-I1D list> [<renptesys>]
sendnme <Message-ID list> [ <renptesys>]

This nmessage is part of the ihave/sendne protocol, which allows one
host (say A) to tell another host (B) that a particular nmessage has
been received on A Suppose that host A receives nessage
"<1234@icbvax. Ber kel ey. edu>", and wi shes to transmt the nessage to
host B.

A sends the control nessage "i have <1234@ichvax. Berkel ey. edu> A" to
host B (by posting it to newsgroup to.B). B responds with the
control nessage "sendne <1234@icbvax. Ber kel ey. edu> B" (on newsgroup
to.A), if it has not already received the nmessage. Upon receiving
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3. 3.

t he sendne nessage, A sends the nessage to B.

This protocol can be used to cut down on redundant traffic between
hosts. It is optional and should be used only if the particular
situation makes it worthwhile. Frequently, the outconme is that,
since nost original nessages are short, and since there is a high
overhead to start sending a new nmessage with UUCP, it costs as nuch
to send the ihave as it would cost to send the nessage itself.

One possible solution to this overhead problemis to batch requests.
Several Message-ID s may be announced or requested in one nessage.
If no Message-1D s are listed in the control nessage, the body of
the nmessage shoul d be scanned for Message-1D s, one per Iline.

Newgr oup
newgr oup <groupnane> [ noder at ed]

This control nessage creates a new newsgroup with the given nane.
Since no nessages nmay be posted or forwarded until a newsgroup is
created, this nessage is required before a newsgroup can be used.
The body of the nessage is expected to be a short paragraph
descri bing the intended use of the newsgroup

If the second argunment is present and it is the keyword noder at ed,
the group should be created noderated instead of the default of
unnoderated. The newgroup nessage should be ignored unless there is
an "Approved" line in the same nessage header

Rmgr oup
rngr oup <gr oupnane>

Thi s nessage renoves a newsgroup with the given nane. Since the
newsgroup is renoved fromevery host on the network, this comuand
shoul d be used carefully by a responsible adninistrator. The
rmgroup nessage should be ignored unless there is an "Approved:"
line in the sane nessage header
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3.

3.

3.

5.

6.

7.

Sendsys
sendsys (no argunents)
The sys file, listing all neighbors and the newsgroups to be sent to
each neighbor, will be nmailed to the author of the control nessage
("Reply-To", if present, otherwise "From'). This information is

considered public information, and it is a requirenent of menbership
in USENET that this infornmation be provided on request, either
automatically in response to this control nessage, or nmanually, by
mai |l ing the requested information to the author of the nessage.

This information is used to keep the nmap of USENET up to date, and
to determ ne where netnews is sent.

The format of the file mailed back to the author should be the sane
as that of the sys file. This format has one |ine per neighboring
host (plus one line for the Iocal host), containing four colon
separated fields. The first field has the host nane of the

nei ghbor, the second field has a newsgroup pattern describing the
newsgroups sent to the neighbor. The third and fourth fields are
not defined by this standard. The sys file is not the sane as the
UUCP L.sys file. A sanple response is:

From cbosgd! nmark (Mark Horton)

Date: Sun, 27 Mar 83 20:39:37 -0500

Subj ect: response to your sendsys request
To: mark@bosgd. ATT. COM

Respondi ng- System cbosgd. ATT. COM
cbosgd: osg, cb, btl, bel I, worl d, conp, sci, rec, tal k, m sc, news, soc, to,
t est
ucbvax: worl d, conp, t 0. ucbvax: L:
cbosg: worl d, conp, bel |, btl, cb, 0sg, to. cbosg: F: / usr/ spool / out news
/ cbosg
cbosgb: 0sg, t 0. cbosgb: F: / usr/ spool / out news/ cbosgb
sescent:worl d, conp, bel I, btl,cbh,to.sescent:F:/usr/spool /out news
/ sescent
npoi s: worl d, conp, bel |, btl, ug, to.npois: F:/usr/spool/out news/ npoi s
mhuxi : worl d, conp, bel |, btl, ug, to. mhuxi : F: /usr/spool / out news/ nmhuxi

Ver si on
version (nho argunents)
The nanme and version of the software running on the local systemis
to be mailed back to the author of the nessage ("Reply-to" if

present, otherw se "Froni).

Checkgr oups
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4. 1.

The nessage body is a list of "official" newsgroups and their
description, one group per line. They are conpared agai nst the |ist
of active newsgroups on the current host. The names of any obsolete
or new newsgroups are nailed to the user "usenet" and descriptions
of the new newsgroups are added to the help file used when posting
news.

Transm ssi on Met hods

USENET is not a physical network, but rather a |ogical network
resting on top of several existing physical networks. These

net works include, but are not linmted to, UUCP, the Internet, an

Et hernet, the BLICN network, an NSC Hyperchannel, and a BERKNET

VWhat is inportant is that two nei ghboring systens on USENET have
some nethod to get a new nessage, in the format listed here, from
one systemto the other, and once on the receiving system processed
by the netnews software on that system (On UNI X systens, this
usual Iy neans the rnews program being run with the nessage on the
standard input. <1>)

It is not a requirenent that USENET hosts have nail systens capabl e
of understanding the Internet mail syntax, but it is strongly
reconmended. Since "Front', "Reply-To", and "Sender" |ines use the
Internet syntax, replies will be difficult or inpossible wthout an
Internet mailer. A host without an Internet nmiler can attenpt to
use the "Path" header line for replies, but this field is not
guaranteed to be a working path for replies. 1n any event, any host
generating or forwardi ng news nessages nust have an |nternet address
that allows themto receive mail fromhosts with Internet nmailers,
and they nust include their Internet address on their Fromline.

Renot e Execution
Some networks permit direct renote comrand execution. On these
net wor ks, news nmay be forwarded by spooling the rnews command with
the nmessage on the standard input. For exanple, if the renote
systemis called renote, news would be sent over a UUCP |ink
wi th the conmand:
uux - renotelrnews

and on a Berknet:

net -nrenote rnews
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4.

2.

It is inportant that the nmessage be sent via a reliable nechani sm

normal Iy involving the possibility of spooling, rather than direct

real -time renote execution. This is because, if the renpte system
is down, a direct execution command will fail, and the nessage will
never be delivered. |If the nmessage is spooled, it will eventually
be delivered when both systens are up

Transfer by Mil

On sone systens, direct renpte spool ed execution is not possible.
However, nobst systens support electronic nail, and a news nessage
can be sent as nmail. One approach is to send a nail nessage which
is identical to the news nessage: the nail headers are the news
headers, and the nmil body is the news body. By convention, this
mail is sent to the user newsmail on the renote machi ne.

One problemwith this nmethod is that it nmay not be possible to
convince the mail systemthat the "Fronm’ |line of the nmessage is
valid, since the mail nessage was generated by a programon a
systemdifferent fromthe source of the news nessage. Another
problemis that error nmessages caused by the mail transni ssion
woul d be sent to the originator of the news nessage, who has no
control over news transmni ssion between two cooperating hosts
and does not know whomto contact. Transm ssion error mnmessages
shoul d be directed to a responsi ble contact person on the
sendi ng machi ne.

A solution to this problemis to encapsul ate the news nessage into a
nmai | message, such that the entire nmessage (headers and body) are
part of the body of the mamil nessage. The convention here is that
such mail is sent to user rnews on the renpte system A mai

nessage body is generated by prepending the letter Nto each |ine of
the news nessage, and then attachi ng whatever nmail headers are
convenient to generate. The N s are attached to prevent any speci al
lines in the news message frominterfering with mail transm ssion,
and to prevent any extra lines inserted by the mailer (headers,
blank lines, etc.) frombeconi ng part of the news nessage. A
program on the receiving machine receives nmail to rnews, extracting
the nessage itself and invoking the rnews program An exanple in
this format might ook like this:

Hort on & Adans [ Page 16]



RFC 1036 Standard for USENET Messages Decenber 1987

4. 3.

Date: Mon, 3 Jan 83 08:33:47 MST
From news@bosgd. ATT. COM

Subj ect: network news nessage
To: rnews@poi s. ATT. COM

NPat h: cbosgd! mhuxj ! har po! ut ah- cs! sask! der ek
NFrom derek@ask. UUCP (Der ek Andrew)

NNewsgr oups: m sc.test

NSubj ect: necessary test

NMessage- I D: <176@ask. UUCP>

NDat e: Mon, 3 Jan 83 00: 59: 15 MsT

N

NThis really is a test. |f anyone out there nore than 6
Nhops away would kindly confirmthis note | would
Nappreciate it. W suspect that our news postings
Nare not getting out into the world.

N

Using nail solves the spooling problem since mail nust al ways be
spooled if the destination host is down. However, it adds nore
overhead to the transmi ssion process (to encapsul ate and extract the
nmessage) and nmekes it harder for software to give different
priorities to news and nail

Bat chi ng

Since news nmessages are usually short, and since a |arge nunber of
nessages are often sent between two hosts in a day, it may make
sense to batch news nessages. Several nessages can be conbined into
one | arge nessage, using conventions agreed upon in advance by the
two hosts. One such batching schene is described here; its use is
hi ghly reconmended.

News nessages are conbined into a script, separated by a header of
the form

#! rnews 1234

where 1234 is the length of the nessage in bytes. Each such line is
foll owed by a nessage containing the given nunber of bytes. (The
new ine at the end of each line of the nessage is counted as one
byte, for purposes of this count, even if it is stored as <CARRI AGE
RETURN><LI NE FEED>.) For exanple, a batch of nessage m ght | ook
like this:
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#!' rnews 239

From jerry@agle. ATT. COM (Jerry Schwar z)
Pat h: cbosgd! mhuxj ! mhuxt!eagle!jerry
Newsgr oups: news. announce

Subj ect: Usenet Etiquette -- Please Read
Message- | D: <642@agl e. ATT. COW>

Date: Fri, 19 Nov 82 16:14:55 EST
Approved: mark@bosgd. ATT. COM

Here is an inportant nessage about USENET Etiquette.
#!' rnews 234

From jerry@agle. ATT. COM (Jerry Schwar z)

Pat h: cbosgd! mhuxj ! mhuxt!eagle!jerry

Newsgr oups: news. announce

Subj ect: Notes on Etiquette nmessage

Message- | D. <643@agl e. ATT. COW

Date: Fri, 19 Nov 82 17:24:12 EST

Approved: mark@bosgd. ATT. COM

There was sonething | forgot to nention in the | ast
nmessage.

Bat ched news is recogni zed because the first character in the
nmessage is #. The nessage is then passed to the unbatcher for
interpretation.

The second argunment (in this exanple rnews) determ nes which
bat chi ng schenme is being used. Cooperating hosts may use what ever
schenme is appropriate for them

5. The News Propagation Al gorithm

This section describes the overall schene of USENET and the
algorithmfoll owed by hosts in propagating news to the entire
| ogi cal network. Since all hosts are affected by incorrectly
formatted nessages and by propagation errors, it is inportant
for the nmethod to be standardi zed.

USENET is a directed graph. Each node in the graph is a host
computer, and each arc in the graph is a transm ssion path from
one host to another host. Each arc is |labeled with a newsgroup
pattern, specifying which newsgroup classes are forwarded al ong
that link. Mst arcs are bidirectional, that is, if host A
sends a cl ass of newsgroups to host B, then host B usually sends
the sanme class of newsgroups to host A, This bidirectionality
is not, however, required.

USENET is nade up of many subnetworks. Each subnet has a nane, such
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as conp or btl. Each subnet is a connected graph, that is, a path
exi sts fromevery node to every other node in the subnet. |In
addition, the entire graph is (theoretically) connected. (In
practice, sone political considerations have caused sone hosts to be
unabl e to post nessages reaching the rest of the network.)

A nessage is posted on one machine to a list of newsgroups. That
nmachi ne accepts it locally, then forwards it to all its neighbors
that are interested in at |east one of the newsgroups of the
nessage. (Site A deens host B to be "interested" in a newsgroup if
the newsgroup matches the pattern on the arc fromAto B. This
pattern is stored in a file on the A machine.) The hosts receiving
the incom ng nmessage examine it to make sure they really want the
nmessage, accept it locally, and then in turn forward the nessage to
all their interested neighbors. This process continues until the
entire network has seen the nessage.

An inportant part of the algorithmis the prevention of |oops. The
above process woul d cause a nmessage to loop along a cycle forever
In particular, when host A sends a nmessage to host B, host B will
send it back to host A, which will send it to host B, and so on

One solution to this is the history mechanism Each host keeps
track of all nessages it has seen (by their Message-1D) and
whenever a nessage cones in that it has already seen, the incom ng
nessage is discarded i Mmediately. This solution is sufficient to
prevent |oops, but additional optimzations can be nmade to avoid
sendi ng nmessages to hosts that will sinply throw t hem away.

One optinization is that a nessage should never be sent to a nachine
listed in the "Path" line of the header. When a nmachine nane is

in the "Path" line, the nmessage is known to have passed through the
machi ne. Another optimization is that, if the nessage origi nated
on host A, then host A has already seen the nmessage. Thus, if a
nessage i s posted to newsgroup msc.nisc, it will match the pattern
msc.all (where all is a nmetasynbol that matches any string), and
will be forwarded to all hosts that subscribe to misc.all (as
determ ned by what their neighbors send thenm). These hosts make up
the m sc subnetwork. A nessage posted to btl.general will reach all
hosts receiving btl.all, but will not reach hosts that do not get
btl.all. In effect, the nessages reaches the btl subnetwork. A
nessages posted to newsgroups msc.msc, btl.general will reach al
hosts subscribing to either of the two cl asses.

Not es

<1> UNIX is a registered trademark of AT&T.
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