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Abstract

This meno first describes the characteristics of Mbile Ad hoc

Net wor ks (MANETs), and their idiosyncrasies with respect to
traditional, hardw red packet networks. It then discusses the effect
these differences have on the design and eval uati on of network
control protocols with an enphasis on routing performance eval uation
consi derati ons.

1. Introduction

Wth recent perfornmance advancenents in conmputer and wireless
conmuni cati ons technol ogi es, advanced nobile w reless conputing is
expected to see increasingly w despread use and application, nuch of
which will involve the use of the Internet Protocol (IP) suite. The
vi sion of nobile ad hoc networking is to support robust and efficient
operation in nobile wireless networks by incorporating routing
functionality into nobile nodes. Such networks are envisioned to
have dynami c, sonetinmes rapidly-changing, random nultihop topol ogies
which are likely conposed of relatively bandwi dt h-constrai ned

wirel ess |inks.

Wthin the Internet community, routing support for nobile hosts is
presently being fornulated as "nobile I P* technology. This is a
technol ogy to support nonadi ¢ host "roani ng", where a roam ng host
may be connected through various neans to the Internet other than its
wel I known fixed-address domain space. The host may be directly
physically connected to the fixed network on a foreign subnet, or be
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connected via a wireless link, dial-up line, etc. Supporting this
formof host nobility (or nonadicity) requires address managenent,
protocol interoperability enhancenents and the |ike, but core network
functions such as hop-by-hop routing still presently rely upon pre-
exi sting routing protocols operating within the fixed network. In
contrast, the goal of nobile ad hoc networking is to extend nobility
into the real mof autononous, nobile, wreless domains, where a set
of nodes--which nay be conbi ned routers and hosts--thensel ves form
the network routing infrastructure in an ad hoc fashi on.

2. Applications

The technol ogy of Mobile Ad hoc Networking is somewhat synonynous
with Mobile Packet Radio Networking (a termcoined via during early
mlitary research in the 70°s and 80's), Mobile Mesh Networking (a
termthat appeared in an article in The Econom st regarding the
structure of future nmilitary networks) and Mbile, Miltihop, Wreless
Net wor ki ng (perhaps the nost accurate term although a bit

cumber sone) .

There is current and future need for dynam c ad hoc networKking
technol ogy. The energing field of nobile and nomadi ¢ conputing, with
its current enphasis on nobile IP operation, should gradually broaden
and require highly-adaptive nobile networking technol ogy to

ef fectively nmanage multi hop, ad hoc network clusters which can
operate autononously or, nmore than |ikely, be attached at sone
point(s) to the fixed Internet.

Sone applications of MANET technol ogy could include industrial and
commerci al applications involving cooperative nobile data exchange.
In addition, mesh-based nobile networks can be operated as robust,

i nexpensi ve alternatives or enhancements to cell-based nobile network
infrastructures. There are also existing and future mlitary
networ ki ng requirements for robust, |P-conpliant data services within
nmobi | e wi rel ess comruni cati on networks [1]--nmany of these networks
consi st of highly-dynam ¢ aut ononous topol ogy segnents. Also, the
devel opi ng technol ogi es of "wearabl e" conputing and comruni cati ons
may provide applications for MANET technol ogy. Wen properly conbined
with satellite-based infornmation delivery, MANET technol ogy can
provide an extrenely flexible nmethod for establishing comunications
for firel/safety/rescue operations or other scenarios requiring

rapi dl y-depl oyabl e communi cati ons wi th survivable, efficient dynamc
networking. There are likely other applications for MANET technol ogy
which are not presently realized or envisioned by the authors. It

is, sinmply put, inproved |IP-based networking technol ogy for dynam c,
aut ononmous Wi rel ess networks.
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3. Characteristics of MANETs

A MANET consists of nobile platforms (e.g., a router with nultiple
hosts and wirel ess conmuni cati ons devices)--herein sinply referred to
as "nodes"--which are free to nove about arbitrarily. The nodes may
be I ocated in or on airplanes, ships, trucks, cars, perhaps even on
people or very small devices, and there nay be multiple hosts per
router. A MANET is an autononous system of nobil e nodes. The system
may operate in isolation, or may have gateways to and interface with
a fixed network. In the latter operational node, it is typically

envi sioned to operate as a "stub"” network connecting to a fixed
internetwork. Stub networks carry traffic originating at and/or
destined for internal nodes, but do not permit exogenous traffic to
"transit" through the stub network.

MANET nodes are equi pped with wireless transmtters and receivers
usi ng antennas which may be ommi directional (broadcast), highly-
directional (point-to-point), possibly steerable, or some conbination
thereof. At a given point in time, depending on the nodes’ positions
and their transmitter and receiver coverage patterns, transm ssion
power |evels and co-channel interference levels, a wireless
connectivity in the formof a random nmultihop graph or "ad hoc"
network exists between the nodes. This ad hoc topol ogy may change
with time as the nodes nove or adjust their transnission and
recepti on paraneters.

MANETs have several salient characteristics:

1) Dynamic topol ogies: Nodes are free to nove arbitrarily; thus,
t he network topol ogy--which is typically nultihop--my change
randomy and rapidly at unpredictable tines, and nay consist of
bot h bidirectional and unidirectional |inks.

2) Bandwi dt h-constrai ned, variable capacity |inks: Wreless links
will continue to have significantly |ower capacity than their
hardw red counterparts. In addition, the realized throughput of

Wi rel ess conmuni cations--after accounting for the effects of
mul ti pl e access, fading, noise, and interference conditions,
etc.--is often nmuch less than a radi o’s maxi mrum transm ssion rate.

One effect of the relatively low to noderate |ink capacities is
that congestion is typically the normrather than the exception,
i.e. aggregate application demand will |ikely approach or exceed
network capacity frequently. As the nobile network is often sinply
an extension of the fixed network infrastructure, nobile ad hoc
users will demand similar services. These demands will continue to
increase as nultinedia conputing and col | aborative networking
applications rise.
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3) Energy-constrai ned operation: Sone or all of the nodes in a
MANET may rely on batteries or other exhaustible neans for their
energy. For these nodes, the nobst inportant systemdesign criteria
for optim zation my be energy conservation

4) Limted physical security: Mbile wireless networks are
generally nore prone to physical security threats than are fixed-
cabl e nets. The increased possibility of eavesdroppi ng, spoofing,
and deni al - of -service attacks should be carefully considered.

Exi sting Iink security techniques are often applied within

wirel ess networks to reduce security threats. As a benefit, the
decentralized nature of network control in MANETs provides
addi ti onal robustness against the single points of failure of nore
central i zed approaches.

In addition, sone envisioned networks (e.g. nobile mlitary networks
or highway networks) may be relatively large (e.g. tens or hundreds
of nodes per routing area). The need for scalability is not unique
to MANETS. However, in light of the preceding characteristics, the
mechani sns required to achieve scalability likely are.

These characteristics create a set of underlying assunptions and
per formance concerns for protocol design which extend beyond those
guiding the design of routing within the higher-speed, sem-static
topol ogy of the fixed Internet.

4. Goals of IETF Mbile Ad Hoc Network (rmanet) Working G oup

The intent of the newy formed | ETF manet working group is to devel op
a peer-to-peer nobile routing capability in a purely nobile, wreless
domain. This capability will exist beyond the fixed network (as
supported by traditional |IP networking) and beyond the one-hop fringe
of the fixed network.

The near-term goal of the nanet working group is to standardi ze one
(or nore) intra-domain unicast routing protocol (s), and rel ated
net wor k- | ayer support technol ogy which:

* provides for effective operation over a wi de range of nobile
networ ki ng "contexts" (a context is a set of characteristics
describing a nobile network and its environment);

* supports traditional, connectionless |IP service;

* reacts efficiently to topol ogi cal changes and traffic demands

whil e maintaining effective routing in a nobile networking
cont ext .
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The working group will also consider issues pertaining to addressing,
security, and interaction/interfacing with | ower and upper | ayer
protocols. In the longer term the group may | ook at the issues of

| ayering nore advanced nobility services on top of the initial

uni cast routing devel oped. These longer termissues will likely

i nclude investigating nmulticast and QoS extensions for a dynam c,
nobi | e area.

5. | P-Layer Mobile Routing

An i nmproved nobile routing capability at the IP | ayer can provide a

benefit simlar to the intention of the original Internet, viz. "an

i nt eroperabl e i nternetworking capability over a heterogeneous
networking infrastructure". In this case, the infrastructure is

wirel ess, rather than hardwi red, consisting of nultiple wreless

t echnol ogi es, channel access protocols, etc. Inproved IP routing and

rel at ed networking services provide the glue to preserve the
integrity of the nobile internetwork segnent in this nore dynamc
envi ronnent .

In other words, a real benefit to using IP-level routing in a MANET
is to provide network-1evel consistency for nultihop networks
conmposed of nodes using a *m xture* of physical-layer nedia; i.e. a
m xture of what are comonly thought of as subnet technol ogies. A
MANET node principally consists of a router, which may be physically
attached to nultiple I P hosts (or |P-addressabl e devices), which has
potentially *multiple* wireless interfaces--each interface using a
*different* wireless technology. Thus, a MANET node with interfaces
usi ng technol ogies A and B can communi cate wi th any other MANET node
possessing an interface with technology A or B. The nultihop
connectivity of technology A fornms a physical-1layer multihop

t opol ogy, the multihop connectivity of technology B fornms *another*
physi cal -1 ayer topology (which may differ fromthat of A s topol ogy),
and the *union* of these topol ogies forns another topology (in graph
theoretic terns--a nmultigraph), ternmed the "IP routing fabric", of
the MANET. MANET nodes nmking routing decisions using the IP fabric
can interconmuni cate using either or both physical-layer topol ogies
si mul taneously. As new physical -l ayer technol ogi es are devel oped,
new devi ce drivers can be witten and anot her physical-layer multihop
t opol ogy can be seam essly added to the IP fabric. Likew se, older
technol ogi es can easily be dropped. Such is the functionality and
architectural flexibility that |IP-layer routing can support, which
brings with it hardware econoni es of scale.

The concept of a "node identifier" (separate and apart fromthe
concept of an "interface identifier") is crucial to supporting the
mul ti graph topol ogy of the routing fabric. It is what *unifies* a set
of wireless interfaces and identifies them as belonging to the sane
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mobil e platform This approach permts maximumflexibility in
address assignment. Node identifiers are used at the IP |ayer for
routi ng conputations.

5.1. Interaction with Standard | P Routing

In the near term it is currently envisioned that MANETs wi ||
function as *stub* networks, nmeaning that all traffic carried by
MANET nodes will either be sourced or sinked within the MANET.
Because of bandwi dth and possi bly power constraints, MANETsS are not
presently envisioned to function as *transit* networks carrying
traffic which enters and then | eaves the MANET (although this
restriction may be renoved by subsequent technol ogy advances). This
substantially reduces the ampbunt of route advertisenent required for
interoperation with the existing fixed Internet. For stub operation,
routing interoperability in the near termmay be achi eved using sone
conbi nati on of mechani sms such as MANET- based anycast and nobile |IP.
Future interoperability may be achi eved using mechani snms ot her than
nmobi l e | P.

Interaction with Standard IP Routing will be greatly facilitated by
usage of a common MANET addressing approach by all MANET routing
protocol s. Devel opnment of such an approach is underway which pernits
routing through a multi-technol ogy fabric, permits multiple hosts per
router and ensures long-terminteroperability through adherence to
the | P addressing architecture. Supporting these features appears
only to require identifying host and router interfaces with IP
addresses, identifying a router with a separate Router ID, and
permitting routers to have nultiple wired and wirel ess interfaces.

6. MANET Routing Protocol Performance |ssues

To judge the nerit of a routing protocol, one needs netrics--both
qualitative and quantitative--with which to neasure its suitability
and performance. These netrics should be *independent* of any given
routing protocol

The following is a list of desirable qualitative properties of MANET
routi ng protocols:

1) Distributed operation: This is an essential property, but it
shoul d be stated nonet hel ess.

2) Loop-freedom Not required per se in light of certain
quantitative nmeasures (i.e. performance criteria), but generally
desirable to avoid problens such as worst-case phenonena, e.g. a
smal |l fraction of packets spinning around in the network for
arbitrary time periods. Ad hoc solutions such as TTL val ues can
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bound the problem but a nore structured and well-formed approach
is generally desirable as it usually leads to better overall
perf or mance.

3) Demand- based operation: |Instead of assuming an uniformtraffic
distribution within the network (and mai ntaining routing between
all nodes at all tinmes), let the routing algorithmadapt to the
traffic pattern on a demand or need basis. |If this is done
intelligently, it can utilize network energy and bandw dt h
resources nore efficiently, at the cost of increased route

di scovery del ay.

4) Proactive operation: The flip-side of demand-based operation
In certain contexts, the additional |atency demand-based operation
i ncurs may be unacceptable. |If bandw dth and energy resources
permt, proactive operation is desirable in these contexts.

5) Security: Wthout sonme form of network-Ievel or link-Iayer
security, a MANET routing protocol is vulnerable to nany fornms of
attack. It nay be relatively sinple to snoop network traffic,
replay transm ssions, mani pul ate packet headers, and redirect
routi ng nessages, within a wirel ess network wi thout appropriate
security provisions. Wiile these concerns exist within wred

i nfrastructures and routing protocols as well, nmintaining the
"physical" security of of the transmi ssion nmedia is harder in
practice with MANETs. Sufficient security protection to prohibit
di sruption of nodification of protocol operation is desired. This
may be somewhat orthogonal to any particular routing protoco
approach, e.g. through the application of IP Security techniques.

6) "Sleep" period operation: As a result of energy conservation
or sone other need to be inactive, nodes of a MANET may stop
transmtting and/or receiving (even receiving requires power) for
arbitrary time periods. A routing protocol should be able to
accommodat e such sl eep periods without overly adverse
consequences. This property may require close coupling with the
i nk-1ayer protocol through a standardized interface.

7) Unidirectional link support: Bidirectional links are typically
assunmed in the design of routing algorithnms, and many al gorithns
are incapabl e of functioning properly over unidirectional |inks.
Neverthel ess, unidirectional |inks can and do occur in wreless
networks. Otentines, a sufficient nunber of duplex |inks exist so
that usage of unidirectional links is of linited added val ue.
However, in situations where a pair of unidirectional links (in
opposite directions) formthe only bidirectional connection
between two ad hoc regions, the ability to make use of themis

val uabl e.
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The following is a list of quantitative nmetrics that can be used to
assess the performance of any routing protocol.

1) End-to-end data throughput and delay: Statistical neasures of
data routing performance (e.g., means, variances, distributions)
are inportant. These are the nmeasures of a routing policy's

ef fectiveness--how well it does its job--as neasured fromthe
*external * perspective of other policies that nmake use of routing.

2) Route Acquisition Time: A particular formof *external* end-
to-end del ay neasurenent--of particular concern with "on demand"
routing algorithms--is the tinme required to establish route(s)
when request ed.

3) Percentage Qut-of-Oder Delivery: An external mneasure of
connectionl ess routing performance of particular interest to
transport layer protocols such as TCP which prefer in-order
del i very.

4) Efficiency: |If data routing effectiveness is the external
neasure of a policy’'s performance, efficiency is the *internal *
neasure of its effectiveness. To achieve a given |evel of data
routing performance, two different policies can expend differing
anounts of overhead, depending on their internal efficiency.
Protocol efficiency may or may not directly affect data routing
performance. |f control and data traffic nust share the sane
channel, and the channel’s capacity is limted, then excessive
control traffic often inpacts data routing performance.

It is useful to track several ratios that illuminate the
*internal* efficiency of a protocol in doing its job (there may be
ot hers that the authors have not considered):

* Average nunber of data bits transmtted/ data bit delivered--
this can be thought of as a neasure of the bit efficiency of
delivering data within the network. Indirectly, it also gives
the average hop count taken by data packets.

* Average nunber of control bits transmtted/ data bit
delivered--this neasures the bit efficiency of the protocol in
expendi ng control overhead to delivery data. Note that this
shoul d include not only the bits in the routing contro
packets, but also the bits in the header of the data packets.
In other words, anything that is not data is control overhead,
and shoul d be counted in the control portion of the algorithm
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* Average nunber of control and data packets transm tted/data
packet delivered--rather than measuring pure algorithnic
efficiency in terms of bit count, this neasure tries to capture
a protocol’s channel access efficiency, as the cost of channel
access is high in contention-based |link |ayers.

Al so, we nust consider the networking *context* in which a protocol’s
performance is nmeasured. Essential paraneters that should be varied
i ncl ude:

1) Network size--neasured in the nunber of nodes

2) Network connectivity--the average degree of a node (i.e. the
aver age nunber of nei ghbors of a node)

3) Topol ogical rate of change--the speed with which a network’s
topol ogy i s changi ng

4) Link capacity--effective |ink speed neasured in bits/second,
after accounting for | osses due to nultiple access, coding,
fram ng, etc.

5) Fraction of unidirectional |inks--how effectively does a
protocol performas a function of the presence of unidirectional
links?

6) Traffic patterns--how effective is a protocol in adapting to
non-uni formor bursty traffic patterns?

7) Mobility--when, and under what circunmstances, is tenporal and
spatial topological correlation relevant to the perfornance of a
routing protocol? In these cases, what is the npost appropriate
nodel for sinulating node nobility in a MANET?

8) Fraction and frequency of sleeping nodes--how does a protocol
performin the presence of sleeping and awakeni ng nodes?

A MANET protocol should function effectively over a w de range of
net wor ki ng contexts--fromsnall, collaborative, ad hoc groups to

| arger nobile, multihop networks. The preceding di scussion of
characteristics and evaluation netrics somewhat differentiate MANETs
fromtraditional, hardwired, multihop networks. The wireless
networ ki ng environment is one of scarcity rather than abundance,
wherein bandwidth is relatively linmted, and energy nmay be as well.

In sunmary, the networking opportunities for MANETsS are intriguing

and the engineering tradeoffs are many and chal l enging. A diverse
set of performance issues requires new protocols for network control
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A question which arises is "how should the *goodness* of a policy be
nmeasured?". To help answer that, we proposed here an outline of
protocol evaluation issues that highlight performnce nmetrics that
can hel p pronote meani ngful conpari sons and assessnents of protocol
performance. It should be recognized that a routing protocol tends
to be well-suited for particular network contexts, and less well -
suited for others. In putting forth a description of a protocol, both
its *advantages* and *limtations* should be nmentioned so that the
appropriate networking context(s) for its usage can be identified.
These attributes of a protocol can typically be expressed
*qualitatively*, e.g., whether the protocol can or cannot support
shortest-path routing. Qualitative descriptions of this nature
permt broad classification of protocols, and forma basis for nore
detailed *quantitative* assessments of protocol perfornmance. In
future docunents, the group nay put forth candi date reconmendati ons
regardi ng protocol design for MANETs. The netrics and the phil osophy
presented within this docunment are expected to continue to evolve as
MANET technol ogy and rel ated efforts mature.

7. Security Considerations

Mobil e wirel ess networks are generally nore prone to physical
security threats than are fixed, hardw red networks. Existing |ink-

| evel security techniques (e.g. encryption) are often applied wthin
wirel ess networks to reduce these threats. Absent |ink-Ieve
encryption, at the network | ayer, the nost pressing issue is one of
inter-router authentication prior to the exchange of network contro
i nformation. Several levels of authentication ranging fromno
security (always an option) and sinpl e shared-key approaches, to full
public key infrastructure-based authentication nmechanisnms wll be
explored by the group. As an adjunct to the working groups efforts,
several optional authentication nodes nmay be standardi zed for use in
MANETS.
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