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Abstract

This nenp defines a Managenent |nformation Base (MB) for nonitoring
and controlling a UNI/NNI Miltilink Frane Relay Function as defined
in Frame Relay Forum FRF.16. This M B also includes conformance and
notification informtion.
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1. The SNWP Managenent Franmework

The SNMP Managenent Framework presently consists of five major
conponents:

(0]

(0]

Pat e,

An overall architecture, described in RFC 2571 [ RFC2571].

Mechani sms for describing and nani ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in STD
16, RFC 1155 [RFCl1155], STD 16, RFC 1212 [RFC1212] and RFC 1215

[ RFC1215]. The second version, called SMv2, is described in STD
58: RFC 2578 [ RFC2578], RFC 2579 [RFC2579] and RFC 2580 [ RFC2580].

Message protocols for transferring managenent infornation. The
first version of the SNWP nessage protocol is called SNWv1l and
described in STD 15, RFC 1157 [RFC1157]. A second version of the
SNMP nessage protocol, which is not an Internet standards track
protocol, is called SNMWPv2c and described in RFC 1901 [ RFC1901]
and RFC 1906 [RFC1906]. The third version of the nessage protocol
is called SNWPv3 and described in RFC 1906 [ RFC1906], RFC 2572

[ RFC2572] and RFC 2574 [ RFC2574].
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0 Protocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [RFC1157]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[ RFC1905] .

o0 A set of fundanmental applications described in RFC 2573 [ RFC2573]
and the vi ew based access control nechani sm described in RFC 2575
[ RFC2575] .

A nore detailed introduction to the current SNMP Managenent Framework
can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the nechanisns defined in the SM.

This nenp specifies a MB nodule that is conpliant to the SMv2. A
M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SMv1 during the translation process. However, this |oss of machine
readabl e informati on is not considered to change the senantics of the
M B.

2. Overview

Thi s docunent defines a Managenent |nformation Base (MB) for
nmonitoring and controlling the UNI/NNI Miltilink Frane Rel ay
function. The agreenment on which this MB is based was defined and
docunmented by the Frame Relay Forumin the Frane Relay Forum Docunent
FRF. 16 [ FRF. 16] .

2.1. Miltilink Frame Rel ay Background

Multilink Frame Relay (MFR) for the User-to-Network Interface (UN)
and the Network-to-Network Interface (NNI') provi des physical
interface ermulation for frane relay devices. The emul ated physi cal
interface consists of one or nore physical links, called "bundle

i nks", aggregated together into a single "bundle" of bandw dth.
This service provides a frame-based inverse multiplexing function
sonetinmes referred to as an "1 MJX".
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The bundl e provi des the sane order-preserving service as a physi cal

| ayer for frames sent on a data |ink connection.

In addition, the

bundl e provi des support for all Frane Relay services based on UNI and

NNl st andar ds.

2.1.1. Termnol ogy

Physi cal Link -- A single physical interface that interconnects
two devices in a frame relay network (e.g., DS1,
DSO, Bearer channel, refer to FRF.14).

Bundl e -- A grouping of one or nore physical |inks using
the fornmats and procedures of nmultilink frane
relay. The bundl e operates as a | ogical
interface function that enul ates a single
physical interface to the Q 922 data link |ayer.

Bundl e Link -- A MFR sub-conponent that controls operation of
one of the bundle s physical I|inks.

Pate, et al. St andards Track
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2.1.2. Reference Mdel
o m e e e oooo-o- +
| Swi tchi ng Layer -OR- |
| Higher-Level Applications|
o m e e e oooo-o- +
| | G- Plane - Q 933]
| U Plane | (Note 1) |
| (Note 3) |----------oo--- |
| | Q 922 (Note 2) |
o m e e e oooo-o- +
| Data Link Layer (Q 922) |
o m e e e oooo-o- +
| Bundl e (B) |
o m e e e oooo-o- +
| Bundle | Bundle | Bundle |
| Link | VLink | Link |
| (BL) | (BL) | (BL) |
S S S +
| Physi cal | Physi cal | Physi cal |
| (PH | (PH | (PH |
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| /\ /
A | Bundle Link /
\/ /
\\
Figure 1: MR Referenc
Note 1: C-Plane operation as described
[ FRF. 4]
Note 2: Miultiple frame acknow edged in
described in Q922 [Q 922]
Note 3: Core aspects for
described in Q 922, Annex A [Q 922]
2.2. Structure of the MB
The UNI/NNI MFR managed obj ects consis
three tables.
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This scalar is used to informthe manager of the maxi mum nunber of
bundl es supported by this device.

2.2.2. nfrBundl eNext | ndex
This scalar is used to assist the manager in selecting a value for
nfrBundl el ndex during row creation. It can also be used to avoid
race conditions with nmultiple managers trying to create rows in the
tabl e (see RFC 2494 [ RFC2494] for one such algorithn.
2.2.3. nfrBundl eTabl e
This table provides a neans to configure and nonitor bundles. It is
i ndexed by nfrBundl el ndex and contai ns these col ums:
- nfrBundl el ndex I nt eger 32
- nfrBundl el flndex I nt erfacel ndex
- nfrBundl eRowSt at us RowsSt at us
- nfrBundl eNear EndNane SnnpAdmi nStri ng
- nfrBundl eFragnent ati on | NTEGER
- nfrBundl eMaxFragSi ze I nt eger 32
- nfrBundl eTinerHel l o | NTEGER
- nfrBundl eTi nmer Ack | NTEGER
- nfrBundl eCount VaxRetry | NTEGER
- nfrBundl eActivati ond ass | NTEGER
- nfrBundl eThreshol d I nt eger 32
- nfrBundl eMaxDi f f Del ay I nt eger 32
- nfrBundl eSeqNunti ze | NTEGER
- nfrBundl eLi nksConfi gured I nt eger 32
- nfrBundl eLi nksActi ve I nt eger 32
- nfrBundl eBandwi dt h I nt eger 32
- nfrBundl eFar EndNane SnnpAdmi nStri ng
- nfrBundl eResequenci ngErrors Count er 32
2.2.4. Bundle-to-iflndex Mapping Table
This table provides a neans to take an iflndex and find the
correspondi ng nfrBundl el ndex. It is indexed by iflndex and contains
t hese col umms:
- nfrBundl el f I ndexMappi ng I nt eger 32
2.2.5. nfrBundl eLi nkTabl e
This table provides a neans to configure and nonitor bundle |inks.
It is indexed by iflndex and contains these col ums:
Pate, et al. St andards Track [ Page 6]
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- nfrBundl eLi nkRowSt at us RowSt at us

- nfrBundl eLi nkConf i gBundl el ndex I nt eger 32

- nfrBundl eLi nkNear EndNane SnnpAdmi nString
- nfrBundl eLi nkSt at e M r Bundl eLi nkSt at e
- nfrBundl eLi nkFar EndNane SnnpAdmi nString
- nfrBundl eLi nkFar EndBundl eNane SnnpAdmi nString
- nfrBundl eLi nkDel ay I nt eger 32

- nfrBundl eLi nkFramesCont r ol Tx Count er 32

- nfrBundl eLi nkFranesCont r ol Rx Count er 32

- nfrBundl eLi nkFramesControl I nvalid Counter32

- nfrBundl eLi nkTi mer Expi r edCount Count er 32

- nfrBundl eLi nkLoopbackSuspect ed Count er 32

- nfrBundl eLi nkUnexpect edSequence Count er 32

- nfrBundl eLi nkM smat ch Count er 32

2.3. Relationship Wth Oher MBS and Tabl es
2.3.1. Relationship Wth Interface Table
2.3.1.1. Bundle Links

Each bundle link will appear as an interface in the ifTable. The
i flndex that appears in the ifTable is used for indexing the bundle
link tables in the UNI-NNI MFR M B.

2.3.1.2. Bundles

Each bundle will appear as an interface in the ifTable. There will
be correspondi ng nfrBundl el ndex whi ch nmay be different than the
i flndex of the bundle.

The reason is best sumarized in RFC 2494 [ RFC2494], which descri bes
frame relay bundle of DSO. It says:

This table is not indexed by iflndex because the manager has to
choose the index in a createable row and the agent nust be all owed
to select iflndex val ues.

The rows in the ifEntry table are not createable as they do not have
row status. RFC 2863 [ RFC2863] suggests that the iflndex should be
chosen by the agent. Here is its statenent regarding row creation
and del etion:

Wil e sone interfaces, for exanple, nost physical interfaces,
cannot be created via network managenent, other interfaces such as
| ogical interfaces sonetinmes can be. The ifTable contains only
generic informati on about an interface. Alnost all 'create-able’

i nterfaces have other, nedia-specific, information through which
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configuration paraneters nmay be supplied prior to creating such an
interface. Thus, the ifTable does not itself support the creation
or deletion of an interface (specifically, it has no RowsStatus
colum). Rather, if a particular interface type supports the
dynami c creation and/or deletion of an interface of that type,
then that nedia-specific MB should include an appropriate
RowSt at us obj ect (see the ATM LAN-Enul ation Cient M B [ ATMLANE]
for an exanple of a M B which does this). Typically, when such a
RowSt at us obj ect is created/ deleted, then the conceptual row in
the ifTabl e appears/di sappears as a by-product, and an ifl ndex

val ue (chosen by the agent) is stored in an appropriate object in
the nmedi a-specific MB.

The ATM LAN-Enul ation Client M B [ ATMLANE] uses different indices and
so does the IMA MB [ ATM MA]. Looking at the exanples we have, and
the statenents fromRFC, it seens better to have two indices. This
gi ves the SNWP agent inplenentor the freedomto nanage their iflndex
in the way they like.

2.3.1.3. Mapping Between iflndex and nfrBundl el ndex

The nfrBundl el fI ndexMappi ngTabl e is i ndexed by iflndex and provides
the neans to map a given iflndex into the correspondi ng
nfrBundl el ndex. The nfrBundl el fl ndexMappi ng object in the

nfrBundl eTabl e (i ndexed by nfrBundl el ndex) provides the reverse
mappi ng of a nfrBundl el ndex to the corresponding iflndex in the

i f Tabl e.

2.3.1.4. ifTable Objects

The bundl e configuration and status table. There is a one-to-one
correspondence between a bundle and an interface represented in the
i f Tabl e.

The followi ng objects of the ifTable have specific nmeaning for an MFR
bundl e:

i f Adm nSt at us t he bundl e adm n status

i f Oper St at us t he bundl e operational status

i f Speed - the current bandw dth of the bundle

i flnUcast Pkts - the nunber of franes received on the bundle

i f Qut Ucast Pkt s the nunber of frames transmtted on the bundle
iflnErrors frame (not fragnent) errors

ifQutErrors - frame (not fragnent) errors

The followi ng objects of the ifTable have specific meaning for an MFR
bundl e i nk

Pate, et al. St andar ds Track [ Page 8]
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i f Adm nSt at us the bundle |ink adnm n status

i f Oper St at us the bundl e link operational status

i f Speed - the bandwidth of the bundle link interface

i fl nUcast Pkts t he nunber of frames received on the bundle Iink
i f Qut Ucast Pkt s the nunber of frames transmtted on the bundle

i nk
iflnErrors - frame and fragnment errors
ifQutErrors - frame and fragnment errors

2.3.2. Relationship Wth Interface Stack Table

The bundl es and bundle links will appear in the ifStackTabl e defined
in RFC 2863 [ RFC2863]. Each bundle link will appear a |ower |ayer to
its owner bundle. The bundle will appear as a higher layer to the

bundl e links and as a |lower layer to a frame relay service or UNI.
2.3.3. Relationship Wth Franme Relay DTE M B

The bundle will have a one-to-one correspondence with a DLCM or UN
that appear in the DTE M B tabl es [ RFC2115].

2.3.4. Relationship Wth Franme Relay Service MB

There is a one-to-one rel ati onshi p between the MFR bundl e and the
frame relay service logical port defined in RFCL604 [ RFC1604].

2.3.5. Exanple
Fi gure two shows an exanple of how the various tables are rel ated.

Thi s exanpl e shows two bundl es conposed of 2 Tls each. The bundl es
have a nfrBundl el ndex of 10 and 20 respectively.

o e e e e e e +
| Frame Rel ay Service |
e NS F--- - - +
e I-|- ------ Fo-m oo - I-|- ----- +
| MFR Bundle | MFR Bundl e |
| 10 | 20 |
T . B g +- -+

+- -+ - -+ +- -+ - -+
[ T2 | | T | [ T2 | | T |
oot -+ oo+ -+

Figure 2: Frame Relay Service Being Carried on 4 Tls
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The assignnent of the ifTable index values could for exanple be:

iflndex | Description | ifType
________ o o D o e e f o o e e e e o e e e e e e et e e e e m o e e e e e e e e e mmmma oo -
1 | FranmeRel ayService | frameRel ayService(44)
2 | MR Bundl e #10 | frfl6MrBundl e(163)
3 | MR Bundl e #20 | frfl6MrBundl e(163)
4 | dsl1 #1/MFR Bundl e Link #1 | ds1(18)
5 | dsl1 #2/ MFR Bundl e Link #2 | ds1(18)
6 | dsl1 #3/MFR Bundle Link #3 | ds1(18)
7 | dsl #4/ MFR Bundl e Link #4 | ds1(18)

The ifStackTable is then used to show the rel ati onshi ps between the
various interfaces.

Hi gher Layer | LowerLayer

~NOOUOPRWWNNREREPO
OO O0OO~NOUITRWNPEF

The nfrBundl el f I ndexMappi ngTabl e shows the rel ati onship between the
i fTabl e iflndex and the nfrBundl el ndex:

i flndex | nfrBundl el flndexMappi ngl ndex

The nfrBundl eTabl e shows the rel ationship between the nfrBundl el ndex
and the iflndex:

nfr Bundl el ndex | nfrBundl el flndex
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The nfrBundl eLi nkTabl e shows the relationship between the bundl es and
bundl e 1i nks:

nfr Bundl el ndex | nfrBundl eLi nkl f 1 ndex

2.4, Creation O Bundles and Bundl e Links

2.4.1. Creation O Bundles
A new bundle is created by setting a createAndGo(4) value in the
nf r Bundl eRowSt at us RowSt at us object. Optionally, an agent could al so
support setting a value of createAndWait(5) followed by a set to the
val ue active(1l).
When a bundle is created, the agent nust create a new interface in
the ifTable. The iflndex for this newinterface is used for the
val ue of nfrBundl el flndex.

2.4.2. Creation O Bundle Links

A new bundle link is created by setting a createAndGo(4) value in the
nf r Bundl eLi nkRowSt at us RowSt at us obj ect.

The bundle link is associated with a specific physical interface and
uses the iflndex of the physical interface. The nfrBundl eLinkEntry
row objects nay be created after or during creation of the physical
interface’'s ifEntry row obj ects.

The bundle identified in the object nfrBundl el ndex nust exist at time
of bundle Iink creation.

2.5. Notifications
The linkUp and |inkDown traps are defined in RFC 2223 [ RFC2223].
2.5.1. Bundle

The following SNWP traps are defined for MR bundl es.
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2.5.1.1. linkUp
This trap is sent when the ifQperStatus of a bundle transitions from
down to up. This occurs when a sufficient nunber of Iinks
(deterni ned by nfrBundl eActivati onCl ass and nfrBundl eThreshol d) are
in the operationally up state.

2.5.1.2. |inkDown
This trap is sent when the ifQperStatus of a bundle transitions from
up to down. This occurs when a insufficient nunber of Iinks
(deterni ned by nfrBundl eActivati onCl ass and nfrBundl eThreshol d) are
in the operationally up state.

2.5.2. Bundl e Link
The following SNWP traps are defined for MFR bundl e |inks.

2.5.2.1. linkUp

This trap is sent when a nfrBundl eLi nkState object transitions to the
val ue nfrBundl eLi nkSt at eUp.

2.5.2. 2. | i nkDown

This trap is sent when a nfrBundl eLi nkState object transitions from
t he val ue nfrBundl eLi nkSt at eUp.

2.5.2.3. nfrM bTrapBundl eLi nkM smat ch

This trap indicates that a bundle Iink m smatch has been detected.
The foll ow ng objects are report ed:

- nfrBundl eNear EndNarre: configured nanme of near end bundle

- nfrBundl eFar EndNane: previously reported nanme of far
end bundl e

- nfrBundl eLi nkNear EndNane: configured nanme of near end bundl e

- nfrBundl eLi nkFar EndNane: reported nanme of far end bundl e

- nfrBundl eLi nkFar EndBundl eNane: currently reported nanme of far
end bundl e

Note that the configured itens may have been confi gured

automatically. Note also that the nfrBundl eLi nkM smatch counter is
i ncremented when the trap is sent.
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3. nject Definitions

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Infornation Base or MB. bjects in the MB are
defined using the subset of Abstract Syntax Notation One (ASN. 1)
defined in the SM. |In particular, each object type is naned by an
OBJECT | DENTI FIER, an adm nistratively assigned nane. The obj ect
type together with an object instance serves to uniquely identify a
specific instantiation of the object. For human conveni ence, we
often use a textual string, terned the descriptor, to refer to the
obj ect type.

FR-MFR-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT-TYPE, I nteger32, Counter32,
NOTI FI CATI ON- TYPE, transm ssion
FROM SNVPv2- SM

TEXTUAL- CONVENTI ON, Test Andl ncr, RowSt at us
FROM SNWVPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNMPv2- CONF

SnnpAdmi nString
FROM SNWMP- FRANEWORK- M B

| nt erfacel ndex, ifl ndex
FROM | F-M B;

nfrMb MODULE-I DENTI TY
LAST- UPDATED "200011300000Z"
ORGANI ZATI ON "I ETF Frame Relay Service MB (frnetmnib)
Wor ki ng G oup”
CONTACT- | NFO

"WG Charter:
http://ww.ietf.org/htm .charters/frnetmb-charter. htm
WG emai | : frnet m b@unroof . eng. sun. com
Subscri be: frnet m b-request @unr oof . eng. sun. com
Email Archive: ftp://ftp.ietf.org/ietf-mail-archive/frnetmb
Chair: Andy Malis
Vi vace Net wor ks
Emai | : Andy. Mal i s@i vacenet wor ks. com

W5 editor: Prayson Pate
Overture Networks
Emai | : prayson. pat e@vert ur enet wor ks. com

Co-author: Bob Lynch
Overture Networks
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EMai | : bob. I ynch@vert ur enet wor ks. com

Co-aut hor: Kenneth Rehbehn
Megi sto Systens, Inc.
EMai | : kr enbehn@regi st o. cont

DESCRI PTI ON
"This is the MB used to control and monitor the multilink
frame relay (MFR) function described in FRF.16."

REVI SI ON "200011300000Z"
DESCRI PTI ON
"Publ i shed as RFC 3020."

::={ transm ssion 47 }

Text ual Conventi ons

M r Bundl eLi nkSt at e :: = TEXTUAL- CONVENTI ON

Pat e,

STATUS current

DESCRI PTI ON
"The possible states for a bundle link, as defined in
Annex A of FRF.16."

REFERENCE " FRF. 16 Annex A"

SYNTAX | NTEGER {

nf r Bundl eLi nkSt at eAddSent (1),
nf r Bundl eLi nkSt at e AddRXx (2),
nf r Bundl eLi nkSt at eAddAckRx (3),
nf r Bundl eLi nkSt at eUp (4),
nf r Bundl eLi nkSt at el dl ePendi ng (5),
nf r Bundl eLi nkSt at el dl e (6),
nf r Bundl eLi nkSt at eDown (7)),
nf r Bundl eLi nkSt at eDownl dl e (8)
}

hj ect ldentifiers

2000
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nfrM bScal ar Obj ect s OBJECT IDENTIFIER ::= { mnfrMb 1 }
nfr M bBundl eQbj ect s OBJECT IDENTIFIER ::= { mfrMb 2 }
nfr M bBundl eLi nkCbj ects OBJECT IDENTIFIER ::= { nfrMb 3}
nfrM bTr aps OBJECT IDENTIFIER ::= { nfrMb 4 }
nfr M bConf or mance OBJECT IDENTIFIER ::= { mfrMb 5 }
nfrM bTrapsPrefix OBJECT IDENTIFIER ::= { nfrMbTraps O }
nfrM bG oups OBJECT IDENTIFIER ::= { nfrM bConformance 1 }
nfrM bConpl i ances OBJECT IDENTIFIER ::= { nfrM bConformance 2 }

nf r Bundl eMaxNunBundl es OBJECT- TYPE
SYNTAX | nteger32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"This object is used to informthe manager of the
maxi mum nunber of bundl es supported by this device."
c:={ nfrM bScal arjects 1}

nf r Bundl eNext | ndex OBJECT- TYPE

SYNTAX Test Andl ncr

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"This object is used to assist the nanager in
selecting a value for nfrBundl el ndex during row creation
in the nfrBundl eTable. It can also be used to avoid race
conditions with nultiple nanagers trying to create
rows in the table (see RFC 2494 [ RFC2494] for one such
alogrithm."

REFERENCE " RFC 2494"

::={ nfrMbScal arhjects 2 }
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SYNTAX SEQUENCE OF M rBundl eEntry

MAX- ACCESS
STATUS current
DESCRI PTI ON

"The bundl e configuration and status table.

not - accessi bl e

Ther e

is a one-to-one correspondence between a bundl e
and an interface represented in the ifTable.

The foll owi ng objects of the ifTable have specific
nmeani ng for an MFR bundl e:

i fAdm nStatus -
i f Oper St at us
i f Speed -
i flnUcast Pkts -

i f Qut Ucast Pkt s

iflnErrors -
ifQutErrors -

t he bundl e adm n status

the bundl e operational status

the current bandwi dth of the bundle
t he nunber of frames received

on the bundl e

the nunber of frames transnmitted

on the bundl e

frame (not fragnent) errors

frame (not fragnent) errors

2000

::={ nfrM bBundl ethjects 3}

nfr Bundl eEntry OBJECT- TYPE

SYNTAX M rBundl eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the bundle table."
INDEX  { nfrBundl el ndex }
::={ nfrBundl eTable 1 }

M rBundl eEntry :: =

Pat e,

SEQUENCE {

nf r Bundl el ndex
I nt eger 32,

nf r Bundl el f | ndex
I nt erfacel ndex,

nf r Bundl eRowSt at us
Rowst at us,

nf r Bundl eNear EndNane
SnnpAdni nSt ri ng,

nf r Bundl eFragnment ati on

| NTEGER,
nf r Bundl eMaxFr agSi ze
I nt eger 32,
nfrBundl eTi merHel | o
| NTEGER,

et al. St andards Track
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nf r Bundl eTi mer Ack
| NTEGER,

nf r Bundl eCount MaxRet ry
| NTEGER,

nf r Bundl eActi vati onCl ass
| NTEGER,

nf r Bundl eThr eshol d
I nt eger 32,

nf r Bundl eMaxDi f f Del ay
I nt eger 32,

nf r Bundl eSegNuntsi ze
| NTEGER,

nf r Bundl eMaxBundl eLi nks
I nt eger 32,

nf r Bundl eLi nksConfi gur ed
I nt eger 32,

nf r Bundl eLi nksActi ve
I nt eger 32,

nf r Bundl eBandwi dt h
I nt eger 32,

nf r Bundl eFar EndNamne
SnnpAdni nSt ri ng,

nf r Bundl eResequenci ngErrors
Count er 32

}

nf r Bundl el ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The index into the table. While this corresponds
to an entry in the ifTable, the value of nfrBundl el ndex
need not match that of the iflndex in the ifTable.
A manager can use nfrBundl eNextlndex to sel ect a unique
nfrBundl el ndex for creating a new row. "
c:={ nfrBundl eEntry 1}

nf r Bundl el f | ndex OBJECT- TYPE

Pat e,

SYNTAX I nterfacel ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The value nmust nmatch an entry in the interface
tabl e whose i fType nust be set to frfl16MrBundl e(163).

For exanple: if the value of nfrBundlelflndex is 10,
then a corresponding entry should be present in

2000
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the ifTable with an index of 10 and an ifType of 163."
::={ nfrBundl eEntry 2 }

nf r Bundl eRowSt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The nfrBundl eRowSt at us obj ect allows create, change,
and del ete operations on bundle entries.™

REFERENCE " RFC 1903"

::={ nfrBundleEntry 3}

nf r Bundl eNear EndNarme OBJECT- TYPE
SYNTAX  SnnmpAdmi nString
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The configured nane of the bundle."
REFERENCE "FRF. 16 section 3.4.1"
::={ nfrBundl eEntry 4 }

nf r Bundl eFragnment ati on OBJECT- TYPE
SYNTAX | NTEGER {
enable (1),
di sabl e (2)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Control s whether the bundl e perforns/accepts
fragmentation and re-assenbly. The possible
val ues are:

enabl e(1l) - Bundle links will fragnent franes

di sable(2) - Bundle links will not fragnment
frames. "
DEFVAL { disable }
::={ nfrBundleEntry 5 }

nf r Bundl eMaxFr agSi ze OBJECT- TYPE
SYNTAX Integer32 (-1..8184)
UNITS "Cctets”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The maxi mum fragment size supported. Note that this
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is only valid if nfrBundl eFragnentation is set to enable(1l).

Zero is not a valid fragnent size.

A bundl e that does not support fragmentation nust

this object with a value of -1."
DEFVAL { -1}
::={ nfrBundl eEntry 6 }

nf r Bundl eTi ner Hel | o OBJECT- TYPE

SYNTAX | NTEGER (1..180)
UNI TS " Seconds"

MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The configured MFR Hell o Tiner value."

REFERENCE "FRF. 16 section 4.3.8.1"
DEFVAL { 10 }
::={ nfrBundl eEntry 7 }

nf r Bundl eTi ner Ack OBJECT- TYPE

SYNTAX | NTEGER (1..10)
UNI TS " Seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The configured MFR T_ACK val ue."
REFERENCE " FRF. 16 section 4. 3.8.2"
DEFVAL { 4 }
::={ nfrBundl eEntry 8 }

nf r Bundl eCount MaxRetry OBJECT- TYPE

SYNTAX | NTEGER (1..5)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The MFR N_MAX_RETRY val ue. "
REFERENCE " FRF. 16 section 4. 3.8.3"
DEFVAL { 2 }
::={ nfrBundl eEntry 9 }

nf r Bundl eActi vati onC ass OBJECT- TYPE

Pat e,

SYNTAX | NTEGER {
nfr Bundl eActi vati onC assA (1),
nfr Bundl eActi vati onC assB (2),
nf r Bundl eActi vati onCl assC (3),
nfr Bundl eActi vati onCl assD (4)

}

et al. St andards Track
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MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Controls the conditions under which the bundle is activated.
The followi ng settings are avail abl e:

nfr Bundl eActi vati onCl assA(1)
nfr Bundl eActi vati onCl assB( 2)
nf r Bundl eActi vati onCl assC( 3)

at | east one nust link up
all links must be up

a certain nunber nust be
up. Refer to

nfrBundl eThreshol d for
the required nunber.
custom (i npl enent ati on
specific)."

nfr Bundl eActi vati onCl assD(4)

REFERENCE "FRF. 16 section 4.2.2.1"
DEFVAL { nfrBundl eActivati onC assA }
::={ nfrBundl eEntry 10 }

nf r Bundl eThr eshol d OBJECT- TYPE

SYNTAX Integer32 (-1..2147483647)

UNI TS "Bundl e Li nks"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Specifies the nunmber of Iinks that nust be in operational
"up’ state before the bundle will transition to an

operational up/active state. |If the nunber of
operational 'up’ links falls below this val ue,
then the bundle will transition to an inactive
st at e.

Note - this is only valid when nfrBundl eActivati onCd ass
is set to nfrBundl eActivationCl assC or, depending upon the
i mpl ementation, to nfrBundl eActivationC assD. A bundl e that
is not set to one of these nust return this object with a
value of -1."

REFERENCE "FRF. 16 section 4.2.2.1"

DEFVAL { -1}

::={ nfrBundleEntry 11 }

nfr Bundl eMaxDi f f Del ay OBJECT- TYPE
SYNTAX Integer32 (-1..2147483647)
UNITS "M I 1iseconds”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The maxi num del ay difference between the bundle
l'inks.
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A value of -1 indicates that this object does not contain
a valid val ue”

DEFVAL { -1}

c:={ nfrBundleEntry 12 }

nf r Bundl eSegNuntsi ze OBJECT- TYPE
SYNTAX | NTEGER {
segNunti zel2bit (1),
segNunti ze24bit (2)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Control s whether the standard FRF. 12 12-bit
sequence nunber is used or the optional 24-bit
sequence nunber."

REFERENCE " FRFTC/ 99- 194"

DEFVAL { seqNunfi zel2bit }

::={ nfrBundl eEntry 13 }

nf r Bundl eMaxBundl eLi nks OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)

UNI TS "Bundl e Li nks"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The maxi mum nunber of bundl e |inks supported for
this bundle."

::={ nfrBundleEntry 14 }

nf r Bundl eLi nksConfi gured OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
UNI TS "Bundl e Li nks"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of links configured for the bundle."
::={ nfrBundl eEntry 15 }

nf r Bundl eLi nksActi ve OBJECT- TYPE
SYNTAX Integer32 (-1..2147483647)
UNI TS "Bundl e Li nks"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of links that are active."
::={ nfrBundleEntry 16 }
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nf r Bundl eBandw dt h OBJECT- TYPE

SYNTAX | nteger 32
UNI TS "Bits/ Sec"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The anobunt of avail able bandwi dth on the bundl e"
o= { nfrBundl eEntry 17 }

nf r Bundl eFar EndNane OBJECT- TYPE

SYNTAX  SnnmpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Name of the bundle received fromthe far end."
REFERENCE "FRF. 16 section 3.4.1"
::={ nfrBundl eEntry 18 }

nf r Bundl eResequenci ngErrors OBJECT- TYPE

SYNTAX Count er 32

UNI TS "Error Events”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A count of the nunmber of resequencing errors. Each event
may correspond to rmultiple lost frames. Exanple:

2000

Say sequence numnber 56, 59 and 60 is received for DLCI 100.
It is decided by sone nmeans that sequence 57 and 58 is |ost.
This counter should then be increnented by ONE, even though

two franmes were |ost."
::={ nfrBundl eEntry 19 }

nf r Bundl el f | ndexMappi ngTabl e OBJECT- TYPE

Pat e,

SYNTAX SEQUENCE OF M r Bundl el f1 ndexMappi ngEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table mapping the values of iflndex to the

nfrBundl el ndex. This is required in order to find
t he nfrBundl el ndex given an iflndex. The mapping of
nfrBundl el ndex to iflndex is provided by the
nfrBundl el flndex entry in the nfrBundl eTable."
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::={ nfrMbBundl ethjects 4 }

nfr Bundl el f | ndexMappi ngEntry OBJECT- TYPE
SYNTAX M rBundl el f I ndexMappi ngEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each row describes one iflndex to nfrBundl el ndex mappi ng."
INDEX { iflndex }
::= { nfrBundl el fl ndexMappi ngTable 1 }

M r Bundl el f | ndexMappi ngEntry :: =
SEQUENCE {
nf r Bundl el f | ndexMappi ngl ndex
I nt eger 32
}

nf r Bundl el f | ndexMappi ngl ndex OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nfrBundl el ndex of the given iflndex."
::= { nfrBundl el fl ndexMappi ngEntry 2 }

nf r Bundl eLi nkTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M rBundl eLi nkEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The bundle Iink configuration and status table. There

is a one-to-one correspondence between a bundle link
and a physical interface represented in the ifTable. The
i flndex of the physical interface is used to index the
bundle link table, and to create rows.

The foll owi ng objects of the ifTable have specific
nmeani ng for an MFR bundl e 1i nk:

i fAdm nStatus - the bundle Iink admin status
i f Oper St at us - the bundle |ink operational
st at us
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i f Speed - the bandwi dth of the bundle
link interface
i flnUcastPkts - the nunber of franmes received

on the bundle |ink

the nunber of frames transnmitted
on the bundle |ink

iflnErrors - frame and fragnent errors
ifQutErrors - frame and fragnent errors"”

i f Qut Ucast Pkt s

{ nfrM bBundl eLi nkCbj ects 1 }

nfr Bundl eLi nkEntry OBJECT- TYPE
SYNTAX M rBundl eLi nkEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in the bundle link table."

INDEX { iflndex }

{ nfrBundl eLinkTable 1 }

M rBundl eLi nkEntry ::=
SEQUENCE {

Pate, et

nf r Bundl eLi nkRowSt at us
Rowst at us,

nf r Bundl eLi nkConf i gBundl el ndex
I nt eger 32,

nf r Bundl eLi nkNear EndNanme
SnnpAdni nSt ri ng,

nf r Bundl eLi nkSt at e
M r Bundl eLi nkSt at e,

nf r Bundl eLi nkFar EndNane
SnnpAdni nSt ri ng,

nf r Bundl eLi nkFar EndBundl eNane
SnnpAdni nSt ri ng,

nf r Bundl eLi nkDel ay
I nt eger 32,

nf r Bundl eLi nkFr amesCont r ol Tx
Count er 32,

nf r Bundl eLi nkFr anesCont r ol Rx
Count er 32,

nf r Bundl eLi nkFramesControl I nval i d
Count er 32,

nf r Bundl eLi nkTi mer Expi r edCount
Count er 32,

nf r Bundl eLi nkLoopbackSuspect ed
Count er 32,

nf r Bundl eLi nkUnexpect edSequence
Count er 32,

nf r Bundl eLi nkM smat ch

al . St andards Track
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Count er 32
}

nf r Bundl eLi nkRowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The nfrBundl eLi nkRowSt at us obj ect all ows create, change,
and del ete operations on nfrBundleLink entries.

The create operation nmust fail if no physical interface
is associated with the bundle Iink."
::= { nfrBundl eLi nkEntry 1 }

nf r Bundl eLi nkConf i gBundl el ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The nfrBundl eLi nkConfi gBundl el ndex object all ows

the manager to control the bundle to which the bundle
link is assigned. |If no value were in this field, then
the bundl e would remain in NOT_READY rowStatus and be
unable to go to active. Wth an appropriate nfrBundl el ndex
inthis field, then we could put the nfrBundl eLink row in
NOT_I N_SERVI CE or ACTI VE rowst atus. "

::= { nfrBundl eLi nkEntry 2 }

nf r Bundl eLi nkNear EndNarme OBJECT- TYPE
SYNTAX  SnnmpAdmi nString
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The configured bundle Ilink nane that is sent to the far end."
::={ nfrBundl eLi nkEntry 3 }

nfr Bundl eLi nkSt at e OBJECT- TYPE
SYNTAX M rBundl eLi nkSt at e
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Current bundle link state as defined by the MFR protocol
described in Annex A of FRF.16."
REFERENCE " FRF. 16 Annex A"
::= { nfrBundl eLi nkEntry 4 }

nf r Bundl eLi nkFar EndNane OBJECT- TYPE
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SYNTAX  SnnmpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nane of bundle link received fromfar end."
REFERENCE "FRF. 16 section 3.4.2"
::={ nfrBundl eLi nkEntry 5 }

nf r Bundl eLi nkFar EndBundl eNanme OBJECT- TYPE
SYNTAX  SnnmpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nane of far end bundle for this link received fromfar end."

REFERENCE "FRF. 16 section 3.4.1"
::= { nfrBundl eLi nkEntry 6 }

nfr Bundl eLi nkDel ay OBJECT- TYPE

SYNTAX Integer32 (-1..2147483647)

UNITS "M I 1iseconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Current round-trip delay for this bundle link. The
value -1 is returned when an inplenentation does not
support measurenent of the bundle link delay."

REFERENCE "FRF. 16 section 3.4.4"

::={ nfrBundl eLi nkEntry 7 }

nf r Bundl eLi nkFr amesCont r ol Tx OBJECT- TYPE
SYNTAX Count er 32
UNI TS " Franes"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nunmber of MFR control franes sent."
REFERENCE "FRF. 16 section 3.2"
::={ nfrBundl eLi nkEntry 8 }

nf r Bundl eLi nkFr amesCont r ol Rx OBJECT- TYPE
SYNTAX Count er 32
UNI TS " Franes"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nunmber of valid MFR control franes received."
REFERENCE "FRF. 16 section 3.2"
::={ nfrBundl eLi nkEntry 9 }
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nf r Bundl eLi nkFranesControl | nval i d OBJECT- TYPE

SYNTAX Count er 32
UNI TS " Franes"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of invalid MFR control frames received."
REFERENCE "FRF. 16 section 3.2"
::= { nfrBundl eLi nkEntry 10 }

nf r Bundl eLi nkTi mer Expi r edCount OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Ti mer Expiration Events"”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Nunber of times the T_HELLO or T_ACK tiners expired."”
REFERENCE "FRF. 16 section 4.3.8.1 and 4.3.8.2"
::= { nfrBundl eLi nkEntry 11 }

nf r Bundl eLi nkLoopbackSuspect ed OBJECT- TYPE

SYNTAX Count er 32
UNI TS "Loopback Suspected Events"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of times a | oopback has been suspected
(based upon the use of magic nunbers).”
REFERENCE "FRF. 16 section 4.3.7"
::= { nfrBundl eLi nkEntry 12 }

nf r Bundl eLi nkUnexpect edSequence OBJECT- TYPE

Pat e,

SYNTAX Count er 32

UNI TS " Franes"

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

2000

"The nunber of data MFR frames di scarded because the sequence
nunber of the franme for a DLCI was |ess than (del ayed frane)
or equal to (duplicate frame) the one expected for that DLCl

Exanpl e:

Say frames with sequence nunbers 56, 58, 59 is received for
DLCI 100. While waiting for sequence number 57 another frame
with sequence nunmber 58 arrives. Franme 58 is discarded and

the counter is increnented.”
REFERENCE " FRF. 16 section 4.2.3.2"
::= { nfrBundl eLi nkEntry 13 }

et al. St andards Track [ Page 27]



RFC 3020 MB for FRF.16 UNI/NNI MFR Decenber 2000

nf r Bundl eLi nkM smat ch OBJECT- TYPE

SYNTAX Count er 32

UNI TS "Bundl e Nanme M smatch Events”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of times that the unit has been notified by the

renote peer that the bundle nanme is inconsistent with other
bundl e links attached to the far-end bundle."

REFERENCE "FRF. 16 section 4.3.2.4"

::= { nfrBundl eLi nkEntry 14 }

nfrM bTrapBundl eLi nkM snat ch NOTI FI CATI ON- TYPE
OBJECTS {
nf r Bundl eNear EndNane,
nf r Bundl eFar EndNane,
nf r Bundl eLi nkNear EndNane,
nf r Bundl eLi nkFar EndNane,
nf r Bundl eLi nkFar EndBundl eNane

}
STATUS current
DESCRI PTI ON
"This trap indicates that a bundle link msmatch has
been detected. The follow ng objects are report ed:
nf r Bundl eNear EndNarre: configured nanme of near end bundl e

nf r Bundl eFar EndNane: previously reported nanme of
far end bundl e

nf r Bundl eLi nkNear EndNane: confi gured name of near end bundl e
nf r Bundl eLi nkFar EndNane: reported nane of far end bundl e

nf r Bundl eLi nkFar EndBundl eNane: currently reported nanme of
far end bundl e

Note: that the configured itenms nmay have been confi gured
automatical ly.

Not e: The nfrBundl eLi nkM smatch counter is increnented when
the trap is sent."
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REFERENCE "FRF. 16 section 4.3.2.4"
o= { nfrMbTrapsPrefix 1}

nfrM bConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for equipnent that inplenents
the FRF16 MB. Al of the current groups are mandatory,
but a nunber of objects may be read-only if the
i mpl enent ati on does not allow configuration."”
MODULE -- this nodul e
MANDATORY- GROUPS {
nfr M bBundl eG oup,
nfr M bBundl eLi nkG oup,
nfrM bTrapG oup

}

OBJECT nf r Bundl eFragnent ati on
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required, but the value used nust be
reported.”

OBJECT nf r Bundl eMaxFr agSi ze
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required, but the value used nust be
reported.

A value of -1 indicates that the value is not applicable.

OBJECT nf r Bundl eThr eshol d
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required, but the value used nust be
reported.

A value of -1 indicates that the value is not applicable.

OBJECT nfr Bundl eMaxDi f f Del ay
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required, but the value used nust be
reported. "

2000
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M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required, but the value used nust be

reported.

nf r Bundl eSeqNunti ze

MFR

Decenber 2000

A value of -1 indicates that the value is not applicable.”

{ mfrMbConmpliances 1 }

nfr M bBundl eG oup OBJECT- GROUP
OBJECTS {

nf r Bundl eMaxNunBundl es,
nf r Bundl eNext | ndex,

nf r Bundl el f | ndex,

nf r Bundl eRowsSt at us,

nf r Bundl eNear EndNane,

nf r Bundl eFragnent ati on,
nf r Bundl eMaxFr agSi ze,

nf r Bundl eTi ner Hel | o,

nf r Bundl eTi ner Ack,

nf r Bundl eCount MaxRet ry,
nf r Bundl eActi vati ond ass,
nf r Bundl eThr eshol d,

nf r Bundl eMaxDi f f Del ay,

nf r Bundl eMaxBundl eLi nks,
nf r Bundl eLi nksConfi gur ed,
nf r Bundl eLi nksActi ve,

nf r Bundl eBandwi dt h,

nf r Bundl eSegNunti ze,

nf r Bundl eFar EndNane,

nf r Bundl eResequenci ngErrors,
nfr Bundl el f | ndexMappi ngl ndex

}
STATUS current
DESCRI PTI ON
"Group of objects describing bundles."

nfr M bBundl eLi nkG oup

{ mMrMbGoups 1}

OBJECTS {

Pate, et

nf r Bundl eLi nkRowSt at us,
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}
STATUS current

nf r Bundl eLi
nf r Bundl eLi
nf r Bundl eLi
nf r Bundl eLi
nf r Bundl eLi
nf r Bundl eLi
nf r Bundl eLi
nf r Bundl eLi
nf r Bundl eLi
nf r Bundl eLi
nf r Bundl eLi
nf r Bundl eLi
nf r Bundl eLi

DESCRI PTI ON

"Group of objects describing bundle Iinks."

MB for FRF.16 UNI/NNI MR

nkConf i gBundl el ndex,
nkNear EndNarne,

nkSt at e,

nkFar EndNane,

nkFar EndBundl eNane,
nkDel ay,

nkFr anesContr ol Tx,
nkFr anesCont r ol Rx,
nkFranesControl I nvali d,
nkTi mer Expi r edCount ,
nkLoopbackSuspect ed,
nkUnexpect edSequence,
nkM snmat ch

c:={ nfrMbGoups 2}

nfrM bTrapG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
nfrM bTrapBundl eLi nkM snat ch

}
STATUS current

DESCRI PTI ON
"G oup of objects describing notifications (traps)."”
:={ nfrMbGoups 3}

END

Pate, et
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Security Considerations

There are a nunmber of nanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent w thout proper protection can have a negative effect on
net wor k operati ons.

No managed objects in this MB contain sensitive information.

SNWPv1 by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using | PSec), even then, there is no
control as to who on the secure network is allowed to access and

GET/ SET (read/ change/create/del ete) the objects in this MB.

It is reconmended that the inplenenters consider the security
features as provided by the SNWPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [RFC2574] and the View
based Access Control Mdel RFC 2575 [ RFC2575] is recommended.

It is then a customer/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET
(change/ creat e/ del ete) them
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