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1. The Network Managenent Framewor k

The I nternet-standard Network Managenment Framework consists of three
conponents. They are:

STD16/ RFC 1155 which defines the SM, the nechani sns used for
descri bi ng and naming objects for the purpose of managenent.

STD16/ RFC 1212 defines a nore conci se description nmechani sm which
is wholly consistent with the SM.

RFC 1156 which defines MB-1, the core set of managed objects for
the Internet suite of protocols. STD17/RFC 1213, defines MB-11,
an evolution of MB-1 based on inplenentati on experience and new
oper ati onal requirenents.

STD15/ RFC 1157 whi ch defines the SNWP, the protocol used for
network access to managed obj ects.

The Franework permits new objects to be defined for the purpose of
experinmentation and eval uati on.

2. ojects

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the subset of Abstract Syntax Notation One (ASN. 1) [7]
defined in the SM. |In particular, each object is named by an OBJECT
| DENTI FI ER, an adm ni stratively assigned nane, which specifies an

obj ect type. The object type together with an object instance serves
to uniquely identify a specific instantiation of the object. For
human conveni ence, we often use a textual string, terned the
descriptor, to also refer to the object type.
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2.1. Fornmat of Definitions

Section 5 contains the specification of all object types contained in
this MB nodule. The object types are defined using the conventions
defined in the SM, as anended by the extensions specified in [9, 10].

3. Overview

A common devi ce present in many networks is the Bridge. This device
is used to connect Local Area Network segnments bel ow t he network
| ayer.

There are two mgj or nodes defined for this bridging; transparent and
source route. The transparent nethod of bridging is defined in the
draft | EEE 802.1d specification [11]. This nmeno defines those

obj ects needed for the managenent of a bridging entity operating in
the transparent node, as well as sone objects applicable to all types
of bridges.

To be consistent with | AB directives and good engi neering practi ce,
an explicit attenpt was nmade to keep this M B as sinple as possible.
This was acconplished by applying the following criteria to objects
proposed for inclusion:

(1) Start with a snall set of essential objects and add only
as further objects are needed.

(2) Require objects be essential for either fault or
configurati on managenent.

(3) Consider evidence of current use and/or utility.
(4) Limt the total of objects.

(5) Exclude objects which are sinply derivable fromothers in
this or other M Bs.

(6) Avoid causing critical sections to be heavily
i nstrunented. The guideline that was followed is one
counter per critical section per |ayer.

3.1. Structure of MB

ojects in this MB are arranged into groups. Each group is

organi zed as a set of related objects. The overall structure and
assi gnnment of objects to their groups is shown below. Were
appropriate the correspondi ng | EEE 802. 1d [11] rmanagenent object nane
i s also included.
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Bri dge M B Nane | EEE 802. 1d Nane

dot 1dBri dge
dot 1dBase

Bri dgeAddr ess
NunPort s
Type
Port Tabl e
Por t
| f1 ndex
Circuit
Del ayExceededDi scar ds
M uExceededDi scar ds

dot 1dSt p

Pr ot ocol Speci fication
Priority

Ti meSi nceTopol ogyChange

Bri dge. Bri dgeAddr ess
Bri dge. Nunber O Port s

Bri dgePort . Port Nunber

. Di scardTr ansi t Del ay
. Di scardOnError

Spanni ngTr eePr ot oco
.BridgePriority
. Ti meSi nceTopol ogyChange

TopChanges . Topol ogyChangeCount
Desi gnat edRoot . Desi gnat edRoot

Root Cost . Root Cost

Root Por t . Root Port

MaxAge . MaxAge

Hel | oTi ne . Hel | oTi nme

Hol dTi ne . Hol dTi ne

For war dDel ay

Bri dgeMaxAge

Bri dgeHel | oTi me
Bri dgeFor war dDel ay

. Forwar dDel ay

. Bri dgeMaxAge

. BridgeHel | oTi ne

. Bri dgeFor war dDel ay

Port Tabl e
Por t Spanni ngTr eePr ot ocol Port
. Por t Nunber
Priority .PortPriority
State . Spanni ngTreeSt at e
Enabl e
Pat hCost . Por t Pat hCost

Desi gnat edRoot

Desi gnat edCost

Desi gnat edBri dge
Desi gnat edPort
Forwar dTransi ti ons

dot 1dTp

Lear nedEnt r yDi scar ds

. Desi gnat edRoot
. Desi gnat edCost
. Desi gnat edBri dge
. Desi gnat edPor t

Bri dgeFi | t er. Dat abaseSi ze
NunDynami ¢, NunSt ati c

Agi ngTi me BridgeFiIter.AgingTine
FdbTabl e
Addr ess
Por t
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St at us
Port Tabl e
Por t
Max| nf o
I nFranes
Qut Fr anes
| nDi scar ds
dot 1dStatic
StaticTabl e
Addr ess
Recei vePor t
Al | owedToGoTo
St at us

| EEE 802. 1d (bj ect

Bri dge. Bri dgeNane

Bri dge. Bri dgeUpTi ne
Bri dge. Port Addr esses
Bri dgePort . Port Nane
Bri dgePort . Port Type
Bri dgePort. Routi ngType

Spanni ngTr eePr ot ocol
.Bridgeldentifier
. Topol ogyChange
Spanni ngTr eePr ot ocol Port

. Uptine
.Portldentifier

. Topol ogyChangeAcknow edged

. Di scardLackCOf Buf fers
Transni ssion Priority
. Transm ssi onPriorityNanme

. Qut boundUserPriority
. Qut boundAccessPriority

Langille, Rijsinghani

& Mcd oghrie

July 1993

Bri dgePort . FramesRecei ved
. For war dQut bound
. D scar dl nbound

The foll owi ng | EEE 802. 1d nmanagenent objects have not been incl uded
in the Bridge MB for the indicated reasons.

Di sposition

Sane as sysDescr (MB I1)

Sane as sysUpTime (MB I1)
Sane as ifPhysAddress (MB I1)
Sane as ifDescr (MB I1I)

Sane as ifType (MB I11)
Derivabl e fromthe inpl enmented
groups

Conbi nati on of dotldStpPriority
and dot 1dBaseBri dgeAddr ess
Since this is transitory, it

i s not considered useful

Sane as iflLastChange (MB I1)
Conbi nati on of dot 1dSt pPort
and dot 1dStpPortPriority
Since this is transitory, it
i s not considered useful
Redundant

These objects are not required

as per the Pics Proforma and
not consi dered useful
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3.1.1. The dotldBase G oup

Thi s mandatory group contains the objects which are applicable to al
types of bridges.

3.1.2. The dotl1dStp G oup

This group contains the objects that denote the bridge’'s state with
respect to the Spanning Tree Protocol. |If a node does not

i npl emrented the Spanning Tree Protocol, this group will not be

i npl enent ed.

w

.1.3. The dot1dSr G oup

This group contains the objects that describe the entity’'s state with

respect to source route bridging. |If source routing is not supported
this group will not be inplenented. This group is applicable to
source route only, and SRT bridges. This group will be described in

a separate docunment applicable only to source route bridging.
3.1.4. The dot1dTp G oup

This group contains objects that describe the entity's state with
respect to transparent bridging. |If transparent bridging is not
supported this group will not be inplenmented. This group is
applicable to transparent only and SRT bri dges.

3.1.5. The dotldStatic G oup
This group contains objects that describe the entity's state with
respect to destination-address filtering. |f destination-address
filtering is not supported this group will not be inplenented. This

group is applicable to any type of bridge which perforns
desti nation-address filtering.

3.2. Relationship to Gher MBs

As descri bed above, sone | EEE 802. 1d managenent obj ects have not been
included in this MB because they overlap with objects in other MBs
applicable to a bridge inplenmenting this MB. |In particular, it is
assunmed that a bridge inplenmenting this MB will also inplenment (at

|l east) the 'system group and the "interfaces’ group defined in MB-
1 [6].

3.2.1. Relationship to the '"system group

In MB-11, the ’system group is defined as bei ng mandatory for al
systens such that each managed entity contains one instance of each
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object in the 'system group. Thus, those objects apply to the
entity as a whole irrespective of whether the entity's sole
functionality is bridging, or whether bridging is only a subset of
the entity's functionality.

3.2.2. Relationship to the "interfaces group

In MB-11, the "interfaces’ group is defined as bei ng mandatory for
all systens and contains information on an entity’'s interfaces, where
each interface is thought of as being attached to a ‘subnetwork’.
(Note that this termis not to be confused with ‘subnet’ which refers
to an addressing partitioning scheme used in the Internet suite of
protocols.) The term’'segnent’ is used in this menmo to refer to such
a subnetwork, whether it be an Ethernet segment, a 'ring’, a WAN
link, or even an X. 25 virtual circuit.

Inplicit in this Bridge MB is the notion of ports on a bridge. Each
of these ports is associated with one interface of the 'interfaces’
group, and in nost situations, each port is associated with a
different interface. However, there are situations in which nultiple
ports are associated with the same interface. An exanple of such a
situati on woul d be several ports each correspondi ng one-to-one with
several X 25 virtual circuits but all on the sane interface.

Each port is uniquely identified by a port nunber. A port nunber has
no mandatory relationship to an interface nunber, but in the sinple
case a port nunber will have the sane val ue as the corresponding
interface’'s interface nunber. Port nunbers are in the range

(1..dot 1dBaseNunPorts).

Sone entities performother functionality as well as bridging through
the sending and receiving of data on their interfaces. In such
situations, only a subset of the data sent/received on an interface
is within the domain of the entity’'s bridging functionality. This
subset is considered to be delineated according to a set of

protocols, with sonme protocols being bridged, and other protocols not
bei ng bridged. For exanple, in an entity which exclusively perforned
bridging, all protocols would be considered as being bridged, whereas
in an entity which perforned IP routing on | P datagrans and only

bri dged other protocols, only the non-1P data woul d be considered as
bei ng bri dged.

Thus, this Bridge MB (and in particular, its counters) are
applicable only to that subset of the data on an entity's interfaces
which is sent/received for a protocol being bridged. Al such data
is sent/received via the ports of the bridge.
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3.

4.

3. Textual Conventions

The dat atypes, MacAddress, Bridgeld and Tinmeout, are used as textual
conventions in this docunent. These textual conventions have NO
effect on either the syntax nor the semantics of any managed object.
bj ects defined using these conventions are al ways encoded by neans
of the rules that define their prinmtive type. Hence, no changes to
the SM or the SNWP are necessary to acconmpbdate these textual
conventions which are adopted nmerely for the conveni ence of readers.

Changes from RFC 1286
(1) Updated all text to renove references to source route
bri dgi ng where not applicable. SR MB will be a separate
docunent .

(2) Renoved dot 1dSrPort Tabl e. Retained O D definition of
dot 1dSr.

(3) Updated all references of "draft P802.1d/D9" to "I EEE
802. 1D 1990".

(4) Updated bibliography.
(5) Added clarification to description of dotldPort PathCost.

(6) Put recommended default in description of
dot 1dStati cAl | owedToGoTo.

(7) Put recommended default in description of
dot 1dSt ati cSt at us.

(8) Put recommended default in description of
dot 1dTpAgi ngTi ne.  Specified range of (10..1000000).

(9) Updated all port number syntaxes, when used as index, to
use the range (1..65535).

(10) Updated definition of dotl1ldTpPortlnFranes and
dot 1dTpPort Qut Fr anes.

(11) Added text to the traps indicating that they are
optional .

(12) Carified definition of dot1dStpForwardDel ay.
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Definitions

BRI DGE-M B DEFINITIONS ::= BEG N

| MPORTS

Counter, TinmeTi cks

FROM RFC1155- SM
m b-2

FROM RFC1213-M B
OBJECT- TYPE

FROM RFC- 1212
TRAP- TYPE

FROM RFC- 1215;

Al'l representations of MAC addresses in this M B Mdul e
use, as a textual convention (i.e. this convention does
not affect their encoding), the data type:

MacAddress ::= OCTET STRING (SI ZE (6)) -- a 6 octet address

-- in the

-- "canonical "

-- order
defined by I EEE 802.1a, i.e., as if it were transmtted
| east significant bit first, even though 802.5 (in
contrast to other n802.x protocols) requires MAC
addresses to be transmitted nost significant bit first.

16-bit addresses, if needed, are represented by setting
their upper 4 octets to all 0's, i.e., AAFF would be
represented as 00000000AAFF.

Simlarly, all representations of Bridge-1d in this MB
Modul e use, as a textual convention (i.e. this
convention does not affect their encoding), the data

type:

idgeld ::= OCTET STRING (SIZE (8)) -- the

-- Bridge-ldentifier

-- as used in the

-- Spanning Tree
Protocol to uniquely identify a bridge. Its first two
octets (in network byte order) contain a priority
value and its last 6 octets contain the MAC address
used to refer to a bridge in a unique fashion
(typically, the nunerically smallest MAC address
of all ports on the bridge).
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-- Several objects in this MB nodul e represent val ues of
-- timers used by the Spanning Tree Protocol. 1In this

-- MB, these tiners have values in units of hundreths of
-- a second (i.e. 1/100 secs).

-- These tinmers, when stored in a Spanning Tree Protocol’s
-- BPDU, are in units of 1/256 seconds. Note, however,

-- that 802.1D 1990 specifies a settable granularity of

-- no nore than 1 second for these tiners. To avoid

-- anmbiguity, a data type is defined here as a textua

-- convention and all representation of these tiners

-- inthis MB nodule are defined using this data type. An
-- algorithmis also defined for converting between the

-- different units, to ensure a tinmer’s value is not

-- distorted by nultiple conversions.

-- The data type is:

Tinmeout ::= INTEGER -- a STP tiner in units of 1/100 seconds

-- To convert a Tineout value into a value in units of
-- 1/ 256 seconds, the follow ng al gorithm should be used:

.- b =floor( (n * 256) / 100)

-- where:

-- fl oor = quotient [ignore remainder]
- - nis the value in 1/100 second units

- - b is the value in 1/256 second units

-- To convert the value from 1/ 256 second units back to
-- 1/100 seconds, the follow ng al gorithm should be used:

-- n =-ceiling( (b * 100) / 256)

-- where:

-- ceiling = quotient [if remainder is 0], or

-- quotient + 1 [if remainder is non-zero]
- - nis the value in 1/100 second units

- - b is the value in 1/256 second units

-- Note: it is inportant that the arithnmetic operations are
-- done in the order specified (i.e., multiply first, divide
-- second).

dot 1dBri dge  OBJECT IDENTIFIER ::={ nib-2 17 }
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-- groups in the Bridge MB

dot 1dBase OBJECT IDENTIFIER ::= { dot1dBridge 1 }
dot 1dSt p OBJECT IDENTIFIER ::= { dot1dBridge 2 }
dot 1dSr OBJECT I DENTIFIER ::= { dot1dBridge 3 }
-- separately docunented

dot 1dTp OBJECT IDENTIFIER ::= { dot1dBridge 4 }
dot 1dStatic OBJECT IDENTIFIER ::={ dot1dBridge 5 }

-- the dot 1dBase group

-- Inmplenentation of the dotldBase group is nandatory for al
-- bridges.

dot 1dBaseBri dgeAddr ess OBJECT- TYPE
SYNTAX MacAddress
ACCESS read-only
STATUS nandat ory

DESCRI PTI ON
"The MAC address used by this bridge when it rmnust
be referred to in a unique fashion. It is

reconmended that this be the nunerically snall est
MAC address of all ports that belong to this
bridge. However it is only required to be unique.
When concatenated with dot 1dStpPriority a uni que
Bridgeldentifier is formed which is used in the
Spanni ng Tree Protocol ."
REFERENCE
"I EEE 802. 1D-1990: Sections 6.4.1.1.3 and 3.12.5"
::={ dotldBase 1 }

dot 1dBaseNunPorts OBJECT- TYPE

SYNTAX | NTEGER

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The nunber of ports controlled by this bridging
entity."

REFERENCE
"I EEE 802. 1D-1990: Section 6.4.1.1.3"

::={ dotldBase 2 }

dot 1dBaseType OBJECT- TYPE
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SYNTAX | NTEGER {
unknown(1),
transparent-only(2),
sour ceroute-onl y(3),
srt(4)

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"I ndi cates what type of bridging this bridge can
perform If a bridge is actually performng a
certain type of bridging this will be indicated by

entries in the port table for the given type."
::={ dotldBase 3}

-- The Ceneric Bridge Port Table

dot 1dBasePort Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1dBasePortEntry

ACCESS not - accessi bl e

STATUS nandat ory

DESCRI PTI ON
"A table that contains generic information about
every port that is associated with this bridge.
Transparent, source-route, and srt ports are
i ncl uded. "

::={ dotldBase 4 }

dot 1dBasePort Entry OBJECT- TYPE

SYNTAX Dot 1dBasePort Entry

ACCESS not - accessi bl e

STATUS nandat ory

DESCRI PTI ON
"Alist of information for each port of the
bri dge."

REFERENCE
"| EEE 802. 1D- 1990: Section 6.4.2, 6.6.1"

I NDEX { dot 1dBasePort }

::={ dotldBasePortTable 1 }

Dot 1dBasePort Entry ::=
SEQUENCE {
dot 1dBasePor t
| NTECER,
dot 1dBasePort | f | ndex
| NTECER,
dot 1dBasePortCircuit
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OBJECT | DENTI FI ER,

dot 1dBasePor t Del ayExceededDi scar ds
Count er,

dot 1dBasePort M uExceededDi scar ds
Count er

}

dot 1dBasePort OBJECT- TYPE

SYNTAX | NTEGER (1..65535)

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The port nunber of the port for which this entry
contai ns bridge managenent information.”

::={ dotldBasePortEntry 1 }

dot 1dBasePort | fl ndex OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nandat ory

DESCRI PTI ON
"The val ue of the instance of the iflndex object,
defined in MB-11, for the interface correspondi ng

to this port."
;.= { dotldBasePortEntry 2 }

dot 1dBasePort G rcuit OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"For a port which (potentially) has the sane val ue
of dot 1dBasePort|flndex as another port on the
same bridge, this object contains the nanme of an
obj ect instance unique to this port. For exanple,
in the case where nmultiple ports correspond one-
to-one with multiple X 25 virtual circuits, this
value mght identify an (e.g., the first) object
i nstance associated with the X 25 virtual circuit
corresponding to this port.

For a port which has a uni que val ue of
dot 1dBasePort | fl ndex, this object can have the
value { 0 0 }."

::={ dotldBasePortEntry 3 }

dot 1dBasePort Del ayExceededDi scards OBJECT- TYPE
SYNTAX Count er
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ACCESS read-only
STATUS nandat ory

DESCRI PTI ON
"The nunmber of franmes discarded by this port due
to excessive transit delay through the bridge. It

is increnented by both transparent and source
route bridges."

REFERENCE
"I EEE 802. 1D-1990: Section 6.6.1.1.3"

::={ dotldBasePortEntry 4 }

dot 1dBasePort M uExceededDi scards OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nandat ory

DESCRI PTI ON
"The nunmber of franes discarded by this port due
to an excessive size. It is increnmented by both
transparent and source route bridges."

REFERENCE

"I EEE 802. 1D-1990: Section 6.6.1.1.3"
::={ dotldBasePortEntry 5 }

-- the dot1dStp group

-- Inmplenentation of the dot1dStp group is optional. It is
-- inmplenented by those bridges that support the Spanning Tree
-- Protocol

dot 1dSt pPr ot ocol Speci fi cati on OBJECT- TYPE
SYNTAX | NTEGER {
unknown(1),
decLb100(2),
i eee8021d( 3)

}

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"An indication of what version of the Spanning
Tree Protocol is being run. The val ue
"decLbl100(2)’ indicates the DEC LANori dge 100
Spanni ng Tree protocol. |EEE 802.1d
i mpl ementations will return 'ieee8021d(3)’. If
future versions of the | EEE Spanni ng Tree Protocol
are released that are inconpatible with the
current version a new value will be defined."
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::={ dotldStp 1}
dot 1dSt pPriority OBJECT- TYPE
SYNTAX | NTEGER (0. . 65535)
ACCESS read-wite
STATUS nandat ory
DESCRI PTI ON
"The value of the wite-able portion of the Bridge
ID, i.e., the first two octets of the (8 octet

long) Bridge ID. The other (last) 6 octets of the
Bridge ID are given by the val ue of
dot 1dBaseBri dgeAddr ess. "
REFERENCE
"| EEE 802. 1D- 1990: Section 4.5.3.7"
::={ dotldStp 2 }

dot 1dSt pTi neSi nceTopol ogyChange OBJECT- TYPE
SYNTAX Ti meTi cks
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON

"The time (in hundredths of a second) since the
last time a topol ogy change was detected by the
bridge entity."

REFERENCE
"I EEE 802. 1D-1990: Section 6.8.1.1.3"

::={ dotldStp 3}

dot 1dSt pTopChanges OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nandatory
DESCRI PTI ON

"The total nunber of topol ogy changes detected by
this bridge since the managenent entity was | ast
reset or initialized."

REFERENCE
"I EEE 802. 1D-1990: Section 6.8.1.1.3"

::={ dotldStp 4 }

dot 1dSt pDesi gnat edRoot OBJECT- TYPE
SYNTAX Bridgeld
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON

"The bridge identifier of the root of the spanning
tree as deternined by the Spanning Tree Protocol
as executed by this node. This value is used as

Decker, Langille, Rijsinghani & MCl oghrie [ Page 15]



RFC 1493 Bridge MB July 1993

the Root Identifier paraneter in all Configuration
Bri dge PDUs originated by this node."

REFERENCE
"I EEE 802. 1D-1990: Section 4.5.3.1"

::={ dotldStp 5 }

dot 1dSt pRoot Cost OBJECT- TYPE

SYNTAX | NTEGER

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The cost of the path to the root as seen from
this bridge."

REFERENCE
"I EEE 802. 1D-1990: Section 4.5.3.2"

::={ dotldStp 6 }

dot 1dSt pRoot Port OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON

"The port nunber of the port which offers the
| owest cost path fromthis bridge to the root
bri dge."

REFERENCE
"| EEE 802. 1D- 1990: Section 4.5.3.3"

::={ dotldStp 7 }

dot 1dSt pMaxAge OBJECT- TYPE
SYNTAX Ti neout
ACCESS read-only
STATUS nandatory
DESCRI PTI ON

"The maxi mum age of Spanning Tree Protocol
i nformation | earned fromthe network on any port
before it is discarded, in units of hundredths of
a second. This is the actual value that this
bridge is currently using."

REFERENCE
"| EEE 802. 1D-1990: Section 4.5. 3. 4"

::={ dotldStp 8 }

dot 1dSt pHel | oTi me OBJECT- TYPE
SYNTAX Ti meout
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
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"The anmpunt of time between the transm ssion of
Configuration bridge PDUs by this node on any port
when it is the root of the spanning tree or trying
to becone so, in units of hundredths of a second.
This is the actual value that this bridge is
currently using."

REFERENCE
"| EEE 802. 1D- 1990: Section 4.5.3.5"

::={ dotldStp 9 }

dot 1dSt pHol dTi me OBJECT- TYPE

SYNTAX | NTEGER

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"This time value determ nes the interval length
during which no nore than two Configuration bridge
PDUs shall be transmitted by this node, in units
of hundredths of a second.”

REFERENCE
"| EEE 802. 1D- 1990: Section 4.5. 3. 14"

::={ dotldStp 10 }

dot 1dSt pFor war dDel ay OBJECT- TYPE

SYNTAX Ti meout

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"This tinme value, nmeasured in units of hundredths
of a second, controls how fast a port changes its
spanni ng state when noving towards the Forwarding
state. The value determ nes how | ong the port
stays in each of the Listening and Learning
states, which precede the Forwarding state. This
value is also used, when a topol ogy change has
been detected and is underway, to age all dynamc
entries in the Forwardi ng Database. [Note that
this value is the one that this bridge is
currently using, in contrast to
dot 1dSt pBri dgeForwar dDel ay which is the val ue that
this bridge and all others would start using
i f/when this bridge were to becone the root.]"

REFERENCE
"| EEE 802. 1D- 1990: Section 4.5.3.6"

::={ dotldStp 11 }

dot 1dSt pBri dgeMaxAge OBJECT- TYPE
SYNTAX Ti meout (600..4000)
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"The value that all bridges use for MaxAge when
this bridge is acting as the root. Note that
802. 1D- 1990 specifies that the range for this

paraneter is related to the val ue of

dot 1dSt pBri dgeHel | oTi me. The granularity of this
timer is specified by 802.1D 1990 to be 1 second.
An agent nay return a badValue error if a set is
attenpted to a val ue which is not a whol e nunber

of seconds."
REFERENCE

"| EEE 802. 1D- 1990: Section 4.5.3.8"
::={ dotldStp 12 }

dot 1dSt pBri dgeHel | oTi mre OBJECT- TYPE
SYNTAX Ti meout (100..1000)
ACCESS read-wite
STATUS nandat ory
DESCRI PTI ON

"The value that all bridges use for HelloTime when

this bridge is acting as the root. The

granularity of this tiner is specified by 802. 1D
1990 to be 1 second. An agent may return a
badVal ue error if a set is attenpted to a val ue

which is not a whol e nunber of seconds."

REFERENCE

"| EEE 802. 1D- 1990: Section 4.5.3.9"
::={ dotldStp 13 }

dot 1dSt pBri dgeFor war dDel ay OBJECT- TYPE
SYNTAX Ti neout (400..3000)
ACCESS read-wite
STATUS nandat ory
DESCRI PTI ON

"The value that all bridges use for ForwardDel ay

when this bridge is acting as the root.

Not e t hat

802. 1D- 1990 specifies that the range for this

paraneter is related to the val ue of

dot 1dSt pBri dgeMaxAge. The granularity of this

timer is specified by 802.1D 1990 to be 1 second.
An agent nmay return a badValue error if a set is
attenpted to a value which is not a whol e nunber

of seconds."
REFERENCE

"| EEE 802. 1D-1990: Section 4.5.3.10"
::={ dotldStp 14 }
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-- The Spanning Tree Port Table

dot 1dSt pPort Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1dSt pPort Entry

ACCESS not - accessi bl e

STATUS nandat ory

DESCRI PTI ON
"A table that contains port-specific information
for the Spanning Tree Protocol."

::={ dotldStp 15 }

dot 1dSt pPort Entry OBJECT- TYPE

SYNTAX Dot 1dSt pPort Entry

ACCESS not - accessi bl e

STATUS nandat ory

DESCRI PTI ON
"Alist of information maintained by every port
about the Spanning Tree Protocol state for that
port."

I NDEX { dot 1dStpPort }

::={ dotldStpPortTable 1}

Dot 1dSt pPortEntry :: =
SEQUENCE {

dot 1dSt pPor t
| NTEGER,

dot 1dSt pPortPriority
| NTEGER,

dot 1dSt pPort St at e
| NTEGER,

dot 1dSt pPor t Enabl e
| NTEGER,

dot 1dSt pPor t Pat hCost
| NTEGER,

dot 1dSt pPor t Desi gnat edRoot
Bri dgel d,

dot 1dSt pPor t Desi gnat edCost
| NTEGER,

dot 1dSt pPor t Desi gnat edBri dge
Bri dgel d,

dot 1dSt pPor t Desi gnat edPor t
OCTET STRI NG,

dot 1dSt pPort Forwar dTransi ti ons
Count er

}

dot 1dSt pPort OBJECT- TYPE
SYNTAX | NTEGER (1..65535)
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ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"The port nunber of the port for which this entry
contai ns Spanni ng Tree Protocol managenent
i nformation."
REFERENCE
"I EEE 802. 1D-1990: Section 6.8.2.1.2"
::={ dotldStpPortEntry 1 }

dot 1dSt pPort Priority OBJECT- TYPE

SYNTAX | NTEGER (0. . 255)

ACCESS read-wite

STATUS nandat ory

DESCRI PTI ON
"The value of the priority field which is
contained in the first (in network byte order)
octet of the (2 octet long) Port ID. The other
octet of the Port IDis given by the val ue of
dot 1dSt pPort . "

REFERENCE
"| EEE 802. 1D- 1990: Section 4.5.5.1"

::={ dotldStpPortEntry 2 }

dot 1dSt pPort St at e OBJECT- TYPE
SYNTAX | NTEGER {

di sabl ed(1),
bl ocki ng(2),
l'i stening(3),
| ear ni ng(4),
forwardi ng(5),
br oken( 6)

}
ACCESS read-only
STATUS nandat ory

DESCRI PTI ON
"The port’s current state as defined by
application of the Spanning Tree Protocol. This
state controls what action a port takes on
reception of a frame. |If the bridge has detected
a port that is malfunctioning it will place that

port into the broken(6) state. For ports which
are di sabl ed (see dot 1dSt pPort Enabl e), this object
wi Il have a val ue of disabled(1)."

REFERENCE
"I EEE 802. 1D-1990: Section 4.5.5.2"

::={ dotldStpPortEntry 3}
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dot 1dSt pPor t Enabl e OBJECT- TYPE
SYNTAX | NTEGER {
enabl ed( 1),
di sabl ed( 2)

}
ACCESS read-wite
STATUS nandat ory
DESCRI PTI ON
"The enabl ed/ di sabl ed status of the port."
REFERENCE
"I EEE 802. 1D-1990: Section 4.5.5.2"
::={ dotldStpPortEntry 4 }

dot 1dSt pPor t Pat hCost OBJECT- TYPE
SYNTAX | NTEGER (1..65535)
ACCESS read-wite
STATUS nandat ory
DESCRI PTI ON

"The contribution of this port to the path cost of
pat hs towards the spanning tree root which include
this port. 802.1D 1990 recommends that the
default value of this parameter be in inverse
proportion to the speed of the attached LAN."
REFERENCE
"| EEE 802. 1D- 1990: Section 4.5.5.3"
::={ dotldStpPortEntry 5 }

dot 1dSt pPor t Desi gnat edRoot OBJECT- TYPE
SYNTAX Bridgeld
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON

"The uni que Bridge ldentifier of the Bridge
recorded as the Root in the Configuration BPDUs
transnmitted by the Designated Bridge for the
segnent to which the port is attached.”
REFERENCE
"I EEE 802. 1D-1990: Section 4.5.5.4"
::={ dotldStpPortEntry 6 }

dot 1dSt pPor t Desi gnat edCost OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON

"The path cost of the Designated Port of the
segnent connected to this port. This value is
conmpared to the Root Path Cost field in received
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bri dge PDUs."
REFERENCE

"| EEE 802. 1D- 1990: Section 4.5.5.5"
::={ dotldStpPortEntry 7 }

dot 1dSt pPor t Desi gnat edBri dge OBJECT- TYPE

SYNTAX Bridgeld

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The Bridge ldentifier of the bridge which this
port considers to be the Designated Bridge for
this port’s segnent.”

REFERENCE
"| EEE 802. 1D- 1990: Section 4.5.5.6"

::={ dotldStpPortEntry 8 }

dot 1dSt pPor t Desi gnat edPort OBJECT- TYPE

SYNTAX OCTET STRING (S| ZE (2))

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The Port Identifier of the port on the Designated
Bridge for this port’'s segnent."

REFERENCE
"I EEE 802. 1D-1990: Section 4.5.5.7"

::={ dotldStpPortEntry 9 }

dot 1dSt pPort Forwar dTransi ti ons OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The nunber of times this port has transitioned
fromthe Learning state to the Forwarding state.”

::={ dotldStpPortEntry 10 }

-- the dot 1dTp group

-- Inmplenentation of the dotldTp group is optional. It is

-- inmplenented by those bridges that support the transparent
-- bridging node. A transparent or SRT bridge wll inplenent
-- this group.

dot 1dTpLear nedEnt ryDi scards OBJECT- TYPE
SYNTAX Count er
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ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The total nunber of Forwardi ng Database entries,
whi ch have been or woul d have been | earnt, but
have been di scarded due to a | ack of space to
store themin the Forwarding Database. |If this
counter is increasing, it indicates that the
Forwar di ng Dat abase is regularly beconing full (a
condi ti on whi ch has unpl easant perfornmance effects
on the subnetwork). If this counter has a
significant value but is not presently increasing,
it indicates that the problem has been occurring
but is not persistent.”

REFERENCE
"I EEE 802. 1D-1990: Section 6.7.1.1.3"

::={ dotldTp 1 }

dot 1dTpAgi ngTi me OBJECT- TYPE

SYNTAX | NTEGER (10..1000000)

ACCESS read-wite

STATUS mandatory

DESCRI PTI ON
"The timeout period in seconds for aging out
dynami cally | earned forwarding information
802. 1D- 1990 recommends a default of 300 seconds."

REFERENCE
"| EEE 802. 1D-1990: Section 6.7.1.1.3"

::={ dotldTp 2 }

-- The Forwardi ng Database for Transparent Bridges

dot 1dTpFdbTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1dTpFdbEntry

ACCESS not - accessi bl e

STATUS nandat ory

DESCRI PTI ON
"A table that contains information about unicast
entries for which the bridge has forwarding and/ or
filtering information. This information is used
by the transparent bridging function in
determ ning how to propagate a received franme."

::={ dotldTp 3}

dot 1dTpFdbEntry OBJECT- TYPE

SYNTAX Dot 1dTpFdbEntry
ACCESS not-accessi bl e
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STATUS nandat ory

DESCRI PTI ON
"Informati on about a specific unicast MAC address
for which the bridge has sone forwardi ng and/ or
filtering information."”

| NDEX { dot 1dTpFdbAddress }

::={ dot1dTpFdbTable 1 }

Dot 1dTpFdbEntry :: =
SEQUENCE {
dot 1dTpFdbAddr ess
MacAddr ess,
dot 1dTpFdbPor t
| NTEGER,
dot 1dTpFdbSt at us
| NTEGER

}

dot 1dTpFdbAddr ess OBJECT- TYPE

SYNTAX MacAddress

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"A uni cast MAC address for which the bridge has
forwarding and/or filtering information."

REFERENCE
"l EEE 802. 1D- 1990: Section 3.9.1, 3.9.2"

::={ dot1dTpFdbEntry 1 }

dot 1dTpFdbPort OBJECT- TYPE

SYNTAX | NTEGER

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"Either the value "0, or the port nunber of the
port on which a frame having a source address
equal to the value of the correspondi ng instance
of dot 1dTpFdbAddress has been seen. A val ue of
0" indicates that the port number has not been
| earned but that the bridge does have sone
forwarding/filtering information about this
address (e.g. in the dotldStaticTable).
| mpl enmentors are encouraged to assign the port
value to this object whenever it is |earned even
for addresses for which the correspondi ng val ue of
dot 1dTpFdbStatus is not |earned(3)."

::={ dot1dTpFdbEntry 2 }
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dot 1dTpFdbSt at us OBJECT- TYPE

SYNTAX | NTEGER {
ot her (1),
i nval id(2),
| ear ned( 3),
self(4),
nmgnt (5)
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON

"The status of this entry.

val ues are:

ot her (1)

i nval i d(2)

| ear ned( 3)

self(4)

mgnt ( 5)

The meani ngs of the

none of the following. This would
i ncl ude the case where sone ot her
M B object (not the correspondi ng

i nstance of dot 1dTpFdbPort, nor an
entry in the dotldStaticTable) is
bei ng used to deternmine if and how
frames addressed to the val ue of
the correspondi ng i nstance of

dot 1dTpFdbAddr ess are being

f or war ded.

this entry is not |onger valid
(e.g., it was | earned but has since
aged-out), but has not yet been
flushed fromthe table.

t he val ue of the corresponding
i nstance of dot 1dTpFdbPort was
| earned, and is being used.

t he val ue of the corresponding
i nstance of dot 1dTpFdbAddress
represents one of the bridge' s
addresses. The correspondi ng

i nstance of dot 1dTpFdbPort

i ndi cates which of the bridge’s
ports has this address.

t he val ue of the corresponding

i nstance of dot 1dTpFdbAddress is
al so the value of an existing

i nstance of dot1dStati cAddress."

::={ dot 1dTpFdbEntry 3 }
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-- Port Table for Transparent Bridges

dot 1dTpPort Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1dTpPortEntry

ACCESS not - accessi bl e

STATUS nandat ory

DESCRI PTI ON
"A table that contains information about every
port that is associated with this transparent
bri dge."

::={ dotldTp 4 }

dot 1dTpPort Entry OBJECT- TYPE

SYNTAX Dot 1dTpPortEntry

ACCESS not - accessi bl e

STATUS nandat ory

DESCRI PTI ON
"Alist of information for each port of a
transparent bridge."

| NDEX { dot 1dTpPort }

::={ dotldTpPortTable 1 }

Dot 1dTpPortEntry ::=
SEQUENCE {

dot 1dTpPort
| NTEGER,

dot 1dTpPort MaxI nf o
| NTEGER,

dot 1dTpPor t | nFr anes
Count er,

dot 1dTpPort Qut Fr anes
Count er,

dot 1dTpPort | nDi scards
Count er

}

dot 1dTpPort OBJECT- TYPE

SYNTAX | NTEGER (1..65535)

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The port nunber of the port for which this entry
contai ns Transparent bridgi ng managenent
i nformation."

::={ dotldTpPortEntry 1 }

-- It would be nice if we could use ifMu as the size of the
-- largest INFOfield, but we can’t because ifMu is defined
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-- to be the size that the (inter-)network |layer can use which
-- can differ fromthe MAC | ayer (especially if several |ayers
-- of encapsul ation are used).

dot 1dTpPor t Maxl nf o OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nandat ory

DESCRI PTI ON
"The maxi mum si ze of the INFO (non-MAC) field that
this port will receive or transmt."

::={ dotldTpPortEntry 2 }

dot 1dTpPort | nFranes OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The nunmber of franes that have been received by
this port fromits segment. Note that a frane
received on the interface corresponding to this
port is only counted by this object if and only if
it is for a protocol being processed by the |ocal
bridgi ng function, including bridge nanagenent
frames. "

REFERENCE
"I EEE 802. 1D-1990: Section 6.6.1.1.3"

::={ dotldTpPortEntry 3 }

dot 1dTpPor t Qut Franes OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS nandat ory

DESCRI PTI ON
"The nunber of franes that have been transmtted
by this port to its segnent. Note that a frane
transmtted on the interface corresponding to this
port is only counted by this object if and only if
it is for a protocol being processed by the |ocal
bridgi ng function, including bridge nanagenent
frames. "

REFERENCE
"I EEE 802. 1D-1990: Section 6.6.1.1.3"

::={ dotldTpPortEntry 4 }

dot 1dTpPort | nDi scards OBJECT- TYPE

SYNTAX  Counter
ACCESS read-only
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STATUS  mandatory

DESCRI PTI ON
"Count of valid frames received which were
di scarded (i.e., filtered) by the Forwarding
Process. "

REFERENCE
"| EEE 802. 1D-1990: Section 6.6.1.1.3"

::={ dotldTpPortEntry 5 }

-- The Static (Destination-Address Filtering) Database

| npl ementation of this group is optional.

dot 1dSt ati cTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 1dStati cEntry

ACCESS not - accessi bl e

STATUS nandat ory

DESCRI PTI ON
"A table containing filtering information
configured into the bridge by (local or network)
managenent specifying the set of ports to which
frames received fromspecific ports and contai ning
specific destination addresses are allowed to be
forwarded. The value of zero in this table as the
port number fromwhich frames with a specific
destination address are received, is used to
specify all ports for which there is no specific
entry in this table for that particul ar
destination address. Entries are valid for
uni cast and for group/broadcast addresses."

REFERENCE
"I EEE 802. 1D-1990: Section 6.7.2"

::={ dotldStatic 1 }

dot 1dSt ati cEntry OBJECT- TYPE

SYNTAX Dot 1dStati cEntry

ACCESS not - accessi bl e

STATUS nandat ory

DESCRI PTI ON
"Filtering information configured into the bridge
by (local or network) managenent specifying the
set of ports to which frames received froma
specific port and containing a specific
destination address are allowed to be forwarded."

REFERENCE
"| EEE 802. 1D-1990: Section 6.7.2"
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INDEX { dot 1dStati cAddress, dot1ldStaticReceivePort }
::={ dotldStaticTable 1 }

Dot 1dStati cEntry ::=
SEQUENCE {

dot 1dSt ati cAddr ess
MacAddr ess,

dot 1dSt ati cRecei vePort
| NTECER,

dot 1dSt ati cAl | onedToGoTo
OCTET STRI NG

dot 1dSt ati ¢St at us
| NTEGER

}

dot 1dSt at i cAddr ess OBJECT- TYPE

SYNTAX MacAddress

ACCESS read-wite

STATUS nandat ory

DESCRI PTI ON
"The destination MAC address in a frame to which
this entry’'s filtering information applies. This
obj ect can take the value of a unicast address, a
group address or the broadcast address.”

REFERENCE
"| EEE 802. 1D-1990: Section 3.9.1, 3.9.2"

::={ dotldStaticEntry 1 }

dot 1dSt at i cRecei vePort OBJECT- TYPE

SYNTAX | NTEGER

ACCESS read-wite

STATUS nandat ory

DESCRI PTI ON
"Either the value "0, or the port nunber of the
port fromwhich a frame nust be received in order
for this entry’'s filtering information to apply.
A val ue of zero indicates that this entry applies
on all ports of the bridge for which there is no
ot her applicable entry."

::={ dotldStaticEntry 2 }

dot 1dSt ati cAl |l ownedToGoTo OBJECT- TYPE
SYNTAX OCTET STRI NG
ACCESS read-wite
STATUS nandat ory
DESCRI PTI ON
"The set of ports to which frames received froma
specific port and destined for a specific MAC
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address, are allowed to be forwarded. Each octet
within the value of this object specifies a set of
ei ght ports, with the first octet specifying ports
1 through 8, the second octet specifying ports 9
through 16, etc. Wthin each octet, the nost
significant bit represents the | owest nunbered
port, and the least significant bit represents the
hi ghest nunbered port. Thus, each port of the
bridge is represented by a single bit within the
value of this object. |If that bit has a val ue of
"1’ then that port is included in the set of
ports; the port is not included if its bit has a
value of "0’". (Note that the setting of the bit
corresponding to the port fromwhich a frane is
received is irrelevant.) The default val ue of
this object is a string of ones of appropriate
| ength.”

::={ dotldStaticEntry 3}

dot 1dSt ati cSt at us OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1),
i nval id(2),
per manent ( 3),
del et eOnReset (4),
del et eOnTi neout (5)

}

ACCESS read-wite

STATUS nandat ory

DESCRI PTI ON
"This object indicates the status of this entry.
The default value is permanent(3).

other(1) - this entry is currently in use but
the conditions under which it wll
remain so are different fromeach of the
foll ow ng val ues.

invalid(2) - witing this value to the object
renmoves the corresponding entry.

permanent (3) - this entry is currently in use
and will remain so after the next reset
of the bridge.

del eteOnReset(4) - this entry is currently in
use and will remain so until the next
reset of the bridge.

del eteOnTineout (5) - this entry is currently
in use and wWill remain so until it is
aged out."
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::={ dotldStaticEntry 4 }

-- Traps for use by Bridges
-- Traps for the Spanning Tree Protocol

newRoot TRAP- TYPE

ENTERPRI SE dot 1dBri dge

DESCRI PTI ON
"The newRoot trap indicates that the sendi ng agent
has becone the new root of the Spanning Tree; the
trap is sent by a bridge soon after its election
as the new root, e.g., upon expiration of the
Topol ogy Change Ti ner i medi ately subsequent to
its election. Inplenentation of this trap is
optional ."

=1

t opol ogyChange TRAP- TYPE

ENTERPRI SE dot 1dBri dge

DESCRI PTI ON
"A topol ogyChange trap is sent by a bridge when
any of its configured ports transitions fromthe
Learning state to the Forwarding state, or from
the Forwarding state to the Blocking state. The
trap is not sent if a newRoot trap is sent for the
same transition. Inplenmentation of this trap is
optional ."

END
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8. Security Considerations

Security issues are not discussed in this neno.
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