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Status of this Meno

This meno provides information for the Internet conmmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

| ESG Not e

This protocol has not had the benefit of | ETF Wrking G oup review,
but a cursory exami nation reveals several issues which nay be
significant issues for scalability. A site considering depl oynent
shoul d conduct a careful analysis to ensure they understand the
potential inpacts.

Abstract

Thi s docunent specifies the service nodel, the notation and protocol
for Efficient Short Renpte Operations (ESRO. The ESRO service is
simlar to and is consistent with other Renote Procedure Cal
services. The enphasis of ESRO service definition and the ESRO
protocol is on efficiency. ESRO is designed specifically with

wirel ess network (e.g., CDPD) usage in nind.

ESRO protocol provides reliable connectionless renote operation
services on top of UDP (or any other non-reliable connectionless
transport service) with mninumoverhead. ESRO protocol supports
segnentati on and reassenbly, concatenation and separation as well as
nmul ti pl exing for service users (applications).

ESRO al l ows for trade-offs between efficiency and reliability by
speci fying both 2-way hand- shake and 3-way hand- shake based protocols.

Encodi ng nechani sns for presentation of the paranmeters of renote

operations are outside the scope of this docunment. But,
identification (tagging) of the encoding mechanismin use (e.g., XDR
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BER, PER) is supported by ESRO protocol.
A variety of applications can use the ESRO protocol. Sone early

applications using ESRO i nclude efficient short nessage subni ssion and
delivery, credit card authorization and white pages | ookup.
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1 | NTRODUCTI ON
Efficient Short Renote Operations (ESRO provide an efficent
mechani smfor realization of Renote Procedure Call. This docunent
speci fi es many aspects of ESRO i ncl udi ng:
o Servi ce Mbdel
o Service Prinmtves
o A Notation for user of the Service

o Confirmed Connectionless Protocol (based on a 3-way hand-shake)

o Unconfirmed Connectionl ess Protocol (based on a 2-way hand- shake)
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1.1 Relationship To Existing Renpte Operation Services

The overall nodel of ESROis sinmilar to and consistent with nany
exi sting protocols. ESRO s distinguishing characteristic is
efficiency.

A brief conparison of ESRO and Renpte Procedure Calls [7] and Renote
Qperation Service Elenments [1] foll ows.

1.1.1 ESRO and RPC

Renote Procedure Call (RPC) is specified in [7] (RFC 1831) and [ 6]
(RFC- 1833).

RPC specifications define a renote procedure nodel that is
essentially sane as ESRO. RPC s notation uses a syntax quite
different fromthat of ESRO. RPC can rely on a connection oriented or
connectionl ess transport mnmechanism \Wen using the connectionl ess
mechani sm the retransmission and reliability issues are considered
beyond the scope of the RPC specification. RPCis usually used in
conbi nation with External Data Representation, XDR [8] (RFC 1832).

1.1.2 ESRO and RCSE

ROSE is specified in [1] and [2]. The service definition for ESRO
Service (ESROS) specified in this docunment is simlar ROSE s
Notation. The Notation specified in this document for ESRCS is
simlar ROSE' s Notation. The ESRO protocol specified in this
docunent is very different fromthe ROSE protocol [2].

The operation nodel for ESRO Service (ESRCS) is based on Renpte
Qperations Services Element (ROSE) in [1]. |In ESRCS nodel both
entities can invoke operations.

ESRO protocol s can acconplish short operations with rmuch | ess
over head t han ROSE.

1.2 Overview of ESRCS

ESRCS provides a service which supports interaction of applications
based on a renpte operation nodel. A Renote Operation is invoked by
one entity; the other entity attenpts to performthe Renpte Operation
and then reports the outcone of the attenpt. The ESRCS protocol is
desi gned such that it could support many applications.
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1.3 The Renpte Operation Mdel

ESRCS provides for performance of operations between two peer

subl ayers. Users of the ESROS assune the roles of invoker and
performer which invoke and performthe operations respectively. An
ESRCS- User can assune both roles and be an invoker for sone
operations and be a perfornmer for other operations. The perforner is
expected to report either the result of the operation or an error. A
result reply is sent to the invoker if the operation is successful,
and an error reply is sent if the operation is unsuccessful. |If the
perforner is unreachable, the ESRCS sends a failure indication
primtive to the invoker.

Operations are asynchronous and the invoker may continue to invoke
further operations without waiting for a reply. Synchronous or
serialized operations are also supported as a subset and a speci al
case of asynchronous service. By default the ESRO service provider
on both invoker and performer sides supports the asynchronous
operation invocation. However, if one side is to support only
serialized (synchronous) node, it should be in agreement with the
peer side.

ESRCS has no aut hentication nechanism Authentication is the
responsibility of the perfornmer (which is outside of the scope of
ESROS) and the perforner is not expected to honor the invoker when it
i s not authenticat ed.

The ESRCS operation nodel is represented in Figure 1. In this
exanpl e, the ESRCS User on the left is the Invoker and the ESROS User
on the right is the Performer. The Provider is the entity providing
a service to the layer above it.
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Figure 1: ES Renote Operation Mdel
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| nvoker Per f or mer
ESRO SAP ESRO SAP

| |
ESRCS- | NVOKE. r eq. | | ESROS- I NVCKE. i nd.
-------- D LR [--------> e -

ESRCS- RESULT. r eq.

ESRCS- ERROR. i nd.

ESRCS- FAI LURE. i nd.

Figure 2: Tinme sequence diagramfor ESRO services

2 ESRO SERVI CE DEFI NI TI ONS
ESRO service primtives are illustrated in Figure 2, Table 1 and
Table 2. The description of services and primtives conmes in the
foll ow ng sections.

ESRCS- User accesses ESRO services through Efficient Short Renpte
Operations Service Access Point (ESRO SAP) as shown in Figure 2.

The RESULT. request, ERROR request and FAILURE.indication service
primtives can be inplenented in two different nodes:
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1. Acknow edged Result, and

2. Non- Acknow edged Result

ESRO Service | Type |
I I

ESRCS- | NVOKE | Non- confi r ned |
ESRCS- | NVOKE- P | Provi der-initiated |
ESROCS- RESULT | Confirmed / Non-confirnmed |
I

I

I

ESRCS- ERROR | Confirmed / Non-confirnmed
ESRCS- FAI LURE | Provider initiated

I
Tabl e 1: ESRO Services

as described below. The difference between different nodes is in
their reliability of service and efficiency. Reliability of service
i s defined based on the understandi ng of invoker and perforner about
the success or failure of the operation on the peer side. Table 3
and Tabl e 4 sunmari ze understandi ng of performer about success or
failure on invoker side in different situations. 1In these tables the
FAI LURE. i ndi cation refers to the prinitive generated by protocol and
not the failure of |ocal provider.

2.1 Acknow edged Result Service Mde

In this service node, the result is acknow edged by invoker, but the
nmechani sm by whi ch the acknow edgnent is acconplished may not be
reliable. Table 3 sunmarizes the relationship between perforner and
i nvoker in success and failure cases.

2.1.1 Perforner side

In this type of service, the RESULT. confirm and ERROR confirm
primtives on perforner side are generated if the result/error is
acknowl edged by i nvoker.

The FAILURE.indication on performer side is generated if result/error
is not acknowl edged by invoker or if there is a local failure on
performer side.

>From t he protocol point of view, the FAILURE. indication m ght be
because either the result/error PDU or the ack PDU is lost. The
outcone of this is that a FAILURE.indication is not robust as the
operation may have been successful fromthe invoker’s perspective.
One nethod of conpensating for this shortcom ng is having the
performer verify the FAILURE.indication in a separate operation
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| Primtive

|
| ESRCS- FAI LURE. i ndi cati on
I

| Par anet er s

| Oper ati on-val ue

| Per f or mer - addr ess

| I nvoke- ar gunent - encodi ng-t ype
| I nvoke- ar gunent

| Oper ati on-val ue

| I nvoker - addr ess

| I nvoke- ar gunent - encodi ng-t ype
| I nvoke- ar gunent

| I nvoke-1D

| Resul t - ar gunent - encodi ng-t ype
| Resul t - ar gunent
| I nvoke-1D

| Resul t - ar gunent - encodi ng-t ype
| Resul t - ar gunent
| I nvoke-1D

| Error-val ue
| Error-argunent - encodi ng-type
| Error-argunment

| Error-val ue

| Error-argunent - encodi ng-type
| Error-argunment

| I nvoke-1D

| Fai | ure-val ue
| I nvoke-1D

Tabl e 2:
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| Servi ce Mbde | Per f or mer | I nvoker |
I L i e |
| Acknowl edged Result | RESULT. confirm | RESULT. i ndi cation |
I Rt LR P |
| | FAI LURE. i ndi cati on | RESULT. i ndi cation |
| | (protocol) | |
| |- ocmem e e e
| | FAI LURE. i ndi cati on | FAI LURE. i ndi cation |
| | (protocol) | (protocol) |
I I

Table 3: Success and Failure in Acknow edged Result Mbode

| Servi ce Mode | Per f or mer | I nvoker |
I e Fo e e e e i oo oo o e e e e e e oo oo |
| Non- acknow edged Result | RESULT. confirm | RESULT. i ndi cation |
| Fo e e e e i oo oo o e e e e e e oo oo |
| | RESULT. confirm | FAI LURE. i ndi cati on |
| | | (protocol) |
| Fo e e e e i oo oo o e e e e e e oo oo |
| | FAI LURE. i ndi cation | |
| | (protocol) | |
| | does not | --- |
| | exi st | |
I I I

Table 4: Success and Failure in Non-acknow edged Result Mbode

2.1.2 I|nvoker side

When invoker receives failure indication, the perforner has the
failure indication too.

This type of service can be inplenented by protocols based on 3-Way
handshaki ng.

2.2 Non-acknow edged Result
In this service node the result is not acknow edged. Table 4

summari zes the relationship between performer and invoker in success
and failure cases.
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2.2.1 Perforner side

In this type of service, the RESULT. confirm and ERROR confirm
primtives on performer side are generated wi thout receiving
additional information fromthe invoker peer. |In other words, these
Primtives have no protocol -rel ated neani ng and convey nho

i nformati on, other than end-of - operation.

The FAI LURE. i ndication on perfornmer side is not generated by

protocol. The only case that can generate FAILURE. indication on
performer side is local failure in service provider on performer
si de.

2.2.2 Invoker side

The FAI LURE. i ndication on invoker side can be the resultof not
receiving result/error/failure frompeer performer or it can result
fromfailure in | ocal service provider

This type of service can be inplenented by protocols based on 2-Way
handshaki ng.

2.3 Serialized Use of ESRO Services

Al t hough the ESRO Services are defined to support asynchronous
operation invocation in general, they can be used in the special case
of synchronous (serialized) node too. The serialized use of ESRO
Services is inplenentation specific. However, one of the possible
scenarios is as follows:

2.3.1 |Invoker

| nvokes an operation after it receives either RESULT. i ndication,
ERROR. i ndi cation, or FAILURE.indication for the previous operation.

2.3.2 Performer
Consi ders an operation to be conplete and accepts the next operation

after it receives RESULT.confirm ERROR confirm or
FAI LURE. i ndi cati on
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| nvoker Per f or mer
ESRCS AP ESRCS AP

| |
ESRCS- | NVOKE. r eq. | | ESROS- I NVCKE. i nd.
-------- D LR [--------> e -

I
I
I
I
I
I
Figure 3: Tinme sequence diagramfor ESROS-I NVOKE service

2.4 ESRCS-| NVOKE Service

The ESRCOS-1 NVOKE service is used by an ESRCS-User (the invoker) to
cause the invocation of an OPERATION to be performed by the other
ESRCS- User (the perfornmer).

ESRCS I nvoker User issues ESROS-I NVCKE. request primitive to invoke an
operati on.

ESRCS- | NVOKE. i ndi cation primtive provides the ESROS Performer User
with the parameters of the invoked operation.

ESRO Service Provider issues the ESROS-1 NVOKE-P.confirmprimtive to
provi de the ESRCS I nvoker User with Invoke-1D of the invoked
operati on.

The rel ated service structure consists of three service prinitives as
illustrated in Figure 3 and Tabl e 5.

2.4.1 COperation-val ue
This value is the identifier of the operation to be invoked. The
val ue is agreed upon between the ESROS Users. This paraneter has to
be supplied by the invoker of the service.
ESRCS I nvoker User provides the Operation-val ue paranmeter for the

ESRCS- | NVOKE. request primitive. The Operation-val ue paraneter of
ESRCS- | NVOKE. i ndi cation is provided to the ESROS Perforner User.
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Primtive | Paramet ers
I
| Operati on-val ue
| Per f or mer - addr ess
ESRCS- | NVOKE. r equest | I nvoke- ar gunent - encodi ng-t ype
| I nvoke- ar gunent
I
| Operati on-val ue
| I nvoker - addr ess
| I nvoke- ar gunent - encodi ng-t ype
ESRCS- | NVOKE. i ndi cation || nvoke-argunment
| I nvoke-1D

ESROS- | NVOKE- P. confirm nvoke-1 D

I

[ 1

| Fai | ure-val ue
I

ESRCS- FAI LURE. i ndi cation | I nvoke-1D
I

Table 5: ESRCS- I NVOKE service primtives and associ ated paraneters

2.4.2 Perforner-address

This paraneter is the address of the ESROS Perforner User which

consi sts of ESRO Service Access Point (SAP) Sel ector, Transport
Servi ce Access Point (TSAP) Selector (e.g., port nunber), and Network
Servi ce Access Point (NSAP) address (e.g., |IP address). This
paraneter has to be supplied by the invoker of the service.

ESRCS | nvoker User provides the Perforner-address paraneter for the
ESRCS- | NVOKE. request primtive.

2.4.3 Invoker-address
This paraneter is the address of the ESROS | nvoker User which
consi sts of ESRO Service Access Point (SAP) Sel ector, Transport
Servi ce Access Point (TSAP) Selector (e.g. port number), and Network
Servi ce Access Point (NSAP) address (e.g. | P address).

The I nvoker-address paraneter of ESROS-1NVOKE.indication is provided
to the ESRCS Performer User.
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2.4.4 |nvoke-argunent-encodi ng-type

This paraneter identifies the encoding type of the Invoke-argunent
(see next subsection). The encoding type has to be agreed upon
bet ween ESRCS Users. This paraneter has to be supplied by the

i nvoker of the service.

ESRCS I nvoker User provides the |Invoke-argunent-encodi ng-type
paraneter for the ESROS-1 NVOKE. request primtive. The Invoke-
ar gunent - encodi ng-type paraneter of ESRCS-1 NVOKE. i ndication is
provi ded to the ESRCS Perfornmer User.

2.4.5 |nvoke-argunent

This paraneter is the argunent of the invoked operation. The type
has to be agreed between the ESROS Users. This paraneter has to be
supplied by the invoker of the service. Encoding type of the

| nvoke-argunent is specified through the Invoke-argunent-encodi ng-
type paraneter (see previous subsection).

ESRCS I nvoker User provides the |Invoke-argunent paranmeter for the
ESRCS- | NVOKE. request primitive. The |Invoke-argunment paraneter of
ESRCS- | NVOKE. i ndication is provided to the ESROS Perforner User.

2.4.6 Invoke-ID

This paraneter identifies the invocation of an ESRCS-|I NVOKE servi ce
and is used to correlate this invocation with the correspondi ng
replies (ESROS- RESULT, ESROS- ERROR, and ESROS- FAI LURE services.)
This paraneter has to be supplied by the ESROS provider.

Thi s paraneter distinguishes several invocations of the service in
progress (asynchronous operations). The ESRCS provider may begin to
reuse I nvoke-1D val ues whenever it chooses, subject to the constraint
that it may not reuse an |Invoke-ID value that was previously assigned
to an invocation of the service for which it expects, but has not yet
received a reply. In other words, the provider does not reuse a
previously used |Invoke-1D unless the corresponding service is fully
conpl et ed.
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2.4.7 Failure-val ue

This paraneter identifies the failure that occurred during the
processing or transmni ssion of any of the service primtives of ESRCS.

| nvoker Per f or mer
ESRCS AP ESRCS AP

| |
ESROS- RESULT. i nd. | | ESROS- RESULT. r eq.
-------- S [------o <o

I
I
I
I
I
I
Figure 4: Time sequence diagramfor ESROS-RESULT service

This paraneter has to be supplied by the ESRCS provider (see al so
Section 2.7).

2.5 ESROCS-RESULT Service

2.

5.

The ESROS- RESULT service is used by an ESROS User to reply to a
previ ous ESROS-1NVOKE. i ndication in the case of a successfully
perforned operation. This service is either confirnmed or non-
confirmed based on the service node (see Section 2).

The rel ated service structure consists of three service prinitives as
illustrated in Figure 4 and Tabl e 6.

1 Result-argunent-encodi ng-type

This paraneter identifies the encoding type of the Result-argunent
(see next subsection). The encoding type has to be agreed upon
between the ESROS Users. This paranmeter has to be supplied by the
ESRCS Performer User.

ESRCS Performer User provides the Result-argunent-encodi ng-type
paraneter for the ESROS- RESULT.request prinitive. The Result-
ar gunent - encodi ng-type paraneter of ESROCS- RESULT.indication is
provi ded to the ESRCS | nvoker User.
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Primtive | Par anet er s
I
| Resul t - ar gunrent - encodi ng-t ype
| Resul t - ar gunent

ESRCS- RESULT. r equest | I nvoke-1D

Resul t - ar gunent - encodi ng-t ype
Resul t - ar gunent

ESROS- RESULT. i ndi cati on | nvoke-1D

ESROS- RESULT. confirm nvoke-1 D

|
Fai | ur e-val ue

ESRCS- FAI LURE. i ndi cation || nvoke-1D
I

Table 6: ESROS-RESULT service primtives and associ ated paraneters

2.5.2 Result-argunent

This paraneter is the result of an invoked and successfully perforned
operation. The type has to be agreed between the ESROCS Users. This
paraneter has to be supplied by the invoker of the service. Encoding
type of the Result-argunment is specified through the Result-

ar gunent - encodi ng-type paraneter (see previous subsection).

ESRCS Performer User provides the Result-argunent paranmeter for the
ESRCS- RESULT. request primtive. The Result-argunment paraneter of
ESROS- RESULT. i ndi cation is provided to the ESROS I nvoker User.

2.5.3 Invoke-ID

This paraneter identifies the corresponding invocation. This

I nvoke-1D, which is originally generated by the ESROS provider at the
time of ESRCS- I NVOKE indication, is extracted fromthe I nvoke ID that
has to be supplied by the ESRCS perfornmer User. The value is that of
t he correspondi ng ESRCS- I NVOKE. i ndi cation primtive.
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| nvoker Per f or mer
ESRCS AP ESRCS AP

| |
ESRCS- ERRCR. i nd. | |
-------- S

ESRCS- ERROR. r eq.

1
1
1
1
1
1
:
N
1
1
1
1
1
1
1
1
1

|
|
| [EERERRES > ccannss
|
|
|

Figure 5: Tinme sequence diagram for ESROS- ERROR service

2.5.4 Failure-val ue

This paraneter identifies the failure that occurred during the
processing or transmni ssion of any of the service primtives of ESRCS.
This paraneter has to be supplied by the ESRCS provider (see al so
Section 2.7).

2.6 ESRGCS- ERROR Service

The ESROS- ERROR service is used by an ESRCS User to reply to a
previ ous ESROS-1 NVOKE. i ndication in the case of an unsuccessfully
perforned operation. This service is either confirnmed or non-
confirmed based on the service node (see Section 2).

The rel ated service structure consists of three service prinitives as
illustrated in Figure 5 and Table 7.

2.6.1 Error-val ue

This paraneter identifies the error in reply to a previous ESROS

| NVOKE. i ndi cation in the case of an unsuccessfully performed
operation. The value has to be agreed between the ESRCS-Users. This
paraneter has to be supplied by the ESROS Perforner User.

ESRCS Performer User provides the Error-argunment paraneter for the

ESRCS- ERROR. request primtive. The Error-argunent paraneter of
ESRCS- ERROR. i ndi cation is provided to the ESRCS | nvoker User.
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Primtive | Paramet ers

I

| Error-val ue

| Error-argunent - encodi ng-type
ESROS- ERRCR. r equest | Error-argunent

Error-val ue
Error-argunment - encodi ng-type
Error-argunent

I
I
I
ESRCS- ERROR. i ndi cati on |
|  nvoke-1D
I
I
I
I
I

ESROS- ERROR. confirm nvoke-1 D

|
Fai | ur e-val ue

ESRCS- FAI LURE. i ndi cation | I nvoke-1D
I

Table 7: ESROS-ERROR service primtives and associ ated paraneters
2.6.2 Error-argunent-encodi ng-type

This paraneter identifies the encoding type of the Error-argunent
(see next subsection). The encoding type has to be agreed upon
between the ESROS Users. This paranmeter has to be supplied by the
ESRCS Perforner User.

ESRCS Performer User provides the Error-argunent-encodi ng-type
paraneter for the ESROS- ERROR request primtive. The Error-
ar gunent - encodi ng-type paraneter of ESROS-ERRCR indication is
provi ded to the ESRCS | nvoker User.

2.6.3 FError-argunent

Thi s paraneter provides additional information about the error in
reply to a previous ESROS- I NVOKE. i ndication in the case of an
unsuccessfully perforned operation. The type (if any) has to be
agreed between the ESROS users. This paraneter has to be supplied by
the ESRCS Performer User. Encoding type of the Error-argunent is
speci fied through the Error-argunent-encodi ng-type paraneter (see
previ ous subsection).
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| nvoker Per f or mer
ESRCS AP ESRCS AP

| |

ESRCS- FAI LURE. i nd. | |
-------- S |
I

I

|

| ESRCS- FAI LURE. i nd.
| [EERERREEE SEEPEEERE
|

Figure 6: Tinme sequence diagram for ESROS- FAI LURE service

ESRCS Performer User provides the Error-argunment paraneter for the
ESRCS- ERROR. request primtive. The Error-argunent paraneter of
ESRCS- ERROR. i ndi cation is provided to the ESRCS | nvoker User.

2.6.4 Invoke-ID

This paraneter identifies the corresponding invocation. This

I nvoke-1D, which is originally generated by the ESROS provider at the
time of the ESROS-I NVCKE. i ndication, is extracted fromthe Invoke ID
whi ch has to be supplied by the ESRCS perforner User. The value is
that of the correspondi ng ESRCS- | NVOKE. i ndi cation primtive.

2.6.5 Failure-value
This paraneter identifies the failure that occurred during the
processing or transmni ssion of any of the service primtives of ESRCS.
This paraneter has to be supplied by the ESRCS provider (see al so
Section 2.7).

2.7 ESRGCS-FAI LURE Service
The ESROCS- FAI LURE service is used by ESROS provider to indicate the
failure in providing an ESRCS- | NVOKE, ESROS- RESULT, or ESROS- ERROR
servi ce.

The rel ated service structure consists of one service prinmtive as
illustrated in Figure 6 and Tabl e 8.
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Primtive | Paramet ers

| Fai | ure-val ue
ESRCS- FAI LURE. i ndi cation | I nvoke-1D

Tabl e 8: ESROS-FAILURE service primtives and associ ated paraneters

Fai |l ure Val ue | Meani ng |
I I
| Transm ssion failure |
| Qut of local resources |
| User not responding |
I
I
I

| Qut of renote resources
| Reassenbly failure

~AWNPEFO

Table 9: Encoding of Failure-val ue
2.7.1 Failure-value
This paraneter identifies the failure that occurred during the
processing or transmni ssion of any of the service primtives of ESRCS.
This paraneter has to be supplied by the ESROS provider.
The val ues for encoding of Failure-value are presented in Table 9.
2.7.2 Invoke-ID
This paraneter identifies the corresponding invocation. This
| nvoke-1D, which is originally generated by ESROS provider at the
time of the ESROS-I NVCKE. i ndication, is extracted fromthe Invoke ID
whi ch has to be supplied by ESRCS perforner User. The value is that
of the correspondi ng ESROS- |1 NVCKE. i ndication primtive.
3 ESRO SERVI CE NOTATI ON

Users of ESRO services (invoker and perforner) need to agree on a
wel | defined set of paranmeters which are enunerated bel ow.

1. The operation’s Argunent data type.
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2. The operation’s Result data type.
3. The operation’s Error data type.

4. The operation’s value. A specific tag which uniquely identifies
the operation.

The invoker and the perforner can specify these paraneters using a
variety of mechanisnms. The notation specified in this section is one
such nmechanism It is not the only machani sm and ESRO protocol can
be used i ndependent of this notation.

3.1 ES- OPERATI ON Not at i on
The Renpte Operations and Operation Errors are specified in this
section. The notation is defined by neans of the macro facility
defined in [3].

The macros enabling the specification of operations and errors are
listed in Figure 7.

Note that this notation is very simlar to the abstract operation
defined in [1]. The value formof ES-OPERATION is always an integer.

3.2 Mapping of ESROS Notation

3.2.1 Invocation of an Operation
An operation is nmapped onto the ESRO Servi ces.
The invocation of an operation is mapped on the ESRO | NVOKE service
The val ue assigned to the operation is napped on the Operation-val ue
paraneter of that service. The value of the Named-Type in the
ARGUMENT cl ause of the OPERATION Macro is mapped on the Argunent
paraneter of that service.

3.2.2 Reply of an Operation

I f an operation was successfully perfornmed, the reply is mapped on
the ESRO RESULT service

The val ue of the Nanmed-Type in the RESULT cl ause of the OPERATI ON
DEFINITIONS :: =
BEA N

ES- OPERATI ON, ERROR,
-- macro definition for operations
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4

ES- OPERATI ON MACRO : :
BEG N
TYPE NOTATI ON
VALUE NOTATI ON

Argurment Result Errors
val ue (Il ocal Val ue | NTEGER)

Ar gunent = " ARGUVENT" NanmedType | enpty
Resul t = "RESULT" ResultType | enpty
Resul t Type = NanedType | enpty
Errors = "ERRORS" "{"ErrorNanmes"}" | enpty
Er r or Names = ErrorList | enpty
ErrorLi st = Error | ErrorList "," Error
Error = val ue (ERROR) | type
NanedType = identifier type | type

END

-- macro definition for operations errors

ERROR MACRO :: =

BEA N
TYPE NOTATI ON = Par anet er
VALUE NOTATI ON = val ue (Il ocal Val ue | NTEGER)
Par anet er = "PARAMETER' NanedType | enpty
NanedType = identifier type | type

END

END

Figure 7: ES Renpbte Operation Notation
macro i s mapped on the Result paraneter of that service.

I f an operation was not successfully perforned, the reply is mapped
on the ESRO ERROR servi ce.

In this case one of the errors in the Identifier List of Error Names
in the ERROR cl ause of the OPERATION rmacro nmay be applied. The val ue
assigned to the applied error is nmapped onto the Error paramneter of
that service. The value of the Named-Type in the PARAVETER cl ause of
the ERROR macro of the applied error is mapped on the Error-
paraneter of that service.

REMOTE OPERATI ONS PROTOCOL

4.1 Overview of the Protocol

The ESRCS protocol realizes the services defined in the section
entitled ESROS Service Definitions. Short operations are perforned
in a highly efficient manner. The protocol operation is sumuarized
bel ow and is described in detail in the follow ng sections.
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Two Functional Units are defined which realize the services with 2-
Way handshake and 3-\Way handshake, called 2-Way Handshake Functi onal
Unit and 3-Way Handshake Functional Unit respectively.

The procedures specified in this section refer to Protocol

Data Units

(PDUs) which are defined in Section 4.4.

4.1.1 Service Provision (lInvoker User)

0 An ESRCS user binds to an ESRO Service Access Point (SAP) and

specifies whether 3-Way or 2-Way handshake Functional Unit is to
be associated with the SAP.

0 An ESRCS user initiates the transfer of a PDU using the | NVOKE

servi ce.

0 On recei pt of an ESROS- I NVCKE. request service primtive fromthe

ESRCS user:
-- The ESROCS provi der generates an |Invoke |D,

-- Conmuni cates the I nvoke-1D to the i nvoker of the service
t hrough the ESROS- I NVOKE-P.confirmprimtive,

4.1.2 Service Provision (Performer User)

Banan,

0 An ESRCS user binds to an ESRO Service Access Point (SAP) and

specifies whether 3-Way or 2-Way handshake Functional Unit is to
be associated with the SAP.

On recei pt of an ESRO | NVOKE- PDU, the ESROS provi der issues an
ESRCS- | NVOKE. i ndi cation to the ESROS perfornmer user.

On recei pt of ESROS- RESULT. request or ESROS- ERROR request from
the performer, the provider creates the ESRO RESULT- PDU or
ESRO- ERROR- PDU.

In the case that the provider receives an ESRO ACK- PDU for the
transnmitted ESRO RESULT- PDU or ESRO ERROR-PDU, if the
correspondi ng SAP is associated with the 3-Way Handshake
Functional Unit, it passes an ESROS- RESULT. confirm or ESROS-
ERROR confirmto the performer user. |f the correspondi ng SAP
is associated with the 2-Way handshake Functional Unit, the
ESRO ACK- PDU is dropped as an invalid PDU

In the case that the provider is not able to deliver the
ESRO- RESULT- PDU or ESRO ERROR-PDU, it issues an ESROS-
FAI LURE. i ndi cation to the perforner user. |In the case that the
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performer’s SAP is associated with the 3-Way handshake
Functional Unit and provider doesn't receive the ESRO ACK- PDU
for a transmitted ESRO RESULT- PDU or an ESRO ERROR- PDU, it
passes an ESROS- FAILURE.indication to the perforner user

o In the case that the perforner’s SAP is associated with the
3-Way handshake Functional Unit and provi der receives an ESRO
ACK-PDU for the operation, it passes an ESROS- RESULT. confirm or
ESRCS- ERROR. confirm In the case that the perforner’'s SAP is
associated with a 2-Way handshake Functional Unit and provider
doesn’t receive duplicate ESROS-1 NVOKE-PDUs fromthe invoker, it
passes an ESROS- RESULT. confirm or ESROS- ERROR confirm

0 On receipt of an ESRO FAI LURE- PDU, the ESROS provider issues an
ESRCS- FAI LURE. i ndi cation to the ESRCS perfornmer user.

4.2 Protocol Procedures
4.2.1 Service Access Point (SAP) Bind Procedure

To access the ESRO Services, an ESROS user binds to an ESRO Service
Access Point and specifies the SAP to be associated with 3-Way
handshake Functional Unit or 2-Way handshake Functional Unit. ESRCS
provi der generates a SAP descriptor which is passed to the user. The
handshaki ng for all Invoke.requests addressed to that SAP and al

PDUs addressed to that SAP will be either 3-Way or 2-Way based on the
Functional Unit associated with SAP and specified by user at SAP bind
tinme.

It is the responsibility of the ESROS peer users (invoker and
perforner) to address their operations to the appropriate SAP (3-Way
or 2-Way) based on the agreenent between users.

4.2.2 Invoke Service Procedure

An ESRCS user initiates the transfer of a PDU using the | NVOKE
servi ce.

On recei pt of an ESRO | NVOKE- PDU, t he ESROS provi der sends an ESRCS-
| N\VOKE. i ndication primtive to the ESROCS perforner user.

4.2.3 Invoke ID Assignhment Procedure

On recei pt of an ESROS-1 NVOKE. request primtive fromthe ESROS user,
the ESRCS provi der generates two i nvoke identifiers:
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0 I nvoke- Ref erence-Nunber: Uniquely identifies the invocation
between the two peers. This is a PDU field with a length of 8
bits (see section 4.4).

0 I nvoke-ID Paraneter: Uniquely identifies the invocation to the
service user. This Invoke-ID-Paraneter is a conbination of the
| nvoke- Ref er ence- Nunber descri bed above and the i nvoker address,
perforner address, and the SAP Sel ector.

The provider comruni cates the Invoke-I1D- Paranmeter to the invoker of
the | NVOKE service through the ESROS-1 NVOKE-P.confirmprimtive.

The | nvoke- Ref erence- Nunber di stingui shes several invocations of the
service in progress (asynchronous operations). It is also used as
segnent identifier when a Service Data Unit (SDU) is transferred
usi ng segnentation and reassenbly. The ESROS provider may begin to
reuse the I nvoke- Ref erence- Nunber val ues whenever it chooses, subject
to the constraint that it nay not reuse an I nvoke- Ref er ence- Nunber
val ue that was previously assigned to an invocation of the service
for which it expects, but has not yet received, a reply. In other
words the provider does not reuse a previously used |nvoke-

Ref er ence- Number unl ess the corresponding service is fully conpleted.
The sane val ue of the Invoke-Reference-Nunber can be reused to
identify the invocation between different peer entities. In that
case, the conbination of the peer entity' s address and the | nvoke-
Ref er ence- Number guar antees uni que identification of each invocation

4.2.4 Functional Unit Selection Procedure
When an ESRO Services user binds to an ESRO SAP, it associates its
SAP descriptor to 3-Way Handshake Functional Unit or 2-Way Handshake
Functional Unit.
Based on the Functional Unit associated with SAP, provider selects
t he correspondi ng Functional Unit for all Invoke Requests or PDUs
addressed to that SAP

4.3 Connectionless PDU Transfer For Small PDUs

4.3.1 Overview

PDUs sent by UDP use port ESRO CL_PORT. PDUs carried by UDP are
restricted to CLRO SMALL_PDU MAX SI ZE bytes (see 4.6.1)

Each PDU is encapsul ated in a single UDP datagram
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For PDUs | arger than CLRO SMALL_PDU MAX SI ZE but smaller than
CLRO_SEGVENTED_PDU MAX Sl ZE bytes (see 4.6.1), segnentation and
reassenbly is used and each segnent is transnitted in a UDP dat agram

PDUs sent using UDP nmay be lost, and hence a retransm ssion strategy

is defined. Wen a PDU is segnented, the retransmi ssion strategy is

not applied to individual segnents (i.e., loss of one segnent results
in retransnission of the whole SDU).

The optimal UDP retransmission policy will vary with the performance
of the network and the needs of the transmitter, but the follow ng
are consi dered:

The retransm ssion interval should be based on prior statistics if
possi bl e. Too aggressive retransm ssion can easily sl ow response
time of the network at large. Depending on how well connected the
invoker is to its performer, the mninumretransm ssion interva
shoul d be RETRANSM SSI ON_| NTERVAL (see 4.6.2) seconds.

Delivery of PDUs is asynchronous which nmeans the ESROS does not wait
for the result of a transmtted PDU and conti nues delivering the next
PDUs.

| Fromidle to: | Event

I I
| CL-1 nvoker Transition Di agram | ESRO- | NVOKE. r eq

2-way Handshake (Connectionl ess) |

| |

| CL- I nvoker Transition Di agram | ESRO- | NVOKE. r eq
| 3-way Handshake (Connectionless) |

I I

| CL- Performer Transition Di agram | I NVOKE- PDU

| 3-way Handshake (Connectionl ess) |

I I

| CL- Performer Transition Di agram | I NVOKE- PDU

| 2-way Handshake (Connectionl ess) |

I I

Tabl e 10: ESRCS Finite State Michi ne

This section describes the ESRCS protocols in terns of state
di agranms. The ESRCS Finite State Machine is expressed as four
separate transition diagrams. This is illustrated in Table 10.
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Details of each of the two transition diagrans for connectionl ess
transm ssion and di fferent handshaki ngs are described in the
follow ng sections. The state diagrans show the state, the events,
the actions taken and the resultant state. The ESROS state transition
di agrans for connectionl ess data transm ssion are presented in Table
11, Table 12, Table 13, and Table 14.

Transitions are identified by nunbers on the state diagranms. The
corresponding actions are listed next to each table.

4.3.2 3-Way Handshake Functional Unit

This unit inplenments the Acknow edged Result nodel of ESRO Servi ces.
3-Way handshaking is used in this unit.

The RESULT. confirm and ERROR confirmprimtives on performer are
gener at ed when ESRO ACK-PDU i s recei ved.

The FAILURE.indication on performer side is resulted fromrenote or
| ocal failures. Not receiving ESRO ACK-PDU or | ocal failure can
generate FAILURE.indication primtive.

The FAI LURE. i ndication on invoker side is generated if a |loca
failure happens or a ESRO FAI LURE-PDU i s received.
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| State | STAOL | STAO2 | STAO3 | STAO4 |
| | CL I nvoker| I nvoke PDU | ACK- PDU | I nvoker |
| Event | Start | Send | Send | Ref Nu Wi t |
I S SR Fom e e e oo S S +
| U I NVOKE. request| (1) STAO02 | | | |
I S SR Fom e e e oo S S +
| T: | NVOKE PDU | | (2) STA02 | | |
| Retransnit | | | | |
I S SR Fom e e e oo S S +
| T: Last Tiner | | (3) STA04 | | |
I S SR Fom e e e oo S S +
| P: Result-PDU | | | | (9) STA04 |
I S SR Fom e e e oo S S +
| P: Failure-PDU | | (5) STA04 | | |
I S SR Fom e e e oo S S +
| P:  ACK- PDU | | (6) STA02 | | |
| (Hold On) I I I I I
I S SR Fom e e e oo S S +
| P: Duplicate | | | (7) STAO3| |
| Result-PDU | | | | |
I S SR Fom e e e oo S S +
| T: RefNu Tinmer | | | | (8) STAO01 |
I S SR Fom e e e oo S S +
| P: Result-PDU | | (4) STA03 | | |
I S SR Fom e e e oo S S +
| T: Inactivity | (10)

I I I I
| Timer | | | STAO4 | |
I I I I I

Table 11: ESRCS State Transition Di agram Connectionl ess Transm ssion,
3-Way HS. P = Protocol, T = Timer, U= User, | = Internal.

The transm ssion of | NVOKE, RESULT, and ERROR SDUs can be in a single
PDU (when it fits in one UDP) or a sequence of segment PDUs.

3-Way Handshake Connecti onl ess Transni ssion: |nvoker

For each transition nunber in the state diagram Table 11, the
correspondi ng actions are listed bel ow

1. I NVOKE. request :

0 Assign | nvoke-ID.
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5.

Banan,

0 | ssue ESRCOS- I NVOKE-P. confirmprimtive.
0 Assign invoke reference nunber.

0 Send operation in one ESRO | NVOKE- PDU or in segmented | NVOKE-
PDUs dependi ng on the size of the operation.

o lnitialize retransm ssion counter.
o lnitialize retransm ssion timer.
| nvoke PDU Retransmit:

0 Retransmit operation in one ESRO | NVOKE- PDU or segmented PDUs
whi |l e nunber of retransmi ssions is | ess than
MAX_RETRANSM SSI ONS.

0 Increment the retransnission counter. Wen MAX_RETRANSM SSI ONS
reached, start LAST_TIMER, otherwise initialize retransni ssion
timer.

Last Ti mer:
0 I ssue ESROS- FAI LURE. i ndication primtive.
o lnitialize reference nunber timer.
ESRO- RESULT- PDU or ESRO ERROR- PDU (or reassenbl ed ESRO
RESULT- SEGVENTED- PDU or ESRO- ERROR- SEGVENTED- PDU when the PDU is
received in segnented fornmat):

0 Send ESRO- ACK- PDU.

0 | ssue ESROS- RESULT. i ndi cati on or ESROS- ERROR. i ndi cati on
primtive.

o lnitialize inactivity timer.
ESRO- FAI LURE- PDU:

0 I ssue ESROS- FAILURE. i ndication primtive with User not
Respondi ng failure cause.

olnitialize reference nunber tiner.
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6. ESRO ACK-PDU (Hol d on):
o For future use (no action).

7. Duplicate ESRO RESULT- PDU or ESRO ERROR- PDU:
o lnitialize inactivity timer (Ignore PDU).
0o Send ESRO- ACK- PDU.

8. Invoke reference nunber tinmer:
0 Rel ease the invoke reference nunber.

9. ESRO RESULT- PDU or ESRO ERRCR- PDU:
0 Reset Invoke reference nunber tiner.

10. Inactivity tiner:
o lnitialize reference nunber timer.

On recei pt of an ESROS-1 NVOKE. request, ESROS provi der generates an
| nvoke- Reference-Nunber and an Invoke-1D (see Section 4.2.3). The
provi der issues an ESROS-|I NVOKE- P.confirmprinmitive and passes the
I nvoke-1D to the invoker.

The ESRCS provider initiates the tinmer for the Invoke-1D and
transmts the PDU. Based on the size of SDU, if segnentation is
required, the SDU is segnented and transnitted in a sequence of
segmented PDUs. |If the ESRO RESULT- PDU or ESRO ERROR- PDU associ at ed
with the invoke IDis not received within the

| N\VOKE_PDU_RETRANSM SSI ON_| NTERVAL (see 4.6.2) period, the SDU is
retransmitted (in one PDU or segnented and transnitted in a sequence
of segnment PDUs). The retransmission is repeated for a naxi num of
MAX_RETRANSM SSI ONS unl ess an ESRO RESULT- PDU or ESRO ERROR- PDU i s
received.

I f the ESRO- RESULT-PDU or ESRO-ERROR-PDU is received in a segnented
format, the reassenbly process reassenbl es the sequence of segnent
PDUs.

In the case that the Hol d-on ESRO ACK-PDU is received fromthe
performer, the provider stops retransmtting the ESRO I NVOKE- PDU and
waits for the ESRO RESULT- PDU or ESRO ERROR-PDU for a period equal
to the nultiplication of | NVOKE_PDU RETRANSM SSI ON | NTERVAL (see
4.6.2) and MAX_RETRANSM SSI ONS (see 4.6.2, for future use).
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In the case that the ESRO | NVOKE- PDU i s sent MAX _RETRANSM SSI ONS (see
4.6.2) tinmes and no ESRO RESULT- PDU or ESRO ERROR-PDU i s received,

t he ESRCS provi der sends an ESROS- FAI LURE. i ndication primtive, with
the I nvoke-ID of the failed PDU and the Fail ure-val ue as paraneters,
to the invoker.

When an ESRO RESULT- PDU or ESRO ERROR-PDU i s received (whether in one
PDU or reassenbled froma sequence of segnmented PDUs), the provider
i ssues an ESROS- RESULT. i ndi cati on or ESROS- ERROR. i ndication to the
i nvoker user, sends an ESRO- ACK-PDU and initializes the inactivity
timer. In the case that duplicate ESRO RESULT- PDU or ESRO ERROR- PDU

| State | STAO1 | STAO2 | STAO3 | STAO4 |
| | CL Performer |lnvoke PDU | ACK-PDU | Performer |
| Event | Start | Recei ved | Wi t | Ref Nu Wait |
I Fom e e e oo - S S TS Fom e e e oo - |
| P: 1 nvoke- PDU | (1) STAO02 | | | |

----------------- e e i S
| U RESULT. req. | | (2) STA03 | | |

----------------- e e i S
| P:  ACK- PDU | | | (3) STAO04 | |
I Fom e e e oo - S S TS Fom e e e oo - |
| P: 1 nvoke- PDU | | (4) STAO2 |(6) STAO3 |(7) STA04 |
| Duplicate | | | | |
I Fom e e e oo - S S TS Fom e e e oo - |
| T: Result-PDU | | | (5) STAO03 | |
| R_etransm' ssion | | | | |
| Timer I I I I I
I Fom e e e oo - S S TS Fom e e e oo - |
|1: Failure | | (8) STAO1l | | |
I Fom e e e oo - S S TS Fom e e e oo - |
| T: Last Tine | | | (9) STA04 | |
I Fom e e e oo - S S TS Fom e e e oo - |
| T: RefNu Tinmer | | | | (10) STAO1 |
I Fom e e e oo - S S TS Fom e e e oo - |
| P:  ACK- PDU | | | | (11) STA04 |
| Duplicate | | | | |
I Fom e e e oo - S S TS Fom e e e oo - |
| UP: Hold On ACK | | (12) STA02 | | |

Table 12: ESROCS State Transition Di agram Connectionl ess Transm ssion,
3-Way HS: Perforner. P = Protocol, T = Tinmer, U= User, | = Internal.
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are received, they are ignored, the inactivity timer is reset, and an
ESRO- ACK-PDU is retransm tted.

When no duplicate ESRO RESULT- PDU or ESRO ERROR-PDU is received for a
period equal to INACTIVITY_TIME (see 4.6.2), or in the case of ESRO

| N\VOKE- PDU retransm ssion tinme-out, or in the case of internal
failure, the provider initializes the reference nunber tinmer. After
REFERENCE_NUMBER Tl ME (see 4.6.2), the reference nunber is rel eased.
3-Way Handshake Connecti onl ess Transmi ssion: Perforner

For each transition nunber in the state di agram above, the
correspondi ng actions are listed bel ow

1. ESRO I NVOKE- PDU (as a single PDU or a sequence of segnment PDUs):
0 | ssue ESROS- I NVOKE. i ndication primtive.

2. ESROS- RESULT. request or ESROS- ERROR request:
0 Add invoke reference nunber to the active list.

o Transmit ESRO RESULT-PDU or ESRO ERROR-PDU (in a single PDU or
a sequence of segnent PDUs).

0 Set ESRO RESULT-PDU or ESRO ERROR- PDU retransm ssion tiner.
3. ESRO ACK- PDU:
o lInitialize invoke reference number tinmer.
0 | ssue ESROS- RESULT. confirm or ESROS- ERROR confirm
4. Duplicate ESRO | NVOKE- PDU:
o No action (ignore the duplicate ESRO | NVOKE- PDU) .
5. ESRO RESULT- PDU or ESRO ERROR- PDU retransm ssion tiner:
0 Retransmt ESRO RESULT-PDU or ESRO ERROR-PDU (in a single PDU
or in a segnmented format) while nunber of retransmissions is

| ess than MAX_RETRANSM SSI ONS.

o Increnent the transm ssion counter.
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6. Duplicate ESRO | NVOKE- PDU:
0 Retransmt ESRO RESULT- PDU or ESRO ERROR- PDU.
0 Reset ESRO RESULT-PDU or ESRO ERROR- PDU retransmi ssion timer.
0 Re-initialize the nunber of retransm ssions counter to 1.
7. Duplicate ESRO | NVOKE- PDU:
0 Reset invoke reference nunber tiner.
8. Internal failure:
0 Send ESRO FAI LURE- PDU.
0 Rel ease the invoke reference nunber.
9. Last tine:
0 | ssue ESROCS- FAI LURE. i ndi cati on.
o Initialize invoke reference nunber tinmer.
10. Invoke reference nunber tiner:
0 Rel ease the invoke reference nunber.
11. Duplicate ESRO ACK- PDU:
0 Reset invoke reference nunber tiner.
12. Hol d-on ACK request:
o Send hol d-on ESRO ACK-PDU (for future use).
On recei pt of an ESRO | NVOKE- PDU, t he ESROS provi der issues an
ESRCS- | NVOKE. i ndi cation to the ESROS performer user. The provider
i gnores the duplicate ESRO | NVOKE- PDUs.
In the case of internal failure or no response from perforner user,
the provi der sends an ESRO FAI LURE- PDU and rel eases the invoke
ref erence nunber.
On receipt of a Hold-on request fromthe perfornmer user, or based on

ot her information, provider sends a Hol d-on ESRO ACK- PDU (future
use).
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On receipt of either ESROS- RESULT. request or ESROS- ERROR. request from
t he ESRCS perfornmer user, the ESRCS provider initiates the
retransmssion tinmer for the ESRO RESULT-PDU or ESRO ERROR- PDU and
transmts the ESRO RESULT-PDU or ESRO-ERROR-PDU in a single PDU or in
a sequence of segnment PDUs. |If the ESRO ACK-PDU associated with the

I nvoke-1D is not received wthin

RESULT_ERROR_PDU_RETRANSM SSI ON | NTERVAL (see 4.6.2), the PDU is
retransmtted.

When provider is waiting for ESRO ACK- PDU and a duplicate ESRO

| NVOKE- PDU arrives, ESRO RESULT-PDU or ESRO ERROR-PDU i s
retransmitted (in a single PDU or in a sequence of segment PDUs), the
retransm ssion tinmer is reset and counter for nunber of
retransmssions is re-initialized to 1.

If after MAX_TRANSM SSI ONS (see 4.6.2) no ESRO ACK-PDU i s received,
the provider issues an ESROS- FAI LURE. i ndi cation primtive, with the
I nvoke-1D of the failed PDU and the Failure-val ue as paraneters, to
the perforner user. Then the provider sets the reference nunber
timer and rel eases the reference nunber after REFERENCE_NUMBER_TI VE
(see 4.6.2).

On recei pt of ESRO ACK-PDU associated with the Invoke-I1D before
MAX_TRANSM SSI ONS (see 4.6.2), the provider issues a ESRCS-
RESULT. confirm or ESRCS- ERROR confirmprinmitive and sets the
ref erence nunber tinmer and rel eases the reference nunber after
REFERENCE_NUVBER TI ME (see 4.6.2).

The duplicate ESRO ACK- PDU and duplicate ESRO | NVOKE- PDUs are ignored
while provider waits for the reference nunber tinmer to expire.

4.3.3 2-Way Handshake Functional Unit

This Functional Unit inplenments the Not-Acknow edged Result nodel of
ESRO Services. 2-Way handshaking is used in this unit.

The RESULT. confirm and ERROR confirmprimtives on performer side are
generated based on tinme-out, i.e. when no duplicate ESRO | NVOKE- PDU
is received in a specified period of time, provider issues

RESULT. confirm or ERROR confirmprimtive.

The FAILURE.indication on performer side is generated as a result of
local failure or after tine-out of retransm ssion of ESRO RESULT- PDU
or ESRO ERROR- PDU.

The FAI LURE. i ndi cation on invoker side is generated if a |ocal
failure happens or a ESRO FAI LURE-PDU i s received.
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The transm ssion of | NVOKE, RESULT, and ERROR PDUs can be in a single
PDU (when it fits in one PDU) or a sequence of segmented PDUs.

2-\Way Handshake Connectionl ess Transni ssion: | nvoker
For each transition nunber in the state di agram above, the
correspondi ng actions are listed bel ow
1. I NVOKE. request :
0 Assign | nvoke-ID.
0 | ssue ESRCOS- I NVOKE-P.confirmprimtive.

0 Assign invoke reference nunber.

0 Send ESRO- I NVOKE-PDU in a single PDU or as a sequence of
segment PDUs.

olnitialize retransm ssion counter.

| State | STAO1 | STAO2 | STAO3 |
| | 2-\Way HS |1 nvoke PDU || nvoker |
| | CL I nvoker | Send | Ref Nu Vi t |
| Event | Start | | |
I Fom e e e oo Fom e e e oo - S |
| U: 1 NVOKE. r eq. | (1) STA02 | | |
I Fom e e e oo Fom e e e oo - S |
| T: Invoke PDU Retransmit | | (2) STA02 | |
I Fom e e e oo Fom e e e oo - S |
| T: Last Tiner | | (3) STA03 | |
I Fom e e e oo Fom e e e oo - S |
| P: Result/Error PDU | | (4) STA03 | |
I Fom e e e oo Fom e e e oo - S |
| P: Failure-PDU | | (5) STA03 | |
I Fom e e e oo Fom e e e oo - S
| P: Duplicate Result PDU | | | (6) STAO03 |
I Fom e e e oo Fom e e e oo - S |
| T: RefNu Tiner | | | (7) STAO1 |
I

Table 13: ESRCS State Transition Di agram Connectionl ess Transm ssion,
2-Way HS: Invoker p = Protocol, T = Tinmer, U= User, | = Internal.
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2. Invoke PDU Retransmit:
0 Retransmit ESRO | NVOKE-PDU (in a single PDU or in a sequence of
segnent PDUs) while nunber of retransnissions is |less than
MAX_RETRANSM SSI ONS.

0 Increnment the transmnission counter. Wen MAX RETRANSM SSI ONS
reached, start LAST_TI MER

3. Last Tiner:
0 I ssue ESROS- FAI LURE. i ndication primtive.
o lnitialize reference nunber timer.

4. ESRO RESULT-PDU or ESRO ERROR- PDU:

0 | ssue ESROS- RESULT. i ndi cati on or ESROS- ERROR. i ndi cati on
primtive.

olnitialize reference nunber tiner.
5. ESRO- FAl LURE- PDU:

0 I ssue ESROS- FAILURE. i ndication primtive with User not
Respondi ng failure cause.

o lnitialize reference nunber timer.
6. Duplicate ESRO RESULT- PDU or ESRO ERROR- PDU:

0 Reset Invoke reference nunber tiner.
7. Invoke reference nunber tiner:

0 Rel ease the invoke reference nunber.
On recei pt of an ESROS-1 NVOKE. request, ESROS provi der generates an
| nvoke- Reference-Nunber and an Invoke-1D (see 4.2.3). The provider
i ssues an ESROS-|I NVOKE-P.confirmprimtive and passes the Invoke-1D
to the invoker.
The ESRCS provider initiates the tinmer for the Invoke-1D and
transmts the PDU. The PDU is transmitted as a single PDU or a

sequence of segnment PDUs. |If the ESRO- RESULT- PDU or ESRO ERROR- PDU
associated with the invoke IDis not received within the
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| N\VOKE_PDU_RETRANSM SSI ON_| NTERVAL (see 4.6.2) period, the PDU is
retransmitted. The retransmission is repeated for a nmaxi num of
MAX_RETRANSM SSI ONS unl ess an ESRO RESULT- PDU or ESRO ERROR- PDU i s
received.

In the case that the ESRO | NVOKE- PDU i s sent MAX_RETRANSM SSI ONS (see
4.6.2) times and no ESRO RESULT- PDU or ESRO ERROR-PDU i s received,

t he ESRCS provi der sends an ESROS- FAI LURE. i ndication primtive, with
the I nvoke-ID of the failed PDU and the Fail ure-val ue as paraneters,
to the invoker. |If ESRO FAILURE-PDU is received, the ESROS provider
sends and ESROS- FAI LURE. i ndication primtive, with the |Invoke-Id of
the failed PDU and the Failure- value as paraneters to the invoker.

Wien an ESRO RESULT- PDU or ESRO ERROR-PDU i s received, the provider
i ssues an ESRGCS- RESULT. i ndi cati on or ESROS- ERROR. i ndication to the

i nvoker user, and initializes the Reference-Nunber tinmer. 1In the
case that duplicate ESRO RESULT- PDU or ESRO ERROR- PDU are received,
they are ignored. |In the case of internal failure, the provider

initializes the reference nunber tinmer. After REFERENCE NUMBER TI ME
(see 4.6.2), the reference nunber is rel eased.

2- Wy Handshake Connectionl ess Transni ssion: Performer

| State | STAOL | STA02 | STAO3 | STAO4 |
| | 2-Way HS CL| I nvoke PDU|l Result PDU| Performer |
| Event | Performer | Received |Retransmit|RefNu Wait |
I | Start I I I I
I S S TSR S NS |
| P: 1 nvoke- PDU | (1) STA02 | | | |
I S S TSR S NS |
| P: I nvoke- PDU | | (2) STAO02 | (5) STA03 |(7) STA04 |
| Duplicate | | | | |
I S S TSR S NS |
| U. RESULT. r eq. | | (3) STAO3 | | |
I S S TSR S NS |
|1: Failure | | (4) STAO1 | | |
I S S TSR S NS |
| T: Inactivity Tiner| | | (6) STAO04 | |
I Fom - - - Fomm - - - Fom - - - Fom e - |
| T: RefNu Tinmer | | | | (8) STAO1l |

Table 14: ESRCS State Transition Di agram Connectionl ess Transm ssion,
2-Way HS: Perfornmer. P = Protocol, T = Tiner, U= User, | = Internal.
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For each transition nunber in the state di agram above, the
correspondi ng actions are listed bel ow

1. ESRO I NVOKE- PDU (received in a single PDU or reassenbled froma
sequence of segnent PDUs):

0 I ssue ESROS- 1 NVOKE. i ndication primtive.
2. Duplicate ESRO | NVOKE- PDU:

o No action (ignore the duplicate ESRO | NVOKE- PDU) .
3. ERCS- RESULT. request or ESROS- ERROR. request:

0 Add invoke reference nunber to the active list.

o Transmit ESRO RESULT-PDU or ESRO ERROR-PDU (as a single PDU or
as a sequence of segment PDUs.)

o Set lnactivity tiner.
4. Internal failure:

0 Send ESRO FAI LURE- PDU.

0 Rel ease the invoke reference nunber.
5. Duplicate ESRO | NVOKE- PDU:

0 Retransmit ESRO RESULT- PDU or ESRO ERROR-PDU (as a single PDU
or as a sequence of segnment PDUs.)

o Set lnactivity tiner.
6. lnactivity Tiner:

0 | ssue ESROS- RESULT. confirm

o Initialize invoke reference nunber tinmer.
7. Dplicate ESRO | NVOKE- PDU:

0 Reset invoke reference nunber tiner.
8. Invoke reference nunber tinmer:

0 Rel ease the i nvoke reference nunber.
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On receipt of an ESRO | NVOKE- PDU (as a single PDU or reassenbled from
a sequence of segment PDUs), the ESROS provider issues an ESRCS-

| NVOKE. i ndi cation to the ESRCS performer user. The provider ignores
the duplicate ESRO | NVOKE- PDUs.

In the case of internal failure or no response from perforner user
the provider sends an ESRO FAI LURE- PDU and rel eases the invoke
ref erence nunber.

On receipt of either ESROS- RESULT. request or ESROS- ERROR. request from
the ESRCS performer user, the ESRCS provider initiates the inactivity
timer for the ESRO- RESULT-PDU or ESRO ERROR- PDU and transnits the
ESRO- RESULT- PDU or ESRO ERROR-PDU (in a single PDU or as a sequence
of segnment PDUs.) |If a duplicate ESRO | NVOKE- PDU associated with the
Invoke-1D is received within INACTIVITY_TIME interval (see 4.6.2),
the PDU is retransnitted.

If no duplicate ESRO I NVOKE-PDU i s received within the

| NACTI VI TY_TIME interval (see 4.6.2), provider issues a ESROS-
RESULT. confirm or ESRCS- ERROR confirmprinmitive and sets the
reference nunber tiner and rel eases the reference nunber after
REFERENCE_NUVBER TI ME (see 4.6.2).

The duplicate ESRO | NVOKE- PDUs are ignored while provider waits for
the reference nunber tinmer to expire.

4.3.4 Segnentation and Reassenbly

Smal | ESRO Service Data Units (ESRO SDUs) can benefit fromthe
efficiencies of connectionless feature of ESRCS (See Section 4.3.1).

When an ESRO-SDU is too large to fit in a single connectionless PDU
it is segnmented and reassenbl ed. There night be sinilar nechanisns
in the upper layers with different levels of efficiency. Wen in
addition to the ESROS segnentation/reassenbly, the upper |ayers are
capabl e of segnentation/reassenbly services, then the ESROS user can
deci de whether to use ESRCS segnenting/reassenbly nechani sm dependi ng
on the factors such as reliability of the underlying networKk.

In the case of segnentation/reassenbly in ESROS | ayer, transni ssion
of operation segnents is not acknow edged. This results in an
efficient transm ssion over a reliable underlying network. However
failure of one segnent results in retransm ssion of all segnents.

When acknow edged segnents are desired, the ESROCS user should
i nplement it using the acknow edged result service of ESROCS.
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The ESRCS segnentation/reassenbly is acconmodat ed by:
o0 Use of two additional PDU codes for segnented | NVOKE PDU.

o0 Use of one byte segnentation information, which contains
First/Qher flag and segnent nunber.

0 Use of unused bits of RESULT and ERROR PDUs to identify a
segnent ed RESULT or ERRCOR PDU.

Segrent ation and Assenbly applies to | NVOKE, RESULT, and ERROR SDUs.

The sender of the nessage is responsible for segnmenting the ESRO SDU
into segnents that fit in CL PDUs. The segnmented ESRO SDU is sent in
a sequence of segnments each carrying a segnent of the SDU. The

| nvoke- Ref erence- Nunber is a unique identifier that is used as the
segnment identifier which relates all segnments of an ESRO SDU. In
addition to this identifier, the first segnent specifies the total
nunber of segments (numnber-of-segnments). Oher segnents have a
segnent sequence nunber (segnment- nunber). The receiver is

responsi bl e for sequencing (based on segnent-nunber) and reassenbling
the entire ESRO SDU.

Segrent i ng/ Reassenbl i ng over the Connectionl ess ESRO Service

The sender maps the original ESRO SDU into an ordered sequence of
segnents. Several ESRO SDU segnent sequences can exi st over the sane
ESRCS associ ation, distinguished by their Invoke-Reference-Nunber
(used as segnent identifier.)

Al'l segnents in the sequence have the same | nvoke- Ref erence- Nunber
assi gned by sender.

The first segnent specifies the total nunber of segnments. All
segnents in the sequence except the first one shall be sequentially
nunbered, starting at 1 (first segnment has an inplicit segment nunber
of 0).

Each segnment is transmitted in one UDP PDU and is sent by sender.
Al'l segnents of a segnmented ESRO SDU are identified by the same

| nvoke- Ref erence- Nunber. For a given operation, the receiver should
not inpose any restrictions on the order of arrival of segments.

There is no requirenent that any segment content be of
CLRO_SMALL_PDU _MAX SI ZE for connectionl ess transni ssion; however, no
nmore than CLRO _MAX PDU SEGQMVENTS segnents can be derived froma single
ESRO- SDU.
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The receiver reassenbl es a sequence of segnments into a single ESRO
SDU. An ESRO SDU shall not be further processed unless all segnents
of the ESRO SDU are received. Failure to receive the SDU shall be
determ ned by the follow ng event:

0 Expiration of Reassenbly Timer (see Section 4.3.4).

In the event of the above nentioned failure, the receiver shal
discard a partially assenbl ed sequence.

The reassenbly is done as described bel ow

o In the case of segnented | nvoke ESRO SDU, the encoding type and
operation-value fields are carried in the first segnent used for
t he whol e operation. These three fields are ignored in the
segnents other than the first one.

o In the case of segnented Result ESRO SDU, the encodi ng type of
the first segnent is used for all segnents. The encoding type
field of segnents other than the first one are ignored.

o In the case of segnented Error ESRO SDU, the encoding type and
Error-value field of the first segnent are used for al
segnents. These two fields are ignored in segnments other than
the first one.

Sender sends all segnments of a segnmented ESRO SDU one after the
other. There is no nmechanismfor retransm ssion of a single segnent.
In the case that the sender receives a failure indication for a
segnment, it means that receiver has failed in reassenbly process, and
the sender retransmts the whole ESRO SDU (all segnents).

Reassenbl y Ti mer

The Reassenbly Tinmer is a local timer maintained by the receiver of
the segnents that assists in performng the reassenbly function
This tiner deternines how long a receiver waits to receive al
segnents of a segnment sequence.

The Reassenbly Tiner shall be started on receipt of a segnment with
di fferent sequence identifier (Invoke-Reference-Nunber). On receipt
of all segnments conposing a sequence, the correspondi ng reassenbly
timer shall be stopped.
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The val ue of the Reassenbly Tiner is defined based on the network
characteristics and the nunber of segnents. This requires that the
transni ssion of all segments of a single ESRO SDU nust be conpl et ed
withinthis time limt.

4.4 Structure and Encodi ng of ESROS PDUs

Five PDU types are used in the ESRO protocol which are described in
the followi ng sections. PDU type coding is presented in Table 15.

The octets are nunbered in increasing order, starting from1l. The
bits of an octet are nunmbered from1l to 8, where 1 is the | ow order
bit.

4.4.1 ESRO | NVOKE- PDU For mat

Bit string format of the ESRO I NVOKE-PDU is represented in Table 16
and Table 17.

| PDU Nane | PDU Type Code |

ESRO- | NVOKE | 0 |
ESRO- RESULT | 1 |
ESRO- ERROR | 2 |
ESRO- ACK | 3 |
ESRO- FAI LURE | 4 |
ESRO- SEGVENTED- | NVOKE | 5 |

Tabl e 15: PDU Codi ng
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| Bit | 8 | 7 [6 |54 13|21
[---------- Fom e m e e e e e e e e o oo S S i o I S
| Cctet 1 | Performer SAP [O]O |0 |O |
[---------- Fom e m e e e e e e e e o oo S S i o I S
| Cctet 2 | I'nvoke Reference Nunber |
[---------- Fom e m e e e e e e e e o oo S S i o I S
| Cctet 3 | Par anmet er Encodi ng Type | Operation Val ue |
[---------- Fom e m e e e e e e e e o oo S S i o I S
| Octet 4 | |
| ... | Operation Information |
| Cctet N | |
I I I

Tabl e 16: ESRO | NVOKE- PDU f ormat. ESRO | NVOKE- PDU Type Code =
0. Note: Invoker SAP = Perforner SAP - 1.
| Val ue | Meani ng |
I I I
| O |  BER[5] I
I I I
| 1 |  PER [4] I
I I I
I 2 I XDR [ 8] I
| 3 | Reserved |
I I I
Table 17: Paraneter Encodi ng Type for ESRO | NVOKE- PDU
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| Bi t | 8 | 7 | 6 | 5 | 4 | 3 | 2 | 1 |
|-------- | === - | ----- | ----- | ----- | ----- | ----- | ----- I
I | Paraneter | I I I I I I
I | Encoding | I I I I I I
| Cctet 1 | Type | 0] O ] O | O | O | 1 |
I I I I I I I I I
I I I I I I I I I
I I I I I I I I I
| Cctet 2 | | nvoke Reference Nunber |
|-------- IR R I
| Cctet 3

ESRO- RESULT- PDU Type Code = 1.

Tabl e 18: ESRO RESULT-PDU f or mat

| Val ue | Meani ng |
I 0 I Basi c I
I 1 I Packed I
I
i 3 i Reserved i

Tabl e 19: Paraneter Encodi ng Type for ESRO RESULT- PDU

4.4.2 ESRO RESULT-PDU For mat

Bit string format of the ESRO RESULT-PDU is represented in Table 18
and Tabl e 19.
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4.4.3 ESRO ERROR- PDU For mat

Bit string format of the ESRO ERROR-PDU is represented in Table 20
and Tabl e 21.

| Bi t | 8 | 7 | 6 | 5 | 4 | 3 | 2 | 1 |
EEEEEEES Rt |-~ |-~ | ----- | ----- |-~ |-~ |
I | Paraneter | I I I I I I
I | Encoding | I I I I I I
| Cctet 1 | Type | O | O | O | 0 | 1 | 0 |
I I I I I I I I I
I I I I I I I I I
I I I I I I I I I
| Cctet 2 | I nvoke Reference Nunber |
|- R e EE L R e T EEEE PR |
| Cctet 3 | Error Val ue |
|- R TR PELEES |
| Cctet 4

I I
[ ... | Error parameter |
I I

ESRO- ERROR- PDU Type Code = 2.

Tabl e 20: ESRO ERRCR- PDU f or mat

| Val ue | Meani ng |
I 0 I Basi c I
I 1 I Packed I
(eI - —
i 3 i Reser ved i

Tabl e 21: Paraneter Encodi ng Type for ESRO ERROR- PDU
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| Bi t | 8 | 7 | 6 | 5 | 4 | 3 | 2 | 1 |
R R L EEEEE |----- |----- |----- |----- |
| | ESRO ACK- PDU Type | | | | |
| Cctet 1 | 0O | 0 |1 | 1 |

_______________________________________________________ |
| Cctet 2 | | nvoke Reference Nunber |

ESRO- ACK- PDU Type Code = 3.

Tabl e 22: Fi el ds of ESRO- ACK- PDU

ESRO- ACK- PDU Type Meani ng

0 Compl et e 3-way handshake

I I
I I
I I
I I
1 | Hol d on |
I I

Tabl e 23: Encodi ng of ESRO ACK- PDU Type

4.4.4 ESRO ACK-PDU For nat

Bit string format of the ESRO ACK-PDU is represented in Table 22 and
Tabl e 23.

4.4.5 ESRO FAI LURE- PDU For nmat

Bit string format of the ESROS-FAI LURE-PDU is represented in Table 24
and Tabl e 25.

The first nibble of the first octet of ESRO FAlI LURE-PDU shall be set
to zero.
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4.4.6 ESRO | NVOKE- SEGVENTED- PDU For nmat

Bit string format of the ESRO | NVOKE- SEGVENTED- PDU i s represented in
Tabl e 25 and Tabl e 26.

Not e: | nvoker SAP = Perforner SAP - 1.

| Bi t | 8 | 7 | 6 | 5 | 4 | 3] 2 | 1 |
P T e A
e o T T ke et e emos N T |
T e P A |

ESRO- FAI LURE- PDU Type Code = 4.

Tabl e 24: ESRO- FAI LURE- PDU f or mat

Fai |l ure Val ue Meani ng

I I I
I I . _ I
| O | Transm ssion failure |
I I I
| 1 | Qut of local resources |
I I I
| 2 | User not responding |
I I I
| 3 | Qut of renote resources|
I I I

Tabl e 25: Encoding of failure val ue
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| Performer Service | O

| Access Point Selector |

Par amet er
Encodi ng

I
I
| Type
I
I
I

| First/]
| O her |

ESRO | NVOKE- PDU Type Code = 5

Tabl e 26:

ESRO- | NVOKE- SEGVENTED- PDU f or mat

Par anet er Encodi ng Type for

Val ue | Meani ng
0 I Basi c
1 I Packed
2 I XDR
3 i Reserved

o For the first segnment, the first/other

the segnment nunber field contains the tota

o For segments other than the first one,

set to zero,

number of the segnent.

et.

al

| nf or mat i onal

ESRO- | NVOKE- SEGVENTED- PDU

bit is set to one, and

the first/other

nunber of segnents.

bit is

and the segnent nunber field has the sequence
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The val ues of the three fields Performer-SAP, Paraneter-Encodi ng-
Type, and Qperation-Value of the first segment are used by performer
and these fields are ignored in the segnents other than the first
one.

4.4.7 ESRO RESULT- SEGVENTED- PDU For nmat

Bit string format of the ESRO RESULT- SEGVENTED- PDU i s represented in
Tabl e 28 and Tabl e 29.

o For the first segnment, the first/other bit is set to one, and
t he
segnment nunber field contains the total nunber of segnents.

o For segnments other than the first one, the first/other bit is
set
to zero, and the segnment nunber field has the sequence nunber of
the segnent.

The val ues of the Paraneter-Encodi ng-Type field of the first segnent

is used by invoker and this field is ignored in the segnents other
than the first one.

| Bi t | 8 | 7 | 6 | 5 | 4 | 3 | 2 | 1 |
|-------- | -----mmmm - | ------ |------ | ------ |------ | ------ |------ I
I | Paraneter | I I I I I I
I | Encoding I I I I I I I
| Cctet 1 | Type | O | 1 | O | O | O | 1 |
I I I I I I I I I
I I I I I I I I I
I I I I I I I I I
| Cctet 2 | | nvoke Reference Number |

| | & her | Segnent Nunber |

ESRO- RESULT- SEGVENTED- PDU Type Code = 1.

Tabl e 28: ESRO- RESULT- SEGVENTED- PDU f or mat
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Tabl e 29:

Par amet er

Par amet er
Encodi ng

I
I
| Type
I
I
I

| O her |

Encodi ng Type for

ESRO
| Val ue | Meani ng
I 0 I Basi c
I 1 I Packed
R
i 3 i Reserved

Sept ember 1997

ESRO- RESULT- SEGVENTED- PDU

Error Paraneter

ESRO- ERROR- SEGVENTED- PDU Type Code =

Tabl e 30:

4.4.8 ESRO ERROR- SEGVENTED- PDU For mat

2.

ESRO- ERROR- SEGVENTED- PDU

Bit string format of the ESRO ERROR-PDU is represented in Table 30
and Tabl e 31.

Banan,

et.

al

| nf or mat i onal
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o For the first segnment, the first/other bit is set to one, and
the segnent nunber field contains the total nunber of segments.

o For segnments other than the first one, the first/other bit is
set to zero, and the segnment nunber field has the sequence
number of the segnent.

The val ues of the Paraneter-Encodi ng-Type field of the first segnent
is used by invoker and this field is ignored in the segnents other
than the first one.

4.5 Concatenation and Separation

The procedure for concatenati on and separation conveys multiple
ESRO-PDUs in one TSDU. This is acconplished by ESRO CONCATENATED- PDU.

| Val ue | Meani ng |
I 0 I Basi c I
I 1 I Packed I
R - a—
i 3 i Reserved i

Table 31: Paraneter Encodi ng Type for ESRO SEGVENTED- ERROR- PDU

An ESRO- CONCATENATED- PDU can contain one or nore of the follow ng
PDUs: | NVOKE, RESULT, ERROR, FAILURE, and ACK.

The ESRO PDUs within a concatenated set may be distingui shed by neans
of the length indicator. A one byte length indicator cones before
each ESRO PDU.

The nunber of ESRO PDUs in an ESRO CONCATENATED- PDU i s bounded by the
maxi mum | engt h of TSDU.
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4.5.1 Procedures

Concat enati on

The ESRCS provi der concatenates PDUs as foll ows:
o PDU type code 8 is used.

o The length indicator which is the total length of first ESRO PDU
(header and data) in octets is placed after PDU type code in
length indicator field of ESRO- CONCATENATED- PDU (see Section
4.5.2).

o The first PDU (header and data) is placed after the length
indicator field and in the ESRO PDU field of ESRO CONCATENATED-
PDU (see Section 4.5.2).

o For any additional ESRO PDU, the |length indicator and PDUs are
concat enat ed.

Separ ati on

When t he ESRO service provider receives a PDU with PDU type code 8,
it separates the concatenated PDUs as described bel ow

o Length indicator field coning after type code field (see
Section 4.5.2) specifies the total length of the first PDU in
octets.

o The first PDUis in the ESROPDU field after the length
i ndi cat or
field (see Section 4.5.2).

0 Any additional PDU has its length indicator field specifying the
total length of PDU, followed by PDU itself (see Section 4.5.2).

0 PDUs are separated until the end of the ESRO CONCATENATED- PDU i s
r eached.

4.5.2 ESRO CONCATENATED- PDU f or mat

Bit string format of the ESRO CONCATENATED- PDU contai ning multiple
concatenated ESRO- PDUs is represented in Table 32.
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Length Indicator field

This field is contained in one octet and cones before each ESROS- PDU
in the concatenated PDU. The length indicated is total length of the
ESRO- PDU (i ncl udi ng header and data) coming after it in octets.

ESRO- PDU fiel d

This field contai ns an ESRO | NVOKE- PDU, ESRO- RESULT- PDU, ESRO- ERROR-
PDU, ESRO FAI LURE- PDU, or ESRO- ACK- PDU.

The length of this field is specified by the Iength indicator field
com ng before it.

4.6 ES Renmpte Operations Protocol Paraneters
4.6.1 PDU size

o CLRO SMALL_PDU MAX_SI ZE:

| Bi t | 8 | 7 | 6 | 5 | 4 | 3 | 2 | 1

| ----- e R R REEEEEEEET |- - |- ERPREE
| Cctet 1 | Not used | 1 | O | O | O
oo R e OO EEEEEEERREEEEEEEE RS
| Cctet 2 | Lengt h I ndi cator

| ------- R T PR EEETREEE
| Cctet 3 |

[ ... | ESRO- PDU

| Cctet N |

| ----- - R T PR TEEETREEE
| Cct et |

| N+1 | Lengt h I ndi cat or

|- R T PR EEETREEE
| Cct et

| N+2 | ESRO- PDU

ESRO- CONCATENATED- PDU Type Code = 8.

Tabl e 32: ESRO- CONCATENATED- PDU f or mat
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4.6.2

Banan,

The value of this paraneter should be chosen based on the
specifics of the subnetwork in use. For exanple, in CDPD the
maxi mum si ze of SN-Userdata size can be up to 2048 bytes (see
part 404-2.b of CDPD Specification V1.1). Based on this val ue
and I P and UDP protocol infornmation fields, the val ue of
CLRO_SMALL_PDU MAX SI ZE may be determi ned for CDPD. Again based
on the specifics of the subnetwork, the optinum val ue of
CLRO_SMALL_PDU MAX SI ZE may best be determi ned based on field
experience and may be snmaller than the maxi mum size that the
subnet wor k supports.

o CLRO SEGVENTED_PDU MAX_SI ZE

The value of this paraneter should be chosen based on the
specifics of the subnetwork in use. The optinum val ue of
CLRO_SEGVENTED PDU_MAX SI ZE may best be determ ned based on
field experience.

o CLRO_MAX_PDU_SEGMVENTS

The value of this paraneter should be chosen based on the
specifics of the subnetwork in use. The optinum val ue of
CLRO_MAX _PDU_SEGVENTS may best be determ ned based on field
experience. |In any case, this value should be snaller than 127.

Ti mers
0 | NVOKE_PDU_RETRANSM SSI ON_| NTERVAL.:

The I NVOKE_PDU retransm ssion interval should be specified and
optim zed based on the characteristics of the network in use.

0 RESULT_ERROR PDU_RETRANSM SSI ON_| NTERVAL:
The RESULT and ERROR-PDU retransm ssion interval should be
specified and optinized based on the characteristics of the
network in use.

0 MAX_RETRANSM SSI ONS

The maxi mum nunber of retransni ssions shoul d be specified and
optim zed based on the characteristics of the network in use.

o | NACTI VI TY_TI ME:
The mini mumwaiting tine during which no duplicate PDU is

recei ved shoul d be specified and optim zed based on the
characteristics of the network in use.
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0 REFERENCE_NUMBER TI ME: The reference nunber lifetinme tinmer
shoul d be specified and optinm zed based on the characteristics
of the network in use.

4.6.3 Use of |lower |ayers
ESRO protocol uses UDP port nunber 259.
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6 SECURI TY CONSI DERATI ONS

ESRCS has no aut hentication nechanism Authentication is the
responsibility of the perfornmer (which is outside of the scope of

ESROS) and the perforner is not expected to honor the invoker when it
i s not authenticat ed.
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