Net wor k Wor ki ng Group K. Morneaul t

Request for Comments: 3057 Cisco Systens
Cat egory: Standards Track S. Rengasani
M Kalla

Tel cordi a Technol ogi es
G Sidebottom

Nortel Networks
February 2001

| SDN Q 921- User Adaptation Layer

Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Copyright Notice
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Abstract

Thi s docunent defines a protocol for backhauling of I SDN Q 921 User
nmessages over | P using the Stream Control Transmni ssion Protocol
(SCTP). This protocol would be used between a Signaling Gateway (SGQ
and Media Gateway Controller (M3C). It is assunmed that the SG
receives | SDN signaling over a standard | SDN i nterface.
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1. Introduction

In this docunent, the term Q 921-User refers to an upper |ayer which

uses the services of Q 921, not the user side of ISDN interface [1].

Exanpl es of the upper layer would be Q 931 and QSI G

This section describes the need for | SDN Q 921-User Adaptation (I UA)

| ayer protocol as well as how this protocol shall be inplenented.

1.1 Scope

There is a need for Switched Circuit Network (SCN) signaling protocol
delivery froman |ISDN Signaling Gateway (SG to a Media Gat eway
Controller (M3C) as described in the Franework Architecture for
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Signaling Transport [4]. The delivery mechani sm SHOULD neet the
followng criteria:

Support for transport of the Q921 / Q 931 boundary primitives
Support for conmunication between Layer Managenent nodul es on SG
and MGC

* Support for managenent of active associations between SG and M3C

Thi s docunent supports both I SDN Primary Rate Access (PRA) as well as
Basi ¢ Rate Access (BRA) including the support for both point-to-point
and point-to-rultipoint nobdes of conmunication. This support

i ncludes Facility Associated Signaling (FAS), Non-Facility Associated
Si gnal i ng (NFAS) and NFAS wi th backup D channel. QSIG adaptation

| ayer requirenments do not differ from Q 931 adaptation | ayer, hence;
the procedures described in this docunent are al so applicable for a
Sl G adaptation layer. For sinplicity, only Q931 will be nentioned
in the rest of this docunent.

1.2 Term nol ogy

Interface - For the purposes of this docunent an interface supports
the relevant | SDN signaling channel. This signaling channel MAY be a
16 kbps D channel for an | SDN BRA as well as 64 kbps primary or
backup D channel for an I SDN PRA. For QSI G the signaling channel is
a Q¢ channel

Q 921-User - Any protocol normally using the services of the | SDN
Q921 (e.g., Q931, &IG etc.).

Backhaul - A SGterm nates the |lower |ayers of an SCN protocol and
backhaul s the upper layer(s) to M3C for call processing. For the

pur poses of this docunent the SG terninates Q 921 and backhaul s Q 931
to MGC

Associ ation - An association refers to a SCTP associ ation. The
association will provide the transport for the delivery of Q 921-User
protocol data units and | UA adaptation | ayer peer nessages.

Stream - A streamrefers to an SCTP stream a uni-directional |ogical
channel established from one SCTP endpoint to another associ ated SCTP
endpoint, within which all user nmessages are delivered in-sequence
except for those submitted to the un-ordered delivery service.

Interface ldentifier - The Interface ldentifier identifies the
physical interface at the SG for which the signaling nessages are
sent/received. The format of the Interface ldentifier paranmeter can
be text or integer, the values of which are assigned according to
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network operator policy. The val ues used are of |ocal significance
only, coordinated between the SG and ASP. Significance is not
inmplied across SGs served by an AS.

Application Server (AS) - Alogical entity serving a specific
application instance. An exanple of an Application Server is a MC
handling the Q 931 and call processing for D channels terninated by
the Signaling Gateways. Practically speaking, an AS is nodel ed at
the SG as an ordered |list of one or nore related Application Server
Processes (e.g., primary, secondary, tertiary).

Application Server Process (ASP) - A process instance of an
Application Server. Exanples of Application Server Processes are
primary or backup M3C instances.

Fail -over - The capability to re-route signaling traffic as required
between related ASPs in the event of failure or unavailability of the
currently used ASP (e.g., fromprimary MC to back-up MX). Fail-
over also applies upon the return to service of a previously
unavai | abl e process.

Layer Managenent - Layer Managenent is a nodal function that handl es
the inputs and outputs between the IUA | ayer and a | ocal managenent
entity.

Network Byte Order - Most significant byte first, a.k.a Big Endian.
Host - The conputing platformthat the ASP process is running on.
1.3 I UA Overvi ew

The architecture that has been defined [4] for SCN signaling
transport over |P uses multiple conponents, including an |IP transport
protocol, a signaling commpn transport protocol and an adaptation
nmodul e to support the services expected by a particular SCN signaling
protocol fromits underlying protocol |ayer.

Thi s docunent defines an adaptation nodule that is suitable for the
transport of |ISDN Q 921-User (e.g., Q 931) nessages.

1.3.1 Exanple - SGto MC

In a Signaling Gateway, it is expected that the I1SDN signaling is
received over a standard | SDN network termination. The SG then
provi des interworking of transport functions with IP Signaling
Transport, in order to transport the Q 931 signaling nessages to the
MC where the peer Q 931 protocol |ayer exists, as shown bel ow
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*kk*k k% ISDN *kkk*k*%x IP *kkk*k k%
* EP* _______________ * SG* ______________ * I\/m*
*kk*k k% *kkk*k*%x *kkk*k k%
+--- o= + +--m - +
| Q 931 (NI'F) | Q 931
+--- o= + SR + +--m - +
I I I | 1UA | TUA |
| | | +----+ +----- +
| Q 921 | Q 921| SCTP] | SCTP |
| | | +----+ +----- +
I I I | 1P| | 1P |
+--- o= + +--- - - +----+ +--m - +

NI F - Nodal Interworking Function

EP - |1 SDN End Point
SCTP - Stream Control Transni ssion Protocol (Refer to [3])
lUA - | SDN User Adaptation Layer Protocol

It is recomended that the | UA use the services of the Stream Contro
Transni ssion Protocol (SCTP) as the underlying reliable conmon
signaling transport protocol. The use of SCTP provides the follow ng
f eat ures:

- explicit packet-oriented delivery (not streamoriented)

- sequenced delivery of user messages within nultiple streans,
with an option for order-of-arrival delivery of individual user
nessages,

- optional nultiplexing of user nessages into SCTP dat agrans,

- network-level fault tol erance through support of multi-hom ng
at either or both ends of an associ ati on,

- resistance to flooding and nmasquer ade attacks, and

- data segnentation to conformto discovered path MIU size

There are scenari os w thout redundancy requirenments and scenarios in
whi ch redundancy is supported below the transport layer. In these
cases, the SCTP functions above MAY NOT be a requirenent and TCP can
be used as the underlying comon transport protocol.

1.3.2 Support for the managenent of SCTP associ ati ons between the SG

and ASPs

The I UA layer at the SG maintains the availability state of al
dynami cally registered renote ASPs, in order to nanage the SCTP
Associ ations and the traffic between the SG and ASPs. As well, the
activel/inactive state of renote ASP(s) are also naintained. Active
ASPs are those currently receiving traffic fromthe SG
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The 1 UA |l ayer MAY be instructed by | ocal nanagenent to establish an
SCTP association to a peer |UA node. This can be achieved using the
M SCTP ESTABLI SH prinmitive to request, indicate and confirmthe
establ i shnment of an SCTP association with a peer |UA node.

The I UA | ayer MAY al so need to informlocal managenent of the status
of the underlying SCTP associations using the M SCTP STATUS request
and indication primtive. For exanple, the | UA MAY inform | ocal
managenent of the reason for the rel ease of an SCTP associ ati on
determ ned either locally within the 1UA layer or by a primtive from
t he SCTP.

1.3.3 Signaling Network Architecture

A Signaling Gateway is used to support the transport of Q 921-User
signhaling traffic to one or nore distributed ASPs (e.g., M3Cs).
Clearly, the 1UA protocol is not designed to neet the performance and
reliability requirenments for such transport by itself. However, the
conjunction of distributed architecture and redundant networks does
allow for a sufficiently reliable transport of signaling traffic over
IP. The IUA protocol is flexible enough to allow its operation and
managenent in a variety of physical configurations, enabling Network
Qperators to neet their performance and reliability requirenents.

To neet the ISDN signaling reliability and performance requirenents
for carrier grade networks, Network Operators SHOULD ensure that
there is no single point of failure provisioned in the end-to-end
network architecture between an | SDN node and an | P ASP.

Dependi ng of course on the reliability of the SG and ASP functi onal
el enents, this can typically be nmet by the provision of redundant
QCS- bounded I P network paths for SCTP Associ ati ons between SCTP End
Poi nts, and redundant Hosts, and redundant SGs. The distribution of
ASPs within the available Hosts is also inportant. For a particular
Application Server, the related ASPs SHOULD be distributed over at

| east two Hosts

An exanpl e | ogical network architecture relevant to carrier-grade
operation in the IP network domain is showm in Figure 1 bel ow
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Host 1
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Figure 2 - Logical Mdel Exanple

For carrier grade networks, the failure or isolation of a particular
ASP SHOULD NOT cause stable calls to be dropped. This inplies that
ASPs need, in some cases, to share the call state or be able to pass
the call state between each other. However, this sharing or

comuni cation of call state infornmation is outside the scope of this
docunent .

1.3.4 ASP Fail -over Mdel and Term nol ogy

The | UA | ayer supports ASP fail-over functions in order to support a
high availability of call processing capability. Al Q 921-User
nmessages incoming to an SG are assigned to a uni que Application
Server, based on the Interface Identifier of the nessage.

The Application Server is, in practical terns, a list of all ASPs
configured to process Q 921-User nessages fromcertain Interface
Identifiers. One or nore ASPs in the list are normally active (i.e.,
handling traffic) while any others MAY be unavail able or inactive, to
be possibly used in the event of failure or unavailability of the
active ASP(s).
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The fail-over nodel supports an n+k redundancy nodel, where n ASP(s)
are the m ni mum nunber of redundant ASPs required to handle traffic
and k ASPs are available to take over for a failed or unavail abl e
ASP. Note that 1+1 active/standby redundancy is a subset of this
nodel. A sinplex 1+0 nodel is also supported as a subset, with no
ASP redundancy.

To avoid a single point of failure, it is recommended that a m ni num
of two ASPs be in the list, resident in separate hosts and therefore
avai |l abl e over different SCTP Associations. For exanple, in the
network shown in Figure 2, all nessages froma particular D Channe
(Interface ldentifier) could be sent to ASP1 in Hostl or ASP1 in
Host2. The AS list at SGL m ght |ook |ike the follow ng:

Interface ldentifier(s) - Application Server #1
ASP1/Hostl - State=Up, Active
ASP1/ Host2 - State=Up, Inactive

In this 1+1 redundancy case, ASPl1 in Hostl would be sent any incom ng
nmessage for the Interface ldentifiers registered. ASPl1 in Host2
woul d normal |y be brought to the active state upon failure of, or

| oss of connectivity to, ASP1l/Hostl. |In this exanple, both ASPs are
Up, neaning that the related SCTP association and far-end | UA peer is
r eady.

The AS List at SGL might also be set up in | oad-share node as shown
bel ow.

Interface ldentifier(s) - Application Server #1
ASP1/Hostl - State=Up, Active
ASP1/ Host2 - State=Up, Active

In this case, both the ASPs would be sent a portion of the traffic.

In the process of fail-over, it is recommended that in the case of
ASPs supporting call processing, stable calls do not get rel eased.
It is possible that calls in transition MAY fail, although neasures
of communi cati on between the ASPs involved can be used to nitigate
this problem For exanple, the two ASPs MAY share call state via
shared nenmory, or MAY use an ASP to ASP protocol to pass call state
information. The ASP to ASP protocol is outside the scope of this
docunent .

1.3.5 dient/Server Mde
It is recomended that the SG and ASP be able to support both client

and server operation. The peer endpoints using | UA SHOULD be
configured so that one always takes on the role of client and the
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other the role of server for initiating SCTP associations. The
default orientation would be for the SGto take on the role of server
while the ASP is the client. 1In this case, ASPs SHOULD initiate the
SCTP associ ation to the SG

The SCTP (and UDP/ TCP) Registered User Port Number Assignnment for | UA
i's 9900.

1.4 Services Provided by the I UA Layer
1.4.1 Support for transport of Q 921/Q 931 boundary primtives

In the backhaul scenario, the Q 921/ Q 931 boundary prinitives are
exposed. I1UA [ayer needs to support all of the primitives of this
boundary to successfully backhaul Q 931.

This includes the followng primtives [1]:
DL- ESTABLI SH

The DL-ESTABLISH prinitives are used to request, indicate and confirm
t he outconme of the procedures for establishing nultiple franme
operati on.

DL- RELEASE

DL- RELEASE primtives are used to request, indicate, and confirmthe
out cone of the procedures for terninating a previously established
mul tiple frane operation, or for reporting an unsuccessf ul

establ i shnent attenpt.

DL- DATA

The DL-DATA primtives are used to request and indicate |ayer 3

(Q 931) nessages which are to be transmtted, or have been received,
by the Q 921 | ayer using the acknow edged i nformation transfer

servi ce.

DL- UNI T DATA
The DL-UNI'T DATA prinitives are used to request and indicate |layer 3

(Q 931) nessages which are to be transnitted, by the Q 921 | ayer
usi ng the unacknow edged i nformati on transfer service.

Morneault, et al. St andar ds Track [ Page 9]



RFC 3057 | SDN Q 921-User Adaptation Layer February 2001

1.4.2 Support for conmmunication between Layer Managenent nodul es on SG
and MC

It is envisioned that the | UA | ayer needs to provide sonme services
that will facilitate comunicati on between Layer Managenent nodul es
on the SG and M3C. These primtives are pointed out in [2], which
are shown bel ow

M TEI STATUS

The M TElI STATUS primitives are used to request, confirmand indicate
the status (assigned/ unassigned) of a TE

M ERROR

The MERROR primtive is used to indicate an error with a received
| UA nessage (e.g., interface identifier value is not known to the
SG) .

1.4.3 Support for management of active associations between SG and M3C

A set of primitives between the | UA | ayer and the Layer Managenent
are defined below to help the Layer Managenent manage the SCTP
associ ation(s) between the SG and M3C. The IUA | ayer can be
instructed by the Layer Managenent to establish an SCTP associ ation
to a peer IUA node. This procedure can be achi eved using the M SCTP
ESTABLI SH primtive.

M SCTP ESTABLI SH

The M SCTP ESTABLI SH prim tives are used to request, indicate, and
confirmthe establishment of an SCTP association to a peer |UA node.

M SCTP RELEASE

The M SCTP RELEASE prinitives are used to request, indicate, and
confirmthe rel ease of an SCTP association to a peer |UA node.

The I UA | ayer MAY also need to informthe status of the SCTP

associ ations to the Layer Managenent. This can be achi eved using the
M SCTP STATUS primtive.

M SCTP STATUS

The M SCTP STATUS primitives are used to request and indicate the
status of the underlying SCTP association(s).
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The Layer Managenent MAY need to informthe | UA | ayer of an AS/ ASP
status (i.e., failure, active, etc.), so that nessages can be
exchanged between | UA | ayer peers to stop traffic to the local 1UA
user. This can be achieved using the M ASP STATUS primtive.

M ASP STATUS

The ASP status is stored inside |UA layer on both the SG and M3C
sides. The M ASP STATUS primtive can be used by Layer Mnagenent to
request the status of the Application Server Process fromthe | UA
layer. This primtive can also be used to indicate the status of the
Application Server Process.

M ASP- UP

The MASP-UP prinitive can be used by Layer Managenent to send a ASP
Up nessage for the Application Server Process. It can al so be used
to generate an ASP Up Acknow edgenent .

M ASP- DOAN

The MASP-DOWN prinitive can be used by Layer Managenent to send a
ASP Down nessage for the Application Server Process. It can also be
used to generate an ASP Down Acknow edgenent.

M ASP- ACTI VE

The MASP-UP prinitive can be used by Layer Managenent to send a ASP
Active nessage for the Application Server Process. It can also be
used to generate an ASP Active Acknow edgenent.

M ASP- | NACTI VE

The MASP-UP prinitive can be used by Layer Managenent to send a ASP
I nactive nessage for the Application Server Process. It can also be
used to generate an ASP | nactive Acknow edgenent.

M AS STATUS

The MAS STATUS primitive can be used by Layer Managenent to request

the status of the Application Server. This primtive can also be
used to indicate the status of the Application Server.
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1.5 Functions Inplenented by the | UA Layer
1.5.1 Mapping

The I UA layer MUST maintain a map of the Interface ldentifier to a
physical interface on the Signaling Gateway. A physical interface
would be a T1 line, E1 line, etc., and could include the TDM
timeslot. In addition, for a given interface the SG MJST be able to
identify the associated signaling channel. |1UA |ayers on both SG and
MEC MAY maintain the status of TEls and SAPIs.

The SG naps an Interface lIdentifier to an SCTP associ ati on/stream
only when an ASP sends an ASP Active nessage for a particul ar
Interface ldentifier. It MJST be noted, however, that this mapping
is dynamic and could change at any tinme due to a change of ASP state.
Thi s mapping could even tenporarily be invalid, for exanple during
fail over of one ASP to another. Therefore, the SG MJST naintain the
states of AS/ASP and reference themduring the routing of an nessages
to an AS/ ASP

One exanple of the logical view of relationship between D channel
Interface lIdentifier, AS and ASP in the SGis shown bel ow

[ = s s e e e e e e e e e e e e e e e e e e e e e e eaea - +
e | --+
/ / v o
/ / +----+ act +----- + +omm e S e I
D chanl-------- > 11D |-+ +-->| ASP |--->| Assoc | v
/ +----+ +----+ | +----- + +omm e + - - - - -
/ +-> AS |--+ Streans
/ +----+ +----+ stb+----- +
D chan2-------- > 11D |-+ | ASP |
+----+ +----- +
where I'I1D = Interface ldentifier

Note that an ASP can be in nore than one AS.
1.5.2 Status of ASPs

The | UA |l ayer on the SG MUST maintain the state of the ASPs it is
supporting. The state of an ASP changes because of reception of
peer-to-peer nmessages (ASPM nessages as described in Section 3.3.2)
or reception of indications fromthe |ocal SCTP association. ASP
state transition procedures are described in Section 4.3. 1.
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At a SG an Application Server |list MAY contain active and inactive
ASPs to support ASP | oad-sharing and fail-over procedures. Wen, for
exanpl e, both a primary and a back-up ASP are avail abl e, |1 UA peer
protocol is required to control which ASP is currently active. The
ordered list of ASPs within a |ogical Application Server is kept
updated in the SGto reflect the active Application Server
Process(es).

Also the UA [ ayer MAY need to informthe | ocal managenment of the
change in status of an ASP or AS. This can be achieved using the M
ASP STATUS or M AS STATUS primitives.

1.5.3 SCTP Stream Managenent

SCTP al l ows a user specified nunber of streanms to be opened during
the initialization. It is the responsibility of the 1UA layer to
ensure proper nanagenent of these streans. Because of the

uni directional nature of streams, an |UA layer is not aware of the
stream nunber to Interface Identifier mapping of its peer |UA | ayer.
Instead, the Interface lIdentifier is in the | UA nessage header

The use of SCTP streans within IUA is recommended in order to

m ni mze transm ssion and buffering delay, therefore inproving the
overal |l performance and reliability of the signaling elenents. It is
reconmended that a separate SCTP streamis used for each D channel

1.5.4 Seanl ess Network Managenent I nterworking

The 1 UA layer on the SG SHOULD pass an indication of unavailability
of the IUA-User (Q931) to the local Layer Managenment, if the
currently active ASP noves fromthe ACTIVE state. The Layer
Managenent could instruct Q 921 to take some action, if it deens
appropri at e.

Li kewi se, if an SCTP association fails, the IUA layer on both the SG
and ASP sides MAY generate Release prinmitives to take the data Iinks
out - of - servi ce.

1.5.5 Congesti on Managenent
If the I1UA | ayer becones congested (inplenentation dependent), it MAY

stop reading fromthe SCTP association to flow control fromthe peer
I UA.
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1.6 Definition of | UA Boundaries
1.6.1 Definition of 1UA Q 921 boundary

DL- ESTABLI SH
DL- RELEASE
DL- DATA

DL- UNI' T DATA

1.6.2 Definition of 1UA Q 931 boundary

DL- ESTABLI SH
DL- RELEASE
DL- DATA

DL- UNI' T DATA

1.6.3 Definition of SCTP/I UA Boundary

An exanpl e of the upper layer prinitives provided by SCTP are
avail able in Reference [3] section 10.

1.6.4 Definition of |UA Layer-Managenent Boundary

M SCTP ESTABLI SH r equest
Direction: LM-> [ UA
Pur pose: LM requests ASP to establish an SCTP association with an SG

M STCP ESTABLI SH confirm

Direction: UA -> LM

Pur pose: ASP confirnms to LMthat it has established an SCTP
association with an SG

M SCTP ESTABLI SH i ndi cati on

Direction: 1UA -> LM

Purpose: SGinforns LMthat an ASP has established an SCTP
associ ati on.

M SCTP RELEASE request
Direction: LM-> [ UA
Pur pose: LM requests ASP to rel ease an SCTP association with SG

M SCTP RELEASE confirm

Direction: 1UA -> LM

Pur pose: ASP confirnms to LMthat it has rel eased SCTP associ ation
with SG
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M SCTP RELEASE i ndi cati on
Direction: 1UA -> LM
Purpose: SGinforns LMthat ASP has rel eased an SCTP associ ati on.

M SCTP STATUS r equest
Direction: LM-> | UA
Pur pose: LMrequests |UA to report status of SCTP associ ati on.

M SCTP STATUS i ndi cati on
Direction: 1UA -> LM
Purpose: 1UA reports status of SCTP associ ation.

M ASP STATUS request
Direction: LM-> | UA
Pur pose: LMrequests SGto report status of renote ASP.

M ASP STATUS i ndi cati on
Direction: 1UA -> LM
Pur pose: SG reports status of renote ASP.

M AS- STATUS r equest
Direction: LM-> | UA
Pur pose: LMrequests SGto report status of AS.

M AS- STATUS i ndi cati on
Direction: 1UA -> LM
Pur pose: SG reports status of AS.

M NOTI FY i ndi cati on

Direction: 1TUA -> LM

Purpose: ASP reports that it has received a NOTI FY nessage
fromits peer.

M ERROR i ndi cati on

Direction: 1UA -> LM

Pur pose: ASP or SGreports that it has received an ERROR
nmessage fromits peer.

M ASP- UP r equest

Direction: LM-> | UA

Pur pose: LMrequests ASP to start its operation and send an ASP UP
nessage to the SG

M ASP- UP confirm

Direction: 1UA -> LM

Purpose: ASP reports that is has received an ASP UP Acknow edgenent
nessage fromthe SG
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M ASP- DOMN r equest

Direction: LM-> | UA

Pur pose: LMrequests ASP to stop its operation and send an ASP DOAN
nessage to the SG

M ASP- DOMN confirm

Direction: 1UA -> LM

Pur pose: ASP reports that is has received an ASP DOMNN
Acknowl edgenent nessage fromthe SG

M ASP- ACTI VE r equest
Direction: LM-> | UA
Pur pose: LM requests ASP to send an ASP ACTI VE nessage to the SG

M ASP- ACTI VE confirm

Direction: 1UA -> LM

Pur pose: ASP reports that is has received an ASP ACTI VE
Acknow edgenent message fromthe SG

M ASP- | NACTI VE r equest
Direction: LM-> | UA
Pur pose: LM requests ASP to send an ASP | NACTI VE nessage to the SG

M ASP- | NACTI VE confirm

Direction: 1UA -> LM

Pur pose: ASP reports that is has received an ASP | NACTI VE
Acknow edgenent message fromthe SG

M TElI STATUS request
Direction: LM-> [ UA
Pur pose: LM requests ASP to send a TEl status request to the SG

M TEI STATUS i ndi cati on

Direction: 1UA -> LM

Pur pose: ASP reports that is has received a TElI status indication
fromthe SG

M TEI STATUS confirm

Direction: 1UA -> LM

Pur pose: ASP reports that is has received a TElI status confirmfromthe
SG

2.0 Conventi ons
The keywords MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMVENDED, NOT RECOMVENDED, MAY, and OPTI ONAL, when

they appear in this docunent, are to be interpreted as described in
[ RFC2119] .
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3.0 Protocol Elenents

This section describes the format of various nessages used in this
pr ot ocol .

3.1 Conmmon Message Header

The protocol nessages for Q 921-User Adaptation require a nessage
header which contains the adaptation |ayer version, the nmessage type,
and nessage | ength.

0 1 2 3

01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Ver si on | Reserved | Message O ass | Message Type |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Message Length |
il s T T S S S S S i N T i ST S S S S S e e L T 2

Fi gure 3 Common Header For mat

Al fields in an | UA nessage MJST be transmitted in the network byte
order, unl ess otherw se st at ed.

3.1.1 Version

The version field contains the version of the |IUA adaptation | ayer.
The supported versions are the foll ow ng:

Val ue Ver si on

1 Rel ease 1.0
3.1.2 Message O asses and Types
The followi ng List contains the valid Message C asses:
Message O ass: 8 bits (unsigned integer)

Managenment (MGMI) Message [ | UA/ M2UA/ MBUA/ SUA]

Transfer Messages [ MBUA]

SS7 Signalling Network Managenent (SSNM Messages [ M3UA/ SUA]
ASP St ate Mai ntenance (ASPSM Messages [ | UA/ M2UA/ MBUA/ SUA]
ASP Traffic Miintenance (ASPTM Messages [ | UA M2UA/ MBUA/ SUA]
Q 921/ Q 931 Boundary Primtives Transport (QPTM

Messages [ | UA]

MIP2 User Adaptation (MAUP) Messages [ M2UA]

Connecti onl ess Messages [ SUA]

GOrhwWNEFO

~N O
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8 Connection-Oiented Messages [ SUA]
9 to 127 Reserved by the I ETF
128 to 255 Reserved for | ETF-Defined Message O ass extensions

The following |list contains the nmessage nanes for the defined
nmessages.

Q 921/ Q 931 Boundary Primtives Transport (QPTM Messages

Reserved
Dat a Request Message
Data I ndi cati on Message
Unit Data Request Message
Unit Data Indication Message
Est abl i sh Request
Establish Confirm
Establ i sh I ndication
Rel ease Request
Rel ease Confirm
10 Rel ease | ndication

11 to 127 Reserved by the | ETF

128 to 255 Reserved for | ETF-Defi ned QPTM ext ensi ons

O©CoO~NOOUIA_WNEO

Application Server Process State Miintenance (ASPSM nessages

Reserved
ASP Up (UP)
ASP Down ( DOAN)
Hear t beat ( BEAT)
ASP Up Ack (UP ACK)
ASP Down Ack (DOWN ACK)
Heat beat Ack (BEAT ACK)
7 to 127 Reserved by the | ETF
128 to 255 Reserved for | ETF-Defi ned ASPSM ext ensi ons

OO wWNELO

Application Server Process Traffic Maintenance (ASPTM nessages

Reserved
ASP Active (ACTI VE)
ASP | nactive (I NACTI VE)
ASP Active Ack (ACTIVE ACK)
ASP | nactive Ack (I NACTIVE ACK)
5to 127 Reserved by the | ETF
128 to 255 Reserved for | ETF-Defined ASPTM ext ensi ons

~ArWNEFLO
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Managenment (MGMI) Messages

0 Error (ERR

1 Noti fy (NTFY)

2 TEI Status Request

3 TEl Status Confirm

4 TEl Status |ndication

5to 127 Reserved by the | ETF
128 to 255 Reserved for | ETF-Defi ned MGVl ext ensi ons

3.1.3 Reserved

The Reserved field is 8-bits. |t SHOULD be set to all '0's and
i gnored by the receiver.

3.1.4 Message Length

The Message length defines the |l ength of the nessage in octets,
i ncl udi ng the Common header.

3.1.5 Variable-Length Paraneter Formnat

| UA nessages consist of a Common Header followed by zero or nore
vari abl e-1 ength paraneters, as defined by the nessage type. The
vari abl e-l1 ength paraneters contained in a nessage are defined in a
Tag- Lengt h- Val ue fornmat as shown bel ow.

0 1 2 3
01234567890123456789012345678901
i T i i e S I ih s o S S ™
| Par anet er Tag | Par aneter Length |
i T i i e S I ih s o S S ™

\ \

/ Par anet er Val ue /

\ \
il s T T S S S S S i N T i ST S S S S S e e L T 2
Mandat ory paranmeters MJST be placed before optional paranmeters in a
nessage.

Parameter Tag: 16 bits (unsigned integer)

The Tag field is a 16 bit identifier of the type of paranmeter. It
takes a value of 0 to 65534.

The val ue of 65535 is reserved for | ETF-defi ned extensions. Val ues

other than those defined in specific paraneter description are
reserved for use by the | ETF.
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Parameter Length: 16 bits (unsigned integer)

The Parameter Length field contains the size of the paraneter in
bytes, including the Paraneter Tag, Paraneter Length, and Paraneter
Val ue fields. The Paraneter Length does not include any paddi ng
byt es.

Par amet er Val ue: vari abl e-l ength

The Paraneter Value field contains the actual information to be
transferred in the paraneter.

The total length of a paraneter (including Tag, Paraneter Length and
Val ue fields) MJST be a nultiple of 4 bytes. |If the length of the
paraneter is not a nultiple of 4 bytes, the sender pads the Paraneter
at the end (i.e., after the Paranmeter Value field) with all zero
bytes. The length of the padding is NOT included in the paraneter
length field. A sender SHOULD NEVER pad with nore than 3 bytes. The
recei ver MJST ignhore the paddi ng bytes.

3.2 1 UA Message Header

In addition to the compbn nessage header, there will be a specific
nmessage header for QPTM and the TElI Status MGMI nessages. The | UA
nmessage header will inmmediately follow the Cormon header in these
nessages.

This nessage header will contain the Interface Identifier and Data
Li nk Connection ldentifier (DLCl). The Interface ldentifier
identifies the physical interface term nating the signaling channel
at the SG for which the signaling nmessages are sent/received. The
format of the Interface Identifier paraneter can be text or integer.
The Interface ldentifiers are assigned according to network operator
policy. The integer values used are of |ocal significance only,
coordi nated between the SG and ASP

The integer formatted Interface Identifier MJUST be supported. The
text formatted Interface ldentifier MAY optionally be supported.
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0 1 2 3

01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0x1) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Interface ldentifier (integer) |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Tag (0x5) | Lengt h=8 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| DLCI | Spar e |

il s T T S S S S S i N T i ST S S S S S e e L T 2
Figure 4 1 UA Message Header (Integer-based Interface Identifier)

The Tag value for the Integer-based Interface ldentifier is Ox1l. The
length is always set to a value of 8.

0 1 2 3

01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0x3) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Interface ldentifier (text) |

T I T i o ST S S S I mi s o S S S S

| Tag (0x5) | Lengt h=8 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| DLCI | Spar e |

il s T T S S S S S i N T i ST S S S S S e e L T 2
Figure 5 | UA Message Header (Text-based Interface Identifier)

The Tag value for the Text-based Interface Identifier is 0x3. The
length is variable.

The DLCI format is shown below in Figure 6.

0 1 2 3 4 5 6 7
oo oo oo oo oo oo oo oo +
| 0 | SPR | SAPI |
g +
| 1 | TEI |
g +

Figure 6 DLC Format

SPR.  Spare 2nd bit in octet 1, (1 bit)
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SAPI : Service Access Point Identifier, 3rd through 8th bits in octet
1 (6 bits)

TEl: Terminal Endpoint Identifier, 2nd through 8th bits in octet 2
(7 bits)

The DLCI field (including the SAPI and TElI) is coded in accordance
with Q 921.

3.3 TUA Messages

The follow ng section defines the nessages and paraneter contents.
The | UA nessages will use the common nessage header (Figure 3) and
the | UA nessage header (Figure 4 and Figure 5).

3.3.1 Q921/Q 931 Boundary Primtives Transport (QPTM Messages
3.3.1.1 Establish Messages (Request, Confirm |ndication)

The Establish Messages are used to establish a data |ink on the
signaling channel or to confirmthat a data link on the signaling
channel has been established. The M3C controls the state of the D
channel. Wen the M3C desires the D channel to be in-service, it
will send the Establish Request nessage.

Wien the MSC sends an | UA Establish Request nessage, the M3C MAY
start a tinmer. This timer would be stopped upon receipt of an | UA

Establish Confirmor Establish Indication. |[If the tiner expires, the
MC woul d re-send the | UA Establish Request nessage and restart the
timer. |In other words, the M3C MAY continue to request the

establi shnment of the data link on periodic basis until the desired
state is achieved or take sone other action (notify the Managenent
Layer).

When the SG receives an | UA Establish Request fromthe M3C, the SG
shall send the Q 921 Establish Request primitive to the its Q 921
entity. |In addition, the SG shall nap any response received fromthe
Q 921 entity to the appropriate nessage to the M3C. For exanmple, if
the Q921 entity responds with a Q 921 Establish Confirmprimtive,
the IUA layer shall map this to an | UA Establish Confirm nmessage. As
anot her exanple, if the IUA Layer receives a Q 921 Rel ease Confirm or
Rel ease Indication as an apparent response to the Q 921 Establish
Request primtive, the | UA Layer shall map these to the correspondi ng
| UA Rel ease Confirm or Rel ease |Indication nessages.

The Establish nmessages contain the conmon nessage header foll owed by
| UA message header. |t does not contain any additional paraneters.
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3.3.1.2 Release Messages (Request, Indication, Confirmation)

The Rel ease Request nessage is used to release the data |ink on the

signaling channel. The Rel ease Confirm and |ndication nmessages are
used to indicate that the data |link on the signaling channel has been
rel eased

If a response to the Rel ease Request nessage is not received, the MC
MAY resend the Rel ease Request nessage. |If no response is received,
the M3C can consider the data |ink as being released. |In this case,
signaling traffic on that D channel is not expected fromthe SG and
signaling traffic will not be sent to the SG for that D channel

The Rel ease nessages contain the common nessage header foll owed by

| UA nmessage header. The Rel ease confirm nessage is in response to a
Rel ease Request nessage and it does not contain any additional
paraneters. The Rel ease Request and | ndication nessages contain the
foll ow ng paramneter:

REASON

0 1 2 3
01234567890123456789012345678901
T o i T S o T s T S e e i S S i St S S S
| Tag (0xf) | Lengt h |
T o i T S o T s T S e e i S S i St S S S
| Reason |
T o i T S o T s T S e e i S S i St S S S

The valid values for Reason are shown in the foll owing table.

Def i ne Val ue Descri ption
RELEASE MaGMI  0xO Managenent | ayer generated rel ease.
RELEASE_PHYS  Ox1 Physi cal |ayer al arm generated rel ease.
RELEASE_DM 0x2 Specific to a request. Indicates Layer 2

SHOULD rel ease and deny all requests from
far end to establish a data |link on the
signaling channel (i.e., if SABME is
recei ved send a DM

RELEASE_OTHER 0x3 O her reasons

Note: Only RELEASE MGMI, RELEASE DM and RELEASE OTHER are valid
reason codes for a Rel ease Request nessage.

3.3.1.3 Data Messages (Request, |ndication)

The Data nessage contains an | SDN Q 921-User Protocol Data Unit (PDU)
correspondi ng to acknow edged i nformation transfer service.
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The Data nessages contain the common nessage header followed by | UA
nmessage header. The Data nessage contains the follow ng parameters:

PROTOCOL DATA

0 1 2 3

01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0Oxe) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Prot ocol Data |

T I T i o ST S S S I mi s o S S S S

The protocol data contains upper |ayer signaling nmessage e.g. Q 931,

@&l G
3.3.1.4 Unit Data Messages (Request, I|ndication)

The Unit Data nmessage contains an | SDN Q 921-User Protocol Data Unit
(PDU) correspondi ng to unacknow edged informati on transfer service.

The Unit Data nessages contain the conmon nessage header foll owed by

| UA nmessage header. The Unit Data message contains the follow ng

par aneters

PROTOCOL DATA

0 1 2 3

01234567890123456789012345678901

il s T T S S S S S i N T i ST S S S S S e e L T 2

| Tag (0Oxe) | Lengt h |

il s T T S S S S S i N T i ST S S S S S e e L T 2

| Prot ocol Data |

il s T T S S S S S i N T i ST S S S S S e e L T 2
3.3.2 Application Server Process M ntenance (ASPM Messages

The ASPM nessages will only use the commbn nessage header.

3.3.2.1 ASP Up (ASPUP)

The ASP Up (ASPUP) nessage is sent by an ASP to indicate to an SG
that it is ready to receive traffic or maintenance messages.
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The ASPUP nessage contains the followi ng paraneters:
Info String (optional)
The format for ASPUP Message parameters is as foll ows:

0 1 2 3
01234567890123456789012345678901
T o i T S o T s T S e e i S S i St S S S
| Tag (0x4) | Lengt h |
T o i T S o T s T S e e i S S i St S S S

| I NFO String* |
il s T T S S S S S i N T i ST S S S S S e e L T 2
The optional INFO String parameter can carry any meani ngful 8-bit
ASClI | character string along with the nessage. Length of the INFO
String paraneter is fromO to 255 characters. No procedures are

presently identified for its use but the INFO String MAY be used for
debuggi ng pur poses.

3.3.2.2 ASP Up Ack

The ASP Up Ack nessage is used to acknowl edge an ASP Up nessage
received froma renote | UA peer.

The ASPUP Ack message contains the foll ow ng paraneters:
INFO String (optional)
The format for ASPUP Ack Message paraneters is as follows:

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0x4) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| I NFO String* |

T I T i o ST S S S I mi s o S S S S

The format and description of the optional Info String paraneter is
the sanme as for the ASP Up nessage (See Section 3.3.3.1).
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3.3.2.3 ASP Down (ASPDN)

The ASP Down (ASPDN) nessage is sent by an ASP to indicate to an SG
that it is NOT ready to receive traffic or maintenance nessages.

The ASPDN nessage contains the followi ng paraneters:

Reason
INFO String (Optional)

The fornmat for the ASPDN nessage paraneters is as follows:

0 1 2 3
01234567890123456789012345678901
T o i T S o T s T S e e i S S i St S S S
| Tag (0xa) | Lengt h |
T o i T S o T s T S e e i S S i St S S S
| Reason |
T o i T S o T s T S e e i S S i St S S S
| Tag (0x4) | Length |
T o i T S o T s T S e e i S S i St S S S

| | NFO String* |
T o i T S o T s T S e e i S S i St S S S

The format and description of the optional Info String paraneter is
the sanme as for the ASP Up nessage (See Section 3.3.3.1.).

The Reason paraneter indicates the reason that the renote | UA
adaptation layer is unavailable. The valid values for Reason are
shown in the followi ng table.

Val ue Descri ption
Ox1 Managenent | nhi bit

If a ASP is renoved from Managenent Inhibit, the ASP will send an ASP
Up nessage.

3.3.2.4 ASP Down Ack

The ASP Down Ack nmessage is used to acknowl edge an ASP Down nessage
received froma renote | UA peer.

The ASP Down Ack message contains the foll owi ng paraneters:

Reason
INFO String (Optional)
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The fornmat for the ASP Down Ack nessage paraneters is as follows:

0 1 2 3
01234567890123456789012345678901
T o i T S o T s T S e e i S S i St S S S
| Tag (0xa) | Lengt h |
T o i T S o T s T S e e i S S i St S S S
| Reason |
T o i T S o T s T S e e i S S i St S S S
| Tag (0x4) | Length |
T o i T S o T s T S e e i S S i St S S S

| | NFO String* |
T o i T S o T s T S e e i S S i St S S S

The format and description of the optional Info String paraneter is
the sanme as for the ASP Up nessage (See Section 3.3.2.1.).

The format of the Reason paraneter is the sane as for the ASP Down
nmessage (See Section 3.3.2.3).

3.3.2.5 ASP Active (ASPAC)

The ASPAC nessage is sent by an ASP to indicate to an SGthat it is
Active and ready to be used.

The ASPAC nessage contains the followi ng paraneters

Traffic Mode Type (Mandatory)

Interface lIdentifier (Optional)
- Conbi nation of integer and integer ranges, OR
- string (text formatted)

INFO String (Optional)
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The format for the ASPAC nessage using integer fornmatted Interface

|dentifiers

0

is as follows:

1 2

3

01234567890123456789012345678901

T T T o S S i St S o

Tag (0xb) |

T T S T a1t SIS WU St S S A

+-

+-

+-

+-

+-

i S i T T Y S S Y
Tag (Ox1=i nteger) |
i S i T T Y S S Y

+- +-

Tag (0x8=i nteger range) |

+- +-

Mor neaul t,

Traffic Mdde Type

Interface ldentifiers*

R .
Lengt h
R .

R .
Lengt h
R .

T i i S S S Tl o S S S S S g

+- +- +-

+- +- +-
Tag
+- +- +-

+- +- +-

et al.

i S ST S S i R S i
Interface Identifier Startl*
i S ST S S i R S i

Interface ldentifier Stopl*
i S ST S S i R S i
Interface Identifier Start2*
i S ST S S i R S i

Interface ldentifier Stop2*
i S ST S S i R S i

i S ST S S i R S i
Interface ldentifier StartN*
i S ST S S i R S i

Interface lIdentifier StopN*
i S ST S S i R S i

Additional Interface ldentifiers
of Tag Type Ox1 or Ox8

Tl Lk s s s s S S S S S S S
(0x4) |

+-

+-

Lengt h

+-

Lengt h

T ST S S i

I NFO String*

T i ST S S S i e

St andards Track

+-

+-

+-

+-

+-

+— +— +— +

+t—+—+—+— +— +

+
1
+
1
+— +— +
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The format for the ASPAC message using text formatted (string)
Interface ldentifiers is as foll ows:

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0xb) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Traffic Mdde Type |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0x3=string) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Interface ldentifier* |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Additional Interface ldentifiers |
| of Tag Type 0x3 |

il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0x4) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| I NFO String* |
il s T T S S S S S i N T i ST S S S S S e e L T 2
The Traffic Mbde Type paraneter identifies the traffic node of

operation of the ASP within an AS. The valid values for Type are
shown in the followi ng table:

Val ue Descri ption
Ox1 Over-ride
0x2 Load- share

Wthin a particular Interface Identifier, only one Traffic Mde Type
can be used. The Over-ride value indicates that the ASP is operating
in Over-ride node, where the ASP takes over all traffic in an
Application Server (i.e., primary/back-up operation), over-riding any
currently active ASPs in the AS. |n Load-share node, the ASP will
share in the traffic distribution with any other currently active
ASPs.

The optional Interface ldentifiers paraneter contains a |ist of
Interface lIdentifier integers (Type Ox1 or Type 0x8) or text strings
(Type 0x3) indexing the Application Server traffic that the sending
ASP is configured/registered to receive. |If integer formatted
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Interface ldentifiers are being used, the ASP can al so send ranges of
Interface ldentifiers (Type 0x8). Interface Identifier types Integer
(0x1) and Integer Range (0x8) are allowed in the same nmessage. Text
formatted Interface Identifiers (0x3) cannot be used with either
Integer (0x1l) or Integer Range (0x8) types.

If no Interface ldentifiers are included, the nessage is for al
provi sioned Interface lIdentifiers within the AS(s) in which the ASP
is provisioned. |If only a subset of Interface ldentifiers are

i ncluded, the ASP is noted as Active for all the Interface

I dentifiers provisioned for that AS.

Note: If the optional Interface ldentifier parameter is present, the
integer formatted Interface lIdentifier MJST be supported, while the
text formatted Interface lIdentifier MAY be supported.

The format and description of the optional Info String paraneter is
the sanme as for the ASP Up nessage (See Section 3.3.2.1.).

An SG that receives an ASPAC with an incorrect Traffic Mdde Type for
a particular Interface ldentifier will respond with an Error Message
(Cause: Unsupported Traffic Handling Mde).

3.3.2.6 ASP Active Ack

The ASPAC Ack message is used to acknow edge an ASP- Active nessage
received froma renote | UA peer.

The ASPAC Ack message contains the followi ng paraneters:

Traffic Mode Type (Mandatory)

Interface lIdentifier (Optional)
- Conbi nation of integer and integer ranges, OR
- string (text formatted)

INFO String (Optional)
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The format for the ASPAC Ack nmessage with Integer-formatted Interface

|dentifiers

0

is as follows:

1 2

3

01234567890123456789012345678901
i S S o Tk s oL U SR Y S Y S S Y S i
Tag (0xb) | Lengt h
i S T s s AT U SR Y S S Y S S S

+-

+-

+-

+-

+-

Traffic Mdde Type

i S T s s AT U SR Y S S Y S S S
Tag (Ox1=i nteger) | Lengt h
i S T s s AT U SR Y S S Y S S S

+- +-

+- +- +-

Interface ldentifiers*

T i ST S S S i e

Tag (0x8=i nteger range) | Length

+- +-

Mor neaul t,

+- +- +-

+- +- +-
Tag
+- +- +-

+- +- +-

et al.

T i o iy (TR Y S SR Y S
Interface Identifier Startl*
T i o iy (TR Y S SR Y S
Interface ldentifier Stopl*
T i o iy (TR Y S SR Y S
Interface Identifier Start2*
T i o iy (TR Y S SR Y S
Interface ldentifier Stop2*
T i o iy (TR Y S SR Y S

T i o iy (TR Y S SR Y S
Interface ldentifier StartN*
T i o iy (TR Y S SR Y S
Interface lIdentifier StopN*
T i o iy (TR Y S SR Y S

Additional Interface ldentifiers
of Tag Type Ox1 or Ox8

T i o iy (TR Y S SR Y S
(0x4) | Lengt h
T i o iy (TR Y S SR Y S

I NFO String*

T i ST S S S i e

St andards Track

+-

+-

+-

+-

+-

+— +— +— +

+t—+—+—+— +— +

+
1
+
1
+— +— +
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The fornmat for the ASP Active Ack nessage using text fornatted
(string) Interface ldentifiers is as follows:

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0xb) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Traffic Mdde Type |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0x3=string) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Interface ldentifier* |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Additional Interface ldentifiers |
| of Tag Type 0x3 |

T o i T S o T s T S e e i S S i St S S S
| Tag (0x4) | Lengt h |
T o i T S o T s T S e e i S S i St S S S

| I NFO String* |
T o i T S o T s T S e e i S S i St S S S

The format of the Traffic Mdde Type and Interface ldentifier
paraneters is the same as for the ASP Active nessage (See Section
3.3.2.5).

The format and description of the optional Info String paraneter is
the sanme as for the ASP Up nessage (See Section 3.3.2.1.).

3.3.2.7 ASP Inactive (ASPIA)

The ASPI A nessage is sent by an ASP to indicate to an SGthat it is
no longer an active ASP to be used fromwthin a list of ASPs. The
SGwll respond with an ASPI A Ack nessage and either discard incom ng
nmessages or buffer for a tined period and then discard.

The ASPI A nessage contains the followi ng paraneters
Traffic Mode Type (Mandatory)
Interface ldentifiers (Optional)

- Conbi nation of integer and integer ranges, OR
- string (text formatted)
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INFO String (Optional)

The format for the ASP | nactive nessage paraneters using |nteger
formatted Interface ldentifiers is as follows:

0 1 2 3

01234567890123456789012345678901
T o i T S o T s T S e e i S S i St S S S
| Tag (0xb) | Lengt h |
T o i T S o T s T S e e i S S i St S S S
| Traffic Mdde Type |
T o i T S o T s T S e e i S S i St S S S
| Tag (Ox1=i nteger) | Lengt h |
T o i T S o T s T S e e i S S i St S S S

| Interface Identifiers* |

il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0x8=i nteger range) | Length |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Interface ldentifier Startl* |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Interface lIdentifier Stopl* |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Interface ldentifier Start2* |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Interface lIdentifier Stop2* |
il s T T S S S S S i N T i ST S S S S S e e L T 2

il s T T S S S S S i N T i ST S S S S S e e L T 2
| Interface Identifier StartN |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Interface lIdentifier StopN* |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Additional Interface ldentifiers |
| of Tag Type Ox1 or Ox8 |

T o i T S o T s T S e e i S S i St S S S
| Tag (0x4) | Lengt h |
T o i T S o T s T S e e i S S i St S S S

| I NFO String* |

T I T i o ST S S S I mi s o S S S S
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The format for the ASP | nactive nmessage using text formatted (string)
Interface ldentifiers is as foll ows:

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0xb) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Traffic Mdde Type |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0x3=string) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Interface ldentifier* |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Additional Interface ldentifiers |
| of Tag Type 0x3 |

il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0x4) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| I NFO String* |
il s T T S S S S S i N T i ST S S S S S e e L T 2
The Traffic Mbde Type paraneter identifies the traffic node of

operation of the ASP within an AS. The valid values for Traffic Mde
Type are shown in the follow ng table:

Val ue Descri ption
Ox1 Over-ride
0x2 Load- shar e

The format and description of the optional Interface lIdentifiers and
Info String paraneters is the same as for the ASP Active message (See
Section 3.3.2.3.).

The optional Interface ldentifiers paraneter contains a |ist of
Interface ldentifier integers or text strings indexing the
Application Server traffic that the sending ASP is
configured/registered to receive, but does not want to receive at
this tine.
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3.3.2.8 ASP |Inactive Ack

The ASP | nactive (ASPI A) Ack nmessage is used to acknow edge an ASP
| nacti ve nessage received froma renote | UA peer.

The ASPI A Ack nmessage contains the followi ng paraneters:

Traffic Mode Type (Mandatory)

Interface ldentifiers (Optional)
- Conbi nation of integer and integer ranges, OR
- string (text formatted)

INFO String (Optional)
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0 1 2 3
01234567890123456789012345678901
S T s S T N e I I T T T i U S S S S S
| Tag (0xb) | Lengt h

S T s S T N e I I T T T i U S S S S S
| Traffic Mdde Type

S T s S T N e I I T T T i U S S S S S
| Tag (Ox1=i nteger) | Lengt h

S T s S T N e I I T T T i U S S S S S

+— +— +— +

| Interface Identifiers*

i S I i s ST T S R o
| Tag (0x8=i nteger range) | Length

i S I i s ST T S R o
| Interface Identifier Start1*

i S I i s ST T S R o
| Interface lIdentifier Stopl*

i S I i s ST T S R o
| Interface Identifier Start2*

i S I i s ST T S R o
| Interface lIdentifier Stop2*

i S I i s ST T S R o

+t—+—+—+— +— +

s s T T S S S N i st TSI SR s Y S Y i ot S o
| Interface Identifier StartN
s s T T S S S N i st TSI SR s Y S Y i ot S o
| Interface Identifier StopN
s s T T S S S N i st TSI SR s Y S Y i ot S o

+— +— +

| Additional Interface ldentifiers |
| of Tag Type Ox1 or Ox8

il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0x4) | Lengt h
il s T T S S S S S i N T i ST S S S S S e e L T 2

| I NFO String* |

T I T i o ST S S S I mi s o S S S S
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The fornmat for the ASP I nactive Ack nessage using text fornatted
(string) Interface ldentifiers is as follows:

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0xb) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Traffic Mdde Type |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0x3=string) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Interface ldentifier* |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Additional Interface ldentifiers |
| of Tag Type 0x3 |

il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0x4) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| I NFO String* |
il s T T S S S S S i N T i ST S S S S S e e L T 2
The format of the Traffic Mdde Type and Interface ldentifier
paraneters is the same as for the ASP I nactive nmessage (See Section
3.3.2.7).

The format and description of the optional Info String paraneter is
the sanme as for the ASP Up nessage (See Section 3.3.2.1).

3.3.2.9 Heartbeat (BEAT)
The Heartbeat nessage is optionally used to ensure that the | UA peers
are still available to each other. It is reconmended for use when
the 1UA runs over a transport |ayer other than the SCTP, which has
its own heartbeat.
The BEAT nessage contains the foll owi ng paraneters:

Hear t beat Data Opti ona
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The format for the BEAT nessage is as foll ows:

0 1 2 3

01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag = 9 | Length |
il s T T S S S S S i N T i ST S S S S S e e L T 2

\
Heartbeat Data * |
\
+

+/—/

T I S T S s ST S S e T A Sp S

The Heartbeat Data paraneter contents are defined by the sending
node. The Heartbeat Data could include, for exanple, a Heartbeat
Sequence Nunber and, or Tinmestanp. The receiver of a Heartbeat
nmessage does not process this field as it is only of significance to
the sender. The receiver MJST respond with a Heartbeat Ack message.

3.3.2.10 Heartbeat Ack (BEAT-Ack)

The Heartbeat Ack nessage is sent in response to a received Heartbeat
nmessage. It includes all the paranmeters of the received Heartbeat
nmessage, W thout any change.

3.3.3 Layer Managenent (M3AMI) Messages

3.3.3.1 FError (ERR
The Error message is used to notify a peer of an error event
associ ated with an i ncom ng nmessage. For exanple, the nmessage type
m ght be unexpected given the current state, or a paraneter val ue
m ght be invalid.

The Error message will only have the conmon nessage header. The
Error nessage contains the follow ng paraneters:

Error Code
Di agnostic Information (optional)
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0 1 2 3
01234567890123456789012345678901
T o i T S o T s T S e e i S S i St S S S
| Tag (0xc) | Lengt h |
T o i T S o T s T S e e i S S i St S S S
| Error Code |
T o i T S o T s T S e e i S S i St S S S
| Tag (0x7) | Length |
T o i T S o T s T S e e i S S i St S S S

| Di agnostic | nformation* |
il s T T S S S S S i N T i ST S S S S S e e L T 2

The Error Code paraneter indicates the reason for the Error Message.
The Error paranmeter value can be one of the follow ng val ues:

Invalid Version 0x01
Invalid Interface ldentifier 0x02
Unsupported Message O ass 0x03
Unsupported Message Type 0x04
Unsupported Traffic Handling Mde 0x05
Unexpect ed Message 0x06
Prot ocol Error 0x07
Unsupported Interface lIdentifier Type 0x08
Invalid Stream ldentifier 0x09
Unassi gned TEI Ox0a
Unr ecogni zed SAPI 0x0b
Invalid TElI, SAPI conbi nation 0x0c

The "Invalid Version" error would be sent if a nessage was received
with an invalid or unsupported version. The Error nessage woul d
contain the supported version in the Conmon header. The Error
nmessage could optionally provide the supported version in the

Di agnostic Information area.

The "Invalid Interface Identifier" error would be sent by a SGif an
ASP sends a nessage with an invalid (unconfigured) Interface
I dentifier val ue.

The "Unsupported Traffic Handling Mdde" error would be sent by a SG
if an ASP sends an ASP Active with an unsupported Traffic Handling
Mode. An exanple would be a case in which the SG did not support

| oad- shari ng.

The "Unexpected Message" error would be sent by an ASP if it received

a QPTM nessage froman SGwhile it was in the Inactive state (the ASP
could optionally drop the nessage and not send an Error). It would

Morneault, et al. St andar ds Track [ Page 39]



RFC 3057 | SDN Q 921-User Adaptation Layer February 2001

al so be sent by an ASP if it received a defined and recogni zed
nmessage that the SGis not expected to send (e.g., if the MC
receives an | UA Establish Request nessage).

The "Protocol Error" error would be sent for any protocol anomaly
(i.e., a bogus nessage).

The "Invalid Streamldentifier"” error would be sent if a nessage was
recei ved on an unexpected SCTP stream (i.e., a MaGJMl nessage was
received on a streamother than "0").

The "Unsupported Interface lIdentifier Type" error would be sent by a
SGif an ASP sends a Text formatted Interface Identifier and the SG
only supports Integer formatted Interface ldentifiers. Wen the ASP
receives this error, it will need to resend its nessage with an
Integer formatted Interface Identifier.

The "Unsupported Message Type" error would be sent if a nessage with
an unexpected or unsupported Message Type is received.

The "Unsupported Message C ass" error would be sent if a nmessage with
an unexpected or unsupported Message C ass is received.

The "Unassigned TElI" error may be used when the SG receives an | UA
nmessage that includes a TElI which has not been assigned or recognized
for use on the indicated | SDN D channel

The "Unrecogni zed SAPI" error would handl e the case of using a SAPI
that is not recognized by the SG The "lInvalid TEl, SAP

conbi nation" error identify errors where the TEl is assigned and the
the SAPI is recognized, but the combination is not valid for the
interface (e.g., on a BRI the M tries to send Q 921 Managenent
nmessages via | UA when Layer Managenent at the SG SHOULD be perform ng
this function).

The optional Diagnostic information can be any information germane to
the error condition, to assist in identification of the error
condition. To enhance debuggi ng, the Diagnostic infornmation could
contain the first 40 bytes of the offendi ng nessage.

3.3.3.2 Notify (NTFY)

The Notify nessage used to provide an autononous indication of |UA
events to an | UA peer.
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The Notify nessage will only use the conmon nessage header. The
Notify message contains the follow ng paraneters:

Status Type

Status ldentification

Interface lIdentifiers (Optional)
INFO String (Optional)
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The format for the Notify nessage with Integer-fornmatted Interface
Identifiers is as follows:

0

1 2

3

01234567890123456789012345678901
T S S T o 2T S S e e S s S SIS S S S SU S

+-

+-

+-

+-

+-

Morneaul t, et al.

Tag (0xd) | Lengt h

T S S T o AT S S e S e T Sl S S S 2

Status Type | Status ldentification

i S T s s AT U SR Y S S Y S S S
Tag (Ox1=i nteger) | Length
i S T s s AT U SR Y S S Y S S S

Interface ldentifiers*

i S T s s AT U SR Y S S Y S S S
Tag (0x8=i nteger range) | Length
i S T s s AT U SR Y S S Y S S S
Interface ldentifier Startl*

i S T s s AT U SR Y S S Y S S S
Interface ldentifier Stopl*

i S T s s AT U SR Y S S Y S S S
Interface ldentifier Start2*

i S T s s AT U SR Y S S Y S S S
Interface ldentifier Stop2*

i S T s s AT U SR Y S S Y S S S

i S T s s AT U SR Y S S Y S S S
Interface ldentifier StartN*

i S T s s AT U SR Y S S Y S S S
Interface lIdentifier StopN*

i S T s s AT U SR Y S S Y S S S

Additional Interface ldentifiers
of Tag Type Ox1 or Ox8

i S T s s AT U SR Y S S Y S S S
Tag (0x4) | Lengt h
i S T s s AT U SR Y S S Y S S S

I NFO String*

T S T i S S T i i S S SR S

St andards Track

+-

+-

+-

+-

+-

+-

+-

+-

+-

+-

+-

+-

+-

+— +— +— +

+t—+—+—+— +— +

+
1
+
1
+— +— +
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The format for the Notify nessage with Text-formatted Interface
Identifiers is as follows:

0 1 2 3

01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0xd) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Status Type | Status ldentification |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0x3=string) | Length |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Interface ldentifier* |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Additional Interface ldentifiers |
| of Tag Type 0x3 |

il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0x4) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| I NFO String* |

T I T i o ST S S S I mi s o S S S S

The Status Type paraneter identifies the type of the Notify nessage.
The following are the valid Status Type val ues:

Val ue Descri ption
0x1 Application Server state change (AS_Stat e_Change)
0x2 O her

The Status Identification paraneter contains nore detailed
information for the notification, based on the value of the Status
Type. |If the Status Type is AS State_Change the foll owing Status
I dentification values are used:

Val ue Descri ption
1 Application Server Down (AS_Down)
2 Application Server Inactive (AS_Inactive)
3 Application Server Active (AS_Active)
4 Application Server Pending (AS_Pendi ng)
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These notifications are sent froman SGto an ASP upon a change in
status of a particular Application Server. The value reflects the
new state of the Application Server.

If the Status Type is Other, then the following Status Infornmation
val ues are defi ned:

Val ue Descri ption
1 | nsufficient ASP resources active in AS
2 Alternate ASP Active

These notifications are not based on the SG reporting the state
change of an ASP or AS. In the Insufficient ASP Resources case, the
SGis indicating to an "lnactive" ASP(s) in the AS that another ASP
is required in order to handle the | oad of the AS (Load-sharing
node). For the Alternate ASP Active case, an ASP is inforned when an
alternate ASP transitions to the ASP-Active state in Over-ride nopde.

The format and description of the optional Interface lIdentifiers and
Info String paraneters is the same as for the ASP Active message (See
Section 3.3.2.3.).

3.3.3.3 TElI Status Messages (Request, Confirm and Indication)

The TElI Status nessages are exchanged between | UA | ayer peers to
request, confirmand indicate the status of a particular TEl

The TElI Status nessages contain the commopn nessage header foll owed by
| UA nessage header. The TEl Status Request nessage does not contain
any additional paraneters.

In the integrated | SDN Layer 2/3 nodel (e.g., in traditional |SDN
switches), it is assunmed that the Layer Managenent for the Q 921
Layer and the Q 931 layer are co-located. Wen backhauling | SDN
this assunption is not necessarily valid. The TElI status nessages
allow the two Layer Managenment entities to communicate the status of
the TEI. 1In addition, knowing that a TEl is in service allows the
ASP to request the SGto establish the datalink to the terminal (via
the 1 UA Establish nessage) for signaling if the ASP wants to be in
control of data |ink establishnment. Another use of the TEl status
procedure is where the Layer Managenent at the ASP can prepare for
send/ receive signaling to/froma given TElI and confirmverify the
establishment of a datalink to that TEI. For example, if a datalink
is established for a TEI that the ASP did not know was assigned, the
ASP can check to see whether it was assigned or whether there was an
error in the signaling nessage. Al so, knowing that a TEl is out of
service, the ASP need not request the SGto establish a datalink to
that TEI.
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The TElI Status Indication, and Confirm nessages contain the follow ng
par amet er :

STATUS

0 1 2 3

01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tag (0x10) | Lengt h |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| St at us |
il s T T S S S S S i N T i ST S S S S S e e L T 2

The valid values for Status are shown in the foll owing table.

Defi ne Val ue Descri ption
ASSI GNED 0x0 TEl is considered assigned by Q 921
UNASSI GNED Ox1 TEl is considered unassigned by Q 921

4.0 Procedures

The 1 UA | ayer needs to respond to various primtives it receives from
other layers as well as nessages it receives fromthe peer [UA | ayer.
This section describes various procedures involved in response to

t hese events.

4.1 Procedures to support service in section 1.4.1

These procedures achieve the 1UA layer’s "Transport of Q 921/Q 931
boundary" service.

4.1.1 Q921 or Q931 primtives procedures

On receiving these primtives fromthe |local |ayer, the IUA | ayer
will send the correspondi ng QPTM nessage (Data, Unit Data, Establish,
Rel ease) to its peer. Wile doing so, the IUA | ayer needs to fill
various fields of the conmon and specific headers correctly. In
addition the nmessage needs to be sent on the SCTP stream t hat
corresponds to the D channel (Interface ldentifier).

4.1.2 QTM nessage procedures
On receiving QPTM nessages froma peer |UA layer, the IUA layer on an
SG or MSC needs to invoke the corresponding |layer primtives (DL-

ESTABLI SH, DL- DATA, DL-UN T DATA, DL-RELEASE) to the local Q 921 or
Q 931 | ayer.
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4.2 Procedures to support service in section 1.4.2

These procedures achieve the IUA | ayer’s "Support for Conmunication
bet ween Layer Managenents" service.

4.2.1 Layer Managenent primtives procedures
On receiving these primtives fromthe |ocal Layer Managenent, the

|UA [ayer will provide the appropriate response primtive across the
internal |ocal Layer Managenent interface.

An M SCTP ESTABLI SH request from Layer Managenent will initiate the
establ i shnment of an SCTP association. An M SCTP ESTABLI SH confirm
will be sent to Layer Managenent when the initiated association set-

up is conplete. An M SCTP ESTABLI SH i ndication is sent to Layer
Managenent upon successful conpletion of an incom ng SCTP associ ation
set-up froma peer |UA node

An M SCTP RELEASE request from Layer Managenent will initiate the
tear-down of an SCTP association. An M SCTP RELEASE confirmw || be
sent by Layer Managenent when the association teardown is conplete.
An M SCTP RELEASE indication is sent to Layer Managenent upon
successful tear-down of an SCTP association initiated by a peer |UA

M SCTP STATUS request and indication support a Layer Managenent query
of the local status of a particular SCTP association.

M NOTI FY i ndication and M ERRCOR indication indicate to Layer
Managenent the notification or error information contained in a
received |UA Notify or Error nessage respectively. These indications
can al so be generated based on | ocal |UA events.

M ASP STATUS request/indication and M AS- STATUS request/i ndi cation
support a Layer Managenent query of the |ocal status of a particular
ASP or AS. No | UA peer protocol is invoked.

M ASP- UP request, M ASP-DOMN request, M ASP-INACTI VE request and M
ASP- ACTI VE request allow Layer Managenment at an ASP to initiate state
changes. These requests result in outgoing IUA ASP UP, ASP DOWN, ASP
| NACTI VE and ASP ACTI VE nessages.

M ASP- UP confirmati on, M ASP-DOM confirmation, M ASP-| NACTI VE

confirmati on and M ASP- ACTI VE confirmation indicate to Layer
Managenent that the previous request has been confirned.
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Upon receipt of a MTElI Status prinitive from Layer Managenent, the
IUA will send the correspondi ng MaMI' nessage (TEl Status) to its
peer. \While doing so, the IUA | ayer needs to fill various fields of
the comon and specific headers correctly.

Al'l MGV nessages are sent on a sequenced streamto ensure ordering.
SCTP stream’ 0’ SHOULD be used.

4.2.2 Receipt of |IUA Peer Managenent nessages

Upon recei pt of | UA Managenent nessages, the I UA | ayer MJUST invoke
the correspondi ng Layer Managenent primtive indications (e.g., MAS
Status ind., MASP Status ind., MERROR ind., MTEl STATUS...) to the
| ocal | ayer managenent.

M NOTI FY i ndication and M ERRCOR indication indicate to Layer
Managenent the notification or error informati on contained in a
received IUA Notify or Error nessage. These indications can also be
gener ated based on local |UA events.

Al'l MGV nessages are sent on a sequenced streamto ensure ordering.
SCTP stream’ 0’ SHOULD be used.

4.3 Procedures to support service in section 1.4.3

These procedures achieve the 1UA | ayer’s "Support for nanagenent of
active associ ati ons between SG and MC' servi ce.

4.3.1 AS and ASP State Mi ntenance

The I UA layer on the SG needs to maintain the states of each ASP as
well as the state of the AS.

4.3.1.1 ASP States

The state of the each ASP, in each AS that it is configured, is
mai ntained in the 1UA layer on the SG The state of an ASP changes
due to the followi ng type of events:

Reception of nessages from peer |1UA | ayer at that ASP
Reception of sone nmessages fromthe peer |1UA [ ayer at other
ASPs in the AS

* Reception of indications from SCTP | ayer

The ASP state transition diagramis shown in Figure 7. The possible
states of an ASP are the follow ng:
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ASP- DOMN:  Application Server Process is unavail able and/or the
rel ated SCTP association is down. Initially, all ASPs will be in
this state. An ASP in this state SHOULD NOT be sent any | UA nessages.

ASP-| NACTI VE: The renote | UA peer at the ASP is available (and the
rel ated SCTP association is up) but application traffic is stopped.
In this state the ASP can be sent any non- QPTM | UA nessages (except
for TElI Status nessages).

ASP- ACTI VE: The renote | UA peer at the ASP is avail able and
application traffic is active.

Figure 7 ASP State Transition Di agram

S, +
MR R I I
| Alternate +------- | ASP-ACTIVE |
| ASP | Fom oo +
| Takeover | N |
| | ASP | | ASP
| | Active | | I'nactive
I I I v
| | S, +
I I I
| Fomm o - >| ASP- | NACT |
| SRS +
I N I
ASP Down/ | ASP | | ASP Down /
SCTP CDI | Up | | SCTP CDI
I I v
| SRS +
S >|
|  ASP- DOAN |
S, +

SCTP CDI: The |l ocal SCTP layer’s Conmunication Down Indication to
the Upper Layer Protocol (I1UA) on an SG  The local SCTP will send
this indication when it detects the loss of connectivity to the ASP' s
peer SCTP layer. SCTP CDI is understood as either a SHUTDOMN
COWPLETE notification and COMUNI CATI ON LOST notification fromthe
SCTP.

4.3.1.2 AS States

The state of the ASis maintained in the IUA | ayer on the SG

The state of an AS changes due to events. These events include the
fol |l ow ng:
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ASP state transitions
* Recovery tiner triggers

The possible states of an AS are the foll ow ng:

AS-DOMNN: The Application Server is unavailable. This state inplies
that all related ASPs are in the ASP-DOMWN state for this AS.
Initially the ASwill be in this state.

AS- | NACTI VE: The Application Server is available but no application
traffic is active (i.e., one or nore related ASPs are in the ASP-

| NACTI VE state, but none in the ASP-ACTIVE state). The recovery
timer T(r) is not running or has expired.

AS- ACTI VE: The Application Server is available and application
traffic is active. This state inplies that at |east one ASP is in
t he ASP- ACTI VE st at e.

AS- PENDI NG An active ASP has transitioned fromactive to inactive or
down and it was the last remaining active ASP in the AS. A recovery

timer T(r) will be started and all incom ng SCN nmessages w |l be
gueued by the SG If an ASP becones active before T(r) expires, the
AS will nove to AS-ACTIVE state and all the queued nessages will be

sent to the active ASP.

If T(r) expires before an ASP becones active, the SG stops queui ng
nmessages and discards all previously queued nmessages. The AS will
move to AS-INACTIVE if at |east one ASP is in ASP-INACTI VE state,
otherwise it will nove to AS-DOM state.
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Figure 8 AS State Transition D agram
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4.3.2 ASPM procedures for primtives

Bef ore the establishnment of an SCTP association the ASP state at both
the SG and ASP is assuned to be "Down".

As the ASP is responsible for initiating the setup of an SCTP
association to an SG the IUA layer at an ASP receives an M SCTP
ESTABLI SH request primtive fromthe Layer Managenent, the | UA | ayer
will try to establish an SCTP association with the renote | UA peer at
an SG  Upon reception of an eventual SCTP-Comrunication Up confirm
primtive fromthe SCTP, the I1UA layer will invoke the primtive M
SCTP ESTABLI SH confirmto the Layer Managenent.

At the SG the IUA ayer will receive an SCTP Conmuni cati on Up

indication primtive fromthe SCTP. The IUA layer will then invoke
the prinmitive M SCTP ESTABLI SH i ndication to the Layer Managenent.
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Once the SCTP association is established and assuming that the I ocal
| UA-User is ready, the local ASP | UA Application Server Process

Mai nt enance (ASPM function will initiate the ASPM procedures, using
the ASP Up/-Down/-Active/-Inactive nessages to convey the ASP state

to the SG - see Section 4.3.3.

The Layer Managenment and the |UA [ ayer on SG can communi cate the
status of the application server using the MAS STATUS primtives.
The Layer Managenent and the |UA | ayer on both the SG and ASP can
comuni cate the status of an SCTP associ ati on using the M SCTP STATUS
primtives.

If the Layer Managenment on SG or ASP wants to bring down an SCTP
associ ati on for nanagenent reasons, they would send M SCTP RELEASE
request primtive to the local IUA layer. The |UA |ayer would

rel ease the SCTP associ ati on and upon receiving the SCIP

Conmuni cation Down indication fromthe underlying SCTP | ayer, it

woul d informthe | ocal Layer Management using M SCTP RELEASE confirm
primtive.

If the 1UA |l ayer receives an SCTP-Conmuni cati on Down indication from
the underlying SCTP layer, it will informthe Layer Managenent by

i nvoki ng the M SCTP RELEASE indication primtive. The state of the
ASP wi |l be noved to "Down" at both the SG and ASP.

At an ASP, the Layer Managenent MAY try to reestablish the SCTP
associ ation using M SCTP ESTABLI SH request primtive.

4.3.3 ASPM procedures for peer-to-peer nessages

Al'l ASPM nessages are sent on a sequenced streamto ensure ordering.
SCTP stream’' 0" SHOULD be used.

4.3.3.1 ASP Up

After an ASP has successfully established an SCTP association to an
SG the SGwaits for the ASP to send an ASP Up nessage, indicating
that the ASP | UA peer is available. The ASP is always the initiator
of the ASP Up exchange.

When an ASP Up nessage is received at an SG and internally the renpte
ASP is not considered | ocked-out for |ocal nanagenent reasons, the SG
mar ks the renote ASP as "lnactive". The SG responds with an ASP Up
Ack message in acknow edgenent. The SG sends an ASP-Up Ack nessage
in response to a received ASP Up nessage even if the ASP is al ready
mar ked as "lnactive" at the SG
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If for any |l ocal reason the SG cannot respond with an ASP Up, the SG
responds to a ASP Up with a with an ASP-Down Ack nmessage with Reason
"Managenent Bl ocki ng".

At the ASP, the ASP Up Ack nessage received fromthe SGis not

acknowl edged by the ASP. If the ASP does not receive a response from
the SG or an ASP Down Ack is received, the ASP MAY resend ASP Up
nmessages every 2 seconds until it receives a ASP Up Ack nessage from

the SG The ASP MAY decide to reduce the frequency (say to every 5
seconds) if an ASP Up Ack is not received after a fewtries.

The ASP MUST wait for the ASP Up Ack nessage fromthe SG before
sendi ng any ASP traffic control nmessages (ASPAC or ASPI A) or Data
nmessages or it will risk nessage loss. |If the SG receives QPTM ASP
Active or ASP | nactive nmessages before an ASP Up is received, the SG
SHOULD di scard t hese nessages.

4.3.3.2 ASP Down

The ASP will send an ASP Down to an SG when the ASP is to be renpved
fromthe list of ASPs in all Application Servers that it is a nenber
and no longer receive any |UA traffic or managenent nessages.

Whet her the ASP is pernmanently renoved froman AS is a function of
configurati on managenent.

The SG narks the ASP as "Down" and returns an ASP Down Ack message to
the ASP if one of the follow ng events occur:

- to acknow edge an ASP Down nessage from an ASP,
- toreply to ASPM nessages froman ASP which is | ocked out for
management reasons.

The SG sends an ASP Down Ack nessage in response to a received ASP
Down nmessage fromthe ASP even if the ASP is already marked as "Down"
at the SG

If the ASP does not receive a response fromthe SG the ASP MAY send
ASP Down nessages every 2 seconds until it receives an ASP Down Ack
nmessage fromthe SG or the SCTP associ ati on goes down. The ASP MAY
decide to reduce the frequency (say to every 5 seconds) if an ASP
Down Ack is not received after a fewtries.

4.3.3.3 1 UA Version Control
If a ASP Up nessage with an unsupported version is received, the

receiving end responds with an Error nessage, indicating the version
the receiving node supports and notifies Layer Managenent.

Morneaul t, et al. St andards Track [ Page 52]



RFC 3057 | SDN Q 921-User Adaptation Layer February 2001

This is useful when protocol version upgrades are being perforned in
a network. A node upgraded to a newer version SHOULD support the

ol der versions used on other nodes it is communicating with. Because
ASPs initiate the ASP Up procedure it is assuned that the Error
nmessage woul d normally cone fromthe SG

4.3.3.4 ASP Active

Any time after the ASP has received a ASP Up Ack fromthe SG the ASP
sends an ASP-Active (ASPAC) to the SGindicating that the ASP is
ready to start processing traffic. |In the case where an ASP is
configured/registered to process the traffic for nore than one
Application Server across an SCTP associ ation, the ASPAC contains one
or nore Interface ldentifiers to indicate for which Application
Servers the ASPAC applies.

When an ASP Active (ASPAC) nessage is received, the SG responds to
the ASP with a ASPAC Ack message acknow edgi ng that the ASPAC was

received and starts sending traffic for the associated Application
Server(s) to that ASP

The ASP MUST wait for the ASP-Active Ack nessage fromthe SG before
sendi ng any Data messages or it will risk nessage loss. |If the SG
recei ves QPTM nessages before an ASP Active is received, the SG
SHOULD di scard t hese nessages.

There are two nodes of Application Server traffic handling in the SG
|UA - Over-ride and Load-sharing. The Type paraneter in the ASPAC
nmessage i ndicates the node used in a particular Application Server

If the SG determ nes that the node indicates in an ASPAC is

i nconpatible with the traffic handling node currently used in the AS,
the SG responds with an Error nessage indicating Unsupported Traffic
Handl i ng Mbde.

In the case of an Over-ride node AS, reception of an ASPAC nessage at
an SG causes the redirection of all traffic for the AS to the ASP
that sent the ASPAC. The SG responds to the ASPAC with an ASP-Active
Ack message to the ASP. Any previously active ASP in the AS is now
consi dered Inactive and will no longer receive traffic fromthe SG
within the AS. The SG sends a Notify (Alternate ASP-Active) to the
previously active ASP in the AS, after stopping all traffic to that
ASP.

In the case of a | oad-share node AS, reception of an ASPAC nessage at
an SG causes the direction of traffic to the ASP sendi ng t he ASPAC,
in addition to all the other ASPs that are currently active in the
AS. The algorithmat the SG for |oad-sharing traffic within an AS to
all the active ASPs is inplenentation dependent. The algorithm
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could, for exanple be round-robin or based on information in the Data
nmessage, such as Interface ldentifier, depending on the requirenents
of the application and the call state handling assunptions of the
collection of ASPs in the AS. The SG responds to the ASPAC with a
ASP- Active Ack nessage to the ASP.

4.3.3.5 ASP | nactive

When an ASP wi shes to withdraw fromreceiving traffic within an AS,
the ASP sends an ASP I nactive (ASPIA) to the SG In the case where
an ASP is configured/registered to process the traffic for nore than
one Application Server across an SCTP association, the ASPI A contains
one or nore Interface ldentifiers to indicate for which Application
Servers the ASPI A appli es.

There are two nodes of Application Server traffic handling in the SG
| UA when wi thdrawing an ASP from service - Over-ride and Load-
sharing. The Type paraneter in the ASPI A nessage indicates the node
used in a particular Application Server. |If the SG deternines that
the node indicates in an ASPAC is inconpatible with the traffic
handl i ng node currently used in the AS, the SG responds with an Error
nmessage i ndi cati ng Unsupported Traffic Handling Mde.

In the case of an Over-ride node AS, where normally another ASP has
al ready taken over the traffic within the AS with an Over-ride ASPAC,
the ASP which sends the ASPIA is already considered by the SGto be
"Inactive". An ASPI A Ack message is sent to the ASP, after ensuring
that all traffic is stopped to the ASP

In the case of a Load-share node AS, the SG noves the ASP to the

"I nactive" state and the AS traffic is re-allocated across the
remai ni ng "active" ASPs per the | oad-sharing algorithmcurrently used
within the AS. An ASPIA Ack nessage is sent to the ASP after al
traffic is halted to the ASP. A NTFY (Insufficient ASPs) MAY be sent
to all inactive ASPs, if required.

If no other ASPs are Active in the Application Server, the SG sends a
NTFY (AS-Pending) to all inactive ASPs of the AS and either discards
all incom ng nessages for the AS or starts buffering the incom ng
nmessages for T(r)seconds, after which nessages will be discarded.

T(r) is configurable by the network operator. |If the SG receives an
ASPAC froman ASP in the AS before expiry of T(r), the buffered
traffic is directed to the ASP and the tinmer is cancelled. [If T(r)
expires, the ASis noved to the "Inactive" state.
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4.3.3.6 Notify

A Notify nmessage reflecting a change in the AS state is sent to al
ASPs in the AS, except those in the "Down" state, with appropriate
Status ldentification

In the case where a Notify (AS-Pending) nessage is sent by an SG that
now has no ASPs active to service the traffic, or a NTFY
(I'nsufficient ASPs) is sent in the Load-share node, the Notify does
not explicitly force the ASP(s) receiving the nessage to becone
active. The ASPs remain in control of what (and when) action is

t aken.

4.3.3.7 Heartbeat

The optional Heartbeat procedures MAY be used when operating over
transport layers that do not have their own heartbeat nechanism for
detecting |l oss of the transport association (i.e., other than the
SCTP)

After receiving an ASP Up Ack nessage fromthe SGin response to an
ASP Up nessage, the ASP MAY optionally send Beat nessages
periodically, subject to a provisionable timer T(beat). The SG | UA
upon receiving a BEAT nessage fromthe ASP, responds wth a BEAT ACK
nmessage. |f no BEAT nessage (or any other |UA nessage) is received
fromthe SGwithin the tinmer 2*T(beat), the SGwill consider the
renote UA as "Down". The SGwll also send an ASP Down Ack nessage
to the ASP.

At the ASP, if no BEAT ACK nessage (or any other |UA nessage) is
received fromthe SGwithin 2*T(beat), the SGis considered
unavai l abl e. Transmni ssion of BEAT nessages is stopped and ASP Up
procedures are used to re-establish conmmunication with the SG | UA
peer.

The BEAT nessage MAY optionally contain an opague Heartbeat Data
paraneter that MJST be echoed back unchanged in the rel ated Beat Ack
nmessage. The ASP upon exam ning the contents of the returned BEAT
Ack message MAY choose to consider the renpte ASP as unavail abl e.

The contents/format of the Heartbeat Data paraneter is

i npl enent ati on-dependent and only of local interest to the original
sender. The contents MAY be used, for exanple, to support a

Heart beat sequence algorithm (to detect m ssing Heartbeats), and/or a
ti mestanp mechani sm (to eval uate del ays).

Note: Heartbeat related events are not shown in Figure 4 "ASP state
transition diagrant.
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5.0 Exanpl es

5.1 Establishnment of Association and Traffic between SGs and ASPs

5.1.1 Single ASP in an Application Server (1+0 sparing)
This scenario shows the exanple | UA nessage flows for the
establishment of traffic between an SG and an ASP, where only one ASP

is configured within an AS (no backup). It is assuned that the SCTP
association is already set-up

SG ASP1
I
| <--------- ASP Up---------- |
[-------- ASP Up Ack------- >|
I I
| <------- ASP Active-------- |
[------ ASP Active Ack----- >|

5.1.2 Two ASPs in Application Server (1+1 sparing)

This scenario shows the exanple | UA nessage flows for the

establi shnment of traffic between an SG and two ASPs in the same
Application Server, where ASP1 is configured to be Active and ASP2 a
standby in the event of comrunication failure or the w thdrawal from
service of ASPl. ASP2 MAY act as a hot, warm or cold standby
dependi ng on the extent to which ASP1 and ASP2 share call state or
can comuni cate call state under failure/w thdrawal events. The
exanmpl e nessage flow is the sane whether the ASP-Active nessages are
Over-ride or Load-share node although typically this exanple would
use an Over-ride node.

SG ASP1 ASP2
I I I
| <-------- ASP Up---------- | |
|------- ASP Up Ack------- >| |
I I I
IS ASP Up---------------- |
I L ASP Up Ack------------- >|
I I I
| _ | |
| <------- ASP Active------- | |
| ----- ASP Active Ack----- >| |

I

Morneault, et al. St andar ds Track [ Page 56]



RFC 3057

5.1.3 Two ASPs in an Application Server

| SDN Q 921- User Adaptation Layer February 2001

(1+1 sparing, |oad-sharing case)

This scenario shows a sinmlar case to Section 5.1.2 but where the two
ASPs are brought to active and | oad-share the traffic load. 1In this
case, one ASP is sufficient to handle the total traffic | oad.

SG ASP1 ASP2
I I I
| <--------- ASP Up--------- | |
|------- ASP Up Ack------ >| |
I I I
IS e ASP Up--------------- |
I ASP Up Ack------------ >|
I I I
| _ | |
| <--ASP Active (Ldshr)----] |
| ----ASP Active Ack------ >| |
I I I
I T ASP Active (Ldshr)----- |
I ASP Active Ack-------- >|

5.1.4 Three ASPs in an Application Server

case)

(n+k sparing, |oad-sharing

This scenario shows the exanple | UA nessage flows for the
establi shnent of traffic between an SG and three ASPs in the same

Application Server,
share the | oad.
handl e the tota

Mor neaul t,

et al.

where two of the ASPs are brought to active and

In this case, a mininmmof two ASPs are required to

traffic load (2+1 sparing).
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SG ASP1 ASP2 ASP3

I I I
| <------ ASP Up------- | | |
[----- ASP Up Ack---->| | |
I I I I
I R LT ASP Up------- | |
[-----mmmm e - - ASPUp Ack)----- >| |
I I I I
I R R TR ASP Up-------- |

|
| <-ASP Act (Ldshr)---|
| ----ASP Act Ack---->|

I
IS ASP Act (Ldshr)---
I e ASP Act Ack------ >
5.2 ASP Traffic Fail-over Exanples
5.2.1 (1+1 Sparing, wthdrawal of ASP, Back-up Over-ride)

The foll owi ng exanple shows a case in which an ASP w t hdraws from

servi ce:
SG ASP1 ASP2

I I
| <----- ASP | nactive------- | |
| ----ASP I nactive Ack---->| |
I NTFY( AS-Pending) --------------- >|
I I I
IS e ASP Active---------- |

I ASP Active Ack)------- >|

In this case, the SG notifies ASP2 that the AS has noved to the Down
state. The SG could have also (optionally) sent a Notify nessage
when the AS noved to the Pending state.

Note: If the SG detects loss of the | UA peer (1UA heartbeat |oss or
detection of SCTP failure), the initial SG ASP1 ASP | nactive nessage
exchange woul d not occur.

5.2.2 (1+1 Sparing, Back-up Over-ride)

The foll owi ng exanple shows a case in which ASP2 wi shes to over-ride
ASP1 and take over the traffic:
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I e ASP Active---------- |
I ASP Active Ack-------- >|
| ----NTFY( Al't ASP-Act)-->|

In this case, the SG notifies ASP1 that an alternative ASP has
overridden it.

5.2.3 (n+k Sparing, Load-sharing case, w thdrawal of ASP)

Fol l owi ng on fromthe exanple in Section 5.1.4, and ASP1 w t hdraws
from service

SG ASP1 ASP2 ASP3

I I I
| <----ASP I nact------ | |

|
| ---ASP | nact Ack--->| | |
I I I I
I e NTFY(lns. ASPS)----------- >|
I
I

IS e ASP Act (Ldshr)---
I ASP Act (Ack)--->|

I I I I
In this case, the SG has know edge of the mini mum ASP resources
required (inplenmentation dependent) for exanple if the SG knows t hat
n+tk = 2+1 for a load-share AS and n currently equals 1.
Note: If the SG detects |loss of the ASP1 | UA peer (1 UA heart beat
| oss or detection of SCTP failure), the first SG ASP1 ASP | nactive
nmessage exchange woul d not occur.

5.3 Q921/Q 931 prinmitives backhaul Exanples

Wien the UA [ayer on the ASP has a QPTM nessage to send to the SG
it wll do the foll ow ng:

- Determne the correct SG
- Find the SCTP association to the chosen SG

- Determne the correct streamin the SCTP associ ati on based on
t he D channel

- Fill in the QPTM nessage, fill in I UA Message Header, fill in
Conmmon Header
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- Send the QPTM nessage to the renote | UA peer in the SG over
the SCTP associ ation

Wien the UA [ayer on the SG has a QPTM nessage to send to the ASP,
it wll do the foll ow ng:

- Determine the AS for the Interface ldentifier
- Determine the Active ASP (SCTP association) within the AS

- Determne the correct streamin the SCTP associ ati on based on
t he D channel

- Fill in the QPTM nessage, fill in I UA Message Header, fill in
Conmmon Header

- Send the QPTM nessage to the renmpte | UA peer in the ASP, over
the SCTP associ ation

An exanpl e of the nessage flows for establishing a data Iink on a
signaling channel, passing PDUs and releasing a data link on a

signaling channel is shown below. An active association between M3C
and SGis established (Section 5.1) prior to the follow ng nmessage

flows.
SG ASP
Commmmmeme - Est abl i sh Request
Establish Confirm ---------- >
Commmmeo - Dat a Request
Data Indication ----------- >
Commmmeo - Dat a Request
Data Indication ----------- >
Commmmeo - Dat a Request
Commmmeo - Dat a Request
Data Indication ----------- >
Commmmmmeo- Rel ease Request ( RELEASE_ MGMT)
Rel ease Confirm ---------- >

An exanpl e of the nessage flows for a failed attenpt to establish a

data link on the signaling channel is shown below. In this case, the

gateway has a problemw th its physical connection (e.g., Red Alarm,
so it cannot establish a data link on the signaling channel.
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SG ASP

S L Est abl i sh Request (ESTABLI SH START)
Rel ease Indication ---------- >
( RELEASE_PHYS)

5.4 Layer Managenent Conmuni cation Exanpl es

An exanpl e of the nessage flows for comuni cati on between Layer
Managenent nodul es between SG and ASP is shown below. An active
associ ati on between ASP and SG is established (Section 5.1) prior to
the foll owi ng nessage fl ows.

SG ASP

Commmmeo - Dat a Request
Error Indication ---------- >
(I NVALI D_TEIl)

Sommmmmmm--- TEl Status Request
TElI Status Confirm---------- >
(Unassi gned)

6.0 Security

| UA is designed to carry signaling nmessages for tel ephony services.
As such, I'UA MUST involve the security needs of several parties the
end users of the services; the network providers and the applications
i nvol ved. Additional requirements MAY conme fromlocal regulation
Wi | e having sone overl apping security needs, any security solution
SHOULD fulfill all of the different parties’ needs.

6.1 Threats

There is no quick fix, one-size-fits-all solution for security. As a
transport protocol, 1UA has the follow ng security objectives:

Avai lability of reliable and tinmely user data transport.
Integrity of user data transport.
* Confidentiality of user data.

| UA runs on top of SCTP. SCTP [3] provides certain transport rel ated
security features, such as

Bl i nd Denial of Service Attacks

Fl oodi ng

Masquer ade

| nproper Monopol i zation of Services

* X X X
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When TUA is running in professionally managed corporate or service
provi der network, it is reasonable to expect that this network

i ncl udes an appropriate security policy franework. The "Site
Security Handbook" [5] SHOULD be consulted for gui dance.

When the network in which UA runs in involves nore than one party,
it MAY NOT be reasonable to expect that all parties have inplenmented
security in a sufficient manner. 1In such a case, it is recomended
that IPSEC is used to ensure confidentiality of user payl oad.

Consult [6] for nore information on configuring |PSEC services.

6.2 Protecting Confidentiality
Particularly for nobile users, the requirenment for confidentiality
MAY i nclude the maski ng of | P addresses and ports. |In this case
application level encryption is not sufficient; |IPSEC ESP SHOULD be
used instead. Regardless of which | evel perfornms the encryption, the
| PSEC | SAKMP service SHOULD be used for key managenent.

7.0 | ANA Consi derati ons

7.1 SCTP Payl oad Protocol ldentifier

A request will be nade to | ANA to assign an | UA value for the Payl oad
Protocol ldentifier in SCTP Payl oad Data chunk. The foll owi ng SCTP
Payl oad Protocol Identifier will be registered:

| UA "1

The SCTP Payl oad Protocol ldentifier is included in each SCTP Data
chunk, to indicate which protocol the SCTP is carrying. This Payl oad
Protocol ldentifier is not directly used by SCTP but MAY be used by
certain network entities to identify the type of information being
carried in a Data chunk

The User Adaptation peer MAY use the Payload Protocol Ildentifier as a
way of determ ning additional information about the data being
presented to it by SCTP
7.2 |1UA Protocol Extensions
This protocol may al so be extended through I ANA in three ways:
-- through definition of additional nessage cl asses,

-- through definition of additional nessage types, and
-- through definition of additional nessage paraneters.
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The definition and use of new nessage cl asses, types and paraneters
is an integral part of SIGIRAN adaptation |ayers. Thus, these
extensions are assigned by | ANA through an | ETF Consensus action as
defined in [ RFC2434].

The proposed extension nmust in no way adversely affect the general
wor ki ng of the protocol.

7.2.1 1 ETF Defined Message C asses

The documentation for a new nmessage class MJST include the follow ng
i nformati on:

(a) Along and short nane for the nessage cl ass.
(b) A detailed description of the purpose of the nessage cl ass.

7.2.2 1 ETF Defined Message Types

Docunent ati on of the nessage type MJST contain the follow ng
i nformati on:

(a) Along and short nanme for the new nmessage type.

(b) A detailed description of the structure of the nmessage.

(c) A detailed definition and description of intended use of each
field within the nessage.
ti3 (d) A detailed procedural description of the use of the new
nmessage type within the operation of the protocol

(e) A detailed description of error conditions when receiving this
nessage type.

When an inplenentation receives a nessage type which it does not
support, it MJST respond with an Error (ERR) nessage with an Error
Code of Unsupported Message Type.

7.2.3 | ETF-defi ned TLV Par anet er Extension

Docunentati on of the nessage parameter MJST contain the follow ng
i nformati on:

(a) Nane of the paraneter type.

(b) Detailed description of the structure of the paraneter field.
This structure MIST conformto the general type-I|ength-val ue
format described in Section 3.1.5.

(c) Detailed definition of each conponent of the paraneter val ue.

(d) Detailed description of the intended use of this paraneter type,
and an indication of whether and under what circunstances
mul tiple instances of this paraneter type nay be found within the
sane nessage type
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