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Abstract

This nenp defines a set of extensions which instrunent RADI US
accounting server functions. These extensions represent a portion of
t he Managenent Infornmation Base (MB) for use with network managenent
protocols in the Internet community. Using these extensions |P-based
managenent stations can manage RADI US accounting servers.

1. Introduction

This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenment protocols in the Internet conmunity.
In particular, it describes nanaged objects used for managi ng RAD US
accounting servers.

RADI US accounting servers are today w dely depl oyed by dial up
Internet Service Providers, in order to provide accounting services.
As a result, the effective nmanagenent of RADIUS accounting servers is
of consi derabl e inportance.

2. The SNWP Managenent Franewor k

The SNMP Managenent Framework presently consists of five major
conponents:

0o An overall architecture, described in RFC 2571 [1].
0 Mechani sms for describing and nani ng objects and events for the

pur pose of managenent. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in
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STD 15, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4].
The second version, called SMv2, is described in STD 58, RFC
2578 [5], RFC 2579 [6] and RFC 2580 [7].

0 Message protocols for transferring managenent information. The
first version of the SNWMP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [8]. A second version of the
SNMP nessage protocol, which is not an Internet standards
track protocol, is called SNWPv2c and described in RFC 1901
[9] and RFC 1906 [10]. The third version of the nessage
protocol is called SNWMPv3 and described in RFC 1906 [10], RFC
2572 [11] and RFC 2574 [12].

0 Prot ocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protoco
operations and associated PDU formats is described in RFC 1905
[13].

o A set of fundanental applications described in RFC 2573 [14] and
t he vi ew-based access control nechani sm described in RFC 2575
[15].

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the nechanisns defined in the SM.

This nenp specifies a MB nodule that is conpliant to the SMv2. A

M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Sonme machi ne readabl e
information in SMv2 will be converted into textual descriptions in
SMv1 during the transl ation process. However, this | oss of nachine
readabl e informati on is not considered to change the senantics of the
M B.

3. Overview

The RADI US accounting protocol, described in [16], distinguishes
between the client function and the server function. In RADI US
accounting, clients send Accounting-Requests, and servers reply with
Accounti ng- Responses. Typically NAS devices inplenent the client
function, and thus would be expected to inplenent the RAD US
accounting client MB, while RAD US accounting servers inplenent the
server function, and thus would be expected to inplenent the RADI US
accounting server M B.
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However, it is possible for a RAD US accounting entity to perform
both client and server functions. For exanple, a RADI US proxy may act
as a server to one or nore RADI US accounting clients, while

si mul taneously acting as an accounting client to one or nore
accounting servers. |In such situations, it is expected that RAD US
entities conmbining client and server functionality will support both
the client and server M Bs.

3.1. Selected objects
This M B nodul e contains thirteen scalars as well as a single table:

(1) the RADIUS Accounting Cient Table contains one row for each
RADI US accounting client that the server shares a secret with.

Each entry in the RADI US Accounting Cient Table includes el even
colums presenting a view of the activity of the RADI US accounti ng
server.

i Definitions
RADI US- ACC- SERVER-M B DEFI NI TIONS :: = BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, OBJECT- | DENTI TY,
Count er 32, Integer32,
| pAddress, TineTicks, mb-2 FROM SNWPv2- SM
SnnpAdni nSt ri ng FROM SNMP- FRANVEWORK- M B
MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWPv2- CONF;

radi usAccSer vM B MODULE- | DENTI TY
LAST- UPDATED "9906110000Z" -- 11 Jun 1999
ORGANI ZATI ON "I ETF RADI US Wirki ng Group. "
CONTACT- | NFO
" Bernard Aboba

M crosof t

One M crosoft Way

Rednond, WA 98052

us

Phone: +1 425 936 6605
EMai | : bernarda@n crosoft. cont
DESCRI PTI ON
"The MB nmodule for entities inplenmenting the server
side of the Renpte Access Dialin User Service (RADI US)
accounting protocol."
REVI SI ON "9906110000Z" -- 11 Jun 1999
DESCRI PTION "I nitial version as published in RFC 2621"
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::={ radiusAccounting 1 }

radi usM B OBJECT- | DENTI TY
STATUS current

DESCRI PTI ON
"The O D assigned to RADIUS M B work by the | ANA. "
o= { mb-2 67}
radi usAccounting OBJECT |IDENTIFIER ::= {radiusMB 2}
radi usAccSer vM BObj ect s OBJECT IDENTIFIER :: =
{ radiusAccServM B 1 }

radi usAccServ OBJECT IDENTIFIER ::={ radi usAccServM Bbj ects 1 }
radi usAccSer vl dent OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The inplenentation identification string for the
RADI US accounting server software in use on the
system for exanple; ‘FNS-2.1'"
::= {radi usAccServ 1}

radi usAccServUpTi ne OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"If the server has a persistent state (e.g., a process),
this value will be the tinme elapsed (in hundredths of a

second) since the server process was started.
For software without persistent state, this value wll
be zero."

::= {radi usAccServ 2}

r adi usAccSer vReset Ti ne OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"If the server has a persistent state (e.g., a process)
and supports a ‘reset’ operation (e.g., can be told to
re-read configuration files), this value will be the
time elapsed (in hundredths of a second) since the
server was ‘reset.’ For software that does not
have persistence or does not support a ‘reset’ operation,
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this value will be zero."
;.= {radi usAccServ 3}

radi usAccSer vConfi gReset OBJECT- TYPE
SYNTAX | NTEGER { other (1),
reset (2),
initializing(3),
runni ng(4)}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Status/action object to reinitialize any persistent
server state. When set to reset(2), any persistent
server state (such as a process) is reinitialized as if
the server had just been started. This value wll
never be returned by a read operation. Wen read, one
of the follow ng values will be returned:
other(1) - server in some unknown state;
initializing(3) - server (re)initializing;
runni ng(4) - server currently running."
::= {radi usAccServ 4}

-- New Stats proposed by Dale E. Reed Jr (dal er @ea. con

radi usAccServTot al Request s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of packets received on the
accounting port."
::={ radiusAccServ 5 }

radi usAccServTot al | nval i dRequests OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of RADI US Accounti ng- Request packets
recei ved from unknown addresses."
::={ radiusAccServ 6 }

radi usAccServTot al DupRequest s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of duplicate RADI US Accounti ng- Request
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packets received."
::={ radiusAccServ 7 }

radi usAccServTot al Responses OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of RADI US Accounti ng- Response packets sent."
::={ radiusAccServ 8 }

radi usAccServTot al Mal f or redRequest s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of mal formed RADI US Accounti ng- Request
packets received. Bad authenticators or unknown

types are not included as nal forned Access- Requests.”
::={ radiusAccServ 9 }

radi usAccServTot al BadAut henti cat ors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunmber of RADIUS Accounti ng- Request packets
whi ch contained invalid Signhature attributes.”

::= { radiusAccServ 10 }

radi usAccSer vTot al Packet sDr opped OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of inconing packets silently discarded
for a reason other than nal forned, bad authenticators,
or unknown types."

::={ radiusAccServ 11 }

radi usAccServTot al NoRecor ds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of RADI US Accounti ng- Request packets
whi ch were received and responded to but not
recorded. "
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::={ radiusAccServ 12 }

radi usAccSer vTot al UnknownTypes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of RADI US packets of unknowntype which
were received."

::={ radiusAccServ 13 }

-- End of new

radi usAccCl i ent Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Radi usAccCientEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table listing the RADI US accounti ng
clients with which the server shares a secret."
::= { radiusAccServ 14 }

radi usAccClient Entry OBJECT- TYPE

SYNTAX Radi usAccd ientEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry (conceptual row) representing a RAD US

accounting client with which the server shares a secret."”

| NDEX { radiusAccd ientlndex }
::={ radiusAccClientTable 1}

Radi usAccO ientEntry ::= SEQUENCE {
radi usAccd i ent | ndex I nt eger 32,
radi usAccd i ent Addr ess | pAddr ess,
radi usAccClientl D SnnpAdmi nStri ng,
r adi usAccSer vPacket sDr opped Count er 32,
radi usAccSer vRequest s Count er 32,
radi usAccSer vDupRequest s Count er 32,
radi usAccSer vResponses Count er 32,
radi usAccSer vBadAut henti cat ors Count er 32,
radi usAccSer vMal f or redRequest s Count er 32,
r adi usAccSer vNoRecor ds Count er 32,
r adi usAccSer vuUnknownTypes Count er 32

}

radi usAccd i ent | ndex OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A nunber uniquely identifying each RADI US accounti ng
client with which this server conmuni cates."
::={ radiusAccCientEntry 1}

radi usAccCl i ent Address OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The NAS-|P-Address of the RADIUS accounting client
referred to in this table entry."
::={ radiusAccCientEntry 2 }

radi usAccCl i ent1 D OBJECT- TYPE
SYNTAX SnnpAdmi nString
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The NAS-ldentifier of the RADIUS accounting client
referred to in this table entry. This is not necessarily
the same as sysNane in MB II."
::={ radiusAccCientEntry 3}

-- Server Counters

-- Requests - DupRequests - BadAut henticators - Ml fornedRequests -
-- UnknownTypes - PacketsDropped - Responses = Pendi ng

-- Requests - DupRequests - BadAut henticators - Ml fornedRequests -
-- UnknownTypes - Packet sDropped - NoRecords = entries | ogged

radi usAccSer vPacket sDropped OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of incomning packets received
fromthis client and silently discarded
for a reason other than nal forned, bad
aut henticators, or unknown types."
::={ radiusAccCientEntry 4}

radi usAccSer vRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
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STATUS current
DESCRI PTI ON
"The nunber of packets received fromthis
client on the accounting port."
::={ radiusAccCientEntry 5}

radi usAccSer vDupRequest s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of duplicate RADI US Accounti ng- Request
packets received fromthis client."
::={ radiusAccCientEntry 6 }

radi usAccSer vResponses OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of RADI US Accounti ng- Response packets
sent to this client."

::={ radiusAccCientEntry 7}

r adi usAccSer vBadAut henti cat ors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of RADI US Accounti ng- Request packets
whi ch contained invalid authenticators received
fromthis client."

::={ radiusAccCientEntry 8}

radi usAccSer vMal f or nedRequest s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of mal formed RADI US Accounti ng- Request
packets which were received fromthis client.
Bad aut henticators and unknown types
are not included as mal formed Accounti ng- Requests.”
::={ radiusAccCientEntry 9}

r adi usAccSer vNoRecor ds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
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STATUS current
DESCRI PTI ON
"The nunber of RADI US Accounti ng- Request packets
whi ch were received and responded to but not
recorded. "
::={ radiusAccCientEntry 10 }

r adi usAccSer vUnknownTypes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of RADI US packets of unknown type which
were received fromthis client.”

::={ radiusAccCientEntry 11 }

-- confornmance i nformati on

radi usAccSer vM BConf or mance
OBJECT | DENTI FI ER : :
radi usAccSer vM BConpl i ances
OBJECT | DENTI FI ER : :
radi usAccSer vM BGr oups
OBJECT | DENTI FI ER : :

{ radiusAccServM B 2 }

{ radi usAccServM BConf ormance 1 }

{ radi usAccServM BConf or mance 2 }

-- conpliance statenents

radi usAccSer vM BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for accounting servers
i mpl ementi ng the RADI US Accounting Server MB."
MODULE -- this nodul e
MANDATORY- GROUPS { radi usAccServM BG oup }

OBJECT radi usAccSer vConfi gReset
WRI TE- SYNTAX | NTEGER { reset(2) }
DESCRI PTION "The only SETable value is 'reset’ (2)."

::={ radi usAccServM BConpl i ances 1 }

-- units of conformance
radi usAccSer vM BGr oup OBJECT- GROUP

OBJECTS {radi usAccServl dent,
radi usAccServUpTi ne,
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radi usAccSer vReset Ti ne,

radi usAccSer vConfi gReset,

radi usAccSer vTot al Request s,

radi usAccServTot al | nval i dRequest s,
radi usAccServTot al DupRequest s,
radi usAccSer vTot al Responses,

radi usAccServTot al Mal f or redRequest s,
radi usAccSer vTot al BadAut hent i cat or s,
radi usAccSer vTot al Packet sDr opped,
radi usAccSer vTot al NoRecor ds,

radi usAccServTot al UnknownTypes,
radi usAccd i ent Addr ess,

radi usAccd i ent| D,

r adi usAccSer vPacket sDr opped,

radi usAccSer vRequest s,

r adi usAccSer vDupRequest s,

radi usAccSer vResponses,

radi usAccSer vBadAut henti cat ors,
radi usAccServMal f or redRequest s,
radi usAccSer vNoRecor ds,

r adi usAccSer vuUnknownTypes

}
STATUS current
DESCRI PTI ON

"The coll ection of objects providing managenent of
a RADI US Accounting Server."

::={ radiusAccServM BGroups 1 }

END
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6.

Security Considerations

There are managenent objects (radi usAccServConfi gReset) defined in
this MB that have a MAX- ACCESS cl ause of read-wite and/or read-
create. Such objects may be considered sensitive or vulnerable in
sone network environments. The support for SET operations in a non-
secure environnent w thout proper protection can have a negative
effect on network operations.

There are a nunber of nanaged objects in this MB that may contain
sensitive information. These are:

radi usAccCl i ent Addr ess
This can be used to deternine the address of the RADI US
accounting client with which the server is conmunicating.
This information could be useful in inpersonating the
client.

radi usAccClientI D This can be used to deternmine the client ID for the
accounting client with which the server is conmunicating.
This information could be useful in inpersonating the
client.

It is thus inportant to control even GET access to these objects and
possibly to even encrypt the values of these object when sending them
over the network via SNMP. Not all versions of SNWMP provide features
for such a secure environment.

SNWMPv1 by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using |PSec), there is no control as
to who on the secure network is allowed to access and GET/ SET

(read/ change/ create/ del ete) the objects in this MB.

It is recoomended that the inplenenters consider the security
features as provided by the SNWPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [12] and the Vi ew based
Access Control Mdel RFC 2575 [15] is recommended. Using these
security features, custoner/users can give access to the objects only
to those principals (users) that have legitimate rights to GET or SET
(change/ creat e/ del ete) them
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9.

Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplmentation nay be prepared, copied, published and
distributed, in whole or in part, without restriction of any kind,
provi ded that the above copyright notice and this paragraph are

i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process must be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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