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Abstract

This docunent is fifth in a series that is conpletely specified in
"Dynam ¢ Del egation Di scovery System (DDDS) Part One: The

Conpr ehensi ve DDDS" (RFC 3401). It is very inportant to note that
is inmpossible to read and understand any docunent in this series
wi t hout readi ng the others.
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1. Introduction

Thi s docunent defines the policies and procedures for inserting
Nanmi ng Authority Pointer (NAPTR) records into the 'UR . ARPA and
"URN. ARPA’ zones for the purpose of resolving Uniform Resource
Identifiers (URIs) according to "Dynami c Del egati on Di scovery System
(DDDS) Part Four: The URI Resol ution Application" (RFC 3402) [2],
which is an Application that uses the Domain Nane System (DNS) based
DDDS Dat abase. All of these concepts are defined in RFC 3401 [1].

It is very inportant to note that it is inpossible to correctly
understand this docunment w thout reading RFC 3401 and the docunents
it specifies.

RFC 3403 defines a how DNS is used as a DDDS dat abase that contains
URI del egation rules (sonetines called resolution hints). That
docunent specifies that the first step in that algorithmis to append
"URI . ARPA" to the URI schene and retrieve the NAPTR record for that
domai n-nanme. l.e., the first step in resolving "http://foo.com"
woul d be to | ook up a NAPTR record for the domain "http. URI . ARPA".
URN resol ution also follows a sinilar procedure but uses the

"URN. ARPA" zone as its root. This docunment describes the procedures
for inserting a newrule into the "UR . ARPA and ' URN. ARPA" zones.

2. URl Resolution vs URN Resol uti on

RFC 3402 [2] defines how both URI [7] resolution and URN [ 6]
resolution work when DNS is used as the delegation rule (or hint)
database. Specifically it says that the initial instructions
("hints’) for DNS-based resolution of URIs are stored as resource
records in the ' URI . ARPA' DNS zone.

Since a URN is a URI schene, a hint for resolution of the URI prefix
urn:’ will also be stored in the "URI.ARPA" zone. This rule states
that the nanespace id [6] is extracted, 'URN. ARPA" is appended to the
end of the nanespace id, and the result is used as the key for
retrieval of a subsequent NAPTR record [4].
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3. Registration Policies

The creation of a given URI scherme or URN nanespace id (NID) follows
the appropriate registrati on docunents for those spaces. URl schenes
follow "Registration Procedures for URL Schene Nanes" (RFC 2717)

[10]. URN nanmespace ids follow "URN Nanmespace Definition Mechani sns"
(RFC 2611) (or updates thereto) [9].

3.1 URI. ARPA Regi stration
3.1.1 Only Schenmes in the IETF Tree All owed

In order to be inserted into the URI. ARPA zone, the subsequent URI
scheme MUST be registered under the |ETF URI tree. The requirements
for this tree are specified in [10].

3.1.2 Schene Registration Takes Precedence

The registration of a NAPTR record for a URI scheme MJUST NOT precede
proper registration of that scheme and publication of a stable
specification in accordance with [10]. The IESG or its designated
expert will review the request for

1. correctness and techni cal soundness
2. consistency with the published URI specification, and

3. to ensure that the NAPTR record for a DNS-based URI does not
del egate resolution of the URI to a party other than the
hol der of the DNS nanme. This last rule is to insure that a
given URI's resolution hint doesn’t hijack (inadvertently or
ot herwi se) network traffic for a given domain.

3.1.3 NAPTR Regi strati on May Acconpany Schenme Regi stration

A request for a URI.ARPA registration MAY acconpany a request for a
URI scherme (in accordance with [10]), in which case both requests
will be reviewed sinultaneously by I1ESG or its designated experts.

3.1.4 Registration or Changes after Schene Registration

A request for a NAPTR record (or an request to change an existing
NAPTR record) MAY be subnmitted after the URI prefix has been
registered. |If the specification for the URl prefix is controlled by
sone other party than | ETF, 1ESGwill require approval fromthe
owner/ mai ntai ner of that specification before the registration wll
be accepted. This is in addition to any technical review of the
NAPTR regi stration done by | ESG or its designated experts.
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3.2 URN. ARPA Regi stration
3.2.1 NID Regi stration Takes Precedence
The registration of a NAPTR record for a URN NI D MUST NOT precede

proper registration of that NID and publication of a stable
specification in accordance with [9]. This is to prevent the

regi stration of a NAPTR record in URN. ARPA from circunventing the NID

regi stration process.
3.2.2 NAPTR Regi strati on May Acconpany N D Registration

A request for a URN ARPA registration MAY acconpany a request for a
NID (in accordance with [9]), in which case both requests will be
reviewed at the sane tine.

3.2.3 Registration or Changes after Schene Registration

A request for a NAPTR record (or an request to change an existing
NAPTR record) MAY be subnmitted after the NID has been registered.
the specification for the NND is controlled by sone other party than
| ETF, TESG will require approval fromthe owner/maintai ner of that
specification before the registration will be accepted. This is in
addition to any technical review of the NAPTR regi strati on done by
| ESG or its designhated experts.

Note that this applies to all NAPTR records for a particular N D
even though a NAPTR record might affect only part of the URN space
assigned to an NID

4. Requirenents on hints

Del egati on of a namespace can happen in two ways. In the case of
nmost URIs, the key being delegated to is hard-coded into the
identifier itself (e.g., a hostnane in an HTTP URI). The syntax of
where this new key is located is predeterm ned by the syntax of the
schene. |In other cases, the new key can be part of the hint itself.
This is the functional equivalent of saying, "if this rule matches
then this is always the key."

In order to minimze the query load on the UR . ARPA and URN. ARPA
zones, it is anticipated that the resource records in those zones
will have extrenely long "tines to live" (TTLs), perhaps neasured in
years.
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Thus, for any URI prefix or URN namespace for which the resolution
hints are likely to change, the actual rule should be stored in sone
other (less stable) DNS zone, and within URI.ARPA or URN. ARPA a
stabl e NAPTR record should be used to del egate queries to that |ess
stabl e zone.

For example, the 'foo’ URN nanespace has flexible rules for how

del egation takes place. Instead of putting those rules in the

URN. ARPA zone, the entry instead punts those rules off to a
naneserver that has a shorter tinme to live. The record in URN ARPA
woul d 1 ook Iike this:

f oo I N NAPTR 100 10 "" "" "" urn-resol ver.fo0o0.com

Thus, when the client starts out in the resolution process, the first
step will be to query foo.URN ARPA to find the above record, the
second step is to begin asking "urn-resolver.foo.com for the NAPTR
records that contain the resolution rules. The TTL at the root is
very long. The TTL at the ’"urn-resol ver.foo.com is nuch shorter.

Conversely, the "http' URI schene adheres to a particular syntax that
specifies that the host to ask is specified in the URI in question.
Since this syntax does not change, that rule can be specified in the
URI . ARPA zone. The record would look |ike this:

http  IN NAPTR 100 100 "" "" “/http:\\/\\/([M\\/:]+)/\\2/i"

Thus, the second step of resolution is to use the donai n-nanme found
inthe URI as the next key in the cycle. [If, for exanple, that NAPTR
was term nal and contains some hostnanme in the replacenent field,
then the client could contact that host in order to ask questions
about this particular URI.

5. Subm ssion Procedure

Using the M ME Content-Type registration mechanism[8] as a nodel
for a successful registration nechanism the ' URI.ARPA and

"URN. ARPA" procedures consist of a request tenplate subnitted to an
open mailing list nade up of interested parties. |If no objections
are made within a two week period, a representative of the
registration authority considers the subnission to be accepted and
enters that submission into the nameserver

0 Registrations for the 'URI.ARPA" zone are sent to
"regi ster QR . ARPA' .
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0 Registrations for the ' URN. ARPA’" zone are sent to
"regi ster @QRN. ARPA' .

The registration authority is the Internet Assigned Nunbers
Aut hority (1 ANA).

bj ections are restricted to those that point out inpacts on the zone
itself or to DNS in general. bjections to the URI schenme or to the
URN nanespace-id are not allowed, as these should be raised in their
respective forunms. The logical conclusion of this is that ANY
sanctioned URI schenme or URN nanespace MUST be allowed to be
registered if it nmeets the requirenments specified in this docunment as
regards tines to live and general inpact to the DNS.

6. Registration Tenpl ate

The tenplate to be sent to the appropriate list MJST contain the
foll ow ng val ues:

6.1 Key

This is the URN NID or URI schenme, which is used as the domain
portion of the DNS entry. It mnust be valid according to the
procedures specified in the URN nanespace-id assi gnnent docunent and
any future standards for registering new URl schenes.

6.2 Authority

This is the individual or organization (entity) which has authority
for registering the record. It nust be an authority recognized as
either the I1ESG or any authority defined in the URN NND [9] or UR
schenme registration [10] docunents.

6.3 Records
The actual DNS records representing the rule set for the key. The
required values are Preference, Order, Flags, Services, Regex, and
Repl acenment as defined by RFC 3404 [4].

7. Exanple Tenpl ate

To: register @RN. ARPA
From joe@oo0.com

Key: foo
Aut hority: Foo Technol ogy, Inc as specified i n RFCFOO
Record: foo IN NAPTR 100 100 "™ "" "" wurn.foo.com
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10.

11.

The URN Registration in the URI . ARPA zone

Since this docunment discusses the URI. ARPA and URN. ARPA zones and the
URN rule that exists in the UR . ARPA zone, it makes sense for the
registration tenplate for the URN URI rule to be specified here:

To: register @RI . ARPA
From The | ETF URN Wbrki ng G oup

Key: urn
Aut hority: RFC2141
Record: urn IN NAPTR O O "" ™" "/Murn:([~:]+)/\\2/i"

| ANA Consi der ati ons

The | ANA has created the zones URN. ARPA and URI. ARPA. The

hi erarchi cal name structure, and the only nanes to be assigned within
these zones, are the "keys" as described in Section 6.1 of this
docunment. The administrative and operational managenent of these
zones are to be undertaken by the 1 ANA.  The DNS records to be
inserted in these zones are subject to the review process descri bed
in this docunent.

The | ANA has al so created two discussion lists, register@iri.arpa and
regi ster@rn.arpa, for the purposes described in this docunent. The
| ANA wi || manage these mailing lists.

Security Considerations

The "uri.arpa’ and ’'urn.arpa zones will be a common point of attack
both for Denial of Service and for spoofing entries in order to
redirect delegation paths. Any entity running nanmeservers that
contain these zones shoul d take appropriate action for securing an
infrastructure | evel conponent of the Internet. Wen it becones
possi bl e for a nanmeserver to reliably sign the records in its zone it
shoul d do so.
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14. Full Copyright Statement
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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