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1. Executive Sumary

This is one of a series of RFCs defining privacy enhancenent

nmechani sns for electronic mail transferred using Internet mai
protocols. RFC-1113 (the successor to RFC 1040) prescribes protocol
extensi ons and processing procedures for RFC-822 nail nessages, given
that suitable cryptographic keys are held by originators and

reci pients as a necessary precondition. RFC 1115 specifies

al gorithnms for use in processing privacy-enhanced nessages, as called
for in RFC-1113. This RFC defines a supporting key managenent
architecture and infrastructure, based on public-key certificate
techni ques, to provide keying information to nessage originators and
recipients. A subsequent RFC, the fourth in this series, wll
provi de detail ed specifications, paper and el ectronic application
fornms, etc. for the key nanagenent infrastructure described herein.

The key managenent architecture described in this RFC is conpatible
with the authentication framework described in X 509. The major
contributions of this RFC lie not in the specification of conputer
comuni cati on protocols or algorithns but rather in procedures and
conventions for the key managenent infrastructure. This RFC

i ncorporates nunmerous conventions to facilitate near term

i npl erentation. Sonme of these conventions may be superceded in tinme
as the notivations for themno | onger apply, e.g., when X 500 or
simlar directory servers beconme well established.

The RSA cryptographic algorithm covered in the U S. by patents
admi ni stered through RSA Data Security, Inc. (hereafter abbreviated
RSADSI ) has been selected for use in this key managenment system

This al gorithm has been sel ected because it provides all the
necessary algorithmc facilities, is "tine tested" and is relatively
efficient to inplement in either software or hardware. It is also
the primary algorithmidentified (at this tinme) for use in

i nternational standards where an asynmetric encryption algorithmis
required. Protocol facilities (e.g., algorithmidentifiers) exist to
permt use of other asynmmetric algorithnms if, in the future, it
becones appropriate to enploy a different algorithmfor key
managenment. However, the infrastructure described herein is specific
to use of the RSA algorithmin many respects and thus night be
different if the underlying algorithmwere to change.

Current plans call for RSADSI to act in concert with subscriber
organi zations as a "certifying authority" in a fashion described
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later in this RFC. RSADSI will offer a service in which it will sign
a certificate which has been generated by a user and vouched for

ei ther by an organization or by a Notary Public. This service wll
carry a $25 biennial fee which includes an associated |license to use
the RSA algorithmin conjunction with privacy protection of
electronic mail. Users who do not conme under the purview of the RSA
patent, e.g., users affiliated with the U S. government or users
outside of the U S, may nake use of different certifying authorities
and will not require a license fromRSADSI. Procedures for
interacting with these other certification authorities, maintenance
and distribution of revoked certificate lists fromsuch authorities,
etc. are outside the scope of this RFC. However, techniques for
validating certificates issued by other authorities are contained
within the RFC to ensure interoperability across the resulting
jurisdictional boundaries.

2. Overview of Approach

This RFC defines a key managenent architecture based on the use of
public-key certificates, in support of the nmessage enci phernent and
aut hentication procedures defined in RFC-1113. In the proposed
architecture, a "certification authority" representing an

organi zation applies a digital signature to a collection of data
consi sting of a user’s public conmponent, various information that
serves to identify the user, and the identity of the organization
whose signature is affixed. (Throughout this RFC we have adopted the
terns "private conponent" and "public conponent” to refer to the
quantities which are, respectively, kept secret and nade publically
avail able in asynmetric cryptosystens. This convention is adopted to
avoi d possible confusion arising fromuse of the term"secret key" to
refer to either the forner quantity or to a key in a symetric
cryptosystem) This establishes a binding between these user
credentials, the user’s public conponent and the organization which
vouches for this binding. The resulting signed, data itemis called
a certificate. The organization identified as the certifying
authority for the certificate is the "issuer" of that certificate.

In signing the certificate, the certification authority vouches for
the user’s identification, especially as it relates to the user’s
affiliation with the organi zation. The digital signature is affixed
on behal f of that organization and is in a formwhich can be

recogni zed by all nenbers of the privacy-enhanced el ectronic nai
comunity. Once generated, certificates can be stored in directory
servers, transnitted via unsecure nmessage exchanges, or distributed
via any other means that make certificates easily accessible to
nmessage originators, wthout regard for the security of the
transm ssi on nedi um
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3.

Prior to sending an encrypted nessage, an originator nust acquire a
certificate for each recipient and nust validate these certificates.
Briefly, validation is perforned by checking the digital signature in
the certificate, using the public conmponent of the issuer whose
private conmponent was used to sign the certificate. The issuer’s
public conmponent is made avail abl e via sonme out of band neans
(described later) or is itself distributed in a certificate to which
this validation procedure is applied recursively.

Once a certificate for a recipient is validated, the public conponent
contained in the certificate is extracted and used to encrypt the
data encryption key (DEK) that is used to encrypt the nessage itself.

The resulting encrypted DEK is incorporated into the X-Key-Info field
of the nessage header. Upon receipt of an encrypted nessage, a

reci pient enploys his secret conponent to decrypt this field,
extracting the DEK, and then uses this DEK to decrypt the nessage.

In order to provide nessage integrity and data origin authentication,
the originator generates a nmessage integrity code (MC), signs
(encrypts) the M C using the secret conponent of his public-key pair,
and i ncludes the resulting value in the nessage header in the XX-MC
Info field. The certificate of the originator is also included in
the header in the X-Certificate field as described in RFC- 1113, in
order to facilitate validation in the absence of ubiquitous directory
services. Upon receipt of a privacy enhanced nessage, a recipient
val idates the originator’s certificate, extracts the public conponent
fromthe certificate, and uses that value to recover (decrypt) the

M C. The recovered MC is conpared against the locally cal cul ated
MCto verify the integrity and data origin authenticity of the
nessage.

Architecture

3.1 Scope and Restrictions

The architecture described belowis intended to provide a basis for
managi ng publ i c-key cryptosystem val ues in support of privacy
enhanced el ectronic mail (see RFC-1113) in the Internet environment.
The architecture describes procedures for ordering certificates from
i ssuers, for generating and distributing certificates, and for "hot
listing" of revoked certificates. Concurrent with the issuance of
this RFC, RFC 1040 has been updated and rei ssued as RFC- 1113 to
descri be the syntax and semantics of new or revised header fields
used to transfer certificates, represent the DEK and MC in this
public-key context, and to segregate algorithmdefinitions into a
separate RFC to facilitate the addition of other algorithnms in the
future. This RFC focuses on the managenent aspects of certificate-
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based, public-key cryptography for privacy enhanced mail while RFC
1113 addresses representati on and processi ng aspects of such mail
i ncl udi ng changes required by this key managenent technol ogy.

The proposed architecture i nmposes conventions for certification paths
which are not strictly required by the X 509 reconmendati on nor by
the technology itself. The decision to inpose these conventions is
based in part on constraints inposed by the status of the RSA
cryptosystemwithin the U S. as a patented algorithm and in part on
the need for an organization to assune operational responsibility for
certificate managenent in the current (mnimal) directory system

infrastructure for electronic mail. Over tine, we anticipate that
some of these constraints, e.g., directory service availability, wll
change and the procedures specified in the RFC will be reviewed and

nodi fi ed as appropriate.

At this time, we propose a systemin which user certificates
represent the leaves in a shallow (usually two tier) certification
hierarchy (tree). Organizations which act as issuers are represented
by certificates higher in the tree. This convention mninizes the
conplexity of validating user certificates by limting the |ength of
"certification paths" and by making very explicit the relationship
between a certificate issuer and a user. Note that only

organi zations may act as issuers in the proposed architecture; a user
certificate may not appear in a certification path, except as the
ternminal node in the path. These conventions result in a
certification hierarchy which is a conpatible subset of that
permtted under X. 509, with respect to both syntax and senantics.

The RFC proposes that RSADSI act as a "co-issuer"” of certificates on
behal f of nost organizations. This can be effected in a fashion
which is "transparent” so that the organi zati ons appear to be the
issuers with regard to certificate formats and validati on procedures.
This is effected by having RSADSI generate and hold the secret
conmponents used to sign certificates on behalf of organizations. The
notivation for RSADSI's role in certificate signing is twofold.

First, it sinplifies accounting controls in support of I|icensing,
ensuring that RSADSI is paid for each certificate. Second, it

contributes to the overall integrity of the systemby establishing a
uni form high | evel of protection for the private-conponents used to
sign certificates. |If an organization were to sign certificates

directly on behalf of its affiliated users, the organization woul d
have to establish very stringent security and accounting nechani sns
and enter into (elaborate) Iegal agreements with RSADSI in order to
provi de a conparable | evel of assurance. Requests by organi zations
to performdirect certificate signing will be considered on a case-
by-case basis, but organizations are strongly urged to nake use of
the facilities proposed by this RFC
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Note that the risks associated with disclosure of an organization's
secret conponent are different fromthose associated with disclosure
of a user’s secret component. The former conponent is used only to
sign certificates, never to encrypt nmessage traffic. Thus the
exposure of an organi zation's secret conponent could result in the
generation of forged certificates for users affiliated with that
organi zation, but it would not affect privacy-enhanced nessages which
are protected using legitimte certificates. Al so note that any
certificates generated as a result of such a disclosure are readily
traceable to the issuing authority which holds this conponent, e.g.,
RSADSI, due to the non-repudiation feature of the digital signature.
The certificate registration and signing procedures established in
this RFC woul d provi de non-repudi abl e evi dence of disclosure of an
organi zation’s secret conponent by RSADSI. Thus this RFC advocates
use of RSADSI as a co-issuer for certificates until such tinme as
technical security mechanisns are available to provide a sinilar
systemwi de | evel of assurance for (distributed) certificate signing
by organi zati ons.

W identify two classes of exceptions to this certificate signing
paradigm First, the RSA algorithmis patented only within the U S.
and thus it is very likely that certificate signing by issuers wll
arise outside of the U S., independent of RSADSI. Second, the
research that led to the RSA al gorithmwas sponsored by the Nationa
Sci ence Foundation, and thus the U S. government retains royalty-free
license rights to the algorithm Thus the U S. governnment may
establish a certificate generation facilities for its affiliated
users. A nunber of the procedures described in this docunent apply
only to the use of RSADSI as a certificate co-issuer; all other
certificate generation practices |lie outside the scope of this RFC

This RFC specifies procedures by which users order certificates
either directly from RSADSI or via a representative in an

organi zation with which the user holds sone affiliation (e.g., the
user’s enpl oyer or educational institution). Syntactic provisions
are made which allow a recipient to determ ne, to sone granularity,
whi ch identifying information contained in the certificate is vouched
for by the certificate issuer. |In particular, organizations wll
usual | y be vouching for the affiliation of a user with that

organi zation and perhaps a user’'s role within the organization, in
addition to the user’s nane. In other circunstances, as discussed in
section 3.3.3, a certificate may indicate that an issuer vouches only
for the user’s nane, inplying that any other identifying information
contained in the certificate may not have been validated by the

i ssuer. These semantics are beyond the scope of X 509, but are not

i nconpatible with that reconmendati on

The key managenent architecture described in this RFC has been
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desi gned to support privacy enhanced nail as defined in this RFC

RFC- 1113, and their successors. Note that this infrastructure also
supports X. 400 nail security facilities (as per X 411) and thus paves
the way for transition to the OSI/CC TT Message Handling System
paradigmin the Internet in the future. The certificate issued to a
user for the $25 biennial fee will grant to the user identified by
that certificate a license from RSADSI to enploy the RSA al gorithm
for certificate validation and for encryption and decryption
operations in this electronic mail context. No use of the algorithm
out side the scope defined in this RFC is authorized by this |icense
as of this time. Expansion of the license to other Internet security
applications is possible but not yet authorized. The license granted
by this fee does not authorize the sale of software or hardware
incorporating the RSA algorithm it is an end-user |icense, not a
devel oper’ s |icense.

3.2 Relation to X.509 Architecture

CC TT 1988 Recommendation X. 509, "The Directory - Authentication
Framewor k", defines a framework for authentication of entities
involved in a distributed directory service. Strong authentication
as defined in X 509, is acconplished with the use of public-key
cryptosystenms. Unforgeable certificates are generated by
certification authorities; these authorities may be organi zed

hi erarchically, though such organization is not required by X 5009.
There is no inplied mappi ng between a certification hierarchy and the
nam ng hierarchy inposed by directory systemnaning attributes. The
public-key certificate approach defined in X 509 has al so been
adopted in CCITT 1988 X 411 in support of the nmessage handling
appl i cati on.

This RFC interprets the X 509 certificate nmechanismto serve the

needs of privacy-enhanced mail in the Internet environment. The
certification hierarchy proposed in this RFC in support of privacy
enhanced mail is intentionally a subset of that allowed under X 509.

In large part constraints have been levied in order to sinplify
certificate validation in the absence of a widely avail able, user-

| evel directory service. The certification hierarchy proposed here
al so enbodi es senantics which are not explicitly addressed by X 509,
but which are consistent with X 509 precepts. The additional
semanti ¢ constraints have been adopted to explicitly address
questions of issuer "authority" which we feel are not well defined in
X. 5009.

3.3 Entities’ Roles and Responsibilities

One way to explain the architecture proposed by this RFCis to
exam ne the various roles which are defined for various entities in
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the architecture and to describe what is required of each entity in
order for the proposed systemto work properly. The follow ng
sections identify three different types of entities within this
architecture: users and user agents, organizational notaries, and
certification authorities. For each class of entity we describe the
(el ectroni c and paper) procedures which the entity nust execute as
part of the architecture and what responsibilities the entity assunes
as a function of its role in the architecture. Note that the

i nfrastructure described here applies to the situation wherei n RSADS
acts as a co-issuer of certificates, sharing the role of
certification authority as described later. GOher certifying
authority arrangenents may enpl oy different procedures and are not
addressed by this RFC

3.3.1 Users and User Agents

The term User Agent (UA) is taken from CCITT X 400 Message Handling
Systenms (MHS) Recommrendati ons, which define it as follows: "In the
context of nmessage handling, the functional object, a conponent of
VHS, by neans of which a single direct user engages in nessage
handling." UAs exchange nessages by calling on a supporting Message
Transfer Service (MFS).

A UA process supporting privacy-enhanced mail processing nust protect
the private conponent of its associated entity (ordinarily, a human
user) fromdisclosure. W anticipate that a user will enploy
ancillary software (not otherw se associated with the UA) to generate
hi s public/private conponent pair and to conmpute the (one-way)
nmessage hash required by the registration procedure. The public
conmponent, along with information that identifies the user, will be
transferred to an organi zational notary (see below) for inclusion in
an order to an issuer. The process of generating public and private
conmponents is a local matter, but we anticipate Internet-w de

di stribution of software suitable for conponent-pair generation to
facilitate the process. The nmechanisns used to transfer the public
conponent and the user identification information nust preserve the
integrity of both quantities and bind the two during this transfer.

Thi s proposal establishes two ways in which a user may order a
certificate, i.e., through the user’'s affiliation with an

organi zation or directly through RSADSI. 1In either case, a user wl|l
be required to send a paper order to RSADSI on a formdescribed in a
subsequent RFC and containing the follow ng information

1. Distinguished Nane el ements (e.g., full I|egal nane,
organi zati on nanme, etc.)

2. Postal address
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3. Internet electronic mail address

4. A nessage hash function, binding the above information to the
user’s public conponent

Note that the user’s public conponent is NOT transmitted via this

paper path. |In part the rationale here is that the public conponent
consists of many (>100) digits and thus is prone to error if it is
copied to and froma piece of paper. Instead, a nmessage hash is

conmputed on the identifying informati on and the public conmponent and
this (snaller) nessage hash value is transnmitted along with the
identifying information. Thus the public conmponent is transferred
only via an el ectronic path, as described bel ow.

If the user is not affiliated with an organizati on which has
established its own "electronic notary" capability (an organi zation
notary or "ON' as discussed in the next section), then this paper
registration formmust be notarized by a Notary Public. If the user
is affiliated with an organi zati on which has established one or nore
ONs, the paper registration formneed not carry the endorsenment of a
Notary Public. Concurrent with the paper registration, the user nust
send the information outlined above, plus his public component,
either to his ON, or directly to RSADSI if no appropriate ONis
available to the user. Direct transm ssion to RSADSI of this
information will be via electronic mail, using a representation
described in a subsequent RFC. The paper registration nmust be
acconpani ed by a check or noney order for $25 or an organi zati on may
establish some other billing arrangenent with RSADSI. The maxi num
(and default) lifetinme of a certificate ordered through this process
is two years.

The transmi ssion of ID information and public conmponent from a user
to his ONis a local matter, but we expect electronic nail will also
be the preferred approach in nmany circunmstances and we anticipate
general distribution of software to support this process. Note that
it is the responsibility of the user and his organization to ensure
the integrity of this transfer by some neans deenmed adequately secure
for the local conmputing and comruni cation environnent. There is no
requi rement for secrecy in conjunction with this informtion
transfer, but the integrity of the information nust be ensured.

3.3.2 Oganizational Notaries

An organi zational notary is an individual who acts as a cl eari nghouse
for certificate orders originating within an adm ni strative donain
such as a corporation or a university. An ON represents an

organi zation or organizational unit (in X 500 naning terns), and is
assunmed to have sone i ndependence fromthe users on whose behal f
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certificates are ordered. An ONw Il be restricted through
nmechani sns i npl enented by the issuing authority, e.g., RSADSI, to
ordering certificates properly associated with the domain of that ON
For exanple, an ON for BBN should not be able to order certificates
for users affiliated with MT or MTRE, nor vice versa. Sinilarly,

if a corporation such as BBN were to establish ONs on a per-
subsi di ary basis (corresponding to organization units in X 500 nam ng
parl ance), then an ON for the BBN Conmuni cations subsidiary shoul d
not be allowed to order a certificate for a user who clains
affiliation with the BBN Software Products subsidiary.

It can be assuned that the set of ONs changes relatively slowy and
that the nunber of ONs is relatively small in conparison with the
nunber of users. Thus a nore extensive, higher assurance process nay
reasonably be associated with ON accreditation than with per-user
certificate ordering. Restrictions on the range of information which
an ON is authorized to certify are established as part of this nore
el aborate registration process. The procedures by which

organi zati ons and organi zati onal units are established in the RSADSI
dat abase, and by which ONs are registered, will be described in a
subsequent RFC

An ON is responsible for establishing the correctness and integrity
of information incorporated in an order, and will generally vouch for
(certify) the accuracy of identity infornation at a granularity finer
than that provided by a Notary Public. W do not believe that it is
feasible to enforce uniform standards for the user certification
process across all ONs, but we anticipate that organi zations wll
endeavor to maintain high standards in this process in recognition of
the "visibility" associated with the identification data contained in
certificates. An ON also may constrain the validity period of an
ordered certificate, restricting it to less than the default two year
i nterval inposed by the RSADSI |icense agreenent.

An ON participates in the certificate ordering process by accepting
and validating identification information froma user and forwarding
this information to RSADSI. The ON accepts the electronic ordering
i nformati on descri bed above (Distinguished Nane el enents, mailing
address, public conponent, and nessage hash conputed on all of this
data) froma user. (The representation for user-to-ON transm ssion
of this data is a local matter, but we anticipate that the encodi ng
specified for ON-to-RSADSI representation of this data will often be
enpl oyed.) The ON sends an integrity-protected (as described in
RFC-1113) el ectronic nessage to RSADSI, vouching for the correctness
of the binding between the public conmponent and the identification

data. Thus, to support this function, each ONwill hold a
certificate as an individual user within the organi zation which he
represents. RSADSI will naintain a database which identifies the
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users who al so act as ONs and the database will specify constraints
on credentials which each ON is authorized to certify. The

el ectronic mail representation for a user’s certificate data in an ON
nmessage to RSADSI will be specified in a subsequent RFC

3.3.3 Certification Authorities

In X.509 the term"certification authority" is defined as "
authority trusted by one or nore users to create and assign
certificates". This alternate expansion for the acronym"CA" is
roughly equivalent to that contenplated as a "central authority" in
RFC- 1040 and RFC-1113. The only difference is that in X 509 there is
no requirenent that a CA be a distinguished entity or that a CA serve
a | arge nunber of users, as envisioned in these RFCs. Rather, any
user who holds a certificate can, in the X 509 context, act as a CA
for any other user. As noted above, we have chosen to restrict the
role of CAin this electronic nmail environnment to organi zationa
entities, to sinplify the certificate validation process, to inpose
semanti cs whi ch support organi zational affiliation as a basis for
certification, and to facilitate |icense accountability.

an

In the proposed architecture, individuals who are affiliated with
(registered) organi zations will go through the process descri bed
above, in which they forward their certificate infornmation to their
ON for certification. The ONw ll, based on |ocal procedures, verify
the accuracy of the user’'s credentials and forward this information
to RSADSI using privacy-enhanced nmail to ensure the integrity and
authenticity of the information. RSADSI will carry out the actua
certificate generation process on behalf of the organization
represented by the ON. Recall that it is the identity of the

organi zation which the ON represents, not the ON' s identity, which
appears in the issuer field of the user certificate. Therefore it is
the private conmponent of the organization, not the ON, which is used
to sign the user certificate.

In order to carry out this procedure RSADSI will serve as the
repository for the private conponents associated with certificates
representing organi zati ons or organi zational units (but not
individuals). 1In effect the role of CAwll be shared between the
organi zati onal notaries and RSADSI. This shared role will not be
visible in the syntax of the certificates issued under this
arrangenent nor is it apparent fromthe validation procedure one
applies to these certificates. |In this sense, the role of RSADSI as
the actual signer of certificates on behalf of organizations is
transparent to this aspect of system operation.

If an organi zation were to carry out the certificate signing process
locally, and thus hold the private conponent associated with its
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organi zation certificate, it would need to contact RSADSI to discuss
security safeguards, special |egal agreenents, etc. A nunber of
requi rements woul d be i nposed on an organization if such an approach
were persued. The organi zati on would be required to execute

addi tional legal instruments with RSADSI, e.g., to ensure proper
accounting for certificates generated by the organi zation. Speci al
software will be required to support the certificate signing process,
distinct fromthe software required for an ON. Stringent procedural,
physi cal, personnel and conputer security safeguards woul d be
required to support this process, to maintain a relatively high |eve
of security for the systemas a whole. Thus, at this tinme, it is not
reconmended that organizations pursue this approach although | oca
certificate generation is not expressly precluded by the proposed
architecture.

RSADSI has offered to operate a service in which it serves as a CA
for users who are not affiliated with any organi zati on or who are

affiliated with an organi zati on which has not opted to establish an
organi zational notary. To distinguish certificates issued to such

"non-affiliated" users the distinguished string "Notary" will appear
as the organi zational unit name of the issuer of the certificate.
This convention will be enpl oyed throughout the system Thus not

only RSADSI but any other organization which elects to provide this
type of service to non-affiliated users may do so in a standard
fashion. Hence a corporation mght issue a certificate with the
"Notary" designation to students hired for the sumer, to
differentiate themfromfull-tine enployees. At least in the case of
RSADSI, the standards for verifying user credentials that carry this
designation will be well known and w dely recognized (e.g., Notary
Publ i ¢ endorsenent).

To illustrate this convention, consider the followi ng exanples.

Enpl oyees of RSADSI will hold certificates which indicate "RSADSI" as
the organi zation in both the issuer field and the subject field,
perhaps with no organi zational unit specified. Certificates obtained
directly from RSADSI, by user’'s who are not affiliated with any ON,

will also indicate "RSADSI" as the organization and will specify
"Notary" as an organi zational unit in the issuer field. However,
these latter certificates will carry sonme other designation for

organi zation (and, optionally, organizational unit) in the subject
field. Moreover, an organization designated in the subject field for
such a certificate will not match any for which RSADSI has an ON

regi stered (to avoid possible confusion).

In all cases described above, when a certificate is generated RSADSI

will send a paper reply to the ordering user, including two nessage
hash functions:
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1. a nessage hash conmputed on the user’s identifying information
and public conmponent (and sent to RSADSI in the registration
process), to guarantee its integrity across the ordering
process, and

2. a nmessage hash conmputed on the public conponent of RSADSI, to
provi de i ndependent authentication for this public conponent
which is transmitted to the user via email (see bel ow).

RSADSI will send to the user via electronic mail (not privacy
enhanced) a copy of his certificate, a copy of the organi zation
certificate identified in the issuer field of the user’s certificate,
and the public component used to validate certificates signed by
RSADSI. The "issuer" certificate is included to sinplify the

val idation process in the absence of a user-level directory system
its distribution via this procedure will probably be phased out in
the future. Thus, as described in RFC- 1113, the originator of a
nmessage i s encouraged, though not required, to include his
certificate, and that of its issuer, in the privacy enhanced nessage
header (X-Issuer-Certificate) to ensure that each recipient can
process the nessage using only the information contained in this
header. The organi zation (organizational unit) identified in the
subject field of the issuer certificate should correspond to that
which the user clains affiliation (as declared in the subject field
of his certificate). |If there is no appropriate correspondence

bet ween these fields, recipients ought to be suspicious of the
inplied certification path. This relationship should hold except in
the case of "non-affiliated" users for whomthe "Notary" convention
i s enpl oyed.

In contrast, the issuer field of the issuer’s certificate wll
specify "RSADSI" as the organization, i.e., RSADSI will certify all
organi zational certificates. This convention allows a recipient to
validate any originator’s certificate (within the RSADS
certification hierarchy) in just two steps. Even if an organi zation
establishes a certification hierarchy involving organi zational units,
certificates corresponding to each unit can be certified both by
RSADSI and by the organi zational entity imediately superior to the
unit in the hierarchy, so as to preserve this short certification
path feature. First, the public conponent of RSADSI is enployed to
validate the issuer’s certificate. Then the issuer’s public
conmponent is extracted fromthat certificate and is used to validate
the originator’s certificate. The recipient then extracts the
originator’s public conponent for use in processing the X-Mc-Info
field of the nessage (see and RFC-1113).

The el ectronic representation used for transm ssion of the data itens
descri bed above (between an ON and RSADSI) will be contained in a
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subsequent RFC. To verify that the registration process has been
successfully conpleted and to prepare for exchange of privacy-
enhanced el ectronic mail, the user should performthe follow ng
st eps:

1. extract the RSADSI public conponent, the issuer’s certificate
and the user’'s certificate fromthe nmessage

2. conpute the nessage hash on the RSADSI public conponent and
conpare the result to the correspondi ng nessage hash that was
i ncluded in the paper receipt

3. use the RSADSI public conmponent to validate the signature on
the issuer’s certificate (RSADSI will be the issuer of this
certificate)

4. extract the organization public conmponent fromthe validated
issuer’s certificate and use this public conponent to
val i date the user certificate

5. extract the identification information and public conmponent
fromthe user’s certificate, conmpute the nessage hash on it
and conpare the result to the correspondi ng nessage hash
value transnitted via the paper receipt

For a user whose order was processed via an ON, successful conpletion
of these steps denonstrates that the certificate issued to him

mat ches that which he requested and which was certified by his ON

It al so denonstrates that he possesses the (correct) public conponent
for RSADSI and for the issuer of his certificate. For a user whose
order was placed directly with RSADSI, this process denonstrates that
his certificate order was properly processed by RSADSI and that he
possesses the valid issuer certificate for the RSADSI Notary. The
user can use the RSADSI public conponent to validate organizational
certificates for organizations other than his own. He can enploy the
publ i c conmponent associated with his own organi zation to validate
certificates issued to other users in his organization.

3.3.3.1 Interoperation Across Certification Hi erarchy Boundaries

In order to accommbdate interoperation with other certification
authorities, e.g., foreign or U S. governnent CAs, two conventions
will be adopted. First, all certifying authorities nmust agree to
"cross-certify" one another, i.e., each nmust be willing to sign a
certificate in which the issuer is that certifying authority and the
subj ect is another certifying authority. Thus, RSADSI night generate
a certificate in which it is identified as the issuer and a
certifying authority for the U S. government is indentified as the
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subject. Conversely, that U S. governnment certifying authority would
generate a certificate in which it is the issuer and RSADSI is the
subject. This cross-certification of certificates for "top-Ievel"
CAs establishes a basis for "lower level" (e.g., organization and
user) certificate validation across the hierarchy boundaries. This
avoi ds the need for users in one certification hierarchy to engage in
some "out-of -band" procedure to acquire a public-key for use in
validating certificates froma different certification hierarchy.

The second convention is that nore than one X-lssuer-Certificate
field may appear in a privacy-enhanced nail header. Miltiple issuer
certificates can be included so that a recipient can nore easily
validate an originator’s certificate when originator and recipient
are not part of a conmon CA hierarchy. Thus, for exanple, if an
originator served by the RSADSI certification hierarchy sends a
nmessage to a recipient served by a U S. governnent hierarchy, the
originator could (optionally) include an X-lssuer-Certificate field
containing a certificate issued by the U S. governnent CA for RSADSI
In this fashion the recipient could enploy his public conponent for
the U S. governnent CA to validate this certificate for RSADSI, from
whi ch he woul d extract the RSADSI public conponent to validate the
certificate for the originator’s organization, from which he woul d
extract the public conmponent required to validate the originator’s
certificate. Thus, nore steps can be required to validate
certificates when certification hierarchy boundaries are crossed, but
the sanme basic procedure is enployed. Renenber that caching of
certificates by UAs can significantly reduce the effort required to
process nessages and so these exanpl es should be viewed as "worse
case" scenari os.

3.3.3.2 Certificate Revocation
X. 509 states that it is a CA's responsibility to maintain:

1. atine-stanped list of the certificates it issued which have
been revoked

2. atine-stanped |list of revoked certificates representing
ot her CAs

There are two primary reasons for a CAto revoke a certificate, i.e.
suspected conproni se of a secret conponent (invalidating the
correspondi ng public component) or change of user affiliation
(invalidating the D stinguished Nane). As described in X 509, "hot
listing" is one nmeans of propagating information relative to
certificate revocation, though it is not a perfect nechanism In
particular, an X 509 Revoked Certificate List (RCL) indicates only
the age of the information contained in it; it does not provide any
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basis for deternmining if the list is the nost current RCL avail abl e
froma given CA. To help address this concern, the proposed
architecture establishes a format for an RCL in which not only the
date of issue, but also the next schedul ed date of issue is
specified. This is a deviation fromthe format specified in X 509.

Adopting this convention, when the next schedul ed i ssue date arrives
a CA nust issue a new RCL, even if there are no changes in the |ist
of entries. In this fashion each CA can independently establish and
advertise the frequency with which RCLs are issued by that CA. Note
that this does not preclude RCL issuance on a nore frequent basis,
e.g., in case of some enmergency, but no Internet-w de nechanisnms are
architected for alerting users that such an unschedul ed i ssuance has
taken place. This schedul ed RCL i ssuance convention allows users
(UAs) to determ ne whether a given RCL is "out of date,"” a facility
not available fromthe standard RCL fornat.

A recent (draft) version of the X 509 reconmendation calls for each
RCL to contain the serial nunbers of certificates which have been
revoked by the CA adnministering that list, i.e., the CAthat is
identified as the issuer for the corresponding revoked certificates.
Upon receipt of a RCL, a UA should conpare the entries agai nst any
cached certificate information, deleting cache entries which match
RCL entries. (Recall that the certificate serial nunbers are unique
only for each issuer, so care nust be exercised in effecting this
cache search.) The UA should also retain the RCL to screen incom ng
nmessages to detect use of revoked certificates carried in these
nmessage headers. Mre specific details for processing RCL are beyond
the scope of this RFC as they are a function of |ocal certificate
managenent techni ques.

In the architecture defined by this RFC, a RCL will be maintained for
each CA (organi zation or organi zational unit), signed using the
private conponent of that organization (and thus verifiable using the
publ i c conmponent of that organization as extracted fromits
certificate). The RSADSI Notary organizational unit is included in
this collection of RCLs. CAs operated under the auspices of the U S
government or foreign CAs are requested to provide RCLs conformng to
these conventions, at least until such tine as X 509 RCLs provide
equi val ent functionality, in support of interoperability with the
Internet community. An additional, "top level" RCL, will be

mai nt ai ned by RSAD- SI, and shoul d be nmaintained by other "top |evel™
CAs, for revoked organizational certificates.

The hot listing procedure (expect for this top level RCL) will be

ef fected by having an ON from each organi zation transnmit to RSADSI a
list of the serial nunbers of users within his organization, to be
hot listed. This list will be transnitted using privacy-enhanced
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mail to ensure authenticity and integrity and will enpl oy
representation conventions to be provided in a subsequent RFC.

RSADSI will format the RCL, sign it using the private conponent of
the organi zation, and transmt it to the ON for dissem nation, using
a representation defined in a subsequent RFC. Means for

di ssem nation of RCLs, both within the admi nistrative domain of a CA
and across donmai n boundaries, are not specified by this proposal.
However, it is anticipated that each hot list will also be available
via network information center databases, directory servers, etc.

The following ASN. 1 syntax, derived from X 509, defines the format of
RCLs for use in the Internet privacy enhanced email environment. See
the ASN. 1 definition of certificates (later in this RFC or in X 509,
Annex G for conparison.

revokedCertificateList ::= SI GNED SEQUENCE {
sighature Al gorithm dentifier,
i ssuer Name,
i st SEQUENCE RCLENtry,
| ast Updat e UTCTi e,
next Updat e UTCTi e}
RCLEntry D= SEQUENCE {
subj ect CertificateSerial Nunmber,

revocati onDate UTCTi ne}
3.4 Certificate Definition and Usage
3.4.1 Contents and Use
A certificate contains the follow ng contents:

1. version
2. serial nunber
3. certificate signature (and associated algorithmidentifier)
4. issuer nane
5. wvalidity period
6. subject nane
7. subject public conmponent (and associated algorithmidentifier)

This section discusses the interpretation and use of each of these
certificate el enents.
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3.4.1.1 Version Nunber

The version nunber field is intended to facilitate orderly changes in
certificate formats over tine. The initial version nunber for
certificates is zero (0).

3.4.1.2 Serial Nunber

The serial nunber field provides a short form unique identifier for
each certificate generated by an issuer. The serial nunber is used
in RCLs to identify revoked certificates instead of including entire
certificates. Thus each certificate generated by an issuer nust
contain a unique serial nunber. It is suggested that these nunbers
be issued as a conpact, nonotonic increasing sequence.

3.4.1.3 Subject Name

A certificate provides a representation of its subject’s identity and
organi zational affiliation in the formof a Distinguished Nane. The

fundanent al bindi ng ensured by the privacy enhancenent nmechanisns is

t hat between public-key and the user identity. CC TT Reconmendati on

X. 500 defines the concept of Distinguished Nane.

Version 2 of the U S. Governnent Qpen Systens |nterconnection Profile
(CGOSI P) specifies maxi mum sizes for O R Nane attributes. Since nost
of these attributes also appear in D stinguished Nanes, we have
adopted the O R Nane attribute size constraints specified in GOSIP
and noted below. Using these size constraints yields a maxi num

Di stingui shed Name | ength (exclusive of ASN encoding) of two-hundred
fifty-nine (259) characters, based on the required and opti onal

attri butes described bel ow for subject nanes. The follow ng
attributes are required in subject D stinguished Names for purposes
of this RFC

1. Country Nane in standard encoding (e.g., the two-character
Printable String "US" assigned by | SO 3166 as the identifier
for the United States of Anerica, the string "GB" assigned as
the identifier for the United Kingdom or the string "NQ
assigned as the identifier for Dronning Maud Land). Maxi num
ASCI | character length of three (3).

2. Organi zational Nanme (e.g., the Printable String "Bolt Beranek
and Newman, Inc."). Maxinum ASClI| character |ength of
sixty-four (64).

3. Personal Name (e.g., the X 402/ X 411 structured Printable

String encoding for the name John Linn). Maxi num ASCI
character length of sixty-four (64).
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The following attributes are optional in subject Distinguished Nanes
for purposes of this RFC

1. Oganizational Unit Name(s) (e.g., the Printable String "BBN
Conmuni cations Corporation”) A hierarchy of up to four
organi zational unit names may be provided; the |east
significant nmenber of the hierarchy is represented first.
Each of these attributes has a maxi num ASClI | character |ength of
thirty-two (32), for a total of one-hundred and twenty-eight
(128) characters if all four are present.

3.4.1.4 |ssuer Nane

A certificate provides a representation of its issuer’s identity, in
the formof a Distinguished Nane. The issuer identification is
needed in order to determine the appropriate issuer public conponent
to use in perfornming certificate validation. The follow ng
attributes are required in issuer Distinguished Nanmes for purposes of
this RFC

1. Country Nanme (e.g., encoding for "US")
2. Organi zati onal Nane

The following attributes are optional in issuer Distinguished Nanes
for purposes of this RFC

1. Oganizational Unit Name(s). (A hierarchy of up to four
organi zational unit names may be provided; the |east significant
menber of the hierarchy is represented first.) |If the
i ssuer is vouching for the user identity in the Notary capacity
descri bed above, then exactly one instance of this field
must be present and it nust consist of the string "Notary".

As noted earlier, only organizations are allowed as issuers in the
proposed aut hentication hierarchy. Hence the Distinguished Nanme for
an i ssuer should always be that of an organization, not a user, and
thus no Personal Nanme field nay be included in the Distingui shed Name
of an issuer.

3.4.1.5 Validity Period

A certificate carries a pair of time specifiers, indicating the start
and end of the time period over which a certificate is intended to be
used. No nessage should ever be prepared for transnmission with a
non-current certificate, but recipients should be prepared to receive
nmessages processed using recently-expired certificates. This fact
results fromthe unpredictable (and sonetines substantial)
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transni ssion delay of the staged-delivery el ectronic mai
environnent. The default and maxi mrumvalidity period for
certificates issued in this systemw || be two years.

3.4.1.6 Subject Public Conponent

A certificate carries the public conmponent of its associated entity,
as well as an indication of the algorithmw th which the public
conmponent is to be used. For purposes of this RFC, the algorithm
identifier will indicate use of the RSA algorithm as specified in
RFC-1115. Note that in this context, a user’s public conmponent is
actually the nodul us enployed in RSA al gorithmcal culations. A
"universal" (public) exponent is enployed in conjunction with the
nmodul us to conplete the system Two choices of exponents are
reconmended for use in this context and are described in section
3.4.3. Modulus size will be permitted to vary between 320 and 632
bits.

3.4.1.7 Certificate Signature

A certificate carries a signature algorithmidentifier and a
signature, applied to the certificate by its issuer. The signature
is validated by the user of a certificate, in order to determ ne that
the integrity of its contents have not been conprom sed subsequent to
generation by a CA.  An encrypted, one-way hash will be enpl oyed as
the signature algorithm Hash functions suitable for use in this
context are notoriously difficult to design and tend to be
conmputationally intensive. Initially we have adopted a hash function
devel oped by RSADSI and whi ch exhi bits performance roughly equival ent
to the DES (in software). This sane function has been selected for
use in other contexts in this systemwhere a hash function (nmessage
hash algorithm is required, e.g., MC for multicast nessages. In
the future we expect other one-way hash functions will be added to
the list of algorithns designated for this purpose.

3.4.2 Validation Conventions

Validating a certificate involves verifying that the signature
affixed to the certificate is valid, i.e., that the hash val ue
conputed on the certificate contents matches the value that results
fromdecrypting the signature field using the public conmponent of the
issuer. |In order to performthis operation the user nust possess the
public component of the issuer, either via sonme integrity-assured
channel, or by extracting it fromanother (validated) certificate.

In the proposed architecture this recursive operation is term nated
qui ckly by adopting the convention that RSADSI will certify the
certificates of all organizations or organizational units which act
as issuers for end users. (Additional validation steps may be
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required for certificates issued by other CAs as described in section
3.3.3.1.)

Certification neans that RSADSI will sign certificates in which the
subj ect is the organi zation or organizational unit and for which
RSADSI is the issuer, thus inplying that RSADSI vouches for the
credentials of the subject. This is an appropriate construct since
each ON representing an organi zati on or organi zational unit nust have
regi stered with RSADSI via a procedure nore rigorous than individua
user registration. This does not preclude an organi zational unit
fromalso holding a certificate in which the "parent” organization
(or organi zational unit) is the issuer. Both certificates are
appropriate and pernmitted in the X 509 framework. However, in order
to facilitate the validation process in an environnent where user-

| evel directory services are generally not available, we will (at
this tine) adopt this certification convention

The public conponent needed to validate certificates signed by RSADSI
(inits role as a CA for issuers) is transnitted to each user as part
of the registration process (using electronic nmail wth independent,
postal confirmation via a nmessage hash). Thus a user will be able to
val idate any user certificate (fromthe RSADSI hierarchy) in at nost
two steps. Consider the situation in which a user receives a privacy
enhanced nessage froman origi nator with whomthe recipient has never
previously corresponded. Based on the certification convention
descri bed above, the recipient can use the RSADSI public conmponent to
validate the issuer’s certificate contained in the X-Issuer-
Certificate field. (We recommend that, initially, the originator

i nclude his organization's certificate in this optional field so that
the recipient need not access a server or cache for this public
conmponent.) Using the issuer’s public conponent (extracted fromthis
certificate), the recipient can validate the originator’'s certificate
contained in the X-Certificate field of the header

Having perfornmed this certificate validation process, the recipient
can extract the originator’s public conmponent and use it to decrypt
the content of the XX-MGC-Info field and thus verify the data origin
authenticity and integrity of the nmessage. O course,

i npl enentati ons of privacy enhanced mail shoul d cache vali dated
public conmponents (acquired fromincomng nail or via the nmessage
froma user registration process) to speed up this process. If a
nmessage arrives froman originator whose public conponent is held in
the recipient’s cache, the recipient can i medi ately enpl oy that
public conmponent without the need for the certificate validation
process described here. Also note that the arithnetic required for
certificate validation is considerably faster than that involved in
digitally signing a certificate, so as to mnimze the conputationa
burden on users.
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A separate issue associated with validation of certificates is a
semantic one, i.e., is the entity identified in the issuer field
appropriate to vouch for the identifying information in the subject
field. This is a topic outside the scope of X 509, but one which
nmust be addressed in any viable system The hierarchy proposed in
this RFC is designed to address this issue. |In nobst cases a user
will claim as part of his identifying information, affiliation with
some organi zation and that organization will have the neans and
responsibility for verifying this identifying information. In such
ci rcunst ances one shoul d expect an obvious rel ationship between the
Di stingui shed Narme conponents in the issuer and subject fields.

For example, if the subject field of a certificate identified an

i ndividual as affiliated with the "Wdget Systens Division"

(Organi zational Unit Nane) of "Conpudigi corp” (O ganizational Name),

one woul d expect the issuer field to specify "Conpudigi corp" as the

Organi zational Nanme and, if an Organizational Unit Name were present,

it should be "Wdget Systens Division." |If the issuer’s certificate
i ndi cated " Conpudi gi corp" as the subject (with no O ganizational Unit
specified), then the issuer should be "RSADSI." |If the issuer’s

certificate indicated "Wdget Systens Division" as O ganizational
Unit and " Conpudi gi corp” as Organization in the subject field, then
the issuer could be either "RSADSI" (due to the direct certification
convention described earlier) or "Conpudigicorp" (if the organization
elected to distribute this internmediate | evel certificate). 1In the
| ater case, the certificate path would involve an additional step
using the certificate in which "Conpudigicorp"” is the subject and
"RSADSI" is the issuer. One should be suspicious if the validation
path does not indicate a subset relationship for the subject and

i ssuer Distinguished Nanes in the certification path, expect where
cross-certification is enployed to cross CA boundari es.

It is a local matter whether the nmessage system presents a human user
with the certification path used to validate a certificate associ ated
with incom ng, privacy-enhanced mail. W note that a visual display
of the Distinguished Names involved in that path is one neans of
providing the user with the necessary information. W recomend,
however, that certificate validation software incorporate checks and
alert the user whenever the expected certification path rel ati onships
are not present. The rationale here is that regul ar display of
certification path data will likely be ignored by users, whereas

aut omat ed checking with a warning provision is a nore effective neans
of alerting users to possible certification path anonalies. W urge
devel opers to provide facilities of this sort.

3.4.3 Relation with X 509 Certificate Specification

An X. 509 certificate can be viewed as two conponents: contents and an
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encrypted hash. The encrypted hash is fornmed and processed as
foll ows:

1. X, the hash, is conmputed as a function of the certificate
contents

2. the hash is signed by raising X to the power e (nmodulo n)

3. the hash's signature is validated by raising the result of
step 2 to the power d (nmodulo n), yielding X, which is
conmpared with the result conputed as a function of certificate
contents.

Annex C to X 509 suggests the use of Fermat nunber F4 (65537 deci nmal
1 +2 **16 ) as a fixed value for e which allows relatively efficient
aut hentication processing, i.e., at nost seventeen (17)
multiplications are required to effect exponentiation). As an
alternative one can enploy three (3) as the value for e, yielding
even faster exponentiation, but some precautions nust be observed
(see RFC-1115). Users of the algorithm select values for d (a secret
quantity) and n (a non-secret quantity) given this fixed value for e.
As noted earlier, this RFC proposes that either three (3) or F4 be
enpl oyed as universal encryption exponents, with the choice specified
inthe algorithmidentifier. |In particular, use of an exponent val ue
of three (3) for certificate validation is encouraged, to permt
rapid certificate validation. G ven these conventions, a user’s
public conmponent, and thus the quantity represented in his
certificate, is actually the nodulus (n) enployed in this conmputation
(and in the conputations used to protect the DEK and MSGHASH, as
described in RFC-1113). A user’s private conponent is the exponent
(d) cited above.

The X. 509 certificate format is defined (in X 509, Annex G by the
follow ng ASN. 1 syntax:

Certificate ::= SI GNED SEQUENCE{
version [0] Ver si on DEFAULT v1988,
seri al Nunber CertificateSerial Nunmber,
si ghature Al gorithmdentifier,
i ssuer Name,
validity Validity,
subj ect Nane,

subj ect Publ i cKeyl nfo Subj ect Publ i cKeyl nf o}
Version ::= | NTEGER {v1988(0)}

CertificateSerial Nunber ::= | NTEGER

Kent & Linn [ Page 23]



RFC 1114 Mai | Privacy: Key Managenent August 1989

Validity ::= SEQUENCE{
not Bef or e UTCTi e,
not Af t er UTCTi e}
Subj ect Publ i cKeylnfo :: = SEQUENCE{
al gorithm Al gorithmdentifier,
subj ect Publ i cKey BI T STRI NG}
Al gorithm dentifier ::= SEQUENCE{
al gorithm OBJECT | DENTI FI ER,
par aneters ANY DEFI NED BY al gorithm OPTI ONAL}

Al'l conponents of this structure are well defined by ASN. 1 syntax
defined in the 1988 X 400 and X 500 Series Recomendati ons, except
for the Algorithm dentifier. An algorithmidentifier for RSAis
contained in Annex H of X 509 but is unofficial. RFC 1115 will
provi de detail ed syntax and values for this field.

NOTES:

[1] CCATT Reconmendation X. 411 (1988), "Message Handl i ng Systens:
Message Transfer System Abstract Service Definition and
Procedures".

[2] CCTT Reconmendation X. 509 (1988), "The Directory Authentication
Fr amewor k" .
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