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Abstract

Thi s nenp defines behavioral characteristics of and interoperability
requirements for Internet firewalls. Wile nost of these things may
seem obvi ous, current firewall behavior is often either unspecified
or underspecified and this lack of specificity often causes problens
in practice. This requirenment is intended to be a necessary first
step in making the behavior of firewalls nore consistent across

i npl ementations and in line with accepted I P protocol practices.

1. Introduction

The Internet is being used for an increasing nunber of m ssion
critical applications. Because of this many sites find isolated
secure intranets insufficient for their needs, even when those
intranets are based on and use Internet protocols. Instead they find
it necessary to provide direct conmmunications paths between the
sometimes hostile Internet and systens or networks which either dea
with valuable data, provide vital services, or both.

The security concerns that inevitably arise fromsuch setups are
often dealt with by inserting one or nore "firewalls" on the path
between the Internet and the internal network. A "firewall" is an
agent which screens network traffic in sonme way, blocking traffic it
believes to be i nappropriate, dangerous, or both.

Note that firewall functions are disjoint fromnetwork address
transl ati on (NAT) functions -- neither inplies the other, although
sometimes both are provided by the sane device. This docunent only
di scusses firewall functions.
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1.1. Requirenents notation
Thi s docunent occasionally uses terns that appear in capital letters.
When the ternms "MJST", "SHOULD', "MJST NOT", "SHOULD NOT", and " MAY"
appear capitalized, they are being used to indicate particular
requirements of this specification. A discussion of the neanings of
these terms appears in RFC 2119 [2].
2. Characteristics
Firewalls either act as a protocol end point and relay (e.g., a SMIP
client/server or a Wb proxy agent), as a packet filter, or sone
conbi nati on of both.
When a firewall acts a protocol end point it may
(1) i mpl ement a "safe" subset of the protocol
(2) per f orm ext ensi ve protocol validity checks,

(3) use an inplenentation methodol ogy designed to m nim ze
the likelihood of bugs,

(4) run in an insul ated, "safe" environnment, or
(5) use sone conbi nati on of these techniques in tandem

Firewal | s acting as packet filters aren’'t visible as protocol end
points. The firewall exam nes each packet and then

(1) passes the packet through to the other side unchanged,
(2) drops the packet entirely, or
(3) handl es the packet itself in sone way.

Firewalls typically base some of their decisions on |IP source and
destinati on addresses and port nunbers. For exanple, firewalls may

(1) bl ock packets fromthe Internet side that claima source
address of a systemon the internal network,

(2) bl ock TELNET or RLOG N connections fromthe Internet to the
i nternal network

(3) bl ock SMIP and FTP connections to the Internet frominterna
systens not authorized to send ermail or nove files,
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(4) act as an internediate server in handling SMIP and HTTP
connections in either direction, or

(5) require the use of an access negotiati on and encapsul ati on
protocol such as SOCKS [1] to gain access to the Internet, to
the internal network, or both.

(This list of decision criteria is only intended to illustrate the
sorts of factors firewalls often consider; it is by no nmeans
exhaustive, nor are all firewall products able to performall the
operations on this list.)

3. Firewall Requirenents

Applications have to continue to work properly in the presence of
firewalls. This translates into the follow ng transparency rule:

The introduction of a firewall and any associ ated tunneling or
access negotiation facilities MJST NOT cause uni ntended fail ures
of legitimte and standards-conpliant usage that woul d work were
the firewall not present.

A necessary corollary to this requirenent is that when such failures
do occur it is incunmbent on the firewall and associated software to
address the problem Changes to either inplenentations of existing
standard protocols or the protocols thensel ves MIUST NOT be necessary.

Note that this requirenment only applies to legitinate protocol usage
and gratuitous failures -- a firewall is entitled to block any sort
of access that a site deens illegitimte, regardless of whether or
not the attenpted access is standards-conpliant. This is, after all,
the primary reason to have a firewall in the first place.

Also note that it is perfectly permissible for a firewall to provide
additional facilities applications can use to authenticate or

aut hori ze various sorts of connections, and for the firewall to be
configurable to require the use of such facilities. The SOCKS
protocol [1] is one exanple of such a facility. However, the
firewall MJUST al so allow configurations where such facilities are not
required for traversal

Fr eed I nf or mat i onal [ Page 3]



RFC 2979 Firewal | Requirenents Cct ober 2000

3.1. Exanples

The followi ng sections provide sone exanpl es of how the transparency
rule actually applies to sone specific protocols.

3.1.1. Path MIU Di scovery and | CVP

| CMP nessages are conmonly bl ocked at firewalls because of a
perception that they are a source of security vulnerabilities. This
often creates "black holes" for Path MIU Di scovery [3], causing
legitimate application traffic to be delayed or conpletely bl ocked
when tal king to systens connected via links with small MIUs.

By the transparency rule, a packet-filtering router acting as a
firewall which pernmits outgoing |IP packets with the Don’t Fragnent
(DF) bit set MJUST NOT bl ock incom ng | CVMP Destination Unreachable /
Fragnentati on Needed errors sent in response to the outbound packets
fromreaching hosts inside the firewall, as this would break the

st andar ds- conpl i ant usage of Path MIU di scovery by hosts generating
legitinmate traffic.

On the other hand, it's proper (albeit unfriendly) to block | CVP Echo
and Echo Reply nessages, since these forma different use of the
network, or to block I CVP Redirect nmessages entirely, or to block

| CMP DU/ FN nessages which were not sent in response to legitimate

out bound traffic.

3.1.2. SMIP Extensions

The original SMIP protocol [4] didn't provide a nmechanismfor
negoti ati ng protocol extensions. Wen this was added [5], sone
firewall inplenmentations reacted by sinply adding the EHLO command to
the list of accepted commands. Unfortunately, this is not

sufficient: What is necessary is for the firewall to scan the list of
EHLO responses and only allow the ones the firewalls understands
through. If this isn’'t done the client and server can end up
agreeing to use an extension the firewalls doesn’t understand, which
can then |l ead to unnecessary protocol failures.

4. Application Requirenments

Firewalls are a fact of life that application protocols nust face.
As such, application protocols SHOULD be designed to facilitate
operation across firewalls, as long as such design choices don't
adversely inpact the application in other ways. |n addition
application protocol specifications MAY include nmaterial defining
requirenments firewalls nust neet to properly handle a given
appl i cation protocol.
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Exanpl es of proper and inproper application protocol design include:

(1) W appi ng a new protocol around HTTP and using port 80 because
it islikely to be open isn’t a good idea, since it wll
eventual ly result in added complexity in firewall handling of
port 80.

(2) Defining a secure subset of a protocol is a good idea since it
sinmplifies the firewall design process.

(3) Specificating an appropriate firewall traversal nechanismif
one exists is a good idea.

(4) Regi stering a separate port for new protocols is a good idea.
5. Security Considerations

Good security may occasionally result in interoperability failures
bet ween conponents. This is understood. However, this doesn't nean
that gratuitous interoperability failures caused by security
conmponents are accept abl e.

The transparency rule inpacts security to the extent that it
precludes certain sinplemnded firewall inplenentation techniques.
Firewal | inplenentors nust therefore work a little harder to achieve
a given level of security. However, the transparency rule in no way
prevents an inplenentor from achi eving whatever |evel of security is
necessary. Moreover, a little nore work up front results in better
security in the long run. Techniques that do not interfere with
existing services will alnpst certainly be nore wi dely depl oyed than
ones that do interfere and prevent people from perform ng usefu

wor K.

Sone firewall inplenmentors nmay claimthat the burden of tota
transparency is overly onerous and that adequate security cannot be
achieved in the face of such a requirenment. And there is no question
that neeting the transparency requirenent is nore difficult than not
doi ng so.

Nevertheless, it is inportant to renenber that the only perfectly
secure network is one that doesn’'t allow any data through at all and
that the only problemw th such a network is that it is unusable.
Anything less is necessarily a tradeoff between usability and
security. At present firewalls are being circunmvented in ad hoc ways
because they don’t neet this transparency requirenment and this
necessarily weakens security dramatically. |In other words, the only
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reason that sone firewalls remain in use is because they have
essentially been disabled. As such, one reason to have a
transparency requirenent is to | MPROVE security.
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9.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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