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1. The SNWMP Networ k Managenent Franmework

The I nternet-standard Network Managenent Framework presently consists
of three major conponents. They are:

The SM, described in RFC 1902 [1] - the nechanisns used for
descri bi ng and naming objects for the purpose of managenent.

The MB-11, STD 17, RFC 1213 [2] - the core set of managed objects
for the Internet suite of protocols.

The protocol, RFC 1157 [3] and/or RFC 1905 [4], - the protocol for
accessi ng nmanaged obj ects.

The Franework permits new objects to be defined for the purpose of
experinmentation and eval uati on.

2. ojects
2.1. oject Definitions

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Infornation Base or MB. bjects in the MB are
defined using the subset of Abstract Syntax Notation One (ASN. 1)
defined in the SM. |In particular, each object type is naned by an
OBJECT | DENTI FIER, an adm nistratively assigned nane. The object
type together with an object instance serves to uniquely identify a
specific instantiation of the object. For human conveni ence, we
often use a textual string, terned the descriptor, to refer to the
obj ect type.

3. Overview

3.1. nject Selection Criteria
To be consistent with | AB directives and good engi neering practi ce,
the authors have applied sonme criteria to sel ect nanaged objects for
the Mbile I P Protocol
(1) Partition managenent functionality anong the Mbile Node, Hone
Agent, and Foreign Agent according to the partitioning seen in
the Mbile I P Protocol

(2) Require that objects be essential for either fault or
configurati on managenent.

(3) Limt the total nunber of objects.
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(4) Exclude objects which are sinply derivable fromothers in this or
ot her M Bs.

3.2. Structure of the Mbile IP

Thi s section describes the basic npdel of Mbile IP used in
devel oping the Mbile IP MB. This information should be useful to

the inplenentor in understanding sone of the basic design decisions
of the MB.

The Mobile I P Protocol introduces these new funtional entities:

Mobi | e Node

A host or router that changes its point of attachnent from one
network or subnetwork to another. A nobile node may change its

| ocation without |osing connectivity and wi thout changing its IP
address; it nay continue to communi cate with other Internet nodes
at any location using its (constant) |P address, assunming |ink-

| ayer connectivity to a point of attachment is avail able.

Home Agent

A router on a nobile node’s hone network which tunnels packets for
delivery to the nobile node when it is away from hone, and
mai ntains current location information for the nobile node.

For ei gn Agent

A router on a nobile node' s visited network which provides routing
services to the nobile node while registered. The foreign agent
detunnel s and delivers packets to the nobile node that were
tunnel ed by the nobil e node’s hone agent. For datagrans sent by a
nobi | e node, the foreign agent may serve as a default router for
regi stered nobil e nodes.

Thi s docunent specifies the objects used in managi ng these entities;
nanely, the Mobile Node, the Hone Agent, and the Foreign Agent.
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3.3. MB Goups

bjects inthis MB are arranged into groups. Each group is
organi zed as a set of related objects. The overall structure and the
rel ati onship between groups and the Mbile IP entities are shown

bel ow:

Groups Mobi | e Node Foreign Agent Hone Agent
m pSyst enta oup X X X
nm pSecAssoci ati onGroup X X X
m pSecVi ol ati onG oup X X X
mSyst e oup X
mDi scover yG oup X
mRegi strati onG oup X
maAdverti senment Group X X
f aSyst enty oup X
faAdverti senent G oup X
faRegi strati onG oup X
haRegi strati onG oup X
haRegNodeCount er sGr oup X
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i Definitions
MP-MB DEFIN TIONS ::= BEG N

| MPORTS
Counter 32, Gauge32, Integer32, |pAddress, experinental,
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE
FROM SNWMPv2- SM
RowSt at us, Trut hVal ue, Ti nmeStanp,
TEXTUAL- CONVENTI ON
FROM SNWPv2- TC
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWPv 2- CONF;

m pM B MODULE- | DENTI TY
LAST- UPDATED "9606040000Z"
ORGANI ZATI ON "I ETF Mobile I P Wrking G oup”
CONTACT- | NFO
" Davi d Cong
Postal : Mdtorol a
1301 E. Al gonquin Rd.
Schaunburg, 1L 60196
Phone: +1-847-576-1357

Emai | :  cong@onm not . conf
DESCRI PTI ON
"The M B Mbdule for the Mbile I P."
o= { mb-2 44}
m pM BQbj ect s OBJECT IDENTIFIER ::= { mipMB 1 }

-- G oups under nm pM Bbj ects

m pSyst em OBJECT IDENTIFIER ::= { mi pMBCbjects 1}
m pSecurity OBJECT IDENTIFIER ::= { m pMBCbjects 2 }
nm pWVN OBJECT IDENTIFIER ::={ m pM BObjects 3 }

m pMVA OBJECT IDENTIFIER ::= { m pMBCbjects 4 }

m pFA OBJECT IDENTIFIER ::= { mi pMBObjects 5 }

ni pHA OBJECT IDENTIFIER ::={ m pM BObjects 6 }

mMmSyst em OBJECT IDENTIFIER ::= { mpMN 1 }

mDi scovery OBJECT IDENTIFIER ::= { m pMN 2 }
mRegi stration OBJECT IDENTIFIER ::= { mpMW 3 }
maAdverti senment OBJECT IDENTIFIER ::= { mi pMA 2 }
faSystem OBJECT IDENTIFIER ::= { mpFA 1}
faAdverti sement OBJECT IDENTIFIER ::= { mpFA 2 }
faRegi stration OBJECT IDENTIFIER ::= { mpFA 3}
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haRegi strati on OBJECT IDENTIFIER ::={ mipHA 3 }

-- Textual convention

Regi strati onFl ags ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This data type is used to define the registration
flags for Mobile IP registration extension:
vj Conpr essi on
-- Request to use VJ conpression

-- Request to use GRE

-- Request to use mninml encapsul ation
decapsul ati onByMN
-- Decapsul ation by nobil e node
br oadcast Dat agr am
-- Request to receive broadcasts
si mul t aneour sBi ndi ngs
-- Request to retain prior binding(s)."
SYNTAX BI TS {
vj Conpr essi on(0),
gre(1),
m nEnc(2),
decapsul ati onbyM\( 3) ,
br oadcast Dat agr am( 4) ,
si mul t aneousBi ndi ngs(5)

}
-- m pSystem G oup

nm pEntities OBJECT- TYPE
SYNTAX BI TS {
nmobi | eNode(0),
foreignAgent (1),
honeAgent ( 2)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Thi s object describes which Mbile IP entities are
supported by this nanaged entity. The entity may
support nore than one Mobile IP entities. For exanple,
the entity supports both Foreign Agent (FA) and Home
Agent (HA). Therefore, bit 1 and bit 2 are set to 1
for this object.”

o= { mpSystem1 }
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n pEnabl e OBJECT- TYPE

SYNTAX | NTEGER { enabl ed(1), disabled(2) }

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"I ndi cates whether the Mobile I P protocol should be
enabl ed for the managed entity. If it is disabled, the
entity should di sabl e both agent discovery and
regi stration functions."

2= { mpSystem 2 }

n pEncapsul ati onSupport ed OBJECT- TYPE

SYNTAX BI TS {
i plnlp(0),
gre(1),
m nEnc(2),
ot her (3)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Encapsul ati on met hods supported by the Mbile IP
entity. The entity may support nultiple encapsul ation
net hods or none of them

iplnlp(0), -- IP Encapsulation within IP
gre(l), -- Generic Routing Encapsul ati on,

-- refers to RFC1701
m nEnc(2), -- Mnimal Encapsulation within IP."

o= { mpSystem 3 }
-- mpSecurity Goup

nm pSecAssocTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M pSecAssocEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing Mbility Security Associations."
o= { mpSecurity 1}

nm pSecAssocEntry OBJECT- TYPE
SYNTAX M pSecAssocEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"One particular Mbility Security Association."
INDEX { m pSecPeer Address, m pSecSPI }
::={ mpSecAssocTable 1 }
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M pSecAssocEntry ::=
SEQUENCE {

ni pSecPeer Addr ess | pAddr ess,
n pSecSPI Unsi gned32,
m pSecAl gorit hmType | NTEGER
n pSecAl gori t hmvode | NTECER,
nm pSecKey OCTET STRI NG,
n pSecRepl ayMet hod | NTEGER

}

nm pSecPeer Address OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"The | P address of the peer entity with which this
node shares the nobility security association."
::={ mpSecAssocEntry 1 }

nm pSecSPI OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The SPI is the 4-byte opaque index within the
Mobi ity Security Association which selects the
specific security paraneters to be used to
authenticate the peer, i.e. the rest of the variables
inthis MpSecAssocEntry."

::={ mpSecAssocEntry 2 }

n pSecAl gori t hnType OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1),
nmd5( 2)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Type of security algorithm"
::={ mpSecAssocEntry 3 }

n pSecAl gori t hmvode OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1),
prefixSuffix(2)

}
MAX- ACCESS read-create
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STATUS current
DESCRI PTI ON

"Security node used by this algorithm™
::={ mpSecAssocEntry 4 }

nm pSecKey OBJECT- TYPE

SYNTAX OCTET STRI NG (Sl ZE(16))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The shared secret key for the security
associ ations. Reading this object will always return

zero length value."
::={ mpSecAssocEntry 5 }

n pSecRepl ayMet hod OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1),
ti mestanps(2),
nonces( 3)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The repl ay-protecti on nmethod supported for this SPI
within this Mbility Security Association."”
::={ mpSecAssocEntry 6 }

-- Mobile IP security violation total counter

ni pSecTot al Vi ol ati ons OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of security violations in the entity"
:={ mpSecurity 2}

-- Mobile IP security violation table

nm pSecVi ol ati onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M pSecVi ol ationEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table containing informati on about security
viol ations."
o= { mpSecurity 3}

1996
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m pSecVi ol ati onEntry OBJECT- TYPE

SYNTAX M pSecVi ol ati onEntry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"Informati on about one particular security violation."
INDEX { m pSecVi ol at or Addr ess }
::={ mpSecViolationTable 1 }

M pSecViol ationEntry ::=
SEQUENCE {

n pSecVi ol at or Addr ess | pAddr ess,
n pSecVi ol ati onCount er Count er 32,
m pSecRecent Vi ol ati onSPI | nt eger 32,
m pSecRecent Vi ol ati onTi ne Ti neSt anp,
m pSecRecent Vi ol ati onl DLow | nt eger 32,
m pSecRecent Vi ol ati onl DHi gh | nt eger 32,
n pSecRecent Vi ol ati onReason | NTEGER

}

n pSecVi ol at or Address  OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON

"Violator’s I P address. The violator is not necessary
in the m pSecAssocTabl e. "
2= { mpSecViolationEntry 1}

n pSecVi ol ati onCount er OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of security violations for this peer.”
2= { mpSecViolationEntry 2 }

nm pSecRecent Vi ol ati onSPI  OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"SPI of the nbst recent security violation for this
peer. If the security violation is due to an
identification msmatch, then this is the SPI fromthe
Mobi | e- Hone Aut hentication Extension. |If the security
violation is due to an invalid authenticator, then
this is the SPI fromthe of fending authentication
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extension. |In all other cases, it should be set to
zero."
2= { mpSecViolationEntry 3 }

n pSecRecent Vi ol ati onTi ne OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Time of the nost recent security violation for this
peer."

2= { mpSecViolationEntry 4 }

n pSecRecent Vi ol ati onl DLow OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Low order 32 bits of identification used in request or

reply of the nobst recent security violation for this
peer."

2= { mpSecViolationEntry 5 }

m pSecRecent Vi ol ati onl DH gh OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Hi gh-order 32 bits of identification used in request
or reply of the nobst recent security violation for
this peer.”

2= { mpSecViolationEntry 6 }

n pSecRecent Vi ol ati onReason OBJECT- TYPE
SYNTAX | NTEGER {

noMobi | i tySecurityAssoci ation(1l),
badAut hent i cat or ( 2),
badl denti fier(3),
badSPI (4),
m ssi ngSecurit yExt ensi on(5),
ot her ( 6)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Reason for the nobst recent security violation for
this peer.”
2= { mpSecViolationEntry 7 }
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-- m pW G oup
-- m pSystem G oup

mSt at e OBJECT- TYPE
SYNTAX | NTEGER {
honme(1),
regi stered(2),
pendi ng( 3),
i sol ated(4),
unknown( 5)

}
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
"I'ndicates nobile node’'s state of Mbile IP
hone,

-- MNis connected to hone networKk.
regi stered,

-- MN has registered on foreign network
pendi ng,

-- MN has sent registration request and is

wai ting for the reply

i sol at ed,

-- MNis isolated from network

-- M\ can not determne its state."”
;= { mSystem 1 }

mHomeAddr ess OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"An | P address that is assigned for an extended period
of time to the nobile node. It remai ns unchanged
regardl ess of the nmobile node’s current point of
attachment .

::={ mSystem 2 }

-- Mbile node’s home agent i st

mHATabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MHAEntry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON
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"A table containing all of the nobile node’s potenti al
hone agents."
::={ mSystem 3 }

mHAEnt ry OBJECT- TYPE
SYNTAX MhHAENnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
“"Information for a particular Home Agent."
| NDEX { mmHAAddr ess }
2= { mHATable 1}

MHAEntry ::= SEQUENCE {
mMHAAddr ess | pAddr ess,
mCur r ent HA Tr ut hVval ue,
MmHASt at us  RowSt at us

}
mMmHAAddr ess OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"I P address of nobile node’s Hone Agent."
o= { mHAEntry 1 }

mCur r ent HA OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Whet her this hone agent is the current hone agent for
the nobile node. If it is true, the nobile node is
registered with that hone agent."

o= { mHAEntry 2 }

MmHASt at us  OBJECT- TYPE

SYNTAX Rowst at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The row status for this honme agent entry. If the
status is set to 'createAndG’ or 'active', then the
nmobi | e node can use nMHAAddress as a valid candi date
for a home agent. If the status is set to ’'destroy’,
then the nobile node should delete this row, and
deregi ster fromthat home agent."

Cong, Ham en & Perkins St andards Track [ Page 13]



RFC

2006

Mobile IP MB Definition using SMv2 Cct ober 1996

o= { mHAEntry 3}

mFATabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MhFAEntry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"A table containing all foreign agents that the nobile
node knows about and their correspondi ng COA (care-of
address). This COA is an address of a foreign agent
with which the nobile node is registered. The table is
updat ed when advertisenents are received by the nobile
node. If an advertisenent expires, its entry(s) should
be deleted fromthe table. One foreign agent can
provide nore than one COA in its advertisenents.”

::={ mbDi scovery 1 }

mMFAEnt ry OBJECT- TYPE

MFAENntry :

SYNTAX

MFAENt ry

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

"One pair of foreign agent |IP address and COA for that
foreign agent."

| NDEX { mFAAddr ess, mCOA }
.= { mFATable 1}

: = SEQUENCE {

mMFAAddr ess | pAddr ess,
MCQA | pAddr ess

}
mFAAddr ess OBJECT- TYPE

SYNTAX

| pAddr ess

MAX- ACCESS read-only

STATUS

current

DESCRI PTI ON

"Foreign agent’'s | P address."

o= { mFAEntry 1 }

mCOA  OBJECT- TYPE

Cong,

SYNTAX

| pAddr ess

MAX- ACCESS read-only

STATUS

current

DESCRI PTI ON

"A care-of address being offered by this foreign agent
or a co-located care-of address which the nobil e node
has associated with one of its own network
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interfaces.”
2= { mFAEntry 2 }

-- Mobile node could store nmultiple agent advertisenents, however,
-- only the nost recently received agent advertisenent information
-- is required to be made avail able to the rmanager stati on.

mRecent AdvRecei ved OBJECT | DENTI FIER ::= { mmDi scovery 2 }

mAdv Sour ceAddr ess OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The source | P address of the nost recently received
Agent Advertisenent. This address could be the address
of a hone agent or a foreign agent."

::= { mRecent AdvReceived 1 }

mMAdvSequence OBJECT- TYPE

SYNTAX | NTEGER (0. . 65535)
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The sequence nunber of the nobst recently received
adverti sement. The sequence nunber ranges fromO to
Oxffff. After the sequence nunber attains the val ue
Oxffff, it will roll over to 256."

;.= { mRecent AdvRecei ved 2 }

mMAdvFl ags OBJECT- TYPE
SYNTAX BI TS {

vj Conpr essi on(0),
gre(1),
m nEnc(2),
f orei gnAgent (3),
honmeAgent (4),
busy(5),
regRequi r ed( 6)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The flags are contained in the 7th byte in the
extension of the nost recently received nobility agent
advertisement:
vj Conpr essi on
-- Agent supports Van Jacobson conpression
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gre
-- Agent offers Generice Routing Encapsul ation
nm nEnc,
-- Agent offers M nimal Encapsul ation
f or ei gnAgent,
-- Agent is a Foreign Agent
honeAgent ,
-- Agent is a Hone Agent

-- Foreign Agent is busy
regRequi r ed,
-- FAregistration is required.”
.= { mRecent AdvRecei ved 3 }

mAdvMaxRegLi f eti ne OBJECT- TYPE

SYNTAX | NTECER (0. .65535)

UNI TS "seconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The longest lifetine in seconds that the agent is
willing to accept in any registration request.”

::= { mmRecent AdvRecei ved 4 }

mAdvMaxAdvLi feti ne OBJECT- TYPE

SYNTAX | NTEGER (0. .65535)

UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The maxi mum |l ength of tine that the Advertisement is
considered valid in the absence of further
Advertisenents."

REFERENCE
"AdvertisenentLifeTine in RFC1256."

.= { mRecent AdvReceived 5 }

mMAdvTi meRecei ved OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The time at which the nost recently received
adverti sement was received."

;.= { mRecent AdvRecei ved 6 }

-- Mobil e Node Di scovery G oup Counter
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mSol i ci tati onsSent OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Oct ober 1996

"Total nunber of Solicitation sent by the nobile

node. "
::={ mbDi scovery 3}

mAdverti senent sRecei ved OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total number of advertisenments received by the nobile

node. "
::={ mbDi scovery 4 }

mAdvsDr oppedl nval i dExt ensi on OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of advertisenents dropped by the nobile
node due to both poorly forned extensions and
unrecogni zed extensions with extension nunber in the

range 0-127."
::={ mbDi scovery 5 }

mAdvsl gnor edUnknownExt ensi on OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total number of unrecognized extensions in the range
128-255 that were ignored by the nobile node."

::={ mbDi scovery 6 }

mMmibveFr omHAToFA OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of tines that the nobil e node has decided to
nove fromits honme network to a foreign network."

::={ mbDi scovery 7 }

mMmibveFr onFAToFA OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of tinmes that the nobile node has decided to
nove fromone foreign network to another foreign
net wor k. "

::={ mbDi scovery 8 }

mMmibveFr onFAToHA OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of times that the nobile node has decided to
nove froma foreign network to its honme network."
::={ mbDi scovery 9 }

MG at ui t ousARPsSend OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Gratuitous ARPs sent by nobil e node
in order to clear out any stale ARP entries in the ARP
caches of nodes on the hone network."

::={ mbDi scovery 10 }

mAgent Reboot sDect ect ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of agent reboots detected by the nobile
node t hrough sequence nunber of the advertisenent."
::={ mbDi scovery 11 }
-- Mbile Node Registration G oup
-- Registration table of nobile node

mRegi strati onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MiRegi strati onEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table containing informati on about the nobile
node’'s attenpted registration(s). The nobile node
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updates this table based upon Regi stration Requests
sent and Regi stration Replies received in response to
these requests. Certain variables within this table
are al so updated if when Regi strati on Requests are

retransmtted.”
2= { mRegistration 1}

gistrationEntry OBJECT- TYPE
SYNTAX MRegi strati onEntry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"Informati on about one registration attenpt."

| NDEX { mmRegAgent Addr ess, nmmRegCOA}
.= { mRegistrationTable 1}

gistrationEntry ::= SEQUENCE ({
mRegAgent Addr ess | pAddr ess,
mMRegCOA | pAddr ess,

mRegFl ags Regi strati onFl ags,
mRegl DLow | nt eger 32,

mRegl DHi gh | nt eger 32,

mMRegTi mreRequest ed | nt eger 32,
mMRegTi mreRenai ni ng Gauge32,

mMRegTi meSent Ti meSt anp,
mRegl sAccepted Trut hVal ue,
mCQOAl sLocal Tr ut hval ue
}

gAgent Address OBJECT- TYPE
SYNTAX | pAddr ess

MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"I P address of the agent as used in the destination
| P address of the Registration Request. The agent

may be a hone agent or a foreign agent."
2= { mRegistrationEntry 1 }

gCOA OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Care-of address for the registration."”
2= { mRegistrationEntry 2 }

gFl ags OBJECT- TYPE

m en & PerKkins St andards Track
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SYNTAX Regi strati onFl ags
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Registration flags sent by the nmobile node. It is the
second byte in the Mbile I P Registratati on Request
message. "

::={ mRegistrationEntry 3 }

mRegl DLow OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Low order 32 bits of the Identification used in that
regi stration by the nobile node."
::={ mRegistrationEntry 4 }

mRegl DH gh OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Hi gh-order 32 bits of the lIdentification used in that
regi stration by the nobile node."

2= { mRegistrationEntry 5 }

mMRegTi mreRequest ed OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "seconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"If the registration is pending, then this is the
lifetinme requested by the nobil e node (in seconds).
If the registration has been accepted, then this is
the lifetime actually granted by the hone agent in the
reply.”

2= { mRegistrationEntry 6 }

mRegTi meRemai ni ng OBJECT- TYPE

SYNTAX Gauge32

UNI TS "seconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunmber of seconds remaining until this
registration expires. It has the sane initial value
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as MmRegTi neRequested and is only valid if
mMRegl sAccepted is TRUE. "
::= { mRegistrationEntry 7 }

mMRegTi meSent OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The time when the last (re-)transnmni ssion occured."
2= { mRegistrationEntry 8 }

mMRegl sAccept ed OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"true(l) if the nobile node has received a
Regi stration Reply indicating that service has been
accepted; false(2) otherwise. false(2) inplies that
the registration is still pending."

::={ mRegistrationEntry 9 }

MmCOAI sLocal OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Whet her the COA is local to (dynam cally acquired by)
the nobile node or not. If it is false(2), the COAis

an address of the foreign agent."
2= { mRegistrationEntry 10 }

-- Mobile Node Registration G oup Counters

mMRegRequest sSent OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of registration requests sent by the
nobi | e node. This does not include deregistrations
(those with Lifetime equal to zero)."

2= { mRegistration 2 }

mDeRegRequest sSent OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"Total nunber of deregistration requests sent by the
nobi | e node (those with Lifetime equal to zero)."
::={ mRegistration 3}

mMRegRepl i esReci eved OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of registration replies received by the
nobi l e node in which the Lifetine is greater than
zero."

2= { mRegistration 4 }

mDeRegRepl i esReci eved OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of (de)registration replies received by
the nobile node in which the Lifetinme is equal to
zero."

::={ mRegistration 5 }

mRepl i esl nval i dHomeAddr ess OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of replies with invalid hone address for
the nobil e node."

::={ mRegistration 6 }

mMRepl i esUnknownHA OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of replies with unknown honme agents
(not in hone agent table)."

2= { mRegistration 7 }

mRepl i esUnknownFA OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"Total number of replies with unknown foreign agents if
replies relayed through foreign agent."

::={ mRegistration 8 }

mRepl i esl nval i dl D OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of replies with invalid lIdentification
fields."

::={ mRegistration 9 }

mRepl i esDr oppedl nval i dExt ensi on OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Registration Replies dropped by the
nobi | e node due to both poorly forned extensions and
unrecogni zed extensions wth extension nunber in the
range 0-127."

2= { mRegistration 10 }

mRepl i esl gnor edUnknownExt ensi on OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Registration Replies that contained
one or nore unrecogni zed extensions in the range
128-255 that were ignored by the nobile node."

2= { mRegistration 11 }

mRepl i esHAAut henti cati onFai |l ure OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total number of replies without a valid Hone Agent to
Mobi | e Node aut henticator."
o= { mRegistration 12 }

mMRepl i esFAAut henti cati onFail ure OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"Total nunber of replies without a valid Foreign Agent
to Mobil e Node authenticator.”

o= { mRegistration 13 }

mMRegRequest sAccept ed OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total number of registration requests accepted by the
nobi | e node’ s hone agent (Code 0 and Code 1)."

2= { mRegistration 14 }

mMRegRequest sDeni edByHA OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of registration requests denied by
nobi | e node’ s honme agent (Sum of Code 128 through
Code 191)."

2= { mRegistration 15 }

mMRegRequest sDeni edByFA OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of registration requests denied by the
foreign agent (Sum of Codes 64 through Code 127)."

2= { mRegistration 16 }

mMRegRequest sDeni edByHADueTol D OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Request deni ed by hone
agent due to identification msnatch."

2= { mRegistration 17 }

mMRegRequest sWt hDi r ect edBr oadcast OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Registration Requests sent by nobile
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node with a directed broadcast address in the hone
agent field."
2= { mRegistration 18 }
-- MA Advertisenment G oup
-- Mbility agent advertisenent configuration table

maAdvConfi gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF MaAdvConfigEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e containing configurable advertisenent
paraneters for all advertisenment interfaces in
the nobility agent."

::={ maAdvertisenent 1}

maAdvConfi gEntry OBJECT- TYPE

SYNTAX MaAdvConfi gEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Advertisenent paraneters for one advertisenent
interface."

INDEX { malnterfaceAddress }

::={ maAdvConfigTable 1 }

MaAdvConfi gEntry 1= SEQUENCE ({
mal nt er f aceAddr ess | pAddr ess,
nmaAdvMaxReglLi feti ne | nteger 32,
maAdvPr ef i xLengt hl ncl usi on Trut hVal ue,
maAdvAddr ess | pAddress,
maAdvMaxI| nt erval | nteger32
maAdvM ni nterval | nteger32
nmaAdvMaxAdvLi fetine | nteger 32,
maAdvResponseSol i citati onOnly Trut hVal ue,
maAdv St at us RowSt at us

}

mal nt er f aceAddr ess OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"I P address for advertisement interface."
::={ maAdvConfigEntry 1 }
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maAdvMaxReglLi f eti mne OBJECT- TYPE

SYNTAX I nteger32 (0..65535)

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The longest lifetinme in seconds that nmobility agent
iswilling to accept in any Regi stration Request."

::={ maAdvConfigEntry 2 }

maAdvPr ef i xLengt hl ncl usi on OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Whet her the advertisenent should include the Prefix-
Lengths Extension. If it is true, all advertisenments
sent over this interface should include the
Prefi x-Lengt hs Extension."

::={ maAdvConfigEntry 3 }

maAdvAddr ess OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The | P destination address to be used for
advertisenments sent fromthe interface. The only
perm ssi bl e values are the all-systens mnulticast
address (224.0.0.1) or the |inited-broadcast address
(255. 255. 255. 255) . "

REFERENCE
"Adverti senent Address in RFC1256."

::={ maAdvConfigEntry 4 }

maAdviVax| nt erval OBJECT- TYPE

SYNTAX I nt eger 32 (4..1800)

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The maximumtinme in seconds between successive
transni ssions of Agent Advertisenents fromthis
interface."

REFERENCE
"MaxAdvertisenentlnterval in RFC1256."

::={ maAdvConfigEntry 5 }
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maAdvM nl nt erval OBJECT- TYPE

SYNTAX I nteger32 (3..1800)

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The minimumtinme in seconds between successive
transni ssions of Agent Advertisenents fromthis
interface."

REFERENCE
"M nAdvertisenentlnterval in RFC1256."

::={ maAdvConfigEntry 6 }

maAdviVaxAdvLi feti ne OBJECT- TYPE

SYNTAX I nteger32 (4..9000)

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The time (in seconds) to be placed in the Lifetine
field of the RFC 1256-portion of the Agent
Adverti sements sent over this interface."

REFERENCE
"AdvertisenentLifetine in RFC1256."

::={ maAdvConfigEntry 7 }

maAdvResponseSol i citati onOnly OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The flag indicates whether the advertisenment from
that interface should be sent only in response to an
Agent Solicitation nessage."

DEFVAL { false }

::={ maAdvConfigEntry 8 }

nmaAdv St at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The row status for the agent advertisenent table. If
this columm status is 'active', the manager shoul d not
change any columm in the row "

::={ maAdvConfigEntry 9 }

-- MA Advertisenent G oup Counters
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maAdverti senment sSent OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total number of advertisements sent by the nobility
agent . "

::={ nmaAdvertisenent 2 }

nmaAdvsSent For Sol i citati on OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of advertisenents sent by nmobility agent
in response to nobile node solicitations."

::={ nmaAdvertisenent 3}

maSol i ci tati onsRecei ved OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total number of solicitations received by the
nobility agent."

::={ nmaAdvertisenent 4 }

-- Foreign Agent G oup
-- Foreign Agent System G oup

f aCOATabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FaCQAEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table containing all of the care-of addresses
(COAs) supported by the foreign agent. New entries can
be added to the table. The order of entries in the
f aCOATAbl e is also the order in which the COAs are
listed in the Agent Advertisenent."

o= { faSystem1 }

faCOAEnt ry OBJECT- TYPE
SYNTAX FaCOAEnt ry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
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"Entry of COA"
| NDEX { faSupportedCQA }
o= { faCOATable 1 }

FaCOAEnt ry =
SEQUENCE {
f aSupport edCOA | pAddr ess,
f aCOASt at us RowsSt at us

}

f aSupport edCOA OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Care- of -address supported by this foreign agent."
o= { faCOAENtry 1 }

f aCOASt at us OBJECT- TYPE
SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The row status for COA entry."
o= { faCOAENtry 2 }

-- Foreign Agent Advertisement G oup
-- FA needs to inplenent MA Advertisenent G oup plus that group

fal sBusy OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Whet her or not the foreign agent is too busy to
accept additional registrations. If true(1l), the agent
is busy and any Agent advertisenents sent fromthis
agent should have the 'B bit set to 1."

c:={ faAdvertisenent 1}

f aRegi st rati onRequi red OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Whet her or not this foreign agent requires
regi stration even fromthose nobil e nodes that have
acquired their own, colocated care-of address. |If
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true(l), registration is required and any Agent
Advertisenents sent fromthis agent should have the
"R bit set to 1."
::={ faAdvertisenent 2}
-- Foreign Agent Registration G oup
-- Foreign Agent Visitors List

faVi sitor Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF FaVisitorEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table containing the foreign agent’s visitor |ist.
The foreign agent updates this table in response to
regi stration events from nobil e nodes."

.= { faRegistration 1}

faVisitorEntry OBJECT- TYPE
SYNTAX FaVisitorEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"Information for one visitor."
INDEX { faVisitorl PAddress }
o= { faVisitorTable 1}

FaVisitorEntry : 1= SEQUENCE ({
faVi si torl PAddress | pAddress,
faVi si t or HoneAddr ess | pAddr ess,
faVi si t or HomeAgent Addr ess | pAddr ess,
faVi sitorTi neGranted | nteger32,
faVi si tor Ti neRenai ni ng Gauge32,
faVi si tor RegFl ags Regi strati onFl ags,
faVi si tor Regl DLow | nt eger 32,
faVi si tor Regl DHi gh | nt eger 32,
faVi si tor Regl sAccepted TruthVal ue

}

faVisitorl PAddress OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Source | P address of visitor’s Registration Request."
o= { faVisitorEntry 1}
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f aVi si t or HoneAddr ess OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Home (I P) address of visiting nobile node."
o= { faVisitorEntry 2 }

f aVi si t or HoneAgent Address OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Home agent | P address for that visiting nobile node."
.= { faVisitorEntry 3}

favVisitorTi mreG anted OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "seconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The lifetime in seconds granted to the nobile node
for this registration. Only valid if
faVi sitorRegl sAccepted is true(1)."

o= { faVisitorEntry 4 }

faVi si torTi mreRemai ni ng OBJECT- TYPE

SYNTAX Gauge32

UNI TS "seconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of seconds remaining until the
registration is expired. It has the sane initial value
as faVisitorTineG anted, and is counted down by the
foreign agent."

.= { faVisitorEntry 5}

faVi si t or RegFl ags OBJECT- TYPE
SYNTAX Regi strati onFl ags
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Regi stration flags sent by nobile node."
.= { faVisitorEntry 6 }

faVi si t or Regl DLow OBJECT- TYPE
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SYNTAX I nt eger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Low 32 bits of Identification used in that
regi stration by the nobile node."

o= { faVisitorEntry 7 }

faVi si t or Regl DH gh OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"High 32 bits of Identification used in that
regi stration by the nobile node."

:={ faVisitorEntry 8 }

f aVi si t or Regl sAccept ed OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Whet her the registration has been accepted or not. If
it is false(2), this registration is still pending for
reply.”

.= { faVisitorEntry 9 }
-- Foreign Agent Registration Goup Counters

f aRegRequest sRecei ved OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of valid Registration Requests
recei ved. "

.= { faRegistration 2 }

f aRegRequest sRel ayed OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests relayed to hone
agent by foreign agent."

.= { faRegistration 3}

f aReasonUnspeci fi ed OBJECT- TYPE
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SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by
foreign agent -- reason unspecified (Code 64)."

.= { faRegistration 4 }

f aAdnPr ohi bi t ed OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by
foreign agent -- administratively prohibited (Code
65) . "

::={ faRegistration 5 }

fal nsufficient Resource OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by
foreign agent -- insufficient resources (Code 66)."

.= { faRegistration 6 }

f aMNAut henti cati onFai |l ure OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by
foreign agent -- nobile node fail ed authentication
(Code 67)."

.= { faRegistration 7 }

faRegLi f eti meTooLong OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by
foreign agent -- requested lifetinme too |Iong (Code
69)."

.= { faRegistration 8 }

f aPoor | yFor nedRequest s OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Registration Requests denied by
foreign agent -- poorly formed request (Code 70)."

.= { faRegistration 9 }

f aEncapsul ati onUnavai | abl e OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by
foreign agent -- requested encapsul ati on unavail abl e
(Code 72)."

.= { faRegistration 10 }

f aVJConpr essi onUnavai | abl e OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by
foreign agent -- requested Van Jacobson header

conpr essi on unavail able (Code 73)."
.= { faRegistration 11 }

f aHAUNnr eachabl e OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by
foreign agent -- home agent unreachabl e (Codes
80-95)."

.= { faRegistration 12 }

f aRegRepl i esReci eved OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total number of well-forned Registration Replies
recei ved by foreign agent."

.= { faRegistration 13 }

f aRegRepl i esRel ayed OBJECT- TYPE
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SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of valid Registration Replies relayed to
t he nobile node by foreign agent."

.= { faRegistration 14 }

f aHAAut henti cati onFai | ure OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total number of Registration Replies denied by
foreign agent -- home agent failed authentication
(Code 68)."

.= { faRegistration 15 }

f aPoor | yFor nedRepl i es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total number of Registration Replies denied by
foreign agent -- poorly forned reply (Code 71)."

.= { faRegistration 16 }

-- Home Agent G oup
-- Honme Agent Registration G oup
-- Honme agent nobility binding |ist

haMobi i t yBi ndi ngTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF HaMobi i tyBi ndi ngEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table containing the home agent’s nobility binding
list. The honme agent updates this table in response
to registration events from nobil e nodes."

::={ haRegistration 1}

haMobi i t yBi ndi ngEntry OBJECT- TYPE

SYNTAX HaMobi | i t yBi ndi ngEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
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"An entry on the nobility binding list.”
I NDEX  { haMbbilityBindi ngMN, haMbilityBi ndi ngCOA }
::={ haMobilityBindingTable 1 }

HaMobi | i tyBi ndi ngEntry ::= SEQUENCE ({
haMobi | i t yBi ndi ngiWN | pAddr ess,
haMobi | i t yBi ndi ngCOA | pAddr ess,
haMbobi | i t yBi ndi ngSour ceAddr ess | pAddr ess,

haMbobi | i t yBi ndi ngRegFl ags Regi strati onFl ags,
haMbobi | i t yBi ndi ngRegl DLow | nt eger 32

haMbobi | i t yBi ndi ngRegl DHi gh | nt eger 32,

haMobi | i t yBi ndi ngTi meGrant ed | nt eger 32,

haMobi | i t yBi ndi ngTi mreRemai ni ng Gauge32

}

haMobi | i t yBi ndi ngiVN OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Mobi l e node’s honme (I1P) address.”
::={ haMobilityBindingEntry 1 }

haMobi i t yBi ndi ngCOA  OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Mobil e node’s care-of -address. One npbil e node can
have multiple bindings with different
car e- of - addr esses. "

::={ haMobilityBindingEntry 2 }

haMobi | i t yBi ndi ngSour ceAddr ess OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"I P source address of the Registration Request as

received by the honme agent. WII be either a nobile

1996

node’'s co-| ocated care-of address or an address of the

foreign agent."
::={ haMobilityBindingEntry 3 }

haMobi | i t yBi ndi ngRegFl ags OBJECT- TYPE

SYNTAX Regi strati onFl ags
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"Regi stration flags sent by nobile node."
::={ haMobilityBindingEntry 4 }

haMobi | i t yBi ndi ngRegl DLow OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Low 32 bits of Identification used in that binding by
t he nobil e node. "

::={ haMobilityBindingEntry 5 }

haMobi | i t yBi ndi ngRegl DHi gh OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"High 32 bits of ldentification used in that binding by
t he nobil e node.”

::={ haMobilityBindingEntry 6 }

haMobi | i t yBi ndi ngTi neGrant ed OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "seconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The lifetime in seconds granted to the nobile node
for this registration.”

::={ haMobilityBindingEntry 7 }

haMobi | i t yBi ndi ngTi mreRemai ni ng OBJECT- TYPE

SYNTAX Gauge32

UNI TS "seconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of seconds remaining until the
registration is expired. It has the sane initial value
as halbbi li tyBi ndi ngTi mreGranted, and is counted down
by the honme agent."”

::={ haMobilityBindingEntry 8 }

- Home Agent Registration Group Counters

- Home agent registration Counters per node
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haCount er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF HaCounterEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table containing registration statistics for all
nobi | e nodes aut horized to use this hone agent."
::={ haRegistration 2 }

haCounterEntry OBJECT- TYPE
SYNTAX HaCounterEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Regi stration statistics for one nobile node."
I NDEX  { haMbbilityBi ndi ngWN }
::= { haCounterTable 1}

HaCounter Entry .1 = SEQUENCE {
haSer vi ceRequest sAccept ed Count er 32,
haSer vi ceRequest sDeni ed Count er 32,
haOver al | Servi ceTi me Gauge32,
haRecent Ser vi ceAccept edTi ne Ti meSt anp,
haRecent Ser vi ceDeni edTi ne Ti meSt anp,
haRecent Ser vi ceDeni edCode | NTEGER

}
haSer vi ceRequest sAccept ed OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of service requests for the nobile node
accepted by the hone agent (Code 0 + Code 1)."
::= { haCounterEntry 2 }

haSer vi ceRequest sDeni ed OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of service requests for the nobile node
deni ed by the hone agent (sumof all registrations
denied with Code 128 through Code 159)."

::={ haCounterEntry 3}

haOveral | Servi ceTi ne OBJECT- TYPE
SYNTAX Gauge32
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UNI TS "seconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Overall service tinme (in seconds) that has
accurul ated for the nobile node since the hone agent
| ast rebooted."

::={ haCounterEntry 4 }

haRecent Ser vi ceAccept edTi ne  OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The time at which the nost recent Registration
Request was accepted by the hone agent for this nobile
node. "

::={ haCounterEntry 5 }

haRecent Ser vi ceDeni edTi ne  OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The time at which the nost recent Registration
Request was deni ed by the hone agent for this nobile
node. "

::={ haCounterEntry 6 }

haRecent Ser vi ceDeni edCode OBJECT- TYPE
SYNTAX | NTEGER {

reasonUnspeci fi ed(128),
adnPr ohi bi t ed(129),
i nsuf ficientResource(130),
mAut henti cati onFai | ure(131),
faAut henti cati onFai |l ure(132),
i dM smat ch(133),
poor | yFor medRequest (134),
t ooManyBi ndi ngs(135),
unknownHA( 136)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The Code indicating the reason why the npbst recent
Regi strati on Request for this nobile node was rejected
by the honme agent."”

::={ haCounterEntry 7 }
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- Home agent registration Counters for all nobile nodes.

haRegi strati onAccept ed OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests accepted by
hone agent (Code 0)."

::={ haRegistration 3}

haMul ti Bi ndi ngUnsupported OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total number of Registration Requests accepted by
home agent -- sinultaneous nobility bindings

unsupported (Code 1)."
::={ haRegistration 4 }

haReasonUnspeci fi ed OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by home
agent -- reason unspecified (Code 128)."

::={ haRegistration 5 }

haAdnPr ohi bi t ed OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by home
agent -- administratively prohibited (Code 129)."

::={ haRegistration 6 }

hal nsuf fi ci ent Resource OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by home
agent -- insufficient resources (Code 130)."

::={ haRegistration 7 }
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haMNAut henti cati onFai | ure OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by home
agent -- nobile node failed authentication (Code
131)."

::={ haRegistration 8 }

haFAAut henti cati onFai |l ure OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by home
agent -- foreign agent failed authentication (Code
132)."

::={ haRegistration 9 }

hal DM smat ch OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by home
agent -- ldentification msmatch (Code 133)."

::={ haRegistration 10 }

haPoor | yFor redRequest OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by home
agent -- poorly formed request (Code 134)."

::={ haRegistration 11 }

haTooManyBi ndi ngs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by home
agent -- too many sinmultaneous nobility bindings (Code
135)."

::={ haRegistration 12 }
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haUnknownHA OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests denied by home
agent -- unknown home agent address (Code 136)."

::={ haRegistration 13 }

haG at ui ti ousARPsSent OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total number of gratuition ARPs sent by the hone
agent on behal f of nobile nodes."

::={ haRegistration 14 }

haPr oxy ARPs Sent OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunmber of proxy ARPs sent by the honme agent on
behal f of nobile nodes.”

::={ haRegistration 15 }

haRegRequest sRecei ved OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total number of Registration Requests received by
hone agent."

.= { haRegistration 16 }

haDeRegRequest sRecei ved OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Requests received by the
hone agent with a Lifetime of zero (requests to
deregi ster)."

::={ haRegistration 17 }

haRegRepl i esSent OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Registration Replies sent by the hone
agent . "

.= { haRegistration 18 }

haDeRegRepl i esSent OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total number of Registration Replies sent by the hone
agent in response to requests to deregister."

::={ haRegistration 19 }

m pM BNot i fi cati onPrefix OBJECT IDENTIFIER ::={ mpMB 2 }

nm pM BNotifications OBJECT |IDENTIFIER ::=
{ mi pMBNotificationPrefix 0 }

nm pAut hFai | ure NOTI FI CATI ON- TYPE
OBJECTS { m pSecVi ol at or Addr ess,
nm pSecRecent Vi ol ati onSPI ,
nm pSecRecent Vi ol ati onl DLow,
nm pSecRecent Vi ol ati onl DHi gh,
nm pSecRecent Vi ol ati onReason

}
STATUS current
DESCRI PTI ON

"The m pAut hFailure indicates that the Mbile IP
entity has an authentication failure when it validates
the nobile Registration Request or Reply.
I mpl erentation of this trap is optional."

o= { mpMBNotifications 1 }

m pM BConf or mance OBJECT IDENTIFIER ::={ mpMB 3 }
m pG oups OBJECT | DENTIFIER ::= { m pM BConformance 1 }
m pConpl i ances OBJECT | DENTIFIER ::= { m pM BConfornmance 2 }

-- conpliance statenents
n pConpl i ance MODUL E- COMPLI ANCE

STATUS current
DESCRI PTI ON
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"The conpliance statenent for SNMPv2 entities which
i mpl emrent the Mobile IP MB."

MODULE

MANDATORY- GROUPS { m pSystenms oup }

GROUP nm pSecAssoci ati onGroup

DESCRI PTI ON
"This group is mandatory for Mobile IP entities (M,
FA, and HA) which support security associations.
Mobi | e Nodes and Hone Agents rnust inplenent this
group. Foreign Agents nust inplenment this group if
they mmintain any security associations."

GROUP nm pSecVi ol ati onGr oup

DESCRI PTI ON
"This group is mandatory for Mobile IP entities (M,
FA, and HA) that can | og security violations."

GROUP mMSyst e oup
DESCRI PTI ON
"This group is mandatory for nobile node."

GROUP mDi scoveryG oup

DESCRI PTI ON
"This group is mandatory for nobile nodes which
i mpl ement the Agent Discovery function."

GROUP mRegi strati onG oup
DESCRI PTI ON
"This group is mandatory for nobile nodes."

GROUP maAdverti sement Group

DESCRI PTI ON
"This group is mandatory for the nmobility agents (HA
and FA) since they nust inplenent Agent
Advertisenent."

GROUP f aSyst entar oup
DESCRI PTI ON

"This group is mandatory for foreign agents."
GROUP f aAdverti senent G oup
DESCRI PTI ON

"This group is mandatory for foreign agents."
GROUP f aRegi strati onG oup
DESCRI PTI ON

"This group is mandatory for foreign agents."
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GROUP haRegi strati onG oup
DESCRI PTI ON
"This group is mandatory for hone agents."

GROUP haRegNodeCount er sGr oup

DESCRI PTI ON
"This group is mandatory for hone agents which | og
regi stration counters for each individual nobile
node. "

GROUP nm pSecNotificati onsG oup
DESCRI PTI ON
"This group is mandatory for Mobile IP entities (M,
FA, and HA) that can report the security violations."
::={ mpConpliances 1}

-- Units of conformance

m pSyst enr oup OBJECT- GROUP
OBJECTS { mpEntities, m pEnable, nipEncapsul ati onSupported }
STATUS current
DESCRI PTI ON

"A collection of objects providing the basic Mbile IP
entity’s managenent infornation."”
o= { mpGoups 1}

n pSecAssoci ati onGroup OBJECT- GROUP
OBJECTS { nipSecAl gorithmlype, m pSecAl gorithmvbde,
nm pSecKey, ni pSecRepl ayMet hod }
STATUS current
DESCRI PTI ON
"A collection of objects providing the managenent
i nformation for security associations of Mbile IP
entities."
o= { mpGoups 2}

n pSecVi ol ati onG oup OBJECT- GROUP

OBJECTS { nipSecTotal Viol ati ons,
nm pSecVi ol ati onCount er, mni pSecRecent Vi ol ati onSPI,
nm pSecRecent Vi ol ati onTi ne,
n pSecRecent Vi ol at i onl DLow,
ni pSecRecent Vi ol ati onl DHi gh,
m pSecRecent Vi ol ati onReason }

STATUS current

DESCRI PTI ON

"A collection of objects providing the managenent
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information for security violation |ogging of Mbile
IP entities.”
o= { mpGoups 3}

mMmSyst e oup
OBJECTS {

OBJECT- GROUP
mSt at e, mCurrent HA, mHoneAddr ess,
MHASt at us }

STATUS current

DESCRI PTI ON

"A collection of objects providing the basic
managenent i nformation for nobile nodes."
o= { mpGoups 4}

mDi scoveryG oup

OBJECTS {

OBJECT- GROUP
mMFAAddr ess, mMmCOA, mAdvSour ceAddr ess,
mAdvSequence, mAdvFl ags, mAdvMaxRegLi f eti ne,
mAdvMaxAdvLi fetine, mmAdvTi neRecei ved,
mSol i ci tati onsSent, nmAdverti senent sRecei ved,
mAdvsDr oppedl nval i dExt ensi on,
mAdvsl gnor edUnknownExt ensi on, mMoveFr onHATOFA,
mMoveFr onFAToFA, mmMoveFr onFFAToHA,
MG at ui t ousARPsSend, mAgent Reboot sDect ected }

STATUS current

DESCRI PTI ON

"A collection of objects providing nanagenent

information for the Agent Discovery function within a

nobi | e node. "
o= { mpGoups 5}

mMRegi strati onG oup OBJECT- GROUP
mMRegAgent Addr ess, mmRegCOA, mmRegFl ags, mRegl DLow,

OBJECTS  {

mRegl DH gh, mmRegTi mreRequest ed, mMRegTi neRenai n
mMRegTi meSent, mmRegl sAccept ed, mCQAl sLocal ,
mMRegRequest sSent, mmRegRepl i esReci eved,
mDeRegRequest sSent, nmDeRegRepl i esReci eved,
mRepl i esl nval i dHomeAddr ess, mRepl i esUnknownHA,
mRepl i esUnknownFA, mRepl i esl nval i dl D,

mRepl i esDr oppedl nval i dExt ensi on,

mRepl i esl gnor edUnknownExt ensi on,

mRepl i esHAAut hent i cati onFail ure,

mMRepl i esFAAut henti cati onFail ure,

mMRegRequest sAccept ed, nmRegRequest sDeni edByHA,
mMRegRequest sDeni edByFA,

mMRegRequest sDeni edByHADueTol D,

mMRegRequest sWt hDi rect edBr oadcast }

STATUS current

DESCRI PTI ON

"A collection of objects providing nanagenent
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information for the registration function within a
nobi | e node. "
o= { mpGoups 6 }

nmaAdverti senment G oup OBJECT- GROUP
OBJECTS { nmAdvMaxRegLi feti ne,
maAdvPr ef i xLengt hl ncl usi on, nmaAdvAddress,
maAdviax! nt erval , maAdvM nl nt erval ,
nmaAdvMaxAdvLi feti ne,
maAdvResponseSol i ci tati onOnly, maAdvSt at us,
maAdverti senment sSent, maAdvsSent For Solicitation,
maSol i ci tati onsRecei ved }
STATUS current
DESCRI PTI ON
"A collection of objects providing nanagenent
information for the Agent Advertisenment function
within nobility agents."
o= { mpGoups 7 }

f aSyst entar oup OBJECT- GROUP
OBJECTS { faCOASt at us}
STATUS current
DESCRI PTI ON

"A collection of objects providing the basic
managenent information for foreign agents."
o= { mpGoups 8 }

f aAdverti senent G oup OBJECT- GROUP

OBJECTS { falsBusy, faRegistrationRequired }

STATUS current

DESCRI PTI ON
"A collection of objects providing suppl enment al
managenent information for the Agent Adverti senent
function within a foreign agent."

o= { mpGoups 9 }

f aRegi strati onGroup OBJECT- GROUP
OBJECTS { faVisitorlPAddress, faVisitorHonmeAddress,

faVi si t or HomeAgent Addr ess, faVisitorTi neG ant ed,
faVi sitorTi neRemai ni ng, faVisitorRegFl ags,
faVi sitorRegl DLow, faVisitorRegl DH gh,
faVi sitorRegl sAccepted, faRegRequestsRecei ved,
f aRegRequest sRel ayed, faReasonUnspecifi ed,
f aAdnPr ohi bi ted, falnsufficientResource,
f aMNAut hent i cati onFai l ure, faRegLifetineToolLong,
f aPoor | yFor nedRequest s,
f aEncapsul ati onUnavai | abl e,
f aVJConpr essi onUnavai | abl e, faHAUnr eachabl e,
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f aRegRepl i esReci eved, faRegRepli esRel ayed,
f aHAAut henti cati onFai |l ure, faPoorl yFornmedReplies }
STATUS current
DESCRI PTI ON
"A collection of objects providing nanagenent
information for the registration function within a
foreign agent."
o= { mpGoups 10 }

haRegi strati onG oup OBJECT- GROUP
OBJECTS { haMobi lityBi ndi ngM\, haMobi | ityBi ndi ngCOA,
haMobi | i t yBi ndi ngSour ceAddr ess,
haMobi I i t yBi ndi ngRegFl ags,
haMobi | i t yBi ndi ngRegl DLow,
haMobi | i t yBi ndi ngRegl DHi gh,
haMobi I'i t yBi ndi ngTi meG ant ed,
haMobi | i t yBi ndi ngTi meRemai ni ng,
haRegi strati onAccept ed, haMil ti Bi ndi ngUnsupport ed,
haReasonUnspeci fi ed, haAdnProhi bited,
hal nsuf fi ci ent Resource, haMNAut henti cati onFail ure,
haFAAut henti cati onFai l ure, hal DM snat ch,
haPoor | yFor mredRequest, haTooManyBi ndi ngs,
haUnknownHA, haG at ui ti ousARPsSent ,
haPr oxyARPsSent, haRegRequest sRecei ved,
haDeRegRequest sRecei ved, haRegRepl i esSent,
haDeRegRepl i esSent }
STATUS current
DESCRI PTI ON
"A collection of objects providing nanagenent
information for the registration function within a
hone agent."
o= { mpGoups 11 }

haRegNodeCount er sGroup OBJECT- GROUP
OBJECTS { haServi ceRequest sAccept ed,
haSer vi ceRequest sDeni ed, haOveral | Servi ceTi ne,
haRecent Ser vi ceAccept edTi ne,
haRecent Ser vi ceDeni edTi ne,
haRecent Ser vi ceDeni edCode }
STATUS current
DESCRI PTI ON
"A collection of objects providing nanagenent
information for counters related to the registration
function within a home agent."
o= { mpGoups 12 }

nm pSecNot i fcati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { mi pAut hFailure }
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STATUS current
DESCRI PTI ON

"The notification related to security violations."
o= { mpGoups 13 }

END

5.

Acknow edgmnent s

Thi s docunment was produced by the Mbile I P working group. The
editors wish to thank Bob Stewart (C sco Systens), for his help in
converting from SNWPvl to SNWPv2. W al so want to thank Ji m Sol onon,
for his encouragenent, patience, and hel p. Thanks to Fredrick Tarberg
and Fredrik Broman (KTH) for their initial efforts in defining a
Mobile IP MB. Thanks to Frank Kastenholz (FTP Software) for his
conments on the initial MB fromKTH. Thanks to Gerald Maguire (KTH)
for his conments on the first version of this MB. Thanks to M ke
Roel s (Motorola) for his help in testing this MB.

Security Considerations

The Mobile IP M B affords the network operator the ability to
configure and control the Mbile IP links of a particular system

i ncluding the Mobile I P authentication protocols, and shared secret
key. This represents a security risk.

These risks are addressed in the follow ng nmanners:

(1) Al variables which represent a significant security risk are
pl aced in separate M B Groups. By providing Agent Capability
Statenents, the inplenmentor of the MB may el ect not to
i mpl ement these groups.

(2) The MB allows the manager station to create the security
association for Mbile IP entities. However, the agent should
al ways return O length octet string when the manager station
retrieves the shared security key in the m pSecAssocTable. In
this way, the Mbile IP entities can prevent the key | eaking
from SNMP GET, GET- NEXT, or GET-BULK requests.

(3) The MB defines a trap for Mobile IP entities to send a
notification to the manager station if there is a security
violation. In this way, the operator can notice the source of
an intruder.

(4) The MB also defines a table to log the security violations
in the Mbile IP entities. The manager station can retrieve
this log to analyze the security violation instances in the
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system

Thus, in order to preserve the integrity, security and privacy of the
Mobile I P security features, an inplenmentati on SHOULD al | ow access to
this MB only via SNMPv2 and with other security enhancenent such as
SNMPv2Sec. The other way to access this information is in concert
with the IP security protocols (1P Authentication Header and | P
Encapsul ati ng Security Payl oad).
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