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Feat ure negotiation nmechanismfor the File Transfer Protocol
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state

and status of this protocol. Distribution of this meno is unlimnited.
Abstract

The File Transfer Protocol is, fromtinme to tinme, extended with new

conmands, or facilities. |Inplenentations of the FTP protocol cannot

be assunmed to all imediately inplenent all newly defined mechani sns.

Thi s docunment provides a mechani sm by which clients of the FTP
protocol can di scover which new features are supported by a
particul ar FTP server.
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| nt r oducti on

Thi s docunent anends the File Transfer Protocol (FTP) [1]. Two new
commands are added: "FEAT" and "OPTS".

These commuands allow a client to discover which optional commands a
server supports, and how they are supported, and to sel ect anong
various options that any FTP command nay support.

Docunment Conventi ons

Thi s docunent nmeakes use of the docunent conventions defined in BCPl14
[2]. That provides the interpretation of sone capitalized words |ike
MJUST, SHOULD, etc.

Terms defined in [1] will be used here as defined there. These
include ASCI I, reply, server-FTP process, user-FTP process, server-
Pl, user-Pl, and user.

Syntax required is defined using the Augnented BNF defined in [3].
Sone general ABNF definitions are required throughout the documnent,
those will be defined here. At first reading, it nay be wise to
sinply recall that these definitions exist here, and skip to the next
section.
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2.1. Basic Tokens

Thi s docunent inports the definitions given in Appendix A of [3].
There definitions will be found for basic ABNF el enents |ike ALPHA
DA T, VCHAR, SP, etc. To that, the following ternms are added for
use in this docunent.

TCHAR = VCHAR / SP / HTAB ; visible plus white space
The TCHAR type, and VCHAR from [3], give basic character types from

varying sub-sets of the ASCI| character set for use in various
comands and responses.

error-code SP *TCHAR CRLF
("4" / "5") 2DIAT

error-response =
error-code =
Note that in ABNF, strings literals are case insensitive. That
convention is preserved in this docunent. However note that ALPHA,
in particular, is case sensitive, as are VCHAR and TCHAR

2.2. Server Replies

Section 4.2 of [1] defines the format and neaning of replies by the
server-Pl to FTP conmands fromthe user-Pl. Those reply conventions
are used here without change. |Inplenmentors should note that the ABNF
syntax (which was not used in [1]) in this docunent, and other FTP
rel ated docunents, sonetinmes shows replies using the one |line fornat.
Unl ess otherwi se explicitly stated, that is not intended to inply
that nulti-line responses are not pernmitted. |nplenentors should
assune that, unless stated to the contrary, any reply to any FTP
command (including QUT) may be of the nultiline fornat described in

[1].

Throughout this docunent, replies will be identified by the three
digit code that is their first element. Thus the term"500 Reply"
means a reply fromthe server-Pl using the three digit code "500".

3. Know edge of Extra Capabilities - the FEAT Command

It is not to be expected that all servers will necessarily support
all of the new commands defined in all future amendnents to the FTP
protocol. In order to pernmt clients to determ ne which new conmands

are supported by a particular server, without trying each possible
conmand, one new conmand is added to the FTP conmmand repertoire.

This conmand requests the server to list all extension comands, or
extended nechani sns, that it supports. That is, all defined and
speci fied commands and features not defined in [1], or this docunent,
nmust be included in the FEAT command output in the formspecified in
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t he docunent that defines the extension

User-FTP Pl s nust expect to see, in FEAT command responses, unknown
features listed. This is not an error, and sinply indicates that the
server-FTP i npl enentor has seen, and inplenmented, the specification
of a new feature that is unknown to the user-FTP.

3.1. Feature (FEAT) Comrand Synt ax
f eat = "Feat" CRLF

The FEAT command consists solely of the word "FEAT". It has no
paraneters or argunents.

3. 2. FEAT Conmand Responses

Where a server-FTP process does not support the FEAT comand, it wll
respond to the FEAT command with a 500 or 502 reply. This is sinply
the nornmal "unrecogni zed cormand” reply that any unknown comand
would elicit. Errors in the command syntax, such as giving
paraneters, will result in a 501 reply.

Server-FTP processes that recogni ze the FEAT command, but inpl enent
no extended features, and therefore have nothing to report, SHOULD
respond with the "no-features" 211 reply. However, as this case is
practically indistinguishable froma server-FTP that does not
recogni ze the FEAT conmand, a 500 or 502 reply MAY al so be used. The
"no-features” reply MUST NOT use the nulti-Iline response format,
exactly one response line is required and permtted.

Replies to the FEAT command MJST conply with the foll ow ng syntax.
Text on the first line of the reply is free form and not
interpreted, and has no practical use, as this text is not expected
to be revealed to end users. The syntax of other reply lines is
precisely defined, and if present, MJST be exactly as specifi ed.

f eat -response
no-f eatures
feature-listing

error-response / no-features / feature-listing
"211" SP *TCHAR CRLF

"211-" *TCHAR CRLF

1*( SP feature CRLF )

"211 End" CRLF

feature-label [ SP feature-parns |

1* VCHAR

1* TCHAR

feature
f eat ur e-1| abel
f eat ur e- parns

Note that each feature line in the feature-listing begins with a
singl e space. That space is not optional, nor does it indicate
general white space. This space guarantees that the feature line can
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never be misinterpreted as the end of the feature-listing, but is
required even where there is no possibility of anbiguity.

Each extension supported nust be listed on a separate line to
facilitate the possible inclusion of paraneters supported by each
extensi on conmand. The feature-label to be used in the response to

the FEAT command will be specified as each new feature is added to
the FTP conmand set. Oten it will be the name of a new conmand
added, however this is not required. |In fact it is not required that

a new feature actually add a new conmand. Any paraneters included
are to be specified with the definition of the comand concer ned.
That specification shall also specify how any paraneters present are
to be interpreted.

The feature-label and feature-parns are nominally case sensitive,
however the definitions of specific |abels and paraneters specify the
precise interpretation, and it is to be expected that those
definitions will usually specify the |abel and paraneters in a case

i ndependent manner. \Were this is done, inplenentations are
reconmended to use upper case letters when transnitting the feature
response.

The FEAT command itself is not included in the list of features
supported, support for the FEAT command is indicated by return of a
reply other than a 500 or 502 reply.

A typical exanple reply to the FEAT command night be a multiline
reply of the form

C feat
S> 211- Extensi ons supported:
S> M.ST si ze*; create; nodi fy*; pern nedi a-type

S> Sl ZE

S> COVPRESSI ON
S> MM

S> 211 END

The particul ar extensions shown here are sinply exanples of what may
be defined in other places, no particular neaning should be
attributed to them Recall also, that the feature names returned are
not conmand nanes, as such, but sinply indications that the server
possesses sone attribute or other.

The order in which the features are returned is of no inportance,
server-FTP processes are not required to inplenent any particul ar
order, or even to consistently return the sane order when the comuand
i s repeated.
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FTP i npl enent ati ons whi ch support FEAT MJST include in the response

to the FEAT command all properly docunented FTP extensions beyond

t hose commands and nechani sns described in RFC959 [1], including any
whi ch exi sted before the existence of FEAT. That is, when a client

recei ves a FEAT response froman FTP server, it can assune that the

only extensions the server supports are those that are listed in the
FEAT response.

User - FTP processes shoul d, however, be aware that there have been
several FTP extensions devel oped, and in w despread use, prior to the
adoption of this docunment and the FEAT command. The effect of this
is that an error response to the FEAT conmand does not necessarily
inply that those extensions are not supported by the server-FTP
process. User-Pls should test for such extensions individually if an
error response has been received to the FEAT comand.

3.3. Rationale for FEAT

Wil e not absolutely necessary, a standard nechani smfor the server-
Pl to informthe user-Pl of any features and extensions supported
wi Il help reduce unnecessary traffic between the user-Pl and server-
Pl as nore extensions nmay be introduced in the future. If no
mechani sm exi sted for this, a user-FTP process would have to try each
extension in turn resulting in a series of exchanges between the
user-Pl and server-Pl. Apart from being possibly wasteful, this
procedure nmay not always be possible, as issuing of a command just to
determne if it is supported or not may have sone effect that is not
desi red.

4. The OPTS Conmmand

The OPTS (options) command allows a user-Pl to specify the desired
behavi or of a server-FTP process when another FTP comrand (the target
conmand) is later issued. The exact behavior, and syntax, will vary
with the target conmand indicated, and will be specified with the
definition of that command. Were no OPTS behavior is defined for a
particul ar command there are no options avail able for that conmand.

Request Synt ax:
opts opts-cnd SP conmand- nane
[ SP command-options ] CRLF
m opt SIl
<any FTP conmand whi ch allows option setting>
<format specified by individual FTP comrand>

opt s- cnd
conmmand- nane
command- opt i ons
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Response Synt ax:
opt s-response
opt s- good
opt s- bad

opt s-good / opts-bad

"200" SP response-nmessage CRLF
"451" SP response-nessage CRLF /
"501" SP response-nmessage CRLF
* TCHAR

response-nessage

An "opts-good" response (200 reply) MJST be sent when the conmand-
nane specified in the OPTS conmand i s recogni zed, and the comand-
options, if any, are recognized, and appropriate. An "opts-bad"
response is sent in other cases. A 501 reply is appropriate for any
permanent error. That is, for any case where sinply repeating the
command at sone later tine, without other changes of state, will also
be an error. A 451 reply should be sent where sone tenporary
condition at the server, not related to the state of conmmunications
bet ween user and server, prevents the conmand bei ng accepted when

i ssued, but where if repeated at sone later tine, a changed
environnent for the server-FTP process may pernit the conmand to
succeed. If the OPTS command itself is not recognized, a 500 or 502
reply will, of course, result.

The OPTS conmmand MUST be inpl enent ed whenever the FEAT comand is

i npl emrented. Because of that, there is no indication in the list of

features returned by FEAT to indicate that the OPTS conmand itself is
supported. Neither the FEAT conmand, nor the OPTS command, have any

optional functionality, thus there are no "OPTS FEAT" or "OPTS OPTS'

conmands.

5. Security Considerations

No significant new security issues, not already present in the FTP
protocol, are believed to have been created by this extension.
However, this extension does provide a mechani sm by which users can
determ ne the capabilities of an FTP server, and from which
additional information nmay be able to be deduced. While the same
basic information could be obtained by probing the server for the
various commands, if the FEAT command were not provided, that nethod
may reveal an attacker by logging the attenpts to access various
extensi on conmands. This possibility is not considered a serious
enough threat to be worthy of any renedi al action.

The security of any additional features that m ght be reported by the

FEAT command, and mani pul ated by the OPTS command, shoul d be
addr essed where those features are defined.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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