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| MAP4 Aut henti cati on Mechani sns
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

1. Introduction

The I nternet Message Access Protocol, Version 4 [I MAP4] contains the
AUTHENTI CATE command, for identifying and authenticating a user to an
| MAP4 server and for optionally negotiating a protection mechani sm
for subsequent protocol interactions. This docunent describes
several authentication nmechanisns for use by the | MAP4 AUTHENTI CATE
conmand.

2. Kerberos version 4 authentication nechani sm

The authentication type associated with Kerberos version 4 is
" KERBERCS_V4".

The data encoded in the first ready response contains a random 32-bit
nunber in network byte order. The client should respond with a
Kerberos ticket and an authenticator for the principal

"i map. host name@ eal nf', where "hostnane" is the first conmponent of the
host nane of the server with all letters in | ower case and where
"realm is the Kerberos real mof the server. The encrypted checksum
field included within the Kerberos authenticator should contain the
server provided 32-bit nunber in network byte order.

Upon decrypting and verifying the ticket and authenticator, the
server should verify that the contai ned checksumfield equals the
original server provided random 32-bit number. Should the
verification be successful, the server nust add one to the checksum
and construct 8 octets of data, with the first four octets containing
the increnented checksumin network byte order, the fifth octet
containing a bit-mask specifying the protection nechani sns supported
by the server, and the sixth through eighth octets containing, in
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network byte order, the maxi mum ci pher-text buffer size the server is
able to receive. The server nust encrypt the 8 octets of data in the
sessi on key and issue that encrypted data in a second ready response.
The client should consider the server authenticated if the first four
octets the un-encrypted data is equal to one plus the checksumit
previously sent.

The client nust construct data with the first four octets containing
the original server-issued checksumin network byte order, the fifth
octet containing the bit-mask specifying the selected protection
mechani sm the sixth through eighth octets containing in network byte
order the maxi mum ci pher-text buffer size the client is able to
receive, and the followi ng octets containing a user nane string. The
client nust then append fromone to eight octets so that the | ength
of the data is a multiple of eight octets. The client nust then PCBC
encrypt the data with the session key and respond to the second ready
response with the encrypted data. The server decrypts the data and
verifies the contained checksum The usernane field identifies the
user for whom subsequent | MAP operations are to be perforned; the
server nust verify that the principal identified in the Kerberos
ticket is authorized to connect as that user. After these
verifications, the authentication process is conplete.

The protection nechani snms and their correspondi ng bit-nasks are as
foll ows:

1 No protection mechani sm
2 Integrity (krb_nk safe) protection
4 Privacy (krb_nk_priv) protection

EXAMPLE: The following are two Kerberos version 4 |ogin scenarios
(note that the line breaks in the sanple authenticators are for
editorial clarity and are not in real authenticators)

S: * OK | MAP4 Server

C. A001 AUTHENTI CATE KERBEROS V4

S: + AnFYig==

C. BAcCAQUSEUKVXLKNNVS5FRFUAOCCAsho84kLN3/ I Jnmr MG+25a4DT
+nZl mJj nTNHI Ut X AA+00KPKf HECAFs9a3CL5Cebe/ ydHI UwYFd
WwWQLMAN y61 esKvj L5r LOW XUb9MNTObpChbYLGOKi 1Ch

S: + or// EoAADZI =

C. D AF5A4gA+00 ALuBk AAMA==

S: A001 CK Kerberos V4 authentication successful
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S: * OK | MAP4 Server

C. AO001 AUTHENTI CATE KERBEROS V4

S + gcfgCA==

C. BAcAQUSEUKVXLKNNVS5FRFUAOCCAsho84kLN3/ I Jnmr MG+25a4DT
+nZl mJj nTNHI Ut x AA+00KPKf HECAFs9a3CL5Cebe/ ydHI UwYFd
WwWQLMAN y61 esKvj L5r LOW XUb9MNTObpChbYLGOKi 1Ch

S: A001 NO Kerberos V4 authentication failed

3. GSSAPI authentication nechani sm

The aut hentication type associated with all nechani snms enpl oying the
GSSAPI [ RFC1508] is "GSSAPI".

The first ready response issued by the server contains no data. The
client should call GSS Init_sec_context, passing in O for

i nput _context _handle (initially) and a targ_nane equal to output_nane
fromGSS Inport_Nane called with i nput_nane_type of NULL and

i nput _nane_string of "SERVICE:i map@ost name" where "hostnane” is the
fully qualified host name of the server with all letters in | ower
case. The client nmust then respond with the resulting output_token.
If GSS_Init_sec_context returns GSS_CONTI NUE_NEEDED, then the client
shoul d expect the server to issue a token in a subsequent ready
response. The client nust pass the token to another call to

GSS I nit_sec_context.

If GSS_Init_sec_context returns GSS_COWPLETE, then the client should
respond with any resulting output_token. If there is no

out put _token, the client should respond with no data. The client
shoul d then expect the server to issue a token in a subsequent ready
response. The client should pass this token to GSS Unseal and
interpret the first octet of resulting cleartext as a bit-nmask

speci fying the protection mechani snms supported by the server and the
second through fourth octets as the maxi mum size out put_nessage to
send to the server. The client should construct data, with the first
octet containing the bit-mask specifying the selected protection
mechani sm the second through fourth octets containing in network
byt e order the maxi mum si ze out put _nessage the client is able to
receive, and the remaining octets containing a user nane string. The
client nust pass the data to GSS Seal with conf_flag set to FALSE,
and respond with the generated out put_mnessage. The client can then
consi der the server authenticated.

The server nust issue a ready response with no data and pass the
resulting client supplied token to GSS_Accept _sec_context as

i nput _token, setting acceptor_cred _handle to NULL (for "use default
credentials"), and O for input_context_handle (initially). |If
GSS_Accept _sec_context returns GSS_CONTI NUE_NEEDED, the server should
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return the generated output_token to the client in a ready response
and pass the resulting client supplied token to another call to
GSS_Accept _sec_cont ext.

| f GSS_Accept_sec_context returns GSS_COWLETE, then if an

out put _token is returned, the server should return it to the client
in a ready response and expect a reply fromthe client with no data.
Whet her or not an out put_token was returned, the server then should
then construct 4 octets of data, with the first octet containing a
bit-nmask specifying the protection nmechani snms supported by the server
and the second through fourth octets containing in network byte order
t he maxi mum si ze output _token the server is able to receive. The
server nust then pass the plaintext to GSS Seal with conf_flag set to
FALSE and i ssue the generated output_nessage to the client in a ready
response. The server mnust then pass the resulting client supplied
token to GSS Unseal and interpret the first octet of resulting
cleartext as the bit-mask for the sel ected protection nechanism the
second through fourth octets as the maxi mum si ze out put _nessage to
send to the client, and the remaining octets as the user nanme. Upon
verifying the src_nanme is authorized to authenticate as the user

nanme, The server should then consider the client authenticated.

The protection nechani snms and their correspondi ng bit-nasks are as
foll ows:

1 No protection mechani sm
2 Integrity protection.

Sender calls GSS Seal with conf_flag set to FALSE
4 Privacy protection.

Sender calls GSS_Seal with conf_flag set to TRUE

4. S/ Key authentication nechani sm

The authentication type associated with S/ Key [SKEY] is "SKEY".

The first ready response issued by the server contains no data. The
client responds with the user nanme string.

The data encoded in the second ready response contains the decim
sequence nunber followed by a single space and the seed string for
the indicated user. The client responds with the one-tine-password,
as either a 64-bit value in network byte order or encoded in the "six
Engli sh words" fornmat.

Upon successful verification of the one-tinme-password, the server
shoul d consider the client authenticated.
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S/ Key aut hentication does not provide for any protection nechanisns.

EXAMPLE: The following are two S/ Key | ogin scenari os.

* OK | MAP4 Server

A001 AUTHENTI CATE SKEY

+

bWy Z2Fu

+ OTUg UNEL ODMVOA==

RkOVU BNQU5O FNPT04gRKI SI FZBU kgTUFTSA==
A001 OK S/ Key aut hentication successful

* OK | MAP4 Server

A001 AUTHENTI CATE SKEY

+

c21lpd&g=

+ OTUg UVEL CDMMOA==

BsAY3g4gBNo=

A0O01 NO S/ Key authentication failed
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6. Security Considerations

Security issues are discussed throughout this neno.
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