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Status of this Meno

This meno provides information for the Internet community. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abstract

Thi s docunent was subrmitted to the IETF IPng area in response to RFC
1550. Publication of this docunent does not inply acceptance by the
| Png area of any ideas expressed within. Conments shoul d be
submtted to the big-internet@unnari.oz.au nailing list. This draft
sumari zes sonme of the requirenments of |arge corporate networks for

t he next generation of the Internet protcol suite.

Executi ve Overvi ew

As nore and nore corporations are using TCP/IP for their mssion-
critical applications, they are bringing additional requirenents,
sunmari zed bel ow, the satisfaction of which would make TCP/I P even
nore appealing to businesses. Since these are requirenents rather
t han solutions, we include capabilities that m ght be provided in

protocol |ayers other than the one that |Pv4 occupies; i.e., these
items nmight lie outside the scope typically envisioned for |Png, but
we'll refer to themas |Png requirenments nonethel ess. Wen we

mention potential solutions, it is not to suggest that they are the
best approach, but nerely to clarify the requirenent.

Anong busi ness users the major requirenments we see for |IPng are:
-- smooth nmigration from and coexistence with, |Pv4;
-- predictable levels of service for predictable costs;
-- security; and
-- accommodation of nmultiple protocols suites.
We al so nmention several nore specific requirenents.
| Png nmust have a viable strategy for nmigration from and coexistence

with, IPv4. 1Pv4 and | Png nust coexist well, because they will need
to do so for several years. To encourage |Pv4 users to upgrade to
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| Png, |IPng nust offer conpelling advantages and an easy mnigration
pat h.

Cor porate networks must neet pronised |evels of service while
controlling costs through efficient use of resources. The |IETF
shoul d consi der both technical solutions (such as service classes and
priorities) and adm nistrative ones (such as accounting) to pronote

econony.
Many busi nesses will not connect to a network until they are
confident that it will not significantly threaten the

confidentiality, integrity, or availability of their data.

Corporations tend to use nultiple protocols. Nunerous forces stynme
the desire to settle on just one protocol for a large corporation

di verse installed bases, skills, technical factors, and the genera
trend toward corporate decentralization. The |ETF needs a strategy
for heterogeneity flexible enough to acconmobdate the principal

mul ti protocol techniques, including nmultiprotocol transport,
tunneling, and |ink sharing.

Sone of these requirenents mght be satisfied by nore extensive

depl oynment of existing Internet architectures (e.g., Generic Security
Service and | Pv4 type of service). The current Internet protocols
coul d be enhanced to satisfy nost of the remaining requirenments of
commercial users while retaining | Pv4. Neverthel ess, sone
corporations will be scared away from TCP/I P by the publicity about

t he address space until the IETF sets a direction for its expansion

M gration and Coexi stence

As the use of IPv4 continues to grow, the day nmay cone when no nore
| Pv4 network addresses will be left, and no additional networks will
be able to connect to the Internet. C assless Inter-Domain Routing
(CI DR RFC 1519) and careful gl eaning of the address space wil |l

post pone that cutoff for several years. The hundreds of nmillions of
peopl e on networks that do get |Pv4 addresses won't be affected
directly by the exhaustion of the address space, but they will mss
the opportunity to comunicate with those |ess | ucky.

Because the Internet is too large for all its users to cutover to
| Png quickly, 1Png nmust coexist well with IPv4. Furthernore, |Pv4
users won't upgrade to IPng without a conpelling reason. Access to

new services will not be a strong notivation, since new services wll
want to support both the IPng users and the IPv4 users. Only
services that cannot exist on IPv4 will be willing to use |Png

exclusively. Moreover, if IPng requires nore resources (e.g.
storage, nenory, or adm nistrative conplexity) than | Pv4, users will
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not install I1Png unless it has clear benefits over IPv4. |ndeed, the
mllions of users of Iowend systens (DOS, sub-notebooks) m ght not
ever be able to use IPng if it takes nore nenory. Thus there will be

a long period of coexistence between |IPng and | Pv4, so the
coexi stence needs to be quite painless, and not based on any
assunption that |Pv4 use will dimnish quickly.

Servi ce Level Agreenents

If a corporation depends on its network for applications that are
critical to its business (such as airlines do for reservations, and
br okerages do for stock and bond trades), then the corporation
insists that the network provide the needed service level for a
predi ctable cost, so they can allow for it in their budget ahead of
time. A service level agreenent (SLA) is a contract between
network’ s provider and users that defines the service |level which a
user will see and the cost associated with that |evel of service.
Measurenments in an SLA may include response tinmes (average and

maxi nun), availability percentages, nunber of active sessions,

t hroughput rates, etc.. Businesses need to be able to predict and
guarantee the service |levels and costs (routing capacity, link
bandw dth, etc.) for their traffic patterns on a TCP/IP network.

| Png should allow control of the cost of networking, a major concern
for corporations. Teleprocessing lines are a significant cost in
corporate networks. Although the cost per bit-per-second tends to be
| ower on higher-bandw dth |inks, high-bandw dth |inks can be hard to
get, particularly in energing nations. In nmany places it is difficult
to acquire a 64 kpbs line, and T1 service might not exist.
Furthernore, lead tines can be over six nonths. Even in the US the
cost of transcontinental T1 service is high enough to encourage high
utilization. Cost-conscious businesses want IPng to all ow high
utilization of tel eprocessing links, but w thout requiring excessive
processi ng power to achieve the high utilization. There has been
consi derabl e specul ati on concerni ng the goodput through congested
routes when using the Internet’s current congestion contro
algorithms; instead, it should be neasured in a range of realistic

cases. |f peak-busy-hour goodput under congestion is near the
t heoretical maxi mum publicize the data and nove on to ot her
requirenments. |If not, then the I ETF should seek a better standard

(e.g., they mght explore XTP's adaptive rate-based approach and
ot her proposals).

Functions, such as class of service and priority, that let an
enterprise control use of bandwi dth also may hel p neet service |evel
agreenents. On the one hand, it has been said that the absence of
these inhibits TCP/IP usage in corporate networks, especially when
predi ctabl e interactive response tines are required. On the other
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hand, few vendors have felt notivated to inplenent TCP s architected
type-of-service, and priority tends to be handled in a non-standard
way (e.g., to assure that interactive well-known ports, such as

Tel net, get faster response tines than non-interactive well-known
ports, such as file transfer). The |IETF should sort out these
apparently conflicting perspectives. |f the ad hoc techni ques can be
denonstrated to be adequate, then they shoul d be standardi zed;

ot herwi se, effective techni ques should be devel oped and st andardi zed.

Conmerci al users often require the options of a higher |evel of
service for a higher cost, or a |lower |level of service for a | ower
cost; e.g., sone businesses pay top dollar to assure fast response
ti me during business hours, but choose | ess expensive satellite
services for data backup during the night. Pervasive use of IPv4’'s
type-of -servi ce markings mght satisfy this requirenent.

To di scourage waste of bandw dth and ot her expensive resources,
corporations want to account for their use. Direct cost recovery
woul d let an entity neasure and benchmark its efficiency with m ninal
econom c distortion. Alternatives, such as placing these costs into
corporate overhead or chargi ng per connection, make sense when the
admi ni strative cost of inplenenting usage-based accounting is high
enough to introduce nore economic distortion than the alternatives
woul d. For exanpl e, connection-based costs al one may be adequate for
a resource (such as LAN bandwi dth) that is not scarce or expensiVve,
but a conbi nation of a connection cost and a usage cost may be nore
appropriate for a nore scarce or expensive resource (such as WAN
bandwi dth). Bal ance nust be nai ntai ned between the overhead of
accounting and the granularity of cost allocation.

Security

Many corporations will stick with their private networks until public
ones can guarantee equivalent confidentiality, integrity, and
availability. It is not clear that additional architecture is needed
to satisfy this requirenment; perhaps nmore w de spread use of

exi sting security technol ogy would suffice. For exanple, the
Internet could encourage w de depl oyment of Generic Security Servi ce,
and then solicit feedback on whether additional security requirenents
need to be satisfied. Note that businesses are so concerned about
network cost control nechanisns that they want them secured agai nst
tanmpering. |Png should not interfere with firewalls, which nany
corporations consider essential.
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Het er ogenei ty

Corporate users want the Internet to accommodate nultiple protocol
suites. Several different protocol suites are growing in use, and
sone ol der ones will be used for many nore years. Al though many
peopl e wish there were only one protocol in the world, there is
little agreenent on which one it shoul d be.

Since the marketpl ace has not settled on one approach to handling
multiple protocols, IPng should be flexible enough to accommpdate a
variety of technical approaches to achieving heterogeneity. For
exanpl e, nost networking protocols assune they will be the doninate
protocol that transports all others; protocol designers should pay
nore attention to making their protocols easily transported by
others. [|Png needs to be flexible enough to accommodate the ngjor
mul ti protocol trends, including multiprotocol transport networking
(for an exanple, see X/ OPEN document G306), tunneling (both IP being
the tunnel and being tunneled), and link sharing (e.g., point-to-
poi nt protocol and frame relay). Fair sharing of bandw dth by
protocols with different congestion control mechanisns is a
particularly interesting subject.

FI ow and Resource Reservation

Corporate users are becoming nore interested in transnitting both
non-i sochronous and i sochronous information together across the same
link. [1Png should coexist effectively with the isochronous protocols
bei ng devel oped for the Internet.

The I nternet protocols should take advantage of services that may be
of fered by an underlying fast packet sw tching service. Constant-
bit-rate and variable-bit-rate services typically require

speci fication of, and conformance to, traffic descriptors and

speci fication of quality-of-service objectives fromapplications or
users. The Internet’s isochronous protocols should provide
nmechani sns to take advantage of mnultinmedia services that will be

of fered by fast packet switching networks, and nust ensure that

qual i ty-of -service guarantees are preserved all the way up the
protocol stacks to the applications. Protocols using available-bit-
rate services may achi eve better bandwidth utilization if they react
to congestion nessages froma fast packet swi tching network, and if
t hey consi der consequences of cell discard (e.g., if one cell of an
| P datagramis discarded, it would be a waste to continue forwarding
the rest of the cells in that datagram also, selective retransmt
shoul d be revisited in this context).

Wien the Internet protocol suite allows mxing of non-isochronous and
i sochronous traffic on one nedium it should provide nmechanisns to
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di scourage i nappropriate reservation of resources; e.g., a Tel net
connection probably doesn’t need to reserve 45Mops. Accounti ng,

cl ass-of -service, and well-known-port distinctions are possible ways
to satisfy that requirenent.

Mobi | e Hosts

Wrel ess technol ogy opens up opportunities for new TCP/ I P
applications that are specific to nobile hosts. |In addition to
coordinating with organi zati ons devel opi ng wirel ess standards, the
| ETF al so shoul d encourage the specification of new TCP/IP
appl i cati ons enabled by wireless, such as connectionl ess nmessagi ng.

| Png should deal well with the characteristics (delay, error rates4,
etc.) peculiar to wireless.

Topol ogical flexibility

Today a TCP/ I P host noved to a different subnet needs a new I P
address. Such noves and changes can becone a significant

adm ni strative cost. Mreover, nobile hosts require flexible

topol ogy. Note howthe wireless world is trying to defeat the subnet
nodel of addressing either by proxy or by |Paddress servers. Perhaps
| Png needs an addressi ng nodel nore flexible than subnetting, both to
reduce the administrative burden and to facilitate roam ng users.

The need to elimnate single points of failure drives the business
requirenment for nulti-tail attachnment of hosts to networks.

Corporate users conplain that TCP/IP can non-disruptively switch a
connection froma broken route to a working one only if the new route
| eads to the sanme adapter on the end system

Configuration, Admnistration and Operation

Po

Busi nesses woul d |i ke dynam ¢ but secure updating of Domai n Nane
Servers, both to ease noves and changes and to facilitate cutover to
backup hosts. In this vein, secure and dynanic interaction between
DNS and Dynami c Host Configuration Protocol (DHCP, RFC 1541) is
required. The I ETF should encourage wi de depl oynent of DHCP, and
then solicit feedback on whether additional configuration

requi rements need to be satisfi ed.

i cy-Based Routing

Pol i cy-based routing is a nore a solution than a requirenent.

Busi nesses rarely require a general purpose policy architecture,

al though they do state requirenments that policy-based routing could
satisfy. For exanple, corporations do not want to carry for free the
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transit traffic of other enterprises, and they may not want their
sensitive data to flow through Iinks controlled by certain other
enterprises. Policy-based routing is one possible way to satisfy
those requirenents, but there seens to be a concern that genera
pur pose policy-based routing may have hi gh administrative cost and
| ow routing performance.

Scal i ng

If IPng satisfies the scaling requirenment of the Internet, then it
satisfies it for corporate networks a fortiori

Concl usi ons

Enhancenments to the Internet protocol suite, together with w der

depl oynment of sone of its existing architectures, could satisfy these
requi rement of conmercial custoners while retaining |Pv4d. Expansion

of the address space eventually will be necessary to allow continued

Internet growth, but in RFC 1518 Tony Li and Yakov Rehkter have shown
that froma technical perspective the addressing issue of IPng is not
an i nmedi ate concern.

Nevert hel ess, the TCP/IP community should establish a direction for
enl argenent of the address space, because unfounded publicity about
the address space is scaring away potential TCP/IP users. |f the

| ETF does not provide direction on howits address space will grow,
t hen peopl e may use non-standard, and probably inconpatible,

appr oaches.

Security Considerations
The | ETF shoul d encourage wi de depl oynent of GSS API, and then

solicit feedback on whether additional security requirenments need to
be satisfied. Businesses are so concerned about network cost contro

mechani sns that they want them secured agai nst tanpering. |Png
should not interfer with firewalls, which many corporations consider
essential. See other comments on Security throughout this meno.
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