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Abstract

Thi s docunent defines new nmechani snms for the Session Initiation
Protocol (SIP) in support of privacy. Specifically, guidelines are
provi ded for the creation of nessages that do not divul ge persona
identity information. A new "privacy service" logical role for
intermediaries is defined to answer sone privacy requirenments that
user agents cannot satisfy thenselves. Finally, nmeans are presented
by which a user can request particular functions froma privacy

servi ce.
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1. Introduction

Thi s docunment provides privacy requirenents and nmechani sns for the
Session Initiation Protocol (SIP)

Privacy is defined in this docunent as the wi thhol ding of the
identity of a person (and rel ated personal information) fromone or
nore parties in an exchange of communications, specifically a SIP

di al og. These parties potentially include the intended
destination(s) of nessages and/or any internediaries handling these
nmessages. As identity is defined in this docunent, wi thholding the
identity of a user will, anong other things, render the other parties
in the dialog unable to send new SIP requests to the user outside of
the context of the current dial og.

In SIP, identity is nost commonly carried in the formof a SIP UR
and an optional display-nanme. A SIP address-of-record has a form
simlar to an enmail address with a SIP URI schene (for exanple,
sip:alice@tlanta.con). A display-nane is a string containing a name
for the identified user (for exanple, "Alice"). SIP identities of
this formcomonly appear in the To and From header fields of SIP
requests and responses. A user nmay have many identities that they
use in different contexts.

There are nunerous other places in SIP nessages in which identity-
related informati on can be reveal ed. For exanple, the Contact header
field contains a SIP URI, one that is commonly as revealing as the

address-of-record in the From |In sone headers, the originating user
agent can conceal identity information as a matter of |ocal policy
wi thout affecting the operation of the SIP protocol. However,

certain headers are used in the routing of subsequent nessages in a
di al og, and nust therefore be populated with functional data.
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The privacy problemis further conplicated by proxy servers (al so
referred to in this docunment as "intermediaries" or "the network")
that add headers of their own, such as the Record-Route and Via
headers. Information in these headers could i nadvertently revea
somet hi ng about the originator of a nmessage; for exanple, a Via
header mi ght reveal the service provider through whomthe user sends
requests, which mght in turn strongly hint at the user’'s identity to
sone recipients. For these reasons, the participation of
internediaries is also crucial to providing privacy in SIP.

Two conplimentary principles have guided the design of this privacy
nmechani sm Users are enpowered to hide their identity and rel ated
personal information when they issue requests, but internediaries and
desi ghated recipients of requests are entitled to reject requests
whose origi nator cannot be identified.

The privacy properties of only those specific headers enunmerated in
the core SIP specification ([1]), as opposed to headers defined by
any existing or planned extension, are discussed in this docunment -
however, the privacy nmechani snms described in this docunent can be
extended to support extensions.

There are other aspects of the general privacy problemfor SIP that
are not addressed by this docunent. Most significantly, the
nmechani sns for managi ng the confidentiality of SIP headers and

bodi es, as well the security of session traffic, are not reconsidered
here. These problens are sufficiently well addressed in the baseline
SI P specification and rel ated docunents, and that no new nechani sns
are required.

Thi s docunent begins with a section that provides a general framework
and architecture for privacy in SIP (Section 3), followed by sections
that detail user agent behavior (Section 4) and privacy service
behavi or (Section 5).

2. Term nol ogy

In this docunment, the key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " NOT
RECOVMENDED', " MAY", and "OPTI ONAL" are to be interpreted as
described in BCP 14, RFC 2119 [2] and indicate requirenent |evels for
conpliant SIP inplenmentations.
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3. Varieties of Privacy

A user may possess many identities that are used in various contexts;
generally, identities are addresses-of-record which are bound to
particular registrars (operated by the administrators of a donain)
with whom SI P user agents register. The operators of these donains
may be enpl oyers, service providers, or unaffiliated users

t hensel ves.

When a user voluntarily asserts an identity in a request, they are
claimng that they can receive requests sent to that identity in that
domain. Strictly speaking, privacy entails the restriction of the
distribution of a specific identity and rel ated personal informtion
fromsone particular party or parties that are potentially recipients
of the nessage. |In particular, there are scenarios in which a party
desiring anonymty may:

send a nessage and withhold an identity fromthe final
destination(s) while still communicating an identity to one or
nore internediaries

send a nessage and withhold their identity fromsone or al
intermedi aries, but still comunicate an identity end-to-end to
the final destination(s)

wi thhold identity fromboth internediaries and final
desti nation(s)

The result of withholding an identity is that the parties in question
woul d be unable, for exanple, to attenpt to initiate a new dial og
with the anonynous party at a later tine. However, the anonynous
party still nust be capable of receiving responses and new requests
during the dialog in which it is participating.

It may be desirable to restrict identity information on both requests
and responses. Initially, it mght seemunusual to suggest that a
response has privacy concerns - presumably, the originator of the
request knows who they were attenpting to contact, so the identity of
the respondent can hardly be confidential. However, sonme personal
information in responses (such as the contact address at which the
respondent is currently registered) is subject to privacy concerns
and can be addressed by these mechani sns.
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3.1 When is Privacy Necessary?

Users may wi sh for identity information to be withheld froma given
party for any nunber of reasons, for exanple:

Users might want to contact a particular party wthout revealing
their identity in order to inmpart information with which they
woul d not |ike to be associ ated

Users might fear that the exposure of their identity or persona
information to sone networks or destinations will make them a
target for unsolicited advertising, |egal censure or other
undesi rabl e consequences

Users might want to withhold fromparticipants in a session the
identity by which they are known to network internediaries for the
purposes of billing and accounting

When a user agent decides to send a request through a proxy server
it my be difficult for the originator to anticipate the fina
destination of that nessage. For that reason, users are advi sed not
to base their estimation of their privacy needs on where they expect
a nmessage will go. For exanple, if a user sends a request to

t el ephone nunber, they may believe that the final destination of the
request will be a station in the public switched tel ephone network
(PSTN) that is unable to inspect, say, SIP Contact headers, and
therefore assunme that it is safe to | eave such headers in the clear;
however, such a request mght very well end up being retargeted by
the network to a native SIP endpoint to which Contact headers are
quite | egible.

Thi s docunent describes three degrees of privacy - one |evel of
user-provided privacy, and two | evel s of network-provided privacy
(header privacy and session privacy). How rmuch privacy does a user
need for any given session? CGenerally, if a user is seeking privacy,
they’'re going to need as nmuch of it as they can get. However, if a
user knows of no privacy service, they nust be content with user-
provided privacy alone. Simlarly, if a user knows of an

anonym zati on service that can provi de session privacy, but is unable
to secure session traffic to prevent the anonym zer from possibly
eavesdr oppi ng on the session, they mght judge the | oss of session
privacy to be the |lesser evil. The user mght also be aware of
exceptional conditions about the architecture in which the user agent
is deployed that may obviate one or nore privacy concerns.
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A user nmay not always be the best judge of when privacy is required
even under ideal circunstances, and thus privacy may in sone
architectures by applied by internediaries without the user’s
explicit per-nmessage request. By sending a request through
internmediaries that can provide a privacy role, the user tacitly
permts privacy functions to be invoked as needed.

It is also inportant that users understand that internediaries may be
unabl e to provide privacy functions requested by users. Requests for
privacy may not be honored due to |egal constraints, uninplenented or
m sconfigured features, or other exceptional conditions.

Note that just as it is the prerogative of a user to conceal their
identity, so it nust also be the prerogative of proxy servers and
other users to refuse to process requests from users whomthey cannot
identify. Therefore users should not just automatically w thhold
their identity for all requests and responses - inability to
ascertain the identity of the originator of the request wll
frequently be grounds for rejection. Privacy should only be
request ed when the user has a need for it.

Further to this point, w thholding sonme information in signaling

m ght not be necessary for all user agents to ensure privacy. For
exanpl e, user agents may acquire their |IP addresses and host nanmes
dynamically, and these dynani c addresses may not reveal any

i nformati on about the user whatsoever. In these cases, restricting
access to hostnanes (as described in Section 4.1.1.3) is unnecessary.

3.2 User-Provided Privacy

There is a certain anount of privacy that a user agent can provide
itself. For exanple, the baseline SIP specification permits a user
agent to popul ate the From header field of a request with an
anonynous value. Users can take simlar steps to avoid revealing any
ot her unnecessarily identity information in related SIP headers (this
is discussed further in Section 4.1.1).

A user may have different privacy needs for a nessage if it traverses
intermediaries rather than going directly end-to-end. A user may
attenpt to conceal things frominternedi ari es which are not conceal ed
fromthe final destination, and vice versa. For exanple, using

basel ine SI P nmechani sns, a user agent can encrypt SIP bodies end-to-
end in order to prevent internmediaries frominspecting them If a SIP
nmessage will not pass through internediaries, however, this step

m ght not be necessary (i.e., |ower-layer security, wthout the

addi tion of security for SIP bodies, could be sufficient).
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Also note that if a dialog goes directly end-to-end between
partici pants, however, it will not be possible to conceal the network
addresses of the participants.

3.3 Network-Provided Privacy

If a user is sending a request through internediaries, a user agent
can conceal its identity toonly alimted extent wthout the

i nternmedi ari es’ cooperation. Also, sone information can only be
conceal ed from destination endpoints if an internediary is entrusted
to renove it.

For these reasons a user nust have a way to request privacy from
internmediaries, a nmeans that allows users both to signal sone

i ndi cations of the desired privacy services, and to ensure that their
call is routed to an internmediary that is capable of providing these
services. A user may be aware of a specific third-party anonym zi ng
host, one with which they have a pre-existing relationship, or a user
may request that their local adm nistrative domain provide privacy
servi ces.

Internedi ari es may al so be enpowered to apply privacy to a nessage
wi t hout any explicit signaling fromthe originating user, since user
agents may not al ways be cogni zant or capable of requesting privacy
when it is necessary.

4. User Agent Behavi or

There are three different ways that a user agent can contribute to
the privacy of a request - by popul ati ng headers with val ues that
reflect privacy requirenents, by requesting further privacy services
fromthe network, and by using cryptographic confidentiality to
secure headers and bodies. Note that the |ast of these is outside
the scope of this docunent.

The mechani snms provided in this section assune that a user agent is
sufficiently configurable that a user can sel ect header val ues and
provision privacy preferences (ideally on a per-call basis). If this
isn't the case, it is possible that a user can route their cal
through a privacy service that is configured to groomsignaling from
this user agent in order to provide sone of the function described
bel ow (see Section 5).
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4.1 Constructing Private Messages

Privacy starts with the user agent. The bulk of the steps that are
required to conceal private information about the sender of a nmessage
are, appropriately enough, the sender’s responsibility.

The followi ng SI P headers, when generated by a user agent, can
directly or indirectly reveal identity information about the
originator of a nessage: From Contact, Reply-To, Via, Call-Info,
User - Agent, Organi zation, Server, Subject, Call-1D, In-Reply-To and
Warning. Note that the use of an authentication system (such as the
SIP Digest authentication nmethod described in [1]) also usually
entails revealing identity to one or nore parties; for nore

i nformati on see Section 6.

The first and nost obvious step is that user agents SHOULD not

i ncl ude any optional headers that night divul ge personal information
there's certainly no reason for a user seeking privacy to include a
Call-Info. Secondly, the user SHOULD popul ate URI's throughout the
nmessage in accordance with the guidelines given in Section 4.1.1.

For exanpl e, users SHOULD create an anonynous From header field for
the request. Finally, users MAY al so need to request certain privacy
functions fromthe network, as described in Section 4.2.

The Call-1D header, which is frequently constructed in a manner that
reveal s the I P address or hostname of the originating client,
requires special nmention. User agents SHOULD substitute for the IP
address or hostnane that is frequently appended to the Call-1D val ue
a suitably long random val ue (the value used as the 'tag’ for the
From header of the request m ght even be reused).

Note that if the user wants to conceal any of the above headers from
i nternmedi ari es al one, without withholding themfromthe final
destination of the nmessage, users MAY al so place legitimate val ues
for these headers in encapsul ated 'nessage/sip’ S/M Me bodi es as
described in Section 23 of [1].

4.1.1 URI's, Display-Nanes and Privacy

A certain anount of privacy can be afforded by choosing to popul ate
SI P headers with URIs and di spl ay-nanmes that do not reveal any

identity information. In some of the header fields (for exanple, the
Repl y-To and From headers), URIs are not used in further signaling
within the current dialog. |In others, like the Contact header, an

i naccurate URI will result in a failure to route subsequent requests

wi thin the dial og.
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4.1.1.1 Displ ay- Nanes

It is a relatively conmon practice in email and other applications to
use an assumed nane in the display-nanme conponent of the From header
field. OQutside of a business context (especially in applications
such as instant nessaging or Internet gaming) the use of such aliases
is unlikely to provide a cause for distrust.

It is RECOWENDED t hat user agents seeking anonynmity use a display-
nane of "Anonynous".

4.1.1.2 URI User nanes

The structure of a URl itself can reveal or conceal a considerable
anmount of personal information. Consider the difference between:

si p:j on. pet erson@eustar. bi z
and
si p: a0017@nonynous- si p. com

Fromthe former, the full nane and enpl oyer of the party in question
can easily be guessed. Fromthe latter, you learn nothing other than
that the party desires anonynmity. |In sonme cases, sufficient
anonymty can be achi eved by selecting an oblique URI. Today, the
SI P specification recommends a URI with "anonynous"” in the user
portion of the From header

In sone URI's, such as those that appear in Contact headers, it MAY
al so make sense to omt the usernanme altogether, and provide only a
host nane, |ike: sip:anonynous-sip.com

4.1.1.3 URI Hostnanes and | P Addr esses

It is assunmed by this docunent that the user that requests privacy
wi shes to receive future requests and responses within this dialog,
but does not wish to reveal an identity that could be used to send
new requests to himoutside the scope of this dialog. For that
reason, different treatnent nmust be reconmended for URIs that are
used in the context of routing further requests in the dialog, as
opposed to routing new requests outside the context of the dial og.

For headers indicating how the user would |like to be contacted for
future sessions (such as the From header), it might not inmediately
be obvi ous why changi ng the hostnanme woul d be necessary - if the
usernane is 'anonynmous’, requests will not be routable to the
anonynous user.
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Sonetines, merely changing the username will not be enough to concea
a user’s identity. A user’s SIP service provider mght decisively
reveal a user’'s identity (if it reflected sonething like a small
conmpany or a personal domain). So in this case, even though the UR
in the From header woul d not dereference to the anonynous user,
humans mi ght easily guess the user’s identity and know t he proper
formof their address-of-record.

For these reasons, the hostnane val ue 'anonynous.invalid SHOULD be
used for anonynous URIs (see [3] for nore informati on about the
reserved 'invalid DNS TLD). The full recommended form of the From
header for anonymity is (note that this From header, like all others,
MUST contain a valid and uni que ’'tag=" paraneter):

From "Anonynmous" <sip:anonynous@nonynous. i nvalid>;tag=1928301774

For headers indicating how further requests in the current dialog
shoul d be routed (nanely the Contact header, Via header, and session
information in the SDP), there seens to be little that a user can do
to disguise the existing URI, because users MJST provide a val ue that
will allowthemto receive further requests. |n sone cases,

di sguising or failing to provide the username, as described above,
may create some |evel of privacy, but the hostnane provides a nore
significant obstacle.

Is there nuch additional privacy in using an | P address rather than a
host nane? It does prevent someone who casually inspects a nmessage
fromgathering information that they m ght see otherw se. However,
reverse-resol ving such addresses is generally trivial, and
substituting an | P address for a hostnane could introduce sone
conplications, for exanple due to NAT and firewall traversa

concerns. Headers used in routing may also rely on certain DNS
practices to provide services that would be lost if an IP address is
used in place of a hostnane.

Thi s docunent thus recommends that the host portion of URIs that are
used in the routing of subsequent requests, such as URI's appearing in
the Contact header, SHOULD NOT be altered by the user agent due to

privacy considerations. |f these headers require anonym zation, the
user requests that service froman internediary, nanely a privacy
servi ce.

Not e that many of the considerations regarding the Contact header
above apply equal well to SIP headers in which a hostname, rather
than a URI, is used for sone routing purpose (nanely the Via header).

Pet er son St andards Track [ Page 10]



RFC 3323 Privacy Mechanismfor SIP Novenber 2002

4.2 Expressing Privacy Preferences

There are sone headers that a user agent cannot conceal itself,
because they are used in routing, that could be conceal ed by an
internmediary that subsequently takes responsibility for directing
nmessages to and fromthe anonynous user. The user agent nust have
some way to request such privacy services fromthe network. For that
pur pose, this docunment defines a new SIP header, Privacy, that can be
used to specify privacy handling for requests and responses.

Pri vacy- hdr
priv-val ue

"Privacy" HCOLON priv-value *(";" priv-val ue)
"header" / "session" / "user" / "none" / "critical"
[/ token

User agents SHOULD i nclude a Privacy header when networ k- provi ded
privacy (as described in Section 3.3) is required. Note that sone
internmediaries may al so add the Privacy header to nessages, including
privacy services. However, such internediaries SHOULD only do so if
they are operating at a user’s behest, for exanple if a user has an
admi ni strative arrangenent with the operator of the internediary that
it will add such a Privacy header. An intermediary MJUST NOT nodify
the Privacy header in any way if the 'none’ priv-value is already
speci fi ed.

The val ues of priv-value today are restricted to the above options,
al though further options can be defined as appropriate (see Section
7). FEach legitimate priv-value can appear zero or one tines in a
Privacy header. The current val ues are:

header: The user requests that a privacy service obscure those
headers whi ch cannot be conpl etely expunged of identifying

i nformati on wi thout the assistance of internediaries (such as Via
and Contact). Al so, no unnecessary headers should be added by the
service that m ght reveal personal information about the
originator of the request.

session: The user requests that a privacy service provide

anonym zation for the session(s) (described, for exanple, in a
Sessi on Description Protocol [5] body) initiated by this nessage.
This will mask the | P address from which the session traffic would
ordinarily appear to originate. Wen session privacy is
requested, user agents MJST NOT encrypt SDP bodi es in nessages.
Not e that requesting session privacy in the absence of any end-
to-end session encryption raises sonme serious security concerns
(see Section 5.2).
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user: This privacy level is usually set only by internediaries, in
order to comuni cate that user |evel privacy functions (as

di scussed in Section 5.3) nust be provided by the network,
presumabl y because the user agent is unable to provide them User
agents MAY however set this privacy |evel for REGQ STER requests,
but SHOULD NOT set 'user’ |evel privacy for other requests.

none: The user requests that a privacy service apply no privacy
functions to this nmessage, regardl ess of any pre-provisioned
profile for the user or default behavior of the service. User
agents can specify this option when they are forced to route a
nessage through a privacy service which will, if no Privacy header
is present, apply sone privacy functions which the user does not
desire for this nessage. Internediaries MJST NOT renove or alter
a Privacy header whose priv-value is 'none’. User agents MJST NOT
popul ate any other priv-values (including "critical’) in a Privacy
header that contains a value of 'none’.

critical: The user asserts that the privacy services requested for
this nessage are critical, and that therefore, if these privacy
servi ces cannot be provided by the network, this request should be
rejected. Criticality cannot be managed appropriately for
responses.

Wien a Privacy header is constructed, it MJST consist of either the

val ue 'none’, or one or nore of the values 'user’, ’header’ and
"session’ (each of which MJUST appear at nobst once) which MAY in turn
be followed by the "critical’ indicator.

The followi ng table specifies extensions to Table 2 in [1].

Header field wher e proxy ACK BYE CAN I NV OPT REG
Privacy anrd o 0 0 0 0 0
Header field SUB NOT PRK | FO UPD MsG
Privacy 0 0 0 0 0 0

4.3 Routing Requests to Privacy Services

The nost obvious way for a user agent to invoke the privacy function
is to direct a request through an intermediary known to act as a
privacy service. Doing so traditionally entails the configuration of
pre-|l oaded Route headers that designate the privacy service.
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It is RECOMWENDED t hat service providers couple the privacy service
function with a | ocal outbound proxy. Users can thereby send their
nmessages that request privacy through their usual outbound route.
Users shoul d not assune, however, that the adninistrative domain that
is the destination of the request would be willing and able to
performthe privacy service function on their behalf. If the
originating user wishes to keep their local admnistrative donmain a
secret, then they nust use a third-party anonyni zation service

outsi de of any of the principal admnistrative domai ns associ at ed
with the session.

It is highly RECOMVENDED t hat user agents use network or transport

| ayer security, such as TLS, when contacting a privacy service.

| deal |y, users SHOULD establish a direct (i.e., single pre-Ioaded
Rout e header) connection to a privacy service; this will both allow
the user to inspect a certificate presented by the privacy servi ce,
and it will provide confidentiality for requests that will reduce the
chances that the information that the privacy service will obscures
is reveal ed before a nmessage arrives at the privacy service. By
establishing a direct connection to a privacy service, the user also
elimnates the possibility that internediaries could renpve requests
for privacy. |If a direct connection is inpossible, users SHOULD use
a mechanismlike SIPS to guarantee the use of |ower-|ayer security
all the way to the privacy service.

If a user agent believes that it is sending a request directly to a
privacy service, it SHOULD i nclude a Proxy-Require header containing
a new option-tag, 'privacy' , especially when the 'critical’ priv-
value is present in the Privacy header. That way, in the unlikely
event that the user agent sends a request to an internediary that
does not support the extensions described in this docunent, the
request will fail. Note that because of special privacy service

behavi or (described in Section 5), no subsequent internmediaries in
the signaling path of the request will also need to the support the
"privacy’ option-tag - once the privacy service has fulfilled all the
required privacy functions, the 'privacy’ option-tag is renoved from
t he Proxy-Require header

4.4 Routing Responses to Privacy Services

Maki ng sure that responses will go through a privacy service is a
little bit trickier. The path traversed by SIP responses is the sane
as the path over which the request traveled. Thus, the responding
user agent, for exanple, cannot force a privacy service to be
injected in the response path after it has received a request.
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What a respondi ng user agent can do, however, is ensure that the path

by which requests reach themtraverses their privacy service. 1In
some architectures, the privacy service function will be fulfilled by
the sanme server to which requests for the | ocal admnistrative domain
are sent, and hence it will automatically be in the path of incom ng
requests. However, if this is not the case, the user will have to
ensure that requests are directed through a third-party privacy

servi ce.

One way to acconplish this is to procure an 'anonynous cal |l back’ UR
fromthe third-party service and to distribute this as an address-
of -record. A privacy service provider mght offer these anonynous
call back URIs to users in the same way that an ordinary SIP service
provi der grants addresses-of-record. The user would then register
their normal address-of-record as a contact address with the third-
party service.

Al ternatively, a user agent could send REG STER requests through a
privacy service with a request for ’'user’ level privacy. This wll
allow the privacy service to insert anonynous Contact header URIs.
Requests sent to the user’s conventional address-of-record would then
reach the user’s devices wi thout revealing any usabl e contact

addr esses.

Finally, a user might generate a CPL ([7]) script that will direct
requests to an anonym zation service.

Users are al so advised to use transport or network |ayer security in
the response path. This may involve registering a SIPS URl and/or
mai nt ai ni ng persistent TLS connections over which their user agent
recei ves requests.

Privacy services MAY in turn route requests through other privacy
services. This nay be necessary if a privacy service does not
support a particular privacy function, but it knows of a peer that
does. Privacy services may al so cluster thenselves into networks

t hat exchange session traffic between one another in order to further
di sgui se the participants in a session, although no specific
architecture or nethod for doing so is described in this docunent.

5. Privacy Service Behavi or

Thi s docunent defines a new SIP logical role called a "privacy
service". The privacy service role is instantiated by a network
internmediary, frequently by entities that can act as SIP proxy
servers. The function of a privacy service is to supply privacy
functions for SIP nessages that cannot be provided by user agents
t hensel ves.
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When a nessage arrives at a server that can act as a privacy service,
the service SHOULD eval uate the | evel of privacy requested in a
Privacy header. Usually, only the services explicitly requested
shoul d be applied. However, privacy services MAY have sone neans
outside SIP of ascertaining the preferences of the user (such as a
pre-arranged user profile) and therefore they MAY perform such other
privacy functions wthout an explicit Privacy header. Perform ng
even a user-level privacy function in a privacy service could be
useful, for exanmple, when a user is sending nessages froma | egacy
client that does support the Privacy header, or a user agent that
does not allow the user to configure the values of headers that could
reveal personal information. However, if the Privacy header val ue of
"none’ is specified in a nessage, privacy services MJST NOT perform
any privacy function and MJUST NOT renove or nodify the Privacy
header .

Privacy services MJST inplenment support for the 'none’ and ’'critical
privacy tokens, and MAY inplenent any of other privacy |levels
described in Section 4.2 as well as any extensions that are not
detailed in this docunent. In sone cases, the privacy service wll
not be capable of fulfilling the requested | evel of privacy. If the
"critical’ privacy level is present in the Privacy header of a
request, then if the privacy service is incapable of performng all

of the levels of privacy specified in the Privacy header then it MJST
fail the request with a 500 (Server Error) response code. The reason
phrase of the status line of the response SHOULD contain appropriate
text indicating that there has been a privacy failure as well as an
enuneration of the priv-value(s) which were not supported by the
privacy service (the reason phrase SHOULD al so respect any Accept-
Language header in the request if possible).

When a privacy service perfornms one of the functions corresponding to
a privacy level listed in the Privacy header, it SHOULD renove the
correspondi ng priv-value fromthe Privacy header - otherw se, any

ot her privacy service involved with routing this message ni ght
unnecessarily apply the same function, which in many cases woul d be
undesirable. Wen the [ast priv-value (not counting 'critical’) has
been renmoved fromthe Privacy header, the entire Privacy header MJST
be renoved from a nessage

When the privacy service renoves the entire Privacy header, if the
nmessage is a request, the privacy service MJIST al so renobve any
"privacy’ option-tag fromthe Proxy-Require header field of the
request.
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5.1 Header Privacy

If a privacy |level of 'header’ is requested, then the originating
user has asked the privacy service to help to obscure headers that

m ght otherw se reveal information about the originator of the
request. However, the values that have been so obscured nust be
recoverabl e when further nessages in the dialog need to be routed to
the originating user agent. |In order to provide these functions the
privacy service nust frequently act as a transparent back-to-back
user agent (B2BUA).

Firstly, a request for header privacy entails that the server SHOULD
NOT add any headers to the nessage that reveal any identity or
personal information, including the followi ng: Call-Info, Server, and
Organi zation. Al of these provide optional information that could
reveal facts about the user that has request anonymty.

Privacy services operating on requests SHOULD renove all Via headers
that have been added to the request prior to its arrival at the
privacy service (a practice referred to as "Via stripping”) and then
SHOULD add a single Via header representing thenselves. Note that

t he bottomost such Via header field value in a request contains an
| P address or hostnane that designates the originating client, and
subsequent Via header field values nay indicate hosts in the same
adm ni strative domain as the client. No Via stripping is required
when handl i ng responses.

Cont act headers are added by user agents to both requests and
responses. A privacy service SHOULD repl ace the val ue of the Contact
header in a message with a URI that does not dereference to the
originator of the nessage (such as the anonynous URI described in
Section 4.1.1.3). The URI that replaces the existing Contact header
field value MJST dereference to the privacy servi ce.

In a manner similar to Via stripping, a privacy service SHOULD al so
strip any Record-Route headers that have been added to a request
before it reaches the privacy service - though note that no such
headers will be present if there is only one hop between the
originating user agent and the privacy service, as is recomended
above. Such Record-Route headers might also divulge information
about the administrative domain of the client.

For the purposes of this docunent, it is assunmed that the privacy
service has locally persisted the values of any of the above headers
that are so renoved, which requires the privacy service to keep a
pretty significant anount of state on a per-dialog basis. Wen
further requests or responses associated with the dialog reach the
privacy service, it MJIST restore values for the Via, Record-

Pet er son St andards Track [ Page 16]



RFC 3323 Privacy Mechanismfor SIP Novenber 2002

Rout e/ Rout e or Contact headers that it has previously renoved in the
interests of privacy. There nay be alternative ways (outside the
scope of this docunent) to performthis function that do not require
keeping state in the privacy service (usually neans that involve
encrypting and persisting the values in the signaling sonehow).

The foll owi ng procedures are RECOWENDED for handling the Record-
Rout e header field of requests and responses, which provides
speci al chal l enges to a privacy service:

When a privacy service is processing (on behalf of the originator) a
request that contains one or nore Record-Route header field val ues,
the privacy service nust strip these values fromthe request and
remenber both the dialog identifiers and the ordered Record-Route
header field values. As described above, it nust al so replace the
Contact header field with a URl indicating itself. Wen a response
with the sane dialog identifiers arrives at the privacy service, the
privacy service nust reapply any Record-Route header field values to
the response in the sane order, and it nust then add a UR
representing itself to the Record-Route header field of the response.
I f the response contains Record-Route header field values of its own,
these nmust al so be included (in order) in the Record-Route header
field after the URI representing the privacy service.

Note that when a privacy service is handling a request and providing
privacy on behalf of the destination of the request, providing
privacy for Record-Route headers downstream of the privacy service is
significantly nore conplicated. This docunent reconmends no way of
statefully restoring those headers if they are stripped.

5.2 Session Privacy

If a privacy level of ’'session’ is requested, then the user has
requested that the privacy service anonyni ze the session traffic
(e.g., for SIP telephony calls, the audio nedia) associated with this
di al og.

The SIP specification dictates that internediaries such as proxy
servers cannot inspect and nodify nmessage bodies. The privacy
service logical role MIST therefore act as a back-to-back user agent
in order to provide nedia privacy, effectively term nating and re-
originating the nessages that initiate a session (although in support
of session privacy the privacy service does not need to alter headers
characterizing the originator or destination when the request is re-
originated). In order to introduce an anonym zer for session
traffic, the privacy service needs to control a mddl ebox [8] that
can provi de an apparent source and sink for session traffic. The
details of the inplenmentation of an anonymni zer, and the nodifications
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that nust be nade to the Session Description Protocol (SDP [5])
bodies in the nessages that initiate a session are outside the scope
of this docunent.

The risk, of course, of using such an anonynizer is that the

anonym zer itself is party to your communi cations. For that reason
requesting session-level privacy without resort to some sort of end-
to-end security for the session traffic (with RTP [6] nedia, for
exanpl e, SRTP [4]) is NOTI RECOMVENDED.

5.3 Applying User-Level Privacy Functions at a Privacy Service

If a privacy level of 'user’ is requested, then the originating user
has requested that privacy services performthe user-I|evel privacy
functions described in Section 4. 1.

Note that the privacy service MJST renove any non-essenti al

i nformati onal headers that have been added by the user agent,

i ncludi ng the Subject, Call-Info, Oganization, User-Agent, Reply-To
and I n-Repl y- To.

Significantly, user-level privacy could entail the nodification of
the From header, changing it fromits original value to an anonynous
value. Prior to the current issue of the SIP specification, the

nodi fication of the values of the To and From headers by
internmediaries was not permitted, and would result in inproper dialog
mat chi ng by the endpoints. Currently, dialog natching uses only the
tags in the To and From headers, rather than the whol e header fi el ds.
Thus, under the new rules the URI values in the To and From headers
thensel ves could be altered by internediaries. However, sonme |egacy
clients might consider it an error condition if the value of the URI
in the From header altered between the request and the response.

Al so, performing user-level privacy functions MAY entail the

nodi fication of the Call-ID header, since the Call-ID commonly
contains a hostname or | P address corresponding to the originating
client. This field is essential to dialog matching, and it cannot be
altered by internediaries.

Therefore, any tinme that a privacy service needs to nodify any

di al og- mat chi ng headers for privacy reasons, it SHOULD act as a
transparent back-to-back user agent, and it MJST persist the forner
val ues of the dial og-matchi ng headers. These val ues MJST be restored
in any nmessages that are sent to the originating user agent.

Pet er son St andards Track [ Page 18]



RFC 3323 Privacy Mechanismfor SIP Novenber 2002

6. Security Considerations

Messages that request privacy require confidentiality and integrity.
Wthout integrity, the requested privacy functions could be
downgraded or elimnated, potentially exposing identity information.
Wt hout confidentiality, eavesdroppers on the network (or any

i ntermedi ari es between the user and the privacy service) could see
the very personal information that the user has asked the privacy
service to obscure.

Al'l of the network-provided privacy functions in this docunent entail
a good deal of trust for the privacy service. Users should only
trust privacy services that are somehow accountable to them

Operators of privacy services should be aware that in the eyes of
downstreamentities, a privacy service will be the only source to
whi ch anonynous nmessages can be traced.

Not e that authentication nechani snms, including the D gest

aut hentication nmethod described in the SIP specification, are outside
the scope of the privacy considerations in this docunent. Revealing
identity through authentication is highly selective, and nay not
result in the conprom se of any private information. Cbviously,
users that do not wish to reveal their identity to servers that issue
aut henti cation chal | enges MAY el ect not to respond to such
chal | enges.

7. | ANA Consi derati ons

Thi s docunment defines a new SIP header field called "Privacy" that
all ows a user agent to request a certain degree of privacy for a
nmessage. This behavior associated with this header is specified in
Section 4.2. This header has been added to the header sub-registry
under http://ww. i ana. or g/ assi gnnment s/ si p- par anet ers.

Header nane: Privacy
Conpact form none defined

Thi s docunent al so creates an | ANA registry for values that popul ate
the Privacy header. This registry should be indexed by priv-val ue
t okens and shoul d contain a short semantic description of the new
value. The current values of the "Privacy" header are as foll ows:

0 user: Request that privacy services provide a user-|evel privacy
function

0 header: Request that privacy services nodify headers that cannot
be set arbitrarily by the user (Contact/Via).
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0 session: Request that privacy services provide privacy for session
medi a

o none: Privacy services must not performany privacy function

o critical: Privacy service nust performthe specified services or
fail the request

New val ues for the "Privacy" header can only be defined by | ETF
Consensus including RFC publication (RFC 2434). |1ANA registration
for the "Privacy" header field values is required along with the RFC
publi cati on.

Aut hors of extensions to the SIP protocol that expose personal

i nformati on about the participants in sessions are advi sed agai nst
extending the "Privacy" header - rather, it is preferable to create
new i dentity mechani sns whose privacy can be managed by the user
agent without the agency of internediaries.

Thi s docunent al so defines a new SIP option-tag, ’'privacy’, that
represents support for the extension defined in this docunent.
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