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Status of this Meno
Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for
i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.
Copyright Notice
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Abstract
Internet Open Trading Protocol (IOTP) nmessages will be carried as
Ext ensi bl e Markup Language (XM.) docunments. As such, the goal of
mappi ng to the transport layer is to ensure that the underlying XM

docunents are carried successfully between the various parties.

Thi s docunent describes that mapping for the Hyper Text Transport
Protocol (HTTP), Versions 1.0 and 1.1.

Tabl e of Contents

L. IntroduCti ON. ... . e 2
2. HITP Servers and Clients. . ..... ...t 2
3. HTTP Net LoCati OnS. ... ... ... e e e e e e e 2
4, Consunmer Cient S, . ... . e 2
4.1 Starting the 1OTP Cient and the Merchant | OTP Server.......... 3
4.2 OngoiNg [ OTP MBSSaAgES. . . v v ittt e e e e e e e e 3
4.3 Stopping an 1OTP Transacti On. ... ... ... ... 4
5. Starting the Paynent handl er and Deliverer |OIP Servers........ 5
6. Security Considerati ONS. . . ... ...t 5
7. TANA Considerati ONS. . ... . e e e 5
8. ReferenCes......... . .. 6
9. AUt hOrs’ AddreSSES. . .ot 7
10. Full Copyright Statement........... ... 9

Eastlake & Smith St andards Track [ Page 1]



RFC 2935 | OTP HTTP Suppl enment Sept ember 2000

1.

| nt r oducti on

Internet Open Tradi ng Protocol (IOTP) [ RFC2801] nessages will be
carried as XM. [ XM.] docunents. As such, the goal of mapping to the
transport layer is to ensure that the underlying XM. docunents are
carried successfully between the various parties.

Thi s docunent describes that mapping for the Hyper Text Transport
Protocol (HTTP), Versions 1.0 and 1.1 [RFCs 1945, 2616].

There may be future docunents describing | OTP over email (SMIP), TCP
cable TV, or other transports.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

HTTP Servers and Cients

The structure of I OTP nmaps on to the structure of HTTP in the
foll ow ng way:

The nerchant, paynment handl er, delivery handl er, and custonmer care
roles are all represented by HITP servers. Each nmay be
represented by a separate server, or they may be conbined in any
conbi nati on

The consumer role is represented by an HTTP client.

Note: A Merchant, may act in the role of a consunmer, for exanple to
deposit electronic cash. In this case the Merchant, as an

organi zation rather than as a role, would need to be supported by an
HTTP client.

HTTP Net Locati ons

The Net Locations contained within the | OTP specification are al
URIs [RFC 2396]. |If a secure connection is required or desired a
secure channel that both the HTTP Server and dient support MJST be
used. Exampl es of such channels are SSL version 3 or TLS [ RFC 2246].

Consuner Clients

In nost environnents, the consumer agent will initially be an HTM.
browser. However, current browsers do not provide the needed
capability to act as an agent for the consuner for an | OTP
transaction. This leads to two requirenents:
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a method of starting and passing control to the I10TP client, and

a nethod of closing down the I OTP client cleanly and passing control
back to the HTM. browser once the | OTP Transaction has finished.

4.1 Starting the 10TP Cient and the Merchant | OTP Server

At sone point, the HTTP client at the consuner will send an HITP
request that is interpreted as an "I OIP Startup Request" by the
Merchant HTTP server. This might, for exanple, be the result of
clicking on a "pay" button. This nessage is a stand-in for a request
message of sonme formand the Merchant Server will respond with the
first 10OTP Message in the formof an XM. docunent.

The M ME type for all 1 OTP nessages is: "APPLICATION I OTP"; however
"APPLI CATI QY X-1 OTP" has been in use for experinentation and

devel opnent and SHOULD al so be recogni zed. See section 7 bel ow for
the M ME type registration tenplate for APPLI CATION | OTP. Because
HTTP is binary clean, no content-transfer-encoding is required. (See
[ RFC 2376] re the application/xm type which has sone sinilar

consi derations.)

This HTTP response will be interpreted by the HTM. browser as a
request to start the application associated with MM type

"APPLI CATION/ | OTP', and to pass the content of this nessage to that
appl i cati on.

At this point, the IOTP client will be started and have the first
nessage.

| OTP nessages are short-lived. Therefore, the HTTP server SHOULD
avoi d having its responses cached. In HTTP V1.0, the "nocache"
pragma can be used. This can be neglected on SSL/TLS secured
connections which are not cached and on HTTP POST requests in HTTP
vl.1l as in vl.1 POST responses are not cached.

4.2 Ongoing | OTP Messages

Data fromearlier |IOTP Messages in a transaction MJIST be retained by
the 1OTP Cient so that it may (1) be copied to make up part of |ater
| OTP nessages, (2) used in calculations to verify signatures in |ater
| OTP nessage, (3) be resent in sonme cases where a request has tined
out without response, (4) used as input to the Custoner Care role in
| ater versions of |OTP, etc. The way in which the data is copied
depends on the | OTP Transaction. The data MJST be retai ned until the
end of the transaction, whether by success, failure, or cancelation,
and as long thereafter as it is desired for any of the parties to
inquire into it.
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The | OTP nessages contain Net Locations (e.g. the PayRegqNet Locn)
which for HTTP will contain the URIs to which the I OIP client MJST
send | OTP nessages.

Subsequent | OTP nessages (XM. docunents) will be sent using the POST
function of HTTP. The HTTP client MJST perform full HTTP PCST
requests.

The XML docunments MJUST be sent in a manner conpatible with the
external encodings allowed by the XML [ XM.] specification

4.3 Stopping an |1 OTP Transacti on
The followi ng should be read in conjunction with [ RFC 2801].
An |1 OTP Transaction is conpl ete when

-- the IOTP client decides to fail the I OTP Transaction for sone
reason either by canceling the transaction or as a result of
di scovering an error in an | OTP nmessage received, or

-- a "time out" occurs or a connection fails, e.g. a response to an
| OTP Message, has not been received after sone user-defined period
of Time (including retransm ssions).

An 1 OTP dient which processes an | OIP Transacti on which

-- conpl etes successfully (i.e. it has not received an Error Bl ock
with a HardError or a Cancel Block) MJST direct the browser to the
Net Location specified in SuccessNetLocn in the Protocol Options
Component, i.e., cause it to do an HITP GET with that URL.

-- does not conplete successfully, because it has received sonme Error
Tradi ng Bl ock, MJST display the information in the Error Message,
stop the transaction, and pass control to the browser so that it
will do a CGET on the Error Net Location specified for the role
fromwhich the error was received.

-- is cancelled since a Cancel Block has been received, MJST stop the
| OTP Transaction and hand control to the browser so that it wll
do a GET on the on the Cancel Net Location specified for the role
from whi ch the Cancel Bl ock was received.

-- is in error because an | OTP Message does not conformto this
speci fication, MJST send an | OTP Message containing a Error
Trading Block to role fromwhich the erroneous nessage was
recei ved and the ErrorLogNetLoc specified for that role, stop the
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| OTP Transaction, and hand control to the browser so that it wll
do a GET fromthe Error Net Location specified for the role from
whi ch the bad nmessage was recei ved.

-- has a "tine out", MJST display a nessage describing the tinme out.
May give the user the option of cancelling or retrying and/or may
automatically retry. On failure due to tine out, treat as an
error above.

Each inplenmentation of an I OTP client may deci de whether or not to

termnate the IOTP Cient application inmediately upon conpleting an

| OTP Transaction or whether to wait until it is closed down as a

result of, for exanple, user shut down or browser shut down.

5. Starting the Paynment handl er and Deliverer | OTP Servers

Paynment Handl er and Deliverer |1 OTP Servers are started by receiving
an | OTP Message whi ch cont ai ns:

-- for a Paynent handl er, a Paynent Request Bl ock, and
-- for a Delivery Handl er, a Delivery Request Bl ock

6. Security Considerations
Security of Internet Qpen Trade Protocol messages is primarily
dependent on signatures within | OTP as described in [RFC 2801] and
[ RFC 2802]. Privacy protection for 1OTP interactions can be obtained
by using a secure channel for | OIP nessages, such as SSL/TLS [ RFC
2246] .

Note that the security of paynment protocols transported by IOIP is
the responsibility of those paynment protocols, NOT of |OTP

7. | ANA Consi derati ons

This specification defines the APPLI CATION I OTP M ME type. The
registration tenmplate is as follows [RFC 2048]:

To: ietf-types@ana.org

Subj ect: Registration of MM nedia type APPLI CATI ON/ | OTP
M ME nedi a type name: APPLI CATI ON

M ME subtype nane: | OTP

Requi red paraneters: (none)
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Optional paraneters: charset - see RFC 2376

Encodi ng consi derations: Content is XM. and may in sonme cases
require quoted printable or base64 encodi ng. However, no encodi ng
is required for HTTP transport which is expected to be conmon.
Security considerations: |1OTP includes provisions for digital

aut hentication but for confidentiality, other nechani sms such as
TLS shoul d be used. See RFC 2801 and RFC 2802.

Interoperability considerations: See RFC 2801

Publ i shed specification: See RFC 2801 and RFC 2802.

Applications which use this nmedia type: Internet Open Trading
Pr ot ocol applications.

Addi tional information: (none)

Person & emnil address to contact for further information:
Narme: Donald E. Eastl ake 3rd
Emai | : Donal d. East | ake@ot or ol a. com

I nt ended usage: COMMVON

Aut hor / Change controller: |ETF
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10. Full Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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