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OVERVI EW

The project that is the subject of this report was approved by the
Governing Board on the National Research Council, whose nenbers are
drawn fromthe councils of the National Acadeny of Sciences, the
Nat i onal Acadeny of Engineering, and the Institute of Medicine. The
menbers of the conmttee responsible for the report were chosen for
their special conpetences and with regard for appropriate bal ance.

This report has been reviewed by a group other than the authors,
according to procedures approved by a Report Review Conmittee
consi sting of nmenbers of the National Acadeny of Sciences, the
Nat i onal Acadeny of Engineering, and the Institute of Medicine.

The National Research Council was established by the National Acadeny
of Sciences in 1916 to associate the broad community of science and
technol ogy with the Acadeny’s purposes of furthering know edge and of
advi sing the federal government. The Council operates in accordance
with general policies determ ned by the Acadeny under the authority
of its congressional charter of 1863, which establishes the Acadeny
as a private, nonprofit, self-governing nmenbership corporation. The
Counci| has becone the principal operating agency of both the

Nati onal Acadeny of Sciences and the National Acadeny of Engi neering
in the conduct of their services to the governnent, the public, and
the scientific and engineering conunities. It is adm nistered
jointly by both Acadenies and the Institute of Medicine. The

Nati onal Acadeny of Engineering and the Institute of Medicine were
established in 1964 and 1970, respectively, under the charter of the
Nat i onal Acadeny of Sciences.

This is a report of work supported by Contract No. DCA-83-C-0051
between the U S. Defense Communi cati ons Agency and the Nati onal
Acadeny of Sciences, underwritten jointly by the Departnent of
Def ense and the National Bureau of Standards.

Copies of the full report are available from

Board on Tel econmuni cati ons and Conputer Applications Conmm ssion
on Engi neering and Techni cal Systens

Nati onal Research Counci

2101 Constitution Avenue, N W

Washi ngton, D.C. 20418
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PREFACE

This is the final report of the National Research Council Committee
on Conput er - Conput er Commmuni cation Protocols. The commttee was
established in May 1983 at the request of the Departnent of Defense
(DOD) and the National Bureau of Standards (NBS), Departnent of
Conmerce, to devel op reconmendati ons and gui deli nes for resolving
di fferences between the two agencies on a data communi cati ons
transport protocol standard.

Conput er - based i nformati on and transacti on-processi ng systens are
basic tools in nmodern industry and government. Over the past severa
years there has been a growi ng demand to transfer and exchange
digitized data in these systens quickly and accurately. This demand
for data transfer and exchange has been both anong the term nals and
conmputers within an organi zati on and anong those in different

or gani zati ons.

Rapid el ectronic transport of digitized data requires electronic
conmuni cation links that tie the elenents together. These links are
establ i shed, organi zed, and mai ntai ned by neans of a |ayered series
of procedures perform ng the nmany functions inherent in the
conmuni cati ons process. The successful novenent of digitized data
depends upon the participants using identical or conpatible
procedures, or protocols.

The DOD and NBS have each devel oped and pronul gated a transport
protocol as standard. The two protocols, however, are dissimlar and
i nconpati ble. The conmittee was called to resolve the differences
bet ween t hese protocols.

The committee held its first nmeeting in August |983 at the National
Research Council in Washington, D.C. Follow ng this two-day neeting
the commttee held five nore two-day neetings, a three-day neeting,
and a one-week wor kshop.

The comittee was briefed by personnel fromboth agencies. In
addition, the conmttee heard fromJon Postel, University of Southern
California s Information Sciences Institute; Dave Oran, Digital

Equi prrent Cor poration; Vinton Cerf, MI,; David Wod, The Mtre
Corporation; Clair MIler, Honeywell, and Robert Follett, |BM
representing the Conmputer and Busi ness Equi pnment Manufacturer’s
Associ ation; and John Newran, U timte Corporation. |In nbst cases
the briefings were foll owed by di scussion.

The commttee wishes to thank Philip Selvaggi of the Departnent of
Def ense and Robert Blanc of the NBS, Institute of Conputer Sciences
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and Technol ogy, for their cooperation as their agency’s liaison
representatives to the conmittee. The comittee appreciates the
contributions and support of Richard B. Marsten, Executive Director
of the Board on Tel econmuni cations -- Conputer Applications (BOTCAP),
and Jeronme D. Rosenberg, BOTCAP Senior Staff O ficer and the
commttee Study Director. W also wish to thank Lois A Leak for her
expert admi nistrative and secretarial support.
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EXECUTI VE SUMVARY

Conput er conmuni cati on networks have become a very inportant part of
mlitary and commerci al operations. |Indeed, the nation is becom ng
dependent upon their efficiency and reliability, and the recent
proliferation of networks and their w despread use have enphasi zed

t he i nmportance of devel opi ng uni form conventions, or protocols, for
comuni cati on between conputer systens. The Departnent of Defense
(DOD) and the National Bureau of Standards (NBS) have been actively
engaged in activities related to protocol standardization. This
report is concerned primarily with recommendati ons on protoco
standardi zati on within the Departnent of Defense.

Departnent of Defense’s Transm ssion Protocol

The DOD' s Defense Advanced Research Projects Agency (DARPA) has
been conducting and supporting research on conputer networks for
over fifteen years (1). These efforts led to the devel opnent of
noder n packet-sw tched network design concepts. Transm ssion

bet ween conputers is generally acconplished by packet switching
using strict protocols for the control and exchange of nessages.
The Advanced Research Projects Agency network (ARPANET),

i mpl emented in the early 1970s, provided a testing ground for
research on conmuni cations protocols. |In 1978, after four years
of devel opnent, the DOD pronul gated versions of its Transni ssion
Control Protocol (TCP) and an Internet Protocol (IP) and nandated
their use as standards within the DOD. TCP is now wi dely used and
accepted. These protocols neet the uni que operational and
functional requirenments of the DOD, and any changes in the
protocols are viewed with sonme trepidation by nmenbers of the
departnment. DOD representatives have stated that standardizing
TCP greatly increased the nomentumwi thin the DOD toward
establishing interoperability between networks within the DOD.

International Standards Organization' s Transport Protocol

The NBS Institute for Conputer Sciences and Technol ogy (ICST), in
cooperation with the DOD, many industrial firms, and the
International Standards Organization (1SO, has devel oped a new
international standard

Transport Protocol (TP-4) and a new I nternetwork Protocol (2).
These protocols will soon be avail able as comerci al products.
Al 't hough in part derived from TCP, the new protocols are not

conmpatible with TCP (3). The U S. standards organi zations are
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supporting TP-4 in international operations, and the Departnent of
Commerce is proposing TP-4 as a Federal Information Processing
Standard (FIPS) for use by all federal agenci es.

DOD OPERATI ONAL AND TECHNI CAL NEEDS

The DOD has uni que needs that could be affected by the Transport
and Internet Protocol layers. Although all data networks nust
have some of these capabilities, the DOD s needs for operational
readi ness, nobilization, and war-fighting capabilities are
extrene. These needs include the follow ng:

Survivability--Sone networks must function, albeit at reduced
performance, after many nodes and |inks have been destroyed.

Security--Traffic patterns and data nust be selectively
protected through encryption, access control, auditing, and
routing.

Precedence- - Systens shoul d adjust the quality of service on the
basis of priority of use; this includes a capability to preenpt
services in cases of very high priority.

Robust ness--The system nust not fail or suffer much |oss of
capability because of unpredicted situations, unexpected | oads,
or msuse. An international crisis is the strongest test of
robust ness, since the systemnust operate i mediately and with
virtually full performance when an international situation
flares up unexpectedly.

Avail ability--El ements of the system needed for operationa
readi ness or fighting nmust be continuously avail abl e.

Interoperability--Different elenments of the Departnent nust be
able to "talk" to one another, often in unpredicted ways
bet ween parties that had not planned to interoperate.

These operational needs reflect thenselves into five technical or
manageri al needs:

1. Functi onal and operational specifications (that is, wll
the protocol designs neet the operational needs?);

2. Maxi mum i nteroperability;

3. M ni mum procur enent, devel opnent, and support costs;
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4. Ease of transition to new protocols; and

5. Manageabi ity and responsi veness to changi ng DOD
requi rements

These are the criteria against which DOD options for using the |ISO
transport and internet protocols should be eval uated.

Interoperability is a very inportant DOD need. |deally, DOD
networks woul d pernmit operators at any term nal to access or be
accessed by applications in any conputer. This would provide nore
networ k power for users, integration of independently devel oped
systens, better use of resources, and increased survivability. To
increase interoperability, the Ofice of the Secretary of Defense
has mandated the use of TCP for the Defense Conmuni cation System s
Def ense Data Network (DDN), unless waivers are granted. In
addition, the Defense Comuni cati on Agency (DCA) is establishing
standards for three higher-level "utility" protocols for file
transfer, term nal access, and electronic mail. Partly as a
result of these actions, it has becone clear that there is grow ng
nonent um toward accepting interoperability and a recognition that
it is an inportant operational need.

It is very inportant, however, to recognize that functiona
interoperability is only achieved with full generality when two
conmuni cati on nodes can interoperate at all protocol |evels. For
the DOD the relevant levels are as foll ows:

1. Internet, using IP
2. Transport, using TCP;
3. Uility, using file, termnal, or mail protocols; and

4. Specific applications that use the above protocols for
their particul ar purpose.

Accordingly, if a network is devel oped using one transport
protocol, it would generally not be able to interoperate
functionally with other networks using the sane transport protocol
unl ess both networks were al so using the higher-level utility and
application protocols. |In evaluating whether or not to convert to
TP-4 and in developing a transition plan, the followng factors
nmust be consi der ed:

The DOD cont ai ns nunmerous comuni ties of interest whose
principal need is to interoperate within their own nenbers,
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i ndependently. Such comunities generally have a specific,

wel | -defined nission. The DOD Intelligence Informtion System
(DODII'S) and the Wrld Wde Mlitary Command and Control System
(WAMCCS) are exanples. Interoperability is needed primarily

bet ween t he hi gher | ayer applications prograns initially unique
to each community of interest.

There are many different kinds of operations needed between
conmunities of interest. Exanples of such operations are
headquarters’ need for access to several subordinate
conmuni ties and the conmunities’ need for some m ni num
functional interoperability with each other (such as mai
exchange) .

The need for functional interoperability can arise,
unexpectedly and urgently, at a tinme of crisis or when inproved
managenent opportunities are discovered. W despread
standardi zati on of TP-4 and hi gher-1level protocols can readily
hel p to achi eve these needs. O ten, special devel opnent of

addi tional applications that cost tinme and noney will be
necessary.

The DOD needs functional interoperability with many inportant
external agencies that are committed to | SO standards: The
North Atlantic Treaty Organi zation (NATO, sone intelligence
and security agencies, and other parts of the federa

gover nient .

The same objectives that have pronpted the use of standardized
protocols at higher-1level headquarters will lead to their use
by tactical groups in the field.

SOVE COVPARI SONS

A detail ed conparison of the DOD Transm ssion Control Protocol and
the 1SO Transport Protocol indicates they are functionally
equi val ent and provide essentially simlar services. Because it
is clear that a great deal of care and experience in protoco

devel oprment have gone into generating the specifications for TP-4,
the commttee is confident that TP-4 will meet military

requi rements

Al though there are differences between the two protocols, they do
not conprom se DOD requirenments. And, although in several areas,
including the data transfer interface, flow control, connection
establ i shment, and out-of -band, services are provided in different
ways by the two protocols, neither seens intrinsically superior
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Thus, while existing applications my need to be nodified sonewhat
if nmoved from TCP to TP-4, new applications can be witten to use
either protocol with a sinmlar |evel of effort.

The TCP and TP-4 protocols are sufficiently equivalent in their
security-related properties in that there are no significant
techni cal points favoring the use of one over the other.

While TCP currently has the edge in maturity of inplenentation,
TP-4 is gaining rapidly due to the worl dw de support for and
acceptance of the Open System I nterconnection (CSI) internationa
standards. Experinental TCP inplenentations were conpleted in
1974 at Stanford University and BBN Conmuni cati ons Cor porati on.
Bet ween 1974 and 1982 a | arge nunber of inplenentations were
produced. The Defense Advanced Research Projects Agency (ARPA)
network switched to a conplete use of TCP in January 1983.

Oper ati ons have been satisfactory and its use is growing. A
nunber of TCP inplenentations are also in comrercial use in
vari ous private networks.

In contrast, TP-4 has not yet been inplenented in any |arge
operational system It has been tested experinentally, however,
and has received endorsenent by many comrercial vendors worl dw de.
In addition, substantial portions of TP-4 have been denonstrated
at the National Conputer Conference in July 1984.

The Internet Protocol (IP) part of the standards is not believed
to be a problem The ISOIP is not as far along as TP-4, but it
is much | ess conplex. The ISOIP, based very strongly on the DOD
| P, becane a draft international standard in April 1984,

The rapidity of the progress in ISO and the results achi eved over
the past two years have surprised even the supporters of

i nternational standards. The reasons for this progress are
twofol d: strong market demands stemming fromthe grow ng

i ntegration of conmunications and data processing and the progress
i n networking technol ogy over the past years as the result of ARPA
and commer ci al devel opnents.

Al t hough the DOD networ ks have been a nodel upon which the |ISO
transport standards have been built, the rest of the world is
adopting TP-4. Because the DOD represents a small fraction of the
mar ket and because the United States supports the | SO standard, it
is not realistic to hope that TP-4 can be altered to conformwith
TCP. This raises the question as to what action should be taken
by the DOD with respect to the | SO standard.
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SOVE ECONOM C CONSI DERATI ONS

The DOD has a large and growing commitnent in operational TCP
networks, and this will increase by 50 to 100 percent in the next
ei ghteen nmonths. This rate of investnent will probably continue
for the next five years for new systens and the upgradi ng of
current ones. The current MIlitary Network (M LNET) and Movenent
Informati on Network (M NET) systens are expanding and will shortly
be conbined. The Strategic Air Command Digital Information

Net work (SACDIN) and DODI | S are undergoi ng maj or upgradi ng. Wen
these changes are conpl eted, there are plans to upgrade the WAWCCS
Interconputer Network (WN) and to add separate SECRET and TOP
SECRET networks. There are plans to conbine these six networks in
the [ate 1980s, and they will becone interoperable and nmultileve
secure using an advanced technol ogy now under devel oprent. |If
these plans are inplenented on schedul e, a delay of several years
in noving to TP-4 woul d nmean that the DOD networks in the late
1980s woul d be virtually all TCP-based. Subsequent conversion to

i nternational standards would be very expensive if hastily
attenpted in order to maintain established DOD interoperability
and gain interoperability with a | arge body of users.

As the Departnent of Defense policy recognizes, there are
significant advantages in using comercial vendor products if they
neet the departnment’s operational needs. The nmmjor advantages are
as foll ows:

Costs to the DOD for devel opnment, production, and mai ntenance
are significantly | ower because (1) vendors spread the cost
over a nuch larger user base, (2) commercial vendors are
generally nore efficient in their operations, and (3) vendors
| ook for ways to inprove their product to neet conpetition

The department generally gets nore effective products because
vendors integrate the protocol functions into their entire
sof tware and hardware product line. Thus the DOD nay be able
eventual ly to use comercial software products that are built
on top of, and thereby take advantage of, the transport

pr ot ocol s.

By depending on industry to manage the devel opnent and

mai nt enance of products, the departnent can use its scarce
managenent and technical resources on activities unique to its
nmi ssi on.

Because the costs of transport and internet protocol devel opnent
and mai ntenance are so intertwined with other factors, it is
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i mpossible to give a precise estimate of the savings that woul d be
achi eved by using comrercial products. Savings will vary in

i ndi vi dual cases. The narginal savings should range from 30 to 80
per cent.

RECOMVENDATI ONS

The | SO protocols are now wel |l specified but will not generally be
commercially available for nmany nonths. Nevertheless, this
committee believes that the principles on which they are based are
wel | -establ i shed, and the protocols can be made to satisfy fully
DOD' s needs. The committee recomends that the DOD nove toward
adoption of TP-4 as costandard with TCP and toward excl usive use
of TP-4.

Transition to the use of the | SO standards, however, mnust be
managed in a manner that will maintain DOD s operati onal
capabilities and nmininize risks. The tinmng of the transition is,
therefore, a najor concern.

Descriptions of two options that take this requirenment into
account follow A mgjority of the comrttee recommends the first
option, while a mnority favors the second. A third option--to
defer action--is also described but not reconmended.

Option 1

The first option is for the DOD to i mrediately nodify its
current transport policy statenment to specify TP-4 as a
costandard along with TCP. In addition, the DOD woul d devel op
amlitary specification for TP-4 that would al so cover DCD
requi rements for discretionary options allowed under the NBS
protocol specifications. Requests for proposals (RFPs) for new
net wor ks or maj or upgrades of existing networks would specify
TP-4 as the preferred protocol. Contracts for TP-4 systens
woul d be awarded only to contractors providi ng conmercia
products, except for unique cases.

Exi sting networks that use TCP and new networks firmy
commtted to the use of TCP-based systens could continue to
acquire inplenmentations of TCP. The DOD should carefully
revi ew each case, however, to see whether it would be

advant ageous to delay or nodify sonme of these acquisitions in
order to use comercial TP-4 products. For each conmmunity of
users it should be decided when it is operationally or
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econom cal |y npst advantageous to replace its current or
pl anned systens in order to conformto | SO standards w t hout
excessi vely conpronising continued operations.

United States governnent test facilities would be devel oped to
enabl e validation of TP-4 products (4). The Departnent of

Def ense woul d either require that products be validated using

these test facilities or that they be certified by the vendor.
The test facilities could also be used to isolate nultivendor

protocol conpatibility problens. The existing NBS validation

tools should be used as the base for the DOD test facilities.

Because under this option networks based on both TCP and TP-4
woul d coexi st for sone time, several capabilities that
facilitate interoperability anmong networks woul d need to be
devel oped. The Departnent of Defense generally will not find
them conmercially avail able. Exanples are gateways anpng
networ ks or specialized hosts that provide services such as

el ectronic mail. The departnment would need to initiate or
nodi fy devel opnent prograns to provide these capabilities, and
a test and denonstration network woul d be required.

Option 2

Nat i onal

Under Option 2 the Departnent of Defense would i mediately
announce its intention to adopt TP-4 as a transport protocol
costandard with TCP after a satisfactory denonstration of its
suitability for use in mlitary networks. A final comm tnent
woul d be deferred until the denonstration has been eval uated
and TP-4 is comercially avail abl e.

The denonstration should take at nost ei ghteen nonths and
shoul d i nvol ve devel opnent of TP-4 inplenentations and their
installation. This option differs fromOption 1 primarily in
post poni ng the adoption of a TP-4 standard and, consequently,
t he i ssuance of RFPs based on TP-4 until successful conpletion
of a denonstration. The departnent, however, should proceed
with those provisions of Option 1 that may be conpleted in
parallel with the denonstration. Early issuance of a TP-4
mlitary specification, devel opnent of validation procedures,
and i npl enmentation of neans for interoperability would be
particularly inportant in this regard.
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Option 3

Under the third option the DOD would continue using TCP as the
accepted transport standard and defer any deci sion on the use
of TP-4 indefinitely. The departnent would be expected to stay
wel|l informed on the devel opnment and use of the new protocol in
the comercial and international arena and, with the Nati onal
Bureau of Standards, work on neans to transfer data between the
two protocol systens. Testing and eval uation of TP-4 standards
by NBS woul d continue. The DOD night eventually acconmodate
both protocol systens in an evol utionary conversion to TP-4.

Conpari son of Options

The committee believes that all three options equally satisfy
the functional objectives of the DOD, including matters of
security. It believes the two protocols are sufficiently
simlar and no significant differences in performance are to be
expected if the chosen protocol inplenentation is of equa
quality and is optinmized for the given environnent.

The primary notivation for recomending Option 1 is to obtain
the benefits of standard commercial products in the

comuni cati on protocol area at an early date. Benefits include
smal | er devel opnent, procurenment, and support costs; nore
timely updates; and a wi der product availability. By

i medi ately committing to TP-4 as a costandard for new systens,
Option 1 minimzes the nunber of systens that have to be
converted eventually from TCP. The ability to manage the
transition is better than with Option 2 since the nunber of
systens changed woul d be smaller and the tinme duration of m xed
TCP and TP-4 operation would be shorter. Interoperability with
external systens (NATO, government, commercial), which
presurmably will al so use TP-4, woul d be brought about nore
quickly. Option 1 involves greater risk, however, since it
commts to a new approach without as conplete a denonstration
of its viability.

As with Option 1, a primary benefit of followi ng Option 2 would
be obtaining the use of standard commrercial products. Unit
procurenment costs probably would be ower than with Option 1
because the conmercial market for TP-4 will have expanded
somewhat by the tine DOD would begin to buy TP-4 products.

Risk is smaller, conpared to Option 1, because testing and
denonstration of the suitability for mlitary use will have
preceded the commtnent to the I SO protocols. Transition and
support costs would be higher than for Option 1, however,
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NOTES

(1)

(2)

(3)

Nat i onal

because nore networks and systens woul d al ready have been

i nplemented with TCP. Also this is perhaps the nost difficult
option to nmanage since the | argest nunber of system conversions
and the longest interval of mxed TCP and TP-4 operations woul d
occur. In addition, interoperability with external networks

t hrough standardi zati on woul d be del ayed.

The principal benefit of exercising Option 3 would be the
elimnation of transition cost and the risk of faulty system
behavi or and delay. It would allow the nost rapid achi evenent
of full internal interoperability anobng DOD systens.
Manageability shoul d be good because only one set of protocols
woul d be in use (one with which the DOD al ready has nuch
experience), and because the DOD would be in conplete control
of system evol ution. Procurenent costs for TCP systens woul d
remai n high conpared with standard | SO protocol products,
however, and availability of inplenentations for new systens
and releases would remain limted. External interoperability
with non-DOD systens would be linited and inefficient.

In summary, Option 1 provides the nost rapid path toward the
use of commercial products and interoperability with externa
systens. Option 2 reduces the risk but involves sonmewhat
greater delay and expense. Option 3 involves the |east risk
and provides the quickest route to interoperability within the
Def ense Department at the | east short-termcost. These are,
however, accomnpani ed by penalties of inconpatibility with NATO
and ot her external systens and higher life-cycle costs.

The Advanced Research Projects Agency (ARPA) was reorgani zed
and becane the Defense Advanced Research Projects Agency
(DARPA) in 1973.

The 1 SO Transport Protocol and |1SO Internetwork Protoco
becane Draft International Standards in Septenber 1983 and
April 1984, respectively. Conmercial vendors normally
consider Draft International Standards to be ready for

i npl emrent ati on.

Except where noted, the abbreviation TCP generally refers to
both the DOD' s Transmi ssion Control Protocol and its |nternet
Protocol. Simlarly, the abbreviation TP-4 refers to both
the 1 SO Transport Protocol class 4 and its Internetwork
Protocol. (Transport Protocol classes 0 to 3 are used for
speci al purposes not related to those of this study.)
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(4) Validation neans a systematic and thorough state-of-the-art
testing of the products to assure that all technical
speci fications are being achieved.
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