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Extensions to the Generic-Interface MB
Status of this Meno

This RFC contains definitions of managed objects used as experi nmental
extensions to the generic interfaces structure of MB-I1. This nmeno
is a product of the SNWP Working G oup of the Internet Engineering
Task Force (IETF). This RFC specifies an | AB standards track
protocol for the Internet community, and requests discussion and
suggestions for inprovenents. Please refer to the current edition of
the "I AB Oficial Protocol Standards" for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.
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1. Abstract

This nenp defines an experinmental portion of the Managenent

Informati on Base (M B) for use with network management protocols in
TCP/ | P-based internets. |n particular, it defines managed obj ect
types as experinental extensions to the generic interfaces structure
of MB-I1.

2. The Network Managenent Framework

The I nternet-standard Network Managenment Framework consists of three
conponents. They are:

RFC 1155 whi ch defines the SM, the mechani sns used for describing
and nami ng objects for the purpose of managenent. RFC 1212
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defines a nore conci se description mechanism which is wholly
consistent with the SM.

RFC 1156 which defines MB-1, the core set of managed objects for
the Internet suite of protocols. RFC 1213, defines MB-11, an
evolution of MB-1 based on inplenentation experience and new
oper ati onal requirenents.

RFC 1157 which defines the SNWP, the protocol used for network
access to nmanaged objects.

The Franework permits new objects to be defined for the purpose of
experinmentation and eval uati on.

3. njects

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the subset of Abstract Syntax Notation One (ASN. 1) [7]
defined in the SM. |In particular, each object has a nane, a syntax,
and an encoding. The nane is an object identifier, an

adm ni stratively assigned nane, which specifies an object type. The
obj ect type together with an object instance serves to uniquely
identify a specific instantiation of the object. For human

conveni ence, we often use a textual string, ternmed the OBJECT

DESCRI PTOR, to also refer to the object type.

The syntax of an object type defines the abstract data structure
corresponding to that object type. The ASN. 1 | anguage is used for
this purpose. However, the SM [3] purposely restricts the ASN. 1
constructs which may be used. These restrictions are explicitly made
for sinplicity.

The encodi ng of an object type is sinply how that object type is
represented using the object type’'s syntax. Inplicitly tied to the
notion of an object type's syntax and encoding is how the object type
is represented when being transmtted on the network.

The SM specifies the use of the basic encoding rules of ASN. 1 [8],
subject to the additional requirenents inposed by the SNW

Section 5 contains the specification of all object types in this
section of the MB. The object types are defined using the
conventions specified in the SM, as anmended by the extensions
specified in [9].
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4.

4.

4.

1

2.

Overvi ew

The Internet Standard M B [4,6] contains a group of managenent

obj ects pertaining to a network device's generic network
interface(s). These objects are generic in the sense that they apply
to all network interfaces, irrespective of the type of communication
nmedi a and protocols used on such interfaces. This has proved to be
necessary but not sufficient; there are efforts underway to define
addi ti onal M B objects which are specific to particular nedia and

| ower -1 evel (subnetwork-1layer and bel ow) protocol stacks.

However, sone of these efforts have identified objects which are
required (or at |least useful), but are not specific to the
interface-type on which the effort is focusing. 1In order to avoid
redundancy, it is better that such objects be defined as extensions
to the generic interface group, rather than defined in multiple
specific-interface-type M Bs.

This nenp defines the resultant extensions to the generic interface
group. These extensions are spread over three tables: the generic
Interface Extension table, the generic Interface Test table, and the
generic Receive Address table.

CGeneric Interface Extension Table

This table consists of new objects applicable to all types of
subnetwork interface.

CGeneric Interface Test Tabl e

This section defines objects which allow a network nmanager to
instruct an agent to test an interface for various faults. A few
comon types of tests are defined in this docunent but nost will be
defined el sewhere, dependent on the particular type of interface.
After testing, the object ifExtnsTestResult can be read to determ ne
the outcone. |If an agent cannot performthe test, ifExtnsTestResult
is set to so indicate. The object ifExtnsTestCode can be used to
provide further test-specific or interface-specific (or even
enterprise-specific) informati on concerning the outcone of the test.
Only one test can be in progress on each interface at any one tine.
If one test is in progress when another test is invoked, the second
test is rejected. Sonme agents may reject a test when a prior test is
active on another interface.

When a test is invoked, the identity of the originator of the request
and the request-id are saved by the agent in the objects

i f Ext nsTest Request|d and ifExtnsTest Conmunity. These val ues renain
set until the next test is invoked. 1In the (rare) event that the
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i nvocation of tests by two network managers were to overlap, then
there woul d be a possibility that the first test’s results might be
overwitten by the second test’s results prior to the first results
being read. This unlikely circunstance can be detected by a network
manager retrieving ifExtnsTest Community, and ifExtnsTest Requestld at
the same tinme as the test results are retrieved, and ensuring that
the results are for the desired request.

In general, a Managenent station must not retransmit a request to
invoke a test for which it does not receive a response; instead, it
properly inspects an agent’s MB to determne if the invocation was
successful. The invocation request is retransnmitted only if the

i nvocati on was unsuccessful.

Sone tests may require the interface to be taken off-line or nay even
require the agent to be rebooted after conpletion of the test. In
these circunstances, comunication with the managenent station

i nvoking the test may be lost until after conpletion of the test.

The agent shoul d make every effort to transmt a response to the
request that invoked the test prior to |losing comrunication. Wen
the agent is restored to normal service, the results of the test are
properly made available in the appropriate objects. Note that this
requires that the iflndex value assigned to an interface nust be
unchanged even if the test causes a reboot. An agent nust reject any
test for which it cannot, perhaps due to resource constraints, make
avail abl e at | east the m ni mum anmount of information after that test
conpl et es.

4.3. Ceneric Receive Address Table
This table contains objects relating to an interface’s support for

receiving packets/frames at nore than one address on the sane
i nterface.
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5. Definitions

RFC1229-M B DEFINI TIONS ::= BEG N
-- Extensions to MB-11"s Ceneric Interface Table
| MPORTS
experimental, Counter FROM RFC1155- SM
Di spl ayStri ng, PhysAddress FROM RFC1213-M B
OBJECT- TYPE FROM RFC-1212;
i f Extensions OBJECT IDENTIFIER ::= { experinental 6 }

- - CGeneric Interface Extensi on Tabl e

-- This group of objects is mandatory for all types of
-- subnetwork interface.

i f Ext nsTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | fExtnsEntry
ACCESS not - accessi bl e
STATUS mandat ory
DESCRI PTI ON
"Alist of interfaces extension entries.
The nunber of entries is given by the val ue
of ifNunmber, defined in [4,6]."
o= { ifExtensions 1 }

i fExtnsEntry OBJECT- TYPE

SYNTAX | f Ext nsEntry

ACCESS not - accessi bl e

STATUS mandat ory

DESCRI PTI ON

"An extension to the interfaces entry,

defined in [4,6], containing additional
obj ects at the subnetwork |ayer and bel ow
for a particular interface."

INDEX { ifExtnslflndex }

:={ ifExtnsTable 1}

| f ExtnsEntry ::=

SEQUENCE {
i f Extnslflndex
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| NTECER,

i f Ext nsChi pSet
OBJECT | DENTI FI ER,

i f Ext nsRev\War e
Di spl ayStri ng,

i fExtnsMul ti castsTransm ttedCks
Count er,

i f Ext nsBroadcast sTransmi ttedCks
Count er,

i f Ext nsMul ti cast sRecei vedCks
Count er,

i f Ext nsBroadcast sRecei vedCks
Count er,

i f Ext nsProm scuous
| NTEGER

i f Extnslflndex OBJECT-TYPE
SYNTAX | NTEGER

ACCESS read-only

STATUS mandat ory
DESCRI PTI ON

"The value of this object identifies the
interface for which this entry contains

ext ended managenent infornmation
of this object for a particular

May 1991

The val ue
i nterface

has the sane value as the iflndex object,
defined in [4,6], for the same interface."

{ ifExtnsEntry 1 }

i f Ext nsChi pSet OBJECT- TYPE

SNVP Wor ki ng G oup

SYNTAX OBJECT | DENTI FI ER
ACCESS read-only
STATUS mandat ory

DESCRI PTI ON
"This object identifies the hardware chip

set being used in the interface.

The

assi gnnent of OBJECT | DENTI FI ERs to various
types of hardware chip sets is managed
by the IANA. If the hardware chip set is

unknown, the object identifier

unknownChi pSet OBJECT IDENTIFIER ::={ 0 0 }

is returned. Note that unknownChi pSet is a

syntactically valid object

identifier, and

any conformant inplenentation of ASN. 1 and
the BER nust be able to generate and

[ Page 6]



RFC 1229 Interface M B Extensions May 1991

recogni ze this value."
o= { ifEXtnsEntry 2}

i f ExXt nsRevWare OBJECT- TYPE
SYNTAX Di splayString (SIZE (0..255))
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON

"An arbitrary octet string that describes
the firmmvare version of this interface.
It is intended that this should be human

readable. It nust only contain ASClI
printable characters. Typically this
will be the firmvare version of the main

interface software."
:={ ifextnsEntry 3}

i fExtnsMul ti castsTransmittedOks OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON
"The count of frames successfully
transmtted to a subnetwork or |ink-Iayer
mul ti cast destination address other than a
br oadcast address. For a MAC | ayer protocol

this includes both G oup and Functi onal
addresses. "

o= { ifEXtnsEntry 4 }

i f Ext nsBroadcastsTransm ttedCks OBJECT- TYPE

SYNTAX Count er

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON
"The count of frames successfully
transmtted to a subnetwork or |ink-Iayer
br oadcast addresses. |t does not include
frames sent to a multicast address.”

c:={ ifExtnsEntry 5 }

i f Ext nsMul ti cast sRecei vedCks OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON

"The count of frames successfully received
that are directed to an active subnetwork
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or link-layer nulticast address (for a MAC
| ayer protocol, this includes both G oup and
Functi onal addresses). This does not include
frames directed to a broadcast address, nor
frames received with errors.”

:={ ifExtnsEntry 6 }

i f Ext nsBroadcast sRecei vedCks OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON
"The count of frames successfully received
that are directed to a subnetwork or
l'i nk-1ayer broadcast address. This does not
i nclude frames received with errors.”
o= { ifEXtnsEntry 7 }

i f Ext nsProm scuous OBJECT- TYPE
SYNTAX | NTEGER {
true(l),
fal se(2)

}
ACCESS read-only -- Note: agent inplenentors are
-- encouraged to extend this
-- access to read-wite if that
-- makes sense in their agent.
STATUS mandat ory
DESCRI PTI ON
"This object has a value of false(2) if
this interface only accepts packets/franes
that are addressed to this station. This
obj ect has a value of true(1l) when the
station accepts all packets/franes
transmtted on the nedia. The value
true(l) is only legal on certain types of
nedia. |If legal, setting this object to a
value of true(l) may require the interface
to be reset before becom ng effective.”
c:={ ifextnsEntry 8 }

- - CGeneric Interface Test Tabl e

-- This group of objects is optional, but if the table is
-- inmplenented, all objects in the table nust be inpl enented.
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i f Ext nsTest Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF |fExtnsTestEntry
ACCESS not - accessi bl e
STATUS nandat ory
DESCRI PTI ON
"This table contains one entry per interface."
o= { ifExtensions 2 }

i fExt nsTest Entry OBJECT- TYPE

SYNTAX |fExtnsTestEntry

ACCESS not - accessi bl e

STATUS nandat ory

DESCRI PTI ON
"An entry containing objects for invoking
tests on an interface.”

INDEX { ifExtnsTestlflndex }

o= { ifEXtnsTestTable 1 }

| f ExtnsTestEntry ::=
SEQUENCE {

i f Ext nsTest|fl ndex
| NTEGER,

i f Ext nsTest Conmruni ty
OCTET STRI NG,

i f Ext nsTest Request | d
| NTEGER,

i f Ext nsTest Type
OBJECT | DENTI FI ER,

i f Ext nsTest Resul t
| NTEGER,

i f Ext nsTest Code
OBJECT | DENTI FI ER

}

i fExtnsTest|flndex OBJECT-TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"The value of this object identifies the
interface for which this entry contains
information on interface tests. The val ue
of this object for a particular interface
has the sane value as the iflndex object,
defined in [4,6], for the same interface."
o= { ifExtnsTestEntry 1 }
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i f Ext nsTest Conmunity OBJECT- TYPE

SYNTAX OCTET STRI NG
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"Thi s object contains the nane of the SNWP
aut hentication community [5] which was used

to authenticate the SNMP Message which invoked

the current or nbst recent test on this
interface. |f the authentication conmunity
i's unknown or undefined, this value contains
the zero-length string."

c:={ ifExtnsTestEntry 2 }

i f Ext nsTest Requestld OBJECT- TYPE

SYNTAX | NTEGER
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"Thi s object contains the value of the
request-id field in the SNMP PDU [5] which
i nvoked the current or nobst recent test on
this interface. |If the request-id is
unknown or undefined, this value contains
the val ue zero."
o= { ifExtnsTestEntry 3 }

i f Ext nsTest Type OBJECT-TYPE

SNVP Wor ki ng G oup

SYNTAX OBJECT | DENTI FI ER
ACCESS read-wite
STATUS nandat ory
DESCRI PTI ON
"A control variable used to start and stop
operator-initiated interface tests.

Most OBJECT | DENTI FI ER val ues assi gned
to tests are defined el sewhere, in associ-
ation with specific types of interface.
However, this docunment assigns a value for
a full-duplex | oopback test, and defines the
speci al meani ngs of the subject identifier:

noTest OBJECT IDENTIFIER ::={ 0 0 }

When the val ue noTest is witten to this
object, no action is taken unless a test is
in progress, in which case the test is
aborted. Witing any other value to this
object is only valid when no test is
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currently in progress, in which case the
indicated test is initiated.

Note that noTest is a syntactically valid
object identifier, and any confor mant
i mpl ementation of ASN.1 and BER nust be able
to generate and recogni ze this val ue.

When read, this object always returns
the nost recent value that ifExtnsTest Type
was set to. If it has not been set since
the last initialization of the network
managenent subsystem on the agent, a val ue
of noTest is returned.”

c:={ ifExXtnsTestEntry 4 }

wel | KnownTests OBJECT IDENTIFIER ::= { ifExtensions 4 }

--  full-duplex | oopback test
test Ful | Dupl exLoopBack OBJECT | DENTI FIER :: =
{ well KnownTests 1 }

i fExtnsTest Result OBJECT- TYPE
SYNTAX | NTEGER {

none(1), -- no test yet requested
success(2),
i nProgress(3),
not Supported(4),
unAbl eToRun(5), -- due to state of system
aborted(6),
failed(7)

}
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
"Thi s object contains the result of the nobst
recently requested test, or the val ue
none(l) if no tests have been requested since
the last reset. Note that this facility
provi des no provision for saving the results
of one test when starting another, as could
be required if used by nultiple nmanagers
concurrently.”
o= { ifExtnsTestEntry 5 }

i f Ext nsTest Code OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
ACCESS read-only
STATUS nandat ory
DESCRI PTI ON
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"Thi s object contains a code which contains
nore specific information on the test result,
for exanple an error-code after a failed
test. FError codes and other values this
obj ect may take are specific to the type of
interface and/or test. However, one subject
identifier:

t est CodeUnknown OBJECT IDENTIFIER ::={ 0 0 }

for use if no additional result code is
avai |l abl e.

Not e that testCodeUnknown is a
syntactically valid object identifier, and
any conformant inplenentation of ASN. 1 and
the BER nust be able to generate and
recogni ze this val ue.”

o= { ifEXtnsTestEntry 6 }

-- Generic Receive Address Tabl e

-- This group of objects is nmandatory for all types of

-- interfaces which can receive packets/frames addressed to
-- nore than one address.

i f Ext nsRcvAddr Tabl e  OBJECT- TYPE
SYNTAX SEQUENCE OF |f Ext nsRcvAddrEntry
ACCESS not - accessi bl e
STATUS mandat ory
DESCRI PTI ON
"This table contains an entry for each
address (broadcast, nulticast, or uni-cast)
for which the systemw || receive packets/
frames on a particular interface. Wen an
interface is operating in prom scuous node,
entries are only required for those addresses
for which the system woul d receive franes
were it not operating in proniscuous node."
:={ ifExtensions 3}

i f ExXt nsRcvAddr Entry OBJECT- TYPE
SYNTAX | f Ext nsRcvAddr Entry
ACCESS not - accessi bl e
STATUS mandat ory

DESCRI PTI ON
"Alist of objects identifying an address
for which the systemw |l accept packets/
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frames on a particular interface."
INDEX { ifExtnsRcvAddrlflndex, ifExtnsRcvAddress }
o= { ifEXtnsRcvAddr Table 1 }

| f EXt nsSRcvAddrEntry :: =
SEQUENCE {

i f Ext nsRcvAddr | fl ndex
| NTECER,

i f Ext nsRcvAddr ess
PhysAddr ess,

i f Ext nsRcvAddr St at us
| NTEGER

}

i f Ext nsRcvAddr| fl ndex OBJECT- TYPE

SYNTAX | NTEGER

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON

"The value of iflndex, defined in [4,6], of an

i nterface which recognizes this entry’s
address. "

o= { ifEXtnsRcvAddrEntry 1 }

i f Ext nsRcvAddr ess OBJECT- TYPE
SYNTAX PhysAddr ess
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON
"An address for which the systemw || accept
packets/franmes on this entry’'s interface.”
o= { ifEXtnsRcvAddrEntry 2 }

i f Ext nsRcvAddr St at us OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1),
i nvalid(2),
vol atile(3),
nonVol ati | e(4)

}
ACCESS read-wite
STATUS mandat ory
DESCRI PTI ON
"Thi s object has the val ue nonVol atil e(4)
for those entries in the table which are
valid and will not be del eted by the next
restart of the managed system Entries
having the value volatile(3) are valid
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6.

and exist, but have not been saved, so

that will not exist after the next

restart of the managed system Entries
havi ng the value other(1l) are valid and

exi st but are not classified as to whether
they will continue to exist after the next
restart. Entries having the value invalid(2)
are invalid and do not represent an address
for which an interface accepts franes.

Setting an object instance to one of
t he val ues other (1), volatile(3), or
nonVol atil e(4) causes the corresponding
entry to exist or continue to exist, and
to take on the respective status as regards
the next restart of the nmanaged system

Setting an object instance to the val ue
i nvalid(2) causes the corresponding entry
to becone invalid or cease to exist.

It is an inplenmentation-specific matter
as to whether the agent renoves an
invalidated entry fromthe table.

Accordi ngly, managenent stations nust be
prepared to receive tabular informtion
from agents that corresponds to entries not
currently in use. Proper interpretation of
such entries requires exam nation of the
rel evant ifExtnsRcvAddr St atus obj ect
i nstance. "

DEFVAL { volatile }

.= { ifEXtnsRcvAddrEntry 3 }

END
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Security Considerations

Security issues are not discussed in this neno.
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