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Abstract

Thi s docunent describes the authentication option to the telnet [1]
protocol as a generic nmethod for negotiating an authentication type
and node includi ng whet her encryption should be used and if
credentials should be forwarded. Wile this docunment summarizes
currently utilized commands and types it does not define a specific
aut hentication type. Separate docunents are to be published defining
each aut hentication type.

Thi s docunent updates a previous specification of the tel net
aut hentication option, RFC 1416 [2], so that it can be used to
securely enable the telnet encryption option [3].

1. Command Nanes and Codes
AUTHENTI CATI ON 37

Aut henti cati on Commmands
IS

SEND

REPLY

NAME

wWN O

Aut henti cati on Types
NUL L 0
KERBEROS V4 1
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KERBEROS V5 2
SPX* 3
M NK* 4
SRP 5
RSA*[ al so used by SRA*] 6
SSL* 7
[ unassi gnhed] 8
[ unassi gnhed] 9
LOKI * 10
SSA* 11
KEA SJ 12
KEA SJ_| NTEG 13
DSS 14
NTLIVF 15

Aut hentication types followed by (*) were never subrmitted to the
| ETF for consideration as an Internet standard.

Fol | owi ng historical practice, future authentication type nunbers
and authentication nodifiers will be assigned by the | ANA under a
First Cone First Served policy as outlined by RFC 2434 [4].
Despite the fact that authentication type nunbers are allocated
out of an 8-bit nunber space (as are nost values in the tel net
specification) it is not anticipated that the nunber space is or
wi Il becone in danger of being exhausted. However, if this
shoul d becone an issue, when over 50% of the nunber space becones
al l ocated, the | ANA shall refer allocation requests to either the
| ESG or a designated expert for approval. [|ANA is instructed not
to i ssue new suboption values w thout subnission of docunentation
of their use.

Modi fiers

AUTH_WHO_MASK 1
AUTH_CLI ENT_TO_SERVER 0
AUTH_SERVER TO CLI ENT 1
AUTH_HOW MASK 2
AUTH_HOW ONE_WAY 0
AUTH_HOW MUTUAL 2
ENCRYPT_MASK 20
ENCRYPT_OFF 0
ENCRYPT_USI NG_TELOPT 4
ENCRYPT_AFTER_EXCHANGE 16
ENCRYPT_RESERVED 20
| Nl_CRED FWD_MASK 8

| Nl _CRED FWD_OFF 0
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| Nl _CRED FWD_ON 8
2.  Command Meani ngs

Thi s docunent mekes reference to a "server" and a "client". For the
pur poses of this docunent, the "server" is the side of the connection
that perforned the passive TCP open (TCP LI STEN state), and the
"client" is the side of the connection that did the active open

| AC WLL AUTHENTI CATI ON

The client side of the connection sends this conmand to indicate
that it is willing to send and receive authentication informtion

| AC DO AUTHENTI CATI ON

The servers side of the connection sends this conmmand to indicate
that it is willing to send and receive authentication informtion

| AC WONT AUTHENTI CATI ON

The client side of the connection sends this command to indicate
that it refuses to send or receive authentication information; the
server side must send this command if it receives a DO
AUTHENTI CATI ON conmand.

| AC DONT AUTHENTI CATI ON

The server side of the connection sends this command to indicate
that it refuses to send or receive authentication information; the
client side nmust send this command if it receives a WLL
AUTHENTI CATI ON conmand.

| AC SB AUTHENTI CATI ON SEND aut hentication-type-pair-list | AC SE

The sender of this command (the server) requests that the renote
side send authentication informati on for one of the authentication
types listed in "authentication-type-pair-list”. The
"authentication-type-pair-list" is an ordered |ist of

"aut hentication-type" pairs. Only the server side (DO

AUTHENTI CATION) is allowed to send this.

| AC SB AUTHENTI CATION I S aut hentication-type-pair <auth data> | AC SE
The sender of this command (the client) is sending the
aut hentication informati on for authentication type

"authentication-type-pair". Only the client side (WLL
AUTHENTI CATION) is allowed to send this.
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| AC SB AUTHENTI CATI ON REPLY aut henti cation-type-pair <auth data> | AC
SE

The sender of this command (the server) is sending a reply to the
the authentication information received in a previous |IS comrand.
Only the server side (DO AUTHENTI CATION) is allowed to send this.

| AC SB AUTHENTI CATI ON NAME renpt e-user | AC SE

This optional conmand is sent to specify the account name on the
renote host that the user wishes to be authorized to use. Note
that authentication may succeed, and the authorization to use a
particul ar account may still fail. Some authentication nmechani sns
may ignhore this comand.

The "aut hentication-type-pair"” is two octets, the first is the

aut hentication type, and the second is a nodifier to the type. The
aut hentication type nmay or may not include built-in encryption. For

i nstance, when the Kerberos 4 authentication type is negotiated
encryption nmust be negotiated with the tel net ENCRYPT opti on.

However, the SSL and KEA SJ authentication types provide an encrypted
channel as part of a successful telnet AUTH option negotiati on.

There are currently five one bit fields defined in the nodifier. The
first two of these bits are processed as a pair, the AUTH WHO MASK
bit and the AUTH HOW MASK bit. There are four possible conbinations
of these two bits:

AUTH_CLI ENT_TO_SERVER
AUTH_HOW ONE_WAY

The client will send authentication information about the | ocal
user to the server. |If the negotiation is successful, the
server will have authenticated the user on the client side of

t he connecti on.

AUTH_SERVER TO CLI ENT
AUTH_HOW ONE_WAY

The server will authenticate itself to the client. |f the
negotiation is successful, the client will know that it is
connected to the server that it wants to be connected to.

AUTH_CLI ENT_TO_SERVER
AUTH_HOW MUTUAL

The client will send authentication information about the | ocal
user to the server, and then the server will authenticate
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itself to the client. |If the negotiation is successful, the
server will have authenticated the user on the client side of
the connection, and the client will know that it is connected

to the server that it wants to be connected to.

AUTH_SERVER TO CLI ENT
AUTH_HOW MUTUAL

The server will authenticate itself to the client, and then the
client will authenticate itself to the server. |f the
negotiation is successful, the client will know that it is
connected to the server that it wants to be connected to, and
the server will know that the client is who it clains to be.

The third and fifth bits in the nodifier are the ENCRYPT_MASK
bits. These bits are used to determine if and how encryption
shoul d be enabled. O the four possible conbinations only three
are currently defined:

ENCRYPT_OFF

Encryption will not be used for this session. TELOPT
ENCRYPT SHOULD NOT be negotiated. This nobde MJST be used
with all AUTH types that do not provide a shared secret to
be used as a session key.

ENCRYPT_USI NG_TELOPT

Encryption will be negotiated via the use of TELOPT ENCRYPT.
I medi ately after authentication has conpleted TELOPT
ENCRYPT MUST be negotiated in both directions. This is
required to occur before credentials forwarding; other
telnet options are negotiated; or any user data is
transmtted. A failure to successfully negotiate TELOPT
ENCRYPT in either direction MJST result in inmedi ate session
term nation.

ENCRYPT_AFTER EXCHANGE

Encryption will be activated in both directions i mediately
after the successful exchange of the shared secret to be
used as the session key. The encryption algorithmto be
used MIUST be inplied by the AUTH type.

The fourth bit field in the nodifier is the NIl _CRED FWD MASK bit.
This bit is either set to IN_CRED FWD ON or I N _CRED FWD OFF
This bit is set by the client to advise the server to expect
forwarded credentials fromthe client.
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3.

| NIl_CRED FWD_OFF

The client will not be forwarding credentials to the server
Thi s node must be used if the selected authentication nethod
does not support credentials forwarding.

| Nl_CRED FWD_ON

Once aut hentication, and perhaps encryption, conpletes, the
client will immediately forward authentication credentials
to the server.

The notivation for this advisory bit is that the server may w sh
to wait until the forwarded credentials have been sent before
starting any operating systemspecific |ogin procedures which may
depend on these credentials. Note that credentials forwardi ng may
not be supported by all authentication nmechanisns. It is a
protocol error to set this bit if the underlying authentication
mechani sm does not support credentials forwarding.

Credentials forwardi ng MIJST NOT be performed if

AUTH_CLI ENT_TO_SERVER| AUTH_HOW ONE_WAY was used since the identity
of the server can not be assured. Credentials SHOULD NOT be
forwarded if the telnet connection is not protected using sone
encryption or integrity protection services.

Note that ol der inplenentations of the telnet authentication
option will not understand the ENCRYPT_MASK and | Nl _CRED FWD MASK
bits. Hence an inplenmentation wishing to offer these bits should
of fer authentication type pairs with these bits both set and not
set if backwards conpatibility is required.

Def aul t Specification

The default specification for this option is
WONT AUTHENTI CATI ON DONT AUTHENTI CATI ON

meani ng there will not be any exchange of authentication information.

Mot i vati on
One of the deficiencies of the Telnet protocol is that in order to
log into renpte systens, users have to type their passwords, which
are passed in clear text through the network. [|f the connections go

t hrough untrusted networks, there is the possibility that passwords
will be conpromi sed by sonmeone watching the packets while in transit.
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The purpose of the AUTHENTI CATION option is to provide a franmework
for the passing of authentication infornmation through the TELNET
session, and a nmechanismto enable encryption of the data streamas a
side effect of successful authentication or via subsequent use of the
tel net ENCRYPT option. This means that: 1) the users password will
not be sent in clear text across the network, 2) if the front end

tel net process has the appropriate authentication information, it can
automatically send the information, and the user will not have to
type any password. 3) once authentication has succeeded, the data
stream can be encrypted to provide protection against active attacks.

It is intended that the AUTHENTI CATI ON opti on be general enough that
it can be used to pass information for any authentication and
encryption system

5. Security Inplications

The ability to negotiate a common aut henticati on nmechani sm bet ween
client and server is a feature of the authentication option that
shoul d be used with caution. Wen the negotiation is perforned, no
aut henti cati on has yet occurred. Therefore each system has no way of
knowi ng whether or not it is talking to the systemit intends. An
intruder could attenpt to negotiate the use of an authentication
systemwhich is either weak, or already conproni sed by the intruder.

If the authentication type requires that encryption be enabled as a
separate optional negotiation (the ENCRYPT option), it will provide a
wi ndow of vulnerability fromwhen the authentication conpletes, up to
and including the negotiation to turn on encryption by an active
attacker. An active attack is one where the underlying TCP stream
can be nodified or taken over by the active attacker. |If the server
only offers authentication type pairs that include the
ENCRYPT_USI NG _TELOPT set in the ENCRYPT_MASK field, this will avoid
the wi ndow of vulnerability, since both parties will agree that

tel net ENCRYPT option nust be successfully negotiated i medi ately
follow ng the successful conpletion of telnet AUTH

O her authentication types Iink the enabling of encryption as a side
ef fect of successful authentication. This will also provide
protection against the active attacker. The ENCRYPT_AFTER EXCHANCE
bit allows these authentication types to negotiate encryption so that
it can be nmade optional

Anot her opportunity for active attacks is presented when encryption

may be turned on and off wi thout re-authentication. Once encryption
is disabled, an attacker nmay hijack the telnet stream and interfere
with attenpts to restart encryption. Therefore, a client SHOULD NOT
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support the ability to turn off encryption. Once encryption is
disabled, if an attenpt to re-enable encryption fails, the client
MJUST term nate the tel net connection.

It is inportant that in both cases the authentication type pair be
integrity protected at the end of the authentication exchange. This
must be specified for each authentication type to ensure that the
result of the telnet authentication option negotiation is agreed to
by both the client and the server. Sone authentication type
suboptions may wish to include all of the telnet authentication
negoti ati on exchanges in the integrity checksum to fully protect the
entire exchange.

Each side MJST verify the consistency of the auth-type-pairs in each
nmessage received. Any variation in the auth-type-pair MJST be
treated as a fatal protocol error.

6. Inplementation Rules

WLL and DO are used only at the beginning of the connection to
obtain and grant perm ssion for future negotiations.

The authentication is only negotiated in one direction; the server
nmust send the "DO', and the client nust send the "WLL". This
restriction is due to the nature of authentication; there are three
possi bl e cases; server authenticates client, client authenticates
server, and server and client authenticate each other. By only
negotiating the option in one direction, and then deterni ning which
of the three cases is being used via the suboption, potenti al

anbiguity is renoved. |If the server receives a "DO', it nust respond
with a "WONT". If the client receives a "WLL", it nust respond with
a "DONT".

Once the two hosts have exchanged a DO and a WLL, the server is free
to request authentication information. |In the request, a list of
supported authentication types is sent. Only the server may send
requests ("I AC SB AUTHENTI CATI ON SEND aut henti cation-type-pair-|ist
IAC SE"). Only the client may transmt authentication infornmation

via the "I AC SB AUTHENTI CATION | S aut hentication-type ... | AC SE"
conmand. Only the server may send replies ("I AC SB AUTHENTI CATI ON
REPLY aut hentication-type ... 1AC SE'). As many IS and REPLY

subopti ons may be exchanged as are needed for the particul ar
aut henti cati on schenme chosen

If the client does not support any of the authentication types |listed
in the authentication-type-pair-list, a type of NULL should be used
to indicate this in the ISreply. Note that if the client responds
with a type of NULL, the server nay choose to close the connection
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When the server has concl uded that authentication cannot be
negotiated with the client it should send | AC DONT AUTH to the
client.

The order of the authentication types MJST be ordered to indicate a
preference for different authentication types, the first type being
the nost preferred, and the last type the | east preferred.

As long as the server is WLL AUTH it may request authentication
information at any tine. This is done by sending a new list of
supported aut hentication types. Requesting authentication

i nformati on nay be done as a way of verifying the validity of the
client’s credentials after an extended period of tinme or to negotiate
a new session key for use during encryption.

7. User Interface

Normal | y protocol specifications do not address user interface

speci fications. However, due to the fact that the user will probably
want to be able to configure the authentication and encryption and
know whet her or not the negotiations succeeded, sone gui dance needs
to be given to inplenentors to provide sone mnimml evel of user
contr ol

The user MJST be able to specify whether or not authentication is to
be used, and whether or not encryption is to used if the

aut henti cati on succeeds. There SHOULD be at |east four settings,
REQUI RE, PROVPT, WARN and DI SABLE. Setting the authentication switch
to REQUIRE neans that if the authentication fails, then an
appropriate error nessage nust be displayed and the TELNET connecti on
must be terminated. Setting the authentication switch to PROWT
means that if the authentication fails, then an appropriate error
nmessage nust be displayed and the user nust be pronpted for
confirmati on before continuing the TELNET session. Setting the

aut hentication switch to WARN neans that if the authentication fails,
then an appropriate error nessage nust be displayed before conti nui ng
the TELNET session. Setting the authentication switch to DI SABLE
means that authentication will not be attenpted. The encryption

swi tch SHOULD have the same settings as the authentication switch
however its settings are only used when authentication succeeds. The
default setting for both switches should be WARN. Both of these

swi tches may be inplenmented as a single switch, though having them
separate gives nore control to the user.
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8. Exanple
The following is an exanple of use of the option:

Cient Server
| AC DO AUTHENTI CATI ON

| AC W LL AUTHENTI CATI ON

[ The server is now free to request authentication information.

]

| AC SB AUTHENTI CATI ON SEND
KERBEROS V4 CLI ENT| MUTUAL
KERBERCS_V4 CLI ENT| ONE_WAY | AC

SE
[ The server has requested nutual Kerberos authentication, but is
willing to do just one-way Kerberos authentication. The client
will now respond with the nanme of the user that it wants to | og

in as, and the Kerberos ticket. ]
| AC SB AUTHENTI CATI ON NAME "j oe"
| AC SE
| AC SB AUTHENTI CATION I S
KERBERCS V4 CLI ENT| MUTUAL AUTH 4
7 1 67 82 65 89 46 67 7 9 77 0
48 24 49 244 109 240 50 208 43
35 25 116 104 44 167 21 201 224
229 145 20 2 244 213 220 33 134
148 4 251 249 233 229 152 77 2
109 130 231 33 146 190 248 1 9
31 95 94 15 120 224 0 225 76 205
70 136 245 190 199 147 155 13

| AC SE
[ The server responds with an ACCEPT command to state that the
aut henti cati on was successful. ]

| AC SB AUTHENTI CATI ON REPLY
KERBEROS V4 CLI ENT| MUTUAL ACCEPT
| AC SE
[ Next, the client sends across a CHALLENGE to verify that it is
really talking to the right server. ]
| AC SB AUTHENTI CATION I S
KERBERCS V4 CLI ENT| MUTUAL
CHALLENGE xX XX XX XX XX XX XX
xx | AC SE
[ Lastly, the server sends across a RESPONSE to prove that it
really is the right server

| AC SB AUTHENTI CATI ON REPLY
KERBERCS V4 CLI ENT| MUTUAL

RESPONSE yy yy yy Yy YY VY Yy Yy
| AC SE
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The following is an exanple of use of the option with encryption
negoti ated via tel net ENCRYPT:

Cient Server
| AC DO AUTHENTI CATI ON

| AC W LL AUTHENTI CATI ON

[ The server is now free to request authentication information.

]

| AC SB AUTHENTI CATI ON SEND
KERBEROS V4
CLI ENT| MUTUAL| ENCRYPT_USI NG_TELOPT
KERBEROS V4 CLI ENT| ONE_WAY | AC

SE
[ The server has requested nutual Kerberos authentication, but is
willing to do just one-way Kerberos authentication. In both
cases it is willing to encrypt the data stream The client
will now respond with the nanme of the user that it wants to | og

in as, and the Kerberos ticket. ]
| AC SB AUTHENTI CATI ON NAME "j oe"
| AC SE
| AC SB AUTHENTI CATION I S
KERBEROS V4
CLI ENT| MJTUAL| ENCRYPT_USI NG_TELOPT
AUTH 4 7 1 67 82 65 89 46 67 7 9
77 0 48 24 49 244 109 240 50 208
43 35 25 116 104 44 167 21 201
224 229 145 20 2 244 213 220 33
134 148 4 251 249 233 229 152 77
2 109 130 231 33 146 190 248 1 9
31 95 94 15 120 224 0 225 76 205
70 136 245 190 199 147 155 13

| AC SE
[ The server responds with an ACCEPT command to state that the
aut henti cati on was successful. ]
| AC SB AUTHENTI CATI ON REPLY
KERBEROS V4

CLI ENT| MUTUAL| ENCRYPT_USI NG_TELOPT
ACCEPT | AC SE
[ Next, the client sends across a CHALLENGE to verify that it is
really talking to the right server. ]
| AC SB AUTHENTI CATION I S
KERBEROS V4
CLI ENT| MUTUAL| ENCRYPT_USI NG_TELOPT
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CHALLENGCE xXx XX XX XX XX XX XX
xx | AC SE
[ The server sends across a RESPONSE to prove that it really is
the right server. ]
| AC SB AUTHENTI CATI ON REPLY
KERBEROS V4
CLI ENT| MUTUAL| ENCRYPT_USI NG_TELOPT
RESPONSE yy yy yy Yy yy Yy yy vy
| AC SE
[ At this point, the client and server begin to negotiate the
tel net ENCRYPT option in each direction for a secure channel.
If the option fails in either direction for any reason the
connection nmust be imedi ately term nated. ]

The following is an exanple of use of the option with integrated
encryption:

Cient Server
| AC DO AUTHENTI CATI ON
| AC W LL AUTHENTI CATI ON
[ The server is now free to request authentication information.

]
| AC SB AUTHENTI CATI ON SEND

KEA_SJ
CLI ENT| MUTUAL| ENCRYPT_AFTER_EXCHANGE
| AC SE
[ The server has requested mutual KEA authentication with
SKI PJACK encryption. The client will now respond with the nane

of the user that it wants to log in as and the KEA cert. ]
| AC SB AUTHENTI CATI ON NAME "j oe"
| AC SE | AC SB AUTHENTI CATION I S
KEA_SJ
CLI ENT| MUTUAL| ENCRYPT_AFTER_EXCHANGE
"1 CertAl|Ra | AC SE
[ The server responds with its KEA Cert. ]

| AC SB AUTHENTI CATI ON REPLY

KEA_SJ

CLI ENT| MJUTUAL| ENCRYPT_AFTER_EXCHANGE
1 2!

CertB| | Rb| | I Vb] | Encrypt (NonceB)

| AC SE

[ Next, the client sends across a CHALLENGE to verify that it is
really talking to the right server. ]

| AC SB AUTHENTI CATION IS KEA SJ

CLI ENT| MUTUAL| ENCRYPT_AFTER_EXCHANGE

"3" IVa|| Encrypt( NonceB xor

0x0C18 || NonceA ) |AC SE
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11.

Ts’

[ At this point, the client begins to encrypt the outgoing data
stream and the server, after receiving this command, begins to
decrypt the inconming data stream Lastly, the server sends
across a RESPONSE to prove that it really is the right server.

]
| AC SB AUTHENTI CATI ON REPLY
KEA SJ
CLI ENT| MUTUAL| ENCRYPT_AFTER_EXCHANGE
"4 Encrypt( NonceA xor 0x0C18 )
| AC SE

[ At this point, the server begins to encrypt its outgoing data
stream and the client, after receiving this command, begins to
decrypt its inconming data stream ]

It is expected that any inplenentation that supports the Tel net
AUTHENTI CATI ON option will support all of this specification.

Security Considerations

This nenp describes a general framework for adding authentication and
encryption to the telnet protocol. The actual authentication

nmechani smis described in the authentication suboption
specifications, and the security of the authentication option is
dependent on the strengths and weaknesses of the authentication
subopti on.

It should be noted that the negotiation of the authentication type
pair is not protected, thus allowing an attacker to force the result
of the authentication to the weakest nutually acceptabl e net hod.

(For exanple, even if both sides of the negotiation can accept a
"strong" mechanismand a "40-bit" mechanism an attacker could force
selection of the "40-bit" mechanism) An inplenentation shoul d
therefore only accept an authentication mechanismto be negotiated if
it iswlling to trust it as being secure.

It should also be noted that the negotiation of the usernane in the
| AC SB AUTHENTI CATI ON NAME nane | AC SE nessage i s not protected.

| mpl enent ati ons should verify the value by a secure nethod before
using this untrusted val ue.
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13.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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