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Scherma Publishing in X. 500 Directory
Status of this Meno

This neno defines an Experinental Protocol for the Internet
comunity. This meno does not specify an Internet standard of any
ki nd. Discussion and suggestions for inprovenment are requested.
Distribution of this neno is unlimted.

Abstract

The X. 500 directory provides a powerful mechanismfor storing and
retrieving informati on about objects of interest. To interpret the
information stored in the directory, the schema nust be known to al
the conmponents of the directory. Presently, there are no neans ot her
than ftp to distribute schema information across the Internet. This
is proving to be a severe constraint as the Directory is grow ng.
Thi s docunent presents a solution to the schema distribution problem
usi ng the existing mechani snms of the directory. A naming schene for
nam ng schema objects and a nmeta-schema for storing schema objects is
presented. The procedures for fetching unknown schema fromthe
directory at runtine are descri bed.
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1. Introduction

The X. 500 Directory [1] is now used for a wi de range of applications
from nane/ address | ookup to network managenent, from restaurant
information to bibliographic information services. This information
is distributed and nmanaged across a network of many autononous sites.
In order to interpret the information stored in the directory, the
conmponents of the directory nmust have know edge about the structure
and representation (schem) of the information held within the
directory.

The distributed nature of the network and the relatively slow process
of standardi zation have given rise to the challenging task of making
accessible the informati on about the schema rul es thenselves. A
mechani sm for nmaki ng the schena accessible to the functiona
conmponents of the directory is urgently required.

The 1993 X. 500 Directory Standard [2] has attenpted to address the
probl em of schema managenent and distribution. The 1993 franework
does provide the means for storing and retrieving schema information
in the directory. However, the resolution of unknown O Ds will
require both the DUA and the DSA to be conpliant with [2].

In this docunent we propose a solution using the existing nechani sns
of the directory [1] itself. W present a nanmi ng schenme for nam ng
schema objects and a neta-schema for storing schema objects in the
directory. The proposal allows the algorithnic resolution of unknown
objects in the directory and in the absence of 1993 X 500 Directory
St andard i npl enentati ons provides an interimsolution to the schema
publ i shing probl em

2. Schema Managenent

The storage and retrieval nmechani smprovided by the directory is
powerful and flexible. However, the key to the directory is the
know edge of the schenma rules defined for the objects represented in
the directory. To facilitate the diffusion of this know edge
appropri ate schena managenment mechani snms need to be designed. Schena
managenent invol ves:

o

Storage of schema information in the directory

Al gorithmc access to and retrieval of schena information
in the directory

Definition of rules for schema nodification

Propagati on of schema information from one conponent of the
directory to other conponents of directory

o

o O
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In this docunment we concentrate on the aspect of schenma
access/retrieval fromthe directory. Since schema objects are defined
and enpl oyed, the nodification , addition and del etion of schema

obj ects can be carried out using existing directory nechani sns. But
the operational issue of synchronizing the schema with the DIB will
require further attention. Similarly the issue of schema propagation
requires further work and is outside the scope of this docunent. The
strategy proposed in this docunent has a very sinple and workabl e
approach. No added DAP/DSP functionality is envisaged. At the sane
time by using the directory’s distributed franework scalability

probl ens are avoided. In essence, it allows the distributed storage
of schema objects and proposes a naning schene which all ows
algorithmic schena retrieval. O course, on the down side, nore than
one directory read operation nay be required to retrieve the

i nformati on about an object and its attributes, as objects and
attributes are stored as separate entries in the directory.

As schena information of all objects in a naming context are stored
bel ow the root entry of that nam ng context, the same DSA will be
able to supply the schema infornation stored in that DSA. Thus there
is no need to contact another DSA for resolving the schema of an
object stored in the | ocal DSA

3. Storage of Schema Information in the Directory

The schema information may be stored and distributed using nmechani sns
external to the X 500 directory standard [5]. This document proposes
storing schema information in the directory. It has the follow ng
advant ages:

0 The conponents of the directory can access the schema
i nformation using the standard directory protocols.

o The nature of the directory naturally allows the schema
to be distributed. Schema used locally can be kept in the
|l ocal DSA itself whereas schema for general objects like
person, organization etc can be nade available to al
conponents of the directory by publishing it.

In the operational nodel, the schema information in the directory is

expected to conplenent the schema information held in centra
repositories.
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3.1 Naming Schene for the Schema

The schema information is stored in a distributed manner. W propose
a nodel in which each nam ng context stores the schena relevant to
it.
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Figure 1: DIT with schema objects

To store the schenma information, an object called subschema object is
defined. This object can conme anywhere in the Directory Information
Tree (DI T). The subscherma is defined as a subclass of Top. The
subschema entry is stored below the root entry of a nami ng context.
The root entry of a nanming context nust contain a subschema subentry,
named {CN= Subschema}. This standard nam ng net hodol ogy i s necessary
so that the conponents of the directory can easily and
algorithmically |ocate the schena entries. Al schena information
relevant to that naming context is stored bel ow the subscherma entry.
Children of the subschena entry store informati on about objects,
attribute types, attribute syntaxes or matching rules. The DI T
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structure for storing schema information is shown in Figure 1.
Schenma for these objects are given in section 5.

4. Retrieval of Schena fromthe Directory

When an unknown object is encountered by any conponent of directory
during a directory operation, it proceeds the followi ng way to
resol ve the schena

The RDN conponent at the |eaf-end of the nane of the object whose
schema is to be resolved is replaced by the RDNs "oi d=<obj ect
identifier of the new object> CN=subschema" and a read request is
initiated for the newly formed nane. |If the entry is not found, two
RDN conponents fromthe | eaf-end of the name of the object are

repl aced by the RDNs "oi d=<object identifier of the new object>,
CN=subschenma" and another read is attenpted. The process continues
until the read succeeds. For exanple, while resolving the schena of
the object "IPN =spark, OU=Departnent of Conputer Science, O=Indian
Institute of Technology, Madras , C=IN', if the schema of the object
IPNI (1P Node Image) is not known to a conponent of the directory,
the followi ng procedure will be adopted.

Let the object id for the object IPNl be ipni. The RDN "I PN =spar k"
is removed fromthe distinguished nanme of the entry and the RDNs

"oi d=i pni, CN= Subschemn" is appended. The nane thus forned is

"oi d=i pni, CN=subschema, OU=Departnent of Conputer Science, O=lndian
Institute of Technol ogy, Madras, C=IN' A read request is initiated on
this nane. |f the distinguished nane "QOUJ Departnent of Conputer

Sci ence, O=Indian Institute of Technol ogy, Madras, C=IN' is the

context prefix of a nam ng context, this read request will result in
the directory returning the schema for the object IPNI. If it is not,
the read operation will fail. In that case, a read operation is

initiated with distinguished nane "oi d=i pni, CN= subschema, O=lndi an
Institute of Technol ogy, Madras, C=IN'. For the DI T structure shown
in Figure-1, this query will succeed and the schema information wll
be returned. The schema for the requested object will always be

| ocated bel ow the starting entry of the naning context in which the
entry is |ocated.
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5. The Met a- Schenma
experinmental = 1.3.6.1.3

schema OBJECT | DENTI FI ER
;= {experinmental 65}

schemabj ect Cl ass OBJECT | DENTI FI ER
::= {schema. 1}

schemaAttri bute OBJECT | DENTI FI ER
::= {schema. 2}

subschema OBJECT CLASS
Subcl ass of TOP
MUST CONTAI N {
commonNane
- - For nanming

}
.= {schemaObj ect Cl ass. 1}

obj ect Cl ass OBJECT CLASS
Subcl ass of TOP
MUST CONTAI N {
obj ectldentifier
- - This field stores the object identifier of object
- - represented by an object class entry. This attribute
- - is used for nam ng an object class entry.

}
MAY CONTAI N {
conmonNane,

- - This field is used to store the nanme of the object
mandat or yNami ngAttri butes,
mandat or yAttri butes,
opti onal Nani ngAtti butes,
optional Attri butes,
obsol et e,
descri pti on,
subd assOf

}
.= {schemaObj ect Cl ass. 2}

attri buteType OBJECT CLASS
Subcl ass of Top
MUST CONTAI N {
obj ectldentifier

I}\/AY CONTAI N {
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commonNanmne,
- - used to store the nane of the attribute type

constraint,

attri but eSynt ax,

mul ti val ued,

obsol et e,

mat chRul es,

description

.= {schemaObj ect Cl ass. 3}

mat chi ngRul e OBJECT CLASS
Subcl ass of Top
MUST CONTAI N {
obj ectldentifier

MAY CONTAI N {
commonNane,
mat cht ype,
descripti on,
obsol ete

}
.= {schemaObj ect Cl ass. 4}

obj ectldentifier ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
obj ectl denti fi er Synt ax
::= {schemaAttribute. 1}

mandat or yNamni ngAttri butes ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
SET OF OBJECT | DENTI FI ER
::= {schemaAttribute. 2}

mandat or yAttri butes ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
SET OF OBJECT | DENTI FI ER
::= {schemaAttribute. 3}

opti onal Nani ngAtti butes ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
SET OF OBJECT | DENTI FI ER
::= {schemaAttribute. 4}

optional Atti butes ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
SET OF OBJECT | DENTI FI ER
::= {schemaAttribute. 5}
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obsol et e ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
BOOLEAN
-- DEFAULT FALSE
::= {schemaAttribute. 6}

subCl assOf ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
SET OF OBJECT | DENTI FI ER
::= {schempAttribute. 7}

constrai nt ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
Constrai nt
::= {schemaAttribute. 8}

Constraint ::=Choice {
StringConstraint,
| nt eger Constr ai nt

}
StringConstraint ::= SEQUENCE {
shortest | NTECGER,
| ongest | NTECER
}
I nt eger Constraint ::= SEQUENCE {

| ower bound | NTEGER,
upper bound | NTEGER OPTI ONAL

attributeSyntax ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
ASN1Dat aType
::= {schemaAttribute. 9}

mul tival ued ATTRI BUTE
W TH ATTRI BUTE- SYNTAX

BOCLEAN -- DEFAULT FALSE

::= {schemaAttribute. 10}

mat chRul es ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
SET OF OBJECT | DENTI FI ER
::= {schemaAttribute. 11}

mat cht ype ATTRI BUTE
W TH ATTRI BUTE- SYNTAX
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| NTEGER {
PRESENT (0),
EQUALI TY (1),
ORDERI NG (2),
CASESENSI Tl VEMATCH (3),
CASEI NSENSI TI VEMATCH (4)

}
c:= {schemaAttribute. 12}
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7. Security Considerations

Security issues are not discussed in this neno.
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