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Abstract

Equal -cost multi-path (ECMP) is a routing technique for routing
packets along nultiple paths of equal cost. The forwardi ng engine
identifies paths by next-hop. Wen forwarding a packet the router
nmust deci de which next-hop (path) to use. This docunent gives an
anal ysi s of one nethod for meking that decision. The analysis

i ncl udes the performance of the algorithmand the disruption caused
by changes to the set of next-hops.

1. Hash-Threshol d

One nethod for determ ning which next-hop to use when routing with
ECVP can be called hash-threshold. The router first selects a key by
perform ng a hash (e.g., CRC16) over the packet header fields that
identify a flow The N next-hops have been assi gned uni que regions
in the key space. The router uses the key to determ ne which region
and thus which next-hop to use.

As an exanpl e of hash-threshold, upon receiving a packet the router
perforns a CRC16 on the packet’s header fields that define the flow
(e.g., the source and destination fields of the packet), this is the
key. Say for this destination there are 4 next-hops to choose from
Each next-hop is assigned a region in 16 bit space (the key space).
For equal usage the router may have chosen to divide it up evenly so
each region is 65536/4 or 16k large. The next-hop is chosen by
determ ni ng which region contains the key (i.e., the CRC result).
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2. Analysis

There are a few concerns when choosing an al gorithmfor deciding

whi ch next-hop to use. One is performance, the conputationa
requirenments to run the algorithm Another is disruption (i.e., the
changi ng of which path a flow uses). Balancing is a third concern
however, since the algorithnm s balancing characteristics are directly
related to the chosen hash function this analysis does not treat this
concern in depth.

For this analysis we will assune regions of equal size. |If the

out put of the hash function is uniformy distributed the distribution
of flows anongst paths will also be uniform and so the al gorithm
will properly inplement ECMP. One can inpl enent non-equal - cost

mul ti-path routing by using regions of unequal size; however, non-
equal -cost multi-path routing is outside the scope of this docunent.

2. 1. Per f or mance

The performance of the hash-threshold al gorithmcan be broken down
into three parts: selection of regions for the next-hops, obtaining
the key and conparing the key to the regions to deci de which next-hop
to use.

The al gorithm doesn't specify the hash function used to obtain the
key. Its performance in this area will be exactly the performance of
the hash function. It is presunmed that if this cal culation proves to
be a concern it can be done in hardware parallel to other operations
that need to conpl ete before deciding which next-hop to use.

Since regions are restricted to be of equal size the cal culation of
regi on boundaries is trivial. Each boundary is exactly regionsize
away fromthe previous boundary starting fromO for the first region
As we will show, for equal sized regions, we don't need to store the
boundary val ues.

To choose the next-hop we nust determ ne which region contains the
key. Because the regions are of equal size determnining which region
contains the key is a sinple division operation

regi onsi ze = keyspace. si ze / #{nexthops}
region = key / regionsize;

Thus the tine required to find the next-hop is dependent on the way
t he next-hops are organized in nmenory. The obvious use of an array
i ndexed by region yields Q(1).
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2.2. Disruption

Protocol s such as TCP performbetter if the path they flow al ong does
not change while the streamis connected. Disruption is the

nmeasur enment of how many fl ows have their paths changed due to sone
change in the router. W neasure disruption as the fraction of tota
fl ows whose path changes in response to sonme change in the router.
This can becone inportant if one or nore of the paths is flapping.

For a description of disruption and how it affects protocols such as

TCP see [1].

Sone al gorithms such as round-robin (i.e., upon receiving a packet
the least recently used next-hop is chosen) are disruptive regardl ess
of any change in the router. Cearly this is not the case with
hash-threshold. As long as the regi on boundaries remin unchanged

t he sanme next-hop will be chosen for a given flow.

Because we have required regions to be equal in size the only reason
for a change in region boundaries is the addition or renoval of a
next-hop. In this case the regions nust all grow or shrink to fil
the key space. The analysis begins with sone exanples of this.
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Figure 1. Before and after deletion of region 3

In figure 1. region 3 has been deleted. The remaining regi ons grow
equally and shift to conmpensate. |In this case 1/4 of region 2 is now
inregion 1, 1/2 (2/4) of region 3 is inregion 2, 1/2 of region 3 is
inregion 4 and 1/4 of region 4 is inregion 5.  Since each of the
original regions represent 1/5 of the flows, the total disruption is
1/5%(1/4 + 1/2 + 1/2 + 1/4) or 3/10.

Note that the disruption to flows when adding a region is equival ent
to that of renobving a region. That is, we are considering the
fraction of total flows that changes regions when noving fromN to
N-1 regions, and that same fraction of flows will change when novi ng
fromN1 to N regions.
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Figure 2. Before and after deletion of region 4

In figure 2. region 4 has been deleted. Again the remining regions
grow equally and shift to conpensate. 1/4 of region 2 is nowin
region 1, 1/2 of region 3 is inregion 2, 3/4 of region 4is in
region 3 and 1/4 of region 4 is in region 5. Since each of the
original regions represent 1/5 of the flows the, total disruption is
7/ 20.

To generalize, upon renoving a region K the remaining N1 regions
growto fill the 1/N space. This growth is evenly divided between
the NN1 regions and so the change in size for each region is 1/ N (N
1) or 1I/(N(N-1)). This change in size causes non-end regions to
nove. The first region grows and so the second region is shifted
towards K by the change in size of the first region. 1/(N(N-1)) of
the flows fromregion 2 are subsuned by the change in region 1's
size. 2/ (N(N-1)) of the flows in region 3 are subsuned by region 2.
This is because region 2 has shifted by 1/ (N(N-1)) and grown by
1/(N(N-1)). This continues fromboth ends until you reach the
regions that bordered K. The cal culation for the nunmber of flows
subsuned fromthe Kth region into the bordering regions accounts for
the renoval of the Kih region. Thus we have the follow ng equation

K-1 N

S oo (i-K)
di sruption = \ --- + 0\ S

I (N(N-1) I (N(N-1)

i =1 i =K+1

We can factor 1/((N)(N-1)) out as it is constant.

I K-1 N \
1 | o I
= --- |\ i+ (i-K |
(N(ND) | / I
\ - .- /

1 i =K+1
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W now use the the concrete fornmulas for the sumof integers. The
first summation is (K)(K-1)/2. For the second sunmmati on notice that
we are sunming the integers from1l to NK thus it is (NK)(NK+1)/2.

(K-1)(K) + (NK) (N K+1)

2(N (N-1)

Consi dering the summti ons, one can see that the least disruption is
when Kis as close to half way between 1 and N as possible. This can
be proven by finding the mnimum of the concrete forrmula for K

hol ding N constant. First break apart the quantities and coll ect.

2K*K - 2K - 2NK + NN + N

(N (N1) 2(N-1)

Since we are nminimzing for Kthe right side (N+1)/2(N 1) is constant
as is the denoninator (N(N-1) so we can drop them To mnimze we
take the derivative.

d

-- (KK - (N+1)K)

dk

= 2K - (N#1)
Wiich is zero when Kis (N+1)/2.

The last thing to consider is that K nust be an integer. Wen Nis
odd (N+1)/2 will yield an integer, however when Nis even (N+1)/2
yields an integer + 1/2. In the case, because of symetry, we get
the least disruption when Kis N2 or V2 + 1.

Now since the fornmula is quadratic with a global m nimum hal f way
between 1 and N the maxi mum possi bl e di sruption nust occur when edge
regions (1 and N) are renoved. |If Kis 1 or Nthe fornula reduces to
1/ 2.

The m ni mum possi bl e disruption is obtained by letting K=(N+1)/2. In
this case the fornula reduces to 1/4 + 1/(4*N). So the range of
possi bl e disruption is (1/4, 1/2].

To nmininize disruption we reconmend addi ng new regions to the center
rat her than the ends.
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3.

Conpari son to other algorithns

O her algorithnms exist to decide which next-hop to use. These
algorithnms all have different performance and di sruptive
characteristics. O these algorithnse we will only consider ones that
are not disruptive by design (i.e., if no change to the set of next-
hops occurs the path a flow takes remains the sane). This wll

excl ude round-robin and random choice. W will ook at nobdul o-N and
hi ghest random wei ght.

Modul o-N is a "sinpler” formof hash-threshold. G ven N next-hops
t he packet header fields which describe the flow are run through a
hash function. A final nodulo-Nis applied to the output of the
hash. This result then directly maps to one of the next-hops.

Modul o-N is the nost disruptive of the algorithms; if a next-hop is
added or renmoved the disruption is (N1)/N.  The performance of
Modul o-N i s equival ent to hash-threshol d.

Hi ghest random weight (HRW is a conparative nethod similar in sone
ways to hash-threshold with non-fixed sized regions. For each next-
hop, the router seeds a pseudo-random nunber generator with the
packet header fields which describe the flow and the next-hop to
obtain a weight. The next-hop which receives the highest weight is
sel ected. The advantage with using HRWis that it has minina

di sruption (i.e., disruption due to adding or renoving a next-hop is
always 1/N.) The disadvantage with HRWis that the next-hop
selection is nore expensive than hash-threshold. A description of
HRW al ong with conparisons to other methods can be found in [2].

Al t hough not used for next-hop cal cul ati on an exanpl e usage of HRW
can be found in [3].

Si nce each of nodul o-N, hash-threshold and HRWrequire a hash on the
packet header fields which define a flow, we can factor the
perfornmance of the hash out of the conparison. |If the hash can not
be done inexpensively (e.g., in hardware) it too nmust be considered
when using any of the above nethods.

The | ookup performance for hash-threshold, |ike nmodulo-Nis an
optimal Q(1). HRWSs | ookup performance is Q'N).

Di sruptive behavior is the opposite of performance. HRWis best with
1/N. Hash-threshold is between 1/4 and 1/2. Finally Mdulo-Nis
(N-1)/N.

If the conplexity of HRWs next-hop selection process is acceptable
we think it should be considered as an alternative to hash-threshol d.
This could be the case when, for exanple, per-flow state is kept and
t hus the next-hop choice is nmade infrequently.
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However, when HRW s next-hop selection is seen as too expensive the
obvi ous choice is hash-threshold as it perforns as well as nodul o-N
and is |ess disruptive.

4. Security Considerations

This docunent is an analysis of an algorithmused to inplenent an
ECWP routing decision. This analysis does not directly affect the
security of the Internet Infrastructure.
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Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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