Net wor k Wor ki ng Group M Dani el e
Request for Comments: 2454 Conpaq Comput er Corporation
Cat egory: Standards Track Decenber 1998

| P Version 6 Management |nformation Base
for the User Datagram Protocol

Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Copyright Notice
Copyright (C) The Internet Society (1998). Al Rights Reserved.
Abstract
This docunent is one in the series of docunments that define various
M B objects for IPv6. Specifically, this docunment is the M B nodul e
whi ch defi nes managed objects for inplenmentations of the User
Dat agram Prot ocol (UDP) over |IP Version 6 (1Pv6).
Thi s docunment al so recommends a specific policy with respect to the

applicability of RFC 2013 for inplenentations of |Pv6. Nanely, that
nost of nanaged objects defined in RFC 2013 are i ndependent of which

| P versions underlie UDP, and only the UDP listener information is IP

ver si on-speci fic.

This nenp defines an experinmental portion of the Managenent
Informati on Base (M B) for use with network nmanagenent protocols in
| Pv6- based i nternets.

1. Introduction

A managenent system contains: several (potentially many) nodes, each
with a processing entity, terned an agent, which has access to
managenent instrunentation; at |east one managenent station; and, a
managenent protocol, used to convey managenent information between
the agents and nmanagenent stations. Operations of the protocol are
carried out under an admi nistrative franmework which defines

aut henti cati on, authorization, access control, and privacy policies.
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Managenent stations execute nmanagenent applications which nonitor and
control managed el enments. Managed el enments are devi ces such as
hosts, routers, ternminal servers, etc., which are nonitored and
controlled via access to their nmanagenent information

Managenent information is viewed as a coll ection of managed objects,
residing in a virtual information store, ternmed the Managenent
Information Base (MB). Collections of related objects are defined
in MB nodul es. These nodules are witten using a subset of OSI’'s
Abstract Syntax Notation One (ASN. 1) [1], terned the Structure of
Managenent Information (SM) [2].

2. Overview

This docunent is one in the series of docunments that define various
M B objects, and statenments of conformance, for |Pv6. This docunent
defines the required instrunentation for inplenentations of UDP over
| Pv6.

3. Transparency of |IP versions to UDP

The fact that UDP is carried over |Pv6 as opposed to IPv4, is largely
invisible to a UDP inplenmentation. A "UDPng" did not need to be
defined, inplenentations sinply need to support |Pv6 addresses.

As such, the nmanaged objects already defined in [UDP MB] are
sufficient for managing UDP in the presence of |Pv6. These objects
are equal ly applicabl e whether the nanaged node supports |Pv4 only,
| Pv6 only, or both |IPv4 and | Pv6.

For exampl e, udpl nDatagrans counts "The total nunber of UDP datagrans
delivered to UDP users", regardless of which version of IPis used to
deliver any of those datagrans.

Stated differently, UDP inplenentations don't need separate counters
for 1Pv4 and for | Pv6.

4. Representing UDP Listeners

The exception to the statenments in section 3 is the udpTable. Since
| Pv6 addresses cannot be represented with the | pAddress syntax, not
all UDP endpoints can be represented in the udpTable defined in [UDP
M B] .

This nenp defines a new, separate table to represent only those UDP

endpoints that utilize an I Pv6 address. UDP endpoints on |Pv4
addresses continue to be represented in udpTable [UDP M B].
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A different approach woul d have been to define a new table to
represent all UDP endpoints regardless of IP version. This would
require changes to [UDP M B] and hence to existing (IPv4-only) UDP
i npl erentations. The approach suggested in this nmeno has the
advant age of leaving |IPv4-only inplenmentations intact.

It is assuned that the objects defined in this neno will eventually
be defined in an update to [UDP MB]. For this reason, the nodul e
identity is assigned under the experinmental portion of the MB.

5. Confornance

This nmenp contai ns confornmance statenents to define confornmance to
this MB for UDP over |IPv6 inplenentations.

6. Definitions

| PV6- UDP-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWPv2- CONF
MODULE- | DENTI TY, OBJECT- TYPE,
m b-2, experinmental FROM SNWPv2- SM
| pv6Address, | pv6lflndexOrZero FROM | PV6- TC;

i pv6UdpM B MODULE- | DENTI TY
LAST- UPDATED "9801290000Z"
ORGANI ZATION "I ETF 1 Pv6 M B Wrki ng G oup”
CONTACT- | NFO
" M ke Dani el e

Postal : Conpaq Conput er Cor poration
110 Spitbrook Rd
Nashua, NH 03062.
us

Phone: +1 603 884 1423
Enmmi | : dani el e@k3. dec. cont
DESCRI PTI ON
"The M B nodul e for entities inplenenting UDP over | Pv6.
::={ experinental 87 }

-- oObjects specific to UDP for |Pv6
udp OBJECT IDENTIFIER ::={ mb-2 7 }

-- the UDP over |Pv6 Listener table
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-- This table contains information about this entity’'s

-- UDP/ I Pv6 endpoints. Only endpoints utilizing | Pv6 addresses
-- are contained in this table. This entity' s UDP/IPv4 endpoints
-- are contained in udpTabl e.

i pv6UdpTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pv6UdpEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table containing UDP listener information for
UDP/ | Pv6 endpoints.”
::={ udp 6 }

i pv6UdpEntry OBJECT- TYPE
SYNTAX | pv6UdpENnt ry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"I nformati on about a particular current UDP |istener.

Note that conceptual rows in this table require an
addi ti onal index object conpared to udpTabl e, since
| Pv6 addresses are not guaranteed to be uni que on the
managed node. "
I NDEX  { ipv6UdpLocal Addr ess,
i pv6UdpLocal Port,
i pv6Udpl f I ndex }
c:={ ipvbUdpTable 1 }

| pv6UdpEntry ::= SEQUENCE {
i pv6UdpLocal Addr ess | pv6Addr ess,
i pv6UdpLocal Port I NTEGER (0. .65535),
i pveUdpl f | ndex | pv6l f I ndexCOr Zero }
i pv6UdpLocal Address OBJECT- TYPE
SYNTAX | pv6Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | ocal 1Pv6 address for this UDP |istener.
In the case of a UDP |istener which is willing

to accept datagranms for any | Pv6 address
associ ated with the nanaged node, the value ::0
is used.”

c:={ ipvbUdpEntry 1 }

i pv6UdpLocal Port OBJECT- TYPE
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SYNTAX | NTEGER (0. . 65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The local port nunber for this UDP |istener."
{ ipveUdpEntry 2 }

i pv6Udpl f 1 ndex OBJECT- TYPE
SYNTAX | pv6l f I ndexCOr Zer o
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

i pv6UdpConf or mance OBJECT | DENTI FI ER ::

i pv6UdpConpl i ances OBJECT | DENTI FI ER ::
i pv6UdpG oups OBJECT | DENTI FI ER ::

"An i ndex object used to di sanbi guate conceptual rows in
the table, since the ipv6UdpLocal Address/i pv6UdpLocal Port
pair may not be uni que.

This object identifies the local interface that is

associ ated with i pveUdpLocal Address for this UDP |istener.
If such a local interface cannot be deternined, this object
shoul d take on the value 0. (A possible exanple of this
woul d be if the value of ipv6UdpLocal Address is ::0.)

The interface identified by a particular non-0 val ue of
this index is the sane interface as identified by the sane
val ue of ipv6lflndex.

The val ue of this object nmust remain constant during
the life of this UDP endpoint.”

{ i pveUdpEntry 3 }

conf ormance i nformati on

{ ipv6UdpM B 2 }

{ i pveUdpConformance 1 }
{ i pveUdpConformance 2 }

-- conpliance statenents

i pv6UdpConpl i ance MODULE- COVPLI ANCE

Dani el e

STATUS current

DESCRI PTI ON

"The conpliance statenent for SNMPv2 entities which
i npl emrent UDP over |Pv6."

MODULE -- this nodul e
MANDATORY- GROUPS { i pv6UdpGroup }

1998

St andar ds Track [ Page 5]



RFC 2454 UbP M B for | Pv6 Decenber 1998

c:={ ipveUdpConpliances 1 }

i pv6UdpG oup OBJECT- GROUP

OBJECTS { -- these are defined in this nodule
-- ipveUdpLocal Address (not-accessible)
-- ipveUdpLocal Port (not-accessible)
i pv6Udpl f I ndex }

STATUS current

DESCRI PTI ON

"The group of objects providi ng managenent of
UDP over |Pv6."
o= { ipveUdpG oups 1 }

END
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9. Security Considerations

There are no managenent objects defined in this MB that have a MAX-
ACCESS cl ause of read-wite and/or read-create. So, if this MBis
i npl emrented correctly, then there is no risk that an intruder can
alter or create any nanagenent objects of this MB via direct SNW
SET operati ons.

There are a nunber of nmnaged objects in this MB that may be
considered to contain sensitive information in some environnents.
For example, the MB identifies UDP ports on which processes are
listening. Although this information mght be considered sensitive
in some environments (i.e., to identify ports on which to |Iaunch
deni al - of -service or other attacks), there are al ready other ways of
obtaining simlar information. For exanple, sending a random UDP
packet to an unused port pronpts the generation of an | CMP port

unr eachabl e nessage.

Therefore, it may be inportant in some environnments to control read
access to these objects and possibly to even encrypt the val ues of
t hese obj ect when sending them over the network via SNMP. Not al
versions of SNMP provide features for such a secure environnent.
SNWPv1 by itself does not provide encryption or strong

aut henti cati on.

It is recomended that the inplenentors consider the security
features as provided by the SNWPv3 framework. Specifically, the use
of the User-based Security Mdel [RFC2274] and the Vi ew based Access
Control Mdel [RFC2275] is reconmended.

It is then a customer/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to those objects only to those principals
(users) that have legitimate rights to access them
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11. Full Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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