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1. Summary

The | ETF started its effort to select a successor to IPv4 in |ate
1990 when projections indicated that the Internet address space would
becone an increasingly linmting resource. Several parallel efforts
then started exploring ways to resolve these address limtations
while at the sane tinme providing additional functionality. The |IETF
formed the IPng Area in late 1993 to investigate the various
proposal s and recomend how to proceed. W devel oped an | Png
technical criteria docunent and eval uated the various proposals
against it. Al were found wanting to sone degree. After this

eval uation, a revised proposal was offered by one of the working
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groups that resolved many of the problens in the previous proposals.
The IPng Area Directors recommend that the | ETF designate this

revi sed proposal as the IPng and focus its energy on bringing a set
of docunents defining the IPng to Proposed Standard status with al
del i berat e speed.

This protocol reconmendation includes a sinplified header with a

hi erarchi cal address structure that permts rigorous route
aggregation and is also |arge enough to neet the needs of the
Internet for the foreseeable future. The protocol also includes
packet -1 evel authentication and encryption along with plug and pl ay
aut oconfi guration. The design changes the way | P header options are
encoded to increase the flexibility of introducing new options in the
future while inproving performance. It also includes the ability to

| abel traffic flows.

Speci fic recommendati ons incl ude:

current address assignnent policies are adequate

* there is no current need to reclaimunderutilized assigned network
nunber s

* there is no current need to renunber nmajor portions of the Internet
CIDR-styl e assignnments of parts of unassigned Class A address space
shoul d be consi dered

* "Sinmple Internet Protocol Plus (SIPP) Spec. (128 bit ver)"
[ Deeri ng94b] be adopted as the basis for |Png

* the docunents listed in Appendix C be the foundation of the |IPng

effort
* an | Png Working G oup be forned, chaired by Steve Deering and Ross
Cal | on

Robert Hi nden be the docunment editor for the IPng effort
an | Png Revi ewer be appointed and that Dave C ark be the reviewer
an Address Autoconfigurati on Working Group be formed, chaired by
Dave Katz and Sue Thonson

* an I Png Transition Wrking Goup be forned, chaired by Bob G Iligan
and TBA

* the Transition and Coexistence Including Testing Wrking Goup be
chartered

* recomendati ons about the use of non-1Pv6 addresses in | Pv6
environnents and | Pv6 addresses in non-I1Pv6 environments be
devel oped

* the I ESG conmission a review of all | ETF standards docunents for
| Png i nplications

* the ESG task current | ETF working groups to take IPng into account

* the I ESG charter new working groups where needed to revise old
st andar ds docunents

* Informational RFCs be solicited or devel oped describing a few
specific I Png APIs
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* the IPng Area and Area Directorate continue until main docunments
are offered as Proposed Standards in |ate 1994

support for the Authentication Header be required

support for a specific authentication algorithmbe required
support for the Privacy Header be required

support for a specific privacy algorithmbe required

an "IPng framework for firewalls" be devel oped

* X X X X

2. Background

Even the nost farseeing of the developers of TCP/IP in the early
1980s did not imagine the dilemma of scale that the Internet faces
today. 1987 estimtes projected a need to address as nmany as 100, 000
networks at sone vague point in the future. [Callon87] W will reach
that mark by 1996. There are nmany realistic projections of many
mllions of interconnected networks in the not too distant future.

[ Vecchi 94, Tayl or 94]

Further, even though the current 32 bit |Pv4 address structure can
enunmerate over 4 billion hosts on as many as 16.7 mllion networks,
the actual address assignnment efficiency is far |l ess than that, even
on a theoretical basis. [Huitema94] This inefficiency is exacerbated
by the granularity of assignments using Class A, B and C addresses.

I n August 1990 during the Vancouver |ETF neeting, Frank Sol ensky,
Phill Gross and Sue Hares projected that the current rate of
assi gnment woul d exhaust the Cl ass B space by March of 1994.

The then obvi ous renmedy of assigning multiple Cass C addresses in
pl ace of Class B addresses introduced its own problem by further
expandi ng the size of the routing tables in the backbone routers
al ready growing at an alarmng rate.

W faced the dil emma of choosing between accepting either limting
the rate of growh and ultimate size of the Internet, or disrupting
the network by changing to new techni ques or technol ogi es.

The | ETF formed the Routing and Addressing (ROAD) group in Novemnber
1991 at the Santa Fe | ETF neeting to explore this dilema and gui de
the | ETF on the issues. The ROAD group reported their work in March
1992 at the San Diego |ETF neeting. [G 0ss92] The inpact of the
recommendati ons ranged from"imedi ate" to "long ternf and incl uded
adopting the CIDR route aggregation proposal [Fuller93] for reducing
the rate of routing table growmh and recomending a call for
proposals "to form working groups to explore separate approaches for
bi gger Internet addresses."
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In the late spring of 1992 the | AB issued "IP version 7" [|AB92],
concurring in the ROAD group’s endorsenent of CIDR and al so
reconmendi ng "an i medi ate | ETF effort to prepare a detail ed and
organi zational plan for using CLNP as the basis for IPv7." After
spirited discussion, the IETF decided to reject the |AB' s
reconmendation and i ssue the call for proposals recommended by the
ROAD group. This call was issued in July 1992 at the Boston | ETF
nmeeti ng and a nunber of working groups were formed in response

During the July 1993 Ansterdam | ETF neeting an |1 Png (I P Next
Generation) Decision Process (ipdecide) BOF was held. This BOF "was
intended to help re-focus attention on the very inportant topic of
maki ng a deci sion between the candi dates for IPng. The BOF focused on
the issues of who should take the | ead in nmaking the recomendati on
to the conmunity and what criteria should be used to reach the
reconmendati on. " [ Carpen93]

3. ADrection for IPng

In Septenber 1993 Phill G oss, chair of the I ESG issued "A Direction
for IPng". [G0ss94] |In this nmeno he sunmarized the results of the
i pdeci de BOF and open | ESG pl enary in Amrsterdam

* The | ETF needs to nove toward cl osure on | Png.

* The I ESG has the responsibility for devel oping an | Png
recommendation for the Internet conmunity.

* The procedures of the recomrendati on-naki ng process shoul d be open
and published well in advance by the |ESG

* As part of this process, the IPng Wss may be gi ven new mil est ones
and ot her guidance to aid the | ESG

* There shoul d be anple opportunity for community conment prior to
final | ESG recomendati on

The meno al so announced "a tenporary, ad hoc, 'area to dea
specifically with IPng issues.” Phill asked two of the current |ESG
menbers, Allison Mankin (Transport Services Area) and Scott Bradner
(Operational Requirements Area), to act as Directors for the new
area. The Area Directors were given a specific charge on how to

i nvestigate the various |Png proposals and how to base their
recommendation to the ETF. It was also requested that a specific
recommendati on be made.

Establish an |1 Png directorate.
Ensure that a conpletely open process is followed.
Devel op an understandi ng of the |evel of urgency and the tinme
constraints inposed by the rate of address assignnment and rate of
growth in the routing tabl es.

* Recommend the adoption of assignment policy changes if warranted.
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4.

* Define the scope of the IPng effort based on the understandi ng of
the tinme constraints.

* Develop a clear and concise set of technical requirenments and
decision criteria for |Png.

* Devel op a recommendati on about which of the current |Png candi dates
to accept, if any.

| Png Area

After the IPng Area was forned, we recruited a directorate. (AppendiXx
B) The menbers of the directorate were chosen both for their genera
and specific technical expertise. The individuals were then asked to
have their managenment authorize this participation in the process and
confirmthat they understood the | ETF process.

W took great care to ensure the inclusion of a wi de spectrum of
know edge. The directors are experts in security, routing, the needs
of large users, end system manufacturers, Unix and non-Uni x
platfornms, router manufacturers, theoretical researchers, protoco
architecture, and the operating regional, national, and international
networks. Additionally, several nenmbers of the directorate were
deeply involved in each of the |IPng proposal working groups.

The directorate functions as a direction-setting and prelimnary
revi ew body as requested by the charge to the area. The directorate
engages i n biweekly conference calls, participates in an interna

mai ling |ist and corresponds actively on the Big-Internet mailing
list. The directorate held open neetings during the March 1994
Seattle and July 1994 Toronto | ETF neetings as well as two additi onal
multi-day retreats. To ensure that the |IPng process was as open as
possi bl e, we took mnutes during these neetings and then published
them Additionally, we placed the archives of the internal |Png
mailing list on an anonynous ftp site. (Hsdndev. harvard. edu:

pub/ipng.)
ALE Wor ki ng Group

W needed a reasonable estimate of the tine renaining before we
exhausted the |1 Pv4 address space in order to determ ne the scope of
the IPng effort. If the tine remaining was about the sane needed to
depl oy a replacenent, then we would have select the |IPng which would
only fix the address limtations since we would not have enough tine
to develop any other features. |If nore time seened avail able, we
coul d consi der additional inprovenents.

The | ETF formed an Address Lifetinme Expectations (ALE) Wrking G oup
in 1993 "to develop an estinmate for the remaining lifetinme of the
| Pv4 address space based on currently known and avail abl e
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technol ogi es.” [Sol ens93a] Tony Li of Cisco Systenms and Frank

Sol ensky of FTP Software are the co-chairs. The |IETF al so charged
the working group to consider if devel oping nore stringent address
al l ocation and utilization policies mght provide nore tine for the
transition.

5.1 ALE Projections

The ALE Working G oup nmet during the Novenber 1993 Houston

[ Sol ens93b] March 1994 Seattle [Bos93] and July 1994 Toronto

[ Sol ens94] I ETF neetings. They projected at the Seattle neeting,
later confirned at the Toronto neeting that, using the current
allocation statistics, the Internet would exhaust the |IPv4 address
space between 2005 and 2011.

Sone nenbers of the ipv4-ale and big-internet mailing lists called
into question the reliability of this projection. It has been
criticized as both too optimistic and as too pessinistic.

Sone people pointed out that this type of projection nakes an
assunption of no paradigmshifts in |IP usage. |f soneone were to
devel op a new 'killer application’, (for exanple cable-TV set top
boxes.) The resultant rise in the denmand for |P addresses could make
this an over-estimate of the time avail able.

There may al so be a problemw th the data used to nmake the
projection. The InterNIC allocates |IP addresses in |arge chunks to
regi onal Network Information Centers (N Cs) and network providers.
The NICs and the providers then re-allocate addresses to their
custoners. The ALE projections used the InterN C assi gnnments without
regard to the actual rate of assignment of addresses to the end
users. They did the projection this way since the accuracy of the
data seens quite a bit higher. While using this once-renoved data
may add a |l evel of over-estimation since it assunes the rate of |arge
bl ock allocation will continue, this may not be the case.

These factors reduce the reliability of the ALE estimates but, in
general, they seemto indicate enough tinme remaining in the |IPv4
address space to consider adding features in an |IPng besides just
expandi ng the address size even when considering tine required for
devel opnent, testing, and depl oynent.

5.2 Routing Table Size
Anot her issue in Internet scaling is the increasing size of the
routing tables required in the backbone routers. Adopting the ClH DR

bl ock address assi gnment and aggregating routes reduced the size of
the tables for awhile but they are now expandi ng again. Providers now
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need to nore aggressively advertise their routes only in aggregates.
Provi ders nust al so advise their new custonmers to renunber their
networks in the best interest of the entire Internet conmunity.

The probl em of exhausting the | Pv4d address space may be noot if this
issue is ignored and if routers cannot be found that can keep up with
the table size growh. Before inplenenting CIDR the backbone routing
table was growing at a rate about 1.5 tinmes as fast as nenory

t echnol ogy.

We shoul d al so note that even though |IPng addresses are designed with
aggregation in mnd switching to IPng will not solve the routing
tabl e size problemunless the addresses are assigned rigorously to
maxi ni ze the affect of such aggregation. This efficient advertising
of routes can be maintai ned since |IPng includes address

aut oconfi guration nechanisnms to all ow easy renunbering if a custoner
decides to switch providers. Custoners who receive service fromnore
than one provider may limt the ultimate efficiency of any route
aggregati on. [Rekhter94]

5.3 Address Assignnent Policy Recommendati ons

The | ESG Chair charged the IPng Area to consider recomendi ng nore
stringent assignnent policies, reclainmng sonme addresses al ready

assi gned, or nmaking a serious effort to renunber significant portions
of the Internet. [G 0ss94]

The IPng Area Directors endorse the current address assignment
policies in view of the ALE projections. W do not feel that anyone
shoul d take specific efforts to reclai munderutilized addresses

al ready assigned or to renunber forcefully major portions of the
Internet. W do however feel that we should all encourage network
service providers to assist new customers in renunbering their
networks to conformto the provider’s Cl DR assi gnnments.

The ALE Worki ng Group reconmends that we consi der assigning ClDRtype
address bl ocks out of the unassigned C ass A address space. The |Png
Area Directors concur with this reconmendati on

6. 1 Png Technical Requirenents

The | ESG provided an outline in RFC 1380 [ Gross92] of the type of
criteria we should use to determine the suitability of an |Png
proposal. The IETF further refined this understandi ng of the
appropriate criteria with the recommendati ons of a Selection Criteria
BOF hel d during the Novenmber 1992 | ETF neeting in Washington D. C
[Almquo2] We felt we needed to get additional input for deternining
the requirements and issued a call for white papers. [Bradner93] This
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call, issued as RFC 1550, intended to reach both inside and outside
the traditional |IETF constituency to get the broadest possible
understandi ng of the requirenents for a data networking protocol wth
t he broadest possible application.

W received twenty one white papers in response to the RFC 1550
solicitation. ( Appendix E) W received responses fromthe

i ndustries that many feel will be the mgjor providers of data
networ ki ng services in the future; the cable TV industry [Vecchi 94],
the cellular industry [Taylor94], and the electric power industry

[ Skelton94]. In addition, we received papers that dealt with
mlitary applications [Adan®4, Sym ng94, G een94], ATM [Brazd94],
mobi ity [Sinpson94], accounting [Brown94], routing [Estrin94a,

Chi appa94], security [AdanB4, Bell 94b, Brit94, G een94, Vecchi 94,

Fl ei 94], large corporate networking [Britt94, Fleisch94], transition
[ Carpen94a, Heager94], market acceptance [Curran94, Britt94], host

i npl enent ati ons [Bound94], as well as a nunber of other issues.
[Bel | 094a, C ark94, Ghisel 94]

These white papers, a Next Generation Requirements (ngreq) BOF
(chaired by Jon Crowcroft and Frank Kastenhol z) held during the March
1994 Seattle | ETF neeting, discussions within the IPng Area
Directorate and consi derabl e di scussion on the big-internet mailing
list were all used by Frank Kastenholz and Craig Partridge in
revising their earlier criteria draft [Kasten92] to produce
"Technical Criteria for Choosing IP The Next Generation (IPng)."

[ Kasten94] This docunent is the "clear and conci se set of technical
requi rements and decision criteria for IPng" called for in the charge
fromthe ESG Chair. W used this docunent as the basic guideline
whil e evaluating the I Png proposals.

6.1 The I Png Technical Criteria docunent
The criteria described in this docunent include: (from Kasten94)

* conplete specification - The proposal nust conpl etely describe the
proposed protocol. W nust select an I Png by referencing specific
docunents, not to future work.

* architectural sinplicity - The IP-layer protocol should be as
sinple as possible with functions |ocated el sewhere that are nore
appropriately perforned at protocol |ayers other than the IP | ayer

* gscale - The I Png Protocol nust allow identifying and addressing at
| east 10**9 | eaf-networks (and preferably nmuch nore)

* topological flexibility - The routing architecture and protocols
of IPng nust allow for many di fferent network topol ogies. They mnust
not assune that the network’s physical structure is a tree.

* performance - A state of the art, comercial grade router nust be
able to process and forward IPng traffic at speeds capable of fully
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utilizing conmon, comrercially avail able, high-speed nedia at the
time.

* robust service - The network service and its associated routing and
control protocols nust be robust.

* transition - The protocol nust have a straightforward transition
plan froml|Pv4
* medi a i ndependence - The protocol nust work across an internetwork

of many different LAN, MAN, and WAN nedi a, with individual Iink
speeds ranging froma ones-of-bits per second to hundreds of
gi gabits per second.

* datagram service - The protocol nust support an unreliable datagram
delivery service.

* configuration ease - The protocol mnust pernit easy and largely
distributed configuration and operation. Automatic configuration of
hosts and routers is required.
security - IPng nust provide a secure network | ayer.
uni que names - | Png nust assign unique names to all |P-Layer
objects in the global, ubiquitous, Internet. These nanes my or
may not have any | ocation, topology, or routing significance.

* access to standards - The protocols that define IPng and its
associ ated protocols should be as freely avail abl e and
redi stributable as the IPv4 and related RFCs. There nust be no
specification-related licensing fees for inplenmenting or selling
| Png sof tware.

* multicast support - The protocol mnust support both unicast and

mul ti cast packet transm ssion. Dynam ¢ and automatic routing of
multicasts is al so required.
* extensibility - The protocol nust be extensible; it nust be able

to evolve to neet the future service needs of the Internet. This
evol ution nust be achi evabl e wi thout requiring network-w de
sof t war e upgrades.

* service classes - The protocol must allow network devices to
associ ate packets with particul ar service classes and provi de them
with the services specified by those cl asses.

* mobility - The protocol nust support nobile hosts, networks and
i nt er net wor ks.

* control protocol - The protocol nust include el enentary support for
testing and debuggi ng networks. (e.g., ping and traceroute)
* tunneling support - [IPng nust allow users to build private

internetworks on top of the basic Internet Infrastructure. Both
private | P-based internetwrks and private non-1P-based (e.g., CLNP
or Appl eTal k) internetworks nust be supported.
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7.

| Png Proposal s

By the tine that the IPng Area was forned, the | ETF had al ready ai ned
a consi derabl e anbunt of | ETF effort at solving the addressing and
routing problens of the Internet. Several proposals had been nade
and sonme of these reached the lIevel of having a working group
chartered. A nunber of these groups subsequently nerged formng
groups with a larger consensus. These efforts represented different
views on the issues which confront us and sought to optinize

di fferent aspects of the possible solutions.

By February 1992 the Internet conmunity devel oped four separate
proposals for IPng [ G0ss92], "CNAT" [Callon92a], "IP Encaps"

[ H nden92a], "N nrod" [Chiappa9l], and "Sinple CLNP' [Callon92b]. By
Decenber 1992 three nore proposals followed; "The P Internet
Protocol" (PIP) [Tsuchiya92], "The Sinple Internet Protocol" (SIP)
[Deering92] and "TP/ I X" [U Il mann93]. After the March 1992 San Di ego

| ETF nmeeting "Sinple CLNP' evolved into "TCP and UDP wi th Bi gger
Addresses” (TUBA) [Callon92c] and "IP Encaps" evolved into "IP
Address Encapsul ati on" (1 PAE) [ H nden92b].

By Novenber 1993, |PAE nerged with SIP while still maintaining the
nane SIP. This group then nmerged with PIP and the resulting working
group called thenselves "Sinple Internet Protocol Plus" (SIPP). At
the same tine the TP/ I X Wrking G oup changed its nanme to " Comon
Architecture for the Internet" (CATN P).

None of these proposals were wong nor were others right. Al of the
proposal s would work in some ways providing a path to overcone the
obstacles we face as the Internet expands. The task of the IPng Area
was to ensure that the | ETF understand the offered proposals, |earn
fromthe proposals and provide a recomendati on on what path best
resolves the basic issues while providing the best foundation upon
which to build for the future.

The I Png Area evaluated three |IPng proposals as they were described
in their RFC 1550 white papers: CATNIP [ McCovern94] , SIPP

[ H nden94a] and TUBA. [Ford94a]. The | ESG viewed N nrod as too mnuch
of a research project for consideration as an |IPng candidate. Since
Ni ntod represents one possible future Internet routing strategy we
solicited a paper describing any requirenments N nrod would put on an
IPng to add to the requirenents process. [Chiappa94]

7.1 CATNI P

"Common Architecture for the Internet (CATNIP) was conceived as a
convergence protocol. CATNIP integrates CLNP, IP, and I PX. The CATN P
design provides for any of the transport |ayer protocols in use, for
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exanmple TP4, CLTP, TCP, UDP, |IPX and SPX, to run over any of the
network | ayer protocol formats: CLNP, IP (version 4), IPX, and
CATNIP. Wth sone attention paid to details, it is possible for a
transport |ayer protocol (such as TCP) to operate properly with one
end system using one network layer (e.g., |IP version 4) and the other
usi ng sone other network protocol, such as CLNP." [MGovern94]

"The objective is to provide conmon ground between the Internet, CSI,
and the Novell protocols, as well as to advance the Internet

technol ogy to the scale and performance of the next generation of

i nternetwork technol ogy."

"CATNI P supports OSI Network Service Access Point (NSAP) format
addresses. It al so uses cache handles to provide both rapid
identification of the next hop in high performance routing as well as
abbrevi ation of the network header by permitting the addresses to be
omitted when a valid cache handle is available. The fixed part of the
network | ayer header carries the cache handles."” [ Sukonni k94]

7.2 SIPP
"Sinple Internet Protocol Plus (SIPP) is a new version of IP which is
designed to be an evolutionary step fromIPv4. It is a natura
increment to IPv4. It was not a design goal to take a radical step

away from | Pv4. Functions which work in I Pv4 were kept in SIPP
Functions which didn’t work were renoved. It can be installed as a
normal software upgrade in internet devices and is interoperable with
the current 1Pv4. Its deploynment strategy was designed to not have
any 'flag’ days. SIPP is designed to run well on high perfornmance
networks (e.g., ATM and at the same tinme is still efficient for |ow
bandw dth networks (e.g., wireless). |In addition, it provides a
platformfor new internet functionality that will be required in the
near future." [H nden94b]

"SI PP increases the IP address size from32 bits to 64 bits, to
support nore |levels of addressing hierarchy and a nuch greater nunber
of addressabl e nodes. SIPP addressing can be further extended, in
units of 64 bits, by a facility equivalent to | Pv4’s Loose Source and
Record Route option, in conbination with a new address type called
"cluster addresses’ which identify topol ogical regions rather than

i ndi vi dual nodes."

"SI PP changes in the way | P header options are encoded all ows for
nore efficient forwarding, |less stringent limts on the |ength of
options, and greater flexibility for introducing new options in the
future. A new capability is added to enable the |abeling of packets
bel onging to particular traffic 'flows’ for which the sender requests
speci al handling, such as non-default quality of service or ’'real-

Bradner & Mankin [ Page 12]



RFC 1752 Recomendati on for |Png January 1995

time’ service." [H nden94a]
7.3 TUBA

"The TCP/ UDP Over CLNP-Addressed Networks (TUBA) proposal seeks to
mninze the risk associated with nmigration to a new | P address
space. In addition, this proposal is notivated by the requirenent to
allow the Internet to scale, which inplies use of Internet
applications in a very large ubiquitous worldwide Internet. It is
therefore proposed that existing Internet transport and application
protocols continue to operate unchanged, except for the replacenent
of 32-bit IP addresses with |arger addresses. TUBA does not nean
having to nove over to OSI conpletely. It would nean only repl acing
IP with CLNP. TCP, UDP, and the traditional TCP/IP applications would
run on top of CLNP." [Callon92c]

"The TUBA effort will expand the ability to route Internet packets by
usi ng addresses which support nore hierarchy than the current

Internet Protocol (IP) address space. TUBA specifies the continued
use of Internet transport protocols, in particular TCP and UDP, but
specifies their encapsulation in | SO 8473 (CLNP) packets. This will
all ow the continued use of Internet application protocols such as
FTP, SMIP, TELNET, etc. TUBA seeks to upgrade the current system by
a transition fromthe use of IPv4 to I SOIEC 8473 (CLNP) and the
correspondi ng | arge Network Service Access Point (NSAP) address
space." [ Knopper 94]

"The TUBA proposal makes use of a sinple long-term migration proposal
based on a gradual update of Internet Hosts (to run Internet
applications over CLNP) and DNS servers (to return |arger addresses).
This proposal requires routers to be updated to support forwardi ng of
CLNP (in addition to IP). However, this proposal does not require
encapsul ati on nor translation of packets nor address mapping. IP
addr esses and NSAP addresses nmay be assigned and used i ndependently
during the mgration period. Routing and forwarding of IP and CLNP
packets may be done independently." ([Callon92c]

8. 1 Png Proposal Reviews

The I Png Directorate discussed and revi ewed the candi date proposals
during its biweekly tel econferences and through its mailing list. In
addi tion, nenbers of the Big-Internet mailing |ist discussed many of
the aspects of the proposals, particularly when the Area Directors
posted several specific questions to stinulate discussion. [Bidg]

The directorate nmenbers were requested to each eval uate the proposals

in preparation for a two day retreat held near Chicago on May 19th
and 20th 1994. The retreat opened with a roundtable airing of the
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vi ews of each of the participants, including the Area Directors, the
Directorate and a nunber of guests invited by the working group
chairs for each for the proposals. [Knopper94b] W will publish
these reviews as well as a nore detailed conpendi umrevi ew of each of
t he proposal s as conpani on nmenos.

The followi ng table sunmari zes each of the three proposals revi enwed
against the requirenents in the IPng Criteria docunent. They do not
necessarily reflect the views of the Area Directors. "Yes" neans the
reviewers nainly felt the proposal nmet the specific criterion. "No"
nmeans the reviewers mainly felt the proposal did not neet the
criterion. "Mxed" nmeans that the reviewers had mxed reviews with
none dom nating. "Unknown" neans that the reviewers mainly felt the
docunentation did not address the criterion

CATNI P SI PP TUBA
conpl ete spec no yes nost |y
sinplicity no no no
scal e yes yes yes
t opol ogi cal flex yes yes yes
per f or mance m xed m xed m xed
robust service m xed m xed yes
transition m xed no m xed
nmedi a i ndepdnt yes yes yes
dat agr am yes yes yes
config. ease unknown m xed m xed
security unknown m xed m xed
uni que names m xed m xed m xed
access to stds yes yes m xed
mul ti cast unknown yes m xed
extensibility unknown m xed m xed
servi ce cl asses unknown yes m xed
mobi lity unknown m xed m xed
control proto unknown yes m xed
tunnel i ng unknown yes m xed

8.1 CATNI P Revi ews

All the reviewers felt that CATNIP is not conpletely specified.
However, many of the ideas in CATNIP are innovative and a nunber of
reviewers felt CATNIP shows the best vision of all of the proposals.
The use of Network Service Attachnent Point Addresses (NSAPs) is well
t hought out and the routing handl es are innovati ve.

Wil e the goal of uniting three major protocol famlies, IP, |1SO CLNP

and Novell IPX is |audable our consensus was that the devel opers had
not devel oped detail ed enough plans to support realizing that goal
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The plans they do describe suffer fromthe conplexity of trying to be
the union of a nunber of existing network protocols. Sone reviewers
felt that CATNIP is basically maps I Pv4, IPX, and SIPP addresses into
NSAPs and, as such, does not deal with the routing problens of the
current and future Internet.

Additionally the reviewers felt that CATNI P has poor support for
mul ticasting and nobility and does not specifically deal with such
i nportant topics as security and autoconfiguration.

8.2 S| PP Revi ews

Most of the reviewers, including those predi sposed to other

proposals, felt as one reviewer put it, that SIPP is an
"aesthetically beautiful protocol well tailored to conpactly satisfy
today’ s known network requirenents.” The SI PP Wrking Goup has been
t he nost dynamic over the |ast year, producing a nyriad of
docunentation detailing alnost all of the aspects necessary to
produce a conpl ete protocol description

The biggest problemthe reviewers had with SIPP was with | PAE, SIPP s
transition plan. The overwhelm ng feeling was that I PAE is fatally
flawed and could not be nmade to work reliably in an operati onal

I nt ernet.

There was significant di sagreenent about the adequacy of the SIPP 64
bit address size. Although you can enunerate 10**15 end nodes in 64
bits people have different views about how rnuch inefficiency real-
world routing plans introduce. [Huitema94] The majority felt that 64
bit addresses do not provide adequate space for the hierarchy
required to neet the needs of the future Internet. In addition since
no one has any experience w th extended addressing and routing
concepts of the type proposed in SIPP, the reviewers generally felt
quite unconfortable with this methodol ogy. The reviewers also felt
that the design introduces some significant security issues.

A nunber of reviewers felt that SIPP did not address the routing
issue in any useful way. |In particular, there has been no serious
attenpt nmade at devel opi ng ways to abstract topology information or
to aggregate informati on about areas of the network.

Finally, nost of the reviewers questioned the level of conplexity in

the SI PP autoconfiguration plans as well as in SIPP in general, other
than the header itself.
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8.3 TUBA Revi ews

The reviewers generally felt that the nost inportant thing that TUBA
has offers is that it is based on CLNP and there is significant

depl oynment of CLNP-capable routers throughout the Internet. There
was considerably | ess agreenent that there was significant depl oynment
of CLNP-capabl e hosts or actual networks running CLNP. Anot her
strong positive for TUBA is the potential for convergence of |SO and
| ETF networ ki ng standards. A nunber of reviewers pointed out that,
if TUBA were to be based on a changed CLNP then the advantage of an
exi sting deployed infrastructure would be | ost and that the
convergence potential would be reduced.

A nunber of aspects of CLNP were felt to be a problem by the
reviewers including the inefficiencies introduced by the [ack of any
particular word alignment of the header fields, CLNP source route,
the lack of a flow ID field, the lack of a protocol IDfield, and the
use of CLNP error nessages in TUBA. The CLNP packet format or
procedures would have to be nodified to resolve at |east sone of

t hese issues.

There seens to be a profound di sagreenent within the TUBA community
over the question of the ability of the IETF to nodify the CLNP
standards. In our presentation in Houston we said that we felt that
"clone and run" was a legitimte process. This is also what the | AB
proposed in "IP version 7". [IAB92] The TUBA comrunity has not
reached consensus that this viewis reasonable. Wile many,

i ncluding a nunber of the CLNP document authors, are adamant that
this is not an issue and the | ETF can make nodifications to the base
standards, many others are just as adamant that the standards can
only be changed through the |1 SO standards process. Since the
overwhelming feeling within the IETF is that the | ETF nust 'own’ the
standards on which it is basing its future, this disagreenent within
the TUBA community was disqui eting.

For a nunber of reasons, unfortunately including prejudice in a few
cases, the reviews of the TUBA proposals were nuch nore m xed than
for SIPP or CATNIP. Clearly TUBA neets the requirenents for the
ability to scale to | arge nunbers of hosts, supports flexible

t opol ogi es, is nedia independent and is a datagram protocol. To the
reviewers, it was less clear that TUBA net the other |Png
requirements and these views varied w dely.

There was al so di sagreenent over the advisability of using NSAPs for
routing given the wide variety of NSAP allocation plans. The
Internet would have to restrict the use of NSAPs to those which are
allocated with the actual underlying network topology in mnd if the
requi red degree of aggregation of routing information is to be
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achi eved.
8.4 Summary of Proposal Reviews

To summarize, significant problens were seen in all three of the
proposals. The feeling was that, to one degree or another, both SIPP
and TUBA would work in the Internet context but each exhibited its
own problens. Some of these problenms would have to be rectified
before either one would be ready to replace | Pv4, nuch | ess be the
vehicle to carry the Internet into the future. Oher problens could
be addressed over tinme. CATNIP was felt to be too inconplete to be
consi der ed.

9. A Revised Proposa

As nentioned above, there was consi derabl e di scussion of the
strengt hs and weaknesses of the various |Png proposals during the

| Png ' BigTen’ retreat on May 19th and 20th 1994. [Knopper94b] After
this retreat Steve Deering and Paul Francis, two of the co-chairs of
the SIPP Wrking G oup, sent a nmessage to the sipp mailing |ist
detailing the discussions at the retreat and proposi hg sonme changes
in SIPP. [Deering94a]

The nmessage noted "The recurring (and unsurprising) concerns about
SI PP were:

(1) conplexity/ manageability/feasibility of |PAE, and

(2) adequacy/correctness/linmtations of SIPP s addressing and routing
nodel , especially the use of |oose source routing to acconplish

"extended addressing ".
They "proposed to address these concerns by changing SIPP as foll ows:
* Change address size from8 bytes to 16 bytes (fixed-Iength).
* Specify optional use of serverless autoconfiguration of the 16-byte
address by using | EEE 802 address as the |l oworder ("node |ID")
part.
* For higher-layer protocols that use internet-|ayer addresses as
part of connection identifiers (e.g., TCP), require that they use
the entire 16-byte addresses.

* Do *not* use Route Header for extended addressing."
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10.

10.

After considerabl e discussion on the sipp and big-internet mailing
lists about these proposed changes, the SIPP working group published
a revised version of SIPP [Deering94b], a new addressing architecture
[ Francis94], and a sinplified transition nechanism[G ||ig94a].

These were subnitted to the IPng Directorate for their consideration.

This proposal represents a synthesis of multiple |ETF efforts with
much of the basic protocol comng fromthe SIPP effort, the

aut oconfiguration and transition portions influenced by TUBA, the
addressing structure is based on the CIDR work and the routing header
evol ving out of the SDRP deli berations.

Assunpti ons
1 Criteria Docunent and Tining of Reconmendati on

In making the follow ng recommendati ons we are naking two assunptions
of community consensus; that the IPng criteria docunent represents
the reasonabl e set of requirenments for an I Png, and that a specific
recommendati on shoul d be made now and that fromthis point on the

| ETF shoul d proceed with a single IPng effort.

As descri bed above, the IPng Technical Criteria docunent [Kasten94]
was devel oped in a open manner and was the topic of extensive

di scussions on a nunber of mamiling lists. W believe that there is a
strong consensus that this docunent accurately reflects the
community’s set of technical requirenments which an | Png should be
able to neet.

A prime topic of discussion on the big-internet mailing list this
spring as well as during the open IPng directorate neeting in
Seattle, was the need to nake a specific |IPng recomendation at this
time. Sone people felt that additional research would help resol ve
some of the issues that are currently unresolved. Wile others
argued that selecting a single protocol to work on would clarify the
pi cture for the community, focus the resources of the | ETF on
finalizing its details, and, since the argunent that there were open
research itenms could be nmade at any point in history, there m ght
never be a 'right’ tinme.

Qur reading of the cotmmunity is that there is a consensus that a
speci fic recomendati on should be made now. This is consistent with
the views expressed during the ipdecide BOF i n Anst erdam [ G 0ss94]
and in some of the RFC 1550 white papers [ Carpen94a].

There is no particular reason to think that the basic recomendation
woul d be significantly different if we waited for another six nonths
or a year. Cearly sone details which are currently unresol ved coul d
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10.

11.

be filled in if the recormendati on were to be del ayed, but the
current fragnmentation of the IETF s energies limts the efficiency of
this type of detail resolution. Concentrating the resources of the

| ETF behind a single effort seens to us to be a nore efficient way to
proceed.

2 Address Length

One of the nobst hotly di scussed aspects of the |Png design
possibilities was address size and fornmat. During the |Png process
four distinct views were expressed about these issues:

1. The view that 8 bytes of address are enough to neet the current
and future needs of the Internet (squaring the size of the IP
address space). Mrre would waste bandw dth, pronote inefficient
assi gnnent, and cause problens in sonme networks (such as nobil es
and ot her | ow speed |inks).

2. The view that 16 bytes is about right. That |ength supports easy
aut o-configuration as well as organi zations with conpl ex interna
routing topologies in conjunction with the global routing topol ogy
now and well into the future.

3. The view that 20 byte OSI NSAPs should be used in the interests of
gl obal harnoni zati on

4. The view that variable | ength addresses which m ght be smaller or
| arger than 16 bytes should be used to enbrace all the above
options and nore, so that the size of the address could be
adjusted to the demands of the particular environment, and to
ensure the ability to neet any future networking requirenents.

Good technical and engineering argunents were nade for and agai nst
all of these views. Unaninmty was not achieved, but we feel that a
clear magjority view enmerged that the use of 16 byte fixed |l ength
addresses was the best conproni se between efficiency, functionality,
flexibility, and global applicability. [Mankin94]

| Png Reconmendat i on

After a great deal of discussion in many foruns and with the
consensus of the IPng Directorate, we reconmend that the protoco
described in "Sinple Internet Protocol Plus (SIPP) Spec. (128 bit
ver)" [Deering94b] be adopted as the basis for IPng, the next
generation of the Internet Protocol. W also recommend that the
ot her docunents listed in Appendix C be adopted as the basis of
specific features of this protocol
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11.

Thi s proposal resolves nost of the perceived problens, particularly
in the areas of addressing, routing, transition and address
autoconfiguration. It includes the broad base of the SIPP proposal
effort, flexible address autoconfiguration features, and a mnerged
transition strategy. W believe that it neets the requirenents
outlined in the IPng Criteria docunent and provides the framework to
fully meet the needs of the greater Internet conmunity for the
foreseeabl e future.

1 IPng Criteria Docunment and | Png

A detailed review of how | Png neets the requirenents set down in the
IPng Criteria docunment [Kasten94] will soon be published. Follow ng
is our feelings about the extent to which IPng is responsive to the
criteria.

* conplete specification - the base specifications for IPng are
conpl ete but transition and address autoconfiguration do remain to
be finalized

* architectural sinplicity - the protocol is sinple, easy to explain
and uses wel |l established paradi gns

* scale - an address size of 128 bits easily neets the need to
address 10**9 networks even in the face of the inherent
inefficiency of address allocation for efficient routing

* topological flexibility - the IPng design places no constraints on
net wor k topol ogy except for the lint of 255 hops

* performance - the sinplicity of processing, the alignment of the
fields in the headers, and the elimnation of the header checksum
will allow for high performance handling of |IPng data streans

* robust service - IPng includes no inhibitors to robust service and
the addition of packet-level authentication allows the securing of
control and routing protocols w thout having to have separate
pr ocedur es

* transition - the IPng transition plan is sinple and realistically

covers the transition nethods that will be present in the
mar ket pl ace
* medi a i ndependence - |IPng retains | Pv4’s nmedi a i ndependence, it may

be possible to make use of IPng’s Flow Label in sone connection-
oriented nedia such as ATM

* datagram service - |IPng preserves datagram service as its basic
operational node, it is possible that the use of path MU di scovery
will complicate the use of datagrans in some cases

* configuration ease - IPng will have easy and fl exi bl e address

aut oconfi guration which will support a wi de variety of environnments
from nodes on an isolated network to nodes deep in a conpl ex
i nt er net

* security - IPng includes specific mechanisnms for authentication and
encryption at the internetwork layer; the security features do rely
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11.

12.

on the presence of a yet to be defined key managenent system

* uni que nanes - | Png addresses may be used as gl obally uni que namnes
al t hough they do have topol ogi cal significance

* access to standards - all of the IPng standards will be published
as RFCs with unlimted distribution
mul ti cast support - IPng specifically includes multicast support
extensibility - the use of extension headers and an expandabl e
header option feature will allow the introduction of new features

into I Png when needed in a way that nininizes the disruption of the
exi sting network

* gservice classes - the I Png header includes a Fl ow Label which may
be used to differentiate requested service cl asses
mobility - the proposed IPv4 nobility functions will work with | Png
control protocol - IPng includes the famliar |1Pv4 control protocol
features

* tunneling support - encapsul ation of IPng or other protocols wthin
IPng is a basic capability described in the IPng specifications

2 1 Pv6

The | ANA has assi gned version nunber 6 to IPng. The protocol itself
will be called IPv6.

The remai nder of this nmeno is used to describe IPv6 and its features.
This description is an overview snapshot. The standards docunents

t hemsel ves shoul d be referenced for definitive specifications. W

al so make a nunber of specific recommendati ons concerning the details
of the proposed protocol, the procedures required to conplete the
definition of the protocol, and the | ETF worki ng groups we feel are
necessary to acconplish the task

| Pv6 Overvi ew

IPv6 is a new version of the Internet Protocol, it has been designed
as an evolutionary, rather than revolutionary, step from | Pv4.
Functions which are generally seen as working in I Pv4 were kept in

| Pv6. Functions which don’t work or are infrequently used were
renoved or nade optional. A few new features were added where the
functionality was felt to be necessary.

The inportant features of |IPv6 include: [H nden94c]

* expanded addressing and routing capabilities - The |IP address size
is increased from32 bits to 128 bits providing support for a nuch
greater nunber of addressable nodes, nore | evels of addressing
hi erarchy, and sinpler auto-configuration of addresses.

Bradner & Mankin [ Page 21]



RFC 1752 Recomendati on for |Png January 1995

The scaleability of nmulticast routing is inproved by adding a
"scope" field to multicast addresses.

A new type of address, called a "cluster address"” is defined to
identify topol ogical regions rather than individual nodes. The use
of cluster addresses in conjunction with the IPv6 source route
capability allows nodes additional control over the path their
traffic takes.

* sinplified header format - Some | Pv4 header fields have been
dropped or made optional to reduce the comon-case processing cost
of packet handling and to keep the bandwi dth overhead of the |IPv6
header as |ow as possible in spite of the increased size of the
addresses. Even though the |1 Pv6 addresses are four tine |onger
than the I Pv4 addresses, the I Pv6 header is only twice the size of
the | Pv4 header.

* support for extension headers and options - |IPv6 options are placed
in separate headers that are located in the packet between the |Pv6
header and the transport-Ilayer header. Since nost |Pv6 option
headers are not exam ned or processed by any router along a
packet’s delivery path until it arrives at its final destination
this organization facilitates a major inprovenent in router
perfornmance for packets containing options. Another inprovenent is
that unlike IPv4, IPv6 options can be of arbitrary | ength and not
limted to 40 bytes. This feature plus the manner in which they are
processed, permts |IPv6 options to be used for functions which were
not practical in |IPv4.

A key extensibility feature of IPv6 is the ability to encode,
within an option, the action which a router or host should perform
if the option is unknown. This pernits the increnental deploynent
of additional functionality into an operational network with a

m ni mal danger of disruption.

* support for authentication and privacy - |IPv6 includes the
definition of an extension which provides support for
authentication and data integrity. This extension is included as a
basic el ement of I1Pv6 and support for it will be required in al
i npl enent ati ons.

| Pv6 al so includes the definition of an extension to support

confidentiality by means of encryption. Support for this extension
will be strongly encouraged in all inplenentations.
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* support for autoconfiguration - |Pv6 supports nultiple forns of
aut oconfiguration, from"plug and play" configuration of node
addresses on an isolated network to the full-featured facilities
of fered by DHCP

* support for source routes - IPv6 includes an extended function
source routing header designed to support the Source Dermand Routi ng
Protocol (SDRP). The purpose of SDRP is to support source-initiated
sel ection of routes to conplenent the route sel ection provided by
existing routing protocols for both inter-domain and intra-domain
routes. [Estrin94b]

* sinple and flexible transition fromIPv4 - The IPv6 transition plan
is ained at neeting four basic requirements: [G|I]ig94a]

I ncremental upgrade. Existing installed |IPv4 hosts and routers
may be upgraded to IPv6 at any tine w thout being dependent on
any ot her hosts or routers being upgraded.

- Increnental deploynment. New |IPv6 hosts and routers can be
installed at any tinme without any prerequisites.

- Easy Addressing. Wen existing installed |IPv4 hosts or routers
are upgraded to | Pv6, they may continue to use their existing
address. They do not need to be assigned new addresses.

- Low start-up costs. Little or no preparation work is needed in

order to upgrade existing |Pv4 systens to | Pv6, or to depl oy new

| Pv6 systens.

* quality of service capabilities - A new capability is added to
enabl e the | abeling of packets belonging to particular traffic
"flows" for which the sender has requested special handling, such
as non-default quality of service or "real-tine" service.
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12.1 | Pv6 Header For nat

The | Pv6 header, although |onger than the | Pv4 header, is
considerably sinplified. A nunmber of functions that were in the |IPv4
header have been relocated in extension headers or dropped.
[ Deeri ng94b]

T I T i o ST S S S I mi s o S S S S

| Ver si on| FI ow Label |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Payl oad Length | Next Header | Hop Limt |
il s T T S S S S S i N T i ST S S S S S e e L T 2
. .
L Source Address L
. .
!I-- i S R T o s T T S S R R +-|+
. .
L Desti nati on Address L
. .
!I-- i S R T o s T T S S R R +-|+
* Version - Internet Protocol version nunber. |Png has been assigned

version nunber 6. (4-bit field)

* Flow Label - This field nay be used by a host to | abel those
packets for which it is requesting special handling by routers
within a network, such as non-default quality of service or "real-
time" service. (28-bit field)

* Payl oad Length - Length of the remmi nder of the packet follow ng
the | Pv6 header, in octets. To permt payl oads of greater than 64K
bytes, if the value in this field is O the actual packet |ength
will be found in an Hop-by-Hop option. (16-bit unsigned integer)

* Next Header - ldentifies the type of header imediately follow ng

the | Pv6 header. The Next Header field uses the sane val ues as the

| Pv4 Protocol field (8-bit selector field)
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* Hop Limit - Used to linit the inpact of routing | oops. The Hop
Limit field is decremented by 1 by each node that forwards the
packet. The packet is discarded if Hop Linmit is decrenented to
zero. (8-bit unsigned integer)

* Source Address - An address of the initial sender of the packet.
(128 bit field)

* Destination Address - An address of the intended recipient of the
packet (possibly not the ultimate recipient, if an optional Routing
Header is present). (128 bit field)

12. 2 Extensi on Headers

In IPv6, optional internet-layer information is encoded in separate
headers that may be placed between the | Pv6 header and the
transport-layer header in a packet. There are a small nunmber of such
extensi on headers, each identified by a distinct Next Header val ue.

[ From a nunber of the docunents listed in Appendix C. ]

12. 2.1 Hop-by-Hop Option Header

The Hop-by-Hop Options header is used to carry optional

i nformati on that nust be examined by every node al ong a packet’'s
delivery path. The Hop-by-Hop Options header is identified by a
Next Header value of O in the IPv6 header, and has the follow ng
format:

T S o T s T T o S T il sl S T R S i i

| Next Header | Hdr Ext Len | |

B s T o S S S S i it S S +
Opti ons

T S o T s T T o S T il sl S T R S i i

* Next Header - ldentifies the type of header inmrediately

foll ow ng the Hop-by-Hop Options header. Uses the sane val ues
as the IPv4 Protocol field. (8-bit selector)

* Hdr Ext Len - Length of the Hop-by-Hop Options header in 8-octet

units, not including the first 8 octets. (8-bit unsigned
i nt eger)
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* Options - Contains one or nmore TLV-encoded options. (Variable-
length field, of Iength such that the conpl ete Hop-by-Hop
Options header is an integer multiple of 8 octets |ong.)

12.2.2 1 Pv6 Header Options

Two of the currently-defined extension headers -- the Hop-by-Hop
Opti ons header and the End-to-End Options header -- may carry a
vari abl e nunber of Type-Length-Value (TLV) encoded "options", of
the followi ng format:

T T e T s e S
| Option Type | Opt Data Len | Option Data
T T e T s e S

* Option Type - identifier of the type of option (8-bit field)

* Opt Data Len - Length of the Option Data field of this option
in octets. (8-bit unsigned integer)

* Option Data - Option-Type-specific data. (Variable-length field)

The Option Type identifiers are internally encoded such that their
hi ghest-order two bits specify the action that nust be taken if
the processing | Pv6 node does not recognize the Option Type:

00 - skip over this option and continue processing the header

01 di scard the packet

10 di scard the packet and send an | CVP Unrecogni zed Type nessage
to the packet’'s Source Address, pointing to the unrecogni zed
Option Type

11 - undefi ned.

In the case of Hop-by-Hop options only, the third-highest-order
bit of the Option Type specifies whether or not the Option Data of
this option shall be included in the integrity assurance
comput ati on perfornmed when an Aut hentication header is present.
Option data that changes en route must be excluded fromthat
conmput ati on.
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12. 2.3 Routing Header

The Routing header is used by an I Pv6 source to |ist one or nore
i nternmedi ate nodes (or topological clusters) to be "visited" on
the way to a packet’s destination. This particular formof the
Routing Header is designed to support SDRP. [Estrin94b]

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Next Header | Routing Type=1 | M F| Reserved | SrcRoutelLen
R e s o T i i i i S S SR S S e S S S
| Next HopPtr | Strict/Loose Bit Mask |
R e s o T i i i i S S SR S S e S S S
I I

Sour ce Route
I
T S o T s T T o S T il sl S T R S i i
* Next Header - ldentifies the type of header inmrediately

foll owing the Routi ng Header. Uses the sane values as the | Pv4
Protocol field. (8-bit selector)

* Routing Type - Indicates the type of routing supported by this
header. Val ue nust be 1.

* MRE flag - Must Report Errors. If this bit is set to 1, and a
router can not further forward a packet (with an inconpletely
traversed source route), as specified in the Source Route, the
router nmust generate an I CVP error nessage. If this bit is set
to O, and a router can not further forward a packet (with an
inconpl etely traversed source route), as specified in the Source
Route, the router should not generate an | CVP error mnessage.

* Fflag - Failure of Source Route Behavior. |If this bit it set
to 1, it indicates that if a router can not further forward a
packet (with an inconpletely traversed source route), as
specified in the Source Route, the router nust set the val ue of
the Next Hop Pointer field to the value of the Source Route
Length field, so that the subsequent forwarding will be based
solely on the destination address. If this bit is set to 0, it
indicates that if a router can not further forward a packet
(with an inconpletely traversed source route), as specified in
the Source Route, the router nust discard the packet.
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* Reserved - Initialized to zero for transm ssion; ignored on
reception.

* SrcRoutelLen - Source Route Length - Number of source route
el ement s/ hops in the SDRP Routing header. Length of SDRP
routi ng header can be calculated fromthis value (length =
SrcRouteLen * 16 + 8) This field may not exceed a val ue of 24.
(8 bit unsigned integer)

* Next HopPtr - Next Hop Pointer- Index of next elenent/hop to be
processed; initialized to O to point to first elenent/hop in the
source route. \When Next Hop Pointer is equal to Source Route
Length then the Source Route is conpleted. (8 bit unsigned
i nt eger)

* Strict/Loose Bit Mask - The Strict/Loose Bit Mask is used when
maki ng a forwardi ng decision. |If the value of the Next Hop
Pointer field is N, and the NNth bit in the Strict/Loose Bit
Mask field is set to 1, it indicates that the next hop is a
Strict Source Route Hop. If this bit is set to 0, it indicates
that the next hop is a Loose Source Route Hop. (24 bit
bi t pattern)

* Source Route - Alist of IPv6 addresses indicating the path that
this packet should follow. A Source Route can contain an
arbitrary interm x of unicast and cluster addresses. (integra
multiple of 128 bits)

2.4 Fragnent Header

The Fragnment header is used by an | Pv6 source to send payl oads
larger than would fit in the path MU to their destinations.
(Note: unlike IPv4, fragmentation in I[Pv6 is performed only by
source nodes, not by routers along a packet’'s delivery path) The
Fragnent header is identified by a Next Header value of 44 in the
i medi ately precedi ng header, and has the foll owing fornat:

T S o T s T T o S T il sl S T R S i i
| Next Header | Reser ved | Fragnent O f set | Res| M
T S o T s T T o S T il sl S T R S i i
| I dentification |
T S o T s T T o S T il sl S T R S i i

* Next Header - ldentifies the type of header inmrediately
foll owing the Fragnment header. Uses the sane values as the |Pv4
Protocol field. (8 bit selector)
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* Reserved, Res - Initialized to zero for transm ssion; ignored on
reception.

* Fragnment Offset - The offset, in 8-octet units, of the foll ow ng
payl oad, relative to the start of the original, unfragnmented
payl oad. (13-bit unsigned integer)

* Mflag - 1 = nore fragnents; 0 = |ast fragnent.

* |dentification - A value assigned to the original payload that
is different than that of any other fragnented payl oad sent
recently with the same | Pv6 Source Address, |Pv6 Destination
Address, and Fragnment Next Header value. (If a Routing header
is present, the IPv6 Destination Address is that of the fina
destination.) The ldentification value is carried in the
Fragnent header of all of the original payload s fragnents, and
is used by the destination to identify all fragments bel ongi ng
to the sane original payload. (32 bit field)

12. 2.5 Authenticati on Header

The Aut hentication header is used to provide authentication and
integrity assurance for | Pv6 packets. Non-repudiation may be
provi ded by an authentication algorithmused with the

Aut henti cati on header, but it is not provided with al

aut hentication algorithnms that m ght be used with this header

The Aut hentication header is identified by a Next Header val ue of
51 in the imedi ately precedi ng header, and has the foll ow ng
format:

T S o T s T T o S T il sl S T R S i i
| Next Header | Auth Data Len | Reserved |
T S o T s T T o S T il sl S T R S i i
| Security Association |ID |
T S o T s T T o S T il sl S T R S i i
I

I
Aut henti cati on Data
I
T S o T s T T o S T il sl S T R S i i
* Next Header - ldentifies the type of header inmrediately
follow ng the Authentication header. Uses the sane val ues as
the 1Pv4 Protocol field. (8-bit selector)

* Auth Data Len - Length of the Authentication Data field in 8-
octet units. (8-bit unsigned integer)
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* Reserved - Initialized to zero for transm ssion; ignored on
reception.

* Security Assoc. ID - Wen conbined with the I Pv6 Source Address,
identifies to the receiver(s) the pre-established security
association to which this packet belongs. (32 bit field)

* Authentication Data - Al gorithmspecific information required
to authenticate the source of the packet and assure its
integrity, as specified for the pre-established security
associ ation. (Variable-length field, an integer nultiple of 8
octets long.)

12.2.6 Privacy Header

The Privacy Header seeks to provide confidentiality and integrity
by encrypting data to be protected and placing the encrypted data
in the data portion of the Privacy Header. Either a transport-

| ayer (e.g., UDP or TCP) frame may be encrypted or an entire |Pv6
dat agram may be encrypted, depending on the user’'s security

requi rements. This encapsul ati ng approach is necessary to provide
confidentiality for the entire original datagram |If present, the
Privacy Header is always the last non-encrypted field in a packet.

The Privacy Header works between hosts, between a host and a
security gateway, or between security gateways. This support for
security gateways permits trustworthy networks to exist w thout
the performance and nonetary costs of security, while providing
security for traffic transiting untrustworthy network segnments.

T i T s s I T sl S P Y S Y S S S S
| Security Association ldentifier (SAlD) |
T i T s s I T sl S P Y S Y S S S S

Initialization Vector .
I

T S T e e i S I S e S S R S i i S S s i ST S S S
Next Header* | Lengt h* | Reser ved* |
T S T e e i S I S e S S R S i i S S s i ST S S S
Pr ot ect ed Dat a* +-+-+-+-+-+-+-+-+-+-L

trailer* |

I i e i S e T S i i S S R i T sk S i S S

+

I

+-

I

+- +
I

I

I

+-
*encrypt ed
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* Security Association ldentifier (SAID) - Identifies the security
association for this datagram |If no security association has
been established, the value of this field shall be 0x0000. A
security association is normally one-way. An authenticated
communi cati ons sessi on between two hosts will normally have two
SAIDs in use (one in each direction). The receiving host uses
the conbination of SAID value and originating address to
di stinguish the correct association. (32 bit val ue)

* Initialization Vector - This field is optional and its val ue
depends on the SAID in use. For exanple, the field may contain
crypt ographi c synchroni zation data for a block oriented
encryption algorithm It may al so be used to contain a
cryptographic initialization vector. A Privacy Header
i mpl ementation will normally use the SAID value to determ ne
whether this field is present and, if it is, the field s size
and use. (presence and | ength dependent on SAl D)

* Next Header - encrypted - Identifies the type of header
i Mmediately following the Privacy header. Uses the sane val ues
as the IPv4 Protocol field. (8 bit selector)

* Reserved - encrypted - Ignored on reception.

* Length - encrypted - Length of the Privacy Header in 8-octet
units, not including the first 8 octets. (8-bit unsigned
i nt eger)

* Protected Data - encrypted - This field may contain an entire
encapsul ated | Pv6 datagram including the |IPv6 header, a
sequence of zero or nore |Pv6 options, and a transport-|ayer
payl oad, or it may just be a sequence of zero or nore |Pv6
options followed by a transport-1layer payload. (variable
| engt h)

* trailer (A gorithmdependent Trailer) - encrypted - Afield
present to support sone algorithnms which need to have paddi ng
(e.g., to a full cryptographic block size for block-oriented
encryption algorithns) or for storage of authentication data for
use with a encryption algorithmthat provides confidentiality

wi t hout authentication. It is present only when the al gorithm
in use requires such a field. (presence and | ength dependent on
SAl D)
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12. 2.7 End-to-End Option Header

The End-to-End Options header is used to carry optional

i nformati on that needs to be exanined only by a packet’'s
destination node(s). The End-to-End Options header is identified
by a Next Header value of TBD in the i medi ately precedi ng header,
and has the sane format as the Hop-by-Hop Option Header except for
the ability to exclude an option fromthe authentication integrity
assurance conputation

| Png Working G oup

We reconmend that a new | Png Worki ng Group be formed to produce
specifications for the core functionality of the IPv6 protocol suite.
The working group will carry out the recommendations of the IPng Area
Directors as outlined at the July 1994 IETF and in this nmeno. W
reconmend that this working group be chaired by Steve Deering of

Xer ox PARC and Ross Callon of Wellfleet.

The prinmary task of the working group is to produce a set of
docunents that define the basic functions, interactions, assunptions,
and packet formats for I1Pv6. W reconmend that Robert Hi nden of Sun
M crosystens be the editor for these docunents. The docunents listed
in Appendix Cwll be used by the working group to formthe basis of
the final docunment set.

The work of the IPng Wirking Group includes:

conpl ete the | Pv6 overvi ew docunent

conplete the I Pv6 detail ed operational specification

conpl ete the I Pv6 Addressing Architecture specification

produce specifications for | Pv6 encapsul ati ons over various mnedi a
conpl ete specifications for the support of packets |larger than 64KB
conpl ete specifications of the DNS enhancenents required to support
| Pv6

conpl ete specification of ICMP, | GW and router discovery for
support of |Pv6.

conpl ete specification of path MU di scovery for |Pv6

conpl ete specifications of IPv6 in IPv6 tunneling

conpl ete the suggested address format and assi gnnment pl an
coordinate with the Address Autoconfiguration Working G oup
coordinate with the NGTRANS and TACI T Worki ng G oups

conpl ete specifications of authentication and privacy support
header s

* * F X X X X

* F X X X X
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15.

The wor ki ng group shoul d al so consider a few sel ected enhancenents
i ncl udi ng:

* consider ways to conpress the | Pv6 header in the contexts of native
| Pv6, multiple IPv6 packets in a flow, and encapsul ated |IPv6
* consi der specifying support for a larger nininum MU

| Png Revi ewer

Currently it is the task of the IPng Area Directors, the |IPng
Directorate and the chairs of the proposed i png working group to
coordinate the activities of the nany parallel efforts currently
directed towards different aspects of IPng. While this is possible

and currently seens to be working well it can not be nai ntai ned over
the long run because, anong other reasons, the IPng Area will be
di ssol ved eventually and its Directorate disbanded. It will also

beconme nmuch nore difficult as IPng related activities start up in
ot her | ETF areas.

We reconmend that an | Png Revi ewer be appointed to be specifically
responsi ble for ensuring that a consistent view of IPv6 is naintai ned
across the related working groups. W feel that this function is
required due to the conplex nature of the interactions between the
parts of the IPng effort and due to the distribution of the |Png

rel ated work anongst a nunber of | ETF areas. W recomend that Dave
Clark of MT be offered this appointnent.

This woul d be a long-termtask involving the review of on-going
activities. The aimis not for the |Png Reviewer to nmake
architectural decisions since that is the work of the various working
groups, the IAB, and the | ETF as a whole.. The aimis to spot gaps or
m sunder st andi ngs before they reach the point where functionality or
interworkability is threatened.

Addr ess Aut oconfiguration

As data networks becone nore conplex the need to be able to bypass at
| east sone of the conplexity and nove towards "plug and play" becones
ever nore acute. The user can not be expected to be able to
understand the details of the network architecture or know how to
configure the network software in their host. |In the ideal case, a
user should be able to unpack a new conmputer, plug it into the |oca
network and "just" have it work without requiring the entering of any
special information. Security concerns may restrict the ability to
offer this level of transparent address autoconfiguration in some
envi ronnents but the mechani sns nmust be in place to support whatever

| evel of automation which the | ocal environnment feels confortable
with.
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The basic requirenment of "plug and play" operation is that a host
must be able to acquire an address dynam cally, either when attaching
to a network for the first time or when the host needs to be
readdressed because the host noved or because the identity of the
networ k has changed. There are many ot her functions required to
support a full "plug and play" environment. [Berk94] Most of these
must be addressed outside of the IPv6 Area but a focused effort to
define a host address autoconfiguration protocol is part of the |IPv6
process.

We reconmend that a new Address Autoconfiguration Wrking G oup
(addrconf) be forned with Dave Katz of Cisco Systens and Sue Thomson
of Bellcore as co-chairs. The purpose of this working group is to
design and specify a protocol for allocating addresses dynanmically to
| Pv6 hosts. The address configuration protocol mnmust be suitable for
a wi de range of network topol ogies, froma sinple isolated network to
a sophisticated globally connected network. It should also allow for
varying levels of administrative control, from conpletely autonmated
operation to very tight oversight.

The scope of this working group is to propose a host address
aut oconfiguration protocol which supports the full range of

t opol ogi cal and adninistrative environments in which IPv6 will be
used. It is the intention that, together with I Pv6 system di scovery,
t he address autoconfiguration protocol will provide the nininal

boot strappi ng i nformati on necessary to enable hosts to acquire
further configuration information (such as that provided by DHCP in
| Pv4). The scope does not include router configuration or any other
host configuration functions. However, it is within the scope of the
wor ki ng group to investigate and docunent the interactions between
this work and related functions including systemdiscovery, DNS
autoregi stration, service discovery, and broader host configuration
issues, to facilitate the snooth integration of these functions.

[ Kat z94a]

The working group is expected to conplete its work around the end of
1994 and di sband at that tinme. The group will use "IPv6 Address

Aut oconfiguration Architecture" [Katz94b] draft docunent as the basis
of their work.

Transi tion

The transition of the Internet fromlIPv4d to | Pv6 has to neet two
separate needs. There is a short termneed to define specific
technol ogi es and nethods to transition |IPv4 networks, including the
Internet, into I Pv6 networks and an IPv6 Internet. There is also a
long termneed to do broad-based operational planning for transition,
i ncl udi ng devel oping nmethods to all ow decentralized mgration
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strategi es, understanding the ram fications of a |long period of

coexi stence when both protocols are part of the basic infrastructure,
devel opi ng an understandi ng of the type and scope of architectural
and interoperability testing that will be required to ensure a
reliable and manageable Internet in the future.

1 Transition - Short Term

Any IPng transition plan nust take into account the realities of what

types of devices vendors will build and network managers w || depl oy.
The IPng transition plan nmust define the procedures required to
successfully inplenent the functions which vendors will be likely to

include in their devices. This is the case even if there are good
argunents to recommend agai nst a particular function, header
translation for exanple. |If products will exist it is better to have
them i nt eroperate than not.

We reconmend that a new I Png Transition (NGTRANS) Wrking Group be
formed with Bob GIligan of Sun M crosystens and xxx of yyy as co-
chairs to design the mechani sns and procedures to support the
transition of the Internet fromIPv4d to |Pv6 and to give advice on
what procedures and techni ques are preferred.

The work of the group will fall into three areas:

* Define the processes by which the Internet will make the transition
fromlIPv4d to IPv6. As part of this effort, the group will produce
a docunent explaining to the general Internet conmunity what
nmechani sns will be enployed in the transition, how the transition
will work, the assunptions about infrastructure depl oynent inherent
in the operation of these nmechani sns, and the types of
functionality that applications developers will be able to assune
as the protocol m x changes over tinmne.

* Define and specify the mandatory and optional nechani sns that
vendors should inplenment in hosts, routers, and other conponents of
the Internet in order for the transition to be carried out. Dual -
stack, encapsul ati on and header transl ati on nmechani sns nust all be
defined, as well as the interaction between hosts using different
conbi nati ons of these nechanisns. The specifications produced wll
be used by people inplenenting these | Pv6 systens.

* Articulate a concrete operational plan for the Internet to make the
transition fromlIPv4d to IPv6. The result of this work will be a
transition plan for the Internet that network operators and
I nt ernet subscribers can execute.

[G11ig94c]
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The working group is expected to conplete its work around the end of
1994 and di sband at that time. The group will use the "Sinple SIPP
Transition (SST)" [G1ig94a] overvi ew docunment as the starting point
for its work.

2 Transition - Long Term

There are a nunber of transition related topics in addition to
defining the specific IPv4 to I Pv6 nmechani snms and their depl oynent,
operation and interaction. The ramfications and procedures of
mgrating to a new technology or to a new version of an existing
technol ogy nust be fully under st ood.

W reconmend that the Transition and Coexi stence |ncluding Testing
(TACIT) Working Group, which was started a few nonths ago, explore
sone of the basic issues associated with the depl oynent of new

technol ogy into an established Internet. The TACI T Wrking G oup

will focus on the generic issues of transition and will not limt
itself to the upcoming transition to | Pv6 because, over tine,
enhancenents to I Pv6 (I Pvbng) will be devel oped and accepted. At

that point they will need to be deployed into the then existing
Internet. The TACIT Wirking Group will be nore operationally
oriented than the NGTRANS Working Group and will continue well into
the actual 1Pv6 transition

The main areas of exploration are:

* Make the transition froma currently depl oyed protocol to a new
protocol while accommodati ng heterogeneity and decentralized
managenent .

* Since it is often difficult or inpossible to replace all |egacy
systens or software, it is inportant to understand the
characteristics and operation of a |ong period of coexistence
bet ween a new protocol and the existing protocol.

* The Internet nust now be considered a utility. W are far renpoved
froma tine when a new technol ogy could be deployed to see if it
woul d work in large scale situations. Rigorous architectural and
interoperability testing nust be part of the predepl oynent phase of
any proposed software for the Internet. Testing the scaling up
behavi ors and robustness of a new protocol will offer particular
chal |l enges. The WG should determine if there are | essons to be
|l earned from OSPF, BGP4 and Cl DR Depl oynent, the AppleTalk 1 to 2
transition, DECnet Phase 4 to Phase 5 planning and transition,
anong ot hers.
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The TACI T Wrking Goup will explore each of these facets of the
depl oynment of new technol ogy and devel op a nunber of docunents to
hel p gui de users and managers of affected data networks and provide
to the | ETF:

* Detailed descriptions of problemareas in transition and
coexi stence, both predicted, based on | essons | earned, and observed
as the | Pv6 process progresses.
Recommendati ons for specific testing procedures.
Recommendati ons for coexistence operations procedures
Reconmendati ons for the snoothing of decentralized transition
pl anni ng.
[ Hust on94]

G her Address Famlies

There are many environnents in which there are one or nore network
protocol s already depl oyed or where a significant planning effort has
been undertaken to create a conprehensive network addressing plan. In
such cases there may be a tenptation to integrate I1Pv6 into the

envi ronnment by maki ng use of an existing addressing plan to define
all or part of the | Pv6 addresses. The advantage of doing this is
that it permts unified managenent of address space anong nultiple
protocol fam lies. The use of commopn addresses can help facilitate
transition from other protocols to |IPv6.

If the existing addresses are globally unique and assigned with
regard to network topology this nmay be a reasonable idea. The I ETF
shoul d work with other organizations to develop algorithnms that could
be used to map addresses between | Pv6 and other environnents. The
goal for any such napping nust be to provide an unanbiguous 1 to 1
map between indivi dual addresses.

Suggesti ons have been made to devel op mappi ng al gorithns for Novel

| PX addresses, sone types of OSI NSAPs, E164 addresses and SNA
addresses. Each of these possibilities should be carefully exam ned
to ensure that use of such an algorithm solves nore problens than it
creates. In sonme cases it may be better to reconmend either that a
native | Png addressing plan be devel oped instead, or that an | Pv6
address be used within the non-I1P environment. [Carpen94b]

We reconmend that, in conjunction with other organizations,
recommendat i ons about the use of non-1Pv6 addresses in | Pv6
envi ronnments and | Pv6 addresses in non-1Pv6 environnents be
devel oped.
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| pact on Other | ETF Standards

Many current |ETF standards are affected by IPv6. At |least 27 of the
current 51 full Internet Standards nust be revised for |Pv6, along
with at least 6 of the 20 Draft Standards and at |east 25 of the 130
Proposed Standards. [ Postel 94]

In sone cases the revisions consist of sinple changes to the text,
for exanple, in a nunber of RFCs an | P address is referred to in
passing as a "32 bit |IP address" even though |IP addresses are not
directly used in the protocol being defined. Al of the standards
track docunents will have to be checked to see if they contain such
r ef er ences.

In nost of the rest of the cases revisions to the protocols,

i ncludi ng packet formats, will be required. |In many of these cases
the address is just being carried as a data el enent and a revised
format with a larger field for the address will have no effect on the

functional paradi gm

In the renaining cases sone facet of the operation of the protocol
will be changed as a result of |IPv6. For exanple, the security and
source route nechani snms are fundanentally changed fromIPv4 with

| Pv6. Protocols and applications that relied on the | Pv4
functionality will have to be redesigned or rethought to use the
equi val ent function in |Pv6.

In a few cases this opportunity should be used to determine if some
of the RFCs should be noved to historic, for exanple EGP [M I s84]
and | P over ARCNET. [Provan9l]

The base | Png Working Group will address sone of these, existing | ETF
wor ki ng groups can work on others, while new working groups nust be
formed to deal with a few of them The IPng Wirking Group will be
responsi bl e for defining new versions of |CWP, ARP/RARP, and UDP. It
will also review RFC 1639, "FTP Operation Over Big Address Records
(FOOBAR)" [Piscit94] and RFC 1191 "Path MIU Di scovery" [ Mgul 90]

Exi sting working groups will exam ne revisions for sone of the
routing protocols: RIPv2, I1S-IS |IDRP and SDRP. A new working group
may be required for OSPF.

The existing DHCP Working Group may be able to revi se DHCP and
exam ne BOOTP.

Bradner & Mankin [ Page 38]



RFC 1752 Recomendati on for |Png January 1995

19.

20.

A TCPng Working Goup will be fornmed soon, and new wor ki ng groups
will have to be fornmed to deal with standards such as SNWMP, DNS, NTP
NETbi os, CSI over TCP, Host Requirenents, and Kerberos as well as
reviewi ng nost of the RFCs that define |IP usage over various nedia.

In addition to the standards track RFCs nenti oned above there are
many I nformational and Experimental RFCs which woul d be affected as
wel | as nunmerous Internet Drafts (and those standards track RFCs that
we mnissed).

We reconmend that the I ESG conm ssion a review of all standards track
RFCs to ensure that a full list of affected docunments is conpiled. W
recommend that the | ESG charge current |ETF working groups with the
task of understanding the inpact of |IPv6 on their proposals and,
where appropriate, revise the docunents to include support for |Pv6.

W reconmend that the I ESG charter new working groups where required
to revise other standards RFCs.

| npact on non-| ETF standards and on products

Many products and user applications which rely on the size or
structure of IPv4 addresses will need to be nodified to work with

| Pv6. While the IETF can facilitate an investigation of the inpacts
of 1 Pv6 on non-| ETF standards and products, the primary
responsibility for doing so resides in the other standards bodi es and
t he vendors.

Exanpl es of non-1 ETF standards that are effected by IPv6 include the
PCSI X standards, Open Software Foundation’s DCE and DME, X-Qpen, Sun
ONC, the Andrew File Systemand M T s Kerberos. Mst products that
provi de specialized network security including firewall-type devices
are anong those that mnmust be extended to support | Pve6.

APl s

It is traditional to state that the | ETF does not "do" APIs. Wile
there are many reasons for this, the one nost commonly referenced is
that there are too many environments where TCP/IP is used, too many
di fferent operating systens, progranm ng | anguages, and pl atforns.
The feeling is that the | ETF should not get involved in attenpting to
define a | anguage and operating systemindependent interface in the
face of such conplexity.

W feel that this historical tendency for the | ETF to avoid dealing
with APlIs should be reexanmined in the case of IPv6. W feel that in
a few specific cases the preval ence of a particular type of APl is
such that a single common solution for the nodifications made
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21.

22.

necessary by | Pv6 shoul d be docunent ed.

We reconmend that Informational RFCs be solicited or devel oped for
these few cases. 1In particular, the Berkel ey-style sockets
interface, the UNIX TLI and XTI interfaces, and the W NSOCK
interfaces should be targeted. A draft docunent exists which could
be devel oped into the sockets APl description. [G11ig94b]

Future of the IPng Area and Worki ng G oups

In our presentation at the Houston | ETF neeting we stated that the
exi sting | Png proposal working groups would not be forced to close
down after the reconmendati on was made. Each of them has been
wor ki ng on technol ogi es that may have applications in addition to
their IPng proposal and these technol ogi es should not be | ost.

Since the Toronto | ETF neeting the existing |IPng working groups have
been returned to the Internet Area. The group nmenbers nmay decide to
cl ose down the working groups or to continue sonme of their efforts.
The charters of the working groups nmust be revised if they choose to
conti nue since they would no | onger be proposing an | Png candi date.

In Toronto the chairs of the SIPP Wrking Group requested that the
SI PP Working Group be concluded. The chairs of the TUBA Wbrking
Group requested that the TUBA working group be understood to be in
hiatus until a number of the docunents in process were conpleted, at
which time they woul d request that the working group be concl uded.

We reconmend that the IPng Area and its Directorate continue unti
t he basic docunents have entered the standards track in [ate 1994 or
early 1995 and that after such tinme the area be dissolved and those

| Png Area working groups still active be noved to their normal |ETF
ar eas.

Security Considerations
The security of the Internet has |ong been questioned. It has been

the topic of much press coverage, many conferences and workshops.
Almost all of this attention has been negative, pointing out the many
pl aces where the | evel of possible security is far | ess than that
deened necessary for the current and future uses of the Internet. A
nunber of the RFC 1550 White Papers specifically pointed out the
requirenent to inprove the |level of security avail able [Adand4,
Bel 1 94b, Brit94, G een94, Vecchi 94, Flei 94] as does "Realizing the
Information Future". [ Nat94]
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In February of 1994, the | AB convened a workshop on security in the
Internet architecture. The report of this workshop [ AB94] includes
an exploration of nmany of the security problem areas and nmakes a
nunber of recomrendations to inprove the level of security that the
Internet offers its users.

W feel that an inprovenent in the basic |evel of security in the
Internet is vital to its continued success. Users nust be able to
assune that their exchanges are safe from tanpering, diversion and
exposure. Organizations that wish to use the Internet to conduct
busi ness nmust be able to have a high level of confidence in the
identity of their correspondents and in the security of their

comuni cations. The goal is to provide strong protection as a natter
of course throughout the Internet.

As the | AB report points out, many of the necessary tools are not a
function of the internetworking |layer of the protocol. These higher
| evel tools could make use of strong security features in the
internetworking layer if they were present. Wile we expect that

there will be a nunber of special high-level security packages
avail able for specific Internet constituencies, support for basic
packet-1evel authentication will provide for the adoption of a nuch

needed, wi despread, security infrastructure throughout the Internet.

It is best to separate the support for authentication fromthe
support for encryption. One should be able to use the two functions
i ndependently. There are sone applications in which authentication
of a corespondent is sufficient and others where the data exchanged
nmust be kept private.

It is our recommendation that | Pv6 support packet authentication as a
basic and required function. Applications should be able to rely on
support for this feature in every IPv6 inplenentation. Support for a
specific authentication algorithmshould al so be mandated whil e
support for additional algorithns should be optional.

Thus we recommend that support for the Authentication Header be
required in all conpliant |1Pv6 inplenentations.

We reconmend that support for a specific authentication algorithm be
required. The specific algorithmshould be determ ned by the tine
the I Pv6 docunents are offered as Proposed Standards.

We reconmend that support for the Privacy Header be required in | Pv6
i npl enent ati ons.
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We reconmend that support for a privacy authentication al gorithm be
required. The specific algorithmshould be determ ned by the tine the
| Pv6 docunents are offered as Proposed Standards.

Clearly, a key managenent infrastructure will be required in order to
enabl e the use of the authentication and encryption headers.

However, defining such an infrastructure is outside the scope of the
| Pv6 effort. W do note that there are on-going | ETF activities in
this area. The IPv6 transition working groups nust coordinate with
these activities.

Just as clearly, the use of authentication and encryption nay add to
the cost and inpact the performance of systenms but the nore secure
infrastructure is worth the penalty. Watever penalty there is
shoul d al so decrease in tinme with inproved software and hardware
assi st ance.

The use of firewalls is increasing on the Internet. W hope that the
presence of the authentication and privacy features in IPv6 will
reduce the need for firewalls, but we do understand that they wll
continue to be used for the foreseeable future. In this light, we
feel that clear guidance should be given to the devel opers of
firewalls on the best ways to design and configure them when worKki ng
in an |1 Pv6 environnent.

W reconmend that an "I1Pv6 framework for firewalls" be devel oped.
This framework shoul d expl ore the ways in which the Authentication
Header can be used to strengthen firewall technol ogy and detail how
the | Pv6 packet should be analyzed by a firewall

Sone aspects of security require additional study. For exanple, it
has been pointed out [Vecchi94] that, even in non-mlitary
situations, there are places where procedures to thwart traffic
analysis will be required. This could be done by the use of
encrypted encapsul ati on, but this and other simlar requirenents nust
be addressed on an on-going basis by the Security Area of the | ETF.
The design of |1 Pv6 nmust be flexible enough to support the |ater

addi tion of such security features.

We believe that 1Pv6 with its inherent security features will provide

t he foundati on upon which the Internet can continue to expand its
functionality and user base.
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Appendi x A - Sunmary of Reconmendati ons

5.3 Address Assignnent Policy Recommendati ons

11.

13.

14.

15.

16.

16.

17.

18.

20.

changes in address assignnent policies are not recomended
reclamati on of underutilized assigned addresses is not currently
recommended
efforts to renunber significant portions of the Internet are not
currently recomrended
reconmend consi deration of assigning ClDR-type address bl ocks out
of unassigned Class A addressees
| Png Recommendat i on
reconmend that "Sinple Internet Protocol Plus (SIPP) Spec. (128
bit ver)" [Deering94b] be adopted as the basis for |Png
reconmend that the docunents listed in Appendix C be the basis of
| Png
| Png Wor ki ng G oup
reconmend that an | Png Working G oup be formed, chaired by Steve
Deering and Ross Cal |l on
recommend that Robert Hi nden be the docunent editor for the |IPng
ef fort
| Png Revi ewer
reconmend that an | Png Revi ewer be appointed and that Dave d ark
be that reviewer
Addr ess Autoconfiguration
reconmend that an Address Autoconfiguration Wrking Goup be
formed, chaired by Dave Katz and Sue Thonson
1 Transition - Short Term
recommend that an I Png Transition Wirking Goup be forned, chaired
by Bob G Iligan and TBA
2 Transition - Long Term
recommend that the Transition and Coexi stence Including Testing
Wor ki ng Group be chartered
O her Address Families
recommend that recommendati ons about the use of non-1Pv6 addresses
in IPv6 environments and | Pv6 addresses in non-1Pv6
envi ronnents be devel oped
| npact on Qther |ETF Standards
recommend the | ESG commission a review of all standards track RFCs
reconmend the | ESG charge current | ETF working groups with the
task of understanding the inpact of IPng on their proposals
and, where appropriate, revise the docunents to include support
for 1Png
reconmend the | ESG charter new working groups where required to
revi se other standards RFCs
APl s
reconmend that Informational RFCs be devel oped or solicited for a
few of the comon APIs
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Future of the IPng Area and Worki ng G oups

reconmend that the IPng Area and Area Directorate continue unti
mai n docunents are offered as Proposed Standards in late 1994

22. Security Considerations
recommend that support for
recommend that support for
required
recomend t hat
recomend t hat
required
recomend t hat

support for
support for

Appendix B - IPng Area Directorate
J. Allard - Mcrosoft
Steve Bellovin - AT&T
JimBound - Digital

Ross Callon - Wellfl eet
Brian Carpenter - CERN
Dave Clark - MT

John Curran - NEARNET
Steve Deering - Xerox
Dino Farinacci - Cisco
Paul Francis - NIT

Eric Fleischmann - Boeing
Mar k Knopper - Ameritech

Greg Mnshall - Novell
Rob U | mann - Lotus

Li xi a Zhang - Xerox
Dani el

the Privacy Header
a specific privacy algorithm be

t he Authenticati on Header be required
a specific authentication algorithm be

be required

an "IPng framework for firewalls" be devel oped

<jal |l ard@ui crosoft.conp
<snb@ esearch. att. conp
<bound@k3. dec. con»
<rcallon@wel | fl eet.conp
<bri an. car penter @ern. ch>
<ddc@cs.mt.edu >
<curran@i c. near. net >
<deeri ng@ar c. xer ox. conp
<di no@i sco. conp
<franci s@l ab.ntt.jp>
<eri cf @t c. boei ng. conp
<mak @ads. conp

<m nshal | @wx. novel | . conp
<ariel @worl d.std. conp

<l i xi a@ar c. xer ox. conp

Karrenberg of RIPE joined the Directorate when it was fornmed

but had to withdraw due to the demands of his day job.

Since the Toronto | ETF neeting Paul
Directorate to pursue other interests.
M crosystenms and Yakov Rekhter of
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Franci s has resigned fromthe
Robert Hi nden of Sun
| BM j oi ned.
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Pr ogr ess.

[ Rekht er94] Rekhter, Y., and T. Li, "An Architecture for |Pv6 Unicast
Address Allocation", Wrk in Progress.

[GIl1ig94a] Glligan, R, "Sinple SIPP Transition (SST) Overview
Work in Progress.

[GI1ig94b] G lligan, R, Govindan, R, Thomson, S., and J. Bound,
"SI PP Program Interfaces for BSD Systens", Wrk in Progress.

[ At ki ns94a] Atkinson, R, "SIPP Security Architecture", Wrk in
Pr ogr ess.

[ At ki ns94b] Atkinson, R, "SIPP Authentication Header", Wrk in
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[ Ford94b] Ford, P., Li, T., and Y. Rekhter, "SDRP Routing Header for
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Devel opnment Corp., Cctober 1994,
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Bel | Laboratories, August 1994.
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Bel | Laboratories, August 1994.
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1682, Digital Equipnent Corporation, August 1994,
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Bel | core, August 1994.
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Cor porate Networks", RFC 1678, |BM August 1994.
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1672, University of Auckland, August 1994.
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Consi derations", RFC 1671, CERN, August 1994.
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[Estrin94a] Estrin, D., Li, T., and Y. Rekhter, "Unified Routing
Requirenments for IPng", RFC 1668, USC, cisco Systens, |BM August
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[ Fl ei sch94] Fleischman, E., "A Large Corporate User’s View of |Png",
RFC 1687, Boei ng Conputer Services, August 1994,

[Geen94] Geen, D, Irey, P., Marlow, D., and K O Donoghue, "HPN
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