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A suggested Addition to File Transfer Protocol

On Novenber 16, an informal neeting was held at UCLA to discuss
prospects for a network standard Renote Job Service (RJS) protocol. In
attendance were representatives of UCLA-CCN and UCSB, the

network’s only current RIS sites, as well as UCLA-NMC and the BBN
network project. A report on that discussion will be published as an
RFC shortly and will not be discussed here. |In thinking about the use
of the proposed File Transfer Protocol (FTP) (RFC #265) for RIS,
however, we cane to the conclusion that a "restart" procedure mnight be
an extrenely useful addition to the FTP.

Many, perhaps nost, of the individuals involved in protocol design thus
far are oriented toward the use of short date transm ssions over the
network the transnission | engths that have been considered "typical" are
a few characters, a print line, or perhaps as nuch as a page of text.
The experience of the current RIS sites, however, is that single files
are commonly rmuch | onger, for exanple a line-printer output file of 400
pages woul d not seem unusual to these sites. Further, one m ght
reasonably predict that network use of Renpote Job Services will be
presel ected with a tendency toward | arge jobs (although |large jobs do
not necessarily inply large 1/Ofiles) and that the addition of other
bat ch service sites (ILLIAC, UCSD) will increase the nunber of long-file
transfers. In light of this kind of experience/prediction, it would
seemthat the FTP shoul d i nclude (perhaps as an option which

i nteractive-user oriented systens could ignhore) a nmethod of "restarting"
along file transfer if some element in the transmission path fails
after a large volune of data has been transferred.

The critical elenent in a "restart" procedure is the ability to arrange
agreenent between both ends of the transnission path as to where,
exactly, the retransm ssion should begin. There are two potenti al

candi dates for marking possible restart |ocations already built into the
proposed Data Transfer Protocol (RFC #264) which underlies the FTP;
these are:

a) The "information separators” (transaction type B4) which are

avail able in both "transparent block" transfers and "descri ptor
and counts" transfers, and
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b) The "sequence nunbers" which can be used with the "descriptor
and counts" transfer node.
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After some discussion, we seenmed to agree that the "information
separators" (as they would be used in "transparent block" transfer
node, i.e., wthout "sequence nunbers") were unlikely to serve as
UNAMBI GUOUS restart |ocation marker, and therefore we suggest the use
of "sequence nunbers" as markers. W were aware of the fact that
this choice m ght exclude TIPs and ot her Hosts which do not use
sequence nunbering fromthe type of recovery under discussion; we
bel i eve, however, that our suggestion elimnates at |east sone of
this problem

| magi ne that sone site, which we will call the "user site" or "user"
has initiated a connection fromits own file transfer process to a
file transfer process at sone other site, which we will call the
"server site" or "server". After the appropriate exchanges of
information, a file transfer (using the File Transfer Protocol)
begi ns over the path between these two sites. After sone infornmation
is transferred, the path between the user and server is broken. At
sone later tine the user initiates a new connection between the file
transfer processes at user and server, establishes relevant access
privileges, and wi shes to resune the transni ssion which was in
progress when the path was broken. First we describe four new op-
codes for the File Transfer Protocol

Hex Operation

10 Append at sequence number
This conmand is essentially the same as any of the "Store"
or "Append..." conmands except that a 16-bit sequence
nunber i mrediately follows the op-code (before the
pat hnane) .

11 Retrieve at sequence number

This is the sanme as the "Retrieve"comand except that a
16-bit sequence nunber imediately follows the op-code
(before the pathnane).

12 Resune Retri eve
To be used when the user wi shes the server to choose the

sequence nunber; in other respects this is identical to
the "Retrieve" comrand.
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Use t he sequence nunber

Thi s conmand contains only the op-code and a 16-bit
sequence nunber. It is intended as a denial of the
ability to | ocate the sequence nunber given in an "Append
at sequence nunber” or "Retrieve at sequence number”
command and, simultaneously, to suggest another nunber
whi ch can be | ocat ed.

There are several possible cases which are shown bel ow. The user
site is always presuned to be the site at the left of the page.
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A User site sending at tine path is broken
/
/ Append at sequence number
| e >
| Acknow edge
| e
| Dat a
| e >
I

\ The server site agrees to resune at the user-chosen point.
\ The first data transaction is nunbered with the chosen
\ sequence nunber.

/  Append at sequence nunber

e e >
| Unsuccessful Term nate
| e e
\ The server site will never permt restart for some reason

\ (seq. #s were ignhored or not used initially, seq #s were not
\ stored with the file, the file was | ost when the path was
\ br oken, etc.)

/  Append at sequence nunber

___________________________________________ >
| Use this sequence nunber
| e e
| / Dat a
| | e I >
| \ The user site agrees to use the server-chosen nunber
| \ and the first data transaction is nunbered with the
| \ chosen nunber.
I
| or
I
| / Unsuccessful Term nate

\ I e >

\ \ The user site cannot restart at this nunber for

\ \ SOme reason
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B. User site receiving at tine path is broken, and the user site
does not particularly care about the exact sequence nunber (for

exanpl e,

if the user site is sending the file to a printer, sone

dupl i cate pages are probably acceptable and the user site would
probably not want to renenber sequence nunbers).
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/

/

Resume Retrieve

____________________________________ >
Dat a

=,

The server picks some point and begins transmni ssion at
that point. |If sequence nunbers were used during the

original transm ssion, then the first transaction of
this transm ssion nust exactly match (including
sequence nunber) some transaction of the original
transm ssi on.

Resume Retrieve

____________________________________ >
Unsuccessful Term nate
=,

The server site is unable or unwilling to restart the

transm ssi on.
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C. User site receiving at tine path is broken, and does care about
the val ue of the sequence nunber.

/ Retrieve at sequence nunber

\ The server agrees to resunme at the user-chosen
\ point. The first data transaction is nunbered
\ with the chosen sequence nunber.

/ Retrieve at sequence nunber

i R >
| Unsuccessful Term nate
| R I e T T TP
I
| The server site will never permt restart for sone
| reason.
| Retrieve at sequence number
| e >
| Use this sequence nunber
| N e
| / Acknow edge
| I e >
| | Dat a
| | Cemmmmeeemeeeeeeeeaeeee e
| \ The user site agrees to use the
| \ server-chosen nunber. The first data
| \ transaction is nunbered with the chosen
| \  nunber.
I
| or
I
| / Unsuccessful Term nate
| I e Rl >
I I
\ \ The server cannot use the user-chosen
\ \ nunber and the user cannot use the
\ \ server-chosen nunber. Therefore the attenpt
\ \ to restart nust be abandoned.
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Sone sites (e.g., UCLA-CCN) have agreed (in principle, at least) to
i npl erent t hese commands and, nore inportant, to store sequence
nunbers (with files being transferred) on a non-volatil e storage
medi um so that restarts may be effected. This will be done, of
course, only if this, or some simlar, proposal is accepted by the
NG as part of the File Transfer Protocol. W hope interested
parties will comuni cate conmments or counter-proposals to the FTP
commttee and/or publish their ideas in the RFC series.

AAM jm

[This RFC was put into nachine readable formfor entry]
[into the online RFC archives by Kelly Tardif, Viaginie 10/99]
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