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NETWORK UNI X 1

RFC 681 NI C 32157 2

| NTRODUCTI ON 3

THE UNI X TIME-SHARI NG SYSTEM [1] PRESENTS SEVERAL | NTERESTI NG
CAPABI LI TIES AS AN ARPA NETWORK M NI - HOST. IT OFFERS POAERFUL
LOCAL PROCESSI NG FACI LITIES I N TERVM5 OF USER PROGRAMS, SEVERAL

COWPI LERS, AN EDI TOR BASED ON QED, A VERSATILE DOCUMENT

PREPARATI ON SYSTEM AND AN EFFI Cl ENT FI LE SYSTEM FEATURI NG

SOPHI STI CATED ACCESS CONTRCL, MOUNTABLE AND DE- MOUNTABLE

VOLUVES, AND A UNI FI ED TREATMENT OF PERI PHERALS AS SPECI AL FILES. 3a

THE NETWORK CONTROL PROGRAM (NCP), IS | NTEGRATED W TH N THE

UNI X FI LE SYSTEM NETWORK CONNECTI ONS ARE TREATED AS SPECI AL

FI LES WHI CH CAN BE ACCESSED THROUGH STANDARD UNI X 1/ O CALLS; VI Z.
READ, WRITE, OPEN, CLOSE. SPECI AL FI LES HAVE DI RECTCORY ENTRI ES
SIM LAR TO NORMAL FI LES EXCEPT THAT CERTAIN FLAG BITS ARE SET.
THESE FLAG BI TS CAUSE SYSTEM |/ O ROUTI NES TO TAKE SPECI AL ACTI ON.
IN UNI X, SPECI AL FILES SIGNI FY PERI PHERAL DEVI CES. FOR EXAMPLE,
| /O TRANSACTION WTH MAGTAPE ZERO WOULD BE ACCOWPLI SHED BY
ACCESSI NG THE SPECI AL FI LE, "/DEV/I MI0". FOR THE UNI X NETWORK
SYSTEM  ADDI TIONAL SPECI AL FI LES WERE CREATED EACH OF WHI CH
SPECI FIES A HOST ON THE ARPA NETWORK. FOR EXAMPLE

"/ DEVI NET/ HARV" REPRESENTS THE PDP- 10 AT HARVARD. THI S S| MPLE
ACCESS MECHANI SM THROUGH THE FI LI NG SYSTEM ALLOAS STANDARD ARPA
PROTOCOLS SUCH AS TELNET AND FTP TO BE | MPLEMENTED AS
SWAPPABLE USER PROGRAMS, RESI DENT ONLY WHEN NEEDED. FURTHERMORE,
A USER MAY WVRITE H'S OAN PROGRAMS TO COVMUNI CATE W TH THESE

SPECI AL FI LES JUST AS THE TELNET PROGRAM DOES. THE SAMPLE
PROGRAM FOUND BELOW DEPI CTS THE ESSENTI ALS OF NETWORKI NG FROM
UNI X. 3b

STANDARD |/ O 4
TO PRESENT THE BASIC PROPERTIES OF UNI X I/ O THE READ, WRI TE,
OPEN, AND CLCSE FUNCTI ON CALLS ARE SUMVARI ZED BELOW  EACH CALL
MAY RESULT IN AN ERROR CODE OF M NUS ONE. 4a

TO MANI PULATE AN EXI STING FILE WTH READS OR WRITES, | T MJST
FI RST BE OPENED W TH THE FOLLOW NG CALL: 4b
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FI LEDES = OPEN( " ANYFI LENAME", FLAG ) 4b1

WHERE " ANYFI LENAME" | S THE ARBI TRARY NAME OF THE FI LE TO BE
OPENED. THE SECOND PARAMETER | NDI CATES WHETHER THE FILE IS TO BE
READ, WRI TTEN, OR UPDATED. THE RETURNED VALUE "FI LEDES", IS
CALLED A FILE DESCRIPTOR I T IS AN | NTEGCER USED TO | DENTIFY THE

FI LE | N SUBSEQUENT CALLS TO READ AND WRI TE. 4c
ONCE A FI LE HAS BEEN OPENED, THE FOLLOW NG CALLS MAY BE USED: 4d
NBYTES READ( FI LEDES, BUFFER, COUNT ) ;

NBYTES = WRI TE( FI LEDES, BUFFER, COUNT ) ; 4d1
COUNT IS THE NUMBER OF BYTES TO BE TRANSM TTED BETWEEN THE

FI LE REPRESENTED BY ' FI LEDES’ AND THE BYTE ARRAY REPRESENTED BY
"BUFFER . NBYTES IS THE NUVMBER ACTUALLY TRANSM TTED. FOR THE

READ CALL, 'NBYTES MAY BE ZERO TO | NDI CATE THE END OF FILE;, IN

El THER CASE, M NUS ONE WLL BE RETURNED | F THERE WAS AN ERROR. 4e

FOR EACH OPEN FI LE, THE SYSTEM NMAI NTAINS A PO NTER TO THE NEXT
BYTE TO BE READ OR WRITTEN. | F N BYTES ARE TRANSM TTED, THE

PO NTER ADVANCES N BYTES. DATA WRI TTEN TO A FI LE AFFECT ONLY
THOSE BYTES IN THE FI LE WHI CH ARE | NDI CATED BY THE POSITION OF
THE WRITE PO NTER AND THE COUNT; NO OTHER PART OF THE FILE IS
CHANGED. | F THE SYSTEM PO NTER | NDI CATES THAT ANY BYTES BEI NG
WRITTEN WOULD LIE BEYOND THE END OF THE FILE, THE FILE IS

ENLARGED AS NEEDED. 4f

ONCE THE USER HAS FI NI SHED PROCESSI NG A FILE, | T SHOULD BE

CLOSED. THI'S IS AFFECTED W TH THE FOLLOW NG CALL: 4g
CLOSE( FI LEDES ); 491

ALTHOUGH I T I'S NOT ABSOLUTELY NECESSARY TO DO A SPECI FI C CLOSE

ON A FI LE WHEN FI NI SHED, (THE SYSTEM CLOSES ALL FI LES WHEN A

PROGRAM EXITS), IT IS A GOOD PRACTICE, SINCE THE USER IS

ALLONED ONLY SI XTEEN OPEN FI LES. 4h

THERE ARE SEVERAL ADDI Tl ONAL SYSTEM CALLS RELATED TO 1/0O VWH CH
WLL NOT BE DI SCUSSED I N DETAIL. A FEW OF THE MORE NOTABLE ONES
ALLOWV THE USER TO GET THE STATUS OF A FILE, CHANGE THE

PROTECTI ON OR OMNERSHI P OF A FILE, CREATE A FILE, CREATE A

DI RECTORY, MAKE A LINK TO AN EXI STING FILE, AND DELETE A
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UN

FI LE. FOR FURTHER | NFORVATI ON CONCERNI NG THE DI FFERENT 1/ 0O
CALLS THE READER | S DI RECTED TO THE UNI X PROGRAMVER S MANUAL,
FIFTH ED TION, K THOWPSON, AND DD M RITCH E, JUNE 1974.

THE USER COVMUNI CATES WTH THE NETWORK VIA THESE SAME SYSTEM
CALLS. FOR EXAMPLE, |IF ONE W SHED TO CONNECT TO THE THE PDP- 10
AT HARVARD, THE FOLLOW NG SEQUENCE OF CALLS M GHT BE USED.

FI LEDES = OPEN( "/DEV/ NET/ HARV", 2 );
| F( FILEDES < 0 )
PRI NTF(" HARVARD | S DEAD');
ELSE
WH LE( ( NBYTES=READ( FI LEDES, BUF, 80)) > 0 )
WRI TE( 0, BUF, NBYTES ) ;

THE OPEN | NSTRUCTS THE SYSTEM TO OPEN A TELNET CONNECTI ON TO
HARVARD, |F M NUS ONE | S RETURNED, THE PROGRAM PRI NTS A MESSAGE
AND EXITS, OIHERW SE THE PROGRAM W LL READ ANY BYTES SENT BY
HARVARD AND PRI NT THEM OUT ON THE CONTROLLI NG TELETYPE. THI S WLL
GO ON UNTIL HARVARD CLOSES THE CONNECTI ON (READ W LL RETURN

M NUS ONE WHEN THE CONNECTION |'S CLOSED) .

X TELNET

IN ORDER TO COMMUNI CATE WTH REMOTE HOSTS ON THE ARPA
NETWORK, ONE FIRST LOGS IN TO UNI X AS A NORVAL USER. THE USER
THEN RUNS A PROGRAM TELNET, WH CH AFTER ANNOUNCI NG | TSELF LEAVES
H M WTH SEVERAL OPTI ONS.

HE MAY CONTINUE WTH HHS NORVAL UNI X ACTIVITIES. WHEN TELNET
SEES A UNIX COWWAND, I T WLL I N TIATE THE REQUEST AS A
PARALLEL TASK, IN THE SAME MANNER AS THE UNI X COMVAND PROCESSCOR
(THE SHELL). SINCE TH' S MAY BE DONE REGARDLESS OF WHETHER OR NOT
A NETWORK CONNECTION | S OPEN, THE USER MAY SI MULTANEOUSLY RECEI VE
OUTPUT FROM A FOREI GN HOST' S SERVER TELNET AND CONVERSE W TH THE
LOCAL UNI X SYSTEM

WHEN THE TELNET- USER OPENS A CONNECTI ON, TELNET ACCEPTS THE
HOST NAME AND ANY SPECI AL PARAMETERS, AND DOES AN OPEN ON THE
SPECI AL FILE CORRESPONDING TO THAT HOST. WHEN CONTROL IS
RETURNED, THE CONNECTI ON | S OPEN. ANY FURTHER DATA RECEIl VED
FROM THE TERM NAL NOT CONTAI Nl NG ESCAPE CHARACTER IS SENT TO THE

4i

4]

4k

5a

5b
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NETWORK FI LE. ANY DATA RECEI VED | N RESPONSE TO A READ ON THE
NETWORK FILE, IS WRITTEN ON THE USER S TYPEWRI TER 5c

COMMUNI CATI ON CONTINUES WTH THE HOST UNTIL THE USER W SHES

TO CLOSE THE CONNECTI ON. THE USER SI MPLY MAKES THI S KNOWN TO

TELNET VI A A COWAND, AND TELNET DOES A STANDARD CLOSE ON THE
NETWORK FILE. THE NEGOTI ATI ON OF CLCOSI NG THE NETWORK CONNECTI ON

'S LEFT TO THE SYSTEM FREEI NG THE USER FOR OTHER COWVPUTATI ONAL
WORK. 5d

THERE | S SOVE CHARACTER TRANSLATI ON AND | NVI SI BLE CONTRCL

| NFORMATI ON  PASSED BACK AND FORTH BETWEEN THE FORElI GN HOST AND
THE TELNET PROCESS. THI S | NVOLVES RECOGNI TI ON OF TELNET | ACS AND
THE TRANSLATI ON OF CARRI AGE RETURN(CR) AND LI NE FEED(LF) TO LI NE
FEED ON ALL DATA RECEIVED FROM THE NETWORK, AND THE | NVERSE
TRANSLATI ON OF LF TO CR LF ON ALL DATA SENT TO THE NETWORK. 5e

NCP STRUCTURE 6

DUE TO THE STRUCTURE OF BOTH THE | MP TO HOST[ 2] AND HOST TO
HOST[ 3] NETWORK PROTOCCOLS, DATA COVES FROM THE NETWORK
DESTINED NOT' ONLY FOR ONE OF MANY ACTI VE PROCESSES, BUT FOR
THE | NFORVATI ON OF THE LOCAL HOST AS A WHOLE. FOR EXAMPLE,
NETWORK TRAFFIC SUCH AS A HOST TO HOST RESET, WH CH GENERALLY
SI GNALS THAT A FOREI GN HOST HAS COMVE "ALI VE' MJUST BE ACKNOW.EDGED
TO LET THAT HOST KNOW THAT THE LOCAL HOST | TSELF IS "ALI VE".
THEREFORE, THE LOCAL HOST MUST MONI TOR DATA COM NG FROM THE NET
TO PERFORM NOT' ONLY A MESSACE SW TCHI NG FUNCTION, WVHICH | S THE
BULK OF NETWORK TRAFFI C, BUT TO PROVI DE A CONTROL AND STATUS
FUNCTI ON. 6a

FURTHER, WHEN A PERSON ASSOCI ATED W TH THE LOCAL HOST W SHES

TO CARRY ON A CONVERSATI ON W TH A NETWORK SERVER, THE | NI TI AL
CONNECTI ON PROTOCOL[ 4] MJST BE USED TO PROVI DE A LOG CAL PORT

AT EACH SI TE FOR SUCCEEDI NG | NFORVATI ON FLOW 6b

EXPERIENCE WTH THE ANTS MARK I[5] AND ANTS MARK I1[6] SYSTEMS
HAS SHOMWN THAT THE ABOVE CLASSES OF NETWORK EVENTS ARE

RELATI VELY | NFREQUENT, AND THAT MOST NETWORK TRAFFIC | S I N TERVB

OF USER DATA FLOW AND THE ASSOCI ATED FLOW CONTROL( HOST TO HOST
ALLOCATES AND | MP TO HOST RFNMS). I T IS ALSO THE CASE THAT THE
SOFTWARE REQUI RED TO | MPLEMENT THE STATUS AND CONTROL FUNCTION | S
THE BULKI EST PART OF AN NCP. 6C
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IN UNI X, THE KERNEL OF THE OPERATING SYSTEM |S CORERESI DENT
AND NON- SWAPPABLE. A LARGE KERNEL REDUCES THE MEMORY AVAI LABLE
FOR USER PROGRAMS. THUS IT IS DESIRABLE TO M N M ZE THE
AMOUNT COF CODE ADDED TO THE BASI C UNI X KERNEL FOR THE NCP. FOR
TH'S REASON, THE NCP | S | MPLEMENTED | N TWO PARTS. ONE PART | S
ROOTED IN THE KERNEL AND MAKES UP THE NON- SWAPPABLE SECTI ON,
ABOUT 3.5K WORDS OF CORE. THE OTHER SECTI ON ( CALLED THE NCP
DAEMON) DEALS W TH USER REQUESTS TO OPEN AND CLOSE CONNECTI ONS
AND HANDLES THE STATUS TRAFFI C DESCRI BED ABOVE. THE NCP DAEMON
RUNS AS A SWAPPABLE USER PROCESS OF ABOUT 8. 5K WORDS I N SIZE, AND
COMMUNI CATES WTH THE KERNEL VI A A SPECI AL FI LE. 6d

HARDWARE AND SCOFTWARE REQUI REMENTS 7

THE NETWORK SOFTWARE FOR UNIX WAS DEVELOPED ON A

PDP-11/50, W TH MEMORY MANAGEMENT, TWO RKO5 DI SK PACKS, TWO NI NE
TRACK MAGTAPE DRI VES, FOUR DECTAPE DRI VES, 32K WORDS OF CCRE, AND
THREE TERM NALS. PRESENTLY THI S HAS BEEN EXPANDED TO ENCOWVPASS A
DH11 TERM NAL MULTI PLEXOR, AN RP0O3 MWING HEAD DI SK, A TWN
PLATTER RF11 FIXED HEAD DI SK, FLOATI NG PO NT, AND 48K OF CORE.
USER FI LES ARE STORED ON THE RP0O3. THE RF11 IS USED AS A SWAP
DI SK AND FOR TEMPCORARY FI LE STORAGE; ONE RKO5 PLATTER CONTAI NS
THE SYSTEM FI LES, AND THE SECOND CONTAINS LOG N AND ACCOUNTI NG

| NFORMATI ON. I N THE NEAR FUTURE, THE SYSTEM W LL BE EXPANDED TO
128K WORDS OF CORE MEMORY W TH 10 DI AL I N AND 10 HARD W RED
TERM NAL LI NES. 7a

THE BASE OPERATI NG SYSTEM OCCUPI ES 24. 5K WORDS OF MEMORY. THI S
SYSTEM | NCLUDES A LARGE NUMBER OF DEVI CE DRI VERS, AND ENJOYS A
GENEROUS AMOUNT COF SPACE FOR |/ O BUFFERS AND SYSTEM TABLES. A

M N MAL SYSTEM WOULD REQUI RE 40K WORDS OF HARDWARE MEMORY. I T
SHOULD BE NOTED THAT UNI X ALSO REQUIRES THE MEMORY MANAGEMENT
OPTI ON OFFERED BY DEC TO RUN AT ALL. 7b

THE BASE OPERATI NG SYSTEM WAS DEVELOPED BY BELL LABORATCRIES

IN MJRRAY HILL, NEWJERSEY. THE BELL | NSTALLATI ON SUPPORTS A
H GH SPEED PAPER TAPE READER- PUNCH, NI NE- TRACK MAGNETI C TAPE,
AND DECTAPE. BESIDES THE CONSOLE TERM NAL, THERE ARE 14

VARl ABLE SPEED COVMUNI CATI ON DATASETS, AND A 201 SERIES DATASET
FOR SPOCLI NG PRI NTOQUT TO A COVWWUNAL LI NE PRI NTER  THERE ARE ALSO
SEVERAL ONE- OF- A- KIND DEVI CES | NCLUDI NG A VO CE RESPONSE UNIT, A
VO CE SYNTHESI ZER, A PHOTOTYPESETTER, A DI G TAL SW TCHI NG
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NETWORK, AND A SATELLI TE PDP-11/20 WHI CH GENERATES VECTORS,
CURVES, AND CHARACTERS FOR A TEKTRONI X 611 STORAGE- TUBE DI SPLAY. 7c

RELI ABI LI TY 8

AS OF THIS WRITING NETWORK UNI X HAS BEEN RUNNI NG ON A FULL

TIME BASI S FOR ABOUT FOUR WEEKS. DURI NG THAT PERI OD, THERE WERE
BETWEEN THREE AND FOUR CRASHES A DAY. THIS IS NOT A VALID

| NDI CATOR BECAUSE MANY COF THE FAI LURES WERE DUE TO HARDWARE

COWVPLI CATI ONS. MORE RECENTLY THE HARDWARE HAS BEEN RE- CONFI GURED

TO | MPROVE RELI ABI LI TY AND THE CRASH RATE HAS BEEN REDUCED TO ONE

A DAY WTH A DOM TIME OF 2-3 MNS. TH S IS EXPECTED TO

CONTI NUE, BUT THE SAMPLI NG PERI OD HASNT BEEN LONG ENOUGH FOR ANY
DEPENDABLE ANALYSI S. 8a

AVAI LABI LI TY 9

ALTHOUGH THE UNI X NETWORK SOFTWARE WAS DEVELOPED W THOUT ARPA
SUPPORT, THE CENTER FOR ADVANCED COVPUTATION IS WLLING TO
PROVIDE I T GRATIS TO THE PEOPLE OF THE ARPA COVMUNI TY. 9a

HOAEVER BELL LABCRATCORI ES MJUST BE CONTACTED FOR A LISCENSE TO
THE BASE SYSTEM | TSELF. BELL'S POLICY I N THE PAST HAS BEEN TO

LI SCENSE THE SYSTEM TO UNI VERSI TIES FOR A NOM NAL FEE,

$150. 00, AND UNFORTUNATELY FOR A COST OF $20, 000.00 TO

" NONUNI VERSI TY" | NSTI TUTI ONS. 9b

IN THI S LI GHT BELL WAS APPRCACHED TO SEE WHAT THEI R REACTI ON

WOULD BE TO AN ARPA NETWORK W DE LI SCENSE, THEY SAID THEY WERE
OPEN TO SUGGESTI ONS | N THAT AREA. SO SHOULD ENOUGH PEOPLE

BECOVE | NTERESTED, PERHAPS A LESS EXPENSI VE FEE CAN BE

NEGOT| ATED. 9c

| NTERESTED USERS WHO HAVE EITHER SOURCE LISTINGS OR SOURCE
FI LES | NCLUDE: 9d

THE RAND CORPORATI ON WHI CH IS USI NG OUR | MPLEMENTATI ON AS A BASI S
FOR THEI R OAN VERSI ON. 9e

LI NCOLN LABORATORI ES WHICH HAS A SOURCE LISTING TO BE USED AS
AN Al D I N EVALUATI ON OF THE UNI X SYSTEM of
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THE | NCO CORPORATI ON OF MC LEAN VIR HAS A LISTING TO HELP IN

THE | NSTALLATI ON OF AN NCP | NTO DEC S RSTS OPERATI NG SYSTEM 99

IN ANY CASE WE ARE WLLING TO HELP ANY GROUP W TH ACQUI SI TI ON

OF A SYSTEM 9h
FOR FURTHER | NFORVATI ON CONCERNI NG THE SYSTEM CONTACT: 9h1

STEVE HOLMGREN

210 ADVANCED COVPUTATI ON BLDG
UNI VERSI TY OF I LLINO S

URBANA | LLINO S 61801

(217) - 333- 8469
R
HOLMGREN AT BBN

OQUTLOOK AND FUTURE PLANS 10

WTH THE ADVENT OF TELNET IN UNI X; CURRENT PLANS ARE TO RUN THE
SYSTEM OVER THE NEXT ONE OR TWO MONTHS AND WORK OUT ANY

REMAI NING BUGS. WHILE THIS IS GO NG ON, EXTENSI VE BANDW TH AND
LOAD TESTING IS GONG TO TAKE PLACE AND  ANY REASONABLE

| MPROVEMENTS MADE. 10a

AFTER TELNET HAS PROVED | TSELF RELI ABLE, THE OPEN SYSTEM CALL

W LL BE EXPANDED TO | NCLUDE FURTHER PARAMETERI ZATION. THI'S
PARAMETERI ZATI ON W LL ENCOVPASS CONNECTI ONS TO SPECI FI C  SOCKETS,

SI MPLEX CONNECTI ONS BASED ON A SOCKET ALREADY | N USE, AND THE

ABI LI TY TO LI STEN ON A LOCAL SOCKET. 10b

AFTER THOSE EXTENSIONS, NET MAIL, THEN NETWORK FTP AND FI NALLY
NETWORK RJE WLL BE | MPLEMENTED. ALL WLL RUN AS USER
PROGRAMS SO THE KERNEL SYSTEM SI ZE W LL NOT | NCREASE. 10c

THERE |'S ALSO | NTEREST | N | MPLEMENTI NG SOVE OF THE PROCEDURE

CALL PROTOCOL BEING DEVELOPED BY THE NATI ONAL SOFTWARE WORKS,

BUT NO DEFI NATE PLAN HAVE BEEN MADE. 10d
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