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Abstract

This nenp defines a protocol for supporting the transport of any SS7
MIP3- User signalling (e.g., ISUP and SCCP nessages) over |P using the
services of the Stream Control Transm ssion Protocol. Al so,
provision is made for protocol elenents that enable a seanl ess
operation of the MIP3-User peers in the SS7 and | P domains. This
protocol would be used between a Signalling Gateway (SG and a Media
Gat eway Controller (M3C) or |P-resident Database, or between two

| P-based applications. It is assunmed that the SG receives SS7
signalling over a standard SS7 interface using the SS7 Message
Transfer Part (MIP) to provide transport.
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1. Introduction

This nenp defines a protocol for supporting the transport of any SS7
MIP3- User signalling (e.g., ISUP and SCCP nessages) over |P using the
services of the Stream Control Transmi ssion Protocol [17]. Al so,
provision is made for protocol elenents that enable a seanless
operation of the MIP3-User peers in the SS7 and | P domains. This
protocol would be used between a Signalling Gateway (SG and a Media
Gaway Controller (M3C) or |P-resident Database [11], or between two
| P- based applications.

1.1 Scope

There is a need for Switched Grcuit Network (SCN) signalling
protocol delivery froman SS7 Signalling Gateway (SG to a Media

Gat eway Controller (M3C) or |IP-resident Database as described in the
Framework Architecture for Signalling Transport [11]. The delivery
nmechani sm shoul d neet the followi ng criteria:

* Support for the transfer of all SS7 MIP3-User Part messages (e.g.,
ISUP [1,2,3], SCCP [4,5,6], TUP [12], etc.)
Support for the seam ess operation of MIP3-User protocol peers
Support for the managenent of SCTP transport associations and
traffic between an SG and one or nore M3Cs or | P-resident

Dat abases

* Support for M3C or |P-resident Database process failover and | oad
shari ng

* Support for the asynchronous reporting of status changes to
managenent

In sinmplistic transport terns, the SGwill termnate SS7 MIP2 and
MIP3 protocol layers [7,8,9] and deliver |SUP, SCCP and/or any other
MIP3- User protocol nessages, as well as certain MIP network
managenent events, over SCIP transport associations to MIP3-User
peers in M3Cs or |P-resident Databases.
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1.2 Term nol ogy

Application Server (AS) - Alogical entity serving a specific Routing
Key. An exanple of an Application Server is a virtual swtch el ement
handling all call processing for a unique range of PSTN trunks,
identified by an SS7 SI O DPC/ OPC/ Cl C_range. Another exanple is a
virtual database elenent, handling all HLR transactions for a
particul ar SS7 DPC/ OPC/ SCCP_SSN conbi nati on. The AS contains a set
of one or nore unique Application Server Processes, of which one or
nore is normally actively processing traffic. Note that there is a
1:1 rel ationship between an AS and a Routi ng Key.

Application Server Process (ASP) - A process instance of an
Application Server. An Application Server Process serves as an active
or backup process of an Application Server (e.g., part of a
distributed virtual switch or database). Exanples of ASPs are
processes (or process instances) of MCs, IP SCPs or IP HLRs. An ASP
contains an SCTP endpoi nt and may be configured to process signalling
traffic within nore than one Application Server.

Associ ation - An association refers to an SCTP associ ation. The
associ ati on provides the transport for the delivery of MIP3-User
protocol data units and M3UA adaptation | ayer peer messages.

| P Server Process (IPSP) - A process instance of an |P-based
application. An IPSP is essentially the sane as an ASP, except that
it uses MBUA in a point-to-point fashion. Conceptually, an | PSP does
not use the services of a Signalling Gateway node.

Fai l over - The capability to reroute signalling traffic as required
to an alternate Application Server Process, or group of ASPs, within
an Application Server in the event of failure or unavailability of a
currently used Application Server Process. Failover also applies
upon the return to service of a previously unavail abl e Application
Server Process.

Host - The conputing platformthat the process (SGP, ASP or IPSP) is
runni ng on.

Layer Managenent - Layer Managenent is a nodal function that handl es

the inputs and outputs between the M3UA | ayer and a | ocal nanagenent
entity.
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Li nkset - A nunber of signalling links that directly interconnect two
signalling points, which are used as a nodul e.

MIP - The Message Transfer Part of the SS7 protocol.
MIP3 - MIP Level 3, the signalling network | ayer of SS7

MIP3- User - Any protocol normally using the services of the SS7 MIP3
(e.g., ISUP, SCCP, TUP, etc.).

Net wor k Appear ance - The Network Appearance is a M3UA | ocal reference
shared by SG and AS (typically an integer) that together with an

Si gnal i ng Point Code uniquely identifies an SS7 node by indicating
the specific SS7 network it belongs to. It can be used to distinguish
between signalling traffic associated with different networks being
sent between the SG and the ASP over a common SCTP associ ation. An
exanpl e scenario is where an SG appears as an elenment in multiple
separate national SS7 networks and the sane Signaling Point Code

val ue may be reused in different networks.

Network Byte Order: Mst significant byte first, a.k.a Big Endian.

Routing Key: A Routing Key describes a set of SS7 paraneters and
paranmet er val ues that uniquely define the range of signalling traffic
to be handled by a particular Application Server. Paraneters wthin
the Routing Key cannot extend across nore than a single Signalling
Poi nt Managenent C uster.

Routing Context - A value that uniquely identifies a Routing Key.
Routi ng Context values are either configured using a configuration
managenent interface, or by using the routing key managenent
procedures defined in this docunent.

Signalling Gateway Process (SGP) - A process instance of a Signalling
Gateway. It serves as an active, backup, |oad-sharing or broadcast
process of a Signalling Gateway.

Signalling Gateway - An SGis a signaling agent that receives/sends
SCN native signaling at the edge of the IP network [11]. An SG
appears to the SS7 network as an SS7 Signalling Point. An SG
contains a set of one or nore unique Signalling Gateway Processes, of
which one or nore is normally actively processing traffic. Were an
SG contains nore than one SGP, the SGis a logical entity and the
contai ned SGPs are assunmed to be coordinated into a single managenent
view to the SS7 network and to the supported Application Servers.

Si debottom et. al. St andar ds Track [ Page 5]



RFC 3332 SS7 MIP3-User Adaptation Layer Sept ember 2002

Signalling Process - A process instance that uses M3UA to conmuni cate
with other signalling processes. An ASP, an SGP and an | PSP are al
signhal ling processes.

Signal I i ng Point Managenent Cluster (SPMC) - The conplete set of
Application Servers represented to the SS7 network under a single MP
entity (Signalling Point) in one specific Network Appearance. SPMCs
are used to aggregate the availability, congestion, and user part
status of an MIP entity (Signalling Point) that is distributed in the
| P donmain, for the purpose of supporting MIP3 managenent procedures
towards the SS7 network. In some cases, the SGitself may al so be a
menber of the SPMC. In this case, the SG availability /congestion

/ User _Part status should al so be taken into account when considering
any supporting MIP3 nanagenment actions.

Stream - A streamrefers to an SCTP stream a unidirectional |ogica
channel established from one SCTP endpoint to another associ ated SCTP
endpoint, within which all user nmessages are delivered in-sequence
except for those submitted to the unordered delivery service.

1.3 MBUA Overvi ew
1.3.1 Protocol Architecture

The framework architecture that has been defined for SCN signalling
transport over |P [11] uses nultiple conponents, including a common
signalling transport protocol and an adaptati on nodule to support the
services expected by a particular SCN signalling protocol fromits
under | yi ng protocol |ayer.

Wthin the framework architecture, this docunent defines an MIP3- User
adaptation nmodul e suitable for supporting the transfer of nmessages of
any protocol layer that is identified to the MIP Level 3 as an MIP
User. The list of these protocol |ayers includes, but is not linited
to, | SDN User Part (I1SUP) [1,2,3], Signalling Connection Control Part
(SCCP) [4,5,6] and Tel ephone User Part (TUP) [12]. TCAP [13, 14, 15]
or RANAP [16] nessages are transferred transparently by the MBUA
protocol as SCCP payl oad, as they are SCCP-User protocols.

It is recomended that M3UA use the services of the Stream Contro
Transni ssion Protocol (SCTP) [17] as the underlying reliable comon
signalling transport protocol. This is to take advantage of various
SCTP features such as:
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- Explicit packet-oriented delivery (not streamoriented),

- Sequenced delivery of user nessages within multiple streans,
with an option for order-of-arrival delivery of individua
user nessages,

- Optional multiplexing of user messages into SCTP dat agrans,

- Network-level fault tolerance through support of nulti-hom ng
at either or both ends of an association,

- Resistance to fl oodi ng and nasquerade attacks, and

- Data segnentation to conformto di scovered path MIU si ze.

Under certain scenarios, such as back-to-back connections wi thout
redundancy requirenents, the SCTP functions above m ght not be a
requi rement and TCP MAY be used as the underlying common transport
pr ot ocol .

1.3.2 Services Provided by the MBUA Layer

The MBUA Layer at an ASP or | PSP provi des the equival ent set of
primitives at its upper layer to the MIP3-Users as provided by the
MIP Level 3 to its local MIP3-Users at an SS7 SEP. In this way, the
| SUP and/ or SCCP | ayer at an ASP or |IPSP is unaware that the expected
MIP3 services are offered renptely froman MIP3 Layer at an SGP, and
not by a local MIP3 |ayer. The MIP3 |ayer at an SGP nmay al so be
unaware that its local users are actually renote user parts over

MBUA. I n effect, the M3UA extends access to the MIP3 | ayer services
to a renote | P-based application. The MBUA | ayer does not itself
provide the MIP3 services. However, in the case where an ASP is
connected to nore than one SG the MBUA | ayer at an ASP shoul d

mai ntain the status of configured SS7 destinations and route nessages
according to the availability and congestion status of the routes to
t hese destinations via each SG

The MBUA | ayer may al so be used for point-to-point signalling between
two | P Server Processes (IPSPs). In this case, the M3UA | ayer
provides the same set of primtives and services at its upper |ayer
as the MIP3. However, in this case the expected MIP3 services are not
offered renotely froman SGP. The MIP3 services are provided but the
procedures to support these services are a subset of the MIP3
procedures due to the sinplified point-to-point nature of the IPSP to
| PSP rel ati onshi p.
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1.3.2.1 Support for the Transport of MIP3-User Messages

The MBUA | ayer provides the transport of MIP- TRANSFER primitives
across an established SCTP associ ati on between an SGP and an ASP or
bet ween | PSPs.

At an ASP, in the case where a destination is reachable via nultiple
SGPs, the MBUA | ayer nust al so choose via which SGP the nessage is to
be routed or support |oad bal anci ng across the SGPs, ninin zing

nm ssequenci ng.

The MBUA | ayer does not inpose a 272-octet signalling information
field (SIF) length [imt as specified by the SS7 MIP Level 2 protocol
[7,8,9]. Larger information blocks can be accompdated directly by
MBUA/ SCTP, without the need for an upper |ayer segnentation/re-
assenbly procedure as specified in recent SCCP or | SUP versions.
However, in the context of an SG the maxi mum 272-octet bl ock size
must be foll owed when interworking to a SS7 network that does not
support the transfer of larger information blocks to the final
destination. This avoids potential |SUP or SCCP fragnmentation
requirements at the SGPs. The provisioning and configuration of the
SS7 network determines the restriction placed on the nmaxi num bl ock
size. Sonme configurations (e.g., Broadband MIP [21]) nmay pernit

| arger bl ock sizes.

1.3.2.2 Native Managenent Functions
The MBUA | ayer provides the capability to indicate errors associ ated
with received MBUA nessages and to notify, as appropriate, |ocal
managenent and/or the peer M3UA

1.3.2.3 Interworking with MIP3 Network Managenment Functions
At the SGP, the MBUA | ayer provides interworking with MIP3 nanagenent
functions to support seanl ess operation of the user SCN signalling
applications in the SS7 and | P domains. This includes:

- Providing an indication to MIP3-Users at an ASP that a destination
in the SS7 network is not reachable.

- Providing an indication to MIP3-Users at an ASP that a destination
in the SS7 network i s now reachabl e.

- Providing an indication to MIP3-Users at an ASP that messages to a
destination in the SS7 network are experiencing SS7 congestion.
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- Providing an indication to the MBUA | ayer at an ASP that the routes
to a destination in the SS7 network are restricted.

- Providing an indication to MIP3-Users at an ASP that a MIP3- User
peer is unavail abl e.

The MBUA | ayer at an ASP keeps the state of the routes to renote SS7
destinations and may initiate an audit of the availability, the
restricted or the congested state of renpte SS7 destinations. This
information is requested fromthe MBUA | ayer at the SCGP

The MBUA | ayer at an ASP may al so indicate to the SG that the MBUA
| ayer itself or the ASP or the ASP's Host is congested.

1.3.2.4 Support for the Managenent of SCTP Associ ati ons between the SGP
and ASPs.

The MBUA | ayer at the SGP nmmintains the availability state of al
configured renmote ASPs, to manage the SCTP Associ ations and the
traffic between the M3UA peers. As well, the active/inactive and
congestion state of renpte ASPs is naintained.

The MBUA | ayer MAY be instructed by | ocal managenent to establish an
SCTP association to a peer M3UA node. This can be achieved using the
M SCTP_ESTABLI SH primitives (See Section 1.6.3 for a description of
managenent primtives.) to request, indicate and confirmthe
establ i shnment of an SCTP associ ation with a peer M3UA node. |n order
to avoid redundant SCTP associ ati ons between two MBUA peers, one side
(client) SHOULD be designated to establish the SCTP associ ation, or
MBUA configuration information nmai ntained to detect redundant
associations (e.g., via know edge of the expected | ocal and renote
SCTP endpoi nt addresses).

Local managenment MAY request fromthe MBUA | ayer the status of the
underlyi ng SCTP associ ations using the M SCTP_STATUS request and
confirmprimtives. Al so, the MBUA MAY autononously inform | ocal
managenent of the reason for the rel ease of an SCTP associ ati on
determ ned either locally within the MBUA | ayer or by a primtive
fromthe SCTP.

Also the MBUA | ayer MAY informthe | ocal managenent of the change in

status of an ASP or AS. This MAY be achi eved using the M ASP_STATUS
request or M AS_STATUS request prinitives.
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1.3.2.5 Support for the Managenment of Connections to Multiple SGPs

As shown in Figure 1 an ASP nay be connected to multiple SGPs. In
such a case a particular SS7 destination may be reachable via nore
than one SGP and/or SG i.e., via nore than one route. As MIP3 users
only maintain status on a destination and not on a route basis, the
MBUA | ayer must maintain the status (availability, restriction,

and/ or congestion of route to destination) of the individual routes,
derive the overall availability or congestion status of the
destination fromthe status of the individual routes, and informthe
MIP3 users of this derived status whenever it changes.

1.4 Functional Areas
1.4.1 Signalling Point Code Representation

For example, within an SS7 network, a Signalling Gateway m ght be
charged with representing a set of nodes in the IP domain into the
SS7 network for routing purposes. The SGitself, as a signalling
point in the SS7 network, mght also be addressable with an SS7 Poi nt
Code for MIP3 Managenent purposes. The SG Poi nt Code might also be
used for addressing any |ocal MIP3-Users at the SG such as a | ocal
SCCP | ayer.

An SG may be logically partitioned to operate in nmultiple SS7 network
appearances. In such a case, the SG coul d be addressable with a
Poi nt Code in each network appearance, and represents a set of nodes
in the IP domain into each SS7 network. Alias Point Codes [8] may

al so be used within an SG network appearance.

Where an SG contains nore than one S@E, the MIP3 routeset, SPMC and
renote AS/ ASP states of each SGP SHOULD be coordi nated across all the
SGPs. Rerouting of traffic between the SGPs MAY al so be supported.

Application Servers can be represented under the sanme Point Code of
the SG their own individual Point Codes or grouped wth other
Application Servers for Point Code preservation purposes. A single
Poi nt Code may be used to represent the SG and all the Application
Servers together, if desired.

If an ASP or group of ASPs is available to the SS7 network via nore
than one SG each with its own Point Code, the ASP(s) will typically
be represented by a Point Code that is separate from any SG Poi nt
Code. This allows, for exanple, these SGs to be viewed fromthe SS7
network as "STPs", each having an ongoing "route" to the sane ASP(s).
Under failure conditions where the ASP(s) becone(s) unavail able from
one of the SGs, this approach enables MIP3 route managenent nessagi ng
between the SG and SS7 network, allow ng sinple SS7 rerouting through
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an alternate SG wit hout changi ng the Destination Point Code Address
of SS7 traffic to the ASP(s).

Where a particular AS can be reached via nore than one SGP, the
correspondi ng Routing Keys in the SGPs should be identical. (Note:
It is possible for the SGP Routing Key configuration data to be
tenmporarily out-of-sync during configuration updates).

Fomm oo o - +
I I
SRS + SG1 +--------c------ +
+o---- - + | SS7 links | "STP" | |IP network | ----
| SEP +---+ AEEEE T + +---/ \
| or | | * | ASPs |
| STP +---+ AEEEE T + +---\ /
REREEE + | | |
SRS + SG2 H4-------eemm--- +
| "STP" |
Fomm oo o - +
Figure 1 Exanple with mated SGs
* Note:. SGto-SG conmunication (i.e., "Clinks") is recomended for

carrier grade networks, using an MIP3 |inkset or an equivalent, to
allow rerouting between the SGs in the event of route failures. Were
SGPs are used, inter-SGP conmunication mght be used. Inter-SGP
protocol is outside of the scope of this docunent.

The foll owi ng exanple shows a signalling gateway partitioned into two
net wor k appear ances.

SG
+--a oo - + NS +
| SEP +-------------- | SS7 Ntwk | MBUA|
oo + SS7 links | "A | | / \
|\ | Fomeeieeee + ASPs |
I I I \ /
AR + | SS7 Ntwk | | ----
| SEP +--------oaao-- + "B" | |
+--a oo - + NS +

Figure 2 Exanple with multiple Network
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1.4.2 Routing Contexts and Routing Keys
1.4.2.1 Overview

The distribution of SS7 nessages between the SGP and the Application
Servers is determ ned by the Routing Keys and their associ ated
Routing Contexts. A Routing Key is essentially a set of SS7
paraneters used to filter SS7 nessages, whereas the Routing Context
paraneter is a 4-byte value (integer) that is associated to that
Routing Key in a 1:1 relationship. The Routing Context therefore can
be viewed as an index into a sending node’s Message Distribution
Tabl e containing the Routing Key entri es.

Possi bl e SS7 address/routing information that conprise a Routing Key
entry includes, for exanple, the OPC, DPC, SIO found in the MIP3
routing | abel, or MIP3-User specific fields (such as the | SUP CIC,
SCCP subsystem nunber). Sone exanpl e Routing Keys are: the DPC

al one, the DPC/ OPC conbi nation, the DPC/ OPC/ CI C conbi nation, or the
DPC/ SSN conbi nation. The particular information used to define an
MBUA Routing Key is application and network dependent, and none of

t he above exanpl es are mandat ed.

An Application Server Process may be configured to process signalling
traffic related to nore than one Application Server, over a single
SCTP Association. |In ASP Active and ASP | nactive managemnent

nmessages, the signalling traffic to be started or stopped is
discrinmnated by the Routing Context paraneter. At an ASP, the
Routi ng Context parameter uniquely identifies the range of signalling
traffic associated with each Application Server that the ASP is
configured to receive.

1.4.2.2 Routing Key Limtations

Routi ng Keys SHOULD be unique in the sense that each received SS7
signal ling message SHOULD have a full or partial match to a single
routing result. It is not necessary for the paraneter range val ues
within a particular Routing Key to be contiguous. For exanple, an AS
coul d be configured to support call processing for multiple ranges of
PSTN trunks that are not represented by contiguous Cl C val ues.

1.4.2.3 Managi ng Routing Contexts and Routing Keys
There are two ways to provision a Routing Key at an SGP. A Routing
Key may be configured statically using an inplenentation dependent

managenent interface, or dynamcally using the M3UA Routing Key
regi stration procedure.
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When using a managenent interface to configure Routing Keys, the
nmessage distribution function within the SGP is not limted to the
set of paranmeters defined in this document. O her inplenentation
dependent distribution algorithns may be used.

1.4.2.4 Message Distribution at the SGP

To direct messages received fromthe SS7 MIP3 network to the
appropriate |IP destination, the SG nust perform a nmessage

di stribution function using information fromthe received MIP3-User
nessage.

To support this nmessage distribution, the SG might, for exanple,

mai ntai n the equivalent of a network address translation table,
mappi ng i ncom ng SS7 nessage information to an Application Server for
a particular application and range of traffic. This could be
acconpl i shed by conparing el enents of the inconming SS7 nmessage to
currently defined Routing Keys in the SGP

These Routing Keys could in turn map directly to an Application
Server that is enabled by one or nore ASPs. These ASPs provi de
dynamic status information regarding their availability, traffic
handl i ng capability and congestion to the SGP using various
managenent mnessages defined in the MBUA protocol

The list of ASPs in an AS is assuned to be dynam c, taking into
account the availability, traffic handling capability and congestion
status of the individual ASPs in the list, as well as configuration
changes and possible failover mechani sns.

Normal |y, one or nore ASPs are active (i.e., currently processing
traffic) in the AS but in certain failure and transition cases it is
possi ble that there may be no active ASP avail able. Broadcast,

| oadsharing and backup scenarios are supported.

When there is no matching Routing Key entry for an incom ng SS7
nmessage, a default treatnment MAY be specified. Possible solutions
are to provide a default Application Server at the SGP that directs
all unallocated traffic to a (set of) default ASP(s), or to drop the
nmessage and provide a notification to | ayer managenent. The
treatment of unallocated traffic is inplenentati on dependent.
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1.4.2.5 Message Distribution at the ASP

The ASP nmust choose an SGP to direct a nessage to the SS7 networKk.
This is acconplished by observing the Destination Point Code (and
possi bly other elenents of the outgoing nessage such as the SLS
val ue). The ASP nust al so take into account whether the rel ated
Routing Context is active or not (See Section 4.3.4.3).

| mpl enent ati on Note: Where nore than one route (or SGP) is possible
for routing to the SS7 network, the ASP could, for exanple, maintain
a dynanmic table of available SGP routes for the SS7 destinations,
taking into account the SS7 destination

availability/restricted/ congestion status received fromthe SGP(s),
the availability status of the individual SGPs and configuration
changes and fail over nmechani snms. There is, however, no M3UA nessagi ng
to manage the status of an SGP (e.g., SGP-Up/Down/Active/lnactive
nmessagi ng) .

Whenever an SCTP association to an SGP exists, the SGP is assuned to
be ready for the purposes of responding to M3UA ASPSM nessages (Refer
to Section 3).

1.4.3 SS7 and MBUA I nt erwor ki ng

In the case of SS7 and M3BUA interworking, the M3UA adaptation |ayer
is designed to provide an extension of the MIP3 defined user
primtives.

1.4.3.1 Signalling Gateway SS7 Layers

The SG is responsible for termnating MIP Level 3 of the SS7
protocol, and offering an |P-based extension to its users.

From an SS7 perspective, it is expected that the Signalling Gateway
transmts and receives SS7 Message Signalling Units (MSUs) to and
fromthe PSTN over a standard SS7 network interface, using the SS7
Message Transfer Part (MIP) [7,8,9] to provide reliable transport of
t he nmessages.

As a standard SS7 network interface, the use of MIP Level 2
signalling links is not the only possibility. ATM based H gh Speed
Li nks can al so be used with the services of the Signalling ATM
Adapt ati on Layer (SAAL) [18, 19].

Note: It is also possible for | P-based interfaces to be present,

using the services of the MIP2-User Adaptation Layer (MUA) [27] or
M2PA [ 28] .
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These could be termnated at a Signalling Transfer Point (STP) or
Signalling End Point (SEP). Using the services of MIP3, the SG could
be capabl e of comrunicating with remote SS7 SEPs in a quasi -

associ ated fashion, where STPs nay be present in the SS7 path between
the SEP and the SG

1.4.3.2 SS7 and M3UA Interworking at the SG

The SGP provides a functional interworking of transport functions
between the SS7 network and the I P network by al so supporting the
MBUA adaptation layer. It allows the transfer of MIP3-User
signalling nmessages to and froman | P-based Application Server
Process where the peer MIP3-User protocol |ayer exists.

For SS7 user part managenent, it is required that the MIP3-User
protocols at ASPs receive indications of SS7 signalling point

avail ability, SS7 network congestion, and renote User Part

unavail ability as woul d be expected in an SS7 SEP node. To
acconplish this, the MIP- PAUSE, MIP- RESUME and MIP- STATUS i ndi cation
primtives received at the MIP3 upper layer interface at the SG need
to be propagated to the renote MIP3-User |ower |ayer interface at the
ASP.

MIP3 managenent mnessages (such as TFPs or TFAs received fromthe SS7
networ k) MJUST NOT be encapsul ated as Data nessage Payl oad Data and
sent either fromSGto ASP or fromASP to SG The SG MJST term nate
t hese nessages and generate MBUA nessages as appropriate.

1.4.3.3 Application Server

A cluster of application servers is responsible for providing the
overall support for one or nore SS7 upper |ayers. Froman SS7
standpoint, a Signalling Point Managenent C uster (SPMC) provides
conpl ete support for the upper |ayer service for a given point code.
As an exanple, an SPMC provi ding M3C capabilities could provide
conpl ete support for |ISUP (and any other MIP3 user |ocated at the
poi nt code of the SPMC) for a given point code.

In the case where an ASP is connected to nore than one SGP, the MBUA
| ayer nust maintain the status of configured SS7 destinations and
route nessages according to availability/congestion/restricted status
of the routes to these SS7 desti nati ons.

1.4.3.4 | PSP Consi derations
Since IPSPs use MBUA in a point-to-point fashion, there is no concept

of routing of nessages beyond the renote end. Therefore, SS7 and
MBUA interworking is not necessary for this nodel.
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1. 4. 4 Redundancy Model s
1.4.4.1 Application Server Redundancy

Al'l MIP3-User nessages (e.g., |SUP, SCCP) which match a provisioned
Routing Key at an SGP are nmapped to an Application Server.

The Application Server is the set of all ASPs associated with a
specific Routing Key. Each ASP in this set may be active, inactive or
unavail able. Active ASPs handle traffic; inactive ASPs m ght be used
when active ASPs becone unavail abl e.

The failover nodel supports an "n+k" redundancy nodel, where "n" ASPs
i s the mni mum nunber of redundant ASPs required to handle traffic
and "k" ASPs are available to take over for a failed or unavail abl e
ASP. A "1+1" active/backup redundancy is a subset of this nodel. A
sinmpl ex "1+0" nodel is also supported as a subset, with no ASP
redundancy.

1.4.5 Flow Contro

Local Managenent at an ASP may wish to stop traffic across an SCTP
association to tenporarily renpve the association fromservice or to
performtesting and mai ntenance activity. The function could
optionally be used to control the start of traffic on to a newy
avai |l abl e SCTP associ ati on.

1.4.6 Congestion Managenent

The MBUA | ayer is informed of |ocal and | P network congestion by
means of an inpl enentation-dependent function (e.g., an

i npl ement ati on dependent indication fromthe SCTP of |IP network
congestion).

At an ASP or I PSP, the M3UA | ayer indicates congestion to |ocal
MIP3- Users by means of an MIP-STATUS primtive, as per current MIP3
procedures, to invoke appropriate upper |ayer responses.

When an SG deternines that the transport of SS7 nessages to a

Si gnal I i ng Poi nt Managenent C uster (SPMC) is encountering
congestion, the SG MAY trigger SS7 MIP3 Transfer Controlled
managenent messages to originating SS7 nodes, per the congestion
procedures of the relevant MIP3 standard. The triggering of SS7 MIP3
Managenent nessages froman SGis an inplenentation-dependent

functi on.
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The MBUA | ayer at an ASP or | PSP MAY indicate | ocal congestion to an
MBUA peer with an SCON nessage. Wen an SG receives a congestion
nmessage (SCON) from an ASP, and the SG deternines that an SPMC i s now
encount ering congestion, it MAY trigger SS7 MIP3 Transfer Controlled
managenent messages to concerned SS7 destinations according to
congestion procedures of the rel evant MIP3 standard.

1.4.7 SCTP Stream Mappi ng.

The MBUA | ayer at both the SGP and ASP al so supports the assi gnnment
of signalling traffic into streams within an SCTP associ ati on
Traffic that requires sequenci ng SHOULD be assigned to the same
stream To acconplish this, MIP3-User traffic may be assigned to

i ndi vi dual streans based on, for exanple, the SLS value in the MIP3
Routing Label or the ISUP ClC assignnent, subject of course to the
maxi num nunber of streans supported by the underlying SCTP
associ ati on.

1.4.8 dient/Server Model

It is recomended that the SGP and ASP be able to support both client
and server operation. The peer endpoints using M3UA SHOULD be
configured so that one always takes on the role of client and the
other the role of server for initiating SCTP associations. The
default orientation would be for the SGP to take on the rol e of
server while the ASP is the client. In this case, ASPs SHOULD
initiate the SCTP association to the SGP

In the case of IPSP to | PSP conmuni cation, the peer endpoints using
MBUA SHOULD be configured so that one always takes on the role of
client and the other the role of server for initiating SCTP
associ ati ons.

The SCTP and TCP Regi stered User Port Number Assignment for M3UA is
2905.
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1.5 Sanpl e Configuration

1.5.1 Exanple 1. |1SUP Message Transport

*kkkkk*k k% SS7 kkkhkkhkkkhkkhkhkkikkhkikkk*k IP *kkkkk*kk*
* SEP  *--------- * SGP M * ASP *
*kkkkk*k k% kkkhkkhkkkhkkhkhkkikkhkikkk*k *kkkkk*kk*
S R + o e e e e + S R +
| 1SUP | | (NI'F) | | 1SUP |
S R + R R + ------ + S R +
| MIP3 | | MIP3 | | MUA | | MBUA

S N, | +---o - - S S S + S N, +
| MIP2 | | MIP2 | | SCTP | | SCTP |
S R + R R + ------ + S R +
| L1 | | L1 | | P | | P |
S R + R R + ------ + S R +

SEP - SS7 Signalling End Point
SCTP - Stream Control Transni ssion Protocol
NI F - Nodal | nterworking Function

In this exanple, the SGP provides an inplenmentation-dependent nodal
interworking function (NIF) that allows the M3C to exchange SS7
signalling nmessages with the SS7-based SEP. The NIF within the SGP
serves as the interface within the SGP between the MIP3 and MBUA
Thi s nodal interworking function has no visible peer protocol with
either the M3C or SEP. It also provides network status information
to one or both sides of the network.

For internal SGP nodeling purposes, at the NIF [ evel, SS7 signalling
nmessages that are destined to the M3C are received as MIP- TRANSFER
indication primtives fromthe MIP Level 3 upper |ayer interface,
translated to MIP- TRANSFER request primtives, and sent to the |ocal
MBUA-r esi dent nessage distribution function for ongoing routing to
the final I P destination. Messages received fromthe |ocal MUA

net wor k address translation and mappi ng function as MIP- TRANSFER
indication primtives are sent to the MIP Level 3 upper |ayer
interface as MIP- TRANSFER request primtives for ongoing MIP Level 3
routing to an SS7 SEP. For the purposes of providing SS7 network
status information the NIF al so delivers MIP- PAUSE, MIP- RESUVE and
MI'P- STATUS i ndication primtives received fromthe MIP Level 3 upper
| ayer interface to the I ocal M3UA-resident managenment function. In
addition, as an inplenentation and network option, restricted
destinations are conmuni cated from MIP network managenent to the

| ocal MBUA-resident managenent functi on.
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1.5.2 Exanple 2: SCCP Transport between | PSPs

kkkkkkk* IP kkkkkkk*
* | PSP * * | PSP *
kkkkkkk* kkkkkkk*
Fo-m oo - + Fo-m oo - +
| SCCP- | | SCCP- |
| User | | User |
Fo-m oo - + Fo-m oo - +
| SCCP | | SCCP |
Fo-m oo - + Fo-m oo - +
| MBUA | | MBUA |
Fo-m oo - + Fo-m oo - +
| SCTP | | SCTP |
Fo-m oo - + Fo-m oo - +
| 1P | | 1P |
Fo-m oo - + Fo-m oo - +

Thi s exanpl e shows an architecture where no Signhalling Gateway is
used. In this exanple, SCCP nessages are exchanged directly between
two | P-resident 1 PSPs with resident SCCP-User protocol instances,
such as RANAP or TCAP. SS7 network interworking is not required,
therefore there is no MIP3 network managenent status infornmation for
t he SCCP and SCCP- User protocols to consider. Any MIP-PAUSE, MIP-
RESUVE or MIP- STATUS indications fromthe MBUA | ayer to the SCCP

| ayer should consider the status of the SCTP Associ ati on and
underlying I P network and any congestion information received from
the renote site.
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1.5.3 Exanpl e 3: SGP Resident SCCP Layer, with Renote ASP

*kk*kkkkk*% SS7 kkkkkhhkkkikkhkikikkikkhkikk*k IP *kkkkkk*
* SEP K o e e e e - - - o * K o e e e e - - o * *
* or ¥ * SGP * * ASP *
* STP * * * * *
*kkkkk*k* kkkkkhhkkhkkhkkhkikkikkhkik*k*k *kkk ik k k%
R R + o + R R +
| SCCP-| | SCCP | | SCCP-|
| User | e R + | User |
+---o - - + | | +---- - - +
| SCCP | | | | SCCP |
R R + S R N S + R R +
| MIP3 | | MIP3 | | MBUA | | MBUA

+---o - - | S N, + ------ + +---- - - +
| MIP2 | | MIP2 | | SCTP | | SCTP |
R R + S R + ------ + R R +
| L1 | | L1 | | I[P | | I[P |
R R + S R + ------ + R R +

STP - SS7 Signalling Transfer Point

In this exanple, the SGP contains an instance of the SS7 SCCP
protocol layer that may, for exanple, performthe SCCP G obal Title
Transl ation (GIT) function for nmessages logically addressed to the SG
SCCP. If the result of a GIT for an SCCP nessage yi el ds an SS7 DPC
or DPC/ SSN address of an SCCP peer |located in the I P domain, the
resul ti ng MIP- TRANSFER request prinmitive is sent to the |local MUA-
resi dent network address translation and mappi ng function for ongoing
routing to the final IP destination

Simlarly, the SCCP instance in an SGP can performthe SCCP GIT
service for nessages logically addressed to it from SCCP peers in the
| P domain. In this case, MIP-TRANSFER indication primtives are sent
fromthe | ocal MBUA-resident network address translation and mappi ng
function to the SCCP for GIT. |If the result of the GIT yields the
address of an SCCP peer in the SS7 network then the resulting MIP-
TRANSFER request primtive is given to the MIP3 for delivery to an
SS7-resident node.

It is possible that the above SCCP GIT at the SGP could yield the
address of an SCCP peer in the IP domain and the resulting MIP-
TRANSFER request prinmtive would be sent back to the MBUA | ayer for
delivery to an | P destination
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For internal SGP nodeling purposes, this may be acconplished with the
use of an inplenmentation-dependent nodal interworking function within
the SGP that effectively sits below the SCCP and rout es MIP- TRANSFER
request/indi cati on nessages to/fromboth the MIP3 and the M3UA | ayer,
based on the SS7 DPC or DPC/ SSN address information. This nodal

i nterworking function has no visible peer protocol with either the
ASP or SEP.

Note that the services and interface provided by the M3UA | ayer are
the same as in Exanple 1 and the functions taking place in the SCCP
entity are transparent to the MBUA | ayer. The SCCP protocol
functions are not reproduced in the MBUA protocol.

1.6 Definition of MBUA Boundaries
1.6.1 Definition of the Boundary between M3UA and an MIP3- User.
FromITU Q 701 [7]:

MI'P- TRANSFER r equest
MI'P- TRANSFER i ndi cati on
MI'P- PAUSE i ndi cati on
MIP- RESUME i ndi cati on
MI'P- STATUS i ndi cati on

1.6.2 Definition of the Boundary between M3UA and SCTP

An exanpl e of the upper layer prinmitives provided by the SCTP are
provided in Reference [17] Section 10.

1.6.3 Definition of the Boundary between M3UA and Layer Managenent

M SCTP_ESTABLI SH r equest

Direction: LM-> MBUA

Pur pose: LM requests ASP to establish an SCTP association with its
peer.

M STCP_ESTABLI SH confirm

Direction: MBUA -> LM

Pur pose: ASP confirnms to LMthat it has established an SCTP
association with its peer.

M SCTP_ESTABLI SH i ndi cati on
Direction: MBUA -> LM
Purpose: MBUA inforns LMthat a renote ASP has established an SCTP

associ ati on.
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M SCTP_RELEASE r equest

Direction: LM-> MBUA

Pur pose: LM requests ASP to rel ease an SCTP association with its
peer.

M SCTP_RELEASE confirm

Direction: MBUA -> LM

Pur pose: ASP confirnms to LMthat it has rel eased SCTP associ ation
with its peer.

M SCTP_RELEASE i ndi cati on

Direction: M3UA -> LM

Purpose: MBUA infornms LMthat a renote ASP has rel eased an SCTP
Associ ation or the SCTP association has fail ed.

M SCTP_RESTART i ndi cati on

Direction: M3UA -> LM

Pur pose: M3UA inforns LMthat an SCTP restart indication has been
received.

M SCTP_STATUS r equest

Direction: LM-> M3UA

Pur pose: LM requests MBUA to report the status of an SCTP
associ ati on.

M SCTP_STATUS confirm
Direction: MBUA -> LM
Pur pose: M3UA responds with the status of an SCTP associ ati on.

M SCTP STATUS i ndi cati on
Direction: M3UA -> LM
Pur pose: M3UA reports the status of an SCTP associ ati on.

M ASP_STATUS r equest

Direction: LM-> M3UA

Pur pose: LMrequests MBUA to report the status of a local or renote
ASP.

M ASP_STATUS confirm
Direction: MBUA -> LM
Pur pose: M3UA reports status of l[ocal or renmpte ASP.

M AS_STATUS r equest

Direction: LM-> M3UA
Pur pose: LM requests MBUA to report the status of an AS.
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M AS_STATUS confirm
Direction: MBUA -> LM
Pur pose: M3UA reports the status of an AS.

M NOTI FY i ndi cati on

Direction: MBUA -> LM

Purpose: MBUA reports that it has received a Notify nessage
fromits peer.

M ERROR i ndi cati on

Direction: M3UA -> LM

Pur pose: M3UA reports that it has received an Error nessage from
its peer or that a | ocal operation has been unsuccessful.

M ASP_UP r equest

Direction: LM-> M3UA

Purpose: LMrequests ASP to start its operation and send an ASP Up
nmessage to its peer.

M ASP_UP confirm

Direction: MBUA -> LM

Pur pose: ASP reports that is has received an ASP UP Ack nmessage from
its peer.

M ASP_UP i ndi cati on

Direction: MBUA -> LM

Pur pose: M3UA reports it has successfully processed an incom ng ASP
Up nessage fromits peer.

M ASP_DOMN r equest

Direction: LM-> M3UA

Pur pose: LMrequests ASP to stop its operation and send an ASP Down
nmessage to its peer.

M ASP_DOWN confirm

Direction: MBUA -> LM

Pur pose: ASP reports that is has received an ASP Down Ack nessage
fromits peer.

M ASP_DOWN i ndi cati on

Direction: M3UA -> LM

Pur pose: M3UA reports it has successfully processed an incom ng ASP
Down nessage fromits peer, or the SCTP associ ati on has

been | ost/reset.
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M ASP_ACTI VE request
Direction: LM-> MBUA
Pur pose: LM requests ASP to send an ASP Active message to its peer.

M ASP_ACTI VE confirm

Direction: MBUA -> LM

Pur pose: ASP reports that is has received an ASP Active
Ack nessage fromits peer.

M ASP_ACTI VE i ndi cati on

Direction: MBUA -> LM

Pur pose: M3UA reports it has successfully processed an incom ng ASP
Active nessage fromits peer.

M ASP_I NACTI VE r equest

Direction: LM-> MBUA

Pur pose: LM requests ASP to send an ASP | nactive nessage to its
peer.

M ASP_I NACTI VE confirm

Direction: LM-> M3UA

Pur pose: ASP reports that is has received an ASP | nactive
Ack nessage fromits peer.

M ASP_I NACTI VE i ndi cati on

Direction: M3UA -> LM

Pur pose: M3UA reports it has successfully processed an incom ng ASP
I nactive nessage fromits peer.

M AS_ACTI VE i ndi cation
Direction: MBUA -> LM
Pur pose: M3UA reports that an AS has noved to the AS-ACTI VE st ate.

M AS_| NACTI VE i ndi cati on
Direction: MBUA -> LM
Pur pose: M3UA reports that an AS has noved to the AS-INACTI VE state.

M AS_DOM i ndi cati on
Direction: MBUA -> LM
Pur pose: MBUA reports that an AS has noved to the AS-DOM st ate.

If dynanmic registration of RKis supported by the M3UA | ayer, the
| ayer MAY support the follow ng additional primtives:

M RK_REG r equest

Direction: LM-> M3UA

Purpose: LMrequests ASP to register RK(s) with its peer by sending
REG REQ nessage
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M RK_REG confirm

Direction: MBUA -> LM

Purpose: ASP reports that it has received REG RSP nessage with
regi stration status as successful fromits peer.

M RK_REG i ndi cati on

Direction: M3UA -> LM

Pur pose: M3UA inforns LMthat it has successfully processed an
i ncom ng REG REQ nessage.

M RK_DEREG r equest

Direction: LM-> M3UA

Pur pose: LM requests ASP to deregister RK(s) with its peer by
sendi ng DEREG REQ nessage.

M RK_DEREG confirm

Direction: MBUA -> LM

Purpose: ASP reports that it has recei ved DEREG REQ nessage with
deregi stration status as successful fromits peer.

M RK_DEREG i ndi cati on

Direction: M3UA -> LM

Purpose: M3UA inforns LMthat it has successfully processed an
i nconi ng DEREG REQ fromits peer.

2. Conventions

The keywords MJST, MJUST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMMENDED, NOT RECOMMENDED, MAY, and OPTI ONAL, when
they appear in this docunent, are to be interpreted as described in
[ 20] .

3. MBUA Protocol Elenents
The general MUA nessage format includes a Common Message Header
foll owed by zero or nore paranmeters as defined by the Message Type.

For forward conpatibility, all Message Types may have attached
paraneters even if none are specified in this version.
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3.1 Conmmon Message Header

The protocol nessages for MIP3-User Adaptation require a message
header which contains the adaptation |ayer version, the nmessage type,
and nessage | ength.

0 1 2 3
01234567890123456789012345678901
R e s o T i i i i S S SR S S e S S S
| Ver si on | Reserved | Message Class | Message Type |
R e s o T i i i i S S SR S S e S S S
| Message Length |
T S o T s T T o S T il sl S T R S i i
\ \
/ /

Al fields in an MBUA nessage MUST be transnitted in the network byte
order, unl ess otherw se st at ed.

3.1.1 M3UA Protocol Version: 8 bits (unsigned integer)
The version field contains the version of the M3UA adaptation | ayer.
The supported versions are the foll ow ng:
1 Rel ease 1.0
3.1.2 Message O asses and Types
The following |list contains the valid Message C asses:
Message O ass: 8 bits (unsigned integer)
The following list contains the valid Message Type O asses:

Managenment (MGMI) Messages

Transfer Messages

SS7 Signal ling Network Managenent (SSNM Messages
ASP St ate Mai ntenance (ASPSM Messages

ASP Traffic Mintenance (ASPTM Messages

Reserved for Other Sigtran Adaptation Layers
Reserved for Other Sigtran Adaptation Layers
Reserved for Other Sigtran Adaptation Layers
Reserved for Other Sigtran Adaptation Layers
Routi ng Key Managenment (RKM Messages

10 to 127 Reserved by the | ETF

128 to 255 Reserved for | ETF-Defined Message C ass extensions

OCoOoO~NOUIA~hWNEFLO

Si debottom et. al. St andards Track [ Page 26]



RFC 3332 SS7 MIP3-User Adaptation Layer Sept ember 2002

Message Type: 8 bits (unsigned integer)

The following Iist contains the nessage types for the defined
nessages.

Managenment (MGMI) Messages (See Section 3.8)

0 Error (ERR
1 Noti fy (NTFY)
2 to 127 Reserved by the | ETF
128 to 255 Reserved for | ETF-Defi ned MGl ext ensi ons

Transfer Messages (See Section 3.3)

0 Reserved
1 Payl oad Data (DATA)
2 to 127 Reserved by the | ETF
128 to 255 Reserved for | ETF-Defined Transfer extensions

SS7 Signal ling Network Managenent (SSNM Messages (See Section
3. 4)

Reserved
Desti nati on Unavail abl e ( DUNA)
Destination Avail abl e ( DAVA)
Destination State Audit (DAUD)
Si gnal I i ng Congesti on ( SCON)
Destination User Part Unavail abl e ( DUPU)
Destination Restricted (DRST)
127 Reserved by the | ETF
128 to 255 Reserved for | ETF-Defined SSNM ext ensi ons

OO WNEFO

~
—
o

ASP St ate Mai ntenance (ASPSM Messages (See Section 3.5)

Reserved
ASP Up ( ASPUP)
ASP Down ( ASPDN)
Hear t beat ( BEAT)
ASP Up Acknow edgenent (ASPUP ACK)
ASP Down Acknow edgenent (ASPDN ACK)
Heart beat Acknow edgenment ( BEAT ACK)
7 to 127 Reserved by the | ETF
128 to 255 Reserved for | ETF-Defined ASPSM ext ensi ons

OO WNEFO
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ASP Traffic Maintenance (ASPTM Messages (See Section 3.7)

Reserved

ASP Active (ASPAQC)

ASP | nactive (ASPIA)

ASP Active Acknow edgenent (ASPAC ACK)

ASP | nactive Acknow edgenent (ASPI A ACK)
5to 127 Reserved by the | ETF

128 to 255 Reserved for | ETF-Defined ASPTM ext ensi ons

~AWNPEFO

Routing Key Managenent (RKM Messages (See Section 3.6)

0 Reserved

1 Regi strati on Request (REG REQ

2 Regi strati on Response (REG RSP)

3 Deregi strati on Request (DEREG REQ
4 Deregi strati on Response (DEREG RSP)

5to 127 Reserved by the | ETF
128 to 255 Reserved for | ETF-Defi ned RKM ext ensi ons

3.1.3 Reserved: 8 bits

The Reserved field SHOULD be set to all "0's and ignored by the
receiver.

3.1.4 Message Length: 32-bits (unsigned integer)
The Message Length defines the Iength of the nessage in octets,
i ncludi ng the Comon Header. The Message Length MJST i ncl ude
par anet er paddi ng bytes, if any.

Note: A receiver SHOULD accept the nmessage whether or not the final
paraneter padding is included in the nessage |ength.
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3.2 Variable Length Paraneter Format

MBUA nessages consi st of a Conmon Header followed by zero or nore
variable |l ength paraneters, as defined by the nessage type. Al the
paraneters contained in a nmessage are defined in a Tag Lengt h-Val ue
format as shown bel ow.

0 1 2 3

01234567890123456789012345678901
T i T s s I T sl S P Y S Y S S S S
| Par anet er Tag | Par anet er Length |
T i T s s I T sl S P Y S Y S S S S

\ \
/ Par anet er Val ue /
\ \
T S o T s T T o S T il sl S T R S i i
Where nore than one paraneter is included in a nessage, the
paraneters may be in any order, except where explicitly mandated. A
recei ver SHOULD accept the paraneters in any order.

Parameter Tag: 16 bits (unsigned integer)

The Tag field is a 16-bit identifier of the type of paraneter. It
takes a value of 0 to 65534. Common paraneters used by adaptation
| ayers are in the range of 0x00 to Ox3f. MBUA- speci fi c
paraneters have Tags in the range 0x0200 to 0x02ff. The paraneter
Tags defined are as foll ows:

Common Paraneters. These TLV paranmeters are compn across the
di fferent adaptation |ayers:

Par anet er Name Paranmeter |ID
Reserved 0x0000
Not Used in MBUA 0x0001
Not Used in MBUA 0x0002
Not Used in MBUA 0x0003
INFO String 0x0004
Not Used in MBUA 0x0005
Routi ng Cont ext 0x0006
Di agnostic I nformation 0x0007
Not Used in MBUA 0x0008
Heart beat Data 0x0009
Not Used in MBUA 0x000a
Traffic Mdde Type 0x000b
Error Code 0x000c
St at us 0x000d
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Not Used in MBUA 0x000e
Not Used in MBUA 0x000f
Not Used in MBUA 0x0010
ASP | dentifier 0x0011
Af fected Poi nt Code 0x0012
Correlation ID 0x0013

MBUA- Speci fic paraneters. These TLV paraneters are specific to
the MBUA protocol

Net wor kK Appear ance 0x0200
Reserved 0x0201
Reserved 0x0202
Reserved 0x0203
User/ Cause 0x0204
Congestion | ndications 0x0205
Concerned Destination 0x0206
Rout i ng Key 0x0207
Regi strati on Result 0x0208
Deregi strati on Result 0x0209
Local _Routing Key ldentifier 0x020a
Destinati on Point Code 0x020b
Service Indicators 0x020c
Reserved 0x020d
Oiginating Point Code List 0x020e
Circuit Range 0x020f
Prot ocol Data 0x0210
Reserved 0x0211
Regi stration Status 0x0212
Deregi stration Status 0x0213
Reserved by the | ETF 0x0214 to Oxffff

The val ue of 65535 is reserved for | ETF-defined extensions.
Val ues other than those defined in specific parameter description
are reserved for use by the | ETF.

Parameter Length: 16 bits (unsigned integer)

The Parameter Length field contains the size of the paraneter in
bytes, including the Paraneter Tag, Paraneter Length, and
Parameter Value fields. Thus, a paraneter with a zero-length
Paranmeter Value field would have a Length field of 4. The

Par anet er Length does not include any paddi ng bytes.
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Par amet er Val ue: variabl e | ength.

The Paraneter Value field contains the actual information to be
transferred in the paraneter.

The total length of a paraneter (including Tag, Paraneter Length
and Value fields) MJUST be a nultiple of 4 bytes. |If the |length of
the paraneter is not a multiple of 4 bytes, the sender pads the
Paranmeter at the end (i.e., after the Parameter Value field) with
all zero bytes. The length of the padding is NOT included in the
paraneter length field. A sender SHOULD NOT pad with nore than 3
bytes. The receiver MJIST ignore the paddi ng bytes.

3.3 Transfer Messages

The followi ng section describes the Transfer nessages and paraneter
contents.

3.3.1 Payl oad Data Message (DATA)
The DATA nessage contains the SS7 MIP3-User protocol data, which is

an MIP- TRANSFER primitive, including the conplete MIP3 Routing Label.
The DATA nessage contains the follow ng variable | ength paraneters:

Net wor k Appear ance Opt i onal
Routi ng Cont ext Opt i onal
Prot ocol Data Mandat ory
Correlation Id Opt i onal
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The following format MJUST be used for the Data Message:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0200 | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| Net wor k Appear ance |
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0006 | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| Routi ng Cont ext |
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0210 | Lengt h |
T S o T s T T o S T il sl S T R S i i

Pr ot ocol Data

—~ —

B e e S T s i e o S o S o T s ot S S S S S
Tag = 0x0013 | Length = 8 |

B e e S T s i e o S o S o T s ot S S S S S
Correlation Id |

B e e S T s i e o S o S o T s ot S S S S S

Net wor k Appear ance: 32-bits (unsigned integer)

The Networ k Appearance paraneter identifies the SS7 network
context for the nessage and inplicitly identifies the SS7 Point
Code format used, the SS7 Network Indicator value, and the MIP3
and possibly the MIP3-User protocol type/variant/version used
within the specific SS7 network. Were an SG operates in the
context of a single SS7 network, or individual SCTP associ ations
are dedicated to each SS7 network context, the Network Appearance
paraneter is not required. |In other cases the paraneter nay be
configured to be present for the use of the receiver.

The Network Appearance paraneter value is of |ocal significance
only, coordinated between the SG° and ASP. Therefore, in the case
where an ASP is connected to nore than one SGP, the same SS7
network context may be identified by different Network Appearance
val ues dependi ng over which SGP a nessage i s being
transmtted/received.

Where the optional Network Appearance paraneter is present, it

nmust be the first parameter in the nessage as it defines the
format of the Protocol Data field.
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| MPLEMENTATI ON NOTE: For sinplicity of configuration it may be
desirable to use the same NA value across all nodes sharing a
particul ar network context.

Routing Context: 32-bits (unsigned integer)

The Routing Context paraneter contains the Routing Context val ue
associ ated with the DATA nessage. Where a Routing Key has not
been coordi nated between the SGP and ASP, sending of Routing
Context is not required. Were nmultiple Routing Keys and Routing
Contexts are used across a common associ ati on, the Routing Context
MJUST be sent to identify the traffic flow, assisting in the
internal distribution of Data nmessages.

Protocol Data: variable |ength
The Protocol Data paraneter contains the original SS7 MIP3
nessage, including the Service Information Cctet and Routing
Label .
The Protocol Data paraneter contains the follow ng fields:
Servi ce Indicator,
Net wor k | ndi cator,
Message Priority.

Desti nati on Poi nt Code,
Origi nati ng Point Code,

Signal ling Link Selection Code (SLS).
User Protocol Data. | ncludes:

MIP3- User protocol elenments (e.g., |SUP, SCCP, or TUP
par ameters).
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The Protocol Data paraneter is encoded as foll ows:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Origi nating Point Code |
T S o T s T T o S T il sl S T R S i i
| Destinati on Point Code |
T S o T s T T o S T il sl S T R S i i
| S NI | WP | SLS |
T S o T s T T o S T il sl S T R S i i

\ \
/ User Protocol Data /
\ \
T S o T s T T o S T il sl S T R S i i
Originating Point Code: 32 bits (unsigned integer)
Destination Point Code: 32 bits (unsigned integer)

The Originating and Destination Point Code fields contains the OPC
and DPC fromthe routing | abel of the original SS7 nmessage in Network
Byte Order, justified to the least significant bit. Unused bits are
coded ‘0O’

Service Indicator: 8 bits (unsigned integer)

The Service Indicator field contains the SI field fromthe original
SS7 nessage justified to the least significant bit. Unused bits are
coded ‘0O’

Networ k I ndicator: 8-bits (unsigned integer)

The Network Indicator contains the NI field fromthe original SS7
nmessage justified to the least significant bit. Unused bits are
coded ‘0O’

Message Priority: 8 bits (unsigned integer)

The Message Priority field contains the MP bits (if any) fromthe
original SS7 nessage, both for ANSI-style and TTC-style [29] nessage

priority bits. The MP bits are aligned to the least significant bit.
Unused bits are coded ‘0.

Si debottom et. al. St andar ds Track [ Page 34]



RFC 3332 SS7 MIP3-User Adaptation Layer Sept ember 2002

Signalling Link Selection: 8 bits (unsigned integer)

The Signalling Link Selection field contains the SLS bits fromthe
routing | abel of the original SS7 nessage justified to the | east
significant bit and in Network Byte Order. Unused bits are coded
‘0.

User Protocol Data: (byte string)

The User Protocol Data field contains a byte string of MIP-User
information fromthe original SS7 nmessage starting with the first
byte of the original SS7 nessage foll owing the Routing Label.

Correlation Id: 32-bits (unsigned integer)

The Correlation Id parameter uniquely identifies the MSU carried in
the Protocol Data within an AS. This Correlation Id paranmeter is
assi gned by the sendi ng MBUA

3.4 SS7 Signalling Network Managenent (SSNM Messages
3.4.1 Destination Unavail abl e ( DUNA)

The DUNA nessage is sent froman SGP in an SGto all concerned ASPs
to indicate that the SG has determined that one or nore SS7
destinations are unreachable. It is also sent by an SGP in response
to a nessage fromthe ASP to an unreachabl e SS7 destination. As an
i npl ementation option the SG may suppress the sending of subsequent
"response” DUNA nessages regarding a certain unreachabl e SS7
destination for a certain period to give the renpte side tinme to
react. |If there is no alternate route via another SG the MIP3-User
at the ASP is expected to stop traffic to the affected destination
via the SG as per the defined MIP3-User procedures.
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The DUNA nessage contains the follow ng paraneters:
Net wor k Appear ance Opt i onal
Rout i ng Cont ext Opt i onal
Af fected Point Code Mandat ory
INFO String Opt i onal
The fornmat for DUNA Message paraneters is as follows:

0 1 2 3

01234567890123456789012345678901

T S T T S e T S S T i S S S S s i s

Tag = 0x0200 | Length = 8

T T T S i S S S S e T S S i i SHp e SIS

Net wor k Appear ance

T T T S i S S S S e I c T AT S S S

Tag = 0x0006 | Length

T i I S S T o T S S Tk o i SE Supt S

\
/
\
+-
I
+-
I
+-
\
/
\
+-
I
+-
I
+-
\
/
\
+-

Routi ng Cont ext

B R i i e S S S i ik I SR S e e it s T I SR S o
Tag = 0x0012 | Lengt h
B R i i e S S S i ik I SR S e e it s T I SR S o
Mask | Affected PC 1

T o i S S SR L N i i S S S o

T o i S S St SRR S i S S SR S S S

Mask | Affected PC n
B e T i i R R i ik Tk ks Sk S SR SR SR S TR S

Tag = 0x0004 | Length
B e T i i R R i ik Tk ks Sk S SR SR SR S TR S

I NFO String

T o i S S St SRR S i S S SR S S S

Net wor k Appearance: 32-bit unsigned integer

See Section 3.3.1

Rout

ing Context: n x 32-bits (unsigned integer)

The optional Routing Context paraneter contains the Routing

Cont ext val ues associated with the DUNA nessage.
Key has not been coordi nated between the SGP and ASP, sending of
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Routing Context is not required. Were nultiple Routing Keys and
Routing Contexts are used across a commopn associ ation, the Routing
Context(s) MJUST be sent to identify the concerned traffic flows
for which the DUNA nessage applies, assisting in outgoing traffic
managenent and internal distribution of MIP-PAUSE indications to
MIP3- Users at the receiver.

Af fected Point Code: n x 32-bits

The Affected Point Code paraneter contains a list of Affected
Destination Point Code fields, each a three-octet paraneter to
allow for 14-, 16- and 24-bit binary formatted SS7 Poi nt Codes.
Affected Point Codes that are | ess than 24-bits, are padded on the
left to the 24-bit boundary. The encoding is shown bel ow for ANS|
and | TU Poi nt Code exanpl es.

ANSI 24-bit Point Code:

0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Mask | Net wor k | Cl uster | Menber |
T S o T s T T o S T il sl S T R S i i

| TU 14-bit Poi nt Code:

0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Mask |[O0OO0OO0O0O0O0O0 0 0] Zone | Regi on | SP |
T S o T s T T o S T il sl S T R S i i

It is optional to send an Affected Point Code paraneter with nore
than one Affected PC but it is mandatory to receive it. |ncluding
multiple Affected PCs may be useful when reception of an MIP3
managenent nessage or a |linkset event sinultaneously affects the
availability status of a |list of destinations at an SG
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Mask: 8-bits (unsigned integer)

The Mask field can be used to identify a contiguous range of
Affected Destination Point Codes. ldentifying a contiguous range
of Affected DPCs may be useful when reception of an MIP3
managenent nessage or a linkset event sinultaneously affects the
availability status of a series of destinations at an SG

The Mask paraneter is an integer representing a bit nmask that can
be applied to the related Affected PC field. The bit mask
identifies how many bits of the Affected PC field are significant
and which are effectively "wildcarded". For exanple, a mask of
"8" indicates that the last eight bits of the PCis "wldcarded".
For an ANSI 24-bit Affected PC, this is equivalent to signalling
that all PCs in an ANSI Cluster are unavailable. A mask of "3"

indicates that the last three bits of the PCis "wldcarded". For
a 14-bit I TU Affected PC, this is equivalent to signaling that an
| TU

Regi on is unavailable. A nmask val ue equal (or greater than) the
nunber of bits in the PCindicates that the entire network
appearance is affected - this is used to indicate network

i solation to the ASP

I NFO String: variable length

The optional INFO String paranmeter can carry any meani ngful UTF-8
[10] character string along with the nessage. Length of the I NFO
String paraneter is fromO to 255 octets. No procedures are
presently identified for its use but the INFO String MAY be used
for debuggi ng purposes.

3.4.2 Destination Avail abl e (DAVA)

The DAVA nessage is sent froman SGP to all concerned ASPs to
indicate that the SG has determ ned that one or nore SS7 destinations
are now reachable (and not restricted), or in response to a DAUD
nmessage if appropriate. If the ASP MBUA | ayer previously had no
routes to the affected destinations the ASP MIP3-User protocol is
infornmed and may now resune traffic to the affected destination. The
ASP MBUA | ayer now routes the MIP3-user traffic through the SG
initiating the DAVA nessage.
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The DAVA nessage contains the foll owi ng paraneters:

Net wor k Appear ance Opt i onal
Routi ng Cont ext Opt i onal
Af fect ed Poi nt Code Mandat ory
INFO String Opt i onal

The format and description of the Network Appearance, Routing
Context, Affected Point Code and INFO String paranmeters is the sane
as for the DUNA nessage (See Section 3.4.1).

3.4.3 Destination State Audit (DAUD)
The DAUD nessage MAY be sent fromthe ASP to the SGP to audit the
avai l ability/ congestion state of SS7 routes fromthe SG to one or
nore affected destinations.

The DAUD nessage contains the foll owi ng paraneters:

Net wor k Appear ance Opt i onal
Routi ng Cont ext Opt i onal
Af fected Poi nt Code Mandat ory
INFO String Opt i onal

The format and description of DAUD Message paraneters is the sanme as
for the DUNA nessage (See Section 3.4.1).

3.4.4 Signalling Congestion (SCON)

The SCON nessage can be sent froman SGP to all concerned ASPs to
indicate that an SG has determ ned that there is congestion in the
SS7 network to one or nore destinations, or to an ASP in response to
a DATA or DAUD nessage as appropriate. For sone MIP protocol
variants (e.g., ANSI MIP) the SCON nessage nay be sent when the SS7
congestion | evel changes. The SCON nessage MAY al so be sent fromthe
MBUA | ayer of an ASP to an MBUA peer indicating that the MBUA | ayer
or the ASP is congested.

The SCON nessage contains the foll owi ng paraneters:

Net wor k Appear ance Opt i onal
Routi ng Cont ext Opt i onal
Af fect ed Poi nt Code Mandat ory

Concerned Destination Opt i onal
Congestion I ndications Opt i onal
INFO String Opt i onal
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The fornmat for SCON Message paraneters is as foll ows:

0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0200 | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| Net wor k Appear ance |
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0006 | Length |
T S o T s T T o S T il sl S T R S i i

Routi ng Cont ext

—~ —

1
+
1
+
1
+
1
+

B T i i S S T s (I S Sy
Tag = 0x0012 | Lengt h |
B S S S i i s o S g S S S S s

Mask | Affected PC 1 |
B S S S i i s o S g S S S S s

—~ —

B i T i i i S I s i S S S Sy Y S
Mask | Affected PC n |

B i T i i i S I s i S S S Sy Y S
Tag = 0x0206 | Length = 8 |

B i T i i i S I s i S S S Sy Y S
reserved | Concerned DPC |

B i T i i i S I s i S S S Sy Y S
Tag = 0x0205 | Length = 8 |

B i T i i i S I s i S S S Sy Y S
Reserved | Cong. Level |

B i T i i i S I s i S S S Sy Y S
Tag = 0x0004 | Lengt h |

B i T i i i S I s i S S S Sy Y S

\
INFO String /
\

e i e T Tl e i B i

B T T T S S T 2T S T A S i U S
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The format and description of the Network Appearance, Routing
Context, Affected Point Code, and INFO String paraneters is the same
as for the DUNA nessage (See Section 3.4.1).

The Affected Point Code paraneter can be used to indicate congestion
of nmultiple destinations or ranges of destinations.

Concerned Destination: 32-bits

The optional Concerned Destination paraneter is only used if the
SCON nessage is sent froman ASP to the SGP. It contains the point
code of the originator of the nmessage that triggered the SCON
nessage. The Concerned Destination parameter contains one
Concerned Destination Point Code field, a three-octet paraneter to
allow for 14-, 16- and 24-bit binary formatted SS7 Poi nt Codes. A
Concerned Point Code that is |less than 24-bits is padded on the
left to the 24-bit boundary. Any resulting Transfer Controlled
(TFC) nessage fromthe SGis sent to the Concerned Point Code
using the single Affected DPC contained in the SCON nessage to
popul ate the (affected) Destination field of the TFC nessage

Congested | ndications: 32-bits

The optional Congestion Indications paranmeter contains a
Congestion Level field. This optional paranmeter is used to
communi cate congestion levels in national MIP networks with
nmul ti pl e congestion thresholds, such as in ANSI MIP3. For MIP
congestion nethods wi thout mnultiple congestion levels (e.g., the
| TU international method) the paraneter is not included.

Congestion Level field: 8-bits (unsigned integer)

The Congestion Level field, associated with all of the Affected
DPC(s) in the Affected Destinations paraneter, contains one of the
foll ow ng val ues:

No Congestion or Undefi ned
Congestion Level 1
Congestion Level 2
Congestion Level 3

wWN - O
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The congestion levels are defined in the congestion nmethod in the
appropriate national MIP reconmendations [7,8].

3.4.5 Destination User Part Unavail abl e (DUPU)

The DUPU nessage is used by an SGP to inform concerned ASPs that a
renote peer MIP3-User Part (e.g., |ISUP or SCCP) at an SS7 node is

unavai | abl e.

The DUPU nessage contains the foll owi ng paraneters:

Net wor kK Appear ance Opti ona
Routi ng Cont ext Opt i onal
Af fect ed Poi nt Code Mandat ory
User/ Cause Mandat ory
INFO String Opt i onal

The format for DUPU nessage paraneters is as foll ows:

0 1

3

01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| Tag = 0x0200 |

Lengt h

T T T S i ST S S S e T S S S i o S SIS

| Net wor k Appear ance

T T T S i S S S S e I c T AT S S S

| Tag = 0x0006 |

Lengt h

T I i S i S S i S e T S S il s i s SIS

Routi ng Cont ext

B
Tag = 0x0012 |
B
Mask = O |
B S
Tag = 0x0204 |
+- - +- +
Cause |
B S
Tag = 0x0004 |
B S

I NFO String

ARl el Rl Sl el el S
+
1
+
1
+
1
+
1

T S S S T i S e i o AL S S S S S S S S
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Length =

Length =
User

Lengt h

8

8

—~ —

s S S S T I T S i ik oI S S S

B S T i S T Tk s I S S Y S S
Af fected PC
B s S T N S I N S R N S S i S S R S

s S S S T T S L i ai S S A SUp St

B s S S S e T T S i < S I A SUp St

B s S S S T A S S I Sl S S S S

\
/
\
+
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User/ Cause: 32-bits

The Unavail ability Cause and MIP3-User ldentity fields, associated
with the Affected PCin the Affected Point Code paraneter, are
encoded as fol |l ows:

Unavai lability Cause field: 16-bits (unsigned integer)

The Unavail ability Cause paraneter provides the reason for the
unavail ability of the MIP3-User. The valid values for the
Unavail ability Cause paraneter are shown in the follow ng table.
The val ues agree with those provided in the SS7 MIP3 User Part
Unavai | abl e nessage. Depending on the MIP3 protocol used in the
Net wor kK Appear ance, additional values may be used - the

speci fication of the relevant MIP3 protocol variant/version
recommendation is definitive.

0 Unknown
1 Unequi pped Renote User
2 | naccessi bl e Renpte User

MIP3- User Identity field: 16-bits (unsigned integer)

The MIP3-User ldentity describes the specific MIP3-User that is
unavail able (e.g., ISUP, SCCP, ...). Sone of the valid values for
the MIP3-User ldentity are shown below. The values align with
those provided in the SS7 MIP3 User Part Unavail abl e nessage and
Service Indicator. Depending on the MIP3 protocol variant/version
used in the network appearance, additional values may be used.

The rel evant MIP3 protocol variant/version recomendation is
definitive.

O0to 2 Reserved

3 SCCP
4 TUP
5 | SUP
6 to 8 Reserved
9 Br oadband | SUP
10 Satellite | SUP
11 Reserved
12 AAL type 2 Signalling
13 Bearer | ndependent Call Control (BICC
14 Gat eway Control Protoco
15 Reserved

The format and description of the Affected Point Code paraneter is
the same as for the DUNA nessage (See Section 3.4.1.) except that
the Mask field is not used and only a single Affected DPC is
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included. Ranges and lists of Affected DPCs cannot be signaled in
a DUPU nessage, but this is consistent with UPU operation in the
SS7 network. The Affected Destinations paranmeter in an MIP3 User
Part Unavail abl e nessage (UPU) received by an SGP fromthe SS7
network contai ns only one destination.

The format and description of the Network Appearance, Routing
Context, and INFO String paraneters is the same as for the DUNA
nessage (See Section 3.4.1).

3.4.6 Destination Restricted (DRST)

The DRST nessage is optionally sent fromthe SGP to all concerned
ASPs to indicate that the SG has determined that one or nore SS7
destinations are now restricted fromthe point of view of the SG or
in response to a DAUD nessage if appropriate. The M3UA | ayer at the
ASP is expected to send traffic to the affected destination via an
alternate SGwith route(s) of equal priority, but only if such an
alternate route exists and is available. |If the affected destination
is currently considered unavail able by the ASP, The MIP3-User shoul d
be inforned that traffic to the affected destination can be resuned.
In this case, the M3UA | ayer should route the traffic through the SG
initiating the DRST nessage.

This nessage is optional for the SGto send and it is optional for
the ASP to act on any information received in the nessage. It is for
use in the "STP" case described in Section 1.4.1.

The DRST nessage contains the foll owi ng paraneters:

Net wor kK Appear ance Opt i onal
Routi ng Cont ext Opt i onal
Af fect ed Poi nt Code Mandat ory
INFO String Opt i onal

The format and description of the Network Appearance, Routing
Context, Affected Point Code and INFO String paranmeters is the sane
as for the DUNA nessage (See Section 3.4.1).

Si debottom et. al. St andar ds Track [ Page 44]



RFC 3332 SS7 MIP3-User Adaptation Layer Sept ember 2002

3.5 ASP State Miintenance (ASPSM) Messages
3.5.1 ASP Up

The ASP Up nessage is used to indicate to a renote MBUA peer that the
adaptation layer is ready to receive any ASPSM ASPTM nessages for al
Routing Keys that the ASP is configured to serve.

The ASP Up nmessage contains the foll ow ng paraneters:

ASP ldentifier Opti ona
INFO String Opti ona

The format for ASP Up nessage paraneters is as foll ows:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0011 | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| ASP |l dentifier |
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0004 | Length |
T S o T s T T o S T il sl S T R S i i

\ \
/ I NFO String /
\ \
T i T s s I T sl S P Y S Y S S S S
ASP ldentifier: 32-bit unsigned integer

The optional ASP ldentifier paraneter contains a unique val ue that
is locally significant anong the ASPs that support an AS. The SGP
shoul d save the ASP ldentifier to be used, if necessary, with the

Notify nessage (see Section 3.8.2).

The format and description of the optional INFO String paraneter
is the sanme as for the DUNA nessage (See Section 3.4.1).
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3.5.2 ASP Up Acknow edgenent (ASP Up Ack)

The ASP UP Ack nessage is used to acknowl edge an ASP Up nessage
received froma renote M3UA peer.

The ASP Up Ack nessage contains the follow ng paraneters:
I NFO String (optional)
The format for ASP Up Ack nessage paraneters is as follows:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i

Tag =0x0004 | Length |
I T S I T i i S e S I S

I

+-

\ \
/ I NFO String /
\ \
T S o T s T T o S T il sl S T R S i i
The format and description of the optional |INFO String paraneter is
the sanme as for the DUNA nessage (See Section 3.4.1). The INFO
String in an ASP Up Ack nessage is independent fromthe INFO String

in the ASP Up nessage (i.e., it does not have to echo back the I NFO
String received).

3.5.3 ASP Down
The ASP Down nessage is used to indicate to a renote M3UA peer that
the adaptation layer is NOT ready to receive DATA, SSNM RKM or ASPTM
nessages.

The ASP Down nessage contains the foll owing paraneters:

I NFO String Opti ona
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The format for the ASP Down nessage paraneters is as follows:

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

Tag =0x0004 | Lengt h |
I T S I T i i S e S I S

..

\ \
/ INFO String /
\ \
T S o T s T T o S T il sl S T R S i i

The format and description of the optional INFO String paraneter is
the same as for the DUNA nessage (See Section 3.4.1).

3.5.4 ASP Down Acknow edgenment (ASP Down Ack)

The ASP Down Ack nmessage is used to acknowl edge an ASP Down nessage
received froma renote MBUA peer.

The ASP Down Ack message contains the foll owi ng paraneters:
I NFO String Opt i onal
The fornmat for the ASP Down Ack nessage paraneters is as follows:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
Tag = 0x0004 | Lengt h |
I T S I T i i S e S I S

..

\ \
/ INFO String /
\ \
T S o T s T T o S T il sl S T R S i i

The format and description of the optional |INFO String paraneter is
the same as for the DUNA nessage (See Section 3.4.1).

The INFO String in an ASP Down Ack nessage is independent fromthe

INFO String in the ASP Down nessage (i.e., it does not have to echo
back the I NFO String received).

Si debottom et. al. St andar ds Track [ Page 47]



RFC 3332 SS7 MIP3-User Adaptation Layer Sept ember 2002

3.5.5 Heartbeat (BEAT)

The BEAT nessage is optionally used to ensure that the MBUA peers are
still available to each other. It is recommended for use when the
MBUA runs over a transport |ayer other than the SCTP, which has its
own heart beat.

The BEAT nessage contains the foll owi ng paraneters:
Heart beat Data Opti ona
The format for the BEAT nessage is as foll ows:

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

Tag = 0x0009 | Lengt h |
I T S I T i i S e S I S

I

+-

\ \
/ Heart beat Data /
\ \
+- +

T S S T T o A S S S e R S S S S S S S

The Heartbeat Data paraneter contents are defined by the sending
node. The Heartbeat Data could include, for exanple, a Heartbeat
Sequence Nunber and/or Tinestanp. The receiver of a BEAT nmessage
does not process this field as it is only of significance to the
sender. The receiver MJST respond with a BEAT Ack nessage.

3.5.6 Heartbeat Acknow edgenent (BEAT Ack)

The BEAT Ack nessage is sent in response to a received BEAT nessage.
It includes all the paraneters of the received BEAT nessage, Wi thout
any change.

3.6 Routing Key Managenent (RKM Messages [ Optional ]

3.6.1 Registration Request (REG REQ
The REG REQ nessage is sent by an ASP to indicate to a renote MBUA
peer that it wi shes to register one or nore given Routing Keys with
the renote peer. Typically, an ASP would send this nessage to an

SGP, and expects to receive a REG RSP nessage in return with an
associ ated Routing Context val ue.
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The REG REQ nessage contains the followi ng paraneters:
Routi ng Key Mandat ory

One or nore Routing Key paranmeters MAY be included. The format for
the REG REQ nessage is as follows:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0207 | Lengt h |
T S o T s T T o S T il sl S T R S i i

Routing Key 1

T S S S T i S e i o AL S S S S S S S S

e S S R S S T T s sl i D SR R S S S S S N S i Sl S SR O
Tag = 0x0207 | Lengt h
e S S R S S T T s sl i D SR R S S S S S N S i Sl S SR O

Routing Key n

\
/
\
+
\
/
\
+
I
+
\
/
\
+

B s a T ot e S S o e ol S S S i e S S O
Routing Key: variable length

The Routing Key paraneter is mandatory. The sender of this nessage
expects that the receiver of this nmessage will create a Routing
Key entry and assign a unique Routing Context value to it, if the
Routing Key entry does not already exist.

The Routing Key paraneter nmay be present nultiple tines in the

same nmessage. This is used to allow the registration of nultiple
Routing Keys in a single nessage.
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The fornmat of the Routing Key paraneter is as foll ows.

0 1 2 3
01234567890123456789012345678901
T i T s s I T sl S P Y S Y S S S S
| Local - RK- I dentifier |
T i T s s I T sl S P Y S Y S S S S
| Traffic Mbde Type (optional) |
T i T s s I T sl S P Y S Y S S S S
| Destinati on Point Code |
T i T s s I T sl S P Y S Y S S S S
| Net wor k Appear ance (optional) |
T i T s s I T sl S P Y S Y S S S S
| Service Indicators (optional) |
T i T s s I T sl S P Y S Y S S S S
| Oiginating Point Code List (optional) |
T i T s s I T sl S P Y S Y S S S S
| Circuit Range List (optional) |
T i T s s I T sl S P Y S Y S S S S

—~ —

B e e S T s i e o S o S o T s ot S S S S S
Destination Point Code |

B i T i i i S I s i S S S Sy Y S
Service Indicators (optional) |

B i T i i i S I s i S S S Sy Y S
Oiginating Point Code List (optional) |

B i T i i i S I s i S S S Sy Y S
Crcuit Range List (optional) |

B i T i i i S I s i S S S Sy Y S

T+~ —

Not e: The Destination Point Code, Service Indicators, Oiginating
Poi nt Code List and Circuit Range List paraneters MAY be repeated
as a grouping within the Routing Key paraneter, in the structure
shown above.

Local -RK-ldentifier: 32-bit unsigned integer

The mandatory Local -RK-ldentifier field is used to uniquely
identify the registration request. The Identifier value is
assigned by the ASP, and is used to correlate the response in an
REG RSP nessage with the original registration request. The
Identifier value nust remain unique until the REG RSP nessage is
recei ved.
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The format of the Local -RK-ldentifier field is as foll ows:

0 1 2 3
01234567890123456789012345678901
T ST S e T S Tk a S S S S e T
| Tag = 0x020a | Length = 8 |
T ST S e T S Tk a S S S S e T
| Local - RK-Identifier val ue |
T ST S e T S Tk a S S S S e T

Traffic Mdde Type: 32-bit (unsigned integer)

The optional Traffic Mdde Type paraneter identifies the traffic node
of operation of the ASP(s) within an Application Server. The fornat
of the Traffic Mdde Type ldentifier is as follows:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Tag = 0x000b | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| Traffic Mdde Type |
T S o T s T T o S T il sl S T R S i i

The valid values for Traffic Mdde Type are shown in the follow ng

t abl e:
1 Overri de
2 Loadshar e
3 Br oadcast

Desti nati on Poi nt Code:

The Destination Point Code paraneter is mandatory, and identifies
the Destination Point Code of incomng SS7 traffic for which the
ASP is registering. The format is the sane as described for the
Affected Destination parameter in the DUNA nessage (See Section
3.4.1). Its format is:

0 1 2 3
01234567890123456789012345678901

T S o T s T T o S T il sl S T R S i i
| Tag = 0x020b | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| Mask = 0 | Destinati on Point Code |
T S o T s T T o S T il sl S T R S i i
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Net wor k Appear ance:

The optional Network Appearance paraneter field identifies the SS7
network context for the Routing Key, and has the sane format as in
the DATA nessage (See Section 3.3.1). The absence of the Network
Appear ance paraneter in the Routing Key indicates the use of any
Net wor kK Appearance value. |Its format is:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0200 | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| Net wor k Appear ance |
T S o T s T T o S T il sl S T R S i i

Service Indicators (SI): n X 8-bit integers

The optional SI [7,8] field contains one or nore Service
Indicators fromthe val ues as described in the MIP3-User ldentity
field of the DUPU nessage. The absence of the SI parameter in the
Routing Key indicates the use of any SI value, excluding of course
MIP managenent. \WWere an S| paraneter does not contain a nultiple
of four Sls, the paraneter is padded out to 32-byte alignnent.

The SI format is:

0 1 2 3
01234567890123456789012345678901

T S o T s T T o S T il sl S T R S i i
| Tag = 0x020c | Length |
T S o T s T T o S T il sl S T R S i i
| Sl #1 | Sl #2 | Sl #3 | Sl #4 |
T S o T s T T o S T il sl S T R S i i
/ c /
T S o T s T T o S T il sl S T R S i i
| Sl #n 0 Padding, if necessary |

T S o T s T T o S T il sl S T R S i i
OPC Li st:

The Originating Point Code List paraneter contains one or nore SS7

OPC entries, and its format is the sane as the Destinati on Point

Code parameter. The absence of the OPC List paraneter in the
Routing Key indicates the use of any OPC val ue,
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0 1 2
01234567890123456789012345¢617

3
8901

R e s o T i i i i S S SR S S e S S S
| Tag = 0x020e | Length |
T i T s s I T sl S P Y S Y S S S S
| Mask = 0O | Oigination Point Code #1 |
T i T s s I T sl S P Y S Y S S S S
| Mask = 0O | Oigination Point Code #2 |
T i T s s I T sl S P Y S Y S S S S
/ /
T S o T s T T o S T il sl S T R S i i
| Mask = 0O | Origination Point Code #n |
T S o T s T T o S T il sl S T R S i i

Circuit Range:

An I SUP controlled circuit is uniquely identified by the
DPC and CI C value. For the purposes of identifying Grcu

SS7 OPC,
it Ranges

in an MBUA Routing Key, the optional Circuit Range paraneter
i ncludes one or nmore circuit ranges, each identified by an OPC and

Upper/Lower CIC value. The DPCis inplicit as it is nand
al ready included in the DPC paranmeter of the Routing Key.
absence of the Circuit Range paraneter in the Routing Key
i ndi cates the use of any G rcuit Range values, in the cas

atory and
The

e of

| SUP/TUP traffic. The Origination Point Code is encoded the same
as the Destination Point Code paranmeter, while the CIC values are

16-bit integers.
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The Circuit Range format is as foll ows:

0 1 2 3
01234567890123456789012345678901

T S o T s T T o S T il sl S T R S i i
| Tag = 0x020f | Lengt h |
T S o T s T T o S T il sl S T R S i i
| Mask = 0O | Oigination Point Code #1 |
T S o T s T T o S T il sl S T R S i i
| Lower Cl C Val ue #1 | Upper CI C Val ue #1 |
T S o T s T T o S T il sl S T R S i i
| Mask = 0 | Origi nati on Point Code #2 |
T S o T s T T o S T il sl S T R S i i
| Lower CI C Val ue #2 | Upper CI C Val ue #2 |
T S o T s T T o S T il sl S T R S i i
/ c /
T S o T s T T o S T il sl S T R S i i
| Mask = 0 | Origi nati on Point Code #n |
T S o T s T T o S T il sl S T R S i i
| Lower CI C Val ue #n | Upper CI C Val ue #n |
T S o T s T T o S T il sl S T R S i i

3.6.2 Registration Response (REG RSP)
The REG RSP nessage is used as a response to the REG REQ nessage from
a renote MBUA peer. It contains indications of success/failure for
regi stration requests and returns a uni que Routing Context value for
successful registration requests, to be used in subsequent M3UA
Traffi c Managenment protocol.
The REG RSP nessage contains the follow ng paraneters:
Regi strati on Result Mandat ory

One or nore Registration Result paranmeters MJST be included. The
format for the REG RSP nessage is as follows:
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0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0208 | Lengt h |
T S o T s T T o S T il sl S T R S i i
| Regi stration Result 1 |
T S o T s T T o S T il sl S T R S i i

—~ —

B e e S T s i e o S o S o T s ot S S S S S
Tag = 0x0208 | Lengt h |

B e e S T s i e o S o S o T s ot S S S S S
Regi stration Result n |

B e e S T s i e o S o S o T s ot S S S S S

Regi stration Results:

The Registration Result paraneter contains the registration result
for a single Routing Key in an REG REQ nessage. The nunber of
results in a single REG RSP nmessage MJST be anywhere fromone to
the total nunber of nunber of Routing Key paraneters found in the
correspondi ng REG REQ nessage. Were nultiple REG RSP nessages
are used in reply to REG REQ nmessage, a specific result SHOULD be
in only one REG RSP nessage. The format of each result is as

foll ows:

0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Tag = 0x020a | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| Local - RK-Identifier val ue |
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0212 | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| Regi stration Status |
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0006 | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| Rout i ng Cont ext |
T S o T s T T o S T il sl S T R S i i

Local -RK-Identifier: 32-bit integer
The Local -RK-Identifier contains the sane value as found in the

mat chi ng Routi ng Key paraneter found in the REG REQ nessage (See
Section 3.6.1).
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Regi stration Status: 32-bit integer

The Registration Result Status field indicates the success or the
reason for failure of a registration request.

Its val ues nmay be:

0 Successfully Regi stered

1 Error - Unknown

2 Error - Invalid DPC

3 Error - Invalid Network Appearance

4 Error - Invalid Routing Key

5 Error - Perm ssion Denied

6 Error - Cannot Support Uni que Routing

7 Error - Routing Key not Currently Provisioned
8 Error - Insufficient Resources

9 Error - Unsupported RK paraneter Field

10 Error - Unsupported/Invalid Traffic Handling Mde

Routing Context: 32-bit integer
The Routing Context field contains the Routing Context value for
the associated Routing Key if the registration was successful. It
is set to "0" if the registration was not successful.
3.6.3 Deregistration Request (DEREG REQ
The DEREG REQ nessage is sent by an ASP to indicate to a renote MBUA
peer that it wi shes to deregister a given Routing Key. Typically, an
ASP woul d send this nessage to an SGP, and expects to receive a DEREG
RSP nmessage in return with the associ ated Routing Context val ue.
The DEREG REQ nessage contains the foll ow ng paraneters:
Rout i ng Cont ext Mandat ory

The format for the DEREG REQ nessage is as follows:

Si debottom et. al. St andar ds Track [ Page 56]



RFC 3332 SS7 MIP3-User Adaptation Layer Sept ember 2002

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
Tag = 0x0006 | Lengt h |
I T S I T i i S e S I S

L

\ \
/ Rout i ng Cont ext /
\ \
T S o T s T T o S T il sl S T R S i i

Routing Context: n X 32-bit integers

The Routing Context paraneter contains (a list of) integers

i ndexi ng the Application Server traffic that the sending ASP is
currently registered to receive fromthe SGP but now w shes to
der egi ster.

3.6.4 Deregistrati on Response (DEREG RSP)

The DEREG RSP nessage is used as a response to the DEREG REQ nmessage
froma renote M3UA peer.

The DEREG RSP nessage contains the foll owi ng paraneters:
Deregi strati on Result Mandat ory

One or nore Deregistration Result parameters MJST be included. The
format for the DEREG RSP nmessage is as foll ows:

0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0209 | Length |
T S o T s T T o S T il sl S T R S i i
| Deregi stration Result 1 |
T S o T s T T o S T il sl S T R S i i

—~ —

B S s e S o e T T ais s i I S U Y S U ST S Y S
Tag = 0x0209 | Lengt h |
B S s e S o e T T ais s i I S U Y S U ST S Y S

Deregi stration Result n |
B e e S T s i e o S o S o T s ot S S S S S

1 1
+ o+
1 1
+ o+
1 1
+ o+
1 1
+ o+
1 1
+ o+
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Deregi strati on Results:

The Deregistration Result paraneter contains the deregistration
status for a single Routing Context in a DEREG REQ nessage. The
nunber of results in a single DEREG RSP nessage MAY be anywhere
fromone to the total nunber of nunber of Routing Context val ues
found in the correspondi ng DEREG REQ nessage.

Where multiple DEREG RSP nessages are used in reply to DEREG REQ
nessage, a specific result SHOULD be in only one DEREG RSP
nessage. The format of each result is as foll ows:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0006 | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| Routi ng Cont ext |
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0213 | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| Deregi stration Status |
T S o T s T T o S T il sl S T R S i i

Routing Context: 32-bit integer

The Routing Context field contains the Routing Context val ue of
the matching Routing Key to deregister, as found in the DEREG REQ
nmessage.

Deregistration Status: 32-bit integer

The Deregistration Result Status field indicates the success or
the reason for failure of the deregistration

Its val ues nmay be:

Successful ly Deregistered

Error - Unknown

Error - Invalid Routing Context

Error - Perm ssion Denied

Error - Not Registered

Error - ASP Currently Active for Routing Context

GOrhwWNEFO
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3.7 ASP Traffic Mintenance (ASPTM) Messages
3.7.1 ASP Active

The ASP Active nessage is sent by an ASP to indicate to a renote M3UA
peer that it is ready to process signalling traffic for a particular
Application Server. The ASP Active nessage affects only the ASP
state for the Routing Keys identified by the Routing Contexts, if
present.

The ASP Active nessage contains the follow ng paraneters:

Traffic Mdde Type Opt i onal
Routi ng Cont ext Opt i onal
INFO String Opt i onal

The format for the ASP Active nessage is as foll ows:

0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Tag = 0x000b | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| Traffic Mdde Type |
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0006 | Lengt h |
T S o T s T T o S T il sl S T R S i i

\

Rout i ng Cont ext /

\

B e e S T s i e o S o S o T s ot S S S S S
Tag = 0x0004 | Lengt h |

+

I S S T T T T i S A i o I S S S S 3

\
I NFO String /
\

B e e S T s i e o S o S o T s ot S S S S S
Traffic Mdde Type: 32-bit (unsigned integer)
The Traffic Mdde Type paraneter identifies the traffic node of

operation of the ASP within an AS. The valid values for Traffic
Mode Type are shown in the follow ng table:

1 Overri de
2 Loadshar e
3 Br oadcast
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Wthin a particular Routing Context, Override, Loadshare and

Br oadcast SHOULD NOT be mixed. The Override val ue indicates that
the ASP is operating in Override node, and the ASP takes over al
traffic in an Application Server (i.e., primary/backup operation),

overriding any currently active ASPs in the AS. In Loadshare
node, the ASP will share in the traffic distribution with any
other currently active ASPs. |n Broadcast node, the ASP wil |l

receive the sanme nessages as any other currently active ASP
Routing Context: n X 32-bit integers

The optional Routing Context paraneter contains (a list of)
i ntegers indexing the Application Server traffic that the sending
ASP is configured/registered to receive.

There is one-to-one rel ati onship between an i ndex entry and an SGP
Routing Key or AS Nane. Because an AS can only appear in one

Net wor k Appear ance, the Network Appearance paraneter is not
required in the ASP Active nmessage.

An Application Server Process nay be configured to process traffic
for nmore than one | ogical Application Server. Fromthe
perspective of an ASP, a Routing Context defines a range of
signalling traffic that the ASP is currently configured to receive
fromthe SGP. For exanple, an ASP coul d be configured to support
call processing for multiple ranges of PSTN trunks and therefore
receive related signalling traffic, identified by separate SS7
DPC/ OPC/ CI C ranges.

The format and description of the optional INFO String paraneter is
the same as for the DUNA nessage (See Section 3.4.1).

3.7.2 ASP Active Acknow edgenent (ASP Active Ack)

The ASP Active Ack nessage is used to acknow edge an ASP Active
nmessage received froma renote MBUA peer.

The ASP Active Ack nmessage contains the foll ow ng paraneters:

Traffic Mode Type Opti ona
Routi ng Cont ext Opti ona
INFO String Opti ona
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3. 7.

Sid

The format for the ASP Active Ack message is as foll ows:

0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Tag = 0x000b | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| Traffic Mdde Type |
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0006 | Lengt h |
T S o T s T T o S T il sl S T R S i i

\

Rout i ng Cont ext /

\

B e e S T s i e o S o S o T s ot S S S S S
Tag = 0x0004 | Length |

+

I S S i i I T S i we N S S S S S e &

\
I NFO String /
\

B T T T S S T 2T S T A S i U S

The format and description of the optional |INFO String paraneter is
the same as for the DUNA nessage (See Section 3.4.1).

The INFO String in an ASP Active Ack nmessage is independent fromthe
INFO String in the ASP Active nessage (i.e., it does not have to echo
back the INFO String received).

The format of the Traffic Mode Type and Routing Context paraneters is
the sanme as for the ASP Active nmessage. (See Section 3.7.1).

3 ASP I nactive

The ASP | nactive nmessage is sent by an ASP to indicate to a renote
MBUA peer that it is no |l onger an active ASP to be used fromwithin a
list of ASPs. The ASP Inactive nmessage affects only the ASP state in
the Routing Keys identified by the Routing Contexts, if present.

The ASP | nactive nmessage contains the foll owi ng paraneters:

Routi ng Cont ext Opt i onal
INFO String Opti ona
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The fornmat for the ASP I nactive nessage paraneters is as follows:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
Tag = 0x0006 | Lengt h |
B e e S T s i e o S o S o T s ot S S S S S

\

Rout i ng Cont ext /

\

B e e S T s i e o S o S o T s ot S S S S S
Tag = 0x0004 | Lengt h |

+

I S S T T I T S R R s S S S S &

\
I NFO String /
\

B e e S T s i e o S o S o T s ot S S S S S
The format and description of the optional Routing Context and | NFO
String paraneters is the same as for the ASP Active nessage (See
Section 3.5.5.)

3.7.4 ASP | nactive Acknow edgenent (ASP Inactive Ack)

The ASP | nactive Ack nessage is used to acknow edge an ASP | nactive
nmessage received froma renote MBUA peer.

The ASP | nactive Ack nmessage contains the foll ow ng paraneters:

Routi ng Cont ext Opt i onal
INFO String Opt i onal
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The fornmat for the ASP I nactive Ack nmessage is as follows:

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
Tag = 0x0006 | Lengt h |
B e e S T s i e o S o S o T s ot S S S S S

\

Rout i ng Cont ext /

\

B e e S T s i e o S o S o T s ot S S S S S
Tag = 0x0004 | Length |

+

I S S T T T T i S A i o I S S S S 3

\
I NFO String /
\

B T T T S S T 2T S T A S i U S

The format and description of the optional |INFO String paraneter is
the same as for the DUNA nessage (See Section 3.4.1.)

The INFO String in an ASP I nactive Ack nessage is independent from
the INFO String in the ASP | nactive nmessage (i.e., it does not have
to echo back the INFO String received).

The format of the Routing Context paraneter is the sanme as for the
ASP | nactive nessage. (See Section 3.7.3).

3.8 Managenent (MGMI) Messages

3.8.1 Error
The Error message is used to notify a peer of an error event
associ ated with an i ncom ng nmessage. For exanple, the nmessage type
m ght be unexpected given the current state, or a paraneter val ue
m ght be invalid.

The Error message contains the follow ng paraneters:

Error Code Mandat ory
Routi ng Cont ext Mandat or y*
Net wor kK Appear ance Mandat or y*
Af fected Point Code Mandat or y*
Di agnostic I nformation Opt i onal

(*) Only mandatory for specific Error Codes
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The format for the Error message is as foll ows:

0

1 2

r

Sept ember 2002

3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
Tag = 0x000c | Length =
T S o T s T T o S T il sl S T R S i i

Error Code

8

T T T S i S S S S e T T S s i =

Tag = 0x0006 |

Lengt h

T T i S S T T T S S e I S e S

il el S G Jhi el Sl Sl ey

Error Code:

Routi ng Cont ext

Tag - 0x0012 |

Af f ect ed Poi nt

Af fect ed Poi nt
Tag = 0x0200 |
Net wor k Appear ance

Tag = 0x0007 |

Di agnostic I nformation

32-bits (unsigned integer)

Lengt h
Code

Code

Lengt h

Lengt h

1

n

8

T S S S T i S e i o AL S S S S S S S S

—~ —

B T T T S S T 2T S T A S i U S

B e e S T s i e o S o S o T s ot S S S S S
Mask |
B e e S T s i e o S o S o T s ot S S S S S

—~ —

B e e S T s i e o S o S o T s ot S S S S S
Mask |
B e e S T s i e o S o S o T s ot S S S S S

B T T S S T i S S s ci o S S S ST S

B T T T S S T T S il o S S S S S A

B T i T S S T i S S S T A i S S S S A

\
/
\
+

The Error Code paraneter indicates the reason for the Error
The Error paraneter val ue can be one of the follow ng

Message.
val ues:

0x01
0x02
0x03
0x04
0x05
0x06

Si debottom et.

Invalid Version

Not Used in MBUA

Unsupported Message O ass
Unsupported Message Type
Unsupported Traffic Mdde Type
Unexpect ed Message

al . St andards Track
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0x07 Pr ot ocol Error

0x08 Not used in MBUA

0x09 Invalid Stream |l dentifier
Ox0a Not used in MBUA

0x0b Not used in MBUA

0x0c Not used in MBUA

0x0d Ref used - Managenent Bl ocki ng
Ox0e ASP | dentifier Required
OxOf Invalid ASP | dentifier
0x10 Not Used in MBUA

Ox11 I nval i d Paraneter Val ue
Ox12 Parameter Field Error

0x13 Unexpect ed Par anet er

Ox14 Desti nati on Status Unknown
0x15 Inval i d Network Appearance
0x16 M ssi ng Par amnet er

0ox17 Not Used in MBUA

0x18 Not Used in MBUA

0x19 Invalid Routing Context
Ox1la No Configured AS for ASP

The "Invalid Streamldentifier" error is sent if a nmessage is
recei ved on an unexpected SCTP stream (e.g., a MGVl nessage was
received on a streamother than "0"). Error messages MJST NOT be
generated in response to other Error nessages.

The "Unsupported Message Class" error is sent if a nessage with an
unexpected or unsupported Message Class is received.

The "Unsupported Message Type" error is sent if a nmessage with an
unexpected or unsupported Message Type is received.

The "Unsupported Traffic Mdde Type" error is sent by a SGP if an ASP
sends an ASP Active nessage with an unsupported Traffic Mdde Type or
a Traffic Mbde Type that is inconsistent with the presently
configured node for the Application Server. An exanple would be a
case in which the SGP did not support | oadsharing.

The "Unexpected Message" error MAY be sent if a defined and

recogni zed nmessage is received that is not expected in the current
state (in sone cases the ASP may optionally silently discard the
nmessage and not send an Error nessage). For exanple, silent discard
is used by an ASP if it received a DATA nessage froman SGP while it
was in the ASP-INACTIVE state. |If the Unexpected nessage contai ned
Routing Context(s), the Routing Context(s) SHOULD be included in the
Error nessage.
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The "Protocol Error" error is sent for any protocol anomaly (i.e.,
reception of a paraneter that is syntactically correct but unexpected
in the current situation

The "Invalid Streamldentifier" error is sent if a nmessage is
recei ved on an unexpected SCTP stream (e.g., a Managenent nessage was
received on a streamother than "0").

The "Refused - Managenent Bl ocking" error is sent when an ASP Up or
ASP Active nessage is received and the request is refused for
managenent reasons (e.g., managenent lockout"). If this error is in
response to an ASP Active nmessage, the Routing Context(s) in the ASP
Active nessage SHOULD be included in the Error nessage.

The "ASP Identifier Required" is sent by a SGP in response to an ASP
Up nmessage which does not contain an ASP ldentifier paraneter when
the SGP requires one. The ASP SHOULD resend the ASP Up nessage with
an ASP ldentifier.

The "Invalid ASP Identifier" is sent by an SGP in response to an ASP
Up nessage with an invalid (i.e., non-unique) ASP |dentifier.

The "Invalid Parameter Value " error is sent if a nmessage is received
with an invalid paranmeter value (e.g., a DUPU nessage was received
with a Mask val ue other than "0"

The "Paraneter Field Error" would be sent if a nessage is received
with a paranmeter having a wong length field.

The "Unexpected Paraneter" error would be sent if a nessage contains
an invalid paraneter.

The "Destination Status Unknown" Error MAY be sent if a DAUD is
received at an SG enquiring of the availability/congestion status of
a destination, and the SG does not wish to provide the status (e.qg.,
the sender is not authorized to know the status). For this error,
the invalid or unauthorized Point Code(s) MJST be included along with
t he Networ k Appearance and/or Routing Context associated with the
Poi nt Code(s).

The "I nvalid Network Appearance" error is sent by a SG if an ASP
sends a nessage with an invalid (unconfigured) Network Appearance
value. For this error, the invalid (unconfigured) Network Appearance
MUST be included in the Network Appearance paraneter
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The "M ssing Paraneter" error would be sent if a nmandatory paraneter
were not included in a nmessage.

The "lInvalid Routing Context"” error is sent if a nessage is received
froma peer with an invalid (unconfigured) Routing Context val ue.

For this error, the invalid Routing Context(s) MJST be included in
the Error nessage.

The "No Configured AS for ASP' error is sent if a nessage is received
froma peer without a Routing Context parameter and it is not known
by configuration data which Application Servers are referenced.

Di agnostic Information: variable |ength

When included, the optional Diagnhostic information can be any

i nformati on gernmane to the error condition, to assist in
identification of the error condition. The Diagnostic information
SHOULD cont ai n the of fendi ng nessage.

3.8.2 Notify

The Notify nessage used to provide an autononous indication of MUA
events to an MBUA peer.

The Notify message contains the foll ow ng paraneters:

St at us Mandat ory
ASP ldentifier Opti ona
Routi ng Cont ext Opt i onal
INFO String Opti ona

Si debottom et. al. St andar ds Track [ Page 67]



RFC 3332 SS7 MIP3-User Adaptation Layer Sept ember 2002

The fornmat for the Notify nessage is as foll ows:

0 1 2 3

01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Tag = 0x000d | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| Status Type | Status I nfornmation |
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0011 | Length = 8 |
T S o T s T T o S T il sl S T R S i i
| ASP ldentifier |
T S o T s T T o S T il sl S T R S i i
| Tag = 0x0006 | Length |
T S o T s T T o S T il sl S T R S i i

\

Rout i ng Cont ext /

\

B e e S T s i e o S o S o T s ot S S S S S
Tag = 0x0004 | Lengt h |

+

I S S T T T T i S A i o I S S S S 3

\
I NFO String /
\

B i T i i i S I s i S S S Sy Y S
Status Type: 16-bits (unsigned integer)

The Status Type paraneter identifies the type of the Notify
nmessage. The following are the valid Status Type val ues:

1 Application Server State Change (AS-State_Change)
2 O her

Status Information: 16-bits (unsigned integer)

The Status Information parameter contains nore detail ed
information for the notification, based on the value of the Status
Type. If the Status Type is AS- State_Change the follow ng Status
Informati on val ues are used:

reserved

Application Server |nactive (AS-INACTI VE)
Application Server Active (AS-ACTI VE)
Application Server Pending (AS-PENDI NG

ArWNPE
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These notifications are sent froman SGP to an ASP upon a change
in status of a particular Application Server. The value reflects
the new state of the Application Server

If the Status Type is O her, then the following Status Infornation
val ues are defi ned:

1 I nsufficient ASP Resources Active in AS
2 Alternate ASP Active
3 ASP Fail ure

These notifications are not based on the SGP reporting the state
change of an ASP or AS. In the Insufficient ASP Resources case, the
SGP is indicating to an ASP_I NACTIVE ASP in the AS that another ASP
is required to handle the |Ioad of the AS (Loadsharing or Broadcast
node). For the Alternate ASP Active case, an ASP is inforned when an
alternate ASP transitions to the ASP-ACTIVE state in Override node.
The ASP ldentifier (if available) of the Alternate ASP MJST be pl aced
in the nessage. For the ASP Failure case, the SGP is indicating to
ASP(s) in the AS that one of the ASPs has transitioned to ASP- DOAN.
The ASP ldentifier (if available) of the failed ASP MJUST be placed in
t he nessage.

The format and description of the optional ASP Identifier is the sane
as for the ASP Up nessage (See Section 3.5.1). The format and
description of the Routing Context and Info String paranmeters is the
same as for the ASP Active nessage (See Section 3.7.1)

4. Procedures

The MBUA | ayer needs to respond to various local primtives it
receives fromother layers as well as the nessages that it receives
fromthe peer M3UA | ayer. This section describes the M3UA procedures
in response to these events.

4.1 Procedures to Support the MUA- User

4.1.1 Receipt of Primtives fromthe MUA-User
On receiving an MIP- TRANSFER request primtive froman upper |ayer at
an ASP/ I PSP, or the nodal interworking function at an SGP, the MUA
| ayer sends a correspondi ng DATA nessage (see Section 3) to its M3UA

peer. The MUA peer receiving the DATA nessage sends an MIP- TRANSFER
indication primtive to the upper |ayer.
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The MBUA nessage distribution function (see Section 1.4.2.1)

determ nes the Application Server (AS) based on conparing the
information in the MIP- TRANSFER request primitive with a provisioned
Routi ng Key.

Fromthe Iist of ASPs within the AS table, an ASP in the ASP-ACTI VE
state is selected and a DATA nessage is constructed and i ssued on the
correspondi ng SCTP association. |If nore than one ASP is in the ASP-
ACTI VE state (i.e., traffic is to be | oadshared across nore than one
ASP), one of the ASPs in the ASP-ACTIVE state is selected fromthe
list. |If the ASPs are in Broadcast Mode, all active ASPs will be
sel ected and the nmessage sent to each of the active ASPs. The
selection algorithmis inplenentation dependent but could, for
exanpl e, be round robin or based on the SLS or ISUP CIC. The
appropriate selection algorithmnust be chosen carefully as it is
dependent on application assunptions and understandi ng of the degree
of state coordination between the ASP-ACTIVE ASPs in the AS.

In addition, the nessage needs to be sent on the appropriate SCTP
stream again taking care to neet the nmessage sequenci ng needs of the
signalling application. DATA nmessages MJST be sent on an SCTP stream
other than stream’(’

Wien there is no Routing Key match, or only a partial match, for an

i nconmi ng SS7 nessage, a default treatnment MAY be specified. Possible
solutions are to provide a default Application Server at the SGP that
directs all unallocated traffic to a (set of) default ASP(s), or to
drop the nessage and provide a notification to Layer Managenent in an
M ERRCR indication primtive. The treatnent of unallocated traffic

i s inplenentati on dependent.

4.2 Receipt of Prinitives fromthe Layer Managenent

On receiving primtives fromthe |ocal Layer Managenent, the MUA
layer will take the requested action and provi de an appropriate
response prinitive to Layer Managenent.

An M SCTP_ESTABLI SH request primtive from Layer Managenent at an ASP
or IPSP will initiate the establishnment of an SCTP associ ation. The
MBUA |l ayer will attenpt to establish an SCTP association with the
renot e M3UA peer by sending an SCTP- ASSCOCI ATE prinmitive to the |oca
SCTP | ayer.

When an SCTP associ ati on has been successfully established, the SCTP
will send an SCTP- COMMUNI CATI ON_UP notification primtive to the

| ocal MBUA layer. At the SGP or IPSP that initiated the request, the
MBUA | ayer will send an M SCTP_ESTABLI SH confirmprimtive to Layer
Managenent when the association setup is conplete. At the peer M3UA
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| ayer, an M SCTP_ESTABLI SH i ndication primtive is sent to Layer
Managenent upon successful conpletion of an incom ng SCTP associ ation
set up.

An M SCTP_RELEASE request primtive fromLayer Managenent initiates
the teardown of an SCTP association. The M3UA | ayer acconplishes a
graceful shutdown of the SCTP associati on by sendi ng an SCTP- SHUTDOAN
primitive to the SCTP | ayer.

When t he graceful shutdown of the SCTP associ ati on has been
acconpl i shed, the SCTP | ayer returns an SCTP- SHUTDOWN COVPLETE
notification primtive to the local M3UA layer. At the MBUA Layer
that initiated the request, the M3UA |layer will send an M
SCTP_RELEASE confirmprimtive to Layer Managenent when the

associ ation shutdown is conplete. At the peer M3UA Layer, an M
SCTP_RELEASE indication prinmtive is sent to Layer Managenent upon
abort or successful shutdown of an SCTP associ ati on.

An M SCTP_STATUS request primtive supports a Layer Managenent query
of the local status of a particular SCTP association. The MBUA | ayer
sinmply maps the M SCTP_STATUS request primtive to an SCTP- STATUS
primitive to the SCTP layer. Wen the SCTP responds, the M3UA | ayer
maps the association status information to an M SCTP_STATUS confirm
primtive. No peer protocol is invoked.

Simlar LMto-MUA-to-SCTP and/ or SCTP-to-M3UA-to-LM primtive

mappi ngs can be described for the various other SCTP Upper Layer
primtives in RFC2960 [17] such as | N TIALI ZE, SET PRI MARY, CHANGE
HEARTBEAT, REQUEST HEARTBEAT, GET SRTT REPORT, SET FAI LURE THRESHOLD,
SET PROTOCOL PARAMETERS, DESTROY SCTP | NSTANCE, SEND FAI LURE, AND
NETWORK STATUS CHANGE. Alternatively, these SCTP Upper Layer
primtives (and Status as well) can be considered for nodeling

pur poses as a Layer Managenent interaction directly with the SCTP
Layer.

M NOTI FY i ndication and M ERROR indication primtives indicate to
Layer Managenent the notification or error information contained in a
received M3UA Notify or Error message respectively. These

i ndi cati ons can al so be generated based on | ocal MUA events.

An M ASP_STATUS request primitive supports a Layer Managenent query
of the status of a particular local or renote ASP. The MBUA | ayer

responds with the status in an M ASP_STATUS confirmprimtive. No

MBUA peer protocol is invoked.
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An M AS_STATUS request supports a Layer Managenent query of the
status of a particular AS. The M3UA responds with an M AS_STATUS
confirmprimtive. No M3UA peer protocol is invoked.

M ASP_UP request, M ASP_DOM request, M ASP_ACTI VE request and M
ASP_| NACTI VE request prinitives allow Layer Managenent at an ASP to
initiate state changes. Upon successful conpletion, a correspondi ng
confirmprimtive is provided by the MBUA | ayer to Layer Managenent.
If an invocation is unsuccessful, an Error indication primtive is
provided in the primtive. These requests result in outgoing ASP Up,
ASP Down, ASP Active and ASP | nactive nessages to the renote M3UA
peer at an SGP or | PSP.

4.2.1 Recei pt of MBUA Peer Managenent Messages

Upon successful state changes resulting fromreception of ASP Up, ASP
Down, ASP Active and ASP Inactive nessages froma peer M3UA, the MBUA
| ayer MAY invoke corresponding M ASP_UP, M ASP_DOW, M ASP_ACTI VE and
M ASP_I NACTI VE, M AS_ACTIVE, M AS | NACTIVE, and MAS DOM i ndi cation
primitives to the local Layer Managenent.

M NOTI FY i ndication and M ERROR indication primtives indicate to
Layer Managenent the notification or error information contained in a
received M3UA Notify or Error nessage. These indications can also be
gener ated based on | ocal M3UA events.

Al'l non-Transfer and non- SSNM nessages, except BEAT and BEAT Ack,
SHOULD be sent with sequenced delivery to ensure ordering. ASPTM
nmessages MAY be sent on one of the streans used to carry the data
traffic related to the Routing Context(s), to mininize possible
nmessage | oss. BEAT and BEAT Ack nessages MAY be sent using out-of -
order delivery, and MAY be sent on any stream

4.3 AS and ASP State Miintenance

The MBUA | ayer on the SGP naintains the state of each renbte ASP, in
each Application Server that the ASP is configured to receive
traffic, as input to the M3UA nessage distribution function.
Simlarly, where IPSPs use MBUA in a point-to-point fashion, the MBUA
layer in an IPSP maintains the state of renote | PSPs. For the

pur poses of the follow ng procedures, only the SGP/ ASP case is

descri bed but the SGP side of the procedures also apply to an | PSP
sending traffic to an AS consisting of a set of renote | PSPs.
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4.3.1 ASP St ates

The state of each renpte ASP, in each AS that it is configured to
operate, is maintained in the MBUA |layer in the SGP. The state of a
particular ASP in a particular AS changes due to events. The events
i ncl ude:

Reception of nessages fromthe peer MBUA | ayer at the ASP;
Reception of sone nessages fromthe peer M3UA | ayer at other ASPs
inthe AS (e.g., ASP Active nessage indicating "Override");
Reception of indications fromthe SCTP | ayer; or

Local Managenent interventi on.

The ASP state transition diagramis shown in Figure 3. The possible
states of an ASP are:

ASP- DOMN: The renpote MBUA peer at the ASP is unavail abl e and/or the
rel ated SCTP association is dowmn. Initially all ASPs will be in this
state. An ASP in this state SHOULD NOT be sent any MBUA nessages,
with the exception of Heartbeat, ASP Down Ack and Error nessages.

ASP-| NACTI VE: The renote M3UA peer at the ASP is available (and the
rel ated SCTP association is up) but application traffic is stopped.
In this state the ASP SHOULD NOT be sent any DATA or SSNM nessages
for the AS for which the ASP is inactive.

ASP- ACTI VE: The renpote M3UA peer at the ASP is avail able and
application traffic is active (for a particular Routing Context or
set of Routing Contexts).

SCTP CDI: The SCTP CDI denotes the local SCTP | ayer’s Comruni cation
Down I ndication to the Upper Layer Protocol (M3UA) on an SGP. The

| ocal SCTP | ayer will send this indication when it detects the |oss
of connectivity to the ASP's peer SCTP layer. SCTP CDI is understood
as either a SHUTDOAN_COVPLETE noti fication or COVMUNI CATI ON_LOST
notification fromthe SCTP | ayer.

SCTP RI: The local SCTP |layer’'s Restart indication to the upper |ayer

protocol (MBUA) on an SG  The local SCTP will send this indication
when it detects a restart fromthe ASP's peer SCTP | ayer.
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Figure 3: ASP State Transition Diagram per AS
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4,.3.2 AS States

The state of the ASis nmaintained in the MBUA | ayer on the SGPs.
state of an AS changes due to events.

* ASP state transitions
* Recovery tinmer triggers

The possible states of an AS are:

AS- DOWN: The Application Server is unavail abl e.
related ASPs are in the ASP-DOMN state for this AS.

t hat al
Initially the AS will

the AS-DOMWN state when it

be in this state.

The

These events i ncl ude:

This state inplies

An Application Server is in

is renoved froma configuration

AS- | NACTI VE: The Application Server is available but no application

traffic is active (i.

| NACTI VE st at e,
timer T(r) is not

Si debottom et. al

e., one or

has expired.

St andards Track

nore related ASPs are in the ASP-
but none in the ASP-ACTI VE state).
runni ng or

The recovery
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AS- ACTI VE: The Application Server is available and application
traffic is active. This state inplies that at |east one ASP is in
t he ASP- ACTI VE st at e.

AS- PENDI NG An active ASP has transitioned to ASP-1NACTI VE or ASP-
DOM and it was the last remaining active ASP in the AS. A recovery
timer T(r) SHOULD be started and all inconing signalling nessages
SHOULD be queued by the SGP. If an ASP becones ASP- ACTI VE before T(r)
expires, the ASis noved to the AS-ACTI VE state and all the queued
nmessages will be sent to the ASP.

If T(r) expires before an ASP beconmes ASP-ACTIVE, and the SGP has no
alternative, the SGP may stops queui ng nessages and di scards all
previ ously queued nessages. The AS will nove to the AS-I1NACTI VE
state.

If at |east one ASP is in ASP-|1NACTI VE state, otherwise it will nove
to AS- DOMN st ate.

Figure 4 shows an exanple AS state machine for the case where the

AS/ ASP data is preconfigured. For other cases where the AS/ ASP
configuration data is created dynamically, there would be differences
in the state machi ne, especially at creation of the AS.
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Figure 4: AS State Transition D agram
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For exampl e, where the AS/ ASP configuration data is not created until
Regi stration of the first ASP, the AS-1NACTIVE state is entered
directly upon the first successful REG REQ from an ASP. Anot her
exanpl e is where the AS/ ASP configuration data is not created until
the first ASP successfully enters the ASP-ACTIVE state. 1In this case
the AS-ACTIVE state is entered directly.

4.3.3 M3UA Managenent Procedures for Primtives

Bef ore the establishnment of an SCTP association the ASP state at both
the SGP and ASP is assuned to be in the state ASP- DO/

Once the SCTP association is established (see Section 4.2) and
assunming that the local MBUA-User is ready, the |ocal MBUA ASP

Mai nt enance (ASPM function will initiate the relevant procedures,
usi ng the ASP Up/ ASP Down/ ASP Active/ ASP | nactive nessages to convey
the ASP state to the SGP (see Section 4.3.4).
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If the MBUA | ayer subsequently receives an SCTP- COMMUNI CATI ON_DOMN or
SCTP- RESTART indication primtive fromthe underlying SCTP | ayer, it
will informthe Layer Managenent by invoking the M SCTP_STATUS
indication primtive. The state of the ASP will be noved to ASP- DOAN.
At an ASP, the MIP3-User will be infornmed of the unavailability of
any affected SS7 destinations through the use of MIP-PAUSE i ndication
primtives.

In the case of SCTP- COMMUNI CATI ON DOMN, the SCTP client MAY try to
re-establish the SCTP Association. This MAY be done by the M3UA

| ayer autonatically, or Layer Managenment MAY re-establish using the
M SCTP_ESTABLI SH request primtive.

In the case of an SCTP- RESTART indication at an ASP, the ASP is now
considered by its MBUA peer to be in the ASP-DOMNN state. The ASP, if
it is to recover, nust begin any recovery with the ASP-Up procedure.

4.3.4 ASPM Procedures for Peer-to-Peer Messages
4.3.4.1 ASP Up Procedures

After an ASP has successfully established an SCTP association to an
SGP, the SGP waits for the ASP to send an ASP Up nessage, indicating
that the ASP MBUA peer is available. The ASP is always the initiator
of the ASP Up nessage. This action MAY be initiated at the ASP by an
M ASP_UP request primitive fromLayer Managenment or MAY be initiated
automatically by an MBUA managenent function.

When an ASP Up nessage is received at an SGP and internally the
renote ASP is in the ASP-DOM state and not considered | ocked out for
| ocal managenent reasons, the SGP marks the renote ASP in the state
ASP-| NACTI VE and inforns Layer Managenent with an M ASP_Up indication
primtive. |If the SGP is aware, via current configuration data,

whi ch Application Servers the ASP is configured to operate in, the
SGP updates the ASP state to ASP-INACTIVE in each AS that it is a
menber .

Alternatively, the SG° may nove the ASP into a pool of I|nactive ASPs
avail able for future configuration within Application Server(s),
determ ned in a subsequent Registrati on Request or ASP Active
procedure. |If the ASP Up nessage contains an ASP Identifier, the SGP
shoul d save the ASP Identifier for that ASP. The SGP MJST send an ASP
Up Ack message in response to a received ASP Up nessage even if the
ASP is already marked as ASP-1NACTI VE at the SGP
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If for any | ocal reason (e.g., managenent |ockout) the SGP cannot
respond with an ASP Up Ack nessage, the SCGP responds to an ASP Up
nmessage with an Error nmessage with reason "Refused - Managenent

Bl ocki ng".

At the ASP, the ASP Up Ack nessage received is not acknow edged.
Layer Managenent is informed with an MASP_UP confirmprimtive.

Wien the ASP sends an ASP Up nessage it starts timer T(ack). If the
ASP does not receive a response to an ASP Up message wi thin T(ack),
the ASP MAY restart T(ack) and resend ASP Up nessages until it

receives an ASP Up Ack nessage. T(ack) is provisionable, with a
default of 2 seconds. Alternatively, retransm ssion of ASP Up
nmessages MAY be put under control of Layer Managenent. In this
nmet hod, expiry of T(ack) results in an MASP_UP confirmprinitive
carrying a negative indication.

The ASP nmust wait for the ASP Up Ack nmessage before sending any ot her
MBUA nessages (e.g., ASP Active or REG REQ. |If the SGP receives any
ot her MBUA nessages before an ASP Up nessage is received (other than
ASP Down - see Section 4.3.4.2), the SGP MAY discard them

If an ASP Up nessage is received and internally the renmote ASP is in
the ASP-ACTI VE state, an ASP Up Ack nessage is returned, as well as
an Error nessage ("Unexpected Message), and the renpte ASP state is
changed to ASP-INACTIVE in all relevant Application Servers.

If an ASP Up nessage is received and internally the renote ASP is
already in the ASP-1NACTI VE state, an ASP Up Ack nessage is returned
and no further action is taken.

4.3.4.1.1 MBUA Version Contro

If an ASP Up nessage with an unsupported version is received, the
receiving end responds with an Error nessage, indicating the version
the receiving node supports and notifies Layer Managenent.

This is useful when protocol version upgrades are being perforned in
a network. A node upgraded to a newer version should support the

ol der versions used on other nodes it is communicating with. Because
ASPs initiate the ASP Up procedure it is assuned that the Error
nmessage would normally cone fromthe SGP
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4.3.4.1.2 1 PSP Considerations (ASP Up)

An | PSP may be considered in the ASP-1NACTIVE state after an ASP Up
or ASP Up Ack has been received fromit. An |IPSP can be considered
in the ASP-DOMN state after an ASP Down or ASP Down Ack has been
received fromit. The IPSP may inform Layer Managenent of the change
in state of the renmote | PSP using M ASP_UP or M ASP_DN i ndi cation or
confirmation primtives.

Al ternatively, an interchange of ASP Up nessages from each end can be
performed. This option follows the ASP state transition diagram It
woul d need four messages for conpletion.

If for any | ocal reason (e.g., managenent |ockout) an | PSP cannot
respond to an ASP Up nessage with an ASP Up Ack nessage, it responds
to an ASP Up nessage with an Error nmessage with reason "Refused
Managenent Bl ocki ng" and | eaves the renote IPSP in the ASP-DOW
state.

4.3. 4.2 ASP-Down Procedures

The ASP will send an ASP Down nessage to an SGP when the ASP wi shes
to be renoved fromservice in all Application Servers that it is a
menber and no | onger receive any DATA, SSNM or ASPTM nessages. This
action MAY be initiated at the ASP by an M ASP_DOM request primtive
from Layer Managenment or MAY be initiated automatically by an MBUA
managenent function.

Whet her the ASP is pernmanently renpoved fromany AS is a function of
configuration managenent. |In the case where the ASP previously used
the Registration procedures (see Section 4.4.1) to register within
Application Servers but has not deregistered fromall of them prior
to sending the ASP Down nessage, the SGP MJST consi der the ASP as
Deregistered in all Application Servers that it is still a nenber.

The SGP marks the ASP as ASP-DOWN, infornms Layer Managenent with an
M ASP_Down indication primtive, and returns an ASP Down Ack nessage
to the ASP.

The SGP MUST send an ASP Down Ack message in response to a received
ASP Down nessage fromthe ASP even if the ASP is already marked as
ASP- DOMNN at the SGP.

At the ASP, the ASP Down Ack nessage received is not acknow edged.
Layer Managenent is informed with an MASP_DOM confirmprimtive.

If the ASP receives an ASP Down Ack without having sent an ASP Down
nmessage, the ASP should now consider itself as in the ASP-DOM st ate.
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If the ASP was previously in the ASP-ACTI VE or ASP-1NACTI VE state,
the ASP should then initiate procedures to return itself to its
previ ous state.

Wien the ASP sends an ASP Down nessage it starts timer T(ack). |If
the ASP does not receive a response to an ASP Down nessage wi thin
T(ack), the ASP MAY restart T(ack) and resend ASP Down nessages until
it receives an ASP Down Ack message. T(ack) is provisionable, with a
default of 2 seconds. Alternatively, retransm ssion of ASP Down
nmessages MAY be put under control of Layer Managenent. In this

nmet hod, expiry of T(ack) results in an MASP_DOMW confirmprinitive
carrying a negative indication.

4.3.4.3 ASP Active Procedures

Anytine after the ASP has received an ASP Up Ack nmessage fromthe SGP
or | PSP, the ASP MAY send an ASP Active nmessage to the SGP indicating
that the ASP is ready to start processing traffic. This action MAY
be initiated at the ASP by an M ASP_ACTI VE request primtive from
Layer Managenent or MAY be initiated automatically by an MBUA
managenment function. In the case where an ASP wi shes to process the
traffic for nore than one Application Server across a conmon SCTP
associ ation, the ASP Active nmessage(s) SHOULD contain a list of one
or nore Routing Contexts to indicate for which Application Servers
the ASP Active nessage applies. It is not necessary for the ASP to
include all Routing Contexts of interest in a single ASP Active
nmessage, thus requesting to beconme active in all Routing Contexts at
the same tine. Miltiple ASP Active nmessages MAY be used to activate
within the Application Servers independently, or in sets. 1In the
case where an ASP Active nessage does not contain a Routing Context
paraneter, the receiver nmust know, via configuration data, which
Application Server(s) the ASP is a nenber.

For the Application Servers that the ASP can be successfully
activated, the SGP or I PSP responds with one or nore ASP Active Ack
nmessages, including the associated Routing Context(s) and reflecting
any Traffic Mdde Type value present in the related ASP Active
nmessage. The Routing Context paranmeter MJST be included in the ASP
Active Ack message(s) if the received ASP Active nessage contai ned
any Routing Contexts. Depending on any Traffic Mdde Type request in
the ASP Active nessage, or local configuration data if there is no
request, the SGP noves the ASP to the correct ASP traffic state
within the associ ated Application Server(s). Layer Managenent is
informed with an M ASP_Active indication. If the SGP or | PSP receives
any Data nessages before an ASP Active nessage is received, the SGP
or I PSP MAY discard them By sending an ASP Active Ack nessage, the
SGP or IPSP is now ready to receive and send traffic for the rel ated
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Routing Context(s). The ASP SHOULD NOT send Data or SSNM nessages
for the related Routing Context(s) before receiving an ASP Active Ack
nmessage, or it will risk nessage | oss.

Mul tiple ASP Active Ack messages MAY be used in response to an ASP
Active nessage containing nultiple Routing Contexts, allow ng the SGP
or PSP to independently acknow edge the ASP Active nessage for
different (sets of) Routing Contexts. The SGP or | PSP MJST send an
Error nessage ("lInvalid Routing Context") for each Routing Context

val ue that the ASP cannot be successfully activated

In the case where an "out-of-the-blue" ASP Active nessage is received
(i.e., the ASP has not registered with the SG or the SG has no static
configuration data for the ASP), the nessage MAY be silently

di scar ded.

The SGP MUST send an ASP Active Ack nmessage in response to a received
ASP Active nmessage fromthe ASP, if the ASP is already marked in the
ASP- ACTI VE state at the SGP

At the ASP, the ASP Active Ack message received i s not acknow edged.
Layer Managenent is informed with an M ASP_ACTIVE confirmprimtive.
It is possible for the ASP to receive Data nessage(s) before the ASP
Active Ack nessage as the ASP Active Ack and Data nessages from an SG
or PSP may be sent on different SCTP streams. Message |oss is
possi bl e as the ASP does not consider itself in the ASP-ACTI VE state
until reception of the ASP Active Ack nessage.

Wien the ASP sends an ASP Active nessage it starts tiner T(ack). If
the ASP does not receive a response to an ASP Active nessage within
T(ack), the ASP MAY restart T(ack) and resend ASP Active nessages
until it receives an ASP Active Ack nessage. T(ack) is
provisionable, with a default of 2 seconds. Alternatively,

retransm ssion of ASP Active nessages MAY be put under control of
Layer Managenent. In this method, expiry of T(ack) results in an M
ASP_ACTI VE confirmprimtive carrying a negative indication

There are three nodes of Application Server traffic handling in the
SGP MBUA | ayer: Override, Loadshare and Broadcast. When incl uded,
the Traffic Mbde Type paraneter in the ASP Active nessage indicates
the traffic handling node to be used in a particular Application
Server. |If the SGP determnes that the node indicated in an ASP
Active nessage is unsupported or inconpatible with the node currently
configured for the AS, the SGP responds with an Error nessage
("Unsupported / Invalid Traffic Handling Mdde"). |If the traffic
handl i ng node of the Application Server is not already known via
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configuration data, then the traffic handling node indicated in the
first ASP Active nessage causing the transition of the Application
Server state to AS-ACTIVE MAY be used to set the node.

In the case of an Override node AS, reception of an ASP Active
nmessage at an SGP causes the (re)direction of all traffic for the AS
to the ASP that sent the ASP Active nessage. Any previously active
ASP in the AS is now considered to be in state ASP-1NACTI VE and
SHOULD no | onger receive traffic fromthe SGP within the AS. The SGP
or PSP then MJUST send a Notify nmessage ("Alternate ASP_Active") to
the previously active ASP in the AS, and SHOULD stop traffic to/from
that ASP. The ASP receiving this Notify MJST consider itself nowin
the ASP-1NACTI VE state, if it is not already aware of this via

i nter-ASP communi cation with the Overriding ASP.

In the case of a Loadshare node AS, reception of an ASP Active
nmessage at an SGP or | PSP causes the direction of traffic to the ASP
sendi ng the ASP Active nmessage, in addition to all the other ASPs
that are currently active in the AS. The algorithmat the SGP for

| oadsharing traffic within an AS to all the active ASPs is

i npl enent ati on dependent. The al gorithm could, for exanple, be
round-robin or based on information in the Data nessage (e.g., the
SLS, SCCP SSN, |SUP CIC val ue).

An SGP or | PSP, upon reception of an ASP Active nessage for the first
ASP in a Loadshare AS, MAY choose not to direct traffic to a nemy
active ASP until it determines that there are sufficient resources to
handl e the expected load (e.g., until there are "n" ASPs in state
ASP-ACTIVE in the AS). In this case, the SGP or | PSP SHOULD w t hhol d
the Notify (AS-ACTIVE) until there are sufficient resources.

For the n+k redundancy case, ASPs which are in that AS should
coordi nate anong thensel ves the nunber of active ASPs in the AS, and
shoul d start sending traffic only after n ASPs are acti ve.

Al'l ASPs within a | oadsharing node AS nust be able to process any
Dat a nessage received for the AS, to acconmpbdate any potenti al
fail over or rebal ancing of the offered I oad.

In the case of a Broadcast node AS, reception of an ASP Active
nmessage at an SGP or | PSP causes the direction of traffic to the ASP
sendi ng the ASP Active message, in addition to all the other ASPs
that are currently active in the AS. The algorithmat the SGP for
broadcasting traffic within an AS to all the active ASPs is a sinple
broadcast al gorithm where every nessage is sent to each of the
active ASPs.
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An SGP or | PSP, upon reception of an ASP Active nessage for the first
ASP in a Broadcast AS, MAY choose not to direct traffic to a newy
active ASP until it determnes that there are sufficient resources to
handl e the expected load (e.g., until there are "n" ASPs in state
ASP-ACTIVE in the AS). In this case, the SGP or | PSP SHOULD w t hhol d
the Notify (AS-ACTIVE) until there are sufficient resources.

For the n+k redundancy case, ASPs which are in that AS should
coordi nate anong thensel ves the nunber of active ASPs in the AS, and
shoul d start sending traffic only after n ASPs are acti ve.

Whenever an ASP in a Broadcast npde AS becomes ASP- ACTI VE, the SGP
MJUST tag the first DATA nessage broadcast in each traffic flowwith

a unique Correlation Id paraneter. The purpose of this Id is to
permit the newy active ASP to synchronize its processing of traffic
in each traffic flowwith the other ASPs in the broadcast group

4.3.4.3.1 I PSP Considerations (ASP Active)

Either of the IPSPs can initiate comuni cati on. When an | PSP receives
an ASP Active, it should mark the peer as ASP-ACTI VE and return an
ASP Active Ack nessage. An ASP receiving an ASP Active Ack nessage
may nmark the peer as ASP-Active, if it is not already in the ASP-
ACTI VE state.

Alternatively, an interchange of ASP Active nessages from each end
can be perforned. This option follows the ASP state transition

di agram and gi ves the additional advantage of selecting a particular
AS to be activated fromeach end. It is especially useful when an

| PSP is serving nore than one AS. It would need four nmessages for
conpl eti on.

4.3.4.4 ASP | nactive Procedures

When an ASP wi shes to withdraw fromreceiving traffic within an AS,
the ASP sends an ASP | nactive nessage to the SGP or IPSP. This
action MAY be initiated at the ASP by an M ASP_I NACTI VE r equest
primtive from Layer Managenent or MAY be initiated automatically by
an M3UA managenent function. In the case where an ASP is processing
the traffic for nore than one Application Server across a common SCTP
associ ation, the ASP | nactive nessage contains one or nore Routing
Contexts to indicate for which Application Servers the ASP | nactive
nmessage applies. In the case where an ASP | nactive nessage does not
contain a Routing Context paraneter, the receiver nust know, via
configuration data, which Application Servers the ASP is a nenber and
nove the ASP to the ASP-1NACTIVE state in all Application Servers. In
the case of an Override node AS, where another ASP has al ready taken
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over the traffic within the AS with an ASP Active ("Override")
nmessage, the ASP that sends the ASP I nactive nessage is already
considered by the SGP to be in state ASP-INACTIVE. An ASP Inactive
Ack message is sent to the ASP, after ensuring that all traffic is
stopped to the ASP

In the case of a Loadshare node AS, the SGP noves the ASP to the
ASP- | NACTI VE state and the AS traffic is reallocated across the
remai ning ASPs in the state ASP-ACTIVE, as per the | oadsharing
algorithmcurrently used within the AS. A Notify nessage
("I'nsufficient ASP resources active in AS') MAY be sent to al
inactive ASPs, if required. An ASP Inactive Ack nessage is sent to
the ASP after all traffic is halted and Layer Managenent is inforned
with an M ASP_I NACTI VE i ndication primtive.

In the case of a Broadcast nobde AS, the SGP noves the ASP to the
ASP-| NACTI VE state and the AS traffic is broadcast only to the

remai ning ASPs in the state ASP-ACTIVE. A Notify nessage
("I'nsufficient ASP resources active in AS') MAY be sent to al

i nactive ASPs, if required. An ASP Inactive Ack nmessage is sent to
the ASP after all traffic is halted and Layer Managenent is inforned
with an M ASP_I NACTI VE i ndication primtive.

Mul tiple ASP I nactive Ack nmessages MAY be used in response to an ASP
| nactive nessage containing nultiple Routing Contexts, allow ng the
SGP or | PSP to independently acknow edge for different (sets of)
Routing Contexts. The SGP or | PSP sends an Error nessage ("lInvalid
Routing Context") message for each invalid or unconfigured Routing
Context value in a received ASP | nactive nmessage.

The SGP MUST send an ASP | nactive Ack message in response to a
recei ved ASP | nactive nmessage fromthe ASP and the ASP is al ready
mar ked as ASP-1 NACTI VE at the SGP

At the ASP, the ASP Inactive Ack nessage received is not

acknowl edged. Layer Managenent is informed with an M ASP_I NACTI VE
confirmprimtive. If the ASP receives an ASP | nactive Ack wi thout
havi ng sent an ASP | nactive nessage, the ASP shoul d now consi der
itself as in the ASP-1NACTIVE state. |If the ASP was previously in
the ASP-ACTI VE state, the ASP should then initiate procedures to
return itself to its previous state.

Wien the ASP sends an ASP | nactive nessage it starts tinmer T(ack).
If the ASP does not receive a response to an ASP | nactive nessage
within T(ack), the ASP MAY restart T(ack) and resend ASP | nactive
messages until it receives an ASP Inactive Ack nmessage. T(ack) is
provisionable, with a default of 2 seconds. Alternatively,
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retransm ssion of ASP | nactive nessages MAY be put under control of
Layer Managenent. In this nethod, expiry of T(ack) results in a M
ASP_I nactive confirmprimtive carrying a negative indication

If no other ASPs in the Application Server are in the state ASP-

ACTI VE, the SGP MJST send a Notify nessage ("AS-Pending") to all of
the ASPs in the AS which are in the state ASP-1NACTI VE. The SGP
SHOULD start buffering the incom ng nessages for T(r) seconds, after
whi ch nessages MAY be discarded. T(r) is configurable by the network
operator. |If the SGP receives an ASP Active nessage froman ASP in
the AS before expiry of T(r), the buffered traffic is directed to
that ASP and the tinmer is cancelled. If T(r) expires, the AS is noved
to the AS-1NACTI VE state.

4.3.4.4.1 1 PSP Considerations (ASP Inactive)

An | PSP may be considered in the ASP-1NACTI VE state by a renote | PSP
after an ASP I nactive or ASP Inactive Ack nessage has been received
fromit.

Al ternatively, an interchange of ASP Inactive nessages from each end
can be perforned. This option follows the ASP state transition

di agram and gi ves the additional advantage of selecting a particular
AS to be deactivated fromeach end. It is especially useful when an
PSP is serving nore than one AS. It would need four nessages for
conpl eti on.

4.3.4.5 Notify Procedures

A Notify nmessage reflecting a change in the AS state MJUST be sent to
all ASPs in the AS, except those in the ASP-DOMN state, with
appropriate Status Information and any ASP Identifier of the failed
ASP. At the ASP, Layer Managenent is inforned with an M NOTIFY
indication primtive. The Notify nmessage nust be sent whether the AS
state change was a result of an ASP failure or reception of an ASP

St at e managenment (ASPSM / ASP Traffic Managenent (ASPTM nessage.

In the second case, the Notify message MJIST be sent after any rel ated
acknowl edgenent nessages (e.g., ASP Up Ack, ASP Down Ack, ASP Active
Ack, or ASP Inactive Ack).

In the case where a Notify nmessage ("AS-PENDI NG') nmessage is sent by
an SGP that now has no ASPs active to service the traffic, or where a
Notify ("Insufficient ASP resources active in AS') nessage is sent in
the Loadshare or Broadcast node, the Notify message does not
explicitly conpel the ASP(s) receiving the nessage to becone active.
The ASPs remain in control of what (and when) traffic action is

t aken.
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In the case where a Notify nmessage does not contain a Routing Context
paraneter, the receiver nust know, via configuration data, of which
Application Servers the ASP is a nenber and take the appropriate
action in each AS.

4.3.4.5.1 | PSP Consi derations (NTFY)

Notify works in the same nmanner as in the SG AS case. One of the
| PSPs can send this nessage to any renpte IPSP that is not in the
ASP- DOMN st at e.

4.3.4.6 Heartbeat Procedures

The optional Heartbeat procedures MAY be used when operating over
transport layers that do not have their own heartbeat nechanism for
detecting |l oss of the transport association (i.e., other than SCTP)

Ei t her M3UA peer nay optionally send Heartbeat nessages periodically,
subject to a provisionable tiner T(beat). Upon receiving a Heartbeat
nmessage, the M3UA peer MJIST respond with a Heartbeat Ack nessage.

If no Heartbeat Ack nmessage (or any other MBUA nessage) is received
fromthe MBUA peer within 2*T(beat), the renote M3UA peer is

consi dered unavail able. Transm ssion of Heartbeat nessages is
stopped and the signalling process SHOULD attenpt to re-establish
conmuni cation if it is configured as the client for the disconnected
MBUA peer.

The Heartbeat nessage nay optionally contain an opaque Heartbeat Data
paraneter that MJST be echoed back unchanged in the rel ated Heart beat
Ack message. The sender, upon exam ning the contents of the returned
Heart beat Ack nmessage, MAY choose to consider the renote MBUA peer as
unavail able. The contents/format of the Heartbeat Data parameter is
i npl enent ati on-dependent and only of local interest to the original
sender. The contents nay be used, for exanple, to support a

Heart beat sequence algorithm (to detect m ssing Heartbeats), and/or a
ti mestanp nechani sm (to eval uate del ays).

Not e: Heartbeat related events are not shown in Figure 3 "ASP state
transition diagrant.

Si debottom et. al. St andar ds Track [ Page 86]



RFC 3332 SS7 MIP3-User Adaptation Layer Sept ember 2002

4.4 Routing Key Managenent Procedures [Optional]
4.4.1 Registration

An ASP MAY dynamically register with an SG° as an ASP within an
Application Server using the REG REQ nessage. A Routing Key
paraneter in the REG REQ nessage specifies the paraneters associ at ed
with the Routing Key.

The SGP exami nes the contents of the received Routing Key paraneter
and conpares it with the currently provisioned Routing Keys. |If the
recei ved Routing Key matches an existing SGP Routing Key entry, and
the ASP is not currently included in the list of ASPs for the rel ated
Application Server, the SGP MAY aut horize the ASP to be added to the
AS. O, if the Routing Key does not currently exist and the received
Routing Key data is valid and unique, an SGP supporting dynanic
configuration MAY authorize the creation of a new Routing Key and

rel ated Application Server and add the ASP to the new AS. In either
case, the SGP returns a Registration Response nessage to the ASP
containing the same Local -RK-ldentifier as provided in the initial
request, and a Registration Result "Successfully Registered". A

uni que Routing Context value assigned to the SGP Routing Key is

i ncluded. The nethod of Routing Context val ue assignnment at the SGP
is inplenentation dependent but nust be guaranteed to be uni que for
each Application Server or Routing Key supported by the SGP

If the SGP does not support the registration procedure, the SGP
returns an Error message to the ASP, with an error code of
"Unsupported Message Type".

If the SGP determines that the received Routing Key data is invalid,
or contains invalid paraneter values, the SG° returns a Registration
Response nmessage to the ASP, containing a Registration Result "Error
Invalid Routing Key", "Error - Invalid DPC', "Error - Invalid Network
Appear ance" as appropriate.

If the SGP determnines that a uni que Routing Key cannot be created,
the SGP returns a Regi stration Response nmessage to the ASP, with a
Regi stration Status of "Error - "Cannot Support Unique Routing” An
i ncom ng signalling nessage received at an SGP shoul d not match
agai nst nore than one Routing Key.

If the SGP does not authorize an otherwise valid registration

request, the SGP returns a REG RSP nessage to the ASP containing the
Regi stration Result "Error - Pernission Denied".
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If an SGP determ nes that a received Routing Key does not currently
exi st and the SGP does not support dynam c configuration, the SGP
returns a Registration Response nessage to the ASP, containing a
Regi stration Result "Error - Routing Key not Currently Provisioned".

If an SGP determ nes that a received Routing Key does not currently
exi st and the SCGP supports dynanic configuration but does not have
the capacity to add new Routing Key and Application Server entries,
the SGP returns a Regi strati on Response nessage to the ASP,
containing a Registration Result "Error - Insufficient Resources"

If an SGP determ nes that one or nore of the Routing Key paraneters
are not supported for the purpose of creating new Routing Key
entries, the SGP returns a Registration Response nessage to the ASP,
containing a Registration Result "Error - Unsupported RK paraneter
field". This result MAY be used if, for exanple, the SGP does not
support RK Circuit Range Lists in a Routing Key because the SGP does
not support ISUP traffic, or does not provide CIC range granularity.

A Regi stration Response "Error - Unsupported Traffic Handling Mde"
is returned if the Routing Key in the REG REQ contains an Traffic
Handl i ng Mode that is inconsistent with the presently configured node
for the matching Application Server.

An ASP MAY register nultiple Routing Keys at once by including a
nunber of Routing Key paraneters in a single REG REQ nessage. The
SGP MAY respond to each registration request in a single REG RSP
nmessage, indicating the success or failure result for each Routing
Key in a separate Registration Result paraneter. Alternatively the
SGP MAY respond with nultiple REG RSP nessages, each with one or nore
Regi stration Result parameters. The ASP uses the Local -RK-ldentifier
paraneter to correlate the requests with the responses.

Upon successful registration of an ASP in an AS, the SGP can now send
related SS7 Signalling Network Managenment nessaging, if this did not
previously start upon the ASP transitioning to state ASP-INACTI VE

4.4.2 Deregistration

An ASP MAY dynam cally deregister with an SG° as an ASP within an
Application Server using the DEREG REQ nessage. A Routing Context
paraneter in the DEREG REQ nessage specifies which Routing Keys to
deregister. An ASP SHOULD nove to the ASP-INACTIVE state for an
Application Server before attenpting to deregister the Routing Key
(i.e., deregister after receiving an ASP | nactive Ack). Also, an ASP
SHOULD deregister fromall Application Servers that it is a nmenber
before attenpting to nove to the ASP-Down state.
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The SGP exam nes the contents of the received Routing Context
paraneter and validates that the ASP is currently registered in the
Application Server(s) related to the included Routing Context(s). |If
val i dated, the ASP is deregistered as an ASP in the rel ated
Application Server.

The deregistration procedure does not necessarily inply the deletion
of Routing Key and Application Server configuration data at the SG
O her ASPs may continue to be associated with the Application Server
in which case the Routing Key data SHOULD NOT be deleted. |If a
Deregistration results in no nore ASPs in an Application Server, an
SG MAY del ete the Routing Key data.

The SGP acknowl edges the deregistration request by returning a DEREG
RSP nessage to the requesting ASP. The result of the deregistration
is found in the Deregistration Result paraneter, indicating success
or failure with cause.

An ASP MAY deregister nultiple Routing Contexts at once by including
a nunber of Routing Contexts in a single DEREG REQ nessage. The SGP
MAY respond to each deregistration request in a single DEREG RSP
nmessage, indicating the success or failure result for each Routing
Context in a separate Deregistration Result paraneter.

4.4.3 |1 PSP Consi derations (REG DEREG)

The Registration/Deregistration procedures work in the | PSP cases in
the same way as in AS-SG cases. An IPSP may register an RKin the
renote |PSP. An IPSP is responsible for deregistering the RKs that
it has registered.

4.5 Procedures to Support the Availability or Congestion Status of SS7
Destination

4.5.1 At an SGP

On receiving an MIP- PAUSE, MIP- RESUME or MIP- STATUS i ndi cation
primtive fromthe nodal interworking function at an SGP, the SGP
MBUA | ayer will send a correspondi ng SS7 Signalling Network
Managenent (SSNM DUNA, DAVA, SCON, or DUPU nessage (see Section 3.4)
to the MBUA peers at concerned ASPs. The MBUA | ayer nust fill in
various fields of the SSNM nessages consistently with the information
received in the primtives.

The SG° MBUA | ayer deternines the set of concerned ASPs to be

i nfornmed based on the specific SS7 network for which the primtive
indication is relevant. In this way, all ASPs configured to
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send/receive traffic within a particular network appearance are
informed. If the SGP operates within a single SS7 network
appearance, then all ASPs are inforned.

DUNA, DAVA, SCON, and DRST nessages nay be sent sequentially and
processed at the receiver in the order sent.

Sequencing is not required for the DUPU or DAUD nessages, which MAY
be sent unsequenced.

4.5.2 At an ASP
4.5.2.1 Single SG Configurations

At an ASP, upon receiving an SS7 Signalling Network Managenent (SSNM
nmessage fromthe renote M3UA Peer, the M3UA | ayer invokes the
appropriate primtive indications to the resident M3UA-Users. Local
managenent is inforned.

In the case where a |l ocal event has caused the unavailability or
congestion status of SS7 destinations, the MBUA | ayer at the ASP
SHOULD pass up appropriate indications in the prinmitives to the M3UA
User, as though equival ent SSNM nessages were received. For exanple,
the loss of an SCTP association to an SGP nmay cause the
unavailability of a set of SS7 destinations. MIP-PAUSE indication
primtives to the MBUA User are appropriate.

4.5.2.2 Multiple SG Configurations

At an ASP, upon receiving a Signalling Network Managenent nessage
fromthe renote M3UA Peer, the M3UA | ayer updates the status of the
affected route(s) via the originating SG and deterni nes, whether or
not the overall availability or congestion status of the effected
destination(s) has changed. If so, the M3UA | ayer invokes the
appropriate primtive indications to the resident M3UA-Users. Local
managenent is inforned.

| mpl enment ati on Note: To acconplish this, the M3UA | ayer at an ASP
mai ntai ns the status of routes via the SG nuch |ike an MIP3 | ayer
mai ntai ns route-set status.

4.5.3 ASP Auditing

An ASP nay optionally initiate an audit procedure to enquire of an
SGP the availability and, if the national congestion nmethod with
mul ti pl e congestion |levels and nessage priorities is used, congestion
status of an SS7 destination or set of destinations. A Destination
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Audit (DAUD) nessage is sent fromthe ASP to the SGP requesting the
current availability and congestion status of one or nore SS7
Desti nati on Poi nt Codes.

The DAUD nessage MAY be sent unsequenced. The DAUD MAY be sent by the
ASP in the foll owi ng cases:

- Periodic. A Timer originally set upon reception of a DUNA, SCON
or DRST nessage has expired without a subsequent
DAVA, DUNA, SCON or DRST nessage updating the
avai |l ability/ congestion status of the affected
Destination Point Codes. The Tiner is reset upon
issuing a DAUD. In this case the DAUD is sent to the
SGP that originally sent the SSNM nessage.

- Isolation. The ASP is newy ASP-ACTI VE or has been
isolated froman SGP for an extended period. The ASP
MAY request the availability/congestion status of one
or nore SS7 destinations to which it expects to
conmuni cat e.

| MPLEMENTATI ON NOTE: In the first of the cases above, the auditing
procedure nmust not be invoked for the case of a received SCON nessage
contai ning a congestion |evel value of "no congestion” or undefined"

(i.e., congestion Level = "0"). This is because the value indicates
ei ther congestion abatenment or that the I TU MIP3 internationa
congestion nmethod is being used. |In the international congestion

nmet hod, the MIP3 | ayer at the SGP does not maintain the congestion
status of any destinations and therefore the SGP cannot provide any
congestion information in response to the DAUD. For the sanme reason
in the second of the cases above a DAUD nessage cannot reveal any
congested destination(s).

The SGP SHOULD respond to a DAUD nessage with the MIP3

avai |l abi lity/ congested status of the routeset associated with each
Destination Point Code(s) in the DAUD nessage. The status of each
SS7 destination requested is indicated in a DUNA nessage (if
unavail abl e), a DAVA nmessage (if available), or a DRST (if restricted
and the SGP supports this feature). Were the SGP nmaintains the
congestion status of the SS7 destination, and the SS7 destination is
congested, the SGP MJUST additionally respond with an SCON nessage

bef ore the DAVA or DRST nessage. |If the SS7 destination is avail able
and congested, the SGP MJST respond with an SCON nessage and then a

DAVA nessage. |If the SS7 destination is restricted and congest ed,
the SG° MJUST respond with an SCON nessage i medi ately foll owed by a
DRST nessage. |If the SGP has no information on the availability
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status of the SS7 destination, the SGP responds with a DUNA nessage,
as it has no routing information to allowit to route traffic to this
desti nati on.

Any DUNA or DAVA nessage in response to a DAUD nessage MAY contain a
list of Affected Point Codes.

An SG MAY refuse to provide the availability or congestion status of
a destination if, for exanple, the ASP is not authorized to know the
status of the destination. The SG MAY respond with an Error Message
(Error Code = "Destination Status Unknown")

4.6 MIP3 Restart

In the case where the MIP3 in the SG undergoes an MIP restart, event
comuni cati on SHOULD be handl ed as fol |l ows:

When t he SG di scovers SS7 network isolation, the SGPs send an
indication to all concerned available ASPs (i.e., ASPs in the ASP-
ACTI VE state) using DUNA nessages for the concerned destinations.

When the SG has conpleted the MIP Restart procedure, the M3UA | ayers
at the SGPs informall concerned ASPs in the ASP-ACTI VE state of any
avail abl e/restricted SS7 destinations using the DAVA/ DRST nessages.
No nmessage i s necessary for those destinations still unavail abl e
after the restart procedure.

When the MBUA | ayer at an ASP receives a DUNA nessage indicating SS7
destination unavailability at an SG MIP Users will receive an MIP-
PAUSE indication and will stop any affected traffic to this

desti nati on. When the MBUA receives a DAVA/ DRST nessage, MIP Users
will receive an MIP-RESUME indication and can resune traffic to the
new y avail able SS7 destination, provided the ASP is in the ASP-
ACTI VE state towards this SGP.

The ASP MAY choose to audit the availability of unavail able

desti nati ons by sendi ng DAUD nessages. This would be for exanple the
case when an AS becones active at an ASP and does not have current
destination statuses. |If MIP restart is in progress at the SG the
SGP returns a DUNA nessage for that destination, even if it received
an indication that the destination becane available or restricted.

In the | PSP case, MIP restart could be considered if the | PSP al so
has connection to an SS7 network. In that case, the same behavi or as
descri bed above for the SGP would apply to the restarting IPSP. This
woul d al so be the case if the | PSPs were perceived as exchangi ng MIP
Peer PDUs, instead of MIP primtives between MIP User and MIP
Provider. 1In other words, MBUA does not provide the equivalent to
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Traffic Restart All owed nessages indicating the end of the restart
procedure between peer |IPSPs that woul d al so be connected to an SS7
net wor k.

5. Exampl es of M3UA Procedures

NOTE: Not all the Notify nessages that are appropriate per the Notify
procedures are shown in these exanpl es.

5.1 Establishnent of Association and Traffic between SGPs and ASPs

These scenari os show t he exanpl e M3UA nessage flows for the
establishnment of traffic between an SGP and an ASP or between two
IPSPs. In all cases it is assuned that the SCTP association is
al ready set up

5.1.1 Single ASP in an Application Server ("1+0" sparing),
These scenari os show the exanmpl e MBUA nessage flows for the
establishment of traffic between an SGP and an ASP where only one ASP
is configured within an AS (no backup).

5.1.1.1 Single ASP in an Application Server ("1+0" sparing),
No Regi stration

SGP ASP1
I I
| <----mmma - ASP Up----------- |
[----------- ASP Up Ack--------- >|
I I
| <------- ASP Active(RCn)------- | RC Routing Context
| ----- ASP Active Ack (RCn)----- >| (optional)
I
| ----- NTFY( AS- ACTI VE) (RCn) - - - - - >|

Note: If the ASP Active nmessage contains an optional Routing Context
paraneter, the ASP Active nmessage only applies for the specified RC
val ue(s). For an unknown RC val ue, the SGP responds with an Error
nessage.
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5.1.1.2 Single ASP in Application Server ("1+0" sparing),
Dynami ¢ Regi stration

This scenario is the same as for 5.1.1.1 but with the optional

exchange of
is accepted

Note: In the case of an unsuccessf ul
invalid RKn), the Register Response nessage wil |

unsuccessf ul

Si debottom et.

registration information. |In this case the Registration
by the SGP.

SGP ASP1

I I

| <----cmmeenn- ASP Up------------ |

[---------- ASP Up Ack---------- >|

| <--- - REG STER REQLRCn, RKn) - - - - |

| I
----REG STER RESP(LRCn, RCn) - - - >|
I

I
| |
| <------- ASP Active(RCn)------- |

| ----- ASP Active Ack (RCn)----- >|
I
| ----- NTFY( AS- ACTI VE) (RCn) - - - - - >|

al . St andards Track

Local Routing
Cont ext

Rout i ng Key
Routi ng Cont ext

registration attenpt (e.g.,

contain an
i ndication and the ASP will not subsequently send an ASP
Active nessage.
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5.1.1.3 Single ASP in Miltiple Application Servers (each
with "1+0" sparing), Dynam c Registration (Case 1 - Miltiple
Regi strati on Requests)

SGP ASP1
I I
| <----cmmeenn- ASP Up------------ |
[---------- ASP Up Ack---------- >|
I I
| <----REGQ STER REQ(LRC1, RK1)----| LRC Local Routing

| Cont ext
| - --- REG STER RESP(LRCL, RC1)--->| RK: Routing Key
| RC. Routing Cont ext
I I
| <------- ASP Active(RCl)------- |
| ----- ASP Active Ack (RCl)----- >

I
|
<----REGQ STER REQLRCn, RKn) - - - - |
I
I
I

I
I
|
| - - - - REG STER RESP(LRCn, RCn) - - - >
I
I
I

I
<--m---- ASP Active(RCn)------- |
| ----- ASP Active Ack (RCn)----- >|

Note: In the case of an unsuccessful registration attenpt (e.g.,
invalid RKn), the Register Response nessage will contain an
unsuccessful indication and the ASP will not subsequently send an ASP
Active nessage. Each LRC/RK pair registration is considered

i ndependent | y.

It is not necessary to follow a Registration Request/Response nessage
pair with an ASP Active nmessage before sending the next Registration
Request. The ASP Active nessage can be sent at any tine after the

rel ated successful registration.
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5.1.1.4 Single ASP in Miltiple Application Servers (each
with "1+0" sparing), Dynam c Registration (Case 2 - Single
Regi strati on Request)

<--- REG STER REQ({LRCL, RK1}, - - -

|
|
|
{LROn, RKN}) , - - |
|
- --REG STER RESP({LRCL, RC1}, - - >|
|
|
|

(LRCn, RCn})
<--m---- ASP Active(RCLl)------- |
| ----- ASP Active Ack (RCl)----- >|
I I
| _ |
| <------- ASP Active(RCn)------- |
| ----- ASP Active Ack (RCn)----- >|

Note: In the case of an unsuccessful registration attenpt (e.g.,
Invalid RKn), the Register Response nessage will contain an
unsuccessful indication and the ASP will not subsequently send an ASP
Active nessage. Each LRC/ RK pair registration is considered

i ndependent | y.

The ASP Active nessage can be sent at any tinme after the rel ated
successful registration, and may have nore than one RC

5.1.2 Two ASPs in Application Server ("1+1" sparing)

This scenario shows the exanpl e MBUA nessage flows for the

establi shnment of traffic between an SGP and two ASPs in the sane
Application Server, where ASP1l is configured to be in the ASP-ACTI VE
state and ASP2 is to be a "backup" in the event of communication
failure or the withdrawal from service of ASPl. ASP2 nmay act as a
hot, warm or cold backup dependi ng on the extent to which ASP1 and
ASP2 share call/transaction state or can conmuni cate call state under
failure/w thdrawal events. The exanple nessage flowis the sane
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whet her the ASP Active nessages indicate "Overrid

Overri de node.

SGP ASP1

I I

| <-------- ASP Up--------- |

[------- ASP Up Ack------ >|

I

I ASP Up---------
I L ASP Up Ack------
I I

| _ |

| <------- ASP Active------ |

[------ ASP Active Ack--->
I I

5.1.3 Two ASPs in an Application Server ("1+1" spari
| oadshari ng case)

Sept ember 2002

e", "Loadshare" or
"Broadcast" node, although typically this exanple would use an

ng,

This scenario shows a sinmlar case to Section 5.1.2 but where the two
ASPs are brought to the state ASP-ACTIVE and subsequently | oadshare
the traffic. In this case, one ASP is sufficient to handle the tota

traffic | oad.

SGP ASP1
I I
| <--------- ASP Up-------- |
[-------- ASP Up Ack----- >|
I I
R e ASP Up--------
I L ASP Up Ack------

I
I I
| <--ASP Active (Ldshr)---|
[----- ASP- Active Ack---->

I I
| ---NOTI FY (AS-ACTI VE) - - >|

IS ASP Active (Ldsh
I ASP Active Ack
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| oadshari ng case)

Application Server
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("n+k" sparing,

This scenario shows the exanpl e MBUA nessage flows for the
establi shnent of traffic between an SGP and three ASPs in the sane
where two of the ASPs are brought to the state

Application Server,

ASP- ACTI VE and subsequently share the | oad.

of two ASPs are required to handle the total

In this case, a m ni mum
traffic load (2+1

sparing) .
SGP ASP1 ASP2 ASP3

I I I
| <---e- ASP Up- - - - -- | | |
[----- ASP Up Ack--->| | |
I I I I
I R ASP Up------- | |
[-----mmmm e - - ASP Up Ack---->| |
I I I I
I e R R T ASP Up-------- |

I e ASP Up Ack---->

<--ASP Act (Ldshr)-

I I
I I
I I
| ----ASP Act Ack--->|
I I
I I
I

Si debottom et. al

|
|-mmemme- Notify (AS-ACTI VE)
------- Notify (AS-ACTI VE)

----- ASP Act .

St andards Track

(Ldshr)---
B ASP Act Ack----
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5.2 ASP Traffic Fail over Exanples
5.2.1 (1+1 Sparing, Wthdrawal of ASP, Backup Override)

Fol lowi ng on fromthe exanple in Section 5.1.2, and ASP1 w t hdraws
from service:

SGP ASP1 ASP2

I

| <----- ASP | nactive------ |
| ----ASP I nactive Ack--->|
I
I

I

| |

- - - - NTFY( AS- PENDI NG) - - - >| |
I

I

I NTFY( AS- PENDI NG) - - - -------- >
I I

IS ASP Active---------- |
I ASP Active Ack------- >|

I I
| - - - - NTFY( AS- ACTI VE) - - - - >| |
R NTEY(AS- ACTIVE) - - == == === - - - >|

Note: If the SGP MBUA | ayer detects the |oss of the MBUA peer (e.g.,
MBUA heartbeat |oss or detection of SCTP failure), the initial ASP
| nactive nessage exchange (i.e., SGP to ASPl) would not occur.

5.2.2 (1+1 Sparing, Backup Override)

Fol l owi ng on fromthe exanple in Section 5.1.2, ASP2 wi shes to
Override ASP1 and take over the traffic:

IS ASP Active---------- |
I ASP Active Ack------ >|
| ----NTFY(Al t ASP-Act)-->|
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5.2.3 (n+k Sparing, Loadsharing case, Wthdrawal of ASP)

Fol lowi ng on fromthe exanple in Section 5.1.4, and ASP1 w t hdraws
from service:

SGP ASP1 ASP2 ASP3
I<----ASPInact.----I I I
| ---ASP I nact Ack-->| | |
Il ------------ NTFY(Inls. ASPS) - ---------- >I

|

I e ASP Act (Ldshr)---
I T R ASP Act (Ack)--->|

For the Notify nessage to be sent, the SG mai ntai ns know edge of the
m ni nrum ASP resources required (e.g., if the SG knows that "n+k" =
"2+1" for a Loadshare AS and "n" currently equals "1").

Note: If the SGP detects |oss of the ASP1 M3UA peer (e.g., MUA
heartbeat |oss or detection of SCTP failure), the initial ASP
I nactive nessage exchange (i.e., SGP-ASP1l) woul d not occur.

5.3 Normal Wthdrawal of an ASP from an Application Server
and Teardown of an Associ ation

An ASP which is now confirned in the state ASP-INACTIVE (i.e., the
ASP has received an ASP I nactive Ack nessage) nmay now proceed to the
ASP-DOMN state, if it is to be renoved fromservice. Follow ng on
fromSection 5.2.1 or 5.2.3, where ASP1 has noved to the "lnactive"
state:
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SGP ASP1

I
<--m-- ASP | nactive (RCn)------ | RC. Routing Cont ext
----ASP Inactive Ack (RCn)--->|

I

I

| |

| <----- DEREA STER REQQ RCn) - - - - - | See Not es
I

I

I

Not e: The Deregistration procedure will typically be used if the ASP
previously used the Registration procedures for configuration w thin
the Application Server. ASP Inactive and Deregi ster nessages
exchanges may contain nultiple Routing Contexts.
The ASP should be in the ASP-INACTI VE state and shoul d have
deregistered in all its Routing Contexts before attenpting to nove to
t he ASP- DOMN st at e.

5.4 MUA/ MIP3-User Boundary Exanpl es

5.4.1 At an ASP

This section describes the primtive nmappi ng between the MIP3 User
and the MBUA | ayer at an ASP.

5.4.1.1 Support for MIP-TRANSFER Primtives at the ASP
5.4.1.1.1 Support for MIP- TRANSFER Request Primtive
When the MIP3-User on the ASP has data to send to a renote MIP3-User,
it uses the MIP-TRANSFER request prinmitive. The M3UA | ayer at the
ASP will do the followi ng when it receives an MIP- TRANSFER request
primtive fromthe MBUA user:
- Determine the correct SGP;

- Determine the correct association to the chosen SGP;

- Determine the correct streamin the association (e.g.,
based on SLS);
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- Determine whether to conplete the optional fields of the DATA
nmessage;

- Map the MIP- TRANSFER request primitive into the Protocol Data
field of a DATA nessage;

- Send the DATA nessage to the renote M3UA peer at the SGP
over the SCTP associ ati on.

SGP ASP

I I
| <----- DATA Message------- | <- - MI'P- TRANSFER r eq.

I I
5.4.1.1.2 Support for the MIP-TRANSFER I ndication Primtive

Wien the MBUA | ayer on the ASP receives a DATA nessage fromthe MBUA
peer at the renote SG°, it will do the foll ow ng:

- Evaluate the optional fields of the DATA nessage, if present;

- Map the Protocol Data field of a DATA nmessage into the
MIP- TRANSFER i ndi cation primtive;

- Pass the MIP- TRANSFER indication primtive to the user part. In
case of multiple user parts, the optional fields of the Data
nmessage are used to determne the concerned user part.

SGP ASP

I I
|------ Dat a Message------ >| - - >MIP- Transfer ind.

I I
5.4.1.1.3 Support for ASP Querying of SS7 Destination States

There are situations such as tenporary |oss of connectivity to the
SGP that may cause the MBUA | ayer at the ASP to audit SS7 destination
avai |l ability/ congestion states. Note: there is no primtive for the
MIP3-User to request this audit fromthe MBUA |ayer as this is
initiated by an internal MBUA managenent function
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SGP ASP
I I

| <ommmmmeno- DAUD- - - - - ------ |

| <ommmmmeno- DAUD- - - - - ------ |

| <ommmmmeno- DAUD- - - - - ------ |

I

I

5.4.2 At an SGP

This section describes the primtive nmapping between the MIP3-User
and the M3UA | ayer at an SGP.

5.4.2.1 Support for MIP-TRANSFER Request Primitive at the SGP

Wien the MBUA | ayer at the SGP has received DATA nessages fromits
peer destined to the SS7 network it will do the foll ow ng:

- Evaluate the optional fields of the DATA nessage, if present, to
determ ne the Network Appearance;

- Map the Protocol data field of the DATA nessage into an
MIP- TRANSFER request primitive;

- Pass the MIP-TRANSFER request primtive to the MIP3 of the
concerned Network Appearance.

SGP ASP

I I
<- - - MIP- TRANSFER req. | <--------- DATA - ----mmmm-- |
I I

5.4.2.2 Support for MIP-TRANSFER I ndication Primtive at the SCGP
When the MIP3 | ayer at the SGP has data to pass its user parts, it
will use the MIP- TRANSFER i ndication primtive. The MBUA | ayer at
the SG° will do the followi ng when it receives an MIP- TRANSFER
indication primtive:
- Determine the correct AS using the distribution function;
- Select an ASP in the ASP-ACTI VE state

- Determine the correct association to the chosen ASP;

- Determine the correct streamin the SCTP association (e.qg.,
based on SLS);
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- Determine whether to conplete the optional fields of the DATA
nmessage;

- Map the MIP- TRANSFER i ndication primtive into the Protocol Data
field of a DATA nessage;

- Send the DATA nessage to the renote M3UA peer in the ASP, over
the SCTP associ ation

SGP ASP

I I
- - MIP- TRANSFER i nd. - >| === =====--- DATA --------- >|

5.4.2.3 Support for MIP-PAUSE, MIP-RESUME, MIP-STATUS | ndication
Primtives

The MIP- PAUSE, MIP- RESUME and MIP- STATUS indication primtives from
the MIP3 upper |ayer interface at the SG° need to be nade avail abl e
to the renote MIP3 User Part | ower |ayer interface at the concerned
ASP(s) .

5.4.2.3.1 Destination Unavail abl e

The MIP3 | ayer at the SGP will generate an MIP- PAUSE i ndication
primtive when it determines locally that an SS7 destination is
unreachable. The MBUA layer will map this primtive to a DUNA
nmessage. The SGP MBUA | ayer determines the set of concerned ASPs to
be inforned based on internal SS7 network information associated with
t he MIP- PAUSE i ndication primtive indication.

SGP ASP

I I
-~ MIP- PAUSE ind. -->| -===----- DUNA- - - === == - - - >| - - MTP- PAUSE i nd. - - >

I I
5.4.2.3.2 Destination Avail abl e

The MIP3 at the SGP will generate an MIP-RESUME i ndication primtive
when it deternines locally that an SS7 destination that was
previously unreachable is now reachable. The M3UA | ayer will map
this primtive to a DAVA nessage. The SGP M3UA determ nes the set of
concerned ASPs to be informed based on internal SS7 network

i nformati on associated with the MIP-RESUVME indication primtive.
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SGP ASP
I I
- - MIP-RESUME ind. -->| -========-- DAVA- - - ------ >| - - MTP- RESUME i nd. - - >
I I

5.4.2.3.3 SS7 Network Congestion

The MIP3 |ayer at the SGP will generate an MIP- STATUS i ndi cati on
primtive when it determines locally that the route to an SS7
destination is congested. The MBUA layer will map this prinitive to
a SCON nessage. It will determ ne which ASP(s) to send the SCON
nmessage to, based on the intended Application Server

SGP ASP

I I
- - MTP- STATUS ind. -=>| ------=---- SCON- === - - - - - >| - - MIP- STATUS i nd. - - >
I I

5.4.2.3.4 Destination User Part Unavail abl e

The MIP3 | ayer at the SGP will generate an MIP- STATUS i ndi cati on
primtive when it receives an UPU nessage fromthe SS7 network. The
MBUA | ayer will map this prinitive to a DUPU nessage. It wll
determ ne which ASP(s) to send the DUPU based on the intended
Application Server.

SGP ASP

I I
- - MIP- STATUS ind. -->| -======--- DUPU- - - - - ---- >| - - MTP- STATUS i nd. - - >

5.5 Exanpl es for | PSP comruni cati on.

These scenari os show a basic exanple for | PSP comuni cation for the
three phases of the connection (establishnent, data exchange,

di sconnection). It is assuned that the SCTP association is already
set up. Both single exchange and doubl e exchange behavi or are
i ncluded for illustrative purposes.
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5.5.1 Single exchange:

| PSP- A | PSP- B

I I

[------------- ASP Up------------ >|

| <---------- ASP Up Ack----------- |

I I

| <------- ASP Active(RCh)-------- | RC Routing Context
| ----- ASP Active Ack (RCb)------ >| (optional)

| |

| <===—====== DATA (RCb) ::::::::>|

I I

| <----- ASP | nactive (RCb)-------- | RC Routing Context
| ----ASP Inactive Ack (RCb)----- >| (optional)

I I

| <-----mmm--- ASP Down------------ |

[--------- ASP Down Ack---------- >|

Routing Context are previously agreed to be the same in both
di rections.
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5.5.2 Doubl e exchange:

| PSP- A | PSP- B
I I
S ASP Up------------ |
[----------- ASP Up Ack---------- >|
I I
I ASP Up------------ > (optional)
| <---------- ASP Up Ack----------- | (optional)
I I
| <------- ASP Active(RCh)-------- | RC Routing Context
| ----- ASP Active Ack (RCb)------ >| (optional)
I I
|------- ASP Active(RCa)-------- > RC. Routing Context
| <----- ASP Active Ack (RCa)------ | (optional)
I I
| <===—====== DATA (RCa) :::::::::l
| —===—====== DATA (RCb) ::::::::>|
I
| <----- ASP | nactive (RCb)-------- | RC Routing Context
| ----ASP Inactive Ack (RCb)----- >|
I I
[------ ASP | nactive (RCa)------- > RC. Routing Context
| <----ASP Inactive Ack (RCa)----- |
I I
| <-----mmm--- ASP Down------------ |
[--------- ASP Down Ack---------- >|
I I
[------------ ASP Down----------- > (optional)
[ <-------- ASP Down Ack----------- | (optional)

In this approach, only one single exchange of ASP Up nessage can be
consi dered as enough since the response by the other peer can be

considered as a notice that

it

is in ASP_UP state.

For the sanme reason, only one ASP Down nessage i s needed since once
that an | PSP recei ves ASP_Down ack nessage it is itself considered as
being in the ASP_Down state and not allowed to receive ASPSM

nessages.
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6. Security Considerations
6.1 Introduction

MBUA is designed to carry signalling nmessages for tel ephony services.
As such, MBUA nust involve the security needs of several parties: the
end users of the services; the network providers and the applications
i nvol ved. Additional requirenents may come from |l ocal regul ation
Whi | e havi ng sone overl appi ng security needs, any security solution
should fulfill all of the different parties’ needs.

6.2 Threats

There is no quick fix, one-size-fits-all solution for security. As a
transport protocol, M3UA has the follow ng security objectives:

* Availability of reliable and tinely user data transport.
* Integrity of user data transport.
* Confidentiality of user data.

MBUA is recomended to be transported on SCTP. SCTP [17] provides
certain transport related security features, such as sonme protection
agai nst:

Bl i nd Denial of Service Attacks

FI oodi ng

Masquer ade

| mproper Monopol i zati on of Services

* X X X

When MBUA is running in professionally nanaged corporate or service
provi der network, it is reasonable to expect that this network

i ncl udes an appropriate security policy franework. The "Site
Security Handbook" [22] should be consulted for guidance.

When the network in which MBUA runs in involves nore than one party,
it may not be reasonable to expect that all parties have inpl enmented
security in a sufficient manner. 1In such a case, it is recomended
that IPSEC is used to ensure confidentiality of user payl oad.

Consult [23] for nore information on configuring | PSEC services.

6.3 Protecting Confidentiality

Particularly for nobile users, the requirenment for confidentiality
may include the masking of I P addresses and ports. In this case
application I evel encryption is not sufficient; |IPSEC ESP [24] SHOULD
be used instead. Regardless of which | evel perfornms the encryption,
the | PSEC | SAKMP [25] service SHOULD be used for key nanagenent.
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7.

| ANA Consi der ati ons

7.1 SCTP Payl oad Protocol ldentifier

| ANA has assigned an MBUA val ue for the Payl oad Protocol Ildentifier
in the SCTP DATA chunk. The foll owing SCTP Payl oad Prot ocol
Identifier is registered:

MBUA "3

The SCTP Payl oad Protocol Identifier value "3" SHOULD be included in
each SCTP DATA chunk, to indicate that the SCTP is carrying the M3UA
protocol. The value "0" (unspecified) is also allowed but any other
val ues MJUST not be used. This Payload Protocol ldentifier is not
directly used by SCTP but MAY be used by certain network entities to
identify the type of information being carried in a DATA chunk.

The User Adaptation peer MAY use the Payload Protocol Ildentifier as a
way of determ ning additional information about the data being
presented to it by SCTP

7.2 MBUA Port Nunber

| ANA has regi stered SCTP (and UDP/ TCP) Port Number 2905 for MUA. It
is recormended that SGPs use this SCTP port nunber for listening for
new connections. SGPs MAY al so use statically configured SCTP port
nunbers instead.

7.3 MBUA Protocol Extensions

This protocol may al so be extended through I ANA in three ways:

-- through definition of additional nessage cl asses,
-- through definition of additional nessage types, and
-- through definition of additional nessage paraneters

The definition and use of new nessage cl asses, types and paraneters
is an integral part of SIGIRAN adaptation |layers. Thus these
extensions are assigned by | ANA through an | ETF Consensus action as
defined in Guidelines for Witing an | ANA Consi derations Section in
RFCs (25]

The proposed extension nmust in no way adversely affect the general
wor ki ng of the protocol.
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7.3.1 | ETF Defined Message C asses

The docunmentation for a new nmessage class MJST include the follow ng
i nformati on:

(a) Along and short nane for the new nessage cl ass;
(b) A detailed description of the purpose of the nmessage cl ass.

7.3.2 I ETF Defined Message Types

The docunentation for a new nessage type MJST include the foll ow ng
i nformati on:

(a) Along and short nane for the new nessage type;

(b) A detailed description of the structure of the nessage;.

(c) A detailed definition and description of intended use for each
field within the nessage;

(d) A detailed procedural description of the use of the new
nessage type within the operation of the protocol

(e) A detailed description of error conditions when receiving this
nmessage type.

When an inplenentation receives a nessage type which it does not
support, it MJST respond with an Error (ERR) nessage ("Unsupported
Message Type").

7.3.3 | ETF Defi ned Paraneter Extension

Docunent ati on of the nessage parameter MJST contain the follow ng
i nformati on:

(a) Nane of the paraneter type;

(b) Detailed description of the structure of the paraneter field.
This structure MJST conformto the general type-Iength-val ue
format described in Section 3.2;

(c) Detailed definition of each conponent of the paraneter val ue;

(d) Detailed description of the intended use of this paraneter
type, and an indication of whether and under what
circunmstances nultiple instances of this paranmeter type may be
found within the sane nmessage.
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Appendi x A
A.1 Signalling Network Architecture

A Signalling Gateway is used to support the transport of MIP3-User
signalling traffic received fromthe SS7 network to nmultiple
distributed ASPs (e.g., M3Cs and | P Databases). Cearly, the M3UA
protocol is not designed to neet the performance and reliability
requi rements for such transport by itself. However, the conjunction
of distributed architecture and redundant networks provi des support
for reliable transport of signalling traffic over IP. The MBUA
protocol is flexible enough to allow its operati on and nanagenent in
a variety of physical configurations, enabling Network Operators to
nmeet their performance and reliability requirenents.

To neet the stringent SS7 signalling reliability and performance
requirements for carrier grade networks, Network Qperators m ght
require that no single point of failure is present in the end-to-end
network architecture between an SS7 node and an | P-based application.
This can typically be achieved through the use of redundant SGPs or
SGs, redundant hosts, and the provision of redundant QOS-bounded | P
network paths for SCTP Associ ati ons between SCTP End Poi nts.
Qoviously, the reliability of the SG the M3C and ot her |P-based
functional elenments al so needs to be taken into account. The

di stribution of ASPs and SGPs within the avail abl e Hosts MAY al so be
considered. As an exanple, for a particular Application Server, the
related ASPs could be distributed over at |east two Hosts.
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carrier grade operation in the IP network donmain is shown in Figure 5
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each host nmay have many application processes.

case of the M3C, an ASP may provi de service to one or nore
Appl i cation Servers,

Gat enay.

Thi s exanpl e nodel
this case
or nore,
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can al so be applied to IPSP-1PSP signalling. In
each | PSP nay have its services distributed across 2 hosts
and may have multiple server processes on each host.
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In the exanpl e above, each signalling process (SGP, ASP or IPSP) is
the end point to nore than one SCTP associ ation, |leading to nore than
one other signalling processes. To support this, a signalling
process nust be able to support distribution of MBUA nessages to nany
si mul taneous active associations. This nessage distribution function
is based on the status of provisioned Routing Keys, the status of the
signalling routes to signalling points in the SS7 network, and the
redundancy nodel (active-standby, |oad sharing, broadcast, n+k) of
the renote signalling processes.

For carrier grade networks, the failure or isolation of a particular
signal ling process should not cause stable calls or transactions to
be lost. This inplies that signalling processes need, in sonme cases,
to share the call/transaction state or be able to pass the call state
i nformati on between each other. In the case of ASPs perforning cal
processing, coordination may also be required with the related Media
Gateway to transfer the M3C control for a particular trunk

terni nati on. However, this sharing or comuni cation of
call/transaction state information is outside the scope of this
docunent .

Thi s nodel serves as an exanple. MUA inposes no restrictions as to
the exact layout of the network el ements, the nmessage distribution

al gorithms and the distribution of the signalling processes.

Instead, it provides a framework and a set of nessages that allow for
a flexible and scal able signalling network architecture, ainmng to
provide reliability and performance.
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A. 2 Redundancy Model s
A. 2.1 Application Server Redundancy

At the SGP, an Application Server list contains active and inactive
ASPs to support ASP broadcast, |oadsharing and failover procedures.
The list of ASPs within a |ogical Application Server is kept updated
inthe SGP to reflect the active Application Server Process(es).

For example, in the network shown in Figure 1, all nessages to DPC x
could be sent to ASP1 in Host3 or ASPl1 in Host4. The AS Iist at SGP1
in Host 1 might look Iike the follow ng:

Routing Key {DPC=x) - "Application Server #1"
ASP1/Host3 - State = Active
ASP1/Host4 - State = Inactive

In this "1+1" redundancy case, ASPl in Host3 woul d be sent any

i ncom ng message with DPC=x. ASP1 in Host4 would normally be brought
to the "active" state upon failure of, or loss of connectivity to,
ASP1/ Host 1.

The AS List at SGP1 in Hostl might also be set up in | oadshare node:
Routi ng Key {DPC=x)

ASP1/ Host3 - State
ASP1/ Host4 - State

"Application Server #1"
= Active

= Active

In this case, both the ASPs woul d be sent a portion of the traffic.
For exanmple the two ASPs coul d together form a dat abase, where

i nconmi ng queries may be sent to any active ASP

Care mght need to be exercised by a Network Operator in the
selection of the routing information to be used as the Routing Key
for a particular AS.

For exampl e, where Application Servers are defined using ranges of
| SUP CI C val ues, the Operator is inplicitly splitting up control of
the related circuit groups. Some ClC val ue range assi gnnents nay
interfere with ISUP circuit group nmanagenent procedures.

In the process of failover, it is reconmended that in the case of
ASPs supporting call processing, stable calls do not fail. It is
possible that calls in "transition" may fail, although neasures of
conmuni cati on between the ASPs involved can be used to mitigate this.
For exanmple, the two ASPs may share call state via shared nmenory, or
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may use an ASP to ASP protocol to pass call state information. Any
ASP-t 0- ASP protocol to support this function is outside the scope of
this docunent.

A. 2.2 Signalling Gateway Redundancy

Signalling Gateways may al so be distributed over multiple hosts.

Much like the AS nodel, SGs may conprise one or nore SG Processes
(SGPs), distributed over one or nore hosts, using an active/backup or
a | oadsharing nodel. Should an SGP lose all or partial SS7
connectivity and other SGPs exist, the SGP may terninate the SCTP
associ ations to the concerned ASPs.

It is therefore possible for an ASP to route signalling nessages
destined to the SS7 network using nore than one SGP. In this nodel,
a Sighalling Gateway is deployed as a cluster of hosts acting as a
single SG A primary/backup redundancy nodel is possible, where the
unavailability of the SCTP association to a primary SGP could be used
to reroute affected traffic to an alternate SG°. A | oadsharing nodel
i s possible, where the signalling nessages are | oadshared between
multiple SGPs. A broadcast nodel is al so possible, where signalling
nmessages are sent to each active SGP in the SG The distribution of
the MIP3-user mnessages over the SGPs should be done in such a way to
m ni ni ze message ni ssequencing, as required by the SS7 User Parts.

It may al so be possible for an ASP to use nore than one SG to access
a specific SS7 end point, in a nodel that resenbles an SS7 STP mat ed
pair. Typically, SS7 STPs are deployed in nmated pairs, with traffic
| oadshared between them O her nodels are al so possible, subject to
the limtations of the |ocal SS7 network provisioning guidelines.

From t he perspective of the M3UA | ayer at an ASP, a particular SGis
capabl e of transferring traffic to a provisioned SS7 destination X if
an SCTP association with at | east one SGP of the SGis established,
the SGP has returned an acknow edgenent to the ASP to indicate that
the ASP is actively handling traffic for that destination X the SGP
has not indicated that the destination X is inaccessible and the SGP
has not indicated MIP Restart. Wen an ASP is configured to use
multiple SGPs for transferring traffic to the SS7 network, the ASP
nmust mai ntain know edge of the current capability of the SGPs to

handl e traffic to destinations of interest. This information is
crucial to the overall reliability of the service, for active/backup
| oadsharing and broadcast nodels, in the event of failures, recovery
and mai ntenance activities. The ASP MBUA nmay al so use this

i nformati on for congestion avoi dance purposes. The distribution of
the MIP3-user mnessages over the SGPs should be done in such a way to
m ni ni ze message ni ssequencing, as required by the SS7 User Parts.
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