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Abstract
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1. Introduction

This nenp defines a set of objects for nanagi ng World Wde Wb (WY
services. This MB extends the application managenent framework
defined by the System Application Managenent M B ( SYSAPPL-M B) [ 23]
and the Application Managenent M B (APPLI CATION-M B) [24]. The MB is
al so self-contained so that it can be inplenented and used w t hout
having to inplenment or install the APPLI CATION-M B or the SYSAPPL-

M B.

The protocol statistics defined in the WWV Service MB are based on
an abstract docunent transfer protocol (DTP). This nmeno al so defines
a mapping of the abstract DTP to HTTP and FTP. Additional mappings
may be defined in the future in order to use this MB with other
docunent transfer protocols. It is anticipated that such future
mappi ngs will be defined in separate RFCs.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [17].

2. The SNWP Managenent Franewor k

The SNMP Managenent Framework presently consists of five major
conponents:

0o An overall architecture, described in RFC 2571 [1].

0 Mechani sms for describing and nani ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in
STD 16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4]. The
second version, called SMv2, is described in STD 58, RFC 2578
[5], RFC 2579 [6] and RFC 2580 [7].

0 Message protocols for transferring managenent information. The
first version of the SNWMP nessage protocol is called SNWv1l and
described in STD 15, RFC 1157 [8]. A second version of the SNWP
nessage protocol, which is not an Internet standards track
protocol, is called SNMWPv2c and described in RFC 1901 [9] and
RFC 1906 [10]. The third version of the nessage protocol is
call ed SNMPv3 and described in RFC 1906 [10], RFC 2572 [11] and
RFC 2574 [12].
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0 Prot ocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in RFC 1157 [8]. A second set of protocol operations
and associated PDU formats is described in RFC 1905 [13].

o A set of fundanmental applications described in RFC 2573 [14] and
the vi ewbased access control nechani sm described in RFC 2575
[15].

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the nechanisns defined in the SM.

This nenp specifies a MB nodule that is conpliant to the SMv2. A

M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Some machi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this | oss of nachine
readabl e information is not considered to change the senantics of the
M B.

3. Term nol ogy
This section defines the term nol ogy used throughout this docunent.

o] The "World Wde Wb’ (WWY is a world wide information system
which is based on the concept of docunments that are |inked
toget her by enbeddi ng references (links) to other |ocal or
renot e docunents.

o] A ’docunent’ is a coherent piece of data which is accessible in
the Wrld Wde Wb. No assunptions are nmade about the content or
the type of a docunent.

o] A ’Uni form Resource Locator’ (URL) is a formatted string
representation for a docunent available via the Internet. URLs
are used to express references between docunents. For the syntax
and semantics of the URL string representation refer to RFC 2396
[18]

o] A ' Docunent Transfer Protocol’ (DTP) is a protocol used within
the Wrld Wde Wb to invoke actions on docunents. The DIP is an
abstraction fromreal protocols, such as HITP [19,20] or FTP
[21].
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o] A 'request’ is a DITP protocol operation which is targeted to a
"docunent’ and invokes an action on the target docunent. The
request type specifies the action that should be perforned. A
request can have a docunent associated with it.

o] A 'response’ is a DTP protocol operation which is returned as a
result of a previous (and associ ated) request. The response
status indicates if the requested action was successful or if
errors occurred. A response can have a docunent associated with
it.

o] A’ WWservice' is a set of actions that can be invoked on a
docunent. Typical actions are the transfer of docunents or the
retrieval of administrative information about docunents. WAWW
services are provided by neans of a DIP. A WAV service can be
identified by the DTP protocol used to invoke services and the
transport endpoi nt used by that protocol.

o] A’client’ is a program which establishes connections for the
pur pose of sending requests and receiving responses.

o] A ’server’ is a programthat accepts connections in order to
servi ce requests by sendi ng back responses.

o] A ’proxy’ is an internediary program which acts as both a server
and a client for the purpose of making requests on behal f of
other clients. Requests are serviced internally or by passing
themon, with possible translation, to other servers.

o] A ' caching proxy’ is a proxy with the capability of locally
storing responses to associ ated requests. A caching proxy can
respond to sinilar requests with a previously stored response.

4. Overvi ew

The World Wde Wb (WWY is a gl obal network of information
Information is stored in docunents, which can have various formats,
i ncl udi ng hyper-text and multi-nedia docunments. Access to these
docunents is provided by servers which are |located all around the
worl d and are linked to each other via hyper-links enbedded in
docunent s.

The usability of the Wirld Wde Wb depends |argely on the
performance of the services realized by these servers. The services
are typically nonitored through log files. This becones a difficult
task when a single organization is responsible for a | arge nunber of
services. It is therefore desirable to treat WWVservices as objects
that can be managed by using the Internet network nmanagenent
framework [22].
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4.1. Purpose and Requirenents

The goal of this MB is to define a standardi zed set of objects which
lead to integrated and inproved perfornmance and fault managenent in a
het er ogeneous environment of WAWVservices. This MB focuses on the
service-oriented view It does not deal with the process oriented
view, which is covered by the System Application MB [23] and the
Application MB [24].

Thi s docunent defines a set of managed objects to nonitor WAW
services for short-term operational purposes, such as problem
detection and troubl eshooting. No attenpts are nmade here to cover
accounting or hit netering issues.

The scope of the MBis further limted by the requirenment that an
i npl ementation conforning to this MB nust be possible w thout
putting a huge CPU or nenory burden on the WMNVserver inplenentation.

In addition, this MB does not cover WWVservice configuration
Server software has becone an open market where conpeting vendors
constantly invent new features in order to shape their products. It
is therefore not possible to reach consensus on a comobn way to
configure WWVservices at this point in tinme.

4.2. Relationship to other Standards Efforts

The WAW Service MB fits into the application managenent architecture
defined in the System Application MB [23]. The System Application

M B and the Application MB [24] use a process-oriented view, where
an application is viewed as a collection of processes. The WW
Service MB described in this meno uses a service-oriented view,

whi ch | ooks at the services provided by a set of processes.

The rel ationship between the process-oriented view and the service-
oriented viewis a many-to-nany rel ationship, because one process can
i npl enent nmultiple services and nultiple services can be inplenented
by a single set of processes. The Application Managenent M B [ 24]
contains generic mapping tables, which map back and forth between
bot h vi ews.

The WAV Service MB interfaces to the Application MB [24] by using

the service instance identifier (appl Srvlndex) for wwServicel ndex if
an applicable instance of appl Srvindex is avail able. The WAV Service
M B is self-contained and can be inplenented as a stand-al one nodul e
if the service-level tables in the Application MB are not avail abl e.
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4.3. WAV Services

The M B is organi zed around the concept of WWVservices. WW services
are a set of actions that can be invoked on a docunment. A WAV service
is provided or used by either a client, a server or a proxy. Cients
send out requests for information to server or proxy server. Servers
receive, process and respond to requests received fromclients.
Servers usually have access to | ocal docunents, which can be
transferred to clients.

A proxy is a special server, who acts as both a server and a client
for the purpose of making requests on behalf of other clients. A
proxy is able to translate between the client and the origin server.
A proxy mght also interact with other information retrieval system
i ke for exanpl e dat abases.

The M B defined in this neno distingui shes between outgoi ng and

i nconmi ng requests and responses. This nakes it possible to obtain
statistics for clients, servers and proxies with a single set of
obj ect s.

A speci al proxy server is the caching proxy, which maintains a cache
of previously received docunents in order to reduce the bandw dth
used by Wrld Wde Wb clients. One interesting piece of nmanagenent
information is the percentage of requests that were served fromthe
cache of the caching proxy (hits/nmiss-ratio). This ratio is not
contained explicitly in this MB. Instead, the ratio can be derived
fromthe objects that count incom ng and outgoi ng requests and
responses.

4.4. Docunent Transfer Protocol

The M B is based on the concept of an abstract docunent transfer
protocol (DTP). The purpose of the abstract docunent transfer

protocol is to make the M B definitions independent from concrete
protocols, like the Hypertext Transfer Protocol (HTTP) [19,20] or the
File Transfer Protocol (FTP) [21].

The abstract docunent transfer protocol nmakes the follow ng
assunptions about a concrete transfer protocol:

o] The transfer protocol uses a request/response style of
i nteractions.

o] Every request contains a request type, which defines the
operations performed by the receiving server. The request type
is represented by an OCTET STRING It mght be necessary to
define a translation into an OCTET STRI NG val ue for protocols
that use nunbers to identify request types.
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o] A response contains a status code, which indicates if the
request was processed successfully or which error occurred. The
status code is represented as an | NTEGER value. It mght be
necessary to define a mapping for protocols that do not use an
| NTEGER st atus code.

o] A transfer protocol can send nultiple responses for a single
request. Miltiple responses are counted separately in the
protocol statistics group

A primary response has to be identified for the docunent
statistics. The primary response is the response that indicates
whet her the request was successful.

Section 7 of this nmeno defines a mapping of the docunment transfer
protocol to the HTTP protocol and the FTP protocol. Mappings to other
protocols, like NNTP [25] or WebNFS [26,27] night be defined in the
future.

5. Structure of the MB

This section presents the structure of the MB. The objects are
arranged into the follow ng groups:

0 service information
o] protocol statistics
0 docunent statistics

5.1. Service Information G oup

The service information group consists of a single table describing
all the WWVservices managed by the SNMP agent. The service table
contains admi nistrative network managenment information for
(potentially) nmultiple WWservices running on a single host. It also
contains information for all services within virtual donains of a
host. The columar objects in the table can be divided into two main
gr oups:

o] gl obal administrative information of the service, such as
servi ce contact person, and

o] network information, such as the transfer protocol.
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5.2. Protocol Statistics G oup

The protocol statistics group provides network nmanagenent information
about the traffic received or transmtted by a WAWVservice. This
group contains counters related to DITP protocol operations and
consists of five tables:

o] The wwSumrar yTabl e contains a set of network traffic rel ated
counters. The table provides a sunmarization of the network
traffic and protocol operations related to a WWVservice. It is
wel | recogni zed that certain variables are redundant with
respect to the request and response tables, but they are added
to provide an operator a quick overview and to reduce SNWP
network traffic.

o] The wwwRequest | nTabl e contai ns detail ed i nformation about
i ncom ng requests. Every particular request type is counted
separately.

o] The wwwRequest Qut Tabl e contains detail ed infornmati on about
out goi ng requests. Every particular request type is counted
separately.

o] The wwwResponsel nTabl e contains detail ed infornmati on about
i nconmi ng responses. Every particular response type is counted
separately.

o] The wwwResponseCQut Tabl e contains detailed information about
out goi ng responses. Every particular response type is counted
separately.

5.3. Docunent Statistics G oup
The docunent group contains information about the docunents which

were accessed in the past. The group provides four types of
statistics.

1. Details about the last N attenpts to i nvoke actions on
docunent s.
2. The Top N docunments sorted by the nunber of actions invoked on

them conputed over a tinme interval

3. The Top N docunents sorted by the nunber of content bytes
transferred conputed over a tine interval

4. Summary statistics conputed over a tine interval
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The Top N document statistics are collected in buckets in order to
reduce agent resources and to all ow a nanager to detect changes in
the service usage pattern. Buckets are filled over a configurable
time interval. The agent conputes the Top N statistics and starts a
new bucket once the tinme interval for the bucket has passed. The tine
interval is configurable for each WWVservi ce.

The docunent statistics group associates a response type to the
request which invoked an action. In case a DIP sends nultiple
responses, the primry response nust be used to derive the response
type of the request/response interaction.

The group consist of the follow ng tables:

o] The wwDocCtr| Tabl e provi des the nmanager a neans to linit the
docunment statistic tables in size and to control the expiration
and creation of buckets.

o] The wwwDoclLast NTabl e provi des the manager information about the
 ast N docunents which where accessed. The table lists the
docunments for which access was attenpted along with the request
and response type of the DIP and a status nessage. The request
and response types provide a manager information of how attenpts
to invoke actions were handl ed by the DITP. The status nmessage
obj ect provides human readabl e text to further describe the
response type

The nunber of docunents in the wwbDocLast NTable is controlled by
the wwbDocCtrl Last NSi ze object in the wwbDocCtrl Tabl e. The
wwwDocCt r | Last NLock obj ect of the wwwbDocCtrl Table all ows a
managenent application to | ock the wwbDocLast NTable in order to
retrieve a consistent snapshot of the fast changi ng
wwwDocLast NTabl e.

o] The wwwDocBucket Tabl e ists the buckets of statistical
i nformati on that have been collected. An entry in the
wwwDocBucket Tabl e contains the creation tinmestanp of the bucket
as well as sumary information (nunber of accesses, nunber of
docunents accessed and nunber of bytes transferred).

The time interval is controlled by the
wwwDocCt r | Bucket Ti mel nt erval obj ect of the wwDocCtrl Tabl e. The
maxi num nunber of buckets maintai ned by the SNVWP agent for a
particul ar WAV service is controlled by the wwbDocCtrl| Buckets
obj ect of the wwwhocCtrl Tabl e.

o] The wwDocAccessTopNTabl e provi des the nanager an overvi ew of

the top N docunents which were accessed while statistics were
collected for a particular bucket. The wwwDocAccessTopNTabl e is

Hazewi nkel , et al. St andar ds Track [ Page 9]



RFC 2594 WAW Service M B May 1999

sorted by the nunber of read attenpts per docunment. The naxi mum
nunber of entries in the wwbDocAccessTopNTable is controlled by
t he wwwDocCir| TopNSi ze obj ect.

o] The wwwDocByt esTopNTabl e provi des the manager an overvi ew of the
top N docunents which caused nost of the network traffic while
statistics were collected for a particular bucket. The
wwwDocByt esTopNTabl e is sorted by the nunber of bytes
transferred. The nmaxi mum nunber of entries in the
wwwDocByt esTopNTabl e is controlled by the wwbDocCtrl TopNSi ze
obj ect .

The Top N statistics and the paranmeters of the underlying bucket are
not visible in the MB as long as the bucket is filling up. Instead,
the followi ng steps nust be taken when the time interval for a
buckets has passed:

1. A new entry in the wwbDocBucket Table is created to sunmari ze the
docunment statistics for that tine interval.

2. The corresponding entries in the wwbDocAccessTopNTabl e and t he
wwwDocByt esTopNTabl e are conmput ed and nade avail abl e.

3. If the resulting nunber of entries in the wwbDocBucket Tabl e for
t he WAW servi ce now exceeds wwwbDocCtrl Buckets, then the ol dest
bucket for this WWVservice and all corresponding entries in the
wwwDocBucket Tabl e, wwwDocAccessTopNTabl e, and
wwwDocByt esTopNTabl e are del et ed.

Note that a bucket usually contains nmuch nore data than displayed in
the Top N tables. The nunber of entries in the Top Ntable for a
bucket is controlled by wwbDocCtr| TopNSi ze, while the nunber of
entries in a bucket depends on the nunber of actions invoked on
docunents within the time interval over which a bucket is filled up
It is therefore suggested to discard the data associated with a
bucket once the entries for the wwwDocBucket Tabl e,
wwwDocAccessTopNTabl e and wwDocByt esTopNTabl e have been cal cul at ed.

6. Definitions
WAV M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT-TYPE, m b-2,

Count er 32, Counter64, |nteger32, Unsigned32, TimeTicks
FROM SNWPv2- SM
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TEXTUAL- CONVENTI ON, Di spl ayString, DateAndTine, Tinelnterval
FROM SNWPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNMPv2- CONF

Utf8String
FROM SYSAPPL- M B;

wwwM B MODULE- | DENTI TY
LAST- UPDATED "9902251400Z2"
ORGANI ZATI ON "I ETF Application M B Wrki ng G oup”
CONTACT- | NFO

Harri e Hazew nkel

Postal : Joint Research Centre of the E. C.
via Ferm - Ispra 21020 (VA
Italy

Tel : +39+(0) 332 786322
Fax: +39+(0) 332 785641
E-mail: harrie.hazew nkel @rc.it
Carl W Kal bfl eisch

Postal: Verio, Inc.
1950 Stenmons Fr eeway

Suite 2006
Dal | as, TX 75207
us

Tel: +1 214 290- 8653
Fax: +1 214 744-0742
E-mail: cwk@eri o. net

Juer gen Schoenwael der

Postal : TU Braunschwei g
Buel tenweg 74/ 75
38106 Braunschweig
Ger many

Tel : +49 531 391- 3683
Fax: +49 531 489-5936
E-mail : schoenw@ br. cs. tu-bs. de"
DESCRI PTI ON
"This WWVservice MB nodule is applicable to services
realized by a famly of ' Docunent Transfer Protocols’
(DTP). Exanples of DTPs are HTTP and FTP."
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-- revision history

REVI SI ON "9902251400Z"
DESCRI PTION "I nitial version, published as RFC2594."

o= { mb-2 65}

-- (Object ldentifier Assignnents

wwwM BObj ect s OBJECT | DENTI FI ER :
wwwM BConf or mance OBJECT | DENTI FI ER :

N -
—

-- Textual Conventions

WwRequest Type :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The WwRequest Type defines the textual identification of
request types used by a docunent transfer protocol. For
the proper values for a given DIP, refer to the protocol
mappi ngs for that DTP."

SYNTAX OCTET STRING (Sl ZE (1..40))
WwResponseType :: = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"The WwResponseType defines the different response val ues
used by docunent transfer protocols. For the proper val ues
for a given DTP, refer to the protocol nappings for that

DTP. "
SYNTAX | nt eger 32 (0..2147483647)
WwOper St at us :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The operational status of a WWVservice. 'down’ indicates
that the service is not available. 'running’ indicates
that the service is operational and available. 'halted
i ndi cates that the service is operational but not
avail able. ’'congested’ indicates that the service is
operational but no additional inbound associations can be
accommpdated. 'restarting’ indicates that the service is
currently unavail able but is in the process of restarting

and will be avail abl e soon."
SYNTAX | NTEGER {
down(1),
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runni ng(2),
hal t ed(3),
congested(4),
restarting(5b)

}
WwDocNane ::= TEXTUAL- CONVENTI ON
DI SPLAY- H NT "255a"
STATUS current
DESCRI PTI ON

"The server relative nane of a docunment. |If the URL were
http://ww. x. or g/ st andar ds/ sear ch/ sear ch. cgi ?stri ng=t est
then the value of this textual convention would resolve

to '/ standards/ search/search.cgi’. This textual convention
uses the character set for URIs as defined in RFC 2396
section 2."

SYNTAX OCTET STRING (Sl ZE (0..255))

-- The WAW Service Information G oup
-- The WAW service information group contains information about
-- the WAW services known by the SNWP agent.

wwwSer vi ce OBJECT I DENTIFIER ::= { wwwwM BObj ects 1 }

wwwSer vi ceTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Ww.Ser vi ceEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"The table of the WWVservices known by the SNWP agent."
o= { wwService 1 }

wwwSer vi ceEnt ry OBJECT- TYPE

SYNTAX WwSer vi ceEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"Details about a particular WWVservice."
| NDEX { wwServi cel ndex }
o= { wwServiceTable 1}

WwSer vi ceEntry ::= SEQUENCE {

wwwSer vi cel ndex Unsi gned32,
wwwSer vi ceDescri ption Utf8String,
wwwSer vi ceCont act Utf8String,
wwwSer vi cePr ot ocol OBJECT | DENTI FI ER
wwwSer vi ceNane Di spl ayStri ng,
wwSer vi ceType | NTEGER
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wwSer vi ceStart Ti me Dat eAndTi nme
wwwSer vi ceQper St at us WwOper St at us,
wwwSer vi ceLast Change Dat eAndTi nme

}

wwwSer vi cel ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"An integer used to uniquely identify a WAWservice. The
val ue nust be the sanme as the correspondi ng val ue of the
appl Srvindex defined in the Application Managenent M B
(APPLI CATION-M B) if the appl Srvlndex object is avail able.
It might be necessary to manually configure sub-agents in
order to neet this requirenent.”
o= { wwServiceEntry 1 }

wwwSer vi ceDescri pti on OBJECT- TYPE

SYNTAX Utf8String

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Textual description of the WAV service. This shall include

at | east the vendor and version nunber of the application
realizing the WNMVservice. In a mniml case, this mght
be the Product Token (see RFC 2068) for the application.”

o= { wwServiceEntry 2 }

wwwSer vi ceCont act OBJECT- TYPE

SYNTAX Utf8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The textual identification of the contact person for this
service, together with informati on on how to contact this
person. For instance, this mght be a string containing an
emai | address, e.g. '<webnaster @ongi n. name>" . "

o= { wwServiceEntry 3 }

wwwSer vi cePr ot ocol OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"An identification of the primary protocol in use by this
service. For Internet applications, the | ANA maintains

a registry of the O Ds which correspond to well -known
application protocols. |[|f the application protocol is not
listed in the registry, an O D value of the form
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{appl TCPProtol D port} or {appl UDPProtol D port} are used for
TCP- based and UDP- based protocols, respectively. In either
case 'port’ corresponds to the primary port nunber being
used by the protocol."

REFERENCE

"The O D val ues appl TCPProt ol D and appl UDPProtol D are

defined in the NETWORK- SERVI CES-M B (RFC 2248)."

o= { wwServiceEntry 4 }

wwwSer vi ceNarmre OBJECT- TYPE

SYNTAX Di spl ayString

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The fully qualified domain nanme by which this service is

known. This object nust contain the virtual host nane if
the service is realized for a virtual host."

o= { wwServiceEntry 5 }

wwwSer vi ceType OBJECT- TYPE
SYNTAX | NTEGER {
wwCt her (1),
wwSer ver (2),
wwd i ent (3),
wwWPr oxy( 4),
wwwCachi ngPr oxy( 5)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The application type using or realizing this WWservice."
o= { wwServiceEntry 6 }

wwwSer vi ceStart Ti me OBJECT- TYPE

SYNTAX Dat eAndTi ne

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The date and tine when this WWVservice was | ast started.
The val ue SHALL be ' 0000000000000000°'H if the last start
time of this WMWMVservice is not known."

o= { wwServiceEntry 7 }

wwwSer vi ceQper St at us OBJECT- TYPE
SYNTAX WwQOper St at us
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Indi cates the operational status of the WWVservice."
o= { wwServiceEntry 8 }
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wwwSer vi ceLast Change OBJECT- TYPE

SYNTAX Dat eAndTi ne

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The date and tine when this WAWVservice entered its current
operational state. The val ue SHALL be ' 0000000000000000'H i f
the time of the |last state change is not known."

o= { wwServiceEntry 9 }

-- The WAV Protocol Statistics Goup
-- The WAW protocol statistics group contains statistics about
-- the DTP requests and responses sent or received.

wwwPr ot ocol Statistics OBJECT IDENTIFIER ::= { wwwM BObj ects 2 }

wwwSunmmar yTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ww/Sunmmar yEntry

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"The tabl e providing overview statistics for the
WAV services on this system"

.= { wwProtocol Statistics 1}

wwwSunmmar yEnt ry OBJECT- TYPE

SYNTAX WwSunmar yEnt ry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"Overview statistics for an individual service."
| NDEX { wwServi cel ndex }
= { wwSunmmaryTable 1 }
WwSunmmrar yEntry :: = SEQUENCE {
wwwSunmar yl nRequest s Count er 32,
wwwSunmar yQut Request s Count er 32,
wwwSunmar yl nResponses Count er 32,
wwwSunmmar yQut Responses Count er 32,
wwwSuntmrar yl nByt es Count er 64,
wwwSunmar yl nLowByt es Count er 32,
wwwSunmar yQut Byt es Count er 64,
wwwSunmar yQut LowByt es Count er 32
}
wwwSunmar yl nRequest s OBJECT- TYPE
SYNTAX Count er 32

MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON

"The nunber of requests successfully received."
o= { wwSumaryEntry 1 }

wwwSunmar yQut Request s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of requests generated."
o= { wwSumaryEntry 2 }

wwwSunmar yl nResponses OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of responses successfully received."
o= { wwSunmmaryEntry 3 }

wwwSunmar yQut Responses OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of responses generated."
o= { wwSumaryEntry 4 }

wwwSunmar yl nByt es OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of content bytes received."
o= { wwSumaryEntry 5 }

wwwSunmar yl nLowByt es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The lowest thirty-two bits of wwwSunmmaryl nBytes. "
o= { wwSunmaryEntry 6 }

wwwSunmar yQut Byt es OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The nunber of content bytes transmitted."
o= { wwSumaryEntry 7 }

wwwSunmar yQut LowByt es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The lowest thirty-two bits of wwwSummaryQut Bytes. "
o= { wwSunmmaryEntry 8 }

-- The WAWrequest tables contain detailed information about
-- requests send or received by WWV servi ces.

wwRequest | nTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF WwwRequest | nEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The table providing detailed statistics for requests
recei ved by WAW services on this system"”
.= { wwProtocol Statistics 2 }

wwwRequest | nEntry OBJECT- TYPE
SYNTAX WwRequest | nEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"Request statistics for an individual service."
| NDEX { wwwServi cel ndex, wwwRequest | nl ndex }
= { wwRequestInTable 1}

WwwRequest I nEntry :: = SEQUENCE {
wwRequest | nl ndex WwRequest Type,
wwwRequest | nRequest s Count er 32,
wwwRequest | nByt es Count er 32,
wwwRequest | nLast Ti me Dat eAndTi ne

}

wwRequest | nl ndex OBJECT- TYPE
SYNTAX WwwRequest Type
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"The particul ar request type the statistics apply to."
o= { wwRequestInEntry 1}

wwRequest | nRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"The nunber of requests of this type received by this
WAW servi ce. "

o= { wwRequestInEntry 2 }

wwRequest | nByt es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of content bytes per
by this WWservice."
o= { wwRequestInEntry 3 }

request type received

wwRequest | nLast Ti me OBJECT- TYPE

SYNTAX Dat eAndTi ne

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The date and tine when the [ast byte of the last conplete
request of this type was received by this WWservice. The
val ue SHALL be ' 0000000000000000’H if no request of this
type has been received yet."

o= { wwRequestInEntry 4 }

wwRequest Qut Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF WwwRequest Qut Entry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"The table providing detailed statistics for
generated by the services on this system"”
.= { wwProtocol Statistics 3}

requests

wwRequest Qut Ent ry OBJECT- TYPE
SYNTAX WwRequest Qut Entry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"Request statistics for an individual
| NDEX { wwSer vi cel ndex,
= { wwRequestQut Table 1 }

service."
wwRequest Qut | ndex }

WwRequest Qut Entry :: = SEQUENCE {
wwRequest Qut | ndex WwwRequest Type,
wwRequest Qut Request s Count er 32,
wwRequest Qut Byt es Count er 32,
wwRequest Qut Last Ti ne Dat eAndTi e
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wwRequest Qut | ndex OBJECT- TYPE
SYNTAX WwwRequest Type
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

May 1999

"The particular request type the statistics apply to."

= { wwRequestQutEntry 1 }

wwRequest Qut Request s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of requests of this type generated by this

WAV servi ce. "
= { wwRequestQutEntry 2 }

wwRequest Qut Byt es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of content bytes per requests type generated

by this WNVservice."
= { wwRequestQutEntry 3 }

wwwRequest Qut Last Ti me OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The date and tine when the first byte of the |ast
of this type was send by this WAWVservi ce.

request
The val ue SHALL

be ' 0000000000000000" H if no request of this type has been

send yet."
= { wwRequest QutEntry 4 }

-- The WAV response tables contain detailed information about

-- responses sent or received by WAV services.

wwResponsel nTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF WwwResponsel nEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The table providing detailed statistics for

recei ved by WAW services on this system"
.= { wwProtocol Statistics 4 }

wwwResponsel nEnt ry OBJECT- TYPE
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SYNTAX WwResponsel nEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"Response statistics for an individual service."
| NDEX { wwwServi cel ndex, wwwResponsel nl ndex }
c:= { wwResponselnTable 1 }
WwResponsel nEntry :: = SEQUENCE {
wwwResponsel nl ndex Ww\ResponseType,
wwResponsel nResponses Count er 32
wwResponsel nByt es Count er 32
wwResponsel nLast Ti e Dat eAndTi ne
}
wwwwResponsel nl ndex OBJECT- TYPE
SYNTAX WwResponseType
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"The particular response type the statistics apply to."
::= { wwResponselnEntry 1 }

wwResponsel nResponses OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of responses of this type received by this
WAW servi ce. "

i1 = { wwResponselnEntry 2 }

wwResponsel nByt es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of content bytes per response type received
by this WWservice."
::= { wwResponselnEntry 3 }

wwwResponsel nLast Ti me OBJECT- TYPE

SYNTAX Dat eAndTi nme
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The date and tine when the [ast byte of the last conplete
response of this type was received by this WWVservice. The
val ue SHALL be ' 0000000000000000"H if no response of this
type has been received yet."
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::= { wwResponselnEntry 4 }

wwwwResponseQut Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF WwwResponseQut Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The table providing detailed statistics for responses
generated by services on this system™
.= { wwProtocol Statistics 5 }

wwResponseQut Entry OBJECT- TYPE
SYNTAX WwResponseQut Entry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"Response statistics for an individual service."
| NDEX { wwServi cel ndex, wwwResponseCQut | ndex }
= { wwResponseQut Table 1 }

WwResponseQut Entry :: = SEQUENCE {
wwwwResponseQut | ndex Ww\ResponseType,
wwResponseQut Responses Count er 32
wwResponseQut Byt es Count er 32
wwwResponseCQut Last Ti ne Dat eAndTi ne

}

wwwwResponseQut | ndex OBJECT- TYPE
SYNTAX WwResponseType
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"The particul ar response type the statistics apply to."
o= { wwResponseQutEntry 1 }

wwResponseQut Responses OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of responses of this type generated by this
WAW servi ce. "

o= { wwResponseQutEntry 2 }

wwResponseCQut Byt es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of content bytes per response type generated
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by this WNVservice."
o= { wwResponseQutEntry 3 }

wwwResponseQut Last Ti me OBJECT- TYPE

SYNTAX Dat eAndTi ne

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The date and tine when the first byte of the |ast response of
this type was sent by this WNWVservice. The val ue SHALL be
' 0000000000000000" H i f response of this type has been send
yet."

= { wwResponseQut Entry 4 }

-- The WAW Docunent Statistics G oup
-- The WAW docunent statistics group contains statistics about
-- docunent read attenpts.

wwwDocunent St ati stics OBJECT IDENTIFIER ::= { wwwM BObj ects 3 }

wwDocCt r| Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF WwhDocCirl Entry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"A table which controls how the M B inpl enentation
col l ects and nmi ntai ns docunent statistics."
::= { wwDocunent Statistics 1 }

wwwDocCtr | Entry OBJECT- TYPE

SYNTAX WwDocCtr |l Entry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"An entry used to configure the wwbDoclLast NTabl e,
t he wwbDocBucket Tabl e, the wwwDocAccessTopNTabl e,
and t he wwwDocByt esTopNTabl e. "

| NDEX { wwServi cel ndex }

o= { wwbDocCirl Table 1 }

WwDocCtrl Entry ::= SEQUENCE {
wwwDocCt r | Last NSi ze Unsi gned32,
wwwDocCt r | Last NLock Ti meTi cks,
wwwDocCt r | Bucket s Unsi gned32,
wwDocCt r| Bucket Ti nel nterval Ti nel nterval,
wwwDocCt r | TopNSi ze Unsi gned32

}
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wwwDocCt r | Last NSi ze OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The maxi mum nunber of entries in the wwbDocLast NTabl e. "
DEFVAL { 25 }
o= { wwbDocCirl Entry 1}

wwwDocCt r | Last NLock OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object allows a manager to | ock the wwwDocLast NTabl e
in order to retrieve the wwbDocLast NTabl e in a consi stent
state. The agent is expected to take a snapshot of the
wwwDocLast NTabl e when it is |ocked and to continue updating
the real wwDoclLast NTable table so that recent information is
avai | abl e as soon as the wwDocLast NTabl e i s unl ocked agai n.

Setting this object to a value greater than 0 will | ock

the table. The tinmer ticks backwards until it reaches O.
The tabl e unl ocks autonmatically once the tiner reaches 0O
and the tiner stops ticking.

A manager can increase the tinmer to request nore time to
read the table. However, any attenpt to decrease the tiner
will fail with an inconsistentValue error. This rule ensures
that nmultiple managers can sinmultaneously lock and retrieve
t he wwbDocLast NTabl e. Note that managers nust cooperate in
usi ng wwbDocCt rl Last NLock. In particular, a nanager MJST not
keep the wwwDocLast NTabl e | ocked when it is not necessary to
finish a retrieval operation.”

i= { wwbDocCirl Entry 2 }

wwwDocCt r | Bucket s OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The maxi mum nunber of buckets nmintai ned by the agent
bef ore the ol dest bucket is deleted. The buckets are
used to popul ate the wwbDocAccessTopNTabl e and t he
wwwDocByt esTopNTabl e. The tine interval captured in
each bucket can be configured by setting the
wwwDocCt r | Bucket Ti nel nterval object.”

DEFVAL { 4 } -- 4 buckets tinmes 15 minutes = 1 hour
o= { wwbocCtrl Entry 3 }
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wwwDoc Ct r | Bucket Ti el nt erval OBJECT- TYPE

SYNTAX Ti nel nt erval

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The time interval after which a new bucket is created.
Changing this object has no effect on existing buckets."

DEFVAL { 90000 } -- 15 minutes (resolution .01 s)

o= { wwbDocCirl Entry 4 }

wwwDocCt r I TopNSi ze OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"The maxi mum nunber of entries shown in the

wwwDocAccessTopNTabl e and t he wwwDocByt esTopNTabl e.
Changing this object has no effect on existing buckets."

DEFVAL { 25 }

o= { wwbocCtrl Entry 5 }

wwwDoc Last NTabl e OBJECT- TYPE

SYNTAX SEQUENCE COF WwwDocLast NEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The table which logs the last N access attenpts.”
.= { wwbDocunent Statistics 2 }

wwwDocLast NEnt ry OBJECT- TYPE

SYNTAX WwDocLast NEnt ry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"An entry which describes a recent access attenpt."”

| NDEX { wwwServi cel ndex, wwwDocLast Nl ndex }
::= { wwbDocLast NTable 1 }

WwDocLast NEntry ::= SEQUENCE {
wwwDocLast NI ndex Unsi gned32,
wwwDocLast NNanme VWwDoc Nane,
wwwDocLast NTi neSt anp Dat eAndTi ne,
wwwDoclLast NRequest Type WwwRequest Type,
wwwDoclLast NResponseType VWwResponseType,
wwwDocLast NSt at usMsg Utf8String,
wwwDocLast NByt es Unsi gned32

}

wwwDoc Last Nl ndex OBJECT- TYPE
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SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"An arbitrary nonotonically increasing integer nunber used
for indexing the wwbDocLast NTabl e. The first docunent
accessed appears in the table with this index val ue equal
to one. Each subsequent docunent is indexed with the next
sequential index value. The Nth docunent accessed will be
indexed by N. This table presents a sliding wi ndow of the
 ast wwwDocCtr| Last NSi ze docunents accessed. Thus, entries
inthis table will be indexed by N-wwwDocCtrl Last NSi ze
thru Nif N> wwbDocCirlLastNSize and 1 thru Nif
N <= wwwDocCtr| Last NSi ze.

The wwDocCtrl Last NLock attribute can be used to | ock
this table to allow the nmanager to read its contents."”
c:= { wwbDocLast NEntry 1 }

wwwDocLast NNane OBJECT- TYPE

SYNTAX WwvDoc Nane
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nane of the docunment for which access was attenpted.”
i = { wwbDocLast NEntry 2 }

wwwDocLast NTi neSt anp OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The date and tine of the last attenpt to access this
docunent . "
.= { wwbDocLast NEntry 3 }

wwwDoclLast NRequest Type OBJECT- TYPE

SYNTAX WwwRequest Type
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The protocol request type which was received by the
server when this docunent access was attenpted.”
i = { wwbDocLast NEntry 4 }

wwwDoclLast NResponseType OBJECT- TYPE

SYNTAX WwwResponseType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The protocol response type which was sent to the client
as a result of this attenpt to access a docunent. This
obj ect contains the type of the primary response if
there were nmultiple responses to a single request."”

::={ wwbDocLast NEntry 5 }

wwwDoclLast NSt at usMsg OBJECT- TYPE

SYNTAX Utf8String
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object contains a human readabl e description of the
reason why the wwwbDoclLast NResponseType was returned to the
client. This object defines the inplenentation-specific
reason if the value of wwwhoclLast NResponseType i ndi cates
an error. For exanple, this object can indicate that the
request ed docunent could not be transferred due to a
ti meout condition or the docunment could not be transferred
because a ’'soft link’ pointing to the docunent could not be
resol ved. "

.= { wwbDocLast NEntry 6 }

wwwDoclLast NByt es OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of content bytes that were returned as a
result of this attenpt to access a docunent."
c:= { wwbDocLast NEntry 7 }

wwwDocBucket Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Ww.DocBucket Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table provides adm nistrative sumary information for
t he buckets nmaintained per WWVservice."
.= { wwDocunent Statistics 3}

wwwDocBucket Ent ry OBJECT- TYPE

SYNTAX WwDocBucket Entry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"An entry which describes the paraneters associated with a
particul ar bucket."
| NDEX { wwwServi cel ndex, wwwDocBucket | ndex }
::={ wwDocBucket Table 1 }
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WwDocBucket Entry :: = SEQUENCE {
wwwDocBucket | ndex Unsi gned32,
wwwDocBucket Ti meSt anp Dat eAndTi ne,
wwwDocBucket Accesses Unsi gned32,
wwwDocBucket Docunent s Unsi gned32,
wwwDocBucket Byt es Unsi gned32

}

wwwDocBucket | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary nonotonically increasing integer number
used for indexing the wwbDocBucket Tabl e. The i ndex nunber
wraps to 1 whenever the nmaxi numvalue is reached.”
::= { wwbDocBucketEntry 1 }

wwwDocBucket Ti meSt anp OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The date and ti ne when the bucket was nmde avail able."
::= { wwDocBucketEntry 2 }

wwwDocBucket Accesses OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The total nunber of access attenpts for any docunent

provided by this WWVservice during the tine interva
over which this bucket was created.”

::={ wwDocBucketEntry 3 }

wwwDocBucket Docunent s OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of different docunents for which access
was attenpted this this WWVservice during the tinme interva
over which this bucket was created."
::= { wwDocBucketEntry 4 }

wwwDocBucket Byt es OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The total nunber of content bytes which were transferred
fromthis WA service during the tine interval over which
this bucket was created."

::={ wwDocBucketEntry 5 }

wwwDocAccessTopNTabl e OBJECT- TYPE

SYNTAX SEQUENCE COF WwDocAccessTopNEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The table of the nbst frequently accessed docunents in a
gi ven bucket. This table is sorted by the col um
wwwDocAccessTopNAccesses. Entries having the sane nunber
of accesses are secondarily sorted by wwbDocAccessTopNByt es.
Entries with the same nunber of accesses and the sane
nunber of bytes will have an arbitrary order."

::= { wwDocunent Statistics 4 }

wwwDocAccessTopNEnt ry OBJECT- TYPE

SYNTAX WwDocAccessTopNEnt ry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the top N table sorted by docunent accesses."
| NDEX { wwServi cel ndex, wwwDocBucket | ndex,

wwwDocAccessTopNl ndex }
::= { wwDocAccessTopNTable 1 }

WwDocAccessTopNEntry :: = SEQUENCE {
wwwDocAccessTopNl ndex Unsi gned32,
wwwDocAccessTopNNane WwvDoc Nane,
wwwDocAccessTopNAccesses Unsi gned32,
wwwDocAccessTopNByt es Unsi gned32,
wwwbDocAccessTopNLast ResponseType WwResponseType

}

wwwDocAccessTopNl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary nonotonically increasing integer number
used for indexing the wwbDocAccessTopNTabl e. The index is
inversely correlated to the sorting order of the table. The
docunment with the highest access count will get the index
value 1."

i = { wwbDocAccessTopNEntry 1 }
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wwwDocAccessTopNName OBJECT- TYPE

SYNTAX WwvDoc Nane
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nanme of the docunment for which access was attenpted."”
::= { wwDocAccessTopNEntry 2 }

wwwDocAccessTopNAccesses OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of access attenpts for this docunent.”
::= { wwbDocAccessTopNEntry 3 }

wwwDocAccessTopNByt es OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of content bytes that were transnitted

as a result of attenpts to access this docunent."
::={ wwbDocAccessTopNEntry 4 }

wwwDocAccessTopNLast ResponseType OBJECT- TYPE

SYNTAX WwwResponseType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The protocol response type which was sent to the client

as a result of the last attenpt to access this docunent.

Thi s object contains the type of the primary response if

there were nmultiple responses to a single request.”
::={ wwbDocAccessTopNEntry 5 }

wwwDoc Byt esTopNTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF WwDocByt esTopNEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The tabl e of the docunents which caused nobst network
traffic in a given bucket. This table is sorted by the
col um wwwDocByt esTopNBytes. Entries having the sane nunber
bytes are secondarily sorted by wwwwbDocByt esTopNAccesses.
Entries with the sanme nunber of accesses and the sane
number of bytes will have an arbitrary order."

::= { wwDocunent Statistics 5 }
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wwwDocByt esTopNEnt ry OBJECT- TYPE

SYNTAX WwDocByt esTopNEnt ry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the top Ntable sorted by network traffic."
| NDEX { wwServi cel ndex, wwwDocBucket | ndex,

wwwDoc Byt esTopNI ndex }
::={ wwDocBytesTopNTable 1 }

WwDocByt esTopNEntry :: = SEQUENCE {
wwwDoc Byt esTopNI ndex Unsi gned32,
wwwDoc Byt esTopNNanme WwDoc Nane,
wwwDoc Byt esTopNAccesses Unsi gned32,
wwwDoc Byt esTopNByt es Unsi gned32,
wwwDoc Byt esTopNLast ResponseType WwResponseType
}
wwwDoc Byt esTopNl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"An arbitrary nonotonically increasing integer number
used for indexing the wwbDocByt esTopNTabl e. The index is
inversely correlated to the sorting order of the table. The
docunment with the highest byte count will get the index
value 1."

c:= { wwbDocBytesTopNEntry 1 }

wwwDoc Byt esTopNNanme OBJECT- TYPE
SYNTAX WwDoc Nane
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nanme of the docunment for which access was attenpted.”
c:= { wwbDocBytesTopNEntry 2 }

wwwDoc Byt esTopNAccesses OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of access attenpts for this docunent.”
::={ wwDocBytesTopNEntry 3 }

wwwDoc Byt esTopNByt es OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The total nunber of content bytes that were transnitted
as a result of attenpts to access this docunent."

i = { wwbDocByt esTopNEntry 4 }

wwwDocByt esTopNLast ResponseType OBJECT- TYPE

SYNTAX WwwResponseType
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The protocol response type which was sent to the client

as a result of the last attenpt to access this docunent.

Thi s object contains the type of the primary response if

there were nmultiple responses to a single request."”
::={ wwDocBytesTopNEntry 5 }

-- Conformance Definitions

wwwM BConpl i ances OBJECT | DENTI FI ER :: = { wwwwM BConf or mance 1 }

wwwM BGr oups OBJECT | DENTIFIER ::= { www BConf or mance 2 }
wwwM ni mal Conpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON

"The conpliance statenment for SNMP agents which inpl ement
the m ninmal subset of the WNV¥M B. | nplenmentors m ght
choose this subset for high-performance server where
full conpliance nmight be to expensive."

MODULE -- this nodul e

MANDATORY- GROUPS {
wwwSer vi ceG oup,
wwwSunmar y& oup

}
OBJECT wwwSummrar yQut Request s
DESCRI PTI ON
"I nstances of wwwSummar yQut Requests do not exi st on pure
WAW server inplenmentations.”
OBJECT wwwSummrar yl nResponses
DESCRI PTI ON
"I nstances of wwwSunmmar yQut Requests do not exi st on pure
WAV server inplenmentations.”
OBJECT wwwSummrar yl nRequest s
DESCRI PTI ON
"I nstances of wwwSummaryl nRequests do not exist on pure
WAW client inplenmentations.”
OBJECT wwwSunmmar yQut Responses
DESCRI PTI ON
"I nstances of wwwSunmmar yQut Responses do not exist on pure
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WAW client inplenmentations.”
.= { wwwM BConpliances 1 }

wwwiul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNMP agents which inpl ement
the full WWMB."
MODULE -- this nodul e
MANDATORY- GROUPS {
wwwSer vi ceG oup,
wwwSunmar y G oup
}
GROUP wwwRequest | nG oup
DESCRI PTI ON
"The wwRequest I nGoup is mandatory only for WNWVserver
or proxy server inplenentations."”
GROUP wwiResponseQut G oup
DESCRI PTI ON
"The wwResponseQut Goup is mandatory only for WNWVserver
or proxy server inplenentations."”
GROUP wwRequest Qut Group
DESCRI PTI ON
"The wwRequest Qut Group i s mandatory only for WWVclient
or proxy server inplenentations."
GROUP wwResponsel nG oup
DESCRI PTI ON
"The wwRequest Qut Goup i s mandatory only for WWVclient
or proxy server inplenentations."
GROUP wwDocunent G oup
DESCRI PTI ON
"The wwDocunment G oup i s mandatory only for WWVserver
or proxy server inplenentations."
OBJECT wwwSummrar yQut Request s
DESCRI PTI ON
"I nstances of wwwSummar yQut Requests do not exi st on pure
WAW server inplenmentations.”
OBJECT wwwSummrar yl nResponses
DESCRI PTI ON
"I nstances of wwwSummar yQut Requests do not exi st on pure
WAV server inplenmentations.”
OBJECT wwwSummrar yl nRequest s
DESCRI PTI ON
"I nstances of wwwSummaryl nRequests do not exist on pure
WAW client inplenmentations.”
OBJECT wwwSunmmar yQut Responses
DESCRI PTI ON
"I nstances of wwwSunmmar yQut Responses do not exist on pure
WAW client inplenmentations.”
.= { wwwM BConpl i ances 2 }
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wwwSer vi ceG oup OBJECT- GROUP
OBJECTS {

wwwSer vi ceDescri pti on,
wwwSer vi ceCont act
wwwSer vi cePr ot ocol
wwwSer vi ceNane,
wwSer vi ceType,
wwSer vi ceStartTi e,
wwwSer vi ceOper St at us,
wwwSer vi ceLast Change

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about
the WAW servi ces known by the SNWP agent.”
= { wwM BG oups 1}

wwwSunmmar yG oup OBJECT- GROUP
OBJECTS {

wwwSunmar yl nRequest s,
wwwSunmar yQut Request s,
wwwSunmar yl nResponses,
wwwSunmar yQut Responses,
wwwSunmar yl nByt es,
wwwSunmar yl nLowByt es,
wwwSunmar yQut Byt es,
wwwSunmar yQut LowByt es

}
STATUS current
DESCRI PTI ON
"A collection of objects providing summary statistics
about requests and responses generated and received
by a WWVservice."
o= { wwM BG oups 2 }

wwRequest | nG oup OBJECT- GROUP
OBJECTS {
wwRequest | nRequest s,
wwRequest | nByt es,
wwwRequest | nLast Ti me

}
STATUS current
DESCRI PTI ON
"A collection of objects providing detailed statistics
about requests received by a WWservice."
o= { wwM BG oups 3}

wwRequest Qut G oup OBJECT- GROUP

OBJECTS {
wwRequest Qut Request s,
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wwRequest Qut Byt es,
wwRequest Qut Last Ti ne

STATUS current
DESCRI PTI ON
"A collection of objects providing detailed statistics
about requests generated by a WNWVservice."
o= { wwM BG oups 4 }

wwwResponsel nG oup OBJECT- GROUP
OBJECTS {
wwResponsel nResponses,
wwwResponsel nByt es,
wwwResponsel nLast Ti e

STATUS current
DESCRI PTI ON
"A collection of objects providing detailed statistics
about responses received by a WWservice."
o= { wwM BG oups 5 }

wwResponseQut G oup OBJECT- GROUP
OBJECTS {
wwResponseCQut Responses,
wwResponseCQut Byt es,
wwResponseQut Last Ti e

STATUS current
DESCRI PTI ON
"A collection of objects providing detailed statistics
about responses generated by a WWVservice."
o= { wwM BG oups 6 }

wwwDocument G oup OBJECT- GROUP
OBJECTS {

wwwDocCt r | Last NSi ze,
wwwDoc Ct r | Last NLock,
wwwDocCt r | Bucket s,
wwDocCt r | Bucket Ti nel nt erval ,
wwwDocCt r I TopNSi ze,
wwwDocLast NName,
wwwDocLast NTi neSt anp,
wwwDocLast NRequest Type,
wwwDocLast NResponseType,
wwwDoclLast NSt at usMsg,
wwwDoclLast NByt es,
wwwDocBucket Ti meSt anp,
wwwDocBucket Accesses,
wwwDocBucket Docunent s,
wwwDocBucket Byt es,
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wwwDocAccessTopNNane,
wwwbDocAccessTopNAccesses,
wwwDocAccessTopNByt es,
wwwDocAccessTopNLast ResponseType,
wwwDoc Byt esTopNNane,

wwwDoc Byt esTopNAccesses,
wwwDoc Byt esTopNByt es,

wwwDoc Byt esTopNLast ResponseType

STATUS current
DESCRI PTI ON
"A collection of objects providing information about
accesses to docunents.”
= { wwM BG oups 7 }

END

7. Docunent Transfer Protocol Mappings

This section describes how existing protocols such as HITP [ 19, 20]
and FTP [21] can be mapped on the abstract Docunment Transfer Protocol
(DTP) used within the definitions of the WNMVM B. Every mappi hg mnust
define the identifier which is used to uniquely identify the transfer
protocol. In addition, the mappings nust define how requests and
responses are identified.

7.1. The HyperText Transfer Protocol

The Hyper Text Transfer Protocol (HTTP) [19,20] is an application-

| evel protocol used to transfer hypernmedia docunents in a distributed
net wor ked environnent. HITP is based on the request/response paradi gm
and can be mapped on the abstract DITP easily.

The HTTP protocol usually runs over TCP and uses the well-known TCP
port 80. Therefore, the default value for the wwServi ceProtoco
object is { appl TCPProtol D 80 }.

HTTP all ows for both requests and responses and an open-ended set of
nmessage types. The general nessage syntax of HTTP is therefore used
for the protocol mapping. The BNF specification of the general HTTP
nmessage syntax as defined in [20] is as follows:

generi c-nmessage = start-1line
*message- header
CRLF
[ nessage-body ]

start-1line = Request-Line | Status-Line
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Met hod SP Request-URI SP HTTP- Versi on CRLF
HTTP- Ver si on SP St at us- Code SP Reason- Phrase CRLF

where the start-line is a Request-Line is
in the abstract DTP. Every HITP-nmessage where

the start-line is a Status-Line is considered a response in the
abstract DTP. The nappi ngs of WwRequest Type and WwResponseType are

defined as fol |l ows:

o] The WwRequest Type corresponds to the nmethod token in the

Request - Li ne.

o] The WwResponseType corresponds to the Status-Code in the

St at us- Li ne.

7. 2.

The File Transfer
pr ot ocol

suite of protocols.

The File Transfer

Pr ot ocol
used to transfer files between hosts connected by the TCP/IP

Pr ot ocol
(FTP) [21] is an application-|evel

FTP is based on a request/response paradi gm and

is mapped on the abstract DTP as defined in this section. The FTP
nodel as defined in [21] is depicted bel ow
| #emee e +
|| User || --------
|| Interface| <--->| User |
R e IR EEER TS
---------- o | |
| +------ +| control connection |+----]|----+
|| Server| <------------------- >| dient |]
|| PI || Commands/Replies || Pl |
|+ -] --- 4] |+ -] -]
| I I I I
-------- | +--1---+] Dat a | +----]---- 4]
| File |<--->Server|<------------n------ >|] dient |<---> File
| Syst em || DTP || Connecti on | ] DTP || | Syst en]
-------- | +------+] [ +---------+ -

FTP uses two different connection types between a client and a server

to transfer files.

session and used to exchange FTP conmmands and associ ated replies.

data connection is
transferred.

The FTP protocol

port 21 to setup the contro

Hazew nkel , et al.

The control connection is persistent during a FTP
The

only avail abl e when bul k data has to be

usual Iy runs over TCP and uses the well-known TCP

connection. Therefore, the default val ue
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for the wwServi ceProtocol object is { appl TCPProtol D 21 }.

Every FTP command is considered a request in the abstract DTP. Every
FTP reply is considered a response in the abstract DIP. It should be
noted that a single FTP command can result in nultiple FTP replies
(e.g. prelimnary positive replies). The primary response for a FTP
request contains a status code of the form 2xy, 3xy, 4xy or 5xy. See
section 4.2 in [21] for the exact neaning of these status codes. The
mappi ngs for WwRequest Type and WwResponseType are defined as

foll ows:

o] The WwRequest Type corresponds to the FTP command t oken.

o] The WwResponseType corresponds to the three-digit code which
starts a reply. Miulti-line replies with the sanme three-digit
code are counted as a single DTP response.

8. Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
that have a MAX- ACCESS cl ause of read-wite. Such objects may be
consi dered sensitive or vulnerable in sonme network environnments. The
support for wite operations in a non-secure environnent w thout
proper protection can have a negative effect on network operations.

There are a nunber of nmnaged objects in this MB that may contain
sensitive information

o] The docunent statistics group contains traffic infornmation
i ncludi ng the nanmes of docunents that were a target of protoco
operations. This information is sensitive as it allows to obtain
access statistics for docunents.

o] The protocol statistics are | ess sensitive, because they do not
contain details about the target of individual requests and
responses. However, traffic statistics and error counters still
provi de usage informati on about WWVservices and about the
overall quality of WAMVservices. It is suggested that sites
configure MB views so that a user of this MB can only access
the portion of the statistics that belong to the WW services
managed by that user.

o] The service and the sunmary statistics groups provide
i nformati on about the existence of WNVservices and condensed
usage statistics. Sone sites may want to protect this
information as well, especially if they offer private WW
servi ces that should not be known by the outside world.
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10.

SNWPv1 by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using |PSec), there is no control as
to who on the secure network is allowed to access

(read/ change/ create/ del ete) the objects in this MB.

It is recomended that inplenenters consider the security features as
provi ded by the SNWPv3 framework. Specifically, the use of the
User-based Security Mdel RFC 2574 [12] and the View based Access
Control Mdel RFC 2575 [15] is recomended.

It is then a customer/user responsibility to ensure that the SNW
entity giving access to an instance of this MB is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed read or wite
(change/ creat e/ del ete) them

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.

Acknow edgnent s

Thi s docunent was produced by the Application MB working group. The
editors gratefully acknow edge the coments of the follow ng
i ndi vi dual s:

Mark Gambl e, Cheryl Krupczak, Randy Presuhn, Jon Saperi a,
Bob Stewart, Martin Toet, Chris Wellens, Kenneth Wite.

Hazewi nkel , et al. St andar ds Track [ Page 39]



RFC 2594 WAW Service M B May 1999

11.

12.

[1]

[ 2]

[ 3]

[ 4]

Edi tors’ Addresses

Harri e Hazew nkel

Joint Research Centre of the E. C
via Fermi - Ispra 21020 (VA
ltaly

Phone: +39 0332786322
Fax: +39 0332785641
EMai | : harrie. hazewi nkel @rc.it

Carl W Kal bfl ei sch
Verio, Inc.
1950 Stemmns Frwy

Suite 2006
Dal | as, TX 75207
USA

Phone: +1 214 290- 8653
Fax: +1 214 744-0742
EMai | : cwk@eri o. net

Juer gen Schoenwael der
TU Braunschwei g

Buel t enweg 74/ 75
38106 Braunschweig
Ger many

Phone: +49 531 391- 3683
Fax: +49 531 489-5936
EMai | : schoenw@ br. cs. tu-bs. de

Ref er ences

Wijnen,, B., Harrington, D. and R Presuhn, "An Architecture for
Descri bi ng SNVP Managenent Franmewor ks", RFC 2571, April 1999.

Rose, M and K. M oghrie, "Structure and ldentification of
Managenent I nformation for TCP/ | P-based Internets", STD, 16, RFC
1155, May 1990.

Rose, M and K. Md oghrie, "Concise MB Definitions", STD 16, RFC
1212, Performance Systens International, March 1991.

Rose, M, "A Convention for Defining Traps for use with the SNW",
RFC 1215, ©March 1991.

Hazewi nkel , et al. St andar ds Track [ Page 40]



RFC 2594 WAW Service M B May 1999

[ 5]

[ 6]

[7]

[ 8]

[9]

[10]

[11]

[12]

[13]

[ 14]

[ 15]

[16]

McCl oghrie, K, Perkins, D., Schoenwael der, J., Case, J., Rose, M
and S. Wal dbusser, "Structure of Managenent |nformation Version 2
(SMv2)", STD 58, RFC 2578, April 1999.

McCl oghrie, K, Perkins, D., Schoenwael der, J., Case, J., Rose, M
and S. \Wal dbusser, "Textual Conventions for SMv2", STD 58, RFC
2579, April 1999.

McCl oghrie, K, Perkins, D., Schoenwael der, J., Case, J., Rose, M
and S. \Wal dbusser, "Conformance Statenents for SMv2", STD 58, RFC
2580, April 1999.

Case, J., Fedor, M, Schoffstall, M and J. Davin, "Sinple Network
Managenent Protocol"”, STD 15, RFC 1157, My 1990.

Case, J., McCOoghrie, K, Rose, M and S. Wal dbusser, "Introduction
to Communi ty-based SNWPv2", RFC 1901, January 1996.

Case, J., MCoghrie, K, Rose, M and S. Wal dbusser, "Transport
Mappi ngs for Version 2 of the Sinple Network Managenent Protocol
(SNWPv2)", RFC 1906, January 1996.

Case, J., Harrington D., Presuhn R and B. Wjnen, "Mssage
Processi ng and Di spatching for the Sinple Network Managenent
Protocol (SNWP)", RFC 2572, April 1999.

Bl unmenthal, U and B. Wjnen, "User-based Security Mdel (USM for
version 3 of the Sinple Network Managenment Protocol (SNWv3)", RFC
2574, April 1999.

Case, J., McCOoghrie, K, Rose, M and S. Wil dbusser, "Protocol
Operations for Version 2 of the Sinple Network Managenent Prot ocol
(SNWPv2)", RFC 1905, January 1996.

Levi, D., Meyer, P. and B. Stewart, "SNMP Applications", RFC 2573,
April 1999.

Wjnen, B., Presuhn, R and K MO oghrie, "View based Access
Control Mdel (VACM for the Sinple Network Managenent Prot ocol
(SNVP) ", RFC 2575, April 1999.

Hovey, R and S. Bradner, "The Organi zations Involved in the | ETF
St andards Process", BCP 11, RFC 2028, October 1996.

Hazew nkel , et al. St andards Track [ Page 41]



RFC 2594 WAW Service M B May 1999

[17]

[ 18]

[19]

[ 20]

[21]

[ 22]

[ 23]

[ 24]

[ 25]

[ 26]

[27]

Bradner, S., "Key words for use in RFCs to Indicate Requirement
Level s", BCP 14, RFC 2119, March 1997

Berners-Lee, T., Fielding, R and L. Masinter, "Uniform Resource
Identifiers (URI): Generic Syntax", RFC 2396, August 1998.

Berners-Lee, T., Fielding, R and H Frystyk, "Hypertext Transfer
Protocol -- HTTP/1.0", RFC 1945, May 1996

Fielding, R, Cettys, J., Mgul, J., Frystyk, H and T. Berners-
Lee, "Hypertext Transfer Protocol -- HTTP/1.1", RFC 2068, January
1997.

Postel, J. and J. Reynolds, "File Transfer Protocol (FTP)", STD 9,
RFC 959, October 1985.

Kal bfl ei sch, C., "Applicability of Standards Track MBs to
Managenent of Wrld Wde Wb Servers", RFC 2039, Novenber 1996.

Krupczak, C. and J. Saperia, "Definitions of System Level Managed
bj ects for Applications", RFC 2287, February 1998.

Kal bfl ei sch, C., Krupczak, C., Presuhn, R and J. Saperi a,
"Application Managenment M B', RFC 2564, May 1999.

Kantor, B. and P. Lapsley, "Network News Transfer Protocol: A
Proposed Standard for the Stream Based Transm ssion of News", RFC
977, February 1986.

Cal l aghan, B., "WebNFS Cient Specification", RFC 2054, Cctober
1996

Cal I aghan, B., "WDbNFS Server Specification", RFC 2055, Cctober
1996.

Hazew nkel , et al. St andards Track [ Page 42]



RFC 2594 WAW Service M B May 1999

13.

Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al R ghts Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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