Net wor k Wor ki ng Group G Montenegro, Editor
Request for Comments: 2344 Sun M crosystens, |nc.
Cat egory: Standards Track May 1998

Reverse Tunneling for Mbile IP
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Copyright Notice
Copyright (C) The Internet Society (1998). Al Rights Reserved.
Abstract

Mobile I P uses tunneling fromthe home agent to the nobile node' s
care-of address, but rarely in the reverse direction. Usually, a
nmobi | e node sends its packets through a router on the foreign
network, and assumes that routing is independent of source address.
When this assunption is not true, it is convenient to establish a
topologically correct reverse tunnel fromthe care-of address to the
hone agent.

Thi s docunent proposes backwards-conpati bl e extensions to Mbile IP
in order to support topologically correct reverse tunnels. This
docunent does not attenpt to solve the problens posed by firewalls

| ocat ed between the home agent and the nobil e node’s care-of address.
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1. Introduction

Section 1.3 of the Mbile IP specification [1] lists the follow ng
assunpti on:

It is assunmed that | P unicast datagrans are routed based on the
destination address in the datagram header (i.e., not by source
address) .

Because of security concerns (for exanple, IP spoofing attacks), and
in accordance with RFC 2267 [8] and CERT [3] advisories to this
effect, routers that break this assunption are increasingly nore
conmon.

In the presence of such routers, the source and destination IP
address in a packet nust be topologically correct. The forward tunnel
conplies with this, as its endpoints (honme agent address and care- of
address) are properly assigned addresses for their respective

| ocations. On the other hand, the source |IP address of a packet
transnitted by the nobile node does not correspond to the network
prefix fromwhere it emanates.

Thi s docunent di scusses topologically correct reverse tunnels.
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Mobil e | P does dictate the use of reverse tunnels in the context of
mul ti cast datagramrouting and nobile routers. However, the source IP
address is set to the nobile node’'s hone address, so these tunnels
are not topologically correct.

Notice that there are several uses for reverse tunnels regardl ess of
t heir topol ogical correctness:

- Mobile routers: reverse tunnels obviate the need for recursive
tunneling [1].

- Milticast: reverse tunnels enable a nobile node away from hone
to (1) join multicast groups in its home network, and (2)
transmt nulticast packets such that they enanate fromits home
network [1].

- The TTL of packets sent by the nobile node (for exanple, when
sendi ng packets to other hosts in its home network) may be so
low that they m ght expire before reaching their destination. A
reverse tunnel solves the problemas it represents a TTL
decrenent of one [5].

1.1. Term nol ogy

The di scussion bel ow uses terns defined in the Mbile IP
specification. Additionally, it uses the follow ng ternmns:

Forward Tunnel

A tunnel that shuttles packets towards the nobile node. It
starts at the hone agent, and ends at the nobile node’ s care- of
addr ess.

Rever se Tunnel

A tunnel that starts at the nobile node’'s care-of address and
term nates at the home agent.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [9].
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1.2. Assunptions

Mobility is constrained to a common | P address space (that is, the
routing fabric between, say, the nobile node and the hone agent is
not partitioned into a "private" and a "public" network).

Thi s docunent does not attenpt to solve the firewall traversa
problem Rather, it assunmes one of the followng is true:

- There are no intervening firewalls along the path of the
tunnel ed packets.

- Any intervening firewalls share the security association
necessary to process any authentication [6] or encryption [7]
headers whi ch may have been added to the tunnel ed packets.

The reverse tunnel s considered here are symmetric, that is, they use
the sanme configuration (encapsul ation nethod, |IP address endpoints)
as the forward tunnel. IP in IP encapsulation [2] is assumed unl ess
stated ot herw se.

Route optim zation [4] introduces forward tunnels initiated at a
correspondent host. Since a nobile node may not know if the
correspondent host can decapsul ate packets, reverse tunnels in that
context are not discussed here.

1.3. Justification

Why not let the nobile node itself initiate the tunnel to the hone
agent? This is indeed what it should do if it is already operating
with a topologically correct co-located care-of address.

However, one of the primary objectives of the Mbile IP specification
is not to require this node of operation

The nechanisns outlined in this docunent are primarily intended for
use by nobile nodes that rely on the foreign agent for forward tunnel
support. It is desirable to continue supporting these nobile nodes,
even in the presence of filtering routers.

2. Overview

A mobile node arrives at a foreign network, listens for agent
advertisenents and selects a foreign agent that supports reverse
tunnels. It requests this service when it registers through the

sel ected foreign agent. At this tinme, and dependi ng on how the
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3.

1.

nmobi | e node wi shes to deliver packets to the foreign agent, it also
requests either the Direct or the Encapsul ating Delivery Style
(section 5).

In the Direct Delivery Style, the nobile node designates the foreign
agent as its default router and proceeds to send packets directly to
the foreign agent, that is, w thout encapsul ation. The foreign agent
intercepts them and tunnels themto the hone agent.

In the Encapsulating Delivery Style, the nobile node encapsul ates al
its outgoing packets to the foreign agent. The foreign agent

decapsul ates and re-tunnels themto the hone agent, using the foreign
agent’s care-of address as the entry-point of this new tunnel.

New Packet Formats
Mobil ity Agent Advertisenment EXxtension
0 1 2 3

01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Type | Length | Sequence Nunmber |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Lifetine |RIBIHFMQ3V|T| reserved |

i T i i e S I ih s o S S ™
| zero or nore Care-of Addresses |

The only change to the Mbility Agent Advertisenent Extension [1] is
the additional 'T bit:

T Agent offers reverse tunneling service.

A foreign agent that sets the 'T bit MJST support the two delivery
styles currently supported: Direct and Encapsul ating Delivery Style
(section 5).

Using this information, a nobile node is able to choose a foreign
agent that supports reverse tunnels. Notice that if a nobile node
does not understand this bit, it sinply ignores it as per [1].

3.2. Registration Request

Reverse tunneling support is added directly into the Registration
Request by using one of the "rsvd" bits. |[If a foreign or hone agent
that does not support reverse tunnels receives a request with the 'T
bit set, the Registration Request fails. This results in a
registration denial (failure codes are specified in section 3.4).
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Most home agents woul d not object to providing reverse tunnel
support, because they "SHOULD be able to decapsul ate and further
del i ver packets addressed to thenselves, sent by a nobile node" [1].

In the case of topologically correct reverse tunnels, the packets are

not sent by the nobile node as distinguished by its home address.
Rat her, the outernopst (encapsulating) |IP source address on such
datagrans is the care-of address of the nobile node. Neverthel ess,
honme agents probably already support the required decapsul ati on and
further forwarding.

In Registration Requests sent by a nobile node, the Tinme to Live
field in the I P header MJST be set to 255. This limts a denial of
service attack in which malicious hosts send fal se Registration
Requests (see Section 6).

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Type |SIBIDM GV T|-| Lifetine |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Hone Address

T i i S I T i i S S Y S S

| Hone Agent

T i i S I T i i S S Y S S

| Car e- of Address

T i i S I T i i S S Y S S
I dentification

L
T+ — +—

+
1

T i i S I T i i S S Y S S
| Extensions ...
S T S e e

The only change to the Registrati on Request packet is the additiona
T bit:

T If the "T bit is set, the nobile node asks its hone
agent to accept a reverse tunnel fromthe care-of
address. Mbile nodes using a foreign agent care-of
address ask the foreign agent to reverse-tunnel its
packet s.

3.3. Encapsulating Delivery Style Extension

The Encapsul ating Delivery Style Extension MAY be included by the
nobi |l e node in registration requests to further specify reverse

tunneling behavior. It is expected to be used only by the foreign
agent. Accordingly, the foreign agent MJUST consune this extension
(that is, it must not relay it to the hone agent or include it in
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replies to the nmobile node). As per Section 3.6.1.3 of [1], the
nobi | e node MJST include the Encapsul ating Delivery Style Extension
after the Mbil e-Hone Authentication Extension, and before the

Mobi | e- Forei gn Aut hentication Extension, if present.

The Encapsul ating Delivery Style Extension MJUST NOT be included if
the "T bit is not set in the Registration Request.

If this extension is absent, Direct Delivery is assuned.

Encapsul ation is done according to what was negotiated for the
forward tunnel (that is, IPin IP is assuned unless specified
otherwi se). For nore details on the delivery styles, please refer to
section 5.

0 1
0123456789012345
T i S S S S

| Type | Lengt h |
T T s S S S S

Type
130
Lengt h
0
3.4. New Registration Reply Codes

Forei gn and home agent registration replies MJST convey if the
reverse tunnel request failed. These new reply codes are defined:

Servi ce denied by the foreign agent:
74 requested reverse tunnel unavail abl e
75 reverse tunnel is mandatory and 'T bit not set
76 nmobil e node too distant
and
Servi ce denied by the hone agent:
137 requested reverse tunnel unavail abl e

138 reverse tunnel is mandatory and 'T' bit not set
139 requested encapsul ati on unavail abl e
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In response to a Registration Request with the T bit set, nobile
nodes nay receive (and MJST accept) code 70 (poorly formed request)
fromforeign agents and code 134 (poorly formed request) from hone
agents. However, foreign and hone agents that support reverse
tunnel ing MJST use codes 74 and 137, respectively.

Absence of the T bit in a Registration Request MAY elicit denials
with codes 75 and 138 at the foreign agent and the hone agent,
respectively.

Forward and reverse tunnels are synmetric, that is, both are able to
use the sane tunneling options negotiated at registration. This
inplies that the honme agent MJUST deny registrations if an unsupported
formof tunneling is requested (code 139). Notice that Mbile IP [1]
al ready defines the anal ogous failure code 72 for use by the foreign
agent .

4. Changes in Protocol Behavior

Unl ess ot herwi se specified, behavior specified by Mobile IP [1] is
assuned. In particular, if any two entities share a nobility security
associ ati on, they MJST use the appropriate Authentication Extension
(Mobi | e- Forei gn, Forei gn-Hone or Mbbil e- Hone Aut hentication

Ext ensi on) when exchangi ng registration protocol datagrans. The
Mobi | e- Hone Aut henti cati on Extensi on MJST al ways be present.

Reverse tunneling inposes additional protocol processing requirenents
on nobile entities. Differences in protocol behavior with respect to
Mobile IP [1] are specified in the subsequent sections.

4.1. Mobil e Node Considerations

This section describes how the nmobil e node handl es registrations that
request a reverse tunnel

4.1.1. Sending Registration Requests to the Foreign Agent

In addition to the considerations in [1], a nobile node sets the 'T
bit in its Registration Request to petition a reverse tunnel

The nobil e node MUST set the TTL field of the I P header to 255. This
is meant to limt the reverse tunnel hijacking attack (Section 6).

The nobil e node MAY optionally include an Encapsul ating Delivery
Styl e Extension
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4.1.2. Receiving Registration Replies fromthe Foreign Agent
Possi bl e valid responses are:

- Aregistration denial issued by either the honme agent or the
foreign agent:

a. The nobile node follows the error checking guidelines in
[1], and depending on the reply code, MAY try nodifying the
regi stration request (for exanple, by elinminating the
request for alternate fornms of encapsulation), and issuing a
new regi stration

b. Depending on the reply code, the nobile node MAY try
zeroing the 'T bit, elimnating the Encapsul ating Delivery
Style Extension (if one was present), and issuing a new
registration. Notice that after doing so the registration
may succeed, but due to the lack of a reverse tunnel data
transfer nay not be possible.

- The hone agent returns a Registration Reply indicating that the
service will be provided.

In this last case, the nobile node has succeeded in establishing a
reverse tunnel between its care-of address and its home agent. |If
the nmobile node is operating with a co-located care-of address, it
MAY encapsul at e outgoi ng data such that the destination address of
the outer header is the honme agent. This ability to selectively
reverse-tunnel packets is discussed further in section 5.4.

If the care-of address belongs to a separate foreign agent, the
nmobi | e node MUST enpl oy what ever delivery style was requested (Direct
or Encapsul ating) and proceed as specified in section 5.

A successful registration reply is an assurance that both the foreign
agent and the hone agent support whatever alternate forns of
encapsul ation (other than IP in IP) were requested. Accordingly, the
nobi | e node MAY use themat its discretion

4.2. Foreign Agent Considerations

This section describes how the foreign agent handl es registrations
that request a reverse tunnel.
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4.2.1. Receiving Registration Requests fromthe Mbile Node

A foreign agent that receives a Registration Request with the 'T bit
set processes the packet as specified in the Mbile |IP specification
[1], and determi nes whether it can acconpdate the forward tunne
request. If it cannot, it returns an appropriate code. In particular
if the foreign agent is unable to support the requested form of
encapsul ation it MJST return code 72.

The foreign agent MAY reject Registration Requests without the 'T
bit set by denying themwith code 75 (reverse tunnel is mandatory and
"T" bit not set).

The foreign agent MJST verify that the TTL field of the IP header is
set to 255. Otherwise, it MJST reject the registration with code 76
(rmobil e node too distant). The foreign agent MJUST limt the rate at
which it sends these registration replies to a nmaxi num of one per
second.

As a | ast check, the foreign agent verifies that it can support a
reverse tunnel with the same configuration. If it cannot, it MJST
return a Registration Reply denying the request with code 74
(requested reverse tunnel unavail abl e).

4.2.2. Relaying Registration Requests to the Honme Agent

O herwi se, the foreign agent MIST relay the Registrati on Request to
t he hone agent.

Upon receipt of a Registration Reply that satisfies validity checks,
the foreign agent MJST update its visitor list, including indication
that this nobile node has been granted a reverse tunnel and the
delivery style expected (section 5).

While this visitor list entry is in effect, the foreign agent MJST
process incomng traffic according to the delivery style, encapsul ate
it and tunnel it fromthe care-of address to the home agent’s
addr ess.

4.3. Hone Agent Considerations

This section describes how the honme agent handl es registrations that
request a reverse tunnel
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4.3.1. Receiving Registration Requests fromthe Forei gn Agent

A horme agent that receives a Registration Request with the 'T bit

set processes the packet as specified in the Mbile |IP specification
[1] and deterni nes whether it can acconpdate the forward tunnel
request. If it cannot, it returns an appropriate code. In

particular, if the honme agent is unable to support the requested form
of encapsulation it MJUST return code 139 (requested encapsul ati on
unavai |l abl e) .

The honme agent MAY reject registration requests without the 'T Dbit
set by denying themw th code 138 (reverse tunnel is mandatory and
T bit not set).

As a | ast check, the hone agent determ nes whether it can support a
reverse tunnel with the same configuration as the forward tunnel. If
it cannot, it MJUST send back a registration denial with code 137
(requested reverse tunnel unavail abl e).

Upon receipt of a Registration Reply that satisfies validity checks,
the honme agent MUST update its mobility bindings list to indicate
that this nobile node has been granted a reverse tunnel and the type
of encapsul ati on expect ed.

4.3.2. Sending Registration Replies to the Foreign Agent

In response to a valid Registration Request, a hone agent MJST issue
a Registration Reply to the nobil e node.

After a successful registration, the hone agent may receive
encapsul at ed packets addressed to itself. Decapsul ati ng such packets
and blindly injecting theminto the network is a potential security
weakness (section 6.1). Accordingly, the hone agent MJST i npl enent,
and, by default, SHOULD enable the follow ng check for encapsul ated
packets addressed to itself:

The home agent searches for a nmobility bindi ng whose care- of
address is the source of the outer header, and whose npbil e node
address is the source of the inner header

If no such binding is found, or if the packet uses an encapsul ation
mechani smthat was not negotiated at registration the home agent MJST
silently discard the packet and SHOULD | og the event as a security
excepti on.

Honme agents that termnate tunnels unrelated to Mbile IP (for

exanmpl e, multicast tunnels) MAY turn off the above check, but this
practice is discouraged for the aforenenti oned reasons.
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While the registration is in effect, a hone agent MJST process each
valid reverse tunnel ed packet (as deternined by checks like the
above) by decapsulating it, recovering the original packet, and then
forwarding it on behalf of its sender (the nobile node) to the
destinati on address (the correspondent host).

5. Mobile Node to Foreign Agent Delivery Styles

This section specifies how the nobile node sends its data traffic via
the foreign agent. In all cases, the nobile node | earns the foreign
agent’s |link-layer address fromthe |ink-layer header in the agent
advertisenent.

5.1. Direct Delivery Style

This delivery nmechanismis very sinple to inplenent at the nobile
node, and uses small (non-encapsul ated) packets on the |Iink between

t he nobil e node and the foreign agent (potentially a very slow link).
However, it only supports reverse-tunneling of unicast packets, and
does not allow selective reverse tunneling (section 5.4).

5.1.1. Packet Processing
The nobil e node MJST designate the foreign agent as its default
router. Not doing so will not guarantee encapsul ation of all the
nmobi l e node’ s outgoing traffic, and defeats the purpose of the
reverse tunnel. The foreign agent MJST
- detect packets sent by the nobile node, and

- modify its forwarding function to encapsul ate them before
f orwar di ng.

5.1.2. Packet Header Format and Fi el ds
This section shows the format of the packet headers used by the
Direct Delivery style. The formats shown assume I[P in IP
encapsul ation [2].
Packet format received by the foreign agent (Direct Delivery Style):
| P fields:
Sour ce Address = nobil e node’s hone address Destination Address
= correspondent host’s address
Upper Layer Protocol

Packet format forwarded by the foreign agent (Direct Delivery Style):
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I P fields (encapsul ati ng header):
Source Address = foreign agent’s care-of address
Destinati on Address = home agent’s address
Protocol field: 4 (IPin IP)
|P fields (original header):
Sour ce Address = nobil e node’s hone address
Destinati on Address = correspondent host’s address
Upper Layer Protocol

These fields of the encapsul ati ng header MJUST be chosen as foll ows:
| P Source Address

Copied fromthe Care-of Address field within the Registration
Request .

| P Destinati on Address

Copied fromthe Home Agent field within the Registration
Request .

| P Protocol Field

Default is 4 (IPin IP [2]), but other methods of encapsul ation
MAY be used as negotiated at registration tine.

5.2. Encapsulating Delivery Style

Thi s nechani smrequires that the nobile node inplenent encapsul ati on,
and explicitly directs packets at the foreign agent by designating it
as the destination address in a new outernost header. Mobile nodes
that wish to send either broadcast or mnulticast packets MJST use the
Encapsul ati ng Delivery Style.

5.2.1 Packet Processing

The foreign agent does not nodify its forwarding function. Rather
it receives an encapsul ated packet and after verifying that it was
sent by the nobile node, it:

- decapsul ates to recover the inner packet,

- re-encapsul ates, and sends it to the home agent.
If a foreign agent receives an un-encapsul ated packet froma nobile
node which had explicitly requested the Encapsul ated Delivery Style,

then the foreign agent MUST NOT reverse tunnel such a packet and
rather MJUST forward it using standard, |P routing mechani sns.
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5.2.2. Packet Header Format and Fi el ds

This section shows the format of the packet headers used by the
Encapsul ating Delivery style. The formats shown assunme IPin IP
encapsul ation [2].

Packet format received by the foreign agent (Encapsul ating Delivery
Style):

I P fields (encapsul ati ng header):
Source Address = nobile node’ s honme address
Destination Address = foreign agent’s address
Protocol field: 4 (IPin IP)
|P fields (original header):
Source Address = nobile node’s hone address
Destinati on Address = correspondent host’s address
Upper Layer Protocol

The fields of the encapsul ating | P header MJST be chosen as foll ows:
| P Source Address
The nobil e node’s hone address.
| P Destination Address

The address of the agent as |learned fromthe |IP source address
of the agent’s nost recent registration reply.

| P Protocol Field

Default is 4 (IPin IP [2]), but other methods of encapsul ation
MAY be used as negotiated at registration tine.

Packet format forwarded by the foreign agent (Encapsul ating Delivery
Style):

I P fields (encapsul ati ng header):
Source Address = foreign agent’s care-of address
Destinati on Address = home agent’s address
Protocol field: 4 (IPin IP)
|P fields (original header):
Sour ce Address = nobil e node’s hone address
Destinati on Address = correspondent host’s address
Upper Layer Protocol

These fields of the encapsulating |P header MJST be chosen as
fol | ows:

Mont enegr o St andards Track [ Page 14]



RFC 2344 Reverse Tunneling for Mbile IP May 1998

| P Source Address

Copied fromthe Care-of Address field within the Registration
Request .

| P Destinati on Address

Copi ed fromthe Home Agent field within the Registration
Request .

| P Protocol Field

Default is 4 (IPin IP [2]), but other methods of encapsul ation
MAY be used as negotiated at registration tine.

5.3. Support for Broadcast and Milticast Datagrans

If a nobile node is operating with a co-located care-of address,
broadcast and nulticast datagrans are handl ed according to Sections
4.3 and 4.4 of the Mbile IP specification [1]. Mobile nodes using a
foreign agent care-of address MAY have their broadcast and nul ticast
dat agrans reverse-tunnel ed by the foreign agent. However, any nobile
nodes doi ng so MJST use the encapsul ati ng delivery style.

This delivers the datagramonly to the foreign agent. The latter
decapsul ates it and then processes it as any other packet fromthe
nobi | e node, namely, by reverse tunneling it to the hone agent.

5.4. Sel ective Reverse Tunneling

Packets destined to |ocal resources (for exanple, a nearby printer)
m ght be unaffected by ingress filtering. A nobile node with a co-

| ocated care-of address MAY optim ze delivery of these packets by not
reverse tunneling them On the other hand, a nobile node using a
foreign agent care-of address MAY use this selective reverse
tunneling capability by requesting the Encapsul ating Delivery Style,
and follow ng these guidelines:

Packets NOT neant to be reversed tunnel ed:
Sent using the Direct Delivery style. The foreign agent MJST

process these packets as regular traffic: they MAY be
forwarded but MJST NOT be reverse tunneled to the home agent.
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Packets nmeant to be reverse tunnel ed:

Sent using the Encapsul ating Delivery style. The foreign agent
MUST process these packets as specified in section 5.2: they
MUST be reverse tunneled to the hone agent.

6. Security Considerations

The extensions outlined in this docunment are subject to the security
consi derations outlined in the Mobile I P specification [1].
Essentially, creation of both forward and reverse tunnels involves an
aut hentication procedure, which reduces the risk for attack

6.1. Reverse-tunnel Hijacking and Deni al -of - Servi ce Attacks

Once the tunnel is set up, a nalicious node could hijack it to inject
packets into the network. Reverse tunnels m ght exacerbate this
probl em because upon reaching the tunnel exit point packets are
forwar ded beyond the |ocal network. This concern is also present in
the Mobile I P specification, as it already dictates the use of
reverse tunnels for certain applications.

Unaut henti cat ed exchanges involving the foreign agent allow a
mal i ci ous node to pose as a valid nobile node and re-direct an

exi sting reverse tunnel to another hone agent, perhaps another
mal i ci ous node. The best way to protect against these attacks is by
enpl oyi ng the Mobil e-Forei gn and Forei gn-Horme Aut henti cation
Extensions defined in [1].

If the necessary nobility security associations are not avail abl e,
this docunent introduces a nechanismto reduce the range and
effectiveness of the attacks. The nobile node MIUST set to 255 the TTL
value in the I P headers of Registration Requests sent to the foreign
agent. This prevents nalicious nodes nore than one hop away from
posing as valid nobile nodes. Additional codes for use in

regi stration denials make those attacks that do occur easier to
track.

Wth the goal of further reducing the attacks the Mbile | P Wrking
G oup consi dered other nmechani sns invol ving the use of

unaut henti cated state. However, these introduce the possibilities of
deni al - of -service attacks. The consensus was that this was too nuch
of a trade-off for nechanisnms that guarantee no nore than weak (non-
cryptographic) protection against attacks.
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6.2. Ingress Filtering

There has been sone concern regarding the |Iong-term effectiveness of
reverse-tunneling in the presence of ingress filtering. The
conjecture is that network admnistrators will target reverse-
tunnel ed packets (IP in I P encapsul ated packets) for filtering. The
ingress filtering recomendation spells out why this is not the case

[8]:

Tracking the source of an attack is sinplified when the source is
nore likely to be "valid."
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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