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Abstract

Thi s docunent defines changes to the Domain Name Systemto support
renunber abl e and aggregatabl e | Pv6 addressing. The changes include a
new resource record type to store an | Pv6 address in a nmanner which
expedi tes network renunbering and updated definitions of existing
query types that return Internet addresses as part of additional

secti on processing.

For | ookups keyed on | Pv6 addresses (often called reverse | ookups),
this docunent defines a new zone structure which allows a zone to be
used wi thout nodification for parallel copies of an address space (as
for a multihoned provider or site) and across network renunbering
events.
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1. Introduction

Mai nt enance of address information in the DNS is one of severa

obst acl es which have prevented site and provider renunbering from
being feasible in IP version 4. Argunents about the inportance of
network renunbering for the preservation of a stable routing system
and for other purposes may be read in [ RENUML, RENUM2, RENUM3]. To
support the storage of |Pv6 addresses w thout inpeding renunbering we
define the foll owi ng extensions.
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0 A new resource record type, "A6", is defined to map a donmi n name
to an I Pv6 address, with a provision for indirection for |eading
"prefix" bits.

0 Existing queries that perform additional section processing to
| ocate | Pv4 addresses are redefined to do that processing for both
| Pv4 and | Pv6 addresses.

0 A new domain, |P6.ARPA is defined to support |ookups based on
| Pv6 address.

0 A new prefix-delegation nethod is defined, relying on new DNS
features [BI TLBL, DNAME] .

The changes are designed to be conpatible with existing application
programming interfaces. The existing support for |Pv4 addresses is
retained. Transition issues related to the coexistence of both |Pv4d
and |1 Pv6 addresses in DNS are discussed in [ TRANS].

This nenp proposes a replacenent for the specification in RFC 1886

[ AAAA] and a departure fromcurrent inplenmentation practices. The
changes are designed to facilitate network renunbering and

mul ti hom ng. Domai ns enpl oying the A6 record for | Pv6 addresses can
insert automatically-generated AAAA records in zone files to ease
transition. It is expected that after a reasonable period, RFC 1886
will becone Historic.

The next three major sections of this docunment are an overvi ew of the
facilities defined or enployed by this specification, the
specification itself, and exanples of use.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [KAMORD]. The key word
"SUGGESTED' signifies a strength between MAY and SHOULD: it is
believed that conpliance with the suggestion has tangi ble benefits in
nost i nstances.

2. Overview
Thi s section provides an overview of the DNS facilities for storage

of 1 Pv6 addresses and for | ookups based on |IPv6 address, including
t hose defined here and el sewhere.
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2.1. Nane-to-Address Lookup

| Pv6 addresses are stored in one or nore A6 resource records. A
single A6 record may include a conplete | Pv6 address, or a contiguous
portion of an address and information | eading to one or nore
prefixes. Prefix information conprises a prefix Iength and a DNS
name which is in turn the owner of one or nore A6 records defining
the prefix or prefixes which are needed to formone or nore conplete
| Pv6 addresses. Wien the prefix length is zero, no DNS nane is
present and all the leading bits of the address are significant.
There may be nmultiple levels of indirection and the existence of
multiple A6 records at any level multiplies the nunber of |Pv6
addresses which are forned.

An application | ooking up an | Pv6 address will generally cause the
DNS resol ver to access several A6 records, and nultiple |IPv6
addresses may be returned even if the queried nane was the owner of
only one A6 record. The authenticity of the returned address(es)
cannot be directly verified by DNS Security [DNSSEC]. The A6 records
whi ch contributed to the address(es) may of course be verified if

si ghed.

| npl emrenters are rem nded of the necessity to limt the anmount of
work a resolver will performin response to a client request. This
principle MIJST be extended to also Ilimt the generation of DNS
requests in response to one name-to-address (or address-to-nane)

| ookup request.

2.2. Underlying Mechanisns for Reverse Lookups

This section describes the new DNS features which this docunent
exploits. This section is an overview, not a specification of those
features. The reader is directed to the referenced docunents for
nore details on each

2.2.1. Delegation on Arbitrary Boundari es

This new schene for reverse | ookups relies on a new type of DNS | abel
called the "bit-string | abel” [BITLBL]. This |abel conpactly
represents an arbitrary string of bits which is treated as a

hi erarchi cal sequence of one-bit domain | abels. Resource records can
thereby be stored at arbitrary bit-boundari es.

Exanples in section 5 will enploy the foll owi ng textual
representation for bit-string | abels, which is a subset of the syntax
defined in [BITLBL]. A base indicator "x" for hexadecimal and a
sequence of hexadecimal digits is enclosed between "\[" and "]". The
bits denoted by the digits represent a sequence of one-bit donain
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2.

3.

3.

| abel s ordered fromnost to least significant. (This is the opposite
of the order they would appear if listed one bit at a tine, but it
appears to be a convenient notation.) The digit string may be
followed by a slash ("/") and a decimal count. If onitted, the
inmplicit count is equal to four tines the nunber of hexadeci nal
digits.

Consecutive bit-string | abels are equivalent (up to the limt inposed
by the size of the bit count field) to a single bit-string |abel
containing all the bits of the consecutive labels in the proper

order. As an example, either of the follow ng domain nanes coul d be
used in a QCLASS=IN, QI'YPE=PTR query to find the name of the node
with | Pv6 address 3ffe: 7c0: 40: 9: a00: 20f f: f e81: 2b32.

\ [ x3FFE0O7C0004000090A0020FFFE812B32/ 128] . | P6. ARPA.

\ [ XOAOO20FFFE812B32/ 64] . \ [ x0009/ 16] . \ [ x3FFE07C00040/ 48] . | P6. ARPA.
2.2. Reusable Zones

DNS address space del egation is inplenmented not by zone cuts and NS
records, but by a new anal ogue to the CNAME record, called the DNAME
resource record [DNAVE]. The DNAME record provides alternate nam ng
to an entire subtree of the donmain nane space, rather than to a
single node. It causes some suffix of a queried nane to be
substituted with a name fromthe DNAME record’ s RDATA

For exanmple, a resolver or server providing recursion, while |ooking
up a QONAME a. b.c.d.e.f nay encounter a DNAME record

d.e.f. DNAME W. XY.
which will cause it to look for a.b.c.w xy.
Speci fications
1. The A6 Record Type

The A6 record type is specific to the IN (Internet) class and has
type nunber 38 (decinal).
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3.1.1. For mat

The RDATA portion of the A6 record contains two or three fields.

| Prefix len.| Address suffix | Prefix nane |
| (1 octet) | (0..16 octets) | (0..255 octets) |

o A prefix length, encoded as an eight-bit unsigned integer with
val ue between 0 and 128 i ncl usi ve.

0 An IPv6 address suffix, encoded in network order (high-order octet
first). There MJST be exactly enough octets in this field to
contain a nunber of bits equal to 128 minus prefix length, with O
to 7 leading pad bits to make this field an integral nunber of
octets. Pad bits, if present, MJIST be set to zero when |oading a
zone file and ignored (other than for SI G [ DNSSEC] verification)
on reception

o The nane of the prefix, encoded as a domain name. By the rules of
[DNSI S], this name MJUST NOT be conpressed.

The domai n nane conponent SHALL NOT be present if the prefix length
is zero. The address suffix conponent SHALL NOT be present if the
prefix length is 128.

It is SUGGESTED that an A6 record intended for use as a prefix for
other A6 records have all the insignificant trailing bits inits
address suffix field set to zero.

3.1.2. Processing

A query with QTYPE=A6 causes type A6 and type NS additional section
processing for the prefix names, if any, in the RDATA field of the A6
records in the answer section. This processing SHOULD be recursively
applied to the prefix names of A6 records included as additional

data. Wien space in the reply packet is a limt, inclusion of

addi tional A6 records takes priority over NS records.

It is an error for an A6 record with prefix length L1 > 0 to refer to
a domai n name which owns an A6 record with a prefix length L2 > L1

If such a situation is encountered by a resolver, the A6 record with
the offending (larger) prefix | ength MJST be ignored. Robustness
precludes signaling an error if addresses can still be formed from
valid A6 records, but it is SUGGESTED that zone nmintainers fromtinmne
to tinme check all the A6 records their zones reference.

Crawford, et al. St andar ds Track [ Page 6]



RFC 2874 | Pv6 DNS Jul'y 2000

3.1.3. Textual Representation

The textual representation of the RDATA portion of the A6 resource
record in a zone file conprises two or three fields separated by
whi t espace.

o A prefix length, represented as a decinmal nunber between 0 and 128
i ncl usi ve,

0 the textual representation of an | Pv6 address as defined in
[ AARCH (al though sone | eading and/or trailing bits may not be
significant),

o a domain name, if the prefix length is not zero.

The dormai n nane MUST be absent if the prefix length is zero. The

| Pv6 address MAY be be absent if the prefix length is 128. A nunber
of | eading address bits equal to the prefix I ength SHOULD be zero,
either inplicitly (through the :: notation) or explicitly, as
specified in section 3.1.1.

3.1.4. Nane Resol ution Procedure

To obtain the | Pv6 address or addresses which belong to a given naneg,
a DNS client MJST obtain one or nore conplete chains of A6 records,
each chain beginning with a record owned by the given nane and
including a record owned by the prefix name in that record, and so on
recursively, ending with an A6 record with a prefix length of zero.
One I Pv6 address is formed fromone such chain by taking the val ue of
each bit position fromthe earliest A6 record in the chain which
validly covers that position, as indicated by the prefix length. The
set of all |IPv6 addresses for the given nanme conprises the addresses
formed fromall conplete chains of A6 records begi nning at that nane,
di scardi ng records which have invalid prefix |lengths as defined in
section 3.1.2.

If some A6 queries fail and others succeed, a client mght obtain a
non-enpty but inconplete set of I Pv6 addresses for a host. |n nany
situations this nay be acceptable. The conpleteness of a set of A6
records nay always be deternined by inspection.

3.2. Zone Structure for Reverse Lookups

Very little of the new schene’s data actually appears under | P6. ARPA,
only the first level of delegation needs to be under that domain.
More | evels of del egation could be placed under |P6. ARPA if sone
top-1evel del egations were done via NS records instead of DNAME
records, but this would incur sonme cost in renunbering ease at the
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| evel of TLAs [AGGR]. Therefore, it is declared here that all
addr ess space del egati ons SHOULD be done by the DNAME nechani sm
rat her than NS

In addition, since uniformty in deploynent will sinplify naintenance
of address delegations, it is SUGGESTED that address and prefix

i nformati on be stored inmedi ately bel ow a DNS | abel "I1P6". Stated
anot her way, conformance with this suggestion would nean that "I P6"
is the first label in the RDATA field of DNAME records which support

| Pv6 reverse | ookups.

Wien any "reserved" or "nust be zero" bits are adjacent to a

del egati on boundary, the higher-level entity MJIST retain those bits
inits own control and delegate only the bits over which the | ower-
| evel entity has authority.

To find the name of a node given its |IPv6 address, a DNS client MJST
performa query with QCLASS=IN, QI'YPE=PTR on the nane forned fromthe
128 bit address as one or nore bit-string labels [BITLBL], followed
by the two standard | abels "IP6. ARPA". If recursive service was not
obtai ned froma server and the desired PTR record was not returned,

t he resol ver MUST handl e returned DNAME records as specified in

[ DNAME], and NS records as specified in [DNSCF], and iterate.

4. Modifications to Existing Query Types

Al'l existing query types that performtype A additional section
processing, i.e. the nane server (NS), mail exchange (MX), and
mai | box (MB) query types, and the experinental AFS data base (AFSDB)
and route through (RT) types, nust be redefined to performtype A A6
and AAAA additional section processing, with type A having the

hi ghest priority for inclusion and type AAAA the lowest. This
redefinition means that a name server nmay add any rel evant | Pv4 and
| Pv6 address information available locally to the additional section
of a response when processing any one of the above queries. The
recursive inclusion of A6 records referenced by A6 records already
included in the additional section is OPTI ONAL.

5. Usage Illustrations

This section provides exanples of use of the nechanisns defined in
the previous section. Al addresses and donai ns nentioned here are
intended to be fictitious and for illustrative purposes only.
Exanpl e del egations will be on 4-bit boundaries solely for
readability; this specification is indifferent to bit alignnent.

Use of the |IPv6 aggregatabl e address format [AGGR] is assunmed in the
exanpl es.
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5.1. A6 Record Chains

Let’'s take the exanple of a site Xthat is nulti-honed to two
"intermedi ate" providers A and B. The provider Ais itself nulti-
honmed to two "transit" providers, Cand D. The provider B gets its
transit service froma single provider, E. For sinplicity suppose
that C, D and E all belong to the sane top-level aggregate (TLA) wth
identifier (including format prefix) 2345, and the TLA authority at
ALPHA- TLA. ORG assigns to C, D and E respectively the next |evel
aggregate (NLA) prefixes 2345:00C0::/28, 2345:00D0::/28 and

2345: 000E: : / 32.

C assigns the NLA prefix 2345:00C1: CA0O::/40 to A, D assigns the
prefix 2345:00D2: DAOO: : /40 to A and E assigns 2345: 000E: EB0O: : /40 to
B

A assigns to X the subscriber identification '11° and B assigns the
subscriber identification '22°. As a result, the site X inherits
t hree address prefixes:

0 2345:00Cl: CA11::/48 fromA, for routes through C
0 2345:00D2: DA11::/48 fromA, for routes through D
0 2345:000E: EB22::/48 fromB, for routes through E

Let us suppose that Nis a node in the site X, that it is assigned to
subnet nunber 1 in this site, and that it uses the interface
identifier '1234:5678: 9ABC. DEFO’. In our configuration, this node
will have three addresses:

0 2345: 00C1: CA11: 0001: 1234: 5678: 9ABC: DEFO
0 2345:00D2: DA11: 0001: 1234: 5678: 9ABC: DEFO
0 2345: 000E: EB22: 0001: 1234: 5678: 9ABC: DEFO

5.1.1. Authoritative Data

We will assune that the site X is represented in the DNS by the
domai n name X. EXAMPLE, while A, B, C, D and E are represented by

A. NET, B.NET, C.NET, D.NET and E.NET. In each of these donmins, we
assune a subdomain "I1P6" that will hold the correspondi ng prefixes.
The node Nis identified by the domain nane N X. EXAMPLE. The
following records would then appear in X s DNS

$ORI G N X. EXAMPLE

N A6 64 ::1234:5678: 9ABC. DEFO SUBNET-1. | P6
SUBNET-1.1P6 A6 48 0:0:0: 1:: | P6

| P6 A6 48 0::0 SUBSCRI BER- X. | P6. A. NET.
| P6 A6 48 0::0 SUBSCRI BER- X. | P6. B. NET.
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And el sewhere there woul d appear

SUBSCRI BER- X. | P6. A. NET. A6 40 0:0: 0011:: A. NET.|P6. C. NET.
SUBSCRI BER- X. | P6. A. NET. A6 40 0:0: 0011:: A. NET.|P6. D. NET.

SUBSCRI BER- X. | P6. B. NET. A6 40 0: 0: 0022:: B-NET. | P6. E. NET.
A. NET. | P6. C. NET. A6 28 0:0001: CA0O: : C. NET. ALPHA- TLA. ORG
A. NET. | P6. D. NET. A6 28 0:0002: DAOO: : D. NET. ALPHA- TLA. ORG
B- NET. | P6. E. NET. A6 32 0:0: EBOO: : E. NET. ALPHA- TLA. ORG

C. NET. ALPHA- TLA. ORG. A6 0 2345: 00Q0: :
D. NET. ALPHA- TLA. ORG. A6 0 2345: 00DO0:
E. NET. ALPHA- TLA. ORG. A6 0 2345: 000E: :

5.1.2. due

When, as is common, sone or all DNS servers for X EXAMPLE are within
t he X. EXAMPLE zone itself, the top-level zone EXAMPLE nust carry
enough "glue" information to enable DNS clients to reach those
naneservers. This is true in IPv6 just as in I Pv4. However, the A6
record affords the DNS adm ni strator some choices. The glue could be
any of

o a mniml set of A6 records duplicated fromthe X EXAMPLE zone,

0 a (possibly snaller) set of records which collapse the structure
of that nininal set,

O or a set of A6 records with prefix length zero, giving the entire
gl obal addresses of the servers.

The trade-off is ease of maintenance agai nst robustness. The best
and worst of both nay be had together by inplenenting either the
first or second option together with the third. To illustrate the
gl ue options, suppose that X EXAMPLE is served by two naneservers
NS1. X. EXAMPLE and NS2. X. EXAMPLE, having interface identifiers

00 1:11:111: 1111 and ::2:22:222:2222 on subnets 1 and 2 respectively.
Then the top-1evel zone EXAMPLE woul d include one (or nore) of the
following sets of A6 records as gl ue.
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$ORI G N EXAMPLE. ; first option
X NS NS1. X
NS NS2. X
NS1. X A6 64 ::1:11:111:1111 SUBNET-1.1P6. X
NS2. X A6 64 ::2:22:222:2222 SUBNET-2.1P6. X
SUBNET-1.1P6. X A6 48 0:0:0:1:: | P6. X
SUBNET-2.1P6. X A6 48 0:0:0:2:: | P6. X
| P6. X A6 48 0::0 SUBSCRI BER- X. | P6. A. NET.
| P6. X A6 48 0::0 SUBSCRI BER- X. | P6. B. NET.
$ORI G N EXAMPLE. ; second option
X NS NS1. X
NS NS2. X
NS1. X A6 48 ::1:1:11:111:1111 SUBSCRI BER- X. | P6. A. NET.
A6 48 ::1:1:11:111:1111 SUBSCRI BER- X. | P6. B. NET
NS2. X A6 48 ::2:2:22:222:2222 SUBSCRI BER- X. | P6. A. NET.
A6 48 ::2:2:22:222: 2222 SUBSCRI BER- X. | P6. B. NET
$ORI G N EXAMPLE. ; third option
X NS NS1. X
NS NS2. X
NS1. X A6 0 2345:00C1: CA11:1:1:11:111:1111
A6 0 2345:00D2: DA11:1:1:11:111:1111
A6 0 2345:000E: EB22:1:1:11:111:1111
NS2. X A6 0 2345:00C1: CAl1: 2: 2: 22: 222: 2222
A6 0 2345:00D2: DA11: 2: 2: 22: 222: 2222
A6 0 2345: 000E: EB22: 2: 2: 22: 222: 2222

The first and second gl ue options are robust agai nst renunbering of

X. EXAMPLE' s prefixes by providers A NET and B. NET, but will fail if
those providers’ own DNS is unreachable. The glue records of the
third option are robust against DNS failures el sewhere than the zones
EXAMPLE and X. EXAMPLE t hensel ves, but nust be updated when X s
address space is renunbered.

I f the EXAMPLE zone includes redundant glue, for instance the union
of the A6 records of the first and third options, then under nornal
circunstances duplicate |Pv6 addresses will be derived by DNS
clients. But if provider DNS fails, addresses will still be obtained
fromthe zero-prefix-length records, while if the EXAMPLE zone | ags
behi nd a renunbering of X EXAMPLE, half of the addresses obtai ned by
DNS clients will still be up-to-date.

The zero-prefix-length glue records can of course be automatically
generated and/ or checked in practice.
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5.1.3. Variations

Several nore-or-less arbitrary assunptions are reflected in the above
structure. Al of the follow ng choices could have been nmade
differently, according to soneone’s notion of convenience or an
agreenent between two parties.

First, that site X has chosen to put subnet information in a
separate A6 record rather than incorporate it into each node' s A6
records.

Second, that site Xis referred to as "SUBSCRI BER- X' by both of
its providers A and B

Third, that site X chose to indirect its provider information
t hrough A6 records at |P6. X. EXAMPLE cont ai ni ng no significant

bits. An alternative would have been to replicate each subnet
record for each provider.

Fourth, B and E used a slightly different prefix nam ng convention
bet ween thensel ves than did A, C and D. Each hierarchical pair of
network entities nmust arrange this nam ng between thensel ves.

Fifth, that the upward prefix referral chain topped out at ALPHA-
TLA. ORG.  There could have been anot her |evel which assigned the
TLA val ues and hol ds A6 records containing those bits.

Finally, the above structure reflects an assunption that address
fields assigned by a given entity are recorded only in A6 records
held by that entity. Those bits could be entered into A6 records in
the lower-level entity’'s zone instead, thus:

| P6. X. EXAMPLE. A6 40 0:0:11:: | P6. A. NET.
| P6. X. EXAMPLE. A6 40 0:0:22:: | P6. B. NET.
| P6. A. NET. A6 28 0:1: CA0O:: | P6.C. NET.
and so on.

O the higher-level entities could hold both sorts of A6 records
(with different DNS owner nanes) and allow the | ower-level entities
to choose either node of A6 chaining. But the general principle of
avoi di ng data duplication suggests that the proper place to store
assigned values is with the entity that assigned them

It is possible, but not necessarily recomended, for a zone

mai ntai ner to forego the renunbering support afforded by the chaining
of A6 records and to record entire | Pv6 addresses within one zone
file.
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5.2. Reverse Mapping Zones

Supposi ng that address space assignments in the TLAs with Format
Prefix (001) binary and I Ds 0345, 0678 and 09AB were naintained in
zones cal l ed ALPHA- TLA. ORG, BRAVO TLA. ORG and CHARLI E- TLA. XY, then
the | P6. ARPA zone woul d incl ude

$ORI G N | P6. ARPA.

\[x234500/24] DNAME | P6. ALPHA- TLA. ORG
\[x267800/24]  DNAME | P6. BRAVO TLA. ORG
\[ x29AB00/ 24]  DNAME | P6. CHARLI E- TLA. XY.

Eight trailing zero bits have been included in each TLAID to reflect
the eight reserved bits in the current aggregatabl e gl obal unicast
addresses format [ AGER] .

5.2.1. The TLA | evel

ALPHA- TLA' s assignnents to network providers C, D and E are refl ected
in the reverse data as foll ows.

\[xC/ 4] .1 P6. ALPHA- TLA. ORG. DNAME | P6. C. NET.

\[xD/ 4] . 1 P6. ALPHA- TLA. ORG. DNAMVE | P6. D. NET.

\[ XOE/ 8] .1P6. ALPHA- TLA. ORG DNAME | P6. E. NET.
5.2.2. The ISP | evel

The providers A through E carry the follow ng del egation information
in their zone files.

\[x1CA/ 12].1P6.C. NET. DNAME |P6. A NET.

\[x2DA/ 12] .1 P6. D. NET. DNAME |P6. A NET.

\[ XEB/ 8] .1P6. E. NET. DNAME | P6. B. NET.

\[x11/8].1P6. A NET. DNAVE | P6. X. EXAMPLE

\[x22/8].1P6. B. NET. DNAVE | P6. X. EXAMPLE
Not e that some donmin nanmes appear in the RDATA of nore than one
DNAME record. In those cases, one zone is being used to map nultiple
prefixes.

5.2.3. The Site Level
Consi der the custoner X EXAMPLE using |P6. X. EXAMPLE for address-to-

nanme translations. This domain is now referenced by two different
DNAME records held by two different providers.
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$ORI G N | P6. X. EXAMPLE

\ [ x0001/ 16] DNAME ~ SUBNET- 1
\ [ x123456789ABCDEFQ] . SUBNET-1 PTR N. X. EXAMPLE.
and so on.

SUBNET-1 need not have been named in a DNAME record; the subnet bits
coul d have been joined with the interface identifier. But if subnets
are treated alike in both the A6 records and in the reverse zone, it
wi Il always be possible to keep the forward and reverse definition
data for each prefix in one zone.

5.3. Lookups

A DNS resol ver | ooking for a hostnanme for the address

2345: 00C1: CA11: 0001: 1234: 5678: 9ABC. DEFO woul d acquire certain of the
DNAME records shown above and woul d form new queries. Assum ng that
it began the process knowi ng servers for |P6. ARPA but that no server
it consulted provided recursion and none had ot her useful additional

i nformati on cached, the sequence of queried nanes and responses woul d
be (all with QCLASS=IN, QTYPE=PTR):

To a server for |P6. ARPA:
ONAME=\ [ x234500C1CA110001123456789ABCDEF0O/ 128] . | P6. ARPA.

Answer :
\ [ x234500/ 24] . | P6. ARPA. DNAME | P6. ALPHA- TLA. ORG

To a server for |P6. ALPHA- TLA. ORG
ONAME=\ [ xC1CA110001123456789ABCDEFO/ 104] . | P6. ALPHA- TLA. ORG

Answer :
\[xC/ 4] .1P6. ALPHA- TLA. ORG. DNAME | P6. C. NET.

To a server for |P6.C. NET.
ONAME=\ [ x1CA110001123456789ABCDEFO/ 100] . 1 P6. C. NET.

Answer :
\[x1CA/ 12].1P6.C NET. DNAME | P6. A. NET.

To a server for |P6. A NET.
ONAME=\ [ x110001123456789ABCDEFO/ 88] . | P6. A, NET.

Answer :
\[x11/8].1P6. A NET. DNAME | P6. X. EXAMPLE

To a server for |P6. X EXAVMPLE.
ONAME=\ [ x0001123456789ABCDEFO/ 80] . | P6. X. EXAMPLE
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Answer :
\ [ x0001/ 16] .1 P6. X. EXAMPLE. DNAME SUBNET-1. | P6. X. EXAMPLE.
\ [ x123456789ABCDEF0/ 64] . SUBNET- 1. X. EXAMPLE. PTR N. X. EXAMPLE

Al'l the DNAME (and NS) records acquired along the way can be cached
to expedite resolution of addresses topologically near to this
address. And if another global address of N X EXAMPLE were resol ved
within the TTL of the final PTR record, that record would not have to
be fetched again.

5.4. QOperational Note

In the illustrations in section 5.1, hierarchically adjacent

entities, such as a network provider and a custoner, nust agree on a
DNS nane which will own the definition of the del egated prefix(es).
One sinple convention would be to use a bit-string | abel representing
exactly the bits which are assigned to the |Iower-level entity by the
hi gher. For exanple, "SUBSCRIBER- X' could be replaced by "\[x11/8]".
This woul d place the A6 record(s) defining the del egated prefix at
exactly the same point in the DNS tree as the DNAME record associ at ed
with that delegation. The cost of this sinplification is that the

| ower -l evel zone must update its upward-pointing A6 records when it
is renunbered. This cost may be found quite acceptable in practi ce.

6. Transition from RFC 1886 and Depl oynent Not es

When prefixes have been "del egated upward” with A6 records, the
nunber of DNS resource records required to establish a single | Pv6
address increases by some non-trivial factor. Those records wll
typically, but not necessarily, come fromdifferent DNS zones (which
can i ndependently suffer failures for all the usual reasons). Wen
obtaining nmultiple | Pv6 addresses together, this increase in RR count

will be proportionally less -- and the total size of a DNS reply
m ght even decrease -- if the addresses are topol ogically cl ustered.
But the records could still easily exceed the space available in a

UDP response which returns a large RRset [DNSCLAR] to an MX, NS, or
SRV query, for exanple. The possibilities for overall degradation of
performance and reliability of DNS | ookups are nunerous, and increase
with the nunmber of prefix del egations involved, especially when those
del egations point to records in other zones.

DNS Security [ DNSSEC|] addresses the trustworthiness of cached data,
which is a problemintrinsic to DNS, but the cost of applying this to
an | Pv6 address is multiplied by a factor which nay be greater than

t he nunber of prefix delegations involved if different signature
chains nust be verified for different A6 records. |If a trusted
centralized caching server (as in [TSIG, for exanple) is used, this
cost mght be anortized to acceptable | evels. One new phenonenon is
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the possibility that | Pv6 addresses may be formed froma A6 records
froma conbinati on of secure and unsecured zones.

Until nore depl oynent experience is gained with the A6 record, it is
reconmended that prefix delegations be linmted to one or two | evels.
A reasonabl e phasing-in nechanismwould be to start with no prefix
del egations (all A6 records having prefix Iength 0) and then to nove
to the use of a single level of delegation within a single zone. (If
the TTL of the "prefix" A6 records is kept to an appropriate duration
the capability for rapid renunbering is not lost.) More aggressively
fl exi bl e del egation could be introduced for a subset of hosts for
experinment ati on.

6.1. Transition from AAAA and Coexi stence with A Records

Admi ni strators of zones which contain A6 records can easily
accommodat e depl oyed resol vers whi ch understand AAAA records but not
A6 records. Such adninistrators can do automatic generation of AAAA
records for all of a zone's names which own A6 records by a process
which mmcs the resolution of a hostnanme to an | Pv6 address (see
section 3.1.4). Attention nmust be paid to the TTL assigned to a
gener ated AAAA record, which MJST be no nore than the m ni mum of the
TTLs of the A6 records that were used to formthe I Pv6 address in
that record. For full robustness, those A6 records which were in

di fferent zones should be nonitored for changes (in TTL or RDATA)
even when there are no changes to zone for which AAAA records are
bei ng generated. |If the zone is secure [DNSSEC], the generated AAAA
records MJST be signed along with the rest of the zone data.

A zone-specific heuristic MAY be used to avoid generation of AAAA
records for A6 records which record prefixes, although such
superfluous records would be relatively few in nunber and harmn ess.
Exanpl es of such heuristics include omitting A6 records with a prefix
length less than the |argest value found in the zone file, or records
with an address suffix field with a certain nunber of trailing zero
bits.

On the client side, when | ooking up and | Pv6 address, the order of A6
and AAAA queries MAY be configurable to be one of: A6, then AAAA
AAAA, then A6; A6 only; or both in parallel. The default order (or
only order, if not configurable) MJIST be to try A6 first, then AAAA

I f and when the AAAA becones deprecated a new docunent will change
the defaul t.

The gui delines and options for precedence between |IPv4 and | Pv6
addresses are specified in [TRANS]. Al nentions of AAAA records in
t hat docunment are henceforth to be interpreted as neani ng A6 and/ or
AAAA records in the order specified in the previous paragraph.
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6.2. Transition from Ni bble Labels to Binary Labels

| mpl enent ati ons confornming to RFC 1886 [ AAAA] performreverse | ookups
as foll ows:

An I Pv6 address is represented as a nane in the | P6.1NT domai n by
a sequence of nibbles separated by dots with the suffix
".1P6. 1 NT". The sequence of nibbles is encoded in reverse order,
i.e. the loworder nibble is encoded first, foll owed by the next

| ow order nibble and so on. Each nibble is represented by a
hexadeci mal digit. For exanple, a nane for the address

2345: 00C1: CA11: 0001: 1234: 5678: 9ABC. DEFO of the exanple in section
5.3 woul d be sought at the DNS nane "0.f.e.d.c.b.a.9.-
8.7.6.5.4.3.2.1.1.0.0.0.1.1.a.¢c.1.¢.0.0.5.4.3.2.ip6.int."

| mpl enent ati ons confornming to this specification will performa

| ookup of a binary label in |IP6. ARPA as specified in Section 3.2. It
i's RECOWENDED that for a transition period inplenmentations first

| ookup the binary label in IP6. ARPA and if this fails try to | ookup
the "nibble [abel in IP6.INT.

7. Security Considerations

The signing authority [DNSSEC] for the A6 records which determ ne an
| Pv6 address is distributed anong several entities, reflecting the
del egati on path of the address space which that address occupi es.
DNS Security is fully applicable to bit-string | abels and DNAME
records. And just as in IPv4, verification of nanme-to-address

mappi ngs is logically independent of verification of address-to-name
mappi ngs.

Wth or without DNSSEC, the inconplete but non-enpty address set
scenari o of section 3.1.4 could be caused by selective interference
with DNS | ookups. If in some situation this would be nore harnfu
than conplete DNS failure, it mght be nitigated on the client side
by refusing to act on an inconplete set, or on the server side by
listing all addresses in A6 records with prefix |length O.

8. | ANA Consi derati ons

The A6 resource record has been assigned a Type val ue of 38.
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12. Full Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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