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Abstract

Thi s docunent presents a franework to assist the witers of
certificate policies or certification practice statements for
certification authorities and public key infrastructures. In
particular, the framework provides a conprehensive |ist of topics
that potentially (at the witer’s discretion) need to be covered in a
certificate policy definition or a certification practice statement.

1. | NTRODUCTI ON
1.1 BACKGROUND

A public-key certificate (hereinafter "certificate") binds a public-
key value to a set of information that identifies the entity (such as
person, organization, account, or site) associated with use of the
correspondi ng private key (this entity is known as the "subject" of
the certificate). A certificate is used by a "certificate user" or
"relying party" that needs to use, and rely upon the accuracy of, the
public key distributed via that certificate (a certificate user is
typically an entity that is verifying a digital signature fromthe
certificate's subject or an entity sending encrypted data to the
subject). The degree to which a certificate user can trust the

bi nding enmbodied in a certificate depends on several factors. These
factors include the practices followed by the certification authority
(CA) in authenticating the subject; the CA's operating policy,
procedures, and security controls; the subject’s obligations (for
exanple, in protecting the private key); and the stated undertaki ngs
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and | egal obligations of the CA (for exanple, warranties and
limtations on liability).

A Version 3 X. 509 certificate may contain a field declaring that one
or nore specific certificate policies applies to that certificate
[1SOL]. According to X. 509, a certificate policy is "a naned set of
rules that indicates the applicability of a certificate to a
particular community and/or class of application with combn security
requirements."” A certificate policy nmay be used by a certificate user
to help in deciding whether a certificate, and the binding therein,
is sufficiently trustworthy for a particular application. The
certificate policy concept is an outgrowth of the policy statenent
concept devel oped for Internet Privacy Enhanced Mail [PEML] and
expanded upon in [ BAU1].

A nore detail ed description of the practices followed by a CAin

i ssuing and otherw se managi ng certificates nay be contained in a
certification practice statenment (CPS) published by or referenced by
the CA. According to the Anerican Bar Association Digital Signature
Gui del i nes (hereinafter "ABA Guidelines"), "a CPS is a statenent of
the practices which a certification authority enploys in issuing
certificates." [ABAl]

1.2 PURPCSE

The purpose of this docunent is to establish a clear relationship
between certificate policies and CPSs, and to present a framework to
assist the witers of certificate policies or CPSs with their tasks.
In particular, the framework identifies the elenents that may need to
be considered in fornulating a certificate policy or a CPS. The
purpose is not to define particular certificate policies or CPSs, per
se.

1.3 SCOPE

The scope of this docunent is |limted to discussion of the contents
of a certificate policy (as defined in X 509) or CPS (as defined in
the ABA Guidelines). |In particular, this docunment describes the
types of information that should be considered for inclusion in a
certificate policy definition or a CPS. Wile the framework as
presented generally assunmes use of the X 509 version 3 certificate
format, it is not intended that the material be restricted to use of
that certificate format. Rather, it is intended that this franmework
be adaptable to other certificate formats that may cone into use.

The scope does not extend to defining security policies generally

(such as organi zation security policy, systemsecurity policy, or
data | abeling policy) beyond the policy elenents that are consi dered
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of particular relevance to certificate policies or CPSs.
Thi s docunent does not define a specific certificate policy or CPS.

It is assunmed that the reader is famliar with the general concepts
of digital signatures, certificates, and public-key infrastructure,
as used in X 509 and the ABA Cui delines.

2. DEFI NI TI ONS
Thi s docunent nmekes use of the follow ng defined terns:

Activation data - Data val ues, other than keys, that are required
to operate cryptographi c nmodul es and that need to be protected
(e.g., a PIN, a passphrase, or a manually-held key share).

CA-certificate - A certificate for one CA s public key issued by
anot her CA

Certificate policy - A naned set of rules that indicates the
applicability of a certificate to a particular conmunity and/or

cl ass of application with commopn security requirenents. For
exanple, a particular certificate policy mght indicate
applicability of a type of certificate to the authentication of

el ectronic data interchange transactions for the tradi ng of goods
within a given price range.

Certification path - An ordered sequence of certificates which,
together with the public key of the initial object in the path,
can be processed to obtain that of the final object in the path.

Certification Practice Statenment (CPS) - A statenent of the
practices which a certification authority enploys in issuing
certificates.

Issuing certification authority (issuing CA) - In the context of a
particular certificate, the issuing CAis the CA that issued the
certificate (see also Subject certification authority).

Policy qualifier - Policy-dependent information that acconpanies a
certificate policy identifier in an X 509 certificate.

Regi stration authority (RA) - An entity that is responsible for
identification and authentication of certificate subjects, but
that does not sign or issue certificates (i.e., an RA is del egated
certain tasks on behalf of a CA). [Note: The term Local

Regi stration Authority (LRA) is used el sewhere for the sane
concept. ]
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Relying party - Arecipient of a certificate who acts in reliance
on that certificate and/or digital signatures verified using that
certificate. In this docunent, the ternms "certificate user" and

"relying party" are used interchangeably.

Set of provisions - A collection of practice and/or policy
statenents, spanning a range of standard topics, for use in
expressing a certificate policy definition or CPS enpl oying the
approach described in this framework.

Subj ect certification authority (subject CA) - In the context of a
particular CA-certificate, the subject CAis the CA whose public
key is certified in the certificate (see also |Issuing
certification authority).

3. CONCEPTS

This section explains the concepts of certificate policy and CPS, and
describes their relationship. Oher related concepts are al so
described. Sonme of the material covered in this section and in sone
ot her sections is specific to certificate policies extensions as
defined X 509 version 3. Except for those sections, this framework
is intended to be adaptable to other certificate formats that may
cone into use

3.1 CERTIFI CATE PQLI CY

When a certification authority issues a certificate, it is providing
a statenent to a certificate user (i.e., a relying party) that a
particular public key is bound to a particular entity (the
certificate subject). However, the extent to which the certificate
user should rely on that statenment by the CA needs to be assessed by
the certificate user. Different certificates are issued follow ng
different practices and procedures, and nmay be suitable for different
appl i cati ons and/ or purposes.

The X 509 standard defines a certificate policy as "a naned set of
rules that indicates the applicability of a certificate to a
particular community and/ or class of application with combn security
requirements"[1SOL]. An X 509 Version 3 certificate may contain an

i ndication of certificate policy, which nay be used by a certificate
user to decide whether or not to trust a certificate for a particul ar
pur pose.

A certificate policy, which needs to be recognized by both the issuer
and user of a certificate, is represented in a certificate by a

uni que, registered Cbject ldentifier. The registration process
follows the procedures specified in ISOIEC and | TU standards. The
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party that registers the Cbject ldentifier also publishes a textual
specification of the certificate policy, for exanination by
certificate users. Any one certificate will typically declare a
single certificate policy or, possibly, be issued consistent with a
smal | nunmber of different policies.

Certificate policies also constitute a basis for accreditation of
CAs. Each CA is accredited against one or nore certificate policies
which it is recognized as inplenenting. Wen one CA issues a CA-
certificate for another CA, the issuing CA nust assess the set of
certificate policies for which it trusts the subject CA (such
assessnment may be based upon accreditation with respect to the
certificate policies involved). The assessed set of certificate
policies is then indicated by the issuing CAin the CA-certificate.
The X. 509 certification path processing |ogic enploys these
certificate policy indications in its well-defined trust nodel.

3.2 CERTI FI CATE POLI CY EXAMPLES

For exanpl e purposes, suppose that | ATA undertakes to define sone
certificate policies for use throughout the airline industry, in a
public-key infrastructure operated by I ATA in conbination with
public-key infrastructures operated by individual airlines. Two
certificate policies are defined - the | ATA General - Purpose poli cy,
and the | ATA Commerci al - Grade policy.

The | ATA General - Purpose policy is intended for use by industry
personnel for protecting routine information (e.g., casual electronic
mai | ) and for authenticating connections fromWrld Wde Wb browsers
to servers for general information retrieval purposes. The key pairs
may be generated, stored, and managed using | ow cost, software-based
systens, such as commercial browsers. Under this policy, a
certificate nay be automatically issued to anybody listed as an

enpl oyee in the corporate directory of | ATA or any nenber airline who
submts a signed certificate request formto a network admi ni strator
in his or her organization.

The | ATA Conmerci al -Grade policy is used to protect financi al
transactions or binding contractual exchanges between airlines.

Under this policy, IATA requires that certified key pairs be
generated and stored in approved cryptographic hardware tokens.
Certificates and tokens are provided to airline enployees with

di sbursenment authority. These authorized individuals are required to
present thenselves to the corporate security office, show a valid
identification badge, and sign an undertaking to protect the token
and use it only for authorized purposes, before a token and a
certificate are issued.
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3.3 X. 509 CERTI FI CATE FI ELDS

The followi ng extension fields in an X. 509 certificate are used to
support certificate policies:

* Certificate Policies extension;
* Policy Mappings extension; and
* Policy Constraints extension

3.3.1 Certificate Policies Extension

The Certificate Policies extension has two variants - one with the
field flagged non-critical and one with the field flagged critical.
The purpose of the field is different in the two cases.

A non-critical Certificate Policies field lists certificate policies
that the certification authority declares are applicable. However,
use of the certificate is not restricted to the purposes indicated by
the applicable policies. Using the exanple of the | ATA General -

Pur pose and Comerci al - G ade policies defined in Section 3.2, the
certificates issued to regular airline enployees will contain the
object identifier for certificate policy for the General -Purpose
policy. The certificates issued to the enployees w th di sbursenent
authority will contain the object identifiers for both the General -
Pur pose policy and the Comrercial -G ade policy. The Certificate
Policies field nay al so optionally convey qualifier values for each
identified policy; use of qualifiers is discussed in Section 3.4.

The non-critical Certificate Policies field is designed to be used by
applications as follows. Each application is pre-configured to know
what policy it requires. Using the exanple in Section 3.2,

el ectronic mail applications and Wb servers will be configured to
require the General - Purpose policy. However, an airline s financial
applications will be configured to require the Comerci al - G ade
policy for validating financial transactions over a certain dollar

val ue.

When processing a certification path, a certificate policy that is
acceptable to the certificate-using application nust be present in
every certificate in the path, i.e., in CA-certificates as well as
end entity certificates.

If the Certificate Policies field is flagged critical, it serves the
same purpose as described above but also has an additional role. It
i ndicates that the use of the certificate is restricted to one of the
identified policies, i.e., the certification authority is declaring

that the certificate nmust only be used in accordance with the
provisions of one of the listed certificate policies. This field is
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intended to protect the certification authority agai nst damage cl ai ns
by a relying party who has used the certificate for an i nappropriate
purpose or in an inappropriate manner, as stipulated in the
applicable certificate policy definition.

For example, the Internal Revenue Service mght issue certificates to
t axpayers for the purpose of protecting tax filings. The Interna
Revenue Service understands and can accomodate the risks of
accidentally issuing a bad certificate, e.g., to a wongly-

aut henti cat ed person. However, suppose soneone used an |nternal
Revenue Service tax-filing certificate as the basis for encrypting
multi-million-dollar-value proprietary secrets which subsequently
fell into the wong hands because of an error in issuing the Interna
Revenue Service certificate. The Internal Revenue Service may want
to protect itself against clainms for danages in such circunstances.
The critical-flagged Certificate Policies extension is intended to
mtigate the risk to the certificate issuer in such situations.

3.3.2 Policy Mppings Extension

The Policy Mappings extension may only be used in CA-certificates.
This field allows a certification authority to indicate that certain
policies inits own domain can be considered equivalent to certain
other policies in the subject certification authority’ s domain.

For exanpl e, suppose the ACE Corporation establishes an agreenent
with the ABC Corporation to cross-certify each others’ public-key

i nfrastructures for the purposes of nutually protecting el ectronic
data interchange (EDI). Further, suppose that both conpanies have
pre-existing financial transaction protection policies called ace-e-
conmer ce and abc-e-comerce, respectively. One can see that sinply
generating cross certificates between the two domains will not
provi de the necessary interoperability, as the two conpanies’
applications are configured with and enpl oyee certificates are

popul ated with their respective certificate policies. One possible
solution is to reconfigure all of the financial applications to
require either policy and to reissue all the certificates with both
policies. Another solution, which may be easier to adm nister, uses
the Policy Mapping field. |If this field is included in a cross-
certificate for the ABC Corporation certification authority issued by
the ACE Corporation certification authority, it can provide a
statenent that the ABC s financial transaction protection policy
(i.e., abc-e-commerce) can be consi dered equivalent to that of the
ACE Corporation (i.e., ace-e-commerce).
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3.3.3 Policy Constraints Extension

The Policy Constraints extension supports two optional features. The
first is the ability for a certification authority to require that
explicit certificate policy indications be present in all subsequent
certificates in a certification path. Certificates at the start of a
certification path may be considered by a certificate user to be part
of a trusted dormain, i.e., certification authorities are trusted for
all purposes so no particular certificate policy is needed in the
Certificate Policies extension. Such certificates need not contain
explicit indications of certificate policy. However, when a
certification authority in the trusted domain certifies outside the
domain, it can activate the requirenent for explicit certificate
policy in subsequent certificates in the certification path.

The ot her optional feature in the Policy Constraints field is the
ability for a certification authority to disable policy nmapping by
subsequent certification authorities in a certification path. It may
be prudent to disable policy mapping when certifying outside the
domain. This can assist in controlling risks due to transitive
trust, e.g., a domain A trusts domain B, domain B trusts domain C

but domain A does not want to be forced to trust domain C

3.4 POLI CY QUALI FI ERS

The Certificate Policies extension field has a provision for
conveying, along with each certificate policy identifier, additional
pol i cy-dependent information in a qualifier field. The X 509
standard does not nandate the purpose for which this field is to be
used, nor does it prescribe the syntax for this field. Policy
qualifier types can be registered by any organi zati on.

The following policy qualifier types are defined in PKIX Part |
[ PKI 1] :

(a) The CPS Pointer qualifier contains a pointer to a
Certification Practice Statement (CPS) published by the CA
The pointer is in the formof a uniformresource identifier
(URI).

(b) The User Notice qualifier contains a text string that is to be
di spl ayed to a certificate user (including subscribers and
relying parties) prior to the use of the certificate. The
text string may be an I A5String or a BMPString - a subset of
the 1SO 100646-1 nmultiple octet coded character set. A CA may
i nvoke a procedure that requires that the certficate user
acknow edge that the applicable terns and conditi ons have been
di scl osed or accept ed.
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Policy qualifiers can be used to support the definition of generic,
or paraneterized, certificate policy definitions. Provided the base
certificate policy definition so provides, policy qualifier types can
be defined to convey, on a per-certificate basis, additional specific
policy details that fill in the generic definition

3.5 CERTI FI CATI ON PRACTI CE STATENMENT

The termcertification practice statenent (CPS) is defined by the ABA
Gui delines as: "A statenent of the practices which a certification
authority enploys in issuing certificates." [ABAl] In the 1995 draft
of the ABA guidelines, the ABA expands this definition with the
foll ow ng coments:

A certification practice statenent may take the formof a

decl aration by the certification authority of the details of its
trustworthy systemand the practices it enploys in its operations
and in support of issuance of a certificate, or it may be a
statute or regulation applicable to the certification authority
and covering simlar subject natter. It nmay al so be part of the
contract between the certification authority and the subscriber. A
certification practice statenment nay al so be conprised of nmultiple
docunents, a conbi nation of public law, private contract, and/or
decl arati on.

Certain forns for legally inplenenting certification practice
statenments | end thenselves to particular relationships. For
exanpl e, when the legal relationship between a certification
authority and subscriber is consensual, a contract would
ordinarily be the neans of giving effect to a certification
practice statenent. The certification authority's duties to a
relying person are generally based on the certification
authority' s representations, which may include a certification
practice statenent.

Whet her a certification practice statenent is binding on a relying
person depends on whether the relying person has know edge or
notice of the certification practice statenent. A relying person
has know edge or at |east notice of the contents of the
certificate used by the relying person to verify a digita
signature, including docunents incorporated into the certificate
by reference. It is therefore advisable to incorporate a
certification practice statenent into a certificate by reference.

As much as possible, a certification practice statenent should

i ndicate any of the wi dely recognized standards to which the
certification authority’'s practices conform Reference to widely
recogni zed standards nay indicate concisely the suitability of the
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certification authority’s practices for another person’s purposes,
as well as the potential technol ogical conpatibility of the
certificates issued by the certification authority with
repositories and ot her systens.

3.6 RELATI ONSHI P BETWEEN CERTI FI CATE POLI CY AND CERTI FI CATI ON PRACTI CE
STATEMENT

The concepts of certificate policy and CPS cone fromdifferent
sources and were devel oped for different reasons. However, their
interrelationship is inmportant.

A certification practice statenent is a detailed statenment by a
certification authority as to its practices, that potentially needs
to be understood and consulted by subscribers and certificate users
(relying parties). Although the |level of detail may vary anong CPSs,
they will generally be nore detailed than certificate policy
definitions. I1ndeed, CPSs nay be quite conprehensive, robust
docunent s providing a description of the precise service offerings,
detail ed procedures of the life-cycle managenent of certificates, and
nore - a level of detail which weds the CPS to a particular
(proprietary) inplenentation of a service offering.

Al t hough such detail may be indi spensable to adequately disclose, and
to make a full assessnent of trustworthiness in the absence of
accreditation or other recognized quality nmetrics, a detailed CPS
does not forma suitable basis for interoperability between CAs
operated by different organizations. Rather, certificate policies
best serve as the vehicle on which to base common interoperability
standards and conmon assurance criteria on an industry-w de (or
possibly nmore global) basis. A CAwth a single CPS may support
multiple certificate policies (used for different application

pur poses and/or by different certificate user communities). Al so,
multiple different CAs, with non-identical certification practice
statenents, nmay support the sanme certificate policy.

For exampl e, the Federal Governnment night define a governnent-w de
certificate policy for handling confidential human resources
information. The certificate policy definition will be a broad
statenent of the general characteristics of that certificate policy,
and an indication of the types of applications for which it is
suitable for use. Different departnents or agencies that operate
certification authorities with different certification practice
statenents mght support this certificate policy. At the sane tine,
such certification authorities nay support other certificate
policies.
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The main difference between certificate policy and CPS can therefore
be sumarized as foll ows:

(a) Most organi zations that operate public or inter-
organi zational certification authorities will docunent their
own practices in CPSs or simlar statements. The CPS is one
of the organization’s neans of protecting itself and
positioning its business relationships with subscribers and
ot her entities.

(b) There is strong incentive, on the other hand, for a
certificate policy to apply nore broadly than to just a single
organi zation. |If a particular certificate policy is wdely
recogni zed and imtated, it has great potential as the basis
of automated certificate acceptance in many systens, including
unnmanned systens and systens that are nanned by peopl e not
i ndependently enpowered to determ ne the acceptability of
di fferent presented certificates.

In addition to populating the certificate policies field with the
certificate policy identifier, a certification authority may include,
in certificates it issues, a reference to its certification practice
statenent. A standard way to do this, using a certificate policy
qualifier, is described in Section 3.4.

3.7 SET OF PROVI SI ONS

A set of provisions is a collection of practice and/or policy
statenents, spanning a range of standard topics, for use in
expressing a certificate policy definition or CPS enploying the
approach described in this framework.

A certificate policy can be expressed as a single set of provisions.

A CPS can be expressed as a single set of provisions with each
conmponent addressing the requirenments of one or nore certificate
policies, or, alternatively, as an organized collection of sets of
provi sions. For exanple, a CPS could be expressed as a conbi nation
of the foll ow ng:

(a) alist of certificate policies supported by the CPS;

(b) for each certificate policy in (a), a set of provisions which
contains statenents that refine that certificate policy by
filling in details not stipulated in that policy or expressly
left to the discretion of the CPS by that certificate policy;
such statenments serve to state how this particular CPS
i mpl ements the requirenments of the particular certificate
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policy;

(c) a set of provisions that contains statenments regarding the
certification practices on the CA regardless of certificate

policy.

The statenents provided in (b) and (c¢) nay augnment or refine the
stipulations of the applicable certificate policy definition, but
must not conflict with any of the stipulations of such certificate
policy definition.

This framework outlines the contents of a set of provisions, in terns
of eight prinmary conmponents, as foll ows:

* | ntroduction

* CGeneral Provisions;

* |dentification and Authentication

* (Qperational Requirenents

* Physical, Procedural, and Personnel Security Controls;

* Technical Security Controls;

* Certificate and CRL Profile; and

* Specification Adninistration.
Conponents can be further divided i nto subconponents, and a
subconponent may conprise nmultiple elenments. Section 4 provides a
nmore detail ed description of the contents of the above conponents,
and their subconponents.

4. CONTENTS OF A SET OF PROVI SI ONS

This section expands upon the contents of a set of provisions, as
introduced in Section 3.7. The topics identified in this section
are, consequently, candidate topics for inclusion in a certificate
policy definition or CPS.
Wiile many topics are identified, it is not necessary for a
certificate policy or a CPS to include a concrete statenment for every
such topic. Rather, a particular certificate policy or CPS may state
"no stipulation" for a component, subconponent, or elenent on which

the particular certificate policy or CPS inposes no requirenments. 1In
this sense, the list of topics can be considered a checklist of
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topics for consideration by the certificate policy or CPS witer. It
is recoomended that each and every conponent and subconponent be
included in a certificate policy or CPS, even if there is "no
stipulation"; this will indicate to the reader that a conscious

deci sion was nmade to include or exclude that topic. This protects
agai nst i nadvertent omission of a topic, while facilitating

conpari son of different certificate policies or CPSs, e.g., when
maki ng policy mappi ng deci sions.

In a certificate policy definition, it is possible to | eave certain
conmponents, subconponents, and/or el enents unspecified, and to
stipulate that the required information will be indicated in a policy
qualifier. Such certificate policy definitions can be consi dered
paraneterized definitions. The set of provisions should reference or
define the required policy qualifier types and should specify any
appl i cabl e default val ues.
4.1 | NTRODUCTI ON
Thi s conponent identifies and introduces the set of provisions, and
i ndicates the types of entities and applications for which the
specification is targeted.
Thi s conponent has the foll owi ng subconponents:
* Qvervi ew,
* | dentification
* Community and Applicability; and
* Contact Details.
4.1.1 Overview

Thi s subconponent provides a general introduction to the
speci ficati on.

4.1.2 Ildentification

Thi s subconmponent provides any applicable names or other identifiers,
including ASN. 1 object identifiers, for the set of provisions.

4.1.3 Comunity and Applicability
Thi s subconmponent describes the types of entities that issue

certificates or that are certified as subject CAs (2, 3), the types
of entities that perform RA functions (4), and the types of entities
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that are certified as subject end entities or subscribers. (5, 6)
Thi s subconmponent al so cont ai ns:

* Alist of applications for which the issued certificates are
suitable. (Exanples of application in this case are: electronic
mail, retail transactions, contracts, travel order, etc.)

* Alist of applications for which use of the issued certificates
is restricted. (This list inplicitly prohibits all other uses
for the certificates.)

* Alist of applications for which use of the issued certificates
i s prohibited.

4.1.4 Contact Details
Thi s subconmponent includes the name and mailing address of the
authority that is responsible for the registration, naintenance, and
interpretation of this certificate policy or CPS. It also includes
the nane, electronic mail address, tel ephone nunber, and fax nunber
of a contact person.

4.2 CGENERAL PROVI SI ONS

Thi s conponent specifies any applicable presunptions on a range of
| egal and general practices topics.

Thi s conponent contains the foll owi ng subconponents:
* (bligations;
* Liability;
* Financial Responsibility;
* Interpretation and Enforcement;
* Fees;
* Publication and Repositories;
* Conpliance Audit;
* Confidentiality; and

* Intellectual Property Rights.
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Each subconponent may need to separately state provisions applying to
the entity types: CA repository, RA, subscriber, and relying party.
(Specific provisions regardi ng subscribers and relying parties are
only applicable in the Liability and Obligati ons subconponents.)

4.2.1 bligations

Thi s subconmponent contains, for each entity type, any applicable
provisions regarding the entity’'s obligations to other entities.
Such provisions may include:

* CA and/or RA obligations:

* Notification of issuance of a certificate to the
subscriber who is the subject of the certificate being
i ssued;

* Notification of issuance of a certificate to others
than the subject of the certificate;

* Notification of revocation or suspension of a
certificate to the subscriber whose certificate is being
revoked or suspended; and

* Notification of revocation or suspension of a
certificate to others than the subject whose certificate
i s being revoked or suspended.

* Subscri ber obligations:

Accuracy of representations in certificate application
Protection of the entity’'s private key;

Restrictions on private key and certificate use; and
Noti fication upon private key conprom se.

* X X X

* Relying party obligations:

Pur poses for which certificate is used;
Digital signature verification responsibilities;
Revocati on and suspensi on checking responsibilities;
and

*  Acknow edgnent of applicable liability caps and
warranties.

* Repository obligations

* Timely publication of certificates and revocation
i nformation
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4.2.2 Liability

Thi s subconmponent contains, for each entity type, any applicable
provi si ons regardi ng apportionnment of liability, such as:

* Warranties and limtations on warranti es;

* Ki nds of damages covered (e.g., indirect, special,
consequential, incidental, punitive, |iquidated danages,
negl i gence and fraud) and discl ai ners;

* Loss limtations (caps) per certificate or per transaction; and

* O her exclusions (e.g., Acts of God, other party
responsibilities).

4.2.3 Financial Responsibility

Thi s subconmponent contains, for CAs, repository, and RAs, any
appl i cabl e provisions regarding financial responsibilities, such as:

* | ndemmi fication of CA and/or RA by relying parties;

* Fiduciary relationships (or |ack thereof) between the various
entities; and

* Administrative processes (e.g., accounting, audit).
4.2.4 Interpretation and Enforcenent
Thi s subconponent contains any applicable provisions regarding
interpretation and enforcenment of the certificate policy or CPS,
addr essi ng such topics as:
* Governing | aw,
* Severability of provisions, survival, nmerger, and notice; and
* Di spute resolution procedures.

4.2.5 Fees

Thi s subconmponent contains any applicable provisions regarding fees
charged by CAs, repositories, or RAs, such as:

* Certificate i ssuance or renewal fees;

* Certificate access fee;
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* Revocation or status information access fee;

* Fees for other services such as policy information; and

* Refund policy.

4.2.6 Publication and Repositories
Thi s subconmponent contains any appli cabl e provisions regardi ng:

* ACA's obligations to publish information regarding its
practices, its certificates, and the current status of such
certificates;

* Frequency of publication;

* Access control on published information objects including
certificate policy definitions, CPS, certificates, certificate

status, and CRLs; and

* Requirenents pertaining to the use of repositories operated by
CAs or by other independent parties.

4.2.7 Conpliance Audit

Thi

s subconponent addresses the follow ng:

* Frequency of conpliance audit for each entity;

* |dentity/qualifictions of the auditor;

* Auditor’s relationship to the entity being audited; (30)
* List of topics covered under the conpliance audit; (31)

* Actions taken as a result of a deficiency found during
conpl i ance audit; (32)

* Conpliance audit results: who they are shared with (e.qg.,

subj ect CA, RA and/or end entities), who provides them(e.qg.,
entity being audited or auditor), how they are comuni cat ed.
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4.2.8 Confidentiality Policy
Thi s subconponent addresses the foll ow ng:
* Types of information that nust be kept confidential by CA or RA
* Types of information that are not considered confidential;

* Who is entitled to be inforned of reasons for revocati on and
suspensi on of certificates;

* Policy on release of information to | aw enforcenent officials;
* Information that can be reveal ed as part of civil discovery;

* Conditions upon which CA or RA may di scl ose upon owner’s
request; and

* Any ot her circunstances under which confidential information may
be di scl osed.

4.2.9 Intellectual Property Rights

Thi s subconponent addresses ownership rights of certificates,
practice/ policy specifications, nanmes, and keys.

4.3 | DENTI FI CATI ON AND AUTHENTI CATI ON

Thi s conponent describes the procedures used to authenticate a
certificate applicant to a CA or RAprior to certificate issuance.
It al so describes how parties requesting rekey or revocation are
aut henticated. This component al so addresses nani ng practices,
i ncl udi ng name ownershi p recognition and nane di spute resol ution.
Thi s conponent has the followi ng subconponents:

* Initial Registration;

* Routi ne Rekey;

* Rekey After Revocation; and

* Revocation Request.
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4.3.1 Initial Registration

Thi s subcomponent includes the follow ng el ements regarding
identification and authentication procedures during entity
registration or certificate issuance:

* Types of nanes assigned to the subject (7);

* Whet her nanmes have to be neani ngful or not (8);

* Rules for interpreting various name forms;

* Whet her names have to be uni que;

* How name cl ai m di sputes are resol ved;

* Recognition, authentication, and role of trademarks;

* | f and how the subject must prove possession of the conpanion
private key for the public key being registered (9);

* Aut hentication requirenents for organizational identity of
subject (CA, RA or end entity) (10);

* Aut hentication requirenents for a person acting on behalf of a
subject (CA, RA or end entity) (11), including:

Nurmber of pieces of identification required;
How a CA or RA validates the pieces of identification
provi ded;
* |f the individual nust present personally to the
aut henticating CA or RA;
* How an individual as an organi zati onal person is
aut henti cated (12).

4. 3.2 Routine Rekey
Thi s subconponent describes the identification and authentication
procedures for routine rekey for each subject type (CA RA and end
entity). (13)

4.3.3 Rekey After Revocation -- No Key Conprom se
Thi s subconponent describes the identification and authentication

procedures for rekey for each subject type (CA RA and end entity)
after the subject certificate has been revoked. (14)
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4.3.4 Revocation Request
Thi s subconponent describes the identification and authentication
procedures for a revocation request by each subject type (CA RA, and
end entity). (16)
4.4 OPERATI ONAL REQUI REMENTS
This conponent is used to specify requirenents inposed upon issuing
CA, subject CAs, RAs, or end entities with respect to various
operational activities.
Thi s conponent consists of the followi ng subconponents:
* Certificate Application;
* Certificate |Issuance;
* Certificate Acceptance;
* Certificate Suspension and Revocation;
* Security Audit Procedures;
* Records Archival
* Key Changeover;
* Conprom se and Di saster Recovery; and

* CA Term nati on.

Wt hin each subconponent, separate consideration may need to be given
to issuing CA repository, subject CAs, RAs, and end entities.

4.4.1 Certificate Application

Thi s subconponent is used to state requirenments regardi ng subj ect
enrol Il ment and request for certificate issuance.

4.4.2 Certificate |ssuance

Thi s subconmponent is used to state requirenments regarding i ssuance of
a certificate and notification to the applicant of such issuance.
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4.4.3 Certificate Acceptance
Thi s subconmponent is used to state requirenments regardi ng acceptance
of an issued certificate and for consequent publication of
certificates.
4.4.4 Certificate Suspension and Revocation
Thi s subconmponent addresses the foll ow ng:
* Circunstances under which a certificate may be revoked;
* Who can request the revocation of the entity certificate;
* Procedures used for certificate revocation request;
* Revocation request grace period available to the subject;
* Circunstances under which a certificate may be suspended;
* Who can request the suspension of a certificate;
* Procedures to request certificate suspension
* How | ong the suspension nay | ast;
* | f a CRL nechanismis used, the issuance frequency;
* Requirenents on relying parties to check CRLs;
* On-line revocation/status checking availability;

* Requirenents on relying parties to performon-Iline
revocati on/ st atus checks;

* Oher forns of revocation adverti senents avail abl e; and

* Requirenents on relying parties to check other forns of
revocati on adverti senents.

* Any variations on the above stipulations when the suspension or

revocation is the result of private key conprom se (as opposed
to other reasons for suspension or revocation).
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4.4.5 Security Audit Procedures
Thi s subconmponent is used to describe event |oggi ng and audit
systens, inplenented for the purpose of nmintaining a secure
environnent. Elenments include the follow ng:
* Types of events recorded; (28)
* Frequency with which audit |ogs are processed or audited;
* Period for which audit | ogs are kept;
* Protection of audit | ogs:
- Who can view audit |ogs;
- Protection against nodification of audit |og; and
- Protection against deletion of audit |og.

* Audit | og back up procedures;

* Whet her the audit | og accunul ati on systemis internal or
external to the entity;

* Whet her the subject who caused an audit event to occur is
notified of the audit action; and

* Mulnerability assessnents.
4.4.6 Records Archival

Thi s subconponent is used to describe general records archival (or
records retention) policies, including the follow ng:

* Types of events recorded; (29)

* Retention period for archive;

* Protection of archive:
- Who can view the archive;
- Protection against nodification of archive; and
- Protection against deletion of archive.

* Archive backup procedures;

* Requirenents for tinme-stanping of records;

* Whet her the archive collection systemis internal or external
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and
* Procedures to obtain and verify archive information
4.4.7 Key Changeover

Thi s subconmponent describes the procedures to provide a new public
key to a CA s users.

4.4.8 Conprom se and Di saster Recovery

Thi s subconmponent describes requirenents relating to notification and
recovery procedures in the event of conpronise or disaster. Each of
the follow ng circunmstances nay need to be addressed separately:

* The recovery procedures used if conputing resources, software,
and/or data are corrupted or suspected to be corrupted. These
procedures describe how a secure environnent is reestablished,

which certificates are revoked, whether the entity key is
revoked, how the new entity public key is provided to the users,
and how the subjects are recertified.

* The recovery procedures used if the entity public key is
revoked. These procedures describe how a secure environment is
reest abl i shed, how the new entity public key is provided to the
users, and how the subjects are recertified.

* The recovery procedures used if the entity key is conprom sed.
These procedures describe how a secure environnent is
reest abl i shed, how the new entity public key is provided to the
users, and how the subjects are recertified.

* The CA's procedures for securing its facility during the period
of tine following a natural or other disaster and before a
secure environnent is reestablished either at the original site
or a remote hot-site. For exanple, procedures to protect
agai nst theft of sensitive nmaterials froman earthquake-damaged
site.

4.4.9 CA Termination
Thi s subconmponent describes requirenents relating to procedures for

termination and for termnation notification of a CA or RA including
the identity of the custodian of CA and RA archival records.
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4.5 PHYSI CAL, PROCEDURAL, AND PERSONNEL SECURI TY CONTRCLS

Thi s conponent describes non-technical security controls (that is,
physi cal , procedural, and personnel controls) used by the issuing CA
to performsecurely the functions of key generation, subject
aut hentication, certificate issuance, certificate revocation, audit,
and archi val
Thi s conponent can al so be used to define non-technical security
controls on repository, subject CAs, RAs, and end entities. The non
technical security controls for the subject CAs, RAs, and end
entities could be the same, simlar, or very different.
These non-technical security controls are critical to trusting the
certificates since lack of security may conproni se CA operations
resulting, for exanple, in the creation of certificates or CRLs with
erroneous information or the conprom se of the CA private key.
Thi s conponent consists of three subconponents:

* Physical Security Controls;

* Procedural Controls; and

* Personnel Security Controls.
Wthin each subconponent, separate consideration will, in general
need to be given to each entity type, that is, issuing CA
repository, subject CAs, RAs, and end entities.

4.5.1 Physical Security Controls

In this subconponent, the physical controls on the facility housing
the entity systens are described. (21) Topics addressed may i ncl ude:

* Site location and construction;
* Physical access;

* Power and air conditioning;

* WAt er exposures;

* Fire prevention and protection;
* Medi a storage;

* Wast e di sposal ; and
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* O f-site backup.
4.5.2 Procedural Controls

In this subconponent, requirenments for recognizing trusted roles are
descri bed, together with the responsibilities for each role.(22)

For each task identified for each role, it should also be stated how
many individuals are required to performthe task (n out mrule).
Identification and authentication requirenents for each role may al so
be defi ned.

4.5.3 Personnel Security Controls
Thi s subconmponent addresses the foll ow ng:

* Background checks and cl earance procedures required for the
personnel filling the trusted roles; (23)

* Background checks and cl earance procedures requirenents for
ot her personnel, including janitorial staff; (24)

* Training requirenments and training procedures for each role;
* Any retraining period and retraining procedures for each role;
* Frequency and sequence for job rotation anbng various roles;
* Sanctions agai nst personnel for unauthorized actions,
unaut hori zed use of authority, and unauthorized use of entity
systens; (25)
* Controls on contracting personnel, including:
- Bondi ng requirenments on contract personnel
- Contractual requirenments including indemification for
damages due to the actions of the contractor personnel
- Audit and nonitoring of contractor personnel; and
- O her controls on contracting personnel
* Docunentation to be supplied to personnel
4.6 TECHNI CAL SECURI TY CONTRCLS
This conponent is used to define the security measures taken by the
issuing CAto protect its cryptographic keys and activation data

(e.g., PINs, passwords, or nanually-held key shares). This conponent
may al so be used to inpose constraints on repositories, subject CAs
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and end entities to protect their cryptographic keys and critical
security paranmeters. Secure key nanagenent is critical to ensure
that all secret and private keys and activation data are protected
and used only by authorized personnel.

Thi s conponent al so describes other technical security controls used
by the issuing CA to performsecurely the functions of key
generation, user authentication, certificate registration
certificate revocation, audit, and archival. Technical controls
include life-cycle security controls (including software devel opnent
envi ronnent security, trusted software devel opnent mnet hodol ogy) and
operational security controls.

Thi s conponent can al so be used to define other technical security
controls on repositories, subject CAs, RAs, and end entities.

Thi s conponent has the foll owi ng subconponents:

* Key Pair Ceneration and Installation;

* Private Key Protection;

* Ot her Aspects of Key Pair Mnagenent;

* Activation Data;

* Conputer Security Controls;

* Life-Cycle Security Controls;

* Network Security Controls; and

* Cryptographi ¢ Modul e Engi neering Controls.

4.6.1 Key Pair Ceneration and Installation

Key pair generation and installation need to be considered for the
issuing CA, repositories, subject CAs, RAs, and subject end entities.
For each of these types of entities, the follow ng questions
potentially need to be answered:

1. Who generates the entity public, private key pair?

2. Howis the private key provided securely to the entity?

3. Howis the entity’'s public key provided securely to the
certificate issuer?
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If the entity is a CA (issuing or subject) howis the entity’s
public key provided securely to the users?
What are the key sizes?
Who generates the public key paraneters?
Is the quality of the paraneters checked during key generation?
I's the key generation performed in hardware or software?
For what purposes may the key be used, or for what purposes
shoul d usage of the key be restricted (for X 509 certificates,

t hese purposes should nap to the key usage flags in the Version
3, X.509 certificates)?

4.6.2 Private Key Protection

Requi rements for private key protection need to be considered for the
issuing CA, repositories, subject CAs, RAs, and subject end entities.
For each of these types of entity, the follow ng questions
potentially need to be answered:

1

Chokhani

What standards, if any, are required for the nodule used to
generate the keys? For exanple, are the keys certified by the
infrastructure required to be generated using nodul es conpl ai nt
with the US FIPS 140-1? |If so, what is the required FIPS 140-1
| evel of the nodul e?

I's the private key under n out of mnulti-person control ?(18)
If yes, provide n and m (two person control is a special case
of n out of m wheren=m= 2)?

I's the private key escrowed? (19) If so, who is the escrow
agent, what formis the key escrowed in (exanples include
pl ai ntext, encrypted, split key), and what are the security
controls on the escrow systenf

Is the private key backed up? If so, who is the backup agent,
what formis the key backed up in (exanples include plaintext,
encrypted, split key), and what are the security controls on

t he backup systen?

Is the private key archived? If so, who is the archival agent,
what formis the key archived in (exanples include plaintext,
encrypted, split key), and what are the security controls on

t he archival systenf?
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6. Who enters the private key in the cryptographic nodule? In
what form (i.e., plaintext, encrypted, or split key)? Howis
the private key stored in the nodule (i.e., plaintext,
encrypted, or split key)?

7. Who can activate (use) the private key? Wat actions nust be
perforned to activate the private key (e.g., login, power on,
supply PIN, insert token/key, automatic, etc.)? Once the key
is activated, is the key active for an indefinite period,
active for one time, or active for a defined tinme period?

8. Who can deactivate the private key and how? Exanpl e of how
m ght include, |ogout, power off, renpove token/key, automatic,
or tinme expiration.

9. Who can destroy the private key and how? Exanples of how night
i ncl ude token surrender, token destruction, or key overwite.

4.6.3 O her Aspects of Key Pair Mnagenent

O her aspects of key managenent need to be considered for the issuing
CA, repositories, subject CAs, RAs, and subject end entities. For
each of these types of entity, the follow ng questions potentially
need to be answered:

1. Is the public key archived? |If so, who is the archival agent
and what are the security controls on the archival systenf? The
archival system shoul d provide integrity controls other than
digital signatures since: the archival period nmay be greater
than the cryptanal ysis period for the key and the archive
requires tanper protection, which is not provided by digital
si ghat ur es.

2. What are the usage periods, or active lifetimes, for the public
and the private key respectively?

4.6.4 Activation Data

Activation data refers to data val ues other than keys that are
required to operate cryptographic nodul es and that need to be
protected. (20) Protection of activation data potentially needs to
be considered for the issuing CA subject CAs, RAs, and end entities.
Such consideration potentially needs to address the entire life-cycle
of the activation data from generation through archival and
destruction. For each of the entity types (issuing CA repository,
subject CA RA and end entity) all of the questions listed in 4.6.1
through 4.6.3 potentially need to be answered with respect to
activation data rather than with respect to keys.
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4.6.5 Computer Security Controls

Thi s subconmponent is used to describe conmputer security controls such
as: use of the trusted computing base concept, discretionary access
control, labels, mandatory access controls, object reuse, audit,
identification and authentication, trusted path, security testing,
and penetration testing. Product assurance nmay al so be addressed.

A conputer security rating for conmputer systens nmay be required. The
rating could be based, for exanple, on the Trusted System Eval uati on
Criteria (TCSEC), Canadian Trusted Products Evaluation Criteria,

Eur opean I nformation Technol ogy Security Evaluation Criteria (1TSEC),
or the Common Criteria. This subconponent can al so address

requi rements for product evaluation analysis, testing, profiling,
product certification, and/or product accreditation related activity
under t aken.

4.6.6 Life Cycle Security Controls

Thi s subconponent addresses system devel opnment controls and security
managenent controls.

Syst em devel opnent controls include devel oprment environnent security,
devel opnent personnel security, configuration nanagenent security
during product maintenance, software engi neering practices, software
devel opnent net hodol ogy, nodularity, |ayering, use of failsafe design
and i npl ementation techniques (e.g., defensive progranmm ng) and

devel opnent facility security.

Security managenent controls include execution of tools and
procedures to ensure that the operational systens and networks adhere
to configured security. These tools and procedures include checking
the integrity of the security software, firmvare, and hardware to
ensure their correct operation.

Thi s subconmponent can al so address life-cycle security ratings based,
for exanple, on the Trusted Software Devel opnment Met hodol ogy (TSDM
level 1V and V, independent life-cycle security controls audit, and
the Software Engineering Institute’'s Capability Maturity Model (SEl-

cw .
4.6.7 Network Security Controls

Thi s subconponent addresses network security related controls,
including firewalls.
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4.6.8 Cryptographi c Modul e Engi neering Controls (26)
Thi s subconponent addresses the foll owi ng aspects of a cryptographic
nmodul e: identification of the cryptographi c nodul e boundary,
i nput/output, roles and services, finite state machi ne, physical
security, software security, operating system security, algorithm
conpli ance, electromagnetic conpatibility, and self tests.
Requi rements may be expressed through reference to a standard such as
U.S. FIPS 140-1. (27)
4.7 CERTI FI CATE AND CRL PROFI LES
This conponent is used to specify the certificate format and, if CRLs
are used, the CRL format. Assuning use of the X 509 certificate and
CRL formats, this includes information on profiles, versions, and
ext ensi ons used.
Thi s conponent has two subconponents:
* Certificate Profile; and
* CRL Profile.
4.7.1 Certificate Profile
Thi s subconponent addresses such topics as the following (potentially
by reference to a separate profile definition, such as the PKI X Part
| profile):
* Version nunber(s) supported;
* Certificate extensions populated and their criticality;
* Cryptographic algorithmobject identifiers;
* Narme forms used for the CA, RA and end entity nanes;

* Nane constraints used and the nane forns used in the nane
constraints;

* Applicable certificate policy Cbject Identifier(s);
* Usage of the policy constraints extension;
* Policy qualifiers syntax and semantics; and

* Processing semantics for the critical certificate policy
ext ensi on.
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4.7.2 CRL Profile

Thi s subconponent addresses such topics as the follow ng (potentially
by reference to a separate profile definition, such as the PKI X Part
| profile):

* Version nunbers supported for CRLs; and
* CRL and CRL entry extensions populated and their criticality.
4.8 SPECI FI CATI ON ADM NI STRATI ON

This conponent is used to specify how this particular certificate
policy definition or CPS will be maintained.

It contains the follow ng subcomponents:
* Specification Change Procedures;
* Publication and Notification Procedures; and
* CPS Approval Procedures.
4.8.1 Specification Change Procedures

It will occasionally be necessary to change certificate policies and
Certification Practice Statenments. Sone of these changes will not
materially reduce the assurance that a certificate policy or its

i npl erentation provides, and will be judged by the policy
admi ni strator as not changing the acceptability of certificates
asserting the policy for the purposes for which they have been used.
Such changes to certificate policies and Certification Practice
Statenments need not require a change in the certificate policy Object
Identifier or the CPS pointer (URL). Oher changes to a
specification will change the acceptability of certificates for
speci fi c purposes, and these changes will require changes to the
certificate policy Object ldentifier or CPS pointer (URL).

Thi s subconmponent contains the follow ng information:

* A list of specification conponents, subconponents, and/or
el enents thereof that can be changed without notification and
wi t hout changes to the certificate policy Object Identifier or
CPS pointer (URL).

* A list of specification conponents, subconponents, and/or

el enents thereof that may change foll owing a notification period
wi t hout changing the certificate policy Object Identifier or CPS
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pointer (URL). The procedures to be used to notify interested
parties (relying parties, certification authorities, etc.) of
the certificate policy or CPS changes are described. The
description of notification procedures includes the notification
nmechani sm notification period for corments, mechanismto
receive, review and incorporate the conments, mechani smfor
final changes to the policy, and the period before final changes
beconme effective.

* A list of specification conponents, subconponents, and/or
el enents, changes to which require a change in certificate
policy Object Identifier or CPS pointer (URL)..

4.8.2 Publication and Notification Procedures

Thi s subconponent contains the follow ng el enents:

* Alist of components, subconponents, and el ements thereof that
exi st but that are not nmade publicly available; (33)

* Descriptions of nmechanisns used to distribute the certificate
policy definition or CPS, including access controls on such
di stribution.

4.8.3 CPS Approval Procedures
In a certificate policy definition, this subconponent describes how
the conpliance of a specific CPS with the certificate policy can be
det er m ned.

5. QUTLINE OF A SET OF PROVI SI ONS
This section contains a possible outline for a set of provisions,
intended to serve as a checklist or (with sone further devel opnent) a
standard tenplate for use by certificate policy or CPS witers. Such
a common outline will facilitate:

(a) Conparison of two certificate policies during cross-
certification (for the purpose of equival ency mapping).

(b) Conparison of a CPS with a certificate policy definition to
ensure that the CPS faithfully inplenents the policy.

(c) Conparison of two CPSs.
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2 ldentity/qualifications of auditor

3 Auditor’s relationship to audited party
4 Topics covered by audit

5 Actions taken as a result of deficiency
6 Conmuni cation of results

Confidentiality

Types of information to be kept confidenti al

Types of information not considered confidenti al

Di scl osure of certificate revocation/suspension information
Rel ease to | aw enforcenent officials

Rel ease as part of civil discovery

Di scl osure upon owner’s request

O her information rel ease circunstances

Intell ectual Property Rights
| DENTI FI CATI ON AND AUTHENTI CATI ON ( 34)

nitial Registration

1 Types of nanes

2 Need for nanes to be neani ngful

3 Rules for interpreting various nane forns

4 Uni queness of nanes

5 Nane claimdispute resol ution procedure

6 Recognition, authentication and role of tradenmarks
7 Method to prove possession of private key

8 Authentication of organization identity

9 Authentication of individual identity
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Rout i ne Rekey

Rekey after Revocation
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3.4 Revocation Request

4. OPERATI ONAL REQUI REMENTS ( 34)
4.1 Certificate Application

4.2 Certificate |Issuance

4.3 Certificate Acceptance

4.4 Certificate Suspension and Revocation

1 Gircunstances for revocation

2 \Who can request revocation

3 Procedure for revocation request

.4 Revocation request grace period

.5 Circunstances for suspension

6 Who can request suspension

7 Procedure for suspension request

8 Limts on suspension period

.9 CRL issuance frequency (if applicable)

.10 CRL checking requirenments

.11 On-line revocation/status checking availability

.12 On-line revocation checking requirenents

.13 Oher forms of revocation advertisenents avail abl e

.14 Checking requirenments for other fornms of revocation
adverti senments

.15 Special requirenments re key conproni se
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4.5 ecurity Audit Procedures

Types of event recorded

Frequency of processing |og

Retention period for audit |og

Protection of audit |og

Audit | og backup procedures

Audit collection system (internal vs external)
Notification to event-causi ng subject
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5 Vul nerability assessnents
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4.6 Records Archiva

Types of event recorded

Ret ention period for archive

Protection of archive

Archi ve backup procedures

Requi rements for tine-stanping of records

Archive collection system (internal or external)
Procedures to obtain and verify archive information
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4.7 Key changeover

4.8 Conpromi se and Di saster Recovery
4.8.1 Computing resources, software, and/or data are corrupted
4.8.2 Entity public key is revoked
4.8.3 Entity key is conprom sed
4.8.4 Secure facility after a natural or other type of disaster

4.9 CA Term nation

5. PHYSI CAL, PROCEDURAL, AND PERSONNEL SECURI TY CONTROLS (34)

5.1 hysi cal Controls

Site location and construction

Physi cal access

Power and air conditioning

WAt er exposures

Fire prevention and protection

Medi a storage

Wast e di sposa

P
1
1
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1
1
1
1 O f-site backup
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5.2 Procedural Controls

5.2.1 Trusted roles
5.2.2 Nunber of persons required per task
5.2.3 ldentification and authentication for each role
5.3 Personnel Controls
5.3.1 Background, qualifications, experience, and clearance

requirements

Background check procedures

Trai ning requirenents

Retrai ning frequency and requirenents
Job rotation frequency and sequence
Sanctions for unauthorized actions
Contracting personnel requirements
Docunent ati on supplied to personnel
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6. TECHNI CAL SECURI TY CONTROLS (34)

6.1 Key Pair GCeneration and Installation

Key pair generation

Private key delivery to entity

Public key delivery to certificate issuer
CA public key delivery to users

Key sizes

Publ i c key paraneters generation
Paraneter quality checking
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Har dwar e/ sof t war e key generati on

6.
6 Key usage purposes (as per X 509 v3 key usage field)
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6.2 rivate Key Protection

1 Standards for cryptographi c nodul e

2 Private key (n out of m) nulti-person contro
3 Private key escrow

4 Private key backup

5 Private key archiva

6 Private key entry into cryptographi c nodul e
7 Method of activating private key

8 Method of deactivating private key

9 Method of destroying private key
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her Aspects of Key Pair Managenent
.1 Public key archiva
.2 Usage periods for the public and private keys
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ctivation Data

.1 Activation data generation and installation
.2 Activation data protection

.3 O her aspects of activation data
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Specific conmputer security technical requirenents

6.5 Conputer Security Controls
5.1
5.2 Conputer security rating

6.6 Life Cycle Technical Controls
6.6.1 System devel opnent controls
6.6.2 Security nmanagenent controls
6.6.3 Life cycle security ratings

6.7 Network Security Controls

6.8 Cryptographi c Modul e Engi neering Control s
7. CERTI FI CATE AND CRL PROFI LES

7.1 Certificate Profile

Ver si on nunber (s)

Certificate extensions

Al gorithm object identifiers

Nane forns

Name constraints

Certificate policy Qbject ldentifier
Usage of Policy Constraints extension
Policy qualifiers syntax and semantics
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7.1.9 Processing semantics for the critical certificate policy
ext ensi on
7.2 CRL Profile

1 Version nunber(s)
2 CRL and CRL entry extensions

7.2.

7.2.
SPECI FI CATI ON ADM NI STRATI ON

.1 Specification change procedures

.2 Publication and notification policies

.3 CPS approval procedures
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NOTES

1

The ABA Digital Signature Guidelines can be purchased fromthe ABA
See http://ww. abanet.com for ordering details.

Exanpl es of types of entity for subject CAs are a subordinate
organi zation (e.g., branch or division), a federal governnent
agency, or a state or provincial governnent departnent.

This statement can have significant inplications. For exanple,
suppose a bank clains that it issues CA certificates to its
branches only. Now, the user of a CA certificate issued by the
bank can assunme that the subject CAin the certificate is a branch
of the bank

Exanpl es of the types of subject RA entities are branch and
di vi sion of an organi zati on.

Exanpl es of types of subject end entities are bank customers,
t el ephone conpany subscribers, and enpl oyees of a governnent
depart ment

This statement can have significant inplications. For exanple,
suppose Government CA clains that it issues certificates to

Gover nment enpl oyees only. Now, the user of a certificate issued
by the CGovernment CA can assume that the subject of the certificate
is a Government enpl oyee.

Exanpl es i nclude X 500 distinguished name, Internet e-nail address,
and URL.

The term "neani ngful” nmeans that the nane form has conmonly
understood semantics to determne identity of the person and/or
organi zation. Directory names and RFC 822 nanes may be nore or
| ess neani ngful .

Exanpl es of proof include the issuing CA generating the key, or
requiring the subject to send an el ectronically signed request or
to sign a chall enge.

10 Exanpl es of organization identity authentication are: articles of

i ncorporation, duly signed corporate resol utions, conpany seal,
and notarized docunents.

11 Exanpl es of individual identity authentication are: bionetrics

(thunb print, ten finger print, face, palm and retina scan),
driver’s license, passport, credit card, conpany badge, and
gover nment badge.
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12

13

14

15

16

17

18

19

20

21

Exanpl es include duly signed authorization papers or corporate ID
badge.

The identification policy for routine rekey should be the same as
the one for initial registration since the sane subject needs
rekeying. The rekey authentication nay be acconplished using the
techniques for initial I&A or using digitally signed requests.

This identification and authentication policy could be the sanme as
that for initial registration.

This policy could be the sane as the one for initial registration.

The identification policy for Revocation request could be the sane
as that for initial registration since the sane subject
certificate needs to be revoked. The authentication policy could
accept a Revocation request digitally signed by subject. The

aut hentication information used during initial registration could
be acceptabl e for Revocation request. Qther |ess stringent

aut hentication policy could be defined.

The identification policy for key conprom se notification could be
the same as the one for initial registration since the sane

subj ect certificate needs to be revoked. The authentication
policy could accept a Revocation request digitally signed by
subject. The authentication information used during initial

regi stration could be acceptable for key conproni se notification
O her less stringent authentication policy could be defined.

The n out of mrule allows a key to be split in mparts. The m
parts nmay be given to mdifferent individuals. Any n parts out of
the mparts may be used to fully reconstitute the key, but having
any n- 1 parts provides one with no information about the key.

A key may be escrowed, backed up or archived. Each of these
functions have different purpose. Thus, a key may go through any
subset of these functions depending on the requirenents. The

pur pose of escrowis to allowa third party (such as an

organi zati on or governnent) to legally obtain the key w thout the
cooperation of the subject. The purpose of back up is to allow
the subject to reconstitute the key in case of the destruction of
the key. The purpose of archive is to provide for reuse of the
key in future, e.g., use the private key to decrypt a docunent.

An exanple of activation data is a PIN or passphrase.

Exanpl es of physical access controls are: nmonitored facility ,
guarded facility, locked facility, access controlled using tokens,
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access controlled using bionetrics, and access control | ed through
an access list.

22 Exanples of the roles include system adninistrator, system
security officer, and systemauditor. The duties of the system
admini strator are to configure, generate, boot, and operate the
system The duties of the systemsecurity officer are to assign
accounts and privileges. The duties of the systemauditor are to
set up systemaudit profile, performaudit file nanagenent, and
audit review

23 The background checks may include clearance |evel (e.g., none,
sensitive, confidential, secret, top secret, etc.) and the
cl earance granting authority nane. |In lieu of or in addition to a
defined cl earance, the background checks may include types of
background i nformation (e.g., nane, place of birth, date of birth,
hone address, previous residences, previous enploynent, and any
other information that may hel p determ ne trustworthiness). The
description should al so include which information was verified and
how.

24 For exanple, the certificate policy may inpose personnel security
requi rements on the network system administrator responsible for a
CA's network access.

25 Regardl ess of whether authorized persons are enpl oyees, practices
shoul d be inplenented to ensure that each authorized person is
hel d accountabl e for his/her actions.

26 A cryptographic nodule is hardware, software, or firmmare or any
conbi nati on of them

27 The conpliance description should be specific and detailed. For
exanpl e, for each FIPS 140-1 requirement, describe the |evel and
whet her the | evel has been certified by an accredited | aboratory.

28 Exanple of audit events are: request to create a certificate,
request to revoke a certificate, key conpromi se notification
creation of a certificate, revocation of a certificate, issuance
of a certificate, issuance of a CRL, issuance of key conpronise
CRL, establishnent of trusted roles on the CA, actions of truste
personnel, changes to CA keys, etc.

29 Exanpl e of archive events are: request to create a certificate,
request to revoke a certificate, key conpromi se notification
creation of a certificate, revocation of a certificate, issuance
of a certificate, issuance of a CRL, issuance of key conpronise
CRL, and changes to CA keys.
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30 A parent CAis an exanple of audit relationship.

31 Exanpl e of conpliance audit topics: sanple check on the various
| &A pol i ci es, conprehensive checks on key managenent poli cies,
conpr ehensi ve checks on system security controls, conprehensive
checks on operations policy, and conprehensive checks on
certificate profiles.

32 The exanpl es include, tenporary suspension of operations until
deficiencies are corrected, revocation of entity certificate,

change in personnel, invocation of liability policy, nore frequent

conmpliance audit, etc.

33 An organi zation may choose not to nake public some of its security

controls, clearance procedures, or sone others el enents due to
their sensitivity.

34 All or sonme of the following itens may be different for the
various types of entities, i.e., CA RA and end entities.

LI ST OF ACRONYMS

ABA - Anerican Bar Association

CA - Certification Authority

CPS - Certification Practice Statenent

CRL - Certificate Revocation List

DAM - Draft Amendnent

FI PS - Federal Information Processing Standard

| &A - ldentification and Authentication

| EC - International Electrotechnical Conmi ssion

| ETF - Internet Engineering Task Force

IP - Internet Protocol

| SO - International Organization for Standardization
I T | nternational Tel ecomruni cati ons Union

U -
NI ST - National Institute of Standards and Technol ogy
OD- nhject ldentifier

PIN - Personal Identification Nunber

PKI - Public Key Infrastructure

PKI X - Public Key Infrastructure (X 509) (IETF Working G oup)
RA - Registration Authority

RFC - Request For Conment

URL - Uni form Resource Locator

US - United States
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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