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Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Copyright Notice
Copyright (C) The Internet Society (1999). Al Rights Reserved.
Abstract

Thi s docunent describes an option for negotiating the use of header
conpression on | P datagrans transnitted over the Point-to-Point
Protocol [RFCL661]. It defines extensions to the PPP Control
Protocols for IPv4 and | Pv6 [ RFC1332, RFC2023]. Header conpression
may be applied to IPv4 and | Pv6 datagrans in comnbination with TCP,
UDP and RTP transport protocols as specified in [IPHC] and [ CRTP].

1. Introduction

The | P Header Conpression (IPHC) defined in [IPHC] may be used for
conpression of both IPv4 and | Pv6 datagrans or packets encapsul ated
with multiple I P headers. IPHC is al so capabl e of conpressing both
TCP and UDP transport protocol headers. The | P/ UDP/ RTP header
conpression defined in [CRTP] fits within the framework defined by
| PHC so that it may al so be applied to both IPv4 and | Pv6 packets.

In order to establish conpression of |IP datagrans sent over a PPP
link each end of the Iink nmust agree on a set of configuration
paraneters for the conpression. The process of negotiating |ink
paraneters for network [ayer protocols is handled in PPP by a fanmily
of network control protocols (NCPs). Since there are separate NCPs
for 1Pv4 and I Pv6, this docunent defines configuration options to be
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used in both NCPs to negotiate paraneters for the conpression schene.

IPHC relies on the link layer’s ability to indicate the types of
datagrans carried in the link layer franes. In this docunent nine new
types for the PPP Data Link Layer Protocol Field are defined al ong
with their neaning.

In general, header conpression schemes that use delta encodi ng of
conpressed packets require that the | ower | ayer does not reorder
packets between conpressor and deconpressor. |PHC uses delta encodi ng
of conpressed packets for TCP and RTP. The |IPHC specification [|PHC
i ncludes nmethods that allow link |ayers that may reorder packets to
be used with IPHC. Since PPP does not reorder packets these
nmechani sns are di sabl ed by default. When using reordering nechani sns
such as nmulticlass multilink PPP [ MCM.], care mnust be taken so that
packets that share the sane conpression context are not reordered.

2. Configuration Option

Thi s docunent specifies a new conpression protocol value for the |IPCP
| P- Conpr essi on-Protocol option as specified in [ RFC1332]. The new
val ue and the associ ated option format are described in section 2. 1.

The option format is structured to allow future extensions to the
| PHC schene.

NOTE: The specification of |link and network |ayer paraneter
negotiation for PPP [RFC1661], [RFC1331], [RFC1332] does not
prohibit multiple instances of one configuration option but states
that the specification of a configuration option nust explicitly
allow nmultiple instances. Fromthe current specification of the

| PCP | P- Conpressi on- Protocol configuration option [RFCL332, p 6]

it follows that it can only be used to select a single conpression
protocol at any tinme.

NOTE: [RFC1332] is not explicit about whether the option

negoti ates the capabilities of the receiver or of the sender. In

keeping with current practice, we assune that the option describes
the capabilities of the deconpressor (receiving side) of the peer

that sends the Confi g- Req.
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2.1. Configuration Option Format

Both the network control protocol for IPv4, |IPCP [RFC1332] and the

| Pv6 NCP, |PV6CP [ RFC2023] may be used to negotiate |IP Header
Conpression paraneters for their respective protocols. The fornmat of
the configuration option is the same for both I PCP and | PV6CP

Descri ption

This NCP configuration option is used to negoti ate parameters for
| P Header Conpression. The option format is sunmari zed bel ow.
The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| Type | Lengt h | | P- Conpr essi on- Pr ot ocol |
T S o T s T T o S T il sl S T R S i i
| TCP_SPACE | NON_TCP_SPACE |
T S o T s T T o S T il sl S T R S i i
| F_MAX_PERI OD | F_MAX Tl ME |
T S o T s T T o S T il sl S T R S i i

| MAX_HEADER | subopti ons. .
T S o T s T T o S T il sl S T R S i i

Type
2
Lengt h
>= 14

The length may be increased if the presence of additional
paraneters is indicated by additional suboptions.

| P- Conpr essi on- Pr ot ocol
0061 (hex)

TCP_SPACE
The TCP_SPACE field is two octets and indicates the nmaxi num val ue
of a context identifier in the space of context identifiers
all ocated for TCP
Suggest ed val ue: 15

TCP_SPACE must be at least 0 and at nost 255 (The value 0 inplies
havi ng one context).
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NON_TCP_SPACE

The NON_TCP_SPACE field is two octets and indicates the naxi mum
value of a context identifier in the space of context identifiers
all ocated for non-TCP. These context identifiers are carried in
COVWPRESSED NON_TCP, COWVPRESSED UDP and COVWPRESSED RTP packet
header s.

Suggest ed val ue: 15

NON_TCP_SPACE nust be at least 0 and at nopst 65535 (The value 0
i mpl i es havi ng one context).

F_MAX_PERI OD

Maxi mum i nterval between full headers. No nore than F_MAX PERI CD
COVMPRESSED _NON_TCP headers nay be sent between FULL_HEADER
headers.

Suggest ed val ue: 256

A value of zero inplies infinity, i.e. thereis nolimt to the
nunber of consecutive COVWRESSED NON TCP headers.

F_MAX_TI ME

Maxi mum tinme interval between full headers. COVPRESSED NON _TCP
headers may not be sent nore than F_MAX Tl ME seconds after sending
the |l ast FULL_HEADER header.

Suggest ed val ue: 5 seconds

A value of zero inplies infinity.

MAX_HEADER

The | argest header size in octets that nay be conpressed.
Suggest ed val ue: 168 octets

The val ue of MAX HEADER shoul d be | arge enough so that at | east
the outer network | ayer header can be conpressed. To increase
conpr ession efficiency MAX HEADER shoul d be set to a value | arge
enough to cover common conbi nations of network and transport |ayer
header s.

subopti ons

Engan,

The suboptions field consists of zero or nore suboptions. Each
suboption consists of a type field, a length field and zero or
nore paraneter octets, as defined by the suboption type. The
value of the length field indicates the length of the suboption in
its entirety, including the lengths of the type and length fields.
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0 1 2
012345678901 234567890123
T s S S S e S S S i S S e T E o
| Type | Lengt h | Paraneters...
T s S S S e S S S i S S e T E o

2.2 RTP- Conpressi on Suboption

The RTP- Conpressi on suboption is included in the NCP
| P- Conpr essi on- Protocol option for IPHC if | P/ UDP/ RTP conpression is
to be enabl ed.

After successful negotiation of parameters for | P Header Conpression
the use of Protocol ldentifiers FULL_HEADER, COWPRESSED TCP
COVPRESSED _TCP_NODELTA and COVPRESSED NON _TCP i s enabl ed, regardl ess
of the prescence of an RTP- Conpressi on suboption.

Descri ption

Enabl e use of Protocol Identifiers COMWPRESSED RTP, COVPRESSED UDP and

CONTEXT_STATE as specified in [CRTP].

0 1
0123456789012345
T s S S T e e e S s S
| Type | Lengt h |
T s S S T e e e S s S

Type
1

Lengt h
2

3. Multiple Network Control Protocols

The | PHC protocol is able to conpress both I Pv6 and | Pv4 datagrarns.
Both I PCP and | PV6CP are able to negotiate option paraneter val ues
for IPHC. These values apply to the conpression of packets where the
outer header is an |IPv4 header and an | Pv6 header, respectively.

3.1. Sharing Context ldentifier Space
For the conpression and deconpression of | Pv4 and | Pv6 datagram
headers the context identifier space is shared. Wile the paraneter

val ues are independently negotiated, sharing the context identifier
spaces becones nore conpl ex when the paraneter values differ. Since
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the conpressed packets share context identifier space, the
conpressi on engi ne nmust allocate context identifiers out of a common
pool ; for conpressed packets, the deconpressor has to exani ne the
context state to determ ne what paraneters to use for deconpression

Context identifier spaces are not shared between TCP and non-

TCP/ UDP/ RTP. Doing so would require additional mechanisns to ensure
that no error can occur when switching fromusing a context
identifier for TCP to non-TCP

4. Denul tipl exi ng of Datagrans

The | PHC specification [IPHC] defines four header formats for
different types of conpressed headers. They are conpressed TCP
conpressed TCP with no delta encoding, conpressed non-TCP with 8 bit
CI D and conpressed non-TCP with 16 bit CID. The two non-TCP formats
may be distinguished by their contents so both nmay use the sane
link-level identifier. A fifth header format, the full header is
distinct froma regular header in that it carries additional
information to establish shared context between the conpressor and
deconpr essor.

The specification of | P/UDP/ RTP Header Conpression [CRTP] defines
four additional formats of conpressed headers. They are for
conpressed UDP and conpressed RTP (on top of UDP), both with either
8- or 16-bit CIDs. 1In addition, there is an explicit error nessage
fromthe deconpressor to the conpressor.

The link layer nust be able to indicate these header formats with
di stinct values. N ne PPP Data Link Layer Protocol Field values are
speci fi ed bel ow.

FULL_HEADER
The frane contains a full header as specified in [CRTP] Section
3.3.1. This is the sane as the FULL_HEADER specified in [I|PHC
Section 5. 3.
Val ue: 0061 (hex)

COVWPRESSED TCP
The frane contains a datagramwi th a conpressed header with the
format as specified in [IPHC] Section 6a.
Val ue: 0063 (hex)

COVPRESSED TCP_NODELTA
The frane contains a datagramwi th a conpressed header with the
format as specified in [IPHC] Section 6b.
Val ue: 2063 (hex)
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COVPRESSED _NON_TCP
The frane contains a datagramwi th a conpressed header with the
format as specified in either Section 6¢c or Section 6d of
[1 PHC] .
Val ue: 0065 (hex)

COVPRESSED RTP_8
The frane contains a datagramwi th a conpressed header with the
format as specified in [CRTP] Section 3.3.2, using 8-bit ClDs.
Val ue: 0069 (hex)

COVPRESSED _RTP_16
The frane contains a datagramwi th a conpressed header with the
format as specified in [CRTP] Section 3.3.2, using 16-bit Cl Ds.
Val ue: 2069 (hex)

COVPRESSED _UDP_8
The frane contains a datagramwi th a conpressed header with the
format as specified in [CRTP] Section 3.3.3, using 8-bit ClDs.
Val ue: 0067 (hex)

COVPRESSED UDP_16
The frane contains a datagramwi th a conpressed header with the
format as specified in [CRTP] Section 3.3.3, using 16-bit Cl Ds.
Val ue: 2067 (hex)

CONTEXT_STATE
The frane is a link-level nessage sent fromthe deconpressor to
the conpressor as specified in [CRTP] Section 3.3.5.
Val ue: 2065 (hex)
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6. Security Considerations

Negoti ation of the option defined here inposes no additional security
consi derati ons beyond those that otherw se apply to PPP [ RFC1661].

The use of header conpression can, in rare cases, cause the
m sdel i very of packets. |If necessary, confidentiality of packet
contents shoul d be assured by encryption.

Encryption applied at the IP layer (e.g., using |PSEC nmechani sns)
precl udes header conpression of the encrypted headers, though
conpression of the outer |IP header and authentication/security
headers is still possible as described in [IPHC]. For RTP packets,
full header conpression is possible if the RTP payload is encrypted
by itself w thout encrypting the UDP or RTP headers, as described in
[ RFC1889]. This nethod is appropriate when the UDP and RTP header

i nformati on need not be kept confidential.
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8. Full Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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