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Abstract
Thi s docunent describes schema in support of user/password
aut hentication in a LDAP (Lightweight Directory Access Protocol)
directory including the authPassword attribute type. This attribute
type hol ds values derived fromthe user’s password(s) (comonly using
cryptographi c strength one-way hash). authPassword is intended to
used instead of userPassword.

1. Background and I ntended Use

The userPassword attribute type [ RFC2256] is intended to be used to
support the LDAP [ RFC2251] "sinple" bind operation. However, val ues

of userPassword nust be clear text passwords. It is often desirable
to store values derived fromthe user’s password(s) instead of actual
passwor ds.

The aut hPassword attribute type is intended to be used to store

i nformation used to inplenent sinple password based aut henticati on.
The attribute type may be used by LDAP servers to inplenent the LDAP
Bi nd operation’s "sinple" authentication nethod.

The attribute type supports nultiple storage schenes. A matching
rule is provided for use with extensible search filters to allow
clients to assert that a clear text password "matches" one of the
attri bute’ s val ues.

St orage schenes often use cryptographic strength one-way hashing.

Though the use of one-way hashing reduces the potential that exposed
values will all ow unauthorized access to the Directory (unless the
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hash al gorithnlinplenmentation is flawed), the hashing of passwords is
intended to be as an additional |ayer of protection. It is
RECOVMENDED t hat hashed val ues be protected as if they were clear

t ext passwords.

This attribute may be used in conjunction with server side password
generation nmechani snms (such as the LDAP Password Mdify [ RFC3062]
ext ended operation).

Access to this attribute may governed by adm nistrative controls such
as those which inplement password change policies.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', and "MAY" in this docunent are
to be interpreted as described in RFC 2119 [ RFC2119].

2. Schenmm Definitions

The followi ng schema definitions are described in terns of LDAPv3
Attribute Syntax Definitions [ RFC2252] with specific syntax detail ed
usi ng Augnent ed BNF [ RFC2234] .

2. 1. aut hPasswor dSynt ax

( 1.3.6.1.4.1.4203.1.1.2
DESC ' aut henti cati on password syntax’ )

Val ues of this syntax are encoded according to:

aut hPasswor dval ue = w schene s authlnfo s authVal ue w
scheme = %30-39 / %41-5A /| %2D 2F /| 9%5F
; 0-9, Az "-", ", "[", or "_"
aut hl nfo = schenmeSpeci fi cVal ue
aut hval ue = scheneSpeci fi cVal ue
scheneSpeci ficValue = *( %21-23 / %25-7E )
; printable ASCIl less "$" and " "

s = wSEP w

w = *SP

SEP = %24 ; "$"

SP = %&20 ; " " (space)

wher e schenme descri bes the nechani sm and aut hlnfo and authValue are a
schene specific. The authlnfo field is often a base64 encoded salt.
The authValue field is often a base64 encoded val ue derived from a
user’'s password(s). Values of this attribute are case sensitive.
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Transfer of values of this syntax is strongly di scouraged where the
underlying transport service cannot guarantee confidentiality and may
result in disclosure of the values to unauthorized parti es.

Thi s docunent describes a nunber of schenmes, as well as requirenents
for the scheme naming, in section 3.

2. 2. aut hPasswor dExact Vat ch

( 1.3.6.1.4.1.4203.1.2.2
NAME '’ aut hPasswor dExact Mat ch’
DESC ' aut henti cati on password exact matching rule’
SYNTAX 1.3.6.1.4.1.4203.1.1.2)

This matching rule allows a client to assert that an asserted

aut hPasswor dSynt ax val ue mat ches aut hPasswordSyntax values. It is
meant to be used as the EQUALITY matching rule of attributes whose
SYNTAX i s aut hPasswor dSynt ax.

The assertion is "TRUE" if there is an attribute value which has the
same schene, authlnfo, and aut hVal ue conponents as the asserted

val ue; "FALSE" if no attribute value has the sane conponents as the
asserted val ue; and "Undefi ned" otherwi se.

2. 3. aut hPasswor dMat ch

( 1.3.6.1.4.1.4203.1.2.3
NAME '’ aut hPasswor dMat ch
DESC ' aut henti cati on password matching rul e’
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 40{128} )

This matching rule allows a client to assert that a password mat ches
val ues of authPasswordSyntax using an extensibleMatch filter
conmponent. Each value is matched per its schene. The assertion is
"TRUE" if one or nore attribute values matches the asserted val ue,
"FALSE" if all values do not natches, and "Undefined" otherw se.

Servers whi ch support use of this matching rule SHOULD publish
appropriate nmatchi ngRul eUse val ues per [RFC2252], 4. 4.

Transfer of authPasswordMatch assertion values is strongly

di scouraged where the underlying transport service cannot guarantee
confidentiality and may result in disclosure of the values to

unaut hori zed parties.
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2. 4. support edAut hPasswor dSchenes

( 1.3.6.1.4.1.4203.1.3.3
NAME ' support edAut hPasswor dSchenes’
DESC ' supported password storage schenes’
EQUALI TY caseExact | A5Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 26{ 32}
USAGE dSAQper ation )

The values of this attribute are nanmes of supported authentication
password schemes which the server supports. The syntax of a schene
nane is described in section 2.1. This attribute may only be present
in the root DSE. |If the server does not support any password
schenmes, this attribute will not be present.

2. 5. aut hPassword

( 1.3.6.1.4.1.4203.1. 3.4 NAME '’ aut hPasswor d’
DESC ' password aut henti cation information
EQUALITY 1.3.6.1.4.1.4203.1.2.2
SYNTAX 1.3.6.1.4.1.4203.1.1.2)

The values of this attribute are representative of the user’s
password(s) and conformto the authPasswordSyntax described in 2.1.
The values of this attribute may be used for authentication purposes.

Transfer of authPassword values is strongly di scouraged where the
underlying transport service cannot guarantee confidentiality and may
result in disclosure of the values to unauthorized parti es.

2. 6. aut hPasswor dObj ect

( 1.3.6.1.4.1.4203.1.4.7 NAME ' aut hPasswor dObj ect’
DESC ' aut henti cation password nix in class’
MAY ’ aut hPasswor d’
AUXI LI ARY )

Entries of this object class nmay contain authPassword attribute
types.

3. Schenes

Thi s section describes the "MD5" and "SHAL" schemes. O her schenes
may be defined by other docunents. Schenes which are not described
in an RFC SHOULD be narmed with a leading "X-" to indicate they are a
private or inplenentation specific scheme, or nay be named using the
dotted-deci mal representati on [ RFC2252] of an O D assigned to the
schene.
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3.1. MD5 schene
The MD5 [ RFC1321] schene nane is "MD5".

The authVal ue is the base64 encodi ng of an MD5 di gest of the
concatenation the user password and salt. The base64 encodi ng of the
salt is provided in the authlinfo field. The salt MJST be at |east 64
bits long. |Inplenmentations of this schene MJST support salts up to
128 bits in | ength.

Exanpl e:
G ven a user "joe" who's password is "mary" and a salt of "salt",
the authinfo field would be the base64 encoding of "salt" and the
aut hVal ue field woul d be the base64 encoding of the MD5 digest of
"marysal t".

A match agai nst an asserted password and an attribute value of this
schenme SHALL be true if and only if the MD5 di gest of concatenation
of the asserted value and the salt is equal to the MD5 di gest
contained in AuthValue. The nmatch SHALL be undefined if the server
is unable to complete the equality test for any reason. O herw se
the match SHALL be fal se.

Val ues of this scheme SHOULD only be used to inplenment sinple
user/ password aut henti cati on.

3.2. SHAl schene
The SHALl [ SHA1] schene nanme is " SHAL"

The authVal ue is the base64 encodi ng of a SHAL di gest of the

concat enati on the user password and the salt. The base64 encodi ng of
the salt is provided in the authlnfo field. The salt MJST be at

| east 64 bits long. Inplenmentations of this scheme MJST support
salts up to 128 bits in | ength.

Exanpl e:
G ven a user "joe" who's password is "mary" and a salt of "salt",
the authinfo field would be the base64 encoding of "salt" and the
aut hvVal ue field would be the base64 encodi ng of the SHAl di gest of
"marysal t".

A match agai nst an asserted password and an attribute value of this
scheme SHALL be true if and only if the SHAl di gest of concatenation
of the asserted value and the salt is equal to the SHAl di gest
contained in AuthValue. The nmatch SHALL be undefined if the server
is unable to complete the equality test for any reason. O herw se
the match SHALL be fal se.
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Val ues of this scheme SHOULD only be used to inplenment sinple
user/ password aut henti cati on.

4. |nplementation |Issues
For all inplenmentations of this specification:

Servers MAY restrict which schenes are used in conjunction with a
particul ar authentication process but SHOULD use all val ues of

sel ected schenes. |If the asserted password matches any of the
stored val ues, the asserted password SHOULD be considered vali d.
Servers MAY use other authentication storage mechani sns, such as
user Password or an external password store, in conjunction wth
aut hPassword to support the authentication process.

Servers that support sinple bind MIUST support the SHAlL schene and
SHOULD support the MD5 schene.

Servers SHOULD NOT publish val ues of authPassword nor all ow
operations whi ch expose aut hPassword val ues or Aut hPasswor divat ch
assertions to unless confidentiality protection is in place.

Cients SHOULD NOT initiate operations which provide or request
val ues of authPassword or nake aut hPasswor dvat ch assertions unl ess
confidentiality protection is in place.

Clients SHOULD NOT assune that a successful AuthPasswordMatch,
whet her by conpare or search, is sufficient to gain directory
access. The bind operation MJST be used to authenticate to the
directory.

5. Security Considerations

Thi s docunent describes how authentication informati on may be stored
in a directory. Authentication informtion MJST be adequately
protected as unintended disclosure will allow attackers to gain

i medi ate access to the directory as descri bed by [ RFC2829].

As flaws may be discovered in the hashing algorithmor with a
particul ar inplenmentation of the algorithmor values could be subject
to various attacks if exposed, val ues of AuthPassword SHOULD be
protected as if they were clear text passwords. Wen values are
transferred, privacy protections, such as | PSEC or TLS, SHOULD be in
pl ace.

Clients SHOULD use strong authentication mechani snms [ RFC2829].
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Aut hPasswor dMat ch matching rule allows applications to test the

validity of a user password and, hence, may be used to nmount an

attack. Servers SHOULD take appropriate neasures to protect the
directory fromsuch attacks.

Sone password schenmes may require CPU intensive operations. Servers
SHOULD t ake appropriate neasures to protect agai nst Denial of Service
att acks.

Aut hPassword does not restrict an authentication identity to a single
password. An attacker who gains wite access to this attribute may
store additional values wi thout disabling the user’s true
password(s). Use of policy aware clients and servers is RECOVMENDED

The level of protection offered agai nst various attacks differ from
schene to schene. It is RECOMVENDED that servers support schene
selection as a configuration item This allows for a schene to be
easily disabled if a significant security flaw is discovered.
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9.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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