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TELNET ECHO OPTI ON
This RFC specifies a standard for the ARPA Internet conmunity. Hosts on
the ARPA Internet are expected to adopt and inplenent this standard.
1. Command Name and Code
ECHO 1
2. Command Meani ngs
| AC WLL ECHO
The sender of this command REQUESTS to begin, or confirms that it
wi Il now begin, echoing data characters it receives over the
TELNET connection back to the sender of the data characters.
| AC WON' T ECHO
The sender of this command DEMANDS to stop, or refuses to start,
echoing the data characters it receives over the TELNET connection
back to the sender of the data characters.
| AC DO ECHO
The sender of this command REQUESTS that the receiver of this
command begi n echoing, or confirnms that the receiver of this
command i s expected to echo, data characters it receives over the
TELNET connection back to the sender.
| AC DON' T ECHO
The sender of this command DEMANDS t he receiver of this conmand
stop, or not start, echoing data characters it receives over the
TELNET connecti on
3. Default
WON' T ECHO
DON' T ECHO

No echoing is done over the TELNET connecti on

4. Motivation for the Option
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The NVT has a printer and a keyboard which are nominally

i nterconnected so that "echoes" need never traverse the network; that
is to say, the NVT noninally operates in a node where characters
typed on the keyboard are (by sone neans) locally turned around and
printed on the printer. In highly interactive situations it is
appropriate for the renote process (command | anguage interpreter,
etc.) to which the characters are being sent to control the way they
are echoed on the printer. |In order to support such interactive
situations, it is necessary that there be a TELNET option to all ow
the parties at the two ends of the TELNET connection to agree that
characters typed on an NVT keyboard are to be echoed by the party at
the other end of the TELNET connecti on.

5. Description of the Option

When the echoing option is in effect, the party at the end perform ng
the echoing is expected to transmt (echo) data characters it
receives back to the sender of the data characters. The option does
not require that the characters echoed be exactly the characters
received (for exanple, a nunber of systens echo the ASCI|I ESC
character with something other than the ESC character). Wen the
echoing option is not in effect, the receiver of data characters
shoul d not echo them back to the sender; this, of course, does not
prevent the receiver fromresponding to data characters received.

The nornmal TELNET connection is two way. That is, data flows in each
direction on the connection independently; and neither, either, or
both directions may be operating sinmultaneously in echo node. There
are five reasonabl e nodes of operation for echoing on a connection

pair:

<

Process 1 Process 2
________________ >

Nei t her end echoes
<
\
Process 1 / Process 2

One end echoes for itself
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/
Process 1 \ Process 2

One end echoes for both ends

Thi s option provides the capability to decide on whether or not
either end will echo for the other. It does not, however, provide
any control over whether or not an end echoes for itself; this
deci sion nust be left to the sole discretion of the systens at each
end (al though they may use information regarding the state of
"renote" echoing negotiations in naking this decision).

It should be noted that if BOTH hosts enter the node of echoing
characters transmtted by the other host, then any character
transmtted in either direction will be "echoed" back and forth
indefinitely. Therefore, care should be taken in each inplenentation
that if one site is echoing, echoing is not permitted to be turned on
at the other.

As discussed in the TELNET Protocol Specification, both parties to a
ful |l -dupl ex TELNET connection initially assune each direction of the
connection is being operated in the default node which is non-echo
(non-echo is not using this option, and the sane as DON T ECHO WON T
ECHO) .

If either party desires hinself to echo characters to the other party
or for the other party to echo characters to him that party gives
the appropriate conmmand (WLL ECHO or DO ECHO and waits (and hopes)

for acceptance of the option. |If the request to operate the
connection in echo node is refused, then the connection continues to
operate in non-echo node. |If the request to operate the connection

in echo node is accepted, the connection is operated in echo node.
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After a connection has been changed to echo node, either party may
demand that it revert to non-echo node by giving the appropriate
DON' T ECHO or WON' T ECHO command (whi ch the other party must confirm
thereby allowi ng the connection to operate in non-echo node). Just
as each direction of the TELNET connection may be put in renpte
echoi ng node i ndependently, each direction of the TELNET connection
nmust be renoved fromrenote echoi ng node separately.

| mpl enent ati ons of the echo option, as inplenentations of all other
TELNET options, mnmust follow the | oop preventing rules given in the
General Considerations section of the TELNET Protocol Specification.
Al so, so that switches between echo and non-echo node can be nmade
with mininmal confusion (nmonentary doubl e echoing, etc.), switches in
node of operation should be made at tines precisely coordinated with
the reception and transm ssion of echo requests and denmands. For

i nstance, if one party responds to a DO ECHO with a WLL ECHO, all
data characters received after the DO ECHO shoul d be echoed and the
W LL ECHO shoul d i nmedi ately precede the first of the echoed
characters.

The echoing option alone will normally not be sufficient to effect
what is comonly understood to be renote conputer echoing of
characters typed on a termi nal keyboard--the SUPPRESS- GO AHEAD opti on
will normally have to be invoked in conjunction with the ECHO option
to effect character-at-a-tine renote echoing.

6. A Sanple Inplenentation of the Option

The following is a description of a possible inplenentation for a
sinpl e user systemcalled "UHOST".

A possible inplenentation could be that for each user termnal, the
UHOST woul d keep three state bits: whether the term nal echoes for
itself (UHOST ECHO al ways) or not (ECHO node possible), whether the
(human) user prefers to operate in ECHO node or in non-ECHO node, and
whet her the connection fromthis termnal to the server is in ECHO or
non- ECHO node. W will call these three bits P(hysical), D(esired),
and A(ctual).

Wien a terminal dials up the UHOST the P-bit is set appropriately,
the D-bit is set equal to it, and the A-bit is set to non-ECHO The
P-bit and D-bit may be nmanually reset by direct commands if the user
so desires. For exanple, a user in Hawaii on a "full-dupl ex"
ternminal, would choose not to operate in ECHO node, regardl ess of the
preference of a mainland server. He should direct the UHOST to
change his D-bit from ECHO to non- ECHO

When a connection is opened fromthe UHOST ternminal to a server, the
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UHOST woul d send the server a DO ECHO command if the MN (with

non- ECHO | ess than ECHO) of the P- and D-bits is different fromthe
A-bit. If a WONT ECHO or WLL ECHO arrives fromthe server, the
UHOST will set the A-bit to the MN of the received request, the
P-bit, and the D-bit. |If this changes the state of the A-bit, the
UHOST will send off the appropriate acknow edgrent; if it does not,
then the UHOST will send off the appropriate refusal if not changing
nmeant that it had to deny the request (i.e., the MN of the P-and
D-bits was I ess than the received A-request).

If while a connection is open, the UHOST term nal user changes either
the P-bit or D-bit, the UHOST will repeat the above tests and send
off a DO ECHO or DON' T ECHO, if necessary. Wen the connection is
cl osed, the UHOST would reset the A-bit to indicate UHOST echoi ng.

While the UHOST' s inpl enmentati on would not involve DO ECHO or DON T
ECHO commands being sent to the server except when the connection is
opened or the user explicitly changes his echoi ng node, bigger hosts
m ght invoke such node switches quite frequently. For instance,
while a line-at-a-tinme systemwere running, the server m ght attenpt
to put the user in local echo nobde by sending the WON T ECHO command
to the user; but while a character-at-a-tine systemwere running, the
server mght attenpt to invoke renote echoing for the user by sending
the WLL ECHO command to the user. Furthernore, while the UHOST will
never send a WLL ECHO conmand and will only send a WON T ECHO to
refuse a server sent DO ECHO conmmand, a server host mght often send
the WLL and WON' T ECHO commands.
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