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Usi ng the Domain Name System
To Store Arbitrary String Attributes

Status of this Meno

This nenp defines an Experinental Protocol for the Internet
community. Discussion and suggestions for inprovenent are requested.
Pl ease refer to the current edition of the "I AB Oficial Protocol

St andards" for the standardi zation state and status of this protocol.
Distribution of this neno is unlimted.

Abstract

While the Domai n Name System (DNS) [2,3] is generally used to store
predefined types of information (e.g., addresses of hosts), it is
possible to use it to store information that has not been previously
classified.

Thi s paper describes a sinple neans to associate arbitrary string
information (ASCII text) with attributes that have not been defined
by the DNS. It uses DNS TXT resource records to store the
information. It requires no change to current DNS inpl enmentations.

1. Introduction

The Dormai n Nane Systemis designed to store information that has both
a predefined type and structure. Exanples include |P addresses of
hosts and nanes of mmil exchangers. It would be useful to take
advant age of the w despread use and scaleability of the DNS to store
i nformation that has not been previously defined.

Thi s paper proposes the use of the DNS TXT resource record (defined
in STD 13, RFC 1035) to contain new types of information. The
princi pal advantage of such an approach is that it requires no change
to nost existing DNS servers. It is not intended to replace the
process by which new resource records are defined and i npl enent ed.

2. Format of TXT record
To store new types of information, the TXT record uses a structured
format in its TXT-DATA field. The format consists of the attribute

nane followed by the value of the attribute. The nane and val ue are
separated by an equals sign (=).

Rosenbaum [ Page 1]



RFC 1464 Storing Arbitrary Attributes in DNS May 1993
For example, the followi ng TXT records contain attributes specified
in this fashion:

host . wi dgets. com
sam wi dget s. com

TXT  "printer=| pr5"
TXT  "favorite drink=orange juice"

I N

I N

The general syntax is:
<owner > <class> <ttl> TXT "<attribute name>=<attribute val ue>"

Attribute Nanes

Any printable ASCI|I character is permitted for the attribute name.

If an equals sign is enbedded in the attribute nanme, it nust be

quoted with a preceding grave accent (or backquote: "*"). A

backquote nust al so be quoted with an additional "*"

Attribute Name Matching Rul es

The attribute name is considered case-insensitive. For exanple, a

| ookup of the attribute "Favorite Drink" would match a TXT record
containing "favorite drink=Earl Gey tea".

During | ookups, TXT records that do not contain an unquoted "=" are
ignored. TXT records that seemto contain a null attribute nane,
that is, the TXT-DATA starts with the character "=", are al so

i gnor ed.

Leading and trailing whitespace (spaces and tabs) in the attribute
nane are ignored unless they are quoted (with a "*"). For exanple,
"abc" matches " abc<tab>" but does not match "‘ abc".

Note that nost DNS server inplenentations require a backslash (\) or
doubl e quote (") in a text string to be quoted with a precedi ng
backsl ash. Accent grave ("‘") was chosen as a quoting character in
this syntax to avoid confusion with "\" (and renove the need for
confusing strings that include sequences like "\\\\").

Attribute Val ues

Al printable ASCII characters are permitted in the attribute val ue.
No characters need to be quoted with a "*" In other words, the
first unquoted equals sign in the TXT record is the nane/val ue
delimter. Al subsequent characters are part of the val ue.

Once again, note that in nost inplenentations the backslash character
is an active quoting character (and nmust, itself, be quoted).
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Al'l whitespace in the attribute value is returned to the requestor
(it is up to the application to decide if it is significant.)
Exanpl es

<sp> indicates a space character

Attribute Attribute Internal Form Ext ernal Form
Nare Val ue (server to resolver) (TXT record)

col or bl ue col or =bl ue "col or =bl ue"
equati on a=4 equat i on=a=4 "equat i on=a=4"
a=a true a' =a=true "a' =a=true"

a\=a fal se a\‘ =a=f al se "a\\‘ =a=f al se"

= \ = ==\ = "=\ ="

string "Cat" string="Cat" "string=\"Cat\""
string2 ‘abc’ string2="*abc""’ "string2='"‘abc’ "
noval ue noval ue= "noval ue="

ab cd a b=c d "a b=c d"
abc<sp> 123<sp> abc' =123<sp> "abc' =123 "

3. Application Usage

The attributes can be accessed by the standard resolver |ibrary, but
it is recoormended that a library routine designed specially for this
attribute format be used. Such a routine night provide an anal ogue
t o get host bynane:

getattri but ebynane(obj ect nane, nane of object
attri butenane, nane of attribute
attri buteval ue, poi nter to buffer
attri buteval uel en) | ength of buffer

This routine would renmove all quoting characters before returning the
information to the caller. A nore conplex routine could return
attributes with nultiple values, or several different attributes.

4. Attribute Nanme Registration
To permit ease of interoperability and to reduce the chance of nam ng
conflicts, a registration process for well known attribute names
m ght be established. This could be a periodically updated |ist of
nanes and/ or adherence to other nanme registration mechani snms such as
publ i shed object identifiers.

Thi s paper does not address attribute name registration.
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5.

8.

Restrictions

Sone DNS server inplenentations place linits on the size or nunber of
TXT records associated with a particular owner. Certain
i npl erent ati ons may not support TXT records at all.
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Security Considerations
Security issues are not discussed in this neno.
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