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Abstract

This nenp defines a Tine Sliding Wndow Three Col our Marker (TSWCM,
whi ch can be used as a conponent in a Diff-Serv traffic conditioner

[ RFC2475, RFC2474]. The marker is intended to mark packets that w ||
be treated by the Assured Forwardi ng (AF) Per Hop Behavi our (PHB)

[ AFPHB] in downstreamrouters. The TSWICM neters a traffic stream and
mar ks packets to be either green, yellow or red based on the neasured
t hroughput relative to two specified rates: Commtted Target Rate
(CTR) and Peak Target Rate (PTR).

1.0 Introduction

The Tinme Sliding Wndow Three Col our Marker (TSWCM is designed to
mar k packets of an IP traffic streamw th col our of red, yellow or
green. The marking is perfornmed based on the neasured throughput of
the traffic stream as conpared against the Committed Target Rate
(CTR) and the Peak Target Rate (PTR). The TSWICM is designed to mark
packets contributing to sending rate below or equal to the CTR with
green col our. Packets contributing to the portion of the rate
between the CIR and PTR are marked yel |l ow. Packets causing the rate
to exceed PTR are marked with red col our.

The TSWICM has been primarily designed for traffic streans that will
be forwarded based on the AF PHB in core routers.
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The TSWICM oper ates based on sinple control theory principles of
proportionally regul ated feedback contr ol

2.0 Overview of TSWCM

The TSWICM consi sts of two i ndependent conponents: a rate estinator,
and a marker to associate a colour (drop precedence) with each
packet. The marker uses the algorithmspecified in section 4. If the
marker is used with the AF PHB, each col our woul d correspond to a

| evel of drop precedence.

The rate estimator provides an estimate of the running average
bandwi dth. It takes into account burstiness and snoothes out its
estimate to approxi mate the | onger-term neasured sending rate of the
traffic stream

The marker uses the estinated rate to probabilistically associate
packets with one of the three colours. Using a probabilistic function
in the marker is beneficial to TCP flows as it reduces the I|ikelihood
of dropping multiple packets within a TCP wi ndow. The marker al so
works correctly with UDP traffic, i.e., it associates the appropriate
portion of the UDP packets with yellow or red colour marking if such
flows transmt at a sustained | evel above the contracted rate.

Fomm e +
| Rate | Rate
| estimat or| ==========
| | |
Fommmmaao + |
" Vv
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| | |
Packet ::::::::::::::::::::>| Mar ker | ====> N\hr ked paCket stream
St ream | | (Green, Yell ow and Red)
Fommm e +

Figure 1. Block diagramfor the TSWCM

The col our of the packet is translated into a DS field packet
marking. The colours red, yellow and green translate into DS
codepoi nts representing drop precedence 2, 1 and 0 of a single AF
cl ass respectively.

Based on feedback fromfour different inplenentations, the TSWICMis
sinple and straightforward to inplenment. The TSWCM can be

i npl enented in either software or hardware depending on the nature of
t he forwardi ng engine.
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3.0 Rate Estinmtor

The Rate Estimator provides an estinmate of the traffic streanis
arrival rate. This rate should approxi mate the running average
bandwi dth of the traffic streamover a specific period of tine
( AVG_| NTERVAL) .

This nenp does not specify a particular algorithmfor the Rate
Estimator. However, different Rate Estimators should yield simlar
results in terns of bandw dth estimation over the same fixed w ndow
(AVG_I NTERVAL) of tine. Exanples of Rate Estimation schenes incl ude:
exponential wei ghted noving average (EWVA) and the tinme-based rate
estimation algorithm provided in [ TON9S].

Preferably, the Rate Estinmator SHOULD maintain tine-based history for
its bandwi dth estimtion. However, the Rate Estimator MAY utilize
wei ght - based history. In this case, the Estinmator used shoul d

di scuss how the weight translates into a tinme-w ndow such as

AVG | NTERVAL.

Si nce wei ght-based Estimators track bandw dt h based on packet
arrivals, a high-sending traffic streamw || decay its past history
faster than a Il owsending traffic stream The tine-based Estimator is
intended to address this problem The latter Rate Estimator utilizes
a lowpass filter decaying function. [FANG9] shows that this Rate
Esti mat or decays past history independently of the traffic streanis
packet arrival rate. The algorithmfor the Rate Estinator from
[TON98] is shown in Figure 2 bel ow
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Initially:
AVG_| NTERVAL = a constant;
avg-rate = CTR,
t-front = 0;

Upon each packet’s arrival, the rate estimator updates its vari abl es:

Bytes_in_win avg-rate * AVG_| NTERVAL;

New byt es = Bytes_in_win + pkt_size;
t-front = now,
Wher e
now = The tine of the current packet arrival
pkt _si ze = The packet size in bytes of the arriving packet
avg-rate = Measured Arrival Rate of traffic stream

AVG | NTERVAL Ti me wi ndow over which history is kept

I
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| Figure 2. Exanple Rate Estimator Al gorithm
I

I
I
I
I
I
I
I
I
I
New bytes/( now - t-front + AVG | NTERVAL); |
I
I
I
I
I
I
I
I
I
I
I

The Rate Estinmator MAY operate in the Router Forwarding Path or as a
background function. In the latter case, the inplenmentati on MJST
ensure that the Estinator provides a reasonably accurate estimation
of the sending rate over a window of tine. The Rate Estimator MAY
sanple only certain packets to deternine the rate.

4.0 Marker

The Marker determines the col our of a packet based on the algorithm
presented in Figure 3. The overall effect of the marker on the
packets of a traffic streamis to ensure that:

- If the estimated average rate is | ess than or equal to the CIR
packets of the stream are designated green.

- If the estimated average rate is greater than the CIR but |ess
than or equal to the PTR, packets are designated yellow with
probability PO and designated green with probability (1-P0).
PO is the fraction of packets contributing to the neasured
rate beyond the CTR
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avg-rate = Estinmated Avg Sending Rate of Traffic Stream

if (avg-rate <= CIR)

el se

el se

t he packet is green
if (avg-rate <= PTR) AND (avg-rate > CTR)
(avg-rate - CIR
calculate PO =  ----------------
avg-rate
with probability PO the packet is yellow
with probability (1-P0) the packet is green

(avg-rate - PTR)
avg-rate
(PTR - CTR)
avg-rate
with probability P1 the packet is red;
with probability P2 the packet is yell ow

cal cul ate P1

cal cul ate P2

with probability (1-(P1+P2)) the packet is green;

Figure 3. TSWICM Mar ki ng Al gorithm

If the estinated average rate is greater than the PTR
packets are designated red with probability P1, designated
yellow with probability P2 and designated green with probability
(1-(P1+P2)). Pl is the fraction of packets contributing
to the neasured rate beyond the PTR P2 is the fraction of
packets contributing to that part of the nmeasured rate
between CTR and PTR

The mar ker

MJUST operate in the forwarding path of all packets.

5.0 Configuration

5.1 Rate estinmator

If the Rate Estinmtor is tine-based, it should base its bandw dth

estimate on the | ast AVG | NTERVAL of tine.

AVG | NTERVAL is the

anmount of history (recent tinme) that should be used by the al gorithm
in estimating the rate. Essentially it represents the wi ndow of tinme
included in the Rate Estinmator’s nost recent result.

The val ue of AVG_ | NTERVAL SHOULD be confi gurabl e,
specified in either mlliseconds or seconds.
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[ TON98] recomends that for the case where a single TCP fl ow
constitutes the contracted traffic, AVG_INTERVAL be configured to
approxi mately the sane value as the RTT of the TCP flow.  Subsequent
experinmental studies in [GLOBE99] utilized an AVG | NTERVAL val ue of 1
second for scenarios where the contracted traffic consisted of
multiple TCP flows, some with different RTT values. The latter work
showed that AVG | NTERVAL val ues larger than the largest RTT for a TCP
flow in an aggregate can be used as long as the | ong-term bandwi dth
assurance for TCP aggregates is nmeasured at a granularity of seconds.
The AVG_ | NTERVAL val ue of 1 second was al so used successfully for
aggregates with UDP fl ows.

If the Rate Estimator is weight-based, the factor used in weighting
hi story - WEIGHT - SHOULD be a configurabl e paraneter.

The Rate Estimator neasures the average sending rate of the traffic
stream based on the bytes in the IP header and | P payload. It does

not include link-specific headers in its estimation of the sending

rate.

5.2 WNarker

The TSWICM nmarker is configured by assigning values to its two
traffic parameters: Conmitted Target Rate (CTR) and Peak Target Rate
(PTR).

The PTR MJUST be equal to or greater than the CIR

The CTR and PTR MAY be specifiable in bits per second or bytes per
second.

The TSWICM can be configured so that it essentially operates with a
single rate. If the PTRis set to the sanme value as the CIR then al
packets will be coloured either green or red. There will be no yell ow
packet s.

If the PTRis set to link speed and the CTR is set below the PTR t hen
all packets will be coloured either green or yellow There will be no
red packets.

6.0 Scaling properties

The TSWICM can work with both sender-based service | evel agreenents
and receiver-based service | evel agreenents.
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7.0 Services

There are no restrictions on the type of traffic streamfor which the
TSWICM can be utilized. It can be used to nmeter and mark individua
TCP flows, aggregated TCP flows, aggregates with both TCP and UDP

fl ows [ UDPTCP] etc.

The TSWICM can be used in conjunction with the AF PHB to create a
servi ce where a service provider can provide decreasing | evels of
bandwi dt h assurance for packets originating fromcustonmer sites.

Wth sufficient over-provisioning, custonmers are assured of nostly
achieving their CTR  Sending rates beyond the CTR will have | esser
assurance of being achieved. Sending rates beyond the PTR have the
| east chance of being achieved due to high drop probability of red
packet s.

Based on the above, the Service Provider can charge a tiered | evel of
servi ce based on the final achieved rate.

8.0 Security Considerations

TSWICM has no known security concerns.
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Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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