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Transmtting IP Traffic over ARCNET Networks
Status of this Meno

This nenp defines a protocol for the transm ssion of |IP and ARP
packets over the ARCnet Local Area Network. This RFC specifies an

| AB standards track protocol for the Internet community, and requests
di scussi on and suggestions for inprovenents. Please refer to the
current edition of the "I AB Oficial Protocol Standards" for the
standardi zati on state and status of this protocol. Distribution of
this nenp is unlimted.

1. Introduction

This nenp specifies a nethod of encapsulating Internet Protocol (IP)
[1] and Address Resol ution Protocol (ARP) [2] datagrans for

transni ssion across ARCNET [3] using the "ARCNET Packet Header
Definition Standard" [4]. This neno offers a replacenment for RFC
1051. RFC 1051 uses an ARCNET franming protocol which lints
unfragnented | P packets to 508 octets [5].

2. ARCNET Packet For mat

In 1989, Apple Conputers, Novell, ACTINET Systens, Standard
M crosystens, and Pure Data Research agreed to use the ARCNET
datalink protocol defined in "ARCNET Packet Header Definition
Standard" [4]. W'Il begin with a brief description of that
pr ot ocol .

2.1. ARCNET Fram ng

ARCNET hardware supports two types of franes: short frames, which are
al ways 256 octets long, and long franes, which are always 512 octets
long. Al franes begin with a hardware header and end with the
client’s data preceded by a software header. Software places paddi ng
in the mddle of the packet between the hardware header and the

sof tware header to nake the frame the appropriate fixed |ength.
Unbeknown to the software, the hardware renoves this paddi ng during
transm ssi on.

Short frames can hold fromO to 249 octets of client data. Long

frames can hold from 253 to 504 octets of client data. To handl e
frames with 250, 251, or 252 octets of data, the datalink protoco
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introduces a third frame type: the exception frane.

These three frane formats are shown here. Except as noted, each
bl ock represents one octet.

Short Frane Long Frane Exception Frame
S + SRS + S +
| source | | source | | source |
S + SRS + S +
| destination | | destination | | destination |
S + SRS + S +
| of f set | | 0 | | 0 |
S + SRS + S +

unused : | of f set | | of f set |

(offset - 3 . A + LT +
. octets) . . unused . . unused
R + . (offset - 4 . . (offset - 4
| protocol ID | . octets) . . octets)
S + SRS + S +
| split flag | | protocol ID | | protocol ID |
S + SRS + S +
| sequence | | split flag | | flag: FF hex |
+ nunber + S + Fom e e e e oo o +
| (2 octets) | | sequence | | paddi ng: OxFF |
o e e e e oo o + + nunber + Fom e e e e oo o +

: | (2 octets) | | paddi ng: OxFF |

client data . A + LT +

(256 - offset . . . | (protocol ID) |
- 4 octets) . . . LT +
| split flag |
S + S +
. | sequence |
client data . + nunber +
(512 - offset . | (2 octets)
- 4 octets) . A L +

client data
(512 - offset
- 8 octets)

These packet formats are presented as software woul d see t hem
through ARCNET hardware. [3] refers to this as the "buffer
format". The actual format of packets on the wireis alittle
different: the destination ID is duplicated, the paddi ng between
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the offset field and the protocol IDfield is not transmtted, and
there’'s some hardware framing information. |In addition, the
hardware transmts special packets for buffer allocation and
reception acknow edgenent which are not described here [3].

2.2. Datalink Layer Fragnentation

ARCNET hardware limts individual frames to 512 octets, which allows
504 octets of client data. This ARCNET datalink protocol allows the
datalink layer to break packets into as many as 120 fragnents for
transnission. This allows ARCNET clients to transnit up to 60, 480
octets in each packet.

The "split flag" describes datalink |ayer packet fragnments. There
are three cases: an unfragnmented packet, the first fragment of a
fragment ed packet, and any ot her fragnment of a fragnented packet.

Unf ragnent ed packets al ways have a split flag of zero.

The first fragnment of a fragnented packet has a split flag equal to
((T-2)*2)+1, where T is the total nunber of fragments to expect for
t he packet.

Subsequent fragments of a fragmented packet have a split flag equa

to ((N1)*2), where Nis the nunber of this fragnment. For exanple,
the fourth fragnent of a packet will always have the split flag val ue
of six ( (4-1)*2).

The receiving station can identify the last fragnment of a packet
because the value of its 8-bit split flag will be one greater than
the split flag of the first fragment of the packet.

A previous version of this ARCNET datalink protocol definition
only allowed packets which could be contained in two fragnents.
In this older standard, the only legal split flags were 0, 1, and
2. Compatibility with this ol der standard can be mai ntai ned by
configuring the maxi mumclient data length to 1008 octets.

No nore that 120 fragnents are allowed. The highest legal split flag
value is EE hex. (Notice that the split flag value FF hex is used to
flag exception packets in what woul d otherwi se be a | ong packet’s
split flag field.)
Al'l fragments of a single packet carry the sane sequence nunber.

2.3. Datalink Layer Reassenbly

The previous section provides enough information to inplement
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datal i nk reassenbly. To avoid buffer allocation problens during
reassenbly, we recommend all ocati ng enough space for the entire
reassenbl ed packet when the first fragment arrives.

Since fragnents are sent in order, the reassenbly procedure can give
up on a packet if it receives a fragnment out of order. There is one
exception, however. It is possible for successfully received
fragments to be retransnmitted. Reassenbly software should ignore
repetitious fragnents without giving up on the packet.

Since fragnents will be sent briskly, the reassenbly procedure can
give up on a partially reassenbl ed packet if no additional fragments
for it arrive within a few seconds.

2.4. Datalink Layer Retransm ssion

For each uni cast ARCNET packet, the hardware indicates to the sender
whet her or not the receiver acknow edged the packet. To inprove
reliability, datalink inplenentations are encouraged to retransmt
unacknow edged packets or packet fragnents. Several retransm ssions
may be necessary. Broadcast packets, however, are never acknow edged
and, therefore, they should never be retransnitted.

Packets which are successfully received nay not be successfully
acknowl edged. Consequently, retransnission by the datalink

i npl erentati on can cause duplicate packets or duplicate fragnents.
Duplicate packets are not a problemfor IP or ARP. As nentioned in
t he previous section, ARCNET reassenbly support should ignore any
redundant fragnents.

3. Transmitting | P and ARP Dat agrans
| P and ARP datagrans are carried in the client data area of ARCNET
packets. Datalink support places each datagramin an appropriate
size ARCNET franme, fragnmenting |P datagranms |arger than 504 octets
into nultiple franmes as described in the previous section.

4. | P Address Mappi ngs

Thi s section explains how each of the three basic 32-bit internet
address types are napped to 8-bit ARCNET addresses.

4.1. Unicast Addresses
A unicast |IP address is napped to an 8-bit ARCNET address using ARP

as specified in [2]. A later section covers the specific val ues
whi ch shoul d be used in ARP packets sent on ARCNET networks.
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4.2.

It is possible to assign |P addresses such that the |ast eight
bits are the same as the 8-bit ARCNET address. This would all ow
direct mapping of I P address to ARCNET address w thout using a

di scovery protocol. Sone inplenentations night provide this as an
option, but it is not recomended practice. Although such hard-
wired mapping is initially appealing, experience shows that ARP is
a nuch nore flexible and conveni ent approach which has a very
smal | cost.

Br oadcast Addresses

Al'l | P broadcast addresses nmust be nmapped to the ARCNET broadcast
address of 0.

Unli ke uni cast packets, ARCNET does not attenpt to insure delivery
of broadcast packets, so they may be lost. This will not have a
maj or inpact on IP since neither | P nor ARP expect all packets to
be deli vered.

Mul ti cast Addresses

Si nce ARCNET provides no support for nmulticasts, all IP rmulticast
addresses nust be napped to the ARCNET broadcast address of O.

ARP

The hardware address length is 1 octet for ARP packets sent over
ARCNET networks. The ARP hardware type for ARCNET is 7. ARP request
packets are broadcast by directing themto ARCNET broadcast address,
which is 0.

RARP

Rever se Address Resol ution Protocol [6] packets can also be
transnitted over ARCNET. For the purposes of datalink transm ssion
and reception, RARP is identical to ARP and can be handl ed the sane
way. There are a few differences to notice, however, between RARP
when runni ng over ARCNET, which has a one octet hardware address, and
Et hernet, which has a six octet hardware address.

First, there are only 255 different hardware addresses for any given
ARCNET while there’'s an very | arge nunber of possible Ethernet
addresses. Second, ARCNET hardware addresses are nore likely to be
duplicated on different ARCNET networks; Ethernet hardware addresses
will normally be globally unique. Third, an ARCNET hardware address
is not as constant as an Ethernet address: ARCNET hardware addresses
are set by switches, not fixed in ROMas they are on Ethernet.
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7. Maxi mum Transmn ssion Unit

The maxi mum | P packet |ength possible using this encapsul ati on nmet hod
is 60,480 octets. Since this length is inpractical, all ARCNET

i npl enentations on a given ARCNET network will need to agree on a
smal l er value. Therefore, the naxi num packet size MJST be
configurable in inplenmentations of this specification.

In any case, inplenentations nmust be able to send and receive IP
datagrans up to 576 octets in length, and are strongly encouraged to
handl e | P datagrans up to 1500 octets in |ength.

| mpl enent ati ons may accept arriving | P datagranms which are |arger
than their configured maxi mumtransm ssion unit. They are not
required to discard such datagrans.

To nmininize the amount of ARCNET fragnentation, inplenentations my
want to aimat an optimm I P packet size of 504 bytes. This avoids
the overhead of datalink fragnmentation, but at the expense of

i ncreasi ng the nunber of | P packets which nust be handl ed by each
node in the path. 1In addition to encouraging |ocal applications to
generate small er packets, an inplenmentation night also use the TCP
maxi mum segnent size option to indicate a desire for 464 octet TCP
segnents [7], or it might announce an IP MIU of 504 octets through
an MIU di scovery mechani sm such as [8]. These would inform non-
ARCNET nodes of the smaller optinmm packet size.

8. Assigned Numbers

Dat apoi nt Corporation assigns ARCNET protocol IDs to identify
different protocols running on the same ARCNET nmedi um  For

i npl enentations of this specification, Datapoint has assigned 212
decimal to IP, 213 decimal to ARP, and 214 decinmal to RARP. These
are not the nunbers assigned to the | P encapsul ation defined by RFC
1051 [5]. Inplenmentations of RFC 1051 can exist on the sane ARCNET
as inplenmentations of this specification, although the two woul d not
be able to comunicate with each other

The I nternet Assigned Nunbers Authority (I ANA) assigns ARP hardware
type values. |t has assigned ARCNET the ARP hardware type of 7 [9].
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Security Considerations

Security issues are not discussed in this neno.
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