Net wor k Wor ki ng Group C. Mlls
Request for Coments: 1272 BBN
D. Hirsh

Meri di an Technol ogy Cor poration

G Ruth

BBN

Novenber 1991

I NTERNET ACCOUNTI NG BACKGROUND

Status of this Meno

This meno provides information for the Internet conmmunity. |t does
not specify an Internet standard. Distribution of this nmeno is
unlimted.

1. Statenent of Purpose

Thi s docunment provi des background i nformation for the "I nternet
Accounting Architecture" and is the first of a three document set:

Internet Accounting Background & Status (this docunent)
Internet Accounting Architecture (under construction)
Internet Accounting Meter Service (under construction)

The focus at this tinme is on defining METER SERVI CES and USAGE
REPORTI NG whi ch provi de basic semantics for neasuring network
utilization, a syntax, and a data reporting protocol. The intent is
to produce a set of standards that is of practical use for early
experinmentation with usage reporting as an internet accounting
mechani sm

The architecture shoul d be expandabl e as additional experience is
gai ned. The short-termlInternet Accounting solution is intended to
merge with OSI and Aut ononmobus Network Research G oup (ANRG efforts
and be superseded by those efforts in the long term The OSI
accounting working groups are currently defining nmeter syntax and
reporting protocols. The ANRG research group is currently
researchi ng econoni ¢ nodel s and accounting tools for the Internet
envi ronnent .

I nternet Accounting as described here does not westle with the
applications of usage reporting, such as nonitoring and enforcing
network policy; nor does it reconmend approaches to billing or tackle
such thorny issues as who pays for packet retransm ssion

Thi s docunment provi des background and tutorial information on issues
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3.

3.

surrounding the architecture, or in a sense, an explanation of
choi ces made in the Internet Accounting Architecture.

CGoal s for a Usage Reporting Architecture

W have adopted the accounting framework and termn nol ogy used by CS
(1SO 7498-4 OsSl Reference Mddel Part 4: Managenent Framework). This
framewor k defines a generalized accounting nmanagenent activity which
i ncl udes cal cul ati ons, usage reporting to users and providers and
enforcing various limts on the use of resources. Qur own ambitions
are considerably nmore nodest in that we are defining an architecture
to be used over the short- term (until |1SO and ANRG have fina
pronouncenent and standards) that is limted to network USAGE
REPORTI NG.

The OSI accounting nodel defines three basic entities:

1) the METER, which perfornms neasurenents and aggregates the
results of those neasurenents;

2) the COLLECTOR, which is responsible for the integrity and
security of METER data in short-term storage and transit;
and

3) the APPLI CATI ON, which processes/formts/stores METER
data. APPLICATIONS inplicitly manage METERS

Thi s working group, then, is concerned with specifying the attributes
of METERS and COLLECTORS, with little concern at this tine for
APPLI CATI ONS.

The Usage Reporting Function
Moti vation for Usage Reporting
The dominant notivations for usage reporting are:

0 Understandi ng/ I nfl uenci ng Behavi or.
Usage reporting provides feedback for the subscriber on
his use of network resources. The subscriber can better
under st and hi s network behavi or and neasure the inpact of
nodi fications nmade to i nprove performance or reduce
costs.

o Measuring Policy Conpliance.
From t he perspective of the network provider, usage
reports night show whether or not a subscriber is in
conpliance with the stated policies for quantity of
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network usage. Reporting alone is not sufficient to
enforce conpliance with policies, but reports can

i ndicate whether it is necessary to devel op additiona
met hods of enforcenent.

Rati onal Cost All ocation/ Recovery.
Economi c discipline can be used to penalize inefficient
network configuration/utilization as well as to reward

the efficient. 1t can be used to encourage bul k transfer
at off hours. It can be used as a neans to allocate
operating costs in a zero-sum budget, and even be used as
the basis for billing in a profit-making fee-for-service
operati on.

deterrent to usage reporting is the cost of neasuring
ch incl udes:

Reporting/coll ecti on overhead.

This offers an additional source of conputational |oad
and network traffic due to the counting operations,
managi ng the reporting system collecting the reported
data, and storing the resulting counts. Overhead
increases with the accuracy and reliability of the
accounti ng dat a.

Post - processi ng over head.

Resources are required to maintain the post-processing
tasks of maintaining the accounti ng database, generating
reports, and, if appropriate, distributing bills,

col l ecting revenue, servicing subscribers.

Security overhead.

The use of security nechanisns will increase the overal
cost of accounting. Since accounting collects detailed

i nformati on about subscri ber behavior on the network and
since these counts may al so represent a flow of noney, it
is necessary to have nechanisns to protect accounting

i nformati on from unaut hori zed di scl osure or nani pul ati on.

The bal ance between cost and benefit is regulated by the GRANULARI TY
of accounting information collected. This balance is policy-
dependent.
islimted to the m nimum anount to provide the necessary information
for the research and inplenmentation of a particular policy.

To minimze costs and maxim ze benefit, accounting detai
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3.2. Network Policy and Usage Reporting

Accounting requirenents are driven by policy. Conversely, policy is
typically influenced by the avail abl e managenent/reporting tools and
their cost. This section is NOT a reconmendation for billing
practices, but intended to provide additional background for

under standi ng the problens involved in inplementing a sinple,
adequat e usage reporting system

Since there are few tools adequate for any form of cost recovery
and/or long-termnonitoring there are few organi zati ons that practice
proactive usage reporting in the Internet. Those that do have
generally invented their own. But far and away the npbst comon
approach is to treat the cost of network operations as overhead with
network reports limted to short-term diagnostic intervention. But
as the popul ati on and use of the Internet increases and diversifies,
the conmplexity of paying for that usage also increases. Subsidies
and fundi ng mechani snms appropriate to non-profit organizations often
restrict commercial use or require that "for profit" use be
identified and billed separately fromthe non-profit use. Tax

regul ations may require verification of network connection or usage.
Sonme portions of the Internet are distinctly "private", whereas other
Internet segnents are treated as public, shared infrastructure.

The nunber of administrations operating in sone connection with the
Internet is exploding. The network "hierarchy" (backbone, regional
enterprise, stub network) is becom ng deeper (nore |evels),

i ncreasingly enmeshed (nore cross-connections) and nore diversified
(different charters and usage patterns). Each of these

admi ni strations has different policies and by-laws about who nay use
an individual network, who pays for it, and how the payment is
determ ned. Al so, each admi nistration bal ances the OVERHEAD costs of
accounting (netering, reporting, billing, collecting) against the
benefits of identifying usage and allocating costs.

Sone nmenbers of the Internet community are concerned that the

i ntroduction of usage reporting will encourage new billing policies
which are detrinental to the current Internet infrastructure (though
it is also reasonable to assert that the current |ack of usage
reporting may be detrinmental as well). Caution and experinentation
must be the watch words as usage reporting is introduced. Well
before neters are used for active BILLI NG and ENFORCEMENT, they
should first be used to:

0 UNDERSTAND USER BEHAVI OR

(learn to quantify and/or predict individual and
aggregate traffic patterns over the long term,
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0 QUANTI FY NETWORK | MPROVEMENTS,
(rmeasure user and vendor efficiency in how network
resources are consuned to provide end-user data transport
servi ce) and

o MEASURE COWPLI ANCE W TH PQOLI CY

Accounting policies for network traffic already exist. But they are
usual |y based on network paraneters which change seldom if at all
Such parameters require little nonitoring (the line speed of a

physi cal connection, e.g.,Ethernet, 9600 baud, FDDI ). The connection
to the network is then charged to the subscriber as a FLAT-FEE
regardl ess of the ampunt of traffic passed across the connection and
is simlar to the monthly unlimted | ocal service phone bill.

Usage-insensitive access charges are sufficient in nany cases, and
can be preferable to usage-based charging in Internet environnents,
for financial, technical, and social reasons. Sanple incentives for
t he FLAT-FEE billing approach are:

0 FI NANCI AL:
Predi ctabl e monthly charges. No overhead costs for
counting packets and preparing usage-based reports.

o TECHNI CAL:
Easing the sharing of resources. Elimnating the
headaches of needing another |ayer of accounting in proxy
servers which associate their usage with their clients’
Exanpl es of proxy servers which generate network traffic
on behal f of the actual user or subscriber are nai
daenons, network file servers, and print spoolers.

o SOC AL:
Treating the network as an unregul ated public
infrastructure with equal access and infornation sharing.
Encour agi ng public-spirited behavior -- contributing to
public mailing lists, information distribution, etc.

I n other cases USAGE- SENSI Tl VE charges nmay be preferred or required
by a local administration's policy. Governnment regulations or the
wi shes of subscribers with lowor intermittent traffic patterns nay
force the issue (note: FLAT FEES are beneficial for heavy network
users. USAGE SENSI TVE charges generally benefit the | ow vol une
user). \Where usage-sensitive accounting is used, cost ceilings and
floors may still be established by static paranmeters, such as "pipe
size" for fixed connections or "connection tinme" for dial-up
connection, to satisfy the need for some predictability.
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Different billing schemes nmay be enpl oyed dependi ng on network
nmeasures of distance. For exanple, local network traffic may be
flat-rate and renpte internet traffic may be usage-based, anal ogous
to the local and long distance billing policies adopted by the

t el ephone conpani es.

The ANRG i s i ndependently investigating policy nodels and
i nfrastructure economics for billing and cost recovery.

3.3. The Nature of Usage Accounting

Al t hough the exact requirenments for internet usage accounting wll
vary fromone network adm nistration to the next and will depend on
policies and cost trade-offs, it is possible to characterize the
problemin sonme broad terns and thereby bound it. Rather than try to
solve the problemin exhaustive generality (providing for every

i magi nabl e set of accounting requirenents), sone assunptions about
usage accounting are posited in order to make the problemtractabl e
and to render inplenentations feasible. Since these assunptions form
the basis for our architectural and design work, it is inportant to
make themexplicit fromthe outset and hold themup to the scrutiny
of the Internet comunity.

3.3.1. A Model for Internet Accounting

We begin with the assunption that there is a "network adninistrator”
or "network admi nistration” to whominternet accounting is of
interest. He "owns" and operates sonme subset of the internet (one or
nor e connected networks)that may be called his "adm nistrative
domain". This adm nistrative domain has well defined boundari es.

IR (di agonal s \__

| 1 | cross adm n. domain B
boundari es)

The network administrator is interested in 1) traffic within his
boundaries and 2) traffic crossing his boundaries. Wthin his
boundaries he may be interested in end-systemto end-system
accounting or accounting at coarser granularities (e.g., department
to departnent).
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The network administrator is usually not interested in accounting for
end-systens outside his adm nistrative donmain; his primary concern is
accounting to the level of other ADJACENT (directly connected)

admi ni strative domai ns. Consider the viewpoint of the admi nistrator
for domain X of the internet. The idea is that he will send each

adj acent administrative domain a bill (or other statenent of
accounting) for its use of his resources and it will send hima bill
for his use of its resources. Wen he receives an aggregate bil
fromNetwork A if he wishes to allocate the charges to end users or
subsystens within his domain, it is H S responsibility to collect
accounting data about how they used the resources of Network A If
the "user"” is in fact another administrative domain, B, (on whose
behal f X was using A's resources) the adninistrator for X just sends
his counterpart in B a bill for the part of X' s bill attributable to
B's usage. |If B was passing traffic for C, themB bills C for the
appropriate portion X s charges, and so on, until the charges

percol ate back to the original end user, say G Thus, the

adm ni strator for X does not have to account for G s usage; he only
has to account for the usage of the adm nistrative donmains directly
adj acent to hinself.

Thi s paradi gm of recursive accounting may, of course, be used WTHI N
an adm ni strative domain that is (logically) conprised of sub-
admi ni strative domai ns.

The di scussion of the precedi ng paragraphs applies to a general nesh
topol ogy, in which any Internet constituent domain may act as a
service provider for any connected domain. Although the Internet
topology is in fact such a mesh, there is a general hierarchy to its
structure and hierarchical routing (when inplemented) will make it
logically hierarchical as far as traffic flowis concerned. This

| ogical hierarchy pernits a sinplification of the usage accounting
perspecti ve.

At the bottom of the service hierarchy a service-consuni ng host sits
on one of many "stub" networks. These are interconnected into an
enterprise-w de extended LAN, which in turn receives |nternet
service, typically froma single attachnent to a regi onal backbone.
Regi onal backbones receive national transport services from nationa
backbones such as NSFnet, Alternet, PSInet, CERFnet, NSInet, or
Nordunet. In this schene each level in the hierarchy has a
constituency, a group for which usage reporting is gernane, in the

| evel underneath it. |In the case of the NSFnet the natura
constituency, for accounting purposes at |least, is the regional nets
(MDnet, SURAnet,...). For the regionals it will be their nenber
institutions; for the institutions, their stub networks; and for the
stubs, their individual hosts.

MIlls, Hrsh, & Ruth [ Page 7]



RFC 1272 I nternet Accounting: Background Novenber 1991

3.3.2. Inplications of the Model

The significance of the nodel sketched above is that Internet
accounting nust be able to support accounting for adjacent
(internedi ate) systenms, as well as end-system accounting. Adjacent
system accounting i nformati on cannot be derived from end-system
accounting (even if conplete end-system accounting were feasible)
because traffic froman end-system may reach the administrative
domai n of interest through different adjacent donains, and it is the
adj acent domain through which it passes that is of interest.

The need to support accounting for adjacent internediate systens
nmeans that internet accounting will require information not present
in internet protocol headers (these headers contain source and
destinati on addresses of end-systens only). This infornmation may
cone fromlower |ayer protocols (network or link layer) or from
configuration information for boundary conponents (e.g., "what system
is connected to port 5 of this IP router").

4., Meters

A METER is a process which exam nes a stream of packets on a

comuni cati ons nmedi um or between a pair of nmedia. The neter records
aggregate counts of packets belonging to FLOA between communi cati ng
entities (hosts/processes or aggregations of comuni cati ng hosts
(domains)). The assignnent of packets to flows nay be done by
executing a series of rules. Meters can reasonably be inplenmented in
any of three environnents -- dedicated nonitors, in routers or in
gener al - pur pose systens.

Meter location is a critical decision in internet accounting. An
i mportant criterion for selecting neter |ocation is cost, i.e.,
REDUCI NG ACCOUNTI NG OVERHEAD and M NI M ZI NG THE COST OF

| MPLEMENTATI ON

In the trade-off between overhead (cost of accounting) and detail,
ACCURACY and RELIABILITY play a decisive role. Full accuracy and
reliability for accounting purposes require that EVERY packet nust be
exam ned. However, if the requirenment for accuracy and reliability
is relaxed, statistical sanpling may be nore practical and
sufficiently accurate, and DETAI LED ACCOUNTI NG i s not required at
all. Accuracy and reliability requirements nmay be | ess stringent
when the purpose of usage-reporting is solely to understand network
behavi or, for network design and performance tuning, or when usage
reporting is used to approxi mate cost allocations to users as a
percentage of total fees.

Overhead costs are minimzed by accounting at the coarsest acceptable
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GRANULARI TY, i.e., using the greatest anmount of AGGREGATI ON possi bl e
to lint the nunber of accounting records generated, their size, and
the frequency with which they are transnitted across the network or
ot herwi se stored.

The other cost factor lies in inplenentation. Inplenmentation will
necessitate the devel opnent and introduction of hardware and software
conmponents into the internet. It is inportant to design an

architecture that tends to minimze the cost of these new conponents.
4.1. Meter Pl acenent

In the nodel devel oped above, the Internet nay be viewed as a

hi erarchi cal system of service providers and their correspondi ng
constituencies. In this scheme the service provider accounts for the
activity of the constituents or service consunmers. Meters should be
pl aced to allow for optimal data collection for the rel evant
constituency and technol ogy. Meters are nost needed at

adm ni strative boundaries and data coll ected such that service

provi der and consuner are able to reconcile their activities.

Routers (and/ or bridges) are by definition and design pl aced

(topol ogically) at these boundaries and so it foll ows that the nobst
general ly convenient place to position accounting neters is in or
near the router. But again this depends on the underlying transport.
Whenever the service-providing network is broadcast (e.g., bus-
based), not extended (i.e., without bridging or routing), then neter
pl acenent is of no particul ar consequence. |If one were generating
usage reports for a stub LAN, neters could reasonably be placed in a
router, a dedicated nonitor, or a host at any point on the LAN

Where an enterprise-wide network is a LAN, the sane observation

hol ds. At the boundary between an enterprise and a regional network,
however, in or near a router is an appropriate |ocation for neters
that will neasure the enterprise’s network activity.

Meters are placed in (or near) routers to count packets at the
Internet Protocol Level. Al traffic flows through two natura
nmetering points: hosts and routers (Internet packet switches). Hosts
are the ultinmate source and sink of all traffic. Routers nonitor al
traffic which passes IN or QUT of each network. Motivations for
selecting the routers as the netering points are:

0o Mnimzation of cost and over head.
(by concentrating the accounting function). Centralize
and minimze in terns of nunber of geographical or
adm ni strative regions, nunber of protocols nonitored,
and nunber of separate inplenmentations nodified. (Hosts
are too diverse and nunerous for easy standardi zation
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Routers concentrate traffic and are nore honbgeneous.)

Traffic control.

When and if usage sensitive quotas are involved, changes
in meter status (e.g., exceeding a quota) would result in
an active influence on network traffic (the router starts
denyi ng access). A passive neasuring device cannot
control network access in response to detecting state.

I nt er medi at e system accounti ng.

As di scussed above, internet accounting includes both
end- system and i nternedi ate system accounting. Hosts see
only end-systemtraffic; routers see both the end-systens
(internet source and destination) and the adjacent

i nt ermedi at e syst ens.

net ers shoul d be placed at:

adm ni strative boundaries
only for nmeasuring inter-domain traffic;

stub networks

for measuring intra-domain traffic. For intra-donmain
traffic, the requirenment for perform ng accounting at

al nost every router is a disincentive for inplenenting a
usage- based chargi ng policy.

4.2. Meter Types

Four

possi bl e types of metering technol ogy are:

o

Net wor k noni t ors:

These neasure only traffic WTH N a single network. They
i nclude LAN nonitors, X 25 call accounting systens and
traffic nmonitors in bridges.

Li ne nmonitors:
These count packets flowi ng across a circuit. They would
be placed on inter-router trunks and on router ports.

Rout er-integral neters:
These are neters located within a router, inplenented in
software. They count packets flow ng through the router

Rout er spi ders:

This is a set of line nonitors that surround a router,
nmeasure traffic on all of its ports and coordinate the
results.
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4.3. Meter Structure

Wil e topol ogy argues in favor of meters in routers, granularity and
security favor dedicated nonitors. The GRANULARI TY of the
accountable entity (and its attributes) affects the amount of
overhead incurred for accounting. Each entity/attribute/reporting
interval conbination is a separate neter. Each individual neter
takes up local nenory and requires additional menory or network
resources when the neter reports to the application. Menory is a
limted resource, and there are cost inplications to expandi ng nenory
significantly or increasing the frequency of reporting. The nunber
of concurrent flows open in a router is controlled by

o the granularity of the accountable entity

o the granularity of the attributes and sub-categories of
packet s

0 nenory
(the nunber of flows that can be stored concurrently, a
limt which can al so be expressed as the average nunber
of flows existing at this granularity plus sonme delta,
e.g., peak hour average plus one standard deviation, or

o the reporting interva
(the lifetine of an individual neter)

There is a spectrumof granularity control which ranges across
the followi ng di nensions. (Most adm nistrations will probably
choose a granularity somewhere in the nmiddle of the spectrum)

ENTITY: Entities range across the spectrum fromthe coarsest
granularity, PORT (a local view w th a unique designation for the
subscri ber port through which packets enter and exit "ny"
networ k) through NETWORK and HOST to USER (not defined here).

The port is the mininmumgranularity of accounting. HOST is the
finest granularity defined here. Were verification is required,
a network should be able to performaccounting at the granularity
its subscribers use. Hosts are ultinmately responsible for
identifying the end user, since only the hosts have unanbi guous
access to user identification. This information could be shared
with the network, but it is the host’s responsibility to do so,
and there is no nechanismin place at this tine (e.g., an IP
option, discussed in section 4.).

ATTRI BUTE: Each new attribute requires that an additional flow
be mai ntained for each entity. The coarsest granularity is NO
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categorization of packets. The finest granularity would be to
mai ntain state i nformation about the higher-levels protocols or
type of service being used by comruni cati ng processes across the
net wor k.

VALUES: Values are the information which is recorded for each
entity/attribute grouping. Usually values are counters, such as
packet counts and byte counts. They may also be tine stanps -
start time and stop tine, or reasons for starting or stopping
reporting.

REPORTI NG | NTERVAL: At the very finest |evel of granularity,
each data packet might generate a separate accounting record. To
report traffic at this level of detail would require

approxi matel y one packet of accounting information for every data
packet sent. The reporting interval is then zero and no nenory
will be needed for flow record storage. For a non-zero reporting
interval flow records nmust be maintained in nenory. Storage for
stale (old, infrequent) flows may be recycl ed when their data has
been reported. As the reporting interval increases, nore and
nore stale records accunul ate.

The feasibility of a particular group of granularities varies
with the PERFORMANCE characteristics of the network (link speed,
i nk bandwi dt h, router processing speed, router nenory), as well
as the COST of accounting bal anced agai nst the requirenent for
DETAI L. Since technol ogi cal advances can qui ckly obsol ete
current technical linmtations, and since the policy structure and
econom cs of the Internet are in flux, neters will be defined

wi th VARYlI NG GRANULARI TY which is regul ated according to the
traffic requirenents of the individual network or admnistration
and technical linitations.

4.4. Collection |ssues

There are two inplicit assunptions about the nature of neters and
traffic sources that they neasure, both of which have substanti al
bearing on collectors.

1. The matrix of comunicating entity pairs is |large but
sparse and, noreover, network traffic exhibits considerable
source, destination and attribute coherence - so that lists
can be quite conpact.

2. Meters can be configured to generate either a static set
of vari abl es whose val ues are increnented, or a stream of
records that must be periodically transferred and renoved
fromthe neter’s nmenory.
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Meters can generate |large, unstructured amounts of information
and the essential collection issue revolves around mappi ng
collection activities into an SNVWP framework (or, to the extent
that this is not successful, specifying other collection

par adi gns) .

There are three mgjor collection concerns:
0 data confidentiality
0 data integrity
o local and renote collection contro

The prine security concern is preserving the confidentiality of usage
data. (See |1SO 7498 Part 2, "Security Architecture," for security
term nol ogy used herein.) Gven that accounting data are sensitive,
the collector should be able (or may be required) to provide
confidentiality for accounting data at the point of collection,
through transm ssion and up to the point where the data is delivered.
The delivery function nay al so require authentication of the origin
and destination and provision for connection integrity (if
connections are utilized). Oher security services (e.g., mneasures
to counter denial of service attacks) are not deenmed necessary for
internet accounting at this tinme. It is assumed that security

servi ces can be provided by SNMP and its mechanisns. (This will
require further investigation.)

In order to have an accurate nonitoring system reliable delivery of
data shoul d be assured through one or nore of:

o an acknow edgenent retransni ssion schene;
0 redundant reporting to rmultiple collectors;
o having backup storage | ocated at the neter.

There is a place for both application polling and neter traps within
this schene, but there are significant trade-offs associated with
each.

Pol 1ing neans that the collection point has some control over when
accounting data is sent, so that not all neters flood the collector
at once. However, polling nessages, particularly when structured
with SNMP' s GET- NEXT operator, add consi derable overhead to the
network. Meter traps are required in any case (whether or not
polling is the preferred collection nethod), so that a meter may rid
itself of data when its cache is full.
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The fundanmental collection trade-off will be between primary and
secondary storage at the meter, coupled with an efficient bul k-
transfer protocol, versus mininmal storage at the neter and a

net wor k- bandwi dt h-consum ng col | ecti on discipline.

A final collection concern is whether packets should be counted on
entry into a router or upon exit froma router. It is the nature of
| P that not every packet received by a router is actually passed to
an output port. The Internet Protocol allows routers to discard
packets (e.g., in times of congestion when the router cannot handl e
the offered load); it is presuned that higher |evel protocols (e.g.
TCP) will provide whatever reliable delivery service the user deens
necessary (by detecting non- delivery and retransnitting).

The question arises, therefore, whether an internet accounting system
shoul d count all packets offered to a router (since each packet

of fered consunmes sone router resources) or just those that are
finally passed by the router to a network (why should a user pay for
undel i vered packets?) Since there are good argunents for either
position, we do not attenpt to resolve this issue here. (It should
be noted, however, that SMDS has chosen to count on exit only.)

Rat her, we require that an internet accounting should provide ability

for counting packets either way -- on entry to or on exit froma
router.

5. Exanpl es
Here follows a series of exanples to illustrate what data may be of
interest to service providers and consuners in a nunber of different
scenarios. In the illustrations that follow straight lines are

interpreted as sonme sort of LAN. Diagonals are point- to-point
links. Dianonds are routers. W assune that we are in a honbgeneous
protocol environment (IP).

5.1 A Single Segnent LAN

Consurners and providers on a single LAN service can utilize the same
set of data: the contribution of individual hosts to total network
|l oad. A network accounting system neasures fl ows between individual
host pairs. (On a broadcast LAN, e.g., an Ethernet, this can be
acconpli shed by a single nmeter placed anywhere on the LAN.) Using
this data, costs for the network managenent activity can be
apportioned to individual hosts or the departnents that own/ nanage

t he hosts.

Alternately, flows can be kept by source only, rather than source-
destination pairs.
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5.2 An Extended (Canpus or Facility-Wde) LAN
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128. 252. 130. X 128. 252. 120. X 128. 253. 140. X

This is the first exanple in which the information that is gernmane
for service provider and consuner are not identical. The service
consuners are now the individual subnets and the service provider is
the facility-w de backbone. A service provider is interested in
knowi ng the contribution of individual subnets to the total traffic
of the backbone. In order to ascertain this, a nmeter on the backbone
(the longest line in the center of the illustration) can keep track
of flows between subnet pairs. Now the conmunications between

i ndi vi dual hosts on adjacent subnets are aggregated into a single
flow that measures activity between subnets.

The service consuners, or subnets, nmight in turn want to keep track
of the comruni cati ons between individual hosts that use the services
of the backbone. An accounting systemon the backbone could be
configured to nonitor traffic anong individual host pairs.
Alternately an accounting system on each individual subnet could keep
track of local and "non-local" traffic. The observed data of the two
sets of neters (one for the service provider and one for the service
consuners) shoul d have reconcil abl e dat a.

MIlls, Hrsh, & Ruth [ Page 15]



RFC 1272 I nternet Accounting: Background Novenber 1991

5.3 A Regional Network
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\ /
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| \ \ |

[\
124.110. 10. 10
\ /

124. 110

In this exanple we have a regional network consisting of a ring of
poi nt-to-point links that interconnect a collection of canpus-w de
LANs. Again service provider and consuner have differing interests
and needs for accounting data. The service provider, the regional
network, again will be interested in the contribution of each

i ndi vidual network to the total traffic on the regional network.
This interest nmight extend to include nmeasure of individual |ink
utilization, and not just total offered |load to the network as a
whole. In this latter case the service provider will require that
nmeters be placed at one end or the other on each link. For the
servi ce consuner, the individual canpus, relevant neasures would

i nclude the contribution of individual subnets or hosts to the total
"out bound" traffic. Meter(s) placed in (or at) the router that
connects the canpus- network to the regional network can performthe
necessary measurenent.

MIlls, Hrsh, & Ruth [ Page 16]



RFC 1272 I nternet Accounting: Background Novenber 1991

5.4 A National Backbone

/
|--+ 4 +----\/ 5 \ [ + 2+

In this last case, the data that the service provider will want to
collect is the traffic between regi onal networks. The flow that
nmeasures a regional network, or regional network pairs, is defined as
the union of all nenber-canpus network address spaces. This can be
arrived at by keeping nultiple individual network address flows and
devel opi ng the regional network contribution as post-processing
activity, or by defining a flowthat is the union of all the rel evant
addresses. (This is a cpu cycles for nmenory trade-off.) Note that
if the service provider measures individual network contributions,
then this data is, in large

nmeasure, the data that the service consuners would require.

6. Future | ssues

This last section is the collector for ancillary issues that are as
yet undefined or out of current scope.
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7.

APPL| CATI ONS st andards: Recommendations for storage, processing and
reporting are left out for the nonent. Storage and processing of
accounting information i s dependent on individual network policy.
Reconmmendat i ons for standardizing billing schemes woul d be prenmature.

QUOTAS are a formof closed | oop feedback that represent an

i nteresting extension of usage reporting. But they will have to wait
until the basic accounting technology is reasonably defined and has
been the subject of a reasonable anpbunt of experinentation.

SESSI ON ACCOUNTI NG  Detail ed auditing of individual sessions across
the internet (at |evel four or higher) will not be addressed by

i nternet accounting. Internet accounting deals only with measuring
traffic at the IP |evel

APPL| CATI ON LEVEL ACCOUNTI NG  Service hosts and proxy agents have to
do their own accounting for services, since the network cannot

di sti ngui sh on whose behalf they are acting. Alternately, TCP/ UDP
port nunbers coul d becone an optional field in a nmeter, since the
conjunction of a pair of |P addresses and port nunbers occurring at a
particular time uniquely identifies a pair of conmunicating
processes.

The USER has not yet been defined, since an I P option would have to
be added to the IP header to provide for this. This option would
probably contain two parts - a subscriber identification and a user
sub-identification - to allow for the later introduction of quota
nmechani sns whi ch have both group and individual quotas. The
subscriber is the fiscally responsible entity, for exanple the
manager of a research group. |In any case, routers nust be able to
fall back to accounting by host, since there will npost certainly be
hosts on the network which do not inplenment a new I P option in a
timely fashion.

Ref er ences

International Standards Organization (1SO, "Mnagenent
Framework," Part 4 of Information Processing Systems Open Systens
I nt erconnecti on Basi ¢ Reference Mdel,|SO 7498-4, 1984.

International Standards Organization (1SO, "Security
Architecture,” Part 2 of Information Processing Systenms Open
Systens Interconnection Basic Reference Mdel,| SO 7498-2, 1984.

MIlls, Hrsh, & Ruth [ Page 18]



RFC 1272 I nternet Accounting: Background Novenber 1991

Security Considerations
Security issues are discussed in sections 2, 3 and 4.
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