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Abstract

AAA servers are in use within the Internet today to provide

aut henti cati on and authorization services for dial-up conputers.

Such services are likely to be equally valuable for nobile nodes
usi ng Mobile I P when the nodes are attenpting to connect to foreign
domai ns with AAA servers. AAA servers today identify clients by
usi ng the Network Access ldentifier (NAI). Qur proposal defines a way
for the nobile node to identify itself, by including the NAl along
with the Mobile I P Registration Request. This nenp al so updates RFC
2290 which specifies the Mbile-1Pv4 Configuration option for |PCP,
by allowi ng the Mbile Node’'s Honme Address field of this option to be
zero.
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1. Introduction

AAA servers are in use within the Internet today to provide

aut henti cati on and authorization services for dial-up conputers.

Such services are likely to be equally valuable for nobile nodes
using Mobile I P when the nodes are attenpting to connect to foreign
domai ns with AAA servers. AAA servers today identify clients by
using the Network Access ldentifier (NAI) [1]. This docunent
specifies the Mobile Node NAI extension to the Mbile I P Registration
Request [7] nessage fromthe nobile node.

Since the NAI is typically used to uniquely identify the nobile node,
the nobil e node’s hone address is not always necessary to provide
that function. Thus, it is possible for a nobile node to
authenticate itself, and be authorized for connection to the foreign
domai n, w thout even having a hone address. A nessage containing the
Mobi | e Node NAI extension MAY set the Hone Address field to zero (0)
in the Registration Request, to request that a honme address be

assi ghed.

The "Mobil e-1Pv4 Configuration" option to | PCP has been specified in
RFC 2290 [8] for proper interaction between a nobile node and a peer
t hr ough which the nobil e node connects to the network using PPP
According to that specification the Mobile Node’'s Hone Address field
of the option MJST not be zero. However, in the context of this neno
which allows a nobile node to be identified by its NAl and to obtain
an address after the PPP phase of connection establishnent, the Home
Address field is allowed to be zero while maintaining all other
aspects of RFC 2290. Interpretation of various scenarios fromRFC
2290 is given in section 4.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [3].

2. Mobil e Node NAI Extension

The Mbobil e Node NAlI extension, shown in figure 1, contains the user
nane followi ng the format defined in [1]. Wwen it is present in the
Regi strati on Request, the Hone Address field MAY be set to zero (0).
The Mobil e Node NAI extension MJUST appear in the Registration Request
bef ore both the Mbbil e-Hone Authentication extension and Mbil e-
Forei gn Authentication extension, if present.
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0 1 2 3
01234567890123456789012345678901
T ST S e T S Tk a S S S S e T

| Type | Lengt h | MN- NAI
T ST S e T S Tk a S S S S e T

Figure 1: The Mobil e Node NAl Extension

Type 131 (skippable) [7]
Lengt h The length in bytes of the MN-NAI field
IVN- NAI A string in the NAI format defined in [1].

3. Foreign Agent Considerations

| f Home Address is zero in the Registration Request, the foreign
agent MJST use the NAl instead in its pending registration request
records, along with the lIdentification field as usual. |If the
forei gn agent cannot manage pendi ng registration request records in
this way, it MJUST return a Registration Reply with Code indicating
NONZERO HOVEADDR REQD (see section 5).

I f the nobile node includes the Mbile Node NAl extension inits

Regi strati on Request, then the Registration Reply fromthe hone agent
MUST i nclude the Mbile Node NAI extension. |If not, the foreign
agent SHOULD send the Registration Reply to the nobile node, changing
the Code to the value M SSI NG NAI (see section 5). The Registration
Reply MUST include a nonzero Honme Agent address and nobile node’ s
Hone Address. |If not, the foreign agent SHOULD send the Registration
Reply to the nobile node, changing the Code to the val ue

M SSI NG_HOVE_AGENT or M SSI NG HOVEADDR, respectively (see section 5).

4. Interactions with Mbile-IPv4 Configuration Option to |IPCP

In the Mobile-1Pv4 Configuration Option to IPCP [8], the Mbile
Node’ s Hone Address field may be zero. |In this section, we specify
the action to be taken in that case, when the nobile node is using
the Mobil e Node NAI extension in the Mbile IP Registrati on Request.
Whet her or not the I P Address Configuration Option contains a nonzero
| P address, the nobile node will subsequently attenpt to obtain a
honme address fromthe Mbile I P Registration Reply.

If the I P Address Configuration Option to | PCP has |P address equal

to zero, the PPP peer is expected to allocate and assign a co-| ocated
care-of address to the Mobile Node. |[If, on the other hand, the IP
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Address Configuration Option to | PCP has a nonzero | P address, the
PPP peer is expected to assign that address to the Mbile Node as its
co-l ocated care-of address.

Finally, if the I P Address Configuration Option is left out of the

| PCP Confi gure- Request, then no co-located care of address is
assigned during I PCP. The nmobile node will acquire a co-located care
of address during a |later stage of configuration or will use an FA-

| ocated care-of address.

5. Error Val ues
Each entry in the followi ng table contains the nane and value for the

Code [7] to be returned in a Registration Reply, and the section in
which the error Code is first mentioned in this specification

Error Name Val ue Secti on of Docunent
NONZERO HOVEADDR _REQD 96 3
M SSI NG_NAI 97 3
M SSI NG_HOME_AGENT 98 3
M SSI NG_HOVEADDR 99 3

6. | ANA Consi derati ons

The Mbobil e Node NAlI extension defined in Section 2 is a Mbile IP
regi stration extension as defined in RFC 2002 [7] and extended in RFC
2356 [6]. | ANA should assign a value of 131 for this purpose.

The Code val ues defined in Section 5 are error codes as defined in
RFC 2002 and extended in RFC 2344 [5] and RFC 2356 [6]. They
correspond to error values conventionally associated with rejection
by the foreign agent (i.e., values fromthe range 64-127). | ANA
shoul d record the values as defined in Section 5.

7. Security Considerations

Mobile I P registrati on nessages are authenticated, and the

aut hentication verified by the recipient. This proposal does not
prohibit the nobile node fromsending its NAl in the clear over the
network, but that is not expected to be a security issue.

8. I Pv6 Considerations
Supporting NAl-based registrations for Mbile IPv6 [4] is outside the
scope of this docunent. This section contains sonme ideas how

St at el ess Address Autoconfiguration [9] and DHCPv6 [2] m ght be
extended to support NAI-based Mbile I Pv6 registrations.
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For nobil e nodes using | Pv6, there are no commonly depl oyed
nmechani sns by which a nobile node may present its credentials, such
as exist today with IPv4. Nevertheless, a nobile node using | Pv6
nmobility may wish to specify the domain in which their credentials
may be checked, by using a NAI just as this specification proposes
for IPv4. In the case of |IPv6, however, there is no foreign agent in
pl ace to manage the connectivity of the nobile node, and thus to
manage the verification of the credentials offered by the nobile
node. To identify the HDAF (see appendi x A) that has the expected
relationship with the nobile node, the NAI would have to be forwarded
to a |l ocal AAA by the I ocal agent involved with configuring the
care-of address of the nobile node.

This agent can either be a router sending out Router Advertisenents

[9], or a DHCPv6 server. |In the forner case, the router could signal
its ability to handle the NAI by attaching sonme yet to be defined
option to the Router Advertisenent. |In the latter case, for managed

links, the nobile node could include a yet to be defined NA
extension in its DHCP Solicitation nessage. Such an NAl extension
and appropriate authentication would al so be required on the
subsequent DHCP Request sent by the nobile node to the DHCP Server
sel ected on the basis of received DHCP Adverti senents. Once a care-
of address on the foreign network has been obtained, the nobile node
can use regular MPv6 [4].
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A. Home Domain Allocation Function (HDAF)

Thi s appendi x i ntroduces a new function named the Honme Domai n
Al'l ocation Function (HDAF) that can dynamically assign a Honme Address
to the nobil e node.

Figure 2 illustrates the Home HDAF, which receives nessages from
foreign agents (e.g., FA) and assigns a Hone Address within the Hone
Donai n. The HDAF does not perform any Mobile | P processing on the
Regi strati on Request, but sinply forwards the request to a Honme Agent
(HA) within the network that is able to handl e the request.

Fo-m oo - +
I
+---+ HA-1|
+---o - - + S N, + +---- - - + | | |
I I I I I I I Ho--- - +
| MN [------- | FA |------- | HDAF +---+
I I I I I I I +o--- - +
+---o - - + S N, + +---- - - + | | |
+---+ HA-n|
I I
Fo-m oo - +

Figure 2: Home Domain Allocator Function (HDAF)

Upon recei pt of the Registration Request fromthe nobil e node (M),
FA extracts the NAI and finds the donain name associated with it. FA
then finds the HDAF t hat handl es requests for the nobile node's
domai n. The discovery protocol is outside of the scope of this
specification. As an exanple, however, FA mght delegate the duty of
finding a HDAF to a | ocal AAA server. The |ocal AAA server may al so
assist FAin the process of verifying the credentials of the nobile
node, using protocols not specified in this docunent.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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