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Abstract

This nenp contains various protocol identifier exanples, which can be
used to produce valid protocol DirTabl e | NDEX encodi ngs, as defined by
the Renote Network Monitoring M B (Managenent |nformation Base)
Version 2 [ RFC2021] and the RMON Protocol Identifier Reference

[ RFC2895] .

Thi s docunent contains protocol identifier nacros for well-known
protocols. A conformant inplenmentation of the RMON-2 M B [ RFC2021]
can be acconplished without the use of these protocol identifiers,
and accordingly, this docunent does not specify any | ETF standard.
It is published to encourage better interoperability between RMON 2
agent inplenmentations, by providing a great deal of RMON rel ated
protocol information in one docunent.

The first version of the RMON Protocol Identifiers Docunment [RFC2074]
has been split into a standards-track Reference portion [ RFC2895],
and an "RMON Protocol Identifier Macros", docunent (this docunent)
whi ch contains the non-normative portion of that specification.
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1. The SNWP Networ k Managenent Franmework
The SNMP Managenent Framework presently consists of five major
conponent s:

0 An overall architecture, described in RFC 2571 [ RFC2571].

0 Mechani sms for describing and nani ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in
STD 16, RFC 1155 [RFC1155], STD 16, RFC 1212 [RFC1212] and RFC
1215 [RFC1215]. The second version, called SMv2, is described
in STD 58, RFC 2578 [RFC2578], STD 58, RFC 2579 [ RFC2579] and
STD 58, RFC 2580 [ RFC2580].

0 Message protocols for transferring managenent infornmation. The
first version of the SNWMP nessage protocol is called SNWv1l and
described in STD 15, RFC 1157 [RFC1157]. A second version of the
SNMP nessage protocol, which is not an Internet standards track
protocol, is called SNMWPv2c and described in RFC 1901 [ RFC1901]
and RFC 1906 [RFC1906]. The third version of the nessage
protocol is called SNMPv3 and described in RFC 1906 [ RFC1906],
RFC 2572 [RFC2572] and RFC 2574 [ RFC2574].

0 Prot ocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [RFC1157]. A second set o
protocol operations and associated PDU fornats is described in
RFC 1905 [ RFC1905].
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0 A set of fundanmental applications described in RFC 2573
[ RFC2573] and the view based access control mechani sm descri bed
in RFC 2575 [ RFC2575].

A nore detailed introduction to the current SNMP Managenent Framework
can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the nechanisns defined in the SM.

This neno does not specify a M B nodul e.
2. Overview

The RMON-2 M B [ RFC2021] uses hierarchically formatted OCTET STRI NGs
to globally identify individual protocol encapsulations in the
pr ot ocol Di r Tabl e.

Thi s gui de contai ns exanpl es of protocol identifier encapsulations,
whi ch can be used to describe valid protocol DirTable entries. The

syntax of the protocol identifier descriptor is defined in the RVON
Protocol Identifier Reference [ RFC2895].

This docunent is not intended to be an authoritative reference on the
protocols described herein. Refer to the Oficial Internet Standards

docunent [ RFC2600], the Assigned Nunbers docunment [RFCL700], or other
appropriate RFCs, | EEE docunents, etc. for conplete and authoritative
protocol informtion.

This is the the second revision of this docunent, and is intended to
replace Section 5 of the first RMON-2 Protocol Ildentifiers docunent
[ RFC2074] .

The RMONM B wor ki ng group has deci ded to di sconti nue mai ntenance of
this Protocol ldentifier Macro repository docunment, due to a |lack of
contributions fromthe RMON vendor conmunity. This docunent is
publ i shed as an aid in inplenmentati on of the protocol DirTabl e.

2.1. Terns
Refer to the RMON Protocol ldentifier Reference [ RFC2895] for

definitions of ternms used to describe the Protocol ldentifier Macro
and aspects of protocol Di rTabl e | NDEX encodi ng.
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2.2. Relationship to the Renbte Network Monitoring MB

This docunent is intended to describe sonme protocol identifier
macros, which can be converted to valid protocol Di r Tabl e | NDEX
val ues, using the mapping rules defined in the RMON Prot ocol

I dentifier Reference [ RFC2895].

This docunent is not intended to linit the protocols that nmay be
identified for counting in the RMON-2 M B. Many pr ot ocol

encapsul ations, not explicitly identified in this docunent, may be
present in an actual inplenmentation of the protocol DirTable. Al so,
i npl enmentati ons of the protocol DirTable nay not include all the
protocols identified in the exanple section bel ow

2.3. Relationship to the RMON Protocol Identifier Reference

This docunent is intentionally separated fromthe normative reference
docunent defining protocol Di rTabl e | NDEX encodi ng rules and the
protocol identifier macro syntax [ RFC2895]. This allows frequent
updates to this docunment wi thout any republication of MB objects or
protocol Dir Tabl e I NDEX encoding rules. Note that the base | ayer and
| ANA assigned protocol identifier macros are |ocated in Reference
docunent, since these encoding values are defined by the RMONM B WG

Protocol Identifier macros submtted fromthe RMON working group and
comunity at large (to the RMONMB W nailing list at ’
rmonni b@i sco.com) will be collected and added to this docunent.

Macros submissions will be collected in the IANA's MB files under
the directory "ftp://ftp.isi.edu/ mb/rmonm b/rnmon2_pi _macros/" and in
the RMONM B wor ki ng group nailing list nessage archive file
"ftp://ftpeng.cisco.conm ftp/rnonm b/rnonm b".

2.4. Relationship to Gher MBs

The RMON Protocol ldentifier Macros docunment is intended for use with
the RMON Protocol Identifier Reference [ RFC2895] and the RMON-2 M B
protocol DirTabl e [ RFC2021]. It is not relevant to any other MB, or

i ntended for use with any other M B.

3. Protocol ldentifier Mcros

This section contains protocol identifier macros for some well -known
protocol s, although some of them may no | onger be in use. These
macros reference the base layer identifiers found in section 4 of the
RMON Protocol Identifier Reference [ RFC2895]. These identifiers are
listed bel ow
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et her2

I'lc

snap

vsnap

i anaAssi gned
802-1Q

Refer to the RMON Protocol ldentifier Reference [RFC2895] for the
protocol identifier macro definitions for these protocols.

3.1. Protocol Stacks And Singl e-Vendor Applications

Net work | ayer protocol identifier nacros contain additional

i nformati on about the network layer, and is found i nmedi ately
following a base layer-identifier in a protocol identifier
The Protocol DirParaneters supported at the network |ayer are ’
countsFragnents(0)’, and ’'tracksSessions(1l). An agent may choose to
i npl enent a subset of these paraneters.

The protocol -nane should be used for the Protocol DirDescr field. The
Prot ocol Di r Type ATTRI BUTES used at the network | ayer are
hasChi |l dren(0)’ and ’'addressRecognitionCapable(1l)’. Agents may choose
to inplement a subset of these attributes for each protocol, and
therefore linmt which tables the indicated protocol can be present
(e.g. protocol distribution, host, and matrix tables).

The followi ng protocol -identifier macro declarations are given for
exanpl e purposes only. They are not intended to constitute an
exhaustive list or an authoritative source for any of the protocol

i nformati on given. However, any protocol that can encapsul ate ot her
protocol s nust be docunmented here in order to encode the children
identifiers into protocolDirlD strings. Leaf protocols should be
docunented as well, but an inplenmentation can identify a |eaf
protocol even if it isn't listed here (as long as the parent is
docunent ed) .

3.1.1. The TCP/IP protocol stack

arp PROTOCCL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"An Address Resol ution Protocol nessage (request or response).
This protocol does not include Reverse ARP (RARP) packets, which
are counted separately.”

REFERENCE
"RFC 826 [ RFC826] defines the Address Resolution Protocol."
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"ether2 0x806, -- [ 0.0.8.6 ]

snap 0x806,
802-1Q 0x806 -- [ 0.0.8.6 ]
}
i p PROTOCCL- | DENTI FI ER
PARAMETERS {
countsFragnments(0) -- This paranmeter applies to all child
-- protocols.

}
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e(1)

}

DESCRI PTI ON
"The protocol identifiers for the Internet Protocol (IP). Note
that IP may be encapsulated within itself, so nore than one of
the following identifiers nay be present in a particular
protocol DirID string."

CHI LDREN
"Children of "ip’" are selected by the value in the Protocol field

(one octet), as defined in the PROTOCOL NUMBERS table within the
Assi gned Nunbers Docunent.

The value of the Protocol field is encoded in an octet string as
[ 0.0.0.a ], where "a is the protocol field .
Children of "ip’ are encoded as [ 0.0.0.a ], and named as 'ip &
where "a’ is the protocol field value. For exanple, a
protocol Dirl D-fragnment val ue of:

0.0.0.1.0.0.8.0.0.0.0.1

defines an encapsul ation of ICWP (ether2.ip.icnp)”
ADDRESS- FORVAT
"4 octets of the IP address, in network byte order. Each ip
packet contains two addresses, the source address and the
destination address."
DECODI NG
"Note: ether2.ip.ipipd4.udp is a different protocolDirlID than
ether2.ip.udp, as identified in the protocol DirTable. As such
two different |ocal protocol index values will be assigned by the
agent. E.g. (full INDEX val ues shown):
ether2.ip.ipip4.udp =
16.0.0.0.1.0.0.8.0.0.0.0.4.0.0.0.17.4.0.0.0.0
ether2.ip.udp =
12.0.0.0.1.0.0.8.0.0.0.0.17.3.0.0.0 "
REFERENCE
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"RFC 791 [RFC791] defines the Internet Protocol; The follow ng
URL defines the authoritative repository for the PROTOCO. NUMBERS
Tabl e:

ftp://ftp.isi.edu/in-notes/ianalassignnents/protocol-nunbers”

et her 2 0x0800,

Ilc 0x06,
snap 0x0800,
--ip 4, ** represented by the ipip4 nmacro
--ip 94, ** represented by the ipip macro
802-1Q 0x0800, -- [0.0.8.0]
802-1Q 0x02000006 -- 1Q LLC [2.0.0. 6]

}

kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkrkhkrkkrk*x

-- Children of IP

kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkrkhkhkhkhkhkhkhkhkhkrkhkrkkrk*x

i cnp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"I nternet Message Control Protocol"
REFERENCE
"RFC 792 [ RFC792] defines the Internet Control Message Protocol."
ip 1,
i pi p4 1,
ipip 1

}

i gnp PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Internet G oup Managenent Protocol; IGW is used by IP hosts to
report their host group nmenberships to any inmediatel y-
nei ghboring nulticast routers."

REFERENCE
"Appendi x A of Host Extensions for |IP Milticasting [ RFC1112]
defines the Internet G oup Managenent Protocol."

4 2,
2

T T N

T T T I
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}

ggp PROTOCOL- | DENTI FI ER

PARAMVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Gat eway-t o- Gat eway Protocol; DARPA |nternet Gateway
(historical)"

REFERENCE
"RFC 823 [ RFC823] defines the Gateway-to-Gateway Protocol."

i :
i pi p4 3,
ipip 3

T T T I
T T W™

}

i pi p4 PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e(1)

}
DESCRI PTI ON
"I'Pin IP Tunneling"
CHI LDREN
"Children of ’'ipip4 are selected and encoded in the same manner
as children of IP."
ADDRESS- FORVAT
"The 'ipip4 address format is the same as the | P address
format."
DECODI NG
"Note: ether2.ip.ipipd4.udp is a different protocolDirlID than
ether2.ip.udp, as identified in the protocol DirTable. As such
two different |ocal protocol index values will be assigned by the
agent. E.g. (full |NDEX val ues shown):
ether2.ip.ipip4.udp =
16.0.0.0.1.0.0.8.0.0.0.0.4.0.0.0.17.4.0.0.0.0
ether2.ip.udp =
12.0.0.0.1.0.0.8.0.0.0.0.17.3.0.0.0 "
REFERENCE
"RFC 1853 [ RFC1853] defines IP in IP over Protocol 4."

4 4,
4

T T ™

T T T I

i

i
}

st PROTOCOL- | DENTI FI ER
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tcp

egp

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Internet Stream Protocol Version 2 (ST2); (historical) ST2 is an
experinmental resource reservation protocol intended to provide
end-to-end real -ti ne guarantees over an internet."

REFERENCE
"RFC 1819 [ RFC1819] defines version 2 of the Internet Stream
Prot ocol . "

45
5

T T o™

T T T I

i
i
}

PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0)

}

DESCRI PTI ON
"Transni ssi on Control Protocol"

CHI LDREN
"Children of TCP are identified by the 16 bit Source or
Destination Port value as specified in RFC 793. They are encoded
as [ 0.0.a.b], where "a is the MsB and 'b’ is the LSB of the
port value. Both bytes are encoded in network byte order. For
exanpl e, a protocol Dirld-fragnent of:

0.0.0.1.0.0.8.0.0.0.0.6.0.0.0.23

identifies an encapsul ation of the telnet protocol
(ether2.ip.tcp.telnet)”

REFERENCE
"RFC 793 [RFC793] defines the Transm ssion Control Protocol

The following URL defines the authoritative repository for
reserved and regi stered TCP port val ues:

ftp://ftp.isi.edu/in-notes/ianalassignments/port-nunbers”

PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
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DESCRI PTI ON
"Exterior Gateway Protocol (historical)"
REFERENCE

"RFC 904 [ RFC904] defines the Exterior Gateway Protocol."
{

8,
4 8,

[
i pip
ipip 8

oo

}

i gp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Any private interior gateway."
REFERENCE
"[ RFC1700]"

{
9,
ip4d 9,

Ip

[
[
[ 9

oo

}

nvp2 PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"NVP-11; Network Voice Protocol"
REFERENCE
"RFC 741 [RFC741] defines the Network Voice Protocol”
o=
ip 11,
i pi p4 11,
ipip 11
}

pup PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"PUP Protocol"
REFERENCE
" Xer ox"
ti= {
ip 12,
i pi p4 12,
ipip 12
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xnet PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Cross Net Debugger (historical)"
REFERENCE
"[ 1 EN158] "
ti= {
ip 15,
i pi p4 15,
ipip 15

chaos PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"CHAGCS Protocol; historical"
REFERENCE
"J. Noel Chiappa <JNC@XX. LCS.M T.EDU>"
o=
ip 16,
i pi p4 16,
ipip 16

udp PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0)

}

DESCRI PTI ON
"User Datagram Protocol"

CHI LDREN
"Children of UDP are identified by the 16 bit Source or
Destination Port value as specified in RFC 768. They are encoded
as [ 0.0.a.b ], where 'a” is the MSB and 'b’ is the LSB of the
port value. Both bytes are encoded in network byte order. For
exanpl e, a protocol Dirld-fragnent of:

0.0.0.1.0.0.8.0.0.0.0.17.0.0.0. 161

identifies an encapsul ation of SNVP (ether2.ip.udp.snnp)"”
REFERENCE
"RFC 768 [ RFC768] defines the User Datagram Protocol

The following URL defines the authoritative repository for
reserved and regi stered UDP port val ues:
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ftp://ftp.isi.edu/in-notes/ianalassignments/port-nunbers”
=
ip 17,
i pi p4 17,
ipip 17

mux PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Ml tiplexing Protocol (historical)"
REFERENCE
"I EN-90 [I EN-90] defines the Multiplexing Protocol"
o=
ip 18,
i pi p4 18,
ipip 18

hmp PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Host Monitoring Protocol; historical”
REFERENCE
"RFC 869 [ RFC869] defines the Host Mnitoring Protocol"
o=
ip 20,
i pi p4 20,
ipip 20
}

xns-i dp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
" XEROX NS | DP"
REFERENCE
" Xer ox Corporation”
o=
ip 22,
i pi p4 22,
ipip 22

rdp PROTOCOL- | DENTI FI ER
PARAMETERS { }

2000
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ATTRI BUTES { }
DESCRI PTI ON
"Rel i abl e Data Protocol"
REFERENCE
"RFC 908 [ RFCO08] defines the original protocol; RFC 1151
[ RFC1151] defines version 2 of the Reliable Data Protocol."

.ip 27,
i pi p4 27,
i pip 27
}

irtp PROTOCCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Internet Reliable Transaction Protocol"

REFERENCE
"RFC 938 [RFC938] defines the Internet Reliable Transaction
Protocol functional and interface specification.”

o=

ip 28,

i pi p4 28,

ipip 28

i so-tp4 PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"1 SO Transport Protocol Specification”

REFERENCE
"RFC 905 [ RFCO05] defines the | SO Transport Protoco
Speci fication; 1SO DP 8073"

o=

ip 29,

i pi p4 29,

ipip 29

net bl t PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Bul k Data Transfer Protocol; historical"
REFERENCE

2000

"RFC 998 [ RFC998] defines NETBLT: A Bulk Data Transfer Protocol."

.:_{

Bi erman, et al. I nf or mat i onal [ Page 13]



RFC 2896 RVON Pl Macr os August 2000

ip 30,
i pi p4 30,
ipip 30

nf e- nsp PROTOCCL- | DENTI FI ER

PARAMVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"MFE Networ k Services Protocol; historical"”

REFERENCE
"Shuttleworth, B., A Docunmentary of M-ENet, a National Conputer
Net wor k', UCRL-52317, Law ence Livernore Labs, Livernore,
California, June 1977."

i dpr PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Inter-Domain Policy Routing Protocol"
REFERENCE
"RFC 1479 [RFC1479] defines Version 1 of the Inter-Domain Policy
Routing Protocol."
= |
ip 35,
i pi p4 35,
ipip 35

i dpr-cntp PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"I DPR Control Message Transport Protocol"
REFERENCE
"RFC 1479 [RFC1479] defines Version 1 of the Inter-Domain Policy
Routing Protocol."
o=
ip 38,
i pi p4 38,
ipip 38
}
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sdrp PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Sour ce Demand Routing Protocol"
REFERENCE
"RFC 1940 [ RFC1940] defines version 1 of the Source Denmand
Routi ng: Packet Format and Forwardi ng Specification”
o=
ip 42,
i pi p4 42,
i pip 42

i drp PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Inter-Domai n Routing Protocol"
REFERENCE
"RFC 1745 [ RFC1745] defines BGP4/IDRP for IP."
o=
ip 45,
i pi p4 45,
i pip 45
}

rsvp PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Resource Reservation Setup Protocol"
REFERENCE
"Resource ReSerVation Protocol (RSVP); Version 1 Functional
Speci fication [ RFC2205]."
o=
ip 46,
i pi p4 46,
i pip 46

gre PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Ceneral Routing Encapsul ati on”
REFERENCE
"RFC 1701 [ RFC1701] defines Ceneric Routing Encapsul ation (GRE);
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RFC 1702 [ RFC1702] defines Generic Routing Encapsul ati on over
| Pv4 net wor ks"

pr= A

ip 47,

i pi p4 47,

i pip 47

nhrp PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"NBMA Next Hop Resol ution Protocol (NHRP)"
REFERENCE
"RFC 2332 [ RFC2332] defines the Next Hop Resol ution Protocol."
o=
ip 54,
i pi p4 54,
i pip 54
}

priv-host PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any internal host protocol."
REFERENCE
"[ RFC1700] "

priv-net PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any |ocal network protocol."
REFERENCE
"[ RFC1700] "
ti= {
ip 63,
i pi p4 63,
i pip 63

priv-distfile PROTOCOL-I| DENTI FI ER

Bi erman, et al. I nf or mat i onal [ Page 16]



RFC 2896 RMON Pl

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON

" Pseudo- pr ot ocol

REFERENCE
[ RFC1700] "
ti= {

ip 68,

i pi p4 68,

i pip 68
}

PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Dissinlar Gateway Protocol"
REFERENCE
"M A- COM Gover nrent Syst ens,
Speci fication, Draft Version’
16, 1987."
ti= {
ip 86,
i pi p4 86,
i pip 86
}

i grp PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"I GRP; Cisco routing protocol
REFERENCE
"Cisco Systens,
o=
ip 88,
i pi p4 88,
i pip 88

dgp

I nc."

ospf PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Open Shortest Path First
REFERENCE

.:_{

Bi erman, et al.

I nterior

| nf or mat i onal

Macr os August 2000

reserved for any distributed file system™

"Dissimlar Gateway Protocol
, Contract no. CS901145, November

GW Prot ocol (OSPFIGP)."

RFC 1583 [ RFC1583] defines version 2 of the OSPF protocol."
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ip 89,
i pi p4 89,
ipip 89

nt p PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Mul ticast Transport Protocol"
REFERENCE
"RFC 1301 [ RFC1301] defines the Milticast Transport Protocol."
o=
ip 92,
i pi p4 92,
ipip 92
}

ax- 25 PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"AX. 25 Frane Encapsul ation"
REFERENCE
"RFC 1226 [ RFC1226] defines Internet Protocol Encapsul ation of
AX. 25 Franes."
ti= {
ip 93,
i pi p4 93,
ipip 93

i pi p PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e(1)

}
DESCRI PTI ON
"I P-wi thin-1P Encapsul ati on Protocol"
CHI LDREN
"Children of 'ipip are selected and encoded in the sane nmanner
as children of IP."
ADDRESS- FORVAT
"The 'ipip address format is the sane as the I P address format."
DECODI NG
"Note: ether2.ip.ipip.udp is a different protocolDirlD than
ether2.ip.udp, as identified in the protocol DirTable. As such
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two different |ocal protocol index values will be assigned by the
agent. E.g. (full INDEX val ues shown):
ether2.ip.ipip.udp =
16.0.0.0.1.0.0.8.0.0.0.0.94.0.0.0.17.4.0.0.0.0
ether2.ip.udp =
12.0.0.0.1.0.0.8.0.0.0.0.17.3.0.0.0 "
REFERENCE
"RFC 2003 [ RFC2003] defines |IP Encapsulation within IP."
o=
ip 94,
i pi p4 94,
i pip 94

encap PROTOCOL- | DENTI FI ER
PARAMVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Encapsul ati on Header; A Scheme for an Internet Encapsul ation
Protocol: Version 1"
REFERENCE
"RFC 1241 [ RFC1241] defines version 1 of the ENCAP Protocol."
o=
ip 98,
i pi p4 98,
i pip 98

priv-encript PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any private encryption schene."
REFERENCE
"[ RFC1700]"
ti= {
ip 99,
i pi p4 99,
ipip 99

kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkrkhkrkhkrkkrk*x

-- Chi l dren of UDP and TCP

kkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkrkhkrkhkrkkrk*x

tcpmux PROTOCOL- | DENTI FI ER
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PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"TCP Port Service Miltiplexer Port."

REFERENCE
"RFC 1078 [ RFC1078] defines the TCP Port Service Miltiplexer
Protocol . "

={ tecp 1}

rje PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Renote Job Entry Protocol; RIJE Logger Port; (historical)."
REFERENCE

"RFC 407 [ RFC407] defines the Renpte Job Entry Protocol."
:={ tcp 5}

echo PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Echo Protocol for debugging TCP and UDP transports.”
REFERENCE
"RFC 862 [ RFC862] defines the Echo Protocol."
= {
tcp 7,
udp 7 }

di scard PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Di scard Protocol for debugging TCP and UDP transports.”
REFERENCE
"RFC 863 [ RFC863] defines the Discard Protocol."
= {
tcp 9,
udp 9 }

systat PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Retrieve the Active Users list; a debugging tool for TCP and
transports."

REFERENCE
"RFC 866 [ RFC866] defines the Active Users Protocol."

Bi erman, et al. I nf or mat i onal [ Page
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tcp 11,
udp 11 }

dayti me PROTOCCL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Retrieve the current tinme of day; a debugging tool for TCP and
UDP transports.™

REFERENCE
"RFC 867 [ RFC867] defines the Daytine Protocol."
tcp 13,
udp 13 }

gotd PROTOCOL-| DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Quote of the Day Protocol; retrieve a short nessage (up to 512
byt es); a debugging tool for TCP and UDP transports.”

REFERENCE
"RFC 865 [ RFC865] defines the Quote of the Day Protocol."
tcp 17,
udp 17 }

mep PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Message Send Protocol”
REFERENCE
"RFC 1312 [RFC1312] defines the Message Send Protocol."

tcp 18,
udp 18 }

chargen PROTOCCL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Character Cenerator Protocol; a debugging tool for TCP and UDP
transports."

REFERENCE
"RFC 864 [ RFC864] defines the Character Generator Protocol."
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tcp 19,
udp 19 }

ftp-data PROTOCOL- | DENTI FI ER

PARAMVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"The File Transfer Protocol Data Port; the FTP Server process
defaul t data-connection port. "

REFERENCE
"RFC 959 [ RFC959] defines the File Transfer Protocol. Refer to
section 3.2 of [RFC959] for details on FTP data connections."

o= { tcp 20 }

ftp PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"The File Transfer Protocol Control Port; An FTP client initiates
an FTP control connection by sending FTP comrands from user port
(U to this port."

REFERENCE
"RFC 959 [ RFC959] defines the File Transfer Protocol."
o= { tcp 21}

tel net PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"The Tel net Protocol; The purpose of the TELNET Protocol is to
provide a fairly general, bi-directional, eight-bit byte oriented
comuni cations facility. |Its prinmary goal is to allow a standard
met hod of interfacing term nal devices and term nal -oriented
processes to each other. "

REFERENCE
"RFC 854 [ RFC854] defines the basic Tel net Protocol."
o= { tcp 23}

priv-mai| PROTOCCOL-| DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any private nmail system"”
REFERENCE
"[ RFC1700] "
o= { tcp 24,
udp 24 }
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snt p PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"The Sinple Mail Transfer Protocol; SMIP control and data
nmessages are sent on this port."

REFERENCE
"RFC 821 [RFC821] defines the basic Sinple Mil Transfer
Protocol . "

o= { tcp 25}

priv-print PROTOCOL-| DENTI FI ER

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any private printer server."
REFERENCE
"[ RFC1700]"
.= { tcp 35,
udp 35 }

ti me PROTOCOL- | DENTI FI ER

rap

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Ti me Protocol"
REFERENCE
"RFC 868 [ RFC868] defines the Tinme Protocol."
o= { tcp 37,
udp 37 }

PROTOCCL- | DENTI FI ER
PARAMVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Rout e Access Protocol"
REFERENCE
"RFC 1476 [ RFC1476] defines the Internet Route Access Protocol."
c:={ tcp 38}

PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Resource Location Protocol"”
REFERENCE

"RFC 887 [ RFC887] defines the Resource Location Protocol."
c:={ udp 39}
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gr aphi cs PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Graphi cs Protocol"
REFERENCE
"RFC 493 [ RFC493] defines the G aphics Protocol."
o= { tcp 41,
udp 41 }

naneserver PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Host Name Server Protocol”
REFERENCE
"I'EN 116 [I EN116] defines the Internet Nane Server."
o= { udp 42}

ni cname PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Nl CNAME/ WHOI' S Pr ot ocol "
REFERENCE
"RFC 954 [ RFC954] defines the NI CNAVE/ Who |s Protocol."
c:={ tcp 43}

npm flags PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"MPM FLAGS Protocol; (historical)."
REFERENCE

"RFC 759 [ RFC759] defines the Message Processing Mdule."
o= { tcp 44}

npm PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Message Processing Mddule -- Receiver; (historical)."
REFERENCE

"RFC 759 [ RFC759] defines the Message Processing Mdule."
c:={ tcp 45}

npm snd PROTOCOL- | DENTI FI ER
PARAVETERS { }
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ATTRI BUTES { }

DESCRI PTI ON

"Message Processing Module -- Default Send; (historical).”
REFERENCE

"RFC 759 [ RFC759] defines the Message Processing Mdule."
c:={ tcp 46 }

tacacs PROTOCOL-I| DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Logi n Host Protocol (TACACS)"
REFERENCE

"An Access Control Protocol, Sonetines Called TACACS [ RFC1492]."
o= tcp 49 }

re-mai |l -ck PROTOCOL-| DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Renote Mail Checking Protocol"
REFERENCE

"RFC 1339 [ RFC1339] defines the Renote Mail Checking Protocol."
::={ udp 50}

xns-time PROTOCOL- | DENTI FI ER

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"XNS Ti nme Protocol"
REFERENCE

" Xer ox Corporation”
o= { tcp 52,

udp 52 }

domai n PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Domai n Nane Service Protocol; DNS nmay be transported by either
UDP [ RFC768] or TCP [RFC793]. |If the transport is UDP, DNS
requests restricted to 512 bytes in length may be sent to this
port."

REFERENCE
"RFC 1035 [ RFC1035] defines the Bootstrap Protocol."

::={ udp 53,
tcp 53 }
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xns-ch PROTOCOL- | DENTI FI ER

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"XNS d eari nghouse”
REFERENCE

" Xer ox Corporation”
.= { tcp 54,

udp 54 }

Xns-aut h PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"XNS Aut hentication Protocol"
REFERENCE
" Xer ox Corporation”
.= { tcp 56,
udp 56 }

priv-term PROTOCCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Pseudo- protocol reserved for any private term nal access
protocol . "

REFERENCE
"[ RFC1700] "

o= { tcp 57,
udp 57 }

xns-nmai | PROTOCOL- | DENTI FI ER

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"XNS M| Protocol"
REFERENCE

" Xer ox Corporation”
.= { tcp 58,

udp 58 }

priv-file PROTOCOL-| DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any private file service."
REFERENCE
"[ RFC1700] "
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o= { tcp 59,
udp 59 }

t acacs-ds PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Default Server Port; TACACS Access Control Protocol Database
Service."

REFERENCE
"RFC 1492 [ RFC1492] defines the TACACS Protocol ."

:={ tcp 65}

sqgl net PROTOCOL- | DENTI FI ER

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"Oracl e SQL*NET"
REFERENCE

"Oracl e Corporation”
:={ tcp 66 }

boot ps PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Bootstrap Protocol Server Protocol; BOOTP Clients send requests
(usual |y broadcast) to the bootps port."

REFERENCE
"RFC 951 [ RFC951] defines the Bootstrap Protocol."
c:={ udp 67 }

boot pc PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Bootstrap Protocol Cient Protocol; BOOTP Server replies are
sent to the BOOTP Client using this destination port."

REFERENCE
"RFC 951 [ RFC951] defines the Bootstrap Protocol."
::={ udp 68}

tftp PROTOCOL- | DENTI FI ER
PARAMETERS {
tracksSessi ons(1)

}
ATTRI BUTES { }
DESCRI PTI ON
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"Trivial File Transfer Protocol; Only the first packet of each
TFTP transaction will be sent to port 69. If the tracksSessions

attribute is set, then packets for each TFTP transacti

on wll be

attributed to tftp, instead of the unregi stered port nunbers that

will be encoded in subsequent packets."
REFERENCE

"RFC 1350 [ RFC1350] defines the TFTP Protocol (revision 2);

RFC 1782 [ RFC1782] defines TFTP Opti on Extensions;
RFC 1783 [ RFC1783] defines the TFTP Bl ocksi ze Opti on;
RFC 1784 [ RFC1784] defines TFTP Ti neout Interval and
Size Options.”

o= { udp 69 }

gopher PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"I nternet Gopher Protocol"
REFERENCE
"RFC 1436 [ RFC1436] defines the Gopher Protocol."
o= tcp 70 }

netrjs-1 PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Renote Job Service Protocol; (historical)."
REFERENCE

"RFC 740 [ RFC740] defines the NETRJS Protocol."
o= { tcp 71}

netrjs-2 PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Renote Job Service Protocol; (historical)."
REFERENCE

"RFC 740 [ RFC740] defines the NETRJS Protocol."
o= { tcp 72 }

netrjs-3 PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Renote Job Service Protocol; (historical)."
REFERENCE
"RFC 740 [ RFC740] defines the NETRJS Protocol."
o= tcp 73}
Bi erman, et al. I nf or mat i ona
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netrjs-4 PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Renote Job Service Protocol; (historical)."
REFERENCE

"RFC 740 [ RFC740] defines the NETRJS Protocol."
o= { tcp 74 }

priv-dial out PROTOCCL- | DENTI FI ER

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any private dial out service."
REFERENCE
"[ RFC1700] "
:={ tcp 75,
udp 75 }

priv-rje PROTOCOL-| DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Pseudo- protocol reserved for any private renpte job entry
service."

REFERENCE
"[ RFC1700] "

o= { tcp 77,
udp 77 }

finger PROTOCOL-| DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Finger User Information Protocol"
REFERENCE

"RFC 1288 [ RFC1288] defines the finger protocol."
o= tcp 79 }

www- ht t p PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Hypertext Transfer Protocol"
REFERENCE
"RFC 1945 [ RFC1945] defines the Hypertext Transfer Protocol
(HTTP/ 1. 0).
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RFC 2068 [ RFC2068] defines the Hypertext Transfer Protoco
(HTTP/ 1. 1) .

RFC 2069 [ RFC2069] defines an Extension to HTTP: Di gest Access
Aut henti cati on.

RFC 2109 [ RFC2109] defines the HTTP State Managenent Mechani sm

RFC 2145 [ RFC2145] defines the use and interpretation of HTTP
versi on nunbers. "

c:={ tcp 80}

priv-termink PROTOCOL- | DENTI FI ER

PARAMVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Pseudo- protocol reserved for any private termnal |ink
protocol . "
REFERENCE
"[ RFC1700]"
:={ tcp 87,
udp 87 }

ker ber os PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"The Kerberos Network Authentication Service (V5)"
REFERENCE

"RFC 1510 [ RFC1510] defines the Kerberos protocol."
::={ udp 88}

supdup PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"SUPDUP Display; (historical)"
REFERENCE

"RFC 734 [ RFC734] defines the SUPDUP Protocol."
o= { tcp 95}

di xi e PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"DIXIE Directory Service"
REFERENCE
"RFC 1249 [ RFC1249] defines the DI XIE Protocol."
o= { tcp 96,
udp 96 }
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host name PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"NIC Internet Hostnane Server Protocol; (historical)"
REFERENCE

"RFC 953 [ RFC953] defines the Hostname Server Protocol."
o= { tcp 101 }

3comt snmux PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
" 3COVF TSMUX"
REFERENCE
"3Com Inc."
.= { tcp 106,
udp 106 }

rtel net PROTOCOL-| DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Renote User Telnet Protocol; (historical)."
REFERENCE

"RFC 818 [ RFC818] defines the Renpte User Tel net Service."
o= { tcp 107 }

pop2 PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Post Ofice Protocol -- Version 2. dients establish connections
with POP2 servers by using this destination port nunber.
Hi storical."
REFERENCE
"RFC 937 [ RFC937] defines Version 2 of the Post O fice Protocol."
o= { tcp 109 }

pop3 PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Post Ofice Protocol -- Version 3. dients establish connections
with POP3 servers by using this destination port nunber.™
REFERENCE
"RFC 1725 [ RFC1725] defines Version 3 of the Post Ofice
Prot ocol . "
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:={ tcp 110
udp 110 } -- RFC defines tcp use
sunr pc PROTOCCL- | DENTI FI ER

PARAMETERS {
tracksSessions(1l) -- learn port mapping of prograns

}

ATTRI BUTES {
hasChi | dren(0) -- port mapper function nunbers

}

DESCRI PTI ON
"SUN Renote Procedure Call Protocol. Port mapper function
requests are sent to this destination port."

CHI LDREN
"Specific RPC functions are represented as children of the sunrpc
protocol. Each 'RPC function protocol’ is identified by its
functi on nunber assignment. RPC function nunber assignments are
defined by different nam ng authorities, depending on the
function identifier val ue.
From [ RFC1831] :

20000000

Program nunbers are given out in groups of hexadecima

(deci mal 536870912) according to the followi ng chart:
0 fffffff defined by rpc@un.com
20000000 - 3fffffff defi ned by user
40000000 Sfffffff transi ent
60000000 TEffffff reserved
80000000 of ffffff reserved
a0000000 bf ffffff reserved
c0000000 df ffffff reserved
e0000000 ffffffff reserved
Children of ’"sunrpc’ are encoded as [ 0.0.0.111], the protocol

identifier component for 'sunrpc’, followed by [ a.b.c.d ], where
a.b.c.d is the 32 bit binary RPC program nunber encoded in
network byte order. For exanple, a protocolDirlD fragment val ue
of :

0.0.0.111.0.1.134.163
defines the NFS function (and protocol).

Children are named as ’'sunrpc
nunber in base 10 format. For exanpl e,
"sunrpc 100003 ."
DECODI NG
"The first packet of many SUNRPC transactions is sent to the

foll owed by the RPC function
NFS woul d be naned:
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port- mapper program and therefore decoded statically by

nmonitori ng RFC portmap requests [ RFC1831]. Any subsequent packets
nmust be decoded and correctly identified by 'remenbering the
port assignments used in each RPC function call (as identified
according to the procedures in the RPC Specification Version 2

[ RFC1831]) .

In sone cases the port mapping for a particular protocol is well
known and hard coded into the requesting client. In these cases

the client will not send portmap requests; instead it wll

the SUNRPC request directly to the well known port. These cases
are rare and are being elimnated over tinme. NFS is the nost
signi ficant SUNRPC program of this class. Such prograns shoul d

still be declared as children of SUNRPC as descri bed under

CHI LDREN above. How an inplenentation detects this behaviour and

handles it is beyond the scope of this docunent.

The "tracksSessions(1l)’ PARAVMETER bit is used to indicate whether

the probe can (and shoul d) nonitor portnapper activity to
correctly track SUNRPC connections."
REFERENCE

"RFC 1831 [ RFC1831] defines the Renote Procedure Call Protoco
Version 2. The authoritative list of RPC Functions is identified

by the URL:

ftp://ftp.isi.edu/in-notes/ianalassignments/sun-rpc-nunbers”

o= { tcp 111,
udp 111 }

aut h PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Aut hentication Service; ldentification Protocol."
REFERENCE

"RFC 1413 [ RFC1413] defines the ldentification Protocol."
o= { tcp 113 }

sftp PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Sinple File Transfer Protocol; (historical)."
REFERENCE

"RFC 913 [ RFC913] defines the Sinple File Transfer Protocol."

o= { tcp 115 }

uucp-path PROTOCOL- | DENTI FI ER
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PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"UUCP Pat h Service"
REFERENCE
"RFC 915 [ RFC915] defines the Network Mail Path Service."
o= { tcp 117 }

nnt p PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Networ k News Transfer Protocol"
REFERENCE

"RFC 977 [ RFC977] defines the Network News Transfer Protocol."
o= { tcp 119 }

cf dpt kt PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"CFDPTKT; Coherent File Distribution Protocol"

REFERENCE
"RFC 1235 [ RFC1235] defines the Coherent File Distribution
Protocol ."

c:={ udp 120 }

ntp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Network Ti nme Protocol”

REFERENCE
"RFC 1305 [ RFC1305] defines version 3 of the Network Tinme
Protocol . "

2= { udp 123}

pwdgen PROTOCCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Password Generator Protocol"
REFERENCE
"RFC 972 [ RFC972] defines the Password Generator Protocol."
o= { tcp 129,
udp 129 }

ci sco-fna PROTOCOL-I| DENTI FI ER

Bi erman, et al. I nf or mat i onal [ Page 34]



RFC 2896 RVON Pl Macr os August 2000

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"ci sco FNATI VE"
REFERENCE

"Cisco Systens, Inc.
::={ tcp 130

udp 130 }

ci sco-tna PROTOCCL- | DENTI FI ER

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"ci sco TNATI VE"
REFERENCE

"Cisco Systens, Inc.
o= { tcp 131,

udp 131 }

ci sco-sys PROTOCCL- | DENTI FI ER

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"ci sco SYSMAI NT"
REFERENCE

"Cisco Systens, Inc.
o= { tcp 132,

udp 132 }

statsrv PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Statistics Server; (historical)."
REFERENCE
"RFC 996 [ RFC996] defines the Statistics Server Protocol."
.= { tcp 133,
udp 133 }
-- defined as nbt-nane in | PX section
-- netbios-ns 137/tcp NETBI OS Nanme Service
-- netbios-ns 137/ udp NETBI OS Nanme Service
-- defined as nbt-data in | PX section
-- netbi os-dgm 138/tcp NETBI OS Dat agr am Ser vi ce
-- netbi os-dgm 138/ udp NETBI OS Dat agr am Ser vi ce

-- defined as nbt-session in |IPX section
-- netbi os-ssn 139/tcp NETBI OS Sessi on Service
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-- netbi os-ssn 139/ udp NETBI OS Sessi on Service

i map2 PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Interactive Mail Access Protocol v2;
Internet Message Access Protocol v4 (I MAP4) al so uses this
server port."
REFERENCE
"RFC 1064 [ RFC1064] defines Version 2 of the Interactive Mail
Access
Pr ot ocol
RFC 1730 [ RFC1730] defines Version 4 of the Internet Message
Access
Prot ocol . "
o= { tcp 143 }

i so-tp0 PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"I SO 1 PO; 1SO TPO bridge between TCP and X 25"
REFERENCE
"RFC 1086 [ RFC1086] defines the | SO TPO protocol."
o= { tcp 146,
udp 146 }

i so-ip PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"ISOIP; Use of the Internet as a Subnetwork for Experinentation
with the OSI Network Layer"

REFERENCE
"RFC 1070 [ RFC1070] defines the ISOIP Protocol."

o= { tcp 147,
udp 147 }

hens PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"HEMS; Hi gh Level Entity Managenent System (historical).”
REFERENCE

"RFC 1021 [ RFC1021] defines HEMS. "
o= { tcp 151 }
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bftp PROTOCCL-| DENTI FI ER

PARAMETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Background File Transfer Progrant

REFERENCE
"RFC 1068 [ RFC1068] defines the Background File Transfer
Program "

o= { tcp 152 }

sgnp PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Sinple Gateway Mnitoring Protocol; (historical)."

REFERENCE
"RFC 1028 [ RFC1028] defines the Sinple Gateway Monitoring
Protocol . "

::={ udp 153 }

pcnail -srv  PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"PCMai |l Server; Distributed Mail System Protocol (DMSP)"
REFERENCE

"RFC 1056 [ RFC1056] defines the PCVAIL Protocol."
c:={ tcp 158 }

sgnp-traps PROTOCCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Sinmple Gateway Mnitoring Protocol Traps; (historical).”
REFERENCE
"RFC 1028 [ RFC1028] defines the Sinple Gateway Monitoring
Prot ocol . "
::={ udp 160 }
-- snnp and snnptrap found in the Protocol -1 ndependent section
-- snnp 161/ udp SNWVP
-- snnptrap 162/ udp SNMPTRAP

cm p-man  PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
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"CM P/ TCP (CMOT) Manager; (historical)."
REFERENCE
"RFC 1095 [ RFC1095] defines the Conmon Managenent | nformation
Servi ces and Protocol over TCP/IP."
o= { tcp 163,
udp 163 }

cm p-agent PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"CM P/ TCP (CMOT) Agent; (historical)."

REFERENCE
"RFC 1095 [ RFC1095] defines the Conmon Managenent |nformation
Servi ces and Protocol over TCP/IP."

o= { tcp 164,
udp 164 }

xdncp PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"X Di splay Manager Control Protocol"
REFERENCE
"X11 Consortiunt
o= { udp 177 }

bgp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Border Gateway Protocol"

REFERENCE
"RFC 1267 [ RFC1267] defines version 3 of the Border Gateway
Protocol . "

o= { tcp 179 }

renot e-kis PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Renot e- Knowbot Information Service (KIS)"
REFERENCE
"RFC 1739 [RFC1739] describes the KNOABOT Protocol."
.= { tcp 185,
udp 185 }
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ki s PROTOCOL- | DENTI FI ER

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
" Knowbot
REFERENCE

RMON P

Macr os

Information Service (KIS)"

"RFC 1739 [RFC1739] describes the KNOABOT Protocol."

.= { tcp 186,
udp 186 }

irc PROTOCOL- | DENTI FI ER

PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"Internet Relay Chat Protocol"

REFERENCE

"RFC 1459 [ RFC1459] defines the Internet Relay Chat

o= { tcp 194,
udp 194 }

smux PROTOCOL- | DENTI FI ER

PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"SMUX; SNWVP MJUX Protoco

REFERENCE

and M B;

(historical)."

"RFC 1227 [RFC1227] defines the SMJX Protocol."

o= { tcp 199 }

Bi er man,

August

Pr ot ocol

2000

Appl eTal k applications are defined in the AppleTal k Stack section

at-rtnp
at-rtnp
at - nbp
at - nbp
at-3
at-3

at - echo
at - echo
at-5
at-5
at-zis
at-zis
at-7
at-7
at-8
at-8

et al.

201/tcp
201/ udp
202/ tcp
202/ udp
203/tcp
203/ udp
204/ tcp
204/ udp
205/t cp
205/ udp
206/t cp
206/ udp
207/ tcp
207/ udp
208/ tcp
208/ udp

Appl eTal k
Appl eTal k
Appl eTal k
Appl eTal k
Appl eTal k
Appl eTal k
Appl eTal k
Appl eTal k
Appl eTal k
Appl eTal k
Appl eTal k
Appl eTal k
Appl eTal k
Appl eTal k
Appl eTal k
Appl eTal k

Routi ng Mai nt enance
Routi ng Mai nt enance
Narme Bi ndi ng

Narme Bi ndi ng

Unused

Unused

Echo

Echo

Unused

Unused

Zone I nformation
Zone I nformation
Unused

Unused

Unused

Unused
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z39- 50 PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"ANSI Z39. 50"
REFERENCE
"RFC 1729 [ RFC1729] describes the Z39.50 Protocol."
o= { tcp 210 }

i px-tunnel  PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Tunneling IPX Traffic through |IP Networks"
REFERENCE

"RFC 1234 [ RFC1234] defines the |IPX Tunnel Protocol."
c:={ udp 213 }

npp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Neti x Message Posting Protocol”
REFERENCE

"RFC 1204 [ RFC1204] defines the Message Posting Protocol."
o= { tcp 218 }

i map3 PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Interactive Mail Access Protocol v3; (historical)."

REFERENCE
"RFC 1203 [ RFC1203] defines version 3 of the Interactive Mail
Access Protocol . "

o= { tcp 220 }

| dap PROTOCOL- | DENTI FI ER

PARAMVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Li ghtwei ght Directory Access Protocol"

REFERENCE
"RFC 1777 [ RFC1777] defines Lightweight Directory Access
Protocol; RFC 1798 [ RFC1798] defines Connection-1ess Lightwei
X. 500 Directory Access Protocol"

.= { tcp 389, -- RFC 1777
udp 389 } -- RFC 1798

2000

ght
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nobi | ei p-agent PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"I'P Mobility Support™
REFERENCE
"RFC 2002 [ RFC2002] defines the IP Mbility Support protocol."
c:={ udp 434 }

htt ps PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Secure HTTP; HITP over TLS/ SSL"
REFERENCE
"Net scape; http://hone. netscape. com eng/ssl 3/"
o= { tcp 443 }

sntps PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"SMIP protocol over TLS/ SSL"
REFERENCE

"Net scape; http://hone. netscape. com eng/ssl 3/"
.= { tcp 465 }

i saknp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Internet Security Association and Key Managenent Protocol
(1 SAKMP) "

REFERENCE
"RFC 2408 [ RFC2408]"

::={ udp 500 }

| ogi n PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"BSD Rl ogin; renote login a la telnet”
REFERENCE

"RFC 1282 [ RFC1282] defines the BSD R ogin Protocol."
c:={ tcp 513}

sysl og PROTOCOL- | DENTI FI ER
PARAVETERS { }
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ATTRI BUTES { }
DESCRI PTI ON
"sysl og"
REFERENCE
"[ RFC1700] "
::={ udp 514 }

uucp PROTOCOL- | DENTI FI ER
PARAMVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Uni x-to-Uni x copy protocol”
REFERENCE
"[ RFC1700] "
c:={ tcp 540 }

doom PROTOCOL- | DENTI FI ER

PARAMVETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"DOOM Gane; "
REFERENCE

" 1d Software"
.= { tcp 666 }

radi us PROTOCOL-| DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Renote Authentication Dial In User Service (RADI US)"
REFERENCE

"RFC 2138 [ RFC2138] defines the Radius protocol."
c:={ udp 1812 }

radi usacct PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"RADI US Accounting Protocol"”
REFERENCE
"RFC 2139 [ RFC2139] defines the Radius Accounting protocol."
::={ udp 1813 }

-- Portmapper Functions; Children of sunrpc

port mapper PROTOCCL- | DENTI FI ER
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PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
" SUNRPC PORTMAPPER program This is the SUNRPC program which is
used to | ocate the UDP/ TCP ports on which ot her SUNRPC prograns
can be found."

REFERENCE
"Appendi x A of RFC 1057 [ RFC1057] describes the portnapper
operation."

::={ sunrpc 100000 }

nfs PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Sun Network File System (NFS);"

DECODI NG
"NFS is a SUNRPC program whi ch nay or may not use the port napper
SUNRPC programto connect clients and servers. |In nmany cases the

NFS server programruns over UDP/ TCP port 2049, but an
i npl ementation is encouraged to perform further anal ysis before
assunming that a packet to/fromthis port is a SUNRPC/ NFS packet .
Li kewi se an inplenentation is encouraged to track port mapper
activity to spot cases where it is used to |locate the SUNRPC/ NFS
programas this is nore robust."

REFERENCE
"The NFS Version 3 Protocol Specification is defined in RFC 1813
[ RFC1813] . "

o=
sunrpc 100003 -- [0.1.134.163]
}

XwWi n PROTOCOL- | DENTI FI ER
PARAMETERS {
tracksSessi ons(1)

LTTRIBUTES {}

DESCRI PTI ON
"X W ndows Protocol"”

DECODI NG
"The X Wndows Protocol when run over UDP/ TCP normally runs over
the well known port 6000. It can run over any port in the range
6000 to 6063, however. |If the tracksSessions(1l) paraneter bit is

set the agent can and shoul d detect such X Wndow sessi ons and
report themas the X protocol."
REFERENCE
"The X Wndows Protocol is defined by TBD'
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tcp 6000,
udp 6000
-- lat ?

}
3.1.2. Novell IPX Stack

i px PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e( 1)

}

DESCRI PTI ON
"Novel I | PX"

CHI LDREN
"Children of IPX are defined by the 8 bit packet type field. The
value is encoded into an octet string as [ 0.0.0.a ], where 'a&
is the single octet of the packet type field.

Notice that in many inplenmentations of |PX usage of the packet
type field is inconsistent with the specification and

i npl erentati ons are encouraged to use other techniques to map

i nconsi stent values to the correct value (which in these cases is
typically the Packet Exchange Protocol). It is beyond the scope
of this docunent to describe these techniques in nore detail.

Children of IPX are encoded as [ 0.0.0.a ], and naned as 'ipx a’
where a is the packet type value. The novell echo protocol is
referred to as 'ipx nov-echo” OR 'ipx 2'."

ADDRESS- FORVAT
"4 bytes of Network nunber followed by the 6 bytes Host address
each in network byte order."

REFERENCE
"The I PX protocol is defined by the Novell Corporation

A conpl ete description of IPX may be secured at the follow ng
addr ess:
Novel I, Inc.
122 East 1700 South
P. O Box 5900
Provo, U ah 84601 USA
800 526 5463
Novel | Part # 883-000780-001"
et her 2 0x8137, -- [0.0.129. 55]
snap 0x8137, -- [0.0.129.55]
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i anaAssi gned 1, -- [0.0.0.1] (i pxOver Rawgd023)
I1c 224, -- [0.0.0.224]

802-1Q 0x8137, -- [0.0.129.55]
802- 1Q 0x020000e0, -- 1Q LLC [2.0.0.224]

802-1Q 0x05000001 -- 1Q 1ANA [5.0.0.1]

-~ (i pxOver Rawg023)
}

nov-ri p PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Novel |l Routing Information Protocol"”
REFERENCE
"Novel | Corporation”
i px 0x01, -- when reached by | PX packet type
nov- pep 0x0453 -- when reached by | PX socket nunber

}

nov- echo PROTOCCL- | DENTI FI ER

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"Novel | Echo Protocol"
REFERENCE

"Novel | Corporation”
o= { ipx 0x02 }

nov-error PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Novel | Error-handl er Protocol"
REFERENCE
"Novel | Corporation”
c:={ ipx 0x03 }

nov- pep PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0)

}

DESCRI PTI ON
"Novel | Packet Exchange Protocol. This is really a null protocol
| ayer as all |PX packets contain the relevant fields for this
protocol. This protocol is defined so that socket-based decodi ng
has a point of attachment in the decode tree while still allow ng
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packet type based decoding al so."

CHI LDREN
"Children of PEP are defined by the 16 bit socket values. The
value is encoded into an octet string as [ 0.0.a.b ], where 'a&
and 'b’ are the network byte order encodings of the MSB and LSB
of the socket val ue.

Each | PX/ PEP packet contains two sockets, source and destination.

How t hese are mapped onto the single well-known socket val ue used

to identify its children is beyond the scope of this docunent."”
REFERENCE

"Novel | Corporation”

- i px 0x00 ** Many third party I1PX s use this val ue al ways

i px 0x04 -- Xerox assigned for PEP
-- ipx Ox11 ** Novell use this for PEP packets, often

}

nov- spx PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0)

DESCRI PTI ON
"Novel | Sequenced Packet Exchange Protocol. This protocol is an
extension of IPX PEP as it shares a commopn header."

CHI LDREN

"Children of SPX are defined by the 16 bit socket values. The

value is encoded into an octet string as [ 0.0.a.b ], where '&
and 'b’ are the network byte order encodings of the MSB and LSB
of the socket val ue.

Each | PX/ SPX packet contains two sockets, source and destination

How t hese are mapped onto the single well-known socket val ue used

to identify its children is beyond the scope of this docunent."”
REFERENCE

"Novel | Corporation”

.ipx 0x05 -- Xerox assigned for SPX
}

nov- sap PROTOCCL- | DENTI FI ER
PARAMETERS {
tracksSessi ons(1)

}
ATTRI BUTES {
hasChi | dren(0)

}
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DESCRI PTI ON
"Novel | Service Advertising Protocol. This protocol binds
applications on a particular host to an | PX/ PEP or |PX SPX socket
nunber. Although it never truly acts as a transport protocol
itself it is used to establish sessions between clients and
servers and barring well-known sockets is the only reliable way
to determ ne the protocol running over a given socket on a given
machi ne. "

CHI LDREN
"Children of SAP are identified by a 16 bit service type. They
are encoded as [ 0.0.a.b ], where "a” is the MSB and 'b’ is the
LSB of the service type.

Children of SAP are named as 'nov-sap a’ where 'a is the service
type in hexadeci mal notation. The novell NCP protocol is
referred to as 'nov-sap ncp’ OR ’'nov-sap 0x0004' ."

DECODI NG
"The first packet of any session for a SAP based application
(almost all 1 PX/PEP and | PX/ SPX based applications utilize SAP)
is sent to the SAP server(s) to map the service type into a port
nunber for the host(s) on which the SAP server(s) is(are)
running. These initial packets are SAP packets and not
application packets and nust be decoded accordingly.

Havi ng established the mapping, clients will then send
application packets to the newy discovered socket nunber. These
must be decoded by ’'renenbering’ the socket assignnments
transnitted in the SAP packets.

In sone cases the port mapping for a particular protocol is well
known and SAP will always return the sanme socket nunber for that
appl i cati on.

Such progranms should still be declared as children of nov-sap as
descri bed under CHI LDREN above. How an inplenentation detects a
client which is bypassing the SAP server to contact a well-known
application is beyond the scope of this docunent.

The "tracksSessions(1l)’ PARAVMETER bit is used to indicate whether
t he probe can (and should) nonitor nov-sap activity to correctly
track SAP-based connections.”

REFERENCE
"Alist of SAP service types can be found at

ftp://ftp.isi.edu/in-notes/ianalassignnents/novell-sap-

nunber s"

::= { nov-pep 0x0452 }

ncp PROTOCOL- | DENTI FI ER
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PARAMETERS ({
tracksSessi ons(1)

}
ATTRI BUTES {
hasChi | dren(0)

}

DESCRI PTI ON
"Net ware Core Protocol”

CHI LDREN
"Children of NCP are identified by the 8 bit command type field.
They are encoded as [ 0.0.0.a ] where "a is the command type
val ue.

Children of NCP are named as 'ncp a’ where 'a is the command
type in decinmal notation. The NDS sub-protocol is referred to as
"ncp nds’ OR 'ncp 104 ."

DECODI NG
"Only the NCP request frames carry the command type field. How
the inplenentation infers the command type of a response frane is
an inplenmentation specific matter and beyond the scope of this
docunent .

The tracksSessi ons(1l) PARAMETERS bit indicates whether the probe
can (and shoul d) perform command type inference."
REFERENCE
"Novel | Corporation”
::={ nov-sap 0x0004,
nov- pep 0x0451 }

nds PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON

"The Netware Directory Services sub-protocol."
REFERENCE
"Novel | Corporation”
2= { ncp 104 }

nov- di ag PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Novel | ' s di aghostic Protocol"
REFERENCE
"Novel | Corporation”
nov-sap 0x0017, -- [ed., this is the right one]
nov- pep 0x0456
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}

nov- sec PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Novel | security - serialization - copy protection protocol."
REFERENCE
"Novel | Corporation”
::= { nov-pep 0x0457 }

nov-wat chdog PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Novel | wat chdog protocol."
REFERENCE

"Novel | Corporation”
::={ nov-pep 0x4004 }

nov- bcast PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Novel | broadcast protocol."
REFERENCE
"Novel | Corporation”
::={ nov-pep 0x4005 }

3.1.3. The XEROX Protocol Stack

i dp PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e( 1)

}

DESCRI PTI ON
" Xer ox | DP"

CHI LDREN
"Children of IDP are defined by the 8 bit value of the Packet
type field. The value is encoded into an octet string as |
0.0.0.a ], where 'a" is the value of the packet type field in
net wor k byte order.

Children of IDP are encoded as [ 0.0.0.a ], and naned as 'idp &’

where a is the packet type value. The XNS SPP protocol is
referred to as "idp xns-spp’” OR 'idp 2'."
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ADDRESS- FORNMVAT
"4 bytes of Network nunber followed by the 6 bytes Host address
each in network byte order."

REFERENCE
"Xerox Corporation, Docunent XNSS 028112, 1981"

= A

et her2 0x600, -- [ 0.0.6.0 ]
snap 0x600,

802-1Q 0x600 -- [ 0.0.6.0 ]

}

xns-ri p PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Routing Information Protocol."
REFERENCE
" Xer ox Corporation”

:={ idp 1}

xns-echo PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"XNS echo protocol."
REFERENCE
" Xer ox Corporation”

o= { idp 2}

xns-error PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"XNS error-handl er protocol."
REFERENCE
" Xer ox Corporation”

:={ idp 3}

xns- pep PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {
hasChi | dren(0)

}
DESCRI PTI ON
"XNS Packet Exchange Protocol."
CHI LDREN
"Children of PEP are defined by the 16 bit socket values. The

Bi erman, et al. I nf or mat i onal [ Page 50]



RFC 2896 RVON Pl Macr os August 2000

value is encoded into an octet string as [ 0.0.a.b ], where 'a&
and 'b’ are the network byte order encodings of the MSB and LSB
of the socket val ue.

Each XNS/ PEP packet contains two sockets, source and destination

How t hese are mapped onto the single well-known socket val ue used

to identify its children is beyond the scope of this docunent."”
REFERENCE

" Xer ox Corporation”

:={ idp 4}

xns-spp PROTOCOL- | DENTI FI ER

3.

1.

PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0)

}

DESCRI PTI ON
"Sequenced Packet Protocol."

CHI LDREN
"Children of SPP are defined by the 16 bit socket values. The
value is encoded into an octet string as [ 0.0.a.b ], where 'a&
and 'b’ are the network byte order encodings of the MSB and LSB
of the socket val ue.

Each XNS/ SPP packet contains two sockets, source and destination

How t hese are mapped onto the single well-known socket val ue used

to identify its children is beyond the scope of this docunent."”
REFERENCE

" Xer ox Corporation”

o= { idp 5}
4. Appl eTal k Protocol Stack

appl e- oui PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Pseudo- prot ocol which binds Apple' s protocols to vsnap."

CHI LDREN
"Children of apple-oui are identified by the ether2 type field
val ue that the child uses when encapsulated in ether2. The val ue
is encoded into an octet string as [ 0.0.a.b ], where 'a and 'b’
are the MSB and LSB of the 16-bit ether type value in network
byte order."

REFERENCE
"Appl eTal k Phase 2 Protocol Specification, document ADPA
#C0144LL/ A"

L= {
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vsnap 0x080007, -- [ 0.8.0.7 ]
802-1Q 0x04080007 -- 1Q VSNAP [ 4.8.0.7 ]

}

aar p PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Appl eTal k Address Resol ution Protocol."
REFERENCE
"Appl eTal k Phase 2 Protocol Specification, document ADPA
#C0144LL/ A"
o= |
et her 2 0x80f 3, -- [ 0.0.128.243 ]
shap 0x80f 3,
appl e- oui 0x80f 3,
802-1Q 0x80f 3 -- [ 0.0.128.243 ]
}

at al k PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e(1)

}

DESCRI PTI ON
"Appl eTal k Protocol."

CHI LDREN
"Children of ATALK are defined by the 8 bit value of the DDP type
field. The value is encoded into an octet string as [ 0.0.0.a ],
where 'a’ is the value of the DDP type field in network byte
order."

ADDRESS- FORNMVAT
"2 bytes of Network nunber followed by 1 byte of node id each in
network byte order."

REFERENCE
"Appl eTal k Phase 2 Protocol Specification, document ADPA
#C0144LL/ A"
S {
et her2 0x809b, -- [ 0.0.128.155 ]
appl e-oui  0x809b
802-1Q 0x809b -- [ 0.0.128.155 ]
}

rtnp PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON
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"Appl eTal kK Routing Tabl e Mai nt enance Protocol."
REFERENCE

"Appl e Conput er"”

. ét al k 0x01, -- responses
at al k 0x05 -- requests

}

aep PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Appl eTal kK Echo Protocol."
REFERENCE

"Appl e Conput er”
c:={ atalk 0x04 }

nbp PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Appl eTal k Nane Bi ndi ng Protocol ."

DECODI NG
"In order to correctly identify the application protocol running
over atp NBP packets must be analyzed. The nechani sm by which
this is achieved is beyond the scope of this docunent."

REFERENCE

"Appl e Conput er”
c:={ atalk 0x02 }

zi p PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Appl eTal kK Zone I nformation Protocol."
REFERENCE
"Appl e Conput er”
‘atalk  Ox06,
atp 3
}
at p PROTOCCL- | DENTI FI ER
PARAMETERS {

tracksSessi ons(1)

}
ATTRI BUTES {
hasChi | dren(0)
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}
DESCRI PTI ON
"Appl eTal k Transacti on Protocol."
CHI LDREN
"Children of atp are identified by the following (32 bit)
enuner ati on:
1 asp (AppleTal k Session Protocol)
2 pap (Printer Access Protocol)
3 zip (Zone Information Protocol)
Children of atp are encoded as [ a.b.c.d ] where "a’, 'b’", '¢’
and 'd’ are the four octets of the enunerated val ue in network
order (i.e. 'a is the MSB and 'd’ is the LSB).

The ZIP protocol is referred to as "atp zip’ OR "atp 3 ."
DECODI NG
"An inplenmentation is encouraged to exam ne both the socket
fields in the associated DDP header as well as the contents of
prior NBP packets in order to determi ne which (if any) child is
present. A full description of this algorithmis beyond the
scope of this docunment. The tracksSessions(1l) PARAMETER
i ndi cat es whether the probe can (and should) performthis
anal ysis."
REFERENCE

"Appl e Conput er”
::={ atal k 0x03 }

adsp PROTOCCL- | DENTI FI ER
PARAMETERS {
tracksSessi ons(1)

}
ATTRI BUTES {
hasChi | dren(0)

}

DESCRI PTI ON
"Appl eTal k Data Stream Protocol ."

CHI LDREN
"Children of adsp are identified by enuneration. At this tine
none are known."

DECODI NG
"An inplenentation is encouraged to exam ne the socket numnbers in
t he associ ated DDP header as well as the contents of prior NBP
packets in order to determne which (if any) child of ADSP is
present.

The mechani sm by which this is achieved is beyond the scope of
this docunent.

The tracksSessi ons(1l) PARAMETER i ndi cates whet her the probe can
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(and should) performthis analysis."
REFERENCE

"Appl e Conput er"”
c:={ atal k 0x07 }

asp PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0)
}
DESCRI PTI ON
"Appl eTal k Session Protocol."
CHI LDREN
"Children of asp are identified by the following (32 bit)
enuner ati on:
1 afp (AppleTalk Filing Protocol)
Children of asp are encoded as [ a.b.c.d ] where "a’, 'b’", '¢
and 'd’ are the four octets of the enunmerated val ue in network
order (i.e. 'a is the MSB and 'd’ is the LSB).

The AFP protocol is referred to as "asp afp’ OR "asp 1'."

DECODI NG
"ASP is a helper layer to assist in building client/server
protocols. It cooperates with ATP to achieve this; the

nmechani sns used when decodi ng ATP apply equally here (i.e.
checki ng DDP socket nunbers and tracki ng NBP packets).

Hence the tracksSessions(1l) PARAVETER of atp applies to this
protocol also."
REFERENCE

"Appl e Conput er”
o= { atp 1}

af p PROTOCOL- | DENTI FI ER
PARAMVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Appl eTal k Filing Protocol."
REFERENCE

"Appl e Conputer"”
:={ asp 1}

pap PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Appl eTal k Printer Access Protocol."
REFERENCE
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3. 1.

vir

5.

"Appl e Conput er"”
{ atp 2 }

Banyon Vi nes Protocol Stack

PROTOCCL- | DENTI FI ER
PARAVETERS { }

ATTRI BUTES {
hasChi | dren(0)

}
DESCRI PTI ON

CH

"Banyan Vi nes Token Ri ng Protocol Header."

LDREN

"Children of vines-tr are identified by the 8 bit packet type
field. Children are encoded as [ 0.0.0.a ] where 'a is the
packet type val ue.

The vines-ip protocol is referred to as 'vines-tr vip" OR ’vines-
tr Oxba’."

REFERENCE
"See vip."
o=
Ilc 0xBC, -- declared as any LLC, but really TR only.
802-1Q 0x020000BC -- 1Q LLC [2.0.0.188]
}

vecho PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }

Vi p

DESCRI PTI ON

"Banyan Vines data link |evel echo protocol."
REFERENCE

"See vip."
o= |
et her2 0xO0BAF, -- [0.0.11.175]
snap OxO0BAF,
-- vfrp OxO0BAF,
vtr 0xBB, -- [ed. yuck!]
802-1Q OxO0BAF -- [0.0.11.175]
}

PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES {

ha
ad

sChil dren(0),
dr essRecogni ti onCapabl e(1)

}
DESCRI PTI ON
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"Banyan Vines |nternet Protocol."

CHI LDREN
"Children of vip are selected by the one-byte ’'protocol type’
field located at offset 5 in the vip header. The value is
encoded as [ 0.0.0.a ], where a is the 'protocol type.’ For
exanple, a protocolDirld fragnent of:

0.0.0.1.0.0.11.173.0.0.0.1

identifies an encapsul ati on of vipc (ether2.vip.vipc)."
ADDRESS- FORVAT
"vip packets have 6-byte source and destination addresses. The
destination address is |ocated at offset 6 in the vip header, and
the source address at offset 12. These are encoded in network
byte order."
REFERENCE
"Vines Protocol Definition - part# 092093-001, order# 003673

BANYAN,
120 Fl anders Road,
West boro, MA 01581 USA"
et her2 O0xO0BAD
snap 0x0BAD
-- vfrp OxOBAD,
vtr OxBA, -- [ed. yuck!]
802-1Q 0x0BAD -- [0.0.11.173]

}

varp PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Banyan Vi nes Address Resol ution Protocol."
REFERENCE
" BANYAN'
o= { vip 0x04 }

vi pc PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0)

}

DESCRI PTI ON
"Banyan Vi nes | nterprocess Conmunications Protocol."

CHI LDREN
"Children of Vines IPC are identified by the packet type field at
offset 4 in the vipc header.
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These are encoded as [ 0.0.0.a ] where 'a' is the packet type
value. Children of vipc are defined as 'vipc a° where "a is the
packet type value in hexadeci mal notation

The Vines Reliable Data Transport protocol is referred to as
"vipc vipc-rdp® OR ’vipc Ox01."
DECODI NG
"Children of vipc are deenmed to start at the first byte after the
packet type field (i.e. at offset 5 in the vipc header)."
REFERENCE
" BANYAN'
o= { vip Ox01 }

-- Banyan treats vipc, vipc-dgp and vipc-rdp as one protocol, |PC
-- Vines IPCreally cones in two flavours. The first is used to
-- send unreliable datagrans (vipc packet type 0x00). The second
-- used to send reliable datagrans (vipc packet type 0x01),

-- consisting of up to four actual packets.

-- In order to distinguish between these we need two 'virtual’

-- protocols to identify which is which

Vi pc-dgp PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0)

}
DESCRI PTI ON

"Vines Unreliable Datagram Protocol."
CHI LDREN

"Children of vipc-dgp are identified by the 16 bit port nunbers
contained in the vipc (this protocol’s parent protocol) header.

These are encoded as [ 0.0.a.b ] where 'a’ is the MSB and 'b’ is
the MSB of the port nunmber in network byte order.

Children of vipc-dgp are defined as 'vipc-dgp a° where 'a’ is the
port nunber in hexadeci nal notati on.

The StreetTal k protocol running over vipc-dgp would be referred
to as 'vipc-dgp streettalk’ OR 'vipc-dgp OxO00F

The mechani sm by which an inplenmentation selects which of the
source and destination ports to use in determ ning which child
protocol is present is inplenmentation specific and beyond the
scope of this docunent.”

DECODI NG
"Children of vipc-dgp are deened to start after the single
paddi ng byte found in the vipc header. 1In the case of vipc-dgp
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the vipc header is a so called 'short’ header, total length 6
bytes (including the final padding byte)."

REFERENCE
" BANYAN'

::={ vipc 0x00 }

Vi pc-rdp PROTOCOL- | DENTI FI ER
PARAMETERS {
count skFragnent s(0)

}
ATTRI BUTES {
hasChi | dren(0)

}
DESCRI PTI ON

"Vi nes Reliabl e Datagram Protocol ."
CHI LDREN

"Children of vipc-rdp are identified by the 16 bit port nunbers
contained in the vipc (this protocol’s parent protocol) header.

These are encoded as [ 0.0.a.b ] where 'a’ is the MSB and 'b’ is
the MBB of the port nunber in network byte order.

Children of vipc-dgp are defined as 'vipc-rdp a° where 'a’ is the
port nunber in hexadeci nal notati on.

The StreetTal k protocol running over vipc-rdp would be referred
to as 'vipc-rdp streettalk’ OR ’vipc-rdp OxO00F

The mechani sm by which an inplenmentation selects which of the
source and destination ports to use in determning which child
protocol is present is inplenmentation specific and beyond the
scope of this docunent.”

DECODI NG
"Children of vipc-rdp are deened to start after the error/length
field at the end of the vipc header. For vipc-rdp the vipc
header is a so called 'long header, total 16 bytes (including
the final error/length field).

vi pc-rdp includes a high level fragnentation schene which all ows
up to four vipc packets to be sent as a single atomic PDU.  The
count sFragnent s(0) PARAMETERS bit indicates whether the probe can
(and should) identify the child protocol in all fragments or only
t he | eadi ng one.™

REFERENCE
" BANYAN'

o= { vipc 0x01 }

vspp PROTOCOL- | DENTI FI ER
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PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0)

}
DESCRI PTI ON
"Banyan Vi nes Sequenced Packet Protocol."
CHI LDREN
"Children of vspp are identified by the 16 bit port nunbers
contained in the vspp header

These are encoded as [ 0.0.a.b ] where 'a’ is the MSB and 'b’ is
the MBB of the port nunber in network byte order.

Children of vspp are defined as 'vspp a° where 'a’ is the port
nunber in hexadeci mal notati on.

The StreetTal k protocol running over vspp would be referred to as
"vspp streettalk’ OR 'vspp OxO000F

The mechani sm by which an inplenmentation selects which of the
source and destination ports to use in determning which child
protocol is present is inplenmentation specific and beyond the
scope of this docunent.”

DECODI NG
"The inpl enentati on nmust ensure only those vspp packets which
contain application data are decoded and passed on to children
Al though it is suggested that the packet type and control fields
shoul d be used to determne this fact it is beyond the scope of
this docunment to fully define the algorithmused."

REFERENCE
" BANYAN'

o= { vip 0x02 }

vrtp PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Banyan Vi nes Routing Update Protocol."
REFERENCE
" BANYAN'
c:={ vip O0x05 }

vi cp PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Banyan Vines Internet Control Protocol."
REFERENCE
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" BANYAN'
o= { vip 0x06 }

3.1.6. The DECNet Protocol Stack

dec PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
" DEC"
REFERENCE
"Digital Corporation”
et her2 0x6000,
802-1Q 0x6000 -- [0.0.96.0]

}

| at PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"DEC Local Area Transport Protocol."
REFERENCE
"Digital Corporation”
et her2 0x6004,
802-1Q 0x6004 -- [0.0.96. 4]

}

nmop PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

August 2000

DESCRI PTI ON
"DEC Mai nt enance Qperations Protocol."
REFERENCE
"Digital Corporation”
et her2 0x6001, -- nop dunp/ | oad
et her2 0x6002, -- nop renmote consol e
802-1Q 0x6001, -- [0.0.96.1] VLAN + nop dunp/| oad
802-1Q 0x6002 -- [0.0.96.2] VLAN + nop renote consol e
}

dec- di ag PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"DEC Di agnostic Protocol."
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REFERENCE
"Digital Corporation”
o=
et her2 0x6005,
802-1Q 0x6005 -- [0.0.96.5]

}

| ave PROTOCOL- | DENTI FI ER

drp

PARAMETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"DEC Local Area VAX Cluster Protocol."

REFERENCE
"Digital Corporation”
o=
et her2 0x6007,
802-1Q 0x6007 -- [0.0.96.7]
}

PROTOCOL- | DENTI FI ER
PARAVETERS {
count sFragnment s(1)

}
ATTRI BUTES {
hasChi | dren(0),
addr essRecogni ti onCapabl e(1)

}
DESCRI PTI ON
"DEC Routing Protocol."

CHI LDREN
"There is only one child of DRP, NSP
0.0.0.17."

ADDRESS- FORVAT

August 2000

This is encoded as |

"There are three address formats used in DRP packets, 2-byte
(short data packet and all control except ethernet endnode &
router hello nmessages), 6-byte (ethernet router & endnode hello
nmessages) and 8-byte (long data packet). Al of these contain
the 2-byte format address in the last 2 bytes with the remsining
byt es bei ng uni nmportant for the purposes of system
identification. It is beyond the scope of this docunment to
define the algorithnms used to identify packet types and hence

addr ess fornmats.

The 2-byte address format is the concatenation of a 6-bit area
and a 10-bit node nunmber. In all cases this is placed in little
endian format (i.e. LSB, MSB). The probe, however, will return
themin network order (MSB, LSB). Regardless of the address
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format in the packet, the probe will always use the 2-byte
format.

For exanple area=13 (001101) and node=311 (0100110111) gi ves:
0011 0101 0011 0111 = 0x3537 in network order (the order the
probe should return the address in).

In packets this sanme val ue woul d appear as (hex):

2-byte 37 35
6-byte AA 00 04 00 37 35
8-byte 00 00 AA 00 04 00 37 35

Notice that the AA 00 04 00 prefix is defined in the
specification but is uninportant and should not be parsed.

Notice that control nmessages only have a source address in the
header and so they can never be added into the conversation based
tables.”

DECODI NG
"NSP runs over DRP data packets; all other packet types are DRP
control packets of one sort or another and do not carry any
hi gher |ayer protocol.

NSP packets are deened to start at the beginning of the DRP data
ar ea.

Dat a packets nmay be fragmented over nultiple DRP data packets.
The countsFragnments(1) paraneter indicates whether a probe can
(and should) attribute non-leading fragments to the child
protocol (above NSP in this case) or not.

Recognition of DRP data packets and fragnents is beyond the scope
of this docunent.”

REFERENCE
"DECnet Digital Network Architecture
Phase |V

Routi ng Layer Functional Specification

Order# AA- X435A- TK

Di gi tal Equi pnent Corporation, Maynard, Massachusetts, USA"
ether2 0x6003,
snap 0x6003,
802-1Q 0x6003 -- [0.0.96. 3]

}

nsp PROTOCOL- | DENTI FI ER
PARAVETERS {
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tracksSessi ons(1)

}
ATTRI BUTES {
hasChi | dren(0)

}

DESCRI PTI ON
"DEC Network Services Protocol."

CHI LDREN
"Children of NSP are identified by the SCP 8-bit object type.
Notice that the object type is included only in the session
establ i shment nessages (connect initiate, retransmitted connect
initiate).

Children of NSP are encoded [ 0.0.0.a ] where "a is the SCP
object type. Children of NSP are naned as 'nsp’ followed by the
SCP object type in decinal. CTERMis referred to as 'nsp cternmi
OR '"nsp 42’ ."

DECODI NG
"An inplenmentation is encouraged to exam ne SCP headers incl uded
in NSP control messages in order to determine which child
protocol is present over a given session. It is beyond the scope
of this docunent to define the algorithmused to do this.

The tracksSessions(1) flag indicates whether the probe can (and
shoul d) performthis analysis."

REFERENCE
"DECnet Digital Network Architecture
Phase |V

NSP Functi onal Specification

Order# AA- X439A- TK

Di gi tal Equi pnent Corporation, Maynard, Mssachusetts, USA"
o= { drp 1}

dap-v1l PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"DEC Data Access Protocol version 1."
REFERENCE

"Digital Corporation”
:={ nsp 1}

dap- v4 PROTOCCL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"DEC Data Access Protocol versions 4 and above."
REFERENCE
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"Digital Corporation”
o= { nsp 17 }

ni ce PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"DEC Network Information and Control Exchange protocol."
REFERENCE

"Digital Corporation”
o= { nsp 19 }

dec- 1 oop PROTOCCL- | DENTI FI ER

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"DEC Loopback Protocol."
REFERENCE

"Digital Corporation”
o= { nsp 25}

dec- event PROTOCOL- | DENTI FI ER

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"DEC Event Protocol."
REFERENCE

"Digital Corporation”
o= { nsp 26 }

ct erm PROTOCOL- | DENTI FI ER

PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON

"DEC CTERM Prot ocol . "
REFERENCE

"Digital Corporation”
o= { nsp 42 }

3.1.7. The | BM SNA Protocol Stack.

sna-th PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"IBMs SNA TH protocol."
REFERENCE
"I BM Systens Network Architecture
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ilc
Ilc
Ilc
802

802
802

}
3.1.8.

trans
featu

enune

RMON P

For mat and Pr ot ocol

Ref er ence Manual

SC30-3112-2

Archi tectura

Macr os

Logi c

| BM Syst em Commruni cati ons Divi si on,
Publ i cati ons Devel opnent,
Depart ment EO2,

PO Box 12195,

Research Triangl e Park,
North Carolina 27709."

{

et her 2
_]_Q
_]_Q
_]_Q
802-10Q

0x04, --
0x08, --
0xO0c, --

0x80d5,

0x02000004, --
0x02000008, --
0x0200000c, --

0x80d5

The Net BEUI / Net BI OS Fami |y

ports.
res.

ration

1 snb (Mcrosoft’s Server
2 notes (Lotus’

First,
| ocal |y naned services.
data between the client and the nanmed servi ce.
identification of the application protocol
packets is beyond the scope of this docunent.]

Chi I dren of Net Bl OS/ Net BEUI

3 cc- nai

Chi I dren of Net Bl OS/ Net BEUI

CHI LDREN OF NETBI OS
The Net Bl OS/ Net BEUI

al |

Second, al

(Lotus’ CC Mai l

-- 'c’ and 'd’ are the four

-- order (i.e. 'a is the MsB and 'd’
-- For exanple notes over NetBEU

-- "notes ::={ netbeui 2}’

-- but is referred to as

- - "net beui notes’ OR 'netbeui 2’
Bi erman, et al. | nf or mat i

1Q LLC [2.0.0. 8]
10 LLC [2. 0. 0. 12]
[0.0.128. 213]

August 2000

functions are inplenmented over a wide variety of
Despite varying inplenentations they al
sessions are established by connecting to

share two

| sessions transport application

are encoded as [ a.b.c.d ] where
octets of the enunerated value in network

is the LSB)

is declared as

onal

I n al
carried within the data

cases the

are identified by the following (32 bit)

Message Bl ock Protocol)
Not es Protocol)
Pr ot ocol )

,a,l1b1l
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net beui PROTOCOL- | DENTI FI ER
PARAMETERS ({
tracksSessi ons(1)

}
ATTRI BUTES {
hasChi | dren(0)

}
DESCRI PTI ON
"Lan Manager Net BEU protocol."

CHI LDREN
"See ‘' CHI LDREN OF NETBICOS' ™

DECODI NG
"NETBEUl provides a naned service | ookup function. This function
allows clients to locate a service by (locally assignhed) nane.
An inplenmentation is encouraged to follow | ookups and session
establ i shnments and having determ ned the child protocol, track
t hem

How the child protocol is determined and how t he sessions are
tracked is an inplenmentation specific matter and is beyond the
scope of this docunent.”

REFERENCE
"1 BM'
o=
Ilc 0xFO, -- [0.0.0. 240]
802-1Q 0x020000F0 -- 1Q LLC [2.0.0.240]
}

nbt - name PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Net Bl OS- over - TCP name protocol ."

REFERENCE
"RFC 1001 [ RFC1001] defines the ' PROTOCOL STANDARD FOR A Net Bl OS
SERVI CE ON A TCP/ UDP TRANSPORT: CONCEPTS AND METHODS.' RFC 1002
[ RFC1002] defines the ' PROTOCOL STANDARD FOR A Net BI OS SERVI CE ON
A TCP/ UDP TRANSPORT: DETAI LED SPECI FI CATI ONS' . "

o=

udp 137
tcp 137
}

nbt - sessi on PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
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"Net Bl OS- over - TCP session protocol ."

REFERENCE
"RFC 1001 [ RFC1001] defines the ' PROTOCOL STANDARD FOR A Net Bl OS
SERVI CE ON A TCP/ UDP TRANSPORT: CONCEPTS AND METHODS.’' RFC 1002
[ RFC1002] defines the ' PROTOCOL STANDARD FOR A Net BI OS SERVI CE ON
A TCP/ UDP TRANSPORT: DETAI LED SPECI FI CATI ONS' . "

.:={

udp 139,
tcp 139

}

nbt - dat a PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0)

}
DESCRI PTI ON
"Net Bl OS- over - TCP dat agram pr ot ocol . "
CHI LDREN
"See ‘' CHI LDREN OF NETBICOS' ™
REFERENCE
"RFC 1001 [ RFC1001] defines the ' PROTOCOL STANDARD FOR A Net Bl OS
SERVI CE ON A TCP/ UDP TRANSPORT: CONCEPTS AND METHODS.’' RFC 1002
[ RFC1002] defines the ' PROTOCOL STANDARD FOR A Net BI OS SERVI CE ON
A TCP/ UDP TRANSPORT: DETAI LED SPECI FI CATI ONS' . "
o=
udp 138,
tcp 138
}

net bi os- 3com PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0)

}
DESCRI PTI ON
"3COM Net BI OS protocol."
CH LDREN
"See ‘CH LDREN OF NETBI OS' "
REFERENCE
"3Com Cor por ati on"
o=
ether2 0x3Q00,
ether2 0x3C01,
ether2 0x3C02,
ether2 0x3QC03,
ether2 0x3Q04,
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ether2 0x3Q05,
ether2 0x3Q06,
ether2 0x3C07,
ether2 0x3QC08,
ether2 0x3Q09,
ether2 O0x3C0A,
ether2 0x3C0B,
ether2 0x3C0C,
ether2 0x3C0D
802-1Q 0x3C00,
802-1Q 0x3C01
802-1Q 0x3C02,
802-1Q 0x3C03,
802-1Q 0x3C04,
802-1Q 0x3C05,
802-1Q 0x3C06,
802-1Q 0x3C07,
802-1Q 0x3(C08,
802-1Q 0x3C09,
802-1Q O0x3C0A,
802-1Q 0x3C0B
802-1Q 0x3C0C,
802-1Q 0x3C0D

}

nov- net bi os PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES {
hasChi | dren(0)

}
DESCRI PTI ON
"Novel |’ s version of the NetBlI OS protocol."
CHI LDREN
"See ‘CHI LDREN OF NETBICS' "
REFERENCE
"Novel | Corporation”
nov-sap 0x0020, -- preferred encapsul ation to use, even though
-- the following are typically used al so
-- ipx O0x14, -- when reached by | PX packet type
-- hov-pep 0x0455 -- when reached by socket numnber
}

bur st PROTOCOL- | DENTI FI ER
PARAVETERS { }
ATTRI BUTES { }
DESCRI PTI ON
"Novel | burst-npde transfer"
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REFERENCE

"Novel | Corporation”
::={ nov-pep 0x0dO5 }

3.2. Milti-stack protocols
snb PROTOCOL- | DENTI FI ER

PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"M crosoft Server Message Bl ock Protocol."
REFERENCE
"M crosoft Corporation”
net beui 1,
net bi os- 3com 1,
nov- net bi os 1,
nbt - dat a 1,
nbt - sessi on 1,
nov- pep 0x550,
nov- pep 0x552

}

not es PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON
"Lotus Notes Protocol."
REFERENCE
"Lotus Devel opnent"
= {
net beui 2,
net bi os-3com 2,
nov- net bi os 2,
nbt - dat a 2,
tcp 1352,
udp 1352,
nov-sap 0x039b
}

ccmai | PROTOCOL- | DENTI FI ER
PARAMETERS { }
ATTRI BUTES { }

DESCRI PTI ON

"Lotus CC-mail Protocol."
REFERENCE
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"Lotus Devel opnent"

= {

net beui 3,
net bi os- 3com 3,
nov- net bi os 3,
nbt - dat a 3,
tcp 3264,
udp 3264

}

snnp PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Si npl e Network Managenent Protocol. Includes SNVMPv1l and SNMPv2
protocol versions. Does not include SNWP trap packets."

REFERENCE
"The SNMP SM is defined in RFC 1902 [ RFC1902]. Version 1 of the
SNMP protocol is defined in RFC 1905 [ RFC1905]. Transport
mappi ngs are defined in RFC 1906 [ RFC1906]; RFC 1420 ( SNWP over
| PX) [ RFC1420]; RFC 1419 (SNVP over AppleTal k) [ RFC1419]."

udp 161,

nov- pep 0x900f, -- [ 0.0.144.15 ]
atal k 8,
tcp 161

}

snnpt rap PROTOCOL- | DENTI FI ER

PARAVETERS { }

ATTRI BUTES { }

DESCRI PTI ON
"Si npl e Network Managenent Protocol Trap Port."

REFERENCE
"The SNVMP SM is defined in RFC 1902 [ RFC1902]. The SNWP
protocol is defined in RFC 1905 [ RFC1905]. Transport mappi ngs
are defined in RFC 1906 [ RFC1906]; RFC 1420 (SNWP over |PX)
[ RFC1420]; RFC 1419 (SNWP over AppleTal k) [ RFC1419]."

“udp 162,
nov- pep 0x9010,

atal k 9,
tcp 162

}
-- END
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4.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretariat."

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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