Net wor k Wor ki ng Group T. Hastings

Request for Coments: 2639 C. Manros
Cat egory: I nfornmational Xer ox Cor poration
July 1999

Internet Printing Protocol/1.0: Inplenenter’s Cuide
Status of this Meno

This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (1999). Al Rights Reserved.
Abstract

This docunent is one of a set of docunents, which together describe
all aspects of a new Internet Printing Protocol (IPP). IPPis an
application I evel protocol that can be used for distributed printing
using Internet tools and technol ogies. This docunent contains

i nformation that supplenments the | PP Mbdel and Semantics [ RFC2566]
and the I PP Transport and Encodi ng [ RFC2565] docunents. It is
intended to help inplenenters understand I PP/1.0 and sone of the
consi derations that may assist themin the design of their client
and/or | PP object inplenmentations. For exanple, a typical order of
processing requests is given, including error checking. Modtivation
for some of the specification decisions is also included.

The full set of | PP docunents includes:

Design Goals for an Internet Printing Protocol [RFC2567]

Rationale for the Structure and Model and Protocol for the Internet
Printing Protocol [RFC2568]

Internet Printing Protocol/1.0: Mdel and Semantics [ RFC2566]

Internet Printing Protocol/1.0: Encoding and Transport [RFC2565]

Mappi ng between LPD and | PP Protocol s [ RFC2569]

The document, "Design Goals for an Internet Printing Protocol”, takes
a broad | ook at distributed printing functionality, and it enunerates
real-life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies
requirements for three types of users: end users, operators, and

Hasti ngs & Manros | nf or mat i onal [ Page 1]



RFC 2639 | PP/ 1.0: Inplenenter’s Quide July 1999

admi ni strators. The design goals docunment calls out a subset of end
user requirements that are satisfied in IPP/1.0. Operator and
admi ni strator requirenments are out of scope for version 1.0.

The document, "Rationale for the Structure and Mbdel and Protocol for
the Internet Printing Protocol", describes IPP froma high |eve

view, defines a roadnmap for the various docunments that formthe suite
of I PP specifications, and gives background and rationale for the

| ETF wor ki ng group’s nmj or deci sions.

The docunent, "Internet Printing Protocol/1.0: Mdel and Semantics"
describes a sinplified nodel with abstract objects, their attributes,
and their operations. The nodel introduces a Printer and a Job. The
Job supports nultiple docunents per Job. The nodel docunent al so
addresses how security, internationalization, and directory issues
are addressed.

The document, "Internet Printing Protocol/1.0: Encoding and
Transport", is a formal napping of the abstract operations and
attributes defined in the nodel docunment onto HITP/1.1. It also

defines the encoding rules for a new Internet nedia type called
"application/ipp".

The docunent, "Mapping between LPD and | PP Protocol s", gives sone
advice to inplenenters of gateways between | PP and LPD (Line Printer
Daenon) i npl enent ati ons.
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1 Introduction

Thi s docunent contains information that supplenents the | PP Mydel and
Semantics [ RFC2566] and the | PP Transport and Encodi ng [ RFC2565]
docunments. As such this information is not part of the fornal
specifications. Instead information is presented to help inplenenters
under st and the specification, including sone of the notivation for

deci sions taken by the conmittee in devel oping the specification

Sone of the inplenmentation considerations are intended to help

i mpl ementers design their client and/or | PP object inplenentations.

If there are any contradictions between this docunent and [ RFC2566] or
[ RFC2565], those docunents take precedence over this docunent.

1.1 Confornmance | anguage

Usual Iy, this docunment does not contain the term nol ogy MJST, MJST
NOT, MAY, NEED NOT, SHOULD, SHOULD NOT, REQUI RED, and OPTI ONAL
However, when those terns do appear in this docunent, their intent is
to repeat what the [ RFC2566] and [ RFC2565] docunents require and
allow, rather than specifying additional conformance requirenents.
These terns are defined in section 13 on conformance term nol ogy in

[ RFC2566], nost of which is taken from RFC 2119 [ RFC2119].

I mpl ementers should read section 13 in [RFC2566] in order to
understand these capitalized words. The words MJST, MJST NOT, and
REQUI RED i ndi cate what inplenentations are required to support in a
client or IPP object in order to be confornmant to [ RFC2566] and

[ RFC2565] . MAY, NEED NOT, and OPTIONAL indicate was is nerely allowed
as an inplenmenter option. The verbs SHOULD and SHOULD NOT i ndi cate
suggest ed behavi or, but which is not required or disall owed,
respectively, in order to conformto the specification
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1.2 G her termn nol ogy
The term "sender"” refers to the client that sends a request or an | PP
object that returns a response. The term"receiver" refers to the IPP
obj ect that receives a request and to a client that receives a
response.

2 Model and Semantics

This section discusses various aspects of |IPP/1.0 Mddel and Semantics
[ RFC2566] .

2.1 Summary of Operation Attributes
Legend for the follow ng table:

R indi cates a REQU RED operation or attribute for an
i mpl ementation to support

O indicates an OPTI ONAL operation or attribute for an
i mpl ementation to support
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Table 1. Summary of operation attributes for Printer operations

Printer Operations

Request s Responses
Qperati on Print- Priim Crea GCet- Get- Al
Attributes Job, nt- te- Printer- Jobs Qpera-
Validate URI Job Attribut tions
-Job (O (O es

Operation paraneters--REQU RED to be supplied by the sender

operation-id R R R R R

st at us- code R
request-id R R R R R R
ver si on- nunber R R R R R R

Operation attributes-REQU RED to be supplied by the sender
attri butes-charset R R R R R R

attri butes- R R R R R R
nat ur al - | anguage

docunent - uri R

j ob-id*

j ob-uri*

| ast - document

printer-uri R R R R R

Operation attri butes- RECOWENDED to be supplied by the sender

j ob- nane R R R
requesti ng- user - R R R R R
name
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Printer Operations

Request s Responses
Operation Print- Priim Crea GCet- Get- A
Attributes Jaob, nt- te- Printer Jobs Opera-

Val i - URI  Job Attri- tions

date-Job (O (O  butes

Operation attributes-OPTIONAL to be supplied by the sender

st at us- nessage O
conpr essi on 0] @]

docunent - f or mat R R O
docunent - nanme @) @)

docunent - nat ur al - O O

| anguage

i pp-attribute- R R R

fidelity

j ob-i npr essi ons 0] @]

j ob-k-octets

j ob- nedi a- sheet s 0] @]

limit R
message

my-j obs R
request ed- R R
attributes

whi ch-j obs R

* "job-id" is REQURED only if used together with
"printer-uri" to identify the target job; otherw se, "job-
uri" is REQU RED
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Table 2. Summary of operation attributes for Job operations

Request s Responses
Operation Send- Send- Cancel Get- Al
Attributes Docunent URI -Job Job- Oper a-
(O (O Attri- tions
but es

Oper ati on paraneters--REQU RED to be supplied by the sender

operation-id R R R R

st at us- code R
request-id R R R R R
ver si on- nunber R R R R R

Operation attributes-REQUI RED to be supplied by the sender

attributes- R R R R R
char set

attributes- R R R R R
nat ur al - | anguage

docunent - uri R

j ob-id* R R R R

j ob-uri* R R R R

| ast - docunent R R

printer-uri R R R R

Operation attributes- RECOUWENDED to be supplied by the
sender

j ob- nane

requesti ng- user - R R R R
nane
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Job Operations

Request s Responses
Qperation Attributes Send- Send- Cance Get - Al
Docunent URI | -Job Job- Oper a-
(O (O Attri- tions
but es

Qperation attributes. OPTIONAL to be supplied by the sender
st at us- nessage 0]
conpr essi on
docunent - f or mat

docunent - nane

O O @1 O
O O @1 O

docunent - nat ur al -
| anguage

i pp-attribute-
fidelity

j ob-i npressi ons

j ob-k-octets

j ob- nedi a- sheet s

limt

nessage O

ny-j obs

requested-attributes R

whi ch-j obs

* "job-id" is REQURED only if used together with "printer-

uri" to identify the target job; otherwi se, "job-uri" is
REQUI RED.
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2.2 Suggested Operation Processing Steps for | PP hjects

This section suggests the steps and error checks that an | PP object
MAY perform when processing requests and returning responses. An |PP
obj ect MAY performsonme or all of the error checks. However, sone

i npl emrent ati ons MAY choose to be nore forgiving than the error checks
shown here, in order to be able to accept requests from non-
conformng clients. Not performing all of these error checks is a
so-called "forgiving" inplenentation. On the other hand, clients
that successfully submit requests to | PP objects that do perform al
the error checks will be nore likely to be able to interoperate with
ot her |1 PP object inplenentations. Thus an inplenenter of an I|IPP

obj ect needs to decide whether to be a "forgiving" or a "strict"

i npl enentation. Therefore, the error status codes returned may

di ffer between inplenentations. Consequential ly, client SHOULD NOT
expect exactly the error code processing described in this section.

When an | PP obj ect receives a request, the | PP object either accepts
or rejects the request. In order to determ ne whether or not to
accept or reject the request, the | PP object SHOULD execute the
following steps. The order of the steps nay be rearranged and/or
conbi ned, including naki ng one or nultiple passes over the request.

A client MJST supply requests that would pass all of the error checks
indicated here in order to be a conformng client. Therefore, a
client SHOULD supply requests that are conformng, in order to avoid
bei ng rejected by sonme | PP object inplenmentations and/or risking
different semantics by different inplenmentations of forgiving

i mpl enentations. For exanple, a forgiving inplenmentation that
accepts multiple occurrences of the same attribute, rather than
rejecting the request mght use the first occurrences, while another
m ght use the | ast occurrence. Thus such a non-conformng client
woul d get different results fromthe two forgiving inplenentations.

In the follow ng, processing continues step by step until a "RETURNS
the xxx status code ." statement is encountered. FError returns are
i ndicated by the verb: "REJECTS'. Since clients have difficulty
getting the status code before sending all of the docunent data in a
Print-Job request, clients SHOULD use the Validate-Job operation
before sending | arge docunents to be printed, in order to validate
whether the IPP Printer will accept the job or not.

It is assunmed that security authentication and authorization has
al ready taken place at a | ower |ayer.
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2.2.1 Suggested Operation Processing Steps for all Operations

This section is intended to apply to all operations. The next
section contains the additional steps for the Print-Job, Validate-
Job, Print-URI, Create-Job, Send-Document, and Send-URlI operations
that create jobs, adds docunents, and validates jobs.

2.2.1.1 Val i dat e versi on nunber

Every request and every response contains the "version-nunber"”
attribute. The value of this attribute is the major and m nor
versi on nunmber of the syntax and semantics that the client and | PP
obj ect is using, respectively. The "version-nunber" attribute
remains in a fixed position across all future versions so that al
clients and I PP object that support future versions can deternne
whi ch version is being used. The |IPP object checks to see if the
maj or version nunber supplied in the request is supported. |If not,
the Printer object REJECTS the request and RETURNS the ’'server-
error-version-not-supported’ status code in the response. The IPP
object returns in the "version-nunber" response attribute the mjor
and mnor version for the error response. Thus the client can learn
at | east one major and mnor version that the | PP object supports.
The | PP object is encouraged to return the closest version nunber to
the one supplied by the client.

The checking of the ninor version nunber is inplenentation dependent,
however if the client supplied mnor version is explicitly supported,
the | PP obj ect MUST respond using that identical mnor version
nunber. |If the requested minor version is not supported (the
requested nminor version is either higher or lower) than a supported
m nor version, the | PP object SHOULD return the cl osest supported
m nor version.

2.2.1.2 Validate operation identifier

The Printer object checks to see if the "operation-id" attribute
supplied by the client is supported as indicated in the Printer
obj ect’s "operations-supported" attribute. If not, the Printer
REJECTS the request and returns the ’'server-error-operation-not-
supported’ status code in the response.

2.2.1.3 Val i date the request identifier
The Printer object SHOULD NOT check to see if the "request-id"

attribute supplied by the client is in range: between 1 and 2**31 -
(inclusive), but copies all 32 bits.
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Not e: The "version-nunber"”, "operation-id", and the "request-id"
paraneters are in fixed octet positions in the IPP/1.0 encoding. The
"version-nunber" parameter will be the sane fixed octet position in
all versions of the protocol. These fields are validated before

proceeding with the rest of the validation
2.2.1.4 Validate attribute group and attribute presence and order

The order of the followi ng validation steps depends on
i npl emrent ati on.

2.2.1.4.1 Validate the presence and order of attribute groups

Client requests and | PP object responses contain attribute groups
that Section 3 requires to be present and in a specified order. An
| PP object verifies that the attribute groups are present and in the
correct order in requests supplied by clients (attribute groups
without an * in the follow ng tables).

If an | PP object receives a request with (1) required attribute
groups mssing, or (2) the attributes groups are out of order, or (3)
the groups are repeated, the | PP object REJECTS the request and
RETURNS the 'client-error-bad-request’ status code. For exanple, it
is an error for the Job Tenplate Attributes group to occur before the
Qperation Attributes group, for the Qperation Attributes group to be
omtted, or for an attribute group to occur nore than once, except in
the CGet-Jobs response.

Since this kind of attribute group error is nost likely to be an
error detected by a client devel oper rather than by a custoner, the

| PP object NEED NOT return an indication of which attribute group was
in error in either the Unsupported Attributes group or the Status
Message. Also, the | PP object NEED NOT find all attribute group
errors before returning this error.

2.2.1.4.2 Ignore unknown attribute groups in the expected position

Future attribute groups nmay be added to the specification at the end
of requests just before the Docunment Content and at the end of
response, except for the Cet-Jobs response, where it maybe there or
before the first job attributes returned. |If an |IPP object receives
an unknown attribute group in these positions, it ignores the entire
group, rather than returning an error, since that group may be a new
group in a later mnor version of the protocol that can be ignored.
(I'f the new attribute group cannot be ignored wthout confusing the
client, the major version nunber would have been increased in the
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protocol document and in the request). |If the unknown group occurs
in a different position, the | PP object REJECTS the request and
RETURNS the 'client-error-bad-request’ status code.

Clients also ignore unknown attribute groups returned in a response.

Note: By validating that requests are in the proper form |PP
objects force clients to use the proper formwhich, in turn,

i ncreases the chances that custoners will be able to use such clients
frommultiple vendors with | PP objects from ot her vendors.

2.2.1.4.3 Validate the presence of a single occurrence of required
Operation attributes

Client requests and | PP object responses contain Qperation attributes
that [ RFC2566] Section 3 requires to be present. Attributes within a
group may be in any order, except for the ordering of target,

charset, and natural |anguages attributes. These attributes MJIST be
first, and MJST be supplied in the follow ng order: charset, natura

| anguage, and then target. An | PP object verifies that the attributes
that Section 4 requires to be supplied by the client have been
supplied in the request (attributes without an * in the foll ow ng
tables). An asterisk (*) indicates groups and Operation attributes
that the client may omit in a request or an | PP object may omt in a
response.

If an | PP object receives a request with required attributes m ssing
or repeated froma group or in the wong position, the behavior of
the | PP object is | MPLEMENTATI ON DEPENDENT. Sone of the possible

i npl enrent ati ons are:

1. REJECTS the request and RETURNS the ’client-error-bad-request’
status code

2. accepts the request and uses the first occurrence of the
attribute no matter where it is

3.accepts the request and uses the |ast occurrence of the
attribute no matter where it is

4. accept the request and assunme sone default value for the mssing
attribute

Therefore, client MJST send conform ng requests, if they want to
receive the sane behavior fromall |PP object inplenentations. For
exanmple, it is an error for the "attributes-charset” or "attributes-
nat ur al - | anguage" attribute to be omitted in any operation request,
or for an Qperation attribute to be supplied in a Job Tenplate group

Hasti ngs & Manros | nf or mat i onal [ Page 13]



RFC 2639 | PP/ 1.0: Inplenenter’s Quide July 1999

or a Job Tenplate attribute to be supplied in an Operation Attribute
group in a create request. It is also an error to supply the
"attributes-charset” attribute tw ce.

Since these kinds of attribute errors are nost likely to be detected
by a client devel oper rather than by a custoner, the | PP object NEED
NOT return an indication of which attribute was in error in either
the Unsupported Attributes group or the Status Message. Also, the

| PP obj ect NEED NOT find all attribute errors before returning this
error.

The following tables list all the attributes for all the operations
by attribute group in each request and each response. The order of
the groups is the order that the client supplies the groups as
specified in [RFC2566] Section 3. The order of the attributes within
a group is arbitrary, except as noted for sonme of the special
operation attributes (charset, natural |anguage, and target). The

t abl es bel ow use the follow ng notation

R indicates a REQU RED attribute that an | PP object MJST support

O indicates an OPTIONAL attri bute that an | PP object NEED NOT
support

* indicates that a client MAY onit the attribute in a request
and that an | PP object MAY omit the attribute in a
response. The absence of an * nmeans that a client MJST
supply the attribute in a request and an | PP object MJST
supply the attribute in a response.

Oper ati on Requests

The tabl es bel ow show the attributes in their proper attribute groups
for operation requests:

Note: Al operation requests contain "version-nunber"”, "operation-
id', and "request-id" paraneters.

Print-Job Request:

Goup 1: Operation Attributes (R
attri butes-charset (R
attri butes-natural -1 anguage (R
printer-uri (R
requesti ng-user-name (R¥)
j ob-nane (R*)
i pp-attribute-fidelity (R*)
docunent - namre (R¥)
docunent-format (R*)
docunent - nat ur al -1 anguage (Of)
conpressi on (O)
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j ob-k-octets (O)
j ob-i nmpressi ons (O%)
j ob- nedi a- sheets (O)
Goup 2: Job Tenplate Attributes (R*)
<Job Tenplate attributes> (O)
(see [ RFC2566] Section 4.2)
G oup 3: Docunent Content (R
<docunent content>

Val i dat e- Job Request:

Goup 1: Operation Attributes (R
attri butes-charset (R
attri butes-natural -1 anguage (R
printer-uri (R
requesti ng-user-nane (R*)
j ob-nane (R*)
i pp-attribute-fidelity (R¥)
docunent - nane (R*)
docunent -format (R¥)
docunent - nat ur al -1 anguage (Of)
conpressi on (O)
j ob-k-octets (O)
j ob-i nmpressi ons (O%)
j ob- nedi a- sheets (OF)

Goup 2: Job Tenplate Attributes (R¥)
<Job Tenplate attributes> (O)

(see [ RFC2566] Section 4.2)

Creat e- Job Request:

Goup 1: Operation Attributes (R
attri butes-charset (R
attri butes-natural -1 anguage (R
printer-uri (R
requesti ng-user-nanme (R¥)
j ob-nane (R*)
i pp-attribute-fidelity (R*)
j ob-k-octets (O)
j ob-i nmpressi ons (O%)
j ob- nedi a- sheets (OF)

Goup 2: Job Tenplate Attributes (R*)

<Job Tenplate attributes> (O) (see

(see [ RFC2566] Section 4.2)

Print-URI Request:
Goup 1: Operation Attributes (R
attri butes-charset (R
attri butes-natural -1 anguage (R
printer-uri (R
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docurment-uri (R
requesti ng-user-nane (R*)
j ob-nane (R*)
i pp-attribute-fidelity (R¥)
docunent - nane (R*)
docunent-format (R*)
docunent - nat ur al -1 anguage (O*)
conpressi on (O)
j ob-k-octets (O)
j ob-i nmpressi ons (O%)
j ob- nedi a- sheets (OF)

Goup 2: Job Tenplate Attributes (R*)
<Job Tenplate attributes> (O) (see

(see [ RFC2566] Section 4.2)

Send- Docunent Request:

Goup 1: Operation Attributes (R
attri butes-charset (R
attri butes-natural -1 anguage (R
(printer-uri & job-id) | job-uri (R
| ast-docunent (R
requesti ng-user-nanme (R¥)
docunent - namre (R¥)
docunent-format (R*)
docunent - nat ur al -1 anguage (Of)
conpressi on (O)

G oup 2: Docunent Content (R¥)
<docunent content>

Send- URI Request :
Goup 1: Operation Attributes (R

attri butes-charset (R
attri butes-natural -1 anguage (R
(printer-uri & job-id) | job-uri (R
| ast-docunent (R
docurment-uri (R
requesti ng-user-name (R¥)
docunent - namre (R¥)
docunent-format (R*)
docunent - nat ur al -1 anguage (Of)
conpressi on (O)
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Cancel - Job Request:
Goup 1: Operation Attributes (R
attri butes-charset (R
attri butes-natural -1 anguage (R
(printer-uri & job-id) | job-uri (R
requesti ng-user-name (R¥)
nmessage (Of)

Get-Printer-Attri butes Request:
Goup 1: Operation Attributes (R

attri butes-charset (R
attri butes-natural -1 anguage (R
printer-uri (R
requesti ng-user-name (R¥)
requested-attributes (R*)
docunent-format (R*)

Get - Job- Attri butes Request:
Goup 1: Operation Attributes (R
attri butes-charset (R
attri butes-natural -1 anguage (R
(printer-uri & job-id) | job-uri (R
requesti ng-user-nanme (R¥)
requested-attributes (R*)

Get - Jobs Request :
Goup 1: Operation Attributes (R
attri butes-charset (R
attri butes-natural -1 anguage (R
printer-uri (R
requesti ng-user-nanme (R¥)
limt (RY)
requested-attributes (R*)
whi ch-j obs (R*)
ny-jobs (R*)

Oper ati on Responses

The tabl es bel ow show the response attributes in their proper
attribute groups for responses.

Note: Al operation responses contain "version-nunber", "status-
code", and "request-id" paraneters.

Print-Job Response:

Print-URlI Response:
Creat e- Job Response:
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Send- Docunent Response:
Send- URI Response:
Goup 1: Operation Attributes (R
attri butes-charset (R
attri butes-natural -1 anguage (R
st at us- nessage (O%)
G oup 2: Unsupported Attributes (R*) (see Note 3)
<unsupported attributes> (R*)
Goup 3: Job Cbject Attributes(R*) (see Note 2)
job-uri (R
job-id (R
job-state (R
j ob-state-reasons (O%)
j ob- st at e- nessage (O%)
nunber - of -i nt erveni ng-j obs (O)

Val i dat e- Job Response:
Cancel - Job Response:
Goup 1: Operation Attributes (R
attri butes-charset (R
attri butes-natural -1 anguage (R
st at us- nessage (O%)
G oup 2: Unsupported Attributes (R*) (see Note 3)
<unsupported attributes> (R*)

Note 2 - the Job Object Attributes and Printer Object Attributes are
returned only if the I PP object returns one of the success status
codes.

Note 3 - the Unsupported Attributes Goup is present only if the
client included sone Qperation and/or Job Tenplate attributes or

val ues that the Printer doesn't support whether a success or an error
return.

Get-Printer-Attri butes Response:

Goup 1: Operation Attributes (R
attri butes-charset (R
attri butes-natural -1 anguage (R)
st at us- nessage (O%)

G oup 2: Unsupported Attributes (R*) (see Note 4)
<unsupported attributes> (R*)

Goup 3: Printer hject Attributes(R*) (see Note 2)
<requested attributes> (R")

Note 4 - the Unsupported Attributes Goup is present only if the

client included sone Qperation attributes that the Printer doesn't
support whether a success or an error return.
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Get - Job- Attri butes Response:

Goup 1: Operation Attributes (R
attri butes-charset (R
attri butes-natural -1 anguage (R
st at us- nessage (O%)

G oup 2: Unsupported Attributes (R*) (see Note 4)
<unsupported attributes> (R*)

Goup 3: Job Cbject Attributes(R*) (see Note 2)
<requested attributes> (R")

Get - Jobs Response:

Goup 1: Operation Attributes (R
attri butes-charset (R
attri butes-natural -1 anguage (R
st at us- nessage (O%)

G oup 2: Unsupported Attributes (R*) (see Note 4)
<unsupported attributes> (R*)

Goup 3: Job (bject Attributes(R*) (see Note 2, 5)
<requested attributes> (R")

Note 5: for the Get-Jobs operation the response contains a separate
Job Cbject Attributes group 3 to N containing requested-attributes
for each job object in the response.

2.2.1.5 Val i date the val ues of the REQU RED Operation attributes

An | PP object validates the values supplied by the client of the
REQUI RED Qperation attribute that the | PP object MJST support. The
next section specifies the validation of the values of the OPTI ONAL
Qperation attributes that | PP objects MAY support.

The | PP object perfornms the foll owing syntactic validation checks of
each Operation attribute val ue:

a)that the length of each Operation attribute value is correct for
the attribute syntax tag supplied by the client according to
[ RFC2566] Section 4.1,

b)that the attribute syntax tag is correct for that Operation
attribute according to [ RFC2566] Section 3,

c)that the value is in the range specified for that Operation
attribute according to [ RFC2566] Section 3,

d)that multiple values are supplied by the client only for

operation attributes that are nmulti-valued, i.e., that are
lset O X according to [ RFC2566] Section 3.
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I f any of these checks fail, the | PP object REJECTS the request and
RETURNS the "client-error-bad-request’ or the 'client-error-request-
val ue-too-long’ status code. Since such an error is nost likely to
be an error detected by a client devel oper, rather than by an end-
user, the | PP object NEED NOT return an indication of which attribute
had the error in either the Unsupported Attributes G oup or the

Status Message. The description for each of these syntactic checks
is explicitly expressed in the first IF statenment in the foll ow ng
tabl e.

In addition, the | PP object checks each Operation attribute val ue
agai nst sonme Printer object attribute or sone hard-coded value if
there is no "xxx-supported" Printer object attribute defined. If its
val ue is not anong those supported or is not in the range supported,
then the | PP object REJECTS the request and RETURNS the error status
code indicated in the table by the second IF statenent. |If the val ue
of the Printer object’'s "xxx-supported" attribute is ’'no-val ue’
(because the system adm ni strator hasn’t configured a value), the
check al ways fails.

attri butes-charset (charset)

I F NOT a single non-enpty 'charset’ value, REJECT/ RETURN ’'client-
error-bad-request’.

IF the value length is greater than 63 octets, REJECT/ RETURN ’
client-error-request-val ue-too-|ong’.

IF NOT in the Printer object’s "charset-supported" attribute,
REJECT/ RETURN "cl i ent-error-charset-not-supported”

attri butes-natural -1anguage( nat ural Language)

I F NOT a single non-enpty ’natural Language’ val ue, REJECT/ RETURN
"client-error-bad-request’.

IF the value length is greater than 63 octets, REJECT/ RETURN ’
client-error-request-val ue-too-I|ong’.

ACCEPT the request even if not a nmenber of the set in the Printer
obj ect’ s "generat ed- nat ural -1 anguage- supported" attribute. |If
the supplied value is not a nenber of the Printer object’s
"gener at ed- nat ur al -1 anguage- supported” attribute, use the
Printer object’s "natural -1 anguage-configured" val ue.
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request [ ng-user - nane

I F NOT a single 'name’ value, REJECT/RETURN ’'client-error-bad-
request’ .

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-I|ong’

IF the | PP object can obtain a better authenticated nanme, use it

i nst ead.

j ob- nane( nane)

I F NOT a single ’'name’ value, REJECT/RETURN ’'client-error-bad-
request’ .

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-I|ong’

I F NOT supplied by the client, the Printer object creates a nane
fromthe docunent-name or docunent-uri

docunent - name ( namne)

I F NOT a single 'name’ value, REJECT/RETURN ’'client-error-bad-

request’ .
IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-I|ong’

i pp-attribute-fidelity (bool ean)

IF NEI THER a single "true’ NOR a single 'false’ ’'bool ean’ val ue,
REJECT/ RETURN ' client-error-bad-request’.

IF the value length is NOT equal to 1 octet, REJECT/ RETURN ’
client-error-request-val ue-too-Iong’

I F NOT supplied by the client, the | PP object assunes the val ue
"fal se’.

docunent - format (i meMedi aType)

I F NOT a single non-enpty 'mnmeMedi aType’ val ue, REJECT/ RETURN
"client-error-bad-request’.

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

IF NOT in the Printer object’s "docunent-formt-supported”
attribute, REJECT/RETURN ’client-error-docunent-format-not-
support ed’
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I F NOT supplied by the client, the | PP object assunes the val ue of
the Printer object’s "docunent-format-default” attribute.

docunment-uri (uri)

IF NOT a single non-enpty "uri’ value, REJECT/RETURN ’'client-
error-bad-request’.

IF the value length is greater than 1023 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

IF the URI syntax is not valid, REJECT/RETURN ’client-error-bad-
request’ .

IF schene is NOT in the Printer object’s "reference-uri-schenes-
supported” attribute, REJECT/ RETURN 'client-error-uri-scheme-
not - supported’

The Printer object MAY check to see if the docunent exists and is
accessible. If the docunent is not found or is not accessible,
REJECT/ RETURN ’"client-error-not found’ .

| ast - docunent (bool ean)

IF NEI THER a single "true’ NOR a single 'false’ ’'bool ean’ val ue,
REJECT/ RETURN ' client-error-bad-request’.

IF the value length is NOT equal to 1 octet, REJECT/ RETURN '’
client-error-request-val ue-too-I|ong’

job-id (integer(1: MAX))

IF NOT an single "integer’ value equal to 4 octets AND in the
range 1 to MAX, REJECT/RETURN ’client-error-bad-request’.

IF NOT a job-id of an existing Job object, REJECT/ RETURN ’'client-
error-not-found or 'client-error-gone’ status code, if keep
track of recently del eted jobs.

requested-attributes (1lsetX keyword)

| F NOT one or nore ’'keyword' values, REJECT/RETURN 'client-error-
bad- request’ .

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

I gnore unsupported val ues which are the keyword names of
unsupported attributes. Don't bother to copy such requested
(unsupported) attributes to the Unsupported Attribute response
group since the response will not return them
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whi ch-j obs (type2 keyword)

I F NOT a single ' keyword value, REJECT/RETURN 'client-error-bad-
request’ .

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

| F NEI THER ’ conpl eted’” NOR ’'not-conpleted , copy the attribute and
the unsupported value to the Unsupported Attributes response
group and REJECT/RETURN ’'client-error-attributes-or-val ues-
not - supported’

Note: a Printer still supports the 'conpleted value even if it
keeps no conpl et ed/ cancel ed/ aborted jobs: by returning no jobs
when so queri ed.

| F NOT supplied by the client, the | PP object assunes the ’not-
conpl eted’ val ue.

nmy-j obs (bool ean)

IF NEI THER a single "true’ NOR a single 'false’ ’'bool ean’ val ue,
REJECT/ RETURN ' client-error-bad-request’.

IF the value length is NOT equal to 1 octet, REJECT/ RETURN '’
client-error-request-val ue-too-Iong’

I F NOT supplied by the client, the | PP object assunes the ’'fal se
val ue.

limt (integer(1l: MAX))

IF NOT a single "integer’ value equal to 4 octets AND in the range
1 to MAX, REJECT/RETURN ’client-error-bad-request’.

| F NOT supplied by the client, the | PP object returns all jobs, no
matter how nany.

2.2.1.6 Val i date the values of the OPTIONAL Operation attributes

OPTI ONAL Operation attributes are those that an | PP object MAY or MAY
NOT support. An I PP object validates the values of the OPTI ONAL
attributes supplied by the client. The |IPP object perforns the same
syntactic validation checks for each OPTIONAL attribute value as in
Section 2.2.1.5. As in Section 2.2.1.5, if any fail, the | PP object
REJECTS the request and RETURNS the ’client-error-bad-request’ or the
"client-error-request-val ue-too-long status code.

In addition, the | PP object checks each Operation attribute val ue
agai nst sonme Printer attribute or some hard-coded value if there is
no "xxx-supported" Printer attribute defined. If its value is not
anong those supported or is not in the range supported, then the IPP
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obj ect REJECTS the request and RETURNS the error status code
indicated in the table. If the value of the Printer object’s "xxx-
supported” attribute is ’no-value' (because the system admni ni strator
hasn’t configured a value), the check always fails.

If the | PP object doesn't recogni ze/ support an attribute, the IPP
object treats the attribute as an unknown or unsupported attribute
(see the last row in the table bel ow).

docunent - nat ur al -1 anguage (nat ural Language)

I F NOT a single non-enpty ’'natural Language’ val ue, REJECT/ RETURN ’
client-error-bad-request’.

IF the value length is greater than 63 octets, REJECT/ RETURN ’
client-error-request-val ue-too-long’ .

I F NOT a value that the Printer object supports in docunent
formats, (no correspondi ng "xxx-supported" Printer attribute),
REJECT/ RETURN ' cl i ent-error-natural -l anguage- not - support ed’

conpressi on (type3 keyword)

I F NOT a single ’keyword value, REJECT/RETURN 'client-error-bad-
request’ .

IF the value length is greater than 255 octets, REJECT/ RETURN '
client-error-request-val ue-too-|ong’.

IF NOT in the Printer object’s "conpression-supported"” attribute,
copy the attribute and the unsupported value to the Unsupported
Attributes response group and REJECT/ RETURN 'client-error-
attri butes-or-val ues-not - support ed’

job-k-octets (integer(0: MAX))

IF NOT a single "integer’ value equal to 4 octets,

REJECT/ RETURN ' cli ent - error-bad-request’.

IF NOT in the range of the Printer object’s "job-k-octets-
supported" attribute, copy the attribute and the unsupported
value to the Unsupported Attributes response group and
REJECT/ RETURN ’'client-error-attributes-or-val ues-not -
support ed’

j ob-i nmpressions (integer(0: MAX))

IF NOT a single "integer’ value equal to 4 octets,
REJECT/ RETURN ' cli ent -error-bad-request’.
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IF NOT in the range of the Printer object’s "job-inpressions-
supported" attribute, copy the attribute and the unsupported
value to the Unsupported Attributes response group and
REJECT/ RETURN ’'client-error-attributes-or-val ues-not -
support ed’

j ob- medi a- sheets (i nteger(0: MAX))

IF NOT a single "integer’ value equal to 4 octets,

REJECT/ RETURN ' cli ent -error-bad-request’.

IF NOT in the range of the Printer object’s "job-nedi a-sheets-
supported" attribute, copy the attribute and the unsupported
value to the Unsupported Attributes response group and
REJECT/ RETURN ’'client-error-attributes-or-val ues-not -
supported’

nmessage (text(127))

IF NOT a single 'text’ value, REJECT/RETURN ’'client-error-bad-
request’ .

IF the value length is greater than 127 octets,

REJECT/ RETURN ' client-error-request-val ue-too-1ong’ .

unknown or unsupported attribute

IF the attribute syntax supplied by the client is supported but
the length is not legal for that attribute syntax,
REJECT/ RETURN ' cl i ent-error-request-val ue-too-1ong’

ELSE copy the attribute and value to the Unsupported Attributes
response group and change the attribute value to the "out-of -
band" ’unsupported’ value, but otherw se ignore the attribute.

Note: Future Operation attributes nay be added to the protocol
speci fication that may occur anywhere in the specified group.

When the operation is otherw se successful, the | PP object returns
the ' successful -ok-ignored-or-substituted-attributes’ status code.
I gnoring unsupported Operation attributes in all operations is
anal ogous to the handling of unsupported Job Tenplate attributes
in the create and Vali date-Job operations when the client supplies
the "ipp-attribute-fidelity" Operation attribute with the ’false’
value. This last rule is so that we can add OPTI ONAL Operati on
attributes to future versions of IPP so that older clients can
inter-work with new I PP objects and newer clients can inter-work
with older IPP objects. (If the new attribute cannot be ignored
wi t hout perform ng unexpectedly, the major version nunber woul d

Hasti ngs & Manros | nf or mat i onal [ Page 25]



RFC 2639 | PP/ 1.0: Inplenenter’s Quide July 1999

have been increased in the protocol docunent and in the request).
This rule for Qperation attributes is independent of the val ue of
the "ipp-attribute-fidelity" attribute. For exanple, if an IPP
obj ect doesn’t support the OPTIONAL "job-k-octets" attribute’, the
| PP object treats "job-k-octets" as an unknown attribute and only
checks the length for the "integer’ attribute syntax supplied by
the client. |If it is not four octets, the | PP object REJECTS the
request and RETURNS the ’client-error-bad-request’ status code,

el se the | PP object copies the attribute to the Unsupported
Attribute response group, setting the value to the "out-of - band"
unsupported’ value, but otherw se ignores the attribute.

2.2.2 Suggested Additional Processing Steps for Operations that
Create/ Validate Jobs and Add Docunents

This section in conbination with the previous section reconmends the
processing steps for the Print-Job, Validate-Job, Print-URl, Create-
Job, Send- Document, and Send-URI operations that |PP objects SHOULD
use. These are the operations that create jobs, validate a Print-Job
request, and add docunents to a j ob.

2.2.2.1 Default "ipp-attribute-fidelity" if not supplied

The Printer object checks to see if the client supplied an "ipp-
attribute-fidelity" Operation attribute. |If the attribute is not
supplied by the client, the | PP object assunes that the value is
"fal se’.

2.2.2.2 Check that the Printer object is accepting jobs

If the value of the Printer object’s "printer-is-accepting-jobs" is
"false’, the Printer object REJECTS the request and RETURNS t he
'server-error-not-accepting-jobs’ status code.

2.2.2.3 Val i date the values of the Job Tenplate attributes

An | PP object validates the values of all Job Tenplate attribute
supplied by the client. The |IPP object perforns the anal ogous
syntactic validation checks of each Job Tenplate attribute val ue that
it performs for Operation attributes (see Section 2.2.1.5.):

a)that the length of each value is correct for the attribute
syntax tag supplied by the client according to [ RFC2566] Secti on
4. 1.

b)that the attribute syntax tag is correct for that attribute
according to [ RFC2566] Sections 4.2 to 4.4.
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c)that multiple values are supplied only for multi-val ued
attributes, i.e., that are lsetO X according to [ RFC2566]
Sections 4.2 to 4.4.

As in Section 2.2.1.5, if any of these syntactic checks fail, the |IPP
obj ect REJECTS the request and RETURNS the ’'client-error-bad-request’
or 'client-error-request-val ue-too-long’ status code as appropriate,

i ndependent of the value of the "ipp-attribute-fidelity". Since such
an error is nost likely to be an error detected by a client

devel oper, rather than by an end-user, the | PP object NEED NOT return
an indication of which attribute had the error in either the
Unsupported Attributes G oup or the Status Message. The description
for each of these syntactic checks is explicitly expressed in the
first IF statement in the foll owing table

Each Job Tenplate attri bute MJST occur no nore than once. |If an IPP
Printer receives a create request with multiple occurrences of a Job
Tenpl ate attribute, it MAY:

l.reject the operation and return the 'client-error-bad syntax’
error status code

2. accept the operation and use the first occurrence of the
attribute

3. accept the operation and use the |ast occurrence of the
attribute

dependi ng on inplenmentation. Therefore, clients MJUST NOT supply
mul tipl e occurrences of the same Job Tenplate attribute in the Job
Attributes group in the request.

2.2.3 Algorithmfor job validation

The process of validating a Job-Tenplate attribute "xxx" against a
Printer attribute "xxx-supported" can use the follow ng validation
al gorithm (see section 3.2.1.2 in [RFC2566]).

To validate the value U of Job-Tenplate attribute "xxx" against the
value V of Printer "xxx-supported", performthe follow ng al gorithm

1.1f Uis multi-valued, validate each value X of U by performn ng
the algorithmin Table 3 with each value X Each validation is
separate fromthe standpoint of returning unsupported val ues.

Exanple: If Uis "finishings" that the client supplies with
"staple’, 'bind values, then X takes on the successive val ues:
"staple’, then ’bind
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2.1f Vis nulti-valued, validate X agai nst each Z of V by
performing the algorithmin Table 3 with each value Z. If a
value Z validates, the validation for the attribute value X
succeeds. If it fails, the algorithmis applied to the next
value Z of V. If there are no nore values Z of V, validation
fails.

Example: If Vis "sides-supported" with values: ’'one-sided’,
"two-sided-1ong’, and 'two-sided-short’, then Z takes on the
successi ve val ues: 'one-sided , ’'two-sided-1ong’, and
"two-sided-short’. If the client supplies "sides" with 'two-
sided-long’, the first conparison fails (’one-sided is not

equal to "two-sided-long’), the second conparison succeeds
("two-sided-long’ is equal to 'two-sided-long"), and the third
conparison (' two-sided-short’ with 'two-sided-long’) is not even
per f or ned.

3.1f both Uand V are single-valued, let X be U and Z be V and use
the validation rules in Table 3.

Table 3 - Rules for validating single values X against Z

attribute attribute val idated if:
syntax of X syntax of Z

i nt eger rangeOf I nteger X is within the range of
z

uri uri Scheme the uri scheme in X is
equal to Z

any bool ean the value of Zis TRUE

any any X and Z are of the sane
type and are equal .

If the value of the Printer object’s "xxx-supported" attribute is
no-val ue’ (because the system adninistrator hasn’t configured a
val ue), the check always fails. |If the check fails, the | PP object
copies the attribute to the Unsupported Attributes response group
with its unsupported value. |If the attribute contains nore than one
val ue, each value is checked and each unsupported value is separately
copi ed, while supported values are not copied. If an |IPP object
doesn’t recogni ze/ support a Job Tenplate attribute, i.e., there is no
correspondi ng Printer object "xxx-supported" attribute, the |IPP
object treats the attribute as an unknown or unsupported attribute
(see the last row in the table bel ow).
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If sonme Job Tenplate attributes are supported for some docunent
formats and not for others or the values are different for different
docunment formats, the | PP object SHOULD take that into account in
this validation using the value of the "docunent-format" supplied by
the client (or defaulted to the value of the Printer’s "document -
format-default” attribute, if not supplied by the client). For
exanple, if "nunber-up" is supported for the 'text/plain’ docunent
format, but not for the ’"application/postscript’ docunment format, the
check SHOULD (though it NEED NOT) depend on the val ue of the
"docunent-format" operation attribute. See "docunment-format" in

[ RFC2566] section 3.2.1.1 and 3.2.5. 1.

Not e: whether the request is accepted or rejected is deternined by
the value of the "ipp-attribute-fidelity" attribute in a subsequent
step, so that all Job Tenplate attribute supplied are exani ned and
all unsupported attributes and/or values are copied to the
Unsupported Attributes response group.

job-priority (integer(1:100))

IF NOT a single "integer’ value with a length equal to 4 octets,
REJECT/ RETURN ' client-error-bad-request’.

I F NOT supplied by the client, use the value of the Printer
object’s "job-priority-default” attribute at job subm ssion
tinme.

IF NOT in the range 1 to 100, inclusive, copy the attribute and
the unsupported value to the Unsupported Attributes response
gr oup.

Map the value to the nearest supported value in the range 1:100 as
specified by the nunber of discrete values indicated by the
value of the Printer’'s "job-priority-supported"” attribute. See
the fornula in [ RFC2566] Section 4.2.1.

j ob-hol d-until (type3 keyword | nane)

I F NOT a single 'keyword or ’'nane’ value, REJECT/RETURN ’'client-
error-bad-request’.

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

I F NOT supplied by the client, use the value of the Printer
object’s "job-hold-until" attribute at job subnission tine.

IF NOT in the Printer object’s "job-hold-until-supported"
attribute, copy the attribute and the unsupported value to the
Unsupported Attributes response group.
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j ob-sheets (type3 keyword | nane)

I F NOT a single 'keyword or ’'nane’ value, REJECT/ RETURN ’'client-
error-bad-request’.

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-I|ong’

IF NOT in the Printer object’s "job-sheets-supported” attribute,
copy the attribute and the unsupported value to the Unsupported
Attributes response group.

mul ti pl e-docunent - handl i ng (type2 keyword)

I F NOT a single ’keyword value, REJECT/RETURN 'client-error-bad-
request’ .

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-I|ong’

IF NOT in the Printer object’s "nultiple-docunent-handling-
supported" attribute, copy the attribute and the unsupported
val ue to the Unsupported Attributes response group.

copi es (integer(1: MAX))

IF NOT a single "integer’ value with a length equal to 4 octets,

REJECT/ RETURN ' cli ent -error-bad-request’.

IF NOT in range of the Printer object’s "copies-supported"
attribute copy the attribute and the unsupported value to the
Unsupport ed
Attributes response group.

finishings (1setO type2 enun

I F NOT an "enum value(s) each with a length equal to 4 octets,
REJECT/ RETURN ' client-error-bad-request’.

IF NOT in the Printer object’s "finishings-supported" attribute,
copy the attribute and the unsupported val ue(s), but not any
supported val ues, to the Unsupported Attributes response group.

page-ranges (1lsetOf rangeO | nteger(1: MAX))

I F NOT a 'rangeOfInteger’ value(s) each with a length equal to 8
octets, REJECT/RETURN ’'client-error-bad-request’.

IF first value is greater than second value in any range, the
ranges are not in ascending order, or ranges overl ap,

REJECT/ RETURN ' client-error-bad-request’.

IF the value of the Printer object’s "page-ranges-supported"”
attribute is "false', copy the attribute to the Unsupported
Attributes response group and set the value to the "out-of -
band" ’unsupported’ val ue.
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sides (type2 keyword)

I F NOT a single ' keyword value, REJECT/RETURN 'client-error-bad-
request’ .

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-I|ong’

IF NOT in the Printer object’s "sides-supported" attribute, copy
the attribute and the unsupported value to the Unsupported
Attributes response group.

nunber-up (integer(1l: MAX))

IF NOT a single "integer’ value with a length equal to 4 octets,

REJECT/ RETURN ' cli ent -error-bad-request’.

IF NOT a value or in the range of one of the values of the Printer
obj ect’ s "nunber-up-supported" attribute, copy the attribute
and value to the Unsupported Attribute response group.

orientation-requested (type2 enum

IF NOT a single "enum value with a length equal to 4 octets,

REJECT/ RETURN ' cli ent -error-bad-request’.

IF NOT in the Printer object’s "orientation-requested-supported”
attribute, copy the attribute and the unsupported value to the
Unsupported Attributes response group.

medi a (type3 keyword | nane)

I F NOT a single 'keyword or ’'nane’ value, REJECT/RETURN ’'client-
error-bad-request’.

IF the value length is greater than 255 octets, REJECT/ RETURN
"client-error-request-val ue-too-1ong’

IF NOT in the Printer object’s "nedi a-supported" attribute, copy
the attribute and the unsupported value to the Unsupported
Attributes response group.

printer-resolution (resolution)

IF NOT a single '"resolution” value with a length equal to 9
octet s,

REJECT/ RETURN ' cli ent - error-bad-request’.

IF NOT in the Printer object’s "printer-resol ution-supported"
attribute, copy the attribute and the unsupported value to the
Unsupported Attributes response group.
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print-quality (type2 enum

IF NOT a single "enumi value with a length equal to 4 octets,

REJECT/ RETURN ' cli ent -error-bad-request’.

IF NOT in the Printer object’s "print-quality-supported"
attribute, copy the attribute and the unsupported value to the
Unsupported Attributes response group.

unknown or unsupported attribute (i.e., there is no correspondi ng
Printer object "xxx-supported" attribute)

IF the attribute syntax supplied by the client is supported but
the length is not legal for that attribute syntax,

REJECT/ RETURN ’"client-error-bad-request’ if the length of the
attribute syntax is fixed or 'client-error-request-val ue-too-
long’ if the length of the attribute syntax is variable.

ELSE copy the attribute and value to the Unsupported Attributes
response group and change the attribute value to the "out-of-
band" ’unsupported’ value. Any renaining Job Tenplate
Attributes are either unknown or unsupported Job Tenpl ate
attributes and are validated algorithmcally according to their
attri bute syntax for proper length (see bel ow).

If the attribute syntax is supported AND t he | ength check
fails, the I PP object REJECTS the request and RETURNS t he ’
client-error-bad-request’ if the length of the attribute syntax
is fixed or the client-error-request-val ue-too-1ong’ status
code if the length of the attribute syntax is variable.

O herwi se, the | PP object copies the unsupported Job Tenpl ate
attribute to the Unsupported Attributes response group and
changes the attribute value to the "out-of-band" 'unsupported
value. The follow ng table shows the | ength checks for al

attribute syntaxes. 1In the following table: "<=" nmeans |ess
than or equal, "=" neans equal to:
Nane Cctet length check for read-wite attributes

"t ext Wt hLanguage <= 1023 AND ' natural Language’ <= 63
"t ext Wt hout Language’ <= 1023

"nameW t hLanguage’ <= 255 AND ' natural Language’ <= 63
naneW t hout Language’ <= 255

Hastings & Manros

" keywor d’ <= 255
enum =4
uri’ <= 1023
"uri Schene’ <= 63

" charset’ <= 63

" nat ur al Language’ <= 63
"'m meMedi aType’ <= 255
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1023

octetString’
bool ean’

i nt eger’
rangec | nt eger’
"dat eTi e’
"resol ution’
"lsetOf X

L O I |
[(ol e Bl S
=

2.2.3.1 Check for conflicting Job Tenplate attributes val ues

Once all the Operation and Job Tenplate attri butes have been checked
i ndividually, the Printer object SHOULD check for any conflicting
val ues anong all the supported val ues supplied by the client. For
exanple, a Printer object mght be able to staple and to print on
transparenci es, however due to physical stapling constraints, the
Printer object night not be able to staple transparencies. The | PP
obj ect copies the supported attributes and their conflicting
attribute values to the Unsupported Attributes response group. The
Printer object only copies over those attributes that the Printer
obj ect either ignores or substitutes in order to resolve the
conflict, and it returns the original values which were supplied by
the client. For exanple suppose the client supplies "finishings"
equal s 'staple’ and "nedi a" equals 'transparency’, but the Printer
obj ect does not support stapling transparencies. |If the Printer
chooses to ignore the stapling request in order to resolve the
conflict, the Printer objects returns "finishings" equal to 'staple’

in the Unsupported Attributes response group. |If any attributes are
mul ti-valued, only the conflicting values of the attributes are
copi ed.

Note: The decisions made to resolve the conflict (if there is a
choice) is inplenentation dependent.

2.2.3.2 Deci de whether to REJECT the request

If there were any unsupported Job Tenplate attributes or
unsupported/ conflicting Job Tenplate attribute values and the client
supplied the "ipp-attribute-fidelity" attribute with the ’'true’

val ue, the Printer object REJECTS the request and return the status
code:

(1) 'client-error-conflicting-attributes’ status code, if there
were any conflicts between attributes supplied by the client.

(2) 'client-error-attributes-or-val ues-not-supported’ status code,
ot herwi se.
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Note: Unsupported Operation attributes or values that are returned
do not affect the status returned in this step. |If the unsupported
Qperation attribute was a serious error, the above already rejected
the request in a previous step. |If control gets to this step with
unsupported Operation attributes being returned, they are not serious
errors.

2.2.3.3 For the Validate-Job operation, RETURN one of the success
status codes

If the requested operation is the Validate-Job operation, the Printer
obj ect returns:

(1) the "successful -ok" status code, if there are no unsupported
or conflicting Job Tenplate attributes or val ues.

(2) the "successful -ok-conflicting-attributes, if there are any
conflicting Job Tenplate attribute or val ues.

(3) the "successful -ok-ignored-or-substituted-attributes, if there
are only unsupported Job Tenplate attributes or val ues.

Not e: Unsupported Operation attributes or values that are returned
do not affect the status returned in this step. |If the unsupported
Qperation attribute was a serious error, the above already rejected
the request in a previous step. |If control gets to this step with
unsupported Operation attributes being returned, they are not serious
errors.

2.2.3.4 Create the Job object with attributes to support

If "ipp-attribute-fidelity" is set to 'false’ (or it was not supplied
by the client), the Printer object:

(1) creates a Job object, assigns a unique value to the job's
"job-uri" and "job-id" attributes, and initializes all of the
job’s other supported Job Description attributes.

(2) renoves all unsupported attributes fromthe Job object.

(3) for each unsupported val ue, renpves either the unsupported
val ue or substitutes the unsupported attribute value with sone
supported value. |If an attribute has no values after renoving
unsupported values fromit, the attribute is renoved fromthe
Job object (so that the normal default behavior at job
processing tinme will take place for that attribute).

(4) for each conflicting value, renpves either the conflicting
val ue or substitutes the conflicting attribute value with sone
ot her supported value. |If an attribute has no val ues after
removi ng conflicting values fromit, the attribute is renoved
fromthe Job object (so that the normal default behavior at
job processing tine will take place for that attribute).
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If there were no attributes or values flagged as unsupported, or the
val ue of 'ipp-attribute-fidelity" was 'false’, the Printer object is
able to accept the create request and create a new Job object. |If
the "ipp-attribute-fidelity" attribute is set to "true’, the Job
Tenpl ate attributes that popul ate the new Job object are necessarily
all the Job Tenplate attributes supplied in the create request. |If
the "ipp-attribute-fidelity" attribute is set to 'false’, the Job
Tenpl ate attributes that popul ate the new Job object are all the
client supplied Job Tenplate attributes that are supported or that
have val ue substitution. Thus, sonme of the requested Job Tenpl ate
attri butes may not appear in the Job object because the Printer

obj ect did not support those attributes. The attributes that

popul ate the Job object are persistently stored with the Job object
for that Job. A Get-Job-Attributes operation on that Job object wll
return only those attributes that are persistently stored with the
Job obj ect.

Note: Al Job Tenplate attributes that are persistently stored with
the Job object are intended to be "override values"; that is, they
that take precedence over whatever other enbedded instructions m ght
be in the docunent data itself. However, it is not possible for al
Printer objects to realize the semantics of "override". End users
may query the Printer’s "pdl-override-supported" attribute to
determine if the Printer either attenpts or does not attenpt to
override docunent data instructions with |PP attri butes.

There are sonme cases, where a Printer supports a Job Tenplate

attri bute and has an associ ated default value set for that attribute.
In the case where a client does not supply the correspondi ng
attribute, the Printer does not use its default values to popul ate
Job attributes when creating the new Job object; only Job Tenpl ate
attributes actually in the create request are used to popul ate the
Job object. The Printer’s default values are only used later at Job
processing tinme if no other IPP attribute or instruction enbedded in
t he docunment data is present.

Note: If the default values associated with Job Tenplate attributes
that the client did not supply were to be used to populate the Job
obj ect, then these val ues would becone "override val ues" rather than
defaults. |If the Printer supports the 'attenpted value of the

"pdl -override-supported” attribute, then these override val ues could
repl ace val ues specified within the docunent data. This is not the
intent of the default value nechanism A default value for an
attribute is used only if the create request did not specify that
attribute (or it was ignored when allowed by "ipp-attribute-fidelity"
being 'false’) and no value was provided within the content of the
docunent dat a.
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If the client does not supply a value for sonme Job Tenpl ate
attribute, and the Printer does not support that attribute, as far as
I PP is concerned, the result of processing that Job (with respect to
the missing attribute) is undefined.

2.2.3.5 Return one of the success status codes

Once the Job object has been created, the Printer object accepts the
request and returns to the client:

(1) the 'successful-ok’ status code, if there are no unsupported
or conflicting Job Tenplate attributes or val ues.

(2) the ’successful-ok-conflicting-attributes’ status code, if
there are any conflicting Job Tenplate attribute or val ues.

(3) the ’successful -ok-ignored-or-substituted-attributes’ status
code, if there are only unsupported Job Tenplate attributes or
val ues.

Note: Unsupported Operation attributes or values that are returned
do not affect the status returned in this step. |If the unsupported
Operation attribute was a serious error, the above already rejected
the request in a previous step. |If control gets to this step with
unsupported Operation attributes being returned, they are not serious
errors.

The Printer object also returns Job status attributes that indicate
the initial state of the Job (’pending , 'pending-held 6

processing’, etc.), etc. See Print-Job Response, [RFC2566] section
3.2.1. 2.

2.2.3.6 Accept appended Docunent Content

The Printer object accepts the appended Docunent Content data and
either starts it printing, or spools it for |ater processing.

2.2.3.7 Schedul ing and Starting to Process the Job

The Printer object uses its own configuration and inplenentation
specific algorithms for scheduling the Job in the correct processing
order. Once the Printer object begins processing the Job, the
Printer changes the Job’s state to 'processing’ . If the Printer

obj ect supports PDL override (the "pdl-override-supported" attribute
set to 'attenpted ), the inplenentation does its best to see that |PP
attri butes take precedence over enbedded instructions in the docunent
dat a.
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2.2.3.8 Conpl eting the Job

The Printer object continues to process the Job until it can nove the
Job into the 'conpleted state. |If an Cancel -Job operation is

recei ved, the inplenentation eventually noves the Job into the ’
canceled’ state. |If the systemencounters errors during processing

that do not allow it to progress the Job into a conpleted state, the
i npl ementation halts all processing, cleans up any resources, and
nmoves the Job into the 'aborted state.

2.2.3.9 Destroying the Job after conpletion

Once the Job noves to the 'conpleted , 'aborted , or 'canceled

state, it is an inplenmentation decision as to when to destroy the Job
obj ect and rel ease all associated resources. Once the Job has been
destroyed, the Printer would return either the "client-error-not-
found" or "client-error-gone" status codes for operations directed at
t hat Job.

Note: the Printer object SHOULD NOT re-use a "job-uri" or "job-id"
value for a sufficiently long tine after a job has been destroyed, so
that stale references kept by clients are less likely to access the
wong (newer) job.

2.2.3.10 Interaction with "ipp-attribute-fidelity"

Sone Printer object inplenentations nmay support "ipp-attribute-
fidelity" set to "true’ and "pdl-override-supported” set to
attenpted’ and yet still not be able to realize exactly what the
client specifies in the create request. This is due to |egacy

deci sions and assunptions that have been made about the role of job
i nstructions enbedded within the docunent data and external job

i nstructions that acconpany the docunent data and how to handl e
conflicts between such instructions. The inability to be 100%
preci se about how a given inplenentation will behave is al so
conmpounded by the fact that the two special attributes, "ipp-
attribute-fidelity" and "pdl-override-supported”, apply to the whole
job rather than specific values for each attribute. For exanple, sone
i npl ementations may be able to override alnost all Job Tenplate
attri butes except for "nunber-up".

2.3 Status codes returned by operation
This section lists all status codes once in the first operation

(Print-Job). Then it lists the status codes that are different or
speci ali zed for subsequent operations under each operati on.
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2.3.1 Printer Operations
2.3.1.1 Print-Job

The Printer object MJUST return one of the follow ng "status-code"
val ues for the indicated reason. Wether all of the docunment data
has been accepted or not before returning the success or error
response depends on inplenentation. See Section 14 for a nore
conpl ete description of each status code.

For the foll ow ng success status codes, the Job object has been
created and the "job-id", and "job-uri" assigned and returned in the
response:

successful -ok: no request attributes were substituted or ignored.

successful - ok-i gnored-or-substituted-attributes: sone supplied
(1) attributes were ignored or (2) unsupported attribute
syntaxes or val ues were substituted with supported val ues or
were ignored. Unsupported attributes, attribute syntaxes, or
val ues MUST be returned in the Unsupported Attributes group of
t he response.

successful -ok-conflicting-attributes: sone supplied attribute
val ues conflicted with the values of other supplied attributes
and were either substituted or ignored. Attributes or values
which conflict with other attributes and have been substituted
or ignored MJUST be returned in the Unsupported Attributes group
of the response as supplied by the client.

[ RFC2566] section 3.1.6 Operation Status Codes and Messages states:
If the Printer object supports the "status-nessage" operation

attribute, it SHOULD use the REQU RED 'utf-8' charset to return
a status nessage for the following error status codes (see

section 14): ’client-error-bad-request’, 'client-error-
charset-not -supported’, ’'server-error-internal-error’, '’
server-error-operation-not-supported’ , and ’'server-error-
version-not-supported’. In this case, it MJIST set the val ue of

the "attributes-charset" operation attribute to "utf-8 in the
error response.

For the following error status codes, no job is created and no "j ob-
id* or "job-uri" is returned:

client-error-bad-request: The request syntax does not conformto
the specification
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ent-error-forbidden: The request is being refused for

aut hori zation or authentication reasons. The inplenentation
security policy is to not reveal whether the failure is one of
aut henti cation or authorization.

ient-error-not-authenticated: Either the request requires

authentication information to be supplied or the authentication
information is not sufficient for authorization

ient-error-not-authorized: The requester is not authorized to

performthe request on the target object.

ient-error-not-possible: The request cannot be carried out

because of the state of the system See also 'server-error-
not - accepti ng-j obs’ status code which MJST take precedence if
the Printer object’s "printer-accepting-jobs" attribute is "’
fal se’.

ent-error-tineout: not applicable.

ent-error-not-found: the target object does not exist.
ent-error-gone: the target object no | onger exists and no
forwardi ng address i s known.

ient-error-request-entity-too-large: the size of the request

and/or print data exceeds the capacity of the IPP Printer to
process it.

ient-error-request-value-too-long: the size of request variable

length attribute values, such as "text’ and 'name’ attribute
synt axes, exceed the maxi num |l ength specified in [ RFC2566] for
the attribute and MJST be returned in the Unsupported
Attributes G oup.

ent -error-docunent -format - not-supported: the docunent format
supplied is not supported. The "docunent-format" attribute
with the unsupported val ue MUST be returned in the Unsupported
Attributes Goup. This error SHOULD take precedence over any
ot her ' xxx-not-supported’ error, except 'client-error-charset-
not - supported’

ent-error-attributes-or-val ues-not-supported: one or nore
supplied attributes, attribute syntaxes, or val ues are not
supported and the client supplied the "ipp-attributes-fidelity"
operation attribute with a "true’ value. They MJST be returned
in the Unsupported Attributes Group as expl ai ned bel ow.
ent-error-uri-scheme-not-supported: not applicable.
ent-error-charset-not-supported: the charset supplied in the
"attributes-charset” operation attribute is not supported. The
Printer’s "configured-charset” MJST be returned in the response
as the value of the "attributes-charset” operation attribute
and used for any 'text’ and 'nane’ attributes returned in the
error response. This error SHOULD take precedence over any
other error, unless the request syntax is so bad that the
client’s supplied "attributes-charset” cannot be determ ned.
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client-error-conflicting-attributes: one or nore supplied
attribute va attribute values conflicted with each other and
the client supplied the "ipp-attributes-fidelity" operation
attribute with a "true’ value. They MJST be returned in the
Unsupported Attributes G oup as expl ai ned bel ow,

server-error-internal-error: an unexpected condition prevents the
request frombeing fulfilled.

server-error-operation-not-supported: not applicable (since
Print-Job is REQUI RED).

server-error-service-unavail able: the service is tenporarily
over | oaded.

server-error-version-not-supported: the version in the request is
not supported. The "closest" version nunber supported MJIST be
returned in the response.

server-error-device-error: a device error occurred while
recei ving or spooling the request or docunent data or the | PP
Printer object can only accept one job at a tine.

server-error-tenporary-error: a tenporary error such as a buffer
full wite error, a nmenory overflow, or a disk full condition
occurred while receiving the request and/or the docunent data.

server-error-not-accepting-jobs: the Printer object’s "printer-
i s-not-accepting-jobs" attribute is 'false’

server-error-busy: the Printer is too busy processing jobs to
accept another job at this tine.

server-error-job-cancel ed: the job has been cancel ed by an
operator or the systemwhile the client was transmitting the
docunent dat a.

2.3.1.2 Pri nt - URI

Al of the Print-Job status codes described in Section 3.2.1.2
Print-Job Response are applicable to Print-URI with the follow ng
speci al i zations and differences. See Section 14 for a nore conplete
description of each status code.

server-error-uri-schene-not-supported: the URI schene supplied in
the "docunent-uri" operation attribute is not supported and is
returned in the Unsupported Attributes group
2.3.1.3 Validate-Job
Al of the Print-Job status codes described in Section 3.2.1.2

Print-Job Response are applicable to Validate-Job. See Section 14
for a nore conplete description of each status code.
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2.3.1. 4 Create-Job

Al of the Print-Job status codes described in Section 3.2.1.2
Print-Job Response are applicable to Create-Job with the foll ow ng
speci al i zations and differences. See Section 14 for a nore conplete
description of each status code.

server-error-operation-not-supported: the Create-Job operation is
not supported.

2.3.1.5 Get-Printer-Attributes

Al'l of the Print-Job status codes described in Section 3.2.1.2
Print-Job Response are applicable to the Get-Printer-Attributes
operation with the follow ng specializations and differences. See
Section 14 for a nore conplete description of each status code.

For the follow ng success status codes, the requested attributes are
returned in Goup 3 in the response:

successful -ok: no request attributes were substituted or ignored
(same as Print-Job) and no requested attributes were
unsupport ed.

successful - ok-i gnored-or-substituted-attributes: same as Print-
Job, except the "requested-attributes" operation attribute MAY,
but NEED NOT, be returned with the unsupported val ues.

successful -ok-conflicting-attributes: sane as Print-Jaob.

For the error status codes, Goup 3 is returned containing no
attributes or is not returned at all:

client-error-not-possible: Same as Print-Job, in addition the
Printer object is not accepting any requests.

client-error-request-entity-too-large: sane as Print-job, except
that no print data is involved.

client-error-attributes-or-val ues-not-supported: not applicable,
si nce unsupported operation attributes MJUST be ignored and ’
successful - ok-i gnored-or-substituted-attributes’ returned.

client-error-conflicting-attributes: sane as Print-Job, except
that "ipp-attribute-fidelity" is not involved.

server-error-operation-not-supported: not applicable (since Get-
Printer-Attributes is REQU RED).

server-error-device-error: sane as Print-Job, except that no
docunent data is involved.

server-error-tenporary-error: sane as Print-Job, except that no
docunent data is involved.

server-error-not-accepting-jobs: not applicable.
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server-error-busy: sane as Print-Job, except the |IPP object is
too busy to accept even query requests.
server-error-job-canceled: not applicable.

2.3.1.6 Cet - Jobs

Al'l of the Print-Job status codes described in Section 3.2.1.2
Print-Job Response are applicable to the Get-Jobs operation with the
foll ow ng specializations and differences. See Section 14 for a
nore conpl ete description of each status code.

For the follow ng success status codes, the requested attributes are
returned in Goup 3 in the response:

successful -ok: no request attributes were substituted or ignored
(same as Print-Job) and no requested attributes were
unsupport ed.

successful - ok-i gnored-or-substituted-attributes: same as Print-
Job, except the "requested-attributes" operation attribute MAY,
but NEED NOT, be returned with the unsupported val ues.

successful -ok-conflicting-attributes: sane as Print-Jaob.

For any error status codes, Goup 3 is returned containing no
attributes or is not returned at all. The following brief error
status code descriptions contain unique information for use with
Get - Jobs operation. See section 14 for the other error status codes
that apply uniformy to all operations:

client-error-not-possible: Same as Print-Job, in addition the
Printer object is not accepting any requests.

client-error-request-entity-too-large: sane as Print-job, except
that no print data is involved.

client-error-docunent-formnat-not-supported: not applicable.

client-error-attributes-or-val ues-not-supported: not applicable,
si nce unsupported operation attributes MJUST be ignored and '’
successful - ok-i gnored-or-substituted-attributes’ returned.

client-error-conflicting-attributes: sane as Print-Job, except
that "ipp-attribute-fidelity" is not involved.

server-error-operation-not-supported: not applicable (since GCet-
Jobs is REQUI RED) .

server-error-device-error: sane as Print-Job, except that no
docunent data is involved.

server-error-tenporary-error: sane as Print-Job, except that no
docunent data is involved.

server-error-not-accepting-jobs: not applicable.

server-error-job-cancel ed: not applicable.
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2.3.2 Job Operations
2.3.2.1 Send- Docunent

Al'l of the Print-Job status codes described in Section 3.2.1.2
Print-Job Response are applicable to the Get-Printer-Attributes
operation with the follow ng specializations and differences. See
Section 14 for a nore conplete description of each status code.

For the follow ng success status codes, the docunment has been added
to the specified Job object and the job’s "nunber-of - docunent s"
attri bute has been increnented:

successful -ok: no request attributes were substituted or ignored
(same as Print-Job).

successful - ok-ignored-or-substituted-attributes: sane as Print-
Job.

successful -ok-conflicting-attributes: sane as Print-Jaob.

For the error status codes, no docunent has been added to the Job
obj ect and the job’s "nunber-of-docunents” attribute has not been
i ncrenment ed:

client-error-not-possible: Same as Print-Job, except that the
Printer's "printer-is-accepting-jobs" attribute is not
i nvolved, so that the client is able to finish submtting a
mul ti-docunent job after this attribute has been set to 'true’
Anot her condition is that the state of the job precludes Send-
Docunent, i.e., the job has already been cl osed out by the
client. However, if the IPP Printer closed out the job due to
timeout, the 'client-error-tinmeout’ error status SHOULD be
returned instead.
ent-error-tineout: This request was sent after the Printer
cl osed the job, because it has not received a Send-Docunent or
Send- URI operation within the Printer’s "multiple-operation-
ti me-out" period.
client-error-request-entity-too-large: sanme as Print-Job
client-error-conflicting-attributes: sanme as Print-Job, except
that "ipp-attributes-fidelity" operation attribute is not
i nvol ved.
server-error-operation-not-supported: the Send-Docunent request
i s not support ed.
server-error-not-accepting-jobs: not applicable.
server-error-job-cancel ed: the job has been cancel ed by an
operator or the systemwhile the client was transmtting the
dat a.

c
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2.3.2.2 Send- URI

Al'l of the Print-Job status code descriptions in Section 3.2.1.2
Print-Job Response with the specializations described for Send-

Docunent are applicable to Send-URI. See Section 14 for a nore

conpl ete description of each status code.

server-error-uri-schene-not-supported: the UR schene supplied in
the "docunent-uri" operation attribute is not supported and the
"docunent-uri" attribute MJUST be returned in the Unsupported
Attributes group

2.3.2.3 Cancel - Job

Al of the Print-Job status codes described in Section 3.2.1.2
Print-Job Response are applicable to Cancel-Job with the foll ow ng
speci al i zations and differences. See Section 14 for a nore conplete
description of each status code.

For the foll owi ng success status codes, the Job object is being
cancel ed or has been cancel ed:

successful -ok: no request attributes were substituted or ignored
(same as Print-Job).

successful - ok-i gnored-or-substituted-attributes: same as Print-
Job.

successful -ok-conflicting-attributes: sane as Print-Jaob.

For any of the error status codes, the Job object has not been
cancel ed or was previously cancel ed.

client-error-not-possible: The request cannot be carried out
because of the state of the Job object (’'conpleted , ’
canceled’, or 'aborted’) or the state of the system

client-error-not-found: the target Printer and/or Job object does
not exist.

client-error-gone: the target Printer and/or Job object no I|onger
exi sts and no forwardi ng address is known.

client-error-request-entity-too-large: sane as Print-Job, except
no docunent data is involved.

client-error-docunent-formnat-not-supported: not applicable.

client-error-attributes-or-val ues-not-supported: not applicable,
si nce unsupported operation attributes and val ues MJST be
i gnor ed.

client-error-conflicting-attributes: sane as Print-Job, except
that the Printer’'s "printer-is-accepting-jobs" attribute is not
i nvol ved.

Hastings & Manros I nf or mat i onal [ Page 44]



RFC 2639 | PP/ 1.0: Inplenenter’s Quide July 1999

server-error-operation-not-supported: not applicable (Cancel-Job
i s REQUI RED) .

server-error-device-error: sane as Print-Job, except no docunent
data is invol ved.

server-error-tenporary-error: sane as Print-Job, except no
docunent data is involved.

server-error-not-accepting-jobs: not applicable.

server-error-job-canceled: not applicable.

2.3.2. 4 Cet-Job-Attri butes

Al'l of the Print-Job status codes described in Section 3.2.1.2
Print-Job Response are applicable to Get-Job-Attributes with the
foll ow ng specializations and differences. See Section 14 for a nore
conpl ete description of each status code.

For the follow ng success status codes, the requested attributes are
returned in Goup 3 in the response:

successful -ok: no request attributes were substituted or ignored
(same as Print-Job) and no requested attributes were
unsupport ed.

successful - ok-i gnored-or-substituted-attributes: same as Print-
Job, except the "requested-attributes" operation attribute MAY,
but NEED NOT, be returned with the unsupported val ues.

successful -ok-conflicting-attributes: sane as Print-Jaob.

For the error status codes, Goup 3 is returned containing no
attributes or is not returned at all.

client-error-not-possible: Same as Print-Job, in addition the
Printer object is not accepting any requests.

client-error-docunent-formnat-not-supported: not applicable.

client-error-attributes-or-val ues-not-supported: not applicable.

client-error-uri-schene-not-supported: not applicable.

client-error-conflicting-attributes: not applicable

server-error-operation-not-supported: not applicable (since Get-
Job-Attributes is REQU RED).

server-error-device-error: sane as Print-Job, except no docunent
data is involved.

server-error-tenporary-error: sane as Print-Job, except no
docunent data is involved.

server-error-not-accepting-jobs: not applicable. server-error-

j ob-cancel ed: not applicable.

Hastings & Manros I nf or mat i onal [ Page 45]



RFC 2639 | PP/ 1.0: Inplenenter’s Quide July 1999

2.4 Validate-Job

The Val i date-Job operation has been designed so that its

i npl erentation may be a part of the Print-Job operation. Therefore,
requiring Validate-Job is not a burden on inplementers. Also it is
useful for client’s to be able to count on its presence in al
conformance inplementations, so that the client can determ ne before
sendi ng a | ong docunent, whether the job will be accepted by the IPP
Printer or not.

2.5 Case Sensitivity in UR's

| PP client and server inplenmentations nmust be aware of the diverse
upper case/ | owercase nature of URIs. RFC 2396 defines URL schenmes and
Host names as case insensitive but reminds us that the rest of the
URL nmay well denpnstrate case sensitivity. Wen creating URL's for
fields where the choice is conmpletely arbitrary, it is probably best
to select |ower case. However, this cannot be guaranteed and

i npl ementations MJUST NOT rely on any fields being case-sensitive or
case-insensitive in the URL beyond the URL scheme and host name
fields.

The reason that the I PP specification does not nake any restrictions
on URIs, is so that inplenentations of IPP may use off-the-shelf
conmponents that conformto the standards that define URI's, such as
RFC 2396 and the HITP/ 1.1 specifications [RFC2068]. See these

speci fications for rules of matching, conparison, and case-
sensitivity.

It is also reconmended that System Administrators and inpl enentations
avoid creating URLs for different printers that differ only in their
case. For exanple, don't have Printerl and printerl as two different
| PP Printers.

The HTTP/ 1.1 specification [ RFC2068] contains nore details on
conparing URLs.

2.6 Character Sets, natural |anguages, and internationalization

This section discusses character set support, natural |anguage
support and internationalization.

2.6.1 Character set code conversion support
I PP clients and | PP objects are REQUI RED to support UTF-8. They MAY
support additional charsets. It is RECOMWENDED that an | PP object

al so support US-ASCII, since nmany clients support US-ASCII, and
indicate that UTF-8 and US-ASCI| are supported by popul ating the
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Printer’'s "charset-supported” with "utf-8 and 'us-ascii’ values. An
| PP object is required to code covert with as little loss as possible
between the charsets that it supports, as indicated in the Printer’s
"charsets-supported” attribute.

How shoul d the server handle the situation where the "attri butes-
charset" of the response itself is "us-ascii", but one or nore
attributes in that response is in the "utf-8" formt?

Exanpl e: Consider a case where a client sends a Print-Job request
with "utf-8" as the value of "attributes-charset" and with the "j ob-
nane" attribute supplied. Later another client submits a Get-Job-
Attribute or Get-Jobs request. This second request contains the
"attributes-charset” with value "us-ascii" and "requested-attri butes"
attribute with exactly one val ue "job-name".

According to the RFC2566 docunment (section 3.1.4.2), the value of the
"attributes-charset" for the response of the second request nust be

"us-ascii" since that is the charset specified in the request. The
"j ob-nanme" val ue, however, is in "utf-8" format. Should the request
be rejected even though both "utf-8" and "us-ascii" charsets are
supported by the server? or should the "job-nanme" val ue be converted
to "us-ascii" and return "successful-ok-conflicting-attributes”

(0x0002) as the status code?

Answer: An | PP object that supports both utf-8 (REQU RED) and us-
ascii, the second paragraph of section 3.1.4.2 applies so that the

| PP obj ect MJUST accept the request, perform code set conversion

bet ween these two charsets with "the highest fidelity possible" and
return ’successful-ok’, rather than a warning ’successful - ok-
conflicting-attributes, or an error. The printer will do the best it
can to convert between each of the character sets that it supports--
even if that neans providing a string of question marks because none
of the characters are representable in US ASCII. If it can’t perform
such conversion, it MJST NOT advertise us-ascii as a value of its
"attributes-charset-supported" and MJIST reject any request that
requests ’'us-ascii’.

One | PP object inplenentation strategy is to convert all request text
and name values to a Unicode internal representation. This is 16-bit
and virtually universal. Then convert to the specified operation
attributes-charset on output.

Also it would be smarter for a client to ask for 'utf-8', rather than

"us-ascii’ and throw away characters that it doesn’'t understand,
rat her than dependi ng on the code conversion of the |IPP object.
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2.6.2 What charset to return when an unsupported charset is requested?

Section 3.1.4.1 Request QOperation attributes was clarified in
Novenber 1998 as fol |l ows:

Al clients and | PP objects MJST support the 'utf-8" charset

[ RFC2044] and MAY support additional charsets provided that they
are registered with 1ANA [IANA-CS]. If the Printer object does
not support the client supplied charset value, the Printer object
MUST reject the request, set the "attributes-charset” to 'utf-8
in the response, and return the 'client-error-charset-not-
supported’ status code and any 'text’ or 'name’ attributes using
the "utf-8 charset.

Since the client and | PP object MJST support UTF-8, returning any
text or name attributes in UTF-8 when the client requests a charset
that is not supported should allow the client to display the text or
name.

Since such an error is a client error, rather than a user error, the
client should check the status code first so that it can avoid

di spl ayi ng any other returned 'text’ and 'nane’ attributes that are
not in the charset requested.

Furthernore, [RFC2566] section 14.1.4.14 client-error-charset-not-
supported (0x040D) was clarified in Novenber 1998 as foll ows:

For any operation, if the IPP Printer does not support the charset
supplied by the client in the "attributes-charset" operation
attribute, the Printer MUST reject the operation and return this
status and any 'text’ or 'nanme’ attributes using the 'utf-8
charset (see Section 3.1.4.1).

2.6.3 Natural Language Override (NLO

The "text’ and 'nane’ attributes each have two forns. One has an
inmplicit natural |anguage, and the other has an explicit natural

| anguage. The 'text WthoutlLanguage' and ’'textWthout Language' are
the two "text’ forms. The 'naneWthout Language" and
nanmeW t hLanguage are the two 'name’ forms. |f a receiver (IPP object
or IPP client) supports an attribute with attribute syntax "text’, it
MUST support both fornms in a request and a response. A sender (IPP
client or I PP object) MAY send either formfor any such attribute.
When a sender sends a Wt hout Language form the inplicit natural

| anguage is specified in the "attributes-natural -l anguage" operation
attribute which all senders MJST include in every request and
response.
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When a sender sends a WthLanguage form it MAY be different fromthe
inplicit natural |anguage supplied by the sender or it MAY be the
sane. The receiver MJIST treat either form equivalently.

There is an inplenmentation decision for senders, whether to always
send the WthLanguage forns or use the Wthout Language form when the
attribute’ s natural |anguage is the sane as the request or response.
The forner approach nakes the sender inplenmentation sinpler. The
|atter approach is nore efficient on the wire and allows inter-

wor ki ng with non-conform ng receivers that fail to support the

Wt hLanguage fornms. As each approach have advantages, the choice is
conpletely up to the inplenenter of the sender

Furthernmore, when a client receives a "text’ or 'nane’ job attribute
that it had previously supplied, that client MJUST NOT expect to see
the attribute in the sane form i.e., in the same Wthout Language or
Wt hLanguage formas the client supplied when it created the job.

The | PP object is free to transformthe attribute fromthe

Wt hLanguage formto the Wthout Language form and vice versa, as |ong
as the natural |anguage is preserved. However, in order to neet this
latter requirenent, it is usually sinpler for the I PP object

i npl ementation to store the natural |anguage explicitly with the
attribute value, i.e., to store using an internal representation that
resenbl es the WthLanguage form

The I PP Printer MJST copy the natural |anguage of a job, i.e., the
val ue of the "attributes-natural-|anguage" operation attribute
supplied by the client in the create operation, to the Job object as
a Job Description attribute, so that a client is able to query it.

In returning a Get-Job-Attributes response, the | PP object MAY return
one of three natural |anguage values in the response’s "attri butes-
nat ur al - | anguage" operation attribute: (1) that requested by the
requester, (2) the natural |anguage of the job, or (3) the configured
natural |anguage of the IPP Printer, if the requested | anguage is not
supported by the I PP Printer

This "attri butes-natural -1anguage" Job Description attribute is
useful for an I PP object inplenmentation that prints start sheets in
t he | anguage of the user who submitted the job. This sane Job
Description attribute is useful to a nulti-lingual operator who has
to conmunicate with different job subnmitters in different natura

| anguages. This sanme Job Description attribute is expected to be
used in the future to generate notification nessages in the natura
| anguage of the job submtter.

Early drafts of [RFC2566] contained a job-level natural |anguage

override (NLO for the Get-Jobs response. A job-level (NLO is an
(unrequested) Job Attribute which then specified the inplicit natura
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| anguage for any other W thoutlLanguage job attributes returned in the
response for that job. Interoperability testing of early

i npl enent ati ons showed that no one was inplenmenting the job-level NLO
in Get-Job responses. So the job-level NLOwas elinmnated fromthe
Get- Jobs response. This sinplification makes all requests and
responses consistent in that the inplicit natural |anguage for any
Wt hout Language 'text’ or 'name’ formis always supplied in the
request’s or response’'s "attributes-natural -l anguage" operation
attribute.

2.7 The "queued-job-count" Printer Description attribute
2.7.1 Wiy is "queued-j ob-count" RECOMVENDED?

The reason that "queued-job-count" is RECOMVENDED, is that some
clients ook at that attribute al one when summari zi ng the status of a
list of printers, instead of doing a Get-Jobs to determ ne the nunber
of jobs in the queue. Inplenentations that fail to support the
"queued-j ob-count” will cause that client to display 0 jobs when
there are actually queued j obs.

W woul d have nmade it a REQU RED Printer attribute, but some
i npl ement ati ons had al ready been conpl eted before the i ssue was
rai sed, so nmaking it a SHOULD was a conproni se.

2.7.2 Is "queued-job-count" a good neasure of how busy a printer is?

The "queued-job-count” is not a good neasure of how busy the printer
is when there are held jobs. A future registration could be to add a
"hel d-j ob-count” (or an "active-job-count") Printer Description
attribute if experience shows that such an attribute (conbination) is
needed to quickly indicate how busy a printer really is.

2.8 Sending enpty attribute groups

The [ RFC2566] and [ RFC2565] specifications RECOVWEND that a sender
not send an enpty attribute group in a request or a response.

However, they REQU RE a receiver to accept an enpty attribute group
as equivalent to the om ssion of that group. So a client SHOULD omit
the Job Tenplate Attributes group entirely in a create operation that
is not supplying any Job Tenplate attributes. Sinmilarly, an |IPP

obj ect SHOULD onmit an enpty Unsupported Attributes group if there are
no unsupported attributes to be returned in a response.
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The [ RFC2565] specification REQU RES a receiver to be able to receive
either an enpty attribute group or an omtted attribute group and
treat themequivalently. The term"receiver" nmeans an | PP object for
a request and a client for a response. The term "sender’ neans a
client for a request and an | PP object for a response.

There is an exception to the rule for Get-Jobs when there are no
attributes to be returned. [RFC2565] contains the follow ng
par agr aph:

The syntax allows an xxx-attributes-tag to be present when the
XXx-attribute-sequence that follows is enpty. The syntax is
defined this way to allow for the response of Get-Jobs where no
attributes are returned for sonme job-objects. Athough it is
RECOMMENDED t hat the sender not send an xxx-attributes-tag if
there are no attributes (except in the Get-Jobs response just
menti oned), the receiver MIST be able to decode such syntax.

2.9 Returning unsupported attributes in Get-Xxxx responses

In the Get-Printer-Attributes, Get-Jobs, or Get-Job-Attributes
responses, the client cannot depend on getting unsupported attributes
returned in the Unsupported Attributes group that the client
requested, but are not supported by the |IPP object. However, such
unsupported requested attributes will not be returned in the Job
Attributes or Printer Attributes group (since they are unsupported).
Furthernmore, the IPP object is REQU RED to return the *successful -
ok-ignored-or-substituted-attri butes’ status code, so that the client
knows that not all that was requested has been returned.

2.10 Returning job-state in Print-Job response

An I PP client submits a small job via Print-Job. By the tinme the |PP
printer/print server is putting together a response to the operation,
the job has finished printing and been renpved as an object fromthe

print system \What should the job-state be in the response?

The Mbdel suggests that the Printer return a response before it even
accepts the docunent content. The Job Object Attributes are returned
only if the I PP object returns one of the success status codes. Then
the job-state woul d al ways be "pendi ng" or "pending-hel d".

This issue cones up for the inplenentation of an I PP Printer object
as a server that forwards jobs to devices that do not provide job

status back to the server. |If the server is reasonably certain that
the job conpleted successfully, then it should return the job-state
as 'conpleted’. Also the server can keep the job in its "job

history" long after the job is no longer in the device. Then a user
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could query the server and see that the job was in the ’'conpleted
state and conpleted as specified by the job’s "time-at-conpl et ed"
time which would be the sane as the server subnitted the job to the
devi ce.

An alternative is for the server to respond to the client before or
whil e sending the job to the device, instead of waiting until the
server has finished sending the job to the device. 1In this case, the
server can return the job's state as 'pending’ with the 'job-
outgoing’ value in the job’s "job-state-reasons" attribute.

If the server doesn’t know for sure whether the job conpleted
successfully (or at all), it could return the (out-of-band) ’unknown’
val ue.

On the other hand, if the server is able to query the device and/or
setup sone sort of event notification that the device initiates when
the job nmakes state transitions, then the server can return the
current job state in the Print-Job response and in subsequent queries
because the server knows what the job state is in the device (or can
query the device).

Al'l of these alternatives depend on inplenentation of the server and
t he devi ce.

2.11 Flow controlling the data portion of a Print-Job request

A paused printer (or one that is stopped due to paper out or jamor
spool space full or buffer space full, may flow control the data of a
Print-Job operation (at the TCP/IP layer), so that the client is not
able to send all the docunent data. Consequently, the Printer wll
not return a response until the condition is changed.

The Printer should not return a Print-Job response with an error code

in any of these conditions, since either the printer will be resuned
and/or the condition will be freed either by human intervention or as
jobs print.

In witing test scripts to test IPP Printers, the script nmust also be
written not to expect a response, if the printer has been paused,
until the printer is resuned, in order to work with all possible

i npl enent ati ons.

2.12 Multi-valued attributes
What is the attribute syntax for a nulti-valued attribute? Since

sone attributes support values in nore than one data type, such as
"media", "job-hold-until", and "job-sheets", |IPP semantics associate
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the attribute syntax with each value, not with the attribute as a
whol e. The protocol associates the attribute syntax tag with each
value. Don’t be fooled, just because the attribute syntax tag comnes
before the attribute keyword. Al attribute values after the first
have a zero length attribute keyword as the indication of a
subsequent val ue of the same attribute.

2.13 Querying jobs with I PP that were submtted using other job
subm ssi on protocols

The following clarification was added to [ RFC2566] section 8.5:
8.5 Queries on jobs subnitted using non-1PP protocols

If the device that an IPP Printer is representing is able to
accept jobs using other job subnission protocols in addition to
IPP, it is RECOWEND that such an inplenmentation at |east all ow
such "foreign" jobs to be queried using Get-Jobs returning "job-
id" and "job-uri" as 'unknown’. Such an inplenentati on NEED NOT
support all of the same IPP job attributes as for IPP jobs. The
| PP obj ect returns the ’unknown’ out-of-band val ue for any
requested attribute of a foreign job that is supported for |IPP
jobs, but not for foreign jobs.

It is further RECOWENDED, that the IPP Printer generate "job-id"
and "job-uri" values for such "foreign jobs", if possible, so that
they may be targets of other |PP operations, such as Get-Job-
Attributes and Cancel -Job. Such an inplenentation al so needs to
deal with the problem of authentication of such foreign jobs. One
approach would be to treat all such foreign jobs as belonging to
users other than the user of the IPP client. Another approach
woul d be for the foreign job to belong to 'anonymous’. Only if
the IPP client has been authenticated as an operator or
admi ni strator of the IPP Printer object, could the foreign jobs be
gueried by an I PP request. Alternatively, if the security policy
is to allow users to query other users’ jobs, then the foreign
jobs would al so be visible to an end-user |PP client using GCet-
Jobs and Cet-Job-Attributes.

Thus | PP MAY be inplenmented as a "universal" protocol that provides

access to jobs subnitted with any job subm ssion protocol. As IPP
becones widely inplenmented, providing a nore universal access nekes
sense.
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2.14 The 'none’' value for enpty sets

[ RFC2566] states that the ’'none’ value should be used as the val ue of
a 1SetdX when the set is enpty. In nbpst cases, sets that are
potentially enpty contain keywrds so the keyword 'none’ is used, but
for the 3 finishings attributes, the values are enuns and thus the
enpty set is represented by the enum3. Currently there are no other
attributes with 1SetOf val ues which can be enpty and can contain

val ues that are not keywords. This exception requires special code

and is a potential place for bugs. It would have been better if we
had chosen an out-of -band val ue, either "no-value" or some new val ue,
such as "none’. Since we didn't, inplenentations have to deal with
the different representations of 'none’, depending on the attribute
synt ax.

2.15 CGet-Jobs, ny-jobs="true', and ’requesting-user-nanme’ ?

I n [ RFC2566] section 3.2.6.1 ' Get-Jobs Request’, if the attribute
my-jobs’ is present and set to TRUE, MJST the ’'requesting-user-nang’
attribute be there to, and if it’s not present what should the IPP
printer do?

[ RFC2566] Section 8.3 describes the various cases of "requesting-
user - nane" being present or not for any operation. |If the client
does not supply a value for "requesting-user-nanme", the printer MJST
assune that the client is supplying some anonynous name, such as
"anonynous".

2.16 The "nul tipl e-docunent - handl i ng" Job Tenplate attribute and support
of nmultiple docunent jobs

ISSUE: IPP/1.0 is silent on which of the four effects an
i npl erentation would performif it supports Create-Job, but does not
support "multipl e-docunent-handling"

Afix to IPP/1.0 would be to require inplenmenting all four val ues of
"mul tipl e-docunent -handling" if Create-Job is supported at all. O
at | east ’single-docunent-new sheet’ and ’separat e-docunent s-

uncol | ated-copies’. 1In any case, an inplenentation that supports
Create-Job SHOULD al so support "multipl e-docunent-handling”. Support
for all four values is RECOWENDED, but at |east the ’single-
docunent - new sheet’ and ’ separ at e- docunent s- uncol | at ed- copi es

val ues, along with the "nultipl e-docunent-handl i ng-defaul t"

i ndi cating the default behavi or and "multipl e-docunent - handl i ng-
supported" values. |If an inplenentation spools the data, it should
al so support the ’'separate-docunents-coll ated-copies’ value as well.
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3 Encoding and Transport

This section discusses various aspects of |IPP/1.0 Encodi ng and
Transport [RFC2565].

A server is not required to send a response until after it has
received the client.s entire request. Hence, a client nust not
expect a response until after it has sent the entire request.

However, we recommend that the server return a response as soon as
possible if an error is detected while the client is still sending
the data, rather than waiting until all of the data is received.
Therefore, we also recormmend that a client listen for an error
response that an I PP server MAY send before it receives all the data.
In this case a client, if chunking the data, can send a premature
zero-length chunk to end the request before sending all the data (and
so the client can keep the connection open for other requests, rather
than closing it). If the request is blocked for sone reason, a client
MAY determi ne the reason by opening another connection to query the
server using Get-Printer-Attributes.

In the followi ng sections, there are a tables of all HITP headers
whi ch describe their use in an IPP client or server. The follow ng
is an explanation of each colum in these tables.

- the .header. colum contains the nane of a header

- the .request/client. colum indicates whether a client sends the
header .

- the .request/ server. colum indicates whether a server supports
t he header when received.

- the .response/ server. columm indicates whether a server sends
t he header.

- the .response /client. colunn indicates whether a client
supports the header when received.

- the .values and conditions. colum specifies the all owed header
val ues and the conditions for the header to be present in a
request/response.

The table for .request headers. does not have columms for responses,
and the table for .response headers. does not have columms for
requests.

The following is an explanation of the values in the .request/client.
and .response/ server. colums.

- nust: the client or server MJST send the header,

- nust-if: the client or server MJUST send the header when the
condi tion described in the .values and conditions. colum is
net,
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- may: the client or server MAY send the header
- not: the client or server SHOULD NOT send the header. It is not
relevant to an I PP inplenmentation.

The following is an explanation of the values in the
.response/client. and .request/ server. colums.

- nust: the client or server MJST support the header,

- may: the client or server MAY support the header

- not: the client or server SHOULD NOT support the header. It is
not relevant to an I PP inplenmentation.

3.1 Ceneral Headers
The following is a table for the general headers.
Gener al - Request Response Val ues and Conditions

Header

Client Server Server dient

Cache- must not nmust not . no-cache. only

Cont r ol

Connecti on must -i f nust must -  nust .close. only. Both
i f client and server

SHOULD keep a
connection for the
duration of a sequence
of operations. The
client and server MJST
i nclude this header
for the last operation
in such a sequence.

Dat e may may nmust may per RFC 1123 [ RFC1123]
from RFC 2068
[ RFC2068]

Pragma must not nmust not . no-cache. only

Tr ansfer - must -i f nust must -  nust . chunked. only .

Encodi ng i f Header MJST be present
if Content-Length is
absent .
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Upgr ade not not not not
Vi a not not not not

3.2 Request Headers

The following is a table for the request headers.

Request - Header dient Server Request Val ues and Conditions

Accept may nmust .application/ipp. only. This
value is the default if the

Request - Header dient Server Request Val ues and Conditions
client onmits it

Accept - Char set not not Charset information is within
the application/ipp entity

Accept - Encodi ng may nmust enpty and per RFC 2068 [ RFC2068]
and | ANA registry for content-
codi ngs

Accept - Language not not | anguage information is within

the application/ipp entity

Aut hori zati on must-if rmust per RFC 2068. A client MJST send
this header when it receives a
401 . Unaut hori zed. response and
does not receive a .Proxy-
Aut henti cate. header.

From not not per RFC 2068. Because RFC
recommends sending this header
only with the user.s approval, it
is not very useful

Host must nmust per RFC 2068
| f-Mtch not not

| f-Modified- not not

Si nce

| f - None- Mat ch not not
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| f - Range

| f - Unnodi fi ed-
Si nce

Max- For war ds

Pr oxy-
Aut hori zati on

Range
Ref er er

User - Agent

| PP/ 1. 0:

not

not

not

nust-if

not

not

not

3.3 Response Headers

not

not

not

not

not

not

not

| npl ementer’ s Cuide

July 1999

per RFC 2068. A client MJST send
receives a
response and a

this header when it
401 . Unaut hori zed.

. Proxy- Aut hent i cat e.

The following is a table for the request headers.

Response-
Header

Accept - Ranges
Age

Locati on

Pr oxy-

Aut henti cat e
Publ i c
Retry-After
Server

Vary

Vr ni ng

Hastings & Manros

Ser ver

not
not

nust-if

not

may
may
not
not

nmay

ai

not
not

may

mus

may
may
not
not

may

ent

t

header.

Response Val ues and Conditions

per RFC 2068. \Wen UR
redirection.

per RFC 2068

per RFC 2068

per RFC 2068

per RFC 2068
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VWA nmust-if nust per RFC 2068. \Wen a server needs to
authenticate a client.

Aut henti cat e

3.4 Entity Headers

The following is a table for the entity headers.

Entity- Header Request
dient
Al'l ow not

Cont ent - Base not

Cont ent - may
Encodi ng

Cont ent - not
Language

Cont ent - must -i f
Lengt h

Entity- Header Request

Cient

Cont ent - not
Locati on

Cont ent - MD5 may
Cont ent - Range not

Cont ent - Type must

ETag not

Expires not

Hastings & Manros

Response

Server Server

not

not

not

not

must nmust

not

must

not

dient

not

not

nmust

not

must -i f rmnust

Response

Server Server

not

may

not

not

nmay

not

must nmust

not

not

not

not

dient

not

may
not

must

not

not
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Val ues and Condi ti ons

per RFC 2068 and | ANA
registry for content
codi ngs.

Application/ipp

handl es | anguage

the length of the

nessage- body per RFC
2068. Header MJST be
present if Transfer-

Val ues and Condi ti ons

Encodi ng i s absent.

per RFC 2068

.application/ipp.
only
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Last-Mdified not not not not

3.5 Optional support for HITP/ 1.0

| PP i npl enentati ons consist of an HTTP | ayer and an I PP layer. In
the followi ng discussion, the term"client"” refers to the HITP client
| ayer and the term"server" refers to the HITP server layer. The
Encodi ng and Transport docunent [RFC2565] requires that HTTP 1.1 MJST
be supported by all clients and all servers. However, a client

and/ or a server inplenmentation may choose to al so support HITP 1.0.

- This option neans that a server may choose to comunicate with a
(non-conformng) client that only supports HTTP 1.0. In such cases
the server should not use any HTTP 1.1 specific paraneters or
features and should respond using HTTP version nunber 1.0.

- This option also neans that a client may choose to conmmunicate with
a (non-conform ng) server that only supports HTTP 1.0. In such
cases, if the server responds with an HTTP . unsupported version
nunber. to an HITP 1.1 request, the client should retry using HITP
version nunber 1.0.

3.6 HTTP/ 1.1 Chunking
3.6.1 Disabling | PP Server Response Chunking

Clients MUST anticipate that the HTTP/ 1.1 server may chunk responses
and MJUST accept themin responses. However, a (non-conformng) HITP
client that is unable to accept chunked responses nay attenpt to
request an HTTP 1.1 server not to use chunking in its response to an
operation by using the followi ng HITP header

TE: identity
Thi s nechani sm shoul d not be used by a server to disable a client
from chunking a request, since chunking of docunent data is an
i mportant feature for clients to send | ong docunents.

3.6.2 Warning About the Support of Chunked Requests

This section describes sonme problems with the use of chunked requests
and HTTP/ 1.1 servers.

The HTTP/ 1.1 standard [HTTP] requires that conform ng servers support
chunked requests for any method. However, in spite of this

requi rement, some HTTP/ 1.1 inpl enentations support chunked responses
in the CGET nmethod, but do not support chunked POST net hod requests.
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Sone HTTP/ 1.1 inplenentations that support CA scripts [CA] and/or
servlets [Servlet] require that the client supply a Content-Length.
These inpl enentations night reject a chunked POST net hod and return a
411 status code (Length Required), might attenpt to buffer the
request and run out of roomreturning a 413 status code (Request
Entity Too Large), or might successfully accept the chunked request.

Because of this lack of conformance of HTTP servers to the HTTP/ 1.1
standard, the I PP standard [ RFC2565] REQUI RES that a conforming | PP
Printer object inplenmentation support chunked requests and that
conforming clients accept chunked responses. Therefore, | PP object

i npl enenters are warned to seek HITP server inplenmentations that
support chunked POST requests in order to conformto the |IPP standard
and/ or use inplenentation techniques that support chunked PCST
requests.

4 References

[CA] Coar, K and D. Robinson, "The WW Commobn Gateway | nterface
Version 1.1 (CA/1.1)", Work in Progress.

[ HTTP] Fielding, R, Cettys,J., Mgul, J., Frystyk,, H, Msinter
L., Leach, P. and T. Berners-Lee, "Hypertext Transfer
Protocol -- HTTP/1.1", RFC 2616, June 1999.

[ RFC2569] Herriot, R, Hastings, T., Jacobs, N. and J. Martin,
"Mappi ng between LPD and | PP Protocol s", RFC 2569, Apri
1999.

[ RFC2566] deBry, R, Hastings, T., Herriot, R, Isaacson, S. and P.
Powel |, "Internet Printing Protocol/1.0: Mdel and
Semantics", RFC 2566, April 1999.

[ RFC2565] Herriot, R, Butler, S., More, P. and R Tuner, "Internet
Printing Protocol/1.0: Encoding and Transport", RFC 2565,
April 1999.

[ RFC2568] Zilles, S., "Rationale for the Structure and Mbdel and
Protocol for the Internet Printing Protocol", RFC 2568,
April 1999.

[ RFC2567] Wight, D., "Design Goals for an Internet Printing
Protocol ", RFC 2567, April 1999.

[ RFC1123] Braden, S., "Requirements for Internet Hosts - Application
and Support", STD 3, RFC 1123, Cctober 1989.

Hasti ngs & Manros | nf or mat i onal [ Page 61]



RFC 2639 | PP/ 1.0: Inplenenter’s Quide July 1999

[ RFC2026] Bradner, S., "The Internet Standards Process -- Revision
3", BCP 9, RFC 2026, Cctober 1996

[ RFC2068] Fielding, R, Gettys, J., Mgul, J., Frystyk, H and T.
Ber ners-Lee, "Hypertext Transfer Protocol -- HITP/1.1", RFC
2068, January 1997.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997

[ RFC2396] Berners-Lee, T., Fielding, R and L. Masinter, "Uniform
Resource ldentifiers (URI): Generic Syntax", RFC 2396
August 1998.

[Servlet] Servlet Specification Version 2.1
(http://java. sun. coni products/servlet/2. 1/index.htm).

[ SSL] Net scape, The SSL Protocol, Version 3, (Text version 3.02),
Novenber 1996.

4.1 Authors’ Addresses
Thomas N. Hasti ngs
Xer ox Cor poration
701 Aviation Blvd.

El Segundo, CA 90245

EMai | : hastings@pl0. es. xer ox. com

Carl - Uno Manros

Xer ox Cor poration
701 Avi ation Bl vd.

El Segundo, CA 90245

EMai | : manros@p10. es. xer ox. com

5 Security Considerations
Security issues are discussed in sections 2.2, 2.3.1, and 8.5.

6 Notices
The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in

this docunment or the extent to which any |icense under such rights
m ght or might not be available; neither does it represent that it
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has nade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11 [ BCP-11].

Copi es of clains of rights nade available for publication and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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