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Abstract

Thi s docunent defines M ME (bject Security Services (MXSS), a
protocol that uses the nultipart/signed and nultipart/encrypted
framework [7] to apply digital signature and encryption services to
M ME obj ects. The services are offered through the use of end-to-end
crypt ography between an originator and a recipient at the application
layer. Asymmetric (public key) cryptography is used in support of
the digital signature service and encryption key nmanagenent.
Synmmetric (secret key) cryptography is used in support of the
encryption service. The procedures are intended to be conpatible
with a wide range of public key nanagenent approaches, including both
ad hoc and certificate-based schenes. Mechanisnms are provided to
support many public key managenment approaches.
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1

| nt roducti on

MME [2], an acronym for "Miltipurpose Internet Miil Extensions”,
defines the format of the contents of Internet mail nessages and
provides for multi-part textual and non-textual nessage bodies. An
Internet electronic nmail nmessage consists of two parts: the headers
and the body. The headers forma collection of field/value pairs
structured according to STD 11, RFC 822 [1], whilst the body, if
structured, is defined according to MME. M ME does not provide for
the application of security services.

PEM [ 3-6], an acronym for "Privacy Enhanced Miil", defines nessage
encryption and nessage authentication procedures for text-based

el ectronic mail nessages using a certificate-based key managenent
mechani sm  The specifications include several features that are
easily and nore naturally supported by MM, for exanple, the
transfer encodi ng operation, the Content-Domain header, and the
support services specified by its Part IV [6]. The specification is
limted by specifying the application of security services to text
nmessages only.

MOSS is based in large part on the PEM protocol as defined by RFC
1421. Many of PEMs features and nost of its protocol specification
are included here. A conparison of MOSS and PEM may be found in
Section 8.

In order to make use of the MOSS services, a user (where user is not
limted to being a hunman, e.g., it could be a process or arole) is
required to have at |east one public/private key pair. The public
key nust be nade available to other users with whom secure

comuni cation is desired. The private key nmust not be disclosed to
any ot her user.

An originator’s private key is used to digitally sign M ME objects; a
reci pient would use the originator’s public key to verify the digital
signhature. A recipient’s public key is used to encrypt the data
encrypting key that is used to encrypt the M ME object; a recipient
woul d use the corresponding private key to decrypt the data
encrypting key so that the M Me object can be decrypted.

As long as the private keys are protected fromdisclosure, i.e., the
private keys are accessible only to the user to whomthey have been
assigned, the recipient of a digitally signed nessage will know from
whom t he nessage was sent and the originator of an encrypted nessage
will know that only the intended recipient is able to read it. For
assurance, the ownership of the public keys used in verifying digita
si gnatures and encrypting nessages should be verified. A stored
public key should be protected from nodification.
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The framework defined in [7] provides an enbodi nent of a M ME obj ect
and its digital signature or encryption keys. Wen used by MOSS the
framewor k provides digital signature and encryption services to
single and nmulti-part textual and non-textual M ME objects.

2. Applying MM (bject Security Services

The application of the MOSS digital signature service requires the
foll owm ng conponents.

(1) The data to be signed.
(2) The private key of the originator

The data to be signed is prepared according to the description bel ow
The digital signature is created by generating a hash of the data and
encrypting the hash value with the private key of the originator

The digital signature, some additional ancillary information

descri bed bel ow, and the data are then enbodied in a nultipart/signed
body part. Finally, the nultipart/signed body part may be
transferred to a recipient or processed further, for exanple, it may
be encrypt ed.

The application of the MOSS encryption service requires the foll ow ng
conponents.

(1) The data to be encrypted.
(2) A data encrypting key to encrypt the data.
(3) The public key of the recipient.

The data to be encrypted is prepared according to the description

bel ow. The originator creates a data encrypting key and encrypts the
data. The recipient’s public key is used to encrypt the data
encrypting key. The encrypted data, the encrypted data encrypting
key, and sone additional ancillary information described bel ow are
then enbodied in a multipart/encrypted body part, ready to be
transferred to a recipient or processed further, for exanple, it may
be signed.

The next two sections describe the digital signature and encryption
services, respectively, in detail

2.1. Digital Signature Service

The MOSS digital signature service is applied to M ME objects,
specifically a MM body part. The M M body part is created
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according to a local convention and then nade available to the
digital signature service.

The foll owi ng sequence of steps conprises the application of the
digital signature service.

(1) The body part to be signed nust be canonicalized.

(2) The digital signature and other control information nust be gen-
er at ed.

(3) The control information nust be enbodied in an appropriate M M=
content type.

(4) The control information body part and the data body part nust be
enbodied in a nultipart/signed content type.

Each of these steps is described bel ow.
2.1.1. Canonicalization

The body part nust be converted to a canonical formthat is uniquely
and unanbi guously representable in at |east the environment where the
digital signature is created and the environment where the digital
signature will be verified, i.e., the originator and recipient’s
environnment, respectively. This is required in order to ensure that
both the originator and recipient have the same data with which to
calculate the digital signature; the originator needs to be able to
create the digital signature value while the recipient needs to be
able to conpare a re-conmputed value with the received value. |If the
canonical formis representable on nany different host conmputers, the
signed data nmay be forwarded by recipients to additional recipients,
who will also be able to verify the original signature. This service
is called forwardabl e authenticati on.

The canonicalization transformation is a two step process. First,
t he body part nust be converted to a formthat is unanbi guously
representable on as many different host conputers as possible.
Second, the body part nust have its line delinmiters converted to a
uni que and unanbi guous representation

The representation chosen to satisfy the first step is 7bit, as
defined by M ME, the high order bit of each octet of the data to be
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signed nust be zero. A MME body part is conprised of two parts:
headers and content. Since the headers of body parts are already
required to be represented in 7bit, this step does not require
changes to the headers. This step requires that if the content is
not already 7bit then it nust be encoded with an appropriate M ME
content transfer encoding and a Content- Transfer-Encodi ng: header
must be added to the headers. For exanple, if the content to be
signed contains 8bit or binary data, the content nust be encoded with
ei ther the quoted-printable or base64 encodi ng as defined by M ME.

| MPLEMENTORS NOTE: Since the M M standard explicitly disallows
nested content transfer encodings, i.e., the content types
nmul ti part and nessage may not thensel ves be encoded, the 7bit
transformati on requires each nested body part to be individually
encoded in a 7bit representation. Any valid MM encoding, e.g.,
guot ed- printabl e or base64, may be used and, in fact, a different
encodi ng may be used on each of the non-7bit body parts.

Representing all content types in a 7bit format transfornms theminto
t ext - based content types. However, text-based content types present
a unique problem In particular, the line delimter used for a

t ext - based content type is specific to a |ocal environnent; different
environnents use the single character carriage-return (<CR>), the
single character line-feed (<LF>), or the two character sequence
"carriage-return line-feed (<CR><LF>)".

The application of the digital signature service requires that the
same line deliniter be used by both the originator and the recipient.
Thi s docunent specifies that the two character sequence "<CR><LF>"
nmust be used as the line delimter. Thus, the second step of the
canoni cal i zation transformation includes the conversion of the |ocal
line delimter to the two character sequence "<CR><LF>".

The conversion to the canonical line delimter is only required for
t he purposes of conputing the digital signature. Thus, originators
nmust apply the line delimter conversion before conputing the digita
signhature but nust transfer the data without the line delimter
conversion. Simlarly, recipients nust apply the line delimter
conversion before conputing the digital signature.

NOTE: An originator can not transfer the content with the line
delimter conversion intact because the conversion process is not

i denpotent. In particular, SMIP servers may thensel ves convert
the line delinmiter to a local line delinmter, prior to the nmessage
bei ng delivered to the recipient. Thus, a recipient has no way of
knowing if the conversion is present or not. |If the recipient
applies the conversion to a content in which it is already
present, the resulting content may have two line deliniters
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2.

1.

present, which would cause the verification of the signature to
fail.

| MPLEMENTORS NOTE: | npl enmentors should be aware that the
conversion to a 7bit representation is a function that is required
inamnimally conpliant MME user agent. Further, the line
delimter conversion required here is distinct fromthe sane
conversion included in that function. Specifically, the line
delimter conversion applied when a body part is converted to a
7bit representation (transfer encoded) is perforned prior to the
application of the transfer encoding. The line delimter
conversion applied when a body part is signed is perforned after
the body part is converted to 7bit (transfer encoded). Both line
delimter conversions are required.

2. Digital Signature Control Information

The application of the digital signature service generates contro

i nformati on which includes the digital signature itself. The syntax
of the control information is that of a set of RFC 822 headers,
except that the folding of header values onto continuation lines is
explicitly forbidden. Each header and value pair generated by the
digital signature service nmust be output on exactly one line.

The conplete set of headers generated by the digital signature
service is as follows.

Ver si on:
i ndi cates which version of the MOSS protocol the renaining headers
represent.

Originator-ID:
i ndicates the private key used to create the digital signature and
the corresponding public key to be used to verify it.

M C I nf o:
contains the digital signature val ue.

Each i nvocation of the digital signature service nust emt exactly
one Version: header and at |east one pair of Originator-ID: and M C
Info: headers. The Version: header nust always be enmitted first.
The Originator-ID: and M CInfo: headers are always emitted in pairs
in the order indicated. This specification allows an originator to
generate nultiple signatures of the data, presumably with different
signature algorithnms, and to include themall in the contro
information. The interpretation of the presence of multiple
sighatures is outside the scope of this specification except that a
M C-Info: header is always interpreted in the context of the
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i medi ately preceding Originator-1D: header.
2.1.2.1. Version:

The version header is defined by the gramar token <version> as
foll ows.

<version> ::= "Version:" "5" CRLF

Its value is constant and MOSS inpl enmentations conpliant with this
speci fication nmust recognize only this value and generate an error if
any ot her value is found.

2.1.2.2. Oiginator-I1D:

The purpose of the originator header is two-fold: to directly
identify the public key to be used to verify the digital signature
and to indirectly identify the user who owns both it and its
corresponding private key. Typically, a recipient is less interested
in the actual public key value, although obviously the recipient
needs the value to verify the signature, and nore interested in
identifying its owner. Thus, the originator header may convey either
or both pieces of information:

the public key to be used to verify the signature

the nanme of the owner and which of the owner’s public keys to use
to verify the signature

The decision as to what information to place in the value rests
entirely with the originator. The suggested value is to include
both. Recipients with whomthe originator has previously

conmuni cated will have to verify that the information presented is
consistent with what is already known. New recipients will want al
of the information, which they will need to verify prior to storing
in their |ocal database.

The originator header is defined by the granmar token <origid> as
foll ows.

<origid> ::="Oiginator-1D" <id> CRLF
The granmar token <id> is defined in Section 4.
2.1.2.3. MCInfo:

The purpose of the Message Integrity Check (M C) header is to convey
the digital signature value. |Its value is a comma separated |ist of
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three argunents: the hash (or MC) algorithmidentifier, the
signature algorithmidentifier, and the digital signature.

The M C header is defined by the gramrar token <micinfo> as follows.

<mcinfo> ::="MGCInfo:" <mcalgid>"," <ikalgid>",6"
<asynsi gnmi c> CRLF

The granmar tokens for the MC algorithns and identifiers
(<mcalgid>), signature algorithnms and identifiers (<ikalgid>), and
signed M C formats (<asynsignnic>) are defined by RFC 1423. They are
also reprinted in Appendix B

| MPLEMENTORS NOTE: RFC 1423 is referenced by the PEM protocol

whi ch includes support for symetric signatures and key
managenent. As a result, some of the grammar tokens defined
there, for exanple, <ikalgid> wll include options that are not
| egal for this protocol. These options nust be ignored and have
not been included in the appendi x.

2.1.3. application/noss-signature Content Type Definition
(1) MM type nane: application
(2) M ME subtype name: noss-signature
(3) Required paraneters: none
(4) Optional paraneters: none
(5) Encoding considerations: quoted-printable is always sufficient
(6) Security considerations: none

The "application/ nmoss-signature" content type is used on the second
body part of an enclosing nultipart/signed. |Its content is conprised
of the digital signature of the data in the first body part of the
encl osing nmultipart/signed and other control information required to
verify that signature, as defined by Section 2.1.2. The | abel
"application/ noss-signature” nust be used as the value of the
protocol parameter of the enclosing nmultipart/signed; the protoco
paraneter must be present.

Part of the signature verification information will be the Message
Integrity Check (MC) algorithn(s) used during the signature creation
process. The MC algorithm(s) identified in this body part mnust

mat ch the M C algorithm(s) identified in the micalg paranmeter of the
enclosing multipart/signed. If it does (they do) not, a user agent
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shoul d identify the discrepancy to a user and it may choose to either
halt or continue processing, giving precedence to the algorithmn(s)
identified in this body part.
An application/ noss-signature body part is constructed as foll ows:
Cont ent - Type: application/ noss-signature
<nDsssi g>
where the granmar token <npsssig> is defined as foll ows.
<nosssi g> .= <version> ( 1*<origasynflds>)

<versi on> o= "Version:" "5" CRLF

<origi d> <m ci nf 0>

<ori gasynfl ds>
<ori gi d> i="Oiginator-1D " <id> CRLF

<m ci nf o> = "MCInfo:" <nmicalgid>"," <ikalgid>",6"
<asynsi gnm ¢> CRLF

The token <id> is defined in Section 4. Al other tokens are defi ned
in Section 2.1.2.3.

2.1.4. Use of multipart/signed Content Type
The definition of the nultipart/signed content type in [7] specifies

three steps for creating the body part.

(1) The body part to be digitally signed is created according to a
| ocal convention, for exanple, with a text editor or a namil user
agent .

(2) The body part is prepared for the digital signature service
according to the protocol parameter, in this case according to
Section 2.1.1.

(3) The prepared body part is digitally signed according to the
protocol paranmeter, in this case according to Section 2.1. 2.

The nul tipart/signed content type is constructed as foll ows.
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(1) The value of its required paranmeter "protocol" is set to
"application/noss-signature".

(2) The signed body part becones its first body part.

(3) Its second body part is |abeled "application/noss-signature" and
is filled with the control information generated by the digital
signature service.

(4) The value of its required parameter "mcalg" is set to the sane
value used in the M CInfo: header in the control information.
If there is nore than one M C-Info: header present the value is
set to a comma separated list of values fromthe MCInfo
headers. The interpretation of the order of the |list of values
is outside the scope of this specification.

A multipart/signed content type with the MOSS protocol mght |ook as
foll ows:

Content - Type: nul tipart/signed;
pr ot ocol ="appl i cation/ noss-si gnat ure"
nm cal g="rsa-md5"; boundary="Si gned Message"

--Si gned Message
Content - Type: text/plain

This is some exanple text.

--Si gned Message
Cont ent - Type: application/ noss-signature

Version: 5

Oiginator-1D: | D1 NFORVATI ON

M C- I nfo: RSA- MD5, RSA, SI GNATURE- | NFORMATI ON
--Si gned Message- -

where | D- 1 NFORVATI ON and Sl GNATURE- | NFORMATI ON are descriptive of the
content that would appear in a real body part.

2.2. Encryption Service
The MOSS encryption service is applied to M Me objects, specifically

a M Me body part. The M ME body part is created according to a |oca
convention and then nmade available to the encryption service.
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The foll owi hg sequence of steps conprises the application of the
encryption service.

(1) The body part to be encrypted nmust be in M ME canonical form

(2) The data encrypting key and other control information nust be
gener at ed.

(3) The control information nust be enbodied in an appropriate M M=
content type.

(4) The control information body part and the encrypted data body
part nust be enbodied in a nultipart/encrypted content type.

The first step is defined by MME. The latter three steps are
descri bed bel ow.

2.2.1. Encryption Control Information

The application of the encryption service generates contro

i nformati on which includes the data encrypting key used to encrypt
the data itself. The syntax of the control information is that of a
set of RFC 822 headers, except that the folding of header val ues onto
continuation lines is explicitly forbidden. Each header and val ue
pair generated by the encryption service nust be output on exactly
one line.

First, the originator nmust retrieve the public key of the recipient.
The retrieval may be froma | ocal database or froma renote service.
The acquisition of the recipient’s public key is outside the scope of
the specification, although Section 5 defines one possible mechani sm

Wth the public key, the originator encrypts the data encrypting key
according to the Key-Info: header defined below The conplete set of
headers generated by the encryption service is as foll ows.

Ver si on:
i ndi cates which version of the MOSS protocol the renaining headers
represent and is defined in Section 2.1.2.1.

DEK- I nf o:
i ndi cates the al gorithm and node used to encrypt the data.
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Reci pient-1D
i ndi cates the public key used to encrypt the data encrypting key
that was used to encrypt the data.

Key- | nf o:
contains data encrypting key encrypted with the recipient’s public
key.

Each i nvocation of the encryption service nust enmit exactly one
Version: header, exactly one DEK-I1nfo: header, and at |east one pair
of Recipient-ID: and Key-Info: headers. Headers are always enmtted
in the order indicated. The Recipient-ID: and Key-Info: headers are
always enmitted in pairs in the order indicated, one pair for each
reci pient of the encrypted data. A Key-Info: header is always
interpreted in the context of the imediately precedi ng Recipient-1D
header .

| MPLEMENTORS NOTE: | npl enentors shoul d al ways generate a

Reci pient-1D: and Key-1nfo header pair representing the originator
of the encrypted data. By doing so, if an originator sends a
nessage to a recipient that is returned undelivered, the

originator will be able to decrypt the nmessage and determ ne an
appropriate course of action based on its content. |[If not, an
originator will not be able to review the nessage that was sent.

2.2.1.1. DEK- | nf o:

The purpose of the data encrypting key information header is to

i ndicate the algorithmand node used to encrypt the data, along with
any cryptographic paraneters that may be required, e.g.,
initialization vectors. |Its value is either a single argunent
indicating the algorithmand node or a comma separated pair of
argunents where the second argunent carries any cryptographic
paraneters required by the algorithmand node indicated in the first
argunent .

The data encrypting key information header is defined by the granmar
t oken <deki nfo> as foll ows.

<dekinfo> ::= "DEK-Info" ":" <dekal gi d>
[ "," <dekparameters> ] CRLF

The granmar tokens for the encryption al gorithm and node identifier
(<dekal gi d>) and the optional cryptographic paraneters
(<dekparaneters>) are defined by RFC 1423. They are also reprinted
in Appendi x B
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2.2.1.2. Recipient-1D:

The purpose of the recipient header is to identify the private key
that nust be used to decrypt the data encrypting key that will be
used to decrypt the data. Presumably the recipient owns the private
key and thus is less interested in identifying the owner of the key
and nore interested in the private key value itself. Nonethel ess,
the recipient header may convey either or both pieces of information:

the public key corresponding to the private key to be used to
decrypt the data encrypting key

the name of the owner and which of the owner’s private keys to use
to decrypt the data encrypting key

The decision as to what information to place in the value rests
entirely with the originator. The suggested choice is to include
just the public key. However, sone recipients may prefer that
originators not include their public key. How this preference is
conveyed to and nanaged by the originator is outside the scope of
this specification.

The recipient header is defined by the gramar token <recipid> as
foll ows.

<recipid> ::= "Recipient-1D" <id> CRLF
The granmar token <id> is defined in Section 4.
2.2.1.3. Key-Info:
The purpose of the key information header is to convey the encrypted
data encrypting key. |Its value is a comma separated list of two
argunents: the algorithmand node identifier in which the data

encrypting key is encrypted and the encrypted data encrypting key.

The key information header is defined by the grammar token
<asynkeyi nfo> as foll ows.

<asynkeyinfo> ::= "Key-Info" ":" <ikalgid>"," <asynencdek> CRLF
The granmar tokens for the encryption algorithmand node identifier
(<i kal gid>) and the encrypted data encrypting key fornat
(<asynsignnic>) are defined by RFC 1423. They are also reprinted in
Appendi x B.

| MPLEMENTORS NOTE: RFC 1423 is referenced by the PEM protocol
whi ch includes support for symmetric signatures and key
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2.

2.

managenent. As a result, some of the grammar tokens defined
there, for exanple, <ikalgid> wll include options that are not
| egal for this protocol. These options nust be ignored and have
not been included in the appendi x.
2. application/noss-keys Content Type Definition
(1) MM type nane: application
(2) M ME subtype nane: noss-keys
(3) Required paraneters: none
(4) Optional paraneters: none
(5) Encoding considerations: quoted-printable is always sufficient
(6) Security considerations: none
The "application/ noss-keys" content type is used on the first body
part of an enclosing nultipart/encrypted. |Its content is conprised
of the data encryption key used to encrypt the data in the second
body part and other control information required to decrypt the data,
as defined by Section 2.2.1. The label "application/noss-keys" nust
be used as the value of the protocol parameter of the encl osing
mul ti part/encrypted; the protocol paraneter nust be present.
An application/ noss-keys body part is constructed as follows:
Cont ent - Type: application/ noss-keys
<nosskeys>

where the <npbsskeys> token is defined as foll ows.

<nosskeys> ;1= <version> <deki nfo> 1*<reci pasynfl ds>
<versi on> .= "Version:" "5" CRLF
<deki nf 0> ::= "DEK-Info" ":" <dekal gi d>

[ "," <dekparaneters> ] CRLF

<reci pi d> <asynkeyi nf 0>

<reci pasynflds> ::
<reci pi d> .= "Recipient-1D:" <id> CRLF

"Key-Info" ":" <ikalgid>"," <asynmencdek> CRLF

<asynkeyi nf 0>
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The token <id> is defined in Section 4. The token <version> is
defined in Section 2.1.2.1. Al other tokens are defined in Section
2.2.1. 3.

2.2.3. Use of multipart/encrypted Content Type
The definition of the nultipart/encrypted body part in [7] specifies

three steps for creating the body part.

(1) The body part to be encrypted is created according to a | ocal
convention, for exanple, with a text editor or a mail user
agent .

(2) The body part is prepared for encryption according to the
protocol paranmeter, in this case the body part nmust be in MM
canoni cal form

(3) The prepared body part is encrypted according to the protocol
parameter, in this case according to Section 2.2.1.

The multipart/encrypted content type is constructed as foll ows.

(1) The value of its required paranmeter "protocol" is set to
"application/ noss-keys".

(2) The first body part is |abeled "application/noss-keys" and is
filled with the control information generated by the encryption
servi ce.

(3) The encrypted body part becones the content of its second body
part, which is | abeled "application/octet-streant.

A multipart/encrypted content type with the MOSS protocol mght |ook
as foll ows:
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Content - Type: nultipart/encrypted;
pr ot ocol ="application/ noss-keys";
boundar y="Encrypt ed Message"

--Encrypted Message
Cont ent - Type: application/ noss-keys

Version: 5

DEK- | nf o: DES- CBC, DEK- | NFORVATI ON
Reci pient-1D: | D- | NFORVATI ON

Key- 1 nf o: RSA, KEY- | NFORVATI ON

--Encrypted Message
Cont ent - Type: application/octet-stream

ENCRYPTED- DATA
--Encrypted Message- -

wher e DEK- | NFORVATI ON, | D-1 NFORVATI ON, and KEY- 1 NFORMATI ON ar e
descriptive of the content that woul d appear in a real body part.

3. Renpbving M MeE Object Security Services
The verification of the MOSS digital signature service requires the
fol |l owi ng conmponents.

(1) Arecipient to verify the digital signature.

(2) A multipart/signed body part with two body parts: the signed
data and the control information.

(3) The public key of the originator.

The signed data and control information of the enclosing

mul ti part/signed are prepared according to the description bel ow
The digital signature is verified by re-conmputing the hash of the
data, decrypting the hash value in the control information with the
originator’s public key, and conparing the two hash values. |If the
two hash val ues are equal, the signature is valid.

The decryption of the MOSS encryption service requires the follow ng
conponents.
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(1) A recipient to decrypt the data.

(2) A mltipart/encrypted body part with two body parts: the
encrypted data and the control information

(3) The private key of the recipient.

The encrypted data and control information of the enclosing

mul ti part/encrypted are prepared according to the description bel ow.
The data encrypting key is decrypted with the recipient’s private key
and used to decrypt the data.

The next two sections describe the digital signature and encryption
services in detail, respectively.

3.1. Digital Signature Service

This section describes the processing steps necessary to verify the
MOSS digital signature service. The definition of the

mul ti part/signed body part in [7] specifies three steps for receiving
it.

(1) The digitally signed body part and the control information body
part are prepared for processing.

(2) The prepared body parts are nade available to the digital
signature verification process.

(3) The results of the digital signature verification process are
nmade avail able to the user and processing continues with the
digitally signed body part, as returned by the digital signature
verification process.

Each of these steps is described bel ow.
3.1.1. Preparation
The digitally signed body part (the data) and the control information

body part are separated fromthe enclosing multipart/signed body
part.
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The control information is prepared by renoving any content transfer
encodi ngs that may be present.

The digitally signed body part is prepared by |eaving the content
transfer encodings intact and canonicalizing the line delimters
according to Step 2 of Section 2.1.1.

3.1.2. Verification

First, the recipient nust obtain the public key of the originator.
The public key may be contained in the control information or it may
be necessary for the recipient to retrieve the public key based on
information present in the control information. The retrieval may be
froma | ocal database or froma renote service. The acquisition of
the originator’s public key is outside the scope of the

speci fication, although Section 5 defines one possible mechani sm

Wth the public key, the recipient decrypts the hash val ue contai ned
in the control information. Then, a new hash value is conputed over
the body part purported to have been digitally signed.

Finally, the two hash val ues are conpared to determi ne the accuracy
of the digital signature

3.1.3. Results

There are two required conponents of the results of the verification
process. The first is an indication as to whether a public key could
be found that allows the hash values in the previous step to conpare
equal . Such an indication verifies only that the data received is
the sanme data that was digitally signed.

The second indication identifies the owner of the public key who is
presumably the hol der of the private key that created the digita
signature. The indication nust include a testanment as to the
accuracy of the owner identification.

At issue is a recipient knowing who created the digital signature.

In order for the recipient to knowwith certainty who digitally

si gned the nmessage, the binding between the owner’s nane and the
public key must have been verified by the recipient prior to the
verification of the digital signature. The verification of the

bi ndi ng may have been conpleted offline and stored in a trusted,

| ocal database or, if the owner’s nanme and public key are enbodied in
a certificate, it nay be possible to conplete it in realtine. See
Section 5 for nore information.
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3.2. Encryption Service

This section describes the processing steps necessary to decrypt the
MOSS encryption service. The definition of the rultipart/encrypted
body part in [7] specifies three steps for receiving it.

(1) The encrypted body part and the control information body part
are prepared for processing.

(2) The prepared body parts are nmade avail able to the decryption
pr ocess.

(3) The results of the decryption process are nmade available to the
user and processing continues with the decrypted body part, as
returned by the decryption process.

Each of these steps is described bel ow.
3.2.1. Preparation

The encrypted body part (the data) and the control infornation body
part are separated fromthe enclosing nmultipart/encrypted body part.
The body parts are prepared for the decryption process by renoving
any content transfer encodings that nmay be present.

3.2.2. Decryption

First, the recipient nust |ocate the encrypted data encrypting key in
the control information. Each Recipient-ID: header is checked in
order to see if it identifies the recipient or a public key of the
recipi ent.

If it does, the immediately follow ng Key-Info: header will contain
the data encrypting key encrypted with the public key of the
recipient. The recipient nmust use the corresponding private key to
decrypt the data encrypting key.

The data is decrypted with the data encrypting key. The decrypted

data will be a M ME object, a body part, ready to be processed by a
M ME agent.
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3.2.3. Results

If the recipient is able to | ocate and decrypt a data encrypting key,
fromthe point of view of MOSS the decryption should be considered
successful. An indication of the owner of the private key used to
decrypt the data encrypting key nust be nmade available to the user

Utimtely, the success of the decryption is dependent on the ability
of a MM agent to continue processing with the decrypted body part.

4. ldentifying Oiginators, Recipients, and Their Keys

In the PEM specifications, public keys are required to be enbodied in
certificates, an object that binds each public key with a

di stingui shed nane. A distinguished nane is a name formthat
identifies the owner of the public key. The enbodinent is issued by
a certification authority, a role that is expected to be trustworthy
insofar as the certification authority would have procedures to
verify the identity of the owner prior to issuing the certificate.

In MOSS, a user is not required to have a certificate. The MOSS
services require that the user have at |east one public/private key
pair. The MOSS protocol requires the digital signature and
encryption services to emit Oiginator-ID. and Recipient-1D: headers,
as appropriate. In the discussion above the actual value of these
headers was onmitted, having been relegated to this section. Although
t he val ue of each of these headers serves a distinct purpose, for
sinplicity the single granmmar token <id> represents the val ue that
may be assigned to either header.

One possible value for the Originator-1D: and Recipient-ID: headers
is the public key values thensel ves. However, while it is true that
the public keys al one could be exchanged and used by users to

conmuni cate, the values are, in fact, |large and cunbersone. In

addi tion, public keys woul d appear as a random sequence of characters
and, as a result, would not be i medi ately consunabl e by human users.

NOTE: It should be pointed out that a feature of being able to
specify the public key explicitly is that it allows users to
exchange encrypted, anonynous mail. |In particular, receiving
users will always know a nessage cones fromthe same originating
user even if the real identity of the originating user is unknown.

Recogni zing that the use of public keys is, in general, unsuitable
for use by humans, MOSS allows other identifiers in Originator-ID
and Recipient-1D headers. These other identifiers are conprised of
two parts: a nane formand a key sel ector.
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The name formis chosen and asserted by the user who owns the
public/private key pair. Three name forns are specified by this
docunent. The use of a distinguished nanme is retained for
conmpatibility with PEM (and conpatibility with the X. 500 Directory
should it becone a ubiquitous service). However, the Internet
community has a great deal of experience with the use of electronic
mai | addresses as a name form Also, arbitrary strings are useful to
identify the owners of public keys when private name forns are used.
Hence, email addresses and arbitrary strings are included as nane
forms to increase flexibility.

Since a user may have nore than one public key and may wi sh to use
the same name formfor each public key, a nanme formis insufficient
for uniquely identifying a public key. A unique "key selector" nust
be assigned to each public key. The conbination of a name form and
the key selector uniquely identifies a public key. Throughout this
docunent, this combination is called an identifier. There are 5
identifiers specified by this docunent.

NOTE: In the sinplest case, key selectors will be assigned by the
owners of the public/private key pairs. This works best when
users generate their own key pairs for personal use, from which
they distribute their public key to others asserting by

decl aration that the public key belongs to them \Wen the
assertion that the public key belongs to themis nmade by a third
party, for exanple when a certification authority issues a
certificate to a user according to [4], the key selector may be
assigned by that third party.

The val ue of the key selector nust be unique with respect to the name
formwith which it forns an identifier. Although the sane key

sel ector value may be used by nore than one nane formit mnust not be
used for two different keys with the same nane form \When consi dered
separately, neither a nane formnor a key selector is sufficient for
identifying the public key to be used. Either could be used to
determ ne a set of public keys that may be tried in turn until the
desired public key is identified.

Wth a public/private key pair for one’s self and software that is
MOSS aware, an originating user may digitally sign arbitrary data and
send it to one or nore recipients. Wth the public keys of the
recipients, a user may encrypt the data so that only the intended
reci pients can decrypt and read it. Wth the name fornms assigned to
the public keys, originators and recipients can easily recognize
their peers in a comrunication

In the next section the 3 name forns are described in detail
Following that is the specification of the 5 identifiers.

Crocker, et al St andards Track [ Page 22]



RFC 1848 M ME bj ect Security Services Cct ober 1995

4. 1. Nane For ns

There are 3 nanme forns specified by this docunent: enmil addresses,
di sti ngui shed nanes, and arbitrary strings.

4.1.1. Emil Addresses

The emmil address (grammar token <emmilstr>) used nust be a valid
RFC822 address, which is defined in terns of one of the two granmmar

t okens <addr-spec> or <route-addr>. The grammar for these two tokens
is included in the Appendi x as a conveni ence; the definitive source
for these tokens is necessarily RFC822 [1].

<emai | str> .= <addr-spec> / <route-addr>
; an electronic mail address as defined by
; one of these two tokens from RFC822

For example, the strings "crocker@is.conf, "galvin@is.cont,
"murphy@is. conf, and "ned@nnosoft.cont are all enmil addresses.

4.1.2. Arbitrary Strings

The arbitrary string (grammar token <string>) nust have a |l ength of
at least 1. There are no other restrictions on the val ue chosen

<string> ::=; a non-null sequence of characters
For exanple, the string

the SAAG nmiling |ist maintainer
is an arbitrary string.

4.1.3. Distinguished Nanes

The di stingui shed nanme (granmmar token <dnanestr>) nust be constructed
according to the guidelines of the X500 Directory. The actua
syntax of the distinguished nane is outside the scope of this
speci fication. However, RFCl1422, for exanple, specifies syntactic
restrictions based on its choice of a certification hierarchy for
certificates.
For the purposes of conveying a distingui shed nanme froman origi nator

to a recipient, it nust be ASN. 1 encoded and then printably encoded
according to the base64 encodi ng defi ned by M ME.
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<dnanestr> .1 = <enchi n>
; a printably encoded, ASN. 1 encoded
; distinguished nanme (as defined by the ’Nange’
; production specified in X 501 [8])

For exanpl e,
/ Country Nane=US
/ State or Province Nane=MD
/[ Organi zati on Name=Trusted | nformati on Systens
/[ Organi zational Unit Name=d enwood
/ Common Nanme=Janes M @Gl vi n/
is a distinguished nane in a user friendly format (line breaks and
| eadi ng spaces present only to inprove readability). When encoded,
it woul d appear as follows (line breaks present only to inprove
readabi lity):
MGE0x Cz AJBgNVBAYTAl VTMXBWCQYDVQQ Ewd NRDEK MCI GALUEChMbVHI 1¢3RI ZCBJ
bnizvcmihdd vbi BTe XNOZWL z MREWDWYDVQQL EwhHb Gvud29v ZDEYMBYGAL UEAX MP
St ZXMgTS4gR2Fsdm u
4.2. ldentifiers
There are 5 types of identifiers specified by this docunent:
ermai | address identifiers
arbitrary string identifiers
di sti ngui shed nane identifiers
the public keys thensel ves
i ssuer name serial nunber pairs froma certificate
Al'l of these have approximately the same structure (except issuer
nane and serial nunber which has ' TYPE, STRING KEYSEL' for
hi storical reasons):
TYPE, KEYSEL, STRI NG

The TYPE field is a literal string chosen fromthe set "EN', "STR',
"DN', "PK"', and "IS", one for each of the possible identifiers.

The KEYSEL field is used to distinguish between the nmultiple public

keys that nay be associated with the name formin the STRING fi el d.
Its val ue nmust be unique with respect to all other key selectors used

Crocker, et al St andards Track [ Page 24]



RFC 1848 M ME bj ect Security Services Cct ober 1995

with the same name form An exanple would be to use a portion (low
order 16 or 32 bits) or all of the actual public key used.

The STRING field is the nane formand has a different syntax
according to the value of the TYPE field.

The identifier used in each of the originator and recipient fields is
described by the following grammar. The definition of the key

sel ector token is included here since it used by several of the
identifiers bel ow

<id> 1= <id-email>/ <id-string> | <id-dnane>
/ <id-publickey> / <id-issuer>

<keysel > 1*<hexchar >

; hex dunp of a non-null sequence of octets
Each of the identifier name forms is described bel ow.
4.2.1. Enmail Address
The emmil address identifier has the follow ng syntax.
<id-email > ;o= "EN' "," <keysel> "," <emailstr> CRLF
The syntax of the token <enmilstr> is defined in Section 4.1.1.
For exanmpl e:
EN, 1, gal vin@i s.com
is an enai| address identifier.
4.2.2. Arbitrary String
The arbitrary string identifier has the follow ng syntax.
<id-string> ;o= "STR'" "," <keysel> "," <string> CRLF
The syntax of the token <string> is defined in Section 4.1.2.
For exanmpl e:
STR, 1, The SAAG nmi ling |ist maintainer

is an arbitrary string identifier.
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4.2.3. Distingui shed Nane
The di stingui shed nanme identifier has the follow ng syntax.
<i d- dnanme> o= "DN'" "," <keysel> "," <dnanestr> CRLF
The syntax of the token <dnanestr> is defined in Section 4.1.3.
For example (line breaks present only to inprove readability):
DN, 1, M30xCz AJBgNVBAYTAI VTMIEWCQYDVQQ EwJ NRDEK MCI GALUEChMiVHI1c3R
| ZCBJbnizvenilhdd vbi BTe XN0OZWL z MREWDWYDVQQL EwhHb GVud29vZDEYMBYGALU
EAXMPSNFt ZXMy TS4gR2Fsdni u
is a distinguished nane identifier.
4.2.4. Public Key

The public key identifier has the follow ng syntax.

<id-publickey> ::="PK'" "," <publickey> ][ "," <id-subset>] CRLF

<enchi n>

; a printably encoded, ASN. 1 encoded public

; key (as defined by the

;' Subj ect Publ i cKeyl nfo’ production specified
;in X509 [9])

<publ i ckey>

<i d- subset > c:=<id-email>/ <id-string>/ <id-dnane>

The production Subj ectPublicKeylnfo is inmported fromthe X 500
Directory fromthe certificate object. It is currently the best
choice for a general purpose public key encoding.

For exanmple, (line breaks present only to inprove readability):

PK, MHkwCg YEVQgBAQ CAWADawAwWaAJ hAVAHQA5YWA357 AT qQB1laoClf O6BekJInG
4475mIkwd UxvDkwuxe/ EFdPKkXD@BxzdG WLi uh5K8k1 8KRGI9wh1HUATr ghGdhn
0LWBgG57Dmb5¢ BhYIDGM0CDnr pKZV3cQ DAQAB

is a public key identifier without the optional <id-subset>.

I n normal usage, the token <id-subset> is expected to be present. It
represents a mechani sm by which an identifier (nane form and key

sel ector) can be associated with a public key. Recipients of a
public key identifier nust take care to verify the accuracy of the
purported association. |If they do not, it may be possible for a
mal i cious originator to assert an identifier that accords the
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originator unauthorized privileges. See Section 5.2 for nore
details.

For example, (line breaks present only to inprove readability):
PK, MHkwCg YEVQBAQ CAWADawAwaAJhAMAHAS5YWA357GAf qQB1aoClf O6BekJInG
4475mIkwd UxvDkwuxe/ EFdPKkXD@EBxzdG WLi uh5K8k1 8KRGI9wh1HUATr ghGdhn
0LwW8gG67Dmb5¢cBhY9DGMOCDNr pKZV3cQ DAQAB, EN, 2, gal vin@i s. com

is a public key identifier with the optional <id-subset>.

4.2.5. |Issuer Nane and Serial Nunmber

The issuer nane and serial nunber identifier has the follow ng
synt ax.

<i d-i ssuer> IS "," <dnanestr> "," <serial> CRLF

1*<hexchar >
; hex dunp of a certificate serial nunber

<serial >

The <id-issuer> identifier is included for conpatibility with the

I D-ASymmetric fields defined in [3] (and conpatibility with X 500
Directory certificates should they become ubi quitously avail abl e).
Its syntax was chosen such that the older fields are easily converted
to this new formby prefixing the old value with "I'S" (and repl aci ng
the field name of [3] with an appropriate new ID field nanme). For
exanpl e, (line breaks present only to inprove readability):

'S, MFMkCz AJBgNVBAYTAI VTMBEWCQYDVQQ EwJd NRDEKMCI GATUEChMbVHI1c3
Rl ZCBJbnzvcnilhdd vbi BTeXN0ZWL.z MREWDWYDVQQLEwhHbGVud29vZA==, 02

is an issuer name and serial nunber identifier according to MJSS,
whi | e

MFMK Cz AJBgNVBAYTAI VTMQsWCQYDVQQ Ewd NRDEK MCI GALUEChMoVHI 1¢3
R ZCBJbnzvcnilhdd vbi BTeXNOZWLz VREWDWYDVQQL EwhHbGVud29vZA==, 02

is an issuer name and serial nunber identifier according to PEM
5. Key Managenent Content Types

Thi s docunent defines two key nmanagenent content types: one for
requesting cryptographic key nmaterial and one for sending
cryptographic key material. Since MOSS depends only on the existence
of public/private key pairs, these content types provide a neans for
conveying public keys and an assertion as to the identity of the
owner. In addition, in order to be conpatible with the certificate-
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base key managenment system proposed by RFC 1422, the content types

may al so be used to convey certificate and certificate revocation

list material.

The functions defined here are based on the exchange of body parts.

In particular, a user would send a nessage contai ning at |east one

appl i cati on/ nosskey-request content, as defined below In response,

a user woul d expect to receive a nessage containing at |east one

appl i cati on/ nosskey-data content, as defined below. M M provides a

conveni ent framework for a user to send several request body parts

and to receive several data (response) body parts in one nmessage.
5.1. application/ nosskey-request Content Type Definition

(1) MM type nane: application

(2) M ME subtype nane: nosskey-request

(3) Required paraneters: none

(4) Optional paraneters: none

(5) Encoding considerations: quoted-printable is always sufficient

(6) Security Considerations: none

The content of this body part corresponds to the follow ng
producti on.

<r equest > : 1= <version>
( <subject>/ <issuer>/ <certification>)

<versi on> o= "Version:" "5" CRLF
<subj ect > ::= "Subject:" <id> CRLF
<i ssuer > = "lssuer:" <id> CRLF

"Certification:" <encbin> CRLF

<certification> ::

A user would use this content type to specify needed cryptographic
key information. The nmessage containing this content type night be
directed towards an automatic or manual responder, which may be

mai | - based, depending on the |ocal inplenentation and environnent.
The application/ nosskey-request content type is an independent body
part because it is entirely independent of any other body part.
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If the application/ nosskey-request content contains a Certification:
field it requests certification of the self-signed certificate in the

field value. If the content contains an Issuer: field it requests
the Certificate Revocation List (CRL) chain beginning with the CRL of
the issuer identified in the field value. |If the content contains a

Subject: field it requests either the public key of the subject or a
certificate chain beginning with the subject identified in the field
val ue, or both if both exist.

The Subject: and Issuer: fields each contain a value of type <id>,
which is defined in Section 4.

One possi bl e response to receiving an applicati on/ nosskey-request
body part is to construct and return an application/ nosskey-data body
part. \When returning public keys, certificate chains, and
certificate revocation list chains, if there exists nore than one,
several application/ nosskey-data body parts are to be returned in the
reply nessage, one for each

5.2. application/ nosskey-data Content Type Definition

The principal objective of this content type is to convey
cryptographic keying material froma source to a destination. This
m ght be in response to the recei pt of an application/ nosskey-request
content type or it might be in anticipation of receiving an

appl i cati on/ nosskey-request if it is not sent, e.g., it may be

conmbi ned with a nultipart/signed object by an originator to ensure
that a recipient has the cryptographic keying material necessary to
verify the signature. Wen conbined with other content types, the
processing by a recipient is enhanced if the application/ nosskey-data
content type is positioned in its enclosing content type prior to the
content types that will make use of its cryptographic keying

mat eri al

However, no explicit provision is nade in this docunent for

determ ning the authenticity or accuracy of the data being conveyed.
In particular, when a public key and its identifier is conveyed,
there is nothing to prevent the source or an interloper along the
path fromthe source to the destination fromsubstituting alternate
val ues for either the public key or the identifier

It is incunmbent upon a recipient to verify the authenticity and
accuracy of the data received in this way prior to its use. This
probl em can be addressed by the use of certificates, since a
certification hierarchy is a well-defined nechani smthat conveniently
supports the automatic verification of the data. Alternatively, the
source of the application/ nmosskey-data body part could digitally sign
it. Inthis way, if the destination believes that a correct source’s
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public key is available locally and if the destination believes the

source woul d convey accurate data, then the contents of the

appl i cati on/ nosskey-data fromthe source could be believed to be

accurate.
NOTE: Insofar as a certificate represents a nmechani sm by which a
third party vouches for the binding between a name and a public
key, the signing of an application/ nmosskey-data body part is a
simlar mechani sm

(1) MM type nane: application

(2) ™M ME subtype nane: nosskey-data

(3) Required paraneters: none

(4) Optional paraneters: none

(5) Encoding considerations: quoted-printable is always sufficient.

(6) Security Considerations: none

The content of this body part corresponds to the foll ow ng
producti on.

<versi on>
( <publickeydata> / <certchain> / <crlchain>)

<nosskeydat a>

<versi on> o= "Version:" "5" CRLF

"Key:" "PK'" "," <publickey> ","
<i d- subset > CRLF

<publ i ckeydata> ::

<certchai n> 1= <cert> *( [ <crl>1] <cert>)
<cr | chai n> o= 1%( <crl> [ <cert>1] )
<cert> c:= "Certificate:" <enchin> CRLF
<crl > ::= "CRL:" <enchi n> CRLF

This content type is used to transfer public keys, certificate
chains, or Certificate Revocation List (CRL) chains. The information
in the body part is entirely independent of any other body part.
(Note that the converse is not true: the validity of a protected body
part cannot be determ ned wi thout the proper public keys,
certificates, or current CRL information.) As such, the

appl i cati on/ nosskey-data content type is an independent body part.
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6.

6.

1.

The <publi ckeydat a> producti on contains exactly one public key. It
is used to bind a public key with its correspondi ng nane form and key
selector. It is recomended that when responders are returning this

i nformation that the enclosing body part be digitally signed by the
responder in order to protect the information. The <id-subset> token
is defined in Section 4.2. 4.

The <certchai n> production contains one certificate chain. A
certificate chain starts with the requested certificate and continues
with the certificates of subsequent issuers. Each issuer certificate
i ncl uded nust have issued the preceding certificate. For each
issuer, a CRL may be supplied. A CRL in the chain belongs to the

i medi ately followi ng issuer. Therefore, it potentially contains the
i medi ately preceding certificate.

The <crl chai n> production contains one certificate revocation |ist
chain. The CRLs in the chain begin with the requested CRL and
continue with the CRLs of subsequent issuers. The issuer of each CRL
is presuned to have issued a certificate for the issuer of the
preceding CRL. For each CRL, the issuer’s certificate may be
supplied. A certificate in the chain nust belong to the issuer of
the i nmedi ately precedi ng CRL.

The rel ationship between a certificate and an i nmedi ately precedi ng

CRL is the sane in both <certchain> and <crlchain> |In a <certchain>
the CRLs are optional. 1In a <crlchain> the certificates are
opti onal

Exanpl es

Each exanple is included as a separate section for ease of reference.
Origi nal Message Prepared for Protection

Except as explicitly indicated, the foll owi ng message is used as the
nmessage to be protected.

To: Ned Freed <ned@ nnosoft.conp
Subj ect: Hi Ned!

How do you |ike the new MOSS?

Jim
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6.2. Sign Text of Oiginal Message

Wien the text of the original nessage is signed, it will |ook Iike
this, where lines with an anpersand '& are digitally signed (note
the use of the public key identifier with the included enail name
identifier, on the lines marked with an asterisk "*'):

To: Ned Freed <ned@ nnosoft.conp
Subj ect: Hi Ned!
M ME- Version: 1.0
Content - Type: nul tipart/signed;
protocol ="appl i cati on/ noss-si gnat ure";
m cal g="rsa-nmd5"; boundary="Si gned Boundary"

- - Si gned Boundary

& Content-Type: text/plain; charset="us-ascii"
& Content-1D: <21436. 785186814. 2@ i s. conp

&

& How do you like the new MOSS?

&

& Jim

--Si gned Boundary

Cont ent - Type: application/ noss-signature
Content-1D. <21436. 785186814. 1@i s. conp
Cont ent - Tr ansf er - Encodi ng: quot ed- pri ntabl e

Version: 5

Oiginator-1D PK, MkwCgYEVQyBAQ CAWADawAwWaAJhAMAHQUASYWA357 AT =
gQBlaoClf O6BekImA475mIkwd UxvDkwuxe/ EFdPkXDGBxzdG WLi uh5K8k! 8=
KRG 9wWh1HUATr ghGdhnOLW8gG67Dmb5¢ BhYODGAMOCDNnr pKZV3cQ DAQAB, EN, =
2,galvin@is.com

M C- I nf o: RSA- MD5, RSA, PnEvyFV3sSyTSi Gh/ HFgWUI Fa22j bHoTr FI WERf =
MZXUKz FsHbrKt | owdl JR56Q01 mo+t 7W Rf zpMH7 MOKgPgz RN TwkOT5dCcP/ | f b=
sOVJj | eV7vTe9yoNp2P8ni / hs7

* X X X

--Si gned Boundary- -
6.3. Si

gn Headers and Text of Oiginal Message

If, instead, we choose to protect the headers with the text of the
original nessage, it will look Iike this, where lines with an
anpersand ' & are encrypted:
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6. 4.

Cro

To: Ned Freed <ned@ nnosoft.conp
Subj ect: Hi Ned!
M ME- Version: 1.0
Content - Type: nultipart/signed;
protocol ="appl i cati on/ noss-si gnat ure";
m cal g="rsa-nmd5"; boundary="Si gned Boundary"

--Si gned Boundary

& Content-Type: nessage/rfc822

& Content-1D: <21468. 785187044. 2@ s. conp
&

& To: Ned Freed <ned@ nnosoft.conp
& Subj ect: H Ned!

&

&

& How do you like the new MOSS?

&

& Jim

--Si gned Boundary

Cont ent - Type: application/ noss-signature
Content-1D. <21468. 785187044. 1@ s. conp
Cont ent - Tr ansf er - Encodi ng: quot ed- pri ntabl e

Version: 5

Oiginator-1D PK, MkwCgYEVQyBAQ CAWADawAwWaAJhAMAHQUASYWA357 AT =

gQ6laoClf O6BekImE4475mIkwd UxvDkwuxe/ EFdPKkXDGBxzdGr WLi uh5K8k1 8
KRGI9Wh1HUATr ghGdhnOLwWBgG67Dnb5¢ BhYIDGMOCDNnr pKZV3cQ DAQAB, EN,

2,galvin@is.com

M C- I nf o: RSA- MD5, RSA, ct bDBgkYt FWLsi sb5w4/ Y/ p94Lft gQOI r En3d6WI=
wj f xFBvAceVW awsZPLi j VKZUYt bl qJnj Kt zTJl agBawf A/ KhUsvTZdR6Dj +4G=

d8dBBwWVKv g MVKTHAUX GXYxWNdbK
- - Si gned Boundary- -
Encrypt Text of a Message

If we choose to encrypt the text of the foll owi ng nessage,
encrypt the lines narked with asterisk ’*’':

To: Jim Gl vin <galvin@is.conp
Subj ect: an encrypted nessage

* How do you like the new MOSS?
*

* Jim
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the message woul d | ook as follows (note the use of the enmail name

i dent

Cr ocker,

ifier, on the line nmarked with an asterisk "*'):

To: JimGlvin <galvin@is.conp

Subj ect: an encrypted nessage

M ME- Version: 1.0

Content - Type: nultipart/encrypted;
protocol ="application/ noss-keys";
boundar y="Encrypt ed Boundary"

--Encrypt ed Boundary

Cont ent - Type: application/ noss-keys
Content-1D. <21535. 785187667. 1@i s. conp
Cont ent - Tr ansf er - Encodi ng: quot ed- pri ntabl e

Version: 5

DEK- I nf o: DES- CBC, D488AAAE271C8159

Reci pient-1D: EN, 2,gal vin@is.com

Key- 1 nfo: RSA, | SbC3l RO1Br Yq2r p493X+Dt 7W Vq3V3/ U YXbxOTY5cmi y1/ =
7Nv SqqXSK/ WZg051 N99RDUChdNx XI 64e PAbFWIB6RGoi Cr Rs+Dc950Ch7EFEPOT=
9P6j yzcV1INzZVWw p+u

--Encrypt ed Boundary

Cont ent - Type: application/octet-stream

Cont ent - Tr ansf er - Encodi ng: base64

Af RLWseyLhy5At ¢ X0kt UM bFClvvco( YW/ yYj V] 48eqzUWGTGVVEeMII ynU
d4j cJgRnQ Qvl xn2VRgHBVWBMKAI ul +RWGU7j nXj pOsNsU562+RZr Of 4F3K3n4w
onUUP265UvvM 23RSTguZ/ nl / OxnFM6SzDgV39V/ i / Rof gl =

--Encrypt ed Boundary- -
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6.5. Encrypt the Signed Text of a Message

If, instead, we choose to sign the text before we encrypt it, the
structure would be as follows, where lines with an asterisk "*' are
digitally signed and lines with an anpersand '& are encrypted:

Content - Type: nultipart/encrypted;
protocol ="application/ noss-keys";
boundar y="Encrypt ed Boundary"

--Encrypt ed Boundary
Cont ent - Type: application/ noss-keys

KEY | NFORMATI ON

--Encrypt ed Boundary
Content - Type: application/octet-stream

Content - Type: nul tipart/signed;
pr ot ocol ="appl i cation/ noss-si gnat ure"
m cal g="rsa-nmd5"; boundary="Si gned Boundary"

- - Si gned Boundary

* Content-Type: text/plain

*

* How do you like the new MOSS?
*

* Jim

--Si gned Boundary
Cont ent - Type: application/ noss-signature

S| GNATURE | NFORVATI ON

Ro Ro Ro Ro Ro Ro Ro Ro Ro Ro Ro Ro Ro Ro Ro Ro Qo

--Si gned Boundary- -
--Encrypt ed Boundary- -
where KEY | NFORMATI ON and SI GNATURE | NFORMATI ON are descriptive of

the actual content that would appear in a real body part. The actual
nmessage would be like this:
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To: Jim Gl vin <galvin@is.conp

Subj ect: an encrypted nessage

M ME- Version: 1.0

Content - Type: nultipart/encrypted;
pr ot ocol ="application/ noss-keys";
boundar y="Encrypt ed Boundary"

--Encrypt ed Boundary

Cont ent - Type: application/ noss-keys
Content-1D. <21546. 785188458. 1@i s. conP
Cont ent - Tr ansf er - Encodi ng: quot ed- pri ntabl e

Version: 5

DEK- | nf o: DES- CBC, 11CC89F8D90F1DFE

Reci pient-1D: EN, 2,gal vin@is.com

Key- I nfo: RSA AZTt| Ec6xmlvj kvt VUl TUh7sz+nQuOnMPOt synb6CQozDII ww/I Jz=
Y8+vl f bh5BpROkS6pr g3EGFBFR8gRMUvbgHt EKPDY 41 CQ7b6ssZ7FnKhl / ¢JC5r V=
j pp4EQU WOXWRZ

--Encrypt ed Boundary
Cont ent - Type: application/octet-stream
Cont ent - Tr ansf er - Encodi ng: base64

Zv\Wt 0sDzRBXJzk DFFRb9Q r gn2nDWg3zot J3ZpExpWJGE aRI 7Vvwd+PVK Sf r DPJ5
2V wkxwMr unmbxJHZonr t ydOAvazt vri Mz XTef zwpGGli 5zK47PBgr eLA3SHDTK2
U6B13vzpE8wiVEBVef zaCTSpXRSCh08ceVEZr | YS53/ CKZV2/ Sga71pGNl ux8MsJpY
Lwdj 5QB8NKocglLMhgMo8yr MAe+avM f Onhui 49Xonl1G t +NSXDH +wl 9gx| 9f kQv
NZVDI W hCYEkxd5ke549t LkJj EQHQbgIWsC+K/ uxdi D2dBt +nRCXcuQOPx3yKRyY
g/ 9BgTf 36padSHuv48xBg5YagqaEWEzLI 0Qd31vAyP23r qi Phf Bn6sj hQ2Kr Wi F
21 3TV8k Qs GHHZUk aUbgk XJ e 6 PEAVWAws qCFPDdk pj z QRr TuJHEXI e NUFg+CGLV+
t L4l gM QnBKVoj RXx8b&2auVN8IONF wFswirog4f XTr h3xyVS1Vgxj KkcYl 8SVVirk
Yj CxWi JP3zQ2UzBvCoM ADt BVBz1nj YETt VEDOO7uT39ML85uEgi FAESTKG / m
04+88Q0/ vvN RI SKJi FQI3FyVI B/ ShX9Di x| 8WCx3r xWwiN5g2QFLi yQVul zuNhi
D4ZxEo7snmc TsAXUj WSLRt dj mTTut w2GTFESUal r Y8 1Nc pQIRPNAVFOI kN6ddwl4q
vzUS99vj Qp15g9FWv82] Ht HwhML8a9Gok VGEBxY(Q BBsn9anp9abh4Tp/ ¢/ vpbunQ
UgnpV29r F4wj +80OMIOM 9y mGabBXA] w7 DhNH2RARVr 1upQO8960OX81VWBOLsAOcp
+ynxhTr El +wCHcr sSNVbRK/ 7z AeuAi Of 1t 9bNS94EFI Lol r BnKEal/ QUAWMI 7k GLf

Nk SRnc8BZsw oPyRet sTur @ D40nsVHvNWE9Jz 7wbBo00gd6bl PADOUYFxf Wbz u6
ubygBqJdi KPM4I | 2f CANj 7Cpt f QcoRTeguKMVPLVFg/ EI NuVBFmMLOCGql YT7p4zhf

zysV/ 3r 5LVZ1E8ar nTCRI2GoYGEh+SKcyt a0l T8S2nLPCZI 1hzdaj sr qHFe8omQ

--Encrypt ed Boundary- -
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6.6. Protecting Audi o Content

In addition to text, the MOSS services as defined here will protect
arbitrary body parts, for exanple, the foll owing audi o body part:

Cont ent - Type: audi o/ basi c
AUDI O DATA HERE
6.6.1. Sign Audi o Content

When signed an audi o content woul d appear as foll ows, where |ines
with an anpersand '& are digitally signed:

Content - Type: nul tipart/signed;
pr ot ocol ="application/ noss-si gnat ure"
m cal g="rsa-nmd5"; boundary="Si gned Boundary"

--Si gned Boundary
Cont ent - Type: audi o/ basi c
Cont ent - Tr ansf er - Encodi ng: base64

Ro Ro Ro Ro

base64( AUDI O DATA- HERE)

--Si gned Boundary
Cont ent - Type: application/ noss-signature

S| GNATURE- | NFORMVATI ON- HERE
--Si gned Boundary- -

wher e AUDI O DATA- HERE and S| GNATURE- | NFORMATI ON- HERE are descriptive
of the content that woul d appear in a real body part.

6.6.2. Encrypt Audio Content

When encrypted an audi o content woul d appear as follows, where lines
with an anpersand '& are encrypted:
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Content - Type: nultipart/encrypted;
protocol ="application/ noss-keys";
boundar y="Encrypt ed Boundary"

--Encrypt ed Boundary
Cont ent - Type: application/ noss-keys

KEY- | NFORVATI ON- HERE

--Encrypt ed Boundary

Content - Type: application/octet-stream
Cont ent - Tr ansf er - Encodi ng: base64

Cont ent - Type: audi o/ basi c

Ro Ro Ro

base64(encrypt ed( AUDI O DATA- HERE) )
--Encrypt ed Boundary- -

wher e KEY-| NFORMATI ON- HERE and AUDI O- DATA- HERE are descriptive of the
content that would appear in a real body part.

7. (Qbservations

The use of M ME and the framework defined by [7] exhibits severa
properties:

(1) It allows arbitrary content types to be protected, not just the
body of an RFC822 nessage.

(2) It allows a nessage to contain several body parts which may or
may not be protected.

(3) It allows the conponents of a nmultipart or nessage content to be
protected with different services.

The use of a M ME-capabl e user agent nakes conpl ex nesting of
protected nessage body parts nuch easier. For exanple, the user can
separately sign and encrypt a nessage. This allows conplete
separation of the confidentiality security service fromthe digita
signature security service. That is, different key pairs could be
used for the different services and could be protected separately.
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This is useful for at l|east two reasons. First, sone public key

al gorithnms do not support both digital signatures and encryption; two
key pairs would be required in this case. Second, an enpl oyee’'s
conmpany coul d be given access to the (private) decryption key but not
the (private) signature key, thereby granting the conpany the ability
to decrypt nessages addressed to the enpl oyee in energenci es w thout
al so granting the conpany the ability to sign nessages as the

enpl oyee.
8. Comparison of MOSS and PEM Protocol s

MOSS differs fromPEMin the foll ow ng ways.

(1) When using PEM users are required to have certificates. Wen
usi ng MOSS, users need only have a public/private key pair.

(2) MOSS broadens the all owable name fornms that users may use to
identify their public keys, including arbitrary strings, emai
addresses, or distingui shed nanes.

(3) PEMcurrently only supports text-based el ectronic nail mnmessages
and the nessage text is required to be represented by the ASCI
character set with "<CR><LF>" line delimters. These
restrictions no |onger apply.

(4) The PEM specification currently requires that encryption
services be applied only to nessage bodies that have been
signed. By providing for each of the services separately, they
may be applied in any order according to the needs of the
requesting application.

(5) MM includes transfer encoding operations to ensure the
unnodi fi ed transfer of body parts. Therefore, unlike PEM MOSS
does not need to include these functions.

(6) PEM specifies a Proc-Type: header field to identify the type of
processi ng that was performed on the nmessage. This
functionality is subsuned by the M ME Content-Type: headers.

The Proc-Type: header also includes a decimal nunber that is
used to distinguish anbng i nconpati bl e encapsul ated header field
interpretations which may ari se as changes are nmade to the PEM
standard. This functionality is replaced by the Version: header
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specified in this docunent.

(7) PEM specifies a Content-Donmain: header, the purpose of which is
to describe the type of the content which is represented within
a PEM nessage’s encapsul ated text. This functionality is
subsuned by the M ME Content-Type: headers.

(8) The PEM specifications include a docunent that defines new types
of PEM nmessages, specified by unique values used in the Proc-
Type: header, to be used to request certificate and certificate
revocation list information. This functionality is subsuned by
two new content types specified in this docunent:
appl i cati on/ nosskey- request and application/ mosskey-dat a.

(9) The header fields having to do with certificates (Oiginator-
Certificate: and Issuer-Certificate:) and CRLs (CRL:) are
rel egated for use only in the application/ nosskey-data and
appl i cati on/ nosskey-request content types and are no | onger
all owed in the header portion of a PEM signed or encrypted
nessage. This separates key managenent services fromthe
digital signature and encryption services.

(10) The grammar specified here explicitly separates the header
fields that may appear for the encryption and signature security
services. It is the intent of this docunment to specify a
preci se expression of the allowed header fields; there is no
intent to disallowthe functionality of conbinations of
encryption and signature security found in [3].

(11) Wth the separation of the encryption and signature security
services, there is no need for a MC-Info: field in the headers
associ ated with an encrypted nessage.

(12) In [3], when asynmetric key managenent is used, an Originator-ID
field is required in order to identify the private key used to
sign the MC argunment in the MCInfo: field. Because no MC
Info: field is associated with the encryption security service
under asymmetric key nanagenent, there is no requirenent in that
case to include an Originator-1D field.

(13) The protocol specified here explicitly excludes symetric key
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managenent .

(14) This docunent requires all data that is to be digitally signed
to be represented in 7bit form

9. Security Considerations
This entire docunment is about security.
10. Acknow edgenents

David H Crocker suggested the use of a nultipart structure for the
M ME and PEM i nteraction, which has evolved into the MOSS protocol.

The MOSS protocol is a direct descendant of the PEM protocol. The
authors gratefully acknow edge the editors of those specification
especially John Linn and Steve Kent. This work woul d not have been
possible had it not been for all of the PEM devel opers, users, and

i nterested persons who are always present on the PEM devel opers
mailing |ist and at PEM wor ki ng group neetings at | ETF neetings,
especi ally, Amanda Wil ker, Bob Juenemann, Steve Dusse, Jeff Thonson,
and Rhys Weat herly.

11. Ref er ences

[1] Crocker, D., "Standard for the Fornmat of ARPA |Internet Text
Messages", STD 11, RFC 822, University of Del aware, August 1982.

[2] Borenstein, N., and N. Freed, "M ME (Ml tipurpose Internet Mil
Ext ensi on) Part One: Mechani sns for Specifying and Describing the
Format of Internet Message Bodies", RFC 1521, Bellcore and
| nnosoft, Septenber 1993.

[3] Linn, J., "Privacy Enhancenent for Internet Electronic Mil: Part
| . Message Encryption and Aut hentication Procedures”, RFC 1421
| AB | RTF PSRG | ETF PEM WG, February 1993

[4] Kent, S., "Privacy Enhancenent for Internet Electronic Mil: Part
I1: Certificate-Based Key Managenent", RFC 1422, BBN
Communi cati ons, February 1993.

[5] Balenson, D., "Privacy Enhancenent for Internet Electronic Mil:

Part 111: Al gorithms, Mdes, and ldentifiers", RFC 1423, Trusted
I nformation Systens, February 1993.

Crocker, et al St andards Track [ Page 41]



RFC 1848 M ME bj ect Security Services Cct ober 1995

[ 6]

[7]

[ 8]

[ 9]

Kal i ski, B., "Privacy Enhancenent for Internet Electronic Mil:
Part 1V: Key Certification and Rel ated Services", RFC 1424, RSA
Laboratories, February 1993.

Galvin, J., Murphy, S., Crocker, S., and N. Freed, "Security
Mul tiparts for MME: Miltipart/Signed and Miltipart/Encrypted”,
RFC 1847, Trusted Information Systens and | nnosoft, Septenber
1995.

The Directory -- Mdels. X 501, 1988. Developed in
col I aboration, and technically aligned, with | SO 9594-2.

The Directory -- Authentication Framework. X 509, 1988.
Devel oped in collaboration, and technically aligned, with |ISO
9594- 8.

Crocker, et al St andards Track [ Page 42]



RFC 1848 M ME bj ect Security Services Cct ober 1995

12. Authors’ Addresses

St eve Crocker

Cyber Cash, Inc.

2086 Hunters Crest Way
Vi enna, VA 22181

Phone: +1 703 620 1222
Fax: +1 703 391 2651
EMai | :  crocker @ybercash. com

James M @Gl vin

Trusted I nformation Systens
3060 Washi ngt on Road

G enwood, MD 21738

Phone: +1 301 854 6889
Fax: +1 301 854 5363
EMail: galvin@is.com

Sandra Mur phy

Trusted I nformation Systens
3060 Washi ngt on Road

G enwood, MD 21738

Phone: +1 301 854 6889
Fax: +1 301 854 5363

EMail: nmurphy@is.com
Ned Freed
| nnosoft International, Inc.

1050 East Garvey Avenue South
West Covina, CA 91790

Phone: +1 818 919 3600

Fax: +1 818 919 3614
EMai | : ned@ nnosoft.com

Crocker, et al St andar ds Track [ Page 43]



RFC 1848 M ME bj ect Security Services Cct ober 1995

Appendi x A: Coll ected G amar
The version of the grammar in this docunent is as follows:

<versi on> o= "Version:" "5" CRLF

The follow ng grammar tokens are used throughout this specification
<enchi n> .= 1*<encbi ngr p>

4* A<encbi nchar >

<enchi ngr p>
<encbi nchar > = <ALPHA> / <DIGQT> /[ "+ [ "™ [ "="
<hexchar > .=<Di@T>/ "A"/ "B/ "C [/ "D [ "E" [ "F"
: no | ower case
The content of an application/ noss-signature body part is as foll ows:
<nosssi g> .= <version> ( 1*<origasynflds>)
<versi on> .= "Version:" "5" CRLF

<origi d> <m ci nf 0>

<ori gasynfl ds>
<ori gi d> i="Oiginator-1D " <id> CRLF
<m ci nf o> = "MGCInfo:" <nmicalgid>"," <ikalgid>",6"

<asynsi gnm ¢c> CRLF

The content of an application/ noss-keys body part is as follows:

<nosskeys> ;1= <version> <deki nfo> 1*<reci pasynfl ds>
<versi on> .= "Version:" "5" CRLF
<deki nf 0> ::= "DEK-Info" ":" <dekal gi d>

[ "," <dekparaneters> ] CRLF

<reci pi d> <asynkeyi nf 0>

<reci pasynflds> ::
<reci pi d> .= "Recipient-1D:" <id> CRLF

"Key-Info" ":" <ikalgid>"," <asynmencdek> CRLF

<asynkeyi nf 0>
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<id>

<i d- subset >
<id-email >
<id-string>

<i d- dnanme>

<i d- publ i ckey>
<i d-issuer>

<keysel >

<emai |l str>

<string>

<dnanestr >

<publ i ckey>

<serial >

The content of an appl
foll ows:

<r equest >

<versi on>

Crocker, et al

M ME bj ect Security Services

Cct ober 1995

Identifiers are defined as foll ows:

<i d-subset> / <id-publickey> / <id-issuer>

<id-email>/ <id-string>/ <id-dnane>

"EN' "," <keysel> "," <emailstr> CRLF

"STR' "," <keysel> "," <string> CRLF

"DN' "," <keysel> "," <dnanestr> CRLF

"PK"  "," <publickey> [ "," <id-subset>] CRLF
1S "," <dnanestr> "," <serial> CRLF

1*<hexchar >
; hex dunp of a non-null sequence of octets

<addr - spec> / <route-addr>
; an electronic mail address as defined by
; these two tokens from RFC322

; a non-null sequence of characters

<enchi n>

; a printably encoded, ASN. 1 encoded

; distinguished nanme (as defined by the ’Nange’
; production specified in X 501 [8])

<enchi n>

; a printably encoded, ASN. 1 encoded public

; key (as defined by the

;' Subj ect Publ i cKeyl nfo’ production specified
;in X509 [9])

1*<hexchar >

; hex dunp of a certificate serial nunber
cati on/ nosskey-request body part is as
<versi on>

( <subject>/ <issuer>/ <certification>)

"Version:" "5" CRLF
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<subj ect > ::= "Subject:" <id> CRLF
<i ssuer > ::= "lssuer:" <id> CRLF

"Certification:" <encbin> CRLF

<certification> ::

The content of an application/ nosskey-data body part is as foll ows:

<nosskeydat a> .= <version>
( <publickeydata> / <certchain> / <crlchain>)

<versi on> o= "Version:" "5" CRLF

<publ i ckeydata> ::= "Key:" "PK' "," <publickey> ",6"

<i d- subset > CRLF

<certchai n> 1= <cert> *( [ <crl>1] <cert>)
<crl chai n> o= 1%( <crl> [ <cert>1] )
<cert> c:= "Certificate:" <enchin> CRLF
<crl > ::= "CRL:" <enchi n> CRLF
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Appendi x B: | nported G anmar

Options normal Iy present i
illegal
of the reader.

The foll ow ng productions

in [5] remains the authori
are repeated here for the
<dekal gi d> =
<i kal gi d> =

<mi cal gi d>

<dekpar anet er s> :
<DESCBCpar anet er s> ::
<l V> :
<hexchar 16>

<asynsi gnmi ¢>
<RSAsi gnmi ¢c>

<asynencdek>
<RSAencdek>

The foll ow ng productions
in [1] remains the authori
are repeated here for the

<r out e- addr > = "<"

<rout e>

<addr - spec>

<l ocal - part>

<domai n>

<sub-donai n>

<donmai n-ref > <at

o

<domai n-literal >::
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in MOSS are excluded in this reprinting,

1# ( "@ <domain>) ":" ;

<l ocal -part> "@ <domai n>;

<word> *( "." <word>) ;

<sub-domai n> *( ".

St andards Track
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n the gramrar reprinted here which are
for the convenience

are taken from[5]. The granmar presented
tative source for these productions; they
conveni ence of the reader.

" DES- CBC"'

" RSA"
"RSA- MD2" /[ " RSA- MD5"
<DESCBCpar anet er s>

<| V>

<hexchar 16>

16* 16<hexchar >

<RSAsi gnni ¢c>
<encbhi n>

<RSAencdek>
<enchi n>

are taken from[1]. The granmar presented
tative source for these productions; they
conveni ence of the reader.

[ <route> ] <addr-spec> ">"

path-rel ative

gl obal address

uni nt er pret ed
; case-preserved

<sub- domai n> )

<donmai n-ref> / <dommin-literal >

onp ; synmbolic
. reference

3K

*( <dtext> / <quoted-pair>)
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<dtext > ;.= <any CHAR excluding "[", "]",
"\" & <CR>, & including
i near-white-space>
; => may be fol ded

<wor d> ::= <atonp / <quoted-string>
<quoted-string> ::= """ *( <gtext> / <quoted-pair>) """
<qt ext > ;.= (any <CHAR> excepting """, "\", and CR
and incl uding <linear-white-space>)
<quot ed- pai r > = "\" <CHAR> ; may quote any
; Cchar
<l i near-white-space> ::= 1*( [ CRLF ] <LWBP-char> )

;. semanti cs = SPACE
; CRLF => folding

<LWSP- char > ::= SPACE / HTAB ; semantics = SPACE
<at onp i = 1*(any <CHAR>
except <speci al s>, SPACE and <CTL>s)
<CHAR> ::= <any ASCI| character>
<CTL> ::= <any ASCI| control character and DEL>
<speci al s> o=ty ot ot @
A Y R
/A Y
; Must be in quoted-
; string, to use
: within a word.
<ALPHA> ;.= <any ASCI| al phabetic character>
; (101-132, 65.-90.)
; (141-172, 97.-122.)
<Dl d T> ::= <any ASCI| decimal digit> (60-71, 48.-57.)
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