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Functi onal Recommendations for Internet Resource Locators
Status of this Meno

This meno provides information for the Internet community. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

1. Introduction

Thi s docunent specifies a nmininumset of requirements for Internet
resource locators, which convey | ocation and access infornmation for
resources. Typical exanples of resources include network accessible
docunents, WAI S dat abases, FTP servers, and Tel net destinations.

Locators nmay apply to resources that are not always or not ever
networ k accessible. Exanples of the latter include human beings and
physi cal objects that have no el ectronic instantiation (that is,

obj ects without an existence conpletely defined by digital objects
such as disk files).

A resource locator is a kind of resource identifier. Oher kinds of
resource identifiers allow nanes and descriptions to be associ at ed
with resources. A resource nane is intended to provide a stable
handle to refer to a resource long after the resource itself has
moved or perhaps gone out of existence. A resource description
conprises a body of neta-information to assist resource search and
sel ecti on.

In this docunment, an Internet resource locator is a |locator defined
by an Internet resource location standard. A resource |ocation
standard in conjunction with resource description and resource nam ng
standards specifies a conprehensive infrastructure for network based
i nformati on di sseni nation. Mechanisns for mappi ng between | ocators,
nanes, and descriptive identifiers are beyond the scope of this
docunent .

2. Overview of Problem
Net wor k- based i nformati on resource providers require a nethod of
describing the location of and access to their resources.

I nformation systens users require a nmethod whereby client software
can interpret resource access and | ocation descriptions on their
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behalf in a relatively transparent way. Wthout such a mnethod,
transparent and wi dely distributed, open information access on the
Internet would be difficult if not inpossible.

2.1 Defining the General Resource Locator

The requirements listed in this docunent inpose restrictions on the
general resource locator. To better understand what the |nternet
resource locator is, the follow ng general |ocator definition

provi des sone contrast.

Definition: A general resource |ocator is an object
that describes the |ocation of a resource.

This definition deliberately all ows many degrees of freedomin order
to contain the furthest reaches of the w de-ranging debate on
resource location standards. Vast as it is, this problemspace is a
useful backdrop for discussion of the requirenments (later) that
generate a snaller, nore manageabl e probl em space. A resource

| ocation standard shrinks the space again by applying additional
requirenments.

Consi der the definition in four parts: (1) A general resource |ocator
is an object (2) that describes (3) the location of (4) a resource.

2.1.1. A general resource locator is an object...

The object could be a conplex data structure. It could be a

conti guous sequence of bytes. It could be a pair of latitude-

| ongi tude coordi nates, or a three-color road map printed on paper.
It could be a sequence of characters that are capabl e of being
printed on paper.

2.1.2. ...that describes
In the fully general case, there are many ways that a resource
| ocator could describe the location. It could enploy a graphical or
nat ural | anguage description. It could be heavily encoded or
conpressed. It could be lightly encoded and readily understandabl e
by human beings. The description could be a multi-Ievel hierarchy
wi th common semantics at each level. It could be a nmulti-Ieve

hi erarchy with conmon semantics at only the first two | evels, where
semanti cs bel ow the second | evel depend on the value given at the
first level. These are just a few possibilities.
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2.1.3. ...the location of

A resource | ocator describes a | ocation but never guarantees that
access may be established. While access is often desired when
clients follow location instructions given in a conformant resource

| ocator, the resource need not exist any |longer or need not exist

yet. Indeed it may never exist, even though the |ocator continues to
describe a location where a resource mght exist (e.g., it nmight be
used as a placeholder with resource availability contingent upon an
event such as a paynent).

Furthernmore, the nature of certain potential resources, especially
ani mat e bei ngs or physical objects with no electronic instantiation,
makes network access neani ngl ess in sone cases; such resources have
| ocators that would inply non-networked access, but again, access is
not guar ant eed.

2.1.4. ...a resource.

A resource can be nmany things. Besides the non-networked or non-

el ectroni c resources just nentioned, famliar exanples are an

el ectroni c docunent, an inmage, a server (e.g., FTP, Gopher, Tel net,
HTTP), or a collection of itenms (e.g., Gopher nenu, FTP directory,
HTML page). O her exanples acconpany nulti-function protocols such
as Z39.50, which can performsingle round trip network access,
session-oriented search refinenment, and index browsing.

2.2 Producers and Interpreters of Resource Locators

Central to the discussion of |ocator requirenents is the issue of
parsability. This is the ability of an agent to recogni ze or
understand a locator in whole or in part. Discussion my be assisted
by clearly distinguishing the two nmain actions associated with

| ocat ors.

Resource | ocators are both produced and interpreted. Producers are
bound by the resource location standards that are in turn bound by
requirenments listed in this docunent. Interpreters of |ocators are
not bound by the requirenments; they are beneficiaries of them

2.2.1 Resource Locator Interpreters

A resource locator is interpreted by interpreting agents, which in
this docunent are sinply called interpreters. Interpreters nmay be

ei ther human beings or software. Along the way to establishing
access based on information in a |ocator, one or nore interpreters
may be enployed. Sonme exanples of nultiple interpreters processing a
single locator illustrate the concept that a resource |ocator may be
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under standabl e only in part by each of several interpreters, but
understandable in its entirety by a conbination of interpreters.

In the first exanple, a software interpreter recognizes enough of a

| ocator to understand to which external agent it needs to forward it.
Here, the external agent mght be a user and the |ocator a library
call nunber; the software forwards the |ocator sinply by displaying
it. The agent m ght be a network software | ayer specializing in a
particul ar communi cations protocol; once the service is recognized,
the locator is forwarded to it along with an access request.

I n anot her exanple, a human interpreter mght also recogni ze enough
of a locator to understand where to forward it. Here, the person

m ght be a user who recognizes a library call nunber as such but who
does not understand the |location information encoded init; the
person forwards it to a library enployee (an external agent) who
knows how to establish access to the library resource.

A prerequisite to interpreting a | ocator is understandi ng when an
object in question actually is a locator, or contains one or nore

| ocators. Some constrai ned environnents nmake this question easy to
answer, for exanple, within HTM. anchors or Copher nenu itens. Less
constrai ned environments, such as within running text, nmake it nore
difficult to answer without well-defined assunptions. A resource

| ocation standard needs to nmake any such assunptions explicit.

2.2.2 Resource Locator Producers

Resource | ocators are produced in nany ways, often by an agent that
also interprets them The provider of a resource nay produce a

| ocator for it, leaving the locator in places where it is intended to
be di scovered, such as an HTM. page, a Gopher nenu, or an
announcenent to an e-mail list.

Non- provi ders of resources can be nmajor producers of |ocators; for
exanpl e, WAMVclient software produces | ocators by translating foreign
resource locators (e.g., Gopher nmenu itens) to its ow format. Some
| ocat or databases (e.g., Archie) have been nai ntai ned by autonated
processes that produce locators for hundreds of thousands of FTP
resources that they "discover"” on the Internet.

Users are major producers of resource |locators. A user constructing
one to share with others is responsible for confornmance with | ocator
standards. Sonetines a user conposes a resource |ocator based on an
educat ed guess and subnmits it to client software with the intent of
establ i shing access. Such a user is a producer in a sense, but if
the locator is purely for personal consunption the user is not bound
by the requirenents. |In fact, sone client software may offer as a
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service to transl ate abbrevi ated, non-conformant |ocators entered by
users into successful access instructions or into conformant |ocators
(e.g., by adding a domain nanme to an unqualified hostnane)

2.3 Uni queness of Resource Locators
The topic of a "uniqueness" requirenent for resource |ocators has
been di scussed a great deal. This docunment considers the follow ng
aspects of uniqueness, but deliberately rejects them as requirenents.
It is incunmbent upon a resource |ocation standard that takes on this
topic to be clear about which aspects it addresses.

2.3.1. Uniqueness and Miultiple Copies of a Resource

A uni queness requirenment mght dictate that no identical copies of a
resource may exist. This docunment makes no such requirenent.

2.3.2. Uniqueness and Determnistic Access

A uni queness requirenment mght dictate that the sane resource

accessed in one attenpt will also be the result of any other
successful attenpt. This docunent nmakes no such requirenment, nor
does it define "sanmeness". It is inappropriate for a resource

| ocation standard to define "saneness" anbng resources.
2.3.3. Uniqueness and Miltiple Locators

A uni queness requirenment mght dictate that a resource have no nore
than one | ocator unless all such |ocators be the sane. This docunent
makes no such requirement, nor does it define "saneness" anong

| ocators (which a standard mi ght do using, for exanple,
canoni cal i zati on rul es).

2.3.4. Uniqueness, Anbiguity, and Miultiple Cbjects per Access

A uni queness requirement mght dictate that a resource | ocator
identify exactly one object as opposed to several objects. This
docunent nakes no general definition of what constitutes one object,
several objects, or one object consisting of several objects.

3. Resource Access and Availability

A |l ocator never guarantees access, but establishing access is by far
the nost inportant intended application of a resource locator. Wile
it is considered ungracious to advertize a locator for a resource
that will never be accessible (whether a "networkable" resource or
not), it is normal for resource access to fail at a rate that
increases with the age of the | ocator used.
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Resource access can fail for many reasons. Providers fundamentally
af fect accessibility by noving, replacing, or deleting resources over
time. The frequency of such changes depends on the nature of the
resource and provider service practices, anong other things. A

| ocator that conforms to a |location standard but fails for one of
these reasons is called "invalid" for the purposes of this docunent;
the terminvalid | ocator does not apply to nal forned or non-
conformant | ocators. Resource nam ng standards address the problem
of invalid |ocators.

Ordinary provider support policies nay cause resources to be

i naccessi ble during predictable tinme periods (e.g., certain hours of
the day, or days of the year), or during periods of heavy system

| oading. Rights clearance restrictions inmpossible to express in a

| ocator also affect accessibility for certain user popul ations.

Heavy network | oad can al so prevent access. |In such situations, this
docunent calls a resource "unavail able". A locator can both be valid
and identify a resource that is unavail able. Resource description

st andar ds address, anobng ot her things, sone aspects of resource

avail ability.

In general, the probability with which a given resource |ocator |eads
to successful access decreases over tinme, and depends on conditions
such as the nature of the resource, support policies of the provider
and | oadi ng of the network.

4. Requirenents List for Internet Resource Locators

This list of requirenents is applied to the set of general |ocators
defined in section 2.1. The resulting subset, called Internet
locators in this docunment, is suitable for further refinenent by an
Internet resource | ocation standard. Sonme requirenments concern

| ocator encodi ng while others concern | ocator function.

One requirement fromthe original draft |ist was dropped after
extensive discussion revealed it to be inpractical to neet. It
stated that with a high degree of reliability, software can recognize
Internet locators in certain relatively unstructured environnents,
such as within running ASCI| text.

4.1 Locators are transient.
The probability with which a given Internet resource |ocator |leads to
successful access decreases over tine. Mre stable resource

identifier schemes are addressed in resource nam ng standards and are
outsi de the scope of a resource |ocation standard.
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4.2

4.3

4.3

4. 3.

4.4

4.5

4.6

Kun

Locat ors have gl obal scope.

The nanme space of resource locators includes the entire world. The
probability of successful access using an Internet |ocator depends in
no way, nodul o resource availability, on the geographical or Internet
| ocation of the client.

Locators are parsable.

Internet |ocators can be broken down into conplete constituent parts
sufficient for interpreters (software or human) to attenpt access if
desired. Wile these requirenments do not bind interpreters, three
poi nts bear enphasi zi ng:

.1 A given kind of |locator may still be parsable even if a given
interpreter cannot parse it.
.2 Parsable by users does not inply readily parsable by untrained

users.

3 A given locator need not be conpletely parsable by any one
interpreter as long as a conbination of interpreters can parse
it conpletely.

Locators can be readily distinguished fromnam ng and descriptive
identifiers that nmay occupy the sane nanme space.

During a transition period (of possibly indefinite length), other
ki nds of resource identifier are expected to co-exist in data
structures along with Internet |ocators.

Locators are "transport-friendly".

Internet |ocators can be transmtted fromuser to user (e.g, via e-
mai | ) across Internet standard communicati ons protocols w thout |oss
or corruption of informtion.

Locators are human transcri babl e.
Users can copy Internet |ocators fromone nmediumto another (such as

voi ce to paper, or paper to keyboard) wi thout |oss or corruption of
information. This process is not required to be confortable.
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4.7 An Internet |ocator consists of a service and an opaque paraneter
package.

The paraneter package has neaning only to the service with which it
is paired, where a service is an abstract access nethod. An abstract
access nethod night be a software tool, an institution, or a network
protocol. The paraneter package m ght be service-specific access
instructions. In order to protect creative devel opnent of new
services, there is an extensible class of services for which no

par anet er package semanti cs commbn across services nmay be assuned.

4.8 The set of services is extensible.
New servi ces can be added over tine.

4.9 Locators contain no i nformati on about the resource other than that
requi red by the access nechani sm

The purpose of an Internet locator is only to describe the |ocation
of a resource, not other properties such as its type, size,

nodi fication date, etc. These and other properties belong in a
resource description standard.

5. Security Considerations

Wil e the requirenments have no direct security inplications,
applications based on standards that fulfill them nay need to
consider two potential vulnerabilities. First, because |ocators are
transient, a client using an invalid |ocator mght unwittingly gain
access to a resource that was not the intended target. For exanple,
when a hostnane becones unregistered for a period of tine and then
re-registered, a locator that was no longer valid during that period
nm ght once again lead to a resource, but perhaps to one that only
pretends to be the original resource.

Second, because a | ocator consists of a service and a paraneter
package, potentially enornous processing freedomis all owed,
dependi ng on the individual service. A server is vulnerable unless
it suitably restricts its input paranmeters. For exanple, a server
that advertizes locators for certain local filesystem objects nay

i nadvertently open a door through which other fil esystem objects can
be accessed.

A client is also vulnerable unless it understands the linitations of
the service it is using. For exanple, a client trusting a | ocator
obtai ned froman uncertain source mght inadvertently trigger a
nmechani smthat applies charges to a user account. Having a clear
definition of service limtations could help alleviate sone of these
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concer ns.

For services that by nature offer a great deal of user freedom
(remote login for exanple), the pre-specification of user commands
within a |ocator presents vulnerabilities. Wth careful conmmand
screening, the deleterious effects of unknow ngly executing (at the
client or server) an enbedded comand such as "rm-fr *" can be
avoi ded.

6. Concl usion

Resource | ocation standards, which define Internet resource |ocators,
gi ve providers the nmeans to describe access information for their
resources. They give client developers the ability to access

di sparate resources while hiding access details from users.

Several m nimum requirenments distinguish an Internet |ocator froma
general locator. |Internet resource |ocators are inpermanent handl es
sufficiently qualified for resource access not to depend in genera
on client location. Locators can be recognized and parsed, and can
be transnitted unscathed through a variety of human and I nter net
conmuni cati on mechani sns.

An Internet resource |ocator consists of a service and access
paraneters neani ngful to that service. The formof the |ocator does
not di scourage the addition of new services or the migration to other
resource identifiers. A clean distinction between resource |ocation,
resource naming, and resource description standards is preserved by
[imting Internet |ocators to no nore information than what is

requi red by an access mechani sm
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