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Status of this Meno

This meno provides information for the Internet conmunity. |t does
not specify an Internet standard. Distribution of this nmeno is
unlimted.

Abstract

This RFC presents a solution to problem of address space exhaustion
inthe Internet. It proposes a two-tier address structure for the
Internet. This is an "idea" paper and discussion is strongly
encour aged.

| nt roducti on

Addr ess space exhaustion is one of the nost serious and inmedi ate
problenms that the Internet faces today [1,2]. The current |nternet
address space is 32-bit. Each Internet address is divided into two
parts: a network portion and a host portion. This division
corresponds the three primary Internet address classes: O ass A,
Class B and Class C. Table 1 lists the network nunmber statistics as
of April 1992.

Tot al Al | ocat ed Al l ocated (%
Class A 126 48 54%
Class B 16383 7006 43%
Class C 2097151 40724 2%

Tabl e 1: Network Nunber Statistics (April 1992)

If recent trends of exponential growth continue, the network numbers
in Cass Bwll soon run out [1,2]. There are over 2 million Class C
networ k nunbers and only 2% have been allocated. However, a Cass C
net wor k nunber can only accommobdat e 254 host nunbers which is too
small for nost networks. Wth the rapid expansion of the Internet
and drastic increase in personal conputers, the tine when the 32-bit
address space is exhausted altogether is also not too distant [1-3].

Recently several proposals have been put forward to deal with the
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i medi ate problem [1-4]. The Supernetting and C sharp schenes
attenpt to make the Class C nunbers nore usable by re-defining the
way in which Cass C network nunbers are classified and assi gned
[3,4]. Both schenes require nodifications to the exterior routing
al gorithms and gl obal coordination across the Internet may be
required for the deploynent. The two schenes do not expand the tota
nunber of addresses available to the Internet and therefore can only
be used as a short-termfix for next two or three years. Schenes
have al so been put forwarded in which the 32-bit address field is
replaced with a field of the sane size but with different neani ng and
the gateways on the boundary re-wite the address when the packet
crossed the boundary [1,2,5]. Such schenes, however, requires
substantial changes to the gateways and the exterior routing

al gorithm

In this paper, we present an alternative solution to the probl em of
address space exhaustion. The "Dual Network Addressing (DNA)" scheme
proposed here is based on a two-tier address structure and sharing of
addresses. It requires no nodifications to the exterior routing

al gorithnms and any networks can adopt the schene individually at any
time without affecting other networks.

The Schene

The DNA schene attenpts to reduce the waste in using the Internet
addresses. A useful analogy to our schene is the extension system
used in the tel ephone system Many | arge organi zati ons usually have
extensive private tel ephone networks for internal use and at the nean

time hire a linmted nunber of external |ines for comunications with
the outside world. 1In such a tel ephone system inportant offices my
have direct external lines and tel ephones in the public areas may be

restricted to internal calls only. The najority of the tel ephones
can usually nmake both internal calls and external calls. But they

must share a limted nunber of external lines. Wen an external cal
is being made, a pre-defined digit has to be pressed so that an
external line can be allocated fromthe poll of external I|ines.

In the DNA schene, there are two types of Internet addresses:

Internal addresses and External addresses. An internal address is an
Internet address only used within one network and is unique only
within that network. An interface with an internal address can only
comuni cate with another interface with an internal address in the
sane network. An external address is unique in the entire Internet
and an interface with an external address can conmunicate directly to
another interface with an external address over the Internet. Al
current Internet addresses are external addresses.

In effect, the external addresses formone gl obal Internet and the
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i nternal addresses formmany private Internets. Wthin one network,
the external addresses are only used for inter-network comuni cations
and i nternal addresses for intra-network comruni cations. An External
Address Sharing Service (EASS) is needed to manage the sharing of
external addresses. An EASS server reserves a nunber of externa
addresses. Wen a nmachine that only has an internal address wants to
comuni cate a nachine with an external address in other networks, it
can send a request to an EASS server to obtain a tenporary externa
address. After the use, the nmachine can return the external address
to the EASS server.

W believe that, with the DNA schenme, a network can operate with a
limted nunber of external addresses. The reasons are as foll ows:

* In nost networks, the mpjority of the traffic is confined to
its local area networks. This is due the nature of
net wor ki ng applications and the bandw dth constraints on
i nter-network |inks.

* The nunber of machi nes which act as Internet servers, i.e.,
running prograns waiting to be called by machines in other
networks, is often limted and certainly nmuch smaller than
the total nunber of machines. These machi nes include nai
servers, domain nane servers, ftp archive servers, directory
servers, etc.

* There are an increasingly |arge nunber of personal machines
entering the Internet. The use of these machines is
primarily limted to their |ocal environnent. They may al so
be used as "clients" such as ftp and tel net to access ot her
machi nes.

* For security reasons, many |arge organizations, such as banks,
government departnents, military institution and sone
conmpanies, may only allow a very |imted nunmber of their
machi nes to have access to the global Internet. The ngjority
of their machines are purely for internal use.

In the DNA schene, all machines in a network are assigned a pernmanent
i nternal address and can conmuni cate with any nachines within the
same network. The allocation of external addresses depends on the
functions of the machines and as a result it creates three-1Ievel
privil eges:

* machi nes which act as servers or used as central conputing
infrastructure are likely to have frequent conmunications
wi th other networks therefore they may require external
addresses all the tinme. These machines are allocated
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per manent external addresses.

* machi nes which are not allowed to comuni cate with ot her
net wor ks have no external addresses and can only contmunicate
with machi nes within their own network.

* the rest of the machines share a nunber of externa
addresses. The external addresses are allocated by
the EASS server on request. These machines can only
used as clients to call machines in other networks,
i.e., they can not be called by machines in other networks.

A network can choose any network nunmber other than its external
network nunber as its internal network nunber. Different networks
can use the sane network nunber as their internal nunber. W propose
to reserve one O ass A network number as the well-known network
nunber for internal use.

The Advant ages

The DNA schene attenpts to tackle the problemfromthe bottom of the

Internet, i.e., each individual network, while other schenes
described in the first section deal with the problemfromthe top of
the Internet, i.e., gateways and exterior routing algorithnms. These

schenes, however, do not need to be consider as nutually exclusive.
The DNA schenme has several advantages:

* The DNA schene takes an evol uti onary approach towards the
changes. Different networks can individually choose to
adopt the schene at any tinme only when necessary.
There is no need for global coordination between different
networks for their deploynent. The effects of the depl oynent
are confined to the network in which the schene is being
i mpl emented, and are invisible to exterior routing
al gorithns and external networks.

* Wth the DNA schenme, it is possible for a nedium size organization
to use a Cass C network nunmber with 254 external addresses.
The scheme allows the current Internet to expand to over 2 mllion
net wor ks and each network to have nore than 16 million hosts.
This will allow considerable tinme for a long-termsolution to
be devel oped and fully tested.

* The DNA schene requires nodifications to the host software.
However, the nodifications are needed only in those networks
whi ch adopt the DNA schene. Since all existing Class A and B
net wor ks usual ly have sufficient external addresses for all their
nmachi nes, they do not need to adopt the DNA schene, and therefore
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need no nodifications at all to their software. The networks

whi ch need to use the DNA schene are those new networks which are
set up after the Class A and B nunbers run out and have to

use a O ass C nunber.

* The DNA schene nmakes it possible to develop to a new addressing
scheme wi thout expanding the 32-bit address length to 64-bit.
Wth the two-tier address structure, the current 32-bit space
can acconmodate over 4 billion hosts in the global Internet and
100 nmillion hosts in each individual network. Wen we nove to a
cl assless nulti-hierarchic addressing schene, the use of external
addresses can be nore efficient and | ess wasteful and the
32-bit space can be adequate for the external addresses.

* When a new addressing schene has been devel oped, all current
Internet addresses have to be changed. The DNA schenme will nake
such a undertaki ng nuch easi er and snoother, since only the
EASS servers and those have permanent external addresses will
be affected, and comunications within the network will not
be interrupted.

The Modifications

The maj or nodifications to the host software is in the network
interface code. The DNA schene requires each machine to have at

| east two addresses. But nost of the host software currently does
not allow us to bind two addresses to one physical interface. This
probl em can be solved by using two network interfaces on each
machine. But this option is too expensive. Note the two interfaces
are actually connected to the sanme physical network. Therefore, if
we nodify the interface code to allow two |logical interfaces to be
mapped onto one single physical interface, the machi ne can then use
both the external address and the internal address with one physical
interface as if it has two physical interfaces. 1In effect, two

| ogical IP networks operate over the same physical network.

The DNA schene also has inmplications to the DNS service. Many

machines will have two entries in the | ocal nane server. The DNS
server nust exam ne the source address of the request and decide
which entry to use. |If the source address matches the well-known

i nternal network nunber, it passes the internal address of the donain
nane. O herw se, the name server passes the external address.

An EASS server is required to nanage the sharing of the externa
addresses, i.e., to allocate and de-allocate external addresses to
t he machi nes which do not have permanent external addresses. This
servi ce can be provided by using the "Dynanmi ¢ Host Configuration
Protocol (DHCP)" [6].
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Many hosts do an inverse | ookup of incom ng connections. Therefore,
it is desirable the entry in the DNS server be updated whenever a new
external address is allocated. This will also allow an machi ne whi ch
currently has a tenporary external address to be called by other

machi nes. The updating of the entry in the DNS server can be done
nmore easily if the EASS server and DNS server are co-l| ocat ed.
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Security Considerations
Security issues are not discussed in this neno.
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