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Abstract

A nunber of Internet application protocols have a need to provide
content negotiation for the resources with which they interact. MM
medi a types [1,2] provide a standard nethod for handling one ngjor
axis of variation, but resources also vary in ways which cannot be
expressed using currently avail able M MeE headers.

This nenp sets out terninology, an abstract franmework and goals for
prot ocol -i ndependent content negotiation, and identifies some
techni cal issues which may need to be addressed.

The abstract framework does not attenpt to specify the content
negoti ati on process, but gives an indication of the anticipated scope
and formof any such specification. The goals set out the desired
properties of a content negotiati on nechanism

Tabl e of Contents

L IntroduCtion. . ... 2
1.1 Structure of this docunent .............. ... ... ....... 3
1.2 Discussion of this document .......................... 3

2. Terminology and definitions.............................. 3

3. Framewor K. . ... 7
3.1 Abstract framework for content negotiation ........... 8

3.1.1 The negotiati On ProCeSS. ... .... ... 9

3.2 Abstract nodel for negotiation netadata ............. 10
3.3 Text representation for negotiation nmetadata ........ 11
3.4 ASN. 1 description of negotiation metadata ........... 11
3.5 Protocol binding guidelines ......................... 11

A, G0al S. . 12

Kl yne | nf or mat i onal [ Page 1]



RFC 2703 Pr ot ocol -i ndependent Content Negotiation Septenber 1999

4.1 Ceneric framework and netadata goals ................ 12
4.2 Protocol -specific deploynment goals .................. 12
5. Technical iSSUES....... ... . ... i 14
5.1 Non-nessage resource transfers ...................... 14
5.2 End-to-end vs hop-by-hop negotiations ............... 14
5.3 Third-party negotiation ............. ... .. .. ..., 15
5.4 Use of generic directory and resolution services ....15
5.5 Billing i SSUBS ... o 15
5.6 Performance considerations .......................... 15
5.7 Confidence levels in negotiated options ............. 16
6. Security Considerations........... ..., 16
6.1 PrivVaCy . ...t 16
6.2 Denial of service attacks .............. ... ... ....... 17
6.3 Mailing list interactions .............. ... ... . ...... 17
6.4 Use of security Services .......... ... 17
6.5 Disclosure of security weaknesses ................... 18
6.5.1 User agent identification....................... 18
6.5.2 MACIO VIiFUSES. . ittt et e e 18
6.5.3 Personal vulnerability.............. .. ... ... ... 18

6.6 Problens of negotiating security .................... 18
7. Acknow edgement S. ... ... 18
8. References....... ... .. . . . 19
9. Author’s Address. . ........ i e e e 19
10. Full Copyright Statement.............. .. .. ... ciuion... 20

1. Introduction

A nunber of Internet application protocols have a need to provide
content negotiation for the resources with which they interact.

While MM nedia types [1, 2] provide a standard nmethod for handling
one major axis of variation, resources also vary in ways which cannot
be expressed using currently avail able M ME headers.

This menp sets out term nology, a franework and sone goals for a
prot ocol -i ndependent content negotiation framework, and identifies
some technical issues which may need to be addressed.

The franework does not attenpt to specify the content negotiation
process; rather it gives an indication of the anticipated scope and
form of any such specifications.

The statenent of goals is intended to set out the desired properties

of a content negotiation franework, while trying to avoid any
assunption of the formthat framework may take.
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1.1 Structure of this docunent
The main part of this nmenp addresses four main areas:

Section 2 defines sone of the ternms which are used with speci al
meani ng.

Section 3 outlines a proposed framework for describing protocol -
i ndependent content negoti ati on.

Section 4 describes various goals for content negotiation.

Section 5 discusses sone of the technical issues which are raised by
this docunment, with cross-references to other work where appropriate.

1.2 Discussion of this docunent
Di scussi on of this docunent should take place on the content
negotiation and nedia feature registration mailing Iist hosted by the
Internet Mail Consortium (1M).
Pl ease send coments regarding this docunent to:

ietf-medfree@nt. org

To subscribe to this list, send a nessage with the body ’subscribe’
to "ietf-nmedfree-request@nct.org”.

To see what has gone on before you subscribed, please see the mailing
list archive at:

http://ww. inc.org/ietf-medfree/
2. Term nol ogy and definitions
This section introduces a nunber of terns which are used with
specific meaning in the content negotiation docunents. Many of these
have been copi ed and adapted from[5].
The terns are listed in al phabetical order.
Capability
An attribute of a sender or receiver (often the receiver)

whi ch indicates an ability to generate or process a
particul ar type of nessage content.
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Characteristic
Sone description of a sender or receiver which indicates a
possi bl e capability or preference.

Choi ce nmessage
A choi ce nessage returns a representati on of sone sel ected
variant or variants, together with the variant list of the
negoti abl e resource. It can be generated when the sender
has sufficient information to select a variant for the
receiver, and also requires to informthe receiver about
the other variants avail able.

Connect ed node
A nmode of operation in which sender and receiver are
directly connected, and hence are not prevented from
definitively deternmining each other’s capabilities. (See
al so: Sessi on node)

Content feature
(see Feature)

Content negoti ation
An exchange of information (negotiation nmetadata) which
| eads to selection of the appropriate representation
(variant) when transferring a data resource.

Dat a resource
A network data object that can be transferred. Data
resources nmay be available in nmultiple representations
(e.g. multiple | anguages, data formats, size, resolutions)
or vary in other ways. (See also: Message, Resource)

Feature A piece of information about the media handling properties
of a nessage passing system conponent or of a data
resource.

Feature tag
A name that identifies a "feature"

Feature set
I nformation about a sender, recipient, data file or other
participant in a nessage transfer which describes the set
of features that it can handle.

Where a 'feature’ describes a single identified attribute

of a resource, a 'feature set’ describes full set of
possi bl e attributes.

Kl yne I nf or mat i onal [ Page 4]



RFC 2703 Pr ot ocol -i ndependent Content Negotiation Septenber 1999

Li st message
A list nessage sends the variant |ist of a negotiable
resource, but no variant data. It can be generated when
t he sender does not want to, or is not allowed to, send a
particul ar variant.

Medi a feature
information that indicates facilities assunmed to be
avail abl e for the nessage content to be properly rendered
or otherwi se presented. Media features are not intended to
include information that affects nessage transm ssion

Message Data which is transnitted froma sender to a receiver,
together with any encapsul ati on which may be appli ed.
Wiere a data resource is the original data which may be
avail able in a nunber of representations, a nmessage
contains those representation(s) which are actually
transmtted. Negotiation netadata is not generally
consi dered to be part of a message.

Message data is distinguished fromother transmtted data
by the fact that its content is fully deternined before the
start of transnission.

Negoti at ed content
Message content which has been sel ected by content
negoti ati on.

Negoti ati on
(See: content negoti ation)

Negot i abl e resource
A data resource which has nultiple representations
(variants) associated with it. Selection of an appropriate
variant for transmission in a nessage is acconplished by
content negotiati on between the sender and reci pi ent.

Negoti ati on net adat a
I nformation which is exchanged between the sender and
recei ver of a nessage by content negotiation in order to
determ ne the variant which should be transferred.

Nei ghbouring vari ant
A particular representation (variant) of a variant resource
whi ch can safely be assuned to be subject to the sane
access controls as the variant resource itself. Not all
variants of a given variant resource are necessarily
nei ghbouring variants. The fact that a particular variant
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is or is not a neighbouring variant has inplications for
security considerations when determnm ning whet her that
variant can be sent to a receiver in place of the
correspondi ng variant resource. It nmay al so have

i mpl i cati ons when determ ning whether or not a sender is
authorized to transnit a particular variant.

An attribute of a sender or receiver (often the receiver)
whi ch indicates an preference to generate or process one
particul ar type of message content over another, even if
both are possible.

A system conmponent (device or progran) which receives a
nessage.

nitiated transm ssion

A nmessage transm ssion which is requested by the eventual
recei ver of the nmessage. Sonetines described as ' pull
nmessagi ng. E.g. an HTTP CET operation.

A docunent, data file or facility which is accessed or
transnitted across a network. (See also: Data resource)

A system conmponent (device or progranm) which transmits a
nmessage.

tiated transm ssion

A message transm ssion which is invoked by the sender of

t he nessage. Sonetines described as 'push’ nmessaging. E. g.
sendi ng an e-mai l

Sessi on nopde

Store and

Synt ax

Kl yne

A nmode of message transmission in which confirmation of
nmessage delivery is received by the sender in the sane
application session (usually the sane transport connecti on)
that is used to transmit the nmessage. (See al so: connected
node, store and forward node)

forward node

A node of nessage transm ssion in which the nessage is held
in storage for an unknown period of tine on nessage
transfer agents before being delivered.

The formused to express sonme val ue; especially the fornat

used to express a nedia feature value, or a feature set.
(See al so: feature value, feature set, type.)
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Transm ssi on
The process of transferring a nessage froma sender to a
receiver. This may include content negotiation.

Type The range of values that can be indicated by sone
identifier of variable; especially the range of val ues
that can be indicated by a feature tag. (See al so:
feature, syntax.)

NOTE: this differs fromusage enpl oyed by the LDAP/ X 500
directory conmunity, who use the terns "attribute type" to
describe an identifier for a value in a directory entry,
and "attribute syntax" to describe a range of all owed
attri bute val ues.

User agent
A system conponent which prepares and transmts a nessage,
or receives a nessage and displays, prints or otherw se
processes its contents.

Vari ant One of several possible representations of a data
resource.

Variant i st
A list containing variant descriptions, which can be bound
to a negotiabl e resource.

Variant description
A machi ne-readabl e description of a variant resource,
usually found in a variant list. A variant description
contains a variant resource identifier and various
attri butes which describe properties of the variant.

Variant resource
A data resource for which nultiple representations
(variants) are avail abl e.
3. Framewor k
For the purposes of this docunent, nessage transm Ssion protoco

capabilities are explicitly disregarded: it is presunmed that these
will be dealt with separately by some orthogonal nechani sm
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Content negotiation covers three el enents:

1. expressing the capabilities of the sender and the data resource to
be transmtted (as far as a particular nmessage i s concerned),

2. expressing the capabilities of a receiver (in advance of the
transni ssion of the nessage), and

3. a protocol by which capabilities are exchanged.

These negotiation el enments are addressed by a negotiation framework
i ncorporating a nunber of design elenents with dependenci es shown:

[ Abstract ] [ Abst ract ]
[ negoti ati on] [ negotiation ]
[ process ] [ nmetadata ]
I I
\Y V

[ Negoti ati on] [ Negotiation ]
[ protocol ] [ nmetadata ]
[ binding ] [representation]

[ Appl i cati on protocol]
[ i ncorporating ]
[content negotiation ]

Wthin this overall framework, expressing the capabilities of sender
and receiver is covered by negotiation netadata. The protocol for
exchangi ng capabilities is covered by the abstract negotiation
framework and its binding to a specific application protocol.

Application protocol independence is addressed by separating the
abstract negotiation process and netadata from concrete
representations and protocol bindings.

3.1 Abstract franmework for content negotiation

The negotiation framework provides for an exchange of negoti ation

net adat a between the sender and receiver of a nessage which |leads to
determ nation of a data format which the sender can provide and the
reci pient can process. Thus, there are three main elenments which are
the subjects of the negotiation process and whose capabilities are
descri bed by the negotiation netadata: the sender, the transmtted
data file format and the receiver.
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The life of a data resource may be vi ewed as:

(9 (D (P
[A]-->-[8]-->-[Rl-->-[U)

wher e:
[A] = author of docunent
(C = original docunent content
[ S] = nessage sendi ng system
(T) =transnitted data file (representation of (C))
[R] = receiving system
(F) = formatted (rendered) docunent data (presentation of (C))
[U = user or consuner of a docunent

Here, it is [S] and [R] who exchange negotiation netadata to decide
the formof (T), so these elenents are the focus of our attention.

Negoti ati on nmetadata provided by [S] woul d take account of avail abl e
docunent content (C) (e.g. availability of resource variants) as well
as its own possible ability to offer that content in a variety of
formats.

Negoti ation nmetadata provided by [R would sinmilarly take account of
the needs and preferences of its user [U as well as its own
capabilities to process and render received data.

3.1.1 The negotiation process

Negoti ati on between the sender [S] and the receiver [R] consists of a
series of negotiation netadata exchanges that proceeds until either
party determines a specific data file (T) to be transnmitted. |If the
sender nmakes the final determination, it can send the file directly.
O herwi se the receiver must comunicate its selection to the sender
who sends the indicated file.

This process inplies an open-ended exchange of information between
sender and receiver. Not every inplenentation is expected to

i mpl enent this scheme with the full generality thus inplied. Rather,
it is expected that every concrete negotiation can be viewed as a
subset of this process.

For exampl e, Transparent Content Negotiation (TCN) [5] uses a nodel
in which one of the follow ng happens:

o The recipient requests a resource with no variants, in which case
the sender sinply sends what is avail abl e.
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0o A variant resource is requested, in which case the server replies
with a list of available variants, and the client chooses one
vari ant fromthose offered.

o The recipient requests a variant resource, and al so provides
negoti ati on nmetadata (in the form’Accept’ headers) which all ows
the server to nmake a choice on the client’s behal f.

Anot her, sinpler exanple is that of fax negotiation: in this case
the intended recipient declares its capabilities, and the sender
chooses a nessage variant to match

Each of these can be viewed as a particul ar case of the genera
negoti ati on process descri bed above. Sinilar observations can be
made regarding the use of directory services or MNME

Mul tipart/alternative’ in conjunction with e-mail message
transm ssi on.

3.2 Abstract nodel for negotiation netadata

A sinmple but general negotiation framework has been described, which
i s based on the exchange of negotiation netadata between sender and
reci pient. The nmechani sm by which data is exchanged is not inportant
to the abstract negotiation framework, but something does need to be
sai d about the general form of the netadata.

The term nol ogy and definitions section of this docunment places
constraints on the form of negotiation netadata, and the descriptions
that follow should be read in conjunction with the definitions to

whi ch they refer

Negoti ati on netadata needs to enconpass the foll ow ng el enents:

0 Media feature: a way to describe attributes of a data resource.

0 Feature set: a description of a range of possible nedia feature
conbi nati ons which can be: offered by a sender; represented by a
data file format; or processed by a receiver.

0 One or nore naming schenmes for labelling nedia features and
feature sets. These should be backed up by some kind of
regi strati on process to ensure uni queness of names and to
encourage a conmon vocabulary for commonly used features.

o A framework of data types for nedia features, indicating the range
and properties of value types which can be represented.
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o0 A way to conbine nedia features into feature sets, capable of
expressing feature dependencies within a feature set (e.g.
640x480 pi xel size and 256 col ours, or 800x600 pixel size and 16
col ours).

o Sone way to rank feature sets based upon sender and receiver
preferences for different feature val ues.

3.3 Text representation for negotiation netadata

A concrete textual representation for nmedia feature val ues and
feature set descriptions would provide a common vocabul ary for
feature data in text-based protocols Iike HTTP and SMIP

In defining a textual representation, the issue of allowable
character sets needs to be addressed. \Wether or not negotiation
nmet adat a needs to support a full garmut of international characters
wi || depend upon the framework of data types adopted for nedia
features. As negotiation netadata would be used as a protocol

el enent (not directly visible to the user) rather than part of the
nmessage content, support for extended character sets nmay be not
required.

A textual representation for negotiation netadata would inply a
textual representation for nmedia feature nanes, and al so for
expressions of the nedia feature comnbini ng al gebra.

3.4 ASN. 1 description of negotiation netadata
For use with non-text-based protocols, an ASN. 1 description and
encodi ng designation for negotiation netadata could be hel pful for
i ncorporating the comopn negotiation franmework into ASN. 1-derived
protocols |ike X 400, X 500, LDAP and SNWP
An ASN. 1 description of negotiation netadata formats suggests that
separate nedia feature nam ng schene based on |1 SO object identifiers
woul d be val uabl e.

3.5 Protocol binding guidelines

Specific protocol bindings will be needed to use the abstract
framework for negotiation

Details of protocol bindings would be beyond the scope of this work,
but guidelines maybe not. (SASL m ght provide a useful nodel here.)
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4. (@oal s

These goals are presented in two categories:

1.

Negoti ation franmework and netadata goal s whi ch address the broad
goal s of negotiation in a protocol -i ndependent fashion

Specific goals which relate to the deploynment of negotiation in
the context of a specific protocol (e.g. relation to HITP protocol
operations, cache interactions, security issues, existing HITP
negoti ati on nechani sns, application to variant selection, etc.).
These woul d be addressed by a specific protocol binding for the
negoti ati on franework.

4.1 Ceneric framework and netadata goal s

(0]

(0]

A common vocabul ary for designating features and feature sets.
A stable reference for comopnly used features.

An extensi ble framework, to allow rapid and easy adopti on of new
features.

Permit an indication of quality or preference.

Capt ure dependenci es between feature val ues

A uni form franmewor k nmechani sm for exchangi ng negotiati on netadata
shoul d be defined that can enconpass existing negotiable features
and is extensible to future (unantici pated) features.

Ef fici ent negotiation should be possible in both receiver
initiated ("pull’) and sender initiated (' push’) nessage

transfers.

The structure of the negotiation procedure framework shoul d stand
i ndependently of any particul ar nmessage transfer protocol.

Be capabl e of addressing the role of content negotiation in
fulfilling the comunicati on needs of |ess able conputer users.

4.2 Protocol -specific deploynment goals

(0]

Kl yne

A negotiation should generally result in identification of a
nmut ual | y acceptabl e form of nmessage data to be transferred.
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0o

Kl yne

If capabilities are being sent at times other than the tinme of
nessage transni ssion, then they should include sufficient
information to allow themto be verified and authenti cat ed.

A capability assertion should clearly identify the party to whom
the capabilities apply, the party to whomthey are being sent, and
sonme indication of their date/tinme or range of validity. To be
secure, capability assertions should be protected agai nst

i nterception and substitution of valid data by invalid data.

A request for capability information, if sent other than in
response to delivery of a nmessage, should clearly identify the
requester, the party whose capabilities are being requested, and
the time of the request. It should include sufficient infornmation
to allow the request to be authenticat ed.

In the context of a given application, content negotiation may use
one or several methods for transmi ssion, storage, or distribution
of capabilities.

The negoti ati on nechani sm shoul d i nclude a standardi zed net hod for
associating features with resource vari ants.

Negoti ation should provide a way to indicate provider and
reci pi ent preferences for specific features.

Negoti ati on shoul d have the nini num possi bl e i npact on network
resource consunption, particularly in ternms of bandw dth and
nunber of protocol round-trips required.

Systens should protect the privacy of users’ profiles and
providers’ inventories of variants.

Prot ocol specifications should identify and pernit nechanisnms to
verify the reasonabl e accuracy of any capability data provided.

Negoti ation nmust not significantly jeopardi ze the overal
operation or integrity of any systemin the face of erroneous
capability data, whether accidentally or maliciously provided.

Intelligent gateways, proxies, or caches should be allowed to
participate in the negotiation

Negoti ati on metadata shoul d be regarded as cacheabl e, and explicit

cache control nechanisns provided to forestall the introduction of
ad- hoc cache-busting techni ques.
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0 Automatic negotiation should not pre-enpt a user’s ability to
choose a docunent format from those avail abl e.
5. Technical issues
5.1 Non- nessage resource transfers

The ideas for generic content negotiation have been conceived and
devel oped in the context of message-oriented data transm ssions.

Message data is defined el sewhere as a data whose entire content is
deci ded before the start of data transmi ssion. The follow ng are
exanpl es of non-nessage data transfers.
o streaned data,
0 interactive conputations,
o0 real-tinme data acquisition
Does a proposed approach to negotiati on based on nessage data
reasonably extend to streanmed data (e.g. data whose content is not
fully determned by the tine the first data itens are transmitted)?
It may be that the netadata will be applicable, but the abstract
negoti ati on process franework may be insufficient to these nore
demandi ng circunst ances.

5.2 End-to-end vs hop-by-hop negotiations

Could this distinction place any special demands or constraints on a
generic negotiation framework, or is this sinply a protocol issue?

0 End-to-end negotiation gives greatest confidence in the outcone.

0 Hop-by-hop nay have advantages in a network of occasionally-
connected systens, but will place additional demands on
i nterveni ng nessage transni ssion agents.

Hop- by- hop negotiation inplies that negotiation responses are not
necessarily a definitive indication of an endpoint systems
capabilities. This in turn inplies a possible need for time-to-1live
and re-verification nechanisnms to flush out stale negotiation data.

Note that one of the stated goals is to allow proxies and caches to
participate in the negotiation process, as appropriate.
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5.3 Third-party negotiation

An extension of the hop-by-hop vs. end-to-end negotiation thenme is to
consider the inplications of allowi ng any system ot her than an
endpoi nt participant in the nessage transm ssion to supply
negoti ati on net adat a.

Any use of a third party in the negotiation process inevitably
i ncreases the possibilities for introducing errors into the
negoti ati on net adat a.

One particular exanple of a third party participant in a negotiation
process that is frequently suggested is the use of a directory
service using LDAP or simlar protocols. Wat additional steps need
to be taken to ensure reasonable reliability of negotiation netadata
supplied by this nmeans?

5.4 Use of generic directory and resolution services

It is clearly helpful to use existing protocols such as LDAP to
exchange content negotiati on netadat a.

To achieve this, it be necessary to define directory or other schena
el enents which are specific to content negotiation. For exanple, an
LDAP attribute type for a nmedia feature set.

5.5 Billing issues

Negotiation may raise sonme billing-related i ssues in sone contexts
because it potentially incurs a tw-way exchange of data not
necessarily conpleted during a single connection. There is an issue
of who pays for return nmessages, etc., in a non-connected environnent
like e-mail or fax.

5.6 Perfornmance consi derations

Negoti ati on can inpact performance in both positive and negative
ways.

The obvi ous negative inpact arises fromthe exchange of additional
data which necessarily consunmes sone additional bandwi dth. There is
al so an issue of round-trip or third-party query del ays while
negoti ati on netadata i s bei ng exchanged before transm ssion of the
nmessage itself is comrenced.

Over the Internet, there are sone bandw dth/ | atency trade-offs which

can be made. For example, in Internet e-mail the MM type
multipart/alternative’ can be used to send nultiple versions of a
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resource: this preserves latency by using additional bandwidth to
send a greater volunme of data. On the other hand, HTTP [7] suggests
a negotiati on nmechani sm whi ch preserves bandw dth at the cost of
introducing a round-trip delay (section 12.2, Agent-driven
negoti ati on).

To set agai nst the negative performance inpact of content
negotiation, it is to be hoped that overall network efficiency is to
be inproved if it results in the nost useful data format being
delivered to its intended recipient, first tine, alnost every tine.

5.7 Confidence levels in negotiated options

In sone cases (e.g. when there has been a direct exchange of
information with the renpte systen) the conmunicating parties will
have a high degree of confidence in the outcone of a negotiation
Here, a data exchange can be performed w thout need for subsequent
confirmation that the options used were acceptabl e.

In other cases, the options will be a best-guess, and it may be
necessary to make provision for parties to reject the options
actually used in preference for some other set.

This consideration is likely to interact with performance
consi derati ons.

A useful pattern, adopted by TCN [5], is to define a negotiation
procedure which guarantees a correct outcone. This forns the
foundation for a procedure which attenpts to use easily-obtained but
less reliable information in an attenpt to optinize the negotiation
process but that contains checks to guarantee the final result wll
be the same as woul d have been obtained by the full negotiation
procedure. Such procedures sonetines have to resort to the origina
"full cycle" negotiation procedure, but in a mgjority of cases are
expected to reach their conclusion by an optim zed route.

6. Security Considerations

The purposes of this section is to identify and catal ogue sone
security issues that feature negotiation protocols should consider.

6.1 Privacy
Privacy may be adversely affected by:

0 Unintended discl osure of personal infornmation.
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0 Spoofed requests for negotiation data sinply for the purposes of
gathering information, and not as part of a bona fide nessage
transni ssi on.

6.2 Denial of service attacks

Servi ce denial may be caused by:

o Injection of false negotiation data.

0 Excessive requests for negotiation data
6.3 Mailing list interactions

Content negotiation with final recipients is sonmewhat at odds with
normal practice for maintaining lists for redistribution of Internet
mai | .

It may be appropriate for a sender to negotiate data formats with a
list manager, and for a list nmanager to negotiate with nessage
recipients. But the conmon practice of keeping confidential the
identities and addresses of mailing Iist subscribers suggests that
end-to-end negotiation through a nailing list is not consistent with
good security practice.

6.4 Use of security services

Protocol s that enploy security services for nmessage transfer should
al so apply those services to content negotiation

0 Authenticated requests for negotiation netadata provi de a neans
for a potential recipient to noderate the distribution of nedia
capability information

0 Authentication of negotiation netadata provi des a nmeans for
potential nessage senders to avoid using incorrect information
i njected by sone other party.

o Encryption of negotiation data may help to prevent disclosure of
sensitive capability-related information to snoopers.

o Conducting a negotiation exchange over an authenticated or
encrypted protocol session (e.g. SASL), transport connection or
network path (e.g. TLS, |IPSEC) can provide for nutual
aut hentication of both parties in an exchange of negotiation data.
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6.5 Disclosure of security weaknesses
6.5.1 User agent identification

Di scl osure of capability information may all ow a potential attacker
to deduce what nessage handling agent is used, and hence may lead to
the exploitation of known security weaknesses in that agent.

6.5.2 Macro viruses

Macro viruses are a w despread probl em anbng applications such as
word processors and spreadsheets. Knowi hg which applications a

reci pient enploys (e.g. by file format) may assist in a malicious
attack. However, such viruses can be spread easily w thout such
know edge by sending nultiple nmessages, where each nessage infects a
specific application version.

6. 5.3 Personal vul nerability

One application of content negotiation is to enable the delivery of
nmessage content that neets specific requirenments of |ess able people.
Di scl osure of this informati on may nmake such people potential targets
for attacks that play on their personal vulnerabilities.

6.6 Problens of negotiating security

If feature negotiation is used to decide upon security-rel ated
features to be used, sonme special problens may be created if the
negoti ati on procedure can be subverted to prevent the selection of
ef fective security procedures.

The security considerations section of GSS-API negotiation [8]
di scusses the use of integrity protecting nmechanisns with security
negoti ati on.
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