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Abstract
Thi s docunent describes a protocol for a WebNFS client [RFC2054] to
negotiate the desired security nechanismw th a WbNFS server
[ RFC2055] before the WebNFS client falls back to the MOUNT v3
protocol [RFC1813]. This docunent is provided so that people can

wite conpatible inplenmentations.
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1. Introduction

The MOUNT protocol is used by an NFS client to obtain the necessary
filehandl e for data access. MOUNT versions 1 and 2 [ RFCL094] return
NFS version 2 filehandl es, whereas MOUNT version 3 [RFCL813] returns
NFS version 3 filehandl es.

Anong the existing versions of the MOUNT protocol, only the MOUNT v3
provi des an RPC procedure (MOUNTPROC3_MNT) which facilitates security
negoti ati on between an NFS v3 client and an NSF v3 server. Wen this
RPC procedure succeeds (MNT3_COK) the server returns to the client an
array of security nechanisns it supports for the specified pathnane,

in addition to an NFS v3 fil ehandl e.

A security mechanismreferred to in this docunent is a generalized
security flavor which can be an RPC authentication flavor [RFC1831]
or a security flavor referred to in the RPCSEC_GSS pr ot ocol

[ RFC2203] . A security nmechanismis represented as a four-octet

i nteger.

No RPC procedures are available for security negotiation in versions
1 or 2 of the MOUNT protocol

The NFS nmount command provides a "sec=" option for an NFS client to
specify the desired security nmechanismto use for NFS transactions.

If this nmount option is not specified, the default action is to use
the default security nechani smover NFS v2 nounts, or to negotiate a
security nmechani smvia the MOUNTPROC3_MNT procedure of MOUNT v3 and
use it over NFS v3 mounts. In the latter, the client picks the first
security mechanismin the array returned fromthe server that is also
supported on the client.

As specified in RFC 2054, a WbNFS client first assunes that the
server supports WebNFS and uses the publsc filehandle as the initial
filehandl e for data access, elinmnating the need for the MOUNT
protocol. The WebNFS client falls back to MOUNT if the server does
not support WebNFS.

Since a WebNFS client does not use MOUNT initially, the
MOUNTPROC3_MNT procedure of MOUNT v3 is not available for security
negotiation until the WbNFS client falls back to MOUNT. A viable
protocol needs to be devised for the WebNFS client to negotiate
security mechanisnms with the server in the absence of the
MOUNTPROC3_MNT pr ocedur e.
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The WebNFS security negotiation protocol nust neet the follow ng
requirenments:

- Must work seamessly with NFS v2 and v3, and the WebNFS
protocol s

- Must be backward conpatible with servers that do not support
this negotiation

- M ni mum nunber of network turnarounds (I atency)

Thi s docunent describes the WbNFS security negotiation protoco

devel oped by Sun M crosystens, Inc. Terminology and definitions from
RFCs 2054 and 2055 are used in this docunent. The reader is expected
to be famliar with them

2. Security Negotiation Milti-conmponent LOOKUP

The goal of the WebNFS security negotiation is to allow a WebNFS
client to identify a security mechani smwhich is used by the WebNFS
server to protect a specified path and is al so supported by the
client. The WbNFS client initiates the negotiation by sending the
VWDbNFS server the path. The WebNFS server responds with the array of
security mechanisns it uses to secure the specified path. Fromthe
array of security nechani sms the WbNFS client selects the first one
that it al so supports.

Wt hout introducing a new WbNFS request, the WDbNFS security
negotiation is achi eved by nodifying the request and response of the
existing multi-conmponent LOOKUP (MCL) operation [ RFC2055]. Note that
the MCL operation is acconplished using the LOOKUP procedure
(NFSPROC3_LOOKUP for NFS v3 and NFSPROC LOOKUP for NFS v2). This and
t he next sections describe how the MCL request and response are
nodified to facilitate WebNFS security negotiation

For ease of reference, the nodified MCL request is henceforth
referred to as SNEGO MCL (security negotiation multi-conponent
LOOKUP) request.

A multi-conmponent LOOKUP request [RFC2055] is conposed of a public
filehandle and a multi-conmponent path:

For Canoni cal Path:

LOOKUP FH=0x0, "/alb/c"
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For Native Pat h:
LOOKUP FH=0x0, 0x80 "a:b:c"

A multi-conponent path is either an ASCI| string of slash separated

conmponents or a 0x80 character followed by a native path. Note that
a multi-conponent LOOKUP inplies the use of the public filehandle in
t he LOCKUP.

Simlar to the MCL request, a SNEGO MCL request consists of a public
filehandl e and a pathnanme. However, the pathnane is uniquely
conmposed, as described below, to distinguish it from other pathnanes.

The pathname used in a SNEGO-MCL is the regular WebNFS nul ti -
conmponent path prefixed with two octets. The first prefixed octet is
the Ox81 non-ascii character, simlar to the Ox80 non-ascii character
for the native paths. This octet represents client’s indication to
negoti ate security nmechanisns. It is followed by the security index
octet which stores the current value of the index into the array of
security nmechanisnms to be returned fromthe server. The security

i ndex always starts with one and gets increnmented as negoti ation
continues. It is then followed by the pathnane, either an ASCl
string of slash separated canonical conmponents or 0x80 and a native
pat h.

A security negotiation multi-conponent LOOKUP request |ooks |ike
this:

For Canoni cal Pat h:
LOOKUP FH=0x0, Ox81 <sec-index> "/alb/c"
For Native Pat h:
LOOKUP FH=0x0, 0x81 <sec-index> 0x80 "a:b:c"

In the next section we will see how the MCL response is nodified for
VWbNFS security negoti ation

3. Overl oaded Fil ehandl e

As described in RFC2054, if a nulti-conponent LOOKUP request
succeeds, the server responds with a valid fil ehandle:
LOOKUP FH=0x0, "al/b/c"

FH=0x3
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NFS fil ehandl es are used to uniquely identify a particular file or
directory on the server and are opaque to the client. The client
nei t her examines a filehandl e nor has any know edge of its contents.
Thus, filehandl es nake an ideal repository for the server to return
the array of security nechanisns to the client in response to a
SNEGO- MCL r equest .

To a successful SNEGO MCL request the server responds, in place of
the filehandle, with an array of integers that represents the valid
security nmechanisnms the client nust use to access the given path. A
length field is introduced to store the size (in octets) of the array
of integers.

As the filehandles are limted in size (32 octets for NFS v2 and up
to 64 octets for NFS v3), it can happen that there are nore security
nmechani sns than the filehandl es can acconmodate. To circunvent this
problem a one-octet status field is introduced which indicates

whet her there are nore security nechanisns (1 nmeans yes, 0 nmeans no)
that require the client to perform another SNEGO- MCL to get them

To sunmari ze, the response to a SNEGO MCL request contains, in place
of the filehandle, the length field, the status field, and the array
of security nechanisns:

FH. length, status, {sec_1 sec_2 ... sec_n}

The next two sub-sections describe how NFS v2 and v3 filehandles are
"over|l oaded" to carry the length and status fields and the array of
security mechani smns.

3.1 Overl oaded NFS Version 2 Fil ehandl e

A regular NFS v2 filehandle is defined in RFCL094 as an opaque val ue
occupyi ng 32 octets:

1 2 3 4 32
S S S

T M S

An overl oaded NFS v2 filehandl e | ooks |like this:

1 2 3 4 5 8 32
T T S S S T = T T s +-- - - - -+
| T | s | | | sec_1 | ... sec_n R | |
T T S S S T = T T s +-- - - - -+
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Note that the first four octets of an overloaded NFS v2 fil ehandl e
contain the length octet, the status octet, and two padded octets to
make them XDR four-octet aligned. The length octet | =4 * n, where
n is the nunber of security mechani sns sent in the current overl oaded
filehandl e. Apparently, an overloaded NFS v2 filehandl e can carry up
to seven security nechanisns.

3.2 Overl oaded NFS Version 3 Fil ehandl e

A regular NFS v3 filehandle is defined in RFC1813 as a variable

| engt h opaque val ue occupying up to 64 octets. The length of the
filehandle is indicated by an integer value contained in a four octet
val ue whi ch describes the nunber of valid octets that foll ow

1 4
T
| I en |
T

1 4 up to 64
T T T T s S i i gy S e T T g
e e O A e
T T T T s S i i gy S e T T g

An overl oaded NFS v3 filehandl e | ooks |ike the follow ng:

1 4
T
| [ en |
T

1 4 5 8
T S I R S
| s | | | | sec_1 | ... | sec_n |
T S I R S

Here, len = 4 * (n+l1). Again, n is the nunber of security mechani sns
contained in the current overloaded filehandle. Three octets are
padded after the status octet to neet the XDR four-octet alignment
requi rement. An overloaded NFS v3 filehandle can carry up to fifteen
security mechani smns.

4. WebNFS Security Negotiation
Wth the SNEGO- MCL request and the overl oaded NFS v2 and v3

filehandl es defined above, the follow ng diagram depicts the WebNFS
security negotiation protocol
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dient Server

FH. length, status, {sec_1 sec_2 ... sec_n}

wher e
0x81 represents client’s indication to negotiate security
nmechani sns with the server,

path is either an ASCI| string of slash separated conponents or
Ox80 and a native path,

sec-index, one octet, contains the index into the array of
security mechani snms the server uses to protect the specified path,

status, one octet, indicates whether there are nore security
mechani sns (1 neans yes, 0 nmeans no) that require the client to
per form anot her SNEGO-MCL to get them

length (one octet for NFS v2 and four octets for NFS v3) describes
the nunber of valid octets that follow,

{sec_1 sec_2 ... sec_n} represents the array of security

nmechani sns. As noted earlier, each security nmechanismis

represented by a four-octet integer
Here is an exanple showi ng the WbNFS security negotiation protoco
with NFS v2. In the exanple it is assumed the server shares /export
with 10 security nechani sns {0x3900 0x3901 0x3902 ... 0x3909} on the
export, two SNEGO MCL requests woul d be needed for the client to get
the conpl ete security information

LOOKUP FH=0x0, 0x81 0x01 "/export"

Ox1lc, 0x01, {0x3900 0x3901 0x3902 0x3903 0x3904 0x3905 0x3906}

LOOKUP FH=0x0, 0x81 0x08 "/export"

Ox0c, 0x00, {0x3907 0x3908 0x3909}
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The order of the security nechanisns returned in an overl oaded
filehandl e inplies preferences, i.e., one is nore recomended than
those following it. The ordering is the sane as that returned by the
MOUNT v3 pr ot ocol

The followi ng shows a typical scenario which illustrates how the
WebNFS security negotiation is acconplished in the course of
accessing publicly shared fil esystens.

Normal |y, a WebNFS client first nakes a regular nmulti-conmponent
LOOKUP request using the public filehandle to obtain the filehandle
for the specified path. Since the WebNFS client does not have any
prior know edge as to how the path is protected by the server the
default security mechanismis used in this first multi-conponent
LOOKUP. If the default security mechani sm does not neet server’s
requi rements, the server replies with the AUTH TOOANEAK RPC

aut hentication error, indicating that the default security mechani sm
is not valid and the WebNFS client needs to use a stronger one.

Upon receiving the AUTH TOOAEAK error, to find out what security
mechani sns are required to access the specified path the WbNFS
client sends a SNEGO- gMCL request, using the default security
nmechani sm

If the SNEGO- MCL request succeeds the server responds with the
filehandl e overloaded with the array of security mechani sns required
for the specified path. |If the server does not support WebNFS
security negotiation, the SNEGO- MCL request fails with NFSERR IO for
NFS v2 or NFS3ERR_I O for NFS v3 [ RFC2055] .

Dependi ng on the size of the array of security nechani sns, the WebNFS
client may have to make nore SNEGO- MCL requests to get the conplete
array.

For successful SNEGO- MCL requests, the WebNFS client retrieves the
array of security mechanisnms fromthe overl oaded filehandle, selects
an appropriate one, and issues a regular multi-conmponent LOOKUP usi ng
the selected security nechanismto acquire the filehandle.

Al'l subsequent NFS requests are then nade using the selected security
mechani sm and the fil ehandl e.

The followi ng depicts the scenario outlined above. It is assuned
that the server shares /export/honme as foll ows:

share -0 sec=sec_1:sec_2:sec_3, public /export/home
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and AUTH SYS is the client’s default security nmechani smand is not
one of {sec_1, sec_2, sec_3}.

dient Server

LOOKUP FH=0x0, "/export/hone"
AUTH_SYS
AUTH_TOOWEAK
LOOKUP FH=0x0, 0x81 0x01 "/export/hone"
AUTH_SYS
overl oaded FH length, status, {sec_1 sec_2 sec_3}
LOOKUP FH=0x0, "/export/hone"
sec_n
FH = 0x01

NFS request with FH=0x01

In the above scenario, the first request is a regular nulti-conponent
LOCKUP which fails with the AUTH TOONEAK error. The client then
i ssues a SNEGO- MCL request to get the security informtion.

There are WebNFS inpl enmentations that allow the public filehandle to
work with NFS protocol procedures other than LOOKUP. For those
WebNFS i npl enmentations, if the first request is not a regular nulti-
conponent LOOKUP and it fails with AUTH TOONEAK, the client should
i ssue a SNEGO-MCL with

0x81 Oxo01 "."

as the path to get the security infornmation
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5. Security Considerations

The reader nmay note that no nandatory security nechani sns are
specified in the protocol that the client nust use in nmaki ng SNEGO
MCL requests. Normally, the client uses the default security
nmechani sm configured on his systemin the first SNEGO MCL request.

If the default security nechanismis not valid the server replies
with the AUTH TOONEAK error. In this case the server does not return
the array of security nechanisns to the client. The client can then
make anot her SNEGO MCL request using a stronger security nechani sm
This continues until the client hits a valid one or has exhausted al
the supported security mechani sns.
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