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Abstract

OTP [ OTP] provides a useful authentication nechanismfor situations
where there is limted client or server trust. Currently, OIP is
added to protocols in an ad-hoc fashion with heuristic parsing. This
speci fication defines an OTP SASL [ SASL] nechanismso it can be
easily and formally integrated into many application protocols.

1. How to Read Thi s Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
"RECOVMENDED' and "MAY" in this docunment are to be interpreted as
defined in "Key words for use in RFCs to Indicate Requirenent Levels”
[ KEYWORDS] .

This nenp assunes the reader is familiar with OTP [OTP], OTP extended
responses [ OTP- EXT] and SASL [ SASL].

2. Intended Use

The OTP SASL nechani smrepl aces the SKEY SASL nmechani sm [ SASL]. OIP
is a good choice for usage scenarios where the client is untrusted
(e.g., a kiosk client), as a one-tinme password will only give the
client a single opportunity to act on behalf of the user. OIP is

al so a good choice for situations where interactive |logins are
permitted to the server, as a conproni sed OIP authenticati on database
is only subject to dictionary attacks, unlike authentication

dat abases for other sinple nechanisnms such as CRAM MD5 [ CRAM MD5] .
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It is inportant to note that each use of the OIP nmechani sm causes the
aut henti cati on database entry for a user to be updated.

This SASL mechani sm provides a formal way to integrate OTP into
SASL- enabl ed protocols including | MAP [| MAP4], ACAP [ ACAP], POP3
[ POP- AUTH and LDAPv3 [ LDAPv3].

3. Profiling OTP for SASL

OTP [OTP] and OTP extended responses [ OTP- EXT] offer a nunber of
options. However, for authentication to succeed, the client and
server need conpatible option sets. This specification defines a
singl e SASL nechanism OIP. The following rules apply to this
mechani sm

o] The extended response syntax MJST be used.

o] Servers MUJST support the foll owing four OTP extended responses:
"hex", "word", "init-hex" and "init-word". Servers MJST support
the "word" and "init-word" responses for the standard dictionary
and SHOULD support alternate dictionaries. Servers MJST NOT
requi re use of any additional OTP extensions or options.

o] Cients SHOULD support display of the OIP challenge to the user
and entry of an OTP in multi-word format. Cients MAY al so
support direct entry of the pass phrase and conpute the "hex" or
"word" response

o] Clients MJST indicate when authentication fails due to the
sequence nunber getting too | ow and SHOULD offer the user the
option to reset the sequence using the "init-hex" or "init-word"
response.

Support for the MD5 algorithmis REQUI RED, and support for the SHAl
al gorithmis RECOMVENDED.

4. OTP Aut hentication Mechani sm
The nechani sm does not provide any security |ayer.

The client begins by sending a nmessage to the server containing the
follow ng two pieces of information.

(1) An authorization identity. Wen the enpty string is used, this
defaults to the authentication identity. This is used by system
admini strators or proxy servers to login with a different user
identity. This field may be up to 255 octets and is termnated by a
NUL (0) octet. US-ASCII printable characters are preferred, although
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UTF-8 [UTF-8] printable characters are permtted to support
international names. Use of character sets other than US-ASCI| and
UTF-8 i s forbidden

(2) An authentication identity. The identity whose pass phrase wl|l
be used. This field may be up to 255 octets. US-ASCII| printable
characters are preferred, although UTF-8 [UTF-8] printable characters
are permtted to support international names. Use of character sets
ot her than US-ASCI|I and UTF-8 is forbidden.

The server responds by sending a nmessage contai ning the OTP chall enge
as described in OTP [ OTP] and OTP extended responses [ OTP- EXT].

If a client sees an unknown hash algorithmnane it will not be able
to process a pass phrase input by the user. In this situation the
client MAY pronpt for the six-word format, issue the cancel sequence
as specified by the SASL profile for the protocol in use and try a
di fferent SASL nmechanism or close the connection and refuse to
authenticate. As a result of this behavior, a server is restricted
to one OTP hash al gorithm per user.

On success, the client generates an extended response in the "hex",
"word", "init-hex" or "init-word" format. The client is not required
to terminate the response with a space or a new i ne and SHOULD NOT

i ncl ude unnecessary whitespace.

Servers MUST tolerate input of arbitrary length, but MAY fail the
authentication if the length of client input exceeds reasonable size.

5. Exanpl es

In these exanple, "C " represents lines sent fromthe client to the
server and "S:" represents lines sent fromthe server to the client.
The user nanme is "tim and no authorization identity is provided.
The "<NUL>" bel ow represents an ASCI| NUL octet.

The following is an exanple of the OTP nechani sm using the ACAP
[ ACAP] profile of SASL. The pass phrase used in this exanple is:
This is a test.

a001 AUTHENTI CATE "OTP" {4}
<NUL>ti m

+ "ot p-nmd5 499 kel234 ext"

"hex: 5bf 075d9959d036f "

a001 OK " AUTHENTI CATE conpl et ed”

WOVWOo
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Here is the same exanpl e using the six-words response:

a001 AUTHENTI CATE "OTP" {4}
<NUL>t i m

+ "ot p-md5 499 kel234 ext"

"wor d: BOND FOGY DRAB NE RI SE MART"
a001 OK " AUTHENTI CATE conpl et ed”

WOWOo

&

is the same exanpl e using the OTP- SHA1 nechani sm

a001 AUTHENTI CATE "OTP" {4}
<NUL>ti m

+ "ot p-shal 499 kel234 ext"
"hex: c90f c02cc488df 5e"

a001 OK " AUTHENTI CATE conpl et ed”

WOWOo

&

e is the same example with the init-hex extended response

a001 AUTHENTI CATE "OTP" {4}

<NUL>ti m

+ "ot p-nmd5 499 kel234 ext"

"init-hex:5bf 075d9959d036f: nd5 499 kel235: 3712dcb4aa5316c¢c1"
a001 OK "OTP sequence reset, authentication conplete”

WOVWOo

The following is an exanple of the OTP nechani smusing the | MAP
[ MAP4] profile of SASL. The pass phrase used in this exanple is:
this is a test

a001 AUTHENTI CATE OTP

+

AHRpbQ==

+ b3RWM.WLKNSAXM Mga2UxM MDI GVAdA==
aGv4Q ExZDRj MTQBZTI yN2MkZj E=

a001 OK AUTHENTI CATE conpl et ed

WONOWwo

Note that the lack of an initial client response and the base64
encodi ng are characteristics of the | MAP profile of SASL. The server
chall enge is "otp-nd5 123 kel234 ext" and the client response is
"hex: 11d4cl147e227cl1f 1".

6. Security Considerations
This specification introduces no security considerations beyond those
those described in SASL [ SASL], OTP [OIP] and OTP extended responses
[OTP-EXT]. A brief summary of these considerations foll ows:

Thi s nechani sm does not provide session privacy, server
aut hentication or protection fromactive attacks.
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This nechanismis subject to passive dictionary attacks. The
severity of this attack can be reduced by choosi ng pass phrases well.

The server authentication database necessary for use with OIP need
not be pl ai nt ext-equival ent.

Server inplenentations MIUST protect against the race attack [OTP].
7. Multinational Considerations

As renpte access is a crucial service, users are encouraged to
restrict user nanes and pass phrases to the US-ASCI| character set.
However, if characters outside the US-ASCII chracter set are used in
user nanmes and pass phrases, then they are interpreted according to
UTF-8 [ UTF-8].

Server support for alternate dictionaries is strongly RECOMMENDED to
permt use of the six-word format wi th non-English words.

8. | ANA Consi derations
Here is the registration tenplate for the OTP SASL nechani sm

SASL mechani sm nane: OIP

Security Considerations: See section 6 of this nmenp

Publ i shed specification: this neno

Person & email address to contact for futher information:
see author’s address section bel ow

I nt ended usage: COMVON

Aut hor/ Change control |l er: see author’s address section bel ow

This nenp al so anends the SKEY SASL mechani smregistration [ SASL] by
changing its intended usage to OBSOLETE
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11. Full Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Newran St andar ds Track [ Page 7]






