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Status of this Meno

This neno defines an Experinmental Protocol for the Internet
comunity. This meno does not specify an Internet standard of any
ki nd. Discussion and suggestions for inprovenent are requested.
Distribution of this nmeno is unlimnmted.

Abstract:

Uni f orm Resource Locators (URLs) are the foundation of the Wrld Wde

Web, and are a vital Internet technol ogy. However, they have proven
to be brittle in practice. The basic problemis that URLs typically
identify a particular path to a file on a particular host. There is
no graceful way of changing the path or host once the URL has been

assigned. Neither is there a graceful way of replicating the resource
| ocated by the URL to achieve better network utilization and/or fault

tol erance. Uniform Resource Nanes (URNs) have been hypot hesized as a
adjunct to URLs that would overcone such problenms. URNs and URLs are
both instances of a broader class of identifiers known as Uniform
Resource ldentifiers (URIS).

The requirenents docunment for URN resol ution systens[15] defines the
concept of a "resolver discovery service". This docunment describes

the first, experinental, RDS. It is inplenented by a new DNS Resource

Record, NAPTR (Naning Authority PoinTeR), that provides rules for
mappi ng parts of URIs to donmain nanes. By changi ng the mapping
rul es, we can change the host that is contacted to resolve a URl
This will allow a nore graceful handling of URLs over long tinme
periods, and fornms the foundation for a new proposal for Uniform
Resour ce Nanes.
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In addition to locating resolvers, the NAPTR provi des for other

nam ng systens to be grandfathered into the URN world, provides

i ndependence between the nane assi gnnent system and the resol ution
protocol system and allows nultiple services (Nanme to Location, Name
to Description, Nane to Resource, ...) to be offered. In conjunction
with the SRV RR, the NAPTR record all ows those services to be
replicated for the purposes of fault tol erance and | oad bal anci ng.

| nt roducti on:

Uni f orm Resource Locators have been a significant advance in
retrieving Internet-accessible resources. However, their Dbrittle
nature over tine has been recogni zed for several years. The Uniform
Resource ldentifier working group proposed the devel opment of Uniform
Resource Nanes to serve as persistent, |ocation-independent
identifiers for Internet resources in order to overcone nost of the
problens with URLs. RFC-1737 [1] sets forth requirenments on URNs.

During the lifetine of the URI-W5 a nunmber of URN proposals were
generated. The devel opers of several of those proposals net in a
series of neetings, resulting in a conprom se known as the Knoxville
framework. The major principle behind the Knoxville framework is
that the resolution system nmust be separate fromthe way nanmes are
assigned. This is in marked contrast to nost URLs, which identify the
host to contact and the protocol to use. Readers are referred to [2]
for background on the Knoxville framework and for additional

i nformati on on the context and purpose of this proposal.

Separating the way nanes are resolved fromthe way they are
constructed provides several benefits. It allows multiple nam ng
approaches and resol uti on approaches to conpete, as it allows
different protocols and resolvers to be used. There is just one
problemw th such a separation - how do we resolve a nanme when it
can’t give us directions to its resolver?

For the short term DNS is the obvious candidate for the resol ution
framework, since it is wdely deployed and understood. However, it is
not appropriate to use DNS to maintain infornation on a per-resource
basis. First of all, DNS was never intended to handl e that many
records. Second, the limted record size is inappropriate for catal og
i nformation. Third, domain nanes are not appropriate as URNSs.

Therefore our approach is to use DNS to | ocate "resol vers" that can
provide information on individual resources, potentially including
the resource itself. To acconplish this, we "rewite" the URI into a
domai n nane following the rules provided in NAPTR records. Rewite
rul es provide consi derable power, which is inportant when trying to
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nmeet the goals |isted above. However, collections of rules can becone
difficult to understand. To |lessen this problem the NAPTR rules are
*al ways* applied to the original URI, *never* to the output of
previous rul es.

Locating a resolver through the rewite procedure may take nultiple
steps, but the beginning is always the sane. The start of the URl is
scanned to extract its colon-delimted prefix. (For URNs, the prefix
is always "urn:" and we extract the follow ng colon-delinted
nanespace identifier [3]). NAPTR resol ution begins by taking the
extracted string, appending the well-known suffix ".urn.net", and
querying the DNS for NAPTR records at that domain nane. Based on the
results of this query, zero or nore additional DNS queries nay be
needed to |l ocate resolvers for the URI. The details of the
conversation between the client and the resolver thus |ocated are
outside the bounds of this draft. Three brief exanples of this
procedure are given in the next section

The NAPTR RR provides the level of indirection needed to keep the

nam ng system i ndependent of the resolution system its protocols,
and services. Coupled with the new SRV resource record proposal[4]
there is also the potential for replicating the resolver on nmultiple
hosts, overconing sonme of the nost significant problens of URLs. This
is an inportant and subtle point. Not only do the NAPTR and SRV
records allow us to replicate the resource, we can replicate the
resol vers that know about the replicated resource. Preventing a
single point of failure at the resolver level is a significant
benefit. Separating the resolution procedure fromthe way nanes are
constructed has additional benefits. Different resolution procedures
can be used over tinme, and resolution procedures that are determn ned
to be useful can be extended to deal w th additional nanmespaces.

The NAPTR proposal is the first resolution procedure to be considered
by the URN-WG There are several concerns about the proposal which
have notivated the group to recommend it for publication as an
Experinental rather than a standards-track RFC

First, URN resolution is newto the I ETF and we wish to gain

operati onal experience before recommendi ng any procedure for the
standards track. Second, the NAPTR proposal is based on DNS and
consequently inherits concerns about security and adm nistration. The
recent advancenent of the DNSSEC and secure update drafts to Proposed
St andard reduce these concerns, but we wish to experinment with those
new capabilities in the context of URN administration. A third area
of concern is the potential for a noticeable inpact on the DNS. W
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believe that the proposal makes appropriate use of caching and

addi tional information, but it is best to go slow where the potenti al
for inpact on a core systemlike the DNS is concerned. Fourth, the
rewite rules in the NAPTR proposal are based on regul ar expressions.
Since regul ar expressions are difficult for humans to construct
correctly, concerns exist about the usability and naintainability of
the rules. This is especially true where international character sets
are concerned. Finally, the URNNWG i s devel oping a requirenments
docunment for URN Resol ution Services[15], but that docunment is not
conpl ete. That docunment needs to precede any resol ution service
proposal s on the standards track.

Ter ni nol ogy

"Must" or "Shall" - Software that does not behave in the manner that
this docunent says it must is not conformant to this
docunent .

"Shoul d" - Software that does not follow the behavior that this
docunment says it should may still be conformant, but is
probably broken in sone fundanental way.

"May" - I mpl enent ati ons may or may not provi de the descri bed
behavi or, while still remaining conformant to this
docunent .

Brief overview and exanples of the NAPTR RR

A detailed description of the NAPTR RR will be given later, but to
give a flavor for the proposal we first give a sinple description of
the record and three exanples of its use.

The key fields in the NAPTR RR are order, preference, service, flags,
regexp, and repl acenent:

* The order field specifies the order in which records MJST be
processed when multiple NAPTR records are returned in response to a
single query. A naming authority may have del egated a portion of
its nanespace to another agency. Evaluating the NAPTR records in
the correct order is necessary for delegation to work properly.

* The preference field specifies the order in which records SHOULD be
processed when multiple NAPTR records have the sane val ue of
"order". This field lets a service provider specify the order in
whi ch resol vers are contacted, so that nore capabl e nmachi nes are
contacted in preference to | ess capabl e ones.
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* The service field specifies the resolution protocol and resol ution
service(s) that will be available if the rewite specified by the
regexp or replacenent fields is applied. Resolution protocols are
the protocols used to talk with a resolver. They will be specified
in other docunments, such as [5]. Resolution services are operations
such as N2R (URN to Resource), N2L (URNto URL), N2C (URN to URQC),

etc. These will be discussed in the URN Resol uti on Services
docunent [ 6], and their behavior in a particular resolution protocol
will be given in the specification for that protocol (see [5] for a

concrete exanpl e).

* The flags field contains nodifiers that affect what happens in the
next DNS | ookup, typically for optimzing the process. Flags may
al so affect the interpretation of the other fields in the record,
therefore, clients MJST skip NAPTR records which contain an unknown
flag val ue.

* The regexp field is one of two fields used for the rewite rules,
and is the core concept of the NAPTR record. The regexp field is a
String containing a sed-like substitution expression. (The actual
grammar for the substitution expressions is given later in this
draft). The substitution expression is applied to the original URN
to determ ne the next domain name to be queried. The regexp field
shoul d be used when the domain nane to be generated is conditiona
on information in the URI. If the next domain nane is always known,
which is anticipated to be a common occurrence, the repl acement
field shoul d be used instead.

* The replacenent field is the other field that may be used for the
rewite rule. It is an optim zation of the rewite process for the
case where the next domain name is fixed instead of being
conditional on the content of the URI. The replacenent field is a
domai n nanme (subject to conpression if a DNS sender knows that a
given recipient is able to deconpress nanes in this RR type’s RDATA
field). If the rewite is nore conplex than a sinple substitution
of a domain nane, the replacenent field should be set to . and the
regexp field used.
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Note that the client applies all the substitutions and perforns al

| ookups, they are not perfornmed in the DNS servers. Note also that it
is the belief of the devel opers of this docunent that regexps shoul d
rarely be used. The replacenent field seens adequate for the vast
majority of situations. Regexps are only necessary when portions of a
nanespace are to be delegated to different resolvers. Finally, note
that the regexp and replacenent fields are, at present, nutually

excl usi ve. However, devel opers of client software should be aware
that a new flag mi ght be defined which requires values in both
fields.

Consi der a URN that uses the hypothetical DUNS namespace. DUNS
nunbers are identifiers for approximately 30 nmillion registered
busi nesses around the world, assigned and nai ntai ned by Dunn and
Bradstreet. The URN m ght | ook like:

urn: duns: 002372413: annual -report-1997
The first step in the resolution process is to find out about the
DUNS namespace. The namespace identifier, "duns", is extracted from
the URN, prepended to urn.net, and the NAPTRs for duns.urn.net |ooked
up. It mght return records of the form

duns. urn. net

- order pref flags service regexp repl acement

I N NAPTR 100 10 "s" "dunslink+N2L+N2C" "" dunsli nk. udp.i si.dandb. com
IN NAPTR 100 20 "s" "rcds+N2C "" rcds. udp.isi.dandb. com

IN NAPTR 100 30 "s" "http+N2L+N2C+N2R" ""  http.tcp.isi.dandb. com

The order field contains equal values, indicating that no nane

del egation order has to be followed. The preference field indicates
that the provider would like clients to use the special dunslink
protocol, followed by the RCDS protocol, and that HTTP is offered as
a last resort. Al the records specify the "s" flag, which will be
expl ai ned nonmentarily. The service fields say that if we speak
dunslink, we will be able to issue either the N2L or N2C requests to
obtain a URL or a URC (description) of the resource. The Resource
Catal oging and Distribution Service (RCDS)[7] could be used to get a
URC for the resource, while HTTP could be used to get a URL, URC, or
the resource itself. Al the records supply the next donain name to
query, none of themneed to be rewitten with the aid of regular
expr essi ons.
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The general case might require multiple NAPTR rewites to |locate a
resolver, but eventually we will cone to the "terminal NAPTR'. Once
we have the terninal NAPTR, our next probe into the DNS will be for a
SRV or A record instead of another NAPTR Rather than probing for a
non-exi stent NAPTR record to term nate the |oop, the flags field is
used to indicate a termnal |ookup. If it has a value of "s", the
next | ookup should be for SRV RRs, "a" denotes that A records should
sought. A "p" flag is also provided to indicate that the next action
is Protocol -specific, but that |ooking up another NAPTR will not be

part of it.

Since our exanple RR specified the "s" flag, it was termnal.
Assum ng our client does not know the dunslink protocol, our next
action is to | ookup SRV RRs for rcds.udp.isi.dandb.com which wll
tell us hosts that can provide the necessary resol ution service. That
| ookup might return

Pref Weight Port Target
IN SRV 0 0 1000 defduns.isi.dandb. com
IN SRV 0O 0 1000 dbmirror.com au
IN SRV 0O 0 1000 ukmrror.com uk

}éds.udp.isi.dandb.com

telling us three hosts that could actually do the resolution, and
giving us the port we should use to talk to their RCDS server. (The
reader is referred to the SRV proposal [4] for the interpretation of
the fields above).

There is opportunity for significant optinization here. W can return
the SRV records as additional information for term nal NAPTRs (and
the A records as additional information for those SRvs). Wile this
recursive provision of additional information is not explicitly

bl essed in the DNS specifications, it is not forbidden, and BlI ND does
take advantage of it [8]. This is a significant optimnization. In
conjunction with a long TTL for *.urn.net records, the average nunber
of probes to DNS for resolving DUNS URNs woul d approach one.
Therefore, DNS server inplenentors SHOULD provi de additiona
informati on wi th NAPTR responses. The additional information will be
either SRV or Arecords. |If SRV records are available, their A
records should be provided as recursive additional information.

Note that the exanple NAPTR records above are intended to represent
the reply the client will see. They are not quite identical to what
the domai n adm ni strator would put into the zone files. For one
thing, the adm nistrator should supply the trailing '.” character on

any FQDNSs.
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c

Consi der a URN nanespace based on M ME Content-1ds. The URN m ght
| ook like this:

urn: cid: 199606121851. 1@wr dr ed. gat ech. edu

(Note that this exanple is chosen for pedagogi cal purposes, and does
not conformto the recently-approved CID URL schene.)

The first step in the resolution process is to find out about the CID
nanespace. The namespace identifier, cid, is extracted fromthe URN
prepended to urn.net, and the NAPTR for cid.urn.net |ooked up. It

m ght return records of the form

i d.urn. net
- order pref flags service regexp repl acement
I N NAPTR 100 0 """ "furnicid:.+@[MN.]H)(CF)$/N2/0"

We have only one NAPTR response, so ordering the responses is not a
problem The replacenent field is enpty, so we check the regexp
field and use the pattern provided there. W apply that regexp to the
entire URN to see if it matches, which it does. The \2 part of the
substitution expression returns the string "gatech.edu". Since the
flags field does not contain "s" or "a", the | ookup is not term na
and our next probe to DNS is for nore NAPTR records:

| ookup(quer y=NAPTR, "gat ech. edu").

Note that the rule does not extract the full domain name fromthe
CID, instead it assunes the CID cones froma host and extracts its
domain. Wiile all hosts, such as nordred, could have their very own
NAPTR, maintai ning those records for all the machines at a site as

| arge as Georgia Tech would be an intol erabl e burden. Wldcards are
not appropriate here since they only return results when there is no
exactly mat ching names already in the system

The record returned fromthe query on "gatech.edu" mght |ook Iike:

gat ech. edu | N NAPTR

order pref flags service regexp replacenent
I N NAPTR 100 50 "s" "z3950+N2L+N2C" " z3950. t cp. gat ech. edu
I N NAPTR 100 50 "s" "rcds+N2C' " rcds. udp. gat ech. edu
I N NAPTR 100 50 "s" "http+N2L+N2C+N2R" " http.tcp. gatech. edu
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Continuing with our exanple, we note that the values of the order and
preference fields are equal in all records, so the client is free to
pi ck any record. The flags field tells us that these are the | ast
NAPTR patterns we should see, and after the rewite (a sinple
replacenment in this case) we should | ook up SRV records to get

i nformati on on the hosts that can provide the necessary servi ce.

Assum ng we prefer the Z39.50 protocol, our |ookup m ght return

. Pref Weight Port Tar get
z3950. t cp. gat ech. edu

IN SRV 0 0 1000 z3950. gat ech. edu
IN SRV 0 0 1000 z3950. cc. gat ech. edu
IN SRV 0 0 1000 z3950. uga. edu

telling us three hosts that could actually do the resolution, and
giving us the port we should use to talk to their Z39.50 server.

Recal | that the regul ar expression used \2 to extract a donmai n name
fromthe CID, and \. for matching the literal .’ characters
seperating the domai n nane conponents. Since '\’ is the escape
character, literal occurances of a backslash nust be escaped by

anot her backsl ash. For the case of the cid.urn.net record above, the
regul ar expression entered into the zone file should be
“furn:cid: . +@[MNN.]JHN)(L*)$/\\2/i".  Wien the client code actually
receives the record, the pattern will have been converted to
“furn:cid: . +@[" . 1H ) ()N 2/0".

Exampl e 3
Even if URN systens were in place now, there would still be a
tremendous nunber of URLs. It should be possible to devel op a URN

resolution systemthat can al so provide |ocation independence for
those URLs. This is related to the requirenent in [1] to be able to
grandf ather in names from ot her naming systens, such as | SO Forna
Public ldentifiers, Library of Congress Call Nunbers, |SBNs, |SSNs,
etc.

The NAPTR RR coul d al so be used for URLs that have al ready been

assi gned. Assune we have the URL for a very popul ar piece of
software that the publisher wishes to mirror at nultiple sites around
t he worl d:

http://ww. f oo. com sof t war e/ | at est - bet a. exe
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We extract the prefix, "http", and | ookup NAPTR records for
http.urn.net. This might return a record of the form

http.urn.net I N NAPTR
;; order pref flags service regexp repl acement
100 90 "" "thttp:// ([~ :]+)!\2li"

Thi s expression returns everything after the first double slash and
before the next slash or colon. (W use the '!" character to delimt
the parts of the substitution expression. O herwi se we would have to
use backsl ashes to escape the forward sl ashes, and woul d have a
regexp in the zone file that |ooked |ike

“Ihttp: \\/\\/ ([N ]+ /\\N1i")).

Applying this pattern to the URL extracts "ww. foo.coni. Looking up
NAPTR records for that m ght return:

www. f 00. com

- order pref flags service regexp repl acenent
I N NAPTR 100 100 "s" "htt p+L2R" " http.tcp. foo.com
I N NAPTR 100 100 *"s" "ftp+L2R" " ftp.tcp.foo.com

Looki ng up SRV records for http.tcp.foo.comwould return infornation
on the hosts that foo.comhas desighated to be its mirror sites. The
client can then pick one for the user.

NAPTR RR For mat

The format of the NAPTR RR is given below. The DNS type code for
NAPTR i s 35.

Domain TTL Cl ass Order Preference Flags Service Regexp
Repl acement

wher e:

Donmi n

The domain nane this resource record refers to.
TTL

Standard DNS Tine To Live field
d ass

St andard DNS neani ng

Dani el & Mealling Experi nent al [ Page 10]



RFC 2168 Resol uti on of URI's Using the DNS June 1997

O der
A 16-bit integer specifying the order in which the NAPTR
records MJUST be processed to ensure correct del egation of
portions of the namespace over time. Low nunbers are processed
bef ore hi gh nunbers, and once a NAPTR is found that "matches"
a URN, the client MJUST NOT consider any NAPTRs with a higher
val ue for order

Preference
A 16-bit integer which specifies the order in which NAPTR
records with equal "order" values SHOULD be processed, | ow
nunbers bei ng processed before high nunbers. This is sinilar
to the preference field in an MX record, and is used so domain
adm ni strators can direct clients towards nore capable hosts
or lighter weight protocols.

Fl ags
A String giving flags to control aspects of the rewiting and
interpretation of the fields in the record. Flags are single
characters fromthe set [A-Z0-9]. The case of the al phabetic
characters is not significant.

At this time only three flags, "S", "A", and "P", are defined.
"S" means that the next |ookup should be for SRV records
instead of NAPTR records. "A" means that the next | ookup
should be for A records. The "P" flag says that the remainder
of the resolution shall be carried out in a Protocol-specific
fashi on, and we shoul d not do any nore DNS queri es.

The renai ning al phabetic flags are reserved. The nuneric flags
may be used for local experimentation. The S, A and P flags
are all mutually exclusive, and resolution libraries MAY
signal an error if nore than one is given. (Experinental code
and code for assisting in the creation of NAPTRs woul d be nore
likely to signal such an error than a client such as a
browser). We anticipate that nultiple flags will be allowed in
the future, so inplenmenters MJUST NOT assune that the flags
field can only contain O or 1 characters. Finally, if a client
encounters a record with an unknown flag, it MJST ignore it
and nove to the next record. This test takes precedence even
over the "order" field. Since flags can control the
interpretation placed on fields, a novel flag m ght change the
interpretation of the regexp and/or replacenent fields such
that it is inpossible to deternine if a record natched a URN

Dani el & Mealling Experi nent al [ Page 11]



RFC 2168

Servi ce

Resol uti on of URI's Using the DNS June 1997

Specifies the resolution service(s) available down this
rewite path. It nay also specify the particular protocol that
is used to talk with a resolver. A protocol MJST be specified
if the flags field states that the NAPTR is termnal. If a
protocol is specified, but the flags field does not state that
the NAPTR is ternminal, the next |ookup MJUST be for a NAPTR
The client MAY choose not to performthe next |ookup if the
protocol is unknown, but that behavior MJST NOT be relied
upon.

The service field nay take any of the val ues bel ow (using the
Augnent ed BNF of RFC 822[9]):
service_field [ [protocol] *("+" rs)]
pr ot ocol ALPHA *31ALPHANUM
rs ALPHA *31ALPHANUM
The protocol and rs fields are limted to 32
characters and nust start wth an al phabeti c.
The current set of "known" strings are:
pr ot ocol "rcds" / "thttp" / "hdl" / "rwhois" / "z3950"
rs "N2L" / "N2Ls" / "N2R' / "N2Rs" / "N2C'
"N2Ns" [/ "L2R' / "L2Ns" [/ "L2Ls" [ "L2C

=1 n

i.e. an optional protocol specification followed by O or nore
resol ution services. Each resolution service is indicated by
an initial '+ character.

Note that the enpty string is also a valid service field. This
will typically be seen at the top |l evels of a namespace, when
it is inmpossible to know what services and protocols will be
of fered by a particular publisher within that nane space.

At this time the known protocols are rcds[7], hdl[10] (binary,
UDP- based protocols), thttp[5] (a textual, TCP-based
protocol ), rwhois[11] (textual, UDP or TCP based), and
Z39.50[12] (binary, TCP-based). Mre will be allowed | ater.
The nanmes of the protocols nmust be formed fromthe characters
[a-Z0-9]. Case of the characters is not significant.

The service requests currently allowed will be described in
nore detail in [6], but in brief they are:
N2L - Gven a URN, return a URL
N2Ls - Gven a URN, return a set of URLs
N2R - Gven a URN, return an instance of the resource.
N2Rs - Gven a URN, return rultiple instances of the
resource, typically encoded using
mul tipart/alternative.
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N2C - Gven a URN, return a collection of neta-
informati on on the nanmed resource. The format of
this response is the subject of another docunent.
N2Ns - Gven a URN, return all URNs that are al so
identifers for the resource.
L2R - Gven a URL, return the resource.
L2Ns - Gven a URL, return all the URNs that are

identifiers for the resource.

L2Ls - Gven a URL, return all the URLs for instances of
of the sane resource.

L2C - Gven a URL, return a description of the
resour ce.

The actual format of the service request and response wll be
determ ned by the resolution protocol, and is the subject for
ot her docunents (e.g. [5]). Protocols need not offer al
services. The | abels for service requests shall be forned from
the set of characters [A-Z0-9]. The case of the al phabetic
characters is not significant.

A STRING containing a substitution expression that is applied
to the original URI in order to construct the next domai n nane
to | ookup. The grammar of the substitution expression is given
in the next section.

Repl acement

Substituti

The next NAME to query for NAPTR, SRV, or A records depending
on the value of the flags field. As nentioned above, this may
be conpressed.

on Expression G ammar:

The content of the regexp field is a substitution expression. True

sed(1)

substitution expressions are not appropriate for use in this

application for a variety of reasons, therefore the contents of the

regexp
subst _expr
del i m char
ere
repl

dns_str
backr ef

field MJUST foll ow the gramrar bel ow

delimchar ere delimchar repl delimchar *flags
"Ittt ... (Any non-digit or non-flag character other
t han backslash *\'. Al occurances of a delimchar in a
subst _expr nust be the same character.)

PCSI X Ext ended Regul ar Expression (see [13], section
2.8.4)

dns_str / backref / repl dns_str [ repl backref

1* DNS_CHAR

"\" 1POS DIG T
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fl ags ="i"
DNS_CHAR ="-" /"o / ... 0 "9/ ta" /.. "zt A o2
PCS DA T = "1/ "2" | . /[ "9" ; 0 is not an allowed backr ef

val ue domai n nane (see RFC-lié3 [14]).

The result of applying the substitution expression to the origina
URI MUST result in a string that obeys the syntax for DNS host nanes
[14]. Since it is possible for the regexp field to be inproperly
speci fi ed, such that a non-conforning host name can be construct ed,
client software SHOULD verify that the result is a |legal host nane
bef ore nmaking queries on it.

Backref expressions in the repl portion of the substitution
expression are replaced by the (possibly enpty) string of characters
enclosed by '(’ and ')’ in the ERE portion of the substitution
expression. Nis a single digit from1 through 9, inclusive. It
specifies the N th backref expression, the one that begins with the
Nth (' and continues to the matching ')’'. For exanple, the ERE
(A(B(CQ)DE) (F) G
has backref expressions:

\'1l = ABCDEFG
\2 = BCDE
\3 =¢C
\4 =F
\5..19 = error - no matchi ng subexpression
The "i" flag indicates that the ERE matching SHALL be perforned in a

case-insensitive fashion. Furthernore, any backref replacenments NMAY
be normalized to | ower case when the "i" flag is given.
The first character in the substitution expression shall be used as
the character that delinmits the conponents of the substitution
expression. There nust be exactly three non-escaped occurrences of
the delimter character in a substitution expression. Since escaped
occurrences of the delimter character will be interpreted as
occurrences of that character, digits MJST NOT be used as delimters.
Backrefs woul d be confused with literal digits were this allowed.
Simlarly, if flags are specified in the substitution expression, the
delimter character nmust not also be a flag character.
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Advice to domain administrators:

Bewar e of regul ar expressions. Not only are they a pain to get
correct on their own, but there is the previously nentioned
interaction with DNS. Any backsl ashes in a regexp nust be entered
twice in a zone file in order to appear once in a query response.
More seriously, the need for doubl e backsl ashes has probably not been
tested by all inplenmentors of DNS servers. W anticipate that urn. net
will be the heaviest user of regexps. Only when del egating portions
of nanespaces should the typical donain administrator need to use
regexps.

On a related note, beware of interactions with the shell when
mani pul ati ng regexps fromthe command line. Since '\’ is a common
escape character in shells, there is a good chance that when you
think you are saying "\\" you are actually saying "\". Sinilar
caveats apply to characters such as

The "a" flag allows the next | ookup to be for A records rather than
SRV records. Since there is no place for a port specification in the
NAPTR record, when the "A" flag is used the specified protocol nust
be running on its default port.

The URN Sytnax draft defines a canonical formfor each URN, which
requires %encodi ng characters outside a linited repertoire. The
regul ar expressions MUST be witten to operate on that canonica

form Since international character sets will end up with extensive
use of %encoded characters, regul ar expressions operating on them
will be essentially inpossible to read or wite by hand.

Usage

For the edification of inplenenters, pseudocode for a client routine
usi ng NAPTRs is given below This code is provided nerely as a
convience, it does not have any weight as a standard way to process
NAPTR records. Also, as is the case with pseudocode, it has never
been executed and may contain | ogical errors. You have been warned.

11
/1 findResol ver (URN)
/1 Gven a URN, find a host that can resolve it.
11
findResol ver(string URN) {
/1 prepend prefix to urn. net
sprintf(key, "%.urn.net", extract NS(URN));
do {
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rewite_flag = fal se;
termnal = fal se
if (key has been seen) {
quit with a | oop detected error

add key to list of "seens"
records = | ookup(type=NAPTR, key); // get all NAPTR RRs for ’key’

di scard any records with an unknown value in the "flags" field.

sort NAPTR records by "order" field and "preference" field
(with "order" being nore significant than "preference").

n_naptrs = nunber of NAPTR records in response.

curr_order = records[0].order

max_order = records[n_naptrs-1].order

/1 Process current batch of NAPTRs according to "order" field.

for (j=0; j < n_naptrs && records[j].order <= max_order; j++) {
if (unknown_flag) // skip this record and go to next one
conti nue;

newkey = rewite(URN, naptr[j].replacenent, naptr[j].regexp);
if (!'newkey) // Skip to next record if the rewite didn't
mat ch conti nue;
/'l W did do a rewite, shrink max_order to current val ue
/'l so that del egati on works properly
max_order = naptr[j].order;
/1 WIl we know what to do with the protocol and services
/'l specified in the NAPTR? If not, try next record.
i f(!'isknownProto(naptr[j].services)) {
conti nue;
}
[

f(!iskKnownService(naptr[j].services)) {
conti nue;

/1l At this point we have a successful rewite and we will
/1 know how to speak the protocol and request a known

/'l resolution service. Before we do the next |ookup, check
/1 sonme optinization possibilities.

strcasecnp(flags, "P"))

if (strcasecnp(flags, "S")
| |
|| strcasecnp(flags, "A")) {

termnal = true
services = naptr[j].services;
addnl = any SRV and/or A records returned as additional
info for naptr[j].
}
key = newkey;
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rewiteflag = true;
br eak;

} while (rewiteflag && !termnal);

/! Did we not find our way to a resol ver?
if (!rewite flag) {

report an error

return NULL;

/! Leave rest to another protocol ?

if (strcasecnp(flags, "P")) {
return key as host to talk to;

}

/1 1If not, keep plugging

if (taddnl) { // No SRVs came in as additional info, |ook themup
srvs = | ookup(type=SRvV, key);

}

sort SRV records by preference, weight, :
foreach (SRV record) { // in order of preference
try contacting srv[j].target using the protocol and one of the
resol ution service requests fromthe "services" field of the
| ast NAPTR record.
if (successful)
return (target, protocol, service);
/1 Actually we would probably return a result, but this
/! code was supposed to just tell us a good host to talk to.

}

die with an "unable to find a host" error;

- Aclient MJST process multiple NAPTR records in the order
specified by the "order"” field, it MJST NOT sinply use the first
record that provides a known protocol and service conbination
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- If arecord at a particular order matches the URI, but the
client doesn't know the specified protocol and service, the
client SHOULD continue to exam ne records that have the sanme
order. The client MJST NOT consider records with a higher val ue
of order. This is necessary to nake del egation of portions of
t he nanespace work. The order field is what lets site
adm ni strators say "all requests for URIs matching pattern x go
to server 1, all others go to server 2".

(A match is defined as:
1) The NAPTR provides a replacenent domai n nane
or
2) The regul ar expression matches the URN

)

- Wen multiple RRs have the same "order", the client should use
the value of the preference field to select the next NAPTR to
consi der. However, because of preferred protocols or services,
estimates of network di stance and bandwi dth, etc. clients may
use different criteria to sort the records.

- If the I ookup after a rewite fails, clients are strongly
encouraged to report a failure, rather than backing up to pursue
other rewite paths.

- Wen a nanespace is to be del egated anong a set of resolvers,
regexps nust be used. Each regexp appears in a separate NAPTR
RR.  Adnministrators should do as little del egation as possible,
because of limtations on the size of DNS responses.

- Note that SRV RRs inpose additional requirements on clients.
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Security Considerations

The use of "urn.net" as the registry for URN nanespaces is subject to
deni al of service attacks, as well as other DNS spoofing attacks. The
interactions with DNSSEC are currently being studied. It is expected
that NAPTR records will be signed with SI G records once the DNSSEC
wor k is depl oyed.

The rewite rules nmake identifiers from other namespaces subject to
the sanme attacks as nornmal domai n nanes. Since they have not been
easily resol vable before, this nay or may not be considered a

pr obl em

Regul ar expressions shoul d be checked for sanity, not blindly passed
to something Iike PERL.

Thi s docunent has di scussed a way of locating a resolver, but has not
di scussed any detail of how the comuni cation with the resol ver takes
pl ace. There are significant security considerations attached to the
conmuni cation with a resolver. Those considerations are outside the
scope of this docunent, and nust be addressed by the specifications
for particular resolver comunication protocols.
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