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PREFACE

This is the second edition of this specification and should be treated
as a request for comments, advice, and suggestions. A great deal of
prior work has been done on computer aided nmessage systens and sone of
this is listed in the reference section. This specification was shaped
by many di scussions with nenbers of the ARPA research comunity, and
others interested in the devel opnment of conputer aided nessage systens.
Thi s docunent was prepared as part of the ARPA sponsored |nternetwork
Concepts Research Project at 1SI, with the assistance of Geg Finn
Suzanne Sl uizer, A an Katz, Paul Mockapetris, and Linda Sato.

Jon Post el
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1. | NTRODUCTI ON

Thi s docunent describes an internetwork nmessage system The systemis
designed to transnit nessages between nessage processing nodul es
according to formats and procedures specified in this docunent. The
nessage processing nodul es are processes in host conputers. Message
processing nodul es are located in different networks and together
constitute an internetwork nessage delivery system

This docunent is intended to provide all the information necessary to
i mpl ement a conpati bl e cooperating nmodule of this internetwork nessage
delivery system

1

1. NMbtivation

As conputer supported nessage processing activities grow on individua
host conmputers and in networks of conputers, there is a natural desire
to provide for the interconnection and interworking of such systens.
This specification describes the formats and procedures of a genera
pur pose internetwork nmessage system which can be used as a standard
for the interconnection of individual nessage systens, or as a nmessage
delivery systemin its own right.

This system al so provides for the conmuni cation of data itens beyond
the scope of contenporary nessage systens. Messages can include data
obj ects which could represent drawi ngs, or facsinile inages, or
digitized speech. One can inmagi ne nessage stations equi pped with
speakers and m crophones (or tel ephone hand sets) where the body of a
nmessage or a portion of it is recorded digitized speech. The out put
terminal could include a graphics display, and the nessage mi ght
present a drawi ng on the display, and verbally (via the speaker)
describe certain features of the drawing. This specification provides
for the conposition of conplex data objects and their encoding in
machi ne i ndependent basic data el enents.

.2. Scope

The I nternet Message Protocol is intended to be used for the
transm ssion of nmessages between networks. It nay al so be used for
the [ ocal nmessage systemof a network or host. This specification was
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devel oped in the context of the ARPA work on the interconnection of
networks, but it is thought that it has a nore general scope.

The focus here is on the internal nmechanisns to transmt nessages,
rather than the external interface to users. It is assuned that a
nunber of user interface prograns will exist. These will be both new
prograns designed to work with this system and ol d prograns desi gned
to work with earlier systens.

1.3. The I nternetwork Environnent

The internetwork nmessage environnment consists of processes which run
in hosts which are connected to networks which are interconnected by
gat eways. Each network consists of many different hosts. The
networks are tied together through gateways. The gateways are
essentially hosts on two (or nore) networks and are not assuned to
have nmuch storage capacity or to "know' which hosts are on the
networks to which they are attached [1, 2].

1.4. Model of Qperation

This protocol is inplenented in a process called a Message Processing
Modul e or MPM  The MPMs exchange nessages by establishing full duplex
comuni cati on and sending the nmessages in a fixed format described in
this docunent. The MPM may al so communi cate other information by
means of commands descri bed here.

A message is formed by a user interacting with a User Interface
Programor U P. The user may utilize several comrands to create
various fields of the nessage and may i nvoke an editor programto
correct or fornmat sone or all of the nessage. Once the user is
satisfied with the nessage it is submtted for transm ssion by placing
it in a data structure read by the MPM

The MPM di scovers the unprocessed input data (either by a specific
request or by a general background search), exanmines it, and, using
routing tables (or sone other nethod), determ nes which outgoing |ink
to use. The destination may be another user on the sane host, one on
anot her host on a network in conmon with the same host, or a user in
anot her networKk.

In the first case, another user on this host, the MPM pl aces the
nessage in a data structure read by the destination user, where that
user’s UP wll look for incom ng nessages.

In the second case, the user on another host in this network, the MPM
transnits the nmessage to the MPM on that host. That MPMthen repeats
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the routing decision, and discovering the destination is local to it,
pl aces the nessage in the data structure shared with the destination
user.

In the third case, the user on a host in another network, the MPM
transnits the nmessages to an MPMin that network if it knows how to
establish a connection directly to it; otherwise, the MPMtransnits
the nessage to an MPMthat is "closer"” to the destination. An MPM
nm ght not know of direct connections to MPMs in all other networks,
but it nust be able to select a next MPMMto handl e the nessage for
each possi bl e destination network.

An MPM might know a way to establish direct connections to each of a
few MPMs in other nearby networks, and send all other messages to a
particul ar big brother MPMthat has a wi der know edge of the internet
envi ronment .

An i ndividual network’s nessage systemmay be quite different fromthe
i nternet nmessage system In this case, intranet nessages wll be
delivered using the network’s own nessage system |If a nessage is
addressed outside the network, it is given to an MPM which then sends
it through the appropriate gateways to (or towards) the MPMin the
destination network. Eventually, the nessage gets to an MPMon the
network of the recipient of the nessage. The nessage is then sent via
the |l ocal nmessage systemto that host.

When | ocal nessage protocols are used, special conversion prograns are
required to transformlocal nmessages to internet format when they are
going out, and to transforminternet nessages to |local format when
they cone into the local environnent. Such transformations
potentially lead to information | oss. The internet nmessage format
attenpts to provide features to capture all the information any | ocal
nessage system mi ght use. However, a particular |ocal nessage system
is unlikely to have features equivalent to all the possible features
of the internet nessage system Thus, in sone cases the
transformation of an internet nessage to a | ocal nessage discards sone
of the information. For exanple, if an internet nmessage carrying

nm xed text and speech data in the body is to be delivered in a | ocal
systemwhich only carries text, the speech data nmay be replaced by the

text string "There was sonme speech here". Such discarding of
information is to be avoi ded when at all possible, and to be deferred
as long as possible; still, the possibility remains that in sone cases

it is the only reasonable thing to do.
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1.

5. Interfaces

The MPM calls on a reliable comunication procedure to communi cate
with other MPMs. This is a Transport Level protocol such as the
Transni ssion Control Protocol (TCP) [3]. The interface to such a
procedure conventionally provides calls to open and cl ose connecti ons,
send and receive data on a connection, and sone neans to signal and be
notified of special conditions (i.e., interrupts).

The MPM recei ves input and produces output through data structures
that are produced and consuned respectively by user interface (or
ot her) prograns.
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2. FUNCTI ONAL DESCRI PTI ON

This section gives an overview of the Internet Message Systemand its
envi r onnment .

2.

1. Term nol ogy

The messages are routed by a process called the Message Processing
Modul e or MPM  Messages are created and consumed by User Interface
Progranms (U Ps) in conjunction with users.

The basic unit transferred between MPMs is called a nessage. A
nmessage is made up of a transaction identifier (which uniquely
identifies the nessage), a command (which contains the necessary
information for delivery), and docunent. The docunent nmay have a
header and a body.

For a personal letter the docunent body corresponds to the contents of
the letter; the docunent header corresponds to the date |ine,
greeting, and signature.

For an inter-office meno the docunment body corresponds to the text;
the docunent header corresponds to the header of the neno.

The commands correspond to the information used by the Post O fice or
the mail roomto route the letter or meno. Sonme of the information in
the comand is supplied by the U P

. 2. Assunptions

The followi ng assunptions are made about the internetwork environnent:

In general, it is not known what format intranet addresses will
assunme. Since no standard addressi ng schene would suit all networks,
it is safe to assunme there will be several and that they will change

with tinme. Thus, frequent software nodification throughout al
internet MPMs would be required if such MPMs were to know about the
formats on many networks. Therefore, each MPM whi ch handl es internet
nessages is required to know only the nini num necessary to deliver

t hem

Each MPMis required to know conpletely only the addressing format of
its own network(s). In addition, the MPM nust be able to select an
output link for each nessage addressed to another network or host.
This does not preclude nore intelligent behavior on the part of a
given MPM but at least this mnimumis necessary. Each network has a
uni que nanme and numeric address. Such names and addresses are

Post el [ Page 5]



August 1980
I nternet Message Protoco
Functional Description

registered with a naming authority and may be listed in docunments such
as Assigned Nunbers [4].

Each MPM wi |l have a unique internet address. This feature wll
enable every MPMto place a unique "handling-stanp” on a nessage which
passes through the MPM enroute to delivery.

2.3. GCeneral Specification

There are several aspects to a distributed service to be specifi ed.
First, there is the service to be provided; that is, the
characteristics of the service as seen by its users. Second, there is
the service it uses; that is, the characteristics it assunmes to be
provi ded by sonme |ower |evel service. And third, there is the
protocol used between the nodul es of the distributed service.

User User
\ /
up U P
\ /
T +-- Service
| \ / | Interface
| B R + B R + |
| | Mddule | <--Protocol-->| Mdule | |
| B R + B R + |
I \ / I
| Fo e e e e e e o e oo + |
| | Commruni cation Service | |
| Fo e e e e e e o e oo + |
I I
T +

Message Service
Fi gure 1.
The User/ Message Service Interface

The service the nessage delivery system provides is to accept
nmessages confornming to a specified format, to attenpt to deliver
those nmessages, and to report on the success or failure of the
delivery attenpt. This service is provided in the context of an

i nterconnected system of networks and nay invol ve rel ayi ng a nessage
t hrough several internediate MPMs via different conmunication

servi ces.
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The Message/ Communi cation Service Interface

The message delivery systemcalls on a conmunication service to
transfer information fromone MPMto another. There may be

di fferent communi cation services used between different pairs of
MPMs, though all conmmunication services nust neet the service
characteristics described bel ow.

It is assunmed that the communi cation service provides a reliable
two-way data stream Such a data stream can usually be obtained in
conputer networks fromthe transport |evel protocol, for exanple,
the Transni ssion Control Protocol (TCP) [3]. |In any case, the
properties the conmunication service nmust provide are:

o Logical connections for two way sinmultaneous data fl ow of
arbitrary data (i.e., no forbidden codes). Al data sent is
delivered in order

o Sinple conmands to open and cl ose the connections, and to send
and receive data on the connections.

o Controlled flow of data so that data is not transmtted faster
that the receiver chooses to consune it (on the average).

o Transnission errors are corrected w thout user notification or
i nvol verrent of the sender or receiver. Conplete breakdown on
comuni cation is reported to the sender or receiver.

The Message- Message Prot ocol

The protocol used between the distributed nodul es of the nmessage
delivery system that is, the MPMs, is a snmall set of comrands which
convey requests and replies. These commands are encoded in a highly
structured and rigidly specified format.

2.4. Mechani sns

MPMs are processes which use some conmuni cation service. A pair of
MPMs whi ch can comuni cate reside in a conmon interprocess

conmuni cation environment. An MPM might exist in two (or nore)

i nterprocess conmuni cation environnents, and such an MPM mi ght act to
rel ay nessages between MPMs. Messages may be held for a tine in an
MPM the total path required for delivery need not be avail able

si mul t aneousl y.

Fromthe tine a nmessage is accepted froma UP by an MPMuntil it is
delivered to a UP by an MPM and an acknow edgment is returned to the

Post el [ Page 7]



August 1980
I nternet Message Protoco
Functional Description

originating U P, the nessage is considered to be active in the nessage
system

User User
\ /
up u P

\ /
o m m o m o e o e o e e e e e e e e e e e e e e e e e e e e e e e m e meemeamo +
I \ / I
| +----- + +----- + +----- + |
| | MPM| <--Protocol-->| MPM| <--Protocol-->| MPM| |
| +----- + +----- + +----- + |
I I [\ I I
| o m e e e e e e ao-- + o m e e e e e e ao- - + |
| | Comruni cation Service A | Communi cati on Service B| |
| o m e e e e e e ao-- + o m e e e e e e ao- - + |
I I
o m m o m o e o e o e e e e e e e e e e e e e e e e e e e e e e e m e meemeamo +

Message Service with Internal Relaying
Fi gure 2.

It should be clear that there are two roles an MPM can play, an
end-point MPMor a relay VWM Mst MPMs will play both roles. A
relay MPM acts to relay nmessages from one conmunication environnent to
another. An end-point MPM acts as a source or destination of

nessages.

The transfer of data between U Ps and MPMs is viewed as the exchange

of data structures which encode nessages. The transfer of data
between MPMs is also in terns of the transm ssion of structured data.
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F-- - - - + DATA F--- - - +
USER-->| U P |-->STRUCTURES-->| MPM | - - >0t her
F-- - - - + F--- - - + F--- - - + MPNVB
I I
| +----- +
+- - | I
| +----- +
+- - | I
I I
F--- - - +
e + DATA F--- - - +
other--> MPM |-->STRUCTURES-->| U P |-->USER
MPNVB e + F--- - - + F--- - - +
I I
| +----- +
+o- | |
| +----- +
+o- | |
I I
F--- - - +

Message Fl ow
Fi gure 3.

In the followi ng, a nessage will be described as a structured data
obj ect represented in a particular kind of typed data elenents. This
is how a nessage is presented when transnitted between MPMs or
exchanged between an MPMand a UP. Internal to an MPM (or a U P), a
nessage nay be represented in any convenient form
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2.5. Relation to Oher Protocols

This protocol the benefited fromthe earlier work on nmessage protocols
in the ARPA Network [5,6,7,8,9], and the ideas of others about the
desi gn of conputer nessage systens

[10, 11,12, 13, 14, 15, 16, 17, 18, 19, 20, 21].

Figure 4 illustrates the place of the nessage protocol in the ARPA
i nternet protocol hierarchy:

Fo-m oo - + F----- + F------- + F----- + F--- - - +
| Telnet| | FTP | | Message| |Voice| ... | | Application Leve
Fo-m oo - + F----- + F------- + F----- + F--- - - +
[ I I
F-- - - - + F--- - - + F--- - - +
| TCP | | RTP | ... | | Host Level
F-- - - - + F--- - - + F--- - - +
I I I
o m e e o e e e e e e e e eao - +
| I nternet Protocol | Gat eway Leve
o m e e o e e e e e e e e eao - +
I
o m e e e e e e e eoaaoo- +
| Local Network Protocol | Net wor k Level
o m e e e e e e e eoaaoo- +

Prot ocol Rel ati onshi ps
Fi gure 4.

Note that "local network" nmeans an individual or specific network.
For exanple, the ARPANET is a | ocal network.

The nessage protocol interfaces on one side to user interface prograns
and on the other side to a reliable transport protocol such as TCP.

In this internet nessage systemthe MPMs communi cate directly using

the lower level transport protocol. |In the old ARPANET system
nessage transmni ssion was part of the file transfer protocol
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Fo-m oo - + e + S S +
| Tel net | | FTP |---]| Message]| Application Leve
Fo-m oo - + e + S S +
\ /
+o-mm - + +o-mm - +
| Voi ce|---] NCP | Host Level
+o-mm - + +o-mm - +
I
I
| Gat eway Level
I
I
T +
ARPA NET | Net wor k Level
T +

O d ARPANET Protocol s
Fi gure 5.
Note that in the old ARPANET protocols one can’t send nmessages (or

communi cate in any way) to other networks since it has no gateway
| evel or internet protocol [5].
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3. DETAI LED SPECI FI CATI ON

The presentation of the information in this section is difficult since
everyt hi ng depends on everything, and since this is a linear nediumit
has to cone in sone order. |In this attenpt, a brief overview of the
nmessage structure is given, the detail of the nessage is presented in
terms of data objects, the various data objects are defined, and finally
the representation of the data elenents is specified. Several aspects
of the nmessage structure are based on the NSW Transaction Protocol [22],
and simlar (but nore general) proposals [23,24].

3.1. Overview of Message Structure

A nessage is normally conposed of three parts: the identification
the command, and the docunment. Each part is in turn conposed of data
obj ect s.

The identification part is conposed of a transaction nunber assigned
by the originating MPM and the MPMidentifier

The command part is conposed of an operation type, an operation code,
the argunents to the operation, error infornmation, the destination
mai | box, and a trace. The trace is a list of the MPMs that have
handl ed thi s nessage.

The document part is a data structure. The nessage delivery system
does not depend on the contents of the docunment part. A standard for
t he docunent part is defined in reference [25].

The followi ng sections define the representation of a nessage as a
structured object conposed of other objects. bjects in turn are
represented using a set of basic data el ements.

The basic data elenents are defined in section 3.7. |In sunmary, these
are exact forms for representing integers, strings, bool eans, et
cetera. There are also two elenents for building data structures:

list and property list. Lists are sinple lists of elenents, including
lists. Property lists are lists of pairs of elenents, where the first
el enent of each pair nanes the pair. That is, a property list is a
list of <name,value> pairs. |In general, when an object is conposed of
nmul tiple instances of a sinpler object it is represented as a list of
the sinpler objects. Wen an object is conposed of a variety of
sinpler objects it is represented as a property list of the sinpler
objects. In nost uses of the property list representation, the
presence of <nane,value> pairs in addition to those specifically
required is permtted.
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3.

2. Message Structure

An internet nmessage is conposed of two or three parts. The first is
the Identification which identifies the transaction; the second is the
Command; and the optional third part is the Docunent.

When shi pped between two MPMs, a nmessage will take the formof a
property list, with the <nane,value> pairs in this order.

MESSAGE i s:
( ldentification, Command [, Docunent ] )

It is convenient to batch several nessages together, shipping them
as a unit fromone MPMto another. Such a group of messages is
call ed a nmessage- bag.

A nessage-bag will be a list of Messages; each Message is of the
form descri bed above.

MESSACE- BAG i s:
( Message, Message, ... )
The Identification
This is the transaction identifier. It is assigned by the
originating MMM The identification is conposed of the MPM

identifier, and a transacti on nunber unique in that context for this
nmessage.

The Command

The command i s conposed of a nmil box, an operation code, the
argunents to that operation, sone error information, and a trace of
the route of this nessage. The command is inplenmented by a property
list which contains <nane, val ue> pairs, where the nanes are used to
identify the associ ated argunent val ues.

The Docunent

The document portion of an internet nessage is optional and when
present is a data structure as defined in [25].
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3. ldentification

Each nessage nust have a unique identifier while it exists in the
nessage delivery system This is provided by the conbination of the
uni que identifier of the MPM and a uni que transacti on nunber chosen
for the nmessage by this MPM

| DENTI FI CATION i s:
( npmidentifier, transaction-nunber )
The npmidentifier is based on the host address of the conputer in
which the MPMresides. |If there is nore than one MPMin a host the

npmidentifier nmust be extended to distinguish between the co-resident
MPMS .

. 4. Command

Thi s section describes the commands MPMs use to conmuni cate between
t hensel ves. The commands come in pairs, with each request having a
correspondi ng reply.

COVWAND i s:

( nail box, operation, [argunents,]
[error-class, error-string,] trace )

The mail box is the "To" specification of the nessage. Miilbox is a
property list of general information, sone of which is the essential
information for delivery, and sonme of which could be extra information
whi ch may be hel pful for delivery. Miilbox is different from address
in that address is a very specific property list without extra
information. The mail box includes a specification of the user, when
a command is addressed to the MPMitself (rather than a user it
serves) the special user name "*MPM" is specified.

The operation is the name of the operation or procedure to be
per f or ned.

The argunents to the operation vary fromoperation to operation

The error information is conposed of a error class code and a
character string, and indicates what, if any, error occurred. The
error information is normally present only in replies, and not present
in requests.
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The trace is a list of the MPM that have handl ed the nessage. Each
MPM nust add its handling-stanp to the |ist.
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3.4.1. Conmand: DELIVER
function: Sends a docunent to a mail box.
reply: The reply i s ACKNOALEDGE.
argunents:
type-of -service: one or nore of the follow ng:
"REGULAR' regul ar delivery
"FORWARD' nessage forwardi ng
" GENDEL" general delivery
"PRICRITY" priority delivery
3.4.2. Command: ACKNOANEDGE
function: Reply to DELIVER
argunents:
reference: the identifier of the originating nmessage.
addr ess:
The address is the final mail box the nmessage was delivered to.
This woul d be different fromthe original mailbox if the nmessage
was forwarded, and is limted to the essential information
needed for delivery.
type-of -service: one of the foll ow ng:
" GENDEL" nessage was accepted for general delivery
" REGULAR" nessage was accepted for normal delivery

"PRIORITY" nessage was accepted for priority delivery

error-class:
error-string:

I f the docunment was delivered successfully, the error

i nformati on has class 0 and string "ok". Qherw se, the error
i nformati on has a non-zero class and the string would be one of
"no such user", "no such host", "no such network", "address

anmbi guous", or a simlar response.

trail: the trace fromthe DELIVER command.
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3.4.3. Commuand: PROBE

function: Finds out if specified mailbox (specified in nmailbox of
the command) exists at a host.

reply: The reply i s RESPONSE
argunents: none.
3.4.4. Command: RESPONSE
function: Reply to PROBE
argunent s:
reference: the identification of the originating PROBE
address: a specific address.

error-class:
error-string:

If the mail box was found the error class is 0 and the error
string is "OK". |If the mail box has noved and a forwarding
address in known the error class is 1 and the error string is
"Mai | box nmoved, see address". Qherwise the error class is
greater than 1 and the error string may be one of the foll ow ng:
"“Mai | box doesn’t exist", "Miilbox full", "Milbox has noved, try
the new |l ocation indicated in the address".

trail: the trace which came fromthe originati ng PROBE
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3.4.5. Conmand: CANCEL
function: Abort request for specified transaction.
reply: The reply i s CANCELED.
argunents:
reference: identification of transaction to be cancel ed.
3.4.6. Conmand: CANCELED
function: Reply to CANCEL.
argunents:
reference: identification of canceled transaction

error-class:
error-string:

If the conmand was canceled the error class is 0 and the error
string is "OK'. Oherwise the error class is positive and the
error string may be one of the followi ng: "No such transaction",
or any error for an unreachabl e mail box.

trail: the trace of the CANCEL conmand.

To sunmarize again, a command generally consists of a property list of
the foll ow ng objects:

nane val ue

mai | box property list of address information
operation nane of operation

argunent s ---

error-class nuneric class of the error
error-string text description of the error

trace list ( handling-stanmp, ... )

5. Docunent

The actual docunment follows the command. The nessage delivery system
does not depend on the docunment, examine it, or use it in any way.

The standard for the contents of the docunment is reference [25]. The
docunment nust be the last <name,value> pair in the nessage property
list.
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3.6. Message bjects

In the conposition of nmessages, we use a set of objects such as
mai | box or date. These objects are encoded in basic data el enents.
Some objects are sinple things |ike integers or character strings,
ot her objects are nore conplex things built up of lists or property
lists.

The following is a list of the objects used in nmessages. The object
descriptions are in al phabetical order.

Acti on

The type of handling action taken by the MPM when processing a
nessage. One of ORIA N, RELAY, FORWARD, or DESTI NATI ON.

Addr ess

Address is intended to contain the mininmuminformati on necessary to
deliver a nessage, and no nore (conpare with mail box).

An address is a property list. An address contains the follow ng
<nane, val ue> pairs:

name descri ption

NET net wor k nane

HOST host name

USER user nane

or:

name descri ption

VPM npnti dentifier

USER user nane
Answer

A yes (true) or no (false) answer to a question.
Ar gunent s
Many operations require argunments, which differ fromcommand to

command. This "object” is a place holder for the actual argunents
when conmands are described in a general way.
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Cty
The character string name of a city.
Conmand

(rmai | box, operation [ ,argunents ]
[ ,error-class, error-string ], trace)

Country
The character string name of a country.
Dat e

The date and tinme are represented according to the International

St andards Organi zation (1SO recomrendations [26,27,28]. Taken
toget her the | SO recomendati ons 2014, 3307, and 4031 result in the
follow ng representation of the date and tine:

yyyy- mm dd- hh: mm ss, fff +hh: mm

Where yyyy is the four-digit year, mmis the two-digit nonth, dd is
the two-digit day, hh is the two-digit hour in 24 hour tinme, mmis
the two-digit minute, ss is the two-digit second, and fff is the
decimal fraction of the second. To this basic date and tine is
appended the offset from Greenwich as plus or mnus hh hours and nm
m nut es.

The tinme is local tine and the offset is the difference between
local tinme and Coordinated Universal Tinme (UTC). To convert from
local tine to UTC algebraically subtract the offset fromthe | ocal
tinme.

For exanple, when the tinme in
Los Angeles is 14:25:00-08:00

the UTC is 22:25: 00

or when the tine in
Paris is 11: 43: 00+01: 00
the UTC is 10: 43: 00

Docunent

The docunent is the user’s conposition and is not used by the
nessage delivery systemin any way.
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Error-d ass

A nuneric code for the class of the error. The error classes are
coded as foll ows:

0: indicates success, no error.

This is the normal case.

1. failure, address changed.

This error is used when forwarding is possible, but not allowed
by the type of service specified.

2: failure, resources unavail abl e.

These errors are tenporary and the conmand they respond to may
work if attenpted at a later tine.

3: failure, user error.

For exanpl e, unknown operation, or bad argunents.

4: failure, MPMerror. Recoverable.

These errors are tenporary and the conmand they respond to may
work if attenpted at a later tine.

5: failure, MPMerror. Pernanent.

These errors are pernanent, there is no point in trying the sane
conmand agai n.

6: Aborted as requested by user.

The response to a successfully cancel ed command.
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This is a character string describing the error. Possible errors:

No error
Ck

error-string

S

Mai | box Moved, see address

Mai | box Full, try again |ater

Syntax error, operation unrecogni zed
Syntax error, in arguments

No Such
No Such
No Such
No Such
Mai | box

Conmand

User
Host

Net wor k

Transaction

Does Not EXi st

Ambi guous Addr ess

Server error, try again |later
No service avail able

not

i mpl ement ed

Aborted as requested by user

Handl i ng- St anp

error-cl ass

COUITUTARAWWWWWWWWNEFL, OO

The handling-stanp indicates the MPM the date (including the tine)
that a nessage was processed by an MPM and the type of handling

action tak

en.

( npmidentifier, date, action )

Host

The character string name of a host.

Identificati

on

This is the transaction identifier associated with a particul ar

message.

It is the transacti on nunber,

the originati ng MPM

( mpmidentifier, transaction-nunber )
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| nt ernet Address

This identifies a host in the ARPA internetwork environment. Wen
used as a part of identification, it identifies the originating host
of a nessage. The internet address is a 32 bit nunber, the higher
order 8 bits identify the network, and the |lower order 24 bits
identify the host on that network [2]. For use in the MPMs the
internet address is divided into eight bit fields and the val ue of
each field is represented in decinmal digits. For exanple, the
ARPANET address of ISIE is 167837748 and is represented as
10,1,0,52. Further, this representation may be extended to include
an address within a host, such as the TCP port of the MPM for
exanpl e, 10,1,0,52,0, 45.

Mai | box

This is the destination address of a user of the internetwork nail
system Mail box contains information such as network, host,

| ocation, and | ocal user indentifier of the recipient of the
nmessage. Sonme information contained in mail box may not be necessary
for delivery.

As an exanpl e, when one sends a nessage to soneone for the first
time, he may include many itens which are not necessary sinply to

i nsure delivery. However, once he gets a reply to this nessage, the
reply will contain an Address (as opposed to Mail box) which may be
used fromthen on.

A mailbox is a property list. A mailbox mght contain the
foll ow ng <nane, val ue> pairs:

name descri ption
VPM npnti dentifier
NET net wor k name

HOST host name

PORT address of MPM within the host
USER user nane

ORG organi zati on name

aTy city

STATE Sstate

COUNTRY country

ZI P zZi p code

PHONE  phone nunber

The m ni mum mail box is an Address.
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MPM | denti fi er
The internetwork address of the MPMM This nay be the ARPA I nternet
Address or an X. 121 Public Data Network Address [29]. The
npmidentifier is a property list which has one <nane, val ue> pair.
This unusual structure is used so that it will be easy to deternine
the type of address used.

Net wor k
This character string nane of a network.

Operation

This nanes the operation or procedure to be perforned. It is a
character string nane.

Organi zati on
This character string nane of a organi zati on.

Phone
This character string nane representation of a phone nunber. For
exanmpl e the phone nunmber of ISl is 1 (international region) + 213
(area code) + 822 (central office) + 1511 (station nunber) =
12138221511.

Port

This nanes the port or subaddress within a host of the MPM The
default port for the MPMis 45 (55 octal) [4].

Ref erence
The reference is an identification froman earlier nmessage.
State

The character string nanme of a state.

Post el [ Page 25]



August 1980
I nternet Message Protoco

Speci fication

Trace

Each MPM t hat handl es the nessage nust add its handling-stanmp to
this list. This will allow detection of nessages being sent in a
loop within the internet mail system and aid in fault isolation.

Tr ai

When a nessage is sent through the internetwork environnent, it
acquires this trace, a list of MPMs that have handl ed the nessage.
This list is then carried as the trail in a reply or acknow edgnent
of that nessage. Requests and replies always have a trace and each
MPM adds its handling-stanp to this trace. Replies, in addition
have a trail which is the conplete trace of the original nessage.

Transacti on Nunber

This is a nunber which is uniquely associated with this transaction
by the originating MM It identifies the transaction. (A
transaction is a nessage and acknow edgnent.) A transaction numnber
nmust be unique during the time which the nessage (a request or
reply) containing it could be active in the network.

Type- of - Servi ce

A service parameter for the delivery of a nmessage, for instance a
nessage coul d be delivered (REGULAR), forwarded (FORWARD), turned
over to general delivery (GENDEL) (i.e., allow a person to decide
how to further attenpt to deliver the nessage), or require priority

handl i ng (PRI ORI TY).
User

The character string nanme of a user

X121 Address

This identifies a host in the Public Data Network environment. Wen
used as a part of identifier, it identifies the originating host of
a nessage. The X121 address is a sequence of up to 14 digits [29].
For use in the MPMs the X121 address is represented in decim
digits.
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Zi p Code

The character string representation of a postal zip code. The zip
code of ISl is 90291

3.7. Data Elenents

The data el enents defined here are simlar to the data structure and
encodi ng used in NSW]30].

Each of the diagranms which follow represent a sequence of octets.

Fi el d boundaries are denoted by the "|" character, octet boundaries by
the "+" character. Each elenent begins with a one-octet code. The
order of the information in each elenment is left-to-right. In fields
with nuneric values the high-order (or nost significant) bit is the
left-nmost bit. For transnission purposes, the | eftnost octet is
transnmitted first. Cohen has described sonme of the difficulties in
mappi ng nenory order to transm ssion order [31].

Code Type Repr esent ati on
Fo-m oo - +
0 No Qperation | O |
Fo-m oo - +
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fomm oo -
1 Padding | 1 | octet count | Data ..
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fomm oo -
Fo-m oo - Fo-m oo - +
2 Bool ean | 2 | 1/0
Fo-m oo - Fo-m oo - +
Fo-m oo - Fo-m oo - Fo-m oo - +
3 Index | 3 | Dat a |
Fo-m oo - Fo-m oo - Fo-m oo - +
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fomm oo - +
4 |nteger | 4 | Dat a
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fomm oo - +
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Ext ended oo +oomo-- oo +oomo-- oo
5 Precision | 5 | octet count | Data ...
| nt eger e e +o--- - e e

Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fomm oo -

6 Bit String | 6 | bit count | Data ...
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fomm oo -
Fo-m oo - Fo-m oo - Fo-m oo -

7 Nane String | 7 | count| Data ...
Fo-m oo - Fo-m oo - Fo-m oo -
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fomm oo -

8 Text String | 8 | octet count | Data ...
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fomm oo -
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - +--- - -

9 List | 9 | octet count | Data ...
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - +--- - -
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fomm oo -

10 Propli st | 10 | octet count | Data ...
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fomm oo -
Fo-m oo - +

11 End of Li st | 11 |
Fo-m oo - +

El ement code O (NOP) is an enpty data el enent used for paddi ng when it
is necessary. It is ignored.

El ement code 1 (PAD) is used to transnit |arge amounts of data with a
nessage for test or padding purposes. The type-octet is followed by a
three-octet count of the number of octets to follow. No action is
taken with this data but the count of dumry octets nust be correct to
i ndi cate the next el enent code.

El ement code 2 (BOOLEAN) is a boolean data elenent. The octet
follow ng the type-octet has the value 1 for True and O for Fal se.
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El ement code 3 (INDEX) is a 16-bit unsigned integer datum El enment
code 3 occupies only 3 octets.

El ement code 4 (INTEGER) is a signed 32-bit integer datum This will
al ways occupy five octets. Representation is two' s conplenent.

El ement code 5 (EPI) is an extended precision integer. The type octet
is followed by a three-octet count of the nunmber of data octets to
foll ow. Representation is twd’' s conpl enent.

El enent code 6 (BITSTR) is a bit string elenment for binary data. The
bit string is padded on the right with zeros to fill out the [|ast
octet if the bit string does not end on an octet boundary. This data
type must have the bit-count in the three-octet count field instead of
t he nunber of octets.

El ement code 7 (NAME) is used for the representation of character
string nanes (or other short strings). The type octet is followed by
a one-octet count of the nunber of characters (one per octet) to
follow. Seven bit ASCII characters are used, right justified in the
octet. The high order bit in the octet is zero.

El ement code 8 (TEXT) is used for the representation of text. The
type octet is followed by a three-octet count of the nunber of
characters (one per octet) to follow Seven bit ASCI| characters are
used, right justified in the octet. The high order bit in the octet
is zero.

El ement code 9 (LIST) can be used to create structures conposed of
other elenments. The three-octet octet count specifies the nunber of
octets in the whole list (i.e., the nunber of octets following this
count field to the end of the list, not including the ENDLI ST octet).
The two-octet item count contains the nunber of el enents which foll ow
Any el enent may be used including list itself.

Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - +
| 9 | octet count | itemcount |
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - +
S N, +---- - - [---+
r epeat ed | el enment |
S N, +---- - - [---+
S S +
| ENDLI ST
S S +

In sonme situations it may not be possible to know the Iength of a |ist
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until the head of it has been transmitted. To allow for this a
speci al ENDLI ST elenent is defined. A list of undeterm ned length is
transmtted with the octet count cleared to zero, and the item count
cleared to zero. A null or enpty List, one with no elenents, has an
octet count of two (2) and an itemcount of zero (0). The ENDLI ST

el ement always follows a LIST, even when the length is determ ned.

El ement code 10 (PROPLIST) is the Property List elenent. It is a
speci al case of the list elenent, in which the elenents are in pairs
and the first element of each pair is a nane. It has the follow ng
form
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - +
| 10 | octet count | pair |
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - +
S N, +---- - - [---+------ +---- - - [---+
repeat ed | name el ement | val ue el enment |
+---- - - +---m - - [---4---mn- +o-- - - [---+
S S +
| ENDLI ST
S S +

The Property List structure consists of a set of unordered
<nane, val ue> pairs. The pairs are conposed of a name which nust be a
NAME el erent and a val ue which rmay be any kind of elenment. Follow ng
the type code is a three-octet octet count of the follow ng octets.
Foll ow ng the octet count is a one-octet pair count of the nunber of
<nane, val ue> pairs in the property list.

The name of a <nane,value> pair is to be unique within the property
list, that is, there shall be at nobst one occurrence of any particul ar
name in one property list.

In some situations it may not be possible to know the Iength of a
property list until the head of it has been transnitted. To allow for
this the special ENDLIST elenment is defined. A property list of
undetermined length is transnmitted with the octet count cleared to
zero, and the pair count cleared to zero. A null or enpty property
list, one with no elenments, has an octet count of one (1) and an pair
count of zero (0). The ENDLI ST el ement always follows a property
list, even when the length is determ ned.

El ement code 11 (ENDLIST) is the end of list element. It marks the
end of the corresponding list or property list.
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Structure Sharing

When nessages are batched in nmessage-bags for transmission, it may
often be the case that the sane docunment will be sent to nore than
one recipient. Since the docunment portion can usually be expected
to be the major part of the nessage, much repeated data woul d be
sent if a copy of the docunent for each recipient were to be shipped
i n the nmessage- bag.

To avoid this redundancy, nessages nay be assenbled in the
nessage- bag so that actual data appears on its first occurrence and
only references to it appear in later occurrences. Wien data is
shared, the first occurrence of the data will be tagged, and | ater

| ocations where the data should appear will only reference the
earlier tagged location. Al references to copied data point to
earlier locations in the nessage-bag. The data to be retrieved is
i ndi cated by the tag.

This is a very general sharing nechanism PLEASE NOTE THAT THE MPM
WLL NOT SUPPORT THE FULL USE OF THFS MECHANISM THE MPM W LL ONLY
SUPPORT SHARI NG OF WHOLE DOCUMENTS. No other |evel of sharing wll
be supported by the MPMs.

Thi s sharing mechani sm nmay be used within a docunent as |ong as al
references refer to tags within the sane docunent.

Sharing is inplenented by placing a share-tag on the first
occurrence of the data to be shared, and placing a share-reference
at the locations where copies of that data should occur.

Fo-m oo - Fo-m oo - Fo-m oo - +

12 Share Tag | 12 | share-index |
Fo-m oo - Fo-m oo - Fo-m oo - +
Fo-m oo - Fo-m oo - Fo-m oo - +

13 Share Reference | 13 | share-index
Fo-m oo - Fo-m oo - Fo-m oo - +

El enent code 12 (S-TAG is a share tag element. The two octets
follow ng the type-octet specify the shared data identification code
for the following data element. Note that s-tag is not a DATA
element, in the sense that data el ements encode hi gher |evel

obj ect s.

El ement code 13 (S-REF) is a share reference element. The two
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octets following the type-octet specify the referenced shared data
i dentification code.

An exanpl e of using this nmechanismis
( ( <a>, <b>) ( <c> <b>) )
could be coded as follows to share <b>
( ( <a>, <s-tag-1><b> ) ( <c>, <s-ref-1>) )

To facilitate working with structures which may contain shared data,
the two high-order bits of the list and property |ist el enent codes
are reserved for indicating if the structure contains data to be
shared or contains a reference to shared data. That is, if the

hi gh-order bit of the list or property list elenment code octet is
set to one then the property list contains a share-reference to
shared data. O, if the second high-order bit is set to one the
structure contains a share-tag for data to be shared.

The exanpl e above is now repeated in detail showi ng the use of the
hi gh-order bits.

Fomm oo - o e oo - Fomm oo - o e oo - Fomm oo - e oo - Fomm oo - e oo - +

|11 - 9|01 - 9] <a>| 12 | 0 | 1 | <b>] 11 |

Fomm oo - o e oo - Fomm oo - o e oo - Fomm oo - e oo - Fomm oo - e oo - +
Fomm oo - e oo - Fomm oo - e oo - Fomm oo - e oo - Fomm o - +
|10 - 9] <c>| 13 | 0 | 1 | 11 | 11 |
Fomm oo - e oo - Fomm oo - e oo - Fomm oo - e oo - Fomm o - +

It is not considered an error for an elenent to be tagged but not
r ef er enced.

A substructure with internal sharing may be created. |If such a
substructure is closed with respect to sharing -- that is, al
references to its tagged elenments are within the substructure --
then there is no need for the know edge of the sharing to propagate
up the hierarchy of lists. For exanple, if the substructure is:
00-LIST ( abcb)
which with sharing is:
11-LIST ( a Tl:b c Rl )

When this substructure is included in a large structure the high
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order bits can be reset since the substructure is closed wth
respect to sharing. For exanple:

00-LIST ( x 11-LIST ( a Tl:bc R1) vy )

Note: Wile sharing adds transm ssion and nenory efficiency, it is
costly in processing to separate shared elenments. This is the nain
reason for restricting the sharing supported by the MPM At sone
later tine these restrictions nay be eased.

It is possible to create |oops, "strange | oops" and "tangl ed

hi erarchi es” using this nmechanism[32]. The MPMw |l not check for
such i nproper structures within docunents, and will not deliver
nessages i nvolved in such structures between docunents.

If an encryption schene is used to ensure the privacy of

communi cation it is unlikely that any parts of the nmessage can be
shared. This is due to the fact that in nbst case the encryption
keys will be specific between two individuals. There may be a few
cases where encrypted data nay be shared. For exanple, all the
nmenbers of a conmittee nay use a comobn key when acting on conmittee
business, or in a public key scheme a docunent may be "signed" using
the private key of the sender and inspected by anyone using the
public key of the sender.
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4. OTHER | SSUES

This section di scusses various other issues that need to be dealt with
in a conputer nessage system

4.

1. Accounting and Billing

Accounting and billing rmust be perfornmed by the MMM  The charge to
the user by the nmessage delivery system nust be predictable, and so
cannot depend on the actual cost of sending a particul ar nmessage which
i ncurs random del ays, handling and tenporary storage charges. Rather
these costs nust be aggregated and charged back to the users on an
average cost basis. The user of the service may be charged based on
the destination or distance, the Il ength of the nessage, type of
service, or other paraneters selected as the nessage is entered into
the delivery system but nust not depend on essentially random
handl i ng by the system of the particul ar nmessage.

This neans it is pointless to have each nessage carry an accunul at ed
charge (or list of charges). Rather, the MPMw ||l keep a | og of
nmessages handl ed and periodically bill the originators of those
nmessages.

It seens that the nobst reasonable schene is to follow the practice of
the international telephone authorities. |In such schenes the
authority where the nessage originates bills the user of the service
for the total charge. The authorities assist each other in providing
the international nessage transfer and the authorities periodically
settle any differences in accounts due to an inbal ance in
international traffic.

Thus the MPMs will keep | ogs of nessages handled and will periodically
charge their neighboring MPM for nessages handled for them This
settlement procedure is outside the nmessage system and between the

adm ni strators of the MPMs.

As traffic grows it will be inpractical to | og every nessage
individually. It will be necessary to establish categories of
nessages (e.g., short, nedium large) and only count the nunber in
each category.

The MPM at the source of the nessage will have a | ocal means of
identifying the user to charge for the nessage delivery service. The
relay and destination MPMs will know whi ch nei ghbor MPMs to charge (or
settle with) for delivery of their nessages.
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4.

2. Addressing and Routing

The mail box provides for many types of address information. The MPMs
in the ARPA internet can nost effectively use the internet address
[2]. The use of other address information is not yet very clear.
Some thoughts on addressing i ssues may be found in the references

[ 33, 34, 35].

An MPM sonetines nust nmake a routing decision when it is acting as a
rel ay- MPM (or source MPM. It nust be able to use the information
fromthe nailbox to determine to which of its nei ghbor MPMs to send
the nmessage. One way this might be inplenented is to have a table of
destination networks with correspondi ng nei ghbor MPMidentifiers to
use for routing toward that network.

It is not expected that such routing tables would be very dynam c.
Changes woul d occur only when new MPMs cane into existence or MPMs
went out of service for periods of days.

Even with relatively slowy changing routing information the MPMs need
an automatic mechani smfor adjusting their routing tables. The
routing problemhere is quite sinmlar to the problemof routing in a
net wor k of packet switches such as the ARPANET | MPs or a set of

i nternet gateways. A great deal of work has been done on such

probl ens and many sinpl e schenes have been found faulty. There are
details of these procedures which may becone troubl esone when the
nunber of nodes grows beyond a certain point or the frequency of
updat e exchanges gets | arge.

A basic routing schenme is to have a table of <network-nane,
npmidentifier> pairs. The MPM could | ook up the network nane found
in the mail box of the nmessage and determine the internet
npmidentifier of the next MPMMto which to route the nessage. To
permit automatic routing updates anot her colum would be added to

i ndicate the distance to the destination. This could be neasured in
several ways, for exanple, the nunber of relay MPM (or hops) to the
final destination. 1In this case each entry in the table is a triple
of <network-nane, npmidentifier, distance>.

To update the routing informati on when changes occur an MPM updat es

its table. It then sends to each next MPMin its table a table of

pai rs <network-nane, distance>, which say in effect "I can get a
nessage to each of these networks with "cost" distance.” An MPM which
receives such an update will add to all the distances the distance to

the MPM sending the update (e.g., one hop) and conpare the infornation
with its own table.
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If the update informati on shows that the distance to a destination
network is now smaller via the MPM which sent the update, the MPM
changes its own table to reflect the better route, and the new

di stance. |If the MPM has made changes in its table it sends update
information to all the MPMs |listed as next-MPMs in its table.

One further feature is that when a new network comes into exi stence an
entry must be added to the table in each MPM The MPMs shoul d
therefore expect the case that update infornation may contain entries
whi ch are new networks, and in such an event add these entries to
their own tables.

When a new MPM cones into existence it will have an initial table
indicating that it is a good route (short distance) to the network it
isin, and will have entries for a few neighbor networks. It wll

send an initial "update" to those nei ghbor MPMs which will respond
with nore conplete tables, thus informng the new MPM of routes to
many networKks.

This routing update nmechanismis a sinple mnded schene and may have
to be replaced as the systemof MPMs grows. 1In addition it ignores
the opportunity for MPMs to use other infornmation (besides destination
network nane) for routing. MM may have tables that indicate
next - MPMs based on city, tel ephone nunber, organization, or other
categories of information.

4.3. Encryption

It is straightforward to add the capability to have the docunent
portion of nessages either wholly or partially encrypted. An

addi tional basic data elenent is defined to carry encrypted data. The
data within this el enent nmay be conposed of other elenents, but that
coul d only be perceived after the data was decrypt ed.

Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - +
14 Encrypt | 14 | octet count |
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - +
Fo-m oo - Fo-m oo - Fo-m oo - Fomm e -
| al g id] key id | Data
Fo-m oo - Fo-m oo - Fo-m oo - Fomm oo o -

El ement code 14 (ENCRYPT) is used to encapsul ate encrypted data. The
format is the one-octet type code, the three-octet octet count, a
one-octet algorithmidentifier, a two-octet key identifier, and count
octets of data. Use of this elenment indicates that the data it
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contains is encrypted. The encryption schenme is indicated by the
algorithmidentifier, and the key used is indicated by the key
identifier (this is not the key itself). The NBS Data Encryption
Standard (DES) [36], public key encryption [37,38,39], or other
schemes may be used.

To process this data el enent, the user is asked for the appropriate
key and the data can then be decrypted. The data thus revealed wll
be in the formof conplete data elenment fields. Encryption cannot
occur over a partial field. The revealed data is then processed
normal | y.

Note that there is no reason why all fields of a docunent could not be

encrypted including all docunent header information such as From
Date, etc.
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5. THE MPM A PCOSSI BLE ARCHI TECTURE

The heart of the internet nessage systemis the MPM which is responsible
for routing and delivering nessages. Each network nust have at | east
one MPM These MPMs are logically connected together, and internet nail
is always transferred al ong | ogi cal channels between them The MPMs
interface with existing |ocal nmessage systens.

Since the local nessage systemnay be very different fromthe internet
system special prograns nmay be necessary to convert incoming internet
nessages to the local format. Likew se, nmessages outgoing to other
net wor ks may be converted to the internet format and sent via the MPMs.
5.1. Interfaces

User Interface

It is assunmed that the interface between the MPM and the U P
provi des for passing data structures which represent the docunent

portion of the nmessage. |In addition, this interface nust pass the
delivery address information (which beconmes the information in the
mai | box field of the conmand). It is assuned that the information

is passed between the U P and the MPM via shared files, but this is
not the only possible nmechanism These two processes may be nore
strongly coupled (e.g., by sharing nenory), or less strongly coupl ed
(e.g., by communicating via |ogical channels).

When a U P passes a docunent and a destination address to the MPM
the MPM assigns a transacti on-nunber and forns a nessage to send.
The MPM nmust record the rel ati onshi p between the transaction-nunber,
t he docunent, and the U P, so that it can informthe U P about the
out conme of the delivery attenpt for that document when the

acknow edgnent nessage is received at sone later tine.

Assuming a file passing node of conmunication between the U P and
the MPM the sending and receiving of mail mght involve the
follow ng interactions:

A user has an interactive session with a UP to conpose a docunent
to send to a destination (or list of destinations). Wen the user
indicates to the U P that the docunent is to be sent, the UP

pl aces the information into a file for the MMM The U P may then
turn to the next request of the user.

The MPM finds the file and extracts the the information. It
creates a nessage, assigning a transaction-nunber and forning a
deliver conmand. The MPMrecords the U P associated with this
nessage. The MPM sends the nmessage toward the destination
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When the MPM receives a deliver nessage from another MPM addressed
to a user inits domain, it extracts the docunent and puts it into
a file for the U P associated with the destination user. The MPM
al so sends an acknow edge nessage to the originati ng MPM

When the MPM receives an acknow edgnent for a nmessage it sent, the
MPM creates a notification for the associated U P and places it in
a file for that U P.
The format of these files is up to each U P/ MPMinterface pair.
One reasonabl e choice is to use the same data structures used in
the MPM MPM communi cati on

Communi cation Interface

It is assumed here that the MPMs use an underlying conmuni cation

system and TCP [3] has been taken as the nodel. 1In particular, the
MPMis assuned to be listening for a TCP connection on a TCP port,
i.e., it is a server process. The port is either given explicitly

in the npmidentifier or takes the default vaule 45 (55 octal) [4].
Again, this is not intended to limt the inplenmentation choices;
other forms of interprocess comunication are allowed, and ot her
types of physical interconnection are pernitted. One mnight even use
di al telephone calls to interconnect MPMs (using suitable protocols
to provide reliable communication) [12,19, 20, 21].

2. The MPM Organi zati on
Messages in the internet mail systemare transmitted in lists called
nessage- bags (or sinply bags), each bag containing one or nore
nessages. Each MPMis expected to inplenent functions which will
allowit to deliver |local nmessages it receives and to forward
non-| ocal ones to other MPMs presunmably closer to the nessage’s
desti nati on.
Loosely, each MPM can be separated into six conponents:

1--Acceptor

Recei ves inconi ng nmessage- bags, from other MPMs, from U Ps, or
from conversi on prograns.

2- - Message- Bag Processor

Splits a bag into these three portions:
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a. Local Host Messages
b. Local Net Messages
C. Forei gn Net Messages

3--Local Host Delivery

Delivers | ocal host messages, nay call on conversion program
4--Local Net Delivery

Delivers local net nessages, may call on conversion program
5--Foreign Net Router

Forms nmessage-bags for transnission to other MPMs and det erm nes
the first step in the route.

6- - Forei gn Net Sender

Activates transm ssion channels to other MPMs and sends
nmessage- bags to forei gn MPMs.

If the I ocal net nessage system uses the protocol of the MPMs, then
there need be no distinction between |ocal net and foreign net
del i very procedures.

Al'l of these conponents can be thought of as independent. The
function of the Acceptor is to await inconing nmessage-bags and to
insert theminto the Bag-Input Queue.

The Bag-1 nput queue is read by the nessage-bag Processor which wll
separate and deliver suitable portions of the message-bags it
retrieves fromthe queue to one of three queues:

a. Local Host Queue
b. Local Net Queue
C. Forei gn Net Queue

When an MPM has a nessage to send to another MPM it nust add its own
handl i ng-stanp to the trace field of the command. The trace then
becones a record of the route the nessage has taken. An MPM shoul d
exam ne the trace field to see if the nmessage is in a routing | oop
Al commands require the return of the trace as a trail in the

mat chi ng reply conmand.

Al of these queues have as el enents conpl ete nessage- bags created by
sel ecting nmessages fromthe input nessage-bags.
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The Local Host queue serves as input to the Local Host Delivery
process. This conponent is responsible for delivering nessages to its
local host. It may call on a conversion programto refornat the
nessages into a formthe local protocol will accept. This wll
probably involve such things as copying shared information

The Local Net queue serves as input to the Local Net Delivery process.
Thi s conponent is responsible for delivering nessages to other hosts
on its local net. It nust be capable of handling whatever error
conditions the |local net mght return, and should include the ability
toretransmit. It may call on a conversion programto refornmat the
nessages into a formthe local protocol will accept. This wll
probably involve such things as copying shared information

The ot her two processes are nore closely coupled. The Foreign Net
Router takes its input bags fromthe Foreign Net Queue. Fromthe
internal information it contains, it determ nes which of the MPMs to
which it is connected should receive the bag.

It then places the bag along with the routing information into the
Send Mail Queue. The Foreign Net Sender retrieves it fromthat queue
and transmts it across a channel to the intended foreign MPM The
Sender aggregates nessages to the same next MPMinto a bag.

The Foreign Net Router should be capable of receiving external input
toits routing information table. This may conme fromthe Foreign Net
Sender in the case of a channel going down, requiring a decision to
ei t her postpone delivery or to deternmine a new route. The Router is
responsi bl e for maintaining sufficient informati on to determ ne where
to send any i ncom ng nmessage- bag.

For war di ng

An MPM may have available information on the correct nail boxes of
users which are not at its location. This information, called a
forwardi ng data base, nmay be used to return the correct address in
response to a probe command, or to actually forward a deliver
command (if allowed by the type of service).

Because such forwardi ng may cause the route of a nessage to pass
through an MPM already on the trace of this nmessage, only the
portion of the trace back to the nost recent forward action shoul d
be used for | oop detection by a relay relaying MPM and only the
forward action entries in the trace should be checked by a

f orwar di ng MPM
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| mpl erent ati on Recommendat i ons

Transacti on nunbers can be assigned sequentially, with wap around
when the highest value is reached. This should ensure that no
nessage with a particular transaction nunber fromthis source is in
the network when another instance of this transaction nunber is
chosen.

The processing to separate shared el enents when the routes of the
shared el enents diverge while still preserving the sharing possible
appears to be an Q N*M*2) operation where Nis the nunber of

di stinct objects in a nessage which nmay be shared across nessage
boundaries and Mis the nunber of nessages in the bag.

Al so note that share-tags nay be copied into separate nessage bags

which are not referenced. These could be renoved with anot her pass
over the message bag.
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6. EXAMPLES & SCENARI OS
Exanmpl e 1: Message For mat
Suppose we want to send the follow ng nessage:
Date: 1979-03-29-11:46-08: 00
From Jon Postel <Postel @S| E>
Subj ect: Meeting Thursday
To: Danny Cohen <Cohen@)SC-1 Sl B>
CC. Linda
Danny:

Pl ease mark your cal endar for our neeting Thursday at 3 pm

--jon.
It will be encoded in the structured format. The following wll
present successive steps in the top down generation of this message.
The actual docunment above will not be shown in the coded form

1. nmessage

2. (identification, comrand, docunent)

w

(ID:(mpmidentifier, transaction-nunber),
CVD: ( MAI LBOX: mai | box, OPERATI ON: oper ati on,
argunments, TRACE:trace),
DCOC: <<docunent >>)

4. (1D (nmpmidentifier, transaction-nunber),
CVD: ( MAI LBOX: mai | box, OPERATI ON: oper ati on,
TYPE- OF- SERVI CE: regul ar, TRACE:trace),
DCOC: <<docunent >>)

5. (1D (MPM (1A 12,1,0,52,0,45), TRANSACTI ON: 37),
CMVD: ( MAI LBOX: (MPM (I A: 12, 3,0, 52, 0, 45),
NET: ARPA,
HOST: | SI B,
PORT: 45,
USER: Cohen) ,
OPERATI ON: DELI VER,
TYPE- OF- SERVI CE: REGULAR,
TRACE: (MPM (1 A: 12,1, 0, 52, 0, 45)
DATE: 1979- 03- 29-11: 46- 08: 00,
ACTION:- ORIG N)),
DCOC: <<docunent >>)
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6. PROPLI ST: (
| D: PROPLI ST: (
MPM PROPLI ST: (
A 12,1, 0,52, 0, 45),
ENDLI ST
TRANSACTI ON: 37)
ENDLI ST,

CVD: PROPLI ST(
MAI LBOX: ( PROPLI ST: (
MPM PROPLI ST(
| A 12, 3,0,52,0, 45),
ENDLI ST
NET: ARPA,
HOST: | SI B,
PORT: 45,
USER: Cohen ),
ENDLI ST
OPERATI ON: DELI VER,
TYPE- OF- SERVI CE: REGULAR,
TRACE: ( PROPLI ST: MPM
( PROPLI ST:
A 12,1, 0,52, 0, 45)
ENDLI ST
DATE: 1979- 03-29-11: 46- 08: 00,
ACTIONORIA N)),

ENDLI ST
ENDLI ST
DCC. <<docunent >>)
ENDLI ST
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Exanpl e 2: Delivery and Acknow edgnent

The following are four views of the nmessage of exanple 1 during the
successive transm ssion fromthe origination MVPM through a relay MPM
to the destination MPM and the return of the acknow edgnent, through
arelay MM to the originating MPM

o m o m o e o e e e e e e e e e e e e e e e o e e e e e e e e e e e e e e mee—ao - +
I A B I
| sending --> originating --> relay --> destination --> receiving |
| user MPM MPM MPM user |
I I
I D C I
| originating <-- relay <-- destination |
| MPM VPM MPM |
o m o m o e o e e e e e e e e e e e e e e e o e e e e e e e e e e e e e e mee—ao - +

Transm ssi on Path

Fi gure 6.
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A. Between the originating MPM and the relay MPM

PROPLI ST:
NAMVE: " | D"
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 1, 0, 52, 0, 45"
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: 37
ENDLI ST
NAME: " CMD'
PROPLI ST:
NAME: " MAI LBOX",
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: " 10, 3, 0, 52, 0, 45"
ENDLI ST
NAMVE: " NET", NAME: " ARPA"
NAME: " HOST", NAME: "I S| B"
NAME: " PORT", NANME: "45"
NAME: " USER', NANME: " Cohen"
ENDLI ST
NAME: " OPERATI ON', NAMNE: " DELI VER'
NAME: " TYPE- OF- SERVI CE", NANME: " REGULAR"
NAME: " TRACE",
LI ST:
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 1, 0, 52, 0, 45"
ENDLI ST
NAME: " DATE", NAME: "1979-03-29-11:47.5-08: 00"
NAME: "ACTI ON', NAME:"OCRIG N
ENDLI ST
ENDLI ST
ENDLI ST
NAME: " DOC', <<docunent >>
ENDLI ST

1980
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B. Between the relay MPM and t he destinati on MPM

PROPLI ST:
NAMVE: " | D"
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 1, 0, 52, 0, 45"
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: 37
ENDLI ST
NAME: " CMD'
PROPLI ST:
NAME: " MAI LBOX",
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: " 10, 3, 0, 52, 0, 45"
ENDLI ST
NAMVE: " NET", NAME: " ARPA"
NAME: " HOST", NAME: "I S| B"
NAME: " PORT", NANME: "45"
NAME: " USER', NANME: " Cohen"
ENDLI ST
NAME: " OPERATI ON', NAMNE: " DELI VER'
NAME: " TYPE- OF- SERVI CE", NANME: " REGULAR"
NAME: " TRACE",
LI ST:
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 1, 0, 52, 0, 45"
ENDLI ST
NAME: " DATE", NAME: "1979-03-29-11:47.5-08: 00"
NAME: "ACTI ON', NAME:"OCRIG N
ENDLI ST
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 2, 0, 52, 0, 45"
ENDLI ST
NAME: " DATE", NAME: "1979-03-29-11: 48-08: 00"
NAME: " ACTI ON', NAME: " RELAY"
ENDLI ST
ENDLI ST
ENDLI ST
NAME: " DOC', <<docunent >>
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ENDLI ST
C. Between the destination MPM and the relay MPM

PROPLI ST:
NAME: " | D',
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 3,0, 52, 0, 45"
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: 1993
ENDLI ST
NAME: " CMD"
PROPLI ST:
NAME: " MAI LBOX",
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", | NTEGER "10, 1, 0, 52, 0, 45"
ENDLI ST
NAME: " NET", NAME: " ARPA"
NAME: " HOST", NAME: "I SI E"
NAME: " PORT", NANME: " 45"
NAME: " USER", NAME: "*MPM"
ENDLI ST
NAME: " OPERATI ON', NAME: " ACKNOALEDGE"
NAME: " REFERENCE" ,
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 1, 0, 52, 0, 45"
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: 37
ENDLI ST
NAME: " ADDRESS" ,
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", | NTEGER "10, 3,0, 52, 0, 45"
ENDLI ST
NAME: " USER"', NAME: " Cohen"
ENDLI ST
NAME: " TYPE- OF- SERVI CE", NAME: " REGULAR'
NAME: " ERROR- CLASS", | NDEX: 0
NAME: " ERROR- STRI NG', NAME: " CK"
NAME: " TRAI L",

1980
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LI ST:
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 1, 0, 52, 0, 45"
ENDLI ST
NAME: " DATE", NAME: "1979-03-29-11:47. 5-08: 00"
NAME: " ACTI ON', NAME: "ORI G N
ENDLI ST
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 2,0, 52, 0, 45"
ENDLI ST
NAME: " DATE", NAME: "1979-03-29-11: 48-08: 00"
NAME: " ACTI ON', NAME: " RELAY"
ENDLI ST
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 3,0, 52, 0, 45"
ENDLI ST
NAME: " DATE", NAME: "1979-03-29-11: 51. 567- 08: 00"
NAME: " ACTI ON', NAME: " DESTI NATI ON"
ENDLI ST
ENDLI ST
NAME: " TRACE" ,
LI ST:
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 3,0, 52, 0, 45"
ENDLI ST
NAME: " DATE", NAME: "1979-03-29-11: 52-08: 00"
NAME: " ACTI ON', NAME: "ORI G N
ENDLI ST
ENDLI ST
ENDLI ST
ENDLI ST
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D. Between the relay MPM and the originati ng MPM

PROPLI ST:
NAME: " | D',
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 3,0, 52, 0, 45"
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: 1993
ENDLI ST
NAME: " CMD"
PROPLI ST:
NAME: " MAI LBOX",
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", | NTEGER "10, 1, 0, 52, 0, 45"
ENDLI ST
NAME: " NET", NAME: " ARPA"
NAME: " HOST", NAME: "I SI E"
NAME: " PORT", NANME: " 45"
NAME: " USER", NAME: "*MPM"
ENDLI ST
NAME: " OPERATI ON', NAME: " ACKNOALEDGE"
NAME: " REFERENCE" ,
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 1, 0, 52, 0, 45"
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: 37
ENDLI ST
NAME: " ADDRESS" ,
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", | NTEGER "10, 3,0, 52, 0, 45"
ENDLI ST
NAME: " USER"', NAME: " Cohen"
ENDLI ST
NAME: " TYPE- OF- SERVI CE", NAME: " REGULAR'
NAME: " ERROR- CLASS", | NDEX: 0
NAME: " ERROR- STRI NG', NAME: " CK"
NAME: " TRAI L",
LI ST:
PROPLI ST:

1980
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NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 1, 0, 52, 0, 45"
ENDLI ST
NAME: " DATE", NAME: "1979-03-29-11:47. 5-08: 00"
NAME: " ACTI ON', NAME: "ORI G N
ENDLI ST
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: " A", NAME: "10, 2,0, 52, 0, 45"
ENDLI ST
NAME: " DATE", NAME: "1979-03-29-11: 48-08: 00"
NAME: " ACTI ON', NAME: " RELAY"
ENDLI ST
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 3,0, 52, 0, 45"
ENDLI ST
NAME: " DATE", NAME: "1979-03-29-11: 51. 567- 08: 00"
NAME: " ACTI ON', NAME: " DESTI NATI ON"
ENDLI ST
ENDLI ST
NAME: " TRACE" ,
LI ST:
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "I A", NAME: "10, 3,0, 52, 0, 45"
ENDLI ST
NAME: " DATE", NAME: "1979-03-29-11: 52-08: 00"
NAME: " ACTI ON', NAME: "ORI G N
ENDLI ST
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: " A", NAME: "10, 2,0, 52, 0, 45"
ENDLI ST
NAME: " DATE", NAME: "1979-03-29-11: 52. 345- 08: 00"
NAME: " ACTI ON', NAME: " RELAY"
ENDLI ST
ENDLI ST
ENDLI ST
ENDLI ST
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7. SPECI FI CATI ON SUMVARY

7.1. Message Fields

Al keywords used in this protocol are to be recogni zed i ndependent of
case.

action: NAMVE (one of)
"ORIG@ N' | "RELAY" | "FORWARD' | "DESTI NATI ON'

address: PROPLI ST (one of)

NAME: "MPM', <npmidentifier>
NAMVE: " USER', <user>

or
NAMVE: " NET", <net>
NAME: "HOST", <host>
NAME: " PORT", <port>
NAME: "USER', <user>
answer: BOOLEAN
city: NAME
command: PROPLI ST
NAME: " MAI LBOX", <nmail box>
NAME: " OPERATI ON', <operation>
<<ar gunent s>>
NAME: " ERROR- CLASS', <error-class> (only in replies)
NAME: "ERROR- STRING', <error-string> (only in replies)
NAME: "TRACE", <trace>
country: NAME
document : <<document >>
error-class: | NDEX
error-string: NAMVE

host: NAME
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handl i ng- stanp: PROPLI ST

NAME:
NAME:
NAME:

i denti fi
NAME:
NAME:

i nt ernet

mai | box:
NAME:
NAME:
NAME:
NAME:
NAME:
NAME:
NAME:
NAME:
NAME:
NAME:
NAME:

nmessage:
NAME:
NAME:
NAME:

n WMI ,
" DATE"

<nmpmidentifier>
, <date>

"ACTI ON', <action>

cation: LIST

"MPM',

" TRANSACTI ON',

<npmidentifier>

-addr ess: NAME

PROPLI ST (sone of)

"MPM',
"NET",
" HOST"
" PORT"
" USER"
"ORG',
"G TY"

<nmpmidentifier>
<net >

, <host>

, <port>

, <user>

<or gani zati on>

, <city>

" STATE", <state>
"COUNTRY", <country>

n ZI Pll ,

<zi p- code>

"PHONE", <phone- nunber >
<<ot her-itens>>

PROPLI ST
"I D', <identification>
"CMD', <command>
"DOC', <docunent> (only in deliver)

npmti dentifier: PROPLIST (one of)

NAME:

or

NAME:

"TA

" X121

net: NAME

operati on:

" DELI VER"
| " PROBE"
| " CANCEL"

organi zati on:

phone- nunmber :
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<i nt er net - addr ess>

, <x121- address>

NAME (one of)

| ACKNOW.EDGE
| " RESPONSE

| " CANCELED'
NAVE

NANVE

<t ransacti on- nunber >
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port: NAME
state: NAME
trace: LIST

<handl i ng- st anp>

trail: LIST
<handl i ng- st anp>
transacti on- nunber: | NTEGER

type-of -service: NAME (one or nore of)
"REGULAR' | "FORWARD' | "GENDEL" | "PRIORITY"

user: NAME
x121- address: NAVE

zi p- code: NAME
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7.2. Deliver Message

PROPLI ST:
NAME: "| D",
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "1 A", NAME: <i nt er net - addr ess>
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: <t r ansact i on- nunber >
ENDLI ST
NAME: " CMD',
PROPLI ST:
NAME: " MAI LBOX",
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAME: " NET", NAME: <net >
NAME: " HOST", NAME: <host >
NAME: " PORT", NAME: <port >
NAME: "USER', NAME: <user >
NAME: " ORG', NAME: <or gani zati on>
NAME: " ClI TY", NAME: <city>
NAME: " STATE", NAME: <st at e>
NAME: " COUNTRY", NAME: <country>
NAME: " ZI P", NAME: <zi p- code>
NAME: " PHONE", NAME: <phone- nunber >
<<ot her-itens>>
ENDLI ST
NAME: " OPERATI ON', NAMNE: " DELI VER'
NAME: " TYPE- OF- SERVI CE", NAME: <t ype- of - servi ce>
NAME: " TRACE",
LI ST:
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAVE: " DATE", NAME: <dat e>
NAME: " ACTI ON', NAME: <acti on>
ENDLI ST
ENDLI ST
ENDLI ST
NAME: " DOC', <<docunent >>
ENDLI ST

1980
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7.3. Acknow edge Message

PROPLI ST:
NAMVE: "1 D',
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "1 A", NAME: <i nt er net - addr ess>
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: <t r ansact i on- nunber >
ENDLI ST
NAME: " CMD',
PROPLI ST:
NAME: " MAI LBOX",
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAMVE: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAME: " USER', NAME: "* VPMt"
NAME: " NET", NAME: <net >
NAME: " PORT", NAME: <port >
NAME: " HOST", NAME: <host >
ENDLI ST
NAME: " OPERATI ON', NAME: " ACKNON_EDGE"
NAME: " REFERENCE" ,
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "1 A", NAME: <i nt er net - addr ess>
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: <t r ansact i on- nunber >
ENDLI ST
NAME: " ADDRESS" ,
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAMVE: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAME: " USER', NAME: <user >
ENDLI ST
NAME: " TYPE- OF- SERVI CE", NAME: <t ype- of - servi ce>
NANME: " ERROR- CLASS", | NDEX: <error-cl ass>
NAME: " ERROR- STRI NG', NAME: <error-string>
NAME: " TRAI L",
LI ST:
PROPLI ST:
NAME: " MPM',
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PROPLI ST:
NAMVE: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAVE: " DATE", NAME: <dat e>
NANME: " ACTI ON', NAME: <acti on>
ENDLI ST
ENDLI ST
NAME: " TRACE",
LI ST:
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAMVE: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAVE: " DATE", NAME: <dat e>
NANME: " ACTI ON', NAME: <acti on>
ENDLI ST
ENDLI ST
ENDLI ST
ENDLI ST
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7.4. Probe Message

PROPLI ST:
NAME: " | D'
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "1 A", NAME: <i nt er net - addr ess>
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: <t r ansact i on- nunber >
ENDLI ST
NAME: " CMD'
PROPLI ST:
NAME: " MAI LBOX",
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAME: " NET", NAME: <net >
NAME: " HOST", NAME: <host >
NAME: " PORT", NAME: <port >
NAME: "USER', NAME: <user >
NAME: " ORG', NAME: <or gani zati on>
NAME: " ClI TY", NAME: <city>
NAME: " STATE", NAME: <st at e>
NAME: " COUNTRY", NAME: <country>
NAME: " ZI P", NAME: <zi p- code>
NAME: " PHONE", NAME: <phone- nunber >
<<ot her-itens>>
ENDLI ST
NAME: " OPERATI ON', NAME: " PROBE"
NAME: " TRACE",
LI ST:
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAVE: " DATE", NAME: <dat e>
NAME: " ACTI ON', NAME: <acti on>
ENDLI ST
ENDLI ST
ENDLI ST
ENDLI ST
Post el
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7.5. Response Message

PROPLI ST:
NAMVE: "1 D',
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "1 A", NAME: <i nt er net - addr ess>
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: <t r ansact i on- nunber >
ENDLI ST
NAME: " CMD',
PROPLI ST:
NAME: " MAI LBOX",
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAMVE: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAME: " NET", NAME: <net >
NAME: " HOST", NAME: <host >
NAME: " PORT", NAME: <port >
NAME: " USER', NAME: "* VPMt"
ENDLI ST
NAME: " OPERATI ON', NANME: " RESPONSE"
NAME: " REFERENCE" ,
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "1 A", NAME: <i nt er net - addr ess>
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: <t r ansact i on- nunber >
ENDLI ST
NAME: " ADDRESS" ,
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAMVE: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAME: " USER', NAME: <user >
ENDLI ST
NANME: " ERROR- CLASS", | NDEX: <error-cl ass>
NAME: " ERROR- STRI NG', NAME: <error-string>
NAME: " TRAI L",
LI ST:
PROPLI ST:
NAME: " MPM',
PROPLI ST:
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NAMVE: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAVE: " DATE", NAME: <dat e>
NANME: " ACTI ON', NAME: <acti on>
ENDLI ST
ENDLI ST
NAME: " TRACE",
LI ST:
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAMVE: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAVE: " DATE", NAME: <dat e>
NANME: " ACTI ON', NAME: <acti on>
ENDLI ST
ENDLI ST
ENDLI ST
ENDLI ST

Post el
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7.6. Cancel Message

PROPLI ST:
NAME: " | D'
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "1 A", NAME: <i nt er net - addr ess>
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: <t r ansact i on- nunber >
ENDLI ST
NAME: " CMD'
PROPLI ST:
NAME: " MAI LBOX",
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAMVE: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAME: " NET", NAME: <net >
NAME: " HOST", NAME: <host >
NAME: " PORT", NAME: <port >
NAME: " USER', NAME: <user >
NAME: " ORG', NAME: <or gani zati on>
NAME: " ClI TY", NAME: <city>
NAME: " STATE", NAME: <st at e>
NAME: " COUNTRY", NAME: <count ry>
NAME: " ZI P", NAME: <zi p- code>
NAME: " PHONE", NAME: <phone- nunber >
<<ot her-itens>>
ENDLI ST
NAME: " OPERATI ON', NANE: " CANCEL"
NAME: " REFERENCE" ,
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "1 A", NAME: <i nt er net - addr ess>
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: <t r ansact i on- nunber >
ENDLI ST
NAME: " TRACE",
LI ST:
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAME: " DATE", NAME: <dat e>
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[ Page 64] Post el



August 1980
I nternet Message Prot ocol

NANE: " ACTI ON', NANE: <acti on>
ENDLI ST
ENDLI ST
ENDLI ST
ENDLI ST
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7.7. Cancel ed Message

PROPLI ST:
NAMVE: "1 D',
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "1 A", NAME: <i nt er net - addr ess>
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: <t r ansact i on- nunber >
ENDLI ST
NAME: " CMD',
PROPLI ST:
NAME: " MAI LBOX",
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAMVE: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAME: " NET", NAME: <net >
NAME: " HOST", NAME: <host >
NAME: " PORT", NAME: <port >
NAME: " USER', NAME: "* VPMt"
ENDLI ST
NAME: " OPERATI ON', NANME: " CANCELED"
NAME: " REFERENCE" ,
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAME: "1 A", NAME: <i nt er net - addr ess>
ENDLI ST
NAME: " TRANSACTI ON', | NTEGER: <t r ansact i on- nunber >
ENDLI ST
NAME: " ADDRESS" ,
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAMVE: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAME: " USER', NAME: <user >
ENDLI ST
NANME: " ERROR- CLASS", | NDEX: <error-cl ass>
NAME: " ERROR- STRI NG', NAME: <error-string>
NAME: " TRAI L",
LI ST:
PROPLI ST:
NAME: " MPM',
PROPLI ST:

1980
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NAMVE: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAVE: " DATE", NAME: <dat e>
NANME: " ACTI ON', NAME: <acti on>
ENDLI ST
ENDLI ST
NAME: " TRACE",
LI ST:
PROPLI ST:
NAME: " MPM',
PROPLI ST:
NAMVE: "1 A", | NTEGER: <i nt er net - addr ess>
ENDLI ST
NAVE: " DATE", NAME: <dat e>
NANME: " ACTI ON', NAME: <acti on>
ENDLI ST
ENDLI ST
ENDLI ST
ENDLI ST
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7.8. Data El enent

CODE

0

1

10

11

12

13

14

NANVE

NOP

PAD

BOOLEAN

| NDEX

| NTEGER

EPI

Bl TSTR

NAVE

TEXT

LI ST

PROPLI ST

ENDLI ST

S- TAG

S- REF

ENCRYPT

Sunmary

STRUCTURE

CODE( 1)

CODE( 1) , COUNT( 3) , DATA( ©)

CODE( 1) , TRUE- FALSE( 1)

CODE( 1), | NDEX( 2)

CODE( 1) , | NTEGER( 4)

CODE( 1), COUNT( 3) , | NTEGER( C)

CODE( 1) , COUNT( 3) , BI TS( T/ 8)

CODE( 1) , COUNT( 1) , NAVE( O)

CODE( 1) , COUNT( 3) , TEXT( Q)

CODE( 1), COUNT( 3) , | TEMS( 2) , DATA( C- 2)
CODE( 1), COUNT( 3) , PAI RS( 1) , DATA( C- 1)
CODE( 1)

CODE( 1), | NDEX( 2)

CODE( 1), | NDEX( 2)

CODE( 1) , COUNT(3) , ALG- I D( 1),
KEY- | D( 2) , DATA( C- 3)

August 1980

C+4
C/ 8+4
C+2
C+4
C+4

C+4

C+4

The nunbers in parentheses are the nunber of octets in the field.
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