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1. Introduction

This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenment protocols in the Internet conmunity.
In particular, it describes nanaged objects for the General Switch
Managenent Protocol (GSMP).

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. The SNWVP Managenent Framework

The SNMP Managenent Framework presently consists of five major
conponent s:

* An overall architecture, described in RFC 2571 [ RFC2571].

* Mechani sns for describing and nanmi ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenent Information (SM) is called SMvl and is described in
STD 16, RFC 1155 [RFC1155], STD 16, RFC 1212 [RFC1212], and RFC
1215 [RFC1215]. The second version, called SMv2, is described in
STD 58, RFC 2578 [RFC2578], RFC 2579 [RFC2579], and RFC
2580[ RFC2580] .

*  Message protocols for transferring managenent infornation. The
first version of the SNWP nessage protocol is called SNWPvl and is
described in STD 15, RFC 1157 [RFC1157]. A second version of the
SNMP nessage protocol, which is not an Internet standards track
protocol, is called SNMPv2c and is described in RFC 1901 [ RFC1901]
and RFC 1906 [RFC1906]. The third version of the nessage protocol
is called SNWPv3 and is described in RFC 1906 [ RFC1906], RFC 2572
[ RFC2572], and RFC 2574 [ RFC2574].

*  Protocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats are
described in STD 15, RFC 1157 [RFC1157]. A second set of
operations and associated PDU formats are described in 1905
[ RFC1905] .

Sjostrand, et. al. St andards Track [ Page 2]



RFC 3295 GSWP M B June 2002

* A set of fundanmental applications described in RFC 2573 [ RFC2573],
and the vi ew based access control mechanismis described in RFC
2575 [ RFC2575] .

A nore detailed introduction to the current SNMP Managenent Framework
can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the nechanisns defined in the SM.

This nenp specifies a MB nodule that is conpliant to the SMv2. A
M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SMv1 during the translation process. However, this |oss of machine
readabl e informati on is not considered to change the senantics of the
M B.

3. Structure of the MB

This meno defines a portion of the Managenent |nformati on Base (M B)
for the use with network rmanagenment protocols in the Internet
comunity. In particular, it describes managed objects for the
General Switch Managenent Protocol (GSMP), as defined in [ RFC3292].

3.1 Overvi ew

The Ceneral Switch Managenent Protocol (GSMP) is a general purpose
protocol to control a label switch. GSMP allows a controller to
establish and rel ease connections across the switch, to manage switch
ports and to request configuration infornation or statistics. It
also allows the switch to informthe controller of asynchronous
events such as a |ink going down.

The GSMP protocol is asynmmetric, the controller being the master and
the switch being the slave. Miltiple switches may be controlled by a
single controller using nmultiple instantiations of the protocol over
separate control connections. Also a switch may be controll ed by
nore than one controller by using the technique of partitioning.

Each i nstance of a (switch controller, switch partition) adjacency is
a session between one switch controller entity and one switch entity.
The M B provides objects to configure/setup these entities to form
the GSMP sessions. It also provide objects to nonitor these GSMP
sessi ons.
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3.2 Scope
The GSMP nib is a protocol mib. It contains objects to configure,
monitor, and maintain the GSMP protocol entity. It does not provide

any information | earned via the protocol, such as "all ports config"
i nformati on.

The rel ati onshi ps between virtual entities, such as Virtual Switch
Entities, and "physical" entities, such as Switch Entities, falls
out si de of the managenent of GSMP. This also applies for the
managenent of switch partitions. So this is excluded fromthe GSMP
m b.

It is possible to configure which, and how nany Switch Controllers
are controlling one Switch since every potential session with the
switch has to be represented with an Switch entity. It is, however,
not possible to define that one Switch Controller shouldn't allow
other Switch controllers to control the sane switch or partition on
the switch. It is assuned that there are nechani sns that synchronise
controllers and the configuration of them This is outside the scope
of this mb.

3.3 M B guideline

Two tables are used to configure potential GSWMP sessions depending if
you are acting as a GSMP switch controller or a GSMP switch. Each
row in these tables initiates a GSMP sessi on.

The entity IDis a 48-bit name that is unique within the operational
context of the device. A 48-bit | EEE 802 MAC address, if avail abl e,
MAY be used for the entity ID. If the Ethernet encapsulation is
used, the entity ID MJST be the | EEE 802 MAC address of the interface
on which the GSMP session is to be setup.

First, the encapsul ation of the potential GSMP session shall be
defined. If ATMis used, a row in the gsnpAtnEncapTabl e has to be
created with the index set to the entity ID. The specified resources
shoul d be allocated to GSMP. If TCP/IP is used, a rowin the
gsnpTcpl pEncapTabl e has to be created with the index set to the
entity ID. The specified port shall be allocated to GSMP. No
special action is needed if ethernet encapsulation is used.

Then the entity information shall be defined. To create a Switch
Entity, an entry in the gsnpSwitchTable is created with the index set
to the entity ID. To create a Switch Controller Entity, an entry in
the gsnpControllerTable is created with the index set to the entity

| D.
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Wien the row status of the GsnpControllerEntry or GsnpSwitchEntry is

set to active (e.g., in the case with ATMor TCP/IP there are active
rows with a corresponding entity ID), the adjacency protocol of GSMP
is started.

Anot her table, the gsnpSessionTabl e, shows the actual sessions that
are established or are in the process of being established. Each row
represents a specific session between an Entity and a peer. This
table carries information about the peer, the session, and paraneters
that were negotiated by the adjacency procedures. The

gsnpSessi onTabl e al so contains statistical information regarding the
sessi on.

This creation order SHOULD be used by all GSMP managers. This is to
avoi d clash situations in nmultiple SNVP manager scenarios where

di fferent nmanagers nmay create conpeting entries in the different

t abl es.

Entities may very well be configured by other nmeans than SNWP, e.g.,
the cli command. Such configured entities SHOULD be represented as
entries in the tables of this mb and SHOULD be possible to query,
and MAY be possible to alter with SNWP

3.4 MB groups
3.4.1 GSMP Switch Controller group

The controller group is used to configure a potential GSMP session on
a Switch Controller. A rowin the gsnpControllerTable is created for
each such session. |If ATMor TCP/IP encapsulation is used, a
corresponding row has to be created in these tables before the
sessi on adj acency protocol is initiated.

If ATMor TCP/IP is used, encapsul ation data is defined in the
correspondi ng encapsul ation tables. |If ethernet is used, the MAC
address of the interface defined for the session is set by the
Controller 1D object.

The adj acency paraneters are defined; such as

- Max supported GSMP version

- Tinme between the periodic adjacency nessages.

- Controller local port nunber and instance nunber.

- \Whether partitions are being used and the partition ID for the
specific partitions this controller is concerned with if
partitions are used.

- The resynchronisation strategy for the session is specifi ed.
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The notification mapping is set to specify for with events the
correspondi ng SNVWP notifications are sent.

3.4.2 GSMP Switch group

The switch group is used to configure a potential GSMP session on a
Switch. Arowin the gsmpSwitchTable is created for each such
session. |If ATMor TCP/IP encapsul ation is used, a corresponding row
has to be created in these tables before the session adjacency
protocol is initiated.

If ATMor TCP/IP is used, encapsulation data is defined in the

correspondi ng encapsul ation tables. |If ethernet is used the MAC
address of the interface defined for the session is set by the Switch
| D obj ect.

The adj acency paraneters are defined; such as

- Max supported GSMP version

- Tinme between the periodic adjacency nessages

- Switch Nane, local port nunber, and instance nunber.

- \Wether partitions are being used and the partition ID for this
specific partition if partitions are used.

- The switch type could be set.

- The suggested maxi mum wi ndow si ze for unacknow edged request
nessages.

Also, a notification mapping is set to specify for with events the
correspondi ng SNVWP notifications are sent.

3.4.3 GSWP Encapsul ati on groups

The ATM Encapsul ati on Table and the TCP/ 1 P Encapsul ati on Tabl e
provides a way to configure information that are encapsul ation
specific. The encapsulation data is further specified in [ RFC3293].

I f ATM encapsul ation is used, the interface and the virtual channel
are specifi ed.

If TCP/IP is used, the |IP address and the port nunber are specified.
No special config data needed if Ethernet encapsulation is used.

This nib MAY be extended with new, standard or proprietary, GSWVP
encapsul ation types. |If a new encapsul ation type needs to be added,
it SHOULD be done in the formof a newtable with the entity ID as an
index. A rowin that encapsul ati on table SHOULD be created before
any rowin a GSMP entity table is created that is using this new GSMP
encapsul ati on.
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3.4.4 GSWP Ceneral group

The GSMP session table provides a way to nonitor and mai ntai n GSVP
sessi ons.

The session is defined by a Switch Controller Entity and Switch
Entity pair.

3.4.5 The GSMP Notifications G oup
The GSMP Notification Goup defines notifications for GSMP entities.
These notifications provide a nechanismfor a GSMP device to inform
t he managenent station of status changes. Also a notification is
defined for each type of GSMP events.
The group of notifications consists of the foll owing notifications:

- gsnpSessi onDown

This notification is generated when a session is termnating and al so
reports the final accounting statistics of the session

- gsnpSessi onUp

This notification is generated when a new session is established.

- gsnpSendFai | urel nd

This notification is generated when a nessage with a failure

i ndication was sent. This neans that this notification identifies a
change to the gsnpSessi onStat Fail urelnds object in a row of the
gsnpSessi onTabl e.

- gsnpRecei vedFai | urel nd

This notification is generated when a nessage with a failure

i ndication received. This neans that this notification identifies a
change to the gsnpSessi onSt at Recei vedFail ures object in a row of the
gsnpSessi onTabl e.

- gsnpPort UpEvent

This notification is generated when a Port Up Event is either
recei ved or sent.
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- gsnpPort DownEvent

This notification is generated when a Port Down Event is either
recei ved or sent.

- gsnpl nval i dLabel Event

This notification is generated when an Invalid Label Event is either
recei ved or sent.

- gsnpNewPort Event

This notification is generated when New Port Event either is received
or sent.

- gsnpDeadPort Event

This notification is generated when a Dead Port Event is either
recei ved or sent.

- gsnpAdj acencyUpdat eEvent

This notification is generated when an Adjacency Update Event is
ei ther received or sent.

To disable or enable the sending of each notification, the bits in
the bitmap are set to O or 1 in the Notification nmapping objects in
the Controller Entitiy or Switch Entity tables.

The GSMP notification nap capability should not be seen as a
duplication of the filter mechanismin the snnp notification
originator application [RFC2573], but as a conpliment, to configure
the relation between GSMP events and the SNWMP notifications already
in the GSMP agent. SNWP notifications and GSMP events operate
sonmetinmes on a different tinmescale, and it may in sone applications
be devastating for a SNVP application to receive events for each GSMP
events. E.g. the invalid | abel event in a ATM switch scenario may
cause mass SNWP notification flooding if mapped to a SNW
notification.

3.5 Textual Conventions

The dat atypes GsnpNaneType, GsnplLabel Type, GsnpVersi on,
GsnpPartitionType, and GsnpPartitionl dType are used as textua
conventions in this docunment. These textual conventions are used for
t he conveni ence of humans reading the MB. (Objects defined using
these conventions are always encoded by nmeans of the rul es that
define their primtive type. However, the textual conventions have
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speci al

semantics associated with them
or the SNWP are necessary to acconmpbdate these textual
whi ch are adopted nerely for the conveni ence of

4. GSMP M B Definitions

GSMP-M B DEFINITIONS :: =

| MPORTS
OBJECT- TYPE, MODULE- I DENTI TY, NOTI FI CATI ON- TYPE,

Unsi gned32,

RowsSt at us,
St or ageType,

GSvP M B June 2002

Hence, no changes to the SM
conventions

r eader s.

BEG N

I nteger32, mb-2

FROM SNWPv2- SM --
Tr ut hval ue,
TEXTUAL- CONVENTI ON

FROM SNMPv2- TC --

[ RFC2578]
Ti meSt anp,

[ RFC2579]

MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP

FROM SNMPv2- CONF --

[ RFC2580]

Zer oBasedCount er 32

FROM RMON2- M B --

I nt er f acel ndex

FROM | F-M B --

At nivcl denti fi er,

FROM ATM- TC-M B --

I net Addr essType,

FROM | NET-

[ RFC2021]

[ RFC2863]
At mvpl denti fi er

[ RFC2514]
| net Addr ess, | net Port Nunber

ADDRESS- M B ; -- [ RFC3291]

gsmpM B MODULE- | DENTI TY

LAST- UPDATED "200205310000Z" - -
ORGANI ZATI ON " Gener al
Wor ki ng G oup,

CONTACT- | NFO
"WG Charter:
http://ww.ietf.org/htm.charters/gsnp-charter. htm

Sj ost rand,

et.

May 31, 2002
Swi t ch Managenent Pr ot ocol
| ETF"

(gsnp)

WG emai | : gsnp@etf.org

Subscri be: gsnp-request @etf.org
Emai | Archive:
ftp://ftp.ietf.org/ietf-mil-archive/ gsnp/
W5 Chair: Avri Doria

Emai | : avri @cm org

WG Chair: Kennet h Sundel |

Emai | : ksundel | @ort el net wor ks. com
Edi t or: Hans §j ostrand

Emai | : hans@ punpl ugged. com
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Edi t or: Joachi m Buerkl e
Emai | : j oachi m buer kl e@ort el net works. com
Edi tor: Bal aji Srinivasan
Emai | : bal aj i @pl ane. cont
DESCRI PTI ON

"This M B contai ns managed object definitions for the
General Switch Managenent Protocol, GSMP, version 3"

REVI SI ON "2002053100002"

DESCRI PTION "I nitial Version, published as RFC 3295"
o= { mb-2 98 }
gsnpNotifications OBJECT IDENTIFIER ::= { gsnpM B 0 }
gsnpObj ect s OBJECT IDENTIFIER ::= { gsnpMB 1 }
gsnpNoti ficati onsObj ects OBJECT IDENTIFIER ::= { gsnpMB 2 }
gsnpConf or mance OBJECT IDENTIFIER ::= { gsnpM B 3 }

I b b R R R R R R R R R R R R R R R R R R R R R R R R R R R R R e

-- GSMP Textual Conventions

I b R R R R R R R R R R R R R R R R R R R R R R I R R R R R e

GsmpNanmeType :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The Nanme is a 48-bit quantity.
A 48-bit | EEE 802 MAC address, if
avai l able, may be used.™

SYNTAX OCTET STRI NG (Sl ZE(6))
GsnpPartitionType ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"Defining if partitions are used and how the partition id
is negotiated. "

SYNTAX | NTEGER {
noPartition(l),
fixedPartitionRequest (2),
fixedPartitionAssi gned(3)
}
GsnpPartitionldType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A 8-bit quantity. The format of the Partition ID is not
defined in GSMP. If desired, the Partition ID can be
divided into nultiple sub-identifiers within a single
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partition. For exanple: the Partition ID could be
subdivided into a 6-bit partition nunber and a 2-bit
sub-identifier which would allow a switch to support 64
partitions with 4 available IDs per partition.”

SYNTAX OCTET STRING (Sl ZE(1))
GsmpVer si on :: = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"The version nunbers defined for the GSMP protocol
The version nunbers used are defined in the
specifications of the respective protocol,

1 - GSMWPvl.1 [ RFC1987]
2 - GSWPv2.0 [ RFC2397]
3 - GSMPv3 [ RFC3292]
O her nunbers nay be defined for other versions
of the GSMP protocol."

SYNTAX Unsi gned32

GsnpLabel Type ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The label is structured as a TLV, a tuple, consisting of
a Type, a Length, and a Value. The structure is defined
in [RFC 3292]. The label TLV is encoded as a 2 octet type
field, followed by a 2 octet Length field, followed by a
variable |l ength Value field.
Additionally, a label field can be conposed of nmany stacked
| abel s that together constitute the |abel."

SYNTAX OCTET STRI NG

L R R R R R A R A R A R A A A R A AR A AR A A A AR A A A A AT AT AT A A AAAAAAAA A A A A A A A A A A A A AR AR % %

-- GSMP Entity (bjects

L R R R R R A R A R A R A AR A R A A A AR A AR A AR AR A A A A AT AT A A AAAAAAAA A A A A A A A A A A AR AR AR %%

-- Switch Controller Entity table

gsnmpControl | er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF GsmpControllerEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table represents the Switch Controller

Entities. An entry in this table needs to be configured

(created) before a GSMP session night be started.”
c:={ gsmpObjects 1}
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gsmpControl l erEntry OBJECT- TYPE

SYNTAX GsnpControl | erEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in the table show ng
the data for a specific Switch Controller
Entity. If partitions are used, one entity
corresponds to one specific switch partition.
Dependi ng of the encapsul ati on used,
a corresponding row in the gsnpAtnEncapTabl e or the
gsnmpTcpl pEncapTabl e may have been created.”

I NDEX { gsmpControllerEntityld }

::={ gsnmpControllerTable 1 }

GsnpControl l erEntry ::= SEQUENCE {
gsnpControl l erEntityld GsnpNameType,
gsnmpControl | er MaxVer si on GsmpVer si on,
gsnmpControl | er Ti ner Unsi gned32,
gsnmpControl | er Port Unsi gned32,
gsnmpControl |l erlnstance Unsi gned32,
gsmpControl lerPartitionType GsmpPartitionType,
gsnpControl l erPartitionld GsnpPartitionl dType,
gsnmpControl | er DoResync Tr ut hVal ue,
gsnmpControl l erNotificati onMap BI TS,
gsnmpControl | er Sessi onSt at e | NTEGER,
gsmpControl | er St or ageType St or ageType,
gsnmpControl | er RowSt at us RowSt at us
}

gsmpControllerEntityld OBJECT- TYPE
SYNTAX GsmpNaneType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Switch Controller Entity Id is unique
within the operational context of the device."
::={ gsnmpControllerEntry 1 }

gsmpControl | er MaxVer si on OBJECT- TYPE

SYNTAX GsnpVer si on
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The max version nunber of the GSMP protocol being used
in this session. The version is negotiated by the
adj acency protocol."

DEFVAL { 3}
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.= { gsmpControllerEntry 2 }

gsmpControl | er Ti mer OBJECT- TYPE

SYNTAX Unsi gned32( 1. . 255)
UNI TS "100ns"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The tinmer specifies the nom nal tinme between

June 2002

periodi ¢ adj acency protocol nessages. It is a constant

for the duration of a GSMP session. The timer
specified in units of 100ns."

DEFVAL { 10 }

.= { gsmpControllerEntry 3 }

gsmpControl |l erPort OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The local port nunber for the Switch Controller
Entity."”

REFERENCE

"General Switch Managenent Protocol V3. Section 3.1.2"

::={ gsnmpControllerEntry 4 }

gsmpControl |l erl nstance OBJECT- TYPE

SYNTAX Unsi gned32(1..16777215)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The instance nunber for the Switch Controller
Entity. The Instance nunber is a 24-bit nunber
t hat should be guaranteed to be unique within
the recent past and to change when the |ink

or node conmes back up after going down. Zero is

not a valid instance nunber.
::={ gsmpControllerEntry 5 }

gsnpControl l erPartiti onType OBJECT- TYPE

SYNTAX GsnpPartitionType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"A controller can request the specific partition identifier

to the session by setting the Partition Type to

fixedPartitionRequest(2). A controller can let the switch
deci de whether it wants to assign a fixed partition ID or

Sjostrand, et. al. St andar ds Track
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not, by setting the Partition Type to noPartition(l)."
::={ gsmpControllerEntry 6 }

gsmpControllerPartitionld OBJECT- TYPE

SYNTAX GsmpPartitionl dType
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The 1d for the specific switch partition that this
Switch Controller is concerned with.
If partitions are not used or if the controller lets the
switch assigns Partition ID, i.e Partition Type =
noPartition(l), then this object is undefined."

::={ gsmpControllerEntry 7 }

gsnmpControl | er DoResync OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Thi s object specifies whether the controller should
resynchroni se or reset in case of |oss of synchronisation.
If this object is set to true then the Controller should
resync with PFLAG=2 (recovered adjacency)."

DEFVAL { true }

::={ gsmpControllerEntry 8 }

gsmpControll erNotificati onMap OBJECT- TYPE
SYNTAX BI TS {
sessi onDown( 0),
sessi onUp(1),
sendFai | urel ndi cation(2),
recei vedFai | urel ndi cation(3),
port UpEvent (4),
port DownEvent (5),
i nval i dLabel Event (6),
newPor t Event (7),
deadPort Event ( 8),
adj acencyUpdat eEvent (9)
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This bitrmap defines whether a correspondi ng SNWP
notification should be sent if a GSMP event is received
by the Switch Controller. If the bit is set to 1 a
notification should be sent. The handling and filtering of
the SNWP notifications are then further specified in the
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SNWVP noti fication originator application.
DEFVAL {{ sessi onDown, sessionUp,
sendFai | urel ndi cation, receivedFailurelndication }}
.= { gsmpControllerEntry 9 }

gsmpControl | er Sessi onSt at e OBJECT- TYPE

SYNTAX | NTEGER {
nul | (1),
synsent ( 2),
synrcvd(3),
est ab(4)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The state for the existing or potential session that
this entity is concerned with.
The NULL state is returned if the proper encapsul ation
data is not yet configured, if the rowis not in active
status or if the session is in NULL state as defined in
the GSMP specification."

::={ gsnmpControllerEntry 10}

gsnmpControl | er St orageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this controller entity.
Conceptual rows having the val ue ’permanent’ need not all ow
write-access to any columar objects in the row"
DEFVAL { nonVol atile }
::={ gsnmpControllerEntry 11 }

gsmpControl | er Rowst at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"An object that allows entries in this table to
be created and del eted using the
RowSt at us conventi on
While the rowis in active state it’s not
possible to nodify the value of any object
for that row except the gsnpControllerNotificationMap
and the gsnpControl | er RowSt at us obj ects. "
::={ gsnmpControllerEntry 12 }
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-- Switch Entity table

gsnmpSwi t chTabl e OBJECT- TYPE

June 2002

SYNTAX SEQUENCE OF GsnpSwi tchEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table represents the Switch

Entities. An entry in this table needs to be configured

(created) before a GSMP session might be started.”
::={ gsmpObjects 2 }

gsnmpSwi t chEnt ry OBJECT- TYPE

SYNTAX GsnpSwi t chEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in the table show ng

the data for a specific Switch

Entity. If partitions are used, one entity
corresponds to one specific switch partition.
Dependi ng of the encapsul ati on used,

a corresponding row in the gsnpAtnEncapTabl e or the
gsnmpTcpl pEncapTabl e may have been created.™

I NDEX { gsmpSwi tchEntityld }
o= { gsnmpSwitchTable 1 }

GsnpSwi tchEntry ::= SEQUENCE ({

gsnpSwi tchEntityld GsnpNameType,
gsnmpSwi t chiMaxVer si on GsmpVer si on,
gsnmpSwi t chTi ner Unsi gned32,
gsnmpSwi t chNane GsnmpNaneType,
gsnmpSwi t chPor t Unsi gned32,
gsnmpSwi t chl nst ance Unsi gned32,

gsnpSwi t chPartiti onType
gsnmpSwi t chPartitionld

GsmpPartitionType,
GsmpPartitionl dType,

gsmpSwi t chNot i fi cati onMap BI TS,
gsnmpSwi t chSwi t chType OCTET STRI NG
gsnmpSwi t chW ndowsSi ze Unsi gned32,
gsnmpSwi t chSessi onSt at e | NTEGER,
gsnmpSwi t chSt or ageType St or ageType,
gsnmpSwi t chRowSt at us RowSt at us
}

gsmpSwi t chEntityld OBJECT- TYPE
SYNTAX GsnmpNaneType

Sjostrand, et. al.
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Switch Entity Id is unique
within the operational context of the device. "
c:={ gsmpSwitchEntry 1 }

gsmpSwi t chMaxVer si on OBJECT- TYPE

SYNTAX GsnpVer si on
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The max version nunber of the GSMP protocol being
supported by this Switch. The version is negotiated by
t he adj acency protocol."

DEFVAL { 3}

o= { gsmpSwitchEntry 2 }

gsmpSwi t chTi mer OBJECT- TYPE

SYNTAX Unsi gned32( 1. . 255)
UNI TS "100ns"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The tinmer specifies the nom nal tinme between
periodi ¢ adj acency protocol nessages. It is a constant
for the duration of a GSMP session. The timer is
specified in units of 100ns."

DEFVAL { 10 }

o= { gsmpSwitchEntry 3 }

gsmpSwi t chNanme OBJECT- TYPE

SYNTAX GsnmpNanmeType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nane of the Switch. The first three octets nust be an
Organisationally Unique Identifier (OQU) that identifies
the manufacturer of the Switch. This is by default set to

the sanme value as the gsnpSwitchld object if not
separately specified. "
c:= {gsmpSwi t chEntry 4 }

gsmpSwi t chPort OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"The local port nunmber for this Switch Entity."
REFERENCE

"General Switch Managenent Protocol V3. Section 3.1.2"
o= { gsmpSwitchEntry 5 }

gsmpSwi t chl nst ance OBJECT- TYPE

SYNTAX Unsi gned32(1..16777215)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The instance nunber for the Switch Entity.
The Instance nunber is a 24-bit nunber
that shoul d be guaranteed to be unique within
the recent past and to change when the |ink
or node conmes back up after going down. Zero is
not a valid instance nunber.”

o= { gsmpSwitchEntry 6 }

gsnpSwi t chParti ti onType OBJECT- TYPE

SYNTAX GsmpPartitionType
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"A switch can assign the specific partition identifier to
the session by setting the Partition Type to
fixedPartitionAssigned(3). A switch can specify
that no partitions are handled in the session by setting
the Partition Type to noPartition(l)."

o= { gsmpSwitchEntry 7 }

gsmpSwi tchPartitionld OBJECT- TYPE

SYNTAX GsmpPartitionl dType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The Id for this specific switch partition that the switch
entity represents. If partitions are not used, i.e.
Partition Type = noPartition(l), then this object is
undefined. "

o= { gsmpSwitchEntry 8 }

gsmpSwi tchNot i fi cati onMap OBJECT- TYPE
SYNTAX BI TS {
sessi onDown( 0),
sessi onUp(1),
sendFai | urel ndi cation(2),
recei vedFai | urel ndi cati on(3),
port UpEvent (4),
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port DownEvent (5),

i nval i dLabel Event ( 6),
newPor t Event (7),
deadPort Event ( 8),

adj acencyUpdat eEvent (9)

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This bitmap defines whether a correspondi ng SNWP
notification should be sent if an GSMP event is sent
by the Switch Entity. If the bit is set to 1 a
notification should be sent. The handling and filtering of
the SNWP notifications are then further specified in the
SNWVP notification originator application. "

DEFVAL {{ sessi onDown, sessionUp,

sendFai | urel ndi cation, receivedFailurelndication }}
o= { gsmpSwitchEntry 9 }

gsmpSwi t chSwi t chType OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE(2))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"A 16-bit field allocated by the nanufacturer
of the switch. The Switch Type
identifies the product. When the Switch Type is conbi ned
with the QU fromthe Switch Name the product is
uni quely identified. "
o= { gsmpSwitchEntry 10 }

gsmpSwi t chW ndowSi ze OBJECT- TYPE

SYNTAX Unsi gned32( 1. . 65535)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The maxi mum nunber of unacknow edged request nessages
that nay be transmitted by the controller without the
possibility of loss. This field is used to prevent
request nessages frombeing lost in the switch because of
overflow in the receive buffer. The field is a hint to
the controller.”

o= { gsmpSwitchEntry 11 }

gsmpSwi t chSessi onSt at e OBJECT- TYPE
SYNTAX | NTEGER {
nul I (1),
synsent (2),
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synrcvd(3),
estab(4)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The state for the existing or potential session that
this entity is concerned with.

The NULL state is returned if the proper encapsul ation
data is not yet configured, if the rowis not in active
status or if the session is in NULL state as defined in
the GSMP specification."

o= { gsmpSwitchEntry 12}

gsnmpSwi t chSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this switch entity.
Conceptual rows having the val ue ’permanent’ need not allow
write-access to any columar objects in the row"

DEFVAL { nonVol atile }

o= { gsmpSwitchEntry 13 }

gsnmpSwi t chRowst at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"An object that allows entries in this table to
be created and del eted using the
RowSt at us conventi on.
While the rowis in active state it’s not
possible to nodify the value of any object
for that row except the gsnpSwitchNotifi cati onMap
and the gsnpSwi t chRowSt at us obj ects. "

c:={ gsmpSwitchEntry 14 }

L R R R R R A R A R A R A AR A R A AR A AR A A A AR A A A A AT AT A A A A AAAAAA A A A A A A A A A A AR AR AR AR %%

-- GSMP Encapsul ati on Objects

L R R R R R A R A R A R A AR A R A AR A A A A A AR A A A A A A AT AT A A AAAAAA A A A A A A A A A A A A A A AR AR K% %

-- GSMP ATM Encapsul ation Tabl e

gsnpAt nEncapTabl e OBJECT- TYPE
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SYNTAX SEQUENCE OF GsnpAt mEncapEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains the atm encapsul ati on data
for the Controller or Switch that uses atmaal 5 as
encapsul ation. "

::={ gsmpObjects 3}

gsnpAt nEncapEntry OBJECT- TYPE

SYNTAX GsmpAt nEncapEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in the table show ng
t he encapsul ati on data for a specific
Switch Controller entity or Switch entity."

June 2002

| NDEX { gsmpAt mEncapEntityld }
::={ gsnpAtnEncapTable 1 }

GsmpAt nEncapEntry :: = SEQUENCE {
gsnpAt nEncapEntityld
gsnpAt nEncapl f I ndex
gsnpAt nEncapVpi
gsnpAt nEncapVei
gsnpAt nEncapSt or ageType

gsnpAt nEncapRowSt at us
}

gsnpAt nEncapEntityld OBJECT- TYPE
SYNTAX GsnmpNaneType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Controller Id or
wi thin the operational
::= { gsnpAtnEncapEntry 1 }

gsnpAt nEncapl f I ndex OBJECT- TYPE

SYNTAX | nt er f acel ndex
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The interface index for the virtual
the GSMP session is established, i.e.,

channel for
ATM data link |ayer."
::= { gsnpAtnEncapEntry 2 }

Sjostrand, et. al.
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context of the device. "
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| nt er f acel ndex,
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At nivcl denti fi er,
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gsnpAt nEncapVpi OBJECT- TYPE

SYNTAX At mivpl dentifier
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

" The VPI value for the virtual channel over which the
GSMWP session is established, i.e., the GSMP control
channel for LLC SNAP encapsul ated GSMP nessages on an
ATM data link |ayer."
DEFVAL { 0 }
::={ gsnpAt nEncapEntry 3 }

gsnpAt nEncapVci OBJECT- TYPE

SYNTAX At nivcl dentifier
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

" The VCI value for the virtual channel over which the
GSMWP session is established, i.e., the GSMP control
channel for LLC SNAP encapsul ated GSMP nessages on an
ATM data link |ayer."

DEFVAL { 15 }

::= { gsnpAtnEncapEntry 4 }

gsnpAt nEncapSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this entry. It should have the sanme
val ue as the StorageType in the referring Switch
Controller entity or Switch entity."

DEFVAL { nonVol atile }

::={ gsnpAt nEncapEntry 5 }

gsnpAt nEncapRowsSt at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"An object that allows entries in this table to

be created and del eted using the

RowSt at us conventi on.

While the rowis in active state it’s not

possi ble to nodify the val ue of any object

for that row except the gsnpAtnEncapRowSt at us object.”
::={ gsnpAt nEncapEntry 6 }

Sjostrand, et. al. St andards Track [ Page 22]



RFC 3295 GSWP M B June 2002

-- GSMP TCP/I P Encapsul ati on Tabl e

gsnmpTcpl pEncapTabl e OBJECT- TYPE

SYNTAX SEQUENCE COF GsnpTcpl pEncapEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains the encapsul ati on data
for the Controller or Switch that uses TCP/IP as
encapsul ation."

::={ gsmpObjects 4 }

gsnpTcpl pEncapEnt ry OBJECT- TYPE

SYNTAX GsmpTcpl pEncapEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in the table show ng
t he encapsul ati on data for a specific
Switch Controller entity or Switch entity."
| NDEX { gsmpTcpl pEncapEntityld }
::={ gsnmpTcpl pEncapTable 1 }

GsmpTcpl pEncapEntry :: = SEQUENCE {
gsnmpTcpl pEncapEntityld GsnmpNaneType,
gsnmpTcpl pEncapAddr essType | net Addr essType,
gsnmpTcpl pEncapAddr ess | net Addr ess,
gsnmpTcpl pEncapPor t Nunber | net Por t Nunber ,
gsnpTcpl pEncapSt or ageType St or ageType,
gsnpTcpl pEncapRowsSt at us Rowst at us
}

gsnpTcpl pEncapEntityld OBJECT- TYPE
SYNTAX GsnmpNaneType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Controller or Switch Id is unique
within the operational context of the device. "
::= { gsnpTcpl pEncapEntry 1 }

gsnmpTcpl pEncapAddr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"The type of address in gsnpTcpl pEncapAddress. ™"
::= { gsnpTcpl pEncapEntry 2 }

gsnmpTcpl pEncapAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The 1 Pv4 or |Pv6 address used for
the GSMP session peer.”
::= { gsnpTcpl pEncapEntry 3 }

gsnmpTcpl pEncapPor t Nunber OBJECT- TYPE

SYNTAX | net Por t Nunber
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The TCP port nunber used for the TCP session
establishment to the GSWP peer.”

DEFVAL { 6068 }

::={ gsnpTcpl pEncapEntry 4 }

gsnpTcpl pEncapSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The storage type for this entry. It should have the sanme
val ue as the StorageType in the referring Switch
Controller entity or Switch entity."

DEFVAL { nonVol atile }

::= { gsnpTcpl pEncapEntry 5 }

gsnpTcpl pEncapRowst at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"An object that allows entries in this table to

be created and del eted using the

RowSt at us conventi on.

Wiile the rowis in active state it’s not

possi ble to nodify the val ue of any object

for that row except the gsnpTcpl pEncapRowSt at us obj ect.”
::={ gsnpTcpl pEncapEntry 6 }

L R R R R R A R A R A R A R A R A R A AR A AR A AR A A A A AT A A A A AAAAAAAAAA A A A A A A A A AR AR AR AR %%

-- GSMP Session (bjects
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-- GSMP Session table

gsnpSessi onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF GsnpSessi onEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table represents the sessions between

Controller and Switch pairs.
::={ gsmpObjects 5}

gsnmpSessi onEntry OBJECT- TYPE
SYNTAX GsnpSessi onEntry

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in the table show ng

the session data for a specific Controller and
Switch pair. Also, statistics for this specific

session i s shown."

I NDEX { gsnmpSessi onThi sSi del d, gsnpSessi onFar Sideld }

::={ gsnpSessionTable 1 }

GsnpSessi onEntry :: = SEQUENCE {
gsnpSessi onThi sSi del d
gsnpSessi onFar Si del d
gsnpSessi onVer si on
gsnpSessi onTi mer
gsnmpSessi onPartitionld
gsnpSessi onAdj acencyCount
gsnpSessi onFar Si deNane
gsnpSessi onFar Si dePor t
gsnpSessi onFar Si del nst ance
gsnpSessi onLast Fai | ur eCode
gsnpSessi onDi sconti nui tyTi e
gsnpSessi onStart Upti e
gsnpSessi onSt at Sent Messages
gsnpSessi onSt at Fai | ur el nds
gsnpSessi onSt at Recei vedMessages
gsnpSessi onSt at Recei vedFai | ures
gsnpSessi onSt at Port UpEvent s
gsnpSessi onSt at Por t DownEvent s
gsnpSessi onSt at | nvLabel Event s
gsnpSessi onSt at NewPor t Event s
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GsnmpNaneType,
GsnmpNaneType,
GsmpVer si on,

| nt eger 32,
GsnpPartitionl dType,
Unsi gned32,
GsnpNaneType,

Unsi gned32,

Unsi gned32,

Unsi gned32,

Ti meSt anp,

Ti meSt anp,

Zer oBasedCount er 32
Zer oBasedCount er 32
Zer oBasedCount er 32
Zer oBasedCount er 32
Zer oBasedCount er 32
Zer oBasedCount er 32
Zer oBasedCount er 32
Zer oBasedCount er 32
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gsnpSessi onSt at DeadPor t Event s Zer oBasedCount er 32,
gsnpSessi onSt at Adj Updat eEvent s Zer oBasedCount er 32
}
gsnmpSessi onThi sSi del d OBJECT- TYPE
SYNTAX GsnmpNanmeType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This side ID uniquely identifies the entity that this
session relates to within the operational
context of the device. "

::={ gsnpSessionEntry 1 }

gsnpSessi onFar Si del d OBJECT- TYPE

SYNTAX GsnmpNanmeType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Far side ID uniquely identifies the entity that this
session is established against. "
::={ gsnpSessionEntry 2 }

gsnmpSessi onVer si on OBJECT- TYPE

SYNTAX GsnpVer si on
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The version nunber of the GSMP protocol being used in
this session. The version is the result of the
negoti ati on by the adjacency protocol."

::={ gsnpSessionEntry 3}

gsnmpSessi onTi mer OBJECT- TYPE

SYNTAX I nt eger 32
UNI TS "100ns"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The tinmer specifies the tine remaining until the
adj acency tiner expires. The object could take negative
val ues since if no valid GSMP nessages are
received in any period of tine in excess of three tines
the value of the Tinmer negotiated by the adjacency
protocol |oss of synchronisation may be declared. The
timer is specified in units of 100ms."

::={ gsnpSessionEntry 4 }
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gsnmpSessi onPartitionld OBJECT- TYPE

SYNTAX GsnpPartitionl dType
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The Partition Id for the specific switch partition that
this session is concerned with."
::= { gsnpSessionEntry 5 }

gsnmpSessi onAdj acencyCount OBJECT- TYPE

SYNTAX Unsi gned32( 1. . 255)
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Thi s object specifies the current nunber of adjacencies
that are established with controllers and the switch
partition that is used for this session. The val ue
i ncludes this session.”

::= { gsnpSessionEntry 6 }

gsnmpSessi onFar Si deNane OBJECT- TYPE

SYNTAX GsnmpNanmeType

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nane of the far side as advertised in the adjacency
nmessage. "

.= {gsnpSessi onEntry 7}

gsnmpSessi onFar Si dePort OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The |l ocal port nunber of the link across which the
nmessage i s being sent."
REFERENCE
"CGeneral Switch Managenent Protocol V3. Section 3.1.2"
::= { gsnpSessionEntry 8 }

gsnmpSessi onFar Si del nst ance OBJECT- TYPE

SYNTAX Unsi gned32(1..16777215)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The instance nunber used for the link during this
session. The Instance nunmber is a 24-bit nunber
t hat shoul d be guaranteed to be unique within
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the recent past and to change when the |ink
or node cones back up after going down. Zero is not
a valid instance nunber."

::= { gsnpSessionEntry 9 }

gsnmpSessi onLast Fai | ureCode OBJECT- TYPE

SYNTAX Unsi gned32(0. . 255)
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"This is the last failure code that was received over
this session. If no failure code have been received, the
value is zero."

::= { gsnpSessionEntry 10 }

gsnmpSessi onbDi scontinui tyTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme on the nbst recent occasion at
whi ch one or nore of this session’s counters
suffered a discontinuity. If no such discontinuities have
occurred since then, this object contains the sane
ti mestanp as gsnpSessionStartUptine ."
::={ gsnpSessionEntry 11 }

gsnmpSessi onSt art Upt i ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

The val ue of sysUpTi me when the session cane to
established state."
::= { gsnpSessionEntry 12 }

gsnmpSessi onSt at Sent Messages OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of messages that have been sent in this
session. Al GSMP nessages pertaining to this session after
the session came to established state SHALL

be counted, also including adjacency protocol nessages

and failure response nessages.

When the counter suffers any discontinuity, then

the gsnmpSessi onDi scontinuityTi nme object indicates when it
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happened. "
::= { gsnpSessionEntry 13 }

gsnmpSessi onSt at Fai | urel nds OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of messages that have been sent with a
failure indication in this session. Warni ng nmessages
SHALL NOT be count ed.
When the counter suffers any discontinuity, then
the gsnmpSessi onDi scontinuityTi ne object indicates when it
happened. "
REFERENCE
"General Switch Managenent Protocol V3: Section 12.1"
::= { gsnpSessionEntry 14 }

gsnmpSessi onSt at Recei vedMessages OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of messages that have been received in
this session. Al |egal GSWMP nessages pertaining to this

session after the session cane to established state SHALL
be counted, also including adjacency protocol nessages
and failure response nmessages.
When the counter suffers any discontinuity, then
the gsnmpSessi onDi scontinuityTi nme object indicates when it
happened. "

::= { gsnpSessionEntry 15 }

gsnmpSessi onSt at Recei vedFai | ures OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of messages that have been received in
this session with a failure indication. Warni ng nmessages
SHALL NOT be count ed.
When the counter suffers any discontinuity, then
the gsnmpSessi onDi scontinuityTi nme object indicates when it
happened. "
REFERENCE
"General Switch Managenent Protocol V3: Section 12.1"
::= { gsnpSessionEntry 16 }
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gsnmpSessi onSt at Port UpEvent s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of Port Up events that have been sent or

received on this session

When the counter suffers any discontinuity, then

the gsnmpSessi onDi scontinuityTi me object indicates when it

happened. "
REFERENCE

"CGeneral Switch Managenent Protocol V3: Section 9.1"
::= { gsnpSessionEntry 17 }

gsnmpSessi onSt at Port DownEvent s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of Port Down events that have been sent or

received on this session

When the counter suffers any discontinuity, then

the gsnmpSessi onDi scontinuityTi ne object indicates when it

happened. "

REFERENCE

"General Switch Managenent Protocol V3: Section 9.2"
::= { gsnpSessionEntry 18 }

gsnmpSessi onSt at | nvLabel Event s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of Invalid | abel events that have been sent

or received on this session.

When the counter suffers any discontinuity, then

the gsnmpSessi onDi scontinuityTi ne object indicates when it

happened. "

REFERENCE

"General Switch Managenent Protocol V3: Section 9.3"
::= { gsnpSessionEntry 19 }

gsnmpSessi onSt at NewPort Event s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of New Port events that have been sent or
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received on this session
When the counter suffers any discontinuity, then
the gsnmpSessi onDi scontinuityTi nme object indicates when it
happened. "
REFERENCE
"General Switch Managenent Protocol V3: Section 9.4"
::={ gsnpSessionEntry 20 }

gsnmpSessi onSt at DeadPor t Event s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of Dead Port events that have been sent or
received on this session
When the counter suffers any discontinuity, then
the gsnmpSessi onDi scontinuityTi ne object indicates when it
happened. "
REFERENCE

"General Switch Managenent Protocol V3. Section 9.5"

::= { gsnpSessionEntry 21 }

gsnmpSessi onSt at Adj Updat eEvent s OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The nunber of Adjacency Update events that have been sent
or received on this session
When the counter suffers any discontinuity, then
the gsnpSessi onDi scontinuityTi ne object indicates when it
happened. "
REFERENCE
"General Switch Managenent Protocol V3: Section 9.6"
::= { gsnpSessionEntry 22 }

kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhk krkhkhkrkrk*x

-- GSMP Notifications

kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhk krkhkhkrkrk*x

-- Notification objects

gsnpEvent Port OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS accessible-for-notify

Sjostrand, et. al. St andards Track [ Page 31]



RFC 3295 GSWP M B June 2002

STATUS current

DESCRI PTI ON
"This object specifies the Port Nunber that is
carried in this event."

::={ gsnpNotificationsCbjects 1 }

gsnmpEvent Port Sessi onNunber OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"Thi s object specifies the Port Session Nunber that is
carried in this event."
::={ gsnpNotificationsCbjects 2 }

gsnmpEvent SequenceNunber OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"Thi s object specifies the Event Sequence Number that is
carried in this event."
.= { gsnpNotificationsCbjects 3}

gsnpEvent Label OBJECT- TYPE

SYNTAX GsnpLabel Type

MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"Thi s object specifies the Label that is
carried in this event."
::={ gsnpNotificationsCbjects 4 }

-- Notifications

gsnmpSessi onDown NOTI FI CATI ON- TYPE
OBJECTS {

gsnmpSessi onSt art Upt i ne,
gsnmpSessi onSt at Sent Messages,
gsnmpSessi onSt at Fai | ur el nds,
gsnpSessi onSt at Recei vedMessages,
gsnpSessi onSt at Recei vedFai | ures,
gsnmpSessi onSt at Port UpEvent s,
gsnmpSessi onSt at Port DownEvent s,
gsnmpSessi onSt at | nvLabel Event s,
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gsnmpSessi onSt at NewPor t Event s,
gsnmpSessi onSt at DeadPor t Event s,
gsnpSessi onSt at Adj Updat eEvent s

}

STATUS current

DESCRI PTI ON
"When it has been enabled, this notification is
gener at ed whenever a session is taken down, regardless
of whether the session went down nornmally or not.
Its purpose is to all ow a nanagenent application
(primarily an accounting application) that is
nmonitoring the session statistics to receive the final
val ues of these counters, so that the application can
properly account for the anobunts the counters were
incremented since the last tinme the application polled
them The gsnpSessionStartUptine object provides the
total amount of tine that the session was active.

This notification is not a substitute for polling the
session statistic counts. In particular, the count

val ues reported in this notification cannot be assuned
to be the conplete totals for the life of the session
since they may have wapped while the

sessi on was up

The session to which this notification

applies is identified by the gsnpSessi onThi sSi deld and
gsnmpSessi onFar Si del d whi ch could be inferred fromthe
bj ect Identifiers of the objects contained in the
notification.

An instance of this notification will contain exactly
one instance of each of its objects, and these objects
will all belong to the sane conceptual row of the

gsnmpSessi onTabl e. "
::={ gsnmpNotifications 1}

gsnmpSessi onUp NOTI FI CATI ON- TYPE
OBJECTS {
gsnpSessi onFar Si del nst ance

}
STATUS current
DESCRI PTI ON
"When it has been enabled, this notification is
gener at ed when new session is established.

The new session is identified by the gsnpSessionThi sSideld

and gsnpSessi onFar Si del d which could be inferred fromthe
hj ect ldentifier of the gsnpSessi onFar Si del nstance obj ect
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contained in the notification."
::={ gsnpNotifications 2 }

gsnmpSent Fai | urel nd NOTI FI CATI ON- TYPE
OBJECTS {
gsnpSessi onLast Fai | ur eCode,
gsnpSessi onSt at Fai | ur el nds

}
STATUS current
DESCRI PTI ON
"When it has been enabled, this notification is
generated when a nessage with a failure indication was
sent.

The notification indicates a change in the val ue of
gsnpSessi onSt at Fai | urel nds. The
gsnmpSessi onLast Fai | ureCode contains the failure
reason.

The session to which this notification
applies is identified by the gsnpSessi onThi sSi deld and
gsnmpSessi onFar Si del d whi ch could be inferred fromthe
hj ect ldentifiers of the objects contained in the
notification."

::={ gsnpNotifications 3 }

gsnmpRecei vedFai | urel nd NOTI FI CATI ON- TYPE
OBJECTS {
gsnpSessi onLast Fai | ur eCode,
gsnpSessi onSt at Recei vedFai | ures

}
STATUS current
DESCRI PTI ON
"When it has been enabled, this notification is
generate when a nessage with a failure indication
is received.

The notification indicates a change in the val ue of
gsnpSessi onSt at Recei vedFai | ures. The
gsnmpSessi onLast Fai | ureCode contains the failure
reason.

The session to which this notification
applies is identified by the gsnpSessi onThi sSi deld and
gsnmpSessi onFar Si del d whi ch could be inferred fromthe
hj ect ldentifiers of the objects contained in the
notification."

::={ gsnpNotifications 4 }
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gsnpPor t UpEvent NOTI FI CATI ON- TYPE
OBJECTS {
gsnmpSessi onSt at Port UpEvent s,
gsnpEvent Port,
gsnpEvent Port Sessi onNunber,
gsnpEvent SequenceNunber

}
STATUS current
DESCRI PTI ON
"When it has been enabled, this notification is
generated when a Port Up Event occurs.

The notification indicates a change in the val ue of
gsnpSessi onSt at Port UpEvent s.

The session to which this notification
applies is identified by the gsnpSessi onThi sSi deld and
gsnpSessi onFar Si del d whi ch could be inferred fromthe
hj ect ldentifier of the gsnpSessi onStat Port UpEvents
obj ect contained in the notification."

::={ gsnpNotifications 5 }

gsnpPor t DownEvent NOTI FI CATI ON- TYPE
OBJECTS {
gsnmpSessi onSt at Port DownEvent s,
gsnpEvent Port,
gsnpEvent Port Sessi onNunber,
gsnpEvent SequenceNunber

}
STATUS current
DESCRI PTI ON
"When it has been enabled, this notification is
gener ated when a Port Down Event occurs.

The notification indicates a change in the val ue of
gsnmpSessi onSt at Port DownEvent s.

The session to which this notification
applies is identified by the gsnpSessi onThi sSi deld and
gsnmpSessi onFar Si del d whi ch could be inferred fromthe
bj ect ldentifier of the gsnpSessi onStat Port DownEvent s
obj ect contained in the notification."

::={ gsnpNotifications 6 }

gsnpl nval i dLabel Event NOTI FI CATI ON- TYPE
OBJECTS {
gsnpSessi onSt at | nvLabel Event s,
gsnpEvent Port,
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gsnpEvent Label ,
gsnpEvent SequenceNunber

STATUS current

DESCRI PTI ON
"When it has been enabled, this notification is
gener ated when an Invalid Label Event occurs.

The notification indicates a change in the val ue of
gsnmpSessi onSt at | nvLabel Event s.

The session to which this notification
applies is identified by the gsnpSessi onThi sSi deld and
gsnmpSessi onFar Si del d whi ch could be inferred fromthe
hj ect ldentifier of the gsnpSessionStatlnvLabel Events
obj ect contained in the notification."

::={ gsnpNotifications 7 }

gsnmpNewPor t Event NOTI FI CATI ON- TYPE
OBJECTS {
gsnpSessi onSt at NewPor t Event s,
gsnpEvent Port,
gsnpEvent Port Sessi onNunber,
gsnpEvent SequenceNunber

}
STATUS current
DESCRI PTI ON
"When it has been enabled, this notification is
gener at ed when a New Port Event occurs.

The notification indicates a change in the val ue of
gsnpSessi onSt at NewPor t Event s.

The session to which this notification
applies is identified by the gsnpSessi onThi sSi deld and
gsnmpSessi onFar Si del d whi ch could be inferred fromthe
hj ect ldentifier of the gsnpSessi onSt at NewPort Event s
obj ect contained in the notification."

::={ gsnpNotifications 8 }

gsnpDeadPort Event NOTI FI CATI ON- TYPE
OBJECTS {
gsnpSessi onSt at DeadPor t Event s,
gsnpEvent Port,
gsnpEvent Port Sessi onNunber,
gsnpEvent SequenceNunber

}
STATUS current
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DESCRI PTI ON
"When it has been enabled, this notification is
gener at ed when a Dead Port Event occurs.

The notification indicates a change in the val ue of
gsnpSessi onSt at DeadPor t Event s.

The session to which this notification
applies is identified by the gsnpSessi onThi sSi deld and
gsnpSessi onFar Si del d whi ch could be inferred fromthe
hj ect ldentifier of the gsnpSessi onStat DeadPort Event s
obj ect contained in the notification."

::={ gsnpNotifications 9 }

gsnpAdj acencyUpdat eEvent NOTI FI CATI ON- TYPE
OBJECTS {
gsnpSessi onAdj acencyCount ,
gsnmpSessi onSt at Adj Updat eEvent s,
gsnpEvent SequenceNunber

}
STATUS current
DESCRI PTI ON
"When it has been enabled, this notification is
gener at ed when an Adj acency Update Event occurs.

The gsnpSessi onAdj acencyCount contai ns the new val ue of
the nunber of adjacencies

that are established with controllers and the switch
partition that is used for this session

The notification indicates a change in the val ue of
gsnmpSessi onSt at Adj Updat eEvent s.

The session to which this notification
applies is identified by the gsnpSessi onThi sSi deld and
gsnmpSessi onFar Si del d whi ch could be inferred fromthe
hj ect ldentifier of the gsnpSessi onAdj acencyCount
or the gsnpSessi onSt at Adj Updat eEvent s obj ect cont ai ned
in the notification."

::={ gsnpNotifications 10 }
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-- GSMP Conpliance

L R R R R R AR R A R A R A AR A R A AR A A A AR A AR A A A A AT AT A A AAAAAAAA A A A A A A A A A A A A AR AR AR K% %

gsmpG oups OBJECT | DENTI FI ER ::
gsnmpConpl i ances OBJECT | DENTI FI ER ::

{ gsmpConformance 1 }
{ gsmpConformance 2 }

gsnmpModul eConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for agents that support
the GSMP M B."
MODULE -- this nodul e
MANDATORY- GROUPS { gsnpCeneral Group

GROUP gsnpControl | er G oup

DESCRI PTI ON
"This group is mandatory for all Sw tch
Controll ers”

GROUP gsnpSwi t chGroup
DESCRI PTI ON
"This group is mandatory for all Sw tches"

GROUP gsnmpAt nEncapG oup

DESCRI PTI ON
"This group nust be supported if ATMis used for GSWP
encapsul ation. "

GROUP gsmpTcpl pEncapG oup

DESCRI PTI ON
"This group nust be supported if TCP/IP is used for GSMP
encapsul ation. "

OBJECT gsnmpTcpl pEncapAddr essType
SYNTAX | net Addr essType { unknown(O0), ipv4(1l), ipv6(2),
i pv4z(3), ipv6z(4) }
DESCRI PTI ON
"An inplenmentation is only required to support
"unknown(0)’', and | Pv4 addresses. Supporting addresses with
zone index or |Pv6 addresses are optional. Defining
Internet addresses by using DNS donai n nanmes are not
al | oned. "

OBJECT gsnpTcpl pEncapAddr ess
SYNTAX | net Address (Sl ZE(O| 4| 8| 16| 20))
DESCRI PTI ON
"An inplenmentation is only required to support
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| Pv4 addresses. Supporting addresses with zone index or |Pv6
addresses are optional."

GROUP gsnpNoti fi cati onCbj ect sG oup

DESCRI PTI ON
"This group nust be supported if notifications
are supported. "

GROUP gsnpNotificati onsG oup

DESCRI PTI ON
"This group nmust be supported if notifications
are supported. "

::={ gsnpConpliances 1 }
-- units of conformance

gsnmpGener al G oup OBJECT- GROUP
OBJECTS {
gsnpSessi onVer si on,
gsnpSessi onTi mer,
gsnmpSessi onPartitionld,
gsnmpSessi onAdj acencyCount ,
gsnpSessi onFar Si deNane,
gsnpSessi onFar Si dePor t
gsnpSessi onFar Si del nst ance,
gsnpSessi onLast Fai | ur eCode,
gsnmpSessi onDi sconti nui tyTi e,
gsnpSessi onSt art Upt i ne,
gsnmpSessi onSt at Sent Messages,
gsnpSessi onSt at Fai | ur el nds,
gsnpSessi onSt at Recei vedMessages,
gsnpSessi onSt at Recei vedFai | ures,
gsnmpSessi onSt at Port UpEvent s,
gsnpSessi onSt at Port DownEvent s,
gsnpSessi onSt at | nvLabel Event s,
gsnpSessi onSt at NewPor t Event s,
gsnpSessi onSt at DeadPor t Event s,
gsnpSessi onSt at Adj Updat eEvent s

}
STATUS current
DESCRI PTI ON
"Qbjects that apply to all GSMP inpl enentations."
::={ gsmpGoups 1}

gsnmpControl |l er Goup OBJECT- GROUP

OBJECTS {
gsnmpControl | er MaxVer si on,
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gsnmpControl | erTi nmer,
gsmpControl |l erPort,

gsnmpControl |l erl nstance,
gsmpControl lerPartitionType,
gsnmpControl lerPartitionld,
gsnmpControl | er DoResync,
gsnmpControl l erNotificati onMap,
gsnmpControl | er Sessi onSt at e,
gsnmpControl | er St or ageType,
gsnmpControl | er RowSt at us

}
STATUS current
DESCRI PTI ON
"Qbj ects that apply GSMP i npl enent ati ons of
Switch Controllers.”

:={ gsnmpGoups 2}

gsmpSwi t chGroup OBJECT- GROUP
OBJECTS {
gsnmpSwi t chiaxVer si on,
gsnmpSwi t chTi ner,
gsnmpSwi t chNane,
gsnmpSwi t chPort ,
gsnmpSwi t chl nst ance,
gsnpSwi t chPartiti onType,
gsnmpSwi t chPartitionld,
gsnmpSwi t chNot i fi cati onMap,
gsnmpSwi t chSwi t chType,
gsnmpSwi t chW ndowsSi ze,
gsnmpSwi t chSessi onSt at e,
gsnmpSwi t chSt or ageType,
gsnmpSwi t chRowSt at us

STATUS current

DESCRI PTI ON
"Qbj ects that apply GSMP i npl enent ati ons of
Swi tches. "

:={ gsnmpG oups 3}

gsnpAt nEncapG oup OBJECT- GROUP
OBJECTS {
gsnpAt nEncapl f I ndex,
gsnpAt nEncapVpi ,
gsnpAt nEncapVci ,
gsnpAt nEncapSt or ageType,
gsnpAt nEncapRowSt at us

}
STATUS current
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DESCRI PTI ON
"Qbjects that apply to GSMP i npl enent ati ons t hat
supports ATM for GSMP encapsul ation."

:={ gsnmpG oups 4}

gsnpTcpl pEncapG oup OBJECT- GROUP
OBJECTS {
gsnmpTcpl pEncapAddr essType,
gsnmpTcpl pEncapAddr ess,
gsnmpTcpl pEncapPor t Nunber,
gsnpTcpl pEncapSt or ageType,
gsnpTcpl pEncapRowsSt at us
}

STATUS current

DESCRI PTI ON
"Objects that apply to GSMP i npl enent ati ons t hat
supports TCP/IP for GSMP encapsul ation."

= { gsnmpGoups 5}

gsnmpNoti ficati onObj ect sGoup OBJECT- GROUP
OBJECTS {
gsnpEvent Port,
gsnpEvent Port Sessi onNunber,
gsnpEvent SequenceNunber,
gsnpEvent Label

}
STATUS current
DESCRI PTI ON
"Objects that are contained in the notifications."
:={ gsnmpG oups 6 }

gsnmpNot i ficati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
gsnpSessi onDown,
gsnmpSessi onUp,
gsnmpSent Fai | ur el nd,
gsnpRecei vedFai | ur el nd,
gsnpPort UpEvent,
gsnpPor t DownEvent ,
gsnpl nval i dLabel Event,
gsnpNewPor t Event ,
gsnpDeadPort Event ,
gsnpAdj acencyUpdat eEvent

}
STATUS current
DESCRI PTI ON
"The notifications which indicate specific changes
in the value of objects gsnmpSessi onTabl e"
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:={ gsnmpGoups 7 }
END
5. Acknow edgnent s

The authors would like to thank Avri Doria and Kenneth Sundell for
their contributions to this specification. Al so thanks to David
Partai n, M chael MacFaden and Bert Wjnen who have contri buted
significantly with their SNWP experti se.

6. References

[ RFC1155] Rose, M and K. McC oghrie, "Structure and Identification
of Managenent |nformation for TCP/I|P-based Internets”,
STD 16, RFC 1155, May 1990.

[ RFC1212] Rose, M and K. McC oghrie, "Concise MB Definitions",
STD 16, RFC 1212, WNMarch 1991.

[ RFC1215] Rose, M, "A Convention for Defining Traps for use with
the SNWP', RFC 1215, March 1991.

[ RFC1157] Case, J., Fedor, M, Schoffstall, M and J. Davin,
"Si npl e Networ k Managenent Protocol", STD 15, RFC 1157,
May 1990.

[ RFC1901] Case, J., MCoghrie, K, Rose, M and S. Wl dbusser,
"Introduction to Community-based SNWPv2", RFC 1901,
January 1996.

[ RFC1905] Case, J., MCoghrie, K, Rose, M and S. Wl dbusser,
"Protocol Operations for Version 2 of the Sinple Network
Managenent Protocol (SNMPv2)", RFC 1905, January 1996.

[ RFC1906] Case, J., MCoghrie, K, Rose, M and S. Wl dbusser,
"Transport Mappings for Version 2 of the Sinple Network
Managenent Protocol (SNMPv2)", RFC 1906, January 1996.

[ RFC1987] Newman, P, Edwards, W, H nden, R, Hoffnman, E., Ching
Liaw, F., Lyon, T. and Mnshall, G, "lIpsilon s Ceneral
Swi t ch Managenent Protocol Specification," Version 1.1,
RFC 1987, August 1996.

[ RFC2021] Wal dbusser, S., "Renpte Network Monitoring Managenent

I nformati on Base Version 2 using SMv2", RFC 2021,
January 1997.

Sjostrand, et. al. St andards Track [ Page 42]



RFC 3295

[ RFC2026]

[ RFC2119]

[ RFC2397]

[ RFC2434]

[ RFC2514]

[ RFC2570]

[ RFC2571]

[ RFC2572]

[ RFC2573]

[ RFC2574]

[ RFC2575]

[ RFC2578]

Sj ostrand, et.

GSvP M B June 2002

Bradner, S., "The Internet Standards Process - Revision
3", BCP 9, RFC 2026, October 1996.

Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

Newman, P, Edwards, W, Hinden, R, Hoffrman, E., Ching
Liaw, F., Lyon, T. and Mnshall, G, "Ipsilon s Ceneral
Swi t ch Managenent Protocol Specification," Version 2.0,
RFC 2397, March 1998.

Narten, T. and H Alvestrand, "CQuidelines for Witing an
| ANA Consi derations Section in RFCs.", BCP 26, RFC 2434,
Oct ober 1998.

Noto, M, E. Spiegel, K. Tesink, "Definition of Textual
Conventions and OBJECT-I| DENTI TIES for ATM Managenent",
RFC 2514, February 1999.

Case, J., Mundy, R, Partain, D. and B. Stewart,
"I ntroduction to Version 3 of the |Internet-standard
Net wor k Managenent Framewor k", RFC 2570, April 1999.

Harrington, D., Presuhn, R and B. Wjnen, "An
Architecture for Describing SNVP Managenent Franeworks",
RFC 2571, April 1999.

Case, J., Harrington D., Presuhn R and B. Wj nen,
"Message Processing and Di spatching for the Sinple
Net wor kK Managenent Protocol (SNWP)", RFC 2572, April
1999.

Levi, D., Meyer, P. and B. Stewart, "SNWP Applications",
RFC 2573, April 1999.

Blumenthal, U and B. Wjnen, "User-based Security Model
(USM for version 3 of the Sinple Network Managenent
Protocol (SNWPv3)", RFC 2574, April 1999.

Wjnen, B., Presuhn, R and K Md oghrie, "View based
Access Control Mdel (VACM for the Sinple Network
Managenent Protocol (SNWP)", RFC 2575, April 1999.

McCl oghrie, K, Perkins, D., Schoenwael der, J., Case, J.,
Rose, M and S. Wal dbusser, "Structure of Managenent
Information Version 2 (SMv2)", STD 58, RFC 2578, April
1999.

al . St andar ds Track [ Page 43]



RFC 3295 GSWP M B June 2002

[ RFC2579] McCl oghrie, K, Perkins, D., Schoenwael der, J., Case, J.,
Rose, M and S. Wal dbusser, "Textual Conventions for
SMv2", STD 58, RFC 2579, April 1999.

[ RFC2580] McCl oghrie, K, Perkins, D., Schoenwael der, J., Case, J.,
Rose, M and S. Wal dbusser, "Conformance Statements for
SMv2", STD 58, RFC 2580, April 1999.

[ RFC2863] McCl oghrie, K and F. Kastenhol z, "The Interfaces G oup
M B" RFC 2863, June 2000.

[ RFC3291] Daniele, M, Haberman, B., Routhier, S. and J.,
Schoenwael der " Textual Conventions for |nternet Network
Addr esses", RFC 3291, May 2002.

[ RFC3292] Doria, A, Hellstrand, F., Sundell, K and T. Wrster
"General Switch Managenent Protocol V3", RFC 3292, June
2002.

[ RFC3293] Wrster, T., Doria, A and J. Buerkle, "General Swtch
Managenent Protocol (GSMP) Packet Encapsul ations for
Asynchronous Transfer Mde (ATM, Ethernet and
Transni ssion Control Protocol (TCP)", RFC 3293, June
2002.

Intell ectual Property Rights

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nmade any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.

Sjostrand, et. al. St andar ds Track [ Page 44]



RFC 3295 GSWP M B June 2002

8. Security Considerations

Assum ng that secure network managenment (such as SNWP v3) is
i npl erented, the objects represented in this MB do not pose a threat
to the security of the network.

There are a nunmber of nanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent w thout proper protection can have a negative effect on
net wor k operati ons.

There are a nunber of nanaged objects in this MB that may contain
sensitive information. They are contained in the gsnpControllerTabl e
and gsmpSwitchTable. It is thus inportant to control even GET access
to these objects and possibly to even encrypt the val ues of these

obj ect when sending them over the network via SNMP. Not all versions
of SNWP provide features for such a secure environnent.

SNWPv1 by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using | PSec), even then, there is no
control as to who on the secure network is allowed to access and

GET/ SET (read/ change/create/del ete) the objects in this MB.

It is reconmended that the inplenenters consider the security
features as provided by the SNWPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [RFC2574] and the View
based Access Control Mdel RFC 2575 [RFC2575] is recomended.

It is then a customer/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects, only to those principals
(users) that have legitimate rights to indeed GET or SET
(change/ creat e/ del ete) them
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10. Full Copyright Statement
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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