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1. Introduction

| P version 4 assunes that a node’s | P address uniquely identifies t
node’s point of attachment to the Internet. Therefore, a node nust
be |l ocated on the network indicated by its |IP address in order to
recei ve datagrans destined to it; otherw se, datagrans destined to
t he node woul d be undeliverable. For a node to change its point of
attachment without losing its ability to comunicate, currently one
of the two follow ng mechani sns nmust typically be enpl oyed:

a) the node nust change its | P address whenever it changes its
poi nt of attachment, or

b) host-specific routes nmust be propagated throughout much of
the Internet routing fabric.

Both of these alternatives are often unacceptable. The first makes
it inpossible for a node to maintain transport and higher-1Iayer
connections when the node changes | ocation. The second has obvi ous
and severe scaling problens, especially relevant considering the
expl osive grow h in sales of notebook (nobile) conputers.

A new, scal able, nechanismis required for acconmodati ng node
mobility within the Internet. This docunent defines such a
nmechani sm whi ch enabl es nodes to change their point of attachment
the I nternet wi thout changing their |P address.

1.1. Protocol Requirenents
A nobil e node nust be able to communicate with ot her nodes after

changing its link-layer point of attachnent to the Internet, yet
wi t hout changing its | P address.
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A mobil e node nmust be able to comrunicate with other nodes that do
not inplenment these nmobility functions. No protocol enhancenents are
required in hosts or routers that are not acting as any of the new
architectural entities introduced in Section 1.5,

Al'l messages used to update another node as to the |ocation of a
nmobi | e node nust be authenticated in order to protect against renote
redirection attacks.

1.2. CGoals

The link by which a nobile node is directly attached to the Internet
may often be a wireless link. This link may thus have a
substantially | ower bandw dth and higher error rate than traditional
wired networks. Mreover, nobile nodes are likely to be battery
power ed, and minim zing power consunption is inportant. Therefore,

t he nunmber of administrative nessages sent over the link by which a
nmobil e node is directly attached to the Internet should be ninimzed,
and the size of these nessages should be kept as snall as is
reasonabl y possi bl e.

1.3. Assunptions

The protocols defined in this docunent place no additional
constraints on the assignment of |IP addresses. That is, a nobile
node can be assigned an | P address by the organization that owns the
machi ne.

This protocol assunes that nobile nodes will generally not change
their point of attachnment to the Internet nore frequently than once
per second.

Thi s protocol assunes that |P unicast datagrans are routed based on
t he destination address in the datagram header (and not, for exanple,
by source address).

1.4. Applicability

Mobile IP is intended to enable nodes to nove fromone | P subnet to
another. It is just as suitable for nobility across honbgeneous
nmedia as it is for nobility across heterogeneous nedia. That is,
Mobile IP facilitates node nmovenent from one Ethernet segnent to
another as well as it accommpdat es node novenent from an Ethernet
segment to a wireless LAN, as long as the nobile node’s | P address
remai ns the sane after such a novenent.

One can think of Mobile IP as solving the "macro" nobility managenent
problem It is less well suited for nore "micro" nobility nanagenent
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applications -- for exanpl e, handoff anongst wirel ess transceivers,
each of which covers only a very small geographic area. As long as
node nmovenent does not occur between points of attachment on
different I P subnets, link-layer nechanisms for nobility (i.e.

i nk-1ayer handoff) may offer faster convergence and far |ess

over head than Mbile IP

1.5. New Architectural Entities

Mobile I P introduces the foll owing new functional entities:
Mobi | e Node

A host or router that changes its point of attachnent from one
network or subnetwork to another. A nobile node may change its
| ocation without changing its IP address; it may continue to
comuni cate with other Internet nodes at any location using its
(constant) | P address, assuming link-layer connectivity to a
poi nt of attachment is avail abl e.

Honme Agent

A router on a nobile node’'s hone network which tunnels
datagrans for delivery to the nobile node when it is away from
honme, and mamintains current |ocation informati on for the nobile
node.

For ei gn Agent

A router on a nobile node’s visited network which provides
routing services to the nobile node while registered. The
foreign agent detunnels and delivers datagranms to the nobile
node that were tunneled by the nobile node’s home agent. For
datagrans sent by a nobile node, the foreign agent nmay serve as
a default router for registered nobile nodes.

A mobile node is given a long-term | P address on a hone networKk.

This hone address is administered in the sane way as a "permanent” |P
address is provided to a stationary host. Wen away fromits hone
network, a "care-of address"” is associated with the nobile node and
reflects the nobile node’s current point of attachnent. The nobile
node uses its hone address as the source address of all |P datagrans
that it sends, except where otherw se described in this docunent for
dat agrans sent for certain nobility managenent functions (e.g., as in
Section 3.6.1.1).
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1.6. Term nol ogy
Thi s docunent frequently uses the follow ng terns:

Agent Adverti senent
An advertisenment nessage constructed by attaching a
speci al Extension to a router advertisenent [4] nessage.

Car e- of Address

The term nation point of a tunnel toward a nobil e node,
for datagrans forwarded to the nobile node while it is
away from honme. The protocol can use two different types
of care-of address: a "foreign agent care-of address" is
an address of a foreign agent with which the nobile node
is registered, and a "co-located care-of address" is an
external |y obtained | ocal address which the nobile node
has associated with one of its own network interfaces.

Correspondent Node
A peer with which a nobile node is comunicating. A
correspondent node nmay be either nobile or stationary.

For ei gn Net wor k
Any network other than the nobil e node’s Hone Network.

Hone Address
An | P address that is assigned for an extended period of
time to a nobile node. It remai ns unchanged regardl ess
of where the node is attached to the Internet.

Honme Net wor k
A network, possibly virtual, having a network prefix
mat chi ng that of a nobile node’s hone address. Note that
standard | P routing nmechanisns will deliver datagrans
destined to a nobile node’s Home Address to the nobile
node’ s Home Net wor k.

Li nk A facility or medium over whi ch nodes can conmuni cate at
the link layer. A link underlies the network |ayer.

Li nk- Layer Address
The address used to identify an endpoint of some
conmuni cati on over a physical link. Typically, the
Li nk- Layer address is an interface’s Media Access Control
(MAC) address.

Mobi I ity Agent
Ei t her a hone agent or a foreign agent.

Per ki ns St andar ds Track [ Page 6]
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Bi ndi ng
The associ ation of a hone address with a care-of address,
along with the remaining lifetinme of that association.

Security Association

A collection of security contexts, between a pair

of nodes, which nay be applied to Mbile IP protocol
nmessages exchanged between them Each context indicates
an authentication algorithmand node (Section 5.1), a
secret (a shared key, or appropriate public/private

key pair), and a style of replay protection in use
(Section 5.6).

A host or a router.

A randomly chosen value, different from previ ous choi ces,
inserted in a nessage to protect agai nst replays.

Par amet er | ndex (SPI)

An index identifying a security context between a pair
of nodes anobng the contexts available in the Mbility
Security Association. SPlI values O through 255 are
reserved and MJST NOT be used in any Mbility Security
Associ ati on

The path foll owed by a datagramwhile it is encapsul ated.
The nodel is that, while it is encapsul ated, a datagram
is routed to a know edgeabl e decapsul ati ng agent, which
decapsul ates the datagram and then correctly delivers it
toits ultimate destination

Net wor k

A network with no physical instantiation beyond a router
(with a physical network interface on another network).
The router (e.g., a hone agent) generally adverti ses
reachability to the virtual network using conventiona
routi ng protocols.

Net wor k
A network other than a nobile node’s Hone Network, to
whi ch the nmobile node is currently connect ed.

Li st
The list of nobile nodes visiting a foreign agent.
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1.7. Protocol Overview

The follow ng support services are defined for Mbile IP

Agent Di scovery
Hone agents and foreign agents may advertise their
availability on each link for which they provide service.
A newy arrived nobile node can send a solicitation on
the link to learn if any prospective agents are present.

Regi stration
When the nobile node is away fromhone, it registers
its care-of address with its hone agent. Depending on
its nmethod of attachnent, the nobile node will register
either directly with its honme agent, or through a foreign
agent which forwards the registration to the honme agent.

The followi ng steps provide a rough outline of operation of the
Mobil e I P protocol :

Mobility agents (i.e., foreign agents and home agents) advertise
their presence via Agent Advertisenent nessages (Section 2). A
nobi | e node may optionally solicit an Agent Advertisenent nessage
fromany locally attached nobility agents through an Agent

Sol i citation nessage.

A mobil e node receives these Agent Advertisenments and determi nes
whether it is on its hone network or a foreign network.

When the nobil e node detects that it is |located on its home
network, it operates without nmobility services. |If returning
to its hone network from being regi stered el sewhere, the nobile
node deregisters with its hone agent, through exchange of a
Regi strati on Request and Registration Reply nessage with it.

Wien a nobil e node detects that it has noved to a foreign
network, it obtains a care-of address on the foreign network.

The care-of address can either be determ ned froma foreign
agent’s advertisenments (a foreign agent care-of address), or by
sone external assignment nmechani smsuch as DHCP [6] (a co-located
care-of address).

The nobil e node operating away from honme then registers its
new care-of address with its hone agent through exchange of a
Regi strati on Request and Regi stration Reply nmessage with it,
possibly via a foreign agent (Section 3).

Per ki ns St andar ds Track [ Page 8]



RFC 2002 | P Mobility Support Cct ober 1996

- Datagranms sent to the nobile node’s honme address are intercepted
by its home agent, tunneled by the honme agent to the nobile
node’ s care-of address, received at the tunnel endpoint (either
at a foreign agent or at the nmobile node itself), and finally
delivered to the nobile node (Section 4.2.3).

- In the reverse direction, datagranms sent by the nobile node
are generally delivered to their destination using standard |IP
routi ng nechani sms, not necessarily passing through the home
agent .

When away from hone, Mobile I P uses protocol tunneling to hide a
nmobi | e node’ s hone address fromintervening routers between its home
network and its current location. The tunnel terminates at the
nmobi | e node’ s care-of address. The care-of address nust be an
address to which datagrans can be delivered via conventional IP
routing. At the care-of address, the original datagramis renoved
fromthe tunnel and delivered to the nobile node.

Mobile I P provides two alternative nodes for the acquisition of a
care-of address:

- A "foreign agent care-of address" is a care-of address provided

by a foreign agent through its Agent Advertisenent nessages. In
this case, the care-of address is an | P address of the foreign
agent. In this node, the foreign agent is the endpoint of the

tunnel and, upon receiving tunnel ed datagrans, decapsul ates them
and delivers the inner datagramto the nobile node. This node
of acquisition is preferred because it allows many nobil e nodes
to share the sane care-of address and therefore does not place
unnecessary denmands on the already limted | Pv4 address space.

- A "co-located care-of address" is a care-of address acquired
by the nobile node as a local |P address through sonme external
means, which the nobil e node then associates with one of its own
network interfaces. The address may be dynanically acquired as
a tenporary address by the nobile node such as through DHCP [ 6],
or may be owned by the nmobile node as a long-term address for its
use only while visiting sone foreign network. Specific external
met hods of acquiring a local |IP address for use as a co-|ocated
care-of address are beyond the scope of this docunent. When
using a co-located care-of address, the nobile node serves as the
endpoi nt of the tunnel and itself perfornms decapsul ation of the
datagrans tunneled to it.

The node of using a co-located care-of address has the advantage that

it allows a nobile node to function without a foreign agent, for
exanpl e, in networks that have not yet deployed a foreign agent.

Per ki ns St andar ds Track [ Page 9]
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It does, however, place additional burden on the | Pv4 address space
because it requires a pool of addresses within the foreign network to
be made available to visiting nobile nodes. It is difficult to
efficiently maintain pools of addresses for each subnet that may
permt nobile nodes to visit.

It is inportant to understand the distinction between the care-of
address and the foreign agent functions. The care-of address is
sinply the endpoint of the tunnel. It mght indeed be an address of
a foreign agent (a foreign agent care-of address), but it m ght

i nstead be an address tenporarily acquired by the nobile node (a co-
| ocated care-of address). A foreign agent, on the other hand, is a
nobi lity agent that provides services to nmobile nodes. See Sections
3.7 and 4.2.2 for additional details.

A home agent MUST be able to attract and intercept datagrans that are
destined to the hone address of any of its registered nobile nodes.
Using the proxy and gratuitous ARP nechani sns described in Section
4.6, this requirenent can be satisfied if the home agent has a
network interface on the link indicated by the nobil e node’s hone
address. O her placenments of the home agent relative to the nobile
node’ s home | ocation MAY al so be possible using other nechanisns for

i ntercepting datagranms destined to the nobile node’s hone address.
Such pl acenents are beyond the scope of this docunent.

Simlarly, a nobile node and a prospective or current foreign agent
MUST be able to exchange datagrans w thout relying on standard IP
routi ng nechanisns; that is, those mechani sns whi ch make forwarding
deci si ons based upon the network-prefix of the destination address in
the I P header. This requirement can be satisfied if the foreign
agent and the visiting nobile node have an interface on the sane
link. In this case, the nobile node and foreign agent sinply bypass
their normal |P routing nechani smwhen sending datagrans to each

ot her, addressing the underlying link-1layer packets to their
respective link-layer addresses. Oher placenents of the foreign
agent relative to the nobile node MAY al so be possi bl e using ot her
nmechani sns to exchange dat agrans between these nodes, but such

pl acenents are beyond the scope of this docunent.

If a nobile node is using a co-located care-of address (as descri bed

in (b) above), the nobile node MJUST be | ocated on the link identified
by the network prefix of this care-of address. O herw se, datagrans

destined to the care-of address woul d be undeliverable.

For example, the figure below illustrates the routing of datagrans to
and froma nobile node away from hone, once the nobile node has
registered with its home agent. In the figure below, the nobile node

is using a foreign agent care-of address:

Per ki ns St andar ds Track [ Page 10]
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2) Datagramis intercepted 3) Datagrami s
by honme agent and det unnel ed and
is tunneled to the delivered to the
care-of address. nobi | e node.

| hone | =======> |foreign| ------ > | mobi | e|
| agent | | agent | <------ | node |

/ 4) For datagrams sent by the

|
arrives on | / nobi | e node, standard IP
I

hone net work / routing delivers each to its
via standard | | _ destination. In this figure,
| P routing. +----+ the foreign agent is the

| host | nobi | e node’ s default router.

+----+

Speci fication Language

In this docunment, several words are used to signhify the requirenents
of the specification. These words are often capitalized.

1. 8.
MUST
MJUST NOT
SHOULD
MAY
Per ki ns

This word, or the adjective "required", means that
the definition is an absolute requirenent of the
speci ficati on.

Thi s phrase neans that the definition is an absolute
prohi bition of the specification.

This word, or the adjective "reconmended”, neans
that, in sone circunstances, valid reasons nay exi st
toignore this item but the full inplications nust
be understood and carefully wei ghed before choosing
a different course. Unexpected results may result
ot herwi se.

This word, or the adjective "optional"”, means that this
itemis one of an allowed set of alternatives. An

i npl enent ati on which does not include this option MJST
be prepared to interoperate with another inplenentation
whi ch does include the option

St andards Track [ Page 11]
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silently discard
The inpl enmentati on di scards the datagram wi t hout
further processing, and without indicating an error
to the sender. The inplenentation SHOULD provide the
capability of logging the error, including the contents
of the discarded datagram and SHOULD record the event
in a statistics counter.

1.9. Message Format and Protocol Extensibility

Mobile I P defines a set of new control messages, sent with UDP [17]
usi ng wel | -known port nunber 434. Currently, the follow ng two
nmessage types are defined:

1 Registration Request
3 Registration Reply

Up-to-date values for the nessage types for Mbile IP control
nmessages are specified in the nost recent "Assigned Nunbers" [20].

In addition, for Agent Discovery, Mbile |IP makes use of the existing
Rout er Advertisenment and Router Solicitation nessages defined for
| CMP Router Discovery [4].

Mobile I P defines a general Extension nechanismto allow optional
information to be carried by Mbile IP control nessages or by | CwW
Rout er Di scovery nessages. Each of these Extensions (with one
exception) is encoded in the foll owi ng Type-Length-Value format:

0 1 2
01234567890123456789012
s S I S T T ol oLy TR YN Y Y S S
| Type | Lengt h | Data ...
s S I S T T ol oLy TR YN Y Y S S

Type I ndi cates the particular type of Extension.

Length I ndicates the length (in bytes) of the data field within
this Extension. The |ength does NOT include the Type and
Lengt h byt es.

Dat a The particular data associated with this Extension. This
field may be zero or nore bytes in length. The fornmat
and length of the data field is deterni ned by the type
and length fields.

Per ki ns St andards Track [ Page 12]
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Ext ensi ons all ow vari abl e amounts of information to be carried within
each datagram The end of the list of Extensions is indicated by the
total length of the IP datagram

Two separately maintained sets of nunbering spaces, from which
Ext ensi on Type val ues are allocated, are used in Mbile IP:

- The first set consists of those Extensions which may appear only
in Mbile IP control nessages (those sent to and from UDP port
nunber 434). Currently, the follow ng Types are defined for
Ext ensi ons appearing in Mbile IP control nessages:

32 Mobile-Honme Authentication
33 Mobil e-Foreign Authentication
34 Forei gn- Hone Aut hentication

- The second set consists of those extensions which may appear only
in |CVWP Router Discovery nessages [4]. Currently, Mbile IP
defines the follow ng Types for Extensions appearing in |CW
Rout er Di scovery messages:

0 One-byte Padding (encoded with no Length nor Data field)
16 Mbility Agent Advertisenent
19 Prefix-Lengths

Each indi vidual Extension is described in detail in a separate
section later in this docunent. Up-to-date values for these

Ext ensi on Type nunbers are specified in the nost recent "Assigned
Nunbers" [20].

Due to the separation (orthogonality) of these sets, it is

concei vabl e that two Extensions that are defined at a |ater date
coul d have identical Type values, so long as one of the Extensions
may be used only in Mbile IP control nessages and the other nay be
used only in I CMP Router Discovery nessages.

When an Extension nunbered in either of these sets within the range 0
through 127 is encountered but not recogni zed, the nessage containing
that Extension MJUST be silently discarded. Wen an Extension
nunbered in the range 128 through 255 is encountered which is not
recogni zed, that particular Extension is ignored, but the rest of the
Ext ensi ons and nessage data MJST still be processed. The Length
field of the Extension is used to skip the Data field in searching
for the next Extension.
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2. Agent Discovery

Agent Discovery is the method by which a nobile node deternines
whether it is currently connected to its honme network or to a foreign
network, and by which a nobile node can detect when it has noved from
one network to another. \Wen connected to a foreign network, the

nmet hods specified in this section also allow the nobile node to
determ ne the foreign agent care-of address being offered by each
foreign agent on that network.

Mobile I P extends | CMP Router Discovery [4] as its primary mechani sm
for Agent Discovery. An Agent Advertisement is fornmed by including a
Mobility Agent Advertisement Extension in an | CVP Router
Advertisenent nmessage (Section 2.1). An Agent Solicitation nessage
is identical to an ICMP Router Solicitation, except that its IP TTL
MJUST be set to 1 (Section 2.2). This section describes the nessage
formats and procedures by which nobile nodes, foreign agents, and
honme agents cooperate to realize Agent Discovery.

Agent Advertisenent and Agent Solicitation nay not be necessary for
link |ayers that already provide this functionality. The nethod by
whi ch nobil e nodes establish |ink-layer connections with prospective
agents is outside the scope of this docunment (but see Appendi x B)
The procedures described bel ow assune that such Iink-Iayer
connectivity has al ready been establi shed.

No authentication is required for Agent Advertisenent and Agent
Solicitation nmessages. They MAY be authenticated using the IP

Aut henti cati on Header [1], which is unrelated to the nessages
described in this docunent. Further specification of the way in

whi ch Advertisenent and Solicitation nmessages may be authenticated is
outsi de of the scope of this docunent.

2.1. Agent Advertisement

Agent Advertisenents are transmitted by a nobility agent to advertise
its services on a link. Mbile nodes use these advertisenents to
determ ne their current point of attachnent to the Internet. An
Agent Advertisenent is an | CMP Router Advertisenent that has been
extended to also carry an Mbility Agent Advertisenent Extension
(Section 2.1.1) and, optionally, a Prefix-Lengths Extension (Section
2.1.2), One-byte Paddi ng Extension (Section 2.1.3), or other

Ext ensi ons that might be defined in the future.

Wthin an Agent Advertisenent nessage, | CVP Router Advertisenent

fields of the nmessage are required to conformto the foll ow ng
addi ti onal specifications:
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Li nk- Layer Fields

Destinati

| P Fields

TTL

Destinati

| CMP Fi el ds

Code

Lifetine

on Address

The |ink-1ayer destination address of a unicast
Agent Advertisenent MJST be the same as the source
i nk-1ayer address of the Agent Solicitation which
pronpted the Adverti senent.

The TTL for all Agent Advertisements MJST be set
to 1.

on Address

As specified for 1 CVWP Router Discovery [4], the IP
destinati on address of an Agent Advertisenent MJST

be either the "all systems on this |link" multicast
address (224.0.0.1) [5] or the "limted broadcast"
addr ess (255. 255. 255. 255). The subnet-directed
broadcast address of the form <prefix>. <-1> cannot be
used since nobile nodes will not generally know the
prefix of the foreign network.

The Code field of the agent advertisenent is
interpreted as foll ows:

0 The nmobility agent handles conmon traffic -- that
is, it acts as a router for |IP datagrans not
necessarily related to nobil e nodes.

16 The mobility agent does not route common traffic.
However, all foreign agents MJST (mininmally)
forward to a default router any datagrans received
froma registered nmobile node (Section 4.2.2).

The maxi mum |l ength of tine that the Advertisement
is considered valid in the absence of further
Adverti senents.

Rout er Address(es)

See Section 2.3.1 for a discussion of the addresses
that nay appear in this portion of the Agent
Adverti senent.
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Num Addr s
The nunber of Router Addresses advertised in this
nmessage. Note that in an Agent Adverti senent
nmessage, the nunber of router addresses specified in
the I CVMP Router Advertisenent portion of the nessage
MAY be set to 0. See Section 2.3.1 for details.

If sent periodically, the nom nal interval at which Agent
Advertisenents are sent SHOULD be 1/3 of the advertisement Lifetine
given in the CW header. This allows a nobile node to miss three
successi ve advertisements before deleting the agent fromits |ist of
valid agents. The actual transmission tine for each advertisenent
SHOULD be slightly randomi zed [4] in order to avoid synchronization
and subsequent collisions with other Agent Advertisenents that nay be
sent by other agents (or with other Router Advertisenents sent by
other routers). Note that this field has no relation to the
"Registration Lifetine" field within the Mbility Agent Adverti senent
Ext ensi on defi ned bel ow.

2.1.1. Mbility Agent Advertisenent Extension

The Mbility Agent Advertisement Extension follows the | CVP Router
Advertisenment fields. It is used to indicate that an | CVP Router
Advertisenent nmessage is also an Agent Advertisenment being sent by a
nobility agent. The Mobility Agent Advertisenent Extension is
defined as foll ows:

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Type | Lengt h | Sequence Nunber |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Regi stration Lifetine | RIBI|H F|M GV reserved |

i T i i e S I ih s o S S ™
| zero or nore Care-of Addresses |

| - |
Type 16

Lengt h (6 + 4*N), where N is the nunber of care-of addresses
adverti sed.

Sequence Number

The count of Agent Advertisenent nessages sent since the
agent was initialized (Section 2.3.2).
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Regi stration Lifetine
The longest lifetine (neasured in seconds) that this
agent is willing to accept in any Registration Request.
A value of Oxffff indicates infinity. This field has no
relation to the "Lifetinme" field within the | CVP Router
Advertisenment portion of the Agent Advertisenent.

R Regi stration required. Registration with this foreign
agent (or another foreign agent on this link) is required
rather than using a co-located care-of address.

B Busy. The foreign agent will not accept registrations
from addi ti onal nobile nodes.

H Hone agent. This agent offers service as a honme agent
on the link on which this Agent Advertisenent nessage is
sent .

F Foreign agent. This agent offers service as a foreign

agent on the link on which this Agent Advertisenent
nmessage i s sent.

M M ni mal encapsul ati on. This agent inplenents receiving
tunnel ed datagrans that use mnimal encapsul ation [15].

G GRE encapsul ation. This agent inplenents receiving
tunnel ed datagrans that use GRE encapsul ation [8].

\% Van Jacobson header conpression. This agent supports use
of Van Jacobson header conpression [10] over the link
with any regi stered nobile node.

reserved
Sent as zero; ignored on reception.

Car e- of Address(es)
The advertised foreign agent care-of address(es) provided
by this foreign agent. An Agent Advertisenment MJST
i nclude at | east one care-of address if the 'F bit
is set. The nunmber of care-of addresses present is
determ ned by the Length field in the Extension

A home agent MUST al ways be prepared to serve the nobil e nodes for
which it is the home agent. A foreign agent nay at tinmes be too busy
to serve additional nobile nodes; even so, it mnust continue to send
Agent Advertisenents, so that any nobile nodes already registered
with it will know that they have not noved out of range of the
foreign agent and that the foreign agent has not failed. A foreign
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agent may indicate that it is "too busy" to allow new nobile nodes to
register with it, by setting the "B bit in its Agent Advertisenents.
An Agent Advertisenent nessage MJUST NOT have the "B bit set if the
"F bit is not also set, and at |east one of the 'F bit and the 'H
bit MJST be set in any Agent Adverti senent nessage sent.

When a foreign agent wishes to require registration even fromthose
nmobi | e nodes whi ch have acquired a co-located care-of address, it
sets the "R bit to one. Because this bit applies only to foreign
agents, an agent MJST NOT set the "R bit to one unless the 'F bit
is also set to one.

2.1.2. Prefix-Lengths Extension

The Prefix-Lengths Extension MAY follow the Mbility Agent
Advertisenment Extension. It is used to indicate the nunber of bits
of network prefix that applies to each Router Address listed in the
| CMP Router Advertisenent portion of the Agent Advertisenent. Note
that the prefix I engths given DO NOT apply to care-of address(es)
listed in the Mobility Agent Advertisement Extension. The Prefix-
Lengt hs Extension is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
D s e S S e S T S I i i S S oy S S S S S s S S

| Type | Length | Prefix Length | ..
D s e S S e S T S I i i S S oy S S S S S s S S

Type 19 (Prefix-Lengths Extension)

Length N, where Nis the value of the Num Addrs field in
the | CVMP Router Advertisenment portion of the Agent
Advertisenent.

Prefix Length(s)
The nunber of |eading bits that define the network nunber
of the corresponding Router Address listed in the | CVWP
Rout er Advertisenment portion of the nmessage. The prefix
I ength for each Router Address is encoded as a separate
byte, in the order that the Router Addresses are |listed
in the | CMP Router Advertisenment portion of the nessage.

See Section 2.4.2 for information about how the Prefix Lengths

Ext ensi on MAY be used by a nobil e node when determ ning whether it
has noved. See Appendix E for inplenentation details about the use
of this Extension
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2.1.3. One-byte Paddi ng Extension

Sone | P protocol inplenmentations insist upon padding | CVP nessages to

an even nunber of bytes. |If the ICWP length of an Agent

Advertisenent is odd, this Extension MAY be included in order to nmke
the ICVMP length even. Note that this Extension is NOT intended to be

a general - purpose Extension to be included in order to word- or
long-align the various fields of the Agent Advertisenment. An Agent
Advertisenment SHOULD NOT include nore than one One-byte Paddi ng

Extension and if present, this Extension SHOULD be the | ast Extension

in the Agent Advertisenent.

Note that unlike other Extensions used in Mbile IP, the One-byte
Paddi ng Extension is encoded as a single byte, with no "Length" nor
"Data" field present. The One-byte Paddi ng Extension is defined as
foll ows:

01234567
T S

I Type I
i sTI U S S S
Type 0 (One-byte Paddi ng Extension)
2.2. Agent Solicitation

An Agent Solicitation is identical to an |CMP Router Solicitation
with the further restriction that the IP TTL Field MJST be set to 1.

2.3. Foreign Agent and Hone Agent Considerations

Any nobility agent which cannot be discovered by a link-Iayer

protocol MJUST send Agent Advertisenments. An agent which can be
di scovered by a |ink-1ayer protocol SHOULD al so inpl enment Agent
Advertisenents. However, the Advertisenents need not be sent, except

when the site policy requires registration with the agent (i.e., when

the "R bit is set), or as a response to a specific Agent
Solicitation. Al nmobility agents SHOULD respond to Agent
Sol i citations.

The sanme procedures, defaults, and constants are used in Agent
Adverti senent nmessages and Agent Solicitation nmessages as specified
for |CVMP Router Discovery [4], except that:

- anobility agent MUST Iinit the rate at which it sends broadcast

or nulticast Agent Advertisenents; a recomended maxi mumrate is
once per second, AND
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- anmobility agent that receives a Router Solicitation MJUST NOT
require that the IP Source Address is the address of a nei ghbor
(i.e., an address that matches one of the router’s own addresses
on the arrival interface, under the subnet mask associated with
that address of the router).

- anmbility agent MAY be configured to send Agent Advertisenents
only in response to an Agent Solicitation nessage.

If the hone network is not a virtual network, then the hone agent for
any nobi |l e node SHOULD be | ocated on the link identified by the
nmobi | e node’ s hone address, and Agent Advertisenment nessages sent by
the honme agent on this link MUST have the "H bit set. In this way,
nobi | e nodes on their own hone network will be able to determ ne that
they are indeed at home. Any Agent Advertisenent nessages sent by
the home agent on another link to which it nay be attached (if it is
a nobility agent serving nore than one |ink), MJST NOT have the 'H
bit set, unless the honme agent al so serves as a hone agent (to other
nmobi | e nodes) on that other |ink.

If the hone network is a virtual network, the home network has no
physical realization external to the honme agent itself. In this
case, there is no physical network |ink on which to send Agent
Adverti senent nessages advertising the hone agent. Mobile nodes for
which this is the home network are always treated as being away from
hore.

On a particular subnet, either all nobility agents MJST include the
Prefix-Lengths Extension or all of them MJST NOT include this
Extension. Equivalently, it is prohibited for sone agents on a given
subnet to include the Extension but for others not to include it.

O herwi se, one of the nove detection algorithns designed for nobile
nodes will not function properly (Section 2.4.2).

2.3.1. Advertised Router Addresses

The | CVP Router Advertisement portion of the Agent Advertisement MAY
contain one or nore router addresses. Thus, an agent MAY include one
of its own addresses in the advertisement. A foreign agent MAY

di scourage use of this address as a default router by setting the
preference to a | ow val ue and by including the address of another
router in the advertisenment (with a correspondingly higher
preference). Nevertheless, a foreign agent MJST route datagrans it
receives fromregistered nobile nodes (Section 4.2.2).
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2.3.2. Sequence Nunmbers and Rol | over Handling

The sequence nunber in Agent Advertisenents ranges fromO to Oxffff.
After booting, an agent MJST use the nunber O for its first
advertisenment. Each subsequent advertisenment MJST use the sequence
nunber one greater, with the exception that the sequence nunber

oxffff MJUST be foll owed by sequence nunmber 256. |In this way, nobile
nodes can di stingui sh reductions in sequence nunbers that result from
reboots, fromreductions that result in rollover of the sequence
nunber after it attains the value Oxffff.

2.4. ©Mobil e Node Consi derations

Every nobile node MJST inpl enment Agent Solicitation. Solicitations
SHOULD only be sent in the absence of Agent Advertisenents and when a
care-of address has not been determ ned through a |ink-Ilayer protocol
or other neans. The nobil e node uses the sanme procedures, defaults,
and constants for Agent Solicitation as specified for | CVMP Router
Solicitation nmessages [4], except that the nobile node MAY solicit
nore often than once every three seconds, and that a nobile node that
is currently not connected to any foreign agent MAY solicit nore
times than MAX_SOLI Cl TATI ONS

The rate at which a nobile node sends Solicitations MJST be Iimted
by the nobile node. The nobile node MAY send three initial
Solicitations at a maxi numrate of one per second while searching for
an agent. After this, the rate at which Solicitations are sent MJST
be reduced so as to limt the overhead on the local |ink. Subsequent
Solicitations MJUST be sent using a binary exponential backoff
nmechani sm doubling the interval between consecutive Solicitations,
up to a nmaximuminterval. The maxi muminterval SHOULD be chosen
appropriately based upon the characteristics of the nedia over which
the nmobile node is soliciting. This maxi numinterval SHOULD be at

| east one minute between Solicitations.

Wiile still searching for an agent, the nobile node MJUST NOT increase
the rate at which it sends Solicitations unless it has received a
positive indication that it has noved to a new link. After
successfully registering with an agent, the nobile node SHOULD al so
increase the rate at which it will send Solicitations when it next
begi ns searching for a new agent with which to register. The
increased solicitation rate MAY revert to the maximumrate, but then
MJUST be |imted in the manner descri bed above. |In all cases, the
recommended solicitation intervals are nom nal values. Mbile nodes
MJUST random ze their solicitation tinmes around these nom nal val ues
as specified for 1CVP Router Discovery [4].
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Mobi | e nodes MJST process received Agent Advertisenents. A nobile
node can distingui sh an Agent Advertisenent nessage from other uses
of the ICVMP Router Advertisenent nessage by exam ning the nunber of
advertised addresses and the I P Total Length field. Wen the IP
total length indicates that the | CMP nessage is |onger than needed
for the nunber of advertised addresses, the remaining data is
interpreted as one or nore Extensions. The presence of a Mbility
Agent Advertisenent Extension identifies the advertisenment as an
Agent Advertisenent.

When nul tiple methods of agent discovery are in use, the nobile node
SHOULD first attenpt registration with agents including Mbility
Agent Advertisenent Extensions in their advertisenents, in preference
to those discovered by other nmeans. This preference nmaxim zes the
likelihood that the registration will be recognized, thereby

m ni i zi ng the nunber of registration attenpts.

2.4.1. Registration Required

When t he nobil e node receives an Agent Advertisenment with the 'R bit
set, the nobile node SHOULD register through the foreign agent, even
when the nobile node m ght be able to acquire its own co-located
care-of address. This feature is intended to allow sites to enforce
visiting policies (such as accounting) which require exchanges of

aut hori zati on.

2.4.2. NMove Detection

Two prinmary mechani sns are provi ded for nobile nodes to detect when
they have noved from one subnet to another. Qher nechani sms MAY

al so be used. When the nobile node detects that it has noved, it
SHOULD register (Section 3) with a suitable care-of address on the
new foreign network. However, the nmobile node MJST NOT register nore
frequently than once per second on average, as specified in Section
3.6.3.
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2.4.2.1. Algorithm1l

The first method of nobve detection is based upon the Lifetinme field
within the main body of the | CVWP Router Advertisenment portion of the
Agent Advertisenent. A nobile node SHOULD record the Lifetine
received in any Agent Advertisenents, until that Lifetine expires.

If the nobile node fails to receive another advertisenent fromthe
same agent within the specified Lifetime, it SHOULD assune that it
has | ost contact with that agent. |If the nobile node has previously
recei ved an Agent Advertisenent from another agent for which the
Lifetinme field has not yet expired, the nobile node MAY i medi ately
attenpt registration with that other agent. Oherwi se, the nobile
node SHOULD attenpt to discover a new agent with which to register

2.4.2.2. Algorithm2

The second net hod uses network prefixes. The Prefix-Lengths

Ext ensi on MAY be used in sonme cases by a nmobile node to determ ne
whet her or not a newWy received Agent Advertisenent was received on

t he sanme subnet as the nobile node’'s current care-of address. |If the
prefixes differ, the nobile node MAY assunme that it has noved. If a
nmobil e node is currently using a foreign agent care-of address, the
nobi | e node SHOULD NOT use this nmethod of nove detection unless both
the current agent and the new agent include the Prefix-Lengths
Extension in their respective Agent Advertisenents; if this Extension
is mssing fromone or both of the advertisenments, this nmethod of
nove detection SHOULD NOT be used. Simlarly, if a nobile node is
using a co-located care-of address, it SHOULD not use this nethod of
nove detection unless the new agent includes the Prefix-Lengths
Extension in its Advertisenent and the nobile node knows the network
prefix of its current co-located care-of address. On the expiration
of its current registration, if this nethod indicates that the nobile
node has nmoved, rather than re-registering with its current care-of
address, a nobile node MAY choose instead to register with a the
foreign agent sending the new Advertisenent with the different
network prefix. The Agent Advertisenment on which the new
registration is based MJST NOT have expired according to its Lifetine
field.
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2.4.3. Returning Home

A nobil e node can detect that it has returned to its honme network
when it receives an Agent Advertisenent fromits own hone agent. |If
so, it SHOULD deregister with its honme agent (Section 3). Before
attenpting to deregister, the nobile node SHOULD configure its
routing table appropriately for its hone network (Section 4.2.1). In
addition, if the hone network is using ARP [16], the nobile node MJST
follow the procedures described in Section 4.6 with regard to ARP
proxy ARP, and gratuitous ARP.

2.4.4. Sequence Nunbers and Rol | over Handling

If a nobile node detects two successive val ues of the sequence nunber
in the Agent Advertisenents fromthe foreign agent with which it is
regi stered, the second of which is less than the first and inside the
range 0 to 255, the nobile node SHOULD register again. |If the second
value is less than the first but is greater than or equal to 256, the
nmobi | e node SHOULD assune that the sequence nunber has rolled over
past its maxi mum value (Oxffff), and that reregistration is not
necessary (Section 2.3).

3. Registration
Mobile I P registration provides a flexible nechanismfor nobile nodes
to communi cate their current reachability information to their hone
agent. It is the nethod by which nobil e nodes:

- request forwarding services when visiting a foreign network,

informtheir home agent of their current care-of address,

- renew a registration which is due to expire, and/or

- deregister when they return hone.

Regi strati on nessages exchange infornation between a nobil e node,
(optionally) a foreign agent, and the hone agent. Registration
creates or nodifies a nobility binding at the hone agent, associating

the nobil e node’s honme address with its care-of address for the
specified Lifetine.
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Several other (optional) capabilities are avail abl e through the
regi stration procedure, which enable a nobile node to:

- mintain nultiple sinmultaneous registrations, so that a copy of
each datagramwi |l be tunneled to each active care-of address

- deregister specific care-of addresses while retaining other
nmobi lity bindings, and

- discover the address of a hone agent if the nobile node is not
configured with this information

3.1. Registration Overview

Mobile I P defines two different registration procedures, one via a
foreign agent that relays the registration to the nobile node’s hone
agent, and one directly with the nobile node’s hone agent. The
following rules determ ne which of these two registration procedures
to use in any particular circunstance:

- |If a nobile node is registering a foreign agent care-of address,
t he nobil e node MUST register via that foreign agent.

- If a nobile node is using a co-located care-of address, and
receives an Agent Advertisenent froma foreign agent on the
link on which it is using this care-of address, the nobile node
SHOULD register via that foreign agent (or via another foreign
agent on this link) if the "R bit is set in the received Agent
Adverti senent message.

- If a nobile node is otherwi se using a co-located care-of address,
the nobile node MJST register directly with its hone agent.

- |If a nobile node has returned to its hone network and is
(de)registering with its home agent, the nobile node MJST
register directly with its hone agent.

Both registration procedures involve the exchange of Registration
Request and Registration Reply nessages (Sections 3.3 and 3.4). \When
registering via a foreign agent, the registration procedure requires
the followi ng four messages:

a) The nobil e node sends a Registration Request to the
prospective foreign agent to begin the registration process.

b) The foreign agent processes the Registration Request and then
relays it to the hone agent.
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c) The honme agent sends a Registration Reply to the foreign
agent to grant or deny the Request.

d) The foreign agent processes the Registration Reply and then
relays it to the nobile node to informit of the disposition
of its Request.

When the nobile node instead registers directly with its honme agent,
the registration procedure requires only the foll owi ng two nessages:

a) The nobil e node sends a Registrati on Request to the hone
agent .

b) The honme agent sends a Registration Reply to the nobile
node, granting or denying the Request.

The registration nessages defined in Sections 3.3 and 3.4 use the
User Datagram Protocol (UDP) [17]. A nonzero UDP checksum SHOULD be
i ncluded in the header, and MJST be checked by the recipient.

3.2. Authentication

Each nobil e node, foreign agent, and home agent MJST be able to
support a nmobility security association for nobile entities, indexed
by their SPI and IP address. |In the case of the nobile node, this
must be its Hone Address. See Section 5.1 for requirenents for
support of authentication algorithnms. Registration nessages between
a nobil e node and its hone agent MJST be authenticated with the
Mobi | e- Hone Aut henti cati on Extension (Section 3.5.2). This Extension
i medi ately follows all non-authentication Extensions, except those
foreign agent-specific Extensions which may be added to the nmessage
after the nobile node conputes the authentication

3.3. Registration Request

A mobile node registers with its honme agent using a Registration
Request nessage so that its hone agent can create or nodify a
nmobility binding for that nobile node (e.g., with a new lifetine).
The Request may be relayed to the honme agent by the foreign agent
t hrough which the nobile node is registering, or it may be sent
directly to the hone agent in the case in which the nobile node is
regi stering a co-located care-of address.

| P fields:

Source Address Typically the interface address from which the
nmessage i s sent.
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Destination Address Typically that of the foreign agent or the
hone agent.

See Sections 3.6.1.1 and 3.7.2.2 for details.
UDP fields:
Sour ce Port vari abl e
Destination Port 434
The UDP header is followed by the Mbile IP fields shown bel ow

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Type | SIBI|D|M G V|rsv| Lifetinme |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Hone Address |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Hone Agent |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Car e- of Address |
il s T T S S S S S i N T i ST S S S S S e e L T 2

I I
+ I dentification +
I I
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Extensions ...
S T S e e
Type 1 (Regi stration Request)
S Si mul taneous bindings. |If the 'S bit is set, the nobile

node is requesting that the home agent retain its prior
mobi ity bindings, as described in Section 3.6.1.2.

B Broadcast datagrans. |If the "B bit is set, the nobile
node requests that the hone agent tunnel to it any
broadcast datagrams that it receives on the hone network,
as described in Section 4. 3.

D Decapsul ati on by nobile node. |If the 'D bit is set, the
nobil e node will itself decapsul ate datagrans which are
sent to the care-of address. That is, the nobile node is
using a co-located care-of address.
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M ni mal encapsulation. |If the "M bit is set, the
nmobi | e node requests that its honme agent use minina
encapsul ation [15] for datagranms tunneled to the nobile
node.

GRE encapsul ation. If the "G bit is set, the

nmobi | e node requests that its home agent use GRE
encapsul ation [8] for datagrans tunneled to the nobile
node.

The nobil e node requests that its nobility agent use Van
Jacobson header conpression [10] over its link with the
nmobi | e node.

Reserved bits; sent as zero

The nunber of seconds renaining before the registration
is considered expired. A value of zero indicates a
request for deregistration. A value of Oxffff indicates
infinity.

Home Address

The | P address of the nobil e node.

Honme Agent

The | P address of the nobile node’s honme agent.

Car e- of Address

The | P address for the end of the tunnel.

I dentification

A 64-bit nunber, constructed by the nobile node, used for
mat chi ng Regi stration Requests with Registration Replies,
and for protecting against replay attacks of registration
nmessages. See Sections 5.4 and 5. 6.

Ext ensi ons

Per ki ns

The fixed portion of the Registration Request is followed
by one or nore of the Extensions listed in Section 3.5.
The Mbbil e- Hone Aut henticati on Extension MJST be incl uded
in all Registration Requests. See Sections 3.6.1.3

and 3.7.2.2 for information on the relative order in

whi ch different extensions, when present, MJST be pl aced
in a Registration Request nessage.
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3.4. Registration Reply

A mobility agent returns a Registration Reply nessage to a nobile
node whi ch has sent a Registration Request (Section 3.3) nessage. |If
the nobile node is requesting service froma foreign agent, that
foreign agent will receive the Reply fromthe honme agent and
subsequently relay it to the nobile node. The Reply message contains
t he necessary codes to informthe nobile node about the status of its
Request, along with the lifetine granted by the home agent, which MAY
be snmaller than the original Request.

The foreign agent MJUST NOT increase the Lifetinme selected by the
nmobi l e node in the Registration Request, since the Lifetine is
covered by the Mbil e-Honme Authentication Extension, which cannot be
correctly (re)conputed by the foreign agent. The hone agent MJST NOT
increase the Lifetinme selected by the nobile node in the Registration
Request, since doing so could increase it beyond the nmaxi mum

Regi stration Lifetine allowed by the foreign agent. |If the Lifetine
received in the Registration Reply is greater than that in the

Regi stration Request, the Lifetine in the Request MUST be used. Wen
the Lifetime received in the Registration Reply is less than that in
the Registration Request, the Lifetinme in the Reply MJST be used.

| P fields:

Sour ce Address Typically copied fromthe destination
address of the Registration Request to which
the agent is replying. See Sections 3.7.2.3
and 3.8.3.1 for conplete details.

Destinati on Address Copi ed fromthe source address of the
Regi strati on Request to which the agent is

replying
UDP fields:
Sour ce Port <vari abl e>
Destination Port Copi ed fromthe source port of the

correspondi ng Regi strati on Request
(Section 3.7.1).
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The UDP header is followed by the Mobile IP fields shown bel ow

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Type | Code | Lifetinme |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Hone Address |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Hone Agent |
il s T T S S S S S i N T i ST S S S S S e e L T 2

I I
+ | dentification +
I I
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Extensions ...
S T S e e

Type 3 (Registration Reply)

Code A value indicating the result of the Registration
Request. See below for a list of currently defined Code
val ues.

Lifetine

If the Code field indicates that the registration was
accepted, the Lifetinme field is set to the nunber of
seconds remai ning before the registration is considered
expired. A value of zero indicates that the nobile node
has been deregistered. A value of Oxffff indicates
infinity. |If the Code field indicates that the

regi stration was denied, the contents of the Lifetine
field are unspecified and MJUST be ignored on reception.

Home Address
The | P address of the nobil e node.

Honme Agent
The | P address of the nobile node’s honme agent.
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I dentification

A 64-bit nunber used for matching Registration Requests
with Registration Replies, and for protecting agai nst
replay attacks of registration nessages. The value is
based on the lIdentification field fromthe Registration
Request nessage fromthe nobile node, and on the style of
replay protection used in the security context between
the nobile node and its hone agent (defined by the
mobility security association between them and SP

value in the Mbile-Hone Authentication Extension). See
Sections 5.4 and 5. 6.

Ext ensi ons

The fixed portion of the Registration Reply is foll owed
by one or nore of the Extensions listed in Section 3.5.
The Mbbil e- Hone Aut henticati on Extensi on MJST be incl uded
in all Registration Replies returned by the hone agent.
See Sections 3.7.2.2 and 3.8.3.3 for rules on placenent
of extensions to Reply messages.

The followi ng values are defined for use within the Code field.
Regi strati on successf ul

O registration accepted
1 registration accepted, but sinultaneous nobility
bi ndi ngs unsupport ed

Regi stration denied by the foreign agent:

64
65
66
67
68
69
70
71
72
73
80
81
82
88

Per ki ns

reason unspecified

admi ni stratively prohibited

i nsufficient resources

nmobi |l e node failed authentication

hone

agent failed authentication

requested Lifetinme too |ong

poorly fornmed Request

poorly formed Reply

request ed encapsul ati on unavail abl e

requested Van Jacobson conpressi on unavail abl e

home
home
home
home

net wor k unreachable (1 CVP error received)
agent host unreachable (ICWMP error received)
agent port unreachable (I CVMP error received)
agent unreachable (other 1CMP error received)
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Regi strati on deni ed by the honme agent:

128 reason unspecified

129 adm nistratively prohibited

130 insufficient resources

131 nobil e node failed authentication

132 foreign agent failed authentication

133 registration Identification m smatch
134 poorly fornmed Request

135 too many simnultaneous nobility bindings
136 unknown hone agent address

Up-to-date values of the Code field are specified in the nost recent
"Assi gned Numbers" [20].

3.5. Registration Extensions
3.5.1. Computing Authentication Extension Val ues

The Aut henticator val ue conputed for each authentication Extension
MUST protect the following fields fromthe regi strati on nessage:

- the UDP payload (that is, the Registration Request or
Regi strati on Reply data),

- all prior Extensions in their entirety, and
- the Type and Length of this Extension.

The default authentication algorithmuses keyed-NMD5 [21] in
"prefix+suffix" node to conpute a 128-bit "nessage digest" of the
regi stration nmessage. The default authenticator is a 128-bit val ue
conputed as the MD5 checksum over the the follow ng stream of bytes:

- the shared secret defined by the nmobility security association
bet ween the nodes and by SPI val ue specified in the
aut henti cati on Extension, followed by

- the protected fields fromthe registration nessage, in the order
speci fi ed above, followed by

- the shared secret again.

Note that the Authenticator field itself and the UDP header are NOT
included in the conputation of the default Authenticator value. See
Section 5.1 for information about support requirenments for nessage
aut henticati on codes, which are to be used with the various

aut henti cati on Extensions.
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The Security Paranmeter Index (SPI) within any of the authentication
Ext ensi ons defines the security context which is used to conpute the
Aut henti cator val ue and whi ch MJUST be used by the receiver to check
that value. |In particular, the SPI selects the authentication

al gorithm and node (Section 5.1) and secret (a shared key, or
appropriate public/private key pair) used in conmputing the

Aut henticator. 1In order to ensure interoperability between different
i npl ementations of the Mobile I P protocol, an inplenmentati on MIST be
abl e to associate any SPI value with any authentication al gorithm and
node which it inplenments. |In addition, all inplenentations of Mbile
| P MUST i npl ement the default authentication algorithm (keyed-VD5)
and node ("prefix+suffix") defined above.

3.5.2. Mobil e-Hone Authentication Extension

Exactly one Mbil e-Honme Authentication Extension MJIST be present in
all Registration Requests and Regi stration Replies, and is intended
to elimnate problenms [2] which result fromthe uncontrolled
propagation of renote redirects in the Internet. The |ocation of the
extension marks the end of the authenticated data.

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Type | Lengt h | SPI
il s T T S S S S S i N T i ST S S S S S e e L T 2
... SPI (cont.) | Aut henti cat or
il s T T S S S S S i N T i ST S S S S S e e L T 2
Type 32
Lengt h 4 plus the nunber of bytes in the Authenticator
SPI Security Parameter Index (4 bytes). An opaque

identifier (see Section 1.6).
Aut henti cat or (variable length) (See Section 3.5.1.)
3.5.3. Mdbile-Foreign Authentication Extension
Thi s Extension MAY be included in Registration Requests and Replies
in cases in which a nobility security association exists between the

nmobi | e node and the foreign agent. See Section 5.1 for infornmation
about support requirenments for nmessage authentication codes.
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0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Type | Lengt h | SPI
il s T T S S S S S i N T i ST S S S S S e e L T 2
SPI (cont.) | Aut henti cat or
il s T T S S S S S i N T i ST S S S S S e e L T 2
Type 33
Lengt h 4 plus the nunber of bytes in the Authenticator
SPI Security Parameter Index (4 bytes). An opaque

identifier (see Section 1.6).
Aut henti cat or (variable length) (See Section 3.5.1.)
3.5.4. Foreign-Home Authentication Extension

Thi s Extension MAY be included in Registration Requests and Replies
in cases in which a nobility security association exists between the
foreign agent and the hone agent. See Section 5.1 for infornmation
about support requirenments for nessage authentication codes.

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Type | Lengt h | SPI
il s T T S S S S S i N T i ST S S S S S e e L T 2
SPI (cont.) | Aut henti cat or
il s T T S S S S S i N T i ST S S S S S e e L T 2
Type 34
Lengt h 4 plus the nunber of bytes in the Authenticator
SPI Security Parameter Index (4 bytes). An opaque

identifier (see Section 1.6).
Aut henti cat or (variable length) (See Section 3.5.1.)
3.6. Mbile Node Consi derations
A mobil e node MJUST be configured with its hone address, a netmask
and a nmobility security association for each home agent. In
addition, a nobile node MAY be configured with the | P address of one

or nore of its home agents; otherw se, the nobile node MAY di scover a
honme agent using the procedures described in Section 3.6.1.2.
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For each pending registration, the nobile node nmintains the
follow ng information

the link-layer address of the foreign agent to which the
Regi strati on Request was sent, if applicable,

- the I P destination address of the Regi stration Request,

- the care-of address used in the registration,

- the ldentification value sent in the registration

- the originally requested Lifetine, and

- the remaining Lifetine of the pending registration.

A mobile node SHOULD initiate a registration whenever it detects a
change in its network connectivity. See Section 2.4.2 for nethods by
whi ch nobil e nodes MAY make such a determination. Wen it is away
from hone, the nobile node’s Registration Request allows its homne
agent to create or nodify a nmobility binding for it. Wen it is at
honme, the nobile node’'s (de)Registration Request allows its home
agent to delete any previous nmobility binding(s) for it. A nobile
node operates wi thout the support of nmobility functions when it is at
hore.

There are other conditions under which the nobile node SHOULD
(re)register with its foreign agent, such as when the nobil e node
detects that the foreign agent has rebooted (as specified in Section
2.4.4) and when the current registration's Lifetine is near
expiration.

In the absence of |ink-layer indications of changes in point of
attachment, Agent Advertisenments from new agents SHOULD NOT cause a
nmobil e node to attenpt a new registration, if its current

regi stration has not expired and it is still also receiving Agent
Advertisenments fromthe foreign agent with which it is currently
regi stered. |In the absence of |ink-layer indications, a nobile node

MUST NOT attenpt to register nore often than once per second.

A nmobil e node MAY register with a different agent when transport-

| ayer protocols indicate excessive retransm ssions. A nobile node
MUST NOT consi der reception of an |CMP Redirect froma foreign agent
that is currently providing service to it as reason to register with
a new foreign agent. Wthin these constraints, the nobile node NMAY
regi ster again at any tine.

Appendi x D shows sone exanples of how the fields in registration
nmessages woul d be set up in sonme typical registration scenari os.

Per ki ns St andar ds Track [ Page 35]



RFC 2002 | P Mobility Support Cct ober 1996

3.6.1. Sending Registration Requests

The followi ng sections specify details for the values the nobile node
MUST supply in the fields of Registration Request nessages.

3.6.1.1. IP Fields

This section provides the specific rules by which nobile nodes pick
val ues for the I P header fields of a Registration Request.

| P Sour ce Address:

- Wien registering on a foreign network with a co-1ocated care-of
address, the | P source address MJST be the care-of address.

- In all other circunstances, the |IP source address MJST be the
nmobi | e node’ s honme address.

| P Destinati on Address:

- Wen the nobile node has discovered the agent with which it is
regi stering, through sone neans (e.g., link-layer) that does not
provide the I P address of the agent (the |IP address of the agent
is unknown to the nobile node), then the "All Mbility Agents"
mul ti cast address (224.0.0.11) MJIST be used. In this case, the
nmobi | e node MUST use the agent’s |ink-layer unicast address in
order to deliver the datagramto the correct agent.

- Wien registering with a foreign agent, the address of the agent
as learned fromthe I P source address of the correspondi ng Agent
Advertisenment MJST be used. |In addition, when transmtting
this Regi strati on Request nessage, the nobile node MJST use a
Iink-1ayer destination address copied fromthe |ink-1layer source
address of the Agent Advertisenent nmessage in which it |earned
this foreign agent’s | P address.

- Wen the nobile node is registering directly with its hone

agent and knows the (unicast) |IP address of its hone agent, the
destinati on address MJST be set to this address.
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- If the nobile node is registering directly with its hone
agent, but does not know the I P address of its home agent,
the nobil e node may use dynani ¢ hone agent address resol ution
to automatically determ ne the I P address of its home agent
(Section 3.6.1.2). 1In this case, the IP destination address is
set to the subnet-directed broadcast address of the nobile node’s
honme network. This address MJST NOT be used as the destination
| P address if the nobile node is registering via a foreign agent,
al though it MAY be used as the Hone Agent address in the body of
t he Regi strati on Request when registering via a foreign agent.

IP Tinme to Live:

- The IP TTL field MJST be set to 1 if the |P destination address
is set to the "All Mbility Agents" nulticast address as
descri bed above. Qherwi se a suitable value should be chosen in
accordance with standard IP practice [19].

3.6.1.2. Registration Request Fields

This section provides specific rules by which nobil e nodes pick
values for the fields within the fixed portion of a Registration
Request .

A mobile node MAY set the 'S bit in order to request that the home
agent maintain prior nmobility binding(s). Oherw se, the hone agent
del etes any previous binding(s) and replaces themw th the new

bi nding specified in the Registration Request. Miltiple sinultaneous
nmobi lity bindings are likely to be useful when a nobile node using at
| east one wireless network interface noves within wrel ess

transm ssion range of nore than one foreign agent. |P explicitly

all ows duplication of datagrans. When the hone agent all ows

si mul taneous bindings, it will tunnel a separate copy of each
arriving datagramto each care-of address, and the nobile node w |
receive nultiple copies of datagrans destined to it.

The nobil e node SHOULD set the 'D bit if it is registering with a
co-located care-of address. Oherwise, the 'D bit MJST NOT be set.

A mobile node MAY set the "B bit to request its hone agent to
forward to it, a copy of broadcast datagramnms received by its hone
agent fromthe home network. The nmethod used by the home agent to
forward broadcast datagrans depends on the type of care-of address
regi stered by the nobile node, as determined by the 'D bit in the
nmobi | e node’ s Regi stration Request:
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- If the 'D bit is set, then the nobile node has indicated that it
wi || decapsul ate any datagrans tunneled to this care-of address
itself (the nobile node is using a co-located care-of address).
In this case, to forward such a received broadcast datagramto
the nmobil e node, the home agent MUST tunnel it to this care-of
address. The nobil e node de-tunnels the received datagramin the
same way as any other datagramtunneled directly to it.

- If the "D bit is NOT set, then the nobile node has indicated
that it is using a foreign agent care-of address, and that the
foreign agent will thus decapsul ate arriving datagrans before
forwarding themto the nobile node. 1In this case, to forward
such a received broadcast datagramto the nobil e node, the home
agent MJST first encapsul ate the broadcast datagramin a uni cast
dat agram addressed to the nobile node’s hone address, and then
MUST tunnel this resulting datagramto the nobile node’ s care- of
addr ess.

When decapsul ated by the foreign agent, the inner datagramwill
thus be a unicast | P datagram addressed to the nobil e node,
identifying to the foreign agent the intended destination of the
encapsul ated broadcast datagram and will be delivered to the
nobi | e node in the same way as any tunnel ed datagram arriving for
the nobile node. The foreign agent MUST NOT decapsul ate the
encapsul at ed broadcast dat agram and MJST NOT use a | ocal network
broadcast to transmt it to the nobile node. The nobile node thus
MUST decapsul ate the encapsul ated broadcast datagramitself, and
thus MUST NOT set the "B bit in its Registration Request in this
case unless it is capable of decapsul ati ng dat agrans.

The nobil e node MAY request alternative forns of encapsul ati on by
setting the "M bit and/or the "G bit, but only if the nobile node
is decapsulating its own datagrans (the nobile node is using a co-

| ocated care-of address) or if its foreign agent has indicated
support for these forms of encapsul ation by setting the correspondi ng
bits in the Mbility Agent Adverti senent Extension of an Agent
Advertisenent received by the nobile node. Qherw se, the nobile
node MUST NOT set these bits.

The Lifetinme field is chosen as foll ows:

- If the nobile node is registering with a foreign agent, the
Li feti me SHOULD NOT exceed the value in the Registration Lifetine
field of the Agent Advertisement nessage received fromthe
foreign agent. Wen the nmethod by which the care-of address is
| earned does not include a Lifetinme, the default | CVMP Router
Advertisenent Lifetine (1800 seconds) MAY be used.
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- The nobile node MAY ask a hone agent to delete a particul ar
mobi ity binding, by sending a Registration Request with the
care-of address for this binding, with the Lifetinme field set to
zero (Section 3.8.2).

- Simlarly, a Lifetine of zero is used when the nobil e node
deregi sters all care-of addresses, such as upon returning hone.

The Horme Agent field MJST be set to the address of the nobile node’s
honme agent, if the nobile node knows this address. Qherw se, the
nmobi | e node MAY use dynami ¢ honme agent address resolution to |earn
the address of its honme agent. |In this case, the nobile node MJST
set the Hone Agent field to the subnet-directed broadcast address of
t he nobil e node’s home network. Each home agent receiving such a
Regi strati on Request with a broadcast destination address MJST reject
the nobile node’s registration and SHOULD return a rejection

Regi stration Reply indicating its unicast |IP address for use by the
nmobil e node in a future registration attenpt.

The Care-of Address field MJUST be set to the value of the particular
care-of address that the nobile node wishes to (de)register. In the
speci al case in which a nobile node wi shes to deregister all care-of
addresses, it MJST set this field to its home address.

The nobil e node chooses the Identification field in accordance with
the style of replay protection it uses with its honme agent. This is
part of the nobility security association the nobile node shares with
its home agent. See Section 5.6 for the nmethod by which the nobile
node conputes the Identification field.

3.6.1.3. Extensions
This section describes the ordering of any nandatory and any opti onal
Ext ensi ons that a nobil e node appends to a Regi strati on Request.
This follow ng ordering MJST be foll owed:

a) The | P header, followed by the UDP header, foll owed by the
fi xed-length portion of the Registration Request, followed by

b) I f present, any non-authentication Extensions expected to be
used by the hone agent (which may or may not al so be used by
the foreign agent), followed by

c) The Mbbil e- Hone Aut hentication Extension, followed by

d) | f present, any non-authentication Extensions used only by
the foreign agent, followed by
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e) The Mbbil e- Forei gn Authentication Extension, if present.

Note that itens (a) and (c) MJST appear in every Registrati on Request
sent by the nobile node. Itens (b), (d), and (e) are optional
However, item (e) MJST be included when the nobile node and the
foreign agent share a nobility security association

3.6.2. Receiving Registration Replies

Regi stration Replies will be received by the nobile node in response
to its Registration Requests. Registration Replies generally fal
into three categories:

- the registrati on was accepted,
- the registration was denied by the foreign agent, or
- the registration was deni ed by the hone agent.

The remai nder of this section describes the Registration Reply
handling by a nobile node in each of these three categories.

3.6.2.1. Validity Checks

Regi stration Replies with an invalid, non-zero UDP checksum MJST be
silently discarded.

In addition, the loworder 32 bits of the Identification field in the
Regi strati on Reply MJST be conpared to the | oworder 32 bits of the
Identification field in the nbst recent Registration Request sent to
the replying agent. |If they do not match, the Reply MJST be silently
di scar ded.

Al so, the authentication in the Registration Reply MJST be checked.
That is, the nobile node MJUST check for the presence of a valid

aut hentication Extension, acting in accordance with the Code field in
the Reply. The rules are as foll ows:

a) If the nobile node and the foreign agent share a
mobility security association, exactly one Mobil e-Foreign
Aut henti cati on Extension MJST be present in the Registration
Reply, and the nobile node MJUST check the Authenticator
value in the Extension. |f no Mobil e-Foreign Authentication
Extension is found, or if nore than one Mbobil e-Foreign
Aut henti cation Extension is found, or if the Authenticator is
invalid, the nobile node MIST silently discard the Reply and
SHOULD | og the event as a security exception.
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b) If the Code field indicates that service is denied by
the hone agent, or if the Code field indicates that the
regi stration was accepted by the hone agent, exactly one
Mobi | e- Hone Aut henti cati on Extensi on MIST be present in
the Registration Reply, and the nobile node MJST check the
Aut henticator value in the Extension. |If no Mbile-Hone
Aut henticati on Extension is found, or if nore than one
Mobi | e- Hone Aut hentication Extension is found, or if the
Aut henticator is invalid, the nobile node MJST silently
di scard the Reply and SHOULD | og the event as a security
excepti on.

If the Code field indicates an authentication failure, either at the
foreign agent or the home agent, then it is quite possible that any
aut henticators in the Registration Reply will also be in error. This
coul d happen, for exanple, if the shared secret between the nobile
node and honme agent was erroneously configured. The nobile node
SHOULD | og such errors as security exceptions.

3.6.2.2. Registration Request Accepted

If the Code field indicates that the request has been accepted, the
nmobi | e node SHOULD configure its routing table appropriately for its
current point of attachment (Section 4.2.1).

If the nobile node is returning to its honme network and that network
is one which inplements ARP, the nobile node MIUST follow the
procedures described in Section 4.6 with regard to ARP, proxy ARP,
and gratuitous ARP.

I f the nobile node has registered on a foreign network, it SHOULD
re-register before the expiration of the Lifetime of its
registration. As described in Section 3.6, for each pending

Regi strati on Request, the nobile node MJST nmintain the renaining
lifetime of this pending registration, as well as the original
Lifetine fromthe Registration Request. Wen the nobile node
receives a valid Registration Reply, the nobile node MJST decrease
its view of the remaining lifetinme of the registration by the anount
by which the home agent decreased the originally requested Lifetine.
This procedure is equivalent to the nobile node starting a timer for
the granted Lifetine at the tine it sent the Registration Request,
even though the granted Lifetinme is not known to the nobile node
until the Registration Reply is received. Since the Registration
Request is certainly sent before the home agent begins timng the
registration Lifetinme (al so based on the granted Lifetine), this
procedure ensures that the nobile node will re-register before the
honme agent expires and deletes the registration, in spite of possibly
non- negligi bl e transm ssion del ays for the origi nal Registration
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Request and Reply that started the tinming of the Lifetine at the
nobi | e node and its hone agent.

3.6.2.3. Registration Request Denied

If the Code field indicates that service is being denied, the nobile
node SHOULD |l og the error. In certain cases the nobile node may be
able to "repair" the error. These include:

Code 69: (Denied by foreign agent, Lifetine too |ong)

In this case, the Lifetine field in the Registration Reply wil|
contain the maxi mum Lifetinme value which that foreign agent is

willing to accept in any Registration Request. The nobile node
MAY attenpt to register with this same agent, using a Lifetine

in the Registration Request that MJST be less than or equal to

the val ue specified in the Reply.

Code 133: (Denied by hone agent, ldentification m snatch)

In this case, the Identification field in the Registration
Reply will contain a value that allows the nobile node to
synchroni ze with the home agent, based upon the style of replay
protection in effect (Section 5.6). The nopbile node MJST

adj ust the paranmeters it uses to conpute the lIdentification
field based upon the infornmation in the Registration Reply,
before issuing any future Registration Requests.

Code 136: (Denied by honme agent, Unknown hone agent address)

This code is returned by a honme agent when the nobile node is
perform ng dynam c honme agent address resol ution as described
in Sections 3.6.1.1 and 3.6.1.2. 1In this case, the Honme Agent
field within the Reply will contain the unicast |P address of
the honme agent returning the Reply. The nobile node MAY then
attenpt to register with this home agent in future Registration
Requests. In addition, the nobile node SHOULD adj ust the
paranmeters it uses to conmpute the Identification field based
upon the corresponding field in the Registration Reply, before
i ssuing any future Registrati on Requests.

3.6.3. Registration Retransm ssion

When no Registration Reply has been received within a reasonabl e
time, another Registration Request MAY be transmitted. When

ti mestanps are used, a new registration lIdentification is chosen for
each retransm ssion; thus it counts as a new registration. Wen
nonces are used, the unanswered Request is retransmtted unchanged;
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thus the retransm ssion does not count as a new registration (Section
5.6). In this way a retransmission will not require the hone agent
to resynchronize with the nobil e node by issuing another nonce in the
case in which the original Registration Request (rather than its

Regi strati on Reply) was | ost by the network.

The maxi mumtinme until a new Regi stration Request is sent SHOULD be
no greater than the requested Lifetine of the Registration Request.
The m ni mum val ue SHOULD be | arge enough to account for the size of
the nmessages, twice the round trip tinme for transm ssion to the hone
agent, and at |east an additional 100 milliseconds to allow for
processi ng the nmessages before responding. The round trip tinme for
transnission to the hone agent will be at |least as large as the tine
required to transnmit the nessages at the link speed of the nobile
node’ s current point of attachment. Sonme circuits add another 200
mlliseconds of satellite delay in the total round trip time to the
honme agent. The minimumtine between Regi stration Requests MJST NOT
be less than 1 second. Each successive retransmi ssion tineout period
SHOULD be at |east twice the previous period, as long as that is |ess
than the maxi num as specified above.

3.7. Foreign Agent Considerations

The foreign agent plays a nostly passive role in Mbile IP

registration. It relays Registration Requests between nobil e nodes
and home agents, and, when it provides the care-of address,
decapsul ates datagrans for delivery to the nobile node. It SHOULD

al so send periodic Agent Advertisenment nessages to advertise its
presence as described in Section 2.3, if not detectable by I|ink-Iayer
neans.

A foreign agent MJST NOT transmit a Registration Request except when
rel aying a Registration Request received froma nobile node, to the
nmobi | e node’ s hone agent. A foreign agent MJST NOT transnit a

Regi strati on Reply except when relaying a Registration Reply received
froma nobile node’s home agent, or when replying to a Registration
Request received froma nobile node in the case in which the foreign
agent is denying service to the nobile node. 1In particular, a
foreign agent MJST NOT generate a Registration Request or Reply
because a nobile node's registration Lifetine has expired. A foreign
agent al so MJUST NOT originate a Registration Request nessage that
asks for deregistration of a nobile node; however, it MJST rel ay
valid (de)Regi stration Requests originated by a nobile node.
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3.7.1. Configuration and Registration Tables

Each foreign agent MJUST be configured with a care-of address. In
addi tion, for each pending or current registration, the foreign agent
MUST maintain a visitor list entry containing the follow ng

i nformati on obtained fromthe nobile node’s Registrati on Request:

- the link-layer source address of the nobile node

- the I P Source Address (the nobile node’s Honme Address)

- the I P Destination Address (as specified in 3.6.2.3)

- the UDP Source Port

- the Hone Agent address

- the ldentification field

- the requested registration Lifetine, and

- the remaining Lifetine of the pending or current registration.

As with any node on the Internet, a foreign agent MAY al so share
mobility security associations with any other nodes. When relaying a
Regi strati on Request froma nobile node to its hone agent, if the
foreign agent shares a nobility security association with the hone
agent, it MJST add a Forei gn-Hone Authentication Extension to the
Request and MUST check the required Forei gn-Honme Authentication
Extension in the Registration Reply fromthe hone agent (Sections 3.3
and 3.4). Similarly, when receiving a Registration Request froma
nobil e node, if the foreign agent shares a nobility security
association with the nobile node, it MJST check the required Mbile-
Forei gn Aut hentication Extension in the Request and MJST add a

Mobi | e- For ei gn Aut henti cati on Extension to the Registration Reply to
t he nobil e node.

3.7.2. Receiving Registration Requests

If the foreign agent accepts a Registration Request froma nobile
node, it then MUST relay the Request to the indicated honme agent.

O herwise, if the foreign agent denies the Request, it MJST send a
Regi stration Reply to the nobile node with an appropriate deni al
Code, except in cases where the foreign agent would be required to
send out nore than one such denial per second to the sanme nobile
node. The followi ng sections describe this behavior in nore detail.

If a foreign agent receives a Registration Request from a nobile node
inits visitor list, the existing visitor list entry for the nmobile
node SHOULD NOT be deleted or nodified until the foreign agent
receives a valid Registration Reply fromthe home agent with a Code

i ndi cati ng success. The foreign agent MJST record the new pendi ng
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Request separately fromthe existing visitor list entry for the
nmobi l e node. |If the Registrati on Request requests deregistration
the existing visitor list entry for the nobile node SHOULD NOT be
deleted until the foreign agent has received a successful

Regi stration Reply. |If the Registration Reply indicates that the
Request (for registration or deregistration) was denied by the hone
agent, the existing visitor list entry for the nobile node MJST NOT
be nodified as a result of receiving the Registration Reply.

3.7.2.1. Validity Checks

Regi stration Requests with an invalid, non-zero UDP checksum MJUST be
silently discarded.

Al so, the authentication in the Registration Request MJST be checked.
If the foreign agent and the nobile node share a nobility security
associ ati on, exactly one Mobil e-Foreign Authentication Extension MJST
be present in the Registration Request, and the foreign agent MJST
check the Authenticator value in the Extension. |f no Mbile-Foreign
Aut hentication Extension is found, or if nore than one Mbil e-Foreign
Aut henti cati on Extension is found, or if the Authenticator is
invalid, the foreign agent MJST silently discard the Request and
SHOULD | og the event as a security exception. The foreign agent also
SHOULD send a Registration Reply to the nobile node with Code 67.

3.7.2.2. Forwarding a Valid Request to the Honme Agent

If the foreign agent accepts the nobile node’s Registrati on Request,
it MIUST relay the Request to the nobile node’'s home agent as
specified in the Home Agent field of the Registration Request. The
foreign agent MJST NOT nodify any of the fields beginning with the
fixed portion of the Registration Request up through and incl uding

t he Mobil e- Honme Aut hentication Extension. O herw se, an
authentication failure is very likely to occur at the honme agent. In
addition, the foreign agent proceeds as foll ows:

- It MJUST process and renove any Extensions follow ng the
Mobi | e- Hone Aut henti cati on Extension

- It MAY append any of its own non-authentication Extensions of
rel evance to the hone agent, if applicable, and

- It MJST append the Forei gn-Hone Authentication Extension, if the
foreign agent shares a nobility security association with the hone
agent .
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Specific fields within the I P header and the UDP header of the
rel ayed Registrati on Request MJST be set as follows:

| P Source Address
The foreign agent’s address on the interface from which
the nmessage will be sent.

| P Destination Address
Copied fromthe Home Agent field within the Registration
Request .

UDP Source Port
<vari abl e>

UDP Desti nati on Port
434

After forwarding a valid Registration Request to the honme agent, the
foreign agent MJST begin tinmng the remaining lifetine of the pending
regi stration based on the Lifetinme in the Registration Request. |If
this lifetime expires before receiving a valid Registration Reply,
the foreign agent MJST delete its visitor list entry for this pending
regi stration.

3.7.2.3. Denying Invalid Requests

If the foreign agent denies the nobile node’s Registration Request
for any reason, it SHOULD send the nobile node a Registration Reply
with a suitable denial Code. In such a case, the Hone Address, Hone
Agent, and ldentification fields within the Registration Reply are
copied fromthe corresponding fields of the Registration Request.

If the Reserved field is nonzero, the foreign agent MJST deny the
Request and SHOULD return a Registration Reply with status code 70 to

the nmobile node. |If the Request is being denied because the
requested Lifetinme is too long, the foreign agent sets the Lifetine
inthe Reply to the maximum Lifetine value it is willing to accept in

any Regi stration Request, and sets the Code field to 69. O herw se,
the Lifetime SHOULD be copied fromthe Lifetime field in the Request.

Specific fields within the I P header and the UDP header of the
Regi strati on Reply MJST be set as follows:

| P Source Address
Copied fromthe |P Destination Address of Registration
Request, unless the "All Agents Milticast" address was
used. In this case, the foreign agent’s address (on the
interface fromwhich the nessage will be sent) MJST be
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used.

| P Destination Address
Copied fromthe | P Source Address of the Registration
Request .

UDP Source Port
434

UDP Destination Port
Copied fromthe UDP Source Port of the Registration
Request .

3.7.3. Receiving Registration Replies

The foreign agent updates its visitor list when it receives a valid
Regi stration Reply froma honme agent. It then relays the

Regi stration Reply to the nobile node. The follow ng sections
descri be this behavior in nore detail.

I f upon relaying a Registration Request to a hone agent, the foreign
agent receives an |CVWP error nmessage instead of a Registration Reply,
then the foreign agent SHOULD send to the nobile node a Registration
Reply with an appropriate "Hone Agent Unreachabl e" failure Code
(within the range 80-95, inclusive). See Section 3.7.2.3 for details
on building the Registration Reply.

3.7.3.1. Validity Checks

Regi stration Replies with an invalid, non-zero UDP checksum MJST be
silently discarded.

When a foreign agent receives a Registration Reply nessage, it MJST
search its visitor list for a pending Registration Request with the
sane nobil e node hone address as indicated in the Reply. If no
pendi ng Request is found, the foreign agent MJST silently discard the
Reply. The foreign agent MJUST also silently discard the Reply if the
| ow-order 32 bits of the Identification field in the Reply do not
match those in the Request.

Al so, the authentication in the Registration Reply MJST be checked.

If the foreign agent and the home agent share a nobility security
associ ation, exactly one Forei gn-Home Authentication Extension MJST
be present in the Registration Reply, and the foreign agent MJST
check the Authenticator value in the Extension. |f no Foreign-Hone
Aut henti cation Extension is found, or if nobre than one Foreign-Home
Aut henti cation Extension is found, or if the Authenticator is

invalid, the foreign agent MJST silently discard the Reply and SHOULD
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Il og the event as a security exception. The foreign agent also MJST
reject the nobile node’s registration and SHOULD send a Registration
Reply to the nobile node with Code 68.

3.7.3.2. Forwarding Replies to the Mbile Node

A Registration Reply which satisfies the validity checks of Section
3.8.2.1 is relayed to the nobile node. The foreign agent MJST al so
update its visitor list entry for the nobile node to reflect the
results of the Registration Request, as indicated by the Code field
inthe Reply. |If the Code indicates that the nobile node has
accepted the registration and the Lifetinme field is nonzero, the
foreign agent MJUST set the Lifetine in the visitor list entry to the
val ue specified in the Lifetinme field of the Registration Reply. |If,
i nstead, the Code indicates that the Lifetine field is zero, the
foreign agent MJST delete its visitor list entry for the nobile node.
Finally, if the Code indicates that the registrati on was deni ed by
the honme agent, the foreign agent MJST del ete its pending
registration list entry, but not its visitor list entry, for the
nobi | e node.

The foreign agent MJUST NOT nodify any of the fields beginning with
the fixed portion of the Registration Reply up through and incl uding
t he Mbbil e- Home Aut hentication Extension. Oherw se, an
authentication failure is very likely to occur at the nobile node.
In addition, the foreign agent SHOULD performthe follow ng
addi ti onal procedures:

- It MJUST process and renove any Extensions follow ng the
Mobi | e- Hone Aut henti cati on Extension

- It MAY append its own non-authentication Extensions of rel evance
to the nobile node, if applicable, and

- It MJST append the Mobil e-Foreign Authentication Extension, if
the foreign agent shares a nobility security association with the
nobi | e node.

Specific fields within the I P header and the UDP header of the
rel ayed Registration Reply are set according to the sane rules
specified in Section 3.7.2.3.

After forwarding a valid Registration Reply to the nmobile node, the
foreign agent MJST update its visitor list entry for this
registration as follows. |If the Registration Reply indicates that
the registration was accepted by the hone agent, the foreign agent
resets its timer of the lifetime of the registration to the Lifetine
granted in the Registration Reply; unlike the nobile node’s timng of
the registration lifetinme as described in Section 3.6.2.2, the
foreign agent considers this lifetime to begin when it forwards the
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Regi strati on Reply nessage, ensuring that the foreign agent will not
expire the registration before the nobile node does. On the other
hand, if the Registration Reply indicates that the registrati on was
rejected by the honme agent, the foreign agent deletes its visitor
list entry for this attenpted registration.

3.8. Home Agent Considerations

Hone agents play a reactive role in the registration process. The
honme agent receives Registration Requests fromthe nobile node
(perhaps relayed by a foreign agent), updates its record of the
nmobi lity bindings for this nobile node, and issues a suitable

Regi stration Reply in response to each.

A horme agent MUST NOT transnmit a Registration Reply except when
replying to a Registration Request received froma nobile node. In
particul ar, the honme agent MJST NOT generate a Registration Reply to
indicate that the Lifetinme has expired.

3.8.1. Configuration and Registration Tables

Each home agent MJST be configured with an I P address and with the
prefix size for the home network. The home agent MJUST be confi gured
with the hone address and nobility security associati on of each

aut hori zed nobile node that it is serving as a home agent. Wen the
honme agent accepts a valid Registration Request froma nobile node
that it serves as a hone agent, the honme agent MJUST create or nodify
the entry for this nobile node in its nmobility binding |list
cont ai ni ng:

- the mobile node’s care-of address
- the ldentification field fromthe Registration Reply
- the remaining Lifetine of the registration

The honme agent MAY also naintain nobility security associations with
various foreign agents. Wen receiving a Registration Request froma
foreign agent, if the hone agent shares a nobility security
association with the foreign agent, the home agent MJST check the
Aut henticator in the required Foreign-Home Authentication Extension
in the nmessage, based on this nobility security association
Simlarly, when sending a Registration Reply to a foreign agent, if
the home agent shares a nobility security association with the
foreign agent, the hone agent MJST include a Foreign-Hone

Aut henti cati on Extension in the nessage, based on this nmobility
security association.

3.8.2. Receiving Registration Requests
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If the hone agent accepts an incom ng Registration Request, it MJST
update its record of the the nmobile node’s nobility binding(s) and
SHOULD send a Registration Reply with a suitable Code. O herw se
(the home agent denies the Request), it SHOULD send a Registration
Reply with an appropriate Code specifying the reason the Request was
denied. The follow ng sections describe this behavior in nore
detail.

3.8.2.1. Validity Checks

Regi stration Requests with an invalid, non-zero UDP checksum MJUST be
silently discarded by the honme agent.

The authentication in the Registrati on Request MJST be checked. This
i nvol ves the follow ng operations:

a) The home agent MUST check for the presence of a valid
Mobi | e- Hone Aut henti cati on Extension, and performthe
i ndi cated authentication. Exactly one Mobil e-Hone
Aut henti cati on Extension MJUST be present in the Registration
Request, and the hone agent MJST check the Authenticator
value in the Extension. |f no Mobile-Honme Authentication
Extension is found, or if nore than one Mbbil e- Hone
Aut henti cation Extension is found, or if the Authenticator
is invalid, the home agent MJST reject the nobile node's
regi stration and SHOULD send a Registration Reply to the
nmobi I e node with Code 131. The honme agent MJST then discard
t he Request and SHOULD |l og the error as a security exception

b) The home agent MUST check that the registration
Identification field is correct using the context sel ected by
the SPI within the Mbile-Home Authentication Extension. See
Section 5.6 for a description of howthis is perforned. |If
i ncorrect, the honme agent MJST reject the Request and SHOULD
send a Registration Reply to the nobile node with Code 133,
including an lIdentification field conmputed in accordance with
the rules specified in Section 5.6. The hone agent MJST do
no further processing with such a Request, though it SHOULD
log the error as a security exception

c) If the hone agent shares a nobility security association with
the foreign agent, the home agent MJUST check for the presence
of a valid Foreign-Honme Authentication Extension. Exactly
one Forei gn-Home Aut hentication Extension MJST be present in
the Registration Request in this case, and the hone agent
MUST check the Authenticator value in the Extension. |f no
For ei gn- Home Aut hentication Extension is found, or if nore
t han one Forei gn-Honme Aut hentication Extension is found, or
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if the Authenticator is invalid, the home agent MJST reject
the nobil e node’s registration and SHOULD send a Registration
Reply to the nobile node with Code 132. The home agent

MUST then discard the Request and SHOULD | og the error as a
security exception

In addition to checking the authentication in the Registration
Request, honme agents MJST deny Registration Requests that are sent to
t he subnet-directed broadcast address of the hone network (as opposed
to being unicast to the hone agent). The home agent MJUST discard the
Request and SHOULD returning a Registration Reply with a Code of 136.
In this case, the Registration Reply will contain the hone agent’s
uni cast address, so that the nobile node can re-issue the

Regi stration Request with the correct hone agent address.

3.8.2.2. Accepting a Valid Request

If the Registration Request satisfies the validity checks in Section
3.8.2.1, and the honme agent is able to accompdate the Request, the
honme agent MJST update its nobility binding |ist for the requesting
nobi | e node and MJUST return a Registration Reply to the nobile node.
In this case, the Reply Code will be either O if the honme agent
supports sinmultaneous nobility bindings, or 1 if it does not. See
Section 3.8.3 for details on building the Registration Reply nessage.

The honme agent updates its record of the nobile node’'s mobility
bi ndi ngs as foll ows, based on the fields in the Registration Request:

- If the Lifetine is zero and the Care-of Address equals the nobile
node’ s home address, the hone agent deletes all of the entries in
the nobility binding list for the requesting nobile node. This
is how a nmobile node requests that its home agent cease providing
mobility services.

- If the Lifetine is zero and the Care-of Address does not equa
the nobil e node’s hone address, the honme agent deletes only the
entry containing the specified Care-of Address fromthe mobility
binding list for the requesting nobile node. Any other active
entries containing other care-of addresses will renain active.

- If the Lifetine is nonzero, the hone agent adds an entry
containing the requested Care-of Address to the nobility binding
list for the nobile node. |If the 'S bit is set and the hone
agent supports simultaneous nobility bindings, the previous
mobility binding entries are retained. Oherw se, the hone agent
renoves all previous entries in the nobility binding list for the
nobi | e node.
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In all cases, the hone agent MJST send a Registration Reply to the
source of the Registration Request, which night indeed be a different
foreign agent than that whose care-of address is being
(de)registered. |If the home agent shares a nobility security
association with the foreign agent whose care-of address is being
deregi stered, and that foreign agent is different fromthe one which
rel ayed the Registration Request, the hone agent MAY additionally
send a Registration Reply to the foreign agent whose care-of address
is being deregistered. The home agent MJUST NOT send such a Reply if
it does not share a nobility security association with the foreign
agent. If no Reply is sent, the foreign agent’s visitor list wll
expire naturally when the original Lifetinme expires.

The horme agent MUST NOT increase the Lifetine above that specified by
the nobile node in the Registration Request. However, it is not an
error for the nobile node to request a Lifetinme |onger than the home
agent is willing to accept. 1In this case, the home agent sinply
reduces the Lifetinme to a perm ssible value and returns this value in
the Registration Reply. The Lifetinme value in the Registration Reply
informs the nobile node of the granted lifetinme of the registration,

i ndicating when it SHOULD re-register in order to nmaintain continued
service. After the expiration of this registration lifetinme, the
honme agent MJST delete its entry for this registrationinits

nmobi lity binding |ist.

If the Registration Request duplicates an accepted current

Regi stration Request, the new Lifetinme MJST NOT extend beyond the
Lifetine originally granted. A Registration Request is a duplicate
if the home address, care-of address, and ldentification fields al
equal those of an accepted current registration

In addition, if the hone network inplenments ARP [16], and the

Regi strati on Request asks the hone agent to create a nobility binding
for a nobil e node which previously had no binding (the nobile node
was previously assuned to be at hone), then the home agent MJIST
follow the procedures described in Section 4.6 with regard to ARP
proxy ARP, and gratuitous ARP. |If the nobile node already had a
previous nobility binding, the home agent MJST continue to foll owthe
rules for proxy ARP described in Section 4.6.

3.8.2.3. Denying an Invalid Request

If the Registration Reply does not satisfy all of the validity checks
in Section 3.8.2.1, or the hone agent is unable to accommopdate the
Request, the honme agent SHOULD return a Registration Reply to the
nobi |l e node with a Code that indicates the reason for the error. |If
a foreign agent was involved in relaying the Request, this allows the
foreign agent to delete its pending visitor list entry. Also, this
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informs the nobile node of the reason for the error such that it may
attenpt to fix the error and i ssue another Request.

This section |lists a nunber of reasons the hone agent night reject a
Request, and provides the Code value it should use in each instance.
See Section 3.8.3 for additional details on building the Registration
Reply nessage.

Many reasons for rejecting a registration are admnistrative in
nature. For exanple, a home agent can limt the nunber of

si mul t aneous regi strations for a nobile node, by rejecting any

regi strations that would cause its limt to be exceeded, and
returning a Registration Reply with error code 135. Simlarly, a
honme agent may refuse to grant service to nobile nodes which have
entered unaut hori zed service areas by returning a Registration Reply
with a Code of 129.

If the Reserved field is nonzero, it MJST deny the Request with a
Code of 134.

3.8.3. Sending Registration Replies

If the hone agent accepts a Registration Request, it then MJST update
its record of the nobile node’s nobility binding(s) and SHOULD send a
Regi stration Reply with a suitable Code. Oherw se (the home agent
has denied the Request), it SHOULD send a Registration Reply with an
appropri ate Code specifying the reason the Request was denied. The
foll ow ng sections provide additional detail for the values the hone
agent MJST supply in the fields of Registration Reply nessages.

3.8.3.1. I P/UDP Fields

This section provides the specific rules by which nobile nodes pick
val ues for the IP and UDP header fields of a Registration Reply.

| P Source Address
Copied fromthe | P Destination Address of Registration
Request, unless a multicast or broadcast address was
used. |If the IP Destination Address of the Registration
Request was a broadcast or nulticast address, the IP
Source Address of the Registration Reply MJUST be set to
the honme agent’s (unicast) |P address.

| P Destinati on Address

Copied fromthe I P Source Address of the Registration
Request .
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UDP Source Port
Copied fromthe UDP Destination Port of the Registration
Request .

UDP Destination Port
Copied fromthe UDP Source Port of the Registration
Request .

When sending a Registration Reply in response to a Registration
Request that requested deregistration of the nobile node (the
Lifetine is zero and the Care-of Address equals the nobile node’s
honme address) and in which the IP Source Address was al so set to the
nobi | e node’s hone address (this is the normal nethod used by a
nobi |l e node to deregister when it returns to its hone network), the
| P Destination Address in the Registration Reply will be set to the
nmobi | e node’ s hone address, as copied fromthe | P Source Address of
t he Request.

In this case, when transnitting the Registration Reply, the hone
agent MJST transnit the Reply directly onto the hone network as if
the nobil e node were at hone, bypassing any nobility binding Iist
entry that may still exist at the hone agent for the destination
nobil e node. In particular, for a nobile node returning home after
being registered with a care-of address, if the nobile node’ s new
Regi strati on Request is not accepted by the home agent, the nobility
binding list entry for the nobile node will still indicate that

dat agrans addressed to the nobile node should be tunneled to the
nmobi | e node’ s regi stered care-of address; when sending the

Regi stration Reply indicating the rejection of this Request, this
existing binding list entry MJUST be ignored, and the honme agent MJST
transnit this Reply as if the nobile node were at hone.

3.8.3.2. Registration Reply Fields

This section provides specific rules by which hone agents pick val ues
for the fields within the fixed portion of a Registration Reply. The
Code field of the Registration Reply is chosen in accordance with the
rules specified in the previous sections. Wen replying to an
accepted registration, a home agent SHOULD respond with Code 1 if it
does not support sinmultaneous registrations.

The Lifetine field MIUST be copied fromthe corresponding field in the
Regi strati on Request, unless the requested value is greater than the

maxi nrum | ength of time the hone agent is willing to provide the
requested service. 1In such a case, the Lifetime MJST be set to the
length of tine that service will actually be provided by the hone

agent. This reduced Lifetinme SHOULD be the maxi num Lifetine all owed
by the home agent (for this nobile node and care-of address).
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The Home Address field MJUST be copied fromthe corresponding field in
t he Regi stration Request.

If the Hone Agent field in the Registration Request contains a

uni cast address of this honme agent, then that field MJST be copied
into the Home Agent field of the Registration Reply. Oherw se, the
honme agent MJST set the Home Agent field in the Registration Reply to
its unicast address. In this latter case, the home agent MJST reject
the registration with a suitable code (e.g., Code 136) to prevent the
nmobi | e node from possibly being sinultaneously registered with two or
nore hone agents.

3.8.3.3. Extensions
This section describes the ordering of any required and any optional
Mobil e I P Extensions that a hone agent appends to a Registration
Reply. The follow ng ordering MJST be foll owed:

a) The | P header, followed by the UDP header, foll owed by the
fixed-length portion of the Registration Reply,

b) | f present, any non-authentication Extensions used by the
nmobi | e node (which nmay or may not al so be used by the foreign
agent),

c) The Mbbil e- Hone Aut henti cati on Extension,

d) | f present, any non-authentication Extensions used only by
the foreign agent, and

e) The Foreign-Home Aut hentication Extension, if present.

Note that itens (a) and (c) MJST appear in every Registration Reply
sent by the hone agent. Items (b), (d), and (e) are optional.
However, item (e) MJUST be included when the hone agent and the
foreign agent share a nobility security association

4. Routing Considerations

This section describes how nobil e nodes, hone agents, and (possibly)
foreign agents cooperate to route datagrans to/from nobil e nodes that
are connected to a foreign network. The nobile node infornms its hone
agent of its current location using the registration procedure
described in Section 3. See the protocol overview in Section 1.7 for
the relative locations of the nobile node’'s honme address with respect
to its hone agent, and the nobile node itself with respect to any
foreign agent with which it night attenpt to register.
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4.1. Encapsul ation Types

Hone agents and foreign agents MJST support tunneling datagranms using
IPin IP encapsulation [14]. Any nobile node that uses a co-I| ocated
care-of address MJST support receiving datagrans tunneled using IP in
| P encapsul ation. M nimal encapsul ation [15] and GRE encapsul ation
[8] are alternate encapsul ati on net hods whi ch MAY optionally be
supported by nobility agents and nobil e nodes. The use of these
alternative fornms of encapsul ation, when requested by the nobile
node, is otherwi se at the discretion of the hone agent.

4.2. Unicast Datagram Routing
4.2.1. Mobile Node Considerations

When connected to its hone network, a nobile node operates without
the support of nobility services. That is, it operates in the sane
way as any other (fixed) host or router. The nethod by which a
nobi | e node selects a default router when connected to its hone
network, or when away from hone and using a co-located care-of
address, is outside the scope of this docunent. | CMP Router
Advertisenent [4] is one such nethod.

When regi stered on a foreign network, the nobile node chooses a
default router by the follow ng rules:

- If the nobile node is registered using a foreign agent care-of
address, then the nobile node MJST choose its default router
from anong the Router Addresses advertised in the | CVP Router
Advertisenent portion of that Agent Advertisenent nessage. The
nobi | e node MAY al so consider the | P source address of the Agent
Advertisenent as anot her possible choice for the IP address of a
default router, along with the (possibly enpty) list of Router
Addresses fromthe | CVP Router Advertisenment portion of the
nmessage. I n such cases, the I P source address MJST be consi dered
to be the worst choice (lowest preference) for a default router.

- If the nobile node is registered directly with its honme agent
using a co-located care-of address, then the nobil e node SHOULD
choose its default router from anong those advertised in any
| CMP Router Advertisenent nessage that it receives for which
its externally obtained care-of address and the Router Address
mat ch under the network prefix. |If the nobile node’'s externally
obt ai ned care-of address matches the |IP source address of the
Agent Advertisenent under the network prefix, the nobile node
MAY al so consider that |P source address as another possible
choice for the | P address of a default router, along with the
(possibly enpty) list of Router Addresses fromthe | CMP Router
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Advertisenment portion of the nessage. |If so, the IP source
address MJST be considered to be the worst choice (I owest
preference) for a default router. The network prefix NMAY
be obtained fromthe Prefix-Lengths Extension in the Router
Advertisenment, if present. The prefix MAY al so be obtai ned
t hrough ot her mechani sns beyond the scope of this docunent.

Beyond these rules, the actual selection of the default router is
made by the selection nethod specified for | CMP Router Discovery [4],
anong the Router Addresses specified above. In any case, a nobile
node registered via a foreign agent MAY choose its foreign agent as a
default router

Not e that Van Jacobson header conpression [10] will not function
properly unless all TCP |IP datagrans to and fromthe nobile node
pass, respectively, through the same first and last-hop router. The
nmobi | e node, therefore, MJST select its foreign agent as its default
router if it perfornms Van Jacobson header conpression with its
foreign agent.

4.2.2. Foreign Agent Considerations

Upon recei pt of an encapsul ated datagram sent to its adverti sed
care-of address, a foreign agent MJST conpare the inner destination
address to those entries in its visitor list. Wen the destination
does not match the address of any nobile node currently in the
visitor list, the foreign agent MJST NOT forward the datagram wi t hout
nodi fications to the original |IP header, because otherw se a routing
loop is likely to result. The datagram SHOULD be silently discarded.
| CMP Destination Unreachable MJUST NOT be sent when a foreign agent is
unable to forward an incom ng tunnel ed datagram O herw se, the
foreign agent forwards the decapsul ated datagramto the nobil e node.

The foreign agent MJST NOT advertise to other routers in its routing
domai n, nor to any other nobile node, the presence of a nobile router
(Section 4.5).

The foreign agent MJUST route datagrans it receives fromregistered
nmobi l e nodes. At a mininmum this nmeans that the foreign agent nust
verify the | P Header Checksum decrenent the IP Tine To Live,
reconpute the | P Header Checksum and forward such datagrans to a
default router. |In addition, the foreign agent SHOULD send an
appropriate | CVP Redirect nmessage to the nobile node.
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4.2.3. Honme Agent Consi derations

The honme agent MUST be able to intercept any datagrans on the hone
net wor k addressed to the nobile node while the nobile node is

regi stered away from hone. Proxy and gratuitous ARP MAY be used in
enabling this interception, as specified in Section 4.6.

The honme agent nust examine the | P Destination Address of al
arriving datagrans to see if it is equal to the hone address of any

of its nobile nodes registered away fromhone. |If so, the hone agent
tunnels the datagramto the nobile node's currently registered care-
of address or addresses. |If the hone agent supports the optional

capability of nultiple simultaneous nobility bindings, it tunnels a
copy to each care-of address in the nobile node’s nobility binding
list. |If the nobile node has no current nobility bindings, the home
agent MJST NOT attenpt to intercept datagranms destined for the nobile
node, and thus will not in general receive such datagranms. However,
if the home agent is also a router handling common IP traffic, it is
possible that it will receive such datagrans for forwarding onto the
honme network. In this case, the hone agent MJST assune the nobile
node is at home and sinply forward the datagramdirectly onto the
honme net worKk.

See Section 4.1 regardi ng nmethods of encapsul ati on that may be used
for tunneling. Nodes inplenmenting tunneling SHOULD al so i npl enent
the "tunnel soft state" nechanism|[14], which allows |ICW error
nmessages returned fromthe tunnel to correctly be reflected back to
the original senders of the tunnel ed datagrans.

Hone agents SHOULD be abl e to decapsul ate and further deliver packets
addressed to thensel ves, sent by a nobile node for the purpose of
mai ntai ning | ocation privacy, as described in Section 5.5.

If the Lifetime for a given nobility binding expires before the hone
agent has received another valid Registrati on Request for that nobile
node, then that binding is deleted fromthe nmobility binding |ist.
The home agent MUST NOT send any Registration Reply nmessage sinply
because the nobile node’s binding has expired. The entry in the
visitor list of the nobile node's current foreign agent will expire
naturally, probably at the sane tinme as the binding expired at the
honme agent. Wen a nmobility binding’s lifetime expires, the hone
agent MJST delete the binding, but it MJST retain any other (non-
expired) simnultaneous nobility bindings that it holds for the nobile
node.

When a hone agent receives a datagram intercepted for one of its

nmobi | e nodes regi stered away from honme, the hone agent MJST exani ne
the datagramto check if it is already encapsulated. |If so, special
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rules apply in the forwarding of that datagramto the nobile node:

- If the inner (encapsul ated) Destination Address is the sane
as the outer Destination Address (the nobile node), then the
honme agent MUST al so exami ne the outer Source Address of the
encapsul at ed datagram (the source address of the tunnel). |If
this outer Source Address is the sanme as the nobile node’s
current care-of address, the hone agent MJST silently discard
that datagramin order to prevent a likely routing loop. |If,
i nstead, the outer Source Address is NOT the sanme as the nobile
node’s current care-of address, then the honme agent SHOULD
forward the datagramto the nobile node. |In order to forward
the datagramin this case, the home agent MAY sinply alter the
outer Destination Address to the care-of address, rather than
re-encapsul ati ng the datagram

- Oherwise (the inner Destination Address is NOT the sane as the
outer Destination Address), the honme agent SHOULD encapsul at e
the datagram again (recursive encapsulation), with the new outer
Destinati on Address set equal to the nobile node s care-of
address. That is, the hone agent forwards the entire datagram
to the nobile node in the sane way as any ot her datagram
(encapsul ated al ready or not).

4. 3. Broadcast Datagrans

When a hone agent receives a broadcast datagram it MJST NOT forward
the datagramto any nobile nodes in its nmobility binding Iist other
than those that have requested forwardi ng of broadcast datagrans. A
nmobi | e node MAY request forwardi ng of broadcast datagrans by setting
the "B bit inits Registration Request nmessage (Section 3.3). For
each such regi stered nobil e node, the hone agent SHOULD f orward

recei ved broadcast datagrans to the nobile node, although it is a
matter of configuration at the hone agent as to which specific
categories of broadcast datagrans will be forwarded to such nobile
nodes.

If the 'D bit was set in the nobile node’'s Registration Request
nmessage, indicating that the nobile node is using a co-located care-
of address, the hone agent sinply tunnels appropriate broadcast |IP
datagrans to the nmobile node’'s care-of address. Oherwise (the 'D
bit was NOT set), the honme agent first encapsul ates the broadcast
datagramin a unicast datagram addressed to the nobile node’ s hone
address, and then tunnels this encapsul ated datagramto the foreign
agent. This extra level of encapsulation is required so that the
foreign agent can determ ne which nobile node shoul d receive the
datagram after it is decapsulated. When received by the foreign
agent, the unicast encapsul ated datagramis detunnel ed and delivered
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to the nobile node in the sane way as any other datagram |In either
case, the nobile node nust decapsul ate the datagramit receives in
order to recover the original broadcast datagram

4.4. Multicast Datagram Routing

As nmentioned previously, a nobile node that is connected to its hone
network functions in the sane way as any other (fixed) host or
router. Thus, when it is at hone, a nobile node functions
identically to other nmulticast senders and receivers. This section
t herefore descri bes the behavior of a nobile node that is visiting a
forei gn network.

In order receive nmulticasts, a nobile node MIUST join the nmulticast
group in one of two ways. First, a nobile node MAY join the group
via a (local) mnmulticast router on the visited subnet. This option
assunes that there is a nulticast router present on the visited
subnet. |If the nobile node is using a co-located care-of address, it
SHOULD use this address as the source |IP address of its | GW [5]
nmessages. O herwise, it MJST use its hone address.

Alternatively, a nobile node which wi shes to receive nulticasts MAY
join groups via a bi-directional tunnel to its home agent, assum ng
that its hone agent is a nmulticast router. The nobile node tunnels

| GW nessages to its home agent and the home agent forwards nulticast
dat agrans down the tunnel to the nobile node. The rules for
mul ti cast datagram delivery to nobile nodes in this case are
identical to those for broadcast datagrans (Section 4.3). Namely, if
the nobile node is using a co-located care-of address (the 'D bit
was set in the nobile node’s Registration Request), then the hone
agent SHOULD tunnel the datagramto this care-of address; otherw se,
the home agent MUST first encapsul ate the datagramin a unicast

dat agram addressed to the nobile node’s hone address and then MJST
tunnel the resulting datagram (recursive tunneling) to the nobile
node’ s care-of address.

A nmobil e node that wishes to send datagrans to a nulticast group al so
has two options: (1) send directly on the visited network; or (2)
send via a tunnel to its honme agent. Because nulticast routing in
general depends upon the I P source address, a nobile node which sends
mul ticast datagrans directly on the visited network MJUST use a co-

| ocated care-of address as the IP source address. Sinmlarly, a
nmobi | e node which tunnels a nmulticast datagramto its honme agent MJST
use its honme address as the | P source address of both the (inner)
mul ti cast datagram and the (outer) encapsul ating datagram This
second option assunes that the hone agent is a nulticast router.
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4.5. Mobile Routers

A nmobil e node can be a router, which is responsible for the nmobility
of one or nore entire networks noving together, perhaps on an
airplane, a ship, a train, an autonobile, a bicycle, or a kayak. The
nodes connected to a network served by the nobile router nmay

t hensel ves be fixed nodes or nobile nodes or routers. |In this
docunent, such networks are called "nobile networks"”

A nmobile router MAY act as a foreign agent and provide a foreign
agent care-of address to nobile nodes connected to the nobile
network. Typical routing to a nobile node via a nobile router in
this case is illustrated by the follow ng exanpl e:

a) A laptop conputer is disconnected fromits hone network and
| ater attached to a network port in the seat back of an
aircraft. The laptop conputer uses Mbile IP to register on
this foreign network, using a foreign agent care-of address
di scovered through an Agent Advertisement fromthe aircraft’s
foreign agent.

b) The aircraft network is itself nobile. Suppose the node
serving as the foreign agent on the aircraft also serves as
the default router that connects the aircraft network to the
rest of the Internet. Wen the aircraft is at honme, this
router is attached to sonme fixed network at the airline’s
headquarters, which is the router’s hone network. Wile
the aircraft is in flight, this router registers fromtine
to time over its radio link with a series of foreign agents
below it on the ground. This router’s home agent is a node
on the fixed network at the airline’ s headquarters.

c) Sone correspondent node sends a datagramto the | aptop
computer, addressing the datagramto the |aptop’s hone
address. This datagramis initially routed to the laptop's
honme net wor k.

d) The laptop’s hone agent intercepts the datagramon the hone
network and tunnels it to the | aptop’s care-of address, which
in this exanple is an address of the node serving as router
and foreign agent on the aircraft. Normal I[P routing will
route the datagramto the fixed network at the airline' s
headquarters.
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e) The aircraft router and foreign agent’s home agent there
intercepts the datagram and tunnels it to its current care-of
address, which in this exanple is sone foreign agent on the
ground below the aircraft. The original datagramfromthe
correspondent node has now been encapsul ated tw ce: once
by the laptop’s home agent and again by the aircraft’s hone
agent .

f) The foreign agent on the ground decapsul ates the datagram
yielding a datagram still encapsul ated by the |l aptop’s hone
agent, with a destination address of the |laptop’ s care-of
address. The ground foreign agent sends the resulting
datagram over its radio link to the aircraft.

Q) The foreign agent on the aircraft decapsul ates the datagram
yielding the original datagram fromthe correspondent node,
with a destination address of the | aptop’s hone address.

The aircraft foreign agent delivers the datagram over the
aircraft network to the laptop’s |ink-Ilayer address.

This exanple illustrated the case in which a nobile node is attached
to a mobile network. That is, the nobile node is nobile with respect
to the network, which itself is also nobile (here with respect to the
ground). If, instead, the node is fixed with respect to the nobile
network (the nmobile network is the fixed node’s home network), then
ei ther of two nethods nmay be used to cause datagrans from
correspondent nodes to be routed to the fixed node.

A horme agent MAY be configured to have a permanent registration for
the fixed node, that indicates the nobile router’s address as the
fixed host’s care-of address. The nobile router’s honme agent will
usual ly be used for this purpose. The honme agent is then responsible
for advertising connectivity using normal routing protocols to the
fixed node. Any datagrans sent to the fixed node will thus use
recursive tunneling as described above.

Alternatively, the nobile router MAY advertise connectivity to the
entire nobile network using nornal I P routing protocols through a
bi-directional tunnel to its own hone agent. This mnmethod avoids the
need for recursive tunneling of datagrans.

4.6. ARP, Proxy ARP, and Gratuitous ARP

The use of ARP [16] requires special rules for correct operation when
wirel ess or nobile nodes are involved. The requirenments specified in
this section apply to all hone networks in which ARP is used for
address resol ution.
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In addition to the nornmal use of ARP for resolving a target node’s
link-layer address fromits IP address, this docunent distinguishes
two special uses of ARP

- A Proxy ARP [18] is an ARP Reply sent by one node on behal f
of another node which is either unable or unwilling to answer
its own ARP Requests. The sender of a Proxy ARP reverses the
Sender and Target Protocol Address fields as described in [16],
but supplies sone configured |ink-layer address (generally, its
own) in the Sender Hardware Address field. The node receiving
the Reply will then associate this |link-layer address with the
| P address of the original target node, causing it to transmt
future datagrans for this target node to the node with that
l'i nk-1ayer address.

- A Gatuitous ARP [23] is an ARP packet sent by a node in order to
spont aneousl y cause other nodes to update an entry in their ARP
cache. A gratuitous ARP MAY use either an ARP Request or an ARP
Reply packet. In either case, the ARP Sender Protocol Address
and ARP Target Protocol Address are both set to the I P address
of the cache entry to be updated, and the ARP Sender Hardware
Address is set to the link-layer address to which this cache
entry should be updated. When using an ARP Reply packet, the
Target Hardware Address is also set to the link-layer address to
which this cache entry should be updated (this field is not used
in an ARP Request packet).

In either case, for a gratuitous ARP, the ARP packet MJST be
transnmitted as a | ocal broadcast packet on the local link. As
specified in [16], any node receiving any ARP packet (Request or
Reply) MJST update its local ARP cache with the Sender Protoco
and Hardware Addresses in the ARP packet, if the receiving node
has an entry for that |IP address already in its ARP cache. This
requirement in the ARP protocol applies even for ARP Request
packets, and for ARP Reply packets that do not match any ARP
Request transmtted by the receiving node [16].

Wiile a nobile node is registered on a foreign network, its honme
agent uses proxy ARP [18] to reply to ARP Requests it receives that
seek the nobile node’s |ink-layer address. When receiving an ARP
Request, the hone agent MJST exanine the target |P address of the
Request, and if this |IP address matches the hone address of any
nobi |l e node for which it has a registered nobility binding, the hone
agent MJST transnit an ARP Reply on behalf of the nobile node. After
exchangi ng the sender and target addresses in the packet [18], the
honme agent MJST set the sender |ink-layer address in the packet to
the link-layer address of its own interface over which the Reply will
be sent.
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Wien a nobil e node | eaves its home network and regi sters a binding on
a foreign network, its honme agent uses gratuitous ARP to update the
ARP caches of nodes on the honme network. This causes such nodes to
associ ate the link-layer address of the hone agent with the nobile
node’s home (1 P) address. Wen registering a binding for a nobile
node for which the honme agent previously had no binding (the nobile
node was assunmed to be at hone), the home agent MJUST transnit a
gratuitous ARP on behalf of the nobile node. This gratuitous ARP
packet MJUST be transmitted as a broadcast packet on the link on which
the nobil e node’s hone address is |ocated. Since broadcasts on the
local link (such as Ethernet) are typically not guaranteed to be
reliable, the gratuitous ARP packet SHOULD be retransmtted a snal
nunber of times to increase its reliability.

Wien a nobile node returns to its hone network, the nobile node

and its home agent use gratuitous ARP to cause all nodes on the
nobi | e node’s hone network to update their ARP caches to once again
associ ate the nobile node’s own |ink-layer address with the nobile
node’s home (IP) address. Before transmitting the (de)Registration
Request nessage to its hone agent, the nmobile node MJUST transmit this
gratuitous ARP on its hone network as a | ocal broadcast on this link.
The gratuitous ARP packet SHOULD be retransmitted a small nunber of
times to increase its reliability, but these retransni ssions SHOULD
proceed in parallel with the transm ssion and processing of its

(de) Regi strati on Request.

When t he nobil e node’s honme agent receives and accepts this

(de) Regi strati on Request, the honme agent MJUST also transmit a
gratuitous ARP on the nobile node’s honme network. This gratuitous
ARP al so is used to associate the nobile node’s hone address with
the nobile node’s own |ink-layer address. A gratuitous ARP is
transmtted by both the nobile node and its honme agent, since in the
case of wireless network interfaces, the area within transm ssion
range of the nobile node will likely differ fromthat wi thin range
of its its home agent. Th ARP packet fromthe honme agent MJST be
transmtted as a | ocal broadcast on the nobile node’s hone |ink

and SHOULD be retransmitted a small nunber of tines to increase

its reliability; these retransm ssions, however, SHOULD proceed in
parallel with the transni ssion and processing of its (de)Registration
Reply.

Wil e the nobile node is away fromhonme, it MJST NOT transnit any
broadcast ARP Request or ARP Reply nessages. Finally, while the
nmobi l e node is away fromhone, it MJST NOT reply to ARP Requests

in which the target IP address is its own honme address, unless the
ARP Request is sent by a foreign agent with which the nobile node
is attenpting to register or a foreign agent with which the nobile
node has an unexpired registration. In the latter case, the nmobile
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node MJUST use a unicast ARP Reply to respond to the foreign agent.
Note that if the nobile node is using a co-located care-of address
and receives an ARP Request in which the target |IP address is this
care-of address, then the nobile node SHOULD reply to this ARP
Request. Note also that, when transnitting a Registrati on Request on
a foreign network, a nobile node nay discover the |ink-1ayer address
of a foreign agent by storing the address as it is received fromthe
Agent Advertisenent fromthat foreign agent, but not by transmitting
a broadcast ARP Request nessage.

The specific order in which each of the above requirenents for the
use of ARP, proxy ARP, and gratuitous ARP are applied, relative to
the transni ssion and processing of the nobile node’s Registration
Request and Registration Reply nmessages when | eavi ng hone or
returning hone, are inportant to the correct operation of the

pr ot ocol .

To sunmari ze the above requirenents, when a nobile node | eaves its
honme network, the following steps, in this order, MJST be perforned:

- The nobil e node decides to register away from hone, perhaps
because it has received an Agent Advertisenent froma foreign
agent and has not recently received one fromits honme agent.

- Before transmitting the Registrati on Request, the nobile node
disables its own future processing of any ARP Requests it
may subsequently receive requesting the |ink-layer address
corresponding to its home address, except insofar as necessary to
comuni cate with foreign agents on visited networks.

- The nobile node transmits its Registration Request.

- Wen the nobile node’s hone agent receives and accepts the
Regi strati on Request, it performs a gratuitous ARP on behal f
of the nobile node, and begins using proxy ARP to reply to ARP
Requests that it receives requesting the nobile node’ s |ink-Iayer
address. If, instead, the hone agent rejects the Registration
Request, no ARP processing (gratuitous nor proxy) is performed by
t he hone agent.

Wien a nobile node later returns to its hone network, the follow ng
steps, in this order, MJST be perforned:

- The nobile node decides to register at hone, perhaps because it
has received an Agent Advertisenent fromits home agent.
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- Before transmitting the Registrati on Request, the nobile node
re-enables its own future processing of any ARP Requests it may
subsequently receive requesting its link-layer address.

- The nobile node perforns a gratuitous ARP for itself.
- The nobile node transmits its Registration Request.

- Wien the nobile node’s home agent receives and accepts the
Regi strati on Request, it stops using proxy ARP to reply to
ARP Requests that it receives requesting the nobile node’s
i nk-1ayer address, and then perfornms a gratuitous ARP on behal f
of the nobile node. If, instead, the honme agent rejects the
Regi strati on Request, no ARP processing (gratuitous nor proxy) is
perforned by the home agent.

5. Security Considerations

The nobil e conputing environment is potentially very different from
the ordinary conputing environnent. |In many cases, nobile conputers
will be connected to the network via wireless links. Such links are
particularly vul nerable to passive eavesdropping, active replay
attacks, and other active attacks.

5.1. Message Authentication Codes

Hone agents and nobil e nodes MJST be able to perform authentication.
The default algorithmis keyed MD5 [21], with a key size of 128 bhits.
The default node of operation is to both precede and foll ow the data
to be hashed, by the 128-bit key; that is, MD5 is to be used in
"prefix+suffix" node. The foreign agent MJUST al so support

aut hentication using keyed MD5 and key sizes of 128 bits or greater,
with manual key distribution. Mre authentication algorithnmns,

al gorithm nodes, key distribution nethods, and key sizes MAY al so be
support ed.

5.2. Areas of Security Concern in this Protoco

The registration protocol described in this docunment will result in a
nmobil e node's traffic being tunneled to its care-of address. This
tunneling feature could be a significant vulnerability if the
registration were not authenticated. Such renote redirection, for

i nstance as perfornmed by the nobile registration protocol, is wdely
understood to be a security problemin the current Internet if not

aut henticated [2]. Moreover, the Address Resol ution Protocol (ARP)
is not authenticated, and can potentially be used to steal another
host’s traffic. The use of "G atuitous ARP" (Section 4.6) brings
with it all of the risks associated with the use of ARP.
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5.3. Key Managenent

This specification requires a strong authenticati on nechani sm (keyed
MD5) whi ch precludes nany potential attacks based on the Mbile IP
regi stration protocol. However, because key distribution is
difficult in the absence of a network key managenent protocol
nmessages with the foreign agent are not all required to be

aut henticated. In a comercial environnent it mght be inportant to
aut henticate all messages between the foreign agent and the hone
agent, so that billing is possible, and service providers do not

provide service to users that are not legitinmate custoners of that
servi ce provider

5.4. Picking Good Random Numbers

The strength of any authenticati on nmechani sm depends on severa
factors, including the innate strength of the authentication

al gorithm the secrecy of the key used, the strength of the key used,
and the quality of the particular inplenentation. This specification
requires inplenentation of keyed MD5 for authentication, but does not
preclude the use of other authentication algorithnms and nodes. For
keyed MD5 authentication to be useful, the 128-bit key nust be both
secret (that is, known only to authorized parties) and pseudo-random
I f nonces are used in connection with replay protection, they nust

al so be selected carefully. Eastlake, et al. [7] provides nore

i nformati on on generating pseudo-random nunbers.

5.5. Privacy

Users who have sensitive data that they do not wi sh others to see
shoul d use nmechani sns outside the scope of this docunent (such as
encryption) to provide appropriate protection. Users concerned about
traffic analysis should consider appropriate use of |link encryption

| f absolute location privacy is desired, the nobile node can create a
tunnel to its home agent. Then, datagrans destined for correspondent
nodes will appear to emanate fromthe hone network, and it may be
nore difficult to pinpoint the |ocation of the nobile node. Such
mechani sns are all beyond the scope of this docunent.
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5.6. Replay Protection for Registrati on Requests

The ldentification field is used to let the hone agent verify that a
regi strati on nmessage has been freshly generated by the nobile node,
not replayed by an attacker from sone previous registration. Two

nmet hods are described in this section: tinestanps (mandatory) and
"nonces" (optional). Al nobile nodes and hone agents MJST i npl enent
ti mest anp-based replay protection. These nodes MAY al so i npl enent
nonce- based replay protection (but see Appendix A 2 for a patent that
may apply to nonce-based replay protection).

The style of replay protection in effect between a nobile node and
its hone agent is part of the nobile security association. A nobile
node and its home agent MJST agree on which nmethod of replay
protection will be used. The interpretation of the Identification
field depends on the nmethod of replay protection as described in the
subsequent subsecti ons.

What ever nmethod is used, the loworder 32 bits of the Identification
MUST be copi ed unchanged fromthe Registrati on Request to the Reply.
The foreign agent uses those bits (and the nobile node’' s hone
address) to match Registrati on Requests with corresponding replies.
The nobil e node MUST verify that the |l oworder 32 bits of any

Regi stration Reply are identical to the bits it sent in the

Regi strati on Request.

The ldentification in a new Registrati on Request MJUST NOT be the same
as in an inmediately precedi ng Request, and SHOULD NOT repeat while
the same security context is being used between the nobile node and
the honme agent. Retransnission as in Section 3.6.3 is allowed.

5.6.1. Replay Protection using Tinmestanps

The basic principle of timestanp replay protection is that the node
generating a nessage inserts the current time of day, and the node
receiving the nessage checks that this timestanp is sufficiently
close toits own tinme of day. Obviously the two nodes nmust have
adequat ely synchroni zed tinme-of-day clocks. As with any nessages,
ti me synchroni zati on nmessages may be protected agai nst tanpering by
an aut henticati on nmechani smdeterm ned by the security context

bet ween the two nodes.

If tinmestanps are used, the nobile node MJST set the Identification
field to a 64-bit value formatted as specified by the Network Tine
Protocol [13]. The loworder 32 bits of the NTP format represent
fractional seconds, and those bits which are not available froma
time source SHOULD be generated from a good source of randomess.
Not e, however, that when using tinmestanps, the 64-bit ldentification
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used in a Registration Request fromthe nobile node MJST be greater
than that used in any previous Registrati on Request, as the hone
agent uses this field also as a sequence nunber. Wthout such a
sequence nunber, it would be possible for a delayed duplicate of an
earlier Registration Request to arrive at the hone agent (within the
cl ock synchroni zation required by the honme agent), and thus be
applied out of order, mstakenly altering the nobile node’ s current
regi stered care-of address.

Upon receipt of a Registration Request with a valid Mobil e-Hone

Aut henti cati on Extension, the hone agent MJST check the
Identification field for validity. |In order to be valid, the
timestanp contained in the Identification field MUST be cl ose enough
to the hone agent’s tine of day clock and the tinestanp MJST be
greater than all previously accepted tinestanps for the requesting
nmobi | e node. Tine tolerances and resynchroni zation details are
specific to a particular mobility security association.

If the tinestanp is valid, the home agent copies the entire
Identification field into the Registration Reply it returns the Reply

to the nobile node. |If the tinestanp is not valid, the hone agent
copies only the loworder 32 bits into the Registration Reply, and
supplies the high-order 32 bits fromits own tinme of day. 1In this

| atter case, the honme agent MJUST reject the registration by returning
Code 133 (identification msmatch) in the Registration Reply.

As described in Section 3.6.2.1, the nobile node MJST verify that the
| ow-order 32 bits of the Identification in the Registration Reply are
identical to those in the rejected registration attenpt, before using
the high-order bits for clock resynchronization

5.6.2. Replay Protection using Nonces

| npl ementors of this optional nechani sm should exam ne Appendi x A 2
for a patent that nay be applicable to nonce-based replay protection

The basic principle of nonce replay protection is that node A

i ncl udes a new random nunber in every nessage to node B, and checks
that node B returns that same nunber in its next nmessage to node A
Bot h messages use an authentication code to protect against
alteration by an attacker. At the sanme tine node B can send its own
nonces in all nessages to node A (to be echoed by node A), so that it
too can verify that it is receiving fresh nessages.

The honme agent may be expected to have resources for conputing
pseudo-random nunbers useful as nonces [7]. It inserts a new nonce
as the high-order 32 bits of the identification field of every
Regi stration Reply. The home agent copies the [oworder 32 bits of
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the lIdentification fromthe Registrati on Request nessage into the
| ow-order 32 bits of the Identification in the Registration Reply.
When the nobil e node receives an authenticated Regi stration Reply
fromthe home agent, it saves the high-order 32 bits of the
identification for use as the high-order 32 bits of its next

Regi strati on Request.

The nobile node is responsible for generating the | oworder 32 bits
of the Identification in each Registration Request. ldeally it
shoul d generate its own random nonces. However it may use any
expedi ent net hod, including duplication of the random val ue sent by

t he honme agent. The nethod chosen is of concern only to the nobile
node, because it is the node that checks for valid values in the

Regi stration Reply. The high-order and | oworder 32 bits of the
identification chosen SHOULD both differ fromtheir previous val ues.
The honme agent uses a new hi gh-order value and the nobile node uses a
new | ow order value for each registrati on nessage. The foreign agent
uses the | oworder value (and the nobile host’s hone address) to
correctly match registration replies with pendi ng Requests (Section
3.7.1).

If a registration nessage is rejected because of an invalid nonce,
the Reply always provides the nobile node with a new nonce to be used
in the next registration. Thus the nonce protocol is self-
synchr oni zi ng.
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A. Patent |ssues

As of the tinme of publication, the | ETF had been made aware of two
patents that may be relevant to inplenentors of the protoco
described in this technical specification.

A. 1. | BM Patent #5, 159, 592

Charles Perkins, editor of this nmeno, is sole inventor of U S. Patent
No. 5, 159,592, assigned to IBM In a letter dated May 30, 1995, |BM
brought this patent to the attention of the | ETF, stating that this
patent "relates to the Mobile IP." W understand that |BM did not
intend to assert that any particular inplenentation of Mbile IP
woul d or would not infringe the patent, but rather that |BM was
nmeeting what it viewed as a duty to disclose information that could
be relevant to the process of adopting a standard.

Based on a review of the clainms of the patent, |ETF believes that a
system of registering an address obtained froma foreign agent, as
descri bed in the docunment, would not necessarily infringe any of the
claims of the patent; and that a systemin which an address is
obt ai ned el sewhere and then registered can be inplenmented without
necessarily infringing any clains of the patent. Accordingly, our
view is that the proposed protocol can be inplenented without
necessarily infringing the Perkins Patent.

Parties considering adopting this protocol nust be aware that sone
specific inplenentations, or features added to ot herw se non-
infringing inplenentations, may raise an issue of infringenment with
respect to this patent or to sone other patent.

This statenent is for the |ETF s assistance in its standard-setting
procedure, and should not be relied upon by any party as an opinion
or guarantee that any inplenentation it mght make or use would not
be covered by the Perkins Patent and any other patents. In
particular, |1BM might disagree with the interpretation of this patent
descri bed herein.

A. 2. | BM Patent #5, 148, 479

This patent, also assigned to IBM nay be relevant to those who

i npl emrent nonce-based replay protection as described in Section
5.6.2. Note that nonce-based replay protection is an optional
feature of this specification. Tinmestanp-based replay protection, on
the other hand, (Section 5.6.1) is a requirenment of this

speci ficati on.
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B. Link-Layer Considerations

The nobil e node MAY use |ink-1ayer nmechanisns to decide that its
poi nt of attachment has changed. Such indications include the
Down/ Testing/Up interface status [11], and changes in cell or

adm ni stration. The mechanisnms will be specific to the particul ar
I'i nk-1ayer technol ogy, and are outside the scope of this document.

The Point-to-Point-Protocol (PPP) [22] and its Internet Protocol
Control Protocol (IPCP) [12], negotiates the use of |IP addresses.

The nobile node SHOULD first attenpt to specify its hone address, so
that if the nobile node is attaching to its home network, the
unrouted link will function correctly. Wen the honme address is not
accepted by the peer, but a transient |IP address is dynam cally
assigned to the nobil e node, and the nobile node is capabl e of
supporting a co-located care-of address, the nobile node MAY register
that address as a co-located care-of address. Wen the peer
specifies its own I P address, that address MJST NOT be assuned to be
a foreign agent care-of address or the |IP address of a home agent.

C. TCP Consi derati ons
C1. TCP Tiners

Most hosts and routers which inplenment TCP/IP do not permt easy
configuration of the TCP tinmer values. Wen high-delay (e.g.,
SATCOM) or | ow bandwi dth (e.g., H gh-Frequency Radio) links are in
use, the default TCP tiner values in nmany systens may cause

retransm ssions or tineouts, even when the link and network are
actually operating properly with greater than usual del ays because of
the nediumin use. This can cause an inability to create or nmaintain
TCP connections over such links, and can al so cause unneeded
retransm ssi ons whi ch consune al ready scarce bandwi dth. Vendors are
encouraged to nake TCP tinmers nmore configurable. Vendors of systens
desi gned for the nobile conputing markets should pick default timer
val ues nore suited to | ow bandwi dth, high-delay |inks. Users of
nmobi | e nodes shoul d be sensitive to the possibility of tiner-rel ated
difficulties.

C. 2. TCP Congesti on Management

Mobi | e nodes often use nedia which are nore likely to introduce
errors, effectively causing nore packets to be dropped. This

i ntroduces a conflict with the nmechani snms for congesti on nanagenent
found in nodern versions of TCP [9]. Now, when a packet is dropped,
the correspondent node’s TCP inplenentation is likely to react as if
there were a source of network congestion, and initiate the sl ow
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start mechani sns [9] designed for controlling that problem However,
those mechani sns are i nappropriate for overcom ng errors introduced
by the links thensel ves, and have the effect of magnifying the

di scontinuity introduced by the dropped packet. This problem has
been anal yzed by Caceres, et al. [3]; there is no easy solution

avail abl e, and certainly no solution likely to be installed soon on
all correspondent nodes. Wile this problemis beyond the scope of

this docunent, it does illustrate that providing perfornmance
transparency to nobil e nodes invol ves understandi ng nechani sns
outside the network layer. It also indicates the need to avoid

desi gns which systematically drop packets; such designs m ght
ot herwi se be considered favorably when naking engi neering tradeoffs.

D. Exanpl e Scenari os

This section shows exanpl e Regi stration Requests for several common
scenari os.

D.1. Registering with a Foreign Agent Care-of Address

The nobil e node receives an Agent Advertisenent froma foreign agent
and wi shes to register with that agent using the advertised foreign
agent care-of address. The nobile node wi shes only IP-in-1P
encapsul ati on, does not want broadcasts, and does not want

si mul t aneous nobility bindings:

I P fields:
Sour ce Address = nobil e node’s hone address
Destination Address = copied fromthe |IP source address of the
Agent Adverti senent
Time to Live =1
UDP fi el ds:
Source Port = <any>
Destination Port = 434
Regi strati on Request fields:
Type = 1
S=0, B=0, D=0, M0, G=0
Lifetine = the Registration Lifetinme copied fromthe
Mobility Agent Advertisenment Extension of the
Rout er Adverti sement nessage
Home Address = the nobile node’s hone address
Home Agent = | P address of mpobile node’s hone agent
Care-of Address = the Care-of Address copied fromthe
Mobility Agent Advertisenment Extension of the
Rout er Adverti sement nessage
Identification = Network Time Protocol tinestanp or Nonce
Ext ensi ons:
The Mbbil e- Honme Aut henti cati on Extension
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D.2. Registering with a Co-Located Care-of Address

The nobil e node enters a foreign network that contains no foreign
agents. The nobil e node obtains an address froma DHCP server [6]
for use as a co-located care-of address. The nobil e node supports
all forms of encapsulation (IP-in-1P, mniml encapsulation, and
GRE), desires a copy of broadcast datagranms on the hone network, and
does not want sinultaneous nmobility bindings:

| P fields:
Source Address = care-of address obtained from DHCP server
Destination Address = | P address of hone agent
Tinme to Live = 64

UDP fi el ds:

Source Port = <any>
Destination Port = 434
Regi strati on Request fields:
Type = 1
S=0, B=1, D=1, MF1, G=1
Lifetinme = 1800 (seconds)
Hone Address = the nobil e node’s hone address
Home Agent = | P address of mpobile node’s hone agent
Care-of Address = care-of address obtained from DHCP server

Identification = Network Time Protocol tinestanp or Nonce
Ext ensi ons:

The Mobil e- Hone Aut henti cati on Extension
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D. 3. Deregistration

The nobil e node returns honme and wi shes to deregister all care-of
addresses with its hone agent.

I P fields:
Source Address = nobile node’s honme address
Destination Address = | P address of hone agent
Tinme to Live = 1

UDP fi el ds:

Source Port = <any>
Destination Port = 434
Regi strati on Request fi el ds:
Type = 1
S=0, B=0, D=0, M=0, G=0
Lifetine = 0
Hone Address = the nobile node’s home address
Home Agent = | P address of mpobile node’s hone agent
Care-of Address = the nobile node’s hone address
Identification = Network Time Protocol tinestanp or Nonce
Ext ensi ons:
The Mbbil e- Hone Aut hentication Extension

E. Applicability of Prefix Lengths Extension

Caution is indicated with the use of the Prefix Lengths Extension
over wireless links, due to the irregular coverage areas provi ded by
wireless transmtters. As a result, it is possible that two foreign
agents advertising the same prefix mght indeed provide different
connectivity to prospective nobile nodes. The Prefix-Lengths

Ext ensi on SHOULD NOT be included in the adverti senents sent by agents
in such a configuration
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Forei gn agents using different wireless interfaces would have to
cooperate using special protocols to provide identical coverage in
space, and thus be able to claimto have wireless interfaces situated
on the sanme subnetwork. In the case of wired interfaces, a nobile
node di sconnecti ng and subsequently connecting to a new point of
attachnment, nmay well send in a new Registrati on Request no natter
whet her the new advertisenent is on the same nmedium as the | ast
recorded advertisement. And, finally, in areas with dense
popul ati ons of foreign agents it would seemunwi se to require the
propagation via routing protocols of the subnet prefixes associated
with each individual wireless foreign agent; such a strategy could
lead to quick depletion of avail able space for routing tabl es,
unwarranted increases in the tine required for processing routing
updat es, and | onger decision tines for route selection if routes
(which are al nost al ways unnecessary) are stored for wrel ess
"subnets".
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