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Message Posting Protocol (MPP)

Status of this Meno

2.

1.

2.

This nenp describes a protocol for posting nessages from workstations
(e.g., PCs) to a mail service host. This RFC specifies an

Experi nmental Protocol for the Internet community. Discussion and
suggestions for inprovenment are requested. Please refer to the
current edition of the "I AB Oficial Protocol Standards" for the
standardi zati on state and status of this protocol. Distribution of
this nenp is unlimted.

| NTRODUCTI ON

Operating systens for personal conputers do not provide a nechani sm
for user authentication. However, such a nechanismis crucial for

el ectronic mail system since authenticating nessage sender’s identity
is inportant in preventing nail forgery. Hence, adding personal
conputers to an electronic mail network requires an agent (nessage
posting server) to authenticate sender’s identity and then submit

mail to the nessage delivery system(e.g., Sendmail, MVDF) on behal f
of the sender at a PC. The Netix Message Posting Protocol is

devel oped to be the interface between the nessage posting server and
the PC (client). The protocol is designed to use TCP and is based on
the command and reply structures defined for Sinple Mail Transfer
Protocol (RFC 821) and File Transfer Protocol (RFC 959).

SPECI FI CATI ONS
Conmmand Li st

USER <SP> <user nane> <CRLF>
PASS <SP> <password> <CRLF>
DATA <CRLF>
NOOP <CRLF>
QU T <CRLF>

Reply Li st
220 Message Posting Service Ready.

221 dosing Connection.
250 Command OK
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2.

3.

354
451
500
501
503
530
550
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Enter mail, end with <CRLF>. <CRLF>
Local error encountered.

Conmmand unr ecogni zed.

Argunment syntax error

Il egal command sequence.

Aut hentication Failure.

Error.

Command and Reply Descriptions

USER <SP> <user nane> <CRLF>

Yeh & Lee

The USER conmand i nforns the nmessage posting server about the
usernane of the user trying to subnit nmail to the network. The
required argunment for the USER command is a string specifying

t he nmessage sender’s usernane.

The USER command can only be used under three conditions:

- when the session with the nmessage posting server has just
started;

- right after a nessage text (term nated by the "<CRLF>. <CRLF>"
sequence) has been successfully submtted to the nessage
posting server;

- right after a USER command that gets the reply code 501
Li st of possible reply codes for the USER comrand:
- 250 The usernanme of the nessage sender has been accepted.

- 451 Internal error has occurred in the nessage posting
server.

- 501 Syntax error detected in the usernanme argunent.

- 503 The USER conmmand has been used under an inappropriate
condition (i.e., one that is not specified above).

It is recomended that the message posting server should return
250 even if the username is not recogni zed by the nessage
posting server, as long as the usernane is syntactically
correct. This is an attenpt to prevent the nessage posting
server fromreleasing too nmuch information about the user

dat abase. Cient should not be able to test the existence of a
certain usernane.
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PASS <SP> <password> <CRLF>

The PASS command is used to informthe nmessage posting server

about the password associated with the usernane previously

specified. The required argunent for the PASS command is a

string specifying the nessage sender’s password.

The PASS conmand can only be used under two conditions:

- right after a USER command that gets the reply code 250;

- right after a PASS command that gets the reply code 501

Li st of possible reply codes for the PASS comrand:

- 250 The password has been accepted and verified to be
correctly associated with the usernane previously

speci fi ed.

- 451 Internal error has occurred in the nessage posting
server.

- 501 Syntax error detected in the password argunent.

- 503 The PASS conmand has been used under an inappropriate
condition (i.e., one that is not specified above).

- 530 The password provided is not the one associated with the
username previously specified.

DATA <CRLF>
The DATA command is used to informthe nessage posting server
to get ready to accept a nmail nessage text. No argunent is
expected. (This command has the sane nmeani ng as the DATA
conmand defined in RFC 821.)
The DATA conmand can only be used under two conditions:

- right after a PASS command that gets the reply code 250;

- right after a nail nmessage text has been successfully
accepted fromthe client.

Li st of possible reply codes for the DATA command:

- 354 The nessage posting server is ready to accept the nail
nessage text.
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- 451 Internal error has occurred in the nessage posting
server.

- 503 The DATA conmmand has been used under an inappropriate
condition (i.e., one that is not specified above).

Upon receiving the reply code 354 for the DATA conmmand, the
client should submt the mail nessage text to nmessage posting
server and terninate the text by the sequence "<CRLF>. <CRLF>"
as defined in RFC 821. If the nmessage text includes the
"<CRLF>. <CRLF>" sequence, then the sequence is replaced by the
"<CRLF>..<CRLF>" sequence as defined in RFC 821. The extra "."
token will not be included in the final copy of the submitted
nessage.

Upon receiving the nmail nessage text term nated by the
"<CRLF>. <CRLF>" sequence, list of possible reply codes is:

- 250 The mai|l nessage text has been successfully queued for
del i very.

- 451 Internal error has occurred in the nessage posting
server and the mail nessage text has not been queued.

NOOP <CRLF>

The NOOP conmand does not cause any action to be perfornmed by
t he nessage posting server. |Instead, it tests the status of
the nmessage posting server. No argunent is expected.

The NOOP command cannot be used under one condition:

- right after a DATA command that gets the reply code 354
(i.e., when the nessage posting server is expecting the client
to submit the mail nessage text).

Li st of possible reply codes for the NOOP comrand:

- 250 The nmessage posting server has not encountered any
i nternal error.

- 451 Internal error has occurred in the nessage posting
server during the current session

QU T <CRLF>

The QU T command is used to terminate the session with the
nmessage posting server. No argument is expected.
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The QUIT conmand can be used under any condition. The nessage
posting server should always return the reply code 221 for the
QUI T command.

3. | MPLEMENTATI ON OF THE MESSAGE POSTI NG SERVER

There are several issues to be considered when inplenenting the
nmessage posting server

- secured environment

- port nunber assignment

- handling of idle client

- local/renpote password dat abase

- message queui ng

- handling of nessage delivery failure

3.1 Secured Environnent

The nmessage posting server is responsible for authenticating nmessage
senders and submitting mail to the nessage delivery system Hence,
it should be running in a secured environment, such as running on a
system (UNI X, VMS, MS-DOS) with well restricted physical and network
access.

3.2 Port Nunber Assignnent
Port 218 is assigned for the Netix Message Posting Protocol.

3.3 Handling of Idle dient
The nmessage posting server should terninate a session if the client
has been idle for too long, to release the resource allocated for the
sessi on.

3.4 Local /Renpte Password Dat abase
To take advantage of existing password databases, such as the passwd
file in UNl X, the nessage posting server can use FTP and POP3 to
performthe usernanme and password checking with the appropriate
server.
For network that does not have any password dat abase, the nessage

posting server should let the system administrator specify a |loca
password file on the host that the message posting server is running.
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3.5 Message Queui ng

The message posting server should attenpt to subnit accepted nmessages
to the nessage delivery system as soon as possible.

3.6 Handling of Message Delivery Failure

Failure in delivering nmessages should be handl ed by the nessage
delivery system and the nessage posting server should not interfere.
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Security Considerations

Security issues are discussed in section 3.1.
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