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Abstract

Thi s docunent specifies XM. (Extensible Markup Language) digital
signature processing rules and syntax. XM Signatures provide
integrity, nessage authentication, and/or signer authentication
services for data of any type, whether |located within the XM that
i ncl udes the signature or el sewhere.
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1. Introduction

Thi s docunent specifies XML syntax and processing rules for creating
and representing digital signatures. XM Signatures can be applied
to any digital content (data object), including XM.. An XM
Signature may be applied to the content of one or nore resources.
Envel oped or envel opi ng signatures are over data within the same XM
docunent as the signature; detached signhatures are over data externa
to the signature elenment. Mre specifically, this specification
defines an XM. signhature el enment type and an XM. sighature
application; conformance requirenments for each are specified by way
of schema definitions and prose respectively. This specification

al so includes other useful types that identify nmethods for
referencing coll ections of resources, algorithns, and keyi ng and
managenent i nformti on.

The XML Sighature is a nmethod of associating a key with referenced
data (octets); it does not normatively specify how keys are
associated with persons or institutions, nor the meaning of the data
bei ng referenced and signed. Consequently, while this specification
is an inmportant conponent of secure XM applications, it itself is
not sufficient to address all application security/trust concerns,
particularly with respect to using signed XM. (or other data formats)
as a basis of human-to-human conmuni cati on and agreenment. Such an
application nust specify additional key, algorithm processing and
rendering requirenents. For further information, please see Security
Consi derations (section 8).
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1.1 Editorial and Confornance Conventi ons

For readability, brevity, and historic reasons this docunent uses the
term"signature” to generally refer to digital authentication val ues
of all types. Qbviously, the termis also strictly used to refer to
aut hentication values that are based on public keys and that provide
si gner authentication. Wen specifically discussing authentication
val ues based on synmmetric secret key codes we use the terns
authenticators or authentication codes. (See Check the Security
Model , section 8.3.)

This specification provides an XM. Schena [ XM.- scherma] and DTD [ XM.].
The schema definition is normative.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
specification are to be interpreted as described in RFC2119

[ KEYWORDS] :

"they MJUST only be used where it is actually required for
interoperation or to limt behavior which has potential for
causing harm (e.g., limting retransmni ssions)"

Consequently, we use these capitalized key words to unanbi guously
specify requirenments over protocol and application features and
behavi or that affect the interoperability and security of

i npl ementations. These key words are not used (capitalized) to
descri be XML grammar; schema definitions unanbi guously describe such
requi rements and we wi sh to reserve the proninence of these terns for
the natural |anguage descriptions of protocols and features. For
instance, an XML attribute m ght be described as being "optional."
Conpliance with the Namespaces in XM specification [ XM.-ns] is
descri bed as "REQUI RED. "

1.2 Design Phil osophy
The desi gn phil osophy and requirenents of this specification are
addressed in the XM.-Signature Requirenments docunent [ XM- Signature-
RD] .

1.3 Versions, Nanmespaces and ldentifiers
No provision is made for an explicit version nunber in this syntax.
If a future version is needed, it will use a different nanmespace.
The XM. namespace [ XM.-ns] URI that MJST be used by inplenentations
of this (dated) specification is:

xm ns="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
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Thi s nanespace is also used as the prefix for algorithmidentifiers
used by this specification. Wile applications MJUST support XM and
XM. nanmespaces, the use of internal entities [XM.] or our "dsig" XM
nanespace prefix and defaul ting/scoping conventions are OPTI ONAL; we
use these facilities to provide conpact and readabl e exanpl es.

This specification uses Uniform Resource Identifiers [URI] to
identify resources, algorithnms, and semantics. The URI in the
nanespace decl arati on above is also used as a prefix for URs under
the control of this specification. For resources not under the
control of this specification, we use the designated Uniform Resource
Nanes [URN] or Uniform Resource Locators [URL] defined by its
normative external specification. |If an external specification has
not allocated itself a Uniform Resource Identifier we allocate an

i dentifier under our own nanespace. For instance:

Si gnatureProperties is identified and defined by this specification's
namespace:
http://ww. w3. or g/ 2000/ 09/ xm dsi g#Si gnat ur eProperti es

XSLT is identified and defined by an external UR
http://ww. w3. or g/ TR/ 1999/ REC- xsl t-19991116

SHALl is identified via this specification’s nanespace and defined via
a normative reference
http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal
FIPS PUB 180-1. Secure Hash Standard. U. S. Departnent of
Conmer ce/ Nati onal Institute of Standards and Technol ogy.

Finally, in order to provide for terse nanespace decl arations we
sometimes use XML internal entities [XM.] within URIs. For instance:

<?xm version="1.0"?>

<! DOCTYPE Si gnature SYSTEM
"xm dsi g-core-schema. dtd" [ <!ENTITY dsig
“http://ww. w3. org/ 2000/ 09/ xm dsi g#"> ] >

<Si gnature xm ns="&dsig;" |d="MFirstSignature">
<Si gnedl nf o>
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2. Signature Overview and Exanpl es

This section provides an overvi ew and exanples of XM digital
signhature syntax. The specific processing is given in Processing
Rul es (section 3). The formal syntax is found in Core Signature
Syntax (section 4) and Additional Signhature Syntax (section 5).

In this section, an informal representation and exanples are used to
describe the structure of the XML signature syntax. This
representation and exanples may omt attributes, details and
potential features that are fully explained |ater.

XM. Signatures are applied to arbitrary digital content (data
objects) via an indirection. Data objects are digested, the
resulting value is placed in an element (with other information) and
that element is then digested and cryptographically signed. XM
digital signatures are represented by the Signature el ement which has
the followi ng structure (where "?" denotes zero or one occurrence;
"+" denotes one or nore occurrences; and "*" denotes zero or nore
occurrences):

<Si gnature | D?>
<Si gnedl nf 0>
<Canoni cal i zat i onMet hod/ >
<Si gnat ur eMet hod/ >
(<Reference URI ? >
(<Transfornms>)?
<Di gest Met hod>
<Di gest Val ue>
</ Ref erence>) +
</ Si gnedI nf 0>
<Si gnat ur eVal ue>
(<Keyl nf 0>) ?
(<Qoj ect I1D?>)*
</ Si gnat ur e>

Signatures are related to data objects via URIs [URI]. Wthin an XM
docunent, signatures are related to |local data objects via fragnent
identifiers. Such |ocal data can be included within an envel opi ng
signature or can encl ose an envel oped signhature. Detached signatures
are over external network resources or |ocal data objects that reside
within the sane XM. docunent as sibling elenments; in this case, the
signature is neither enveloping (signature is parent) nor envel oped
attribute (signature is child). Since a Signature elenent (and its

I d val ue/ nane) may co-exist or be conmbined with other elenents (and
their I1Ds) within a single XM. docunent, care should be taken in
choosi ng nanmes such that there are no subsequent collisions that
violate the I D uniqueness validity constraint [XM].
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2.1 Sinmple Exanple (Signature, Signedlnfo, Methods, and References)

The followi ng exanple is a detached signature of the content of the
HTML4 in XM. specification.

[s01] <Signature 1d="MFirstSignature"
xm ns="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
[ s02] <Si gnedl nf 0>
[ s03] <Canoni cal i zat i onMet hod
Al gorithm="http://ww. w3. org/ TR/ 2001/ REC- xml - c14n- 20010315"/ >
[ s04] <Si gnat ur eMet hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#dsa- shal"/ >
[ s05] <Ref er ence
URI ="http://ww. w3. or g/ TR/ 2000/ REC- xht m 1- 20000126/ " >

[ s06] <Tr ansf or ms>
[ s07] <Transform
Al gorithm="http://ww. w3. org/ TR/ 2001/ REC- xml - c14n- 20010315"/ >
[ s08] </ Transf or ns>
[ s09] <Di gest Met hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/ >
[ s10] <Di gest Val ue>j 61 wx3r vEPOOVKt Mup4NbeVu8nk=</ Di gest Val ue>

[s11] </ Ref er ence>

[s12] </ Signedlnfo>

[ s13] <Si gnat ur eVal ue>MCOCFFr VLt Rl k=. . . </ Si gnat ur eVal ue>
[ s14] <Keyl nf 0>

[ s154a] <KeyVal ue>

[ s15b] <DSAKeyVal ue>

[ s15c] <P> .. </IP><@. .. </ Q<G .. </ C<Y> L < Y>
[ s15d] </ DSAKeyVal ue>

[ s15€] </ KeyVal ue>

[ s16] </ Keyl nf 0>
[s17] </ Signature>

[s02-12] The required Signedinfo elenent is the information that is
actually signed. Core validation of Signedlnfo consists of two
mandat ory processes: validation of the signature over Signedlnfo and
val i dation of each Reference digest within Signedinfo. Note that the
al gorithms used in calculating the SignatureValue are al so included
in the signed information while the SignatureValue el enent is outside
Si gnedlI nf o.

[s03] The CanonicalizationMethod is the algorithmthat is used to
canoni calize the Signedinfo elenent before it is digested as part of
the signature operation. Note that this exanple, and all exanples in
this specification, are not in canonical form
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[s04] The SignatureMethod is the algorithmthat is used to convert
the canonicalized Signedinfo into the SignaturevValue. It is a

combi nati on of a digest algorithmand a key dependent al gorithm and
possi bly other algorithns such as paddi ng, for exanple RSA-SHAlL. The
al gorithm nanes are signed to resist attacks based on substituting a
weaker algorithm To pronote application interoperability we specify
a set of signature algorithns that MJST be inplenented, though their
use is at the discretion of the signature creator. W specify

addi tional al gorithnms as RECOMVENDED or OPTI ONAL for inplenentation;
the design also permits arbitrary user specified al gorithmns.

[s05-11] Each Reference el enent includes the digest nmethod and
resul ting digest value calculated over the identified data object.
It may al so include transformations that produced the input to the
di gest operation. A data object is signed by conputing its digest
val ue and a signature over that value. The signature is |later
checked via reference and signature validation

[s14-16] Keylnfo indicates the key to be used to validate the
signature. Possible fornms for identification include certificates,
key nanes, and key agreenent algorithnms and information -- we define
only a few Keylnfo is optional for two reasons. First, the signer
may not wi sh to reveal key information to all document processing
parties. Second, the information may be known within the
application’ s context and need not be represented explicitly. Since
Keylnfo is outside of Signedinfo, if the signer wi shes to bind the
keying information to the signature, a Reference can easily identify
and i nclude the Keylnfo as part of the signature.

2.1.1 More on Reference

[ s05] <Ref er ence
URI ="http://ww. w3. or g/ TR/ 2000/ REC- xht m 1- 20000126/ " >

[ s06] <Tr ansf or ms>
[ s07] <Transform
Al gorithm="http://ww. w3. org/ TR/ 2001/ REC- xml - c14n- 20010315"/ >
[ s08] </ Transf or ns>
[ s09] <Di gest Met hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/ >
[ s10] <Di gest Val ue>j 61 wx3r vEPOOVKt Mup4NbeVu8nk=</ Di gest Val ue>

[s11] </ Ref er ence>

[s05] The optional URI attribute of Reference identifies the data
object to be signed. This attribute nay be onmitted on at nbst one
Reference in a Signature. (This limtation is inposed in order to
ensure that references and objects nmay be matched unanbi guously.)
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[s05-08] This identification, along with the transforns, is a
description provided by the signer on how they obtained the signed
data object in the formit was digested (i.e., the digested content).
The verifier may obtain the digested content in another nethod so
long as the digest verifies. |In particular, the verifier may obtain
the content froma different |ocation such as a |ocal store, as
opposed to that specified in the URI.

[s06-08] Transforns is an optional ordered |ist of processing steps
that were applied to the resource’s content before it was digested.
Transforms can include operations such as canonicalization,
encodi ng/ decodi ng (i ncluding conpression/inflation), XSLT, XPath, XM
schema validation, or Xinclude. XPath transfornms permit the signer
to derive an XM. docunent that omits portions of the source docunent.
Consequent |y those excluded portions can change wi thout affecting
sighature validity. For exanple, if the resource being signed

encl oses the signature itself, such a transform nust be used to
exclude the signature value fromits own computation. |f no
Transfornms el enment is present, the resource’'s content is digested
directly. While the Wrrking Goup has specified mandatory (and
optional) canonicalization and decodi ng al gorithns, user specified
transfornms are pernitted.

[s09-10] DigestMethod is the algorithmapplied to the data after
Transfornms is applied (if specified) to yield the D gestValue. The
signing of the DigestValue is what binds a resources content to the
signer’s key.

2.2 Extended Exanpl e (CObject and SignatureProperty)

Thi s specification does not address nechanisns for making statements
or assertions. |Instead, this docunent defines what it neans for
something to be signed by an XML Signature (integrity, message

aut henti cation, and/or signer authentication). Applications that

wi sh to represent other senmantics nust rely upon other technol ogies,
such as [ XM., RDF]. For instance, an application night use a

foo: assuredby attribute within its own markup to reference a
Signature element. Consequently, it’'s the application that mnust
understand and know how to nmake trust decisions given the validity of
the signature and the neani ng of assuredby syntax. W also define a
Si gnatureProperties elenent type for the inclusion of assertions
about the signature itself (e.g., signature semantics, the tinme of
signing or the serial nunber of hardware used in cryptographic
processes). Such assertions nay be signed by including a Reference
for the SignatureProperties in Signedlnfo. Wile the signing
application should be very careful about what it signs (it should
understand what is in the SignatureProperty) a receiving application
has no obligation to understand that semantic (though its parent
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trust engine may wish to). Any content about the signature
generation may be |located within the SignatureProperty elenment. The
mandat ory Target attribute references the Signature elenent to which
the property applies.

Consi der the preceding exanple with an additional reference to a
| ocal Object that includes a SignatureProperty elenment. (Such a
signature would not only be detached [p02] but envel oping [p03].)

[ ] <Signature |d="M/SecondSi gnature" ...>
[ pO1] <Si gnedl nfo>

[ ] Ce
[ p0O2] <Reference URI ="http://ww. w3. org/ TR/ xm -styl esheet/">

[ ] -
[ pO3] <Ref erence URI ="#AMadeUpTi neSt anp”

[ pO4]
Type="http://ww. w3. or g/ 2000/ 09/ xmi dsi g#Si gnat ur ePr operti es" >

[ pO5] <Di gest Met hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/ >

[ p0O6] <Di gest Val ue>k3453r vEPQOVKt Mup4NbeVu8nk=</ Di gest Val ue>

[ pO7] </ Ref er ence>

[ p08] </ Si gnedl nf o>

[pO9] ...

[ p10] <QObject>

[ p11] <Si gnat ur eProperti es>

[ p12] <Si gnat ureProperty |d="AvadeUpTi meSt anp”
Tar get =" #MySecondSi gnat ure" >
[ p13] <timestanp xm ns="http://ww.ietf.org/rfcxXXxXX txt">
[ pl4] <dat €>19990908</ dat e>
[ p15] <time>14: 34: 34: 34</ti ne>
[ p16] </tinmestanmp>
[ p17] </ Si gnat ur eProperty>

[ p18] </ Si gnat ur eProperties>
[p19] </ hject>
[ p20] </ Si gnat ur e>

[ p04] The optional Type attribute of Reference provides information
about the resource identified by the URI. In particular, it can
indicate that it is an Object, SignatureProperty, or Manifest

el enent. This can be used by applications to initiate special
processi ng of sone Reference elenments. References to an XM. data

el enment within an Object el enent SHOULD identify the actual el ement
pointed to. Were the elenment content is not XML (perhaps it is

bi nary or encoded data) the reference should identify the Cbject and
the Reference Type, if given, SHOULD i ndicate Cbject. Note that Type
is advisory and no action based on it or checking of its correctness
is required by core behavior.
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[ p10] Object is an optional elenment for including data objects within
the signature element or el sewhere. The Cbject can be optionally
typed and/ or encoded.

[ p11-18] Signature properties, such as tine of signing, can be
optionally signed by identifying themfromw thin a Reference.
(These properties are traditionally called signature "attributes”

al though that termhas no relationship to the XML term "attribute".)

2.3 Extended Exanple (Object and Manifest)

The Manifest elenment is provided to neet additional requirenments not
directly addressed by the mandatory parts of this specification. Two
requi rements and the way the Manifest satisfies themfollow

First, applications frequently need to efficiently sign nultiple data
obj ects even where the signature operation itself is an expensive
public key signature. This requirenment can be nmet by incl uding
multiple Reference elenents within Signedlnfo since the inclusion of
each di gest secures the data digested. However, sone applications
may not want the core validation behavior associated with this
approach because it requires every Reference within Signedinfo to
undergo reference validation -- the DigestValue elenents are checked.
These applications may wi sh to reserve reference validation decision
logic to thensel ves. For exanple, an application mght receive a
signature valid Signedinfo elenent that includes three Reference
elenments. |If a single Reference fails (the identified data object
when di gested does not yield the specified D gestValue) the signature
woul d fail core validation. However, the application may w sh to
treat the signature over the two valid Reference elenents as valid or
take different actions depending on which fails. To acconplish this,
Si gnedi nfo woul d reference a Manifest elenment that contains one or
nore Reference elenents (with the same structure as those in
Signedinfo). Then, reference validation of the Manifest is under
application control

Second, consider an application where many signatures (using
different keys) are applied to a | arge nunber of docunents. An
inefficient solution is to have a separate signature (per key)
repeatedly applied to a large Signedlinfo elenent (wth many

Ref erences); this is wasteful and redundant. A nore efficient
solution is to include many references in a single Manifest that is
then referenced fromnultiple Signature el enents.

The exanpl e bel ow i ncl udes a Reference that signs a Manifest found
within the Qbject el enent.
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[ 1 ...
[ mD1] <Ref erence URI ="#MFi rstManifest"”

[ MD2] Type="http://ww. w3. or g/ 2000/ 09/ xnl dsi g#Mani f est " >
[ MD3] <Di gest Met hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/ >
[ mD4] <Di gest Val ue>345x3r vEPQOVKt Mup4NbeVu8nk=</ Di gest Val ue>

[ mD5] </ Ref er ence>

[ ] ...

[ MD6] <hject>

[ MD7] <Mani fest 1d="MFirstMnifest">

[ mD8] <Ref er ence>
[ mD9] -

[ mMLO] </ Ref er ence>
[ mLl1] <Ref er ence>
[ ML2] -

[ mML3] </ Ref er ence>

[ mL4] </ Mani f est >
[ MLl5] </ Qbject>

3.0 Processing Rul es

The sections bel ow describe the operations to be perfornmed as part of
signature generation and validation

3.1 Core Generation

The REQUI RED steps include the generation of Reference el enents and
t he Si gnatureVal ue over Signedl nfo.

3.1.1 Reference Generation
For each data object being signed:

1. Apply the Transforms, as determ ned by the application, to the
dat a obj ect.

2. Calculate the digest value over the resulting data object.

3. Create a Reference el enent, including the (optional)
identification of the data object, any (optional) transform
el ements, the digest algorithmand the DigestValue. (Note, it is
t he canonical formof these references that are signed in 3.1.2
and validated in 3.2.1.)

3.1.2 Signature Ceneration
1. Create Signedlinfo element wi th SignatureMethod,
Canoni cal i zat i onMet hod and Ref erence(s).

2. Canonicalize and then cal cul ate the SignatureVal ue over Signedlnfo
based on al gorithns specified in Signedlnfo.
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3. Construct the Signature elenment that includes Signedlnfo,
hject(s) (if desired, encoding may be different than that used
for signing), Keylnfo (if required), and SignatureVal ue.

Note, if the Signature includes sanme-docunent references, [XM] or

[ XML- schema] validation of the docunent m ght introduce changes that
break the signature. Consequently, applications should be careful to
consistently process the docunent or refrain fromusing externa
contributions (e.g., defaults and entities).

3.2 Core Validation

The REQUI RED steps of core validation include (1) reference
validation, the verification of the digest contained in each
Ref erence in Signedlnfo, and (2) the cryptographic signature
val i dation of the signature cal cul ated over Signedlnfo.

Note, there may be valid signatures that some signature applications
are unable to validate. Reasons for this include failure to

i npl emrent optional parts of this specification, inability or
unwi I I'i ngness to execute specified algorithms, or inability or
unwi I I'i ngness to dereference specified URIs (some URI schenmes may
cause undesirable side effects), etc.

Conpari son of values in reference and signature validation are over
the nuneric (e.g., integer) or decoded octet sequence of the val ue.
Different inplenentations nmay produce different encoded di gest and
si gnature val ues when processing the sane resources because of
variances in their encoding, such as accidental white space. But if
one uses nuneric or octet conparison (choose one) on both the stated
and conput ed val ues these problens are elininated.

3.2.1 Reference Validation

1. Canonicalize the Signedlnfo el enent based on the

Canoni cal i zati onMet hod i n Si gnedl nf o.

2. For each Reference in Signedlnfo:

2.1 ntain the data object to be digested. (For exanple, the
signature application may dereference the URI and execute
Transforms provided by the signer in the Reference el enent, or
it may obtain the content through other neans such as a | oca
cache.)

2.2 Digest the resulting data object using the Di gest Met hod
specified in its Reference specification

2.3 Conpare the generated digest val ue agai nst DigestValue in the
Signedlinfo Reference; if there is any m smatch, validation
fails.
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Note, Signedinfo is canonicalized in step 1. The application nust
ensure that the Canonicalizati onMet hod has no dangerous side affects,
such as rewiting URIs, (see CanonicalizationMethod (section 4.3))
and that it Sees What is Signed, which is the canonical form

3.2.2 Signature Validation

1. Obtain the keying information fromKeylnfo or froman externa
sour ce.
2. Cbtain the canonical formof the SignatureMethod using the
Canoni cal i zati onMet hod and use the result (and previously obtained
Keyl nfo) to confirmthe SignatureVal ue over the Signedlnfo
el ement .

Note, Keylnfo (or sone transfornmed version thereof) may be signed via
a Reference elenent. Transformation and validation of this reference
(3.2.1) is orthogonal to Signature Validation which uses the Keylnfo
as par sed.

Additionally, the SignatureMethod URI may have been altered by the
canonicalization of Signedinfo (e.g., absolutization of relative
URIs) and it is the canonical formthat MJST be used. However, the
requi red canonicalization [ XM.-Cl4N] of this specification does not
change URIs.

4.0 Core Signature Syntax

The general structure of an XML signature is described in Signature
Overview (section 2). This section provides detailed syntax of the
core signature features. Features described in this section are
mandatory to inplenment unless otherw se indicated. The syntax is
defined via DTDs and [ XM.- Scherma] with the foll owing XM. preanbl e,
decl aration, and internal entity.

Eastl ake, et al. St andards Track [ Page 15]



RFC 3275 XM.- Si ghature Syntax and Processing March 2002

Scherma Definition:

<?xm version="1.0" encodi ng="utf-8"?>
<! DOCTYPE schena
PUBLI C "-//WBC// DTD XM_Scherma 200102/ / EN'
"http://ww. w3. org/ 2001/ XM_Schema. dt d"

<! ATTLI ST schema
xm ns: ds CDATA #FI XED "htt p://ww. w3. or g/ 2000/ 09/ xm dsi g#" >
<IENTITY dsig 'http://ww.w3. org/ 2000/ 09/ xnl dsi g#' >
<IENTITY %p '’ >
<IENTITY %s '’ >
1>

<schema xm ns="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xnl dsi g#"
t ar get Nanmespace="htt p: //ww. w3. or g/ 2000/ 09/ xm dsi g#"
version="0.1" el ement For nDef aul t ="qual i fi ed">

DTD:
<l--

The follow ng entity declarations enable external/flexible content
in the Signature content nodel.

#PCDATA enul at es schema: string; when conbi ned with el ement types
it enul ates schema ni xed="true".

% 00. ANY permits the user to include their own el enent types from
ot her nanespaces, for exanple:
<IENTITY % KeyVal ue. ANY ' | ecds: ECDSAKeyVal ue’ >

<1 ELEMENT ecds: ECDSAKeyVal ue (#PCDATA) >
S

<IENTITY % Obj ect. ANY '’ >

<IENTITY % Met hod. ANY "’ >

<IENTITY % Transform ANY *’ >
<IENTITY % Si gnat ureProperty. ANY '’ >
<IENTITY % Keyl nfo. ANY ’’ >

<IENTI TY % KeyVal ue. ANY "' >

<IENTITY % PGPDat a. ANY '’ >

<IENTI TY % X509Dat a. ANY "' >

<IENTI TY % SPKI Dat a. ANY "' >
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4.0.1 The ds: CryptoBinary Sinple Type

Thi s specification defines the ds: CryptoBinary sinple type for
representing arbitrary-length integers (e.g., "bignuns") in XM as
octet strings. The integer value is first converted to a "big

endi an" bitstring. The bitstring is then padded with | eading zero
bits so that the total nunber of bits == 0 nod 8 (so that there are
an integral nunber of octets). |If the bitstring contains entire

| eadi ng octets that are zero, these are renoved (so the high-order
octet is always non-zero). This octet string is then base64 [ M Mg
encoded. (The conversion frominteger to octet string is equival ent
to | EEE 1363’ s [20SP [1363] with m nimal |ength).

This type is used by "bignum val ues such as RSAKeyVal ue and
DSAKeyVal ue. |f a value can be of type base64Bi nary or

ds: CryptoBinary they are defined as base64Binary. For exanple, if
the signature algorithmis RSA or DSA then SignatureVal ue represents
a bignum and could be ds: CryptoBinary. However, if HMAC-SHAl is the
sighature algorithmthen SignatureVal ue could have | eading zero
octets that nust be preserved. Thus SignatureValue is generically
defined as of type base64Bi nary.

Schenma Definition

<si nmpl eType nane="CryptoBi nary" >
<restriction base="base64Bi nary">
</restriction>

</ si mpl eType>

4.1 The Signature el ement

The Signature elenment is the root element of an XML Signature.
| mpl enent ati on MUST generate |axly schenma valid [ XM.- scheng]
Signature elenments as specified by the foll owi nhg schena

Schenma Definition

<el ement nane="Si ghature" type="ds: Si gnatureType"/>
<conpl exType name="Si gnat ureType" >
<sequence>
<el ement ref="ds: Si gnedl nfo"/>
<el ement ref="ds: Si gnat ureVal ue"/ >
<el ement ref="ds: Keylnfo" m nCccurs="0"/>
<el ement ref="ds: Chject" m nCccurs="0" maxQccurs="unbounded"/ >
</ sequence>
<attribute name="1d" type="I1D" use="optional"/>
</ conmpl exType>
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DTD:

<!l ELEMENT Signature (Signedlnfo, SignatureValue, Keylnfo?,
bj ect*) >
<I ATTLI ST Si gnature
xm ns CDATA  #FI XED '’ http://ww. w3. or g/ 2000/ 09/ xm dsi g#’
I d I D #l MPLIED >

4.2 The SignatureVal ue El enment

The SignatureVal ue el ement contains the actual value of the digita
signhature; it is always encoded using base64 [M M. Wile we
identify two SignatureMethod al gorithms, one mandatory and one
optional to inplenment, user specified algorithnms may be used as well.

Schenma Definition

<el ement nane="Si gnat ur eVal ue" type="ds: Si gnat ureVal ueType"/>
<conpl exType name="Si gnat ur eVal ueType" >
<si npl eCont ent >
<ext ensi on base="base64Bi nary" >
<attribute name="1d" type="I1D" use="optional"/>
</ ext ensi on>
</ si mpl eCont ent >
</ conmpl exType>

DTD:

<! ELEMENT Si gnat ur eVal ue (#PCDATA) >
<I ATTLI ST Si gnat ur eVal ue
Id ID #| MPLI ED>

4.3 The Signedl nfo El enent

The structure of Signedlnfo includes the canonicalization algorithm
a signature algorithm and one or nore references. The Signedlinfo

el enent may contain an optional ID attribute that will allowit to be
ref erenced by other signatures and objects.

Si gnedl nfo does not include explicit signature or digest properties
(such as calculation tine, cryptographic device serial nunber, etc.).
If an application needs to associate properties with the signature or
digest, it may include such information in a SignatureProperties

el enent within an Object el enent.
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Schenma Definition

<el ement name="Si gnedl nf 0" type="ds: Si gnedl nf oType"/ >
<conpl exType name="Si gnedl nf oType" >
<sequence>
<el ement ref="ds: Canoni calizati onMet hod"/ >
<el ement ref="ds: Si gnat ureMet hod"/ >
<el ement ref="ds: Reference" maxCccurs="unbounded"/>
</ sequence>
<attribute name="1d" type="I1D" use="optional"/>
</ conmpl exType>

DTD:

<! ELEMENT Si gnedl nfo (Canoni cal i zati onMet hod,
Si gnat ureMet hod, Reference+) >
<! ATTLI ST Si gnedlnfo

Id I D #| MPLI ED

4.3.1 The Canoni cali zati onMet hod El enent

Canoni cal i zati onMethod is a required el enent that specifies the
canoni cal i zation algorithmapplied to the Signedinfo elenment prior to
perform ng signature calculations. This elenment uses the genera
structure for algorithns described in AlgorithmIldentifiers and

| mpl enent ati on Requirenents (section 6.1). |nplenentations MJST
support the REQUI RED canonicalization algorithns.

Alternatives to the REQUI RED canoni calization algorithnms (section
6.5), such as Canonical XML with Comments (section 6.5.1) or a

m ni mal canoni cal i zation (such as CRLF and charset nornalization),
may be explicitly specified but are NOT REQUI RED. Consequently,
their use may not interoperate with other applications that do not
support the specified algorithm (see XM. Canoni cal i zati on and Synt ax
Constrai nt Considerations, section 7). Security issues my al so
arise in the treatnent of entity processing and conments if non- XM
awar e canoni calization algorithns are not properly constrai ned (see
section 8.2: Only What is "Seen" Should be Signed).

The way in which the Signedinfo elenent is presented to the
canoni cal i zati on method is dependent on that nethod. The follow ng
applies to algorithnms which process XM. as nodes or characters:

* XM based canonicalization inplenentations MJST be provided
with a [ XPath] node-set originally forned fromthe docunent
containing the Signedlnfo and currently indicating the
Signedinfo, its descendants, and the attribute and nanespace
nodes of Signedinfo and its descendant el enents.
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* Text based canonicalization algorithns (such as CRLF and
charset normalization) should be provided with the UTF-8 octets
that represent the well-forned Signedlnfo element, fromthe
first character to the last character of the XM
representation, inclusive. This includes the entire text of
the start and end tags of the Signedinfo elenment as well as all
descendant markup and character data (i.e., the text) between
those tags. Use of text based canonicalization of Signedlnfo
i s NOT RECOMVENDED.

We reconmend applications that inplement a text-based instead of

XM.- based canoni calization -- such as resource constrai ned apps --
generate canonicalized XM. as their output serialization so as to
mtigate interoperability and security concerns. For instance, such
an i npl enmentati on SHOULD (at |east) generate standal one XM instances
[ XM] .

NOTE: The signature application nust exercise great care in accepting
and executing an arbitrary Canonicalizati onMethod. For exanple, the
canoni calization method could rewite the URIs of the References
being validated. O, the nethod could massively transform Signedlnfo
so that validation would al ways succeed (i.e., converting it to a
trivial signature with a known key over trivial data). Since

Canoni cal i zati onMet hod is inside Signedinfo, in the resulting
canonical formit could erase itself from Signedlinfo or nodify the
Signedinfo elenent so that it appears that a different
canoni cal i zation function was used! Thus a Signature which appears to
authenticate the desired data with the desired key, DigestMthod, and
Si gnat ureMet hod, can be nmeaningless if a capricious

Canoni cal i zati onMet hod i s used.

Schenma Definition
<el enent nane="Canoni cal i zat i onMet hod"

t ype="ds: Canoni cal i zati onMet hodType"/ >
<conpl exType name="Canoni cal i zati onMet hodType" mi xed="true">

<sequence>
<any nanespace="##any" m nCOccurs="0" maxCccurs="unbounded"/ >
<l-- (0, unbounded) elenents from(1,1) nanespace -->

</ sequence>
<attribute name="Algorithnl type="anyURI" use="required"/>
</ conmpl exType>

DTD:

<! ELEMENT Canoni cal i zati onMet hod (#PCDATA %kt hod. ANY; ) * >
<I ATTLI ST Canoni cal i zati onMet hod
Al gorit hm CDATA #REQUI RED >
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4.3.2 The SignatureMethod El emrent

SignatureMethod is a required el enment that specifies the algorithm
used for signature generation and validation. This algorithm
identifies all cryptographic functions involved in the signature
operation (e.g., hashing, public key algorithms, MACs, padding,
etc.). This elenent uses the general structure here for algorithns
described in section 6.1: AlgorithmIldentifiers and | nplenentation
Requi rements. While there is a single identifier, that identifier
may specify a format containing multiple distinct signature val ues.

Schenma Definition

<el ement nane="Si ghat ur eMet hod" type="ds: Si gnat ur eMet hodType"/ >
<conpl exType name="Si gnat ur eMet hodType" mi xed="true">
<sequence>
<el ement name="HMACQut put Lengt h" m nCccur s="0"
t ype="ds: HVACQut put Lengt hType"/ >
<any nanespace="##ot her" m nCccurs="0" maxCccurs="unbounded"/ >
<l-- (0, unbounded) elenents from(1,1) external nanespace -->
</ sequence>
<attribute name="Algorithni type="anyURI" use="required"/>
</ conmpl exType>

DTD:

<! ELEMENT Si gnat ur eMet hod

(#PCDATA| HVACQuUt put Lengt h %kt hod. ANY; ) * >
<! ATTLI ST Si gnat ur eMet hod
Al gori t hm CDATA #REQUI RED >

4.3.3 The Reference El enent

Ref erence is an elenent that may occur one or nore tines. It
specifies a digest algorithmand di gest value, and optionally an
identifier of the object being signed, the type of the object, and/or
a list of transforns to be applied prior to digesting. The
identification (URI) and transforns describe how t he di gested content
(i.e., the input to the digest nethod) was created. The Type
attribute facilitates the processing of referenced data. For
exanmple, while this specification nakes no requirenments over externa
data, an application may wi sh to signal that the referent is a

Mani fest. An optional ID attribute pernmts a Reference to be
referenced from el sewhere
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Schenma Definition

<el ement nane="Ref erence" type="ds: Ref erenceType"/>
<conpl exType name="Ref erenceType" >
<sequence>
<el ement ref="ds: Transforns" ni nCccurs="0"/>
<el ement ref="ds: D gest Met hod"/ >
<el ement ref="ds: D gestVal ue"/ >
</ sequence>
<attribute name="1d" type="I1D" use="optional"/>
<attribute name="URI" type="anyURl " use="optional"/>
<attribute name="Type" type="anyURI" use="optional"/>
</ conmpl exType>

DTD:

<! ELEMENT Reference (Transforns?, DigestMethod, DigestValue) >
<I ATTLI ST Ref erence

Id 1D #lMLIED

URI CDATA #| MPLI ED

Type CDATA  #| MPLI ED>

4.3.3.1 The URI Attribute

The URI attribute identifies a data object using a URI-Reference, as
specified by RFC2396 [URI]. The set of allowed characters for URI
attributes is the same as for XM, nanely [Unicode]. However, sone
Uni code characters are disallowed from UR references including al
non- ASClI I characters and the excluded characters listed in RFC2396
[URI, section 2.4]. However, the nunber sign (#), percent sign (%,
and square bracket characters re-allowed in RFC 2732 [URI-Literal]
are permtted. Disallowed characters nmust be escaped as foll ows:

1. Each disallowed character is converted to [UTF-8] as one or nore
octets.

2. Any octets corresponding to a disallowed character are escaped
with the URI escaping nmechanism (that is, converted to %H, where
HH i s the hexadeci mal notation of the octet value).

3. The original character is replaced by the resulting character
sequence.

XM. signature applications MJST be able to parse URI syntax. W
RECOMMVEND t hey be able to dereference URIs in the HITP schene.
Dereferencing a URI in the HTTP schene MJST conply with the Status
Code Definitions of [HITP] (e.g., 302, 305 and 307 redirects are
followed to obtain the entity-body of a 200 status code response).
Appl i cations should al so be cognizant of the fact that protoco
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paraneter and state information, (such as HTTP cooki es, HTM. device
profiles or content negotiation), may affect the content yielded by
dereferencing a URI.

If a resource is identified by nore than one URI, the npbst specific
shoul d be used (e.g., http://ww. w3. org/ 2000/ 06/i nt er op-
pressrel ease. htm .en instead of http://ww. w3. org/ 2000/ 06/ i nt erop-
pressrel ease). (See the Reference Validation (section 3.2.1) for a
further information on reference processing.)

If the URI attribute is onmitted altogether, the receiving application
is expected to know the identity of the object. For exanple, a

i ghtwei ght data protocol might onmit this attribute given the
identity of the object is part of the application context. This
attribute may be omtted fromat nost one Reference in any particul ar
Si gnedl nfo, or Manifest.

The optional Type attribute contains information about the type of
obj ect being signed. This is represented as a URI. For exanple:

Type="http://ww. w3. or g/ 2000/ 09/ xni dsi g#Chj ect "
Type="http://ww. w3. or g/ 2000/ 09/ xmi dsi g#Mani f est "

The Type attribute applies to the item being pointed at, not its
contents. For exanple, a reference that identifies an Object el enent
containing a SignatureProperties elenent is still of type #Object.
The type attribute is advisory. No validation of the type
information is required by this specification.

4.3.3.2 The Reference Processi ng Model

Note: XPath is RECOMVENDED. Signature applications need not conform
to [ XPat h] specification in order to conformto this specification.
However, the XPath data nodel, definitions (e.g., node-sets) and
syntax is used within this docunent in order to describe
functionality for those that want to process XM.-as- XM. (instead of
octets) as part of signature generation. For those that want to use
these features, a confornmant [XPath] inplenmentation is one way to

i npl enent these features, but it is not required. Such applications
could use a sufficiently functional replacenent to a node-set and

i npl erent only those XPath expression behaviors REQU RED by this
speci fication. However, for sinplicity we generally will use XPath
termi nol ogy wi thout including this qualification on every point.
Requi rements over "XPath node-sets" can include a node-set functiona
equi val ent. Requirenents over XPath processing can include
appl i cati on behaviors that are equivalent to the correspondi ng XPath
behavi or.
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The data-type of the result of URI dereferencing or subsequent
Transforms is either an octet streamor an XPath node-set.

The Transfornms specified in this docunment are defined with respect to
the input they require. The followng is the default signature
appl i cati on behavior:

* |f the data object is an octet stream and the next transform
requires a node-set, the signature application MJST attenpt to
parse the octets yielding the required node-set via [ XM]
wel | -formed processing.

* |f the data object is a node-set and the next transform
requires octets, the signature application MJST attenpt to
convert the node-set to an octet stream using Canonical XM
[ XML- C14N] .

Users may specify alternative transforns that override these defaults
in transitions between transforns that expect different inputs. The
final octet streamcontains the data octets being secured. The

di gest al gorithm specified by DigestMethod is then applied to these
data octets, resulting in the DigestVal ue.

Unl ess the URI -Reference is a 'same-docunent’ reference as defined in
[URI, Section 4.2], the result of dereferencing the URI-Reference
MJUST be an octet stream In particular, an XM. docunent identified
by URI is not parsed by the signature application unless the URI is a
sane-docunent reference or unless a transformthat requires XM
parsing is applied. (See Transforms (section 4.3.3.1).)

When a fragnent is preceded by an absolute or relative URI in the

URI - Ref erence, the neaning of the fragnent is defined by the
resource’s M Me type. Even for XM. docunents, URI dereferencing
(including the fragnment processing) mght be done for the signature
application by a proxy. Therefore, reference validation mnmight fai

if fragnment processing is not perfornmed in a standard way (as defined
in the follow ng section for sane-docunent references).

Consequently, we RECOMMVEND that the URI attribute not include
fragment identifiers and that such processing be specified as an
addi ti onal XPath Transform

Wien a fragment is not preceded by a URI in the URI -Reference, XM
signature applications MJST support the null URl and barenane
XPointer. W RECOVMEND support for the sanme-docunent XPointers
"#xpointer(/)' and ’'#xpointer(id('ID)) if the application also
intends to support any canonicalization that preserves conments.

(O herwise URI ="#foo" will automatically renove comments before the
canoni cal i zati on can even be invoked.) Al other support for
XPointers is OPTIONAL, especially all support for barenane and ot her
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XPointers in external resources since the application nay not have
control over how the fragnment is generated (leading to
interoperability problenms and validation failures).

The foll owi ng exanpl es denobnstrate what the URI attribute identifies
and how it is dereferenced:

URI ="http://exanpl e. com bar.xm "
Identifies the octets that represent the external resource
"http://exanple.combar.xm’, that is probably an XM. docunent
given its file extension

URI =" http://exanpl e. con bar. xm #chapt er 1"
Identifies the element with ID attribute value 'chapterl of the
external XM. resource 'http://exanple.conf bar.xm’, provided as
an octet stream Again, for the sake of interoperability, the
el enent identified as 'chapterl’ should be obtai ned using an
XPath transformrather than a URl fragnment (barenane XPointer
resolution in external resources is not REQURED in this
speci fication).

URI =""
Identifies the node-set (mnus any comment nodes) of the XM
resource containing the signature

URI =" #chapt er 1"
Identifies a node-set containing the element with ID attribute
val ue 'chapter1l’ of the XM. resource containing the signature.
XM. Signature (and its applications) nodify this node-set to
i nclude the element plus all descendents includi ng nanespaces and
attributes -- but not coments.

4. 3.3.3 Sanme-Docunent URI - Ref er ences

Der ef erenci ng a same-docunent reference MUST result in an XPath
node-set suitable for use by Canonical XM. [ XML- C14N]. Specifically,
dereferencing a null URI (URI="") MJST result in an XPath node-set
that includes every non-coment node of the XM. document containing
the URI attribute. 1n a fragment URI, the characters after the
nunber sign ('# ) character conformto the XPointer syntax [Xptr].
When processing an XPointer, the application MJST behave as if the
root node of the XM. docunent containing the URI attribute were used
to initialize the XPointer evaluation context. The application MJST
behave as if the result of XPointer processing were a node-set
derived fromthe resultant |ocation-set as foll ows:

1. discard point nodes

2. replace each range node with all XPath nodes having full or
partial content within the range

3. replace the root node with its children (if it is in the node-set)
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4. replace any elenent node Ewith E plus all descendants of E (text,
comment, PlI, elenent) and all namespace and attribute nodes of E
and its descendant el enents.

5. if the URI is not a full XPointer, then delete all comrent nodes

The second to |ast replacenent is necessary because XPointer
typically indicates a subtree of an XM. docunent’s parse tree using
just the el enent node at the root of the subtree, whereas Canoni cal
XML treats a node-set as a set of nodes in which absence of

descendant nodes results in absence of their representative text from
t he canoni cal form

The last step is performed for null URIs, barenanme XPointers and
child sequence XPointers. |It’s necessary because when [ XM.-Cl14N] is
passed a node-set, it processes the node-set as is: with or wthout
comments. Only when it’s called with an octet stream does it invoke
its own XPath expressions (default or w thout conments). Therefore
to retain the default behavior of stripping corments when passed a
node-set, they are renpoved in the last step if the URI is not a ful
XPointer. To retain comments while selecting an el enent by an
identifier ID use the following full XPointer:

URI =" #xpointer(id('I1D))’. To retain coments while selecting the
entire docunent, use the following full XPointer: URI = #xpointer(/) .
Thi s XPointer contains a sinple XPath expression that includes the
root node, which the second to |ast step above replaces with al
nodes of the parse tree (all descendants, plus all attributes, plus
al | nanmespaces nodes).

4.3.3.4 The Transforns El enment

The optional Transfornms el enment contains an ordered list of Transform
el enents; these describe how the signer obtained the data object that
was di gested. The output of each Transform serves as input to the
next Transform The input to the first Transformis the result of
dereferencing the URI attribute of the Reference elenment. The output
fromthe last Transformis the input for the Di gest Method al gorithm
When transfornms are applied the signer is not signing the native
(original) docunment but the resulting (transformed) docunent. (See
Only What is Signed is Secure (section 8.1).)

Each Transform consists of an Algorithmattribute and content
paraneters, if any, appropriate for the given algorithm The

Al gorithmattribute val ue specifies the nane of the algorithmto be
performed, and the Transform content provides additional data to
govern the algorithnm s processing of the transforminput. (See

Al gorithmldentifiers and I npl ementati on Requirenments (section 6).)
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As described in The Reference Processing Mdel (section 4.3.3.2),
sone transforns take an XPath node-set as input, while others require
an octet stream |If the actual input matches the input needs of the
transform then the transform operates on the unaltered input. |If
the transforminput requirenent differs fromthe format of the actual
i nput, then the input nust be convert ed.

Sone Transforms may require explicit MM type, charset (I ANA

regi stered "character set"), or other such information concerning the
data they are receiving froman earlier Transform or the source data,
al t hough no Transform al gorithm specified in this docunent needs such
explicit information. Such data characteristics are provided as
paraneters to the Transform al gorithm and shoul d be described in the
specification for the algorithm

Exanpl es of transfornms include but are not limted to base64 decodi ng
[M ME], canonicalization [ XM.-Cl14N], XPath filtering [ XPath], and
XSLT [ XSLT]. The generic definition of the Transform el enent al so
al l ows application-specific transformalgorithnms. For exanple, the
transform coul d be a deconpression routine given by a Java cl ass
appeari ng as a base64 encoded paranmeter to a Java Transform

al gorithm However, applications should refrain from using
application-specific transforns if they wish their signatures to be
verifiable outside of their application domain. Transform Al gorithns
(section 6.6) define the list of standard transformations.

Schenma Definition

<el ement name="Transforns" type="ds: TransfornsType"/>
<conpl exType name="TransfornsType" >
<sequence>
<el ement ref="ds: Transforn maxCccurs="unbounded"/ >
</ sequence>
</ conmpl exType>

<el ement nanme="Transfornt type="ds: Transfor miype"/>
<conpl exType name="Transf ornifype" ni xed="true">
<choi ce nmi nCccurs="0" maxQccur s="unbounded" >

<any nanmespace="##ot her" processContents="|ax"/>

<l-- (1,1) elenents from (0, unbounded) nanespaces -->
<el ement nane="XPat h" type="string"/>
</ choi ce>

<attribute name="Algorithnl type="anyURI" use="required"/>
</ conmpl exType>
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DTD:
<! ELEMENT Transforns (Transformt) >

<! ELEMENT Tr ansf or m (#PCDATA| XPat h %ransform ANY; )* >
<! ATTLI ST Transform
Al gorithm CDATA #REQUI RED >

<! ELEMENT XPath (#PCDATA) >
4.3.3.5 The Di gest Met hod El enent

DigestMethod is a required el enent that identifies the digest
algorithmto be applied to the signed object. This elenment uses the
general structure here for algorithnms specified in Al gorithm
Identifiers and | nplenentation Requirenents (section 6.1).

If the result of the URI dereference and application of Transforns is
an XPath node-set (or sufficiently functional replacenent inplenented
by the application) then it nmust be converted as described in the

Ref erence Processing Mddel (section 4.3.3.2). |If the result of UR
dereference and application of transforns is an octet stream then no
conversion occurs (comments m ght be present if the Canonical XM
with Comments was specified in the Transforms). The digest algorithm
is applied to the data octets of the resulting octet stream

Schenma Definition

<el ement nane="Di gest Met hod" type="ds: Di gest Met hodType"/ >
<conpl exType name="Di gest Met hodType" m xed="true">

<sequence>

<any nanespace="##ot her" processContents="| ax"
m nCccur s="0" maxCccur s="unbounded"/ >

</ sequence>

<attribute name="Algorithnl type="anyURI" use="required"/>
</ conmpl exType>

DTD:
<! ELEMENT Di gest Met hod (#PCDATA %kt hod. ANY; ) * >
<! ATTLI ST Di gest Met hod
Al gorithm CDATA  #REQUI RED >
4.3.3.6 The Di gest Val ue El enent

Di gestVal ue is an elenent that contains the encoded val ue of the
digest. The digest is always encoded using base64 [ M Mg]
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Schenma Definition

<el ement nane="Di gest Val ue" type="ds: Di gest Val ueType"/ >
<si npl eType nane="Di gest Val ueType" >

<restriction base="base64Bi nary"/>
</ si mpl eType>

DTD:

<! ELEMENT Di gest Val ue (#PCDATA) >
<l-- base64 encoded di gest value -->

4.4 The Keyl nfo El enent

Keylnfo is an optional elenent that enables the recipient(s) to
obtain the key needed to validate the signature. Keylnfo may contain
keys, nanes, certificates and other public key managenent

i nformati on, such as in-band key distribution or key agreenent data.
This specification defines a few sinple types but applications may
extend those types or all together replace themw th their own key
identification and exchange semantics using the XM. nanmespace
facility. [XM.-ns] However, questions of trust of such key
information (e.g., its authenticity or strength) are out of scope of
this specification and left to the application.

If Keylnfo is omtted, the recipient is expected to be able to
identify the key based on application context. Miltiple declarations
within Keylnfo refer to the sane key. Wile applications may define
and use any nechani smthey choose through inclusion of elenents from
a different nanespace, conpliant versions MJST inpl enent KeyVal ue
(section 4.4.2) and SHOULD i npl ement Retrieval Method (section 4.4.3).

The schema/ DTD specifications of many of Keylnfo's children (e.g.,
PGPDat a, SPKI Data, X509Data) pernit their content to be

ext ended/ conpl enented wi th el enents from anot her nanespace. This may
be done only if it is safe to ignore these extension elenents while
cl ai ming support for the types defined in this specification.

O herwi se, external elenments, including alternative structures to
those defined by this specification, MJST be a child of Keylnfo. For
exanpl e, should a conplete XM.- PGP standard be defined, its root

el ement MJST be a child of Keylnfo. (O course, new structures from
external nanmespaces can incorporate elenents fromthe &dsig;
nanespace via features of the type definition | anguage. For

i nstance, they can create a DID that m xes their own and dsig
qualified elenments, or a schena that pernits, includes, inports, or
derives new types based on &dsig; elenents.)
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The following list sumarizes the Keylnfo types that are allocated to
an identifier in the &dsig; namespace; these can be used within the
Retri eval Met hod Type attribute to describe a renpte Keylnfo

structure.

* X X X X X

In addition to

Certificate.

http:/ /7 ww. w3,
http:/ /7 ww. w3,
http:/ /7 ww. w3,
http:/ /7 ww. w3,
http:/ /7 ww. w3,
http:/ /7 ww. w3,

or g/ 2000/ 09/ xm dsi g#DSAKeyVal ue
or g/ 2000/ 09/ xm dsi g#RSAKeyVal ue
or g/ 2000/ 09/ xm dsi g#X509Dat a

or g/ 2000/ 09/ xm dsi g#PGPDat a

or g/ 2000/ 09/ xm dsi g#SPKI Dat a

or g/ 2000/ 09/ xm dsi g#Mynt Dat a

the types above for which we define an XML structure,
we specify one additional type to indicate a binary (ASN. 1 DER) X 509

* http://ww. w3. org/ 2000/ 09/ xm dsi g#r awx509Certificate

Schenma Definition

<el ement nane="Keyl nfo" type="ds: Keyl nf oType"/>
<conpl exType name="Keyl nf oType" ni xed="true">

<choi ce maxCccurs="

unbounded" >

<el ement ref="ds: KeyNane"/ >

<el ement ref="ds: KeyVal ue"/ >

<el ement ref="ds: Retrieval Met hod"/ >

<el ement ref="ds: X509Dat a"/ >

<el ement ref="ds: PGPDat a"/ >

<el ement ref="ds: SPKI Dat a"/ >

<el ement ref="ds: Mgnt Dat a"/ >

<any processContents="|ax" nanespace="##ot her"/>

<l-- (1,1) elenents from (0, unbounded) nanespaces -->
</ choi ce>

<attribute name="1d" type="I1D" use="optional"/>
</ conmpl exType>

DTD:

<! ELEMENT Keyl nfo (#PCDATA| KeyNane| KeyVal ue| Retri eval Met hod
X509Dat a| PGPDat a| SPKI Dat a] Mgnt Dat a %Keyl nf o. ANY; ) * >
<I ATTLI ST Keylnfo

Id 1D # MPLIED >
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4.4.1 The KeyNane El enent

The KeyNane el enent contains a string value (in which white space is
significant) which may be used by the signer to comunicate a key
identifier to the recipient. Typically, KeyNane contains an
identifier related to the key pair used to sign the nessage, but it
may contain other protocol-related information that indirectly
identifies a key pair. (Conmon uses of KeyName include sinple string
nanes for keys, a key index, a distinguished nane (DN), an enai
address, etc.)

Scherma Definition
<el ement nanme="KeyNane" type="string"/>
DTD:
<! ELEMENT KeyName (#PCDATA) >
4.4.2 The KeyVal ue El enent

The KeyVal ue el enment contains a single public key that may be useful
in validating the signature. Structured formats for defining DSA
(REQUI RED) and RSA ( RECOMVENDED) public keys are defined in Signature
Al gorithms (section 6.4). The KeyVal ue el enent may i ncl ude
external |y defined public key values represented as PCDATA or el enent
types from an external namespace.

Schenma Definition

<el ement nane="KeyVal ue" type="ds: KeyVal ueType"/ >
<conpl exType name="KeyVal ueType" m xed="true">
<choi ce>

<el enent ref="ds: DSAKeyVal ue"/ >

<el enent ref="ds: RSAKeyVal ue"/ >

<any nanespace="##ot her" processContents="|ax"/>
</ choi ce>
</ conmpl exType>

DTD:

<! ELEMENT KeyVal ue (#PCDATA| DSAKeyVal ue| RSAKeyVal ue
%KeyVal ue. ANY; ) * >
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4.4.2.1 The DSAKeyVal ue El enent

I dentifier
Type="http://ww. w3. or g/ 2000/ 09/ xm dsi g#DSAKeyVal ue" (this can be
used within a Retrieval Method or Reference elenent to identify the
referent’s type)

DSA keys and the DSA signature algorithmare specified in [DSS]. DSA
public key val ues can have the foll owing fields:

P
a prinme nodulus neeting the [DSS] requirenents
Q
an integer in the range 2**159 < Q < 2**160 which is a prine
di vi sor of P-1
G
an integer with certain properties with respect to P and Q
Y
G*X nod P (where X is part of the private key and not nade
publ i c)
J
(P-1)/7Q
seed

a DSA prime generation seed
pgenCount er
a DSA prinme generation counter

Parameter J is available for inclusion solely for efficiency as it is
calculatable fromP and Q Paraneters seed and pgenCounter are used
in the DSA prine nunber generation algorithmspecified in [DSS]. As
such, they are optional, but nust either both be present or both be
absent. This prime generation algorithmis designed to provide
assurance that a weak prinme is not being used and it yields a P and Q
value. Paranmeters P, Q and G can be public and comon to a group of
users. They night be known from application context. As such, they
are optional but P and Q must either both appear or both be absent.

If all of P, Q seed, and pgenCounter are present, inplenentations
are not required to check if they are consistent and are free to use
either P and Q or seed and pgenCounter. Al paraneters are encoded
as base64 [M Mg] val ues.

Arbitrary-length integers (e.g., "bignuns" such as RSA noduli) are
represented in XML as octet strings as defined by the ds: CryptoBinary

t ype.
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Schenma Definition

<el ement nane="DSAKeyVal ue" type="ds: DSAKeyVal ueType"/ >
<conpl exType name="DSAKeyVal ueType" >
<sequence>
<sequence ni nCccurs="0">
<el ement nanme="P" type="ds: CryptoBi nary"/>
<el ement nanme="Q' type="ds: CryptoBi nary"/>
</ sequence>
<el ement nanme="G' type="ds: CryptoBi nary" m nCccurs="0"/>
<el ement nanme="Y" type="ds: CryptoBi nary"/>
<el ement nane="J" type="ds: CryptoBi nary" m nCccurs="0"/>
<sequence ni nCccurs="0">
<el ement nane="Seed" type="ds: CryptoBi nary"/>
<el ement nane="PgenCounter" type="ds: CryptoBi nary"/>
</ sequence>
</ sequence>
</ conmpl exType>

DTD Definition

<! ELEMENT DSAKeyValue ((P, Q?, G?, Y, J?, (Seed, PgenCounter)?) >
<! ELEVENT P (#PCDATA)
<! ELEVENT Q (#PCDATA)
<! ELEMENT G (#PCDATA)
<! ELEVENT Y (#PCDATA)
<! ELEMENT J (#PCDATA)
<! ELEMENT Seed (#PCDATA) >

<! ELEMENT PgenCounter (#PCDATA) >

V V VYV

\Y

4.4.2.2 The RSAKeyVal ue El enent

I dentifier
Type="http://ww. w3. or g/ 2000/ 09/ xm dsi g#RSAKeyVal ue" (this can be
used within a Retrieval Method or Reference elenent to identify the
referent’s type)

RSA key val ues have two fields: Mdulus and Exponent.

<RSAKeyVal ue>
<Modul us>
XA7SEU+e0y QH5r mBkbCDN9o3aPl o 7HbP7t X6W0Ooc LZAt Nf yx SZDU16ksL6W
j ubaf OQgNEpcWR3RdAFsT7bCgnXPBe5ELh5u4VEYy 19Mzxk XRgr MvavzyBpVRg
BUwUl V5f oKS5hhnbkt Ghy Ndy/ 6LpQRhDUDs TvK+g9Ucj 47es9AQI3U=
</ Mbdul us>
<Exponent >AQAB</ Exponent >
</ RSAKeyVal ue>
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Arbitrary-length integers (e.g., "bignunms” such as RSA noduli) are
represented in XML as octet strings as defined by the ds: CryptoBinary

type.
Schenma Definition

<el ement nane="RSAKeyVal ue" type="ds: RSAKeyVal ueType"/ >
<conpl exType name="RSAKeyVal ueType" >
<sequence>
<el ement nane="Modul us" type="ds: CryptoBi nary"/>
<el ement nane="Exponent" type="ds: CryptoBi nary"/>
</ sequence>
</ conmpl exType>

DTD Definition:

<! ELEMENT RSAKeyVal ue (Mdul us, Exponent) >
<! ELEMENT Modul us (#PCDATA) >
<! ELEMENT Exponent (#PCDATA) >

4.4.3 The Retrieval Met hod El enent

A Retrieval Method el ement within Keylnfo is used to convey a
reference to Keylnfo information that is stored at another | ocation.
For exampl e, several signatures in a docunment m ght use a key
verified by an X. 509v3 certificate chain appearing once in the
docunent or renotely outside the docunent; each signature’'s Keylnfo
can reference this chain using a single Retrieval Method el enent
instead of including the entire chain with a sequence of
X509Certificate el enents.

Retri eval Met hod uses the same syntax and dereferencing behavior as
Ref erence’s URI (section 4.3.3.1) and the Reference Processing Mdel
(section 4.3.3.2) except that there is no D gestMethod or DigestVal ue
child elenments and presence of the UR is nandatory.

Type is an optional identifier for the type of data to be retrieved.
The result of dereferencing a Retrieval Met hod Reference for al

Keyl nfo types defined by this specification (section 4.4) with a
corresponding XML structure is an XM. el ement or docunent wth that

el ement as the root. The rawxX509Certificate Keylnfo (for which there
is no XML structure) returns a binary X509 certificate.
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Schenma Definition

<el ement nanme="Retri eval Met hod" type="ds: Retrieval Met hodType"/ >
<conpl exType nanme="Retri eval Met hodType" >

<sequence>

<el ement ref="ds: Transforns" ni nCccurs="0"/>

</ sequence>

<attribute name="URI" type="anyURl"/>

<attribute nanme="Type" type="anyURI" use="optional"/>
</ conmpl exType>

DTD:

<! ELEMENT Retrieval Met hod (Transfornms?) >
<! ATTLI ST Retri eval Met hod

URI CDATA #REQUI RED

Type CDATA #l MPLI ED >

4.4.4 The X509Dat a El enent

| dentifier

Type="http://ww. w3. or g/ 2000/ 09/ xm dsi g#X509Dat a" (this can be
used within a Retrieval Method or Reference elenent to identify the
referent’s type)

An X509Dat a el enent within Keylnfo contains one or nore identifiers
of keys or X509 certificates (or certificates’ identifiers or a
revocation list). The content of X509Data is:

1.

At | east one element, fromthe follow ng set of elenment types; any
of these may appear together or nore than once if (if and only if)
each instance describes or is related to the sanme certificate:

0 The X509l ssuer Serial el enent, which contains an X 509 issuer
di sti ngui shed nane/serial nunmber pair that SHOULD be conpli ant
with RFC 2253 [ LDAP-DN],

0 The X509Subj ect Name el ement, which contains an X 509 subj ect
di sti ngui shed nane that SHOULD be conpliant with RFC 2253
[ LDAP- DN ,

0 The X509SKI el enment, which contains the base64 encoded plain
(i.e., non-DER-encoded) value of a X509 V.3
Subj ect Keyl denti fi er extension.

0 The X509Certificate el ement, which contains a base64-encoded
[ X509v3] certificate, and

o Elenments froman external nanespace which
acconpani es/ conpl enents any of the el enments above.

0 The X509CRL el ement, which contains a base64-encoded
certificate revocation list (CRL) [X509v3].
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Any X509I ssuer Serial, X509SKlI, and X509Subj ect Nane el ements t hat
appear MUST refer to the certificate or certificates containing the
val idation key. Al such elenents that refer to a particul ar

i ndi vidual certificate MJUST be grouped inside a single X509Dat a
elenment and if the certificate to which they refer appears, it MJST
al so be in that X509Data el enent.

Any X509I ssuer Serial, X509SKlI, and X509Subj ect Nane el ements t hat
relate to the sane key but different certificates MJST be grouped
within a single Keylnfo but MAY occur in nultiple X509Data el ements.

Al'l certificates appearing in an X509Data el ement MJUST relate to the
val i dation key by either containing it or being part of a
certification chain that terminates in a certificate containing the
val i dation key.

No ordering is inplied by the above constraints. The coments in the
following i nstance denpnstrate these constraints:

<Keyl nf 0>

<X509Data> <!-- two pointers to certificate-A -->

<X509I ssuer Seri al >
<X509I1 ssuer Name>CN=TAMJRA Kent, OU=TRL, O=I BM
L=Yanmat o- shi, ST=Kanagawa, C=JP</ X509l ssuer Nane>
<X509Seri al Nunmber >12345678</ X509Ser i al Nunber >

</ X5091 ssuer Seri al >
<X509SKI >31d97bd7</ X509SKI >

</ X509Dat a>

<X509Dat a><!-- single pointer to certificate-B -->
<X509Subj ect Nane>Subj ect of Certificate B</ X509Subj ect Narme>

</ X509Dat a>

<X509Data> <!-- certificate chain -->
<I--Signer cert, issuer CN=arbol CA OkEFVT, O=I BM C=US, serial 4-->
<X509Certificate>M | CXTCCA. . </ X509Certificate>
<l-- Internediate cert subject CN=arbol CA OQk=FVT, O=I BM C=US

i ssuer CN=tootiseCA OU=FVT, O=Bri dgepoi nt, C=US -->

<X509Certificate>M | CPzCCA. .. </ X509Certificate>
<I-- Root cert subject CN=tootiseCA OJFVT, O=Bri dgepoi nt, C=US -->
<X509Certificate>M | CSTCCA. .. </ X509Certificate>

</ X509Dat a>

</ Keyl nf 0>

Note, there is no direct provision for a PKCS#7 encoded "bag" of
certificates or CRLs. However, a set of certificates and CRLs can
occur within an X509Data el enent and nul tiple X509Data el enents can
occur in a Keylnfo. Wenever nmultiple certificates occur in an
X509Dat a el ement, at |east one such certificate nust contain the
public key which verifies the signature.
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Al so, strings in DNanes (X5091 ssuer Seri al, X509Subj ect Nane, and
KeyNanei f appropriate) should be encoded as foll ows:

Consi der the string as consisting of Unicode characters.
Escape occurrences of the follow ng special characters by
prefixing it with the "\" character: a "#" character occurring
at the beginning of the string or one of the characters ",",
e L L o | S
* Escape all occurrences of ASCI|I control characters (Unicode
range \x00 - \x 1f) by replacing themwth "\" followed by a
two digit hex nunmber showi ng its Unicode nunber.
Escape any trailing white space by replacing "\ " with "\20".
Since a XML docunent logically consists of characters, not
octets, the resulting Unicode string is finally encoded
according to the character encoding used for producing the

physi cal representation of the XM. docunent.
Scherma Definition

<el ement nane="X509Dat a" type="ds: X509Dat aType"/ >
<conpl exType name="X509Dat aType" >
<sequence nmaxCQccur s="unbounded">
<choi ce>
<el ement nane=" X509l ssuer Seri al "
type="ds: X509 ssuer Seri al Type"/ >
<el ement name="X509SKl " type="base64Bi nary"/>
<el ement name=" X509Subj ect Nane" type="string"/>
<el ement nane="X509Certificate" type="base64Binary"/>
<el ement name="X509CRL" type="bhase64Bi nary"/>
<any nanmespace="##ot her" processContents="|ax"/>
</ choi ce>
</ sequence>
</ conmpl exType>
<conpl exType name="X509] ssuer Seri al Type" >
<sequence>
<el ement nane="X509] ssuer Nane" type="string"/>
<el ement nane="X509Seri al Nunber" type="integer"/>
</ sequence>
</ conmpl exType>
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DTD:

<! ELEMENT X509Dat a ((X5091 ssuerSerial | X509SKI | X509Subj ect Nane
| X509Certificate | X509CRL) + %x509. ANY; ) >

<! ELEMENT X509I ssuer Seri al (X5091 ssuer Nanme, X509Seri al Nunber) >

<! ELEMENT X509 ssuer Nane (#PCDATA) >

<! ELEMENT X509Subj ect Nane (#PCDATA) >

<! ELEMENT X509Seri al Nunber (#PCDATA) >

<! ELEMENT X509SKI (#PCDATA) >

<! ELEMENT X509Certificate (#PCDATA) >

<! ELEMENT X509CRL (#PCDATA) >

<!-- Note, this DID and schenma pernit X509Data to be enpty; this is
precluded by the text in Keylnfo Element (section 4.4) which states
that at |east one elenent fromthe dsig namespace should be present
in the PGP, SPKI, and X509 structures. This is easily expressed for
the ot her key types, but not for X509Data because of its rich
structure. -->

4.4.5 The PGPDat a El enent

I dentifier
Type="http://ww. w3. or g/ 2000/ 09/ xm dsi g#PGPDat a" (this can be used
within a Retrieval Method or Reference elenment to identify the
referent’s type)

The PGPData el enent within Keylnfo is used to convey information
related to PGP public key pairs and signatures on such keys. The
PGPKeyl D's value is a base64Bi nary sequence containing a standard PGP
public key identifier as defined in [PGP, section 11.2]. The
PGPKeyPacket contains a base64-encoded Key Material Packet as defined
in [PGP, section 5.5]. These children elenent types can be

conpl enment ed/ ext ended by siblings froman external namespace wthin
PGPDat a, or PGPData can be replaced all together with an alternative
PGP XML structure as a child of Keylnfo. PGPData nmust contain one
PGPKeyl D and/ or one PGPKeyPacket and O or nore el enments from an
external nanmespace.
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Schenma Definition

<el ement nane="PGPDat a" type="ds: PGPDat aType"/ >
<conpl exType name="PGPDat aType" >
<choi ce>
<sequence>
<el ement nane="PGPKeyl D' type="base64Bi nary"/>
<el ement nane="PGPKeyPacket" type="base64Bi nary"
m nCccurs="0"/>
<any nanmespace="##ot her" processContents="lax" mi nCccurs="0"
maxCQOccur s="unbounded"/ >
</ sequence>
<sequence>
<el ement name="PGPKeyPacket" type="base64Bi nary"/>
<any nanespace="##ot her" processContents="lax" mi nCccurs="0"
maxCQOccur s="unbounded"/ >
</ sequence>
</ choi ce>
</ conmpl exType>

DTD:

<! ELEMENT PGPData ((PGPKeyl D, PGPKeyPacket?) | (PGPKeyPacket)
%PCGPDat a. ANY; ) >

<! ELEMENT PGPKeyPacket (#PCDATA) >

<! ELEMENT PGPKeyl D (#PCDATA) >

4.4.6 The SPKI Dat a El enent

I dentifier
Type="http://ww. w3. or g/ 2000/ 09/ xm dsi g#SPKI Dat a" (this can be
used within a Retrieval Method or Reference elenent to identify the
referent’s type)

The SPKI Data el enment within Keylnfo is used to convey infornmation
related to SPKI public key pairs, certificates and ot her SPKI data.
SPKI Sexp is the base64 encodi ng of a SPKI canoni cal S-expression
SPKI Dat a nmust have at | east one SPKI Sexp; SPKI Sexp can be

conpl enment ed/ ext ended by siblings froman external namespace wthin
SPKI Dat a, or SPKIData can be entirely replaced with an alternative
SPKI XML structure as a child of Keylnfo.
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Schema Definition

<el enent nane="SPKI Dat a" type="ds: SPKI Dat aType"/ >
<conpl exType nane="SPKI Dat aType" >
<sequence naxCQccur s="unbounded">
<el ement nane="SPKI Sexp" type="base64Bi nary"/>
<any nanespace="##ot her" processContents="|ax" m nCccurs="0"/>
</ sequence>
</ conpl exType>

DTD:

<! ELEMENT SPKI Dat a ( SPKI Sexp %SPKI Dat a. ANY;) >
<! ELEMENT SPKI Sexp (#PCDATA) >

4.4.7 The Mnt Dat a El enent

I dentifier
Type="http://ww. w3. or g/ 2000/ 09/ xm dsi g#Mgnt Dat a" (this can be
used within a Retrieval Method or Reference elenent to identify the
referent’s type)

The Mgmt Data el enment within Keylnfo is a string value used to convey
i n-band key distribution or agreenent data. For exanple, DH key
exchange, RSA key encryption, etc. Use of this elenment is NOT
RECOVMENDED. It provides a syntactic hook where in-band key
distribution or agreenment data can be placed. However, superior

i nteroperable child elenents of Keylnfo for the transm ssion of
encrypted keys and for key agreenent are being specified by the WBC
XML Encryption Working G oup and they should be used instead of

Myt Dat a.

Scherma Definition
<el ement name="Mynt Data" type="string"/>
DTD:
<! ELEMENT Mynt Dat a (#PCDATA) >
4.5 The nject El enent
| dentifier

Type="http://ww. w3. or g/ 2000/ 09/ xni dsi g#Cbj ect" (this can be used
within a Reference elenent to identify the referent’s type)
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bj ect is an optional elenment that may occur one or nore tines. Wen
present, this element may contain any data. The bject el enent may
i nclude optional MM type, ID and encoding attributes.

The Cbject’s Encoding attributed may be used to provide a URl that
identifies the method by which the object is encoded (e.g., a binary
file).

The M nmeType attribute is an optional attribute which describes the
data within the Object (independent of its encoding). This is a
string with values defined by [MMg]. For exanple, if the bject
cont ai ns base64 encoded PNG the Encoding nmay be specified as
"base64’ and the M neType as 'inmage/png’ . This attribute is purely
advi sory; no validation of the MneType information is required by
this specification. Applications which require normative type and
encodi ng information for signature validation should specify
Transfornms with well defined resulting types and/or encodi ngs.

The Cbject’s Id is commonly referenced froma Reference in

Si gnedlnfo, or Manifest. This elenment is typically used for
envel opi ng signatures where the object being signed is to be included
in the signature elenent. The digest is calculated over the entire
bj ect elenment including start and end tags.

Note, if the application wi shes to exclude the <Cbject> tags fromthe
di gest calculation, the Reference nust identify the actual data

obj ect (easy for XM. docunents) or a transform nust be used to renove
the Cbject tags (likely where the data object is non-XM). Exclusion
of the object tags may be desired for cases where one wants the
signature to rermain valid if the data object is noved frominside a
sighature to outside the signature (or vice versa), or where the
content of the Cbject is an encoding of an original binary document
and it is desired to extract and decode so as to sign the original
bitwi se representation

Schenma Definition

<el ement nanme="Chj ect" type="ds: bj ect Type"/>
<conpl exType name="bj ect Type" m xed="true">
<sequence ni nCccurs="0" maxQCccur s="unbounded" >
<any nanmespace="##any" processContents="lax"/>
</ sequence>
<attribute name="1d" type="I1D" use="optional"/>
<attribute name="M neType" type="string" use="optional"/>
<attribute name="Encodi ng" type="anyURlI" use="optional"/>
</ conmpl exType>
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DTD:

<! ELEMENT Cbj ect (#PCDATA| Si gnat ure| Si gnat ureProperties| Manifest
%bj ect. ANY; ) * >
<! ATTLI ST bj ect
Id ID #l MPLIED
M neType CDATA  #l MPLI ED
Encodi ng CDATA  #l MPLI ED >

5.0 Additional Signature Syntax

This section describes the optional to inplenment Mnifest and

Si gnatureProperties elenents and describes the handling of XM
processing instructions and comments. Wth respect to the elenents
Mani f est and SignatureProperties, this section specifies syntax and
little behavior -- it is left to the application. These elenments can
appear anywhere the parent’s content nodel pernits; the Signature
content nodel only permits themw thin Object.

5.1 The Mani fest El enent

| dentifier

Type="http://ww. w3. or g/ 2000/ 09/ xm dsi g#Mani fest" (this can be
used within a Reference elenent to identify the referent’s type)

The Manifest elenment provides a list of References. The difference
fromthe list in Signedinfo is that it is application defined which
if any, of the digests are actually checked agai nst the objects
referenced and what to do if the object is inaccessible or the digest

conpare fails. |If a Manifest is pointed to from Signedlnfo, the

di gest over the Manifest itself will be checked by the core signature
val i dati on behavior. The digests within such a Manifest are checked
at the application’ s discretion. |If a Manifest is referenced from

anot her Mani fest, even the overall digest of this two | evel deep
Mani f est mi ght not be checked.

Schenma Definition

<el ement nane="Mani fest" type="ds: Mani f est Type"/ >
<conpl exType name="Mani f est Type" >
<sequence>
<el ement ref="ds: Reference" maxCccurs="unbounded"/>
</ sequence>
<attribute name="1d" type="I1D" use="optional"/>
</ conmpl exType>
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DTD:

<! ELEMENT Mani fest (Reference+) >
<! ATTLI ST Mani f est
Id ID #l MPLIED >

5.2 The Si gnatureProperties El enent

I dentifier
Type="http://ww. w3. or g/ 2000/ 09/ xni dsi g#Si ghat ur eProperties" (this
can be used within a Reference element to identify the referent’s

type)

Additional information itens concerning the generation of the
sighature(s) can be placed in a SighatureProperty element (i.e.,
date/tinme stanp or the serial nunmber of cryptographic hardware used
in signature generation).

Schenma Definition

<el ement nane="Si ghat ur eProperti es"
type="ds: Si gnat ur eProperti esType"/ >

<conpl exType name="Si gnat ur eProperti esType" >

<sequence>

<el ement ref="ds: Si gnatureProperty" maxCccurs="unbounded"/ >

</ sequence>

<attribute name="1d" type="I1D" use="optional"/>
</ conmpl exType>

<el ement name="Si gnat ur eProperty"
type="ds: Si gnat ur ePropertyType"/ >
<conpl exType name="Si gnat ur ePropertyType" ni xed="true">
<choi ce nmaxCccur s="unbounded" >
<any nanmespace="##ot her" processContents="|ax"/>
<l-- (1,1) elenents from (1, unbounded) nanespaces -->
</ choi ce>
<attribute name="Target" type="anyURl" use="required"/>
<attribute name="1d" type="I1D" use="optional"/>
</ conmpl exType>
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DTD:

<!l ELEMENT Si gnatureProperties (SignatureProperty+) >
<! ATTLI ST Si gnatureProperties
Id I D # MPLIED >

<! ELEMENT Si gnat ureProperty (#PCDATA %Si gnat ureProperty. ANY;)* >
<I ATTLI ST Si gnat ur eProperty

Target CDATA  #REQUI RED

Id | D #!I MPLIED >

5.3 Processing Instructions in Signature El enments
No XM. processing instructions (Pls) are used by this specification.

Note that Pls placed inside Signedinfo by an application will be
signed unl ess the Canoni calizati onMethod al gorithm di scards them
(This is true for any signed XML content.) All of the

Canoni cal i zati onMet hods identified within this specification retain
Pls. Wwen a Pl is part of content that is signed (e.g., within

Si gnedinfo or referenced XM. docunents) any change to the Pl wll
obviously result in a signature failure.

5.4 Comments in Signature El enents
XML comments are not used by this specification

Note that unless Canonicalizati onMethod renoves comments within

Si gnedl nfo or any other referenced XM. (which [ XM.- C14N] does), they
will be signed. Consequently, if they are retained, a change to the
conment will cause a signature failure. Simlarly, the XM. signature
over any XML data will be sensitive to comment changes unless a
coment -i gnori ng canonicalization/transform nmethod, such as the
Canoni cal XML [ XM.- C14N], is specified.

6.0 Al gorithns

This section identifies algorithns used with the XM digital
signature specification. Entries contain the identifier to be used
in Signature elenents, a reference to the formal specification, and
definitions, where applicable, for the representati on of keys and the
results of cryptographic operations.

6.1 Algorithmldentifiers and | nplenmentati on Requirements
Al gorithnms are identified by URIs that appear as an attribute to the

el enent that identifies the algorithnms’ role (D gestMethod,
Transform SignatureMethod, or CanonicalizationMethod). Al
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al gorithms used herein take paraneters but in nany cases the
paraneters are inplicit. For exanple, a SignhatureMethod is
inmplicitly given two paraneters: the keying info and the output of
Canoni cal i zati onMet hod. Explicit additional paraneters to an

al gorithm appear as content elements within the algorithmrole

el ement. Such paraneter elenents have a descriptive el enent nane,
which is frequently algorithmspecific, and MUST be in the XM

Si gnat ure nanespace or an al gorithm specific namespace.

This specification defines a set of algorithnms, their URI's, and
requirenents for inplenmentation. Requirements are specified over

i npl erentation, not over requirenments for signature use.

Furthernmore, the nechanismis extensible; alternative algorithns may
be used by signature applications.

Di gest
1. Required SHAl
http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal
Encodi ng
1. Required base64
http://ww. w3. or g/ 2000/ 09/ xm dsi g#base64
MAC
1. Required HVAC- SHAl
http://ww. w3. or g/ 2000/ 09/ xm dsi g#hmac- shal
Si gnature
1. Required DSAw t hSHA1 (DSS)
http://ww. w3. or g/ 2000/ 09/ xm dsi g#dsa- shal
2. Recomended RSAw t hSHAL
http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal
Canoni cal i zati on
1. Required Canonical XM. (omits coments)
http://ww. w3. or g/ TR/ 2001/ REC- xml - c14n- 20010315
2. Recommended Canonical XM. with Comments
http://ww. w3. or g/ TR/ 2001/ REC- xml - c14n- 20010315#W t hConment s
Transform
1. Optional XSLT
http://ww. w3. or g/ TR/ 1999/ REC- xsl t - 19991116
2. Recomended XPat h
http://ww. w3. or g/ TR/ 1999/ REC- xpat h- 19991116
3. Required Envel oped Si gnat ure*
http://ww. w3. or g/ 2000/ 09/ xm dsi g#envel oped- si gnat ure

* The Envel oped Signature transformrenoves the Signature el enent
fromthe calculation of the signature when the signature is within
the content that it is being signed. This MAY be inplenented via the
RECOVMENDED XPat h specification specified in 6.6.4: Envel oped
Signature Transform it MJST have the sane effect as that specified
by the XPath Transform
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6.2 Message Digests

Only one digest algorithmis defined herein. However, it is expected
that one or nore additional strong digest algorithnms will be

devel oped in connection with the US Advanced Encryption Standard
effort. Use of MD5 [MD5] is NOT RECOMMVENDED because recent advances
in cryptanal ysis have cast doubt on its strength.

6.2.1 SHA-1

I dentifier:
http://ww. w3. or g/ 2000/ 09/ xm dsi g#shal

The SHA-1 al gorithm [SHA-1] takes no explicit paraneters. An exanple
of an SHA-1 DigestAl g elenent is:

<Di gest Met hod Al gorithm="htt p://ww. w3. or g/ 2000/ 09/ xm dsi g#shal"/ >
A SHA-1 digest is a 160-bit string. The content of the DigestVal ue
el enent shall be the base64 encoding of this bit string viewed as a
20-octet octet stream For exanple, the DigestValue elenent for the
nmessage di gest:

A9993E36 4706816A BA3E2571 7850C26C 9CDOD89D
from Appendi x A of the SHA-1 standard woul d be:

<Di gest Val ue>qZk+NkcGgWj6Pi VxeFDChJzQJ0=</ Di gest Val ue>

6.3 Message Aut hentication Codes

MAC al gorithnms take two inplicit paranmeters, their keying material
determ ned from Keylnfo and the octet stream output by

Canoni cal i zati onMet hod. MACs and signature algorithns are
syntactically identical but a MAC inplies a shared secret key.

6.3.1 HVAC

I dentifier:
http://ww. w3. or g/ 2000/ 09/ xm dsi g#hmac- shal

The HMVAC al gorithm (RFC2104 [ HVAC]) takes the truncation length in
bits as a paraneter; if the paranmeter is not specified then all the
bits of the hash are output. An exanple of an HVAC Si gnat ur eMet hod
el enent :
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<Si gnat ur eMet hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#hmac- shal" >
<HMACCut put Lengt h>128</ HVACQut put Lengt h>
</ Si gnat ur eMet hod>

The output of the HVAC algorithmis ultimtely the output (possibly
truncated) of the chosen digest algorithm This value shall be
base64 encoded in the same straightforward fashi on as the output of
the digest algorithms. Exanple: the SignatureVal ue elenent for the
HVAC- SHAL1 di gest

9294727A 3638BB1C 13F48EF8 158BFCOD
fromthe test vectors in [HVAC] woul d be

<Si gnat ur eVal ue>kpRyej Y4AuxwT9l 74FYv8nQ==</ Si gnat ur eVal ue>

Scherma Definition

<si npl eType nane="HMACQut put Lengt hType" >
<restriction base="integer"/>
</ si mpl eType>

DTD:
<! ELEMENT HVACQut put Lengt h (#PCDATA) >
6.4 Signature Al gorithns
Signature algorithnms take two inplicit paraneters, their keying
mat eri al determ ned fromKeylnfo and the octet stream output by

Canoni cal i zati onMet hod. Signature and MAC al gorithns are
syntactically identical but a signature inplies public key

crypt ography.
6.4.1 DSA

I dentifier:
http://ww. w3. or g/ 2000/ 09/ xm dsi g#dsa- shal

The DSA al gorithm [DSS] takes no explicit paraneters. An exanple of
a DSA SignatureMethod el ement is:

<Si gnat ur eMet hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#dsa- shal"/ >
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The output of the DSA al gorithmconsists of a pair of integers
usually referred by the pair (r, s). The signature value consists of
t he base64 encodi ng of the concatenation of two octet-streans that
respectively result fromthe octet-encoding of the values r and s in
that order. Integer to octet-stream conversion nmust be done
according to the 120SP operation defined in the RFC 2437 [ PKCS1]
specification with a | paranmeter equal to 20. For exanple, the

Si gnatureVal ue el enent for a DSA signature (r, s) with val ues

speci fied in hexadeci nmal

r
S

8BAC1AB6 6410435C B7181F95 B16AB97C 92B341C0
41E2345F 1F56DF24 58F426D1 55B4BA2D B6DCD8C8

fromthe exanple in Appendix 5 of the DSS standard woul d be

<Si gnat ur eVal ue>
i 6wat MQQLY 3CB+VsW)5f JKzQcBB4j Rf H1bf JFj 0Jt FVt Lottt zYyA==
</ Si gnat ur eVal ue>

6. 4.2 PKCS1 (RSA- SHA1)

I dentifier:
http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal

The expression "RSA al gorithnt as used in this docunment refers to the
RSASSA- PKCS1-v1_5 al gorithm described in RFC 2437 [PKCS1]. The RSA
algorithmtakes no explicit parameters. An exanple of an RSA

Si gnat ureMet hod el ement i s:

<Si gnat ur eMet hod
Al gorithm="http://ww. w3. or g/ 2000/ 09/ xm dsi g#r sa- shal"/ >

The SignatureValue content for an RSA signhature is the base64 [ M Mg]
encodi ng of the octet string conputed as per RFC 2437 [ PKCS1l, section
8.1.1: Signature generation for the RSASSA- PKCS1-v1l_5 signature
schene]. As specified in the EMSA- PKCS1-V1_5- ENCODE function RFC
2437 [ PKCS1, section 9.2.1], the value input to the signature
function MJUST contain a pre-pended al gorithm object identifier for
the hash function, but the availability of an ASN. 1 parser and
recognition of O Ds are not required of a signature verifier. The
PKCS#1 v1.5 representati on appears as:

CRYPT (PAD (ASN.1 (O D, DI GEST (data))))
Note that the padded ASN.1 will be of the follow ng form

01| FF* | 00 | prefix | hash
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where "|" is concatenation, "01", "FF', and "00" are fixed octets of
t he correspondi ng hexadeci mal val ue, "hash" is the SHAl di gest of the
data, and "prefix" is the ASN.1 BER SHAl al gorithm desi gnator prefix
required in PKCS1 [ RFC 2437], that is,

hex 30 21 30 09 06 05 2B OE 03 02 1A 05 00 04 14

This prefix is included to nake it easier to use standard
cryptographic libraries. The FF octet MJST be repeated the maxi mum
nunber of times such that the value of the quantity being CRYPTed is
one octet shorter than the RSA nodul us.

The resulting base64 [M Mg string is the value of the child text
node of the SignatureValue elenment, e.g.,

<Si gnat ur eVal ue>
| Wj xQ Ur cXBYoCei 4Qxj W09Kg8D3p9t | WT4t 0/ gy TE96639
| NOFZFY2/ r vP+/ bMIO1EAr nKZs R5VVBr woPxw=

</ Si gnat ur eVal ue>

6.5 Canoni calization Al gorithmns

| f canonicalization is performed over octets, the canonicalization
algorithms take two inplicit paraneters: the content and its charset.
The charset is derived according to the rules of the transport
protocols and nedia types (e.g., RFC2376 [ XM.- MI] defines the nedia
types for XM.). This information is necessary to correctly sign and
verify docunments and often requires careful server side
configuration

Various canonicalization algorithms require conversion to [ UTF-8].
The two al gorithnms bel ow understand at |east [UTF-8] and [UTF-16] as
i nput encodings. W RECOWMEND that externally specified algorithns
do the sanme. Know edge of other encodings is OPTI ONAL.

Various canonicalization algorithnms transcode from a non-Uni code
encodi ng to Unicode. The two algorithmnms bel ow performtext
normal i zati on during transcoding [ NFC, NFC-Corrigendun]. W
RECOMMVEND t hat externally specified canonicalization algorithnms do
the same. (Note, there can be anbiguities in converting existing
charsets to Unicode, for an exanple see the XM. Japanese Profile

[ XML- Japanese] Note.)

6.5.1 Canoni cal XM

I dentifier for REQU RED Canonical XM. (omits conmments):
http://ww. w3. or g/ TR/ 2001/ REC- xm - ¢c14n- 20010315
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| dentifier for Canonical XM. with Comments:
http://ww. w3. or g/ TR/ 2001/ REC- xm - c14n- 20010315#W t hConment s

An exanpl e of an XM. canonicalization elenent is:
<Canoni cal i zat i onMet hod
Al gorithm="http://ww. w3. org/ TR/ 2001/ REC- xml - c14n- 20010315"/ >

The normative specification of Canonical XM. is [ XM.-Cl14N]. The
algorithmis capable of taking as input either an octet stream or an
XPat h node-set (or sufficiently functional alternative). The

al gorithm produces an octet streamas output. Canonical XM is
easily paraneterized (via an additional URI) to omit or retain
coment s.

6.6 Transform Al gorithns

A Transformalgorithmhas a single inplicit parameter: an octet
streamfromthe Reference or the output of an earlier Transform

Application devel opers are strongly encouraged to support al
transforms listed in this section as RECOWENDED unl ess the
application environment has resource constraints that woul d make such
support inpractical. Conpliance with this recomendation will
maxi m ze application interoperability and libraries should be
avai |l abl e to enabl e support of these transforns in applications

wi t hout extensive devel oprent.

6.6.1 Canonicalization

Any canoni cal i zation algorithmthat can be used for
Canoni cal i zati onMet hod (such as those in Canonicalization Al gorithns
(section 6.5)) can be used as a Transform

6. 6.2 Baseb4

I dentifiers:
http://ww. w3. or g/ 2000/ 09/ xm dsi g#base64

The normative specification for base64 decoding transforns is [M ME].
The base64 Transform el enent has no content. The input is decoded by
the algorithnms. This transformis useful if an application needs to
sign the raw data associated with the encoded content of an el enent.

This transformrequires an octet streamfor input. |If an XPath
node-set (or sufficiently functional alternative) is given as input,
then it is converted to an octet stream by perform ng operations
logically equivalent to 1) applying an XPath transformw th
expression self::text(), then 2) taking the string-value of the
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node-set. Thus, if an XML elenment is identified by a barenane
XPointer in the Reference URI, and its content consists solely of
base64 encoded character data, then this transform automatically
strips away the start and end tags of the identified el enent and any
of its descendant elenments as well as any descendant comments and
processing instructions. The output of this transformis an octet
stream

6.6.3 XPath Filtering

I dentifier:
http://ww. w3. or g/ TR/ 1999/ REC- xpat h- 19991116

The normative specification for XPath expression evaluation is
[ XPat h]. The XPath expression to be eval uated appears as the
character content of a transform paraneter child el enent named XPat h.

The input required by this transformis an XPath node-set. Note that
if the actual input is an XPath node-set resulting froma null UR or
bar enanme XPoi nter dereference, then comment nodes wi |l have been
omtted. If the actual input is an octet stream then the
application MJUST convert the octet streamto an XPath node- set
suitabl e for use by Canonical XM. with Coments. (A subsequent
application of the REQU RED Canoni cal XM algorithmwould strip away
these comments.) In other words, the input node-set should be

equi valent to the one that would be created by the follow ng process:

1. Initialize an XPath eval uati on context by setting the initial node
equal to the input XM. docunent’s root node, and set the context
position and size to 1.

2. BEvaluate the XPath expression (//. | //@ | //namespace::*)

The evaluation of this expression includes all of the docunent’s
nodes (including comments) in the node-set representing the octet
stream

The transformoutput is also an XPath node-set. The XPath expression
appearing in the XPath paranmeter is evaluated once for each node in
the input node-set. The result is converted to a boolean. |If the
boolean is true, then the node is included in the output node-set.

If the boolean is false, then the node is onitted fromthe output
node- set .

Note: Even if the input node-set has had comments renoved, the

comment nodes still exist in the underlying parse tree and can
separate text nodes. For exanple, the markup <e>Hello, <!-- conment
-->worl d! </e> contains two text nodes. Therefore, the expression
self::text()[string()="Hello, world!"] would fail. Should this

Eastl ake, et al. St andards Track [ Page 51]



RFC 3275 XM.- Si ghature Syntax and Processing March 2002

problemarise in the application, it can be solved by either
canoni cal i zi ng the docunment before the XPath transformto physically
renove the comments or by matching the node based on the parent
element’s string value (e.g., by using the expression
self::text()[string(parent::e)="Hello, world!"]).

The primary purpose of this transformis to ensure that only
specifically defined changes to the input XM. docunent are permtted
after the signature is affixed. This is done by onitting precisely
those nodes that are allowed to change once the signature is affixed,
and including all other input nodes in the output. It is the
responsibility of the XPath expression author to include all nodes
whose change could affect the interpretation of the transform out put
in the application context.

An inportant scenario would be a docunent requiring two envel oped
sighatures. Each signature nmust omit itself fromits own digest
calculations, but it is also necessary to exclude the second
signhature elenment fromthe digest calculations of the first signature
so that adding the second signature does not break the first

si ghat ur e.

The XPat h transform establishes the follow ng eval uati on context for
each node of the input node-set:

A context node equal to a node of the input node-set.

A context position, initialized to 1.

A context size, initialized to 1.

A library of functions equal to the function set defined in

[ XPat h] plus a function naned here.

* A set of variable bindings. No neans for initializing these is
defined. Thus, the set of variable bindings used when
eval uating the XPath expression is enpty, and use of a variable
reference in the XPath expression results in an error.

* The set of nanespace declarations in scope for the XPath

expr essi on.

* X X X

As a result of the context node setting, the XPath expressions
appearing in this transformwill be quite sinmlar to those used in

[ XSLT], except that the size and position are always 1 to reflect the
fact that the transformis automatically visiting every node (in
XSLT, one recursively calls the command apply-tenplates to visit the
nodes of the input tree).

The function here() is defined as foll ows:

Function: node-set here()
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The here function returns a node-set containing the attribute or
processing instruction node or the parent elenment of the text node
that directly bears the XPath expression. This expression results in
an error if the containing XPath expressi on does not appear in the
sane XML docunent agai nst which the XPath expression is being
eval uat ed.

As an exanpl e, consider creating an envel oped signature (a Signature
element that is a descendant of an el ement being signed). Al though
the signed content should not be changed after signing, the elenents
within the Signature el enment are changing (e.g., the digest value
must be put inside the DigestValue and the SignatureVal ue nust be
subsequently cal culated). One way to prevent these changes from

i nvalidating the digest value in DigestValue is to add an XPath
Transformthat onmits all Signhature elenments and their descendants.
For exanpl e,

<Docunent >

ééignature xm ns="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >
<Si gnedl nf 0>

<Reference URI ="">
<Tr ansf or ns>
<Transform
Al gorithm="http://ww. w3. or g/ TR/ 1999/ REC- xpat h- 19991116" >
<XPat h xm ns: dsi g="&dsi g; ">
not (ancestor-or-sel f::dsig: Si gnature)
</ XPat h>
</ Tr ansf or n»
</ Transf or ns>
<Di gest Met hod
Al gorithm="http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<Di gest Val ue></ Di gest Val ue>
</ Ref erence>
</ Si gnedI nf 0>
<Si gnat ur eVal ue></ Si gnat ur eVal ue>
</ Si gnat ur e>

</ Docunent >

Due to the null Reference URI in this exanple, the XPath transform
i nput node-set contains all nodes in the entire parse tree starting
at the root node (except the conment nodes). For each node in this
node-set, the node is included in the output node-set except if the
node or one of its ancestors, has a tag of Signhature that is in the
nanespace given by the replacenment text for the entity &dsig;
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A nore el egant solution uses the here function to omt only the

Si gnature containing the XPath Transform thus allow ng envel oped
signatures to sign other signatures. |In the exanple above, use the
XPat h el ement :

<XPat h xm ns: dsi g="&dsi g; ">

count (ancestor-or-self::dsig:Signature |
here()/ancestor::dsig: Signhature[1l]) >

count (ancestor-or-sel f::dsig:Signature) </ XPat h>

Since the XPath equality operator converts node sets to string val ues
bef ore compari son, we nust instead use the XPath union operator (]|).
For each node of the docunent, the predicate expression is true if
and only if the node-set containing the node and its Signhature

el ement ancestors does not include the envel oped Signature el enent
contai ning the XPath expression (the union does not produce a |arger
set if the envel oped Signature elenent is in the node-set given by
ancestor-or-self::Signature).

6. 6.4 Envel oped Signature Transform

I dentifier:
http://ww. w3. or g/ 2000/ 09/ xm dsi g#envel oped- si gnat ur e

An envel oped signature transform T renmpoves the whol e Signature

el enent containing T fromthe digest cal culation of the Reference

el ement containing T. The entire string of characters used by an XM
processor to match the Signature with the XML production elenment is
renoved. The output of the transformis equivalent to the output
that would result fromreplacing T with an XPath transform contai ni ng
the foll owi ng XPath paraneter el enent:

<XPat h xm ns: dsi g="&dsi g; ">

count (ancestor-or-self::dsig:Signature |
here()/ancestor::dsig: Sighature[1l]) >

count (ancestor-or-sel f::dsig:Signature) </ XPat h>

The input and output requirements of this transformare identical to
those of the XPath transform but may only be applied to a node-set
fromits parent XML docunent. Note that it is not necessary to use
an XPath expression evaluator to create this transform However,
this transform MJUST produce output in exactly the sane manner as the
XPat h transform paraneteri zed by the XPath expression above.

6.6.5 XSLT Transform

I dentifier:
http://ww. w3. or g/ TR/ 1999/ REC- xsl t-19991116
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The normative specification for XSL Transformations is [ XSLT].

Speci fication of a nanmespace-qualified styl esheet el ement, which MJST
be the sole child of the Transform el enent, indicates that the
specified style sheet should be used. Wether this instantiates in-

I ine processing of |local XSLT declaration within the resource is
determ ned by the XSLT processing nodel; the ordered application of
multiple styl esheet may require nultiple Transforns. No speci al
provision is made for the identification of a renpte stylesheet at a
gi ven URI because it can be communi cated via an xsl:include or
xsl:inmport within the stylesheet child of the Transform

This transformrequires an octet streamas input. |If the actua

i nput is an XPath node-set, then the signature application should
attenpt to convert it to octets (apply Canonical XM.]) as described
in the Reference Processi ng Mddel (section 4.3.3.2).

The output of this transformis an octet stream The processing
rules for the XSL style sheet or transformelenent are stated in the
XSLT specification [ XSLT]. W RECOMVEND that XSLT transform authors
use an output nethod of xm for XM. and HTM.. As XSLT

i npl ement ati ons do not produce consistent serializations of their
out put, we further RECOMVEND inserting a transformafter the XSLT
transformto canonicalize the output. These steps will help to
ensure interoperability of the resulting signatures anong
applications that support the XSLT transform Note that if the
output is actually HTM.,, then the result of these steps is logically
equi val ent [ XHTM].

7. XM. Canonicalization and Syntax Constrai nt Considerations

Digital signatures only work if the verification calculations are
performed on exactly the sanme bits as the signing calculations. If
the surface representation of the signed data can change between
signing and verification, then some way to standardi ze the changeabl e
aspect nust be used before signing and verification. For exanple,
even for sinple ASCI| text there are at |east three widely used |line
endi ng sequences. |If it is possible for signed text to be nodified
fromone |line ending convention to another between the tinme of
signing and signature verification, then the |ine endings need to be
canonicalized to a standard form before signing and verification or
the signatures will break

XM. is subject to surface representati on changes and to processing
whi ch di scards sone surface information. For this reason, XM
digital signatures have a provision for indicating canonicalization
nmet hods in the signature so that a verifier can use the sane
canoni cal i zati on as the signer
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Throughout this specification we distinguish between the
canoni calization of a Signature el enent and ot her signed XM. data

objects. It is possible for an isolated XM. docunent to be treated
as if it were binary data so that no changes can occur. In that

case, the digest of the docunment will not change and it need not be
canonicalized if it is signed and verified as such. However, XM

that is read and processed using standard XM. parsing and processing
techni ques is frequently changed such that sone of its surface
representation information is lost or nodified. |In particular, this
will occur in many cases for the Signhature and encl osed Signedlnfo
el enents since they, and possibly an enconpassi ng XM. docunent, will
be processed as XM..

Simlarly, these considerations apply to Manifest, bject, and

Si gnatureProperties elenents if those el ements have been di gested,
their DigestValue is to be checked, and they are being processed as
XML,

The kinds of changes in XM. that may need to be canonicalized can be
divided into four categories. There are those related to the basic

[ XM.], as described in 7.1 below. There are those related to [DOM,

[ SAX], or simlar processing as described in 7.2 below. Third, there
is the possibility of coded character set conversion, such as between
UTF-8 and UTF-16, both of which all [XM.] conpliant processors are
required to support, which is described in the paragraph i medi ately
bel ow. And, fourth, there are changes that related to nanespace

decl arati on and XML nanespace attribute context as described in 7.3
bel ow.

Any canonicalization algorithmshould yield output in a specific

fi xed coded character set. Al canonicalization algorithns
identified in this docunent use UTF-8 (without a byte order mark
(BOM) and do not provide character normalization. W RECOMVEND t hat
signature applications create XM. content (Signature el enents and
their descendents/content) in Normalization Form C [ NFC, NFC
Corrigendunmi and check that any XML being consunmed is in that form as
well; (if not, signatures may consequently fail to validate).
Additionally, none of these al gorithms provide data type
normal i zation. Applications that norrmalize data types in varying
formats (e.g., (true, false) or (1,0)) nay not be able to validate
each other’s signatures.

7.1 XML 1.0, Syntax Constraints, and Canonicalization
XML 1.0 [ XM.] defines an interface where a conformant application

reading XML is given certain information fromthat XM. and not ot her
information. In particular,
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1. line endings are nornalized to the single character #xA by
droppi ng #xD characters if they are inmediately foll owed by a #xA
and replacing themw th #xA in all other cases,

2. mssing attributes declared to have default values are provided to
the application as if present with the default val ue,

3. character references are replaced with the correspondi ng
char acter,

4. entity references are replaced with the correspondi ng decl ared
entity,

5. attribute values are nornalized by
5.1 replacing character and entity references as above,

5.2 replacing occurrences of #x9, #xA, and #xD with #x20 (space)
except that the sequence #xD#xA is replaced by a single space,

and
5.3 if the attribute is not declared to be CDATA, stripping al
| eading and trailing spaces and replacing all interior runs of

spaces with a single space.

Note that itens (2), (4), and (5.3) depend on the presence of a
schema, DTD or sinmilar declarations. The Signature elenment type is
| axly schenma valid [ XM.-schema], consequently external XM. or even
XML within the same docunent as the signature may be (only) well-
formed or from anot her nanmespace (where permtted by the signature
schema); the noted itens may not be present. Thus, a signature with
such content will only be verifiable by other signature applications
if the followi ng syntax constraints are observed when generating any
signed material including the Signedlnfo el enent:

1. attributes having default values be explicitly present,

2. all entity references (except "anmp", "It", "gt", "apos", "quot",
and other character entities not representable in the encodi ng
chosen) be expanded,

3. attribute value white space be nornalized

7.2 DOM SAX Processi ng and Canoni cali zation

In addition to the canonicalization and syntax constraints discussed
above, many XM. applications use the Docunent Object Mdel [DOM or
the Sinple APl for XML [SAX]. DOMmaps XM. into a tree structure of
nodes and typically assunmes it will be used on an entire docunent

wi th subsequent processing being done on this tree. SAX converts XM
into a series of events such as a start tag, content, etc. 1In either
case, many surface characteristics such as the ordering of attributes
and insignificant white space within start/end tags is lost. In
addi ti on, nanespace decl arations are napped over the nodes to which
they apply, |osing the nanmespace prefixes in the source text and, in
nost cases, |osing where nanmespace decl arations appeared in the
original instance.

East| ake, et al. St andar ds Track [ Page 57]



RFC 3275 XM.- Si ghature Syntax and Processing March 2002

If an XML Signature is to be produced or verified on a system using
DOM or SAX processing, a canonical method is needed to serialize the
rel evant part of a DOMtree or sequence of SAX events. XM
canoni cal i zati on specifications, such as [ XM.-C14N], are based only
on information which is preserved by DOM and SAX. For an XM
Signature to be verifiable by an inplenentation using DOM or SAX, not
only nust the XML 1.0 syntax constraints given in the previous
section be followed, but an appropriate XM. canoni calizati on MJST be
specified so that the verifier can re-serialize DOM SAX nedi at ed
input into the sane octet streamthat was signed.

7.3 Namespace Context and Portabl e Signatures

In [ XPat h] and consequently the Canonical XM data nodel an el ement
has nanespace nodes that correspond to those declarations within the
el ement and its ancestors:

"Note: An elenment E has nanespace nodes that represent its
nanespace declarations as well as any nanespace decl arati ons nade
by its ancestors that have not been overridden in E s

decl arations, the default nanespace if it is non-enpty, and the
decl aration of the prefix xm." [XM-Cl4N|

When serializing a Signhature el enent or signed XM. data that’s the
child of other elenents using these data nodels, that Signature

el enent and its children, may contain nanmespace declarations fromits
ancestor context. |In addition, the Canonical XM and Canoni cal XM
with Comments algorithnms inport all xm namespace attributes (such as
xm :lang) fromthe nearest ancestor in which they are declared to the
apex node of canonicalized XM. unless they are already decl ared at
that node. This may frustrate the intent of the signer to create a
sighature in one context which renmains valid in another. For
exanpl e, given a sighature which is a child of B and a grandchild of
A

<A xm ns: nl="&f oo; ">
<B xm ns: n2="&bar; ">
<Si gnature xm ns="&dsig;"> ..
<Ref erence URI ="#signne"/> ..
</ Si gnat ur e>
<C I D="si gnnme" xnm ns="&baz;"/>
</ B>
</ A>

when either the elenent B or the signed elenent Cis noved into a
[ SOAP] envel ope for transport:
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<SOAP: Envel ope
xm ns: SOAP="htt p://schemas. xn soap. or g/ soap/ envel ope/ ">

QQCAP:Body>
<B xm ns: n2="&bar; ">
<Si gnature xm ns="&dsi g; ">

</ Si gnat ur e>
<C I D="si gnnme" xnm ns="&baz;"/>
</ B>
</ SOAP: Body>
</ SOAP: Envel ope>

The canonical formof the signature in this context will contain new
nanespace decl arations from the SOAP: Envel ope context, invalidating
the signature. Also, the canonical formw Il |ack nanespace

declarations it nay have originally had fromel enent A s context,
al so invalidating the signature. To avoid these problens, the
application nay:

1. Rely upon the envel oping application to properly divorce its body
(the signature payload) fromthe context (the envel ope) before the
signature is validated. O,

2. Use a canonicalization nmethod that "repel s/ excludes" instead of
"attracts" ancestor context. [XM.-Cl4N] purposefully attracts
such cont ext.

8.0 Security Considerations

The XM. Sighature specification provides a very flexible digital
si gnhature nmechanism I nplenmentors nust give consideration to their
application threat nodels and to the foll owing factors.

8.1 Transforns

A requirenent of this specification is to permt signatures to "apply
to a part or totality of a XM. docunent." (See [ XM.-Si gnhat ure-RD
section 3.1.3].) The Transforms nmechani smneets this requirenment by
permtting one to sign data derived from processing the content of
the identified resource. For instance, applications that wish to
sign a form but permt users to enter alimted field data w thout

i nvalidating a previous signature on the formm ght use [XPath] to
excl ude those portions the user needs to change. Transforms nay be
arbitrarily specified and may include encoding transforns,
canoni cal i zation instructions or even XSLT transformations. Three
cautions are raised with respect to this feature in the follow ng
sections.
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Note, core validation behavior does not confirmthat the signed data
was obtai ned by applying each step of the indicated transforns.
(Though it does check that the digest of the resulting content

mat ches that specified in the signature.) For exanple, some
applications may be satisfied with verifying an XM. signature over a
cached copy of already transforned data. Oher applications mni ght
require that content be freshly dereferenced and transforned.

8.1.1 Only What is Signed is Secure

First, obviously, signatures over a transfornmed docunent do not
secure any information discarded by transfornms: only what is signed
is secure

Note that the use of Canonical XM. [ XM.- C14N] ensures that al
internal entities and XM. namespaces are expanded within the content
being signed. Al entities are replaced with their definitions and
the canonical formexplicitly represents the nanespace that an

el enent woul d otherwi se inherit. Applications that do not

canoni calize XM. content (especially the Signedlnfo el enment) SHOULD
NOT use internal entities and SHOULD represent the nanespace
explicitly within the content being signed since they cannot rely
upon canoni calization to do this for them Al so, users concerned
with the integrity of the elenent type definitions associated with
the XML i nstance being signed may wi sh to sign those definitions as
well (i.e., the schema, DTD, or natural |anguage description
associated with the nanespace/identifier).

Second, an envel ope containing signed information is not secured by
the signature. For instance, when an encrypted envel ope contains a
sighature, the signature does not protect the authenticity or
integrity of unsigned envel ope headers nor its ciphertext form it
only secures the plaintext actually signed.

8.1.2 Only What is *Seen’ Should be Signed

Additionally, the signature secures any information introduced by the
transform only what is "seen" (that which is represented to the user
via visual, auditory or other nedia) should be signed. |If signing is
i ntended to convey the judgnent or consent of a user (an autonated
mechani sm or person), then it is normally necessary to secure as
exactly as practical the information that was presented to that user.
Note that this can be acconplished by literally signing what was
presented, such as the screen i nages shown a user. However, this may
result in data which is difficult for subsequent software to
mani pul ate. Instead, one can sign the data along wi th whatever
filters, style sheets, client profile or other information that
affects its presentation.
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8.1.3 'See’ What is Signed

Just as a user should only sign what he or she "sees," persons and
aut omat ed nechanismthat trust the validity of a transfornmed docunent
on the basis of a valid signature should operate over the data that
was transforned (including canonicalization) and signed, not the
original pre-transformed data. This recomendation applies to
transfornms specified within the signature as well as those included
as part of the docunent itself. For instance, if an XM. docunent

i ncl udes an enbedded style sheet [XSLT] it is the transfornmed
docunent that should be represented to the user and signed. To neet
this recommendati on where a docunent references an external style
sheet, the content of that external resource should al so be signed
via a signature Reference, otherw se the content of that externa
content might change which alters the resulting docunment w thout

i nval i dati ng the signature.

Sone applications mght operate over the original or internediary
data but should be extrenely careful about potential weaknesses

i ntroduced between the original and transforned data. This is a
trust decision about the character and neaning of the transforns that
an application needs to make with caution. Consider a
canoni cal i zation al gorithmthat normalizes character case (lower to
upper) or character conposition (’'e and accent’ to 'accented-e’). An
adversary coul d introduce changes that are normalized and
consequently inconsequential to signature validity but material to a
DOM processor. For instance, by changing the case of a character one
m ght influence the result of an XPath selection. A serious risk is
introduced if that change is normalized for signature validation but
the processor operates over the original data and returns a different
result than intended.

As a result:

* Al docunents operated upon and generated by signature
applications MJST be in [ NFC, NFC- Corrigendun] (otherw se
i nternmedi ate processors mght unintentionally break the
si ghat ur e)

* Encodi ng nornmalizations SHOULD NOT be done as part of a
sighature transform or (to state it another way) if
normal i zati on does occur, the application SHOULD al ways "see"
(operate over) the normalized form
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8.2 Check the Security Model

This specification uses public key signatures and keyed hash

aut hentication codes. These have substantially different security
nodels. Furthernore, it permts user specified algorithnms which may
have ot her nodels.

Wth public key signatures, any nunber of parties can hold the public
key and verify signatures while only the parties with the private key
can create signatures. The nunber of holders of the private key
shoul d be mininized and preferably be one. Confidence by verifiers
in the public key they are using and its binding to the entity or
capabilities represented by the corresponding private key is an

i nportant issue, usually addressed by certificate or online authority
syst ens.

Keyed hash aut hentication codes, based on secret keys, are typically
much nmore efficient in terms of the conputational effort required but
have the characteristic that all verifiers need to have possession of
the same key as the signer. Thus any verifier can forge signatures.

This specification pernits user provided signature al gorithms and
keying informati on designators. Such user provided algorithns may
have different security nodels. For exanple, nethods involving

bi ometrics usually depend on a physical characteristic of the

aut hori zed user that can not be changed the way public or secret keys
can be and may have other security nodel differences.

8.3 Algorithns, Key Lengths, Certificates, Etc.

The strength of a particular signature depends on all links in the
security chain. This includes the signature and digest algorithns
used, the strength of the key generation [ RANDOM and the size of the
key, the security of key and certificate authentication and

di stribution nechanisnms, certificate chain validation policy,
protection of cryptographic processing fromhostile observation and
tanpering, etc.

Care nust be exercised by applications in executing the various
algorithms that may be specified in an XM. signature and in the
processi ng of any "executable content” that m ght be provided to such
algorithnms as paraneters, such as XSLT transforms. The algorithns
specified in this docunent will usually be inplenented via a trusted
library, but even there perverse paraneters night cause unacceptable
processing or nenory denand. Even nore care nmay be warranted with
application defined al gorithms.
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10.

The security of an overall systemw |l also depend on the security
and integrity of its operating procedures, its personnel, and on the
admi ni strative enforcenent of those procedures. All the factors
listed in this section are inportant to the overall security of a
system however, nost are beyond the scope of this specification.

Schenma, DTD, Data Mddel, and Valid Exanpl es

XML Signature Schema | nstance

http://ww. w3. org/ Si gnat ure/ Drafts/xm dsi g- core/ xm dsi g-cor e-
schema. xsd

Valid XM. schenma instance based on the 20001024 Schera/ DTD

[ XML- Scheng] .

XM. Si ghature DTD
http://ww. w3. org/ Si gnat ure/ Drafts/xm dsi g- core/ xm dsi g-cor e-
schena. dt d

RDF Dat a Model
http://ww. w3. org/ Si gnat ure/ Drafts/xmn dsi g-core/ xm dsi g- dat anodel -
20000112.gi f

XM. Si ghature Object Exanple

http: //ww. w3. or g/ Si gnat ur e/ Draf t s/ xm dsi g- cor e/ si gnat ur e- exanpl e. xmi
A cryptographical fabricated XM. exanpl e that includes foreign
content and validates under the schema, it also uses schemaLocation
to aid automated schema fetching and validation

RSA XML Si gnat ure Exanpl e

http: //ww. w3. or g/ Si gnat ur e/ Draft s/ xm dsi g- cor e/ si gnat ur e- exanpl e-
rsa. xm

An XML Signature exanple with generated cryptographic val ues by
Merlin Hughes and validated by G egor Karlinger.

DSA XML Si gnat ure Exanpl e

http: //ww. w3. or g/ Si gnat ur e/ Draft s/ xm dsi g- cor e/ si gnat ur e- exanpl e-
dsa. xm

Simlar to above but uses DSA.

Definitions

Aut henti cati on Code (Protected Checksum
A val ue generated fromthe application of a shared key to a
nessage via a cryptographic algorithmsuch that it has the
properties of nessage authentication (and integrity) but not
si gner authentication. Equivalent to protected checksum "A
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checksumthat is conmputed for a data object by nmeans that protect
agai nst active attacks that would attenpt to change the checksum
to make it match changes nmade to the data object.” [SEC

Aut henti cati on, Message
The property, given an authentication code/protected checksum
that tanpering with both the data and checksum so as to introduce
changes while seenmingly preserving integrity, are still detected.
"A signature should identify what is signed, making it
i mpracticable to falsify or alter either the signed matter or the
signature without detection.” [Digital Signature Cuidelines, ABA]

Aut henti cation, Signer
The property of the identity of the signer is as claimed. "A
signature shoul d indicate who signed a docunent, nessage or
record, and should be difficult for another person to produce
wi t hout authorization." [Digital Signature Guidelines, ABA] Note,
signer authentication is an application decision (e.g., does the
signing key actually correspond to a specific identity) that is
supported by, but out of the scope of, this specification.

Checksum
"A value that (a) is conputed by a function that is dependent on
the contents of a data object and (b) is stored or transnmitted
together with the object, for the purpose of detecting changes in
the data." [ SEC|

Core
The syntax and processing defined by this specification, including
core validation. W use this termto distinguish other markup,
processi ng, and applications semantics from our own.

Dat a bj ect (Content/Docunent)
The actual binary/octet data being operated on (transforned,
di gested, or signed) by an application -- frequently an HITP
entity [HTTP]. Note that the proper noun Qbject desighates a
specific XML el enent. Cccasionally we refer to a data object as a
docunment or as a resource’s content. The termelenent content is
used to describe the data between XM. start and end tags [ XM].
The term XML docunent is used to describe data objects which
conformto the XM specification [ XM].

Integrity
"The property that data has not been changed, destroyed, or | ost
in an unauthorized or accidental manner." [SEC] A sinple checksum
can provide integrity fromincidental changes in the data; nessage
authentication is simlar but also protects agai nst an active
attack to alter the data whereby a change in the checksumis
i ntroduced so as to match the change in the data.

bj ect
An XML Signature el enment wherein arbitrary (non-core) data may be
pl aced. An Object elenment is nmerely one type of digital data (or
docunent) that can be signed via a Reference.
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Resour ce
"A resource can be anything that has identity. Famliar exanples
i nclude an el ectronic docunent, an inage, a service (e.g.,
"today’'s weather report for Los Angeles’), and a collection of
other resources.... The resource is the conceptual mapping to an
entity or set of entities, not necessarily the entity which
corresponds to that mapping at any particular instance in tinme.
Thus, a resource can remai n constant even when its content---the
entities to which it currently corresponds---changes over tine,
provi ded that the conceptual mapping is not changed in the
process.” [URI] In order to avoid a collision of the termentity
within the URI and XM. specifications, we use the termdata
obj ect, content or document to refer to the actual bits/octets
bei ng operated upon.

Si gnature
Formal | y speaking, a value generated fromthe application of a
private key to a nessage via a cryptographic algorithm such that
it has the properties of integrity, nessage authentication and/or
signer authentication. (However, we sonetinmes use the term
signature generically such that it enconpasses Authentication Code
values as well, but we are careful to nmake the distinction when
the property of signer authentication is relevant to the
exposition.) A signature may be (non-exclusively) described as
det ached, envel opi ng, or envel oped.

Si gnature, Application
An application that inplements the MANDATORY ( REQUI RED/ MUST)
portions of this specification; these conformance requirenents are
over application behavior, the structure of the Signature el ement
type and its children (including SignatureValue) and the specified
al gorithns.

Si gnature, Detached
The signature is over content external to the Signature el enent,
and can be identified via a URI or transform Consequently, the
signature is "detached" fromthe content it signs. This
definition typically applies to separate data objects, but it also
i ncludes the instance where the Signature and data object reside
within the sane XM. docunent but are sibling el ements.

Si gnature, Envel opi ng
The signature is over content found within an Qbject elenent of
the signature itself. The Cbject (or its content) is identified
via a Reference (via a URI fragment identifier or transform.

Si gnature, Envel oped
The signature is over the XM. content that contains the signature
as an elenment. The content provides the root XM. docunent
el enment. Obviously, envel oped signatures nust take care not to
i nclude their own value in the calculation of the SignatureVal ue.
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Transform
The processing of a data fromits source to its derived form
Typical transforns include XM. Canonicalization, XPath, and XSLT.

Val i dation, Core
The core processing requirenents of this specification requiring
signature validation and Signedlnfo reference validation

Val i dati on, Reference
The hash value of the identified and transfornmed content,
specified by Reference, matches its specified D gestVal ue.

Val i dation, Signature
The SignatureVal ue matches the result of processing Signedlnfo
wi t h Canoni cal i zati onMet hod and Si gnatureMethod as specified in
Core Validation (section 3.2).

Val i dation, Trust/Application
The application determ nes that the semantics associated with a
signhature are valid. For exanple, an application nay validate the
time stanps or the integrity of the signer key -- though this
behavior is external to this core specification.
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Appendi x: Changes from RFC 3075

Nunerous minor editorial changes were made. 1In addition, the
foll owi ng substantive changes have occurred based on interoperation
experience or other considerations:

1. Mnor but inconpatible changes in the representati on of DSA keys.
In particular, the optionality of several fields was changed and
two fields were re-ordered.

2. Mnor change in the X509Data Keylnfo structure to allow nultiple
CRLs to be grouped with certificates and ot her X509 infornation.
Previously CRLs had to occur singly and each in a separate
X509Dat a structure.

3. Inconpatible change in the type of PGPKeyl D, which had previously
been string, to the nore correct base64Binary since it is actually
a binary quantity.

4. Several warnings have been added. O particular note, because it
reflects a problemactually encountered in use and is the only
war ni ng added that has its owm little section, is the warning of
canoni cal i zati on probl ens when the nanespace context of signed
mat eri al changes.
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