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Abstract

Thi s docunent defines a Dynam c Host Configuration Protoco
(DHCP-for-1Pv4) option that contains a list of dommin nanmes or |Pv4
addresses that can be mapped to one or nore Session Initiation
Protocol (SIP) outbound proxy servers. This is one of the nmany

met hods that a SIP client can use to obtain the addresses of such a
| ocal SIP server

1. Term nol ogy

DHCP client: A DHCP [1] client is an Internet host that uses
DHCP to obtain configuration paranmeters such as a network
addr ess.

DHCP server: A DHCP server is an Internet host that returns
configuration paraneters to DHCP clients.

SIP server: As defined in RFC 3261 [2]. This server MJST be an
out bound proxy server, as defined in [3]. 1In the context of
this docunent, a SIP server refers to the host the SIP
server is running on

SIPclient: As defined in RFC 3261. The client can be a user
agent client or the client portion of a proxy server. In
the context of this document, a SIP client refers to the
host the SIP client is running on.

Schul zri nne St andards Track [ Page 1]



RFC 3361 DHCPv4 Option for SIP Servers August 2002

In this docunment, the key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in RFC 2119 [4].

2. Introduction

The Session Initiation Protocol (SIP) [2] is an application-I|ayer
control protocol that can establish, nodify and terminate nultinedi a
sessions or calls. A SIP system has a nunber of |ogical conponents:
user agents, proxy servers, redirect servers and registrars. User
agents MAY contain SIP clients, proxy servers always do.

Thi s docunent specifies a DHCP option [1,5] that allows SIP clients
to locate a local SIP server that is to be used for all outbound SIP
requests, a so-called outbound proxy server. (SIP clients MAY
contact the address identified in the SIP URL directly, wthout
involving a local SIP server. However in some circunstances, for
exanmpl e, when firewalls are present, SIP clients need to use a | ocal
server for outbound requests.) This is one of many possible
solutions for locating the outbound SIP server; manual configuration
is an exanpl e of another.

3. SIP Server DHCP Option
The SIP server DHCP option carries either a 32-bit (binary) |Pv4
address or, preferably, a DNS (RFC 1035 [6]) fully-qualified domain
nane to be used by the SIP client to locate a SIP server.

The option has two encodi ngs, specified by the encoding byte (’enc’)

that follows the code byte. |If the encoding byte has the value O, it
is followed by a Iist of donmain nanes, as described bel ow (Section
3.1). If the encoding byte has the value 1, it is followed by one or

nmore | Pv4 addresses (Section 3.2). Al inplenmentati ons MJST support
both encodings. The 'Len’ field indicates the total nunber of octets
in the option following the 'Len’” field, including the encoding byte.

A DHCP server MJST NOT mix the two encodings in the sane DHCP
message, even if it sends two different instances of the sanme option.
Attenpts to do so would result in incorrect client behavior as DHCP
processing rules call for the concatenation of multiple instances of
an option into a single option prior to processing the option [7].

The code for this option is 120.
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3.1 Donmai n Nane Li st

If the "enc’ byte has a value of 0, the encoding byte is foll owed by
a sequence of | abels, encoded according to Section 3.1 of RFC 1035
[6], quoted bel ow

Donai n nanmes in nessages are expressed in terns of a sequence
of labels. Each label is represented as a one octet |ength
field foll owed by that number of octets. Since every domain
nanme ends with the null |abel of the root, a domain nane is
termnated by a length byte of zero. The high order two bits
of every length octet nust be zero, and the remaining six bits
of the length field limt the |abel to 63 octets or less. To
sinplify inplenmentations, the total |ength of a domain nane
(i.e., label octets and label length octets) is restricted to
255 octets or |ess.

RFC 1035 encodi ng was chosen to acconmpdate future internationalized
domai n nane nechani sns.

The m nimumlength for this encoding is 3.

The option MAY contain nultiple domain nanes, but these SHOULD refer
to different NAPTR records, rather than different A records. The
client MIUST try the records in the order listed, applying the
mechani sm described in Section 4.1 of RFC 3263 [3] for each. The
client only resolves the subsequent domain nanes if attenpts to
contact the first one failed or yielded no comopn transport protocols
between client and server or denote a domain adm nistratively

prohi bited by client policy.

Use of multiple domain nanmes is not nmeant to replace NAPTR and
SRV records, but rather to allow a single DHCP server to
i ndi cat e outbound proxy servers operated by nultiple providers.

Clients MJST support conpression according to the encoding in Section
4.1.4 of "Domain Nanmes - |nplenentation And Specification"” [6].

Since the donmain nanes are supposed to be different domains,
conpression will likely have little effect, however.

If the Iength of the domain |ist exceeds the maxi mum permnissible

within a single option (254 octets), then the domain |ist MJST be
represented in the DHCP nessage as specified in [7].
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The DHCP option for this encoding has the follow ng fornat:

Code Len enc DNS nane of SIP server

As an exanpl e, consider the case where the server wants to offer two
out bound proxy servers, "exanple.conl and "exanple.net". These would
be encoded as foll ows:

U S
|120| 27 | 0 | 7 |1 e1 | 1 X1 1 a1 | 1 m | 1 p1 | 1 I 1 | 1 e1| 3 |1 C1 | 1 01 | 1 ml 0 |
e o o S
e e e i e S [
|1e1|1X1 1a1|1m|1p1|1|1|1e1| 3|1n1 1e1|1t1| 0| +___+___+___
e U S

3.2 |Pv4 Address List

If the "enc’ byte has a value of 1, the encoding byte is foll owed by
a list of IPv4 addresses indicating SIP outbound proxy servers
available to the client. Servers MJIST be listed in order of

pr ef erence.

Its mnimumlength is 5 and the length MIST be a multiple of 4 plus
one. The DHCP option for this encoding has the follow ng fornat:

Code Len enc Address 1 Address 2
F-- - - - F-- - - - F-- - - - F-- - - - F--- - - F--- - - F--- - - F--- - - +- -

| 120 n | 1 | al | a2 | a3 | a4 | al |
F-- - - - F-- - - - F-- - - - F-- - - - F--- - - F--- - - F--- - - F--- - - +- -

4. Security Considerations

The security considerations in RFC 2131 [1], RFC 2543 [2] and RFC
3263 [3] apply. |If an adversary nanages to nodify the response from
a DHCP server or insert its own response, a SIP user agent could be
led to contact a rogue SIP server, possibly one that then intercepts
call requests or denies service. A nodified DHCP answer could al so
omit host nanmes that translated to TLS-based SIP servers, thus
facilitating intercept.
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5.

| ANA Consi der ati ons

| ANA has assigned a DHCP option nunber of 120 for the "SIP Servers
DHCP Option" defined in this docunent.
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9.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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