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Status of this Meno

This RFC proposes a scenario for experinmentation with the
International Oganization for Standardization (1SO Open Systens

I nt erconnection (OSI) network | ayer protocols over the Internet and
requests discussion and suggestions for inprovenents to this
scenari 0. This RFC al so proposes the creation of an experinental OS
internet. To participate in the experinmental OSI internet, a system
nmust abi de by the agreenents set forth in this RFC. Distribution of
this meno is unlimted.

WARNI NG

The methods proposed in this RFC are suitable ONLY for experinenta
use on a limted scale. These nethods are not suitable for use in an
operati onal environnent.

| nt roducti on

Since the International O ganization for Standardization (I1SO Open
Systens I nterconnection (OSI) network |ayer protocols are in their

i nfancy, both interest in their devel opnment and concern for their
potential inmpact on internetworking are wi despread. This interest
has grown substantially with the introduction of the US Gover nnment
OSl Profile (GOSIP), which mandates, for the US Governnent, the use
of OSI products in the near future. The OSI network |ayer protocols
have not yet received significant experinentation and testing. The
status of the protocols in the OSI network |ayer varies froml| SO
International Standard to "contribution” (not yet a Draft Proposal).
We believe that thorough testing of the protocols and inplenmentations
of the protocols should take place concurrently with the progression
of the protocols to | SO standards. For this reason, the creation of
an environnent for experinmentation with these protocols is tinely.

Thor ough testing of network and transport |ayer protocols for
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internetworking requires a large, varied, and conpl ex environment.
While an inplenmentor of the CSI protocols may of course test an

i npl ementation locally, few inplenmentors have the resources to create
a sufficiently large dynamnmi c topology in which to test the protocols
and i npl ementations well.

One way to create such an environnent is to inplenment the OSI network
| ayer protocols in the existing routers in an existing internetwork.
This solution is likely to be disruptive due to the immture state of
the OSI network | ayer protocols and inplenentations, coupled with the
fact that a large set of routers would have to inplenent the OSI
network layer in order to do realistic testing.

This menp suggests a scenario that will nmake it easy for inplenentors
to test with other inplenentors, exploiting the existing connectivity
of the Internet without disturbing existing gateways.

The method suggested is to treat the Internet as a subnetwork,
hereinafter called the "I P subnet.” W do this by encapsul ating OSI
connectionl ess network | ayer protocol (ISO 8473) packets in IP

dat agrans, where IP refers to the Internet network | ayer protocol

RFC 791. This encapsul ation occurs only with packets travelling over
the I P subnet to sites not reachable over a |ocal area network. The
intent is for inplenmentations to use OSI network |ayer protocols
directly over links locally, and to use the IP subnet as a link only
when necessary to reach a site that is separated fromthe source by
an | P gateway. Wile it is true that alnbst any systemat a
participating site may be reachable with IP, it is expected that
experinmenters will configure their systenms so that a subset of their
systens will consider thenselves to be directly connected to the IP
subnet for the purpose of testing the OSI network | ayer protocols or
their inplenentations. The proposed schene permts systens to change
their topological relationship to the IP subnet at any time, also to
change their behavior as an end system (ES), internedi ate system
(1'S), or both at any tinme. This flexibility is necessary to test the
dynami ¢ adaptive properties of the routing exchange protocols.

A variant of this schene is proposed for inplenmentors who do not have
direct access to the IP layer in their systenms. This variation uses
the User Datagram Protocol over |IP (UDP/IP) as the subnetworKk.

In this meno we will call the experinment based on the |IP subnet EON
an acronym for "Experinental OSI-based Network". We will call the
experiment based on the UDP/IP subnet EON UDP

It is assuned that the reader is famliar with the OSI connectionl ess
network |ayer and, in particular, with the follow ng docunents:
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RFC 768
User Datagram Protocol .
RFC 791
I nternet Protocol.
| SO 8473
Protocol for Providing the Connectionl ess nbode Network Service.
| SO DP 9542
End Systemto Internediate System Routing Exchange Protocol for
Use in Conjunction with the Protocol for the Provision of the
Connecti onl ess-node Network Service (1SO 8473).
| SO TC 97/ SC 6/ N xXxXX

Internmedi ate Systemto Internedi ate System | ntra-Domain Routing
Exchange Protocol.

PD TR 97/ SC 6/ N 9575

OSI Routing Framewor k.

Definitions
EON
An acronym for Experinental OSI Network, a name for the proposed
experimental OS|-based internetwork that uses the I P over the
Internet as a subnetwork.

EON- UDP

A nane for the proposed experinmental OSI-based internetwork that
uses the UDP/I P over the Internet as a subnetwork.

ES

End system as defined by OSI: an OSI network |ayer entity that
provi des the OSI network |ayer service to a transport |ayer.
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I ANA

The I nternet Assigned Nunbers Authority. Contact Joyce K
Reynol ds (JKREY@ SI . EDU) .

IS
An OSI network |ayer entity that provides the routing and
forwardi ng functions of the OSI connectionless network | ayer.
OsSl CLNL
OSl connectionl ess network | ayer.
NSDU
Net wor k Service Data Unit.
PDU
Protocol Data Unit, or packet.
NPDU
Net wor k Protocol Data Unit.
| SO gram

An NPDU for any protocol in the OSI CLNL, including | SO 8473
(CLNP), 1SO DP 9542 (ES-1S), and |1 SO TC 97/ SC 6/ N xxxx (IS-19S).

Participating system
An ES or IS that is running a subset of the OSI CLNL protocols and
is reachabl e through the application of these protocols and the
agreenents set forth in this neno.

Core system

An ES or IS that considers itself directly connected to the IP
subnet for the purpose of participating in EON

NSAP- addr ess

Net wor k Servi ce Access Point address, or an address at which the
OSI network services are available to a transport entity.
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SNPA- addr ess
SubNet wor k Poi nt of Attachment address, or an address at which the
subnetwork service is available to the network entity.
| ssues to be Addressed by this Meno

In order to make the experinental OSI internet work, participating
experinenters nust agree upon

- how | SO-granms will be encapsulated in IP or UDP packets,
- the format of NSAP-addresses to be used,

- how NSAP- addresses will be mapped to SNPA-addresses on
the | P subnet,

- how nul ti casting, which is assumed by sone OSI CLNL
protocols, will be satisfied, and

- how t opol ogy i nformati on and host nanes will be
di ssem nat ed.

This nenp contains proposals for each of these issues.
Desi gn Consi derati ons
The goals of this neno are:

- to facilitate the testing of the OSI network | ayer
protocol s anong different inplenentions,

- to do this as soon as possible, exploiting existing
connectivity,

- to do this without requiring any changes to existing IP
gat eways

- to create a |l ogical topology that can be changed
easily, for the purpose of testing the dynam c adaptive
properties of the protocols, and

- to minimze the adm nistrative requirenents of this
experinmental internetwork.

The followi ng are not goals of this neno:
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- to permt the use of arbitrary 1SOstyle
NSAP- addr esses,

- to require that participants have working
i mpl ementations of all of the OGSl routing protocols
before they can participate in any capacity,

- to permt or encourage the use of existing IP routing
nmet hods and al gorithns for the routing of |SO grans
anong participating ESs and | Ss,

- to create a production-like environnent acconmodating a
very | arge nunber of systens (ESs, |Ss or both), and

- to provide or to encourage |P-to-CLNP gatewayi ng.
Encapsulating 1 SO-grans in | P datagrans

The entire OSI network |layer PDU, whether it be an | SO 8473 PDU, an
| SO DP 9542 PDU, or an IS-1S PDU, will be placed in the data portion
of an I P datagrans at the source. The ISO 8473 entity may fragnent
an NSDU i nto several NPDUs, in which case each NPDU will be

encapsul ated in an | P datagram The intent is for the OSI CLNL to
fragnent rather than to have IP fragnent, for the purpose of testing
the OSI CLNL. O course, there is no guarantee that fragnmentation
will not occur within the I P subnet, so reassenbly nust be supported
at the P level in the destination participating system

SNPA- addresses (Internet addresses) will be algorithmically derived
fromthe NSAP-addresses as described below. The "protocol” field of
the I P datagramwi Il take the value 80 (decinmal), which has been
assigned for this purpose.

NSAP- Addr ess For mat

The OSI internetwork described here will formone routing donain,
with one form of NSAP address recogni zed by all level 1 routers in
this donmain. Oher address formats may be agreed upon in |ater
editions of this meno.

The address format to be used in this experinment is that specified in
RFC 1069. According to RFC 1069, the |ow order portion of the Domain
Specific Part of the NSAP address may vary depending on the
conventions of the particular routing domain. For the purposes of
this experinment, we shall use the follow ng address fornat:
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Address Format for EON

Cct et Val ue Meani ng

1 47 Authority and Format Identifier
2,3 00, 06 International Code Desi gnat or

4 3 Ver si on Numnber

5,6 0 d obal Area Nunber, see RFC 1069
7,8 RDN Routi ng Domai n Nunber, assigned by | ANA
9-11 0 Pad

12,13 0 LOC- AREA, see bel ow

14, 15 0 unused

16-19 A.B.C.D I nternet address

20 NSAP Sel ector, assigned | ANA

Note: It is our desire that the address format used by EON be
consistent with RFC 1069. To that end, the address fornmat
proposed by this RFC may change as future editions of RFC 1069
becone avail abl e.

The mappi ng bet ween NSAP- addresses and SNPA-addresses (I nternet
addreses) on the proposed | P subnet is straightforward. The SNPA-
address is enbeded i n the NSAP-address.

There are several ways in which the LOC-AREA field could be used.

(1) Assign |local areas, administered by the Internet Assigned Nunbers
Authority (1 ANA). The advantage of this is that it permts
experinmentation with area routing. The disadvantage is that it
will require an additional directory service to map host nanes to
NSAP- addresses. We would like to use the existing donain name
servers to derive Internet addresses from nanes, and we woul d
| i ke NSAP- addresses to be derivable fromthe Internet addresses
al one.

(2) Have one local area in the EON, with LOC AREA value 0. This
woul d elimnate the probl em of name-toNSAP-address bi ndi ng, but
woul d not pernit experinentation with area routing. It would
not, however preclude the use of areas later, for exanple, when
CSl directory services are w dely avail abl e.

(3) Make the local area a sinple function of the Internet address.
The advantage of this is that it would permit experinentation
with area addressing without requiring additional directory
services, but the areas derived would not be under the control of
the experimenters and nay not correspond to anything useful or
nmeani ngful for the purposes of this experinent.

We believe that initially, the preferred alternative is to use only
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zero-val ued |l ocal areas. Later editions of this meno may contain
proposals for use of the local area field, when the 1S 1S proposal is
nmore mature and perhaps when OSI directory services are in use anong
experimenters.

The val ue of the high-order portion of the DSP will be set in
accordance with RFC 1069.

O her NSAP- Address Formats

PDUs carryi ng NSAP- addresses of other formats can be routed through
this donmain. This is the job of the level 2 routers, described in
the 1S-1S docunent.

Mul ti cast Addresses on the | P Subnet

The ES-1S and 1S-1S routing exchange protocols assune that broadcast
subnet wor ks support two nulticast addresses: one for all ESs and the
other for all 1Ss. Wile one could obviate this issue by treating
the I P subnet as a general topol ogy subnetwork or as a set of point-
to-point links, it is also desirable to treat the IP subnet as a

br oadcast subnetwork for the purpose of testing those parts of an

i npl enentation that run over broadcast subnets. A participating

i npl erentor not havi ng access to several |ocal machi nes running the
OSI CLNL may test the protocols over the IP subnet as if the IP
subnet were a broadcast subnet.

The multicasting assunmed by the OSI CLNL can be sinmulated by a snall
subl ayer lying between the OSI CLNL and the I P subnet |ayer. For the
purpose of this discussion, call this sublayer an SNAcP, a SubNetwork
Access Protocol, in OSI argot. In each systemthe SNAcCP caches a
table of the Internet addresses of systens that it considers to be
reachabl e in one |1 SO 8473-hop over the I P subnet. These are called
"core" systens. In this sense, the use of the cache sinmulates a set
of links over which a systemw |l send I SO configuration nmessages (ES
Hello, 1S Hello, etc.) when it comes up. As a local matter, the
tabl e of core systenms nay or may not expand during the systenis
lifetime, in response to configuration nessages from other core

syst ens.

On the outgoing path, the SNACP accepts an | SO gram and a paraneter
indicating the intended use of this I1SOgram send to a single
system to all ESs, to all 1Ss, or to all systenms. |If the indended
destination is a single system the 1SOgramis sent only to its
destination. Oherw se, the SNACP nmakes a copy of the | SO gramfor
each of the SNPA-addresses in the cache, effecting a broadcast to al
participating systenms. Before passing an | SO gramto the |IP subnet
| ayer, the SNAcCP prepends an SNAcP header to each outgoing | SO gram
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This header will take the form

SNACP Header For mat

Cct et Val ue Meani ng
1 01 Ver si on nunber
2 Semantics of address:
00 Not a multi cast address
01 Al ESs
02 Al |Ss
03 Br oadcast
3,4 OSl checksum as defined in |1 SO 8473

The SNAcP header has three fields, a version nunber field, a
semantics field, and a checksumfield. The version nunber will take
the value 01. The checksumfield will take the two octet |SO

(Fl etcher) checksum of the SNAcP header. The checksum algorithmis
described in | SO 8473.

The semantics field will take one of 4 values, indicating "all ESs",
"all 1Ss", "broadcast", or "not a nulticast address". The val ue of
the semantics field is deternined by a paraneter passed to the SNACP
by the calling OSI network entity. A participant in the experinent
may test the OSI network | ayer over a set of point-to-point |inks by
choosing not to use the nulticast capabilities provided by the SNACP
on the outgoing path.

On the incom ng path, the SNAcCP inspects the SNAcCP header and deci des
whet her or not to accept the 1SO-gram |If it accepts the |ISO gram
the SNACP renpoves the SNAcP header and passes the 1SOgramto the OS
CLNL, otherwise, it discards the SO gram The SNAcP will al ways
accept SO grans with SNACP headers indicating "not a nulticast
address" (value zero in the semantics field) and "broadcast" (val ue
03). Wiether an SNACP will accept |1SO granms for either of the two

mul ti cast groups "all ESs" (value 1) and "all |1Ss" (value 2) wll
depend on | ocal configuration information. |If the system on which
the SNACP resides is configured as an end system it will accept

| SO-grans destined for "all ESs" and if it is configured as an
internmediate system it will accept 1SO grans destined for "all |Ss"

A participant who is testing the OSI network | ayer over a set of
point-to-point links will accept | SO grans according to these rules
as wel .

Consi deration was given to maki ng the SNAcP extensible by making the
semantics and checksum fields variable-length paraneters, in the
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manner of 1SO 8473. W feel that the presence of a version nunber
provides sufficient extensibility.

Errors on the | P subnet

The | P subnet | ayer nay receive | CMP nessages and nmay pass error
indications to the SNACP | ayer as a result of having received these
| CMP nessages. It is assuned that in this context, the |IP subnet
will handle | CMP nessages in the same way that it handles themin any
other context. For exanple, upon receipt of an | CVP echo nessage,
the I P subnet will respond with an I CMP echo reply, and the SNAcP
need not be informed of the receipt of the | CMP echo nmessage.
Certain | CVP nessages such as source quench are likely to produce an
error indication to all layers using the |IP subnet. The actions
taken by the SNAcP for these indications is purely a |local matter,
however the foll owing actions are suggest ed.

Suggest ed SNAcP Actions in Response to
| CMP-rel ated Error Indications

| CMP nessage type Action taken by the SNAcP
Destinati on unreachabl e, If the renpte address is present
Par anet er probl em in the cache of core systens’
Ti me exceeded addresses, mark it unusabl e.

I nf orm net wor kK managenent .

Sour ce quench If the renpte address is present
in the cache of core systens’
addresses, mark the renote
address as unusabl e and set a
timer for a tinme after which
t he address becones usabl e
agai n.

I nf orm net wor K managenent .

Al others | gnored by the SNACP | ayer.

To "inform network managenment” may nean to print a nmessage on the
system console, to informa |ocal process, to increment a counter, to
wite a nessage in alog file, or it may nmean to do not hi ng.

The effect of marking a cached address as unusable is as follows.
When the SNACP attenpts to broadcast or nulticast an | SO gram
addresses in the cache that are marked as unusable are ignored. Wen
the SNACP attenpts to send a non-nulticast | SO-gramto an unusabl e
cached address, the SNAcCP returns an error indication to the OSI

CLNL. In this way, when the OSI CLNL uses the SNAcCP to sinulate a
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set of point-to-point links, it is notified when a link fails, but
when the OSI CLNL uses the SNAcCP to sinulate a nulticast subnet, it
is not notified when one systemon the subnet goes down.

Use of UDP/IP in Lieu of IP

In addition to using IP directly, for testing purposes it nmay be
useful to support the OSI CLNL over the User Datagram Protocol (UDP).
This is because sone inplenentors do not have direct access to |P,
but do have access to the UDP. For exanple, an inplenmentor may have
an a binary license for an operating systemthat provides TCP/IP and
UDP/ 1 P, but no direct access to IP. These inplenentors may
participate in a parallel experinment, called EON-UDP, by using UDP/IP
as a subnetwork instead of using the IP subnet. 1In this case, the
CSI NPDU (after fragnentation, if applicable) will be placed in the
data portion of a UDP datagram UDP port 147 (decimal) has been
assigned for this purpose. These participants will place an SNAcP
bet ween UDP and | SO 8473 rather than between IP and | SO 8473. In al
ot her respects, the EON-UDP experinment is identical to the EON
experiment.

O course, network layers entities using the UDP/IP subnet will not
interoperate directly with network |ayers entities using the IP
subnet. The procedures proposed in this neno do not prevent an

i mpl enentor from building an EON to EON- UDP gat eway, however the
issues related to building and routing to such a gateway are not
addressed in this meno. This nmeno sinply proposes two distinct
parall el experiments for two groups of experinmenters having different
resour ces.

The preferred nmethod of experinentation is to use the |IP subnet, in
ot her words, EON. The EON-UDP variant is intended for use only by
those who cannot participate in EON

Di ssem nati on of Topol ogical Information and Host Nanes

The EON experinment sinulates a | ogical topology that is not as
connected as the underlying |ogical topology offered by the Internet.
The topol ogy of the I P subnet is, in effect, sinulated by the SNACP

| ayer in each of the core systens. Each of the core systems caches a
list of the other core systens in the EON. Wen a system boots, it
needs sone initial list of the participating core systens. For this
reason, a list of core systens will be maintained by the | ANA

In addition, a list of all participating ESs will be maintai ned by
the ANA. This list is not necessary for the functioning of the EON
network layer. It is a convenience to the experinenters, and is
meant for use by application | ayer software or human users.
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Two pairs of lists are kept, one for the EON and one for EON UDP

core.EON This is a |list of SNPA-addresses of those systens
that will be (logically) reachable via the |IP subnet
in one | SO 8473-hop fromany other core system This
does not nmean that systens in this file are gateways
or 1Ss. They may be ESs, |1Ss or both. A site may
participate as a core systembefore its address is
included in this file and distributed to other core
systens, but under these circumstances other core systens
will not know to send configuration nessages (ESHs and
| SHs) to the new site when coming up or rebooting. The
SNPA- addresses in this file will be ASCII strings of
the formA B.C. D, no nore than one per I|ine.
White space (tabs, blanks) will be optional before
A and after D. A pound-sign (#) will indicate that
it and everything following it on that line is a conent.
For exanmpl e:

128.105. 2. 153 # bounty. cs. w sc. edu

cor e. EON- UDP
This is the equival ent of core. EON for use with
the UDP/I P subnet. The format is the sane that of
core. EON

hosts. EON This is a list of the ASCII host names of all end
systens participating in the | P subnet experinent,
one host name per line. It is not used by the OS
CLNL.

host s. EON- UDP
This is a list of the ASCII host nanmes of all end
systens participating in the UDP/IP subnet experinent,
one host nanme per line. It is neant for the use of
applications. It is not used by the CSI CLNL.

The files will be available fromthe I ANA via anonynous ftp. Sites
wishing to join the experinental OSI internet will have to have their
host nanes and core system addresses added to the appropriate files.
They nmay do so by sending requests to Joyce K. Reynolds at the

el ectronic mail address:

JKREY@ S| . EDU
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Hypot heti cal EON Topol ogy

Figure 1 describes the logical links in a hypothetical topology, in
whi ch three university conputer sciences departnents are
participating in the experinent: the University of Wsconsin (U of
W, the University of Tudor (U of Tudor), and the University of
Fordor (U of Fordor). The U of Whas two | ocal area networks(LANs),
128.105.4 and 128.105.2, and four systens that are acting as ESs in
the experiment. Two systens are attached to both LANs. Only one of
these two systens is forwarding | SO-grans, in other words, acting as
an I'S. The U of Tudor has only one participating system and it is
acting as an ES. The U of Fordor has two systens that are
participating in the experinment, one of which is an IS only, and the
ot her of which is acting as an ES only.

The contents of the core. EON and hosts. EON files for this topol ogy
are shown bel ow

#

# core. EON for hypothetical EON topol ogy
#

128. 105. 2. 153 # IS/ES in cs.w sc. edu
26.5.0.73 # ES in cs.tudor. edu
192.5.2.1 # 1S in cs.fordor. edu

#

# hosts. EON hypot heti cal EON topol ogy

#

128. 105. 4. 150 # ES in cs.w sc. edu

128. 105. 2. 150 # same as above : nultihoned ES
128. 105. 4. 154 # ES in cs.w sc. edu

128. 105. 4. 151 # ES in cs.w sc. edu

128. 105. 2. 153 # IS/ES in cs.w sc. edu
26.5.0.73 # ES in cs.tudor. edu
192.5.2.2 # ES in cs.fordor. edu
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) ( 192.5.2.2)
) ( )
Figure 1: Hypothetical EON Topol ogy

in addition to acting as an 1S,

begin acting as an ES at any tine, by participating in the ES-IS

pr ot ocol
act as an ES or as an IS or as both.

In fact, t

as an ES and by beginning to serve a set of NSAPs. It may

he U of Fordor

systens 192.5.2.1 and 192.5.2.2 could reverse roles at any tine,

regardl ess of their physical
nodi fying their use of the ES-1S protocol

serving NSAPs. Suppose that these two systens reverse rol es:

192.5. 2.1 becones an ES,

core systemand an | S
U of Fordor do not

Hagens,

Hal |,

& Rose

connectivity to the Internet, nerely by
and by their serving or not

not a core system and 192.5.2.2 becones a
Suppose further that the experinenters at the

informthe | ANA of the change i medi ately, so the

[ Page 14]



RFC 1070 Experimental OSI Net February 1989

core.EON file is out-of-date for a while. The effect will be that
other core systens will continue to send configuration nmessages to
192.5.2.1, which will respond as an ES, not as an IS, and it wll
appear that 192.5.2.2 is not reachable fromthe rest of the topol ogy
because the other core systens will not know to send configuration
information to it. However, when 192.5.2.2 is booted, it will send
configuration nessages to all core systens infornming themof its

exi stence via the IS-1S protocol. Those core systens that are acting
as ISs will respond with their configuration nmessages, update their
core system caches, thereby establishing a set of |ogical links

between 192.5.2.2 and the rest of the core systens.

Rel ati onship of this Meno to other RFCs

RFCs 1006 and 983

| SO Transport Services on top of the TCP. \Whereas RFCs 1006 and
983 offer a means of running the OSI session | ayer protocol and
hi gher OSI |ayers over TCP/IP, this meno provides a neans of
running the OSI network and transport |ayers on an IP

i nt er net wor k.

RFC 1069

Qui delines for the use of Internet-IP addresses in the |ISO
Connecti onl ess- Mode Network Protocol. RFC 1069 suggests a net hod
to use the existing Internet routing and addressing in a gateway
that forwards | SO connectionl ess network | ayer protocol datagrans.
In contrast, this menp suggests a nethod to use the |1SO routing
and addressing in a gateway that forwards | SO connectionl ess
network | ayer protocol datagrans.

RFC 982

ANSI Wor ki ng Docurment X3S3.3/85-258. This is a set of guidelines
for specifying the structure of the DSP part of an | SO address.
The addresses described in this nmeno neet the guidelines set forth
in RFC 982
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