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Essential Tools for the OSI |nternet
Status of this Meno

This meno provides information for the Internet community. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abstract

Thi s docunent specifies the followi ng three necessary tools to debug
problens in the deploynment and mai nt enance of networks using | SO 8473
(CLNP)

- ping or OSI Echo function
- traceroute function which uses the OSI Echo function
- routing table dunp function

These CLNS tools are the basics required for hosts and routers for
CLNS network support. It is intended that this docunent specify the
nost basic support | evel required for CLNS hosts and routers.

To support sone of the needed tools (ping and traceroute) this nmenp
speci fies the nmechani smspecified in RFC 1575 [ 3].

Tabl e of Contents

Section 1. ConNVeNti ONS ... ... e e e 2
Section 2. IntroduCtion ....... ... .. . . .t 2
Section 3. Specification ......... ... . . . . . . . . .. 2
Section 3.1 Ping ...... . 3
Section 3.1.1 Protocol Support ........... ..., 3
Section 3.1.2 Functions supported by the ping utility ........ 3
Section 3.2 TracerOUt @ .. ...t e e e 3
Section 3.2.1 Basic Traceroute ............uiiinnnnen 4
Section 3.2.2 Use of Partial Source route in traceroute ...... 5
Section 3.2.3 Informati on needed froma Traceroute utility ... 6
Section 3.3 OSI routing table dunmp ...... ... ... ... ... .. ... ... 6
Section 3.4 MB variables available via SNWP ................. 7
Section 3.4.1 Summary of MB Variables ....................... 8
Section 3.4.2 ASN.1 Syntax for these MB variables ........... 8

Hares & Wttbrodt [ Page 1]



RFC 1574 Essential Tools for the OGSl |nternet February 1994

Section 4. OSI HOST.txt format ........... ... . ... .. 10
Section 5. Acknow edgements . ......... .. 11
Section 6. References ......... . i e 12
Section 7. Security Considerations ............... ... 12
Section 8. Author’s AddressSes ..........c. i 13

1. Conventions

The foll owi ng | anguage conventions are used in the itens of
specification in this docunent:

0o MUST, SHALL, or MANDATORY -- the itemis an absolute
requi rement of the specification

0 SHOULD or RECOWMMENDED -- the item should generally be foll owed
for all but exceptional circunstances.

o MAY or OPTIONAL -- the itemis truly optional and may be
foll owed or ignored according to the needs of the inplenentor.

2. Introduction

Currently in the Internet, COSI protocols are being used nore and
nore. As the network managers of an Internet once predomnantly a
TCP/ | P network began deploying parts of the energing OSI Internet, it
becane apparent that network |ayer OSI network debugging tools were
al nost nonexi stent. When such tools existed, different

i npl ementations didn't work together

As stated in RFC 1575, a sinple network |ayer nmechanismis necessary
to all ow systens to be probed to test network layer integrity. For
the purposes of running OSI networks the authors of this docunent
believe that other tools are necessary too. Oher tools described
bel ow are an echo function, a traceroute function, and a routing
tabl e dunp. What this docunment defines is the m ni mum subset of
tools that are necessary to allow for the debuggi ng of network

probl ens.

3. Specification

This docunent’s purpose is to specify a standard ping, traceroute,
and OSI routing table dunping mechanisnms for use for the | SO 8473
(CLNP) protocol in the OSI Internet. A detailed description of the
speci fied nechanisns is below. These nmechani sm MJUST be avail abl e on
every router (inter nediate systen) or host (end systen) that
provides OSI service for the Internet. These three functions are the
basic tool set for the OSI network |ayer for the Internet.
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3.1. Ping
3.1.1. Protocol Support

The long term echo nmechani sm as described in 1575, requires the use
of two new type values in the packet header of the |1SO 8473 Network
Protocol Data Units (NPDUs), or preferably packets. The two val ues
are:

1E(hex) - for the echo-request Selector and,
1F(hex) - for the echo-response Sel ector.

Nodes whi ch support |1SO 8473 but do not support these two new val ues
(for the type code option field in the header of an |SO 8473 packet)
MUST send back an error packet if the ERROR report flag is set in the
packet .

To support a ping function for 1SO 8473, all end systens (hosts) and
i nternmedi ate systens (routers) MJST support the "long terni echo
function as defined by RFC 1575 [3] AND al so set the ERROR report
flag in the 8473 header.

The setting of the ERROR report flag is required because this all ows
a way for a conpliant host or router to ping a non-conpliant host or
router. When a non-conplaint host or router receives a "ping" packet
with the new type function (Echo Request Selector), it MJST attenpt
to return an |1 SO 8473 error packet to the originating host, thus
showi ng reachability.

3.1.2. Functions supported by the ping utility

A ping utility MIST be able to provide the Round trip tine of each
packet, plus the average nmi ni mum and maxi mrum RTT over several ping
packets. Wien an error packet is received by the node, the ping
utility MIST report the error code to the user

3. 2. Tracer out e

The CLNP trace is sinmilar to the ping utility except that it utilizes
the "Lifetinme" field in the | SO 8473 packet. Hosts and routers that
support OSI MJST al so support CLNP trace. The "Lifetine" field
serves the sane function as the Tinme To Live (TTL) field does in an

| P packet. A node (router or host) cannot forward | SO 8473 packet
with a value for the Lifetinme of zero. |If the ERROR REPORT flag is
set in the | SO 8473 packet, an error packet, will be returned to the
originator of the packet.
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3.2. 1. Basi ¢ Traceroute

If a |1 SO 8473 echo-request packet is sent with "Lifetinme" field val ue

of 1, the first hop node (router or end system) will return an error
packet to the originator the packet. |If the first hop node supports
the echo-request type field the error code will be either:

A0 (hex) - Lifetime Expired while Data Unit in Transit
Al (hex) - Lifetinme Expired during Re-assenbly

If the first hop node does not support echo-request type field, the
error code will be:

BO (hex) - Unsupported Option not Specified.

When trying to trace a route to a renote node, the destination
address in the echo-request packet sent should be this renpte
destination. By using increasing values in the "Lifetime" field a
route can be traced through the network to the renpte node. This
traceroute function should be inplenented on each system (host or
router) to allow a user to trace a network path to a renote host or
router.

The error nessage is used as evidence of the reachability and
identity of the first hop. The originator then sends a packet with a
"l'ifetime" field value of 2. The first hop decrenents the "Lifetinme"
and because the "Lifetime" is still greater than 0, it forwards it

on. The second hop decrenents the "Lifetine" field value and sends
an error packet (ER NPDU) with one of the two "Lifetine Expired"
error codes |listed above to the originator. This sequence is
repeated until either:

- the renpte host is reached an either an echo-response packet is
sent back or (for nodes that do not have the required Echo
support) an error packet is sent back, or

- the an error packet is received with error code (B0) indicating
that a node will not pass the echo-response packet, or

- an error packet is received with one of the follow ng errors:

80(hex) - Destination Address Unreachabl e
81(hex) - Destination Address Unknown.

If any of the following Error codes are received in an error packet,
a second packet shoul d be sent by the originating node:
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CodeReason from 8473

00(hex) - Reason not specified

01(hex) - Protocol procedure error

02(hex) - Incorrect checksum

03(hex) - Packet Discarded due to Congestion
04(hex) - Header Syntax Error (cannot be parsed)
05(hex) - Segnentation needed but not pernitted
06(hex) - Inconplete packet received

07(hex) - Duplicate Option

Bl(hex) - Unsupported Protocol Version

B2(hex) - Unsupported Security Option

B3(hex) - Unsupported Source Routeing Option
B4(hex) - Unsupported Recording of Route Option
CO(hex) - Reassenbly Interface

If one of these error is detected, an error val ue should be returned
to the user. More than one echo packet, nay be sent at a "Lifetinme"
val ue. The nunber of additional echo packets is left up to the

i npl ementation of this traceroute function

If one of the following errors is received, AND "partial source
route" is not specified in the echo-request packets, send a second
echo-request packet to the destination at a "Lifetinme" val ue:

Code Reason from 8473

90( hex) Unspeci fied Source Routeing Error

91( hex) Syntax Error in Source Routeing Field
92( hex) Unknown Address in Source Routeing Field
93( hex) Pat h not Acceptabl e

(The echo-request packet nay have been damaged whil e traversing
t hrough the network.)

3.2.2. Use of Partial Source route in traceroute

The current | P traceroute has a 3rd party or "l oose source route"
function. The |SO 8473 protocol also supports a "partial source
routei ng" function. However, if a node (router or host) does not
support the "partial source routing"” function an | SO 8473 packet gets
passed along the path "exactly as though the function has not been
sel ected. The packet shall not be discarded for this reason." [2]

In order utilize the partial source route function in the OS
traceroute, a node nust set the "source routeing"” option and "parti al
source routeing" paranmeter within that option. A 3rd party, or

"l oose source route" traceroute function requires that a node send an
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3.

3.

2.

3.

echo-request packet with the "l oose source routeing"” field set. The
functioning of the 3rd party/"l oose source route" traceroute is the
same except the following errors cause the traceroute to be
term nat ed

Code Reason from | SO 8473
92 Unknown Address in Source Routeing Field
93 Path not Acceptable

These errors may indicate a problemw th the "l oose source route"
listed in the echo-request packet for this destination. Additional
packets with the sanme lifetime will only repeat this error. These
errors should be reported to the user of the traceroute function.

3. Information needed froma Traceroute utility

A traceroute utility should provide the followi ng information to the
user:

- the identity of systems that conprise the path or route
to the destination (the identifiers are called Network
Entity Titles or NETs in OSI and | SO 8473)

- ping times (in Round trip tinmes) for each
hop in the path,

- error codes fromerror packet received as a
response to the an echo-request packet, and

- any other error conditions encountered
by traceroute.

CSl routing table dunp

Each OGSl host (end system) or router (internediate system) MJIST be
able to dunp any of its routing tables. Routing tables nay cone from
t he:

a.) the ES-1S information
b.) static
c.) ISIS
d.) IDRP
or any ot her source.

Each system MJUST be able to dunp the routing table entries via sone
out of band mechanism A nethod MJST exist to provide these. A show
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osi routes conmmand SHOULD be created with the foll owi ng options:

- a for all routes

- esis for es-is routes

- isis for is-is routes

- idrp for idrp routes

- static for static routes

- ot her for routes from other sources.

In addition, routing tables SHOULD be avail able via either SNMP or
CMP. The specification of CMP variables are outside the scope of
this specification. Section 3.4 specifies the RFC 1238 M B vari abl es
whi ch MUST be available via SNMP. These two variables sinply allow
the user to get sone basic CLNS routing information

Pl ease note that not all the information requested is available via
the CLNS MB. Due to this fact, it is anticipated that additiona
work on a CLNS MB will be done in the future. Wen a new MB is
written, it is anticipated that this docunent will be updated to
include the additional MB variables to collect such things as the
ES-1S cache.

3.4. MB vari abl es avail abl e via SNW

The Sinple Network Managenment Protocol [6] plays an inportant role in
monitoring of nmulti-protocol, managed resources in the Internet. By
convention, SNWP is mapped onto User Datagram Protocol (UDP), 6);
however, in those situations where it is not possible to conmunicate
with an | SO 8473 nanaged resource using SNVP over UDP, or where
conmuni cation with an |1 SO 8473 managed resource using SNVP/ UDP i s not
possi bl e/ appropri ate, SNVP nessages shoul d be napped onto an OGS
transport (7) The foll ow ng Managed Objects for the SNMP SHOULD be
supported to facilitate renote nonitoring using the SNWVP

The Sinple Network Managenment Protocol (SNMP) plays an inportant role
in nmonitoring of nulti-protocol, nmanaged resources in the Internet.
By convention, SNWP is mapped onto User Datagram Protocol (UDP);
however in those situations where it is not possible to comunicate
with an | SO 8473 nanaged resource using SNVP over UDP, or where
conmuni cation with an |1 SO 8473 managed resource using SNVP/ UDP i s not
possi bl e/ appropriate, SNVP shoul d be mapped onto an OSI transport

(8). The followi ng Managed Ohj ects SHOULD be supported for renoted
noni toring usi ng SNVWP:
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3.4.1. Summary of M B Vari abl es
RFC 1238 CLNS M B [ 5]

1) cl npAddrTabl e - Addresses for Interfaces
2) clnpRoutingTable - OSI routes in systemrouting table.

3.4.2. ASN. 1 Syntax for these MB variabl es

The ASN. 1 syntax for the two variables in CLNS MB (RFC 1238) is
i ncl uded bel ow for easy reference. That RFC renains the
authoritative source for the MB definitions.

1) cl npAddr Tabl e

cl npAddr Tabl e OBJECT- TYPE
object.id = .... {clnp 21}

cl npAddr Tabl e = SEQUENCE OF C npAddrEntry
CLNPAddr Entry ::= SEQUENCE {
cl npAdEnt Addr
CLNPAddr es,
cl npAdEnt | f | ndex,
| NTECER,
cl npAdEnt ReasmVaxSi ze
| NTEGER (0. ..65535);
}

cl npAdEnt Addr = C npAddr ess

cl npAddress = OCTET string (Size (1...20);

cl npAdEnt | f I ndex = | NTEGER;

cl npAdEnt ReasmVaxSi ze = | NTEGER (0. ..65535); #

Descriptions of Table entry val ues:

cl npAdEnt Addr - CLNP address for this interface val ue
cl npAdEnt | fI ndex - Interface Index value corresponding to
I fI ndex val ue.
cl npAdEnt ReasmVaxSi ze = Maxi num si ze of a pdu that can be
reassenbl ed frominconi ng PDUs
received on this interface.
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2)

obj ect
cl npRout i ngTabl e =

Essential Tools for

cl npRout i ngTabl e

id=....{clnp 22}

Cl npRout eEntry = SEQUENCE OF {

cl npRout Dest

cl npRout eDest ,

cl npRout el f | ndex,
cl npRout eMetricl
cl npRout eMetric2
cl npRout eMetri c3,
cl npRout eNext Hop,
cl npRout eType,

cl npRout ePr ot o,
cl npRout eAge,

cl npRout el nf o}

.. = O npAddr ess;

cl npRout el f I ndex ::= Integer;
cl npRouteMetricl ::= Integer;
cl npRout eMetric2 ::= Integer;
cl npRout eMetric3 ::= Integer;
cl npRout eMetric4::= Integer

cl npRout eNext Hop: :

d npAddr ess;

cl npRout eType: : =I NTEGER {

Hares & W ttbrodt

ot her (1),
invalid (2),
di rect (3),

t he Osl

I nt er net February 1994

SEQUENCE OF C npRout eEntry;

Address in Route table
(prefix or full address

| f 1 ndex val ue for

i nterface next hop can

be reached through.
primary routing nmetric
for this protocol.
Speci fi c meani ng

depends on cl npRout eProto
value -1 if not used
alternate routing netric
for this protocol.
Speci fi c meani ng

depends on cl npRout eProto
value -1 if not used
alternate routing netric
for this protocol.
Speci fi c meani ng

depends on cl npRout eProto
value -1 if not used
alternate routing netric
for this protocol.
Speci fi c meani ng

depends on cl npRout eProto
value -1 if not used
Address of Next Hop in
Rout i ng

Tabl e

none of follow ng

an invalid route
a direct route
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renote(4)} # a renote route
cl nprouteProto:: = | NTEGER {
ot her (1), # none of the follow ng
# (manual Iy confi gured
# falls in this category)
| ocal (2), # configured entries
net gt ( 3), # set via Network
# managenent
is-is(9), # 1 SO 10589
ci scol grp(11), # Ciscos CSl IGRP
ospf (13), # OSPF set
bgp(14), # BGP sets
i drp(15) # addition suggested to
# rfc 1238
# in processing
cl npRout eMetri c5::= I nteger; # alternate routing netric
# for this protocol
# Specific meaning
# depends on cl npRout eProto
# value -1 if not used
cl npRoutel nfo ::= OBJECT-I D, # protocol id that
# installed this route
}
4., OSlI HOST.txt format
The OSI format for addresses all ows addresses to be 20 bytes. |In the
long term a Directory service (DNS service or OSI Directory service
(X.500)), will provide a host name to address mapping. The process

of getting OSI capable DNS and Directory service may require OS

pat hway to al ready be set-up. Mst host and router systens use a
fixed table to provide this nane to NSAP address mapping in order to
get OSI working on their system The current operational problemis
each inplenentation has a different format. This docunent defines a
fixed format so that these initial nane to NSAP mapping files can be
shared through-out the internet.

To conformto this docunment, a host or router supporting CLNS MJST
have support a "osi host.txt" file with the format bel ow. The "os
host.txt" file may be used for other OSI applications or TUBA
applications. For these other applications, other fields my be
defined but the definition of these is outside the scope of this
speci ficati on.

OSl applications may use another file name for osi address

i nformati on. NSAP addresses in any osi address informati on MJST use
the fornmat below. This host name to NSAP mappi ng MJST be avail abl e
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for use by the following utilities on CLNS hosts and routers:

- OSl Echo (Ping) function,

- OSl traceroute function, and

- router table | ook-up for CLNS

routing information

Host and router systens MJST al so support a NSAP to name mappi ng by
the Dormain Nane Service Directory or or the OSI Directory service
(X. 500).
Format of osi hosts file:

<NSAP Addr ess> <nanel> <nanme2> ...<nanme>
The NSAP Address should be in the follow ng format:

<first octet>. <2nd octet 3rd octet> <4th octet 5 octet>.
conments on the above format:
The NSAP octets should be expressed in hexideciml. The dots are aids
to help read the NSAP address, and MJUST NOT be required for an NSAP
address parsing. However, each NSAP address file MJST be able to
have the ability to handle the insertion of dots. The location of
the inserted dots within an NSAP address MJUST NOT have any
significance other than to make the address easier to read.
An exanple of this use in the GOSIP format is:

47.0005. 80f f. ff 00. 0000. 0001. 0001. 0Oa0b. 0c0d. 0204. 00
An exanple of this format in ANSI format is:

39. 480f . 8000. 0500. 0000. 0001. 0001. 0a0b0OcOd. 0204. 00
Thi s value quickly shows the AFl and the NSEL octets on either end.

<nanel> <nanme2> <name> - |ndicates a sequence of nanme associ ated
with this nsap address.

5.  Acknow edgenent s

The authors would Iike to acknow edge the contributions nade by Dave
Piscitello. He not only kept the docunent accurate, but al so hel ped
us to get rid of the 1SO jargon and nake the document nore readabl e.
Thanks to Paul i na Kni bbe for her work with the host.txt format. W
woul d also like to thank nenbers of the Network OSI Operations

Hares & Wttbrodt [ Page 11]



RFC 1574 Essential Tools for the OGSl |nternet February 1994

Working Goup of the I ETF for their coments.

6. References

[1]

[2]

[3]

[ 4]

[ 5]

[ 6]

[7]

[ 8]

| SO | EC 8473, Information Processing Systems, "Protocol for
Provi ding the Connecti onl ess-node Network Service and Provi sion
of Underlying Service", My 1987.

Hagens, R, "An Echo Function for 1SO 8473", RFC 1139, |ETF-CSI
Wor ki ng Group, January 1990.

Hares, S., and C Wttbrodt, "CLNP echo (1SO 8473)", RFC 1575,
Merit/ NSFNET, Stanford University/ BARRNet, February 1994.

ISOIEC DS 10747 I nformation Processing Systens -

Tel ecomuni cati ons and | nfornati on Exchange between Systens -
Protocol for Exchange of Inter-domain Routeing Information anong
Internedi ate Systens to Support Forwardi ng of |SO 8473 packets.

Satz, G, "Connectionless-node Network Service Managenent
Information Base - for use with Connectionl ess Network Protocol
(1SO 8473) and End systemto Internedi ate System Protocol (ISO
9452)", RFC 1238, cisco Systens, Inc., June 1991.

Case, J., Fedor, M, Schoffstall, M, and J. Davin, "Sinple
Net wor kK Managenent Protocol ", STD 15, RFC 1157, SNWP Resear ch,
Performance Systens International, Performance Systens
International, MT Laboratory for Conputer Science, May 1990.

Rose, M, "SNWP over COSI", RFC 1418, Dover Beach Consulti ng,
Inc., March 1993.

I nformation processing systens - Qpen Systens |nterconnection -
Protocol for Providing the Connectionl ess-node Transport Service,
I nternati onal Organi zation for Standardization. International

St andard 8602, Decenber 1987.

7. Security Considerations

Security issues are not discussed in this neno.
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