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Abstract

Conmmon Open Policy Services (COPS) Protocol (RFC 2748), defines the
capability of reporting information to the Policy Decision Point
(PDP). The types of report information are success, failure and
accounting of an installed state. This docunent focuses on the COPS
Report Type of Accounting and the necessary franework for the
nonitoring and reporting of usage feedback for an installed state.

Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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d ossary

COPS - Common Open Policy Service. See [RFC2748].

COPS-PR - COPS Usage for Policy Provisioning. See [RFC3084].

PDP - Policy Decision Point. See [RFC2753].

PEP - Policy Enforcement Point. See [RFC2753].

PIB - Policy Information Base. The database of policy information.
PRC - Provisioning Cass. A type of policy data.

PRI - Provisioning Instance. An instance of a PRC

QS - Quality of Service.

=

nt roducti on

Pol i cy usage reported by the PEP nmakes a richer set of information
avail able to the PDP for decision-nmaking. This feedback on policy
usage can inpact future decisions nmade by the PDP and the resulting
policy installed by the PDP at the PEP. For exanple, a PDP making
policy for a SIP signaled nultinedia session may need to base the
decision in part on usage information related to previously installed
QoS policy decisions. Furthernore, the PDP may coordi nate this usage
information with other external systenms to determ ne the future
policy such as the case with the PDP coordinating nultinedia session
QoS and cl eari nghouse aut hori zati ons [ SIP- AAA- QOS] .

Rawl i ns, et al. I nf or mat i onal [ Page 2]



RFC 3483 COPS Feedback Framewor k March 2003

The scope of this docunent is to describe the framework for policy
usage nonitored and reported by the PEP and coll ected at the PDP.
The charging, rating and billing nodels, as well as other accounting
or statistics gathering events, detectable by the PDP are beyond the
scope of this framework.

2 Overvi ew
There are three nmain aspects to define policies for usage feedback:

- which objects are nonitored
- the netrics to be monitored and reported for these objects
- when the reports are delivered

In the framework, a selection criteria policy specifies one or nore
obj ects that should be nonitored (e.g., a dropper or the instances of
an IP Filter for all its interfaces).

A usage feedback class is used to specify which netrics are to be
collected for a set of objects - instances of the specified class
carry the usage information when it is reported. The valid

conbi nati ons of nonitored object classes and usage feedback cl asses
are reported by the PEP as capabiliti es.

Finally, selection criteria policy and usage feedback class are bound
together in a linkage policy, which also contains the information of
when reports are generated. Reports are usually sent periodically,
but nore restrictions can be placed on the generation of reports,
like thresholds or a change in the data.

3 Requirements for Normal Operations

Per COPS [ RFC2748], the PDP specifies the m ni mum feedback interva
in the Accounting Tinmer object that is included in the Cient Accept
nmessage during connection establishment. This specifies the nmaxi mum
frequency with which the PEP i ssues unsolicited accounting type
report messages. The purpose of this interval is to pace the nunber
of report nessages sent to the PDP. It is not the goal of the
interval defined by the ACCT Tiner value to provide precision
synchroni zation or timng.

The selection and the associated usage criteria and intervals for
feedback reporting are defined by the PDP. Feedback policies, which
define the necessary selection and |inkages to usage feedback
criteria, are included by the PDP in a Decision nessage to the PEP
The usage feedback is then periodically reported by the PEP, at
intervals defined in the |inkage policies at a rate no nore
frequently than specified in the Accounting Tinmer object. Note that
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there are exceptions where reports containing feedback are provi ded

prior to the Accounting Timer interval (see section 6). The PDP may
al so solicit usage feedback which is to be reported back i nmedi ately
by the PEP. Usage information may be cl eared upon reporting. This

is specified in the usage policy criteria.

The PEP nonitors and tracks the usage feedback information. The PDP
is the collection point for the policy usage feedback infornmation
reported by the PEP clients within the administrative domain. The
PDP may al so collect other accounting event information that is
outsi de the scope of this docunent.

4 Periodic Nature of Policy Usage Feedback

Generally the policy usage feedback is periodic in nature and the
reporting is unsolicited. The unsolicited reports are supplied per
the interval defined by the PDP. The periodic unsolicited reports
are dictated by tiner intervals and use a determnistic amunt of
net wor k resources.

The PDP infornms the PEP of the mninmal feedback interval during
client connection establishnment with the Accounting Tiner object.

The PDP may specify feedback intervals in the specific usage feedback
policies as well. The unsolicited nonitoring and reporting by the
PEP may be suspended and resuned at the direction of the PDP

4.1 Reporting Intervals

The generation of usage feedback by the PEP to the PDP is done under
different conditions that include feedback on denmand, periodic
f eedback or feedback when a defined threshold is reached.

The periodic feedback for a usage policy can be further defined in
terms of providing feedback if there is a change or providing
feedback periodically regardl ess of a change in val ue.

The periodic interval is defined in terns of the Accounting Object,
ACCT Tiner value. A single interval is equal to the nunber of
seconds specified by the ACCT Tinmer value. The PDP nay define a
speci fic nunber of intervals, which are to pass before the PEP

provi des the usage feedback for a specific policy in a report. Wen
the ACCT Tinmer value is equal to zero there is no unsolicited usage
f eedback provided by the PEP. However, the PEP still nonitors and
tracks the usage per the PDP policy and reports it when the PDP
solicits the feedback
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Reporting may be based on reaching a defined threshold value in the
usage PRC.

The PDP may solicit usage feedback in the mddle of an interval by
sendi ng a COPS deci si on nessage. The exact contents of the nmessage
are out of the scope of this framework docunent and need to be
defined in a docunent that actually inplenents usage feedback using
this frameworKk.

The PEP, upon receiving a solicit decision fromthe PDP, shal
provi de the requested usage i nformation and cl ear the usage
information if the usage policy requires that the attribute be
cleared after reporting. The PEP should continue to maintain the
sane interval schedule as defined by the PDP in the Accounting Tiner
obj ect and established at client connection acceptance.

5 Suspensi on, Resunption and Halting of Usage Mnitoring and Reporting

The PDP may direct the PEP to suspend usage feedback report nessages
and then at a later tine instruct the PEP to resunme the reporting of
feedback. The PDP may al so instruct the PEP to suspend the
nmonitoring and tracki ng of usage which also results in the
suppressi on of the feedback reports until the PDP later tells the PEP
to resune the nmonitoring (and reporting). Wen the PDP suspends
nmonitoring or suspends reporting, it also specifies whether the PEP
is to provide an unsolicited feedback report of the current nonitored
usage of the affected usage policy. The PDP may suspend and resune
nmonitoring and reporting for specific usage policies or for all of

t he usage feedback poli cies.

6 Solicited Feedback

There may be instances when it is useful for the PDP to control the
f eedback per an on-denmand basis rather than a periodic basis. The
PDP may solicit the PEP for usage feedback with a Decision. The PDP
may solicit usage feedback at any tine during the accounting interva
defined by the ACCT Tiner. The PEP responds inmediately and reports
the appropriate usage policies and should continue to follow the
usage feedback interval schedul e established during connection
accept ance.

7 Usage reports on shared objects
Wil e sonme objects in a context’s nanmespace directly represent uni que

obj ects of the PEP' s configuration, other COPS objects can be shared
between nultiple actual assignments in the PEP
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Whenever the PEP creates multiple actual configuration instances from
the same COPS objects, these assignnments can potentially collect

their own statistics independently. Since the individual assignnments
do not have a direct representation as COPS objects, additional

i nformati on nust be provided to uniquely identify the assignment that
generates the usage information. As an example, if the PEP needs to
create nultiple usage objects for an I P address, it nay use the port
nunber to uniquely identify each object, i.e., the (IP address, port
nunber) conbination is now the unique identifier of the object.

The feedback framework allows this information to be distributed
between a selection criteria PRC and the correspondi ng usage feedback
PRC, however both PRCs together always must contain sufficient
information for the finest granularity of usage coll ection supported
by the PEP.

If all the additional information is not part of the selection
criteria PRC, all matching assignnents are selected to collect usage
i nformation. The necessary data to differentiate these assignnents
is part of the usage feedback PRC

| npl erent ati ons based on the feedback franmework should al ways provide
a selection criteria PRC that contains a conplete set of information
to select a unique assignment, while underspecified selection
criteria PRCs (together with extended usage feedback PRCs) are

opti onal

8 Cont ext

COPS-PR [ RFC3084] allows nultiple, independent, disjoint instances of
policies to be configured on the PEP. Each instance is known as a
context, and only one context can be active at any given nonent. The
PDP directs the PEP to switch between contexts using a single
deci si on nessage.

The nmonitoring and recording of usage policies is subject to context
switches in a manner simlar to that of the enforcenent policy.

Usage policy is nonitored, recorded and reported while the associated
policy informati on context is active. Wen the context is
deactivated, a report nessage containing the usage feedback policies
for that context is provided to the PDP. The PEP does not perform
any nonitoring, tracking or reporting of policy usage for a given
context while the context is inactive.
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9 Del ete Request States

10

11

The PEP MJST send any outstandi ng usage feedback data nonitored
during the feedback interval to the PDP via an unsolicited report
nmessage i medi ately prior to issuing a Delete Request State. This is
al so the case when the PDP initiates the Del ete Request State.

Fai | over

In the event the connection is |ost between the PEP and PDP, the PEP
continues to track usage feedback information as long as it continues
to enforce installed (cached) policy. Wen the locally installed
policy at the PEP expires, the usage feedback policy data al so
expires and is no | onger nonitored.

Upon successful reconnection, where the PEP is still caching policy,
the PDP indicates deterministically to the PEP that the PEP nay
resune usage feedback reporting. The PEP reports all cached usage
and resunes periodic reporting, making any needed adjustnent to the
i nterval schedul e as specified in the reconnection acceptance ACCT
Ti mer .

Security Considerations

Thi s docunent provides a franmework for policy usage feedback, using
COPS-PR as the transport nechanism As feedback information is
sensitive, it MJST be transported in a secured manner. COPS

[ RFC2748] and COPS- PR [ RFC3084] provide for such secured transport,
wi th mandatory and suggested security nechani sms.

The usage feedback infornmation thensel ves MJST be secured, with their
security requirenent specified in their respective docunents.
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14 Full Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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