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The DOCSI S (Dat a- Over-Cabl e Service Interface Specifications) Device
Cl ass DHCP (Dynam c Host Configuration Protocol) Relay Agent
I nf ormat i on Sub-option

Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Thi s docunent proposes a new sub-option to the DHCP (Dynami c Host
Configuration Protocol) Relay Agent Information Option. This new
sub-option is for use with DOCSI S (Data-Over-Cable Service Interface
Speci fications) cable nodens and describes a "device class" to which
the cabl e nodem bel ongs. The cabl e nmobdem signals its device cl ass
information to the Relay Agent using DOCSIS signaling, and the Rel ay
Agent forwards the device class infornmation to the DHCP Server which
can then make a policy decision based on it.

1. Introduction

The "Relay Agent Information” Option is described in [1] and includes
several Relay Agent Information sub-options. This RFC proposes an
addi ti onal sub-option for use with DOCSI S cabl e nodens. This sub-
option is added by DHCP relay agents which terninate cabl e nodens.
The sub-option encodes an identifier of the device class to which the
cabl e nodem belongs. It is intended for use by DHCP servers to nake
policy decisions based on the device class of the host.

The notivation for using a Relay Agent Information sub-option, rather
than a new or existing DHCP option, is the introduction of CPE
Controll ed Cable Modens (CCCMs) [2]. In an inplenmentation of a CCCM
the modem firmnvare controls DOCSIS signaling, but the attached
computer (CPE) manages ot her protocol activities -- particularly DHCP
client nessage handling. The assunption of this docunment is that it
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is better to trust the operation of the CCCM firmnare, than to trust
the operation of CCCM software running on the attached conputer
(e.g., a standard PC).

The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and " NAY"
in this docunent are to be interpreted as described in RFC 2119 [4].

2. DOCSIS Device Cass Sub-option
The DOCSI S RFI specification [3] specifies the Device Cass encoding
wi thin the payl oad of the Device C ass ldentification Request (DCl -
REQ nessage. The relay agent MJST pass the Device O ass val ue
unchanged to the DHCP server. Possible uses of this field include:
0 host endpoint information
0 host hardware capabilities
0 host software capabilities
0 host options information
DOCSI S defines the Device Class to be a 32-bit field where individual
bits represent individual attributes of the CM Bit #0 is the |east
significant bit of the field. Bits are set to 1 to select the
attri butes defined bel ow
bit #0 - CPE Controll ed Cabl e Modem ( CCCM

bits #1-31 - Reserved and set to zero

The DOCSI S Device C ass sub-option is coded as foll ows:

SubOpt Len Devi ce O ass
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - +
| 4 | 4 | diI | d2 | d3 | d4 |
Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - +

The DHCP server needs to understand the meaning of this sub-option in
order to offer different policy options in its reply to the host.
DHCP servers MAY use the device class for | P and ot her parameter

assi gnnment policies for cable nodens.
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3.

Security Considerations

Operation of the DHCP Rel ay Agent Information Option relies on an
inplied trusted rel ationship between the DHCP rel ay agent and the
DHCP server. The discussion of security considerations for the DHCP
relay agent information option [1] apply to this sub-option as well.

Operation of the DOCSI S Device Class sub-option relies on an inplied
trusted rel ationship between the DHCP client (i.e., the cable nodem
and the DHCP rel ay agent, through DOCSI S signaling. According to
DOCSI S specifications [2], the cable nodem firmvare al ways control s
DOCSI S signaling, but cannot control DHCP client nessage handling
(e.g., CCCMs). This docunent assumes that the cable nmodem firmare
is trustworthy for DOCSIS signaling information

Thi s docunent introduces a new identifier, the DOCSI S Device O ass
sub-option, that is provided by the relay agent device and is assuned
to be trusted. Cryptographic or other techniques to authenticate the
device class are beyond the scope of this docunent.

| ANA Consi der ati ons

| ANA has assigned a value of 4 fromthe DHCP Rel ay Agent Sub-options
space [RFC 3046] for the DOCSI S Device O ass sub-option defined in
section 2.
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7.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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