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Abstract

Thi s docunent descri bes how Novell |PX operates over various WAN
media. Specifically, it describes the commobn "I PX WAN' pr ot ocol
Novel | uses to exchange necessary router to router information prior
to exchangi ng standard I PX routing information and traffic over WAN
dat al i nks. Thi s docunment supercedes RFC 1362 and adds capability for
Unnunbered RIP Iinks, On-demand statically routed links and client to

router connectivity.
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1. Introduction

Thi s docunent descri bes how Novel |l |PX operates over various WAN
media. It is strongly notivated by a desire for IPXto treat ALL wi de
area links in the sane manner. Sections 3 and 4 describe this common
"1 PX WAN" pr ot ocol

The | PX WAN protocol operation begins inmediately after |ink
establishment. Wihile IPX is a connectionl ess datagram protocol, WANs
are often connection-oriented. Different WANs have different nethods
of link establishment. The subsections of section 1 of this docunent
descri be what |ink establishment neans to IPX for different nedia.
They al so descri be ot her WAN-medi a- dependent aspects of |PX
operation, such as protocol identification, frame encapsul ation, and
link tear down.

1.1 Operation Over PPP

| PX uses PPP [1] when operating over point-to-point synchronous and
asynchr onous net wor ks.

Wth PPP, |ink establishnent nmeans the I PX NCP [4] reaches the Open
state. NetWare IPX will negotiate down to a null set of NCP options,
and uses normal frane encapsul ati on as defined by PPP. The | PXWAN
protocol MJST NOT occur until the IPX NCP reaches the Open state.
Options negotiated by the | PXWAN protocol MJST supercede any options
negoti ated by the | PXCP

PPP al |l ows either side of a connection to stop forwarding IPX if one
end sends an | PXCP or an LCP Term nate- Request. Wen a router detects
this, it will imediately reflect the |ost connectivity inits
routing informati on database instead of naturally aging it out.

1.2 Operation over X. 25 Switched Virtual Crcuits

Wth X 25, link establishment neans successfully opening an X 25
virtual circuit. As specified in RFC 1356, "Muiltiprotoco

I nterconnect on X. 25 and I SDN in the Packet Mdde" [2], the protocol
identifier O0x800000008137 is used in the X. 25 Call User Data field of
the Call Request frane, and indicates that the virtual circuit wll
be devoted to | PX

Furthernore, each | PX packet is encapsulated directly in X 25 data
frame sequences w thout additional fram ng.

Ei t her side of the virtual circuit may close it, thereby tearing down

the IPX link. Wien a router detects this, it will immediately refl ect
the lost connectivity in its routing information database instead of
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naturally aging it out.
1.3 Operation over X. 25 Permanent Virtual Circuits

The nature of X. 25 PVC' s is that no call request is nade. Wen the
router is informed that X 25 Layer 2 is up, the router should assume
that Iink establishnment is conplete.

Each | PX packet is encapsulated in an X 25 data franme sequence
wi t hout additional fram ng. Novell |PX assunmes a particular X 25
permanent circuit is devoted to the use of |PX

If a router receives a layer 2 error condition (e.g., X 25 Restart),
it should reflect lost connectivity for the permanent circuits inits
routing informati on database and re-performthe necessary steps to
obtain a full 1PX connection

1.4 Operation over Franme Relay Permanent Virtual Grcuits

To determ ne when a permanent virtual circuit (PVC) has becone active
or inactive, the router interacts periodically with either a private
Frame Relay switch or a public Frane Rel ay network. The net hod used
depends on the switch or service provider. Sonme support [7], section
61 others support [3], Annex D. Novell supports both nethods.

Wien a router is restarted, | PXWAN exchanges over active Frame Rel ay
PVCs (that is, PVCs that have renmi ned active before and after
restart) can begin i mediately.

Each | PX packet is encapsulated in a Frane Relay frame sequence as
defined in [3] without additional fram ng

When a router detects that a Frane Relay PVC has transitioned from an
inactive to an active state, link establishment is considered
conpl ete and | PXWAN exchange over this newWwy activated |ink begins.

When an active PVC becones inactive, the router reflects the | ost
connectivity in its routing information database.

1.5 Operation over other WAN nedi a

Addi tional WAN nedia will be added here as specifications are
devel oped.
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2.

3.

G ossary O Terns
Primary Network Nunber:

Every IPX WAN router has a "primary network nunmber”. This is an
| PX network nunmber unique to the entire internet. This nunber
will be a pernmanently assigned network nunber for the router.
Those readers famliar with Net\Ware 3.x servers should realize
that this is the "Internal" network nunber.

Rout er Nane:

Every I PX WAN router nust have a "Router Nanme". This is a synbolic
nane given to the router. Its purpose is to allow routers to know
who they are connected to after |link establishnment - particularly
for network managenment purposes. A synbolic nane conveys nore
information to an operator than a set of nunbers. The synbolic
name shoul d be between 1 and 47 characters in | ength containing
the characters "A through 'Z', underscore (_), hyphen (-) and
"at" sign (@. The string of characters should be followed by a
null character (byte of zero) and padded to 48 characters using
the null character. Those readers fanmiliar with NetWare 3. X
servers should realize that the file server nane is the Router
Nane.

For workstation (client) connectivity, it is useful if the client
connection software is configured with a synbolic name reflecting
the name of the client. This allows a router nanagenent utility to
det erm ne whi ch connection connects with which client/router. |If
no nanme is configured, it is recommended that a default string
such as "Dl AL- I N- CLI ENT" i s used.

| PX WAN Protocol Description

After the underlying data |link connection is established as described
in the precedi ng nedi a dependant description, the | PXWAN protocol is
activated to exchange identities and determ ne certain operational
charactaristics of the link

There are two steps in the | PXWAN operation

- Negotiating master/slave role and choice of routing protocol.
The master/slave roles persist for the | PX\WAN exchanges onl y;

- Informati on exchange of final router configuration

After these steps are concluded, transm ssion of |IPX routing packets
begins - using the routing protocol negotiated - as well as
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transni ssion of IPX data traffic.
3.1 The Initial Negotiation
The first exchange of packets decides the master/slave roles and the

routi ng protocol to be used on the link and gauges the link delay for
the routing netrics. The initial negotiation is the same for al

pr ot ocol s.
S + S +
| Tinmer Request | | Tinmer Request |
S + S +
\---->\ [ <----1
\
X
/\
I\ [ <----1 \---->\ I\
/ \ / \
/ \ / \
I My primary \ I My primary \
/ network address\ / networ k address\
\ is larger / \ is snaller /
\ / \ /
\ / \ /
\ / \ /
\/ \/
MASTER SLAVE
o e e e oo oo oo +
S T + Ti mer Response +
o e e e oo oo oo +

After link establishnent, both sides of the link send Ti ner Request
packets and start a timer waiting for a Tiner Response. These Ti ner
Requests are sent every 20 seconds until a response is received or a
descision is made that the renpte node is not responding. This could

be after a predefined tinme (nmin. 60 seconds) or a nunber of retries
(e.g., 16).

I n conmposing the Timer Request, the router or workstation takes into
consi derati on

- Wiich types of routing protocols it supports;
- Whether it is prepared to assign a network address to the link

- For workstations, whether they require the ability to specify
their network/N C address on a reconnect;
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- Wiether it is able to support |PX header conpression [6].

For each routing protocol supported, place an option in the Tinmner
Request packet. The Routing Type options should be added in the
originator’s order of preference with the nost preferred option
first.

Sone of the newer (or nodified) routing protocols do not have the
requirenent to allocate a network number on a WAN |ink. This type of
routi ng protocol has the advantage of potentially sinpler
configuration as no network number pools are necessary for WAN | i nks.
However, these router inplenentations nmay still wish to interoperate
with the ol der | PXWAN i npl enent ati ons which are able to allocate
network nunmbers to the WAN link. In this case, the follow ng nmethod
is used to force the older inplenentation to beconme the link naster.
It should be noted that a router inplenentation capable of supporting
wor kstation dial-in MJST be able to supply AT LEAST ONE network
nunber on which the workstation can reside.

If the router is prepared to assign an |IPX network nunber to the
link, it sends its primary network nunber in the Tinmer Request
WNodel D field, and onits the Extended Node I D option. On the other
hand, if the router is NOT prepared to assign an |IPX network nunber
tothe link, it sets the Timer Request WNodelD field to zero, and
includes its primary network nunber in an Extended Node | D option

Wirkstations follow a sinilar, but slightly different set of rules
for setting the WNodel D field. If this is the first tine the work-
station is connecting to the router, the workstation will set the
WNodel D to zero indicating the router should be the Iink master and
all ocate a network nunber for the newlink. In this case, the work-
station will respond to the router’s Tiner Request and acknow edge
only the Wirkstation Routing Type option. Note that a workstation
does NOT include an Extended Node ID option in it’s timer request.

If the workstation is reconnecting a link after an earlier inactivity
di sconnect, it is necessary for the workstation to be able to specify
its network, NI C address and "Router Nane" field (so that file server

connections can be naintained after the reconnect). |In this case,
the workstation will set its WNodel D field to FFFFFFFFh forcing
itself to be the link master. In this case, the router will respond

to the workstation’s Tinmer Request with only the Wrkstati on Router
Type acknow edged.

Further packets in the | PX\WAN exchange MJST use the correct WNodel D
(workstations will always use zero).
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On receiving a Timer Request packet, a router deternmines its role -
master or slave - for the remainder of the | PXWAN exchanges. The
master role does not denote special privileges, it nmerely nmeans that
the router is the requestor in the ensuing request/response
exchanges. The descision is made as foll ows:

a) If there is an Extended Node ID present (and we understand
the option), this nust be conpared to our Primary Network
Nunber. If we have the lower Prinmary Network Nunber, we
MUST respond with a Tinmer Response and becone the sl ave.

b) If there is NO Extended Node ID, we nust conpare the WNodel D
of the received Tinmer Request with our Primary Network Nunber
and respond if we have a | ower nunber.

Note: The Primary Network Nunber for a workstation when
determ ni ng naster/sl ave rol es depends on whet her the
workstation requires itself to be the master of slave. It
shoul d conpare the received WNodelD to that sent in it’'s own
Ti mer Request.

The nuneric conpari sons are done by considering each byte of the
WNodel D or Extended Node ID fields as an unsigned integer, and the
first byte as nost significant.

The link slave responds to the Tinmer Request with a Tiner Response.
To do so, each option in the received Tinmer Request is parsed. If an
option is not supported (or recognized), that option is rejected by
changi ng the WAccept field to "NO' for that option

When sel ecting the router type which will be used on the link, the
first option in the Tiner Request which can be supported shoul d be
accepted. Al other router types should have the WAccept field set to
"NO'. A router MJST NOT accept workstation connectivity to a node

whi ch is another router.

Note: It is pernmitted for a router to support a nunmbered routing
type, but not be able to assign the network nunmber. In this case,
that routing type can be selected only if the other router supports
it and is able to assign the network number. This can be determ ned
by the value of the received WNodel D field. If the router is unable
to assign a network nunmber to the link, it MJST support Unnumnbered
RIP and include this option in the Tiner Requests.

If a router wishes to provide WAN Client access w thout supporting
other WAN routing types, a potential problemarises since a router
and WAN client would both just be sending a single Routing Type

option indicating the use of WAN Client. The | PXWAN specification
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does not allow a WAN workstation to connect to anot her WAN

wor kstation. The nethod for detecting this is that the sent and

recei ved Tiner Requests have a single Routing Type defined of WAN
Client. To overcone this problem |PXWAN defines that a router MJST
NOT send a single Routing Type if that type is just WAN Cient. The
router MJST additionally include one (or nore) of the defined routing
types (like WAN RIP) with the WAccept option set to NO. This is so
that a workstation may detect that this is actually a router sending
the Timer Request and not just another workstation trying to call a
wor kstation. The extra option will serve to be a counted Routing Type
that will be ignored. If a workstation detects it is connecting to
anot her workstation, it should di sconnect the Iink.

Note that a router supporting a workstation will need to be able to
supply AT LEAST one network number for workstations. Al dial-in

wor kst ations could share the same network, and be assigned uni que
node nunbers by the router, or each workstation could be assigned a
different network nunber. This is a router specific inplenmentation
detail. Use of a single network for all clients is prefered, however,
this does involve extra work by the router when dealing with
broadcast frames. Wen the router is the Iink master and all ocating
NI C addresses on a single network,it should ALWAYS use a uni que val ue
- by increnmenting the NIC address for each client connection. This
allows a workstation which is reconnecting the ability to specify his
old network and NIC address. It is unlikely with a 6 byte NIC
address, that there will be wap-around in the nunbers that woul d
cause a problem Router Node Nunber allocation should follow a few
sinple rules. The six byte N C address SHOULD have the first byte set
to 2.

Byte # +--1----2--=-3--=-4----5----6-+
| 02 | XX | XX | XX | XX | XX|

In an | EEE address space, this would represent a non-nulticast,
| ocal ly defined address. Node nunbers of zero or -1 are not all owed.

If a slave determ nes it cannot support any of the supplied routing
protocols in the received Tinmer Request, it MJST issue a di sconnect
on the connection being established. The master of the Iink
(deterni ned when a Tinmer Response packet is received) is responsible
for defining the network nunber that is to be used as a comon
networ k nunmber for the new WAN |ink, and for calculating the RIP
transport time that will be advertized to other RIP routers for the
new link. This is calculated by stopping the tinmer which was started
when a Tiner Request was initiated and applying the algorithmin
section 4. 3.

Al l en [ Page 8]



RFC 1551 | PXWAN Decenber 1993

3.2 Informati on Exchange

After exchanging Ti mer Request packets, the |link master and sl ave
have been deternined, and the Routing Protocol to be used on the |ink
is negotiated. The link rmaster is now responsible for sending an

I nformati on Request packet to the slave specifying the network nunber
to be used on the new link (zero for unnunbered RIP and On Denand),
the calculated transport tine to be used in the routing netric, the
Rout er Name (for nanagenent purposes), and for a workstation
connection, the NIC address the workstation will be adopting. The NIC
address option is a separate option added in the Information

Request/ Response for workstation connectivity. It is NOT present for
router to router connections.

If a router receives an inappropriate Infornmati on Request from a

wor kstation trying to set the conmmmon network nunber and NI C address
the router MJUST overwite these values with preferred values. \Wen
the workstation receives the Informati on Response, it MJST note the
new val ues. If the workstation is unable to adjust to the new val ues,
it MUST issue a disconnect on the link. If a workstation is the |link
master (i.e., it is reconnecting), the router is additionally
responsi ble for ensuring the "Router Nane" field matches that of the
original connection. If the values differ, the call should be

di sconnect ed.

If a router detects an error for which no suitable protocol response
exists (e.g., unable to allocate a network nunber), the |ink should
be term nated according to the relevant nedia specification

Under certain circunstances, particularly on X 25 pernmanent circuits,
it is only possible to detect the renpte router went away when it
comes back up again. In this case, one side of the link receives a
Ti mer Request packet when IPX is in a fully connected state. The
side receiving the Timer Request MJST realize that a problem
occurred, and revert to the IPX link establishment phase.
Furthernmore, the routing information |earned fromthis connection
shoul d be i medi ately di scarded.

When Unnunbered RIP, On-denand or Wirkstation options are negoti at ed,
I nformati on Request packets are repeated every 20 seconds until a
response is received. For the Nunmbered RI P links, the Infornmation
Request is NOT resent. Instead, the link is disconnected after a
suitable delay (mn. 60 seconds) - this requirenent ensures
interoperabilty with earlier versions of | PXWAN. When | nformation
Requests are repeated, they should continue for a preconfigured tine
(mn. 60 seconds) or a preconfigured nunber of retries (e.g., 16).
Each retry uses an increnmented sequence nunber.
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3.3 NAK Packets

The | PXWAN protocol uses a NAK packet to indicate the received | PXWAN
packet was not acceptable. A NAK packet is an exact copy of the

recei ved packet with the WPacket Type field set to NAK. There are two
antici pated uses of this packet.

- The received WPacket Type is invalid or not recognized;
- A badly formed | PXWAN packet is received.

Returning a NAK packet allows the sender a chance to work out what
was wong. |If the sender was unable to determi ne the problem the
call can then be di sconnect ed.

The val ue of the NAK WPacket Type is FFh
4. Informati on Exchange Packet Formats

Al'l I PX WAN protocol exchanges utilize the standard Novel |l |PX packet
format. The packets use the | PX defined packet type 04 defining a
Packet Exchange Packet. The socket number 0x9004 is a Novell reserved
socket nunber for exclusive use with | PX WAN protocol exchange. |PX
defines that a network number of zero (0) is interpreted as being a

| ocal network of unknown nunber that requires no routing. This
feature is of use to us in transferring these packets before the
comon networ k nunber is exchanged. Some routers need to know a "Node
Nunber" (or MAC address) for each node on a link. Node nunbers will
be formed fromthe "WNode ID" field. The node nunber will be the 4
byt es of WNode ID followed by 2 bytes of zero. For a workstation, the
node nunber will be explicitly assigned by the router and notified to
the workstation in the Information Request packet.

Rout er Type nunber assignnent. O her vendors |IPX routing protocols
can make use of the | PXWAN protocol definition by obtaining Router
Types from Novell. This docunment will then include the new Router
Types (with the references to vendor protocol description docunents).
Current Routing Types are:

00 Nunber ed RI P/ SAP

01 NLSP (no RIP/SAP - defined in [8])

02 Unnunber ed RI P/ SAP

03 On Demand, static routing (no RI P/ SAP or NLSP)
04 Wrkstation (no Rl P/ SAP)

05-FF Currently undefined

Wopt i on Number assi gnnment. These nunbers only need to be assigned
from Novell for the "Tinmer Request"” and "Ti ner Response" packets.
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Packet Types al so need to be assigned by Novell. However, the options
within these packets are dependant on the "Router Type" negoti ated.
Wption nunbers in these packets are then defined by the vendor
defining the Routing Type. The sane packet format should still be

mai nt ai ned.

Router Type 01 will not be described in this docunent since it

i nvol ves knowl edge of the NLSP protocol to inplenent. Please refer to
[8] for a conplete specification of these NLSP | PXWAN exchanges and
the NLSP protocol.

4.1 Ti mer Request Packet

o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
| Checksum | FF FF | Always FFFF
| Packet Length | 02 40 | Max I PX size (576 bytes|
| | | H Lo order) |
| Trans Control | 00 | Hops traversed |
| Packet Type | 04 | Packet Exchange Packet |
| Dest Net # | 00 00 00 0O | Local Network |
| Dest Node # | FF FF FF FF FF FF | Broadcast |
| Dest Socket # | 90 04 | Reserved WAN socket |
| Source Net # | 00 00 00 0O | Local Network |
| Source Node # | 00 00 00 00 OO0 OO0 | Set to zero |
| Source Socket # | 90 04 | Reserved WAN socket |
I o e e e e e e oo oo - o e e e e e e o ae oo |
| Wdentifier | 57 41 53 4D | Confidence identifier |
| WPacket Type | 00 | Tinmer Request |
| WNode ID | XX XX XX XX | Primary Net # of |
| | | sending router |
| | | (H Lo order) |
| Wsequence # | xx | Sequence start at O |
| WNum Opti ons | xx | Number of options |
I o e e e e e e oo oo - o e e e e e e o ae oo |
WOpt i on Nunber XX Option Identifier |
WAccept Option XX 0=No, 1=Yes, 3=Not Applic]|

| |

WOption Data Len | XX XX | Number of follow ng |
| | option bytes (H Lo) |
I I I

WOpti on Data Option specific data

Routing Type Option:
One or nmore of the followi ng router type options should be included
in a Timer Request packet. A router should ALWAYS incl ude Routing
Type zero (0) if full interoperability is required with an ol der
i mpl ementati on. The router types MJST be included in the senders
order of preference. If a router receives a Tinmer Response with nore
than one Router Type having WAccept set to Yes, the Iink MJST be
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di sconnect ed.

o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
| WOption Nunber | 00 | Define Routing Type |
| WAccept Option | 01 | O0=No, 1=Yes, 3=Not Applic|
| Woption Data Len | 00 01 | Option length (H Lo) |
| WOption Data | 00 | I'PX RI P/ SAP Routing |
o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
| WOption Number | 00 | Define Routing Type |
| WAccept Option | 01 | O0=No, 1=Yes, 3=Not Applic|
| Woption Data Len | 00 01 | Option length (H Lo) |
| WOption Data | 01 | NLSP |
o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
| WOption Number | 00 | Define Routing Type |
| WAccept Option | 01 | O0=No, 1=Yes, 3=Not Applic|
| Woption Data Len | 00 01 | Option length (H Lo) |
| WOption Data | 02 | Unnunbered RI P/ SAP |
o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
| WOption Number | 00 | Define Routing Type |
| WAccept Option | 01 | O0=No, 1=Yes, 3=Not Applic|
| Woption Data Len | 00 01 | Option length (H Lo) |
| WOption Data | 03 | On-demand, static Rting|
o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
| WOption Number | 00 | Define Routing Type |
| WAccept Option | 01 | O0=No, 1=Yes, 3=Not Applic|
| Woption Data Len | 00 01 | Option length (H Lo) |
| WOption Data | 04 | dient - No Rl P/ SAP |
| | | except on request |
o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +

Ext ended Node I D Opti on:
The extended node ID should only be included if the WNodel D field is
set to zero AND the node constructing the packet is a router. Note
that an ol der version of IPXWAN will just reject this option and
automatically becone the Iink master as the WNodel D i s zero.

o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
WOpt i on Nunber 04 Ext ended Node ID |
WAccept Option 01 0=No, 1=Yes, 3=Not Applic]|

Pad data length (H Lo)|

WOpt i on Dat a Real primary network # |

I I
| _ |
| WOption Data Len |
I I
| | of this router (Hi-Lo) |

Al l en [ Page 12]



RFC 1551 | PXWAN Decenber 1993

Header Conpression Option:
Al t hough nore than one header conpression option nmay be specified in
a Timer Request packet, it is inportant that a MAXI MUM of ONE header
conpression option is accepted. If an inplenentation receives a
Ti mer Response with nore than one header conpression option with the
accept option set to Yes, the link MJST be di sconnected. [Ref 6]
defines the full Tel ebit Header Conpression nethod.

o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
WOpt i on Nurber 80 Header Conpression
WAccept Option 01 0=No, 1=Yes, 3=Not Applic]|
WOption Data Len 00 03 Variable - at least 1 |

I I I
| | |
| WOption Data | 00 | O = Telebit Hdr Conpr. |
| | | Conpression Options |
I I I I

XX
XX Conpr ession Slots
o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
PAD Opti on:
The PAD option is used to fill the Tiner Request up to the 576 byte
linmit. This field will be of variable | ength dependi ng on the nunber
of other options in the packet. This option will normally be the
last entry in the packet. |Its sole purpose is to fill the IPX

packet to be 576 bytes. The pad option data should be filled with a
selection of totally random nunbers to avoid conpressi on nodens or
PPP data conpression fromdestroying the Iink delay cal cul ation

Note that this is different fromthe original RFC 1362

speci fication. This should not affect inplenmentations.

| mpl enent ati ons should not attenpt to verify the contents of a PAD

opti on.

o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
| WOption Number | FF | Pad option |
| WAccept Option | 01 | O0=No, 1=Yes, 3=Not Applic|
| Woption Data Len | XX XX | Pad data length (H Lo)|
| | | (enough to fill packet)|
| WOption Data | Random nunbers | |
o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
Not e

Ti mer Request packets will always be 576 bytes. However,

there should be no assunption nade about the nunber of
options specified in this packet.

After link establishnent, Tiner Request packets are sent by both
sides of the link. Each end starts their sequence nunber at zero.
Subsequent retries (every 20 seconds) will increnent the val ue of
this sequence nunber. Only a Tiner Response packet with a sequence
nunber matching the |ast sent sequence nunber will be acted upon
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As nmentioned earlier, the WNodel D field may be set to zero for a
router if it is unable to provide a network nunber for the link. If
a router ONLY supports the Nunbered RI P/ SAP option, it MJST be
capabl e of proving a network nunber for a WAN | i nk.

Packets received on the reserved socket nunmber not having the
Wdentifier set to the hexadeci mal val ues noted above should be
di scar ded.

4.2 Ti mer Response Packet

o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
| Checksum | FF FF | Always FFFF |
| Packet Length | 02 40 | Max I PX size (576 bytes|
| | | H Lo order)
| Trans Control | 00 | Hops traversed
| Packet Type | 04 | Packet Exchange Packet |
| Dest Net # | 00 00 00 0O | Local Network |
| Dest Node # | FF FF FF FF FF FF | Broadcast |
| Dest Socket # | 90 04 | Reserved WAN socket |
| Source Net # | 00 00 00 0O | Local Network |
| Source Node # | 00 00 00 00 OO0 OO0 | Set to zero |
| Source Socket # | 90 04 | Reserved WAN socket |
I o e e e e e e oo oo - o e e e e e e o ae oo |
| Wdentifier | 57 41 53 4D | Confidence identifier
| WPacket Type | 01 | Tinmer Response |
| WNode ID | XX XX XX XX | Primary Net # of |
| | | sending router |
| | | (H Lo order) |
| Wsequence # | xx | Sane as Tinmer Request
| | | received |
| WNum Opti ons | xx | Number of options |
I o e e e e e e oo oo - o e e e e e e o ae oo |
WOpt i on Nunber XX Option Identifier |
WAccept Option XX 0=No, 1=Yes, 3=Not Applic]|

| |

WOption Data Len | XX XX | Number of follow ng |
| | option bytes (H Lo) |
I I I

WOpti on Data Option specific data

The options contained within this packet are as described in section
4.1 Any unknown options or not supported options within the Tiner
Request MUST have the WAccept Option set to NOin the Tinmer Response.

If the Tiner Request packet contained nore than one Router Type
option and the "Slave" supports all the options, the "Slave" MJST set
the WAccept Option to YES on the FIRST Router Type supported and NO
to ALL other Router Types. This is the Router Type which is to be
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adopted by both ends of the link. Information exchanges will then
proceed by the |ink master based on the accepted Router Type.

Thi s packet nust contain the same sequence nunber as the received
Ti mer Request. This packet should ONLY be sent by the router or
wor kstation determ ning thenselves to be the "Slave" of the |ink
(Workstations are ALWAYS the |ink slave).

Routers MJUST set the WNodel D to their correct value when responding
with the Timer Response. A value of zero nust NOT be used.

4.3 I nformati on Request Packet

o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
| Checksum | FF FF | Always FFFF |
| Packet Length | 00 63 | Size of header+data |
| | | (H Lo order) |
| Trans Control | 00 | Hops traversed
| Packet Type | 04 | Packet Exchange Packet |
| Dest Net # | 00 00 00 0O | Local Network |
| Dest Node # | FF FF FF FF FF FF | Broadcast |
| Dest Socket # | 90 04 | Reserved WAN socket |
| Source Net # | 00 00 00 0O | Local Network |
| Source Node # | 00 00 00 00 OO0 OO0 | Set to zero |
| Source Socket # | 90 04 | Reserved WAN socket |
I o e e e e e e oo oo - o e e e e e e o ae oo |

Wdentifier 57 41 53 4D Confidence identifier

WPacket Type 02 I nf ormat i on Request

WNode I D XX XX XX XX Primary Net # of

sendi ng router
(H Lo order)

WBequence # 00 Sequence start at O

WNum Opt i ons 01 1 Option to follow

WOpt i on Nurber 01 Def i ne 1 PX RI P/ SAP

I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
| | info exchange |
WAccept Option | 01 | O0=No, 1=Yes, 3=Not Applic|
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I

WOption Data Len 00 36 Option length (H Lo)
WOpti on Data
Li nk Del ay XX XX H Lo link delay in

mlli seconds (see
bel ow for cal cul ati on)
H Lo Comon Network #
Rout er nanme - as defned
in section 2.

Common Net #
Rout er Nane

XX XX XX XX
xX (x 48 decinmal)

Routers MJUST set the WNodel D to their correct value when sending an
I nformati on Request. A value of zero nust NOT be used.
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A workstation should replace the Router Name with the configured
nane, or a constant descriptor string as described in section 2.

For a Workstation Informati on Request, an extra option is added which
specifies the NIC address for the workstation. In this case, the

nunber of options will be set to two (2).

o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
| WOption Number | 05 | Define NIC Address |
| WAccept Option | 01 | O0=No, 1=Yes, 3=Not Applic|
| Woption Data Len | 00 06 | Option length (H Lo)

| WOption Data | 02 xx xx xx xxX xx | NIC Address for WS

o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +

Routers or workstations should not refuse to use a NI C address having
a first byte with a value other than 02

Cal cul ation of link delay is perfornmed as follows:

[l Start_tinme is a time stanp when Tinmer Request sent out
/!l End_tinme is a tine stanp when a Tinmer Response is

/'l received.

link_delay = end_tinme - start_tinme; // 1/18th second

if (link_delay < 1)

link_delay = 1;
XLRX]
[/ W are on a slow net, so add sone biasing to help stop
/1 multiple workstation sessions timng out on the Iink
i nk_delay *= 6; /* Add the biasing for nultiple sessions */
link_delay *= 55; /* Convert link delay to m|liseconds */

If a higher resolution timer is available, better results may be
obt ai ned using the follow ng al gorithm

conversion_factor = nunber of timer units in 1/18th second,
link delay = ((end_tine - start_tine) * 6) / conversion_factor;
if (link_delay == 0)

link_delay = 1;
IXILR*
link _delay *= 55; /* Convert link delay to mlliseconds */

The "Link Delay" is used as the network transport tinme when
advertized in the IPX RIP packet tuple for the network entry "Conmmon
Net #". For a consistent network, a commn link delay is required at
both ends of the Iink and is calculated by the link "Master". Link
Delay is specified in nmlli seconds.
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The Comon Net # is supplied by the link "Master". This nunber nust
be unique in the connected internetwork. Each WAN call requires a
separate nunber. If the negotiated Router Type was Unnunbered RIP,
On-denmand, or NLSP, the specified Cormbn Net # will be zero.

Thi s packet shoul d contain a sequence nunmber starting at zero. This
packet should ONLY be sent by the router or workstation deternining
thensel ves to be the "Slave" of the link

If extra options are included in this packet, they should be silently

di scarded. If the information option is mssing, the |ink MJST be
di sconnect ed.
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4.4 I nformati on Response Packet

o m o m o e o e o e e e e e e e e e o e e e e e e e e e e e e e e e e e e e e ea— o +
| Checksum | FF FF | Always FFFF |
| Packet Length | 00 63 | Size of header+data |
| | | (H Lo Order) |
| Trans Control | 00 | Hops traversed
| Packet Type | 04 | Packet Exchange Packet |
| Dest Net # | 00 00 00 OO | Local Network |
| Dest Node # | FF FF FF FF FF FF | Broadcast |
| Dest Socket # | 90 04 | Reserved WAN socket |
| Source Net # | 00 00 00 OO | Local Network |
| Source Node # | 00 00 00 OO0 00 OO0 | Set to zero |
| Source Socket # | 90 04 | Reserved WAN socket |
I o e e e e e e oo oo - o e e e e e e o ae oo |

Wdentifier 57 41 53 4D Confidence identifier

WPacket Type 03 I nf ormat i on Response

WNode I D XX XX XX XX Primary Net # of

sendi ng router
(H Lo order)

WBequence # 00 Sane as | nfo Request

WNum Opt i ons 01 1 Option to follow

WOpt i on Nurber 01 Def i ne 1 PX RI P/ SAP

I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
| | info exchange |
WAccept Option | 01 | O0=No, 1=Yes, 3=Not Applic|
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I

WOption Data Len 00 36 Option length (H Lo)
WOpti on Data
Li nk Del ay XX XX H Lo link delay (as

received in Info Requ)
H Lo Comon Network #
(as received in Info
request)

Rout er nanme - as defned
in section 2.

Common Net # XX XX XX XX

Rout er Nane xX (x 48 decinmal)

The responses contained within this packet are as described in
section 4. 3.

Alink slave will additionally respond with the received N C address
option as a confirnmation of receipt. A workstation should replace the
Router Nane with the configured name, or a constant descriptor string
as described in section 2. If the Informati on Request contai ned an

i nappropriate Common Net # or N C address, the Information Response
may set new val ues. The receiver of the Information Response is
responsi bl e for checking on the value and term nating the connection
if the new val ues cannot be used.
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Routers MJUST set the WNodel D to their correct value when sending an
I nformati on Response. A value of zero nust NOT be used.

5. Runni ng Unnunbered RI P

Unnunbered RIP refers to the case where two WAN routers are

comuni cating using the RIP protocol across a |ink with NO physical

| PX network address. The premise for this ability is that there is no
need to address a packet to anything on that WAN Iink. RIP and SAP
run in exactly the sane way as before, except the source and

desti nati on network nunbers should be set to zero.

The advantage to running unnunbered RIP links is that it is not
necessary to all ocate/configure a pool of usable |IPX network nunbers
whi ch can be used on the WAN |inks. The other advantage is that when
there is a large nunber of WAN links, it is not necessary to flood
the network with an unnecessary set of extra RIP infornmation.

6. Wirkstation Connectivity

Wir kst ati ons MUST reside on a network and have a uni que NI C address
on that network to be individually addressabl e. However, workstations
do not need to periodically receive RIP and SAP broadcasts as they
play no part in the routing process. This allows routers to reduce
background traffic on the workstation |ink by not sending any
periodic RIP and SAP data. Note that it will not cause a problemif
the RIP and SAP is sent. It will just slow down the workstation
access tines.

RI P and SAP infornmation should ONLY be sent if the workstati on nakes
a specific request for information - |ike a service or route request.

It should also be noted that if nultiple workstations are attached to
a single WAN workstation network (per router), broadcasts on that
network - whether originated froma workstation or the router - MJST
reach ALL other workstations. This will involve the router
duplicating the packet to all WAN workstati on connecti ons.

7. On-denmand, Statically Routed Links

On-denmand, Static Routing serves two purposes. The "on-demand" part
means that a router initiates conmmunication to a destination only
when there is data to be forwarded to that destination. "Inititating
conmuni cation"” includes making a datalink call (where necessary) and
perform ng the | PXWAN exchange. A transient connection is closed
after a period of inactivity.
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The "static routing" part neans that no routing information is sent
over the link - no RIP, no SAP, and no NLSP. Instead, the router at
each end is configured with the routes and services accessible

t hrough the link.

Wth on-demand, static routing, the called router nust be able to
identify the calling router so that statically configured routes and
services can be attached to that connection. For example, with X 25
switched virtual circuits, the calling DTE address can be used; with
PPP, the PPP authentication can be used; after |PXWAN has conpl et ed,
the "Router Name" can be used; with a persistent datalink connection
the physical port identifier or a permanent virtual circuit
identifier can be used. The choice of identifier is an inplenmentation
deci sion. Whatever value the called router uses is called a Renote
System ldentifier, or RSI. For PPP |links, Novell uses PPP PAP or CHAP
aut hentication to deternine the caller

A router inplenmenting on-demand, static routing nmust maintain a

dat abase of RSIs, and |ists describing the network nunbers and
servi ces reachabl e through each RSI. These lists deternine the
reachability information it transmits to other routers in a routing
area. O her routers treat each on-demand, static routing link as
though it were permanently avail abl e.

The on-denand exchange has a slight variation on the | PXWAN pr ot ocol .
The differences are as foll ows.

In the Tiner Request, the calling router offers only the "On-demand,
static routing" Routing Type. If the called router is capable of On-
demand static routing, it offers "On-demand, static routing” in the
Ti mer Request, along with any additional routing types it is willing
to support on the link. The Master/ Sl ave el ecti on and choi ce of
routing type proceeds as described previously. If the Slave detects a
m smatch in routing types, it disconnects the |ink.

For a persistent datalink (like X 25 PVCs), there may be no
descerable "link establishemmt" event. For such nedia, arrival of a
Ti mer Request plays the role of detecting |ink establishnent.

As with Unnunbered RIP, there is no network number assigned to the
link. NLSP Packets are not sent on the link. Moreover, periodic R P
and SAP packets are not sent on the |ink. However, a router nust
respond to RIP and SAP queries received on the link.
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9. Security Considerations

Security issues are not discussed in this neno.
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