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The PPP Encryption Control Protocol (ECP)
Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abst ract
The Point-to-Point Protocol (PPP) [1] provides a standard nethod for
transporting nmulti-protocol datagrans over point-to-point |inks. PPP
al so defines an extensible Link Control Protocol

Thi s docunent defines a nethod for negotiating data encryption over
PPP | i nks.

Conventi ons

The follow ng | anguage conventions are used in the itens of
specification in this docunent:

0 MIST -- the itemis an absolute requirenent of the specification
MUST is only used where it is actually required for interopera-
tion, not to try to inpose a particular nmethod on inplenentors
where not required for interoperability.

0 SHOULD -- the itemshould be followed for all but exceptional cir-
cunst ances.

0o MAY or optional -- the itemis truly optional and rmay be foll owed
or ignored according to the needs of the inplenentor.

The words "shoul d" and "may" are also used, in |lower case, in
their nmore ordinary senses.
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| nt r oducti on

In order to establish conmunications over a PPP |ink, each end of the
link rmust first send LCP packets to configure and test the data |ink
during Link Establishnment phase. After the link has been
establ i shed, optional facilities nay be negotiated as needed.

One such facility is data encryption. A wide variety of encryption
nmet hods nay be negotiated, although typically only one nethod is used
in each direction of the |ink

A different encryption algorithmmy be negotiated in each direction,
for speed, cost, nenory or other considerations.

Encrypti on Control Protocol (ECP)

The Encryption Control Protocol (ECP) is responsible for configuring
and enabling data encryption algorithns on both ends of the point-
t o- poi nt |i nk.

ECP uses the sane packet exchange nechani smas the Link Contro
Protocol (LCP). ECP packets may not be exchanged until PPP has
reached t he Network-Layer Protocol phase. ECP packets received
before this phase is reached should be silently discarded.

The Encryption Control Protocol is exactly the same as LCP [1] with
the foll owi ng exceptions:

Frame Modifications
The packet may utilise any nodifications to the basic frame

format whi ch have been negotiated during the Link Establishnent
phase.
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Data Link Layer Protocol Field

Exactly one ECP packet is encapsulated in the PPP | nfornmation
field, where the PPP Protocol field indicates type hex 8053
(Encryption Control Protocol).

When individual |ink data encryption is used in a nultiple link
connection to a single destination [2], the PPP Protocol field
i ndi cates type hex 8055 (Individual |ink Encryption Contro

Prot ocol ).

Code field

ECP uses (decimal) codes 1 through 7 (Configure-Request,

Confi gure- Ack, Configure-Nak, Configure-Reject, Term nate-
Request, Term nate- Ack and Code-Reject); And may al so use code
14 (Reset-Request) and code 15 (Reset-Ack). Oher codes should
be treated as unrecogni sed and should result in Code-Rejects.

Negoti ati on

ECP packets may not be exchanged until PPP has reached the
Net wor k- Layer Protocol phase. An inplenmentation should be
prepared to wait for Authentication and Link Quality
Determination to finish before timng out waiting for a
Confi gure- Ack or other response.

An inplementation MUST NOT transmit data until ECP negoti ation
has conpl eted successfully. |If ECP negotiation is not
successful the |link SHOULD be brought down.
Configuration Option Types
ECP has a distinct set of Configuration Options.
2.1 Sendi ng Encrypted Datagrans
Bef ore any encrypted packets may be conmuni cated, PPP rnust reach the
Net wor k- Layer Protocol phase, and the Encryption Control Protocol
must reach the Opened state.
An encrypted packet is encapsulated in the PPP Information field,
where the PPP Protocol field indicates type hex 0053 (Encrypted
dat agr am .

When using nmultiple PPP links to a single destination [2], there are
two et hods of enpl oying data encrypti on:

Meyer St andar ds Track [ Page 3]



RFC 1968 PPP Encryption June 1996

o The first method is to encrypt the data prior to sending it out
through the nultiple |inks.

The PPP Protocol field MJST indicate type hex 0053.

0 The second is to treat each Iink as a separate connection, that
may or may not have encryption enabl ed.

On links which have negotiated encryption, the PPP Protocol field
MJUST be type hex 0055 (Individual |ink encrypted datagram.

Only one encryption algorithmin each direction is in use at a tine,
and that is negotiated prior to sending the first encrypted frane.
The PPP Protocol field of the encrypted datagramindi cates that the
frame is encrypted, but not the algorithmw th which it was

encrypt ed.

The maxi mum | ength of an encrypted packet transmtted over a PPP |ink
is the same as the nmaxi num | ength of the Information field of a PPP
encapsul ated packet. |If the encryption algorithmis likely to

i ncrease the size of the nessage beyond that, nultilink should al so
be negotiated to allow fragnmentation of the frames (even if only
using a single link).

If the encryption algorithmcarries history between franes, the
encryption al gorithm nmust supply a way of determining if it is
passing data reliably, or it nust require the use of a reliable
transport such as LAPB [3].

Conpression nmay al so be negoti ated using the Conpression Control
Protocol [5]. To ensure interoperability, plain text MJST be:

o First conpressed.
o Then encrypted.

This order has been chosen since it should result in snaller output
and nore secure encryption.

3. Additional Packets

The Packet format and basic facilities are already defined for LCP
[1].
Up-to-date values of the ECP Code field are specified in the nost

recent "Assigned Nunmbers" RFC [4]. This specification concerns the
foll ow ng val ues:
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14 Reset - Request
15 Reset - Ack

3.1 Reset-Request and Reset-Ack

Descri ption

Meyer

ECP i ncl udes Reset-Request and Reset-Ack Codes in order to provide
a nmechanismfor indicating a decryption failure in one direction
of a decrypted link without affecting traffic in the other
direction. Sone encryption algorithnms may not require this
mechani sm

I ndi vi dual al gorithns need to specify a nechani smfor determning
how to detect a decryption failure. On initial detection of a
decryption failure, an ECP inplenmentati on SHOULD transmt an ECP
packet with the Code field set to 14 (Reset-Request). The Data
field my be filled with any desired data.

Once a Reset-Request has been sent, any encrypted packets received
are di scarded. Further Reset-Requests MAY be sent with the sane
Identifier, until a valid Reset-Ack is received.

When the link is busy, one decryption error is usually followed by

several nore before the Reset-Ack can be received. It is
undesirable to transmt Reset-Requests nore frequently than the
round-trip-time of the link, since this will result in redundant

Reset - Requests and Reset-Acks being transnmitted and processed.
The receiver MAY elect to limt transnission of Reset-Requests (to
say one per second) while a Reset-Ack is outstanding.

Upon reception of a Reset-Request, the transmtting encrypter is
reset to an initial state. An ECP packet MJUST be transnitted with
the Code field set to 15 (Reset-Ack), the Identifier field copied
fromthe Reset-Request packet, and the Data field filled with any
desired dat a.

On recei pt of a Reset-Ack, the receiving decrypter is reset to an
initial state. Since there may be several Reset-Acks in the pipe,
the decrypter MJST be reset for each Reset-Ack which matches the
currently expected identifier.

A summary of the Reset-Request and Reset-Ack packet formats is
shown below. The fields are transmtted fromleft to right.
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0 1 2 3
01234567890123456789012345678901
T I T Sl < I S S i o S S S e

| Code | Identifier | Lengt h |
i s i i T e S S S S s s st S S S
| Data ...

+- - - -+

Code
14 for Reset-Request;
15 for Reset- Ack.

I dentifier

On transmission, the ldentifier field MUST be changed whenever the
content of the Data field changes, and whenever a valid reply has
been received for a previous request. For retransm ssions, the

I dentifier SHOULD renai n unchanged.

On reception, the Identifier field of the Reset-Request is copied
into the lIdentifier field of the Reset-Ack packet.

Dat a

The Data field is zero or nore octets and contains uninterpreted
data for use by the sender. The data may consist of any binary
value and may be of any length fromzero to the peer’s established
MRU mi nus four.

4. ECP Configuration Options

ECP Configuration Options all ow negotiation of encryption algorithns
and their paraneters. ECP uses the same Configuration Option fornat
defined for LCP [1], with a separate set of Options.

Configuration Options, in this protocol, indicate algorithnms that the
receiver is willing or able to use to decrypt data sent by the
sender. Systens may offer to accept several algorithms, and
negotiate a single one that will be used.

Up-to-date values of the ECP Option Type field are specified in the

nmost recent "Assigned Nunmbers" RFC [4]. Current val ues are assigned
as foll ows:
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ECP Option Encryption type
0 Ul
1 DESE

Al'l conpliant ECP inplenentati ons SHOULD i npl ement ECP option 1 - the
PPP DES Encryption Protocol (DESE) [6].

Vendors who want to use proprietary encryption MAY use the QU

mechani smto negotiate these wi thout recourse to requesting an

assi gned option nunmber fromthe Internet Assigned Nunmbers Authority.
Al'l other encryption options are registered by ANA. At the tinme of
witing only DESE (option 1) is registered. Oher registered options
may be found by referring to future versions of the Assigned Nunbers
RFC.

4.1 Proprietary Encryption QU
Descri ption

This Configuration Option provides a way to negotiate the use of a
proprietary encryption protocol

Vendor’s encryption protocols are distingui shed fromeach other by
means of an Organisationally Unique lIdentifier (QU ), nanmely the
first three octets of a Vendor’'s Ethernet address assigned by | EEE
802.

Since the first matching encryption will be used, it is
reconmended that any known QU encryption options be transnitted
first, before the commopn options are used.

Bef ore accepting this option, the inplenmentation nust verify that
the QU identifies a proprietary algorithmthat the inplenmentation
can decrypt, and that any vendor specific negotiation values are
fully under st ood.

A sunmary of the Proprietary Encryption QU Configuration Option

format is shown below. The fields are transmtted fromleft to
right.
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0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| Type | Length | aJ ...
T S o T s T T o S T il sl S T R S i i
Qul | Subt ype | Val ues...

T S T T T S S e i i o S o

Type
0

Lengt h
>= 6

| EEE QUI
The IEEE QUI is the nbst significant three octets of an Ethernet
Physi cal Address, assigned to the vendor by | EEE 802. This
identifies the option as being proprietary to the indicated
vendor. The bits within the octet are in canonical order, and the
nost significant octet is transmtted first.

Subt ype
This field is specific to each QUI, and indicates an encryption
type for that QU . There is no standardisation for this field.
Each QU inplenments its own val ues.

Val ues

This field is zero or nbre octets, and contains additional data as
determ ned by the vendor’s encryption protocol.

4.2 Publicly Available Encryption Types
Descri ption

These Configuration Options provide a way to negotiate the use of
a publicly defined encryption algorithm

These protocols should be nade available to interested parties,
but nay have certain |icencing or export restrictions associ ated
with them For additional information, refer to the encryption
protocol docunents that define each of the encryption types.
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A sunmary of the Encryption Type Configuration Option format is
shown below. The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T ST S e T S Tk a S S S S e T
| Type | Lengt h | Values. ..

T T S S T S S S il sl S S S S

Type

1 to 254, indicating the encryption protocol option
bei ng negotiated. DESE [6] is option type 1. Refer to the
| at est Assigned Numbers RFC for other encryption protocols.

Lengt h
>= 2
Val ues

This field is zero or nbre octets, and contains additional data as
determ ned by the encryption protocol

4.3 Negotiating an Encryption Al gorithm

ECP uses LCP option negotiation techniques to negotiate encryption
algorithms. In contrast with nost other LCP or NCP negotiation of
mul ti pl e options, ECP negotiation is expected to converge on a single
nmut ual |y agreeabl e option (encryption algorithn) - or none.
Encrypti on SHOULD be negotiated in both directions, but the

al gorithms MAY be different.

An inmplenmentation willing to decrypt using a particular encryption
al gorithm (or one of a set of algorithnms) offers the algorithn(s) as
an option (or options) in an ECP Configure-Request - call this end
the Decrypter; call the peer the Encrypter

A Decrypter supporting nore than one encryption algorithmmy send a
Confi gur e- Request contai ning either:

o an ordered list of options, with the nost-preferred encryption
algorithmcomng first.

0 O may just offer its preferred (not already Rejected) option.
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An Encrypter wishing to accept the first option (of several) MAY
Configure-Ack ALL Options to indicate conplete acceptance of the
first-listed, preferred, algorithm

O herwise, if the Encrypter does not recognise - or is unwilling to
support - an option it MJST send a Configure-Reject for that option
Wiere nore than one option is offered, the Encrypter SHOULD
Configure-Reject all but a single preferred option.

If the Encrypter Configure-Rejects all offered ECP options - and the
Decrypter has no further (non-rejected) options it can offer in a
Confi gure- Request - the Encrypter SHOULD take the |ink down.

If the Encrypter recognises an option, but it is not acceptable due
to values in the request (or optional parameters not in the request),
it MUST send a Configure-Nak with the option nodified appropriately.
The Configure-Nak MJST contain only those options that will be
acceptable. The Decrypter SHOULD send a new Configure-Request with
only the single preferred option, adjusted as specified in the

Confi gur e- Nak.

5. Security Considerations
Negoti ation of encryption using PPP is designed to provide protection
agai nst eavesdropping on that link. The strength of the protection
i s dependent on the encryption algorithmused and the care with which
any 'secret’ used by the encryption algorithmis protected.

It must be recognised that conplete security can only be obtained
t hrough end-to-end security between hosts.
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