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Abstract

Thi s docunent defines new RADI US accounting Attributes and new val ues
for the existing Acct-Status-Type Attribute [1] designed to support
the provision of conmpul sory tunneling in dial-up networks.

Specification of Requirenents

In this docunment, the key words "MAY", "MJST, "MJST NOT", "optional",
"recomrended", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [2].

1. Introduction

Many applications of tunneling protocols such as PPTP [5] and L2TP
[4] involve dial-up network access. Some, such as the provision of
secure access to corporate intranets via the Internet, are
characterized by voluntary tunneling: the tunnel is created at the
request of the user for a specific purpose. Oher applications

i nvol ve conpul sory tunneling: the tunnel is created w thout any
action fromthe user and wi thout allow ng the user any choice in the
matter, as a service of the Internet service provider (ISP)
Typically, 1SPs providing a service want to coll ect data regarding
that service for billing, network planning, etc. One way to collect
usage data in dial-up networks is by neans of RADIUS Accounting [1].
The use of RADIUS Accounting allows dial-up usage data to be
collected at a central |ocation, rather than stored on each NAS.
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In order to collect usage data regardi ng tunneling, new RAD US
attri butes are needed; this docunment defines these attributes. In
addi tion, several new values for the Acct-Status-Type attribute are
proposed. Specific recommendations for, and exanples of, the
application of this attribute for the L2TP protocol can be found in
RFC 2809.

2. Inplementation Notes

Conpul sory tunneling may be part of a package of services provided by
one entity to another. For exanple, a corporation mght contract
with an ISP to provide renpte intranet access to its enpl oyees via
compul sory tunneling. In this case, the integration of RAD US and
tunnel protocols allows the ISP and the corporation to synchronize
their accounting activities so that each side receives a record of
the user’s resource consunption. This provides the corporation with
the neans to audit ISP bills.

In auditing, the User-Nane, Acct-Tunnel-Connection, Tunnel-Cient-
Endpoi nt and Tunnel - Server-Endpoint attributes are typically used to
uni quely identify the call, allow ng the Accounting-Request sent by
the NAS to be reconciled with the correspondi ng Accounti ng- Request
sent by the tunnel server.

When i npl enenting RADI US accounting for L2TP/ PPTP tunneling, the

Cal | - Seri al - Nunber SHOULD be used in the Acct-Tunnel - Connecti on
attribute. In L2TP, the Call-Serial-Nunber is a 32-bit field and in
PPTP it is a 16-bit field. |In PPTP the conbination of |IP Address and
Cal | - Seri al - Nunber SHOULD be uni que, but this is not required. In
addi tion, no nethod for determning the Call-Serial-Nunber is

speci fied, which | eaves open the possibility of wapping after a
reboot .

Note that a 16-bit Call-Serial-Nunmber is not sufficient to

di stinguish a given call fromall other calls over an extended tine
period. For exanple, if the Call-Serial-Nunber is assigned

nmonotoni cally, the NAS in question has 96 ports which are continually
busy and the average call is of 20 mi nutes duration, then a 16-bit

Cal | - Serial -Nunber will wap within 65536/(96 * 3 calls/hour * 24
hour s/ day) = 9.48 days.

3. New Acct- Status-Type Val ues
3.1. Tunnel-Start
Val ue

9
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Thi s val ue MAY be used to mark the establishment of a tunnel

Wi t

h anot her node. If this value is used,

the foll ow ng

attri butes SHOULD al so be included in the Accounting- Request
packet:

Tunnel
Val ue
10

Descri

User-Name (1)

NAS- | P- Address (4)

Acct - Del ay- Ti ne (41)
Event - Ti mest anp (55)
Tunnel - Type (64)
Tunnel - Medi um Type (65)
Tunnel - d i ent - Endpoi nt (66)
Tunnel - Server - Endpoi nt (67)
Acct - Tunnel - Connecti on (68)

-Stop

ption

This val ue MAY be used to nark the destruction of a tunnel to
fromanother node. |If this value is used, the follow ng
attri butes SHOULD al so be included in the Accounting- Request
packet :

or

et al.

User-Name (1)

NAS- | P- Address (4)

Acct - Del ay- Ti ne (41)

Acct - I nput-Cctets (42)

Acct - Qut put-Cctets (43)
Acct - Session-1d (44)

Acct - Sessi on-Ti ne (46)

Acct - I nput - Packets (47)
Acct - Qut put - Packet s (48)
Acct - Ter m nat e- Cause (49)
Acct-Muil ti-Session-Id (51)
Event - Ti mest anp (55)
Tunnel - Type (64)
Tunnel - Medi um Type (65)
Tunnel - d i ent - Endpoi nt (66)
Tunnel - Server - Endpoi nt (67)
Acct - Tunnel - Connecti on (68)
Acct - Tunnel - Packet s- Lost (86)
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3.3. Tunnel - Rej ect

Val ue

11

Descri ption

This val ue MAY be used to nmark the rejection of the

establi shnent of a tunnel with another node. If this value is
used, the following attributes SHOULD al so be included in the
Account i ng- Request packet:

User-Name (1)

NAS- | P- Address (4)

Acct - Del ay- Ti ne (41)

Acct - Ter mi nat e- Cause (49)
Event - Ti mest anp (55)
Tunnel - Type (64)
Tunnel - Medi um Type (65)
Tunnel - d i ent - Endpoi nt (66)
Tunnel - Server - Endpoi nt (67)
Acct - Tunnel - Connecti on (68)

3.4. Tunnel -Li nk-Start

Val ue
12

Description
This val ue MAY be used to mark the creation of a tunnel |ink.
Only sone tunnel types (e.g., L2TP) support multiple links per
tunnel. This Attribute is intended to mark the creation of a

Zorn, et

link within a tunnel that carries nultiple links. For exanple,
if a mandatory tunnel were to carry MIlinks over its lifetine,
2(M+1l) RADI US Accounting nessages night be sent: one each
marking the initiation and destruction of the tunnel itself and
one each for the initiation and destruction of each link within

the tunnel. If only a single link can be carried in a given
tunnel (e.g., IPsec in the tunnel node), this Attribute need
not be included in accounting packets, since the presence of
the Tunnel -Start Attribute will inply the initiation of the

(only possible) link.
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If this value is used, the following attributes SHOULD al so be
i ncluded in the Accounting- Request packet:

User-Name (1)

NAS- | P- Address (4)

NAS- Port (5)

Acct - Del ay- Ti ne (41)
Event - Ti mest anp (55)
Tunnel - Type (64)
Tunnel - Medi um Type (65)
Tunnel - d i ent - Endpoi nt (66)
Tunnel - Server - Endpoi nt (67)
Acct - Tunnel - Connecti on (68)

3.5. Tunnel - Li nk- St op

Val ue

13

Descri ption

Zorn, et

This value MAY be used to mark the destruction of a tunnel
link. Only sone tunnel types (e.g., L2TP) support nultiple
links per tunnel. This Attribute is intended to mark the
destruction of a link within a tunnel that carries nultiple
links. For exanple, if a mandatory tunnel were to carry M
links over its lifetinme, 2(M-1l) RADI US Accounting nessages

m ght be sent: one each marking the initiation and destruction
of the tunnel itself and one each for the initiation and
destruction of each link within the tunnel. |If only a single
link can be carried in a given tunnel (e.g., IPsec in the
tunnel node), this Attribute need not be included in accounting
packets, since the presence of the Tunnel-Stop Attribute wll
inmply the termination of the (only possible) link

If this value is used, the following attributes SHOULD al so be
i ncluded in the Accounting- Request packet:

User-Name (1)

NAS- | P- Address (4)

NAS- Port (5)

Acct - Del ay- Ti ne (41)
Acct - I nput-Cctets (42)
Acct - Qut put-Cctets (43)
Acct - Session-1d (44)
Acct - Sessi on-Ti ne (46)
Acct - I nput - Packets (47)
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Acct - Qut put - Packet s (48)
Acct - Ter m nat e- Cause (49)
Acct-Muil ti-Session-Id (51)
Event - Ti mest anp (55)
NAS- Port - Type (61)
Tunnel - Type (64)
Tunnel - Medi um Type (65)
Tunnel - d i ent - Endpoi nt (66)
Tunnel - Server - Endpoi nt (67)
Acct - Tunnel - Connecti on (68)
Acct - Tunnel - Packet s- Lost (86)

3.6. Tunnel - Li nk- Rej ect

Val ue

14

Descri ption

Zorn, et

This value MAY be used to mark the rejection of the
establishment of a newlink in an existing tunnel. Only sone
tunnel types (e.g., L2TP) support multiple |inks per tunnel.

If only a single link can be carried in a given tunnel (e.g.

| Psec in the tunnel node), this Attribute need not be included
in accounting packets, since in this case the Tunnel - Rej ect
Attribute has the sanme neaning.

If this value is used, the following attributes SHOULD al so be
i ncluded in the Accounting- Request packet:

User-Name (1)

NAS- | P- Address (4)

Acct - Del ay- Ti ne (41)

Acct - Ter m nat e- Cause (49)
Event - Ti mest anp (55)
Tunnel - Type (64)
Tunnel - Medi um Type (65)
Tunnel - d i ent - Endpoi nt (66)
Tunnel - Ser ver - Endpoi nt (67)
Acct - Tunnel - Connecti on (68)
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4. Attributes

4. 1.

4.2.

Zorn,

Acct - Tunnel - Connecti on
Descri ption

This Attribute indicates the identifier assigned to the tunne
session. It SHOULD be included in Accounting- Request packets
whi ch contain an Acct-Status-Type attribute having the val ue
Start, Stop or any of the val ues described above. This
attribute, along with the Tunnel -dient-Endpoint and Tunnel -
Server-Endpoint attributes [3], nmay be used to provide a neans
to uniquely identify a tunnel session for auditing purposes.

A sunmary of the Acct-Tunnel -Connection Attribute format is shown
below. The fields are transmitted fromleft to right.

0 1 2
012345678901234567890123
T s e S T o S S i S S S Tt =

| Type | Lengt h | String ...
T s e S T o S S i S S S Tt =

Type
68 for Acct-Tunnel - Connecti on

Lengt h
>= 3

String
The format of the identifier represented by the String field
depends upon the value of the Tunnel-Type attribute [3]. For
exanple, to fully identify an L2TP tunnel connection, the L2TP
Tunnel ID and Call ID night be encoded in this field. The
exact encoding of this field is inplementati on dependent.

Acct - Tunnel - Packet s- Lost

Description
This Attribute indicates the nunber of packets |ost on a given
link. It SHOULD be included in Accounting-Request packets

whi ch contain an Acct-Status-Type attribute having the val ue
Tunnel - Li nk- St op
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A sunmary of the Acct-Tunnel - Packets-Lost Attribute format is
shown below. The fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i

| Type | Lengt h | Lost

T S o T s T T o S T il sl S T R S i i
Lost (cont) |

T S S T i (e ST Y S S

Type

86 for Acct-Tunnel - Packet s- Lost
Lengt h

6
Lost

The Lost field is 4 octets in length and represents the nunber
of packets lost on the Iink.

5. Table of Attributes
The followi ng table provides a guide to which attri butes may be found

i n Accounting- Request packets. No tunnel attributes should be found
i n Accounti ng- Response packets.

Request # Attribute
0-1 64 Tunnel - Type
0-1 65 Tunnel - Medi um Type
0-1 66 Tunnel - d i ent - Endpoi nt
0-1 67 Tunnel - Ser ver - Endpoi nt
0-1 68 Acct - Tunnel - Connecti on
0 69 Tunnel - Passwor d
0-1 81 Tunnel - Private-Goup-1D
0-1 82 Tunnel - Assi gnnent -1 D
0 83 Tunnel - Pref erence
0-1 86 Acct - Tunnel - Packet s- Lost
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The followi ng table defines the neaning of the above table entries.

0 This attribute MJUST NOT be present in packet.

0+ Zero or nore instances of this attribute MAY be present in
packet .

0-1 Zero or one instance of this attribute MAY be present in
packet .

Security Considerations

By "sniffing" RADI US Accounting packets, it mght be possible for an
eavesdropper to performa passive analysis of tunnel connections.
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