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Abstract

This nenp defines an extension to the Sinple Mail Transfer Protocol
(SMIP) service whereby a server can indicate the extent of its
ability to accept nultiple conmands in a single Transni ssion Control
Protocol (TCP) send operation. Using a single TCP send operation for
mul ti pl e conmands can i nprove SMIP performance significantly.

1. Introduction

Al t hough SMIP is widely and robustly depl oyed, certain extensions my
neverthel ess prove useful. In particular, many parts of the Internet
make use of high latency network links. SMIP's intrinsic one
conmand- one response structure is significantly penalized by high
latency links, often to the point where the factors contributing to
overall connection tinme are domi nated by the tinme spent waiting for
responses to individual commands (turnaround tine).

In the best of all worlds it would be possible to sinply depl oy SMIP
client software that makes use of comuand pipelining: batching up
mul ti pl e commands into single TCP send operations. Unfortunately, the
original SMIP specification [RFC-821] did not explicitly state that
SMIP servers must support this. As a result a non-trivial nunber of

I nternet SMIP servers cannot adequately handl e conmand pi pel i ning.

Fl aws known to exist in deployed servers include:
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(1) Connection handoff and buffer flushes in the mddle of the
SMTP di al ogue. Creation of server processes for incon ng SMIP
connections is a useful, obvious, and harm ess inplenmentation
techni que. However, some SMIP servers defer process forking
and connection handoff until sone internediate point in the
SMIP di al ogue. When this is done material read fromthe TCP
connection and kept in process buffers can be | ost.

(2) Fl ushing the TCP input buffer when an SMIP command fails. SMIP
commands often fail but there is no reason to flush the TCP
i nput buffer when this happens. Neverthel ess, sone SMIP
servers do this.

(3) | mpr oper processing and promrul gati on of SMIP conmand fail ures.
For exanple, sone SMIP servers will refuse to accept a DATA
command if the last RCPT TO commuand fails, paying no attention
to the success or failure of prior RCPT TO conmand results.

O her servers will accept a DATA conmand even when al

previ ous RCPT TO conmands have failed. Although it is possible
to acconmodate this sort of behavior in a client that enploys
command pipelining, it does conplicate the construction of the
client unnecessarily.

This menp uses the nmechani sm described in [RFC-1869] to define an
extension to the SMIP servi ce whereby an SMIP server can decl are that
it is capable of handling pipelined conmands. The SMIP client can
then check for this declaration and use pipelining only when the
server declares itself capable of handling it.

1.1. Requirenments Notation
Thi s docunent occasionally uses terns that appear in capital letters.
When the ternms "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and " MAY"
appear capitalized, they are being used to indicate particular
requi rements of this specification. A discussion of the meanings of
the terns "MJST", "SHOULD', and "MAY" appears in [RFC 1123]; the
terms "MUST NOT" and "SHOULD NOT" are | ogical extensions of this
usage.

2. Framework for the Command Pi pelining Extension
The Command Pi pelining extension is defined as foll ows:

(1) the nane of the SMIP service extension is Pipelining;

(2) the EHLO keyword val ue associated with the extension is
Pl PELI NI NG,
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3.

3.

(3) no parameter is used with the PIPELI NI NG EHLO keywor d;

(4) no additional paraneters are added to either the MAIL FROM or
RCPT TO comands.

(5) no additional SMIP verbs are defined by this extension; and,

(6) the next section specifies how support for the extension
af fects the behavior of a server and client SMIP.

The Pi pelining Service Extension

Wien a client SMIP wi shes to enpl oy command pipelining, it first

i ssues the EHLO command to the server SMIP. |If the server SMIP
responds with code 250 to the EHLO conmand, and the response incl udes
the EHLO keyword val ue PI PELI NING then the server SMIP has i ndicated
that it can accommpdate SMIP command pi pel i ni ng.

1. dient use of pipelining

Once the client SMIP has confirmed that support exists for the

pi pelining extension, the client SMIP may then elect to transmt
groups of SMIP commrands in batches without waiting for a response to
each individual conmand. In particular, the commands RSET, MAIL FROM
SEND FROM SOML FROM SAML FROM and RCPT TO can all appear anywhere
in a pipelined command group. The EHLO DATA, VRFY, EXPN, TURN

QUIT, and NOOP commands can only appear as the last command in a
group since their success or failure produces a change of state which
the client SMIP nmust accommobdate. (NOOP is included in this group so
it can be used as a synchronization point.)

Addi ti onal commands added by ot her SMIP extensions may only appear as
the last conmand in a group unless otherw se specified by the
extensi ons that define the commands.

The actual transfer of message content is explicitly allowed to be
the first "command" in a group. That is, a RSET/ MAIL FROM sequence
used to initiate a new nessage transaction can be placed in the same
group as the final transfer of the headers and body of the previous
nessage.

Client SMIP inplenentations that enploy pipelining MIST check ALL
statuses associated with each command in a group. For example, if
none of the RCPT TO recipient addresses were accepted the client nust
then check the response to the DATA command -- the client cannot
assune that the DATA command will be rejected just because none of
the RCPT TO commands worked. |f the DATA command was properly
rejected the client SMIP can just issue RSET, but if the DATA comuand

Fr eed St andar ds Track [ Page 3]



RFC 2920 SMIP for Command Pi pelining Sept ember 2000

was accepted the client SMIP should send a single dot.

Command statuses MJUST be coordinated with responses by counting each
separate response and correlating that count with the nunber of
commands known to have been issued. Miltiline responses MJST be
supported. Matching on the basis of either the error code val ue or
associ ated text is expressly forbidden.

Client SMIP inpl ementations MAY el ect to operate in a nonbl ocking
fashi on, processing server responses i medi ately upon receipt, even
if there is still data pending transm ssion fromthe client’s
previous TCP send operation. If nonbl ocking operation is not
supported, however, client SMIP inplenentations MJUST al so check the
TCP wi ndow si ze and nake sure that each group of commands fits
entirely within the window The w ndow size is usually, but not

al ways, 4K octets. Failure to performthis check can lead to

deadl ock conditions.

Clients MJUST NOT confuse responses to nultiple conmands wth
multiline responses. Each command requires one or nore |ines of
response, the last Iine not containing a dash between the response
code and the response string.

3.2. Server support of pipelining
A server SMIP inplenentation that offers the pipelining extension

(1) MJUST respond to conmands in the order they are received from
the client.

(2) SHOULD el ect to store responses to grouped RSET, MAIL FROM
SEND FROM SOWML FROM SAML FROM and RCPT TO comands in an
internal buffer so they can sent as a unit.

(3) SHOULD i ssue a positive response to the DATA comand if and
only if one or nore valid RCPT TO addresses have been
previ ously received.

(4) MUST NOT, after issuing a positive response to a DATA conmmand
with no valid recipients and subsequently receiving an enpty
nessage, send any nessage what soever to anybody.

(5) MUST NOT buffer responses to EHLO, DATA, VRFY, EXPN, TURN
QUIT, and NOOP

(6) MUST NOT buffer responses to unrecogni zed comands.
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(7) MUST send all pending responses i mmedi at el y whenever the | oca

TCP input buffer is enptied.

(8) MUST NOT nake assunptions about conmands that are yet to be

(9)

recei ved.

buf f er under any circunstances what soever.

(10) SHOULD issue response text that indicates, either inplicitly

or explicitly, what command the response matches.

The overriding intent of these server requirements is to make it as
easy as possible for servers to conformto these pipelining
ext ensi ons.

4. Exanpl es

Consi der the follow ng SMIP di al ogue that does not use pipelining:

KONO., NOLONLONLOLONOLOW

<wait for open connection>

<open connection to server>

220 I nnosoft.com SMIP service ready
HELO dbc. mt vi ew. ca. us

250 I nnosoft.com

MAI L FROM <nr ose@lbc. mt vi ew. ca. us>

250 sender <nrose@lbc. ntvi ew. ca. us> K
RCPT TO <ned@ nnosoft. conp

250 recipient <ned@ nnosoft.comr K
RCPT TO <dan@ nnosoft. conp

250 recipient <dan@ nnosoft.comr K
RCPT TO <kvc@ nnosoft. conp

250 recipient <kvc@nnosoft.comr K
DATA

354 enter mail, end with line containing only "."

250 nessage sent

QT
221 goodbye

The client waits for a server response a total of 9 tines in this

sinple exanple. But if pipelining is enployed the foll owi ng dial ogue

is
S

C
S

Fr eed

possi bl e:

<wait for open connection>
<open connection to server>
220 i nnosoft.com SMIP service ready
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EHLO dbc. mt vi ew. ca. us

250-i nnosoft.com

250 PI PELI NI NG

MAI L FROM <nT ose@lbc. mt vi ew. ca. us>
RCPT TO <ned@ nnosoft. conp

RCPT TO <dan@ nnosoft. conp

RCPT TO <kvc@ nnosoft. conp

DATA

250 sender <nrose@lbc. ntvi ew. ca. us> K
250 recipient <ned@ nnosoft.comr K
250 recipient <dan@ nnosoft.comr K
250 recipient <kvc@nnosoft.comr K
354 enter mail, end with line containing only

QuIT
250 nessage sent
221 goodbye

WOOO., VLLLHLOOOOONWLO

The total number of turnarounds has been reduced from9 to 4.

The next exanple illustrates one possible form of behavi or when
pipelining is used and all recipients are rejected:

<wait for open connection>

<open connection to server>

220 i nnosoft.com SMIP service ready

EHLO dbc. mt vi ew. ca. us

250-i nnosoft.com

250 PI PELI NI NG

MAI L FROM <nr ose@lbc. mt vi ew. ca. us>

RCPT TGO <nsb@ hunper . bel | core. conp

RCPT TGO <gal vin@i s. conp

DATA

250 sender <nrose@lbc. ntvi ew. ca. us> K

550 renpte mail to <nsb@ hunper. bel |l ore. con> not al |l owed
550 renpte nail to <gal vin@is.conm> not all owed
554 no valid recipients given

QT

221 goodbye

PONLLLLOOOOLLOWOW

The client SMIP waits for the server 4 tines here as well. If the
server SMIP does not check for at |east one valid recipient prior to
accepting the DATA commuand, the follow ng dial ogue would result:

S: <wait for open connection>

C. <open connection to server>
S: 220 innosoft.com SMIP service ready
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554 no valid recipients
221 goodbye

C. EHLO dbc. ntvi ew. ca. us

S: 250-innosoft.com

S: 250 PI PELI NI NG

C. MAIL FROM <nrose@lbc. mt vi ew. ca. us>

C. RCPT TO <nsb@ hunper. bel | core. conr

C. RCPT TO <gal vin@i s. conp

C. DATA

S: 250 sender <nrose@lbc. ntvi ew. ca.us> OK

S: 550 renote mail to <nsb@ hunper. bel |l ore. conm> not all owed
S: 550 rempte mail to <gal vin@is.conm> not allowed
S: 354 enter mail, end with line containing only "."
C .

C QT

S.

S.

5. Security Considerations

This RFC does not discuss security issues and is not believed
to raise any security issues not endenic in electronic mail
and present in fully conform ng inplementations of [RFC 821].
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9. Full Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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