Net wor k Wor ki ng Group G Zorn
Request for Comments: 2868 Ci sco Systens, Inc.
Updat es: RFC 2865 D. Leifer
Cat egory: I nfornmational A. Rubens
Ascend Communi cati ons

J. Shriver

Intel Corporation

M Hol dr ege

i pVerse

. CGoyret

Lucent Technol ogi es

June 2000

RADI US Attributes for Tunnel Protocol Support
Status of this Meno

This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (2000). Al Rights Reserved.
Abstract

Thi s docunent defines a set of RADIUS attri butes designed to support
t he provision of conpul sory tunneling in dial-up networks.

1. NMbtivation

Many applications of tunneling protocols such as L2TP invol ve dial -up
network access. Some, such as the provision of access to corporate
intranets via the Internet, are characterized by voluntary tunneling:
the tunnel is created at the request of the user for a specific
purpose. Qher applications involve conpul sory tunneling: the tunne
is created without any action fromthe user and wi thout allow ng the
user any choice in the matter. 1In order to provide this
functionality, new RADI US attributes are needed to carry the
tunneling information fromthe RAD US server to the tunnel end
points; this docunent defines those attributes. Specific
reconmendations for, and exanples of, the application of these
attributes for L2TP can be found in RFC 2809.
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2.

3.

Specification of Requirenents

In this docunment, the key words "MAY", "MJST, "MJST NOT", "optional"
"recomrended", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [14].

Attributes

Mul tiple instances of each of the attributes defined bel ow may be
included in a single RADI US packet. In this case, the attributes to
be applied to any given tunnel SHOULD all contain the same value in
their respective Tag fields; otherwi se, the Tag field SHOULD NOT be
used.

If the RADIUS server returns attributes describing nultiple tunnels
then the tunnels SHOULD be interpreted by the tunnel initiator as
alternatives and the server SHOULD i nclude an instance of the
Tunnel -Preference Attribute in the set of Attributes pertaining to
each alternative tunnel. Simlarly, if the RADIUS client includes
mul tiple sets of tunnel Attributes in an Access-Request packet, al
the Attributes pertaining to a given tunnel SHOULD contain the same
value in their respective Tag fields and each set SHOULD i ncl ude an
appropriately val ued i nstance of the Tunnel -Preference Attri bute.

1. Tunnel - Type
Descri ption

This Attribute indicates the tunneling protocol (s) to be used (in
the case of a tunnel initiator) or the the tunneling protocol in
use (in the case of a tunnel ternminator). It MAY be included in
Access- Request, Access-Accept and Accounti ng- Request packets. If
the Tunnel - Type Attribute is present in an Access- Request packet
sent froma tunnel initiator, it SHOULD be taken as a hint to the
RADI US server as to the tunnelling protocols supported by the
tunnel end-point; the RAD US server MAY ignore the hint, however.
A tunnel initiator is not required to inplenent any of these
tunnel types; if a tunnel initiator receives an Access-Accept
packet which contains only unknown or unsupported Tunnel - Types,
the tunnel initiator MJST behave as though an Access-Reject had
been recei ved instead.

If the Tunnel - Type Attribute is present in an Access- Request
packet sent froma tunnel term nator, it SHOULD be taken to

signify the tunnelling protocol in use. |In this case, if the
RADI US server determ nes that the use of the conmunicated protocol
is not authorized, it MAY return an Access-Reject packet. |If a

tunnel term nator receives an Access- Accept packet which contains
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one or nore Tunnel - Type Attributes, none of which represent the
tunneling protocol in use, the tunnel term nator SHOULD behave as
t hough an Access-Reject had been received instead.

A sumary of the Tunnel -Type Attribute format is shown below. The
fields are transnitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Type | Length | Tag | Val ue

il s T T S S S S S i N T i ST S S S S S e e L T 2
Val ue (cont) |

I I i s S I S S

Type
64 for Tunnel - Type

Lengt h
Al ways 6.

Tag
The Tag field is one octet in length and is intended to provide a
means of grouping attributes in the sane packet which refer to the
same tunnel. Valid values for this field are 0x01 through Ox1F
inclusive. |If the Tag field is unused, it MJST be zero (0x00).

Val ue
The Value field is three octets and contains one of the follow ng
val ues, indicating the type of tunnel to be started.

Poi nt -t o- Poi nt Tunneling Protocol (PPTP) [1]

Layer Two Forwarding (L2F) [2]

Layer Two Tunneling Protocol (L2TP) [3]

Ascend Tunnel Managenent Protocol (ATMP) [4]

Virtual Tunneling Protocol (VTP)

| P Aut hentication Header in the Tunnel -node (AH) [5]
| P-in-1P Encapsulation (IP-1P) [6]

Mnimal IP-in-1P Encapsulation (MNIP-1P) [7]

| P Encapsul ati ng Security Payload in the Tunnel - nmode (ESP) [ 8]
10 Generic Route Encapsulation (GRE) [9]

11 Bay Dial Virtual Services (DVS)

12 [ P-in-1P Tunneling [10]

O©CO~NOUIA_WNPE
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3.2. Tunnel - Medi um Type
Descri ption

The Tunnel - Medi um Type Attribute indicates which transport nedi um
to use when creating a tunnel for those protocols (such as L2TP)
that can operate over multiple transports. It MAY be included in
bot h Access- Request and Access- Accept packets; if it is present in
an Access- Request packet, it SHOULD be taken as a hint to the

RADI US server as to the tunnel media supported by the tunnel end-
point. The RADI US server MAY ignore the hint, however.

A sumary of the Tunnel - Medi um Type Attribute format is given bel ow
The fields are transmitted left to right.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Type | Length | Tag | Val ue |
il s T T S S S S S i N T i ST S S S S S e e L T 2

Val ue (cont) |
I I i s S I S S

Type
65 for Tunnel - Medi um Type

Lengt h
6

Tag
The Tag field is one octet in length and is intended to provide a
means of grouping attributes in the sane packet which refer to the
same tunnel. Valid values for this field are 0x01 through Ox1F
inclusive. |If the Tag field is unused, it MJST be zero (0x00).

Val ue
The Value field is three octets and contains one of the val ues
listed under "Address Family Nunbers" in [14]. For the sake of
conveni ence, a relevant excerpt of this list is reproduced bel ow

I Pv4 (I P version 4)

I Pv6 (I P version 6)

NSAP

HDLC (8-bit rmultidrop)

BBN 1822

802 (includes all 802 nedia plus Ethernet "canonical format")
E. 163 (POTS)

E. 164 (SMDS, Franme Rel ay, ATM

O~NO U WNPE
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9 F. 69 (Tel ex)

10 X. 121 (X. 25, Frane Rel ay)

11 I PX

12 Appl et al k

13 Decnet 1V

14 Banyan Vi nes

15 E. 164 with NSAP fornmat subaddress

3.3. Tunnel -d i ent - Endpoi nt
Descri ption

This Attribute contains the address of the initiator end of the
tunnel. 1t MAY be included in both Access- Request and Access-
Accept packets to indicate the address fromwhich a new tunnel is
to be initiated. |If the Tunnel-dient-Endpoint Attribute is

i ncluded in an Access- Request packet, the RAD US server should
take the value as a hint; the server is not obligated to honor the
hint, however. This Attribute SHOULD be included in Accounting-
Request packets which contain Acct-Status-Type attributes with
val ues of either Start or Stop, in which case it indicates the
address fromwhich the tunnel was initiated. This Attribute,
along with the Tunnel - Server-Endpoi nt and Acct - Tunnel - Connect i on-
ID attributes, nay be used to provide a globally unique neans to
identify a tunnel for accounting and auditing purposes.

A summary of the Tunnel-dient-Endpoint Attribute format is shown
below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
I R R i e e s T R S R O R T S T T I i S S R S e e e i =
I Type | Length | Tag | String ...
I R R i e e s T R S R O R T S T T I i S S R S e e e i =

Type
66 for Tunnel -C i ent-Endpoint.

Lengt h
>= 3
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Tag

The Tag field is one octet in length and is intended to provide a
means of grouping attributes in the sane packet which refer to the
same tunnel. |If the value of the Tag field is greater than 0x00
and | ess than or equal to Ox1F, it SHOULD be interpreted as

i ndi cati ng which tunnel (of several alternatives) this attribute
pertains. |If the Tag field is greater than Ox1F, it SHOULD be
interpreted as the first byte of the following String field.

String

The format of the address represented by the String field depends
upon the val ue of the Tunnel - Medi um Type attri bute.

[ f Tunnel - Medi um Type is IPv4 (1), then this string is either the
fully qualified domain name (FQDN) of the tunnel client machine,
or it is a "dotted-decimal" |IP address. Conformant

i mpl ement ati ons MJUST support the dotted-decimal format and SHOULD
support the FQDN fornat for |P addresses.

[ f Tunnel - Medi um Type is IPv6 (2), then this string is either the
FQDN of the tunnel client nmachine, or it is a text representation
of the address in either the preferred or alternate form[17].
Conf ormant inpl enentati ons MJUST support the preferred form and
SHOULD support both the alternate text formand the FQDN for mat
for 1 Pv6 addresses.

I f Tunnel - Medi um Type is neither 1 Pv4 nor IPv6, this string is a
tag referring to configuration data |ocal to the RADIUS client
that describes the interface and nmedi um specific address to use.

3.4. Tunnel - Server - Endpoi nt
Descri ption

This Attribute indicates the address of the server end of the
tunnel. The Tunnel - Server-Endpoi nt Attribute MAY be included (as
a hint to the RADIUS server) in the Access-Request packet and MJST
be included in the Access-Accept packet if the initiation of a
tunnel is desired. It SHOULD be included in Accounting- Request
packets which contain Acct-Status-Type attributes with val ues of
either Start or Stop and which pertain to a tunnel ed session.
This Attribute, along with the Tunnel -Cd i ent-Endpoi nt and Acct-
Tunnel - Connection-1D Attributes [11], may be used to provide a
gl obal Iy unique neans to identify a tunnel for accounting and
audi ting purposes.
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A summary of the Tunnel - Server-Endpoint Attribute format is shown
below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
I R R i e e s T R S R O R T S T T I i S S R S e e e i =
I Type | Lengt h | Tag | String ...

I R R i e e s T R S R O R T S T T I i S S R S e e e i =

Type
67 for Tunnel - Server-Endpoi nt.

Lengt h
>= 3

Tag
The Tag field is one octet in length and is intended to provide a
means of grouping attributes in the sane packet which refer to the
same tunnel. |If the value of the Tag field is greater than 0x00
and | ess than or equal to Ox1F, it SHOULD be interpreted as
i ndi cati ng which tunnel (of several alternatives) this attribute
pertains. |If the Tag field is greater than Ox1F, it SHOULD be
interpreted as the first byte of the following String field.

String
The format of the address represented by the String field depends
upon the val ue of the Tunnel - Medi um Type attri bute.

[ f Tunnel - Medi um Type is IPv4 (1), then this string is either the
fully qualified domain name (FQDN) of the tunnel client machine,
or it is a "dotted-decimal" |IP address. Conformant

i mpl erent ati ons MJUST support the dotted-decimal format and SHOULD
support the FQDN format for |P addresses.

[ f Tunnel - Medi um Type is IPv6 (2), then this string is either the
FQDN of the tunnel client nmachine, or it is a text representation
of the address in either the preferred or alternate form[17].
Conf ormant inpl enentati ons MJUST support the preferred form and
SHOULD support both the alternate text formand the FQDN for mat
for 1 Pv6 addresses.

[ f Tunnel - Medi um Type is not IPv4 or IPv6, this string is a tag

referring to configuration data local to the RADIUS client that
descri bes the interface and nmedi um specific address to use.
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3.5. Tunnel - Password

Descri ption
This Attribute may contain a password to be used to authenticate
to a renote server. It may only be included in an Access- Accept
packet .

A sumary of the Tunnel -Password Attribute format is shown bel ow.
The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Type | Length | Tag | Sal t

il s T T S S S S S i N T i ST S S S S S e e L T 2
Salt (cont) | String ...

I I i s S I S S

Type
69 for Tunnel - Password

Lengt h
>= 5

Tag

The Tag field is one octet in length and is intended to provide a
means of grouping attributes in the sane packet which refer to the
same tunnel. Valid values for this field are 0x01 through Ox1F
inclusive. |If the value of the Tag field is greater than 0x00 and
| ess than or equal to Ox1F, it SHOULD be interpreted as indicating
whi ch tunnel (of several alternatives) this attribute pertains;

ot herwi se, the Tag field SHOULD be ignored.

Sal t
The Salt field is two octets in length and is used to ensure the
uni queness of the encryption key used to encrypt each instance of
the Tunnel - Password attribute occurring in a given Access- Accept
packet. The nost significant bit (leftnost) of the Salt field
MUST be set (1). The contents of each Salt field in a given
Access- Accept packet MJST be uni que.

String
The plaintext String field consists of three |ogical sub-fields:
t he Data-Length and Password sub-fields (both of which are
required), and the optional Padding sub-field. The Data-Length
sub-field is one octet in length and contains the |length of the
unencrypted Password sub-field. The Password sub-field contains
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the actual tunnel password. |[If the conbined Iength (in octets) of
the unencrypted Data-Length and Password sub-fields is not an even
multiple of 16, then the Padding sub-field MJST be present. If it
is present, the length of the Padding sub-field is variable,
between 1 and 15 octets. The String field MIST be encrypted as
foll ows, prior to transm ssion:

Construct a plaintext version of the String field by

concatenating the Data-Length and Password sub-fields. |If
necessary, pad the resulting string until its length (in
octets) is an even multiple of 16. It is reconmmended that zero

octets (0x00) be used for padding. Call this plaintext P.

Call the shared secret S, the pseudo-random 128-bit Request

Aut henticator (fromthe correspondi ng Access- Request packet) R,
and the contents of the Salt field A Break P into 16 octet
chunks p(1), p(2)...p(i), where i = len(P)/16. Call the

ci phertext blocks c(1), c(2)...c(i) and the final ciphertext C
Internmedi ate values b(1), b(2)...c(i) are required. Encryption
is performed in the followi ng manner (’+ indicates

concat enati on):

b(1) = MD5(S + R + A c(1l) = p(1) xor b(1) C =c(1)

b(2) = MD5(S + c(1)) c(2) = p(2) xor b(2) C=C+ c(2)

b(i) = MB(S + c(i-1)) c(i) = p(i) xor b(i) C=C+ c(i)
The resulting encrypted String field will contain

c(1)+c(2)+...+c(i).

On receipt, the process is reversed to yield the plaintext String.

3.6. Tunnel -Private-Goup-I1D
Descri ption

This Attribute indicates the group ID for a particular tunnel ed
session. The Tunnel-Private-Goup-1D Attribute MAY be included in
the Access-Request packet if the tunnel initiator can pre-
determ ne the group resulting froma particular connection and
SHOULD be included in the Access-Accept packet if this tunne
session is to be treated as belonging to a particular private
group. Private groups nmay be used to associate a tunnel ed session
with a particular group of users. For example, it may be used to
facilitate routing of unregistered |IP addresses through a
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particular interface. It SHOULD be included in Accounting-Request
packets which contain Acct-Status-Type attributes with val ues of
either Start or Stop and which pertain to a tunnel ed sessi on.

A sunmary of the Tunnel -Private-Goup-ID Attribute format is shown
below. The fields are transmitted fromleft to right.

0 1 2 3
012345678901234567890123456789¢01
Fo e e e e e e e e de Fe e e e e e e e e e e e e e e e e e e e e -

| Type | Lengt h | Tag | String ...
Fo e e o o e e e e Fe Fe o e e e e e e e e e e e e e e e e e e e -

Type
81 for Tunnel -Private-G oup-ID.

Lengt h
>= 3

Tag
The Tag field is one octet in length and is intended to provide a
means of grouping attributes in the sanme packet which refer to the
same tunnel. |If the value of the Tag field is greater than 0x00
and |l ess than or equal to Ox1F, it SHOULD be interpreted as
i ndi cati ng which tunnel (of several alternatives) this attribute
pertains. |If the Tag field is greater than Ox1F, it SHOULD be
interpreted as the first byte of the following String field.

String
This field nust be present. The group is represented by the
String field. There is no restriction on the format of group |Ds.

3.7. Tunnel - Assi gnnent-1D
Descri ption

This Attribute is used to indicate to the tunnel initiator the
particular tunnel to which a session is to be assigned. Sone
tunneling protocols, such as PPTP and L2TP, allow for sessions
bet ween the sane two tunnel endpoints to be multiplexed over the
same tunnel and also for a given session to utilize its own

dedi cated tunnel. This attribute provides a mechani smfor RAD US
to be used to informthe tunnel initiator (e.g. PAC, LAC) whether
to assign the session to a multiplexed tunnel or to a separate
tunnel. Furthernmore, it allows for sessions sharing nultiplexed
tunnels to be assigned to different multiplexed tunnels.
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Zorn,

A particular tunneling inplenmentati on may assign differing
characteristics to particular tunnels. For exanple, different
tunnel s may be assigned different QOS paraneters. Such tunnels
nmay be used to carry either individual or nultiple sessions. The
Tunnel - Assignnent-1D attribute thus allows the RADIUS server to
indicate that a particular session is to be assigned to a tunnel
that provides an appropriate |level of service. It is expected
that any QOS-related RADI US tunneling attributes defined in the
future that acconpany this attribute will be associated by the
tunnel initiator with the ID given by this attribute. In the
meanti nme, any semantic given to a particular ID string is a matter
left to local configuration in the tunnel initiator

The Tunnel - Assignment-I1D attribute is of significance only to
RADI US and the tunnel initiator. The IDit specifies is intended
to be of only local use to RADIUS and the tunnel initiator. The
I D assigned by the tunnel initiator is not conveyed to the tunne
peer .

This attribute MAY be included in the Access-Accept. The tunnel
initiator receiving this attribute MAY choose to ignore it and
assign the session to an arbitrary mnultiplexed or non-nultipl exed
tunnel between the desired endpoints. This attribute SHOULD al so
be included in Accounting-Request packets which contain Acct-
Status-Type attributes with values of either Start or Stop and
which pertain to a tunnel ed session.

If a tunnel initiator supports the Tunnel - Assignnment-1D Attribute,
then it should assign a session to a tunnel in the follow ng
manner :

If this attribute is present and a tunnel exists between the
specified endpoints with the specified ID, then the session
shoul d be assigned to that tunnel

If this attribute is present and no tunnel exists between the
specified endpoints with the specified ID, then a new tunnel
shoul d be established for the session and the specified ID
shoul d be associated with the new tunnel

If this attribute is not present, then the session is assigned
to an unnamed tunnel. |f an unnamed tunnel does not yet exi st
bet ween t he specified endpoints then it is established and used
for this and subsequent sessions established wi thout the
Tunnel - Assignnent-1D attribute. A tunnel initiator MJST NOT
assign a session for which a Tunnel - Assignnent-1D Attribute was
not specified to a naned tunnel (i.e. one that was initiated by
a session specifying this attribute).
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Note that the same ID nmay be used to name different tunnels if
such tunnel s are between different endpoints.

A sunmary of the Tunnel - Assignnent-ID Attribute format is shown
below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
I R R i e e s T R S R O R T S T T I i S S R S e e e i =
I Type | Lengt h | Tag | String ...

I R R i e e s T R S R O R T S T T I i S S R S e e e i =

Type
82 for Tunnel - Assi gnment -1 D

Lengt h
>= 3

Tag
The Tag field is one octet in length and is intended to provide a
means of grouping attributes in the sanme packet which refer to the
same tunnel. |If the value of the Tag field is greater than 0x00
and | ess than or equal to Ox1F, it SHOULD be interpreted as
i ndi cati ng which tunnel (of several alternatives) this attribute
pertains. |If the Tag field is greater than Ox1F, it SHOULD be
interpreted as the first byte of the following String field.

String
This field nust be present. The tunnel IDis represented by the
String field. There is no restriction on the format of the ID.

3.8. Tunnel - Preference
Descri ption

If nmore than one set of tunneling attributes is returned by the
RADI US server to the tunnel initiator, this Attribute SHOULD be
included in each set to indicate the relative preference assigned
to each tunnel. For exanple, suppose that Attributes describing
two tunnels are returned by the server, one with a Tunnel - Type of
PPTP and the other with a Tunnel - Type of L2TP. |If the tunnel
initiator supports only one of the Tunnel -Types returned, it wll
initiate a tunnel of that type. |[If, however, it supports both
tunnel protocols, it SHOULD use the val ue of the Tunnel - Preference
Attribute to decide which tunnel should be started. The tunnel
having the nunerically |owest value in the Value field of this
Attribute SHOULD be given the highest preference. The val ues
assigned to two or nore instances of the Tunnel - Preference
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Attribute within a given Access-Accept packet MAY be identical

In this case, the tunnel initiator SHOULD use |ocally configured
metrics to decide which set of attributes to use. This Attribute
MAY be included (as a hint to the server) in Access-Request
packets, but the RADI US server is not required to honor this hint.

A sumary of the Tunnel -Preference Attribute format is shown bel ow.
The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Type | Length | Tag | Val ue

il s T T S S S S S i N T i ST S S S S S e e L T 2
Val ue (cont) |

I I i s S I S S

Type
83 for Tunnel - Preference

Lengt h
Al ways 6.

Tag
The Tag field is one octet in length and is intended to provide a
means of grouping attributes in the sane packet which refer to the
same tunnel. Valid values for this field are 0x01 through Ox1F
inclusive. |If the Tag field is unused, it MJST be zero (0x00).

Val ue
The Value field is three octets in length and indicates the
preference to be given to the tunnel to which it refers; higher
preference is given to | ower values, with 0x000000 bei ng nost
preferred and OxFFFFFF | east preferred.

3.9. Tunnel-dient-Auth-1D
Descri ption

This Attribute specifies the name used by the tunnel initiator
during the authentication phase of tunnel establishnment. The
Tunnel -Client-Auth-1D Attribute MAY be included (as a hint to the
RADI US server) in the Access-Request packet, and MJST be incl uded
in the Access-Accept packet if an authentication nanme other than
the default is desired. This Attribute SHOULD be included in
Account i ng- Request packets which contain Acct- Status-Type
attributes with values of either Start or Stop and which pertain
to a tunnel ed session
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A sunmary of the Tunnel-dient-Auth-1D Attribute format is shown
below. The fields are transmitted fromleft to right.

0 1 2 3
012345678901234567890123456789¢01
Fo e e e e e e e e de Fe e e e e e e e e e e e e e e e e e e e e -

| Type | Lengt h | Tag | String ...
Fo o e o e e e e e de Fo e e e e e e e e e e e e Fe e e e e e e e -

Type
90 for Tunnel-dient-Auth-1D

Lengt h
>= 3

Tag
The Tag field is one octet in length and is intended to provide a
means of grouping attributes in the sane packet which refer to the
same tunnel. |If the value of the Tag field is greater than 0x00
and | ess than or equal to Ox1F, it SHOULD be interpreted as
i ndi cati ng which tunnel (of several alternatives) this attribute
pertains. |If the Tag field is greater than Ox1F, it SHOULD be
interpreted as the first byte of the following String field.

String
This field nust be present. The String field contains the
aut hentication name of the tunnel initiator. The authentication
nane SHOULD be represented in the UTF-8 charset.

3.10. Tunnel -Server-Auth-1D
Descri ption

This Attribute specifies the name used by the tunnel term nator
during the authentication phase of tunnel establishnment. The
Tunnel -Client-Auth-1D Attribute MAY be included (as a hint to the
RADI US server) in the Access-Request packet, and MJST be incl uded
in the Access-Accept packet if an authentication nanme other than
the default is desired. This Attribute SHOULD be included in
Account i ng- Request packets which contain Acct- Status-Type
attributes with values of either Start or Stop and which pertain
to a tunnel ed session

A sunmary of the Tunnel -Server-Auth-1D Attribute format is shown
below. The fields are transmtted fromleft to right.
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Req
0+
0+
0+
0+
0
0+
0
0+
0+
0+

0
0+
0-1

Zor

0 1 2 3
01234567890123456789012345678901
I R R i e e s T R S R O R T S T T I i S S R S e e e i =
I Type | Lengt h | Tag | String ...

I R R i e e s T R S R O R T S T T I i S S R S e e e i =

Type
91 for Tunnel -Server-Aut h-1D

Lengt h
>= 3

Tag
The Tag field is one octet in length and is intended to provide a
means of grouping attributes in the sane packet which refer to the
same tunnel. |If the value of the Tag field is greater than 0x00
and | ess than or equal to Ox1F, it SHOULD be interpreted as
i ndi cati ng which tunnel (of several alternatives) this attribute
pertains. |If the Tag field is greater than Ox1F, it SHOULD be
interpreted as the first byte of the following String field.

String
This field nust be present. The String field contains the
aut hentication name of the tunnel termi nator. The authentication
nane SHOULD be represented in the UTF-8 charset.

Tabl e of Attributes

The followi ng table provides a guide to which of the above attributes
may be found in which kinds of packets, and in what quantity.

uest Accept Reject Challenge Acct-Request # Attribute

0+ 0 0 0-1 64 Tunnel - Type

0+ 0 0 0-1 65 Tunnel - Medi um Type

0+ 0 0 0-1 66 Tunnel - d i ent - Endpoi nt
0+ 0 0 0-1 67 Tunnel - Server - Endpoi nt
0+ 0 0 0 69 Tunnel - Password

0+ 0 0 0-1 81 Tunnel - Private-Goup-1D
0+ 0 0 0-1 82 Tunnel - Assi gnnent -1 D

0+ 0 0 0 83 Tunnel - Preference

0+ 0 0 0-1 90 Tunnel-dient-Auth-1D
0+ 0 0 0-1 91 Tunnel - Server-Auth-1D

The followi ng table defines the neaning of the above table entries.
This attribute MJUST NOT be present in packet.

Zero or nore instances of this attribute MAY be present in packet.
Zero or one instance of this attribute MAY be present in packet.
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5. Security Considerations

The Tunnel - Password Attribute nay contain informati on which should
only be known to a tunnel endpoint. However, the nmethod used to hide
the value of the attribute is such that intervening RADI US proxies
wi Il have know edge of the contents. For this reason, the Tunnel -
Password Attribute SHOULD NOT be included in Access-Accept packets
whi ch may pass through (relatively) untrusted RADIUS proxies. In
addi ti on, the Tunnel -Password Attribute SHOULD NOT be returned to an
unaut henticated client; if the correspondi ng Access- Request packet
did not contain a verified instance of the Signature Attribute [15],
the Access- Accept packet SHOULD NOT contain an instance of the
Tunnel - Password Attri bute.

Tunnel protocols offer various |evels of security, fromnone (e.g.
PPTP) to strong (e.g., IPSec). Note, however, that in the conpul sory
tunnel ing case any security measures in place only apply to traffic
between the tunnel endpoints. In particular, end-users SHOULD NOT
rely upon the security of the tunnel to protect their data;
encryption and/or integrity protection of tunneled traffic MJST NOT
be considered as a replacenent for end-to-end security.

6. | ANA Consi derati ons

Thi s docunent defines a nunber of "magic" nunbers to be naintained by
the 1 ANA. This section explains the criteria to be used by the | ANA
to assign additional nunbers in each of these lists. The follow ng
subsections describe the assignnent policy for the namespaces defined
el sewhere in this docunent.

6.1. Tunnel-Type Attribute Val ues
Val ues 1-12 of the Tunnel -Type Attribute are defined in Section 5. 1;
the remai ning val ues are available for assignnent by the ANA with
| ETF Consensus [ 16].

6.2. Tunnel - Medi um Type Attribute Val ues
Val ues 1-15 of the Tunnel - Medi um Type Attribute are defined in
Section 5.2; the renaining values are avail abl e for assignnment by the
| ANA with | ETF Consensus [16].
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11.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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