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Tel net Aut hentication: Kerberos Version 4
Status of this Meno

This neno defines an Experinmental Protocol for the Internet
community. Discussion and suggestions for inprovenent are requested.
Pl ease refer to the current edition of the "I AB Oficial Protocol

St andards" for the standardi zation state and status of this protocol.
Distribution of this neno is unlimted.

1. Command Names and Codes
Aut henti cati on Types
KERBEROS V4 1

Subopti on Conmands
AUTH
REJECT
ACCEPT

CHALLENGE
RESPONSE

~ArWNEFLO

2.  Command Meani ngs

| AC SB AUTHENTI CATI ON | S <aut henti cati on-type-pair> AUTH <ker ber os
ti cket and authenticator> | AC SE

This is used to pass the Kerberos ticket to the renpte side of the

connection. The first octet of the <authentication-type-pair>

value is KERBEROCS V4, to indicate the usage of Kerberos version 4.
| AC SB AUTHENTI CATI ON REPLY <aut henti cati on-type-pair> ACCEPT | AC SE

This conmand i ndi cates that the authenticati on was successful .

| AC SB AUTHENTI CATI ON REPLY <aut henti cati on-type-pair> REJECT
<optional reason for rejection> | AC SE

This conmand i ndi cates that the authentication was not successful,

and if there is any nore data in the sub-option, it is an ASCl
text nmessage of the reason for the rejection
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3.

| AC SB AUTHENTI CATI ON | S <aut henti cati on-type-pair> CHALLENGE
<encrypted chal | enge> | AC SE

| AC SB AUTHENTI CATI ON REPLY <aut henti cati on-type-pair> RESPONSE
<encrypted response> | AC SE

These two commands are used to perform nutual authentication.

They are only used when the AUTH HOW MJTUAL bit is set in the
second octet of the authentication-type-pair. After successfully
sendi ng an AUTH and receiving an ACCEPT, a CHALLENGE is sent. The
challenge is a random 8 byte nunber with the nost significant byte
first, and the least significant byte last. Wen the CHALLENGE
command is sent, the "encrypted challenge" is the 8-byte-chall enge
encrypted in the session key. Wen the CHALLENGE conmand i s
received, the contents are decrypted to get the original 8-byte-
chal l enge, this value is then increnented by one, re-encrypted
with the session key, and returned as the "encrypted response" in
t he RESPONSE conmand. The receiver of the RESPONSE conmmand
decrypts the "encrypted response”, and verifies that the resultant
value is the original 8-byte-challenge increnmented by one.

The "encrypted chall enge" val ue sent/received in the CHALLENGE
command is also encrypted with the session key on both sides of
the session, to produce a random 8-byte key to be used as the
default key for the ENCRYPTI ON opti on.

I mpl erent ati on Rul es

If the second octet of the authentication-type-pair has the AUTH WHO
bit set to AUTH CLI ENT_TO SERVER, then the client sends the initial
AUTH conmand, and the server responds with either ACCEPT or REJECT
In addition, if the AUTH HOWbit is set to AUTH HOWN MJTUAL, and the
server responds with ACCEPT, then the client then sends a CHALLENGE
and the server sends a RESPONSE

If the second octet of the authentication-type-pair has the AUTH WHO
bit set to AUTH SERVER TO CLIENT, then the server sends the initia
AUTH conmand, and the client responds with either ACCEPT or REJECT.
In addition, if the AUTH HOWbit is set to AUTH HOWN MJTUAL, and the
client responds with ACCEPT, then the server then sends a CHALLENGE
and the client sends a RESPONSE

The authenticator (Kerberos Principal) used is of the form
"rcnd. host @ eal nt'.

Exanpl es

User "joe" may wish to log in as user "pete" on machine "foo". |If
"pete" has set things up on "foo" to allow "joe" access to his
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account, then the client would send | AC SB AUTHENTI CATI ON NAME " pete"
| AC SE | AC SB AUTHENTI CATI ON | S KERBEROS V4 AUTH <j oe’ s ker beros
ticket> | AC SE The server would then authenticate the user as "joe"
fromthe ticket information, and since "pete" is allowing "joe" to
use his account, the server woul d send back ACCEPT. If nutua
authentication is being used, the the client would send a CHALLENGE
and verify the RESPONSE that the server sends back

dient Ser ver
| AC DO AUTHENTI CATI ON

| AC W LL AUTHENTI CATI ON

[ The server is now free to request authentication information.

]

| AC SB AUTHENTI CATI ON SEND
KERBEROS V4 CLI ENT| MUTUAL
KERBERCS_V4 CLI ENT| ONE_WAY | AC

SE
[ The server has requested nmutual Version 4 Kerberos
authentication. |f nutual authentication is not supported,
then the server is willing to do one-way authentication
The client will now respond with the nane of the user that it

wants to log in as, and the Kerberos ticket. ]
| AC SB AUTHENTI CATI ON NAME
"pete" I AC SE
| AC SB AUTHENTI CATION I S
KERBERCS V4 CLI ENT| MUTUAL AUTH
<ker beros ticket information>

| AC SE
[ The server responds with an ACCEPT command to state that the
aut henti cati on was successful. ]

| AC SB AUTHENTI CATI ON REPLY
KERBEROS V4 CLI ENT| MUTUAL ACCEPT
| AC SE
[ Next, the client sends across a CHALLENGE to verify that it is
really talking to the right server. ]
| AC SB AUTHENTI CATION I S
KERBERCS V4 CLI ENT| MJUTUAL
CHALLENGE xX XX XX XX XX XX XX
xx | AC SE
[ Lastly, the server sends across a RESPONSE to prove that it
really is the right server
| AC SB AUTHENTI CATI ON REPLY
KERBEROS V4 CLI ENT| MUTUAL

RESPONSE yy yy yy Yy YY VY Yy Yy
| AC SE
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Security Considerations

The ability to negotiate a commopn aut henticati on nmechani sm bet ween
client and server is a feature of the authentication option that
shoul d be used with caution. Wen the negotiation is perforned, no
aut hentication has yet occurred. Therefore, each system has no way
of knowi ng whether or not it is talking to the systemit intends. An
intruder could attenpt to negotiate the use of an authentication
systemwhich is either weak, or already conpronised by the intruder.
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