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Status of this Meno

This neno describes the Host Access Protocol inplenented in the

Terrestrial Wdeband Network (TWBNET). It obsol etes nost but not al
of RFC 907. This neno provides information for the Internet
comunity. It does not specify an Internet standard. Distribution

of this nenp is unlimted.
Pr ef ace

This nenp specifies the Host Access Protocol (HAP). HAP is a Network
| ayer (OSI Layer 3 | ower) access protocol that was first inplenmented
about a decade ago for the DARPA/ DCA sponsored W deband Packet
Satellite Network (VWBNET), the precursor of the current Terrestrial

W deband Network (TWBNET). This version of the specification

obsol etes references [1] and [2] in addition to nost of RFC 907.

HAP i s a devel oprmental protocol, and will be revised as new
capabilities are added and unused features are elininated or revised.
One reason that HAP is being revised nowis that, unlike the original
VWBNET' s satellite channel, the TWBNET's Tl fiber |links are not a
broadcast nedium This has pronpted sonme changes to the protocol
that will permt greater efficiency in a nmesh topol ogy network.

Anot her cause of revision is the need to nake HAP able to support a
variety of OSI |ayer 3 upper protocols, such as DECNET Phase V, ST,
and CLNP, where before only Internet Protocol (IP) was used.

Appendi x B descri bes how backward conpatibility with the ol der |P-
only version of HAP is achieved. A third cause of protocol changes
is the desire to sinplify interaction between ST2 protocol (RFC 1190)
agents and the TWBNET. This has nainly affected the way certain
setup errors are handl ed. These changes are expected to be backward
conpati bl e. Appendix A describes two capabilities that nay be added
to HAP in the future.

One of the protocol enhancenents, "Group Streans", described in
reference [2] has been elinm nated. There are no known applications
that use the feature. As described in Appendix A a new nmechani sm
to be called "shared streans”, capable of providing equival ent
capabilities will be inplemented if needed. Changes in [2] that have
been retai ned include various query/reply control nessages that

permit a host to determ ne what resources it owns (nostly useful for
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cleanup followi ng a host reboot or crash).

Thi s docunent assunes the reader is familiar with DoD internetworking
t er mi nol ogy.

1. Introduction

The Host Access Protocol (HAP) is a network |ayer protocol (as is
X.25). ("Network layer" here neans ISO | ayer 3 |ower, the protocol

| ayer below the DoD Internet Protocol (IP) layer [3] and above any
link |ayer protocol.) HAP defines the different types of host-to-
network control nessages and host-to-host data nmessages that nay be
exchanged over the access link connecting a host and the network
packet switch node. The protocol establishes formats for these
nmessages, and descri bes procedures for determ ning when each type of
nmessage should be transnitted and what it neans when one is received.

HAP has been inplenmented in the wi de-area network called the
Terrestrial Wdeband Network (TWBNET) [5] and in the routers and
ot her hosts that connect to TWBNET. The packet switch nodes that
conpose the TWBNET are call ed Wdeband Packet Swi tches (WPS).

Both the precursor to HAP, the Host/SATNET Protocol [6], used in the
Atlantic Packet Satellite Network (SATNET) and the Mobile Access
Termi nal Network (MATNET [7]), and HAP, used in the original Wdeband
Satellite Network (VWBNET) [8], were originally designed to provide
efficient access to the single satellite channel each network used to
connect all sites. The HAP protocol designers reflected sone of the
peculiarities of the single satellite channel environnent in the HAP
protocol itself. The current Terrestrial Wdeband Network (TWBNET)
utilizes T1-speed fiber connections between sites. Future networks
and TWBNET may use a combination of terrestrial connections and
satellite connections, and may have nore than one of each. The HAP
prot ocol has been changed to accommpdat e t hese extensions.

Section 2 presents an overview of HAP. Details of HAP formats and
nmessage exchange procedures are contained in Sections 3 through 10.
Further explanation of sonme of the topics addressed in this HAP
speci fication can be found in reference [1].

Any protocol enployed to provide sufficiently reliable nmessage
exchange over the Host-WPS link is assuned to be transparent to the
protocol defined in this docunent. Exanples of such |ink-Ieve
protocols are ARPANET 1822 | ocal and distant host [9], ARPANET VDH
protocol [9], and HDLC
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2. Overview

HAP can be characterized as a full duplex, nonreliable protocol with
an optional flow control mechanism HAP nessages fl ow sinultaneously
in both directions between the WPS and the host. Transmission is
nonreliable in the sense that the protocol does not provide any
guarantee of error-free sequenced delivery. |If error-free delivery
on the host’'s access link is required, it must be provided by the
link layer protocol below HAP. (Use of link layer protocols for this
purpose is not within the scope of this docunment.) HAP's flow
control mechani sm operates independently in each direction, but the
choice to enable flow control or not applies to both directions

t oget her.

HAP supports host-to-host comunication in two nodes corresponding to
the two types of HAP data nessages, datagram nessages and stream
nmessages. Each type of nmessage can be up to 2048 octets in |ength.
The basic transm ssion service in the network i s datagram service.

Dat agrans are variabl e | ength, unsequenced, independent, and delivery
is not guaranteed. The HAP header of each datagram determ nes the
processi ng of the nessage.

On this datagram service base a "streanm service is built. Stream
servi ce provides network bandw dt h guarantees, but requires explicit
setup and teardown operations to allocate and deal | ocate network
resources. Streamtraffic is best suited for continuous nedia
traffic, but may al so be used to obtain the | owest possible network
delay. Host streans are established by a setup nessage exchange

bet ween the host and the network prior to the comrencenent of data
flow. Although established host streams can have their
characteristics nodified by subsequent setup nessages while they are
in use, the fixed allocation properties of streans relative to
datagrans i npose rather strict requirements on the source of the
traffic using the stream Streamtraffic arrivals must match the
stream al l ocation both in interarrival tinme and nessage size if
reasonabl e efficiency is to be achieved. The characteristics and use
of datagrans and streans are described in detail in Sections 3 and 4
of this docunent.

Bot h datagram and stream transm ssion in the network use | ogica
addressing. Each host on the network is assigned a permanent 16-bit
| ogi cal address which is independent of the physical port on the WS
to which it is attached. These 16-bit |ogical addresses are present
in all Host-to-WPS and WPS-t o- Host data nessages.

HAP supports nulticast addressing via "groups". Milticast addressing

is provided primarily to support the nulti-destination delivery
required for conferencing applications. Goup addresses are
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dynamically created and del eted by the use of setup nessages
exchanged between a host and the WPS. Menbership in a group nay be
any arbitrary subset of the network hosts. A nessage addressed to a
group address is delivered to all hosts that are menbers of that
group, except the sender. Once a nulticast address has been created,
any nmenber host nay use that address, not just the creator.

Al t hough HAP does not guarantee error-free delivery, error control is
an inportant aspect of the protocol design. HAP error control is
concerned with both local transfers between a host and its |ocal WS
and transfers through the network to the destination(s). The WS

of fers users a choice of network error protection options based on
the network’s ability to selectively send nessages over its

transm ssion nedia at different forward error correction (FEC) rates.
These FEC options are referred to as reliability levels. Four
reliability levels (low, mediumlow, nediumhigh, and high) are

avail able. The precise error rate provided by each reliability |eve
i s not specified.

Vari ous checksum and CRC mechani sns are enployed in the network to
provide an error detection capability. A host has an opportunity
when sendi ng a nessage to indicate whether the nessage shoul d be
delivered to its destination or discarded if a data error is detected
by the network. Each nmessage received by a host fromthe network
will have a flag indicating whether or not an error was detected in
that particul ar nmessage. A host can decide on a per-nessage basis
whether or not it wants to accept or discard transm ssions containing
data errors.

For connection of a host and WPS in close proxinmity, error rates due
to external noise or hardware failures on the access circuit may
reasonably be expected to be nuch smaller than the best network trunk
circuit error rates. Thus for this case, little is gained by using
error detection and retransm ssion on the access circuit. A 16-bit
header checksumis provided, however, to ensure that WPSen do not act
on incorrect control information. For relatively |ong distances or
noi sy connections, retransm ssions over the access circuit may be
required to optimze performance for both low and high reliability

traffic. It is expected that link | ayer error control procedures
(such as HDLC with retransmission) will be used for this purpose, but
use of a reliable link layer protocol is not within the scope of this
docunent .

Each dat agram nessage subnmitted to the WPS by a host is marked as
being in one of three priority classes, frompriority 2 (highest)
through priority O (lowest). The priority class is used by the WPS
for arbitrating contention for scarce network resources (e.g., link
bandwi dth). That is, if the network cannot deliver all of the
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of fered nessages, high priority nessages will be delivered in
preference to low priority nessages. Priority level affects the
order of access to intersite Iink bandwi dth and the order of nessage
delivery at the destination WPS

Each stream nessage al so has three priority classes, frompriority 2
(highest) through priority O (lowest). In addition, streans

t hensel ves have three precedence cl asses, from precedence 2 (highest)
t hrough precedence 0. A stream of higher precedence can preenpt a
stream of | ower precedence at setup time. Stream nessage priority
provi des a nechanismfor a | ow bandw dth host to receive a high-
bandwi dth stream and sel ectively discard nessages nmarked as | ess

i nportant by the sender. Stream nessage priority does not affect the
order of delivery of stream nessages between the source and the

desti nati on.

Dat agram and stream nessages being presented to the WPS by a host nay
not be accepted for a nunber of reasons: priority too |ow,
destination dead, |lack of buffers in the source WS, etc. The host
faces a simlar situation with respect to handling nmessages fromthe
WPS. To pernit the receiver of a nessage to informthe sender of the
| ocal disposition of its nessage, an acceptance/refusal (AR
mechanismis inplenmented. The nechanismis the externa

mani festation of the WPS's (or host’s) internal flow and congestion
control algorithm |If A/Rs are enabled, an explicit or inplicit
acceptance or refusal for each nessage is returned to the host by the
WPS (and conversely). This allows the host (or WPS) to retry refused
nmessages at its discretion and can provide information useful for
optim zing the sending of subsequent nessages when the reason for
refusals is also provided. The A/R nmechani smcan be disabled to
provide a "pure discard" interface. The host’s choice to use the AR
mechani sm or not does not linmit its ability to send and receive
nmessages to any other hosts.

While the A/ R nmechani smallows control of individual nessage
transfers, it does not facilitate regulation of priority flows. Such
regul ation is handl ed by passing advisory status information (GOPRI)
across the Host-WPS interface indicating which priorities are
currently being accepted. As long as this infornmation, relative to
the change in priority status, is passed frequently, the sender can
avoi d originating nessages which are sure to be refused.

HAP defi nes both data nmessages (datagram nmessages and stream

nmessages) and link control nessages. Data nmessages are used to send
i nformati on between hosts on the network. Link control nessages are
exchanged between a host and the WPS to manage the | ocal access link.

Al'l ocation of network resources, such as streanms and groups, is
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acconpl i shed via an exchange of datagram nessages, called Setups,

bet ween t he user host and an agent inside the WPS called the "Service
Agent." Setups are used to reserve, allocate, nodify, free, and
deal | ocate network resources. FEach allocated resource has a unique
identifier which, when placed in an appropriate field in a nessage
header, allows that nessage to use the resource. E.g., after an
exchange of Setups to create a group address, a nessage nay be sent
to the group by placing the group address in the destination field of
that nessage. The Service Agent also pernits a host to inquire about
resources it owns.

Every HAP nmessage consists of an integral nunmber of 16-bit words
(i.e., an even nunber of octets). The first several words of the
nmessage always contain control information and are referred to as the
nmessage header. The first word of the nessage header identifies the
type of message which follows. The second word of the nessage header
is a checksumwhich covers all header information. Any nessage whose
recei ved header checksum does not match the checksum conputed on the
recei ved header information nust be discarded. The format of the
rest of the header depends on the specific nmessage type.

The formats and use of the individual nmessage types are detailed in
the followi ng sections. A comon format description is used for this
purpose. Wrds in a nessage are nunbered starting at zero (i.e.

zero is the first word of a nmessage header). Bits within a word are
nunbered fromzero (nost significant) to fifteen (least significant).
The notation used to identify a particular field location is:

<WORD#>{ - <WORD#>} [ <BI T#>{-<BI T#>} ] <description>

where optional elenents in {} are used to specify the (inclusive)
upper linmt of a range. The reader should refer to these field
identifiers for precise field size specifications. Fields which are
common to several nessage types are defined in the first section

whi ch uses them Only the nane of the field will usually appear in
the descriptions in subsequent sections.

Li nk-1 evel protocols used to support HAP can differ in the order in
which they transnmit the bits constituting HAP nmessages. The words of
the nmessage are transmitted fromword O to word N

3. Dat agram Messages

Dat agrans are one of the two nessage types provided by HAP, as
described in the previous section. Because network resources are not
reserved in advance for datagramtraffic, delivery of datagram
traffic is subject to greater delivery delays and del ay variance than
streamtraffic, and is subject to flow and congestion controls.
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Datagram priority determ nes which packets are delivered or discarded
when network resources do not pernit handling all of the presented
traffic. It is expected that datagram nessages will be used to
support the nmajority of conputer-to-conputer and terninal-to-conputer
traffic which is bursty in nature.

The format of datagram nessages and the purpose of each of the header
control fields is described in Figure 1.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S

0 | O] LB| GOPRI | 0 | FJ MESSAGE NUMBER |
S
1 | HEADER CHECKSUM |
S
2 | AR |
S
3 | OJILl D E PRI | TTL | RLY | RLEN |
S
4 | DESTI NATI ON HOST ADDRESS |
S
5 | SOURCE HOST ADDRESS |
S
6 | PROTOCOL I D |

S
I I
7-N : DATA :
I I

T S e e T S

DATAGRAM MESSAGE
Figure 1

0[ 0] Message Cass. This bit identifies the nessage as a
data nessage or a control nessage.

0 = Data Message
1 = Control Message
o[ 1] Loopback indicator. This bit allows the sender of a

nmessage to determine if its own nessages are being

| ooped back. The host and the WPS each use different
settings of this bit for their transmissions. |If a
nmessage arrives with the | oopback bit set equal to its
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out goi ng val ue, then the nessage has been | ooped.

0 = Sent by Host
1 = Sent by WS
0[ 2- 3] Go-Priority. In WPS-to-Host nessages, this field

provi des advi sory information concerning the | owest
priority currently being accepted by the WPS. The host
may optionally choose to provide simlar priority
information to the WPS.

0 = Low Priority
1 = MediumPriority
2 = High Priority
3 = (Reserved.)
0[ 4- 6] Reserved. Muist be zero.
o[ 7] Reserved. Must be zero. Fornerly used for WS

di agnosti c purposes.

0[ 8-15] Message Nunmber. This field contains the identification
of the nessage used by the acceptance/refusal (AR
mechani sm (when enabled). If the nmessage nunber is
zero, A/Ris disabled for this specific nmessage. See
Section 5 for a detailed description of the A/R
nmechani sm

1[ 0- 15] Header Checksum The checksumis the 2’ s-conpl enment of
the 2’ s-conpl ement sum of words 0-6 (excluding the
checksumword itself).

2[ 0- 15] Pi ggybacked A/AR.  This field may contain an
acceptance/refusal word providing AR status on traffic
flowing in the opposite direction. Its inclusion may
elimnate the need for a separate A/R control nessage
(see Section 5). A value of zero for this word is used
to indicate that no piggybacked A/R information is
present.

3[ 0] Dat a Message Type. This bit identifies whether the
nessage i s a datagram nessage or a stream nmessage.

0 = Dat agram Message
1 = Stream Message
3[ 1] IL flag. Cbsolete. Mist be zero. (See Appendix B.)
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3[ 2]

3[ 3]

3[ 4- 5]

3[ 6- 7]
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Discard Flag. This flag allows a source host to

i nstruct the network (including the destination host)
what to do with the nmessage when data errors are
detected (assuning the header checksumis correct).

0
1

Di scard nessage if data errors detected.
Don't discard nessage if data errors detected.

The value of this flag, set by the source host, is
passed on to the destination host.

Data Error Flag. This flag is used in conjunction with
the Discard Flag to indicate to the destination host
whet her any data errors have been detected in the
nmessage prior to transm ssion over the destination’s

WPS-t 0- Host access link. It is used only if Discard
Flag = 1. It should be set to zero by the source host.
O = No Data Errors Detected
1 = Data Errors Detected

Priority. The source host uses this field to specify
the priority with which the nmessage shoul d be handl ed
wi thin the network.

Low Priority
Medium Priority
High Priority
(Reserved.)

WN PO

The priority of each nessage is passed to the
destination host by the destination WPS

Ti me-to-Live Designator. The source host uses this
field to specify the maximumtinme that a nessage should
be allowed to exist within the network before being

del eted. Elapsed tine begins when the nessage has been
received by the WPS fromthe source host (or is sent by
a WPS agent) and is |ast checked when the nessage is
queued for transnission out the I/Ointerface to the
destination host. |If a nmessage is nulticast, each copy
is treated separately.

1 seconds
2 seconds
5 seconds
10 seconds

0
1
2
3
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3[ 8-9] Reliability. The source host uses this field to
specify the basic bit error rate requirenment for the
data portion of this nmessage. The source WPS uses this
field to deternmine the trunk circuit transm ssion
paranmeters and forward error correction |evel required
to provide that bit error rate.

O = Low Reliability

1 = Medium Low Reliability
2 = MediumH gh Reliability
3 = High Reliability

3[10-15] Reliability Length. The source host uses this field to
specify a portion of the user data which should be
transnitted at the highest reliability Ievel (I owest
bit error rate). Both the HAP nessage header words and
the first 2*<Reliability Length> octets of user data
will be transnitted at high reliability while the
remai nder of the user data will be transmtted at
whatever reliability level is specified in field 3[8-
9]. The reliability |l ength nechani smgives the user
the ability to transnit private header information
(e.g., IP and TCP headers) at a higher reliability
| evel than the remainder of the data.

4[ 0- 15] Destination Host Address. This field contains the
network | ogi cal address of the destination host.

5[ 0- 15] Source Host Address. This field contains the network
| ogi cal address of the source host.

6[ 0- 15] Protocol ID. This field specifies the next higher
| evel protocol. Protocol identifiers are assigned
admini stratively, except 0 which is reserved, and are
not part of this specification. See reference [10].

7-N Data. This field contains up to 16,384 bits (2048
octets) of user data, and nust be an even nunber of
octets.

4. Stream Messages

Stream nessages are the second nessage type provided by HAP, as
described in Section 2. Streans provide guaranteed bandw dt h between
the source and destination(s), and provide the m nimum delivery del ay
and del ay variance available in the network. Streans are suitable
for volatile traffic, such as speech, and for support of high duty
cycl e applications that require throughput guarantees.
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Streanms nust be created before stream nessages can flow fromhost to

host. The protocol

Section 6. 1.

to acconplish streamcreation is described in
Once established, a streamis allocated specific
network resources, such as bandwi dth. Wthin the bounds of its

stream al l ocation, a host is permtted considerable flexibility in
how it may use the stream Although the tinme to live, reliability,

and reliability length of each stream nessage is fixed at stream
t he destination |ogical address can vary from stream

setup tine,

nmessage to stream nessage.

A host can,

destination
Fi gure 2.

0[ 0]
o[ 1]
o[ 2- 3]

Ednond

therefore, nultiplex a variety of logical flows onto a
single stream as long as the streamwas set up to reach al

hosts. The format of stream nessages is described in

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
| O] LB| GOPRI | 0 | MESSAGE NUMBER |
T I S e o it SURS S
| HEADER CHECKSUM |
T S e e T S
I AR I
T S e e T S
| 111L] D E PR | HOST STREAM | D |
T T e e e T S
| DESTI NATI ON HOST ADDRESS |
T S e e T S
| SOURCE HOST ADDRESS |
T S e e T S
| PROTOCOL I D |
T S e e T S
I DATA I
I I

T S e e T S

STREAM MESSACE
Fi gure 2

Message Class = 0 (Data Message).
Loopback i ndi cat or

Go-Priority.
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0[ 4-7]

o[ 8- 15]

1[ 0- 15]

2[ 0- 15]
3[ 0]
3[ 1]
3[2]
3[ 3]

3[ 4- 5]

3[ 6- 15]

4] 0- 15]
5[ 0- 15]
6[ 0- 15]

7-N

Ednond
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Reser ved.

Message Number. This field serves the same purpose as
t he nessage nunber field in the datagram nessage.

Mor eover, a single nessage nunber sequence is used for
bot h datagram and stream nessages (see Section 5).

Header Checksum (See datagram checksum for
description.)

Pi ggybacked A/ R

Dat a Message Type = 1 (Stream

IL flag. Obsolete. Mist be zero.

Di scard Fl ag.

Data Error Fl ag.

Stream nessage priority. Note that all stream nessages
have priority over any datagram nessage. Priority wll
not affect the order of stream nessage delivery.

Low priority

Medium priority

High priority
Reserved

WN PO

Stream I D. The WPS uses this field to identify the
preal | ocated network resources (bandw dth all ocati ons,
queues, buffers, etc.) to use for delivery of the
nmessage. Streams and their identifying nunbers (stream
| Ds) are established by an explicit Create Stream
request (see Section 6.1).

Desti nati on Host Address.

Sour ce Host Address.

Protocol 1D

Data. This field contains up to 16,384 bits (2048

octets) of user data, and nust be an even nunber of
octets.
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5. Fl ow Control Messages

The WPS supports an acceptance/refusal (AR} nechanismin each
direction on the host access link. The A/R nechanismis enabled for
the link by the host by setting a bit in the Restart Conplete control
nmessage (see Section 8). Each datagram and stream nessage contains
an 8-bit nmessage nunber used to identify the nmessage for flow contro
purposes. Wen the A/R nmechanismis enabl ed, the nessage nunber is

i ncremented nodul o 256 in successive nessages, skipping over nessage
nunber zero (zero indicates that AAR s are disabled for that
nmessage). Up to 127 nessages nmay be outstandi ng (awaiting acceptance
or refusal) in each direction. |If the receiver of a nessage is
unabl e to accept the nessage, a refusal indication containing the
nmessage nunber of the refused nmessage and the reason for the refusa
is returned. The refusal indication may be piggybacked on data
nmessages in the opposite direction over the link or may be sent in a
separate control message in the absence of reverse data traffic.

Acceptance indications are returned in a simlar manner, either

pi ggybacked on data nmessages or in a separate control nmessage. An
acceptance is returned by the receiver to indicate that the
identified nmessage was received fromthe host access |ink and was not
refused. Acceptance indications returned by the WPS are not an end-
to-end acknow edgenent and do not inply any guarantee of delivery to
the destination host(s), or even any assurance that the nessage wil|
not be intentionally discarded by the network. They are sent
primarily to facilitate buffer managenent in the host.

To reduce the nunber of A/R nmessages exchanged, a single AR

i ndi cation can be returned for nmultiple (lower nunbered) previously
unacknow edged messages. Explicit acceptance of nmessage nunber N
inplies inplicit acceptance of outstanding nmessages with nunbers N1,
N-2, etc., according to the definition of acceptance outlined above.
Anal ogous interpretation of the refusal nessage nunber allows the
receiver of a group of nessages to reject themas a group when they
all are being refused for the same reason. As a further efficiency
nmeasure, HAP permits aggregation of any mx of AR indications into a
single A/R control message. Such a nessage ni ght be used, for
exanple, to reject a group of nessages where the refusal code on each
is different.

In some circunstances the overhead associated with processing AR
nmessages may prove unattractive. For these cases, it is possible to
di sabl e the A/ R nechani sm and operate the HAP interface in a purely
di scard node. The ability to effect this on a link basis has al ready
been noted (see Sections 2 and 8). |In addition, nmessages with
sequence nunber zero are taken as nessages for which the A/R
mechanismis selectively disabled. To permt critical feedback, even
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when operating in discard node, HAP defines an "Unnunbered Response"”
control message. Flow control information, and other information
whi ch cannot be sent as an A/R indication, is sent in an Unnunbered
Response control nessage. The format of this type of nmessage is
illustrated in Figure 5.

The format shown in Figure 3 is used both for AR indications that
are piggybacked on data nessages (word 2), and for aggregated A/ R
information in A/R control nessages. The format of A/R contro
nmessages i s shown in Figure 4.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
| AR| REFUSAL CCDE | A/ R MESSAGE NUMBER |
T S R S S T I Sy SUpu S

ACCEPTANCE/ REFUSAL WORD
Figure 3

[ 0] Accept ance/ Refusal Type. This field identifies whether
AR information is an acceptance or a refusal

0 = Acceptance
1 = Refusal
[1-7] Ref usal Code. When the Acceptance/ Refusal Type = 1,

this field gives the Refusal Code.

O = Priority not being accepted

1 = Source WPS congestion

2 = Destination WPS congestion

3 = Destination host dead

4 = Destination WPS dead

5 = Illegal destination host address
6 = Destination host access not all owed
7 = 1llegal source host address

8 = Message lost in access |ink

9 =1Invalid streamID

10 = Il legal source host for streamID
11 = Message length too | ong

12 = Stream nessage too early

13 = Illegal control nessage type

14 = Illegal refusal code in A/R

15 = Can’t inplenment |oop
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[ 8- 15]

0

1

2-N

0[ 0]

o[ 1]

o[ 2- 3]

0[ 4- 7]

0[ 8-11]

0[ 12- 15]

1[ 0- 15]
Ednond
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16 = Destination host congestion
17 = Delivery refused
18 = (dd byte length packet (not all owed)
19 = Invalid streamtinme-to-live val ue
20 = "Reliability length" exceeds nmessage | ength

Al R Message Number. This field contains the nunber of
the message to which this acceptance/refusal refers.
It also applies to all outstandi ng nessages with
earlier nunbers. Note that this field can never be
zero since a nessage number of zero inplies that the
A/ R mechani smis disabl ed.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
| 1] LB| GOPRI | 0 | LENGTH | 1 |
I S e T S
| HEADER CHECKSUM |
T S e e T S

| |
. AR s :
| |
M R S S S S

ACCEPTANCE/ REFUSAL MESSAGE
Figure 4

Message Class = 1 (Control Message).
Loopback i ndi cat or

Go-Priority.

Reser ved.

Message Length. This field contains the total |ength
of this nmessage in words (N+1).

Control Message Type = 1 (Acceptance/ Refusal).
Header Checksum The checksumis the 2’ s-conpl enment of

the 2’ s-conpl ement sum of words O-N (excluding the
checksumword itself).
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2[ 0- 15]

3-N

0

1

2

3

0[ 0]

o[ 1]

o[ 2- 3]

0[ 4- 7]

0[ 8-11]

0[ 12- 15]

1[ 0- 15]

2[ 0- 15]
Ednond

HAP2 Apri |

Accept ance/ Ref usal Word.

Addi ti onal Acceptance/ Refusal Wrds (optional).

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
| 1] LB| GOPRI | 0 | RES-CODE | 5 |
I S e T S
| HEADER CHECKSUM |
T S e e T S
| RESPONSE | NFO |
T S e e T S
| RESPONSE | NFO |
T S e e T S

UNNUMBERED RESPONSE
Figure 5

Message Class = 1 (Control Message).
Loopback i ndi cat or

Go-Priority.

Reser ved.

Response Code.

3 = Destination unreachabl e

5 = Illegal destination host address
7 = 1llegal source host address

9 = Nonexistent stream ID

10 = Illegal streamID

13 = Protocol violation

15 = Can’t inplenment |oop

Control Message Type = 5 (Unnunbered Response).

1991

Header Checksum The checksumis the 2’ s-conpl ement of

the 2’ s-conpl ement sum of words 0-3 (excluding the
checksumword itself).

Response Information. |If Response Code is:
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3: Destination Host Address

5: Destination Host Address

7: Source Host Address

9: Stream ID (right justified)

10: Stream ID (right justified)

13: Wrd 0 of offendi ng nessage

15: Wrd O of Loopback Request nessage

3[ 0-15] Response Information. |If Response Code is:

3,5,7, or 9: Undefined

10: Source Host Address

13: Wrd 3 of offending nmessage, or 0 if no word 3
15: Wrd 2 of Loopback Request nessage

6. The Service Agent

Al'l ocation of network resources, such as streans and groups, is
acconpl i shed via an exchange of datagram nessages, called Setup
nmessages, between the user host and the Service Agent (network
address zero). Setup operations include reserving, allocating,
nodi fyi ng, freeing, and deallocating resources. The Service Agent
causes the requested action to be carried out and serves as the

i nternediary between the user and the rest of the network. In the
process of inplenmenting the requested action, various network data
bases are updated to reflect the current state of the referenced
resource. The Service Agent also permits a host to inquire about
resources it owns using Informati on Request and Information Reply
nessages.

A setup interaction initiated by a host involves a 3-way exchange
where: (1) the requesting host sends a Setup Request to the Service
Agent, (2) the Service Agent returns a Setup Reply to the requesting
host, and (3) the requesting host returns a Setup Acknow edgrment to
the Service Agent. This procedure is used to ensure reliable

transni ssion of Setup Requests and Replies. In order to allow nore
than one Setup Request nessage froma host to be outstandi ng, each
Request is assigned a uni que Request ID. The associated Reply and
subsequent Acknow edgnment are identified by the Request ID that they
contain. The requesting host should receive a reply to a setup
request within 3 seconds. The actual delay will depend on the nature
of the request and the topol ogy of the network. For sinple networks,
the delay will often be | ess than one second. The requesting host
shoul d respond to a Reply with a Setup Acknow edgrment within one
second.

Set up exchanges initiated by the Service Agent involve a two-way
exchange where: (1) the Service Agent sends a Notification to
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af fected hosts, and (2) the hosts return a Setup Acknow edgnment to
the Service Agent. Notifications are used to informa host of
changes in the status of a network resource. |In order to allow nore
than one Notification to be outstanding, each is assigned a uni que
Notification ID. The Setup Acknow edgnent returned by the notified
host to the Service Agent mnust contain the Notification ID. The host
shoul d respond wi thin one second.

An information query is initiated by a host and invol ves a two-way
exchange where: (1) the host sends an |Informati on Request nessage to
the Service Agent, and (2) the Service Agent sends back an
Informati on Reply. There is no acknow edgnment nechani sm since this
request does not change any resource allocation. Furthernore, if

there is an error in the request, only one response will be sent by
the WPS, and the WPS will nake no effort to check for or retransmt
| ost responses. It is the responsibility of the host to wait a

certain amount of tinme and then determ ne that an unanswered

i nformati on request has been lost and to resend it. (The tinme
necessary to answer such a request is usually nuch I ess than one
second.) The WPS will return the nessage ID of the information
request in the information reply nmessage.

The general format of all Service Agent nessages is:

<DATAGRAM MESSAGE HEADER>
<SERVI CE AGENT HEADER>
<MESSAGE BODY>

The Protocol ID field in the datagram nessage header nust be
HAP_PROTO _SETUP (1) (see Appendix C) for nessages sent to the Service
Agent and will be HAP_PROTO SETUP in nmessages received fromthe
Service Agent. The Service Agent does not recognhi ze or support use
of other higher level protocols (e.g., IP), in setup nessages, and
wi |l discard nessages containing such headers.

Illustrations of nessage formats bel ow show only the Service Agent
Header header and nessage body and do not include the datagram
nmessage header. As a remi nder that the datagram header is not

i ncluded, word offsets are prefixed with an "S".

The format of the Service Agent Header is illustrated in Figure 6
The body of the nmessage will depend on the particul ar nessage type.
Stream Request and Reply nessages are described in Section 6.1.
Group Request and Reply nmessages are described in Section 6.2. The
format of Notifications is described in Section 6.3, and Setup
Acknow edgnents are described in Section 6.4. Information Request
and Reply nessages are described in Section 6.5.
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SO
S1

S2

S0[ 0- 7]

SO[ 8- 15]

Ednond

HAP2 Apri |

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S

| MESSAGE TYPE | CODE |
S
| CHECKSUM |
S
| MESSAGE | D |

T S e e T S

SERVI CE AGENT HEADER
Figure 6

Message Type. This field determ nes the type of
nessage.

Setup Acknow edgnent
Set up Request

Setup Reply

Noti fication

I nformati on Request
Informati on Reply

abrhwnNDEF,LO

Code. For Setup Requests, this field identifies the

request type.

Create group (nulticast) address
Del et e group address

Join group

Leave group

Create stream

Del et e stream

Change stream

Create shared stream

Del ete all streanms owned by this host
Add nmenber to group

Renove nenber from group

POOO~NOUIRA,WNE

ol

1991

For Setup Replies, this field provides the Reply Code.

Sone of the Reply Codes can be returned to any setup

request and others are request specific.

G oup or stream created
Group or stream del et ed
Host added to group
Host del eted from group
St ream changed

~AWNPEFO
[ I T |
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(Reserved)

Request type invalid or unsupported
(Reserved)

Net wor k troubl e

Bad group key

Group address/stream | D nonexi st ent
Not nenber of group/not creator of stream
Stream precedence not being accepted
(Reserved)

(Reserved)

(Reserved)

Unable to add all the new hosts

I nsufficient network resources
Request ed bandwi dth too | arge
(Reserved)

(Reserved)

21 Maxi mum nessages per interval too snall
22 Reply lost in network

23 IIlegal priority or precedence val ue
24 Inval i d address provi ded

For Notifications, this field contains the Notification
Type. (See Section 6.3.)

For Setup Acknow edgnents, this field contains the
Acknow edgrment Type. (See Section 6.4.)

For Information Requests, this field contains the
request type. (See Section 6.5.)

For Information Replies, this field contains the reply
type. (See Section 6.5.)

S1[ 0-15] Checksum The checksumis the 2’ s-conplenent of the
2’ s-conpl emrent sum of the words in the Service Agent
Header (excluding the checksumword itself) and the
nmessage body. Messages received with bad checksuns
nmust be di scarded.

S2[ 0-15] Message ID. This field is assigned by the host to
uni quely identify outstandi ng requests (Request ID) and
by the Service Agent to uniquely identify outstanding
notifications (Notification ID).
6.1. Stream Setup Messages

Streans provide a nmeans of reserving network resources for the
delivery of traffic at a specified naxi mumthroughput to a specified
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list of recipients. Traffic sent via a streamhas priority over all
non-streamtraffic, and is delivered with the m ni rum end-to-end

del ay possible. Hosts use streans to support applications that have
predictable traffic |loads (such as packet voice or video or other
continuous nedia traffic) or that require mininmumtransmni ssion del ay
and | owest delay variance. Streans are typically used for traffic
flows of noderate to |ong duration, where the cost of performng a
stream Setup i s acceptabl e.

Streanms nust be set up before stream data nessages can flow. The
stream setup nessages, each of which has a Request and a Reply, are
Create Stream Delete Stream Change Stream and Delete Al Streans.
(Create Shared Stream Request is a planned future addition to the
protocol.) The use of these nessages is illustrated in the scenario
of exchanges between a host and the Service Agent shown in Figure 7
where the host establishes a stream sends some data, nodifies the
stream characteristics, sends sonme nore data, and finally closes down

the stream Not illustrated, but inplicit in this scenario, are the
optional A/R indications associated with each of the stream Setup
nessages.
Servi ce O her
Host Agent host s
Create Stream Request ~  ---------- >
Create Stream Reply S
Reply Acknow edgnent ~  ---------- >
Stream Messages 000 meemmmmmmmmeeeaoooo- >
Change Stream Request - --------- >
Change Stream Reply S
Reply Acknow edgnent ~  ---------- >
Stream Messages 000 meemmmmmmmmeeeaoooo- >
Del ete Stream Request ~ ---------- >
Del ete Stream Reply Cemmmmmeaas
Reply Acknow edgnent ~  ---------- >

STREAM EXAMPLE
Figure 7

Streanms have eight characteristic properties which are selected at
stream setup tinme. These properties are: (1) data words per tine
interval, (2) time interval, (3) reliability, (4) reliability |ength,
(5) precedence, (6) maxinmum nmessages per interval, (7) the list of
reci pients, and (8) the set of other streams with which this stream
shares resources. To establish a stream the host sends the Create
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St ream Request message (Figure 8) to the Service Agent. After the
networ k has processed the Create Stream Request, the Service Agent
will reply with a Create Stream Reply nessage (Figure 9). [If the
reply code in the Create Stream Reply indicates that the stream has
been created successfully, the host nmay proceed to transmit stream
data nessages after sending a Reply Acknow edgnent.

During the lifetine of a stream the host which created it may decide
that sone of its characteristic properties should be nodified. Al

but one of the properties can be nodified using the Change Stream
Request nessage (Figure 10). The one property that cannot be changed
is whether or not the streamis willing to share its resources with
other streams. After the network has processed the Change Stream
Request, the Service Agent will respond by sending a Change Stream
Reply (Figure 11) to the host. A host requesting a reduced channel

al l ocation should decrease its sending rate i medi ately wi thout
waiting for receipt of the Change Stream Reply. A host requesting an
i ncreased all ocation should not proceed to transnit according to the
new set of parameters without first having received a Reply Code

i ndicating that the requested change has taken effect.

When the host no | onger needs the streamit created, it should first
stop sending traffic via the stream and then send the Service Agent a
Del ete Stream Request nessage (Figure 12). After the network has
processed the Del ete Stream Request, the Service Agent will respond
by sending a Delete Stream Reply (Figure 13) to the host.

If the host has crashed or restarted, it may no | onger know what
streans it owns. The host may use an Informati on Request (see
Section 6.5) to determ ne what streans it owns, or the host may use a
Delete Al Streanms Request (Figure 14) to discard whatever stream
resources it may own. The format for the Delete Al Streans Reply is
shown in Figure 15.

Note that streanms, like all other resources allocated by the Service
Agent, nay be reclained by the network if unused. Currently, if no
traffic is sent to a streamin a 6 mnute interval, and if the owner
of the steamis down or unreachable, the stream nay be del et ed.
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SO
S1
S2

S3

S5

S6

S7- SN

S0[ 0- 7]
SO[ 8- 15]
S1[ 0- 15]
S2[ 0- 15]

S3[ 0- 3]

S3[ 4- 5]

Ednond

HAP2 Apri |

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
I 1 I 5 I
T S e e T S
| SETUP CHECKSUM |
T S e e T S

| REQUEST | D |
T T S &
| MAX MES | PRE| INT | RLY | RLEN |

e S I S i U S N S
| DATA WORDS PER | NTERVAL |
T T S &
| | NTERVAL |
T T S &
| 0 | ADDRESS LI ST LENGTH |
e T T S &
I DESTI NATI ON ADDRESS LI ST I
I I

T S e e T S

CREATE STREAM REQUEST
Fi gure 8

Setup Type = 1 (Request).

Request Type = 5 (Create Strean).

Setup Checksum (See setup header description.)
Request | D

Maxi mum Messages Per Interval (1-15). This field
speci fi es the maxi mum nunber of stream nessages the

host will deliver to the WPS in any single stream
i nt erval

1991

Precedence. This field specifies the precedence of the
stream \Wen there are insufficient network resources

to support all the requested streans, requests for

hi gher precedence streans will preenpt existing |ower

precedence streans, and requests for streans with
i nsufficient precedence will be rejected. Medium
precedence is recomended as the default choice.
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S3[ 6- 7]

S3[ 8- 9]

S3[ 10- 15]

S4[ 0- 15]

S5[ 0- 15]

S6[ 0- 7]

S6[ 8- 15]

Ednond
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0 = Low Precedence
1 = Medi um Precedence
2 = High Precedence
Interval. This field specifies the interval, in

multiples of 21.22 milliseconds. (For backward
conpatibility only. New applications should use 3.
Use of this field to specify an interval is being
phased out.)

0 = 21.22 mlliseconds
1 = 42.44 mlliseconds
2 = 84.88 mlliseconds
3 = wuseinterval in wrd S5

Reliability. This field specifies the basic bit-error
rate requirenent for the data portion of all nessages
in the stream The exact error rate obtained by each
choice is not specified.

O = Low Reliability

1 = Medium Low Reliability
2 = MediumH gh Reliability
3 = High Reliability

Reliability Length. This field specifies how many

wor ds beyond t he stream nessage header shoul d be
transmtted at maxinmumreliability for all nmessages in
t he host stream

Data words per interval. This field specifies the
maxi mum nunber of 16-bit words of this strean s data
the network will need to carry during each interval

not counting HAP stream nessage header words. The
stream data nay be carried in however many nessages (up
to MAX MES) in each interval the host chooses.

Interval (125 microsecond units). This field specifies
the time interval over which the <data words per
interval > data in <nmax nes> nessages will be sent. For
backward conpatibility, an interval of 0 selects an
interval of 169.76 milliseconds. This field is ignored
unl ess the INT field is 3.

Reserved. Muist be zero.

Destination address list length. This field specifies
the nunber of entries in the Destination Address List
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field. Allowed values are 1-8.

S7- SN Destination address list. This |ist nmust specify, at
least indirectly, all the intended recipients of this
streanmis traffic. At |east one destination address
nmust be supplied. Any valid network address,
specifically including group addresses, nmay be used
(except the Service Agent’'s address, 0). Messages sent
in the streamare not limted to using the HAP
addresses listed. E.g., if the list consists of only
group address G and host Ais a nenber of G a stream
nmessage nay be sent to A which was not in the list.

Caution: Goup nmenbership is only evaluated at setup tine. Changes
in group menbership do not cause the streamto be nodified.

Caution: Streamcreation involves allocation of specific network
resources along specific routes for delivery of that traffic. A
stream nessage sent to hosts other than those specified via Setup
will probably be undeliverable. A stream nessage to a group address
that has gai ned new nenbers since the streanis |ast Setup nmay be
undel i verabl e to the new nenbers.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S

SO | 2 | REPLY CODE |
S
Sl | SETUP CHECKSUM |
S
S2 | REQUEST | D |
T S
S3 | 0 | STREAM | D |
S
4 | 0 | ADDRESS LI ST LENGTH |

e T ST e S e T S

I I
S5- SN ; ADDRESS LI ST ;

R s T S S R R R it sIir SR R S
CREATE STREAM REPLY
Figure 9

SO[ 0- 7] Setup Type = 2 (Reply).

Edrmond [ Page 25]



RFC 1221

SO[ 8- 15]

S1[ 0- 15]
S2[ 0- 15]
S3[ 0- 5]

S3[ 6- 15]

S4[ 0- 5]

s4[ 6- 15]

S5- SN

Ednond
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Reply Code. Any reply other than "Stream created
nmeans the stream was not created

0 = Stream created

8 = Network trouble

12 = Stream precedence not being accepted
17 = Insufficient network resources

18 = Requested bandwi dth too | arge

21 = Max. nessages per interval too snal
22 = Reply lost in network

23 = Il 1l egal precedence val ue

24 = Invalid destination address in |ist

Setup Checksum (See setup header description.)
Request | D
Reserved. Muist be zero.

Stream|ID. This field contains a stream | D assi gned by
the network. It nust be included in all stream data
nmessages sent by the host to allow the WPS to associ ate
the message with stored stream characteristics and the
resources reserved for that streamis traffic.

Reserved. WMuist be zero.

Address list length. The nunber of entries in the
Address List field.

Address list. This contains the destination addresses
fromthe Create Stream Request that were invalid or

unreachabl e. Unreachabl e destinations are listed as a
group if every nenmber of the group was unreachabl e, or

i ndividually otherwi se; i.e., group addresses are
expanded and the unreachabl e nmenbers are included in
the list. The list of unreachable destinations will be

truncated, if needed, to limt this Reply to a single,
maxi mum | engt h HAP nessage.
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SO
S1
S2

S3

S5
S6

S7

S8- SN

S0[ 0- 7]
SO[ 8- 15]
S1[ 0- 15]
S2[ 0- 15]
S3[ 0- 5]
S3[ 6- 15]
$4[ 0- 3]
$4[ 4- 5]
4 6- 7]
4] 8- 9]

Ednond

HAP2 Apri |

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
I 1 I 7 I
T S e e T S
| SETUP CHECKSUM |
T S e e T S
| REQUEST | D |
T S e e T S
| 0 | STREAM | D |
e T ST e S e T S
| MAX MES | PRE| INT | RLY | RLEN |
T T S o e ST S
| DATA WORDS PER | NTERVAL |
T S e e T S

| | NTERVAL |
T T S &
| 0 | ADDRESS LI ST LENGTH |

T S e e T S
I I
: DESTI NATI ON ADDRESS LI ST :
I I
T S e e T S

CHANGE STREAM REQUEST
Fi gure 10

Setup Type = 1 (Request).

Request Type = 7 (Change Strean)

Setup Checksum (See setup header description.)
Request | D

Reserved. Mist be zero.

Stream | D.

New Maxi mum Messages Per | nterval

New Pr ecedence.

New I nterval selection.

New Reliability.

1991
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S4[ 10-15] New Reliability Length.

S5[0-15] New Data Wrds Per Interval

S6[ 0-15] New Interval (ignored unless INT = 3).
S7[ 0-7] Reserved. Muist be zero.

S7[8-15] Destination Address List length. This field specifies
the nunber of entries in the new Destination Address
List. Allowed values are 0-8. Use zero (indicating no
addresses in the list) to avoid changing the |ist of
reci pi ent hosts.

S8- SN New Destination Address List. The new, conplete, I|ist
of recipient hosts. Menbership of group addresses is
eval uated at setup execution tine. Subsequent changes
in group menbership do not cause the streamto be
nmodi fied. Note that using the sanme destination address
list in the Change Stream Request as was used in the
Create Stream Request can result in a change in the
list of recipient hosts if nenbership in a group has
changed.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S

SO | 2 | REPLY CODE |
S
Sl | SETUP CHECKSUM |
S
S2 | REQUEST | D |
T S
S3 | 0 | ADDRESS LI ST LENGTH |

e T ST e S e T S

I I
S4- SN ; ADDRESS LI ST ;

T S e e T S
CHANGE STREAM REPLY

Figure 11

SO[ 0- 7] Setup Type = 2 (Reply).

Edrmond [ Page 28]



RFC 1221 HAP2 April 1991

SO[ 8-15] Reply Code. The nunber in parentheses indicates the
processi ng phase at the tinme of the error (see Caution
bel ow). Phase zero and phase one errors |eave the
stream unchanged; errors fromlater phases may | eave
the stream partially nodified.

4 = Stream changed

8 = (1) Network trouble

10 = (0) Stream | D nonexi stent

11 = (0) Not creator of stream

12 = (0) Stream precedence not being accepted
16 = (3) Unable to add all the new recipients
17 = (2) Insufficient network resources

18 = (2) Requested bandwi dth too | arge

21 = (0) Maxi mum nessages per interval too smal
22 = (2) Reply lost in network

23 = (0) Illegal precedence val ue

24 = (0) Invalid destination address in |ist

S1[0-15] Setup Checksum (See setup header description.)
S2[ 0-15] Request ID
S3[ 0- 5] Reserved. Muist be zero.

S3[6-15] Address list length. This field specifies the nunber
of addresses in the Address List.

S4- SN Address list. This contains the destination addresses
fromthe Change Stream Request that were invalid (phase
0 errors) or unreachable (phase 3 errors). Unreachabl e
destinations are listed as a group if every nmenber of
t he group was unreachabl e, or individually otherw se;
i.e., group addresses are expanded and the unreachabl e
menbers are included in the list. The list of

unr eachabl e destinations will be truncated, if needed,
tolinmt this Reply to a single, maxi num | ength HAP
nessage.

Caution: The Change Stream Reply will indicate failure if any

aspect of the requested changes did not occur. However, the
stream may have been partially nodified. Processing is perfornmed
in the foll owi ng phases:

0: check for invalid requests;

1. drop former recipients that are not in the latest |ist;

2: increase or decrease the streanis bandwi dth allocation

(decreases are normal ly successful); then
3: extend the streamto any new recipients.
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I f phase 2 fails, phase 3 is not perfornmed, the Reply Code will
indicate an error and the stream paraneters will be unchanged.

If phase 3 fails, the Address List will contain the destinations,

if any, fromthe latest |list that the stream does not reach

Phase 1 only fails if the stream has been suspended (see

Notifications) or the WPS i s experiencing network connectivity

probl ens.

SO
S1
S2

S3

S0[ 0- 7]
SO[ 8- 15]
S1[ 0- 15]
S2[ 0- 15]
S3[ 0- 5]

S3[ 6- 15]

Ednond

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
I 1 I 6 I
T S e e T S
| SETUP CHECKSUM |
T S e e T S
| REQUEST | D |
T S e e T S
| 0 | STREAM | D |
e T ST e S e T S

DELETE STREAM REQUEST
Fi gure 12

Setup Type = 1 (Request).

Request Type = 6 (Delete Strean

Setup Checksum (See setup header description.)
Request | D

Reserved. Mist be zero.

Stream | D.
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SO
S1

S2

S0[ 0- 7]

SO[ 8- 15]

S1[ 0- 15]

S2[ 0- 15]

SO
S1

S2

S0[ 0- 7]

SO[ 8- 15]
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0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T e T S I
| 2 | REPLY CODE |
T T e T S I
| SETUP CHECKSUM |
T T e T S I
| REQUEST | D |
T T e T S I
DELETE STREAM REPLY
Fi gure 13

Setup Type = 2 (Reply).
Reply Code. |If the request was valid, the Service
Agent will have marked the streamfor deletion even if
the streamresources have not actually been del eted
yet.

1 = Stream del et ed

10 = Stream | D nonexi st ent

11 = Not creator of stream

Setup Checksum (See setup header description.)

Request | D

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
I 1 I 9 I
T S e e T S
| SETUP CHECKSUM |
T S e e T S
| REQUEST | D |
T S e e T S

DELETE ALL STREAMS REQUEST
Figure 14

Setup Type = 1 (Request).

Request Type = 9 (Delete Al Streans).
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S1[0-15] Setup Checksum (See setup header description.)

S2[ 0-15] Request ID

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S

SO | 2 | REPLY CODE |
S
Sl | SETUP CHECKSUM |
S
S2 | REQUEST | D |

T S e e T S

DELETE ALL STREAMS REPLY
Fi gure 15

SO[ 0- 7] Setup Type = 2 (Reply).

SO[ 8-15] Reply Code. The Service Agent will have marked all of
the host’s streans for deletion, even if the stream
resources have not actually been del eted yet.

1 = Streans del eted
S1[0-15] Setup Checksum (See setup header description.)
S2[ 0-15] Request ID
6.2. Goup Setup Messages

Goup (rulticast) addressing allows a host to send the sane nessage
to N different hosts without having to send N copies of the nessage.
The network duplicates the nmessage as required. |In addition to
reduci ng the burden on the originating host, multicasting reduces the
| oad on the network because the network no longer has to carry the
dupl i cates al ong the commopn portions of the paths between the source
and destinations. Milticasting is particularly recomended for
multi-site conferencing and distributed sinulations.

Group addresses are dynamically created and del eted via setup
nmessages exchanged between the hosts and the Service Agent.
Menbership in a group may be any arbitrary subset of the network
hosts. A datagram nessage or stream nessage addressed to a group is
delivered to all hosts that are nmenbers of that group (exception
stream nessages sent to a group address that includes hosts the
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streamwas not set up to reach). The group setup nessages, each of
whi ch has a Request and a Reply, are Create G oup, Delete Goup, Join
Group, Leave Group, Add G oup Menber, and Renobve G oup Menber.

Figure 16 shows a typical use of group setup nessages. The figure
illustrates a scenario of exchanges between three hosts and the
Service Agent. In the scenario one host, Host A <creates a group
which is joined by hosts B and C. The hosts then exchange sone data
nmessages using the group address. Note that nulticast nmessages are
not returned to their originator. Hosts A and C then |eave the
group, and Host B decides to delete the group. As in the scenario in
Section 6.1, A/R indications have been onmtted for clarity.

Part of the group creation procedure involves the Service Agent
returning to the creating host a 48-bit key along with the 16-bit
group address. The creating host nust pass the key along with the
group address to other hosts that want to join the group. These

ot her hosts nust supply the key along with the group address in their
Join G oup Requests. The key is used by the network to authenticate
these operations and thereby mininize the probability that unwanted
hosts will deliberately or inadvertently become nenbers of the group
The procedure used by a host to distribute the group address and key
is not wthin the scope of HAP

In the figure bel ow, the network Service Agent is pictured as a
single entity for sinplicity.
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Servi ce Host Host Host

Agent A B C
Create G oup Request | <------- |
Create G oup Reply | ------- >|
Reply Acknow edgnent | <------- |
Distribute Goup Adr & Key |---->
Distribute Goup Adr & Key | -----oe--- >
Join Goup Request (O E T |
Join Goup Reply [ = om i >|
Reply Acknow edgnent Er T, |
Join G oup Request (B) | <mmmmieea e |
Join Goup Reply IR >|
Reply Acknow edgnent | <---mmmmmeee-- |
Data Message 1 (A to B and Q) |---->]---->]
Data Message 2 (B to A and Q) | <----]---->]
Data Message 3 (C to A and B) | <----| <----|
Leave Group Request (CQ) E T |
Leave G oup Reply | ---mmmmm e >|
Reply Acknow edgnent Er T, |
Leave G oup Request (A) | <------- |
Leave G oup Reply | ------- >|
Reply Acknow edgnent | <------- |
Del ete G oup Request | e |
Del ete G oup Reply I >|
Reply Acknow edgnent | <---mmmmmeee-- |

GROUP EXAMPLE
Fi gure 16

An alternative nethod of adding and renoving group nenbers is the use
of Add G oup Menber and Renmove Group Menber. These setup requests
all ow hosts that are al ready nenbers of the group to add or delete

ot her hosts.

The Setup requests Join Goup, Leave G oup, Add G oup Menber, Renobve
G oup Menber, and Delete Group are authenticated using the 48-bit
key. Leave G oup and Renove G oup Menber will renmpve a host fromthe
group nmenbership list but will not alter the existence of the group.
Del ete Group expunges all know edge of the group fromthe network.
HAP permits any host with the proper key to delete the group at any
time. Thus, group addresses can be deleted even if the host which
originally created the group has |left the group or has crashed.

Mor eover, groups nay exist for which there are currently no nenbers
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because each nmenber has executed a Leave whil e none has executed a
Delete. It is the responsibility of the hosts to coordinate and
manage the use of group addresses.

Note that group addresses, like all other resources allocated by the
network, may be reclainmed by the network if unused for too | ong.
Currently, if no traffic is sent to the group address in a 6 ninute
interval, the network rmay del ete the group and notify all menbers
that the group no | onger exists.

The Create Group Request (Figure 17) is used to establish a nulticast
address. After the network has processed the Create G oup Request,
the Service Agent will respond by sending a Create G oup Reply
(Figure 18) to the host.

A host nay becone a nenber of a group, once it knows the group
address and the 48-bit key, by sending the Service Agent the Join
Group Request nessage (Figure 19). The Service Agent will respond to
the Join Group Request with a Join Goup Reply (Figure 20). The host
which creates a group automatically becones a nmenber of that group

wi thout any need for an explicit Join G oup Request.

A nmenber host nmay add another host to the group by sending the
Service Agent the Add Group Menber Request nessage (Figure 21). The
Service Agent will respond with an Add G oup Menber Reply (Figure
22).

At any tine after beconing a nmenber of a group, a host may choose to
drop out of the group. To do this, the host sends the Service Agent
a Leave G oup Request (Figure 23). The Service Agent will respond
with a Leave Goup Reply (Figure 24).

One nenber host may expel another nenber of the group by sending the
Service Agent the Renpbve G oup Menber Request nessage (Figure 25).
The Service Agent will respond with a Renmove G oup Menber Reply
(Figure 26).

A host can delete an existing group via a Delete G oup Request
(Figure 27). The Service Agent will respond with a Delete G oup
Reply (Figure 28). The Service Agent will also send the other
menbers of the group, if any, a notification that the group has been
del eted (see Section 6.3).
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SO
S1

S2

S0[ 0- 7]
SO[ 8- 15]
S1[ 0- 15]

S2[ 0- 15]

SO
S1
S2

S3

S5

S6

S0[ 0- 7]

Ednond

HAP2 Apri |

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
I 1 I 1 I
T S e e T S
| SETUP CHECKSUM |
T S e e T S
| REQUEST | D |
T S e e T S

CREATE GROUP REQUEST
Fi gure 17

Setup Type = 1 (Request).
Request Type = 1 (Create G oup).
Setup Checksum (See setup header description.)

Request |ID.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
| 2 | REPLY CODE |
T S e e T S
| SETUP CHECKSUM |
T S e e T S
| REQUEST | D |
T S e e T S
| GROUP ADDRESS |
T S e e T S

| KEY |
T S e e T S
| KEY |
T S e e T S
| KEY |

T S e e T S

CREATE GROUP REPLY
Fi gure 18

Setup Type = 2 (Reply).

1991
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SO[ 8- 15]

S1[ 0- 15]
S2[ 0- 15]

S3[ 0- 15]

S4- S6

SO
S1
S2

S3

S5

S6

S7

Ednond

HAP2 Apri |
Reply Code.
0 = Goup created
8 = Network trouble
17 = Insufficient network resources
22 = Reply lost in network

Setup Checksum (See setup header description.)
Request | D

Group Address. This field contains the 16-bit
mul ti cast address that any group nenber nay use to

1991

reach the other group nenbers. Milticast addresses are

dynamical | y assigned by the network.

Key. This field contains a 48-bit key assigned by the

network which is associated with the group address.

must be provided for subsequent Join G oup, Leave
G oup, Add G oup Menmber, Renpbve Group Menber, and
Del ete Group requests which reference the group
addr ess.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
I 1 I 3 I
T S e e T S
| SETUP CHECKSUM |
T S e e T S
| REQUEST | D |
T S e e T S
| GROUP ADDRESS |
T S e e T S

| KEY |
T S e e T S
| KEY |
T S e e T S
| KEY |
T S e e T S
I 0 | MEP |

e T ST e e

JO N GROUP REQUEST
Fi gure 19

It
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S0[ 0- 7]
SO[ 8- 15]
S1[ 0- 15]
S2[ 0- 15]

S3[ 0- 15]

S4- S6

S7[ 0- 13]

S7[ 14- 15]

SO
S1

S2

S0[ 0- 7]

SO[ 8- 15]

Ednond
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Setup Type = 1 (Request).

Request Type = 3 (Join G oup).

Setup Checksum (See setup header description.)
Request | D

Group Address. This is the group that the host w shes
to join. Upon successfully joining the group, the host
may send nmessages to the group and will receive
nmessages sent to the group when those nessages have a
priority of M3P or higher.

Key. This is the key associated with the group
addr ess.

Reserved. Muist be zero.

M ni mum group nessage priority. The host will not
recei ve nessages sent to the group that have a nmessage
priority less than M3. Send another Join G oup
Request nessage to change the nininumpriority.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
| 2 | REPLY CODE |
T S e e T S
| SETUP CHECKSUM |
T S e e T S
| REQUEST I D |
T S e e T S

JO N GROUP REPLY
Fi gure 20

Setup Type = 2 (Reply).

Reply Code.
2 = Host added to group
9 = Bad key
10 = Group address nonexi stent
17 = I nsufficient network resources
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S1[ 0- 15]

S2[ 0- 15]

SO
S1
S2

S3

S5
S6

S7

S0[ 0- 7]
SO[ 8- 15]
S1[ 0- 15]
S2[ 0- 15]

S3[ 0- 15]

S4- S6

S7[ 0- 15]

Ednond

HAP2 Apri |

Setup Checksum (See setup header description.)

Request | D

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
I 1 I 10 I
T S e e T S
| SETUP CHECKSUM |
T S e e T S
| REQUEST I D |
T S e e T S
| GROUP ADDRESS |
T S e e T S

| KEY |
T S e e T S
| KEY |
T S e e T S
| KEY |

T S e e T S
| HOST ADDRESS |
T S e e T S

ADD GROUP MEMBER REQUEST
Figure 21

Setup Type = 1 (Request).
Request Type = 3 (Join G oup).
Setup Checksum (See setup header description.)

Request | D

G oup Address. This is the group the host will join.

1991

Upon successfully joining the group, the host may send
nmessages to the group and will receive nmessages sent to
the group by other hosts (the initial mninumpriority

will be 0).

Key. This is the key associated with the group
addr ess.

Host address. The network address of the host to add
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SO
S1

S2

S0[ 0- 7]

SO[ 8- 15]

S1[ 0- 15]

S2[ 0- 15]

Ednond

HAP2 Apri |

to the group.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
| 2 | REPLY CODE |
T S e e T S
| SETUP CHECKSUM |
T S e e T S
| REQUEST | D |
T S e e T S

ADD GROUP MEMBER REPLY
Fi gure 22

Setup Type = 2 (Reply).

1991

Reply Code.
2 = Host added to group (or was already a nenber)
9 = Bad key
10 = Group address nonexi stent
11 = Requestor is not a nmenber of the group
17 = Insufficient network resources
22 = Reply lost in network
24 = Host address was invalid

Setup Checksum (See setup header description.)

Request | D
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SO
S1
S2

S3

S5

S6

S0[ 0- 7]
SO[ 8- 15]
S1[ 0- 15]
S2[ 0- 15]

S3[ 0- 15]

S4- S6

Ednond

HAP2 Apri |

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
I 1 I 4 I
T S e e T S
| SETUP CHECKSUM |
T S e e T S
| REQUEST I D |
T S e e T S
| GROUP ADDRESS |
T S e e T S

| KEY |
T S e e T S
| KEY |
T S e e T S
| KEY |

T S e e T S

LEAVE GROUP REQUEST
Fi gure 23

Setup Type = 1 (Request).
Request Type = 4 (Leave G oup).
Setup Checksum (See setup header description.)

Request | D

1991

Group Address. This is the group that the host w shes

to cease being a nenber of. After |eaving the group

the host will cease receiving nessages sent to the
group and will be unable to send to the group

Key. This is the key associated with the group
addr ess.
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SO
S1

S2

S0[ 0- 7]

SO[ 8- 15]

S1[ 0- 15]

S2[ 0- 15]

Ednond

HAP2 Apri |

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
| 2 | REPLY CODE |
T S e e I S
| SETUP CHECKSUM |
T S e e T S
| REQUEST | D |
T S e e T S

LEAVE GROUP REPLY
Fi gure 24

Setup Type = 2 (Reply).

Reply Code.
3 = Host deleted from group
9 = Bad key
10 = Invalid group address
11 = Not nmenber of group
17 = I nsufficient network resources

Setup Checksum (See setup header description.)

Request | D

1991
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SO
S1
S2

S3

S5
S6

S7

S0[ 0- 7]
SO[ 8- 15]
S1[ 0- 15]
S2[ 0- 15]

S3[ 0- 15]

S4- S6

S7[ 0- 15]

Ednond

HAP2 Apri |

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T e T S I
I 1 | 11 |
T T e T S I
| SETUP CHECKSUM |
T T e T S I
| REQUEST I D |
T T e T S I
| GROUP ADDRESS |
T T e T S I

| KEY |
T S e e T S
| KEY |
T S e e T S
| KEY |

T S e e T S
| HOST ADDRESS |
T S e e T S

REMOVE GROUP MEMBER REQUEST
Fi gure 25

Setup Type = 1 (Request).
Request Type = 4 (Leave G oup).
Setup Checksum (See setup header description.)

Request | D

Group Address. This is the group from which the host

1991

shoul d be renpved. After |eaving the group, that host

wi |l cease receiving nessages sent to the group and

will be unable to send to the group

Key. This is the key associated with the group
addr ess.

Host address. The network address of the host to
renove fromthe group.
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SO
S1

S2

S0[ 0- 7]

SO[ 8- 15]

S1[ 0- 15]

S2[ 0- 15]

Ednond

HAP2 Apri |

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
| 2 | REPLY CODE |
T S e e I S
| SETUP CHECKSUM |
T S e e T S
| REQUEST | D |
T S e e T S

REMOVE GROUP MEMBER REPLY
Fi gure 26

Setup Type = 2 (Reply).

1991

Reply Code.
3 = Host deleted fromgroup (or was not a nenber)
9 = Bad key
10 = Invalid group address
11 = Requestor is not a nmenber of the group
17 = I nsufficient network resources
22 = Reply lost in network
24 = Host address was invalid

Setup Checksum (See setup header description.)

Request | D
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SO
S1
S2

S3

S5

S6

S0[ 0- 7]
SO[ 8- 15]
S1[ 0- 15]
S2[ 0- 15]

S3[ 0- 15]

S4- S6

Ednond

HAP2 Apri |

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T e T S I
I 1 I 2 I
T T e T S I
| SETUP CHECKSUM |
T T e T S I
| REQUEST I D |
T T e T S I
| GROUP ADDRESS |
T T e T S I
| KEY |
T T e T S I
| KEY |
T T e T S I
| KEY |
T T e T S I

DELETE GROUP REQUEST
Fi gure 27

Setup Type = 1 (Request).
Request Type = 2 (Delete G oup).
Setup Checksum (See setup header description.)
Request | D
Group Address. This is the multicast address to
delete. |If the group is deleted, the other renaining
menbers of the group, if any, will be notified of the

group’ s del etion.

Key.
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SO
S1

S2

S0[ 0- 7]

SO[ 8- 15]

S1[ 0- 15]

S2[ 0- 15]

HAP2 Apri |

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
| 2 | REPLY CODE |
T S e e T S
| SETUP CHECKSUM |
T S e e T S
| REQUEST | D |
T S e e T S

DELETE GROUP REPLY
Fi gure 28

Setup Type = 2 (Reply).

Reply Code.
1 = Goup del eted
8 = Network trouble
9 = Bad key
10 = Invalid group address
17 = I nsufficient network resources
22 = Reply lost in network

Setup Checksum (See setup header description.)

Request | D

6.3. Notifications

1991

Notifications are Setup exchanges initiated by the WPS to inform a

host of changes in the status of a network resource.

Noti fication nmessages is shown in Figure 29.

Ednond

The format of
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0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S

S0 | 3 I CODE |
T o T S i S SUpEpy Y
s1 | CHECKSUM |
T o T S i S SUpEpy Y
s2 | NOTI FI CATI ON | D |
T o T S i S SUpEpy Y
s3 | NOTI FI CATI ON | NFO |

T S e e T S

NOTI FI CATI ON MESSAGE
Fi gure 29

SO[ 0- 7] Message Type = 3 (Notification).
SO[ 8-15] Code. This indicates what the Notification signifies.

St r eam suspended

Stream resuned

Stream del et ed

Group deleted by a host
G oup del eted by network
Al streans del eted

Al'l groups del eted

Group changed by a host
Group changed by network

oO~NO U~ WNEFO
| T 1 T 1 A VO 0

S1[0-15] Checksum (See Service Agent Header description.)
S2[0-15] Notification ID.
S3[0-15] Notification Information.

For notification types 0, 1, and 2, NOTIFI CATI ON | NFO

contains the foll ow ng:

T T R e (T S S S I
S3 | 0 | stream | D |
T T R e (T S S S I

For notification types 3, 4, 7, and 8, NOTIFI CATI ON
| NFO contai ns the follow ng:
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T T R e (T S S S I
S3 | group address |
T T R e (T S S S I

For notification types 5 and 6, which refer to al
streans or groups, NOTIFICATION INFO is zero.
6.4. Setup Acknow edgments
The host nust acknow edge recei pt of Setup Replies and Notifications

fromthe Service Agent, as described earlier. The format for the
Set up Acknow edgnent nessage is shown in Figure 30.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S

S0 | 0 I CODE |
T o T S i S SUpEpy Y
s1 | CHECKSUM |
T o T S i S SUpEpy Y
s2 | MESSAGE | D |

T S e e T S

SETUP ACKNOWLEDGVENT
Fi gure 30

SO[ 0- 7] Message Type = 0 (Acknow edgnent).
SO[ 8-15] Code. This field indicates the type of acknow edgnent.

Reply acknow edgment

0
1 Notificati on acknow edgnent

S1[0-15] Checksum (See Service Agent Header description.)

S2[0-15] Message ID. This is either a Request ID or a
Notification ID

6.5. Information Request / Reply Messages
The host may obtain information about WPS state and about what
resources the WPS currently has allocated for the host by sending an

I nformati on Request nessage to the Service Agent. The Information
Reply that is returned will enable the host to determ ne 1) what
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resources the WPS has allocated to the host, and 2) the current state
of the network and, possibly, certain network paraneters. This
allows the host to refrain fromtrying to use resources it no |onger
has, and to regain information it may have |l ost on its network
resources. This communication also informs the host of the network
state so that it may nmake priority and routing decisions.

Each I nformation Request (Figure 31) and Information Reply (Figure
32) nessage deals with a single type of resource at a tine. The
header of the Information Reply nmessage contai ns the nunber of
entries within the nessage, the nunber of 16-bit words in each entry,
and an instance of the appropriate information structure for each
resource the Informati on Reply nessage describes. These information
structures are described in Figures 33 and 34.

Future versions of the HAP protocol nay pernit queries about network
connectivity, estinated delay to a specified destination address
under specified conditions, etc. This is a section of the protocol
that is likely to expand in the future. Extensions are expected to
be backward conpati bl e provided i nplenmentors do not hard code the
size of the returned information entries.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S

SO | 4 | CODE |
T S e e T S
Sl | CHECKSUM |
T S e e T S
S2 | MESSAGE | D |

T S e e T S

| NFORVATI ON REQUEST MESSAGE
Fi gure 31

SO[ 0- 7] Message type = 4 (Informati on Request).

SO[8-15] Code. This field identifies the Information Request
Type.

1
2

streans owned by host
groups to which the host bel ongs

S1[0-15] Checksum (See Service Agent Header description.)
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S2[ 0- 15]

SO
S1
S2

S3

S4- SN

S0[ 0- 7]

SO[ 8- 15]

S1[ 0- 15]

S2[ 0- 15]

S3[ 0- 7]

Ednond

HAP2 Apri |

Message ID. This field is assigned by the host to
uni quely identify outstanding requests (Request |ID).
This IDis copied into Infornati on Replies by the
Servi ce Agent.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S

I 5 | CODE |
T T e T S I
| CHECKSUM |
T T e T S I
| MESSAGE | D |
T T e T S I
|  NUMBER OF ENTRIES | WORDS PER ENTRY |

T T e T S I
I I
: ENTRIES (O or nore) :
I I

T S e e T S

| NFORVATI ON REPLY MESSACE
Fi gure 32

Message type = 5 (Information Reply).

Code. This field identifies the Information Reply
Type.

streans owned by host

groups to which the host bel ongs
error in Information Request nessage
network trouble

access not all owed

OabhwWNBEF
[ I T |

Checksum (See Service Agent Header description.)

1991

Message ID. This field is assigned by the host in the

I nformati on Request nessage to uniquely identify
outstandi ng requests. This IDis copied into the
Informati on Reply nessage by the Service Agent.

Nurmber of entries included in the Information Reply
nmessage.
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S3[8-15] Number of 16-bit words per entry.

S4- SN Zero or nore instances of either the streaminfornmation
or group information structure.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S

0 | 0 | STREAM | D |
T w T S i U U SR S I
1 | STREAM TYPE OF SERVI CE WORD |
T w T S i U U SR S I
2 | STREAM SI ZE (bits per interval) |
T w T S i U U SR S I
3 | STREAM | NTERVAL (in units of 0.125 ns.) |

e LI Su SUp SR

STREAM | NFORVATI ON
Fi gure 33

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S

0 | GROUP ADDRESS |
T S e e T S
1 | 0 | MEP |

e T ST e e

GROUP | NFORVATI ON
Fi gure 34

7. Host Access Link Mnitoring

While the access link is operating, statistics on traffic | oad and
error rate are maintained by the host and WPS. Once a second, the
host and WPS exchange this information via Status nmessages (Figure
35). This periodic exchange of Status nessages pernits both ends of
the link to nonitor flows in both directions. The WPS al so reports
these nmonitoring statistics to the Network Operations Center (NCC).
If either host or WPS fails to receive Status nmessages for ten
seconds, the link will be restarted (see Section 8).
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The link restart procedure initializes all internal WPS counts and
statistics for that link to zero. As data and control nessages are
processed, counts are updated to reflect the total nunber of nessages
sent, messages received correctly, and nessages received with
different classes of errors since the last link restart. Wenever a
Status nmessage arrives, a shapshot is taken of the | ocal WPS counts.
The | ocal receive counts, in conjunction with a sent count contained
in the received Status nessage, permits the conputation of traffic
statistics in the one second update interval assuming that the set of
counts at the tine of the previous nonitoring report have been saved.
By including in the Status nessage sent (in the opposite direction)
the receive counts and the received sent count that was used with
them the transmtting end of the access link as well as the
receiving end can determ ne the Iink performance from sender to

recei ver.

0O 1 2 3 4 5 6 7 8 910 11 12 13 14 15

R s T S S R R R it sIir SR R S

0 | 1] LB| GOPRI | 0 | 0 |
R s T S S R R R it sIir SR R S

1 | HEADER CHECKSUM |
R s T S S R R R it sIir SR R S

2 | MOST RECENT A/ R SENT |
R s T S S R R R it sIir SR R S

3 | STREAM CAPACI TY |
R s T S S R R R it sIir SR R S

4 | TI MESTAMP |
R s T S S R R R it sIir SR R S

5 | SBU |
R s T S S R R R it sIir SR R S

6 | STU |
R s T S S R R R it sIir SR R S

7 | RNE |
R s T S S R R R it sIir SR R S

8 | RVE |
R s T S S R R R it sIir SR R S

9 | BHC |
R s T S S R R R it sIir SR R S

10 | HEI |

T S e e T S

STATUS MESSACE
Fi gure 35
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0[ 0] Message Cass = 1 (Control Message).
o[ 1] Loopback i ndi cat or

o[ 2- 3] CGo-Priority.

0[ 4- 11] Reserved. Muist be zero.

0[ 12-15] Control Message Type = 0 (Status).

1[ 0- 15] Header Checksum The checksumis the 2’ s-conpl ement of
the 2’ s-conpl ement sum of words 0-10 (excluding the
checksumword itself).

2[ 0- 15] Most Recent A/R Sent. This field is a duplicate of the
nmost recent acceptance/refusal word. It is included in
the periodic Status nessage in case previous
transni ssions containing AR informati on were | ost.

3[ 0-15] Stream Capacity. Wien sent by the WPS, this field

i ndi cat es how nuch stream capacity is unused, in units
of data bits per mllisecond. There is no guarantee
that a request for a streamof this size will succeed.
Si nce avail abl e capacity depends directly on a variety
of paraneters that can be selected by the user, the
value of this field is the maxi mum capacity that coul d
be achieved if existing streans were expanded at | ow
reliability. This field is not meani ngful in nessages
sent fromthe host to the WPS and nust be set to zero.

4[ 0- 15] Timestanp. This field indicates the tine that the
St at us nmessage was generated. Wen sent by a WPS, the
time is in units of seconds since the last |ink
restart. The host should also tinmestanp its nmessages
in units of seconds.

5[ 0- 15] Sent By Us. Count of messages sent by us since the
last link restart (not including this one).

6[ 0- 15] Sent To Us. Count of messages sent to us since the
last link restart. This is the count fromword 5 of
the last Status nessage received.

7] 0- 15] Received, No Errors. This is the count of nessages
received without errors (since the last link restart)
at the tinme that the |last Status nessage was received.

8[ 0- 15] Received Wth Errors. This is the count of nessages
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8.

received with errors (since the last link restart) at
the time the last Status nmessage was received.

9[ 0- 15] Bad Header Checksunms. This is the count of nessages
received with bad header checksuns (since the |ast |ink
restart) at the tinme the |ast Status nessage was
received.

10[ 0-15] Hardware Error Indication. This is the count of
nmessages received with hardware CRC errors or hardware
interface error indications (since the last |ink
restart) at the tinme the |ast Status nessage was
recei ved.

Initialization

The Host Access Protocol uses a nunmber of state variables that mnust
be initialized in order to function properly. These variables are
associated with the send and receive nessage nunbers used by the
accept ance/ refusal mechani smand the statistics naintained to support
link nonitoring. Link initialization should be carried out when a
machine is initially powered up, when it does a systemrestart, when
the ON state (see below) times out, when a | oopback condition tines
out (see Section 9), or whenever the link transitions from non-
operational to operational status.

Initialization is acconplished by the exchange of Restart Request
(RR) and Restart Conplete (RC) nessages between a host and a WPS.
Either end (or both ends) may send an initial RR and both ends nust
have sent and received an RC nessage in order to declare the Iink up
Because the RC nessage is a reply (to an RR or RC), receipt of an RC
nmessage by both ends guarantees that the physical link is operating
in both directions. The initialization state diagramthat nust be

i mpl enented by both WPS and host is shown in Figure 36. Five states
are identified in the state di agram

CFF Ent ered upon recognition of a requirenment to restart.
The interface in the Host or WPS can recognize this
requirement itself or be forced to restart by receipt
of an RR nessage fromthe other end while in the ON

state.
INIT Local state variables have been initialized but no RC
nmessages have yet been sent or received. |If receipt of

an RRinitiated the restart, or if an RR has been
received since this restart began, send an RC
(optional, reduces startup tine). Oherw se, send an
RR to alert the other end of the restart.
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RR- SNT A request to reinitialize (RR) has been sent to the
ot her end, but no RR or RC nessages have been received.

RC- SNT An RC has been sent to the other end in response to an
RR. The interface is waiting to receive an RC

ON RC nessages have been both sent and received. Loca
counters have been zeroed. Data and control nessages
can now be exchanged between the WPS and host.

Al'l states have 10-second tineouts (not illustrated) which return the

protocol to the OFF state. The occurrence of any events other than
those indicated in the diagramare ignored.
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Any Ti neout or ----- > OFF | <--c--cmmmmmemc e cee et +
Devi ce Down Ceet- -

I

I

I

\Y I

------- I

| INNT | |

1] - - +_ - 1 |

I I

(Yes) \Y (No) I

R RR Received?---------- + |

I I I

| Send RR |

I I I

| iy |

Send RC <----- Hommm oo - <-mmmmm-- + RR- SNT | |

| | (Rev RR) “----- -7 |

I I | (Rev RO) I

\Y I I I

R : I I I

| RC-SNT +--->--+ Send RC |

‘----+---" (Rcv RR | |

(Rcv RO I I I

R I pp— So - oo - - +--a - - - <-mmm - - - + |

I I

Initialize Status Counters |

I I

\Y I

----- Rcv RR or |

Rcv Any  +----- S| ON  --mmmmm i i Se-e--- +

O her | Cem - Fail to Rcv Status nessage
Fomme e + for 10 seconds

HAP LI NK RESTART STATE DI AGRAM
Fi gure 36

The Restart Request control nessage (Figure 37) is sent by either a
host or a WPS when it wishes to restart a link. The Restart Request
causes all the nonitoring statistics reported in the Status Message
to be reset to zero and stops all traffic on the link in both
directions. The Restart Conplete nessage (Figure 38) is sent in
response to a received Restart Request or Restart Conplete to
conplete link initialization. The Restart Conplete carries a field
used by the host to enable or disable the acceptance/refusa
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mechanismfor the link being restarted (see Section 5). After the
Restart Conplete is processed, traffic may flow on the |ink

The allocation and state of network resources (streanms and groups)
are separate fromthe state of the host’s access link(s) to the WS
The I nformati on Request nessage (see Section 6.5) nmay be used by a
host to determ ne what resources it has. |If the "SL" bit is set in
the Restart Conplete nessage fromthe WPS, and if the host believes
it has resources allocated to it, the host is strongly encouraged to
use an Informati on Request to verify that it still has its resources.

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S

0 | 1] LB| 0 | VERSI ON | 0 | 3 |
S
1 | HEADER CHECKSUM |
S
2 | HOST ADDRESS |
S
3 | LI NK NUVMBER |

T S e e T S

RESTART REQUEST
Fi gure 37

0[ 0] Message Type = 1 (Control Message).
o[ 1] Loopback i ndi cat or.
o[ 2-4] Reserved. Muist be zero

0[ 5-7] HAP version nunber. Use 1. Use of zero invokes
backward conpatibility code (see Appendi x B)

0[ 8-11] Reserved. Must be zero

0O[ 12- 15] Control Message Type = 3 (Restart Request).

1[ 0-15] Header Checksum The checksumis the 2’ s-conpl enent of
the 2’ s-conpl ement sum of words 0-3 (excluding the

checksum word itself).

2[ 0-15] Host Address. The WPS inserts the prinmary network
address of the host. The host may insert any of its

Edrmond [ Page 57]



RFC 1221

3[ 0- 15]

0[ 0]
o[ 1]
o[ 2- 4]

0[ 5- 7]

o[ 8- 9]
o[ 10]

Ednond
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network addresses in this field (hosts may have nore
than one | ogi cal address per physical port). The WS
will only bring up the HAP link if the host address is
valid for the port being used.

Li nk Nunmber. This field contains the sender’s
identification of the physical |ink being used. This
information is used to identify the |link when reporting
errors to the Network Operations Center (NOC).

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
S
| 1] LB| 0 | VERSION | O | SL| AR 4 |
S
| HEADER CHECKSUM |
S
| HOST ADDRESS |
S
| LI NK NUVMBER |
S

RESTART COMPLETE
Fi gure 38

Message Type = 1 (Control Message).
Loopback i ndi cat or.
Reserved. Muist be zero

HAP version nunber. Use 1. Use of zero invokes
backward conpatibility code (see Appendi x B)

Reserved. Muist be zero

Service loss alert (boolean) (WPS to host only; host
nmust send zero). |If the WPS has any reason to believe
that the resources allocated to the host nay not match
what the host believes is allocated, SL is set to one.

If SL is one, a host that believes it owns any resources
is strongly encouraged to use an Information Request to
verify that the resources are still allocated. SL will
be one the first tine a link is brought up after a WPS
is restarted, and may be set in other cases.
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O[ 11] Accept ance/ Refusal Control. This bit is used by the
host to enable or disable the acceptance/refusal
mechanismfor all traffic on the link

Di sabl e accept ance/ ref usal

0
1 Enabl e accept ance/ r ef usal

0[ 12-15] Control Message Type = 4 (Restart Conplete).
1[ 0-15] Header Checksum Covers words O-3.
2[ 0-15] Host Address.
3[0-15] Link Nunber.
9. Loopback Contro

The Host Access Protocol provides a Loopback Request control message
whi ch can be used by a WPS or a host to request the renote | oopback
of its HAP nessages. Such requests are usually the result of
operator intervention for purposes of systemfault diagnosis. For
clarity in the followi ng discussion, the unit (WPS or host)
requesting the renote | oopback is referred to as the "transmtter"
and the unit inplenenting (or rejecting) the | oopback is referred to
as the "receiver".

When the host access link is remptely | ooped, all HAP nessages will
be returned, unnodified, over the access link by the receiver.
(Messages that are too long to be valid HAP nessages nmay be discarded
instead of being returned.) The receiver will not send any of its
own nessages to the transmitter while it is inplementing the | oop
WPS- gener at ed nessages are di stingui shed from host-generated nessages
by means of the Loopback indicator that is in every HAP nessage
header .

Two types of renote | oopback may be requested: | oopback at the
receiver’'s interface hardware and | oopback at the receiver’s I/0
driver software. HAP does not specify the manner in which the

recei ver should inplenent these | oops; additionally, sone receivers
may use interface hardware which is incapable of |ooping the
transnitter’s nmessages, only allowi ng the receiver to provide
software |l oops. A receiver may not be able to interpret the
transnitter’s nmessages as it is |looping themback. If such
interpretation is possible, however, the receiver will not act on any
of the transnitter’s nmessages other than requests to reinitialize the
WPS- host |ink (Restart Request (RR) control messages; see Section 8.)

When a receiver initiates a | oopback condition in response to a
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| oopback request, it nakes an inplicit pronise to maintain the
condition for the duration specified in the Loopback Request nessage.
However, if an unanticipated condition such as a systemrestart
occurs in either the transmtter or the receiver, the affected unit
will try toreinitialize the WPS-host |ink by sending an RR nessage
to the other unit. |If the RR nessage is recognized by the other
unit, a link initialization sequence can be conpleted. This wll
restore the link to an unl ooped condition even if the specified | oop

duration has not yet expired. |If a receiver cannot interpret a
transnitter’s RR nessages, and in the absence of operator
intervention at the receiver, the loop will remain in place for its
dur ati on.

HAP does not specify the characteristics of any | oopback conditions
that nay be locally inplenmented by a given unit. An exanple of such
a condition is that obtained when a WPS conmands its host interface
to loop back its own nessages. |f such local |oop conditions also
cause the reflection of nmessages received fromthe renpte unit, the
renote unit will detect the condition via the HAP header Loopback

i ndi cat or.

A specific sequence nust be followed for setting up a renote

| oopback. It begins after the HAP Iink has been initialized and a
decision is nade to request a renote |loop. The transmitter then
sends a Loopback Request nessage (Figure 39) to the receiver and
waits for either (1) a 10-second timer to expire, (2) a "Can't

i npl emrent | oop"” Unnunbered Response nessage fromthe receiver, or (3)

one of its own reflected nmessages. |If event (1) or (2) occurs the
request has failed and the transnitter may, at its option, try again
with a new Loopback Request nessage. |If event (3) occurs, the renote

| oopback condition has been established. Wile waiting for one of
t hese events, nmessages fromthe receiver are processed nornally.
Note that RR nessages arriving fromthe receiver during this tine
will term nate the | oopback request.

When a receiver gets a Loopback Request nessage, it either inplenents
the requested | oop for the specified duration, or returns a "Can’'t

i npl emrent | oop" response wi thout changing the state of the link. The
| atter response would be returned, for exanple, if a receiver is

i ncapabl e of inplenenting a requested hardware | oop. A receiver
should initiate reinitialization of the Iink with an RR nessage(s)
whenever a | oopback condition tines out.

There is one asymetry that is required in the above sequence to
resolve the (unlikely) case where both WPS and host request a renote
| oopback at the sanme tine. If a WPS receives a Loopback Request
nmessage froma host while it is itself waiting for an event of type
(1)-(3), it will return a "Can’t inplenment |oop"” response to the host
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and will continue to wait. A host in the converse situation
however, will abort its |oopback request and will instead act on the

WPS' s | oopback request.

0

1

2

0[ 0]

o[ 1]

o[ 2- 3]

0[ 4- 7]

0[ 8-11]

0[ 12- 15]

1[ 0- 15]

2[ 0- 15]
Ednond

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S
| 1] LB| GOPRI | 0 | LOOP TYPE | 8 |
I S e T S
| HEADER CHECKSUM |
T S e e T S
| LOOP DURATI ON |
T S e e T S

LOOPBACK REQUEST
Fi gure 39

Message Type = 1 (Control Message).
Loopback i ndi cat or

Go-Priority.

Reserved. Mist be zero.

Loop Type. This field indicates the type of |oop that
is being requested as foll ows:

0 = Undefined

1 = Loop at interface (hardware | oop)
2 = Loop at driver (software | oop)
3-15 = Undefi ned

Control Message Type = 8 (Loopback Request).

Header Checksum The checksumis the 2’ s-conpl ement of
the 2’ s-conpl ement sum of words 0-2 (excluding the
checksum word itself).

Loop Duration. The transmitter of a Loopback Request
nmessage uses this field to specify the nunber of
seconds that the loop is to be maintained by the
receiver.
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10. O her Control Messages

Before a WPS or a host voluntarily disables a WPS-host |ink, it
shoul d send at | east one Link Going Down control nessage (Figure 40)
over that link. HAP does not define the action(s) that should be
taken by a WPS or a host when such a nessage is received; informnng
the Network Operations Center (NOC) and/or the network users of the

i npendi ng event is a typical course of action. Note that each Link
Goi ng Down nessage only pertains to the WPS-host link that it is sent
over; if a host and a WPS are connected by nmultiple |inks, these
links may be sel ectively disabl ed.

A No Operation (NOP) control message (Figure 41) may be sent at any
time by a WPS or a host. A NOP nessage contains up to 32 words of
arbitrary data which are undefined by HAP. NOP nessages may be
required in sone cases to clear the state of the WPS-host |ink

har dwar e
0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T w T S i U U SR S I
0 | 1] LB| GOPRI | 0 | REASON | 7 |
T w T S i U U SR S I
1 | HEADER CHECKSUM |
T w T S i U U SR S I
2 | TI ME UNTI L DOWN |
T w T S i U U SR S I
3 | DOAN DURATI ON |
T w T S i U U SR S I
LI NK GO NG DOMN
Fi gure 40
0[ 0] Message Type = 1 (Control Message).
o[ 1] Loopback i ndi cat or
0[ 2- 3] Go-Priority.
o[ 4-7] Reserved. Muist be zero.

0[ 8-11] Reason. This field is used by the WPS or the host to
i ndicate the reason for disabling this WPS-host |ink as
foll ows:
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Cancel previous notice, not going down
Unspeci fi ed reason

Schedul ed PM

Schedul ed har dware work

Schedul ed sof tware work

Energency restart

Power out age

Sof t war e br eakpoi nt

Hardware failure

Not schedul ed up

Last warning: The WPS or host will disable
the Iink in 10 seconds

11-15 = Undefi ned

Cwvwoo~NOOUIA~WNEFO

=

O[ 12-15] Control Message Type = 7 (Link Going Down).

1[ 0- 15] Header Checksum The checksumis the 2’ s-conpl ement of
the 2’ s-conpl ement sum of words 0-3 (excluding the
checksumword itself).

2[ 0- 15] Time Until Down. This field specifies the anmobunt of
time remaining until the WPS or host disables the link
(in mnutes). An entry of zero indicates that there is
| ess than a m nute remaining.

3[ 0-15] Down Duration. This field specifies the anobunt of tine
that the WPS-host link will be down (in minutes). An
entry of zero indicates that the down duration wll be
less than a minute. An entry of -1 (all bits set)

i ndi cates an indefinite down duration

0 1 2 3 4 5 6 7 8 910 11 12 13 14 15
T T T i S S S ST S

0 | 1] LB| 0 | LENGTH | 6 |
S
1 | HEADER CHECKSUM |

T S e e T S
I I
2-N : ARBI TRARY DATA :
I I

T S e e T S

NO OPERATI ON ( NOP)
Fi gure 41
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0[ 0] Message Type = 1 (Control Message).
o[ 1] Loopback i ndi cat or
o[ 2- 6] Reserved. Muist be zero.

o[ 7-11] Length. The nunber of words of arbitrary data.
0[ 12-15] Control Message Type = 6 (NOP).

1[ 0- 15] Header Checksum The checksumis the 2’ s-conpl ement of
the 2’ s-conpl ement sum of words O-N (excluding the
checksumword itself).

2-N Arbitrary Data. Up to 32 words of data may be sent.
The data are undefined by HAP.

11. Appendi x A -- Future Extensions

The extensions to HAP described bel ow are included to provide
addi ti onal context for the understanding of HAP s current
capabilities, as well as suggest how HAP may be enhanced in the
future to provide better support for nulti-site conferencing. These
capabilities are not supported by TWBNET.

One change under consideration is the addition of a "conference"
resource, which would own sonme nunber of streans and groups and

i nprove the network’s ability to neet the needs of video conference
users. A single request to nodify the "conference", such as to add a
new nenber, would result in nodifying all the streans in the
conference to include the new nmenber, nodi fying the conference’s
primary group address to add the new nenber, etc., in a single
network operation. Such a capability would not only simplify
conference resource nanagenent for hosts, but also reduce the nunber
of network setup operations, permnmit nore nearly "atom c" decisions of
whet her a particular conference nodification is possible, and reduce
t he problem of recovery if nodification is not possible.

Anot her change under consideration is the addition of "shared
streans."” This capability would allow hosts to share a single

al | ocation of network bandw dth (and other resources) wherever the
streans shared a conmon communi cati on path. Hosts using a shared
streamnust be willing to restrict their total transm ssion rate to
the rate of the shared bandwi dth. Milti-site conferences could use
such a capability to avoid allocating full bandwi dth for voice data
for all conference nenbers. |nstead, bandwi dth for, say, four active
voi ces at once could be allocated and shared, and voi ce nessages
woul d only be lost when nore than four people tried to talk at once.
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12.

The Create Shared Stream Request would use a different request code
than Create Stream Request, and the setup nessage would |ikely
contain at |least one additional field to identify the set of shared
streans. Change and Delete Streamrequests could be used for both
shared and non-shared streans.

Appendi x B -- Backward conpatibility

The WPS wi Il support the use of HAP version O by hosts until all
hosts have upgraded to version 1. The WPS deterni nes which HAP
version the host is using by exam ning the Restart Request and/or
Restart Conplete control nessages sent by the host to the WPS. If
the host initiates a restart and thus sends both a Restart Request
and a Restart Conplete, and if the HAP version nunbers in the two
nmessages differ, the version nunber in the Restart Conplete wll
prevail. The WPS wi |l always set the version nunber to 1. |If the
host sends O in the version nunber field, version O conpatiblity node
will be invoked.

Version 0 of HAP did not contain the PROTOCOL ID field in the

dat agram and stream nessage headers. Instead, the IL bit in the Type
of Service word was used to indicate the presence or absence of an
Internet Protocol (IP) header (any version nunber) foll owing the HAP
header. This is the original description of that bit:

3[ 1] Internet/Local Flag. This flag is set by a source host to
specify to a destination host whether the data portion of
t he nessage contains an Internet Protocol (IP) header [3].
This field is passed transparently by the source and
destination WPSen for traffic between network hosts. This
field is exam ned by WPS Agents in order to support
I nternet operation.

| nt er net

0
1 Local

Conversion Al gorithns

Link control nessages (e.g., Restart Request) do not require
conversion. Datagram and stream nessages sent by or to a host
runni ng HAP version 0 will be converted by the WPS. Message
conversion will probably cause the naxi mum throughput of hosts using
HAP version 0 to be sonmewhat |ower than that of hosts using HAP
version 1.

HAP version O used the IL bit in the HAP Type of Service word to
i ndicate the presence or absence of an IP header. Version 1 uses the
Protocol ID field. To convert host-to-WPS nmessages, the IL bit wll
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13.

be cleared, and the protocol ID field will be inserted, with the
val ue i ndi cat ed:

I L was Desti nati on Protocol ID set to:

0 any HAP_PROTO | P (0x800)
1 Servi ce Agent HAP_PROTO SETUP (1)
1 ot her HAP_PROTO _NONE (0)
To convert WPS-to-host nessages, the protocol IDfield will be

deleted, and the IL bit will be set by:
IL = (protocol __id was HAP_PROTO IP) ? 0 : 1;

HAP_PROTO I P (see Appendix C wll be used for IP "versions" 3
(GG protocol), 4 (IP), and 5 (ST).

The dat agram nessage header fields TTL and PRI have been swapped in
HAP version O conpared to version 1. The conversion code swaps the
contents of these two fields for hosts running version O.

The stream nessage header field TTL in HAP version 0 was repl aced by
the PRE field in version 1. Since the only permtted value of TTL
was 1, and it is a valid PRE value, no conversion is necessary.

In HAP version 0, nessages between a host and the Service Agent were
allowed to contain Internet Protocol headers. No hosts use that
capability, so no provision will be nmade to acconmobdate |P headers in
Set ups between hosts and the Service Agent.

In version 0, the Restart Request control nmessage contained a "reason
for restart” field. That field was ignored in all current
i npl eent ati ons and has been elininated in version 1.

Current inplenmentations expect the WPS to insert an "incarnation
count”™ in bits 5-10 of the first word of both Restart Request and
Restart Compl ete nessages. This functionality has been repl aced by
the "SL" bit in the Restart Conplete nessage in version 1.
Conpatibility code will be added if needed, but it is expected that
none will be needed.

Appendi x C -- HAP Protocol |ID Assigned Nunbers

This section lists the values of the PROTOCOL ID field. This part of
the specification will be obsol ete when a version of the Assigned
Nurmber s RFC cont ai ni ng HAP protocol |ID nunbers is issued.

HAP adopts the Ether-type nunbers in the 1500- 65535 range. Protoco
| Ds 256-511 identify ISO protocols. Zero indicates the absence of a
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hi gher | evel protocol header. Qher protocol IDs are reserved for
future assignnent.

Protocol 1D I ndi cat es
0 No hi gher | evel protocol
1 For Network Service Agent nessages
2- 255 Reserved
256- 511 | SO protocol identifier + 256
512-1499 Reserved
1500- 65535 | dentical to Ether-type [10].
HAP PROTOCOL | D NUMBERS
Fi gure 42
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