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Abstract

Currently BGP-4 [BGP-4] is capable of carrying routing information
only for 1Pv4 [IPv4]. This docunent defines extensions to BGP-4 to
enable it to carry routing information for multiple Network Layer
protocols (e.g., IPv6, IPX, etc...). The extensions are backward
conpatible - a router that supports the extensions can interoperate
with a router that doesn’'t support the extensions.

Thi s docunment obsol etes RFC 2283.
1. Overview

The only three pieces of information carried by BGP-4 that are | Pv4
specific are (a) the NEXT_HOP attribute (expressed as an | Pv4
address), (b) AGGREGATOR (contains an | Pv4 address), and (c) NLR
(expressed as | Pv4 address prefixes). This docunment assumes that any
BGP speaker (including the one that supports multiprotocol
capabilities defined in this docunent) has to have an | Pv4 address
(which will be used, anmong other things, in the AGGREGATOR
attribute). Therefore, to enable BGP-4 to support routing for

mul tiple Network Layer protocols the only two things that have to be
added to BGP-4 are (a) the ability to associate a particul ar Network
Layer protocol with the next hop information, and (b) the ability to
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associ ated a particular Network Layer protocol with NLRI. To identify
i ndi vi dual Network Layer protocols this docunent uses Address Family,
as defined in [ RFC1700].

One could further observe that the next hop information (the

i nformation provided by the NEXT _HOP attribute) is neaningful (and
necessary) only in conjunction with the advertisenments of reachabl e
destinations - in conjunction with the advertisenents of unreachabl e
destinations (w thdrawi ng routes fromservice) the next hop

i nformation is meani ngless. This suggests that the advertisenent of
reachabl e destinations should be grouped with the adverti senent of
the next hop to be used for these destinations, and that the
advertisement of reachable destinations should be segregated fromthe
advertisenent of unreachabl e destinations.

To provide backward conpatibility, as well as to sinplify

i ntroduction of the nmultiprotocol capabilities into BGP-4 this
docunent uses two new attributes, Miltiprotocol Reachable NLR
(MP_REACH NLRI'), and Multiprotocol Unreachable NLR
(MP_UNREACH_NLRI'). The first one (MP_REACH NLRI) is used to carry the
set of reachabl e destinations together with the next hop information
to be used for forwarding to these destinations. The second one
(MP_UNREACH_NLRI') is used to carry the set of unreachable
destinations. Both of these attributes are optional and non-
transitive. This way a BGP speaker that doesn't support the

mul ti protocol capabilities will just ignore the information carried
in these attributes, and will not pass it to other BGP speakers.

2. Multiprotocol Reachable NLRI - MP_REACH NLRI (Type Code 14):

This is an optional non-transitive attribute that can be used for the
fol Il owi ng purposes:

(a) to advertise a feasible route to a peer

(b) to permit a router to advertise the Network Layer address of
the router that should be used as the next hop to the
destinations listed in the Network Layer Reachability
Information field of the MP_NLRI attri bute.

(c) to allow a given router to report sone or all of the

Subnetwork Points of Attachment (SNPAs) that exist within the
| ocal system
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The attribute is encoded as shown bel ow

o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Address Family ldentifier (2 octets) |
o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Subsequent Address Family ldentifier (1 octet) |
o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Length of Next Hop Network Address (1 octet) |
o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Network Address of Next Hop (vari able) |
o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Nunmber of SNPAs (1 octet) |
o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Length of first SNPA(1l octet) |
o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
| First SNPA (variable) |
o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Length of second SNPA (1 octet) |
o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Second SNPA (vari abl e) |
o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
I I
o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Length of Last SNPA (1 octet) |
o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Last SNPA (vari abl e) |
o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Network Layer Reachability Information (variable)

o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +

The use and neani ng of these fields are as foll ows:

Address Family Identifier:
This field carries the identity of the Network Layer protoco
associated with the Network Address that follows. Presently
defined values for this field are specified in RFC 1700 (see
t he Address Fami |y Nunbers section).

Subsequent Address Fanmily ldentifier:
This field provides additional information about the type of

the Network Layer Reachability Information carried in the
attribute.
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Lengt h of Next Hop Networ k Address:

A 1 octet field whose val ue expresses the length of the
"Net wor k Address of Next Hop" field as neasured in octets

Net wor k Address of Next Hop:

A variable length field that contains the Network Address of
the next router on the path to the destination system

Nunmber of SNPAs:

A 1 octet field which contains the nunber of distinct SNPAs to
be listed in the following fields. The value O may be used to
indicate that no SNPAs are listed in this attribute.

Length of Nth SNPA:

A 1l octet field whose value expresses the Iength of the "Nth
SNPA of Next Hop" field as nmeasured in sem -octets

Nth SNPA of Next Hop:

A variable length field that contains an SNPA of the router
whose Network Address is contained in the "Network Address of
Next Hop" field. The field length is an integral nunber of
octets in length, namely the rounded-up integer value of one
hal f the SNPA | ength expressed in seni-octets; if the SNPA
contains an odd nunmber of semi-octets, a value in this field
will be padded with a trailing all-zero sem -octet.

Net wor k Layer Reachability |nformation:

A variable length field that lists NLRI for the feasible routes
that are being advertised in this attribute. \Wen the
Subsequent Address Fanily ldentifier field is set to one of the
val ues defined in this docunent, each NLRI is encoded as
specified in the "NLRI encodi ng" section of this docunent.

The next hop information carried in the MP_REACH NLRI path attribute
defines the Network Layer address of the border router that should be
used as the next hop to the destinations listed in the MP_NLR
attribute in the UPDATE nessage. Wen advertising a MP_REACH NLRI
attribute to an external peer, a router may use one of its own

i nterface addresses in the next hop conponent of the attribute,
provided the external peer to which the route is being advertised
shares a comon subnet with the next hop address. This is known as a
"first party" next hop. A BGP speaker can advertise to an externa
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peer an interface of any internal peer router in the next hop
conmponent, provided the external peer to which the route is being
advertised shares a conmon subnet with the next hop address. This is
known as a "third party" next hop information. A BGP speaker can
advertise any external peer router in the next hop conponent,
provided that the Network Layer address of this border router was

| earned froman external peer, and the external peer to which the
route i s being advertised shares a conmon subnet with the next hop
address. This is a second formof "third party" next hop

i nformati on.

Normal |y the next hop information is chosen such that the shortest
avail able path will be taken. A BGP speaker nust be able to support
di sabli ng advertisenent of third party next hop information to handl e
i nperfectly bridged nmedia or for reasons of policy.

A BGP speaker must never advertise an address of a peer to that peer
as a next hop, for a route that the speaker is originating. A BGP
speaker nust never install a route with itself as the next hop

Wien a BGP speaker advertises the route to an internal peer, the
adverti si ng speaker should not nodify the next hop information
associated with the route. Wien a BGP speaker receives the route via
an internal link, it may forward packets to the next hop address if
the address contained in the attribute is on a common subnet with the
| ocal and renote BGP speakers.

An UPDATE nessage that carries the MP_REACH NLRI nust also carry the
ORIG@ N and the AS PATH attributes (both in EBGP and in | BGP
exchanges). Mreover, in |BG exchanges such a nessage nust al so
carry the LOCAL_PREF attribute. If such a nessage is received froman
external peer, the |local systemshall check whether the | eftnost AS
in the AS PATH attribute is equal to the autononous system nunber of
t he peer than sent the nessage. If that is not the case, the |oca
system shal |l send the NOTI FI CATI ON nessage with Error Code UPDATE
Message Error, and the Error Subcode set to Ml formed AS_PATH.

An UPDATE nessage that carries no NLRI, other than the one encoded in
the MP_REACH NLRI attribute, should not carry the NEXT_HOP attribute.
I f such a nmessage contains the NEXT_HOP attribute, the BGP speaker
that receives the nessage should ignore this attribute.

3. Multiprotocol Unreachable NLRI - MP_UNREACH NLRI (Type Code 15):

This is an optional non-transitive attribute that can be used for the
pur pose of w thdrawi ng nultiple unfeasible routes from service.
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The attribute is encoded as shown bel ow

o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Address Family ldentifier (2 octets) |
o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Subsequent Address Family ldentifier (1 octet) |
o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Wthdrawn Routes (variabl e) |
o m o m o e o e e e e e e e e e e e e e e e e e e e e e ee oo +

The use and the neaning of these fields are as foll ows:

Address Fam |y ldentifier:

This field carries the identity of the Network Layer protoco
associated with the NLRI that follows. Presently defined val ues
for this field are specified in RFC 1700 (see the Address

Fami |y Nunbers section).

Subsequent Address Family ldentifier:

This field provides additional information about the type of
the Network Layer Reachability Information carried in the
attribute.

W t hdr awn Rout es:

A variable length field that lists NLRI for the routes that are
bei ng wi thdrawn from servi ce. Wen the Subsequent Address
Fanmily ldentifier field is set to one of the values defined in
this docunent, each NLRI is encoded as specified in the "NLR
encodi ng" section of this docunent.

An UPDATE nessage that contains the MP_UNREACH NLRI is not required
to carry any other path attributes.

4. NLRI encoding

The Network Layer Reachability information is encoded as one or nore
2-tuples of the form<length, prefix> whose fields are described

bel ow:
o e e e e oaoo - +
| Length (1 octet) |
o e e e e oaoo - +
| Prefix (variable) |
o e e e e oaoo - +
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The use and the neaning of these fields are as foll ows:
a) Length:

The Length field indicates the length in bits of the address
prefix. Alength of zero indicates a prefix that matches al
(as specified by the address fam |ly) addresses (with prefix,
itself, of zero octets).

b) Prefix:

The Prefix field contains an address prefix followed by enough
trailing bits to nmake the end of the field fall on an octet
boundary. Note that the value of trailing bits is irrelevant.

5. Subsequent Address Fanmily ldentifier

Thi s docunent defines the foll owing values for the Subsequent Address
Famly ldentifier field carried in the MP_REACH NLRI and
MP_UNREACH NLRI attributes:

1 - Network Layer Reachability Information used for unicast
f orwar di ng

2 - Network Layer Reachability Information used for multicast
f orwar di ng

3 - Network Layer Reachability Information used for both unicast
and mul ticast forwarding

6. Error Handling

If a BGP speaker receives froma nei ghbor an Update nessage that
contains the MP_REACH NLRI or MP_UNREACH NLRI attribute, and the
speaker determi nes that the attribute is incorrect, the speaker nust
delete all the BGP routes received fromthat nei ghbor whose AFI/ SAFI
is the same as the one carried in the incorrect MP_REACH NLRI or
MP_UNREACH NLRI attribute. For the duration of the BGP session over
whi ch the Update nessage was received, the speaker then should ignore
all the subsequent routes with that AFI/SAFI received over that

sessi on.

In addition, the speaker may term nate the BGP session over which the
Updat e nmessage was received. The session should be ternminated with
the Notification nmessage code/ subcode indicating "Update Message
Error"/"Optional Attribute Error".
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7. Use of BGP Capability Advertisenent

A BGP speaker that uses Miltiprotocol Extensions should use the
Capability Advertisenent procedures [BGP-CAP] to determ ne whet her
t he speaker could use Multiprotocol Extensions with a particular
peer.

The fields in the Capabilities Optional Paraneter are set as follows.
The Capability Code field is set to 1 (which indicates Miltiprotocol
Ext ensi ons capabilities). The Capability Length field is set to 4.
The Capability Value field is defined as:

The use and meaning of this field is as follow

0 7 15 23 31
Fomm e - Fomm e - Fomm e - Fomm e - +
| AFI | Res. | SAFI |
Fomm e - Fomm e - Fomm e - Fomm e - +
AFl - Address Family ldentifier (16 bit), encoded the sanme way

as in the Multiprotocol Extensions

Res. - Reserved (8 bit) field. Should be set to 0 by the sender
and i gnored by the receiver

SAFI - Subsequent Address Family Identifier (8 bit), encoded
the same way as in the Miltiprotocol Extensions.

A speaker that supports nultiple <AFl, SAFI> tuples includes them as
mul tiple Capabilities in the Capabilities Optional Paraneter.

To have a bi-directional exchange of routing information for a
particul ar <AFl, SAFI> between a pair of BGP speakers, each such
speaker nust advertise to the other (via the Capability Advertisenent
mechani sn) the capability to support that particul ar <AFl, SAFI>

rout es.

8. | ANA Consi derati ons

As specified in this docunment, the MPL_REACH NLRI and MP_UNREACH_NLR
attri butes contain the Subsequence Address Family Identifier (SAFI)
field. The SAFI nane space is defined in Section 9. The | ANA will

mai ntain and regi ster values for the SAFlI namespace as follows. SAFI
value 0 is reserved. SAFl values 1, 2, and 3 are assigned in this
docunent. SAFI values 4 through 63 are to be assigned by | ANA using
the "I ETF Consensus" policy defined in RFC 2434. SAFI val ues 64
through 127 are to be assigned by I ANA, using the "First Come First
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10.

11.

12.

Served" policy defined in RFC 2434. SAFl values 128 through 255 are
for "private use", and values in this range are not to be assigned by
I ANA

Conparison with RFC 2283

This docunent restricts the MP_REACH NLRI attribute to carry only a
single instance of <AFl, SAFI, Next Hop Information, ...>.

This docunent restricts the MP_UNREACH NLRI attribute to carry only a
single instance of <AFl, SAFl, ...>.

Thi s docunment clarifies handling of an UPDATE nessage that carries no
NLRI, other than the one encoded in the MP_REACH NLRI attri bute.

This docunent clarifies error handling in the presence of
MP_REACH NLRI or MP_UNREACH NLRI attri butes

Thi s docunment specifies the use of BGP Capabilities Advertisenents in
conjunction with Multi-protocol extensions.

Finally, this docunent includes the "I ANA Consi deration” Section.
Security Considerations

Thi s extension to BGP does not change the underlying security issues
inherent in the existing BGP [Heffernan].

Acknow edgenent s

The authors would |like to thank nmenmbers of the IDR Wrking G oup for
their review and conments

Ref er ences

[ BGP- CAP] Chandra, R and J. Scudder, "Capabilities Advertisenent
with BGP-4", RFC 2842, My 2000.

[ BGP- 4] Rekhter, Y. and T. Li, "A Border Gateway Protocol 4
(BGP-4)", RFC 1771, March 1995.

[Heffernan] Heffernan, A, "Protection of BGP Sessions via the TCP
MD5 Signature Option", RFC 2385, August 1998.

[ 1 Pv4] Postel, J., "Internet Protocol", STD 5, RFC 791
Sept enber 1981.

Bates, et al. St andar ds Track [ Page 9]



RFC 2858 Mul ti protocol Extensions for BGP-4 June 2000

[ RFC1700] Postel, J. and J. K Reynolds, "Assigned Nunbers", STD
2, RFC 1700, Cctober 1994. (see al so
http://ww. i ana. org/ i ana/ assi gnnents. html)

13. Authors’ Addresses

Tony Bates

Cisco Systens, Inc.
170 West Tasnman Drive
San Jose, CA 95134

EMai | : tbates@i sco.com

Ravi Chandra
Redback Networks Inc.
350, Hol ger Wy

San Jose, CA 95134

EMai | : rchandra@ edback. com
Dave Katz

Juni per Networks, Inc.

3260 Jay St.

Santa Clara, CA 95054

EMai | : dkat z@ nx. com

Yakov Rekhter

Cisco Systens, Inc.

170 West Tasnman Drive

San Jose, CA 95134

EMai | : yakov@i sco. com

Bates, et al. St andards Track [ Page 10]



RFC 2858 Mul ti protocol Extensions for BGP-4 June 2000

14.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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