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Abstract

RFC 2916 assigned responsibility for a nunber of administrative and
operational details of Tel ephone Nunber Mapping (ENUM to the | AB.

It also anticipated that | TU woul d take responsibility for

determ ning the legitimcy and appropriateness of applicants for

del egation of "country code"-Ievel subdomains of the top-Ievel ENUM
domain. Recently, three nenps have been prepared for the I TU T Study
Goup 2 (S&) to explain the background of, and reasoning for, the
rel evant decisions. The | AB has also supplied a set of procedura
instructions to the RIPE NCC for inplenentation of their part of the
nodel. The content of the three nenos is provided in this docunent
for the information of the I ETF community.
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1

2.

I ntroducti on: ENUM Background | nformation

In January 2002, in response to questions fromthe ITU T Study G oup
2 (referred to just as "S&", below), specifically its group working
on "Questions 1 and 2", and nenbers of the | ETF and

t el ecomuni cati ons conmunities, Scott Bradner, as Area Director
responsi ble for the ENUM work and | SOC Vi ce President for Standards,
initiated an effort to produce expl anations of the decisions nade by
the | ETF about ENUM administration. The effort to produce and refine
t hose docunents eventual ly involved him Patrik Faltstrom (author of
RFC 2916), and several nenbers of the | AB.

The documents have now been contributed to I TU- T, and are being
published as internal S& docunments. This docunent provides the | ETF
community a copy of the information provided to S&. Section 2 bel ow
contains the sane content as COM 2-11-E, section 3 contains the sane
content as COM 2-12-E, and section 4 contains the same content as S&
docunment COM 2-10-E. The docunents being published within S& show
their source as "THE | NTERNET SOCI ETY ON BEHALF OF THE | ETF", which
is aformality deriving fromthe fact that | SCC holds an | TU sector
menber ship on behal f of the | ETF.

Way one and only one domain is used in ENUM
1. Introduction

This contribution is one of a series provided by the IETF to ITUT
S& to provide background information about the | ETF s ENUM Wor ki ng
Group deliberations and decisions. This particular contribution
addresses the IETF s decision that only a single domain could be
supported in ENUM

2.2. The need for a single root in the DNS

In the Donmain Nanme System (DNS), each domain nane is globally unique.
This is a fundanental fact in the DNS system and foll ows

mat hematically fromthe structure of that systemas well as the
resource identification requirenents of the Internet. Wich DNS
server is authoritative for a specific domain is defined by

del egations fromthe parent domain, and this is repeated recursively
until the so-called root zone, which is handled by a well-known set
of DNS servers. Note that words |ike "authoritative" and

"del egation" and their variations are used here in their specific,
technical, DNS sense and may not have the sane neanings they normally
would in an | TU cont ext.
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G ven that one starts with the well-known root zone, every party

querying the DNS systemwi |l end up at the sanme set of servers for
t he sanme dommin, regardl ess of who is sending the query, when the
query is sent and where in the network the query is initiated. In

May 2000 the | AB published a docunment on the need for a single root
in the DNS. This docunment explores the issues in greater detail
See RFC 2826 (http://ww.ietf.org/rfc/rfc2826.txt).

2.3. Storing E. 164 nunbers in the DNS

An E. 164 nunber is also globally unique, and because of that it has
nost of the sane properties as a domain nane. This was the reason
why storing E. 164 nunbers in the DNS systemis technically a sinple
mappi ng. ENUMis just that, a way to store E. 164 nunbers in the DNS
Multiple ENUMtrees in the DNS hierarchy woul d have the tel ephony
equi val ent of permitting every carrier to assign a different meaning
to an E. 164 country code, with each one potentially mapping a given
nunber to a different circuit or rejecting it entirely. For the
Internet, if there were nultiple trees, there would be no way to
determ ne whi ch donains m ght contain ENUM records. Thus, each
application that uses ENUM facilities would have to be manual |y
configured with a |list of domains to be searched. This would incur
the sanme problens of scaling and updates that led to the devel opnent
of the DNS

The goal with ENUMis that one party should be able to | ook up
information in DNS, which another party has stored in DNS. This nust
be possible with only the E. 164 nunber as input to the algorithm

If the party storing information in DNS has two (or nore) places to
choose from and chooses one of them howis a second party | ooking
up things to know what place was sel ected? An anal ogy would be if
one knew only www. whit ehouse, and not the TLD, and ask people to go
to that website. |Is the correct domai n nane www. whi t ehouse. gov,
www, whi t ehouse. com or www. whi t ehouse. se? |t should be noted that
www. whi t ehouse. com exi sts and is a pornography site.

Thus, the only way of know ng where to | ook up E. 164/ ENUM nunbers in
DNS is to use one and only one domain, and have everyone agree on
what that domain is. Note that ENUMis a systemfor use with E 164
nunbers in their general, global, context. Nothing technical can, or
should, try to prevent parties that wish to use ENUM I i ke nechani sms,
or other systens that have the sane general structure as tel ephone
nunbers, fromworking out private, out of band, agreements to support
those applications. However, such applications are neither E. 164 nor
ENUM any nore than internal extension nunbers in a PBX are normally
consi dered to be part of either.
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3. Wiy . ARPA was selected as the top |l evel domain for ENUM
3.1. Introduction

This nenp is one of a series provided by the ETF to S& to provide
background i nformati on about the I ETF s ENUM Wor ki ng Group

deli berations and decisions. This particular neno addresses the

| ETF s decision that the ENUM DNS tree woul d use the . ARPA top | eve
domai n.

3.2. |AB Statenent on Infrastructure Domai n and Subdonmi ns

(Taken fromhttp://ww. iab. org/iab/ DOCUMENTS/ i ab-arpa-stm.txt, My
2000.)

Over the last several nonths, the | AB has been review ng, and

di scussing with I CANN and ot her parties, the handling of various
Internet Protocol-related infrastructure conponents that the
comuni ty has concl uded shoul d be placed into the DNS.

Hi storically, the nost visible infrastructure domai n has been the

| Pv4 address reverse-mappi ng domain. This domain was placed in "in-
addr.arpa" as part of the initial ARPANET transition strategy from
host table naming (see RFC 881-http://ww.ietf.org/rfc/ rfc0881.txt).
O her than the | Pv4 reverse-mappi ng subdomain, it becane the only
active subdormain of that domain as the <host-tabl e- name>. ARPA nanes
that were also part of the transition were gradually renoved. O her
i nfrastructure domai ns were, in the past, placed under the "INT" TLD
and various organi zati onal nanes.

It is in the interest of general Internet stability, to pay adequate
attention to the placenent of secondary DNS servers, and

adm ni strative cleanliness, to start rationalizing this situation by
| ocating new infrastructure subdormains in a single domain and
mgrating existing ones to it as appropriate. |t appears that our
original infrastructure domain "ARPA", redesignated from an
abbreviation for "ARPANET" to an acronym for "Address and Routing
Parameters Area" is best suited for this purpose.

3.3. Infrastructure subdomai ns

Qperationally, it is easier to ensure good stability for DNS in
general if we have as few DNS zones as possible that are used for
paraneters for infrastructure purposes. Today, new infrastructure
domai ns are put in ARPA and ol d assignments which were nmade in other
dormai ns are being mgrated to ARPA. Currently, ARPA is used for in-
addr. arpa (for reverse mappi ng of |IPv4 addresses), ip6.arpa, (for
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reverse napping of I Pv6 addresses), and el64.arpa, (the subject of
this meno). In the future, URl schenes, URN nanespaces and ot her new
address famlies will be stored in ARPA.

Theoretically, each set of infrastructure paraneters could be stored
in a separate dormain as a TLD. (For exanple, .URI, .UN, .IPV6, new
TLD, which only can be created via the | CANN process (which m ght
take a year or nore) and woul d unnecessarily and undesirably flatten
the DNS tree. It is nmuch easier to have one TLD with easily created
new subdomai ns (2nd | evel domai ns), one for each paraneter. Thus it
was | ogical to store E. 164 nunbers in ARPA

3.4. The ARPA domain (derived from RFC 3172, Septenber 2001)

The "arpa" domain was originally established as part of the initial
depl oynment of the DNS, to provide a transition nmechanismfromthe
Host Tables that were previously standard in the ARPANET. It was

al so used to provide a permanent hone for |Pv4 address to nane

mappi ngs ("reverse mappings") which were previously al so handl ed
usi ng the Host Tabl e nmechanism The Internet Architecture Board
(IAB), in cooperation with the Internet Corporation for Assigned
Narmes and Nunbers (1 CANN), is currently responsible for managing the
Top Level Domain (TLD) nanme "arpa". This arrangenent is documented
in Appendi x A of RFC 3172. This domain nane provides the root of the
nane hierarchy of the reverse mapping of | P addresses to donain
nanes. Mre generally, this domain name undertakes a role as a
limted use domain for Internet infrastructure applications, by
provi di ng a nane root for the mapping of particular protocol val ues
to nanes of service entities. This domain nane provides a name root
for the mappi ng of protocol values into | ookup keys to retrieve
operationally critical protocol infrastructure data records or
objects for the Internet.

The | AB may add other infrastructure uses to the "arpa"” domain in the
future. Any such additions or changes will be in accordance with the
procedures documented in Section 2.1 and Section 3 of this docunent.
[referring to RFC 3172] This dormain is termed an "infrastructure
domain", as its role is to support the operating infrastructure of
the Internet. |In particular, the "arpa" domain is not to be used in
t he same manner (e.g., for naming hosts) as other generic Top Leve
Dorai ns are commonly used.

The operational adm nistration of this domain, in accordance with the
provi sions described in this docunent, shall be performed by the | ANA
under the terms of the MoU between the | AB and | CANN concerning the

| ANA [ RFC 2860] .
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3.5. Assignnent of the .ARPA top |evel domain

As docunented in appendix A of RFC 3172, on April 28, 2000 the US
Departnent of Commerce, acting under the authority of its purchase
order with I CANN, directed | CANN to operate the . ARPA TLD under the
gui dance of the IAB, as a limted use domain for internet

i nfrastructure applications.

3.6. Nanme Server Requirenents for .ARPA (from RFC 3172)

As this domain is part of the operationally critical infrastructure
of the Internet, the stability, integrity and efficiency of the
operation of this domain is a matter of inportance for all Internet
users.

The "arpa" domain is positioned as a top |evel domain in order to
avoi d potential operational instabilities caused by nultiple DNS

| ookups spanni ng several operational domains that would be required
to locate the servers of each of the parent nanmes of a nore deeply
nested infrastructure nanme. The maximal | ookup set for ARPAis a

| ookup of the nane servers for the "arpa" domain froma root server,
and the query agent is then provided with a list of authoritative
"arpa" name servers.

The efficient and correct operation of the "arpa" donmain is
considered to be sufficiently critical that the operational
requirements for the root servers apply to the operational
requirenents of the "arpa" servers. Al operational requirenents
noted in RFC 2870, as they apply to the operational requirenents of
the root servers, shall apply to the operation of the "arpa" servers.
Any revision to RFC 2870 in relation to the operation of the root
servers shall also apply to the operation of the "arpa" servers.

Many of the servers that are authoritative for the root zone (or the
"." zone) also currently serve as authoritative for the "arpa" zone.
As noted in RFC 2870, this arrangenment is likely to change in the
future.

3.7. Summary: ENUM use of .ARPA

The ARPA domain is the preferred TLD for infrastructure and paraneter
use. The ENUM structure should be placed in a single domain subtree
(see separate contribution, COM 2-11), and is expected to evolve into
i mportant Internet infrastructure, and hence should be placed there.
This decision is facilitated by the MOU between | CANN and | ETF and
the instructions fromthe US Government to | CANN, which provide for

| AB supervision of that domain. Despite sone confusion with the nane
of a US Departnent of Defense agency, DARPA, these uses are
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consistent with all of the historical uses of the ARPA domai n, which
have been for infrastructure purposes (initially when the

hi erarchical DNS was created to replace the old flat nanespace of
ARPANET): the domain was never used for any internal or specific
DARPA purpose. Recognizing the potential difficulties with nultiple
i nfrastructure domai ns, the Internet Architecture Board concluded in
May 2000 that all new infrastructure information was to be stored in
the ARPA domain and existing infrastructure subtrees mgrated there
as feasible. http://ww.iab.org/iab/ DOCUVMENTS/ i ab-ar pa-stnt.txt
provi des additional context for these decisions.

The ENUM Wor ki ng Group decided to follow that reconmendati on

4. The selection of an operator for E164. ARPA

4.

1.

| nt roducti on

This contribution is one of a series provided by the ETF to S& to
provi de background informati on about the I ETF s ENUM Wor ki ng G oup
deli berations and decisions. This particular contribution addresses
the ETF s selection of an operator for the E164. ARPA donai n.

4.2. Nane server operator requirenents

RFC 2870 (http://www. ietf.org/rfc/rfc2780.txt) describes the
requirements for operating DNS root servers. |nportant DNS-based
infrastructure services require that their servers be operated with
the sanme | evel of attention to reliability and security that the root
servers require. |In addition, for an infrastructure service such as
E164. ARPA sone additional requirements were felt by the 1AB to be

i mportant. Organizations that operate core services such as I N
ADDR. ARPA and E164. ARPA nust have a history of reliable operation of
DNS servers and be highly respected and known for both their rel evant
technical skills and their fairness and inpartiality. In addition
the 1AB felt that the organization that operates such infrastructure
domai ns nust be a non-profit and public-service-oriented one to
renove any incentive for exploitative behavior based on profit
notives that depend on, e.g., the nunber of records in the database
even if sone reasonable registration fee is charged to recover costs.
The 1 AB also felt that they wanted an organi zati on with good (and
extensive) experience working with governnments when necessary and one
wi th experience working with the 1AB and the | ETF nore generally.
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4. 3. Evaluating possible operators

1N

The | AB researched various options for operators and canme to the
conclusion that the regional |IP address registries (RIRs) nmet all of
the criteria. They all had extensive experience providing and
supporting infrastructure services reliably and securely and al
three of themhad a long history of working with the | ETF.

.4. Selecting a particul ar operator

Gven that all of the RIRs would have net the criteria, the selection
of a particular RIR required | ooking at other factors. The |AB

concl uded that RI PE NCC woul d be the best operator for E164. ARPA,
based | argely on their sonmewhat greater experience in running DNS
servers and on their location in a neutral |egal jurisdiction

.5. Country adm nistration of cc subdomains

O course, once a subdommi n associated with a country code is
assigned for registration and operations to an appropriately-
designated entity for the associated country or nunbering plan

adm ni stration of that subdomain is entirely a National Matter, wth
no invol verent anticipated fromthe | AB/ I ETF, the E164. ARPA registry,
or fromthe I TU

Procedures to be foll owed by R PE NCC

The I AB and the RI PE NCC have agreed on procedures for the latter to
followin making ENUM registrations at the country code |evel. Those
instructions are expected to evolve as experience is accunul at ed.
Current versions will be posted on the | AB and/or RI PE NCC web sites.
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10. Full Copyright Statement
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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