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1. Abstract

A new URL schene, "data", is defined. It allows inclusion of smal
data itens as "immedi ate" data, as if it had been incl uded
external ly.

2. Description

Sone applications that use URLs al so have a need to enbed (small)
medi a type data directly inline. This docunent defines a new URL
schene that would work Iike ’immediate addressing’ . The URLs are of
the form

dat a: [ <nedi at ype>] [ ; base64] , <dat a>

The <medi atype> is an Internet media type specification (with
optional paraneters.) The appearance of ";base64" neans that the data
is encoded as base64. Wthout ";base64", the data (as a sequence of
octets) is represented using ASCI|1 encoding for octets inside the
range of safe URL characters and using the standard %x hex encodi ng
of URLs for octets outside that range. |If <nediatype>is onitted, it
defaults to text/plain;charset=US-ASCII. As a shorthand,

"text/plain" can be omitted but the charset paraneter supplied.

The "data:" URL schene is only useful for short val ues. Note that
some applications that use URLs may inpose a length linit; for
exanpl e, URLs enbedded wi thin <A> anchors in HTM. have a length limt
determ ned by the SGW declaration for HTM. [ RFC1866]. The LI TLEN
(1024) limts the nunber of characters which can appear in a single
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attribute value literal, the ATTSPLEN (2100) limts the sum of al
Il engths of all attribute value specifications which appear in a tag,
and the TAGLEN (2100) limts the overall length of a tag.

The "data" URL scheme has no relative URL forns.

3. Synt ax
dat aur | = "data:" [ nediatype ] [ ";base64" ] "," data
medi at ype = [ type "/" subtype ] *( ";" paraneter )
dat a = *url char
par anet er = attribute "=" val ue

where "urlchar" is inported from][RFC2396], and "type", "subtype"
"attribute" and "value" are the correspondi ng tokens from [ RFC2045],
represented using URL escaped encodi ng of [ RFC2396] as necessary.

Attribute values in [ RFC2045] are allowed to be either represented as
t okens or as quoted strings. However, within a "data" URL, the
"quoted-string" representati on woul d be awkward, since the quote nark
is itself not a valid urlchar. For this reason, paraneter val ues
shoul d use the URL Escaped encodi ng instead of quoted string if the
par anmet er val ues contain any "tspecial"

The "; base64" extension is distinguishable froma content-type
paraneter by the fact that it doesn’'t have a follow ng " si gn

4. Exanpl es
A data URL m ght be used for arbitrary types of data. The URL
dat a: , A%0bri ef %20not e

encodes the text/plain string "A brief note", which m ght be useful
in a footnote link

The HTM. fragnent:

<| MG

SRC="dat a: i mage/ gi f ; base64, ROl GODdhMAAWAPAAAAAAAP | | yWAAAAANAAW
AAAC8I yPgcvt 3wCcDki Lc7C0gwy GHhSWhj QusygnCYsapyuvUUl vONnOZt f zgFz
By TB10Qyx OROTqBQej hRNz Of k\VJ+5Yi Ugr XF5Y5! Kh/ DeuNcP5y LWGs Ebt Li OSp
a/ TPg7JpJHxyendzWIBf XOcxOnKPj gBzi 4di i nWGdkF8kj df nycQZXZeYGej mil
Zed 9i 2i cvVgaNvai | T6F5i J90nB6m/uTS40OKO5MIv DkOQUAXUt wKOzr cd3i q9ui s
F81MLA cR71 EewnwcLp7t uNNKMBuNna3F2JQFo97Vri y/ Xl 4/ f 1cf 5VWe Xyyni7 PH
hhx4dbgYKAAAT"

ALT="Larry">
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could be used for a small inline image in a HTM. docunent. (The
enbedded image is probably near the limt of utility. For anything
el se larger, data URLs are likely to be inappropriate.)

A data URL schene’s nedia type specification can include other
paraneters; for exanple, one m ght specify a charset paraneter

dat a: t ext/ pl ai n; char set =i so- 8859- 7, %he% g%be
can be used for a short sequence of greek characters.

Sone applications my use the "data" URL schenme in order to provide
setup paraneters for other kinds of networking applications. For
exanpl e, one might create a nedia type

appl i cati on/ vnd- xxx- query

whose content consists of a query string and a database identifier
for the "xxx" vendor’s databases. A URL of the form

dat a: appl i cati on/ vnd- xxx-
query, sel ect _vcount,fcol _fromfiel dtabl e/l ocal

could then be used in a local application to launch the "hel per" for
appl i cation/vnd-xxx-query and give it the i medi ate data i ncl uded.

5. History

This idea was originally proposed August 1995. Sone versions of the
data URL schene have been used in the definition of VRM., and a
version has appeared as part of a proposal for enbedded data in HTM.
Vari ous changes have been nmade, based on requests, to elide the nedia
type, pack the indication of the base64 encoding nore tightly, and
elimnate "quoted printable" as an encoding since it would not easily
yield valid URLs w thout additional %x encoding, which itself is
sufficient. The "data" URL schene is in use in VRWM, new applications
of HTM., and various commercial products. It is being used for object
paraneters in Java and ActiveX applications.

6. Security

Interpretation of the data within a "data” URL has the same security
consi derations as any inplenentation of the given nedia type. An
application should not interpret the contents of a data URL which is
marked with a nedia type that has been disallowed for processing by
the application’s configuration
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Sites which use firewall proxies to disallow the retrieval of certain
medi a types (such as application script |anguages or types with known
security problenms) will find it difficult to screen against the

i nclusi on of such types using the "data" URL schenme. However, they
shoul d be aware of the threat and take whatever precautions are

consi dered necessary within their domain.

The effect of using long "data” URLs in applications is currently
unknown; some software packages may exhi bit unreasonabl e behavi or
when confronted with data that exceeds its allocated buffer size.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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