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Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.
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Abstract

Thi s docunent registers the nessage/sipfrag Miltipurpose |nternet

Mai | Extensions (M ME) nedia type. This type is sinilar to
nmessage/ sip, but allows certain subsets of well formed Session
Initiation Protocol (SIP) nessages to be represented instead of
requiring a conplete SIP nessage. 1In addition to end-to-end security
uses, nessage/sipfrag is used with the REFER nmethod to convey

i nformati on about the status of a referenced request.
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1. Introduction

The nmessage/sip M ME nedia type defined in [1] carries an entire well
formed SIP nessage. Section 23.4 of [1] describes the use of
nmessage/sip in concert with SSMMe to enhance end-to-end security.
The concepts in that section can be extended to allow SIP entities to
make assertions about a subset of a SIP nessage (for exanple, as
described in [6]). The nessage/sipfrag type defined in this docunent
is used to represent this subset.

A subset of a SIP nessage is al so used by the REFER net hod defined in
[5] to carry the status of referenced requests. Allowing only a
portion of a SIP nessage to be carried allows information that coul d
conproni se privacy and confidentiality to be protected by renoval .

Thi s docunent does NOT provide a nmechanismto segnent a SIP nessage
into nmultiple pieces for separate transport and | ater reassenbl e.
The nmessage/partial type defined in [2] provides a solution for that
pr obl em

The key words "MJST", "MJST NOT", REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVEND', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [4].

2. Definition: message/sipfrag
A valid nessage/sipfrag part is one that could be obtained by
starting with sone valid SIP nessage and del eting any of the
fol |l ow ng:
o the entire start line
0o one or nore entire header fields

0 the body

The foll owi ng Augnent ed Backus-Naur Form (ABNF) [3] rule describes a
nmessage/ si pfrag part using the SIP granmar el enents defined in [1].
The expansion of any elenent is subject to the restrictions on valid
SI P nessages defined there.

sipfrag = [ start-line ]

*message- header
[ CRLF [ message-body ] ]
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3.

If the nessage/sipfrag part contains a body, it MJST al so contain the
appropri ate header fields describing that body (such as Content-
Length) as required by Section 7.4 of [1] and the null-Iline
separating the header fromthe body.

Exanpl es

3.1 Valid nessage/sipfrag parts

This section uses a vertical bar and a space to the left of each
exanple to illustrate the exanple's extent. Each |ine of the
nmessage/ si pfrag el enent begins with the first character after the "|"
pair.

The first two exanpl es show that a nessage/sipfrag part can consi st
of only a start |ine.

| ITNVITE sip:alice@tlanta.comSIP/2.0
or
| SIP/2.0 603 Declined

The next two show that Subsets of a full SIP nessage may be
represented.

| REG STER sip:atlanta.com SIP/2.0

| To: sip:alice@tlanta.com

| Contact: <sip:alicepc@tlanta.conp;g=0.9,

| <si p:alicenobil e@tlanta. conpr; q=0. 1

| SIP/2.0 400 Bad Request
| Warning: 399 atlanta.com Your Event header field was nalforned

A nmessage/sipfrag part does not have to contain a start line. This
exanmpl e shows a part that mght be signed to nake assertions about a
particul ar nessage. (See [6].)

| From Alice <sip:alice@tlanta.conr

| To: Bob <sip: bob@il oxi.conr

| Contact: <sip:alice@c33.atlanta.conmr
| Date: Thu, 21 Feb 2002 13:02: 03 GMI

| Call-1D a84b4c76e66710

| Cseq: 314159 INVITE
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The next two exanpl es show nmessage/ sipfrag parts that contain bodi es.

SIP/2.0 200 &K
Cont ent - Type: application/sdp
Cont ent - Lengt h: 247

v=0

o=al i ce 2890844526 2890844526 I N I P4 host.anywhere.com
S=

t=0 0

nmrFaudi o 49170 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

nmFvi deo 51372 RTP/ AVP 31
a=rtpmap: 31 H261/ 90000
nrvi deo 53000 RTP/ AVP 32

I

I

I

I

I

I

| c=IN1P4 host.anywhere.com
I

I

I

I

|

| a=rtpmap: 32 MPV/ 90000

| Content-Type: text/plain
| Content-Length: 11
I
I

H There!
3.2 Invalid nessage/sipfrag parts

This section uses the character "X' followed by a space to the |eft
of each exanple to illustrate the exanple’'s extent. Each line of the
i nvalid nessage/sipfrag el ement begins with the first character after
the "X " pair.
The start line, if present, nust be conplete and valid per [1].

X INVITE

X INVITE sip:alice@tlanta.com SIP/1.09

X SIP/ 2.0

X 404 Not Found
Al'l header fields nmust be valid per [1].

X INVITE sip:alice@tlanta.com SIP/2.0

X Via: SIP/2.0/UDP ; branch=z9h&4bkK29342a

X To: <>;tag=39234

X To: sip:alice@tlanta.com
X From sip: bob@il oxi.comtag=1992312
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X Cll-ID thisis invalid

X INVITE sip:alice@tlanta.comSIP/2.0
X From <sip: bob@i | oxi.conp; tag=z9hG4bK2912; t ag=z9hAbK99234

If a body is present in the nessage/sipfrag part, the headers
required by Section 7.4 of [1] and the null-line separating the
header fromthe body.

X MESSAGE sip:alice@tlanta.com SIP/2.0
X H There!

4. Discussion

Section 23 of [1], and nenbs [5] and [6] provide notivation and
detail ed exanples of carrying all or part of a SIP nmessage in a MM
part. Briefly, using this representation along with S/M ME enabl es
protecting and meki ng assertions about portions of a SIP nessage
header. It also enables applications to describe the nessaging
involved in a SIP transaction using portions of the nessages

t hensel ves.

The SI P REFER nmethod [5], for instance, uses this to report the
result of a SIP request to an authorized third party. However, as
that docunent details, it is rarely desirable to include the entire
SI P response nmessage in this report as a nmessage/sip MM part.

Doi ng so has significant negative security inplications. The
nmessage/ si pfrag type, on the other hand, allows a sender to sel ect
what information is exposed. Further, it allows information required
ina full SIP nessage that is not pertinent to a description of that
nmessage to be elided, reducing nessage size. For instance, this
allows a SIP elenent responding to a REFER to say "I got a 400 Bad
Request with this Warni ng header field" w thout having to include the
Via, To, From Call-1D, CSeq and Content-Length header fields
mandatory in a full SIP nessage.

The nessage protection nmechani smdi scussed in Section 23 of [1]
assunmes an entire SIP nessage is being protected. However, there are
several header fields in a full SIP nessage that necessarily change
during transport. [1] discusses how to inspect and ignhore those
changes. This idea is refined in [6] to allow protection of a subset
of the entire nessage, avoiding the extra work and potential errors
involved in ignoring parts of the nessage that may legitinately
change in transit. That document al so describes constructing

crypt ographi c assertions about pertinent subsets of a SIP nessage
header before the full header (including hop-by-hop transport
specific information) may be avail abl e.
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5.

| ANA Consi der ati ons

The nmessage/sipfrag nedia type is defined by the foll ow ng
i nformati on:

Medi a type nane: nessage

Medi a subtype nane: sipfrag

Requi red paraneters: none

Optional paraneters: version
Version: The SI P-Version nunber of the enclosed nessage (e.g.,
"2.0"). If not present, the version defaults to "2.0".

Encodi ng schenme: SIP nessages consist of an 8-bit header optionally
followed by a binary M ME data object. As such, SIP nessages mnust
be treated as binary. Under normal circunstances SIP nessages are
transported over binary-capable transports, no special encodings
are needed.

Security considerations: see bel ow

Security Considerations

A nmessage/sipfrag mne-part nmay contain sensitive information or

i nformation used to affect processing decisions at the receiver.

When exposing that information or nmodifying it during transport would
do harm its level of protection can be inproved using the S/M M=
nmechani sns described in section 23 of [1], with the [imtations
described in section 26 of that docunent, and the nechani sns
described in [6].

Applications using nessage/sipfrag to represent a subset of the
header fields froma SIP nessage nust consider the inplications of
the message/sipfrag part being captured and replayed and i ncl ude
sufficient information to mtigate risk. Any SIP extension which
uses nessage/ si pfrag MJIST describe the replay and cut and paste
threats unique to its particular usage. For exanple, [6] discusses
how a subset of a SIP nessage can be used to assert the identity of
the entity naking a SIP request. The draft details what information
nmust be contained in the subset to bind the assertion to the request.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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