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Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Thi s docunent defines a framework within which security services may
be applied to MM body parts. M Mg, an acronym for "Miltipurpose
Internet Mail Extensions", defines the format of the contents of
Internet nail nessages and provides for rmulti-part textual and non-
textual nessage bodies. The new content types are subtypes of

mul tipart: signed and encrypted. Each will contain two body parts:
one for the protected data and one for the control information
necessary to renmpove the protection. The type and contents of the
control information body parts are determnined by the value of the
protocol paranmeter of the enclosing nultipart/signed or

mul ti part/encrypted content type, which is required to be present.
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1

| nt roducti on

An Internet electronic mail nessage consists of two parts: the
headers and the body. The headers forma collection of field/value
pairs structured according to STD 11, RFC 822 [1], whilst the body,
if structured, is defined according to MME [2]. The basic MM
speci ficati on does not provide specific security protection.

Thi s docunent defines a framework whereby security protection

provi ded by other protocols may be used with MM in a conpl enentary
fashion. By itself, it does not specify security protection. A MM
agent must include support for both the framework defined here and a
mechanismto interact with a security protocol defined in a separate
docunent. The resulting conbi ned service provides security for
single-part and nulti-part textual and non-textual nessages.

The franmework is provided by defining two new security subtypes of
the MME nultipart content type: signed and encrypted. In each of
the security subtypes, there are exactly two rel ated body parts: one
for the protected data and one for the control information. The type
and contents of the control information body parts are determ ned by
the value of the protocol paraneter of the enclosing nultipart/signed
or nultipart/encrypted content type, which is required to be present.
By registering new values for the required protocol paraneter, the
framework is easily extended to accommbdate a variety of protocols.

A M ME agent that includes support for this framework will be able to
recogni ze a security nultipart body part and to identify its
protected data and control information body parts. |If the value of
the protocol paraneter is unrecognized the MM agent will not be

able to process the security nmultipart. However, a M ME agent nay
continue to process any other body parts that nay be present.

Definition of Security Subtypes of Miltipart

The multipart/signed content type specifies how to support

aut hentication and integrity services via digital signature. The
control information is carried in the second of the two required body
parts.

The multipart/encrypted content type specifies how to support
confidentiality via encryption. The control information is carried
in the first of the two required body parts.

A three-step process is described for the origination and reception
of the multipart/signed and nmultipart/encrypted contents. The
details of the processing performed during each step is left to be
specified by the security protocol being used.
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2.1. Definition of Miltipart/Signed
(1) MM type nane: nultipart
(2) ™M ME subtype nane: signed
(3) Required paraneters: boundary, protocol, and mcalg
(4) Optional parameters: none

(5) Security considerations: Miust be treated as opaque while in
transit

The multipart/signed content type contains exactly two body parts.
The first body part is the body part over which the digital signature
was created, including its MM headers. The second body part
contains the control information necessary to verify the digital
signature. The first body part may contain any valid M ME content
type, |abeled accordingly. The second body part is |abel ed according
to the value of the protocol paraneter

The attribute token for the protocol paraneter is "protocol", i.e.
paraneter := "protocol" "=" val ue

The val ue token is conprised of the type and sub-type tokens of the
Cont ent - Type: header of the second body part, i.e.,

value := <"> type "/" subtype <">

where the type and subtype tokens are defined by the MM [ 2]
specification. The senmantics of the protocol paraneter are defined
according to its val ue.

The attribute token for the micalg paraneter is "mcalg", i.e.
paraneter := "mcalg" "=" val ue

The Message Integrity Check (MC) is the nane given to the quantity
conmput ed over the body part with a nessage di gest or hash functi on,
in support of the digital signature service. Valid value tokens are
defined by the specification for the value of the protocol paraneter.
The value may be a comma (",") separated |ist of tokens, indicating
the use of multiple MC algorithnms. As a result, the comma (",")
character is explicitly excluded fromthe list of characters that may

be included in a token used as a value of the micalg paraneter. |If
multiple MC algorithns are specified, the purpose and use of the
multiple algorithnms is defined by the protocol. |If the MC algorithm
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is also specified in the control information and the value there does
not agree with the value in this paraneter, it nust be treated as an
error.

NOTE: The presence of the nicalg paranmeter on the

nmul ti part/signed content type header is explicitly intended to
support one-pass processing. MME inplenentations may | ocate
the second body part by inputting the first body part and
computing the specified MC values until the boundary
identifying the second body part is found.

The entire contents of the multipart/signed container nust be treated
as opaque while it is in transit froman originator to a recipient.

I nternmedi ate nessage transfer agents must not alter the content of a
mul tipart/signed in any way, including, but not limted to, changing
the content transfer encoding of the body part or any of its
encapsul at ed body parts.

The signature in a nmultipart/signed only applies to the naterial that
is actually within the nultipart/signed object. |In particular, it
does not apply to any encl osing nmessage nmaterial, nor does it apply
to entities that are referenced (e.g. via a M M nessage/ ext ernal -
body) by rather than included in the signed content.

When creating a multipart/signed body part, the follow ng sequence of
steps describes the processing necessary. It nust be enphasized that
these steps are descriptive, not prescriptive, and in no way inpose
restrictions or requirenents on inplenentations of this

speci ficati on.

(1) The content of the body part to be protected is prepared
according to a local convention. The content is then
transformed into a MM body part in canonical M ME format,
i ncluding an appropriate set of M ME headers.

In addition, if the multipart/signed object is EVER to be
transferred over the standard Internet SMIP infrastructure, the
resulting MME body is constrained to 7 bits -- that is, the use
of material requiring either 8bit or binary
content-transfer-encoding is NOT allowed. Such 8bit or binary
mat eri al MJST be encoded using either the quoted-printable or
base64 encodi ngs.

This requirenment exists because it is not generally possible,
given the current characteristics of Internet SMIP, for a
nmessage originator to guarantee that a nmessage will travel only
al ong pat hs capabl e of carrying 8bit or binary material.
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SMIP clients normally have the option of either converting the
nmessage to elimnate the use of 8bit or binary encoding or
returning a nondelivery notification to the originator.

However, conversion is not viable in the case of signed objects
si nce conversion woul d necessarily invalidate the signature.
This | eaves a nondelivery notification as the only avail able
option, which is not acceptable.

(2) The body part (headers and content) to be digitally signed is
prepared for signature according to the value of the protoco
paraneter. The M ME headers of the signed body part are
included in the signature to protect the integrity of the MM
| abeling of the data that is signed.

(3) The prepared body part is nade available to the signature creation
process according to a |ocal convention. The signature creation
process nust mnmake available to a MM inplenmentation two data
streanms: the control information necessary to verify the
signature, which the MME inplenmentation will place in the second
body part and | abel according to the value of the protocol
paraneter, and the digitally signed body part, which the M ME
i mpl ementation will use as the first body part.

When receiving a multipart/signed body part, the foll owi ng sequence
of steps describes the processing necessary to verify the signature
or signatures. It nmust be enphasi zed that these steps are
descriptive, not prescriptive, and in no way inpose restrictions or
requi rements on inplenentations of this specification.

(1) The first body part and the control information in the second body
part rust be prepared for the signature verification process
according to the value of the protocol paraneter.

(2) The prepared body parts nust be nade available to the signature
verification process according to a |l ocal convention. The
signature verification process nust nake available to the MM
i mpl ementation the result of the signature verification and the
body part that was digitally signed.

NOTE: The result of the signature verification is likely to
include a testament of the success or failure of the
verification. Also, in the usual case, the body part
returned after signature verification will be the sane as
the body part that was received. W do not insist that
this be the case to allow for protocols that nay nodify the
body part during the signature processing.
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2.

2.

(3) The result of the signature verification process is nade avail able
to the user and the M ME inpl enentation continues processing with
the verified body part, i.e., the body part returned by the
signature verification process.

The followi ng exanple is an illustration of a multipart/signed body

part. It is necessarily inconplete since the control information is

defined by the security protocol, which nust be specified in a

separ at e docunent.

Content - Type: nultipart/signed; protocol ="TYPE STYPE";
nm cal g="M CALG'; boundary="Si gned Boundary"

--Si gned Boundary
Content - Type: text/plain; charset="us-ascii"

This is some text to be signed although it could be
any type of data, |abeled accordingly, of course.

- - Si gned Boundary
Cont ent - Type: TYPE/ STYPE

CONTROL | NFORMATI ON for protocol "TYPE STYPE' woul d be here
--Si gned Boundary- -

Definition of Miltipart/Encrypted
(1) MM type nane: nultipart
(2) ™M ME subtype nane: encrypted
(3) Required paraneters: boundary, protoco
(4) Optional paraneters: none
(5) Security considerations: none
The multipart/encrypted content type contains exactly two body parts.
The first body part contains the control information necessary to
decrypt the data in the second body part and is | abel ed according to
the val ue of the protocol paraneter. The second body part contains
the data which was encrypted and is always | abel ed
appl i cation/octet-stream

The attribute token for the protocol paraneter is "protocol", i.e.

paraneter := "protocol" "=" val ue
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The val ue token is conprised of the type and sub-type tokens of the
Cont ent - Type: header of the first body part, i.e.,

value := <"> type "/" subtype <">

where the type and subtype tokens are defined by the MM [ 2]
specification. The semantics of the protocol paraneter are defined
according to its val ue.

When creating a multipart/encrypted body part, the foll owi ng sequence
of steps describes the processing necessary. It nust be enphasized
that these steps are descriptive, not prescriptive, and in no way

i npose restrictions or requirenments on inplenentations of this

speci ficati on.

(1) The contents of the body part to be protected is prepared according
to a local convention. The contents are then transfornmed into a
M ME body part in canonical MM format, including an appropriate
set of M ME headers.

(2) The body part (headers and content) to be encrypted is prepared for
encryption according to the value of the protocol paraneter. The
M ME headers of the encrypted body part are included in the
encryption to protect fromdisclosure the MM | abeling of the
data that is encrypted.

(3) The prepared body part is nade available to the encryption process
according to a |l ocal convention. The encryption process nust make
available to a MM inplenentation two data streans: the control
i nformati on necessary to decrypt the body part, which the MM
i mpl ementation will place in the first body part and | abe
according to the value of the protocol paraneter, and the
encrypted body part, which the MME inplenmentation will place in
the second body part and | abel application/octet-stream Thus,
when used in a nultipart/encrypted, the application/octet-stream
data is conprised of a nested M MeE body part.

When receiving a nultipart/encrypted body part, the follow ng
sequence of steps describes the processing necessary to decrypt the
encl osed data. It nmust be enphasi zed that these steps are
descriptive, not prescriptive, and in no way inpose restrictions or
requi rements on inplenentations of this specification.

(1) The second body part and the control information in the first body

part rmust be prepared for the decryption process according to the
val ue of the protocol paraneter
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(2) The prepared body parts nust be nade available to the decryption
process according to a | ocal convention. The decryption process
nmust rmake available to the MM inplenentation the result of the
decryption and the decrypted formof the encrypted body part.

NOTE: The result of the decryption process is likely to
include a testament of the success or failure of the
decryption. Failure may be due to an inability to |ocate
t he proper decryption key or the proper recipient field,

etc. Inplenentors should note that the data, if any, of a
failed decryption process is pretty nmuch guaranteed to be
gar bage.

(3) The result of the decryption process is nade available to the user
and the M ME inplenentation continues processing with the decrypted
body part, i.e., the body part returned by the decryption process.

NOTE: A M ME inplenmentation will not be able to display the
received formof the second body part because the
application of encryption will transformthe body part.

This transformation will not be described in the MM
headers (Content-Type: and Content-Transfer-Encoding:) but,
rather, will be described in the content of the first body

part. Therefore, an inplenentation should wait until the
encryption has been renoved before attenpting to display
t he content.

The following exanple is an illustration of a multipart/encrypted
body part. It is necessarily inconplete since the contro
information is defined by the security protocol, which nust be
specified in a separate docunent.

Content - Type: nultipart/encrypted; protocol="TYPE STYPE";
boundar y="Encrypt ed Boundary"

--Encrypt ed Boundary
Cont ent - Type: TYPE/ STYPE

CONTROL | NFORMATI ON for protocol "TYPE STYPE' woul d be here

--Encrypt ed Boundary
Content - Type: application/octet-stream

Content - Type: text/plain; charset="us-ascii"
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Al of this indented text, including the indented headers,
woul d be unreadabl e since it would have been encrypted by
the protocol "TYPE/ STYPE'. Also, this encrypted data could
be any type of data, |abeled accordingly, of course.

--Encrypt ed Boundary- -
3. Definition of Control Infornmation Content Types

Thi s docunment defines a franmework within which security services may
be applied to MM body parts. A nininal MM inplenmentation will be
abl e to recognize nultipart/signed and nultipart/encrypted body parts
and be able to identify the protected data and control information
body parts within them

Conpl et e support for security services requires the MM agent to
recogni ze the value of the protocol paraneter and to continue
processing based on its value. The value of the protocol paraneter
is the same value used to |label the content type of the contro

i nformati on.

The val ue of the protocol paraneter and the resulting processing
requi red must be specified in the docunent defining the security
protocol used. That docunment nust al so precisely specify the
contents of the control information body part.

4. Definition of Key Managenent Content Types

This specification recognizes that the conplete specification of a
M ME- based security protocol nust include a mechani smfor
distributing the cryptographic naterial used in support of the
security services. For exanple, a digital signature service

i npl emrented with asymetric cryptography requires that a signer’s
public key be available to the signee.

One possi bl e nechanismfor distributing cryptographic material is to
define two additional body parts: one for the purpose of requesting
cryptographic informati on and one for the purpose of returning the
cryptographic information requested. The specification of a security
protocol may include a definition of two such body parts or it may
speci fy an alternate mechanismfor the distribution of cryptographic
mat eri al
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5. Security Considerations
This specification describes an enhancenent to MME to support signed
and encrypted body parts. In that context this entire docunent is
about security.
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