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Abstract

Thi s docunent describes a | anguage for specifying rul esets, i.e.
configuration files which may be | oaded into a traffic flow neter so
as to specify which traffic flows are neasured by the neter, and the
information it will store for each fl ow
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1 Purpose and Scope

A ruleset for an RTFM Meter is a sequence of instructions to be
executed by the neter’s Pattern Matching Engine (PME). The form of
these instructions is described in detail in the *RTFM Architecture
and ' RTFM Meter M B docunments [ RTFM ARC, RTFM M B], but npbst users -
at least initially - find themconfusing and difficult to wite,

mai nly because the effect of each instruction is strongly dependent
on the state of the nmeter’'s Packet Matching Engi ne at the nonment of
its execution.

SRL (the Sinple Ruleset Language) is a procedural |anguage for

creating RTFM rul esets. It has been designed to be sinple for people
to understand, using statenents which help to clarify the execution
context in which they operate. SRL progranms will be conpiled into

rul esets which can then be downl oaded to RTFM neters.

An SRL conpiler is available as part of NeTraMet (a free-software
i mpl enentation of the RTFM neter and nanager), version 4.2
[ NETRAMET] .

1.1 RTFM Meters and Traffic Fl ows
The RTFM Architecture [ RTFM ARC] defines a set of "attributes’ which
apply to network traffic. Anong the attributes are ’address

attributes,’ such as PeerType, Peer Address, TransType and
TransAddr ess, which have nmeaning for many protocols, e.g. for |Pv4
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traffic (PeerType == 1) PeerAddress is an | P address, TransType is
TCP(6), UDP(17), ICWP(1l), etc., and TransAddress is usually an IP
port nunber.

An 'RTFM Traffic Flow is sinply a stream of packets observed by a
nmeter as they pass across a network between two end points (or
to/froma single end point). Each 'end point’ of a flowis specified
by the set of values of its address attributes.

An ' RTFM Meter’ is a nmeasuring device - e.g. a programrunning on a
Uni x or PC host - which observes passing packets and builds ' Fl ow
Data Records’ for the flows of interest.

RTFM traffic fl ows have another inportant property - they are bi-
directional. This nmeans that each flow data record in the neter has
two sets of counters, one for packets travelling fromsource to
destination, the other for returning packets. Wthin the RTFM
architecture such counters appear as further attributes of the flow

An RTFM neter must be configured by the user, which neans creating a
"Rul eset’ so as to specify which flows are to be neasured, and how
much information (i.e. which attributes) should be stored for each of
them A ruleset is effectively a programfor a mininal virtual

machi ne, the ' Packet Matching Engine (PME),’ which is described in
detail in [RTFMARC]. An RTFM neter may run nmultiple rule sets, with
every passing packet being processed by each of the rulesets. The
rule "actions’ in this docunent are described as though only a single
rul eset were running.

In the past creating a rul eset has meant witing nmachine code for the
PME, which has proved rather difficult to do. SRL provides a high-

| evel | anguage which shoul d enable users to create effective rul esets
wi t hout having to understand the details of the PME

The | anguage may be useful in other applications, being suitable for
any application area which involves selecting traffic flows froma
stream of packets.

1.2 SRL Overview

An SRL programis executed fromthe beginning for each new packet
arriving at the neter. It has two essential goals.

(a) Decide whether the current packet is part of a flow which is of
interest and, if necessary, deternmine its direction (i.e. decide
which of its end-points is considered to be its source). O her
packets will be ignored.
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(b) SAVE whatever information is required to identify the flow and
accumul ate (COUNT) quantitative information for that flow

At execution, the neter’s Packet Matching Engi ne (PME) begi ns by
usi ng source and destination attributes as they appear 'on the wire.’
If the attributes do not match those of a flow to be recorded, the
PME will normally execute the programagain, this time with the
source and destination addresses interchanged. Because of this bi-
directional matching, an RTFM neter is able to build up tabl es of
flows with two sets of counters - one for forward packets, the other
for backward packets. The programmer can, if required, suppress the
reverse-direction matching and assign 'forward and ’backward’
directions which conformto the conventions of the external context.

CGoal (a) is achieved using IF statenents which perform conparisons on
information fromthe packet or from SRL variables. Goal (b) is

achi eved using one or nore SAVE statenents to store the flow s
identification attributes; a COUNT statenent then increnents the
statistical data accunmulating for it.

2 SRL Language Description

The SRL | anguage is explained below using 'railway diagrans’ to
descri be the syntax. Flow through a diagramis fromleft to right.
The only exception to this is that lines carrying a |l eft arrow may
only be traversed right to left. In the diagrans, keywords are
written in capital letters; in practice an SRL conpiler mnust be
insensitive to case. Lower-case identifiers are explained in the
text, or they refer to another diagram

The tokens of an SRL program obey the follow ng rules:

-  Comments nmay appear on any line of an SRL program following a #

- Wiite space is used to separate tokens

- Semicolon is used as the term nator for npbst statenents

- ldentifiers (e.g. for defines and | abels) nust start with a letter

- ldentifiers may contain letters, digits and underscores

- The case of letters is not significant

- Reserved words (shown in upper case in this docunent) may not be
used as identifiers

2.1 Define Directive
--- DEFINE -- defname ---- = ---- defined_text ------------------ ;
Si npl e paraneterl ess defines are supported via the syntax above. The

define name, defnanme, is an identifier. The defined text starts
after the equal sign, and continues up to (but not including) the
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closing semcolon. |If a semicolon is required within the defined
text it rmust be preceded by a backslash, i.e. \; in an SRL define
produces ; in the text.

Wher ever def name appears el sewhere in the program it wll be

repl aced by the defined text.

For exanpl e,

DEFINE ftp = (20, 21); # Well-known Port nunbers from [ ASG NBR]
DEFI NE tel net = 23;

DEFI NE www = 80;

2.2 Program

------------ +-------+-------- Statement -------+-------F-----------
I I
| AR Decl aration ------ + |
I I
o e e e e ooo- - Qo m e e oo +
An SRL programis a sequence of statements or declarations. |t does

not have any special enclosing synbols. Statenents and decl arations
terminate with a sem col on, except for conpound statenents, which
terminate with a right brace.

2.3 Declaration
---------------------- Subroutine_declaration ---------------------
SRL’s only explicit declaration is the subroutine declaration. O her
inmplicit declarations are | abels (declared where they appear in front
of a statenment) and subroutine paraneters (declared in the subroutine
header) .

3 Statenent

---------------- +---- I F_statenment ----------------“"4---------------
I+ Conpound_statenment ---------- I+
I+ | nperative_statement -------- I+
I+ CALL_statenment -------------- I+

An SRL programis a sequence of SRL statenents. There are four Kkinds
of statenments, as follows.
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3.1 | F_statenent
Test Part Action Part
--- IF --- expression ---+------------ +---- Statenent ----+--->
I+.- SAVE , --+ I
I+-- SAVE | ---mmmmmmeeeee oo I+
- o m e o e e e e e e e e a—ao - Fom e e o e oo
Fo---- ELSE --- Statenent ----- +
3.1.1 expression
-------- [T e I R
+--<-- term----- [] ----+ | ogi cal OR
3.1.2 term
------- factor -------d--cmmi e e
+--<-- factor --- && ----+ | ogi cal AND
3.1.3 factor
------------ +-------- attrib == operand_list --------+-----------
I+ ------------ ( expression ) -------------- +
3.1.4 operand_list
---------- L e o] o =] = ¢ [o B e
I+-- ( operand ---4---------omoooao +-) I+
I+-<-- operand I+
3.1.5 operand
------------- Val ue --- - o mm e e e
I+ ------- /[ width ------ I+
I+ ------- & mask ------- I+
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3.1.6 Test Part

The | F statenment evaluates a | ogical expression. If the expression
value is TRUE, the action indicated in the 'Action Part’ of the
diagramis executed. |If the value is FALSE and the |IF has an ELSE
cl ause, that ELSE clause is executed (see bel ow).

The sinplest formof expression is a test for equality (== operator);
inthis an RTFM attri bute value (fromthe packet or froman SRL
variable) is ANDed with a mask and conpared with a value. A list of
RTFM attributes is given in Appendix C. Mre conplicated expressions
may be built up using parentheses and the && (logical AND) and ||

(1l ogi cal OR) operators.

Operand val ues may be specified as dotted deci nal, hexadeci mal or as
a character constant (enclosed in apostrophes). The syntax for
operand val ues is given in Appendi x B.

Masks may be specified as nunbers,
dotted decimal e.g. &255.255
or hexadeci nal e.g. &FF-FF
or as a width in bits e.g. /16

If a mask is not specified, an all-ones mask is used.
In SRL a value is always conbined with a mask; this conmbination is
referred to as an operand. For exanple, if we were interested in
flows originating fromI|P network 130.216, we night wite:

| F Sour cePeer Address == 130.216.0.0 & 255.255.0.0 SAVE;
or equivalently

| F Sour cePeer Address == 130. 216/ 16 SAVE
A list of values enclosed in parentheses nay al so be specified; the
test succeeds if the masked attribute equals any of the values in the
list. For exanple:

| F Sour cePeer Address == ( 130.216.7/24, 130.216.34/24 ) SAVE;

As this last exanple indicates, values are right-padded with zeroes,
i.e. the given nunbers specify the | eading bytes of masks and val ues.

The operand val ues and nmasks used in an | F statenent nust be
consistent with the attribute being tested. For exanple, a four-byte
value is acceptable as a peer address, but would not be accepted as a
transport address (which may not be |l onger than two bytes).
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3.1.7 Action Part

A SAVE action (i.e. SAVE , or SAVE ;) saves attribute(s), nask(s) and
val ue(s) as given in the statenent. |If the |IF expression tests nore
than one attribute, the masks and val ues are saved for all the

mat ched attributes. For each value list in the statement the val ue
saved is the one which the packet actually matched. See bel ow for
further description of SAVE statenents.

O her actions are described in detail under "lInperative statenents"
bel ow. Note that the RETURN action is valid only w thin subroutines.

3.1.8 ELSE d ause

An ELSE O ause provides a statement which will be executed if the
IFs test fails. The statenment following ELSE will often be anot her
| F statement, providing SRL's version of a 'select’ statement. Note
that an ELSE cl ause al ways matches the i medi ately preceding IF.

3.2 Conpound_st at enment

A conmpound statement is a sequence of statenents encl osed in braces.
Each statenment will term nate with a semicolon, unless it is another
conpound statement (which termnates with a right brace).

A conmpound statenment may be | abelled, i.e. preceded by an identifier
followed by a senmi-colon. Each statenment inside the braces is
executed in sequence unless an EXIT statenent is performed, as
expl ai ned bel ow.

Label s have a wel | -defi ned scope, within which they nmust be unique.
Label s within a subroutine (i.e. between a SUBROUTINE and its

mat chi ng ENDSUB) are | ocal to that subroutine and are not visible
outside it. Labels outside subroutines are part of a program s outer
bl ock.
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3.3 Inperative_statenment
------ e I e T .
| _ |
+-- SAVE attrib --+4--4----------- AR L +
I | I I
| | + / width -+ | |
I | | I
| |+ & mask --+ | |
I I I I
| +--- = operand ---+ |
I I
Foo COUNT - - mm s o m o m e e e e a e +
I I
+-- EXIT label - ----mmmm e +
I I
+-- |GNORE =---eacccemcmcacnacacaacacaacacaaacacnan- +
I I
+-- NOMATCH ---cccmmmcmiiciaiaciaiaaacacaccacacnan +
I I
+-- RETURN --+4------- g +
I I I I
| SRR |
| _ |
+-- STORE variable := value ------------------------ +
3.3.1 SAVE Statenent
The SAVE statenment saves information which will (later) identify the
flowin the neter’s flowtable. It does not actually record anything
inthe table; this is done when a subsequent COUNT st at enment
execut es.
SAVE has two possible forns:
SAVE attrib = operand ; saves the attribute, mask and val ue as given

SAVE
SAVE
SAVE

Br ownl ee

in the statement. This formof the SAVE statenent is simlar to
that allowed in an | F statenent, except that - since inperative
statenments do not performa test - you may save an arbitrary

val ue.

attrib ;

attrib / width

attrib & mask ; saves the attribute and nmask fromthe statenent,
and the value resulting fromtheir application to the current
packet. This is npost useful when used to save a value with a

wi der mask than than was used to sel ect the packet. For
exanpl e:
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| F Dest Peer Address == 130. 216/ 16
NOVATCH,;

ELSE | F Sour cePeer Address == 130. 216/16 {
SAVE Sour cePeer Addr ess [/ 24;
COUNT;

}
ELSE | GNORE;
3.3.2 COUNT Statenent

The COUNT statenent appears after all testing and saving is conplete;
it instructs the PME to build the flow identifier fromthe attributes
whi ch have been SAVEd, find it in the neter’'s flowtable (creating a
new entry if this is the first packet observed for the flow), and
increment its counters. The neter then noves on to exani ne the next

i nconm ng packet.

3.3.3 EXIT Statenent

The EXIT statenment exits a | abelled conmpound statenent. The next
statenent to be executed will be the one follow ng that conmpound
statenent. This provides a well-defined way to junp to a clearly
identified point in a program For exanple:

outer: {

i f . Sour cePeer Address == 192. 168/ 16
exit outer; # exits the statenent | abelled 'outer’

# execution resunes here

In practice the | anguage provi des sufficient |ogical structure that
one seldom- if ever - needs to use the EXIT statenent.

3.3.4 | GNORE St at enent

The | GNORE statenent terninates exani nation of the current packet
wi t hout saving any information fromit. The neter then noves on to
exam ne the next incom ng packet, beginning again at the first
statenent of its program

3.3.5 NOVATCH St at enent
The NOVATCH statenent indicates that matching has failed for this

execution of the program |If it is executed when a packet is being
processed with its addresses in 'on the wire' order, the PVE will
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perform the program again fromthe beginning with source and
destinati on addresses interchanged. |If it is executed follow ng such
an i nterchange, the packet will be | GNOREd.

NOVATCH is illustrated in the SAVE exanple (section 3.3.1), where it
is used to ensure that flows having 130.216/16 as an end-point are
counted as though 130.216 had been those flows’ source peer (IP)
addr ess.

3.3.6 STORE St atenent

The STORE statenent assigns a value to an SRL variable and SAVEs it.
There are six SRL vari abl es:

Sour ceCl ass Sour ceKi nd
Dest Cl ass Dest Ki nd
FI owdl ass FI owKi nd

Their names have no particular significance; they were arbitrarily
chosen as likely RTFM attri butes but can be used to store any

singl e-byte integer values. Their values are set to zero each tine
exam nati on of a new packet begins. For exanple:

STORE SourceCd ass := 3;
STORE FlowKind := "W

3.3.7 RETURN St at enent

The RETURN statenment is used to return from subroutines and can be
used only within the context of a subroutine. It is described in
detail below (CALL statenent).

3.4 Subroutine_declaration

-- SUBRQUTI NE subnanme ( --4----------------------------- +-- ) -->

I I
+--+-- ADDRESS --- pnane --+--+

I I
+-- VAR ABLE -- pnane --+
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A Subroutine declaration has three parts:
the subnane is an identifier, used to nane the subroutine.

the paraneter list specifies the subroutine’s paranmeters. Each
paraneter is preceded with a keyword indicating its type -
VARI ABLE i ndi cates an SRL variable (see the STORE st at enent
above), ADDRESS indicates any other RTFM attribute. A
paraneter nane nmay be any identifier, and its scope is linmted
to the subroutine s body.

the body specifies what processing the subroutine will perform
This is sinply a sequence of Statenents, terminated by the
ENDSUB keywor d.

Note that EXITs in a subroutine nay not refer to | abels outside it.
The only way to | eave a subroutine is via a RETURN st at enent.

3.5 CALL_statenent

---- CALL subnanme ( --#--------mmmmmmaaa o) ---->

+--+-- paraneter --+--+

N N

e e e +--- ENDCALL ----

The CALL statement invokes an SRL subroutine. The paraneters are SRL
variables or other RTFM attributes, and their types nust match those
in the subroutine declaration. Followi ng the paraneters is a
sequence of statenents, each preceded by an integer |abel. These

| abels will normally be 1:, 2:, 3:, etc, but they do not have to be
contiguous, nor in any particular order. They are referred to in
RETURN statenments within the subroutine body.

e.g. RETURN 2; woul d return to the statenent | abelled 2:
within in the CALL statenent.

Execution of the | abelled statenment conpletes the CALL.
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If the return statenent does not specify a return |label, the first
statenent executed after RETURN will be the statenent imediately

foll owm ng ENDCALL.

4 Exanpl e Prograns

4.1 Cdassify IP Port Numbers

H* HHHF

Cassify I P port nunbers

define IPv4 = 1; # Address Family nunber from [ ASG NBR]

define ftp = (20, 21); # Well-Known Port nunbers from [ ASG NBR]

define tel net = 23;
defi ne ww = 80;

define tcp = 6; # Protocol nunbers from [ ASG NBR|
define udp = 17;
i f SourcePeer Type == | Pv4 save,;

el se ignore; # Not an |IPv4 packet
if (SourceTransType == tcp || SourceTransType == udp) save,
i f SourceTransAddress == (ww, ftp, telnet) nomatch;
# W want the well-known port as Dest

i f DestTransAddress == tel net

save, store FlowKind :='"T';
el se if DestTransAddress == www

save, store FlowKind :='"W;
el se if DestTransAddress == ftp

save, store FlowKind :='"F;
el se {

save Dest TransAddr ess;

store Flowkind :="7?";

}

el se save SourceTransType = 0;

save Sour cePeer Address /32;
save Dest Peer Addr ess | 32;
count ;
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This program counts only | P packets, saving SourceTransType (tcp, udp
or 0), Source- and DestPeer Address (32-bit |P addresses) and Fl owKi nd
("W for ww, 'F for ftp, 'T for telnet, *? for unclassified).

The program uses a NOVATCH action to specify the packet direction -
its resulting flows will have the well-known ports as their

desti nati on.

4.2 Cassify Traffic into G oups of Networks

#
# SRL programto classify traffic into network groups
#

define ny_net
define k_nets

130. 216/ 16;
( 130.217/16, 130.123/16, 130.195/16,
132.181/16, 138.75/16, 139.80/16 );

#
call net_kind (SourcePeer Address, SourceKi nd)
endcal | ;
call net_kind (DestPeerAddress, Dest Ki nd)
endcal | ;
count ;
#
subroutine net_kind (address addr, variable net)
if addr == ny_net save, {
store net := 10; return 1,
el se if addr == k_nets save, {
store net := 20; return 2;
}
save addr/24; # Not my_net or in k_nets
store net := 30; return 3;
endsub;
#

The net _ki nd subroutine determ nes whether addr is nmy network
(130.216), one of the Kawai hi ko networks (in the k _nets list), or

some other network. It saves the network address fromaddr (16 bits
for ny_net and the k_net networks, 24 bits for others), stores a
value of 10, 20 or 30 in net, and returns to 1., 2: or 3:. Note

that the network nunmbers used are contained within the two DEFI NEs,
maki ng them easy to change.

net _kind is called tw ce, saving Source- and Dest Peer Address and
Source- and DestKind; the COUNT statenment produces flows identified
by these four RTFM attributes, with no particul ar source-dest

orderi ng.
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In the program no use is made of return nunmbers and they coul d have
been onitted. However, we mght wish to re-use the subroutine in
anot her program doing different things for different return nunbers,
as in the version bel ow

call net_Kkind (DestPeer Address, DestKi nd)
1. nomatch; # We want ny_net as source

endcal | ;
call net_Kkind (SourcePeer Address, SourceKi nd)
1. count; # my_net -> other networks
endcal | ;

save Sour cePeer Addr ess [ 24;
save Dest Peer Address [ 24;
count ;

This version uses a NOVATCH statenment to ensure that its resulting
flows have ny_net as their source. The NOVATCH al so rejects my_net
-> my_net traffic. Traffic which doesn’t have ny_net as source or
destination saves 24 bits of its peer addresses (the subroutine m ght
only have saved 16) before counting such an unusual fl ow.

5 Security Considerations
SRL is a |l anguage for creating rulesets (i.e. configuration files)
for RTFM Traffic Meters - it does not present any security issues in
itself.

On the other hand, flow data gathered using such rulesets my well be

valuable. It is therefore inportant to take proper precautions to
ensure that access to the neter and its data is secure. Ways to
achieve this are discussed in detail in the Architecture and Meter

M B docunents [ RTFM ARC, RTFM M B] .

6 | ANA Consi derations
Appendi x C below lists the RTFM attri butes by nanme. Since SRL only
refers to attributes by name, SRL users do not have to know the
attri bute nunbers.
The size (in bytes) of the various attribute values is also listed in
Appendi x C. These sizes reflect the object sizes for the attribute
val ues as they are stored in the RTFM Meter M B [ RTFM M B].

| ANA considerations for allocating new attributes are di scussed in
detail in the RTFM Archi tecture docunent [ RTFM ARC]

Br ownl ee I nf or mat i onal [ Page 15]



RFC 2723 SRL: A Traffic Flow Language Cct ober 1999

7 APPENDI CES

7.1 Appendix Ar SRL Syntax in BNF

<SRL progranp = <S or D>| <SRL progranme <S or D>
<S or D> ::= <statenment> | <declaration>

<decl arati on> .= <Subroutine declaration>

<st at ement > ::= <IF statenent> |

<Conpound st atenent > |
<l nperative statenent> |
<CALL statenent>

<I F statenent> | F <expression> <if action> <opt else>
<if action> 1= SAVE ; |

SAVE , <statenment> |

<st at enent >

<opt el se> o= <null>
ELSE <st at enent >

<expr essi on> 1= <ternp | <ternr || <ternp
<ternp ::= <factor> | <factor> && <factor>
<fact or > ::= <attribute> == <operand list> |

( <expression> )
<operand list> ::= <operand> | ( <actual operand list>)

<actual operand list> ::= <operand> |
<actual operand list> , <operand>

<oper and> i1 = <val ue> |
<val ue> / <w dth> |
<val ue> & <mask>

<Conpound statenment> ::= <opt |abel> { <statenent seq> }

<opt | abel > o= <null>
<identifier>:

<statenment seq> ::= <statenent> | <statenent seq> <statenent>

<Inperative statement> ::= ; |
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SAVE <attribute> <opt operand> ; |
COUNT ; |

EXIT <l abel > ; |

| GNORE ; |

NOVATCH ;

RETURN <i nteger> ; |

RETURN ; |

STORE <vari abl e> : = <val ue> ;

<opt operand> <nul | >
<wi dth or mask>

= <oper and>
<wi dth or mask> o=/ <width> | & <mask>

<Subroutine declaration> ::=
SUBROUTI NE <sub header > <sub body> ENDSUB ;

<subname> ( ) |
<subnane> ( <sub paramlist>)

<sub header >

<sub paramlist> ::= <sub paranm» | <sub paramlist> , <sub paranp

ADDRESS <pnane> | VARI ABLE <pnane>

<sub paranp

<identifier>

<pnane>

<sub body> <st at enent sequence>

CALL <call header> <opt call body> ENDCALL

<CALL statenent> :

<cal | header> <subname> ( ) |

<subname> ( <call paramlist>)

<call paramlist> ::= <call paran>
<call paramlist>, <call paranp

<attribute> | <variabl e>

<cal | paranp

<nul | > |
<actual call body>

<opt call body>

<actual call body> ::= <nunbered statenent> |
<actual call body> <nunbered statenent>
<nunbered statenment> ::= <int |abel seq> <statenent>

<int label seq> ::= <integer>: | <int |abel seg> <integer>
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The following are term nals, recogni sed by the scanner

<identifier> Descri bed in section 2
<i nt eger > A deci mal integer
<attribute> Attribute nane, as listed in Appendix C

<val ue>, <mmsk> Described in section 5.2

<wi dt h>
<| abel >

<i nt eger >
<identifier>

<vari abl e> SourceCl ass | DestC ass | Flowd ass

SourceKind | DestKind | Fl owKi nd
7.2 Appendix B: Syntax for Values and Masks

Val ues and nasks consi st of sequences of nuneric fields, each of one
or nore bytes. The non-blank character following a field indicates
the field width, and whet her the nunber is decimal or hexadeci nal
These "field type' characters may be:

peri od deci mal, single byte
- mnus hex, single byte
I exclaim deci mal, two bytes

For example, 130.216.0.0 is an |IP address (in dotted deciml), and
FF- FF-00-00 is an | P address in hexadeci nal

The last field of a value or mask has no field width character.
Instead it takes the same width as the preceding field. For exanple,
1.3.10!50 and 1.3.0.10.0.50 are two different ways to specify the
same val ue.

Unspecified fields (at the right-hand side of a value or mask) are
set to zero, i.e. 130.216 is the sane as 130.216.0.0.

If only a single field is specified (no field width character), the
value given fills the whole field. For exanple, 23 and 0.23 specify
the sanme val ue for a SourceTransAddress operand. For variabl es
(whi ch have one-byte values) a C style character constant may al so be
used.

| Pv6 addresses and masks may al so be used, follow ng the conventions
set out in the IP Version 6 Addressing Architecture RFC [ V6- ADR]
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7.3 Appendix C RTFM Attribute Information

The following attributes may be tested in an I F statenent, and their
val ues may be SAVEd (except for MatchingStoD). Their maxi mum size (in
bytes) is shown to the left, and a brief description is given for
each. The nanes given here are reserved words in SRL (they are
<attribute> termnals in the grammar given in Appendix A).

Note that this table gives only a very brief summary. The Meter MB
[ RTFM M B] provides the definitive specification of attributes and
their allowed values. The MB variables which represent flow

attri butes have 'flowbata' prepended to their nanes to indicate that
they belong to the MB s flowbata table.

1 Sourcelnterface, Destlnterface
Interface(s) on which the flow was observed

1 SourceAdj acent Type, Dest Adj acent Type
I ndi cates the interface type(s), i.e. an ifType from[ASG NBR],
or an Address Fanily Number (if metering within a tunnel)

0 Sour ceAdj acent Addr ess, Dest Adj acent Addr ess
For | EEE 802.x interfaces, the MAC addresses for the flow

1 SourcePeer Type, Dest PeerType
Peer protocol types, i.e. Address Fam |y Nunmber from [ ASG NBR],
such as |1 Pv4, Novell, Ethertalk,

0 Sour cePeer Addr ess, Dest Peer Addr ess
Peer Addresses (size varies, e.g. 4 for IPv4, 3 for Ethertal k))

1 SourceTransType, DestTransType
Transport |ayer type, i.e. Protocol Number from [ ASG NBR]
such as tcp(6), udp(1l7), ospf(89),

2 SourceTransAddress, Dest TransAddress
Transport |ayer addresses (e.g. port nunbers for TCP and UDP)

1 Fl owRul eset
Rul e set nunmber for the flow

1 MatchingStoD
I ndi cat es whet her the packet is being matched with its
addresses in 'wire order.” See [RTFM ARC] for details.

The followi ng variables may be tested in an IF, and their val ues may
be set by a STORE. They all have one-byte val ues.
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Sour ceCl ass, Destd ass, Flowd ass,
Sour ceKi nd, DestKind, FlowKind

The following RTFM attri butes are not address attributes - they are
nmeasured attributes of a flow Their values may be read froman RTFM
meter. (For exanple, NeTraMet uses a FORMAT statenent to specify
which attribute values are to be read fromthe neter.)

8 ToCctets, FronCctets
Total nunber of octets seen for each direction of the fl ow

8 ToPDUs, FronPDUs
Total nunber of PDUs seen for each direction of the flow

4 FirstTinme, LastActiveTine
Time (in centiseconds) that first and | ast PDUs were seen
for the flow

O her attributes will be defined by the RTFM worki ng group fromtine
to time.
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