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This meno provides information for the Internet community. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimted.

Abstract

MD5 is an authentication algorithm which has been proposed as the
default authentication option in IPv6. Wen enabled, the M5

al gorithm operates over the entire data packet, including header
This RFC addresses how fast MD5 can be inplenented in software and
har dware, and whether it supports currently avail able | P bandw dth.
MD5 can be inplenmented in existing hardware technol ogy at 256 Mops,
and in software at 87 Mips. These rates cannot support current |IP
rates, e.g., 100 Mops TCP and 130 Mops UDP over ATM | f NMD5 cannot
support existing network bandw dth using existing technology, it wll
not scale as network speeds increase in the future. This RFCis
intended to alert the IP conmmunity about the performance |imtations
of MD5, and to suggest that alternatives be considered for use in
hi gh speed I P inplenentations.

| nt roducti on

MD5 is an authentication algorithm which has been proposed as one
aut hentication option in IPv6 [1]. RFC 1321 describes the M5

al gorithm and gives a reference inplenentation [3]. Wen enabl ed,
the MD5 al gorithm operates over the entire data packet, including
header (with dummy values for volatile fields). This RFC addresses
how fast MD5 can be inplenented in software and hardware, and whet her
it supports currently available |IP bandwi dth.

This RFC consi ders the general issue of checksumr ng and security at
hi gh speed in IPv6. |Pv6 has no header checksum (which |Pv4 has
[5]), but proposes an authentication digest over the entire body of
t he packet (including header where volatile fields are zeroed) [1].
This RFC specifically addresses the performance of that

aut henti cati on nmechani sm
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Measur enment s

The performance of MD5 was neasured. The code was an optim zed
version of the MD5 reference inplenentation fromthe RFC [3], and is
avail abl e for anonynous FTP [7]. The following are the results of
the performance test "nmd5 -t", nodified to prohibit on-chip caching
of the data bl ock

87 Mops DEC Al pha (190 Mhz)
33 Mops HP 9000/ 720

48 Mops | BM RS/ 6000 7006 (PPC 601 @O0 Mz)
31 Mops Intel i486/66 NetBSD
44 Mops Intel Pentium 90 NeXTStep

52 Mops SA@/IP-20 IRIX 5.2
37 Mops Sun SPARC- 10/ 51, SPARC-20/50 SunGCs 4.1.3
57 Mops Sun SPARC- 20/ 71 SunGCS 4.1.3

These rates do not keep up with currently avail able |IP bandwi dth,
e.g., 100 Mops TCP and 130 Mops UDP over a Fore SBA-200 ATM host
interface in a Sun SPARC-20/71

Val ues as high as 100 Mops have been reported for the DEC Al pha (190
Whz). These values reflect on-chip caching of the data. It is not
clear at this tine whether in-nenory, off-chip cache, or on-chip
cache performance neasures are nore relevant to | P performance.

Anal ysis of the MD5 Al gorithm

The MD5 algorithmis a bl ock-chai ned hashing algorithm The first

bl ock is hashed with an initial seed, resulting in a hash. The hash
is sunmed with the seed, and that result becones the seed for the
next block. Wen the last block is conputed, it’'s "next-seed value
beconmes the hash for the entire stream Thus, the seed for bl ock
depends on both the hash and the seed of its preceding block. As a
resul t, bl ocks cannot be hashed in parallel

Each 16-word (64-byte) block is hashed via 64 basic steps, using a
4-word intermedi ate hash, and coll apsing the internedi ate hash at the
end. The 64 steps are 16 groups of 4 steps, one step per

i nternedi ate hash word. This RFC uses the follow ng notation (as
from RFC- 1321 [3]):

A B, C D i nternedi ate hash words
Xi] i nput data bl ock

T[] sine tabl e | ookup

<< j rotate i bits

F | ogi cal functions of 3 args
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The subscripts to X,

omtted here.
omtted.

wO o>

Note that this has the genera
conplexity of the function 'f’,
into a |l ess serial

A= f(D);
Each steps is conposed of two table | ookups,

and 4 additions.
paral l elization possible | eaves F(x,y,z) to the |ast step,

conponent
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Each 4-step group | ooks Iike:

A + F(B, C, D)
D + F(A B,
C + F(D A B)

X[i]
X[i]
X[i]

and << are fixed for each step,

There are four different |ogical

<< j
<< j
<< j

June 1995

and are
functions, also

+ + + +
+ + + +

B + ((
A+ ((
D+ ((
C+ ((B+FCDA + Xi]

set.

B=f(A); C=1(B);

| ogi cal operation

<< j

form shown bel ow. Due to the
t hese equati ons cannot be transfornmed

D= f(CQ

one rotation, a 3-
The best

waiting as

|l ong as possible for the result fromthe previous step. The
resulting tree is shown bel ow.
(t0) B C C D X T
I O I I
[ O I I
\/ \/ \
tl op op A + X 7T
\ / \ / | |
\ \ | |
\/ \/ \
t2 op + (t0) B C C D A +
\ / |1 | \ /
\ / LU I \
\ / \W\// \/
t3 + tl op +
| \ /
| \ /
| \ /
t4 << B* t2 + B*
\ / \ /
\ / << |/
\ / \ /
t5 + t3 +
I I
I I
I I
A* * A* *
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Thi s di agram assunes that each operation takes one unit tine. The
tree shows the itens that depend on the previous step as B*, and the
itemthat the next step depends on as A**. Sequences of the binary
operation tree cannot be overl apped, but the optinized hardware tree
can (by one tinme step).

There are 4 steps processed per word of input, ignoring inter-block
processing. The speed of the overall algorithm depends on how fast
we can process these 4 steps, vs. the bandw dth of one word of input
bei ng processed.

The binary tree takes 5 tine units per step of the algorithm and
permits at best 3-way parallelism(at tine tl). In software, this
nmeans it takes 5 * 4 = 20 instructions per word input. A conputer
capable of M MPS can support a data bandwi dth of M 20 * 32 Mops,
i.e., bits per second equal to 1.6x its MPS rate. Therefore, a 100
M PS machi ne can support a 160 Mops stream

Parall el software rate in Mops = 1.6 * MPS rate
This assunes that register reads and wites are overl apped with
conputation entirely. Wthout any parallelism there are 8
operations per step, and 4 steps per word, so 32 operations per word,
i.e., the data rate in Mops would be identical to the MPS rate:
Serial software rate in Mops = MPS rate

Predi cti ons using Speclnt92 nunbers as MPS estimators can be
conpared with nmeasured rates [2]:

Spec- Pr edi ct ed VD5
I nt 92 Upper - Bound Measur ed Machi ne
122 122-195 87 Mops DEC Al pha (190 Mz)
48 48- 77 33 Mops HP 9000/ 720
88 88-141 48 Mops | BM RS/ 6000 7006 (PPC 601 @0 Mz)
32 32- 51 31 Mops Intel i486/33 NetBSD
90 90- 144 44 Mops Intel Pentium 90 NeXTStep
90 90- 144 52 Mops SA/I1P-20 IRIX 5.2
65 65- 104 37 Mops Sun SPARC-10/51 SunGCsS 4.1.3
126 126- 202 57 Mops Sun SPARC- 20/ 71 SunCS 4.1.3
The hardware rate takes 3 time units per step, i.e. 3 * 4 =12 tine

units per word of input. Hardware capabl e of doing an operation
(e.g., 32-bit addition) in N nanoseconds can support a data bandw dth
of 32/12/N bps, i.e., 2/ 3N bps.

Hardware rate in Mops = 8/ 3N * 1,000
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For CMOS, an operation (32-bit addition, including register retrieval
and storage) costs about 5.2 ns (2.6 ns per add, 2 ns for |atching)
[6]. There are 6 clocks through the nost highly-parallelized

i npl enentation, resulting in 31.2 ns per 32-bit word, or 256 Mops
[6]. This will not keep pace with existing hardware, which is
capabl e of Iink speeds in excess of 622 Mips (ATM.

By conparison, |IPv4 uses the Internet Checksum[5]. This checksum
can be perforned in 32-bit-wide units in excess of 1 Gops in an

exi sting, lowcost PLD. The checksum can al so be parallelized by
computing partial suns and reducing the result.

One Proposed Sol ution

There are several ways to increase the performance of the | Pv6

aut henti cati on mechanism One is to increase the hardware
performance of MD5 by slightly nodifying the algorithm the other is
to propose a replacenent algorithm This RFC discusses briefly the
nodi fication of MD5 for high-speed hardware inplenentation.
Alternate al gorithms, capable of 3.5x the speed of MD5, have been

di scussed el sewhere [6].

MD5 uses bl ock chaining to ensure sensitivity to block order. Block
chaining al so prevents arbitrary parallelism which can be as nuch a
benefit to the spoofer as to the user. MD5 can be slightly altered
to acconmodate a hi gher bandwi dth data rate. There should be a
predeternined finite nunber of bl ocks processed from i ndependent
seeds, such that the I-th block is part of the "I nod K'-th chain.
The resulting K digests thenselves forma nessage, which can be M5-
encoded using a single-block algorithm This idea was proposed

i ndependently by the author and by Burt Kaliski of RSA.

The goal is to support finite parallelismto provide adequate

bandw dth at current processing rates, wi thout providing arbitrary
power for spoofing. It would require further analysis to ensure that
it provides an adequate |evel of security.

For current technol ogy and network bandw dth, a m ni mum of 4-way
paral | el chaining woul d suffice, and 16-way chai ni ng woul d be
preferable. This would support network bandwi dth of 1 Gops with 4-
way chaining, in CMOS hardware. The chaining parallelismshould be a
multiple of 4-way, to generate a conplete block of digests (4 words
per digest, 16 words per block). This nodification is believed to
achi eve the goals of MD5, without the penalties of inplenentation of
the current MD5 al gorithm
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Security Considerations

This entire docunent addresses a nmechanismfor providing security in
| Pv6. NMD5 is the proposed default optional authentication mechanism
for IPv6 traffic. This RFC specifically addresses the concern that
security mechani sms such as MD5 that cannot support high bandw dth

with avail able hardware will conprom se their deploynent, and
ultimately, the security of the systens they are intended to
mai nt ai n.

The | Pv6 requirenments docunent enphasizes that | Pv6 inplenentations
shoul d not conproni se performance, conpared to IPv4. This is
presumably despite IPv6's increased functionality. "Required
optional" conponents of IPv6 should be held to this sane standard.
VD5 conprom ses performance, and so its use as a required default
option in IPv6 shoul d be reconsi dered.

The use of MD5 as the default to the required authentication option
may conpronise security in high-bandw dth systens, because enabling
the option causes perfornance degradation, defeating its inclusion as
an | Pv6 option. As a result, the authentication option may be

di sabl ed entirely.

It is inportant to the use of authentication in high-performance
systens that an alternative mechani smbe available in IPv6 fromthe
outset. This nmay require the specification of multiple "required"
aut hentication algorithnms - one that’'s slower but believed strong,
and one that’'s faster but may inspire sonmewhat |ess confidence.

Concl usi ons
MD5 cannot be inplenented in existing technology at rates in excess
of 256 Mops in hardware, or 86 Mops in software. MD5 is a proposed
aut hentication option in |IPv6, a protocol that should support
exi sting networking technol ogy, which is capable of 130 Mips UDP

As a result, MD5 cannot be used to support IP authentication in

exi sting networks at existing rates. Al though MD5 will support
hi gher bandwi dth in the future due to technol ogi cal advances, these
will be offset by simlar advances in networking. |f MD5 cannot

support existing network bandw dth using existing technology, it wll
not be able to scale as network speeds increase in the future. This
RFC proposes that MD5 be nodified to support a 16-way bl ock chai ning,
in order to allow existing technol ogy (CMOS hardware) to support

exi sting networking rates (1 Gops). It further proposes that
alternatives to MD5 be considered for use in high-speed networKks.
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