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Abstract

Thi s docunent defines signature policies for electronic signatures. A
sighature policy is a set of rules for the creation and validation of
an el ectronic signature, under which the validity of signature can be
determ ned. A given |legal/contractual context may recognize a
particul ar signature policy as neeting its requirenents.

A signature policy has a globally unique reference, which is bound to
an electronic signature by the signer as part of the signature
cal cul ation

The signature policy needs to be available in human readable form so
that it can be assessed to neet the requirements of the |egal and
contractual context in which it is being applied.

To allow for the automatic processing of an el ectronic sighature

anot her part of the signature policy specifies the electronic rules
for the creation and validation of the electronic signature in a
computer processable form In the current docunent the format of the
signature policy is defined using ASN. 1.

The contents of this docunment is based on the signature policy
defined in ETSI TS 101 733 V.1.2.2 (2000-12) Copyright (C).

I ndi vi dual copies of this ETSI deliverable can be downl oaded from
http://ww. etsi.org.
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1. Introduction

This docunent is intended to cover signature policies which can be
used with electronic signatures for various types of transactions,

i ncl udi ng busi ness transactions (e.g., purchase requisition,

contract, and invoice applications). El ectronic signhatures can be
used for any transaction between an individual and a conpany, between
two conpani es, between an individual and a governnental body, etc.
Thi s docunent is independent of any environnent. It can be applied
to any environnment e.g., snmart cards, GSM SI M cards, special prograns
for electronic signatures etc.

The key words "MJST", "MJST NOT", "REQUI RED', "SHOULD', "SHOULD NOT",
"RECOVMENDED', "MAY", and "OPTIONAL" in this docunment (in uppercase,
as shown) are to be interpreted as described in [ RFC2119].

2. Myjor Parties
The document uses the followi ng terns:

the Signature Policy Issuer;

t he Signer;

the Verifier;

the Arbitrator

Trusted Service Providers (TSP)

* X X X X

The Signature Policy Issuer (which is a Trusted Service Provider
(TSP)) issues signatures policies that define the technical and
procedural requirenents for electronic signature creation, and
validation/ verification, in order to nmeet a particul ar business
need.

The Signer is the entity that creates the el ectronic signature. Wen
the signer digitally signs over an signature policy identifier, it
represents a conmm tnent on behalf of the signing entity that the data
bei ng signed is signed under the rules defined by the signature

policy.

The Verifier is the entity that validates the el ectronic signature,
it my be a single entity or nmultiple entities. The verifier MJST
validate the electronic signature under the rul es defined by the

el ectronic signature policy for the signhature to be valid.
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An arbitrator, is an entity which arbitrates di sputes between a
signer and a verifier. It acts as verifier when it verifies the
el ectronic signature after it has been previously validated.

The Trusted Service Providers (TSPs) are one or nore entities that
help to build trust relationshi ps between the signer and verifier.
Use of TSP specific services MAY be nandated by signature policy.
TSP supporting services include: user certificates, cross-
certificates, tine-stanping tokens, CRLs, ARLs, OCSP responses.

A Trusted Service Providers (TSPs) MAY be a Signature Policy Issuer,
as Such, the TSP MJUST define the technical and procedura
requirements for electronic signature creation and validation, in
order to neet a particul ar business need.

The followi ng other TSPs are used to support the functions defined in
this docunent:

Certification Authorities;

Regi stration Authorities;

Repository Authorities (e.g., a Directory);

Ti me- St anpi ng Aut horiti es;

One-line Certificate Status Protocol responders;
Attribute Authoriti es.

* X X X X X

Certification Authorities provide users with public key certificates.

Regi stration Authorities allows the registration of entities before a
CA generates certificates.

Repository Authorities publish CRLs issued by CAs, , cross-
certificates (i.e., CA certificates) issued by CAs, signature
policies issued by Signature Policy Issuers and optionally public key
certificates (i.e., leaf certificates) issued by CAs.

Ti me- St anpi ng Authorities attest that some data was forned before a
given trusted tine.

One-line Certificate Status Protocol responders (OSCP responders)
provide information about the status (i.e., revoked, not revoked,
unknown) of a particular certificate.

Attributes Authorities provide users with attributes linked to public
key certificates

An Arbitrator is an entity that arbitrates di sputes between a signer
and a verifier.
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3.

Signature Policy Specification

A signature policy specification includes general infornmation about
the policy, the validation policy rules and other signature policy
i nformati on.

Thi s docunent nandates that:

* an electronic signature nust be processed by the signer and
verifier in accordance with the signature policy referenced by
t he si gner;

* the signature policy referenced by the signer nust be
identifiable by an Qobject ldentifier;
there nust exist a specification of the signature policy;
for a given signature policy there nust be one definitive form
of the specification which has a uni que binary encodi ng;

* a hash of the definitive specification, using an agreed
al gorithm nust be provided by the signer and checked by the
verifier.

Thi s docunent defines but does not nmandate the form of the signature
policy specification. The signature policy nay be specified either:

in a free formdocunent for human interpretation; or
* in a structured formusing an agreed syntax and encodi ng.

Thi s docunent defines an ASN. 1 based syntax that may be used to
define a structured signature policy. Future versions of this
docunent may include structured a signature policy specification
usi ng XM..

3.1 Overall ASN. 1 Structure

The overall structure of a signature policy defined using ASN. 1 is
given in this section. Use of this ASN.1 structure is optional

This ASN. 1 syntax is encoded using the Distinguished Encodi ng Rul es
(DER).

In this structure the policy information is preceded by an identifier
for the hashing algorithmused to protect the signature policy and
foll owed by the hash val ue which nust be re-cal cul ated and checked
whenever the signature policy is passed between the issuer and
signer/verifier.

The hash is cal cul ated without the outer type and | ength fields.
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Si gnaturePolicy :
si gnPol i cyHashAl g
signPolicylnfo
si gnPol i cyHash
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: = SEQUENCE ({
Al gorithm dentifier,
Si gnPol i cyl nf o,
Si gnPol i cyHash OPTI ONAL }

Si gnPol i cyHash ::= OCTET STRI NG
SignPolicylnfo ::= SEQUENCE {
signPolicyldentifier Si gnPol i cyl d,
dat eOf | ssue Gener al i zedTi ne,
pol i cyl ssuer Nane Pol i cyl ssuer Nane,
fiel dOf Application Fi el dOF Appl i cati on
si gnat ureVval i dati onPol i cy Si gnat ureVal i dati onPol i cy,
si gnPol Ext ensi ons Si gnPol Ext ensi ons
OPTI ONAL
}
SignPolicyld ::= OBJECT | DENTI FI ER

Pol i cyl ssuer Nane : :

Fi el dOF Application ::=

= Cener al Nanes

DirectoryString

The policylssuerNane field identifies the policy issuer in one or

nore of the genera

nanme forns.

The fiel dof Application is a description of the expected application

of this policy.

The signature validation policy rules are fully processable to all ow
the validation of electronic signatures issued under that form of

signature policy.

They are described in the rest of this section.

The signPol Extensions is a generic way to extend the definition of
any sub-conponent of a signature policy.

3.2 Signature Validation Policy

The signature validation policy defines for the signer which data

el enents nust be present

in the electronic signature he provi des and

for the verifier which data el ements nmust be present under that

Ross,

sighature policy for an electronic signature to be potentially valid.

The signature validation policy is described as foll ows:
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Si gnatureVal i dati onPolicy ::= SEQUENCE {
si gni ngPeri od Si gni ngPeri od,
commonRul es CommonRul es,
conmi t ment Rul es Conmi t ment Rul es,
si gnPol Ext ensi ons Si gnPol Ext ensi ons OPTI ONAL

}

The signingPeriod identifies the date and tine before which the
signature policy SHOULD NOT be used for creating signatures, and an
optional date after which it should not be used for creating

si ghat ur es.

Si gni ngPeriod ::= SEQUENCE {
not Bef or e Gener al i zedTi ne,
not Aft er General i zedTi me OPTI ONAL }

3.3 Common Rul es

The CommonRul es define rules that are common to all conmitnent types.
These rules are defined in terns of trust conditions for
certificates, tine-stanps and attributes, along with any constraints
on attributes that may be included in the electronic signature.

CommonRul es  :: = SEQUENCE ({
si gner AndVeri fer Rul es [0] SignerAndVerifierRules
OPTI ONAL,
si gni ngCert Trust Condi ti on [1] SigningCertTrustCondition
OPTI ONAL,
ti meStanpTrust Condition [2] TimestanpTrust Condition
OPTI ONAL,
attributeTrust Condition [3] AttributeTrustCondition
OPTI ONAL,
al gori t hnConst r ai nt Set [4] Al gorithnConstraint Set
OPTI ONAL,
si gnPol Ext ensi ons [5] SignPol Ext ensi ons
OPTI ONAL
}
If a field is present in CormmbnRul es then the equivalent field nust
not be present in any of the CommitnentRules (see below). If any of

the following fields are not present in CommonRules then it nust be
present in each Comritnent Rul e:

si gner AndVeri f er Rul es;

* signingCert Trust Conditi on;
* tinmeStanpTrust Condition.
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3.4 Commtnent Rules

The Commit ment Rul es consists of the validation rules which apply to
gi ven conmmi t ment types:

Commi tnent Rul es ::= SEQUENCE OF Conmitnent Rul e

The Commitment Rul e for given commitnent types are defined in terns of
trust conditions for certificates, time-stanps and attributes, along
with any constraints on attributes that may be included in the

el ectronic signature.

Conmmi tment Rul e ::= SEQUENCE ({
sel Conmi t nent Types Sel ect edConmi t nent Types,
si gner AndVeri fer Rul es [0] SignerAndVerifierRules
OPTI ONAL,
si gni ngCert Trust Condi ti on [1] SigningCertTrustCondition
OPTI ONAL,
ti meStanpTrust Condition [2] TimestanpTrust Condition
OPTI ONAL,
attributeTrust Condition [3] AttributeTrustCondition
OPTI ONAL,
al gori t hnConst r ai nt Set [4] Al gorithnConstraint Set
OPTI ONAL,
si gnPol Ext ensi ons [5] SignPol Ext ensi ons
OPTI ONAL
}
Sel ect edCommi t ment Types ::= SEQUENCE OF CHO CE {
enpty NULL,
recogni zedConmi t nent Type Conmi t nent Type }

If the Sel ectedConmitnent Types indicates "enpty" then this rule
applied when a cormitnment type is not present (i.e., the type of
conmitment is indicated in the semantics of the nessage). O herw se,
the electronic signature must contain a conmitnment type indication
that nust fit one of the cormitnments types that are nmentioned in
Conmi t nent Type.

A specific comiitnent type identifier nmust not appear in nore than
one comm tnent rule.

Commi t ment Type ::= SEQUENCE {
identifier Conmi t ment Typel denti fier,
fiel dO Application [0] FieldO Application OPTI ONAL,
semantics [1] DirectoryString OPTI ONAL }
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The fiel dOf Application and semantics fields define the specific use
and nmeani ng of the commtnent within the overall field of application
defined for the policy.

3.5 Signer and Verifier Rules

The following rules apply to the format of el ectronic signatures
def i ned usi ng [ ES- FORVATS] .

The Signer AndVerifierRules consists of signer rule and verification
rul es as defined bel ow

Si gner AndVerifierRul es ::= SEQUENCE {
si gner Rul es Si gner Rul es,
verifierRul es VerifierRules }

3.5.1 Signer Rules
The signer rules identify:

* if the eContent is enpty and the signature is cal cul ated using
a hash of signed data external to CMS structure.

* the CMS signed attributes that nust be provided by the signer
under this policy;

* the CMS unsigned attribute that nust be provided by the signer
under this policy;

* whether the certificate identifiers fromthe full certification
path up to the trust point nust be provided by the signer in
the SigningCertificate attribute;

* whether a signer’s certificate, or all certificates in the
certification path to the trust point nust be by the signer in
the * certificates field of SignedData.

Si gner Rul es :: = SEQUENCE {
ext er nal Si gnedDat a BOCOLEAN OPTI ONAL,
-- True if signed data is external to CM5 structure
-- False if signed data part of CMS structure
-- Not present if either allowed

mandat edSi gnedAt tr CVBAt trs,

-- Mandated CMS signed attributes
mandat edUnsi gnedAt tr CVBAt trs,

-- Mandat ed CMS unsigned attri buted
mandat edCerti fi cat eRef [0] CertRef Req DEFAULT si gnerOnly,

-- Mandated Certificate Reference
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mandat edCertificatel nfo [1] CertlnfoReq DEFAULT none,
-- Mandated Certificate Info
si gnPol Ext ensi ons [ 2] SignPol Ext ensi ons OPTI ONAL

CMBattrs ::= SEQUENCE OF OBJECT I DENTI FI ER

The mandated SignedAttr field nust include the object identifier for
all those signed attributes required by this docunent as well as
additional attributes required by this policy.

The mandat edUnsi gnedAttr field nust include the object identifier for
all those unsigned attributes required by this docunent as well as
additional attributes required by this policy. For exanple, if a
sighature tine-stanp <see section 1.1) is required by the signer the
object identifier for this attribute nust be incl uded.

The mandatedCertificateRef identifies whether just the signer’s
certificate, or all the full certificate path nust be provided by the
si gner.

Cert Ref Req :: = ENUMERATED ({
signerOnly (1),
-- Only reference to signer cert nandated
full path (2)

-- References for full cert path up to a trust point required

The mandatedCertificatelnfo field identifies whether a signer’s
certificate, or all certificates in the certification path to the
trust point nust be provided by the signer in the certificates field
of Si gnedDat a.

Certl nfoReq ::= ENUMERATED {
none (0) )
-- No mandatory requirenents
signerOnly (1) ,
-- Only reference to signer cert nmandated
full path (2)
-- References for full cert path up to a
-- trust point mandated
}
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3.5.2 Verifier Rules
The verifier rules identify:

*  The CMS unsigned attributes that nust be present under this
policy and nust be added by the verifier if not added by the

si gner.
VerifierRules ::= SEQUENCE {
mandat edUnsi gnedAttr Mandat edUnsi gnedAttr,
si gnPol Ext ensi ons Si gnPol Ext ensi ons  OPTI ONAL
}
Mandat edUnsi gnedAttr ::= CMBAttrs

-- Mandat ed CMS unsigned attri buted
3.6 Certificate and Revocati on Requirenent

The Si gni ngCert Trust Condi tion, TimestanpTrustCondition and
AttributeTrustCondition (defined in subsequent sub-sections) make use
of two ASNLl structures which are defined below CertificateTrustTrees
and Cert RevReq.

3.6.1 Certificate Requirenents

The certificateTrust Trees identifies a set of self signed
certificates for the trust points used to start (or end) certificate
path processing and the initial conditions for certificate path
val i dation as defined RFC 2459 [7] section 4. This ASNl structure is
used to define policy for validating the signing certificate, the
TSA's certificate and attribute certificates.

CertificateTrustTrees ::= SEQUENCE OF Certificat eTrust Poi nt
CertificateTrust Point = SEQUENCE {
trust poi nt Certificate,
-- self-signed certificate
pat hLenConst r ai nt [ 0] Pat hLenConstrai nt OPTI ONAL,
accept abl ePol i cySet [1] Acceptabl ePolicySet OPTI ONAL,
-- If not present "any policy"
naneConstraints [2] NaneConstraints OPTI ONAL,
policyConstraints [3] PolicyConstraints OPTI ONAL }

The trustPoint field gives the self signed certificate for the CA
that is used as the trust point for the start of certificate path
processi ng.
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The pathLenConstraint field gives the maxi mum nunber of CA
certificates that nay be in a certification path followi ng the
trustpoint. A value of zero indicates that only the given trustpoint
certificate and an end-entity certificate my be used. |If present,
the pathLenConstraint field nust be greater than or equal to zero.
Wher e pathLenConstraint is not present, there is nolint to the

all owed I ength of the certification path.

Pat hLenConst r ai nt L= | NTEGER (0. . MAX)

The acceptabl ePolicySet field identifies the initial set of
certificate policies, any of which are acceptable under the signature
policy. Acceptabl ePolicySet ::= SEQJENCE OF CertPolicyld

CertPolicyld ::= OBJECT | DENTI FI ER

The nanmeConstraints field indicates a name space within which al

subj ect nanes in subsequent certificates in a certification path nust
be located. Restrictions may apply to the subject distinguished nane
or subject alternative nanes. Restrictions apply only when the
specified name formis present. |If no nane of the type is in the
certificate, the certificate is acceptable.

Restrictions are defined in ternms of permtted or excluded nane
subtrees. Any name matching a restriction in the excludedSubtrees
field is invalid regardless of information appearing in the

perm ttedSubtrees.

NanmeConstraints ::= SEQUENCE {
permttedSubtrees [ 0] Gener al Subt rees OPTI ONAL,
excl udedSubt r ees [1] Gener al Subt rees OPTI ONAL }
Gener al Subtrees ::= SEQUENCE SI ZE (1.. MAX) OF Ceneral Subtree
Gener al Subtree ::= SEQUENCE {
base Gener al Nane,
nm ni num [ 0] BaseDi st ance DEFAULT 0,
maxi num [1] BaseDi st ance OPTI ONAL }
BaseDi stance ::= I NTEGER (0. . MAX)

The policyConstraints extension constrains path processing in two
ways. It can be used to prohibit policy mapping or require that each
certificate in a path contain an acceptable policy identifier.

The policyConstraints field, if present specifies requirenent for

explicit indication of the certificate policy and/or the constraints
on policy mapping.
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Pol i cyConstraints ::= SEQUENCE {

requi rekxplicitPolicy [0] SkipCerts OPTI ONAL,

i nhi bi t Pol i cyMappi ng [1] SkipCerts OPTI ONAL }
Ski pCerts ::= I NTEGER (0. . MAX)

If the inhibitPolicyMapping field is present, the value indicates the
nunber of additional certificates that rmay appear in the path
(including the trustpoint’s self certificate) before policy mapping
is no longer permitted. For exanple, a value of one indicates that
pol i cy mapping may be processed in certificates issued by the subject
of this certificate, but not in additional certificates in the path.

If the requireExplicitPolicy field is present, subsequent
certificates nust include an acceptable policy identifier. The value
of requireExplicitPolicy indicates the nunber of additional
certificates that nay appear in the path (including the trustpoint’s
self certificate) before an explicit policy is required. An
acceptable policy identifier is the identifier of a policy required
by the user of the certification path or the identifier of a policy
whi ch has been decl ared equi val ent through policy mappi ng.

3.6.2 Revocation Requirenents

The RevocRequirenments field specifies mnimmrequirenents for
revocation information, obtained through CRLs and/or OCSP responses,
to be used in checking the revocation status of certificates. This
ASN1 structure is used to define policy for validating the signing
certificate, the TSA's certificate and attribute certificates.

Cert RevReq :: = SEQUENCE {
endCert RevReq RevReq,
caCerts [0] RevReq

}

Certificate revocation requirenments are specified in ternms of checks
requi red on:

* endCertRevReq: end certificates (i.e., the signers certificate,
the attribute certificate or the tine-stanping authority
certificate).

* caCerts: CA certificates.

RevReq ::= SEQUENCE ({

enuRevReq EnuRevReq,
exRevReq Si gnPol Ext ensi ons OPTI ONAL}
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An authority certificate is certificate issued to an authority (e.g.
either to a certification authority or to an attribute authority
(AA)).

A Time-Stanping Authority (TSA) is a trusted third party that creates
time-stanp tokens in order to indicate that a datumexisted at a
particular point in time. See [TSP].

EnuRevReq ::= ENUMERATED {
cl r Check (0),
--Checks nust be nmade agai nst current CRLs
-- (or authority revocation lists (ARL))
ocspCheck (1), -- The revocation status mnmust be checked
-- using the Online Certificate Status Protocol
-- (OCsP), RFC 2450.

bot hCheck (2),
-- Both CRL and OCSP checks nust be carried out
ei t her Check (3),

-- At |least one of CRL or OCSP checks nust be
-- carried out

noCheck (4),
-- no check is mandat ed
ot her (5)
-- Other mechani smas defined by signature policy
-- extension
}

Revocati on requirenments are specified in ternms of:

* clrCheck: Checks nust be nade against current CRLs (or
authority revocation lists);

* ocspCheck: The revocation status nust be checked using the
Online Certificate Status Protocol (RFC 2450);
bot hCheck: Both OCSP and CRL checks nust be carried out;
ei t her Check: Either OCSP or CRL checks nust be carried out;
noCheck: No check is nandat ed.

3.7 Signing Certificate Trust Conditions

The SigningCertTrustCondition field identifies trust conditions for
certificate path processing used to validate the signing certificate.

Signi ngCert Trust Condition ::=  SEQUENCE {
si gner Trust Tr ees CertificateTrustTrees,
si gner RevReq Cert RevReq

}
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3.8 Tinme-Stanp Trust Conditions

The TinmeStanpTrustCondition field identifies trust conditions for
certificate path processing used to authenticate the tinstanping
authority and constraints on the nane of the time-stanping authority.
This applies to the tine-stanp that nust be present in every ES-T.

Ti mest anpTrust Condi tion ::= SEQUENCE {
ttsCertificateTrustTrees [ 0] CertificateTrustTrees
OPTI ONAL,
tt sRevReq [ 1] Cert RevReq
OPTI ONAL,
ttsNanmeConstraints [ 2] NanmeConstrai nts
OPTI ONAL,
cautionPeri od [ 3] Del t aTi me
OPTI ONAL,
si gnat ur eTi nest anpDel ay [ 4] Del t aTi ne
OPTI ONAL }
Del taTi me ::= SEQUENCE {
del t aSeconds | NTEGER
del t aM nut es | NTEGER,
del t aHour s | NTEGER
del t aDays | NTEGER }

If ttsCertificateTrustTrees is not present then the sane rule as
defined in certificateTrustCondition applies to certification of the
time-stanping authorities public key.

The tstrRevReq specifies mninmumrequirenments for revocation

i nformati on, obtained through CRLs and/or OCSP responses, to be used
in checking the revocation status of the tine-stanp that nust be
present in the ES-T.

If ttsNanmeConstraints is not present then there are no additional
nam ng constraints on the trusted tine-stanping authority other than
those inplied by the ttsCertificateTrustTrees.

The cautionPeriod field specifies a caution period after the signing
time that it is mandated the verifier nust wait to get high assurance
of the validity of the signer’s key and that any relevant revocation
has been notified. The revocation status information form ng the ES
with Conplete validation data nust not be collected and used to
validate the electronic signature until after this caution period.

The signatureTi nestanpDel ay field specifies a maxi num acceptable tine

between the signing time and the tine at which the signature tine-
stanp, as used to formthe ES Tinme-Stanped, is created for the
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verifier. |If the signature tine-stanp is later that the tine in the
signing-tinme attribute by nore than the value given in
si gnat ur eTi mest anpDel ay, the signature nust be considered invalid.

3.9 Attribute Trust Conditions
If the attributeTrustCondition field is not present then any

certified attributes may not considered to be valid under this
validation policy. The AttributeTrustCondition field is defined as

foll ows:
AttributeTrustCondition ::= SEQUENCE {
attri but eMandat ed BOOLEAN
-- Attribute nust be present
howCert Attri bute HowCert Attri but e,
attrCertificateTrustTrees [0] CertificateTrustTrees OPTI ONAL,
attrRevReq [1] CertRevReq OPTI ONAL,
attri buteConstraints [2] AttributeConstraints OPTI ONAL }
If attributeMandated is true then an attribute, certified within the
following constraints, nust be present. |If false, then the signature
is still valid if no attribute is specified.

The howCertAttribute field specifies whether attributes uncertified
attributes "clained" by the signer, or certified attributes (i.e.,
Attribute Certificates) or either using the signer attributes
attribute defined in [ES- FORVATS] section 3.12.3.

HowCert Attri bute ::= ENUMERATED ({
clai medAttribute (0),
certifiedAttribtes (1),
ei t her (2) }

The attrCertificateTrustTrees specifies certificate path conditions
for any attribute certificate. |If not present the sane rules apply
as in certificateTrustCondition

The attrRevReq specifies mninmumrequirenments for revocation

i nformati on, obtained through CRLs and/or OCSP responses, to be used
in checking the revocation status of Attribute Certificates, if any
are present.

If the attributeConstraints field is not present then there are no

constraints on the attributes that nay be validated under this
policy. The attributeConstraints field is defined as follows:

Ross, et al. Experi nment al [ Page 16]



RFC 3125 El ectronic Signature Policies Sept ember 2001

AttributeConstraints ::= SEQUENCE {
attributeTypeConstarints [0] AttributeTypeConstraints
OPTI ONAL,
attributeVal ueConstarints [1] AttributeVal ueConstraints
OPTI ONAL }

If present, the attributeTypeConstarints field specifies the
attribute types which are considered valid under the signature
policy. Any value for that attribute is considered valid.

AttributeTypeConstraints ::= SEQUENCE OF Attri buteType

If present, the attributeTypeConstraints field specifies the specific
attri bute values which are considered valid under the signature

policy.
AttributeVal ueConstraints ::= SEQUENCE OF Attri buteTypeAndVal ue
3.10 Algorithm Constraints

The al gorithnConstrains fields, if present, identifies the signing

al gorithms (hash, public key cryptography, conbined hash and public
key cryptography) that nay be used for specific purposes and any
mninmumlength. |If this field is not present then the policy applies
no constraints.

Al gorithnmConstraintSet ::= SEQUENCE ({ -- Algorithm constrains on:
si gner Al gori thnmConstraints [ 0] Al gorithnmConstrai nts OPTI ONAL,
-- signer
eeCert Al gorithnConstraints [1] Al gorithnmConstrai nts OPTI ONAL,
-- issuer of end entity certs.
caCert Al gorithnConstraints [ 2] Al gorithnmConstrai nts OPTI ONAL,
-- issuer of CA certificates
aaCert Al gorithnConstraints [ 3] Al gorithnmConstrai nts OPTI ONAL,
-- Attribute Authority
tsaCert Al gorithnConstraints [ 4] Al gorithmConstrai nts OPTI ONAL
-- Tinme-Stanpi ng Authority
}
Al gorithmConstraints ::= SEQUENCE OF Al gAndLengt h
Al gAndLength :: = SEQUENCE {
al gl D OBJECT | DENTI FI ER,
m nKeyLengt h | NTEGER OPTI ONAL,
-- Mnimumkey length in bits
ot her Si gnPol Ext ensi ons OPTI ONAL
}
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An Attribute Authority (AA)is authority which assigns privileges by
issuing attribute certificates

3.11 Signature Policy Extensions
Addi tional signature policy rules my be added to:

* ghi overall signature policy structure, as defined in section

* the signature validation policy structure, as defined in
section 3.2;

the revocation requirenents in section 3.6.2;
the algorithmconstraints in section 3.10.

* the common rules, as defined in section 3.3;

* the commtnent rules, as defined in section 3.4;
* the signer rules, as defined in section 3.5.1

* the verifier rules, as defined in section 3.5.2;
*

*

These extensions to the signature policy rules nust be defined using
an ASN. 1 syntax with an associated object identifier carried in the
Si gnPol Ext n as defined bel ow

Si gnPol Ext ensi ons ::= SEQUENCE OF Si gnPol Extn
Si gnPol Ext n :: = SEQUENCE ({
extnl D OBJECT | DENTI FI ER,

ext nVal ue OCTET STRING '}

The extnlD field nust contain the object identifier for the
extensi on. The extnValue field nust contain the DER (see ITU-T
Reconmendati on X. 690 [4]) encoded val ue of the extension. The
definition of an extension, as identified by extnlD nust include a
definition of the syntax and semantics of the extension.

4. Security Considerations

4.1 Protection of Private Key
The security of the electronic signature nechanismdefined in this
docunent depends on the privacy of the signer’s private key.
| mpl enent ati ons nmust take steps to ensure that private keys cannot be
conpr oni sed.

4.2 Choice of Al gorithns
| mpl enenters should be aware that cryptographic algorithns becone

weaker with time. As new cryptoanal ysis techni ques are devel oped and
computi ng perfornmance i nproves, the work factor to break a particul ar
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cryptographic algorithmw |l reduce. Therefore, cryptographic

al gorithminpl ementati ons should be nodul ar all owi ng new al gorithns
to be readily inserted. That is, inplenenters should be prepared for
the set of nmandatory to inplenment algorithms to change over tine.

5. Confornmance Requirenents

Signer and verifier systens shall be able to process an el ectronic
sighature in accordance with the specification of the signature
policy signature policy referenced identifiable by an Object
Identifier, see section 3.
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Annex A (normative):

ASN. 1 Definitions This annex provides the reference definition of the
ASN. 1 syntax signature policies definitions for new syntax defined in
thi s docunent.

A1 Definitions Using X 208 (1988) ASN. 1 Syntax

NOTE: The ASN. 1 Modul e defined in section A 1 has precedence over
that defined in Annex A-2 in the case of any conflict.

ETS- El ectroni cSi gnat urePol i ci es-88syntax { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) snine(16) id-nod(0)
7}

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS All

| MPORTS

-- Internet X 509 Public Key Infrastructure
- Certificate and CRL Profile: RFC 2560
Certificate, Algorithmdentifier, CertificateList, Nane,
Gener al Nanmes, General Nane, DirectoryString, Attri bute,
Attribut eTypeAndVal ue, AttributeType, Attri buteVal ue,
Pol i cyl nformati on, BMPString, UTF8String

FROM PKI X1Explicit88
{iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nod(0)
i d-pki x1-explicit-88(1)}

-- Signature Policy Specification

Si gnaturePolicy ::= SEQUENCE {
si gnPol i cyHashAl g Al gorithmdentifier,
signPolicylnfo Si gnPol i cyl nf o,
si gnPol i cyHash Si gnPol i cyHash OPTI ONAL }

Si gnPol i cyHash ::= OCTET STRI NG

SignPolicylnfo ::= SEQUENCE {
signPolicyldentifier Si gnPol i cyl d,
dat eOf | ssue Gener al i zedTi ne,
pol i cyl ssuer Nane Pol i cyl ssuer Nane,

Ross, et al. Experi nment al [ Page 21]



RFC 3125 El ectronic Signature Policies Sept ember 2001

fiel dOf Application Fi el dOF Appl i cati on,
si gnat ureVal i dati onPol i cy Si gnat ureVal i dati onPol i cy,
si gnPol Ext ensi ons Si gnPol Ext ensi ons
OPTI ONAL
}
Pol i cyl ssuer Nane :: = General Names
Fi el dOF Application ::= DirectoryString
Si gnatureVal i dati onPolicy ::= SEQUENCE {
si gni ngPeri od Si gni ngPeri od,
commonRul es CommonRul es,
conmi t ment Rul es Conmi t ment Rul es,
si gnPol Ext ensi ons Si gnPol Ext ensi ons
OPTI ONAL
}
Si gni ngPeriod ::= SEQUENCE {
not Bef or e Gener al i zedTi ne,
not Af t er General i zedTi me OPTI ONAL }
CommonRul es  :: = SEQUENCE ({
si gner AndVeri fer Rul es [0] SignerAndVerifierRules
OPTI ONAL,
si gni ngCert Trust Condi ti on [1] SigningCertTrustCondition
OPTI ONAL,
ti meStanpTrust Condition [2] TimestanpTrust Condition
OPTI ONAL,
attributeTrust Condition [3] AttributeTrustCondition
OPTI ONAL,
al gori t hnConst r ai nt Set [4] Al gorithnConstraint Set
OPTI ONAL,
si gnPol Ext ensi ons [5] SignPol Ext ensi ons
OPTI ONAL
}
Commi tnent Rul es ::= SEQUENCE OF Conmit nent Rul e
Conmi t ment Rul e = SEQUENCE ({
sel Conmi t nent Types Sel ect edConmi t nent Types,
si gner AndVeri fer Rul es [0] SignerAndVerifierRules
OPTI ONAL,
si gni ngCert Trust Condi ti on [1] SigningCertTrustCondition
OPTI ONAL,
ti meStanpTrust Condition [2] TimestanpTrust Condition
OPTI ONAL,

Ross, et al. Experi nment al [ Page 22]



RFC 3125 El ectronic Signature Policies Sept ember 2001

attributeTrust Condition [3] AttributeTrustCondition
OPTI ONAL,
al gori t hnConst r ai nt Set [4] Al gorithnConstraint Set
OPTI ONAL,
si gnPol Ext ensi ons [5] SignPol Ext ensi ons
OPTI ONAL
}
Sel ect edConmi t nent Types :: = SEQUENCE OF CHO CE {
enpty NULL,
recogni zedConmi t nent Type Conmi t nent Type }
Commi t ment Type ::= SEQUENCE {
identifier Conmi t ment Typel denti fier,
fiel dO Application [0] FieldO Application OPTI ONAL,
semantics [1] DirectoryString OPTI ONAL }
Si gner AndVerifierRul es ::= SEQUENCE {
si gner Rul es Si gner Rul es,
verifierRul es VerifierRules }
Si gner Rul es :: = SEQUENCE {
ext er nal Si gnedDat a BOCOLEAN OPTI ONAL

-- True if signed data is external to CM5 structure
-- False if signed data part of CMS structure
-- not present if either allowed
mandat edSi gnedAt tr CVBAt trs,
-- Mandated CMS signed attri butes
mandat edUnsi gnedAt tr CVBAt trs,
-- Mandat ed CMS unsigned attri buted
mandat edCerti fi cat eRef [0] CertRef Req DEFAULT si gnerOnly,
-- Mandated Certificate Reference
mandat edCertificatelnfo [1] CertlnfoReq DEFAULT none,
-- Mandated Certificate Info

si gnPol Ext ensi ons [ 2] SignPol Ext ensi ons
OPTI ONAL}
CVBAttrs ::= SEQUENCE OF OBJECT | DENTI FI ER
Cert Ref Req :: = ENUMERATED ({

signerOnly (1),
-- Only reference to signer cert nmandated
full Path (2)
-- References for full cert path up to a trust point required

}
Certl nfoReq ::= ENUMERATED {
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none (0),
-- No mandatory requirenents
signerOnly (1),
-- Only reference to signer cert nandated
full Path (2)
-- References for full cert path up to a trust point nandated

}

VerifierRules ::= SEQUENCE {
mandat edUnsi gnedAt tr Mandat edUnsi gnedAttr,
si gnPol Ext ensi ons Si gnPol Ext ensi ons OPTI ONAL

}

Mandat edUnsi gnedAttr ::= CMBAttrs
-- Mandat ed CMS unsigned attri buted

SEQUENCE OF CertificateTrust Point

CertificateTrust Trees ::

CertificateTrust Point = SEQUENCE {
trust poi nt Certificate,
-- self-signed certificate
pat hLenConst r ai nt [ 0] Pat hLenConstrai nt OPTI ONAL,
accept abl ePol i cySet [1] Acceptabl ePolicySet OPTI ONAL,
-- If not present "any policy"
naneConstraints [2] NaneConstraints OPTI ONAL,
policyConstraints [3] PolicyConstraints OPTI ONAL }
Pat hLenConst r ai nt = | NTEGER (0. . MAX)
Accept abl ePol i cySet ::= SEQUENCE OF CertPolicyld
CertPolicyld ::= OBJECT | DENTI FI ER
NanmeConstraints ::= SEQUENCE {
perm ttedSubtrees [ 0] Gener al Subt rees OPTI ONAL,
excl udedSubt r ees [1] Gener al Subt rees OPTI ONAL }
Gener al Subtrees ::= SEQUENCE SI ZE (1..MAX) OF General Subtree
Gener al Subtree ::= SEQUENCE {
base Gener al Name,
m ni num [ 0] BaseDi st ance DEFAULT O,
maxi num [1] BaseDi st ance OPTI ONAL }
BaseDi st ance ::= | NTEGER (0.. MVAX)
Pol i cyConstraints ::= SEQUENCE {
requi rekExplicitPolicy [0] SkipCerts OPTI ONAL,
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i nhi bi t Pol i cyMappi ng [1] SkipCerts OPTI ONAL }
Ski pCerts ::= I NTEGER (0. . MAX)
Cert RevReq :: = SEQUENCE {

endCert RevReq RevReq,
caCerts [0] RevReq

}

RevReq ::= SEQUENCE ({
enuRevReq EnuRevReq,
exRevReq Si gnPol Ext ensi ons OPTI ONAL}

EnuRevReq ::= ENUMERATED {

cl r Check (0), --Checks nust be nmade agai nst current CRLs
-- (or authority revocation lists)
ocspCheck (1), -- The revocation status nmust be checked
-- using the Online Certificate Status Protocol (RFC 2450)
bot hCheck (2),

-- Both CRL and OCSP checks nust be carried out
ei t her Check (3),

-- At least one of CRL or OCSP checks must be carried out
noCheck (4),

-- no check is mandat ed
ot her (5)

-- O her mechani sm as defined by signature policy extension

Si gni ngCert Trust Condition :: = SEQUENCE {
si gner Trust Tr ees CertificateTrustTrees,
si gner RevReq Cert RevReq
}
Ti mest anpTrust Condi ti on ::= SEQUENCE ({
ttsCertificateTrustTrees [ 0] CertificateTrustTrees
OPTI ONAL,
tt sRevReq [ 1] Cert RevReq
OPTI ONAL,
ttsNanmeConstraints [ 2] NanmeConstrai nts
OPTI ONAL,
cauti onPeri od [ 3] Del t aTi ne
OPTI ONAL,
si gnat ur eTi nest anpDel ay [ 4] Del t aTi ne
OPTI ONAL }
Del taTi me ::= SEQUENCE ({
del t aSeconds | NTEGER,
del t aM nut es | NTEGER,
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del t aHour s | NTEGER,
del t aDays | NTEGER }
AttributeTrustCondition ::= SEQJUENCE {
attri but eMandat ed BOCLEAN,
-- Attribute nmust be present
howCert Attri bute HowCert Attri but e,
attrCertificateTrustTrees [0] CertificateTrustTrees OPTI ONAL,
attr RevReq [1] CertRevReq OPTI ONAL,
attri buteConstraints [2] AttributeConstraints OPTIONAL }
HowCert Attri bute ::= ENUMERATED {
clai medAttribute (0),
certifiedAttribtes (1),
ei t her (2) }
AttributeConstraints ::= SEQUENCE {
attributeTypeConstarints [0] AttributeTypeConstraints
OPTI ONAL,
attri buteVal ueConstarints [1] AttributeVal ueConstraints
OPTI ONAL }
AttributeTypeConstraints ::= SEQUENCE OF Attri buteType
AttributeVal ueConstraints ::= SEQUENCE OF Attri buteTypeAndVal ue
Al gorithnmConstraintSet ::= SEQUENCE ({ -- Algorithm constrains on:
si gner Al gori thnmConstraints [ 0] Al gorithnmConstrai nts OPTI ONAL,
-- signer
eeCert Al gorithnConstraints [1] Al gorithnmConstrai nts OPTI ONAL,
-- issuer of end entity certs.
caCert Al gorithnConstraints [ 2] Al gorithnmConstrai nts OPTI ONAL,
-- issuer of CA certificates
aaCert Al gorithnConstraints [ 3] Al gorithnmConstrai nts OPTI ONAL,
-- Attribute Authority
tsaCert Al gorithnConstraints [ 4] Al gorithmConstrai nts OPTI ONAL
-- Tinme-Stanping Authority
}
Al gorithnmConstraints ::= SEQUENCE OF Al gAndLengt h
Al gAndLengt h :: = SEQUENCE {
al gl D OBJECT | DENTI FI ER,
m nKeyLengt h | NTEGER OPTI ONAL,

-- MnimumKkey length in bits other
Si gnPol Ext ensi ons OPTI ONAL
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}
Si gnPol Ext ensi ons ::= SEQUENCE OF Si gnPol Extn
Si gnPol Extn :: = SEQUENCE {
extnl D OBJECT | DENTI FI ER,

ext nVal ue OCTET STRING '}

END -- ETS-El ectronicSignaturePolicies-88syntax --

A.2 Definitions Using X 680 1997 ASN. 1 Syntax

2001

NOTE: The ASN. 1 nodul e defined in section A 1 has precedence over

that defined in section A2 in the case of any conflict.

ETS- El ectroni cSi gnaturePolicies-97Syntax { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-nod(0) 8}

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- EXPORTS Al -

| MPORTS

-- Internet X 509 Public Key Infrastructure

-- Certificate and CRL Profile: RFC 2560
Certificate, Algorithmdentifier, CertificateList, Nane,
Gener al Nanmes, General Nane, DirectoryString, Attribute,
Attribut eTypeAndVal ue, AttributeType, Attri buteVal ue,
Pol i cyl nfornmation

FROM PKI X1Explicit93
{iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nod(0)
ni d- pki x1-explicit-88(1)}

-- SSIMME Object ldentifier arcs used in the present docunent

-- SSMME QODarc used in the present docunent
-- id-smime OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
-- us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) 16 }

-- SIMME Arcs
-- id-mod OBJECT IDENTIFIER ::={ id-smne 0 }
-- nodul es
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i d-ct OBJECT | DENTI FI ER : :
content types

i d-aa OBJECT | DENTI FI ER : :
attributes

id-spq OBJECT | DENTIFIER ::
signature policy qualifier
id-cti OBJECT | DENTIFIER ::
comm tment type identifier
Si gnature Policy Specificati

SignaturePol icy ::= SEQUENCE {
si gnPol i cyHashAl g
signPolicylnfo

El ectronic Signature Policies

{ id-sminme 1}

{ id-sminme 2}

{ id-sminme 5}

{ id-sminme 6 }

on

Al gorithm dentifier,
Si gnPol i cyl nf o,

si gnPol i cyHash Si gnPol i cyHash OPTI ONAL }
Si gnPol i cyHash ::= OCTET STRI NG
SignPolicylnfo ::= SEQUENCE {
signPolicyldentifier Si gnPol i cyl d,
dat eOf | ssue Gener al i zedTi ne,
pol i cyl ssuer Nane Pol i cyl ssuer Nane,
fiel dOf Application Fi el dOF Appl i cati on,
si gnat ureVval i dati onPol i cy Si gnat ureVal i dati onPol i cy,
si gnPol Ext ensi ons Si gnPol Ext ensi ons
OPTI ONAL
}
SignPolicyld ::= OBJECT | DENTI FI ER
Pol i cyl ssuer Name ::= General Names
Fi el dOF Application ::= DirectoryString
Si gnatureVal i dati onPolicy ::= SEQUENCE {
si gni ngPeri od Si gni ngPeri od,
commonRul es CommonRul es,
commi t ment Rul es Conmi t ment Rul es,
si gnPol Ext ensi ons Si gnPol Ext ensi ons OPTI ONAL
}

Si gni ngPeriod ::= SEQUENCE ({
not Bef or e Gener al
not Af t er Gener al

CommonRul es  :: = SEQUENCE ({

si gner AndVeri fer Rul es

Ross, et al.
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si gni ngCert Trust Condi ti on [1] SigningCertTrustCondition
OPTI ONAL,
ti meStanpTrust Condition [2] TimestanpTrust Condition
OPTI ONAL,
attributeTrust Condition [3] AttributeTrustCondition
OPTI ONAL,
al gori t hnConst r ai nt Set [4] Al gorithnConstraint Set
OPTI ONAL,
si gnPol Ext ensi ons [5] SignPol Ext ensi ons
OPTI ONAL
}
Commi tnent Rul es ::= SEQUENCE OF Conmit nent Rul e
Conmi tment Rul e ::= SEQUENCE ({
sel Conmi t nent Types Sel ect edConmi t nent Types,
si gner AndVeri f er Rul es [0] SignerAndVerifierRules
OPTI ONAL,
si gni ngCert Trust Condi ti on [1] SigningCertTrustCondition
OPTI ONAL,
ti meStanpTrust Condition [2] TimestanpTrust Condition
OPTI ONAL,
attributeTrust Condition [3] AttributeTrustCondition
OPTI ONAL,
al gori t hnConst r ai nt Set [4] Al gorithnConstraint Set
OPTI ONAL,
si gnPol Ext ensi ons [5] SignPol Ext ensi ons
OPTI ONAL
}
Sel ect edCommi t ment Types ::= SEQUENCE OF CHO CE {
enpty NULL,
recogni zedConmi t nent Type Conmi t nent Type }
Commi t ment Type ::= SEQUENCE {
identifier Commi t ment Typel denti fi er,
fiel dO Application [0] FieldO Application OPTI ONAL,
semantics [1] DirectoryString OPTI ONAL }
Si gner AndVerifierRul es ::= SEQUENCE {
si gner Rul es Si gner Rul es,
verifierRul es VerifierRules }
Si gner Rul es :: = SEQUENCE {
ext er nal Si gnedDat a BOCOLEAN OPTI ONAL,

-- True if signed data is external to CM5 structure
-- False if signed data part of CMS structure
-- not present if either allowed
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mandat edSi gnedAt tr CVBAt trs,
-- Mandated CMS signed attri butes
mandat edUnsi gnedAt t r CVBAt trs,
-- Mandat ed CMS unsigned attri buted
mandat edCerti fi cat eRef [0] CertRef Req DEFAULT si gnerOnly,
-- Mandated Certificate Reference
mandat edCertificatel nfo [1] CertlnfoReq DEFAULT none,
-- Mandated Certificate Info

si gnPol Ext ensi ons [ 2] SignPol Ext ensi ons OPTI ONAL
CMBAttrs ::= SEQUENCE OF OBJECT | DENTI FI ER
Cert Ref Req :: = ENUMERATED ({

signerOnly (1),
-- Only reference to signer cert nandated

full Path (2)
-- References for full cert path up to a trust
-- point required

Certl nfoReq ::= ENUMERATED {
none (0) )
-- No mandatory requirenents
signerOnly (1) ,
-- Only reference to signer cert nandated
full Path (2)
-- References for full cert path up to a
-- trust point mandated
}

VerifierRules ::= SEQUENCE {
mandat edUnsi gnedAt tr Mandat edUnsi gnedAttr,
si gnPol Ext ensi ons Si gnPol Ext ensi ons  OPTI ONAL

}
Mandat edUnsi gnedAttr ::= CMBAttrs
-- Mandat ed CMS unsigned attri buted

CertificateTrust Trees ::

SEQUENCE OF CertificateTrust Point

CertificateTrust Point SEQUENCE {
trust poi nt Certificate,
-- self-signed certificate
pat hLenConst r ai nt [0] PathLenConstraint OPTI ONAL,
accept abl ePol i cySet [1] Acceptabl ePolicySet OPTI ONAL,
-- If not present "any policy"
naneConstraints [2] NaneConstraints OPTI ONAL,
policyConstraints [3] PolicyConstraints OPTI ONAL }
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Pat hLenConst r ai nt = | NTEGER (0. . MAX)
Accept abl ePol i cySet ::= SEQUENCE OF CertPolicyld
CertPolicyld ::= OBJECT | DENTI FI ER
NanmeConstraints ::= SEQUENCE {
perm ttedSubtrees [ 0] Gener al Subt rees OPTI ONAL,
excl udedSubt r ees [1] Gener al Subt rees OPTI ONAL }
Gener al Subtrees ::= SEQUENCE SI ZE (1..MAX) OF General Subtree
Gener al Subtree ::= SEQUENCE {
base Gener al Name,
m ni num [ 0] BaseDi st ance DEFAULT O,
maxi num [1] BaseDi st ance OPTI ONAL }
BaseDi st ance ::= | NTEGER (0.. MAX)
Pol i cyConstraints ::= SEQUENCE {
requi rekExplicitPolicy [0] SkipCerts OPTI ONAL,
i nhi bi t Pol i cyMappi ng [1] SkipCerts OPTI ONAL }
Ski pCerts ::= I NTEGER (0..MAX)
Cert RevReq :: = SEQUENCE {
endCert RevReq RevReq,
caCerts [0] RevReq
}
RevReq ::= SEQUENCE ({

enuRevReq EnuRevReq,
exRevReq Si gnPol Ext ensi ons OPTI ONAL}

EnuRevReq ::= ENUMERATED {
cl r Check (0),
-- Checks must be nade against current CRLs
-- (or authority revocation |ists)
ocspCheck (1),
-- The revocation status must be checked using
-- the Online Certificate Status Protocol (RFC 2450)

bot hCheck (2),
-- Both CRL and OCSP checks nust be carried out
ei t her Check (3),

-- At least one of CRL or OCSP checks must be
-- carried out

noCheck (4),
-- no check i s nmandated
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ot her (5)
-- Other nmechani sm as defined by signature policy
-- extension
}
SigningCert TrustCondition ::=  SEQUENCE {
si gner Trust Tr ees CertificateTrustTrees,
si gher RevReq Cert RevReq
}
Ti mest anpTrust Condi tion ::= SEQUENCE {
ttsCertificateTrustTrees [ 0] CertificateTrustTrees
OPTI ONAL,
tt sRevReq [1] Cert RevReq
OPTI ONAL,
ttsNanmeConstraints [ 2] NanmeConstrai nts
OPTI ONAL,
cauti onPeri od [ 3] Del t aTi ne
OPTI ONAL,
si gnat ur eTi nest anpDel ay [ 4] Del t aTi ne
OPTI ONAL }
Del taTi me ::= SEQUENCE {
del t aSeconds | NTEGER,
del t aM nut es | NTEGER,
del t aHour s | NTEGER,
del t aDays | NTEGER }
AttributeTrustCondition ::= SEQJENCE {
attri but eMandat ed BOOLEAN,
-- Attribute nust be present
howCert Attri bute HowCert Attri but e,
attrCertificateTrustTrees [0] CertificateTrustTrees OPTI ONAL,
attr RevReq [1] CertRevReq OPTI ONAL,
attri buteConstraints [2] AttributeConstraints OPTIONAL }
HowCert Attri bute ::= ENUMERATED {
clai medAttribute (0),
certifiedAttribtes (1),
ei t her (2) }
AttributeConstraints ::= SEQUENCE {
attributeTypeConstarints [0] AttributeTypeConstraints
OPTI ONAL,
attri buteVal ueConstarints [1] AttributeVal ueConstraints
OPTI ONAL }
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AttributeTypeConstraints ::= SEQUENCE OF Attri buteType
AttributeVal ueConstraints ::= SEQUENCE OF Attri buteTypeAndVal ue
Al gorithnmConstraintSet ::= SEQUENCE ({
-- Algorithmconstrains on:
si gner Al gori thnmConstraints [ 0] Al gorithnmConstrai nts OPTI ONAL,
-- signer
eeCert Al gorithnConstraints [1] Al gorithnmConstrai nts OPTI ONAL,
-- issuer of end entity certs.
caCert Al gorithnConstraints [ 2] Al gorithnmConstrai nts OPTI ONAL,
-- issuer of CA certificates
aaCert Al gorithnConstraints [ 3] Al gorithnmConstrai nts OPTI ONAL,
-- Attribute Authority
tsaCert Al gorithnConstraints [ 4] Al gorithmConstrai nts OPTI ONAL
-- Tinme-Stanpi ng Authority
}
Al gorithmConstraints ::= SEQUENCE OF Al gAndLengt h
Al gAndLength :: = SEQUENCE {
al gl D OBJECT | DENTI FI ER,
nm nKeyLengt h | NTEGER OPTI ONAL,
-- Mnimumkey length in bits
ot her Si gnPol Ext ensi ons OPTI ONAL
}
Si gnPol Ext ensi ons ::= SEQUENCE OF Si gnPol Extn
Si gnPol Extn :: = SEQUENCE {
extnl D OBJECT | DENTI FI ER,
ext nVal ue OCTET STRING '}
END -- ETS-El ectroni cPolici es-97Synt ax
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Annex B (informative):
B.1 Signature Policy and Signature Validation Policy

The definition of electronic signature nentions: "a conm tnent has
been explicitly endorsed under a "Signature Policy", at a given tineg,
by a signer under an identifier, e.g., a name or a pseudonym and
optionally a role.”

El ectronic signatures are commonly applied within the context of a

| egal or contractual framework. This establishes the requirements on
the el ectronic signatures and any special semantics (e.g., agreenent,
intent). These requirenents nmay be defined in very general abstract
ternms or in terns of detailed rules. The specific semantics
associated with an electronic signature inplied by a |egal or
contractual framework are outside the scope of this docunent.

If the signature policy is recognized, within the | egal/contractua
context, as providing comitnment, then the signer explicitly agrees
with ternms and conditions which are inplicitly or explicitly part of
t he signed dat a.

When two i ndependent parties want to evaluate an el ectronic
signhature, it is fundanental that they get the same result. It is
therefore inportant that the conditions agreed by the signer at the
time of signing are indicated to the verifier and any arbitrator. An
aspect that enables this to be known by all parties is the signature
policy. The technical inplications of the signature policy on the

el ectronic signature with all the validation data are called the
"Signature Validation Policy". The signature validation policy
specifies the rules used to validate the signature.

Thi s docunent does not mandate the form and encodi ng of the
specification of the signature policy. However, for a given
signature policy there nmust be one definitive formthat has a uni que
bi nary encoded val ue.

Thi s docunent includes, as an option, a formal structure for
sighature validation policy based on the use of Abstract Syntax
Notation 1 (ASN. 1).

G ven the specification of the signature policy and its hash val ue an
i npl ementation of a verification process nust obey the rules defined
in the specification.

Thi s docunment places no restriction on how it should be inplenented.

Provi de the inplenentation confornms to the confornmance requirenments
as define in section 5 inplenentation options include:
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A validation process that supports a specific signature policy as
identified by the signature policy A D. Such an inplenmentation
shoul d conformto a human readabl e description provided all the
processing rules of the signature policy are clearly defined.
However, if additional policies need to be supported, then such an
i npl enentati on woul d need to be custom zed for each additional
policy. This type of inplenentation may be sinpler to inplenent
initially, but can be difficult to enhance to support numerous
addi ti onal signature policies.

A validation process that is dynamnically programmable and able to
adapt its validation rules in accordance with a description of the
sighature policy provided in a conputer-processabl e | anguage. This
present docunent defines such a policy using an ASN. 1 structure (see
6.1). This type of inplenentation could support multiple signature
policies w thout being nodified every tine, provided all the
validation rules specified as part of the signature policy are known
by the inplenentation. (i.e., only requires nodification if there
are additional rules specified).

The precise content of a signature policy is not mandated by the
current docunent. However, a signature policy nust be sufficiently
definitive to avoid any anmbiguity as to its inplenmentation

requi rements. It nust be absolutely clear under which conditions an
el ectroni c signature shoul d be accepted. For this reason, it should
contain the follow ng information

* General information about the signature policy which includes:
- awunique identifier of the policy;
- the name of the issuer of the policy;
- the date the policy was issued;
- the field of application of the policy.

* The signature verification policy which includes:

- the signing period,

- alist of recognized comitnent types;

- rules for Use of Certification Authorities;

- rules for Use of Revocation Status |Information

- rules for Use of Roles;

- rules for use of Tinme-Stanping and Ti n ng;

- signature verification data to be provided by the

signer/coll ected by verifier

- any constraints on signature algorithnms and key | engths.
* Other signature policy rules required to neet the objectives of

the signature.

Variations of the validation policy rules may apply to different
comm tment types.

Ross, et al. Experi nment al [ Page 35]



RFC 3125 El ectronic Signature Policies Sept ember 2001

B.2 ldentification of Signature Policy

When data is signed the signer indicates the signature policy
applicable to that electronic signature by including an object
identifier for the signature policy with the signature. The signer
and verifier nmust apply the rules specified by the identified policy.
In addition to the identifier of the signature policy the signer mnust
i nclude the hash of the signature policy, so it can be verified that
the policy selected by the signer is the identical to the one being
used the verifier.

A signature policy may be qualified by additional information. This
can i ncl udes:

A URL where a copy of the Signature Policy nay be obtained;
* A user notice that should be displayed when the signhature is
verifi ed;

If no signature policy is identified then the signature nmay be
assunmed to have been generated/verified w thout any policy
constraints, and hence may be given no specific | egal or contractual
signi fi cance through the context of a signature policy.

A "Signature Policy" will be identifiable by an O D (Object
Identifier) and verifiable using a hash of the signature policy.

B.3 Ceneral Signature Policy Information

General information should be recorded about the signature policy
along with the definition of the rules which formthe signature
policy as described in subsequent subsections. This should include:

* Policy Object ldentifier: The "Signature Policy" will be
identifiable by an O D (Qbject Identifier) whose | ast conmponent
(i.e., right nost) is an integer that is specific to a
particul ar version issued on the given date.

Date of issue: Wen the "Signature Policy" was issued.
Signature Policy Issuer nane: An identifier for the body
responsi ble for issuing the Signature Policy. This may be used
by the signer or verifying in deciding if a policy is to be
trusted, in which case the signer/verifier nust authenticate
the origin of the signature policy as coming fromthe
identified issuer.

* Signing period: The start time and date, optionally with an end
time and date, for the period over which the signature policy
may be used to generate el ectronic signatures.
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* Field of application: This defines in general terns the genera
| egal /contract/application contexts in which the signature
policy is to be used and the specific purposes for which the
el ectronic signature is to be applied.

B.4 Recognized Commitnent Types

The signature validation policy may recogni ze one or nore types of
comm tnment as bei ng supported by el ectronic signatures produced under
the security policy. |If an electronic signature does not contain a
recogni zed comm tment type then the semantics of the electronic
signhature is dependent on the data being signed and the context in
which it is being used.

Only recogni zed comm tnent types are allowed in an electronic
si ghat ur e.

The definition of a conmitnent type includes:

the object identifier for the comm tnent;
the contractual /I egal /application context in which the
sighature may be used (e.g., submission of nessages);

* a description of the support provided within the ternms of the
context (e.g., proof that the identified source submtted the
nmessage if the signature is created when nessage submi ssion is
initiated).

The definition of a conmitnent type can be registered:

* as part of the validation policy;
* as part of the application/contract/|egal environnent;
* as part of generic register of definitions.

The legal /contractual context will determine the rules applied to the
signhature, as defined by the signature policy and its recogni zed
comm tment types, nake it fit for purpose intended.

B.5 Rules for Use of Certification Authorities
The certificate validation process of the verifier, and hence the
certificates that nay be used by the signer for a valid electronic

sighature, may be constrai ned by the conbination of the trust point
and certificate path constraints in the signature validation policy.
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B.5.1 Trust Points

The signature validation policy defines the certification authority
trust points that are to be used for signature verification. Severa
trust points may be specified under one signature policy. Specific
trust points may be specified for a particular type of comm tnent
defined under the signature policy. For a signature to be valid a
certification path nust exists between the Certification Authority
that has granted the certificate selected by the signer (i.e., the
used user-certificate) and one of the trust point of the "Signature
Val i dation Policy".

B.5.2 Certification Path

There may be constraints on the use of certificates issued by one or
nore CA(s) in the certificate chain and trust points. The two prine
constraints are certificate policy constraints and nam ng
constraints:

* Certificate policy constraints linmt the certification chain
between the user certificate and the certificate of the trusted
point to a given set of certificate policies, or equivalents
identified through certificate policy mapping.

*  The naming constraints limt the forns of nanes that the CAis
allowed to certify.

Nanme constraints are particularly inportant when a "Signature policy"
identifies nore than one trust point. |In this case, a certificate of
a particular trusted point may only be used to verify signatures from
users with names permtted under the name constraint.

Certificate Authorities may be organized in a tree structure, this
tree structure may represent the trust relationship between various
CA(s) and the users CA. Alternatively, a nesh relationship may exi st
where a conbination of tree and peer cross-certificates may be used.
The requirement of the certificate path in this docunent is that it
provides the trust relationship between all the CAs and the signers
user certificate. The starting point froma verification point of
view, is the "trust point". A trust point is usually a CA that
publishes self-certified certificates, is the starting point from
which the verifier verifies the certificate chain. Nam ng
constraints may apply fromthe trust point, in which case they apply
t hroughout the set of certificates that make up the certificate path
down to the signer’s user certificate.

Policy constraints can be easier to process but to be effective

require the presence of a certificate policy identifier in the
certificates used in a certification path.
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Certificate path processing, thus generally starts with one of the
trust point fromthe signature policy and ends with the user
certificate. The certificate path processing procedures defined in
RFC 2459 section 6 identifies the following initial parameters that
are selected by the verifier in certificate path processing:

acceptabl e certificate policies;
nam ng constraints in terms of constrained and excl uded nami ng
subtree;

* requirenents for explicit certificate policy indication and
whet her certificate policy mapping are all owed;

* restrictions on the certificate path |ength.

The signature validation policy identifies constraints on these
par aneters.

B.6 Revocation Rul es

The signature policy should defines rules specifying requirenents for
the use of certificate revocation lists (CRLs) and/or on-line
certificate status check service to check the validity of a
certificate. These rules specify the nandated ni ni num checks that
nmust be carried out.

It is expected that in many cases either check nay be selected with
CRLs checks being carried out for certificate status that are
unavail abl e from OCSP servers. The verifier may take into account
information in the certificate in deciding how best to check the
revocation status (e.g., a certificate extension field about
authority information access or a CRL distribution point) provided
that it does not conflict with the signature policy revocation rules.

B.7 Rules for the Use of Roles

Rol es can be supported as clained roles or as certified roles using
Attribute Certificates.

B.7.1 Attribute Val ues

When signature under a role is mandated by the signature policy, then
either Attribute Certificates may be used or the signer nay provide a
clainmed role attribute. The acceptable attribute types or val ues may
be dependent on the type of commtnent. For exanple, a user nmay have
several roles that allow the user to sign data that inply comrtnents
based on one or nore of his roles.
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B.7.2 Trust Points for Certified Attributes

Wien a signature under a certified role is nmandated by the signature
policy, Attribute Authorities are used and need to be validated as
part of the overall validation of the electronic signature. The
trust points for Attribute Authorities do not need to be the same as
the trust points to evaluate a certificate fromthe CA of the signer
Thus the trust point for verifying roles need not be the sanme as
trust point used to validate the certificate path of the user’s key.

Nami ng and certification policy constraints may apply to the AAin
simlar circunmstance to when they apply to CA. Constraints on the AA
and CA need not be exactly the sane.

AA(s) may be used when a signer is creating a signature on behal f of
an organi zation, they can be particularly useful when the signature
represents an organi zational role. AA(s) nay or may not be the same
authority as CA(s).

Thus, the Signature Policy identifies trust points that can be used
for Attribute Authorities, either by reference to the sane trust
points as used for Certification Authorities, or by an independent
list.

B.7.3 Certification Path for Certified Attributes

Attribute Authorities nmay be organized in a tree structure in sinilar
way to CA where the AAs are the |eafs of such a tree. Nam ng and
other constraints nay be required on attribute certificate paths in a
simlar manner to other electronic signature certificate paths.

Thus, the Signature Policy identify constraints on the follow ng
paraneters used as input to the certificate path processing:

* acceptable certificate policies, including requirenents for
explicit certificate policy indication and whether certificate
policy mapping is allowed;

* nam ng constraints in ternms of constrained and excl uded nam ng
subtr ees;

* restrictions on the certificate path |ength.

B.8 Rules for the Use of Tinme-Stanping and Ti m ng
The followi ng rules should be used when specifying, constraints on

the certificate paths for tine-stanping authorities, constraints on
the time-stanpi ng authority nanes and general timing constraints.
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B.8.1 Trust Points and Certificate Paths

Si gnature keys fromtime-stanping authorities will need to be
supported by a certification path. The certification path used for
ti me-stanping authorities requires a trustpoint and possibly path
constraints in the same way that the certificate path for the
signer’s key.

B.8.2 Tine-Stanping Authority Names

Restrictions nmay need to be placed by the validation policy on the
naned entities that may act a timnme-stanping authorities.

B.8.3 Timng Constraints - Caution Period

Before an electronic signature may really be valid, the verifier has
to be sure that the holder of the private key was really the only one
i n possession of key at the tinme of signing. However, there is an

i nevitabl e del ay between a conprom se or |oss of key being noted, and
a report of revocation being distributed. To allow greater
confidence in the validity of a signature, a "cautionary period" nay
be identified before a signature may be said to be valid with high
confidence. A verifier may revalidate a signature after this
cautionary signature, or wait for this period before validating a

si ghat ur e.

The validation policy nay specify such a cautionary period.
B.8.4 Tining Constraints - Tine-Stanp Del ay

There will be sonme delay between the tine that a signature is created
and the tinme the signer’s digital signature is tinme-stanped.

However, the longer this el apsed period the greater the risk of the
signature being invalidated due to conpromni se or deliberate
revocation of its private signing key by the signer. Thus the
signhature policy should specify a maxi mum acceptabl e del ay between
the signing time as clained by the signer and the tinme included
within the tine-stanp.

B.9 Rules for Verification Data to be foll owed
By specifying the requirenments on the signer and verifier the

responsibilities of the two parties can be clearly defined to
establish all the necessary infornmation.
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These verification data rul es should include:

requirements on the signer to provide given signed attributes;
requirenents on the verifier to obtain additional certificates,
CRLs, results of on line certificate status checks and to use
time-stanps (if no already provided by the signer).

B.10 Rules for Al gorithm Constraints and Key Lengths

The signature validation policy may identify a set of signing
al gorithms (hashing, public key, conbinations) and mi ni mum key
| engths that may be used:

by the signer in creating the signature;
in end entity public key Certificates;
CA Certificates;

attribute Certificates;

by the time-stanping authority.

* X X X X

B.11 O her Signature Policy Rules

The signature policy may specify additional policy rules, for exanple
rules that relate to the environnment used by the signer. These

addi tional rules may be defined in conputer processable and/or hunman
readabl e form

B.12 Signature Policy Protection

When signer or verifier obtains a copy of the Signature Policy from
an issuer, the source should be authenticated (for exanple by using
el ectronic signatures). \Wen the signer references a signature
policy the Qbject ldentifier (OD) of the policy, the hash value and
the hash algorithm O D of that policy nmust be included in the

El ectronic Signature.

It is a mandatory requirenent of this present document that the
signhature policy value conputes to one, and only one hash val ue using
the specified hash algorithm This neans that there nust be a single
bi nary val ue of the encoded form of the signature policy for the

uni que hash value to be calculated. For exanple, there may exist a
particular file type, length and format on which the hash value is
cal cul ated which is fixed and definitive for a particular signature

policy.
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The hash val ue may be obtai ned by:

Ross,

the signer performng his own conputation of the hash over the
signature policy using his preferred hash algorithmpermtted by
the signature policy, and the definitive binary encoded form

the signer, having verified the source of the policy, nmay use both

the hash al gorithm and the hash value included in the conputer
processable formof the policy (see section 6.1).
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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