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Abstract

The Dynamic Host Configuration Protocol (DHCP) provides a framework
for passing configuration information to hosts on a Transm ssion
Control Protocol/Internet Protocol (TCP/IP) network. Configuration
paraneters and other control information are carried in tagged data
items that are stored in the 'options’ field of the DHCP nessage.
The data itens thensel ves are also called "options".

DHCP protocol nessages are identified by the ' DHCP Message Type’
option (option code 51). Each nessage type is defined by the data
value carried in the ' DHCP Message Type’' option.

New DHCP options and nessage types may be defined after the
publication of the DHCP specification to accommbdate requirenments for
conveyance of new configuration paranmeters or to accomobdate new
protocol semantics. This docunment describes the procedure for

defini ng new DHCP opti ons and nmessage types.

1. Introduction

The Dynamic Host Configuration Protocol (DHCP) [1] provides a
framework for passing configuration information to hosts on a TCP/IP
network. Configuration paraneters and other control information are
carried in tagged data itens that are stored in the 'options’ field
of the DHCP nessage. The data itens thenselves are also called
"options" [2].
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DHCP protocol nessages are identified by the ' DHCP Message Type
option (option code 51). Each nessage type is defined by the data
value carried in the ' DHCP Message Type’ option

Thi s docunent describes the procedure for defining new DHCP options
and nessage types. The procedure will guarantee that:

* allocation of new option nunbers and nessage type nunbers is
coordinated froma single authority,

* new options and nessage types are reviewed for technical
correctness and appropri ateness, and

* docunentation for new options and nessage types is conplete and
publ i shed.

As indicated in, "GQuidelines for Witing an | ANA Consi derations
Section in RFCs", (see references), |IANA acts as a central authority
for assignment of nunbers such as DHCP option and nessage type codes.
The new procedure outlined in this docunent will provide guidance to
I ANA in the assignnment of new option and nessage type codes.

Thi s docunent updates and repl aces RFC 2489.
2. Overview and background

Thi s docunment specifies procedures for defining new option codes and
nessage types.

2.1 New DHCP option codes

The procedure described in this docunment nodifies and clarifies the
procedure for defining new options in RFC 2131 [2]. The primary

nodi fication is to the tine at which a new DHCP option is assigned an
option nunber. In the procedure described in this docunent, the
option nunber is not assigned until specification for the option is
about to be published as an RFC

Since the publication of RFC 2132, the option nunber space for
publicly defined DHCP options (1-127) has al nbst been exhaust ed.
Many of the defined option nunbers have not been foll owed up with
Internet Drafts submitted to the DHC Wa.  There has been a | ack of
specific guidance to | ANA fromthe DHC W5 as to the assignnent of
DHCP opti on nunbers.

The procedure as specified in RFC 2132 does not clearly state that
new options are to be reviewed individually for technical
correctness, appropriateness and conpl ete docunentation. RFC 2132
al so does not require that new options are to be subnitted to the

| ESG for review, and that the author of the option specification is
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responsi ble for bringing new options to the attention of the |IESG
Finally, RFC 2132 does not make clear that newy defined options are
not to be incorporated into products, included in other
specifications or otherw se used until the specification for the
option is published as an RFC.

In the future, new DHCP option codes will be assigned by | ETF
consensus. New DHCP options will be docunented in RFCs approved by
the ESG and the codes for those options will be assigned at the
time the relevant RFCs are published. Typically, the 1ESGw || seek
i nput on prospective assignnents from appropriate sources (e.g., a
rel evant Working Group if one exists). Goups of related options may
be conmbined into a single specification and reviewed as a set by the
|ESG  Prior to assignnent of an option code, it is not appropriate
to incorporate new options into products, include the specification
in other docunments or otherwi se nmake use of the new options.

The DHCP option nunber space (1-254) is split into two parts. The
site-specific option codes [2] (128-254) are defined as "Private Use"
and require no review by the DHC Wa. Site-specific options codes
(128-254) MUST NOT be defined for use by any publicly distributed
DHCP server, client or relay agent inplenentations. These option
codes are explicitly reserved for private definition and use within a
site or an organization.

The public option codes (0-127, 255) are defined as "Specification
Requi red" and new options nust be reviewed prior to assignnent of an
option nunber by IANA. The details of the review process are given
in the follow ng section of this docunent.

2.2 New DHCP nessage types

RFC 2131 does not specify any nechani sm for defining new DHCP nessage

types. In the future, new DHCP nessage types will be docunented in
RFCs approved by the IESG and the codes for these new nessage types
will be assigned at the tine the relevant RFCs are published.

Typically, the IESG will seek input on new nessage types from
appropriate sources (e.g., a relevant Wrking Goup if one exists).
Prior to assignnent of a nessage type code, it is not appropriate to
i ncor porate new nessage types into products, include the
specification in other docunents or otherwi se nake use of the new
nessage types.
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3. Procedure

The author of a new DHCP option or nessage type will follow these
steps to obtain approval for the option and publication of the
specification of the option as an RFC

1. The author devises the new option or nessage type.

2. The author docunents the new option or nessage type, |eaving the
option code or nessage type code as "To Be Determ ned" (TBD), as
an Internet Draft.

The requirenent that the new option or nessage type be docunented
as an Internet Draft is a matter of expediency. In theory, the
new opti on or nmessage type could be docunented on the back of an
envel ope for subm ssion; as a practical matter, the specification
will eventually becone an Internet Draft as part of the review

pr ocess.

3. The author submts the Internet Draft for review by the | ESG
Preferably, the author will submt the Internet Draft to the DHC
Worki ng Group, but the author nay choose to subnit the Internet
Draft directly to the |IESG

Note that sinply publishing the new option or nessage type as an
Internet Draft does not automatically bring the option to the
attention of the IESG The author of the new option or nessage
type nmust explicitly forward a request for action on the new
option to the DHC W5 or the | ESG

4. The specification of the new option or nessage type is revi ewed by
the 1ESG The specification is reviewed by the DHC WG (if it
exists) or by the IETF. If the option or nessage type is accepted
for inclusion in the DHCP specification, the specification of the
option or nessage type is published as an RFC. It may be
publ i shed as either a standards-track or a non-standards-track
RFC.

5. At the tinme of publication as an RFC, | ANA assigns a DHCP option
code or nessage type code to the new option or nmessage type.

4. References

[1] Droms, R, "Dynamic Host Configuration Protocol", RFC 2131, March
1997.

[2] Alexander, S. and R Drons, "DHCP Options and BOOTP Vendor
Ext ensi ons”, RFC 2132, March 1997
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5. Changes from RFC 2489

Thi s docunent extends the procedures for defining new DHCP options
specified in RFC 2489 [5] to include the definition of new DHCP
nmessage types. The | anguage reserving site-specific option codes has
been strengthened to enphasi ze the requirenent that site-specific
option codes nust not be encoded in publicly distributed DHCP

i npl enent ati ons.

6. Security Considerations

Information that creates or updates an option code or nessage type
code assi gnment needs to be aut henti cat ed.

An anal ysis of security issues is required for all newly defined DHCP
options or nmessage types. The description of security issues in the
speci fication of new options or nessage types nust be as accurate as
possi ble. The specification for a new option or nmessage type may
reference the "Security Considerations" section in the DHCP
specification [1]; e.g., (from"NetWare/|P Domai n Nane and
Information" [3]):

DHCP currently provides no authentication or security mechani sns.
Potenti al exposures to attack are discussed in section 7 of the
DHCP protocol specification [RFC 2131].

7. | ANA Consi derati ons

RFC 2132 and RFC 2489 provi ded gui dance to the | ANA on the procedure
it should foll ow when assigning option nunbers for new DHCP opti ons
or nessage types. This docunment updates and repl aces those
instructions. In particular, 1ANA is requested to assign DHCP option
codes or nessage type codes only for options or nessage types that
have been approved for publication as RFCs; i.e., docunents that have
been approved through "I ETF consensus" as defined in RFC 2434 [4].
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9.

Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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