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Abstract

Mobil e I nternet Protocol (IP) uses tunneling fromthe home agent to
the nmobil e node’s care-of address, but rarely in the reverse
direction. Usually, a nobile node sends its packets through a router
on the foreign network, and assumes that routing is independent of
source address. When this assunption is not true, it is convenient
to establish a topologically correct reverse tunnel fromthe care- of
address to the home agent.

Thi s docunent proposes backwards-conpati bl e extensions to Mbile IP
to support topologically correct reverse tunnels. This docunment does
not attenpt to solve the problens posed by firewalls | ocated between
t he hone agent and the nobile node’ s care-of address.

Thi s docunent obsol etes RFC 2344.
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1.

| nt r oducti on

Section 1.3 of the Mbile IP specification [1] lists the follow ng
assunpti on:

It is assunmed that | P unicast datagrans are routed based on the
destination address in the datagram header (i.e., not by source
address) .

Because of security concerns (for exanple, IP spoofing attacks), and
in accordance with RFC 2267 [8] and CERT [3] advisories to this
effect, routers that break this assunption are increasingly nore
conmon.

In the presence of such routers, the source and destination IP
address in a packet nust be topologically correct. The forward
tunnel conplies with this, as its endpoints (hone agent address and
care-of address) are properly assigned addresses for their respective
| ocations. On the other hand, the source |IP address of a packet
transnitted by the nobile node does not correspond to the network
prefix fromwhere it emanates.

Thi s docunent di scusses topologically correct reverse tunnels.

Mobile | P does dictate the use of reverse tunnels in the context of
mul ti cast datagramrouting and nobile routers. However, the source

| P address is set to the nobile node’'s hone address, so these tunnels
are not topologically correct.

Notice that there are several uses for reverse tunnels regardl ess of
t heir topol ogical correctness:

- Mbile routers: reverse tunnels obviate the need for recursive
tunneling [1].

- Milticast: reverse tunnels enable a nobile node away from hone
to (1) join multicast groups in its home network, and (2)
transnit nulticast packets such that they emanate fromits home
network [1].

- The TTL of packets sent by the nobile node (for exanple, when
sendi ng packets to other hosts in its honme network) may be so
|l ow that they m ght expire before reaching their destination
A reverse tunnel solves the problemas it represents a TTL
decrenent of one [5].
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1.1. Term nol ogy

The di scussion bel ow uses terns defined in the Mbile IP
specification. Additionally, it uses the follow ng ternms:

Forward Tunnel

A tunnel that shuttles packets towards the nobile node. It
starts at the hone agent, and ends at the nobile node’ s care- of
addr ess.

Rever se Tunnel

A tunnel that starts at the nobile node’'s care-of address and
term nates at the home agent.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [9].

1.2. Assunptions

Mobility is constrained to a common | P address space (that is, the
routing fabric between, say, the nobile node and the hone agent is
not partitioned into a "private" and a "public" network).

Thi s docunent does not attenpt to solve the firewall traversa
problem Rather, it assunes one of the following is true:

- There are no intervening firewalls along the path of the
tunnel ed packets.

- Any intervening firewalls share the security association
necessary to process any authentication [6] or encryption [7]
headers whi ch may have been added to the tunnel ed packets.

The reverse tunnel s considered here are symmetric, that is, they use
the sanme configuration (encapsul ation nmethod, | P address endpoints)
as the forward tunnel. [P in |IP encapsulation [2] is assuned unless
stated ot herw se.

Route optim zation [4] introduces forward tunnels initiated at a
correspondent host. Since a nobile node may not know if the
correspondent host can decapsul ate packets, reverse tunnels in that
context are not discussed here.
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1.3. Justification

Why not let the nobile node itself initiate the tunnel to the hone
agent? This is indeed what it should do if it is already operating
with a topologically correct co-located care-of address.

However, one of the primary objectives of the Mbile IP specification
is not to require this node of operation

The nechanisns outlined in this docunent are primarily intended for
use by nobile nodes that rely on the foreign agent for forward tunnel
support. It is desirable to continue supporting these nobil e nodes,
even in the presence of filtering routers.

2. Overview

A mobile node arrives at a foreign network, listens for agent
advertisenents and selects a foreign agent that supports reverse
tunnels. It requests this service when it registers through the

sel ected foreign agent. At this tinme, and depending on how the
nmobi | e node wi shes to deliver packets to the foreign agent, it also
requests either the Direct or the Encapsul ating Delivery Style
(section 5).

In the Direct Delivery Style, the nobile node designates the foreign
agent as its default router and proceeds to send packets directly to
the foreign agent, that is, w thout encapsul ation. The foreign agent
intercepts them and tunnels themto the hone agent.

In the Encapsulating Delivery Style, the nobile node encapsul ates al
its outgoing packets to the foreign agent. The foreign agent

decapsul ates and re-tunnels themto the hone agent, using the foreign
agent’s care-of address as the entry-point of this new tunnel.
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3. New Packet Formats

3.

1.

Mobil ity Agent Advertisenment EXxtension

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Type | Lengt h | Sequence Nunber |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Lifetine |RIBIHFMQ3V|T| reserved |

i T i i e S I ih s o S S ™
| zero or nore Care-of Addresses |

The only change to the Mbility Agent Advertisenent Extension [1] is
the additional 'T bit:

T Agent offers reverse tunneling service.

A foreign agent that sets the 'T bit MJST support the Direct
Delivery Style. Encapsul ating Delivery Style SHOULD be supported as
wel | (section 5).

Using this information, a nobile node is able to choose a foreign
agent that supports reverse tunnels. Notice that if a nobile node
does not understand this bit, it sinply ignores it as per [1].

3.2. Registration Request

Reverse tunneling support is added directly into the Registration
Request by using one of the "rsvd" bits. |[If a foreign or hone agent
that does not support reverse tunnels receives a request with the 'T
bit set, the Registration Request fails. This results in a

regi stration denial (failure codes are specified in section 3.4).

Hone agents SHOULD NOT object to providing reverse tunnel support,
because they "SHOULD be able to decapsul ate and further deliver
packets addressed to thenselves, sent by a nobile node" [1]. In the
case of topologically correct reverse tunnels, the packets are not
sent by the nobile node as distinguished by its hone address.

Rat her, the outernobst (encapsulating) |IP source address on such
datagrans is the care-of address of the nobile node.

In Registration Requests sent by a nobile node, the Tinme to Live
field in the I P header MIST be set to 255. This limts a denial of
service attack in which malicious hosts send fal se Registration
Requests (see Section 6).
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0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Type |SIBIDDMGV|T|-]| Lifetine |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Hone Address |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Hone Agent |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Car e- of Address |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| denti fication |

il s T T S S S S S i N T i ST S S S S S e e L T 2
| Extensions ...
S T S e e

The only change to the Registration Request packet is the additiona
T bit:

T If the "T bit is set, the nobile node asks its hone
agent to accept a reverse tunnel fromthe care-of
address. Mobile nodes using a foreign agent care-of
address ask the foreign agent to reverse-tunnel its
packets.

3.3. Encapsulating Delivery Style Extension

The Encapsul ating Delivery Style Extension MAY be included by the
nobi |l e node in registration requests to further specify reverse
tunneling behavior. It is expected to be used only by the foreign
agent. Accordingly, the foreign agent MJUST consune this extension
(that is, it must not relay it to the hone agent or include it in
replies to the nmobile node). As per Section 3.6.1.3 of [1], the
nobi | e node MJST include the Encapsul ating Delivery Style Extension
after the Mbil e-Hone Authentication Extension, and before the

Mobi | e- Forei gn Aut hentication Extension, if present.

The Encapsul ating Delivery Style Extension MJUST NOT be included if
the "T bit is not set in the Registration Request.

If this extension is absent, Direct Delivery is assuned.

Encapsul ation is done according to what was negotiated for the
forward tunnel (that is, IPin IP is assuned unless specified
otherwise). For nore details on the delivery styles, please refer to
section 5.
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Forei gn agents SHOULD support the Encapsul ating Delivery Style
Ext ensi on.

0 1
0123456789012345
T T s S S S S
| Type | Lengt h |
T T s S S S S

Type
130
Lengt h
0
3.4. New Registration Reply Codes

Forei gn and home agent registration replies MJST convey if the
reverse tunnel request failed. These new reply codes are defined:

Servi ce denied by the foreign agent:

74 requested reverse tunnel unavail abl e

75 reverse tunnel is mandatory and 'T bit not set
76 nmobil e node too distant

79 delivery style not supported

NOTE: Code 79 has not yet been assigned by | ANA
and
Servi ce denied by the hone agent:

137 requested reverse tunnel unavail abl e
138 reverse tunnel is mandatory and 'T' bit not set
139 requested encapsul ati on unavail abl e

In response to a Registration Request with the 'T bit set, nobile
nodes nay receive (and MJST accept) code 70 (poorly formed request)
fromforeign agents and code 134 (poorly formed request) from hone
agents. However, foreign and home agents that support reverse
tunnel ing MJST use codes 74 and 137, respectively.

In addition to setting the "T bit, the nobile node al so MAY request

t he Encapsul ating Delivery Style by including the correspondi ng
extension. |If a foreign agent does not inplenent the Encapsul ating
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Delivery Style, it MJST respond to the nmobile node with code 79
(delivery style not supported). This also applies if the foreign
agent does not support a requested delivery style that may be defined
in the future.

Absence of the T bit in a Registration Request MAY elicit denials
with codes 75 and 138 at the foreign agent and the hone agent,
respectively.

Forward and reverse tunnels are synmetric, that is, both are able to
use the sane tunneling options negotiated at registration. This
inplies that the honme agent MJUST deny registrations if an unsupported
formof tunneling is requested (code 139). Notice that Mbile IP [1]
al ready defines the anal ogous failure code 72 for use by the foreign
agent .

4. Changes in Protocol Behavior

Unl ess ot herwi se specified, behavior specified by Mobile IP [1] is
assuned. In particular, if any two entities share a nmobility
security association, they MJST use the appropriate Authentication
Ext ensi on ( Mobi | e- Forei gn, Foreign-Home or Mobil e- Home Aut hentication
Ext ensi on) when exchangi ng regi stration protocol datagranms. An
admi ssi bl e authentication extension (for exanple the Mbile-Hone

Aut henti cati on Extension) MJST al ways be present to authenticate

regi strati on nmessages between a nobile node and its honme agent.

Reverse tunneling inposes additional protocol processing requirenents
on nobile entities. Differences in protocol behavior with respect to
Mobile IP [1] are specified in the subsequent sections.

4.1. Mobil e Node Considerations

This section describes how the nmobil e node handl es registrations that
request a reverse tunnel

4.1.1. Sending Registration Requests to the Foreign Agent

In addition to the considerations in [1], a nobile node sets the 'T
bit inits Registration Request to petition a reverse tunnel

The nobil e node MIUST set the TTL field of the |IP header to 255. This
is meant to limt the reverse tunnel hijacking attack (Section 6).

The nobil e node MAY optionally include an Encapsul ating Delivery
Styl e Extension
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4.1.2. Receiving Registration Replies fromthe Foreign Agent
Possi bl e valid responses are:

- Aregistration denial issued by either the hone agent or the
foreign agent:

a. The nobile node follows the error checking guidelines in
[1], and depending on the reply code, MAY try nodifying the
regi stration request (for exanple, by elinminating the
request for alternate fornms of encapsul ation or delivery
style), and issuing a new registration.

b. Depending on the reply code, the nobile node MAY try zeroing
the 'T bit, elimnating the Encapsul ating Delivery Style
Extension (if one was present), and issuing a new
registration. Notice that after doing so the registration
may succeed, but due to the lack of a reverse tunnel data
transfer nay not be possible.

- The honme agent returns a Registration Reply indicating that the
service will be provided.

In this last case, the nobile node has succeeded in establishing a
reverse tunnel between its care-of address and its home agent. |If
the nmobile node is operating with a co-located care-of address, it
MAY encapsul at e outgoi ng data such that the destination address of
the outer header is the honme agent. This ability to selectively
reverse-tunnel packets is discussed further in section 5.4.

If the care-of address belongs to a separate foreign agent, the
nmobi | e node MUST enpl oy what ever delivery style was requested (Direct
or Encapsul ating) and proceed as specified in section 5.

A successful registration reply is an assurance that both the foreign
agent and the hone agent support whatever alternate forns of
encapsul ation (other than IP in IP) were requested. Accordingly, the
nobi | e node MAY use themat its discretion

4.2. Foreign Agent Considerations

This section describes how the foreign agent handl es registrations
that request a reverse tunnel.
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4.2.1. Receiving Registration Requests fromthe Mbile Node

A foreign agent that receives a Registration Request with the 'T bit
set processes the packet as specified in the Mbile |IP specification
[1], and determ nes whether it can accommpdate the forward tunnel

request. If it cannot, it returns an appropriate code. In
particular, if the foreign agent is unable to support the requested
form of encapsulation it MJST return code 72. |If it cannot support

the requested formof delivery style it MJST return code 79 (delivery
styl e not supported).

The foreign agent MAY reject Registration Requests without the 'T
bit set by denying themwith code 75 (reverse tunnel is mandatory and
"T" bit not set).

The foreign agent MJST verify that the TTL field of the IP header is
set to 255. Oherwise, it MIST reject the registration with code 76
(rmobil e node too distant). The foreign agent MUST linit the rate at
which it sends these registration replies to a nmaxi num of one per
second.

As a |l ast check, the foreign agent verifies that it can support a
reverse tunnel with the same configuration. |If it cannot, it MJST
return a Registration Reply denying the request with code 74
(requested reverse tunnel unavail abl e).

4.2.2. Relaying Registration Requests to the Honme Agent

O herwi se, the foreign agent MIST relay the Registrati on Request to
t he hone agent.

Upon receipt of a Registration Reply that satisfies validity checks,
the foreign agent MJST update its visitor list, including indication
that this nobile node has been granted a reverse tunnel and the
delivery style expected (section 5).

While this visitor list entry is in effect, the foreign agent MJST
process incomng traffic according to the delivery style, encapsul ate
it and tunnel it fromthe care-of address to the home agent’s
addr ess.

4.3. Hone Agent Considerations

This section describes how the honme agent handl es registrations that
request a reverse tunnel
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4. 3.

4.3

Mon

1. Receiving Registration Requests fromthe Foreign Agent

A horme agent that receives a Registration Request with the 'T bit

set processes the packet as specified in the Mbile |IP specification
[1] and deterni nes whether it can accommbdate the forward tunne
request. If it cannot, it returns an appropriate code. In
particular, if the honme agent is unable to support the requested form
of encapsulation it MJUST return code 139 (requested encapsul ati on
unavai |l abl e) .

The honme agent MAY reject registration requests without the 'T Dbit
set by denying themw th code 138 (reverse tunnel is mandatory and
T bit not set).

As a | ast check, the hone agent determ nes whether it can support a
reverse tunnel with the sanme configuration as the forward tunnel. |If
it cannot, it MJUST send back a registration denial with code 137
(requested reverse tunnel unavail abl e).

Upon receipt of a Registration Reply that satisfies validity checks,
the honme agent MUST update its mobility bindings list to indicate
that this nobile node has been granted a reverse tunnel and the type
of encapsul ati on expect ed.

.2. Sending Registration Replies to the Foreign Agent

In response to a valid Registration Request, a hone agent MJST issue
a Registration Reply to the nobil e node.

After a successful registration, the hone agent may receive
encapsul at ed packets addressed to itself. Decapsulating such packets
and blindly injecting theminto the network is a potential security
weakness (section 6.1). Accordingly, the home agent MJST i npl enent,
and, by default, SHOULD enable the follow ng check for encapsul ated
packets addressed to itself:

The home agent searches for a nmobility bindi ng whose care- of
address is the source of the outer header, and whose npbil e node
address is the source of the inner header

If no such binding is found, or if the packet uses an encapsul ation
mechani smthat was not negotiated at registration the home agent MJST
silently discard the packet and SHOULD | og the event as a security
excepti on.

Honme agents that termnate tunnels unrelated to Mbile IP (for

exanmpl e, multicast tunnels) MAY turn off the above check, but this
practice is discouraged for the aforenenti oned reasons.

tenegro St andards Track [ Page 12]



RFC 3024 Reverse Tunneling for Mbile IP, revised January 2001

While the registration is in effect, a hone agent MJST process each
valid reverse tunnel ed packet (as deternined by checks like the
above) by decapsulating it, recovering the original packet, and then
forwarding it on behalf of its sender (the nobile node) to the
destinati on address (the correspondent host).

5. Mobile Node to Foreign Agent Delivery Styles

This section specifies how the nobile node sends its data traffic via
the foreign agent. 1n all cases, the nobile node | earns the foreign
agent’s |link-layer address fromthe |ink-layer header in the agent
advertisenent.

5.1. Direct Delivery Style
This delivery nmechanismis very sinple to inplenent at the nobile
node, and uses small (non-encapsul ated) packets on the |Iink between
t he nobil e node and the foreign agent (potentially a very slow link).
However, it only supports reverse-tunneling of unicast packets, and
does not allow selective reverse tunneling (section 5.4).

5.1.1. Packet Processing

The nobil e node MJST designate the foreign agent as its default

router. Not doing so will not guarantee encapsul ation of all the
nmobi l e node’ s outgoing traffic, and defeats the purpose of the
reverse tunnel. The foreign agent MUJST:

- detect packets sent by the nobile node, and

- modify its forwarding function to encapsul ate them before
f or war di ng.

5.1.2. Packet Header Format and Fi el ds
This section shows the format of the packet headers used by the
Direct Delivery style. The formats shown assunme IPin IP
encapsul ation [2].
Packet format received by the foreign agent (Direct Delivery Style):
I P fields:
Sour ce Address = nobil e node’s hone address
Destinati on Address = correspondent host’s address
Upper Layer Protocol

Packet format forwarded by the foreign agent (Direct Delivery Style):
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I P fields (encapsul ating header):
Source Address = foreign agent’s care-of address
Destinati on Address = hone agent’'s address
Protocol field: 4 (IPin IP)
IP fields (original header):
Sour ce Address = nobil e node’s hone address
Destinati on Address = correspondent host’s address
Upper Layer Protocol

These fields of the encapsul ati ng header MJUST be chosen as foll ows:
| P Source Address

Copied fromthe Care-of Address field within the Registration
Request .

| P Destinati on Address

Copied fromthe Home Agent field within the nost recent
successful Registration Reply.

| P Protocol Field

Default is 4 (IPin IP [2]), but other methods of encapsul ation
MAY be used as negotiated at registration tine.

5.2. Encapsulating Delivery Style

Thi s nechani smrequires that the nobile node inplenent encapsul ati on,
and explicitly directs packets at the foreign agent by designating it
as the destination address in a new outernost header. Mobile nodes
that wish to send either broadcast or mnulticast packets MJST use the
Encapsul ati ng Delivery Style.

5.2.1 Packet Processing

The foreign agent does not nodify its forwarding function. Rather
it receives an encapsul ated packet and after verifying that it was
sent by the nobile node, it:

- decapsul ates to recover the inner packet,

- re-encapsul ates, and sends it to the hone agent.
If a foreign agent receives an un-encapsul ated packet froma nobile
node which had explicitly requested the Encapsul ated Delivery Style,

then the foreign agent MUST NOT reverse tunnel such a packet and
rather MJUST forward it using standard, |P routing mechani sns.
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5.2.2. Packet Header Format and Fi el ds

This section shows the format of the packet headers used by the
Encapsul ating Delivery style. The formats shown assune IPin IP
encapsul ation [2].

Packet format received by the foreign agent (Encapsul ating Delivery
Style):

I P fields (encapsul ating header):
Source Address = nobil e node’ s hone address
Destination Address = foreign agent’s address
Protocol field: 4 (IPin IP)
IP fields (original header):
Source Address = nobil e node’ s hone address
Destinati on Address = correspondent host’s address
Upper Layer Protocol

The fields of the encapsul ating | P header MJST be chosen as foll ows:
| P Source Address
The nobil e node’s hone address.
| P Destination Address

The address of the agent as |learned fromthe |IP source address
of the agent’s nost recent successful registration reply.

| P Protocol Field

Default is 4 (IPin IP [2]), but other methods of encapsul ation
MAY be used as negotiated at registration tine.

Packet format forwarded by the foreign agent (Encapsul ating Delivery
Style):

I P fields (encapsul ating header):
Source Address = foreign agent’s care-of address
Destinati on Address = hone agent’'s address
Protocol field: 4 (IPin IP)
IP fields (original header):
Sour ce Address = nobil e node’s hone address
Destinati on Address = correspondent host’s address
Upper Layer Protocol

These fields of the encapsulating |P header MJST be chosen as
fol | ows:

Mont enegr o St andards Track [ Page 15]



RFC 3024 Reverse Tunneling for Mbile IP, revised January 2001

| P Source Address

Copied fromthe Care-of Address field within the Registration
Request .

| P Destinati on Address

Copied fromthe Home Agent field within the nost recent
successful Registration Reply.

| P Protocol Field

Default is 4 (IPin IP [2]), but other methods of encapsul ation
MAY be used as negotiated at registration tine.

5.3. Support for Broadcast and Milticast Datagrans

If a nobile node is operating with a co-located care-of address,
broadcast and nulticast datagrans are handl ed according to Sections
4.3 and 4.4 of the Mbile IP specification [1]. Mbile nodes using a
foreign agent care-of address MAY have their broadcast and nul ticast
dat agrans reverse-tunnel ed by the foreign agent. However, any nobile
nodes doi ng so MJST use the encapsul ati ng delivery style.

This delivers the datagramonly to the foreign agent. The latter
decapsul ates it and then processes it as any other packet fromthe
nobi | e node, namely, by reverse tunneling it to the hone agent.

5.4. Sel ective Reverse Tunneling

Packets destined to |ocal resources (for exanple, a nearby printer)
m ght be unaffected by ingress filtering. A nobile node with a co-

| ocated care-of address MAY optim ze delivery of these packets by not
reverse tunneling them On the other hand, a nobile node using a
foreign agent care-of address MAY use this selective reverse
tunneling capability by requesting the Encapsul ating Delivery Style,
and follow ng these guidelines:

Packets NOT neant to be reversed tunnel ed:
Sent using the Direct Delivery style. The foreign agent MJST

process these packets as regular traffic: they MAY be
forwarded but MJST NOT be reverse tunneled to the home agent.
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Packets nmeant to be reverse tunnel ed:

Sent using the Encapsul ating Delivery style. The foreign agent
MUST process these packets as specified in section 5.2: they
MUST be reverse tunneled to the hone agent.

6. Security Considerations

The extensions outlined in this docunment are subject to the security
consi derations outlined in the Mobile I P specification [1].
Essentially, creation of both forward and reverse tunnels involves an
aut hentication procedure, which reduces the risk for attack

6.1. Reverse-tunnel Hijacking and Deni al -of - Servi ce Attacks

Once the tunnel is set up, a nalicious node could hijack it to inject
packets into the network. Reverse tunnels m ght exacerbate this
probl em because upon reaching the tunnel exit point packets are

f orwar ded beyond the | ocal network. This concern is also present in
the Mobile I P specification, as it already dictates the use of
reverse tunnels for certain applications.

Unaut henti cat ed exchanges involving the foreign agent allow a
mal i ci ous node to pose as a valid nobile node and re-direct an

exi sting reverse tunnel to another hone agent, perhaps another
mal i ci ous node. The best way to protect against these attacks is by
enpl oyi ng the Mobil e-Forei gn and Forei gn-Horme Aut henti cation
Extensions defined in [1].

If the necessary nobility security associations are not avail abl e,
this docunent introduces a nmechanismto reduce the range and

ef fectiveness of the attacks. The nobile node MIJST set to 255 the
TTL value in the I P headers of Registration Requests sent to the
foreign agent. This prevents nalicious nodes nore than one hop away
from posing as valid nobile nodes. Additional codes for use in

regi stration denials make those attacks that do occur easier to
track.

Wth the goal of further reducing the attacks the Mbile | P Wrking
G oup consi dered other nmechani sns invol ving the use of

unaut henticated state. However, these introduce the possibilities of
deni al - of -service attacks. The consensus was that this was too nuch
of a trade-off for nechanisnms that guarantee no nore than weak (non-
cryptographic) protection against attacks.
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6.2. Ingress Filtering

There has been sone concern regarding the |Iong-term effectiveness of
reverse-tunneling in the presence of ingress filtering. The
conjecture is that network admnistrators will target reverse-
tunnel ed packets (IP in I P encapsul ated packets) for filtering. The
ingress filtering recomendation spells out why this is not the case

[8]:

Tracking the source of an attack is sinplified when the source is
nore likely to be "valid."

6.3. Reverse Tunneling for D sparate Address Spaces

There are security inplications involved with the foreign agent’s
using link-layer information to select the proper reverse tunnel for
nmobi | e node packets (section A 3). Unauthenticated |ink-Iayers all ow
a malicious nobile node to mi suse another’s existing reverse tunnel,
and i nject packets into the network.

For this solution to be viable, the |ink-layer MJST securely

aut henticate traffic received by the foreign agent fromthe nobile
nodes. Unauthenticated link-layer technol ogies (for exanple shared
ethernet) are not reconmended to inplenment disparate address support.

7. | ANA Consi derati ons

The Encapsul ating Delivery Style extension defined in section 3.3 is
a Mobile IP registration extension as defined in [1]. |ANA assigned
the value of 130 for this purpose at the tine of the publication of
RFC 2344.

The Code val ues defined in section 3.4 are error codes as defined in
[1]. They correspond to error val ues associated with rejection by
the honme and foreign agents. At the tine of the publication of RFC
2344, |1 ANA assigned codes 74-76 for the foreign agent rejections and
codes 137-139 for the hone agent rejections. The code for 'delivery
style not supported’ has been assigned a value of 79 by the | ANA for
thi s purpose.
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Appendi x A: Disparate Address Space Support

Mobile I P [1] assunes that all the entities involved (nobile
node, foreign agent and home agent) have addresses within the
same gl obally routabl e address space. |In nany depl oynent
scenari os, when a nobile node |leaves its home network it may
wander into a region where its home address is not routable or
known by the local routing fabric. Simlarly, the IP addresses
of the foreign agent and the hone agent may belong to disparate
address spaces, which precludes their exchanging registration
protocol messages directly. These issues are possible
particularly if the entities involved use addresses fromthe
ranges specified in RFC1918 [12] to support private networKks.

Accurately speaking, the use of private addresses is not the
only cause. It nmay, in fact, be the nbst common, but the root of
the problemlies in the use of disparate address spaces. For
exanpl e, corporations often have several properly allocated
address ranges. They typically advertise reachability to only a
subset of those ranges, |eaving the others for use exclusively
within the corporate network. Since these ranges are not
routable in the general Internet, their use leads to the sanme
probl ems encountered with "private" addresses, even though they
are not taken fromthe ranges specified in RFC1918.

Even if the nobile node, honme agent and foreign agent all reside
within the sane address space, problens may arise if the
correspondent node does not. However, this problemis not
specific to Mobile I P, and is beyond the scope of this

docunent. The next section l[imts even further the scope of the
i ssues relevant to this docunent. A subsequent section explains
how reverse tunneling may be used to tackle them

A. 1. Scope of the Reverse Tunneling Sol ution

Reverse tunneling (as defined in this docunment) may be used to
cope with disparate address spaces, within the foll ow ng
constraints:

- There are no provisions to solve the case in which the
correspondent node and the nobile node are in disparate
address spaces. This limts the scope of the problemto
only those issues specific to Mbile IP

- The foreign agent and the hone agent are directly reachable
to each other by virtue of residing in the sane address
space. This limts the scope of the problemto only the
sinpl est of cases. This also inplies that the registration
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protocol itself has a direct path between the foreign
agent and the hone agent, and, in this respect, is not
af fected by di sparate address spaces. This restriction
al so applies to nobile nodes operating with a co-1ocated
care-of address. |In this case, reverse tunneling is a
conpl ete and el egant sol ution.

- There are no additional protocol elenents beyond those
defined by Mbile IP [1] and reverse tunneling. 1In
particul ar, additional extensions to the registration
requests or replies, or additional bits in the
header --al t hough potentially useful--are outside the scope
of this docunent.

In spite of the linmtations, reverse tunneling nay be used to
solve the nost comon issues. The range of problens that can be
sol ved are best understood by | ooking at sone sinple diagrans:

Fi gure Al: NON ROUTABLE PACKETS | N DI SPARATE ADDRESS SPACES

M Fa Fb Hb Hc Yc

[MN] === - oo eeee [FA] - --mmmme e [HA] - - o eeeo - [Y]
Addr space A Addr space B Addr space C

In this diagram there are three disparate address spaces: A, B and
C. The hone agent (HA) has one address each on address spaces B and
C, and the foreign agent (FA), on address spaces A and B. The nobile
node’s (MN) has a permanent address, M, wthin address space C.

In the nbost common scenario both A and C are "private" address
spaces, and B is the public Internet.

Suppose MN sends a packet to correspondent node (Y) in its hone
network. Presumably, M\ has no difficulties delivering this packet
to the FA, because it does so using layer 2 mechani sns. Sonehow, the
FA nmust realize that this packet nust be reverse tunneled, and it
must fetch the proper binding to do so. Possible nechanisns are
outlined in section A 3.

However, once the packet is in address space B it beconmes non-
routable. Note that ingress filtering only exacerbates the problem
because it adds a requirenent of topological significance to the
source | P address in addition to the that of the destination address.
As Mobile IP matures, others entities may be defined (for exanple,
AAA servers). Their addition places even nore requirenents on the
address spaces in use.
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Reverse tunneling adds a topologically significant |IP header to the
packet (source |IP address of Fb, destination of Hb) during its
transit within address space B. Assunming IP in IP encapsulation
(al though others, like GRE are also possible), this is what the
packet | ooks like:

Figure A2: IP IN IP REVERSE TUNNELED PACKET FROM FA TO HA

Fomee e eee e +

S +|
| Fb->Ho | Mc->Yc| |
| oo +
oo - SIS +

HA receives this packet, recovers the original packet, and since it
is cognizant of address space C, delivers it to the appropriate
i nterface.

O course, for this to happen, the care-of address registered by the
MN is not the usual Fa, but Fb. How this happens is outside the
scope of this docunent. Sone possible nechani snms are:

- FA recogni zes nobil e nodes whose addresses fall within the
private address ranges specified by RFC1918. In this case, the
foreign agent could force the use of Fb as the care-of address,
perhaps by rejecting the initial registration request with an
appropriate error nessage and suppl enmental infornation

- FA could be configured to always advertise Fb as |ong as H >Fb
and Fb->H are guaranteed to be valid forward and reverse
tunnel s, respectively, for all values of HW Here, His the
address of any home agent whose nobile nodes may register via
FA.

- FA could indicate that it supports disparate address spaces via
a currently undefined P bit inits advertisenents, and an
i ndi cation of the relevant address space for any or all of its
care-of addressed by including an NAI [11] or a real mindicator
(perhaps a variant of the NAI). Alternatively, nobile nodes so
configured could solicit the NAI or realmindicator information
in response to advertisenments with the 'P bit set.

Additionally, the nobile node needs to supply the appropriate address
for its home agent: Hb instead of the usual Hc. How this happens is
outsi de the scope of this docunment. Sone possible mechani sns are:

- This determination could be triggered in response to using the
foreign agent’s Fb as the care-of address.
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- The nobile node could always use Hbo as its hone agent address,
specially (1) if Hbo is routable within address space C, or (2)
if MNis certain never to be at home (in sonme configurations,
t he nobil e nodes are al ways roamni ng).

- The nobile node could be configured with different hone agent
addresses and their correspondi ng address space (perhaps
indicated via an NAI [11] or a variant of it).

Anot her maj or issue introduced by private addresses is that of two or
nore nobile nodes with the sane nuneric | P address:

Fi gure A3: MOBI LE NODES W TH CONFLI CTI NG ADDRESSES

Mc=M Hlb Hlc
[MNI]------- + +----[HAL]----4--om oo o
| | | Address
| | | space C
Addr ess | | Addr ess R
Space Fa-[ FA] -Fb Space
A | | B .
| | | Address
| | space D
[MN2]------- + +----[HA2] - -- -4 e - -
Mi=M H2b H2d

Suppose there are two address spaces A and B, and a foreign agent
(FA) with interfaces on both. There are two honme agents (HAl and
HA2) in address space B, with addresses Hlb and H2b, respectively.
Each of the home agents has an interface in a private address space
in addition to address space B: HAl has Hlc on C, and HA2 has H2d on
D. M1 and M\2 are two nobile nodes with honme addresses M and M,
correspondi ng to address space C and D, respectively.

If Mc and Ml are private addresses as defined in RFC1918, they nmay be
nunerically equivalent (both equal to M. Because of this, the
foreign agent can no longer rely on only the nobile node’'s homne
address to di sanbi guate anmpongst its different bindings.

A.2. Terminating Forward Tunnels at the Foreign Agent
In figure Al, suppose the correspondent node Y sends a packet to the

nobi | e node at address Mc. The packet is intercepted by the hone
agent at Hc and tunnel ed towards the nobile node via address Fb.
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Once the packet reaches FA (via address Fb), the foreign agent mnust
identify which of its registered nobile nodes is the ultimte
destination for the internal packet. 1In order to do so, it needs to
identify the proper binding via a tuple guaranteed to be uni que anobng
all of its nobile nodes.

The unique tuple sufficient for demultiplexing IPin |IP packets
[IPIP] (protocol 4) is:

- destination I P address of the encapsul ated (internal) header
This is nobile node MN's honme address (M in the above
exanple). At first glance, it seens like this is unique anong
all nobil e nodes, but as nentioned above, with private
addresses anot her nobile may have an address Ml nunerically
equi valent to M.

- source |P address of the external header
This, the renpote end of the tunnel, is Ho in the above exanple.

- destination | P address of the external header
This, the local end of the tunnel, is Fb in the above exanpl e.

The three val ues above are learned froma successful registration and
are the nobil e node’'s hone address, the hone agent’s address and the
care-of address. Thus, it is possible to identify the right binding.
Once FA identifies the ultimte destination of the packet, M, it
delivers the internal packet using link |ayer mechani sns.

GRE packets [10] (protocol 47) are only handled if their Protocol
Type field has a value of 0x800 (other values are outside the scope
of this docunent), and are denultipl exed based on the sane tuple as
IPin IP packets. In GRE terminology, the tuple is:

- destination |IP address of the payload (internal) packet

- source |P address of the delivery (external) packet

- destination |IP address of the delivery (external) packet

Notice that the Routing, Sequence Nunber, Strict Source Route and Key

fields have been deprecated from GRE [10]. However, a separate
docunent specifies their use [13].

Mont enegr o St andards Track [ Page 25]



RFC 3024 Reverse Tunneling for Mbile IP, revised January 2001

The above tuples work for IP-in-1P or GRE encapsul ation, and assune
that the inner packet is in the clear. Encapsul ations which encrypt
the inner packet header are outside the scope of this docunent.

A. 3. Initiating Reverse Tunnels at the Foreign Agent

In figure A3, suppose nobile node ML sends a packet to a
correspondent node in its home address space, C, and nobil e node M
sends a packet to a correspondent node in its hone address space, D.

At FA, the source addresses for both packets will be seen as M thus
this is not sufficient information. The unique tuple required to
identify the proper binding is:

- link-layer information related to the M\

This may be in the formof a MAC address, a PPP session (or
incomng interface) or channel coding for a digital cellular
service. Device ID s can also be used in this context.

- source |P address of the | P header.

As was pointed out, this by itself is not guaranteed to be
uni que.

This information nust be established and recorded at registration
time. The above itens are sufficient for the foreign agent to sel ect
the proper binding to use. This, in turn, produces the address of
the honme agent, and the reverse tunneling options negotiated during
the registration process. The foreign agent can now proceed with
reverse tunneling.

A 4. Linmted Private Address Scenario
The Limited Private Address Scenario (LPAS) has received nuch
attention fromthe cellular wireless industry, so it is useful to
define it and to clarify what its requirenents are.
LPAS is a subset of the disparate address space scenari o discussed in

this appendi x. This section explains how LPAS coul d be depl oyed
given the current state of the Mobile I P specifications.
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Fi gure A4: EXAMPLE PRI VATE ADDRESS SCENARI O

10.10.1. 2
+----+ | F1=COAl+------- + HAAZ +----- +
| MNL| - -m e | FA  |--------- | HA2 |
+----+ S | | +----- +
| | F2=COA2+- - - - - - - +
+---+ |
I I
+- - - - - + |
| M2 | I
+- - - - - + |
10.10.1. 2 |
| HAAL
R R +
| HAL |
R R +

The above figure presents a very sinple scenario in which private
addresses are used. Here, "private addresses" are strictly those
defined in RFC 1918 [12]. |In this deploynent scenario, the only
entities that have private addresses are the nobile nodes. Foreign
agent and hone agent addresses are publicly routable on the genera
Internet. Mre specifically, the care-of addresses advertised by the
foreign agents (COAl and COA2 in Figure A4) and the home agent
addresses used by nobile nodes in registration requests (HAAL and
HAA2 in Figure A4) are publicly routable on the general Internet. As
a consequence, any Mobile IP tunnels can be established between any
honme agent honme address and any foreign agent care-of address.

Al'so, note that two different nobile nodes (MN1 and M\2) with the
sane private address (10.10.1.2) are visiting the same foreign agent
FA. This is supported as long as MN1 and MN2 are serviced by

di fferent hone agents. Hence, from any given hone agent’s

per spective, each nobile node has a unique |IP address, even if it
happens to be a private address as per RFC 1918.

Qperation in the presence of route optimzation [4] is outside the
scope of this docunent.

Requi rements for the above private address scenari o:
Mobi | e node requirenents:
Mobi | e nodes intending to use private addresses with Mbile IP
MJUST set the 'T' bit and enpl oy reverse tunneling. Mobile

node’s private addresses within a given address space MJST be
uni que. Thus two nobil e nodes belonging to a single hone agent
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cannot have the sane private addresses. Thus, when receiving
or sending tunneled traffic for a nobil e node, the tunne
endpoi nts are used to di sanbi guate anongst conflicting nobile
node addresses.

If the nobil e node happens to register with rmultiple hone
agents sinmultaneously through the same foreign agent, there
must be sone link-layer information that is distinct for each
nobil e node. |If no such distinct link-layer information is
avail abl e, the nobil e nodes MJST use uni que address.

Forei gn agent requirenents:

Al'l advertising interfaces of the foreign agent MJST have
publicly routable care-of address. Thus, a nobile node with a
private address visits the foreign agent only in its publicly
rout abl e network.

Forei gn agents MJUST support reverse tunneling in order to
support private addressed nobile nodes. |f a foreign agent
receives a registration request froma nobile node with a
private address, and the nobile node has not set the 'T bit,
the foreign agent SHOULD reject it.

When delivering packets to or receiving packets from nobile
nodes, foreign agents MJST di sanbi guate anong nobil e node with
conflicting private addresses by using |ink-Iayer information
as nentioned previously (Appendix section A 2 and A 3). A
foreign agent in absence of route optimzation, should make
sure that two nobile nodes visiting the sane foreign agent
corresponds with each other through their respective hone
agents.

If a foreign agent supports reverse tunneling, then it MJST
support the sinple scenario of private address support
described in this section.

Home agent requirenents:

Any home agent address used by mpbile nodes in registration
request MJST be a publicly routable address. Hone agents will
not support overl apping private honme addresses, thus each
private hone address of a nobile node registered with a hone
agent is unique. Wen the 'T" bit is set in the registration
request fromthe nobile node, the hone agent MJST recogni ze and
accept registration request fromnobile nodes with private
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addresses. Also, the home agent SHOULD be able to assign
private addresses out of its address pool to nobile nodes for
use as home addresses. This does not contravene hone agent
processing in section 3.8 of [1].

Appendi x B: Changes from RFC2344

This section lists the changes with respect to the previous version
of this document (RFC2344).

Added Appendi x A on support for Disparate Addresses spaces and
private addresses.

Added the correspondi ng section (6.3) under ’Security
Consi derati ons’ .

Made Encapsul ating Delivery Support optional by denoting from
a MUST to a should. This also required defining a new error
code 79 (assigned by | ANA).

Mentioned the possibility of an adnissible authentication
extensi on which may be different fromthe Mbil e-Hone
aut henti cati on extensi on.

An | ANA consi derations section was added.
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