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Abstract

RPS Security [2] requires certain RPSL [1] objects in the IRRto be
hi erarchically del egated. The set of objects that are at the root of
this hierarchy needs to be created and digitally signed by I ANA This
paper presents these seed objects and |ists operations required from
| ANA.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119.

=

nitial Seed

A public key of 1 ANA needs to be distributed with the software

i npl enentations of Distributed Routing Policy System[3]. An initial
set of seed objects are needed to be signed with this key. The
following transaction (the transaction format is defined in [3])
contains these objects and is signed by this key:
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mmt ner: mmt - i ana

descr: i ana’ s mmai nt ai ner
admi n-c: JKR1

tech-c: JKR1

upd-to: JKRey@ SI . EDU

mmt - nf y: JKRey@ SI . EDU

aut h: pgpkey- 7F6AA1B9
mmt - by: mmt - i ana

referral - by: mt - i ana

sour ce: | ANA

key-cert: pgpkey- 7F6AA1B9

met hod: pgp

owner: iana-root (est. Nov 98) <iana@ ana.org>

fingerpr: 71 09 2E 37 71 B8 OA 9C 3B 28 98 B4 F1 21 13 BB
certif: # this is the real |ANA key

+ ----- BEA N PGP PUBLI C KEY BLOCK- - - - -

Version: 2.6.2

MICNAz ZJ52s AAAEEAJ/ [ C01Ynl aGuXyr CL6V7FphkRvBntNU22TPOzr KnKj nW H5
sJ5UnGCOpyhDc796gqgBj Y+ TLvPBI9sFGIPWixT Nk2JQaxxLTD+t f gSsi URc/ sr pp
XohFAVR/ f ez8M0lecl SwNpFh5VADUFuoNi 7ZLuOWTC4At MbRUONJ a8l / agG5AAUR
t CdpYWbhLXJvb3QKGVzdCAgTn2| Dk4KSA8aWFuYUBpYWshLnByZz 4=

=sF4q

----- END PGP PUBLI C KEY BLOCK---- -

mmt - by: mmt-i ana

source: | ANA

+++ + + + 4+

+

repository: | ANA
repository-cert: PGPKEY- 88BAC849
guery-addr ess: http://ww.iana.org
response-aut h-type: none

submi t - addr ess: http://ww.iana.org
subm t - aut h-t ype: none

expire: 0000 04:00: 00
heartbeat-interval: 0000 01: 00: 00

adm n-c: JKR1

tech-c: JKR1

mmt - by: mmt - i ana

sour ce: | ANA

Al aettinoglu, et al. I nf or mat i onal [ Page 2]



RFC 2754

RPS | ANA | ssues

as- bl ock: ASO - AS65535
descr: as nunber space
country: us

adni n-c: JKR1

tech-c: JKR1

st at us: UNALLQOCATED
source: | ANA

mmt - by: mmt - i ana

mt - | ower : mt - i ana

i net num 0.0.0.0 - 255.255. 255, 255
net nane: | nt er net

descr: i p nunber space
country: us

adni n-c: JKR1

tech-c: JKR1

st at us: UNALLQOCATED
source: | ANA

mmt - by: mmt - i ana

mt - | ower : mt - i ana

January 2000

timestanp: 19991001 01: 00: 00 +00: 00

si ghat ur e:
+ ----- BEG N PGP S| GNATURE- - - - -
Version: 2.6.2

i QCVAWUBOAd3YENJ a8l / agGbAQFVAAPOHO2TSLGXi Di 6v1McsKY40bO32Et P44Jv
t pNW RRz47W pMBne Ur Qaj BDNNXzwg9r 9mGC75PgOMMNTDf vA4706rmI GATI9Xy Zz
s9H DGOghkI I j HOXXFDr Bi z3u7eWEf 3vmDCXt 6UYg9l Ut RKef kW R5wD1QLz DVISC
7Ya7PE6X8SU=

=sAft

+++ + + + 4+

+
i
Z
G
3
&)
:
C
0
I

The above text has no extra white space characters at the end of each
line, and contains no tab characters. Al blank |ine sequences
contain only a single blank Iine. The page break in the text is also
a single blank line.

In this case, we assuned that IANA runs its own repository. However
this is not a requirenent. Instead, it may publish this transaction
with an existing routing registry.

2 | ANA Assi ghnent s
Each tinme | ANA nakes an assignhnent, it needs to create inetnum and

as- bl ock objects as appropriate and digitally sign themusing the key
inits key-cert object. For exanple:
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as- bl ock:
descr:
country:
st at us:
sour ce:
del egat ed:
mmt - by:

i net num
net nane:
descr:
country:
st at us:
sour ce:
del egat ed:
mmt - by:

To enabl e
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ASO - AS500

arin’s space

us

ALLOCATED

i ana

arin

mt - i ana

128.0.0.0 - 128. 255. 255. 255

I nternet portion
i p nunber space
us

ALLOCATED

i ana

arin

mmt - i ana

3 Creating Routing Repositories

a new routing repository, a repository object, a maintainer

object and a key-cert object need to be created and digitally signed
by 1 ANA. For exanpl e:

mt ner
descr:
aut h:
mmt - by:
referra
adni n-c:
tech-c:
upd-to:
mmt - nf y:
sour ce:

key-cert:

met hod:
owner :

fingerpr:

certif:
+

+ + + +

mmt - by:
sour ce:

Al aettinogl u,

mt-ri pe
RI PE' s mai nt ai ner
<ripe's choice>
mt-ri pe
- by: mmt - i ana
RI PE
pgpkey-979979
pap
# ihis.key is for illustration only
----- BEG N PGP PUBLI C KEY BLOCK---- -
Version: PGP for Personal Privacy 5.0
----:END PGP PUBLI C KEY BLOCK- - - - -
mt -ri pe
Rl PE
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repository:
quer y- addr ess:

response- aut h-t ype:
response- aut h-t ype:

remar ks:

remar ks:
submi t - addr ess:
submi t - addr ess:
subm t - aut h-t ype:
remar ks:

mmt - by:

expire:

heart beat -i nt er val

remar ks:
sour ce:

RPS | ANA | ssues January 2000

RI PE

whoi s: //whoi s. ri pe. net

PGPKEY- 23F5CE35 # pointer to key-cert object
none

you can request rsa signature on queries

PGP required on subm ssions

mai |t o://auto-dbm@i pe. net
rps-query://whois.ripe.net:43

pgp- key, crypt-pw, mail-from

these are the authentication types supported
mai nt-ri pe-db

0000 04:00: 00

0000 01:00: 00
adm n and techni cal etc
RI PE

cont act,

This very first transaction of a new repository is placed in the new
repository, not in the | ANA repository.

4 Security Considerations
Routing policy systemsecurity docunment [2] defines an hierarchical
aut hori zati on nodel for objects stored in the routing registries.

Thi s docunent specifies the seed objects and the actions need to be
taken by ANA to nmaintain the root of that authorization hierarchy.

5 | ANA Consi der ati ons
Thi s whol e docunent is for detailed consideration by | ANA
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7 Notices

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or pernission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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8 Full Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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