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Abstract

This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenment protocols in the Internet conmunity.
This nenp obsol etes RFC 1514, the "Host Resources M B'. This nmenp
extends that specification by clarifying changes based on

i npl emrent ati on and depl oynent experience and docunenting the Host
Resources MB in SMv2 format while remaining semantically identical
to the existing SMvl-based M B.

This nenp defines a MB for use with nanagi ng host systens. The term
"host" is construed to nmean any conputer that conmunicates with other
sim | ar conputers attached to the internet and that is directly used
by one or nore human beings. Al though this M B does not necessarily
apply to devices whose primary function is comuni cati ons services
(e.g., ternmnal servers, routers, bridges, nonitoring equipnent),

such rel evance is not explicitly precluded. This MB instrunents
attri butes common to all internet hosts including, for exanple, both
personal conputers and systens that run variants of Unix.
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The SNMP Managenent Framewor k

The SNMP Managenent Framework presently consists of five major
conponents:

(0]

(0]

An overall architecture, described in RFC 2571 [ RFC2571].

Mechani sns for describing and nani ng objects and events for the
pur pose of nmanagenent. The first version of this Structure of
Managenent Information (SM) is called SMvl and described in STD
16, RFC 1155 [RFC1155], STD 16, RFC 1212 [RFC1212] and RFC 1215

[ RFC1215] . The second version, called SMv2, is described in STD
58, RFC 2578 [RFC2578], RFC 2579 [RFC2579] and RFC 2580

[ RFC2580] .

Message protocols for transferring nmanagenent information. The
first version of the SNWMP nessage protocol is called SNWv1l and
described in STD 15, RFC 1157 [RFC1157]. A second version of the
SNMP nessage protocol, which is not an Internet standards track
protocol, is called SNWv2c and described in RFC 1901 [ RFC1901]
and RFC 1906 [ RFC1906]. The third version of the nmessage protoco
is called SNMPv3 and described in RFC 1906 [ RFC1906], RFC 2572

[ RFC2572] and RFC 2574 [ RFC2574].
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o] Prot ocol operations for accessing nanagenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [RFC1157]. A second set of protocol
operations and associated PDU fornats is described in RFC 1905
[ RFC1905] .

o] A set of fundanmental applications described in RFC 2573 [ RFC2573]
and the vi ewbased access control nechani sm described in RFC 2575
[ RFC2575] .

A nore detailed introduction to the current SNMP Managenent Framework
can be found in RFC 2570 [ RFC2570].

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. Objects in the MB are
defined using the nechanisns defined in the SM.

This nenp specifies a MB nodule that is conpliant to the SMv2. A

M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are onitted because no
translation is possible (use of Counter64). Some machi ne readabl e
information in SMv2 will be converted into textual descriptions in
SMv1 during the translation process. However, this |oss of machine
readabl e informati on is not considered to change the senantics of the
M B.

2. Host Resources M B

The Host Resources M B defines a uniformset of objects useful for
t he managenment of host conputers. Host conputers are independent of
the operating system network services, or any software application

The Host Resources M B defines objects which are conmon across many
comput er system architectures.

In addition, there are objects in the SNMPv2-M B [ RFC1907] and IF-M B
[ RFC2233] which al so provide host nanagenent functionality.

| mpl enent ati on of the System and Interfaces groups is mandatory for

i mpl enentors of the Host Resources M B.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED',"MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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3. | ANA Consi derati ons

This M B contains type definitions for storage types, device types,
and file systemtypes for use as values for the hrStorageType,

hr Devi ceType, and hr FSType objects, respectively. As new conputing
technol ogi es are devel oped, new types need to be registered for these
technol ogi es. The I ANA (Internet Assigned Nunbers Authority) is
designhated as the registration authority for new regi strati ons beyond
t hose published in this docunment. The IANA will maintain the HOST-
RESOURCES- TYPES nodul e as new regi strations are added and publish new
versions of this nodul e.

G ven the | arge nunber of such technol ogi es and potential confusion
in nam ng of these technol ogies (such as a technol ogy known by two
nanes or a name and an acronyn), there is a real danger that nore
than one registration night be created for what is essentially the
same technology. In order to ensure that future type registrations
are performed correctly, applications for new types will be revi ewed
by a Designhated Expert appointed by the |ESG

i Definitions
HOST- RESOURCES-M B DEFI NI TIONS :: = BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, nib-2,
| nt eger 32, Counter32, Gauge32, TineTicks FROM SNWPv2-SM

TEXTUAL- CONVENTI ON, Di spl ayString,
Trut hVal ue, Dat eAndTi me, AutononousType FROM SNWPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNMPv2- CONF
| nt er f acel ndexOr Zer o FROM | F-M B;

host Resour cesM bMbdul e MODULE- | DENTI TY
LAST- UPDATED "200003060000Z" -- 6 March 2000
ORGANI ZATI ON "I ETF Host Resources M B Wbrki ng G oup"
CONTACT- | NFO
" St eve Wal dbusser
Postal : Lucent Technol ogies, Inc.
1213 I nnsbruck Dr.
Sunnyval e, CA 94089

USA
Phone: 650-318-1251
Fax: 650- 318- 1633
Enmmi | :  wal dbusser @ ucent.com
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In addition, the Host Resources MB mailing list is
dedi cated to discussion of this MB. To join the
mailing list, send a request nessage to

host ni b-request @ndrew. crmu. edu. The nmailing |ist
address i s hostm b@ndrew. cnu. edu. "

DESCRI PTI ON
"This MB is for use in managi ng host systems. The term
‘“host’ is construed to nean any conputer that comruni cates
with other sinilar conputers attached to the internet and
that is directly used by one or nore human bei ngs. Although
this M B does not necessarily apply to devices whose primnary
function is comuni cations services (e.g., termnal servers,
routers, bridges, nonitoring equipnent), such relevance is
not explicitly precluded. This MB instrunments attributes
common to all internet hosts including, for exanple, both
personal conmputers and systens that run variants of Unix."

REVI SI ON "2000030600002" -- 6 March 2000

DESCRI PTI ON
"Clarifications and bug fixes based on inplenmentation
experience. This revision was also reformatted in the SMv2
format. The revisions nmade were:

New RFC docunent standards
Added Copyright notice, updated introduction to SNWP
Framewor k, updated references section, added reference to
RFC 2119, and added a mneani ngful Security Consi derations
secti on.

New | ANA consi derations section for registration of new types

Conversion to new SMv2 syntax for the foll owing types and
macr os:
Counter32, Integer32, Gauge32, MODULE-I DENTITY,
OBJECT- TYPE, TEXTUAL- CONVENTI ON, OBJECT- | DENTI TY,
MODULE- COVPLI ANCE, OBJECT- GROUP

Used new Textual Conventi ons:
Trut hvVal ue, Dat eAndTi me, Aut ononousType,
I nterfacel ndexOr Zer o
Fi xed typo in hrPrinterStatus.
Added missing error bits to hrPrinterDetectedErrorState and

clarified confusion resulting from suggested mappi ngs to
hr Pri nt er St at us.
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Clarified that size of objects of type
International DisplayString is nunber of octets, not nunber
of encoded synbol s.

Clarified the use of the follow ng objects based on

i mpl ement ati on experience:
hr System ni ti al LoadDevi ce, hrSystem nitial LoadParaneters,
hr MenorySi ze, hr StorageSi ze, hr StorageAl | ocati onFai |l ures,
hr Devi ceErrors, hrProcessorLoad, hrNetworklflndex,
hr Di skSt or ageCapacity, hrSWRunSt at us, hr SWRunPer f CPU,
and hr SWnst al | edDat e.

Clarified inplementation technique for hrSWnstall edTabl e.
Used new AUGQVENTS cl ause for hr SWRunPer f Tabl e.
Added I nternationalization Considerations section.

This revision published as RFC2790. "

REVI SI ON "9910202200Z" -- 20 October, 1999
DESCRI PTI ON
"The original version of this MB, published as
RFC1514."
2= { hrMBAdm nInfo 1}
host OBJECT IDENTIFIER ::={ mb-2 25}
hr System OBJECT IDENTIFIER ::= { host 1}
hr St or age OBJECT IDENTIFIER ::={ host 2}
hr Devi ce OBJECT IDENTIFIER ::={ host 3}
hr SWW\Run OBJECT IDENTIFIER ::= { host 4}
hr SWRunPer f OBJECT IDENTIFIER ::={ host 5}
hr SWnstal | ed OBJECT IDENTIFIER ::={ host 6 }
hr M BAdmi nlnfo OBJECT IDENTIFIER ::= { host 7 }

-- textual conventions

KByt es ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Storage size, expressed in units of 1024 bytes."
SYNTAX | nteger32 (0..2147483647)

Product I D :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"This textual convention is intended to identify the
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manuf acturer, nodel, and version of a specific

har dware or software product. It is suggested that

t hese OBJECT | DENTI FI ERs are all ocated such that al
products froma particular nmanufacturer are registered
under a subtree distinct to that manufacturer. In
addition, all versions of a product should be

regi stered under a subtree distinct to that product.
Wth this strategy, a managenment station may uni quely
determ ne the manufacturer and/or nodel of a product
whose product! D is unknown to the managenent station
bj ects of this type may be useful for inventory
purposes or for automatically detecting
inconpatibilities or version m smatches between
various hardware and software conponents on a system

For example, the product ID for the ACVE 4860 66MHz
cl ock doubl ed processor m ght be:
enterprises. acne. acneProcessors. a4860DX2. MHz66

A software product m ght be registered as:
enterprises. acne. acneQper ati ngSyst ens. acneDOS. si x(6).one(1)

SYNTAX OBJECT | DENTI FI ER

-- unknownProduct will be used for any unknown Productl|D
-- unknownProduct OBJECT IDENTIFIER ::= { 0 0 }

I nternational Di splayString ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"This data type is used to nodel textual infornmation
in some character set. A network nmanagenent station
shoul d use a local algorithmto determ ne which
character set is in use and how it should be
di spl ayed. Note that this character set may be
encoded with nore than one octet per synbol, but wll
nost often be NVT ASCII. Wien a size clause is
specified for an object of this type, the size refers
to the length in octets, not the nunber of synbols."

SYNTAX OCTET STRI NG

-- The Host Resources System G oup

hr Syst emJpt i ne OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
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"The amount of time since this host was | ast
initialized. Note that this is different from
sysUpTine in the SNMPv2-M B [ RFC1907] because
sysUpTine is the uptinme of the network nmanagenent
portion of the system"

:={ hrSystem1 }

hr Syst enDat e OBJECT- TYPE

SYNTAX Dat eAndTi nme
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The host’s notion of the local date and tinme of day."
c:={ hrSystem2 }

hr System ni ti al LoadDevi ce OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The index of the hrDeviceEntry for the device from
which this host is configured to load its initial
operating systemconfiguration (i.e., which operating
system code and/or boot paraneters).

Note that witing to this object just changes the
configuration that will be used the next tinme the
operating systemis | oaded and does not actually cause
the reload to occur."”

::={ hrSystem 3 }

hr System ni ti al LoadPar anet ers OBJECT- TYPE

SYNTAX International Di splayString (SIZE (0..128))
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Thi s object contains the paraneters (e.g. a pathnane
and paraneter) supplied to the | oad devi ce when
requesting the initial operating system configuration
fromthat device.

Note that witing to this object just changes the
configuration that will be used the next tinme the
operating systemis | oaded and does not actually cause
the reload to occur."

:={ hrSystem4 }

hr Syst emNuniJser s OBJECT- TYPE
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SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The nunber of user sessions for which this host

March 2000

storing state information. A session is a collection

of processes requiring a single act of user

aut hentication and possibly subject to collective job

control . "
:={ hrSystem5 }

hr Syst enPr ocesses OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The nunber of process contexts currently | oaded or

running on this system"
c:={ hrSystem6 }

hr Syst emvaxPr ocesses OBJECT- TYPE
SYNTAX I nteger32 (0..2147483647)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The maxi mum nunber of process contexts this system

can support. If there is no fixed naxi num the val ue
shoul d be zero. On systens that have a fixed naxi num
this object can hel p diagnose failures that occur when

this maxi mumis reached."
:={ hrSystem?7 }

-- The Host Resources Storage G oup

-- Registration point for storage types, for use with hrStorageType.

-- These are defined in the HOST- RESOURCES- TYPES npdul e.

hr St or ageTypes OBJECT IDENTIFIER ::= { hrStorage 1 }

hr MenorySi ze OBJECT- TYPE

SYNTAX KByt es

UNI TS " KByt es"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The amount of physical read-wite nain nmenory,
typically RAM contained by the host."

2= { hrStorage 2}
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hr St or ageTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Hr St orageEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table of logical storage areas on
t he host.

An entry shall be placed in the storage table for each
| ogical area of storage that is allocated and has
fixed resource limts. The amount of storage
represented in an entity is the anount actually usable
by the requesting entity, and excludes |oss due to
formatting or file systemreference infornmation

These entries are associated with | ogical storage
areas, as might be seen by an application, rather than
physi cal storage entities which are typically seen by
an operating system Storage such as tapes and
floppies without file systens on themare typically
not allocated in chunks by the operating systemto
requesting applications, and therefore shouldn’t
appear in this table. Exanples of valid storage for
this table include disk partitions, file systens, ram
(for sonme architectures this is further segnented into
regul ar nenory, extended nenory, and so on), backing
store for virtual nmenory (‘swap space’).

This table is intended to be a useful diagnostic for
‘out of nenory’ and ‘out of buffers’ types of

failures. In addition, it can be a useful performance
nmonitoring tool for tracking nenory, disk, or buffer
usage. "

::={ hrStorage 3}

hr St or ageEntry OBJECT- TYPE

SYNTAX Hr St or ageEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A (conceptual) entry for one |ogical storage area on
the host. As an exanple, an instance of the
hr St or ageType obj ect night be named hr StorageType. 3"

| NDEX { hr St oragel ndex }

::={ hrStorageTable 1 }

Hr St orageEntry ::= SEQUENCE {
hr St or agel ndex I nt eger 32,
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hr St or ageType

hr St or ageDescr

hr St or ageAl | ocati onUnits

hr St or ageSi ze

hr St or ageUsed

hr St or ageAl | ocati onFai |l ures

}

hr St or agel ndex OBJECT- TYPE
SYNTAX
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"A uni que value for each | ogica

contai ned by the host."
::={ hrStorageEntry 1}

hr St or ageType OBJECT- TYPE
SYNTAX Aut ononousType
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

Host Resources MB

March 2000

Aut ononousType,
Di spl ayStri ng,
| nt eger 32,
| nt eger 32,
| nt eger 32,
Count er 32

Integer32 (1..2147483647)

st orage area

"The type of storage represented by this entry."

::={ hrStorageEntry 2}

hr St or ageDescr OBJECT- TYPE
SYNTAX Di splayString
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"A description of the type and instance of the storage

described by this entry."
::={ hrStorageEntry 3}

hr St or ageAl | ocati onUnits OBJECT- TYPE

for exanple,

of the data objects allocated
If this entry is nonitoring sectors,

thi s nunber
G herwise this

SYNTAX I nteger32 (1..2147483647)
UNI TS "Byt es"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The size, in bytes,
fromthis pool
bl ocks, buffers, or packets,
will comonly be greater than one.
nunber will typically be one.”

::={ hrStorageEntry 4 }

hr St or ageSi ze OBJECT- TYPE
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SYNTAX I nteger32 (0..2147483647)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The size of the storage represented by this entry, in
units of hrStorageAllocationUnits. This object is
witable to allow renote configuration of the size of
the storage area in those cases where such an
operati on nmakes sense and i s possible on the
underlying system For exanple, the anount of nain
menory allocated to a buffer pool night be nodified or
t he amount of di sk space allocated to virtual menory
m ght be nodified."

::={ hrStorageEntry 5 }

hr St or ageUsed OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The amount of the storage represented by this entry
that is allocated, in units of
hr St or ageAl | ocati onUnits."

::={ hrStorageEntry 6 }

hr St or ageAl | ocati onFai | ures OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of requests for storage represented by
this entry that could not be honored due to not enough
storage. It should be noted that as this object has a
SYNTAX of Counter32, that it does not have a defined
initial value. However, it is recommended that this
object be initialized to zero, even though management
stations nmust not depend on such an initialization."

::={ hrStorageEntry 7 }

-- The Host Resources Device G oup

-- The device group is useful for identifying and diagnosing the

-- devices on a system The hrDeviceTabl e contai ns conmon

-- information for any type of device. |In addition, some devices
-- have device-specific tables for nore detailed information. Mre
-- such tables nmay be defined in the future for other device types.

-- Registration point for device types, for use with hrDeviceType.
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-- These are defined in the HOST- RESOURCES- TYPES npdul e.

hr Devi ceTypes OBJECT IDENTIFIER ::= { hrDevice 1 }
hr Devi ceTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Hr Devi ceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The (conceptual) table of devices contained by the
host . "

c:={ hrDevice 2 }

hr Devi ceEntry OBJECT- TYPE

SYNTAX Hr Devi ceEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A (conceptual) entry for one device contained by the
host. As an exanple, an instance of the hrDeviceType
obj ect m ght be naned hrDevi ceType. 3"

| NDEX { hrDevi cel ndex }

::={ hrDeviceTable 1 }

Hr Devi ceEntry ::= SEQUENCE ({
hr Devi cel ndex I nt eger 32,
hr Devi ceType Aut ononmousType,
hr Devi ceDescr Di splayString,
hr Devi cel D Product | D
hr Devi ceSt at us | NTEGER
hr Devi ceErrors Count er 32
}
hr Devi cel ndex OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"A uni que value for each device contained by the host.
The val ue for each device nust remain constant at
least fromone re-initialization of the agent to the
next re-initialization."

::={ hrDeviceEntry 1 }

hr Devi ceType OBJECT- TYPE
SYNTAX Aut ononousType
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
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"An indication of the type of device.

If this value is

“hr Devi ceProcessor { hrDeviceTypes 3 }' then an entry
exists in the hrProcessor Tabl e which corresponds to
thi s devi ce.

If this value is

“hrDevi ceNetwork { hrDeviceTypes 4 }', then an entry
exi sts in the hrNetworkTabl e which corresponds to this
devi ce.

If this value is

“hrDevicePrinter { hrDeviceTypes 5 }', then an entry
exists in the hrPrinterTable which corresponds to this
devi ce.

If this value is
“hr Devi ceDi skStorage { hrDeviceTypes 6 }’', then an
entry exists in the hrDi skStorageTabl e which
corresponds to this device."

::={ hrDeviceEntry 2 }

hr Devi ceDescr OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..64))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"A textual description of this device, including the
devi ce’ s manufacturer and revision, and optionally,
its serial nunber."”

::={ hrDeviceEntry 3 }

hr Devi cel D OBJECT- TYPE
SYNTAX Product | D
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The product ID for this device."
::={ hrDeviceEntry 4 }

hr Devi ceSt at us OBJECT- TYPE
SYNTAX | NTECGER {
unknown(1),
runni ng(2),
war ni ng(3),
testing(4),
down( 5)
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}

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The current operational state of the device described
by this row of the table. A value unknown(1)
i ndicates that the current state of the device is
unknown. running(2) indicates that the device is up
and running and that no unusual error conditions are
known. The warning(3) state indicates that agent has
been informed of an unusual error condition by the
operational software (e.g., a disk device driver) but
that the device is still ’operational’. An exanple
woul d be a high nunber of soft errors on a disk. A
val ue of testing(4), indicates that the device is not
avail able for use because it is in the testing state.
The state of down(5) is used only when the agent has
been informed that the device is not available for any
use."

::={ hrDeviceEntry 5 }

hr Devi ceErrors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of errors detected on this device. It
shoul d be noted that as this object has a SYNTAX of
Counter32, that it does not have a defined initial
val ue. However, it is recommended that this object be
initialized to zero, even though nmanagenent stations
nmust not depend on such an initialization."

::={ hrDeviceEntry 6 }

hr Processor Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Hr ProcessorEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table of processors contained by the
host .

Note that this table is potentially sparse: a
(conceptual) entry exists only if the correspondent
val ue of the hrDeviceType object is
‘ hr Devi ceProcessor’ . "

::={ hrDevice 3}
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hr Processor Entry OBJECT- TYPE

SYNTAX Hr Processor Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A (conceptual) entry for one processor contained by
the host. The hrDevicelndex in the index represents
the entry in the hrDeviceTabl e that corresponds to the
hr ProcessorEntry.

As an exanple of how objects in this table are naned,
an instance of the hrProcessor Frwi D obj ect m ght be
nanmed hr Processor Frwi D. 3"

| NDEX { hrDevi cel ndex }

::={ hrProcessorTable 1 }

Hr ProcessorEntry ::= SEQUENCE ({
hr Processor Frwl D Product | D
hr Processor Load I nt eger 32

}

hr Processor Frw D OBJECT- TYPE

SYNTAX Product | D

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The product ID of the firmvare associated with the
processor."

::={ hrProcessorEntry 1 }

hr Processor Load OBJECT- TYPE

SYNTAX I nteger32 (0..100)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The average, over the last mnute, of the percentage
of time that this processor was not idle.
| mpl enent ati ons nmay approximate this one ninute
snoot hing period if necessary."

::={ hrProcessorEntry 2 }

hr Net wor kTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Hr Net wor kEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table of network devices contained
by the host.
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Note that this table is potentially sparse: a
(conceptual) entry exists only if the correspondent
val ue of the hrDeviceType object is
“ hr Devi ceNet wor k’ . "

::={ hrDevice 4}

hr Net wor KEnt ry OBJECT- TYPE

SYNTAX Hr Net wor KEnt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A (conceptual) entry for one network device contai ned
by the host. The hrDevicelndex in the index
represents the entry in the hrDeviceTabl e that
corresponds to the hrNetworkEntry.

As an exanple of how objects in this table are naned,
an instance of the hrNetworklflndex object m ght be
named hr Net wor kI f 1 ndex. 3"

| NDEX { hrDevi cel ndex }

2= { hrNetworkTable 1}

Hr Net wor KEntry :: = SEQUENCE ({
hr Net wor kI f | ndex | nt er facel ndexOr Zer o
}

hr Net wor kI f | ndex OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of iflndex which corresponds to this
network device. If this device is not represented in
the ifTable, then this value shall be zero."

::={ hrNetworkEntry 1 }

hr Pri nt er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF HrPrinterEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table of printers local to the host.

Note that this table is potentially sparse: a
(conceptual) entry exists only if the correspondent
val ue of the hrDeviceType object is
“hrDevicePrinter’."

::={ hrDevice 5}
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hrPrinterEntry OBJECT- TYPE

SYNTAX HrPrinterEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A (conceptual) entry for one printer local to the
host. The hrDevicelndex in the index represents the
entry in the hrDeviceTable that corresponds to the
hrPrinterEntry.

As an exanple of how objects in this table are naned,
an instance of the hrPrinterStatus object night be
nanmed hrPrinterStatus. 3"

| NDEX { hrDevi cel ndex }

:={ hrPrinterTable 1}

HrPrinterEntry ::= SEQUENCE ({
hr Pri nt er St at us | NTEGER,
hr PrinterDetectedErrorState OCTET STRI NG
}
hr Pri nt er St at us OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1),
unknown( 2),
idle(3),
printing(4),
war mup(5)

}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The current status of this printer device."
:={ hrPrinterEntry 1}

hr Print er Det ect edError St ate OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Thi s object represents any error conditions detected
by the printer. The error conditions are encoded as
bits in an octet string, with the follow ng
definitions:

Condi tion Bit #

| owPaper 0
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noPaper

| owToner

noToner

door Open

j anmed

of fline

servi ceRequest ed
i nput TrayM ssi ng
out put TrayM ssi ng
mar ker Suppl yM ssing 10

OCO~NOUTA,WNE

out put Near Ful | 11
out put Ful | 12
i nput TrayEnpty 13

overduePrevent Maint 14

Bits are nunbered starting with the nost significant
bit of the first byte being bit 0, the |east
significant bit of the first byte being bit 7, the
nost significant bit of the second byte being bit 8,
and so on. A one bit encodes that the condition was
detected, while a zero bit encodes that the condition
was nhot detect ed.

This object is useful for alerting an operator to

specific warning or error conditions that may occur,

especially those requiring human intervention."
:={ hrPrinterEntry 2}

hr Di skSt or ageTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Hr Di skStorageEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table of long-term storage devices
contained by the host. |In particular, disk devices
accessed remotely over a network are not included
her e.

Note that this table is potentially sparse: a
(conceptual) entry exists only if the correspondent
val ue of the hrDeviceType object is
“hr Devi ceDi skSt orage’ . "

::={ hrDevice 6 }

hr Di skSt or ageEntry OBJECT- TYPE

SYNTAX Hr Di skSt or ageEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"A (conceptual) entry for one long-term storage device
contai ned by the host. The hrDevicelndex in the index
represents the entry in the hrDeviceTabl e that
corresponds to the hrDi skStorageEntry. As an exanpl e,
an instance of the hrDi skStorageCapacity object night
be nanmed hrDi skSt orageCapacity. 3"

| NDEX { hrDevi cel ndex }

.= { hrDiskStorageTable 1 }

Hr Di skSt orageEntry ::= SEQUENCE ({
hr Di skSt or ageAccess | NTEGER,
hr Di skSt or ageMedi a | NTEGER,
hr Di skSt or ageRenovebl e Trut hVval ue,
hr Di skSt or ageCapacity KByt es

}

hr Di skSt or ageAccess OBJECT- TYPE
SYNTAX | NTEGER {
readWite(l),
readOnl y(2)

}

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"An indication if this long-term storage device is
readabl e and witable or only readable. This should
reflect the nedia type, any wite-protect nechanism
and any device configuration that affects the entire
device."

::={ hrDiskStorageEntry 1 }

hr Di skSt or ageMedi a OBJECT- TYPE
SYNTAX | NTEGER {

ot her (1),
unknown( 2),
har dDi sk(3),
fl oppyDi sk(4),
opti cal Di skROM 5),
opti cal Di skWORM 6) , -- Wite Once Read Many
opti cal Di skRN7),
ranDi sk( 8)

}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"An indication of the type of nmedia used in this |ong-
term storage device."
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::={ hrDiskStorageEntry 2 }

hr Di skSt or ageRenovebl e OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Denotes whether or not the disk nedia may be renoved
fromthe drive."

::={ hrDi skStorageEntry 3 }

hr Di skSt or ageCapacity OBJECT- TYPE

SYNTAX KByt es

UNI TS " KByt es"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total size for this long-termstorage device. |If
the nedia is renovable and is currently renoved, this
val ue shoul d be zero."

::={ hrDiskStorageEntry 4 }

hrPartiti onTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF HrPartitionEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table of partitions for long-term
storage devices contained by the host. |In particular,

partitions accessed renotely over a network are not
i ncl uded here.”
c:={ hrDevice 7 }

hrPartitionEntry OBJECT- TYPE

SYNTAX HrPartitionEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A (conceptual) entry for one partition. The
hr Devi cel ndex in the index represents the entry in the
hr Devi ceTabl e that corresponds to the
hrPartitionEntry.

As an exanple of how objects in this table are naned,
an instance of the hrPartitionSize object night be
named hrPartitionSize. 3. 1"

| NDEX { hrDevicel ndex, hrPartitionlndex }

o= { hrPartitionTable 1 }
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HPartitionEntry ::= SEQUENCE ({
hrPartitionl ndex I nt eger 32,
hrPartitionLabel I nternational Di splayString,
hrPartitionlD OCTET STRI NG
hrPartitionSi ze KByt es,
hrPartiti onFSI ndex | nt eger 32
}
hrPartitionl ndex OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"A uni que value for each partition on this |long-term
storage device. The value for each |ong-term storage
device nust renmin constant at |east fromone re-
initialization of the agent to the next re-
initialization."

o= { hrPartitionEntry 1 }

hrPartitionLabel OBJECT- TYPE
SYNTAX International Di splayString (SIZE (0..128))
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"A textual description of this partition."
o= { hrPartitionEntry 2 }

hrPartitionl D OBJECT- TYPE

SYNTAX OCTET STRI NG

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"A descriptor which uniquely represents this partition
to the responsi bl e operating system On sone systens,
this night take on a binary representation.”

c:={ hrPartitionEntry 3}

hrPartitionSi ze OBJECT- TYPE
SYNTAX KByt es
UNI TS " KByt es"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The size of this partition.”
o= { hrPartitionEntry 4 }

hrPartiti onFSI ndex OBJECT- TYPE
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SYNTAX I nteger32 (0..2147483647)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The index of the file system mounted on this
partition. If no file systemis nounted on this

partition, then this value shall be zero. Note that
multiple partitions may point to one file system
denoting that that file systemresides on those
partitions. Miltiple file systenms may not reside on
one partition."

::={ hrPartitionEntry 5 }

-- The File System Tabl e
-- Registration point for popular File Systemtypes,

-- for use with hrFSType. These are defined in the
- - HOST- RESOURCES- TYPES nodul e.

hr FSTypes OBJECT IDENTIFIER ::= { hrDevice 9 }
hr FSTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Hr FSEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table of file systens local to this

host or renotely nmounted froma file server. File

systens that are in only one user’s environment on a

mul ti-user systemwll not be included in this table."
::={ hrDevice 8 }

hr FSEnt ry OBJECT- TYPE

SYNTAX Hr FSEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A (conceptual) entry for one file systemlocal to
this host or renotely nounted froma file server
File systens that are in only one user’s environnment
on a nmulti-user systemwll not be included in this
tabl e.

As an exanple of how objects in this table are naned,
an instance of the hr FSMount Poi nt obj ect m ght be
nanmed hr FSMount Poi nt . 3"

| NDEX { hr FSI ndex }

.= { hrFSTable 1}
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Hr FSEntry ::= SEQUENCE ({
hr FSI ndex I nt eger 32,
hr FSMount Poi nt I nternational Di splayString,
hr FSRenot eMount Poi nt I nternational Di splayString,
hr FSType Aut ononmousType,
hr FSAccess | NTEGER
hr FSBoot abl e Trut hVval ue,
hr FSSt or agel ndex | nt eger 32
hr FSLast Ful | BackupDat e Dat eAndTi ne,
hr FSLast Parti al BackupDat e Dat eAndTi e
}
hr FSI ndex OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"A unique value for each file systemlocal to this
host. The value for each file system nust remain
constant at least fromone re-initialization of the
agent to the next re-initialization."

o= { hrFSEntry 1 }

hr FSMount Poi nt  OBJECT- TYPE
SYNTAX International Di splayString (Sl ZE(O..128))
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The path nanme of the root of this file system"”
:={ hrFSEntry 2}

hr FSRenot eMount Poi nt  OBJECT- TYPE

SYNTAX International Di splayString (SIZE(O..128))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"A description of the name and/or address of the
server that this file systemis nmounted from This
may al so include paraneters such as the nount point on
the renote file system |If this is not a renpte file
system this string should have a length of zero."

:={ hrFSEntry 3}

hr FSType OBJECT- TYPE
SYNTAX Aut ononousType
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
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"The value of this object identifies the type of this
file system™
o= { hrFSEntry 4 }

hr FSAccess OBJECT- TYPE
SYNTAX | NTEGER {
readWite(l),
readOnl y(2)

}

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"An indication if this file systemis logically
configured by the operating systemto be readabl e and
witable or only readable. This does not represent
any | ocal access-control policy, except one that is
applied to the file systemas a whole."

:={ hrFSEntry 5}

hr FSBoot abl e OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"A flag indicating whether this file systemis
boot abl e. "

:={ hrFSEntry 6 }

hr FSSt or agel ndex OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The index of the hrStorageEntry that represents
i nformati on about this file system |If there is no
such informati on available, then this value shall be
zero. The relevant storage entry will be useful in
tracki ng the percent usage of this file system and
di agnosing errors that may occur when it runs out of
space. "

:={ hrFSEntry 7 }

hr FSLast Ful | BackupbDat e OBJECT- TYPE

SYNTAX Dat eAndTi nme
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The last date at which this conplete file system was
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copi ed to another storage device for backup. This
information is useful for ensuring that backups are
bei ng perfornmed regul arly.

If this information is not known, then this variable
shal | have the value corresponding to January 1, year
0000, 00:00:00.0, which is encoded as
(hex)' 00 00 01 01 00 00 0O OO ."

:={ hrFSEntry 8 }

hr FSLast Parti al BackupDat e OBJECT- TYPE

SYNTAX Dat eAndTi nme
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"The last date at which a portion of this file system
was copi ed to anot her storage device for backup. This
information is useful for ensuring that backups are
bei ng perfornmed regul arly.

If this information is not known, then this variable
shal | have the value corresponding to January 1, year
0000, 00:00:00.0, which is encoded as
(hex)' 00 00 01 01 00 00 0O OO ."

:={ hrFSEntry 9 }

-- The Host Resources Running Software G oup

-- The hr S\WRunTabl e contains an entry for each distinct piece of
-- software that is running or |oaded into physical or virtua

-- nmenory in preparation for running. This includes the host’s
-- operating system device drivers, and applications.

hr SWOSI ndex OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of the hr SWRunlndex for the hr SWRunEntry
that represents the prinmary operating system running
on this host. This object is useful for quickly and
uni quely identifying that prinmary operating system"

o= { hrSWRun 1 }

hr SWRunTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Hr SWRunEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"The (conceptual) table of software running on the
host . "

o= { hrSWRun 2 }

hr SWRunEnt ry OBJECT- TYPE

SYNTAX Hr SARunEnt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A (conceptual) entry for one piece of software
running on the host Note that because the installed
software table only contains information for software
stored locally on this host, not every piece of
running software will be found in the installed
software table. This is true of software that was
| oaded and run froma non-local source, such as a
net wor k- nounted file system

As an exanple of how objects in this table are naned,
an instance of the hr SWRunName obj ect ni ght be named
hr SWRunNane. 1287"

| NDEX { hr SWRunl ndex }

o= { hrSWRunTable 1 }

Hr SWRunEntry ::= SEQUENCE {
hr SWRunl ndex | nt eger 32,
hr SWRunNane I nternational Di splayString,
hr SWRunl D Pr oduct | D
hr SWRunPat h I nternational Di splayString,
hr SWRunPar aneters I nternational D splayString,
hr SWRunType | NTEGER
hr SWRunSt at us | NTEGER
}
hr SWRunl ndex OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"A uni que value for each piece of software running on
the host. \Werever possible, this should be the
systenmis native, unique identification nunber."

:={ hrSWRunEntry 1 }

hr SWRunNanme OBJECT- TYPE

SYNTAX International Di splayString (SIZE (0..64))
MAX- ACCESS r ead-only

Wal dbusser & Gillo St andards Track [ Page 27]



RFC 2790 Host Resources M B March 2000

STATUS current

DESCRI PTI ON
"A textual description of this running piece of
sof tware, including the manufacturer, revision, and
the name by which it is commonly known. If this
software was installed locally, this should be the
sane string as used in the corresponding
hr SW nst al | edNane. "

:={ hrSWRunEntry 2 }

hr SWRunl D OBJECT- TYPE
SYNTAX Product | D
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The product ID of this running piece of software.”
:={ hrS\WRunEntry 3 }

hr SWRunPat h OBJECT- TYPE

SYNTAX International Di splayString (Sl ZE(O..128))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"A description of the location on |Iong-term storage
(e.g. a disk drive) fromwhich this software was
| oaded. "

c:={ hrSWRunEntry 4 }

hr SWRunPar armet ers OBJECT- TYPE

SYNTAX International Di splayString (Sl ZE(O..128))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"A description of the paraneters supplied to this
software when it was initially |oaded."

:={ hrS\WRunEntry 5 }

hr SWRunType OBJECT- TYPE
SYNTAX | NTEGER {
unknown(1),
operati ngSystem 2),
devi ceDriver (3),
application(4)

}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The type of this software.”
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::={ hrS\WRunEntry 6 }

hr SWRunSt at us OBJECT- TYPE

SYNTAX | NTEGER {
runni ng(1),
runnabl e(2), -- waiting for resource
-- (i.e., CPU, nmenory, 10
not Runnabl e(3), -- |oaded but waiting for event
i nval i d(4) -- not | oaded

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The status of this running piece of software.
Setting this value to invalid(4) shall cause this
software to stop running and to be unl oaded. Sets to
ot her values are not valid."

c:={ hrSWRunEntry 7 }

-- The Host Resources Runni ng Software Performance G oup

-- The hr SWRunPer f Tabl e contains an entry corresponding to
-- each entry in the hr SWRunTabl e.

hr SWRunPer f Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Hr SWRunPerf Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table of running software
performance netrics."
o= { hrSWRunPerf 1 }

hr SWRunPer f Entry OBJECT- TYPE
SYNTAX Hr SWRunPer f Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A (conceptual) entry containing software perfornmance
metrics. As an exanple, an instance of the
hr SWRunPer f CPU obj ect m ght be naned
hr SWRunPer f CPU. 1287"
AUGVENTS { hrSWRunEntry } -- This table augnments information in
-- the hr SWRunTabl e.
o= { hrSWRunPerfTable 1 }

Hr SWRunPer f Entry ::= SEQUENCE ({
hr SWRunPer f CPU I nt eger 32,
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hr SWRunPer f Mem KByt es
}

hr SWRunPer f CPU OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of centi-seconds of the total system s CPU
resources consunmed by this process. Note that on a
mul ti-processor system this value may increment by
nore than one centi-second in one centi-second of rea
(wall clock) time."

o= { hrSWRunPerfEntry 1 }

hr SWRunPer f Mem OBJECT- TYPE

SYNTAX KByt es

UNI TS " KByt es"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total anpunt of real systemnenory allocated to
this process."

o= { hrSWRunPerfEntry 2 }

-- The Host Resources Installed Software G oup

-- The hrSWnstal |l edTabl e contains an entry for each piece
-- of software installed in long-termstorage (e.g. a disk
-- drive) locally on this host. Note that this does not
-- include software | oadable renptely from a network

-- server.

-- Different inplenmentations may track software in varying

-- ways. For exanple, while sonme inplenmentations may track

-- executable files as distinct pieces of software, other

-- inplenentations may use other strategi es such as keeping

-- track of software "packages" (e.g., related groups of files)
-- or keeping track of systemor application "patches".

-- This table is useful for identifying and inventorying
-- software on a host and for diagnosing inconpatibility
-- and version msnmatch probl ems between vari ous pieces
-- of hardware and software.

hr SW nst al | edLast Change OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS r ead-only
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STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme when an entry in the
hr SWnstal | edTabl e was | ast added, renaned, or
del eted. Because this table is likely to contain many
entries, polling of this object allows a nmanagenent
station to determ ne when re-downl oading of the table
m ght be useful ."

:={ hrSWnstalled 1 }

hr SW nst al | edLast Updat eTi ne OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTi me when the hrSWnstall edTabl e
was | ast conpletely updated. Because caching of this
data will be a popular inplenentation strategy,
retrieval of this object allows a nanagenent station
to obtain a guarantee that no data in this table is
ol der than the indicated tine."

:={ hrSWnstalled 2 }

hr SW nst al | edTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Hr SWnstal | edEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table of software installed on this
host . "

:={ hrSWnstalled 3 }

hr SWnstal | edEntry OBJECT- TYPE

SYNTAX Hr SWnstal | edEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A (conceptual) entry for a piece of software
installed on this host.

As an exanple of how objects in this table are naned,
an instance of the hr SWnstall edNane obj ect night be
named hr SW nst al | edNane. 96"

| NDEX { hr SWnstal | edl ndex }

:={ hrSWnstall edTable 1 }

Hr SWnstal l edEntry ::= SEQUENCE ({
hr SW nst al | edl ndex I nt eger 32,
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hr SW nst al | edNane I nternational Di splayString,
hrSWnstal | edl D Pr oduct | D
hr SWnst al | edType | NTEGER,
hr SW nst al | edDat e Dat eAndTi ne
}
hr SW nst al | edl ndex OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"A uni que value for each piece of software installed
on the host. This value shall be in the range from1
to the nunber of pieces of software installed on the
host . "

:={ hrSWnstall edEntry 1 }

hr SW nst al | edName OBJECT- TYPE

SYNTAX International Di splayString (SIZE (0..64))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"A textual description of this installed piece of
software, including the manufacturer, revision, the
name by which it is comonly known, and optionally,
its serial nunber."”

:={ hrSWnstall edEntry 2 }

hr SWnstal | edl D OBJECT- TYPE
SYNTAX Product | D
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The product ID of this installed piece of software.”
:={ hrSWnstall edEntry 3 }

hr SWnst al | edType OBJECT- TYPE
SYNTAX | NTEGER {
unknown(1),
operati ngSystem 2),
devi ceDriver (3),
application(4)

MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The type of this software.”
:={ hrSWnstall edEntry 4 }
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hr SW nst al | edDat e OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The last-nodification date of this application as it
woul d appear in a directory listing.

If this information is not known, then this variable
shal | have the value corresponding to January 1, year
0000, 00:00:00.0, which is encoded as
(hex)' 00 00 01 01 00 00 0O OO ."

:={ hrSWnstalledEntry 5 }

-- Conformance i nformation

hr M BConpl i ances OBJECT | DENTI FI ER : :
hr M BG oups OBJECT | DENTI FI ER ::

{ hrM BAdm ninfo 2 }
{ hrMBAdmi ninfo 3}

-- Conpliance Statenents
hr M BConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON

"The requirenments for conformance to the Host Resources MB."
MODULE -- this nodul e
MANDATORY- GROUPS { hr Syst enr oup, hr St or ageGr oup,
hr Devi ceG oup }

OBJECT hr Syst enDat e
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT hr Systenl ni ti al LoadDevi ce
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT hr System ni ti al LoadPar anet er s
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”
OBJECT hr St or ageSi ze
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.
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OBJECT hr FSLast Ful | BackupDat e
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT hr FSLast Parti al BackupDat e
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

GROUP hr SWRunGr oup
DESCRI PTI ON
"The Running Software G oup. |nplenentation
of this group is mandatory only when the
hr SWRunPer f Group i s inplenented."

OBJECT hr SWRunSt at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

GROUP hr SWWRunPer f Gr oup
DESCRI PTI ON
"The Runni ng Sof t ware Performance G oup.
I mpl enentation of this group is at the discretion
of the inplenentor."

GROUP hr SW nst al | edGr oup
DESCRI PTI ON
"The Installed Software G oup.
I mpl enentation of this group is at the discretion
of the inplenentor."

2= { hrMBConpliances 1 }

hr Syst enG oup OBJECT- GROUP
OBJECTS {
hr SystemJpti ne, hr Syst enDat e,
hr System ni ti al LoadDevi ce,
hr System ni ti al LoadPar anet ers,
hr Syst emNumUser s, hr Syst enPr ocesses,
hr Syst emvaxPr ocesses

}
STATUS current
DESCRI PTI ON
"The Host Resources System G oup."
= { hrMBGoups 1}
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hr St or ageG oup OBJECT- GROUP
OBJECTS {
hr Menor ySi ze, hr St or agel ndex, hr St orageType,
hr St or ageDescr, hr StorageAl |l ocationUnits,
hr St or ageSi ze, hr St or ageUsed,
hr St or ageAl | ocati onFai | ures

}
STATUS current
DESCRI PTI ON
"The Host Resources Storage G oup."
= { hrMBGoups 2}

hr Devi ceGroup OBJECT- GROUP
OBJECTS {

hr Devi cel ndex, hrDevi ceType, hrDevi ceDescr,
hr Devi cel D, hrDevi ceSt at us, hrDeviceErrors,
hr Processor Frw D, hr Processor Load,
hr Net wor kI f I ndex, hrPrinterStatus,
hr Pri nt er Det ect edErr or St at e,
hr Di skSt or ageAccess, hrDi skStorageMedi a,
hr Di skSt or ageRenovebl e, hr Di skSt orageCapacity,
hrPartitionlndex, hrPartitionLabel,
hrPartitionl D, hrPartitionSize,
hrPartiti onFSI ndex, hrFSI ndex, hrFSMount Poi nt,
hr FSRenot eMount Poi nt, hr FSType, hr FSAccess,
hr FSBoot abl e, hr FSSt or agel ndex,
hr FSLast Ful | BackupDat e,
hr FSLast Parti al BackupDat e

}
STATUS current
DESCRI PTI ON
"The Host Resources Device Goup."
::={ hrMBGoups 3}

hr SWRunGr oup OBJECT- GROUP
OBJECTS {
hr SWOSI ndex, hr SWRunl ndex, hr SWRunNane,
hr SWRunl D, hr SWRunPat h, hr SWRunPar anet er s,
hr SWRunType, hr SWRunSt at us

}
STATUS current
DESCRI PTI ON
"The Host Resources Running Software G oup."
::={ hrMBGoups 4 }

hr SWRunPer f G oup OBJECT- GROUP

OBJECTS { hr SWRunPer f CPU, hr SWRunPer f Mem }
STATUS current
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DESCRI PTI ON
"The Host Resources Runni ng Software
Perf ormance G oup."

::={ hrMBGoups 5}

hr SW nst al | edGr oup OBJECT- GROUP
OBJECTS {
hr SW nst al | edLast Change,
hr SW nst al | edLast Updat eTi ne,
hr SW nst al | edl ndex, hr SW nst al | edNane,
hr SWnstal | edl D, hr SWnstal | edType,
hr SW nst al | edDat e

}
STATUS current
DESCRI PTI ON
"The Host Resources Installed Software G oup."
2= { hrMBG oups 6 }
END

5. Type Definitions

HOST- RESOURCES- TYPES DEFI NI TIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- | DENTI TY FROM SNMPv2- SM

hr M BAdmi nl nfo, hrStorage, hrDevice FROM HOST- RESOURCES- M B;
host Resour cesTypeshbdul e MODULE- | DENTI TY

LAST- UPDATED "200003060000Z" -- 6 March, 2000

ORGANI ZATI ON "I ETF Host Resources M B Wrki ng G oup”

CONTACT- | NFO

" St eve Wal dbusser

Postal : Lucent Technol ogies, Inc.
1213 | nnsbruck Dr.
Sunnyval e, CA 94089
USA

Phone: 650-318-1251

Fax: 650- 318- 1633

Emai | : wal dbusser @ ns. com

In addition, the Host Resources MB mailing list is dedicated
to discussion of this MB. To join the mailing list, send a
request nessage to hostni b-request @ndrew. crru. edu. The mailing
list address is hostm b@ndrew. crmu. edu. "

DESCRI PTI ON
"This M B nodul e registers type definitions for
storage types, device types, and file systemtypes.
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After the initial revision, this nodule will be
mai nt ai ned by | ANA."
REVI SI ON "2000030600002" -- 6 March 2000
DESCRI PTI ON
"The original version of this nodule, published as RFC
2790. "

::={ hrMBAdm nlnfo 4 }

-- Registrations for some storage types, for use with hrStorageType
hr St or ageTypes OBJECT IDENTIFIER ::= { hrStorage 1 }

hr St or ageQ her OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The storage type identifier used when no other defined
type is appropriate.”
::={ hrStorageTypes 1 }

hr St or ageRam OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The storage type identifier used for RAM"
::={ hrStorageTypes 2 }

hr St or ageVi rt ual Menory OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The storage type identifier used for virtual nenory,
tenporary storage of swapped or paged nenory."
::={ hrStorageTypes 3 }

hr St or ageFi xedDi sk OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The storage type identifier used for non-renovable
rigid rotating magnetic storage devices."
::={ hrStorageTypes 4 }

hr St or ageRenovabl eDi sk OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The storage type identifier used for renovable rigid
rotating magneti c storage devices."
::={ hrStorageTypes 5 }

hr St or ageFl oppyDi sk OBJECT- | DENTI TY

STATUS current
DESCRI PTI ON
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"The storage type identifier used for non-rigid rotating
magneti ¢ storage devices."
::={ hrStorageTypes 6 }

hr St or ageConpact Di sc OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The storage type identifier used for read-only rotating
optical storage devices."
::={ hrStorageTypes 7 }

hr St or ageRanDi sk OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The storage type identifier used for a file systemthat
is stored in RAM"
::={ hrStorageTypes 8 }

hr St or ageFl ashMenory OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The storage type identifier used for flash nenory."
::={ hrStorageTypes 9 }

hr St or ageNet wor kDi sk OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The storage type identifier used for a
networked file system"
::={ hrStorageTypes 10 }

-- Registrations for some device types, for use with hrDeviceType
hr Devi ceTypes OBJECT IDENTIFIER ::= { hrDevice 1 }

hr Devi ceQt her OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used when no other defined
type is appropriate.”
::={ hrDeviceTypes 1 }

hr Devi ceUnknown OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used when the device type is
unknown. "
::={ hrDeviceTypes 2 }
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hr Devi ceProcessor OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for a CPU."
::={ hrDeviceTypes 3 }

hr Devi ceNet wor k OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for a network interface."
::={ hrDeviceTypes 4 }

hr Devi cePri nter OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for
::={ hrDeviceTypes 5 }

Q

printer.”

hr Devi ceDi skSt orage OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for a disk drive."
::={ hrDeviceTypes 6 }

hr Devi ceVi deo OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for a video device."
::= { hrDeviceTypes 10 }

hr Devi ceAudi o OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for an audi o device."
::={ hrDeviceTypes 11 }

hr Devi ceCopr ocessor OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for a co-processor.”
::={ hrDeviceTypes 12 }

hr Devi ceKeyboard OBJECT-| DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for a keyboard device."
::= { hrDeviceTypes 13}
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hr Devi ceMbdem OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for
::= { hrDeviceTypes 14 }

hr Devi ceParal | el Port OBJECT- 1| DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for
::= { hrDeviceTypes 15 }

hr Devi cePoi nti ng OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for
(e.g., a nouse)."
::= { hrDeviceTypes 16 }

hr Devi ceSeri al Port OBJECT-1 DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for
::= { hrDeviceTypes 17 }

hr Devi ceTape OBJECT- 1 DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for
::= { hrDeviceTypes 18 }

hr Devi ced ock OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for
::= { hrDeviceTypes 19 }

hr Devi ceVol ati | eMenory OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for
storage device."
::= { hrDeviceTypes 20 }

hr Devi ceNonVol ati | eMenory OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The device type identifier used for
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storage device."
::= { hrDeviceTypes 21 }

-- Registrations for some popular File Systemtypes,
-- for use with hrFSType.
hr FSTypes OBJECT IDENTIFIER ::= { hrDevice 9 }

hr FSO her OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used when no other
defined type is appropriate.”
.= { hrFSTypes 1 }

hr FSUnknown OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used when the type of
file systemis unknown."
.= { hrFSTypes 2}

hr FSBer kel eyFFS OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
Ber kel ey Fast File System™
.= { hrFSTypes 3}

hr FSSys5FS OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
SystemV File System™
::={ hrFSTypes 4 }

hr FSFat OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for
DOS' s FAT file system™
.= { hrFSTypes 5 }

hr FSHPFS OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for OS/2's
H gh Performance File System"”
.= { hrFSTypes 6 }
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hr FSHFS OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
Maci nt osh Hi erarchical File System"
.= { hrFSTypes 7 }

hr FSMS OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
Maci ntosh File System ™
.= { hrFSTypes 8 }

hr FSNTFS OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
W ndows NT File System"
.= { hrFSTypes 9 }

hr FSVNode OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
VNode File System™
::={ hrFSTypes 10 }

hr FSJour nal ed OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
Journaled File System™
::={ hrFSTypes 11 }

hr FSi s09660 OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
| SO 9660 File Systemfor CD s."
::={ hrFSTypes 12 }

hr FSRockRi dge OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
RockRi dge File Systemfor CD s."
::={ hrFSTypes 13 }
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hr FSNFS OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
NFS File System"
::={ hrFSTypes 14 }

hr FSNet war e OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
Netware File System"
::={ hrFSTypes 15 }

hr FSAFS OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
Andrew File System"
::={ hrFSTypes 16 }

hr FSDFS OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
OSF DCE Distributed File System"
::={ hrFSTypes 17 }

hr FSAppl eshare OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
Appl eShare File System'
::={ hrFSTypes 18 }

hr FSRFS OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
RFS File System"
::={ hrFSTypes 19 }

hr FSDGCFS OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
Dat a CGeneral DGCFS."
::={ hrFSTypes 20 }
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hr FSBFS OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
SVR4 Boot File System"
::={ hrFSTypes 21 }

hr FSFAT32 OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
W ndows FAT32 File System"
::={ hrFSTypes 22 }

hr FSLi nuxExt 2 OBJECT- | DENTI TY
STATUS current
DESCRI PTI ON
"The file systemtype identifier used for the
Li nux EXT2 File System"
::={ hrFSTypes 23 }

END
6. Internationalization Considerations

This M B has nmany objects that identify file-system pathnanes on the
managed host. Many file systens all ow pat hnanes to be encoded in a
variety of character sets (other than ASCI1), but do not support the
encodi ng of the actual character set used with the pathnane. The

i npl enentation strategy is that user interfaces (i.e. character-based
shells or graphical applications) will have configuration options
that control with which character set they will interpret and display
all pathnanes. This is often a per-user configuration (e.g. an

envi ronnent variable), so that users using different |anguages and
character sets on a nulti-user system may each work effectively with
their preferred character set. A human usually controls this
configuration. If an application is not configured or is configured
incorrectly, it will often have trouble displaying pathnanes in the

i ntended character set.

This situation made it inportant for this MB to handle two issues:

1) Pat hnane objects nust be able to transfer a variety of character
sets with potentially nulti-byte encodi ngs; and,
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2) HostM B agents will generally not be correctly configured for the
appropriate character set to be used for all files on the system
particularly on a systemw th multiple users using different
character sets. It was thus inpossible to mandate that the agent
tag pathnames with the character set in use.

These issues were solved with the introduction of the

I nternational Di splayString textual convention, which supports nulti-
byt e encodi ngs. Networ k managenment stations should use a | oca
algorithmto determ ne which character set is in use and how it
shoul d be displayed. It is expected that network managenent station
applications will rely on human configuration to choose which
character set in which to interpret International Di splayString

obj ects, much like an application running locally on that host.

7. Security Considerations

There are a nunber of nanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite. Such objects may be

consi dered sensitive or vulnerable in some network environnments. The
support for SET operations in a non-secure environnent w thout proper
protection can have a negative effect on system operations.

There are a nunber of nmnaged objects in this MB that may contain
sensitive information. The objects in the Running Software G oup |ist
i nformati on about running software on the system (including the
operating systemsoftware and version). Sone nmay w sh not to

di scl ose to others what software they are running. Further, an

i nventory of the running software and versions may be hel pful to an
attacker who hopes to exploit software bugs in certain applications.
The sane issues exist for the objects in the Installed Software

G oup.

It is thus inportant to control even GET access to these objects and
possibly to even encrypt the values of these object when sending them
over the network via SNMP. Not all versions of SNWMP provide features
for such a secure environment.

SNWPv1 by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using | PSec), even then, there is no
control as to who on the secure network is allowed to access and

GET/ SET (read/ change/create/del ete) the objects in this MB.

It is reconmended that the inplenenters consider the security
features as provided by the SNWPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [RFC2574] and the View
based Access Control Mdel RFC 2575 [RFC2575] is recomended.
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It is then a customer/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET

(change/ create/ del ete) them
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Intell ectual Property

The | ETF takes no position regarding the validity or scope of
any intellectual property or other rights that mght be
claimed to pertain to the inplenentation or use of the

technol ogy described in this docunent or the extent to which
any license under such rights might or m ght not be avail abl e;
neither does it represent that it has nade any effort to
identify any such rights. Information on the | ETF s
procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11.

Copies of clains of rights nade available for publication and
any assurances of |icenses to be nade available, or the result
of an attenpt nade to obtain a general |icense or perm ssion
for the use of such proprietary rights by inplenentors or
users of this specification can be obtained fromthe |IETF
Secretari at.

The IETF invites any interested party to bring to its
attention any copyrights, patents or patent applications, or
ot her proprietary rights which may cover technol ogy that may
be required to practice this standard. Please address the
information to the | ETF Executive Director
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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