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Abstract

Thi s docunment serves as a framework for Tel ephony Routing over IP
(TRIP), which supports the discovery and exchange of |P tel ephony
gateway routing tables between providers. The docunent defines the
probl em of tel ephony routing exchange, and notivates the need for the
protocol. It presents an architectural franmework for TRI P, defines
termn nol ogy, specifies the various protocol elenents and their
functions, overviews the services provided by the protocol, and

di scusses how it fits into the broader context of Internet telephony.
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nt roducti on

Thi s docunment serves as a framework for Tel ephony Routing over IP
(TRIP), which supports the discovery and exchange of |P tel ephony
gateway routing tables between providers. The docunent defines the
probl em of tel ephony routing exchange, and notivates the need for the
protocol. It presents an architectural franmework for TRI P, defines
tern nol ogy, specifies the various protocol elenents and their
functions, overviews the services provided by the protocol, and

di scusses how it fits into the broader context of Internet telephony.

2 Term nol ogy

We define the following ternms. Note that there are other definitions
for these terns, outside of the context of gateway |ocation. Cur
definitions aren’t general, but refer to the specific neaning here:

Gat eway: A device with sone sort of circuit switched network
connectivity and I P connectivity, capable of initiating and
terminating | P tel ephony signaling protocols, and capabl e of
initiating and term nating tel ephone network signaling
pr ot ocol s.

End User: The end user is usually (but not necessarily) a human
being, and is the party who is the ultinmate initiator or
reci pient of calls.

Calling Device: The calling device is a physical entity which has
| P connectivity. It is under the direction of an end user who
wi shes to place a call. The end user nmay or may not be directly
controlling the calling device. If the calling device is a PC
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the end user is directly controlling it. If, however, the
calling device is a tel ephony gateway, the end user may be
accessing it through a tel ephone.

Gat ekeeper: The H. 323 gat ekeeper el enent, defined in [1].

SIP Server: The Session Initiation Protocol proxy or redirect
server defined in [2].

Call Agent: The MSCP call agent, defined in [3].

GSTN: The d obal Switched Tel ephone Network, which is the worldw de
circuit switched network.

Signaling Server: A signaling server is an entity which is capable
of receiving and sendi ng signaling nessages for sone IP
t el ephony signaling protocol, such as H 323 or SIP. GCenerally
speaki ng, a signaling server is a gatekeeper, SIP server, or
call agent.

Location Server (LS): Alogical entity with I P connectivity which
has know edge of gateways that can be used to ternminate calls
towards the GSTN. The LS is the main entity that participates in
Tel ephony Routing over IP. The LS is generally a point of
contact for end users for conpleting calls to the tel ephony
network. An LS may al so be responsible for propagation of
gateway information to other LS s. An LS may be coresident with
an H. 323 gatekeeper or SIP server, but this is not required.

I nternet Tel ephony Adm nistrative Domain (I TAD): The set of
resources (gateways and Location Servers) under the control of a
single administrative authority. End users are custoners of an
| TAD.

Provi der: The administrator of an | TAD

Location Server Policy: The set of rules which dictate how a
| ocation server processes information it sends and receives via
TRIP. This includes rules for aggregating, propagating,
generating, and accepting informtion.

End User Policy: Preferences that an end user has about how a cal
towards the GSTN shoul d be rout ed.

Peers: Two LS s are peers when they have a persistent association
bet ween t hem over which gateway information i s exchanged.
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Internal peers: Peers that both reside within the sane | TAD.
External peers: Peers that reside within different | TADs.

Originating Location Server: A Location Server which first
generates a route to a gateway in its | TAD.

Tel ephony Routing Information Base (TRIB): The database of gateways
an LS builds up as a result of participation in TRIP.

3 Motivation and Probl em Definition

As | P tel ephony gateways grow in terms of nunbers and usage, managi ng
their operation will becomne increasingly conplex. One of the
difficult tasks is that of gateway |ocation, also known as gat eway
sel ection, path selection, gateway discovery, and gateway routing.
The problem occurs when a calling device (such as a tel ephony gat eway
or a PCwith IP tel ephony software) on an I P network needs to
conplete a call to a phone nunber that represents a ternminal on a
circuit switched tel ephone network. Since the intended target of the
call resides in a circuit switched network, and the caller is
initiating the call froman |IP host, a tel ephony gateway nust be
used. The gateway functions as a conversion point for nmedia and
signal i ng, converting between the protocols used on the IP network,
and those used in the circuit swtched network.

The gateway is, in essence, a relaying point for an application |ayer
signhaling protocol. There may be nany gateways which coul d possibly
conplete the call fromthe calling device on the IP network to the
called party on the circuit switched network. Choosing such a gateway
is a non-trivial process. It is conplicated because of the follow ng
i ssues:

Nunber of Candidate Gateways: It is anticipated that as IP
t el ephony becones wi dely depl oyed, the nunber of tel ephony

gat eways connecting the Internet to the GSTN will becone | arge.
Attachnment to the GSTN neans that the gateway will have
connectivity to the nearly one billion terninals reachable on

this network. This neans that every gateway could theoretically
complete a call to any terminal on the GSTN. As such, the
nunber of candi date gateways for conpleting a call may be very
| ar ge.

Busi ness Rel ationships: In reality, the ower of a gateway is
unlikely to nmake the gateway available to any user who wi shes to
connect to it. The gateway provides a useful service, and incurs
cost when conpleting calls towards the circuit sw tched network.
As a result, providers of gateways will, in many cases, wish to
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charge for use of these gateways. This may restrict usage of the
gateway to those users who have, in sonme fashion, an established
relationship with the gateway provider.

Provider Policy: In all Iikelihood, an end user who w shes to nake
use of a gateway service will not conpensate the gateway
provider directly. The end user may have a relationship with an
| P tel ephony service provider which acts as an internediary to
provi ders of gateways. The | P tel ephony service provider nay
have gateways of its own as well. In this case, the IP tel ephony
servi ce provider may have policies regarding the usage of
vari ous gateways from other providers by its custoners. These
policies nmust figure into the selection process.

End User Policy: In sonme cases, the end user nmay have specific
requi rements regarding the gateway selection. The end user nay
need a specific feature, or have a preference for a certain
provider. These need to be taken into account as well.

Capacity: All gateways are not created equal. Sone are | arge,
capabl e of supporting hundreds or even thousands of simultaneous
calls. Ohers, such as residential gateways, may only support
one or two calls. The process for selecting gateways shoul d
al | ow gateway capacity to play a role. It is particularly
desirable to support sone form of | oad bal anci ng across gat eways
based on their capacities.

Protocol and Feature Conpatibilities: The calling party may be
using a specific signaling or nmedia protocol that is not
supported by all gateways.

From these issues, it beconmes evident that the selection of a gateway
is driven in large part by the policies of various parties, and by
the rel ationshi ps established between these parties. As such, there
cannot be a global "directory of gateways" in which users | ook up
phone nunbers. Rather, information on availability of gateways nust
be exchanged by providers, and subject to policy, nade avail able
locally and then propagated to other providers. This would all ow each
provider to build up its own | ocal database of avail abl e gat eways -
such a database being very different for each provi der depending on

policy.

Fromthis, we can conclude that a protocol is needed between

adm ni strative domains for exchange of gateway routing information.
The protocol that provides these functions is Tel ephony Routing over
IP (TRIP). TRIP provides a specific set of functions:
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o Establishnment and mai nt enance of peering relationships between
provi ders;

o Exchange and synchroni zati on of tel ephony gateway routing
i nformati on between providers;

0o Prevention of stable routing |oops for |IP tel ephony signaling
protocol s;

o Propagation of |earned gateway routing infornmation to other
providers in a tinely and scal abl e fashi on

o Definition of the syntax and semantics of the data which
descri be tel ephony gat eway routes.

TRI P can be generally summari zed as an inter-domain |P tel ephony
gateway routing protocol

4 Rel ated Probl ens

At a high level, the problem TRI P sol ves appears to be a mappi ng
probl em given an input tel ephone nunber, determ ne, based on sone
criteria, the address of a tel ephony gateway. For this reason, the
gateway | ocation problemis often called a "phone nunber to IP
address translation problent. This is an over-sinplification,

however. There are at |east three separate problens, all of which can
be classified as a "phone nunber to |IP address translation problent,
and only one of which is addressed by TRIP:

0 G ven a phone nunber that corresponds to a terninal on a
circuit switched network, deternine the |IP address of a
gat eway capable of conpleting a call to that phone nunber.

o G ven a phone nunber that corresponds to a specific host on
the Internet (this host may have a phone nunber in order to
facilitate calls to it fromthe circuit sw tched network),
determne the I P address of this host.

o G ven a phone nunber that corresponds to a user of a termna
on a circuit switched network, determne the IP address of an
IP terminal which is owned by the sane user

The last of these three nmapping functions is useful for services
where the PC serves as an interface for the phone. One such service
is the delivery of an instant nmessage to a PC when the user’s phone
rings. To deliver this service, a switch in the GSINis routing a
call towards a phone nunmber. It wi shes to send an Instant Message to
the PC for this user. This switch nust sonehow have access to the IP
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network, in order to determine the I P address of the PC corresponding
to the user with the given phone nunber. The nmapping function is a
nane to address translation problem where the name happens to be
represented by a string of digits. Such a translation function is
best supported by directory protocols. This problemis not addressed
by TRIP.

The second of these mappings is needed to facilitate calls from
traditional phones to IP term nals. When a user on the GSTN wi shes to
call a user with a termnal on the IP network, they need to dial a
nunber identifying that termnal. This nunmber could be an |IP address.
However, | P addresses are often epheneral, assigned on demand by DHCP
[4] or by dialup network access servers using PPP [5]. The nunber
coul d be a hostname, obtained through some translation of groups of
nunbers to letters. However, this is cunbersonme. It has been proposed
instead to assign phone nunbers to IP tel ephony terminals. A caller
on the GSTN would then dial this nunber as they would any other. This
nunber serves as an alternate name for the IP termnal, in nmuch the
same way its hostname serves as a nanme. A switch in the GSTN nust
then access the I P network, and obtain the mapping fromthis nunber
to an I P address for the PC. Like the previous case, this problemis
a nanme to address translation problem and is best handled by a
directory protocol. It is not addressed by TRI P

The first mapping function, however, is fundanentally an address to
route translation problem It is this problemwhich is considered by
TRIP. As discussed in Section 3, this mappi hg depends on | ocal
factors such as policies and provider relationships. As a result, the
dat abase of avail able gateways is substantially different for each
provider, and needs to be built up through specific inter-provider
relationships. It is for this reason that a directory protocol is not
appropriate for TRIP, whereas it is appropriate for the others.

5 Rel ationship with BGP
TRIP can be classified as a close cousin of inter-donmain |IP routing
protocols, such as BGP [6]. However, there are inportant differences
bet ween BGP and TRIP

o TRIP runs at the application |ayer, not the network | ayer
where BGP resides.

o TRIP runs between servers which may be separated by nany

i nternmedi ate networks and | P service providers. BGP runs
bet ween routers that are usually adjacent.
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0o The information exchanged between TRI P peers describes routes
to application | ayer devices, not IP routers, as is done with
BGP.

o TRI P assunes the existence of an underlying IP transport
network. This neans that servers which exchange TRI P routing
i nformati on need not act as forwarders of signaling nmessages
that are routed based on this information. This is not true in
BGP, where the peers nust also act as forwarding points (or
nane an adj acent forwarding hop) for |P packets.

0 The purpose of TRIP is not to establish global connectivity

across all ITADs. It is perfectly reasonable for there to be
many small islands of TRIP connectivity. Each island
represents a closed set of adm nistrative rel ationships.
Furthernore, each island can still have conplete connectivity

to the entire GSTN. This is in sharp contrast to BGP, where
the goal is conplete connectivity across the Internet. If a
set of AS's are isolated fromsone other set because of a BGP
di sconnect, no I P network connectivity exists between them

0 Gateway routes are far nore conplex than IP routes (since they
reside at the application, not the network |layer), with many
nore paraneters which may descri be them

0 BGP exchanges prefixes which represent a portion of the IP
name space. TRI P exchanges phone nunber ranges, representing a
portion of the GSTN nunberi ng space. The organi zati on and
hi erarchies in these two nanespaces are different.

These differences neans that TRIP borrows many of the concepts from
BGP, but that it is still a different protocol with its own specific
set of functions.

6 Exanpl e Applications of TRIP

TRIP is a general purpose tool for exchanging |IP tel ephony routes

bet ween providers. TRIP does not, in any way, dictate the structure
or nature of the relationships between those providers. As a result,
TRIP has applications for a nunber of comon cases for |P tel ephony.

6.1 C earinghouses

A clearinghouse is a provider that serves as an exchange point

bet ween a nunber of other providers, called the nenbers of the

cl eari nghouse. Each nenber signs on with the cl earinghouse. As part
of the agreenent, the nenber nmakes their gateways available to the
ot her menbers of the cl earinghouse. I n exchange, the nmenbers have
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access to the gateways owned by the other nenbers of the

cl eari nghouse. When a gateway bel onging to one nenber nakes a call
the cl earinghouse plays a key role in determ ni ng which nenber
term nates the call.

TRI P can be applied here as the tool for exchanging routes between
t he nenbers and the cl earinghouse. This is shown in Figure 1.

There are 6 nmenber conpanies, ML through M. Each uses TRIP to send
and receive gateway routes with the cl earinghouse provider

6. 2 Confederations
W refer to a confederation as a group of providers which all agree
to share gateways with each other in a full mesh, w thout using a
central clearinghouse. Such a configuration is shown in Figure 2.
TRIP woul d run between each pair of providers.

6.3 Gat eway Whol esal ers

I I
| ML | TRI P TR P | M|
I |\ I I /] I
______ \ | | /| ao----
L T A \ /]

______ [ |----/ ..
| | | _ | | |
| MB [-------- | Cearinghouse|-------- | V4
I I I I I I

______ [ | ----\ ..

e \

______ / \  me----

I / \ I

Figure 1: TRIP in the C earinghouse Application
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| M| | M
I I Il I
______ N A
I \/ I
| I\ | <----- TRI P
______ /2
I |/ Vi I
| M8 | | M

Figure 2: TRIP for Confederations
In this application, there are a nunber of |arge providers of
t el ephony gateways. Each of these resells its gateway services to
medi um si zed providers. These, in turn, resell to |ocal providers who

sell directly to consuners. This is effectively a pyram dal
rel ati onship, as shown in Figure 3.

Figure 3: TRIP for Wol esal ers

Note that in this exanple, provider M resells gateways from both M
and MB.
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7 Architecture

Figure 4 gives the overall architecture of TRIP

| TAD1 | TAD2
| | | |
|- | | cese ]
|1 oW | | | EU |
[REEEER P PE | e e
| | LS| =rmrmrmeaeaees | Ls | |
| eee e TP U
|1 aw| | /| | EU |
|- | I e
| | I |
__________________ / e
/
/
_________ [ omme oo
|
| Ls |
[ e\
. || .

E

Figure 4: TRIP Architecture

There are a nunber of Internet Tel ephony adm nistrative donains

(I TAD s), each of which has at |east one Location Server (LS). The
LS s, through an out-of-band neans, called the intra-domain protocol

| earn about the gateways in their domain. The intra-domain protocol
is represented by the lines between the GWNand LS elenments in | TAD1
in the Figure. The LS s have associations with other LS s, over which
t hey exchange gateway information. These associ ations are established
adm ni stratively, and are set up when the IT admi nistrative domains
have sonme kind of agreenents in place regardi ng exchange of gateway
information. In the figure, the LSin ITAD1 is connected to the LS in
| TAD2, which is in turn connected to the LS in | TAD3. Through

Tel ephony Routing over IP (TRIP), the LS in ITAD2 | earns about the
two gateways in I TAD1. This information is accessed by end users
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(EUs) in I TAD2 through the front-end. The front-end is a non-TRI P
protocol or nechani sm by which the LS databases are accessed. In

| TAD3, there are both EUs and gateways. The LS in | TAD3 | earns about
the gateways in I TAD1 through a potentially aggregated adverti senent
fromthe LS in | TAD2.

8 El enents

The architecture in Figure 4 consists of a nunber of elenents. These
include the IT admi nistrative domai n, end user, gateway, and |ocation
server.

8.1 I|IT Adnministrative Domain

An I T administrative domain consists of zero or nore gateways, at

| east one Location Server, and zero or nore end users. The gateways
and LS s are those which are under the adm nistrative control of a
single authority. This means that there is one authority responsible
for dictating the policies and configuration of the gateways and

LS s.

An I T administrative domain need not be the same as an autononous
system Wile an AS represents a set of physically connected

networks, an I T adm nistrative domain nay consi st of elenments on
di sparate networks, and even within disparate autononbus systens.

The end users within an IT administrative domain are effectively the
custoners of that I T adm nistrative domain. They are interested in
conpleting calls towards the tel ephone network, and thus need access
to gateways. An end user may be a custoner of one IT administrative
domain for one call, and then a custoner of a different one for the
next call.

An I T administrative domain need not have any gateways. In this case,
its LS | earns about gateways in other donains, and nakes these
available to the end users within its domain. In this case, the IT
administrative domain is effectively a virtual |P tel ephony gateway
provider. This is because it provides gateway service, but nay not
actually own or admi nister any gateways.

An I T administrative domain need not have any end users. In this
case, it provides "whol esal e" gateway service, nmaking its gateways
available to custoners in other |IT adm nistrative donains.

An | T adm nistrative dormai n need not have gateways nor end users. In
this case, the ITAD only has LS s. The ITAD acts as a reseller,

| ear ni ng about ot her gateways, and then aggregati ng and propagating
this information to other | TAD s which do have custoners.
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8.2 Gat eway

A gateway is a |ogical device which has both IP connectivity and
connectivity to sone other network, usually a public or private

t el ephone network. The function of the gateway is to translate the
medi a and signaling protocols fromone network technology to the
ot her, achieving a transparent connection for the users of the
system

A gateway has a nunber of attributes which characterize the service
it provides. Mdst fundanental anobng these are the range of phone
nunbers to which it is willing to provide service. This range may be
broken into subranges, and associated with each, sone cost netric or
cost token. This token indicates sone notion of cost or preference
for conpleting calls for this part of the tel ephone nunber range.

A gateway has attributes which characterize the volune of service
which it can provide. These include the nunber of ports it has (i.e.,
t he nunber of simnultaneous phone calls it can support), and the
access |link speed. These two together represent sone notion of the
capacity of the gateway. The netric is useful for allow ng Location
Servers to decide to route calls to gateways in proportion to the

val ue of the netric, thus achieving a sinple formof |oad bal anci ng.

A gateway al so has attributes which characterize the type of service
it provides. This includes, but is not limted to, signaling
protocol s supported, telephony features provided, speech codecs
under st ood, and encryption algorithns which are inpl enented. These
attributes may be inportant in selecting a gateway. In the absence of
baseline required features across all gateways (an adnirable, but
difficult goal), such a set of attributes is required in order to

sel ect a gateway with which comruni cati ons can be established. End
users which have specific requirenents for the call (such as a user
requesting a business class call, in which case certain call features
may need to be supported) may wi sh to nake use of such information as
wel | .

Sone of these attributes are transported in TRIP to describe
gateways, and others are not. This depends on whether the netric can
be reasonably aggregated, and whether it is sonething which nmust be
conveyed in TRIP before the call is set up (as opposed to negoti at ed
or exchanged by the signaling protocols thenselves). The phil osophy
of TRIP is to keep it sinple, and to favor scalability above
abundance of information. TRIP s attribute set is readily extensible.
Fl ags provide infornmation that allow unknown attributes to be
reasonably processed by an LS.
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8.3 End Users

An end user is an entity (usually a human bei ng) which w shes to
conplete a call through a gateway froman IP network to a terninal on
a tel ephone network. An end user nay be a user logged on at a PCwith
some Internet tel ephony software. The end user may al so be connected
to the IP network through an ingress tel ephone gateway, which the
user accessed fromtel ephone handset. This is the case for what is
referred to as "phone to phone" service with the IP network used for

i nt erexchange transport.

End users may, or may not be aware that there is a tel ephony routing
servi ce runni ng when they conplete a call towards the tel ephone
network. In cases where they are aware, end users nay have
preferences for how a call is conpleted. These preferences m ght

i nclude call features which nmust be supported, quality netrics, owner
or adm ni strator, and cost preferences.

TRI P does not dictate how t hese preferences are conbi ned with those
of the provider to yield the final gateway selection. Nor does TR P
support the transport of these preferences to the LS. This transport
can be acconplished using the front end, or by some non-protocol
neans.

8.4 Location Server

The Location Server (LS) is the main functional entity of TRIP. It

is a logical device which has access to a database of gateways,

call ed the Tel ephony Routing Information Base (TRIB). This database

of gateways is constructed by conbining the set of locally avail able
gateways and the set of renote gateways (learned through TRI P) based
on policy. The LS also exports a set of gateways to its peer LS s in
other I TAD s. The set of exported gateways is constructed fromthe set
of local gateways and the set of renpte gateways (I|earned through
TRI P) based on policy. As such, policy plays a central role in the LS
operation. This flow of information is shown in Figure 5.
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| I ntra-domai n protocol

\
Local
Gat eways
TRI P--> Gateways PCLI CY Gat eways -->TRI P
I N Qut
I
\

Tel ephony Routi ng
I nformati on Base

Figure 5: Flow of Information in TRIP

The TRIB built up in the LS allows it to make decisions about |IP

tel ephony call routing. When a signaling nessage arrives at a
signaling server, destined for a tel ephone network address, the LS s
dat abase can provide informati on which is useful for determning a
gateway or an additional signaling server to forward the signaling
nmessage to. For this reason, an LS may be coresident with a signaling
server. Wen they are not coresident, some neans of contmunication
between the LS and the signaling server is needed. This comuni cation
is not specifically addressed by TRIP, although it is possible that
TRIP night neet the needs of such a protocol

An | TAD nust have at |east one LS in order to participate in TRIP.

An | TAD may have nore than one LS, for purposes of |oad bal anci ng,
ease of managenent, or any other reason. In that case, communi cations
between these LS s may need to take place in order to synchronize

dat abases and share information | earned fromexternal peers. This is
often referred to as the interior conponent of an inter-domin
protocol. TRIP includes such a functi on.

Figure 5 shows an LS | earni ng about gateways within the | TAD by neans
of an intra-donain protocol. There need not be an intra-domin
protocol. An LS may operate wi thout know edge of any locally run
gateways. O, it may know of locally run gateways, but through static
configuration. An LS may al so be co-resident with a gateway, in which
case it would know about the gateway that it is co-resident with.
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9 Elenent Interactions
9.1 Gateways and Location Servers

Gat eways nust sonehow propagate information about their
characteristics to an LS within the same I TAD. This LS may, in turn,
further propagate this information outside of the | TAD by neans of
TRIP. This LS is called an originating LS for that gateway. \Wen an
LS nis not coresident with the gateway, the neans by which the

i nformati on gets propagated is not within the scope of TRIP. The
protocol used to acconplish this is generally called an intra-donain
pr ot ocol .

One way in which the informati on can be propagated is with the
Service Location Protocol (SLP) [7]. The gateway can contain a
Service Agent (SA), and the LS can act as a Directory Agent (DA). SLP
defines procedures by which service information is automatically
propagated to DA's from SA's. In this fashion, an LS can | earn about
gateways in the | TAD

An alternate nechanismfor the intra-domain protocol is via the

regi stration procedures of SIP or H 323. The registration procedures
provi de a neans by which users inform a gatekeeper or SIP server
about their address. Such a registration procedure could be extended
to allow a gateway to effectively register as well

LDAP [8] mi ght also be used for the intra-domain protocol. A gateway
can use LDAP to add an entry for itself into the database. If the LS
al so plays the role of the LDAP server, it will be able to learn

about all those gateways in its | TAD

The intra-domain protocol which is used may be different fromIT

admi ni strative domain to I T adm ni strative domain, and is a matter of
| ocal configuration. There nmay al so be nore than one intra-donain
protocol in a particular ITAD. An LS can also function w thout an
intra-donmain protocol. It may | earn about gateways through static
configuration, or may not know of any | ocal gateways.

9.2 Location Server to Location Server

The interaction between LS s is what is defined by TRIP. LS s within
the same | TAD use TRIP to synchronize informati on anongst thensel ves.
LS s within different 1 TADs use TRIP to exchange gateway infornation
according to policy. In the forner case the LS s are referred to as
internal peers, and in the latter case, external peers.
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LS s comuni cate with each other through persistent associations. An
LS may be connected to one or nore other LS s. LS s need not be
physical ly adjacent or part of the sane autononobus system The
associ ation between a pair of LS s is normally set up
admnistratively. Two LS s are configured to comunicate with each
ot her when their administrators have an agreenent in place to
exchange gateway information. While TRI P does not provide an

aut odi scovery procedure for peer LS s to discover each other, one
coul d possibly be used. Such a procedure m ght be useful for finding
a backup peer LS when a crash occurs. Alternatively, in an

envi ronnent where the business rel ationshi ps between peers becone
nmor e standardi zed, peers night be allowed to discover each other

t hrough protocols |Iike the Service Location Protocol (SLP) [9].

Det ermi nati on about whether autodi scovery should or should not be
used is at the discretion of the adm nistrator

The syntax and semantics of the nessages exchanged over the
associ ati on between LS s are dictated by TRIP. The protocol does not
dictate the nature of the agreenents which nust be in place. TRIP
nmerely provides a transport nmeans to exchange what ever gateway
routing information is deenmed appropriate by the administrators of
the system Details are provided in the TRIP protocol specification
itself.

The rul es which govern which gateway i nformation is generated,
propagat ed, and accepted by a gateway is called a |ocation server
policy. TRIP does not dictate or nmandate any specific policy.

9.2.1 Nature of Exchanged | nfornation

The informati on exchanged by the LS s is a set of routing objects.
Each routing object minimally consists of a range of tel ephone
nunbers which are reachable, and an I P address or host nane which is
the application-layer "next hop" towards a gateway which can reach
that range. Routing objects are |learned fromthe intra-domain
protocol, static configuration, or fromLS s in renmote I TAD s. An LS
may aggregate these routing objects together (nerging ranges of

t el ephone nunbers, and replacing the IP address with its own IP
address, or with the I P address of a signaling server with which the
LS is communi cating) and then propagate themto another LS. The
deci si on about which objects to aggregate and propagate is known as a
route sel ection operation. The administrator has great latitude in
sel ecti ng which objects to aggregate and propagate, so long as they
are within the bounds of correct protocol operation (i.e., no |oops
are forned). The selection can be made based on information | earned
through TRI P, or through any out of band neans.
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A routing object may have additional information which characterizes
the service at the gateway. These attributes include things |ike
protocols, features supported, and capacity. G eater nunbers of

attri butes can provide useful information, however, they cone at a
cost. Aggregation becones difficult with nore and nore information

i npacting the scalability of the protocol.

Aggregation plays a central role in TRIP. In order to facilitate
scal ability, routing objects can be conbined into | arger aggregates
bef ore bei ng propagated. The nechani sms by which this is done are
specified in TRIP. Aggregation of application |ayer routes to
gateways is a non-trivial problem There is a fundanental tradeoff
bet ween aggregatability and verbosity. The nore information that is
present in a TRIP routing object, the nore difficult it is to

aggr egat e.

Consi der a sinple exanple of two gateways, A and B, capabl e of
reachi ng sone set of telephone nunbers, X and Y, respectively. Cis
an LS for the ITADin which A and B are resident. Clearns of A and B
t hrough sone other nmeans. As it turns out, X and Y can be conbi ned
into a single address range, Z. C has several options. It can
propagate just the advertisenment for A just the advertisenent for B
propagate both, or conbine them and propagate the aggregate
advertisenent. In this case C chooses the latter approach, and sends
a single routing object to one of its peers, D, containing address
range Z and its own address, since it is also a signaling server. D
is also a signaling server

Sone calling device, E, wishes to place a phone call to tel ephone
nunber T, which happens to be in the address range X. E is configured
to use D as its default H 323 gatekeeper. So, E sends a call setup
nmessage to D, containing destination address T. D deternines that the
address T is within the range Z. As D had received a routing object
from C contai ning address range Z, it forwards the call setup nessage
to C. C in turn, sees that Tis within range X, and so it forwards
the call setup to A, which terminates the call signaling and
initiates a call towards the tel ephone network.

9.2.2 Quality of Service

One of the factors which is useful to consider when selecting a
gateway is "QS" - will a call through this gateway suffer
sufficiently low loss, delay, and jitter? The quality of a cal
depends on two conponents - the QoS on the path between the caller
and gateway, and the capacity of the gateway itself (measured in
terns of nunber of circuits available, Iink capacity, DSP resources,
etc.). Deternmination of the latter requires intricate know edge of

Rosenberg & Schul zri nne | nf or mat i onal [ Page 18]



RFC 2871 TRI P Fr anmewor k June 2000

under | yi ng network topol ogies, and of where the caller is |ocated.
This is something handl ed by QoS routing protocols, and is outside
the scope of TRIP.

However, gateway capacity is not dependent on the caller |ocation or
path characteristics. For this reason, a capacity netric of some form
is supported by TRIP. This netric represents the static capacity of
the gateway, not the dynanic avail able capacity which varies

conti nuously during the gateways operation. LS s can use this nmetric
as a neans of |oad bal ancing of calls anbng gateways. It can al so be
used as an input to any other policy decision.

9.2.3 Cost Information

10

10.

Anot her useful attribute to propagate is a pricing nmetric. This m ght
represent the ampunt a particul ar gateway night charge for a call.
The netric can be an index into a table that defines a pricing
structure according to a pre-existing business arrangenent, or it can
contain a representation of the price itself. TRIP itself does not
define a pricing metric, but one can and shoul d be defined as an
extension. Using an extension for pricing neans nore than one such
metric can be defined.

The Front End

As a result of TRIP, the LS builds up a database (the TRI B) of
gateway routes. This information is nade available to various
entities within the 1 TAD. The way in which this information is nade
available is called the front end. It is the visible means by which
TRI P services are exposed outside of the protocol.

1 Front End Custoners

There are several entities which mght use the front end to access
the TRIB. These include, but are not linited to:

Signaling Servers: Signaling servers receive signaling nessages
(such as H. 323 or SIP nessages) whose purpose is the initiation
of I P telephony calls. The destination address of these calls
may be a phone nunber corresponding to a term nal on the GSTN
In order to route these calls to an appropriate gateway, the
signaling server will need access to the database built up in
t he LS.

End Users: End users can directly query the LS to get routing
information. This allows themto provide detailed infornmation on
their requirenents. They can then go and contact the next hop
signaling server or gateway towards that phone nunber.
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10.

Adm nistrators: Adnministrators may need to access the TRIB for
nmai nt enance and managenent functions.

Wien a signaling server contacts the LS to route a phone nunber, it
is usually doing so because a calling device (on behalf of an end
user) has attenpted to set up a call. As a result, signaling servers
effectively act as proxies for end users when accessing the LS

dat abase. The conmuni cati on between the calling devices and their
proxies (the signaling servers) is through the signaling protocol.

The advantage of this proxy approach is that the actual LS
interaction is hidden fromthe calling device. Therefore, whether the
call is to a phone nunber or IP address is irrelevant. The routing in
the case of phone nunbers takes place transparently. Proxy node is

al so advant ageous for thin clients (such as standal one |IP tel ephones)
whi ch do not have the interfaces or processing power for a direct
query of the LS

The di sadvantage of the proxy approach is the sanme as its advantage -
the LS interaction is hidden fromthe calling device (and thus the
end user). In sone cases, the end user nay have requirenments as to
how they would like the call to be routed. These include preferences
about cost, quality, adnministrator, or call services and protocols.
These requirenents are called the end user policy. In the proxy
approach, the user effectively accesses the service through the
signaling protocol. The signaling protocol is not likely to be able
to support expression of conplex call routing preferences from end
users (note however, that SIP does support some formnms of caller
preferences for call routing [10]). Therefore, direct access fromthe
end user to the LS can provide nuch richer call routing services.

When the end user policy is presented to the LS (either directly or
through the signaling protocol), it is at the discretion of the LS
how to nmake use of it. The location server may have its own policies
regardi ng how end user preferences are handl ed.

2 Front End Protocols

There are nunerous protocols that can be used in the front end to
access the LS database. TRIP does not specify or restrict the
possibilities for the front end. It is not clear that it is necessary
or even desirable for there to be a single standard for the front

end. The various protocols have their strengths and weaknesses. One
may be the right solution in sone cases, and another in different
cases.
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Sone of the possible protocols for the front end are:

Service Location Protocol (SLP): SLP has been designed to fit
exactly this kind of function. SLP is ideal for |ocating servers
described by a set of attributes. In this case, the server is a
gateway (or next hop towards the gateway), and the attributes
are the end user policy. The end user is an SLP UA, and the LS
is an SLP DA. The Service Query is used to ask for a gateway
with a particular set of attributes.

Open Settlenments Protocol (OSP): OSP [11] is a client server

protocol. It allows the client to query a server with a phone
nunber, and get back the address of a next hop, along with
aut hori zation tokens to use for the call. In this case, the

server can be an LS. The routing table it uses to respond to OSP
queries is the one built up using TRIP.

Li ghtwei ght Directory Access Protocol (LDAP): LDAP is used for
accessing distributed databases. Since the LS server contains a
dat abase, LDAP could be used to query it.

Web Page: The LS could have a web front end. Users could enter
queries into a form and the matching gateways returned in the
response. This access mechanismis nore appropriate for human
access, however. A signaling server would not |ikely access the
front end through a web page.

TRIP: The protocol s di scussed above are all of the query-response
type. There is no reason why the LS access nust be of this form
It is perfectly acceptable for the access to be through conplete
dat abase synchroni zation, so that the entity accessing the LS
dat abase effectively has a full copy of it. If this approach
were desired, TRIP itself is an appropriate mechanism This
approach has obvi ous drawbacks, but nothing precludes it from
bei ng done.

11 Nunber Transl ati ons

The nodel for TRIP is that of many gateways, each of which is willing
to terminate calls towards sonme set of phone nunbers. Oten, this set
will be based on the set of tel ephone nunbers which are in close
geographic proxinmity to the gateway. For exanple, a gateway in New
York mght be willing to terminate calls to the 212 and 718 area
codes. O course, it is up to the administrator to decide on what
phone nunbers the gateway is willing to call.
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However, certain phone nunbers don’t represent GSTN terninals at all
but rather they represent services or virtual addresses. An exanple
of such nunbers are freephone and LNP nunbers. In the tel ephone
network, these are actually mapped to routabl e tel ephone nunbers,

of ten based on conplex fornmulae. A classic exanple is tine-of-day-
based transl ation

Wil e nothing prevents a gateway from advertising reachability to

t hese kinds of nunbers, this usage is highly discouraged. Since TRIP
is arouting protocol, the routes it propagates should be to routable
nunbers, not to nanmes which are eventually translated to routable
nunbers. Numerous problens arise when TRIP is used to propagate
routes to these nunbers:

o Oten, these nunbers have only local significance. Calls to a
freephone nunber made from New York might termnate in a New
York office of a conpany, while calls nmade from California
wWill termnate in a California branch. If this freephone
nunber is injected into TRIP by a gateway in New York, it
could be propagated to other LS s with end users in
California. If this route is used, calls may be not be routed
as intended.

o The call signaling paths night be very suboptinmal. Consider a
gateway in New York that advertises a ported nunber that maps
to a phone in California. This nunber is propagated by TRIP,
eventually being |l earned by an LS with end users in
California. Wien one of themdials this nunber, the call is
routed over the IP network towards New York, where it hits the
gateway, and then is routed over the GSTN back to California.
This is a waste of resources. Had the ported nunmber been
transl ated before the gateway routing function was invoked, a
California gateway coul d have been accessed directly.

As aresult, it is nore efficient to performtranslations of these
speci al nunbers before the LS routing databases are accessed. How
this translation is done is outside the scope of TRIP. It can be
acconpl i shed by the calling device before making the call, or by a
signaling server before it accesses the LS database.

Security Considerations

Security is an inportant conponent in TRIP. The TRI P nodel assunes a
| evel of trust between peer LS s that exchange information. This
information is used to propagate informati on which determ nes where
calls will be routed. If this infornmation were incorrect, it could
cause conplete misrouting of calls. This enables a significant denial
of service attack. The information m ght al so be propagated to ot her
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| TADs, causing the problemto potentially spread. As a result, nmutual
authentication of peer LS s is critical. Furthernore, nessage
integrity is required.

TRI P nessages nmay contain potentially sensitive information. They
represent the routing capabilities of an | TAD. Such information m ght
be used by corporate conpetitors to determi ne the network topol ogy
and capacity of the ITAD. As a result, encryption of nessages is also
supported in TRIP.

As routing objects can be passed via one LS to another, there is a
need for some sort of end to end authentication as well. However,
aggregation will cause the routing objects to be nodified, and
therefore authentication can only take place fromthe point of |ast
aggregation to the receiving LS s.
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