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I mpl erent ati on Notes and Experience for
The Internet Ethernet MB

Status of this Meno

This meno provides information for the Internet conmunity. |t does
not specify an Internet standard. Distribution of this nmeno is
unlimted.
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1. Introduction

The Ethernet M B Working group has been tasked with the follow ng two
work itens:

1) Develop a docunent explaining the rationale for assigning
MANDATORY status to MB vari abl es which are optional in
the rel evant | EEE 802. 3 specification (the technical
basis for the Internet Ethernet MB). This shall not be a
st andards-track docunent.

(2) Develop an inplenentation report on the Ethernet MB.
This report shall cover MB variables which are
i npl enented in both Ethernet interface chips, and in
software (i.e., drivers), and discuss the issues
pertaining to both. This report shall also sunmarize
field experience with the MB variables, especially
concentrating on those variables which are in dispute.
Thi s docunment shall not be a standards-track docunent.
While the Ethernet MB is progressing through the
st andar di zati on process, this docunment shall be
periodically updated to reflect the |l atest inplenentation
and operational experience.
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This docunent reflects the currently known status of 11 diffe
i npl erentations of the MB by 7 different vendors on 7 different
Et hernet interface chips.

Observati ons

ber 1992

rent

There are sonme interesting points to be noted fromthis information:

1)

2)

A

B)

©)

D)

E)

Only 4 variables are actually inplenented in al
i npl ementations: AlignmentErrors, FCSErrors,
Excessi veCol l i sions and | nternal MacTransm t Errors.

There were another five variables inplenented in all but
one of the reported inplenentations,

Si ngl eCol I'i si onFrames, MiltipleCollisionFranes,

Lat eCol Ii si ons, FraneToolLongs, and Carrier SenseErrors.

Three of these variables exist in inplenentations that
use the sane chip as the inplenmentation that does not
contain the variable. Specifically:

Si ngl eCol I'i si onFrames is not inplenented in

i npl ement ati on nunber 3, which uses the AVMD LANCE
However, other AMD LANCE inplenmentations (7, 8, and 10)
do inplenment the variable, inplying that it is
avai | abl e on the LANCE

Mul ti pl eCollisionFrames is not inplemented in

i npl ement ati on nunber 3, which uses the AVMD LANCE
However, other AMD LANCE inplenmentations (7, 8, and 10)
do inplenment the variable, inplying that it is
avai | abl e on the LANCE

LateCol lisions is not inplenented in inplenentation
nunber 1, which uses the Intel 82586. However, another
Intel 82586 based inplenentation (11) does inpl enment
the variable, inplying that it is available on the
Intel 82586.

CarrierSenseErrors is not inplenented on inplenentation
nunber 2, which is based on the Fujitsu 86950 chip.
However, there is only one inplenentation based on this
chip and | have not been able to |ocate a data sheet on
this part so no conclusion can be drawn at this tinme.

FrameTooLongs is not inplenmented on inplenmentation
nunber 5, which is based on the National N C 8390 chi p.
However, there is only one inplenentation based on this
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chip and | have not been able to |ocate a data sheet on
this part. It should also be noted that this variable
is easily nmaintained by software as a "driver-1|evel"
functi on.

(3) O the 22 variables in the MB, 11, or 1/2 of the
vari abl es, were inplenented in about 1/2 or less of the
i mpl enent ati ons.

4) The nunber of variables inplenmented per inplenentation
ranges froma low of 11 to a high of 16. The average
nunmber of variables truly inplenented is 12.8.

5) The | EEE 802. 3 encapsul ati on-specific variabl es
(I nRangeLengt hErrors, and Qut O RangeLengt hFi el ds) are in
2 and O inplenmentations respectively.

3. Concl usi ons
Fromthis, the author concludes that:

The control variables (IntializeMAC, etc.) are not widely
i npl enented, but this may be due to an aversion to inplenenting
writable variables until security is in place.

One vendor has stated that the reason that these variables were not
i npl enented was that the vendor did not believe the variables to be
useful, and that they were hard to inplenent. Furthernore, this
vendor has recomended dropping the variables entirely.

The two | EEE 802. 3 encapsul ati on variabl es (1 nRangeLengt hErrors and
Qut O RangelLengt hFi el ds) are barely inplenmented. In Santa Fe, the
Wor ki ng group di scussed noving themto an optional, 802.3 specific,
group. The author believes that this is justified by this

i mpl enent ati on dat a.

The collision histogramvariables are also barely inplenmented. They
should be in their own optional group -- and they are.

O the remaining 13 statistical variables, 9 of themare in 10 or 11
i mpl enentations. This is good.

Two of them (SQETestErrors and ExcessiveDeferrals) are in 3 and 1
i npl emrent ati ons, respectively. This is bad.

The remai ning vari abl es (DeferredTransm ssions and
I nt er nal MacRecei veErrors) are in 8 or 9 inplenentations.

Kast enhol z [ Page 3]



RFC 1369 Et hernet M B | npl ement ati ons Cct ober 1992

It should be noted that one of the two systens that do not inplenent
Def erredTransni ssions is based on the AMD LANCE, and ot her AMD LANCE
based systens do inplenment this counter, leading to the concl usion
that DeferredTransni ssions could easily be on all but one of the

i npl enent ati ons.

The ot her such variable, Internal MacReceiveErrors, is a genera
catchall for all other errors. If no other errors are detected by the
hardware or software then returning O for the counter is perfectly
accept abl e.

This all seens to inply either

1) Splitting the statistics group into two groups, one of
whi ch is optional and contains SQETestErrors and
Excessi veDeferral s, or

2) Elimnating SQETestErrors and ExcessiveDeferrals) from
the M B.

The variables with 8 or 9 inplenmentations are a bit nore probl ematic.
They are inplemented in nore than 2/3s of the inplenentations, but it
may not be appropriate to call this wi despread inplenmentation
However, it seens to be safe to conclude that the non-inplenmentations
of these variables is due to local inplenentation considerations
rather than a fundanmental |ack of support for the variable.

4. Fi nal Action

After consideration at the San Diego | ETF Meeting on 17 March 1992,
the Et hernet M B Wrking Goup nmade the foll ow ng reconmendati ons:

1) The dot 3Test Tdr Val ue object will be deprecated fromthe
standard mb. There are effectively no inplenentations
of this object, and sone chips were reported to return an
i ncorrect value for the TDR count.

2) The dot 3St at sl nRangeLengt hErrors object and the
dot 3St at sQut OF RangeLengt hFi el ds object will be deprecated
fromthe MB. These objects were not wi dely inplenmented
and their utility in diagnosing network problens was
strongly questioned.

3) The dot3lnitializeMac object, the dot3MacSublLayer St at us
obj ect, the dot3MilticastReceiveStatus object, and the
dot 3TxEnabl ed object will be deprecated fromthe MB.
These objects were not widely inplenmented and their
utility in diagnosing network problens was strongly
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questi oned.

4) The dot 3St at sexcessi veDeferrals object will be deprecated

fromthe MB. Only one systeminplenented this object.
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Furthermore, its exact definition was called into question

5) The dot 3St at sSQETest Errors obj ect received few
i npl enentati ons. However, the working group strongly
supported its retention in the MB on the basis that
certain forms of transceiver and cable errors that are
not unconmon can only be detected with this counter.

6) The collision histogramtable (dot3Coll Table) will be
kept as an optional group, even though the objects are
not widely inplenmented nor is there hardware support on
all reported chips.

| mpl emrent ati on Dat a

The followi ng raw data has been provided by vendors, each devel opi ng
an inplenentation of the Ethernet MB. Each reported inplenentation

has a separate colum in the followi ng table. For each

i npl enentation/M B Variable, a single character code has been entered

i ndicating the rough inplenmentation status of the variable.
codes are:

Y Fully inplenmented, reports a truthful count, or
i ndication of state. Al values nmay be witten to the
vari able with the expected action occurring.

N Not inplenented at all. Wuld return a noSuchNanme error
i f accessed.

C I mpl erented but returns a constant value for gets and
returns a badValue error for any set attenpt to set the
variable to a value other than this constant (witable
vari abl es only).
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M B | mpl enent ati on

Variable 1 2 3 4 5 6 7 8 9 10 11 Yesses
InitializeMac C C Y Y Y Y Y CrT CI N Y 6
MacSubLayerStatus C C Y Y Y Y Y C7T CfI N C 5
Mul ti cast ReceiveStatus C C Y C3Y C C CrCfrT N C 2
TxEnabled C C Y Y Y Y Y C7r C7T N C 5
TestTdrValue C 1 C C4C C C 4 C4 N C 1
AlignmentErrors Y Y Y Y Y Y Y Y Y Y Y 11
FCSErrors Y Y Y Y Y Y Y Y Y Y Y 11
SingleCollisionFranmes Y Y Y N Y Y Y Y Y Y Y 10
MultipleCollisionFrames Y Y Y N Y Y Y Y Y Y Y 10
SQETestErrors Y C C C Y C €C € C Yy C 3
DeferredTransmssions Y C Y N Y Y Y Y Y Y Y 9
LateCollisions C Y Y Y Y Y Y Y Y Y Y 10
ExcessiveCollisions Y Y Y Y Y Y Y Y Y Y Y 11
Internal MacTransmtErrors Y Y Y Y Y Y Y Y Y Y Y 11
CarrierSenseErrors Y C Y Y Y Y Y Y Y Y Y 10
ExcessiveDeferral s C C Y C C C C C C N C 1
FrameTooLongs ¥ Y2 Y Y C Y Y Y Y Y Y 10
| nRangeLengthErrors C C C N6 C Y Y C C N C 2
Qut OF RangeLengthFields C C C C6C C C C C N C ©O0
I nternal MacReceiveErrors Y Y Y Y Y C C Y Y Y C 8
CollCount Y Y C N N N N CC NY 3
Coll Frequencies Y Y C N N N N C C N Y 3

Yesses 13 11 16 11 15 14 14 11 11 12 13

Not es:

1 does not inplenent TDR test, but reports TDR from | ast
col l'i si on!

2 Not supported by the chip, detected solely in software.
3 But set to disabled(2) -> badVal ue

4 Underlying TDR function not inplenmented on this chip.

5 Only counts frames too short though
6 Due to Ethernet encapsul ation
7 | mpl ement ati on does not support set operations but

reports the correct value for these.
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The inmpl enentati ons are:

I mpl enrent ati on
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6. Security Considerations

Et hernet M B | npl ement ati ons
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Chip

I ntel 82586
Fujitsu 86950
Soni ¢

AMD Lance
Nati onal N C 8390C
I ntel 82596
AMD Lance
AMD Lance
AMD | LACC
AMD Lance

I ntel 82586

Security issues are not discussed in this neno.
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