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Abstract

Thi s docunent proposes several new ciphersuites. At present, the
symmetric ciphers supported by Transport Layer Security (TLS) are
RC2, RC4, International Data Encryption Al gorithm (I DEA), Data
Encryption Standard (DES), and triple DES. The protocol would be
enhanced by the addition of Advanced Encryption Standard (AES)

ci phersuites.

Overvi ew

At present, the symetric ciphers supported by TLS are RC2, R4,
| DEA, DES, and triple DES. The protocol would be enhanced by the
addition of AES [ AES] ciphersuites, for the follow ng reasons:

1. RC2, RC4, and IDEA are all subject to intellectual property
claims. RSA Security Inc. has trademark rights in the nanes RC2
and RC4, and clains that the RC4 algorithmitself is a trade
secret. Ascom Systec Ltd. owns a patent on the |DEA al gorithm

2. Triple DES is nuch less efficient than nore nodern ciphers.
3. Now that the AES process is conpleted there will be comerci al
pressure to use the selected cipher. The AES is efficient and has

wi t hst ood extensive cryptanalytic efforts. The AES is therefore a
desi rabl e choi ce.
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4. Currently the DHE ci phersuites only allow triple DES (along with
some "export" variants which do not use a satisfactory key
length). At the sanme time the DHE ci phersuites are the only ones
to offer forward secrecy.

Thi s docunent proposes several new ciphersuites, with the ai m of
overconi ng these probl ens.

C pher Usage

The new ci phersuites proposed here are very sinmilar to the follow ng,
defined in [TLS]:

TLS RSA W TH_3DES EDE_CBC_SHA

TLS DH DSS W TH_3DES _EDE_CBC_SHA
TLS DH RSA W TH 3DES_EDE_CBC_SHA
TLS DHE_DSS W TH _3DES_EDE_CBC_SHA
TLS DHE RSA W TH_3DES EDE CBC_SHA
TLS DH anon_W TH_3DES_EDE _CBC_SHA

Al'l the ciphersuites described here use the AES in cipher block
chaining (CBC) node. Furthernore, they use SHA-1 [SHA-1] in an HVAC
construction as described in section 5 of [TLS]. (Al though the TLS
ci phersuite names include the text "SHA", this actually refers to the
nmodi fied SHA-1 version of the algorithm)

The ciphersuites differ in the type of certificate and key exchange
met hod. The ciphersuites defined here use the follow ng options for
this part of the protocol:

Ci pherSuite Certificate type (if applicable)
and key exchange al gorithm

TLS RSA W TH_AES 128_CBC_SHA RSA

TLS DH DSS W TH_AES 128 _CBC_SHA DH_DSS
TLS DH RSA W TH_AES 128 _CBC_SHA DH_RSA
TLS DHE_DSS W TH_AES 128 _CBC SHA  DHE_DSS
TLS DHE_RSA W TH_AES 128 CBC SHA DHE_RSA
TLS_DH anon_W TH_AES 128 CBC _SHA DH _anon

TLS RSA W TH_AES_256_CBC_SHA RSA
TLS_DH DSS_W TH_AES_256_CBC_SHA DH_DSS
TLS DH RSA W TH_AES _256_CBC_SHA DH_RSA
TLS_DHE_DSS W TH_AES_256_CBC_SHA  DHE_DSS
TLS DHE_RSA W TH_AES 256_CBC SHA  DHE_RSA
TLS_DH anon_W TH_AES 256_CBC_SHA  DH _anon
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For the nmeanings of the terms RSA, DH DSS, DH RSA, DHE DSS, DHE_RSA
and DH anon, please refer to sections 7.4.2 and 7.4.3 of [TLS].

The AES supports key lengths of 128, 192 and 256 bits. However, this
docunent only defines ciphersuites for 128- and 256-bit keys. This
is to avoid unnecessary proliferation of ciphersuites. Rijndael
actually allows for 192- and 256-bit bl ock sizes as well as the 128-
bit bl ocks mandated by the AES process. The ciphersuites defined
here all use 128-bit bl ocks.

The new ci phersuites will have the follow ng definitions:

Ci pherSuite TLS RSA W TH AES 128 CBC_SHA = { 0x00, Ox2F };
Ci pherSuite TLS DH DSS WTH AES 128 CBC SHA = { 0x00, 0x30 };
Ci pherSuite TLS DH RSA WTH AES 128 CBC SHA = { 0x00, O0Ox31 };
Ci pherSuite TLS DHE DSS W TH_AES 128 CBC SHA = { 0x00, 0x32 };
Ci pherSuite TLS DHE RSA W TH_AES 128 CBC SHA = { 0x00, 0x33 };
Ci pherSuite TLS DH anon_ W TH AES 128 CBC SHA = { 0x00, 0x34 };
Ci pherSuite TLS _RSA W TH_AES_256_CBC_SHA = { 0x00, 0x35 };
Ci pherSuite TLS DH DSS W TH _AES _256_CBC SHA = { 0x00, 0x36 };
Ci pherSuite TLS DH RSA W TH _AES 256_CBC SHA = { 0x00, 0x37 };
Ci pherSuite TLS DHE DSS W TH_AES 256_CBC SHA = { 0x00, 0x38 };
Ci pherSuite TLS DHE RSA W TH_AES 256_CBC SHA = { 0x00, 0x39 };
Ci pherSuite TLS DH anon_W TH _AES 256 _CBC SHA = { 0x00, Ox3A };

Security Considerations

It is not believed that the new ciphersuites are ever |ess secure
than the correspondi ng ol der ones. The AES is believed to be secure,
and it has withstood extensive cryptanal ytic attack.

The ephemeral Diffie-Hellman ciphersuites provide forward secrecy
wi t hout any known reduction in security in other areas. To obtain
t he maxi mum benefit from these ciphersuites:

1. The epheneral keys should only be used once. Wth the TLS
protocol as currently defined there is no significant efficiency
gain fromreusing epheneral keys.

2. Epheneral keys shoul d be destroyed securely when they are no
| onger required.

3. The random nunber generator used to create epheneral keys nust not
reveal past output even when its internal state is conprom sed.
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[ TLS] describes the anonynous Diffie-Hellman (ADH) ciphersuites as
deprecated. The ADH ci phersuites defined here are not deprecated.
However, when they are used, particular care nust be taken:

1. ADH provides confidentiality but not authentication. This nmeans
that (if authentication is required) the conmunicating parties
nmust authenticate to each other by some neans other than TLS

2. ADH is vulnerable to man-in-the-m ddl e attacks, as a consequence
of the lack of authentication. The parties nust have a way of
det erm ni ng whether they are participating in the sane TLS
connection. |If they are not, they can deduce that they are under
attack, and presumably abort the connecti on.

For exanple, if the parties share a secret, it is possible to
compute a MAC of the TLS Fini shed nessage. An attacker woul d have
to negotiate two different TLS connections; one with each

communi cating party. The Finished nessages would be different in
each case, because they depend on the parties’ public keys (anong
other things). For this reason, the MACs conputed by each party
woul d be different.

It is inportant to note that authentication techni ques which do
not use the Finished nessage do not usually provide protection
fromthis attack. For exanple, the client could authenticate to
the server with a password, but it would still be vulnerable to
man-in-the-m ddl e attacks.

Recent research has identified a chosen plaintext attack which
applies to all ciphersuites defined in [TLS] which use CBC node.
Thi s weakness does not affect the conmon use of TLS on the Wrld
Wde Web, but may affect the use of TLS in other applications.
When TLS is used in an application where this attack is possible,
attackers can determine the truth or otherw se of a hypothesis
that particular plaintext data was sent earlier in the session
No key material is conprom sed.

It is likely that the CBC construction will be changed in a future
revision of the TLS protocol.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that m ght be clained to
pertain to the inplenentation or use other technol ogy described in
this docunment or the extent to which any |icense under such rights
m ght or might not be available; neither does it represent that it
has nade any effort to identify any such rights. Information on the
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| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copies of
clainms of rights nmade avail able for publication and any assurances of
licenses to be made available, or the result of an attenpt nade to
obtain a general license or permission for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technology that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.

During the devel opnent of the AES, N ST published the follow ng
statenent on intellectual property:

SPECI AL NOTE - Intellectual Property

NI ST renminds all interested parties that the adoption of AES is
bei ng conducted as an open standards-setting activity.
Specifically, N ST has requested that all interested parties
identify to NI ST any patents or inventions that may be required
for the use of AES. NI ST hereby gives public notice that it may
seek redress under the antitrust |laws of the United States against
any party in the future who might seek to exercise patent rights
agai nst any user of AES that have not been disclosed to NIST in
response to this request for infornmation
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
ot hers, and derivative works that comment on or otherw se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |Ianguages other than
Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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