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Abstract

Many internet applications can be adversely affected when end nodes
are not in the same address real mand seek the assistance of an IP
Net wor k Address Transl ator (NAT) enroute to bridge the realns. The
NAT devi ce al one cannot provide the necessary application/protocol
transparency in all cases and seeks the assistance of Application
Level Gateways (ALGs) where possible, to provide transparency. The
purpose of this docunent is to identify the protocols and
applications that break with NAT enroute. The docunent also attenpts
to identify any known workarounds. It is not possible to capture al
applications that break with NAT in a single docunent. This docunent
attenpts to capture as much information as possible, but is by no
means a conprehensi ve coverage. W hope the coverage provides
sufficient clues for applications not covered.
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1.0 Introduction

Thi s docunent requires the reader to be familiar with the termn nol ogy
and function of NAT devices as described in [NAT-TERM. 1In a

nut shel I, NAT attenpts to provide a transparent routing solution to
end hosts requiring comruni cation to disparate address real ns. NAT
nodi fi es end node addresses (within the I P header of a packet) en-
route and naintains state for these updates so that datagrans
pertaining to a session are transparently routed to the right end-
node in either realm \Were possible, application specific ALGs nmay
be used in conjunction with NAT to provide application |eve
transparency. Unlike NAT, the function of ALG is application
specific and would likely require exam nati on and reconposition of IP
payl oad.

The followi ng sections attenpt to list applications that are known to
have been inpacted by NAT devices enroute. However, this is by no
means a conprehensive list of all known protocols and applications
that have conplications with NAT - rather just a subset of the |ist
gathered by the authors. It is also inportant to note that this
docunent is not intended to advocate NAT, but rather to point out the
conplications with protocols and applications when NAT devices are
enrout e.

2.0 Common Characteristics of Protocols broken by NAT

[ NAT- TERM and [ NAT- TRAD] have sections listing the specific nature
of problenms and linmtations to NAT devices. Sonme of these
limtations are being restated in this section to sumarize
characteristics of protocols that are broken by NAT.

2.1 Real mspecific I P address information in payl oad

A wi de range of applications fail with NAT enroute when |IP packets
contain real mspecific | P address or port information in payload. An
ALG may be able to provide work around in some cases. But, if the
packet payload is |Psec secured (or secure by a transport or
application | evel security nmechanisns), the application is bound to
fail.

2.2 Bundl ed session applications

Bundl ed session applications such as FTP, H. 323, SIP and RTSP, which
use a control connection to establish a data flow are al so usually
br oken by NAT devices enroute. This is because these applications
exchange address and port paranmeters within control session to
establish data sessions and session orientations. NAT cannot know

t he inter-dependency of the bundl ed sessions and would treat each
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session to be unrelated to one another. Applications in this case
can fail for a variety of reasons. Two nost |ikely reasons for
failures are: (a) addressing information in control payload is

real mspecific and is not valid once packet crosses the originating
realm (b) control session pernits data session(s) to originate in a
direction that NAT might not permt.

When DNS nanes are used in control payload, NAT device in conjunction
with a DNS-ALG night be able to offer the necessary application |evel
transparency, if NAT has no contention with data session orientation

However, using DNS names in place of real mspecific |P addresses may

not be an option to many of these applications (e.g., FTP).

When real mspecific addressing is specified in payload, and the

payl oad is not encrypted, an ALG may in sone cases be able to provide
the work around necessary to nmake the applications run transparently
across realnms. The conplexity of ALG depends on the application

| evel know edge required to process payload and maintain state.

2.3 Peer-to-peer applications

Peer-to-peer applications nore than client-server based applications
are likely to break with NAT enroute. Unlike Cient-server
applications, Peer-to-peer applications can be originated by any of
the peers. Wien peers are distributed across private and public

real ms, a session originated froman external realmis just as likely
as the session from a host in private realm External peers will be
able to locate their peers in private real monly when they know the
externally assigned | P address or the FQDN ahead of tine. FQDN name
to assigned address nappi ng can happen only so long as the enroute
NAT devi ce supports DNS-ALG  Exanpl es of Peer-to-peer applications
include interactive ganes, Internet tel ephony and event-based
protocols (such as Instant-Messaging).

This is particularly a problemw th traditional NAT and may be |ess
of an issue with bi-directional NAT, where sessions are permitted in
bot h directions.

A possi ble work-around for this type of problemw th traditional-NAT
is for private hosts to maintain an outbound connection with a server
acting as their representative to the globally routed Internet.

2.4 | P fragnentation with NAPT enroute
| P fragnentation with NAPT enroute is not an issue with any single
application, but pervades across all TCP/UDP applications. The

problemis described in detail in [NAT-TRAD]. Briefly, the problem
goes as follows. Say, two private hosts originated fragnented
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TCP/ UDP packets to the same destination host. And, they happened to
use the sane fragnentation identifier. Wen the target host receives
the two unrel ated datagrans, carrying sanme fragnentation id, and from
the sanme assigned host address, the target host is unable to
determ ne which of the two sessions the datagrans bel ong to.
Consequently, both sessions will be corrupted.

2.5 Applications requiring retention of address napping

NAT wi || nost |ikely break applications that require address mapping
to be retained across contiguous sessions. These applications
require the private-to-external address nmapping to be retained

bet ween sessions so the sanme external address nay be reused for
subsequent session interactions. NAT cannot know this requirenent
and may reassign external address to different hosts between

sessi ons.

Trying to keep NAT from di scardi ng an address mappi ng would require a
NAT extension protocol to the application that would allow the
application to informthe NAT device to retain the nmappings.
Alternately, an ALG may be required to interact with NAT to keep the
addr ess mappi ng from bei ng di scarded by NAT.

2.6 Applications requiring nore public addresses than avail abl e

This is a probl em when the nunber of private hosts is larger than the
external addresses available to map the private addresses into. Take
for exanple the rlogin service initiated froma host in private realm
supported by NAPT. R ogin service clients use well-known rlogin port
512 as their TCP port ID. No nore than one host in private real mcan
initiate the service. This is a case of trying to use a service that
fundamental |y requires nore public addresses than are available. NAT
devi ces can conserve addresses, but they cannot create nore

addr esses.

3.0 Protocols that cannot work with NAT enroute
3.1 | Psec and | KE

NAT fundanental |y operates by nodifying end node addresses (wthin
the I P header) en-route. The IPsec AH standard [I|Psec-AH on the
other hand is explicitly designed to detect alterations to |IP packet
header. So when NAT alters the address information enroute in IP
header, the destination host receiving the altered packet wl|

i nval i date the packet since the contents of the headers have been
altered. The IPsec AH secure packet traversing NAT will sinply not
reach the target application, as a result.
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| Psec ESP ([l Psec-ESP]) encrypted packets may be altered by NAT
device enroute only in a limted nunber of cases. |In the case of
TCP/ UDP packets, NAT would need to update the checksumin TCP/ UDP
headers, when an address in |IP header is changed. However, as the
TCP/ UDP header is encrypted by the ESP, NAT woul d not be able to make
this checksumupdate. As a result, TCP/ UDP packets encrypted in
transport node ESP, traversing a NAT device will fail the TCP/ UDP
checksum val i dation on the receiving end and will sinply not reach
the target application

I nternet Key Exchange Protocol |KE can potentially pass |IP addresses
as node identifiers during Main, Aggressive and Quick Mdes. In
order for an IKE negotiation to correctly pass through a NAT, these
payl oads woul d need to be nodified. However, these payloads are
often protected by hash or obscured by encryption. Even in the case
where | P addresses are not used in | KE payl oads and an | KE
negotiation could occur uninterrupted, there is difficulty with
retaining the private-to-external address napping on NAT fromthe
time | KE conpl eted negotiation to the tinme | Psec uses the key on an
application. 1In the end, the use of end-to-end IPsec is severely
hanpered anyway, as described earlier.

For all practical purposes, end-to-end |IPsec is inpossible to
acconplish with NAT enroute.

3.2 Kerberos 4

Kerberos 4 tickets are encrypted. Therefore, an ALG cannot be
written. When the KDC receives a ticket request, it includes the
source | P address in the returned ticket. Not all Kerberos 4
services actually check source |IP addresses. AFS is a good exanple
of a Kerberos 4 service which does not. Services which don't check
are not picky about NAT devices enroute. Kerberos tickets are tied
to the IP address that requested the ticket and the service with
which to use the ticket.

The K4 ticket (response) contains a single |IP address describing the
interface used by the <client to retrieve the ticket fromthe TGT
fromthe perspective of KDC. This works fine if the KDC is across a
NAT gateway and as long as all of the Kerberos services are al so
across a NAT gateway. The end user on private network wll not

noti ce any probl ens.

There is also the caveat that NAT uses the same address mapping for
the private host for the connection between the client and the KDC as
for the connection between the client and the application server. A
work around this problemwould be to keep an arbitrary connection
open to renote server during throughout the ticket lifetinme, so as
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not to let NAT drop the address binding. Alternately, an ALG w ||
need to be deployed to ensure that NAT woul d not change address

bi ndings during the lifetinme of a ticket and between the tine a
ticket is issued to private host and the tine the ticket is used by
private host.

But, the ticket will be valid fromany host within the private real m
of NAPT. Wthout NAPT, an attacker needs to be able to spoof the
source | P addresses of a connection that is being nade in order to
use a stolen ticket on a different host. Wth NAPT, all the attacker
needs to do fromthe private realmof NAPT is to sinply gain
possession of a ticket. O course, this assunmes, NAPT private domain
is not a trusted network - not surprisingly, since many attacks occur
frominside the organization

3.3 Kerberos 5

Just as with Kerberos 4, Kerberos 5 tickets are encrypted.
Therefore, an ALG cannot be witten

In Kerberos 5, the client specifies a list of | P addresses which the
ticket should be valid for, or it can ask for a ticket valid for al

| P addresses. By asking for an all-1P-addresses ticket or a ticket
contai ning the NAPT devi ce address, you can get krb5 to work with an
NAPT device, although it isn't very transparent (it requires the
clients to behave differently than they otherwise would). The MT
krb5 1.0 inplenentation didn’'t have any configurability for what |P
addresses the client asked for (it always asked for the set of its
interface addresses) and did not interact well with NAT. The MT
krb5 1.1 inplenentation allows you to put "noaddresses" somewhere in
krb5. conf to request all-1P-addresses-valid tickets.

The K5 ticket (response) contains |P addresses, as requested by the
client node, fromwhich the ticket is to be considered valid. |If the
servi ces being accessed with Kerberos authentication are on the
public side of the NAT, then the Kerberos authentication will fail
because the I P address used by the NAT (basic NAT or NAPT) is not in
the list of acceptable addresses.

There are two workarounds in Kerberos 5 both of which reduce the
security of the tickets. The first is to have the clients in NAPT
private real mspecify the public I P address of the NAPT in the
ticket’s IPlist. But this leads to the sane security problem
detailed for K4, Plus, it is not obvious for the client in the
private domain to find out the public I P Address of the NAPT. That
woul d be a change of application behavior on end-host.
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The second nmethod is to renove all | P addresses fromthe K5 tickets
but this now nakes theft of the ticket even worse since the tickets
can be used from anywhere. Not just fromw thin the private network.

3.4 The X Wndow ng System and X-term Tel net

The X W ndowi ng systemis TCP based. However, the client-server
relationship with these applications is reverse conpared to nost

ot her applications. The X server or Open-w ndows server is the

di spl ay/ nouse/ keyboard unit (i.e., the one that controls the actua
Wndows interface). The clients are the application prograns driving
the Wndows interface.

Sone machines run multiple X Wndows servers on the same nachine.
The first X Wndows server is at TCP port 6000. The first Open

W ndows server can be at port 6000 or port 2000 (nore flexible). W
will mainly refer X window ng systemfor illustration purposes here.

X-term Transnits | P addresses fromthe client to the server for the
pur pose of setting the DI SPLAY variable. Wen set the D SPLAY
variable is used for subsequent connections from X clients on the
host to an X server on the workstation. The DI SPLAY variable is sent
inline during the TELNET negotiations as

DI SPLAY=<| ocal -i p- addr >: <server >. <di spl ay>

where the <local-ip-addr> is retrieved by |ooking at the local ip
address associated with the socket used to connect to <server>. The
<server> determ nes which port (6000 + <server>) should be used to
make the connection. <display> is used to indicate which nonitor
attached to the X server should be used but is not inportant to this
di scussi on.

The <l ocal -i p-addr> used is not a DNS nanme because:

The is no ability for the local nmachine to know its DNS nane
wi t hout performng a reverse DNS | ookup on the |ocal-ip-addr

There is no guarantee that the nane returned by a reverse
DNS | ookup actually maps back to the local |IP address.

Lastly, without DNSSEC, it may not be safe to use DNS addresses
because they can easily be spoofed. NAT and DNS- ALG cannot work
unl ess DNSSEC i s di sabl ed.

A common use of this application is people dialing in to corporate

offices fromtheir X terminals at hone. Say, the X client is running
on a host on the public side of the NAT and X server is running on a
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host on the private side of the NAT. The DI SPLAY variable is
transmtted inline to the host the X client is running in some way.
The process transmitting the contents of the DI SPLAY vari abl e does
not know the address of the NAT.

If the channel transnmitting the DI SPLAY variable is not encrypted,
NAT device might solicit the help of an ALG to replace the |IP address
and configure a port in the valid display range (ports 6000 and

hi gher) to act as a gateway. Alternately, NAT may be configured to
listen for incoming connections to provide access to the X Server(s),
wi thout requiring an ALG  But, this approach increases the security
ri sk by providing access to the X server that would not otherw se be
available. As the ALGtanpers with the IP addresses it will also not
be possible for X Authorization nmethods other than M T- MAG G- COXKI E- 1
to be used. MT-MAG CCOXIE-1 is the | east secure of all the
docunent ed X Aut horizati on nethods.

When START_TLS is used there may be client certificate verification
probl ens caused by the NAT depending on the information provided in
the certificate.

3.5 RSH RLOG N

RSH uses multiple sessions to support separate streans for stdout and
stderr. A random port nunber is transmitted inline fromthe client
to the server for use as stderr port. The stderr socket is a
connection back fromthe server to the client. And unlike FTP, there
is no equivalent to PASV node. For traditional NAT, this is a
probl em as traditional NAT would not pernit inconing sessions.

RLOG N does not use multiple sessions. But the Kerberos protected
versions of RSH and RLOG@ N will not work in a NAT environnment due to
the ticket problens and the use of multiple sessions.

4.0 Protocols that can work with the aid of an ALG

Thi s docunent predom nantly addresses problens associated with
Tradi tional NAT, especially NAPT.

4.1 FTP
FTP is a TCP based application, used to reliably transfer files
between two hosts. FTP uses bundl ed sessi on approach to acconpli sh
this.

FTP is initiated by a client accessing a well-known port nunber 21 on

the FTP server. This is called the FTP control session. COten, an
addi ti onal data session acconpanies the control session. By default,
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the data session would be from TCP port 20 on server to the TCP port
client used to initiate control session. However, the data session
ports nay be altered within the FTP control sessions using ASCl
encoded PORT and PASV commands and responses.

Say, an FTP client is in a NAT supported private network. An FTP ALG
will be required to nonitor the FTP control session (for both PORT
and PASV nodes) to identify the FTP data session port nunbers and
nmodi fy the private address and port nunber with the externally valid
address and port nunber. |In addition, the sequence and

acknowl edgenment nunbers, TCP checksum |P packet |ength and checksum
have to be updated. Consequently the sequence nunbers in al
subsequent packets for that stream nust be adjusted as well as TCP
ACK fields and checksuns.

In rare cases, increasing the size of the packet could cause it to
exceed the MIU of a given transport link. The packet woul d then have
to be fragmented which could affect performance. O, if the packet
has the DF bit set, it would be ICVWP rejected and the originating
host woul d then have to perform Path MIU Di scovery. This could have
an adverse effect on performance.

Note however, if the control command channel is secured, it will be
i npossible for an ALG to update the |IP addresses in the comrand
exchange.

When AUTH is used with Kerberos 4, Kerberos 5, and TLS, the sane
probl ens that occur with X-Ternf Tel net occur with FTP

Lastly, it is of interest to note section 4 of RFC 2428 (FTP
extensions for | Pv6 and NATs) which describes how a new FTP port
command (EPSV ALL) can be used to all ow NAT devices to fast-track the
FTP protocol, elimnating further processing through ALG if the
renote server accepts "EPSV ALL".

4.2 RSVP

RSVP is positioned in the protocol stack at the transport |ayer,
operating on top of IP (either I1Pv4 or IPv6). However, unlike other
transport protocols, RSVP does not transport application data but

i nstead acts like other Internet control protocols (for exanple,
|CVMP, | GWP, routing protocols). RSVP nessages are sent hop-by-hop
bet ween RSVP-capable routers as raw | P datagrans using protocol
nunber 46. It is intended that raw I P datagrans should be used
between the end systens and the first (or last) hop router. However,
this may not always be possible as not all systens can do raw network
I/ O Because of this, it is possible to encapsul ate RSVP nessages

wi thin UDP dat agranms for end-system comruni cation. UDP-encapsul ated
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RSVP nessages are sent to either port 1698 (if sent by an end system
or port 1699 (if sent by an RSVP-enabled router). For nore

i nformati on concerni ng UDP encapsul ati on of RSVP nmessages; consult
Appendi x C of RFC 2205.

An RSVP session, a data flowwith a particular destination and
transport-1layer protocol, is defined by:

Destination Address - the destination |IP address for the data
packets. This may be either a unicast or a nulticast address.

Protocol ID - the IP protocol ID (for exanple, UDP or TCP).

Destination Port - a generalized destination port that is used for
demul tiplexing at a | ayer above the IP | ayer.

NAT devi ces are presented with unique problenms when it cones to
supporting RSVP. Two issues are:

1. RSVP nessage objects may contain | P addresses. The result is that
an RSVP- ALG nust be able to replace the | P addresses based upon the
direction and type of the nmessage. For exanple, if an externa

sender were to send an RSVP Path nessage to an internal receiver, the
RSVP session will specify the I P address that the external sender
believes is the IP address of the internal receiver. However, when
the RSVP Path nmessage reaches the NAT device, the RSVP session mnust
be changed to reflect the IP address that is used internally for the
receiver. Simlar actions nust be taken for all mnmessage objects that
contain |IP addresses.

2. RSVP provides a neans, the RSVP Integrity object, to guarantee the
integrity of RSVP nmessages. The problemis that because of the first
poi nt, a NAT device nust be able to change |IP addresses within the
RSVP nessages. However, when this is done, the RSVP Integrity object
is no longer valid as the RSVP nessage has been changed. Therefore
an RSVP-ALG will not work when RSVP Integrity Object is used.

4.3 DNS

DNS is a TCP/ UDP based protocol. Donain Nanes are an issue for hosts
whi ch use local DNS servers in NAT private realm DNS nane to
address mapping for hosts in private donmain should be configured on
an authoritative nane server within private domain. This server
woul d be accessed by external and internal hosts alike for nane
resolutions. A DNS-ALG would be required to perform address to name
conversions on DNS queries and responses. |[DNS-ALG describes DNS-
ALG
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in detail. |If DNS packets are encrypted/authenticated per DNSSEC,
then DNS ALG will fail because it won't be able to perform payl oad
nmodi fications.

Applications using DNS resolver to resolve a DNS nane into an I P
address, assune availability of address assignnent for reuse by the
application specific session. As a result, DNS-ALGwill be required
to keep the address assignnent (between private and externa
addresses) valid for a pre-configured period of tine, past the DNS

query.

Alternately, if there isn't a need for a nane server within private
domai n, private donmain hosts could sinply point to an external nane
server for external nane |ookup. No ALG is required when the nane
server is located in external domain.

4.4 SMIP

SMIP is a TCP based protocol ([SMIP]), used by Internet enai
prograns such as sendnail to send TCP-based email nessages to well -
known port 25. The mail server may be | ocated within or outside
private donmain. But, the server nust be assigned a gl obal nane and
address, accessible by external hosts. Wen mail server is |ocated
wi thin private domain, inbound SMIP sessions nust be redirected to
the private host fromits externally assigned address. No speci al
mappi ng i s required when Mail server is located in external domain.

CGeneral |y speaking, mail systens are configured such that all users
specify a single centralized address (such as fooboo@onpany. comn

i nstead of including individual hosts (such as

f ooboo@ost A. conpany. comj. The central address nmust have an MX
record specified in the DNS name server accessible by external hosts.

In the majority of cases, mail nessages do not contain reference to
private | P addresses or links to content data via names that are not
visible to outside. However, sone nail nmessages do contain IP
addresses of the MIAs that relay the nessage in the "Received:
field. Some mail nessages use | P addresses in place of FQDN for
debug purposes or due to lack of a DNS record, in "Mail From "
field.

If one or nore MIAs were to be | ocated behind NAT in a private
domai n, and the nmil nessages are not secured by signature or
cryptographi c keys, an SMIP-ALG rmay be used to translate the IP
address information registered by the MIAs. |If the MIAs have static
address mappi ng, the translation would be valid across realns for

| ong periods of tine.
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The ability to trace the nmail route may be hanpered or prevented by
NAT al one, without the ALG This can cause probl ens when debuggi ng
mai | problenms or tracking down abusive users of mail.

4.5 SIP

SIP (Refer [SIP]) can run on either TCP or UDP, but by default on the
sanme port 5060.

When used with UDP, a response to a SIP request does not go to the
source port the request cane from Rather the SIP nmessage contains
the port nunber the response should be sent to. SIP nakes use of

| CMP port unreachable errors in the response to request

transni ssions. Request nessages are usually sent on the connected
socket. |If responses are sent to the source port in the request,
each thread handling a request would have to |listen on the socket it
sent the request on. However, by allow ng responses to cone to a
single port, a single thread can be used for |istening instead.

A server may prefer to place the source port of each connected socket
in the nmessage. Then each thread can listen for responses
separately. Since the port nunber for a response nay not go to the
source port of the request, SIP will not normally traverse a NAT and
woul d require a SIP-ALG

SI P nessages carry arbitrary content, which is defined by a M M
type. For nultinmedia sessions, this is usually the Session
Description Protocol (SDP RFC 2327). SDP may specify | P addresses or
ports to be used for the exchange of multinedia. These may | oose
signi fi cance when traversing a NAT. Thus a SIP-ALG woul d need the
intelligence to deci pher and translate real mrel evant information

SIP carries URL's in its Contact, To and Fromfields that specify
signhal i ng addresses. These URL's can contain |IP addresses or domain
nanmes in the host port portion of the URL. These may not be valid
once they traverse a NAT

As an alternative to an SIP-ALG SIP supports a proxy server which
could co-reside with NAT and function on the globally significant NAT
port. Such a proxy would have a locally specific configuration

4.6 Real Audi o

In default npde, Real Audio clients (say, in a private donmin) access
TCP port 7070 to initiate conversation with a real-audio server (say,
| ocated an external domain) and to exchange control nessages during
pl ayback (ex: pausing or stopping the audio stream). Audio session
paraneters are enbedded in the TCP control session as byte stream
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The actual audio traffic is carried in the opposite direction on
i nconi ng UDP based packets (originated fromthe server) directed to
ports in the range of 6970-7170.

As a result, Real Audio is broken by default on a traditional NAT
device. A work around for this would be for the ALG to exam ne the
TCP traffic to determne the audi o session paraneters and sel ectively
enabl e i nbound UDP sessions for the ports agreed upon in the TCP
control session. Alternately, the ALG could sinply redirect all

i nbound UDP sessions directed to ports 6970-7170 to the client
address in the private donain.

For bi-Directional NAT, you will not need an ALG Bi-directional NAT
could sinply treat each of the TCP and UDP sessions as 2 unrel ated
sessions and perform I P and TCP/ UDP header |evel translations.

The readers may contact Real Networks for detail ed guidelines on how
their applications can be nade to work, traversing through NAT and
firewal | devices.

4.7 H. 323

H 323 is conplex, uses dynam c ports, and includes nultiple UDP
streans. Here is a summary of the rel evant issues:

An H. 323 call is nmade up of many different sinultaneous connections.
At least two of the connections are TCP. For an audio-only
conference, there may be up to 4 different UDP ’'connections’ nmade.

Al'l connections except one are nmade to epheneral (dynamnic) ports.

Calls can be initiated fromthe private as well as the external
domain. For conferencing to be useful, external users need to be
able to establish calls directly with internal users’ desktop
syst ens.

The addresses and port nunbers are exchanged within the data stream
of the ’next higher’ connection. For exanple, the port nunber for
the H. 245 connection is established within the Q 931 data stream
(This nakes it particularly difficult for the ALG which will be
required to nodify the addresses inside these data streans.) To make
matters worse, it is possible in Q931, for exanple, to specify that
the H. 245 connection should be secure (encrypted). |If a session is
encrypted, it is inpossible for the ALG to deci pher the data stream
unless it has access to the shared key.

Most of the control information is encoded in ASN.1 (only the User-
User Information within Q 931 Protocol Data Units, or PDUs, is

Hol drege & Sri suresh I nf or mat i onal [ Page 13]



RFC 3027 Protocol Conplications with NAT January 2001

ASN. 1- encoded (other parts of each Q931 PDU are not encoded). For
those unfamiliar with ASN. 1, suffice it to say that it is a conplex
encodi ng schene, which does not end up with fixed byte offsets for
address information. In fact, the sane version of the same
application connecting to the sanme destination may negotiate to
include different options, changing the byte of fsets.

Bel ow i s the protocol exchange for a typical H 323 call between User
A and User B. A's IP address is 88.88.88.88 and B s IP address is
99.99.99.99. Note that the Q931 and H. 245 nessages are encoded in
ASN. 1 in the payload of an RTP packet. So to acconplish a connection
t hrough a NAT device, an H 323-ALG will be required to exam ne the
packet, decode the ASN. 1, and translate the various H 323 control IP
addr esses.

User A User B
A establishes connection to B on wel | -
known Q 931 port (1720)

_______________________________________________ >
Q 931 Setup caller address = 88. 88. 88. 88

call er port = 1120

cal |l ee address = 99.99.99.99

cal l ee port = 1720
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm—mmm -
Q931 Alerting
i
Q 931 Connect H. 245 address = 99.99.99. 99

H. 245 port = 1092
User A establishes connection to User B at
99.99.99.99, port 1092
e T >
Several H. 245 nessages are exchanged (Term na
Capability Set, Mster Slave Deternination and
their respective ACKs)
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm—mmm -
H. 245 Open Logi cal Channel, channel = 257
RTCP address = 99.99.99. 99
RTCP port = 1093

_______________________________________________ >

H. 245 Open Logi cal Channel Ack, channel = 257
RTP address = 88. 88. 88. 88
RTP port = 2002
(This is where User A would |ike RTP
data sent to)
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RTCP address = 88. 88. 88. 88

RTCP port = 2003
_______________________________________________ >
H. 245 Open Logi cal Channel, channel = 257

RTCP address = 88. 88. 88. 88

RTCP port = 2003
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ——— - =
H. 245 Open Logi cal Channel Ack, channel = 257

RTP address = 99.99. 99. 99

RTP port = 1092

(This is where User B would |ike RTP data

sent to)

RTCP address = 99.99.99. 99

RTP port = 1093

Al'so note that if an H 323 Gateway resided inside a NAT boundary, the
ALG woul d have to be cogni zant of the various gateway di scovery
schenmes and adapt to those schenes as well. O if just the H 323
host/term nal was inside the NAT boundary and tried to register with
a Gatekeeper, the IP information in the registrati on nessages woul d
have to be transl ated by NAT

4.8 SNWP

SNWMP is a network managenent protocol based on UDP. SNWP payl oad may
contain |IP addresses or may refer |P addresses through an index into
a table. As a result, when devices within a private network are
managed by an external node, SNWP packets transiting a NAT device may
contain information that is not relevant in external domain. |n sone
cases, as described in [SNMP-ALG, an SNMP ALG may be used to
transparently convert real mspecific addresses into globally unique
addresses. Such an ALG assunes static address mapping and bi -
directional NAT. It can only work for the set of data types (textua
conventions) understood by the SNWP-ALG i npl enentation and for a
given set of MB nodules. Furthernore, replacing | P addresses in the
SNWP payl oad may | ead to conmunication failures due to changes in
nmessage size or changes in the | exicographic ordering.

Maki ng SNMP ALGs conpl etely transparent to all nanagenent
applications is not an achievable task. The ALGs will run into
problens with SNMPv3 security features, when authentication (and
optionally privacy) is enabled, unless the ALG has access to security
keys. [NAT-ARCH also hints at potential issues with SNV nmanagenent
Vi a NAT.

Alternately, SNWP proxies, as defined in [SNWP-APPL], may be used in

conjunction with NAT to forward SNVP nessages to external SNWVP
engi nes (and vice versa). SNWP proxies are tailored to the private
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domai n context and can hence operate independent of the specific

managed obj ect types being accessed. The proxy solution will require
the external nmanagenent application to be aware of the proxy
forwarder and the individual nodes being nanaged will need to be

configured to direct their SNMP traffic (notifications and requests)
to the proxy forwarder

5.0 Protocols designed explicitly to work with NAT enroute
5.1 Activision Ganes

Activision Ganes were designed to be NAT-friendly so as not to
require an ALG for the ganmes to work transparently through
traditional NAT devices. Gane players within a private donain can
play with other players in the sane donmain or external donain.
Activision gam ng protocol is proprietary and is based on UDP. The
address server uses UDP port nunber 21157 and is expected to be

| ocated in the global address realm

Gane players connect to the address server first, and send their
private | P address information (such as private |P address and UDP
port nunber) in the initial connect nmessage. The server notes
private address information fromthe connect nessage and externa
address information fromthe | P and UDP headers. The server then
sends both the private and external address information of the gane
pl ayer to all the other peer players. At this point, each gane

pl ayer knows the private and public address information of every

ot her peer. Subsequent to this, each client opens up symretrica

di rect connection to each other and uses whi chever address (private
or external) works first.

Now, the clients can have a session directly with other clients (or)
they can have session with other clients via the gam ng server. The
key is to allow reuse of the sane (gl obal address, assigned UDP port)
tuple used for initial connection to the gane server for al

subsequent connections to the client. A game player is recognized by
one of (private address, UDP port) or (gl obal address, assigned UDP
port) by all other peer players. So, the binding between tuples
shoul d remai n unchanged on NAT, so long as the gam ng player is in
session with one or multiple other players.

Openi ng a connection to a ganme server in external realmfroma
private host is no problem Al NAT would have to do is provide
routing transparency and retain the same private-to-external address
bi nding so long as there is a mninumof one gam ng session with an
external node. But, an NAPT configuration nmust allow nultiple

si mul t aneous UDP connections on the same assigned gl obal

addr ess/ port.
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The above approach has some problens. For exanple, a client could
try contacting a private address, but that private address coul d be
in use locally, when the private address at sone other realmis
meant. |f the node that was contacted wongfully has sonme ot her
service or no service registered for the UDP port, the Activision
connect nessages are expected to be sinply dropped. |In the unlikely
event, a registered application chooses to interpret the nessage, the
results can be unpredictable.

The readers may refer to Activision for the proprietary, detailed
i nformation on the function and design of this protocol.
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7.0 Security Considerations

The security considerations outlined in [NAT-TERM are relevant to
all NAT devices. This docunent does not warrant additional security
consi derati ons.
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