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1. Abstract

Thi s docunent defines the requirenents for dynam c directory services
and specifies the format of request and response extended operations
for supporting client-server interoperation in a dynam c directories
envi ronnent .

The Lightweight Directory Access Protocol (LDAP) [1l] supports

i ghtwei ght access to static directory services, allowing relatively
fast search and update access. Static directory services store

i nformati on about people that persists in its accuracy and val ue over
a long period of tinme.

Dynam c directory services are different in that they store
information that only persists in its accuracy and value when it is
being periodically refreshed. This information is stored as dynamc

entries in the directory. A typical use will be a client or a person
that is either online - in which case it has an entry in the
directory, or is offline - in which case its entry di sappears from

the directory. Though the protocol operations and attributes used by
dynami c directory services are simlar to the ones used for static
directory services, clients that store dynamc information in the
directory need to periodically refresh this information, in order to
prevent it fromdisappearing. |If dynamc entries are not refreshed
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within a given tineout, they will be renmoved fromthe directory. For
exanple, this will happen if the client that set them goes offline.

A flow control nmechanismfromthe server is also described that
allows a server to informclients how often they should refresh their
presence.

2. Requirenents

The protocol extensions nust allow accessing dynamic information in a
directory in a standard LDAP manner, to allow clients to access
static and dynamic information in the sanme way.

By definition, dynamic entries are not persistent and clients nmay go
away gracefully or not. The proposed extensions nust offer a way for
a server totell if entries are still valid, and to do this in a way
that is scalable. There also nust be a mechanismfor clients to
reestablish their entry with the server.

There nmust be a way for clients to find out, in a standard LDAP
manner, if servers support the dynam c extensions.

Finally, to allowclients to broadly use the dynani c extensions, the
extensi ons need to be registered as standard LDAP ext ended
operati ons.

3. Description of Approach

The Lightweight Directory Access Protocol (LDAP) [1] pernits
addi ti onal operation requests and responses to be added to the
protocol. This proposal takes advantage of these to support
directories which contain dynamic information in a manner which is
fully integrated with LDAP.

The approach described in this proposal defines dynamic entries in
order to allow inplenenting directories with dynanmic informtion. An
i npl erentation of dynamic directories, nmust be able to support
dynamic directory entries.

3.1. Dynamic Entries and the dynam cQbject object class

A dynamic entry is an object in the directory tree which has a tine-
to-live associated with it. This tine-to-live is set when the entry
is created. The tinme-to-live is automatically decrenented, and when
it expires the dynanmic entry di sappears. By invoking the refresh
ext ended operation (defined below) to re-set the tinme-to-live, a
client can cause the entry to remain present a while |onger.
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A dynamic entry is created by including the objectd ass val ue given
in section 5in the [ist of attributes when adding an entry. This
met hod is subject to standard access control restrictions.

The extended operation covered here, allows a client to refresh a
dynamic entry by invoking, at intervals, refresh operations
containing that entry’'s name. Dynanmic entries will be treated the
same as non-dynanic entries when processing search, conpare, add,

del ete, nodify and nodi fyDN operations. However if clients stop
sendi ng refresh operations for an entry, then the server wll
automatically and wi thout notification renove that entry fromthe
directory. This renoval will be treated the sane as if the entry had
been del eted by an LDAP protocol operation.

There is no way to change a static entry into a dynani ¢ one and
vice-versa. |If the client is using Mdify with an objectd ass of
dynam cCObj ect on a static entry, the server nust return a service
error either "objectCd assMbdsProhi bited" (if the server does not

al l ow objectd ass nodifications at all) or "objectC assViolation" (if
the server does allow objectC ass nodifications in general).

A dynamic entry may be renoved by the client using the delete
operation. This operation will be subject to access contro
restrictions.

A non-dynami c entry cannot be added subordinate to a dynamic entry:
the server nust return an appropriate update or service error if this
is attenpted.

The support of dynamic attributes of an otherw se static object, are
outsi de the scope of this docunent.

3.2 Dynani c neetings (conferences)

The way dynam cCObject is defined, it has a tinme-to-live associ ated
with it, and that's about it. Though the nobst conmon dynani ¢ obj ect
is a person object, there is no specific type associated with the
dynami cObj ect as defined here. By the use of the dynam c object’s
attri butes, one can make this object represent practically anything.

Specifically, Meetings (conferences) can be represented by dynamc
objects. Wile full-featured neeting support requires special
semanti cs and handling by the server (and is not in the scope of this
docunent), the extensions described here, provide basic neetings
support. A neeting object can be refreshed by the neeting

partici pants, and when it is not, the neeting entry di sappears. The
one neeting type that is naturally supported by the dynanic
extensions is creator-owned neeting.
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3.2.1 Creator-owned neetings

Creat or-owned neetings are created by a client that sets the tine-
to-live attribute for the entry, and it is this client’s
responsibility to refresh the neeting entry, so that it will not

di sappear. Ohers might join the neeting, by nodifying the
appropriate attribute, but they are not allowed to refresh the entry.
When the client that created the entry goes away, it can delete the
nmeeting entry, or it might disappear when its tine-to-live expires.
This is consistent with the common nodel for dynam cObject as

descri bed above.

4. Protocol Additions
4.1 Refresh Request

Refresh is a protocol operation sent by a client to tell the server
that the client is still alive and the dynamic directory entry is
still accurate and valuable. The client sends a Refresh request
periodically based on the value of the client refresh period (CRP)
The server can request that the client change this value. As long as
the server receives a Refresh request within the tinmeout period, the
directory entry is guaranteed to persist on the server. dient

i npl enenters should be aware that since the intervening network
between the client and server is unreliable, a Refresh request packet

may be delayed or lost while in transit. |If this occurs, the entry
may di sappear, and the client will need to detect this and re-add the
entry.

A client nmay request this operation by transmitting an LDAP PDU
cont ai ni ng an ExtendedRequest. An LDAP ExtendedRequest is defined as

foll ows:
Ext endedRequest ::= [ APPLI CATI ON 23] SEQUENCE {
request Nane [ 0] LDAPA D,
request Val ue [1] OCTET STRI NG OPTI ONAL }

The requestNane field nmust be set to the string
"1.3.6.1.4.1.1466. 101. 119. 1".

The requestValue field will contain as a value the DER-encodi ng of
the following ASN. 1 data type:

SEQUENCE {

entryName [O0] LDAPDN
request Tt1 [1] | NTEGER
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The entryNane field is the UTF-8 string representation of the nane of
the dynamic entry [3]. This entry must already exist.

The requestTtl is a tine in seconds (between 1 and 31557600) that the
client requests that the entry exists in the directory before being
automatically renoved. Servers are not required to accept this val ue
and might return a different TTL value to the client. dients mnust
be able to use this server-dictated value as their CRP.

4.2 Refresh Response
If a server inplenents this extension, then when the request is nmade

it wll return an LDAP PDU cont ai ni ng an Ext endedResponse. An LDAP
Ext endedResponse is defined as foll ows:

Ext endedResponse ::= [ APPLI CATI ON 24] SEQUENCE ({
COVPONENTS OF LDAPResul t,
r esponseNane [ 10] LDAPO D OPTI ONAL,
response [11] OCTET STRI NG OPTI ONAL }

The responseNane field contains the same string as that present in
t he request.

The response field will contain as a val ue the DER-encoding of the
following ASN. 1 data type:

SEQUENCE {
responseTt!| [1] | NTEGER
}
The responseTt!l field is the time in seconds which the server chooses
to have as the tinme-to-live field for that entry. It nust not be any

smal l er than that which the client requested, and it may be | arger.
However, to allow servers to maintain a relatively accurate
directory, and to prevent clients from abusing the dynamc
extensions, servers are pernitted to shorten a client-requested
time-to-1ive value, down to a m nimum of 86400 seconds (one day).

If the operation was successful, the errorCode field in the

st andar dResponse part of an ExtendedResponse will be set to success.
In case of an error, the responseTtl field will have the value 0, and
the errorCode field will contain an appropriate value, as follows: If
the entry named by entryNane could not be | ocated, the errorCode
field will contain "noSuchObject". |If the entry is not dynanic, the
errorCode field will contain "objectd assViolation". |If the

request er does not have perm ssion to refresh the entry, the
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errorCode field will contain "insufficientAccessRights". |If the
request Ttl field is too large, the errorCode field will contain
"sizeLi m t Exceeded".

If a server does not inplenent this extension, it will return an LDAP
PDU cont ai ni ng an Ext endedResponse, which contains only the

st andar dResponse el enent (the responseNane and response el enents will
be absent). The LDAPResult elenent will indicate the protocol Error
resul t code.

This request is permtted to be invoked when LDAP is carried by a
connecti onl ess transport.

When using a connection-oriented transport, there is no requirenent
that this operation be on the sane particul ar connection as any
other. A client may open nultiple connections, or close and then
reopen a connection

4.3 X. 500/ DAP Modi fy(97)

X. 500/ DAP servers can map the Refresh request and response operations
into the X 500/ DAP Modi fy(97) operation

5. Scherma Additions

Al'l dynamic entries nust have the dynami cObject value in their
objectClass attribute. This object class is defined as foll ows
(using the hjectC assDescription notation of [2]):

( 1.3.6.1.4.1.1466. 101. 119. 2 NAME ' dynarm cObj ect’

DESC 'This class, if present in an entry, indicates that this entry
has a linmted lifetime and nay di sappear automatically when
its time-to-live has reached 0. There are no nandatory
attributes of this class, however if the client has not
supplied a value for the entryTtl attribute, the server wll
provi de one.’

SUP top AUXI LI ARY )

Furthermore, the dynamic entry nust have the foll owi ng operationa
attribute. It is described using the AttributeTypeDescription
notation of [2]:

( 1.3.6.1.4.1.1466.101. 119. 3 NAME "entryTt|
DESC ' This operational attribute is maintained by the server and
appears to be present in every dynanmic entry. The attribute
is not present when the entry does not contain the
dynami cObj ect object class. The value of this attribute is
the time in seconds that the entry will continue to exist
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bef ore di sappearing fromthe directory. |In the absence of
i ntervening refresh operations, the val ues returned by
reading the attribute in two successive searches are
guar anteed to be nonincreasing. The snallest permssible
value is 0, indicating that the entry may di sappear w thout
warning. The attribute is marked NO USER- MODI FI CATI ON si nce
it may only be changed using the refresh operation.’

SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 27 SI NGLE- VALUE

NO- USER- MODI FI CATI ON USAGE dSAQper ation )

To allow servers to support dynamic entries in only a part of the
DIT, the follow ng operational attribute is defined. It is
described using the AttributeTypeDescription notation of [2]:

( 1.3.6.1.4.1.1466.101. 119. 4 NAME ' dynami cSubtrees’

DESC ' This operational attribute is maintained by the server and is
present in the Root DSE, if the server supports the dynamc
extensions described in this meno. The attribute contains a
list of all the subtrees in this directory for which the
server supports the dynam c extensions.’

SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 12 NO USER- MODI FI CATI ON

USAGE dSAOperation )

6. Cient and Server Requirenents
6.1 Cient Requirenents

Clients can find out if a server supports the dynam c extensions by
checking the supportedExtension field in the root DSE, to see if the
OBJECT | DENTI FI ER described in section 4 is present. Since servers
may select to support the dynamic extensions in only sone of the
subtrees of the DIT, clients nmust check the dynani cSubtrees
operational attribute in the root DSE to find out if the dynamc
extensi ons are supported on a specific subtree.

Once a dynamic entry has been created, clients are responsible for
i nvoking the refresh extended operation, in order to keep that entry
present in the directory.

Clients nust not expect that a dynamic entry will be present in the
DIT after it has tined out, however it must not require that the
server renove the entry imediately (sone servers nay only process
timng out entries at intervals). |If the client wishes to ensure the
entry does not exist it should issue a RenbveRequest for that entry.

Initially, a client needs to know how often it should send refresh

requests to the server. This value is defined as the CRP (O ient
Ref resh Period) and is set by the server based on the entryTtl.
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Since the LDAP AddRequest operation is |left unchanged and i s not
nodified in this proposal to return this value, a client nust issue a
Refresh extended operation i mediately after an Add that created a
dynam c entry. The Refresh Response will return the CRP (in
responseTtl) to the client.

Clients nust not issue the refresh request for dynam c entries which
they have not created. |If an anonynous client attenpts to do so, a
server is permitted to return insufficientAccessRights (50) in the
RefreshResponse, enforcing the client to bind first. Please note that
servers which allow anonynous clients to create and refresh dynamc
entries will not be able to enforce the above.

Clients should always be ready to handle the case in which their
entry timed out. In such a case, the Refresh operation will fai
with an error code such as noSuchCbject, and the client is expected
to re-create its entry.

Clients should be prepared to experience refresh operations failing
with protocol Error, even though the add and any previous refresh
requests succeeded. This might happen if a proxy between the client
and the server goes down, and anot her proxy is used which does not
support the Refresh extended operation

6.2 Server Requirenents

Servers are responsi ble for renoving dynam c entries when they tine
out. Servers are not required to do this inmmediately.

Servers must enforce the structural rules |isted in above section 3.

Servers nust ensure that the operational attribute described in
section 5 is present in dynamic entries

Servers nmay permnit anonynous users to refresh entries. However, to
elimnate the possibility of a nalicious use of the Refresh
operation, servers may require the refreshing client to bind first. A
server inplenentation can achieve this by presenting ACLs on the
entryTtl attribute, and returning insufficientAccessRights (50) in
the RefreshResponse, if the client is not allowed to refresh the
entry. Doing this, though, mght have performance inplications on the
server and mght inpact the server’'s scalability.

Servers may require that a client which attenpts to create a dynamc
entry have a renpve pernission for that entry.

Servers which inplenment the dynam c extensions nust have the OBJECT
| DENTI FI ER, descri bed above in section 4 for the request and
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7.

response, present as a value of the supportedExtension field in the
root DSE. They nust al so have as values in the attributeTypes and
obj ectCl asses attributes of their subschema subentries, the
AttributeTypeDescription and OobjectC assDescription fromsection 5.

Servers can |limt the support of the dynamic extensions to only some
of the subtrees in the DIT. Servers indicate for which subtrees they
support the extensions, by specifying the ODs for the supported
subtrees in the dynam cSubtrees attribute described in section 5. If
a server supports the dynam c extensions for all naming contexts it
hol ds, the dynami cSubtrees attribute may be absent.

| npl erent ati on i ssues

7.1 Storage of dynam c information

Dynamic information is expected to change very often. In addition,
Ref resh requests are expected to arrive at the server very often.

Di sk-based dat abases that static directory services often use are
likely inappropriate for storing dynam c information. W recomend
that server inplenentations store dynamc entries in nmenory
sufficient to avoid paging. This is not a requirenent.

We expect LDAP servers to be able to store static and dynam c
entries. |If an LDAP server does not support dynamic entries, it
shoul d respond with an error code such as objectC assViol ation.

7.2 Cient refresh behavi or

In some cases, the client might not get a Refresh response. This may
happen as a result of a server crash after receiving the Refresh
request, the TCP/IP socket timng out in the connection case, or the
UDP packet getting lost in the connection-|ess case.

It is reconmended that in such a case, the client will retry the
Ref resh operation inmediately, and if this Refresh request does not
get a response as well, it will resort to its original Refresh cycle,

i.e. send a Refresh request at its Cient Refresh Period (CRP)

7.3 Configuration of refresh tines

We reconmend that servers will provide adninistrators with the
ability to configure the default client refresh period (CRP), and
al so a m ni mum and maxi rum CRP val ues. This, together with allow ng
adm nistrators to request that the server will not change the CRP
dynamically, will allow adm nistrators to set CRP val ues which will
enforce a lowrefresh traffic, or - on the other extreme, an highly
up-to-date directory.
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8.

10.

11.

Repl i cation

Replication is only partially addressed in this nmeno. There is a
separate effort in progress at the | ETF on replication of static and
dynami c directories.

it is allowed to replicate a dynamic entry or a static entry with
dynamic attributes. Since the entryTtl is expressed as a relative

time (how many seconds till the entry will expire), replicating it
means that the replicated entry will be "off" by the replication
time.

Local i zati on
The are no localization issues for this extended operation
Security Considerations

St andard LDAP security rules and support apply for the extensions
described in this docunent, and there are no special security issues
for these extensions. Please note, though, that servers nmay permt
anonynous clients to refresh entries which they did not create.
Servers are also permitted to control a refresh access to an entry by
requiring clients to bind before issuing a RefreshRequest. This w |l
have inplications on the server perfornmance and scal ability.

Al so, Care should be taken in making use of information obtained from
directory servers that has been supplied by client, as it may now be
out of date. In many networks, for exanple, |P addresses are
automatically assigned when a host connects to the network, and may
be reassigned if that host |ater disconnects. An |IP address obtained
fromthe directory may no | onger be assigned to the host that placed
the address in the directory. This issue is not specific to LDAP or
dynami c directories.
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