Net wor k Wor ki ng Group B. Aboba
Requests for Conmments: 2716 D. Sinon
Cat egory: Experi nent al M cr osoft

Oct ober 1999

PPP EAP TLS Aut henti cati on Protoco
Status of this Meno

This meno defines an Experinental Protocol for the Internet
community. It does not specify an Internet standard of any ki nd.
Di scussi on and suggestions for inprovenent are requested.
Distribution of this nmeno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (1999). Al Rights Reserved.
1. Abstract

The Point-to-Point Protocol (PPP) provides a standard nethod for
transporting nmulti-protocol datagrans over point-to-point |inks. PPP
al so defines an extensible Link Control Protocol (LCP), which can be
used to negotiate authentication nmethods, as well as an Encryption
Control Protocol (ECP), used to negotiate data encryption over PPP
links, and a Conpression Control Protocol (CCP), used to negotiate
conpression nmethods. The Extensible Authentication Protocol (EAP) is
a PPP extension that provides support for additional authentication
nmet hods wi thin PPP

Transport Level Security (TLS) provides for nutual authentication,
integrity-protected ciphersuite negotiation and key exchange between
two endpoints. This docunment describes how EAP-TLS, which incl udes
support for fragnentation and reassenbly, provides for these TLS
nmechani sns wi thin EAP

2. Introduction

The Extensibl e Authentication Protocol (EAP), described in [5],

provi des a standard nmechani smfor support of additional

aut henti cati on nmethods within PPP. Through the use of EAP, support
for a nunmber of authentication schemes may be added, including smart
cards, Kerberos, Public Key, One Tine Passwords, and others. To date
however, EAP methods such as [6] have focussed on authenticating a
client to a server
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However, it may be desirable to support nutual authentication, and
since PPP encryption protocols such as [9] and [10] assune existence
of a session key, it is useful to have a nmechani smfor session key
establi shnment. Since design of secure key managenent protocols is
non-trivial, it is desirable to avoid creati ng new nechani sns for
this. The EAP protocol described in this docunment allows a PPP peer
to take advantage of the protected ciphersuite negotiation, nutual
aut henticati on and key managenent capabilities of the TLS protocol
described in [12].

2.1. Requirenents | anguage

In this docunment, the key words "MAY", "MJST, "MJST NOT", "optional"
"recomrended", "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [11].

3. Pr ot ocol overvi ew
3.1. Overview of the EAP-TLS conversati on

As described in [5], the EAP-TLS conversation will typically begin
with the authenticator and the peer negotiating EAP. The

aut henticator will then typically send an EAP-Request/Ildentity packet
to the peer, and the peer will respond with an EAP-Response/ldentity
packet to the authenticator, containing the peer’s userld.

Fromthis point forward, while nom nally the EAP conversation occurs
bet ween the PPP authenticator and the peer, the authenticator MAY act
as a passthrough device, with the EAP packets received fromthe peer
bei ng encapsul ated for transmi ssion to a RADI US server or backend

security server. In the discussion that follows, we will use the term
"EAP server" to denote the ultimte endpoint conversing with the
peer.

Once having received the peer’'s ldentity, the EAP server MJST respond
with an EAP-TLS/ Start packet, which is an EAP-Request packet with
EAP- Type=EAP-TLS, the Start (S) bit set, and no data. The EAP-TLS
conversation will then begin, with the peer sending an EAP- Response
packet with EAP-Type=EAP-TLS. The data field of that packet wll
encapsul ate one or nore TLS records in TLS record |ayer format,
containing a TLS client_hell o handshake nmessage. The current cipher
spec for the TLS records will be TLS_NULL_W TH NULL_NULL and nul
conpression. This current cipher spec remains the same until the
change_ci pher _spec nessage signals that subsequent records wll have
the negotiated attributes for the remai nder of the handshake.
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The client_hell o nessage contains the client’s TLS version nunber, a
sessionld, a random nunber, and a set of ciphersuites supported by
the client. The version offered by the client MJST correspond to TLS
v1.0 or later.

The EAP server will then respond with an EAP-Request packet wth
EAP- Type=EAP- TLS. The data field of this packet will encapsul ate one
or nore TLS records. These will contain a TLS server_hell o handshake
nmessage, possibly followed by TLS certificate, server_key_exchange,
certificate_request, server_hello_done and/or finished handshake
nmessages, and/or a TLS change_ci pher _spec nessage. The server_hello
handshake nessage contains a TLS version nunber, another random
nunber, a sessionld, and a ciphersuite. The version offered by the
server MUST correspond to TLS v1.0 or later.

If the client’s sessionld is null or unrecognized by the server, the
server MJUST choose the sessionld to establish a new session

otherwi se, the sessionld wll wmtch that offered by the client,
indicating a resunption of the previously established session with
that sessionlD. The server will also choose a ciphersuite fromthose

offered by the client; if the session matches the client’s, then the
ci phersuite MJST match the one negotiated during the handshake
protocol execution that established the session.

The purpose of the sessionld within the TLS protocol is to allow for

i nproved efficiency in the case where a client repeatedly attenpts to
aut henticate to an EAP server within a short period of tine. Wile
this nmodel was devel oped for use with HTTP authentication, it may

al so have application to PPP authentication (e.g. nmultilink).

As aresult, it is left up to the peer whether to attenpt to continue
a previous session, thus shortening the TLS conversation. Typically
the peer’s decision will be made based on the tinme el apsed since the
previ ous authentication attenpt to that EAP server. Based on the
sessionld chosen by the peer, and the tinme el apsed since the previous
aut hentication, the EAP server will decide whether to allow the

conti nuation, or whether to choose a new session

In the case where the EAP server and authenticator reside on the same
device, then client will only be able to continue sessions when

connecting to the sane NAS or tunnel server. Should these devices be
set up in arotary or round-robin then it nmay not be possible for the

peer to know in advance the authenticator it will be connecting to,
and therefore which sessionld to attenpt to reuse. As a result, it is
likely that the continuation attenpt will fail. In the case where the

EAP aut hentication is renoted then continuation is nuch nore |ikely
to be successful, since nultiple NAS devices and tunnel servers will
renote their EAP authentications to the sane RADIUS server
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If the EAP server is resumng a previously established session, then
it MJUST include only a TLS change_ci pher _spec nessage and a TLS

fini shed handshake nessage after the server_hell o nessage. The

fini shed nmessage contains the EAP server’s authentication response to
the peer. |If the EAP server is not resumng a previously established
session, then it MJST include a TLS server_certificate handshake
nmessage, and a server_hel |l o_done handshake nmessage MJST be the | ast
handshake nessage encapsul ated in this EAP-Request packet.

The certificate nmessage contains a public key certificate chain for
either a key exchange public key (such as an RSA or Diffie-Hellnman
key exchange public key) or a signature public key (such as an RSA or
DSS signature public key). In the latter case, a TLS

server _key_exchange handshake nessage MJST al so be included to all ow
the key exchange to take pl ace.

The certificate_request nessage is included when the server desires
the client to authenticate itself via public key. Wile the EAP
server SHOULD require client authentication, this is not a
requirement, since it may be possible that the server will require
that the peer authenticate via sone other neans.

The peer MUJST respond to the EAP-Request with an EAP-Response packet
of EAP- Type=EAP-TLS. The data field of this packet will encapsul ate
one or nore TLS records containing a TLS change_ci pher_spec nmessage
and fini shed handshake nmessage, and possibly certificate,
certificate_ verify and/or client_key exchange handshake nessages. |If
the precedi ng server_hell o nmessage sent by the EAP server in the
precedi ng EAP- Request packet indicated the resunption of a previous
session, then the peer MJUST send only the change_ci pher_spec and

fini shed handshake nessages. The finished nessage contains the
peer’s authentication response to the EAP server

If the preceding server_hello nessage sent by the EAP server in the
preceedi ng EAP- Request packet did not indicate the resunption of a
previ ous session, then the peer MIST send, in addition to the
change_ci pher_spec and fini shed nessages, a client_key_exchange
nmessage, which conpl etes the exchange of a shared master secret

bet ween the peer and the EAP server. |If the EAP server sent a
certificate_request nessage in the precedi ng EAP- Request packet, then
the peer MJUST send, in addition, certificate and certificate_verify
handshake nessages. The fornmer contains a certificate for the peer’s
signature public key, while the latter contains the peer’s signed

aut henti cation response to the EAP server. After receiving this
packet, the EAP server will verify the peer’'s certificate and digita
signature, if requested.
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If the peer’s authentication is unsuccessful, the EAP server SHOULD
send an EAP- Request packet with EAP-Type=EAP-TLS, encapsulating a TLS
record containing the appropriate TLS alert nessage. The EAP server
SHOULD send a TLS alert nessage rather inmediately term nating the
conversation so as to allow the peer to informthe user of the cause
of the failure and possibly allow for a restart of the conversation.

To ensure that the peer receives the TLS alert nessage, the EAP
server MUST wait for the peer to reply with an EAP-Response packet.
The EAP- Response packet sent by the peer MAY encapsulate a TLS
client_hell o handshake nmessage, in which case the EAP server MAY

al l ow t he EAP-TLS conversation to be restarted, or it MAY contain an
EAP- Response packet wi th EAP- Type=EAP-TLS and no data, in which case
t he EAP-Server MJUST send an EAP-Failure packet, and terminate the
conversation. It is up to the EAP server whether to allow restarts,
and if so, how many tines the conversation can be restarted. An EAP
Server inplenenting restart capability SHOULD i npose a linit on the
nunber of restarts, so as to protect against denial of service

att acks.

If the peers authenticates successfully, the EAP server MJST respond
wi th an EAP- Request packet wi th EAP-Type=EAP-TLS, which includes, in
the case of a new TLS session, one or nore TLS records containing TLS
change_ci pher _spec and fini shed handshke nessages. The latter
contains the EAP server’s authentication response to the peer. The
peer will then verify the hash in order to authenticate the EAP
server.

If the EAP server authenticates unsuccessfully, the peer MAY send an
EAP- Response packet of EAP-Type=EAP-TLS containing a TLS Al ert
nmessage identifying the reason for the failed authentication. The
peer MAY send a TLS alert nessage rather than i medi ately term nating
the conversation so as to allow the EAP server to | og the cause of
the error for exam nation by the system admi nistrator.

To ensure that the EAP Server receives the TLS alert nessage, the
peer MUST wait for the EAP-Server to reply before termnating the
conversation. The EAP Server MJST reply with an EAP-Fail ure packet
since server authentication failure is a termnal condition

If the EAP server authenticates successfully, the peer MJUST send an

EAP- Response packet of EAP-Type=EAP-TLS, and no data. The EAP-Server
then MJST respond with an EAP-Success nessage.

Aboba & Si non Experi nment al [ Page 5]



RFC 2716 PPP EAP TLS Aut henticati on Protocol Cct ober 1999

3.2. Retry behavior

As with other EAP protocols, the EAP server is responsible for retry
behavi or. This means that if the EAP server does not receive a reply
fromthe peer, it MIST resend the EAP-Request for which it has not
yet received an EAP- Response. However, the peer MJST NOT resend EAP-
Response packets without first being pronpted by the EAP server.

For example, if the initial EAP-TLS start packet sent by the EAP
server were to be lost, then the peer would not receive this packet,
and would not respond to it. As a result, the EAP-TLS start packet
woul d be resent by the EAP server. Once the peer received the EAP-TLS
start packet, it would send an EAP-Response encapsul ating the
client_hello nmessage. |If the EAP-Response were to be lost, then the
EAP server would resend the initial EAP-TLS start, and the peer would
resend the EAP- Response.

As a result, it is possible that a peer will receive duplicate EAP-
Request nessages, and may send duplicate EAP-Responses. Both the
peer and the EAP-Server should be engineered to handle this
possibility.

3.3. Fragnentation

A single TLS record nay be up to 16384 octets in length, but a TLS
nmessage may span nultiple TLS records, and a TLS certificate nessage
may in principle be as long as 16MB. The group of EAP-TLS nessages
sent in a single round may thus be larger than the PPP MIU size, the
maxi num RADI US packet size of 4096 octets, or even the Multilink

Maxi mum Recei ved Reconstructed Unit (MRRU). As described in [2], the
multilink MRRU is negotiated via the Miultilink MRRU LCP option, which
i ncludes an MRRU length field of two octets, and thus can support
MRRUs as | arge as 64 KB.

However, note that in order to protect against reassenbly |ockup and
deni al of service attacks, it may be desirable for an inplenentation
to set a nmaxi mum size for one such group of TLS nmessages. Since a
typical certificate chainis rarely longer than a few t housand
octets, and no other field is likely to be anwhere near as long, a
reasonabl e choi ce of maxi num accept abl e nessage | ength mi ght be 64
KB.

If this value is chosen, then fragnmentation can be handled via the
mul tilink PPP fragmentation mechani sns described in [2]. Wile this
is desirable, there may be cases in which nultilink or the MRRU LCP
option cannot be negotiated. As a result, an EAP-TLS inpl enentati on
MUST provide its own support for fragnmentati on and reassenbly.
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Since EAP is a sinple ACK-NAK protocol, fragnentation support can be
added in a sinple nmanner. In EAP, fragnments that are |ost or damaged
intransit will be retransmitted, and since sequencing information is
provided by the Identifier field in EAP, there is no need for a
fragnent offset field as is provided in | Pv4.

EAP- TLS fragnmentati on support is provided through addition of a flags
octet within the EAP-Response and EAP- Request packets, as well as a
TLS Message Length field of four octets. Flags include the Length

i ncluded (L), Mre fragnents (M, and EAP-TLS Start (S) bits. The L
flag is set to indicate the presence of the four octet TLS Message
Length field, and MJST be set for the first fragment of a fragnented
TLS nmessage or set of nessages. The Mflag is set on all but the | ast
fragnent. The S flag is set only within the EAP-TLS start nessage
sent fromthe EAP server to the peer. The TLS Message Length field is
four octets, and provides the total length of the TLS nessage or set
of nessages that is being fragmented; this sinplifies buffer

al | ocati on.

When an EAP-TLS peer receives an EAP- Request packet with the Mbit
set, it MJST respond with an EAP- Response with EAP-Type=EAP-TLS and
no data. This serves as a fragnent ACK. The EAP server MJST wait
until it receives the EAP-Response before sending another fragnent.
In order to prevent errors in processing of fragnments, the EAP server
MUST increment the ldentifier field for each fragnent contai ned

wi thin an EAP-Request, and the peer MJST include this ldentifier
value in the fragment ACK contained within the EAP-Reponse.
Retransnmitted fragments will contain the same Identifier val ue.

Simlarly, when the EAP server receives an EAP-Response with the M
bit set, it MJST respond with an EAP- Request with EAP- Type=EAP-TLS
and no data. This serves as a fragment ACK. The EAP peer MJST wait
until it receives the EAP-Request before sending another fragment.

In order to prevent errors in the processing of fragnments, the EAP
server MJST use increnment the Identifier value for each fragnent ACK
contained wi thin an EAP-Request, and the peer MJST include this
Identifier value in the subsequent fragnent contained within an EAP-
Reponse.

3.4. ldentity verification
As part of the TLS negotiation, the server presents a certificate to
the peer, and if nmutual authentication is requested, the peer
presents a certificate to the server
Note that since the peer has made a claimof identity in the EAP-

Response/ldentity (Myl D) packet, the EAP server SHOULD verify that
the clainmed identity corresponds to the certificate presented by the
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peer. Typically this will be acconplished either by placing the
userld within the peer certificate, or by providing a mappi ng between
the peer certificate and the userld using a directory service.

Simlarly, the peer MJIST verify the validity of the EAP server
certificate, and SHOULD al so exam ne the EAP server nane presented in
the certificate, in order to deternm ne whether the EAP server can be
trusted. Please note that in the case where the EAP authentication is
renoted that the EAP server will not reside on the sane machi ne as
the authenticator, and therefore the nanme in the EAP server’'s
certificate cannot be expected to match that of the intended
destination. In this case, a nore appropriate test might be whether
the EAP server’'s certificate is signed by a CA controlling the

i nt ended destination and whet her the EAP server exists within a
target sub-domain.

3.5. Key derivation

Since the normal TLS keys are used in the handshake, and therefore
shoul d not be used in a different context, new encryption keys mnust
be derived fromthe TLS master secret for use with PPP encryption

For both peer and EAP server, the derivation proceeds as foll ows:

gi ven the master secret negotiated by the TLS handshake, the
pseudorandom function (PRF) defined in the specification for the
version of TLS in use, and the value random defined as the

concat enati on of the handshake nessage fields client_hello.random and
server _hello.random (in that order), the value PRF(nmaster secret,
"client EAP encryption", random is conputed up to 128 bytes, and the
value PRF("", "client EAP encryption", random is conputed up to 64
bytes (where "" is an enpty string). The peer encryption key (the
one used for encrypting data from peer to EAP server) is obtained by
truncating to the correct length the first 32 bytes of the first PRF
of these two output strings. TheEAP server encryption key (the one
used for encrypting data from EAP server to peer), if different from
the client encryption key, is obtained by truncating to the correct

Il ength the second 32 bytes of this same PRF output string. The
client authentication key (the one used for conputing MACs for
nmessages from peer to EAP server), if used, is obtained by truncating
to the correct length the third 32 bytes of this sanme PRF out put
string. The EAP server authentication key (the one used for
computi ng MACs for nessages from EAP server to peer), if used, and if
different fromthe peer authentication key, is obtained by truncating
to the correct length the fourth 32 bytes of this sane PRF out put
string. The peer initialization vector (IV), used for nmessages from
peer to EAP server if a block cipher has been specified, is obtained
by truncating to the cipher’s block size the first 32 bytes of the
second PRF output string nmentioned above. Finally, the server
initialization vector (1V), used for nessages from peer to EAP server
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if a block cipher has been specified, is obtained by truncating to
the ci pher’s bl ock size the second 32 bytes of this second PRF
out put .

The use of these encryption and authentication keys is specific to
t he PPP encryption nechani smused, such as those defined in [9] and
[10]. Additional keys or other non-secret values (such as |IVs) can
be obtained as needed for future PPP encryption nethods by extending
the outputs of the PRF beyond 128 bytes and 64 bytes, respectively.

3.6. ECP negotiation

Since TLS supports ciphersuite negotiation, peers conpleting the TLS
negotiation will also have sel ected a ciphersuite, which includes key
strength, encryption and hashing nethods. As a result, a subsequent
Encryption Control Protocol (ECP) conversation, if it occurs, has a
predeternined result.

In order to ensure agreenent between the EAP-TLS ci phersuite
negoti ati on and the subsequent ECP negotiation (described in [6]),
during ECP negotiation the PPP peer MJST offer only the ciphersuite
negoti ated i nEAP-TLS. This ensures that the PPP authenticator MJST
accept the EAP-TLS negotiated ci phersuite in order for the
onversation to proceed. Should the authenticator not accept the
EAP- TLS negoti ated ci phersuite, then the peer MJST send an LCP
term nate and di sconnect.

Pl ease note that it cannot be assunmed that the PPP authenticator and
EAP server are located on the sane nmachine or that the authenticator
under st ands the EAP-TLS conversation that has passed through it. Thus
if the peer offers a ciphersuite other than the one negotiated in
EAP-TLS there is no way for the authenticator to know how to respond
correctly.

3.7. CCP negotiation

TLS as described in [12] supports conpression as well as ciphersuite
negoti ati on. However, TLS only provides support for a limted nunber
of conpression types which do not overlap with the conpression types
used in PPP. As a result, during the EAP-TLS conversation the EAP
endpoi nts MJST NOT request or negotiate conpression. |nstead, the PPP
Conpression Control Protocol (CCP), described in [13] should be used
to negotiate the desired conpression schene.
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3.8. Exanples

In the case where the EAP-TLS nutual authentication is successful
the conversation will appear as follows:

Aut henti cati ng Peer Aut henti cat or
<- PPP LCP Request - EAP
aut h
PPP LCP ACK- EAP
auth ->
<- PPP EAP- Request/
I dentity
PPP EAP- Response/
| dentity (MyID) ->
<- PPP EAP- Request/
EAP- Type=EAP- TLS
(TLS Start)
PPP EAP- Response/
EAP- Type=EAP- TLS
(TLS client_hello)->
<- PPP EAP- Request/
EAP- Type=EAP- TLS
(TLS server_hel | o,
TLS certificate,
[ TLS server_key_exchange, ]
[ TLS certificate_request,]
TLS server _hel | o_done)
PPP EAP- Response/
EAP- Type=EAP- TLS
(TLS certificate,
TLS client _key_exchange,
[ TLS certificate_verify,]
TLS change_ci pher _spec,
TLS fini shed) ->
<- PPP EAP- Request/
EAP- Type=EAP- TLS
(TLS change_ci pher _spec,
TLS fi ni shed)
PPP EAP- Response/
EAP- Type=EAP-TLS ->
<- PPP EAP- Success
PPP Aut henti cati on
Phase conpl et e,
NCP Phase starts

ECP negoti ati on
CCP negoti ation
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In the case where the EAP-TLS nutual authentication is successful

and fragnmentation is required, the conversation will appear as
foll ows:
Aut henti cati ng Peer Aut henti cat or

<- PPP LCP Request - EAP
aut h
PPP LCP ACK- EAP
auth ->
<- PPP EAP- Request/
I dentity
PPP EAP- Response/
| dentity (MyID) ->
<- PPP EAP- Request/
EAP- Type=EAP- TLS
(TLS Start, S bit set)
PPP EAP- Response/
EAP- Type=EAP- TLS
(TLS client_hello)->
<- PPP EAP- Request/
EAP- Type=EAP-TLS
(TLS server_hell o,
TLS certificate,
[ TLS server_key_exchange, ]
[ TLS certificate_request,]
TLS server _hel | o_done)
(Fragnent 1: L, Mbits set)
PPP EAP- Response/
EAP- Type=EAP-TLS ->
<- PPP EAP- Request/
EAP- Type=EAP-TLS
(Fragnent 2: Mbit set)
PPP EAP- Response/
EAP- Type=EAP-TLS ->
<- PPP EAP- Request/
EAP- Type=EAP- TLS
(Fragnment 3)
PPP EAP- Response/
EAP- Type=EAP- TLS
(TLS certificate,
TLS client_key_exchange,
[ TLS certificate_verify,]
TLS change_ci pher _spec,
TLS i ni shed) (Fragment 1:
L, Mbits set)->
<- PPP EAP- Request/
EAP- Type=EAP- TLS
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PPP EAP- Response/

EAP- Type=EAP- TLS

(Fragnent 2)->

<- PPP EAP- Request/

EAP- Type=EAP- TLS
(TLS change_ci pher _spec,
TLS fi ni shed)

PPP EAP- Response/

EAP- Type=EAP-TLS ->
<- PPP EAP- Success

PPP Aut henti cati on

Phase conpl et e,

NCP Phase starts

ECP negoti ati on
CCP negoti ation

In the case where the server authenticates to the client
successfully, but the client fails to authenticate to the server, the
conversation will appear as follows:

Aut henti cati ng Peer Aut henti cat or
<- PPP LCP Request - EAP
aut h
PPP LCP ACK- EAP
auth ->
<- PPP EAP- Request/
I dentity
PPP EAP- Response/
| dentity (MyID) ->
<- PPP EAP- Request/
EAP- Type=EAP- TLS
(TLS Start)
PPP EAP- Response/
EAP- Type=EAP- TLS
(TLS client_hello)->
<- PPP EAP- Request/
EAP- Type=EAP- TLS
(TLS server_hell o,
TLS certificate,
[ TLS server _key_exchange, ]
TLS certificate_request,
TLS server _hel | o_done)
PPP EAP- Response/
EAP- Type=EAP- TLS
(TLS certificate,
TLS cl i ent _key_exchange,
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TLS certificate_verify,

TLS change_ci pher _spec,

TLS fini shed) ->
<- PPP EAP- Request/
EAP- Type=EAP- TLS
(TLS change_ci pher _spec,
TLS fi ni shed)

PPP EAP- Response/

EAP- Type=EAP-TLS ->
<- PPP EAP- Request
EAP- Type=EAP- TLS
(TLS Al ert nessage)

PPP EAP- Response/

EAP- Type=EAP-TLS ->
<- PPP EAP-Failure
(User Disconnect ed)

In the case where server authentication is unsuccessful, the
conversation will appear as follows:

Aut henti cati ng Peer Aut henti cat or
<- PPP LCP Request - EAP
aut h
PPP LCP ACK- EAP
auth ->
<- PPP EAP- Request/
I dentity
PPP EAP- Response/
| dentity (MyID) ->
<- PPP EAP- Request/
EAP- Type=EAP- TLS
(TLS Start)
PPP EAP- Response/
EAP- Type=EAP- TLS
(TLS client_hello)->
<- PPP EAP- Request/
EAP- Type=EAP- TLS
(TLS server_hel | o,
TLS certificate,
[ TLS server_key_exchange, ]
[ TLS certificate_request,]
TLS server _hel | o_done)
PPP EAP- Response/
EAP- Type=EAP- TLS
(TLS certificate,
TLS client_key_exchange,
[ TLS certificate_verify,]
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TLS change_ci pher _spec,
TLS fini shed) ->
<- PPP EAP- Request/
EAP- Type=EAP- TLS
(TLS change_ci pher _spec,
TLS fi ni shed)
PPP EAP- Response/
EAP- Type=EAP- TLS
(TLS change_ci pher _spec,
TLS fi ni shed)
<- PPP EAP- Request/
EAP- Type=EAP- TLS
PPP EAP- Response/
EAP- Type=EAP- TLS
(TLS Alert nmessage) ->
<- PPP EAP-Failure
(User Di sconnect ed)

In the case where a previously established session is being resuned,
and both sides authenticate successfully, the conversation wll
appear as follows:

Aut henti cati ng Peer Aut henti cat or
<- PPP LCP Request - EAP
aut h

PPP LCP ACK- EAP

auth ->
<- PPP EAP- Request/
I dentity

PPP EAP- Response/

| dentity (MyID) ->
<- PPP EAP- Request/
EAP- Request /
EAP- Type=EAP- TLS
(TLS Start)

PPP EAP- Response/

EAP- Type=EAP- TLS

(TLS client_hello)->
<- PPP EAP- Request/
EAP- Type=EAP- TLS
(TLS server_hell o,
TLS change_ci pher _spec
TLS fi ni shed)
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PPP EAP- Response/
EAP- Type=EAP- TLS
(TLS change_ci pher _spec,
TLS fini shed) ->

PPP Aut henti cati on
Phase conpl et e,
NCP Phase starts
ECP negoti ati on

CCP negoti ation

PPP EAP TLS Aut henti cati on Protoco

Cct ober

<- PPP EAP- Success

1999

In the case where a previously established session is being resuned,
and the server authenticates to the client successfully but the

client fails to authenti
appear as foll ows:

Aut henti cati ng Peer

PPP LCP ACK- EAP
auth ->

PPP EAP- Response/
| dentity (MyID) ->

PPP EAP- Response/
EAP- Type=EAP- TLS

(TLS client_hello) ->

PPP EA- Response/

EAP- Type=EAP- TLS

(TLS change_ci pher _spec,
TLS fini shed) ->

Aboba & Si non

cate to the server, the conversation wl|l

Aut hent i cat or
<- PPP LCP Request - EAP
aut h

<- PPP EAP- Request/
I dentity

<- PPP EAP- Request/
EAP- Request /

EAP- Type=EAP- TLS
(TLS Start)

<- PPP EAP- Request/

EAP- Type=EAP- TLS

(TLS server_hell o,

TLS change_ci pher _spec,
TLS fi ni shed)

<- PPP EAP- Request
EAP- Type=EAP- TLS
(TLS Al ert nessage)

Experi nment al
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PPP EAP- Response

EAP- Type=EAP-TLS ->
<- PPP EAP-Failure
(User Di sconnect ed)

In the case where a previously established session is being resuned,
and the server authentication is unsuccessful, the conversation will
appear as follows:

Aut henti cati ng Peer Aut henti cat or
<- PPP LCP Request - EAP
aut h

PPP LCP ACK- EAP

auth ->
<- PPP EAP- Request/
I dentity

PPP EAP- Response/

| dentity (MyID) ->
<- PPP EAP- Request/
EAP- Request /
EAP- Type=EAP- TLS
(TLS Start)

PPP EAP- Response/

EAP- Type=EAP- TLS

(TLS client_hello)->
<- PPP EAP- Request/
EAP- Type=EAP- TLS
(TLS server_hell o,

TLS change_ci pher _spec,
TLS fi ni shed)

PPP EAP- Response/

EAP- Type=EAP- TLS

(TLS change_ci pher _spec,

TLS fi ni shed)
<- PPP EAP- Request/
EAP- Type=EAP- TLS

PPP EAP- Response/

EAP- Type=EAP- TLS

(TLS Alert nmessage) ->
<- PPP EAP-Failure
(User Di sconnect ed)
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4. Detailed description of the EAP-TLS protocol
4.1. PPP EAP TLS Packet For mat

A summary of the PPP EAP TLS Request/ Response packet fornmat is shown
below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Code | Identifier | Lengt h |
i T i i e S I ih s o S S ™
| Type | Dat a. . .

I Th T S I S I T S S T S S I S
Code

1 - Request
2 - Response

| dentifier

The identifier field is one octet and aids in matching responses
wi th requests.

Lengt h
The Length field is two octets and indicates the |length of the EAP
packet including the Code, Identifier, Length, Type, and Data
fields. Cctets outside the range of the Length field should be

treated as Data Link Layer paddi ng and should be ignored on
reception.

Type
13 - EAP TLS
Dat a

The format of the Data field is deternined by the Code field.
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4.2. PPP EAP TLS Request Packet

A summary of the PPP EAP TLS Request packet format is shown bel ow
The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i T i i e S I ih s o S S ™
| Code | Identifier | Lengt h |
R R i s i i S S S S S kSt S S S S S e e
| Type | Fl ags | TLS Message Length
R R i s i i S S S S S kSt S S S S S e e
| TLS Message Length | TLS Dat a.
R R i s i i S S S S S kSt S S S S S e e
Code

1
I dentifier

The ldentifier field is one octet and aids in matching responses
with requests. The ldentifier field MJST be changed on each
Request packet.

Lengt h

The Length field is two octets and indicates the |length of the EAP
packet including the Code, ldentifier, Length, Type, and TLS
Response fi el ds.

Type

Lengt h i ncl uded
More fragnents
EAP- TLS start
Reserved

ansr
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The L bit (length included) is set to indicate the presence of the
four octet TLS Message Length field, and MJUST be set for the first
fragment of a fragmented TLS nessage or set of nessages. The Mbit
(rmore fragnments) is set on all but the last fragnment. The S bit
(EAP-TLS start) is set in an EAP-TLS Start nessage. This
differentiates the EAP-TLS Start nessage from a fragnent

acknow edgenent .

TLS Message Length

The TLS Message Length field is four octets, and is present only
if the L bit is set. This field provides the total length of the
TLS nmessage or set of nessages that is being fragnented.

TLS dat a

The TLS data consists of the encapsul ated TLS packet in TLS record
format.

4.3. PPP EAP TLS Response Packet

A summary of the PPP EAP TLS Response packet format is shown bel ow
The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i T i i e S I ih s o S S ™
| Code | Identifier | Lengt h |
R R i s i i S S S S S kSt S S S S S e e
| Type | Fl ags | TLS Message Length
R R i s i i S S S S S kSt S S S S S e e
| TLS Message Length | TLS Dat a.
R R i s i i S S S S S kSt S S S S S e e
Code

2
I dentifier

The ldentifier field is one octet and MJUST match the ldentifier
field fromthe correspondi ng request.

Lengt h
The Length field is two octets and indicates the |length of the EAP

packet including the Code, Identifir, Length, Type, and TLS data
fields.
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Type
13 - EAP TLS

2345678
I s S S

Lengt h i ncl uded
More fragnents
EAP- TLS start
Reserved

ansr

The L bit (length included) is set to indicate the presence of the
four octet TLS Message Length field, and MJUST be set for the first
fragment of a fragmented TLS nessage or set of nessages. The Mbit
(rmore fragnments) is set on all but the last fragment. The S bit
(EAP-TLS start) is set in an EAP-TLS Start nessage. This
differentiates the EAP-TLS Start nessage from a fragnent

acknow edgenent .

TLS Message Length
The TLS Message Length field is four octets, and is present only
if the L bit is set. This field provides the total length of the
TLS nmessage or set of nessages that is being fragnented.

TLS dat a

The TLS data consists of the encapsul ated TLS packet in TLS record
format.
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6. Security Considerations
6.1. Certificate revocation

Since the EAP server is on the Internet during the EAP conversation
the server is capable of following a certificate chain or verifying
whet her the peer’s certificate has been revoked. In contrast, the
peer may or nmay not have Internet connectivity, and thus while it can
val i date the EAP server’s certificate based on a pre-configured set
of CAs, it may not be able to follow a certificate chain or verify
whet her the EAP server’s certificate has been revoked.

In the case where the peer is initiating a voluntary Layer 2 tunnel
usi ng PPTP or L2TP, the peer will typically already have a PPP
interface and Internet connectivity established at the tinme of tunne
initiation. As a result, during the EAP conversation it is capable
of checking for certificate revocati on.

However, in the case where the peer is initiating an intial PPP
conversation, it will not have Internet connectivity and is therefore
not capabl e of checking for certificate revocation until after NCP
negoti ati on conpl etes and the peer has access to the Internet. In
this case, the peer SHOULD check for certificate revocation after
connecting to the Internet.

6.2. Separation of the EAP server and PPP aut henti cator

As a result of the EAP-TLS conversation, the EAP endpoints will

mut ual |y authenticate, negotiate a ciphersuite, and derive a session
key for subsequent use in PPP encryption. Since the peer and EAP
client reside on the same machine, it is necessary for the EAP client
nmodul e to pass the session key to the PPP encryption nodul e.

The situation may be nore conplex on the PPP authenticator, which may
or may not reside on the same machine as the EAP server. In the case
where the EAP server and PPP authenticator reside on different

machi nes, there are several inplications for security. Firstly, the
mut ual aut hentication defined in EAP-TLS will occur between the peer
and the EAP server, not between the peer and the authenticator. This
means that as a result of the EAP-TLS conversation, it is not
possible for the peer to validate the identity of the NAS or tunnel
server that it is speaking to.

The second issue is that the session key negotiated between the peer
and EAP server will need to be transmitted to the authenticator.
Therefore a mechani sm needs to be provided to transmt the session
key fromthe EAP server to the authenticator or tunnel server that
needs to use the key. The specification of this transit mechanismis
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outsi de the scope of this docunent.
6.3. Relationship of PPP encryption to other security nechanisns

It is envisaged that EAP-TLS will be used prinmarily with dialup PPP
connections. However, there are also circunstances in which PPP
encryption may be used along with Layer 2 tunneling protocols such as
PPTP and L2TP

In compul sory layer 2 tunneling, a PPP peer nakes a connection to a
NAS or router which tunnels the PPP packets to a tunnel server

Since with conmpul sory tunneling a PPP peer cannot tell whether its
packets are being tunneled, |et alone whether the network device is
securing the tunnel, if security is required then the client mnust
make its own arrangenents. In the case where all endpoints cannot be
relied upon to inplenent IPSEC, TLS, or another suitable security
protocol, PPP encryption provides a convenient nmeans to ensure the
privacy of packets transiting between the client and the tunne
server.
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and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng I nternet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
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Engli sh.

The limted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.
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"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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