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Abstract

Thi s docunent defines OSPF-xTE, an experinmental traffic engineering
(TE) extension to the link-state routing protocol OSPF. OSPF-xTE
defines new TE Link State Advertisenents (LSAs) to dissem nate TE
metrics within an autononous System (AS), which may consist of

mul tiple areas. Wen an AS consists of TE and non- TE nodes, OSPF-XTE
ensures that non-TE nodes in the AS are unaffected by the TE LSAs.
OSPF- XTE generates a stand-al one TE Link State Database (TE-LSDB),
distinct fromthe native OSPF LSDB, for conputation of TE circuit
paths. OSPF-xTE is versatile and extendi ble to non-packet networks
such as Synchronous Optical Network (SONET) / Tine Division

Mul tiplexing (TDM and optical networks.

| ESG Not e

The content of this RFC was at one tine considered by the | ETF, and
therefore it may resenble a current | ETF work in progress or a
published I ETF work. This RFC is not a candidate for any |evel of
Internet Standard. The | ETF disclainms any know edge of the fitness
of this RFC for any purpose and in particular notes that the decision
to publish is not based on | ETF review for such things as security,
congestion control, or inappropriate interaction with depl oyed
protocols. The RFC Editor has chosen to publish this docunent at its
di scretion. Readers of this RFC should exercise caution in
evaluating its value for inplenmentation and depl oynent. See RFC 3932
for nmore information
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See RFC 3630 for the |IETF consensus protocol for OSPF Traffic

Engi neering. The OSPF WG position at the tine of publication is that
al though this proposal has sone useful properties, the protocol in
RFC 3630 is sufficient for the traffic engi neering needs that have
been identified so far, and the cost of migrating to this proposa
exceeds its benefits.
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1. Introduction

Thi s docunent defines OSPF-xTE, an experinmental traffic engineering
(TE) extension to the link-state routing protocol OSPF. The

obj ective of OSPF-xTE is to discover TE network topol ogy and

di ssem nate TE netrics within an autononous system (AS). A stand-
al one TE Link State Database (TE-LSDB), different fromthe native
OSPF LSDB, is created to facilitate conmputation of TE circuit paths.
Devising algorithns to conpute TE circuit paths is not an objective
of this docunent.

OSPF-xTE is different fromthe Opaque-LSA-based approach outlined in
[ OPQLSA-TE] . Section 4 describes the notivations behind the design
of OSPF-XTE. Section 6 outlines a transition path for those
currently using [ OPQLSA-TE] for intra-area and wish to extend this
usi ng OSPF-XTE across the AS.

Readers interested in TE extensions for packet networks al one nay
skip section 9.0.

2. Principles of Traffic Engineering

The objective of traffic engineering (TE) is to set up circuit

pat h(s) between a pair of nodes or links and to forward traffic of a
certain forwardi ng equival ency class (FEC) through the circuit path.
Only unicast circuit paths are considered in this section; multicast
variations are outside the scope.

A traffic engineered circuit path is unidirectional and nmay be

identified by the tuple: (FEC, TE circuit paraneters, origin
node/ | i nk, destination node/link).
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A forwardi ng equival ency class (FEC) is a grouping of traffic that is
forwarded in the same nmanner by a node. An FEC may be cl assified
based on a number of criteria, as follows:

a) traffic arriving on a specific interface,

b) traffic arriving at a certain tinme of day,

c) traffic nmeeting a certain packet based classification
criteria (ex: based on a match of the fields in the IP and
transport headers within a packet),

d) traffic in a certain priority class,

e) traffic arriving on a specific set of TDM (Synchronous
Transport Signal (STS)) circuits on an interface, or

f) traffic arriving on a certain wavel ength of an interface.

Di scerning traffic based on the FEC criteria is mandatory for Labe
Edge Routers (LERs). The internedi ate Label - Switched Routers (LSRs)
are transparent to the traffic content. LSRs are only responsible
for maintaining the circuit for its lifetine. This docunent will not
address definition of FEC criteria, the mapping of an FEC to circuit,
or the associated signaling to set up circuits. [MLS TE] and

[ GWPLS- TE] address the FEC criteria. [RSVP-TE] and [ CR-LDP] address
signaling protocols to set up circuits.

This docunent is concerned with the collection of TE netrics for al
the TE enforceabl e nodes and links within an autononobus system TE
metrics for a node may include the foll ow ng.

a) Ability to performtraffic prioritization
b) Ability to provision bandwi dth on interfaces,
c) Support for Constrained Shortest Path First (CSPF)
al gori t hms,
d) Support for certain TE-Circuit switch type, and
e) Support for a certain type of automatic protection swtching.

TE nmetrics for a link may include the follow ng.

a) avail abl e bandwi dt h,

b) reliability of the link

c) color assignhed to the |ink,

d) cost of bandw dth usage on the link, and

e) menbership in a Shared Ri sk Link Goup (SRLG .

A nunber of CSPF (Constraint-based Shortest Path First) algorithns
may be used to dynanmically set up TE circuit paths in a TE networKk.

OSPF- XxTE mandates that the originating and the terninating entities
of a TE circuit path be identifiable by |IP addresses.
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3.

Ter ni nol ogy

Definitions of the majority of the terns used in the context of the
OSPF protocol nmay be found in [OSPF-V2]. MPLS and traffic

engi neering terms nay be found in [ MPLS- ARCH. RSVP-TE and CR-LDP
signhaling-specific terns may be found in [ RSVP-TE] and [ CR LDP],
respectively.

The foll owi ng subsections describe the native OSPF ternms and the
OSPF- XTE ternms used within this docunent.

Nati ve OSPF Terns

Nati ve node (Non-TE node)

A native or non-TE node is an OSPF router that is capable of IP
packet forwardi ng but does not take part in a TE network. A
native OSPF node forwards IP traffic using the shortest-path
forwardi ng al gorithm and does not run the OSPF-xTE extensi ons.
Native Iink (Non-TE |ink)

A native (or non-TE) link is a network attachnment to a TE or
non- TE node used for |IP packet traversal

Nati ve OSPF network (Non-TE networ k)

A native OSPF network refers to an OSPF network that does not
support TE. "Non-TE network", "native-OSPF network", and "non-TE
t opol ogy" are used synonynously throughout the docunent.

LSP

LSP stands for "Label -Switched Path". An LSP is a TE circuit
path in a packet network. The terns "LSP" and "TE circuit path"
are used synonynously in the context of packet networks.

LSA

LSA stands for OSPF "Link State Adverti senent".
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o LSDB

LSDB stands for "Link State Database". An LSDB contains a
representation of the topology of a network. A native LSDB
constituted of native OSPF LSAs, represents the topology of a
native | P network. The TE-LSDB, on the other hand, is
constituted of TE LSAs and is a representation of the TE network

t opol ogy.
3. 2. OSPF- XTE Ter ns

o TE node

A TE node is a node in the traffic engineering (TE) network. A
TE node has a mininmumof one TE link attached to it. Associated
with each TE node is a set of supported TE netrics. A TE node
may al so participate in a native |P network.

In a SONET/ TDM or photonic cross-connect network, a TE node is
not required to be an OSPF-XTE node. An external OSPF-XTE node
may act as proxy for the TE nodes that cannot be routers

t hensel ves.

o TE link

A TEIlink is a network attachment point to a TE node and is

i ntended for traffic engineering use. Associated with each TE
link is a set of supported TE netrics. A TE link may al so
optionally carry native IP traffic.

O the various links attached to a TE node, only the |inks that
take part in a traffic-engineered network are called TE |inks.

o TE circuit path

A TE circuit path is a unidirectional data path that is defined
by a list of TE nodes connected to each other through TE |inks.

A TE circuit path is also often referred sinply as a circuit path
or acircuit.

For the purposes of OSPF-xTE, the originating and term nating
entities of a TE circuit path nust be identifiable by their IP
addresses. As a general rule, all nodes and links party to a
traffic-engi neered network shoul d be uniquely identifiable by an
| P address.
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0 OSPF-xTE node (OSPF-XTE router)

An OSPF-XTE node is a TE node that runs the OSPF routing protoco
and the OSPF-xTE extensions described in this docunent. An

aut ononmous system (AS) may consist of a conbination of native and
OSPF- XTE nodes.

o TE Control network

The | P network used by the OSPF-xTE nodes for OSPF-xTE

conmuni cation is referred as the TE control network or sinply the
control network. The control network can be independent of the
TE dat a networKk.

o TE network (TE topol ogy)

A TE network is a network of connected TE nodes and TE |inks, for
the purpose of setting up one or nmore TE circuit paths. The
terms "TE network”, "TE data network", and "TE topol ogy" are used
synonynously throughout the docunent.

o Packet-TE network (Packet network)

A packet-TE network is a TE network in which the nodes swi tch
MPLS packets. An MPLS packet is defined in [ MPLS-TE] as a packet
with an MPLS header, followed by data octets. The internediary
node(s) of a circuit path in a packet-TE network perform MPLS

| abel swapping to enmulate the circuit.

Unl ess specified otherw se, the term "packet network" is used
t hroughout the docunent to refer to a packet-TE network.

o Non- packet-TE networ k (Non-packet network)

A non-packet-TE network is a TE network in which the nodes sw tch
non- packet entities such as STStine slots, Lanbda wavel engt hs,
or sinply interfaces.

SONET/ TDM and fi ber cross-connect networks are exanples of non-
packet-TE networks. Circuit emulation in these networks is
acconplished by the switch fabric in the internedi ary nodes
(based on TDMtine slot, fiber interface, or Lanbda).

Unl ess specified otherw se, the term non-packet network is used
t hr oughout the docunent to refer a non-packet-TE network.
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o M xed network

A mxed network is a network that is constituted of both packet-
TE and non-TE networks. Traffic in the network is strictly
datagramoriented, i.e., |IP datagrans or MPLS packets. Routers
in a mxed network may be TE or native nodes.

OSPF- XTE is usable within a packet network or a nixed network.
0 Peer network

A peer network is a network that is constituted of packet-TE and
non- packet - TE networks conbined. In a peer network, a TE node
could potentially support TE Iinks for the packet as well as
non- packet data.

OSPF-XTE is usable within a packet network or a non-packet
network or a peer network, which is a conbination of the two.

o CSPF

CSPF stands for "Constrained Shortest Path First". Gven a TE
LSDB and a set of constraints that nust be satisfied to forma
circuit path, there nmay be several CSPF algorithns to obtain a TE
circuit path that neets the criteria.

o TLV

A TLV stands for a data object in the form Tag-Length-Val ue.

Al'l TLVs are assuned to be of the followi ng format, unless
specified otherwise. The Tag and Length are 16 bits w de each.
The Length includes the 4 octets required for Tag and Length
specification. Al TLVs described in this docunent are padded to
32-bit alignment. Any padding required for alignment will not be
a part of the length field, however. TLVs are used to describe
traffic engineering characteristics of the TE nodes, TE |inks,
and TE circuit paths.

0 1 2 3
01234567890123456789012345678901
o i T S o T T T e e T S S s s S S S
| Tag | Length (4 or nore) |
o i T S o T T T e e T S S s s S S S
| Value .... |
o i T S o T T T e e T S S s s S S S

T T S i S S S I T A i S S S S S
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4.

4.

4.

0 Router-TE TLVs (Router TLVS)
TLVs used to describe the TE capabilities of a TE node.
o Link-TE TLVs (Link TLVS)
TLVs used to describe the TE capabilities of a TE link
Moti vati ons behind the Design of OSPF-XTE

There are several notivations that |led to the design of OSPF-xTE.
OSPF-XTE is scal able, efficient, and usable across a variety of
network topol ogi es. These notivations are explained in detail in the
foll owi ng subsections. The |ast subsection lists real-world network
scenari os that benefit fromthe OSPF-XTE.

1. Scal abl e Design

In OSPF-XTE, an area-|evel abstraction provides the scaling required
for the TE topology in a |large autononous system (AS). An OSPF-XxTE
area border router will advertise summary LSAs for TE and non-TE

t opol ogi es i ndependent of each other. Readers may refer to section

10 for a topological view of the AS fromthe perspective of a OSPF-

XTE node in an area.

[ OPQLSA-TE], on the other hand, is designed for intra-area and is not
scal able to AS-w de scope.

2. Operable in Mxed and Peer Networks

OSPF- XxTE assunes that an AS may be constituted of coexisting TE and
non- TE networ ks. OSPF-XTE dynam cally di scovers TE topol ogy and the
associated TE netrics of the nodes and links that formthe TE
network. As such, OSPF-XxTE generates a stand-alone TE-LSDB that is
fully representative of the TE network. Stand-al one TE-LSDB al | ows
for speedy TE conputati ons.

[ OPQLSA-TE] is designed for packet networks and is not suitable for
m xes and peer networks. TE-LSDB in [OPQLSA-TE] is derived fromthe
conbi nati on of Opaque LSAs and native LSDB. Further, the TE-LSDB

t hus derived has no know edge of the TE capabilities of the routers
in the network.

4.3. Efficient in Flooding Reach

OSPF-XTE is able to identify the TE topology in a nixed network and
tolimt the flooding of TE LSAs to only the TE nodes. Non-TE nodes
are not bonbarded with TE LSAs.
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In a TE network, a subset of the TE netrics may be prone to rapid
change, while others remain |argely unchanged. Changes in TE netrics
must be conmuni cated at the earliest throughout the network to ensure
that the TE-LSDB is up-to-date within the network. As a genera

rule, a TE network is likely to generate significantly nore contro
traffic than a native network. The excess traffic is alnost directly
proportional to the rate at which TE circuits are set up and torn
down within the TE network. The TE database synchronization shoul d
occur much qui cker conpared to the aggregate circuit set up and
tear-down rates. OSPF-xTE defines TE-Increnental -Li nk-update LSA
(section 8.2) to advertise only a subset of the netrics that are
prone to rapid changes.

The nmore frequent and wi der the flooding, the |arger the nunber of
retransm ssi ons and acknow edgenents. The sane informati on (needed
or not) may reach a router through nmultiple links. Even if the
router did not forward the information past the node, it would stil
have to send acknow edgenents across all the various |inks on which
the LSAs tried to converge. It is undesirable to flood non-TE nodes
with TE infornation.

4.4, Ability to Reserve TE-Excl usive Links

OSPF- XTE draws a clear distinction between TE and non-TE links. A TE
link may be configured to permt TE traffic alone, and not permt
best-effort IP traffic on the link. This permts TE enforceability
on the TE |i nks.

When |inks of a TE topology do not overlap the links of a native IP
networ k, OSPF-xTE allows for virtual isolation of the two networks.
Best-effort IP network and TE network often have different service
requirements. Keeping the two networks physically isolated can be
expensive. Conbining the two networks into a single physically
connected network will bring economes of scale, while service
enforceability can be maintained individually for each of the TE and
non- TE sections of the network.

[ OPQLSA- TE] does not support the ability to isolate best-effort IP
traffic fromTE traffic on a link. Al links are subject to best-
effort IP traffic. An OSPF router could potentially select a TE |ink
to be its least cost link and inundate the link with best-effort IP
traffic, thereby rendering the Iink unusable for TE purposes.
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4.5. Extensible Design

The OSPF-XTE design is based on the tried-and-tested OSPF paradi gm
and it inherits all the benefits of OSPF, present and future. TE
LSAs are extensible, just as the native OSPF on which OSPF-XTE is
founded are extensible.

4.6. Unified for Packet and Non-Packet Networks

OSPF-XTE is usable within a packet network or a non-packet network or
a conbi nati on peer network.

Si gnal i ng protocols such as RSVP and LDP work the same across packet
and non- packet networks. Signaling protocols nerely need the TE
characteristics of nodes and Iinks so they can signal the nodes to
formulate TE circuit paths. |In a peer network, the underlying
control protocol nust be capable of providing a unified LSDB for al
TE nodes (nodes with packet-TE |inks as well as non-packet-TE |inks)
in the network. OSPF-xTE neets this requirenent.

4.7. Networks Benefiting fromthe OSPF-XTE Design

Bel ow are exanples of some real -world network scenarios that benefit
from OSPF- XTE.

o IP providers transitioning to provide TE services

Provi ders needing to support MPLS-based TE in their |P network
may choose to transition gradually. They nay add new TE |inks or
convert existing links into TE links within an area first and
progressively advance to offering MPLS in the entire AS.

Not all routers will support TE extensions at the same tine
during the migration process. Use of TE-specific LSAs and their
fl ooding to OSPF-XTE only nodes will allow the vendor to

i ntroduce MPLS TE wi t hout destabilizing the existing network.

The native OSPF-LSDB will renmain undi sturbed while newer TE |inks
are added to the network.

o0 Providers offering best-effort-1P & TE services

Provi ders choosing to offer both best-effort-1P and TE based
packet services simultaneously on the sane physically connected
network will benefit fromthe OSPF-XTE design. By maintaining
i ndependent LSDBs for each type of service, TE links are not
canni bali zed in a m xed networKk.

Srisuresh & Joseph Experi nent al [ Page 11]



RFC 4973 OSPF Traffic Engi neering Extension July 2007

0 Large TE networks

The OSPF-XTE design is advantageous in |arge TE networks that
require the AS to be sub-divided into nmultiple areas. OSPF-xTE
permts inter-area exchange of TE information, which ensures that
all nodes in the AS have up-to-date, AS-wi de, TE reachability
know edge. This in turn will nmake TE circuit setup predictable
and conput ational |y bounded.

o0 Non-Packet Networks and Peer Networks

Vendors may al so use OSPF-xTE for their non-packet TE networks.
OSPF- XTE defines the follow ng functions in support of non-packet
TE net wor ks.
(a) "Positional-Ring" type network LSAs.
(b) Router proxying -- allowing a router to advertise on behal f
of other nodes (that are not packet/ OSPF-capabl e).

5. GOSPF-xTE Sol uti on Overvi ew
5.1. OSPF-XxTE Sol uti on

Local | y-scoped Opaque LSA (type 9) is used to discovery the TE
topology within a network. Section 7.1 describes in detail the use
of type 9 OQpaque LSA for TE topol ogy discovery. TE LSAs are designed
for use by the OSPF-XTE nodes. Section 8.0 describes the TE LSAs in
detail. Changes required of the OSPF data structures to support
OSPF- XxTE are described in section 11.0. A new TE-nei ghbors data
structure will be used to advertise TE LSAs al ong TE topol ogy.

An OSPF-XxTE node will have a native LSDB and a TE-LSDB, while a
nati ve OSPF node will have just a native LSDB. Consider the OSPF
area, constituted of OSPF-xTE and native OSPF routers, shown in
Figure 1. Nodes RT1l, RT2, RT3, and RT6 are OSPF-XTE routers with TE
and non-TE link attachnents. Nodes RT4 and RT5 are native OSPF
routers with no TE links. Wen the LSA database is synchronized, al
nodes will share the sane native LSDB. OSPF-xTE nodes al one wil |l
have the additional TE-LSDB
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Figure 1. A (TE + native) OSPF Network Topol ogy
5.2. Assunptions

OSPF-XTE is an extension to the native OSPF protoco
mandat e changes to the existing OSPF.

and does not
OSPF- xTE desi gn nakes the

foll ow ng assunptions.

(1)

Srisuresh & Joseph

An OSPF-xTE node will need to establish router adjacency with at
| east one other OSPF-XTE node in the area in order for the
router’s TE database to be synchronized within the area.

Failing this, the OSPF router will not be in the TE cal cul ati ons
of other TE routers in the area.

It is the responsibility of the network administrator(s) to
ensur e connect edness of the TE network. O herw se, there can be
di sjoint TE topol ogies within a network.
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(2) OSPF-xTE nodes nust advertise the link state of its TE |inks.
TE links are not obligated to support native IP traffic. Hence,
an OSPF-XxTE node cannot be required to synchronize its |ink-
state database with neighbors on all its links. The only
requirement is to have the TE LSDB synchroni zed across al
OSPF- XxTE nodes in the area.

(3) Alink in a packet network may be designated as a TE link or a
native-1P link or both. For exanple, a |link nmay be used for
both TE and non-TE traffic, as long as the link is under
subscribed in bandwidth for TE traffic (for exanple, 50% of the
link capacity is set aside for TE traffic).

(4) Non-packet TE sub-topol ogi es nmust have a nmi ni num of one node
runni ng OSPF-xTE protocol. For exanple, a SONET/ SDH TDM ri ng
must have a m ni nrum of one Gateway Network El enent (GNE) running
OSPF-XxTE. The OSPF-XTE node wi ||l advertise on behalf of all the
TE nodes in the ring.

6. Strategy for Transition of Opaque LSAs to OSPF-XTE

Below is a strategy to transition inplenmentations currently using
Opaque LSAs ([OPQLSA-TE]) within an area to adapt OSPF-XTE in a
gradual fashion across the AS.

(1) Use [OPQLSA-TE] within an area. Derive TE topology within the
area fromthe conbination of Opague LSAs and native LSDB

(2) Use TE-Summary LSAs and TE- AS-external LSAs for inter-area
comuni cation. Use the TE topology within an area to sumari ze
the TE networks in the area and advertise the sanme to all TE
nodes in the backbone. The TE-ABRs (TE area border routers) on
the backbone area will in turn advertise these sunmaries within
their connected areas.

7. OSPF-XxTE Router Adjacency -- TE Topol ogy Di scovery

OSPF creates adjacenci es between nei ghboring routers for the purpose
of exchanging routing information. The follow ng subsections
descri be the use of |ocally-scoped Opague LSAs to di scover OSPF-xTE
nei ghboring routers. The capability is used as the basis to build a
TE t opol ogy.

7.1. The OSPF-XTE Router Adjacency
OSPF uses the options field in the Hell o packet to advertise optiona

router capabilities [OSPF-V2]. However, all the bits in this field
have been allocated and there is no way to adverti se OSPF-xTE
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capability using the options field at this time. This docunent
proposes using | ocal -scope Opagque LSA (OPAQUE-9 LSA) to advertise
support for OSPF-XTE and establish OSPF-xTE adjacency. In order to
exchange Opaque LSAs, the neighboring routers nust have the O bit
(Opaque option bit) set in the options field.

[ OSPF- CAP] proposes a format for exchanging router capabilities via
OPAQUE-9 LSA. Routers supporting OSPF-XTE will be required to set
the "OSPF Experinmental TE" bit within the "router capabilities”
field. Two routers will not become TE nei ghbors unless they share a
conmon network |ink on which both routers advertise support for

OSPF- xTE. Routers that do not support OSPF-XTE nay sinply ignore the
advertisenent.

7.2. The Hell o Protocol

The Hello protocol is primarily responsible for dynamcally

establ i shing and mai ntai ni ng nei ghbor adjacencies. In a TE network,
it is not required for all |inks and neighbors to establish adjacency
using this protocol. OSPF-XTE router adjacency between two routers

is established using the nethod described in the previous section.

For non-broadcast multi-access (NBMA) and broadcast networks, the
HELLO protocol is responsible for electing the Designated Router and
the Backup Designated Router. Routers supporting the TE option shall
be given a higher precedence for becom ng a designated router over
those that do not support TE.

7.3. The Designated Router

Wien a router’s non-TE link first becones functional, it checks to
see whether there is currently a Designated Router for the network.

If there is one, it accepts that Designated Router, regardless of its
router priority, so long as the current designated router is TE
conpliant. Oherwi se, the router itself becones Designated Router if
it has the highest Router Priority on the network and is TE
conpl i ant.

OSPF- XTE nust be inpl enented on the nost robust routers, as they
becone |ikely candi dates to take on the role as Designated Router.

7.4. The Backup Designated Router

The Backup Designated Router is also elected by the Hello Protocol.
Each Hell o Packet has a field that specifies the Backup Designated
Router for the network. Once again, TE-conpliance nust be weighed in
conjunction with router priority in electing the Backup Desi gnated
Rout er.
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7.5. Flooding and the Synchronization of Databases

In OSPF, adjacent routers within an area are required to synchronize
their databases. However, a nore concise requirenent is that al
routers in an area must converge on the sane LSDB. As stated in item
2 of section 5.2, a basic assertion of OSPF-XTE is that the |inks
used by the OSPF-xTE control network for flooding nust not be
required to match the links used by the data network for real-tinme
data forwarding. For instance, it should not be required to send
OSPF- XTE nmessages over a TE link that is configured to reject non-TE
traffic. However, the control network nust be set up such that a

m ni mum of one path exists between any two OSPF or OSPF-XTE routers
within the network, for flooding purposes. This revised control
network connectivity requirenment does not jeopardi ze convergence of
LSDB within an area.

In a m xed network, where sone of the neighbors are TE conpliant and
others are not, the designated OSPF-xTE router will exchange
different sets of LSAs with its neighbors. TE LSAs are exchanged
only with the TE neighbors. Native LSAs are exchanged with al

nei ghbors (TE and non-TE alike). Restricting the scope of TE LSA
flooding to just the OSPF-xTE nodes will not affect the native nodes
that coexist with the OSPF-xTE nodes.

The control traffic for a TE network (i.e., TE LSA advertisenent) is
likely to be higher than that of a native OSPF network. This is
because the TE nmetrics nay vary with each TE circuit setup and the
correspondi ng state change nmust be advertised at the earliest, not
exceeding the M nLSInterval of 5 seconds. To mnimze advertising
repetitive content, OSPF-xTE defines a new TE-increnental -Link-update
LSA (section 8.2) that would advertise just the TLVs that changed for
a link.

The OSPFI GP-TE wel | - known nul ti cast address 224.0.0.24 has been
assigned by I ANA for the exchange of TE-conpliant database
descriptors during database synchronization

7.6. The G aph of Adjacencies

If two routers have nultiple networks in conmon, they may have
mul ti pl e adj acenci es between them The adjacency nmay be one of two
types - native OSPF adjacency and TE adj acency. OSPF-XTE routers
will formboth types of adjacency.

Two types of adjacency graphs are possible, dependi ng on whether a
Desi gnated Router is elected for the network. On physical point-to-
poi nt networks, point-to-nultipoint networks, and virtual |inks,

nei ghboring routers becone adjacent whenever they can comunicate
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directly. The adjacency can be either (a) TE-conpliant or (b)
native. |n contrast, on broadcast and NBMA networks the designated
router and the backup designhated router nay naintain two sets of
adj acency. The renmaining routers will formeither TE-conpliant or
native adjacency.

In the broadcast network in Figure 2, routers RT7 and RT3 are chosen
as the Designated and Backup Designated Routers, respectively.
Routers RT3, RT4 and RT7 are TE-conpliant, but RT5 and RT6 are not.
So RT4 will have TE-conpliant adjacency with the designated and
backup routers, while RT5 and RT6 will only have native adjacency
with the Designated and Backup Desi ghated Routers.

Net wor k Adj acency
+-- -+ +---+
| RTL| ------------ | RT2| O----------------- o]
+---+ N1 +---+ RT1 RT2
RT7
0:::::
+---+ +---+ +---+ /|
| RT7| | RT3| | RT4| /|
+---+ +---+ +---+ I
I I I I
L + RT50 RT60 oRT4
N2 | | * * :
+---+ +-- -+ * % :
| RT5| | RT6| *ox ;
+---+ +---+ * % :
O, .,
RT3

Adj acency Legend:

----- Nat i ve adjacency (prinmary)

****x* Native adjacency (backup)

::::: TE-conpliant adjacency (primary)
.., TE-conpliant adjacency (backup)

Figure 2. Two Adjacency Graphs with TE-Conpliant Routers
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8.

8.

TE LSAs for Packet Network

The OSPFv2 protocol currently has a total of 11 LSA types. LSA types
1 through 5 are defined in [OSPF-V2]. LSA types 6, 7, and 8 are
defined in [ MOSPF], [NSSA], and [BGP-CSPF], respectively. LSA types
9 through 11 are defined in [ OPAQUE].

Each LSA type has a uni que fl ooding scope. Opaque LSA types 9
through 11 are general purpose LSAs, with flooding scope set to
link-1ocal, area-local, and AS-w de (except stub areas) respectively.

In the foll owi ng subsections, we define new LSAs for traffic

engi neering (TE) use. The values for the new TE LSA types are
assigned with the high bit of the LSA-type octet set to 1. The new
TE LSAs are |largely nodel ed after the existing LSAs for content
format and have a uni que fl oodi ng scope.

TE-router LSA is defined to advertise TE characteristics of an OSPF-
XTE router and all the TE |links attached to the router. TE-

i ncrenental -Link-Update LSA is defined to advertise increnenta
updates to the netrics of a TE link. Flooding scope for both these
LSAs is restricted to an area.

TE- Sunmary network and router LSAs are defined to advertise the
reachability of area-specific TE networks and area border routers
(along with router TE characteristics) to external areas. Flooding
scope of the TE-Summary LSAs is the TE topology in the entire AS | ess
t he non-backbone area for which the advertising router is an ABR

Just as with native OSPF summary LSAs, the TE-Sunmary LSAs do not
reveal the topological details of an area to external areas.

TE- AS-external LSA and TE-Circuit-Path LSA are defined to advertise
AS external network reachability and pre-engineered TE circuits,
respectively. Wile flooding scope for both these LSAs can be the
entire AS, flooding scope for the pre-engineered TE circuit LSA may
optionally be restricted to just the TE topology within an area.

1. TE-Router LSA (0x81)

The TE-router LSA (0x81) is nodeled after the router LSA and has the
same fl ooding scope as the router LSA. However, the scope is
restricted to only the OSPF-xTE nodes within the area. The TE router
LSA describes the TE netrics of the router as well as the TE |inks
attached to the router. Belowis the format of the TE-router LSA.

Unl ess specified explicitly otherwise, the fields carry the sanme
meaning as they do in a router LSA. Only the differences are
expl ai ned below. Router-TE flags, Router-TE TLVs, Link-TE options,
and Link-TE TLVs are each described in the foll ow ng sub-sections.
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0 1 2 3
012345678901234567890123456789¢01
il aT T T S o S S e I S S R T it sl T s s
| LS age | Opti ons | 0x81 |
il aT T T S o S S e I S S R T it sl T s s
| Link State ID |
il aT T T S o S S e I S S R T it sl T s s
| Advertising Router |
il aT T T S o S S e I S S R T it sl T s s
| LS sequence nunber |
il aT T T S o S S e I S S R T it sl T s s
| LS checksum | | engt h |
il aT T T S o S S e I S S R T it sl T s s
| 0 | V| E| B 0 | Rout er- TE fl ags |
il aT T T S o S S e I S S R T it sl T s s
| Router-TE flags (contd.) | Rout er- TE TLVs |
il aT T T S o S S e I S S R T it sl T s s
!I-- i S S R T o sl T S S S R +-|+
| R | # of TE links |
il aT T T S o S S e I S S R T it sl T s s
| Link ID |
il aT T T S o S S e I S S R T it sl T s s
| Li nk Data |
il aT T T S o S S e I S S R T it sl T s s
| Type | 0 | Li nk-TE fl ags |
il aT T T S o S S e I S S R T it sl T s s

| Li nk- TE fl ags (contd.) | Zero or nore Link-TE TLVs
il aT T T S o S S e I S S R T it sl T s s
| Link ID |
il aT T T S o S S e I S S R T it sl T s s
| Li nk Data |
il aT T T S o S S e I S S R T it sl T s s
I

I
8.1.1. Router-TE Flags: TE Capabilities of the Router

The following flags are used to describe the TE capabilities of an
OSPF- XTE router. The remaining bits of the 32-bit word are reserved
for future use.

il aT T T S o S S e I S S R T it sl T s s
[LILIPL | ] | | LIS ]
| STE[S| | | | | S|1] S|
IRRRQ | | | | Pl G Pl
il aT T T S o S S e I S S R T it sl T s s
| <---- Boolean TE flags ------- > <- TE flags pointing to TLVs ->
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8.

1.

Bit LSR - When set, the router is considered to have LSR (Label -
Swi t ched Router) capability.

Bit LER - When set, the router is considered to have LER
capability. Al MPLS border routers will be required
to have LER capability. Setting both the LER and E
bits indicates an AS Boundary router with LER
capability. Setting both the LER and B bits indicates
an area border router with LER capability.

Bit PSC - Indicates the node is packet-swi tch capabl e.

Bit LSP - An MPLS Label switch TLV TE- NODE- TLV- MPLS- SW TCHI NG
follows. This is applicable only when the PSC flag is
set .

Bit SIG- An MPLS Signaling-protocol -support TLV TE- NODE- TLV-
MPLS- SI G PROTCCOLS f ol | ows.

BIT CSPF - A CSPF al gorithm support TLV TE- NODE- TLV- CSPF- ALG
foll ows.

2. Rout er-TE TLVs

The followi ng Router-TE TLVs are defi ned.

8.1.2.1. TE-NODE- TLV- MPLS- SW TCHI NG

MPLS switching TLV is applicable only for packet switched nodes. The
TLV specifies the MPLS packet switching capabilities of the TE node.

0 1 2 3
01234567890123456789012345678901
T I T Sl < I S S i o S S S e

| Tag = 0x8001 | Length = 6 |
il aT T T S o S S e I S S R T it sl T s s
| Label Depth | Qs | |

T T S i S S T 2 S S ks S S

Label Depth is the depth of |abel stack the node is capabl e of
processing on its ingress interfaces. An octet is used to represent
| abel depth. A default value of 1 is assunmed when the TLV is not
listed. Label depth is relevant when an LER has to pop multiple

| abel s of f the MPLS st ack.

QS is a single-octet field that nay be assigned 1" or 0. Nodes
supporting QOS are able to interpret the EXP bits in the MPLS header
to prioritize multiple classes of traffic through the sane LSP
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8.1.2.2. TE-NODE-TLV- MPLS- SI G PROTOCOLS

MPLS signaling protocols TLV lists all the signaling protocol
supported by the node. An octet is used to Iist each signaling
pr ot ocol support ed.

0 1 2 3

01234567890123456789012345678901
i s i i T e S S S S s s st S S S
| Tag = 0x8002 | Length =5, 6 or 7 |
i s i i T e S S S S s s st S S S
| Protocol -1 | C | ca |
i s i i T e S S S S s s st S S S

RSVP- TE protocol is represented as 1, CR-LDP as 2, and LDP as 3.
These are the only pernitted signaling protocols at this tinme.

8.1.2.3. TE-NODE- TLV- CSPF- ALGCRI THVB

The CSPF algorithms TLV lists all the CSPF al gorithm codes support ed.
Support for CSPF al gorithns nmakes the node eligible to conpute
conplete or partial circuit paths. Support for CSPF al gorithms can
al so be beneficial in knowi ng whether or not a node is capabl e of
expandi ng | oose routes (in an MPLS signaling request) into a detailed
circuit path.

Two octets are used to |list each CSPF algorithmcode. The algorithm
codes may be vendor defined and unique within an Autononous System
If the node supports 'n' CSPF al gorithms, the Length would be (4 + 4
* ((n+1)/2)) octets.

0 1 2 3
01234567890123456789012345678901
o i T S o T T T e e T S S s s S S S
| Tag = 0x8003 | Length = 4(1 + (n+1)/2) |
o i T S o T T T e e T S S s s S S S
| CSPF- 1 | |
o i T S o T T T e e T S S s s S S S
| CSPF-n | |
o i T S o T T T e e T S S s s S S S
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8.1.2.4. TE-NODE- TLV- NULL

When a TE-Router or a TE link has multiple TLVs to describe the
metrics, the NULL TLV is used to termnate the TLV |i st.

0 1 2 3
01234567890123456789012345678901
T T S S i S S U S S S
| Tag = 0x8888 | Length = 4 |
T S T S U S S U S S S

8.1.3. Link-TE Flags: TE Capabilities of a Link

The following flags are used to describe the TE capabilities of a
link. The remaining bits of the 32-bit word are reserved for future

use.

R R i s i i S S S S S i St S S S S S S e el i

|TINFPL || 1D | S| L| Bl ¢

[E[TIK | | |B] |RYwdg

= L O T ILIG |L]

R R i s i i S S S S S i St S S S S S S e el i

| <---- Boolean TE flags ------- > <- TE flags pointing to TLVs ->

Bit TE - Indicates whether TE is pernmitted on the link. A link
can be denied for TE use by setting the flag to O.

Bit NTE - Indicates whether non-TE traffic is permitted on the
TE link. This flag is relevant only when the TE fl ag
is set.

Bit PKT - Indicates whether or not the link is capable of IP
packet processing.

Bit DBS - Indicates whether or not database synchronization is

permitted on this link
Bit SRLG - Shared Risk Link Goup TLV TE-LINK-TLV-SRLG foll ows.
Bit LUG - Link Usage Cost Metric TLV TE-LINK-TLV-LUG foll ows.
Bit BW - One or nore Link Bandwi dth TLVs fol | ow

Bit COL - Link Color TLV TE-LINK-TLV-COLOR foll ows.
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8.1.4. Link-TE TLVs
8.1.4.1. TE-LINK-TLV-SRLG

The SRLG describes the list of Shared Ri sk Link Goups (SRLG the
link belongs to. Two octets are used to list each SRLG |If the link
belongs to 'n" SRLGs, the Length would be (4 + 4 * ((n+l1)/2)) octets.

0 1 2 3

01234567890123456789012345678901
T I T Sl < I S S i o S S S e
| Tag = 0x0001 | Length = 4(1 + (n+1)/2) |
T T S i S S e T S il ST S S S S
| SRLG 1 | |
T T S i S S T 2 S S e Suje S
| SRLG n | |
T T S i S S T 2 S S e Suje S

8.1.4.2 TE-LI NK- TLV- BANDW DTH- MAX

The Bandwi dth TLV specifies the maxi num bandwi dth of the link, as
foll ows.

0 1 2 3

01234567890123456789012345678901
il aT T T S o S S e I S S R T it sl T s s
| Tag = 0x0002 | Length = 8 |
il aT T T S o S S e I S S R T it sl T s s
| Maxi mum Bandwi dt h |
il aT T T S o S S e I S S R T it sl T s s

Bandwi dth is expressed in units of 32 bytes/sec (256 bits/sec). A
32-bit field for bandwi dth would pernit specification not exceeding 1
terabit/sec.

Maxi mum Bandwi dth is the maxi mum link capacity expressed in bandw dth
units. Portions or all of this bandwi dth nay be used for TE use.
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8.1.4.3. TE-LI NK- TLV- BANDW DTH- MAX- FOR- TE

The Bandwi dth TLV specifies the maxi mum bandw dth avail able for TE
use, as follows.

0 1 2 3
01234567890123456789012345678901
il aT T T S o S S e I S S R T it sl T s s
| Tag = 0x0003 | Length = 8 |
il aT T T S o S S e I S S R T it sl T s s
| Maxi mum Bandw dt h avail able for TE use |
il aT T T S o S S e I S S R T it sl T s s

Bandwi dth is expressed in units of 32 bytes/sec (256 bits/sec). A
32-bit field for bandwi dth would pernit specification not exceeding 1
terabit/sec.

"Maxi rum Bandwi dt h avail able for TE use" is the total reservable
bandwi dth on the link for use by all the TE circuit paths traversing
the link. The link is oversubscribed when this field is nore than

t he Maxi mum Bandwi dth. When the field is | ess than the Maxi num
Bandwi dt h, the remai ning bandwi dth on the Iink may be used for non-TE
traffic in a m xed networKk.

8.1.4.4. TE-LINK- TLV- BANDW DTH TE
The Bandwi dth TLV specifies the bandwi dth reserved for TE as foll ows.

0 1 2 3
01234567890123456789012345678901
il aT T T S o S S e I S S R T it sl T s s
| Tag = 0x0004 | Length = 8 |
il aT T T S o S S e I S S R T it sl T s s
| TE Bandwi dt h subscri bed |
il aT T T S o S S e I S S R T it sl T s s

Bandwi dth is expressed in units of 32 bytes/sec (256 bits/sec). A
32-bit field for bandwi dth would pernit specification not exceeding 1
terabit/sec.

"TE Bandw dth subscribed" is the bandwidth that is currently
subscri bed fromof the link. "TE Bandw dth subscri bed" mnmust be |ess
than t he "Maxi mum bandwi dth avail able for TE use". New TE circuit
paths are able to claimno nore than the difference between the two
bandwi dt hs for reservation
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8.1.4.5. TE-LINK-TLV-LUG

The link usage cost TLV specifies bandwi dth unit usage cost, TE
circuit set-up cost, and any tine constraints for setup and teardown
of TE circuits on the link.

0 1 2 3

01234567890123456789012345678901
i s i i T e S S S S s s st S S S
| Tag = 0x0005 | Length = 28 |
i s i i T e S S S S s s st S S S
| Bandwi dth unit usage cost |
i s i i T e S S S S s s st S S S
| TE circuit set-up cost |
i s i i T e S S S S s s st S S S
TE circuit set-up tine constraint

il aT T T S o S S e I S S R T it sl T s s
| TE circuit tear-down time constraint |
il aT T T S o S S e I S S R T it sl T s s
Circuit Setup tinme constraint

This 64-bit nunmber specifies the tinme at or after which a TE-
circuit path may be set up on the Iink. The set-up tine
constraint is specified as the nunber of seconds fromthe start
of January 1, 1970 UTC. A reserved value of O inplies no circuit
setup tinme constraint.

Circuit Teardown tinme constraint

This 64-bit nunber specifies the tine at or before which all TE-
circuit paths using the link nust be torn down. The teardown
time constraint is specified as the nunber of seconds fromthe
start of January 1 1970 UTC. A reserved value of O inplies no
circuit teardown time constraint.
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8.1.4.6. TE-LINK-TLV-COLOR

The color TLV is simlar to the SRLG TLV, in that an Autononobus
System may choose to issue colors to a TE link nmeeting certain
criteria. The color TLV can be used to specify one or nore colors
assigned to the link as follows. Two octets are used to |ist each
color. If the link belongs to 'n’ number of colors, the Length would
be (4 + 4 * ((n+l1)/2)) octets.

0 1 2 3
01234567890123456789012345678901
o i T S o T T T e e T S S s s S S S
| Tag = 0x0006 | Length = 4(1 + (n+1)/2) |
o i T S o T T T e e T S S s s S S S
| Color-1 | C |
o i T S o T T T e e T S S s s S S S
| Col or-n | |
o i T S o T T T e e T S S s s S S S

8.1.4.7. TE-LINK-TLV-NULL

Wien a TE link has nultiple TLVs to describe its nmetrics, the NULL
TLV is used to termnate the TLV list. The TE-LINK-TLV-NULL is sane
as the TE- NODE- TLV-NULL described in section 8.1.2.4

8.2. TE-Increnental -Li nk-Update LSA (0x8d)

A significant difference between a native OSPF network and a TE
network is that the latter nay be subject to frequent real-tine
circuit pinning and is likely to undergo TE-state updates. Sone
i nks m ght undergo changes nore frequently than others. Flooding

the network with TE-router LSAs at the aggregated speed of all Iink
metric changes is sinply not desirable. A snaller in size TE-

i ncrenmental -1ink-update LSA is designed to advertise only the

i ncremental |ink updates.

A TE-incremental -1ink-update LSA will be advertised as frequently as

the link state is changed (not exceeding once every M nLSlInterva
seconds). The TE link sequence is largely the advertisenent of a
sub-portion of router LSA. The sequence nunber on this will be
incremented with the TE-router LSA's sequence as the basis. Wen an
updated TE-router LSA is advertised within 30 m nutes of the previous
advertisenment, the updated TE-router LSA will assunme a sequence
nunber that is larger than the nost frequently updated of its |inks.
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Below is the format of the TE-increnental -1ink-update LSA.

0 1 2 3
01234567890123456789012345678901
il aT T T S o S S e I S S R T it sl T s s
| LS age | Opt i ons | 0x8d |
il aT T T S o S S e I S S R T it sl T s s
| Link State ID (sanme as Link |ID) |
il aT T T S o S S e I S S R T it sl T s s
| Advertising Router |
il aT T T S o S S e I S S R T it sl T s s
| LS sequence nunber |
il aT T T S o S S e I S S R T it sl T s s
| LS checksum | | engt h |
il aT T T S o S S e I S S R T it sl T s s
| Li nk Data |
il aT T T S o S S e I S S R T it sl T s s
| Type | 0 | Li nk- TE opti ons |
il aT T T S o S S e I S S R T it sl T s s
| Li nk- TE opti ons | Zero or nore Link-TE TLVs |
il aT T T S o S S e I S S R T it sl T s s
| # TOS | metric |
il aT T T S o S S e I S S R T it sl T s s
!I-- i S S R T o sl T S S S R +-|+
| TGOS 0 TOS netric |
il aT T T S o S S e I S S R T it sl T s s

Link State I D

This woul d be exactly the sane as woul d have been specified for
Link ID, for alink within the router LSA

Li nk Dat a

This specifies the router IDthe Iink belongs to. In najority of
cases, this would be sanme as the advertising router. This choice
for Link Data is primarily to facilitate proxy advertisenent for

i ncremental |ink updates.

Suppose that a proxy router LSA was used to advertise the TE-
router LSA of a SONET/ TDM node, and that the proxy router is now

required to advertise increnental -1ink-update for the sane
SONET/ TDM node. Specifying the actual router-ID to which the
link in the increnental -1ink-update LSA bel ongs hel ps receiving

nodes in finding the exact match for the LSA in their database.
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The tuple of (LS Type, LSA ID, Advertising router) uniquely
identifies the LSA and replaces LSAs of the sane tuple with an

ol der sequence nunmber. However, there is an exception to this
rule in the context of TE-link-update LSA  TE-Link-update LSA
will initially assume the sequence nunmber of the TE-router LSA it
bel ongs to. Further, when a new TE-router LSA update with a

| arger sequence nunber is advertised, the newer sequence numnber
is assunmed by all the link LSAs.

8.3. TE-Circuit-Path LSA (0x8C)

TE-Circuit-path LSA (next page) may be used to advertise the
availability of pre-engineered TE circuit path(s) originating from
any router in the network. The flooding scope may be area-w de or
AS-wide. Fields are as follows.

Link State I D

The ID of the far-end router or the far-end link-1D to which the TE
circuit path(s) is being adverti sed.

TE-circuit-path(s) flags

Bit G- Wien set, the flooding scope is set to be AS-wi de.
O herwi se, the flooding scope is set to be area-w de.

Bit E - Wen set, the advertised Link-State IDis an AS boundary
router (Eis for external). The advertising router and
the Link State ID belong to the sane area.

Bit B - Wien set, the advertised Link State IDis an area border
router (B is for Border)

Bit D- Wen set, this indicates that the duration of circuit
path validity foll ows.

Bit S - Wwen set, this indicates that setup tine of the circuit
path foll ows.

Bit T - Wien set, this indicates that teardown tine of the
circuit path foll ows.

Ckt Type

This 4-bit field specifies the circuit type of the
Forward Equi val ency O ass (FEC).
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01234567890123456789012345678901

+-

+-

+-

+-

+-

+-

+-

+-

+-

+-

+-

+-

+-

+-

+-

+-

+-

+-

+-

T i T S S i i S S S o

LS age | Opti ons

T i S i S S T e S S s

Link State I D

T i T S S i i S S S o

Advertisi ng Router

T i T S S S A i i o S S o

LS sequence numnber

I R e e
| 0x84
I R e e

T S S

T S S

T S S T S S T T Sl S S R e T T

LS checksum |

T i i S T i T ST Y S Y S S S S
0 | 9 E| Bl D S| T| Ckt Type| Circuit Duration (Optional)
T i i S T i T ST Y S Y S S S S

Circuit Duration cont...

T i i S T i T ST Y S Y S S S S
Circuit Duration cont.. | Grcuit Setup time (Optional)
T i i S T i T ST Y S Y S S S S

Circuit Setup tine cont..

+
I
+
I
+
I
+
I
+
Lengt h |
+
I
+
I
+
I
+
I
+

T i i S T i T ST Y S Y S S S S
Circuit Setup tinme cont.. |CGrcuit Teardown tine(Optional)]
T i i S T i T ST Y S Y S S S S

Circuit Teardown time cont..
i S I T T I
Circuit Teardown tinme cont.. | No. of TE Circuit Paths
i S I T T I

Circuit-TE ID

T i T S S i i S S S o

Circuit-TE Data

i S I T T I
Type | 0 | Circuit-TE fl ags
i S I T T I
Crcuit-TE flags (contd.) | Zero or nmore Circuit-TE TLVs
i S I T T I

Circuit-TE ID

T i T S S i i S S S o

Circuit-TE Data

T i T S S i i S S S o
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Circuit Duration (Optional)

This 64-bit nunber specifies the seconds fromthe tinme of the LSA
advertisenment for which the pre-engineered circuit path will be
valid. This field is specified only when the D-bit is set in the
TE-circuit-path flags.

Circuit Setup tinme (Optional)

This 64-bit nunber specifies the tinme at which the TE circuit
path may be set up. This field is specified only when the S-bit
is set inthe TE-circuit-path flags. The set-up tine is
specified as the nunber of seconds fromthe start of January 1
1970 UTC

Circuit Teardown tinme (Optional)
This 64-bit nunber specifies the tinme at which the TE circuit
path may be torn down. This field is specified only when the
T-bit is set inthe TE-circuit-path flags. The teardown tine is
specified as the nunber of seconds fromthe start of January 1
1970 UTC

No. of TE Circuit Paths
This specifies the nunber of pre-engineered TE circuit paths
between the advertising router and the router specified in the
Link State ID.

Circuit-TE ID

This is the ID of the far-end router for a given TE circuit path
segnent .

Circuit-TE Data

This is the virtual link identifier on the near-end router for a
given TE circuit path segnent. This can be a private interface
or handle the near-end router uses to identify the virtual link

The sequence of (Circuit-TE ID, GCrcuit-TE Data) pairs lists the
end- point nodes and links in the LSA as a series.

Crcuit-TE fl ags

This lists the zero or nore TE-l1ink TLVs that all nenber el enents
of the LSP neet.
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8.4. TE-Sunmary LSAs

TE- Sunmary LSAs are Type 0x83 and 0x84 LSAs. These LSAs are
originated by area border routers. A TE-Summary-network LSA (0x83)
describes the reachability of TE networks in a non-backbone area,
advertised by the area border router. A Type 0x84 summary LSA
describes the reachability of area border routers and AS border
routers and their TE capabiliti es.

One of the benefits of having nmultiple areas within an AS is that
frequent TE advertisenents within the area do not inpact outside the
area. Only the TE abstractions befitting the external areas are
adverti sed.
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8.4.1. TE-Summary Network LSA (0x83)

A TE- Sunmary network LSA nmay be used to advertise reachability of
TE-networ ks accessible to areas external to the originating area.
The content and the flooding scope of a TE-Summary LSA is different
fromthat of a native Summary LSA.

The scope of flooding for a TE-Summary network LSA is AS-wide, with
the exception of the originating area and the stub areas. The area
border router for each non-backbone area is responsible for
advertising the reachability of backbone networks into the area.

Unli ke a native-sunmary network LSA, a TE-Sunmary network LSA does
not advertise summary costs to reach networks within an area. This
is because TE paraneters are not necessarily additive or conparable.
The paraneters can be varied in their expression. For exanple, a
TE- Sunmary network LSA will not sumrarize a network whose |inks do
not fall under an SRLG (Shared-Ri sk Link Goup). This way, the TE-
Sunmmary LSA nerely advertises the reachability of TE networks within
an area. The specific circuit paths can be conputed by the ABR
Pre-engi neered circuit paths are advertised using TE-GCrcuit-path
LSAs(refer to Section 8.3).

0 1 2 3
01234567890123456789012345678901
il aT T T S o S S e I S S R T it sl T s s
| LS age | Opti ons | 0x83 |
il aT T T S o S S e I S S R T it sl T s s
| Link State ID (1P Network Nunber) |
il aT T T S o S S e I S S R T it sl T s s
| Advertising Router (Area Border Router) |
il aT T T S o S S e I S S R T it sl T s s
| LS sequence nunber |
il aT T T S o S S e I S S R T it sl T s s
| LS checksum | Lengt h |
il aT T T S o S S e I S S R T it sl T s s
| Net wor k Mask |
il aT T T S o S S e I S S R T it sl T s s
| Area-1D |
il aT T T S o S S e I S S R T it sl T s s
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8.4.2. TE-Summary Router LSA (0x84)

A TE-Sunmary router LSA nay be used to advertise the availability of
area border routers (ABRs) and AS border routers (ASBRs) that are
TE- capabl e. The TE-Sunmary router LSAs are origi nated by the Area
Border Routers. The scope of flooding for the TE-Summary router LSA
i s the non-backbone area the advertising ABR bel ongs to.

0 1 2 3

01234567890123456789012345678901

il aT T T S o S S e I S S R T it sl T s s

| LS age | Opti ons | 0x84 |

il aT T T S o S S e I S S R T it sl T s s
Link State ID

s s T T S S S S R T st sl st TSI SR O Y S
Advertising Router (ABR)

s s T T S S S S R T st sl st TSI SR O Y S
LS sequence number

s s T T S S S S R T st sl st TSI SR O Y S

LS checksum | Lengt h

s s T T S S S S R T st sl st TSI SR O Y S

0 | E| B 0 | No. of Areas

s s T T S S S S R T st sl st TSI SR O Y S
Area-1D

i T o o I T i I S S e o o

1
+
1
+
1

1 1 1 1
+ o+ o+ o+
1 1 1 1
+ o+ o+ 4+
1 1 1 1

1
+
1
+
1

R i T o T I R S S T N e ik S I I S I R ik A
Rout er- TE fl ags

R i T o T I R S S T N e ik S I I S I R ik A
Rout er - TE TLVs

R i T o T I R S S T N e ik S I I S I R ik A

1
+
1
+
1

1
+
1
+
1

1
+
1

T
i e e s St Sl Sl Sl Sy

e s iy Sl Sl Sl Sl Sl Sy

1
+
1

T S S T o 2T S S e e s Sl S S e

+
1

Link State I D

The I D of the area border router or the AS border router whose TE
capability is being adverti sed.

Advertisi ng Router
The ABR that advertises its TE capabilities (and the OSPF areas

it belongs to) or the TE capabilities of an ASBR within one of
the areas for which the ABR is a border router.
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No. of Areas
Specifies the nunber of OSPF areas the link state I D bel ongs to.
Area-1D

Specifies the OSPF area(s) the link state ID belongs to. When
the link state IDis sane as the advertising router ID, the
Area-I1D lists all the areas the ABR belongs to. 1In the case the
link state IDis an ASBR, the Area-ID sinply lists the area the
ASBR bel ongs to. The advertising router is assunmed to be the ABR
fromthe sane area the ASBR is | ocated in.

Sunmmary-router-TE fl ags

Bit E - Wen set, the advertised Link-State IDis an AS boundary
router (Eis for external). The advertising router and
the Link State ID belong to the sane area.

Bit B - Wien set, the advertised Link state IDis an Area border
router (B is for Border)

Rout er-TE fl ags, Router-TE TLVs
TE capabilities of the link-state-1D router.

TE Flags and TE TLVs are as applicable to the ABR/ ASBR specified
inthe link state ID. The semantics is sane as specified in the
Rout er - TE LSA

8.5. TE-AS-external LSAs (0x85)

TE- AS-external LSAs are the Type 0x85 LSAs. This is nodeled after
AS-external LSA format and fl oodi ng scope. TE-AS-external LSAs are
originated by AS boundary routers with TE extensions, and describe
the TE networks and pre-engineered circuit paths external to the AS.
As with AS-external LSA, the flooding scope of the TE-AS-external LSA
is AS-wide, with the exception of stub areas.
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0 1 2 3
012345678901234567890123456789¢01
il aT T T S o S S e I S S R T it sl T s s
| LS age | Opti ons | 0x85 |
il aT T T S o S S e I S S R T it sl T s s
| Link State ID |
il aT T T S o S S e I S S R T it sl T s s
| Advertising Router |
il aT T T S o S S e I S S R T it sl T s s
| LS sequence nunber |
il aT T T S o S S e I S S R T it sl T s s
| LS checksum | | engt h |
il aT T T S o S S e I S S R T it sl T s s
| Net wor k Mask |
il aT T T S o S S e I S S R T it sl T s s
| Forwar di ng address |
il aT T T S o S S e I S S R T it sl T s s
| Ext ernal Route Tag |
il aT T T S o S S e I S S R T it sl T s s
| # of Virtual TE links | 0 |
il aT T T S o S S e I S S R T it sl T s s
| Li nk- TE fl ags |
il aT T T S o S S e I S S R T it sl T s s
| Li nk- TE TLVs |
il aT T T S o S S e I S S R T it sl T s s
!I-- i S S R T o sl T S S S R +-|+
| TE- For war di ng addr ess |
il aT T T S o S S e I S S R T it sl T s s
| Ext ernal Route TE Tag |
il aT T T S o S S e I S S R T it sl T s s

| . |
Net wor k Mask

The | P address mask for the advertised TE destination. For
exanple, this can be used to specify access to a specific TE
node or TE link with an mask of Oxffffffff. This can also be
used to specify access to an aggregated set of destinations
using a different mask. ex: Oxff000000.

Li nk- TE fl ags, Link-TE TLVs
The TE attributes of this route. These fields are optional and
are provided only when one or nore pre-engineered circuits can

be specified with the advertisement. Wthout these fields, the
LSA will sinply state TE reachability info
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Forwar di ng address

Data traffic for the advertised destination will be forwarded to
this address. |If the Forwarding address is set to 0.0.0.0, data
traffic will be forwarded instead to the LSA's originator (i.e.

t he responsi bl e AS boundary router).
Ext ernal Route Tag

A 32-bit field attached to each external route. This is not
used by the OSPF protocol itself. It nay be used to conmunicate
i nformati on between AS boundary routers; the precise nature of
such information is outside the scope of this specification

9. TE LSAs for Non-Packet Network

A non- packet network would use the TE LSAs described in the previous
section for a packet network with some variations. These variations
are described in the followi ng subsections.

Two new LSAs, TE-Positional-ring-network LSA and TE- Router-Proxy LSA
are defined for use in non-packet TE networks.

Readers may refer to [ SONET-SDH] for a detail ed description of the
terns used in the context of SONET/ SDH TDM net wor ks,

9.1. TE-Router LSA (0x81)

The following fields are used to describe each router link (i.e.,
interface). Each router link is typed (see the below Type field).
The Type field indicates the kind of |ink being described.

Type

A new link type "Positional -R ng Type" (value 5) is defined.
This is essentially a connection to a TDMRi ng. TDMring
network is different fromLAN NBVA transit network in that nodes
on the TDMring do not necessarily have a term nating path

bet ween t hensel ves. Second, the order of links is inportant in
determining the circuit path. Third, the protection swtching
and the nunber of fibers froma node going into a ring are
determ ned by the ring characteristics, for exanple, 2-fiber vs.
4-fiber ring and Unidirectional Path Switched Ri ng (UPSR) vs.

Bi directional Line Switched R ng (BLSR)
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Type Descri ption

1 Poi nt -t o- poi nt connection to another router
2 Connection to a transit network

3 Connection to a stub network

4 Virtual |ink

5 Posi tional -Ri ng type.

Link 1D

Identifies the object that this router |ink connects to. Value
depends on the link’'s Type. For a positional-ring type, the
Link 1D shall be I P Network/Subnet number just as the case with
a broadcast transit network. The follow ng table sumrmarizes the
updat ed Li nk I D val ues.

Type Link 1D

1 Nei ghboring router’s Router |ID
2 | P address of Designhated Router
3 | P networ k/ subnet nunber
4 Nei ghboring router’s Router |ID
5 | P networ k/ subnet nunber

Li nk Dat a

This depends on the link’s Type field. For type-5 links, this
specifies the router interface’s |IP address.

9.1.1 Router-TE flags - TE Capabilities of a Router

Fl ags specific to non-packet TE nodes are described bel ow.

R R i s i i S S S S S i St S S S S S S e el i
| LI LI P TILIF| | S| S| S|
| S| E| S| Of S| S | TIE|l1] S|
IRRRAMCd |AILIG P
R R i s i i S S S S S i St S S S S S S e el i
| <---- Boolean TE flags ------- > <- TE flags pointing to TLVs ->
Bit TDM - Indicates the node is TDMcircuit switch capabl e.

Bit LSC - Indicates the node is capable of Lanbda swi tching.

Bit FSC - Indicates the node is capable of fiber-switching (can

al so be a non-fiber link type).
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9.1.2 Link-TE Options: TE Capabilities of a TE Link

il aT T T S o S S e I S S R T it sl T s s
| TINIP| T| L| F| D | S| L| Bl C
| E| TI K| D S| S| B |RYwWdg
| TEITIMC QS |LIG Al L
R R i s i i S S S S S i St S S S S S S e el i
| <---- Boolean TE flags ------- > <- TE flags pointing to TLVs ->

TDM LSC, FSC bits - Sane as defined for router TE options.
9.2. TE-positional-ring-network LSA (0x82)

Network LSA is adequate for packet TE networks. A new TE-

positional -ring-network LSA is defined to represent type-5 link
networ ks, found in non-packet networks such as SONET/ SDH TDM ri ngs.
A type-5ring is a collection of network elenents (NEs) formng a
closed loop. Each NE is connected to two adjacent NEs via a dupl ex
connection to provide redundancy in the ring. The sequence in which
the NEs are placed on the Ring is pertinent. The NE that provides
the OSPF-XTE functionality is termed the Gateway Network El enent
(GNE). The GNE selection criteria is outside the scope of this
docunent. The GNE is also terned the Designated Router for the ring.

The TE-positional-ring-network LSA (0x82) is nodeled after the
network LSA and has the sanme fl oodi ng scope as the network LSA
anongst the OSPF-XTE nodes within the area. Belowis the format of
the TE-Positional -Ring-network LSA. Unless specified explicitly
otherwi se, the fields carry the sanme neaning as they do in a network
LSA. Only the differences are expl ai ned bel ow.

A TE-positional -ring-network LSA is originated for each Positional-
Ring type network in the area. The tuple of (Link State ID, Network
Mask) bel ow uniquely represents a ring. The TE option nust be set in
the Options flag while propagating the LSA
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1 2 3

T I T Sl < I S S i o S S S e

LS age | Options | 0x82

T T S i SR S S St S A I S S i S I mi s oo S S S

Link State I D

T T S i S S S I T A i S S S S S

Advertisi ng Router

T T S T S S T S S S S S i S S S

LS sequence numnber

T T S i S S e T 2 S S e Tk S S

LS checksum | | engt h

T T S i S S T 2 S S Tk S S

Net wor k Mask

il aT T T S o S S e I S S R T it sl T s s
| Ring Type | Capacity Unit | Reserved
il aT T T S o S S e I S S R T it sl T s s

— Y — +—

Ri ng capacity

Net wor k El ement Node |d

Link State I D

This is the IP interface address of the network’s Gat eway
Net wor k El ement, which is also the designated router.

Advertisi ng Router

Rout er

Ri ng type

Ther

O~NOOITR~WN P
1

e

>>>>>>>>

I D of the network’s Designated Router.

are 8 types of SONET/SDH rings defined as foll ows.

Unidirectional Line Switched 2-fiber ring (2-fiber ULSR)
Bi directional Line switched 2-fiber ring (2-fiber BLSR)
Unidirectional Path Switched 2-fiber ring (2-fiber UPSR)
Bi directional Path switched 2-fiber ring (2-fiber BPSR)
Unidirectional Line Switched 4-fiber ring (4-fiber ULSR)
Bi directional Line switched 4-fiber ring (4-fiber BLSR)
Unidirectional Path Switched 4-fiber ring (4-fiber UPSR)
Bi directional Path switched 4-fiber ring (4-fiber BPSR)

T T S e T S S T o S S e e i T S S

T T S e T S S S i o S A S S S A Tk s i S
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Capacity Unit
Two units are currently defined, as follows.

1 - Synchronous Transport Signal (STS), which is the basic
signal rate for SONET signals. The rate of an STS signal is
51. 84 Mops

2 - Synchronous Transport Miltiplexer (STM, which is the basic
signal rate for SDH signals. The rate of an STMsignal is
155. 52 Mops

Ri ng capacity
Ring capacity expressed in nunber of Capacity Units.
Net wor k El enent Node 1d

The Router 1D of each of the routers in the positional-ring
network. The list nust start with the designated router as the
first elenent. The Network El ements (NEs) nust be listed in
strict clockw se order as they appear on the ring, starting with
the Gateway Network Elenment (GNE). The nunber of NEs in the
ring can be deduced fromthe LSA header’s length field.

9.3. TE-Router-Proxy LSA (0x8e)

This is a variation to the TE-router LSAin that the TE-router LSAis
not advertised by the network el enent, but rather by a trusted TE-
router Proxy. This is typically the scenario in a non-packet TE

net wor k, where sonme of the nodes do not have OSPF functionality and
count on a hel per node to do the advertisenent for them One such
exanpl e woul d be the SONET/ SDH Add-Drop Multipl exer (ADM nodes in a
TDM ring. The nodes may principally depend upon the GNE ( Gat eway
Network El ement) to do the advertisement for them  TE-router-Proxy
LSA shall not be used to advertise area border routers and/or AS
border routers.
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0 1 2 3
01234567890123456789012345678901
i T ST T i Tk S Y Sy Y S S T S i S
| LS age | Opti ons | 0x8e
T i i S I iy s ST S S Y S S S S
| Link State ID (Router ID of the TE Network El enent)
T i i S I iy s ST S S Y S S S S
| Advertising Router
T i i S I iy s ST S S Y S S S S
| LS sequence nunber
T i i S I iy s ST S S Y S S S S
| LS checksum | | engt h
T i i S I iy s ST S S Y S S S S
| 0 Rout er- TE fl ags
i S I i s T T S S o
| Router-TE flags (contd.) Rout er- TE TLVs

T
+ + + o+ o+
1 1 1 1 1

+
1

i Sl el e e e i Sl Sl Sl el Sl el el Sl &

| # of TE links

i S I i s T T S S o
| Link ID

i S I i s T T S S o
| Li nk Dat a

i S I i s T T S S o
| Type | 0 | Li nk- TE opti ons

i S I i s T T S S o
| Li nk-TE fl ags | Zero or nore Link-TE TLVs
i S I i s T T S S o
| Link ID

i S I i s T T S S o
| Li nk Dat a

i S I i s T T S S o
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10. Abstract Topol ogy Representation with TE Support

Bel ow, we consider a TE network conposed of three OSPF areas, Area-1,
Area-2 and Area-3, attached together through the backbone area.
Area-1 an has a single area border router, ABR-Al and no ASBRs.
Area-2 has an area border router ABR A2 and an AS border router
ASBR-S1. Area-3 has two area border routers ABR-A2 and ABR- A3 and an
AS border router ASBR-S2. The followi ng network al so assunes a pre-
engi neered TE circuit path between ABR-Al and ABR- A2; between ABR-Al
and ABR- A3; between ABR-A2 and ASBR-S1; and between ABR- A3 and ASBR-
S2.

The following figure is an inter-area topol ogy abstraction fromthe
perspective of routers in Area-1. The abstraction illustrates
reachability of TE networks and nodes within area to the externa
areas in the same AS and to the external ASes. The abstraction al so
illustrates pre-engineered TE circuit paths advertised by ABRs and
ASBRs.
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Fomm e - +
| Area-1 |
Fomm e - +
R + |
| Reachabl e TE | R +
| networks in |------- | ABR-Al |
| backbone ar ea] R +
AEEEEE R + |1
P S R e +
I I I
o e e e e a e oo + | o e e e e e m e oo +
| Pre-engi neered TE| Foememea - - + | Pre-engi neered TE|
|circuit path(s) | | Backbone | |circuit path(s) |
|to ABR- A2 | | Area | |to ABR- A3 |
S + Fomm oo oo oo - + S +
I | I
Fomm e - - + | P + |
Fom - - - + | | | | Fom e - +
| Reachabl e | R + R + | Reachable |
| TE networks|------ | ABR- A2 | | ABR-A3 |--| TE networks|
|in Area A2 | Foeme - - + e + |in Area A3 |
sAEEEEEEEEEE + [ | | sAEEEEEEEEEE +
R S I B e S +
I | +---mm---- - + || I
Fom - - - I + | | | Fom - +
| Reachabl e | | Pre-engi neered| | | | | Pre-engi neer ed|
| TE networks| | TE Ckt path(s)| +------ + - + | TE Ckt pat h(s)|
|[in Area A3 | |to ASBR-S1 | JArea-2| |Area-3| |to ASBR-S2 |
Fomm oo e T oS I I R oS +
I I I I
| Fomm e m - - + | I +
AR + | |
| AS external | L + R +
| TE- net wor k | ----] ASBR-S1 | | ASBR-S2 |
| reachability | L + R +
| from ASBR- S1 | | |
NS + +---+ S S S T, +
+-----------|- ----- + +------|- ------ + +----------|- ------ +
| Pre-engi neered TE| | AS External | | Pre-engi neered TE|
|[circuit path(s) | | TE- Net wor k | |[circuit path(s) |
| reachable from | | reachability | | reachable from |
| ASBR- S1 | | from ASBR-S2 | | ASBR- S2 |
Fom e e e o oo + Fomm e e oo + Fom e e a o +
Figure 3: Inter-Area Abstraction as viewed by Area-1 TE-routers
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11.

11.

11.

11.

Changes to Data Structures in OSPF-xXTE Nodes
1. Changes to Router Data Structure

An OSPF- XTE router must be able to include the router-TE capabilities
(as specified in section 8.1) in the router data structure. OSPF-XTE
routers providing proxy service to other TE routers nust al so track
the router and associated interface data structures for all the TE
client nodes for which the proxy service is being provided.
Presumably, the interaction between the Proxy server and the proxy
clients is out-of-band.

2. Two Sets of Neighbors

Two sets of neighbor data structures are required. TE-neighbors set
is used to advertise TE LSAs. Only the TE nodes will be nenbers of
t he TE-nei ghbor set. Native neighbors set will be used to advertise
native LSAs. Al neighboring nodes supporting non-TE |links are part
of the Native nei ghbors set.

3. Changes to Interface Data Structure

The following new fields are introduced to the interface data
structure.

TePerm tted

If the value of the flag is TRUE, the interface may be advertised
as a TE-enabled interface.

NonTePerm tt ed

If the value of the flag is TRUE, the interface permts non-TE
traffic on the interface. Specifically, this is applicable to
packet networks, where data links may pernmit both TE and IP
packets. For FSC and LSC TE networks, this flag is set to FALSE

FI oodi ngPermi tted

If the value of the flag is TRUE, the interface may be used for
OSPF and OSPF- XTE packet exchange to synchronize the LSDB across
all adjacent neighbors. This is TRUE by default to al
NonTePermitted interfaces that are enabled for OSPF. However, it
is possible to set this to FALSE for sonme of the interfaces.
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TE-TLVs

Each interface may define any nunber of TLVS that describe the
I'ink characteristics.

The followi ng existing fields in Interface data structure will take
on additional values to support TE extensions.

Type

The OSPF interface type can also be of type "Positional-Ring".
The Positional-Ring type is different fromother types (such as
broadcast and NBMA) in that the exact |ocation of the nodes on
the ring is relevant, even though they are all on the sane ring.
SONET ADMring is a good exanple of this. Conplete ring
positional -ring description may be provided by the GNE on a ring
as a TE-network LSA for the ring.

Li st of Nei ghbors

The list may be statically defined for an interface w thout
requiring the use of Hello protocol

12. | ANA Consi der ati ons

The | ANA has assigned nulticast address 224.0.0.24 to OSPFI GP-TE for
t he exchange of TE database descriptors.

TE LSA types and TE TLVs wi |l be maintained by the | ANA, using the
followng criteria.

12.1. TE LSA Type Val ues

LSA type is an 8-bit field required by each LSA. TE LSA types wll
have the high bit set to 1. TE LSAs can range from 0x80 through
OxFF. The followi ng values are defined in sections 8.0 and 9.0. The
remai ni ng val ues are avail able for assignment by the ANA with | ETF
Consensus [ RFC2434].
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12.

13.

TE LSA Type Val ue
TE- Router LSA 0x81
TE- Posi tional -ring-network LSA 0x82
TE- Summary Net wor k LSA 0x83
TE- Sunmary router LSA 0x84
TE- AS-external LSAs 0x85
TE-Circuit-paths LSA 0x8C
TE-incremental -1ink-Update LSA 0x8d
TE- Rout er - Proxy LSA 0x8e

2. TE TLV Tag Val ues

TLV type is a 16-bit field required by each TE TLV. TLV type shall

be uni que across the router and Iink TLVs. A TLV type can range from
0x0001 through OxFFFF. TLV type 0 is reserved and unassi gned. The
follow ng TLV types are defined in sections 8.0 and 9.0. The

remai ni ng val ues are avail able for assignment by the ANA with | ETF
Consensus [ RFC2434].

TE TLV Tag Ref er ence Val ue
Section
TE- LI NK- TLV- SRLG Section 8.1.4.1 0x0001
TE- LI NK- TLV- BANDW DTH MAX Section 8.1.4.2 0x0002
TE- L1 NK- TLV- BANDW DTH MAX- FOR- TE Section 8.1.4.3 0x0003
TE- LI NK- TLV- BANDW DTH TE Section 8.1.4.4 0x0004
TE- LI NK- TLV- LUG Section 8.1.4.5 0x0005
TE- LI NK- TLV- COLOR Section 8.1.4.6 0x0006
TE- LI NK- TLV- NULL Section 8.1.4.7 0x8888
TE- NODE- TLV- MPLS- SW TCHI NG Section 8.1.2.1 0x8001
TE- NODE- TLV- MPLS- SI G- PROTOCOLS Section 8.1.2.2 0x8002
TE- NODE- TLV- CSPF- ALG Section 8.1.2.3 0x8003
TE- NODE- TLV- NULL Section 8.1.2.4 0x8888
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14.

Security Considerations

Security considerations for the base OSPF protocol are covered in

[ OSPF-V2] and [SEC-CSPF]. This nenp does not create any new security
i ssues for the OSPF protocol. Security neasures applied to the
native OSPF (refer [SEC-OSPF]) are directly applicable to the TE LSAs
described in the docunment. Discussed bel ow are the security

consi derations in processing TE LSAs.

Secure communi cati on between OSPF-XTE nodes has a nunber of
conponents. Authorization, authentication, integrity and
confidentiality. Authorization refers to whether a particul ar OSPF-
XTE node is authorized to receive or propagate the TE LSAs to its
nei ghbors. Failing the authorization process mght indicate a
resource theft attenpt or unauthorized resource advertisenent. In
ei ther case, the OSPF-XxTE nodes shoul d take proper mnmeasures to
audit/l og such attenpts so as to alert the adm nistrator to take
necessary action. OSPF-XTE nodes nmay refuse to communicate with the
nei ghbori ng nodes that fail to pronpt the required credentials.

Aut hentication refers to confirmng the identity of an originator for
the datagrans received fromthe originator. Lack of strong
credentials for authentication of OSPF-xTE LSAs can seriously

j eopardi ze the TE service rendered by the network. A consequence of
not authenticating a neighbor would be that an attacker could spoof
the identity of a "legitinmte" OSPF-XTE node and mani pul ate the
state, and the TE database including the topology and netrics
collected. This could potentially cause denial -of-service on the TE
networ k. Anot her consequence of not authenticating is that an
attacker could pose as OSPF-xTE nei ghbor and respond in a manner that
woul d divert TE data to the attacker

Integrity is required to ensure that an OSPF-XTE nessage has not been
accidentally or nmaliciously altered or destroyed. The result of a

|l ack of data integrity enforcenment in an untrusted environment coul d
be that an inposter will alter the messages sent by a legitimte

adj acent nei ghbor and bring the OSPF-XTE on a node and the whol e
network to a halt or cause a denial of service for the TE circuit
paths effected by the alteration.

Confidentiality of OSPF-XTE nmessages ensures that the TE LSAs are
accessible only to the authorized entities. Wen OSPF-XTE is

depl oyed in an untrusted environnment, |lack of confidentiality will
allow an intruder to performtraffic flow analysis and snoop the TE
control network to nonitor the traffic netrics and the rate at which
circuit paths are being setup and torn-down. The intruder could
canni bali ze a | esser secure OSPF-XTE node and destroy or conpronise
the state and TE-LSDB on the node. Needless to say, the | east secure
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OSPF- XTE wil | becone the Achilles heel and make the TE network
vul nerable to security attacks.
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