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Abstract
Thi s docunment provides different I1Pv6 |ink nodels that are suitable
for | EEE 802. 16 based networks and provi des anal ysis of various
consi derations for each link nodel and the applicability of each |ink
nodel under different deploynment scenarios. This docunent is the

result of a design team (DT) that was fornmed to analyze the I Pv6 |ink
nodel s for | EEE 802. 16 based networKks.
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1. Introduction

| EEE 802.16 [4] [5] is a point-to-mnultipoint, connection-oriented
access technology for the last nmile without bi-directional native
mul ti cast support. |EEE 802.16 has defined only downlink rulticast
support. This leads to two nethods for running |IP protocols that
traditionally assune the availability of nulticast at the |ink |ayer.
One nethod is to use bridging, e.g., |EEE 802.1D [6], to support bi -
directional multicast. Another nmethod is to treat the | EEE 802. 16
MAC (Message Aut hentication Code) transport connections between an M
(Mobile Station) and BS (Base Station) as point-to-point IP links so
that the IP protocols (e.g., ARP (Address Resolution Protocol), |Pv6
Nei ghbor Di scovery) can be run without any probl ens.

Madanapal | i | nf or mat i onal [ Page 2]



RFC 4968 | Pv6 Link Mddels for | EEE 802. 16 August 2007

This is further conplicated by the definition of comercial network
nodel s 1i ke W MAX, which defines the WMAX transport connection that
extends the | EEE 802.16 MAC transport connection all the way to an
access router by using a tunnel between the base station and the
access router [14]. This leads to nmultiple ways of deploying IP over
| EEE 802. 16 based networKks.

Thi s docunent | ooks at various considerations in selecting a link
nodel for | EEE 802.16 based networks and provides an analysis of the
various possible link nodels. And finally, this docunent provides a
reconmendati on for choosing one link nodel that is best suitable for
t he depl oynent.

2. Term nol ogy

The ternminology in this docunent is based on the definitions in [6],
in addition to the ones specified in this section

Access Router (AR): An entity that perfornms an IP routing function to
provide I P connectivity for Mbile Stations. In WMX Networks, the
AR is an Access Service Network Gateway.

Access Service Network (ASN) - The ASN is defined as a conplete set
of network functions needed to provide radi o access to a W MAX
subscriber. The ASN is the access network to which the M5 attaches.
The | Pv6 access router is an entity within the ASN. The termASN is
specific to the WMAX network architecture.

Dormant Mbde: A state in which a nobile station restricts its ability
to receive normal IP traffic by reducing nmonitoring of radio
channels. This allows the nobile station to save power and reduces
signaling load on the network. |In the dormant node, the M5 is only
listening at scheduled intervals to the paging channel. The network
(e.g., the AR) mmintains state about an M5 that has transitioned to
dormant node and can page it when needed.

3. |1Pv6e Link Mddels for | EEE 802. 16 Based Networ ks

This section discusses various IPv6 |link nodels for | EEE 802.16 based
net wor ks and provi des their operational considerations in practical
depl oynment scenari os.

3.1. Shared I Pv6 Prefix Link Mdel
In this nodel, all Mss attached to an AR share one or nore prefixes
for constructing their global |Pv6 addresses, however this nodel does

not provide any nulticast capability. The follow ng figures
illustrates a high-level view of this Iink nodel wherein one or nore
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prefixes advertised on the |link woul d be used by all the Mss attached
to the 1 Pv6 |ink.

F-- - - - +
| M1 |----- +
+----- + |
I
I
+----- + | +----- + S SIS +
| M2 |----- +----- | BSL |---------- | AR [------- | nt er net
+----- + | +----- + S SIS +
I
: I o 0
+----- + | L2 Tunnel
| Mo | ----- +
F-- - - - +

Figure 1. Shared IPv6 Prefix Link Mdel

The above figure shows the case where the BS and AR exist as separate
entities. In this case, a tunnel exists between the BS and AR per M
basi s.

In this link nodel, the |ink between the M5 and the AR at the |Pv6
layer is viewed as a shared link, and the |lower |ayer |ink between
the M5 and BS is a point-to-point link. This point-to-point |ink
between the M5 and BS is extended all the way to the AR when the
granularity of the tunnel between the BS and AR is on a per M basis.

This is illustrated in the followi ng figure bel ow
%S

e+ Fomm -+

| | | Pv6 (Shared I|ink) | |

I L3 I :::::::::::::::::::::::::::::::::::::| I
| ----] PTP conn. +----+ L2 Tunnel | AR |---Internet

| L2 |------------- | BS | =================g| |

| | | | | |

+----+ +----+ | |

| |

+--- -+ L2 Tunnel | |

| BS | ::::::::::::::::::l |

| | | |

Fo-- o+ Fo-- o+

Figure 2. Shared IPv6 Prefix Link Mddel - Layered View

Madanapal | i | nf or mat i onal [ Page 4]



RFC 4968 | Pv6 Link Mddels for | EEE 802. 16 August 2007

In this link nodel, an AR can serve one or nore BSs. Al Mss
connected to BSs that are served by an AR are on the same | Pv6 |ink
This nodel is different froman Ethernet Like Link nodel wherein the
| ater nodel provides an Ethernet |ink abstraction and nul ticast
capability to the IPv6 | ayer, whereas the Shared | Pv6 Prefix Link
Model defined here does not provide native |ink-layer multicast and
broadcast capabiliti es.

3.1.1. Prefix Assignhnent

One or nore IPv6 prefixes are assigned to the Iink and hence shared
by all the nodes that are attached to the link. The prefixes are
advertised with the autononmous flag (A-Flag) set and the On-link flag
(L-flag) reset for address autoconfiguration so that the nodes may
not make an on-link assunption for the addresses in those prefixes.

3.1.2. Address Autoconfiguration

The standard | Pv6 address autoconfiguration mechani sns, which are
specified in [2] [3], are used.

3.1.3. Duplicate Address Detection

The DAD procedure, as specified in [2], does not adapt well to the

| EEE 802. 16 air interface as there is no native multicast support.
The DAD can be performed with M.D (Multicast Listener Discovery)
snooping [7] and the AR relaying the DAD probe to the address owners
in case the address is a duplicate, called Relay DAD. In this

nmet hod, the MsS behavior is the sane as specified in [2] and the
optimzation is achieved with the support of AR which maintains the
M.D table for a list of multicast addresses and the nodes that joined
the nulticast address. The relay DAD works as bel ow

1. An MS constructs a Link Local Address as specified in [2].

2. The MS constructs a solicited node nulticast address for the
correspondi ng Link Local Address and sends an M.D Join request
for the solicited node nmulticast address.

3. The Ms starts verifying address uni queness by sending a DAD NS on
the initial MAC transport connecti on.

4. The AR consults the M.D table for who joined the nmulticast
address. If the AR does not find any entry in the M.D table, the
AR silently discards the DAD NS. |If the AR finds a match, the AR
relays the DAD NS to the address owner.
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3. 1.

3.1

3. 1.

Mad

5. The address owner defends the address by sending DAD NA, which is
relayed to the DAD originating Ms via the AR

6. |If the DAD originating Ms does not receive any response (DAD NA)
toits DAD NS, the M5 assigns the address to its interface. |If
the M5 receives the DAD NA, the Ms discards the tentative address
and behaves as specified in [2].

4. Consi derations
4.1. Reuse of Existing Specifications

The shared I Pv6 prefix nodel uses the existing specification and does
not require any protocol changes or any new protocols. However, this
nodel requires inplenentation changes for DAD optim zation on the AR

4.2. On-link Multicast Support

No native on-link rmulticast is possible with this nmethod. However,
the multicast can be supported with using a backend process in AR
that nmaintains the nmulticast nmenbers list and forwards the multicast
packets to the MSs belonging to a particular multicast group in a
uni cast manner. M.D snooping [7] should be used for mmintaining the
mul ti cast nenbers list.

4.3. Consistency in IP Link Definition

The definition of an IPv6 link is consistent for all procedures and
functionalities except for the support of native on-link nmulticast
support.

.4.4. Packet Forwarding

Al'l the packets travel to the AR before being delivered to the fina
destination as the layer 2 transport connection exists between the M
and AR The AR nornmally handl es the packets with external |Pv6
addresses. However, the packets with Iink |ocal destination
addresses are relayed by the AR to the destination without
decrenenting the hop-limt.

4.5. Changes to Host |nplenentation

This Iink nodel does not require any inplenmentation changes for the
host i npl enentati on.
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3.1.4.6. Changes to Router Inplenentation

This Iink nodel requires M.D snooping in the AR for supporting Rel ay
DAD.

3.1.5. Applicability

This nmodel is good for providing shared on-link services in
conjunction with the I P convergence sublayer with I Pv6 cl assifiers.
However, in public access networks like cellular networks, this nodel
cannot be used for the end users to share any of their persona

devi ces/services with the public.

This Iink nodel was al so under consideration of the W MAX Forum
Net wor k Working Group for use with IPv6 CS (Convergence Subl ayer)
access.

3. 2. Poi nt -t o- Poi nt Li nk Model

In this nodel, a set of MAC transport connections between an M and
an AR are treated as a single link. The point-to-point |ink node
follows the recommendations of [8]. 1In this nodel, each link between
an Ms and an AR is allocated a separate, unique prefix or a set of

uni que prefixes by the AR No other node under the AR has the sane
prefixes on the link between it and the AR The foll owi ng di agram
illustrates this nodel

TR Ho-m o+
N + | | Tunnel | |
| VB1 | ............. | | :::::::::::::::::::| |
+oee s + | | | |
| | | |
N + | | Tunnel | |
| MB2 |-=-cmmcnmannan | | ==================z| | ---Internet
E + | | | AR |
| BS | | I
N + | | Tunnel | |
| VB3 | ............. | | :::::::::::::::::::| |
oo + | | | |
R FRR—

Fi gure 3. Point-to-Point Link Mdel

There are multiple possible ways that the point-to-point |ink between
the AR and the Ms can be inpl enent ed.
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3.

3.

3.

3.

1. One way to acconplish this is to run PPP on the link [8].
Running PPP requires that the | EEE 802.16 |ink use the Ethernet
CS and PPP over Ethernet [9]. Since the |IPv6 CS does not support
PPP, whether PPP can be run depends on the network architecture.

2. |If the actual physical nmediumis shared, |ike Ethernet, but PPP
is not run, the link can be made point to point between the M
and AR by having each M5 on a separate VLAN [11].

3. If neither PPP nor VLAN is used, the set of |IEEE 802.16
connections can be viewed as a virtual point-to-point |ink.

2.1. Prefix Assignnent

Prefixes are assigned to the link using the standard [1] Router
Advertisenent mechanism The AR assigns a unique prefix or a set of
uni que prefixes for each M5s. In the prefix information options, both
the A-flag and L-flag are set to 1, as they can be used for address
aut oconfiguration and the prefixes are on the |link

2.2. Address Autoconfiguration

Mss performlink |ocal as well as gl obal address autoconfiguration
exactly as specified in [2], including duplicate address detection
Because there is only one other node on the link, the AR there is
only a possibility of an address conflict with the AR, so collisions
are statistically very unlikely, and easy to fix if they should
occur.

If DHCP is used for address configuration ('M1 in the Router
Advertisenent), the DHCP server nust provide addresses with a
separate prefix per Ms. The prefix must of course match a prefix
that the ASN Gateway has advertised to the M5 (if any).

2.3. Considerations

2.3.1. Reuse of Existing Specifications

This solution reuses RFC 2461, 2462, and, if PPP is used, RFC 2472
and RFC 2516. No changes in these protocols are required; the

protocols nmust only be configured properly.

If PPP is not used, any VLAN solution, such as | EEE 802.1Q [9] or any
L2 tunnel, can be used.
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3.2.3.2. On-link Milticast Support

Since the link between the M5 and the AR is point to point, any
mul ti cast can only be sent by one or the other node. Link Iocal
mul ti cast between other nodes and the AR will not be seen.

3.2.3.3. Consistency in IP Link Definition

The IPlink is fully consistent with a standard |IP point-to-point
link, wthout exception

3.2.3.4. Packet Forwarding

The M5 al ways sends all packets to the AR because it is the only
ot her node on the link. Link local unicast and nulticast packets are
al so forwarded only between the two.

3.2.3.5. Changes to Host |nplenentation

Host inplenmentations foll ow standard | Pv6 stack procedures. No
changes are needed.

3.2.3.6. Changes to Router Inplenentation

If PPP is used, no changes in router inplenentations are needed. |If
PPP is not used, the AR nust be capable of doing the follow ng:

1. Each M5 is assigned a separate VLAN when | EEE 802.1X [12] or each
M5 nust have an L2 tunnel to the AR to aggregate all the
connections to the M5 and present these set of connections as an
interface to the I Pv6 | ayer.

2. The AR nmust be configured to include a unique prefix or a set of
prefixes for each M5. This unique prefix or set of prefixes mnust
be included in Router Advertisenents every time they are sent,
and if DHCP is used, the addresses |eased to the M5 nust include
only the uniquely advertised prefixes.

Not e that, depending on the router inplenentation, these functions
may or may not be possible with sinple configuration. No protocol
changes are required, however.

3.2.4. Applicability

In enterprise networks, shared services including printers, fax

machi nes, and other such online services are often available on the
Il ocal link. These services are typically discovered using sone kind
of link I ocal service discovery protocol. The unique prefix per M
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since it is

not possible to have shared link services in the ASN

The p2p |ink node
shared services in the ASN

is applicable to deploynents where there are no

Such deploynents are typical of service

provi der networks |ike cellular networks,
to wirel ess networks.
3. 3. Et her net - Li ke Li nk Model
Thi s nodel
an | EEE 802. 16 network so that
manner simlar to Ethernet.

Et hernet nodel. This nodel
l'i nk, which neans the nodel

whi ch provide public access

descri bes a schene for configuration and provisioning of
it emul ates a broadcast
Figure 4 illustrates an exanple of the
essentially functions |ike an Ethernet
wor ks as described in [1],

link in a

[2].

One way to construct an Ethernet-like link is to inplenment bridging

[13] between BSs and an AR

like a switched Ethernet.

In Figure 4,

bridging performs |ink aggregati on between BSs and an AR Bri dgi ng
al so supports nulticast packet filtering.
F-- - - - + +---+ +----+
| MS1 |---+ | | +---| ARl | ---Internet
SRR | sl e
boooook | 4eeeook JEW
| MB2 |---+---] BSL|---|t ] |
+----- + +----- + |h t|---+
I I BT
+--- - +  H----- + - + | h| +---|AR2 | ---Internet
| Hosts|--| M5/ GN ------- | BS2 |---] | R p—
e +  H----- + F--- - - + +---+
A network
may exi st behind
M5/ GW

Figure 4: Ethernet Like Link Mdel

3.3.1. Prefix Assignment

Prefi xes are assigned as specified in [1],

3.3.2. Address Autoconfiguration

It is the sane as described in [2].
3.3.3. Duplicate Address Detection
It is the sane as described in [2].
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3.

3.

3.4. Considerations

3.4.1. Reuse of Existing Specifications

Al'l the I Pv6 standards can be preserved or reused in this nodel.

.3.4.2. On-link Milticast Support

On-link multicast can be enmulated in a unicast manner by efficiently
bri dgi ng between all BSs with | EEE 802. 16 providing the |inks between
the Mss and the bridge on top of the BS. M.D snooping should be used
for efficient forwarding of nulticast packets as specified in [7].
Nevert hel ess, in case of bridging, direct inter-Mss comunication nay
not be not allowed due to restrictions fromthe service providers.

.3.4.3. Consistency in IP Link Definition

This nodel is consistent with the I[P link definition

.3.4.4. Packet Forwarding

When properly configured and assisted by sinple bridging, |EEE 802.16
can enul ate a sinple broadcast network |ike Ethernet.

.3.4.5. Changes to Host | nplenentation

No speci al inpact on host inplenmentation.

.3.4.6. Changes to Router |nplenentation

No special inpact on router inplenentation under a separated AR BS
nmodel, if the bridging is inplenented in BS. Sone networks, e.g.,

W MAX networks, may require bridging to be inplenmented in the AR (ASN
Gat eway) .

.5. Applicability

This nodel works with the Ethernet CS and is chosen for fixed/ nonadic
W MAX networ ks by the W MAX Forum Networ k Wor ki ng G oup.

Renunberi ng

I f the downstream prefixes nmanaged by the AR are involved in
renunbering, it may be necessary to renunber each |ink under the AR
[ 10] discusses reconmended procedures for renunbering.

If the prefixes are advertised in RAs, the AR nust w thdraw the
exi sting prefixes and advertise the new ones. Since each M5,
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irrespective of the link nodel, is on a separate point-to-point |ink
at the MAC |l evel because of the | EEE 802. 16 connection oriented
architecture, the AR nust send an RA withdrawing the old prefix and
advertising the new one to each link. In a point-to-point link
nodel , the nunmber of RAs sent is equal to the nunber of nodes the AR
serves, whereas in the other two nodels, the AR sends a single RAto
BS that is sent to all the MSs as separate RAs.

If DHCP is used to assign addresses, either the DHCP address | ease
lifetinme may be reduced prior to the renunbering event to encourage
MSs to renew their addresses quickly, or a DHCP Reconfigure nessage
may be sent to each of the Mss by the server to cause themto renew
t hei r addresses.

In conclusion, the anount of traffic on the air-interface is the same
for all link nodels. However, the nunber of RAs sent by the AR to BS
can be better conpared to the other two nodel s.

5. Effect on Dormant Mbde
If the network needs to deliver packets to an M5, which is in dormant

node, the AR pages the M5. The MsS that is nonitoring the paging
channel receives the page and transitions out of the dormant node to

active node. It establishes connectivity with the network by
requesting and obtaining the radio resources. The network is then
able to deliver the packets to the M5. In many networks, packets

destined to an M5 in dormant npde are buffered at the AR in the
network until connectivity is established.

Support for dormant Mss is critical in nobile networks, hence it is a
necessary feature. Paging capability and optim zations possible for
pagi ng an M5 are neither enhanced nor handi capped by the |ink nodel
itself. However, the multicast capability within a link nmay cause
for an M5 to wake up for an unwanted packet. This can be avoi ded by
filtering the multicast packets and delivering the packets to only
for MBs that are listening for particular multicast packets. As the
Shared | Pv6 Prefix nodel does not have the multicast capability and
the point-to-point |link nodel has only one node on the link, neither
has any effect on the dormant node. The Ethernet-like Iink nodel may
have the nmulticast capability, which requires filtering at the BS to
support the dormant node for the Mss.

6. Effect on Routing
The nodel used in an | EEE 802. 16 network may have a significant
i npact on how routing protocols are run over such a network. The

depl oynment nodel presented in this docunent discusses the |east
i npacting nodel on routing as connectivity on the provider edge is
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intentionally limted to point-to-point connectivity fromone BS to
any one of multiple Mss. Any other deploynent nodel may cause a
significant inmpact on routing protocols, however, they are outside
the scope of this docunent.

7. Conclusions and Rel evant Link Mbdel s

Et hernet - Li ke Li nk nodel s woul d be used when the depl oynent requires
the use of Ethernet CS, as this is the only nodel being proposed for
the Ethernet CS and running | Pv6 over Ethernet is well understood.

For IP CS with IPv6 classifiers, a point-to-point |ink nodel appears
to be the choice because of its sinmplicity for perform ng the DAD and
because it does not break any existing applications nor requires

defining any new protocol. However, the |IPv6 shared prefix nodel
woul d be defined if there is any interest fromthe service provider
conmuni ty.

8. Security Considerations

Thi s docunent provides the analysis of various IPv6 |ink nodels for

| EEE 802. 16 based networks, and as such does not introduce any new
security threats. No matter what the link nodel is, the networks
enpl oy the sanme |ink-1ayer security mechanisns defined in [5].
However, the chosen |ink nodel affects the scope of |ink |ocal
comuni cation, and this may have security inplications for protocols
that are designed to work within the link scope. This is the concern
for a shared Iink nodel conpared with other nodels wherein private
resources e.g., personal printer, cannot be put onto a public W MAX
network. This may restrict the usage of a shared prefix nodel to
enterprise environnents. The Nei ghbor Discovery related security

i ssues are docunment in [1] [2] and these are applicable for all the
nodel s described in this docunment. The nodel specific security
consi derations are docunmented in their respective protoco

speci fications.
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