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Abstract

Thi s docunent provi des gui dance to designers of Authentication,

Aut hori zation, and Accounting (AAA) key managenent protocols. The
gui dance is also useful to designers of systenms and sol utions that

i ncl ude AAA key managenent protocols. Gven the conplexity and
difficulty in designing secure, long-lasting key managenent

al gorithms and protocols by experts in the field, it is al nost
certainly inappropriate for | ETF working groups w thout deep
expertise in the area to be designing their own key nanagenent

al gorithms and protocol s based on Authentication, Authorization, and
Accounting (AAA) protocols. The guidelines in this docunent apply to
docunents requesting publication as | ETF RFCs. Further, these
guidelines will be useful to other standards devel opment

organi zations (SDOs) that specify AAA key managenent.
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1. Introduction

Thi s docunent provides architectural guidance to designers of AAA key
managenent protocols. The guidance is also useful to designers of
systens and solutions that include AAA key managenent protocols.

AAA key managenent often includes a collection of protocols, one of
which is the AAA protocol. Oher protocols are used in conjunction
with the AAA protocol to provide an overall solution. These other
protocols often provide authentication and security associ ation

est abl i shrent .

G ven the complexity and difficulty in designing secure, |ong-Iasting
key managenent al gorithns and protocols by experts in the field, it
is alnobst certainly inappropriate for |IETF working groups wi thout
deep expertise in the area to be designing their own key managemnent
al gorithnms and protocol s based on Authentication, Authorization and
Accounting (AAA) protocols. These guidelines apply to docunents
requesting publication as | ETF RFCs. Further, these guidelines wll
be useful to other standards devel opnent organi zations (SDGCs) that
speci fy AAA key nanagenent that depends on | ETF specifications for
protocols such as Extensible Authentication Protocol (EAP) [RFC3748],
Renote Authentication Dial-In User Service (RAD US) [ RFC2865], and

Di amet er [ RFC3588].

In March 2003, at the I ETF 56 AAA Wirki ng Group Sessi on, Russ Housl ey
gave a presentation on "Key Managenent in AAA' [H . That
presentation established the vast mgjority of the requirenents
contained in this docunent. Over the last three years, this

coll ection of requirenments have beconme known as the "Housl ey
Criteria".
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1.1. Requirenments Specification

The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in RFC 2119 [ RFC2119].

An AAA key nanagenent proposal is not conpliant with this
specification if it fails to satisfy one or nore of the MJUST or MJST
NOT statenments. An AAA key nmanagenent proposal that satisfies al

the MUST, MUST NOT, SHOULD, and SHOULD NOT statenments is said to be
"unconditionally conpliant”; one that satisfies all the MJST and MJST
NOT statenents but not all the SHOULD or SHOULD NOT requirenments is
said to be "conditionally conpliant”.

1.2. Mandatory to | npl ement

The gui dance provided in this docunment is mandatory to inplenent.
However, it is not nandatory to use. That is, configuration at the
time of deploynment may result in a deployed inplenentation that does
not conformwi th all of these requirenents.

For exampl e, [RFC4072] enabl es EAP keying material to be delivered
froma AAA server to an AAA client without disclosure to third
parties. Thus, key confidentiality is mandatory to inplenent in

Di anmeter [ RFC3588]. However, key confidentiality is not nandatory to
use.

1.3. Terminol ogy

This section defines terns that are used in this docunent.

AAA
Aut henti cati on, Authorization, and Accounting (AAA). AAA
protocol s include RADI US [ RFC2865] and Di aneter [ RFC3588].

Aut henti cat or
The party initiating EAP authentication. The term
authenticator is used in [802.1X], and authenticator has the
same neaning in this docunent.

Backend aut hentication server
A backend authentication server is an entity that provides an
aut hentication service to an authenticator. This term nol ogy
is also used in [802.1X]
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CHAP
Chal | enge Handshake Aut hentication Protocol; a one-way
chal | enge/ response aut hentication protocol defined in

[ RFC1994] .

EAP
Ext ensi bl e Aut hentication Protocol, defined in [ RFC3748].

EAP server
The entity that term nates the EAP authentication nmethod with
the peer. In the case where no backend authentication server
is used, the EAP server is part of the authenticator. 1In the

case where the authenticator operates in pass-through node, the
EAP server is located on the backend authentication server

Key W ap
The encryption of one symmetric cryptographic key in another.
The al gorithmused for the encryption is called a key wap
al gorithmor a key encryption algorithm The key used in the
encryption process is called a key-encryption key (KEK).

PAP
Password Aut hentication Protocol; a deprecated cleartext
password PPP aut hentication protocol, originally defined in
[ RFC1334] .

Party
A party is a processing entity that can be identified as a
single role in a protocol.

Peer
The end of the link that responds to the authenticator. In
[802.1X], this end is known as the supplicant.

PPP
Poi nt -t o- Poi nt Protocol, defined in [ RFCL661], provides support
for nultiprotocol serial datalinks. PPPis the primary IP
datalink used for dial-in NAS connection service.

Secure Associ ati on Protoco
A protocol for managi ng security associations derived from EAP
and/ or AAA exchanges. The protocol establishes a security
associ ation, which includes symetric keys and a context for
the use of the keys. An exanple of a Secure Association
Protocol is the 4-way handshake defined within [802.11i].
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2.

Sessi on Keys
Keying material used to protect data exchanged after
aut henti cation has successfully conpl eted, using the negotiated
ci phersuite.

Net wor k Access Server (NAS)
A device that provides an access service for a user to a
network. The service may be a network connection, or a value
added service such as term nal emnul ation, as described in
[ RFC2881] .

4-\Way Handshake
A Secure Association Protocol, defined in [802.11i], which
confirms nmutual possession of a Pairwi se Master Key by two
parties and distributes a Goup Key.

AAA Envi ronnent Concerns

Exanpl es of serious flaws plague the history of key managenent

prot ocol devel opnent, starting with the very first attenpt to define
a key managenent protocol in the open literature, which was published
in 1978 [NS]. A flaw and a fix were published in 1981 [DS], and the
fix was broken in 1994 [AN]. In 1995 [L], a new flaw was found in
the original 1978 version, in an area not affected by the 1981/1994
issue. All of these flaws were blindingly obvious once descri bed,

yet no one spotted themearlier. Note that the original protocol, if
it were revised to enploy certificates, which of course had yet to be
i nvented, was only three nessages. Many proposed AAA key managenent
schenes are significantly nore conplicated.

This bit of history shows that key nanagenent protocols are subtle.
Experts can easily mss a flaw. As a result, peer review by nultiple
experts is essential, especially since many proposed AAA key
managenent schemes are significantly nore conplicated. |In addition
formal nethods can hel p uncover problens [M.

AAA- based key managenent is being incorporated into standards

devel oped by the I ETF and ot her standards devel opment organi zati ons
(SDGs), such as | EEE 802. However, due to ad hoc devel opnent of
AAA- based key managenent, AAA-based key distribution schemes have
poorly understood security properties, even when well-studied
cryptographic algorithns are enployed. Myre academic research is
needed to fully understand the security properties of AAA-based key
managenent in the diverse protocol environnents where it is being
enpl oyed today. |In the absence of such research results, pragmtic
gui dance based on sound security engineering principles is needed.
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In addition to the need for interoperability, cryptographic algorithm
i ndependent solutions are greatly preferable. Wthout algorithm

i ndependence, the AAA-based key managenent protocol nust be changed
whenever a problemis discovered with any of the selected al gorithns.
As AAA history shows, problens are inevitable. Problens can surface
due to age or design failure.

DES [ FI PS46] was a wel | -desi gned encryption algorithm and it
provi ded protection for many years. Yet, the 56-bit key size was
eventual |y overcome by Moore’s Law. No significant cryptographic
defici enci es have been di scovered i n DES.

The history of AAA underlines the inportance of algorithm

i ndependence as flaws have been found in authentication nmechani sns
such as CHAP, Ms-CHAPv1l [SML], Ms-CHAPv2 [ SM2], Kerberos
[W[BM[DLS], and LEAP [B]. Unfortunately, RADH US [ RFC2865] nmandates
use of the MD5 algorithmfor integrity protection, which has known
deficiencies, and RADI US has no provisions to negotiate substitute
algorithms. Simlarly, the vendor-specific key wap nechani sm
defined in [ RFC2548] has no provisions to negotiate substitute

al gori thms.

The principle of least privilege is an inportant design guideline.
This principle requires that a party be given no nore privilege than
necessary to performthe task assigned to them Ensuring | east
privilege requires clear identification of the tasks assigned to each
party, and explicit determ nation of the mninmum set of privileges
required to performthose tasks. Only those privil eges necessary to
performthe tasks are granted. By denying to parties unneeded

privil eges, those denied privileges cannot be used to circunment
security policy or enable attackers. Wth this principle in mnd,
AAA key managenent schemes need to be designed in a nanner where each
party has only the privileges necessary to performtheir role. That
is, no party should have access to any keying material that is not
needed to performtheir own role. A party has access to a particul ar
key if it has access to all of the secret information needed to
derive it.

EAP is being used in new ways. The inclusion of support for EAP

wi thin Internet Key Exchange Protocol version 2 (IKEv2) and the

st andardi zati on of robust Wreless LAN security [802.11li] based on
EAP are two exanples. EAP has al so been proposed within | EEE 802. 16e
[802. 16e] and by the | ETF PANA Wirking G oup. AAA-based key
managenent is being incorporated into standards devel oped by the | ETF
and ot her standards devel opnent organi zations (SDOs), such as | EEE
802. However, due to ad hoc devel opnment of AAA-based key nanagenent,
AAA- based key distribution schemes have poorly understood security
properties, even when well-studied cryptographic algorithns are
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enpl oyed. Mdre acadenic research is needed to fully understand the
security properties of AAA-based key nanagenent in the diverse
protocol environments where it is being enployed today. In the
absence of research results, pragnmatic gui dance based on sound
security engineering principles is needed.

EAP sel ects one end-to-end authentication mechanism The nechani sns
defined in [RFC3748] only support unilateral authentication, and they
do not support nutual authentication or key derivation. As a result,
t hese nmechani snms do not fulfill the security requirenments for many
depl oynment scenarios, including Wreless LAN aut hentication

[ RFC4017] .

To ensure adequate security and interoperability, EAP applications
need to specify mandatory-to-inplenment algorithnms. As described in
[ RFC3748], EAP net hods seeking publication as an | ETF RFC need to
docunent their security clainms. However, sone EAP met hods are not
based on wel | -studi ed nodel s, which nmakes the validity of these
security clainms difficult to deternmine.

In the context of EAP, the EAP peer and server are the parties

i nvolved in the EAP nethod conversation, and they gain access to key
mat eri al when the conversation conpl etes successfully. However, the
| ower -l ayer needs keying naterial to provide the desired protection
t hrough the use of cryptographic nmechanisns. As a result, a "pass-
t hrough” node is used to provide the keying material, and the | ower-
| ayer keying material is replicated fromthe AAA server to the
authenticator. The only parties authorized to obtain all of the
keying nmaterial are the EAP peer and server; the authenticator
obtains only the keying material necessary for its specific role. No
other party can obtain direct access to any of the keying material;
however, other parties nay receive keys that are derived fromthis
keying material for a specific purpose as |long as the requirenents
defined in the next section are net.

3. AAA Key Managenent Requirenents

The overal|l goal of AAA key managenment is to provide cryptographic
keying material in situations where key derivation cannot be used by
the peer and authenticator. It may not be possi bl e because the

aut henti cator | acks conputational power, because it |acks the
resources necessary to inplenment the various authentication
mechani sns that m ght be required, or because it is undesirable for
each authenticator to engage in a separate key managenent
conversation
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This section provides guidance to AAA protocol designers, EAP nethod
desi gners, and security association protocol designers. Acceptable
sol utions MJST neet all of these requirenents.

Crypt ographi c al gorithm i ndependent

The AAA key managenent protocol MJST be cryptographic al gorithm
i ndependent. However, an EAP method MAY depend on a specific
cryptographic algorithm The ability to negotiate the use of a
particul ar cryptographic algorithm provides resilience against
conpromi se of a particular cryptographic algorithm Al gorithm
i ndependence is also REQU RED with a Secure Associ ation
Protocol if one is defined. This is usually acconplished by
including an algorithmidentifier and paraneters in the
protocol, and by specifying the algorithmrequirenents in the
protocol specification. Wile highly desirable, the ability to
negoti ate key derivation functions (KDFs) is not required. For
interoperability, at |east one suite of mandatory-to-inpl enent
al gorithms MJUST be selected. Note that w thout protection by

| Psec as described in [ RFC3579] Section 4.2, RAD US [ RFC2865]
does not neet this requirement, since the integrity protection
al gori thm cannot be negoti at ed.

This requi rement does not nean that a protocol nust support
both public-key and symetric-key cryptographic algorithnms. It
means that the protocol needs to be structured in such a way
that nultiple public-key algorithnms can be used whenever a
public-key algorithmis enployed. Likew se, it neans that the
protocol needs to be structured in such a way that nultiple
symmetric-key algorithns can be used whenever a synmetric-key
algorithmis enpl oyed.

Strong, fresh session keys

Wil e preserving al gorithmindependence, session keys MJST be
strong and fresh. Each session deserves an i ndependent session
key. Fresh keys are required even when a long replay counter
(that is, one that "will never wap") is used to ensure that

| oss of state does not cause the same counter value to be used
nmore than once with the same session key.

Sonme EAP net hods are capabl e of deriving keys of varying
strength, and these EAP nethods MJUST pernit the generation of
keys neeting a mini mum equi val ent key strength. BCP 86

[ RFC3766] offers advice on appropriate key sizes. The Nati onal
Institute for Standards and Technol ogy (N ST) al so offers

advi ce on appropriate key sizes in [ SP800-57].
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A fresh cryptographic key is one that is generated specifically
for the intended use. |In this situation, a secure association
protocol is used to establish session keys. The AAA protocol
and EAP nmet hod MJUST ensure that the keying material supplied as
an input to session key derivation is fresh, and the secure
associ ati on protocol MJST generate a separate session key for
each session, even if the keying material provided by EAP is
cached. A cached key persists after the authentication
exchange has conpl eted. For the AAA EAP server, key caching
can happen when state is kept on the server. For the NAS or
client, key caching can happen when the NAS or client does not
destroy keying material imediately follow ng the derivation of
sessi on keys.

Sessi on keys MJST NOT be dependent on one another. Miltiple
sessi on keys may be derived froma higher-Ilevel shared secret
as long as a one-tinme value, usually called a nonce, is used to
ensure that each session key is fresh. The nmechanismused to
generate session keys MJST ensure that the disclosure of one
session key does not aid the attacker in discovering any ot her
sessi on keys.

Limt key scope

Following the principle of |east privilege, parties MJST NOT
have access to keying material that is not needed to perform
their role. A party has access to a particular key if it has
access to all of the secret information needed to derive it.

Any protocol that is used to establish session keys MJST
specify the scope for session keys, clearly identifying the
parties to whomthe session key is avail able.

Repl ay detection nechani sm

The AAA key managenent protocol exchanges MJST be repl ay
protected, including AAA, EAP, and Secure Associ ati on Protocol
exchanges. Replay protection allows a protocol nessage

reci pient to discard any nessage that was recorded during a
previous legitimte dialogue and presented as though it

bel onged to the current dial ogue.

Aut henticate all parties
Each party in the AAA key managenent protocol MJST be
aut henticated to the other parties with whom they conmmuni cate.

Aut henti cati on nechani sms MJST maintain the confidentiality of
any secret values used in the authentication process.

Housl ey & Aboba Best Current Practice [ Page 9]



RFC 4962

Qui dance for AAA Key Managenent July 2007

When a secure association protocol is used to establish session
keys, the parties involved in the secure association protocol
MUST identify thensel ves using identities that are neani ngful
in the |lower-layer protocol environment that will enploy the
session keys. In this situation, the authenticator and peer
may be known by different identifiers in the AAA protocol
environnment and the | ower-1layer protocol environnent, nmaking
aut hori zation decisions difficult without a clear key scope.

If the lower-layer identifier of the peer will be used to nmake
aut hori zati on decisions, then the pair of identifiers
associated with the peer MJUST be authorized by the

aut henti cator and/or the AAA server.

AAA protocol s, such as RADI US [ RFC2865] and Di aneter [RFC3588],
provide a nmechanismfor the identification of AAA clients;
since the EAP aut henticator and AAA client are always co-
resident, this mechanismis applicable to the identification of
EAP aut henti cators.

When nmul tiple base stations and a "controller” (such as a W.AN
switch) conprise a single EAP authenticator, the "base station
identity" is not relevant; the EAP nmethod conversation takes

pl ace between the EAP peer and the EAP server. Al so, many base
stations can share the sane authenticator identity. The
authenticator identity is inportant in the AAA protocol
exchange and the secure association protocol conversation

Aut henti cati on nechani sms MUST NOT enpl oy pl ai nt ext passwords.
Passwords may be used provided that they are not sent to
anot her party without confidentiality protection.

Peer and aut henti cator authorization

Peer and aut henticator authorization MJST be perfornmed. These
entities MJST denonstrate possession of the appropriate keying
material, without disclosing it. Authorization is REQUJ RED
whenever a peer associates with a new authenticator. The

aut hori zati on checking prevents an el evation of privilege
attack, and it ensures that an unauthorized authenticator is
det ect ed.

Aut hori zati ons SHOULD be synchroni zed between the peer, NAS
and backend aut hentication server. Once the AAA key managenent
prot ocol exchanges are conplete, all of these parties should
hold a common vi ew of the authorizations associated with the

ot her parti es.

Housl ey & Aboba Best Current Practice [ Page 10]



RFC 4962 Qui dance for AAA Key Managenent July 2007

In addition to authenticating all parties, key managenent
protocols need to denonstrate that the parties are authorized
to possess keying material. Note that proof of possession of
keying material does not necessarily prove authorization to
hol d that keying material. For exanple, within an | EEE

802. 11i, the 4-way handshake denonstrates that both the peer
and aut henticator possess the same EAP keying material .

However, by itself, this possession proof does not denonstrate
that the authenticator was authorized by the backend

aut hentication server to possess that keying material. As
noted in RFC 3579 in Section 4.3.7, where AAA proxies are
present, it is possible for one authenticator to inpersonate
anot her, unless each link in the AAA chain inplenents checks
agai nst inpersonation. Even with these checks in place, an

aut henticator may still claimdifferent identities to the peer
and the backend authentication server. As described in RFC
3748 in Section 7.15, channel binding is required to enable the
peer to verify that the authenticator claimof identity is both
consi stent and correct.

Keying material confidentiality and integrity

Whi |l e preserving al gorithmindependence, confidentiality and
integrity of all keying material MJST be maintai ned.

Confirm ci phersuite sel ection
The selection of the "best" ciphersuite SHOULD be securely

confirmed. The nechani sm SHOULD detect attenpted roll -back
att acks.

Uni quel y named keys

AAA key managenent proposals require a robust key naning
schene, particularly where key caching is supported. The key
name provides a way to refer to a key in a protocol so that it
is clear to all parties which key is being referenced. bjects
that cannot be naned cannot be managed. All keys MJST be

uni quel y named, and the key name MJUST NOT directly or
indirectly disclose the keying material. |[If the key name is
not based on the keying material, then one can be sure that it
cannot be used to assist in a search for the key val ue.

Prevent the Donino effect
Conproni se of a single peer MJST NOT conpromni se keying naterial

hel d by any other peer within the system including session
keys and | ong-term keys. Likew se, conpronise of a single
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aut henti cator MUST NOT conprom se keying nmaterial held by any
other authenticator within the system |In the context of a key
hi erarchy, this nmeans that the conprom se of one node in the
key hierarchy nust not disclose the information necessary to
conpromi se other branches in the key hierarchy. Oobviously, the
conpromi se of the root of the key hierarchy will conpron se al
of the keys; however, a conpromise in one branch MJST NOT
result in the conprom se of other branches. There are many

i nplications of this requirenment; however, two inplications
deserve highlighting. First, the scope of the keying materi al
nmust be defined and understood by all parties that conmunicate
with a party that holds that keying naterial. Second, a party
that holds keying material in a key hierarchy nust not share
that keying material with parties that are associated with

ot her branches in the key hierarchy.

G oup keys are an obvious exception. Since all nenbers of the
group have a copy of the sanme key, conprom se of any one of the
group nmenbers will result in the disclosure of the group key.

Bind key to its context

Keying material MJST be bound to the appropriate context. The
context includes the foll ow ng.

o The manner in which the keying material is expected to be
used.

o The other parties that are expected to have access to the
keying materi al .

0 The expected lifetine of the keying material. Lifetine
of a child key SHOULD NOT be greater than the lifetine of
its parent in the key hierarchy.

Any party with legitimte access to keying nmaterial can

determine its context. |In addition, the protocol MJST ensure
that all parties with legitimte access to keying material have
the sanme context for the keying material. This requires that

the parties are properly identified and authenticated, so that
all of the parties that have access to the keying naterial can
be determ ned.
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The context will include the peer and NAS identities in nore
than one form One (or nore) nane formis needed to identify
these parties in the authentication exchange and the AAA

protocol. Another nane form may be needed to identify these
parties within the | ower layer that will enploy the session
key.

4. AAA Key Managenent Recommendati ons
Accept abl e sol uti ons SHOULD neet all of these requirenents.
Confidentiality of identity

In many environnents, it is inmportant to provide
confidentiality protection for identities. However, this is
not inportant in other environments. For this reason, EAP
nmet hods are encouraged to provide a nechanismfor identity
protection of EAP peers, but such protection is not a
requiremnent.

Aut hori zation restriction

| f peer authorization is restricted, then the peer SHOULD be
made aware of the restriction. Oherw se, the peer may

i nadvertently attenpt to circunvent the restriction. For
exanpl e, authorization restrictions in an | EEE 802. 11

envi ronnent incl ude:

o Key lifetimes, where the keying material can only be used
for a certain period of tineg;

o SSIDrestrictions, where the keying material can only be
used with a specific | EEE 802.11 SSI D

0o Called-Station-1D restrictions, where the keying materi al
can only be used with a single | EEE 802.11 BSSID; and

o Calling-Station-ID restrictions, where the keying

material can only be used with a single peer | EEE 802 MAC
addr ess.
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5.

Security Considerations

Thi s docunent provides architectural guidance to designers of AAA key
managenent protocols. The guidance is also useful to designers of
systens and solutions that include AAA key managenent protocols.

In sone depl oynent scenarios, nore than one party in the AAA key
managenent protocol can reside on the sane host. For exanple, the
EAP aut henticator and AAA client are expected to reside on the sane
entity. Colocation enables a single unique authenticator identity to
be sent by the authenticator to the AAA server as well as by the

aut henticator to the EAP peer. Use of the sane identity in both
conversations enables the peer and AAA server to confirmthat the

aut henticator is consistent in its identification, avoiding potenti al

i npersonation attacks. |f the authenticator and AAA client are not
col ocated, then the authenticator and AAA client identities will
differ, and the key scope will not be synchroni zed between the EAP

peer, authenticator, and server. Lack of key scope synchronization
enabl es a nunber of security vulnerabilities, including

i npersonation. For this reason, a design needs to include nmechani sns
to ensure that the key scope and key nani ng are unanbi guous.

The AAA server is a trusted entity. Wen keying material is present
at all, it establishes keying material with the peer and distributes
keying nmaterial to the authenticator using the AAA protocol. It is
trusted to only distribute keying material to the authenticator that
was established with the peer, and it is trusted to provide that
keying material to no other parties. |In many systens, keying

mat eri al established by the EAP peer and EAP server are conmbined with
publicly available data to derive other keys. The AAA server is
trusted to refrain fromderiving these sane keys even though it has
access to the secret values that are needed to do so.

The authenticator is also a trusted party. The authenticator is
trusted not to distribute keying material provided by the AAA server
to any other parties. |If the authenticator uses a key derivation
function to derive additional keying material, the authenticator is
trusted to distribute the derived keying material only to the
appropriate party that is known to the peer, and no other party.
When this approach is used, care nmust be taken to ensure that the
resulting key managenent systemneets all of the principles in this
docunent, confirnming that keys used to protect data are to be known
only by the peer and authenticator.

EAP is used to authenticate the peer to the AAA/ EAP server

Fol | owi ng successful authentication, the AAA/ EAP server authorizes
the peer. In many situations, this is acconplished by sending keying
material to the authenticator and the peer in separate protocol
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nmessages. The authenticator is not directly authenticated to the
peer. Rather, the peer determ nes that the authenticator has been
aut hori zed by the AAA/ EAP server by confirming that the authenticator
has the sane AAA/ EAP server-provi ded keying nmaterial. In some
systens, explicit authenticator and peer nutual authentication is
possible. This is desirable since it greatly inproves
accountability.

When M B nodul es are devel oped for AAA protocols or EAP net hods,
these M B nodul es ni ght include nanaged objects for keying material .
The exi stence of managed obj ects associated with keying materi al
offers an additional avenue for key conpronise if these objects
include the keying material itself. Therefore, these MB nodul es
MUST NOT i ncl ude objects for private keys or synmetric keys.

However, these M B nodul es MAY incl ude managenent objects that expose
nanes and context associated with keys, and they MAY provide a neans
to del ete keys.
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Appendi x: AAA Key Managenent History

Protocol s for Authentication, Authorization, and Accounting (AAA)
were originally devel oped to support deploynments of Network Access
Servers (NASes). In the ARPAnet, the Term nal Access Controller
(TAC) provided a neans for "dunmb terninals" to access the network,
and the TACACS [ RFC0927] [ RFC1492] AAA protocol was desi gned by BBN
under contract to the Defense Data Network Program Managenent O fice
(DDN PMO) for this environment. [RFCL1492] docunents a |ater version
of TACACS, not the original version that was wi dely depl oyed in
ARPAnet and M LNET [ DDNN39. 2] .

Later, additional AAA protocols were devel oped to support depl oynents
of NASes providing access to the Internet via PPP [RFC1661]. In

depl oynment s supporting nore than a nodest nunber of users, it becane
inpractical for each NAS to contain its own |ist of users and

associ ated credentials. As a result, additional AAA protocols were
devel oped, including RADIUS [ RFC2865] and Di aneter [RFC3588]. These
protocols enabled a central AAA server to authenticate users
requesting network access, as well as providing authorization and
accounti ng.

Whil e PPP [ RFC1661] originally supported only PAP [ RFC1334] and CHAP
[ RFC1661] authentication, the limtations of these authentication
nmechani sns becane apparent. For exanple, both PAP and CHAP are
uni l ateral authentication schenmes supporting only authentication of
the PPP peer to the NAS. Since PAP is a cleartext password schene,
it is vulnerable to snooping by an attacker with access to the
conversation between the PPP peer and NAS. |In addition, the use of
PAP creates vulnerabilities within RADI US as described in Section 4.3
of [RFC3579]. As a result, use of PAP is deprecated. Wile CHAP, a
chal | enge-response schenme based on MD5, offers better security than
cl eartext passwords, it does not provide for nutual authentication,
and CHAP is vulnerable to dictionary attack

Wth the addition of the Encryption Control Protocol (ECP) to PPP

[ RFC1968] as well as the definition of PPP ciphersuites in [ RFC2419],
[ RFC2420], and [ RFC3078], the need arose to provide keying materi al
for use with Iink layer ciphersuites. As with user authentication
provi sioning of static keys on each NAS did not scale well.

Addi ti onal vendor-specific PPP authentication protocols such as

M5- CHAP [ RFC2433] and Ms- CHAPv2 [ RFC2759] were devel oped to provide
nmut ual authentication as well as key derivation [ RFC3079] for use

wi th negotiated ciphersuites, and they were subsequently adapted for
use with PPP-based VPNs [ RFC2637]. As with PAP and CHAP, flaws were
subsequently found in these new mechani sns [ SML] [ SM2] .
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Even though PPP provided for negotiation of authentication

al gorithms, addressing the vulnerabilities found in authentication
nmechani sns still proved painful, since new code needed to be depl oyed
on PPP peers as well as on the AAA server. |In order to enable nore
rapi d depl oynent of new authentication mechani snms, as well as fixes
for vulnerabilities found in existing nmethods, the Extensible

Aut henti cati on Protocol (EAP) [ RFC3748] was devel oped, along with
support for centralized authentication via RAD US/ EAP [ RFC3579] .

By enabling "pass through” authentication on the NAS, EAP enabl ed
depl oynment of new authentication nethods or updates to existing

nmet hods by revising code only on the EAP peer and AAA server. The
initial authentication nechanisns defined in [ RFC2284] ( MD5-
Chal | enge, One-Tine Password (OTP), and Generic Token Card (GTQ))
only supported unilateral authentication, and these mechani sns do not
support key derivation. Subsequent authentication methods such as
EAP- TLS [ RFC2716] supported nutual authentication and key derivation

In order to support the provisioning of dynam c keying material for
link layer ciphersuites in an environment supporting centralized

aut henti cati on, a nmechani smwas needed for the transport of keying
materi al between the AAA server and NAS. Vendor-specific RAD US
attri butes were devel oped for this purpose [ RFC2548].

Vul nerabilities were subsequently found in the key wap techni que, as
described in Section 4.3 of [RFC3579].

In theory, public key authentication mechani snms such as EAP-TLS are
capabl e of supporting nutual authentication and key derivation

bet ween the EAP peer and NAS wi thout requiring AAA key distribution
However, in practice, such pure two-party schenmes are rarely

depl oyed. Operation of a centralized AAA server significantly
reduces the effort required to deploy certificates to NASes, and even
t hough an AAA server may not be required for key derivation and

possi bly authentication, its participation is required for service
aut hori zati on and accounti ng.

"Pass-through" authentication and AAA key distribution has retained
popularity even in the face of rapid i nprovenents in processor and
menory capabilities. |In addition to produci ng NAS devi ces of

i ncreased capability for enterprise and carrier custoners,

i npl ementers have al so produced | ow cost/ hi gh-vol une NAS devi ces such
as 802.11 Access Points, causing the resources available on an
average NAS to increase nore slowy than Moore's law. Despite

wi despread support for certificate handling and sophisticated key
derivation mechani sns such as | KEvl [ RFC2409] within host operating
systens, these security capabilities are rarely depl oyed on | ow end
NASes and clients.
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Even on nore capabl e NASes, such as VPN servers, centralized

aut henti cati on and AAA key managenent has proven popul ar. For
exanpl e, one of the mpgjor limtations of |KEvl [ RFC2409] was the | ack
of integration with EAP and AAA, requiring proprietary extensions to
enabl e use of | Psec VPNs by organi zati ons depl oyi ng password or

aut henti cation tokens. These limtations were addressed in | KEv2

[ RFC4306] , which while handling key derivation solely between the VPN
client and server, supports EAP nethods for user authentication. In
order to enabl e cryptographi c binding of EAP user authentication to
keys derived within the | KEv2 exchange, the transport of EAP-derived
keys within AAA is required where the sel ected EAP net hod supports
key derivation.
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