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Abstract

A link indication represents information provided by the link | ayer
to higher layers regarding the state of the link. This document
describes the role of link indications within the Internet
architecture. While the judicious use of link indications can
provi de performance benefits, inappropriate use can degrade both
robustness and performance. This docunment summarizes current
proposal s, describes the architectural issues, and provi des exanpl es
of appropriate and inappropriate uses of link indications.
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1. Introduction

A link indication represents information provided by the link | ayer
to higher layers regarding the state of the link. Wile the
judicious use of link indications can provide performance benefits,
i nappropriate use can degrade both robustness and performnce.

Thi s docunent summari zes the current understanding of the rol e of
link indications within the Internet architecture, and provides
advi ce to docunent authors about the appropriate use of link
indications within the Internet, transport, and application |ayers.

Section 1 describes the history of link indication usage within the
Internet architecture and provides a nodel for the utilization of
link indications. Section 2 describes the architectural

consi derations and provi des advice to docunent authors. Section 3
descri bes recommendations and future work. Appendix A sunmarizes the
literature on link indications, focusing largely on wirel ess Local
Area Networ ks (WLANS) .

1.1. Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. Termnol ogy

Access Point (AP)
A station that provides access to the fixed network (e.g., an
802.11 Distribution Systen), via the wireless nedium (W) for
associ ated stations.

Asynmmetric
A link with transm ssion characteristics that are different
dependi ng upon the relative position or design characteristics
of the transmitter and the receiver is said to be asymetric.
For instance, the range of one transmtter may be nmuch hi gher
than the range of another transmitter on the sane nedi um

Beacon
A control message broadcast by a station (typically an Access
Point), informng stations in the nei ghborhood of its continuing
presence, possibly along with additional status or configuration
i nformati on.
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Bi ndi ng Update (BU)
A message indicating a nobile node’s current nobility binding,
and in particular its Care-of Address.

Correspondent Node
A peer node with which a nobile node is communicating. The
correspondent node nmay be either nobile or stationary.

Li nk
A comruni cation facility or nedium over which nodes can
comuni cate at the link layer, i.e., the layer inmediately bel ow
the Internet Protocol (IP).

Li nk Down
An event provided by the link layer that signifies a state
change associated with the interface no | onger being capable of
comuni cating data franes; transient periods of high frame | oss
are not sufficient.

Li nk I ndi cation
Information provided by the Iink layer to higher |ayers
regarding the state of the link.

Li nk Layer
Conceptual layer of control or processing logic that is
responsi bl e for maintaining control of the link. The link |ayer
functions provide an interface between the higher-layer |ogic
and the link. The link layer is the layer inmediately bel ow the
Internet Protocol (IP).

Li nk Up
An event provided by the link layer that signifies a state
change associated with the interface becom ng capabl e of
communi cati ng data franes.

Maxi mum Segnent Size (MSS)
The maxi mum payl oad size available to the transport |ayer.

Maxi mum Transni ssion Unit (MrU)
The size in octets of the largest |IP packet, including the IP
header and payl oad, that can be transmitted on a link or path.

Mobi | e Node
A node that can change its point of attachment fromone link to
another, while still being reachable via its honme address.
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Oper abl e Address
A static or dynamically assigned address that has not been
relinqui shed and has not expired.

Poi nt of Attachnent
The endpoint on the link to which the host is currently
connect ed.

Rout abl e Address
Any | P address for which routers will forward packets. This
i ncludes private addresses as specified in "Address Allocation
for Private Internets" [RFC1918].

Station (STA)
Any device that contains an | EEE 802.11 conformant medi um access
control (MAC) and physical |ayer (PHY) interface to the wreless
medi um (W) .

Strong End System Model
The Strong End System nodel enphasizes the host/router
di stinction, tending to nodel a multi-honed host as a set of
| ogi cal hosts within the sane physical host. In the Strong End
System nodel , addresses refer to an interface, rather than to
the host to which they attach. As a result, packets sent on an
outgoing interface have a source address configured on that
i nterface, and inconing packets whose destination address does
not correspond to the physical interface through which it is
received are silently discarded.

Weak End System Model
In the Weak End System nodel, addresses refer to a host. As a
result, packets sent on an outgoing interface need not
necessarily have a source address configured on that interface,
and i ncom ng packets whose destinati on address does not
correspond to the physical interface through which it is
recei ved are accepted.

1.3. Overview

The use of link indications within the Internet architecture has a
long history. |In response to an attenpt to send to a host that was
of f-1ine, the ARPANET |ink |ayer protocol provided a "Destination
Dead" indication, described in "Fault Isolation and Recovery"

[ RFC816]. The ARPANET packet radi o experinment [PRNET] incorporated
frame loss in the calculation of routing netrics, a precursor to nore
recent link-aware routing nmetrics such as Expected Transm ssi on Count
(ETX), described in "A Hi gh-Throughput Path Metric for Milti-Hop
Wrel ess Routing"” [ETX].
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"Routing Information Protocol"” [RFCl1058] defined RIP, which is
descended fromthe Xerox Network Systenms (XNS) Routing |nformation
Protocol. "The OSPF Specification" [RFCL131] defined Open Shortest
Path First, which uses Link State Advertisenents (LSAs) in order to
flood information relating to link status within an OSPF area.

[ RFC2328] defines version 2 of OSPF. Wile these and other routing
protocols can utilize "Link Up" and "Link Down" indications provided
by those links that support them they also can detect link |oss
based on |l oss of routing packets. As noted in "Requirenents for |IP
Version 4 Routers" [RFC1812]:

It is crucial that routers have workabl e nechani sns for determ ning
that their network connections are functioning properly. Failure to
detect link loss, or failure to take the proper actions when a
problemis detected, can |lead to bl ack holes.

Attenpts have al so been nade to define link indications other than
"Link Up" and "Link Down". "Dynamically Swi tched Link Contro
Protocol " [ RFC1307] defines an experinmental protocol for control of
i nks, incorporating "Down", "Com ng Up", "Up", "Going Down", "Bring
Down", and "Bring Up" states.

"A Generalized Mddel for Link Layer Triggers" [CGenTrig] defines
"generic triggers", including "Link Up", "Link Down", "Link Going
Down", "Link Going Up", "Link Quality Crosses Threshold", "Trigger
Rol | back”, and "Better Signal Quality AP Available". |EEE 802.21
[ | EEE-802. 21] defines a Media | ndependent Handover Event Service
(MHES) that provides event reporting relating to Iink
characteristics, link status, and link quality. Events defined

i nclude "Link Down", "Link Up", "Link Going Down", "Link Signal
Strength", and "Link Signal/Noise Ratio".

Under ideal conditions, links in the "up" state experience |ow frane
loss in both directions and are i medi ately ready to send and receive
data frames; links in the "down" state are unsuitable for sending and

receiving data frames in either direction

Unfortunately, links frequently exhibit non-ideal behavior. Wred
links may fail in half-duplex node, or exhibit partial inpairment
resulting in internmediate loss rates. Wreless |inks may exhibit
asymetry, internmittent frame |loss, or rapid changes in throughput
due to interference or signal fading. In both wired and wireless
links, the link state may rapidly flap between the "up" and "down"
states. This real-world behavior presents challenges to the
integration of link indications with the Internet, transport, and
application | ayers.
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1.4.

| AB

Layered | ndi cati on Model

A layered indication nodel is shown in Figure 1 that includes both
internally generated link indications (such as link state and rate)
and indications arising fromexternal interactions such as path
change detection. In this nodel, it is assunmed that the I[ink |ayer
provides indications to higher layers primarily in the form of
abstract indications that are |ink-technol ogy agnosti c.
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Figure 1. Layered Indication Mdel
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1.4.1. Internet Layer

One of the functions of the Internet layer is to shield higher |ayers
fromthe specifics of Iink behavior. As a result, the Internet |ayer
validates and filters link indications and sel ects outgoing and

i nconing interfaces based on routing nmetrics.

The Internet |ayer conposes its routing table based on infornmation
avail able fromlocal interfaces as well as potentially by taking into
account information provided by routers. This enables the state of
the local routing table to reflect link conditions on both |ocal and
renote links. For exanple, prefixes to be added or renoved fromthe
routing table may be determined from Dynami ¢ Host Configuration
Protocol (DHCP) [RFC2131][RFC3315], Router Advertisenents

[ RFC1256] [ RFC2461], redirect nmessages, or route updates incorporating
information on the state of links nultiple hops away.

As described in "Packetization Layer Path MIU Di scovery" [RFC4821],
the Internet layer may maintain a path information cache, enabling
sharing of Path MIU information between concurrent or subsequent
connections. The shared cache is accessed and updated by

packeti zati on protocols inplenenting packetization |ayer Path MIuU
Di scovery.

The Internet layer also utilizes link indications in order to
optimi ze aspects of Internet Protocol (IP) configuration and
mobility. After receipt of a "Link Up" indication, hosts validate
potential | P configurations by Detecting Network Attachnment (DNA)

[ RFC4436]. Once the IP configuration is confirmed, it may be
determ ned that an address change has occurred. However, "Link Up"
i ndi cati ons may not necessarily result in a change to Internet |ayer
configuration

In "Detecting Network Attachment in |Pv4" [RFC4436], after receipt of
a "Link Up" indication, potential |IP configurations are validated
using a bidirectional reachability test. In "Detecting Network
Attachment in | Pv6 Networks (DNAv6)" [DNAv6], |IP configuration is
val i dated using reachability detection and Router

Sol i citation/ Adverti senent.

The routing sub-layer may utilize link indications in order to enable
nore rapid response to changes in link state and effective
throughput. Link rate is often used in conmputing routing netrics.
However, in wired networks the transnission rate nay be negotiated in
order to enhance energy efficiency [EfficientEthernet]. 1In wreless
networ ks, the negotiated rate and Frane Error Rate (FER) may change
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with link conditions so that effective throughput may vary on a
packet - by- packet basis. In such situations, routing netrics may al so
exhibit rapid variation

Routing netrics incorporating link indications such as Link Up/Down
and effective throughput enable routers to take link conditions into
account for the purposes of route selection. |If a link experiences
decreased rate or high frame loss, the route netric will increase for
the prefixes that it serves, encouraging use of alternate paths if
avail able. When the link condition inproves, the route netric wll
decrease, encouraging use of the link.

Wthin Wak End System i npl enentations, changes in routing nmetrics
and link state may result in a change in the outgoing interface for
one or nore transport connections. Routes may al so be added or

wi thdrawn, resulting in loss or gain of peer connectivity. However,
link indications such as changes in transmission rate or frame |oss
do not necessarily result in a change of outgoing interface.

The Internet |ayer may al so becone aware of path changes by ot her
mechani sns, such as receipt of updates froma routing protocol
recei pt of a Router Advertisenent, dead gateway detection [RFC816] or
network unreachability detection [ RFC2461], ICWP redirects, or a
change in the IPv4 TTL (Time to Live)/lIPv6 Hop Limt of received
packets. A change in the outgoing interface may in turn influence
the nmobility sub-layer, causing a change in the inconing interface.
The nmobility sub-layer may al so beconme aware of a change in the
inconing interface of a peer (via receipt of a Mbile |IP Binding
Update [RFC3775]).

1.4.2. Transport Layer

The transport | ayer processes received |link indications differently
for the purposes of transport parameter estimation and connection
managenent .

For the purposes of parameter estination, the transport |ayer is
primarily interested in path properties that inpact performance, and
where link indications my be deternmined to be relevant to path
properties they may be utilized directly. Link indications such as
"Link Up"/"Link Down" or changes in rate, delay, and frane | oss may
prove relevant. This will not always be the case, however; where the
bandwi dth of the bottleneck on the end-to-end path is already much
lower than the transmission rate, an increase in transm ssion rate
may not nmaterially affect path properties. As described in Appendix
A. 3, the algorithnms for utilizing link [ayer indications to inprove
transport paranmeter estinates are still under devel oprent.
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Strict layering considerations do not apply in transport path
paranmeter estimation in order to enable the transport |ayer to nake
use of all available information. For exanple, the transport |ayer
may determine that a link indication came froma link form ng part of
a path of one or nmore connections. |In this case, it may utilize the
recei pt of a "Link Down" indication followed by a subsequent "Link
Up" indication to infer the possibility of non-congestive packet |oss
during the period between the indications, even if the IP
configurati on does not change as a result, so that no Internet |ayer

i ndi cati on woul d be sent.

The transport layer may also find Internet |ayer indications useful
for path paraneter estimation. For exanple, path change indications
can be used as a signhal to reset path paranmeter estinates. Were
there is no default route, |loss of segnents sent to a destination
lacking a prefix in the local routing table may be assuned to be due
to causes other than congestion, regardless of the reason for the
renoval (either because |local link conditions caused it to be renoved
or because the route was withdrawn by a renpte router).

For the purposes of connection managenent, |ayering considerations
are inportant. The transport layer may tear down a connection based
on Internet layer indications (such as a endpoint address changes),
but does not take link indications into account. Just as a "Link Up"
event may not result in a configuration change, and a configuration
change may not result in connection teardown, the transport |ayer
does not tear down connections on receipt of a "Link Down"

i ndi cation, regardl ess of the cause. Were the "Link Down"
indication results fromfrane | oss rather than an explicit exchange,
the indication may be transient, to be soon followed by a "Link Up"

i ndi cation.

Even where the "Link Down" indication results froman explicit
exchange such as receipt of a Point-to-Point Protocol (PPP) Link
Control Protocol (LCP)-Terminate or an | EEE 802. 11 Di sassoci ate or
Deaut henticate frame, an alternative point of attachnent may be

avail abl e, allow ng connectivity to be quickly restored. As a
result, robustness is best achieved by allow ng connections to renain
up until an endpoi nt address changes, or the connection is torn down
due to lack of response to repeated retransm ssion attenpts.

For the purposes of connection managenent, the transport |ayer is
cautious with the use of Internet |ayer indications. Changes in the
routing table are not relevant for the purposes of connection
managenent, since it is desirable for connections to remain up during
transitory routing flaps. However, the transport |ayer may tear down
transport connections due to invalidation of a connection endpoint IP
address. \Were the connection has been established based on a Mbile
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| P hone address, a change in the Care-of Address need not result in
connection teardown, since the configuration change is nmasked by the
mobi lity functionality within the Internet |ayer, and is therefore
transparent to the transport |ayer.

"Requirements for Internet Hosts -- Communication Layers" [RFC1122],
Section 2.4, requires Destination Unreachable, Source Quench, Echo
Reply, Tinmestanp Reply, and Ti ne Exceeded | CVMP nessages to be passed
up to the transport layer. [RFC1122], Section 4.2.3.9, requires
Transni ssion Control Protocol (TCP) to react to an Internet Contro
Message Protocol (1CMP) Source Quench by slowi ng transm ssion

[ RFC1122], Section 4.2.3.9, distinguishes between | CVMP nessages

i ndicating soft error conditions, which nust not cause TCP to abort a
connection, and hard error conditions, which should cause an abort.

| CMP nessages indicating soft error conditions include Destination
Unreachabl e codes 0 (Net), 1 (Host), and 5 (Source Route Fail ed),
which may result fromrouting transients; Tine Exceeded; and
Paraneter Problem | CMP nessages indicating hard error conditions

i ncl ude Destination Unreachabl e codes 2 (Protocol Unreachable), 3
(Port Unreachable), and 4 (Fragnentati on Needed and Don’t Fragmnent
Was Set). Since hosts inplenenting classical | CVWP-based Path MIuU

Di scovery [RFC1191] use Destination Unreachabl e code 4, they do not
treat this as a hard error condition. Hosts inplenenting "Path MU
Di scovery for IP version 6" [RFC1981] utilize |ICVMPv6 Packet Too Big
messages. As noted in "TCP Problens with Path MU Di scovery”

[ RFC2923], classical Path MIU Di scovery is vulnerable to failure if

| CMP nmessages are not delivered or processed. In order to address
this problem "Packetization Layer Path MIU Di scovery" [RFC4821] does
depend on the delivery of |CVP nessages.

"Fault Isolation and Recovery" [RFC816], Section 6, states:

It is not obvious, when error nessages such as | CVMP Destination
Unreachabl e arrive, whether TCP shoul d abandon t he connection. The
reason that error nmessages are difficult to interpret is that, as

di scussed above, after a failure of a gateway or network, there is a
transi ent period during which the gateways nay have incorrect

i nformation, so that irrelevant or incorrect error nessages mnay
sometinmes return. An isolated | CVP Destination Unreachabl e may
arrive at a host, for exanmple, if a packet is sent during the period
when the gateways are trying to find a new route. To abandon a TCP
connection based on such a nessage arriving would be to ignore the
val uabl e feature of the Internet that for many internal failures it
reconstructs its function w thout any disruption of the end points.
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"Requirenments for IP Version 4 Routers" [RFCL812], Section 4.3.3.3,
states that "Research seens to suggest that Source Quench consunes
network bandwi dth but is an ineffective (and unfair) antidote to
congestion", indicating that routers should not originate them In
general, since the transport layer is able to determ ne an
appropriate (and conservative) response to congestion based on packet
| oss or explicit congestion notification, |CMP Source Quench

i ndi cati ons are not needed, and the sending of additional Source
Quench packets during periods of congestion nay be detrinental.

"I CMP attacks against TCP" [Gont] argues that accepting | CVMP nessages
based on a correct four-tuple w thout additional security checks is
ill-advised. For exanple, an attacker forging an | CVMP hard error
nessage can cause one or nore transport connections to abort. The
aut hors di scuss a nunber of precautions, including nechanisns for
val i dating | CMP nessages and ignoring or delaying response to hard
error messages under various conditions. They also recomend that
hosts ignore I CMP Source Quench nessages.

The transport |ayer nay also provide information to the |ink |ayer.
For exanpl e, the transport |layer may wish to control the nmaxi mum
nunber of tines that a link layer frame nay be retransmtted, so that
the link |ayer does not continue to retransnit after a transport

|l ayer tineout. |In |IEEE 802.11, this can be achi eved by adjusting the
Managenent |Informati on Base (M B) [| EEE-802.11] variables

dot 11ShortRetryLimt (default: 7) and dotllLongRetryLimt (default:
4), which control the nmaxi num nunber of retries for frames shorter
and longer in length than dot 11RTSThreshol d, respectively. However,
since these variables control l|ink behavior as a whol e they cannot be
used to separately adjust behavior on a per-transport connection
basis. In situations where the Iink |ayer retransm ssion tineout is
of the sanme order as the path round-trip tinmeout, link |ayer contro
may not be possible at all.

1.4.3. Application Layer

The transport | ayer provides indications to the application |ayer by
propagating Internet |layer indications (such as |IP address
configuration and changes), as well as providing its own indications,
such as connection teardown.

Since applications can typically obtain the information they need
nore reliably fromthe Internet and transport |ayers, they wll
typically not need to utilize link indications. A "Link Up"
indication inplies that the link is capable of comunicating IP
packets, but does not indicate that it has been confi gured;
applications should use an Internet layer "IP Address Configured"
event instead. "Link Down" indications are typically not useful to
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applications, since they can be rapidly followed by a "Link Up"

i ndi cation; applications should respond to transport |ayer teardown
indications instead. Similarly, changes in the transmn ssion rate may
not be relevant to applications if the bottleneck bandwi dth on the
pat h does not change; the transport |ayer is best equipped to
determne this. As a result, Figure 1 does not show link indications
bei ng provided directly to applications.

Architectural Considerations

The conplexity of real-world |ink behavior poses a challenge to the
integration of link indications within the Internet architecture.
While the literature provides persuasive evidence of the utility of
link indications, difficulties can arise in naking effective use of
them To avoid these issues, the follow ng architectural principles
are suggested and discussed in nore detail in the sections that

foll ow

(1) Proposals should avoid use of sinplified |ink nodels in
circunstances where they do not apply (Section 2.1).

(2) Link indications should be clearly defined, so that it is
under st ood when they are generated on different link |ayers
(Section 2.2).

(3) Proposal s nmust denonstrate robustness against spurious |ink
i ndi cations (Section 2.3).

(4) Upper layers should utilize a tinmely recovery step so as to
limt the potential damage fromlink indications determned to
be invalid after they have been acted on (Section 2.3.2).

(5) Proposal s nmust denonstrate that effective congestion control is
mai nt ai ned (Section 2.4).

(6) Proposals must denonstrate the effectiveness of proposed
optim zations (Section 2.5).

(7) Link indications should not be required by upper layers, in
order to maintain |link independence (Section 2.6).

(8) Proposals should avoid race conditions, which can occur where
link indications are utilized directly by nultiple |ayers of the
stack (Section 2.7).

(9) Proposals should avoid inconsistencies between |ink and routing
| ayer netrics (Section 2.7.3).
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(10) Overhead reduction schenmes nust avoid conprom sing
interoperability and introducing link | ayer dependencies into
the Internet and transport |ayers (Section 2.8).

(11) Proposals for transport of link indications beyond the | ocal
host need to carefully consider the |layering, security, and
transport inplications (Section 2.9).

2.1. WNodel Validation

Proposal s should avoid the use of link nodels in circunstances where
they do not apply.

In "The m staken axions of wi reless-network research" [Kotz], the
aut hors concl ude that m staken assunptions relating to |ink behavior
may | ead to the design of network protocols that may not work in
practice. For exanple, the authors note that the three-dinmensiona
nature of wireless propagation can result in |arge signal strength
changes over short distances. This can result in rapid changes in
link indications such as rate, franme |oss, and signal strength.

In "Modeling Wreless Links for Transport Protocol s" [GurtovFl oyd],
the authors provi de exanpl es of nodeling nistakes and exanpl es of how
to inprove nodeling of link characteristics. To acconpany the paper,
the authors provide sinulation scenarios in ns-2.

In order to avoid the pitfalls described in [Kotz] [GurtovFl oyd],
docunents that describe capabilities that are dependent on |ink

i ndi cations should explicitly articulate the assunptions of the |ink
nodel and describe the circunstances in which they apply.

Generic "trigger" nmodels may include inplicit assunptions that may
prove invalid in outdoor or mesh wireless LAN depl oynents. For
exanpl e, two-state Markov nodels assune that the link is either in a
state experiencing low frame loss ("up") or in a state where few

frames are successfully delivered ("down"). In these nodels,
symmetry is also typically assuned, so that the link is either "up"
in both directions or "down" in both directions. |In situations where
internmediate | oss rates are experienced, these assunptions nay be

i nvalid.

As noted in "Hybrid Rate Control for |EEE 802.11" [Haratcherev],
signal strength data is noisy and sonetines inconsistent, so that it
needs to be filtered in order to avoid erratic results. Gven this,
link indications based on raw signal strength data may be unreliabl e.
In order to avoid problens, it is best to conbine signal strength
data with other techniques. For exanple, in devel oping a "CGoing
Down" indication for use with [| EEE-802.21] it would be advisable to
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validate filtered signal strength measurenents with other indications
of link I oss such as |lack of Beacon reception

2.2. Clear Definitions

Li nk i ndications should be clearly defined, so that it is understood
when they are generated on different link |ayers. For exanple,

consi derabl e work has been required in order to cone up with the
definitions of "Link Up" and "Link Down", and to define when these

i ndi cations are sent on various link |ayers.

Li nk i ndication definitions should heed the foll ow ng advice:

(1) Do not assume symmetric |ink performance or franme loss that is
either low ("up") or high ("down").

In wired networks, links in the "up" state typically experience
low frame loss in both directions and are ready to send and
receive data franmes; links in the "down" state are unsuitable

for sending and receiving data franes in either direction.
Therefore, a link providing a "Link Up" indication wll
typically experience low frane |l oss in both directions, and high
frame loss in any direction can only be experienced after a link
provi des a "Link Down" indication. However, these assunptions
may not hold true for wireless LAN networks. Asynmetry is
typically less of a problemfor cellular networks where
propagati on occurs over |onger distances, nmulti-path effects may
be | ess severe, and the base station can transmt at mnuch higher
power than nobile stations while utilizing a nore sensitive

ant enna.

Specifications utilizing a "Link Up" indication should not
assune that receipt of this indication neans that the link is
experiencing symmetric link conditions or low frame loss in

either direction. |In general, a "Link Up" event should not be
sent due to transient changes in link conditions, but only due
to a change in link layer state. It is best to assune that a

"Link Up" event may not be sent in a tinely way. Large handoff
| atencies can result in a delay in the generation of a "Link Up"
event as novenent to an alternative point of attachment is

del ayed.

(2) Consider the sensitivity of link indications to transient |ink
conditions. Due to common effects such as nulti-path
interference, signal strength and signal to noise ratio (SNR)
may vary rapidly over a short distance, causing erratic behavior
of link indications based on unfiltered neasurenments. As noted
in [Haratcherev], signal strength may prove nost useful when
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utilized in conbination with other neasurenents, such as frane
| oss.

(3) \Where possible, design link indications with built-in danping.
By design, the "Link Up" and "Link Down" events relate to
changes in the state of the link layer that nake it able and
unabl e to communi cate | P packets. These changes are generated
either by the link |ayer state nachine based on |ink |ayer
exchanges (e.g., conpletion of the | EEE 802.11i four-way
handshake for "Link Up", or receipt of a PPP LCP-Term nate for
"Link Down") or by protracted frane | oss, so that the link |ayer
concludes that the link is no longer usable. As a result, these
link indications are typically less sensitive to changes in

transient link conditions.

(4) Do not assune that a "Link Down" event will be sent at all, or
that, if sent, it will be received in a tinmely way. A good |ink
| ayer inplenmentation will both rapidly detect connectivity

failure (such as by tracking m ssing Beacons) while sending a
"Link Down" event only when it concludes the link is unusable,
not due to transient frame | oss.

However, existing wireless LAN i npl enentati ons often do not do a good
job of detecting link failure. During a |lengthy detection phase, a
"Li nk Down" event is not sent by the link |ayer, yet |IP packets
cannot be transmitted or received on the link. |Initiation of a scan
may be del ayed so that the station cannot find another point of
attachnment. This can result in inappropriate backoff of
retransmssion tiners within the transport |ayer, anong ot her
problens. This is not as much of a problemfor cellular networks
that utilize transnmt power adjustnent.

2.3. Robustness

Li nk i ndi cation proposal s nust denpnstrate robustness agai nst
m sl eading i ndications. Elenments to consider include:

| mpl enent ati on variation
Recovery frominvalid indications
Danpi ng and hysteresis

2.3.1. Inplenentation Variation

Variations in link layer inplenentations nay have a substanti al

i npact on the behavior of link indications. These variations need to
be taken into account in evaluating the performnce of proposals.

For example, radi o propagation and inplenentation differences can

i mpact the reliability of |ink indications.
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In "Link-1evel Measurenents froman 802.11b Mesh Networ k" [Aguayo],
the authors anal yze the cause of frame loss in a 38-node urban

mul ti-hop | EEE 802.11 ad-hoc network. |In nost cases, links that are
very bad in one direction tend to be bad in both directions, and
links that are very good in one direction tend to be good in both
directions. However, 30 percent of |inks exhibited | oss rates
differing substantially in each direction.

As described in [Aguayo], wireless LAN |inks often exhibit |oss rates
i nternedi ate between "up" (low |l oss) and "down" (high |oss) states,
as well as substantial asymretry. As a result, receipt of a "Link
Up" indication nmay not necessarily indicate bidirectional
reachability, since it could have been generated after exchange of
small frames at |ow rates, which nmight not inply bidirectiona
connectivity for large frames exchanged at hi gher rates.

Where nmulti-path interference or hidden nodes are encountered, signa
strength may vary widely over a short distance. Several techniques
may be used to reduce potential disruptions. Miltiple transmitting
and receiving antennas may be used to reduce multi-path effects;
transm ssion rate adaptation can be used to find a nore satisfactory
transnission rate; transnit power adjustnment can be used to inprove
signal quality and reduce interference; Request-to-Send/ d ear-to-Send
(RTS/ CTS) signaling can be used to reduce hi dden node probl ens.
These techni qgues may not be conpletely effective, so that high frane
| oss may be encountered, causing the link to cycle between "up" and
"down" states.

To i nmprove robustness against spurious link indications, it is
reconmended that upper layers treat the indication as a "hint"
(advisory in nature), rather than a "trigger" dictating a particular
action. Upper layers nmay then attenpt to validate the hint.

In [ RFC4436], "Link Up" indications are rate linited, and IP
configuration is confirmed using bidirectional reachability tests
carried out coincident with a request for configuration via DHCP. As
a result, bidirectional reachability is confirnmed prior to activation
of an I P configuration. However, where a link exhibits an
internmediate | oss rate, denonstration of bidirectional reachability
may not necessarily indicate that the link is suitable for carrying

| P dat a packets.

Anot her exanpl e of validation occurs in |IPv4 Link-Local address
configuration [ RFC3927]. Prior to configuration of an IPv4 Link-
Local address, it is necessary to run a clai mand-defend protocol
Since a host needs to be present to defend its address agai nst

anot her claimant, and address conflicts are relatively likely, a host
returning fromsleep node or receiving a "Link Up" indication could
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encounter an address conflict were it to utilize a fornerly
configured |IPv4 Link-Local address w thout rerunning claimand
def end.

2.3.2. Recovery fromlnvalid Indications

In sone situations, inproper use of link indications can result in
operational malfunctions. It is reconmended that upper |ayers
utilize a tinely recovery step so as to linit the potential damage
fromlink indications deternmined to be invalid after they have been
acted on.

In Detecting Network Attachment in |IPv4 (DNAv4) [RFC4436],
reachability tests are carried out coincident with a request for
configuration via DHCP. Therefore, if the bidirectional reachability
test tines out, the host can still obtain an IP configuration via
DHCP, and if that fails, the host can still continue to use an
existing valid address if it has one.

Where a proposal involves recovery at the transport |ayer, the
recovered transport paraneters (such as the Maxi num Segnent Size
(MBS), RoundTrip Tinme (RTT), Retransmnission TineQut (RTO, Bandwi dth
(bw), congestion wi ndow (cwnd), etc.) should be denonstrated to
remain valid. Congestion window validation is discussed in "TCP
Congestion W ndow Val i dation" [RFC2861].

Where tinely recovery is not supported, unexpected consequences may
result. As described in [RFC3927], early |IPv4 Link-Local

i npl ementations would wait five nminutes before attenpting to obtain a
routabl e address after assigning an |IPv4 Link-Local address. |In one
i npl enentation, it was observed that where nobile hosts changed their
poi nt of attachment nmore frequently than every five mnutes, they
woul d never obtain a routable address. The problem was caused by an
invalid link indication (signaling of "Link Up" prior to conpletion
of link layer authentication), resulting in an initial failure to
obtain a routable address using DHCP. As a result, [RFC3927]
recommends agai nst nodi fication of the maxi mum retransm ssion tinmeout
(64 seconds) provided in [ RFC2131].

2.3.3. Danping and Hysteresis
Danpi ng and hysteresis can be utilized to limt damage from unstable
link indications. This may include danping unstable indications or

pl aci ng constraints on the frequency of |ink indication-induced
actions within a tine period.
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Whi |l e [ Aguayo] found that frame |l oss was relatively stable for
stationary stations, obstacles to radio propagation and nulti-path
interference can result in rapid changes in signal strength for a
mobil e station. As a result, it is possible for nobile stations to
encounter rapid changes in |link characteristics, including changes in
transni ssion rate, throughput, frame [oss, and even "Link Up"/"Link
Down" i ndi cati ons.

Where link-aware routing nmetrics are inplenmented, this can result in
rapid netric changes, potentially resulting in frequent changes in
the outgoing interface for Weak End System i npl enentations. As a
result, it may be necessary to introduce route flap danpening.

However, the benefits of danping need to be wei ghed against the

addi tional latency that can be introduced. For exanple, in order to
filter out spurious "Link Down" indications, these indications may be
del ayed until it can be determned that a "Link Up" indication wll
not follow shortly thereafter. However, in situations where nultiple
Beacons are m ssed such a delay nay not be needed, since there is no
evi dence of a suitable point of attachment in the vicinity.

In some cases, it is desirable to ignore link indications entirely.
Since it is possible for a host to transition froman ad- hoc network
to a network with centralized address managenent, a host receiving a
"Link Up" indication cannot necessarily conclude that it is
appropriate to configure an | Pv4 Link-Local address prior to

det erm ni ng whether a DHCP server is available [RFC3927] or an
operabl e configuration is valid [ RFC4436] .

As noted in Section 1.4, the transport |ayer does not utilize "Link
Up" and "Link Down" indications for the purposes of connection
managemnment .

2.4. Congestion Control

Li nk indication proposals nust denpnstrate that effective congestion
control is maintained [ RFC2914]. One or nore of the follow ng
techni ques may be utilized:

Rate linmting. Packets generated based on receipt of Iink
indications can be rate linmted (e.g., a linmt of one packet per
end-to-end path RTO).

Utilization of upper-layer indications. Applications should
depend on upper-|ayer indications such as |IP address
configuration/change notification, rather than utilizing |ink
i ndi cati ons such as "Link Up".
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Keepalives. |In order to inprove robustness against spurious |ink
i ndi cations, an application keepalive or transport |ayer

i ndication (such as connection teardown) can be used instead of
consum ng "Link Down" indications.

Conservation of resources. Proposals mnmust denonstrate that they
are not vulnerable to congestive coll apse.

As noted in "Robust Rate Adaptation for 802.11 Wrel ess Networks"

[ Robust], decreasing transm ssion rate in response to franme | o0ss

i ncreases contention, potentially | eading to congestive collapse. To
avoid this, the link layer needs to distinguish frame | oss due to
congestion fromloss due to channel conditions. Only franme |oss due
to deterioration in channel conditions can be used as a basis for
decreasing transni ssion rate.

Consi der a proposal where a "Link Up" indication is used by a host to
trigger retransm ssion of the |ast previously sent packet, in order
to enable ACK reception prior to expiration of the host’s
retransmssion tiner. On a rapidly noving nobile node where "Link
Up" indications followin rapid succession, this could result in a
burst of retransmitted packets, violating the principle of
"conservation of packets"

At the application layer, link indications have been utilized by
applications such as Presence [RFC2778] in order to optim ze

regi stration and user interface update operations. For exanple,

i npl erentati ons may attenpt presence registration on receipt of a
"Link Up" indication, and presence de-registration by a surrogate
receiving a "Link Down" indication. Presence inplenentations using
"Link Up"/"Link Down" indications this way violate the principle of
"conservation of packets" since link indications can be generated on
atinme scale less than the end-to-end path RTO The problemis
magni fi ed since for each presence update, notifications can be

delivered to many watchers. 1In addition, use of a "Link Up"
indication in this nmanner is unwi se since the interface may not yet
even have an operable Internet |ayer configuration. Instead, an "IP

address configured" indication may be utilized.

2.5. FEffectiveness
Proposal s nmust denonstrate the effectiveness of proposed
optimizations. Since optimzations typically increase conplexity,

substantial perfornmance inprovenent is required in order to make a
conpel i ng case.
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In the face of unreliable Iink indications, effectiveness nmay depend
on the penalty for false positives and fal se negatives. 1In the case
of DNAv4 [ RFC4436], the benefits of successful optimzation are
nodest, but the penalty for being unable to confirm an operable
configuration is a lengthy tinmeout. As a result, the recomended
strategy is to test nultiple potential configurations in parallel in
addition to attenpting configuration via DHCP. This virtually
guarantees that DNAv4 will always result in perfornmance equal to or
better than use of DHCP al one.

2.6. Interoperability

While link indications can be utilized where avail able, they should
not be required by upper layers, in order to maintain link |ayer

i ndependence. For exanple, if information on supported prefixes is
provided at the link |layer, hosts not understanding those hints nust
still be able to obtain an | P address.

Where link indications are proposed to optim ze Internet |ayer
configuration, proposals mnmust denonstrate that they do not conpronise
robustness by interfering with address assignment or routing protocol
behavi or, maki ng address collisions nore |ikely, or conproni sing
Dupl i cate Address Detection (DAD) [RFC4429].

To avoid conprom sing interoperability in the pursuit of perfornmance
optim zation, proposals nust denobnstrate that interoperability
remai ns possible (potentially with degraded perfornmance) even if one
or nore participants do not inplenent the proposal.

2.7. Race Conditions

Li nk indi cation proposals should avoid race conditions, which can
occur where link indications are utilized directly by nultiple |ayers
of the stack.

Link i ndications are useful for optinization of Internet Protocol

| ayer addressing and configuration as well as routing. Al though "The
BU-trigger nmethod for inproving TCP performance over Mbile |Pv6"
[Kin] describes situations in which link indications are first
processed by the Internet Protocol |ayer (e.g., MPv6) before being
utilized by the transport layer, for the purposes of paraneter
estimation, it nmay be desirable for the transport |layer to utilize
link indications directly.

In situations where the Weak End System nodel is inplenented, a

change of outgoing interface may occur at the sane tine the transport
| ayer is nodifying transport paraneters based on other Iink
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2.

7.

indications. As a result, transport behavior nay differ depending on
the order in which the link indications are processed.

Wiere a nulti-homed host experiences increasing frame |oss or
decreased rate on one of its interfaces, a routing netric taking
these effects into account will increase, potentially causing a
change in the outgoing interface for one or nore transport
connections. This may trigger Mobile |IP signaling so as to cause a
change in the incomng path as well. As a result, the transport
paraneters estimated for the original outgoing and inconing paths
(congestion state, Maxi num Segnment Size (MSS) derived fromthe |ink
maxi num transmi ssion unit (MIU) or Path MIU) may no | onger be valid
for the new outgoing and i ncomni ng paths.

To avoid race conditions, the foll owi ng measures are recomended:

Pat h change re-estimtion
Layeri ng
Metric consistency

1. Path Change Re-estination

When the Internet |ayer detects a path change, such as a major change
in transm ssion rate, a change in the outgoing or incomng interface
of the host or the inconming interface of a peer, or perhaps even a
substantial change in the IPv4 TTL/I1Pv6 Hop Limt of received
packets, it may be worth considering whether to reset transport
paraneters (RTT, RTO cwnd, bw, MSS) to their initial values so as to
allow themto be re-estimated. This ensures that estinmates based on
the forner path do not persist after they have becone invalid.
Appendi x A. 3 summari zes the research on this topic.

2.7.2. Layering

| AB

Anot her technique to avoid race conditions is to rely on layering to
danp transient link indications and provide greater link |ayer
i ndependence.

The Internet layer is responsible for routing as well as IP
configuration and nobility, providing higher layers with an
abstraction that is independent of link |ayer technol ogies.

In general, it is advisable for applications to utilize indications

fromthe Internet or transport |ayers rather than consuming |ink
i ndi cations directly.
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2.7.3. Metric Consistency

Proposal s shoul d avoi d i nconsi stencies between Iink and routing | ayer
metrics. Wthout careful design, potential differences between |ink
i ndications used in routing and those used in roam ng and/or |ink
enabl ement can result in instability, particularly in nulti-honmed
host s.

Once a link is in the "up" state, its effectiveness in transm ssion
of data packets can be used to determnine an appropriate routing

metric. |In situations where the transnission tinme represents a |l arge
portion of the total transit tine, mnimzing total transm ssion tinme
is equivalent to maxim zing effective throughput. "A Hi gh- Throughput

Path Metric for Miulti-Hop Wreless Routing" [ETX] describes a
proposed routing netric based on the Expected Transni ssion Count
(ETX). The authors denonstrate that ETX, based on link |layer frane

| oss rates (prior to retransm ssion), enables the selection of routes
maxi m zi ng effective throughput. Were the transmission rate is
constant, the expected transmission tinme is proportional to ETX, so
that mnimzing ETX al so m nimzes expected transm ssion tine.

However, where the transmission rate may vary, ETX nay not represent
a good estimate of the estimated transmission tine. In "Routing in
mul ti-radio, multi-hop wireless nmesh networks" [ETX-Rate], the
authors define a new netric called Expected Transm ssion Tine (ETT).
This is described as a "bandwi dth adjusted ETX" since ETT = ETX * S/B
where S is the size of the probe packet and B is the bandw dth of the
link as neasured by a packet pair [Mrgan]. However, ETT assunes
that the loss fraction of small probe franes sent at 1 Mips data rate
is indicative of the loss fraction of larger data frames at higher
rates, which tends to underestimate the ETT at higher rates, where
frame loss typically increases. In "A Radio Aware Routing Protocol
for Wreless Mesh Networks" [ETX-Radio], the authors refine the ETT
metric further by estimating the loss fraction as a function of
transm ssion rate.

However, prior to sending data packets over the link, the appropriate
routing netric may not easily be predicted. As noted in [Shortest],
a link that can successfully transmit the short frames utilized for
control, managenent, or routing rmay not necessarily be able to
reliably transport |arger data packets.

Therefore, it may be necessary to utilize alternative netrics (such
as signal strength or Access Point load) in order to assist in
attachnment/ handof f deci sions. However, unless the new interface is
the preferred route for one or nore destination prefixes, a Wak End
Systeminplementation will not use the new interface for outgoing
traffic. Wiere "idle tineout" functionality is inplenmented, the
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unused interface will be brought down, only to be brought up again by
the link enabl enent al gorithm

Wthin the link layer, metrics such as signal strength and franme | oss
may be used to determine the transnmission rate, as well as to
determ ne when to select an alternative point of attachment. In
order to enable stations to roamprior to encountering packet |oss,
studi es such as "An experinmental study of | EEE 802.11b handover
performance and its effect on voice traffic" [Vatn] have suggested
using signal strength as a nmechanismto nore rapidly detect |oss of
connectivity, rather than frane |oss, as suggested in "Techniques to
Reduce | EEE 802. 11b MAC Layer Handover Tine" [Vel ayos].

[ Aguayo] notes that signal strength and di stance are not good
predictors of frame loss or throughput, due to the potential effects
of multi-path interference. As a result, a link brought up due to
good signal strength may subsequently exhibit significant frame |oss
and a |l ow throughput. Simlarly, an Access Point (AP) denonstrating
low utilization may not necessarily be the best choice, since
utilization nmay be | ow due to hardware or software problens. "COSPF
Optimized Mul tipath (OSPF-OMP)" [Villam zar] notes that |ink-
utilization-based routing netrics have a history of instability.

2.8. Layer Conpression

In many situations, the exchanges required for a host to conplete a
handof f and reestablish connectivity are considerable, leading to
proposal s to conbi ne exchanges occurring within nultiple layers in
order to reduce overhead. While overhead reduction is a |audable
goal , proposals need to avoid conpromising interoperability and
introducing link |ayer dependencies into the Internet and transport
| ayers.

Exchanges required for handoff and connectivity reestablishment may
include link |layer scanning, authentication, and association
establishnent; Internet |ayer configuration, routing, and nobility
exchanges; transport |ayer retransm ssion and recovery; security
associ ati on reestablishnment; application protocol re-authentication
and re-registration exchanges, etc.

Several proposals involve conbining exchanges within the |link |ayer.
For example, in [EAPIKEv2], a link layer Extensible Authentication
Protocol (EAP) [ RFC3748] exchange nay be used for the purpose of IP
address assignnent, potentially bypassing Internet |ayer
configuration. Wthin [PEAP], it is proposed that a link |ayer EAP
exchange be used for the purpose of carrying Mbile I Pv6 Binding
Updates. [M PEAP] proposes that EAP exchanges be used for
configuration of Mobile IPv6. Were link, Internet, or transport

| AB I nf or mat i onal [ Page 25]



RFC 4907 Li nk I ndications June 2007

| ayer nechani sns are conbi ned, hosts need to maintain backward
conpatibility to permit operation on networks where conpression
schenmes are not avail abl e.

Layer conpression schenmes nmay al so negatively inpact robustness. For
exanple, in order to optimze | P address assignnment, it has been
proposed that prefixes be advertised at the link [ayer, such as
within the 802. 11 Beacon and Probe Response franes. However,

[ 1 EEE-802. 1X] enables the Virtual LAN Identifier (VLANID) to be

assi gned dynamically, so that prefix(es) advertised within the Beacon
and/ or Probe Response may not correspond to the prefix(es) configured
by the Internet |layer after the host conpletes |ink |ayer

aut hentication. Wre the host to handle IP configuration at the |ink
| ayer rather than within the Internet |ayer, the host might be unable
to conmuni cate due to assignnent of the wong | P address.

2.9. Transport of Link Indications

Proposals for the transport of link indications need to carefully
consi der the layering, security, and transport inplications.

As noted earlier, the transport |layer may take the state of the |ocal
routing table into account in inproving the quality of transport
paraneter estimtes. While absence of positive feedback that the
path is sending data end-to-end nust be heeded, where a route that
had previously been absent is recovered, this my be used to trigger
congestion control probing. Wile this enables transported link

i ndications that affect the local routing table to i nprove the
quality of transport paranmeter estinates, security and
interoperability considerations relating to routing protocols stil

appl y.

Proposal s involving transport of link indications need to denonstrate
the foll ow ng:

(a) Superiority to inplicit signals. |In general, inplicit signals
are preferred to explicit transport of link indications since
they do not require participation in the routing nesh, add no
new packets in tines of network distress, operate nore reliably
in the presence of niddle boxes such as NA(P)Ts, are nore likely
to be backward conpatible, and are less likely to result in
security vulnerabilities. As a result, explicit signaling
proposal s nust prove that inplicit signals are inadequate.

(b) Mtigation of security vulnerabilities. Transported link
i ndi cati ons should not introduce new security vulnerabilities.
Link indications that result in nodifications to the |ocal
routing table represent a routing protocol, so that the
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3.

vulnerabilities associated with unsecured routing protocols
apply, including spoofing by off-link attackers. Wile

mechani sms such as "SEcure Nei ghbor Di scovery (SEND)" [ RFC3971]
may enabl e authentication and integrity protection of router-
ori gi nated nessages, protecting against forgery of transported
link indications, they are not yet widely depl oyed.

(c) Validation of transported indications. Even if a transported
link indication can be integrity protected and authenticated, if
the indication is sent by a host off the local link, it may not
be clear that the sender is on the actual path in use, or which
transport connection(s) the indication relates to. Proposals
need to describe how the receiving host can validate the
transported |ink indication.

(d) Mapping of ldentifiers. Wen link indications are transported,
it is generally for the purposes of providing information about
Internet, transport, or application |ayer operations at a renote
el enment. However, application |ayer sessions or transport
connections nay not be visible to the renpte el enent due to
factors such as | oad sharing between |inks, or use of IPsec,
tunneling protocols, or nested headers. As a result, proposals
need to denonstrate how the link indication can be napped to the
rel evant higher-layer state. For exanple, on receipt of a link

i ndication, the transport layer will need to identify the set of
transport sessions (source address, destination address, source
port, destination port, transport) that are affected. If a

presence server is receiving renote indications of "Link
Up"/"Link Down" status for a particular Media Access Contro
(MAC) address, the presence server will need to associate that
MAC address with the identity of the user

(pres: user @xanple.con) to whomthat link status change is

rel evant.

Future Work

Further work is needed in order to understand how |ink indications
can be utilized by the Internet, transport, and application |ayers.

More work is needed to understand the connection between |ink

i ndications and routing nmetrics. For example, the introduction of

bl ock ACKs (supported in [|EEE-802.11e]) conplicates the relationship
bet ween effective throughput and frame | oss, which may necessitate

t he devel opnent of revised routing netrics for ad-hoc networks. More
work is also needed to reconcile handoff netrics (e.g., signa
strength and link utilization) with routing netrics based on Iink
indications (e.g., frame error rate and negotiated rate).
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A better understanding of the use of physical and link |layer metrics
in rate negotiation is required. For exanple, recent work

[ Robust] [ CARA] has suggested that frame | oss due to contention (which
woul d be exacerbated by rate reduction) can be distinguished from

| oss due to channel conditions (which nay be inproved via rate
reduction).

At the transport layer, nore work is needed to determ ne the
appropriate reaction to Internet |ayer indications such as routing
tabl e and path changes. Mire work is also needed in utilization of
link layer indications in transport paraneter estimation, including
rate changes, "Link Up"/"Link Down" indications, link |ayer
retransm ssions, and frame | oss of various types (due to contention
or channel conditions).

More work is also needed to determine how link |ayers may utilize
information fromthe transport |layer. For exanple, it is undesirable
for alink layer to retransnmit so aggressively that the link |ayer
round-trip time approaches that of the end-to-end transport
connection. Instead, it may nake sense to do downward rate

adj ustment so as to decrease frame |oss and inprove | atency. Al so,
in some cases, the transport |ayer may not require heroic efforts to
avoid frame loss; tinely delivery may be preferred instead.

4. Security Considerations

Proposals for the utilization of link indications may introduce new
security vulnerabilities. These include:

Spoofi ng
| ndi cati on validation
Deni al of service

4.1. Spoofing

Where link | ayer control franes are unprotected, they nay be spoofed
by an attacker. For exanple, PPP does not protect LCP frames such as
LCP- Ternmi nate, and [| EEE-802. 11] does not protect managenent framnes
such as Associ at e/ Reassoci ate, Disassociate, or Deauthenti cate.

Spoofing of link Iayer control traffic may enabl e attackers to
expl oit weaknesses in |link indication proposals. For exanple,
proposal s that do not inplenment congestion avoi dance can enabl e
attackers to nount denial -of -service attacks.

However, even where the link layer incorporates security, attacks nay

still be possible if the security nodel is not consistent. For
exanpl e, wireless LANs inplenenting [| EEE-802.11i] do not enable
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stations to send or receive |IP packets on the link until conpletion
of an authenticated key exchange protocol known as the "4-way
handshake". As a result, a link inplenmenting [|EEE-802.11i] cannot
be considered usable at the Internet l[ayer ("Link Up") unti

conpl etion of the authenticated key exchange.

However, while [IEEE-802.11i] requires sending of authenticated
frames in order to obtain a "Link Up" indication, it does not support
managenent frane authentication. This weakness can be exploited by
attackers to enabl e denial -of-service attacks on stations attached to
di stant Access Points (APs).

In [| EEE-802. 11F], "Link Up" is considered to occur when an AP sends
a Reassoci ati on Response. At that point, the AP sends a spoofed
frame with the station’s source address to a nulticast address,

t hereby causing switches within the Distribution System (DS) to |learn
the station’s MAC address. Wile this enables forwardi ng of franes
to the station at the new point of attachnent, it also permts an
attacker to disassociate a station |ocated anywhere within the ESS,
by sendi ng an unaut henti cated Reassoci ati on Request frane.

4.2. Indication Validation

"Fault Isolation and Recovery" [RFC816], Section 3, describes how
hosts interact with routers for the purpose of fault recovery:

Since the gateways al ways attenpt to have a consi stent and correct
nodel of the internetwork topol ogy, the host strategy for fault
recovery is very sinple. Wenever the host feels that sonething is
wrong, it asks the gateway for advice, and, assuming the advice is

forthconming, it believes the advice conpletely. The advice will be
wrong only during the transient period of negotiation, which

i medi ately foll ows an outage, but will otherw se be reliably
correct.

In fact, it is never necessary for a host to explicitly ask a gateway
for advice, because the gateway will provide it as appropriate. Wen
a host sends a datagramto sone distant net, the host should be
prepared to receive back either of two advisory nessages which the
gateway may send. The ICMP "redirect" nessage indicates that the
gateway to which the host sent the datagramis no | onger the best
gateway to reach the net in question. The gateway w Il have
forwarded the datagram but the host should revise its routing table
to have a different i mMmedi ate address for this net. The | CW
"destination unreachabl e" nmessage indicates that as a result of an
outage, it is currently inpossible to reach the addressed net or host
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in any manner. On receipt of this message, a host can either abandon
the connection i medi ately w thout any further retransni ssion, or
resend slowy to see if the fault is corrected in reasonable tine.

G ven today’'s security environment, it is inadvisable for hosts to
act on indications provided by routers w thout careful consideration.
As noted in "I CWP attacks against TCP" [CGont], existing |CMP error
nmessages may be exploited by attackers in order to abort connections
in progress, prevent setup of new connections, or reduce throughput
of ongoi ng connections. Similar attacks may al so be | aunched agai nst
the Internet layer via forging of |ICVP redirects.

Proposal s for transported |link indications need to denonstrate that
they will not add a new set of simlar vulnerabilities. Since
transported link indications are typically unauthenticated, hosts
receiving themmay not be able to determ ne whether they are

aut hentic, or even plausible.

Where link indication proposals may respond to unauthenticated |ink
| ayer frames, they should utilize upper-Ilayer security nechanisns,
where possible. For exanple, even though a host might utilize an
unaut henticated link [ayer control franme to conclude that a link has
becone operational, it can use SEND [ RFC3971] or authenticated DHCP
[ RFC3118] in order to obtain secure Internet |ayer configuration

4.3. Denial of Service

Li nk indication proposals need to be particularly careful to avoid
enabl i ng deni al -of -service attacks that can be nmounted at a di stance.
While wireless links are naturally vulnerable to interference, such
attacks can only be perpetrated by an attacker capabl e of
establishing radio contact with the target network. However, attacks
that can be nmounted from a di stance, either by an attacker on another
poi nt of attachment within the same network or by an off-link
attacker, expand the level of vulnerability.

The transport of link indications can increase risk by enabling

vul nerabilities exploitable only by attackers on the local link to be
executed across the Internet. Simlarly, by integrating |ink

i ndi cations with upper |ayers, proposals may enabl e a spoofed |ink

| ayer frame to consune nore resources on the host than m ght
otherwi se be the case. As a result, while it is inportant for upper
|l ayers to validate Iink indications, they should not expend excessive
resources in doing so.

Congestion control is not only a transport issue, it is also a

security issue. |In order to not provide |everage to an attacker, a
single forged link |ayer frane should not elicit a nagnified response
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fromone or nore hosts, by generating either nultiple responses or a
single | arger response. For exanple, proposals should not enable
multiple hosts to respond to a frane with a nulticast destination
addr ess.
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Appendi x A,  Literature Review

Thi s appendi x sunmmari zes the literature with respect to |ink
i ndi cations on wireless |ocal area networks.

A. 1. Link Layer

The characteristics of wireless |links have been found to vary
consi derably dependi ng on the environnent.

In "Performance of Multihop Wrel ess Networks: Shortest Path is Not
Enough” [Shortest], the authors studied the performance of both an

i ndoor and outdoor nmesh network. By neasuring inter-node throughput,
the best path between nodes was conputed. The throughput of the best
path was conpared with the throughput of the shortest path conputed
based on a hop-count netric. |In alnmst all cases, the shortest path
route offered considerably | ower throughput than the best path.

I n exam ning |ink behavior, the authors found that rather than

exhi biting a bi-nbdal distribution between "up" (low loss rate) and
"down" (high loss rate), many |inks exhibited internediate |oss
rates. Asymetry was al so common, with 30 percent of |inks
denonstrating substantial differences in the |loss rates in each
direction. As a result, on wireless networks the neasured throughput
can differ substantially fromthe negotiated rate due to

retransm ssions, and successful delivery of routing packets is not
necessarily an indication that the link is useful for delivery of

dat a.

In "Measurenent and Anal ysis of the Error Characteristics of an

I n-Building Wrel ess Network" [Eckhardt], the authors characterize

t he performance of an AT&T Wavel an 2 Mops i n-buil di ng WLAN oper ati ng
in Infrastructure node on the Carnegie Mellon canpus. In this study,
very low franme | oss was experienced. As a result, links could be
assunmed to operate either very well or not at all

In "Link-1evel Measurenents froman 802.11b Mesh Networ k" [Aguayo],
the authors anal yze the causes of franme loss in a 38-node urban

mul ti-hop 802.11 ad-hoc network. In nost cases, links that are very
bad in one direction tend to be bad in both directions, and |inks
that are very good in one direction tend to be good in both
directions. However, 30 percent of links exhibited | oss rates
differing substantially in each direction.

Signal to noise ratio (SNR) and di stance showed little value in
predicting |loss rates, and rather than exhibiting a step-function
transition between "up" (low loss) or "down" (high |oss) states,
inter-node |l oss rates varied wi dely, denpnstrating a nearly uniform
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distribution over the range at the |ower rates. The authors
attribute the observed effects to nulti-path fading, rather than
attenuation or interference.

The findings of [Eckhardt] and [ Aguayo] denonstrate the diversity of
link conditions observed in practice. While for indoor

i nfrastructure networks site surveys and careful neasurenment can
assist in pronoting ideal behavior, in ad-hoc/mnmesh networks node
mobility and external factors such as weather may not be easily
controll ed.

Consi derabl e diversity in behavior is also observed due to

i npl erentation effects. "Techniques to reduce | EEE 802.11b MAC | ayer
handover time" [Vel ayos] neasured handover tinmes for a stationary STA
after the AP was turned off. This study divided handover times into
detection (determ nation of disconnection fromthe existing point of
attachnment), search (di scovery of alternative attachnent points), and
execution (connection to an alternative point of attachnent) phases.
These nmeasurenents indicated that the duration of the detection phase
(the largest conmponent of handoff delay) is determ ned by the nunber
of non-acknow edged frames triggering the search phase and del ays due
to precursors such as RTS/CTS and rate adaptation

Det ecti on behavior varied wi dely between inplenentations. For
exanpl e, network interface cards (N Cs) designed for desktops
attenpted nore retransmi ssions prior to triggering search as compared
with | aptop designs, since they assuned that the AP was al ways in
range, regardl ess of whether the Beacon was received.

The study recommends that the duration of the detection phase be
reduced by initiating the search phase as soon as collisions can be
excl uded as the cause of non-acknow edged transm ssions; the authors
recommend three consecutive transm ssion failures as the cutoff.
Thi s approach is both quicker and nore imune to nulti-path
interference than nonitoring of the SNR  Were the STA is not
sending or receiving frames, it is recommended that Beacon reception
be tracked in order to detect disconnection, and that Beacon spacing
be reduced to 60 ns in order to reduce detection tinmes. |In order to
conpensate for nore frequent triggering of the search phase, the

aut hors reconmend algorithms for wait tinme reduction, as well as
interleaving of search and data frane transm ssion

"An Enpirical Analysis of the | EEE 802.11 MAC Layer Handoff Process"
[Mshra] investigates handoff | atencies obtained with three nobile
STA inpl enmentati ons communicating with two APs. The study found that
there is a large variation in handoff |atency anong STA and AP

i npl ementations and that inplenmentations utilize different nessage
sequences. For exanple, one STA sends a Reassoci ati on Request prior
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to aut hentication, which results in receipt of a Deauthenticate
message. The study divided handoff |atency into discovery,

aut henti cati on, and reassoci ati on exchanges, concluding that the

di scovery phase was the dom nant conponent of handoff delay. Latency
in the detection phase was not investigated.

"SyncScan: Practical Fast Handoff for 802.11 Infrastructure Networks"
[ Ramani] wei ghs the pros and cons of active versus passive scanning.
The authors point out the advantages of timed Beacon reception, which
had previously been incorporated into [| EEE-802.11k]. Ti ned Beacon
reception allows the station to continually keep up to date on the
signal to noise ratio of neighboring APs, allow ng handoff to occur
earlier. Since the station does not need to wait for initial and
subsequent responses to a broadcast Probe Response (M nChannel Tine
and MaxChannel Ti ne, respectively), performance is conparable to what
i s achievable with 802. 11k Nei ghbor Reports and uni cast Probe
Request s.

The aut hors neasured the channel switching delay, the tine it takes
to switch to a new frequency and begin receiving franes.
Measurenments ranged from5 ns to 19 ns per channel; where tined
Beacon reception or interleaved active scanning is used, sw tching
time contributes significantly to overall handoff [atency. The

aut hors propose depl oynent of APs wi th Beacons synchroni zed via
Networ k Time Protocol (NTP) [RFC1305], enabling a driver inplenmenting
SyncScan to work with | egacy APs w thout requiring inplenmentation of
new protocols. The authors nmeasured the distribution of inter-
arrival tinmes for stations inplenmenting SyncScan, with excellent
results.

"Roaming Interval Measurenments" [Alinmian] presents data on the
behavi or of stationary STAs after the AP signal has been shut off.
This study highlighted inplenmentation differences in rate adaptation
as well as detection, scanning, and handoff. As in [Velayos],
performance varied w dely between inplenentations, fromhalf an order
of magnitude variation in rate adaptation to an order of magnitude
difference in detection tinmes, two orders of nagnitude in scanning,
and one and a half orders of magnitude in handoff tines.

"An experinental study of |EEE 802.11b handoff performance and its
effect on voice traffic" [Vatn] describes handover behavi or observed
when the signal fromthe AP is gradually attenuated, which is nore
representative of field experience than the shutoff techni ques used
in [Velayos]. Stations were configured to initiate handover when
signal strength di pped below a threshold, rather than purely based on
frame | oss, so that they coul d begin handover while still connected
to the current AP. It was noted that stations continued to receive
data frames during the search phase. Station-initiated
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Di sassoci ati on and pre-authentication were not observed in this
st udy.

A.1.1. Link Indications

Wthin a link layer, the definition of "Link Up" and "Link Down" may
vary according to the depl oynent scenario. For exanple, within PPP
[ RFC1661], either peer may send an LCP-Terminate frane in order to
terminate the PPP Iink layer, and a link nay only be assunmed to be
usabl e for sendi ng network protocol packets once Network Control
Protocol (NCP) negotiation has conpleted for that protocol

Unli ke PPP, | EEE 802 does not include facilities for network |ayer
configuration, and the definition of "Link Up" and "Link Down" varies
by inplenentation. Enpirical evidence suggests that the definition
of "Link Up" and "Link Down" may depend on whether the station is
nmobi l e or stationary, whether infrastructure or ad-hoc node is in
use, and whether security and Inter-Access Point Protocol (IAPP) is

i npl enent ed.

Wiere a STA encounters a series of consecutive non-acknow edged
frames while having m ssed one or nore Beacons, the nost |ikely cause
is that the station has noved out of range of the AP. As a result,

[ Vel ayos] recommends that the station begin the search phase after
collisions can be ruled out; since this approach does not take rate
adaptation into account, it may be sonewhat aggressive. Only when no
alternative workable rate or point of attachment is found is a "Link
Down" i ndication returned.

In a stationary point-to-point installation, the nost |ikely cause of
an outage is that the |ink has becone inpaired, and alternative

poi nts of attachment may not be available. As a result,

i npl ementations configured to operate in this node tend to be nore
persistent. For exanple, within 802.11 the short interframe space
(SIFS) interval may be increased and M B variables relating to

ti meouts (such as dot 11Aut henti cati onResponseTi neout,

dot 11Associ ati onResponseTi neout, dotl1lShortRetryLinit, and
dot11LongRetryLinit) may be set to |larger values. |In addition, a

"Li nk Down" indication nmay be returned | ater

In | EEE 802.11 ad-hoc node with no security, reception of data franes
is enabled in State 1 ("Unauthenticated" and "Unassociated"). As a
result, reception of data franes is enabled at any tinme, and no
explicit "Link Up" indication exists.

In Infrastructure node, |EEE 802.11-2003 enabl es reception of data

frames only in State 3 ("Authenticated" and "Associated"). As a
result, atransition to State 3 (e.g., conpletion of a successful
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Associ ati on or Reassoci ati on exchange) enabl es sending and receiving
of network protocol packets and a transition from State 3 to State 2
(reception of a "Disassociate" frane) or State 1 (reception of a
"Deaut henti cate" frane) disables sending and receiving of network
protocol packets. As a result, |EEE 802.11 stations typically signal
"Link Up" on receipt of a successful Association/ Reassoci ation
Response.

As described within [| EEE-802. 11F], after sending a Reassociation
Response, an Access Point will send a frane with the station’s source
address to a nulticast destination. This causes switches within the
Distribution System (DS) to update their |earning tables, readying
the DS to forward franes to the station at its new point of
attachnment. Were the AP to not send this "spoofed" frame, the
station’s |l ocation would not be updated within the distribution
systemuntil it sends its first frane at the new |l ocation. Thus, the
pur pose of spoofing is to equalize uplink and downlink handover

times. This enables an attacker to deny service to authenticated and
associ ated stations by spoofing a Reassoci ati on Request using the
victinis MAC address, from anywhere within the ESS. Wthout

spoofing, such an attack would only be able to disassociate stations
on the AP to which the Reassociati on Request was sent.

The signaling of "Link Down" is considerably nore conplex. Even
though a transition to State 2 or State 1 results in the station
bei ng unable to send or receive | P packets, this does not necessarily
inmply that such a transition should be considered a "Link Down"

indication. 1In an infrastructure network, a station nay have a
choice of nultiple Access Points offering connection to the sane
network. I n such an environnent, a station that is unable to reach

State 3 with one Access Point may instead choose to attach to another
Access Point. Rather than registering a "Link Down" indication with
each nove, the station may instead register a series of "Link Up"

i ndi cations.

In [I EEE-802. 11i], forwarding of frames fromthe station to the
distribution systemis only feasible after the conpletion of the
4-way handshake and group-key handshake, so that entering State 3 is
no longer sufficient. This has resulted in several observed

probl ens. For exanple, where a "Link Up" indication is triggered on
the station by receipt of an Associ ati on/ Reassoci ati on Response, DHCP
[ RFC2131] or Router Solicitation/Router Advertisenent (RS/ RA) may be
triggered prior to when the link is usable by the Internet |ayer
resulting in configuration delays or failures. Simlarly, transport
| ayer connections will encounter packet loss, resulting in back-off
of retransm ssion tiners.
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A.1.2. Smart Link Layer Proposals

In order to inprove link |layer performance, several studies have
i nvestigated "smart link |ayer" proposals.

"Advice to link designers on Iink Automati c Repeat reQuest (ARQ"

[ RFC3366] provides advice to the designers of digital conmunication
equi pnent and |ink-1ayer protocols enploying link-layer Automatic
Repeat reQuest (ARQ techniques for IP. It discusses the use of ARQ
timers, persistency in retransm ssion, and the chall enges that arise
fromsharing Iinks between nultiple flows and fromdifferent
transport requirenents.

In "Link-1ayer Enhancenents for TCP/IP over GSM' [ Ludwi g], the

aut hors descri be how the G obal System for Mbile Conmmruni cations

(GSM -reliable and unreliable link |ayer nodes can be simultaneously
utilized w thout higher layer control. Were a reliable |ink |ayer
protocol is required (where reliable transports such TCP and Stream
Control Transm ssion Protocol (SCTP) [RFC2960] are used), the Radio
Li nk Protocol (RLP) can be engaged; with del ay-sensitive applications
such as those based on UDP, the transparent node (no RLP) can be
used. The authors al so describe how PPP negotiation can be optim zed
over high-latency GSM |inks using "Quickstart-PPP".

In "Link Layer Based TCP Optimi sation for D sconnecting Networks"”
[Scott], the authors describe perfornmance problens that occur with
reliable transport protocols facing periodic network di sconnections,
such as those due to signal fading or handoff. The authors define a
di sconnection as a period of connectivity | oss that exceeds a
retransm ssion tineout, but is shorter than the connection lifetine.
One issue is that |ink-unaware senders continue to back off during
peri ods of disconnection. The authors suggest that a |ink-aware
reliable transport inplenmentation halt retransnission after receiving
a "Link Down" indication. Another issue is that on reconnection the
| engt hened retransm ssion tinmes cause delays in utilizing the link.

To inprove performance, a "smart link layer"” is proposed, which
stores the first packet that was not successfully transnmitted on a
connection, then retransmits it upon receipt of a "Link Up"
indication. Since a disconnection can result in hosts experiencing
di fferent network conditions upon reconnection, the authors do not
advocat e bypassing slow start or attenpting to raise the congestion
wi ndow. \Were |IPsec is used and connections cannot be differentiated
because transport headers are not visible, the first untransmitted
packet for a given sender and destination |IP address can be
retransmitted. In addition to |ooking at retransm ssion of a single
packet per connection, the authors al so examni ned other schenes such
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as retransmi ssion of multiple packets and sinul ated duplicate
reception of single or nultiple packets (known as rereception).

In general, retransm ssion schemes were superior to rereception
schenes, since rereception cannot stinulate fast retransnit after a
timeout. Retransmi ssion of nultiple packets did not appreciably

i nprove performance over retransm ssion of a single packet. Since
the focus of the research was on di sconnection rather than just |ossy
channel s, a two-state Markov nodel was used, with the "up" state
representing no loss, and the "down" state representing 100 percent

| 0ss.

In "Multi Service Link Layers: An Approach to Enhancing Internet
Performance over Wrel ess Links" [Xyl onenos], the authors use ns-2 to
sinmul ate the performance of various link |layer recovery schenmes (raw
link without retransm ssion, go back N, XOR-based FEC, selective
repeat, Karn’s RLP, out-of-sequence RLP, and Berkel ey Snoop) in
stand-al one file transfer, Wb browsing, and continuous nedi a
distribution. While selective repeat and Karn's RLP provide the

hi ghest throughput for file transfer and Web browsi ng scenari os,

conti nuous nedia distribution requires a conbination of |ow delay and
| ow | oss and the out-of-sequence RLP performed best in this scenario.
Since the results indicate that no single link layer recovery schemne
is optimal for all applications, the authors propose that the |ink

| ayer inplenent nmultiple recovery schenmes. Sinulations of the

mul ti-service architecture showed that the conbination of a | owerror
rate recovery schenme for TCP (such as Karn’s RLP) and a | ow del ay
schene for UDP traffic (such as out-of-sequence RLP) provides for
good performance in all scenarios. The authors then describe how a
multi-service link layer can be integrated with Differentiated

Ser vi ces.

In "WaveLAN-I1: A Hi gh-Performance Wreless LAN for the Unlicensed
Band" [ Kanmerman], the authors propose an open-loop rate adaptation

al gorithm known as Automatic Rate Fallback (ARF). |In ARF, the sender

adj usts the rate upwards after a fixed nunber of successful
transni ssions, and adjusts the rate downwards after one or two
consecutive failures. |If after an upwards rate adjustnent the
transnission fails, the rate is imediately readjusted downwards.

In "A Rate-Adaptive MAC Protocol for Milti-Hop Wrel ess Networks”

[ RBAR], the authors propose a closed-|1oop rate adaptati on approach
that requires inconpatible changes to the | EEE 802.11 MAC. In order
to enable the sender to better determine the transm ssion rate, the
recei ver determ nes the packet |ength and signal to noise ratio (SNR)
of a received RTS frame and cal cul ates the correspondi ng rate based
on a theoretical channel nodel, rather than channel usage statistics.
The recommended rate is sent back in the CIS frame. This allows the
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rate (and potentially the transmt power) to be optimzed on each
transm ssion, albeit at the cost of requiring RTS/CTS for every frane
transm ssi on.

In "M Ser: An Optinmal Low Energy Transm ssion Strategy for |EEE
802.11 a/h" [Q ao], the authors propose a schene for optin zing
transnit power. The proposal nandates the use of RTS/CTS in order to
deal with hidden nodes, requiring that CIS and ACK franes be sent at
full power. The authors utilize a theoretical channel nodel rather
than one based on channel usage statistics.

In "I EEE 802. 11 Rate Adaptation: A Practical Approach" [Lacage], the
aut hors di stinguish between | ow 1l atency inplenentations, which enable
per - packet rate decisions, and high-latency inplenentations, which do
not. The former inplenmentations typically include dedicated CPUs in
their design, enabling themto neet real-tine requirenents. The
latter inplenentations are typically based on highly integrated
designs in which the upper MAC is inplenented on the host. As a
result, due to operating systemlatencies the information required to
make per-packet rate decisions may not be available in tine.

The authors propose an Adaptive ARF (AARF) algorithmfor use with

| ow | atency inplenentations. This enables rapid dowward rate
negotiation on failure to receive an ACK, while increasing the nunber
of successful transm ssions required for upward rate negotiation

The AARF algorithmis therefore highly stable in situations where
channel properties are changing slowy, but slow to adapt upwards
when channel conditions inprove. |In order to test the algorithm the
authors utilized ns-2 sinulations as well as inplenenting a version
of AARF adapted to a high-latency inplenentation, the AR 5212
chipset. The Multiband Atheros Driver for WFi (MadWFi) driver
enabl es a fixed schedule of rates and retries to be provided when a
frame is queued for transm ssion. The adapted algorithm known as
the Adaptive Multi Rate Retry (AMRR), requests only one transm ssion
at each of three rates, the last of which is the m nimum avail abl e
rate. This enables adaptation to short-termfluctuations in the
channel with mnimal |atency. The AMRR al gorithm provides

per fornmance consi derably better than the existing MadWfi driver.

In "Link Adaptation Strategy for |EEE 802.11 W.LAN vi a Recei ved Si gnal
Strength Measurenent" [Pavon], the authors propose an al gorithm by
whi ch a STA adjusts the transm ssion rate based on a conparison of
the received signal strength (RSS) fromthe AP with dynam cally
estimated threshold values for each transmi ssion rate. Upon
reception of a frame, the STA updates the average RSS, and on

transni ssion the STA selects a rate and adjusts the RSS threshold

val ues based on whether or not the transm ssion is successful. In
order to validate the algorithm the authors utilized an OPNET
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simulation without interference, and an ideal curve of bit error rate
(BER) vs. signal to noise ratio (SNR) was assuned. Not surprisingly,
the sinmulation results closely matched the nmaxi mum t hr oughput

achi evabl e for a given signal to noise ratio, based on the ideal BER
vs. SNR curve.

In "Hybrid Rate Control for |IEEE 802.11" [Haratcherev], the authors
describe a hybrid technique utilizing Signal Strength Indication
(SSlI) data to constrain the potential rates selected by statistics-
based autonmatic rate control. Statistics-based rate contro

t echni ques i ncl ude:

Maxi mum Thr oughput

Thi s techni que, which was chosen as the statistics-based technique in
the hybrid schene, sends a fraction of data at adjacent rates in
order to estimate which rate provides the maxi mum throughput. Since
accurate estimation of throughput requires a m ni mum nunber of frames
to be sent at each rate, and only a fraction of frames are utilized
for this purpose, this technique adapts nore slowy at |ower rates;
with 802.11b rates, the adaptation tinme scale is typically on the
order of a second. Depending on how nany rates are tested, this

t echni que can enabl e adaptati on beyond adjacent rates. However,
where maximumrate and |ow frane | oss are already bei ng encount ered,
this technique results in | ower throughput.

Frame Error Rate (FER) Control

This technique estimtes the FER, attenpting to keep it between a
lower limt (if FER noves bel ow, increase rate) and upper limt (if
FER noves above, decrease rate). Since this technique can utilize
all the transmitted data, it can respond faster than maxi num

t hr oughput techni ques. However, there is a tradeoff of reaction tine
versus FER estimation accuracy; at |ower rates either reaction tines
slow or FER estinmation accuracy will suffer. Since this technique
only neasures the FER at the current rate, it can only enable
adaptation to adjacent rates.

Ret ry- based

This techni que nodifies FER control techniques by enabling rapid
downward rate adaptation after a nunber (5-10) of unsuccessful
retransm ssions. Since fewer packets are required, the sensitivity
of reaction tine to rate is reduced. However, upward rate adaptation
proceeds nore slowy since it is based on a collection of FER data.
This technique is Ilinited to adaptation to adjacent rates, and it has
t he di sadvantage of potentially worsening frane | oss due to
contenti on.
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Wil e statistics-based techni ques are robust agai nst short-lived Iink
qual ity changes, they do not respond quickly to I ong-1lived changes.
By constraining the rate selected by statistics-based techni ques
based on ACK SSI versus rate data (not theoretical curves), nore
rapid |ink adaptati on was enabled. |In order to ensure rapid
adaptation during rapidly varying conditions, the rate constraints
are tightened when the SSI val ues are changi ng rapidly, encouraging
rate transitions. The authors validated their algorithns by

i mpl enenting a driver for the Atheros AR5000 chi pset, and then
testing its response to insertion and renoval from a m crowave oven
acting as a Faraday cage. The hybrid algorithm dropped many fewer
packets than the maxi num t hroughput techni que by itself.

In order to estimate the SSI of data at the receiver, the ACK SSI was
used. This approach does not require the receiver to provide the
sender with the received power, so that it can be inpl enmented w thout
changing the | EEE 802. 11 MAC. Calibration of the rate versus ACK SSI
curves does not require a symetric channel, but it does require that
channel properties in both directions vary in a proportional way and
that the ACK transnit power renains constant. The authors checked
the proportionality assunption and found that the SSI of received
data correlated highly (74% with the SSI of received ACKs. Low pass
filtering and nonotonicity constraints were applied to renove noi se
in the rate versus SSI curves. The resulting hybrid rate adaptation
al gorithm denonstrated the ability to respond to rapid deterioration
(and i nmprovenent) in channel properties, since it is not restricted
to noving to adjacent rates.

In "CARA: Collision-Aware Rate Adaptation for | EEE 802.11 W.ANs"

[ CARA], the authors propose Collision-Aware Rate Adaptati on (CARA)
This involves utilization of Cear Channel Assessnent (CCA) al ong
with adaptation of the Request-to-Send/ d ear-to-Send (RTS/ CTS)
mechanismto differentiate | osses caused by frame collisions from

| osses caused by channel conditions. Rather than decreasing rate as
the result of frame |oss due to collisions, which | eads to increased
contention, CARA selectively enables RTS/CTS (e.g., after a frane

| oss), reducing the likelihood of frane | oss due to hidden stations.
CARA can also utilize CCA to determ ne whether a collision has
occurred after a transm ssion; however, since CCA nay not detect a
significant fraction of all collisions (particularly when
transnitting at lowrate), its use is optional. As conpared with
ARF, in simulations the authors show large inprovenents in aggregate
t hr oughput due to addition of adaptive RTS/ CTS, and additional nopdest
i nprovenents with the additional help of CCA

In "Robust Rate Adaptation for 802.11 Wrel ess Networks" [Robust],

the authors inplenmented the ARF, AARF, and Sanpl eRate [ Sanpl eRat €]
al gorithnms on a progranmabl e Access Point platform and
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experinmental |y exam ned the performance of these algorithns as well
as the ONOCE [ONCE] algorithminplenmented in MadWFi. Based on their
experinments, the authors critically exam ne the assunptions
underlying existing rate negotiation algorithms:

Decrease transmi ssion rate upon severe frane | oss
Where severe frame loss is due to channel conditions, rate
reduction can inprove throughput. However, where frane loss is
due to contention (such as from hidden stations), reducing
transni ssion rate i ncreases congestion, |owering throughput and
potentially |leading to congestive collapse. Instead, the
aut hors propose adaptive enabling of RTS/CTS so as to reduce
contention due to hidden stations. Once RTS/CTS is enabl ed,
remai ning |l osses are nore likely to be due to channe
conditions, providing nore reliable guidance on increasing or
decreasi ng transm ssion rate.

Use probe franes to assess possible new rates
Probe franes reliably estinmate frane | oss at a given rate unless
the sanple size is sufficient and the probe franes are of
conmparable length to data franes. The authors argue that rate
adapt ati on schenmes such as Sanpl eRate are too sensitive to | oss
of probe packets. In order to satisfy sanple size constraints,
a significant nunber of probe frames are required. This can
increase frane loss if the probed rate is too high, and can
| ower throughput if the probed rate is too low. Instead, the
aut hors propose assessnent of the channel condition by tracking
the frame loss ratio within a window of 5 to 40 frames.

Use consecutive transm ssion successes/| osses to increase/decrease
rate
The authors argue that consecutive successes or | osses are not a
reliable basis for rate increases or decreases; greater sanple
size i s needed.

Use PHY netrics like SNRto infer new transm ssion rate
The authors argue that received signal to noise ratio (SNR
routinely varies 5 dB per packet and that variations of 10-14 dB
are common. As a result, rate decisions based on SNR or signal
strength can cause transmission rate to vary rapidly. The
aut hors question the value of such rapid variation, since
studi es such as [Aguayo] show little correlation between SNR and
frame |l oss probability. As a result, the authors argue that
neither received signal strength indication (RSSI) nor
background energy | evel can be used to distinguish | osses due to
contention fromthose due to channel conditions. Wile nmulti-
path interference can simultaneously result in high signal
strength and franme | oss, the rel ationship between | ow signal
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strength and high frame loss is stronger. Therefore,

transm ssion rate decreases due to | ow received signal strength
probably do refl ect sudden worsening in channel conditions,

al t hough sudden increases may not necessarily indicate that
channel conditions have inproved.

Long-term snoot hened operati on produces best average performance
The authors present evidence that frane | osses nore than 150 ns
apart are uncorrelated. Therefore, collection of statistical
data over intervals of 1 second or greater reduces
responsi veness, but does not inprove the quality of transm ssion
rate deci sions. Rather, the authors argue that a sanpling
period of 100 ns provides the best average performance. Such
smal | sanpling periods al so argue agai nst use of probes, since
probe packets can only represent a fraction of all data franes
and probes collected nore than 150 ns apart nay not provide
reliable information on channel conditions.

Based on these flaws, the authors propose the Robust Rate Adaptation
Al gorithm (RRAA). RRAA utilizes only the frame loss ratio at the
current transm ssion rate to determ ne whether to increase or
decrease the transm ssion rate; PHY |ayer information or probe
packets are not used. Each transmi ssion rate is associated with an
estimati on wi ndow, a maxi numtol erable |oss threshold (ML) and an
opportunistic rate increase threshold (ORI). If the loss ratio is

| arger than the MIL, the transmi ssion rate is decreased, and if it is
smaller than the ORI, transmission rate is increased; otherw se
transm ssion rate remains the same. The thresholds are selected in
order to nmaxim ze throughput. Al though RRAA only allows novenent
bet ween adj acent transm ssion rates, the algorithm does not require
collection of an entire estimation w ndow prior to increasing or
decreasing transnission rates; if additional data collection would
not change the decision, the change is nmade i medi ately.

The authors validate the RRAA al gorithm using experinments and field
trials; the results indicate that RRAA without adaptive RTS/ CTS
outperforms the ARF, AARF, and Sanple Rate algorithms. This occurs
because RRAA is not as sensitive to transient franme | oss and does not
use probing, enabling it to nore frequently utilize higher

transm ssion rates. \Were there are no hidden stations, turning on
adaptive RTS/ CTS reduces perfornance by at nost a few percent.
However, where there is substantial contention from hidden stations,
adaptive RTS/ CTS provides |arge performance gains, due to reduction
in frane | oss that enables selection of a higher transm ssion rate.

In "Efficient Mbility Managenment for Vertical Handoff between WAMN

and WLAN' [Vertical], the authors propose use of signal strength and
link utilization in order to optimze vertical handoff. WAN to WMN
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handoff is driven by SSI decay. Wen |EEE 802.11 SSI falls below a
threshold (S1), Fast Fourier Transform (FFT)-based decay detection is
undertaken to deternmine if the signal is likely to continue to decay.
If so, then handoff to the WMN is initiated when the signal falls
bel ow t he mi ni num acceptable level (S2). WMWN to W.AN handoff is
driven by both PHY and MAC characteristics of the | EEE 802.11 target
network. At the PHY | ayer, characteristics such as SSI are exam ned
to determine if the signal strength is greater than a nini num val ue
(S3). At the MAC layer, the I EEE 802.11 Network Allocation Vector
(NAV) occupation is exanined in order to estimte the maxi mum
avai | abl e bandwi dt h and nmean access delay. Note that depending on
the value of S3, it is possible for the negotiated rate to be | ess
than the avail abl e bandwidth. In order to prevent prenature handof f
bet ween WLAN and WMIN, S1 and S2 are separated by 6 dB; in order to
prevent oscillation between W.AN and WMN nedi a, S3 needs to be
greater than S1 by an appropriate margin.

A 2. Internet Layer

Wthin the Internet |ayer, proposals have been nade for utilizing
link indications to optimze IP configuration, to inprove the
useful ness of routing nmetrics, and to optinize aspects of Mbile IP
handof f .

In "Analysis of link failures in an | P backbone" [lannaccone], the
authors investigate link failures in Sprint’s |IP backbone. They
identify the causes of convergence delay, including delays in
detection of whether an interface is down or up. Wile it is fastest
for a router to utilize link indications if available, there are
situations in which it is necessary to depend on | oss of routing
packets to determine the state of the link. Once the link state has
been determined, a delay may occur within the routing protocol in
order to danpen link flaps. Finally, another delay may be introduced
in propagating the link state change, in order to rate linit |ink
state advertisenents, and guard against instability.

"Bi directional Forwarding Detection"” [BFD] notes that |ink |ayers may
provide only limted failure indications, and that relatively slow
"Hel | 0" mechanisns are used in routing protocols to detect failures
when no link layer indications are available. This results in
failure detection tinmes of the order of a second, which is too |ong
for sonme applications. The authors describe a nechanismthat can be
used for liveness detection over any nedia, enabling rapid detection
of failures in the path between adjacent forwarding engines. A path
i s decl ared operational when bidirectional reachability has been
confi rmed.

| AB I nf or mat i onal [ Page 53]



RFC 4907 Li nk I ndications June 2007

In "Detecting Network Attachment (DNA) in |Pv4" [RFC4436], a host
that has noved to a new point of attachnent utilizes a bidirectiona
reachability test in parallel with DHCP [ RFC2131] to rapidly
reconfirm an operable configuration

In "L2 Triggers Optimzed Mbile IPv6 Vertical Handover: The
802. 11/ GPRS Exanpl e" [Park], the authors propose that the nobile node
send a router solicitation on receipt of a "Link Up" indication in
order to provide | ower handoff |atency than woul d be possibl e using
generic novenent detection [RFC3775]. The authors al so suggest

i mredi ate invalidation of the Care-of Address (CoA) on receipt of a
"Li nk Down" indication. However, this is problematic where a "Link
Down" indication can be followed by a "Link Up" indication without a
resulting change in I P configuration, as described in [ RFC4436].

In "Layer 2 Handoff for Mobile-1Pv4 with 802.11" [Min], the authors
suggest that M Pv4 Registration nmessages be carried within
Information El enents of | EEE 802. 11 Associ ati on/ Reassoci ati on franes,
in order to minimze handoff delays. This requires nodification to
the nobile node as well as 802.11 APs. However, prior to detecting
network attachnent, it is difficult for the nobile node to determ ne
whet her or not the new point of attachnent represents a change of
network. For exanple, even where a station remains within the sane
ESS, it is possible that the network will change. Were no change of
network results, sending a MPv4 Registration nessage with each
Associ ati on/ Reassoci ation i s unnecessary. Were a change of network
results, it is typically not possible for the nobile node to
anticipate its new CoA at Associ ati on/ Reassoci ation; for exanple, a
DHCP server may assign a CoA not previously given to the nobile node.
When dynam ¢ VLAN assignnent is used, the VLAN assignnment is not even
determ ned until | EEE 802.1X aut hentication has conpleted, which is
after Associ ation/ Reassociation in [|EEE-802.11i].

In "Link Characteristics Information for Mbile IP" [Lee], link
characteristics are included in registration/Bindi ng Update nessages
sent by the nobile node to the hone agent and correspondent node.
Where the nobile node is acting as a receiver, this allows the
correspondent node to adjust its transport paranmeters w ndow nore
rapidly than m ght otherw se be possible. Link characteristics that
may be comuni cated include the link type (e.g., 802.11b, CDWVA (Code
Division Miultiple Access), GPRS (Ceneral Packet Radio Service), etc.)
and |link bandwi dth. Wile the docunent suggests that the
correspondent node should adjust its sending rate based on the
advertised link bandwi dth, this may not be wise in sone

ci rcunstances. For exanple, where the nobile node link is not the
bottl eneck, adjusting the sending rate based on the |ink bandwi dth
coul d cause congestion. Also, where the transni ssion rate changes
frequently, sending registration nessages on each transm ssion rate
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change could by itself consume significant bandwi dth. Even where the
advertised link characteristics indicate the need for a snaller
congestion window, it may be non-trivial to adjust the sending rates
of individual connections where there are multiple connections open
bet ween a nobil e node and correspondent node. A npbre conservative
approach would be to trigger paraneter re-estimation and slow start
based on the receipt of a registration nessage or Bi ndi ng Update.

In "Hotspot Mtigation Protocol (HWP)" [HWP], it is noted that Mobile
Ad- hoc NETwor k ( MANET) routing protocols have a tendency to
concentrate traffic since they utilize shortest-path netrics and

all ow nodes to respond to route queries with cached routes. The

aut hors propose that nodes participating in an ad-hoc wirel ess nmesh
monitor | ocal conditions such as MAC del ay, buffer consunption, and
packet | oss. Were congestion is detected, this is comrunicated to
nei ghboring nodes via an IP option. In response to noderate
congestion, nodes suppress route requests; where major congestion is
detected, nodes rate control transport connections flow ng through
them The authors argue that for ad-hoc networks, throttling by

i nternmedi ate nodes is nore effective than end-to-end congestion
control mechanisns.

A. 3. Transport Layer

Wthin the transport |ayer, proposals have focused on countering the
ef fects of handoff-induced packet |oss and non-congestive | oss caused
by | ossy wireless links.

Wiere a nobile host noves to a new network, the transport paraneters
(including the RTT, RTO, and congesti on wi ndow) may no | onger be
valid. Wuere the path change occurs on the sender (e.g., change in
outgoing or inconming interface), the sender can reset its congestion
wi nhdow and paraneter estimtes. However, where it occurs on the
receiver, the sender nmay not be aware of the path change.

In "The BU-trigger method for inproving TCP perfornmance over Mbile
| Pv6" [Kinm, the authors note that handoff-rel ated packet loss is
interpreted as congestion by the transport layer. |In the case where
the correspondent node is sending to the nobile node, it is proposed
that receipt of a Binding Update by the correspondent node be used as
a signal to the transport layer to adjust cwnd and ssthresh val ues,
whi ch may have been reduced due to handoff-induced packet |oss. The
aut hors reconmend t hat cwnd and ssthresh be recovered to pre-tinmeout
val ues, regardl ess of whether the link paraneters have changed. The
paper does not discuss the behavior of a nobile node sending a

Bi ndi ng Update, in the case where the nobile node is sending to the
correspondent node.
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In "Effect of Vertical Handovers on Performance of TCP-Friendly Rate
Control" [Qurtov], the authors exanine the effect of explicit
handover notifications on TCP-friendly rate control (TFRC). \Were
explicit handover notification includes information on the |loss rate
and t hroughput of the new link, this can be used to instantaneously
change the transm ssion rate of the sender. The authors also found
that resetting the TFRC receiver state after handover enabl ed
paraneter estimates to adjust nore quickly.

In "Adapting End Host Congestion Control for Mbility" [Eddy], the
authors note that while MPv6 with route optim zation allows a
receiver to conmuni cate a subnet change to the sender via a Binding
Update, this is not available within MPv4. To provide a

comuni cati on vehicle that can be universally enployed, the authors
propose a TCP option that allows a connection endpoint to informa
peer of a subnet change. The docunent does not advocate utilization
of "Link Up" or "Link Down" events since these events are not
necessarily indicative of subnet change. On detection of subnet
change, it is advocated that the congestion wi ndow be reset to

I NI T_WNDOW and that transport parameters be re-estimated. The
authors argue that recovery fromslow start results in higher

t hroughput both when the subnet change results in | ower bottl eneck
bandw dth as well as when bottl eneck bandw dth increases.

In "Efficient Mbility Managenment for Vertical Handoff between WMN
and WLAN' [Vertical], the authors propose a "Virtual Connectivity
Manager", which utilizes local connection translation (LCT) and a
subscription/notification service supporting sinmultaneous nmovenent in
order to enable end-to-end nobility and mai ntain TCP t hroughput
during vertical handovers.

In an early version of "Datagram Congestion Control Protocol (DCCP)"
[ RFC4340], a "Reset Congestion State" option was proposed in Section
11. This option was renoved in part because the use conditions were
not fully understood:

An HC- Recei ver sends the Reset Congestion State option to its
sender to force the sender to reset its congestion state -- that
is, to "slow start", as if the connection were begi nning again.

The Reset Congestion State option is reserved for the very few
cases when an endpoi nt knows that the congestion properties of a
pat h have changed. Currently, this reduces to nobility: a DCCP
endpoi nt on a nobile host MJUST send Reset Congestion State to its
peer after the nobile host changes address or path.

I nf or mat i onal [ Page 56]



RFC 4907 Li nk I ndications June 2007

"Framewor k and Requirenents for TRI GTRAN' [ TRI GTRAN] di scusses
optimizations to recover earlier froma retransm ssion tinmeout
incurred during a period in which an interface or intervening |ink
was down. "End-to-end, Inplicit ’Link-Up" Notification" [E2ELi nkup]
descri bes nmet hods by which a TCP inplenmentation that has backed off
its retransm ssion timer due to frame loss on a renote link can | earn
that the link has once again becone operational. This enables
retransmssion to be attenpted prior to expiration of the backed- off
retransm ssion tiner

"Link-1ayer Triggers Protocol" [Yegin] describes transport issues
arising fromlack of host awareness of |ink conditions on downstream
Access Points and routers. Transport of link |layer triggers is
proposed to address the issue.

"TCP Extensions for |Immedi ate Retransm ssions" [Eggert] describes how
a transport layer inplementation may utilize existing "end-to-end
connectivity restored" indications. It is proposed that in addition
to regularly schedul ed retransm ssions that retransm ssion be
attenpted by the transport | ayer on receipt of an indication that
connectivity to a peer node may have been restored. End-to-end
connectivity restoration indications include "Link Up", confirmation
of first-hop router reachability, confirmation of Internet |ayer
configuration, and receipt of other traffic fromthe peer.

In "Discrimnating Congestion Losses fromWrel ess Losses Using
Interarrival Tinmes at the Receiver" [Biaz], the authors propose a
schenme for differentiating congestive |osses fromwirel ess

transm ssion | osses based on inter-arrival tinmes. Were the loss is
due to wireless transm ssion rather than congestion, congestive
backof f and cwnd adjustnent is omtted. However, the schene appears
to assune equal spacing between packets, which is not realistic in an
environment exhibiting link layer frame |oss. The scheme is shown to
function well only when the wireless Iink is the bottleneck, which is
often the case with cellular networks, but not with | EEE 802. 11

depl oynment scenari os such as hone or hotspot use.

In "I nmproving Performance of TCP over Wreless Networks" [Bakshi],
the authors focus on the performance of TCP over wirel ess networks
with burst | osses. The authors sinulate perfornmance of TCP Tahoe
within ns-2, utilizing a two-state Markov nodel, representing "good"
and "bad" states. \Were the receiver is connected over a wreless
link, the authors sinmulate the effect of an Explicit Bad State
Notification (EBSN) sent by an Access Point unable to reach the
receiver. In response to an EBSN, it is advocated that the existing
retransm ssion tinmer be cancel ed and replaced by a new dynanically
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estimated tineout, rather than being backed off. 1In the simulations,
EBSN prevents unnecessary tinmeouts, decreasing RTT variance and
i mprovi ng throughput.

In "A Feedback-Based Schene for Inproving TCP Performance i n Ad- Hoc
Wrel ess Networks" [Chandran], the authors proposed an explicit Route
Failure Notification (RFN), allowing the sender to stop its

retransm ssion tiners when the receiver becones unreachable. On
route reestablishnent, a Route Reestablishnment Notification (RRN) is
sent, unfreezing the timer. Sinulations indicate that the schene
significantly inproves throughput and reduces unnecessary

retransm ssions.

In "Analysis of TCP Performance over Mbile Ad Hoc Networks"

[ Hol | and], the authors explore how explicit link failure notification
(ELFN) can inprove the performance of TCP in nobile ad hoc networks.
ELFN informs the TCP sender about link and route failures so that it
need not treat the ensuing packet |oss as due to congestion. Using
an ns-2 simulation of TCP Reno over 802.11 with routing provided by
the Dynamic Source Routing (DSR) protocol, it is denonstrated that
TCP performance falls considerably short of expected throughput based
on the percentage of the tine that the network is partitioned. A
portion of the problemwas attributed to the inability of the routing
protocol to quickly recognize and purge stale routes, leading to
excessive link failures; perfornmance inproved dramatically when route
caching was turned off. Interactions between the route request and
transport retransmssion tiners were also noted. Were the route
request tiner is too large, new routes cannot be supplied intine to
prevent the transport timer fromexpiring, and where the route
request timer is too small, network congestion nmay result.

For their inplenentation of ELFN, the authors piggybacked additiona
i nformati on (sender and receiver addresses and ports, the TCP
sequence nunber) on an existing "route failure" notice to enable the
sender to identify the affected connection. Were a TCP receives an
ELFN, it disables the retransmi ssion tinmer and enters "stand-by"
node, where packets are sent at periodic intervals to deternine if
the route has been reestablished. |If an acknow edgnent is received,
then the retransmission tinmers are restored. Sinulations show that
performance is sensitive to the probe interval, with intervals of 30
seconds or greater giving worse performance than TCP Reno. The
effect of resetting the congestion w ndow and RTO val ues was al so
investigated. In the study, resetting the congestion wi ndow to one
did not have nmuch of an effect on throughput, since the
bandwi dt h/ del ay of the network was only a few packets. However,
resetting the RTOto a high initial value (6 seconds) did have a
substantial detrimental effect, particularly at high speed. |In terns
of the probe packet sent, the sinulations showed little difference
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bet ween sending the first packet in the congestion w ndow, or
retransmitting the packet with the | owest sequence nunber anobng those
signhal ed as | ost via the ELFNs.

In "I nmproving TCP Performance over Wreless Links" [CGoel], the

aut hors propose use of an | CMP- DEFER nessage, sent by a wirel ess
Access Point on failure of a transmission attenpt. After exhaustion
of retransmi ssion attenpts, an | CVP-RETRANSM T nessage is sent. On
recei pt of an | CMP- DEFER nessage, the expiry of the retransni ssion
timer is postponed by the current RTO estimate. On receipt of an

| CMP- RETRANSM T nessage, the segnent is retransmtted. On

retransm ssion, the congestion wi ndow is not reduced; when coning out
of fast recovery, the congestion windowis reset to its value prior
to fast retransm ssion and fast recovery. Using a two-state Markov
nodel , sinmulated using ns-2, the authors show that the schene

i mproves throughput.

In "Explicit Transport Error Notification (ETEN) for Error-Prone
Wreless and Satellite Networks" [Krishnan], the authors exanine the
use of explicit transport error notification (ETEN) to aid TCP in

di sti ngui shing congestive | osses fromthose due to corruption. Both
per - packet and cumul ati ve ETEN nechani snms were sinmulated in ns-2,
usi ng both TCP Reno and TCP SACK over a wide range of bit error rates
and traffic conditions. Wile per-packet ETEN nmechani snms provi ded
substantial gains in TCP goodput w thout congestion, where congestion
was al so present, the gains were not significant. Cunulative ETEN
mechani sns did not performas well in the study. The authors point
out that ETEN faces significant deploynment barriers since it can
create new security vulnerabilities and requires inplenentations to
obtain reliable information fromthe headers of corrupt packets.

In "Towards More Expressive Transport-Layer Interfaces" [Eggert?2],
t he authors propose extensions to existing network/transport and
transport/application interfaces to i nprove the perfornance of the
transport layer in the face of changes in path characteristics
varying nore quickly than the round-trip tinmne.

In "Protocol Enhancenents for Intermittently Connected Hosts"

[ Schuetz], the authors note that intermttent connectivity can |ead
to poor performance and connectivity failures. To address these
probl ems, the authors conbine the use of the Host ldentity Protoco
(H P) [RFC4423] with a TCP User Tineout Option and TCP Retransm ssion
trigger, denonstrating significant inprovenent.
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A 4. Application Layer

In "Application-oriented Link Adaptation for |IEEE 802. 11"

[ Haratcherev2], rate information generated by a link layer utilizing
i nproved rate adaptation algorithns is provided to a video
application, and used for codec adaptation. Coupling the |link and
application layers results in major inprovenents in the Peak Signal
to Noise Ratio (PSNR). Since this approach assumes that the link
represents the path bottleneck bandwidth, it is not universally
applicable to use over the Internet.

At the application |ayer, the usage of "Link Down" indications has
been proposed to augnment presence systems. In such systens, client
devices periodically refresh their presence state using application
| ayer protocols such as SIP for Instant Messagi ng and Presence
Leveragi ng Extensions (SIMPLE) [RFC3428] or Extensible Messagi ng and
Presence Protocol (XMPP) [RFC3921]. |If the client should becone

di sconnected, their unavailability will not be detected until the
presence status times out, which can take many mnutes. However, if
a link goes down, and a disconnect indication can be sent to the
presence server (presumably by the Access Point, which renains
connected), the status of the user’s communication application can be
updat ed nearly i nstantaneously.
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