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Abstract

I n networks supporting | Pv6, the Internet Control Message Protoco
version 6 (1 CwWv6) plays a fundanental role with a |arge nunber of
functions, and a correspondingly | arge nunber of nessage types and
options. |ICMPv6 is essential to the functioning of |1Pv6, but there
are a nunber of security risks associated with uncontrolled
forwardi ng of 1CMPv6 nessages. Filtering strategies designed for the
correspondi ng protocol, ICW, in IPv4 networks are not directly
appl i cabl e, because these strategies are intended to accommpdate a
useful auxiliary protocol that may not be required for correct
functi oni ng.

Thi s docunent provi des sonme recomendations for |1 CVPv6 firewall
filter configuration that will all ow propagation of |CMPv6 nessages
that are needed to maintain the functioning of the network but drop
nmessages that are potential security risks.
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1. Introduction

When a network supports | Pv6 [ RFC2460], the Internet Control Message
Protocol version 6 (I CWMPv6) [RFC4443] plays a fundanental role

i ncl udi ng being an essential conponent in establishing and

mai nt ai ni ng communi cations both at the interface | evel and for
sessions to renote nodes. This nmeans that overly aggressive
filtering of 1CMPv6 by firewalls may have a detrinental effect on the
establ i shrent and mai nt enance of | Pv6 conmuni cations. On the other
hand, allow ng indiscrininate passage of all |CMPv6 nessages can be a
maj or security risk. This docunent reconmends a set of rules that
seek to bal ance effective | Pv6 conmunication agai nst the needs of
site security.

In a few cases, the appropriate rules will depend on whether the
firewall is protecting

o an individual host,

o an end site where all |1 CVMPv6 nessages originate or termnate
within the site, or

O atransit site such as an Internet Service Provider’'s site where
sonme | CVPv6 nessages will be passing through

The docunent suggests alternative rules appropriate to each situation
where it is relevant. It also notes some situations where
alternative rules could be adopted according to the nature of the
work being carried out on the site and consequent security policies.
In general, Internet Service Providers should not filter | CWVPv6
nmessages transiting their sites so that all the necessary

conmuni cation el ements are available to their custoners to decide and
filter according to their policy.

Readers famliar with | CMPv6 can skip to the reconmmended filtering

rules in Section 4 and an exanpl e configuration script for Linux
Netfilter in Appendi x B.
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| CMPv6 has a | arge nunber of functions defined in a nunber of sub-
protocols, and there are a correspondingly |arge nunber of nessages
and options within these nmessages. The functions currently defined
fall into a nunber of categories:

Returning Error Messages

* Returning error nessages to the source if a packet could not
be delivered. Four different error nessages, each with a
nunber of sub-types, are specified in [ RFC4443].

Connecti on Checki ng

* Sinple nonitoring of connectivity through echo requests and
responses used by the ping and traceroute utilities. The
Echo Request and Echo Response nmessages are specified in
[ RFC4443] .

Di scovery Functions

* Finding neighbors (both routers and hosts) connected to the
sanme link and determining their IP and |ink |ayer addresses.
These nessages are al so used to check the uni queness of any
addresses that an interface proposes to use (Duplicate
Address Detection - DAD). Four nessages -- Nei ghbor
Solicitation (NS), Neighbor Advertisenent (NA), Router
Solicitation (RS) and Router Advertisement (RA) -- are
specified in [ RFC2461] .

* Ensuring that neighbors remain reachable using the sane IP
and Iink layer addresses after initial discovery (Neighbor
Unreachability Discovery - NUD) and notifying nei ghbors of
changes to link |ayer addresses. Uses NS and NA [ RFC2461].

* Finding routers and determ ning how to obtain | P addresses
to join the subnets supported by the routers. Uses RS and
RA [ RFC2461] .

* |f statel ess autoconfiguration of hosts is enabl ed,
communi cati ng prefixes and other configuration infornmation
(including the I'ink Maxi mum Transmi ssion Unit (MIU) and
suggested hop linit default) fromrouters to hosts. Uses RS
and RA [ RFC2462].

* When using SEcure Nei ghbor Discovery (SEND) to authenticate
a router attached to a link, the Certificate Path
Solicitation and Adverti sement nessages specified in
[ RFC3971] are used by hosts to retrieve the certificates
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docunenting the trust chain between a trust anchor and the
router fromthe router.

Deternmining the MU al ong a path. The Packet Too Big error
nmessage is essential to this function [ RFC1981].

Provi ding a neans to di scover the | Pv6 addresses associ at ed
with the link layer address of an interface (the inverse of
Nei ghbor Di scovery, where the link |ayer address is

di scovered given an | Pv6 address). Two messages, |nverse
Nei ghbor Di scovery Solicitation and Adverti sement nmessages,
are specified in [ RFC3122].

Communi cati ng which nulticast groups have listeners on a
link to the nulticast capable routers connected to the I|ink.
Uses nmessages Miulticast Listener Query, Milticast Listener
Report (two versions), and Multicast Listener Done (protocol
version 1 only) as specified in Milticast Listener D scovery
M.Dv1 [ RFC2710] and M.Dv2 [ RFC3810].

Di scovering nmulticast routers attached to the local 1ink.
Uses nessages Miulticast Router Advertisenent, Milticast
Router Solicitation, and Miulticast Router Termnination as
specified in Milticast Router Discovery [RFC4286].

Reconfi guration Functions

*

Redi recting packets to a nore appropriate router on the
local link for the destination address or pointing out that
a destination is actually on the local link even if it is
not obvious fromthe IP address (where a link supports

mul tiple subnets). The Redirect nmessage is specified in

[ RFC2461] .

Supporting renunberi ng of networks by allow ng the prefixes
advertised by routers to be altered. Uses NS, NA, RS and RA
together with the Router Renunbering nessage specified in

[ RFC2894] .

Mobil e 1 Pv6 Support

*

Provi di ng support for sonme aspects of Mbile | Pv6 especially
dealing with the I Pv6 Mbile Hone Agent functionality
provided in routers and needed to support a Mbile node
honed on the Iink. The Honme Agent Address Discovery Request
and Reply and the Mbile Prefix Solicitation and

Adverti senent nessages are specified in [ RFC3775].
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2.

2.

2.

Experi nent al Extensions

* An experinmental extension to | CMPv6 specifies the | CMP Node
Informati on Query and Response nessages that can be used to
retrieve sonme basic information about nodes [ RFC4620].

* The SEAm ess IP MOBility (SEAMOBY) working group specified a
pair of experinental protocols that use an | CMPv6 nessage
specified in [ RFC4065] to help in locating an access router
and noving the attachnment point of a nobile node from one
access router to another.

Many of these nmessages should only be used in a link-local context
rather than end-to-end, and filters need to be concerned with the
type of addresses in | CMPv6 packets as well as the specific source
and desti nati on addresses.

Conpared with the correspondi ng | Pv4 protocol, 1CWP, | CVPv6 cannot be
treated as an auxiliary function with packets that can be dropped in
nost cases w thout danmaging the functionality of the network. This
means that firewall filters for 1CMPv6 have to be nore carefully
configured than was the case for ICWMP, where typically a small set of
bl anket rules could be appli ed.

O assifying | CVPv6 Messages
1. Error and Informational | CMPv6 Messages

| CMPv6 nessages contain an eight-bit Type field interpreted as an

i nt eger between 0 and 255. Messages with Type val ues | ess than or
equal to 127 are Error messages. The renmi nder are |nfornmational
messages. | n general terns, Error nessages with well-known
(standardi zed) Type val ues would nornmally be expected to be all owed
to be sent to or pass through firewalls, and nmay be essential to the
establ i shment and mai nt enance of communicati ons (see Section 2.4)
whereas I nfornational nmessages will generally be the subject of
policy rules, and those passing through end site firewalls can, in
many but by no nmeans all cases, be dropped w thout danmaging | Pv6
conmuni cati ons.

2. Addressing of |CwvPVv6

| CMPv6 nessages are sent using various kinds of source and
destinati on address types and scopes. The source address is usually
a uni cast address, but during address autoconfiguration nessage
exchanges, the unspecified address (::) is also used as a source
address [ RFC2462].
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Mul ticast Listener Discovery (M.D) Report and Done nessages are sent
with a link-local address as the | Pv6 source address, if a valid
address is available on the interface. |If a valid link-local address
is not available (e.g., one has not been configured), the nessage is
sent with the unspecified address (::) as the IPv6 source address.
Subsequently, the node will generate new M.D Report nessages Wi th
proper link-local source address once it has been configured

[ RFC3590] .

The destination address can be either a well-known mnulticast address,
a generated nulticast address such as the solicited-node multicast
address, an anycast address, or a unicast address. Wile many | CMPv6
nmessages use multicast addresses nost of the tinme, sone also use

uni cast addresses. For instance, the Router Advertisenment nessages
are sent to the all-nodes nulticast address when unsolicited, but can
al so be sent to a unicast address in response to a specific Router
Solicitation, although this is rarely seen in current

i npl enent ati ons.

2.3. Network Topol ogy and Address Scopes

| CMPv6 nessages can be classified according to whether they are neant
for end-to-end comruni cations or |ocal conmunications within a link.
There are al so nessages that we can classify as 'any-to-end , which
can be sent fromany point within a path back to the source;
typically, these are used to announce an error in processing the
original packet. For instance, the address resolution nmessages are
solely for local comuni cations [ RFC2461], whereas the Destination
Unr eachabl e messages are any-to-end in nature. Cenerally, end-to-end
and any-to-end nmessages m ght be expected to pass through firewalls
dependi ng on policies but |ocal comuni cations nust not.

Local communications will use link-1ocal addresses in many cases but
may al so use gl obal unicast addresses when configuring gl oba
addresses, for exanple. Al so, sone | CMPv6 nessages used in | ocal
conmuni cati ons nmay contravene the usual rules requiring conpatible
scopes for source and destination addresses.

2.4. Role in Establishing and Mintaini ng Conmuni cation

Many | CMPv6 nessages have a role in establishing or maintaining
conmuni cations to and fromthe firewall and such nmessages have to be
accepted by firewalls for |local delivery. Generally, a firewall wll
al so be acting as a router so that all the nessages that might be
used in configuring a router interface need to be accepted and
generated. These nessages should not transit through a firewall that
is also acting as a router as they are nornally intended for use
within a Iink.
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On the other hand, nost |CMPv6 error nessages traveling end-to-end or
any-to-end are essential to the establishnent and nai nt enance of
comuni cati ons. These nmessages nust be passed through firewalls and
m ght also be sent to and fromfirewalls to assist with establishnent
and mai nt enance of comunications. For exanple, the Packet Too Big
error nmessage is needed to determine the MIU al ong a path both when a
conmuni cation session is established initially and later if the path
is rerouted during the session.

The remai ning | CMPv6 nessages that are not associated with

comuni cati on establishment or naintenance will normally be
legitimately attenpting to pass through a firewall frominside to out
or vice versa, but in nost cases decisions as to whether or not to
all ow themto pass can be made on the basis of |ocal policy without
interfering with I Pv6 comuni cati ons.

The filtering rules for the various nessage roles will generally be
different.

3. Security Considerations

This nenp recommends filtering configurations for firewalls designed
to minimze the security vulnerabilities that can arise in using the
many different sub-protocols of I1CMPv6 in support of |Pv6
conmuni cati on.

A major concern is that it is generally not possible to use |IPsec or
ot her means to authenticate the sender and validate the contents of
many | CMPv6 nmessages. To a large extent, this is because a site can
legitimately expect to receive certain error and other messages from
al nost any location in the wider Internet, and these nmessages my
occur as a result of the first nessage sent to a destination.

Est abl i shing security associations with all possible sources of

| CMPv6 nessages is therefore inpossible.

The inability to establish security associations to protect sone
nmessages that are needed to establish and naintain conmunications
nmeans that alternative neans have to be used to reduce the

vul nerability of sites to | CMPv6- based attacks. The npbst conmon way
of doing this is to establish strict filtering policies in site
firewalls to limt the unauthenticated | CVMPv6 nessages that can pass
between the site and the wider Internet. This makes control of
ICVMPv6 filtering a delicate bal ance between protecting the site by
droppi ng sone of the ICVMPv6 traffic passing through the firewall and
al | owi ng enough of the traffic through to make sure that efficient
comuni cati on can be establi shed.
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SEND [ RFC3971] has been specified as a nmeans to inprove the security
of local |CwWv6 conmuni cations. SEND sidesteps security association
boot strappi ng problens that would result if |IPsec was used. SEND
affects only link-local nessages and does not linit the filtering
that firewalls can apply, and its role in security is therefore not
di scussed further in this docunent.

Firewalls will normally be used to nonitor 1CVPv6 to control the
followi ng security concerns:

3.1. Denial -of-Service Attacks

| CMPv6 can be used to cause a denial of service (DoS) in a nunber of
ways, including sinply sending excessive nunbers of | CMPv6 packets to
destinations in the site and sending error nessages that disrupt
establ i shed conmuni cati ons by causing sessions to be dropped. Al so,

i f spurious conmuni cation establishment or maintenance nessages can
be infiltrated onto a link, it mght be possible to invalidate

| egiti mate addresses or disable interfaces.

3.2. Probing

A major security consideration is preventing attackers from probing
the site to determ ne the topology and identify hosts that might be
vul nerable to attack. Carefully crafted but, often, malformed
nmessages can be used to provoke | CMPv6 responses from hosts thereby
inform ng attackers of potential targets for future attacks.
However, the very |l arge address space of | Pv6 makes probing a | ess
ef fecti ve weapon as conpared with | Pv4 provided that addresses are
not allocated in an easily guessable fashion. This subject is
explored in nore depth in [ SCAN-1 M.

3.3. Redirection Attacks

A redirection attack could be used by a malicious sender to perform
man-i n-the-middl e attacks or divert packets either to a malicious
monitor or to cause DoS by bl ackholing the packets. These attacks
woul d normal ly have to be carried out locally on a link using the
Redi rect nessage. Administrators need to decide if the inprovenent
in efficiency fromusing Redirect nessages is worth the risk of
mal i ci ous use. Factors to consider include the physical security of
the link and the conplexity of addressing on the link. For exanple,
on an open wireless link, redirection would be a serious hazard due
to the lack of physical security. On the other hand, with a wred
link in a secure building with conpl ex addressi ng and redundant
routers, the efficiency gains might well outweigh the small risk of a
rogue node bei ng connect ed.
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3.4. Renunbering Attacks

Spurious Renumnbering nessages can lead to the disruption of a site.
Al t hough Renunbering nessages are required to be authenticated with

| Psec, so that it is difficult to carry out such attacks in practi ce,
they should not be allowed through a site boundary firewall. On the
other hand, a site may enploy multiple "layers" of firewalls. In
this case, Renunbering nmessages m ght be expected to be allowed to
transit interior firewalls but not pass across the outer boundary.

3.5. Problens Resulting fromI|CMPv6 Transparency

Because sone | CVPv6 error packets need to be passed through a
firewall in both directions, malicious users can potentially use

t hese nessages to communi cate between inside and outside, bypassing
admi ni strative inspection. For exanple, it mnight be possible to
carry out a covert conversation through the payload of | CMPv6 error
nmessages or tunnel inappropriate encapsulated |IP packets in | CMPv6
error messages. This problemcan be alleviated by filtering | CVPv6
errors using a deep packet inspection mechanismto ensure that the
packet carried as a payload is associated with legitimate traffic to
or fromthe protected network.

4. Filtering Recommendati ons

When designing firewall filtering rules for ICVWPv6, the rules can be
di vided into two cl asses:

0 Rules for ICWVv6 traffic transiting the firewall, with some m nor
variations for

* firewalls protecting end sites or individual hosts, and

* firewalls protecting transit sites
0 Rules for ICWv6 directed to interfaces on the firewall
Firewalls integrated with an individual host ("end host firewalls")
can be treated as end site firewalls, but the special considerations

di scussed in Section 4.2 may be rel evant because the firewall is not
a router.
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This section suggests sone commpn consi derations that should be borne
in mnd when designing filtering rules and then categorizes the rules
for each class. The categories are:

0 Messages that nmust not be dropped: usually because establishnent
or mai ntenance of conmmunications will be prevented or severely
i mpact ed.

0 Messages that should not be dropped: administrators need to have a
very good reason for dropping this category.

0 Messages that may be dropped in firewall/routers, but these
nessages nmay al ready be targeted to drop for other reasons (e.g.,
because they are using |ink-1ocal addresses) or because the
protocol specification would cause the nessages to be rejected if
they had passed through a router. Special considerations apply to
transit traffic if the firewall is not a router as discussed in
Section 4. 2.

0 Messages that adm nistrators may or may not want to drop dependi ng
on | ocal policy.

0 Messages that adm nistrators should consider dropping (e.g., |CW
node i nfornmati on name | ookup queries).

More detail ed anal ysis of each of the nessage types can be found in
Appendi x A.

4.1. Common Consi derati ons

Dependi ng on the classification of the nmessage to be filtered (see
Section 2), ICWMPv6 nessages should be filtered based on the | CMPV6
type of the nmessage and the type (unicast, nulticast, etc.) and scope
(l'ink-1ocal, global unicast, etc.) of source and destination
addresses. In sonme cases, it may be desirable to filter on the Code
field of ICVMPv6 error nessages.

Messages that can be authenticated on delivery, probably because they
contain an | Psec AH header or ESP header with authentication, may be
subject to less strict policies than nessages that cannot be

aut henticated. In the remainder of this section, we are generally
consi deri ng what should be configured for unauthenticated nessages.
In many cases, it is not realistic to expect nore than a tiny
fraction of the nessages to be authenticated.

Where nessages are not essential to the establishnent or maintenance

of communi cations, local policy can be used to deterni ne whether a
nmessage shoul d be all owed or dropped.
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Dependi ng on the capabilities of the firewall being configured, it
may be possible for the firewall to maintain state about packets that
may result in error nmessages being returned or about | CWVPv6 packets
(e.g., Echo Requests) that are expected to receive a specific
response. This state may allow the firewall to perform nore precise
checks based on this state, and to apply limts on the nunber of

| CMPv6 packets accepted inconming or outgoing as a result of a packet
traveling in the opposite direction. The capabilities of firewalls
to performsuch stateful packet inspection vary from nodel to nodel,
and it is not assunmed that firewalls are uniformy capable in this
respect.

Firewalls that are able to perform deep packet inspection nmay be able
to check the header fields in the start of the errored packet that is
carried by ICWv6 error nessages. |If the enbedded packet has a
source address that does not match the destination of the error
nmessage, the packet can be dropped. This provides a partial defense
agai nst sone possible attacks on TCP that use spoofed | CMPv6 error
nmessages, but the checks can also be carried out at the destination
For further information on these attacks see [| CMP- ATTACKS]

In general, the scopes of source and destination addresses of |CWMPv6
nmessages shoul d be mat ched, and packets with mnmi smatched addresses
shoul d be dropped if they attenpt to transit a router. However, sone
of the address configuration nessages carried locally on a |ink may
legitimately have m smat ched addresses. Node inpl enentati ons nust
accept these nessages delivered locally on a link, and administrators
shoul d be aware that they can exist.

| CMPv6 nessages transiting firewalls inbound to a site may be treated
differently depending on whether they are addressed to a node on the
site or to sonme other node. For end sites, packets addressed to
nodes not on the site should be dropped, but would generally be
forwarded by firewalls on transit sites.

4.2. Interaction of Link-Local Messages with Firewall/Routers and
Firewal | / Bri dges

Firewal I s can be inplenmented both as IP routers (firewall/routers)
and as link layer bridges (e.g., Ethernet bridges) that are
transparent to the IP layer although they will actually be inspecting
the | P packets as they pass through (firewall/bridges).

Many of the messages used for establishnment and mai nt enance of

comuni cations on the local link will be sent with Iink-1ocal
addresses for at |east one of their source and destination. Routers
conformng to the I Pv6 standards will not forward these packets;

there is no need to configure additional rules to prevent these
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packets traversing a firewall/router, although admi nistrators may
wish to configure rules that would drop these packets for insurance
and as a neans of nonitoring for attacks. Also, the specifications
of 1 CVWPv6 nessages intended for use only on the local |ink specify
various nmeasures that would allow receivers to detect if the nmessage
had passed through a router, including:

0 Requiring that the hop limt in the I Pv6 header is set to 255 on
transmi ssion. Receivers verify that the hop linit is still 255,
to ensure that the packet has not passed through a router

0 Checking that the source address is a link-Iocal unicast address.

Accordingly, it is not essential to configure firewall/router rules
to drop out-of-specification packets of these types. |If they have
non-1ink-1ocal source and destination addresses, allowing themto
traverse the firewall/router, they would be rejected because of the
checks perforned at the destination. Again, firewall adm nistrators
may still wish to configure rules to log or drop such out-of -

speci ficati on packets.

For firewall/bridges, slightly different considerations apply. The
physical links on either side of the firewall/bridge are treated as a
single logical link for the purposes of IP. Hence, the |link |ocal
nmessages used for discovery functions on the link nust be allowed to
transit the transparent bridge. Administrators should ensures that
routers and hosts attached to the link containing the firewall/bridge
are built to the correct specifications so that out-of-specification
packets are actually dropped as described in the earlier part of this
secti on.

An end host firewall can generally be thought of as a special case of
a firewall/bridge, but the only link-local nmessages that need to be
al l oned through are those directed to the host’s interface.

4.3. Recommendations for CWPv6 Transit Traffic

This section recomends rules that should be applied to | CVPv6
traffic attenpting to transit a firewall
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4.3.1. Traffic That Miust Not Be Dropped

Error nessages that are essential to the establishment and
mai nt enance of conmuni cations:

Destination Unreachable (Type 1) - Al codes
Packet Too Big (Type 2)

Ti me Exceeded (Type 3) - Code 0 only

Par aneter Problem (Type 4) - Codes 1 and 2 only

O O0Oo0Oo

Appendi x A. 4 suggests sone nore specific checks that could be
perfornmed on Paraneter Problem nessages if a firewall has the
necessary packet inspection capabilities.

Connectivity checki ng nessages:

0 Echo Request (Type 128)
0 Echo Response (Type 129)

For Teredo tunneling [ RFC4380] to I Pv6 nodes on the site to be
possible, it is essential that the connectivity checking nessages are
al l owed through the firewall. It has been conmon practice in |Pv4
networks to drop Echo Request nessages in firewalls to mninize the
ri sk of scanning attacks on the protected network. As discussed in
Section 3.2, the risks fromport scanning in an | Pv6 network are nuch
| ess severe, and it is not necessary to filter |1 Pv6 Echo Request
nmessages.

4.3.2. Traffic That Nornmally Should Not Be Dropped
Error nessages other than those listed in Section 4.3.1

o Tinme Exceeded (Type 3) - Code 1
o Paraneter Problem (Type 4) - Code O

Mobil e | Pv6 nessages that are needed to assist mobility:

0 Hone Agent Address Di scovery Request (Type 144)

0 Hone Agent Address Discovery Reply (Type 145)

0 Mbile Prefix Solicitation (Type 146)

0 Mbile Prefix Advertisenent (Type 147)

Adm nistrators may wish to apply nore selective rules as described in
Appendi x A. 14 dependi ng on whether the site is catering for nobile
nodes that would normally be at hone on the site and/or foreign
nobi | e nodes roam ng onto the site.
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4.3.3. Traffic That WIl Be Dropped Anyway -- No Special Attention

Needed
The nmessages listed in this section are all involved with | ocal
managenent of nodes connected to the logical link on which they were

initially transnmitted. All these nmessages shoul d never be propagated
beyond the link on which they were initially transmtted. |If the
firewall is a firewall/bridge rather than a firewall/router, these
nmessages should be allowed to transit the firewall as they would be

i ntended for establishing communi cati ons between the two physi cal
parts of the link that are bridged into a single logical |ink

During normal operations, these nessages will have destination
addresses, nostly link I ocal but in some cases gl obal unicast
addresses, of interfaces on the local link. No special action is
needed to filter messages with link-Iocal addresses in a firewall/
router. As discussed in Section 4.1, these nessages are specified so
that either the receiver is able to check that the nessage has not
passed through a router or it will be dropped at the first router it
encount ers.

Adm nistrators may al so wish to consider providing rules in firewall/
routers to catch illegal packets sent with hop linmt = 1 to avoid
| CMPv6 Ti ne Exceeded nessages being generated for these packets.

Address Configuration and Router Sel ection nessages (rnust be received
with hop limt = 255):

Router Solicitation (Type 133)

Rout er Advertisenment (Type 134)

Nei ghbor Solicitation (Type 135)

Nei ghbor Advertisenment (Type 136)

Redirect (Type 137)

I nverse Nei ghbor Discovery Solicitation (Type 141)
I nverse Nei ghbor Di scovery Advertisenent (Type 142)

OO0OO0OO0O0OO0O0

Li nk-1ocal multicast receiver notification nmessages (nust have |ink-
| ocal source address):

Li stener Query (Type 130)

Li stener Report (Type 131)

Li stener Done (Type 132)

Li stener Report v2 (Type 143)

O O0OO0Oo
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SEND Certificate Path notification nmessages (must be received with
hop limt = 255):

0 Certificate Path Solicitation (Type 148)
0 Certificate Path Advertisenent (Type 149)

Mul ti cast Router Discovery nessages (must have |ink-1ocal source
address and hop limt = 1):

o Milticast Router Advertisement (Type 151)
o Milticast Router Solicitation (Type 152)
o Milticast Router Term nation (Type 153)

4.3.4. Traffic for Wiich a Policy Should Be Defined

The nmessage type that the experinental Seanpby protocols are using
will be expected to have to cross site boundaries in nornal
operation. Transit sites nust allow these nessages to transit the
site. End site adninistrators should determine if they need to
support these experinents and ot herwi se nessages of this type should
be dropped:

0 Seanpby Experinental (Type 150)

Error nessages not currently defined by | ANA
0 Unallocated Error mnmessages (Types 5-99 inclusive and 102-126
i ncl usive)

The base | CMPv6 specification suggests that error nessages that are
not explicitly knowmn to a node should be forwarded and passed to any
hi gher-1evel protocol that mght be able to interpret them There is
a small risk that such nmessages could be used to provide a covert
channel or formpart of a DoS attack. Administrators of end sites
shoul d be aware of this and deternine whether they wish to all ow

t hese nmessages through the firewall. Firewalls protecting transit
sites nmust allow all types of error nmessages to transit the site but
may adopt different policies for error nessages addressed to nodes
within the site.

Al'l informational nessages with types not explicitly assigned by
| ANA, currently:

0 Unallocated Informational nessages (Types 154-199 incl usive and
202- 254 i ncl usi ve).

Note that the base | CMPv6 specification requires that received

i nformati onal nessages with unknown types nust be silently discarded.
Transit sites must allow these nmessages to transit the site. End
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4. 3.

Dav

site adm nistrators can either adopt a policy of allowing all these
nmessages through the firewall, relying on end hosts to drop

unr ecogni zed nmessages, or drop all such nessages at the firewall
Different policies could be adopted for inbound and out bound
nessages.

| f administrators choose to inplenment policies that drop currently
unal | ocated error or informational nmessages, it is inportant to
review the set of nessages affected in case new nessage types are
assi gned by | ANA

5. Traffic That Shoul d Be Dropped Unl ess a Good Case Can Be Made

Node I nformation enquiry nessages should generally not be forwarded
across site boundaries. Sone of these nessages will be using non-

I ink-1ocal unicast addresses so that they will not necessarily be
dropped by address scope liniting rul es:

0 Node Information Query (Type 139)
0 Node Information Response (Type 140)

Rout er Renunbering nessages should not be forwarded across site
boundaries. As originally specified, these nessages nmay use a site
scope multicast address or a site local unicast address. They should
be caught by standard rules that are intended to stop any packet with
a nulticast site scope or site local destination being forwarded
across a site boundary provided these are correctly configured.

Since site |ocal addresses have now been deprecated, it seens likely
that changes may be nade to allow the use of unique | ocal addresses
or global unicast addresses. Should this happen, it will be
essential to explicitly filter these nessages at site boundaries. |If
a site has internal as well as boundary firewalls, individua

pol i cies should be established for the internal firewalls depending
on whether or not the site wishes to use Router Renunbering:

0 Router Renunbering (Type 138)
Messages with types in the experinmental allocations:
o Types 100, 101, 200, and 201

Messages using the extension type nunbers until such tine as | CWPv6
needs to use such extensions:

0 Types 127 and 255.
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4.4. Recommendations for | CMPv6 Local Configuration Traffic

This section recomends filtering rules for I1CMPv6 traffic addressed
to an interface on a firewall. For a small nunber of nessages, the
desired behavior may differ between interfaces on the site or private
side of the firewall and the those on the public Internet side of the
firewall.

4.4.1. Traffic That Miust Not Be Dropped

Error nessages that are essential to the establishment and
mai nt enance of conmuni cations:

Destination Unreachable (Type 1) - Al codes
Packet Too Big (Type 2)

Ti me Exceeded (Type 3) - Code 0 only

Par anet er Problem (Type 4) - Codes 1 and 2 only

O O0OO0Oo

Connectivity checki ng nessages:

0 Echo Request (Type 128)
0 Echo Response (Type 129)

As discussed in Section 4.3.1, dropping connectivity checking
nmessages will prevent the firewall being the destination of a Teredo
tunnel and it is not considered necessary to disable connectivity
checking in I Pv6 networks because port scanning is |less of a security
risk.

There are a nunber of other sets of nessages that play a role in
configuring the node and nmaintaining unicast and mnul ti cast

conmuni cations through the interfaces of a node. These nessages nust
not be dropped if the node is to successfully participate in an |Pv6
network. The exception to this is the Redirect nessage for which an
explicit policy decision should be taken (see Section 4.4.4).

Address Configuration and Router Sel ection nessages:

Router Solicitation (Type 133)

Rout er Advertisenment (Type 134)

Nei ghbor Solicitation (Type 135)

Nei ghbor Advertisenment (Type 136)

I nverse Nei ghbor Discovery Solicitation (Type 141)
I nverse Nei ghbor Di scovery Advertisenent (Type 142)

Oo0Oo0Oo0oo0o
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Li nk-Local Multicast Receiver Notification nmessages:

o Listener Query (Type 130)
0o Listener Report (Type 131)

o Listener Done (Type 132)

0 Listener Report v2 (Type 143)

SEND Certificate Path Notification nmessages:

0 Certificate Path Solicitation (Type 148)
0 Certificate Path Advertisenent (Type 149)

Mul ti cast Router Discovery nessages:
o Milticast Router Advertisement (Type 151)
o Milticast Router Solicitation (Type 152)
0 Milticast Router Termination (Type 153)
4.4.2. Traffic That Nornmally Should Not Be Dropped

Error nessages other than those listed in Section 4.4.1

o Tinme Exceeded (Type 3) - Code 1
o Paraneter Problem (Type 4) - Code O

4.4.3. Traffic That WIl Be Dropped Anyway -- No Special Attention
Needed

Rout er Renunbering nessages nust be authenticated using |IPsec, so it
is not essential to filter these nessages even if they are not
allowed at the firewall/router

0 Router Renunbering (Type 138)

Mobil e | Pv6 nessages that are needed to assist mobility:
Home Agent Address Discovery Request (Type 144)

Home Agent Address Discovery Reply (Type 145)

Mobile Prefix Solicitation (Type 146)
Mobil e Prefix Advertisenent (Type 147)

O O0OO0Oo

It may be desirable to drop these nessages, especially on public
interfaces, if the firewall is not al so providing nobile hone agent
services, but they will be ignored otherw se.
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The nmessage used by the experinental Seanoby protocols may be dropped
but will be ignored if the service is not inplenmented:

0 Seanpby Experinental (Type 150)
4.4. 4., Traffic for Wiich a Policy Should Be Defined

Redi rect messages provide a significant security risk, and

admi ni strators should take a case-by-case approach to whet her
firewalls, routers in general, and other nodes shoul d accept these
nessages:

0 Redirect (Type 137)

Conf or mant nodes nust provide configuration controls that allow nodes
to control their behavior with respect to Redirect nessages so that
it should only be necessary to install specific filtering rules under
speci al circunmstances, such as if Redirect nessages are accepted on
private interfaces but not public ones.

If a node inplenents the experinmental Node |Information service, the
admi ni strator needs to nmake an explicit decision as to whether the
node should respond to or accept Node Information nessages on each
i nterface:

0 Node Information Query (Type 139)
0 Node Information Response (Type 140)

It may be possible to disable the service on the node if it is not
want ed, in which case these nessages will be ignored and no filtering
i S necessary.

Error nessages not currently defined by | ANA

0 Unallocated Error mnmessages (Types 5-99 inclusive and 102-126
i ncl usive)

The base | CMPv6 specification suggests that error nessages that are
not explicitly knowmn to a node should be forwarded and passed to any
hi gher-1evel protocol that mght be able to interpret them There is
a small risk that such nmessages could be used to provide a covert
channel or formpart of a DoS attack. Administrators should be aware
of this and determnine whether they wish to allow these nmessages to be
sent to the firewall.
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4.

6.

6.

4.5. Traffic That Should Be Dropped Unl ess a Good Case Can Be Made

Messages with types in the experinmental allocations:
o Types 100, 101, 200, and 201

Messages using the extension type nunbers until such tine as | CWPv6
needs to use such extensions:

o Types 127 and 255.

Al'l informational nessages with types not explicitly assigned by
| ANA, currently:

0 Types 154-199 inclusive and 202-254 incl usive.

Note that the base | CMPv6 specification requires that received
i nformati onal nessages with unknown types nust be silently discarded.
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Appendi x A.  Notes on Individual |ICMPv6 Messages
A. 1. Destination Unreachable Error Message

Destinati on Unreachable (Type 1) error messages [ RFC4443] are sent
any-to-end between uni cast addresses. The nessage can be generated
from any node that a packet traverses when the node is unable to
forward the packet for any reason except congestion

Desti nati on Unreachabl e nessages are useful for debugging, but are

al so inmportant to speed up cycling through possi bl e addresses, as
they can avoid the need to wait through timeouts and hence can be
part of the process of establishing or maintaining conmunications.

It is a conmon practice in IPv4 to refrain fromgenerating | CVP
Destinati on Unreachabl e nmessages in an attenpt to hide the networking
t opol ogy and/or service structure. The sane idea could be applied to
| Pv6, but this can slow down connection if a host has nultiple
addresses, sone of which are deprecated, as they may be when using
privacy addresses [RFC3041]. |If policy allows the generation of

| CMPv6 Destination Unreachabl e nmessages, it is inmportant that nodes
provide the correct reason code, one of: no route to destination

admi ni stratively prohibited, beyond scope of source address, address
unr eachabl e, port unreachabl e, source address failed ingress/egress
policy, or reject route to destination.

A. 2. Packet Too Big Error Message

Packet Too Big (Type 2) error messages [RFC4443] are sent any-to-end
bet ween uni cast addresses. The nmessage can be generated from any
node that a packet traverses on the path when the node is unable to
forward the packet because the packet is too |arge for the MU of the
next link. This nessage is vital to the correct functioning of Path
MIU Di scovery and hence is part of the establishment and mai nt enance
of communi cations. Since routers are not allowed to fragment
packets, inform ng sources of the need to fragnent |arge packets is
nmore inportant than for IPv4. |f these nessages are not generated
when appropriate, hosts will continue to send packets that are too

| arge or may assune that the route is congested. Effectively, parts
of the Internet will becone inaccessible.

If a network chooses to generate packets that are no larger than the
Guaranteed M ni mum MIU (1280 octets) and the site’'s links to the

wi der Internet have correspondi ng MIUs, Packet Too Bi g nessages
shoul d not be expected at the firewall and could be dropped if they
arrive.
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A. 3. Tinme Exceeded Error Message

Ti me Exceeded (Type 3) error messages [ RFC4443] can occur in two
cont exts:

0 Code 0 are generated at any node on the path being taken by the
packet and sent, any-to-end between unicast addresses, if the Hop
Limt value is decrenmented to zero at that node.

0 Code 1 nessages are generated at the destinati on node and sent
end-to-end between uni cast addresses if all the segnents of a
fragment ed nessage are not received within the reassenbly tine
limt.

Code 0 nmessages can be needed as part of the establishnment of
comuni cations if the path to a particular destination requires an
unusual Iy | arge nunmber of hops.

Code 1 nmessages will generally only result from congestion in the
network, and it is | ess essential to propagate these nmessages.

A. 4. Paraneter Problem Error Message

The great majority of Paraneter Problem (Type 4) error nessages will
be generated by the destinati on node when processi ng destination
options and ot her extension headers, and hence are sent end-to-end
bet ween uni cast addresses. Exceptionally, these nmessages m ght be
generated by any node on the path if a faulty or unrecogni zed hop-by-
hop option is included or fromany routing waypoint if there are
faulty or unrecogni zed destination options associated with a Type 0
routi ng header. 1In these cases, the nessage will be sent any-to-end
usi ng uni cast source and destination addresses.

Par anet er Probl em Code 1 (Unrecogni zed Next Header) and Code 2
(Unrecogni zed | Pv6 Option) nessages nmay result if a node on the path
(usually the destination) is unable to process a correctly forned
extensi on header or option. |If these nmessages are not returned to
the source, communication cannot be established, as the source would
need to adapt its choice of options probably because the destination
does not inplenent these capabilities. Hence, these nmessages need to
be generated and all owed for effective |Pv6 conmunicati ons.

Code 0 (Erroneous Header) nessages indicate a nal formed extension
header generally as a result of incorrectly generated packets.
Hence, these nessages are useful for debuggi ng purposes, but it is
unlikely that a node generating such packets could establish
conmuni cati ons w thout human intervention to correct the problem
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Code 2 nessages, only, can be generated for packets with nulticast
desti nati on addresses.

It is possible that attackers nay seek to probe or scan a network by
deliberately generating packets with unknown extension headers or
options or with faulty headers. |If nodes generate Paraneter Problem
error nmessages in all cases and these outgoing nessages are all owed
through firewalls, the attacker may be able to identify active
addresses that can be probed further or |earn about the network
topol ogy. The vulnerability could be mitigated whilst helping to
establish communications if the firewall was able to exam ne such
error nmessages in depth and was configured to only all ow Paraneter
Probl em nessages for headers that had been standardi zed but were not
supported in the protected network. [If the network adm nistrator
believes that all nodes in the network support all legitinate
extensi on headers, then it would be reasonable to drop all outgoing
Par amet er Probl em nessages. Note that this is not a mgjor

vul nerability in a well-designed | Pv6 network because of the
difficulties of perform ng scanning attacks (see Section 3.2).

A.5. |1CwWv6 Echo Request and Echo Response

Echo Request (Type 128) uses uni cast addresses as source addresses,
but nmay be sent to any legal |Pv6 address, including nulticast and
anycast addresses [ RFC4443]. Echo Requests travel end-to-end.
Simlarly, Echo Responses (Type 129) travel end-to-end and woul d have
a uni cast address as destination and either a unicast or anycast
address as source. They are nmminly used in conbination for

noni toring and debuggi ng connectivity. Their only role in
establ i shing comunication is that they are required when verifying
connectivity through Teredo tunnels [RFC4380]: Teredo tunneling to
| Pv6 nodes on the site will not be possible if these nessages are
bl ocked. It is not thought that there is a significant risk from
scanni ng attacks on a well-designed | Pv6 network (see Section 3.2),
and so connectivity checks should be allowed by default.

A. 6. Neighbor Solicitation and Nei ghbor Advertisenment Messages

| CMPv6 Nei ghbor Solicitation and Nei ghbor Advertisenment (Type 135 and
136) nessages are essential to the establishnment and nmai nt enance of
conmuni cations on the local link. Firewalls need to generate and
accept these nessages to allow themto establish and mai ntain
interfaces onto their connected |inks.
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Note that the address scopes of the source and destination addresses
on Nei ghbor Solicitations and Nei ghbor Adverti senents nay not match.
The exact functions that these nmessages will be carrying out depends
on the nechani sm being used to configure | Pv6 addresses on the |ink
(Stateless, Stateful, or Static configuration).

A.7. Router Solicitation and Router Advertisenment Messages

| CMPv6 Router Solicitation and Router Advertisenent (Type 133 and
134) nessages are essential to the establishnment and nai ntenance of
conmuni cations on the local link. Firewalls need to generate (since
the firewall will generally be behaving as a router) and accept these
nmessages to allow themto establish and naintain interfaces onto
their connected |inks.

A. 8. Redirect Messages

| CMPv6 Redirect Messages (Type 137) are used on the local link to

i ndicate that nodes are actually link-Iocal and comruni cations need
not go via a router, or to indicate a nore appropriate first-hop
router. Although they can be used to nake communi cations nore
efficient, they are not essential to the establishnent of

conmuni cations and may be a security vulnerability, particularly if a
link is not physically secured. Conformant nodes are required to
provi de configuration controls that suppress the generation of

Redi rect nessages and allow themto be ignored on reception. Using
Redi rect messages on, for exanple, a wireless link without link Ieve
encryption/authentication is particularly hazardous because the link
i's open to eavesdroppi ng and packet injection.

A.9. SEND Certificate Path Messages

SEND [ RFC3971] uses two nessages (Certificate Path Solicitation and
Advertisenent - Types 148 and 149) sent from nodes to supposed
routers on the sane local link to obtain a certificate path that wll
allow the node to authenticate the router’s claimto provide routing
services for certain prefixes. |If alink connected to a firewall/
router is using SEND, the firewall nust be able to exchange these
nmessages with nodes on the link that will use its routing services.

A.10. Muilticast Listener Discovery Messages

Mul ti cast Listener Discovery (M.D) version 1 [RFC2710] (Listener
Query, Listener Report, and Listener Done - Types 130, 131, and 132)
and version 2 [ RFC3810] (Listener Query and Listener Report version 2
- Types 130 and 143) nessages are sent on the local link to
comuni cat e between nulticast-capable routers and nodes that wish to
join or |leave specific nulticast groups. Firewalls need to be able
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to generate Listener nessages in order to establish conmunications
and may generate all the messages if they al so provide multicast
routing services.

A.11. Milticast Router Discovery Messages

Mul ticast Router Discovery [RFC4286] (Router Advertisenent, Router
Solicitation, and Router Termination - Types 151, 152, and 153)
nmessages are sent by nodes on the local Iink to discover multicast-
capabl e routers on the link, and by multicast-capable routers to
notify other nodes of their existence or change of state. Firewalls
that also act as nmulticast routers need to process these nessages on

their interfaces.
A.12. Router Renunbering Messages

| CMPv6 Router Renunbering (Type 138) conmand nessages can be received
and results nessages sent by routers to change the prefixes that they
advertise as part of Statel ess Address Configurati on [ RFC2461],

[ RFC2462] . These nessages are sent end-to-end to either the all-
routers nulticast address (site or |ocal scope) or specific unicast
addresses from a uni cast address.

Rout er Renunbering nessages are required to be protected by |Psec
aut hentication since they could be readily m sused by attackers to
di srupt or divert site comunications. Renunbering nessages shoul d
generally be confined to sites for this reason.

A.13. Node Information Query and Reply

| CMPv6 Node Information Query and Reply (Type 139 and 140) nessages
defined in [ RFC4620] are sent end-to-end between unicast addresses,
and they can also be sent to link-local nulticast addresses. They
can, in theory, be sent fromany node to any other, but it would
general ly not be desirable for nodes outside the |local site to be
able to send queries to nodes within the site. Also, these nessages
are not required to be authenticated.

A . 14. Mobile | Pv6 Messages

Mobile I Pv6 [ RFC3775] defines four |ICVMPv6 nessages that are used to
support nobile operations: Home Agent Address Discovery Request, Home
Agent Address Discovery Reply, Mbile Prefix Solicitation, and | CVP
Mobil e Prefix Advertisenent (Type 144, 145, 146, and 147) nessages.
These nessages are sent end-to-end between unicast addresses of a
nmobi | e node and its home agent. They nust be expected to be sent
fromoutside a site and nust traverse site-boundary firewalls to
reach the home agent in order for Mbile IPv6 to function. The two
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Mobi | e prefix messages should be protected by the use of | Psec
aut henti cati on.

o If the site provides hone agents for nobile nodes, the firewal
nmust all ow i nconmi ng Horme Agent Address Di scovery Request and
Mobile Prefix Solicitation nmessages, and out goi ng Home Agent
Addr ess Di scovery Reply and | CvP Mobil e Prefix Advertisenent

nessages. It may be desirable to linit the destination addresses
for the incom ng nessages to |links that are known to support hone
agents.

o If the site is prepared to host roaning nobile nodes, the firewall
nmust al | ow out goi ng Horme Agent Address Di scovery Request and
Mobil e Prefix Solicitation nmessages, and inconing Home Agent
Addr ess Di scovery Reply and | CVP Mobil e Prefix Advertisenent
nessages.

0 Admnistrators may find it desirable to prevent static nodes that
are normally resident on the site from behaving as nobil e nodes by
dr oppi ng Mobile I Pv6 nessages fromthese nodes.

A.15. Unused and Experinental Messages

A large nunber of |1CWPv6 Type val ues are currently unused. These
val ues have not had a specific function registered with IANA.  This
section describes how to treat nessages that attenpt to use these
Type values in a way of which the network administrator (and hence
the firewall) is not aware

[ RFC4443] defines a nunmber of experinental Type values for | CVvPv6
Error and Infornational nessages, which could be used in site-

speci fic ways. These nessages shoul d be dropped by transit networks
and at site edges. They should also not be propagated within sites
unl ess the network adninistrator is explicitly made aware of usage.

The codes reserved for future extension of the | CVWPv6 Type space
shoul d currently be dropped as this functionality is as yet
undef i ned.

Any | CWPv6 | nformational messages of which the firewall is not aware
shoul d be allowed to transit through the firewall but should not be
accepted for local delivery on any of its interfaces.

Unknown | CMPv6 Error nessages should be allowed to pass through
transit networks. At end site boundaries any incom ng | CMPv6 Error
messages of which the firewall is not aware may be all owed through
the firewall in line with the specification in [ RFC4443], which
requests delivery of unknown error messages to higher-|ayer protoco
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processes. However, adninistrators may wi sh to disallow forwarding
of these incom ng nessages as a potential security risk. Unknown

out goi ng Error messages shoul d be dropped as the administrator should
be aware of all nessages that could be generated on the site.

Al so, the SEAMOBY wor ki ng group has had an | CMPv6 nessage (Type 150)
all ocated for experinental use in two protocols. This nmessage is
sent end-to-end and nay need to pass through firewalls on sites that
are supporting the experinental protocols.

Appendi x B. Exanple Script to Configure I1CVPv6 Firewall Rules

Thi s appendi x contains an exanple script to inplenment nost of the
rul es suggested in this docunent when using the Netfilter packet
filtering systemfor Linux [netfilter]. Wen used with IPv6, the
"ip6tables’ command is used to configure packet filtering rules for
the Netfilter system The script is targeted at a sinple enterprise
site that may or may not support Mobile | Pv6.

#!/ bi n/ bash

# Set of prefixes on the trusted ("inner") side of the firewall
export | NNER_PREFI XES="2001: DB8: 85: : / 60"

# Set of hosts providing services so that they can be nade pingabl e
export PI NGABLE HOSTS="2001: DB8: 85: : / 64"

# Configuration option: Change this to 1 if errors allowed only for
# existing sessions

export STATE_ENABLED=0

# Configuration option: Change this to 1 if nmessages to/fromlink

# | ocal addresses should be filtered.

# Do not use this if the firewall is a bridge.

# Optional for firewalls that are routers.

export FILTER LI NK_LOCAL_ADDRS=0

# Configuration option: Change this to 0 if the site does not support
# Mobile | Pv6 Honme Agents - see Appendi x A 14

export HOVE_AGENTS_ PRESENT=1

# Configuration option: Change this to 0 if the site does not support
# Mobile I Pv6 nobil e nodes being present on the site -

# see Appendi x A 14

export MOBI LE_NODES PRESENT=1

i pétables -N icmpv6-filter
i p6tables -A FORWARD -p icnpv6 -j icnpve-filter

# Match scope of src and dest el se deny
# This capability is not provided for in base ip6tables functionality
# An extension (agr) exists which may support it.

#@ ODO@
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# ECHO REQUESTS AND RESPONSES

# Al'l ow out bound echo requests from prefixes which belong to the site
for inner_prefix in $I NNER_PREFI XES
do
i pétables -A icnpv6e-filter -p icnpv6 -s $inner_prefix \
--icnmpv6-type echo-request -j ACCEPT
done

# Al'l ow i nbound echo requests towards only predeterm ned hosts
for pingabl e_host in $PI NGABLE_HOSTS
do
i pétables -A icnmpv6-filter -p icnpv6 -d $pi ngabl e_host \
--icnpv6-type echo-request -j ACCEPT
done

if [ "$STATE_ENABLED' -eq "1" ]
t hen
# Al'l ow i ncomi ng and out goi ng echo reply nessages
# only for existing sessions
i pétables -A icnmpve-filter -mstate -p icnpvé \
--state ESTABLI SHED, RELATED --icnpv6-type \
echo-reply -j ACCEPT
el se
# Al'l ow both incom ng and outgoing echo replies
for pingabl e_host in $PI NGABLE_HOSTS
do
# Qutgoing echo replies from pingabl e hosts
i pétables -A icnmpv6-filter -p icnpv6 -s $pi ngabl e_host \
--icnpv6-type echo-reply -j ACCEPT
done
# Incoming echo replies to prefixes which belong to the site
for inner_prefix in $I NNER_PREFI XES
do
i pétables -A icnpv6e-filter -p icnpvé -d $inner_prefix \
--icnpv6-type echo-reply -j ACCEPT
done
fi

# Deny icnps to/fromlink |ocal addresses
# If the firewall is a router:
# These rul es should be redundant as routers should not forward
# link | ocal addresses but to be sure..
# DO NOT ENABLE these rules if the firewall is a bridge
if [ "$FILTER LI NK_LOCAL_ADDRS" -eq "1" ]
t hen
p

i pétables -A icnmpve-filter -p icnpvé -d fe80::/10 -j DROP
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i pétables -A icnmpve-filter -p icnmpv6é -s fe80::/10 -j DROP
fi

# Drop echo replies which have a nulticast address as a

# destination

i pétables -A icmpv6-filter -p icnpv6 -d ff00::/8 \
--icnpv6-type echo-reply -j DROP

# DESTI NATI ON UNREACHABLE ERRCOR MESSAGES

if [ "$STATE_ENABLED' -eq "1" ]
t hen
# Al l ow i ncom ng destination unreachabl e nessages
# only for existing sessions
for inner_prefix in $I NNER_PREFI XES
do
i pétables -A icnmpve-filter -mstate -p icnpvé \
-d $inner_prefix \
--state ESTABLI SHED, RELATED --i cnpv6-type \
desti nati on-unreachabl e -j ACCEPT
done
el se
# Al l ow i ncom ng destination unreachabl e nessages
for inner_prefix in $I NNER_PREFI XES
do
i pétables -A icnpv6e-filter -p icnpvé -d $inner_prefix \
--icnpv6-type destination-unreachable -j ACCEPT
done
fi

# Al | ow out goi ng destinati on unreachabl e nessages
for inner_prefix in $I NNER_PREFI XES
do
i pétables -A icnpv6e-filter -p icnpv6 -s $inner_prefix \
--icnpv6-type destination-unreachable -j ACCEPT
done

# PACKET TOO Bl G ERROR MESSAGES

if [ "$STATE_ENABLED' -eq "1" ]
t hen
# Al'l ow i nconmi ng Packet Too Bi g nessages
# only for existing sessions
for inner_prefix in $I NNER_PREFI XES
do
i pétables -A icnmpv6-filter -mstate -p icnmpv6 \
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-d $inner_prefix \
--state ESTABLI SHED, RELATED \
--icnmpv6e-type packet-too-big \
-j  ACCEPT
done
el se
# Al'l ow i nconmi ng Packet Too Bi g nessages
for inner_prefix in $I NNER_PREFI XES
do
i pétables -A icnpv6e-filter -p icnpvé -d $inner_prefix \
--icnmpv6-type packet-too-big -j ACCEPT
done
fi

# Al | ow out goi ng Packet Too Bi g nessages
for inner_prefix in $I NNER_PREFI XES
do
i pétables -A icnpv6e-filter -p icnpv6 -s $inner_prefix \
--icnmpv6-type packet-too-big -j ACCEPT
done

# TI VE EXCEEDED ERROR MESSAGES

if [ "$STATE_ENABLED' -eq "1" ]
t hen
# Al'low i ncoming tinme exceeded code 0 nessages
# only for existing sessions
for inner_prefix in $I NNER_PREFI XES
do
i pétables -A icnmpv6-filter -mstate -p icnmpv6 \
-d $inner_prefix \
--state ESTABLI SHED, RELATED --icnpv6-type packet-too-big \
-j ACCEPT
done
el se
# Al'low i ncoming tinme exceeded code 0 nessages
for inner_prefix in $I NNER_PREFI XES

do
i pétables -A icnpv6e-filter -p icnpv6 -d $inner_prefix \
--icnpve-type ttl-zero-during-transit -j ACCEPT
done
fi
#@OLl CY@

# Al'low incoming tinme exceeded code 1 nessages
for inner_prefix in $I NNER_PREFI XES
do
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i pétables -A icnpv6e-filter -p icnpvé -d $inner_prefix \
--icnpve-type ttl-zero-during-reassenbly -j ACCEPT
done

# Al'l ow outgoing tinme exceeded code 0 nessages
for inner_prefix in $I NNER_PREFI XES

do

i pétables -A icnpv6e-filter -p icnpv6 -s $inner_prefix \
--icnpve-type ttl-zero-during-transit -j ACCEPT

done

#@OLI CY@

# Al'l ow outgoing tinme exceeded code 1 nessages

for inner_prefix in $I NNER_PREFI XES

do

i pétables -A icnpv6e-filter -p icnpv6 -s $inner_prefix \
--icnpv6e-type ttl-zero-during-reassenbly -j ACCEPT

done

# PARAMETER PROBLEM ERROR MESSAGES

if [ "$STATE_ENABLED' -eq "1" ]
t hen
# Al l ow i ncom ng paraneter problemcode 1 and 2 nessages
# for an existing session
for inner_prefix in $I NNER_PREFI XES
do
i pétables -A icnmpve-filter -mstate -p icnpve \
-d $inner_prefix \
--state ESTABLI SHED, RELATED --i cnpv6-type \
unknown- header -t ype \
-j ACCEPT
i pétables -A icnmpve-filter -mstate -p icnpvé \
-d $inner_prefix \
--state ESTABLI SHED, RELATED \
--icnmpv6e-type unknown-option \
-j  ACCEPT
done
fi

# Al | ow out goi ng paraneter problemcode 1 and code 2 nessages
for inner_prefix in $I NNER_PREFI XES
do
i pétables -A icnpv6e-filter -p icnpv6 -s $inner_prefix \
--icnmpv6-type unknown- header-type -j ACCEPT
i pétables -A icnpv6e-filter -p icnpvé -s $inner_prefix \
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--icnmpv6-type unknown-option -j ACCEPT
done

#@OLI CY@

# Al'l ow i nconmi ng and out goi ng paraneter

# probl em code 0 nessages

for inner_prefix in $I NNER_PREFI XES

do

i pétables -Aicnpv6e-filter -p icnmpv6 \

--icnmpv6e-type bad- header \
-j  ACCEPT

done

# NEI GHBOR DI SCOVERY MESSACGES

# Drop NS/ NA nessages both incom ng and out goi ng
i p6tables -Aicnpv6e-filter -p icnmpv6 \

--icnmpv6-type neighbor-solicitation -j DROP
i pétables -Aicnpv6e-filter -p icnmpv6 \

--icnmpv6-type nei ghbor-advertisenent -j DROP

# Drop RS/ RA nessages both incom ng and out goi ng

i pétables -Aicnpv6e-filter -p icnmpv6 \
--icnmpve-type router-solicitation -j DROP

i pétables -Aicnpv6e-filter -p icnpv6 \
--icnmpv6-type router-advertisenent -j DROP

# Drop Redirect nmessages both incom ng and out goi ng
i p6tables -A icnmpve-filter -p icnpv6 --icnpv6-type redirect -j DROP

# M.D MESSAGES

# Drop incom ng and out goi ng

# Multicast Listener queries (M.Dvl and M.Dv2)

i pétables -A icnmpve-filter -p icnpv6 --icnpv6-type 130 -j DROP

# Drop incom ng and outgoing Milticast Listener reports (MDv1)
i pétables -A icnmpv6-filter -p icnmpv6 --icnpv6-type 131 -j DROP

# Drop incom ng and outgoing Milticast Listener Done nessages (M.Dvl)
i pétables -A icnmpve-filter -p icnpv6 --icnpv6-type 132 -j DROP

# Drop incom ng and outgoing Milticast Listener reports (MDv2)
i pétables -A icnmpve-filter -p icnpv6 --icnpv6-type 143 -j DROP

# ROUTER RENUMBERI NG MESSACGES
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# Drop router renunbering nessages
i pétables -A icnmpve-filter -p icnpv6 --icnpv6-type 138 -j DROP

# NODE | NFORMATI ON QUERI ES

# Drop node information queries (139) and replies (140)
i pétables -A icnmpve-filter -p icnpv6 --icnpv6-type 139 -j DROP
i pétables -A icnmpve-filter -p icnpv6 --icnpv6-type 140 -j DROP

# MOBI LE | Pv6 MESSAGES

# If there are nobile i pv6é home agents present on the
# trusted side allow
if [ "$HOVE_AGENTS PRESENT" -eq "1" ]
t hen
for inner_prefix in $I NNER_PREFI XES
do
#i nconi ng Home Agent address di scovery request
i pétables -A icnpv6e-filter -p icnpv6 -d $inner_prefix \
--icnmpve-type 144 -j ACCEPT
#out goi ng Honme Agent address discovery reply
i pétables -A icnpv6e-filter -p icnpv6 -s $inner_prefix \
--icnmpve-type 145 -j ACCEPT
#incom ng Mobile prefix solicitation
i pétables -A icnpv6e-filter -p icnpvé -d $inner_prefix \
--icnmpve-type 146 -j ACCEPT
#out goi ng Mobil e prefix adverti senent
i pétables -A icnpv6e-filter -p icnpv6 -s $inner_prefix \
--icnmpve-type 147 -j ACCEPT
done
fi

# |If there are roanmi ng nobil e nodes present on the
# trusted side all ow
if [ "$MOBI LE_NODES PRESENT" -eq "1" ]
t hen
for inner_prefix in $I NNER_PREFI XES
do
#out goi ng Home Agent address di scovery request
i pétables -A icnpv6e-filter -p icnpv6 -s $inner_prefix \
--icnpv6-type 144 -j ACCEPT
#i nconi ng Home Agent address discovery reply
i pétables -A icnpv6e-filter -p icnpv6 -d $inner_prefix \
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--icnmpve-type 145 -j ACCEPT

#out goi ng Mobile prefix solicitation

i pétables -A icnpv6e-filter -p icnpv6 -s $inner_prefix \
--icnmpve-type 146 -j ACCEPT

#i ncom ng Mbile prefix advertisenent

i pétables -A icnpv6e-filter -p icnpvé -d $inner_prefix \
--icnmpve-type 147 -j ACCEPT

done
fi

# DROP EVERYTHI NG ELSE

i p6tables -A icnmpve-filter -p icnpvé -j DROP
Exanpl e Netfilter Configuration Script for |CMPv6 Filtering
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