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Abstract

The Internet Small Conputer Systens Interface (i SCSI) protocol,
described in RFC 3720, allows for extension itens to the protocol in
the formof Private or Public Extension Keys. This docunent
describes a Public Extension Key for the purpose of enhancing i SCSI
supportability. The key acconplishes this objective by allow ng

i SCSI nodes to conmuni cate architecture details during the i SCS

| ogi n sequence. The receiving node can then use this infornmation for
enhanced | oggi ng and support. This docunent updates RFC 3720 to

all ow i SCSI extension itens to be defined by standards track RFCs and
experinmental RFCs in addition to informational RFCs.
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1. Introduction
1.1. Overview

Thi s docunment describes a declarative Public Extension Key, as
defined by Section 12.22 of RFC 3720 [2], that may be used to

conmuni cate additional i SCSI node information to the peer node in a
session. The information carried in the described key has been found
to be valuable in real iSCSI customer environnents as initiator and
target vendors collaborate to resolve technical issues and better
understand the interaction of iSCSI inplenmentations.

The key has been nodel ed after the HITP "Server" and "User-Agent"
header fields as specified in Sections 14.38 and 14.43 of RFC 2616
[3], with the text-value(s) of the key roughly equival ent to Product
Tokens in Section 3.8 of RFC 2616 [3]. Note, however, that the text-
val ue(s) in the key’'s list-of-values MIJST conformto the Text Format
as specified in Section 5.1 of RFC 3720 [2].

The key is sent during operational paraneter negotiation of an i SCS
session’s | ogin phase. The intended use of this key is to provide
enhanced | oggi ng and support capabilities, and to enable collection
of i SCSI inplenentation and usage infornmation.

1.2. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

2. Definition

The definition of the key is as follows, conform ng to Sections 11
and 12 of RFC 3720 [2], with exanple list-of-values conformng to
Section 5.1 of RFC 3720 [2].

The key is defined with a use of "LO', naking it a Leading Only key,
and does not nodify Sections 11 or 12 of RFC 3720 [2]. Thus, the key
MJUST only be sent on the |eading connection, MJST NOT be changed
after the | eading connection login, and MJST only be sent after the
security negotiation |ogin stage has conpl eted (during operati onal
negotiation login stage). The key may be sent during normal or

di scovery sessions.
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2.1. X#NodeArchitecture

Use: LO, Declarative
Senders: Initiator and Target
Scope: SW

X#NodeAr chi t ect ure=<li st - of - val ues>
Exanpl es:

X#NodeAr chi t ect ur e=Exanpl eCS/ v1234, Exanpl el nc_SWInitiator/1.05a
X#NodeAr chi t ect ur e=Exanpl el nc_HW I niti ator/ 4010, Firmvare/2.0.0.5
X#NodeAr chi t ect ur e=Exanpl elnc_SW lnitiator/ 2.1, CPU_Arch/i 686

The initiator or target declares the details of its i SCSI node
architecture to the renote endpoint. These details nay include, but
are not limted to, iSCSI vendor software, firmwvare, or hardware
versions, the OS version, or hardware architecture.

The length of the key value (total length of the |ist-of-values) MJST
NOT be greater than 255 bytes.

X#NodeAr chi tecture MJST NOT be redecl ar ed.
3. Inplenmentation

Functi onal behavior of the i SCSI node (this includes the i SCSI
protocol logic -- the SCSI, iSCSI, and TCP/IP protocols) MJST NOT
depend on the presence, absence, or content of the key. The key MJST
NOT be used by i SCSI nodes for interoperability, or exclusion of

ot her nodes. To ensure proper use, key values SHOULD be set by the
node itself, and there SHOULD NOT be provisions for the key values to
contain user-defined text.

Nodes i npl enenting this key MJST choose one of the foll ow ng
i npl enent ati on options:

o only transmit the key,
o only log the key val ues received from ot her nodes, or
o0 both transmit and | og the key val ues.

Each node choosing to inplenent transmni ssion of the key val ues MJST
be prepared to handl e the response of RFC 3720 [2] conpliant nodes
that do not understand the key (RFC 3720 [2] states that conpliant
nodes MJUST respond with X#NodeArchitecture=Not Under st ood) .

Nodes that inplenment transm ssion and/or |ogging of the key val ues
may al so i nplenent adninistrative nmechani sns that di sable and/or
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change the | ogging and key transmi ssion detail (see Security

Consi derations). Thus, a valid behavior for this key may be that a
node is conpletely silent (the node does not transmt any key val ue,
and sinply discards any key values it receives wthout issuing a

Not Under st ood response).

4. Security Considerations

This extension key transnits specific inplenentation details about
the node that sends it; such details nay be considered sensitive in
some environnents. For exanple, if a certain software or firmware
version is known to contain security weaknesses, announcing the
presence of that version via this key nay not be desirable. The
counterneasures for this security concern are:

0 sending less detailed information in the key val ues,
o not sending the extension key, or

0 using IPsec to provide confidentiality for the i SCSI connection on
which the key is sent (see RFC 3720 [2] and RFC 3723 [4]).

To support the first and second counterneasures, all inplenentations
of this extension key MJST provide an administrative mechanismto

di sabl e sending the key. |In addition, all inplenentations SHOULD
provide an administrative mechanismto configure a verbosity |evel of
the key val ue, thereby controlling the amount of information sent.
For example, a |ower verbosity might enable transni ssion of node
archi tecture conmponent names only, but no version nunbers.

The choi ce of which counternmeasure is nost appropriate depends on the
environnent. However, sending |ess detailed information in the key
val ues nay be an acceptabl e counterneasure in many environnents,
since it provides a conprom se between sending too nuch information
and the other nore conpl ete counterneasures of not sending the key at
all or using IPsec.

In addition to security considerations involving transm ssion of the
key contents, any |oggi ng nethod(s) used for the key val ues MJST keep
the informati on secure fromintruders. For all inplenentations, the
requirenments to address this security concern are:

o Display of the log MIUST only be possible with administrative
rights to the node.

0 Options to disable logging to disk and to keep logs for a fixed
dur ati on SHOULD be provi ded.
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Finally, it is inmportant to note that different nodes may have
different levels of risk, and these differences nay affect the

i npl enentation. The conponents of risk include assets, threats, and
vul nerabilities. Consider the follow ng exanple i SCSI nodes, which
denonstrate differences in assets and vulnerabilities of the nodes,
and as a result, differences in inplenentation:

0 One iSCSlI target based on a special - purpose operating system
Since the i SCSI target controls access to the data storage
contai ni ng conpany assets, the asset level is seen as very high
Al so, because of the special-purpose operating system in which
vulnerabilities are I ess well-known, the vulnerability level is
vi ened as | ow.

o Miltiple iSCSI initiators in a blade farm each running a general -
pur pose operating system The asset |evel of each node is viewed
as |low, since blades are replaceable and | ow cost. However, the
vulnerability level is viewed as high, since there are many well -
known vul nerabilities to the general - purpose operating system

For the above target, an appropriate inplenentation nmight be |ogging
of received key val ues, but no transm ssion of the key. For the
initiators, an appropriate inplenmentation mght be transm ssion of
the key, but no | oggi ng of received key val ues.

5. | ANA Consi derati ons

The standards action of this docunent updates RFC 3720 to all ow any
i SCSI extension item specifically X# extension text keys, Y# digest
al gorithms, and Z# authentication nethods, to be defined by a
standards track, experinmental, or informational RFC. This docunent
is a standards track RFC that defines an X# extension text key.

| ANA registered this key as foll ows:

0 Key Nane: X#NodeArchitecture

0 Description: Node architecture details

0 Reference: [RFC4850]

The update to RFC 3720 to allow additional types of RFCs for iSCS
Extension itens has the sane effect as if the foll ow ng changes were

made to the text of RFC 3720 (RFC text cannot be changed after
publ i cation):
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1) In Section 11.1, the requirenent that Z# Authentication methods
"MUST be described by an informational RFC." is changed to "MJST
be described by a standards track RFC, an experinmental RFC, or an
i nformati onal RFC. "

2) In Section 12.1, the requirenent that Y# Digest algorithms "MJST
be described by an informational RFC." is changed to "MJST be
descri bed by a standards track RFC, an experinental RFC, or an
i nformati onal RFC. "

3) In Section 12.22, the requirenment that X# text keys "MJST be
described by an informational RFC." is changed to "MJST be
descri bed by a standards track RFC, an experinental RFC, or an
i nformati onal RFC. "

4) In Section 13.3, the description of allowed RFC types for
extension itens is changed from "The RFC may be infornmational
rat her than Standards-Track," to "The RFC MJST be standards track,
experinmental, or informational,"

5) In Section 13.5.2, the phrase "standards track" is changed to
"standards track or experinmental" in the last sentence of the
first paragraph, so that the sentence reads: "If the specification
is a standards track or experinmental docunent, the usual |ETF
procedures for such docunents are foll owed."

The registries for i SCSI extension itens should be managed as if
t hese changes had been made to the text of RFC 3720.
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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