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Abstract

The Layer 2 Tunneling Protocol, Version 3 (L2TPv3) defines a protocol
for tunneling a variety of payload types over |IP networks. This
docunent defines howto carry an MPLS | abel stack and its payl oad
over the L2TPv3 data encapsul ation. This enables an application that
traditionally requires an MPLS-enabl ed core network, to utilize an
L2TPv3 encapsul ati on over an I P network instead.
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1. Introduction

Thi s docunent defines how to encapsul ate an MPLS | abel stack and its
payl oad inside the L2TPv3 tunnel payload. After defining the MPLS
over L2TPv3 encapsul ati on procedure, other MPLS over |IP encapsul ation
options, including I P, Generic Routing Encapsulation (GRE), and | Psec
are discussed in context with MPLS over L2TPv3 in an Applicability
section. This docunment only describes encapsul ati on and does not
concern itself with all possible MPLS based applications that may be
enabl ed over L2TPv3.

1.1. Specification of Requirements

In this docunment, several words are used to signhify the requirenents
of the specification. These words are often capitalized. The key
words "MJST", "MJUST NOT", "REQUI RED', "SHALL", "SHALL NOT", " SHOULD'
"SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [ RFC2119].

2. MPLS over L2TPv3 Encoding

MPLS over L2TPv3 allows tunneling of an MPLS stack [RFC3032] and its
payl oad over an |IP network, utilizing the L2TPv3 encapsul ati on
defined in [RFC3931]. The MPLS Label Stack and payload are carried
intheir entirety followwng IP (either 1Pv4 or 1Pv6) and L2TPv3
headers.
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Figure 2.1 MPLS Packet over L2TPv3/IP

The L2TPv3 encapsul ation carrying a single MPLS | abel stack entr
as foll ows:
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Figure 2.2 MPLS over L2TPv3 encapsul ation

When encapsul ating MPLS over L2TPv3, the L2TPv3 L2-Specific Subl
MAY be present. It is generally not present; hence, it is not
included in Figure 2.2. The L2TPv3 Session | D MJST be present.
Cooki e MAY be present.

Session I D

The L2TPv3 Session IDis a 32-bit identifier field locally
sel ected as a | ookup key for the context of an L2TP Sessi on
L2TP Sessi on contai ns necessary context for processing a rece
L2TP packet. At a mninmum such context contains whether the
Cooki e (see description below) is present, the value it was

y is

Label
St ack
Entry

ayer

The

An
i ved

assi gned, the presence and type of an L2TPv3 L2-Specific Subl ayer,

as well as what type of tunneled encapsulation follows (i.e.,
Frame Rel ay, Ethernet, MPLS, etc.)
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Cooki e

The L2TPv3 Cookie field contains a variable-length (nmaxi num 64
bits), randomy assigned value. It is intended to provide an
additional level of guarantee that a data packet has been directed
to the proper L2TP session by the Session ID. Wile the Session

I D may be encoded and assigned any val ue (perhaps optin zing for

| ocal | ookup capabilities, redirection in a distributed forwardi ng
architecture, etc.), the Cookie MJIST be selected as a
cryptographically random val ue [ RFC4086], with the added
restriction that it not be the same as a recently used value for a
given Session ID. A well-chosen Cookie will prevent inadvertent

nm sdirection of a stray packet containing a recently reused
Session ID, a Session ID that is subject to packet corruption, and
protection agai nst sone specific malicious packet insertion
attacks, as described in nore detail in Section 4 of this
docunent .

Label Stack Entry
An MPLS | abel stack entry as defined in [ RFC3032].

The optional L2-Specific Sublayer (defined in [RFC3931]) is generally
not present for MPLS over L2TPv3.

Generic | P encapsul ati on procedures, such as fragnmentation and MIU
consi derations, handling of Tine to Live (TTL), EXP, and
Differentiated Services Code Point (DSCP) bits, etc. are the sane as
the "Conmon Procedures"” for | P encapsul ation of MPLS defined in
Section 5 of [RFC4023] and are not reiterated here.

3. Assigning the L2TPv3 Session I D and Cooki e

Much like an MPLS | abel, the L2TPv3 Session |ID and Cooki e nmust be

sel ected and exchanged between participating nodes before L2TPv3 can
operate. These values may be configured manually, or distributed via
a signaling protocol. This docunment concerns itself only with the
encapsul ati on of MPLS over L2TPv3; thus, the particul ar nethod of
assigning the Session ID and Cookie (if present) is out of scope.

4. Applicability

The methods defined in [RFC4023], [ MPLS-1PSEC], and this docunent al
descri be nmethods for carrying MPLS over an |IP network. Cases where
MPLS over L2TPv3 is conparable to other alternatives are discussed in
this section.

Townsl ey, et al. St andar ds Track [ Page 4]



RFC 4817 MPLS over L2TPv3 March 2007

It is generally sinpler to have one’s border routers refuse to accept
an MPLS packet than to configure a router to refuse to accept certain
MPLS packets carried in IP or GREto or fromcertain |IP sources or
destinations. Thus, the use of IP or GRE to carry MPLS packets

i ncreases the likelihood that an MPLS | abel -spoofing attack will
succeed. L2TPv3 provides an additional |evel of protection against
packet spoofing before allowing a packet to enter a Virtual Private
Network (VPN) (nuch like |Psec provides an additional |evel of
protection at a Provider Edge (PE) router rather than relying on
Access Control List (ACL) filters). Checking the value of the L2TPv3
Cookie is simlar to any sort of ACL that inspects the contents of a
packet header, except that we give ourselves the luxury of "seeding"
the L2TPv3 header with a value that is very difficult to spoof.

MPLS over L2TPv3 nay be advant ageous conpared to [ RFC4023], if:

Two routers are already "adjacent" over an L2TPv3 tunnel
establ i shed for sone other reason, and wi sh to exchange MPLS
packets over that adjacency.

| mpl enent ati on consi derations dictate the use of MPLS over L2TPv3.
For exanple, a hardware device may be able to take advantage of
the L2TPv3 encapsul ation for faster or distributed processing.

Packet spoofing and insertion, service integrity and resource
protection are of concern, especially given the fact that an IP
tunnel potentially exposes the router to rogue or inappropriate IP
packets from unknown or untrusted sources. |P Access Contro

Li sts (ACLs) and nunbering nmethods nmay be used to protect the PE
routers fromrogue |IP sources, but may be subject to error and
cunbersone to naintain at all edge points at all tinmes. The
L2TPv3 Cooki e provi des a sinple neans of validating the source of
an L2TPv3 packet before allowi ng processing to continue. This
val i dation offers an additional |evel of protection over and above
P ACLs, and a validation that the Session ID was not corrupted in
transit or suffered an internal |ookup error upon receipt and
processing. |f the Cookie value is assigned and distributed
automatically, it is less subject to operator error, and if
selected in a cryptographically randomnature, |ess subject to
bl i nd guesses than source | P addresses (in the event that a hacker
can insert packets within a core network).

(The first two of the above applicability statenments were adopted
from [ RFC4023].)

In summary, L2TPv3 can provide a bal ance between the Iimted security

agai nst | P spoofing attacks offered by [ RFC4023] vs. the greater
security and associ ated operational and processi ng overhead offered
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by [ MPLS-1 PSEC]. Further, MPLS over L2TPv3 nay be faster in sone
hardware, particularly if that hardware is already optim zed to
classify incom ng L2TPv3 packets carrying IP franed in a variety of
ways. For exanple, |P encapsul ated by H gh-Level Data Link Contro
(HDLC) or Frame Relay over L2TPv3 may be equivalent in conplexity to
| P encapsul ated by MPLS over L2TPv3.

5. Congestion Considerations

Thi s docunent specifies an encapsul ati on nethod for MPLS inside the
L2TPv3 tunnel payload. MPLS can carry a nunber of different
protocol s as payl oads. Wen an MPLS/ L2TPv3 flow carries |P-based
traffic, the aggregate traffic is assuned to be TCP friendly due to

t he congestion control mechani snms used by the payload traffic.

Packet loss will trigger the necessary reduction in offered | oad, and
no additional congestion avoi dance action is necessary.

When an MPLS/ L2TPv3 flow carries payload traffic that is not known to
be TCP friendly and the flow runs across an unprovi sioned path that
could potentially becone congested, the application that uses the
encapsul ation specified in this docunment MJST enpl oy additi onal
mechani sns to ensure that the offered | oad is reduced appropriately
during periods of congestion. The MPLS/ L2TPv3 flow shoul d not exceed
the average bandwidth that a TCP fl ow across the same network path
and experiencing the same network conditions woul d achi eve, neasured
on a reasonable tinmescale. This is not necessary in the case of an
unprovi si oned path through an over-provisi oned network, where the
potential for congestion is avoided through the over-provisioning of
t he networKk.

The conparison to TCP cannot be specified exactly but is intended as
an "order-of - magni tude" conparison in tinmescale and throughput. The
ti mescal e on which TCP throughput is neasured is the roundtrip tine
of the connection. |In essence, this requirenent states that it is
not acceptable to deploy an application using the encapsul ation
specified in this docunent on the best-effort Internet, which
consunes bandwi dth arbitrarily and does not conpete fairly with TCP
within an order of nagnitude. One method of determ ning an
acceptabl e bandwidth is described in [ RFC3448]. O her methods exi st,
but are outside the scope of this docunent.

6. Security Considerations

There are three mai n concerns when transporting MPLS-1abeled traffic
between PEs using IP tunnels. The first is the possibility that a
third party may insert packets into a packet stream between two PEs.
The second is that a third party might view the packet stream between
two PEs. The third is that a third party may alter packets in a
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stream between two PEs. The security requirenents of the
applications whose traffic is being sent through the tunne
characterizes how significant these issues are. Operators may use
multiple methods to mitigate the risk, including access lists,

aut hentication, encryption, and context validation. Operators should
consider the cost to mitigate the risk

Security is also discussed as part of the applicability discussion in
Section 4 of this docunent.

6.1. |In the Absence of |Psec

If the tunnels are not secured with | Psec, then sonme other nethod
shoul d be used to ensure that packets are decapsul ated and processed
by the tunnel tail only if those packets were encapsul ated by the
tunnel head. |If the tunnel lies entirely within a single

admi ni strative domain, address filtering at the boundaries can be
used to ensure that no packet with the I P source address of a tunne
endpoint or with the I P destination address of a tunnel endpoint can
enter the donmain from outside.

However, when the tunnel head and the tunnel tail are not in the sane
admi ni strative domain, this may becone difficult, and filtering based
on the destination address can even becone inpossible if the packets
nmust traverse the public Internet.

Sonetines, only source address filtering (but not destination address
filtering) is done at the boundaries of an adm nistrative domain. |If
this is the case, the filtering does not provide effective protection
at all unless the decapsul ator of MPLS over L2TPv3 validates the IP
source address of the packet.

Additionally, the "Data Packet Spoofing" considerations in Section
8.2 of [RFC3931] and the "Context Validation" considerations in
Section 6.2 of this docunent apply. Those two sections highlight the
benefits of the L2TPv3 Cooki e.

6.2. Context Validation

The L2TPv3 Cooki e does not provide protection via encryption.

However, when used with a sufficiently random 64-bit value that is
kept secret froman off-path attacker, the L2TPv3 Cooki e nay be used
as a sinple yet effective packet source authentication check which is
quite resistant to brute force packet-spoofing attacks. It also
alleviates the need to rely solely on filter lists based on a list of
valid source I P addresses, and thwarts attacks that could benefit by
spoofing a pernitted source | P address. The L2TPv3 Cooki e provi des a
nmeans of validating the currently assigned Session ID on the packet
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flow, providing context protection, and may be deened conplinentary
to securing the tunnel utilizing IPsec. In the absence of
cryptographic security on the data plane (such as that provided by

| Psec), the L2TPv3 Cooki e provides a sinple nmethod of validating the
Session I D | ookup performed on each L2TPv3 packet. |If the Cookie is
sufficiently random and remai ns unknown to an attacker (that is, the
attacker has no way to predict Cookie values or nonitor traffic

bet ween PEs), then the Cookie provides an additional neasure of
protection against nmalicious spoofed packets inserted at the PE over
and above that of typical |P address and port ACLs.

6.3. Securing the Tunnel with |IPsec

L2TPv3 tunnel s nmay al so be secured using | Psec, as specified in
Section 4.1.3 of [RFC3931]. |[|PSec may provi de authentication

privacy protection, integrity checking, and replay protection. These
functions may be deened necessary by the operator. Wen using |IPsec,
the tunnel head and the tunnel tail should be treated as the

endpoi nts of a Security Association. A single |IP address of the
tunnel head is used as the source |IP address, and a single |IP address
of the tunnel tail is used as the destination IP address. The neans
by whi ch each node knows the proper address of the other is outside

t he scope of this docunent. However, if a control protocol is used
to set up the tunnels, such control protocol MJST have an

aut henti cati on mechani sm and this MJST be used when the tunnel is
set up. |If the tunnel is set up automatically as the result of, for
exanmpl e, information distributed by BGP, then the use of BG™ s
Message Di gest 5 (MD5)-based authentication nechani smcan serve this
pur pose.

The MPLS over L2TPv3 encapsul ated packets shoul d be consi dered as
originating at the tunnel head and being destined for the tunnel
tail; IPsec transport node SHOULD t hus be used.

Note that the tunnel tail and the tunnel head are Label Sw tched Path
(LSP) adj acencies (for label distribution adjacencies, see

[ RFC3031] ), which neans that the topnost |abel of any packet sent

t hrough the tunnel nust be one that was distributed by the tunne

tail to the tunnel head. The tunnel tail MJST know precisely which

| abels it has distributed to the tunnel heads of |Psec-secured
tunnels. Labels in this set MIUST NOT be distributed by the tunnel
tail to any LSP adjacencies other than those that are tunnel heads of
| Psec-secured tunnels. |If an MPLS packet is received w thout an

| Psec encapsulation, and if its topnost label is in this set, then

t he packet MJST be di scarded.
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Securing L2TPv3 using | Psec MJST provi de authentication and
integrity. (Note that the authentication and integrity provided wll
apply to the entire MPLS packet, including the MPLS | abel stack.)

Consequently, the inplenentati on MUST support Encapsul ating Security
Payl oad (ESP) with null encryption. ESP with encryption MAY be
supported if a source requires confidentiality. |If ESP is used, the
tunnel tail MJST check that the source |IP address of any packet
received on a given Security Association (SA) is the one expected.

Key distribution nay be done either nanually or automatically by
means of the Internet Key Exchange (IKE) Protocol [RFC2409] or |KEv2
[ RFC4306] . WManual keying MJST be supported. |If automatic keying is
i nplemrented, IKE in main node with preshared keys MJST be support ed.
A particular application may escalate this requirenent and request

i npl erentati on of automatic keying. Manual key distribution is much
sinpler, but also |less scalable, than automatic key distribution. If
replay protection is regarded as necessary for a particular tunnel
automati c key distribution should be configured.
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