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Abstract
Thi s docunent defines an Extensible Authentication Protocol (EAP)
nmet hod cal | ed EAP- PAX (Password Authenticated eXchange). This nethod
is a lightweight shared-key authentication protocol with optional
support for key provisioning, key managenent, identity protection,

and aut henti cated data exchange.
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1. Introduction

EAP- PAX (Password Aut henticated eXchange) is an Extensible

Aut henti cation Protocol (EAP) nethod [ RFC3748] designed for

aut hentication using a shared key. It nakes use of two separate
subprot ocol s, PAX_STD and PAX_SEC. PAX_STD is a sinple, |ightweight
protocol for nutual authentication using a shared key, supporting

Aut henti cated Data Exchange (ADE). PAX SEC conpl enments PAX _STD by
provi di ng support for shared-key provisioning and identity protection
usi ng a server-side public key.
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The idea notivating EAP-PAX is a desire for device authentication
boot strapped by a sinple Personal Ildentification Nunber (PIN). If a
weak key is used or a expiration period has el apsed, the

aut hentication server forces a key update. Rather than using a
symmetric key exchange, the client and server performa Diffie-
Hel | man key exchange, which provides forward secrecy.

Since inplementing a Public Key Infrastructure (PKI) can be

cunber sone, PAX SEC defines multiple client security policies,

sel ect abl e based on one’s threat nodel. |In the weakest node, PAX_SEC
all ows the use of raw public keys conpletely elininating the need for
a PKI. 1In the strongest node, PAX SEC requires that EAP servers use
certificates signed by a trusted Certification Authority (CA). In

t he weaker nodes, during provisioning PAX SECis vulnerable to a
man-in-the-middl e dictionary attack. 1In the strongest node, EAP-PAX
is provably secure under the Random Oracl e nodel

EAP- PAX supports the generation of strong key material; mutua

aut henti cation; resistance to desynchroni zation, dictionary, and
man-i n-the-middl e attacks; ciphersuite extensibility with protected
negotiation; identity protection; and the authenticated exchange of
data, useful for inplenenting channel binding. These features
satisfy the EAP nethod requirenments for wireless LANs [ RFC4017],
maki ng EAP-PAX ideal for wireless environnments such as | EEE 802. 11
[ | EEE. 80211] .

1.1. Language Requirenents

In this docunment, several words are used to signhify the requirenents
of the specification. The key words "MJST", "MJST NOT", "REQUI RED'
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .

1.2. Termnol ogy

Thi s section describes the various variables and functions used in
t he EAP-PAX protocol. They will be referenced frequently in later

secti ons.
Vari abl es:
D

User-supplied client ID specified as a Network Access ldentifier
(NAI') [RFC4282], restricted to 65535 octets

public Diffie-Hellman generator, typically the integer 2 [ RFC2631]
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M
128-bit random i nteger generated by the server

N
128-bit random i nteger generated by the client

X
256-bit random i nteger generated by the server

Y
256-bit random integer generated by the client

Keys:

AK
aut henti cation key shared between the client and EAP server

AK’
new aut henti cati on key generated during a key update

Cert PK
EAP server’s certificate containing public key PK

CK
Confirmation Key generated fromthe MK and used during
aut hentication to prove know edge of AK

ENMBK
Ext ended Master Session Key al so generated fromthe MK and
cont ai ni ng addi ti onal keying materi al

IV
Initialization Vector used to seed ciphers; exported to the
aut henti cat or

M D
Met hod I D used to construct the EAP Session I D and consequently
name all the exported keys [I|ETF. KEY]

MK
Mast er Key between the client and EAP server from which all other
EAP net hod session keys are derived

VBK

Mast er Session Key generated fromthe MK and exported by the EAP
net hod to the authenticator
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PK

EAP- PAX

EAP server’s public key

Qper ati ons:

enc_X(Y)

encryption of nessage Y with public key X

MAC_X(Y)

keyed nessage aut hentication code conputed over

symetric key X

PAX- KDF-W X, Y, 2)
PAX Key Derivation Function conputed using secret X, ident

and seed Z,

and produci ng Woctets of output

string or binary data concatenation

2. Overview

The EAP franmework [RFC3748] defines four

Novenber 2006

nessage Y with

ifier Y,

basic steps that occur

during the execution of an EAP conversati on between client and
irst phase, discovery, is handled by the underlying

server. The f

i nk-1ayer protocol.

key distribution and secure associ ati on phases are handl ed

differently depending on the underlying protocol,

di scussed in t
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+ +
| EAP- Request /Il dentity

| < |
| _ |
| EAP-Response/ldentity |
A i
| EAP- PAX (STD or SEQ) |
I e >|
I -
I e >|
| _ |
| EAP- Success or EAP-Failure |
| S |
+ +

Fi gure 1: EAP-PAX Packet Exchanges
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There are two di stinct subprotocols that can be executed. The first,
PAX_STD, is used during typical authentications. The second,
PAX_SEC, provides nore secure features such as key provisioning and
identity protection.

PAX_STD and PAX_SEC have two npdes of operation. Wen an AK update
is being performed, the client and server exchange Diffie-Hell man
exponents g”"X and g*Y, which are conputed nodulo prine P or over an
elliptic curve multiplicative group. Wen no update is being
perforned, and only session keys are being derived, X and Y are
exchanged. Using Diffie-Hellnman during the key update provides
forward secrecy, and secure key derivation when a weak provisioned
key is used.

The main depl oynent difference between PAX_STD and PAX_SEC is that
PAX_SEC requires a server-side public key. Mdre specifically, that
nmeans a private key known only to the server with correspondi ng
public key being transmitted to the client during each PAX SEC
session. For every authentication, the client is required to conpute
computationally intensive public-key operations. PAX STD, on the

ot her hand, uses purely symetric operations, other than a possible
Diffie-Hell man exchange.

Each of the protocols is now defined.
2.1. PAX_STD Protocol

PAX_STD is a sinple nonce-based authentication using the strong

| ong-term key. The client and server each exchange 256 bits of
random data, which is used to seed the PAX-KDF for generation of
sessi on keys. The randomy exchanged data in the protocol differs
dependi ng on whet her a key update is being performed. |If no key
update is being performed, then let:

o A=X
o B=Y
o E=X]|| Y

Thus, A and B are 256-bit values and E is their 512-bit
concatenation. To provide forward secrecy and security, let the
following be true when a key update is being perforned:

o A= g™X
o B =g\Y
o E = gN(XY)

Here A and B are Diffie-Hell man exponents whose length is determ ned
by the Diffie-Hellman group size. The value Ais data transmitted
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fromthe server to the client, and Bis data transnitted fromthe
client to the server. The value E is the entropy conputed by each
that is used in Section 2.4 to performkey derivation.

The full protocol is as follows:

0 PAX STD-1 : client <- server : A

o0 PAX_STD-2 : client -> server : B, D, MCCK(A B, CD)),
[optional ADE]

o PAX_STD-3 : client <- server : MAC CK(B, CID), [optional ADE]

0 PAX-ACK : client -> server : [optional ADE]

See Section 2.3 for nore informati on on the ADE component, and
Section 2.4 for the key derivation process, including derivation of
CK.

2.2. PAX_SEC Protocol
PAX_SEC is the high-security protocol designed to provide identity
protection and support for provisioning. PAX SEC requires a server-
side public key, and public-key operations for every authentication.

PAX_SEC can be perfornmed with and without key update. Let A B, and
E be defined as in the previous section.

The exchanges for PAX SEC are as foll ows:

0 PAX SEC-1: client <- server : M PK or CertPK

o0 PAX_SEC-2 : client -> server : Enc_PK(M N, CID)

0 PAX_SEC-3 : client <- server : A MAC NA, CID

o0 PAX_SEC-4 : client -> server : B, MAC CK(A, B, CID), [optional
ADE]

0 PAX_SEC-5 : client <- server : MAC CK(B, CID), [optional ADE]

0 PAX-ACK : client -> server : [optional ADE]

See Section 2.3 for nore informati on on the ADE component, and
Section 2.4 for the key derivation process, including derivation of
CK.

Use of CertPK is optional in PAX SEC, however, careful consideration
shoul d be given before omtting the CertPK. The followi ng table
descri bes the risks involved when usi ng PAX_SEC wi thout a
certificate.
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Certificate | Pr ovi si oni ng | I dentity
Mode | | Protection
No Certificate | MTMof fline | I D reveal attack
| dictionary attack |
_________________ e
Sel f - Si gned | MTMof fline | I D reveal attack
Certificate | dictionary attack |
_________________ e
Certificate/ PK | MTMof fline | I D reveal attack
Cachi ng | dictionary attack | during first auth
_________________ e
CA- Si gned | secur e mnut ual | secur e mnut ual
Certificate | aut henti cati on | aut henti cati on
Figure 2: Table of Different Security Mdes
When using PAX SEC to support provisioning with a weak key, use of a

CA-signed certificate is RECOWENDED. When not using a CA-signed
certificate, the initial authentication is vulnerable to an offline
man-in-the-nmddle (MTM dictionary attack

When using PAX SEC to support identity protection, use of either a
CA-signed certificate or key caching is RECOWENDED. Cachi ng

i nvolves a client recording the public key of the EAP server and
verifying its consistency between sessions, simlar to Secure SHel
(SSH) Protocol [RFC4252]. O herw se, an attacker can spoof an EAP
server during a session and gain know edge of a client’s identity.

clients MJUST validate that the
KeyPur posel D, is either

Whenever certificates are used,
certificate' s extended key usage,

"eapOver PPP" or "eapOver LAN' [ RFC3280][ RFC4334]. If the underlying
EAP transport protocol is known, then the client MIST differentiate
bet ween these values. For exanple, an | EEE 802. 11 supplicant SHOULD
requi re KeyPurposel D == eapOver LAN. By not distinguishing, a client

coul d accept as valid an unauthorized server certificate.

When using EAP-PAX with Wreless LAN, clients SHOULD val i date that
the certificate’'s wl anSSI D ext ensi on natches the SSID of the network
to which it is currently authenticating.

In order to facilitate discussion of packet validations, three client
security policies for PAX SEC are defi ned.

open
Clients support both use of PK and CertPK. If CertPK is used, the
client MJUST validate the KeyPurposel D
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cachi ng
Clients save PK for each EAP server the first tine it encounters
the server, and SHOULD NOT authenticate to EAP servers whose
public key has been changed. If CertPK is used, the client MJST
val i date the KeyPurposel D

strict
In strict node, clients require servers to present a valid
certificate signed by a trusted CA. As with the other nodes, the
KeyPur posel D MUST be val i dat ed.

Servers SHOULD support the PAX SEC node of operation, and SHOULD
support both the use of PK and CertPK with PAX SEC. dients MJST
support PAX SEC, and MJST be capabl e of accepting both raw public
keys and certificates fromthe server. Local security policy wll
define which forns of key or certificate authentications are

perm ssible. Default configurations SHOULD require a m ni mum of the
caching security policy, and MAY require strict.

The ability to perform key managenment on the AK is built in to EAP-
PAX t hrough the use of AK . However, key managenent of the server
public key is beyond the scope of this docunent. |f self-signed
certificates are used, the deployers should be aware that expired
certificates may be difficult to replace when the caching security
node i s used.

See Section 4 for further discussion on security considerations.
2.3. Authenticated Data Exchange

Messages PAX STD- 2, PAX _STD 3, PAX SEC-4, PAX_SEC-5, and PAX_ACK
contain optional conponent ADE. This conmponent is used to convey
aut henti cated data between the client and server during the

aut henti cati on.

The Aut henticated Data Exchanged (ADE) can be used in a variety of
ways, including the inplenentation of channel bindings. Channel

bi ndi ngs all ow |ink-1ayer network properties to be securely validated
by the EAP client and server during the authentication session.

It is inportant to note that ADE is not encrypted, so any data
included will not be confidential. However, since these packets are
all protected by the Integrity Check Value (I1CV), authenticity is
guar ant eed.
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The ADE el enent consists of an arbitrary nunber of subel enents, each
with length and type specified. |f the nunber and si
subel ements is too |large, packet fragnentation will be necessary.

Vendor - speci fic options are supported.

ze of

See Section 3. 3.

Note that nore than 1.5 round-trips nay be necessary to execute a
henti cated protocol within EAP-PAX. In this case,

i nstead of sendi ng an EAP-Success after receiving the PAX_ ACK, the
server can continue sendi ng PAX ACK nessages with attached el enents.
The client responds to these PAX ACK nessages w th PAX _ACK nessages

particul ar aut

possi bly containing nore ADE el enents.

sonething |ike the foll ow ng:

| PAX_STD-1 |

Such an execution coul d | ook

Figure 3: Extended Di agram of EAP- PAX Packet Exchanges

2.4. Key Derivat

ion

Keys are derived i ndependently of which authentication nechani sm was
used. The process uses the entropy value E conputed as descri bed
above. Session and authentication keys are conputed as foll ows:

0 AK = PAX-KDF-16(AK, "Authentication Key", E)
0 M = PAX-KDF-16( AK, "Master Key", E)

G ancy & Arbaugh
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CK = PAX- KDF-16( MK, "Confirmation Key", E)

| CK = PAX-KDF-16( MK, "Integrity Check Key", E)
M D = PAX-KDF-16( MK, "Method ID', E)
MBK = PAX- KDF- 64( MK, "Master Session Key", E)

EMSK = PAX- KDF- 64( MK, "Extended Master Session Key", E)
| V = PAX- KDF- 64(0x00716, "Initialization Vector", E)

Oo0Oo0Oo0oo0o

The IV is conputed using a 16-octet NULL key. The value of AK is
only used to replace AK if a key update is being performed. The EAP
Method IDis represented in ASCII as 32 hexadeci mal characters

Wi thout any octet delinmters such as col ons or dashes.

The EAP Key Managenent Franework [| ETF. KEY] reconmends specification
of key nanes and scope. The EAP-PAX Method-1D is the M D val ue
conmput ed as descri bed above. The EAP peer nane is the CI D val ue
exchanged in PAX STD-2 and PAX SEC-2. The EAP server hane is an

enpty string.
2.5. Verification Requirenents

In order for EAP-PAX to be secure, MACs nust be properly verified
each step of the way. Any packet with an I CV (see Section 3.4) that
fails validation nmust be silently discarded. After ICV validation,
the foll owi ng checks nust be perforned:

PAX_STD- 2
The server MJST validate the included MAC, as it serves to
authenticate the client to the server. |f this validation fails,

the server MJUST send an EAP-Fail ure nessage.

PAX_STD- 3
The client MJUST validate the included MAC, as it serves to
authenticate the server to the client. |If this validation fails,

the client MJUST send an EAP-Fail ure nessage.

PAX_SEC- 1
The client MJUST validate PK or CertPK in a manner specified by its
| ocal security policy (see Section 2.2). |If this validation

fails, the client MJST send an EAP-Fail ure nessage.

PAX_SEC- 2
The server MJUST verify that the decrypted value of M matches the
value transnmitted in PAX SEC-1. |If this validation fails, the
server MJUST send an EAP-Fail ure nessage.
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2.

6.

PAX_SEC- 3
The client MUST validate the included MAC, as it serves to prevent
replay attacks. |If this validation fails, the client MJST send an

EAP- Fai | ure nessage.

PAX_SEC- 4
The server MJST validate the included MAC, as it serves to
authenticate the client to the server. |f this validation fails,

the server MJUST send an EAP-Fail ure nessage.

PAX_SEC-5
The client MJUST validate the included MAC, as it serves to
aut henticate the server to the client. |If this validation fails,

the client MJUST send an EAP-Fail ure nessage.

PAX- ACK
If PAX-ACK is received in response to a nessage fragnment, the
receiver continues the protocol execution. |If PAX-ACK is received

in response to PAX_STD-3 or PAX_SEC-5, then the server MJST send
an EAP- Success nessage. This indicates a successful execution of
PAX.

PAX Key Derivation Function

The PAX-KDF is a secure key derivation function used to generate
various keys fromthe provided entropy and shared key.

PAX- KDF-W X, Y, 2)

W length, in octets, of the desired output

X secret key used to protect the conputation
Y public identifier for the key being derived
Z exchanged entropy used to seed the KDF

Let’'s define sone variables and functions:
o Mi = MCX(Y || Z|] i), where i is an 8-bit unsigned integer

o L = ceiling(W16)
o F(A B) =first Aoctets of binary data B

Ve define PAX-KDF-WX, Y, 2) = F(W M1 || M2 || ... || ML).

Consequently for the two values of Wused in this docunent, we have:

0 PAX-KDF-16(X, Y, Z) = MAC X(Y || Z || 0x01)

0 PAX-KDF-64(X, Y, Z) = MAC X(Y || Z || Ox01) || MACX(Y || Z|]
0x02) || MACX(Y || Z || 0Ox03)

| MAC_X(Y || Z || Ox04)
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The MAC used in the PRF is extensible and is the sane MAC used in the
rest of the protocol. It is specified in the EAP-PAX header.

3. Protocol Specification

In this section, the packet format and content for the EAP-PAX
nmessages are defi ned.

EAP- PAX packets have the follow ng structure:

--- bit offset --->

0 1 2 3
01234567890123456789012345678901
T S T T s T T o S T o s st s U S S Y I o S S

| Code | Identifier | Lengt h |
T i T R s s I T sl S ST Y S Y S S T S
| Type | OP- Code | FI ags | MAC I D |
T i T R s s I T sl S ST Y S Y S S T S
| DH Goup ID | Public Key ID |

+- - -+

I

I
T S S T S SEp St +
I

Payl oad
I I

T T T S i S S S S e T i T S S

I I
oY

T i T R s s I T sl S ST Y S Y S S T S
Fi gure 4: EAP-PAX Packet Structure
3.1. Header Specification

The Code, ldentifier, Length, and Type fields are all part of the EAP
header, and defined in [RFC3748]. |ANA has allocated EAP Method Type
46 for EAP-PAX; thus, the Type field in the EAP header MJST be 46.

3.1.1. Op-Code
The OP-Code field is one of the follow ng val ues:

0x01 : PAX_STD-1
0x02 : PAX_STD-2
0x03 : PAX_STD- 3
0x11 : PAX_SEC-1
0x12 : PAX_SEC 2
0x13 : PAX_SEC- 3
0x14 : PAX_SEC-4

OO0OO0OO0O0OO0O0
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0 0x15 : PAX SEC-5
0 0x21 : PAX- ACK

3.1.2. Flags

The flags field is broken up into 8 bits each representing a binary
flag. The field is defined as the Logical OR of the follow ng

val ues:

o Ox01 : nore fragnents (M)

0 0x02 : certificate enabled (CE)
0o O0x04 : ADE Included (Al)

o O0x08 - 0x80 : reserved

The MF flag is set if the current packet required fragnentation, and
further fragnents need to be transmtted. |f a packet does not
require fragnentation, the M- flag is not set.

Wien a payl oad requires fragnmentati on, each fragnent is transmtted,
and the receiving party responds with a PAX- ACK packet for each
recei ved fragment.

When using PAX_STD, the CE flag MJUST be zero. Wen using PAX SEC,
the CE flag MIST be set if PAX_SEC-1 includes CertPK. It MJST NOT be
set if PAX. SEC-1 includes PK. If CEis set in PAX. SEC-1, it MJST be
set in PAX_SEC-2, PAX_SEC-3, PAX SEC-4, and PAX_SEC-5. |If either
party detects an inconsistent value of the CE flag, he MJST send an
EAP- Fai | ure nmessage and di sconti nue the session.

The Al flag indicates the presence of an ADE elenment. Al MJST only
be set on packets PAX STD-2, PAX STD- 3, PAX SEC-4, PAX SEC-5, and
PAX_ACK if an ADE el enent is included. On packets of other types,
ADE el enents MUST be silently discarded as they cannot be

aut henti cat ed.

3.1.3. MACID

The MAC field specifies the cryptographic hash used to generate the
keyed hash value. The following are currently support ed:

0 0x01 : HVAC SHA1 128 [FIPS198] [FI PS180]
o 0x02 : HVAC_SHA256_128 [ FI PS180]

3.1.4. DH Goup ID

The Diffie-Hell man group field specifies the group used in the
Diffie-Hellman conputations. The followi ng are currently support ed:
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0x00 : NONE (iff not perforning a key update)

0x01 : 2048-bit MODP Group (I ANA DH Group 14) [ RFC3526]
0x02 : 3072-bit MODP Group (I ANA DH Group 15) [ RFC3526]
0x03 : NI ST ECC G oup P-256 [FlPS186]

O O0Oo0Oo

If no key update is being perfornmed, the DH Group ID field MJST be
zero. Oherwise, the DH Group ID field MJUST NOT be zero.

3.1.5. Public Key ID

The Public Key ID field specifies the cipher used to encrypt the
client’s EAP-Response in PAX_SEC 2.

The following are currently supported:

0x00 : NONE (if using PAX_STD)

0x01 : RSAES- OAEP [ RFC3447]

0x02 : RSA- PKCS1-V1_5 [ RFC3447]

0x03 : El-Ganal Over NI ST ECC Group P-256 [FIPS186]

O O0OO0Oo

I f PAX_STD is being executed, the Public Key ID field MJST be zero.
I f PAX SEC is being executed, the Public Key ID field MJUST NOT be
zero.

When using RSAES- QAEP, the hash al gorithm and nmask generation
al gorithm used SHALL be the MAC specified by the MAC I D, keyed using
an all-zero key. The |abel SHALL be null.

The RSA-based schenes specified here do not dictate the | ength of the
public keys. DER encoding rules will specify the key size in the key
or certificate [ X 690]. Key sizes SHOULD be used that reflect the
desired | evel of security.

3.1.6. Mandatory to | nplenent

The followi ng ciphersuite is mandatory to inplenent and achieves
roughly 112 bits of security:

o HWVAC SHA1 128
0 | ANA DH Group 14 (2048 bhits)
0 RSA-PKCS1-V1_5 (RECOMVEND 2048-bit public key)

The followi ng ciphersuite is RECOWENDED and achi eves 128 bits of
security:

0 HVAC SHA256_128

0 | ANA DH Group 15 (3072 bits)
0 RSAES- CAEP ( RECOVMEND 3072-bit public key)
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3.2. Payl oad Formatting

This section describes howto format the payload field. Depending on
the packet type, different values are transmtted. Sections 2.1 and
2.2 define the fields, and in what order they are to be concatenat ed.
For sinplicity and since many field | engths can vary with the

ci phersuite, each value is prepended with a 2-octet |ength val ue
encoded as an integer as described below This length field MJST
equal the length in octets of the subsequent value field.

--- octet offset --->

0 1
0123456789012345
T

| I en] val ue

T

Figure 5: Length Encoding for Data El enents

Al'l integer values are stored as octet arrays in network-byte order,
with the nost significant octet first. Integers are padded on the
nost significant end to reach octet boundaries.

Public keys and certificates SHALL be in X 509 format [RFC3280]
encoded using the Distingui shed Encoding Rules (DER) format [ X 690].

Strings are not null-term nated and are encoded using UTF-8. Binary
data, such as nessage authentication codes, are transnmitted as-is.

MACs are conputed by concatenating the specified values in the

specified order. Note that for MACs, length fields are not included,
though the resulting MAC will itself have a length field. Values are
encoded as described above, except that no length field is specified.

To illustrate this process, an exanple is presented. What follows is
t he encodi ng of the payload for PAX_STD-2. The three basic steps
will be computing the MAC, forning the payload, and encrypting the
payl oad.

To create the MAC, we first need to formthe buffer that will be

MACed. For this exanple, assune that no key update is being done and
HVAC SHA1 128 is used such that the result will be a 16-octet val ue.
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--- octet offset --->

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| 32-octet integer A |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| 32-octet integer B |
il s T T S S S S S i N T i ST S S S S S e e L T 2

I I
variable length CID

T T S T S S e T S S S e s S S

CK --> MAC
|
\/
--- octet offset --->
0 1

0123456789012345
I I i s S I S S
| 16- octet MAC out put |
I I i s S I S S

Fi gure 6: Exanple Encodi ng of PAX_STD-2 MAC Dat a
Wth this, we can now create the encoded payl oad:
--- octet offset --->

0 1 2 3
01234567890123456789012345678901

i T i i e S I ih s o S S ™

| 32 | 32-octet integer B

i T i i e S I ih s o S S ™
| L I

+- - - -+ +

.. L-octet CID ..

i T i i e S I ih s o S S ™

| 16 | MAC conput ed above |

i i il T ST T S Y

Figure 7: Exanple Encodi ng of PAX_STD 2 Packet
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These 52+L octets are then attached to the packet as the payl oad.
The ICV is then conputed by MAC ng the packet headers and payl oad,
and appended after the payload (see Section 3.4).

3.3. Authenticated Data Exchange (ADE)

This section describes the formatting of the ADE el enments. ADE

el enents can only occur on packets of type PAX STD-2, PAX STD 3,
PAX_SEC-4, PAX SEC-5, and PAX ACK. Val ues included in other packets
MUST be silently ignored.

The ADE el enent is preceded by its 2-octet length L. Each subel enent
has first a 2-octet length Li followed by a 2-octet type Ti. The
entire ADE el enent | ooks as follows:

--- octet offset --->

0 1 2 3
01234567890123456789012345678901
i S S T o o I i il it S I S S Y

e
L |L1 |
R

—

+- +-
1]
+-+

— +— +

I
+
I
SUbADE-1, type T1, length L1
s s S S i S N R i N i S S DU

| L2 | T2 |
T T S S e TE sl SR S s

-+ +—
C — —

SUbADE- 2, type T2, length L2 .
i a T T T S S S S T T o SIS YR Sy Y
| nore subADE el enents. .. .
T T T T S T T ot SIS U SN S S S S T ST S SIS S S S

+— +—

Fi gure 8: Encodi ng of ADE Conponents
The followi ng type val ues have been all ocat ed:
0 0x01 : Vendor Specific

0 0x02 : dient Channel Binding Data
0 0x03 : Server Channel Binding Data
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The first three octets of a subADE utilizing type code 0x0l1 nust be
the vendor’s Enterprise Nunmber [RFC3232] as registered with | ANA
The format for such a subADE is as foll ows:

--- octet offset --->

0 1 2 3

012345678901 23456789012345678901

T T T T S T T ot SIS U SN S S S S T ST S SIS S S S
| 1| EN |

R R E TR T

I
+
. - . . |
SUbADE-i, type Vendor Specific, length Li, vendor ENi ...

I I

i T i i e S I ih s o S S ™
Fi gure 9: Encoding of Vendor-specific ADE

Channel bindi ng subADEs have yet to be defined. Future |ETF
docunments will specify the format for these subADE fi el ds.

3.4. Integrity Check Value (ICV)

The ICV is conputed as the MAC over the entire EAP packet, including
t he EAP header, the EAP- PAX header, and the EAP-PAX payload. The MAC
is keyed using the 16-octet |ICK, using the MAC type specified by the
MAC ID in the EAP-PAX header. For packets of type PAX STD- 1,
PAX_SEC-1, PAX SEC-2, and PAX SEC-3, where the MK has not yet been
derived, the MAC is keyed using a zero-octet NULL key.

If the ICV field is incorrect, the receiver MJST silently discard the
packet .

4. Security Considerations

Any aut hentication protocol, especially one geared for wireless

envi ronnents, nust assume that adversaries have nany capabilities.
In general, one nust assume that all nessages between the client and
server are delivered via the adversary. This allows passive
attackers to eavesdrop on all traffic, while active attackers can
nodi fy data in any way before delivery.

In this section, we discuss the security properties and requirenents

of EAP-PAX with respect to this threat nodel. Also note that the
security of PAX can be proved using under the Random Oracl e nodel .
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4.1. Server Certificates

PAX_SEC can be used in several configurations. |t can be used with
or without a server-side certificate. Section 2.2 details the
possi bl e nodes and the resulting security risk.

When using PAX SEC for identity protection and not using a CA-signed
certificate, an attacker can convince a client to reveal his
usernanme. To achieve this, an attacker can sinply forge a PAX SEC 1
message and send it to the client. The client would respond with a
PAX_SEC- 2 nessage containing his encrypted usernane. The attacker
can then use his associated private key to decrypt the client’s
usernane. Use of key caching can reduce the risk of identity
revelation by allowing clients to detect when the EAP server to which
they are accustom has a different public key.

When provisioning with PAX_SEC and not using a CA-signed certificate,
an attacker could first forge a PAX_ SEC-1 nessage and send it to the
client. The client would respond with a PAX_SEC-2 nessage. Using
the decrypted value of N, an attacker could forge a PAX SEC- 3
nmessage. Once the client responds with a PAX SEC-4 nessage, an
attacker can guess values of the weak AK and compute CK = PAX- KDF( AK,
"Confirmation Key", g"XY). G ven enough tinme, the attacker can
obtain both the old AK and new AK and forge a respondi ng PAX_SEC-5

4.2. Server Security

In order to maintain a reasonable security policy, the server should
manage five pieces of information concerning each user, nost

obvi ously, the usernanme and current key. In addition, the server
must keep a bit that indicates whether the current key is weak. Wak
keys nmust be updated prior to key derivation. Also, the server
shoul d track the date of |ast key update. To inplenent the coarse-
grai ned forward secrecy, the authentication key nust be updated on a
regul ar basis, and this field can be used to expire keys. Last, the
server should track the previous key, to prevent attacks where an
adversary desynchroni zes the key state by interfering with PAX- ACK
packets. See Appendix B for nore suggested inplenmentation strategies
that prevent key desynchronization attacks.

Since the client keys are stored in plaintext on the server, special
care should be given to the overall security of the authentication
server. An operating systemlevel attack yielding root access to an
intruder would result in the conprom se of all client credentials.
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4.3. EAP Security Cains

This section describes EAP-PAX in terns of specific security
term nol ogy as required by [ RFC3748].

4.3.1. Protected Ciphersuite Negotiation

In the initial packet fromthe server, the server specifies the

ci phersuite in the packet header. The server is in total control of
the ciphersuite; thus, a client not supporting the specified

ci phersuite will not be able to authenticate. |In addition, each
client’s local security policy should specify secure ciphersuites the
client will accept. The ciphersuite specified in PAX_ STD-1 and
PAX_SEC-1 MJUST renmain the sane in successive packets within the sane
aut henti cation session. Since |ater packets are covered by an I CV
keyed with the 1CK, the server can verify that the originally
transnitted ciphersuite was not altered by an adversary.

4.3.2. Mitual Authentication

Bot h PAX_STD and PAX_SEC aut henticate the client and the server, and
consequently achieve explicit rmutual authentication

4.3.3. Integrity Protection

The I CV described in Section 3.4 provides integrity protection once
the integrity check key has been derived. The header values in the
unprotected packets can be verified when an ICV is received later in
t he sessi on.

4.3.4. Replay Protection
EAP- PAX is inherently designed to avoid replay attacks by
crypt ographi cal ly binding each packet to the previous one. Also the
EAP sequence nunber is covered by the ICV to further strengthen
resi stance to replay attacks.
4.3.5. Confidentiality

Wth identity protection enabl ed, PAX _SEC provides full
confidentiality.

4.3.6. Key Derivation
Sessi on keys are derived using the PAX-KDF and fresh entropy supplied
by both the client and the server. Since the key hierarchy is

derived fromthe shared password, only sonmeone with know edge of that
password or the capability of guessing it is capable of deriving the
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sessi on keys. One of the main benefits of PAX SECis that it allows
you to bootstrap a strong shared secret using a weak password while
preventing offline dictionary attacks.

4.3.7. Key Strength

Aut henti cation keys are 128 bits. The key generation is protected by
a Diffie-Hell man key exchange. It is believed that a 3000-bit MODP
public-key scheme is roughly equivalent [ RFC3766] to a 128-bit
symmetric-key schene. Consequently, EAP-PAX requires the use of a
Diffie-Hellman group with nodulus |arger than 3000. Also, the
exponent used as the private DH paranmeter nust be at |east twi ce as

| arge as the key eventually generated. Consequently, EAP-PAX uses
256-bit DH exponents. Thus, the authentication keys contain the full
128 bits of security.

Fut ure ci phersuites defined for EAP-PAX MUST contain a m ni num of 128
bits of security.

4.3.8. Dictionary Attack Resistance

EAP- PAX is resistant to dictionary attacks, except for the case where
a weak password is initially used and the server is not using a
certificate for authentication. See Section 4.1 for nore information
on resistance to dictionary attacks.

4.3.9. Fast Reconnect

Al though a specific fast reconnection option is not included,
execution of PAX STD requires very little conputation tine and is
therefore bound primarily by the | atency of the Authentication,
Aut hori zation, and Accounting (AAA) server

4.3.10. Session | ndependence

This protocol easily achieves backward secrecy through, anong ot her

t hi ngs, use of the PAX-KDF. G ven a current session key, attackers
can di scover neither the entropy used to generate it nor the key used
to encrypt that entropy as it was transnitted across the network.

This protocol has coarse-grained forward secrecy. Conprom sed
session keys are only useful on data for that session, and one cannot
derive AK fromthem |If an attacker can discover AK, that val ue can
only be used to conprom se session keys derived using that AK
Reasonably frequent password updates will help mtigate such attacks.

Sessi on keys are independently generated using fresh nonces for each
session, and therefore the sessions are independent.
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4.3.11. Fragnentation

Fragnentation and reassenbly is supported through the fragnmentation
flag in the header.

4.3.12. Channel Binding

EAP- PAX can be extended to support channel bindings through the use
of its subADE fields.

4.3.13. Cryptographic Binding

EAP- PAX does not include any cryptographic binding. This is relevant
only for tunnel ed nethods.

4.3.14. Negotiation Attack Prevention

EAP is susceptible to an attack where an attacker uses NAKs to
convince an EAP client and server to use a | ess secure nethod, and
can be prevented using nmethod-specific integrity protection on NAK
nmessages. Since EAP-PAX does not have suitable keys derived for this
integrity protection at the beginning of a PAX conversation, this is
not included.

5. | ANA Consi derati ons

Thi s docunment requires IANA to maintain the nanmespace for the
foll ow ng header fields: MACID, DH Goup ID, Public Key ID, and ADE
type. The initial namespace popul ations are as foll ows.

MAC | D Nanespace:

o O0x01 : HVAC SHAl1 128
o 0x02 : HVAC_SHA256_128

DH G oup | D Nanespace:

0x00 : NONE

0x01 : | ANA DH Group 14
0x02 : | ANA DH Group 15
0x03 : N ST ECC G oup P-256

O O0OO0Oo
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7.

7.

1.

Public Key I D Nanespace:

0 0x00 : NONE

0 O0x01 : RSAES- OAEP

0 O0x02 : RSA-PKCS1-V1_5

0o O0x03 : El-Ganmal Over NI ST ECC G oup P-256

ADE Type Nanespace:

0 0x01 : Vendor Specific
0 0x02 : dient Channel Binding Data
0 0x03 : Server Channel Binding Data

Al'l ocation of values for these namespaces shall be reviewed by a
Desi gnat ed Expert appointed by the |ESG The Designated Expert will
post a request to the EAP Ws nailing list (or a successor designated
by the Designhated Expert) for comment and review, including an
Internet-Draft. Before a period of 30 days has passed, the

Desi gnated Expert will either approve or deny the registration
request and publish a notice of the decision to the EAP WG nailing
list or its successor, as well as informng | ANA. A denial notice
must be justified by an explanation and, in the cases where it is
possi bl e, concrete suggestions on how the request can be nodified so
as to becone acceptabl e.
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Appendi x A.  Key Generation from Passwords

If a 128-bit key is not available to bootstrap the authentication
process, then one nust be generated from some sort of weak preshared
key. Note that the security of the hashing process is uninportant,
as long as it does not significantly decrease the password s entropy.
Resi stance to dictionary attacks is provided by PAX SEC.
Consequently, conputing the SHA-1 of the password and truncating the
output to 128 bits is RECOWENDED as a neans of converting a weak
password to a key for provisioning.

When using ot her preshared credentials, such as a Kerberos Data
Encryption Standard (DES) key, or an MM4-hashed M crosoft Chall enge
Handshake Aut hentication Protocol (MSCHAP) password, to provision
clients, these keys SHOULD still be put through SHA-1 before being
used. This serves to protect the credentials from possible
conproni se, and al so keeps things uniform As an exanple, consider
provi sioning using an existing Kerberos credential. The initial key
comput ati on could be SHA1 128(string2key(password)). The KDC
storing string2key(password), would also be able to conpute this
initial key val ue.

Appendi x B. I nplenmentation Suggestions

In this section, two inplenentation strategies are discussed. The
first describes how best to inplenment and depl oy EAP-PAX in an
enterprise network for | EEE 802.11i authentication. The second
descri bes how to use EAP-PAX for device authentication in a 3Gstyle
nmobi | e phone net worKk.

B.1. WFi Enterprise Network

For the purposes of this section, a wireless enterprise network is
defined to have the follow ng characteristics:

0 Users wish to obtain network access through | EEE 802. 11 access
poi nt s.

0 Users can possibly have multiple devices (laptops, PDAs, etc.)
they wi sh to authenticate.

0 A preexisting authentication franework al ready exists, for
exanple, a Mcrosoft Active Directory donmain or a Kerberos real m

Two of the biggest challenges in an enterprise WFi network is key

provi sioning and support for nultiple devices. Consequently, it is
recommended that the client’s Network Access ldentifier (NAl) have
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the format usernanme/KID@ealm where KIDis a key ID that can be used
to distinguish between different devices.

The client’s supplicant can use a variety of sources to autonatically
generate the KID. Two of the better choices would Iikely be the
conmputer’s NETBI CS nanme, or |ocal Ethernet adapter’s MAC address.

The wirel ess adapter’s address may be a suboptimal choice, as the
user may only have one PCCARD adapter for nultiple systens.

Wth an authentication systemalready in place, there is a natural
choice for the provisioned key. Cients can authenticate using their
preexi sting password. Wen the server is presented with a new KID,

it can create a new key record on the server and use the user’s
current password as the provisioned key. For example, for Active
Directory, the supplicant could use Mcrosoft’s Nt PasswordHash
function to generate a key verifiable by the server. It is suggested
that this key then be fed through SHA1 128 before being used in a
non- M crosoft authentication protocol.

After a key update, the server should keep track of both the old and
new aut henticati on keys. Wen two keys exist, the server shoul d
attenpt to use both to validate the MACs on transmitted packets.
Once a client successfully authenticates using the new key, the
server should discard the old key. This prevents desynchroni zation
att acks.

B.2. Mbbil e Phone Network

In a nobil e phone system we no |onger need to worry about supporting
multiple keys per identity. Presumably, each nobile device has a

uni que identity. However, if multiple devices per identity are
desired, a nmethod simlar to that presented in Section B.1 could be
used.

Provi sioning could easily be acconplished by issuing custonmers a 6-
digit PINthey could type into their phone’s keypad.
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