Net wor k Wor ki ng Group T. Goddard
Request for Comments: 4743 | CEsoft Technol ogi es Inc.
Cat egory: Standards Track Decenber 2006

Usi ng NETCONF over the Sinple bject Access Protocol (SOAP)
Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Copyright Notice

Copyright (C) The I ETF Trust (2006).

Abstract

The Network Configuration Protocol (NETCONF) is applicable to a wide
range of devices in a variety of environnents. Wb Services is one
such environnent and is presently characterized by the use of the

Si npl e Cbj ect Access Protocol (SOAP). NETCONF finds many benefits in
this environment: fromthe reuse of existing standards, to ease of
sof tware devel opnent, to integration with deployed systens. Herein,
we descri be SOAP over HTTP and SOAP over Bl ocks Exchange Extensible
Prot ocol (BEEP) bindings for NETCONF.
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1. Introduction

G ven the use of Extensible Markup Language (XM.) [2] and the renote
procedure call characteristics, it is natural to consider a binding
of the NETCONF [1l] operations to a SOAP [3] application protocol.

Thi s docunent proposes a binding of this form

In general, SOAP is a natural nessaging scheme for NETCONF,
essentially because of the renpte procedure call character of both.
However, care nust be taken with SOAP over HTTP as it is inherently
synchronous and client-driven. SOAP over BEEP [11l] is technically
superior, but is not as widely adopted.

Four basic topics are presented: SOAP specifics of interest to

NETCONF, specifics on inplementing NETCONF as a SOAP-based web
service, security considerations, and functional Wb Services
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Descri ption Language (WSDL) definitions. In sone sense, the nost

i nportant part of the document is the brief WSDL docunent presented
in Section 3.7. Wth the right tools, the WSDL conbined with the
base NETCONF XML Schemas provi des machi ne-readabl e descriptions
sufficient for the devel opnment of software applications using
NETCONF.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [8].

2. SOAP Background for NETCONF

Why introduce SOAP as yet another w apper around what is already a
renote procedure call message? There are, in fact, both technica
and practical reasons. The technical reasons are perhaps |ess
conmpel ling, but let's exanmine themfirst.

The use of SOAP does offer a few technical advantages. SOAP is
fundamental |y an XML nessagi ng schenme (which is capable of supporting
renote procedure call), and it defines a sinple nessage fornat
conposed of a "header" and a "body" contained within an "envel ope".
The "header" contains neta-information relating to the nessage and
can be used to indicate such things as store-and-forward behavi our or
transactional characteristics. In addition, SOAP specifies an
optional encoding for the "body" of the nessage. However, this
encoding is not applicable to NETCONF as one of the goals is to have
hi ghly readable XM., and SOAP-encoding is optim zed instead for ease
of automated de-serialization. These benefits of the SOAP nmessage
structure are sinple, but worthwhile because they are already

st andar di zed.

It is the practical reasons that truly nake SOAP an interesting

choi ce for device managenent. It is not difficult to invent a
mechani sm f or exchangi ng XML nessages over TCP, but what is difficult
is getting that nechani sm supported in a wide variety of tools and
operating systenms and havi ng that mechani sm understood by a great
many devel opers. SOAP over HTTP (with WSDL) is seeing good success
at this, and this neans that a devi ce managenent protocol making use
of these technol ogi es has advantages in being inplenented and
adopted. Adnmittedly, there are interoperability problens with SOAP
and WSDL, but such probl ens have wi de attention and can be expected
to be resol ved.
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2.1. Use and Storage of WSDL and XSD

One of the advantages of using nachine-readable formats (such as Wb
Servi ces Description Language (WsDL) [16] and XM. Schermas [4]) is
that they can be used autonatically in the software devel oprnent
process. Wth appropriate tools, WSDL and XSD can be used to
generate classes that act as renpte interfaces or
application-specific data structures. Qher uses, such as docunent
generation and service |location, are also commobn. A great innovation
found with nmany XM.- based definition | anguages is the use of
hyperlinks for referring to docunments containi ng supporting
definitions.

<i nport nanmespace="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
| ocation="http://ww.iana.org/assignnents/xm -registry/
schema/ net conf . xsd" />

For instance, in WBDL, the above inport statenent inports the
definitions of XML types and el ements fromthe base NETCONF schena
Ideally, the file containing that schema is hosted on a web server
under the authority of the standards body that defined the schena.
In this way, dependent standards can be built up over tine, and al
are accessible to automated software tools that ensure adherence to
the standards. The | ANA-maintained registry for this purpose is
described in "The | ETF XM. Regi stry" [13].

Not e that WSDL decl arations for SOAP over BEEP bi ndi ngs are not yet
st andar di zed.

2. 2. SOAP over HITP

Al t hough SOAP focuses on nmessages and can be bound to different
underlying protocols such as HITP, SMIP, or BEEP, nost existing SOAP
i npl emrent ati ons support only HITP or HTTP/ TLS

There are a nunber of advantages to considering SOAP over protocols
other than HTTP, as HITP assigns the very distinct client and server
rol es by connection initiation. This causes difficulties in
supporting asynchronous notification and can be relieved in many ways
by replacing HTTP wi th BEEP.

2.3. HITP Drawbacks

HTTP is not the ideal transport for nessaging, but it is adequate for
the nost basic interpretation of "renote procedure call”. HITP is
based on a communi cation pattern whereby the client (which initiates
the TCP connection) nakes a "request" to the server. The server
returns a "response", and this process is continued (possibly over a
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persi stent connection, as described below). This matches the basic
idea of a renote procedure call where the caller invokes a procedure
on a renote server and waits for the return val ue.

Potential criticisnms of HITP could include the foll ow ng:
0 Server-initiated data flowis awkward to provide.

0 Headers are verbose and text-based

o |Idle connections nay be closed by internedi ate proxies

o Data encapsul ation nust adhere to Miltipurpose Internet Mil
Ext ensi ons (M ME) [15].

0 Bulk transfer relies on stream based ordering.

In many ways, these criticisns are directed at particul ar conprom ses
in the design of HITP. As such, they are inportant to consider, but
it is not clear that they result in fatal drawbacks for a device
managenent pr ot ocol

2.4. BCP56: On the Use of HTTP as a Substrate

Best Current Practice 56 [6] presents a nunber of inportant
consi derations on the use of HITP in application protocols. In
particular, it raises the follow ng concerns:

o0 HITP may be nore conplex than is necessary for the application
0 The use of HITP nmay mask the application fromsonme firewalls.

0 A substantially new service should not reuse port 80 as assi gned
to HITP.

0 HITP caching nay nmask connection state.

Fundanmental |y, these concerns lie directly with comon usage of SOAP
over HTTP, rather than the application of SOAP over HITP t o NETCONF
As BCP 56 indicates, it is debatable whether HITP is an appropriate
protocol for SOAP at all, and it is likely that BEEP would be a
superior protocol for nost SOAP applications. Unfortunately, SOAP
over HTTP is in conmon use and nust be supported if the practical
benefits of SOAP are to be realized. Note that the verbose nature of
SOAP actually nmakes it nore readily processed by firewalls, albeit
firewal | s designed to process SOAP messages.
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HTTP caches SHOULD NOT be inserted between NETCONF nanagers and
agents as NETCONF session state is tied to the state of the
underlying transport connection. Three defensive actions can be
t aken:

0 Caching MJST be prohibited through the use of HTTP headers Cache-
Control and Pragma: no-cache.

0 HITP proxies SHOULD NOT be deployed within the nanagenent networKk.
o0 Use HITPS

It is also possible to respond to the concern on the reuse of port
80. Any NETCONF SOAP service MJST al ways be supported over the new
standard port for NETCONF over SOAP, and all conform ng

i npl emrent ati ons MUST default to attenpting connections over this new
standard port for NETCONF. A standard port for NETCONF over SOAP
(over HTTP) has been assigned in the | ANA considerations of this
docunent .

2.5. Inportant HITP 1.1 Features

HTTP 1.1 [5] includes two inportant features that provide for
relatively efficient transport of SOAP nessages. These features are
"persistent connections"” and "chunked transfer-coding".

Persi stent connections allow a single TCP connection to be used
across nmultiple HITP requests. This pernmits nultiple SOAP request/
response nmessage pairs to be exchanged wi thout the overhead of
creating a new TCP connection for each request. Gven that a single
streamis used for both requests and responses, it is clear that sone
formof framng is necessary. For nessages whose |length is known in
advance, this is handl ed by the HTTP header "Content-|ength". For
nmessages of dynami c |ength, "Chunking" is required.

HTTP " Chunki ng" or "chunked transfer-coding" allows the sender to
send an indefinite anount of binary data. This is acconplished by
inform ng the receiver of the size of each "chunk" (substring of the
data) before the chunk is transmtted. The last chunk is indicated
by a chunk of zero Iength. Chunking can be effectively used to
transfer a |large XM. docunment where the docunent is generated on-Iline
froma non-XM. formin nmenory.

In terms of its application to SOAP nessage exchanges, persistent
connections are clearly inmportant for performance reasons and are
particularly inportant when the persistence of authenticated
connections is at stake. Wien one considers that nessages of dynamc
length are the rule rather than the exception for SOAP nessages, it
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is also clear that Chunking is very useful. |In sonme cases, it is
possible to buffer a SOAP response and deternine its length before
sendi ng, but the storage requirenents for this are prohibitive for
many devices. Together, these two features provide a good foundation
for device managenent using SOAP over HTTP. HITP chunki ng and

persi stent connections [5] SHOULD be used.

2. 6. SOAP over BEEP

Al t hough not wi dely adopted by the Wb Services community, BEEP is an
excel l ent substrate for SOAP [12]. |In particular, it provides for
request/response nmessage exchanges initiated by either BEEP peer and
al l ows the nunber of response nessages to be arbitrary (including
zero). The BEEP profile for SOAP sinply nmakes use of a single BEEP
channel for exchangi ng SOAP nessages and benefits from BEEP s

i nherent strengths for nessage exchange over a single transport
connecti on.

2.7. SOAP I npl enentation Considerations

It is not the goal of this docunment to cover the SOAP [ 3]
specification in detail. Instead, we provide a few coments that may
be of interest to an inplementor of NETCONF over SOAP.

2.7.1. SOAP Feature Exploitation

NETCONF over SOAP does not nake extensive use of SOAP features. For
i nstance, NETCONF operations are not broken into SOAP nessage parts,
and the SOAP header is not used to convey <rpc> netadata. This is a
deliberate design decision as it allows the inplenmentor to provide
NETCONF over multiple substrates easily while handling the nessages
over those different substrates in a conmon way.

2.7.2. SOAP Headers
| npl ementers of NETCONF over SOAP shoul d be aware of the follow ng

characteristic of SOAP headers: a SOAP header nay have the attribute
"must Under stand”, and, if it does, the recipient nust either process

t he header bl ock or not process the SOAP nessage at all, and instead
generate a fault. A "nustUnderstand” header nust not be silently
di scar ded.

In general, however, SOAP headers are intended for application-
specific uses. The NETCONF SOAP bi ndi ng does not nake use of SOAP
headers.
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2.7.3. SOAP Faults

A SOAP Fault is returned in the event of a NETCONF <rpc-error>. |t
is constructed essentially as a wapper for the <rpc-error>, but it
al l ows SOAP processors to propagate the <rpc-error> to application
code using a | anguage-appropri ate excepti on nechani sm

A SCOAP Fault is constructed froman <rpc-error> as follows: the SOAP
Fault Code Value is "Receiver" in the SOAP envel ope nanespace, the
SOAP Fault Reason Text is the contents of the NETCONF <rpc-error>
"error-tag", and the SOAP Fault detail is the original <rpc-error>
structure.

For instance, given the follow ng <rpc-error>

<rpc-error xmns="urn:ietf:parans: xm :ns:netconf:base: 1. 0">
<error-type>rpc</error-type>
<error-tag>M SSI NG_ATTRI BUTE</ err or -t ag>
<error-severity>error</error-severity>
<error-info>
<bad-attri but e>nmessage-i d</ bad-attri but e>
<bad- el enent >r pc</ bad- el enent >
</error-info>
</rpc-error>

the associ ated SOAP Fault nessage is

<soapenv: Envel ope
xm ns: soapenv=
"http://ww. w3. org/ 2003/ 05/ soap- envel ope"
xm ns: xm ="http://ww. w3. or g/ XM./ 1998/ nanespace" >
<soapenv: Body>
<soapenv: Faul t >
<soapenv: Code>
<soapenv: Val ue>env: Recei ver </ soapenv: Val ue>
</ soapenv: Code>
<soapenv: Reason>
<soapenv: Text
xm : | ang="en">M SSI NG_ATTRI BUTE</ soapenv: Text >
</ soapenv: Reason>
<detail >
<rpc-error xm ns=
"urn:ietf:parans: xm :ns: netconf: base: 1. 0">
<error-type>rpc</error-type>
<error-tag>M SSI NG_ATTRI BUTE</ err or -t ag>
<error-severity>error</error-severity>
<error-info>
<bad-attri but e>message-i d</ bad-attri but e>
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<bad- el enent >r pc</ bad- el enent >
</error-info>
</rpc-error>
</detail >
</ soapenv: Faul t >
</ soapenv: Body>
</ soapenv: Envel ope>

3. A SOAP Service for NETCONF
3.1. Fundanental Use Case

The fundanental use case for NETCONF over SOAP is that of a
managenent consol e ("nmanager" role) managi ng one or nore devices
runni ng NETCONF agents ("agent"” role). The manager initiates an HTTP
or BEEP connection to an agent and drives the NETCONF session via a
sequence of SOAP nmessages. When the nanager closes the connection
the NETCONF session is al so cl osed.

3.2. NETCONF Sessi on Establishnment

A NETCONF over SOAP session is established by the initial nessage
exchange on the underlying substrate. For HTTP, a NETCONF session is
establ i shed once a SOAP nessage is POSTed to the NETCONF web
application URI. For BEEP, a NETCONF session is established once the
BEEP profile for SOAP handshake establishes the SOAP channel

3.3. NETCONF Capabilities Exchange

Capabiliti es exchange and session |ID establishnent are perforned

t hrough the exchange of <hell o> nessages. |In the case of SOAP over
HTTP, the HTTP client MJST send the first <hell o> nessage. The case
of SOAP over BEEP inposes no ordering constraints. For instance, the
foll ow ng exanpl e shows the exchange of <hell o> nmessages and

establi shes a session ID value of 4. (bserve that the managenent
client initiates the exchange and the server agent assigns the
session ID

CGoddard St andar ds Track [ Page 9]



RFC 4743 NETCONF over SOAP Decenber

DOHDDODDODDLDDDDDDNDADNLDNLDOOOOOOOOOOOOOOOOOOOOO

PCST /netconf HTTP/ 1.1

Host: netconfdevi ce

Content - Type: text/xm; charset=utf-8
Accept: application/soap+xm, text/*
Cache- Control: no-cache

Pragma: no-cache

Content - Lengt h: 376

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="http://ww. w3. or g/ 2003/ 05/ soap- envel ope" >
<soapenv: Body>
<hell o xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0" >
<capabilities>
<capability>
urn:ietf:parans: netconf:base: 1.0
</capability>
</capabilities>
</ hel | 0>
</ soapenv: Body>
</ soapenv: Envel ope>
HTTP/ 1.1 200 K
Cont ent - Type: application/soap+xm ; charset=utf-8
Cont ent - Lengt h: 600

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope
xm ns: soapenv="http://ww. w3. or g/ 2003/ 05/ soap- envel ope" >
<soapenv: Body>
<hell o xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0" >
<capabilities>
<capability>
urn:ietf:parans: netconf:base: 1.0
</capability>
<capability>
urn:ietf:paramnms: netconf:capability:startup:1.0
</capability>
<capability>
http:/exanpl e. net/router/ 2.3/ nyfeature
</ capability>
</capabilities>
<sessi on-i d>4</ sessi on-i d>
</ hel | 0>
</ soapenv: Body>
</ soapenv: Envel ope>

2006
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3.4. NETCONF Session Usage

NETCONF sessions are persistent for both performance and semantic
reasons. NETCONF session state contains the foll ow ng:

1. Authentication Information
2. Capability Information

3. Locks

4. Pendi ng Operations

5. Operation Sequence Nunbers

Aut henti cati on nust be maintai ned throughout a session due to the
fact that it is expensive to establish. Capability Information is
mai nt ai ned so that appropriate operations can be applied during a
session. Locks are rel eased upon term nation of a session as this
makes the protocol nore robust. Pending operations come and go from
exi stence during the normal course of renpte procedure call (RPC
operations. Operation sequence nunbers provide the small but
necessary state infornmation to refer to operations during the

sessi on.

In the case of SOAP over HTTP, a NETCONF session is supported by an
HTTP connection with an authenticated user. For SOAP over BEEP, a
NETCONF session is supported by a BEEP channel operating according to
the BEEP profile for SOAP [12].

3.5. NETCONF Sessi on Tear down

To al |l ow aut omat ed cl eanup, NETCONF over SQAP session teardown takes
pl ace when the underlying connection (in the case of HITP) or channel
(in the case of BEEP) is closed. Note that the root cause of such
teardown nay be the closure of the TCP connection under either HTTP
or BEEP as the case nay be. NETCONF nanhagers and agents must be
capabl e of programatically closing the transport connections

associ ated wi th NETCONF sessions, such as in response to a

<cl ose-sessi on> operation; thus, the HTTP or BEEP substrate

i npl ement ati on must expose this appropriately.

3.6. A NETCONF over SQOAP Exanpl e
Since the proposed WSDL (in Section 3.7) uses docunent/litera
encodi ng, the use of a SOAP header and body has little inpact on the

representation of a NETCONF operation. This exanple shows HITP/ 1.1
for sinplicity. An exanple for BEEP would be simlar.
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The HTTP/ 1.1 response is also straightforward:

0000000000000 0O00O0O0O0O0O0

DO ODDODDDLDNLDNLNNWY

PCST /netconf HTTP/ 1.1

Host: netconfdevi ce

Content - Type: text/xm; charset=utf-8
Accept: application/soap+xm, text/*
Cache- Control: no-cache

Pragma: no-cache

Content - Lengt h: 465

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope

Decenber 2006

xm ns: soapenv="http://ww. w3. or g/ 2003/ 05/ soap- envel ope" >

<soapenv: Body>
<rpc nmessage-i d="101"

xm ns="xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >

<get -confi g>
<filter type="subtree">

<top xm ns="http://exanpl e.conf schena/ 1. 2/ config">

<users/>
</top>
</filter>
</ get-config>
</rpc>
</ soapenv: Body>
</ soapenv: Envel ope>

HTTP/ 1.1 200 &K

Cont ent - Type: application/soap+xm ; charset=utf-8

Content - Length: 917

<?xm version="1.0" encodi ng="UTF-8"?>
<soapenv: Envel ope

xm ns: soapenv="http://ww. w3. or g/ 2003/ 05/ soap- envel ope" >

<soapenv: Body>
<rpc-reply nmessage-i d="101"

xm ns="urn:ietf:parans: xnl : ns: netconf: base: 1. 0" >

<dat a>

<top xm ns="http://exanpl e.conf schena/ 1. 2/ config">

<user s>
<user >
<nane>r oot </ nane>
<t ype>super user</type>

<full-nanme>Charli e Root</full-nanme>

<dept >1</ dept >
<j d>1</id>
</ conpany-i nf o>
</ user>
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<user >
<nanme>f r ed</ nane>
<t ype>adni n</type>
<full -name>Fred Flintstone</full-nane>
<dept >2</ dept >
<j d>2</id>
</ conpany-i nf o>
</ user >
</ users>
</top>
</ dat a>
</rpc-reply>
</ soapenv: Body>
</ soapenv: Envel ope>

KOHLLOLHNDLHNWLWHNW

3.7. NETCONF SCAP WSDL

<?xm version="1.0" encodi ng="UTF-8"?>
<definitions
xm ns="http://schenas. xm soap. or g/ wsdl /"
xm ns: SOAP="htt p://schemas. xm soap. or g/ wsdl / soap/"
xm ns:tns="urn:ietf:parans: xm : ns: netconf: soap: 1. 0"
xm ns: netb="urn:ietf:paramns: xm : ns: netconf: base: 1. 0"
t ar get Namespace="urn:ietf: parans: xm : ns: net conf: soap: 1. 0"
nane="net conf - soap_1. 0. wsdl ">

<i nport nanmespace="urn:ietf: parans: xm : ns: netconf: base: 1. 0"
| ocation="http://ww.iana.org/assignnments/xm -registry/
schema/ net conf . xsd" />

<message name="hel | oRequest" >

<part nane="in" elenment="netb: hello"/>
</ message>
<message name="hel | oResponse" >

<part nane="out" el enent="netb: hello"/>
</ message>

<nmessage hane="r pcRequest">
<part nane="in" elenment="netb:rpc"/>
</ message>
<nmessage hanme="r pcResponse">
<part nane="out" elenment="netb:rpc-reply"/>
</ message>

<port Type name="net conf Port Type">
<operation name="rpc">
<i nput nessage="tns:rpcRequest"/>
<out put nessage="tns:rpcResponse"/>
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</ oper ati on>
<operation name="hell 0" >
<i nput nessage="tns: hel | oRequest "/ >
<out put nessage="tns: hel | oResponse"/ >
</ oper ati on>
</ port Type>

<bi ndi ng name="net conf Bi ndi ng" type="tns: netconfPort Type">
<SOAP: bi ndi ng styl e="docunent"
transport="http://schenmas. xm soap. or g/ soap/ htt p"/ >
<operation name="hell 0" >
<SOAP: oper ati on/ >
<i nput >
<SOAP: body use="literal"
namespace="urn:ietf: paramns: xm : ns: net conf: soap: 1. 0"/ >
</i nput >
<out put >
<SOAP: body use="literal"
namespace="urn:ietf: parans: xm : ns: net conf: soap: 1. 0"/ >
</ out put >
</ oper ati on>
<operation name="rpc">
<SOAP: oper ati on/ >
<i nput >
<SOAP: body use="literal"
namespace="urn:ietf: paramns: xm : ns: net conf : base: 1. 0"/ >
</i nput >
<out put >
<SOAP: body use="literal"
namespace="urn:ietf: paramns: xm : ns: net conf : base: 1. 0"/ >
</ out put >
</ oper ati on>
</ bi ndi ng>

</ definitions>
3.8. Sanple Service Definition WSDL

The followi ng WSDL docunent assunes a local |ocation for the NETCONF
over SOAP WSDL definitions. A typical deploynment of a device
manageabl e via NETCONF over SOAP woul d provide a service definition
simlar to the following to identify the address of the device.

<?xm version="1.0" encodi ng="UTF-8"?>

<definitions
xm ns="http://schenas. xm soap. or g/ wsdl /"
xm ns: SOAP="htt p://schemas. xm soap. or g/ wsdl / soap/"
xm ns: nets="urn:ietf:paramns: xm : ns: netconf: soap: 1. 0"

Goddard St andards Track [ Page 14]



RFC 4743 NETCONF over SOAP Decenber 2006

t ar get Narmespace="ur n: myNet conf Ser vi ce"
nane="nyNet conf Servi ce. wsdl ">

<i nport nanmespace="urn:ietf:parans: xm :ns: netconf:soap: 1. 0"
| ocation="http://Iocal host: 8080/ net conf/
schema/ net conf-soap_1. 0. wsdl "/ >

<servi ce nane="netconf">
<port nane="netconfPort" bindi ng="nets: netconfBi ndi ng">
<SOAP: address | ocation="http://1ocal host: 8080/ netconf"/>
</ port>
</ service>

</definitions>
4. Security Considerations

NETCONF is used to access and nodify configuration information, so
the ability to access this protocol should be limted to users and
systens that are authorized to view or nodify the agent’s
configuration data.

Because configuration information is sent in both directions, it is

not sufficient for just the client or user to be authenticated with

the server. The identity of the server should al so be authenticated
with the client.

Configuration data may include sensitive information, such as user
nanes or security keys. So, NETCONF should only be used over
comuni cati ons channel s that provide strong encryption for data
privacy.

I f the NETCONF server provides renote access through insecure
protocols, such as HTTP, care should be taken to prevent execution of
t he NETCONF program when strong user authentication or data privacy
is not avail abl e.

The | ANA assigned port SHOULD be used, as this provides a neans for
efficient firewall filtering during possible denial-of-service
att acks.

4.1. Integrity, Privacy, and Authentication

The NETCONF SOAP binding relies on an underlying secure transport for
integrity and privacy. Such transports are expected to include TLS
[9] (which, when conbined with HTTP, is referred to as HITPS) and

| Psec. There are a nunber of options for authentication (sone of

whi ch are depl oynment-specific):
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o wthin the transport (such as with TLS client certificates)
o wthin HTTP (such as Digest Access Authentication [7])
o wthin SOAP (such as a digital signature in the header [17])

HTTP, BEEP, and SOAP | evel authentication can be integrated with
Renote Authentication Dial-In User Service (RADIUS) [10] to support
renot e authenticati on databases.

At a miniunum all conform ng NETCONF over SOAP i npl enentati ons MJST
support TLS. Specifically, NETCONF over SOAP over HTTP MUST support
NETCONF over SQAP over HTTPS, and NETCONF over SQAP over BEEP MJST
support NETCONF over SOAP over BEEP over TLS.

4.2. Vulnerabilities

The above protocols may have various vulnerabilities, and these may
be inherited by NETCONF over SQOAP.

NETCONF itself may have vulnerabilities because an authorization
nodel is not currently specified.

It is inportant that device capabilities and authorization remain
constant for the duration of any outstanding NETCONF session. In the
case of NETCONF, it is inportant to consider that device managenent
may be taking place over nultiple substrates (in addition to SQOAP),
and it is inportant that the different substrates have a common

aut henti cati on nodel .

4.3. Environnmental Specifics

Sone depl oynments of NETCONF over SOAP nay choose to use transports
wi t hout encryption. This presents vulnerabilities but may be

sel ected for deploynents involving closed networks or debuggi ng
scenari os.

A devi ce nanaged by NETCONF nmay interact (over protocols besides
NETCONF) with devices managed by ot her protocols, all of differing
security. [Each point of entry brings with it a potential

vul nerability.
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5.

6.

6.

| ANA Consi der ati ons

| ANA assigned TCP port (833) for NETCONF over SOAP over BEEP, and TCP
port (832) for NETCONF over SOAP over HTTPS.

IANA will allow for the assignnent of an XML nanespace within the
NETCONF namespace "urn:ietf:paranms: xm :ns:netconf” for the NETCONF
over SOAP WSDL definitions. Following the policies outlined in RFC
2434 [ 14], assigned values in this subordi nate nanespace are
requested to be allocated according to the "Specification Required"

policy.
URI: urn:ietf:paranms: xm :ns: netconf: soap
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