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Abstract

This neno of fers non-nornative inplenmentation gui dance for the Real -
time Protocol (RTP) M D (Misical Instrument Digital Interface)

payl oad format. The nenp presents its advice in the context of a
networ k nusi cal performance application. In this application two
nmusi ci ans, located in different physical |ocations, interact over a
network to performas they would if located in the sane room
Underlying the performances are RTP M D sessions over unicast UDP
Al gorithms for sending and receiving recovery journals (the
resiliency structure for the payload fornat) are described in detail.
Al t hough the neno focuses on network nusical performance, the
presented i nplenmentation advice is relevant to other RTP M D
appl i cati ons.
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1. Introduction

[ RFC4695] normatively defines a Real-time Transport Protocol (RTP,

[ RFC3550]) payload format for the M D (Misical Instrunment Digital
Interface) conmmand | anguage [M DI], for use under any applicable RTP
profile, such as the Audio/Visual Profile (AVP, [RFC3551]).

However, [RFC4695] does not define algorithnms for sending and
receiving MDl streams. |Inplenentors are free to use any sendi ng or
receiving algorithmthat conforns to the normative text in [ RFC4695],
[ RFC3550], [RFC3551], and [MDI].

In this nmeno, we offer inplenentation guidance on sendi ng and

receiving M D RTP streanms. Unlike [RFC4695], this nmeno is not
normati ve.
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RTP is a mature protocol, and excellent RTP reference materials are
avail able [RTPBOOK]. This neno ainms to conpl enent the existing
literature by focusing on issues that are specific to the M DI

payl oad format.

The nmeno focuses on one application: two-party network rnusica
perfornmance over w de-area networks, following the interoperability
gui delines in Appendix C. 7.2 of [RFC4695]. Underlying the
performances are RTP M DI sessions over unicast UDP transport.
Resiliency is provided by the recovery journal system][RFC4695]. The
application al so uses the RTP Control Protocol (RTCP, [RFC3550]).

The application targets a network with a particul ar set of
characteristics: lownomnal jitter, |ow packet |oss, and occasi onal
outlier packets that arrive very late. However, in Section 6.2 of
this nenp, we discuss adapting the application to other network

envi ronnent s.

As defined in [NMP], a network musical perfornmance occurs when
nmusi ci ans | ocated at different physical |ocations interact over a
network to performas they would if located in the sane room

Sections 2-3 of this nenp describe session startup and nai nt enance.
Sections 4-5 cover sending M DI streans, and Sections 6-7 cover
receiving MDI streans.

2. Starting the Session

In this section, we describe how the application starts a two-player
session. W assune that the two parties have agreed on a session
configuration, enbodied by a pair of Session Description Protocol
(SDP, [RRFC4566]) session descriptions.

One session description (Figure 1) defines how the first party w shes
to receive its stream The other session description (Figure 2)
defines how the second party wi shes to receive its stream

The session description in Figure 1 codes that the first party
intends to receive a MD streamon | P4 nunber 192.0.2.94 (coded in
the c=line) at UDP port 16112 (coded in the m=line). Inplicit in
the SDP m= |line syntax [RFC4566] is that the first party al so intends
to receive an RTCP streamon 192.0.2.94 at UDP port 16113 (16112 +
1). The receiver expects that the PT field of each RTP header in the
received streamwi |l be set to 96 (coded in the n¥ |ine).

Li kewi se, the session description in Figure 2 codes that the second

party intends to receive a MDl streamon | P4 nunber 192.0.2.105 at
UDP port 5004 and intends to receive an RTCP streamon 192.0.2.105 at
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UDP port 5005 (5004 + 1). The second party expects that the PT RTP

header field of received streamw || be set to 101.
v=0
o=first 2520644554 2838152170 IN I P4 first.exanpl e. net
s=Exanpl e
t=0 0
c=IN1P4 192.0.2.94
mFaudi o 16112 RTP/ AVP 96
b=AS: 20
b=RS: 0
b=RR: 400
a=rtpmap: 96 npeg4- generi c/ 44100
a=fmp: 96 streamype=5; nmode=rtp-nidi; config=""; profile-Ilevel-id=12;
cm unused=ABFGHIKMQTVXYZ; cm unused=C120-127; ch_never =ADEFMJTVX;
tsnode=buffer; |inerate=320000; octpos=last; nperiod=44; rtp_ptinme=0;

rtp_maxpti me=0; guardti ne=44100; render=synthetic; rinit="audi o/asc";
url ="http://exanpl e. net/sa. asc"
ci d="xj fl soei urvpa09i t nvl dui hgnvet 98pa3wlut nui ghbuk"

(The a=fntp |ine has been wapped to fit the page to acconmnodate
meno formatting restrictions; it constitutes a single line in SDP.)

Figure 1. Session description for first participant

v=0

o=second 2520644554 2838152170 I N | P4 second. exanpl e. net
s=Exanpl e

t=0 0

c=IN P4 192.0.2.105

mFaudi o 5004 RTP/ AVP 101

b=AS: 20

b=RS: 0

b=RR: 400

a=rtpmap: 101 npeg4- generic/ 44100

a=fmp: 101 streantype=5; node=rtp-nidi; config=""; profile-Ilevel-id=12
cm _unused=ABFGHIKMJTVXYZ; cm unused=C120-127; ch_never =ADEFMJTVX;

t snode=buffer; |inerate=320000; oct pos=l ast; nperi od=44; guardti ne=44100;

rtp_ptime=0; rtp_nmaxpti ne=0; render=synthetic; rinit="audio/asc";
url ="http://exanpl e. net/sa. asc"
ci d="xj fl soei urvpa09i t nvl dui hgnvet 98pa3wlut nui ghbuk"

(The a=fntp |ine has been wapped to fit the page to acconmnodate
meno formatting restrictions; it constitutes a single line in SDP.)

Figure 2. Session description for second parti ci pant
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The session descriptions use the npeg4-generic nedia type (coded in
the a=rtpmap line) to specify the use of the MPEG 4 Structured Audio
renderer [ MPEGSA]. The session descriptions also use paranmeters to
custom ze the stream (Appendi x C of [RFC4695]). The paraneter val ues
are identical for both parties, yielding identical rendering
environments for the two client hosts.

The bandwi dth (b=) AS paraneter [RFC4566] [RFC3550] indicates that
the total RTP session bandwidth is 20 kbs. This val ue assunes that
the two players send 10 kbs streans concurrently. To derive the 10
kbs val ue, we begin with the analysis of RTP M DI payl oad bandw dth
in Appendix A4 of [NMP] and add in RTP and | P4 packet overhead and a
smal | safety factor.

The bandwi dth RR paraneter [RFC3556] indicates that the shared RTCP
session bandwi dth for the two parties is 400 bps. W set the

bandwi dth SR paranmeter to 0 bps, to signal that sending parties and
non-sendi ng parties equally share the 400 bps of RTCP bandwi dt h.
(Note that in this particular exanple, the guardtine paraneter val ue
of 44100 ensures that both parties are sending for the duration of
the session.) The 400 bps RTCP bandwi dt h val ue supports one RTCP
packet per 5 seconds from each party, containing a Sender Report and
CNAME i nf ormati on [ RFC3550] .

We now show an exanpl e of code that inplenents the actions the
parties take during the session. The code is witten in C and uses
t he standard network progranm ng techni ques described in [ STEVENS].
We show code for the first party (the second party takes a symetric
set of actions).

Figure 3 shows how the first party initializes a pair of socket
descriptors (rtp_fd and rtcp_fd) to send and recei ve UDP packets.
After the code in Figure 3 runs, the first party may check for new
RTP or RTCP packets by calling recv() on rtp_fd or rtcp_fd.

Applications may use recv() to receive UDP packets on a socket using
one of two general nethods: "blocking" or "non-bl ocking".

A call to recv() on a blocking UDP socket puts the calling thread to
sleep until a new packet arrives.

A call to recv() on a non-blocking socket acts to poll the device:
the recv() call returns imediately, with a return val ue that
indicates the polling result. In this case, a positive return val ue
signhals the size of a new received packet, and a negative return

val ue (coupled with an errno value of EAGAIN) indicates that no new
packet was avail abl e.
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The choi ce of bl ocking or non-bl ocking sockets is a critical
application choice. Blocking sockets offer the | owest potential

| atency (as the OS wakes the caller as soon as a packet has arrived).
However, audi o applications that use bl ocking sockets nust adopt a
mul ti-threaded program architecture, so that audio sanples nay be
generated on a "rendering thread" while the "network thread" sl eeps,
awai ti ng the next packet. The architecture nust al so support a

t hread comuni cati on nechanism so that the network thread has a
mechanismto send M DI conmands the rendering thread.

In contrast, audio applications that use non-bl ocki ng sockets nmay be
coded using a single thread, that alternates between audi o sanple
generation and network polling. This architecture trades off

i ncreased network |latency (as a packet may arrive between polls) for
a sinpler programarchitecture. For sinplicity, our exanple uses
non- bl ocki ng sockets and presunmes a single run | oop. Figure 4 shows
how t he exanpl e configures its sockets to be non-bl ocki ng.

Figure 5 shows how to use recv() to check a non-bl ocking socket for
new packets.

The first party also uses rtp _fd and rtcp_fd to send RTP and RTCP
packets to the second party. |In Figure 6, we show howto initialize
socket structures that address the second party. 1In Figure 7, we
show how to use one of these structures in a sendto() call to send an
RTP packet to the second party.

Note that the code shown in Figures 3-7 assunes a clear network path
between the participants. The code may not work if firewalls or

Net wor k Address Transl ati on (NAT) devices are present in the network
pat h.

3. Session Managenent: Session Housekeepi ng

After the two-party interactive session is set up, the parties begin
to send and receive RTP packets. In Sections 4-7, we discuss RTP

M DI sending and receiving algorithnms. In this section, we describe
sessi on "housekeepi ng" tasks that the participants also perform

One housekeeping task is the naintenance of the 32-bit
Synchroni zati on Source (SSRC) val ue that uniquely identifies each
party. Section 8 of [RFC3550] describes SSRC issues in detail, as
does Section 2.1 in [ RFC4695]. Anot her housekeeping task is the
sendi ng and receiving of RTCP. Section 6 of [RFC3550] describes RTCP
in detail.
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Anot her housekeepi ng task concerns security. As detailed in the
Security Considerations section of [RFC4695], per-packet
authentication is strongly reconmended for use with M DI strearns,
because t he acceptance of rogue packets nmay |ead to the execution of
arbitrary M D comands.

A final housekeeping task concerns the term nation of the session

In our two-party exanple, the session term nates upon the exit of one
of the participants. A clean termnation may require active effort
by a receiver, as a MDl stream stopped at an arbitrary point may
cause stuck notes and other indefinite artifacts in the M DI

renderer.

The exit of a party nmay be signalled in several ways. Session
managenent tools may offer a reliable signal for term nation (such as
the SIP BYE nethod [ RFC3261]). The (unreliable) RTCP BYE packet

[ RFC3550] may al so signal the exit of a party. Receivers may al so
sense the lack of RTCP activity and timeout a party or may use
transport methods to detect an exit.

4. Sending Streams: Ceneral Considerations
In this section, we discuss sender inplenentation issues.

The sender is a real-tinme data-driven entity. On an ongoi ng basi s,
the sender checks to see if the local player has generated new M Dl
data. At any tine, the sender nay transnit a new RTP packet to the
renote player for the reasons described bel ow

1. New M DI data has been generated by the | ocal player, and the
sender decides that it is time to issue a packet coding the data.

2. The local player has not generated new M DI data, but the sender
deci des that too nmuch tinme has el apsed since the | ast RTP packet
transm ssion. The sender transmits a packet in order to relay
updat ed header and recovery journal data.

In both cases, the sender generates a packet that consists of an RTP

header, a M DI conmand section, and a recovery journal. In the first
case, the MDI list of the MDI conrand section codes the new M DI
data. In the second case, the MDI list is enpty.
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#i ncl ude <sys/types. h>
#i ncl ude <sys/socket. h>
#i ncl ude <netinet/in.h>

int rtp_fd, rtcp_fd; /* socket descriptors */
struct sockaddr _i n addr; /* for bind address */

/*********************************/

/* create the socket descriptors */

/*********************************/

if ((rtp_fd = socket (AF_I NET, SOCK DGRAM 0)) < 0)
ERROR_RETURN(" Coul dn’t create Internet RTP socket");

if ((rtcp_fd = socket (AF_I NET, SOCK_DGRAM 0)) < 0)
ERROR_RETURN(" Coul dn’t create Internet RTCP socket");

/**********************************/

/* bind the RTP socket descriptor */

/**********************************/

menset (& addr.sin_zero), 0, 8);

addr.sin_famly = AF_I NET;

addr.sin_addr.s_addr = htonl (1 NADDR_ANY) ;

addr.sin_port = htons(16112); /* port 16112, from SDP */

if (bind(rtp_fd, (struct sockaddr *)&addr,
si zeof (struct sockaddr)) < 0)
ERROR_RETURN( " Coul dn’t bind Internet RTP socket");

/***********************************/

/* bind the RTCP socket descriptor */

/***********************************/

menset (& addr.sin_zero), 0, 8);

addr.sin_fam |y = AF_I NET;

addr.sin_addr.s_addr = htonl (1 NADDR_ANY) ;

addr.sin_port = htons(16113); /* port 16113, from SDP */

if (bind(rtcp_fd, (struct sockaddr *)&addr,
si zeof (struct sockaddr)) < 0)
ERROR_RETURN( " Coul dn’t bind Internet RTCP socket");

Figure 3. Setup code for listening for RTP/ RTCP packets
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#i ncl ude <uni std. h>
#i ncl ude <fcntl . h>

/***************************/

/* set non-blocking status */

/***************************/

if (fentl(rtp_fd, F_SETFL, O _NONBLOCK))
ERROR_RETURN( " Coul dn’t unbl ock Internet RTP socket");

if (fentl(rtcep_fd, F_SETFL, O NONBLOCK))
ERROR_RETURN( " Coul dn’t unbl ock Internet RTCP socket");

Figure 4. Code to set socket descriptors to be non-bl ocking
#i ncl ude <errno. h>
#def i ne UDPMAXSI ZE 1472 /* based on Ethernet MIU of 1500 */

unsi gned char packet [ UDPMAXSI ZE+1] ;
int len, normal;

while ((len = recv(rtp_fd, packet, UDPMAXSIZE + 1, 0)) > 0)

/* process packet[]. [If (len == UDPMAXSIZE + 1), recv()
* may be returning a truncated packet -- process with care
*/

}

/* line below sets "normal" to 1 if the recv() return */
/* status indicates no packets are left to process */

normal = (len < 0) & (errno == EAGAIN);

if (!normal)

/*
* recv() return status indicates an enpty UDP payl oad
* (len == 0) or an error condition (coded by (len < Q)
* and (errno !'= EAGAIN)). Examine |len and errno, and
*
*

t ake appropriate recovery action.

Figure 5. Code to check rtp_fd for new RTP packets
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/* RTP destination |P/ port */
/* RTCP destination |IP/ port */

/* set RTP address, as coded in Figure 2's SDP */

rtp_addr = calloc(l, sizeof(struct sockaddr_in));

rtp_addr->sin_famly = AF_| NET,;

rtp_addr->sin_port = htons(5004);
rtp_addr->sin_addr.s_addr = inet_addr("192.0.2.105");

/* set RTCP address, as coded in Figure 2's SDP */

rtcp_addr = calloc(1l, sizeof(struct sockaddr_in));

rtcp_addr->sin_famly = AF_I| NET;
rtcp_addr->sin_port = htons(5005);

rtcp_addr->sin_addr.s_addr =

Fi gure 6.

unsi gned char packet [ UDPMAXSI ZE] ;

/* 5004 + 1 */

rtp_addr->sin_addr.s_addr;

Initializing destination addresses for RTP and RTCP

/* RTP packet to send */

int size; /* length of RTP packet */
/* first fill packet[] and set size ... then: */
if (sendto(rtp_fd, packet, size, 0, rtp_addr,
si zeof (struct sockaddr)) == -1)
{
/*
* try again later if errno == EAGAIN or EINTR
*
* other errno values --> an operational error
*/
}

Figure 7. Using sendto() to send an RTP packet

Figure 8 shows the 5 steps a sender takes to issue a packet.

Thi s

al gorithm corresponds to the code fragnment for sending RTP packets

shown in Figure 7 of Section 2.
sendto() cal

sendto() call itself.

Lazzaro & Vawr zynek
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Steps 1, 2, and 3 occur before the
in the code fragnent.

Step 4 corresponds to the

Step 5 may occur once Step 3 conpl etes.
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The algorithm for Sending a Packet is as foll ows:

1. CGenerate the RTP header for the new packet. See Section 2.1 of
[ RFC4695] for details.

2. Cenerate the M DI conmand section for the new packet. See Section
3 of [RFC4695] for details.

3. Generate the recovery journal for the new packet. W discuss this
process in Section 5.2. The generation al gorithm exani nes the
Recovery Journal Sending Structure (RISS), a stateful coding of a
hi story of the stream

4. Send the new packet to the receiver

5. Update the RISS to include the data coded in the M D command
section of the packet sent in step 4. W discuss the update
procedure in Section 5. 3.

Figure 8. A5 step algorithmfor sending a packet

In the sections that follow, we discuss specific sender
i npl ementation issues in detail.

4.1. Queuing and Coding Inconing MDI Data

Sinpl e senders transmit a new packet as soon as the | ocal player
generates a conplete M DI command. The system described in [ NVP]
uses this algorithm This algorithm m nimzes the sender queuing
| atency, as the sender never delays the transnission of a new M DI
conmand.

In a relative sense, this algorithmuses bandwi dth inefficiently, as
it does not anortize the overhead of a packet over several conmands.
This inefficiency nay be acceptable for sparse MDI streans (see
Appendi x A. 4 of [NWP]). More sophisticated sending algorithns

[ GRAME] inprove efficiency by coding small groups of commands into a
singl e packet, at the expense of increasing the sender queuing

| at ency.

Senders assign a tinmestanp value to each command i ssued by the |oca
pl ayer (Appendix C 3 of [RFC4695]). Senders may code the tinestanp
value of the first MDI |ist command in two ways. The nost efficient
nmethod is to set the RTP tinestanp of the packet to the timestanp
value of the first command. |In this nmethod, the Z bit of the MD
command section header (Figure 2 of [RFC4695]) is set to 0, and the
RTP tinestanps increment at a non-uniformrate.
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However, in some applications, senders may wi sh to generate a stream
whose RTP tinestanps increnent at a uniformrate. To do so, senders
may use the Delta Tine MDI list field to code a tinmestanp for the
first command in the list. 1In this case, the Z bit of the MDI
conmand section header is set to 1.

Senders should strive to maintain a constant relationship between the
RTP packet tinestanp and the packet sending tinme: if two packets have
RTP tinestanps that differ by 1 second, the second packet shoul d be
sent 1 second after the first packet. To the receiver, variance in
this relationship is indistinguishable fromnetwork jitter. Latency
i ssues are discussed in detail in Section 6.

Senders nay alter the running status coding of the first conmand in
the MDI list, in order to conply with the coding rules defined in

Section 3.2 of [RFC4695]. The P header bit (Figure 2 of [RFC4695])
codes this alteration of the source command stream

4.2. Sending Packets with Enpty M DI Lists

During a session, nusicians mght refrain fromgenerating MDI data
for extended periods of tine (seconds or even minutes). |If an RTP
streamfoll owed the dynamics of a silent MDI source and stopped
sendi ng RTP packets, system behavior m ght be degraded in the
foll ow ng ways:

0 The receiver’s nodel of network performance may fall out of date.

o Network m ddl eboxes (such as Network Address Transl ators) may
"time-out" the silent streamand drop the port and | P association
st at e.

o If the session does not use RTCP, receivers nmay m sinterpret the
silent stream as a dropped network connecti on.

Senders avoid these problens by sending "keep-alive" RTP packets
during periods of network inactivity. Keep-alive packets have enpty
MDI |ists.

Session participants nmay specify the frequency of keep-alive packets
during session configuration with the M Me paraneter "guardtine"
(Appendi x C. 4.2 of [RFC4695]). The session descriptions shown in
Figures 1-2 use guardtine to specify a keep-alive sending interval of
1 second.

Senders nay al so send enpty packets to inprove the perfornance of the

recovery journal system As we describe in Section 6, the recovery
process begi ns when a receiver detects a break in the RTP sequence
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nunber pattern of the stream The receiver uses the recovery journa
of the break packet to guide corrective rendering actions, such as
endi ng stuck notes and updating out-of-date controller val ues.

Consi der the situation where the |ocal player produces a M D NoteOf
command (which the sender pronptly transnmits in a packet) but then 5
seconds pass before the player produces another M D comand (which
the sender transnmits in a second packet). |If the packet coding the
NoteOFf is lost, the receiver is not aware of the packet |oss

i ncident for 5 seconds, and the rendered M DI performance contains a
note that sounds for 5 seconds too | ong.

To handle this situation, senders may transmt enpty packets to
"guard" the streamduring silent sections. The guard packet
algorithmdefined in Section 7.3 of [NMP], as applied to the
situation descri bed above, sends a guard packet after 100 ns of

pl ayer inactivity, and sends a second guard packet 100 ns |ater.
Subsequent guard packets are sent with an exponential backoff, with a
limting period of 1 second (set by the "guardtinme" paranmeter in
Figures 1-2). The algorithmterm nates once MDI activity resunes,

or once RTCP receiver reports indicate that the receiver is up to

dat e.

The perceptual quality of guard packet-sending algorithnms is a
quality of inplenentation issue for RTP M DI applications.

Sophi sticated inplenentations may tailor the guard packet sending
rate to the nature of the M D commuands recently sent in the stream
to nmininze the perceptual inpact of noderate packet |oss.

As an exanple of this sort of specialization, the guard packet

al gorithm described in [NMP] protects against the transient artifacts
that occur when NoteOn commands are lost. The algorithm sends a
guard packet 1 ns after every packet whose MD |ist contains a

Not eOn conmand. The Y bit in Chapter N note |ogs (Appendix A 6 of

[ RFC4695]) supports this use of guard packets.

Congestion control and bandw dth managenment are key issues in guard
packet algorithnms. W discuss these issues in the next section.

4.3. Congestion Control and Bandw dth Managenent

The congestion control section of [RFC4695] discusses the inportance
of congestion control for RTP MDI streanms and references the
normative text in [ RFC3550] and [ RFC3551] that concerns congestion
control. To conply with the requirements described in those
normative docunents, RTP M D senders nay use several methods to
control the sending rate:
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0 As described in Section 4.1, senders may pack several M DI
commands into a single packet, thereby reducing stream bandw dth
(at the expense of increasing sender queuing | atency).

0o Guard packet algorithnms (Section 4.2) may be designed in a
paranetric way, so that the tradeoff between artifact reduction
and stream bandw dth rmay be tuned dynami cally.

0 The recovery journal size nmay be reduced by adapting the
techni ques described in Section 5 of this nmeno. Note that in al
cases, the recovery journal sender nust conformto the normative
text in Section 4 of [RFC4695].

o The incoming MDI streammay be nodified to reduce the nunber of
M DI commands without significantly altering the perfornmance.
Lossy "M DI filtering" algorithms are well developed in the MD
community and nay be directly applied to RTP M DI rate nmanagenent.

RTP M DI senders incorporate these rate control methods into feedback
systens to inplenent congestion control and bandw dth nanagenent.
Sections 10 and 6.4.4 of [RFC3550] and Section 2 in [RFC3551]
descri be feedback systens for congestion control in RTP, and Section
6 of [RFC4566] descri bes bandw dth managenent in nedi a sessions.

5. Sending Streans: The Recovery Journa

In this section, we describe how senders inplenment the recovery
journal system The inplenmentati on we describe uses the default
"cl osed- | oop" recovery journal semantics (Appendix C. 2.2.2 of

[ RFC4695] ) .

We begin by describing the Recovery Journal Sending Structure (RJSS).
Senders use the RISS to generate the recovery journal section for RTP
M DI packet s.

The RISS is a hierarchical representation of the checkpoint history
of the stream The checkpoint history holds the M D conmands that
are at risk to packet |oss (Appendix A 1 of [RFC4695] precisely
defines the checkpoint history). The layout of the RISS mirrors the
hi erarchical structure of the recovery journal bitfields.

Figure 9 shows an RJSS inplenentation for a sinple sender. The | eaf

I evel of the RISS hierarchy (the jsend _chapter structures)
corresponds to channel chapters (Appendices A 2-9 in [RFC4695]). The
second | evel of the hierarchy (jsend_channel) corresponds to the
channel journal header (Figure 9 in [RFC4695]). The top level of the
hi erarchy (jsend_journal) corresponds to the recovery journal header
(Figure 8 in [RFC4695]).
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Each RJSS data structure may code several itens:

1. The current contents of the recovery journal bitfield associated
with the RISS structure (jheader[], cheader[], or a chapter
bitfield).

2. A segnumvariable. Segnum codes the extended RTP sequence nunber
of the nost recent packet that added information to the RISS
structure. |If the segnum of a structure is updated, the segnuns
of all structures above it in the recovery journal hierarchy are
al so updated. Thus, a packet that caused an update to a specific
jsend_chapter structure would update the segnum val ues of this
structure and of the jsend_channel and jsend_journal structures
that contain it.

3. Ancillary variables used by the sending al gorithm

A seqnumvariable for a level is set to zero if the checkpoint

history contains no information at the |level of the seqnum vari abl e,
and no information at any |level below the | evel of the segnum
variable. This coding schene assumes that the first sequence numnber
of a streamis nornmalized to 1, and limts the total nunber of stream
packets to 2732 - 1.

The cm.unused and ch_never paranmeters in Figures 1-2 define the
subset of M D comuands supported by the sender (see Appendix C. 2.3
of [RFC4695] for details). The sender transmits nost voi ce conmands
but does not transmit system conmands. The sender assunes that the
M DI source uses note commands in the typical way. Thus, the sender
does not use the Chapter E note resiliency tools (Appendix A 7 of

[ RFC4695]). The sender does not support Control Change commands for
controller nunbers with AlIl Notes O f (123-127), Al Sound Of (120),
and Reset Al Controllers (121) semantics and does not support
enhanced Chapter C encoding (Appendix A 3.3 of [RFC4695]).

We chose this subset of MDI commands to sinplify the exanple. In
particular, the command restrictions ensure that all commands are
active, that all note commands are N-active, and that all Contro
Change commands are C-active (see Appendix A 1 of [RFC4695] for
definitions of active, N-active, and C active).

In the sections that follow, we describe the tasks a sender perfornms
to nmanage the recovery journal system
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5.1. Initializing the RISS

At the start of a stream the sender initializes the RISS. A
seghum vari ables are set to zero, including all elenments of
note_seqgnuni{] and control _segnuni].

The sender initializes jheader[] to forma recovery journal header
that codes an enpty journal. The S bit of the header is set to 1,
and the A, Y, R and TOTCHAN header fields are set to zero. The
checkpoi nt packet sequence nunber field is set to the sequence nunber
of the upcomng first RTP packet (per Appendix A 1 of [RFC4695]).
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t ypedef unsigned char uint8; /* must be 1 octet */
t ypedef unsi gned short uint16; /[* must be 2 octet */
t ypedef unsigned |ong uint32; /[* must be 4 octets */

/**************************************************************/

/* leaf level hierarchy: Chapter W Appendix A 5 of [RFC4695] */

/**************************************************************/

typedef struct jsend _chapterw { /* Pitch Weel (OxE) */
uint8 chapterwf2]; /* bitfield Figure A 5.1 [ RFC4695] */
ui nt 32 segnum /| * extended sequence nunber, or 0 */
} jsend_chapterw

/**************************************************************/

/* leaf level hierarchy: Chapter N, Appendix A 6 of [RFC4695] */

/**************************************************************/

typedef struct jsend chaptern { /* Note comuands (0x8, 0x9) */

/* chapter N nmaxi mum size is 274 octets: a 2 octet header, */
/* and a maxi num of 128 2-octet |logs and 16 OFFBIT octets */

uint8 chaptern[274]; /* bitfield Figure A 6.1 [ RFC4695] */
uint 16 size; /* actual size of chaptern[] */
ui nt 32 segnum /* extended seq nunber, or O */

ui nt 32 note_seqnuni 128]; /* nobst recent note seqnum or 0 */

uint32 note_tstanp[128]; /* NoteOn execution tinmestanp */

uint32 bitfield ptr[128]; /* points to a chapter log, or 0 */
} jsend_chaptern;

/**************************************************************/

/* leaf level hierarchy: Chapter C, Appendix A 3 of [RFC4695] */

/**************************************************************/

typedef struct jsend_chapterc { /* Control Change (0xB) */
/* chapter C nmaxi mum size is 257 octets: a 1 octet header */
/* and a maxi num of 128 2-octet | ogs */
uint8 chapterc[257]; /* bitfield Figure A 3.1 [RFC4695] */
uint 16 size; /* actual size of chapterc|] */
ui nt 32 segnum /| * extended sequence nunber, or 0 */
uint32 control _seqgnuni128]; /* nost recent segnum or O */

uint32 bitfield_ptr[128]; /* points to a chapter log, or 0 */
} jsend_chapterc;

Figure 9. Recovery Journal Sending Structure (part 1)
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/**************************************************************/

/* leaf |evel hierarchy: Chapter

P, Appendix A 2 of [RFC4695] */

/**************************************************************/

typedef struct jsend_chapterp { /* MD

uint8 chapterp[3]
ui nt 32 segnum

} jsend_chapterp

Program Change (0xC) */

; /* bitfield Figure A 2.1 [ RFC4695] */
/* extended sequence nunber, or O

/***************************************************/

/| * second-| evel of hierarchy,

f or channel

journals */

/***************************************************/

typedef struct jsend_channel ({

uint8 cheader[3];
ui nt 32 segnum

/*

header Figure 9 [ RFC4695]) */
/ * extended sequence nunber, or O

j send_chapterp chapterp; /* chapter
j send_chapterc chapterc; /* chapter
j send_chapt erw chapt erw, * chapt er
j send_chaptern chaptern; /* chapter

} j send_channel

Pinfo
Cinfo
Winfo
N info

*/

*/

*/
*/
*/
*/

/*******************************************************/

/* top level of hierarchy, for recovery journa

header

*/

/*******************************************************/

typedef struct jsend_journal {

ui nt 8 j header[ 3];

ui nt 32 segnum

j send_channel channel s[ 16];

} jsend_j ournal

Figure 9. Recovery Journa
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In jsend_chaptern, elenents of note_tstanp[] are set to zero. In

j send_chaptern and jsend_chapterc, elenents of bitfield ptr[] are set
to the null pointer index value (bitfield _ptr[] is an array whose

el ements point to the first octet of the note or control I|og
associated with the array index).

5.2. Traversing the RIJSS

Whenever an RTP packet is created (Step 3 of the algorithmdefined in
Figure 8), the sender traverses the RISS to create the recovery
journal for the packet. The traversal begins at the top |evel of the
RJSS. The sender copies jheader[] into the packet and then sets the
S bit of jheader[] to 1.

The traversal continues depth-first, visiting every jsend_channel
whose seqnum vari able is non-zero. The sender copies the cheader][]
array into the packet and then sets the S bit of cheader[] to 1.
After each cheader[] copy, the sender visits each |eaf-1evel chapter
in the order of its appearance in the chapter journal Table of
Contents (first P, then C, then W then N, as shown in Figure 9 of

[ RFC4695] ) .

If a chapter has a non-zero seqnum the sender copies the chapter
bitfield array into the packet and then sets the S bit of the RISS
array to 1. For chaptern[], the B bit is also set to 1. For the
vari abl e-1 ength chapters (chaptern[] and chapterc[]), the sender
checks the size variable to deternine the bitfield |ength.

Bef ore copying chaptern[], the sender updates the Y bit of each note
log to code the onset of the associated NoteOn conmand (Figure A 6.3
in [RFC4695]). To determine the Y bit value, the sender checks the
note tstanp[] array for note timng information

5.3. Updating the RISS

After an RTP packet is sent, the sender updates the RISS to refresh
the checkpoint history (Step 5 of the sending algorithmdefined in
Figure 8). For each command in the MD [|ist of the sent packet, the
sender performs the update procedure we now descri be.

The update procedure begins at the leaf |level. The sender generates
a new bitfield array for the chapter associated with the M D comuand
usi ng the chapter-specific semantics defined in Appendi x A of

[ RFC4695] .

For Chapter N and Chapter C, the sender uses the bitfield_ptr[] array

to locate and update an existing log for a note or controller. |If a
| og does not exist, the sender adds a log to the end of the
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chaptern[] or chapterc[] bitfield and changes the bitfield _ptr][]
value to point to the log. For Chapter N, the sender al so updates
note_tstanp[].

The sender also clears the S bit of the chapterp[], chapterw], or
chapterc[] bitfield. For chaptern[], the sender clears the S bit or
the B bit of the bitfield, as described in Appendix A 6 of [RFC4695].

Next, the sender refreshes the upper levels of the RISS hierarchy.

At the second | evel, the sender updates the cheader[] bitfield of the
channel associated with the command. The sender sets the S bit of
cheader[] to 0. |If the new command forced the addition of a new
chapter or channel journal, the sender may al so update ot her

cheader[] fields. At the top level, the sender updates the top-Ieve
jheader[] bitfield in a simlar manner.

Finally, the sender updates the segnum vari abl es associated with the
changed bitfield arrays. The sender sets the seqnumvariables to the
ext ended sequence nunber of the packet.

5.4. Trimring the RISS

At regular intervals, receivers send RTCP receiver reports to the
sender (as described in Section 6.4.2 of [RFC3550]). These reports
i ncl ude the extended hi ghest sequence nunber received (EHSNR) fi el d.
This field codes the highest sequence nunber that the receiver has
observed fromthe sender, extended to di sanbi guate sequence numnber
roll over.

When the sender receives an RTCP receiver report, it runs the RISS
trimming algorithm The trinming algorithmuses the EHSNR to trim
away parts of the RISS. In this way, the algorithmreduces the size
of recovery journals sent in subsequent RTP packets. The algorithm
conforms to the cl osed-1oop sending policy defined in Appendi X

C 2.2.2 of [RFC4695].

The trinming algorithmrelies on the follow ng observation: if the
EHSNR i ndi cates that a packet with sequence nunber K has been
received, M D commands sent in packets with sequence numbers J <= K
may be renmpoved fromthe RISS without violating the closed-Ioop

policy.

To begin the trimming algorithm the sender extracts the EHSNR field
fromthe receiver report and adjusts the EHSNR to reflect the
sequence nunber extension prefix of the sender. Then, the sender
conpares the adjusted EHSNR val ue with seqnum fields at each |evel of
the RISS, starting at the top | evel
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Level s whose segnumis |less than or equal to the adjusted EHSNR are
trimed, by setting the seqnumto zero. |If necessary, the jheader][]
and cheader[] arrays above the trimed | evel are adjusted to match
the new journal |ayout. The checkpoint packet sequence nunber field
of jheader[] is updated to match the EHSNR

At the leaf level, the sender trins the size of the variable-length
chaptern[] and chapterc[] bitfields. The sender |oops through the
note_seqgnuni] or control _seqnuni] array and renoves chaptern[] or
chapterc[] |ogs whose seqnum value is |less than or equal to the

adj usted EHSNR. The sender sets the associated bitfield ptr[] to
nul | and updates the LENGIH field of the associated cheader[]
bitfield.

Note that the trinming al gorithm does not add information to the
checkpoint history. As a consequence, the trinm ng al gorithm does
not clear the S bit (and for chaptern[], the B bit) of any recovery
journal bitfield. As a second consequence, the trimmng al gorithm
does not set RIJISS seqnum variables to the EHSNR val ue.

5.5. Inplenentation Notes

For pedagogi cal purposes, the recovery journal sender we describe has
been sinplified in several ways. |In practice, an inplenentation
woul d use enhanced versions of the traversing, updating, and trinmng
al gorithnms presented in Sections 5.2-5.4.

6. Receiving Streans: General Considerations
In this section, we discuss receiver inplenmentation issues.

To begin, we inmagine that an ideal network carries the RTP stream
Packets are never lost or reordered, and the end-to-end |l atency is
constant. In addition, we assune that all commands coded in the M DI
list of a packet share the sane tinestanp (an assunption coded by the
"rtp_ptime" and "rtp_maxptinme" values in Figures 1-2; see Appendi X

C. 4.1 of [RFC4695] for details).

Under these conditions, a sinple algorithmmay be used to render a
hi gh-quality performance. Upon receipt of an RTP packet, the
receiver inmediately executes the conmmands coded in the M DI conmand
section of the payload. Commands are executed in the order of their
appearance in the MDI list. The command tinmestanps are ignored.
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Unfortunately, this sinple al gorithm breaks down once we rel ax our
assunptions about the network and the M DI |ist:

1. If we pernmit |ost and reordered packets to occur in the network,
the al gorithm may produce unrecoverable rendering artifacts,
violating the mandate defined in Section 4 of [RFC4695].

2. If we permt the network to exhibit variable |atency, the
al gorithm nodul ates the network jitter onto the rendered M DI
command st ream

3. If we pernit a MDI list to code commands with different
ti mestanps, the algorithm adds tenporal jitter to the rendered
perfornmance, as it ignores MDI [|ist tinmestanps.

In this section, we discuss interactive receiver design techni ques
under these rel axed assunptions. Section 6.1 describes a receiver
desi gn for high-performance Wde Area Networks (WANs), and Section
6. 2 di scusses design issues for other types of networks.

6.1. The NWP Receiver Design

The Network Musical Perfornmance (NWMP) system[NWMP] is an interactive
perfornmance application that uses an early version of the RTP M DI
payl oad format. NWMP is designed for use between universities within
the State of California, which use the high-performnce Cal REN2

net wor k.

In the NMP system network artifacts nmay affect how a nusician hears
the performances of renote players. However, the network does not
af fect how a nusician hears his own performance.

Several aspects of Cal REN2 network behavior (as neasured in 2001
timefrane, as docunmented in [ NVP]) gui ded the NWP system design

0 The nedian synmetric latency (1/2 the round-trip tine) of packets
sent between network sites is conparable to the acoustic |atency
bet ween two nusicians located in the same room For exanple, the
| at ency between Berkeley and Stanford is 2.1 nms, corresponding to
an acoustic distance of 2.4 feet (0.72 neters). These canpuses
are 40 miles (64 kn) apart. Preserving the benefits of the
underlying network [atency at the application | evel was a key NWVP
desi gn goal

o For nost tines of day, the nominal tenporal jitter is quite short.

For Berkel ey-Stanford, the standard deviation of the round-trip
time was under 200 mi croseconds.
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o For nost tines of day, a few percent (0-49% of the packets sent
arrive significantly late (> 40 ns), probably due to a queuing
transi ent sonewhere in the network path. Mre rarely (< 0.1%, a
packet is lost during the transient.

0 At predictable tines during the day (before lunchtine, at the end
of the workday, etc.), network performance deteriorates (10-20%
| ate packets) in a nmanner that makes the network unsuitable for
| ow-1 atency interactive use.

0o Cal REN2 has deeply over-provisioned bandwidth, relative to MD
bandw dt h usage.

The NMP sender freely uses network bandwi dth to inprove the
perfornmance experience. As soon as a nusician generates a M DI
command, an RTP packet coding the command is sent to the other

pl ayers. This sending algorithmreduces |atency at the cost of

bandwi dth. In addition, guard packets (described in Section 4.2) are
sent at frequent intervals to mnimze the inpact of packet |oss.

The NMP receiver naintains a nodel of the stream and uses this node
as the basis of its resiliency system Upon receipt of a packet, the
recei ver predicts the RTP sequence nunber and the RTP tinmestamp (with
error bars) of the packet. Under normal network conditions, about
95% of received packets fit the predictions [NMP]. In this comon
case, the receiver inmmedi ately executes the M D comuand coded in the
packet .

Note that the NWP receiver does not use a playout buffer; the design
is optimzed for | owest |latency at the expense of command jitter.
Thus, the NMP receiver design does not conpletely satisfy the
interoperability text in Appendix C 7.2 of [RFC4695], which requires
that receivers in network nusical performance applications be capabl e
of using a playout buffer.

Cccasionally, an incoming packet fits the sequence nunber prediction,
but falls outside the tinmestanp prediction error bars (see Appendix B
of [NWP] for tinmestanp nodel details). |In npbst cases, the receiver
still executes the command coded in the packet. However, the

recei ver discards NoteOn commands wi th non-zero velocity. By

di scarding | ate commands that sound notes, the receiver prevents
"straggl er notes" fromdisturbing a performance. By executing al
other late comands, the receiver quiets "soft stuck notes”

i mredi ately and updates the state of the M DI system

More rarely, an incoming packet does not fit the sequence nunber

prediction. The receiver keeps track of the hi ghest sequence nunber
received in the stream and predicts that an i ncom ng packet will have
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a seguence nunber one greater than this value. If the sequence
nunber of an incom ng packet is greater than the prediction, a packet
| oss has occurred. |If the sequence nunber of the received packet is

| ess than the prediction, the packet has been received out of order.
Al'l sequence nunber cal cul ati ons are nmodul o 2716 and use standard
nmet hods (described in [RFC3550]) to avoid tracking errors during
rol | over.

If a packet |oss has occurred, the receiver exam nes the journal
section of the received packet and uses it to gracefully recover from
the | oss episode. W describe this recovery procedure in Section 7
of this meno. The recovery process may result in the execution of
one or nore M DI conmands. After executing the recovery conmands,
the receiver processes the MDI comrand encoded in the packet using
the tinmestanp nodel test described above.

If a packet is received out of order, the receiver ignores the
packet. The receiver takes this action because a packet received out
of order is always preceded by a packet that signalled a | oss event.
This | oss event triggered the recovery process, which may have
executed recovery conmands. The M D command coded in the out-of -
order packet might, if executed, duplicate these recovery comrands,
and this duplication mght endanger the integrity of the stream
Thus, ignoring the out-of-order packet is the safe approach

6.2. High-Jitter Networks, Local Area Networks

The NMP receiver targets a network with a particul ar set of
characteristics: lownominal jitter, |ow packet |oss, and occasi onal
outlier packets that arrive very late. 1In this section, we consider
how networks with different characteristics inpact receiver design

Networks wi th significant nominal jitter cannot use the buffer-free
recei ver design described in Section 6.1. For exanple, the NW
system perfornms poorly for nusicians that use dial-up nobdem
connections, because the buffer-free receiver design nodul ates nodem
jitter onto the performances. Receivers designed for high-jitter

net wor ks shoul d use a substantial playout buffer. References [ GRAVE]
and [ CCRMA] describe how to use playout buffers in latency-critical
appl i cati ons.

Recei vers intended for use on Local Area Networks (LANs) face a
different set of issues. A dedicated LAN fabric built wi th nodern
hardware is in many ways a predictable environnent. The network
probl ens addressed by the NWP receiver design (packet |oss and
outlier |ate packets) mght only occur under extrene network overl oad
condi ti ons.
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Systens designed for this environnent nmay choose to configure streans
wi t hout the recovery journal system (Appendix C. 2.1 of [RFC4695]).
Receivers may also wish to forego or sinplify the detection of
outlier |ate packets. Receivers should nonitor the RTP sequence
nunbers of incomi ng packets to detect network unreliability.

However, in some respects, LAN applications may be nore denmandi ng
than WAN applications. 1In LAN applications, nusicians may be
receiving performance feedback fromaudio that is rendered fromthe
stream The tolerance a nusician has for latency and jitter in this
context may be quite |ow

To reduce the perceived jitter, receivers nmay use a small playout
buffer (in the range of 100us to 2nms). The buffer adds a snal

anount of latency to the system which nmay be annoying to sone

pl ayers. Receiver designs should include buffer tuning paraneters to
| et nusicians adjust the tradeoff between latency and jitter.

7. Receiving Streans: The Recovery Journa

In this section, we describe the recovery algorithmused by the NW
receiver [NMP]. In nost ways, the recovery techni ques we descri be
are generally applicable to interactive receiver design. However, a
few aspects of the design are specialized for the NVP system

o The recovery algorithmcovers a subset of the MD conmmand set.
M DI Systenms (OxF), Poly Aftertouch (0xA), and Channel Aftertouch
(OxD) conmmands are not protected, and Control Change (0xB) comrand
protection is sinplified. Note commands for a particular note
nunber are assuned to follow the typical NoteOn->NoteO f->NoteOn
->NoteOf'f pattern. The cmunused and ch_never paraneters in
Figures 1-2 specify this coverage.

0 The NWP system does not use a playout buffer. Therefore, the
recovery al gorithm does not address interactions with a playout
buffer.

At a high level, the receiver algorithmworks as follows. Upon
detection of a packet |oss, the receiver exam nes the recovery
journal of the packet that ends the | oss event. |If necessary, the
recei ver executes one or nore MD conmands to recover fromthe | oss.

To prepare for recovery, a receiver maintains a data structure, the
Recovery Journal Receiver Structure (RJRS). The RIRS codes

i nformati on about the M DI comrands the receiver executes (both

i nconi ng stream comands and sel f-generated recovery conmmands). At
the start of the stream the RIRSis initialized to code that no
conmands have been executed. |Inmediately after executing a M DI
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command, the receiver updates the RIRS with information about the
comand.

We now describe the recovery algorithmin detail. W begin with two
definitions that classify |oss events. These definitions assune that
t he packet that ends the | oss event has RTP sequence nunber |I.

o Single-packet l1oss. A single-packet |oss occurs if the |ast
packet received before the | oss event (excluding out-of-order
packets) has the sequence nunber [-2 (nodulo 2716).

o Milti-packet loss. A multi-packet |loss occurs if the |ast packet
received before the |l oss event (excluding out-of-order packets)
has a sequence nunber less than 1-2 (nodulo 2716).

Upon detection of a packet |oss, the recovery al gorithm exam nes the
recovery journal header (Figure 8 of [RFC4695]) to check for special
cases:

o If the header field Ais 0, the recovery journal has no channe
journals, so no action is taken.

o If a single-packet |oss has occurred, and if the header S bit is
1, the | ost packet has a M DI conmand section with an enpty M DI
l[ist. No action is taken

| f these checks fail, the algorithm parses the recovery journal body.
For each channel journal (Figure 9 in [RFC4695]) in the recovery
journal, the receiver conpares the data in each chapter journa
(Appendi x A of [RFC4695]) to the RIRS data for the chapter. |If the
data are inconsistent, the algorithminfers that M DI conmands
related to the chapter journal have been lost. The recovery

al gorithm executes M DI commands to repair this | oss and updates the
RIRS to reflect the repair.

For singl e-packet |osses, the receiver skips channel and chapter
journals whose S bits are set to 1. For mnulti-packet |osses, the
recei ver parses each channel and chapter journal and checks for

i nconsi st ency.

In the sections that follow, we describe the recovery steps that are
specific to each chapter journal. W cover 4 chapter journal types:
P (Program Change, 0xC), C (Control Change, 0xB), W /(Pitch Weel
OXE), and N (Note, 0x8 and 0x9). Chapters are parsed in the order of
their appearance in the channel journal (P, then W then N, then C).
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The sections below reference the Cinplenentation of the RIRS shown
in Figure 10. This structure is hierarchical, reflecting the
recovery journal architecture. At the leaf |evel, specialized data
structures (jrec_chapterw, jrec_chaptern, jrec_chapterc, and
jrec_chapterp) code state variables for a single chapter journal
type. A nmd-level structure (jrec_channel) represents a single MD
channel, and a top-level structure (jrec_strean) represents the
entire MDI stream
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t ypedef unsigned char uint8; /* must be 1 octet */
t ypedef unsi gned short uint16; /* must be 2 octets */
t ypedef unsigned |ong uint32; /* must be 4 octets */

/*****************************************************************/

/* leaf level of hierarchy: Chapter W Appendix A 5 of [RFC4695] */

[ Kok ko ko kK ok ok kK ok ok Kk Kok kK ko kK ko Kk ko Kok ko Kok ko Kok ko Kok R Kk kK Kk k|

typedef struct jrec_chapterw { /[* MD Pitch Wheel (OxE) */
uint16 val; /* most recent 14-bit wheel val ue */

} jrec_chapterw,

/*****************************************************************/

/* leaf level of hierarchy: Chapter N, Appendix A 6 of [RFC4695] */

/*****************************************************************/

typedef struct jrec_chaptern { /* Note conmands (0x8, 0x9) */
/* arrays of length 128 --> one for each M DI Note nunber */
uint32 tinme[128]; /* exec tinme of nost recent NoteOn */
ui nt 32 extseq[128]; /* extended seqgnum for that NoteOn */
uint8 vel[128]; /* NoteOn velocity (0 for NoteOFf) */

} jrec_chaptern

/*****************************************************************/

/* leaf level of hierarchy: Chapter C, Appendix A 3 of [RFC4695] */

/*****************************************************************/

typedef struct jrec_chapterc { /* Control Change (0xB) */
/* array of length 128 --> one for each controller nunber */
ui nt 8 val ue[ 128] ; /* Chapter C value tool state */
uint8 count[128]; /* Chapter C count tool state */
uint8 toggle[128]; [/* Chapter C toggle tool state */

} jrec_chapterc;

Figure 10. Recovery Journal Receiving Structure (part 1)
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/*****************************************************************/

/* leaf level of hierarchy: Chapter P, Appendix A 2 of [RFC4695] */

/*****************************************************************/

typedef struct jrec_chapterp { /* MDI Program Change (0xC) */

ui nt 8 prognum /* nmost recent 7-bit programvalue */
uint8 prognumaqual; /* 1 once first OxC conmmand arrives */
ui nt 8 bank_nsb; /* nmost recent Bank Sel ect MSB val ue */
ui nt 8 bank_nsb_qual ; /* 1 once first OxBn Ox00 arrives */
ui nt 8 bank_I sb; /* nmost recent Bank Sel ect LSB val ue */
ui nt 8 bank_| sb_qual ; /* 1 once first OxBn 0x20 arrives */

} jrec_chapterp

/***************************************************/

/* second-1evel of hierarchy, for MD channels */

/***************************************************/

typedef struct jrec_channel {

jrec_chapterp chapterp
jrec_chapterc chapterc;
jrec_chapterw chapterw;
jrec_chaptern chaptern

Program Change (0xC) info */
Control Change (0xB) info */
Pitch Wieel (OxE) info */

/*
/*
/*
/* Note (0x8, 0x9) info */

} jrec_channel

/***********************************************/

/* top level of hierarchy, for the MD stream */

/***********************************************/

typedef struct jrec_stream{
jrec_channel channels[16]; /* index is MDI channel */
} jrec_stream

Figure 10. Recovery Journal Receiving Structure (part 2)
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7.1. Chapter W M DI Pitch Weel (O0xE)

Chapter Wof the recovery journal protects against the | oss of MD
Pitch Weel (OxE) commands. A common use of the Pitch Weel command
is to transnmit the current position of a rotary "pitch wheel"
controller placed on the side of MDI piano controllers. Players use
the pitch wheel to dynamically alter the pitch of all depressed keys.

The NWP receiver maintains the jrec_chapterw structure (Figure 10)
for each voice channel in jrec_streamto code pitch wheel state
information. In jrec_chapterw, val holds the 14-bit data val ue of
the nost recent Pitch Wheel conmmand that has arrived on a channel

At the start of the stream val is initialized to the default pitch
wheel val ue (0x2000).

At the end of a loss event, a receiver may find a Chapter W (Appendi X
A.5 in [RFC4695]) bitfield in a channel journal. This chapter codes
the 14-bit data value of the nost recent MDI Pitch Wieel command in
t he checkpoint history. |If the Chapter Wand jrec_chapterw pitch
wheel val ues do not match, one or nore conmands have been | ost.

To recover fromthis loss, the NVWP receiver inmediately executes a

M DI Pitch Weel conmand on the channel, using the data val ue coded
in the recovery journal. The receiver then updates the jrec_chapterw
variables to refl ect the executed comrand.

7.2. Chapter N: M DI NoteOn (0x8) and NoteO f (0x9)

Chapter N of the recovery journal protects against the [oss of MDI
Not eOn (0x9) and NoteOFf (0x8) commands. |If a NoteOn command is
lost, a note is skipped. If a NoteOf command is |ost, a note may
sound indefinitely. Recall that NoteOn commands with a velocity
val ue of 0 have the semantics of NoteO'f commmuands.

The recovery algorithns in this section only work for M DI sources

t hat produce Not eOn->Not e f - >Not eOn->Not eOFf patterns for a note
nunber. Piano keyboard and drum pad controllers produce these
patterns. MDI sources that use NoteOn->Not eOn->Not ek f - >Not eSf f
patterns for |legato repeated notes, such as guitar and w nd
controllers, require nore sophisticated recovery strategies. Chapter
E (not used in this exanple) supports recovery algorithns for

atypi cal note conmand patterns (see Appendi x A 7 of [RFC4695] for
details).

The NWP receiver maintains a jrec_chaptern structure (Figure 10) for

each voice channel in jrec_streamto code note-related state
information. State is kept for each of the 128 note nunbers on a
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channel, using three arrays of length 128 (vel[], seq[], and tine[]).
The arrays are initialized to zero at the start of a stream

The vel[n] array el enment holds information about the nobst recent note
conmand for note nunber n. If this command is a NoteOn comrand,
vel[n] holds the velocity data for the command. |If this conmand is a
Not eOF f command, vel[n] is set to O.

The tinme[n] and extseq[n] array elenents code informati on about the
nost recently executed NoteOn conmmand. The tine[n] elenent holds the
execution time of the comuand, referenced to the | ocal tinebase of
the receiver. The extseq[n] elenment holds the RTP extended sequence
nunber of the packet associated with the conmand. For incom ng
stream commands, extseq[n] codes the packet of the associated M DI
list. For commuands executed to perform|oss recovery, extseq[n]
codes the packet of the associated recovery journal

The Chapter N recovery journal bitfield (Figure A 6.1 in [RFC4695])
consists of two data structures: a bit array coding recently sent
NoteO' f commands that are vul nerable to packet |oss, and a note |og
list coding recently sent NoteOn commands that are vulnerable to
packet | oss.

At the end of a | oss event, Chapter N recovery processing begins with
the NoteO'f bit array. For each set bit in the array, the receiver
checks the corresponding vel[n] element in jrec_chaptern. [If vel[n]
is non-zero, a NoteOf conmmand or a NoteO f->NoteOn->NoteOf conmand
sequence has been lost. To recover fromthis |oss, the receiver

i medi ately executes a NoteO'f command for the note nunber on the
channel and sets vel[n] to O.

The receiver then parses the note log list, using the S bit to skip
over "safe" logs in the single-packet |oss case. For each at-risk
note | og, the receiver checks the correspondi ng vel[n] el enent.

If vel[n] is zero, a NoteOn conmand or a NoteOn->Not e f->NoteOn
command sequence has been lost. The receiver nay execute the nost
recent lost NoteOn (to play the note) or may take no action (to skip
the note), based on criteria we describe at the end of this section.
Whet her the note is played or skipped, the receiver updates the
vel[n], tine[n], and extseq[n] elements as if the NoteOn executed.

If vel[n] is non-zero, the receiver perfornms several checks to test
if a NoteOFf->NoteOn sequence has been | ost.

o If vel[n] does not match the note |og velocity, the note | og nust

code a different NoteOn conmmand, and thus a NoteO f->NoteOn
sequence has been | ost.
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o If extseq[n] is less than the (extended) checkpoint packet
sequence nunbed coded in the recovery journal header (Figure 8 of
[ RFC4695]), the vel[n] NoteOn conmand is not in the checkpoint
hi story, and thus a NoteO f->NoteOn sequence has been | ost.

o If the Y bit is set to 1, the NoteOn is nusically "sinultaneous"

with the RTP tinestanp of the packet. If time[n] codes a tine
value that is clearly not recent, a NoteO f->NoteOn sequence has
been | ost.

If these tests indicate a | ost NoteO f->NoteOn sequence, the receiver
i medi ately executes a NoteO'f command. The receiver decides if the
nost graceful action is to play or to skip the I ost NoteOn, using the
criteria we describe at the end of this section. Wether or not the
recei ver issues a NoteOn command, the vel[n], tine[n], and extseq[n]
arrays are updated as if it did.

Note that the tests above do not catch all |ost NoteO f->NoteOn
commands. |f a fast NoteOn->NoteO f->NoteOn sequence occurs on a
note nunber with identical velocity values for both NoteOn conmands,
a lost NoteO'f->NoteOn does not result in the recovery al gorithm
generating a NoteO'f command. Instead, the first NoteOn continues to
sound, to be terninated by the future NoteOf conmand. In practice,
this (rare) outcone is not nusically objectionable.

The nunber of tests in this resiliency algorithmnmy seem excessive.
However, in sone commopn cases, a subset of the tests is not useful.

For exanmple, M D streans that assigns the same velocity value to al
note events are often produced by inexpensive keyboards. The vel[n]
tests are not useful for these streans.

Finally, we discuss how the receiver decides whether to play or to
skip a |l ost NoteOn command. The note log Y bit is set if the NoteOn
is "sinultaneous”" with the RTP tinestanp of the packet holding the
note log. If Yis O, the receiver does not execute a NoteOn conmand.
If Yis 1, and if the packet has not arrived |ate, the receiver

i medi ately executes a NoteOn conmand for the note nunber, using the
vel ocity coded in the note | og.

7.3. Chapter C MDI Control Change (0xB)
Chapter C (Appendix A 3 in [ RFC4695]) protects against the |oss of
M DI Control Change commands. A Control Change command alters the
7-bit value of one of the 128 M DI controllers.
Chapter C offers three tools for protecting a Control Change conmand:

the value tool (for graded controllers such as sliders), the toggle
tool (for on/off switches), and the count tool (for nonentary-contact
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swi tches). Senders choose a tool to encode recovery information for
a controller and encode the tool type along with the data in the
journal (Figures A 3.2 and A 3.3 in [RFC4695]).

A few uses of Control Change commands are not solely protected by
Chapter C. The protection of controllers 0 and 32 (Bank Sel ect NMSB
and Bank Select LSB) is shared between Chapter C and Chapter P
(Section 7.4).

Chapter M (Appendi x A 4 of [ RFC4695]) al so protects the Control
Change command. However, the NWP system does not use this chapter,
because MPEG 4 Structured Audi o [ MPEGSA] does not use the controllers
protected by this chapter.

The Chapter C bitfield consists of a list of controller logs. Each
| og codes the controller nunber, the tool type, and the state val ue
for the tool

The NWP receiver maintains the jrec_chapterc structure (Figure 10)
for each voice channel in jrec_streamto code Control Change state
information. The value[] array holds the nost recent data val ues for
each controller nunber. At the start of the stream value[] is
initialized to the default controller data values specified in

[ MPEGSA] .

The count[] and toggle[] arrays hold the count tool and toggle tool
state values. At the start of a stream these arrays are initialized
to zero. Wenever a Control Command executes, the receiver updates
the count[] and toggle[] state values, using the algorithnms defined
in Appendi x A 3 of [RFC4695].

At the end of a | oss event, the receiver parses the Chapter C
controller log list, using the S bit to skip over "safe" logs in the
si ngl e- packet | oss case. For each at-risk controller nunmber n, the
receiver determnes the tool type in use (value, toggle, or count)
and conpares the data in the log to the associated jrec_chapterc
array elenment (value[n], toggle[n], or count[n]). |If the data do not
mat ch, one or nore Control Change commands have been | ost.

The nethod the receiver uses to recover fromthis | oss depends on the
tool type and the controller nunmber. For graded controllers
protected by the value tool, the receiver executes a Control Change
command using the new data val ue.

For the toggle and count tools, the recovery action is nore conpl ex.
For exanpl e, the Danper Pedal (Sustain) controller (nunmber 64) is
typically used as a sustain pedal for piano-like sounds and is
typically coded using the toggle tool. |f Danper Pedal (Sustain)
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7.

4.

Control Change commands are | ost, the receiver takes different
actions depending on the starting and ending state of the | ost
sequence, to ensure that "ringing" piano notes are "danped" to
si | ence.

After recovering fromthe |oss, the receiver updates the value[],
toggle[], and count[] arrays to reflect the Chapter C data and the
execut ed commands.

Chapter P: M DI Program Change (0xC)

Chapter P of the recovery journal protects against the loss of MDI
Program Change (0xC) conmands.

The 7-bit data val ue of the Program Change conmand sel ects one of 128
possible tinbres for the channel. To increase the nunber of possible
ti mbres, Control Change (0xB) comrands nay be issued prior to the
Program Change conmand to sel ect a "program bank". The Bank Sel ect
M5B (nunmber 0) and Bank Sel ect LSB (nunber 32) controllers specify
the 14-bit bank nunber that subsequent Program Change conmands

ref erence.

The NWP receiver maintains the jrec_chapterp structure (Figure 10)
for each voice channel in jrec_streamto code Program Change state
i nformati on.

The prognum variable of jrec_chapterp holds the data value for the
nmost recent Program Change command that has arrived on the stream
The bank_nsb and bank_ | sb variables of jrec_chapterp code the Bank
Sel ect MSB and Bank Sel ect LSB controller data values that were in
ef fect when that Program Change conmand arrived. The prognum qual
bank_nmsb_qual , and bank_| sb_qual variables are initialized to 0 and
are set to 1 to qualify the associ ated data val ues.

Chapter P fields code the data value for the nost recent Program
Change command, and the MSB and LSB bank values in effect for that
conmand.

At the end of a | oss event, the receiver checks Chapter P to see if
the recovery journal fields match the data stored in jrec_chapterp

If these checks fail, one or nore Program Change conmands have been
| ost.

To recover fromthis loss, the receiver takes the follow ng steps.

If the B bit in Chapter Pis set (Figure A 2.1 in [RFC4695]), Control
Change bank commands have preceded the Program Change command. The
recei ver conpares the bank data coded by Chapter P with the current
bank data for the channel (coded in jrec_channelc).
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10.

11.

11.

If the bank data do not agree, the receiver issues Control Change
conmands to align the streamw th Chapter P. The receiver then
updates jrec_channelp and jrec_channelc variables to reflect the
executed comand(s). Finally, the receiver issues a Program Change
conmand that reflects the data in Chapter P and updates the prognum
and qual _prognum fields in jrec_channel p.

Note that this nethod relies on Chapter P recovery to precede Chapter
C recovery during channel journal processing. This ordering ensures
that [ ost Bank Sel ect Control Change conmands that occur after a | ost
Program Change conmand in a stream are handl ed correctly.

Security Considerations

Security considerations for the RTP M Dl payl oad format are discussed
in the Security Considerations section of [RFC4695].

| ANA Consi der ati ons

| ANA considerations for the RTP M DI payload format are di scussed in
the | ANA Consi derations section of [RFC4695].
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