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Abstract
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1. The Internet-Standard Managenent Franework

For a detailed overview of the docunents that describe the current
I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

2. dossary

The terns in this docunent are derived either fromnornal cable
system usage, or fromthe docunents associated with the Data-Over-
Cabl e Service Interface Specification (DOCSIS) process.

2.1. CATV

Oiginally "Community Antenna Tel evision", now used to refer to any
cable or hybrid fiber and cable systemused to deliver video signals
to a conmunity.

2.2. CMor Cable Mddem

A CMacts as a "slave" station in a DOCSI S-conpliant cable data
system

2.3. CMS or Cable Mbdem Terni nati on System

A generic termcovering a cable bridge or cable router in a head-end.
A CMIS acts as the master station in a DOCSI S-conpliant cable data
system It is the only station that transnmits downstream and it
controls the scheduling of upstreamtransm ssions by its associ ated
CMs.

2.4. DOCSIS or Data-Over-Cable Service Interface Specification
Atermreferring to the I TUT Recommendation J. 112 [ITU-T_J.112],

Annex B, standard for cable nodem systens. [RFI1.0] [RFI1. 1]
[ RFI 2. 0]
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2. 5. Downst r eam
The direction fromthe head-end towards the subscri ber
2.6. Head-End

The origination point in nmost cable systens of the subscriber video
signhals. Generally, also the location of the CMIS equi pnent.

2.7. Media Access Control (MAC) Packet
A DOCSI S Packet Data Unit.
2.8. RF
Radi o Frequency.
2.9. Sinple Network Managenent Protocol (SNW)

Protocol used for network access to Managenent |nformation Base (M B)
objects. The three nost commonly used versions are Version 1
(SNWPv1), Version 2 (SNwWPv2c), and Version 3 (SNWPv3).

2.10. Upstream
The direction fromthe subscri ber towards the head-end.
3. Introduction

This M B nodul e provides a set of objects required for the managenent
of DCCSI S-conpliant Cabl e Modenms (CM and Cabl e Modem Terminati on
Systenms (CMIS). The specification is derived fromthe DOCSI S Radi o
Frequency Interface specification [RFI1.0]. Please note that the
DOCSIS 1.0 standard only required that Cable Mddens inplenent SNWVPv1
and to process Internet Protocol Version 4 (I1Pv4) custoner traffic.
Design choices in the original version of this MB nodul e refl ected
those requirenents. DOCSIS 1.1 [RFI1.1] and DOCSIS 2.0 [ RFI 2. 0]
require support for SNWPv3, as well as for SNWMPvl and SNWPv2c, and
the changes in this M B nodul e over the previous proposed standard
version reflect those additional requirenents.

Future versions of DOCSIS, starting with DOCSIS 3.0 [ MILPI3.0], are
expected to require support for the Internet Protocol Version 6
(I Pv6) as both a Customer Prem se Equi prent (CPE) protocol and one
supported by the network el enments of the DOCSIS CMIS/ CM syst em
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3.1. Structure of the MB

This MB nodule is structured into seven conponents. A conponent
contains one or nore MB groups related by deprecation or | ogical
ext ensi on.

0 The docsDevBaseG oup extends the MB-11 ’system group of RFC3418
[ RFC3418] with objects needed for cable device system managenent.
Rel ated to this group is the docsDevBasel gnpG oup (enabling
Internet Group Managenent Protocol (IGW) status and control) and
the docsDevBaseMaxCpeG oup (nanagi ng the nmaxi num nunber of CPEs
permitted access through the cabl e nodemn.

0 The docsDevNmAccessG oup and the docsDevNmAccessExt Group provide a
nm ni num | evel of SNMP access security (see Section 2.7 of
[OSSI1.0], Section 2 of [CSSI1.1], and Section 5 of [OSSI2.0]).
Wth the conpletion of the SNMP coexi stence docunent, RFC 3584
[ RFC3584], these groups have been deprecated in this version of
the MB.

0 The docsDevSoftwareG oup, updated by the docsDevSoftwareG oupVz,
provi des i nformation for network-downl oadabl e software upgrades.
See "Handling of Software Upgrades", bel ow.

0 The docsDevServer G oup, updated by the docsDevServer G oupVz,
provides information about the progress of the interaction between
the CM or CMIS and vari ous provisioning servers.

0 The docsDevEvent Group, updated by the docsDevEvent GroupV2,
provides control and | ogging for event reporting. Wth the
addi tion of the SNMP Notification MB, RFC 3413 [ RFC3413], and
Noti fication Log M B, RFC 3014 [RFC3014], which cover event
reporting, the objects in this MB nodul e have been nodified to
all ow for the usage of these RFCs.

0 The docsDevFilterGoup configures filters at the link layer and IP
| ayer for bridged data traffic. This group has been deprecated in
this version of the MB in favor of the docsDevFilterLLCG oup, and
by groups fromthe Differentiated Services MB [ RFC3289] --
specifically, the groups representing the Data Path, C assifier,
and Actions tables fromthat M B.
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0 The docsDevCpeG oup, updated by the docsDevl net CpeGroup, provides
control over which I P addresses may be used by CPEs (e.g., PCs)
serviced by a given cable nodem This provides anti-spoofing
control at the point of origin for a large cabl e nodem system
This group is separate from docsDevFilter, primarily as this group
is only inplenmented on the Cabl e Mbdem (CM and MUST NOT be
i mpl emented on the Cabl e Modem Terni nati on System (CMIS)

3.1.1. | MPORTed M B Mdul es and REFERENCE d auses

This M B nodul e | MPORTs definitions normatively fromthe foll ow ng
M B nodul es, beyond [ RFC2578], [RFC2579], and [ RFC2580]: | NET-
ADDRESS- M B [ RFC4001], SNWMP- FRAMEWORK-M B [ RFC3411], IF-M B

[ RFC2863], RMON2-M B [ RFC4502], and DI FFSERV-M B [ RFC3289] .

This M B nodul e al so i ncl udes DESCRI PTI ON and REFERENCE cl auses t hat
normatively refer to [ RFC868], [RFC3617], [RFI1.0], [RFI1.1],
[RFI2.0], [OsSI1.1], and [OsSI2.0].

3.1.2. Persistence Mdel for Cable Mdens

Most of the tables in this MB nmodule (e.g., docsDevNmAccessTabl e,
docsDevFilterLLCTabl e) are specified not to | et objects persist
across reboots.

The expectation (and current operational practice) is that upon
reboot, these tables are cleared and repopul ated fromthe DOCSI S
configuration file supplied by the cable operator. This approach
enabl es a cable nodemto adapt to the current cable operator’s
envi ronnent, which in turn enables cabl e nodem portability across
di fferent cabl e operators.

A notabl e exception to the persistence nodel is docsDevEvent Tabl e,
since it is useful to maintain a record of events across reboots for
debuggi ng pur poses.

3.1.3. 1Pv4 Conpliance

Pl ease note that the conpliance statenments in this version of the MB
nodul e require support only for |IPv4 addresses. That is because the
current versions of the DOCSIS protocols (1.0, 1.1, and 2.0) are not

| Pv6 capable. Al though support for IPv6 will require changes to the
DOCSI S protocols, it is expected that the only changes needed to the
MB nodule itself will be the addition of new conpliance statenents
that nandate support for |Pv6 addresses.
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3.2. Managenent Requirenents
3.2.1. Handling of Software Upgrades

The Cabl e Modem sof tware upgrade process is docunented in [RFI1.0].
From a networ k nanagenent station, the operator

0 sets docsDevSwServer to the address of the Trivial File Transfer
Protocol (TFTP) server for software upgrades;

0 sets docsDevSwrilename to the file pathnanme of the software
upgr ade i mage; and

0 sets docsDevSwAdmi nStatus to upgrade-from ngt.

Al t hough DOCSIS only specifies the inplenentation of the TFTP
protocol [RFC1350] for file transfers, other functional entities
enbedded within the cable device (particularly a Packet Cabl e

Mul ti medi a Term nal Adapter [ MIA-PROV]) specify the optional

i npl enentation of the Hyper Text Transfer Protocol (HITP) [RFC1945]
and [ RFC2616] for file transfers. The value of the
docsDevSwSer ver Transport Prot ocol object determ nes which protocol is
used for SNVMP-initiated software upgrade.

One reason for the SNMP-initiated upgrade is to allow | oading of a
tenporary software inage (e.g., special diagnostic software) that
differs fromthe software nornmally used on that device w thout
changi ng the provisioning database.

Not e that software upgrades should not be accepted blindly by the
cabl e device. The cable device may refuse an upgrade if

0 the download is inconplete;

o the file contents are inconplete or danaged; or

0 the software is not intended for that hardware device (this may
i nclude the case of a feature set that has not been purchased for
this device).

A cabl e device that inplenments the code verification mechani sns of

[ BPI PLUS] verifies the source and integrity of the downl oaded i mage

by validating one or nore Code Verification Signatures that are
bundl ed within the software upgrade.
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3.2.2. Events and Notifications

This M B nodul e provides control facilities for reporting events

t hrough sysl og [ RFC3164], notifications (traps and inforns), and
non-vol atile |l ogging. Additional controls allow the agent to use the
SNVP Notification MB [ RFC3413] and Notification Log M B [ RFC3014]
for event notification.

The conventions for event reporting are outside the scope of this
docunent. The definition and coding of conmon DOCSIS notifications
can be found in [ RFC4547].

3.2.3. Notification Throttling
The CM and CMIS MJST provide support for notification nessage
throttling as described below. The network operator can enpl oy
notification rate throttling or notification limting by manipul ating
the appropriate M B vari abl es.

3.2.3.1. Notification Rate Throttling

Net wor k operators may enploy either of two rate control methods. In
the first method, the device ceases to send notifications when the
rate exceeds the specified nmaxi mum nessage rate. It resunes sending
notifications only if reactivated by a network managenent station
request.

In the second nethod, the device resunmes sending notifications when
the rate falls bel ow the specified maxi num nessage rate.

The network operator configures the specified maxi num nessage rate by
setting the neasurenent interval (in seconds), and the maxi mum nunber
of notifications to be transmtted within the neasurenment interval
The operator can query the operational throttling state (to deternine
whet her notifications are enabled or blocked by throttling) of the
device, as well as query and set the adm nistrative throttling state
(to nmanage the rate control method) of the device.
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3.2.3.2. Limting the Notification Rate

Net work operators may wish to linit the nunber of notifications sent
by a device over a specified tine period. The device ceases to send
notifications when the nunber of notifications exceeds the specified
threshold. It resunes sending notifications only when the
nmeasurenment interval has passed.

The network operator defines the maxi num nunber of notifications he
iswilling to handle and sets the neasurement interval to a |arge
nunber (in hundredths of a second). For this case, the
administrative throttling state is set to stop at a threshold that is
t he maxi mum nunber of notifications.

See "Techni ques for Managi ng Asynchronously Generated Al erts"
[ RFC1224] for additional technical notivations.

3.3. Protocol Filters

The Cabl e Device MB provides objects for both Link Layer Contro
(LLC) and IP protocol filters. The LLC protocol filter entries can
be used to limt CMforwarding to a restricted set of network-I|ayer
protocols (such as IP, Internetwork Packet Exchange (IPX), Network
Basi ¢ I nput/ Qutput System (NetBl OS), and Appl etal k).

The I P protocol filter entries can be used to restrict upstream or
downstreamtraffic according to source and destination |IP addresses,
transport-1layer protocols (such as Transport Control Protocol (TCP)
User Datagram Protocol (UDP), and Internet Control Message Protoco
(1CGwP)), and source and destination TCP/UDP port nunbers.

In general, a cable nodem applies filters (or, nore properly,
classifiers) in an order appropriate to the | ayering nodel
Specifically, the inbound MAC (or LLC) layer filters are applied
first, then the "special" filters, then the IP |ayer inbound filters,
then the IP layer outbound filters, and then any final LLC outbound
filters.

Wundy & Marez St andar ds Track [ Page 9]



RFC 4639 DOCS| S Cabl e Device M B Decenber 2006

Rk Ik Ik b Sk b Sk Sk kI Ik

* LLC Filter In *

Rk Ik Ik b Sk b Sk Sk kI Ik

\'
kkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkh*k

Special Filters

I
Y

kkkkkhkkkkkkk*k

* | P Spoof *

kkkkkkkkkhkhk*k

\'
kkhkkhkkhkkhkhkhkhkhkhkhkhkhk*k

* SNMP Access *

* *
* *
* *
* *
* *
* *
* | *
* *
* *
* *
* kkhkkhkkkkhkhkhkhkhkhkhkhkik ok
* *
* *

Rk Ik Sk b Sk b Sk Sk kI Ik

\'
khkkkkhkkkhkkkhkkhkkhkkhk*k

* P Filter In *

khkkkkhkkkhkkkhkkhkkhkkhk*k

\'
Rk Ik Sk b Sk b Sk Sk kI Ik

* P Filter Qut *

Rk Ik Sk b Sk b Sk Sk kI Ik

\'
RR R R Ik Sk Ik Sk I Sk b b I S I S I

* LLC Filter CQut *

RR R R Ik Sk Ik Sk I Sk b b I S I S I

3.3.1. Inbound LLC Filters: docsDevFilterLLCTabl e

The inbound LLC (or MAC or level-2) filters are contained in the
docsDevFilterLLCTabl e and are applied to level-2 franes entering the
cable nodemfromeither the RF MAC interface or fromone of the CPE
interfaces (physical or logical). These filters are used to prohibit
the processing and forwarding of certain types of level-2 traffic
that nay be disruptive to the network. The filters, as currently
specified, can be set to cause the nodemeither to drop franes that
mat ch at |least one filter, or to process a frane that matches at

|l east one filter. Sonme exanples of possible configurations would be
to permit only IP (and ARP) traffic, or to drop NetBIOS traffic.
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3.3.2. Special Filters

Special filters are applied after the packet is accepted fromthe MAC
| ayer by the I P nodule, but before any other processing is done.
They are filters that apply only to a very specific class of traffic.

3.3.2.1. IP Spoofing Filters: docsDevCpeTabl e, docsDevCpel net Tabl e

| P spoofing filters are applied to packets entering the nodem from
one of the CPE interfaces and are intended to prevent a subscri ber
fromstealing or msusing | P addresses that were not assigned to the
subscriber. If the filters are active (enabled), the source address
of the I P packet must match at |east one |IP address in one of these
two tabl es (docsDevCpeTabl e or docsDevCpel netTable), or it is

di scarded wi thout further processing.

To prevent potential inplenentation anbiguity, the device consults
the docsDevCpeTabl e for the | P packet source address before
consul ting the docsDevCpel net Tabl e.

The table can be automatically popul ated where the first N different

| P addresses seen fromthe CPE side of the cable nbdemare used to
popul ate the table automatically. The spoofing filters are specified
in the docsDevCpeTabl e and the docsDevCpel net Tabl e, and the policy
for automatically creating filters in those tables is controlled by
docsDevCpeEnrol | and docsDeviMaxCpe, as well as by the network
managenment agent.

Simlar IP spoofing filter controls are defined for CMIS
i npl erentation in the Subscri ber Managenent M B [ RFC4036] .

3.3.2.2. SNW Access Filters: docsDevNmAccessTabl e

The SNWP access filters are applied to SNW packets entering from any
interface and destined for the cable nodem |If the packets enter
froma CPE interface, the SNVWP filters are applied after the IP
spoofing filters. The filters only apply to SNMPv1l or SNWPv2c
traffic and are not consulted for SNWPv3 traffic (and need not be

i npl emrented by a v3-only agent). SNWPv3 access control is specified
in the User Security Mddel MB, in [RFC3414].

Wth the conpletion of the SNMP coexi stence docunent, RFC 3584

[ RFC3584], docsDevNmAccess table has been deprecated in this version
of the MB. See the body of the MB for the description of how
agents should handle the interaction between RFC 3584 M Bs and this
M B.
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3.3.3. IP Filtering: docsDevFilterlpTable

The IP Filtering table acts as a classifier table. Each rowin the
tabl e describes a tenplate agai nst which I P packets are conpared.
The tenpl ate includes source and destination addresses (and their
associ at ed masks), upper |evel protocol (e.g., TCP, UDP), source and
destination port ranges, and Ternms of Service (ToS) values. A row
al so contains interface and traffic direction natch val ues that have
to be considered in conmbination. Al columms of a particular row
must match the appropriate fields in the packet and nust natch the
interface and direction itens for the packet to result in a match to
t he packet.

When cl assifying a packet, each table is scanned, beginning with the
| owest number filter. |If the agent finds a match, it applies the
group of policies specified. |If the matched filter has the continue
bit set, the agent continues the scan possibly matching additional
filters and applying additional policies. For exanple, this allows
the agent to take one set of actions for the 24.0.16/255. 255. 255.0
group and one set of actions for telnet packets to/from 24.0.16. 30,
and these sets of actions may not be nutually excl usive.

Once a packet is matched, one of three actions happen according to
the setting of docsDevFilterlpControl in the row The packet may be
dropped, in which case no further processing is required. The packet
may be accepted, and processing of the packet continues. Lastly, the
packet may have a set of policy actions applied to it. |If
docsDevFilterlpContinue is set to true, scanning of the table

conti nues and additional matches nay result.

Wien a packet matches and docsDevFilterlpControl in the filter
matched is set to 'policy’, the value of docsDevFilterlpPolicyld is
used as a selector into the docsDevFilterPolicyTable. The first

I evel of indirection may result in zero or nore actions being taken
according to the match. The docsDevFilterPolicyTable is scanned in
row order, and all rows where docsDevFilterPolicyld equals
docsDevFilterlpPolicyld have the action specified by the
docsDevFi |l t erPol i cyVal ue ' executed’ .

For an exanple of the use of these IP Filtering MB tables, see
[ RFC2669] .

The IP Filtering table and rel ated tabl es have been deprecated in
this version of the MB in favor of the Data Path, O assifier, and
Action tables fromthe Differentiated Services MB [ RFC3289]. See
the body of the MB for the description of how agents should handl e
the interaction between RFC 3289 M Bs and this M B nodul e.
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3.3.4. CQutbound LLC Filters

Lastly, any outbound LLC filters are applied to the packet just prior
to its being enmitted on the appropriate interface. This MB nodul e
does not specify any outbound LLC filters, but section 3 of the
DOCSIS Quality of Service (QS) MB, [RFC4323], includes outbound LLC
filtering requirenents.

i Definitions
DOCS- CABLE-DEVI CE-M B DEFINITIONS ::= BEGA N

| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
| pAddr ess,
Unsi gned32,
Count er 32,
I nt eger 32,
zer oDot Zer o,
m b-2
FROM SNMPv2- SM -- RFC 2578
RowsSt at us,
RowPoi nt er,
Dat eAndTi ne,
Tr ut hval ue,
St or ageType
FROM SNWVPv2-TC -- RFC 2579
| net Addr essType,
| net Addr ess

FROM | NET- ADDRESS- M B -- RFC 4001
OBJECT- GROUP,
MODULE- COVPL| ANCE

FROM SNMPv2- CONF -- RFC 2580
SnnpAdmi nStri ng

FROM SNMP- FRAMEWORK-M B -- RFC 3411
I nterfacel ndexOr Zero

FROM | F-M B -- RFC 2863
Zer oBasedCount er 32

FROM RMON2- M B -- RFC 4502

di f f Ser vM BDat aPat hGr oup,

di ff ServM Bd fr G oup,

di ff ServM Bd fr El enent G oup,
diffServM BMul ti Fi el dd fr G oup,
di ff ServM BAct i onGr oup,

di f f Ser vM BDscpMar kAct G- oup,

di ff Ser vM BCount er Gr oup,

di ff ServM BAI gDr opGr oup,
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di f f ServDat aPat hSt at us,
di ff Servd fr St at us,
di ff Servd frEl ement St at us,
di ffServMul ti Fi el dCl f r Addr Type,
di ffServMul ti Fi el dd fr SrcAddr,
di ffServMul ti Fi el dC fr Dst Addr,
di ff ServAl gDr opSt at us,
di f f ServDat aPat hSt or age,
di ff Servd fr St orage,
di ff Servd frEl ement St or age,
di ffServMul ti Fi el dd fr St orage,
di ff ServActi onSt or age,
di f f Ser vCount Act St or age,
di ff Ser vAl gDr opSt or age,
di ff ServAl gDr opType
FROM DI FFSERV- M B; -- RFC 3289

docsDev MODULE- | DENTI TY
LAST- UPDATED "200612200000Z" -- Decenber 20, 2006
ORGANI ZATI ON "I ETF | P over Cable Data Network
Wor ki ng G oup”
CONTACT- | NFO
" Ri ch Wundy
Postal : Contast Cabl e
27 Industrial Avenue
Chel msford, MA 01824 U. S. A
Phone: +1 978 244 4010
E-mail: richard_woundy@abl e. contast.com

Kevi n Marez
Postal : Mdtorola Corporation

6450 Sequence Drive

San Diego, CA 92121 U S A
Phone: +1 858 404 3785
E-mai |l : kevi n. mar ez@rot or ol a. com

| ETF 1 PCDN Wor ki ng G- oup
General Discussion: ipcdn@etf.org
Subscribe: http://ww.ietf.org/ mailman/listinfo/ipcdn
Archive: ftp://ftp.ietf.org/ietf-mail-archive/ipcdn
Co-chairs: Richard Wundy,

ri chard_woundy@abl e. contast. com

Jean- Francoi s Ml e,

j f.mul e@abl el abs. cont

DESCRI PTI ON
"This is the MB Mdul e for DOCSI S-conpliant cabl e nodens
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and cabl e-nodem term nati on systens.

Copyright (C The I ETF Trust (2006). This version
of this MB nodul e was published in RFC 4639; for full
| egal notices see the RFC itself."

REVI SI ON "200612200000Z" -- Decenber 20, 2006
DESCRI PTI ON
"Second version, published as RFC 4639.

Modi fications to this MB nodul e since RFC 2669 incl ude:

- Deprecation of the docsDevFilter group in favor of the
DiffServ MB groups, to enable support for |IPv6
filtering and DiffServ Code Point (DSCP) marking.

- Deprecation of the docsDevCpeGroup in favor of the
docsDevCpel net G oup, to enabl e support of |Pv6.

- Addition of various |netAddress objects to enable
support of | Pv6.

- Deprecation of docsDevNmAccessTable in favor of SNWP
Coexi stence and SNMPv3 -- yet adding
docsDevNmAccessTrapVersion and clarifying
docsDevNmAccessl p for current use of this table,

- Addition of docsDevl gnpModeControl for managenent and
control of the | GW node of operation,

- Addition of docsDevMaxCpe for managenent of the
maxm um nunber of CPEs permitted access through a
cabl e nodem

- Addition of docsDevSwServer Transport Protocol, and
nodi ficati ons to docsDevSoftware object DESCRI PTI ONS,
to enabl e software downl oads via either TFTP or HITP,

- Repl acenment of docsDevEvThrottlelnhibited with
docsDevEvThrottl eThreshol dExceeded to sinplify
event threshol d nmanagenent,

- Modification of docsDevEvReporting to enable | ocal
logging to the internal volatile log, and not to the
i nternal non-volatile |og,

- Modification of the conpliance statenment to nake the
docsDevCpe objects optional

- Created placeholders for two ODs in the
docsDevFil terPolicyTabl e that were never used

- Modified the DESCRI PTI ON of
docsDevSwSer ver Transport Pr ot ocol and
docsDevSwSer ver Addr essType to address the
dependence between each obj ect

- Added a reference to docsDevServer Confi gTftpAddress

- Carified the scope of notifications that are covered

by docsDevEvThrottl eThreshol d

Clarified an error condition that could occur when
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doing a SET to docsDevEvReporting

Defi ned each of the enunerated types for both
docsDevEvLevel and docsDevEvPriority

Added UNI'TS cl ause to docsDevFilterLLCvat ches,
docsDevFil t erl pMat ches, docsDeviaxCpe,
docsDevEvThrottl eThreshol d and docsDevEvCounts.
Added REFERENCE cl ause to docsDevFilterlpProtocol
Modi fi ed DESCRI PTI ON of docsDevCpel net Addr to be
nore protocol - neutral

Renoved the enunerated value (1) from both
docsDevCpel net Sour ce and docsDevCpeSour ce

2006

Covered additional read-wite and read-create objects

in the Security Considerations section

Modi fi ed the default val ue of docsDevNmAccessl pMask

to be consistent with OSSI specification

Modi fied the SYNTAX of docsDevNmAccessComunity and

docsDevNmAccessl nterfaces in the Confornmance

St at enent section

Added SYNTAX cl ause to docsDevEvReporting in the
Conf ormance Statenent section

Modi fi ed SYNTAX cl ause of docsDevEvReporting to
nove new enunerated type to byte boundary

Added references to DOCSIS 2.0 specifications to
mul tiple objects

Clarified non-persistency across reboots for

all tables

Clarified functionality of docsDevSw objects as
they relate to docsDevSwOper St at us

Clarified enunerated types (9) and (10) for
docsDevSer ver Boot St at e

Defined the state of unknown(0O) for the follow ng
obj ects: docsDevServer DhcpAddressType,
docsDevSer ver Ti neAddr essType,

docsDevServer Confi gTft pAddr essType and
docsDevServer Confi gTft pAddr essType

Modi fi ed the value in docsDevFilterlpDaddr to be
consi stent with the SYNTAX

Speci fied which rows could be nodified in an
active row for docsDevFilterPolicyStatus

Defined the term’ manually’ in docsDevCpeEnroll
Clarified the description for

docsDevFi | t er TosOr Mask

Covered the case of a non-existent row for
docsDevFil terPolicyPtr

Added DEFVAL cl auses for multiple objects

Repl aced docsDevNotification OBJECT | DENTI FI ER
wi th docsDevNotifications to address possible
compatibility issues
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- Added support for the usage of RFC 3413 and RFC 3014
as event notification mechani sns

- Renmpbved docsDevFilterPolicyObsol et eG oup

- Added stdlinterface(9) type to docsDevEvReporting to
support the usage of RFC3413 and RFC3014

- Modi fied DESCRI PTI ON for docsDevMaxCpe"

REVI SI ON "1999081900002"
DESCRI PTI ON
"Initial version, published as RFC 2669."

o= { mb-2 69 }
docsDevM BCbj ects OBJECT IDENTIFIER ::= { docsDev 1 }
docsDevBase OBJECT I DENTIFIER ::= { docsDevM Bbj ects 1 }

-- For the followi ng object, there is no concept in the
-- RFI specification corresponding to a backup CMIS. The
-- enuneration is provided here in case soneone is able
-- to define such a role or device.

docsDevRol e OBJECT- TYPE
SYNTAX | NTECGER {
cm(1),
cnmt sActive(2),
cnt sBackup( 3)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Defines the current role of this device. c¢cm(l) is a

Cabl e Modem cntsActive(2) is a Cable Modem Termi nati on
Systemthat is controlling the system of cable nodens,
and cntsBackup(3) is a CMIS that is currently connected
but is not controlling the system (not currently used).

In general, if this device is a 'cnmi, its role will not
change during operation or between reboots. If the
device is a 'cnts’ it may change between cntsActive and
cnt sBackup and back again during normal operation. NB
At this time, the DOCSI S standards do not support the
concept of a backup CMIS, but cntsBackup is included for
conpl et eness. "

::={ docsDevBase 1 }
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docsDevDat eTi ne OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The current date and tine, with tinme zone infornmation
(i f known).

If the real data and tine cannot be determined, this
shall represent el apsed tinme fromboot relative to
the standard epoch *1970-1-1,0:0:0.0°. In other
words, if this agent has been up for 3 mnutes and
not been able to determ ne what the actual date and
time are, this object will return the val ue
'1970-1-1,0:03:0.0" . "

::={ docsDevBase 2 }

docsDevReset Now OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Setting this object to true(l) causes the device to
reset. Reading this object always returns false(2)."
::= { docsDevBase 3 }

docsDevSeri al Nunber OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The manufacturer’s serial nunber for this device."
::= { docsDevBase 4 }

docsDevSTPControl OBJECT- TYPE
SYNTAX | NTECGER {
st Enabl ed( 1),
noSt Fi |l ter Bpdu( 2),
noSt PassBpdu( 3)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This object controls operation of the spanning tree
protocol (as distinguished fromtransparent bridging).

If set to stEnabled(1l), then the spanning tree protoco
i s enabl ed, subject to bridging constraints.
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If noStFilterBpdu(2), then spanning tree is not active,
and Bridge PDUs received are discarded.

I f noSt PassBpdu(3), then spanning tree is not active,
and Bridge PDUs are transparently forwarded.

Note that a device need not inplenment all of these
options, but that noStFilterBpdu(2) is required.”
DEFVAL { noStFilterBpdu }
::= { docsDevBase 5 }

docsDevl gnpMbdeCont r ol OBJECT- TYPE
SYNTAX | NTECGER {
passive(1l),
active(2)

}
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This object controls the | GW node of operation for
the CMor CMIS. In passive node, the device forwards

| GWP between interfaces as based on know edge of
Mul ticast Session activity on the subscriber side
interface and the rules defined in the DOCSI S RFI
specification. 1In active node, the device termn nates
at and initiates 1GW through its interfaces as based
on the know edge of Milticast Session activity on the
subscri ber side interface."

REFERENCE
"DOCSIS RFI 1.1 Specification, Section 3.3.1. and
DOCSIS RFI 2.0 Specification, Section 5.3.1."

DEFVAL { passive }

::= { docsDevBase 6 }

docsDeviaxCpe OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
UNI TS " CPEs"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The maxi mum nunber of CPEs that can be granted access
through a CM during a CM epoch. This value can be
obtai ned fromthe CMconfiguration file; however,
it may be adjusted by the CM according to hardware or
software limtations that have been inposed on the
i mpl enrent ati on. ™

REFERENCE
"DOCSIS RFI 1.0 Specification, Appendix C 7.20., and
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DOCSIS RFI 1.1 Specification, Appendix C 1.1.7. and
DOCSIS RFI 2.0 Specification, Appendix C.1.1.7."

::= { docsDevBase 7 }

-- The follow ng table provides one | evel of security for access
-- to the device by network managenent stations.

-- Note that access is also constrained by the

-- community strings and any vendor-specific security.

docsDevNmAccessTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsDevNmAccessEntry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"This table controls access to SNVP obj ects by network
managenent stations. |If the table is enpty, access to
SNMP objects is unrestricted. The objects in this table
MUST NOT persist across reboots. The objects in this
tabl e are only accessible fromcable devices that are
not capabl e of operating in SNMP Coexi stence node
(RFC 3584) or in SNMPv3 node (RFC 3410).

See the conformance section for

details. Note that sone devices are required by other
specifications (e.g., the DOCSIS CsSSIvl. 1 specification)
to support the | egacy SNWPv1l/v2c docsDevNmAccess node
for backward conpatibility.

This table is deprecated. Instead, use the SNWP
coexi stence M Bs from RFC 3584, the TARGET and
NOTI FI CATION M Bs from RFC 3413, and

the Vi ew Based Access Control Mdel (VACM M Bs for
all SNWMP protocol versions from RFC 3415."
{ docsDevM Bbj ects 2 }

docsDevNmAccessEntry OBJECT- TYPE

SYNTAX DocsDevNmAccessEntry
MAX- ACCESS not -accessi bl e
STATUS depr ecat ed
DESCRI PTI ON

Wundy & Marez

"An entry describing access to SNVP objects by a
particul ar network nmanagenent station. An entry in
this table is not readabl e unless the managenent station
has read-wite permission (either inplicit if the table
is enpty, or explicit through an entry in this table).
Entries are ordered by docsDevNmAccesslndex. The first
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mat ching entry (e.g., matching | P address and comunity

string) is used to derive access."
| NDEX { docsDevNmAccessl ndex }
::={ docsDevNmAccessTable 1 }

DocsDevNmAccessEntry :: = SEQUENCE {
docsDevNmAccessl ndex I nt eger 32,
docsDevNmAccessl p | pAddr ess,
docsDevNmAccess| pMask | pAddr ess,
docsDevNmMAccessComuni ty OCTET STRI NG
docsDevNmAccessCont r ol | NTEGER
docsDevNmAccessl nt er f aces OCTET STRI NG
docsDevNmAccess St at us RowSt at us,
docsDevNmAccessTr apVer si on | NTEGER
}
docsDevNmAccessl ndex OBJECT- TYPE
SYNTAX | nt eger32 (1..2147483647)
MAX- ACCESS not -accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
"Index used to order the application of access
entries.”

= { docsDevNmAccessEntry 1 }

docsDevNmAccessl p OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON

"The I P address (or subnet) of the network managenent
station. The address 0.0.0.0 is defined to nmean
any Network Managenent Station (NVS). |[If traps are
enabled for this entry, then the value nust be the
address of a specific device. |Inplenentations MAY
recogni ze 255. 255. 255. 255 as equivalent to 0.0.0.0."

DEFVAL { ’ 00000000’ h }
::= { docsDevNmAccessEntry 2 }

docsDevNmAccessl pMask OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON

"The | P subnet mask of the network nanagenent stations.
If traps are enabled for this entry, then the val ue nust

be 0.0.0.0. Inplenmentations MAY recogni ze
255. 255, 255. 255 as equivalent to 0.0.0.0."
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DEFVAL { ' 00000000’ h }
::={ docsDevNmAccessEntry 3 }

docsDevNmAccessConmmuni ty OBJECT- TYPE

SYNTAX OCTET STRI NG
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"The community string to be matched for access by this
entry. |If set to a zero-length string, then any
community string will match. When read, this object

SHOULD return a zero-length string."
DEFVAL { "public" }
::={ docsDevNmAccessEntry 4 }

docsDevNmAccessCont rol OBJECT- TYPE
SYNTAX | NTEGER {

none( 1),

read(2),

readWite(3),
rowthTraps(4),

rwwt hTraps(5),
trapsOnl y(6)

}

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON
"Specifies the type of access allowed to this NVS.
Setting this object to none(l) causes the table entry
to be destroyed. Read(2) allows access by 'get’ and
"get-next’ PDUs. ReadWite(3) allows access by 'set’ as

well. RoWthtraps(4), rwWthTraps(5), and trapsOnly(6)
control distribution of Trap PDUs transmitted by this
device."

DEFVAL { read }
::={ docsDevNmAccessEntry 5 }

-- The syntax of the follow ng object was copied from RFC 1493,
-- dot 1ldStati cAl |l owedToGoTo.

docsDevNmAccessl nterfaces OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (1..32))

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON
"Specifies the set of interfaces fromwhich requests from
this NMB will be accepted. Each octet within
the value of this object specifies a set of eight
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interfaces, the first octet specifying ports 1

through 8, the second octet specifying interfaces 9
through 16, etc. Wthin each octet, the nost
significant bit represents the | owest nunbered
interface, and the least significant bit represents the
hi ghest nunbered interface. Thus, each interface is
represented by a single bit within the value of this
object. If that bit has a value of '1' then that
interface is included in the set.

Note that entries in this table apply only to |ink-Iayer
interfaces (e.g., Ethernet and CATV MAC). Bits
representing upstream and downstream channel interfaces
MJUST NOT be set to "1'.

Note that if bits corresponding to non-existing
interfaces are set, the result is inplenmentation
specific.

Note that according to the DOCSIS OSSIvl. 1
specification, when iflndex 1’ is included in the
set, then this row applies to all CPE
(custoner-facing) interfaces.

The size of this object is the mnimumrequired to
represent all configured interfaces for this device."
::={ docsDevNmAccessEntry 6 }

docsDevNmAccessSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON

"Controls and reflects the status of rows in this
table. Rows in this table may be created by either the
create-and-go or create-and-wait paradigm There is no
restriction on changing values in a row of this table
while the rowis active.

The followi ng objects MIST have valid values before this
obj ect can be set to active: docsDevNmAccessl p,
docsDevNmAccessSt at us, docsDevNmAccessl pMask,
docsDevNmAccessComuni ty, docsDevNmAccessControl, and
docsDevNmAccessl nterfaces. "

::={ docsDevNmAccessEntry 7 }

docsDevNmAccessTr apVer si on OBJECT- TYPE
SYNTAX | NTEGER {
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di sabl eSNMPv2trap(1),
enabl eSNVPv2t r ap( 2)

}
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"Specifies the TRAP version that is sent to this NWVS.
Setting this object to disabl eSNMPv2trap (1) causes the
trap in SNWMPvl format to be sent to a particular NWVS.
Setting this object to enabl eSNWPv2trap (2) causes the
trap in SNMPv2 format be sent to a particular NVS. "
DEFVAL { di sabl eSNMPv2trap }
::={ docsDevNmAccessEntry 8 }

-- The follow ng group describes control objects used for downl oadi ng
-- firmvare to a cable device. Procedures for software downl oad are
-- described in Section 3.2.1 of the RFC containing this M B nodul e.

docsDevSof tware OBJECT | DENTI FIER ::= { docsDevM BObj ects 3 }

docsDevSwSer ver OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-wite

STATUS depr ecat ed

DESCRI PTI ON

"The address of the TFTP server used for software

upgrades. |f the TFTP server is unknown or is a
non-1 Pv4 address, return 0.0.0.0.

This object is deprecated. See docsDevSwServer Address

for its replacenent. This object will have its val ue

nodi fied, given a valid SET to docsDevSwSer ver Addr ess. "
::= { docsDevSoftware 1 }

docsDevSwFi | enane OBJECT- TYPE

SYNTAX SnnpAdnmi nString (SIZE (0..64))
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The filenanme of the software inage to be downl oaded via
TFTP, or the abs_path (as defined in RFC 2616) of the
software image to be downl oaded via HTTP

Unl ess set via SNMP, this is the filename or abs_path
specified by the provisioning server during the boot
process that corresponds to the software version that
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is desired for this device.

I f unknown, the value of this object is the zero-length
string.”
::= { docsDevSoftware 2 }

docsDevSwAdni nSt at us OBJECT- TYPE
SYNTAX | NTECGER {
upgr adeFronmvgt (1),
al | owPr ovi si oni ngUpgr ade( 2),
i gnor ePr ovi si oni ngUpgr ade( 3)

}
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"I'f set to upgradeFromwgt(1l), the device will initiate a
TFTP or HTTP software i mage downl oad. After
successfully receiving an image, the device will set

its state to ignoreProvisioni ngUpgrade(3) and reboot.

If the downl oad process is interrupted (e.g., by a reset
or power failure), the device will |oad the previous

i mmge and, after re-initialization, continue to attenpt
| oadi ng the inmage specified in docsDevSwFi | enane.

If set to all owProvisioningUpgrade(2), the device wll
use the software version information supplied by the
provi si oni ng server when next rebooting (this does not
cause a reboot).

When set to ignoreProvisioni ngUpgrade(3), the device
will disregard software image upgrade infornmation
fromthe provisioning server.

Note that reading this object can return
upgradeFromvgt (1). This indicates that a software
downl oad is currently in progress, and that the device
will reboot after successfully receiving an inage."
DEFVAL { al | owProvi si oni ngUpgr ade }
::= { docsDevSoftware 3 }

docsDevSwOper St at us OBJECT- TYPE
SYNTAX | NTECGER {
i nProgress(1),
conpl et eFr onPr ovi si oni ng( 2),
conpl et eFromwt ( 3),
failed(4),
ot her (5)
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"I nProgress(1) indicates that a TFTP or HITP downl oad is
underway, either as a result of a version msmatch at
provisioning or as a result of a upgradeFromvgt request.
No ot her docsDevSw* objects can be nodified in
this state.

Compl et eFronPr ovi si oni ng(2) indicates that the | ast
software upgrade was a result of version msmatch at
pr ovi si oni ng.

Compl et eFromvgt (3) indicates that the | ast software
upgrade was a result of setting docsDevSwAdnmi nStatus to
upgr adeFr omvgt .

Fail ed(4) indicates that the |ast attenpted downl oad
failed, ordinarily due to TFTP or HITP tineout."
REFERENCE
"DOCSIS RFI 1.0 Specification, Section 8.2., and
DOCSIS RFI 1.1 Specification, Section 10.1. and
DOCSIS RFI 2.0 Specification, Section 12.1."
::= { docsDevSoftware 4 }

docsDevSwCurr ent Vers OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The software version currently operating in this device.
This string’s syntax is that used by the
i ndi vi dual vendor to identify software versions.
For a CM this string will describe the current
software load. For a CMIS, this object SHOULD contain
a human-readabl e representation either of the vendor
specific designation of the software for the chassis,
or of the software for the control processor. |If
neither of these is applicable, the value MJST be a
zero-length string.”
::= { docsDevSoftware 5 }

docsDevSwSer ver Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The type of address of the TFTP or HTTP server used for
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sof t war e upgr ades.

I f docsDevSwServer Transport Protocol is currently set to
tftp(l), attenpting to set this object to dns(16) MJST
result in an error."

::= { docsDevSoftware 6 }

docsDevSwSer ver Addr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The address of the TFTP or HTTP server used for software

upgr ades.

If the TFTP/ HTTP server is unknown, return the zero-
| ength address string (see the Textual Convention).

| f docsDevSwServer is also inplenented in this agent,
this object is tied toit. A set of this object to an
| Pv4 address will result in also setting the val ue of
docsDevSwServer to that address. |If this object is set
to an | Pv6 address, docsDevSwServer is set to 0.0.0.0.
I f docsDevSwServer is set, this object is also set to
that value. Note that if both are set in the same
action, the order of which one sets the other is

undefi ned. "

::= { docsDevSoftware 7 }

docsDevSwSer ver Transport Pr ot ocol OBJECT- TYPE
SYNTAX | NTECGER {

tftp(l1),
http(2)

}

MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

Wundy & Marez

"Thi s object specifies the transport protocol (TFTP or

HTTP) to be used for software upgrades.

If the value of this object is tftp(l), then the cable
devi ce uses TFTP (RFC 1350) read request packets to
downl oad t he docsDevSwFil enanme fromthe
docsDevSwSer ver Address in octet node.

If the value of this object is http(2), then the cable

device uses HITP 1.0 (RFC 1945) or HITP 1.1 (RFC 2616)
GET requests sent to host docsDevSwServer Address to
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downl oad the software image from path docsDevSwrFi | enane.

I f docsDevSwServer AddressType is currently set to
dns(16), attenpting to set this object to tftp(1l) MJIST
result in an error."

DEFVAL { tftp }

::= { docsDevSoftware 8 }

-- The follow ng group describes server access and paraneters used
-- for initial provisioning and bootstrapping.

docsDevServer OBJECT I DENTIFIER ::= { docsDevM BObj ects 4 }

docsDevServer Boot St at e OBJECT- TYPE

SYNTAX | NTECGER {
operational (1),
di sabl ed(2),
wai t i ngFor DhepOF fer (3),
wai t i ngFor DhcpResponse(4),
wai ti ngFor Ti neSer ver (5),
wai ti ngFor Tft p( 6),
ref usedByCnt s(7),
f or war di ngDeni ed( 8),
ot her(9),
unknown( 10)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"If operational (1), the device has conpl eted | oadi ng and
processi ng of configuration paraneters, and the CMIS has
conmpl eted the Regi stration exchange.

I f disabled(2), then the device was adm nistratively
di sabl ed, possibly by being refused network access in
the configuration file.

I f waitingForDhcpOifer(3), then a Dynam c Host
Configuration Protocol (DHCP) Discover has been
transnmitted, and no of fer has yet been received.

I f waitingFor DhcpResponse(4), then a DHCP Request has
been transmtted, and no response has yet been received.

I f waitingForTineServer(5), then a Tinme Request has been
transnmitted, and no response has yet been received.
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If waitingForTftp(6), then a request to the TFTP
paraneter server has been nmade, and no response
recei ved.

If refusedByCnts(7), then the Registration
Request/ Response exchange with the CMIS fail ed.

I f forwardi ngDeni ed(8), then the registration process
was conpl eted, but the network access option in the
recei ved configuration file prohibits forwarding.

If other(9), then the registration process reached a
poi nt that does not fall into one of the above
cat egori es.

I f unknown(10), then the device has not yet begun the
registration process or is in sone other indetermnate
state."
REFERENCE
"DOCSIS RFI 1.0 Specification, Figure 7-1, and
DOCSIS RFI 1.1 Specification, Figure 9-1 and
DOCSIS RFI 2.0 Specification, Figure 11-1."
::={ docsDevServer 1 }

docsDevServer Dhcp OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-only

STATUS depr ecat ed
DESCRI PTI ON

"The | P address of the DHCP server that assigned an IP
address to this device. Returns 0.0.0.0 if DHCP is not
used for | P address assignnent, or if this agent is
not assigned an | Pv4 address.

This object is deprecated and is replaced by
docsDevSer ver DhcpAddress. "
::= { docsDevServer 2 }

docsDevServer Ti ne OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-only

STATUS depr ecat ed
DESCRI PTI ON

"The | P address of the Tine server (RFC 0868). Returns
0.0.0.0 if the tinme server |IP address is unknown, or if
the tine server is not an | Pv4 server.

This object is deprecated and is replaced by
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docsDevSer ver Ti neAddr ess. "
::= { docsDevServer 3}

docsDevServer Tftp OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON

"The | P address of the TFTP server responsible for
downl oadi ng provi sioning and configuration paraneters
to this device. Returns 0.0.0.0 if the TFTP server
address is unknown or is not an |Pv4 address.

This object is deprecated and is replaced by
docsDevServer Confi gTft pAddress. "
::= { docsDevServer 4 }

docsDevServer Confi gFi |l e OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nane of the device configuration file read from
the TFTP server. Returns a zero-length string if
the configuration file name is unknown."

::= { docsDevServer 5 }

docsDevSer ver DhcpAddr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of address of docsDevServerDhcpAddress. |f
DHCP was not used, this value should return
unknown(0) . "

::= { docsDevServer 6 }

docsDevSer ver DhcpAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The internet address of the DHCP server that assigned
an | P address to this device. Returns the zero |ength
octet string if DHCP was not used for |P address
assi gnnent . "

::={ docsDevServer 7 }
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docsDevServer Ti neAddr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of address of docsDevServerTi neAddress. |f
no time server exists, this value should return
unknown(0) . "

::= { docsDevServer 8 }

docsDevSer ver Ti neAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Internet address of the RFC 868 Ti ne server,
as provided by DHCP option 4.

Note that if nultiple values are provided to the
CMin DHCP option 4, the value of this MB object
MJUST be the Tinme server address fromwhich the Tine
of Day reference was acquired as based on the DOCSI S
RFI specification. During the period of tinme where
the Time of Day have not been acquired, the Tine
server address reported by the CM may report the
first address value in the DHCP option value or the

| ast server address the CM attenpted to get the Tine

of day val ue.

Returns the zero-length octet
| P address is not provisioned.

REFERENCE
"DOCSIS RFI 1.1 Specification,
DOCSIS RFI 2.0 Specification,

::= { docsDevServer 9 }

string if the tinme server

Section 9.2.7. and
Section 11.2.7."

docsDevServer Confi gTft pAddr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of address of docsDevServer ConfigTftpAddress.

If no TFTP server
unknown(0) . "
::={ docsDevServer

exi st s,
10 }

docsDevServer Confi gTft pAddress OBJECT- TYPE
SYNTAX | net Addr ess
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The internet address of the TFTP server responsible for
downl oadi ng provi sioning and configuration paraneters
to this device. Returns the zero-length octet string if
the config server address is unknown. There are certain
security risks that are involved with using TFTP."
REFERENCE
"RFC 3617, Section 5"
::= { docsDevServer 11 }

-- Event Reporting

docsDevEvent OBJECT I DENTIFIER ::= { docsDevM BObj ects 5 }

docsDevEvCont rol OBJECT- TYPE
SYNTAX | NTECGER {
reset Log(1),
useDef aul t Reporting(2)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Setting this object to resetLog(l) enpties the event
log. Al data is deleted. Setting it to
useDef aul t Reporting(2) returns all event priorities to
their factory-default reporting. Reading this object
al ways returns useDefaul t Reporting(2)."
;.= { docsDevEvent 1 }

docsDevEvSysl og OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-write
STATUS depr ecat ed
DESCRI PTI ON

"The I P address of the Syslog server. |If 0.0.0.0, either
syslog transmission is inhibited, or the Syslog server
address is not an | Pv4 address.

This object is deprecated and is replaced by
docsDevEvSysl ogAddr ess. "
;.= { docsDevEvent 2 }

docsDevEvThr ot t| eAdm nSt at us OBJECT- TYPE
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SYNTAX | NTEGER {
unconstrai ned(1),
mai nt ai nBel owThr eshol d( 2),
st opAt Thr eshol d( 3),
i nhi bited(4)

}

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"Controls the transmission of traps and sysl og nessages
with respect to the trap pacing threshold.

unconstrai ned(1l) causes traps and syslog nmessages to be
transmtted without regard to the threshold settings.

nmai nt ai nBel owThr eshol d(2) causes trap transni ssion and
sysl og nessages to be suppressed if the nunber of traps
woul d ot herwi se exceed the threshol d.

st opAt Threshol d(3) causes trap transm ssion to cease at
the threshold and not to resume until directed to do so.

i nhibited(4) causes all trap transnission and sysl og
nessages to be suppressed.

A single event is always treated as a single event for
threshold counting. That is, an event causing both a
trap and a syslog nmessage is still treated as a single
event .

Witing to this object resets the thresholding state.”
DEFVAL { unconstrained }
::= { docsDevEvent 3}

docsDevEvThrottl el nhi bi ted OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only

STATUS depr ecat ed
DESCRI PTI ON

"If true(l), trap and syslog transmission is currently

i nhi bited due to thresholds and/or the current setting
of docsDevEvThrottl eAdm nStatus. In addition, this is
true(1l) when transm ssion is inhibited because no

sysl og (docsDevEvSysl og) or trap (docsDevNmAccessEntry)
desti nati ons have been set.

This object is deprecated and is replaced by
docsDevEvThrott| eThr eshol dExceeded. "
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;.= { docsDevEvent 4 }

docsDevEvThrottl eThreshol d OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "events"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

Decenber 2006

"Nunber of events per docsDevEvThrottlelnterval permtted

before throttling is to occur.

A single event, whether the notification could result in

nessages transmtted using sysl og,

SNVP, or

bot h

protocols, and regardl ess of the nunmber of destinations,
(including zero) is always treated as a single event for

threshold counting. For exanple,

a trap and a syslog nessage is still

event.

an event causing both
treated as a single

Al'l systemnotifications that occur within the device
shoul d be taken into consideration when cal cul ating

and nmonitoring the threshold."
DEFVAL { 0 }
;.= { docsDevEvent 5 }

docsDevEvThrottl el nterval OBJECT- TYPE
SYNTAX | nt eger32 (1..2147483647)
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The interval over which docsDevEvThrottl eThreshol d

applies."
DEFVAL { 1 }
;.= { docsDevEvent 6 }

-- The following table controls the reporting of the various cl asses

-- of events.

docsDevEvCont r ol Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsDevEvControl Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table allows control of the reporting of event

cl asses. For each event priority,
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| oggi ng and reporting nmechani sms may be chosen. The
mappi ng of event types to priorities is
vendor dependent. Vendors may al so choose to all ow
the user to control that mapping through proprietary
neans. Table entries MJST persist across reboots for
CMTS devi ces and MJST NOT persist across reboots for CM
devi ces. "

docsDevEvent 7 }

docsDevEvControl Entry OBJECT- TYPE

SYNTAX DocsDevEvControl Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"All ows configuration of the reporting nechanisnms for a

particul ar event priority."

| NDEX { docsDevEvPriority }
::= { docsDevEvControl Table 1 }

DocsDevEvControl Entry ::= SEQUENCE {
docsDevEvPriority | NTEGER
docsDevEvReporting BI TS

}

docsDevEvPriority OBJECT- TYPE
SYNTAX | NTECGER {

energency(1),
alert(2),
critical (3),
error(4),

war ni ng(5),
notice(6),

i nformation(7),
debug( 8)

}

MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

Wundy & Marez

"The priority level that is controlled by this

entry. These are ordered from nost (emergency) to |east
(debug) critical. Each event with a CMor CMIS has a
particular priority |level associated with it (as defined
by the vendor).

energency(1l) events indicate vendor-specific fatal

hardware or software errors that prevent normal system
operati on.
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alert(2) events indicate a serious failure that causes
the reporting systemto reboot but is not caused by
hardware or software mal functi oni ng.

critical (3) events indicate a serious failure that
requires attention and prevents the device from
transnmitting data but that could be recovered without
rebooting the system

error(4) and warning(5) events indicate that a failure
occurred that could interrupt the normal data flow but
that does not cause the device to re-register

notice(6) and information(7) events indicate a
m | estone or checkpoint in normal operation that could
be of particular inportance for troubl eshooting.

debug(8) events are reserved for vendor-specific
events.

During normal operation, no event nore
critical than notice(6) should be generated. Events
bet ween warni ng and energency shoul d be generated at
appropriate |evels of problens (e.g., enmergency when the
box is about to crash)."

::= { docsDevEvControl Entry 1 }

docsDevEvReporti ng OBJECT- TYPE

SYNTAX BI TS {
| ocal (0),
traps(1l),
sysl og(2),
-- The followi ng are extensions to the original set of
-- labels. The extensions start at an octet boundary.
-- So for bits 3 - 7, one MIUST set themto zero on send
-- and one MJST ignore them on receipt.
| ocal Vol atil e(8),
stdinterface(9)

}
MAX- ACCESS read-wite

STATUS current
DESCRI PTI ON
"Defines the action to be taken on occurrence of this
event class. |Inplenentations may not necessarily

support all options for all event classes but at
m ni num nust all ow traps and sysl ogging to be
di sabl ed.
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If the local (0) bit is set, then log to the interna

| og and update non-volatile store, for backward
compatibility with the original RFC 2669 definition

If the traps(1l) bit is set, then generate

an SNWP trap; if the syslog(2) bit is set, then

send a sysl og nessage (assuning that the syslog address

is set). |If the localVolatile(8) bit is set, then
log to the internal |og w thout updating non-volatile
store. |If the stdinterface(9) bit is set, then the

agent ignores all other bits except the | ocal (0),
syslog(2), and local Volatile(8) bits. Setting the
stdinterface(9) bit indicates that RFC3413 and
RFC3014 are being used to control event reporting
mechani sns. "

::= { docsDevEvControl Entry 2 }

docsDevEvent Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsDevEvent Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Contains a |l og of network and device events that may be
of interest in fault isolation and troubl eshooti ng.
If the local (0) bit is set in docsDevEvReporti ng,
entries in this table MJUST persist across reboots."
::={ docsDevEvent 8 }

docsDevEvent Entry OBJECT- TYPE

SYNTAX DocsDevEvent Entry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"Describes a network or device event that may be of
interest in fault isolation and troubl eshooti ng.
Miul ti pl e sequential identical events are represented by
i ncrementi ng docsDevEvCounts and setting
docsDevEvLast Tinme to the current time rather than
creating rmultiple rows.

Entries are created with the first occurrence of an
event. docsDevEvControl can be used to clear the
table. Individual events cannot be deleted."

| NDEX { docsDevEvl ndex }

::= { docsDevEventTable 1 }

DocsDevEvent Entry ::= SEQUENCE {
docsDevEvI ndex I nt eger 32,
docsDevEvVFi rst Ti ne Dat eAndTi ne,
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docsDevEvLast Ti me Dat eAndTi e,
docsDevEvCount s Count er 32,
docsDevEvLevel | NTEGER
docsDevEvl d Unsi gned32,
docsDevEvText SnnpAdmi nString

}
docsDevEvlI ndex OBJECT- TYPE
SYNTAX | nt eger32 (1..2147483647)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

Decenber 2006

"Provides relative ordering of the objects in the event
log. This object will always increase except when

(a) the log is reset via docsDevEvContr ol

(b) the device reboots and does not i npl enment

non-vol atile storage for this log, or (c)

t he val ue 2731.
cases is 1."
.= { docsDevEventEntry 1 }

The next entry for al

docsDevEvFi rst Ti ne OBJECT- TYPE

SYNTAX Dat eAndTi nme
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

it reaches
t he above

"The val ue of docsDevDateTine at the tine this entry was

created.”
.= { docsDevEventEntry 2 }

docsDevEvLast Ti ne OBJECT- TYPE

SYNTAX Dat eAndTi nme
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"When an entry reports only one event, this object wll
have the sane value as the correspondi ng i nstance of

docsDevEVFi rst Ti ne.

Wien an entry reports nultiple

events, this object will record the val ue that
docsDevDat eTi ne had when the npst recent event for this

entry occurred."
::={ docsDevEventEntry 3 }

-- This object was renamed from docsDevEvCount to neet nam ng

-- requirenents for Counter32

docsDevEvCount s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "events"
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of consecutive event instances reported by
this entry. This starts at 1 with the creation of this
row and increnments by 1 for each subsequent duplicate
event."

{ docsDevEventEntry 4 }

docsDevEvLevel OBJECT- TYPE
SYNTAX | NTECGER {

energency(1),
alert(2),
critical (3),
error(4),

war ni ng(5),
notice(6),
information(7),
debug( 8)

}

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Wundy & Marez

"The priority level of this event, as defined by the
vendor. These are ordered from nost serious (energency)
to | east serious (debug).

energency(1l) events indicate vendor-specific fatal
hardware or software errors that prevent normal system
operati on.

alert(2) events indicate a serious failure that causes
the reporting systemto reboot but that is not caused by
hardware or software mal functi oni ng.

critical (3) events indicate a serious failure that
requires attention and prevents the device from
transnmitting data but that could be recovered without
rebooting the system

error(4) and warning(5) events indicate that a failure
occurred that could interrupt the normal data flow but
that does not cause the device to re-register
notice(6) and information(7) events indicate a

m | estone or checkpoint in normal operation that could
be of particular inportance for troubl eshooting.

debug(8) events are reserved for vendor-specific

St andar ds Track [ Page 39]



RFC 4639 DOCS| S Cabl e Device M B Decenber 2006

events.

During normal operation, no event nore
critical than notice(6) should be generated. Events
bet ween warni ng and energency shoul d be generated at
appropriate | evels of problens (e.g., enmergency when the
box is about to crash)."

::={ docsDevEventEntry 5 }

-- It is strongly reconmended that inplementors follow the Cabl eLabs
-- enunerations for docsDevEvlid, per the DOCSIS CSSIvl.1 spec
-- and followon specifications.

docsDevEvlI d OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"For this product, uniquely identifies the type of event
that is reported by this entry."
REFERENCE
"DOCSIS OSSI 1.1 Specification, Appendix H and
DOCSI S OsSl 2.0 Specification, Annex D."
::={ docsDevEventEntry 6 }

docsDevEvText OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Provi des a hunan-readabl e description of the event,
including all relevant context (interface nunbers,
etc.)."

.= { docsDevEventEntry 7 }

docsDevEvSysl ogAddr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The type of address of docsDevEvSysl ogAddress. |f
no syslog server exists, this value should return
unknown(0) . "

DEFVAL { unknown }
;.= { docsDevEvent 9 }
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docsDevEvSysl ogAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The Internet address of the Syslog server, as provided
by DHCP option 7 or set via SNMP managenent. |f the

address of the server is set to the zero-length
string, the 0.0.0.0 | Pv4 address, or the 0: |Pv6
address, Syslog transmi ssion is inhibited.

Note that if multiple values are provided to the CMin
DHCP option 7, the value of this M B object MJST be the
first Syslog server address received.

By default at agent boot, this object returns the zero
| ength string."
::= { docsDevEvent 10 }

docsDevEvThrottl eThr eshol dExceeded OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"I'f true(l), trap and syslog transmission is currently
i nhi bited due to exceeding the trap/syslog event
threshold in the current interval."
::= { docsDevEvent 11 }

-- Link Level Control Filtering

docsDevFilter OBJECT IDENTIFIER ::= { docsDevM BObj ects 6 }

docsDevFi |l t er LLCUnmat chedActi on OBJECT- TYPE
SYNTAX | NTECGER {
di scard(1),
accept (2)

MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"LLC (Link Level Control) filters can be defined on an
i nclusive or exclusive basis: Cvs can be configured to
forward only packets matching a set of |ayer three
protocols, or to drop packets matching a set of |ayer
three protocols. Typical use of these filters is to
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filter out possibly harnful (given the context of a
| arge netropolitan LAN) protocols.

If set to discard(1l), any L2 packet that does not match
at least one filter in the docsDevFilterLLCTable will be
di scarded. |If set to accept(2), any L2 packet that
does not match at |east one filter in the
docsDevFilterLLCTable will be accepted for further
processing (e.g., bridging). 1In other words, if the
packet does not match an entry in the table, it takes
this action; if it does match an entry in the table, it
takes the opposite of this action.”

DEFVAL { accept }

::= { docsDevFilter 1}

docsDevFi | ter LLCTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsDevFilterLLCEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Alist of filters to apply to (bridged) LLC
traffic. The filters in this table are applied to
inconming traffic on the appropriate interface(s) prior
to any further processing (e.g., before the packet
is handed off for |evel 3 processing, or for bridging).
The specific action taken when no filter is matched is
controll ed by docsDevFilterLLCUnmat chedAction. Table
entries MJUST NOT persist across reboots for any device."
::={ docsDevFilter 2}

docsDevFil ter LLCEntry OBJECT- TYPE

SYNTAX DocsDevFilter LLCEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Describes a single filter to apply to (bridged) LLC
traffic received on a specified interface. "

| NDEX { docsDevFilterLLCl ndex }

::= { docsDevFilterLLCTable 1 }

DocsDevFilter LLCEntry ::= SEQUENCE {

docsDevFi | t er LLCI ndex I nt eger 32,

docsDevFi |l t er LLCSt at us Rowst at us,

docsDevFi |l ter LLCI f | ndex | nt er facel ndexOr Zer o,
docsDevFi | t er LLCPr ot ocol Type | NTEGER,

docsDevFi | t er LLCPr ot ocol | nt eger 32,

docsDevFi |l t er LLCVat ches Count er 32

}
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docsDevFi | ter LLCI ndex OBJECT- TYPE

SYNTAX | nt eger32 (1..2147483647)
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Index used for the identification of filters (note that
LLC filter order is irrelevant)."
::= { docsDevFilterLLCEntry 1 }

docsDevFi |l t er LLCSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Controls and reflects the status of rows in this

table. There is no restriction on changing any of the
associ ated colums for this row while this object is set
to active.

Specifying only this object (with the
appropriate index) on a CMis sufficient to create a
filter row that matches all inbound packets on the
ethernet interface and results in the packets being
di scarded. docsDevFilterLLClflndex (at |east) mnust be
specified on a CMIS to create a row."

::= { docsDevFilterLLCEntry 2}

docsDevFi |l ter LLCI fl ndex OBJECT- TYPE

SYNTAX | nt er facel ndexOr Zer o
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The entry interface to which this filter applies. The
val ue corresponds to iflndex for either a CATV MAC or

another network interface. |If the value is zero, the
filter applies to all interfaces. In Cable Mdens, the
default value is the customer side interface(s). In

CMISs, this object has to be specified to
create a rowin this table.

Note that according to the DOCSIS OSSIvl. 1
specification, iflndex 1" in the CMneans that this
row applies to all Cable Mbdemto-CPE Interfaces
(eMar) .t
REFERENCE
"DOCSIS Ossl 1.1 Specification, Section 3.3.4.1. and
DOCSIS OsSlI 2.0 Specification, Section 6.3.4.1."
::={ docsDevFilterLLCEntry 3 }
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docsDevFi | t er LLCPr ot ocol Type OBJECT- TYPE
SYNTAX | NTEGER {
et hertype(1),
dsap(2)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The format of the value in docsDevFilterLLCProtocol:
either a two-byte Ethernet Ethertype, or a one-byte
802.2 Service Access Point (SAP) value. ethertype(1)
al so applies to Standard Network Access Protocol
(SNAP) encapsul ated franes."

DEFVAL { ethertype }

::={ docsDevFilterLLCEntry 4 }

docsDevFi | ter LLCProt ocol OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The layer-three protocol for which this filter applies.

The protocol value format depends on

docsDevFil ter LLCProtocol Type. Note that for SNAP

frames, ethertype filtering is performed rather than

Destination Service Access Point (DSAP) =0xAA."

DEFVAL { 0 }
::={ docsDevFilterLLCEntry 5 }

docsDevFil t er LLCVat ches OBJECT- TYPE
SYNTAX Count er 32
UNI TS "mat ches"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Counts the nunber of tines this filter was natched. "
::={ docsDevFilterLLCEntry 6 }

-- IPv4 Filtering

docsDevFil terl pDefault OBJECT- TYPE
SYNTAX | NTECGER {
di scard(1),
accept (2)

}
MAX- ACCESS read-wite
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STATUS depr ecat ed
DESCRI PTI ON
"The default behavior for (bridged) packets that do not
match IP filters (or Internet filters, if inplenented)
is defined by docsDevFilterlpDefault.

If set to discard(1l), all packets not matching an IP
filter in docsDevFilterlpTable will be discarded. |If
set to accept(2), all packets not matching an IP filter
or an Internet filter will be accepted for further
processing (e.g., bridging)."

DEFVAL { accept }

::={ docsDevFilter 3}

docsDevFilterl pTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsDevFilterlpEntry
MAX- ACCESS not -accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"An ordered list of filters or classifiers to apply to
IP traffic. Filter application is ordered by the filter
i ndex, rather than by a best match al gorithm (note that
this inplies that the filter table nmay have gaps in the
i ndex val ues). Packets that match no filters will have
policy O in the docsDevFilterPolicyTable applied to
them if it exists. Oherw se, Packets that match no
filters are discarded or forwarded according to the
setting of docsDevFilterlpDefault.

Any | P packet can theoretically match nultiple rows of
this table. Wen considering a packet, the table is
scanned in row index order (e.g., filter 10 is checked
before filter 20). |If the packet matches that filter
(which nmeans that it matches ALL criteria for that row),
actions appropriate to docsDevFilterlpControl and
docsDevFilterPolicyld are taken. |If the packet was

di scarded processing is conplete. |If
docsDevFilterlpContinue is set to true, the filter
compari son continues with the next rowin the table,

| ooki ng for additional matches.

If the packet matches no filter in the table, the packet
is accepted or dropped for further processing

according to the setting of docsDevFilterl pDefault.

If the packet is accepted, the actions specified by
policy group O (e.g., the rows in

docsDevFil terPolicyTabl e that have a value of 0 for
docsDevFilterPolicyld) are taken, if that policy
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group exists.

Logically, this table is consulted tw ce during the
processi ng of any | P packet: once upon its acceptance
fromthe L2 entity, and once upon its transm ssion to
the L2 entity. 1In actuality, for cable nodens, IP
filtering is generally the only IP processing done for
transit traffic. This means that inbound and out bound
filtering can generally be done at the sane tinme with
one pass through the filter table.

The objects in this table are only accessible fromcabl e
devices that are not operating in DiffServ M B node
(RFC 3289). See the conformance section for details.

Not e that sone devices are required by other
specifications (e.g., the DOCSIS CsSSlvl. 1 specification)
to support the | egacy SNWPv1l/v2c docsDevFilter nopde

for backward conpatibility.

Tabl e entries MJUST NOT persist across reboots for any
devi ce.

This table is deprecated. Instead, use the DiffServ MB
from RFC 3289."
::={ docsDevFilter 4}

docsDevFil terl pEntry OBJECT- TYPE

SYNTAX DocsDevFilterl pEntry

MAX- ACCESS not -accessi bl e

STATUS depr ecat ed

DESCRI PTI ON
"Describes a filter to apply to IP traffic received on a
specified interface. Al identity objects in this table

(e.g., source and destination address/ mask, protocol,
source/ dest port, TOS/ mask, interface and direction)
must match their respective fields in the packet for
any given filter to match.

To create an entry in this table, docsDevFilterlplflndex
nmust be specified."

| NDEX { docsDevFilterlplndex }

::={ docsDevFilterlpTable 1 }

DocsDevFilterl pEntry ::= SEQUENCE {
docsDevFi |l t erl pl ndex I nt eger 32,
docsDevFilterl pStatus RowSt at us,
docsDevFil terl pControl | NTEGER,
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docsDevFil terlplflndex
docsDevFil terlpDirection
docsDevFi | ter| pBroadcast
docsDevFi | ter | pSaddr
docsDevFi | ter | pSmask
docsDevFi | t er | pDaddr
docsDevFi | t er | pDmask
docsDevFi | terl pProtocol
docsDevFi | t erl pSour cePort Low
docsDevFi |l ter| pSourcePortH gh
docsDevFil t erl pDest Port Low
docsDevFi | ter| pDest Port Hi gh
docsDevFi | ter| pMat ches
docsDevFil terl pTos
docsDevFi | ter | pTosMask
docsDevFil terl pContinue
docsDevFil terlpPolicyld

docsDevFil terl pl ndex OBJECT- TYPE

SYNTAX | nt eger32 (1..2147483647)
MAX- ACCESS not -accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

Decenber

2006

I nt erf acel ndexOr Zer o,

| NTECER,

Tr ut hVal ue,

| pAddr ess,

| pAddr ess,

| pAddr ess,

| pAddr ess,

| nt eger 32,

| nt eger 32,

| nt eger 32,

| nt eger 32,

| nt eger 32,
Zer oBasedCount er 32
OCTET STRI NG
OCTET STRI NG
Tr ut hVal ue,

I nt eger 32

"I ndex used to order the application of filters.

The filter with the | owest
first."
{ docsDevFilterlpEntry 1 }

docsDevFilterl pStatus OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON

"Controls and reflects the status of

t abl e.

filter row that matches al
et her net
di scarded. docsDevFilterlplflndex (at

specified on a CMIS to create a row.

i ndex is always applied

rows in this

Specifying only this object (with the
appropriate index) on a CMis sufficient to create a
i nbound packets on the
interface and results in the packets being

| east) nmnust be
Creation of the

rows may be done via either create-and-wait or

create-and-go, but the filter

obj ect

object is set to active."

::= { docsDevFilterlpEntry 2 }

Wundy & Marez

St andards Track

is not applied until
is set to (or changes to) active.
restriction in changi ng any obj ect

this
There is no
inarowwhile this
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docsDevFil terl pControl OBJECT- TYPE
SYNTAX | NTEGER {

di scard(1),
accept (2),
policy(3)

}

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON
"If set to discard(1l), all packets matching this filter
wi Il be discarded, and scanning of the renainder of the
filter list will be aborted. |If set to accept(2), al
packets matching this filter will be accepted for

further processing (e.g., bridging). |If
docsDevFilterlpContinue is set to true, see if there
are other nmatches; otherw se, done. |If set to
policy (3), execute the policy entries

mat ched by docsDevFilterlpPolicyld in
docsDevFil t er Pol i cyTabl e.

If docsDevFilterlpContinue is set to true, continue

scanni ng the table for other matches; otherw se, done."
DEFVAL { discard }

::={ docsDevFilterlpEntry 3}

docsDevFilterlplflndex OBJECT- TYPE

SYNTAX | nterfacel ndexOr Zero
MAX- ACCESS read-create

STATUS depr ecat ed
DESCRI PTI ON

"The entry interface to which this filter applies. The
val ue corresponds to iflndex for either a CATV MAC or
another interface. |If the value is zero, the
filter applies to all interfaces. Default value in CWVs
is the index of the custoner-side (e.g., ethernet)
interface(s). In CMISes, this object MJIST be
specified to create a rowin this table.

Note that according to the DOCSIS OSSIvl. 1
specification, iflndex "1 in the Cable Modem neans
that this row applies to all CMCl (custoner-facing)
interfaces.”
REFERENCE
"DOCSIS Ossl 1.1 Specification, Section 3.3.4.1. and
DOCSIS OsSlI 2.0 Specification, Section 6.3.4.1."
::= { docsDevFilterlpEntry 4 }

docsDevFilterl pDirecti on OBJECT- TYPE
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SYNTAX | NTEGER {
i nbound( 1),
out bound( 2),
bot h( 3)

}

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON
"Determ nes whether the filter is applied to inbound(1)
traffic, outbound(2) traffic, or traffic in both(3)
directions.™

DEFVAL { inbound }

::={ docsDevFilterlpEntry 5 }

docsDevFi |l terl pBroadcast OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"If set to true(l), the filter only applies to nulticast
and broadcast traffic. |If set to false(2), the filter

applies to all traffic."
DEFVAL { false }
::={ docsDevFilterlpEntry 6 }

docsDevFil terl pSaddr OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"The source | P address, or portion thereof, that is to be
mat ched for this filter. The source address is first
nmasked (ANDed) agai nst docsDevFilterl pSmask before
bei ng conpared to this value. A value of 0 for this
object and O for the nmask matches all | P addresses.™
DEFVAL { ' 00000000’ h }
::= { docsDevFilterlpEntry 7 }

docsDevFil terl pSnask OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"A bit mask that is to be applied to the source address
prior to matching. This mask is not necessarily the
same as a subnet mask, but 1s bits nust be | eftnopst and
conti guous."
DEFVAL { ' 00000000’ h }
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::={ docsDevFilterlpEntry 8 }

docsDevFi |l t er| pDaddr OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"The destination |IP address, or portion thereof, that is
to be matched for this filter. The destination address
is first masked (ANDed) agai nst docsDevFilterl pDmask
bef ore being conpared to this value. A value of
00000000 for this object and 00000000 for the nask
mat ches all | P addresses.”
DEFVAL { ' 00000000’ h }
::= { docsDevFilterlpEntry 9 }

docsDevFil terl pDnask OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"A bit mask that is to be applied to the destination
address prior to matching. This nask is not necessarily
the sanme as a subnet mask, but 1s bits MJST be | eft nost
and conti guous."
DEFVAL { ' 00000000’ h }
::={ docsDevFilterlpEntry 10 }

docsDevFil terl pProtocol OBJECT- TYPE

SYNTAX | nteger 32 (0..256)

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON
"The I P protocol value that is to be matched. For
exanple, icnmp is 1, tcpis 6, and udp is 17. A value of
256 mat ches ANY protocol . "

REFERENCE "www. i ana. or g/ assi gnnent s/ pr ot ocol - nunber s"

DEFVAL { 256 }

::= { docsDevFilterlpEntry 11 }

docsDevFil terl pSour cePort Low OBJECT- TYPE

SYNTAX I nteger32 (0..65535)

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON
"This is the inclusive | ower bound of the transport-I|ayer
source port range that is to be matched. If the IP

protocol of the packet is neither UDP nor TCP, this
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object is ignored during matching."
REFERENCE "www. i ana. or g/ assi gnnent s/ port - nunber s"
DEFVAL { 0 }
::= { docsDevFilterlpEntry 12 }

docsDevFi | terl pSourcePort H gh OBJECT- TYPE

SYNTAX I nteger32 (0..65535)

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON
"This is the inclusive upper bound of the transport-I|ayer
source port range that is to be matched. If the IP

protocol of the packet is neither UDP nor TCP, this
obj ect is ignored during natching."

REFERENCE "www. i ana. or g/ assi gnnent s/ port - nunber s"

DEFVAL { 65535 }

::= { docsDevFilterlpEntry 13 }

docsDevFi |l t erl pDest Port Low OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"This is the inclusive | ower bound of the transport-I|ayer
destination port range that is to be matched. |If the IP

protocol of the packet is neither UDP nor TCP, this
obj ect is ignored during natching."

REFERENCE "www. i ana. or g/ assi gnnent s/ port - nunber s"

DEFVAL { 0 }

::= { docsDevFilterlpEntry 14 }

docsDevFi | ter| pDest Port H gh OBJECT- TYPE

SYNTAX I nteger32 (0..65535)
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"This is the inclusive upper bound of the transport-I|ayer
destination port range that is to be matched. |If the IP

protocol of the packet is neither UDP nor TCP, this
obj ect is ignored during natching."

REFERENCE "www. i ana. or g/ assi gnnent s/ port - nunber s"

DEFVAL { 65535 }

::= { docsDevFilterlpEntry 15 }

docsDevFil t erl pMat ches OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
UNI TS "mat ches"
MAX- ACCESS read-only
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STATUS depr ecat ed

DESCRI PTI ON
"Counts the nunmber of tinmes this filter was matched.
This object is initialized to O at boot, or at row
creation, and is reset only upon reboot."

::= { docsDevFilterlpEntry 16 }

docsDevFilterl pTos OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (1))
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON

"This is the value to be matched to the packet’s

TOS (Type of Service) value (after the TOS val ue

is ANDed with docsDevFilterlpTosvask). A value for this

object of 0 and a mask of 0 matches all TOS val ues.™
DEFVAL { ' 00’ h }
::= { docsDevFilterlpEntry 17 }

docsDevFil terl pTosMask OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (1))
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"The mask to be applied to the packet’s TOS val ue before
mat chi ng. "
DEFVAL { ' 00" h }
::={ docsDevFilterlpEntry 18 }

docsDevFil terl pConti nue OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"If this value is set to true and docsDevFilterl pContro
i s anything but discard (1), continue scanning and
applying policies. See Section 3.3.3 for nore
details."
DEFVAL { false }
::= { docsDevFilterlpEntry 19 }

docsDevFil terl pPolicyld OBJECT- TYPE

SYNTAX | nt eger 32 (0..2147483647)
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON
"This object points to an entry in
docsDevFil terPolicyTable. |f docsDevFilterlpControl
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is set to policy (3), execute all matching policies
in docsDevFilterPolicyTable. |If no matching policy
exists, treat as if docsDevFilterlpControl were set
to accept (1). |If this object is set to the value of
0, there is no matching policy, and
docsDevFil terPolicyTabl e MJUST NOT be consulted."
DEFVAL { 0 }
::={ docsDevFilterlpEntry 20 }

-- Policy Mapping Tabl e

docsDevFi |l t erPol i cyTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsDevFilterPolicyEntry
MAX- ACCESS not -accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"A Tabl e that naps between a policy group ID and a set
of pointers to policies to be applied. Al rows with
the sanme docsDevFilterPolicyld are part of the sane
group of policy pointers and are applied in the order
inthis table. docsDevFilterPolicyTable exists to
allow nmultiple policy actions (referenced by policy
pointers) to be applied to any given cl assified packet.
The policy actions are applied in index order.

For exanpl e:

I ndex I D Type Acti on
1 1 TGOS 1
9 5 TGOS 1
12 1 | PSEC 3

This says that a packet that matches a filter with
policy id 1 first has TOS policy 1 applied (which m ght
set the TOS bits to enable a higher priority) and next
has the I PSEC policy 3 applied (which nay result in the
packets being dunped into a secure VPN to a renote
encryptor).

Policy IDO is reserved for default actions and is
applied only to packets that nmatch no filters in
docsDevFil terl pTabl e.

Tabl e entries MJUST NOT persist across reboots for any
devi ce.

This table is deprecated. Instead, use the DiffServ MB
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from RFC 3289."
::= { docsDevFilter 5}

docsDevFi |l terPolicyEntry OBJECT- TYPE

SYNTAX DocsDevFilterPolicyEntry

MAX- ACCESS not -accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"An entry in the docsDevFilterPolicyTable. Entries are

created by Network Managenent. To create an entry,
docsDevFilterPolicyld MIST be specified.”

| NDEX { docsDevFilterPolicylndex }

::={ docsDevFilterPolicyTable 1 }

DocsDevFilterPolicyEntry ::= SEQUENCE {
docsDevFi | ter Pol i cyl ndex I nt eger 32,
docsDevFilterPolicyld I nt eger 32,
-- docsDevFi |l terPolicyType | NTEGER

-- docsDevFi |l terPolicyAction Integer32,
docsDevFilterPolicyStatus RowStatus,

docsDevFi |l terPolicyPtr RowPoi nt er
}
docsDevFi | ter Pol i cyl ndex OBJECT- TYPE
SYNTAX | nt eger32 (1..2147483647)
MAX- ACCESS not -accessi bl e
STATUS depr ecat ed

DESCRI PTI ON "1 ndex value for the table.”
::= { docsDevFilterPolicyEntry 1 }

docsDevFil terPolicyld OBJECT- TYPE

SYNTAX | nt eger32 (0..2147483647)

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON

"Policy ID for this entry. |If a policy ID can apply to

multiple rows of this table, all relevant policies are
executed. Policy 0 (if populated) is applied to al
packets that do not match any of the filters. NB. If
docsDevFilterlpPolicyld is set to O, it DOES NOT match
policy O of this table."

::= { docsDevFilterPolicyEntry 2 }

-- The follow ng two objects were renoved and never used; however,
-- to preserve O D nunbering, they are sinply conmented out to

-- to ensure that they are not used again.

-- docsDevFilterPolicyType ::= { docsDevFilterPolicyEntry 3}

-- docsDevFilterPolicyAction ::= { docsDevFilterPolicyEntry 4 }
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docsDevFi |l terPolicyStatus OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON

"Object used to create an entry in this table. There is
no restriction in changing any object in a row while
this object is set to active.

The followi ng object MJST have a valid val ue before this
obj ect can be set to active: docsDevFilterPolicyPtr."
::={ docsDevFilterPolicyEntry 5 }

docsDevFil terPolicyPtr OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS depr ecat ed
DESCRI PTI ON

"This object points to arowin an applicable filter
policy table. Currently, the only standard policy
tabl e is docsDevFilterTosTabl e.

Per the textual convention, this object points to the
first accessible object in the row, e.g., to point to a
row i n docsDevFilterTosTabl e with an index of 21, the
val ue of this object would be the object identifier
docsDevTosSt at us. 21

Vendors are recommended to adhere to the sane convention
when addi ng vendor-specific policy table extensions.

If this pointer references an enpty or non-exi stent
row, then no policy action is taken.

The default upon row creation is a null pointer that
results in no policy action being taken."

DEFVAL { zeroDot Zero }

::= { docsDevFilterPolicyEntry 6 }

-- TCS Policy action table

docsDevFi | t er TosTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsDevFilter TosEntry
MAX- ACCESS not -accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"Tabl e used to describe Type of Service (TOS) bits
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processi ng.

This table is an adjunct to the docsDevFilterlpTabl e
and the docsDevFilterPolicy table. Entries in the
latter table can point to specific rows in this (and
other) tables and cause specific actions to be taken.
This table pernits the mani pul ati on of the value of the
Type of Service bits in the I P header of the matched
packet as foll ows:

Set the tosBits of the packet to
(tosBits & docsDevFilter TosAndMask) |
docsDevFi | t er TosOr Mask

This construct allows you to do a clear and set of al
the TGOS bits in a flexible manner.

Tabl e entries MJUST NOT persist across reboots for any
devi ce.

This table is deprecated. Instead, use the DiffServ MB
from RFC 3289."
::= { docsDevFilter 6 }

docsDevFi |l ter TosEntry OBJECT- TYPE

SYNTAX DocsDevFil ter TosEntry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed
DESCRI PTI ON

"A TCS policy entry. "
| NDEX { docsDevFilterTosl ndex }
::={ docsDevFilterTosTable 1 }

DocsDevFilter TosEntry ::= SEQUENCE {

docsDevFi | t er Tosl ndex | nt eger 32,
docsDevFilter TosStatus RowSt at us,
docsDevFi |l t er TosAndMVask OCTET STRI NG
docsDevFilter TosO Mask OCTET STRI NG

}

docsDevFi | t er Tosl ndex OBJECT- TYPE

SYNTAX | nt eger32 (1..2147483647)
MAX- ACCESS not -accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
"The unique index for this row. There are no ordering
requirements for this table, and any valid i ndex nmay be
specified."
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::= { docsDevFilterTosEntry 1 }

docsDevFi |l t er TosSt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON
"The object used to create and delete entries in this
table. A row created by specifying just this object
results in a row that specifies no change to the TOS
bits. A row nmay be created using either the
create-and-go or create-and-wait paradigns. There is
no restriction on the ability to change values in this
row while the rowis active."

::= { docsDevFilterTosEntry 2 }

docsDevFi | t er TosAndMask OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (1))

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON
"This value is bitwise ANDed with the matched packet’s
TOS bits."

DEFVAL { 'ff'h }
::={ docsDevFilterTosEntry 3 }

docsDevFil t er TosOr Mask OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (1))

MAX- ACCESS read-create

STATUS depr ecat ed

DESCRI PTI ON
"This value is bitwise ORed with the result fromthe
AND procedure (tosBits & docsDevFilter TosAndMask).
The result then replaces the packet’s TGOS bits."

DEFVAL { ' 00’ h }

::={ docsDevFilterTosEntry 4 }

-- CPE | P Managenent and anti-spoofing group. Only inplenmented on
-- Cabl e Modens.

docsDevCpe OBJECT I DENTIFIER ::= { docsDevM BCbj ects 7 }

docsDevCpeEnrol I OBJECT- TYPE
SYNTAX | NTEGER {
none( 1),

any(2)
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}

MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Thi s object controls the popul ation of
docsDevFi | t er CpeTabl e.

If set to none, the filters nust be set manually

by a network managenent action (either configuration

or SNWP set).

If set to any, the CMw retaps the packets originating
fromthe ethernet and enrolls up to docsDevCpel pMax
addresses as based on the source |Pv4 or v6 addresses of
those packets."

DEFVAL { any }

{ docsDevCpe 1 }

docsDevCpel pMax OBJECT- TYPE

SYNTAX I nteger32 (-1..2147483647)
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Thi s object controls the maxi mum nunber of CPEs all owed
to be |l earned behind this device. |If set to zero, any
nunber of CPEs may connect up to the maxi mum permitted
for the device.

If set to -1, no filtering is done on CPE source
addresses, and no entries are made in the

docsDevFil terCpeTable via learning. |If an attenpt is
made to set this to a nunber greater than that
permtted for the device, it is set to that maxi num"

DEFVAL { -1 }

{ docsDevCpe 2 }

docsDevCpeTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsDevCpeEntry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

Wundy & Marez

"This table lists the I Pv4 addresses seen (or permtted)
as source addresses in packets originating fromthe
custoner interface on this device. |In addition, this
tabl e can be provisioned with the specific addresses
permitted for the CPEs via the normal row creation
mechani sns. Table entries MJUST NOT persist across
reboots for any device.

N. B. Managenent action can add entries in this table
and i n docsDevCpel pTabl e past the val ue of
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docsDevCpel pMax. docsDevCpel pMax ONLY restricts the
ability of the CMto add | earned addresses
automatical ly.

This table is deprecated and is replaced by
docsDevCpel net Tabl e. "
::={ docsDevCpe 3}

docsDevCpeEnt ry OBJECT- TYPE

SYNTAX DocsDevCpeEntry
MAX- ACCESS not -accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
"An entry in the docsDevFilterCpeTable. There is one
entry for each | Pv4 CPE seen or provisioned. |If

docsDevCpel pMax is set to -1, this table is ignored,
ot herwi se, upon receipt of an |IP packet fromthe
custoner interface of the CM the source |IP address is

checked against this table. If the address is in the
tabl e, packet processing continues. |If the address is
not in the table but docsDevCpeEnroll is set to any

and the sumof the table sizes of docsDevCpeTabl e and
docsDevCpel net Tabl e is | ess than docsDevCpel pMax, the
address is added to the table, and packet processing

continues. O herw se, the packet is dropped.

The filtering actions specified by this table occur
after any LLC filtering (docsDevFilterLLCTable), but
prior to any IP filtering (docsDevFilterlpTable,
docsDevNmAccessTabl e) . "

I NDEX { docsDevCpelp }

.= {docsDevCpeTable 1 }

DocsDevCpeEntry ::= SEQUENCE {
docsDev(Cpel p | pAddr ess,
docsDevCpeSource | NTEGER
docsDevCpeSt at us RowSt at us

}

docsDevCpel p OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON

"The I Pv4 address to which this entry appli es.

N.B. Attenpts to set all zeros or all ones address
val ues MJST be rejected.”
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::= { docsDevCpeEntry 1 }

docsDevCpeSour ce OBJECT- TYPE
SYNTAX | NTEGER {
ot her (1),
manual (2),
| ear ned( 3)
}

MAX- ACCESS read-only

STATUS depr ecat ed

DESCRI PTI ON
"This object describes howthis entry was created. |If
the value is nanual (2), this row was created by a
net wor Kk managenent action (either configuration or
SNWP set). |If set to learned(3), then it was found via
| ooking at the source | Pv4 address of a received packet.
The value other(1l) is used for any entries that do not
nmeet manual (2) or learned(3) criteria."”

::={ docsDevCpeEntry 2 }

docsDevCpeSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS deprecat ed
DESCRI PTI ON
"Standard object to nanipulate rows. To create a rowin
this table, one only needs to specify this object.
Managenent stations SHOULD use the create-and-go
nmechani smfor creating rows in this table."
::={ docsDevCpeEntry 3 }

-- Internet CPE Managenent and anti spoofing group, for support of
-- non-I1Pv4 CPEs.

docsDev(Cpel net Tabl e OBJECT- TYPE

SYNTAX SEQUENCE COF DocsDevCpel net Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"This table lists the I P addresses seen (or permtted) as
source addresses in packets originating fromthe
custoner interface on this device. |In addition, this
tabl e can be provisioned with the specific addresses
permitted for the CPEs via the normal row creation
mechani sns.
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N. B. Managenent action can add entries in this table
and i n docsDevCpel pTabl e past the val ue of

docsDevCpel pMax. docsDevCpel pMax ONLY restricts the
ability of the CMto add | earned addresses
automatical ly.

Tabl e entries MJUST NOT persist across reboots for any
devi ce.

This table exactly mirrors docsDevCpeTabl e and applies
to IPv4 and | Pv6 addresses."
::={ docsDevCpe 4 }

docsDevCpel net Entry OBJECT- TYPE

SYNTAX DocsDevCpel net Entry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the docsDevFilterCpelnetTable. There is one
entry for each | P CPE seen or provisioned. |If

docsDevCpel pMax is set to -1, this table is ignored,
ot herwi se, upon receipt of an |IP packet fromthe
custoner interface of the CM the source |IP address is

checked against this table. If the address is in the
tabl e, packet processing continues. |If the address is
not in the table but docsDevCpeEnroll is set to any and

the sum of the table sizes for docsDevCpeTabl e and
docsDevCpel net Tabl e is | ess than docsDevCpel pMax, the
address is added to the table, and packet processing
continues. O herw se, the packet is dropped.

The filtering actions specified by this table occur
after any LLC filtering (docsDevFilterLLCTable), but
prior to any IP filtering (docsDevFilterlpTable,
docsDevNmAccessTabl e) .

When an agent (cable nodem restarts, then all
dynamically created rows are |ost."
I NDEX { docsDevCpel net Type, docsDevCpel net Addr }
::={ docsDevCpel net Table 1 }

DocsDevCpel netEntry :: = SEQUENCE ({
docsDev(Cpel net Type | net Addr essType,
docsDevCpel net Addr | net Addr ess,
docsDev(Cpel net Sour ce | NTEGER

docsDev(Cpel net RowSt at us RowSt at us
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docsDevCpel net Type OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"The type of internet address of docsDevCpel net Addr."
::= { docsDevCpel netEntry 1 }

docsDevCpel net Addr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"The Internet address to which this entry applies.

| mpl ementors need to be aware that if the size of
docsDevCpel net Addr exceeds 114 octets O Ds of
i nstances of colums in this row will have nore
than 128 sub-identifiers and cannot be accessed
usi ng SNWMPv1l, SNWPv2c, or SNWPv3. Only unicast
address are allowed for this object."

::={ docsDevCpel netEntry 2 }

docsDev(Cpel net Sour ce OBJECT- TYPE
SYNTAX | NTEGER {
manual (2),
| ear ned( 3)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object describes howthis entry was created. |If
the value is nanual (2), this row was created by a
net wor Kk managenent action (either configuration or

SNWP set). |If set to learned(3), then it was found
via looking at the source IP address of a received
packet."

::={ docsDevCpel netEntry 3 }

docsDev(Cpel net Rowst at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Standard object to nanipulate rows. To create a row in
this table, one only needs to specify this object.
Managenent stations SHOULD use the create-and-go
nmechani smfor creating rows in this table."
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.. = { docsDevCpel netEntry 4 }

-- Placehol der for notifications/traps.

-- erroneous, DO NOT USE docsDevNotification
docsDevNoti fication OBJECT IDENTIFIER ::= { docsDev 2 }
-- erroneous, DO NOT USE docsDevNotification

docsDevNoti fications OBJECT IDENTIFIER ::= { docsDev O }

-- RFC 2669 Conformance definitions

docsDevConf ormance OBJECT | DENTI FI ER
docsDevG oups OBJECT | DENTI FI ER
docsDevConpl i ances OBJECT | DENTI FI ER

{ docsDev 3}
{ docsDevConformance 1 }
{ docsDevConformance 2 }

docsDevBasi cConpl i ance MODULE- COVPLI ANCE
STATUS deprecat ed
DESCRI PTI ON
"The RFC 2669 conpliance statenment for MCNS/ DOCSI S
Cabl e Modens and Cabl e Modem Term nation Systens. "

MODULE -- docsDev
-- conditionally mandatory groups

GROUP docsDevBaseGr oup
DESCRI PTI ON
"Mandatory in Cable Mdens, optional in Cable Mdem
Termi nati on Systemns."

GROUP docsDevEvent G oup
DESCRI PTI ON
"Mandatory in Cable Mdens, optional in Cable Mdem
Termnmi nati on Systens."

GROUP docsDevFilter G oup
DESCRI PTI ON
"Mandatory in Cable Mdens, optional in Cable Mdem
Termnmi nati on Systemns."

GROUP docsDevNmMAccessG oup
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DESCRI PTI ON
"This group is only inplenented in devices that do not
i mpl ement the SNWPv3 User Security Mddel. |t SHOULD NOT

be i npl enented by devices that conformto SNWPv3.

For devices that do not inplerment SNMPv3 or later, this
group is Mandatory in Cable Mdens and is optional
in Cabl e Modem Termi nation Systens."

GROUP docsDevServer Group
DESCRI PTI ON
"This group is inplemented only in Cable Mdens, and is
not inplenented in Cable Mbdem Termi nati on Systens."

GROUP docsDevSof t war eGr oup
DESCRI PTI ON
"This group is Mandatory in Cable Mddens and optional in
Cabl e Modem Termi nation Systens."

GROUP docsDevCpeG oup
DESCRI PTI ON
"This group is Mandatory in Cable Mddens, and is
not inplenented in Cable Mbdem Termi nati on Systens."

OBJECT docsDevSTPCont r ol
M N- ACCESS r ead-only
DESCRI PTI ON
"It is conpliant to inplenent this object as read-only.
Devi ces need only support noStFilterBpdu(2)."

OBJECT docsDevNmAccessl p
DESCRI PTI ON
"It is conpliant to recognize the |IP address
255. 255. 255. 255 as referring to any NMS. "

OBJECT docsDevEvReporting
M N- ACCESS r ead-only
DESCRI PTI ON
"It is conpliant to inplenent this object as read-only.
Devi ces need only support local (0). An agent need not
enforce that trap or syslog |oggi ng be acconpani ed
by local (0) or |ocal Volatile(3) |ogging."
::={ docsDevConpliances 1 }

docsDevBaseG oup OBJECT- GROUP
OBJECTS {
docsDevRol e,
docsDevDat eTi ne,
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docsDevReset Now,
docsDevSeri al Nunber,
docsDevSTPCont r ol

}
STATUS current
DESCRI PTI ON
"A coll ection of objects providing device status and
control . "
::={ docsDevGoups 1}

docsDevNmAccessG oup OBJECT- GROUP
OBJECTS {

docsDevNmAccessl p,
docsDevNmAccessl pMask,
docsDevNmAccessComuni ty,
docsDevNmAccessContr ol ,
docsDevNmAccessl nter f aces,
docsDevNmAccessSt at us

}
STATUS depr ecat ed
DESCRI PTI ON
"A collection of objects for controlling access to SNW
obj ects on cabl e devi ces.

Thi s group has been deprecated because all the
obj ects have been deprecated in favor of SNMPv3 and
Coexi stence M Bs. "

::={ docsDevGoups 2 }

docsDevSof t war eG oup OBJECT- GROUP
OBJECTS {
docsDevSwSer ver,
docsDevSwFi | enane,
docsDevSwAdm nSt at us,
docsDevSwOper St at us,
docsDevSwCurr ent Ver s

}
STATUS depr ecat ed
DESCRI PTI ON
"A collection of objects for controlling software
downl oads.

This group has been deprecated and repl aced by
docsDevSof t war eGroupV2. (Obj ect docsDevSwServer
has been replaced by docsDevSwServer Addr essType
and docsDevSwServer Address, and

docsDevSwSer ver Transport Prot ocol has been added to
support TFTP and HTTP firmvare downl oads."
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::={ docsDevGoups 3}

docsDevServer G oup OBJECT- GROUP
OBJECTS {
docsDevServer Boot St at e,
docsDevSer ver Dhep,
docsDevServer Ti e,
docsDevServer Tf t p,
docsDevServer ConfigFile

}
STATUS depr ecat ed
DESCRI PTI ON
"A collection of objects providing status about server
pr ovi si oni ng.

This group has been deprecated and repl aced by
docsDevServer GoupV2. The objects docsDevServer Dhcp,
docsDevServer Ti me, and docsDevServerTftp have
been repl aced by docsDevServer DhcpAddr essType,

docsDevSer ver DhcpAddr ess, docsDevServer Ti meAddr essType,

docsDevServer Ti meAddr ess,
docsDevServer Confi gTft pAddressType, and
docsDevServer Confi gTft pAddress. "

::={ docsDevG oups 4 }

docsDevEvent Group OBJECT- GROUP
OBJECTS {

docsDevEvContr ol ,
docsDevEvSysl og,
docsDevEvThrott| eAdm nSt at us,
docsDevEvThrottl el nhi bited,
docsDevEvThrott| eThreshol d,
docsDevEvThrottl el nterval,
docsDevEvReporti ng,
docsDevEVFi rst Ti e,
docsDevEvLast Ti ne,
docsDevEvCount s,
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText

}
STATUS depr ecat ed
DESCRI PTI ON
"A collection of objects used to control and nonitor
events.

This group has been deprecated and repl aced by
docsDevEvent G oupV2. The object docsDevEvSysl og has
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been repl aced by docsDevEvSysl ogAddressType and
docsDevEvSysl ogAddress, and docsDevEvThrottl el nhibited
has been repl aced by
docsDevEvThrott| eThr eshol dExceeded. "

::={ docsDevGoups 5 }

docsDevFi |l ter G oup OBJECT- GROUP
OBJECTS {

docsDevFi | t er LLCUnnat chedAct i on,
docsDevFil ter| pDefaul t,
docsDevFi | t er LLCSt at us,
docsDevFilter LLCl f | ndex,
docsDevFi | t er LLCPr ot ocol Type,
docsDevFi |l t er LLCPr ot ocol
docsDevFi | t er LLCVat ches,
docsDevFil terl pControl,
docsDevFil terl pl fl ndex,
docsDevFil terl pStat us,
docsDevFil terl pDirection,
docsDevFil terl pBroadcast,
docsDevFi | t er| pSaddr,
docsDevFi |l ter| pSmask,
docsDevFi | ter | pDaddr,
docsDevFi | t er| pDnask,
docsDevFil terl pProtocol,
docsDevFil t erl pSour cePort Low,
docsDevFi | ter| pSourcePortHi gh,
docsDevFil terl pDest Port Low,
docsDevFi | ter| pDest Port Hi gh,
docsDevFi | t er| pMat ches,
docsDevFil terl pTos,
docsDevFil terl pTosMask,
docsDevFi |l terl pConti nue,
docsDevFil terlpPolicyld,
docsDevFil terPolicyld,
docsDevFi | ter Pol i cySt at us,
docsDevFil terPolicyPtr,
docsDevFi | t er TosSt at us,
docsDevFi | t er TosAndMask,
docsDevFi | t er TosOr Mask

}
STATUS depr ecat ed
DESCRI PTI ON
"A collection of objects to specify filters at the link
| ayer and | Pv4 | ayer.

This group has been deprecated and repl aced by vari ous
groups fromthe DiffServ MB."
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::={ docsDevGoups 6 }

docsDevCpeG oup OBJECT- GROUP
OBJECTS {
docsDevCpeEnrol I,
docsDevCpel pMax,
docsDevCpeSour ce,
docsDevCpeSt at us

}

STATUS depr ecat ed

DESCRI PTI ON
"A collection of objects used to control the nunber
and specific values of |IPv4 addresses all owed for
associ ated Custoner Prem ses Equi pnent (CPE).

This group has been deprecated and repl aced by
docsDevl net CpeGroup. The obj ect docsDevCpeSource has
been repl aced by docsDevCpel net Source, and
docsDevCpeSt at us has been repl aced by
docsDevCpel net RowSt at us. "

::={ docsDevGoups 7 }

-- RFC 4639 Conformance definitions

docsDevG oupsV2 OBJECT | DENTI FI ER
docsDevConpl i ancesV2 OBJECT | DENTI FI ER

{ docsDevConformance 3 }
{ docsDevConformance 4 }

docsDevCnConpl i ance MODULE- COMPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for DOCSI S Cabl e Modens.

This conpliance statenent applies to inplenmentations
of DOCSIS versions that are not |Pv6 capable.”

MCDULE DI FFSERV-M B -- RFC 3289

MANDATORY- GROUPS {
di f f Ser vM BDat aPat hGr oup,
di ff ServM Bd fr Group,
di ff ServM Bd fr El enent G oup,
di ffServM BMul ti Fi el dd fr Group,
di ff Ser vM BAct i onGr oup,
di ff Ser vM BDscpMar kAct Gr oup,
di f f Ser vM BCount er Gr oup,
di ff Ser vM BAI gDr opGr oup
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}

OBJECT diff ServbDataPathStatus -- same as RFC 3289
SYNTAX RowSt atus { active(l) }
VRl TE- SYNTAX RowSt atus { createAndGo(4), destroy(6) }

DESCRI PTI ON
"Support for createAndWait and notlnService is not
required. "
OBJECT diffServCfrStatus -- same as RFC 3289

SYNTAX RowSt atus { active(l) }
VRl TE- SYNTAX RowSt atus { createAndGo(4), destroy(6) }

DESCRI PTI ON
"Support for createAndWait and notlnService is not
required. "
OBJECT diffServCfrEl enentStatus -- sane as RFC 3289

SYNTAX RowSt atus { active(l) }
VRl TE- SYNTAX RowSt atus { createAndGo(4), destroy(6) }
DESCRI PTI ON
"Support for createAndWait and notlnService is not
required. "

OBJECT d

ffServMul ti Fi el dd frAddr Type
SYNTAX | net AddressType { ipv4(l) }
DESCRI PTI ON
"An inplenmentation is only required to support |Pv4
addr esses. "
OBJECT diffServMultiFiel dd frSrcAddr
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenmentation is only required to support |Pv4
addr esses. "

OBJECT diffServMul ti Fi el dd frDst Addr
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenmentation is only required to support |Pv4

addr esses. "

OBJECT d

ffServAl gDropStatus -- same as RFC 3289
SYNTAX RowSt atus { active(l) }
VRl TE- SYNTAX RowSt atus { createAndGo(4), destroy(6) }
DESCRI PTI ON
"Support for createAndWait and notlnService is not
required. "

Wundy & Marez St andar ds Track [ Page 69]



RFC 4639 DOCS| S Cabl e Device M B Decenber 2006

OBJECT di f f Ser vDat aPat hSt or age
SYNTAX St orageType { volatile(2) }
DESCRI PTI ON
"An inplementation is only required to support
vol atile storage."

OBJECT diffServd frStorage
SYNTAX St orageType { volatile(2) }
DESCRI PTI ON
"An inplementation is only required to support
vol atile storage."

OBJECT diff Servd frEl enent St orage
SYNTAX St orageType { volatile(2) }
DESCRI PTI ON
"An inplenmentation is only required to support
vol atile storage."

OBJECT diffServMultiFiel dd frStorage
SYNTAX St orageType { volatile(2) }
DESCRI PTI ON
"An inplenmentation is only required to support
vol atile storage."

OBJECT diff ServActi onSt orage
SYNTAX St orageType { volatile(2) }
DESCRI PTI ON
"An inplenmentation is only required to support
vol atile storage."

OBJECT di f f ServCount Act St or age
SYNTAX St orageType { volatile(2) }
DESCRI PTI ON
"An inplenmentation is only required to support
vol atile storage."

OBJECT di ff ServAl gDropSt or age
SYNTAX St orageType { volatile(2) }
DESCRI PTI ON
"An inplenmentation is only required to support
vol atile storage."

OBJECT di ffServAl gDropType
SYNTAX | NTEGER { al waysDrop(5) }

DESCRI PTI ON
"This object is only used to provide packet
filtering. |Inplenentations need not support other

val ues of this enuneration."”
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MODULE -- docsDev

MANDATORY- GROUPS {
docsDevBaseG oup,
docsDevBasel gnmpGr oup,
docsDevBaseMaxCpeG oup,
docsDevSof t war eG oupV2,
docsDevServer G oupV2,
docsDevEvent G oupV2,
docsDevFi |l ter LLCG oup

}

-- conditionally mandatory groups

GROUP docsDevl net CpeGr oup
DESCRI PTI ON
"This group is optional in Cable Mdens."

OBJECT docsDevDat eTi ne
M N- ACCESS r ead-only
DESCRI PTI ON
"It is conpliant to inplenent this object as read-only."

OBJECT docsDevSTPCont r ol
SYNTAX | NTEGER { noStFilterBpdu(2) }
M N- ACCESS r ead-only
DESCRI PTI ON
"It is conpliant to inplenent this object as read-only.
Devi ces need only support noStFilterBpdu(2)."

OBJECT docsDevl gnpModeCont r ol
SYNTAX | NTEGER { passive(l) }
M N- ACCESS r ead-only
DESCRI PTI ON
"It is conpliant to inplenent this object as read-only.
Devi ces need only support passive(l1)."

OBJECT docsDevSwSer ver Addr essType
SYNTAX | net Addr essType { ipv4(1l) }
DESCRI PTI ON
"An inplenmentation is only required to support |Pv4
addr esses. "

OBJECT docsDevSwSer ver Addr ess
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenmentation is only required to support |Pv4
addr esses. "
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docsDevSer ver DhcpAddr essType
SYNTAX | net Addr essType { ipv4(1l) }
DESCRI PTI ON
"An inplenmentation is only requi
addr esses. "

docsDevSer ver DhcpAddr ess
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenmentation is only requi
addr esses. "

docsDevServer Ti meAddr essType
SYNTAX | net Addr essType { ipv4(1l) }
DESCRI PTI ON
"An inplenmentation is only requi
addr esses. "

docsDevSer ver Ti mreAddr ess
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenmentation is only requi
addr esses. "

docsDevServer Confi gTft pAddr essType
SYNTAX | net Addr essType { ipv4(1l) }
DESCRI PTI ON
"An inplenmentation is only requi
addr esses. "

docsDevServer Confi gTft pAddr ess
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenmentation is only requi
addr esses. "

docsDevEvReporti ng
M N- ACCESS r ead-only
DESCRI PTI ON
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to
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to

to

to
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support

support

support

support

support

support

"It is conpliant to inplenent this object as read-only.
Devi ces need only support local (0)."

docsDevEvSysl ogAddr essType
SYNTAX | net Addr essType { ipv4(1l) }
DESCRI PTI ON

"An inplementation is only required to support

addr esses. "
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OBJECT docsDevEvSysl ogAddr ess
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenmentation is only required to support |Pv4
addr esses. "

OBJECT docsDevSwServer Tr ansport Pr ot ocol
SYNTAX | NTEGER { tftp(1) }
DESCRI PTI ON
"An inplenmentation is only required to support TFTP
sof tware i mage downl oads. "

::={ docsDevConpliancesV2 1 }

docsDevCnt sConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for DOCSI S Cabl e Modem
Term nati on Systens.

This conpliance statenent applies to inplenmentations
of DOCSIS versions that are not |Pv6 capable.”

MODULE -- docsDev
-- conditionally mandatory groups

GROUP docsDevBaseGr oup
DESCRI PTI ON
"Optional in Cable Mbdem Termi nation Systens."
GROUP docsDevBasel gnpGr oup
DESCRI PTI ON
"Optional in Cable Mbdem Termi nation Systens."
GROUP docsDevBaseMaxCpeG oup
DESCRI PTI ON
"This group MJUST NOT be inplenented in Cable Mbddem
Termi nati on Systemns."

GROUP docsDevSof t war eG oupV2
DESCRI PTI ON
"Optional in Cable Mbdem Term nati on Systens."
GROUP docsDevServer G oupV2
DESCRI PTI ON
"This group MJUST NOT be inplenented in Cable Mddem
Termnmi nati on Systemns."
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GROUP docsDevEvent G oupV2
DESCRI PTI ON
"Optional in Cable Mbdem Termi nation Systens."

GROUP docsDevFilter LLCG oup
DESCRI PTI ON
"This group MJUST NOT be inplenented in Cable Mddem
Ternminati on Systems. See the Subscri ber Managenent
MB for simlar CMIS capability."

GROUP docsDevl net CpeGr oup
DESCRI PTI ON
"This group MJUST NOT be inplenented in Cable Mddem
Ternminati on Systems. See the Subscri ber Managenent
MB for simlar CMIS capability."

OBJECT docsDevDat eTi nme
M N- ACCESS r ead-only
DESCRI PTI ON
"It is conpliant to inplenent this object as read-only."

OBJECT docsDevSTPCont r ol
SYNTAX | NTEGER { noStFilterBpdu(2) }
M N- ACCESS r ead-only
DESCRI PTI ON
"It is conpliant to inplenent this object as read-only.
Devi ces need only support noStFilterBpdu(2)."

OBJECT docsDevl gnpModeCont r ol
SYNTAX | NTEGER { passive(l) }
M N- ACCESS r ead-only
DESCRI PTI ON
"It is conpliant to inplenent this object as read-only.
Devi ces need only support passive(l1)."

OBJECT docsDevSwSer ver Addr essType
SYNTAX | net Addr essType { ipv4(1l) }
DESCRI PTI ON
"An inplenmentation is only required to support |Pv4
addr esses. "

OBJECT docsDevSwSer ver Addr ess
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenmentation is only required to support |Pv4
addr esses. "

OBJECT docsDevEvReporting
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M N- ACCESS r ead-only
DESCRI PTI ON
"It is conpliant to inplenent this object as read-only.
Devi ces need only support local (0)."

OBJECT docsDevEvSysl ogAddr essType
SYNTAX | net Addr essType { ipv4(1l) }
DESCRI PTI ON
"An inplenmentation is only required to support |Pv4
addr esses. "

OBJECT docsDevEvSysl ogAddr ess
SYNTAX | net Address (Sl ZE(4))
DESCRI PTI ON
"An inplenmentation is only required to support |Pv4
addr esses. "

OBJECT docsDevSwSer ver Tr ansport Pr ot ocol
SYNTAX | NTEGER { tftp(1) }
DESCRI PTI ON
"An inplenmentation is only required to support TFTP
sof tware i mage downl oads. "

::={ docsDevConpliancesV2 2 }

docsDevBasel gnmpG oup OBJECT- GROUP
OBJECTS {
docsDevl gnpModeCont r ol

}
STATUS current
DESCRI PTI ON
"An object providing cable device | GW status and
control ."
::={ docsDevG oupsV2 1 }

docsDevBaseMaxCpeG oup OBJECT- GROUP
OBJECTS {
docsDevMaxCpe

STATUS current

DESCRI PTI ON
"An object providing managenent of the maxi mum nunber of
CPEs pernitted access through a cable nodem"

::={ docsDevG oupsV2 2 }

docsDevNMAccessExt Group OBJECT- GROUP

OBJECTS {
docsDevNmAccessTr apVer si on
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}

STATUS depr ecat ed

DESCRI PTI ON
"An object, in addition to the objects in
docsDevNmAccessGroup, for controlling access to
SNMP obj ects on cabl e devi ces.

This group is included in this MB due to existing
i mpl ement ati ons of docsDevNmAccessTrapVersion in
DOCSI S cabl e nodens.

Thi s group has been deprecated because the object has
been deprecated in favor of SNMPv3 and Coexi stence
M Bs."

::={ docsDevG oupsV2 3 }

docsDevSof t war eGr oupV2 OBJECT- GROUP
OBJECTS {

docsDevSwFi | enane,
docsDevSwAdm nSt at us,
docsDevSwOper St at us,
docsDevSwCur r ent Ver s,
docsDevSwSer ver Addr essType,
docsDevSwSer ver Addr ess,
docsDevSwSer ver Tr ansport Pr ot ocol

}
STATUS current
DESCRI PTI ON
"A collection of objects for controlling software
downl coads. This group replaces docsDevSoftwareG oup. "
::={ docsDevG oupsV2 4 }

docsDevServer G oupV2 OBJECT- GROUP
OBJECTS {

docsDevServer Boot St at e,
docsDevSer ver DhcpAddr essType,
docsDevSer ver DhcpAddr ess,
docsDevServer Ti mreAddr essType,
docsDevServer Ti meAddr ess,
docsDevServer Confi gTft pAddr essType,
docsDevServer Confi gTft pAddr ess,
docsDevServer ConfigFile

}
STATUS current
DESCRI PTI ON
"A collection of objects providing status about server
provi sioning. This group replaces docsDevServer G oup. "
::={ docsDevG oupsV2 5 }
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docsDevEvent GroupV2 OBJECT- GROUP
OBJECTS {

docsDevEvContr ol ,
docsDevEvThrott| eAdm nSt at us,
docsDevEvThrott| eThr eshol d,
docsDevEvThrottl el nterval,
docsDevEvReporti ng,
docsDevEVFi rst Ti e,
docsDevEvLast Ti ne,
docsDevEvCount s,
docsDevEvLevel ,
docsDevEvl d,
docsDevEvText,
docsDevEvSysl ogAddr essType,
docsDevEvSysl ogAddr ess,
docsDevEvThrott| eThr eshol dExceeded

}

STATUS current

DESCRI PTI ON
"A collection of objects used to control and nonitor
events. This group replaces docsDevEvent G oup.
The event reporting nmechanism and nore specifically
docsDevEvReporting, can be used to take advantage of
the event reporting features of RFC3413 and RFC3014."

::={ docsDevG oupsV2 6 }

docsDevFi |l ter LLCG oup OBJECT- GROUP
OBJECTS {

docsDevFi |l t er LLCUnmat chedActi on,
docsDevFil t er LLCSt at us,
docsDevFilter LLCl f | ndex,
docsDevFi | t er LLCPr ot ocol Type,
docsDevFi |l t er LLCProtocol ,
docsDevFi |l t er LLCVat ches

}
STATUS current
DESCRI PTI ON
"A collection of objects to specify link layer filters."
::={ docsDevG oupsV2 7 }

docsDevl net CpeGroup OBJECT- GROUP
OBJECTS {
docsDevCpeEnrol I,
docsDevCpel pMax,
docsDevCpel net Sour ce,
docsDevCpel net RowSt at us

}
STATUS current
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DESCRI PTI ON
"A collection of objects used to control the nunber
and specific values of Internet (e.g., |Pv4d and | Pv6)

addresses all owed for associ ated Custoner Prem ses
Equi prent (CPE)."
::={ docsDevG oupsV2 8 }

END
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5.1. Revision Descriptions

Thi s docunent contains the follow ng revisions over RFC 2669:

o Al IPv4 address objects were either deprecated and repl aced or
mrrored with | Pv6 objects, where appropriate, follow ng the
gui del i nes of RFC 4001 [ RFC4001]. In particular,

docsDevCpel net Tabl e was added, and the docsDevFilter G oup objects
were deprecated in favor of the DiffServ MB.

0 bjects that were obviated by SNWPv3 and the SNWMP Coexi stence M Bs
have been deprecated; e.g., docsDevNmAccessTabl e.

0 A new object, docsDevlgnpMdeControl, has been added to control
passi ve versus active | GW nodem operati on.

0 A new object, docsDeviaxCpe, has been added to report the maxi num
nunber of CPEs granted network access across the CM

0 A new object, docsDevSwServer TransportProtocol, has been added to
docsDevSoft ware, and ot her object DESCRI PTI ONs have been nodified,
to enable the use of either TFTP or HTTP for software downl oads to
t he devi ce.
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0 A new object, docsDevEvThrottl eThreshol dExceeded, has been added
to replace docsDevEvThrottlelnhibited for sinplification of event
t hreshol d managenent .

0 The docsDevEvReporting object has been nodified to enable I oca
logging to the internal volatile log, and not to the interna
non-vol atil e | og.

0 Mnor updates to the description text have been made to a nunber
of objects to clarify their neaning.

0 The conpliance statenments were updated to reflect current
requi rements (including making the docsDevCpe objects optional)
and split between CM and CMIS devi ces.

0 Text was added to indicate support of the SNWP Notification MB
[ RFC3413] and Notification Log MB [ RFC3014] nodul es.

6. Security Considerations

This MB nodule relates to a systemthat will provide netropolitan
public internet access. As such, inproper manipulation of the

obj ects represented by this MB nodule may result in denial of
service to a | arge nunber of end-users. |In addition, manipulation of
docsDevNmAccessTabl e, docsDevFilterLLCTabl e, docsDevFilterlpTable,
docsDevFil terlnet Tabl e, and the el enments of the docsDevCpe and
docsDev(Cpel net Tabl e groups nmay all ow an end-user to increase his or
her service |levels, spoof his or her IP addresses, change the

perm tted nanagenent stations, or affect other end-users in either a
positive or negative manner.

It is reconmended that the inplenentors prevent the "tiny fragnment”
and "overlapping fragment" attacks for the IP filtering tables in
this MB nodul e, as discussed in [ RFC1858] and [ RFC3128]. Prevention
of these attacks can be inplemented with the follow ng rules, when
TCP source and/or destination port filtering is enabl ed:

o Admt all packets with fragnment offset >= 2.

o0 Discard all packets with fragment offset = 1, or with fragment
offset = 0 AND fragnent payload |length < 16.

o Apply filtering rules to all packets with fragnment offset = 0.
This M B nodul e does not affect confidentiality of services on a
cabl e nodem system [BPI] and [BPI PLUS] specify the inplenentation

of the DOCSI S Baseline Privacy and Baseline Privacy Plus nechani sns
for data transm ssion confidentiality.
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There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnment w thout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

0 The use of docsDevNmAccessTable to specify nanagenent stations is
considered only limted protection and does not protect against
attacks that spoof the managenent station’s |IP address. The use
of stronger mechani sms, such as SNWPv3 security, should be
consi dered, where possible. Specifically, SNWPv3 USM [ RFC3414]
and VACM [ RFC3415] MJST be used with any v3 agent that inplenents
this M B nodul e.

o The CM may have its software changed by the actions of the
managenent system using a conbi nation of the follow ng objects:
docsDevSwSer ver, docsDevSwri | ename, docsDevSwAdmi nSt at us,
docsDevSwSer ver Addr essType, docsDevSwSer ver Addr ess, and
docsDevSwSer ver Transport Protocol . An i nproper software downl oad
may result in substantial vulnerabilities and the |oss of the
ability of the managenment systemto control the cable nobdem A
cabl e device SHOULD i npl enent the code verification nechani snms of
[BPIPLUS] to verify the source and integrity of downl oaded
sof twar e i nmages.

0 The device nay be reset by setting docsDevReset Now = true(1).
Thi s causes the device to reload its configuration files, as well
as to elimnate all previous non-persistent network nmanagemnent
settings. As such, this may provide a vector for attacking the
system

0 Setting docsDevEvThrottl eAdm nStatus = unconstrained(1l) (which is
al so the DEFVAL) may cause flooding of traps, which can disrupt
network service. Additionally, docsDevThrottl eThreshold and
docsDevThrottl el nterval could also be set to high values that may
cause a disruption in service.

0 Setting docsDevDateTinme to an arbitrary (incorrect) value woul d
nmerely cause the device to record incorrect tinestanps on nany
events/actions that rely on this object for reporting.

0 Setting docsDevEvControl to resetlLog(l) will delete any event |og
hi story and could potentially inpact debuggi ng/troubl eshooting
efforts.

0 Setting docsDevEvSysl og.
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0 Setting docsDevEvReporting to enable syslog reporting, along with
a redirect of the syslog server could allow access to sensitive
i nformati on on network devices. Mdifying docsDevEvSysl og,
docsDevEvSysl ogAddr essType, or docsDevEvSysl ogAddress coul d al | ow
a redirect of sensitive infornmation.

0 Setting docsDevFilterLLCnmat chedAction or docsDevFilterl pDefault
coul d cause significant changes to default traffic filtering on a
devi ce.

0 Setting docsDevCpeEnroll to any(2) could cause the
docsDevFil t er CPETabl e to be popul ated, which rmay not be the
i ntended functionality.

0 Setting docsDevCpel pMax to a value other than that intended by the
M5O may all ow a user to provision nore devices than the MSO woul d
like.

0 Setting values in the docsDevNmAccess table can potentially
i ntroduce a nechanismfor users to use a |local NV5 device and
mani pul ate other settings in the CMor CMS.

0 Setting values in the docsDevFilterLLC and docsDevFilterl P tables
can all ow or deny access to certain devices that the MSO does not
want .

0 Setting docsDevCpeStatus and docsDevCpel net RowSt at us nay al | ow
users to provision nore devices than were intended by the MSO, or
to provision different ones.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nay be considered sensitive or
vul nerabl e in some network environments. It is thus inportant to
control even CET access to these objects and possibly to even encrypt
the val ues of these objects when sending them over the network via
SNMP. These are the tables and objects and their
sensitivity/vulnerability:

0 Rows from docsDevNmAccessTabl e may provide sufficient information
for attackers to spoof managenent stations that have nanagenent
access to the device.

0 The docsDevSwCurrent Vers object nay provide hints as to the
software vulnerabilities of the cabl e device.

0 The docsDevFilterLLCTabl e and docsDevFilterLLCTabl e may provide
clues for attacking the cable device and ot her subscri ber devices.
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SNMP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using |IPsec),
even then, there is no control as to who on the secure network is
all oned to access and GET/ SET (read/change/ create/ del ete) the
objects in this M B nodul e.

It is RECOMMENDED that inplenmenters consider the security features
as provided by the SNMPv3 franework (see [RFC3410], section 8),

i ncluding full support for the SNMPv3 cryptographi c mechani sns
(for authentication and privacy).

Further, deploynent of SNWMP versions prior to SNWPv3 is NOT
RECOVMENDED. Instead, it is RECOMVENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWP entity giving access to an
i nstance of this MB nodule, is properly configured to give access
to the objects only to those principals (users) that have
legitimate rights to indeed GET or SET (change/create/del ete)

t hem

7. | ANA Consi derati ons

The M B nodul e defined in this docunment uses the follow ng | ANA-
assi gned OBJECT | DENTI FI ER val ues, recorded in the SM Nunbers
registry:

Descri pt or OBJECT | DENTI FI ER val ue

docsDevM B { mib-2 69 }
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