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Abstract

BGP communities (RFC 1997) are used by service providers for many

pur poses, including tagging of custoner, peer, and geographically
originated routes. Such tagging is typically used to control the
scope of redistribution of routes within a provider’s network and to
its peers and custoners. Wth the advent of |arge-scale BGP data
collection (and associ ated research), it has become clear that the
information carried in such communities is essential for a deeper
under st andi ng of the global routing system This neno defines
standard (outbound) conmunities and their encodings for export to BGP
route coll ectors.
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1. Introduction

BGP communities [RFC1997] are used by service providers for many
pur poses, including tagging of custoner, peer, and geographically

ori gi nat
scope of
its cust
vari ety
attri but
comruni t

ed routes. Such tagging is typically used to control the
redistribution of routes within a provider’'s network and to

omers and peers. Communities are also used for a w de

of other applications, such as allow ng custoners to set

es such as LOCAL_PREF [ RFC1771] by sending appropriate

ies to their service provider. Oher applications include

signaling various types of Virtual Private Networks (VPNs) (e.g.,

Vi rtual
bandw dt

Private LAN Service (VPLS) [VPLS]), and carrying |ink
h for traffic engi neering applications [ RFC4360].

Wth the advent of |arge-scale BGP data collection [RV] [RIS] (and

associ at
t opol ogi

ed research), it has becone clear that the geographical and
cal information, as well as the relationship the provider has

to the source of a route (e.g., transit, peer, or customer), carried

in such

conmunities is essential for a deeper understanding of the

gl obal routing system This nenp defines standard communities for

export t

0 BGP route collectors. These comunities represent a

significant part of information carried by service providers as of
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this witing, and as such could be useful for internal use by service
provi ders. However, such use is beyond the scope of this meno.
Finally, those involved in BGP data analysis are encouraged to verify
with their data sources as to which peers inplenent this schene (as
there is a |l arge anmount of existing data as well as many | egacy
peerings).

The remai nder of this nenpb is organi zed as follows. Section 2
provides the definition of terns used as well as the semantics of the
conmuni ties used for BGP data collection, and Section 3 defines the
correspondi ng encodi ngs for RFC 1997 [ RFC1997] communities. Finally,
Section 4 defines the encodings for use with extended comunities

[ RFC4360] .

2. Definitions

In this section, we define the terns used and the categories of
routes that may be tagged with comunities. This tagging is often
referred to as coloring, and we refer to a route’s "color" as its
comunity value. The categories defined here are | oosely nodel ed on
those described in [WANG and [ HUSTQN] .

2.1. Peers and Peering

Consi der two network service providers, A and B. Service providers A
and B are defined to be peers when (i) A and B exchange routes via
BGP, and (ii) traffic exchange between A and B is settlenment-free.
This arrangenment is also typically known as "peering". Peers
typically exchange only their respective customer routes (see
"Customer Routes" below), and hence exchange only their respective
custoner traffic. See [HUSTON] for a nore in-depth discussion of the
busi ness nodel s surroundi ng peers and peeri ng.

2.2. Custoner Routes
Custoner routes are those routes that are heard froma custoner via
BGP and are propagated to peers and other custonmers. Note that a
custoner can be an enterprise or another network service provider.
These routes are sonetines called client routes [HUSTQV].

2.3. Peer Routes
Peer routes are those routes heard from peers via BGP, and not

propagated to other peers. |n particular, these routes are only
propagated to the service provider’s custoners.
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2.4. Internal Routes

Internal routes are those routes that a service provider originates
and passes to its peers and custoners. These routes are frequently
taken out of the address space allocated to a provider.

2.5. Internal Mrre Specific Routes

Internal nore specific routes are those routes that are frequently
used for circuit | oad bal anci ng purposes and Interior Gateway
Protocol (IGP) route reduction. They also nmay correspond to custoner
services that are not visible outside the service provider’s network.
Internal nore specific routes are not exported to any external peer.

2.6. Special Purpose Routes

Speci al purpose routes are those routes that do not fall into any of
the ot her cl asses described here. 1In those cases in which such
routes need to be distinguished, a service provider may col or such
routes with a uni que value. Exanples of special purpose routes

i ncl ude anycast routes and routes for overlay networks.

2.7. Upstream Routes

Upstreamroutes are typically | earned from an upstream service
provider as part of a transit service contract executed with the
upst ream provi der.

2.8. National Routes

These are route sets that are sourced fromand/or received within a
particul ar country.

2.9. Regional Routes

Several gl obal backbones inpl enent regional policy based on their

depl oyed footprint and on strategi c and busi ness inperatives.

Service providers often have settlenent-free interconnections with an
Aut ononmous System (AS) in one region, and that same AS is a custoner
in another region. This mandates use of regional routing, including
comunity attributes set by the network in question to all ow easy

di scrim nati on anong regional routes. For exanple, service providers
may treat a route set received from another service provider in
Europe differently than the same route set received in North America,
as it is common practice to sell transit in one region while peering
in the other.
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3.

RFC 1997 Community Encodi ng and Val ues

In this section, we provide RFC 1997 [ RFC1997] community val ues for
the categories described above. RFC 1997 comunities are encoded as
BGP Type Code 8, and are treated as 32-bit values ranging from
0x0000000 t hrough OxFFFFFFF. The val ues 0x0000000 t hr ough OxO000FFFF
and OxFFFFO000 t hrough OxFFFFFFFF are reserved.

The best current practice anong service providers is to use the

hi gh-order two octets to represent the provider’'s AS nunber, and the
| ow-order two octets to represent the classification of the route, as
depi ct ed bel ow

0 1 2 3
01234567890123456789012345678901
I R R T e i s s R S e R S R T I T T T i S S e S e e e i =
| <AS> | <Val ue> |
I R R T e i s s R S e R S R T I T T T i S S e S e e e i =

where <AS> is the 16-bit AS nunber. For exanple, the encoding
O0x2A7C029A woul d represent the AS 10876 with val ue 666.

Community Val ues for BGP Data Coll ection

In this section, we define the RFC 1997 community encoding for the
route types described above for use in BGP data collection. It is
anticipated that a service provider’s internal comunity val ues will
be converted to these standard values for output to a route
col l ector.

This nenp follows the best current practice of using the basic formt
<AS>: <Val ue>. The values for the route categories are described in
the follow ng table:
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Cat egory Val ue
Reserved <AS>: 0000000000000000
Cust onmer Routes <AS>: 0000000000000001
Peer Routes <AS>: 0000000000000010
I nternal Routes <AS>: 0000000000000011
Internal More Specific Routes <AS>: 0000000000000100
Speci al Purpose Routes <AS>: 0000000000000101
Upstream Rout es <AS>: 0000000000000110
Reserved <AS>: 0000000000000111-
<AS>: 0000011111111111
Nati onal and Regi onal Routes <AS>: 0000100000000000-
<AS>:1111111111111111
Encoded as <AS>: <R><X><CC>
Reserved National and Regi onal val ues <AS>: 0100000000000000-

Wher e

<AS> is the 16-bit AS

<R>
<>

X
<CC> is the 10-bit

is the 5-bit Region ldentifier
is the 1-bit satellite link indication
1 for satellite |inks,

0 ot herwi se
| SO 3166-2 country code

and <R> takes the val ues:

Africa (AF)
Cceani a (CC)
Asi a (AS)
Antarctica (AQ
Eur ope (EU)

Latin Anerical/ Cari bbean Islands (LAC)

North America (NA)
Reser ved

Meyer

0000
0001
0001

<AS>:1111111111111111

[ 1 SO3166]

1
0
1

00100

0010

0011

1

00110

1

01000-11111
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That is:

0 1 2 3
01234567890123456789012345678901
I I b st S S S T T e S S I I ik ot SIS Y S Y S
| <AS> | <R> | X| <CC |
I I b st S S S T T e S S I I ik ot SIS Y S Y S

For exampl e, the encoding for a national route over a terrestri al

link in AS 10876 fromthe Fiji Islands would be:

<AS> = 10876 = Ox2A7C

<R> = 00010

<X> =0

<CC = Fiji Islands Country Code = 242 = 0011110010

In this case, the loworder 16 bits are 0001000011110010 = Ox10F2

0 1 2 3
01234567890123456789012345678901
I I b st S S S T T e S S I I ik ot SIS Y S Y S
| 0x2A7C | 0x10F2 I
I I b st S S S T T e S S I I ik ot SIS Y S Y S

Note that a configuration | anguage might allow the specification of
this conmunity as 10876: 4338 (0x10F2 == 4338 deci mal).

Finally, note that these categories are not intended to be nutually
exclusive, and nmultiple communities can be attached where
appropri at e.

4.1. Extended Conmunities

In some cases, the values and their encoding described in Section 4
may clash with a service provider’s existing community assignnments.
Ext ended conmmunities [ RFC4360] provide a conveni ent mechani smt hat
can be used to avoid such cl ashes.

The Extended Communities attribute is a transitive optional BGP

attribute with the Type Code 16 and consists of a set of extended
conmuni ties of the follow ng format:
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0 1 2 3
01234567890123456789012345678901
T S T S S T T Sl S S S ik T o

+- +
| Type high |  Type low(*) | I
i S ol it SEIE I R SR e S S e et sE Val ue |
I I
+- +

T S T S S T T Sl S S S ik T o

For purposes of BGP data collection, we encode the communities
described in Section 4 using the two-octet AS specific extended
comunity type, which has the follow ng fornmat:

0 1 2 3

01234567890123456789012345678901
il aT T T S S S S S i ot SR S YR S S T ot S S
| 0x00 | Sub- Type | d obal Admi ni strator |
il aT T T S S S S S i ot SR S YR S S T ot S S
| Local Admi nistrator |
il aT T T S S S S S i ot SR S YR S S T ot S S

The two-octet AS specific extended conmunity attribute encodes the
service provider’s two-octet Autononobus System nunber (as assigned by
a Regional Internet Registry, or RIR) in the d obal Adm nistrator
field, and the Local Administrator field nay encode any i nformation.

This nenp assi gns Sub- Type 0x0008 for BGP data coll ection, and
specifies that the <value> field, as defined in Section 3.1, is
carried in the loworder octets of the Local Administrator field.
The two high-order octets of the Local Adninistrator field are
reserved, and are set to Ox00 when sending and i gnored upon receipt.

For exanpl e, the extended conmmunity encoding for 10876: 4338
(representing a terrestrial national route in AS 10876 fromthe Fiji
| sl ands) woul d be:

0 1 2 3
01234567890123456789012345678901
T I T T T ST S T mil S S S S S

| 0x00 | 0x0008 | Ox2A7C |
T
| 0x00 | 0x00 | 0Ox10F2 |

T T S T S S T Sl S S S S S s s S
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4.2. Four-Cctet AS Specific Extended Comunities
The four-octet AS specific extended community is encoded as foll ows:

0 1 2 3
01234567890123456789012345678901
il aT T T S S S S S i ot SR S YR S S T ot S S
| 0x02 | 0x0008 | d obal Admi ni strator |
il aT T T S S S S S i ot SR S YR S S T ot S S
| dobal Administrator (cont.) | 0x10F2 |
il aT T T S S S S S i ot SR S YR S S T ot S S
In this case, the four-octet G obal Adm nistrator sub-field contains
a four-octet Autononous System nunber assigned by the | ANA

5. Note on BGP UPDATE Packi ng

Note that data collection comunities have the potential of making
the attribute set of a specific route nore unique than it woul d be

ot herwi se (since each route collects data that is specific to its
path inside one or nore ASes). This, in turn, can affect whether

mul tiple routes can be grouped in the sane BGP update nessage, and it
may | ead to increased use of bandwi dth, router CPU cycles, and
nenory.
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7.

7.

Security Considerations

While this neno introduces no additional security considerations into
the BGP protocol, the information contained in the communities
defined in this neno may in sonme cases reveal network structure that
was not previously visible outside the provider’s network. As a
result, care should be taken when exporting such conmunities to route
collectors. Finally, routes exported to a route collector should

al so be tagged with the NO EXPORT comunity (OxFFFFFFO1).

1. Total Path Attribute Length

The comunities described in this meno are intended for use on egress
to a route collector. Hence an operator nay choose to overwite its
internal communities with the values specified in this nenbo when
exporting routes to a route collector. However, operators should in
general ensure that the behavior of their BGP inplenentation is

wel | -defined when the addition of an attribute causes a PDU to exceed
4096 octets. For exanple, since it is conmon practice to use
comunity attributes to inplenent policy (anong other functionality
such as allow ng custoners to set attributes such as LOCAL_PREF), the
behavi or of an inplenmentati on when the attribute space overflows is
crucial. Anmong other behaviors, an inplenentation mght usurp the

i ntended attribute data or otherw se cause indeterm nate fail ures.
These behaviors can result in unanticipated community attribute sets,
and hence result in unintended policy inplications.

| ANA Consi der ati ons

This nenp assigns a new Sub- Type for the AS specific extended
comunity type in the First Come First Served extended transitive
category. The | ANA has assi gned Sub- Type 0x0008 as defined in
Section 4. 1.

In addition, the I ANA has created two registries for BGP Data
Col l ection Communities, one for standard comuniti es and one for
extended conmunities. Both of these registries will initially be
popul ated by the val ues described in Section 4. |ETF Consensus, as
described in [RFC2434], usually through the G obal Routing Operations
Wirking Group (grow), is required for the assignnment of new values in
these registries (in particular, for <Value> or <R> in the tabl e of
val ues for the route categories in Section 4).
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