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Abstract

HTTP Di gest, as specified in RFC 2617, is known to be vulnerable to
man-in-the-mddle attacks if the client fails to authenticate the
server in TLS, or if the same passwords are used for authentication
in some other context without TLS. This is a general problemthat
exi sts not just with HTTP Di gest, but also with other | ETF protocols
that use tunnel ed authentication. This docunent specifies version 2
of the HTTP Digest AKA algorithm (RFC 3310). This algorithmcan be
implenented in a way that it is resistant to the man-in-the-mddle
att ack.
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1. Introduction

The Hypertext Transfer Protocol (HTTP) Digest Authentication
described in [4], has been extended in [6] to support the

Aut henticati on and Key Agreenment (AKA) nechanism[7]. The AKA
mechani sm perfornms aut henticati on and session key agreenent in

Uni versal Mobil e Tel econmuni cations System (UMIS) networks. HITP

Di gest AKA enabl es the usage of AKA as a one-tine password generation
mechani sm for Di gest authentication

HTTP Digest is known to be vulnerable to man-in-the-nm ddl e attacks,
even when run inside TLS, if the sane HTTP Di gest authentication
credentials are used in some other context wi thout TLS. The attacker
may initiate a TLS session with a server, and when the server
chal | enges the attacker with HTTP Di gest, the attacker masquerades
the server to the victim |If the victimresponds to the chall enge,
the attacker is able to use this response towards the server in HITP
Digest. Note that this attack is an instance of a general attack
that affects a nunber of |ETF protocols, such as PIC. The genera
problemis discussed in [8] and [9].

Because of the vulnerability described above, the use of HITP D gest
"AKAv1" should be limted to the situations in which the client is
able to denonstrate that, in addition to the AKA response, it
possesses the AKA session keys. This is possible, for exanple, if
the underlying security protocol uses the AKA-generated session keys
to protect the authentication response. This is the case, for
exanple, in the 3GPP IP Miltinedia Core Network Subsystem (1 M),
where HTTP Di gest "AKAv1l" is currently applied. However, HITP D gest
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"AKAv1" should not be used with tunnelled security protocols that do
not utilize the AKA session keys. For exanple, the use of HITP

Di gest "AKAv1" is not necessarily secure with TLS if the server side
is authenticated using certificates and the client side is

aut henti cat ed usi ng HITP Di gest AKA.

There are at |east four potential solutions to the problem

1. The use of the authentication credentials is |inmted to one
application only. 1In general, this approach is good and can be
reconmended fromthe security point of view. However, this wll
i ncrease the total nunber of authentication credentials for an
end-user, and nay cause scalability problens in the server side.

2. The keys used in the underlying security protocols are sonehow
bound to the keys used in the tunnel ed authentication protocol.
However, this would cause problens with the current
i npl enent ati ons of underlying security protocols. For exanple,
it is not possible to use the session keys from T TLS at the
application layer. Furthernore, this solution would only sol ve
the probl em when HTTP Di gest is used over one hop, and woul d
| eave the problem of using HTTP Digest via nultiple hops (e.qg.,
via proxy servers) unsol ved.

3. Authentication credentials are used in a cryptographically
different way for each nmedia and/ or access network. However, it
may be difficult to know which underlying nedia is used bel ow t he
appl i cati on.

4. Authentication credentials are used in a cryptographically
different way for each application.

Thi s docunment specifies a new algorithmversion for HITP D gest AKA
(i.e., "AKAv2"). "AKAv2" specifies a cryptographically different way
to use AKA credentials in use cases that are based on either HTTP

Di gest authentication or UMIS aut hentication (cf. approach 4 above).
The only difference to "AKAv1l" is that, in addition to an AKA
response RES, the AKA rel ated session keys, IK and CK, are also used
as the password for HTTP Digest. AKAv2 is imune to the
man-in-the-m ddl e attack descri bed above. However, if AKAv2 is used
in some environment, both with and without sonme underlying security,
such as TLS, the problemstill exists.

New HTTP Di gest AKA al gorithm versions can be registered with | ANA
based on Expert Review. Docunentation of new al gorithmversions is
not mandated as RFCs. However, "AKAv2" is documented as an RFC
because the use of different AKA al gorithm versions includes security
i mplications of which the inplenentors should be aware. The
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extensi on version and security inplications are presented in this
docunent .

1.1. Terminol ogy
This chapter explains the terminology used in this docunent.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in [3].

AKA
Aut henti cati on and Key Agreenent.

AKA is a chall enge-response based nechani smthat uses symetric
cryptography. AKA can be run in a UMIS I M Services ldentity
Module (I1SIM or in UMIS Subscriber ldentity Mddule (USIM, which
reside on a smart-card-1i ke device that al so provi des tanper

resi stant storage of shared secrets.

G pher Key. An AKA session key for encryption.

C pher Key. HITP Digest AKAv2 session key for encryption. CK is
derived from CK using a pseudo-random functi on.

I K
Integrity Key. An AKA session key for integrity check.
| K
Integrity Key. HITP Di gest AKAv2 session key for integrity check.
IK is derived fromIK using a pseudo-random functi on.
I SIM
IP Multinmedia Services Identity Module. Sonetines ISIMis
i mpl enented using USIM
RES

Aut henti cati on Response. Generated by the ISIM
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PRF
Pseudo-random function that is used to construct the AKAv2
password and rel ated session keys IK and CK. In this docunent,
PRF is presented in the format KD(secret, data), denoting a keyed
di gest algorithm (KD) performed to the data ("data") with the
secret ("secret").

SIM
Subscri ber ldentity Module. GSM counter part for ISIMand USIM

UMT'S

Uni ver sal Mbbil e Tel ecomruni cati ons System

USI M
UMIS Subscri ber ldentity Mdule. UMIS counter part for |ISIMand
SIM

XRES
Expect ed Aut henticati on Response. |In a successful authentication,

this is equal to RES.
2. HITP Di gest AKAv2

In general, the Digest AKAv2 operation is identical to the D gest
AKAv1 operation described in [6]. This chapter specifies the parts
in which Digest AKAv2 is different from D gest AKAvl operation. The
notation used in the Augnmented BNF definitions for the new and
nodi fi ed syntax elenments in this section is as used in SIP [5], and
any elenents not defined in this section are as defined in [6].

In order to direct the client into using AKAv2 for authentication

i nstead of other AKA versions or other HTTP Digest algorithns, the

AKA version directive of [6] shall have the foll owi ng new val ue:
aka- ver si on = "AKAv2"

The AKA version directive is used as a part of the algorithmfield as
defined in [6].

Exanmpl e: al gori t hmrAKAV2- MD5
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2.1. Password Generation

The client shall use base64 encoded [1l] paraneters PRF(RES||IK]|CK
"htt p- di gest - akav2- password") as a "password" when cal cul ati ng the
HTTP Di gest response directive for AKAv2.

The server shall use base64 encoded [1l] paranmeters PRF(XRES||IK||CK
"htt p-di gest-akav2-password") as a "password" when checking the HTTP
Di gest response or when cal cul ating the "response-auth"” of the

"Aut henti cation-Info" header.

The pseudo-random function (PRF) used to construct the HTTP Di gest
password is equal to HVAC [2] using the hash algorithmthat is used
in producing the digest and the checksum For exanple, if the
algorithmis AKAv2- MD5, then the PRF is HVAC_MD5.

The string "http-digest-akav2-password” included in the key
derivation is case sensitive.

2.2. Session keys

Even though the HTTP Di gest AKA franmework does not specify the use of
the session keys K and CK for confidentiality and integrity
protection, the keys nmay be used for creating additional security
within HTTP authentication or sone other security mechani sm

However, the original session keys IK and CK MJUST NOT be directly
re-used for such additional security in "AKAv2". Instead, session
keys K and CK are derived fromthe original keys K and CK in the
foll ow ng way:

| K PRF(I K, "http-digest-akav2-integritykey")

K PRF(CK, "htt p-digest-akav2-cipherkey")

Any application using the HITP authentication framework is allowed to
use these nasked session keys. The unnasked session keys MAY al so be
re-used in sonme other context if application-specific strings other
than "http-di gest-akav2-integritykey" or

"htt p- di gest - akav2-ci pherkey" are used to mask the original session
keys.

The pseudo-random function (PRF) used to construct the HTTP Di gest
session keys is equal to HVAC [2] using the hash algorithmthat is
used in producing the digest and the checksum For exanmple, if the
algorithmis AKAv2-MD5, then the PRF is HVAC MD5. The al gorithm MJST
be used in the HVAC format, as defined in [2].
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The strings "http-digest-akav2-integritykey" and "htt p-di gest-akav2-
ci pherkey" included in the key derivation are case sensitive.

3. Exanple Digest AKAv2 Qperation

Thi s docunent does not introduce any changes to the operations of
HTTP Di gest or HITP Di gest AKA. Exanples defined in [6] apply
directly to AKAv2 with the followi ng two exceptions:

1. The algorithmdirective has a prefix "AKAv2" instead of "AKAv1l".

2. The HITP Digest password is derived from base64 encoded PRF(RES|
I K| | CK, "http-digest-akav2-password") or PRF(XRES||IK||CK, "http-
di gest - akav2- password") instead of (RES) or (XRES) respectively.

3. The optional session keys are derived from PRF(IK, "http-digest-
akav2-integritykey") and PRF(CK, "http-digest-akav2-cipherkey")
i nstead of 1K and CK respectively.

Note that the password in "AKAv1l" is in binary format. The "AKAv2"
password i s base64 encoded [1].

4. Security Considerations
4.1. Miltiple Authentication Schemes and Al gorithns

The rules for a user agent for choosing anpbng multiple authentication
schenmes and algorithns are as defined in [6], except that the user
agent MJST choose "AKAv2" if both "AKAv1l" and "AKAv2" are present.

Since HITP Digest is known to be vul nerable for bidding-down attacks
in environnents where rmultiple authentication schenes and/ or

al gorithnms are used, the systeminplenentors shoul d pay special
attention to scenarios in which both "AKAv1l" and "AKAv2" are used.
The use of both AKA al gorithmversions should be avoi ded, especially
if the AKA generated sessions keys or sone other additional security
nmeasures to authenticate the clients (e.g., client certificates) are
not used.

4.2. Session Protection

Even though "AKAv2" uses the additional integrity (IK) and
confidentiality (CK) keys as a part of the HTTP Di gest AKA password,
these session keys may still be used for creating additional security
within HTTP aut hentication or sone other security mechanism This
reconmendation is based on the assunption that algorithns used in
HTTP Di gest, such as MD5, are sufficiently strong one-way functions,
and, consequently, HTTP Di gest responses |leak no or very little
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conmput ati onal information about |K and CK. Furthernore, the session
keys are masked into IK and CK before they can be used for session
protection.

4.3. Man-in-the-Mddl e Attacks

Ref erence [8] describes a "man-in-the-mddle" attack related to
tunnel l ed authentication protocols. The attack can occur in an EAP
context or any similar contexts where tunnelled authentication is
used and where the same aut hentication credentials are used w thout
protection in some other context or the client fails to authenticate
the server.

For exanmple, the use of TLS with HTTP Di gest authentication (i.e.

TLS for server authentication, and subsequent use of HTTP Di gest for
client authentication) is an instance of such scenario. HITP
chal | enges and responses can be fetched fromand to different TLS
tunnels without noticing their origin. The attack is especially easy
to performif the client fails to authenticate the server. |If the
same HTTP credentials are used with an unsecured connection, the
attack is also easy to perform

This is how the "man-in-the-m ddl e" attack works with HTTP Di gest and
TLS if the victim(i.e., the client) fails to authenticate the
server:

1. The victimcontacts the attacker using TLS. |If the attacker has
a valid server certificate, the client may continue talking to
the attacker and use sone HTTP authentication conpatible
protocol, such as the Session Initiation Protocol (SIP)

2. The attacker contacts a real proxy/server also using TLS and an
HTTP- aut henti cati on-conpati bl e protocol. The proxy/server
responds to the attacker with the HTTP Aut hentication chall enge.

3. The attacker forwards the HTTP Aut hentication challenge fromthe
proxy/server to the victim |If the victimis not careful, and
does not check whether the identity in the server certificate in
TLS matches the realmin the HTTP aut hentication chall enge, it
may send a new request that carries a valid response to the HITP
Aut henti cati on chal | enge.

4. The attacker may use the response with the victinms HTTP Di gest
username and password to authenticate itself to the proxy/server
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The man-in-the-mddle attack is not possible if the client conpares
the identities in the TLS server certificate and the HTTP D gest
aut hentication challenge. Note that with HTTP Basic, the client
woul d send the password to the attacker.

Anot her variant of the "man-in-the-mddle" attack is the so-called
"interleaving attack"”. This attack is possible if the HTTP Di gest
authentication credentials are used in several contexts, and in one
of them wi t hout protection.

This is how the attack coul d proceed:

1. The attacker establishes a TLS tunnel to the proxy/server using
one-way server authentication. The attacker sends a request to
t he proxy/server

2. The proxy/server challenges the attacker with the HTTP Di gest
chal | enge.

3. The attacker challenges the victimin some other context using
the challenge carried in the HTTP Di gest challenge. The HTTP
Di gest chal l enge needs to be nodified to the format used in the
protocol of this other context.

4. The victimresponds with a response.

5. The attacker uses the response fromthe other context for
aut hentication in HTTP Di gest.

6. The proxy/server accepts the response, and delivers the service
to the attacker.

In sone circunstances, HTTP Di gest AKAvl nay be vul nerable for the
interleaving attack. In particular, if ISIMis inplenented using
USIM the HTTP Di gest AKAvl should not be used with tunneled security
protocols unless the AKA-rel ated session keys, | K and CK, are sonmehow
used with the sol ution

HTTP Di gest AKAv2 is not vulnerable to this interleaving attack, and
it can be used with tunneled security protocols w thout using the
rel ated AKA session keys.

4.4. Entropy
AKAv1 passwords should only be used as one-tine passwords if the
entropy of the used RES value is limted (e.g., only 32 bits). For

this reason, the re-use of the sane RES value in authenticating
subsequent requests and responses is not recomended. Furthernore,
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al gorithms such as "MD5-sess”, which [imt the anpunt of material
hashed with a single key by producing a session key for
aut henti cation, should not be used with AKAv1.

Passwor ds generated usi ng AKAv2 can nore securely be used for

aut henti cati ng subsequent requests and responses because the

concat enati on of AKA credentials (i.e., RES||IK||CK) makes the
passwords significantly |longer, and the pseudo-random function
heuristically provides an entropy equal to the length of this string,
or the length of the PRF output, whichever is the shortest. The user
agent does not need to assume that AKAv2 passwords are limited to
one-time use only, and it may try to re-use the AKAv2 passwords with
the server. However, note that AKAv2 passwords cannot be re-used
with the HTTP Di gest AKAv2 al gorithm because such an authentication

challenge will automatically generate a fresh password. AKAv2
passwords can be used with other HTTP Digest algorithms, such as
" MD5" .

The underlying AKA protocol (e.g., UMIS AKA) has been designed to
keep CK and I K confidential, but will typically send RES in the
clear. W note that, even if (by some unfortunate m suse of AKA) RES
val ues were reveal ed, the inclusion of RES in PRF(RES||I K| |CK) is
still beneficial, as it nmakes pre-calcul ated dictionaries of 1K |CK
val ues rather usel ess (though such dictionaries are infeasible for
typi cal sizes of IK and CK).

5. | ANA Consi derati ons
Thi s docunment specifies a new aka-version, "AKAv2", to the
aka- versi on nanespace nai ntained by I ANA. The procedure for
al | ocation of new aka-versions is defined in [6].

5.1. Registration Information
To: ietf-digest-aka@ ana.org
Subj ect: Registration of a new AKA version

Version identifier: "AKAv2"

Contacts for further information: Vesa. Torvi nen@ ur kuank. fi,
jari.arkko@ricsson.com or mats.naslund@ricsson.com
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