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Abstract

This nenp defines an extension object that can be appended to
selected multi-part | CVMP nessages. This extension permts Label
Swi tching Routers to append MPLS infornmation to | CMP nessages, and
has al ready been wi dely depl oyed.
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1.

| nt roducti on

| P routers use the Internet Control Message Protocol, |CwWv4

[ RFC0792] and | CMPv6 [ RFC4443], to convey control information to
source hosts. Network operators use this information to diagnose
routing problens.

Wien a router receives an undeliverable |IP datagram it can send an
| CMP nessage to the host that originated the datagram The | CVP
nmessage i ndi cates why the datagram could not be delivered. It also
contains the | P header and | eadi ng payl oad octets of the "original
datagranmt to which the I CVMP nessage is a response.

MPLS Label Switching Routers (LSR) also use ICVMP to convey control
information to source hosts. Section 2.3 of [RFC3032] describes the
i nteraction between MPLS and I CMP, and Sections 2.4 and 3 of

[ RFC3032] provide applications of that interaction.

When an LSR receives an undeliverabl e MPLS-encapsul ated datagram it
renoves the entire MPLS | abel stack, exposing the previously

encapsul ated | P datagram The LSR then subrmits the IP datagramto an
error processing nodule. Error processing can include | CVMP nessage
generati on

The | CMP nessage indicates why the original datagram could not be
delivered. 1t also contains the IP header and | eading octets of the
origi nal datagram

The | CVMP nessage, however, contains no information regarding the MPLS
| abel stack that encapsul ated the original datagramwhen it arrived
at the LSR  This omission is significant because the LSR woul d have
forwarded the original datagram based upon information contained by
the MPLS | abel stack

This nenp defines an | CMP extension object that permits an LSR to
append MPLS information to | CMP nessages. Sel ected | CVP nessages
SHOULD i ncl ude the MPLS | abel stack, as it arrived at the router that
is sending the | CMP nessage. The | CMP nessage MJST al so include the
| P header and | eadi ng payl oad octets of the original datagram

The | CVMP extensions defined in this docunment nust be preceded by an
| CMP Extension Structure Header and an | CVP (bj ect Header. Both are
defined in [ RFC4884].

The | CMP extension defined in this docunent is equally applicable to
| CMPv4 [ RFCO792] and | CWPv6 [ RFC4443]. Throughout this docunent,

unl ess ot herwi se specified, the acronymICWVP refers to nulti-part

| CMP nessages, enconpassing both | CvPv4 and | CMPV6.
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2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC2119 [ RFC2119].

3. Application to TRACEROUTE
The | CVMP extension defined in this nenb supports enhancenents to
TRACERQUTE. Enhanced TRACERQUTE applications, |ike ol der
i npl ement ations, indicate which nodes the original datagramvisited
en route to its destination. They differ fromolder inplenentations
in that they also reflect the original datagranmis MPLS encapsul ati on
status as it arrived at each node.

Figure 1 contains sanple output froman enhanced TRACEROUTE
i npl emrent ati on.

> traceroute 192.0.2.1
traceroute to 192.0.2.1 (192.0.2.1), 30 hops nax, 40 byte packets
1 192.0.2.13 (192.0.2.13) 0.661 ns 0.618 ns 0.579 ns
2 192.0.2.9 (192.0.2.9) 0.861 ns 0.718 ns 0.679 ns
MPLS Label =100048 Exp=0 TTL=1 S=1
3 192.0.2.5 (192.0.2.5) 0.822 nms 0.731 ns 0.708 ns
MPLS Label =100016 Exp=0 TTL=1 S=1
4 192.0.2.1 (192.0.2.1) 0.961 ns 8.676 ns 0.875 ns
Fi gure 1: Enhanced TRACEROUTE Sanpl e Qut put
4. Disclainer

This nenp does not define the general relationship between | CMP and
MPLS. Section 2.3 of [RFC3032] defines this relationship.

The current nmeno does not define encapsul ation-specific TTL (Tinme to

Li ve) manipul ati on procedures. It defers to Section 5.4 of RFC 3034
[ RFC3034] and Section 10 of [RFC3035] in this matter.
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When encapsul ati on-specific TTL mani pul ati on procedures defeat the
basi ¢ TRACEROUTE nmechani sm they will also defeat enhanced TRACEROUTE
i npl enent ati ons.

5. MPLS Label Stack bject

The MPLS Label Stack Object can be appended to the | CVWP Ti ne Exceeded
and Destination Unreachabl e nessages. A single instance of the MPLS
Label Stack Object represents the entire MPLS | abel stack, formatted
exactly as it was when it arrived at the LSR that sends the | CW
nmessage.

Figure 2 depicts the MPLS Label Stack Object. It nust be preceded by
an | CMP Extension Structure Header and an | CMP Cbject Header. Both
are defined in [ RFC4884].

In the object payload, octets 0-3 depict the first nenber of the MPLS
| abel stack. Each renmining nenber of the MPLS | abel stack is
represented by another 4 octets that share the same fornat.

Class-Num = 1, MPLS Label Stack d ass

C- Type = 1, Incom ng MPLS Label Stack

Length = 4 + 4 * (nunber of MPLS LSEs)

0 1 2 3
Fomm e e o oo Fomm e e o oo Fomm e e oo Fomm e m e oo +
| Label | EXP | S TTL |
Fomm e e o oo Fomm e e o oo Fomm e e oo Fomm e m e oo +

| /! Remai ni ng MPLS Label Stack Entries // |

Figure 2: MPLS Label Stack Object
Label: 20 bits
Exp: Experinmental Use, 3 bits
S: Bottomof Stack, 1 bit

TTL: Tinme to Live, 8 bits
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6.

Security Considerations

This nenp does not specify the conditions that trigger the generation
of | CMP Messages for Labeled I P Packets. It does not define the
interaction between MPLS and | CMP. However, this docunent defines an
extension that allows an MPLS router to append MPLS information to
mul ti-part | CMP nessages, and therefore can provide the user of the
TRACERQUTE application with additional information. Consequently, a
network operator may wish to provide this information selectively
based on sone policy; for exanple, only include the MPLS extensions
in | CVMP nessages destined to addresses within the network managenent
bl ocks with adm nistrative control over the router. An

i npl enentation coul d determ ne whether to include the MPLS Labe

St ack extensions based upon the destination address of the | Cw
nmessage, or based on a global configuration option in the router
Alternatively, an inplenentation may deternm ne whether to include
these MPLS extensions when TTL expires based on the nunber of | abel
stack entries (depth of the |l abel stack) of the inconm ng packet.
Finally, an operator can nmake use of the TTL treatnment on MPLS Pipe
Model LSPs defined in [RFC3443] for a TTL-transparent node of
operation that would prevent | CVP Time Exceeded altogether when
tunnel ed over the MPLS LSP

| ANA Consi der ati ons

| ANA has assigned the follow ng object Cass-numin the | CW
Ext ensi on Qbj ect registry:

Class-Num  Description
1 MPLS Label Stack C ass

| ANA has established a registry for the correspondi ng class sub-type
(C Type) space, as foll ows:

MPLS Label Stack O ass Sub-types:

C- Type Description
0 Reserved
1 Incom ng MPLS Label Stack
0x02- OxF6 Avail able for assignnent
OxF7- OxFF Reserved for private use

C- Type val ues are assignable on a first-cone-first-serve (FCFS) basis
[ RFC2434] .
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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