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Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Copyright Notice
Copyright (C) The I ETF Trust (2007).

Abstract

The i SNS (I nternet Storage Name Service) protocol provides storage
name service functionality on an I P network that is being used for

i SCSI (Internet Small Conputer System Interface) or i FCP (Internet

Fi bre Channel Protocol) storage. This docunent provides a nmechanism
to monitor nmultiple i SNS Servers, including information about

regi stered objects in an i SNS Server.
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1.

2.

The | nternet-Standard Managenent Framework

For a detailed overview of the docunents that describe the current
I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

| nt roducti on

The i SNS protocol, as described in RFC 4171 [RFC4171], can be used by
| P-based storage devices for dynamic registration and di scovery of

ot her storage devices in the network. It has the capability to group
devices into storage Discovery Donains, and Di scovery Donains into

Di scovery Domain Sets. The i SNS MB is designed to allow Sinple

Net wor kK Managenent Protocol (SNWP) to be used to nonitor i SNS servers
supporting i SCSI [RFC3720] and i FCP [ RFC4172].

Requi renment Level s
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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The following entity relationship figure indicates the objects that

relationship to each other.
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3. 2. i SNS M B Structure

The MB is divided into sections for i SNS server information, i SNS
server registered objects information, and i SNS notifications.

R + R +
| MANAGED i SNS |1 *| CONTROL NCDE |
| SERVER [----] I NFO |
| | NFO | e +
R +
| 1 | 1
| | o e e e i e oo +
| | *| DDS AND DD |
| +--o-- - | | NFO |
I I I
| o e e e i e oo +
I S +
| *| REQ STERED |
L | ENTI TI ES |
| I NFO |
S +
oo +
i SNS |
| NOTI FI CATI ON
| | NFO |
oo +

The sections that are required to inplenent are for i SNS Server
managenent and notification.

3.3. 1SNS Server Info

The isnsServerlnfo section provides the ability to nmonitor multiple
i SNS Server instances. The isnsServerTable table provides

i nformati on on each server instance. This table is indexed by the
vari abl e isnsServerlndex. The table indicates current settings for
each i SNS server being managed. The network address, TCP and UDP
ports being used by a server for i SNSP registrations and queries can
be deternmined fromthis table.

The count of objects registered in each i SNS server instance is shown
in the table i snsNuntCbj ectsTabl e. The provides a summary of the
nunber Di scovery Domain Sets, Discovery Donmins, Entities, Portals,
Portal Groups, iSCSI Nodes, and i FCP FC Nodes and Ports.
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3.3.1. Control Node Information

As defined in the i SNS specification, Control Nodes are objects that
have been registered with the server and are all owed to nmanage the

i SNS server. These Control Nodes are identified by their iSCSI Node
Nane or i FCP FC Port Nane. The isnsControl Nodel nfo section of the
M B provides the ability to viewthe currently regi stered set of

i SCSI and i FCP control nodes.

3.3.2. Discovery Domain Set (DDS)

The isnsDdsl nfo section provides information on each regi stered DDS
the Di scovery Domai n nenbers of each DDS, for each i SNS Server

i nstance bei ng managed. DDSs provide a nethod to group rmultiple

Di scovery Domai ns for easier control. As described in the i SNS
Specification [ RFC4171], a DDS can be enabled or disabled, which in
turn enabl es or disables the nmenber D scovery Domains. Discovery
Dormai ns that are contained in an enabled DDS are then enforced by an
i SNS Server.

3.3.3. Discovery Domain (DD)

The isnsDdlnfo section provides information on each registered DD
and the DD nenbers, for each i SNS Server instance being nanaged. DDs
are collections of storage nodes and portals that are allowed to

di scover one another. DD nenbers can be i SCSI nodes, Entity Portals,
or i FCP nodes.

3.3.4. Registered Storage Objects

The isnsReg section provides information on the registered storage
objects for a specific i SNS Server instance. This section is divided
into subsections for Entities, Portals, and i SCSI Nodes, as well as

i FCP Port and Node i nformation.

3.3.4.1. Registered Entities

The isnsRegEntitylnfo section provides information on the registered
entities. Entities are collections of storage nodes and portals.

3.3.4.2. Registered Portals

The isnsRegPortal I nfo section provides information on the regi stered
portals for a specific i SNS Server instance. Portals are |ogical

| P- Address, TCP/UDP Port pairs that provide access to storage nodes
contained in the associated Entity.
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3.3.4.3. Registered Portal G oups

The isnsRegPortal G ouplnfo section provides information on the

regi stered portal groups for a specific i SNS Server instance. As
described in i SCSI [ RFC3720], Portal G oups provide a mappi ng between
Portals and i SCSI Storage Nodes contained in an Entity.

3.3.4.4. Registered i SCSI Nodes

The i snsRegl scsi Nodel nfo section provides information on the
regi stered i SCSI Nodes for a specific i SNS Server instance. The
i SCSI nodes are individual storage targets or initiators.

3.3.4.5. Registered FC Ports

The i snsRegFcPortlnfo section provides information on the registered
FC Ports for a specific i SNS Server instance. The FC Ports are ports
associ ated with an i FCP gat eway.

3.3.4.6. Registered FC Nodes

The i snsRegFcNodel nfo section provides information on the registered
FC Nodes for a specific i SNS Server instance. The FC nodes are
i ndi vi dual storage devices associated with an i FCP gat eway.

3.4. Miltiple Server Instances
The managenent of nultiple instances of i SNS servers by the agent is
supported. As described in Section 3.3, each managed i SNS server
i nstance has an entry in the table isnsServerTable.

3.5. 1SNS Notifications

The isnsNotification section provides SNVP notifications for i SNS
Server state changes.

4. M B References
The following M B nodul e has | MPORTS from [ RFC2578], [ RFC2579],
[ RFC2580], [RFC3411], [RFC4001], [RFC4044], and [RFC4133]. In

REFERENCE cl auses, it also refers to [RFC3720], [RFC4171], and
[ RFC4172] .
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5. M B Mdul e
| SNS-M B DEFINITIONS :: = BEG N

| MPORTS

From RFC 2578
MODULE- | DENTI TY,
OBJECT- TYPE,
NOTI FI CATI ON- TYPE,
| nt eger 32,
Unsi gned32,
Gauge32,
m b-2
FROM SNMPv2- SM

From RFC 2579
TEXTUAL- CONVENTI ON,
Ti meSt anp,
Tr ut hVal ue

FROM SNWVPv2-TC

From RFC 2580

OBJECT- GROUP,

MODULE- COVPLI ANCE,

NOTI FI CATI ON- GROUP
FROM SNMPv 2- CONF

From RFC 3411
SnnpAdmi nString
FROM SNMP- FRAMEVWCORK- M B

From RFC 4001
I net Addr essType,
| net Addr ess,
| net Port Nunber
FROM | NET- ADDRESS- M B

From RFC 4044

FcNanel dOr Zer o,

FcAddr essl dOr Zer o
FROM FC- MGMI- M B

From RFC 4133
Physi cal | ndex
FROM ENTI TY-M B

isnsM B MODULE- | DENTI TY

G bbons,
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DESCRI PTI ON
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DESCRI PTI ON
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This M B published as RFC 4939."
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Textual Conventi ons

| snsDi scoveryDonai nSet 1 d :

DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

"The uni que Di scovery Domai n Set

i SNS M B July 2007

= TEXTUAL- CONVENTI ON

| dentifier associated with a

Di scovery Domain Set (DDS)."

REFERENCE
SYNTAX

| snsDdsSt at usType :: =
STATUS current
DESCRI PTI ON

"The status of a Discovery
i SNS. The initially assi
Bi t
31

Al others

"RFC 4171, Section 6.11.1.1"
Unsigned32 ( 1 .

4294967295 )

TEXTUAL- CONVENTI ON

Donain Set (DDS) registered in the
gned val ues are bel ow
St at us
DDS Enabl ed
RESERVED

Setting a bit to 1 indicates the feature is enabl ed.

G herwise, it is disabled.
the reserved val ues wll
RFC 4171."
REFERENCE
SYNTAX BI TS {
reserved0(0),

reserved3(3),
reserved6(6),
reserved9(9),
reservedl12(12),
reservedl5(15),
reservedl18(18),
reserved21(21),
reserved24(24),
reserved27(27),
reserved30(30),
ddsEnabl ed (31)

}
I snsDi scoveryDomainld ::=
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

"The uni que Discovery Donain ldentifier

G bbons, et al.

reservedl(1),
reserved4(4),
reserved7(7),
reservedl10(10),
reservedl13(13),
reservedl16(16),
reservedl19(19),
reserved22(22),
reserved25(25),
reserved28(28),

St andards Track

The future assignnment of any of
be docunmented in a revision of

"RFC 4171, Section 6.11.1.3"

reserved2(2),
reserved5(5),
reserved8(8),
reservedl1(11),
reservedl4(14),
reservedl7(17),
reserved20(20),
reserved23(23),
reserved26(26),
reserved29(29),

TEXTUAL- CONVENTI ON

(DD_I D) associ at ed

[ Page 10]
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with each Discovery Domain (DD). This is used to
uni quely index and reference a DD."

REFERENCE "RFC 4171, Section 6"
SYNTAX Unsigned32 ( 1 .. 4294967295 )
| snsDdFeat ur eType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"This type defines the features that each Di scovery Donain
(DD) has.
Bi t St at us
31 Boot Li st
Al'l others RESERVED

Boot List: this feature indicates that the targets
in this DD provide boot capabilities for the nenber
initiators.

Setting a bit to 1 indicates the feature is enabl ed.
O herwise, it is disabled. The future assignnent of any of

the reserved values will be docunented in a revision of
RFC 4171."

REFERENCE "RFC 4171, Section 6.11.2.9"

SYNTAX BI TS {

reserved0(0), reservedl(1l), reserved2(2),
reserved3(3), reserved4(4), reserved5(5),
reserved6(6), reserved7(7), reserved8(8),
reserved9(9), reservedl0(10), reservedll(11),
reservedl2(12), reservedl3(13), reservedl4(14),
reservedl5(15), reservedl6(16), reservedl7(17),
reservedl8(18), reservedl19(19), reserved20(20),
reserved21(21), reserved22(22), reserved23(23),
reserved24(24), reserved25(25), reserved26(26),
reserved27(27), reserved28(28), reserved29(29),
reserved30(30),

boot | i st (31)

}
| snsDdDdsMbdi fi cati onType ::= TEXTUAL- CONVENTI ON
STATUS current

DESCRI PTI ON
"The nethods that can be used to nodify the Discovery
Donai n and Di scovery Domain Sets in an i SNS Server
i nst ance.
Bi t Fl ag Description

G bbons, et al. St andards Track [ Page 11]
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Target i SCSI Nodes are all owed
Initiator i SCSI Nodes are all owed
Target i FCP Ports are all owed
Initiator i FCP Ports are all owed

ArWNBE

Setting a bit to 1 indicates the feature is
enabled. Oherwise, it is disabled."
REFERENCE "RFC 4171, Section 2.4"
SYNTAX BI TS {
contr ol Node(0),
targetlscsi Node(1),
initiatorlscsi Node(2),
target| f cpNode(3),
initiatorlfcpNode(4)

}
I snsEntityl ndexl dOr Zero :: = TEXTUAL- CONVENTI ON
DI SPLAY-H NT  "d"
STATUS current
DESCRI PTI ON

"The identifier for the unique integer Entity Index
associated with an i SNS regi stered Entity object, and the
val ue zero. The value zero is object-specific and MJST
therefore be defined as part of the description of any
obj ect that uses this syntax. Exanples of the usage of
zero mght include situations where the Entity is unknown,

or not yet registered in the i SNS server. |If a value of
zero is not valid for an object, then that MJST be
i ndi cated. "
REFERENCE "RFC 4171, Section 6"
SYNTAX Unsigned32 ( 0 .. 4294967295 )
I snsPort al Groupl ndexl d ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

"The identifier for the unique integer Portal G oup |Index
associated with an i SNS regi stered Portal G oup object.”
REFERENCE "RFC 4171, Section 6"
SYNTAX Unsigned32 ( 1 .. 4294967295 )
I snsPortal | ndexld ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS cu
DESCRI PTI ON
"The identifier for the unique integer Portal |ndex
associated with an i SNS regi stered Portal object. The
index is created by the i SNS Server for napping between

G bbons, et al. St andards Track [ Page 12]
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regi stered objects. The Portal Index used for a specific
portal |P-address and port nunber pair is only persistent
across reboots for portals that have been explicitly added
to a Discovery Donmain (DD). |If a portal is not explicitly
registered in any DD, then the index used for a portal can
change after a server reinitialization."

REFERENCE "RFC 4171, Section 6"
SYNTAX Unsigned32 ( 1 .. 4294967295 )
I snsPortal Port Typel d ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The UDP or TCP port type being used by a Portal for an
Entity."”
REFERENCE "RFC 4171, Section 6.3.2"
SYNTAX I NTEGER { udp(1), tcp(2) }
I snsPortal GoupTagl dOr Nul | :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

"The Portal Group Tag (PGI) represents an associ ation
between a Portal and i SCSI Node using the val ue range
0 to 65535. A PGI with no association is a NULL
value. The value of -1 indicates a NULL value."

REFERENCE "RFC 4171, Section 6.5.4, and RFC 3720"
SYNTAX Integer32 ( -1 .. 65535)
I snsPortal SecurityType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Indi cates security attribute settings for a Portal that is
registered in the i SNS server. The bitmapVALID field nust
be set in order for the contents to be considered valid
information. The definitions of the bit fields are based
on RFC 4171. The initial representation of each bit setting
(0 or 1) is indicated bel ow.

Bi t Fl ag Description
25 1 = Tunnel Mode Preferred; 0 = No Preference
26 1 = Transport Mdde Preferred; 0 = No
Pr ef erence
27 1 = PFS Enabl ed; 0 = PFS Di sabl ed
28 1 = Aggressive Mbde Enabled; 0 = Disabled
29 1 = Main Mbde Enabled; 0 = WM Di sabl ed
30 1 = IKE/I Psec Enabled; 0 = | KE/ | Psec
Di sabl ed
31 1 =Bitmap VALID, 0 = I NVALID

G bbons, et al. St andards Track [ Page 13]
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All others RESERVED

The future assignnment of any of the reserved values will be
docunented in a revision of RFC 4171."

REFERENCE "RFC 4171, Section 6.3.9"

SYNTAX BI TS {

reserved0(0), reservedl(1l), reserved2(2),
reserved3(3), reserved4(4), reserved5(5),
reserved6(6), reserved7(7), reserved8(8),
reserved9(9), reservedl0(10), reservedll(11),
reservedl2(12), reservedl13(13), reservedl4(14),
reservedl5(15), reservedl6(16), reservedl7(17),
reservedl8(18), reservedl19(19), reserved20(20),
reserved21(21), reserved22(22), reserved23(23),
reserved24(24),

tunnel ModePr ef err ed( 25),
transport ModePr ef erred(26),

pf sEnabl ed(27) ,

agr essi veMbdeEnabl ed( 28),

mai nModeEnabl ed( 29),

i kel PsecEnabl ed( 30),

bi t mapVALI D( 31)

| snsNodel ndex!l d :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT d"
STATUS current
DESCRI PTI ON

"The identifier for the unique integer Node Index associ ated
with a storage node. This index provides a 1-to-1 mapping
to an i SCSI node name. The i SCSI node nane nmaxi mum | ength
is too long to be used for an index directly. The i SCS
node i ndex used for a specific i SCSI node nane is identical
in all DDs, and is persistent across server
reinitializations when the i SCSI node is a nenber of a
Di scovery Domain (DD) or is registered as a Control Node
Furthernmore, index values for recently deregi stered objects
SHOULD NOT be reused in the short term"”

REFERENCE "RFC 4171, Section 6.4.5"

SYNTAX Unsigned32 ( 1 .. 4294967295 )
I snsl scsi NodeType ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"The i SCSI Node Type defines the functions of the registered
object. The definitions of each setting are defined in
RFC 4171

Bi t Node Type

G bbons, et al. St andards Track [ Page 14]
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29 Cont r ol

30 Initiator

31 Tar get
Al'l others RESERVED

Setting a bit to 1 indicates the node has the correspondi ng
characteristics. The future assignnment of any of the

reserved values will be docunented in a revision of
RFC 4171."

REFERENCE "RFC 4171, Section 6.4.2"

SYNTAX BI TS {

reserved0(0), reservedl(1l), reserved2(2),
reserved3(3), reserved4(4), reserved5(5),
reserved6(6), reserved7(7), reserved8(8),
reserved9(9), reservedl0(10), reservedll(11),
reservedl2(12), reservedl3(13), reservedl4(14),
reservedl5(15), reservedl6(16), reservedl7(17),
reservedl18(18), reservedl19(19), reserved20(20),
reserved21(21), reserved22(22), reserved23(23),
reserved24(24), reserved25(25), reserved26(26),
reserved27(27), reserved28(28),
control (29),
initiator(30),
target (31)

}

I snsFcC assOF Servi ceType :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"This defines the Fibre Channel O ass of Service types
that are supported by the registered port. The
definitions are as defined in RFC 4171

Bi t FC COS Type

28 Fi bre Channel C ass 3 Supported

29 Fi bre Channel C ass 2 Supported
Al'l others RESERVED

Setting a bit to 1 indicates the class of service is
supported. The future assignnent of any of the

reserved values will be docunented in a revision of
RFC 4171."

REFERENCE "RFC 4171, Section 6.6.8"

SYNTAX BI TS {

reserved0(0), reservedl(1l), reserved2(2),
reserved3(3), reserved4(4), reserved5(5),
reserved6(6), reserved7(7), reserved8(8),
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reserved9(9), reservedl0(10), reservedll(11),
reservedl2(12), reservedl3(13), reservedl4(14),
reservedl5(15), reservedl6(16), reservedl7(17),
reservedl18(18), reservedl19(19), reserved20(20),
reserved21(21), reserved22(22), reserved23(23),
reserved24(24), reserved25(25), reserved26(26),
reserved27(27),

cl ass3(28),
cl ass2(29)
}
I snslscsi ScnType :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The i SCSI Node State Change Notification (SCN) val ues
for a node as defined in RFC 4171.

Bi t Descri ption

24 Initiator and self information only

25 Target and self information only

26 Managenment registrati on/ SCN

27 hj ect renoved

28 hj ect added

29 hj ect updat ed

30 DD or DDS nenber renoved (Mnt
Reg/ SCN onl y)

31 (Lsb) DD or DDS nmenber added (Mymnt
Reg/ SCN onl y)

Al others Reserved

Setting a bit to 1 indicates that type of SCN is enabl ed.

The future assignnment of any of the reserved values will be
docunented in a revision of RFC 4171."

REFERENCE "RFC 4171, Section 6.4.4"

SYNTAX BI TS {

reserved0(0), reservedl(1l), reserved2(2),
reserved3(3), reserved4(4), reserved5(5),
reserved6(6), reserved7(7), reserved8(8),
reserved9(9), reservedl0(10), reservedll(11),
reservedl2(12), reservedl3(13), reservedl4(14),
reservedl5(15), reservedl6(16), reservedl7(17),
reservedl18(18), reservedl19(19), reserved20(20),
reserved21(21), reserved22(22), reserved23(23),
initiatorAndSel f Only(24),
target AndSel f Onl y(25),
nmanagenent Regi st rati onScn( 26),

obj ect Renoved( 27),

obj ect Added( 28),
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obj ect Updat ed(29),
ddOr DdsMenber Renoved( 30),
ddOr DdsMenber Added( 31)

}

I snslfcpScnType :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The i FCP State Change Notification (SCN) values for an i FCP
obj ect as defined in RFC 4171.

Bi t Descri ption

24 Initiator and self information only

25 Target and self information only

26 Managenment registrati on/ SCN

27 hj ect renoved

28 bj ect added

29 hj ect updat ed

30 DD or DDS nenber renoved (Mnt
Reg/ SCN onl y)

31 (Lsb) DD or DDS nmenber added (Mymt
Reg/ SCN onl y)

Al others Reserved

Setting a bit to 1 indicates that type of SCN is enabl ed.

The future assignnment of any of the reserved values will be
docunented in a revision of RFC 4171."

REFERENCE "RFC 4171, Section 6.6.12"

SYNTAX BI TS {

reservedO0(0), reservedl(1l), reserved2(2),
reserved3(3), reserved4(4), reserved5(5),
reserved6(6), reserved7(7), reserved8(8),
reserved9(9), reservedl0(10), reservedll(11),
reservedl2(12), reservedl3(13), reservedl4(14),
reservedl5(15), reservedl6(16), reservedl7(17),
reservedl8(18), reservedl19(19), reserved20(20),
reserved21(21), reserved22(22), reserved23(23),
initiatorAndSel f Only(24),
target AndSel f Onl y(25),
nmanagenent Regi st rati onScn( 26),
obj ect Renoved( 27),
obj ect Added( 28),
obj ect Updat ed(29),
ddOr DdsMember Renoved( 30),
ddOr DdsMenber Added( 31)

}

| snsFcPort Rol eType :: = TEXTUAL- CONVENTI ON
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STATUS
DESCRI PTI ON

i SNS M B

current

July 2007

"The FC Port Role defines the functions of the registered

obj ect.
RFC 4171
Bi t
29
30
31
Al others

Port Rol e

Cont r ol

The definitions of each setting are defined in

FCP Initiator

FCP Tar get
RESERVED

Setting a bit to 1 indicates the port has the correspondi ng

characteristics.
reserved val ues wll
RFC 4171."
REFERENCE
SYNTAX
reserved0(0),
reserved3(3),
reserved6(6),
reserved9(9),
reservedl12(12),
reservedl15(15),
reserved18(18),
reserved21(21),
reserved24(24),
reserved27(27),
control (29),
initiator(30),
target (31)

reservedl13(13),
reservedl16(16),
reservedl19(19),
reserved22(22),
reserved25(25),
reserved28(28),

}
| snsSrvrDi scover yMet hodsType :
STATUS current
DESCRI PTI ON

"The types of
on an i SNS Server.
Prot ocol (SLP)
group i SNS heart beat,

The i SNS Server may support additional

The future assignnment of any of the
be docunmented in a revision of

"RFC 4171, Section 6.6.13"
BI TS {

reservedl(1),
reserved4(4),
reserved7(7),
reservedl10( 10),

reserved2(2),
reserved5(5),
reserved8(8),
reservedl1(11),

reservedl4(14),
reservedl7(17),
reserved20(20),
reserved23(23),
reserved26(26),

= TEXTUAL- CONVENTI ON

i SNS Server discovery methods that are enabl ed
The options are DHCP, Service Location
mul ticast group i SNS heart beat,
configured server |ist,

br oadcast
and ot her.
di scovery net hods

not indicated."

REFERENCE "RFC 4171, Section 2.5"

SYNTAX BI TS {
dhep(0),
sl p(1),
nmul ti cast GroupHb(2),
br oadcast Hb( 3),
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cfgdServerList(4),
ot her (5)

-- Internet Storage Nanme Service Managenent

i snsNotifications OBJECT I DENTIFIER :: =
{ isnsMB 0 }

i snsQbj ects OBJECT IDENTIFIER :: =
{ isnsMB 1}

i snsConf or mance OBJECT I DENTIFIER :: =

{ isnsMB 2 }

-- 1 SNS Server instance managed objects --------------------

i snsServerinfo OBJECT IDENTIFIER ::={ isnsCbhjects 1}
i snsServer Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF IsnsServerEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This table provides a list of the i SNS Server instances
that are nanaged through the same SNWP context."
2= { isnsServerinfo 1}

i snsServerEntry OBJECT- TYPE
SYNTAX | snsServerEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This is arowin the i SNS Server instance table. The nunber
of rows is dependent on the nunber of iSNS Server instances
that are bei ng managed through the sane SNMP context."

INDEX { isnsServerlndex }
2= { isnsServerTable 1}

I'snsServerEntry ::=

SEQUENCE {
i snsServer | ndex Unsi gned32,
i snsSer ver Nanme SnnpAdmi nStri ng,
i snsServer | snsVersion Unsi gned32,
i snsServer Vendor | nfo SnnpAdmi nStri ng,
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snsSer ver Physi cal | ndex Physi cal | ndex,

[
i snsServer TcpPort | net Port Nunber,
i snsSer ver UdpPor t | net Port Nunber,
i snsServerDi scontinuityTi nme

Ti meSt anp,
i snsServer Rol e | NTEGER,

i snsServer Di scover yMet hodsEnabl ed
| snsSrvrDi scover yMet hodsType,
i snsServer Di scover yMcG oupType
| net Addr essType,
i snsServer Di scover yMcG oupAddr ess
| net Addr ess,
i snsServer Esi NonResponseThr eshol d

Unsi gned32,
i snsSer ver Enabl eCont r ol NodeMyt Scn

Tr ut hval ue,
i snsSer ver Def aul t DdDds St at us

| NTECER,

i snsSer ver Updat eDdDdsSupport ed

| snsDdDdsModi fi cati onType,
i snsSer ver Updat eDdDdsEnabl ed

| snsDdDdsModi fi cati onType

}
i snsSer ver | ndex OBJECT- TYPE
SYNTAX Unsigned32 ( 1 .. 4294967295 )
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object uniquely identifies the i SNS Server being
managed by the SNMP context and is the key for this table.
This is an instance index for each i SNS Server being
managed. The value of this object is used el sewhere in
the MB to reference specific i SNS Servers."

2= { isnsServerEntry 1}

i snsServer Nane OBJECT- TYPE
SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A non-uni que nane that can be assigned to the i SNS Server
instance. |If not configured, then the string SHALL be
zero-length."

2= { isnsServerEntry 2}

i snsSer ver | snsVer si on OBJECT- TYPE
SYNTAX Unsigned32 ( 0 .. 65535)
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The i SNS version value as contained in nessages received
fromthe current primary server. The header of each i SNSP

nmessage contains the i SNS version of the sender. |If
unknown, the reported value is 0."

REFERENCE "RFC 4171"

DEFVAL { 1}

::={ isnsServerEntry 3 }
i snsServer Vendor | nfo OBJECT- TYPE

SYNTAX SnnpAdmi nString

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"If this server instance is utilizing the product of a
particular 'vendor’, then this nanaged object contains
that vendor’s name and version. Oherwi se, the
string SHALL be zero-length. The format of the string
is as follows: Vendor Nanme, Vendor Version, Vendor
Def i ned I nformation.

Field Descri ption
Vendor Nane The nanme of the vendor (if one exists)
Vendor Version The version of the vendor product
Vendor Defi ned This follows the second conma in the
string, if one exists, and is vendor
defined

::={ isnsServerEntry 4 }

i snsSer ver Physi cal | ndex OBJECT- TYPE
SYNTAX Physi cal | ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"An index identifying the network interface for this i SNS

Server within a network entity. This index naps to the

ent Physi cal | ndex of entPhysical Table table in RFC 4133. The

ent Physi cal Cl ass value for the table row nust be 'port’, as

the interface nust be able to send and receive data."
REFERENCE "RFC 4133, RFC 4171, Section 2.5 - 2.8"
::={ isnsServerEntry 5 }

i snsServer TcpPort OBJECT- TYPE
SYNTAX | net Port Nurnber
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates the TCP port this i SNS instance is accepting
i SNSP nessages on, generally the i SNS wel | - known port.
The wel | -known TCP port for i SNSP is 3205. If TCP is
not supported by this server instance, then the val ue

is 0."
::={ isnsServerEntry 6 }

i snsSer ver UdpPor t OBJECT- TYPE
SYNTAX | net Port Nurnber
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Indi cates the UDP port this i SNS i nstance is accepting
i SNSP nessages on; generally, the i SNS wel | -known port.
The wel | -known UDP port for i SNSP is 3205. If UDPis
not supported by this server instance, then the val ue
is 0."

2= { isnsServerEntry 7 }

i snsServerDi scontinuityTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme on the nost recent occasion that
this i SNS server becane active or suffered a
di scontinuity."

::={ isnsServerEntry 8 }

i snsServerRol e OBJECT- TYPE
SYNTAX I NTEGER { not Set (1),
server(2),
backupServer(3) }
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The current operational node of this i SNS Server instance.
Val ue Descri ption
not Set The i SNS Server role is not
confi gured.
server The i SNS Server instance is
an operational iSNS Server
backupSer ver The i SNS Server instance is
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currently acting as a backup."
REFERENCE "RFC 4171, Section 2.7 - 2.8"
::={ isnsServerEntry 9 }

i snsServer Di scover yMet hodsEnabl ed OBJECT- TYPE

SYNTAX | snsSrvrDi scover yMet hodsType
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"I ndi cates the discovery nethods currently enabled for
this i SNS Server instance. This allows a client to
determ ne what discovery nmethods can be used for
this i SNS Server. Additional nethods of discovery may
al so be supported.”

::={ isnsServerEntry 10 }

i snsServer Di scoveryMcG oupType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The type of Internet address in
i snsServer Di scoveryMcG oupAddress. |If the address is

specified, then it nmust be a valid nulticast address and the

val ue of this object nust be ipv4(1l), ipv6(2), ipvaz(3), or

i pv6z(4); otherw se, the value of this object is

unknown(0), and the val ue of

i snsServer Di scoveryMcG oupAddress is the zero-length string.
2= { isnsServerEntry 11 }

i snsServer Di scoveryMcG oupAddress OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nmulticast group that i SNS Heartbeat nmessages are
sent to if multicast-based di scovery has been enabl ed
for this server instance. |f not configured, then the
string SHALL be zero-length. The format of this
object is specified by isnsServerDi scoveryMcG oupType. "

2= { isnsServerEntry 12 }

i snsSer ver Esi NonResponseThr eshol d OBJECT- TYPE

SYNTAX Unsigned32 ( 0 .. 65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Entity Status Inquiry (ESI) Non-Response Threshold -
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the nunmber of ESI nessages that will be sent without
receiving a response before an entity is deregistered
fromthe i SNS dat abase. A value of O indicates
Entities will never be deregistered due to non-receipt
of ESI nmessages.”

REFERENCE "RFC 4171, Section 2.4"

DEFVAL { 3}

::={ isnsServerEntry 13 }

i snsSer ver Enabl eCont r ol NodeMgt Scn  OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Indicates if the i SNS Server administrative option to send
Managenent SCNs to Control Nodes is enabled. Managenent
SCNs are used by Control Nodes to nmonitor and control an
i SNS Server. |If enabled, Control Nodes can register to
recei ve Managenent SCNs."

REFERENCE "RFC 4171, Section 2.2.3, 2.4"

DEFVAL { true }

2= { isnsServerEntry 14 }

i snsSer ver Def aul t DdDds St at us OBJECT- TYPE
SYNTAX | NTEGER { i nNoDomai n( 1),
i nDef aul t DdAAndDds(2) }

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This indicates the Discovery Domain (DD) and Di scovery
Dormai n Set (DDS) nenbership status for a new device
when registered in the i SNS Server instance. Either the
new device will not be in a DD/DDS, or will be placed
into a default DD and default DDS. The default setting
i s i nNoDorai n. "

REFERENCE "RFC 4171, Section 2.4"
DEFVAL { inNoDomai n }
::={ isnsServerEntry 15 }

i snsSer ver Updat eDdDdsSupport ed OBJECT- TYPE

SYNTAX | snsDdDdsModi fi cati onType
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nmethods that this i SNS Server instance supports

to nodify Discovery Donmins and Di scovery Domain Sets."
REFERENCE "RFC 4171, Section 2.4"
::={ isnsServerEntry 16 }
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i snsSer ver Updat eDdDdsEnabl ed OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

| snsDdDdsModi fi cati onType
read-only
current

"This indicates the nethods this server instance currently
allows for nodifying Discovery Domains and Di scovery

Donmin Sets."

REFERENCE "RFC 4171, Sec 2.2.2 and 2.4"
2= { isnsServerEntry 17 }

-- Count of objects currently registered in a server instance

i snsNunthj ect sTabl e
SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

OBJECT- TYPE
SEQUENCE OF
I snsNuntbj ect sEntry
not - accessi bl e
current

"Tabl e providing the nunber of registered objects of each

type in the i SNS Server instance.

The nunber of entries is

dependent upon the nunber of i SNS Server instances being

managed. "

::={ isnsServerinfo 2 }

i snsNunthj ect sEntry
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

OBJECT- TYPE

I snsNuntbj ect sEntry
not - accessi bl e
current

"Entry of an i SNS Server instance."
AUGMENTS { isnsServerEntry }
o= { isnsNumbbjectsTable 1 }

I snsNunObj ect sEntry :
snsNunbDds
snsNunDd
snsNunmeEntiti es
snsNunPortal s
snsNunPort al G oups
snsNum scsi Nodes
snsNunfcPorts

i
i
i
i
i
i
i
i snsNunfcNodes

G bbons, et al.
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i snsNunDds
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

"The current tota

in this i SNS i nstance.
in the i snsbdsTabl e. "

i SNS M B

OBJECT- TYPE

Gauge32 ( O ..

read-only
current

nunber of Discovery Domain Sets
This is the nunber

::= { isnsNuntbjectsEntry 1 }

i snsNunDd
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON
"The current tota

in this i SNS i nstance.

i snsDdTabl e. "

OBJECT- TYPE

Gauge32 ( O ..

read-only
current

nunber of Di scovery Domains
This is the nunber

c:={ isnsNumbbj ectsEntry 2 }

i snsNunmEntities
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

"The current nunmber of Entities registered in this
i SNS Server instance. This is the nunber of

the isnsRegEntityTable for this instance."

OBJECT- TYPE

Gauge32 ( O ..

read-only
current

::={ isnsNumbbj ectsEntry 3 }

i snsNunPort al s
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON
"The current tota
This is the nunber

OBJECT- TYPE

Gauge32 ( O ..

read-only
current

nunber of Portals registered in i SNS
rows in isnsRegPortal Table."

2= { isnsNunbjectsEntry 4 }

i snsNunPort al Gr oups
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON
"The current tota

iSNS. This is the nunber of

OBJECT- TYPE

Gauge32 ( O ..

read-only
current

nunber of Portal G oups registered in
rows in isnsRegPgTabl e.”

::={ isnsNumbbj ectsEntry 5 }

G bbons, et al.
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i snsNum scsi Nodes OBJECT- TYPE
SYNTAX Gauge32 ( 0 .. 4294967295 )
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current total number of i SCSI node entries registered
inthe iSNS. This is the nunber rows in
i snsRegl scsi NodeTabl e. "
::={ isnsNumbbj ectsEntry 6 }

i snsNunfcPorts OBJECT- TYPE
SYNTAX Gauge32 ( 0 .. 4294967295 )
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current total number of FC Port entries registered
inthe iSNS. This is the nunber of rows in
i snsRegFcPort Tabl e. "
c:={ isnsNumbbj ectsEntry 7 }

i snsNunfcNodes OBJECT- TYPE
SYNTAX Gauge32 ( 0 .. 4294967295 )
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current total nunmber of FC node entries registered
inthe iSNS. This is the nunber of rows in
i snsRegFcNodeTabl e. "
::={ isnsNumbbj ectsEntry 8 }

-- Control node information

i snsCont r ol Nodel nfo OBJECT I DENTIFIER :: =
{ isnsServerinfo 3}

-- Specific i SCSI Nodes authorized to register as Control
-- Nodes

i snsCont r ol Nodel scsi Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF
I snsCont r ol Nodel scsi Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"Specified i SCSI Nodes that can register or are registered
as control nodes. The nunber of rows is dependent on the
nunber of iSCSI Control Nodes."

::={ isnsControl Nodelnfo 1 }

i snsCont r ol Nodel scsi Entry OBJECT- TYPE
SYNTAX I snsCont r ol Nodel scsi Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This is an i SCSI Control Node entry for a specific i SNS
server instance."
| NDEX { isnsServerl ndex,
i snsCont r ol Nodel scsi Nodel ndex }
::= { isnsControl Nodel scsi Table 1 }

I snsCont r ol Nodel scsi Entry ::= SEQUENCE ({
i snsCont r ol Nodel scsi Nodel ndex | snsNodel ndexl d,
i snsCont r ol Nodel scsi NodeNarme SnnpAdni nSt ri ng,
i snsControl Nodel scsi | sRegi stered Trut hVal ue,
i snsCont rol Nodel scsi Revivgt SCN Tr ut hVal ue
}
i snsContr ol Nodel scsi Nodel ndex OBJECT- TYPE
SYNTAX | snsNodel ndexl d
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index for the i SCSI storage node authorized to act
as a control node."
::= { isnsControl Nodel scsiEntry 1 }

i snsContr ol Nodel scsi NodeNane OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The i SCSI Nanme of the initiator or target associated with
the storage node. The iSCSI Nanme cannot be | onger than
223 bytes. The i SNS Server internal maximum size is 224
bytes to provide NULL ternination. This is the i SCSI Node
Nane for the storage node authorized and/or acting as a
control node."

::= { isnsControl Nodel scsi Entry 2 }

i snsCont rol Nodel scsi | sRegi stered OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
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STATUS
DESCRI PTI ON
"I ndi cat es whet her

i SNS M B

the control
registered in the i SNS Server

July 2007

current

node is currently
i nstance. "

::={ isnsControl Nodel scsiEntry 3 }

i snsControl Nodel scsi Revivgt SCN - OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"I ndi cates whether the Control Node has registered to

recei ve Managenent SCNs. Managenent SCNs are sent to
a Control Node if they are enabled, as indicated by
i snsSer ver Enabl eCont r ol NodeMyt Scn, and the Contro
Node has registered for them"

REFERENCE "RFC 4171, Section 2.2.3, 2.4"

::={ isnsControl Nodel scsiEntry 4 }

-- Specific FC Ports authorized to regi ster as Control

-- Nodes
i snsControl NodeFcPort Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF
| snsCont r ol NodeFcPortEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Specified FC Ports that can register or are registered as
control nodes. The nunber of rows is dependent on the
nunber of FC Port Control Nodes."

::={ isnsControl Nodelnfo 2 }
i snsCont r ol NodeFcPortEntry OBJECT- TYPE
SYNTAX | snsCont r ol NodeFcPortEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"FC Port control node entry."
| NDEX { isnsServerl ndex,

i snsCont r ol NodeFcPor t V\wpn }
::= { isnsControl NodeFcPortTable 1 }

| snsCont rol NodeFcPortEntry ::= SEQUENCE ({
i snsCont r ol NodeFcPor t VWwpn FcNanel dOr Zer o,
i snsControl NodeFcPortlsRegi stered TruthVal ue,
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i snsCont r ol NodeFcPort ReviMgt SCN Tr ut hval ue
}
i snsCont r ol NodeFcPor t VWwpn OBJECT- TYPE
SYNTAX FcNanmel dOr Zero (Sl ZE(8))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The FC Port World Wde Port Nane that can and/or is acting
as a Control Node for the specified i SNS Server. A zero-
length string is not valid for this managed object.

Thi s managed obj ect, conbined with the isnsServerlndex, is
the key for this table."

::={ isnsControl NodeFcPortEntry 1 }

i snsCont rol NodeFcPort | sRegi st ered OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates whether the control node is currently
registered in the i SNS Server instance."
::={ isnsControl NodeFcPortEntry 2 }

i snsCont r ol NodeFcPort Revigt SCN OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I ndi cates whether the Control Node has registered to
recei ve Managenent SCNs. Managenent SCNs are sent to
a Control Node if they are enabled, as indicated by
i snsSer ver Enabl eCont r ol NodeMgt Scn, and the Contr ol
Node has registered for them"

REFERENCE "RFC 4171, Section 2.2.3, 2.4"
::={ isnsControl NodeFcPortEntry 3 }

-- Discovery Domain Set information

i snsDdsl nfo OBJECT IDENTIFIER ::= { isnsServerinfo 4 }
-- Discovery Domain Set Registrations -----------------

i snsDdsTabl e OBJECT- TYPE
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SYNTAX SEQUENCE OF | snsDdsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing configuration information for each
Di scovery Domain Set (DDS) registered in the i SNS Server
i nstance. The nunber of rows in the table is dependent
on the nunber of DDSs registered in the specified i SNS
server instance."

::={ isnsDdsinfo 1 }

i snsDdsEntry OBJECT- TYPE
SYNTAX | snsDdsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Informati on on one Di scovery Domain Set (DDS) registered
in the i SNS Server instance."
INDEX { isnsServerlndex, isnsbDdsld}
::={ isnsDdsTable 1 }

| snsDdsEntry :: =

SEQUENCE {
i snsDdsl d | snsDi scover yDomai nSet | d,
i snsDdsSynbol i cName SnnpAdni nSt ri ng,
i snsDdsSt at us | snsDdsSt at usType
}
i snsDdsl d OBJECT- TYPE
SYNTAX | snsDi scover yDonai nSet | d
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The ID that refers to this Discovery Donain Set and
index to the table."
::={ isnsDdsEntry 1 }

i snsDdsSynbol i cNane OBJECT- TYPE
SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Di scovery Domain Set Synbolic Nane field contains
a uni que vari abl e-l1ength description (up to 255 bytes)
that is associated with the DDS. |If a Synbolic Nane is
not provided, then one will be generated by the i SNS
server."

REFERENCE "RFC 4171, Section 6"
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::={ isnsDdsEntry 2 }

i snsDdsSt at us OBJECT- TYPE
SYNTAX | snsDdsSt at usType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The status of this Discovery Domain Set (DDS)."
REFERENCE "RFC 4171, Section 6.11.1.3"
::={ isnsDdsEntry 3}

-- Discovery Domain Set Menbers --------------------

-- DDS Menbershi p Assi gnment

i snsDdsMenber Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | snsDdsMenber Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A tabl e containing Discovery Domai ns (DDs) that have
been assigned to specific Discovery Donain Sets (DDSs).
The nunber of rows in the table is dependent on the
nunber of DD to DDS rel ationships in the i SNS instance. "

::={ isnsDdslinfo 2 }

i snsDdsMenber Entry OBJECT- TYPE
SYNTAX | snsDdsMenber Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The mappi ng of one Di scovery Domain (DD) to a Discovery
Donain Set (DDS). This indicates the DD is a nmenber of
the DDS."
I NDEX { isnsServerl ndex,
i snsDdsl d,
i snsDdsMenber Ddl d }
::={ isnsDdsMenberTable 1 }

| snsDdsMenber Entry ::=
SEQUENCE {
i snsDdsMenber Ddl d | snsDi scover yDonai nl d,
i snsDdsMember Synbol i cNanme SnnpAdmi nStri ng
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}
i snsDdsMenber DdI d OBJECT- TYPE
SYNTAX | snsDi scover yDonmai nl d
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The ID that identifies the Discovery Domain
that is a nenber of the Di scovery Domain Set."
::={ isnsDdsMenberEntry 1 }

i snsDdsMenber Synbol i cNane OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Synbolic Nane of the Discovery Domain that is a nmenber
of this DDS. This value SHALL be identical to the object
i snsDdSynbol i cNane for the associated DD ID."

REFERENCE "RFC 4171, Section 6"
::={ isnsDdsMenberEntry 2 }

-- Discovery Domain information

i snsDdl nfo OBJECT IDENTIFIER ::= { isnsServerinfo 5 }

-- Discovery Domain Registrations ------------------------

i snsDdTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | snsDdEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A table containing configuration information for each
Di scovery Domain (DD) registered in the i SNS. The nunber
of rows in the table is dependent on the nunber of DDs
registered in the i SNS i nstance. "

2= { isnsDdinfo 1 }

i snsDdEntry OBJECT- TYPE
SYNTAX | snsDdEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"I nformati on on a Discovery Donmain (DD) registered in
the i SNS Server instance.”

INDEX { isnsServerlndex, isnsDdld}

::={ isnsDdTable 1 }

I snsDdEntry:: =
SEQUENCE {
i snsDdl d | snsDi scover yDonui nl d,
i snsDdSynbol i cNane SnnpAdmi nStri ng,
i snsDdFeat ur es | snsDdFeat ur eType
}
i snsDdl d OBJECT- TYPE
SYNTAX | snsDi scover yDonmai nl d
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The ID that refers to this Discovery Domain, and the
index to the table."

REFERENCE " RFC 4171, Section 6"

::={ isnsDdEntry 1 }

i snsDdSynbol i cNane OBJECT- TYPE
SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Di scovery Domain Synbolic Nane field contains a
uni que vari abl e-1ength description (up to 255 bytes)
that is associated with the DD."

REFERENCE "RFC 4171, Section 6"
::={ isnsDdEntry 2 }

i snsDdFeat ur es OBJECT- TYPE
SYNTAX | snsDdFeat ur eType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This defines the features the Discovery Domain has."
REFERENCE "RFC 4171, Section 6.11.2.9"
::={ isnsDdEntry 3 }
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-- DD i SCSI Node Menbership Assi gnnent

i snsDdl scsi Menber Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF
I snsDdl scsi Menmber Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A table containing i SCSI node indexes that have been
assigned to specific DDs in this i SNS Server instance. The
nunber of rows in the table is dependent on the nunber of
rel ati onshi ps between i SCSI Nodes and DDs registered in the
i SNS i nstance. "

2= { isnsDdinfo 2 }

i snsDdl scsi Menber Entry OBJECT- TYPE
SYNTAX I snsDdl scsi Menmber Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The mappi ng of one i SCSI Node to a Discovery Domain to
i ndi cate menbership in the DD. The indexes are the i SNS
server instance, the DD ID of the Discovery Domain, and
the i SCSI Node Index of the i SCSI Node."
I NDEX { isnsServerl ndex,
i snsDdl d,
i snsDdl scsi Menber | ndex }
::={ isnsDdl scsi Menber Table 1 }

| snsDdl scsi MenmberEntry: : =
SEQUENCE {
i snsDdl scsi Menber | ndex | snsNodel ndexI d,
i snsDdl scsi Menber Nane SnnpAdmi nStri ng,
i snsDdl scsi Menber | sRegi st ered Trut hVal ue

}

i snsDdl scsi Menber | ndex OBJECT- TYPE
SYNTAX | snsNodel ndexl| d
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index for this menber i SCSI node entry."
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REFERENCE "RFC 4171, Section 6"
::={ isnsDdl scsi MenberEntry 1 }

i snsDdl scsi Menber Nane OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE (0..223))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The i SCSI Nanme associated with the storage node. The
i SCSI Nane cannot be | onger than 223 bytes. The i SNS
server internal nmaxinumsize is 224 bytes to provide
NULL termination. This is the iSCSI Name for the storage
node that is a nmenber of the DD. This value maps 1 to 1
to the isnsDdl scsi Menber | ndex node index. The i SCSI Nane
field is too long to be easily used for an index directly.
The node index used for a specific node nane is only
persistent across i SNS Server reinitializations for nodes
that are in a Discovery Donain (DD) or are registered
control nodes. This value is only required during row
creation if the storage node is not yet registered in the
i SNS Server instance. |If the storage node is not yet
regi stered, then the i SCSI Nanme MJST be provided with the
i SCSI node index during row creation in order to create the
1-to-1 mapping."
REFERENCE "RFC 4171, Section 6"
::={ isnsDdl scsi MenberEntry 2 }

snsDdl scsi Menber | sRegi st ered OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

This indicates whether this nenber of the DDis currently
registered in the i SNS Server instance. i SCSI Storage
Node nmenbers do not need to be currently registered in
order for their i SCSI Nanme and Index to be added to
a DD "

REFERENCE "RFC 4171, Section 6.11"

::={ isnsDdl scsi MenberEntry 3 }

-- DD Portal Menbership Assignment

i snsDdPort al Menber Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF
| snsDdPor t al Menmber Entry
MAX- ACCESS not - accessi bl e
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STATUS current

DESCRI PTI ON
"A table containing currently registered and unregistered
portal objects that have been explicitly assigned to
specific DDs. Explicit assignment of a portal to a DD
is only done when a specific set of portals are preferred
for use within a DD. OQherw se, for i SCSI, the Portal
G oup Obj ect should be used for identifying which portals
provi de access to which storage nodes. The nunber of rows
in the table is dependent on the nunber of explicit
rel ati onshi ps between portals and DDs registered in the
i SNS. "

REFERENCE "RFC 4171, Section 6"

2= { isnsDdinfo 3 }

i snsDdPort al Menber Entry OBJECT- TYPE
SYNTAX | snsDdPor t al Menmber Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

Each entry indicates an explicit addition of a portal to a
di scovery domain. The explicit addition of an entity portal
to a discovery domain indicates the portal is preferred for
access to nodes of the entity for this discovery donain.
Regi stered Portal Group objects are used in iSCSI to
i ndi cate mappi ng of portals to nodes across all discovery
domai ns. Portals that have been explicitly mapped to a
di scovery donain will be returned as part of a query that
is scoped to that discovery domain. |If no portal of an
entity has been explicitly mapped to a di scovery domain,
then all portals of the entity that provide access to a
storage node are returned as part of a query. The table
i ndexes are the server instance, the DD ID of the Discovery
Dormai n, and the Portal Index of the portal."
I NDEX { isnsServerl ndex,
i snsDdl d,
i snsDdPort al Menber | ndex }
::={ isnsDdPortal Menber Table 1 }

| snsDdPortal MenberEntry :: =

SEQUENCE {
i snsDdPor t al Menber | ndex | snsPortal | ndexl d,
i snsDdPort al Menber Addr essType | net Addr essType,
i snsDdPort al Menber Addr ess | net Addr ess,
i snsDdPort al Menber Port Type I snsPort al Port Typel d,
i snsDdPort al Menber Port | net Port Nunber ,
i snsDdPort al Menber | sRegi st ered Trut hVal ue
}
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i snsDdPor t al Menmber | ndex OBJECT- TYPE
SYNTAX | snsPortal | ndexld
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index for a portal explicitly contained in the discovery
domai n.  This nanaged object, conbined with isnsServerl ndex
and isnsDdld, is the key for this table."

REFERENCE "RFC 4171, Section 6"
::={ isnsDdPortal MenberEntry 1 }

i snsDdPort al Menber Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of Inet address in isnsDdPortal Menber Address. |If
the address is specified, then it nmust be a valid unicast
address and the value of this object nust be ipv4(l),

i pv6(2), ipv4z(3), or ipv6z(4); otherw se, the value

of this object is unknown(0), and the val ue of

i snsDdPor t al Menber Address is the zero-length string.”
::={ isnsDdPortal MenberEntry 2 }

i snsDdPort al Menber Addr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Inet Address for the portal. The fornmat of this
obj ect is specified by isnsDdPortal Menber Addr essType. "
REFERENCE "RFC 4171, Section 6"
::={ isnsDdPortal MenberEntry 3 }

i snsDdPort al Menber Port Type OBJECT- TYPE

SYNTAX I snsPortal Port Typel d
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The port type for the portal, either UDP or TCP."
REFERENCE "RFC 4171, Section 6"
::={ isnsDdPortal MenberEntry 4 }

i snsDdPort al Menber Por t OBJECT- TYPE
SYNTAX I net Port Number ( 1 .. 65535 )
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The port nunber for the portal. Wether the portal
type is TCP or UDP is indicated by
i snsDdPort al Menber Port Type. "

REFERENCE " RFC 4171, Section 6"

::={ isnsDdPortal MenberEntry 5 }

i snsDdPort al Menber | sRegi st ered OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This indicates whether this nenber of the DD is currently
registered in the i SNS Server instance. Portals that are
DD nenbers do not need to be currently registered in
order for themto be added to a DD."

REFERENCE "RFC 4171, Section 6.11"

::={ isnsDdPortal MenberEntry 6 }

-- DD FC Port Menbership Assi gnnent

i snsDdFcPort Menmber Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF
| snsDdFcPor t Menber Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A table containing FC Port World Wde Names (WW) that
have been assigned to specific DDs. The nunber of rows
in the table is dependent on the nunber of relationships
between FC Ports and DDs registered in the i SNS. "

::={ isnsDdinfo 4 }

i snsDdFcPort Menber Entry OBJECT- TYPE
SYNTAX | snsDdFcPor t Menmber Ent ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The association of one FC Port with a Di scovery Donain.
Menmbership of an FC Port in a Discovery Domain is
i ndicated by creating a row for the appropriate DD ID
and FC Port WWN. "
I NDEX { isnsServerl ndex,
i snsDdl d,
i snsDdFcPort Menber Port Nane }
::={ isnsbDdFcPort Menber Table 1 }
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| snsDdFcPort Menber Entry :: =
SEQUENCE {
i snsDdFcPort Menber Port Name FcNanel dOr Zer o,
i snsDdFcPort Menber | sRegi st ered Trut hVal ue

}
i snsDdFcPor t Menber Port Name OBJECT- TYPE
SYNTAX FcNanmel dOr Zero (Sl ZE(8))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Port WM of the FC Port that is a nmenber of the DD. The
val ue MJST be a valid FC WAN, as per the FC-GS (Fi bre Channel -
Generic Services) standard. This managed object, conbi ned
with the isnsServerlndex and isnsDdld are the key for this
table. A zero-length string is not a valid value for this
managed object."”

REFERENCE " RFC 4171, Section 6"

::={ isnsbDdFcPort MenberEntry 1 }

i snsDdFcPort Menber | sRegi st ered OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This indicates whether this nenber of the DD is currently
registered in the i SNS Server instance."
REFERENCE "RFC 4171, Section 6.11"
::={ isnsbDdFcPort MenberEntry 2 }

-- Registered Device Information

i snsReg OBJECT IDENTIFIER ::= { isnsServerinfo 6 }
i snsRegEntitylnfo OBJECT | DENTI FI ER
::={ isnsReg 1}

-- 1 SNS Registered Entities Table

i snsRegEntityTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | snsRegEntityEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"A table containing registered Entity objects in each i SNS
server instance. The nunber of entries in the table is
dependent on the nunber of Entity objects registered in the
i SNS Server instances. Al Entity objects are registered in
the i SNS using the i SNS protocol ."
::={ isnsRegEntitylnfo 1 }

i snsRegEntityEntry OBJECT- TYPE
SYNTAX | snsRegEntityEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Information on one registered Entity object in an i SNS
server instance."
I NDEX { isnsServerl ndex,
i snsRegEntityl ndex }
.= { isnsRegEntityTable 1}

I snsRegEntityEntry ::=

SEQUENCE {
i snsRegEntityl ndex | snsEntityl ndexl dOr Zer o,
i snsRegEntityEl D SnnpAdmi nStri ng,
i snsRegENntityProtocol Unsi gned32,
[

i snsRegENnti t yManagenent Addr essType

| net Addr essType,
i snsRegEnt i t yManagenent Addr ess

| net Addr ess,

i snsRegEntityTi mestanp Ti meSt anp,
i snsRegEnti tyVersi onM n Unsi gned32,
i snsRegEnt it yVer si onMax Unsi gned32,
i snsRegENntityRegi strationPeri od
Unsi gned32
}
i snsRegENntityl ndex OBJECT- TYPE
SYNTAX I snsEntityl ndexl dOr Zero
(1 .. 4294967295 )
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The Entity Index for this entity. This index is assigned
by the i SNS Server when an Entity is initially registered.
The Entity Index can be used to represent a registered
Entity object in situations where the Entity EID would
be too long/unwieldy. Zero is not a valid value for this
obj ect."

REFERENCE "RFC 4171, Section 6"
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::={ isnsRegEntityEntry 1}

i snsRegEntityElID OBJECT- TYPE
SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The EID is a unique registered Entity object identifier, as
specified in the i SNS Specification. This is the i SNS
Entity ldentifier for the registered Entity object."

REFERENCE "RFC 4171, Section 6"

::={ isnsRegEntityEntry 2}
i snsRegEntityProtocol OBJECT- TYPE
SYNTAX Unsigned32 ( 1 .. 4294967295 )
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The bl ock storage protocol supported by this entity, as
defined in the i SNS Specification, Section 6.2.2. The
following values are initially assigned.

Type Val ue Entity Type
1 No Protoco
2 i SCSI
3 i FCP
Al Ohers As assigned by | ANA

The full set of current Block Storage Protocols are
specified in the | ANA-mai ntained regi stry of assigned

i SNS parameters. Please refer to RFC 4171 and the i SNS
paraneters mai ntai ned at | ANA "

REFERENCE "RFC 4171, Section 6.2.2, and | ANA Assi gnnments”
::={ isnsRegEntityEntry 3}
i snsRegEnti t yManagenent Addr essType OBJECT- TYPE
SYNTAX I net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The type of Inet address in isnsRegEntityManagenent Address.

If the address is specified,

then it nmust be a valid unicast

address and the value of this object nust be ipv4(1),

i pv6(2), ipvdz(3),
this object is unknown(O0),

or ipv6z(4);

ot herwi se, the val ue of

and the val ue of

i snsRegEnt it yManagenent Address is the zero-length string."

=
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i snsRegEnti t yManagenent Addr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The i SNS Managenent |P Address for the registered Entity
object. The fornmat of this object is specified by
i snsRegENnti t yManagenent Addr essType. "
REFERENCE "RFC 4171, Section 6"
::={ isnsRegEntityEntry 5}

i snsRegEntityTi mestanp OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The i SNS Entity Registration Tinmestanp for the registered
Entity object. This is the nost recent date and tine that
the registered Entity object, and associ ated registered
obj ects contained in the Entity, were regi stered or
updat ed. "

REFERENCE "RFC 4171, Section 6"
::={ isnsRegEntityEntry 6 }

i snsRegEnti tyVersi onM n OBJECT- TYPE
SYNTAX Unsigned32 ( 0 .. 254 | 255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The m ni mum versi on supported for the bl ock storage protoco
specified by isnsRegEntityProtocol. The protocol version

specified can be from1l to 254. A value of 255 is a wldcard
val ue, indicating no m nimum version value has been specified
for this Entity. Entity registrations with an
i snsRegEntityProtocol of 'No Protocol’” SHALL have an
i snsRegEntityVersi onMn value of 0."

REFERENCE "RFC 4171, Section 6.2.5"

::={ isnsRegEntityEntry 7 }

i snsRegEnt i t yVer si oniVax OBJECT- TYPE
SYNTAX Unsigned32 ( 0 .. 254 | 255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The maxi mum versi on supported for the bl ock storage protoco
specified by isnsRegEntityProtocol. The protocol version

specified can be from1l to 254. A value of 255 is a wldcard
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val ue, indicating no maxi mum version value has been specified
for this Entity. Entity registrations with an
i snsRegEntityProtocol of 'No Protocol’ SHALL have an
i snsRegEntityVersionvax val ue of 0."
REFERENCE "RFC 4171, Section 6.2.5"
::={ isnsRegEntityEntry 8 }

i snsRegEntityRegi strationPeri od OBJECT- TYPE

SYNTAX Unsigned32 ( 0 .. 4294967295 )
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The i SNS Entity Status Inquiry (ESI) registration period,
whi ch indicates the maxi numtinme, in seconds, that the
registration will be maintained without receipt of an i SNSP
nmessage fromthe entity. |If the Registration Period is set
to 0, then the Entity SHALL NOT be deregi stered due to no
contact with the entity."

REFERENCE " RFC 4171, Section 6"
::={ isnsRegEntityEntry 9 }

-- Registered Objects Associated Wth an Entity I nformation

i snsRegEntityNuntbj ect sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF
I snsRegEnti t yNunObj ect SEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A table containing information on the nunber of registered
obj ects associated with a registered Entity in the i SNS
server instance. The nunber of entries in the table is
dependent on the nunber of registered Entity objects in the
i SNS. "

::={ isnsRegEntitylnfo 2 }

i snsRegEntityNunObj ect sEntry OBJECT- TYPE

SYNTAX | snsRegEnti t yNunObj ect SEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Informati on on the nunber of registered objects associ ated
with a registered Entity object in an i SNS Server instance."”
I NDEX { isnsServerl ndex,
i snsRegEntityl ndex }
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::={ isnsRegEntityNumbjectsTable 1 }

| snsRegEnti t yNuntbj ect sEntry :: =
SEQUENCE {
i snsRegEntityl nfoNunPortal s Gauge32,
i snsRegEnti tyl nf oNunPort al G oups Gauge32,
i snsRegEnti tyl nf oNum scsi Nodes Gauge32,
i snsRegEntityl nf oNunfcPorts Gauge32,
i snsRegEnt it yl nf oNunfcNodes Gauge32

i snsRegEntityl nfoNunPortal s OBJECT- TYPE

SYNTAX Gauge32 ( 0 .. 4294967295 )
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunmber of Portals associated with this Entity."
::= { isnsRegEntityNuntbjectsEntry 1 }

i snsRegEntityl nf oNunPortal Groups OBJECT- TYPE

SYNTAX Gauge32 ( 0 .. 4294967295 )
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of Portal G oups associated with this Entity.
::= { isnsRegEntityNuntbjectsEntry 2 }

i snsRegEntityl nfoNunl scsi Nodes OBJECT- TYPE

SYNTAX Gauge32 ( 0 .. 4294967295 )
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of i SCSI Storage Nodes associated with this
Entity."”

::={ isnsRegEntityNumbjectskEntry 3 }

i snsRegEntityl nfoNunFcPorts OBJECT- TYPE

SYNTAX Gauge32 ( 0 .. 4294967295 )
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of FC Ports associated with this Entity."
::= { isnsRegEntityNuntbjectsEntry 4 }

i snsRegEntityl nf oNunFFcNodes OBJECT- TYPE

SYNTAX Gauge32 ( 0 .. 4294967295 )
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The nunber of FC Nodes associated with this Entity."
::={ isnsRegEntityNumbjectskEntry 5 }

-- 1 SNS Regi stered Portal |nformation

i snsRegPortal |l nfo OBJECT | DENTI FI ER
= { isnsReg 2}

-- 1 SNS Regi stered Portal Table

i snsRegPort al Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | snsRegPortal Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A table containing the registered Portals in the i SNS.
The nunber of entries is dependent on the nunber of
Portals registered in the i SNS."

::={ isnsRegPortalInfo 1 }

i snsRegPortal Entry OBJECT- TYPE
SYNTAX | snsRegPortal Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"I nformati on on one registered Entity Portal in the i SNS
The Entity Index is part of the table index to quickly
find Portals that support a specific Entity."

I NDEX { isnsServerl ndex,

i snsRegEnt i tyl ndex,

i snsRegPortal Portal | ndex }
::={ isnsRegPortal Table 1 }

I snsRegPortal Entry ::=

SEQUENCE {
i snsRegPort al Portal | ndex | snsPort al | ndexl d,
i snsRegPort al Addr essType | net Addr essType,
i snsRegPor t al Addr ess | net Addr ess,
i snsRegPort al Port Type | snsPort al Port Typel d,
i snsRegPort al Port | net Port Nunber,
i snsRegPort al Synbol i cNane SnnpAdni nSt ri ng,
i snsRegPortal Esi | nt erval Unsi gned32,
i snsRegPort al Esi Port Type | snsPort al Port Typel d,
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i snsRegPort al Esi Port | net Port Nunber,
i snsRegPort al ScnPort Type | snsPort al Port Typel d,
i snsRegPor t al ScnPort | net Port Nunber,
i snsRegPortal Securitylnfo I snsPortal SecurityType
}
i snsRegPort al Portal | ndex OBJECT- TYPE
SYNTAX I snsPort al | ndexl d
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index for this Entity Portal ."
REFERENCE "RFC 4171, Section 6"
::={ isnsRegPortal Entry 1 }

i snsRegPort al Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of Inet address in isnsRegPortal Address. |f the
address is specified, then it nmust be a valid unicast
address and the value of this object nust be ipv4(1),

i pv6(2), ipv4z(3), or ipv6z(4); otherw se, the value

of this object is unknown(0), and the val ue of

i snsRegPortal Address is the zero-length string.”
::={ isnsRegPortal Entry 2 }

i snsRegPort al Addr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Inet Address for this Portal as defined in the i SNS
Specification, RFC 4171. The format of this object is
speci fied by isnsRegPortal AddressType. "

REFERENCE "RFC 4171, Section 6"
::={ isnsRegPortal Entry 3}

i snsRegPort al Port Type OBJECT- TYPE
SYNTAX I snsPortal Port Typel d
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The port type for this Portal, either UDP or TCP, as
defined in the i SNS Specification, RFC 4171."
REFERENCE "RFC 4171, Section 6"
::={ isnsRegPortal Entry 4 }
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i snsRegPort al Port OBJECT- TYPE
SYNTAX I net Port Number ( 1 .. 65535 )
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The port nunber for this Portal as defined in the
i SNS Specification, RFC 4171. \Wether the Portal type
is TCP or UDP is indicated by isnsRegPortal Port Type. "
REFERENCE "RFC 4171, Section 6"
::={ isnsRegPortal Entry 5 }

i snsRegPort al Synbol i cNane OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Synmbolic Nane for this Portal as defined in the i SNS
Specification, RFC 4171. |If not provided, then the string
SHALL be zero-length."”

REFERENCE "RFC 4171, Section 6"
::={ isnsRegPortal Entry 6 }

i snsRegPort al Esi | nt erval OBJECT- TYPE
SYNTAX Unsigned32 ( 0 .. 65535)
UNI TS "seconds”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Entity Status Inquiry (ESI) Interval for this Portal
as defined in the i SNS Specification, RFC 4171. A val ue of
O indicates that ESI nonitoring has not been configured for
this Portal ."

REFERENCE "RFC 4171, Section 6.3.4"

::={ isnsRegPortal Entry 7 }

i snsRegPort al Esi Port Type OBJECT- TYPE

SYNTAX I snsPortal Port Typel d
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The port type for the ESI Port, either UDP or TCP, as
defined in the i SNS Specification, RFC 4171."
REFERENCE "RFC 4171, Section 6"
::={ isnsRegPortal Entry 8 }

i snsRegPort al Esi Port OBJECT- TYPE
SYNTAX | net Por t Nunber
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The TCP or UDP port nunber used for ESI nonitoring. Whether
the port type is TCP or UDP is indicated by
i snsRegPortal Esi Port Type. A value of 0 indicates that ESI
nmonitoring is not enabled for this Portal ."
REFERENCE "RFC 4171, Section 6"
::={ isnsRegPortal Entry 9 }

i snsRegPort al ScnPort Type OBJECT- TYPE

SYNTAX I snsPortal Port Typel d
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The port type for the SCN Port, either UDP or TCP, as
defined in the i SNS Specification, RFC 4171."
REFERENCE "RFC 4171, Section 6"
::={ isnsRegPortal Entry 10 }

i snsRegPort al ScnPort OBJECT- TYPE
SYNTAX | net Port Nunber
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The TCP or UDP port used to receive SCN nmessages fromthe
i SNS Server. \ether the port type is TCP or UDP is
i ndi cated by isnsRegPortal ScnPort Type. A value of 0O
i ndi cates that SCN nessage receipt is not enabled for this
Portal . "
REFERENCE "RFC 4171, Section 6"
::={ isnsRegPortal Entry 11 }

i snsRegPortal Securitylnfo OBJECT- TYPE

SYNTAX I snsPort al SecurityType
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Indi cates security attribute settings for the Portal as
registered in the i SNS server. The bit for bitmpVALID nust
be set in order for this attribute to contain valid
information. Setting a bit to 1 indicates the
feature is enabled."

REFERENCE " RFC 4171, Section 6.3.9"
::={ isnsRegPortal Entry 12 }
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-- 1 SNS Regi stered Portal G oup Information

i snsRegPort al Groupl nfo OBJECT | DENTI FI ER
:={ isnsReg 3}

-- 1 SNS Registered Portal Goup (PG Table

i snsRegPgTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | snsRegPgEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A table containing the registered Portal Goups (PGs) in
the i SNS Server instance. The nunber of entries is
dependent on the nunber of Portal G oups registered in
the i SNS. "

::={ isnsRegPortal G ouplnfo 1 }

i snsRegPgENt ry OBJECT- TYPE
SYNTAX | snsRegPgEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"I nformati on on one registered Portal Group in the i SNS
server instance. The Entity Index is part of the table
index to quickly find Portal G oups that support Portals
and i SCSI Storage Nodes in a specific Entity."
I NDEX { isnsServerl ndex,
i snsRegEnt i tyl ndex,
i snsRegPgl ndex }
::= { isnsRegPgTable 1 }

| snsRegPgEntry ::=

SEQUENCE {
snsRegPgl ndex | snsPort al G oupl ndexl d,
snsRegPgl scsi Nodel ndex | snsNodel ndexl d,
snsRegPgl scsi Nane SnnpAdmi nStri ng,

[
[
[
i snsRegPgPortal Portal Il ndex |snsPortallndexld,
i snsRegPgPort al AddressType | net AddressType,
[
[
[
[

snsRegPgPort al Addr ess | net Addr ess,

snsRegPgPort al Port Type | snsPort al Port Typel d,

snsRegPgPort al Port | net Por t Nurber ,

snsRegPgPGT | snsPortal G oupTagl dOr Nul |
}
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i snsRegPgl ndex OBJECT- TYPE
SYNTAX I snsPort al Groupl ndexl d
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The PG Index for this node. The index is created by the
i SNS Server instance for uniquely identifying registered
obj ects. The PG object is registered at the sane tine a
Portal or Storage Node is registered using the i SNS
protocol . "

REFERENCE " RFC 4171, Section 6"
::= { isnsRegPgEntry 1 }

i snsRegPgl scsi Nodel ndex OBJECT- TYPE
SYNTAX | snsNodel ndexI d
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The index for the i SCSI Node associated with this PG
This index can be used to reference the
i snsRegl scsi NodeTabl e. "

REFERENCE "RFC 4171, Section 6"

::= { isnsRegPgEntry 2 }

i snsRegPgl scsi Nane OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE (0..223))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The i SCSI Nanme of the initiator or target associated with
the storage node. The iSCSI Name cannot be | onger than
223 bytes. The i SNS Server internal maximum size is 224
bytes to provide NULL termination. This is the PG i SCS
Nane that uniquely identifies the i SCSI Storage Node that
is associated with this PG "

::= { isnsRegPgEntry 3}

i snsRegPgPort al Portal | ndex OBJECT- TYPE

SYNTAX | snsPortal | ndexld
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The Portal Index for the Portal associated with this PG
Thi s index can be used to reference the isnsRegPortal Table."
::= { isnsRegPgEntry 4 }

i snsRegPgPort al AddressType OBJECT- TYPE
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SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of Inet address in isnsRegPgPortal Address. |If
the address is specified, then it nust be a valid unicast
address and the value of this object nust be ipv4(l),

i pv6(2), ipv4z(3), or ipv6z(4); otherw se, the value

of this object is unknown(0), and the val ue of

i snsRegPgPort al Address is the zero-length string."
::= { isnsRegPgEntry 5 }

i snsRegPgPort al Addr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Inet Address for the Portal that is associated with
the PG The format of this object is specified by
i snsRegPgPor t al Addr essType. "
REFERENCE "RFC 4171, Section 6"
::= { isnsRegPgEntry 6 }

i snsRegPgPort al Port Type OBJECT- TYPE
SYNTAX I snsPort al Port Typel d
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The port type, either UDP or TCP, for the Portal that
is associated with this registered PG object."
REFERENCE "RFC 4171, Section 6"
::={ isnsRegPgEntry 7 }

i snsRegPgPor t al Port OBJECT- TYPE
SYNTAX I net Port Number ( 1 .. 65535 )
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The port nunber for the Portal that is associated with
this registered PG object. Wether the Portal type is
TCP or UDP is indicated by i snsRegPgPortal Port Type."

REFERENCE "RFC 4171, Section 6"
::={ isnsRegPgEntry 8 }

i snsRegPgPGT OBJECT- TYPE
SYNTAX I snsPortal G oupTagl dOr Nul |
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The Portal Goup Tag (PGI) for the registered i SCSI Port al
Group object in an i SNS Server instance. This indicates
the tag value that the Portal uses for access to the i SCS
St orage Node. The PGT is used for coordinated access
between nultiple Portals, as described in the i SCSI
Specification, RFC 3720. A PGT with no association is a
NULL value. The value of -1 indicates a NULL val ue."
REFERENCE " RFC 4171, Section 6, and RFC 3720"
::= { isnsRegPgEntry 9 }

-- 1 SNS Regi stered i SCSI Node |Information

i snsRegl scsi Nodelnfo OBJECT IDENTIFIER ::={ isnsReg 4}

-- 1 SNS Regi stered i SCSI Node Tabl e

i snsRegl scsi NodeTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | snsRegl scsi NodeEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A table containing the registered i SCSI Nodes in the i SNS
server instance. Storage devices register using the i SNS
protocol. \Wile a device cannot be registered in an i SNS
server using SNMP, an entry can be deleted in order to
renove 'stale’ entries. The nunber of entries is related
to the nunber of iSCSI nodes registered in the i SNS. "

;.= { isnsReglscsi Nodelnfo 1 }

i snsRegl scsi NodeEntry OBJECT- TYPE
SYNTAX | snsRegl scsi NodeEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Informati on on one i SCSI node that has been registered in
the i SNS Server instance. New rows cannot be added using
SNWP, "

| NDEX { isnsServerl ndex,

i snsRegEnt i tyl ndex,

i snsRegl scsi Nodel ndex }
::={ isnsReglscsi NodeTable 1 }

| snsRegl scsi NodeEntry ::= SEQUENCE ({
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i snsRegl scsi Nodel ndex | snsNodel ndexI d,

i snsRegl scsi NodeNane SnnpAdmi nStri ng,

i snsRegl scsi NodeType I snsl scsi NodeType,

i snsRegl scsi NodeAl i as SnnpAdmi nStri ng,

i snsRegl scsi NodeScnTypes I snsl scsi ScnType,

i snsRegl scsi NodeWwnToken FcNamel dOr Zer o,

i snsRegl scsi NodeAut hivet hod SnnpAdmi nStri ng
}

i snsRegl scsi Nodel ndex OBJECT- TYPE

SYNTAX I snsNodel ndexl d

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The index for this i SCSI node."
REFERENCE "RFC 4171, Section 6"
;.= { isnsRegl scsi NodeEntry 1 }

i snsRegl scsi NodeNarne OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE (0. .223))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The i SCSI Nanme of the initiator or target associated with
the storage node. The iSCSI Nanme cannot be | onger than
223 bytes. The i SNS Server internal maximum size is 224
bytes to provide NULL ternmination. This is the i SCSI Nane
that uniquely identifies the initiator, initiator/target,
target, or control node in the network."

REFERENCE "RFC 4171, Section 6"
;.= { isnsRegl scsi NodeEntry 2 }

i snsRegl scsi NodeType OBJECT- TYPE
SYNTAX | snsl scsi NodeType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Node Type defining the functions of this i SCSI node."
;.= { isnsRegl scsi NodeEntry 3 }

i snsRegl scsi NodeAl i as OBJECT- TYPE
SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Alias name of the i SCSI node. This is a variable-length
t ext - based description of up to 255 bytes."
REFERENCE "RFC 4171, Section 6"
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::={ isnsReglscsi NodeEntry 4 }

i snsRegl scsi NodeScnTypes OBJECT- TYPE

SYNTAX I snsl scsi ScnType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The State Change Notification (SCN) types enabled for this
i SCSI node. "

REFERENCE "RFC 4171, Section 6.4.4"
;.= { isnsRegl scsi NodeEntry 5 }

i snsRegl scsi NodeWwnToken OBJECT- TYPE

SYNTAX FcNanel dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This contains a globally unique 64-bit integer value that
can be used to represent the Wrld Wde Node Nanme of the
i SCSI device in a Fibre Channel fabric. This identifier is
used during the device registration process, and MJST
conformto the requirenents in RFC 4171. A zero-length string
for this nanaged object indicates that a Node WA t oken has
not been assigned."
REFERENCE "RFC 4171, Section 6"
;.= { isnsRegl scsi NodeEntry 6 }

i snsRegl scsi NodeAut hMet hod OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This attribute contains a null-term nated string containing
UTF-8 text listing the i SCSI authentication nethods enabl ed
for this i SCSI Node, in order of preference. The text
val ues used to identify i SCSI authentication nethods are
enbedded in this string attribute and delineated by a
comma. The text values are identical to those found in
RFC 3720 - i SCSI. Additional vendor-specific text val ues
are al so possible."

REFERENCE " RFC 4171, Section 6, and RFC 3720"
::={ isnsRegl scsi NodeEntry 7 }

-- 1 SNS Regi stered FC Node | nformation

i snsRegFcNodel nf o OBJECT IDENTIFIER ::={ isnsReg 5}
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-- 1 SNS Regi stered FC Node Tabl e

i snsRegFcNodeTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | snsRegFcNodeEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A table containing the registered FC Nodes in the i SNS.
This supports i FCP as defined in RFC 4172."
;.= { isnsRegFcNodelnfo 1 }

i snsRegFcNodeEnt ry OBJECT- TYPE
SYNTAX | snsRegFcNodeEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Informati on on one registered FC node that has been
registered in the i SNS. "
| NDEX { isnsServerl ndex,
i snsRegFcNodeWwn }
::={ isnsRegFcNodeTable 1 }

| snsRegFcNodeEntry :: = SEQUENCE {
i snsRegFcNodeWwn FcNanmel dOr Zer o,
i snsRegFcNodeSynbol i cNane SnnpAdmi nStri ng,
i snsRegFcNodeAddr essType | net Addr essType,
i snsRegFcNodeAddr ess | net Addr ess,
i snsRegFcNodel PA OCTET STRI NG,
i snsRegFcNodePr oxyl scsi Name SnnpAdmi nStri ng,
i snsRegFcNodeNuntcPort s Gauge32

}

i snsRegFcNodeWwn OBJECT- TYPE
SYNTAX FcNanel dOr Zero (Sl ZE(8))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The FC Node Wrld Wde Node Nanme as defined in the i SNS
Specification, RFC 4171. A zero-length string is not valid
for this managed object.”

REFERENCE "RFC 4171, Section 6"
::={ isnsRegFcNodeEntry 1 }

i snsRegFcNodeSynbol i cNane OBJECT- TYPE
SYNTAX SnnpAdmi nString
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The FC Node Synbolic Nanme of the node as defined in the
i SNS Specification, RFC 4171. This is a variable-length
t ext-based description. |If not provided, then the string
SHALL be zero-length.”
REFERENCE "RFC 4171, Section 6"
::= { isnsRegFcNodeEntry 2 }

i snsRegFcNodeAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of Inet address in isnsRegFcNodeAddress. |If
the address is specified, then it nmust be a valid unicast
address and the value of this object nust be ipv4(l),
i pv6(2), ipv4z(3), or ipv6z(4); otherw se, the value
of this object is unknown(0), and the val ue of
i snsRegFcNodeAddress is the zero-length string.”
::={ isnsRegFcNodeEntry 3 }

i snsRegFcNodeAddr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The FC Node | net address of the node as defined in the
i SNS Specification, RFC 4171. The format of this object is
speci fi ed by i snsRegFcNodeAddr essType. "
REFERENCE "RFC 4171, Section 6"
::={ isnsRegFcNodeEntry 4 }

i snsRegFcNodel PA OBJECT- TYPE
SYNTAX OCTET STRI NG (Sl ZE(8))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s managed object identifies the FC Initial Process
Associ ator of the node as defined in the i SNS
Speci fication, RFC 4171."
REFERENCE "RFC 4171, Section 6"
::={ isnsRegFcNodeEntry 5 }

i snsRegFcNodePr oxyl scsi Nane OBJECT- TYPE

SYNTAX
MAX- ACCESS
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STATUS current

DESCRI PTI ON
"The i SCSI Name used to represent the FC Node in the IP
network. It is used as a pointer to the matching i SCSI Name
entry in the i SNS Server. Its value is usually registered
by an FC-i SCSI gateway connecting the IP network to the
fabric contai ning the FC device."

REFERENCE "RFC 4171, Section 6"

::={ isnsRegFcNodeEntry 6 }

i snsRegFcNodeNuntcPort s OBJECT- TYPE
SYNTAX Gauge32 ( 0 .. 4294967295 )
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of FC Ports associated with this FC Node."
::= { isnsRegFcNodeEntry 7 }

-- 1 SNS Regi stered FC Port Tabl e

i snsRegFcPort Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | snsRegFcPortEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Information on registered FC N_Ports in the i SNS. FC Ports
are associated with registered FC Nodes. This supports
i FCP as defined in RFC 4172."
REFERENCE "RFC 4172, Section 4"
;.= { isnsRegFcNodelnfo 2 }

i snsRegFcPort Entry OBJECT- TYPE
SYNTAX | snsRegFcPort Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"I nformati on on one FC Port that has been registered in
i SNS. "

REFERENCE "RFC 4172, Section 4"
| NDEX { isnsServerl ndex,

i snsRegEnt i tyl ndex,

i snsRegFcPort VWwpn }
::={ isnsRegFcPortTable 1 }

| snsRegFcPort Entry ::= SEQUENCE {
i snsRegFcPor t VWwpn FcNamel dOr Zer o,
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i snsRegFcPort 1 D FcAddr essl dOr Zer o,
i snsRegFcPort Type Unsi gned32,
i snsRegFcPort Synbol i cNane SnnpAdmi nStri ng,
i snsRegFcPort Fabri cPort Wwn FcNamel dOr Zer o,
i snsRegFcPor t HA FcAddr essl dOr Zer o,
i snsRegFcPort Addr essType | net Addr essType,
i snsRegFcPor t Addr ess | net Addr ess,
i snsRegFcPort FcCos | snsFcCl assOf Servi ceType,
i snsRegFcPort Fc4Types OCTET STRI NG
i snsRegFcPort Fc4Descr SnnpAdmi nStri ng,
i snsRegFcPort Fc4Feat ur es OCTET STRI NG
i snsRegFcPort ScnTypes I snsl fcpScnType,
i snsRegFcPort Rol e | snsFcPort Rol eType,
i snsRegFcPor t FcNodeWwnn FcNamel dOr Zer o,
i snsRegFcPor t Ppn\Wwn FcNamel dOr Zer o
}
i snsRegFcPor t VWwpn OBJECT- TYPE
SYNTAX FcNanmel dOr Zero (Sl ZE(8))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The FC Port’s Wrld Wde Port Nanme as defined in the i SNS
Specification, RFC 4171. A zero-length string is not valid
for this managed object.”

REFERENCE "RFC 4171, Section 6"
::={ isnsRegFcPortEntry 1 }

i snsRegFcPort 1 D OBJECT- TYPE
SYNTAX FcAddr essl dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The FC Port’s Port ID as defined in the i SNS Specification,
RFC 4171."

REFERENCE "RFC 4171, Section 6"
::={ isnsRegFcPortEntry 2}

i snsRegFcPort Type OBJECT- TYPE
SYNTAX Unsigned32 ( 0 .. 65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The FC Port Type as defined in the i SNS Specificati on,
RFC 4171, and the Fi bre Channel Generic Services
Specification. Current values are as shown bel ow

unknown (0),
nPort (1),
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nl Port (2),
f N Port (3),
f Port (129), -- x' 81
fl Port (130), -- x' 82
ePor t (132), -- x84
bPort (133), -- x' 8%
nFcpPor t (65297), -- X' FF11
i FcpPort (65298), -- X' FF12
unknownEnd (65535)
The future assignnment of any additional values will be

docunmented in a revision of RFC 4171."
REFERENCE "RFC 4171, Section 6.6.3"
::={ isnsRegFcPortEntry 3}

i snsRegFcPort Synbol i cNane OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The FC Port Synbolic Nanme as defined in the i SNS
Specification, RFC 4171. |If not provided, then the
string SHALL be zero-length."

REFERENCE " RFC 4171, Section 6"
::={ isnsRegFcPortEntry 4 }

i snsRegFcPort Fabri cPortWwwn OBJECT- TYPE

SYNTAX FcNanel dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Fabric Port WAN for this entry as defined in the i SNS
Specification, RFC 4171. A zero-length string for this
managed obj ect indicates that the Fabric Port WW i s not
known, or has not yet been registered with the i SNS Server."
REFERENCE "RFC 4171, Section 6"
::= { isnsRegFcPortEntry 5 }

i snsRegFcPor t HA OBJECT- TYPE
SYNTAX FcAddr essl dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The FC Port Hard Address as defined in the i SNS
Speci fication, RFC 4171."

REFERENCE "RFC 4171, Section 6"

::={ isnsRegFcPortEntry 6 }

i snsRegFcPort Addr essType OBJECT- TYPE
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SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of Inet address in isnsRegFcPortAddress. |If
the address is specified, then it nust be a valid unicast
address and the value of this object nust be ipv4(l),
i pv6(2), ipv4z(3), or ipv6z(4); otherw se, the value
of this object is unknown(0), and the val ue of
i snsRegFcPort Address is the zero-length string.”

::={ isnsRegFcPortEntry 7 }

i snsRegFcPort Addr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The FC Port Inet Address as defined in the i SNS
Specification, RFC 4171. The format of this object is
speci fi ed by isnsRegFcPort AddressType. "

REFERENCE "RFC 4171, Section 6"
::={ isnsRegFcPortEntry 8 }

i snsRegFcPort FcCos OBJECT- TYPE
SYNTAX | snsFcd assOf Servi ceType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The FC Port Cl ass of Service as defined in the i SNS
Speci fication, RFC 4171."
REFERENCE "RFC 4171, Section 6"
::={ isnsRegFcPortEntry 9 }

i snsRegFcPort Fc4Types OBJECT- TYPE
SYNTAX OCTET STRING (Sl ZE (32))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The FC Port FC-4 Types as defined in the i SNS
Speci fication, RFC 4171."

REFERENCE "RFC 4171, Section 6.6.9"

::={ isnsRegFcPortEntry 10 }

i snsRegFcPort Fc4Descr OBJECT- TYPE
SYNTAX SnnpAdmi nString (SI ZE(4. . 255))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

G bbons, et al. St andards Track [ Page 61]



RFC 4939 i SNS M B July 2007

"The FC Port FC-4 Descriptor as defined in the i SNS
Speci fication, RFC 4171. The FC-4 Descriptor cannot be
| onger than 255 bytes. The i SNS Server internal maxi num
size is 256 bytes to provide NULL term nation."
REFERENCE "RFC 4171, Section 6.6.10"
::={ isnsRegFcPortEntry 11 }

i snsRegFcPort Fc4Feat ur es OBJECT- TYPE

SYNTAX OCTET STRING (S| ZE (128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The FC Port FC-4 Features as defined in the i SNS
Speci fication, RFC 4171."
REFERENCE "RFC 4171, Section 6.6.11"
::={ isnsRegFcPortEntry 12 }

i snsRegFcPort ScnTypes OBJECT- TYPE
SYNTAX I snslfcpScnType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The i FCP State Change Notification (SCN) types enabl ed for
the registered object."
REFERENCE "RFC 4171, Section 6"
::={ isnsRegFcPortEntry 13 }

i snsRegFcPort Rol e OBJECT- TYPE
SYNTAX | snsFcPort Rol eType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The FC Port Role defines the role of the registered
obj ect."

REFERENCE "RFC 4171, Section 6"
::={ isnsRegFcPortEntry 14 }

i snsRegFcPor t FcNodeWwn OBJECT- TYPE
SYNTAX FcNamel dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The FC Node Wirld Wde Node Nane that is associated with
this FC Port as defined in the i SNS Specification, RFC 4171.
Thi s nmanaged object nmay contain a zero-length string prior
to a device registering this value with the i SNS Server."

REFERENCE "RFC 4171, Section 6"
::={ isnsRegFcPortEntry 15 }
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i snsRegFcPor t Ppn\Wwn OBJECT- TYPE
SYNTAX FcNamel dOr Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Pernmanent Port Name (PPN) attribute is the FC Port Name WAPN
of the first Storage Node registered in the i SNS Dat abase
that is associated with a particular FC Device (FC Node).
The PPN of all subsequent Storage Node registrations that
are associated with that FC Device (FC Node) SHALL be set
to the FC Port Name WAPN of the first Storage Node, as
defined in the i SNS Specification, RFC 4171. This nmanaged
obj ect may contain a zero-length string prior to a device
registering this value with the i SNS Server."

REFERENCE " RFC 4171, Section 6"
::={ isnsRegFcPortEntry 16 }

--  Mapping fromFC Node to Entity - FC Port

i snsRegFcNodePort Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF
| snsRegFcNodePort Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A tabl e containing the mappi ng of a regi stered FC Node and
associ ated registered i FCP Port to the supporting registered
Entity object in an i SNS Server instance."

::={ isnsRegFcNodelnfo 3}

i snsRegFcNodePortEntry OBJECT- TYPE
SYNTAX | snsRegFcNodePort Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"I nformati on on one mapping froman FC Node and i FCP Port to
an Entity object registered in an i SNS."
| NDEX { isnsServerl ndex,
i snsRegFcNodeWwn,
i snsRegFcPort VWwpn }
::={ isnsRegFcNodePortTable 1 }

| snsRegFcNodePort Entry :: = SEQUENCE {
i snsRegFcNodePort Entityl ndex |snsEntityl ndexl dOr Zero
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i snsRegFcNodePort Entityl ndex OBJECT- TYPE

SYNTAX I snsEntityl ndexl dOr Zero
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The Entity Index for the registered Entity object
associated with the FC Port and FC Node. This managed
obj ect may contain the value of zero prior to a device
registering this value with the i SNS Server."

::={ isnsRegFcNodePortEntry 1 }

-- iSNS Notifications Information ----------ccc----

i snsNotificationslnfo OBJECT | DENTI FI ER
::={ isnsCbjects 2}
i snsl nstancel nfo OBJECT- TYPE
SYNTAX SnnpAdmi nString
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON

"Textual information about the notification event and the
i SNS Server generating the notification. An exanple is:
i SNS Server Started."

::={ isnsNotificationsinfo 1 }

i snsAddressNoti ficati onType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON
"The type of Inet address in isnsAddressNotification. |If

the address is specified, then it nmust be a valid unicast
address and the value of this object nust be ipv4(l),
i pv6(2), ipv4z(3), or ipv6z(4); otherw se, the value
of this object is unknown(0), and the val ue of
i snsAddressNotification is the zero-length string."
::={ isnsNotificationsinfo 2 }

i snsAddressNotification OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON

"ldentifies the |IP address of the i SNS Server. The fornmat of
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this object is specified by isnsAddressNotificationType.

The | P address will always be specified in the notification

unl ess an error causes the I P address to not be known."
::={ isnsNotificationsinfo 3 }

i snsTcpPort Notification OBJECT- TYPE
SYNTAX I net Port Nurnber
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON

"Indi cates the TCP port the i SNS Server is using,
or O if TCP-based registrations are not supported.”
::={ isnsNotificationsinfo 4 }

i snsUdpPort Notification OBJECT- TYPE
SYNTAX | net Port Nurnber
MAX- ACCESS accessible-for-notify
STATUS current
DESCRI PTI ON

"Indi cates the UDP port the i SNS Server is using,
or O if UDP-based registrations are not supported.”
::={ isnsNotificationsinfo 5 }

-- 1SNS Notification Block ---------ccm--

i snsServer St art NOTI FI CATI ON- TYPE
OBJECTS {
i snsl nst ancel nf o,
i snsAddressNotificationType,
i snsAddressNotification,
i snsTcpPort Notification,
i snsUdpPort Notification

}
STATUS current
DESCRI PTI ON
"This notification is sent when an i SNS Server begins
operation. The notification provides the follow ng:

i snslnstancelnfo : i SNS Server textual information
i snsAddressTypeNotification : i SNS Server address type
i snsAddressNotification : i SNS Server address

i snsTcpPortNotification : i SNS Server TCP Port
i snsUdpPort Notification : i SNS Server UDP Port

2= { isnsNotifications 1 }

i snsSer ver Shut down NOTI FI CATI ON- TYPE
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OBJECTS {
i snsl nst ancel nf o,
i snsAddressNotificationType,
i snsAddressNotification,
i snsTcpPortNotification,
i snsUdpPort Notification

}
STATUS current
DESCRI PTI ON
"This notification is sent when an i SNS Server is
shutdown. The notification provides the foll ow ng:

i snslnstancelnfo : i SNS Server textual information
i snsAddressTypeNotification : i SNS Server address type
i snsAddressNotification : i SNS Server address

i snsTcpPortNotification : i SNS Server TCP Port
i snsUdpPort Notification : i SNS Server UDP Port

2= { isnsNotifications 2 }

i snsConpl i ances OBJECT I DENTIFIER ::= { isnsConformance 1 }
i snsl scsi Server Conpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON

"Initial conpliance statenent for an i SNS Server
providi ng support to i SCSI clients."”
MODULE -- this nodul e
MANDATORY- GROUPS {
i snsServerAttri but esG oup,
i snsServer | scsi Control NodeG oup,
i snsServer |l scsi DdsDdCbj Group,
i snsServer Regl scsi Cbj Group,
i snsServer Nuntbj ect sG oup,
i snsNotificati onsQbj G oup,
i snsServerNotificationG oup
}
OBJECT isnsServerDi scoveryMcG oupType
SYNTAX | net Addr essType { unknown(0), ipv4(1l), ipv6e(2),
i pv4z(3), ipv6z(4) }
DESCRI PTI ON
"Only support for unknown, ipv4, ipv6, ipvdz, ipv6z
is required.”
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OBJECT isnsServer D scover yMcG oupAddr ess
SYNTAX | net Address (SIZE (O | 4| 8| 16 | 20 ))
DESCRI PTI ON
"Only addresses for unknown, ipv4, ipv6, ipvédz, ipv6z
and their related SIZE need to be supported.”

OBJECT i snsDdPort al Menber Addr essType
SYNTAX | net Addr essType { unknown(O0), ipv4(1l), ipv6(2),
i pv4z(3), ipv6z(4) }
DESCRI PTI ON
"Only support for unknown, ipv4, ipv6, ipvdz, ipv6z
is required.”

OBJECT i snsDdPort al Menber Addr ess
SYNTAX | net Address (SIZE (O | 4| 8| 16 | 20 ))
DESCRI PTI ON
"Only addresses for unknown, ipv4, ipv6, ipvédz, ipv6z
and their related SIZE need to be supported.”

OBJECT i snsRegEntityManagenent Addr essType
SYNTAX | net Addr essType { unknown(O0), ipv4(1l), ipv6(2),
i pvdz(3), ipv6z(4) }
DESCRI PTI ON
"Only support for unknown, ipv4, ipv6, ipvdz, ipv6z
is required.”

OBJECT i snsRegEntityManagenent Addr ess
SYNTAX | net Address (SIZE (O | 4| 8| 16 | 20 ))
DESCRI PTI ON
"Only addresses for unknown, ipv4, ipv6, ipvédz, ipv6z
and their related SIZE need to be supported.”

OBJECT i snsRegPort al Addr essType
SYNTAX | net Addr essType { unknown(O0), ipv4(1l), ipv6(2),
i pvdz(3), ipv6z(4) }
DESCRI PTI ON
"Only support for unknown, ipv4, ipv6, ipvdz, ipv6z
is required.”

OBJECT i snsRegPort al Addr ess
SYNTAX | net Address (SIZE (O | 4| 8| 16 | 20 ))
DESCRI PTI ON
"Only addresses for unknown, ipv4, ipv6, ipvédz, ipv6z
and their related SIZE need to be supported.”

OBJECT i snsRegPgPort al Addr essType

SYNTAX | net Addr essType { unknown(O0), ipv4(1l), ipv6(2),
i pvdz(3), ipv6z(4) }
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DESCRI PTI ON
"Only support for unknown, ipv4, ipv6, ipvdz, ipv6z
is required.”

OBJECT i snsRegPgPort al Addr ess
SYNTAX | net Address (SIZE (O | 4| 8| 16 | 20 ))
DESCRI PTI ON
"Only addresses for unknown, ipv4, ipv6, ipvédz, ipv6z
and their related SIZE need to be supported.”

OBJECT isnsAddressNotificationType
SYNTAX | net Addr essType { unknown(O0), ipv4(1l), ipv6(2),
i pvdz(3), ipv6z(4) }
DESCRI PTI ON
"Only support for unknown, ipv4, ipv6, ipvdz, ipv6z
is required.”

OBJECT i snsAddressNotification
SYNTAX | net Address (SIZE (O | 4| 8| 16 | 20 ))
DESCRI PTI ON
"Only addresses for unknown, ipv4, ipv6, ipvédz, ipv6z
and their related SIZE need to be supported.”
::={ isnsConpliances 1 }

i snsl fcpServer Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Initial conpliance statenent for an i SNS Server
providing support to i FCP Clients."
MODULE -- this nodul e
MANDATORY- GROUPS {
i snsServerAttri but esG oup,
i snsServer | fcpPort Control NodeG oup
i snsServer | fcpbDdsDdObj G oup,
i snsServer Regl f cpQbj Group,
i snsServer Nuntbj ect sG oup,
i snsNotificationsQbj G oup,
i snsServerNotificationG oup
}
OBJECT isnsServerDi scoveryMcG oupType
SYNTAX | net Addr essType { unknown(0), ipv4(1l), ipv6e(2),
i pv4z(3), ipv6z(4) }
DESCRI PTI ON
"Only support for unknown, ipv4, ipv6, ipv4z, and ipv6z
is required.”

OBJECT isnsServer D scover yMcG oupAddr ess
SYNTAX | net Address (SIZE (O | 4] 8| 16 | 20))
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DESCRI PTI ON
"Only addresses for unknown, ipv4, ipv6, ipvédz, ipv6z,
and their related SIZE need to be supported.”

OBJECT i snsDdPort al Menber Addr essType
SYNTAX | net Addr essType { unknown(O0), ipv4(1l), ipv6(2),
i pv4z(3), ipv6z(4) }
DESCRI PTI ON
"Only support for unknown, ipv4, ipv6, ipv4z, and ipv6z
is required.”

OBJECT i snsDdPort al Menber Addr ess
SYNTAX | net Address (SIZE (O | 4| 8| 16 | 20 ))
DESCRI PTI ON
"Only addresses for unknown, ipv4, ipv6, ipvédz, ipv6z,
and their related SIZE need to be supported.”

OBJECT i snsRegEntityManagenent Addr essType
SYNTAX | net Addr essType { unknown(O0), ipv4(1l), ipv6(2),
i pvdz(3), ipv6z(4) }
DESCRI PTI ON
"Only support for unknown, ipv4, ipv6, ipv4z, and ipv6z
is required.”

OBJECT i snsRegEntityManagenent Addr ess
SYNTAX | net Address (SIZE (O | 4| 8| 16 | 20 ))
DESCRI PTI ON
"Only addresses for unknown, ipv4, ipv6, ipvédz, ipv6z,
and their related SIZE need to be supported.”

OBJECT i snsRegPort al Addr essType
SYNTAX | net Addr essType { unknown(O0), ipv4(1l), ipv6(2),
i pvdz(3), ipv6z(4) }
DESCRI PTI ON
"Only support for unknown, ipv4, ipv6, ipv4z, and ipv6z
is required.”

OBJECT i snsRegPort al Addr ess
SYNTAX | net Address (SIZE (O | 4| 8| 16 | 20 ))
DESCRI PTI ON
"Only addresses for unknown, ipv4, ipv6, ipvédz, ipv6z,
and their related SIZE need to be supported.”

OBJECT i snsRegFcNodeAddr essType
SYNTAX | net Addr essType { unknown(O0), ipv4(1l), ipv6(2),
i pvdz(3), ipv6z(4) }
DESCRI PTI ON
"Only support for unknown, ipv4, ipv6, ipv4z, and ipv6z
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is required.”

OBJECT i snsRegFcNodeAddr ess
SYNTAX | net Address (SIZE (O | 4| 8| 16 | 20 ))
DESCRI PTI ON
"Only addresses for unknown, ipv4, ipv6, ipvédz, ipv6z,
and their related SIZE need to be supported.”

OBJECT i snsRegFcPort Addr essType
SYNTAX | net Addr essType { unknown(O0), ipv4(1l), ipv6(2),
i pvdz(3), ipv6z(4) }
DESCRI PTI ON
"Only support for unknown, ipv4, ipv6, ipv4z, and ipv6z
is required.”

OBJECT i snsRegFcPort Addr ess
SYNTAX | net Address (SIZE (O | 4| 8| 16 | 20 ))
DESCRI PTI ON
"Only addresses for unknown, ipv4, ipv6, ipvédz, ipv6z,
and their related SIZE need to be supported.”

OBJECT isnsAddressNotificationType
SYNTAX | net Addr essType { unknown(O0), ipv4(1l), ipv6(2),
i pvdz(3), ipv6z(4) }
DESCRI PTI ON
"Only support for unknown, ipv4, ipv6, ipv4z, and ipv6z
is required.”

OBJECT i snsAddressNotification
SYNTAX | net Address (SIZE (O | 4| 8| 16 | 20 ))
DESCRI PTI ON
"Only addresses for unknown, ipv4, ipv6, ipvédz, ipv6z,
and their related SIZE need to be supported.”
::={ isnsConpliances 2 }

i snsG oups OBJECT I DENTIFIER ::= { isnsConformance 2 }
i snsServerAttri but esG oup OBJECT- GROUP
OBJECTS {

i snsSer ver Nane,

i snsServer | snsVersi on

i snsSer ver Vendor | nf o,

i snsSer ver Physi cal | ndex,

i snsServer TcpPort,

i snsServer UdpPort,

i snsServerDi scontinuityTi ne,

i snsServer Rol e,

i snsServer Di scover yMet hodsEnabl ed,
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i snsServer Di scover yMcG oupType,

i snsServer Di scover yMcG oupAddr ess,
i snsServer Esi NonResponseThr eshol d,
i snsSer ver Enabl eCont r ol NodeMyt Scn,
i snsSer ver Def aul t DdDds St at us,

i snsSer ver Updat eDdDdsSupport ed,

i snsSer ver Updat eDdDdsEnabl ed

}
STATUS current
DESCRI PTI ON
"I SNS Server attributes."
c:={ isnsGoups 1}

i snsServer Nuntbj ect sG oup OBJECT- GROUP
OBJECTS {
i snsNunDds,
i snsNunDd,
i snsNunEntities,
i snsNunPortal s,
i snsNunPort al Gr oups,
i snsNuml scsi Nodes,
i snsNunfcPorts,
i snsNuntcNodes,
i snsRegEnti tyl nfoNunPort al s,
i snsRegEnti tyl nf oNunPort al G oups,
i snsRegEntityl nf oNum scsi Nodes,
i snsRegEnti tyl nf oNunfFcPorts,
i snsRegEnt i tyl nf oNunfcNodes

}

STATUS current

DESCRI PTI ON
"Managed objects indicating the nunber of registered objects
in an i SNS Server or the nunber of registered objects
associated with a registered Entity. These managed objects
are optional to inplenent."”

:={ isnsGoups 2}

i snsServer | scsi Control NodeG oup OBJECT- GROUP
OBJECTS {
i snsCont r ol Nodel scsi NodeNane,
i snsControl Nodel scsi | sRegi st er ed,
i snsControl Nodel scsi Revivgt SCN

}
STATUS current
DESCRI PTI ON
"i SNS Server iSCSI control node managed objects."
:={ isnsGoups 3}
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i snsServer | fcpPort Cont rol NodeG oup OBJECT- GROUP
OBJECTS {
i snsControl NodeFcPort | sRegi st ered,
i snsCont r ol NodeFcPort ReviMgt SCN

}
STATUS current
DESCRI PTI ON
"i SNS Server i FCP Port control node managed objects."
:={ isnsGoups 4}

i snsServer | scsi DdsDdCbj Gr oup OBJECT- GROUP
OBJECTS {
i snsDdsSynbol i cNane,
i snsDdsSt at us,
i snsDdsMenber Synbol i cNane,
i snsDdSynbol i cNane,
i snsDdFeat ures,
i snsDdl scsi Menmber Nane,
i snsDdl scsi Menber | sRegi st er ed,
i snsDdPort al Menber Addr essType,
i snsDdPort al Menber Addr ess,
i snsDdPort al Menber Port Type,
i snsDdPort al Menber Port
i snsDdPort al Menber | sRegi st er ed
}
STATUS current
DESCRI PTI ON
"i SNS Server DDS and DD managed objects for iSCSI."
:={ isnsGoups 5}

i snsServer | fcpbDdsDdOhj Group OBJECT- GROUP
OBJECTS {
i snsDdsSynbol i cNane,
i snsDdsSt at us,
i snsDdSynbol i cNane,
i snsDdFeat ures,
i snsDdPort al Menber Addr essType,
i snsDdPort al Menber Addr ess,
i snsDdPort al Menber Port Type,
i snsDdPort al Menber Port
i snsDdPort al Menber | sRegi st er ed,
i snsDdFcPort Menber | sRegi st er ed
}
STATUS current
DESCRI PTI ON
"i SNS Server DDS and DD managed objects for i FCP."
::={ isnsGoups 6 }
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i snsSer ver Regl scsi Cbj G oup OBJECT- GROUP
OBJECTS {
i snsRegEntityEl D,
i snsRegEnt i t yPr ot ocol
i snsRegENnti t yManagenent Addr essType,
i snsRegEnt i t yManagenent Addr ess,
i snsRegENntityTi mest anp,
i snsRegEnti tyVersi onM n,
i snsRegEnt i t yVer si onMax,
i snsRegEntityRegi strati onPeri od,
i snsRegEntityl nfoNunPort al s,
i snsRegEntityl nf oNunPort al G oups,
i snsRegEntityl nf oNum scsi Nodes,
i snsRegEnti tyl nf oNunfFcPorts,
i snsRegEnti tyl nf oNunfFcNodes,
i snsRegPort al Addr essType,
i snsRegPort al Addr ess,
i snsRegPort al Port Type,
i snsRegPort al Port,
i snsRegPor t al Synmbol i cNane,
i snsRegPort al Esi | nt erval
i snsRegPort al Esi Port Type,
i snsRegPort al Esi Port,
i snsRegPort al ScnPort Type,
i snsRegPort al ScnPort ,
i snsRegPort al Securityl nfo,
i snsRegPgl scsi Nodel ndex,
i snsRegPgl scsi Nane,
i snsRegPgPor t al Port al | ndex,
i snsRegPgPor t al Addr essType,
i snsRegPgPor t al Addr ess,
i snsRegPgPort al Port Type,
i snsRegPgPort al Port,
i snsRegPgPGT,
i snsRegl scsi NodeNane,
i snsRegl scsi NodeType,
i snsRegl scsi NodeAl i as,
i snsRegl scsi NodeScnTypes,
i snsRegl scsi NodeWwnToken
i snsRegl scsi NodeAut hivet hod
}
STATUS current
DESCRI PTI ON
"i SNS Server registered i SCSI managed objects."
:={ isnsGoups 7}

i snsServer Regl f cpQbj G oup OBJECT- GROUP
OBJECTS {
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i snsRegEntityEl D,

i snsRegEnt it yPr ot ocol

i snsRegENnti t yManagenent Addr essType,
i snsRegEnt i t yManagenent Addr ess,
i snsRegENntityTi mest anp,

i snsRegEnti tyVersi onM n,

i snsRegEnt i t yVer si onMax,

i snsRegEntityRegi strati onPeri od,
i snsRegEntityl nfoNunPort al s,

i snsRegEntityl nf oNunPort al G oups,
i snsRegEntityl nf oNum scsi Nodes,
i snsRegEnti tyl nf oNunfFcPorts,

i snsRegEnti tyl nf oNunfFcNodes,

i snsRegPort al Addr essType,

i snsRegPort al Addr ess,

i snsRegPort al Port Type,

i snsRegPort al Port,

i snsRegPor t al Synbol i cNane,

i snsRegPort al Esi | nt erval

i snsRegPort al Esi Port Type,

i snsRegPor t al Esi Port,

i snsRegPort al ScnPort Type,

i snsRegPort al ScnPort,

i snsRegPort al Securityl nfo,

i snsRegFcPort | D,

i snsRegFcPort Type,

i snsRegFcPort Synmbol i cNane,

i snsRegFcPor t Fabri cPort VWwn,

i snsRegFcPor t HA,

i snsRegFcPort Addr essType,

i snsRegFcPort Addr ess,

i snsRegFcPort FcCos,

i snsRegFcPort Fc4Types,

i snsRegFcPort Fc4Descr,

i snsRegFcPor t Fc4Feat ur es,

i snsRegFcPort ScnTypes,

i snsRegFcPort Rol e,

i snsRegFcPort FcNodeWwnn,

i snsRegFcPort PpnWwn,

i snsRegFcNodeSynbol i cNane,

i snsRegFcNodeAddr essType,

i snsRegFcNodeAddr ess,

i snsRegFcNodel PA,

i snsRegFcNodePr oxyl scsi Nane,

i snsRegFcNodeNunfcPort s,

i snsRegFcNodePort Enti tyl ndex

}
STATUS current
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DESCRI PTI ON
"i SNS Server registered i FCP nanaged objects."
:={ isnsGoups 8}

i snsNotificati onsQj G oup OBJECT- GROUP
OBJECTS {
i snsl nst ancel nf o,
i snsAddressNotificati onType,
i snsAddressNotification
i snsTcpPortNotification,
i snsUdpPort Notification

}
STATUS current
DESCRI PTI ON
"i SNS Notification managed objects."
:={ isnsGoups 9}

i snsServerNotificationGoup NOTIFI CATI ON GROUP
NOTI FI CATI ONS {
i snsServer Start,
i snsSer ver Shut down
}
STATUS current
DESCRI PTI ON
"i SNS Server Notification managed objects."
:={ isnsGoups 10 }
END

6. | ANA Consi derati ons

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri ptor OBJECT | DENTI FI ER val ue

i snsM B { mb-2 163 }

This RFC utilizes the I ANA registry of i SNS paraneters. This
registry was created for the i SNS Specification [ RFC4171], and is

| ocated at http://ww.iana. org/assignments/isns-paraneters.
Specifically, the isnsRegEntityProtocol values used in the MB nodul e
are the values for the Block Storage Protocols that | ANA assigns and
docunents in http://ww.iana.org/assi gnnents/isns-paraneters.
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7.

Security Considerations

There are no nmanagenent objects defined in this MB nodul e that have
a MAX- ACCESS cl ause of read-wite and/or read-create. So, if this
M B nodule is inplenented correctly, then there is no risk that an
intruder can alter or create any nanagenent objects of this MB
nmodul e via direct SNVWP SET operati ons.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nay be considered sensitive or
vul nerabl e in some network environments. It is thus inportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

The i snsDdsMenber Tabl e contains informati on about which Di scovery
Donai ns may be enabled at the sane tine.

The i snsDdTabl e contains information about D scovery Donains,
contai ning storage nodes with an ability to communi cate and exchange
st orage dat a.

The i snsDdl scsi Menber Tabl e i ndi cates whi ch i SCSI nodes are cont ai ned
i n which Discovery Donmi ns.

The isnsDdPort al Menber Tabl e i ndi cates which i SCSI portals are
contained in which D scovery Domains.

The i snsDdFcPort Menber Tabl e i ndi cates which i FCP FC N _Ports are
contained in which D scovery Domains.

The i snsControl Nodel scsi Tabl e i ndi cates whi ch i SCSI nodes have the
ability to possibly control an i SNS server

The isnsControl NodeFcPort Tabl e i ndi cates which i FCP FC N_Ports have
the ability to possibly control an i SNS server

The above object tables provide informati on about storage objects
sessions, and can indicate to a user who is conmuni cating and
exchangi ng st orage dat a.

SNWP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPsec),
even then, there is no control as to who on the secure network is

al l owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.
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It is RECOMMENDED that inplenmenters consider the security features as
provi ded by the SNWMPv3 framework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographi c mechani snms (for
aut henti cati on and privacy).

Further, deploynent of SNWP versions prior to SNWPv3 is NOT
RECOVMENDED. Instead, it is RECOMVENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNMP entity giving access to an

i nstance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitinmte
rights to indeed GET or SET (change/create/delete) them
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