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| ETF Note

This RFC is not a candidate for any level of Internet Standard. The
| ETF di scl ai ns any knowl edge of the fitness of this RFC for any
purpose and in particular notes that the decision to publish is not
based on | ETF review for such things as security, congestion control,
or inappropriate interaction with deployed protocols. The RFC Editor
has chosen to publish this docunent at its discretion. Readers of
this docunment shoul d exercise caution in evaluating its value for

i npl erent ati on and depl oynent. See RFC 3932 for nore infornmation
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Abstract

Mul ti hom ng technol ogy i nproves the availability of host and network
connectivity. Since the behaviors of fixed and nobil e networks
differ, distinct architectures for each have been di scussed and
proposed. This docunment proposes a conmon architecture for both
nmobi | e and fixed networking environnents, using nobile IP (RFC 3775)
and Network Mobility (NEMO RFC 3963). The proposed architecture
requires a nodification of nobile IP and NEMO so that nultiple Care-
of Addresses (CoAs) can be used. |In addition, rmultiple Hone Agents
(HAs) that are located in different places are required for
redundancy.

1. Motivation
Users of small-scale networks need an easy nethod to inprove network
availability and to | oad bal ance several links. Miltihom ng
technol ogy is one of the solutions to inprove availability.
Conventional major multihom ng networks use BGP, but it has sone
i ssues. Therefore, we propose a nultihoning architecture using
mobile IP [1] and NEMO [2] for small-scale fixed networks.
1.1. General Benefits of Miltihom ng
In a multihom ng network environnment, both users and network nmanagers
benefit fromcontrolling outgoing traffic, incomng traffic, or both
of them Those benefits are described in "Goals and Benefits of
Mul ti homing" [3]. The following is a summary of those goals and
benefits:
o Ubi quitous Access
0 Redundancy/ Faul t - Recovery
o Load Sharing
o Load Bal anci ng
o Bi-casting
0 Preference Settings
1.2. Problenms to be Solved to Acconplish Miltihom ng
Several nultihom ng technol ogi es have been proposed so far.

Conventional major multihom ng networks use BGP, but it has sone
i ssues, as follows.
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1.

2.

2.

2.

(1) Increasing route entries in the Internet

In the multihom ng environnents, each user’s network needs to
advertise its address block to all ISPs connected to them If a
mul ti homed user connects to only one ISP, the | SP can adverti se
routing information to aggregate them But sone mnultihomed users
need to connect with different ISPs to be prepared for ISP
failure. In this case, |1SPs need to advertise routing infornmation
for multi honed users without aggregation. Therefore, the nunber
of routing entries in the Internet is increasing one by one.

(2) Difficulty of using multiple links efficiently

It is not easy to control incomng traffic in the case of the
conventional nultihom ng architecture using BG. Therefore, |oad
bal anci ng of connected links is difficult.

Using the Architecture of Mobile I P and NEMO to Sol ve the Problens

Basically, nmobile IP (MP) and NEMO have been proposed for nobile
hosts or nobil e networks; however, their architecture and protocol
can be used for fixed networks and to solve the probl ens nentioned
above. The details of the solution are described in the sections
bel ow.

Mor eover, by using the architecture and the protocol of MP and the
NEMDO, the cost of network operation will be decreased. For instance,
in the architecture of MP and NEMO renunbering |IP addresses when

of fice or network equi pnment is relocated beconmes unnecessary, as the
network address prefix used by a user network in a nmobile IP

envi ronnment does not depend on the upstream | SP' s network prefix.

Mul ti homing Architecture Using Mbile IP and NEMO

1. NMbile Network | ncludes Fi xed Network

By their nature, NEMO and nobile IP nmust work with multihom ng. This
i s because nobil e nodes need to use nmultiple links to inprove the
availability of network connectivity since the wireless link is not

al ways stable. Therefore, we propose that multihoning for fixed
nodes (routers and hosts) uses the franework of NEMO and nobile IP

2. Overview of Multihom ng Network Architecture Using Mbile IP

Figure 1 shows the basic multihoning network architecture. 1In this
architecture, a nobile router (MR), which is a border router of the
mul ti homed network, sets up several tunnels between the MR and the HA
by multiple-CoA registration. An HA (or a router to which the HA
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bel ongs) advertises the user’s network prefix (Prefix X in Figure 1)

to I SPs via the routing protocol

networks (Prefix X and Y in Figure 1),
aggregated network prefix to | SPs.
i ncrease one by one when the nunber of rmultihoned

entries do not
users i s increased.

If the HA has several nultihomed
they can advertise an

Therefore, the Internet routing

HA1
| | (Adverti se aggregated prefix X and Y)
| v
| SP
I
Fom e e e eoooooo- o e e e e oo +
| The I nternet |
T T Fomm oo oo - +- +
I I I I
| SP- A | SP-B | SP- A | SP-B
I I I I
I I I I
+--- MR ---+ +--- MR ---+
CoAl | CoA2 CoAl| CoA2
I I
------- +--------- (Prefix X) s------t------ (Prefix YY)

Mul ti homed Network X

Mul ti homed Network Y

Figure 1: Advertisenent of aggregated prefixes

Packets to multihomed users go to the HA, and the HA sends packets to

the MR using CoAl and CoA2.

The HA selects a route in which a CoA is

Nagam ,

used. The route selection algorithmis out for scope of this
docunent. This can inprove the availability of the user network and
control traffic going fromthe ISP to the MR In the basic
architecture, HAl is the single point of failure. 1In order to

i nprove the availability of the user network, nultiple HAs are
needed. This is described in Section 3. 2.
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HA1
M
(1) Packets to prefix X | | | (2) HA forwards the packets
are sent to HA | | v to CoAl or CoA2
Fomm e - Fo-m oo - +
| The Internet |
T +-

(3) Packets are forwarded over
the MP tunnel selected by

I I

I | |

I | |

| | v t he HA1l
| SP- A | SP-B

I | |

I ||

+--- MR---+ v

CoAl | CoA2

I

------- +--------- (Prefix X

Mul ti homed Network A
Figure 2: Packet Forwardi ng by HA
3. Requirenents for Mbile IP and NEMO
3.1. Miltiple Care-of-Addresses (CoAs)

Mul ti pl e Care-of - Addresses are needed to inprove the availability and
to control incom ng and outgoing traffic. The current Mobile |Pv6
and the NEMO Basic Support protocol does not allow registration of
nore than one Care-of Address bound to a honme address to the hone
agent. Therefore, [4] proposes to extend M P6 and NEMO Basi ¢ Support
to allow nultiple Care-of Address registrations for the particular
honme address.

3.2. Miltiple Hone Agents

Mul ti pl e Home Agents shoul d be geographically distributed across the
Internet to inprove service availability and for the | oad bal anci ng
of the HA. Wien all the networks that have HA advertise the sane
network prefix to their adjacent router/network, the traffic is
automatically routed to the nearest Home Agent fromthe viewpoi nt of
routi ng protocol topology. This operation has already been proven to
work in the area of Wb server applications, such as CDN (Contents
Delivery Network), with the Interior Gateway Protocol (IGP) and
Exterior Gateway Protocol (EGP).
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In order to operate nultiple HAs, all HAs nust have the sane

i nformati on such as binding information. This synchronizes the

dat abases anmong the HAs. The HAHA protocol [5] introduces the

bi ndi ng synchroni zati on anong HAs. This is the sanme architecture as
Internal BGP (I BGP). The database is synchronized by full-nesh
topology. |In addition, in order to sinplify operation of the HA the
dat abase is synchroni zed using star topology. This is analogous to
the IBGP route reflector

Mul ti homed Net wor k
Figure 3: Architecture with HA Redundancy
4. Discussion on the Miling List
4.1. Wiy the Proposed Architecture Uses NEMO Protocol s
The mul ti honed architecture proposed in this docunent is basically
the sanme as the architecture of NEMO. Furthernore, NEMO protocols
nmeet the requirenents of the proposed architecture in this docunent,
which are
0 The protocol can be used by the MR to send information such as the
CoA, Honme Address (HoA), and Binding Unique ldentifier (BID) [4]
to the HA
0 The protocol can establish multiple tunnels between the MR and HA

0 The protocol supports multiple HAs and can synchroni ze Bi ndi ng
Caches anong nul tiple HAs.

The proposed nul ti homed architecture uses NEMO protocols as one of

the applications of NEMO. Needl ess to say, using the NEMO protocol
is one of the solutions to acconplish the proposed nultihome
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architecture. Another solution is to propose a new protocol just
Ii ke NEMO. Neverthel ess, such a protocol would have functions just
i ke those of NEMO

4.2. Route Announcenent from Geographically Distributed Miltiple HAs

In the proposed architecture, the xSP (Miltihonmed Service Provider)
is introduced. The xSP is a conceptual service provider; it doesn't
have to be connected to the Internet physically for all practical
purposes. XxSP has one or nore aggregatable nobile network prefixes.
XSP contracts with some | SPs that are physically connected to the
Internet. The purpose of this contract is to set up some HAs in
those | SPs’ networks. Those HAs announce the xSP' s aggregated nobile
network prefixes. This nmeans that HAs work just |ike border gateway
routers, and this situation is the sane as peering between the ISP
and xSP. In this case, the origin Autononous System (AS) announced
fromthe HAs is the xSP.

On the other hand, a multihonmed user (a small office user or home
user) contracts with the xSP to acquire a nobile network prefix from
the xSP. Each multihomed user has an MR and nultiple L3 connectivity
to the Internet via multiple ISPs, and the MR will establish multiple
tunnels to the HA. Since the user’s nobile network prefixes are
aggregat ed and announced fromthe HA, the packets to the user’s
nobil e network will be sent to the nearest HA dependi ng on gl oba
routing information at that time. The HA that received such packets
will forward themto the user’s network over the established multiple
tunnel s.

Thi s nodel of route announcenent fromnmultiple HAs is conpatible with
the conventional scalable Internet architecture, and it doesn't have
scal ability probl ens.

5. Inplementati on and Experinentation

We have inplenented and experinented with the proposed architecture.
Currently, the systemworks well not only on our test-bed network,

but on the Internet. In our experimentation, the MR has two upstream
organi zations (I1SPs) and two Care-of Addresses for each organi zati on.
The MR uses the multiple-CoA option to register the Care-of Addresses
to the HA
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6.

7.

Security Considerations

Thi s docunent describes requirements of rmultiple CoAs and HAs for

redundancy. It is necessary to enhance the protocols of MP and NEMO

to solve the requirenents. Security considerations of these

mul ti hom ng networ ks nust be considered in a specification of each

pr ot ocol .
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