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Abstract
Thi s docunent defines extensions to BGP-4 to enable it to carry
routing information for rmultiple Network Layer protocols (e.g., |Pv6,
| PX, L3VPN, etc.). The extensions are backward conpatible - a router

that supports the extensions can interoperate with a router that
doesn’t support the extensions.
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1.

| nt roducti on

The only three pieces of information carried by BGP-4 [ BGP-4] that
are | Pv4 specific are (a) the NEXT_HOP attribute (expressed as an

| Pv4 address), (b) AGGREGATOR (contains an | Pv4 address), and (c)

NLRI (expressed as | Pv4 address prefixes). This docunent assunes
that any BGP speaker (including the one that supports nultiprotocol
capabilities defined in this docunent) has to have an |Pv4 address
(which will be used, anmong other things, in the AGGREGATOR
attribute). Therefore, to enable BGP-4 to support routing for
mul ti pl e Network Layer protocols, the only two things that have to be
added to BGP-4 are (a) the ability to associate a particul ar Network
Layer protocol with the next hop information, and (b) the ability to
associate a particular Network Layer protocol with NLRI. To identify
i ndi vi dual Network Layer protocols associated with the next hop
informati on and semantics of NLRI, this docunment uses a conbination
of Address Fanmily, as defined in [IANA-AF], and Subsequent Address
Fanmily (as described in this docunent).

One could further observe that the next hop information (the

i nformation provided by the NEXT _HOP attribute) is neaningful (and
necessary) only in conjunction with the advertisenments of reachabl e
destinations - in conjunction with the advertisenents of unreachabl e
destinations (wthdrawi ng routes fromservice), the next hop

i nformation is meani ngless. This suggests that the advertisenent of
reachabl e destinations should be grouped with the adverti senent of
the next hop to be used for these destinations, and that the
advertisement of reachable destinations should be segregated fromthe
advertisenent of unreachabl e destinations.

To provide backward conpatibility, as well as to sinplify

i ntroduction of the nmultiprotocol capabilities into BGP-4, this
docunent uses two new attributes, Miltiprotocol Reachable NLR
(MP_REACH NLRI') and Ml tiprotocol Unreachable NLRI (MP_UNREACH NLRI).
The first one (MP_REACH NLRI) is used to carry the set of reachable
destinations together with the next hop information to be used for
forwarding to these destinations. The second one (MP_UNREACH NLRI)
is used to carry the set of unreachable destinations. Both of these
attributes are optional and non-transitive. This way, a BGP speaker
that doesn't support the multiprotocol capabilities will just ignore
the information carried in these attributes and will not pass it to
ot her BGP speakers.

Specification of Requirenents
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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3. Miltiprotocol Reachable NLRI - MP_REACH NLRI (Type Code 14):

This is an optional non-transitive attribute that can be used for the
fol Il owi ng purposes:

(a) to advertise a feasible route to a peer

(b) to pernmit a router to advertise the Network Layer address of the
router that should be used as the next hop to the destinations
listed in the Network Layer Reachability Information field of the
MP_NLRI attribute.

The attribute is encoded as shown bel ow

o m o m o m o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Address Family ldentifier (2 octets) |
o m o m o m o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Subsequent Address Family ldentifier (1 octet) |
o m o m o m o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Length of Next Hop Network Address (1 octet) |
o m o m o m o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Network Address of Next Hop (vari able) |
o m o m o m o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Reserved (1 octet) |
o m o m o m o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Network Layer Reachability Information (variable)

o m o m o m o e e e e e e e e e e e e e e e e e e e e e ee oo +

The use and neani ng of these fields are as foll ows:
Address Fam |y Identifier (AFI):

This field in conbination with the Subsequent Address Fanily
Identifier field identifies the set of Network Layer protocols
to which the address carried in the Next Hop field nust bel ong,
the way in which the address of the next hop is encoded, and
the semantics of the Network Layer Reachability Information
that follows. |[If the Next Hop is allowed to be fromnore than
one Network Layer protocol, the encoding of the Next Hop MJST
provide a way to determine its Network Layer protocol.

Presently defined values for the Address Family ldentifier

field are specified in the | ANA's Address Fam |y Numbers
regi stry [ ANA- AF] .
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Subsequent Address Family ldentifier (SAFI):

This field in conbination with the Address Family ldentifier
field identifies the set of Network Layer protocols to which
the address carried in the Next Hop nust belong, the way in

whi ch the address of the next hop is encoded, and the semantics
of the Network Layer Reachability Information that follows. If
the Next Hop is allowed to be fromnore than one Network Layer
protocol, the encoding of the Next Hop MJUST provide a way to
determne its Network Layer protocol

Lengt h of Next Hop Networ k Address:

A 1l-octet field whose value expresses the I ength of the
"Net wor k Address of Next Hop" field, neasured in octets.

Net wor k Address of Next Hop:

A variable-length field that contains the Network Address of
the next router on the path to the destination system The
Net wor k Layer protocol associated with the Network Address of
the Next Hop is identified by a conbination of <AFI, SAFI>
carried in the attribute.

Reser ved:

A 1 octet field that MJST be set to 0, and SHOULD be ignored
upon recei pt.

Net wor k Layer Reachability Information (NLRI):

A variable length field that lists NLRI for the feasible routes
that are being advertised in this attribute. The semantics of
NLRI is identified by a conbination of <AFl, SAFI> carried in
the attribute

When t he Subsequent Address Fanmily ldentifier field is set to
one of the values defined in this docunment, each NLRI is
encoded as specified in the "NLRI encoding" section of this
docunent .

The next hop information carried in the MP_REACH NLRI path attribute
defines the Network Layer address of the router that SHOULD be used
as the next hop to the destinations listed in the MP_NLRI attribute
i n the UPDATE nessage.
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The rules for the next hop information are the same as the rules for
the information carried in the NEXT_HOP BGP attribute (see Section
5.1.3 of [BGP-4]).

An UPDATE nessage that carries the MP_REACH NLRI MJUST al so carry the
ORIG@ N and the AS PATH attributes (both in EBGP and in | BGP
exchanges). Mreover, in |BG exchanges such a nessage MJST al so
carry the LOCAL_PREF attri bute.

An UPDATE nessage that carries no NLRI, other than the one encoded in
the MP_REACH NLRI attribute, SHOULD NOT carry the NEXT_HOP attribute.
I f such a nmessage contains the NEXT_HOP attribute, the BGP speaker
that receives the nmessage SHOULD ignore this attribute.

An UPDATE nmessage SHOULD NOT i ncl ude the sane address prefix (of the
sane <AFl, SAFI>) in nore than one of the follow ng fields: W THDRAW
ROUTES field, Network Reachability Information fields, MP_REACH NLRI
field, and MP_UNREACH NLRI field. The processing of an UPDATE
nmessage in this formis undefined.

4. Ml tiprotocol Unreachable NLRI - MP_UNREACH NLRI (Type Code 15):

This is an optional non-transitive attribute that can be used for the
pur pose of w thdrawi ng nultiple unfeasible routes from service.

The attribute is encoded as shown bel ow

o m o m o m o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Address Family ldentifier (2 octets) |
o m o m o m o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Subsequent Address Family ldentifier (1 octet) |
o m o m o m o e e e e e e e e e e e e e e e e e e e e e ee oo +
| Wthdrawn Routes (vari abl e) |
o m o m o m o e e e e e e e e e e e e e e e e e e e e e ee oo +

The use and the neaning of these fields are as foll ows:
Address Fam |y Identifier (AFI):

This field in conmbination with the Subsequent Address Fanily
Identifier field identifies the set of Network Layer protocols
to which the address carried in the Next Hop field nust bel ong,
the way in which the address of the next hop is encoded, and
the semantics of the Network Layer Reachability Information
that follows. |[If the Next Hop is allowed to be fromnore than
one Network Layer protocol, the encoding of the Next Hop MJST
provide a way to determine its Network Layer protocol.

Bates, et al. St andar ds Track [ Page 5]



RFC 4760 Mul ti protocol Extensions for BGP-4 January 2007

Presently defined values for the Address Family ldentifier
field are specified in the | ANA's Address Fam |y Numbers
regi stry [ ANA- AF] .

Subsequent Address Family ldentifier (SAFI):

This field in conbination with the Address Family ldentifier
field identifies the set of Network Layer protocols to which
the address carried in the Next Hop nust belong, the way in

whi ch the address of the next hop is encoded, and the semantics
of the Network Layer Reachability Information that follows. If
the Next Hop is allowed to be fromnore than one Network Layer
protocol, the encoding of the Next Hop MJST provide a way to
determne its Network Layer protocol

Wt hdrawn Routes Network Layer Reachability Information:

A variable-length field that lists NLRI for the routes that are
bei ng wi t hdrawn from service. The semantics of NLRl is
identified by a conbination of <AFl, SAFI> carried in the
attribute.

When t he Subsequent Address Fanmily ldentifier field is set to
one of the values defined in this docunment, each NLRI is
encoded as specified in the "NLRI encoding" section of this
docunent .

An UPDATE nessage that contains the MP_UNREACH NLRI is not required
to carry any other path attributes.
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5.

NLRI Encodi ng

The Network Layer Reachability information is encoded as one or nore
2-tuples of the form<length, prefix> whose fields are described
bel ow:

o +
| Length (1 octet) |
o +
| Prefix (variable) |
o +

The use and the neaning of these fields are as foll ows:
a) Length:

The Length field indicates the Iength, in bits, of the address
prefix. A length of zero indicates a prefix that matches all (as
specified by the address fanmily) addresses (with prefix, itself,
of zero octets).

b) Prefix:
The Prefix field contains an address prefix followed by enough
trailing bits to make the end of the field fall on an octet
boundary. Note that the value of trailing bits is irrelevant.
Subsequent Address Family ldentifier
Thi s docunent defines the foll owing values for the Subsequent Address
Famly ldentifier field carried in the MP_REACH NLRI and
MP_UNREACH NLRI attributes:

1 - Network Layer Reachability Information used for unicast
f orwar di ng

2 - Network Layer Reachability Information used for multicast
f orwar di ng

An inplenmentati on MAY support all, some, or none of the Subsequent
Address Family Identifier values defined in this docunent.
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7.

Error Handling

If a BGP speaker receives froma nei ghbor an UPDATE nessage t hat
contains the MP_REACH NLRI or MP_UNREACH NLRI attribute, and if the
speaker determ nes that the attribute is incorrect, the speaker MJST
delete all the BGP routes received fromthat nei ghbor whose AFI/ SAFI
is the same as the one carried in the incorrect MP_REACH NLRI or
MP_UNREACH NLRI attribute. For the duration of the BGP session over
whi ch the UPDATE nessage was received, the speaker then SHOULD ignore
all the subsequent routes with that AFI/SAFI received over that

sessi on.

In addition, the speaker MAY term nate the BGP session over which the
UPDATE nmessage was received. The session SHOULD be term nated with
the Notification message code/ subcode indicating "UPDATE Message
Error"/"Optional Attribute Error".

Use of BGP Capability Adverti senent

A BGP speaker that uses Miltiprotocol Extensions SHOULD use the
Capability Advertisenent procedures [BGP-CAP] to determ ne whet her
t he speaker could use Multiprotocol Extensions with a particular
peer.

The fields in the Capabilities Optional Paraneter are set as foll ows.
The Capability Code field is set to 1 (which indicates Miltiprotocol
Ext ensi ons capabilities). The Capability Length field is set to 4.
The Capability Value field is defined as:

0 7 15 23 31
oo - - oo - - oo - - oo - - +
| AFI | Res. | SAFI |
Fome e - - oo - - Fome e - - Fome e - - +

The use and neaning of this field is as follow

AFl - Address Family ldentifier (16 bit), encoded the sane way as
in the Miultiprotocol Extensions

Res. - Reserved (8 bit) field. SHOULD be set to 0 by the sender
and i gnored by the receiver

Note that not setting the field value to O nay create issues

for a receiver not ignoring the field. |In addition, this
definition is problematic if it is ever attenpted to redefine
the field.
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SAFl - Subsequent Address Family Identifier (8 bit), encoded the
same way as in the Miltiprotocol Extensions.

A speaker that supports nultiple <AFl, SAFI> tuples includes them as
mul tiple Capabilities in the Capabilities Optional Paraneter.

To have a bi-directional exchange of routing information for a
particul ar <AFl, SAFI> between a pair of BGP speakers, each such
speaker MUST advertise to the other (via the Capability Advertisenent
nmechani sn) the capability to support that particul ar <AFl, SAFI>
route.

9. | ANA Consi derations
As specified in this docunment, the MP_REACH NLRI and MP_UNREACH NLRI
attri butes contain the Subsequence Address Family Identifier (SAFI)
field. The SAFlI nanme space is defined in this docunent. The | ANA
regi stered and mai ntai ns values for the SAFlI nanmespace as foll ows:

- SAFl values 1 and 2 are assigned in this documnent.

- SAFl value 3 is reserved. It was assigned by RFC 2858 for a use
that was never fully inmplenmented, so it is deprecated by this
docunent .

- SAFl values 5 through 63 are to be assigned by | ANA using either
the Standards Action process, defined in [ RFC2434], or the Early
| ANA Al | ocation process, defined in [ RFC4020].

- SAFl val ues 67 through 127 are to be assigned by | ANA, using the
"First Come First Served" policy, defined in RFC 2434.

- SAFlI values 0 and 255 are reserved.

- SAFl val ues 128 through 240 are part of the previous "private
use" range. At the tinme of approval of this docunent, the
unused val ues were provided to | ANA by the Routing Area
Director. These unused val ues, nanely, 130, 131, 135 through
139, and 141 through 240, are considered reserved in order to
avoi d conflicts.

- SAFl val ues 241 through 254 are for "private use", and values in
this range are not to be assigned by | ANA
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10.

11.

12.

13.

Conparison with RFC 2858

Thi s docunent mekes the use of the next hop information consistent
with the information carried in the NEXT_HOP BGP path attri bute.

Thi s docunent renoves the definition of SAFlI 3 and deprecates SAFI 3.
Thi s docunent changes partitioning of the SAFl space. Specifically,
in RFC 2858 SAFI val ues 128 through 240 were part of the "private
use" range. This docunent specifies that of this range, allocations
that are currently in use are to be recognized by | ANA, and that
unused val ues, namely 130, 131, 135 through 139, and 141 through 240,
shoul d be consi dered reserved.
Thi s docunent renanmes the Nunber of SNPAs field to Reserved and
renoves the rest of the SNPA-related information fromthe
MP_REACH NLRI attribute.

Conparison with RFC 2283

This docunent restricts the MP_REACH NLRI attribute to carry only a
single instance of <AFl, SAFI, Next Hop Information, ...>.

This docunent restricts the MP_UNREACH NLRI attribute to carry only a
single instance of <AFl, SAFl, ...>.

Thi s docunment clarifies handling of an UPDATE nessage that carries no
NLRI, other than the one encoded in the MP_REACH NLRI attri bute.

This docunent clarifies error handling in the presence of
MP_REACH NLRI or MP_UNREACH NLRI attri butes

Thi s docunment specifies the use of BGP Capabilities Advertisenents in
conjunction with multi-protocol extensions.

Finally, this docunment includes the "I ANA Consi deration" section
Security Considerations

Thi s extension to BGP does not change the underlying security issues
i nherent in the existing BGP
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Ful I Copyright Statenent
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This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
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THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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