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1. Introduction

This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenent protocols in the Internet conmunity.
In particular, it extends [ RFC2819] with nanaged objects used for
real -time application QS nonitoring.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. The Internet-Standard Managenent Framewor k
For a detail ed overview of the docunents that describe the current
I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .
Managed objects are accessed via a virtual information store, ternmned
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580
[ RFC2580] .

3. RAQVON Franewor k

As outlined in [RFC4710], the RAQVON framework is based on three
entities:

- RAQVON Dat a Source (RDS)
- RAQVON Report Col |l ector (RRC)
- RAQVON M B Structure

The RAQVON M B descri bes information passed between RRCs and a RAQVON
Application ("RAQVON manager").

4, Structure of the RAQVON M B

The RAQVON M B nodul e i s conposed of three M B groups:
ragnmonSessi on, ragnonException, and raqgnmonConfig.

The ragnonSessi on M B group incorporates the follow ng tables:
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- The raqgnonParti cpant Tabl e contains information about
participants in open and cl osed (terninated) sessions, including
paranmeters of the sessions they are involved in, aggregated
si nce the begi nning of the session.

- The ragnmonQosTabl e contains historical information about QoS
during sessions. The set of paraneters represented in this
table is nore restricted, but it includes historical per-
RAQMON- r eport i nformati on.

- The raqgnonParti cpant Addr Tabl e maps partici pant addresses into
the indices of the ragnmonParticpantTable. This table allows
managenent applications to find entries sorted by
ragnonParti ci pant Addr rather than ragnonPartici pant Start Dat e.

The ragnonException M B group includes a table of filters that
trigger notifications for sessions with poor QoS.

The ragnonConfig M B group includes objects that define the
configuration of the RAQVON Report Col |l ector.

This M B nodul e MJST be inpl enmented by RAQVON Report Col | ectors.

A separate MB nodule is defined in [ RFC4712] for mappi ng the RAQVON
PDUs onto an SNWP transport. The M B nodul e defined in [RFC4712] is
normal Iy inplenented by RAQVON Data Sources (RDS).

5. RAQVON M B Definitions

The M B nodul e herein | MPORTS definitions fromthe foll ow ng:
SNWPv2- SM [ RFC2578]
SNWPv2- TC [ RFC2579]
SNVPv2- CONF [ RFC2580]
RVON- M B [ RFC2819]
SNVP- FRAVEWORK- M B [ RFC3411]
| NET- ADDRESS- M B [ RFC4001]

It al so uses REFERENCE cl auses to refer to [ RFC4710].

It also nmentions [RFC3737] with respect to the MODULE-IDENTITY O D
al I ocati on.
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RAQVON-M B DEFINI TIONS :: = BEG N

| MPORTS
OBJECT- GROUP, NOTI FI CATI ON- GROUP, MODULE- COVPLI ANCE
FROM SNMPv 2- CONF
| nt eger 32, Unsi gned32,
Gauge32, Counter 32, OBJECT-TYPE,
MODULE- | DENTI TY, NOTI FI CATI ON- TYPE
FROM SNWPv2- SM
| net Addr essType, | net Address, |netPortNurber
FROM | NET- ADDRESS- M B
SnnpAdmi nString
FROM SNVP- FRAVEVWWORK- M B
r non
FROM RMON- M B
RowSt at us, Trut hVal ue, Dat eAndTi ne, RowPoi nt er
FROM SNWPv2- TC;

ragnonM B MODULE- | DENTI TY
LAST- UPDATED "200610100000Z" -- October 10, 2006
ORGANI ZATI ON
"I ETF RMON M B Wor ki ng Group"
CONTACT- | NFO
"WG Charter:

2006

http://ww. ietf.org/htm.charters/rnmonm b-charter. htnm

Mailing lists:
General Discussion: rrmonm b@etf.org
To Subscribe: rnmonm b-requests@etf.org
In Body: subscribe your_emrmail _address

Chair: Andy Bi erman
Emai |l : ietf@ndybi er man. com

Edi t or: Dan Romascanu
Avaya
Emai | : dronmasca@vaya. cont
DESCRI PTI ON
"Real - Ti me Application QS Mnitoring M B.

Copyright (c) The Internet Society (2006).
This version of this MB nodule is part of

RFC 4711; See the RFC itself for full |egal notices.

REVI SI ON "200610100000Z"
DESCRI PTI ON
"Initial version, published as RFC 4711."
:={ rnon 31}

-- This dD al l ocation conforms to [ RFC3737]
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-- Node definitions
raqnonNot i ficati ons OBJECT IDENTIFIER ::= { ragnonM B 0 }

ragmonSessi onAl ar m NOTI FI CATI ON- TYPE

OBJECTS { raqgnonParti ci pant Addr,
raqnonParti ci pant Nane,
raqgnmonParti ci pant Peer Addr Type,
ragqnonParti ci pant Peer Addr,
r agmonQoSEnd2EndNet Del ay,
ragnonQoSi nterArrival Jitter,
ragnonQosLost Packet s,
ragnonQosRcvdPacket s }

STATUS current

DESCRI PTI ON
"A notification generated by an entry in the

ragnonSessi onExcepti onTabl e. "

::={ ragnonNotifications 1 }

raqnonM BObj ects OBJECT IDENTIFIER ::= { ragnonM B 1 }

ragmonSessi on OBJECT | DENTIFIER ::= { ragnmonM Bhj ects 1 }

raqgmonParti ci pant Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF RagnonParti ci pantEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains information about participants in

both active and cl osed (term nated) sessions."

::={ ragnonSession 1 }

raqgmonParti ci pant Entry OBJECT- TYPE
SYNTAX RagnonParti ci pant Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each row contains information for a single session

Si ddi qui ,

et al.

(application) run by one participant.

I ndexation by the start tinme of the session ains

to ease sorting by managenent applications. Agents MJST
NOT report identical start tinmes for any two sessions

on the same host.

Rows are renoved for inactive sessions

when i npl ement ati on-specific age or space linmits are
reached. "
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| NDEX { raqnonParti ci pant St art Dat e,

RAQVON M B

::={ ragnonParticipantTable 1 }

RagnonParti ci pantEntry :: =

Si ddi qui ,

SEQUENCE {
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti

et al.

ci pant StartDate
ci pant | ndex

ci pant Report Caps
ci pant Addr Type
ci pant Addr

ci pant SendPor t

ci pant RecvPor t

ci pant Set upDel ay
ci pant Nane

ci pant AppNare

ci pant QosCount

ci pant EndDat e

ci pant Dest Payl oadType
ci pant Sr cPayl oadType

ci pant Acti ve

ci pant Peer

ci pant Peer Addr Type
ci pant Peer Addr

ci pant SrcL2Priority

ci pant DestL2Priority

ci pant Sr cDSCP

ci pant Dest DSCP

ci pant CpuMean

ci pant CouM n

ci pant CpulMax

ci pant Menor yMean
ci pant MenoryM n
ci pant Menor yMax
ci pant Net RTTMean
ci pant Net RTTM n
ci pant Net RTTMax
ci pantl AJitterMean
cipantl AditterMn
ci pant 1 AJi tter Max
ci pant | PDVMean

ci pant | PDVM n

ci pant | PDVMax

ci pant Net OndMean
ci pant Net OmMM n
ci pant Net OamdMax
ci pant AppDel ayMean
ci pant AppDel ayM n
ci pant AppDel ay Max

St andards Track
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ragmonParti ci pant | ndex }

Dat eAndTi ne,
Unsi gned32,

BI TS,

| net Addr essType,

| net Addr ess,

| net Por t Nunber ,
| net Por t Nunber ,

| nt eger 32,

SnnpAdni nSt ri ng,
SnnpAdni nSt ri ng,
Gauge32,
Dat eAndTi e,
I nt eger 32,
I nt eger 32,
Tr ut hVal ue,

RowPoi nt er,

| net Addr essType,

| net Addr ess,
| nt eger 32,
| nt eger 32,

I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
I nt eger 32,
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ragmonParti ci pant Packet sRecvd I nt eger 32,
ragmonParti ci pant Packet sSent I nt eger 32,
ragmonParti ci pant Oct et sRevd I nt eger 32,
ragnmonParti ci pant Oct et sSent I nt eger 32,
ragmonParti ci pant Lost Packet s I nt eger 32,
ragmonParti ci pant Lost Packet sFrct | nt eger 32,
raqgmonParti ci pant Di scards I nt eger 32,

ragmonParti ci pant Di scardsFrct | nteger32

}

ragmonParti ci pant Start Dat e OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
"The date and tine of this entry.
It will be the date and tine

of the first report received."
::={ ragnonParticipantEntry 1 }

raqnonParti ci pant | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The index of the conceptual row, which is for SNW
pur poses only and has no relation to any protocol val ue.

There is no requirenent that these rows be created or
mai nt ai ned sequentially. The index will be unique for a
particular date and tine."

::={ ragnonParticipantEntry 2 }

ragnmonParti ci pant Report Caps OBJECT- TYPE
SYNTAX BI TS {

ragmonPar t RepDsr cNane( 0)
ragmonPar t RepRecvNane( 1),
ragmonPar t RepDsr cPort (2),
ragmonPar t RepRecvPort ( 3),
ragmonPar t RepSet upTi me(4),
ragmonPar t RepSet upDel ay(5),
ragmonPar t RepSessi onDur ati on(6),
ragmonPart RepSet upSt at us(7),
ragmonPar t RepRTEnd2EndNet Del ay( 8),
ragmonPar t RepOAENd2EndNet Del ay(9),
raqnonPart Appl i cati onDel ay(10),
raqnonPart Repl AJitter(11),
raqnonPart Repl PDV( 12),
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raqnonPar t RepRcvdPacket s(13),
ragnonPart RepRcvdCct et s( 14),
raqnonPar t RepSent Packet s(15),
ragmonPar t RepSent Cct et s(16) ,
raqnonPar t RepCunPacket sLoss(17),
ragnmonPar t RepFracti onPacket sLoss(18),
ragmonPar t RepCunDi scar ds(19),
ragmonPart RepFracti onDi scar ds(20),
raqnonPar t RepSr cPayl oadType(21),
raqnonPar t RepDest Payl oadType(22),
raqnonPart RepSrcLayer 2Priority(23),
ragqnonPart RepSr cTosDscp( 24),
raqnonPar t RepDest Layer 2Pri ority(25),
raqnonPar t RepDest TosDscp( 26) ,
raqnonPar t RepCPU( 27) ,
ragnonPar t RepMenor y(28),
ragmonPar t RepAppNane( 29)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The Report capabilities of the participant, as perceived

et al.

by the Coll ector.

If the participant can report the Data Source Name as
defined in [ RFC4710], Section 5.3, then the
ragnonPart RepDsrcNanme bit will be set.

If the participant can report the Receiver Nanme as
defined in [RFC4710], Section 5.4, then the
ragnonPart RepRecvNane bit will be set.

If the participant can report the Data Source Port as
defined in [RFC4710], Section 5.5, then the
ragnonPart RepDsrcPort bit will be set.

If the participant can report the Receiver Port as
defined in [ RFC4710], Section 5.6, then the
ragnonPart RepRecvPort bit will be set.

If the participant can report the Session Setup Tine as
defined in [ RFC4710], Section 5.7, then the
ragnonPart RepSet upTinme bit will be set.

If the participant can report the Session Setup Delay as

defined in [RFC4710], Section 5.8, then the
ragnonPart RepSet upDel ay bit will be set.

St andar ds Track [ Page 8]



RFC 4711

Si ddi qui ,

et al.

RAQVON M B Cct ober 2006

If the participant can report the Session Duration as
defined in [RFC4710], Section 5.9, then the
ragnonPart RepSessi onDuration bit will be set.

If the participant can report the Setup Status as
defined in [ RFC4710], Section 5.10, then the
ragnonPart RepSet upStatus bit will be set.

If the participant can report the Round-Trip End-to-end
Network Delay as defined in [ RFC4710], Section 5.11,
then the ragnonPart RepRTEnd2EndNet Del ay bit will be set.

If the participant can report the One-way End-to-end
Network Delay as defined in [ RFC4710], Section 5.12,
then the ragnonPart RepONENd2EndNet Del ay bit will be set.

If the participant can report the Application Delay as
defined in [ RFC4710], Section 5.13, then the
ragnonPart Appli cationDelay bit will be set.

If the participant can report the Inter-Arrival Jitter
as defined in [RFC4710], Section 5.14, then the
ragnonPart Repl AJitter bit will be set.

If the participant can report the | P Packet Del ay
Variation as defined in [ RFC4710], Section 5.15, then
t he ragnonPart Repl PDV bit will be set.

If the participant can report the nunber of application
packets received as defined in [ RFC4710], Section 5. 16,
then the ragnonPart RepRcvdPackets bit will be set.

If the participant can report the nunmber of application
octets received as defined in [RFC4710], Section 5.17,
then the ragnonPart RepRcvdCctets bit will be set.

If the participant can report the nunber of application
packets sent as defined in [ RFC4710], Section 5.18, then
t he ragnonPart RepSent Packets bit will be set.

If the participant can report the nunber of application
octets sent as defined in [RFC4710], Section 5.19, then
the ragnonPart RepSent Cctets bit will be set.

If the participant can report the number of cunulative

packets |l ost as defined in [ RFC4710], Section 5.20, then
t he ragnonPart RepCunPacket sLoss bit will be set.
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If the participant can report the fraction of packet
| oss as defined in [ RFC4710], Section 5.21, then the
ragnonPart RepFracti onPacket sLoss bit will be set.

If the participant can report the number of cunulative
di scards as defined in [ RFC4710], Section 5.22, then the
ragnonPart RepCunDi scards bit will be set.

If the participant can report the fraction of discards
as defined in [RFC4710], Section 5.23, then the
ragnonPart RepFracti onDi scards bit will be set.

If the participant can report the Source Payl oad Type as
defined in [ RFC4710], Section 5.24, then the
ragnonPart RepSr cPayl oadType bit will be set.

If the participant can report the Destination Payl oad
Type as defined in [ RFC4710], Section 5.25, then the
ragnonPart RepDest Payl oadType bit will be set.

If the participant can report the Source Layer 2
Priority as defined in [RFC4710], Section 5.26, then the
ragnonPart RepSrcLayer2Priority bit will be set.

If the participant can report the Source DSCP/ ToS val ue
as defined in [RFC4710], Section 5.27, then the
ragrmonPart RepSrcToSDscp bit will be set.

If the participant can report the Destination Layer 2
Priority as defined in [RFC4710], Section 5.28, then the
ragnonPart RepDest Layer 2Priority bit will be set.

If the participant can report the Destinati on DSCP/ ToS
Value as defined in [RFC4710], Section 5.29, then the
ragnonPart RepDest ToSDscp bit will be set.

If the participant can report the CPU utilization as
defined in [ RFC4710], Section 5.30, then the
ragnonPart RepCPU bit will be set.

If the participant can report the nmenory utilization as
defined in [ RFC4710], Section 5.31, then the
ragnonPart RepMenory bit will be set.

If the participant can report the Application Name as

defined in [ RFC4710], Section 5.32, then the
ragnonPart RepAppNane bit will be set.
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The capability of reporting of a specific netric does
not mandate that the nmetric nust be reported permanently
by the data source to the respective collector. Sone
data sources MAY be configured not to send a nmetric, or
some netrics may not be relevant to the specific
application.”

::={ ragnonParticipantEntry 3 }

ragnmonParti ci pant Addr Type OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The type of the Internet address of the participant for
this session.”

::={ ragnonParticipantEntry 4 }

ragnonParti ci pant Addr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The Internet Address of the participant for this
session. Formatting of this object is determn ned
by the val ue of ragnonPartici pant Addr Type. "
::={ ragnonParticipantEntry 5 }

ragnonParti ci pant SendPort OBJECT- TYPE
SYNTAX | net Por t Nunber
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Port from which session data is sent.
If the value was not reported to the collector,
this object will have the value 0."
REFERENCE
"Section 5.5 of the [ RFC4710]"
::={ ragnonParticipantEntry 6 }

ragmonParti ci pant RecvPort OBJECT- TYPE

SYNTAX | net Por t Nunber
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"Port on which session data is received.

If the value was not reported to the collector,

this object will have the value 0."

REFERENCE
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"Section 5.6 of the [ RFC4710]"
::={ ragnonParticipantEntry 7 }

raqmonParti ci pant Set upbDel ay OBJECT- TYPE

SYNTAX | nteger32 (-1]|0..2147483647)
UNITS "milliseconds”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"Session setup tinme.

If the value was not reported to the collector,

this object will have the value -1."
REFERENCE

"Section 5.8 of the [ RFC4710]"
::={ ragnonParticipantEntry 8 }

ragmonParti ci pant Nane OBJECT- TYPE
SYNTAX SnmpAdmi nStri ng
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The data source nane for the participant.”
REFERENCE
"Section 5.3 of the [ RFC4710]"
::={ ragnonParticipantEntry 9 }

ragmonParti ci pant AppNanme OBJECT- TYPE
SYNTAX SnmpAdmi nStri ng
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"A string giving the name and possibly the version
of the application generating the stream e.gqg.
"videotool 1.2.°

This informati on may be useful for debuggi ng purposes
and is simlar to the Mailer or Mil-System Version SMIP
headers. The tool value is expected to renmain constant
for the duration of the session.”
REFERENCE
"Section 5.32 of the [RFC4710]"
::={ ragnonParticipantEntry 10 }

ragmonParti ci pant QsCount OBJECT- TYPE
SYNTAX Gauge32
UNITS "entries"
MAX- ACCESS r ead-only
STATUS current
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DESCRI PTI ON
"The current nunber of entries in the ragnonQsTabl e
for this participant and session."

::={ ragnonParticipantEntry 11 }

ragmonParti ci pant EndDat e OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The date and tine of the nost recent report received
::={ ragnonParticipantEntry 12 }

ragmonParti ci pant Dest Payl oadType OBJECT- TYPE
SYNTAX | nteger32 (-1|0..127)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Destination Payl oad Type.
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"RFC 3551 and Section 5.25 of the [RFC4710]"
::={ ragnonParticipantEntry 13 }

raqgmonParti ci pant SrcPayl oadType OBJECT- TYPE

SYNTAX | nteger32 (-1]0..127)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"Sour ce Payl oad Type.

If the value was not reported to the collector,

this object will have the value -1."
REFERENCE

"RFC 3551 and Section 5.24 of the [RFC4710]"
::={ ragnonParticipantEntry 14 }

ragmonParti ci pant Acti ve OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Value 'true’ indicates that the session
for this participant is active (open).
Value 'false’ indicates that the session
is closed (termnated)."
::={ ragnonParticipantEntry 15 }
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ragmonParti ci pant Peer OBJECT- TYPE
SYNTAX RowPoi nt er
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"The pointer to the corresponding entry in this table for
the other peer participant. |If there is no such entry

in the participant table of the collector represented by
this SNWP agent, then the value will be { 0 O }.

::={ ragnonParticipantEntry 16 }

ragnmonParti ci pant Peer Addr Type OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The type of the Internet address of the peer participant
for this session.”

::={ ragnonParticipantEntry 17 }

ragnonParti ci pant Peer Addr OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The Internet Address of the peer participant for this
session. Formatting of this object is determnined by
the val ue of raqnmonParti ci pant Peer Addr Type. "

::={ ragnonParticipantEntry 18 }

ragrmonParti ci pant SrcL2Priority OBJECT- TYPE

SYNTAX | nteger32 (-1]0..7)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"Source Layer 2 Priority.

If the value was not reported to the collector,

this object will have the value -1."
REFERENCE

"Section 5.26 of the [ RFC4710]"
::={ ragnonParticipantEntry 19 }

raqgmonParti ci pant Dest L2Priority OBJECT- TYPE
SYNTAX | nteger32 (-1]0..7)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
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"Destination Layer 2 Priority.
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.28 of the [ RFC4710]"
::={ ragnonParticipantEntry 20 }

ragmonParti ci pant SrcDSCP OBJECT- TYPE

SYNTAX | nteger32 (-1|0..63)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"Source Layer 3 DSCP val ue.

If the value was not reported to the collector,

this object will have the value -1."
REFERENCE

"Section 5.27 of the [ RFC4710]"
::={ ragnonParticipantEntry 21 }

ragmonParti ci pant Dest DSCP OBJECT- TYPE

SYNTAX I nteger32 (-1]0..63)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"Destination Layer 3 DSCP val ue."
REFERENCE

"Section 5.29 of the [RFC4710]"
::={ ragnonParticipantEntry 22 }

ragmonParti ci pant CouMean OBJECT- TYPE

SYNTAX | nteger32 (-1|0..100)
UNITS "percents”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"Mean CPU utilization

If the value was not reported to the collector,

this object will have the value -1."
REFERENCE

"Section 5.30 of the [RFC4710]"
::={ ragnonParticipantEntry 23 }

ragmonParti ci pant CouM n OBJECT- TYPE
SYNTAX | nteger32 (-1|0..100)
UNITS "percents”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
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"M nimum CPU utilization.
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.30 of the [RFC4710]"
::={ ragnonParticipantEntry 24 }

ragmonParti ci pant Couvax OBJECT- TYPE

SYNTAX | nteger32 (-1|0..100)
UNITS "percents”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"Maxi mum CPU utilizati on.

If the value was not reported to the collector,

this object will have the value -1."
REFERENCE

"Section 5.30 of the [RFC4710]"
::={ ragnonParticipantEntry 25 }

raqgmonParti ci pant Menor yMean OBJECT- TYPE

SYNTAX | nteger32 (-1|0..100)
UNITS "percents”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"Mean menory utilization

If the value was not reported to the collector,

this object will have the value -1."
REFERENCE

"Section 5.31 of the [RFC4710]"
::={ ragnonParticipantEntry 26 }

ragmonParti ci pant MenoryM n OBJECT- TYPE

SYNTAX | nteger 32 (-1|0..100)
UNITS "percents”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"M nimum nmenory utilization

If the value was not reported to the collector,

this object will have the value -1."
REFERENCE

"Section 5.31 of the [RFC4710]"
::={ ragnonParticipantEntry 27 }

ragmonParti ci pant Menor yMax OBJECT- TYPE
SYNTAX | nteger32 (-1|0..100)
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UNITS "percents”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"Maxi mum menory utilization

If the value was not reported to the collector,

this object will have the value -1."
REFERENCE

"Section 5.31 of the [RFC4710]"
::={ ragnonParticipantEntry 28 }

ragmonParti ci pant Net RTTMean OBJECT- TYPE
SYNTAX | nteger32 (-1]|0..2147483647)
UNITS "mlliseconds"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Mean round-trip end-to-end network
del ay over the entire session.
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.11 of the [RFC4710]"
::={ ragnonParticipantEntry 29 }

ragmonParti ci pant Net RTTM n OBJECT- TYPE
SYNTAX | nteger32 (-1|0..2147483647)
UNITS "mlliseconds”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"M nimumround-trip end-to-end network del ay
over the entire session
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.11 of the [RFC4710]"
::={ ragnonParticipantEntry 30 }

ragmonParti ci pant Net RTTMax OBJECT- TYPE
SYNTAX | nteger32 (-1|0..2147483647)
UNITS "mlliseconds"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Maxi mum round-trip end-to-end network del ay
over the entire session
If the value was not reported to the collector,
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this object will have the value -1."
REFERENCE

"Section 5.11 of the [RFC4710]"
::={ ragnonParticipantEntry 31 }

ragmonParti ci pant1 AJitter Mean OBJECT- TYPE
SYNTAX | nteger32 (-1|0..2147483647)
UNITS "milliseconds”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Mean inter-arrival jitter over the entire session
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.14 of the [ RFC4710]"
::={ ragnonParticipantEntry 32 }

ragmonPartici pantl AJitterM n OBJECT- TYPE
SYNTAX | nteger32 (-1]|0..2147483647)
UNITS "mlliseconds"
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"Mnimuminter-arrival jitter over the entire session.
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE

"Section 5.14 of the [RFC4710]"
::={ raqgmonParticipantEntry 33 }

ragmonParti ci pant1 AJitter Max OBJECT- TYPE
SYNTAX | nteger32 (-1]|0..2147483647)
UNITS "mlliseconds"
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"Maxi muminter-arrival jitter over the entire session.
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE

"Section 5.14 of the [RFC4710]"
::={ ragnonParticipantEntry 34 }

raqnonParti ci pant | PDVMean OBJECT- TYPE
SYNTAX | nteger32 (-1|0..2147483647)
UNITS "mlliseconds”
MAX- ACCESS r ead-only
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STATUS current
DESCRI PTI ON

"Mean | P packet delay variation over the entire session

If the value was not reported to the collector,

this object will have the value -1."
REFERENCE

"Section 5.15 of the [RFC4710]"
::={ ragnonParticipantEntry 35 }

raqnonParti ci pant| PDVM n OBJECT- TYPE
SYNTAX | nteger32 (-1]|0..2147483647)
UNITS "milliseconds”
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"M ni mum | P packet delay variation over the entire
session. |If the value was not reported to the
collector, this object will have the value -1."
REFERENCE

"Section 5.15 of the [RFC4710]"
::={ raqgmonParticipantEntry 36 }

raqnonParti ci pant | PDVMax OBJECT- TYPE
SYNTAX | nteger32 (-1]|0..2147483647)
UNITS "mlliseconds”
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"Maxi mum | P packet delay variation over the entire
session. |If the value was not reported to the
collector, this object will have the value -1."
REFERENCE

"Section 5.15 of the [RFC4710]"
::={ ragnonParticipantEntry 37 }

ragmonParti ci pant Net OMdMean OBJECT- TYPE
SYNTAX | nteger32 (-1|0..2147483647)
UNITS "mlliseconds"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Mean Network one-way delay over the entire session
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.12 of the [RFC4710]"
::={ ragnonParticipantEntry 38 }
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ragmonParti ci pant Net OmMdM n OBJECT- TYPE
SYNTAX | nteger32 (-1]|0..2147483647)
UNITS "mlliseconds"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"M ni mum Net wor k one-way del ay over the entire session.
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.12 of the [RFC4710]"
::={ ragnonParticipantEntry 39 }

ragmonParti ci pant Net OmMdMax OBJECT- TYPE
SYNTAX | nteger32 (-1|0..2147483647)
UNITS "mlliseconds"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Maxi mum Net wor k one-way del ay over the entire session.
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.1 of the [ RFC4710]"
::={ ragnonParticipantEntry 40 }

ragnmonParti ci pant AppDel ayMean OBJECT- TYPE
SYNTAX | nteger32 (-1|0..2147483647)
UNITS "mlliseconds"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Mean application delay over the entire session.
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.13 of the [RFC4710]"
::={ ragnonParticipantEntry 41 }

ragmonParti ci pant AppDel ayM n OBJECT- TYPE
SYNTAX | nteger32 (-1|0..2147483647)
UNITS "mlliseconds"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"M ni mum application delay over the entire session.
If the value was not reported to the collector,
this object will have the value -1."
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REFERENCE
"Section 5.13 of the [RFC4710]"
::={ ragnonParticipantEntry 42 }

ragmonParti ci pant AppDel ayMax OBJECT- TYPE
SYNTAX | nteger32 (-1|0..2147483647)
UNITS "mlliseconds"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"Maxi mum application delay over the entire session.

If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.13 of the [RFC4710]"
::={ ragnonParticipantEntry 43 }

ragmonParti ci pant Packet sRevd OBJECT- TYPE
SYNTAX | nteger32 (-1]|0..2147483647)
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Count of packets received for the entire session
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.16 of the [ RFC4710]"
::={ ragnonParticipantEntry 44 }

ragmonParti ci pant Packet sSent OBJECT- TYPE
SYNTAX | nteger32 (-1]|0..2147483647)
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Count of packets sent for the entire session
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.17 of the [RFC4710]"
::={ ragnonParticipantEntry 45 }

ragmonParti ci pant Cct et sRcvd OBJECT- TYPE
SYNTAX | nteger32 (-1|0..2147483647)
UNITS "Cctets"
MAX- ACCESS r ead-only
STATUS current

2006
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DESCRI PTI ON
"Count of octets received for the entire session
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.18 of the [RFC4710]"
::={ ragnonParticipantEntry 46 }

ragmonParti ci pant Cct et sSent OBJECT- TYPE
SYNTAX | nteger32 (-1]|0..2147483647)
UNITS "Cctets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Count of octets sent for the entire session.
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.19 of the [ RFC4710]"
::={ ragnonParticipantEntry 47 }

ragmonParti ci pant Lost Packets OBJECT- TYPE
SYNTAX | nteger32 (-1]|0..2147483647)
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS current

2006

DESCRI PTI ON
"Count of packets lost by this receiver for the entire
sessi on.
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE

"Section 5.20 of the [RFC4710]"
::={ ragnonParticipantEntry 48 }

ragmonParti ci pant Lost Packet sFrct OBJECT- TYPE
SYNTAX | nteger32 (-1|0..100)
UNITS "percents”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"Fraction of |ost packets out of total packets received.

If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.21 of the [RFC4710]"
::={ ragnonParticipantEntry 49 }
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ragmonParti ci pant Di scards OBJECT- TYPE
SYNTAX | nteger32 (-1]|0..2147483647)
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Count of packets discarded by this receiver for the
entire session
If the value was not reported to the collector,
this object will have the value -1."
REFERENCE
"Section 5.22 of the [RFC4710]"
::={ ragnonParticipantEntry 50 }

ragrmonParti ci pant Di scardsFrct OBJECT- TYPE
SYNTAX | nteger32 (-1|0..100)
UNITS "percents”
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"Fraction of discarded packets out of total packets
received. |f the value was not reported to the
collector, this object will have the value -1."
REFERENCE

"Section 5.23 of the [RFC4710]"
::={ ragnonParticipantEntry 51 }

ragnonQosTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF RagmonQosEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Tabl e of historical information about quality-of-service
data during sessions."
::={ ragnonSession 2 }

ragmonQosEntry OBJECT- TYPE
SYNTAX RagnmonQosEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry contains information froma single RAQVON
packet, related to a single session
(application) run by one participant.
I ndexation by the start tinme of the session ains
to ease sorting by managenent applications. Agents MJST
NOT report identical start tinmes for any two sessions
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on the same host.
Rows are renoved for inactive sessions when
i mpl enentati on-specific tine or space limts are
reached. "
| NDEX { raqnonParti ci pant St art Dat e,
raqnonParti ci pant | ndex,
ragmonQosTi e }
.= { ragmonQosTable 1 }

RaqmonQosEntry :: =

SEQUENCE {
ragmonQosTi me Unsi gned32
raqnonQoSEnd2EndNet Del ay I nt eger 32,
ragmonQoSl nterArrival Jitter | nt eger 32,
ragnonQosRcvdPacket s I nt eger 32,
ragnonQosRcvdCct et s I nt eger 32,
ragnonQosSent Packet s I nt eger 32,
ragmonQosSent Cct et s I nt eger 32,
ragnonQosLost Packet s I nt eger 32,

ragmonQosSessi onSt at us SnnpAdni nStri ng

ragmonQosTi me OBJECT- TYPE
SYNTAX Unsi gned32 (0..2147483647)
UNITS "seconds”
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Time of this entry nmeasured fromthe start of the
correspondi ng partici pant session."”
c:={ ragnonQosEntry 1 }

raqnonQoSEnd2EndNet Del ay OBJECT- TYPE

SYNTAX I nteger32 (-1 | 0..2147483647)
UNITS "milliseconds”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The round-trip tine.

W1l contain the previous value if there was no report

for this time, or -1 if the value has never

been reported.”

REFERENCE

"Section 5.11 of the [RFC4710]"
::= { ragnonQosEntry 2 }

ragmonQoSl nterArrival Jitter OBJECT- TYPE
SYNTAX I nteger32 (-1 | 0..2147483647)
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UNITS "milliseconds”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"An estimate of delay variation as observed by this
receiver. WIIl contain the previous value if there
was no report for this time, or -1 if the val ue
has never been reported.”
REFERENCE
"Section 5.14 of the [RFC4710]"
c:= { ragnonQosEntry 3 }

ragmonQsRcvdPacket s OBJECT- TYPE
SYNTAX I nteger32 (-1 | 0..2147483647)
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Count of packets received by this receiver since the
previous entry. WIIl contain the previous value if
there was no report for this time, or -1 if the value
has never been reported."”
REFERENCE
"Section 5.16 of the [ RFC4710]"
c:= { ragnonQosEntry 4 }

ragmonQosRcvdCct et s OBJECT- TYPE
SYNTAX I nteger32 (-1 | 0..2147483647)
UNITS "octets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Count of octets received by this receiver since the
previous report. WIIl contain the previous value if
there was no report for this time, or -1 if the value
has never been reported.”
REFERENCE
"Section 5.18 of the [ RFC4710]"
::= { ragnonQosEntry 5 }

ragmonQosSent Packet s OBJECT- TYPE

SYNTAX I nteger32 (-1 | 0..2147483647)

UNI TS "packets"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Count of packets sent since the previous report.
WIIl contain the previous value if there
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was no report for this time, or -1 if the val ue
has never been reported.”
REFERENCE
"Section 5.17 of the [RFC4710]"
::= { ragnonQosEntry 6 }

ragnonQosSent Cct et s OBJECT- TYPE
SYNTAX I nteger32 (-1 | 0..2147483647)
UNITS "octets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Count of octets sent since the previous report.
WIIl contain the previous value if there
was no report for this time, or -1 if the val ue
has never been reported.”
REFERENCE
"Section 5.19 of the [RFC4710]"
c:= { ragnonQosEntry 7 }

ragmonQosLost Packet s OBJECT- TYPE
SYNTAX I nteger32 (-1 | 0..2147483647)
UNI TS "packets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"A count of packets |ost as observed by this receiver

2006

since the previous report. WII contain the previous

value if there was no report for this tinme, or -1 if
the val ue has never been reported.”
REFERENCE
"Section 5.20 of the [RFC4710]"
::= { ragnonQosEntry 8 }

ragmonQosSessi onSt at us OBJECT- TYPE
SYNTAX SnmpAdmi nStri ng
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The session status. WII contain the previous val ue

if there was no report for this tine or the zero-length

string if no value was ever reported.”
REFERENCE

"Section 5.10 of the [RFC4710]"
::= { ragnonQosEntry 9 }

ragmonParti ci pant Addr Tabl e OBJECT- TYPE
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SYNTAX SEQUENCE OF RagnonParti ci pant Addr Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Maps ragnmonPartici pant Addr to the index of the
ragnonPartici pant Table. This table allows
managenent applications to find entries
sorted by ragnonPartici pant Addr rather than
ragnonParti ci pant StartDate. "
::={ ragnonSession 3 }

ragmonParti ci pant Addr Ent ry OBJECT- TYPE

SYNTAX RagnonParti ci pant Addr Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry corresponds to exactly one entry in the

ragnonPartici pantEntry: the entry containing the
i ndex pair ragnonParticipantStartDate,
ragnonParti ci pant | ndex.

Note that there is no concern about the indexation of
this table exceeding the limts defined by RFC 2578,
Section 3.5. According to [ RFC4710], Section
5.1, only IPv4 and | Pv6 addresses can be reported as
partici pant addresses.”
| NDEX { raqgnonParti ci pant Addr Type,
raqnonParti ci pant Addr,
raqnonParti ci pant St art Dat e,
ragqnonParti ci pant | ndex }
::={ ragnonPartici pant Addr Table 1 }

RagnonParti ci pant AddrEntry :: =
SEQUENCE { ragnonParti ci pant Addr EndDat e Dat eAndTi ne }

ragmonParti ci pant Addr EndDat e OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The val ue of raqmonPartici pant EndDate for the
correspondi ng raqnonPartici pantEntry."
::={ ragnonPartici pant AddrEntry 1 }

ragmonExcepti on OBJECT | DENTIFIER ::= { ragnonM Bbj ects 2 }

ragnmonSessi onExcepti onTabl e OBJECT- TYPE
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SYNTAX SEQUENCE OF RagnonSessi onExcepti onEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table defines thresholds for the managenent
station to get notifications about sessions that
encount ered poor quality of service.

The information in this table MJUST be persi stent
across agent reboots."
::={ ragnonException 2 }

ragnmonSessi onExcepti onEntry OBJECT- TYPE
SYNTAX RagnonSessi onExcepti onEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row in the ragnmonSessi onExceptionTabl e. "
| NDEX { ragnonSessi onExcepti onl ndex }
::={ raqnonSessi onExceptionTable 1 }

RagnonSessi onExcepti onEntry ::=

SEQUENCE {
raqnonSessi onExcepti onl ndex Unsi gned32,
ragnmonSessi onExcepti onl Aitter Threshol d Unsi gned32
raqnonSessi onExcepti onNet RTTThr eshol d Unsi gned32
ragnmonSessi onExcept i onLost Packet sThreshol d Unsi gned32
ragnonSessi onExcept i onRowSt at us RowSt at us
}

ragnmonSessi onExcepti onl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An index that uniquely identifies an
entry in the ragnonSessi onExcepti onTabl e.
Managenent applications can determ ne unused indices
by perform ng Get Next or GetBul k operations on the
Table."
::={ raqnonSessi onExceptionEntry 2 }

ragnmonSessi onExcepti onl AJitter Threshol d OBJECT- TYPE
SYNTAX Unsi ghed32
UNITS "mlliseconds"
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
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"Threshold for jitter.

The val ue during a session nust be greater than or

equal to this value for an exception to be created.™
::={ raqgnonSessi onExceptionEntry 3 }

ragnmonSessi onExcepti onNet RTTThr eshol d OBJECT- TYPE

SYNTAX Unsi ghed32
UNITS "milliseconds”
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON

"Threshold for round-trip tine.

The val ue during a session nust be greater than or

equal to this value for an exception to be created.™

::={ raqnonSessi onExceptionEntry 4 }

ragnmonSessi onExcept i onLost Packet sThreshol d OBJECT- TYPE
SYNTAX Unsi gned32 (0..1000)
UNITS "tenth of a percent™
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"Threshold for |ost packets in units of tenths
of a percent. The value during a session nust
be greater than or equal to this value for an
exception to be created."
::={ raqnonSessi onExceptionEntry 5 }

raqnonSessi onExcept i onRowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"This object has a value of ’active when
exceptions are being nonitored by the system
A newl y-created conceptual row nust have all
the read-create objects initialized before
becom ng 'active’. A conceptual rowthat is in
the 'not Ready’ or 'notlnService state MAY be
renoved after 5 minutes. No witeable objects
can be changed while the rowis active.”
::={ raqnonSessi onExceptionEntry 7 }

ragmonConfig OBJECT IDENTIFIER ::={ ragnonM BObj ects 3 }

raqnonConfi gPort OBJECT- TYPE
SYNTAX | net Por t Nunmber
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MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The UDP port to listen on for RAQVON reports,
runni ng on transport protocols other than SNVP.
If the RAQVON PDU transport protocol is SNWP,
a wite operation on this object has no effect, as
the standard port 162 is al ways used.
The value of this object MJST be persistent across
agent reboots."
::={ ragnonConfig 1 }

ragnonConfi gPduTr ansport OBJECT- TYPE

SYNTAX BI TS
{
ot her (0),
tcp(l),
snmp( 2)

}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The PDU transport(s) used by this collector.
If other(0) is set, the collector supports a
transport other than SNWP or TCP
If tcp(l) is set, the collector supports TCP as a
transport protocol.
If snnmp(2) is set, the collector supports SNWP as a
transport protocol."
::={ ragnonConfig 2 }

ragmonConf i gRaqnmonPdus OBJECT- TYPE
SYNTAX Count er 32
UNITS " PDUs"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Count of RAQVON PDUs received by the Collector."
::={ ragnonConfig 3 }

r agmonConf i gRDSTi meout OBJECT- TYPE
SYNTAX Unsi ghed32
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The nunber of seconds since the reception of the
| ast RAQVON PDU from a RDS after which a session
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bet ween the respective RDS and the collector will be

consi dered term nat ed.

The value of this object MJST be persistent across

agent reboots."
::={ ragnonConfig 4 }

raqnonConf or mance OBJECT IDENTIFIER ::= { ragnonMB 2 }
raqnonConpl i ances OBJECT | DENTI FIER ::= { ragnmonConformance 1 }
raqgnonG oups OBJECT | DENTIFIER :: = { ragnonConformance 2 }

ragmonConpl i ance MODULE- COVPLI ANCE
STATUS current

DESCRI PTI ON

"Describes the requirenents for conformance to the

RAQVON M B. "

MODULE -- this nodul e
MANDATORY- GROUPS { raqgnonCol | ect or Group,

ragnonCol | ect or Noti ficati onsG oup

}

OBJECT ragnonParti ci pant Addr Type
SYNTAX | net AddressType { ipv4(1l), ipv6(2) }
DESCRI PTI ON

"Only 1Pv4 and | Pv6 addresses need to be supported.

OBJECT ragnonParti ci pant Addr
SYNTAX | net Address (S| ZE(4]|16))
DESCRI PTI ON

"Only 1Pv4 and | Pv6 addresses need to be supported.

OBJECT ragnonParti ci pant Peer Addr Type
SYNTAX | net AddressType { ipv4(1l), ipv6(2) }
DESCRI PTI ON

"Only 1Pv4 and | Pv6 addresses need to be supported.

OBJECT ragnonParti ci pant Peer Addr
SYNTAX | net Address (S| ZE(4]|16))
DESCRI PTI ON

"Only 1Pv4 and | Pv6 addresses need to be supported.

::={ ragnonConpliances 1 }
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RAQVON M B

raqnonCol | ect or G oup OBJECT- GROUP

Si ddi qui ,

OBJECTS {
raqnonPart i
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti
raqnmonParti

et al.

ci pant Report Caps,
ci pant Addr Type,

ci pant Addr,

ci pant SendPort ,

ci pant RecvPort,

ci pant Set upDel ay,
ci pant Nane,

ci pant AppNarne,

ci pant QosCount ,

ci pant EndDat e,

ci pant Dest Payl oadType,
ci pant Sr cPayl oadType,
ci pant Acti ve,

ci pant Peer,

ci pant Peer Addr Type,
ci pant Peer Addr ,

ci pant SrcL2Priority,
ci pant DestL2Priority,
ci pant Sr cDSCP,

ci pant Dest DSCP,

ci pant CpuMean,

ci pant CopuM n,

ci pant CpulMax,

ci pant Menor yMean,
ci pant MenoryM n,

ci pant Menor yMax,

ci pant Net RTTMean,
ci pant Net RTTM n,

ci pant Net RTTMax,

ci pant | AJi tter Mean,
cipantl AditterM n,
ci pant 1 AJi tter Max,
ci pant | PDVMean,

ci pant | PDVM n,

ci pant | PDVMax,

ci pant Net OwdMean,
ci pant Net OwdM n,

ci pant Net OwdMax,

ci pant AppDel ayMean,
ci pant AppDel ayM n,
ci pant AppDel ayMax,
ci pant Packet sRcvd,
ci pant Packet sSent
ci pant Cct et sRevd,
ci pant Cct et sSent
ci pant Lost Packet s,
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raqnonParti ci pant Lost Packet sFrct,
raqnonParti ci pant Di scards,
ragnonParti ci pant Di scar dsFrct,
r agmonQoSEnd2EndNet Del ay,
ragnonQoSi nterArrival Jitter,
ragnonQosRcvdPacket s,
ragmonQsRcvdCct et s,
ragmonQosSent Packet s,
ragnonQosSent Cct et s,
ragmonQosLost Packet s,
ragnmonQosSessi onSt at us,
raqnonParti ci pant Addr EndDat e,
raqgnonConfi gPort,
raqnonSessi onExcepti onl AJitter Threshol d,
raqnonSessi onExcepti onNet RTTThr eshol d,
raqnonSessi onExcepti onLost Packet sThr eshol d,
ragnonSessi onExcept i onRowSt at us,
ragmonConf i gPduTr ansport,
r agmonConf i gRaqnonPdus,
ragnonConf i gRDSTi neout }

STATUS current

DESCRI PTI ON
"Obj ects used in RAQVON by a collector.”

.= { ragmonG oups 1 }

raqnonCol | ect or Noti ficati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { ragnonSessi onAl arm }
STATUS current
DESCRI PTI ON
"Notifications enitted by a RAQVON col | ector."
::={ ragmonG oups 2 }

END
6. Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite. Such objects may be

consi dered sensitive or vulnerable in sonme network environnments. The
support for SET operations in a non-secure environnent w thout proper
protection can have a negative effect on network operations.

Setting the value of the object ragnonRDSTi meout to too | ow a val ue
woul d result in RDS sessions being term nated sooner than necessary,
while setting at too high a value may result in term nated sessions
continuing to be managed, with unnecessary nenory all ocations.
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Setting the following object to incorrect values can result in the
collectors either flooding the managenent applications with
unnecessary notifications, or not sending notifications when the QS
in the network may be degraded.

ragnonSessi onExceptionl AJitter Threshol d
ragnonSessi onExcepti onRTTThr eshol d
ragnonSessi onExcept i onLost Packet sThreshol d

Setting the ragmonConfigPort object to incorrect values can result in
the collector not being able to receive RAQVON PDUs fromthe data
sour ces.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessi ble) nay be considered sensitive or
vul nerabl e in sonme network environnments. These are:

ragnonParti ci pant Tabl e
ragnonQoSTabl e
ragnonParti cpant Addr Tabl e

Unaut hori zed exposure of these objects may | ead to di sclosure of the
addresses of the participants in applications, or information about
the traffic patents of the applications, which nay be considered
sensitive in certain environnents.

It is thus inportant to control even CGET and/or NOTIFY access to
these objects and possibly to even encrypt their val ues when sending
t hem over the network via SNW

The structure of the RAQVON tables limts what can be usefully done
for access control configuration using View based Access Control
Model (VACM. For exanple, with these structures it would not be
possible to provide a group, with access to performance data for a
specific group of devices, since the index values for
ragmonParti cpant Entry cannot be known in advance. Likewi se,
ragnmonSessi onExcepti onEntries apply to all entries in the
raqgnonQoSTabl e.

SNWP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPsec),
even then, there is no control as to who on the secure network is

al l owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.
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It is RECOMMENDED that inplenmenters consider the security features as
provi ded by the SNWMPv3 framework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographi c mechani snms (for
aut henti cati on and privacy).

Further, deploynent of SNWVP versions prior to SNWMPv3 is NOT
RECOVMENDED. Instead, it is RECOMVENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNMP entity giving access to an

i nstance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitinmte
rights to indeed GET or SET (change/create/delete) them

7. | ANA Consi derati ons

No requirenments fromIANA are defined in this docunment. The root QD
of the MB nmodul e defined in this docunment belongs to the RMON
subtree, as reserved in [RFC3737].
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