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Abstract

It is possible for Dynami ¢ Host Configuration Protocol (DHCP) clients
to attenpt to update the same DNS Fully Qualified Donai n Name (FQDN)
or to update a DNS FQDN that has been added to the DNS for another
purpose as they obtain DHCP | eases. Whether the DHCP server or the
clients thensel ves performthe DNS updates, conflicts can arise. To
resolve such conflicts, RFC 4703 proposes storing client identifiers
in the DNS to unambi guously associ ate donai n names with the DHCP
clients to which they refer. This nmeno defines a distinct Resource
Record (RR) type for this purpose for use by DHCP clients and
servers: the "DHCI D' RR

Stapp, et al. St andards Track [ Page 1]



RFC 4701

Tabl e of Contents

The DHCI D RR Oct ober 2006

L. INtroduCti ON .. 3
2. Term NOl OQY . .ot 3
3. The DHCI D RR ... e e e e 3
3.1. DHCI D RDATA FOrmBat . ..o e 3
3.2. DHCID Presentation Format ........... ... ... 4
3.3. The DHCID RR Identifier Type Codes ........... .. ... 4
3.4. The DHCID RR Digest Type Code ......... ..., 4
3.5. Conmputation of the RDATA ... ... . e 5
3.5.1. Using the Cient’s DUID ........... .. i, 5

3.5.2. Using the Cient ldentifier Option .................. 6

3.5.3. Using the Cient’s htype and chaddr ................. 6

3. 6. EXanpl es ... 6
3.6. 1. Exanpl e 1 ... ... 6

3.6.2. EXanpl e 2 ... 7

3.6.3. ExXanpl e 3 ... 7

4. Use of the DHCID RR ... .. . e e e e e 8
5. Updater Behavi Or . ... ... ... 8
6. Security Considerati ONS ... ... ..t 8
7. TANA Considerati ONS ... ... e 9
8. ACknOowW edgement S . . ... ... 9
9. References . ... ... .. 9
9.1. Normative References .......... .. 9
9.2. Informative References ......... ... i, 10
Stapp, et al. St andar ds Track [ Page 2]



RFC 4701 The DHCI D RR Cct ober 2006

1

| nt roducti on

A set of procedures to allow DHCP [7] [11] clients and servers to
automatically update the DNS ([3], [4]) is proposed in [1].

Conflicts can arise if nultiple DHCP clients wish to use the sane DNS
nanme or a DHCP client attenpts to use a nane added for another
purpose. To resolve such conflicts, [1] proposes storing client
identifiers in the DNS to unanbi guously associ ate domain nanes with
the DHCP clients using them In the interest of clarity, it is
preferable for this DHCP information to use a distinct RRtype. This
meno defines a distinct RR for this purpose for use by DHCP clients
or servers: the "DHCID' RR

In order to obscure potentially sensitive client identifying
information, the data stored is the result of a one-way SHA-256 hash
conputation. The hash includes information fromthe DHCP client’s
nmessage as well as the donain nanme itself, so that the data stored in
the DHCID RR wi || be dependent on both the client identification used
in the DHCP protocol interaction and the domain name. This neans
that the DHCID RDATA will vary if a single client is associated over
time with nore than one nanme. This nakes it difficult to "track’ a
client as it is associated with vari ous domai n names.

Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [2].

The DHCI D RR

The DHCID RR is defined with menonic DHCI D and type code 49. The
DHCID RRis only defined in the IN class. DHCID RRs cause no
addi ti onal section processing.

DHCI D RDATA For mat

The RDATA section of a DHCID RR in transm ssion contai ns RDLENGTH
octets of binary data. The fornmat of this data and its
interpretation by DHCP servers and clients are described bel ow

DNS sof tware shoul d consi der the RDATA section to be opaque. DHCP
clients or servers use the DHCID RR to associate a DHCP client’s
identity with a DNS nanme, so that nultiple DHCP clients and servers
may determnistically performdynani ¢ DNS updates to the sane zone.
From the updater’s perspective, the DHCI D resource record RDATA
consists of a 2-octet identifier type, in network byte order,
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followed by a 1-octet digest type, followed by one or nore octets
representing the actual identifier:

< 2 octets > Identifier type code
< 1 octet > Di gest type code
< n octets > Di gest (I ength depends on di gest type)

3.2. DHCID Presentation Format

In DNS master files, the RDATA is represented as a single block in
base-64 encoding identical to that used for representing binary data
in[8], Section 3. The data may be divided up into any nunber of

whi t e- space-separated substrings, down to single base-64 digits,

whi ch are concatenated to formthe conpl ete RDATA. These substrings
can span lines using the standard parentheses.

3.3. The DHCID RR I dentifier Type Codes

The DHCID RR I dentifier Type Code specifies what data from the DHCP
client’s request was used as input into the hash function. The
identifier type codes are defined in a registry nmaintai ned by | ANA
as specified in Section 7. The initial list of assigned values for
the identifier type code and that type’'s identifier is:

S o m o e o e e e e e o o e e o e mememaoaoo- +
| Identifier Type | ldentifier |
| Code | |
S o m o e o e e e e e o o e e o e mememaoaoo- +
0x0000 The 1-octet 'htype' followed by "hlen octets

I I I
| | of 'chaddr’ froma DHCPv4 client’s DHCPREQUEST |
| | [7]. |
| 0x0001 | The data octets (i.e., the Type and |
| | Cient-ldentifier fields) froma DHCPv4 |
| | client’s Cient Identifier option [10]. |
| 0x0002 | The client’s DUD (i.e., the data octets of a |
| | DHCPv6 client’'s Cient ldentifier option [11] |
| | or the DUID field froma DHCPv4 client’s |
| | Cient Identifier option [6]). |
| | Undefined; available to be assigned by | ANA |
| | Undefined; RESERVED. |

0x0003 - Oxfffe
Oxffff
3.4. The DHCI D RR Di gest Type Code
The DHCI D RR Di gest Type Code is an identifier for the digest

al gorithmused. The digest is calculated over an identifier and the
canoni cal FQDN as described in the next section.
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The digest type codes are defined in a registry maintained by | ANA,
as specified in Section 7. The initial list of assigned values for
the digest type codes is: value 0 is reserved, and value 1 is

SHA- 256. Reserving ot her types requires | ETF standards acti on.
Defining new values will also require | ETF standards action to
docunment how DNS updaters are to deal with multiple digest types.

3.5. Conputation of the RDATA

The DHCI D RDATA is formed by concatenating the 2-octet identifier
type code with variable-length data.

The RDATA for all type codes other than Oxffff, which is reserved for
future expansion, is forned by concatenating the 2-octet identifier
type code, the 1-octet digest type code, and the digest value (32
octets for SHA-256).

<identifier-type > < digest-type > < digest >
The input to the digest hash function is defined to be:
di gest = SHA-256(< identifier > < FQDN >)

The FQDN is represented in the buffer in the canonical wire format as
described in [9], Section 6.2. The identifier type code and the
identifier are related as specified in Section 3.3: the identifier
type code describes the source of the identifier

A DHCPv4 updater uses the 0x0002 type code if a Cient ldentifier
option is present in the DHCPv4 nessages and it is encoded as
specified in [6]. Oherwi se, the updater uses 0x0001 if a dient
Identifier option is present, and 0x0000 if not.

A DHCPv6 updater always uses the 0x0002 type code.
3.5.1. Using the dient’s DU D

When the updater is using the Cient’s DU D (either froma DHCPv6
Client ldentifier option or froma portion of the DHCPv4 C i ent
Identifier option encoded as specified in [6]), the first two octets
of the DHCI D RR MUST be 0x0002, in network byte order. The third
octet is the digest type code (1 for SHA-256). The rest of the DHCI D
RR MJUST contain the results of conputing the SHA-256 hash across the
octets of the DU D foll owed by the FQDN.
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3.5.2. Using the Cient Identifier Option

When the updater is using the DHCPv4 Client ldentifier option sent by
the client in its DHCPREQUEST nessage, the first two octets of the
DHCI D RR MJUST be 0x0001, in network byte order. The third octet is
the di gest type code (1 for SHA-256). The rest of the DHCI D RR MJUST
contain the results of computing the SHA-256 hash across the data
octets (i.e., the Type and Client-ldentifier fields) of the option,
foll owed by the FQDN

3.5.3. Using the dient’s htype and chaddr

When the updater is using the client’s |ink-layer address as the
identifier, the first two octets of the DHCI D RDATA MUST be zero.
The third octet is the digest type code (1 for SHA-256). To generate
the rest of the resource record, the updater conputes a one-way hash
usi ng the SHA-256 al gorithm across a buffer containing the client’s
network hardware type, link-layer address, and the FQDN dat a.
Specifically, the first octet of the buffer contains the network
hardware type as it appeared in the DHCP 'htype' field of the
client’s DHCPREQUEST nmessage. All of the significant octets of the
"chaddr’ field in the client’s DHCPREQUEST nessage follow, in the
same order in which the octets appear in the DHCPREQUEST nessage.
The nunber of significant octets in the 'chaddr’ field is specified
in the "hlen field of the DHCPREQUEST nmessage. The FQDN data, as
speci fi ed above, foll ows.

3.6. Exanples
3.6.1. Exanple 1

A DHCP server allocates the I Pv6 address 2001: DB8::1234:5678 to a
client that included the DHCPv6 client-identifier option data 00: 01:
00: 06:41:2d:f1:66:01:02: 03:04:05:06 in its DHCPv6 request. The
server updates the name "chi 6. exanpl e.cont on the client’s behalf and
uses the DHCP client identifier option data as input in formng a
DHCI D RR.  The DHCI D RDATA is formed by setting the two type octets
to the val ue 0x0002, the 1-octet digest type to 1 for SHA-256, and
perforni ng a SHA-256 hash conputation across a buffer containing the
14 octets fromthe client-id option and the FQDN (represented as
specified in Section 3.5).

chi 6. exanpl e. com AAAA 2001: DB8: : 1234: 5678
chi 6. exanpl e. com DHCI D ( AAI BY2/ AuCccgodbsaxcQ9TUappt P69I
g xf NuVAA2Kkj EA= )

If the DHCID RR type is not supported, the RDATA woul d be encoded
[13] as:
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\# 35 ( 000201636f cOb8271c82825bblac5c4l1cf 5351aa69b4f ebd94e8f 17cd
b95000da48c40 )

3.6.2. Exanple 2

A DHCP server allocates the IPv4 address 192.0.2.2 to a client that

i ncluded the DHCP client-identifier option data 01:07:08: 09: Oa: Ob: Oc
inits DHCP request. The server updates the name "chi.exanpl e. cont
on the client’s behalf and uses the DHCP client identifier option
data as input in formng a DHCID RR  The DHCI D RDATA is forned by
setting the two type octets to the val ue 0x0001, the 1-octet digest
type to 1 for SHA-256, and performing a SHA-256 hash conputation
across a buffer containing the seven octets fromthe client-id option
and the FQDN (represented as specified in Section 3.5).

chi . exanpl e. com A 192.0.2.2
chi . exanpl e. com DHCI D ( AAEBOSD+XR30s/ OLozeXVgcNc7FwCf QdwW
L3b/ Nai UDI V2No= )

If the DHCID RR type is not supported, the RDATA woul d be encoded
[13] as:

\# 35 ( 0001013920f e5d1dceb3f dOba3379756a70d73b17009f 41d58bddbf cd
6a2503956d8da )

3.6.3. Exanple 3

A DHCP server allocating the |Pv4 address 192.0.2.3 to a client with
the Ethernet MAC address 01:02:03: 04: 05: 06 using domai n nane
"client.exanpl e.com' uses the client’s |link-layer address to identify
the client. The DHCI D RDATA is conposed by setting the two type
octets to zero, the 1l-octet digest type to 1 for SHA-256, and
perform ng an SHA-256 hash conputati on across a buffer containing the
l-octet 'htype’ value for Ethernet, 0x01, followed by the six octets
of the Ethernet MAC address, and the domain nane (represented as
specified in Section 3.5).

client.exanpl e.com A 192.0.2.3
client. exanpl e.com DHCID ( AAABxLm skl | EOMVj d57zHcWrEH3pCQ6V
yt cKD/ / 7es/ deY=)

If the DHCID RR type is not supported, the RDATA woul d be encoded
[13] as:

\# 35 ( 000001c4b9a5b249651343158dde7bcc77169841f 7a4243a572b5¢283
fffedeb3f 75e6 )
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4.

Use of the DHCID RR

This RR MJUST NOT be used for any purpose other than that detailed in
[1]. Although this RR contains data that is opaque to DNS servers,
the data nust be consistent across all entities that update and
interpret this record. Therefore, new data formats may only be
defined through actions of the DHC Wrking G oup, as a result of
revising [1].

Updat er Behavi or

The data in the DHCID RR al | ows updaters to determ ne whether nore
than one DHCP client desires to use a particular FQDN. This allows
site adm nistrators to establish policy about DNS updates. The DHCI D
RR does not establish any policy itself.

Updaters use data froma DHCP client’s request and the domai n nane
that the client desires to use to conpute a client identity hash, and
then conpare that hash to the data in any DHCID RRs on the name that
they wish to associate with the client’s IP address. |f an updater

di scovers DHCI D RRs whose RDATA does not nmatch the client identity
that they have conputed, the updater SHOULD conclude that a different
client is currently associated with the nane in question. The
updat er SHOULD then proceed according to the site’'s adm nistrative
policy. That policy mght dictate that a different nanme be sel ected,
or it might pernmit the updater to continue.

Security Considerations

The DHCI D record as such does not introduce any new security problens
into the DNS. In order to obscure the client’s identity information,
a one-way hash is used. Further, in order to make it difficult to
"track’ a client by exanining the nanes associated with a particul ar
hash value, the FQDN is included in the hash conputation. Thus, the
RDATA i s dependent on both the DHCP client identification data and on
each FQDN associated with the client.

However, it should be noted that an attacker that has sonme know edge,
such as of MAC addresses commonly used in DHCP client identification
data, may be able to discover the client’s DHCP identify by using a
brute-force attack. Even wi thout any additional know edge, the
nunber of unknown bits used in conputing the hash is typically only
48 to 80.

Admi nistrators should be wary of permtting unsecured DNS updates to
zones, whether or not they are exposed to the global Internet. Both
DHCP clients and servers SHOULD use sone form of update
authentication (e.g., [12]) when perform ng DNS updates.
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7.

9.

9.

| ANA Consi der ati ons
| ANA has allocated a DNS RR type nunber for the DHCID record type.

Thi s specification defines a new nunber-space for the 2-octet
identifier type codes associated with the DHCID RR. | ANA has
established a registry of the values for this nunber-space. Three
initial values are assigned in Section 3.3, and the val ue OXFFFF is
reserved for future use. New DHCID RR identifier type codes are
assi gned through Standards Action, as defined in [5].

This specification defines a new nunber-space for the 1-octet digest
type codes associated with the DHCID RR. | ANA has established a
registry of the values for this nunber-space. Two initial values are
assigned in Section 3.4. New DHCID RR di gest type codes are assigned
t hrough Standards Action, as defined in [5].

Acknow edgenent s

Many thanks to Harald Al vestrand, Ral ph Drons, O afur Gudnundsson

Sam Hartman, Josh Littlefield, Pekka Savola, and especially Bernie

Vol z for their review and suggesti ons.

Ref er ences
Nor mati ve References

[1] Stapp, M and B. Vol z, "Resolution of Fully Qualified Domain
Name (FQDN) Conflicts among Dynam ¢ Host Confi guration Protocol
(DHCP) dients", RFC 4703, Cctober 2006.

[2] Bradner, S., "Key words for use in RFCs to |Indicate Requirenent
Level s", BCP 14, RFC 2119, March 1997.

[3] Mockapetris, P., "Domain nanes - concepts and facilities"
STD 13, RFC 1034, Novenber 1987.

[4] Mockapetris, P., "Domain nanes - inplenentation and
specification", STD 13, RFC 1035, Novemnber 1987.

[5] Narten, T. and H. Alvestrand, "CGuidelines for Witing an | ANA
Consi derations Section in RFCs", BCP 26, RFC 2434, (October 1998.

[6] Lemon, T. and B. Sommerfeld, "Node-specific Client ldentifiers
for Dynami c Host Configuration Protocol Version Four (DHCPv4)",
RFC 4361, February 2006.

Stapp, et al. St andar ds Track [ Page 9]



RFC 4701 The DHCI D RR Cct ober 2006

9.2. Informative References

[ 7] Dronms, R, "Dynamic Host Configuration Protocol", RFC 2131,
March 1997.

[ 8] Josefsson, S., "The Basel6, Base32, and Base64 Data Encodi ngs",
RFC 3548, July 2003.

[ 9] Arends, R, Austein, R, Larson, M, Massey, D., and S. Rose,
"Resource Records for the DNS Security Extensions", RFC 4034,
Mar ch 2005.

[10] Alexander, S. and R Dronms, "DHCP Options and BOOTP Vendor
Ext ensi ons”, RFC 2132, March 1997.

[11] Drons, R, Bound, J., Volz, B., Lenon, T., Perkins, C., and M
Carney, "Dynamic Host Configuration Protocol for |Pv6
(DHCPv6) ", RFC 3315, July 2003.

[12] Vixie, P., GQudnundsson, O, Eastlake, D., and B. Wellington,
"Secret Key Transaction Authentication for DNS (TSIG",
RFC 2845, May 2000.

[13] Gustafsson, A, "Handling of Unknown DNS Resource Record (RR)
Types", RFC 3597, Septenber 2003.

Stapp, et al. St andar ds Track [ Page 10]



RFC 4701 The DHCI D RR Cct ober 2006

Aut hor s’ Addresses

Mar k St app

Cisco Systens, Inc.
1414 Massachusetts Ave.
Boxbor ough, MA 01719
USA

Phone: 978.936. 1535
EMai | : nj s@isco.com

Ted Lenon

Nom num | nc.

950 Charter St.

Redwood City, CA 94063
USA

EMai | : nel |l on@om num com

Andr eas Cust af sson

Araneus | nformation Systens Oy
U appakatu 1

02320 Espoo

Fi nl and

EMai | : gson@r aneus. fi

Stapp, et al. St andards Track [ Page 11]



RFC 4701 The DHCI D RR Cct ober 2006

Ful I Copyright Statenent
Copyright (C The Internet Society (2006).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.

Acknow edgenent

Funding for the RFC Editor function is provided by the | ETF
Adm ni strative Support Activity (1ASA).

Stapp, et al. St andards Track [ Page 12]






