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Abstract

The Sinple Authentication and Security Layer (SASL) is a framework
for providing authentication and data security services in
connection-oriented protocols via replaceabl e nechanisns. It
provides a structured interface between protocols and mechani sns.
The resulting framework all ows new protocols to reuse existing
nmechani sns and all ows old protocols to make use of new nechani sns.
The franmework al so provides a protocol for securing subsequent
protocol exchanges within a data security |ayer.

Thi s docunent describes how a SASL nechanismis structured, describes
how protocol s include support for SASL, and defines the protocol for

carrying a data security layer over a connection. |In addition, this

docunent defines one SASL mechani sm the EXTERNAL nechani sm

Thi s docunent obsol etes RFC 2222.
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1

| nt roducti on

The Sinple Authentication and Security Layer (SASL) is a framework
for providing authentication and data security services in
connection-oriented protocols via replaceabl e nechani sns. SASL
provides a structured interface between protocols and mechani sns.
SASL al so provides a protocol for securing subsequent protoco
exchanges within a data security layer. The data security |ayer can
provide data integrity, data confidentiality, and other services.

SASL’'s design is intended to allow new protocols to reuse existing
nmechani sns w t hout requiring redesign of the mechanisns and al |l ows
exi sting protocols to nake use of new nmechani sms w t hout redesign of
pr ot ocol s.

SASL is conceptually a framework that provides an abstraction |ayer
bet ween protocols and nmechanisnms as illustrated in the follow ng
di agram

SMIP LDAP XMPP  Qther protocols ...

\ | | /
\ | | /

SASL abstraction | ayer
/ | | \

/ | | \

EXTERNAL GSSAPI PLAI N O her nechanisns ...

It is through the interfaces of this abstraction |ayer that the
framework allows any protocol to utilize any mechanism \Wile this
| ayer does generally hide the particulars of protocols from

mechani sns and the particulars of nechanisnms fromprotocols, this

| ayer does not generally hide the particulars of nmechanisns from
protocol inplenentations. For exanple, different nechanisms require
different information to operate, some of them use password-based
aut hentication, sone of then require real minfornmation, others nake
use of Kerberos tickets, certificates, etc. Also, in order to
perform aut hori zati on, server inplenentations generally have to

i npl ement identity mappi ng between authentication identities, whose
formis mechani smspecific, and authorization identities, whose form
is application protocol specific. Section 2 discusses identity
concept s.

It is possible to design and inplement this franework in ways that do
abstract away particulars of sinilar nechanisms. Such a franmework

i npl enentation, as well as mechani sns inpl enentations, could be
designed not only to be shared by multiple inplenentations of a
particul ar protocol but to be shared by inplenmentations of nultiple
pr ot ocol s.
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The framework incorporates interfaces with both protocols and
mechani sns in which authentication exchanges are carried out.
Section 3 discusses SASL aut hentication exchanges.

To use SASL, each protocol (anongst other itens) provides a nethod
for identifying which nmechanismis to be used, a nmethod for exchange
of nmechani smspecific server-challenges and client-responses, and a
met hod for comunicating the outcone of the authentication exchange.
Section 4 discusses SASL protocol requirenents.

Each SASL nechani sm defines (anpongst other itens) a series of
server-chal l enges and client-responses that provide authentication
services and negotiate data security services. Section 5 discusses
SASL nmechani sm requi renents.

Section 6 discusses security considerations. Section 7 discusses
| ANA consi derations. Appendi x A defines the SASL EXTERNAL nechani sm

1.1. Docunent Audi ences
This docunent is witten to serve several different audi ences:

- protocol designers using this specification to support
aut hentication in their protocol,

- nmechani sm desi gners that define new SASL nechani sns, and

- inplenentors of clients or servers for those protocols that
support SASL.

Wi | e the docunment organization is intended to allow readers to focus
on details relevant to their engineering, readers are encouraged to
read and understand all aspects of this docunent.

1.2. Relationship to Oher Docunents

Thi s docunment obsol etes RFC 2222. It replaces all portions of RFC
2222 excepting sections 7.1 (the KERBEROS |V nechanism, 7.2 (the
GSSAPI nmechanism), 7.3 (the SKEY nechanism. The KERBEROS |V and
SKEY mechani snms are now vi ewed as obsol ete and their specifications
provided in RFC 2222 are Hi storic. The GSSAPI mechanismis now
separately specified [ SASL- GSSAPI | .

Appendi x B provides a sunmary of changes since RFC 2222
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1.3. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119].

Character nanes in this docunment use the notation for code points and
nanes fromthe Uni code Standard [Unicode]. For exanple, the letter
"a" may be represented as either <W+0061> or <LATIN SMALL LETTER A>.

Note: a glossary of terns used in Unicode can be found in [G ossary].
I nformation on the Uni code character encodi ng nodel can be found in
[ Char Model ] .

In exanples, "C:" and "S:" indicate |ines of data to be sent by the
client and server, respectively. Lines have been wapped for
i nproved readability.

2. ldentity Concepts

In practice, authentication and authorization may involve nultiple
identities, possibly in different forns (sinple usernane, Kerberos
principal, X 500 Distinguished Nane, etc.), possibly with different
representations (e.g., ABNF-described UTF-8 encoded Uni code character
string, BER-encoded Distinguished Nane). Wile technica
specifications often prescribe both the identity form and
representation used on the network, different identity fornms and/or
representations may be (and often are) used within inplenmentations.
How identities of different fornms relate to each other is, generally,
a local matter. |In addition, the forns and representati ons used
within an inplenentation are a local matter.

However, conceptually, the SASL framework involves two identities:

1) an identity associated with the authentication credentials
(termed the authentication identity), and

2) an identity to act as (terned the authorization identity).

SASL nechani sm speci fications describe the credential forn(s) (e.g.,
X. 509 certificates, Kerberos tickets, sinple usernane/password) used
to authenticate the client, including (where appropriate) the syntax
and semantics of authentication identities carried in the
credentials. SASL protocol specifications describe the identity
form(s) used in authorization and, in particular, prescribe the
syntax and senmantics of the authorization identity character string
to be transferred by nmechani smns.
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The client provides its credentials (which include or inply an
authentication identity) and, optionally, a character string
representing the requested authorization identity as part of the SASL
exchange. Wen this character string is omtted or enpty, the client
is requesting to act as the identity associated with the credentials
(e.g., the user is requesting to act as the authentication identity).

The server is responsible for verifying the client’s credentials and
verifying that the identity it associates with the client’s
credentials (e.g., the authentication identity) is allowed to act as
the authorization identity. A SASL exchange fails if either (or
both) of these verifications fails. (The SASL exchange may fail for
ot her reasons, such as service authorization failure.)

However, the precise forn(s) of the authentication identities (used
within the server inits verifications, or otherw se) and the precise
form(s) of the authorization identities (used in making authorization
deci sions, or otherw se) are beyond the scope of SASL and this
specification. |In some circunstances, the precise identity forns
used in sone context outside of the SASL exchange may be dictated by
ot her specifications. For instance, an identity assunption

aut hori zati on (proxy authorization) policy specification nmay dictate
how aut henti cati on and authorization identities are represented in
policy statenents.

3. The Authentication Exchange

Each aut hentication exchange consists of a nmessage fromthe client to
the server requesting authentication via a particul ar nechani sm

foll owed by one or nore pairs of challenges fromthe server and
responses fromthe client, followed by a nmessage fromthe server

i ndicating the outcone of the authentication exchange. (Note:
exchanges nmay al so be aborted as discussed in Section 3.5.)

The following illustration provides a high-1level overview of an
aut henti cati on exchange.

C. Request authentication exchange

S: Initial challenge

C Initial response

<addi ti onal chal |l enge/ response nessages>
S: Qutcone of authentication exchange

If the outcome is successful and a security |layer was negoti ated,

this layer is then installed (see Section 3.7). This also applies to
the following illustrations.
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Sonme nmechani sns specify that the first data sent in the

aut hentication exchange is fromthe client to the server. Protocols
may provide an optional initial response field in the request nessage
to carry this data. Where the mechani sm specifies that the first
data sent in the exchange is fromthe client to the server, the
protocol provides an optional initial response field, and the client
uses this field, the exchange is shortened by one round-trip:

C. Request authentication exchange + Initial response
<addi ti onal chal | enge/ response nessages>
S: Qutcone of authentication exchange

Where the mechani sm specifies that the first data sent in the
exchange is fromthe client to the server and this field is
unavai l abl e or unused, the client request is followed by an enpty
chal | enge.

C. Request authentication exchange

S: Enpty Chal |l enge

C Initial Response

<addi ti onal chal |l enge/ response nessages>
S: Qutcone of authentication exchange

Should a client include an initial response in its request where the
mechani sm does not allow the client to send data first, the
aut henti cati on exchange fails.

Sonme nechani sms specify that the server is to send additional data to
the client when indicating a successful outcone. Protocols nay

provi de an optional additional data field in the outcone nessage to
carry this data. Were the nechanismspecifies that the server is to
return additional data with the successful outcone, the protoco

provi des an optional additional data field in the outcome nessage,
and the server uses this field, the exchange is shortened by one
round-trip:

C. Request authentication exchange

S: Initial challenge

C Initial response

<addi ti onal chal |l enge/ response nessages>

S: Qutcone of authentication exchange with
addi tional data with success

Where the mechani sm specifies that the server is to return additiona
data to the client with a successful outcome and this field is
unavai |l abl e or unused, the additional data is sent as a challenge
whose response is enpty. After receiving this response, the server
then indi cates the successful outcone.
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C. Request authentication exchange

S: Initial challenge

C Initial response

<addi ti onal chal | enge/ response nessages>
S: Additional data chall enge

C. Empty Response

S: Qutcone of authentication exchange

Where mechani sns specify that the first data sent in the exchange is
fromthe client to the server and additional data is sent to the
client along with indicating a successful outcome, and the protocol
provi des fields supporting both, then the exchange takes two fewer
round-trips:

C. Request authentication exchange + Initial response
<addi ti onal chal | enge/ response nessages>
S: Qutcone of authentication exchange

with additional data with success

i nstead of:

C. Request authentication exchange

S: Enpty Chal |l enge

C Initial Response

<addi ti onal chal |l enge/ response nessages>
S: Additional data chall enge

C. Empty Response

S: Qutcone of authentication exchange

3.1. Mechani sm Nam ng

SASL nechani snms are naned by character strings, from1l to 20
characters in length, consisting of ASCII [ASCII] uppercase letters,
digits, hyphens, and/or underscores. |In the follow ng Augnented
Backus- Naur Form (ABNF) [ RFC4234] grammar, the <sasl-nech> production
defines the syntax of a SASL nechani sm nane.

sasl - mech = 1*20nech-char

nmech- char = UPPER-ALPHA / DIA T / HYPHEN / UNDERSCORE

; mech-char is restricted to A-Z (uppercase only), 0-9, -, and _
. from ASCI| character set.

UPPER- ALPHA = %41-5A ; A-Z (uppercase only)

DAT = %30-39 ; 0-9

HYPHEN = 2D ; hyphen (-)

UNDERSCORE = 9%5F ; underscore ()

SASL mechani sm nanes are regi stered as discussed in Section 7. 1.
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3.2. Mechani sm Negoti ation
Mechani sm negoti ation is protocol specific.

Commonly, a protocol will specify that the server advertises
supported and avail able mechanisnms to the client via some facility
provi ded by the protocol, and the client will then select the "best"
mechanismfromthis list that it supports and finds suitable.

Note that the nechani smnegotiation is not protected by the
subsequent authenticati on exchange and hence is subject to downgrade
attacks if not protected by other neans.

To detect downgrade attacks, a protocol can allowthe client to

di scover avail abl e mechani sns subsequent to the authentication
exchange and installation of data security layers with at |east data
integrity protection. This allows the client to detect changes to
the list of mechani sns supported by the server

3.3. Request Authentication Exchange

The aut hentication exchange is initiated by the client by requesting
authentication via a mechanismit specifies. The client sends a
nmessage that contains the nanme of the nechanismto the server. The
particul ars of the nmessage are protocol specific.

Note that the name of the nechanismis not protected by the
nmechani sm and hence is subject to alteration by an attacker if not
integrity protected by other neans.
Wiere the nechanismis defined to allow the client to send data
first, and the protocol’s request nmessage includes an optional
initial response field, the client may include the response to the
initial challenge in the authentication request nessage.

3.4. Challenges and Responses
The aut henticati on exchange invol ves one or nore pairs of server-
chal | enges and client-responses, the particulars of which are
mechani sm specific. These chall enges and responses are enclosed in
prot ocol messages, the particulars of which are protocol specific.
Through these chal | enges and responses, the mechani sm nay:

- authenticate the client to the server,

- authenticate the server to the client,
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- transfer an authorization identity string,
- negotiate a security l|ayer, and
- provide other services.

The negotiation of the security |layer may involve negotiation of the
security services to be provided in the | ayer, how these services
wi Il be provided, and negotiation of a maxi mum ci pher-text buffer
size each side is able to receive in the |ayer (see Section 3.6).

After receiving an authentication request or any client response, the
server may issue a challenge, abort the exchange, or indicate the

out cone of an exchange. After receiving a challenge, a client
mechani sm nay i ssue a response or abort the exchange.

3.4.1. Authorization Identity String

The authorization identity string is a sequence of zero or nore
Uni code [ Uni code] characters, excluding the NUL (U+0000) character,
representing the identity to act as.

If the authorization identity string is absent, the client is
requesting to act as the identity the server associates with the
client’s credentials. An enpty string is equivalent to an absent
aut hori zation identity.

A non-enpty authorization identity string indicates that the client
Wi shes to act as the identity represented by the string. In this
case, the formof identity represented by the string, as well as the
preci se syntax and semantics of the string, is protocol specific.

Wil e the character encoding schema used to transfer the
authorization identity string in the authentication exchange is
mechani sm speci fic, nechanisns are expected to be capable of carrying
the entire Unicode repertoire (with the exception of the NUL
character).

3.5. Aborting Authentication Exchanges

A client or server may desire to abort an authentication exchange if
it isunwilling or unable to continue (or enter into).

A client nay abort the authentication exchange by sendi ng a nessage,

the particulars of which are protocol specific, to the server,

i ndicating that the exchange is aborted. The server nmay be required
by the protocol to return a nmessage in response to the client’'s abort
nessage.
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Li kewi se, a server nay abort the authentication exchange by sending a
nmessage, the particulars of which are protocol specific, to the
client, indicating that the exchange is abort ed.

3.6. Authentication Qutcone
At the conclusion of the authentication exchange, the server sends a
nmessage, the particulars of which are protocol specific, to the
client indicating the outconme of the exchange.

The outcone is not successful if

t he authenticati on exchange failed for any reason
- the client’s credentials could not be verified,

- the server cannot associate an identity with the client’s
credenti al s,

- the client-provided authorization identity string is malfornmed,

- the identity associated with the client’s credentials is not
authori zed to act as the requested authorization identity,

- the negotiated security layer (or lack thereof) is not
sui tabl e, or

- the server is not willing to provide service to the client for
any reason.

The protocol may include an optional additional data field in this
out cone nmessage. This field can only include additional data when
the outcone is successful

If the outcome is successful and a security |layer was negoti ated,

this layer is then installed. |If the outconme is unsuccessful, or a
security |layer was not negotiated, any existing security is left in
pl ace.

The outcone nessage provided by the server can provide a way for the
client to distinguish between errors that are best dealt with by re-
pronpting the user for her credentials, errors that are best dealt
with by telling the user to try again later, and errors where the
user nust contact a system adm nistrator for resolution (see the SYS
and AUTH POP Response Codes [ RFC3206] specification for an exanple).
This distinction is particularly useful during schedul ed server

mai nt enance periods as it reduces support costs. It is also

i nportant that the server can be configured such that the outcone
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nmessage will not distinguish between a valid user with invalid
credentials and an invalid user.

3.7. Security Layers

SASL nmechani sms may offer a wide range of services in security

| ayers. Typical services include data integrity and data
confidentiality. SASL mechanisns that do not provide a security
|l ayer are treated as negotiating no security |ayer

If use of a security layer is negotiated in the authentication

prot ocol exchange, the layer is installed by the server after

i ndicating the outcone of the authentication exchange and installed
by the client upon receipt of the outcone indication. 1In both cases,
the layer is installed before transfer of further protocol data. The
preci se position upon which the |ayer takes effect in the protocol
data streamis protocol specific.

Once the security layer is in effect in the protocol data stream it
remains in effect until either a subsequently negotiated security
layer is installed or the underlying transport connection is closed.

When in effect, the security | ayer processes protocol data into
buffers of protected data. |If at any tine the security layer is
unable or unwilling to continue producing buffers protecting protocol
data, the underlying transport connection MJST be closed. |If the
security layer is not able to decode a received buffer, the
under | yi ng connecti on MJST be closed. In both cases, the underlying
transport connecti on SHOULD be cl osed gracefully.

Each buffer of protected data is transferred over the underlying
transport connection as a sequence of octets prepended with a four-
octet field in network byte order that represents the length of the
buffer. The length of the protected data buffer MJST be no |arger
than the nmaxi mum si ze that the other side expects. Upon the receipt
of a length field whose value is greater than the maxi num size, the
recei ver SHOULD cl ose the connection, as this nmight be a sign of an
att ack.

The maxi mum si ze that each side expects is fixed by the nmechani sm
ei ther through negotiation or by its specification.

3.8. Miltiple Authentications
Unl ess explicitly permitted in the protocol (as stated in the

protocol’s technical specification), only one successful SASL
aut henti cati on exchange may occur in a protocol session. In this
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case, once an authentication exchange has successfully conpl et ed,
further attenpts to initiate an authenticati on exchange fail.

Where mul tipl e successful SASL aut hentication exchanges are pernitted
in the protocol, then in no case may nultiple SASL security |ayers be

simul taneously in effect. |If a security layer is in effect and a
subsequent SASL negotiation selects a second security |ayer, then the
second security layer replaces the first. |If a security layer is in

effect and a subsequent SASL negotiation selects no security |ayer,
the original security layer remains in effect.

Where mul tiple successful SASL negotiations are permitted in the
protocol, the effect of a failed SASL authenticati on exchange upon
the previously established authentication and authorization state is
protocol specific. The protocol’s technical specification should be
consulted to deterni ne whether the previous authentication and

aut hori zation state remains in force, or changed to an anonynous
state, or otherwi se was affected. Regardless of the protocol -
specific effect upon previously established authentication and

aut hori zati on state, the previously negotiated security |ayer remains
in effect.

4. Protocol Requirenents

In order for a protocol to offer SASL services, its specification
MUST supply the follow ng information

1) A service nane, to be selected fromregistry of "service" elenents
for the Generic Security Service Application ProgramInterface
(GSSAPI) host-based service nanme form as described in Section 4.1
of [RFC2743]. Note that this registry is shared by all GSSAPI and
SASL mechani sms.

2) Detail any nechanismnegotiation facility that the protoco
provi des (see Section 3.2).

A protocol SHOULD specify a facility through which the client may
di scover, both before initiation of the SASL exchange and after
installing security layers negotiated by the exchange, the nanes
of the SASL nmechani sns that the server nmakes available to the
client. The latter is inportant to allowthe client to detect
downgrade attacks. This facility is typically provided through
the protocol’s extensions or capabilities discovery facility.

3) Definition of the nmessages necessary for authentication exchange,
i ncluding the foll ow ng:
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a) A nessage to initiate the authentication exchange (see Section
3.3).

This nessage MUST contain a field for carrying the nane of the
nmechani sm sel ected by the client.

Thi s nessage SHOULD contain an optional field for carrying an
initial response. |If the nessage is defined with this field,
the specification MJIST describe how nmessages with an enpty
initial response are distinguished fromnessages with no
initial response. This field MJST be capable of carrying
arbitrary sequences of octets (including zero-Iength sequences
and sequences contai ning zero-val ued octets).

b) Messages to transfer server challenges and client responses
(see Section 3.4).

Each of these nessages MJUST be capable of carrying arbitrary
sequences of octets (including zero-length sequences and
seguences contai ning zero-val ued octets).

c) A nessage to indicate the outconme of the authentication
exchange (see Section 3.6).

Thi s message SHOULD contain an optional field for carrying
addi tional data with a successful outcone. |[If the nessage is
defined with this field, the specification MJST descri be how
nmessages with an enpty additional data are distinguished from
messages with no additional data. This field MJUST be capable
of carrying arbitrary sequences of octets (including zero-

| engt h sequences and sequences contai ning zero-val ued octets).

4) Prescribe the syntax and semantics of non-enpty authorization
identity strings (see Section 3.4.1).

In order to avoid interoperability problens due to differing
normal i zati ons, the protocol specification MJST detail precisely
how and where (client or server) non-enpty authorization identity
strings are prepared, including all normalizations, for conparison
and ot her applicable functions to ensure proper function.

Speci fications are encouraged to prescribe use of existing
aut hori zation identity forms as well as existing string
representations, such as sinple user names [ RFC4013].

Where the specification does not precisely prescribe how

identities in SASL relate to identities used el sewhere in the
protocol, for instance, in access control policy statenents, it
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5)

6)

7)

may be appropriate for the protocol to provide a facility by which
the client can discover information (such as the representation of
the identity used in making access control decisions) about
established identities for these uses.

Detail any facility the protocol provides that allows the client
and/ or server to abort authentication exchange (see Section 3.5).

Protocol s that support nultiple authentications typically allow a
client to abort an ongoi ng authenticati on exchange by initiating a
new aut henti cati on exchange. Protocols that do not support

nmul tiple authentications may require the client to close the
connection and start over to abort an ongoi ng authentication
exchange.

Protocols typically allow the server to abort ongoing
aut henti cati on exchanges by returning a non-successful outcone
nmessage.

Identify precisely where newy negotiated security |layers start to
take effect, in both directions (see Section 3.7).

Typically, specifications require security layers to start taking
effect on the first octet followi ng the outconme nessage in data
bei ng sent by the server and on the first octet sent after receipt
of the outcone nmessage in data being sent by the client.

If the protocol supports other |layered security services, such as
Transport Layer Security (TLS) [RFC4346], the specification MJST
prescribe the order in which security layers are applied to

pr ot ocol dat a.

For instance, where a protocol supports both TLS and SASL security
| ayers, the specification could prescribe any of the follow ng:

a) SASL security layer is always applied first to data bei ng sent
and, hence, applied last to received data,

b) SASL security layer is always applied |last to data bei ng sent
and, hence, applied first to received data,

c) Layers are applied in the order in which they were installed,

d) Layers are applied in the reverse order in which they were
installed, or

e) Both TLS and SASL security layers cannot be install ed.
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8) Indicate whether the protocol supports nultiple authentications
(see Section 3.8). |If so, the protocol MJST detail the effect a
failed SASL aut henticati on exchange will have upon a previously
establ i shed authentication and authorization state.

Prot ocol specifications SHOULD avoid stating inplenmentation

requi rements that woul d hinder replacenment of applicable nechanisns.
In general, protocol specifications SHOULD be mechani sm neutral .
There are a nunber of reasonabl e exceptions to this reconmendation

i ncl udi ng

- detailing how credentials (which are nechani smspecific) are
managed i n the protocol

- detailing how authentication identities (which are nechani sm
specific) and authorization identities (which are protocol
specific) relate to each other, and

- detailing which nmechanisns are applicable to the protocol
5.  Mechani sm Requi renent s
SASL nechani sm speci fi cati ons MJST supply the follow ng information:

1) The name of the nechanism (see Section 3.1). This name MJST be
regi stered as discussed in Section 7.1.

2) A definition of the server-chall enges and client-responses of the
aut henti cati on exchange, as well as the follow ng:

a) An indication of whether the mechanismis client-first,
vari able, or server-first. |If a SASL nmechanismis defined as
client-first and the client does not send an initial response
in the authentication request, then the first server chall enge
MUST be enpty (the EXTERNAL nechanismis an exanple of this
case). If a SASL nmechanismis defined as variable, then the
specification needs to state how the server behaves when the
initial client response in the authentication request is
omitted (the DI GEST-MD5 nechani sm [ DI GEST-MD5] is an exanpl e of
this case). |If a SASL nechanismis defined as server-first,
then the client MJST NOT send an initial client response in the
aut hentication request (the CRAM MD5 nechani sm [ CRAM MD5] is an
exanmpl e of this case).

b) An indication of whether the server is expected to provide

addi ti onal data when indicating a successful outcone. If so,
if the server sends the additional data as a chall enge, the

Mel ni kov & Zeil enga St andar ds Track [ Page 16]



RFC 4422 SASL June 2006

3)

4)

5)

speci fication MJUST indicate that the response to this chall enge
is an enpty response.

SASL nmechani sms SHOULD be designed to nininize the nunber of
chal | enges and responses necessary to conpl ete the exchange.

An indication of whether the nmechanismis capable of transferring
aut hori zation identity strings (see Section 3.4.1). Wiile sone

| egacy mechani sns are incapable of transmtting an authorization
identity (which nmeans that for these mechani sns, the authorization
identity is always the enpty string), newy defined nmechani sns
SHOULD be capabl e of transferring authorization identity strings.
The nechani sm SHOULD NOT be capabl e of transferring both no

aut hori zation identity string and an enpty authorization identity.

Mechani snms that are capable of transferring an authorization
identity string MJST be capable of transferring arbitrary non-
enpty sequences of Uni code characters, excluding those that
contain the NUL (U+0000) character. Mechanisns SHOULD use the
UTF-8 [ RFC3629] transformation fornmat. The specification MJST
detail how any Uni code code points special to the nechani smthat
nm ght appear in the authorization identity string are escaped to
avoi d anbi guity during decoding of the authorization identity
string. Typically, mechanisnms that have special characters
require these special characters to be escaped or encoded in the
character string (after encoding it in a particular Unicode
transformation format) using a data encodi ng schene such as Base64
[ RFC3548] .

The specification MIST detail whether the nechanismoffers a
security layer. |f the nechani sm does, the specification MJST
detail the security and other services offered in the |ayer as
wel | as how these services are to be inplenented.

If the underlying cryptographic technol ogy used by a nechani sm
supports data integrity, then the mechani sm specification MJST
integrity protect the transmi ssion of an authorization identity
and the negotiation of the security |ayer.

SASL mechani snms SHOULD be protocol neutral

SASL mechani sms SHOULD reuse existing credential and identity forns,
as well as associated syntaxes and senanti cs.

SASL mechani sms SHOULD use the UTF-8 transformati on format [ RFC3629]
for encodi ng Uni code [Unicode] code points for transfer.
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In order to avoid interoperability problens due to differing
normal i zati ons, when a nechanismcalls for character data (other than
the authorization identity string) to be used as input to a
cryptographi c and/ or conparison function, the specification MJST
detail precisely how and where (client or server) the character data
is to be prepared, including all normalizations, for input into the
function to ensure proper operation.

For sinple user names and/or passwords in authentication credentials,
SASLprep [RFC4013] (a profile of the StringPrep [ RFC3454] preparation
al gorithm, SHOULD be specified as the preparation algorithm

The nechani sm SHOULD NOT use the authorization identity string in
generation of any |long-term cryptographic keys or hashes as there is
no requirenent that the authorization identity string be canonical
Long-term here, neans a term/longer than the duration of the

aut henti cati on exchange in which they were generated. That is, as
different clients (of the same or different protocol) nay provide

di fferent authorization identity strings that are semantically
equi val ent, use of authorization identity strings in generation of
crypt ographi c keys and hashes will likely lead to interoperability
and ot her probl ens.

6. Security Considerations
Security issues are discussed throughout this neno.

Many exi sting SASL nechani sns do not provi de adequate protection

agai nst passive attacks, let alone active attacks, in the

aut henti cati on exchange. Many existing SASL mechani snms do not offer
security layers. It is hoped that future SASL mechanisnms will
provi de strong protection agai nst passive and active attacks in the
aut henti cati on exchange, as well as security layers with strong basic
data security features (e.g., data integrity and data

confidentiality) services. It is also hoped that future nechanisns
will provide nore advanced data security services like re-keying (see
Section 6.3).

Regardl ess, the SASL framework is susceptible to downgrade attacks.
Section 6.1.2 offers a variety of approaches for preventing or
detecting these attacks. In sone cases, it is appropriate to use
data integrity protective services external to SASL (e.g., TLS) to
protect agai nst downgrade attacks in SASL. Use of externa
protective security services is also inportant when the mechani sns
avai |l abl e do not thensel ves offer adequate integrity and/or
confidentiality protection of the authentication exchange and/ or
prot ocol dat a.
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6.1. Active Attacks
6.1.1. Hijack Attacks

Wien the client selects a SASL security layer with at least integrity
protection, this protection serves as a counter-neasure agai nst an
active attacker hijacking the connection and nodifying protocol data
sent after establishnent of the security layer. |nplenentations
SHOULD cl ose the connection when the security services in a SASL
security layer report protocol data report lack of data integrity.

6.1.2. Downgrade Attacks

It is inportant that any security-sensitive protocol negotiations be
perforned after installation of a security layer with data integrity
protection. Protocols should be designed such that negotiations
performed prior to this installation should be revalidated after
installation is conplete. Negotiation of the SASL nmechanismis
security sensitive.

When a client negotiates the authentication mechanismw th the server
and/or other security features, it is possible for an active attacker
to cause a party to use the | east secure security services avail abl e.
For instance, an attacker can nodify the server-adverti sed mechani sm
list or can nodify the client-advertised security feature list within
a mechani smresponse. To protect against this sort of attack,

i mpl enent ati ons SHOULD NOT advertise nechani sns and/ or features that
cannot neet their mninmmsecurity requirenments, SHOULD NOT enter
into or continue authentication exchanges that cannot neet their

m ni mum security requirements, and SHOULD verify that conpl eted

aut henti cati on exchanges result in security services that neet their
m ni mum security requirements. Note that each endpoint needs to

i ndependently verify that its security requirenments are net.

In order to detect downgrade attacks to the least (or |ess) secure
nmechani sm supported, the client can discover the SASL nechani sns t hat
the server makes avail abl e both before the SASL authentication
exchange and after the negotiated SASL security layer (with at | east
data integrity protection) has been installed through the protocol’s
mechani sm di scovery facility. |[If the client finds that the
integrity-protected list (the list obtained after the security |ayer
was installed) contains a stronger nechanismthan those in the
previously obtained list, the client should assune that the
previously obtained |ist was nodified by an attacker and SHOULD cl ose
the underlying transport connection.

The client’s initiation of the SASL exchange, including the selection
of a SASL nechanism is done in the clear and may be nodified by an
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active attacker. It is inportant for any new SASL mechani sns to be
desi gned such that an active attacker cannot obtain an authentication
with weaker security properties by nodifying the SASL mechani sm nane
and/or the chall enges and responses.

Mul ti-level negotiation of security features is prone to downgrade
attack. Protocol designers should avoid offering higher-I|eve
negotiation of security features in protocols (e.g., above SASL
nmechani sm negoti ati on) and mechani sm desi gners shoul d avoi d | ower -
| evel negotiation of security features in nechanisnms (e.g., bel ow
SASL nechani sm negoti ati on).

6.1.3. Replay Attacks

Sone mechani sms may be subject to replay attacks unl ess protected by
external data security services (e.g., TLS)

6.1.4. Truncation Attacks

Most existing SASL security layers do not thenselves offer protection
agai nst truncation attack. |In a truncation attack, the active
attacker causes the protocol session to be closed, causing a
truncation of the possibly integrity-protected data streamthat |eads
to behavior of one or both the protocol peers that inappropriately
benefits the attacker. Truncation attacks are fairly easy to defend
agai nst in connection-oriented application-level protocols. A

prot ocol can defend agai nst these attacks by ensuring that each

i nformati on exchange has a clear final result and that each protoco
sessi on has a graceful closure nechanism and that these are
integrity protected.

6.1.5. Oher Active Attacks

When use of a security layer is negotiated by the authentication
protocol exchange, the receiver SHOULD handl e gracefully any
protected data buffer larger than the defined/ negotiated naxi ma

size. In particular, it MJUST NOT blindly allocate the anmobunt of
menory specified in the buffer size field, as this mght cause the
"out of menory" condition. |If the receiver detects a large block, it
SHOULD cl ose the connecti on.

6.2. Passive Attacks
Many mechani sns are subject to various passive attacks, including
si npl e eavesdroppi ng of unprotected credential infornmation as well as

online and offline dictionary attacks of protected credenti al
i nformati on.
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6.3. Re-keying

The secure or adnministratively permitted lifetines of SASL

nmechani sns’ security layers are finite. Cryptographic keys weaken as
they are used and as tinme passes; the nore tine and/or cipher-text
that a cryptanal yst has after the first use of the a key, the easier
it is for the cryptanalyst to nmount attacks on the key.

Administrative limts on a security layer's lifetine may take the
formof tine [imts expressed in X 509 certificates, in Kerberos V
tickets, or in directories, and are often desired. 1In practice, one
likely effect of adnministrative lifetine linmits is that applications
may find that security layers stop working in the mddl e of
application protocol operation, such as, perhaps, during |large data
transfers. As the result of this, the connection will be closed (see
Section 3.7), which will result in an unpl easant user experience.

Re- keyi ng (key renegotiation process) is a way of addressing the
weakeni ng of cryptographic keys. The SASL framework does not itself
provide for re-keying; SASL nechani sms may. Designers of future SASL
mechani sns shoul d consi der providing re-keying services.

| npl ementations that wish to re-key SASL security |ayers where the
nmechani sm does not provide for re-keying SHOULD reauthenticate the
sane | Ds and replace the expired or soon-to-expire security |ayers.
Thi s approach requires support for reauthentication in the
application protocols (see Section 3.8).

6.4. Oher Considerations

Prot ocol designers and inplenentors should understand the security
consi derations of nechani sms so they may sel ect nechani sns that are
applicable to their needs.

Di stributed server inplenentations need to be careful in how they
trust other parties. |In particular, authentication secrets should
only be disclosed to other parties that are trusted to manage and use
those secrets in a manner acceptable to the disclosing party.
Applications using SASL assume that SASL security |ayers providing
data confidentiality are secure even when an attacker chooses the
text to be protected by the security layer. Simlarly, applications
assunme that the SASL security layer is secure even if the attacker
can mani pul ate the cipher-text output of the security layer. New
SASL nmechani snms are expected to neet these assunptions.
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7.

7.

Uni code security considerations [UTR36] apply to authorization
identity strings, as well as UTF-8 [RFC3629] security considerations
where UTF-8 is used. SASLprep [RFC4013] and StringPrep [ RFC3454]
security considerations al so apply where used.

| ANA Consi der ati ons
1. SASL Mechani sm Regi stry

The SASL nechanismregistry is maintained by | ANA.  The registry is
currently available at <http://ww.iana. org/assi gnnents/sasl -
nmechani sne>.

The purpose of this registry is not only to ensure uni queness of

val ues used to nanme SASL mechani sns, but also to provide a definitive
reference to technical specifications detailing each SASL nechani sm
avail abl e for use on the Internet.

There is no nam ng convention for SASL nechani sns; any name that
conforms to the syntax of a SASL nechani sm nane can be registered.

The procedure detailed in Section 7.1.1 is to be used for
regi stration of a value naming a specific individual nechani sm

The procedure detailed in Section 7.1.2 is to be used for
registration of a value naming a famly of related nmechani sns.

Conments may be included in the registry as discussed in Section
7.1.3 and nay be changed as discussed in Section 7.1.4.

The SASL nechani smregistry has been updated to reflect that this
docunent provides the definitive technical specification for SASL and
that this section provides the registration procedures for this
registry.
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7.1.1. Mechani sm Nane Regi stration Procedure

| ANA wi || register new SASL nmechani sm nanmes on a First Cone First
Served basis, as defined in BCP 26 [ RFC2434]. |1ANA has the right to
rej ect obviously bogus registration requests, but will performno

review of clains made in the registration form

Regi stration of a SASL nechanismis requested by filling in the
follow ng tenplate:

Subj ect: Registration of SASL mechani sm X

SASL nechani sm nane (or prefix for the famly):

Security considerations:

Publ i shed specification (recomended):

Person & email address to contact for further information:
I ntended usage: (One of COVMON, LIM TED USE, or OBSOLETE)
Owner/ Change controller:

Note: (Any other information that the author deens rel evant nay be
added here.)

and sending it via electronic mail to | ANA at <i ana@ ana. or g>.

Wiile this registration procedure does not require expert review,
aut hors of SASL nechani snms are encouraged to seek community review
and comment whenever that is feasible. Authors may seek comunity
review by posting a specification of their proposed nechanismas an
Internet-Draft. SASL nechani sns i ntended for w despread use shoul d
be standardi zed through the normal | ETF process, when appropri ate.
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7.1.2. Family Nanme Registration Procedure

As noted above, there is no general nam ng convention for SASL
nmechani sns. However, specifications may reserve a portion of the
SASL nmechani sm nanespace for a set of related SASL nechani sns, a
"fam ly" of SASL mechani sns. Each fam |y of SASL nechanisns is
identified by a unique prefix, such as X-. Registration of new SASL
mechani smfanmi |y nanmes requires expert review as defined in BCP 26

[ RFC2434] .

Regi stration of a SASL family nane is requested by filling in the
follow ng tenplate:

Subj ect: Registration of SASL nmechanismfanily X

SASL family nane (or prefix for the famly):

Security considerations:

Publ i shed specification (recomended):

Person & email address to contact for further information:
I ntended usage: (One of COVMON, LIM TED USE, or OBSOLETE)
Owner/ Change controller:

Note: (Any other information that the author deens rel evant nay be
added here.)

and sending it via electronic mail to the IETF SASL mailing list at
<ietf-sasl @nt.org> and carbon copying | ANA at <i ana@ ana. or g>.

After allowi ng two weeks for community input on the | ETF SASL mailing
list, the expert will deternine the appropriateness of the

regi stration request and either approve or disapprove the request
with notice to the requestor, the mailing list, and | ANA

The review should focus on the appropriateness of the requested
famly nane for the proposed use and the appropriateness of the
proposed naming and registration plan for existing and future
mechani smnanes in the fanily. The scope of this request review may
entail consideration of relevant aspects of any provided technical
speci fication, such as their | ANA Consi derations section. However,
this reviewis narrowy focused on the appropriateness of the
requested registration and not on the overall soundness of any

provi ded techni cal specification.
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Aut hors are encouraged to pursue conmunity review by posting the
technical specification as an Internet-Draft and soliciting conmrent
by posting to appropriate IETF mailing lists.

7.1.3. Conments on SASL Mechani sm Regi strations

Conments on a registered SASL nmechanisnifanily should first be sent
to the "owner" of the mechanismifamly and/or to the <ietf-
sasl@nc.org> mailing |ist.

Submitters of coments nay, after a reasonable attenpt to contact the
owner, request |IANA to attach their comment to the SASL nechani sm
registration itself by sending mail to <iana@ana.org> At |ANA's
sol e discretion, |1ANA may attach the coment to the SASL nmechanisnis
regi stration.

7.1.4. Change Contro

Once a SASL nmechani smregistration has been published by | ANA, the
aut hor may request a change to its definition. The change request
follows the sanme procedure as the registration request.

The owner of a SASL nechani sm may pass responsibility for the SASL
mechani smto anot her person or agency by infornming I ANA; this can be
done wi thout discussion or review.

The | ESG may reassign responsibility for a SASL nechanism The nost
common case of this will be to enable changes to be nade to
nmechani sns where the author of the registration has died, has noved
out of contact, or is otherw se unable to make changes that are

i mportant to the comunity.

SASL nechani smregistrations may not be del eted; nechanisns that are
no | onger believed appropriate for use can be decl ared OBSCLETE by a
change to their "intended usage" field; such SASL nechanisms will be
clearly marked in the lists published by | ANA

The 1ESG is considered to be the owner of all SASL mechani sns t hat
are on the | ETF standards track.
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7. 2.

Regi strati on Changes

The | ANA has updated the SASL nechani sms registry as foll ows:

1)

2)

Changed the "I ntended usage" of the KERBEROS V4 and SKEY nechani sm
regi strati ons to OBSCLETE

Changed the "Published specification" of the EXTERNAL nechanismto
thi s docunent as indicated bel ow

Subj ect: Updated Regi stration of SASL nechani sm EXTERNAL

Fam |y of SASL nechani sns: NO

SASL nmechani sm name: EXTERNAL

Security considerations: See A 3 of RFC 4422

Publ i shed specification (optional, recomended): RFC 4422

Person & emai|l address to contact for further informtion:
Al exey Mel ni kov <Al exey. Mel ni kov@ sode. conp

I nt ended usage: COMMVON

Omner/ Change control ler: I ESG <iesg@etf.org>

Not e: Updates existing entry for EXTERNAL
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Appendi x A, The SASL EXTERNAL Mechani sm
Thi s appendi x is normative.

The EXTERNAL nechanismallows a client to request the server to use
credential s established by nmeans external to the mechanismto
authenticate the client. The external neans may be, for instance, IP
Security [RFC4301] or TLS [RFC4346] services. |In absence of sone a
priori agreement between the client and the server, the client cannot
make any assunption as to what external neans the server has used to
obtain the client’s credentials, nor make an assunption as to the
formof credentials. For exanple, the client cannot assume that the
server will use the credentials the client has established via TLS.

A. 1. EXTERNAL Techni cal Specification
The nanme of this nmechanismis "EXTERNAL".
The nechani sm does not provide a security |ayer.

The mechanismis capable of transferring an authorization identity
string. |If enpty, the client is requesting to act as the identity
the server has associated with the client’s credentials. [If non-
enpty, the client is requesting to act as the identity represented by
the string.

The client is expected to send data first in the authentication
exchange. \Where the client does not provide an initial response data
inits request to initiate the authentication exchange, the server is
to respond to the request with an enpty initial chall enge and then
the client is to provide its initial response.

The client sends the initial response containing the UTF-8 [ RFC3629]
encodi ng of the requested authorization identity string. This
response i s non-enpty when the client is requesting to act as the
identity represented by the (non-enpty) string. This response is
enpty when the client is requesting to act as the identity the server
associated with its authentication credentials.

The syntax of the initial response is specified as a value of the
<extern-initial-resp> production detail ed bel ow using the Augnented
Backus- Naur Form (ABNF) [ RFC4234] notati on.

external-initial-resp
aut hz-id-string
UTF8- char - no- nul
UTF8- 1- no- nul

aut hz-id-string

*( UTF8-char - no- nul

UTF8- 1-no-nul / UTF8-2 / UTF8-3 / UTF8-4
%% 01- 7F
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where the <UTF8-2>, <UTF8-3>, and <UTF8-4> productions are as defined
in [ RFC3629].

There are no additional challenges and responses.

Hence, the server is to return the outcone of the authentication
exchange.

The exchange fails if
- the client has not established its credentials via external neans,
- the client’s credentials are inadequate,

- the client provided an enpty authorization identity string and the
server is unwilling or unable to associate an authorization
identity with the client’s credentials,

- the client provided a non-enpty authorization identity string that
is invalid per the syntax requirenments of the applicable
appl i cation protocol specification,

- the client provided a non-enpty authorization identity string
representing an identity that the client is not allowed to act as,
or

- the server is unwilling or unable to provide service to the client
for any other reason

O herwi se the exchange is successful. Wen indicating a successful
out cone, additional data is not provided.

A. 2. SASL EXTERNAL Exanpl es

Thi s section provides exanpl es of EXTERNAL aut henticati on exchanges.
The exanples are intended to help the readers understand the above
text. The exanples are not definitive. The Application
Configuration Access Protocol (ACAP) [RFC2244] is used in the

exanpl es.

The first exanple shows use of EXTERNAL with an enpty authorization
identity. In this exanple, the initial response is not sent in the
client’s request to initiate the authenticati on exchange.

S: * ACAP (SASL "Dl GEST- MD5")

C. a00l1 STARTTLS

S: a001 OK "Begin TLS negotiati on now"'

<TLS negotiation, further conmmands are under TLS | ayer>
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S: * ACAP (SASL "DI GEST- MD5" "EXTERNAL")
C. a002 AUTHENTI CATE " EXTERNAL"

S: + mn

C: + mn

S: a002 OK "Aut henti cat ed"

The second exanpl e shows use of EXTERNAL with an authorization
identity of "fred@xanple.com. |In this exanple, the initial
response is sent with the client’s request to initiate the

aut henti cati on exchange. This saves a round-trip.

A 3.

S: * ACAP (SASL "Dl GEST- MD5")

C. a00l1 STARTTLS

S: a001l K "Begin TLS negoti ati on now'

<TLS negotiation, further conmands are under TLS | ayer>

S: * ACAP (SASL "DI GEST- MD5" "EXTERNAL")

C. a002 AUTHENTI CATE "EXTERNAL" {16+}

C. fred@xanpl e. com

S: a002 NO "Cannot assune requested authorization identity"

Security Considerations

The EXTERNAL nechani sm provi des no security protection; it is

vul nerabl e to spoofing by either client or server, active attack, and
eavesdropping. It should only be used when adequate security

servi ces have been established.

Appendi x B. Changes since RFC 2222

Thi s appendi x i s non-normati ve.

The material in RFC 2222 was significantly rewitten in the
production of this docunent.

RFC 2222, by not stating that the authorization identity string was a
string of Unicode characters, |let alone character data, inplied that
the authorization identity string was a string of octets.

The authorization identity string is now defined as a string of
Uni code characters. The NUL (U+0000) character is prohibited.
Wil e protocol specifications are responsible for defining the
aut hori zation identity form as well as the Unicode string syntax
and rel ated semantics, nmechani sm specifications are responsible
for defining how the Unicode string is carried in the

aut henti cati on exchange.

Deleted "If so, when the client does not send data first, the
initial challenge MUST be specified as being an enpty chall enge. "
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The followi ng technical change was made to the EXTERNAL nechani sm
- The authorization identity string is to be UTF-8 encoded.

Not e that protocol and mechani sm specification requirenents have
been significantly tightened. Existing protocol and nechani sm
specifications will need to be updated to neet these requirenents.
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This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
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WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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