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1. Introduction

As the work of the NSIS working group began, concerns about security
and its inplications for the design of a signaling protocol were
raised. |In order to understand the security properties and avail abl e
options of RSVP, a nunmber of docunents have to be read. This
docunent sumrarizes the security properties of RSVP and is part of
the overall process of analyzing other signaling protocols and
learning fromtheir design considerations. This docunent should al so
provide a starting point for further discussions.

The content of this docunent is organized as follows. Section 2

i ntroduces the term nol ogy used throughout the docunment. Section 3
provi des an overview of the security nechani snms provi ded by RSVP

i ncluding the INTEGRITY object, a description of the identity
representation within the POLI CY_DATA object (i.e., user

aut hentication), and the RSVP Integrity Handshake nechanism Section
4 provides a nore detailed discussion of the mechani sns used and
tries to describe in detail the nmechani snms provided. Severa

m scel | aneous i ssues are covered in Section 5.

RSVP al so supports nulticast, but this docunment does not address
security aspects for supporting rmulticast QS signaling. Milticast
is currently outside the scope of the NSI'S working group

Al though a variation of RSVP, nanely RSVP-TE, is used in the context
of MPLS to distribute |labels for a | abel switched path, its usage is
different fromthe usage scenarios envisioned for NSIS. Hence, this
docunent does not address RSVP-TE or its security properties.

2. Terminology and Architectural Assunptions

This section describes sonme inportant terns and expl ai ns sone
architectural assunptions.

o Chain-of -Trust:

The security nechani snms supported by RSVP [1] heavily rely on

opti onal hop-by-hop protection, using the built-in I NTEGRI TY

obj ect. Hop-by-hop security with the I NTEGRI TY object inside the
RSVP nessage thereby refers to the protection between RSVP-
supporting network elenents. Additionally, there is the notion of
policy-aware nodes that understand the POLI CY_DATA el enment within
the RSVP nessage. Because this elenment also includes an I NTEGRI TY
object, there is an additional hop-by-hop security mechani smthat
provi des security between policy-aware nodes. Policy-ignorant
nodes are not affected by the inclusion of this object in the

PCOLI CY_DATA el enent, because they do not try to interpret it.
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To protect signaling nessages that are possibly nodified by each
RSVP router along the path, it nust be assuned that each incom ng
request is authenticated, integrity protected, and replay
protected. This provides protection agai nst bogus nessages

i njected by unauthorized nodes. Furthernore, each RSVP-aware
router is assuned to behave in the expected manner. Qutgoing
nessages transmitted to the next-hop network el ement receive new
protection according to RSVP security processing.

Usi ng the nmechani snms descri bed above, a chain-of-trust is created
whereby a signaling nessage that is transnmitted by router A via
router B and received by router Cis supposed to be secure if
routers A and B and routers B and C share security associations
and all routers behave as expected. Hence, router Ctrusts router
A al though router C does not have a direct security association
with router A/ We can therefore conclude that the protection

achi eved with this hop-by-hop security for the chain-of-trust is
no better than the weakest link in the chain.

If one router is malicious (for exanple, because an adversary has
control over this router), then it can arbitrarily nodify
nessages, cause unexpected behavior, and nmount a nunber of attacks
that are not limted to QoS signaling. Additionally, it nust be
nmenti oned that sone protocols demand nore protection than others
(which depends, in part, on which nodes are executing these
protocols). For exanple, edge devices, where end-users are
attached, nay be nore likely to be attacked in conparison with the
nore secure core network of a service provider. |In sone cases, a
network service provider may choose not to use the RSVP-provi ded
security nechani sms inside the core network because a different
security protection is deployed.

Section 6 of [2] nmentions the termchain-of-trust in the context
of RSVP integrity protection. In Section 6 of [14] the same term
is used in the context of user authentication with the I NTEGRI TY
obj ect inside the POLI CY_DATA el enent. Unfortunately, the termis
not explained in detail and the assunptions behind it are not
clearly specified.

0 Host and User Authentication:

The presence of RSVP protection and a separate user identity
representation |leads to the fact that both user-identity and host-
identity are used for RSVP protection. Therefore, user-based
security and host-based security are covered separately, because
of the different authentication mechanisns provided. To avoid
confusi on about the different concepts, Section 3.4 describes the
concept of user authentication in nore detail.
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0 Key Managenent:

It is assumed that nost of the security associations required for
the protection of RSVP signaling nessages are al ready avail abl e,
and hence key nanagenent was done in advance. There is, however,
an exception with respect to support for Kerberos. Using
Kerberos, an entity is able to distribute a session key used for
RSVP signal i ng protection.

0 RSVP INTEGRI TY and POLI CY_DATA I NTEGRI TY (bj ects:

RSVP uses an I NTEGRITY object in tw places in a nessage. The
first is in the RSVP nessage itself and covers the entire RSVP
nessage as defined in [1]. The second is included in the

POLI CY_DATA object and defined in [2]. To differentiate the two
obj ects by their scope of protection, the two terms RSVP | NTEGRI TY
and POLI CY_DATA I NTEGRITY obj ect are used, respectively. The data
structure of the two objects, however, is the sane.

0 Hop versus Peer

In the past, the terninology for nodes addressed by RSVP has been
di scussed considerably. 1In particular, two favorite terns have
been used: hop and peer. This docunment uses the term hop, which
is different froman IP hop. Two neighboring RSVP nodes

communi cating with each other are not necessarily neighboring IP
nodes (i.e., they may be nore than one |IP hop away).

3. Overview

This section describes the security mechani snms provi ded by RSVP.
Al t hough use of IPsec is nmentioned in Section 10 of [1], the other
security mechanisnms primarily envisioned for RSVP are descri bed.

3.1. The RSVP INTEGRITY bj ect

The RSVP I NTEGRITY object is the major conponent of RSVP security
protection. This object is used to provide integrity and replay
protection for the content of the signaling nessage between two RSVP
participating routers or between an RSVP router and host.
Furthernmore, the RSVP | NTEGRI TY obj ect provides data origin

aut hentication. The attributes of the object are briefly described:

o Flags field:
The Handshake Flag is the only defined flag. It is used to

synchroni ze sequence nunbers if the communi cation gets out of
sync (e.g., it allows a restarting host to recover the nost
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recent sequence number). Setting this flag to one indicates that
the sender is willing to respond to an Integrity Chall enge
nmessage. This flag can therefore be seen as a negotiation
capability transnmitted within each I NTEGRITY obj ect.

o Key ldentifier:

The Key ldentifier selects the key used for verification of the
Keyed Message Digest field and, hence, must be unique for the
sender. It has a fixed 48-bit length. The generation of this
Key ldentifier field is nostly a decision of the |ocal host. [1]
describes this field as a conbination of an address, sending
interface, and key nunber. W assume that the Key Identifier is
sinmply a (keyed) hash val ue conmputed over a nunber of fields,
with the requirenment to be unique if nore than one security
association is used in parallel between two hosts (e.g., as is
the case with security associations having overl appi ng
lifetimes). A receiving systemuniquely identifies a security
associ ati on based on the Key ldentifier and the sender’s |IP
address. The sender’s | P address may be obtained fromthe
RSVP_HOP object or fromthe source | P address of the packet if
the RSVP_HOP object is not present. The sender uses the outgoing
interface to determ ne which security association to use. The
term "outgoing interface" may be confusing. The sender selects
the security association based on the receiver’s |IP address
(i.e., the address of the next RSVP-capable router). The process
of determ ning which node is the next RSVP-capable router is not
further specified and is likely to be statically configured.

0 Sequence Nunber:

The sequence nunber used by the INTEGRITY object is 64 bits in

I ength, and the starting value can be selected arbitrarily. The
I ength of the sequence nunber field was chosen to avoid
exhaustion during the lifetinme of a security association as
stated in Section 3 of [1]. 1In order for the receiver to

di stingui sh between a new and a repl ayed nessage, the sequence
nunber rnust be nonotonically increnmented (nodul o 2764) for each
nmessage. W assune that the first sequence nunber seen (i.e.,
the starting sequence nunber) is stored somewhere. The nodul o-
operation is required because the starting sequence nunber may be
an arbitrary nunber. The receiver therefore only accepts packets
with a sequence nunber |arger (nodulo 2764) than the previous
packet. As explained in [1] this process is started by
handshaki ng and agreeing on an initial sequence nunber. If no
such handshaking is available then the initial sequence numnber
nmust be part of the establishment of the security association.
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The generation and storage of sequence nunbers is an inportant
step in preventing replay attacks and is largely determ ned by
the capabilities of the systemin the presence of system crashes,
failures, and restarts. Section 3 of [1] explains sone of the
nost inportant considerations. However, the description of how
the receiver distinguishes proper frominproper sequence numnbers
is inconplete: it inplicitly assunes that gaps |arge enough to
cause the sequence nunmber to wap around cannot occur.

If delivery in order were guaranteed, the foll ow ng procedure
woul d work: the receiver keeps track of the first sequence nunber
received, INT-SEQ and the nobst recent sequence nunber received,
LAST- SEQ for each key identifier in a security association.

When the first nessage is received, set I N T-SEQ = LAST-SEQ =

val ue received and accept. Wen a subsequent nessage is
received, if its sequence nunber is strictly between LAST-SEQ and
I NI T-SEQ (nodul o 2764), accept and update LAST-SEQ with the

val ue just received. If it is between IN T-SEQ and LAST- SEQ

i nclusive, (nodulo 27"64), reject and | eave the val ue of LAST-SEQ
unchanged. Because delivery in order is not guaranteed, the
above rules need to be conbined with a nethod of allowing a fixed
si zed wi ndow i n the nei ghborhood of LAST-SEQ for out-of-order
delivery, for exanple, as described in Appendix C of [3].

0 Keyed Message Digest:

The Keyed Message Digest is a security nechanismbuilt into RSVP
that used to provide integrity protection of a signaling nmessage
(including its sequence nunber). Prior to conputing the val ue
for the Keyed Message Digest field, the Keyed Message Di gest
field itself nust be set to zero and a keyed hash conputed over
the entire RSVP packet. The Keyed Message Digest field is
variable in length but nust be a multiple of four octets. |If
HVAC- MD5 is used, then the output value is 16 bytes long. The
keyed hash function HVAC-MD5 [4] is required for an RSVP

i npl enentation, as noted in Section 1 of [1]. Hash algorithns
other than MD5 [5], like SHA-1 [15], may al so be support ed.

The key used for conputing this Keyed Message Di gest may be
obtai ned fromthe pre-shared secret, which is either manually
distributed or the result of a key managenent protocol. No key
managenent protocol, however, is specified to create the desired
security associations. Also, no guidelines for key length are
given. It should be reconmended that HVAC- MD5 keys be 128 bits
and SHA-1 keys 160 bits, as in IPsec AH [16] and ESP [17].
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3.2. Security Associations

Different attributes are stored for security associations of sending
and receiving systens (i.e., unidirectional security associations).
The sending systemneeds to naintain the following attributes in such
a security association [1]:

0 Authentication algorithmand al gorithm node

0 Key

o0 Key Lifetine

o Sending Interface

0 Latest sequence nunber (received with this key identifier)
The receiving systemhas to store the following fields:

0 Authentication algorithmand al gorithm node

0 Key

0o Key Lifetine

0 Source address of the sending system

o List of last n sequence nunbers (received with this key
identifier)

Note that the security associations need to have additional fields to
indicate their state. 1t is necessary to have overlapping lifetines

of security associations to avoid interrupting an ongoi ng

comuni cati on because of expired security associations. During such

a period of overlapping lifetinme it is necessary to authenticate with
either one or both active keys. As nmentioned in [1], a sender and a

receiver may have multiple active keys simultaneously. |f nore than

one algorithmis supported, then the algorithmused nust be specified
for a security association.

3.3. RSVP Key Managenent Assunptions

RFC 2205 [ 6] assunes that security associations are already

avail able. An inplenentation nust support manual key distribution as
noted in Section 5.2 of [1]. Manual key distribution, however, has
different requirenments for key storage; a sinple plaintext ASCII file
may be sufficient in sone cases. |If nmultiple security associations
with different lifetinmes need to be supported at the sane tine, then
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3. 4.

Tsc

a key engine would be nore appropriate. Further security
requirenents listed in Section 5.2 of [1] are the follow ng:

0 The manual deletion of security associations nust be supported.
0 The key storage should persist during a systemrestart.

o0 Each key nust be assigned a specific lifetinme and a specific Key
I dentifier.

Identity Representation

In addition to host-based authentication with the | NTEGRI TY obj ect

i nside the RSVP nessage, user-based authentication is avail able as
introduced in [2]. Section 2 of [7] states that "Providing policy
based adm ssion control mechani sm based on user identities or
application is one of the prine requirenents.” To identify the user
or the application, a policy elenment called AUTH DATA, which is
contained in the POLI CY_DATA object, is created by the RSVP daenbn at
the user’s host and transmtted inside the RSVP nessage. The
structure of the PCLI CY_DATA element is described in [2]. Network
nodes acting as policy decision points (PDPs) then use the

i nformati on contained in the AUTH DATA el enent to authenticate the
user and to allow policy-based adm ssion control to be executed. As
mentioned in [7], the policy elenment is processed and the PDP
replaces the old elenent with a new one for forwarding to the next
hop router.

A detail ed description of the POLI CY_DATA el enent can be found in
[2]. The attributes contained in the authentication data policy

el ement AUTH _DATA, which is defined in [7], are briefly explained in
this Section. Figure 1 shows the abstract structure of the RSVP
nmessage with its security-rel evant objects and the scope of
protection. The RSVP | NTEGRI TY obj ect (outer object) covers the
entire RSVP nessage, whereas the POLI CY_DATA I NTEGRI TY object only
covers objects within the POLI CY_DATA el enent.
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o m o m o e o e o e o e o e e e e e e e e e e e e e e e e e e e mmoaooo - +
| RSVP Message |
o m o m o e o e o e o e o e e e e e e e e e e e e e e e e e e e mmoaooo - +
| Object | POLI CY_DATA bj ect |
| o m e e e e e e e e e e e e e e e e e e me e meama—o- +|
| | INTEGRITY H--mmmmmmm e e e + |
| | Object | AUTH_DATA Obj ect [ 1]
| | R P EREEETED + |
| | | Various Authentication [ 1]
| | | Attributes [ ]]
| | e + |
| o m e e e e e e e e e e e e e e e e e e me e meama—o- +|
o m o m o e o e o e o e o e e e e e e e e e e e e e e e e e e e mmoaooo - +

Figure 1: Security Relevant Cbjects and El enments
within the RSVP Message.

The AUTH _DATA object contains information for identifying users and
applications together with credentials for those identities. The
mai n purpose of these identities seens to be usage for policy-based
adm ssion control and not authentication and key management. As
noted in Section 6.1 of [7], an RSVP nessage may contain nore than
one POLI CY_DATA object and each of them may contain nore than one
AUTH_DATA object. As indicated in Figure 1 and in [7], one AUTH_DATA
obj ect may contain nore than one authentication attribute. A typical
configuration for Kerberos-based user authentication includes at

| east the Policy Locator and an attribute containing the Kerberos
session ticket.

Successful user authentication is the basis for executing policy-
based adm ssion control. Additionally, other information such as
ti me-of-day, application type, |ocation information, group
menbership, etc. may be relevant to the inplenmentation of an access
control policy.
The following attributes are defined for use in the AUTH DATA obj ect:
o Policy Locator

* ASCI | _DN

*  UNI CODE_DN

*  ASCI | _DN_ENCRYPT

*  UNI CODE_DN_ENCRYPT
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The policy locator string is an X 500 distingui shed nanme (DN)
used to | ocate user or application-specific policy information.
The four types of X 500 DNs are |listed above. The first two
types are the ASCII and the Unicode representation of the user
or application DN identity. The two "encrypted" distinguished
nane types are either encrypted with the Kerberos session key
or with the private key of the user’s digital certificate
(i.e., digitally signed). The term"encrypted together with a
digital signature"” is easy to misconceive. |f user identity
confidentiality is provided, then the policy locator has to be
encrypted with the public key of the recipient. How to obtain
this public key is not described in the docunent. This detai
may be specified in a concrete architecture in which RSVP is
used.

Credential s

Two cryptographic credentials are currently defined for a user:
aut hentication with Kerberos V5 [8], and authentication with
the help of digital signatures based on X 509 [18] and PGP
[19]. The following list contains all defined credential types
currently available and defined in [7]:

SR o m e e e e ema—aoo--- +
| Credenti al | Description |
I Type I I
S s s p——
| ASCII _ID | User or application identity

| | encoded as an ASCI| string |
SR o m e e e e ema—aoo--- +
| UNNCODE ID | User or application identity |
| | encoded as a Unicode string |
SR o m e e e e ema—aoo--- +
| KERBEROS_TKT | Kerberos V5 session ticket |
SR o m e e e e ema—aoo--- +
| X509 _V3_CERT | X 509 V3 certificate |
SR o m e e e e ema—aoo--- +
| PGP_CERT | PGP certificate |
SR o m e e e e ema—aoo--- +

Figure 2: Credentials Supported in RSVP.

The first two credentials contain only a plaintext string, and
therefore they do not provide cryptographic user

aut hentication. These plaintext strings may be used to
identify applications, that are included for policy-based

admi ssion control. Note that these plain-text identifiers may,
however, be protected if either the RSVP I NTEGRI TY or the
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| NTEGRI TY obj ect of the PCLI CY_DATA elenent is present. Note
that the two INTEGRITY objects can terminate at different
entities depending on the network structure. The digital
signhature nmay al so provide protection of application
identifiers. A protected application identity (and the entire
content of the POLI CY_DATA el enent) cannot be nodified as |ong
as no policy-ignorant nodes are encountered in between.

A Kerberos session ticket, as previously nentioned, is the
ticket of a Kerberos AP_REQ nessage [8] wi thout the

Aut henticator. Normally, the AP_REQ nessage is used by a
client to authenticate to a server. The INTECGRITY obj ect
(e.g., of the POLI CY_DATA element) provides the functionality
of the Kerberos Authenticator, nanely protecting agai nst replay
and showi ng that the user was able to retrieve the session key
follow ng the Kerberos protocol. This is, however, only the
case if the Kerberos session was used for the keyed nessage
digest field of the INTEGRITY object. Section 7 of [1]

di scusses sone issues for establishnment of keys for the

| NTEGRI TY obj ect. The establishnent of the security
association for the RSVP I NTEGRI TY object with the inclusion of
the Kerberos Ticket within the AUTH DATA el ement may be
conplicated by the fact that the ticket can be decrypted by
node B, whereas the RSVP I NTEGRI TY object terminates at a

di fferent host C

The Kerberos session ticket contains, anong many other fields,
the session key. The Policy Locator may al so be encrypted with
the sanme session key. The protocol steps that need to be
executed to obtain such a Kerberos service ticket are not
described in [7] and may involve several roundtrips, depending
on many Kerberos-related factors. As an optim zation, the

Ker beros ticket does not need to be included in every RSVP
nmessage, as described in Section 7.1 of [1]. Thus, the

recei ver must store the received service ticket. |If the
lifetinme of the ticket has expired, then a new service ticket
must be sent. |If the receiver lost its state information
(because of a crash or restart) then it nmay transnmit an
Integrity Challenge nessage to force the sender to re-transmt
a new service ticket.

If either the X. 509 V3 or the PGP certificate is included in
the policy element, then a digital signature nust be added.

The digital signature conputed over the entire AUTH DATA obj ect
provi des authentication and integrity protection. The SubType
of the digital signature authentication attribute is set to
zero before conputing the digital signature. Wether or not a
guarantee of freshness with replay protection (either
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ti mestanps or sequence nunbers) is provided by the digital
sighature is an open issue as discussed in Section 4.3.

o Digital Signature

The digital signature conputed over the contents of the
AUTH _DATA obj ect nmust be the last attribute. The algorithm
used to conpute the digital signature depends on the

aut hentication node listed in the credential. This is only
partially true, because, for exanple, PGP again allows
different algorithns to be used for conputing a digita
signature. The algorithmidentifier used for conputing the
digital signature is not included in the certificate itself.
The algorithmidentifier included in the certificate only
serves the purpose of allowi ng the verification of the
signature conputed by the certificate authority (except for the
case of self-signed certificates).

o Policy Error bject

The Policy Error Object is used in the case of a failure of

pol i cy-based adni ssion control or other credential

verification. Currently available error nessages all ow
notification if the credentials are expired

( EXPI RED_CREDENTI ALS), if the authorization process disallowed
t he resource request (INSUFFICI ENT_PRIVILEGES), or if the given
set of credentials is not supported

( UNSUPPORTED_CREDENTI AL_TYPE). The | ast error mnessage returned
by the network allows the user’s host to discover the type of
credentials supported. Particularly for nobile environnments
this night be quite inefficient. Furthernore, it is unlikely
that a user supports different types of credentials. The

pur pose of the error nessage | DENTI TY_CHANGED i s uncl ear

Al so, the protection of the error nessage is not discussed in

[7].
3.5. RSVP Integrity Handshake

The Integrity Handshake protocol was designed to allow a crashed or
restarted host to obtain the |atest valid chall enge val ue stored at
the receiving host. Due to the absence of key nmanagenent, it nust be
guar anteed that two nessages do not use the sane sequence number with
the same key. A host stores the | atest sequence number of a
cryptographically verified nessage. An adversary can repl ay

eavesdr opped packets if the crashed host has lost its sequence
nunbers. A signaling nessage fromthe real sender with a new
sequence nunber would therefore allow the crashed host to update the
sequence nunber field and prevent further replays. Hence, if there
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is a steady flow of RSVP-protected nessages between the two hosts, an
attacker may find it difficult to inject old nessages, because new,
aut henti cat ed nessages wi th higher sequence nunbers arrive and get
stored i nmedi atel y.

The followi ng description explains the details of an RSVP Integrity
Handshake that is started by Node A after recovering froma
synchroni zation failure:

Integrity Challenge

(1) Message (i ncluding
Fommm - + a Cooki e) SRR +

R + Integrity Response SRR +
(2) Message (i ncluding
t he Cookie and the
| NTEGRI TY obj ect)
Figure 3: RSVP Integrity Handshake.
The details of the nessages are as foll ows:
CHALLENGCE: =(Key I dentifier, Challenge Cookie)
Integrity Chall enge Message: =( Conmon Header, CHALLENCE)
Integrity Response Message: =( Cormon Header, | NTEGRI TY, CHALLENGE)

The "Chal | enge Cookie" is suggested to be a MD5 hash of a |oca
secret and a tinmestanp [1].

The Integrity Chall enge nessage is not protected with an I NTECGRITY
obj ect as shown in the protocol flow above. As explained in Section
10 of [1] this was done to avoid problens in situations where both
conmuni cating parties do not have a valid starting sequence nunber.

Using the RSVP Integrity Handshake protocol is recommended alt hough

it is not nmandatory (because it may not be needed in all network
envi ronnents).
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4. Detailed Security Property D scussion

This section describes the protection of the RSVP-provided nmechani sns
for authentication, authorization, integrity and replay protection

i ndividually, user identity confidentiality, and confidentiality of

t he signaling nessages,

4.1. Network Topol ogy

Thi s paragraph shows the basic interfaces in a sinple RSVP network
architecture. The architecture bel ow assunes that there is only a
single donmain and that the two routers are RSVP- and policy-aware.
These assunptions are relaxed in the individual paragraphs, as
necessary. Layer 2 devices between the clients and their
corresponding first-hop routers are not shown. O her network

el enents |like a Kerberos Key Distribution Center and, for exanple, an
LDAP server fromwhich the PDP retrieves its policies are al so
omtted. The security of various interfaces to the individua
servers (KDC, PDP, etc.) depends very much on the security policy of
a specific network service provider.

Fomm oo o - +
| Policy |
+----| Deci si on|
| | Point +---+
| - +
I I
I I
Fo-m oo - + F-F--- -+ F- oo - -+ Fo-m oo - +
| dient] | Rout er | | Rout er | | dient|
| A S R + 1 S SIS + S TS + B |
Fo-m oo - + Fo-m oo - + Fo-m oo - + Fo-m oo - +

Figure 4: Sinple RSVP Architecture.
4.2. Host/ Router

When considering authentication in RSVP, it is inportant to make a

di stinction between user and host authentication of the signaling
nmessages. The host is authenticated using the RSVP | NTEGRI TY obj ect,
whereas credentials inside the AUTH DATA object can be used to
authenticate the user. |In this section, the focus is on host

aut henti cation, whereas the next section covers user authentication.

(1) Authentication

The term "host authentication" is used above, because the
sel ection of the security association is bound to the host’s IP
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address, as nentioned in Section 3.1 and Section 3.2. Depending
on the key managenent protocol used to create this security
association and the identity used, it is also possible to bind a
user identity to this security association. Because the key
managenent protocol is not specified, it is difficult to evaluate
this part, and hence we speak about data-origin authentication
based on the host’s identity for RSVP I NTECRI TY objects. The
fact that the host identity is used for selecting the security
associ ati on has already been described in Section 3. 1.

Data-origin authentication is provided with a keyed hash val ue
comput ed over the entire RSVP nessage, excluding the keyed
nmessage digest field itself. The security association used
between the user’s host and the first-hop router is, as

previ ously nentioned, not established by RSVP, and it nust
therefore be avail able before signaling is started.

* Kerberos for the RSVP | NTEGRI TY obj ect

As described in Section 7 of [1], Kerberos nay be used to
create the key for the RSVP I NTEGRI TY object. How to learn
the principal name (and real minformation) of the other node
is outside the scope of [1]. [20] describes a way to

di stribute principal and realminformation via DNS, which can
be used for this purpose (assunming that the FQDN or the IP
address of the other node for which this information is
desired is known). Al that is required is to encapsul ate the
Kerberos ticket inside the policy element. It is furthernore
nmentioned that Kerberos tickets with expired lifetine nmust not
be used, and the initiator is responsible for requesting and
exchangi ng a new service ticket before expiration

RSVP mnul ti cast processing in conbination wth Kerberos

i nvol ves additional considerations. Section 7 of [1] states
that in the nulticast case all receivers nust share a single
key with the Kerberos Authentication Server (i.e., a single
princi pal used for all receivers). Froma personal discussion
with Rodney Hess, it seens that there is currently no other
solution available in the context of Kerberos. Milticast
handl i ng therefore | eaves sonme open questions in this context.

In the case where one entity crashed, the established security
association is lost and therefore the other node nust
retransmt the service ticket. The crashed entity can use an
Integrity Chall enge nmessage to request a new Kerberos ticket
to be retransnitted by the other node. |f a node receives
such a request, then a reply nessage nust be returned.
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(2)

(3)

(4)

Integrity protection

Integrity protection between the user’s host and the first-hop
router is based on the RSVP | NTEGRI TY object. HVAC-MX5 is
preferred, although other keyed hash functions may al so be used
within the RSVP I NTEGRITY object. |In any case, both

comuni cating entities nmust have a security association that
indicates the algorithmto use. This may, however, be difficult,
because no negotiation protocol is defined to agree on a specific
algorithm Hence, if RSVP is used in a nobile environnent, it is
likely that HMAC-MD5 is the only usable algorithmfor the RSVP

| NTEGRITY object. Only in local environments may it be useful to
switch to a different keyed hash algorithm The other possible
alternative is that every inplenentation support the nopst

i nportant keyed hash algorithms. e.g., M5, SHA-1, RI PEMD 160,
etc. HVAC-MD5 was chosen mminly because of its perfornmance
characteristics. The weaknesses of MD5 [21] are known and were
initially described in [22]. Owher algorithnms |ike SHA-1 [15]
and RI PEMD- 160 [21] have stronger security properties.

Repl ay Protection

The mai n nechani smused for replay protection in RSVP is based on
sequence nunbers, whereby the sequence nunber is included in the
RSVP | NTEGRI TY object. The properties of this sequence nunber
nmechani sm are described in Section 3.1 of [1]. The fact that the
receiver stores a list of sequence nunbers is an indicator for a
wi ndow nmechani sm  This sonehow conflicts with the requirenent
that the receiver only has to store the highest nunber given in
Section 3 of [1]. W assunme that this is an oversight. Section
4.2 of [1] gives a few comments about the out-of-order delivery
and the ability of an inplenmentation to specify the replay

wi ndow. Appendix C of [3] describes a w ndow nechani sm for
handl i ng out - of - sequence deli very.

Integrity Handshake

The nechanismof the Integrity Handshake is explained in Section
3.5. The Cookie value is suggested to be a hash of a | ocal
secret and a tinmestanp. The Cookie value is not verified by the
receiver. The mechani smused by the Integrity Handshake is a

si nmpl e Chal | enge/ Response nessage, which assunes that the key
shared between the two hosts survives the crash. |f, however,
the security association is dynamcally created, then this
assunption may not be true.
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In Section 10 of [1], the authors note that an adversary can
create a faked Integrity Handshake nessage that includes
chal | enge cookies. Subsequently, it could store the received
response and later try to replay these responses while a
responder recovers froma crash or restart. |If this replayed
Integrity Response value is valid and has a | ower sequence nunber
than actually used, then this value is stored at the recovering
host. In order for this attack to be successful, the adversary
must either have collected a | arge nunber of chall enge/response
val ue pairs or have "di scovered" the cookie generation mechani sm
(for exanple by knowi ng the |ocal secret). The collection of
Chal | enge/ Response pairs is even nore difficult, because they
depend on the Cookie val ue, the sequence nunber included in the
response nessage, and the shared key used by the I NTEGRI TY

obj ect.

(5) Confidentiality

Confidentiality is not considered to be a security requirenent
for RSVP. Hence, it is not supported by RSVP, except as
described in paragraph d) of Section 4.3. This assunption nay
not hold, however, for enterprises or carriers who want to
protect billing data, network usage patterns, or network
configurations, in addition to users’ identities, from
eavesdropping and traffic analysis. Confidentiality may al so
hel p nmake certain other attacks nore difficult. For exanple, the
Pat hErr attack described in Section 5.2 is harder to carry out if
t he attacker cannot observe the Path nessage to which the PathErr
corresponds.

(6) Authorization

The task of authorization consists of two subcategories: network
access authorization and RSVP request authorization. Access

aut hori zation is provi ded when a node is authenticated to the
network, e.g., using EAP [23] in combination with AAA protocols
(for exanple, RADIUS [24] or DIAMETER [9]). Issues related to
networ k access authentication and authorization are outside the
scope of RSVP.

The second authorization refers to RSVP itself. Depending on the
networ k configuration

* the router either forwards the received RSVP request to the

policy decision point (e.g., using COPS [10] and [11]) to
request that an adm ssion control procedure be executed, or
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* the router supports the functionality of a PDP and, therefore,
there is no need to forward the request, or
* the router nmay already be configured with the appropriate
policy information to decide locally whether to grant this

request .

Based on the result of the admi ssion control, the request nmay be

granted or rejected. Information about the resource-requesting
entity nust be available to provide policy-based adm ssion
contr ol

(7) Perfornmance

The computation of the keyed nmessage digest for an RSVP | NTEGRI TY
obj ect does not represent a performance problem The protection
of signaling nessages is usually not a problem because these
nmessages are transmtted at a lowrate. Even a high volune of
nmessages does not cause performance problens for an RSVP router
due to the efficiency of the keyed nessage di gest routine.

Dynam ¢ key managenent, which is conputationally nore demandi ng,
is nore inmportant for scalability. Because RSVP does not specify
a particular key exchange protocol, it is difficult to estimate
the effort needed to create the required security associations.
Furthernmore, the nunber of key exchanges to be triggered depends
on security policy issues like lifetime of a security

associ ation, required security properties of the key exchange
protocol, authentication node used by the key exchange protocol,
etc. In a stationary environment with a single admnistrative
domai n, manual security association establishment nmay be
acceptabl e and may provi de the best performance characteristics.
In a nobile environnment, asynmetric authentication nethods are
likely to be used with a key exchange protocol, and some sort of
public key or certificate verification needs to be supported.

4. 3. User to PEP/ PDP

As noted in the previous section, RSVP supports both user-based and
host - based aut hentication. Using RSVP, a user nmay authenticate to
the first hop router or to the PDP as specified in [1], depending on
the infrastructure provided by the network domain or the architecture
used (e.g., the integration of RSVP and Kerberos V5 into the W ndows
2000 Operating System[25]). Another architecture in which RSVP is
tightly integrated is the one specified by the Packet Cabl e

organi zation. The interested reader is referred to [26] for a

di scussion of their security architecture.
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(1) Authentication

When a user sends an RSVP PATH or RESV nessage, this nessage may
i nclude sone information to authenticate the user. [7] describes
how user and application information is enbedded into the RSVP
nmessage (AUTH DATA object) and how to protect it. A router

recei ving such a nessage can use this information to authenticate
the client and forward the user or application information to the
policy decision point (PDP). Optionally, the PDP itself can

aut henti cate the user, which is described in the next section.

To be able to authenticate the user, to verify the integrity, and
to check for replays, the entire POLI CY_DATA el enent has to be
forwarded fromthe router to the PDP (e.g., by including the

el enent into a COPS nessage). It is assuned, although not
clearly specified in [7], that the INTEGRITY object within the
POLI CY_DATA elenent is sent to the PDP along with all other
attributes.

* Certificate Verification

Using the policy elenent as described in [7], it is not
possible to provide a certificate revocation list or other
information to prove the validity of the certificate inside
the policy elenment. A specific nechanismfor certificate
verification is not discussed in [7] and hence a nunber of
them can be used for this purpose. For certificate
verification, the network element (a router or the policy
deci sion point) that has to authenticate the user could
frequently downl oad certificate revocation lists or use a
protocol like the Online Certificate Status Protocol (OCSP)
[27] and the Sinple Certificate Validation Protocol (SCVP)
[28] to deternine the current status of a digital certificate.

* User Authentication to the PDP

This alternative authentication procedure uses the PDP to
authenticate the user instead of the first-hop router. In
Section 4.2.1 of [7], the choice is given for the user to
obtain a session ticket either for the next hop router or for
the PDP. As noted in the sane section, the identity of the
PDP or the next hop router is statically configured or
dynamically retrieved. Subsequently, user authentication to
the PDP is considered.

*  Ker ber os-based Authentication to the PDP

If Kerberos is used to authenticate the user, then a session
ticket for the PDP nust be requested first. A user who roans
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between different routers in the sanme adm nistrative domain
does not need to request a new service ticket, because the
same PDP is likely to be used by nost or all first-hop routers
within the sane adninistrative domain. This is different from
the case in which a session ticket for a router has to be
obt ai ned and authentication to a router is required. The
router therefore plays a passive role of sinply forwarding the
request to the PDP and executing the policy decision returned
by the PDP. Appendix B describes one exanpl e of user-to-PDP
aut henti cati on.

User authentication with the policy elenment provides only

uni lateral authentication, whereby the client authenticates to
the router or to the PDP. |f an RSVP nessage is sent to the
user’s host and public-key-based authentication is not used,
then the nessage does not contain a certificate and digital
signature. Hence, no nutual authentication can be assuned.

In case of Kerberos, nutual authentication nmay be acconpli shed
if the PDP or the router transmits a policy elenment with an

| NTEGRI TY obj ect conputed with the session key retrieved from
the Kerberos ticket, or if the Kerberos ticket included in the
policy elenent is also used for the RSVP | NTEGRI TY object as
described in Section 4.2. This procedure only works if a
previ ous nessage was transmtted fromthe end host to the
network and such key is already established. Reference [7]
does not discuss this issue, and therefore there is no
particular requirenment for transmtting network-specific
credentials back to the end-user’s host.

(2) Integrity Protection

Integrity protection is applied separately to the RSVP nessage
and the POLI CY_DATA el enment, as shown in Figure 1. In case of
a policy-ignorant node along the path, the RSVP | NTEGRI TY
object and the INTEGRITY object inside the policy el ement
termnate at different nodes. Basically, the same is true for
the user credentials if they are verified at the policy

deci sion point instead of the first hop router.

*  Ker beros

If Kerberos is used to authenticate the user to the first hop
router, then the session key included in the Kerberos ticket
may be used to conpute the INTEGRITY object of the policy
elenment. It is the keyed nessage di gest that provides the

aut hentication. The existence of the Kerberos service ticket
i nsi de the AUTH DATA obj ect does not provide authentication or
a guarantee of freshness for the receiving host.
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Aut henti cati on and guarantee of freshness are provided by the
keyed hash val ue of the I NTEGRITY object inside the

POLI CY_DATA el enent. This shows that the user actively
participated in the Kerberos protocol and was able to obtain
the session key to conpute the keyed nessage digest. The

Aut henticator used in the Kerberos V5 protocol provides
simlar functionality, but replay protection is based on

ti mestanps (or on a sequence nunber if the optional seqg-nunber
field inside the Authenticator is used for KRB_PRI V/ KRB_SAFE
nmessages as described in Section 5.3.2 of [8]).

Digital Signature

I f public-key-based authentication is provided, then user
authentication is acconplished with a digital signature. As
explained in Section 3.3.3 of [7], the DI G TAL_SI GNATURE
attribute nust be the last attribute in the AUTH DATA obj ect,
and the digital signature covers the entire AUTH DATA object.
In the case of PGP, which hash al gorithm and public key
algorithmare used for the digital signature conputation is
described in [19]. |In the case of X 509 credentials, the
situation is nore conpl ex because different mechanisns |ike
CV5 [29] or PKCS#7 [30] may be used for digitally signing the
nessage el enment. X 509 only provides the standard for the
certificate layout, which seens to provide insufficient
information for this purpose. Therefore, X 509 certificates
are supported, for exanple, by CM5 or PKCS#7. [7], however,
does not make any statenents about the usage of CMS or PKCS#7.
Currently, there is no support for CMS or for PKCS#7 [7],

whi ch provides nore than just public-key-based authentication
(e.g., CRL distribution, key transport, key agreenment, etc.).
Furthernore, the use of PGP in RSVP is vaguely defined,
because there are different versions of PGP (including OpenPGP
[19]), and no indication is given as to which should be used.

Supporting public-key-based mechani snms in RSVP might increase
the risks of denial-of-service attacks. The |arge processing,
menory, and bandwi dth requirenents should al so be consi dered.

Fragnentation might also be an issue here.

If the INTECRITY object is not included in the POLI CY_DATA
el emrent or not sent to the PDP, then we have to nake the
foll ow ng observati ons:

For the digital signhature case, only the replay protection
provided by the digital signature algorithmcan be used.

It is not clear, however, whether this usage was
anticipated or not. Hence, we night assune that replay
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(3)

protection is based on the availability of the RSVP
| NTEGRI TY obj ect used with a security association that is
establ i shed by ot her neans.

I ncluding only the Kerberos session ticket is insufficient,
because freshness is not provided (because the Kerberos

Aut henticator is mssing). GObviously there is no guarantee
that the user actually followed the Kerberos protocol and
was able to decrypt the received TGS _REP (or, in rare
cases, the AS REP if a session ticket is requested with the
initial AS_REQ.

Repl ay Protection

Figure 5 shows the interfaces relevant for replay protection of
signhaling nessages in a nore conplicated architecture. 1In this
case, the client uses the policy data el enent with PEP2, because
PEP1 is not policy-aware. The interfaces between the client and
PEP1 and between PEP1 and PEP2 are protected with the RSVP

| NTEGRI TY object. The link between the PEP2 and the PDP is
protected, for exanple, by using the COPS built-in INTEGRI TY
object. The dotted |ine between the Cient and the PDP indicates
the protection provided by the AUTH DATA el enent, which has no
RSVP | NTEGRI TY obj ect i ncl uded.

AUTH_DATA oo+

COPS

=
5
%

A S

+--4---+ RSVP INTEGRITY +----+  RSVP INTEGRITY  +----+

[Adient+-----------mm-mmo- +PEPL+- - - - - e +PEP2+- +
+--4-- -+ +----+ +-+- -+

I I

o m m o m o e e e o e e e e e e e e e e e e e e e e e e e e e e mea—a o +

POLI CY_DATA | NTEGRI TY
Figure 5: Replay Protection.
Host authentication with the RSVP | NTEGRI TY obj ect and user

aut hentication with the INTEGRITY object inside the PCOLI CY_DATA
el enent both use the same anti-replay mechanism The | ength of
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the Sequence Nunber field, sequence nunber rollover, and the
Integrity Handshake have al ready been explained in Section 3.1.

Section 9 of [7] states: "RSVP INTEGRITY object is used to
protect the policy object containing user identity information
fromsecurity (replay) attacks." Wen using public-key-based
aut henti cation, RSVP-based replay protection is not supported,
because the digital signature does not cover the POLI CY_DATA

I NTEGRITY object with its Sequence Nunmber field. The digital
signature covers only the entire AUTH DATA object.

The use of public key cryptography within the AUTH _DATA obj ect
conplicates replay protection. Digital signature conputation
with PGP is described in [31] and in [19]. The data structure
precedi ng the signed nessage digest includes informtion about
the nmessage digest algorithmused and a 32-bit tinestanp of when
the signature was created ("Signature creation tine"). The
timestanp is included in the conmputation of the nmessage digest.
The | ETF standardi zed version of QpenPGP [19] contains nore

i nformati on and describes the different hash al gorithnms (M2,
MD5, SHA-1, RIPEMD 160) supported. [7] does not make any
statenents as to whether the "Signhature creation tinme" field is
used for replay protection. Using tinmestanps for replay
protection requires different synchronization nechanisms in the
case of clock-skew. Traditionally, these cases assunme "l oosely
synchroni zed" cl ocks but also require specifying a replay w ndow.

If the "Signature creation time" is not used for replay
protection, then a malicious, policy-ignorant node can use this
weakness to replace the AUTH DATA object without destroying the
digital signature. |If this was not sinply an oversight, it is
therefore assunmed that replay protection of the user credentials
was not considered an inportant security requirenment, because the
hop- by- hop processing of the RSVP nessage protects the nessage
agai nst nodification by an adversary between two comuni cati ng
nodes.

The lifetime of the Kerberos ticket is based on the fields
starttinme and endtinme of the EncTicketPart structure in the
ticket, as described in Section 5.3.1 of [8]. Because the ticket
is created by the KDC | ocated at the network of the verifying
entity, it is not difficult to have the clocks roughly
synchroni zed for the purpose of lifetinme verification.

Addi tional information about cl ock-synchronization and Kerberos
can be found in [32].
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(4)

If the lifetine of the Kerberos ticket expires, then a new ticket
must be requested and used. Rekeying is inplenented with this
procedur e.

(User ldentity) Confidentiality

This section discusses privacy protection of identity information
transnitted inside the policy elenment. User identity
confidentiality is of particular interest because there is no
built-in RSVP nechani smfor encrypting the POLI CY_DATA object or
t he AUTH DATA el enents. Encryption of one of the attributes

i nsi de the AUTH DATA el ement, the POLI CY_LOCATOR attribute, is

di scussed.

To protect the user’s privacy, it is inportant not to reveal the
user’'s identity to an adversary | ocated between the user’s host
and the first-hop router (e.g., on a wireless link).

Furthernmore, user identities should not be transmtted outside
the domain of the visited network provider. That is, the user
identity information inside the policy data el ement should be
renoved or nodified by the PDP to prevent revealing its contents
to other (unauthorized) entities along the signaling path. It is
not possible (with the offered nechani snms) to hide the user’s
identity in such a way that it is not visible to the first
policy-aware RSVP node (or to the attached network in general).

The ASCI| or Unicode distingui shed nane of the user or
application inside the POLI CY_LOCATOR attribute of the AUTH DATA
el enent may be encrypted as specified in Section 3.3.1 of [7].
The user (or application) identity is then encrypted with either
the Kerberos session key or with the private key in case of
publi c- key-based aut hentication. Wen the private key is used,
we usually speak of a digital signature that can be verified by
everyone possessing the public key. Because the certificate with
the public key is included in the nmessage itself, decryption is
no obstacle. Furthernore, the included certificate together with
the additional (unencrypted) information in the RSVP nessage
provi des enough identity information for an eavesdropper. Hence,
the possibility of encrypting the policy locator in case of
publi c- key-based authentication is problematic. To encrypt the
identities using asymetric cryptography, the user’s host nust be
abl e sonehow to retrieve the public key of the entity verifying
the policy element (i.e., the first policy-aware router or the
PDP). Then, this public key could be used to encrypt a symmetric
key, which in turn encrypts the user’s identity and certificate,
as is done, e.g., by PG. Currently, no such nechanismis
defined in [7].
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The al gorithmused to encrypt the POLI CY_LOCATOR with the

Ker ber os session key is assuned to be the sane as the one used
for encrypting the service ticket. The information about the
algorithmused is available in the etype field of the

Encrypt edData ASN. 1 encoded nessage part. Section 6.3 of [8]
lists the supported algorithnms. [33] defines newer encryption
algorithms (R jndael, Serpent, and Twofish).

Eval uati ng user identity confidentiality also requires |ooking at
protocol s executed outside of RSVP (for exanple, the Kerberos
protocol). The ticket included in the CREDENTIAL attribute may
provi de user identity protection by not including the optional
chane attribute inside the unencrypted part of the Ticket.
Because the Authenticator is not transmtted with the RSVP
nmessage, the cnane and the creal mof the unencrypted part of the
Aut henticator are not revealed. 1In order for the user to request
the Kerberos session ticket for inclusion in the CREDENTI AL
attribute, the Kerberos protocol exchange nmust be executed. Then
the Authenticator sent with the TGS REQ reveals the identity of
the user. The AS _REQ nust also include the user’s identity to

al l ow the Kerberos Authentication Server to respond with an

AS REP nessage that is encrypted with the user’s secret key.
Usi ng Kerberos, it is therefore only possible to hide the content
of the encrypted policy locator, which is only useful if this
value differs fromthe Kerberos principal nane. Hence, using
Kerberos it is not "entirely" possible to provide user identity
confidentiality.

It is inportant to note that information stored in the policy

el enent may be changed by a policy-aware router or by the policy
deci sion point. Which parts are changed depends upon whet her
mul ti cast or unicast is used, how the policy server reacts, where
the user is authenticated, whether the user needs to be re-
authenticated in other network nodes, etc. Hence, user-specific
and application-specific information can |eak after the nessages
| eave the first hop within the network where the user’s host is
attached. As nentioned at the beginning of this section, this

i nformation | eakage is assuned to be intentional.

(5) Authorization

In addition to the description of the authorization steps of the
Host-to- Router interface, user-based authorization is perfornmed
with the policy el enent providing user credentials. The

i nclusion of user and application specific information enables
pol i cy-based admi ssion control with special user policies that
are likely to be stored at a dedicated server. Hence, a Policy
Deci si on Point can query, for exanple, an LDAP server for a
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service | evel agreenent that states the anmount of resources a
certain user is allowed to request. In addition to the user
identity information, group nenmbership and other non-security-
related information may contribute to the evaluation of the fina

policy decision. |If the user is not registered to the currently
attached domain, then there is the question of how nuch
i nformati on the home donain of the user is willing to exchange.

This also inpacts the user’s privacy policy.

In general, the user may not want to distribute nmuch of this
policy information. Furthernore, the | ack of a standardized

aut hori zation data format may create interoperability problens
when exchanging policy information. Hence, we can assune that
the policy decision point nay use information froman initial

aut hentication and key agreenent protocol (which may have al ready
requi red cross-real mconmuni cation with the user’s hone donai n,

if only to show that the honme domain knows the user and that the
user is entitled to roan), to forward accounti ng nessages to this
domain. This represents the traditional subscriber-based
accounting scenario. Non-traditional or alternative nmeans of
access mght be deployed in the near future that do not require
any type of inter-domain conmunication

Addi tional discussions are required to determ ne the expected
aut hori zati on procedures. [34] and [35] discuss authorization

i ssues for QoS signaling protocols. Furthernore, a nunber of
nmobi lity inplications for policy handling in RSVP are descri bed
in [36].

(6) Perfornmance

|f Kerberos is used for user authentication, then a Kerberos
ticket nust be included in the CREDENTI AL Section of the
AUTH_DATA el enent. The Kerberos ticket has a size |larger than
500 bytes, but it only needs to be sent once because a
performance optim zation allows the session key to be cached as
noted in Section 7.1 of [1]. It is assuned that subsequent RSVP
nmessages only include the POLI CY_DATA I NTEGRI TY object with a
keyed nessage di gest that uses the Kerberos session key.

However, this assunes that the security association required for
the POLI CY_DATA I NTEGRITY object is created (or nodified) to
allow the selection of the correct key. Oherwise, it difficult
to say which identifier is used to index the security
associ ati on.

I f Kerberos is used as an authentication systemthen, froma

perf ormance perspective, the nessage exchange to obtain the
sessi on key needs to be considered, although the exchange only
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needs to be done once in the lifetine of the session ticket.
This is particularly true in a mobile environment with a fast
roam ng user’s host.

Publ i c- key- based aut henti cation usually provides the best

scal ability characteristics for key distribution, but the
protocols are performance demandi ng. A ngjor di sadvantage of the
publi c- key-based user authentication in RSVP is the |ack of a
nmethod to derive a session key. Hence, every RSVP PATH or RESV
nmessage includes the certificate and a digital signature, which
is a huge performance and bandw dth penalty. For a nobile
environnent with | ow power devices, high |atency, channel noise,
and | ow bandwi dth |inks, this seens to be | ess encouraging. Note
that a public key infrastructure is required to allow the PDP (or
the first-hop router) to verify the digital signhature and the
certificate. To check for revoked certificates, certificate
revocation lists or protocols like the Online Certificate Status
Protocol [27] and the Sinple Certificate Validation Protocol [28]
are needed. Then the integrity of the AUTH DATA object can be
verified via the digital signature.

4.4, Conmmuni cati on between RSVP- Aware Routers
(1) Authentication

RSVP si gnal i ng nessages have data origin authentication and are
protected agai nst nodification and replay with the RSVP | NTEGRI TY
obj ect. The RSVP nessage fl ow between routers is protected based
on the chain of trust, and hence each router needs only a
security association with its neighboring routers. This
assunption was nmade because of perfornance advant ages and because
of special security characteristics of the core network to which
no user hosts are directly attached. 1In the core network the
network structure does not change frequently and the nanual
distribution of shared secrets for the RSVP I NTEGRI TY obj ect may
be acceptable. The shared secrets may be either manually
configured or distributed by using appropriately secured network
managenent protocols |ike SNWPv3.

| ndependent of the key distribution nmechani sm host
aut hentication with built-in RSVP nechanisns is acconplished
usi ng the keyed nessage digest in the RSVP | NTEGRI TY obj ect,
comput ed using the previously exchanged symmetric key.

(2) Integrity Protection

Integrity protection is acconplished with the RSVP | NTECRI TY
object with the variable I ength Keyed Message Digest field.

Tschofenig & G aveman | nf or mat i onal [ Page 28]



RFC 4230 RSVP Security Properties Decenber 2005

(3)

(4)

(5)

(6)

Repl ay Protection

Repl ay protection with the RSVP I NTEGRI TY object is extensively
described in previous sections. To enable crashed hosts to |learn
the | atest sequence nunber used, the Integrity Handshake

mechani smis provided in RSVP

Confidentiality
Confidentiality is not provided by RSVP.
Aut hori zati on

Dependi ng on the RSVP network, QoS resource authorization at
different routers nay need to contact the PDP again. Because the
PDP is allowed to nodify the policy element, a token may be added
to the policy elenent to increase the efficiency of the re-

aut hori zati on procedure. This token is used to refer to an

al ready conputed policy decision. The communications interface
fromthe PEP to the PDP nust be properly secured.

Per f or mance

The performance characteristics for the protection of the RSVP
signhaling nessages is largely determ ned by the key exchange
protocol, because the RSVP I NTEGRITY object is only used to
compute a keyed nessage digest of the transmitted signaling
nessages.

The security associations within the core network, that is,

bet ween individual routers (in conparison with the security
associ ati on between the user’s host and the first-hop router or
with the attached network in general), can be established nore
easily because of the normally strong trust assunptions.
Furthernmore, it is possible to use security associations with an
increased lifetinme to avoid frequent rekeying. Hence, there is
| ess inpact on the perfornmance conpared with the user-to-network
interface. The security association storage requirenents are

al so | ess problenatic.

5. M scel |l aneous | ssues

Thi s section describes a nunber of issues that illustrate sonme of the
shortcom ngs of RSVP with respect to security.
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5.1. First-Hop Issue

In case of end-to-end signaling, an end host starts signaling to its
attached network. The first-hop conmunication is often nore
difficult to secure because of the different requirenents and a

m ssing trust relationship. An end host nust therefore obtain sone
information to start RSVP signaling:

o Does this network support RSVP signaling?

o Wi ch node supports RSVP signaling?

o To which node is authentication required?

o0 Wich security nechani sms are used for authentication?

o Wiich algorithms are required?

0 Were should the keys and security associations cone fronf

0 Should a security association be established?
RSVP, as specified today, is used as a building block. Hence, these
questions have to be answered as part of overall architectural
consi derations. Wthout answers to these questions, ad hoc RSVP
comuni cati on by an end host roaming to an unknown network i s not
possible. A negotiation of security nmechanisnms and al gorithms is not
supported for RSVP

5.2. Next-Hop Problem

Thr oughout the docunent it was assunmed that the next RSVP node al ong
the path is always known. Knowi ng the next hop is inportant to be
able to select the correct key for the RSVP Integrity object and to
apply the proper protection. |In the case in which an RSVP node

assunes it knows which node is the next hop, the follow ng protocol
exchange can occur
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Figure 6: Next-Hop Issue.

When RSVP node A in Figure 6 receives an inconing RSVP Path nessage,
standard RSVP nessage processing takes place. Node A then has to
deci de which key to select to protect the signaling nessage. W
assume that sone unspecified nmechanismis used to nake this deci sion.
In this exanple, node A assumes that the nessage will travel to RSVP
node C. However, for some reasons (e.g., a route change, inability
to learn the next RSVP hop along the path, etc.) the nessage travels
to node B via a non-RSVP supporting router that cannot verify the
integrity of the message (or cannot decrypt the Kerberos service
ticket). The processing failure causes a PathErr nessage to be
returned to the originating sender of the Path nmessage. This error
nmessage al so contains informati on about the node that recogni zed the
error. |In many cases, a security association nmight not be avail abl e.
Node A receiving the PathErr nmessage might use the information
returned with the PathErr nessage to select a different security
associ ation (or to establish one).

Figure 6 describes a behavior that might help node A learn that an
error occurred. However, the description in Section 4.2 of [1]
states in step (5) that a signaling nmessage is silently discarded if
the receiving host cannot properly verify the nmessage: "If the

cal cul ated di gest does not match the received digest, the nessage is
di scarded without further processing.” For RSVP Path and simlar
nmessages, this functionality is not really hel pful

| nf or mat i onal [ Page 31]



RFC 4230 RSVP Security Properties Decenber 2005

The RSVP Path nessage therefore provides a nunber of functions: path
di scovery, detecting route changes, discovery of QoS capabilities

al ong the path using the Adspec object (with sonme interpretation),
next - hop di scovery, and possibly security association establishnent
(for exanple, in the case of Kerberos).

From a security point of view, there are conflicts between:
o Ildenpotent nessage delivery and efficiency

The RSVP Path nmessage especially perforns a nunber of functions.
Supporting idenpotent nmessage delivery somehow contradicts with
security association establishnent, efficient nessage delivery,
and nmessage size. For exanple, a "real" idenpotent signaling
nessage woul d contain enough information to performsecurity
processi ng wi thout depending on a previously executed nmessage
exchange. Adding a Kerberos ticket with every signaling nessage
is, however, inefficient. Using public-key-based mechanisns is
even nore inefficient when included in every signaling nessage.
Wth public-key-based protection for idenpotent nessages, there is
the additional risk of introducing denial-of-service attacks.

0 RSVP Path nmessage functionality and next-hop di scovery

To protect an RSVP signaling nessage (and an RSVP Path nessage in
particular) it is necessary to know the identity of the next

RSVP- awar e node (and sone ot her paraneters). Wthout a mechani sm
for next-hop discovery, an RSVP Path nessage is al so responsible
for this task. Wthout knowing the identity of the next hop, the
Ker beros principal nane is also unknown. The so-called Kerberos
user-to-user authentication nmechani sm which would all ow the
receiver to trigger the process of establishing Kerberos

aut hentication, is not supported. This issue will again be

di scussed in relationship with the |ast-hop problem

It is fair to assunme that an RSVP-supporting node ni ght not have
security associations with all imediately nei ghboring RSVP nodes.
Especially for inter-domain signaling, IntServ over DiffServ, or
sonme new applications such as firewall signaling, the next RSVP-
awar e node mi ght not be known in advance. The nunber of next RSVP
nodes m ght be considerably large if they are separated by a | arge
number of non- RSVP aware nodes. Hence, a node transmtting an
RSVP Pat h message m ght experience difficulties in properly
protecting the nessage if it serves as a mechanismto detect both
the next RSVP node (i.e., Router Alert Option added to the

signal ing nessage and addressed to the destination address) and to
detect route changes. It is fair to note that, in the intra-
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domain case with a dense distribution of RSVP nodes, protection
nm ght be possible with nanual configuration.

Not hi ng prevents an adversary from continuously fl oodi ng an RSVP
node with bogus Pat hErr nessages, although it m ght be possible to
protect the PathErr nmessage with an existing, available security
association. A legitimte RSVP node woul d believe that a change
in the path took place. Hence, this node mght try to select a
different security association or try to create one with the

i ndi cated node. If an adversary is |ocated somewhere al ong the
path, and either authentication or authorization is not perfornmnmed
with the necessary strength and accuracy, then it might also be
possible to act as a man-in-the-mddle. One nmethod of reducing
susceptibility to this attack is as follows: when a Pat hErr
nmessage is received froma node with which no security association
exists, attenpt to establish a security association and then
repeat the action that led to the Pat hErr nessage.

5.3. Last-Hop Issue

This section tries to address practical difficulties when

aut hentication and key establishnment are acconplished with a two-
party protocol that shows sonme asynmetry in nessage processing.
Kerberos is such a protocol and also the only supported protocol that
provi des dynami c session key establishnment for RSVP. For first-hop
comuni cation, authentication is typically done between a user and
sone router (for exanple the access router). Especially in a nobile
environnent, it is not feasible to authenticate end hosts based on
their 1P or MAC address. To illustrate this problem the typical
processi ng steps for Kerberos are shown for first-hop comrunication

(1) The end host Alearns the identity (i.e., Kerberos principal
nane) of sonme entity B. This entity Bis either the next RSVP
node, a PDP, or the next policy-aware RSVP node.

(2) Entity A then requests a ticket granting ticket for the network
domain. This assunes that the identity of the network domain is
known.

(3) Entity A then requests a service ticket for entity B, whose namne
was learned in step (1).

(4) Entity A includes the service ticket with the RSVP signaling
nmessage (inside the policy object). The Kerberos session key is
used to protect the integrity of the entire RSVP signaling
nessage.

Tschofenig & G avenan I nf or mat i onal [ Page 33]



RFC 4230 RSVP Security Properties Decenber 2005

For | ast-hop conmunication, this processing theoretically has to be
reversed: entity Ais then a node in the network (for exanple, the
access router) and entity Bis the other end host (under the
assunption that RSVP signaling is acconplished between two end hosts
and not between an end host and an application server). However, the
access router in step (1) mght not be able to learn the user’s
princi pal name because this information m ght not be avail abl e.
Entity A could reverse the process by triggering an | AKERB exchange.
This woul d cause entity B to request a service ticket for A as

descri bed above. However, | AKERB is not supported in RSVP.

5.4. RSVP- and | Psec-Protected Data Traffic

QS signaling requires flow infornation to be established at routers
along a path. This flowidentifier installed at each device tells
the router which data packets should receive QS treatnent. RSVP
typically establishes a flow identifier based on the 5-tuple (source
| P address, destination |IP address, transport protocol type, source
port, and destination port). |If this 5-tuple information is not
avail able, then other identifiers have to be used. ESP-encrypted
data traffic is such an exanple where the transport protocol and the
port nunbers are not accessible. Hence, the IPsec SPI is used as a
substitute for them [12] considers these |IPsec inplications for RSVP
and is based on three assunptions:

(1) An end host that initiates the RSVP signaling nessage exchange
has to be able to retrieve the SPI for a given flow. This
requires sone interaction with the I Psec security association
dat abase (SAD) and security policy database (SPD) [3]. An
application usually does not know the SPI of the protected fl ow
and cannot provide the desired values. |t can provide the
signali ng protocol daenon with flow identifiers. The signaling
daenmon woul d then need to query the SAD by providing the flow
identifiers as input paraneters and receiving the SPI as an
out put paraneter.

(2) [12] assunes end-to-end | Psec protection of the data traffic. |If
| Psec is applied in a nested fashion, then parts of the path do
not experience QS treatnment. This can be treated as a probl em
of tunneling that is initiated by the end host. The follow ng
figure better illustrates the problemin the case of enforcing
secure network access:
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I I I I
| I Psec- Dat a( | | |
| QuterSrc=A, | | |
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| I'nnerSrc=A, | | |
| I nnerDst=B, | | |
| Protocol =X, | I Psec- Dat a( | |
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| =====================>| Pr ot ocol =X, | I Psec- Dat a( |
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| --1Psec protected-> | DstPort=2) | Dstl P=B, |
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| | | SrcPort =Y, |
| | | DstPort=2) |
I I |- oo >|
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| | --Unprotected data traffic---> |
I I I I
Figure 7: RSVP and | Psec protected data traffic.

Host A, transnitting data traffic, would either indicate a 3-
tuple <A, SGN SPI1> or a 5-tuple <A, B, X, Y, Z> |In any case,
it is not possible to make a QoS reservation for the entire path.
Two simlar exanples are renote access using a VPN and protection
of data traffic between a hone agent (or a security gateway in
t he home network) and a nobile node. The sane problem occurs
with a nested application of IPsec (for exanple, |Psec between A
and SGW and between A and B).
One possible solution to this problemis to change the flow
identifier along the path to capture the new flow identifier
after an | Psec endpoi nt.
| Psec tunnels that neither start nor terminate at one of the
signaling end points (for exanple between two networks) shoul d be
addressed differently by recursively applying an RSVP signaling
exchange for the I Psec tunnel. RSVP signaling within tunnels is
addressed in [13].
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5.

5.

(3) It is assuned that SPIs do not change during the lifetine of the
established QoS reservation. |If a new |IPsec SAis created, then

a new SPlI is allocated for the security association. To reflect
this change, either a new reservation has to be established or
the flowidentifier of the existing reservation has to be
updat ed. Because |Psec SAs usually have a longer lifetinme, this
does not seemto be a nmajor issue. |Psec protection of SCTP data
traffic mght nore often require an | Psec SA (and SPI) change to
reflect added and renoved | P addresses from an SCTP associ ati on.

5. End-to- End Security |Issues and RSVP

End-to-end security for RSVP has not been discussed throughout the
docunment. In this context, end-to-end security refers to credentials
transnitted between the two end hosts using RSVP. It is obvious that
care nust be taken to ensure that routers along the path are able to
process and nodify the signaling nessages according to prescribed
processi ng procedures. However, sonme objects or nechanisns coul d be
used for end-to-end protection. The main question, however, is the
benefit of such end-to-end security. First, there is the question of
how to establish the required security association. Between two
arbitrary hosts on the Internet, this might turn out to be quite
difficult. Second, the useful ness of end-to-end security depends on
the architecture in which RSVP is deployed. If RSVP is used only to
signal QoS infornmation into the network, and other protocols have to
be executed beforehand to negotiate the paraneters and to decide
which entity is charged for the QoS reservation, then no end-to-end
security is likely to be required. Introducing end-to-end security
to RSVP woul d then cause problenms with extensions |ike RSVP proxy
[37], Localized RSVP [38], and others that term nate RSVP signaling
somewhere al ong the path w thout reaching the destination end host.
Such a behavior could then be interpreted as a man-in-the-mddle

att ack.

6. |IPsec Protection of RSVP Signaling Messages

It is assumed throughout that RSVP signaling nessages can al so be
protected by IPsec [3] in a hop-by-hop fashion between two adjacent
RSVP nodes. RSVP, however, uses special processing of signaling
nmessages, which conplicates | Psec protection. As explained in this
section, |Psec should only be used for protection of RSVP signaling
nmessages in a point-to-point comruni cation environnent (i.e., an RSVP
nmessage can only reach one RSVP router and not possibly nore than
one). This restriction is caused by the conbination of signaling
nmessage delivery and discovery into a single nmessage. Furthernore,
end-t o-end addressing conplicates |IPsec handling considerably. This
section describes at |east sone of these conplications.
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RSVP nessages are transmtted as raw | P packets with protocol nunber
46. It might be possible to encapsulate themin UDP as described in
Appendi x C of [6]. Sone RSVP nessages (Path, PathTear, and ResvConf)
must have the Router Alert IP Option set in the |IP header. These
nmessages are addressed to the (unicast or nulticast) destination
address and not to the next RSVP node al ong the path. Hence, an

| Psec traffic selector can only use these fields for | Psec SA
selection. |If there is only a single path (and possibly all traffic
along it is protected) then there is no problemfor |Psec protection
of signaling nessages. This type of protection is not common and

m ght only be used to secure network access between an end host and
its first-hop router. Because the described RSVP nessages are
addressed to the destination address instead of the next RSVP node,
it is not possible to use IPsec ESP [17] or AH [16] in transport
node--only I Psec in tunnel node is possible.

I f an RSVP nessage can taket nore than one possible path, then the

| Psec engine will experience difficulties protecting the nessage.
Even if the RSVP daenon installs a traffic selector with the
destination |IP address, still, no distinguishing elenment allows

selection of the correct security association for one of the possible
RSVP nodes along the path. Even if it possible to apply | Psec
protection (in tunnel node) for RSVP signaling nmessages by

i ncorporating sonme additional information, there is still the
possibility that the tunnel ed nessages do not recogni ze a path change
in a non-RSVP router. In this case the signaling messages woul d

sinply follow a different path than the data.

RSVP nessages |i ke RESV can be protected by | Psec, because they
contain enough information to create |IPsec traffic selectors that
allow differentiation between various next RSVP nodes. The traffic
sel ector would then contain the protocol nunber and the source and
destination address pair of the two communi cati ng RSVP nodes.

One benefit of using IPsec is the availability of key nanagenent
using either KE [39], KINK [40] or |IKEv2 [41].

5.7. Authorization

[34] describes two trust nodels (NJ Turnpi ke and NJ Parkway) and two
aut hori zati on nodel s (per-session and per-channel financial
settlement). The NJ Turnpi ke nodel gives a justification for hop-by-
hop security protection. RSVP focuses on the NJ Turnpi ke nodel,

al though the different trust nodels are not described in detail.

RSVP supports the NJ Parkway nodel and per-channel financial
settlement only to a certain extent. Authentication of the user (or
end host) can be provided with the user identity representation
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nmechani sm but authentication might, in nany cases, be insufficient
for authorization. The conmunication procedures defined for policy

obj ects [42] can be inproved to support the nore efficient per-
channel financial settlenment nodel by avoiding policy handling

bet ween inter-domain networks at a signaling nmessage granularity.
Addi ti onal information about expected behavior of policy handling in
RSVP can al so be obtained from[43].

[35] and [36] provide additional information on authorization. No
good and agreed nechani smfor dealing with authorization of QS
reservations in roamng environnents is provided. Price distribution
nmechani sns are only described in papers and never made their way

t hrough standardi zation. RSVP focuses on receiver-initiated
reservations with authorization for the QoS reservation by the data
receiver, which introduces a fair anmount of conplexity for nobility
handl i ng as described, for exanple, in [36].

6. Concl usi ons

RSVP was the first QoS signaling protocol that provided sonme security
protection. Wether RSVP provides appropriate security protection
heavily depends on the environment where it is deployed. RSVP as
speci fied today should be viewed as a building block that has to be
adapted to a given architecture.

This docunent ains to provide nore insight into the security of RSVP
It cannot be interpreted as a pass or fail evaluation of the security
provi ded by RSVP

Certainly this docunent is not a conplete description of all security
issues related to RSVP. Sone issues that require further

consi deration are RSVP extensions (for exanple [12]), nulticast

i ssues, and other security properties like traffic analysis.
Additionally, the interaction with nmobility protocols (mcro- and
macro-nobi lity) demands further investigation froma security point
of view,

What can be |l earned from practical protocol experience and fromthe

i ncreased awareness regarding security is that some of the avail able
credential types have received nore acceptance than others. Kerberos
is a systemthat is integrated into many | ETF protocol s today.

Publ i c- key- based authentication techni ques are, however, stil

consi dered to be too heavy-wei ght (conputationally and froma

bandw dth perspective) to be used for per-flow signaling. The

i ncreased focus on denial of service attacks puts additional denmands
on the design of public-key-based authentication.
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The following list briefly sumuarizes a few security or architectura
i ssues that deserve inprovenent:

0o

0o

Di scovery and signaling nessage delivery should be separat ed.

For sone applications and scenarios, it cannot be assuned that
nei ghbori ng RSVP- awar e nodes know each other. Hence, sone in-path
di scovery nechani sm shoul d be provi ded.

Addr essing for signaling nmessages should be done in a hop-by-hop
f ashi on.

Standard security protocols (IPsec, TLS, or CM5) should be used
whenever possible. Authentication and key exchange shoul d be
separated from signaling nmessage protection. 1In general, it is
necessary to provide key nanagenent to establish security
associ ations dynamically for signaling nessage protection.
Rel yi ng on manual |y configured keys between nei ghbori ng RSVP nodes
is insufficient. A separate, less frequently executed key
managenent and security association establishnment protocol is a
good place to performentity authentication, security service
negoti ati on and sel ection, and agreenment on mechani sns,
transforms, and options.

The use of public key cryptography in authorization tokens,
identity representations, selective object protection, etc. is
likely to cause fragnentation, the need to protect against denial
of service attacks, and other problens.

Public key authentication and user identity confidentiality
provi ded with RSVP require sone inprovenent.

Publ i c- key- based user authentication only provides entity
authentication. An additional security association is required to
protect signaling messages.

Data origin authentication should not be provided by non- RSVP
nodes (such as the PDP). Such a procedure could be acconplished
by entity authentication during the authentication and key
exchange phase.

Aut hori zation and chargi ng should be better integrated into the
base protocol

Sel ective nessage protection should be provided. A protected
nessage shoul d be recogni zable froma flag in the header.
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7.

9.

9.

o Confidentiality protection is mssing and should therefore be

added to the protocol. The general principle is that protocol
desi gners can sel dom foresee all of the environments in which
protocols will be run, so they should allow users to select froma

full range of security services, as the needs of different user
conmuni ties vary.

o Paraneter and mechani sm negotiati on shoul d be provided.
Security Considerations

Thi s docunent discusses security properties of RSVP and, as such, it
is concerned entirely with security.
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Appendi x A.  Dictionary Attacks and Kerberos

Ker beros might be used with RSVP as described in this docunent.
Because dictionary attacks are often nmentioned in relationship with
Kerberos, a few issues are addressed here.

The initial Kerberos AS REQ request (without pre-authentication

Wi t hout various extensions, and without PKINIT) is unprotected. The
response nmessage AS REP is encrypted with the client’s |ong-term key.
An adversary can take advantage of this fact by requesting AS REP
nmessages to nount an off-line dictionary attack. Pre-authentication
([44]) can be used to reduce this problem However, pre-

aut henti cati on does not entirely prevent dictionary attacks by an
adversary who can still eavesdrop on Kerberos messages al ong the path
between a nobil e node and a KDC. Wth mandatory pre-authentication
for the initial request, an adversary cannot request a Ticket

G anting Ticket for an arbitrary user. On-line password guessing
attacks are still possible by choosing a password (e.g., froma
dictionary) and then transmtting an initial request that includes a
pre-aut hentication data field. An unsuccessful authentication by the
KDC results in an error nmessage and thus gives the adversary a hint
to restart the protocol and try a new password.

There are, however, sone proposals that prevent dictionary attacks.
The use of Public Key Cryptography for initial authentication [45]
(PKINIT) is one such solution. Oher proposals use strong-password-
based aut henti cated key agreenent protocols to protect the user’s
password during the initial Kerberos exchange. [46] discusses the
security of Kerberos and al so di scusses nechani sns to prevent
dictionary attacks.

Appendi x B. Exanpl e of User-to-PDP Authentication

The followi ng Section describes an exanpl e of user-to-PDP

aut hentication. Note that the description belowis not fully covered
by the RSVP specification and hence it should only be viewed as an
exanpl e.

W ndows 2000, which integrates Kerberos into RSVP, uses a
configuration with the user authentication to the PDP as described in
[25]. The steps for authenticating the user to the PDP in an intra-
real m scenario are the follow ng

0 Wndows 2000 requires the user to contact the KDC and to request a

Ker beros service ticket for the PDP account AcsService in the
| ocal realm
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0o This ticket is then enbedded into the AUTH DATA el enent and
included in either the PATH or the RESV nessage. |In the case of
M crosoft’s inplenentation, the user identity encoded as a
di sti ngui shed nane is encrypted with the session key provided with
the Kerberos ticket. The Kerberos ticket is sent w thout the
Ker ber os aut hdata el enent that contains authorization informtion,
as explained in [25].

0 The RSVP nessage is then intercepted by the PEP, which forwards it
to the PDP. [25] does not state which protocol is used to forward
the RSVP nessage to the PDP.

o The PDP that finally receives the nessage and decrypts the
received service ticket. The ticket contains the session key used
by the user’s host to

* Encrypt the principal nane inside the policy locator field of
t he AUTH _DATA object and to

* Create the integrity-protected Keyed Message Digest field in
the I NTEGRI TY object of the PCOLI CY_DATA elenment. The
protection described here is between the user’s host and the
PDP. The RSVP | NTEGRI TY object on the other hand is used to
protect the path between the user’s host and the first-hop
router, because the two nessage parts termnate at different
nodes, and different security associations nust be used. The
i nterface between the nessage-intercepting, first-hop router
and the PDP nust be protected as well.

* The PDP does not nmintain a user database, and [25] describes
how the PDP may query the Active Directory (a LDAP based
directory service) for user policy information.

Appendix C. Literature on RSVP Security

Few docunments address the security of RSVP signaling. This section
briefly describes sone inportant docunents.

| nprovenents to RSVP are proposed in [47] to deal with insider
attacks. Insider attacks are caused by malicious RSVP routers that
nodi fy RSVP signaling nessages in such a way that they cause harmto
the nodes participating in the signaling nessage exchange.

As a solution, non-nutable RSVP objects are digitally signed by the
sender. This digital signature is added to the RSVP PATH nessage.
Additionally, the receiver attaches an object to the RSVP RESV
nmessage containing a "signed" history. This value allows
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i nternmedi ate RSVP routers (by exam ning the previously signed val ue)
to detect a malicious RSVP node.

A few issues are, however, left open in this docunment. Replay
attacks are not covered, and it is therefore assumed that timestanp-
based replay protection is used. To identify a malicious node, it is
necessary that all routers along the path are able to verify the
digital signature. This may require a gl obal public key
infrastructure and also client-side certificates. Furthernore, the
bandwi dt h and conputational requirenments to conpute, transmt, and
verify digital signatures for each signaling nessage m ght place a
burden on a real -world depl oyment.

Aut horization is not considered in the docunent, which might have an
i nfluence on the inplications of signaling nmessage nodification.
Hence, the chain-of-trust relationship (or this step in a different
direction) should be considered in relationship with authorization.

In [48], the above-described idea of detecting malicious RSVP nodes
is inproved by addressing performance aspects. The proposed sol ution
i s sonewhere between hop-by-hop security and the approach in [47],
insofar as it separates the end-to-end path into individual networKks.
Furthernore, sone additional RSVP nessages (e.g., feedback nessages)
are introduced to inplement a mechanismcalled "delayed integrity
checking." 1n [49], the approach presented in [48] is enhanced.
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