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1. Introduction

The goal of the IPv6 nultihoming work is to allow a site to take
advantage of nmultiple attachments to the gl obal Internet, without
having a specific entry for the site visible in the global routing
table. Specifically, a solution should allow hosts to use multiple
attachments in parallel, or to swtch between these attachnment points
dynamically in the case of failures, w thout an inpact on the
transport and application |ayer protocols.

At the highest |level, the concerns about allow ng such "rehoni ng" of
packet flows can be called "redirection attacks"; the ability to
cause packets to be sent to a place that isn't tied to the transport
and/ or application |ayer protocol’s notion of the peer. These
attacks pose threats against confidentiality, integrity, and
availability. That is, an attacker m ght learn the contents of a
particular flow by redirecting it to a location where the attacker
has a packet recorder. |If, instead of a recorder, the attacker
changes the packets and then forwards themto the ultimte
destination, the integrity of the data stream woul d be conproni sed.
Finally, the attacker can sinply use the redirection of a flow as a
deni al of service attack

Thi s docunent has been devel oped whil e considering nmultihoning
solutions architected around a separation of network identity and
network | ocation, whether or not this separation inplies the

i ntroduction of a new and separate identifier nane space. However,
this separation is not a requirenment for all threats, so this
taxonony nmay al so apply to ot her approaches. This docunent is not
i ntended to exani ne any single proposed solution. Rather, it is

i ntended as an aid to discussion and eval uati on of proposed
solutions. By catal oging known threats, we can help to ensure that
all proposals deal with all of the available threats.
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As a result of not analyzing a particular solution, this docunment is
i nherently inconplete. An actual solution would need to be analyzed
as part of its own threat analysis, especially in the follow ng

ar eas:

1) If the solution nmakes the split between |ocators and identifiers,
then nost application security mechani snms should be tied to the
identifier, not to the locator. Therefore, work woul d be needed
to understand how attacks on the identifier mechani sm affect
security, especially attacks on the mechani smthat woul d bind
|l ocators to identifiers.

2) How does the solution apply nultihonming to IP multicast?
Dependi ng on how this is done, there might be specific threats
relating to nmulticast that need to be understood. This docunent
does not discuss any multicast-specific threats.

3) Connection-less transport protocols probably need nore attention.
They are already difficult to secure, even without a
| ocator/identifier split.

1.1. Assunptions

This threat analysis doesn’t assume that security has been applied to
other security relevant parts of the Internet, such as DNS and
routing protocols; but it does assune that, at some point in tine, at
| east parts of the Internet will be operating with security for such
key infrastructure. Wth that assunption, it then becones inportant
that a nultihoming solution would not, at that point in tine, becone
the weakest link. This is the case even if, for instance, insecure
DNS m ght be the weakest |ink today.

Thi s docunent doesn't assune that the application protocols are
protected by strong security today or in the future. However, it is
still useful to assune that the application protocols that care about
integrity and/or confidentiality apply the rel evant end-to-end
security neasures, such as |Psec, TLS, and/or application |ayer
security.

For sinplicity, this docunent assunes that an on-path attacker can
see packets, nodify packets and send them out, and bl ock packets from
being delivered. This is a sinplification because there night exi st
ways (for instance, nonitoring capability in switches) that allow

aut henti cated and authorized users to observe packets w thout being
able to send or block the packets.
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In sone cases it mght nmake sense to nmake a distinction between
on-path attackers, which can nonitor packets and perhaps al so inject
packets, w thout being able to bl ock packets from passing through

On-path attackers that only need to nonitor mght be lucky and find a
non-swi tched Ethernet in the path, or use capacitive or inductive
coupling to listen on a copper wire. But if the attacker is on an

Et hernet that is on the path, whether switched or not, the attacker
can al so enpl oy Address Resol ution Protocol/Nei ghbor Di scovery

(ARP/ ND) spoofing to get access to the packet flow which allows

bl ocking as well. Simlarly, if the attacker has access to the wre,
the attacker can also place a device on the wire to block. O her
on-path attacks would be those that gain control of a router or a
switch (or gain control of one of the endpoints), and nost |ikely

t hose woul d all ow bl ocking as well.

So the strongest currently known case where nonitoring is easier than
bl ocking, is when switches and routers have nonitoring capabilities
(for network managenent or for |awful intercept) where an attacker

m ght be able to bypass the authentication and authorization checks
for those capabilities. However, this docunment nmakes the sinplifying
assunption treat all on-path attackers the same by assumi ng that such
an attacker can nonitor, inject, and bl ock packets. A security

anal ysis of a particul ar proposal can benefit fromnot making this
assunption, and | ook at how on-path attackers with different
capabilities can generate different attacks perhaps not present in
today’'s Internet.

The docunent assunes that an off-path attacker can neither see
packets between the peers (for which it is not on the path) nor bl ock
them from bei ng delivered. Of-path attackers can, in general, send
packets with arbitrary I P source addresses and content, but such
packets m ght be blocked if ingress filtering [INGRESS] is applied.
Thus, it is inportant to look at the nultihomning inpact on security
both in the presence and absence of ingress filtering.

1.2. Authentication, Authorization, and ldentifier Owmership

The overal |l problem domain can be described using different
t er mi nol ogy.

One way to describe it is that it is necessary to first authenticate
the peer and then verify that the peer is authorized to control the
|l ocators used for a particular identifier. Wile this is correct, it
m ght place too nmuch enphasis on the authorization aspect. 1In this
case, the authorization is conceptually very sinple; each host (each
identifier) is authorized to control which |ocators are used for
itself.
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2.

Hence, there is a different way to describe the same thing. |If the
peer can somehow prove that it is the owner of the identifier, and
the comunication is bound to the identifier (and not the |ocator),
then the peer is allowed to control the |locators that are used with
the identifier. This way to describe the problemis used in [ ONMNER] .

Both ways to | ook at the problem hence both sets of term nol ogy, are
useful when trying to understand the problem space and the threats.

Ter ni nol ogy

i nk - a communication facility or medi um over which nodes
can communi cate at the Iink layer, i.e., the |ayer
i medi ately below | Pv6. Exanples are Ethernets
(sinple or bridged); PPP |inks; X 25, Franme Rel ay,
or ATM networks; and Internet (or higher) |ayer
"tunnel s", such as tunnels over IPv4 or IPv6 itself.

i nterface - a node's attachnent to a link

addr ess - an I P layer nane that has both topol ogical
significance (i.e., a locator) and identifies an
interface. There may be nultiple addresses per
interface. Normally an address uniquely identifies
an interface, but there are exceptions: the sane
uni cast address can be assigned to multiple
i nterfaces on the sanme node, and an anycast address
can be assigned to different interfaces on different
nodes.

| ocat or - an | P layer topological name for an interface or a
set of interfaces. There nmay be nultiple locators
per interface.

identifier - an IP layer identifier for an I P | ayer endpoint
(stack name in [NSRG), that is, something that
nm ght be commonly referred to as a "host". The

transport endpoint nanme is a function of the
transport protocol and would typically include the
IPidentifier plus a port nunber. There mght be
use for having nultiple identifiers per stack/per
host .

An identifier continues to function regardl ess of
the state of any one interface.
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address field
- the source and destination address fields in the
| Pv6 header. As IPv6 is currently specified, these

fields carry "addresses". |If identifiers and
| ocators are separated, these fields will contain
| ocat ors.

FCQDN - Fully Qualified Domain Nane [ FYI 18]

3. Today’ s Assunptions and Attacks

The two interesting aspects of security for nultihom ng solutions are
(1) the assunptions made by the transport |ayer and application |ayer
protocols about the identifiers that they see, and (2) the existing
abilities to performvarious attacks that are related to the
identity/l ocation rel ationship.

3.1. Application Assunptions

In the Internet today, the initiating part of applications either
starts with a FQDN, which it |looks up in the DNS, or already has an
| P address from sonmewhere. For the FQDN to perform | P address

| ookup, the application effectively places trust in the DNS. Once it
has the I P address, the application places trust in the routing
system del i vering packets to that address. Applications that use
security nmechani sms, such as | PSEC or TLS, have the ability to bind
an address or FCQDN to cryptographic keying material. Conpron sing
the DNS and/or routing systemcan result in packets being dropped or
delivered to an attacker in such cases, but since the attacker does
not possess the keying naterial, the application will not trust the
attacker, and the attacker cannot decrypt what it receives.

At the responding (non-initiating) end of conmmunication today, we
find that the security configurations used by different applications
fall into approxinmately five classes, where a single application

m ght use different classes of configurations for different types of
conmuni cati on.

The first class is the set of public content servers. These systens
provide data to any and all systens and are not particularly
concerned with confidentiality, as they make their content avail able
to all. However, they are interested in data integrity and denial of
service attacks. Having sonmeone nanipulate the results of a search
engi ne, for exanple, or prevent certain systens fromreaching a
search engi ne woul d be a serious security issue.
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The second class of security configurations uses existing |IP source
addresses fromoutside of their immediate |ocal site as a nmeans of
aut henti cation without any formof verification. Today, wth source
| P address spoofing and TCP sequence nunber guessing as ranpant
attacks [ RFC1948], such applications are effectively opening

thensel ves for public connectivity and are reliant on other systens,
such as firewalls, for overall security. W do not consider this
class of configurations in this docunment because they are in any case
fully open to all forns of network |ayer spoofing.

The third class of security configurations receives existing IP
source addresses, but attenpt some verification using the DNS,
effectively using the FQDN for access control. (This is typically
done by performng a reverse | ookup fromthe IP address, followed by
a forward | ookup and verifying that the | P address matches one of the
addresses returned fromthe forward | ookup.) These applications are
al ready subject to a nunmber of attacks using techniques |ike source
addr ess spoofing and TCP sequence number guessing since an attacker,
knowing this is the case, can sinply create a DoS attack using a
forged source address that has authentic DNS records. |n genera
this class of security configurations is strongly discouraged, but it
is probably inmportant that a multihom ng solution doesn’t introduce
any new and easier ways to performsuch attacks. However, we note

t hat sone people think we should treat this class the sane as the
second class of security configurations.

The fourth class of security configurations uses cryptographic
security techniques to provide both a strong identity for the peer
and data integrity with or without confidentiality. Such systens are
still potentially vulnerable to denial of service attacks that could
be introduced by a multihom ng sol ution.

Finally, the fifth class of security configurations uses
cryptographi c security techni ques, but without strong identity (such
as opportunistic |IPsec). Thus, data integrity with or w thout
confidentiality is provided when conmunicating with an
unknown/ unaut henti cated principal. Just like the first category
above, such applications can't perform access control based on
network |ayer information since they do not know the identity of the
peer. However, they night performaccess control using higher-I|evel
notions of identity. The availability of IPsec (and sinilar
solutions) together with channel bindings allows protocols (which, in
t hensel ves, are vulnerable to man-in-the-nmddle (MTM attacks) to
operate with a high level of confidentiality in the security of the
identification of the peer. A typical exanple is the Renote Direct
Data Pl acement Protocol (RDDP), which, when used with opportunistic
| Psec, works well if channel bindings are available. Channe
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bi ndi ngs provide a |link between the IP-layer identification and the
application protocol identification

A variant of the fifth class are those that use "l eap-of-faith”
during sonme initial comrunication. They do not provide strong
identities except where subsequent comunication is bound to the
initial conmunication, providing strong assurance that the peer is
the sanme as during the initial conmunication.

The fifth class is inportant and its security properties must be
preserved by a multihom ng sol ution.

The requirenent for a nultihomng solution is that security be no
worse than it is today in all situations. Thus, nechani sms that
provide confidentiality, integrity, or authentication today shoul d
continue to provide these properties in a nultihomed environnent.

3.2. Redirection Attacks Today

Thi s section enunerates sone of the redirection attacks that are
possible in today’'s Internet.

If routing can be conproni sed, packets for any destination can be
redirected to any location. This can be done by injecting a | ong
prefix into gl obal routing, thereby causing the |ongest match
algorithmto deliver packets to the attacker

Simlarly, if DNS can be conprom sed, and a change can be made to an
advertised resource record to advertise a different |IP address for a
host name, effectively taking over that hostnane. More detailed
i nformati on about threats relating to DNS are in [ DNS- THREATS] .

Any systemthat is along the path fromthe source to the destination
host can be conprom sed and used to redirect traffic. Systenms may be
added to the best path to acconplish this. Further, even systens
that are on nulti-access links that do not provide security can al so
be used to redirect traffic off of the normal path. For exanple, ARP
and ND spoofing can be used to attract all traffic for the legitinate
next hop across an Ethernet. And since the vast majority of
applications rely on DNS | ookups, if DNSsec is not deployed, then
attackers that are on the path between the host and the DNS servers
can al so cause redirection by nodifying the responses fromthe DNS
servers.

In general, the above attacks work only when the attacker is on the
path at the tine it is perform ng the attack. However, in sone cases
it is possible for an attacker to create a DoS attack that remains at
| east sone tinme after the attacker has noved off the path. An
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exanple of this is an attacker that uses ARP or ND spoofing while on
path to either insert itself or send packets to a black hole (a
non-exi stent L2 address). After the attacker noves away, the ARP/ND
entries will remain in the caches in the neighboring nodes for sone
amount of tinme (a mnute or so in the case of ARP). This will result
i n packets continuing to be black-holed until ARP entry is flushed.

Finally, the hosts thenselves that term nate the connection can also
be conproni sed and can perform functions that were not intended by
the end user.

Al'l of the above protocol attacks are the subject of ongoing work to
secure them (DNSsec, security for BGP, Secure ND) and are not
considered further within this docunment. The goal for a nultihom ng
solution is not to solve these attacks. Rather, it is to avoid
adding to this list of attacks.

3.3. Packet Injection Attacks Today

In today’s Internet the transport |ayer protocols, such as TCP and
SCTP, which use IP, use the IP addresses as the identifiers for the
conmuni cation. In the absence of ingress filtering [INGRESS], the IP
| ayer allows the sender to use an arbitrary source address, thus the
transport protocols and/ or applications need sone protection agai nst
mal i ci ous senders injecting bogus packets into the packet stream

bet ween two communi cating peers. |If this protection can be
circunvented, then it is possible for an attacker to cause harm

Wi t hout necessarily needing to redirect the return packets.

There are various |levels of protection in different transport
protocols. For instance, in general TCP packets have to contain a
sequence that falls in the receiver’s window to be accepted. |If the
TCP initial sequence nunbers are random then it is very hard for an
of f-path attacker to guess the sequence nunber close enough for it to
bel ong to the window, and as a result be able to inject a packet into
an existing connection. How hard this is depends on the size of the
avai |l abl e wi ndow, whether the port nunbers are al so predictable, and
the lifetinme of the connection. Note that there is ongoing work to
strengthen TCP's protection against this broad class of attacks

[ TCPSECURE] . SCTP provides a stronger mechanismw th the
verification tag; an off-path attacker would need to guess this
random 32-bit nunber. O course, |Psec provides cryptographically
strong nechani snms that prevent attackers, on or off path, from

i njecting packets once the security associations have been

est abl i shed.
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When ingress filtering is depl oyed between the potential attacker and
the path between the comunicating peers, it can prevent the attacker
fromusing the peer’s |IP address as source. In that case, the packet
injection will fail in today’ s Internet.

We don’t expect a nultihoming solution to inprove the existing degree
of prevention agai nst packet injection. However, it is necessary to
| ook carefully at whether a nultihom ng solution nmakes it easier for
attackers to inject packets because the desire to have the peer
present at multiple locators, and perhaps at a dynanic set of

| ocators, can potentially result in solutions that, even in the
presence of ingress filtering, nake packet injection easier.

3.4. Flooding Attacks Today

In the Internet today there are several ways for an attacker to use a
redirection nechanismto | aunch DoS attacks that cannot easily be
traced to the attacker. An exanple of this is to use protocols that
cause reflection with or wi thout anplification [ PAXSONO1] .

Ref l ection wi thout anplification can be acconplished by an attacker
sending a TCP SYN packet to a well-known server with a spoofed source
address; the resulting TCP SYN ACK packet will be sent to the spoofed
sour ce address.

Devi ces on the path between two conmunicating entities can al so

| aunch DoS attacks. Wile such attacks m ght not be interesting
today, it is necessary to understand thembetter in order to
determ ne whether a multihom ng solution mght enable new types of
DoS att acks.

For example, today, if Ais communicating with B, then A can try to
overload the path fromB to A If TCP is used, A could do this by
sendi ng ACK packets for data that it has not yet received (but it
suspects B has already sent) so that B would send at a rate that
woul d cause persistent congestion on the path towards A. Such an
attack woul d seem sel f-destructive since A would only nake its own
corner of the network suffer by overloading the path fromthe

I nternet towards A

A nore interesting case is if Ais comunicating with B and X is on
the path between A and B, then X might be able to fool B to send
packets towards A at a rate that is faster than A (and the path
between A and X) can handle. For instance, if TCP is used, then X
can craft TCP ACK packets claimng to come fromA to cause B to use a
congestion window that is large enough to potentially cause

persi stent congestion towards A. Furthernore, if X can suppress the
packets fromA to B, it can also prevent A from sending any explicit
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"sl ow down" packets to B; that is, X can disable any flow or
congestion control mechani smsuch as Explicit Congestion Notification
[ECN]. Similar attacks can presumably be | aunched using protocols
that carry streani ng nmedia by forging such a protocol’s notion of
acknow edgenent and feedback

An attribute of this type of attack is that A w Il sinply think that
Bis faulty since its flow and congestion control nechani sns don’t
seemto be working. Detecting that the stream of ACK packets is
generated from X and not from A might be challenging, since the rate
of ACK packets might be relatively low This type of attack m ght
not be common today because, in the presence of ingress filtering, it
requires that X remain on the path in order to sustain the DoS
attack. And in the absence of ingress filtering an attacker woul d
need either to be present on the path initially and then nove away,
or to be able to performthe setup of the conmunication "blind",
i.e., without seeing the return traffic (which, in the case of TCP

i nplies guessing the initial sequence nunber).

The danger is that the addition of nultihoming redirection nmechani sns
m ght potentially renmove the constraint that the attacker remain on
the path. And with the current, no-nultihom ng support, using
end-to-end strong security at a protocol |level at (or below) this
"ACK" processing would prevent this type of attack. But if a

mul ti homing solution is provided underneath | Psec that prevention
mechani smwoul d potentially not exist.

Thus, the challenge for nultihom ng solutions is to not create
addi tional types of attacks in this area, or nake existing types of
attacks significantly easier

3.5. Address Privacy Today

In today's Internet there is limted ability to track a host as it
uses the Internet because in sone cases, such as dialup connectivity,
the host will acquire different |IPv4 addresses each time it connects.
However, with increasing use of broadband connectivity, such as DSL
or cable, it is becomng nore likely that the host will maintain the
same | Pv4 over time. Should a host nove around in today’s Internet,
for instance, by visiting WFi hotspots, it will be configured with a
different | Pv4 address at each | ocation

We al so observe that a common practice in IPv4 today is to use sone
form of address translation, whether the site is multihoned or not.
This effectively hides the identity of the specific host within a
site; only the site can be identified based on the |IP address.
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In the cases where it is desirable to maintain connectivity as a host
noves around, whether using |layer 2 technology or Mbile IPv4, the

| Pv4 address will renmain constant during the novenent (otherw se the
connections would break). Thus, there is sonmewhat of a choice today
bet ween seamn ess connectivity during novenent and increased address
privacy.

Today when a site is multihoned to nultiple |ISPs, the conmon setup is
that a single IP address prefix is used with all the ISPs. As a
result it is possible to track that it is the sane host that is
comuni cation via all |SPs.

However, when a host (and not a site) is multi-honmed to several | SPs
(e.g., through a General Packet Radi o Service (GPRS) connection and a
wirel ess hot spot), the host is provided with different |IP addresses
on each interface. Wile the focus of the nmultihom ng work is on
site multihonming, should the solution also be applicable to host

mul ti hom ng, the privacy inmpact needs to be considered for this case
as wel .

| Pv6 statel ess address auto-configuration facilitates |IP address
managenent, but rai ses sone concerns since the Ethernet address is
encoded in the loworder 64 bits of the IPv6 address. This could
potentially be used to track a host as it nobves around the network,
using different ISPs, etc. |Pv6 specifies tenporary addresses

[ RFC3041], which allow applications to control whether they need
long-lived | Pv6 addresses or desire the inproved privacy of using
tenporary addresses.

G ven that there is no address privacy in site multihom ng setups
today, the primary concerns for the "do no harnt criteria are to
ensure that hosts that nmove around still have the same ability as in
today’s Internet to choose between seanl ess connectivity and inproved
address privacy, and also that the introduction of rmultihom ng
support should still provide the sane ability as we have in IPv6 with
tenporary addresses.

When considering privacy threats, it nakes sense to distinguish

bet ween attacks made by on-path entities observing the packets flying
by, and attacks by the conmunicating peer. It is probably feasible
to prevent on-path entities fromcorrelating the multiple IP
addresses of the host; but the fact that the peer needs to be told
multiple I P addresses in order to be able to switch to using

di fferent addresses, when conmunication fails, limts the ability of
the host to prevent correlating its nmultiple addresses. However,
using nmultiple pseudonyns for a host should be able address this
case.
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4. Potential New Attacks

Thi s section docunents the additional attacks that have been

di scovered that result froman architecture where hosts can change
their topol ogical connection to the network in the mddle of a
transport session without interruption. This discussion is again
framed in the context where the topol ogical |ocators may be

i ndependent of the host identifiers used by the transport and
application | ayer protocols. Sonme of these attacks nay not be
applicable if traditional addresses are used. This section assunes
that each host has nmultiple |locators and that there is some nechani sm
for determining the locators for a correspondent host. W do not
assume anyt hi ng about the properties of these nechanisns. |nstead,
this Iist will serve to help us derive the properties of these
nmechani sns that will be necessary to prevent these redirection

att acks.

Dependi ng on the purpose of the redirection attack, we separate the
attacks into several different types.

4.1. Cause Packets to Be Sent to the Attacker

An attacker mght want to receive the flow of packets, for instance
to be able to inspect and/or nodify the payload or to be able to
apply cryptographic analysis to cryptographically protected payl oad,
using redirection attacks.

Note that such attacks are always possible today if an attacker is on
the path between two comuni cating parties, and a mnultihom ng
solution can't renove that threat. Hence, the bul k of these concerns
relate to off-path attackers.

4.1.1. Once Packets Are Flow ng
This m ght be viewed as the "classic" redirection attack.

While A and B are conmunicating X m ght send packets to B and claim
"H, I'"'mA, send ny packets to ny new | ocation." where the |ocation
isreally X s location.

"Standard" solutions to this include requiring that the host
requesting redirecti on sonehow be verified to be the same host as the
initial host that established communi cati on. However, the burdens of
such verification nust not be onerous, or the redirection requests

t hensel ves can be used as a DoS attack
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4.

4.

1.

1.

To prevent this type of attack, a solution would need sone mechani sm
that B can use to verify whether a |ocator belongs to A before B
starts using that |ocator, and be able to do this when nultiple

| ocators are assigned to A

2. Time-Shifting Attack

The term"time-shifting attack” is used to describe an attacker’'s
ability to performan attack after no | onger being on the path.

Thus, the attacker would have been on the path at sone point in tine,
snoopi ng and/ or nodi fyi ng packets; and | ater, when the attacker is no
| onger on the path, it launches the attack

In the current Internet, it is not possible to performsuch attacks
to redirect packets. But for sone tine after noving away, the
attacker can cause a DoS attack, e.g., by leaving a bogus ARP entry
in the nodes on the path, or by forging TCP Reset packets based on
havi ng seen the TCP Initial Sequence Nunbers when it was on the path.

It would be reasonable to require that a nultihonming solution limt
the ability to redirect and/or DoS traffic to a few mnutes after the
attacker has noved off the path.

3. Preneditated Redirection

This is a variant of the above where the attacker "installs" itself
bef ore conmuni cation starts.

For example, if the attacker X can predict that A and B will

comuni cate in the (near) future, then the attacker can tell B: "Hi,
I’'mA and I'"mat this location". Wen Alater tries to conmunicate
with B, will B believe it is really A?

If the solution to the classic redirection attack is based on "prove
you are the sanme as initially", then Awll fail to prove this to B
because X initiated comuni cati on.

Dependi ng on details that woul d be specific to a proposed sol ution,
this type of attack could either cause redirection (so that the
packets intended for Awll be sent to X) or they could cause DoS
(where A would fail to comunicate with B since it can’t prove it is
t he sanme host as X).

To prevent this attack, the verification of whether a | ocator bel ongs
to the peer cannot sinply be based on the first peer that nade
cont act .
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4.1.4. Using Replay Attacks

Whil e the nultihom ng problemdoesn’t inherently inply any

t opol ogi cal nmovenent, it is useful to also consider the inpact of
site renunbering in conbination with nmultihomng. In that case, the
set of locators for a host will change each tine its site renunbers,
and, at sone point in tinme after a renunbering event, the old | ocator
prefix mght be reassigned to sone other site.

This potentially give an attacker the ability to replay whatever
protocol mechani smwas used to informa host of a peer’s |locators so
that the host would incorrectly be led to believe that the old

| ocator (set) should be used even long after a renunbering event.
This is simlar to the risk of replay of Binding Updates in [ M Pv6],
but the tine constant is quite different; Mbile IPv6 m ght see
movenents every second while site renunbering, followed by

reassi gnnent of the site |ocator prefix, mght be a matter of weeks
or nont hs.

To prevent such replay attacks, the protocol used to verify which
| ocators can be used with a particular identifier needs sonme replay
protection nechani sm

Al'so, in this space one needs to be concerned about potenti al

i nteraction between such replay protection and the administrative act
of reassignnment of a locator. |If the identifier and |ocator
relationship is distributed across the network, one would need to
make sure that the old information has been conpletely purged from
the network before any reassignnment. Note that this does not require
an explicit nechanism This can instead be inplenmented by | ocator
reuse policy and careful tineouts of |ocator informtion.

4.2. Cause Packets to Be Sent to a Black Hol e

This is also a variant of the classic redirection attack. The
difference is that the new location is a |ocator that is nonexistent
or unreachable. Thus, the effect is that sending packets to the new
| ocat or causes the packets to be dropped by the network somewhere.

One woul d expect that solutions that prevent the previous redirection
attacks woul d prevent this attack as a side effect, but it nakes
sense to include this attack here for conpl eteness. Mechani sns that
prevented a redirection attack to the attacker should al so prevent
redirection to a black hole.
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4.3. Third Party Deni al -of - Service Attacks

An attacker can use the ability to performredirection to cause
overload on an unrelated third party. For instance, if A and B are
comuni cating, then the attacker X night be able to convince Ato
send the packets intended for Bto sone third node C. Wile this

m ght seem harm ess at first, since X could just flood C with packets
directly, there are a few aspects of these attacks that cause
concern.

The first is that the attacker might be able to conpletely hide its
identity and location. It might suffice for X to send and receive a
few packets to Ain order to performthe redirection, and A nmight not
retain any state on who asked for the redirection to Cs |ocation
Even if A had retained such state, that state would probably not be
easily available to C, thus C can’t determ ne who the attacker was
once C has becone the victimof a DoS attack

The second concern is that, with a direct DoS attack fromX to C, the
attacker is limted by the bandwidth of its own path towards C.  |f
the attacker can fool another host, such as A to redirect its
traffic to C, then the bandwidth is limted by the path fromA
towards C. If Ais a high-capacity Internet service and X has sl ow
(e.g., dialup) connectivity, this difference could be substantial.
Thus, in effect, this could be simlar to packet anplifying
reflectors in [ PAXSONO1].

The third, and final concern, is that if an attacker only need a few
packets to convince one host to flood a third party, then it woul dn’t
be hard for the attacker to convince lots of hosts to flood the same
third party. Thus, this could be used for Distributed Denial -of -
Servi ce attacks.

A third party DoS attack m ght be against the resources of a
particular host (i.e., Cin the exanple above), or it mght be

agai nst the network infrastructure towards a particular |IP address
prefix, by overloading the routers or |inks even though there is no
host at the address being targeted.

In today’s Internet, the ability to performthis type of attack is
quite limted. |In order for the attacker to initiate conmmunication
it will in nost cases need to be able to receive sone packets from
the peer (the potential exception being techniques that conbine this
wi t h TCP- sequence- nunber - guessi ng techni ques). Furthernore, to the
extent that parts of the Internet uses ingress filtering [|NGRESS]
even if the conmunication could be initiated, it wouldn't be possible
to sustain it by sending ACK packets with spoofed source addresses
froman off-path attacker.
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If this type of attack can’t be prevented, there mght be nitigation
techni ques that can be enployed. For instance, in the case of TCP a
partial defense can be constructed by having TCP slowstart be
triggered when the destination |ocator changes. (Folks night argue
that, separately fromsecurity, this would be the correct action for
congestion control since TCP m ght not have any congestion-relation
i nformati on about the new path inplied by the new | ocator.)
Presumabl y the sane approach can be applied to other transport
protocols that performdifferent forms of (TCP-friendly) congestion
control, even though some of them might not adapt as rapidly as TCP
But since all congestion-controlled protocols probably need to have
some reaction to the path change inplied by a | ocator change, it
makes sense to think about 3rd party DoS attacks when designing how
the specific transport protocols should react to a | ocator change.
However, this would only be a partial solution since it would
probably take several packets and roundtrips before the transport
protocol would stop transnitting; thus, an attacker could still use
this as a reflector with packet anmplification. Thus, the nultihomn ng
nmechani sm probably needs sone form of defense against third party DoS
attacks, in addition to the help we can get fromthe transport

pr ot ocol s.

4.3.1. Basic Third Party DoS

Assune that X is on a slow |link anywhere in the Internet. B is on a
fast link (gigabits; e.g., a nedia server) and Ais the victim

X could flood A directly but is limted by its |ow bandwidth. If X
can establish conmmunication with B, ask B to send it a high-speed
nmedi a stream then X can presumably fake out the

"acknow edgenent s/ f eedback” needed for B to blast out packets at ful
speed. So far, this only hurts X and the path between X and the
Internet. But if X could also tell B"I'"mat A's locator”, then X
has effectively used this redirection capability in nultihomng to
anplify its DoS capability, which would be a source of concern

One coul d envision rather sinple techniques to prevent such attacks.
For instance, before sending to a new peer |ocator, performa clear
text exchange with the clained new | ocator of the form"Are you X?"
resulting in "Yes, I'mX". This would suffice for the sinplest of
attacks. However, as we will see below, nore sophisticated attacks
are possi bl e.
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4.3.2. Third Party DoS with On-Path Hel p

The scenario is as above, but, in addition, the attacker X has a
friend Y on the path between A and B:

Wth the sinple solution suggested in the previous section, all Y

m ght need to do is fake a response to the "Are you X?" packet, and
after that point in tine Y mght not be needed; X could potentially
sustain the data flow towards A by generating the ACK packets. Thus,
it woul d be even harder to detect the existence of Y.

Furthermore, if X is not the actual end system but an attacker

bet ween sonme node C and B, then X can claimto be C, and no finger
can be pointed at X either:

Thus, with two attackers on different paths, there m ght be no trace
of who did the redirection to the 3rd party once the redirection has
taken pl ace.

A specific case of this is when X=Y, and X is |located on the sanme LAN
as B.
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A potential way to make such attacks harder would be to use the | ast
received (and verified) source |locator as the destination |ocator.
That way, when X sends the ACK packets (whether it claims to be X or
C) the result would be that the packet flow from B would switch back
towards X/ C, which would result in an attack simlar to what can be
perforned in today' s Internet.

Anot her way to make such attacks harder would be to perform periodic
verifications that the peer is available at the | ocator, instead of
just one when the new |l ocator is received.

A third way that a nmultihom ng solution might address this is to
ensure that B will only accept |ocators that can be authenticated to
be synonynous with the original correspondent. It mnust be possible
to securely ensure that these |locators forman equival ence class. So
in the first exanple, not only does X need to assert that it is A

but A needs to assert that it is X

4.4. Accepting Packets from Unknown Locators

The mul ti hom ng sol ution space does not only affect the destination

of packets; it also raises the question fromwhich sources packets
shoul d be accepted. It is possible to build a rmultihoning solution
that allows traffic to be recogni zed as coming fromthe sane peer
even if there is a previously unknown | ocator present in the source
address field. The question is whether we want to all ow packets from
unverified sources to be passed on to transport and application |ayer
pr ot ocol s.

In the current Internet, an attacker can't inject packets with
arbitrary source addresses into a session if there is ingress
filtering present, so allow ng packets with unverified sources in a
mul ti hom ng solution would fail our "no worse than what we have now
litmus test. However, given that ingress filtering deploynent is far
fromuniversal and ingress filtering typically wouldn't prevent
spoofing of addresses in the sane subnet, requiring rejecting packets
fromunverified | ocators nmight be too stringent.

An exanple of the current state are the ability to inject RST packets
into existing TCP connections. Wen there is no ingress filtering in
the network, this is sonmething that the TCP endpoints need to sort
out thenselves. However, deploying ingress filtering helps in
today’'s Internet since an attacker is limted in the set of source
addresses it can use.
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A factor to take into account to determne the "requirenent |evel"
for this is that when IPsec is used on top of the nultihom ng
solution, then IPsec will reject such spoofed packets. (Note that
this is different than in the redirection attack cases where even
with I Psec an attacker could potentially cause a DoS attack.)

There might also be a niddle ground where arbitrary attackers are
prevented frominjecting packets by using the SCTP verification tag
type of approach [SCTP]. (This is a clear-text tag which is sent to
t he peer which the peer is expected to include in each subsequent
packet.) Such an approach doesn’t prevent packet injection from
on-path attackers (since they can observe the verification tag), but
neit her does ingress filtering.

4.5. New Privacy Considerations

While introducing identifiers can be hel pful by providing ways to
identify hosts across events when its |IP address(es) night change,
there is a risk that such nechani sms can be abused to track the
identity of the host over long periods of tine, whether using the
same (set of) I1SP(s) or noving between different network attachnent
poi nts. Designers of solutions to multihom ng need to be aware of
this concern.

I ntroduci ng the multihomi ng capability inherently inplies that the
comuni cating peers need to know nultiple | ocators for each other in
order to be resilient to failures of sone paths/locators. 1In
addition, if the multihom ng signaling protocol doesn't provide
privacy, it mght be possible for 3rd parties on the path to di scover
many or all the |locators assigned to a host, which would increase the
privacy exposure conpared to a nultihoned host today.

For instance, a solution could address this by allow ng each host to
have nultiple identifiers at the same tine and perhaps even changi ng
the set of identifiers that are used over tinme. Such an approach
coul d be anal ogous to what is done for IPv6 addresses in [ RFC3041].

5. Granularity of Redirection

Different nmultihoning solutions night approach the problem at
different layers in the protocol stack. For instance, there have
been proposals for a shimlayer inside IP, as well as transport |ayer
approaches. The former woul d have the capability to redirect an IP
address while the latter might be constrained to only redirect a
single transport connection. This difference mght be inportant when
it cones to understanding the security inpact.

Nor dmar k & Li | nf or mat i onal [ Page 20]



RFC 4218 Threats to | Pv6 Miltihomi ng Sol utions Cct ober 2005

For instance, preneditated attacks might have quite different inpact
in the two cases. 1In an |IP-based multihom ng solution a successful
preneditated redirection could be due to the attacker connecting to a
server and clainmng to be "A', which would result in the server

retai ning some state about A, which it received fromthe attacker.
Later, when the real 'A tries to connect to the server, the

exi stence of this state mght nmean that A fails to communi cate, or
that its packets are sent to the attacker. But if the same scenario
is applied to a transport-Ilayer approach, then the state created due
to the attacker would perhaps be limted to the existing transport
connection. Thus, while this mght prevent the real A from
connecting to the server while the attacker is connected (if they
happen to use the sanme transport port nunber), nost likely it would
not affect "A's ability to connect after the attacker has

di sconnect ed.

A particul ar aspect of the granularity question is the direction
question: will the created state be used for comrunication in the
reverse direction of the direction when it was created? For
instance, if the attacker ' X suspects that A will connect to 'B
in the near future, can X connect to A and claimto be B, and then
have that | ater make A connect to the attacker instead of to the rea
B?

Note that transport |ayer approaches are linited to the set of
"transport" protocols that the inplenmentati on nakes aware of

mul ti homing. In many cases there would be "transport"” protocols that
are unknown to the multihom ng capability of the system such as
applications built on top of UDP. To understand the inpact of the
granularity question on the security, one would also need to
under st and how such applications/protocols would be handl ed.

A property of transport granularity is that the amount of work
perforned by a legitinmate host is proportional to the nunber of
transport connections it creates that uses the nultihoning support,
si nce each such connection would require some nulti hom ng signaling.
And the sane is true for the attacker. This nmeans that an attacker
could presurmably do a preneditated attack for all TCP connections to
port 80 fromA to B, by setting up 65,536 (for all TCP source port
nunbers) connections to server B and causing B to think those
connections should be directed to the attacker and keepi ng those TCP
connections open. Any attenpt to make |egitimte comruni cation nore
efficient (e.g., by being able to signal for nultiple transport
connections at a tinme) would provide as much relative benefit for an
attacker as the legitinmte hosts.
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The issue isn’t only about the space (granularity), but al so about
the lifetine conponent in the results of a nultihom ng request. In a
transport-1ayer approach, the nmultihoning state would presumably be
destroyed when the transport state is deleted as part of closing the
connection. But an | P-layer approach would have to rely on sone

ti meout or garbage collection nechanisns, perhaps conbined with sone
new explicit signaling, to renove the nultihomng state. The
coupling between the connection state and multihoming state in the
transport-1layer approach mght nmake it nore expensive for the
attacker, since it needs to keep the connections open.

In summary, there are issues we don’t yet understand well about
granul arity and reuse of the multihoming state.

6. Movenent Inplications?

In the case when not hi ng noves around, we have a reasonabl e
under st andi ng of the security requirenents. Sonmething that is on the
path can be a MTMin today’'s Internet, and a nultihon ng sol ution
doesn’t need to nake that aspect any nore secure.

But it is nore difficult to understand the requirenments when hosts
are noving around. For instance, a host m ght be on the path for a
short nmoment in time by driving by an 802.11 hotspot. Wuld we or
woul d we not be concerned if such a drive-by (which many call a
"tinme-shifting" attack) would result in the tenporarily on-path host
being able to act as a MTM for future communi cati on? Dependi ng on
the solution, this mght be possible if the attacker causes a

mul ti homing state to be created in various peer hosts while the
attacker was on the path, and that state remmined in the peers for
sone tine.

The answer to this question doesn’'t seemto be obvious even in the
absence of any new multi hom ng support. W don’t have much
experience with hosts noving around that are able to attack things as
they nove. |In Mbile IPv6 [MPv6] a conservative approach was taken
that Iinmts the effect of such drive-by attacks to the maxi mum
lifetime of the binding, which is set to a few m nutes.

Wth nultihom ng support the issue gets a bit nore conplicated
because we explicitly want to allow a host to be present at nultiple
| ocators at the sane tine. Thus, there night be a need to

di stingui sh between the host noving between different |ocators, and

t he host sending packets with different source |ocators because it is
present at multiple locators w thout any topol ogi cal nmovenent.
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Note that the nultihom ng solutions that have been di scussed range
fromsuch "drive-by" attacks being inpossible (for instance, due to a
strong binding to a separate identifier as in HP, or due to reliance
on the relative security of the DNS for forward plus reverse | ookups
in NOD), to systens that are first-cone/first-serve (WM being an
exanple with a separate |ID space, a MAST approach with a PBK being an
exanpl e without a separate ID space) that allow the first host that
uses an ID/address to claimit without any tinme limt.

7. Oher Security Concerns

The protocol nechani sms added as part of a nultihomnming solution
shoul dn’t introduce any new DoS in the nechani snms thenselves. In
particul ar, care nust be taken not to:

- create state on the first packet in an exchange, since that could
result in state consunption attacks sinilar to the TCP SYN
fl oodi ng attack.

- performmuch work on the first packet in an exchange (such as
expensi ve verification)

There is a potential chicken-and-egg problem here, because
potentially one would want to avoid doing work or creating state

until the peer has been verified, but verification will probably need
sone state and some work to be done. Avoiding any work does not seem
possi bl e, but good protocol design can often delay state creation
until verification has been conpl et ed.

A possi bl e approach that solutions might investigate is to defer
verification until there appears to be two different hosts (or two
different | ocators for the sanme host) that want to use the same
identifier. 1In such a case one would need to investigate whether a
conbi nati on of inpersonation and DoS attack can be used to prevent

t he di scovery of the inpersonation

Anot her possi bl e approach is to first establish comrunications, and
then performverification in parallel with normal data transfers.
Redirection would only be permitted after verification was conpl ete,
but prior to that event, data could transfer in a nornal

non- rmul ti honed manner.

Finally, the new protocol nechanisnms should be protected agai nst

spoof ed packets, at |east fromoff-path sources, and repl ayed
packet s.
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8.

Security Considerations

In section 3, the docunent presented existing protocol-based
redirection attacks. But there are also non-protocol redirection
attacks. An attacker that can gain physical access to one of

- the copper/fiber sonewhere in the path,
- arouter or L2 device in the path, or
- one of the end systens

can al so redirect packets. This could be possible, for instance, by
physi cal break-ins or by bribing staff that have access to the

physi cal infrastructure. Such attacks are out of scope of this

di scussion, but are worth keeping in mnd when | ooking at the cost
for an attacker to exploit any protocol -based attacks agai nst

mul ti homi ng sol utions; naki ng protocol -based attacks nuch nore
expensive to launch than break-ins/bribery type of attacks night be
overkill.
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Appendi x A: Some Security Anal ysis

When | ooki ng at the proposals that have been nade for nultihom ng
sol utions and the above threats, it seens like there are two
separ abl e aspects of handling the redirection threats:

- Redirection of existing comunication
- Redirection of an identity before any comunication

This seens to be related to the fact that there are two different
cl asses of use of identifiers. One use is for

o Initially establishing conmunication; |ooking up an FQDN to find
sonmething that is passed to a connect() or sendto() APl call.

o Comparing whether a peer entity is the sane peer entity as in sone
previ ous conmuni cati on.

0 Using the identity of the peer for future conmunication
("call backs") in the reverse direction, or to refer to a 3rd party
("referral s").

The other use of identifiers is as part of being able to redirect
exi sting conmmunication to use a different |ocator.

The first class of use seens to be related to sonething about the
ownership of the identifier; proving the "ownership" of the
identifier should be sufficient in order to be authorized to control
which locators are used to reach the identifier.

The second cl ass of use seens to be related to sonething nore
epheneral. |In order to redirect the existing conmmunication to sone
other locator, it seens to be sufficient to prove that the entity is
the same as the one that initiated the comunication. One can view
this as proving the ownership of sone context, where the context is
establ i shed around the tine when the comunication is initiated.

Preventi ng unaut horized redirection of existing comruni cati on can be
addressed by a | arge nunber of approaches that are based on setting
up sone formof security material at the begi nning of comunicati on,
and | ater using the existence of that material for one end to prove
to the other that it remains the sane. An exanple of this is Purpose
Built Keys [PBK]. One can envision different approaches for such
schemes with different conplexity, performance, and resulting

Nor dmar k & Li | nf or mat i onal [ Page 27]



RFC 4218 Threats to | Pv6 Miltihomi ng Sol utions Cct ober 2005

security such as anonynous Diffie-Hell man exchange, the reverse hash
chains presented in [WM], or even a clear-text token exchanged at
the initial comunication

However, the nechanisns for preventing unauthorized use of an
identifier can be quite different. One way to prevent preneditated
redirection is to sinply not introduce a new identifier name space,
and instead to rely on existing nanme space(s), a trusted third party,
and a sufficiently secure way to access the third party, as in
[NOD]. Such an approach relies on the third party (DNS in the case
of NOD) as the foundation. |In terns of nultihonm ng state creation,
in this case preneditated redirection is as easy or as hard as
redirecting an I P address today. Essentially, this relies on the
return-routability check associated with a roundtrip of

comuni cation, which verifies that the routing systemdelivers
packets to the I P address in question.

Al ternatively, one can use the crypto-based identifiers such as in
[H P] or crypto-generated addresses as in [CBH ], which both rely on
public-key crypto, to prevent preneditated attacks. |In some cases it
is al so possible to avoid the probl em by having one end of the
comuni cati on use epheneral identifiers as the initiator does in
[WMP]. This avoids preneditated redirection by detecting that sone
other entity is using the sane identifier at the peer and sw tching
to use another epheneral ID. Wile the epheneral identifiers m ght
be problemati c when used by applications, for instance due to
cal | backs or referrals, note that for the end that has the ephenera
identifier, one can skirt around the preneditated attacks (assum ng
the solution has a robust way to pick a new identifier when one is in
use/ stol en).

Assumi ng the problemcan’t be skirted by using epheneral identifiers,
there seemto be 3 types of approaches that can be used to establish
sone formof identity ownership:

- Atrusted third party, which states that a given identity is
reachabl e at a given set of l|ocators, so the endpoint reached at
one of this locators is the owner of the identity.

- Crypto-based identifiers or crypto-generated addresses where the
public/private key pair can be used to prove that the identifier
was generated by the node knowi ng the private key (or by another
node whose public key hashes to the sane val ue)

- A static binding, as currently defined in I P, where you trust that
the routing systemwill deliver the packets to the owner of the
| ocator, and since the |ocator and the identity are one, you prove
identity ownership as a sub-product.
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A solution would need to conbine el enents that provide protection
agai nst both preneditated and ongoi hg conmuni cation redirection.

This can be done in several ways, and the current set of proposals do
not appear to contain all useful conbinations. For instance, the H P
CBI D property could be used to prevent preneditated attacks, while
the WM hash chains could be used to prevent on-going redirection
And there are probably other interesting conbinations.

A rel ated, but perhaps separate aspect, is whether the solution
provides for protection against man-in-the-mddle attacks with
on-path attackers. Sone schenes, such as [HIP] and [ NO D] do, but

gi ven that an on-path attacker can see and nodify the data traffic
whether or not it can nodify the multihomng signaling, this |evel of
protection seens |ike overkill. Protecting against on-path MTM for
the data traffic can be done separately using |Psec, TLS, etc.

Finally, preventing third party DoS attacks is conceptually sinpler;
it would suffice to somehow verify that the peer is indeed reachable
at the new |l ocator before sending a | arge nunber of packets to that

| ocat or.

Just as the redirection attacks are conceptually prevented by proving
at sone | evel the ownership of the identifier or the ownership of the
conmuni cation context, third party DoS attacks are conceptual ly
prevented by showi ng that the endpoint is authorized to use a given

| ocat or.

The currently known approaches for showi ng such authorization are:

- Return routability. That is, if an endpoint is capable of
recei ving packets at a given locator, it is because he is
authorized to do so. This relies on routing being reasonably hard
to subvert to deliver packets to the wong place. Wile this
nm ght be the case when routing protocols are used with reasonabl e
security nechani snms and practices, it isn't the case on a single
i nk where ARP and Nei ghbor Di scovery can be easily spoofed.

- Trusted third party. A third party establishes that a given

identity is authorized to use a given set of locators (for
i nstance the DNS).
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