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Abstract

A Session Initiation Protocol (SIP) User Agent (UA) does not always
trust all internediaries in its request path to inspect its nessage
bodi es and/or headers contained in its nmessage. The UA might want to
protect the nessage bodi es and/ or headers frominternediaries, except
t hose that provide services based on its content. This situation
requires a nechanismcalled "end-to-mddl e security”" to secure the

i nformati on passed between the UA and internediaries, which does not
interfere with end-to-end security. This docunent defines a set of
requirenments for a mechanismto achieve end-to-mddl e security.
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1. Introduction

The Session Initiation Protocol (SIP) [2] supports hop-by-hop
security using Transport Layer Security (TLS) [3] and end-to-end
security using Secure MME (SIMME) [4]. Use of TLS assunes that a
SIP UA trusts all proxy servers along its request path to inspect the
nmessage bodi es contained in the nessage, and use of S/M ME assunes
that a SIP UA does not trust any proxy servers to do so.

However, there is a nodel in which trusted and partially-trusted
proxy servers are m xed along a nessage path. The partially-trusted
proxy servers are only trusted to provide SIP routing, but these
proxy servers are not trusted by users to inspect its data, except
the routing headers. A hop-by-hop confidentiality service using TLS
is not suitable for this nodel. An end-to-end confidentiality
service using SMME is also not suitable when the internediaries
provi de services based on readi ng the nessage bodi es and/ or headers.
This problemis described in Section 23 of [2].

In sone cases, a UA might want to protect its message bodi es and/or
headers from proxy servers along its request path, except fromthose
that provide services based on reading its nessage bodi es and/or
headers. Conversely, a proxy server mght want to view the nmessage
bodi es and/or headers to sufficiently provide these services. Such
proxy servers are not always the first hop fromthe UA. This
situation requires a security mechanismto secure nessage bodies
and/ or headers between the UA and the proxy servers, while disclosing
information to those that need it. W call this "end-to-mddle
security".

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

2. Use Cases

2.1. Exanples of Scenarios
We descri be here exanples of scenarios in which trusted and
partially-trusted proxy servers both exist in a nmessage path. These

situations denonstrate the reasons why end-to-nmiddl e security is
required.
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In the foll owi ng exanple, User #1 does not know the security policies
or services provided by Proxy server #1 (Proxy#l). User #1 sends a
MESSAGE [ 5] request including S/M Me-encrypted nessage content for
end-to-end security, as shown in Figure 1, while Proxy #1 rejects the
request based on its strict security policy that prohibits the
forwardi ng of unknown dat a.

Hone net wor k

o +
| +----- + +----- + | +----- + +----- +

User #1----- |1 C |----- | [ |----- | [ |----- | C |----- User #2
+----- + +----- + | +----- + +----- +
| UA #1 Proxy #1 | Proxy #2 UA #2
o +

C Content that UA #1 allows the entity to inspect
[C: Content that UA #1 prevents the entity frominspecting

Fi gure 1: Depl oynent exanple #1

In the second exanple, Proxy server #1 is the home proxy server of
User #1 using UA #1. User #1 conmunicates with User #2 through Proxy
#1 and Proxy #2, as shown in Figure 2. Although User #1 already
knows Proxy #1's security policy, which requires the inspection of
the content of the MESSAGE request, User #1 does not know whet her
Proxy #2 is trustworthy, and thus wants to protect the nessage bodies
in the request. To acconplish this, UA #1 will need to be able to
grant a trusted internmediary (Proxy #1) to inspect nmessage bodies,
whil e preserving their confidentiality fromother internediaries
(Proxy #2).

Even if UA #1's request nessage aut horizes Proxy #1 to inspect the
nmessage bodies, UA #1 is unable to authorize the sane proxy server to
i nspect the nessage bodies in subsequent MESSAGE requests from UA #2.

Home net wor k

o e e e e e +
| +----- + +----- + | +----- + +----- +
User #1----- |1 C |----- | C |----- | [Q |----- | C |----- User #2
+----- + +----- + | +----- + +----- +
| UA #1 Proxy #1 | Proxy #2 UA #2
o e e e e e +

C Content that UA #1 needs to discl ose
[C]: Content that UA #1 needs to protect

Fi gure 2: Depl oynent exanple #2
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In the third exanple, User #1 connects UA #1 to a proxy server in a
visited (potentially insecure) network, e.g., a hotspot service or a
roam ng service. Since User #1 wants to utilize certain hone network
services, UA #1 connects to a home proxy server, Proxy #1. However,
UA #1 nust connect to Proxy #1 via the proxy server of the visited
network (Proxy A), because User #1 must follow the policy of that
network. Proxy A perfornms access control based on the destination
addresses of calls. User #1 only trusts Proxy A to route requests,
not to inspect the nessage bodi es the requests contain, as shown in
Figure 3. User #1 trusts Proxy #1 both to route the requests and to
i nspect the nessage bodi es.

The sane problens as in the second exanple al so exist here.

Vi sited network

o e e e e e +
| +----- + +----- + | +----- + +----- + +----- +

User #1 -~ | | C |----- | 1a === | C l----- | 1 l----- | C |
| +----- + +----- + | +----- + +----- + +----- +
| UA #1 Proxy A | Proxy #1 Proxy #2 UA #2
o e e e e e +

C Content that UA #1 needs to discl ose
[C]: Content that UA #1 needs to protect

Fi gure 3: Depl oynment exanple #3
2.2. Service Exanpl es

We describe here several services that require end-to-niddle
security.

2.2.1. Logging Services for Instant Messages

Loggi ng Services are provided by the archiving function, which is

| ocated in the proxy server, that |ogs the nmessage content exchanged
between UAs. The archiving function could be |ocated at the
originator network and/or the destination network. Wen the content
of an instant nmessage contains private information, UACs (UA dients)
encrypt the content for the UASes (UA Servers). The archiving
function needs to log the content in a nessage body in bidirectional
MESSAGE requests in such a way that the data is deci pherable. The
archiving function also needs a way to verify the data integrity of

t he content before |ogging.

This service mght be deployed in financial networks, health care

service provider’s networks, as well as other networks in which
archi ving conmuni cation is required by their security policies.
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2.2.2. Non-energency Call Routing Based on the Location Object

The Location Object [6] includes a person’s geographical |ocation
information that is privacy-sensitive. Some proxy servers wll have
the ability to provide routing based on the geographical |ocation

i nformati on. Wen UAs want to enpl oy |ocation-based routing in

non- ermer gency situations, the UAs need to connect to the proxy
servers with such a capability and di scl ose the geographical |ocation
i nformati on contai ned in the nessage body of the INVITE request,
while protecting it fromother proxy servers along the request path.
The Location Object also needs to be verified for data integrity by
the proxy servers before | ocation-based routing is applied.
Sonetines the UACs want to send the Location Object to the UASes.
This is another good exanple that presents the need for UACs to

si mul taneously send secure data to a proxy server and to the UASes.

2.2.3. User Authentication
2.2.3.1. User Authentication Using the AlBs

The Authenticated ldentity Bodies (AIBs) [7] is a digitally-signed
data that is used for identifying users. Proxy servers that need to
authenticate a user, verify the signature. Wen the origi nator needs
anonymty, the user identity in the AIB is encrypted before being
signed. Proxy servers that authenticate the user need to decrypt the
body in order to view the user identity in the AIB. Such proxy
servers can be | ocated adjacently and/or non-adjacently to the UA

The AIB could be included in all request/response nessages. The
proxy server needs to view it in request messages in order to

aut henticate users. Another proxy server sonetines needs to view it
in response nessages for user authentication.

2.2.3.2. User Authentication in HITP Di gest Authentication

User authentication data for HTTP Di gest authentication [8] includes
potentially private information, such as a user nane. The user

aut hentication data can be set only in a SIP header of request
messages. This information needs to be transmitted securely to
servers that authenticate users, |ocated either adjacently and/or
non- adj acently to the UA

2.2.4. Media-rel ated Services
Firewal| traversal is an exanple of services based on nedia
information in a nmessage body, such as the Session Description

Protocol (SDP) [9]. A firewall entity that supports the SIP
protocol, or a midcom][10] agent co-located with a proxy server,

Ono & Tachi not o I nf or mat i onal [ Page 5]



RFC 4189 End-to-M ddl e Security Requirenents Cct ober 2005

controls a firewall based on the address and port information of
nmedia streans in the SDP offer/answer. The address and port
information in the SDP needs to be transnitted securely to recipient
UAs and the proxy server operating as a nmidcom agent. Therefore,
there is a need for a proxy server to be able to decrypt the SDP, as
well as to verify the integrity of the SDP

When the SDP includes key paraneters for Secure RTP (SRTP) [11], the
key paraneters need to be encrypted only for end-to-end
confidentiality.

3. Scope of End-to-Mddle Security

End-to-mi ddl e security consists of user authentication, data
integrity, and data confidentiality. Providing data integrity
requires authenticating peer who creates the data. However, this
docunent only describes requirenents for data confidentiality and
data integrity, since end-to-niddle authentication is covered by
exi sting nmechani sms such as HITP Di gest authentication, S/M M
Crypt ographi ¢ Message Syntax (CMS) SignedData body [12], or an AlB.

As for data integrity, the CM5 SignedData body can be used for
verification of the data integrity and authentication of the signer
by any entities. The CV5 SighedData body can be used for end-to-

m ddl e security and end-to-end security sinultaneously. However, a
proxy server generally does not verify the data integrity using the
CMS Si gnedData body, and there is no way for a UA to request the
proxy server to verify the nessage. Therefore, some new nechani sns
are needed to achieve data integrity for end-to-niddle security.

Thi s docunent mainly discusses requirenents for data confidentiality
and the integrity of end-to-mddle security.

4. Requirements for a Sol ution
We describe here requirenents for a solution. The requirenents are
mai nly applied during the phase of a dialog creation or sending a
MESSAGE request.

4.1. Ceneral Requirenents

The followi ng are general requirenents for end-to-mddle
confidentiality and integrity.

REQ GEN-1: The solution SHOULD have little inpact on the way a UA
handl es S/ M MeE- secured nessages.
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REQ GEN-2: It SHOULD NOT have an inpact on proxy servers that do not
provi de services based on S/M Me-secured bodies in terns
of handling the existing SIP headers.

REQ GEN-3: It SHOULD NOT viol ate the standardi zed nmechani sm of proxy
servers in terns of handling nmessage bodies.

REQ GEN-4: It SHOULD allow a UA to discover security policies of
proxy servers. Security policies inply what data is
needed to disclose and/or verify in a nessage.

This requirenment is necessary when the UA does not know
statically which proxy servers or domai hs need
di scl osing data and/or verification.

4.2. Requirenents for End-to-M ddle Confidentiality

REQ CONF- 1: The sol ution MJST all ow encrypted data to be shared with
the recipient UA and a proxy server, when a UA wants.

REQ CONF-2: It MJST NOT violate end-to-end encryption when the
encrypted data does not need to be shared with any proxy
servers.

REQ CONF-3: It SHOULD allow a UA to request a proxy server to view
speci fic nessage bodies. The request itself SHOULD be
secure; nanely it SHOULD be authenticated for the UA and
verified for the data integrity.

REQ CONF-4: It MAY allow a UA to request that the recipient UA
di scl ose information to the proxy server to which the
requesting UAis initially disclosing information. The
request itself SHOULD be secure; namely it SHOULD be
aut henticated for the UA and verified for the data
integrity.

This requirenment is necessary when a provider
operating the proxy server allows its security
policies to be revealed to the provider serving the
reci pi ent UA

4.3. Requirenents for End-to-Mddle Integrity

This section enunerates the requirenments for the end-to-niddle
integrity. Verifying the data integrity requires checking that the
data is created by the authenticated user and not forged by a
mal i ci ous user. Therefore, verification of the data integrity
requires the user authentication.
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5.

REQ I NT-1: The sol uti on SHOULD work even when the SIP end-to-end
aut hentication and integrity services are enabl ed.

REQ I NT-2: It SHOULD allow a UA to request a proxy server to verify
specific nessage bodi es and authenticate the user. The
request itself SHOULD be secure; nanely it SHOULD be
authenticated for the UA and verified for the data
integrity.

REQ INT-3: It SHOULD allow a UA to request the recipient UAto send
the verification data of the same information that the
requesting UA is providing to the proxy server. The
request itself SHOULD be secure; nanely it SHOULD be
authenticated for the UA and verified for the data
integrity.

This requirenment is necessary when a provider operating
the proxy server allows its security policies to be
reveal ed to the provider serving the recipient UA

Security Considerations

Thi s docunent describes the requirenents for confidentiality and
integrity between a UA and a proxy server. Although this docunent
does not cover any requirements for authentication, verifying the
data integrity requires peer authentication. Also, peer
authentication is inportant in order to prevent attacks from
mal i ci ous users and servers.

The end-to-m ddl e security requires additional processing on nmessage
bodi es, such as unpacking M ME structure, data decryption, and/or
signature verification to proxy servers. Therefore, the proxy
servers that enable end-to-niddle security are vulnerable to a

Deni al -of - Servi ces attack. A threat nodel is where a malicious user
sends many conplicated-M Me-structure nmessages to a proxy server
cont ai ni ng user authentication data obtai ned by eavesdroppi ng.

Anot her threat nodel is where a nalicious proxy server sends many
conplicated-M ME-structure nessages to a proxy server, containing the
source | P address and the Via header of an adjacent proxy server
These attacks will slow down the overall performance of target proxy
servers.

To prevent these attacks, user and server authentication nmechani sns
need to be protected against replay attacks, or the user and server
aut henti cation al ways need to be executed sinultaneously with
protection of data integrity. In order to prevent these attacks, the
follow ng requirements should be net.
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0 The solution MJST support nutual authentication, data
confidentiality, and data integrity protection between a UA and a
proxy server.

o It SHOULD support protection against a replay attack for user
aut henti cati on.

o It SHOULD sinmultaneously support user authentication and data
integrity protection.

These last two requirenents are net by HITP Di gest
aut henti cati on.

o It MJST support mutual authentication, data confidentiality, and
data integrity protection between proxy servers.

o It SHOULD support protection against a replay attack for server
aut henti cati on.

o It SHOULD sinmultaneously support server authentication and data
integrity protection.

These |l ast three requirenents are nmet by TLS.
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