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Abstract

This nenp docunents a | ong-standi ng techni que, supported by a |arge
nunber of nmail servers, which allows users to be notified of new
mail. |In addition to server support, there are a nunber of clients
that support this, ranging fromfull email clients to specialized
clients whose only purpose is to receive new mail notifications and
alert a mail client.

In brief, the server sends the string "nmnotifyuser" CRLF to the
finger port on the IP address (either configured or |ast used) of the
user who has received new nail .
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1. Introduction

There is a |l ong-standi ng techni que supported by a | arge nunber of
mai | servers that allows users to be notified of newmail. In
addition to server support, there are a nunber of clients that
support this, ranging fromfull enmail clients to specialized clients
whose only purpose is to receive new nmail notifications and alert a
mail client. This technique is sonetinmes known as "notify mail"
(after a shareware client of the same nane), "biff", and the "finger
hack".

2. Conventions Used in This Docunent
In exanples, "C:" indicates lines sent by the client, and "S:"
i ndi cates those sent by the server. Line breaks within a conmand
exanple are for editorial purposes only. Line breaks in the protocol
are indicated by "CRLF".

3. Sinple Mail Notification

Wth this technique, the server sends the string "nmnotifyuser"”
i medi ately followed by CRLF to the finger port on the |IP address for

t he user who has received new mail. The finger port is 79. Note
that only the port for finger is used; the finger protocol itself is
not used.

The | P address to use nay be configured, or the server may use the IP
address that was | ast used to check mail by the user. Typically,
this is a per-account configuration option.

On the client system a process nust be listening to the finger port

to be useful. Wen it receives the "nmnotifyuser"” string, it takes
a configured action, typically instructing a mail client to fetch
mai | .

Normal |y, a TCP connection to the target conputer is opened, the
"nmnotifyuser" string is sent, and the connection is closed w thout
waiting for a response.

In sone cases, UDP is used instead of TCP, but the default and
general practice is TCP. Even though only a single nessage in one
direction is sent (with no reply), TCP is used nost often, probably
for reliability.

There is an assunption that the client Iistening on an | P address
only has responsibility for one email account. |If a client can check
mul ti pl e accounts and receives the "nmnotifyuser" string, it does
not know whi ch account received the mail
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There is a requirenent that a finger daenon not be active on the
client.

4. Exanple

Thi s exanpl e assunes that new mail has arrived at the server
mai | . i sp. exanpl e.com for account fastness@xanple.net. The server
has determ ned an | P address to which notification should be sent.

<listens on TCP port 79>

<opens TCP connection to |IP address port 79>
<accepts i nbound connection on port 79>

nm noti f yuser CRLF

<cl oses TCP connecti on>

DLOWo

5. Security Considerations

There is no assurance that the "nmnotifyuser" nessage is being sent
to the correct IP address. Nor does the |istening agent on the
client system have any assurance that an "nm.notifyuser" string was
sent by a nmail server that has received new nail for the user.

It is trivial for an attacker to send | arge nunbers of
"nmnotifyuser" nessages to a targeted system Cient systens that
are listening for this message SHOULD i npl enent protections agai nst
being flooded with notifications. Mny server systens already

i npl erent protections agai nst users logging in and checking mail too
frequently.

Because use of this protocol requires that a port be open with an
agent listening on it, if that agent contains vulnerabilities, it may
create a renmotely exploitable attack (for exanple, buffer overfl ows
that pernmit an attacker to execute arbitrary code on the client
systemwi th the pernmissions of the agent). As usual, with a process
listening on a port, the process should execute with the | east

possi ble privilege | evel and access.

6. | ANA Consi derati ons

The notify mail hack (and this docunment) should be included as an
addi ti onal usage for port 79.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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