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Abstract
Thi s docunment describes an object format for carrying geographical
information on the Internet. This |ocation object extends the
Presence Information Data Format (PIDF), which was designed for

comuni cati ng privacy-sensitive presence infornmation and which has
sim |l ar properties.
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| nt roducti on

Geogr aphical location information describes a physical position in
the world that may correspond to the past, present, or future

| ocation of a person, event, or device. Numerous applications used
in the Internet today benefit fromsharing |ocation information

(i ncludi ng mappi ng/ navi gati on applications, 'friend finders’ on cel
phones, and so on). However, such applications may disclose the
wher eabouts of a person in a manner contrary to the user’s
preferences. Privacy |apses may result from poor protocol security
(which pernits eavesdroppers to capture location informtion),
inability to articulate or accommodate user preferences, or simlar
defects conmmon in existing systenms. The privacy concerns surroundi
t he unwant ed di scl osure of a person’s physical |ocation are anpong t
nore serious issues that confront users on the Internet.

Consequently, a need has been identified to convey geographi cal

| ocation informati on within an object that includes a user’s privac
and di sclosure preferences and which is protected by strong
cryptographic security. Previous work [13] has observed that this
probl em bears sone resenbl ance to the general problem of
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1.

1.

comuni cati ng and securing presence information on the Internet.
Presence (defined in [12]) provides a real-tinme conmunications
di sposition for a user, and thus has simlar requirenments for
sel ective distribution and security.

Therefore, this docunent extends the XM.-based Presence |Information
Data Format (PIDF [2]) to allow the encapsul ation of |ocation
information within a presence docunent.

Thi s docunent does not invent any format for |ocation information
itself. Numerous existing formats based on civic |ocation

geogr aphi ¢ coordi nates, and the like, have been devel oped in other
standards fora. |Instead, this docunent defines an object that is
suitable both for identifying and encapsul ating preexisting |ocation
information formats, and for providing adequate security and policy
controls to regulate the distribution of |ocation information over
the Internet.

The | ocation object described in this docunment can be used

i ndependently of any 'using protocol’, as the termis defined in the
GEOPRIV requirements [10]. It is considered an advantage of this
proposal that existing presence protocols (such as [14]) would
natively accommobdate the | ocation object fornmat defined in this
docunent, and be capabl e of conposing location infornation with other
presence information, because this |ocation object is an extension of
PI DF. However, the usage of this location object format is not
limted to presence-using protocol s-- any protocol that can carry XM
or MM types can carry PIDF

Sone of the requirenents in [10] and [11] concern data collection and
usage policies associated with |ocation objects. This docunent

provi des only the m ni mum markup necessary for a user to express the
necessary privacy preferences as specified by the GEOPRIV
requirenments (the three basic elenents in [11]). However, this
docunent does not denonstrate how a full XM.-based rul eset,
accommodati ng the needs of Location Servers, could be enbedded in

PIDF. It is assuned that other protocols (such as HITP) will be used
to nove rul es between Rul e Hol ders and Location Servers, and that
full rulesets will be defined in a separate docunent.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [1].
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2. Location (hject Fornat
2.1. Baseline PIDF Usage

The GECPRIV requirenments [10] (or REQ for short) specify the need for
a nanme for the person, place or thing that |ocation information
describes (REQ 2.1). PIDF has such an identifier already: every

Pl DF docunent has an "entity" attribute of the 'presence’ el enent
that signifies the URI of the entity whose presence the docunent
descri bes. Consequently, if location information is contained in a
Pl DF docunent, the URI in the "entity" attribute of the ’'presence

el ement indicates the target of that |ocation information (the
"presentity’). The URI in the "entity" attribute generally uses the
"pres" URI schenme defined in [3]. Such URIs can serve as unlinkable
pseudonyns (per REQ 12).

PI DF optionally contains a ’'contact’ elenent that provides a UR
where the presentity can be reached by sone nmeans of conmmrunication
Usual ly, the URI scheme in the value of the ’'contact’ elenent gives
some sense of how the presentity can be reached; if it uses the SIP
URI schene, for exanple, SIP can be used, and so on. Location

i nformati on can be provided wi thout any associ ated neans of

comuni cation. Thus, the 'contact’ elenent may or may not be
present, as desired by the creator of the PIDF docunent.

PI DF optionally contains a ’'tinmestanp’ elenent that designates the
time at which the PIDF docunent was created. This el ement
corresponds to REQ 2. 7a.

PIDF contains a 'status’ elenment, which is mandatory. ’'status’
contains an optional child elenment, 'basic’, that describes the
presentity’s communi cations disposition (in very broad terns: either
OPEN or CLOSED). For the purposes of this docunent, it is not
necessary for 'basic’ status to be included. |If, however,

comuni cations disposition is included in a PlIDF docunent above and
beyond geol ocation, then 'basic’ status nay appear in a PlIDF docunent
t hat uses these extensions.

PI DF al so contains a 'tuple’ unbrella el enent, which holds an "id"
el enent used to uniquely identify a segnent of presence information
so that changes to this information can be tracked over time (as
mul tiple notifications of presence are received). ’'tinestanp’,
"status’, and 'contact’ are conposed under 'tuple’.
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2.2. Extensions to PIDF for Location and Usage Rul es

This XML Schenma extends the 'status’ elenment of PIDF with a conpl ex
el ement called 'geopriv’'. There are two nmajor subelenments that are
encapsul ated within geopriv: one for location information, and one
for usage rules. Both of these subelenents are mandatory, and are
described in subsequent sections. By conposing these two subel enents
under ’geopriv', the usage rules are clearly and explicitly
associated with the | ocation information.

For extensibility (see REQ 1.4), the schema allows any other

subel ements to appear under the 'geopriv’' elenent. Two other
optional subelenments are included in this docunent: one that

i ndi cates the nethod by whi ch geographical |ocation was determ ned,
and one that allows an explicit designation of the entity that
provi ded the information.

2.2.1. ’'location-info' Elenent

Each 'geopriv’ elenment MJUST contain one 'location-info' elenent. A
"l ocation-info' elenent consists of one or nore chunks of |ocation
information (per REQ 2.5). The format of the location information
(REQ 2.6) is identified by the inported XM. Schema, which descri bes
t he nanmespace in question. Al PIDF docunents that contain a
"geopriv’ element MJUST contain one or nore inport directives

i ndicating the XM. Schena(s) that are used for geographic |ocation
formats.

In order to ensure interoperability of GEOPRIV inplenentations, it is
necessary to select a baseline |ocation format that all conpliant

i npl ement ati ons support (see REQ 3.1). Because it satisfies REQ
2.5.1, this docunent works fromthe assunption that Geography Markup
Language (GWM.) 3.0 [15] shall be this mandatory format (a MJST

i mpl enent for all PIDF inplenentati ons supporting the *geopriv’

el ement) .

GW is an extraordinarily thorough and versatile systemfor nodeling
all manner of geographic object types, topol ogies, netadata,
coordinate reference systens, and units of measurenent. The sinplest
package for GWL supporting |ocation

information is the 'feature.xsd schema. Although ’'feature.xsd can
express conplicated geographical concepts, it requires very little
mar kup to provi de basic coordinate points for the nost conmonly used
cases. Various format descriptions (including |atitude/longitude
based | ocation information) are supported by Feature (see section
7.4.1.4 of [15] for exanples), which resides here:
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urn: opengi s: specification:gm:schema-xsd: feature:v3.0

Note that by inporting the Feature schema

schemas are transitively inported.

necessary GW baseline

Conpl ex features (such as nodeling topol ogi es and pol ygons,

directions and vectors,
particul ar
but

t enpor al

schenms.

for the 'feature.xsd” GW schema is REQU RED

i ndications of the tine for
location is valid for a target) are also available in GW,
require inporting additional
baseline interoperability as defined by this docunent,

For the purposes of

only support

| mpl enent ati ons MAY support the civic location format (civiclLoc)
civicLoc provides the follow ng el enents:

defined in Section 2.2.5.

country

A3

Ad

A5
A6

PRD

PQGD

Pet er son

Descri ption

The country is
identified by the
two-letter |1SO 3166
code.

nat i onal
subdi vi si ons (state,
regi on, province,
pref ecture)

county, parish, gun
(JP), district (IN)
city, township, shi
(JP)

city division,
borough, city
district, ward, chou
(JP)

nei ghbor hood, bl ock
street

Leadi ng street
direction

Trailing street
suffix

St andards Track

New Yor k

King's County

New Yor k

Manhat t an

Mor ni ngsi de Hei ghts
Br oadway

N W

SW

whi ch a

2005
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I I I I
| STS | Street suffix | Avenue, Platz, |
| | | Street |
I I I I
| HNO | House nunber, | 123 |
| | nuneric part only. | |
I I I I
| HNS | House nunber suffix | A 1/2 |
I I I I
| LMK | Landmark or vanity | Low Library

| | address | |
I I I I
| LOC | Additional location | Room 543 |
| | information | |
I I I I
| FLR | Fl oor | 5 |
I I I I
| NAM | Nane (residence, | Joe’s Barbershop |
| | business or office | |
| | occupant) | |
I I I I
| PC | Postal code | 10027-0401 |
S Fom e oo o e e e e oooo - +

Either the GW 3.0 geographical information format el enent, or the

| ocation format elenment ('civiclLoc’) defined in this docunent, MAY
appear in a 'location-info’ elenent. Both MAY al so be used in the
sane 'location-info’ elenment. In summary, the feature.xsd schema of
GWL 3.0 MJST be supported by inplenmentations conpliant with this
speci fication, and the civicLoc format MAY be supported by

i npl ementations conpliant with this specification.

2.2.2. ’'usage-rules’ Elenent

At the tinme this docunent was witten, the policy requirenments for
GEOPRI V obj ects were not definitively conpleted. However, the
"usage-rules’ elenment exists to satisfy REQ 2.8 and the requirenents
of the GEOPRIV policy requirements [11] docunent. Each ’geopriv’

el enent MJST contain one 'usage-rules’ elenment, even if the Rule

Maker has requested that all subel ements be given their default
val ues.

Fol | owi ng the policy requirenents docunent (Section 3.1), there are
three fields that need to be expressible in Location Cbjects

t hroughout their lifecycle (from Generator to Recipient): one field
that Iints retransmission, one that linits retention, and one that

contains a reference to external rulesets. Those three fields are
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instantiated here by the first three elenents. The fourth el enent
provi des a generic space for human-readable policy directives. Any
of these fields MAY be present in a Location Cbject 'usage-rules’

el enent; none are required to be.

"retransni ssion-allowed : Wen the value of this element is "no', the
Reci pi ent of this Location Cbject is not permitted to share the
encl osed Location Information, or the object as a whole, with
other parties. Wen the value of this elenent is 'yes’,
distributing this Location is pernitted (barring an existing out-
of - band agreenent or obligation to the contrary). By default, the
val ue MJUST be assunmed to be 'no’. Inplenentati ons MJST include
this field, with a value of "no’, if the Rule Maker specifies no
pr ef erence.

"retention-expires’: This field specifies an absolute date at which
time the Recipient is no longer pernmitted to possess the |ocation
information and its encapsul ati ng Locati on Object; both may be
retained only until the tine specified by this field. By default,
the val ue MJUST be assuned to be twenty-four hours fromthe
"tinestanp’ elenment in the PIDF docunent, if present; if the
"timestanp’ elenent is also not present, then the value MJST be
assunmed to be twenty-four hours fromthe tinme at which the
Location Qbject is received by the Location Recipient. |f the
value in the "retention-expires’ elenent has already passed when
the Locati on Recipient receives the Location bject, the Recipient
MUST di scard the Location Cbject imediately.

"ruleset-reference’: This field contains a URI that indicates where a
fuller ruleset of policies, related to this object, can be found.
This URI SHOULD use the HTTPS URI schene; and if it does, the
server that holds these rules MJST authenticate any attenpt to
access these rules. Usage rules thenselves nay divulge private
i nformati on about a Target or Rule Maker. The URI MNAY
alternatively, use the CID URI schene [7], in which case it MJST
denote a M ME body carried with the Locati on Cbject by the using
protocol. Rulesets carried as MM bodi es SHOULD be encrypted and
signed by the Rule Mker; unsigned rul esets SHOULD NOT be honored
by Location Servers or Location Recipients. Note that in order to
avoi d network | ookups that result in an authorization failure,
creators of Location Qbjects MAY put HTTPS-based rul eset -
references into an encrypted external M ME body referenced by a
CD inthis way, recipients of the Location Object that are
unabl e to decrypt the external MM body will not |earn the HTTPS
URI unless they are able to decrypt the M ME body.
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"note-well’: This field contains a block of text containing further
generic privacy directives. These directives are intended to be
human-readabl e only, not to be processed by any automaton.

2.2.3. ’'nethod El enent

The optional 'method elenment describes the way that the | ocation
i nformati on was derived or discovered. An exanple of this el ement
(for a geographical position systen) is:

<nmet hod>gps</ met hod>

The possi bl e values of the 'nethod elenent are enunerated within an
| ANA registry. Inplenentations MIST limt the use of this nethod to
t he val ues shepherded by | ANA. This docunent pre-popul ates the | ANA
registry with seven possi bl e val ues; see Section 6.1 for nore

i nformati on.

The "nethod’ elenment is useful, for exanple, when nultiple sources
are reporting location information for a given user, and sone neans
of determining location m ght be considered nore authoritative than
others (i.e., a dynamc, real-time position systemversus static
provi sioning associated with a target device). However, note that

i nclusion of 'nethod” mght reveal sensitive information when the
generator is providing intentionally coarsened |ocation information.
For example, when a LOis transmitted with 'DHCP as the ’'nethod’
but the location information indicates only the city in which the
generator is located, the sender has good justification to suspect
that sone location information is being wthheld.

2.2.4. ’provided-by’ Elenent

The optional ’provided-by elenent describes the entity or

organi zation that supplied this |location information (beyond the
domain information that can be inferred froma signing certificate).
An exanple of this elenent (for a made-up ganme systen) m ght be:

<pr ovi ded- by>
<t est: gane>
West 5
</test:game>
</ provi ded- by>

Val ues for the ’provided-by' elenment MIST be | ANA-regi stered XM
nanespaces; see Section 6.2 for nore infornmation
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The ' provi ded-by’ elenent is not intended for use by nost entities,
but rather to neet special requirenments for which overhead (I ANA
registration, |ocation object size) and potential |ocation

i nformati on | eakage are acceptabl e choi ces.

In general cases, the entity that supplied |ocation information is
comuni cated by the subjectAltNanme of the certificate with which the
| ocation object is signed; thus, this elenment is unnecessary.
"Provided-by’ is neaningful in particular cases when the creator of a
| ocation object wants to designate a particular systemor party
within a conplex adm nistrative domain, including situations

envi sioned for providing enmergency services in a diverse national
context. It might assist, for exanple, the recipient of a malforned
or msleading |ocation object in identifying the particular system

t hat mal functi oned.

Users should be aware that this information can inadvertently provide
addi tional information to the receiver, increasing the effective
resolution of the geospatial or civic information, or even revealing
sone | ocation information, when it was neant to be entirely
protected. Consider if there were circunstances that influenced

Col unbia University to elect to register and use the provided- by
element. |If an exanple LO includes only state-level information,
then including the fact that the | ocation information was provided by
Col unmbi a Uni versity provides a strong indication that the Target is
actually located in a four-block area in Manhattan. Accordingly,
this element should be used only when organi zati onal functions
strongly would depend on it. In all but such usages, the

subj ect Alt Nane of the certificate will suffice, and ’provi ded- by’
SHOULD NOT be used.

2.2.5. Schemn Definitions

Note that the XM. namespace [4] for this extension to PIDF contains a
version nunber 1.0 (as per REQ 2.10).

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema
t ar get Namespace="urn: i etf: parans: xm : ns: pi df : geopri v10"
xm ns:tns="urn:ietf:parans: xm :ns: pi df: geopriv1i0"
xm ns: gbp="urn:ietf:parans: xm :ns: pi df: geopriv10: basi cPolicy"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el ement For nDef aul t ="qual i fi ed" attributeFornDefaul t="unqual ified">

<XS:inport nanmespace=
“urn:ietf:paranms: xm :ns: pi df: geopriv10: basi cPolicy" />

<l-- This inport brings in the XM_ | anguage attri bute xm :|ang-->
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<xs:inport namespace="http://ww. w3. org/ XM./ 1998/ nanespace"
schemaLocati on="http://ww. w3. org/ 2001/ xm . xsd"/ >

<xs: el ement nanme="geopriv" type="tns:geopriv"/>

<xs: conpl exType nane="geopriv">
<XS:sequence>
<xs: el ement nanme="|ocation-info" type="tns:|oclnfoType"
m nCccurs="1" nmaxQccurs="1"/>
<xs: el ement nane="usage-rul es" type="gbp: | ocPolicyType"
m nCccurs="1" nmaxQccurs="1"/>
<xs: el ement nane="net hod" type="tns:| ocMet hod"
m nCccurs="0" maxCccurs="1"/>
<xs: el ement nane="provi ded- by" type="tns:| ocProvi dedBy"
m nCccurs="0" maxCccurs="1"/>

2005

<xs:any nanespace="##other" processContents="Iax" m nCccurs="0"

maxCccur s="unbounded"/ >
</ Xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="1| ocl nf oType" >
<XS:sequence>

<xs:any nanespace="##other" processContents="Iax" m nCccurs="0"

maxCccur s="unbounded"/ >
</ Xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="| ocMet hod" >
<xs: si npl eCont ent >
<Xs: extensi on base="xs:string">
<xs:attribute ref="xm:Ilang" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs: conpl exType nanme="1 ocProvi dedBy" >
<XS:sequence>
<xS:any nanespace="##ot her" processContents="skip"
m nCccurs="1" maxQccur s="unbounded"/ >
</ Xs: sequence>
</ xs: conpl exType>

</ Xxs: schema>

The 'geoprivl0’ schema inports, for the 'usage-rules’ elenment, the
follow ng policy schema. This schema has been broken out fromthe

basi ¢ geol ocation object in order to allow for its reuse. The

semanti cs associated with these el enents, described in Section 2.2.2,
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apply only to the use of these elenents to define policy for
geol ocati on objects; any other use of ’'usage-rules’ nust characterize
its own senmantics for all ’'usage-rules’ subel enents.

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema
t ar get Nanespace="urn: i etf: paranms: xni : ns: pi df : geopri v10: basi cPol i cy"
xm ns:tns="urn:ietf:parans: xm :ns: pi df: geopriv10: basi cPolicy"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el ement For mDef aul t ="qual i fi ed" attri buteFornDefaul t="unqualified">

<l-- This inmport brings in the XM. | anguage attribute xm:|ang-->
<xs:inport namespace="http://ww. w3. org/ XM./ 1998/ nanespace"
schemaLocati on="http://ww. wW3. or g/ 2001/ xm . xsd"/ >

<xs: conpl exType nane="| ocPol i cyType" >
<XS:sequence>
<xs: el ement nane="retransni ssion-all owed" type="xs:bool ean"
m nCccurs="0" maxQccurs="1"/>
<xs: el ement nane="retention-expiry" type="xs:dateTi nme"
m nCccurs="0" maxQccurs="1"/>
<xs: el ement nane="external -rul eset" type="xs:anyURl"
m nCccurs="0" maxQccurs="1"/>
<xs: el ement nane="note-well" type="tns:notewel|"
m nCccurs="0" maxQccurs="1"/>
<Xs:any nanespace="##ot her" processContents="1ax" m nQccurs="0"
maxCccur s="unbounded"/ >
</ Xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nane="notewel | ">
<xs: si npl eCont ent >
<XSs: ext ensi on base="xs:string">
<xs:attribute ref="xm:Ilang" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

</ xs: schenma>

The following schema is a trivial representation of civic |ocation
that MAY be inplenented by entities conpliant with this
speci ficati on.

<?xm version="1.0" encodi ng="UTF-8"?>

<Xs:schema
t ar get Namespace="urn:ietf: parans: xm : ns: pi df : geopri v10: ci vi cLoc"
xm ns:tns="urn:ietf:parans: xm : ns: pi df : geopri v10: ci vi cLoc"
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xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
el enent For nDef aul t ="qual i fied" attributeFornDefaul t="unqualified">

<xs: conpl exType nane="

<XS: sequence>
<xs: el ement nane='
m nCccur s="0"
<xs: el ement nanme=
m nCccur s="0"
<xs: el ement nanme=
m nCccur s="0"
<xs: el ement nane
m nCccur s="0"
<xs: el ement nanme=
m nCccur s="0"
<xs: el ement nanme=
m nCccur s="0"
<xs: el ement nane
m nCccur s="0"
<xs: el ement nanme=
m nCccur s="0"
<xs: el ement nanme=
m nCccur s="0"
<xs: el ement nanme=
m nCccur s="0"
<xs: el ement nanme=
m nCccur s="0"
<xs: el ement nanme=
m nCccur s="0"
<xs: el ement nane
m nCccur s="0"
<xs: el ement nane
m nCccur s="0"
<xs: el ement nanme=
m nCccur s="0"
<xs: el ement nanme=
m nCccur s="0"
<xs: el ement nanme=
m nCccur s="0"

<Xs:any nanespace="##ot her" processContents="|ax"

maxQccur s="unb
</ Xs: sequence>
</ xs: conpl exType>

</ xs: schenma>

Pet er son

ci vi cAddr ess" >

‘country"
maxQccur s="1"/>

type="xs:string"

"Al" type="xs:string"

maxQccur s="1"/>

"A2" type="xs:string"

maxQccur s="1"/>

maxQccur s="1"/>

="A3" type="xs:string"

"A4" type="xs:string"

maxQccur s="1"/>

"A5" type="xs:string"

maxQccur s="1"/>

maxCccurs="1"/>
"PRD' type="xs:stri
maxCccurs="1"/>
"POD' type="Xxs:stri
maxCccurs="1"/>
"STS" type="xs:stri
maxCccurs="1"/>
"HNO' type="xs:stri
maxCccurs="1"/>
"HNS" type="Xxs:stri
maxCccurs="1"/>

="LMK" type="xs:stri

maxQccur s="1"/>

="LOC" type="xs:stri

maxCccur s="1"/>
"FLR' type="xs:stri
maxCccur s="1"/>
"NAM' type="Xxs:stri
maxCccur s="1"/>

=" A6" type="xs:string"

ng"

ng

ng

ng

ng
ng

ng

ng
ng"

"PC'" type="xs:string"

maxQccurs="1"/>

ounded"/ >
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2.3. Exanple Location Objects

Note that these exanples show Pl DF docunents w thout any M ME headers
or security applied to them (see Section 4 bel ow).

The followi ng XM. i nstance document is an exanple of the use of a
sinmple GML 3.0 markup with a few of the policy directives specified
above within a PIDF docunent. The GPS coordinates given in the 'gm’
el enent are for San Francisco, CA

<?xm version="1.0" encodi ng="UTF-8"?>
<presence xm ns="urn:ietf:paranms: xm :ns:pidf"
xm ns: gp="urn:ietf:parans: xm : ns: pi df : geopri v10"
xm ns: gm ="urn: opengi s: speci fication: gm :schema-xsd: feature:v3.0"
entity="pres: geot ar get @xanpl e. coni >
<tupl e id="sg89ae" >
<st at us>
<gp: geopriv>
<gp: | ocati on-i nf o>
<gm : | ocati on>
<gm : Point gm:id="pointl" srsName="epsg: 4326" >
<gm : coor di nat es>37: 46: 30N 122: 25: 10W«/ gl : coor di nat es>
</ gm : Poi nt >
</gm:location>
</ gp: | ocation-info>
<gp: usage-rul es>
<gp:retransm ssi on-al | oned>no</ gp: retransm ssi on-al | owed>
<gp:retention-expiry>2003-06-23T04: 57: 29Z</ gp: retenti on-expi ry>
</ gp: usage-rul es>
</ gp: geopri v>
</ st at us>
<ti mest anp>2003- 06- 22T20: 57: 29Z</ ti mest anp>
</tupl e>
</ presence>

The followi ng XM instance docunment is an exanple of the use of the
civicLoc object with a few of the policy directives specified above
within a PIDF docunent.

<?xm version="1.0" encodi ng="UTF-8"?>
<presence xm ns="urn:ietf:paranms: xm :ns:pidf"
xm ns: gp="urn:ietf:parans: xm : ns: pi df : geopri v10"
xmns:cl=" urn:ietf:parans: xm : ns: pi df: geopri v10: ci vi cLoc"
entity="pres: geot ar get @xanpl e. coni >
<tupl e id="sg89ae" >
<st at us>
<gp: geopriv>
<gp: |l ocati on-i nf o>
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<cl : ci vi cAddr ess>
<cl : count ry>US</cl : country>
<cl : A1>New Yor k</ cl : Al>
<cl : A3>New Yor k</ cl : A3>
<cl : A6>Br oadway</ cl : A6>
<cl : HNG>123</ cl : HNO>
<cl : LOC>Suite 75</cl:LOC
<cl : PC>10027- 0401</ cl : PC
</cl:civicAddress>
</ gp: | ocation-info>
<gp: usage-rul es>
<gp: retransm ssi on-al | oned>yes</ gp: retransni ssi on-al | owed>
<gp:retention-expiry>2003-06-23T04: 57: 29Z</ gp: retenti on-expi ry>
</ gp: usage-rul es>
</ gp: geopri v>
</ status>
<ti mest anp>2003- 06- 22T20: 57: 29Z</ ti mest anp>
</tupl e>
</ presence>

3. Carrying PIDF in a Using Protocol

A PI DF docunent is an XM. docunent; therefore, PIDF night be carried
in any protocol capable of carrying XM.. A M ME type has al so been
registered for PIDF: 'application/pidf+xm’. PIDF may therefore be
carried as a MM body in protocols that use MM (such as SMIP
HTTP, or SIP) with an encapsul ati ng set of M ME headers, including a
Cont ent - Type of ’'application/pidf+xm’.

Further specification of the behavior of using protocols (including
subscribing to or requesting presence information) is outside the
scope of this docunent.

4. Securing PIDF

There are a nunmber of ways in which XML docunents can be secured.
XM. itself supports several ways of partially securing docunents,
i ncluding el ement-1evel encryption and digital signature properti es.

For the purposes of this docunent, only the securing of a PlIDF
docunent as a whole, rather than el enent-by-el enment security, is
consi dered. None of the requirements [10] suggest that only part of
the information in a |l ocation object nmight need to be protected while
other parts are unprotected; virtually any such configuration would

i ntroduce potentials for privacy | eakage. Consequently, the use of

M ME-1 evel security is appropriate.
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SIMM: [5] allows security properties (including confidentiality,
integrity, and authentication properties) to be applied to the
contents of a M ME body. Therefore, all PIDF inplenentations that
support the XM. Schena extensions for |ocation infornmation described
in this docunent MJST support S/MME;, in particular, they MJST
support the CM5 [6] Envel opedData and Si gnedData content types, which
are used for encryption and digital signatures, respectively. It is
believed that this nechanismneets REQs 2.10, 13, 14.1, 14.2, 14.3,
and 14. 4.

Additionally, all conpliant applications MJST inplenent the AES
encryption algorithmfor S/MME, as specified in [8] (and per REQ
15.1). O course, inplenentations MJST al so support the baseline
encryption and digital signature algorithnms described in the SIMME
speci ficati on.

S/M ME generally entails the use of X 509 [9] certificates. In order
to encrypt a request for a particular destination end-to-end (i.e.

to a Location Recipient), the Location Generator nust possess
credentials (typically an X. 509 certificate) that have been issued to
the Location Recipient. |Inplenentations of this specification SHOULD
support X. 509 certificates for SIM M, and MJST support password-
based CM5 encryption (see [6]). Any symetric keying systens SHOULD
derive high-entropy content encoding keys (CEKs). When X 509
certificates are used to sign PIDF Location Cbjects, the
subj ect Alt Nanme of the certificate SHOULD use the "pres" URI schene.

One envi sioned depl oynent nodel for S/MME in PlIDF docunments is the
follow ng. Location Servers hold X 509 certificates and share
secrets with Location Generators and Location Recipients. Wen a
Generator sends location information to a Server, it can be encrypted
with SSMME (or any | ower-Ilayer encryption specific to the using
protocol). Wen a Server forwards |ocation information to a

Reci pient, location informati on can be encrypted w th password-based
CMS encryption. This allows the use of encryption when the Location
Reci pi ent does not possess its own X 509 certificate.

S/'M ME was designed for end-to-end security between enmmil peers that
comuni cate through nultiple servers (i.e mail transfer agents) that
do not nodify nessage bodies. There is, however, at |east one

i nstance in which Location Servers nodify Location Qbjects: when
Location Servers enforce policies on behalf of the Rule Maker. For
exanpl e, a Rule Maker may specify that Location Information should be
coarsened (made | ess specific) before it is transmitted to particul ar
recipients. |If the Location Server were unable to nodify a Location
bj ect, because it was encrypted, signed, or both, it would be unable
to acconplish this function. Consequently, when a Location Generator
wants to allow a Location Server to nodify such nmessages, they MAY
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6.

6.

encrypt such nessages with a key that can be decrypted by the
Location Server (the digital signature, of course, can still be
created with keying material fromthe Location CGenerator’s
certificate). After nodifying the Location Cbject, the Location

Server can re-sign the Object with its own credentials (encrypting it
with any keys issued to the Location Recipient, if they are known to
t he Server).

Note that policies for data collection and usage of |ocation
information, in so far as they are carried within a | ocation object,
are discussed in Section 2.2.2.

Security Considerations
The threats facing an Internet protocol that carries geol ocation
information are detailed in [16]. The requirenents that were
identified in that analysis of the threat nodel were incorporated
into [10], in particular within Section 7.4. This document ainms to
be conpliant with the security requirenents derived fromthose two
undertakings, in so far as they apply to the location object itself
(as opposed to the using protocol).
Security of the location object defined in this docunent, including
normative requirenents for inplenmentations, is discussed in Section
4. This security focuses on end-to-end integrity and confidentiality
properties that are applied to a location object for its lifetine via
S/' M ME.

Security requirenments associated with using protocols (including
aut henti cati on of subscribers to geographical information, etc.) are
outsi de the scope of this docunent.

I ANA Consi der ati ons
1. ’'nethod’ Tokens

Thi s docunent requests that the | ANA create a new registry for

"met hod’” tokens associated with the PIDFLO object. ’'method tokens
are text strings designating the nmanner in which location infornmation
in a PIDF-LO object has been derived or discovered. Any party may
regi ster new 'nethod’ tokens with the I ANA as needed, on a first-
cone-first-serve basis.

This section pre-registers 7 new 'nmethod tokens associated with the
"met hod” el ement descri bed above in Section 2.2.3:
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6.

6.

GPS: d obal Positioning System

A-GPS: GPS with assistance

Manual : entered manually by an operator or user, e.g., based on
subscriber billing or service |ocation information

DHCP: provi ded by DHCP (used for wireline access networks, see
802.11 bel ow)

Triangul ation: triangulated fromtinme-of-arrival, signal strength,
or simlar nmeasurenents

Cell: location of the cellular radio antenna

802.11: 802.11 access point (used for DHCP-based provisioning over
Wi rel ess access networks)

2. ' provided-by’ Elenments

Thi s docunent requests that | ANA create a new registry of XM
nanespaces for ’provided-by elements for use with PIDF-LO objects.
Regi strati ons of new XML nanespaces that are used for ’provided-by’
MUST be reviewed by an Expert Reviewer designated by the | ESG

Thi s docunent pre-registers a single XM. nanespace for ’provided-by’,
which is given in Appendix A

3.  URN Sub- Nanespace Regi stration for
urn:ietf:paranms: xm :ns: pidf:geoprivl0

This section registers a new XM. nanespace, as per the guidelines in
[4].

URI: The URI for this namespace is
urn:ietf:parans: xm :ns: pidf:geoprivl0.

Regi strant Contact: |ETF, GEOPRIV wor ki ng group
(geopriv@etf.org), Jon Peterson (jon.peterson@oeustar.biz).
XML:

BEA N
<?xm version="1.0"?>
<I DOCTYPE html PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht m - basi ¢/ xht M - basi c10. dtd" >
<htm xm ns="http://ww. w3. org/ 1999/ xhtm ">
<head>
<meta http-equi v="content-type"
content="text/htnl ; charset =i so-8859-1"/>
<title>CECPRIV PI DF Extensions</title>
</ head>
<body>
<h1>PI DF Extensions of Geographical Information and Privacy</hl>
<h2>urn:ietf:parans: xm : ns: pi df : geopri v10</ h2>
<p>See <a href="ftp://ftp.rfc-editor.org/in-notes/rfc4119.txt">
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RFC4119</ a>. </ p>
</ body>
</htm >
END
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A

Appendi x: NENA Provi ded- By Schenm

The followi ng registers the XM. namespace
urn:ietf:paranms: xm : ns: pi df: geopri v10: dat aProvi der and t he associ at ed
schema bel ow, for usage within the ’provi ded-by’ elenent of PIDF-LO
The dat aProvi der nanmespace was devel oped by the US National Emergency
Nunber Admi nistration (NENA) for next-generation emergency
conmuni cati ons needs.

Thi s appendi x is non-normative for inplementers of PIDF-LO

i npl enent ati ons and MAY support the dataProvi der namespace. O her
regi strants of ’provided-by nanespaces are invited to use the
regi stration below as an informative exanpl e.

URI: The URI for this namespace is
urn:ietf:paranms: xm :ns: pidf:geopriv10: dat aProvi der

Regi strant Contact: NENA, Vol P working group & | ETF, GEOPRIV
wor ki ng group, (geopriv@etf.org), Nadine Abbott

(nabbott @el cordi a. conj.

XML

BEA N
<?xm version="1.0"?>
<I DOCTYPE html PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht m - basi ¢/ xht M - basi c10. dtd" >
<htm xm ns="http://ww. w3. org/ 1999/ xhtm ">
<head>
<meta http-equi v="content-type"
content="text/htm ; charset=i so-8859-1"/>
<titl e>NENA dat aProvi der Schena for PIDF-LO</title>
</ head>
<body>
<h1>NENA dat aProvi der Schema for ’provided-by’ in PlIDFLO</hl>
<h2>urn:ietf:paranms: xm : ns: pi df : geopri v10: dat aPr ovi der </ h2>
<p>See <a href="ftp://ftp.rfc-editor.org/in-notes/rfc4119.txt">
RFC4119</ a>. </ p>
</ body>
</htm >
END
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A. 1. dataProvider XM. Schenma

<?xm version="1.0" encodi ng="UTF-8""?>
<l-- edited with XMLSPY v5 rel. 3 U (http://ww. xm spy. con) by
Patricia Bl uhm (HBF G oup) -->
<xs:schema
target Nanmespace="urn:ietf: parans: xm : ns: pi df : geopri v10: dat aPr ovi der"
xm ns:tns="urn:ietf:paranms: xm : ns: pi df : geopri v10: dat aProvi der"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schenma"
el ement For nDef aul t ="qual i fi ed" attri but eFornDef aul t ="unqualified">
<xs: el ement nane="nena" type="tns: DataProviderl| DType"/>
<xs: conpl exType nane="Dat aProvi der| DType" >
<xs:annot ati on>
<xs: docunent ati on>NENA r egi stered Conpany |ID
for Service Provider supplying |ocation information</xs:docunmentation>
</ xs:annot at i on>
<xs:all>
<xs: el ement nane="Dat aProvi der| D'
type="t ns: NENAConpanyl DType" m nCccurs="0"/>
<xs: el ement nanme="Tel URl "
type="tns: Tel URI _24x7Type" m nCccurs="0"/>
<xs: el ement nane="URL" type="xs:anyURl"
m nCccurs="0"/>
</xs:all>
</ xs: conpl exType>
<xs: si npl eType name="NENAConpanyl DType" >
<xs:annot ati on>
<xs: docunent ati on>NENA r egi st ered Conpany
I D. </ xs: docunent ati on>
</ xs:annot at i on>
<xs:restriction base="xs:string">
<xs: maxLengt h val ue="5"/>
</ xs:restriction>
</ xs: si npl eType>
<xs: si mpl eType name="Tel URl _24x7Type" >
<xs:annot ati on>
<xs: docunent ati on>24x7 Tel URI for the
caller’s [location data] service provider. To be used for contacting
service provider to resolve problenms with [ocation data. Possible
val ues TN nunber, enunerated val ues when not
avai | abl e. </ xs: docunent ati on>
</ xs:annot at i on>
<xs: uni on nmenber Types="xs: anyURl ">
<xs: si npl eType>

<xs:restriction base="xs:string">

<xs: maxLengt h val ue="10"/>
<xs: enunerati on val ue="NOT FOUND'/ >

Pet er son St andards Track [ Page 21]



RFC 4119 GEOPRI V Location hject Decenber 2005

<xs:enuneration val ue="UNAVAI LABLE"/ >
</xs:restriction>
</ xs: si npl eType>
</ Xs: uni on>
</ xs: si npl eType>
</ xs: schema>
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contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
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ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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