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Abstract

There is sone known ni sbehavior of DNS authoritative servers when
they are queried for AAAA resource records. Such behavior can bl ock
| Pv4 conmuni cation that should actually be avail abl e, cause a
significant delay in name resolution, or even nake a denial of
service attack. This neno describes details of known cases and

di scusses their effects.

1. Introduction

Many existing DNS clients (resolvers) that support IPv6 first search
for AAAA Resource Records (RRs) of a target host nane, and then for A
RRs of the sane nanme. This fallback mechanismis based on the DNS
speci fications, which if not obeyed by authoritative servers, can
produce unpl easant results. In sonme cases, for exanple, a web
browser fails to connect to a web server it could otherw se reach

In the follow ng sections, this neno descri bes sone typical cases of
such m sbehavior and its (bad) effects.

Note that the m sbehavior is not specific to AAAA RRs. |n fact, al
known exanpl es al so apply to the cases of queries for MX, NS, and SOA
RRs. The authors believe this can be generalized for all types of
queries other than those for A RRs. In this nmeno, however, we
concentrate on the case for AAAA queries, since the problemis
particularly severe for resolvers that support |Pv6, which thus
affects many end users. Resolvers at end users normally send A
and/ or AAAA queries only, so the problemfor the other cases is
relatively mnor.
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2.  Network Model

In this nmeno, we assunme a typical network nodel of nane resol ution
environnment using DNS. It consists of three conponents: stub

resol vers, caching servers, and authoritative servers. A stub

resol ver issues a recursive query to a caching server, which then
handl es the entire name resol ution procedure recursively. The
cachi ng server caches the result of the query and sends the result to
the stub resolver. The authoritative servers respond to queries for
nanes for which they have the authority, nornmally in a non-recursive
manner .

3. Expected Behavi or

Suppose that an authoritative server has an A RR but has no AAAA RR
for a host nane. Then, the server should return a response to a
query for an AAAA RR of the nane with the response code (RCODE) being
O (indicating no error) and with an enpty answer section (see
Sections 4.3.2 and 6.2.4 of [1]). Such a response indicates that
there is at |least one RR of a different type than AAAA for the
queri ed nanme, and the stub resolver can then |ook for A RRs.

This way, the caching server can cache the fact that the queried name
has no AAAA RR (but may have other types of RRs), and thus inprove
the response tine to further queries for an AAAA RR of the nane.

4. Probl emati c Behaviors

There are sone known cases at authoritative servers that do not
conformto the expected behavior. This section describes those
probl emati c cases.

4.1. lgnore Queries for AAAA

Sonme authoritative servers seemto ignore queries for an AAAA RR
causing a delay at the stub resolver to fall back to a query for an A
RR.  This behavior nmay cause a fatal timeout at the resolver or at
the application that calls the resolver. Even if the resol ver
eventually falls back, the result can be an unacceptabl e delay for
the application user, especially with interactive applications |ike
web browsi ng.

4.2. Return "Name Error"
This type of server returns a response with RCODE 3 ("Nane Error") to

a query for an AAAA RR, indicating that it does not have any RRs of
any type for the queried nane.
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Wth this response, the stub resolver may i medi ately give up and
never fall back. Even if the resolver retries with a query for an A
RR, the negative response for the nane has been cached in the caching
server, and the caching server will sinply return the negative
response. As a result, the stub resolver considers this to be a
fatal error in nanme resol ution

Several exanples of this behavior are known to the authors. As of
this witing, all have been fixed.

4.3. Return O her Erroneous Codes

Q her authoritative servers return a response with erroneous response
codes other than RCODE 3 ("Name Error"). One such RCODE is 4 ("Not

| mpl enmented"), indicating that the servers do not support the
requested type of query.

These cases are |l ess harnful than the previous one; if the stub
resolver falls back to querying for an A RR, the caching server wll
process the query correctly and return an appropriate response.

However, these can still cause a serious effect. There was an
authoritative server inplementation that returned RCODE 2 (" Server
failure") to queries for AAAA RRs. One widely depl oyed nail server
i nplementation with a certain type of resolver library interpreted
this result as an indication of retry and did not fall back to
queries for A RRs, causing nessage delivery failure.

If the caching server receives a response with these response codes,
it does not cache the fact that the queried nane has no AAAA RR
resulting in redundant queries for AAAA RRs in the future. The
behavior will waste network bandw dth and increase the | oad of the
authoritative server

Using RCODE 1 ("Format error") would cause a sinilar effect, though
t he authors have not seen such inplenentations yet.

4.4. Return a Broken Response

Anot her type of authoritative servers returns broken responses to
AAAA queries. Returning a response whose RR type is AAAA with the

| ength of the RDATA being 4 bytes is a known behavior of this
category. The 4-byte data | ooks |ike the |IPv4 address of the queried
host nane.
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That is, the RRin the answer section would be described as follows:
www. bad. exanpl e. 600 | N AAAA 192.0.2.1
which is, of course, bogus (or at |east neaningl ess).

A wi dely depl oyed caching server inplenmentation transparently returns
the broken response (and caches it) to the stub resolver. Another
known server inplenmentation parses the response by itself, and sends
a separate response with RCODE 2 ("Server failure").

In either case, the broken response does not affect queries for an A
RR of the same nane. |If the stub resolver falls back to A queries,
it will get an appropriate response.

The | atter case, however, causes the sane bad effect as that
described in the previous section: redundant queries for AAAA RRs.

4.5. Make Lane Del egati on

Sone authoritative servers respond to AAAA queries in a way that
causes |l anme delegation. 1In this case, the parent zone specifies that
the authoritative server should have the authority of a zone, but the
server should not return an authoritative response for AAAA queries
within the zone (i.e., the AADbit in the response is not set). On
the other hand, the authoritative server returns an authoritative
response for A queries.

When a caching server asks the server for AAAA RRs in the zone, it
recogni zes the delegation is lane, and returns a response w th RCODE
2 ("Server failure") to the stub resol ver.

Furthernmore, sone caching servers record the authoritative server as
lanme for the zone and will not use it for a certain period of tine.
Wth this type of caching server, even if the stub resolver falls
back to querying for an A RR, the caching server will sinply return a
response with RCODE 2, since all the servers are known to be "lame."

There is also an inplenentation that rel axes the behavior a little
bit. It tries to avoid using the | anme server, but continues to try
it as a last resort. Wth this type of caching server, the stub
resolver will get a correct response if it falls back after Server
failure. However, this still causes redundant AAAA queries, as
expl ained in the previous sections.
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5.

Security Considerations

The CERT/ CC pointed out that the response with RCODE 3 (" Nane
Error"), described in Section 4.2, can be used for a denial of
service attack [2]. The sane argunment applies to the case of "lane
del egation”, described in Section 4.5, with a certain type of caching
server.
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