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Abstract

Thi s docunent specifies the conventions for using the RSASSA- PSS (RSA
Probabilistic Signature Schene) digital signature algorithmwth the
Crypt ographi ¢ Message Syntax (CMS).

1. Overview

Thi s docunment specifies the conventions for using the RSA
Probabilistic Signature Schenme (RSASSA-PSS) [Plv2.1] digital
sighature algorithmw th the Cryptographi c Message Syntax [ CM5]
si gned-data content type.

CVB val ues are generated using ASN. 1 [ X 208-88], using the Basic
Encodi ng Rul es (BER) [ X. 209-88] and the Distingui shed Encodi ng Rul es
(DER) [ X.509-88].

This docunent is witten to be used in conjunction with RFC 4055
[ RSA-ALGS]. Al of the ASN. 1 structures referenced in this docunent
are defined in RFC 4055.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ STDWORDS] .
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1.1. PSS Al gorithm

Al t hough there are no known defects with the PKCS #1 v1.5 [P1lvl. 5]
sighature al gorithm RSASSA-PSS [P1v2.1] was devel oped in an effort
to have nore mathematically provable security. PKCS #1 v1.5

si gnhatures were devel oped in an ad hoc manner; RSASSA- PSS was

devel oped based on mat hemati cal foundati ons.

2. Agorithmldentifiers and Paraneters

2.1. Certificate ldentifiers
The RSASSA- PSS signature algorithmis defined in RFC 3447 [P1lv2.1].
Conventions for encoding the public key are defined in RFC 4055
[ RSA- ALGS] .

Two algorithmidentifiers for RSA subject public keys in certificates
are used. These are:

rsakEncrypti on OBJECT IDENTIFIER ::= { pkcs-1 1}

and

i d- RSASSA- PSS OBJECT | DENTIFIER ::= { pkcs-1 10 }

Wien the rsaEncryption algorithmidentifier is used for a public key,
the Algorithm dentifier parameters field MJST contain NULL. Conplete
details can be found in [ RSA- ALGS] .

When the id- RSASSA-PSS algorithmidentifier is used for a public key,
the Algorithm dentifier parameters field MJST either be absent or
cont ai n RSASSA- PSS- parans. Again, conplete details can be found in

[ RSA- ALGS] .

In both cases, the RSA public key, which is conmposed of a nodul us and
a public exponent, MJST be encoded using the RSAPublicKey type. The

output of this encoding is carried in the certificate subject public

key.

RSAPubl i cKey ::= SEQUENCE {

nmodul us I NTEGER, -- n
publ i cExponent INTEGER } -- e
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2.2. Signature ldentifiers
The algorithmidentifier for RSASAA-PSS signatures is:
i d- RSASSA- PSS OBJECT | DENTI FI ER :: = {pkcs-1 10 }

When t he id- RSASSA-PSS algorithmidentifier is used for a signature,
the Algorithm dentifier parameters field MJST contai n RSASSA- PSS-
parans. | nformation about RSASSA- PSS- parans can be found in [ RSA-
ALGS] .

When signing, the RSA algorithm generates a single value, and that
value is used directly as the signature val ue.

3. Signed-data Conventions

di gest Al gorithnms SHOULD contain the one-way hash function used to
conmput e the nessage di gest on the eContent val ue.

The sanme one-way hash function SHOULD be used for conputing the
nmessage di gest on both the eContent and the signedAttributes value if
si gnedAttri butes exist.

The sanme one-way hash function MJST be used for conputing the nessage
di gest on the signedAttributes and as the hashAlgorithmin the RSA-
PSS- parans structure.

si gnat ur eAl gorithm MJST contain id-RSASSA-PSS. The al gorithm
paraneters field MIUST contai n RSASSA- PSS- par ans.

signature contains the single value resulting fromthe signing
operati on.

I f the subjectPublicKeylnfo algorithmidentifier for the public key
in the certificate is id-RSASSA-PSS and the paraneters field is
present, the follow ng additional steps MJST be done as part of
sighature validation

1. The hashAlgorithmfield in the certificate
subj ect Publ i cKey. al gorithm paraneters and the signatureAl gorithm
paraneters MJST be the sane.

2. The maskGenAlgorithmfield in the certificate

subj ect Publ i cKey. al gorithm paraneters and the signatureAl gorithm
paraneters MJST be the sane.
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3. The saltLength in the signatureAl gorithm paraneters MJST be
greater or equal to the saltLength in the certificate
subj ect Publ i cKey. al gorit hm par anet ers.

4. The trailerField in the certificate subjectPublicKey.al gorithm
paranet ers and si gnatureAl gorithm paraneters MJST be the sane

I n doing the above conparisons, default values are considered to be
the sane as extant values. |If any of the above four steps is not
true, the signature checking algorithm MJST fail validation

4. Security Considerations

| mpl enent ati ons nmust protect the RSA private key. Conpromise of the
RSA private key may result in the ability to forge signatures.

The generation of RSA private key relies on random nunbers. The use
of inadequate pseudo-random nunmber generators (PRNGs) to generate
these values can result in little or no security. An attacker may
find it much easier to reproduce the PRNG environnment that produced
the keys, searching the resulting small set of possibilities, rather
than brute force searching the whol e key space. The generation of
quality random nunbers is difficult. RFC 1750 [RANDOV] offers

i nportant guidance in this area.

Using the sane private key for different algorithns has the potential
of allowing an attacker to get extra information about the key. It
is strongly suggested that the sane key not be used for both the PKCS
#1 v1.5 and RSASSA- PSS signature al gorithms.

When conputing signatures, the same hash function should be used for
all operations. This reduces the nunber of failure points in the
si gnature process.

The paraneter checking procedures outlined in section 3 are of

special inportance. It is possible to forge signatures by changing
(especially to weaker val ues) these paraneter values. Signers using
this algorithmshould take care that only one set of paraneter val ues
is used as this decreases the possibility of |eaking information.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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