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Abstract

Wth the increased use of DNS anycast, |oad bal anci ng, and ot her
nmechani sns all owi ng nore than one DNS nane server to share a single

| P address, it is sonetines difficult to tell which of a pool of nane
servers has answered a particular query. A standardized nmechanismto
determ ne the identity of a nane server responding to a particul ar
query woul d be useful, particularly as a diagnostic aid for

adm ni strators. Existing ad hoc nmechani sns for addressing this need
have sone shortcom ngs, not the |east of which is the |lack of prior
anal ysi s of exactly how such a nechani sm shoul d be desi gned and

depl oyed. This docunent describes the existing convention used in
some Wi dely depl oyed inpl enentations of the DNS protocol, including
advant ages and di sadvant ages, and di scusses sone attributes of an

i mproved mechani sm

1. Introduction and Rational e

I denti fyi ng which nanme server is responding to queries is often
useful, particularly in attenpting to di agnose name server
difficulties. This is npost obviously useful for authoritative
naneservers in the attenpt to di agnose the source or preval ence of

i naccurate data, but can al so conceivably be useful for caching
resolvers in sinmlar and other situations. Furthernore, the ability
to identify which server is responding to a query has becone nore
useful as DNS has beconme nore critical to nore Internet users, and as
network and server depl oynent topol ogi es have becone nore conpl ex.
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The conventional nmeans for determ ning which of several possible
servers is answering a query has traditionally been based on the use
of the server’s IP address as a unique identifier. However, the
nmodern I nternet has seen the depl oynent of various |oad bal anci ng,
fault-tol erance, or attack-resistance schemes such as shared use of
uni cast | P addresses as docunented in [ RFC3258]. An unfortunate side
ef fect of these schenes has been to nmake the use of | P addresses as
identifiers associated with DNS (or any other) service sonewhat
problematic. Specifically, multiple dedicated DNS queries may not go
to the sane server even though sent to the sane | P address. Non-DNS
nmet hods such as | CVMP ping, TCP connections, or non-DNS UDP packets
(such as those generated by tools Iike "traceroute"), etc., may well
be even less certain to reach the sanme server as the one which

recei ves the DNS queri es.

There is a well-known and frequently-used techni que for determning
an identity for a nameserver nore specific than the possibly-non-

uni que "server that answered the query | sent to IP address A B.C. D'.
The wi despread use of the existing convention suggests a need for a
docunent ed, interoperable means of querying the identity of a
naneserver that may be part of an anycast or |oad-bal ancing cluster.
At the sanme tinme, however, it also has sone drawbacks that argue

agai nst standardizing it as it’'s been practiced so far.

2. Existing Conventions

For sone tinme, the commonly depl oyed Berkel ey |Internet Name Donain
(BIND) inplementation of the DNS protocol suite fromthe Internet
Systenms Consortium [BIND] has supported a way of identifying a
particul ar server via the use of a standards-conpliant, if somewhat
unusual, DNS query. Specifically, a query to a recent BIND server
for a TXT resource record in class 3 (CHACS) for the domain nane
"HOSTNAME. BIND." will return a string that can be configured by the
name server adm nistrator to provide a unique identifier for the
respondi ng server. (The value defaults to the result of a
gethostnane() call). This mechanism which is an extension of the
BI ND convention of using CHACS class TXT RR queries to sub-donmai ns of
the "BIND." domain for version information, has been copied by
several nanme server vendors.

A refinenment to the BI ND-based nmechani sm which dropped the

i npl enent ati on-specific |abel, replaces "BIND." with "SERVER ". Thus
the query label to learn the unique name of a server may appear as
"1 D. SERVER. ".

(For reference, the other well-known nane used by recent versions of
BIND within the CHACS class "BIND." donmain is "VERSION.BIND.". A
query for a CHACS TXT RR for this name will return an
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admi nistratively defined string which defaults to the software
version of the server responding. This is, however, not generally
i npl erent ed by ot her vendors.)

2.1. Advant ages

There are several valuable attributes to this nechani sm which
account for its useful ness.

1. The "HOSTNAME. BIND." or "ID. SERVER " query response nmechanismis
within the DNS protocol itself. An identification nmechani smthat
relies on the DNS protocol is nore likely to be successfu
(al though not guaranteed) in going to the sane systemas a
"normal " DNS query.

2. Since the identity information is requested and returned within
the DNS protocol, it doesn't require allow ng any other query
mechanismto the server, such as holes in firewalls for
ot herwi se-unal | owed | CVP Echo requests. Thus it is likely to
reach the sane server over a path subject to the same routing,
resource, and security policy as the query, w thout any speci al
exceptions to site security policy.

3. It is sinple to configure. An admnistrator can easily turn on
this feature and control the results of the rel evant query.

4. It allows the adninistrator conplete control of what information
is given out in the response, mninzing passive |eakage of
i mpl enentation or configuration details. Such details are often
consi dered sensitive by infrastructure operators.

2. 2. Disadvant ages

At the sane tinme, there are sone serious drawbacks to the CHAQS/ TXT
query mechani smthat argue against standardizing it as it currently
oper at es.

1. It requires an additional query to correl ate between the answer
to a DNS query under normal conditions and the supposed identity
of the server receiving the query. There are a nunber of
situations in which this sinply isn't reliable.

2. 1t reserves an entire class in the DNS (CHACS) for what anounts
to one zone. Wiile CHACS class is defined in [ RFCL034] and
[ RFC1035], it’'s not clear that supporting it solely for this
purpose is a good use of the nanespace or of inplenentation
effort.
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3. The initial and still common form using "BIND.", is
i npl ementation specific. BINDis one DNS inplenentation. At the
time of this witing, it is probably nost preval ent for
authoritative servers. This does not justify standardizing on
its ad hoc solution to a problem shared across many operators and
i npl enentors. Meanwhile, the aforementioned refinenent changes
the query | abel but preserves the ad hoc CHAOS/ TXT nmechani sm

4. There is no convention or shared understandi ng of what
i nformati on an answer to such a query for a server identity could
or should contain, including a possible encoding or
aut henti cati on nmechani sm

5. Hypothetically, since DNSSEC has been defined to cover all DNS
classes, the TXT RRs returned in response to the "ID. SERVER "
query coul d be signed, which has the advantages described in
[ RFC4033]. However, since DNSSEC depl oynment for the CHACS cl ass
is neither existent nor foreseeable, and since the "ID. SERVER "
TXT RR is expected to be unique per server, this would be
i npossi ble in practice.

The first of the listed di sadvantages may be technically the npst
serious. It argues for an attenpt to design a good answer to the
problem "I need to know what nanmeserver is answering nmy queries"”
not sinply a conveni ent one.

3. Characteristics of an Inplenentation Neutral Convention

The di scussi on above of advantages and di sadvantages to the
"HOSTNAME. BI ND. " mechani sm suggest sone requirenents for a better
solution to the server identification problem These are summari zed
here as guidelines for any effort to provide appropriate protocol

ext ensi ons:

1. The mechani sm adopted nust be in-band for the DNS protocol. That
is, it needs to allow the query for the server’s identifying
information to be part of a normal, operational query. It should
al so pernit a separate, dedicated query for the server’s
identifying information. But it should preserve the ability of
the CHAGS/ TXT query-based nechanismto work through firewalls and
in other situations where only DNS can be relied upon to reach
the server of interest.

2. The new nechani sm shoul d not require dedicated nanmespaces or
ot her reserved val ues outside of the existing protocol mechani sns
for these, i.e., the OPT pseudo-RR In particular, it should not
propagate the existing drawback of requiring support for a CLASS
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and top level domain in the authoritative server (or the querying
tool) to be useful

3. Support for the identification functionality should be easy to
i npl emrent and easy to enable. It nust be easy to disable and
should lend itself to access controls on who can query for it.

4. It should be possible to return a unique identifier for a server
wi t hout requiring the exposure of information that may be non-
public and consi dered sensitive by the operator, such as a
host name or unicast | P address nmaintained for admnistrative

pur poses.
5. It should be possible to authenticate the received data by sone
nmechani sm anal ogous to those provided by DNSSEC. In this

context, the need could be nmet by including encryption options in
the specification of a new nmechani sm

6. The identification nechani smshould not be inplenmentation-
speci fic.

4. | ANA Consi derati ons

Thi s docunent proposes no specific I ANA action. Protocol extensions,
if any, to neet the requirenents described are out of scope for this

document. A proposed extension, specified and adopted by nornmal |ETF
process, is described in [NSID], including relevant | ANA action

5. Security Considerations

Providing identifying information as to which server is responding to
a particular query froma particular location in the Internet can be
seen as information | eakage and thus a security risk. This notivates
t he suggesti on above that a new nechanismfor server identification
allow the adninistrator to disable the functionality altogether or
partially restrict availability of the data. It also suggests that
the server identification data should not be readily correlated with
a hostname or unicast |IP address that may be considered private to

t he nanmeserver operator’s nanagenent infrastructure.

Propagati on of protocol or service neta-data can sonetines expose the
application to denial of service or other attack. As the DNSis a
critically inmportant infrastructure service for the production
Internet, extra care needs to be taken against this risk for

desi gners, inplenentors, and operators of a new nechani smfor server
identification.
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7.

7.

7.

Bot h authentication and confidentiality of server identification data
are potentially of interest to adninistrators -- that is, operators
may wi sh to make such data available and reliable to thensel ves and
their chosen associates only. This constraint would inply both an
ability to authenticate it to thenselves and to keep it private from
arbitrary other parties, which |leads to characteristics 4 and 5 of an
i mproved sol ution
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This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.
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