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1.

| nt roducti on

Networ k mobility support is concerned with managing the nobility of
an entire network. This arises when a router connecting a network to
the Internet dynamically changes its point of attachnent to the fixed
i nfrastructure, thereby causing the reachability of the entire
network to be changed in relation to the fixed Internet topol ogy.
Such a network is referred to as a mobile network. W thout
appropriate nechanisns to support network nobility, sessions
establ i shed between nodes in the nobile network and the gl obal

I nternet cannot be maintained after the nobile router changes its
poi nt of attachment. As a result, existing sessions would break and
connectivity to the global Internet would be |ost.

Thi s docunent defines the specific term nology needed to describe the
probl em space, the design goals [1], and the solutions for network
mobility support. This ternmi nology ains to be consistent with the
usual I1Pv6 term nology [2] and the generic nobility-related terns
already defined in the Mobility Related Term nology [3] and in the
Mobile 1 Pv6 specification [4]. Sone terns introduced in this
docunment may only be useful for defining the problem scope and
functional requirenents of network nobility support.

Note that the abbreviati on NEMO stands for either "a NEtwork that is
MXile" or "NEtwork Mbility". The former (see Section 2.1) is used
as a noun, e.g., "a NEMJ' neaning "a nobile network". The latter
(see Section 7) refers to the concept of "network nmobility", as in
"NEMO Basi c Support", and is also the working group’s nane.

Section 2 introduces terns to define the architecture, while terns
needed to enphasi ze the distinct functionalities of those
architectural conponents are described in Section 3. Section 4,
Section 5, and Section 6 describe terns pertaining to nested
mobility, nultihomi ng, and different configurations of nobile
networ ks at hone, respectively. The different types of nobility are
defined in Section 7. The last section lists niscellaneous terns
that do not fit into any other section

Architectural Conponents

A mobile network is conposed of one or nore nobile | P-subnets and is
viewed as a single unit. This network unit is connected to the
Internet by nmeans of one or nore nobile routers (MRs). Nodes behind
the MR (referred to as MNNs) primarily conprise fixed nodes (nodes
unabl e to change their point of attachment while maintaining ongoing
sessions), and possibly nobile nodes (nodes able to change their
poi nt of attachment while maintaining ongoing sessions). |n nost

Ernst & Lach I nf or mat i onal [ Page 3]



RFC 4885 NEMO Ter m nol ogy July 2007

cases, the internal structure of the nobile network will be stable
(no dynani c change of the topology), but this is not always true.

Figure 1 illustrates the architectural conponents involved in network
nobility and are defined in the foll ow ng paragraphs: Mbile Router
(MR), Mobile Network (NEMO), Mbile Network Node (MNN), "ingress

interface", "egress interface", and Correspondent Node (CN). The
other terns, "access router" (AR), "Fixed Node (FN)", "Mbobile Node
(MN)", "hone agent” (HA), "hone link", and "foreign link", are not

terms specific to network nobility and thus are defined in [3].

CN ->| |-| Internet
| <- hone link

-1 _1-1___ | |-|Z|-I-|Z|<- HA (Home Agent)
I-|:|<- MR (Mobil e Router)

AR (access I
router) |

foreign link -> 2

Figure 1: Mbile Network on the Home Link

Figure 2 shows a single nobile subnet. Figure 3 illustrates a |arger
nmobi | e network conprising several subnets, attached to a foreign
l'ink.

N ->| _| -]

I

I I -
2 M\Ns -> el I e e O I | 1-1_l-

I I

I I

. <- foreign AR
nobi | e subnet -> . i nk

A MR

Figure 2: Single Mbile Subnet on a Foreign Link
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CN->| _|-|
nmobi | e subnet - >| I
_ | -] | | <- home |ink
MNNL-> |- i e | _ | -1 _ | _
-1 _--1-1 - | [-1_[-1-1_I< HA
L N I
S P
nmobi | e subnet-~ | . | <- foreign
| | . i nk
MIN2 -~ :
N
MR

MR s ingress interface
MR s egress interface

Figure 3: Larger Mbile Network Made up of 2 Mobile Subnets

At the network |ayer, MRs get access to the global Internet from an
Access Router (AR) on a visited link. An MR nmaintains the |nternet
connectivity for the entire nobile network. A given MR has one or
nore egress interfaces and one or nore ingress interfaces. Wen
forwarding a packet to the Internet, the packet is transmtted
upstream t hrough one of the MR's egress interfaces to the AR when
forwardi ng a packet fromthe AR down to the nobile network, the
packet is transnitted downstreamthrough one of the MR s ingress

i nterfaces.

2.1. Mobile Network (NEMO
As defined in [3]:

An entire network, nmoving as a unit, which dynam cally changes its
poi nt of attachment to the Internet and thus its reachability in the
topol ogy. The nobile network is conposed of one or nore | P-subnets
and is connected to the global Internet via one or nore Mbile
Routers (MR). The internal configuration of the nobile network is
assunmed to be relatively stable with respect to the MR

Rearrangenent of the nobile network and changi ng the attachnent point
of the egress interface to the foreign link are orthogonal processes
and do no affect each other.

2.2. Mobile Subnet

A link (subnet) that conprises, or is |located within, the nobile
net wor k.
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2.3. Mobile Router (MR
As defined in [3]:

A router capable of changing its point of attachment to the Internet,
noving fromone link to another Iink. The MR is capable of
forwardi ng packets between two or nore interfaces, and possibly
running a dynam c routing protocol nmodifying the state by which it
does packet forwarding.

An MR acts as a gateway between an entire nobile network and the rest
of the Internet, and has one or nore egress interfaces and one or
nore ingress interfaces. Packets forwarded upstreamto the rest of
the Internet are transnitted through one of the MR s egress

i nterfaces; packets forwarded downstreamto the nobile network are
transnitted through one of the MR s ingress interfaces.

2.4. Egress Interface
As defined in [3]:
The network interface of an MR attached to the honme link if the MRis
at hone, or attached to a foreign link, if the MRis in a foreign
net wor k.
2.5. Ingress Interface
As defined in [3]:
The interface of an MR attached to a Iink inside the nobile network.
2.6. Mobile Network Prefix (MP)
As defined in [3]:
A bit string that consists of sone nunber of initial bits of an IP
address which identifies the entire nobile network within the
Internet topology. Al nodes in a nobile network necessarily have an
address containing this prefix.
2.7. Mobile Network Node (IMNN)
As defined in [3]:
Any node (host or router) located within a nobile network, either

permanently or tenporarily. A Mbile Network Node may be either a
fi xed node (LFN) or a nobile node (either VIWN or LMWN).
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2.8. Correspondent Node (CN)

Any node that is communicating with one or nore MN\Ns. A CN could be
either located within a fixed network or within a nobil e network, and
could be either fixed or nobile.

2.9. Correspondent Router (CR)

Refers to the entity that is capable of ternminating a Route
Optim zation session on behal f of a Correspondent Node (see al so NEMO
Route Optim zation in Section 7.5).

2.10. Correspondent Entity (CE)

Refers to the entity with which a Mbile Router or Mbile Network
Node attenpts to establish a Route Optim zation session. Depending
on the Route Optim zation approach, the Correspondent Entity may be a
Correspondent Node or Correspondent Router (see al so NEMO Route
Optimzation in Section 7.5).

3. Functional Terns

Wthin the term Mobile Network Node (MNN), we can distinguish between
Local Fi xed Nodes (LFN), Visiting Mbile Nodes (VMN), and Local
Mobi |l e Nodes (LMN). The distinction is a property of how different
types of nodes can nove in the topology and is necessary to di scuss

i ssues related to nobility nanagenent and access control; however, it
does not inply that network nmobility or host nobility should be

handl ed differently. Nodes are classified according to their
function and capabilities with the rationale that nodes with
different properties may have different requirenents.

Figure 4 illustrates a VMN changing its point of attachnent fromits
honme link | ocated outside the nobile network to within a nobile
network. The figure also illustrates an LMN changing its point of

attachnent within the nobil e network.
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mobi |l e subnet 1 | _ FH A+ <<<FHF A+
-1-] o+ +
+HSKKLMN| V| + | - VR
+ [ | _ HA M
N | + I [ -1-1_]
+LMWN_ |- -] ] | _
u sl I I I W I B I I I e [-1-1_]
I [~ | HA VW
VWN _ | MR |
121 | - VN
n nobi | e subnet 2 +

+
++++++HH+<<<t++++ bbb

+++>>>+++ = changi ng poi nt of attachnent
Figure 4: LFN vs LMMvs VW

In a typical -use case of NEMO Basic Support [5], only the MR and the
HA are NEMO enabl ed. LFNs are not M Pv6-enabl ed nor NEMO enabl ed.
On the other hand, a VWMN or an LMN acting as a nobile router nay be
NEMO enabl ed, whereas a VMN or an LMN acting as a nobil e node nmay be
M Pv6- enabl ed.

For NEMO Ext ended Support, details of the capabilities are not yet
known at the time of this witing, but NEMO enabl ed nodes may be
expected to inplenment sone sort of Route Optim zation.

3.1. Local Fixed Node (LFN)

A fixed node (FN), either a host or a router, that belongs to the
nobi |l e network and is unable to change its point of attachment while
mai nt ai ni ng ongoi ng sessions. Its address is taken from an MNP.

3.2. Visiting Mbile Node (VM)

Either a nobile node (M) or a nobile router (MR), assigned to a hone
link that doesn’t belong to the nobile network and that is able to
change its point of attachment while maintaining ongoi ng sessions. A
VMN that is tenporarily attached to a nobile subnet (used as a
foreign link) obtains an address on that subnet (i.e., the address is
taken froman M\P).
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3.3. Local Mobile Node (LMN)

Ei t her a nobile node (M) or a nobile router (MR), assigned to a hone
link belonging to the nobile network and which is able to change its
poi nt of attachment while maintaining ongoing sessions. |Its address
is taken froman MNP

3.4. NEMO Enabl ed Node ( NEMO Node)

A node that has been extended with network nobility support
capabilities as described in NEMO specifications.

3.5. M Pv6- Enabl ed Node (M Pv6-Node)

A node that has been extended with host nobility support capabilities
as defined in the Mbile I Pv6 specification [4].

4. Nested Mbility Terns

Nested mobility occurs when there is nore than one |level of nobility,
i.e., when a nobile network acts as an access network and al | ows
visiting nodes to attach to it. There are two cases of nested

nmobi lity:

0 The attaching node is a single VW (see Figure 4). For instance,
when a passenger carrying a nobile phone gets Internet access from
the public access network depl oyed on a bus.

0 The attaching node is an MR with nodes behind it, i.e., a nobile
network (see Figure 5). For instance, when a passenger carrying a
PAN gets Internet access fromthe public access network depl oyed
on a bus.

For the second case, we introduce the follow ng ternmns:

4.1. Nested Mbile Network (nested-NEMO)
A mobile network is said to be nested when a nobile network (sub-
NEMO) is attached to a |arger nobile network (parent-NEMOD). The

aggregat ed hierarchy of nobile networks becones a single nested
nobi |l e network (see Figure 5).

4. 2. Root - NEMO

The nobile network at the top of the hierarchy connecting the
aggregated nested nobile networks to the Internet (see Figure 5).
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4. 3. Par ent - NEMO

The upstream nobile network providing Internet access to anot her
nobi | e network further down the hierarchy (see Figure 5).

4.4. Sub- NEMO
The downstream nobil e network attached to anot her nobile network up
in the hierarchy. It becones subservient of the parent-NEMO  The
sub-NEMO i s getting Internet access through the parent-NEMO and does
not provide Internet access to the parent-NEMO (see Figure 5).

4.5. Root-M

The MR(s) of the root-NEMO used to connect the nested nobile network
to the fixed Internet (see Figure 5).

4.6. Parent-M

The MR(s) of the parent- NEMO
4.7. Sub-MR

The MR(s) of the sub-NEMO, which is connected to a parent-NEMO
4.8. Depth

In a nested NEMO, indicates the nunber of sub-MRs a packet has to
cross between a MNN and the root- MR

A MNN in the root-NEMO is at depth 1. |If there are nmultiple root-
NEM>s, a different depth is conputed from each root-M

_ -1 Zl- ol I I I U I N I I
-1l -1 I I I | -1_1-1
| _[-1 \ | \
I
MNIN AR sub-MR AR root-MR AR AR HA
e S e - > e e e > o - S e - >
sub- NEMO r oot - NEMO fl | nt er net Honme Net wor k

Figure 5: Nested Mobility: a sub-NEMO attached to a |l arger nobile
net wor k
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5. Ml tihomng Terns
Mul ti homing, as currently defined by the | ETF, covers site-
mul ti homing [9] and host nultihonming. W enlarge this terminology to
i nclude "multihomed mobile router” and "nul ti homed nobil e network".
The specific configurations and issues pertaining to nultihoned
nobi | e networks are covered in [10].

5.1. Muiltihomed Host or M\N

A host (e.g., an M\N) is multihomed when it has several addresses to
choose between, i.e., in the follow ng cases when it is:

o Milti-prefixed: nultiple prefixes are advertised on the link(s) to
whi ch the host is attached, or

o Milti-interfaced: the host has multiple interfaces to choose from
on or not on the same |ink.

5.2. Miltihoned Mbil e Router
Fromthe definition of a nmulti honed host, it follows that a nobile
router is nmultihoned when it has several addresses to choose between,
i.e., inthe follow ng cases when the MR is:

o Milti-prefixed: nultiple prefixes are advertised on the link(s) to
which an MR s egress interface is attached, or

o Milti-interfaced: the MR has nmultiple egress interfaces to choose
bet ween, on or not on the sanme link (see Figure 6).

MN\INs MR AR | nternet AR HA

Figure 6: Multihoming: MRwith nmultiple E-faces
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5.3. Muiltihomed Mobile Network (nmultihoned- NEMO
A nobile network is multi honed when a MR is nmulti honed or there are

multiple MR to choose between (see the corresponding analysis in
[10]).

Figure 7: Multihoming: NEMOw th Miltiple Ms
5.4. Nested Multi honmed Mobil e Network

A nested nobile network is multihomed when either a root-MR is
mul ti homed or there are multiple root-MRs to choose between.

5.5. Split-NEMO
Split-NEMO refers to the case where a nobile network becones two or
nor e i ndependent nobil e networks due to the separation of Mbile
Routers that are handling the sane MNP (or M\NPs) in the original
nmobi | e network before the separation.

5.6. Illustration
Figure 6 and Figure 7 show two exanples of multihomed nobile
networks. Figure 8 shows two i ndependent nobile networks. NEMO-1 is
singl e-honed to the Internet through MRL. NEMO- 2 is nmultihonmed to
the I nternet through MRa and MR2b. Both nobil e networks offer
access to visiting nodes and networks through an AR
Let’s consider the two follow ng nested scenarios in Figure 8:

Scenario 1: What happens when MR2a's egress interface is attached to
AR1?

*  NEMO 2 becones subservient to NEMO 1
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NEMD- 1 becones the parent-NEMO to NEMD 2 and the root-NEMO for
t he aggregated nested nobil e network
NEMO- 2 becones the sub- NEMO
MRL is the root-MR for the aggregated nested nobile network
MR2a is a sub-MR in the aggregated nested nobil e network
NEMD-2 is still rmultihonmed to the Internet through ARL and ARz

The aggregated nested nobile network is not nultihomed, since
NEMO- 2 cannot be used as a transit network for NEMO 1

Scenario 2: \Wat happens when MR1L’s egress interface is attached to
AR2?

*

NEMO- 1 becomes subservient to NEMO 2
NEMO- 1 becones the sub- NEMO

NEMD- 2 becones the parent _NEMO to NEMO- 1 and al so the root-NEMO
for the aggregated nested nobil e network

MR2a and MR2b are both root-MRs for the aggregated nested
nmobi | e network

MRL is a sub-MR in the aggregated nested nobile network
NEMO-1 is not rultihonmed

The aggregated nested nobile network is mnultihoned

_ | _I-| I
| _I- ARX | | -1 _
ARL \ | || |-1_l
— - | 1-1_1-]
— I-1ol-1 ARy I I
| _I-1 a I I
NEMO- 2 M\Ns _ | [-1_] -1 |
-1 _ | ARz | _____ I
L I I
AR2 MR2b

Figure 8: Nested Miltihomed NEMO

Ernst & Lach I nf or mat i onal [ Page 13]



RFC 4885 NEMO Ter m nol ogy July 2007

6. Honme Network Mdel Terns

The terns in this section are useful to describe the possible
configurations of nobile networks at the hone. For a better
understandi ng of the definitions, the reader is recommended to read
[6], where such configurations are detail ed.

6. 1. Home Li nk

The link attached to the interface at the Hone Agent on which the
Hone Prefix is configured. The interface can be a virtual interface,
in which case the Hone Link is a Virtual Hone Link

6.2. Hone Network

The Network forned by the application of the Hone Prefix to the Hone
Link. Wth NEMO, the concept of Home Network is extended as
expl ai ned bel ow.

6.3. Home Address

Wth Mbile | Pv6, a Hone Address is derived fromthe Hone Network

prefix. This is generalized in NEMOw th some Ilimtations: A Hone
Address can be derived either fromthe Hone Network or from one of
the Mobile Router’'s M\Ps.

6.4. Nobile Hone Network

A Mobile Network (NEMO) that is also a Hone Network. The MR or one
of the MR(s), that owns the MNP may act as the Home Agent for the
nobi | e nodes in the Mbile Home Network.

6.5. Distributed Honme Network

A Distributed Home Network is a Home Network that is distributed
geographi cally between sites. The aggregated Hone Prefix is
partitioned between the sites and advertised by all sites.

Thi s aggregated Hone Prefix can be further aggregated within a

servi ce provider network or between service providers, to forma
prefix that is announced into the Internet by the service provider(s)
frommultiple points.

The sites may be connected using a nesh of private links and tunnels.
A routing protocol is used within and between sites to exchange
routes to the subnets associated to the sites and, eventually, to
Mobil e Routers registered off-site.
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6.

(o]

N

6. Mobile Aggregated Prefix

An aggregation of Mobile Network Prefixes.

. 7. Aggregated Horme Network

The Horme Network associated with a Mobile Aggregated Prefix. This
aggregation is advertised as a subnet on the Home Link, and thus used
as the Home Network for NEMO purposes.

.8. Extended Hone Network

The network associated with the aggregati on of one or nore Home

Net wor k(s) and Mobile Network(s). As opposed to the Mbile | Pv6 Hone
Network that is a subnet, the Extended Hone Network is an aggregation
and is further subnetted.

.9. Virtual Honme Network

An aggregation of Mbile Network Prefixes that is in turn advertised
as the Honme Link Prefix. The Extended Honme Network and the
Aggregat ed Hone Network can be configured as Virtual Honme NetworKk.

Mobi lity Support Ternmns

.1. Host Mbility Support

Host Mobility Support is a nechanismthat maintains session
continuity between nobile nodes and their correspondents upon the
nobi | e host’ s change of point of attachnent. It can be achieved
using Mobile IPv6 or other nobility support mechani sns.

.2. Network Mbility Support (NEMO Support)

Net work Mobility Support is a nechanismthat mnaintains session
continuity between nobile network nodes and their correspondents upon
a nobile router’s change of point of attachnment. Solutions for this
problem are classified into NEMO Basi c Support, and NEMO Ext ended
Support.

. 3. NEMO Basi ¢ Support

NEMO Basi ¢ Support is a solution to preserve session continuity by
nmeans of bidirectional tunneling between MRs and their HAs, much |ike
what is done with Mbile IPv6 [4] for nobile nodes when Routing
Optimization is not used. Only the HA and the MR are NEMO enabl ed.
RFC 3963 [5] is the solution specified by the NEMO Worki ng Group for
NEMO Basi ¢ Support.
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7.4. NEMO Ext ended Support

NEMO Ext ended support is to provide performance optim zations,
i ncluding routing optim zation between arbitrary MANs and CNs.

7.5. NEMO Routing Optimzation (NEMO RO

The term "Route Optimnization" is accepted in a broader sense than

al ready defined for 1Pv6 Host Mbility in [4] to |oosely refer to any
approach that optinizes the transm ssion of packets between a Mbile
Net wor Kk Node and a Correspondent Node.

For nore informati on about NEMO Route Optim zation in the NEMO
context, see the problem statenment [7] and the sol ution space
anal ysis [8].

7.6. MRHA Tunne
The bidirectional tunnel between a Mbile Router and its Honme Agent.
7.7. Pinball Route

A pinball route refers to the non-direct path taken by packets, which
are routed via one or nore Hone Agents, as they transit between a
Mobi | e Network Node and a Correspondent Node.

A packet followi ng a pinball route would appear |ike a ball bouncing
of f one or nore Home Agents before reaching its final destination.

8. Security Considerations

As this docunment only provides term nology and describes neither a
protocol, procedure, or an inplenentation, there are no security
consi derations associated with it.
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