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Thi s docunent describes an existing deployed technol ogy that was

devel oped outside the IETF. It utilizes the RADIUS Access-Reject in
order to provision service, which is inconpatible with the RADI US
protocol, and practices the sharing of secret keys in public-key
cryptosystenms, which is not a practice the | ETF reconmends. The | ESG
reconmends agai nst using this protocol as a basis for solving sinlar
problens in the future.

Abstract

The Verizon Wreless Dynanmic Mbile |P Key Update procedure is a
mechani sm for distributing and updating Mbile IP (MP) cryptographic
keys in cdna2000(R) networks (including H gh Rate Packet Data, which
is often referred to as 1XEV-DO). The Dynamic Mbile |IP Key Update
(DWMJ) procedure occurs between the MP Mbile Node (MN) and RADI US
Aut henti cati on, Authorization and Accounting (AAA) Server via a
cdma2000( R) Packet Data Serving Node (PDSN) that is acting as a

Mobil e I P Foreign Agent (FA).

cdma2000(R) is a registered tradenmark of the Tel ecommuni cati ons
I ndustry Association (TlIA).
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1.

1.

| nt roducti on

The Verizon Wreless Dynanmic Mbile |P Key Update procedure is a
mechani sm for distributing and updating Mbile IP (MP) cryptographic
keys in cdnma2000(R) 1xRTT (1X) [2] and Hi gh Rate Packet Data (HRPD) /
1XEV-DO networks [3]. The Dynamic Mbile I P Key Update (DWMJ)
procedure occurs between the Mbile | P Mbile Node (MN) and the hone
RADI US [4] (or Dianmeter [5]) Authentication, Authorization and
Accounting (AAA) Server via a cdma2000(R) Packet Data Serving Node
(PDSN) that is acting as a Mobile IP Foreign Agent (FA). (In this
docunent, we use the acronym AAAH to indicate the hone AAA server as
opposed to an AAA server that may be located in a visited system)
This procedure is intended to support wireless systens conforming to
Tel ecomuni cati ons I ndustry Association (TIA) TR-45 Standard | S-835
[6]. DMJ, however, could be performed in any MP network to enable
boot strappi ng of a shared secret between the Mbile Node (M\) and
RADI US AAA Server.

The DMJ procedure utilizes RSA public key cryptography to securely
distribute unique MP keys to potentially millions of cdna2000(R) 1X
and HRPD/ 1xXEV- DO Mobi |l e Nodes (MN) using the sanme RSA public key.

By | everagi ng the existing cdnma2000(R) 1X authentication process, the
Dynami ¢ Mobile I P Key Update process enploys a nutual authentication
mechani smin which device-to-network authentication is facilitated

usi ng cdm2000(R) 1X chal | enge-response aut hentication, and network-
to-device authentication is facilitated using RSA encryption.

By utilizing RSA encryption, the MN (or MN manufacturer) is able to
pre-generate M P keys (and the Chal | enge Handshake Aut hentication
Protocol (CHAP) key) and pre-encrypt the MP keys prior to initiation
of the DMJ procedure. By enploying this pre-conputation capability,
the DWMJ process requires |less conputation (by an order of nagnitude)
during the key exchange than Diffie-Hell man Key Exchange.

1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

Basi ¢ Dynamic M P Key Update Mechani sm

The DMUJ procedure is basically an authentication and key distribution
protocol that is nore easily understood by separately describing the
mechani smis two functional goals: 1) encrypted key distribution and
2) mutual authentication.
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2.1. RSA Encrypted Key Distribution

By utilizing RSA public key cryptography, MNs can be pre-loaded with
a common RSA public (encryption) key (by the MN nanufacturer), while
the associated RSA Private (decryption) key is securely distributed
fromthe MN manufacturer to a trusted service provider.

Al ternatively, a service provider can generate its own RSA
public/private key pair and only distribute the RSA public key to MN
manuf acturers for pre-loading of M\s.

During the manufacturing process, the MN manufacturer pre-Iloads each
MN with the RSA public key. When the MNis powered-up (or client
application initiated), the MN can pre-generate and encrypt MP keys
for distribution to the Hone RADI US AAA Server during the DMJ
process. Alternatively, the MN manufacturer can pre-generate MP
keys, encrypt the MP key payload, and pre-load the MN with rmultiple
encrypted M P key payl oads to enable the DMJ procedure.

During the initial registration process (or when the AAA requires MP
key update), the MN: 1) generates the appropriate MP keys, CHAP key,
and aut hentication information, 2) uses the enbedded RSA public key
to encrypt the payload information, 3) and appends the payload to the
M P Regi stration Request. The Registration Request is sent to the
Mobile I P Foreign Agent (FA) via the cellular Base Station (BS) and
Packet Data Serving Node (PDSN). When the RADI US AAA Server receives
the encrypted payload (defined |later as MP_Key_Data), the AAA Server
uses the RSA Private key to decrypt the payload and recover the MP
keys.
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Figure 1. RSA Encrypted Key Distribution

2.2. Mutual Authentication (1X)

Mut ual aut hentication can be achieved by del egati on of the MV device
aut henti cation by the RADI US AAA Server to the cdma2000(R) 1X Hone

Location Register (HLR) and its associated Authentication Center (AC
[7], while the MN utilizes RSA encryption to authenticate the RAD US

AAA Server.

M\ devi ce aut hentication via an HLR/ AC i s based on the assunption

Carroll & Quick

that the MN's Mbile Station (M5) has an existing Authentication Key
(A-key) and Shared Secret Data (SSD) with the cdnma2000(R) 1X networKk.
When MS call origination occurs, the AC authenticates the Ms. |If
authentication is successful, the BS passes the Mbile Station
Identifier (MSID) (e.g., Mobile Identification Nunmber (MN)) to the
PDSN. The "Authenticated MSID' is then included in the RADI US Access
Request (ARQ nessage [4] sent fromthe PDSN to the RADI US AAA
server. Because the RADIUS AAA server stores the MSI D associ at ed
with an MN subscription, the RADIUS AAA server is able to authorize
IMN access if the "Authenticated MSI D' matches the RADI US AAA MSI D,
i.e., the RADIUS AAA server is delegating its authentication function
to the cdma2000(R) 1X HLR/ AC.
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RADI US AAA Server authentication (by the MN) is enabl ed by including
a random nunmber (AAA Authenticator) in the encrypted payl oad sent
fromthe MNto the RADIUS AAA Server. Only the possessor of the
proper RSA Private key will have the ability to decrypt the payl oad
and recover the unique AAA Authenticator. |If the MN receives the
correct AAA Authenticator (returned by the RADI US AAA Server), the MN
is assured that it is not interacting with a false Base Station (BS).
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Figure 2. Mutual Authentication
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2.3. Encrypted Password Authentication

Because cdma2000(R) A-key/ SSD aut hentication is not available in
IXEV-DO, or a particular cdm2000(R) 1X network may not support A-key
aut hentication, the DMJ procedure al so includes a random nunber
(MN_Aut henticator) generated by the MN (and/or pre-loaded by the
manuf acturer), which enables the RADIUS AAA Server to optionally

aut henticate the MN (in 1XEV DO network only).

The MN_Authenticator is transmitted fromthe MN to the Home AAA
Server within the RSA-encrypted M P_Key Data payl oad to prevent

i nterception and possible re-use by an attacker. Ideally, the
MN_Aut henticator is utilized as a One-Ti ne Password; however, RSA
encryption allows the MN_Authenticator to possibly be re-used based
on each service provider’s key distribution policy.

When the encrypted MP keys are decrypted at the Home RADI US AAA
Server, the MN Authenticator is also decrypted and conpared with a
copy of the MN_Authenticator stored within the Home RADI US AAA
Server. The Home RADI US AAA Server receives a copy of the

IMN_Aut henti cat or out-of -band (not using the cdma2000(R) networ k)
utilizing one of numerous possible nethods outside the scope of the
standard. For exanple, the MN _Aut henticator MAY be: 1) read out by a
Poi nt - of - Sal e provi sioner fromthe M\, input into the subscriber
profile, and delivered, along with the Network Access ldentifier
(NAI'), via the billing/provision systemto the Hone RADI US AAA
server, 2) verbally conmunicated to a customer care representative
via a call, or 3) input by the user interfacing with an interactive
voi ce recognition server. The out-of-band MN_Aut henticator delivery
is not specified in this docunent to nmaxim ze the service provider’s
i npl enentation flexibility.

It is possible for an unscrupul ous provisioner or distribution

enpl oyee to extract the MN_Authenticator prior to the DMJ procedure;
however, the risk associated with such a disclosure is mninal
Because the HRPD/ 1XxEV-DO MN does not transmit a device identifier
during the initial registration process, an attacker, even with a
stol en MN_Aut henticator, cannot correlate the password with a
particular MN device or NAlI, which is typically provisioned just
prior to DMJ procedure initiation.

The MN_Aut henticator is typically generated by a randoni pseudorandom
nunber generator within the MN. MN _Authenticator generation is
initiated by the WMN user; however, it may be initially pre-|loaded by
t he manufacturer. Wen the M\ _Authenticator is reset (i.e., a new
MN_Aut henticator is generated), all M P_Data Key payl oads using the
previ ous MN_Aut henticator are discarded and the MN innmedi ately re-
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encrypts a M P_Key_Data payl oad contai ning the new M\_Aut henti cator.
The MN_Aut henti cator MJST NOT change unless it is explicitly reset by
the MN user. Thus, the MN will generate new M P_Key Data payl oads
usi ng the sane MN_Authenticator until the MN_Authenticator is

updat ed.

| User-initiated
|  MN_Aut henti cator [ x] |
| Generation

v
| Manufacturer | | Delete MN_Authenticator[y], |
| MN_Aut henticator[y] [ ----- > Store M\ _Authenticator[x] |
| Generation** | | in M |
I
v

| Delete MP_Key Data |
| Payl oads based on |
| MN_Aut henticator[y] |

v
| KEYS_VALID state and | | Generate MP_Key Data |
| committed, delete | ----- >| Payl oads based on |
| M P_Key Data Payl oad | | MN_Aut henti cat or[ x] |
_____________ URREEEEEEEEEEEE |
| \Y;
| DWMJ M P_Key_ Data | | Store MP_Key_Data |
| Delivery | <----- | Payl oad |

Figure 3. MN_Aut henticator and M P_Key_Data Payl oad State Machine

**Not e: Manufacturer pre-load of MN Authenticator is not essential
since the MN Authenticator is typically generated by the M\
However, manufacturer pre-load may reduce the provisioner burden of
accessing a device such as a nodemto recover the MN_Authenti cator
for entry into the service provider provisioning system
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4.

Dynami ¢ M P Key Update Advant ages over OTASP

The DMJ procedure has nunerous advantages over the current Over-the-
Air Service Provisioning (OTASP) [8] procedure, including:

* |In DMJ, MP key distribution occurs directly between the MN and
AAA Server at the IP Layer. This elininates the need for an
i nterface between the Over-the-Air Functionality (OTAF) and
RADI US AAA server.

*  DMJ Supports MP key distribution for cdma2000(R) 1X and
HRPDY 1XEV- DO MN.  OTASP only supports cdm2000(R) 1X M P key
di stribution.

* DMJ facilitates MP key distribution to an MN in a Rel ay-node
MS. OTASP only delivers the MP keys to the Ms. For exanpl e,
OTASP cannot deliver MP keys to a Laptop MN interfacing with
an M5 nodem

* Pre-encryption of MP_Key Data allows the DMJ procedure to be
an order of magnitude faster than Diffie-Hell man Key Exchange.

* |n DMJ, an MN manufacturer can pre-generate MP keys, pre-
encrypt the MP key payl oad, and pre-load the payload in the
MN. Thus, an MN with |linmted processing power is never
required to use RSA encryption. An OTASP device is always
forced to perform conputationally expensive exponentiations
during the key update process.

* In DMJ, the MN is protected agai nst Deni al - of - Servi ce (DQOS)
attacks in which a false BS changes the MP key for MNs in its
vicinity. OTASP Diffie-Hellnman Key Exchange is vulnerable to a
fal se BS DOS att ack.

* DMJ utilizes nutual authentication. OTASP Diffie-Hellman Key
Exchange does not utilize mutual authentication.

Detai |l ed DMJ Procedure Description and Requirenents

The Verizon Wrel ess Dynamic Mbile I P Update procedure is a secure,
yet extrenely efficient nechanismfor distributing essential MP
cryptographic keys (e.g., M\-AAAH key and M\-HA key) and the Sinple

| P CHAP key. The DMJ protocol enabl es pre-conputation of the
encrypted key naterial payload, known as MP_Key Data. The DWMJ
procedure purposely avoids the use of Public Key Infrastructure (PKI)
Certificates, greatly enhancing the procedure’ s efficiency.
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4.1. RSA Public Key Cryptography

RSA public key encryption and decryption MJST be perforned in
accordance with RFC 3447 [9] PKCS #1: RSA Encryption Version 1.5. DMJ
MUST support RSA with a 1024-bit nodul us by default. DMJ MAY al so
support 768-bit or 2048-bit RSA, depending on the M user’s

ef ficiency or security requirenments. RSA conputation speed-ups using
a public RSA exponent that is snall or has a snall nunber of nonzero
bits (e.g., 65537) are acceptabl e.

4.2. Oher Public Key Al gorithns

DMJ does not preclude the use of other public key technol ogies. The
protocol includes a Public Key Type field that defines the type of
encryption used.

4.3. Wiy No Public Key Infrastructure (PKI)?

DMJ i s designed to nmaxim ze the efficiency of Mbile IP (MP) key
distribution for cdnma2000(R) MNs. The use of a public key
Certificate would inprove the flexibility of the MP key update
process by allowing a Certificate Authority (CA) to vouch for the RSA
public key delivered to the MN. Unfortunately, the use of a public
key certificate would significantly reduce the efficiency (speed and
overhead) of the MP key update process. For instance, each M\ nust
be pre-loaded with the CA's public key. During the MP key

di stribution process, the network nust first deliver its RSA public
key (in a certificate) to the M\. The MN nust then use RSA to
decrypt the Certificate' s digital signhature to verify that the
presented RSA public key is legitimate. Such a process significantly
i ncreases the nunber of exchanges, increases air interface overhead,

i ncreases the amount of MN conputation, and slows the MP key update
process.

Aside fromthe operational efficiency issues, there are numerous
policy and procedural issues that have previously hanpered the
depl oyment of PKI in commercial networks.

On a nore theoretical basis, PKl is |likely unnecessary for this key
distribution nodel. PKI is ideal for a Many-to-Many conmmuni cati ons
nodel , such as within the Internet, where many different users
interface with many different Websites. However, in the cellular/PCS
Packet Data environnent, a Many-to-One (or few) distribution nodel
exists, in which many users interface with one wireless Carrier to
establish their Mbile I P security associations (i.e., cryptographic
keys) .
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4.4. Cryptographic Key Generation

The DMJ procedure relies on each MN to randoml y/ pseudo-randoniy
generate the MN_AAAH key, MN _HA key, and Sinple I P CHAP key. Each M
MUST have the capability to generate random pseudo-random nunbers in
accordance with the guidelines specified in RFC 4086 "Randommess

Requi rements for Security".

Al though it may be nore secure for the network to generate
cryptographi c keys at the RADI US AAA server, client cryptographic key
generation is acceptable due to the significant efficiency

i nprovenent in the update process via pre-generation and pre-
encryption of the MP keys.

4.5. M P_Key_Data Payl oad

M P cryptographic keys (MN_AAAH key and MN_HA key) and the Sinple IP
CHAP key are encapsul ated and encrypted into a M P_Key_ Data Payl oad
(along with the AAA Aut henticator and M\ _Authenticator). The

M P_Key Data Payload is appended to the MNs MP Registrati on Request
(RRQ as a M P Vendor/ Organi zati on-Specific Extension (VSE) (see RFC
3115 [10] Mobile I P Vendor/ O ganization-Specific Extensions). Wen
the PDSN converts the MP RRQ to a RADIUS Access Request (ARQ
nmessage, the M P_Key Data Payload is converted froma MP

Vendor/ Organi zati on- Speci fic Extension to a Vendor Specific RAD US
Attribute (VSA).

Upon recei pt of the RADI US Access Request, the RADI US AAA Server
decrypts the M P_Key_Data payl oad using the RSA private (decryption)
key associated with the RSA public (encryption) used to encrypt the
M P_Key Data payload. The MP_Key Data is defined as foll ows:

M P_Key Data = RSA Public_Key [ MN_AAAH key, MN HA key, CHAP key,
IMN_Aut henti cator, AAA Authenticator], Public_Key_ ID DMWNV

Wher e:

MN_AAAH key = 128-bit random MN / RADI US AAA Server key
(encrypted)

MN_HA key = 128-bit random WN / Honme Agent (HA) key (encrypted)

CHAP_key = 128-bit random Sinple |IP authentication key (encrypted)
Note: the Sinple IP CHAP key is not the sane as the AT-CHAP key
used for Al2 Interface authentication [11].

MN_Aut henticator = 24-bit random nunber (displayed as an 8 deci nal
digit nunber). (To be used for 1xEV-DO networks.) (encrypted)
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AAA_Aut henticator = 64-bit random nunber used by MN to
aut henticate the RADI US AAA Server. (encrypted)

DMJ Version (DMWV) = 4-bit identifier of DMJ version.

Public Key Identifier (Public_Key ID) = PKOD, PKO, PK_Expansion
ATV

Wher e:

Public Key Organi zation ldentifier (PKOD) = 8-bit serial nunber
identifier of Public Key Organization (PKO that created the
Publ i c Key.

Public Key Organization Index (PKO) = 8-bit serial nunber used at
PKO di scretion to distinguish different public/private key
pairs.

PK_Expansion = 8-bit field to enabl e possible expansion of PKO D
or PKO fields. (Note: Default value = OxFF)

Al gorithm Type and Version (ATV) = 4-bit identifier of the
al gorithm used.

Note: If 1024-bit RSA is used, the encrypted portion of the payl oad
is 1024 bits (128 bytes) long. Wth the 28-bit Public Key Identifier
and 4-bit DMJV, the total MP_Key Data payload is 132 bytes | ong.

4.6. RSA Key Managenent

The wirel ess service provider or carrier MIST generate the RSA
Public/Private key pair(s). An organization within the service
provi der MJST be designated by the service provider to generate,
manage, protect, and distribute RSA Private keys (to the RADI US AAA
Server) and public keys (to the MN manufacturers) in support of the
DMJ procedure.

Each RSA public/private key pair, generated by the wireless carrier,
MUST be assigned a unique Public Key ldentifier in accordance with
Section 9.

RSA Private keys MJST be protected fromdisclosure to unauthorized
parties. The service provider organization with the responsibility
of generating the RSA public/private key pairs MJST establish an RSA
key managenent policy to protect the RSA Private (decryption) keys.

RSA public keys MAY be freely distributed to all M manufacturers
(along with the Public Key ldentifier). Because one RSA public key
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can be distributed to mllion of MNs, it is acceptable to distribute
the RSA public key (and Public Key Identifier) to MN manufacturers
via e-mail, floppy disk, or a Website. The preferred nmethod is to
sinply publish the RSA public key and associ ated Public Key
Identifier in the DMJ Requi rements docunent sent to each M
manuf act ur er / CEM

When public keys are distributed, the public keys MJST be protected
against alteration. |If an invalid public key is programmed into a
terminal, the term nal may be deni ed service because DMJ cannot be
performed successful ly.

RSA Private keys MAY be | oaded into the RADI US AAA server manual ly.
Access to the RADIUS AAA Server RSA Private keys MJUST be restricted
to authorized personnel only.

The wirel ess service provider MAY accept RSA Private key(s) (and
Public Key Identifier) from MN manufacturers that have prel oaded M\s
wi t h manuf act urer-generated RSA public keys.

4.7, RADI US AAA Server

The RADI US AAA Server used for DMJ MJST support the DMJ Procedure.
The AAA Server MJST support RSA public key cryptography and maintain
a database of RSA Private (decryption) keys indexed by the Public Key
I dentifier.

Delivery of the RSA Private key(s) to an AAA Server fromthe WN
manuf acturer(s) is outside the scope of this docunment. However, RSA
Private key(s) delivery via encrypted e-nail or physical (mail)
delivery is likely acceptable.

Access to the RADIUS AAA Server MJUST be limted to authorized
personnel only.

The RADI US AAA Server MUST support 1024-bit RSA decryption.

The RADI US AAA Server MJST naintain a database of RSA public/private
key pair indexed by the Public Key Identifier.

The RADI US AAA Server MJST support the RADIUS attributes specified in
Section 8.

The RADI US AAA Server MJST support a subscriber-specific MP Update
State Field. Wen the MP Update State Field is set to UPDATE KEYS
(1), the RADI US AAA Server MJST initiate the DWMJ procedure by

i ncluding the MP_Key_ Request attribute in an Access Reject nmessage
sent to the PDSN. The M P Update State Field MAY be set to UPDATE
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KEYS (1) by the service provider’s Billing/Provisioning system based
on I T policy. Upon verification of M\-AAA Authentication Extension
usi ng the decrypted MN_AAA key, the RADI US AAA Server MJUST set the

M P Update State Field to KEYS UPDATED (2). Upon verification of the
IMN- Aut henti cation Extensi on on a subsequent RRQ ARQ, the RADI US AAA
Server MJST set the MP Update State Field to KEYS VALID (0).

Note that the inclusion of a vendor-specific attribute in the Access
Rej ect message is not consistent with Section 5.44 of [4]. A RAD US
AAA server that supports DMJ SHOULD NOT include a vendor-specific
attribute if the correspondi ng Access Request nessage was not
received froma DMJ conpliant PDSN. This use of Access Reject is
strongly discouraged for any future work based on this docunent.
Future work shoul d consider the use of Access-Challenge to carry this
vendor -specific attribute.

The RADI US AAA Server MJST nmaintain a MP Update State Field, for
each subscription, in one of three states (0 = KEYS VALID, 1 = UPDATE
KEYS, 2 = KEYS UPDATED).

The RADI US AAA Server MUIST decrypt the encrypted portion of the
M P_Key Data payl oad using the appropriate RSA Private (decryption)
key.

The RADI US AAA Server MUIST check the MN_AAA Aut hentication Extension
of the DMJ RRQ using the decrypted MN_AAA key.

The RADI US AAA Server MUIST include the AAA Authenticator in the
Access Accept as a Vendor-Specific RADIUS Attri bute.

The RADI US AAA Server MJST support the MN_Aut henticator options
specified in Section 6. 1.

The RADI US AAA Server MJST conply with DMJ Procedure failure
operation specified in Section 5.

The RADI US AAA Server MJST support manual hexadeci mal entry of MN_AAA
key, MN_HA key, and Sinple |IP CHAP key via the AAA GUl for each
subscri ption.

The RADI US AAA Server MJST provide a nechanismto validate the

M N I nternational Mobile Subscriber Identity (IMSI). \When the

M N IMI validation is on, the RADI US AAA Server MJST conpare the
MNIMI sent fromthe PDSN with the MNIMsI in the AAA subscription
record/profile. If the MNs or IMSIs do not match, the RAD US AAA
Server MJUST send an Access Reject to the PDSN FA. The Access Reject
MJUST NOT contain a M P Key Data request
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Wien the "lIgnore MN_Aut henticator" bit is not set, the RADI US AAA

Server MJST check whet her MN_Aut henti cat or MN = MN_Aut henti cat or AAA.
If the MN_Authenticators do not match, the RADI US AAA Server MJST

send an Access Reject to the PDSN FA. The Access Reject MJST NOT

contain a M P_Key Data request.

The RADI US AAA Server MUIST include its PKO D (or another designated
PKOD) in the MP_Key_ Request RADI US Attri bute.

The RADI US AAA Server MJST conpare the PKOD sent in the MP_Key Data
RADI US Attribute with a list of valid PKODs in the RADI US AAA
Server. |If the PKODis not valid, the RAD US AAA Server MJST send
an Access Reject to the PDSN with the "Invalid Public Key" Verizon
Wreless RADI US Vendor Specific Attribute (VSA). Note: the sane

RADI US attri bute nay be assigned a different Vendor identifier.

Note that the inclusion of a vendor-specific attribute in the Access
Rej ect message is not consistent with section 5.44 of [4]. A RAD US
AAA server that supports DMJ SHOULD NOT include a vendor-specific
attribute if the correspondi ng Access Request nessage was not
received froma DMJ conpliant PDSN. This use of Access Reject is
strongly discouraged for any future work based on this docunent.
Future work shoul d consider the use of Access-Challenge to carry this
vendor -specific attribute.

The RADI US AAA Server MJST support delivery of the M\-HA key using
3GPP2 RADIUS VSAs as specified in 3GPP2 X. S0011-005-C. The 3GPP2
VSAs used are the M\-HA Shared Key (Vendor-Type = 58) and M\-HA
Security Parameter Index (SPlI) (Vendor-Type = 57).

The RADI US AAA Server SHOULD al ways accept an Access Request from a
cdma2000(R) Access Node (AN) for a particul ar subscriber when the

UPDATE KEYS (1) and KEYS UPDATED (2) states are set. |In the KEYS
VALI D (0) state, the RADIUS AAA Server MJST check the Access Request
normal |'y.

The RADI US AAA Server MJST reject an Access Request with the

M P_Key Data RADIUS Attribute while the RADIUS AAA Server is in the
KEYS VALID state, i.e., the AAA MJUST NOT all ow an unsolicited key
update to occur.

4.8. M (Handset or Mbden)

The MN manufacturer MJST pre-load the Wreless Carrier RSA public key
(and Public Key ldentifier).

The MN nmanufacturer MJST pre-generate and pre-load the
IMN_Aut henti cat or.

Carroll & Quick I nf or mat i onal [ Page 16]



RFC 4784 Dynamic MP Key Update June 2007

The MN MUST support 1024-bit RSA Encryption using the pre-|loaded RSA
public key.

The MN MUST support MN_AAA, MN HA, and CHAP random pseudo-random key
generation (in accordance with RFC 4086).

The MN MUST support random pseudo-random AAA Aut henti cat or and
IMN_Aut henti cat or generation (in accordance with RFC 4086).

Upon power-up of an MN handset or |aunch of the MN client, the M
MJST check whether a M P_Key Data payl oad has been conputed. If no
M P_Key Data payl oad exists, the MN MUST generate and store a

M P_Key Data payload. The MN MJUST nmaintain at |east one pre-
generated M P_Key_ Data payl oad.

The MN MUST construct the M P_Key Data payload in accordance with
Section 4.5.

The MN MUST initiate the DMJ Procedure upon receipt of a MP
Regi stration Reply (RRP) with the M P_Key Request Verizon Wreless
Vendor / Or gani zati on- Speci fi ¢ Extension (VSE).

Upon receipt of an RRP including the M P_Key_ Request, the MN MJST
check the PKOD sent in the MP_Key Request. |If the MN has a public
key associated with the PKO D, the MN MJUST encrypt the M P_Key Data
payl oad using that public key.

The MN MUST have the capability to designate one public key as the
default public key if the MN supports nultiple public keys.

The MN MUST insert the Verizon Wreless MP_Key_Data VSE (or anot her
Organi zation-specific MP_Key Data VSE) after the Mbil e-Home

Aut henti cati on Extension, but before the M\- AAA Aut hentication

Ext ension. The M P_Key_ Data Extension nust al so be located after the
FA Chal | enge Extension, if present.

Note: The order of the extensions is inportant for interoperability.
After the FA receives the Access Accept fromthe RADI US AAA server,
the FA may strip away all MP extensions after the Mbil e-Hone

Aut henticator. |If this occurs, it is not necessary for the HAto
process the DMJ extensions. Oher conpatibility problenms have al so
been identified during testing with FAs from various vendors who

pl ace extensions in various |locations. Explicit placenent of the
extensions elimnates these issues.

Upon initiation of the DMJ Procedure, the MN MJST conmpute the M P

aut henti cati on extensions using the new y-generated tenporary M_AAA
and MN_HA keys. Upon receipt of the AAA Authenticator M P Extension,
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the MN MUST conpare the AAA AuthenticatorMN (sent in the encrypted

M P_Key Data payload) with the AAA Aut henticat or AAA (returned by the
RADI US AAA Server). If both values are the sane, the MN MJST
designate the tenporary MN_AAA, MN _HA key, and the Sinple | P CHAP key
as permanent. The MN MUST set its MP Update State field to KEYS
VALI D.

The MN MUST support reset (re-generation) of the MN_Authenticator by
the MN user as specified in Section 6. 2.

The MN MUST enable the MN user to view the M\ _Authenticator.
MN_Aut henti cator (24-bit random nunber) MJST be displayed as an 8
decimal digit nunber as specified in Section 6. 2.

The MN manufacturer MJST pre-load each MN with a uni que random 24-bit
IMN_Aut henti cat or.

Upon reset of the MN_Authenticator, the MN MJST del ete al

M P_Key Data payl oads based on the old MN_Aut henticator and generate
all subsequent M P_Key Data payl oads using the new MN_Aut henti cat or
(until the MN_Authenticator is explicitly re-set again by the MN
user).

The MN MUST support manual entry of all cryptographic keys such as
the MN_AAA, MN HA, and Sinple |IP CHAP key. MN MUST support
hexadecimal digit entry of a 128-bit key. (Note: certain Sinple IP
devices only enable ASCI|I entry of a password as the CHAP key. It is
acceptable for future devices to provide both capabilities, i.e.,
ASCI | for a password or hexadecimal for a key. The authors recomend
the use of strong cryptographic keys.)

The MN MUST support the Verizon Wreless MP Vendor/ Organi zati on-
Specific Extensions specified in Section 9.

The MN MUST update the RRQ Identification field when re-transmtting
the same M P_Key Data in a new RRQ

The MN MUST conmply with the DMJ Procedure failure operation specified
in Section 5.

The RSA public key MAY be stored in the MN flash nmenory as a constant
whi | e bei ng updatabl e via software patch
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4.9. PDSN / Foreign Agent (FA)

The PDSN MUST support the Verizon Wrel ess RADI US Vendor- Specific
Attributes (VSA) specified in Section 8 and the Verizon Wreless MP
Vendor/ Organi zati on- Speci fi ¢ Extensions (VSEs) specified in Section
9.

The PDSN MAY support the RADI US VSAs specified in Section 8 and the
M P VSEs specified in Section 9 using another O ganization
identifier.

Upon recei pt of an Access Reject containing the

M P_Key Updat e_Request VSA, PDSN MJUST send an RRP to the MN with the
M P_Key Request VSE. The PDSN MJUST use the RRP error code = 89
(Vendor Specific) and MJST not tear down the PPP session after
transni ssi on.

Upon recei pt of an Access Reject containing the AAA Aut henti cat or
VSA, the PDSN MUST send an RRP with the AAA Aut henticator M P VSE.
The PDSN MUST use the RRP error code = 89 (Vendor Specific) and MJST
NOT tear down the PPP session after transmn ssion.

Upon recei pt of an Access Reject containing the Public Key Invalid
VSA, the PDSN MJUST send an RRP with the Public Key Invalid MP VSE
The PDSN MUST use the RRP error code = 89 (Vendor Specific) and MJST
NOT tear down the PPP session after transmni ssion.

Note that the inclusion of a vendor-specific attribute in the Access
Rej ect message is not consistent with section 5.44 of [4]. A PDSN
that supports DMJ MJST accept an Access Rej ect nessage containing a
vendor-specific attribute. This use of Access Reject is strongly

di scouraged for any future work based on this docunent. Future work
shoul d consi der the use of Access-Challenge to carry this vendor-
specific attribute.

Upon receipt of an RRQwith the M P_Key Data VSE, the PDSN MJST
convert the RRQto an ARQwith the MP_Key Data VSA. The PDSN MJST
send the ARQ to the RADI US AAA server.

The PDSN FA MUST conply with the DMJ Procedure failure operation
specified in Section 5.

The PDSN FA MJST include the PKOD fromthe Access Reject

M P_Key Update_Request VSA in the M P_Key Request MP VSE sent to the
N
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4.10. Hone Agent (HA)

The HA MUST support the Verizon Wreless MP Vendor/ Organi zati on-
Speci fic Extensions (VSEs) specified in Section 9. (Note: the HA may
not encounter a DMJ M P extension if the FA strips away all
extensions after the Mbil e-Honme authentication extension.)

The HA MAY support the MP VSEs specified in Section 9 using anot her
Organi zation identifier. (Note: the HA may not encounter a DMJ M P
extension if the FA strips away all extensions after the Mbil e-Hone
aut henti cati on extension.)

The HA MUST support delivery of the MN-HA key fromthe Home RADI US
AAA server using 3GPP2 RADI US Vendor-Specific Attributes (VSA) as
specified in 3GPP2 X. S0011-005-C. The 3GPP2 VSAs used are the M\-HA
Shared Key (Vendor-Type = 58) and the MN\-HA SPI (Vendor-Type = 57).

4.11. DMJ Procedure Network Fl ow
This section provides a flow di agram and detail ed description of the

process flow i nvolving the Dynam ¢ Mbile |IP Update procedure process
within the 1S-2000 networKk.
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VN PDSN FA AAAH

I
| 1: RSA Public Key | | | RSA Private Key |
| Pre-1oaded by | | | Pre-1oaded by |
|  Manufacturer | | | Service Provider |
I

| 2: MB/BS: 1S-2000 Call Origination and Authentication |
| 3: MV PDSN FA: PPP Session Establishment |

oo >
| | 6: MP Update State|
| | is UPDATE KEYS |

I

I

I

|

| 7: Access Reject with |
| M P_Key_ Updat e_Request |
| RADI US Attri bute |
I

I

I

I

I

I

8: Registration Reply (RRP) |
with MP_Key Request MP |
Vendor / organi zati on-specific |
ext ensi on |

I
| 9: M generates | |
| M P_Key Data | |
| using tenmporary | |
| MP keys | |
___________________ |

| 10 RRQwith MP_Key Data |
| Vendor/ organi zation-specific extension
[ - - > 11: Access Request
I | w MSID
| | and M P_Key_Dat a
I
I

| RADIUS attribute

Figure 4. DMJ Procedure Flow (part 1)
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VN PDSN FA AAAH

| 12: decrypt |
| M P_Key_ Data, |
| verify M\-AAA |
| authentication |
| extension, set |
| MP Update State |
| = KEYS UPDATED |
13: Access Reject with |

AAA_Aut hent i cat or |

RADI US Attribute |

14: Registration Reply (RRP) |
with AAA Aut henticator MP |
Vendor / organi zati on-specific |
ext ensi on |

15: verify |
AAA_Aut henti cator, |
store temporary |
M P keys as |
per manent keys |

w' VSl D

| 17: verify M\AAA |
| authentication |
| extension, set |
| MP Update State |
| = KEYS VALID |

Figure 4. DMJ Procedure Flow (part 2)
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PDSN FA

AAAH

| Access Accept |
| with M\-HA key |

verify

Figure 4. DMJ Procedure Flow (part 3)

nmobi | e- hone
aut henti cati on
ext ensi on

June 2007

Each step in the Figure 4 DMJ Process is described as foll ows:

1

Carr ol

Each RSA public/private key pair
accordance wi th RFC 3447

MJUST be generat ed

Each public/private key pair

n
MUST

be assigned a unique Public Key ldentifier (PKOD) by its

creator.

If the service provider does not generate the public/private
key pair and deliver the RSA public key to the MN manufacturer

for

pre-installation in the M,

t he MN manuf acturer

MJUST

generate the RSA public/private key pair (using a 1024-bit

nodul us) and pre-|oad al
The M nmanuf act urer
in a secure manner,

key.
(decryption) key,
servi ce provider.

to the appropr

MNs with the RSA public (encryption)
MUST distribute the RSA Private

i ate

Assum ng that the cdma2000(R) 1X MN has been provisioned with
the cdma2000(R) 1X Ms initiates a call
origination and authenticates itself to the 1S 2000 networKk.

an A-key and SSD,

Upon | S-2000 aut hentication success,
MSID (e.g.,

"aut henti cat ed"

The MN and PDSN establish a PPP sessi on.

the BS sends the
MN) to the PDSN.

The MN sends a M P Registration Request (RRQ to the PDSN.
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The PDSN converts the MP RRQ into a RAD US Access Request
(ARQ nessage, includes the MSID in the ARQ and forwards the
ARQ to the Hone RADI US AAA server.

The RADI US AAA Server conpares the authenticated MID (sent
fromthe PDSN) with the MSID in its subscriber database
(associated with the NAI). |If the AAA MP Update State Field
is set to UPDATE KEYS (1), the RADIUS AAA Server rejects
Packet Data access and orders a M P key update.

The RADI US AAA Server sends an Access Reject (code = 3)
nessage to the PDSN with the M P_Key_ Updat e_Request RADI US
VSA.

The PDSN converts the Access Reject to a MP Registration
Reply (RRP) with a MP_Key_Request M P VSE and sends the RRP
to the MN.  RRP Code = 89 (Vendor Specific).

The MN sets the MN M P Update State = UPDATE KEYS. |If the MN
has no pre-generated and pre-encrypted M P_Key Data payl oad,
the MN MJUST generate the MN_AAA key, M\ HA key, Chap key,
MN_Aut henti cator, and AAA Aut henticator in accordance with RFC
4086. Except for the Public Key ldentifier, all generated

val ues MJST be encrypted using the pre-loaded RSA public
(encryption) key. The newly generated MN_AAATEMP Key and
MN_HATEMP MUST be used to cal culate the MN- AAA and Mobi | e- Homre
Aut henti cation Extensions for the current RRQ Note: the MN
MAY pre-conmpute the M P_Key Data payl oad by checki ng whet her a
payl oad exists during each MN power-up or application
initiation.

The MN sends the RRQwith MP_Key Data MP VSE to the PDSN.

The PDSN converts the RRQto a RADIUS ARQ with M P_Key Data
RADI US VSA and forwards the ARQto the home RADI US AAA Server.
The MSID is included in the ARQ

The RADI US AAA Server conpares the authenticated MID (sent
fromthe PDSN) with the MSID in its subscriber database
(associated with the NAI). [|If ©MSIDPDSN = MsI DAAA, the RAD US
AAA server, using the Public Key ldentifier, determnes the
appropriate RSA Private key and decrypts the encrypted portion
of the MP_Key_ Data payl oad. The RADI US AAA Server verifies
t he MN- AAA Aut henti cati on Extension Authenticator using the
decrypted MN_AAA key. If successful, the RADI US AAA Server
updates the subscriber profile with the decrypted M\N_AAA key,
MN_HA key, and CHAP key. The RADI US AAA Server sets the AAA
M P Update State Field to KEYS UPDATED (2).
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5.

13. The RADI US AAA Server sends an Access Reject with
AAA Aut henti cator RADIUS VSA to the PDSN.

14. The PDSN converts the Access Reject to a MP RRP with
AAA_Aut henticator MP VSE. RRP Code = 89 (Vendor Specific).

15. If AAA Authenticator MN = AAA Aut henti cat or AAA, the M assigns
MN_AAATEMP t o MN_AAA key and MN_HATEMP to MN_HA key (MN M P
Update State = KEYS VALID). Oherwi se, the MN discards the
tenmporary keys.

16. The MNinitiates a new RRQ that is converted to an ARQ by the
PDSN and forwarded to the RADI US AAA Server.

17. The RADIUS AAA Server verifies the M\-AAA Aut hentication
Extension and sets the AAA M P Update State Field to KEYS
VALID (0). The RADI US AAA Server sends an Access Accept to
t he PDSN FA.

18. The PDSN FA sends the RRQ to the Home Agent (HA).

19. The HA sends an Access Request to the RADI US AAA Server. The
RADI US AAA Server sends an Access Accept to the HA with the
MN_HA key. The HA verifies the Mbile-Hone Authentication
Ext ensi on using the MN_HA key.

20. The HA sends an RRP to the PDSN FA, which forwards the RRP to
the MN\. RRP Code = 0 (Success).

DWMJ Procedure Failure Qperation

To inprove the robustness of the DMJ Procedure to account for
interruptions due to UDP nessage | oss, RRQ retransm ssion, or M\
failure, the RADI US AAA Server MJST maintain a MP Update State
Field, for each subscription, in one of three states (0 = KEYS VALI D,
1 = UPDATE KEYS, 2 = KEYS UPDATED).
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MN PDSN FA AAAH HA
________________ | e
| M state = | | | AAAH state = |
| KEYS VALID | | | UPDATE KEYS |
________________ | e
| (A RRQ I I
EEEEEEEEEEEEES > ARQ |
| R >
I

________________ |
| M state = | |
| UPDATE KEYS | |

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
| AAAH state = | |
| KEYS UPDATED | |
I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

(D) RRP (AAA_Auth) |<--------monn- |

S I I

---------------- I I

| M state = | | |

| KEYS VALI D | | |

---------------- I I
| RRQ I I
| === - > ARQ I
I | === - - >|
I | e
| | | AAAH state = |
| | | KEYS VALI D |
I | e
I I AA |
I | <------om----- | RRQ
I | =mmmmmm s >
I I I ARQ
I I | <----mmmmmeee I
I I |  AA I
| | |- >
| | RRP |
| | RRP |<---------------- |
R |
i

I
gure 5. DMJ Failure Call Flow with MN and AAA States
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Each step in Figure 5 is described as foll ows:

1. If (A is lost, the W retransmts (A). The RADIUS AAA server
expects (A). |If the AAA server is in the UPDATE KEYS st at e,
the RADI US AAA Server sends AR with M P_Key_ Updat e_Request VSA,
and the PDSN FA sends (B).

2. If (B) is lost, the MNretransmts (A). The RADIUS AAA server
expects (C). If it receives (A), the RADIUS AAA Server sends
AR with M P_Key_Updat e_Request VSA, and the PDSN FA retransmits

(B).

3. If (O is lost, the mobile retransmts (C). The RAD US AAA
server expects (C) and updates the M P keys appropriately. The
RADI US AAA server transitions to KEYS UPDATED and commits the
M P_Key Data. The RADI US AAA Server sends the AR with
AAA Aut henticator VSA, and the PDSN FA replies to the MN with

(D).

4. If (D) is lost, the nobile retransnits (C) using the sane key
data sent previously. The RADIUS AAA server expects (A) using
t he same keys.

a. If the RADIUS AAA server receives (C) with the sane keys it
received previously, it retransmts the AR with
AAA_Aut henticator VSA and the PDSN replies with (D),
contai ning the AAA Aut henti cator.

b. If the RADIUS AAA server receives (C) with different keys
than it received previously, the RAD US AAA Server sends AR
with MP_Key_Update_Request VSA, the PDSN FA retransm ts
(B), and the RADI US AAA server transitions to UPDATE KEYS.

c. If the RADIUS AAA server receives (A), which fails
aut hentication using the keys sent in (C), the RADI US AAA
Server sends AR with M P_Key Updat e _Request, the PDSN FA
retransmts (B), and the RADIUS AAA server transitions to
UPDATE KEYS.

5. Once the PDSN FA receives (A), forwards the ARQ to the RADI US
AAA server, and the M\-AAA Authenticator is verified using the
MN_AAA key, the RADIUS AAA Server transitions to the KEYS VALID
state and the DMJ process is conpl ete.
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The AAA DMJ state machine is described in Figure 6.

| Auth success using -------------- Need Key |
| M P_Key Data Updat e |
I I
| Auth failed (invalid keys) |
| or RRQwith different MP_Key_Data |
LR LR I
I I I I
| | \Y; v
| KEYS UPDATED | | UPDATE KEYS |
R A A B
I | I
RRQ wi th same Got M P_Key_Dat a

M P_Key Data
Figure 6. RADI US AAA Server DMJ State Machine
6. c¢dnma2000(R) HRPD/ 1xEV- DO Support

Because the DMJ Procedure occurs at the IP Layer, the DMJ Procedure
supports MP key distribution in either the cdma2000(R) 1X or

HRPLY 1XEV- DO net wor k. Because the cdma2000(R) HRPD/ 1xEV- DO net wor k
does not provide Radi o Access Network (RAN) authentication, the DWMJ
Procedure is nore susceptible to a false MN attack (than in an
cdma2000(R) 1X network with Cellular Authentication and Voice
Encrypti on (CAVE) RAN authentication). For this reason, the DMJ
Procedure has the capability to optionally support device-to-network
aut hentication using the M\ _Aut henti cator.

The met hod of MN_Aut henticator delivery to the RAD US AAA server is
out side the scope of this docunent, allow ng service providers the
flexibility to determne the nost efficient/least intrusive procedure
to support MN authentication during the DMJ Procedure.

6.1. RADI US AAA Support
The RADI US AAA server MJST support three MN_Aut henticator options:
1. Ignore M\ _Authenti cator

Dependi ng on other potential authentication/fraud prevention
options (outside the scope of the DMJ Procedure), the RADI US AAA
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Server MJUST have the capability to ignore the MN_Authenticator.
For exanpl e, when the RADI US AAA Server decrypts the M P_Key Data
payl oad, the AAA Server silently discards the MN_Authenticator.

2. Pre-Update Validation

Prior to updating a subscription profile with the delivered MP
keys, the RADI US AAA Server MJST conpare the MN_Aut henti cator WN
(delivered via the encrypted MP_Key_ Data payl oad) with the
MN_Aut hent i cat or AAA (possi bly delivered via the service provider
custoner care or billing/provisioning systen).

3. Post-Update Validation

After the DMJ Procedure is conplete, the RADI US AAA Server stores
the delivered MN_AuthenticatorMN and waits for delivery of the
MN_Aut henti cat or AAA (via Custoner Care, interactive voice response
(I'VR), or sone other unspecified process). Once the

MN_Aut henticator is delivered to the RADIUS AAA Server, the AAA
MUST conpare the MN_Aut henticator MN (delivered via the encrypted
M P_Key Data payload) with the MN_AuthenticatorAAA.  If the

Aut henti cators nmatch, the RADI US AAA Server authorizes access and
final update of the MP keys.

6.2. WN Support
The Mobile Node (MN) MJUST store the 24-bit M\ _Aut henticator.

The MN MUST display the MN _Authenticator as an 8 decimal digit nunber
(via LCD display on a handset or via a GJ for a nodemj. |If the M
resides within a handset, the user MAY display the M\ _Aut henti cator
using the foll owi ng keypad sequence: "FCN + * +* + M+ | + P +
RCL". Oherwi se, the MN MUST di splay the MN _Aut henticator via the
device's GU .

The MN MUST have the capability to reset the MN Authenticator. In

ot her words, the MN MJUST have the capability to random y/ pseudo-
randomy generate a new 24-bit M\ _Aut henticator upon user comand, in
accordance with RFC 4086. The reset feature mtigates possible

conmproni se of the MN_Authenticator during shipnent/storage. If the
MN resides within a handset, the user MAY reset the MN_Aut henti cator
using the foll owi ng keypad sequence: "FCN+ * +* + M+ | + P+ C +

C+ RCL". Oherwise, the MN MIUST reset the MN Authenticator via the
device's GU .

The MN manufacturer MAY pre-load the MN with the MN_Aut henticator.

For exanpl e, by pre-loading the M\ Authenticator and affixing a
sticker with the MN_Authenticator (8 decimal digit representation) to
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the MN (e.g., noden), the point-of-sale representative does not have
to retrieve the MN _Authenticator fromthe MN interface.

[Optional] The MN MAY naintain a separate primary and secondary queue
of MN_Aut henticator/M P_Key Data Payl oad pairs. Wen the M user
resets the primary M\ _Aut henticator, the MN discards the primary
MN_Aut henti cator (and any associ ated M P_Key Data Payl oad) and
assigns the MN Authenticator in the secondary queue as the primry
IMN_Aut henti cator (and assigns any associ ated M P_Key Data Payl oads to
the primary queue). This feature enables the user/provisioner to
reset the MN Authenticator and imediately initiate the DMJ procedure
wi thout losing the MP_Key Data Payl oad pre-encryption advant age.
Upon MN_Aut henticator transfer fromthe secondary to primary queue,
the MN MUST generate a new MN_Aut henticator and associ at ed

M P_Key Data Payl oad for the secondary queue. The MN MJUST check both
the prinmary and secondary MN_Aut henticator/M P_Key Data Payl oad
gueues upon power-up or application initiation. The MN MJST naintain
at | east one MN_Aut henticator/M P_Key_ Data Payl oad pair in each
queue.

6.3. Informative: M\ _Authenticator Support

IMN aut hentication using the MN_Aut henticator gives the service
provider the maximumflexibility in determ ning how to deliver the
MN_Aut henticator to the RAD US AAA Server. The nethod of

IMN_Aut henti cator delivery is outside the scope of this docunent.

However, to provide sonme context as to how the MN_Aut henticator nay
support M\ aut hentication/fraud prevention in the HRPD/ 1xEV- DO
environnent, we describe the follow ng possible provisioning
scenari o.

When a subscriber initially acquires their HRPD/ 1XEV- DO devi ce and
service, the point-of-sale representative records the subscription
information into the billing/provision systemvia a conputer termna
at the point-of-sale. The billing/provisioning systemdelivers
certain information to the RADIUS AAA Server (e.g., NAI, NMSID,

El ectronic Serial Number (ESN)) including the MN_Authenticator, which
the point-of-sale representative retrieves via the MN device's
display. 1In the case of a nodem the manufacturer may have pre-

| oaded the MN_Aut henticator and placed a copy of the MN_Aut henti cator
on a sticker attached to the nbodem The point-of-sale representative
sinply copies the 8 decimal digit value of the MN_Authenticator into
the customer profile. Once the MNis |oaded with the proper NAl and
powered-up, the MNinitiates the DMJ Procedure with the RAD US AAA
Server. The RADIUS AAA Server conpares the M\-delivered

MN_Aut henticator with the billing-systemdelivered MN_Authenticator.
If the authenticators nmatch, the RADIUS AAA Server updates the
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subscriber profile with the delivered MP keys and authori zes
service. |If the Post-Update option is enabled within the RAD US AAA
Server, the RADI US AAA Server tentatively updates the subscription
profile until it receives the MN_Authenticator via the

bi |l I'i ng/ provision system

As anot her option, the service provider MAY use an | VR systemin
whi ch the HRPD/ 1xEV- DO subscri ber calls a provisioning nunber and
i nputs the MN_Authenticator. The IVR systemthen delivers the
MN_Aut henticator to the RADIUS AAA Server for final validation and
Packet Data Access.

7. Security Considerations

The DMJ Procedure is designed to naximze the efficiency of MP key
distribution while providing adequate key distribution security. The
foll owing provides a description of potential security
vulnerabilities and their relative risk to the DMJ Procedure:

7.1. Cryptographic Key CGeneration by the M

Because the MN is required to properly generate the MN_AAA, M\ _HA,
and CHAP key, the MN nust perform cryptographic key generation in
accordance with accepted random pseudo-random nunber generation
procedures. M manufacturers MJST conply with RFC 4086 [12]

gui del i nes, and service providers SHOULD ensure that manufacturers

i npl emrent accept abl e key generation procedures. The use of

predi ct abl e cryptographic keys could be devastating to MP security.
However, the risk of not using acceptabl e randoni pseudo-random key
generation is mnimal as |long as MN manufacturers adhere to RFC 4086
guidelines. Furthernore, if a key generation flawis identified, the
fl aw appears readily correctable via a software patch, mninmzing the

i mpact .
7.2. Man-in-the-Mddle Attack

The DMJ procedure is susceptible to a Man-in-the-Mddle (MTM
attack; however, such an attack appears relatively conpl ex and
expensive. Wen Authentication and Key Agreenent (AKA) is depl oyed
within cdma2000(R) 1X, the MTM Attack will be elimnated. The risk
of an MTM Attack is nmininmal due to required expertise, attack
expense, and inpendi ng cdnma2000(R) 1X mutual authentication
protection. |If a particular cdma2000(R) 1X network does not support
A-key authentication, the MN_Authenticator MAY optionally be used.
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7.3. RSA Private Key Conprom se

Because one RSA Private key may be associated with nillions of MN\s
(RSA public key), it is inportant to protect the RSA Private key from
di scl osure to unauthorized parties. If a MN manufacturer is
generating the RSA public/private key pair, the MN manufacturer MJST
establ i sh adequate security procedures/policies regarding the

di ssem nation of the RSA Private key to the appropriate service
provider. An RSA Private key SHOULD be distributed to a legitimte
cdma2000(R) service provider only. |If a service provider is
generating their own RSA public/private key pair, the service

provi der MJST protect the RSA Private key from di sclosure to

unaut hori zed parties.

7.4. RSA Encryption

Several vulnerabilities have been identified in certain
i npl ement ati ons of RSA; however, they do not appear applicable to the
DMJ Pr ocedure.

7.5. Fal se Base Station/PDSN

The MN appears to be protected against a fal se BS deni al -of -service
(DCOs) attack, since only the proper RAD US AAA server can recover the
AAA Aut henticator. This nmethod of preventing a fal se base station
attack assunmes security of the network nessagi ng between the AAA and
the serving system as discussed in Section 7.9.

7.6. c¢dnma2000(R) 1X Fal se WN

The ¢cdma2000(R) 1X network appears adequately protected against a
fal se MN by |S-2000 chal | enge-response aut hentication. If DMJis
used outside the cellular domain, equival ent authentication
procedures are required for the same |evel of security.

7.7. HRPD 1xEV-DO Fal se MN

The 1xXEV-DO RADI US AAA Server MAY optionally authenticate the W
usi ng the MN_ Authenticator to prevent a fraudul ent MN activation

\l

.8. Key Lifetines
There is no explicit lifetime for the keys distributed by DMJU
The lifetime of the keys distributed by DMJ i s deterni ned by the

system operator through the RADI US AAA server. The MN_AAA and MN_HA
key lifetines can be controlled by initiating an update as needed.
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Furthernmore, the DMJ process is protected against false initiation
because the MN cannot initiate DMJ. This nakes it unworkable to
provide an explicit lifetime to the MN, since the MN cannot take any
action to renew the keys after expiration.

7.9. Network Message Security

The security of the M\-HA keys delivered fromthe RADI US AAA server
to the MP hone agent requires confidentiality for network nmessages
cont ai ni ng such keys. The specification of security requirenents for
network nessages is the responsibility of the operator, and is

outsi de the scope of this docunent. (Note that similar considerations
apply to the distribution of Shared Secret Data, which is already
transmtted between nodes in the ANSI-41 network.)

If DMJ is used outside the domain of a cellular operator, RAD US
security features MAY be used, including the Request-Authenticator
and Response-Authenticator fields defined in [4] and the Message-
Aut henticator attribute defined in [13].

8. Verizon Wreless RADIUS Attri butes

Three new RADI US Attributes are required to support the DMJ Procedure
and are specified as foll ows:

Type: 26
Length: >9
Verizon Wreless Enterprise/Vendor ID 12951

M P_Key Updat e_Request:

The Honme RADI US AAA Server includes this attribute to indicate that
M P key update is required.

Vendor - Type =
Vendor - Lengt h 3 bytes
Vendor - Val ue = PKO D of the RAD US AAA Server

1

M P_Key_ Dat a:

Key data payl oad contai ning the encrypted MN_AAA key, M\ HA key, CHAP
key, M\ _Aut henticator, and AAA Authenticator. This payload al so
contains the Public Key Identifier.

Vendor - Type

=2
Vendor - Length =

134 bytes
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NOTE: Vendor-Length depends on the size of the RSA nodul us. For
exanmpl e, when RSA-512 is used, Vendor-Length = 70 bytes.

Vendor - Val ue = 128 byte RSA encryption payl oad (when 1024-bit RSA
used), which contains encrypted MN_AAA key, MN HA key, CHAP
key, M\ _Aut henticator, and AAA Aut henti cator.

The four (4) byte Public Key ldentifier is concatenated to the
encrypt ed payl oad.

AAA Aut henti cat or:

The 64-bit AAA Aut henticator val ue decrypted by the Hone RADI US AAA
Server.

Vendor - Type =

Vendor - Lengt h 10 bytes

Vendor - Val ue = decrypted AAA Aut henticator from Hone RADI US AAA
Server.

3

Public Key Invalid:

The hone RADI US AAA Server includes this attribute to indicate that
the public key used by the MN is not valid.

Vendor - Type =
Vendor - Lengt h 2 bytes
Vendor - Val ue = none.

4

Note: An Organi zation may define RADI US VSAs using its own
Organi zation identifier.

9. Verizon Wreless Mbile | P Extensions
Three Verizon Wrel ess Mbile I P Vendor/ Organi zati on-Specific
Ext ensi ons (VSEs) (RFC 3115), required to support the DMJ Procedure,
are specified as foll ows:
Type: 38 ( CVSE- TYPE- NUMBER)
Verizon Wreless Vendor ID 12951 (high-order octet is 0 and | ow

order octets are the SM Network Managenent Private Enterprise Code
of the Vendor in the network byte order, as defined by | ANA).
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Figure 7. Critical Vendor/ O ganization-Specific Extension

M P_Key_ Request:

The Honme RADI US AAA Server includes this extension to indicate that
M P key update is required.

Length = 7

NOTE: The RFC 3115 Editor has stated that the Reserved field is
not included in the | ength determ nation.

Vendor - CVSE- Type = 1

Vendor - CVSE-Val ue = PKO D sent in the RADI US
M P_Key Updat e_Request attribute.

M P_Key_ Dat a:

Key data payl oad contai ni ng encrypted MN_AAA key, MN_HA key, CHAP
key, M\ _Aut henticator, and AAA Authenticator. This payload al so
contains the Public Key Identifier.

Length = 138

NOTE: Length depends on the size of the RSA nodulus. For exanple,
when RSA-512 is used, Length = 74 bytes.

Vendor - CVSE- Type = 2

Vendor - CVSE- Val ue = 128 byte RSA encryption payl oad (when 1024-bit
RSA used) which contains encrypted MN_AAA key, M\ HA key, CHAP
key, M\ _Aut henticator, and AAA Aut henti cator.

The four (4) byte Public Key ldentifier and DMWV i s concat enat ed
to the encrypted payl oad.

AAA Aut henti cat or:

The 64-bit AAA Aut henticator val ue decrypted by the Hone RADI US AAA
Server.
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10.

Length = 14 bytes

Vendor - CVSE- Type = 3

Vendor - CVSE- Val ue = decrypted AAA Authenticator fromthe Hone
RADI US AAA Server.

Public Key Invalid:

The Honme RADI US AAA Server includes this extension to indicate that
the public key used by the MN is not valid.

Length = 6 bytes
Vendor - CVSE- Type = 4
Vendor - CVSE- Val ue = none.

Note: An Organization may define VSEs using their own O ganization
identifier.

Public Key ldentifier and DMJ Version

The Public Key Identifier (Pub_Key ID) is used during the Dynanic
Mobile I P Update (DMJ) procedure to allow the RADI US AAA Server to
di stingui sh between different public keys (which may be assigned by
di fferent manufacturers, service providers, or other organizations).
The Public Key Identifier consists of the PKOD, PKO, PK Identifier
and ATV fields. The DMJ Version field enabl es subsequent revisions
of the DMJ procedure.

| PKOD | PKO | PK_Expansion | ATV | DMW |

0 7 8 15 16 23 24 27 28 31
Figure 8. Public Key ldentifier and DMWNV

Each Public Key Organization (PKO MJST be assigned a Public Key
Organi zation ldentifier (PKOD) to enable the RADI US AAA Server to
di stingui sh between different public keys created by different PKGCs
(see Table 1).

If a service provider does not provide the MN manufacturer with a
(RSA) public key, the manufacturer MJST generate a uni que RSA
Public/Private key pair and pre-load each MN with the RSA public key
(1024-bit nodulus by default). The manufacturer MAY share the sane
RSA Private key with nmultiple service providers as |ong as reasonabl e
security procedures are established and maintai ned (by the

manuf acturer) to prevent disclosure of the RSA Private (decryption)
key to an unauthorized party.
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The Public Key Organization Index (PKO) is an 8-bit field whose
value is defined at the discretion of the PKO For exanple, a device
manuf acturer MAY increnentally assign a new PKO for each
Public/Private key pair when the pair is created.

The PK Expansion field enabl es support for additional PKGCs or
expansi on of the PKO .

The DMJ Version field allows for DVMJ Procedure version identification
(see Table 2).

The Al gorithm Type and Version (ATV) field allows for identification
of the public key algorithmand version used (see Table 3).
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Table 1. Public Key Organi zation lIdentification Table

PKO D Publ i c Key PKO D Publ i c Key
( HEX) Or gani zati on ( PKO ( HEX) Or gani zati on ( PKO)
00 RESERVED 40 Sanyo Fi sher Conpany
01 RESERVED 41 Sharp Laboratories of
Anmerica
02 RESERVED 42 Sierra Wreless, Inc.
03 RESERVED 43 Sony El ectronics
04 RESERVED 44 Synertek, Inc.
05 RESERVED 45 Tanti vy Communi cati ons,
I nc.
06 RESERVED 46 Tel | us Technol ogy, Inc.
07 RESERVED 47 Werify Wreless, Inc.
08 RESERVED 48 Airbiquity
09 RESERVED 49 ArrayConm
0A Verizon Wrel ess 4A Celletra Ltd.
0B AAPT Ltd. 4B Cl BERNET Cor porati on
oC ALLTEL Contruni cati ons 4C CommAér ks Cor por ati on,
a 3Com Conpany
0D Angol a Tel ecom 4D Conpaqgq Conput er
Cor poration
OE Bell Mobility 4E ETRI
OF Bel | Sout h I nternational 4F d enayre El ectronics
I nc.
10 Chi na Uni com 50 GTRAN, Inc.
11 KDDI Cor por ati on 51 Logi ca
12 H machal Futuristic 52 LSl Logic
Conmuni cations Ltd.
13 Hut chi son Tel ecom (HK), 53 Met apat h Sof t war e
Ltd. International, Inc.
14 | USACELL 54 Met awave Communi cati ons
15 Komuni kasi Sel ul ar 55 Openwave Systens |nc.
I ndonesi a (Konsel i ndo)
16 Korea Tel ecom Freetel, 56 Par ker Vi si on, |nc.
I nc.
17 Leap 57 QUALCOW I nc.
18 LG Tel ecom Ltd. 58 Qui ckSi | ver Technol ogi es
19 Mahanagar Tel ephone Nigam 59 Research Institute of
Limted (MINL) Tel ecommuni cati on
Transmi ssion, MI (RITT)
1A Next el Contuni cati ons, 5A Scherma, Ltd.
I nc.
1B Oper adora UNEFON SA de Cv 5B Schl unber ger Senma
1C Paci fi ¢ Bangl adesh 5C ScoreBoard, Inc.
Tel ecom Lim ted
1D Pegaso PCS, S.A. DE C V. 5D Si gnal Soft Cor p.
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PKO D
(HEX)

28
29
2A
2B
2C
2D
2E
2F
30
31
32
33
34
35
36
37
38
39
3A

3B
3C

Carroll & Quick
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Publ i c Key

Or gani zati on ( PKO

Pel e- Phone

Conmuni cati ons Ltd.
Qnest

Rel i ance | nfocom Linited
Shi nsegi Tel ecomm | nc.
Shyam Tel el ink Limted
SK Tel ecom

Sprint PCS

Tata Tel eservices Ltd.
Tel ecom Mbbile Limted

Tel stra Corporation
Limted

Telus Mobility Cellular,
I nc.

US Cel | ul ar

3G Cel l ul ar

Acer Conmuni cation &

Mul timedia | nc.

A rPrinme, |Inc.

Al pi ne El ectronics, Inc.
Audi ovox Conmuni cati ons
Cor poration

DENSO W r el ess

Di trans Corporation

Fujitsu Network
Communi cati on, |nc.
Gempl us Cor por ati on
G ga Tel ecom I nc.
Hyundai CURI TEL, I nc.

I nnovl Cs Corp

Kyocera Corporation

LG El ectronics, |nc.

Li nkAi r Conmuni cati ons,
I nc.

Mot orol a, Inc.

Noki a Cor poration
Novatel Wreless, Inc.
OKI Networ k Technol ogi es

PKO D
(HEX)

5F
60
61
62
63
64
65
66

67
68
69
6A
6B
6C
6D
6E
6F
70
71
72
73
74
75
76
77
78
79
7A

7B
7C
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Publ i c Key

Or gani zati on ( PKO)
Smart Serv Onli ne,

I nc.

TDK Cor porati on

Texas I nstrunents
Wherify Wreless, Inc.
Act er na

Anritsu Conpany

Eri csson

Grayson Wrel ess

Li nkAi r Communi cati ons,
I nc.
Racal |nstrunents
Rohde & Schwar z

Spi rent Communi cati ons
Wlltech, Inc.
Wrel ess Test Systens

Al rvana, |nc.
COM DEV W el ess
Conduct us, Inc.

A enayre El ectronics

I nc.

H tachi Tel ecom (USA),
I nc.
Hyundai Syscomm I nc.

| SCO

LG El ectronics, Inc.

Li nkAi r Comuni cati ons,
I nc.

Lucent Technol ogi es,

I nc.

Mtorola C G

Nortel Networks

Repeat er Technol ogi es

Sanmsung El ectronics Co.,
Lt d.

St arent Net wor ks

Tahoe Networ ks, |nc.
Tanti vy Communi cati ons,

I nc.
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PKO D Publ i c Key PKO D Publ i c Key
( HEX) Or gani zati on ( PKO ( HEX) Or gani zati on ( PKO)
3D Pi xo 7D Wat er Cove Net wor ks
3E Research In Mtion 7E W nphoria Networks, Inc.
3F Sansung El ectronics 7F ZTE Cor porati on
Co., Ltd.
Note: 80 through FF will be assigned by the PKO D admi ni strator

11.

Carr ol

(Verizion Wreless).

Table 2. DMJ Version

DMJ Ver si on DMJ Ver si on
Val ue

00 RFC 4784

01 Reserved

02 Reserved

03 Reserved

04 Reserved

05 Reserved

06 Reserved

07 Cl eart ext Mbde

Table 3. Algorithm Type and Version

ATV Public Key Al gorithm

Val ue Type and Versi on

00 Reserved

01 RSA - 1024

02 RSA - 768

03 RSA - 2048

04 Reserved

05 Reserved

06 Reserved

07 Reserved

Concl usi on

The Dynamic Mbile | P Key Update (DMJ) Procedure enabl es the
efficient, yet secure, delivery of critical Mbile IP cryptographic
keys. The use of cryptographic keys (and hence, the bootstrapping of
such M P keys using the DMJ Procedure) is essential to commercia
delivery of Mobile I P service in cdna2000 1xRTT and HRPD/ 1xEV- DO
networks or other networks that utilize Mbile |IP.
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Appendi x A: O eartext-Mde Operation
DMJ supports a cleartext node for devel opment testing where DMV = 7.
The M P_Key_Data payload will assunme the sane size as if RSA 1024-bit
encryption were applied to the payload. |In this node, the
M P_Key Data RADI US Attribute and M P Vendor Specific Extension wll
be 134 bytes and 138 bytes in length, respectively. Thus, in
cl eartext node, the payl oad MJUST consist of 48 bytes of keys (M _AAA
MN_HA, and CHAP key), 8-byte AAA Authenticator, 3-byte
MN_Aut henticator. The next 69 bytes will be padded with "0" bits.

M P_Key Data = MN_AAAH key, MN HA key, CHAP_key, M\ Aut henti cator,
AAA Aut henticator, Padding (69 bytes), Public_Key ID, DMWN

Wher e:
MN_AAA key = 128-bit random MN / RADI US AAA Server Kkey.
MN_HA key = 128-bit random MN / Honme Agent (HA) key.
CHAP_key = 128-bit random Sinple | P authentication key.
MN_Aut henticator = 24-bit random nunber.

AAA_Aut henticator = 64-bit random nunber used by MN to
aut henti cate the RAD US AAA Server.

Paddi ng = 69 bytes of 0’'s.
DMJ Version (DMWV) = 4-bit identifier of DMJ version.
Public Key Identifier (Pub _Key ID) = PKO D, PKO, PK Expansion, ATV
Wher e:
Public Key Organi zation ldentifier (PKOD) = 8-bit serial nunber
identifier of the Public Key Organization (PKO that created
t he Public Key.
Public Key Organization Index (PKO) = 8-bit serial nunber used at
PKO di scretion to distinguish different Public/Private key

pairs.

PK_Expansion = 8-bit field to enabl e possible expansion of PKO D
or PKO fields. (Note: Default value = OxFF)

Al gorithm Type and Version (ATV) = 4-bit identifier of the
al gorithm used.

Carroll & Quick I nf or mat i onal [ Page 43]



RFC 4784 Dynamic MP Key Update June 2007

Aut hor s’ Addresses

Chri stopher Carroll*
Ropes & Gray LLP

Fish & Neave I P G oup
One International Place
Bost on, MA 02110

Phone: 617-951-7756
EMai | : Christopher. Carrol | @opesgray. com

* This docunent was devel oped while at Verizon Wreless.
Frank Quick

Qual comm | ncor por at ed

5775 Morehouse Drive

San Di ego, CA 92121 USA

Phone: 858-658-3608
EMai | : fqui ck@ual comm com

Carroll & Quick | nf or mat i onal [ Page 44]



RFC 4784 Dynamic MP Key Update June 2007

Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78 and at www. rfc-editor.org/copyright.htm, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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