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Abstract
Thi s docunent registers the Enunservice type "pstn" and subtype "tel"
using the URI scheme 'tel’, as well as the subtype "sip" using the
URI schene 'sip’ as per the I ANA registration process defined in the
ENUM speci fication, RFC 3761. This Enunmservice is used to facilitate

the routing of telephone calls in those countries where nunber
portability exists.
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1

| nt roducti on

ENUM (E. 164 Nunmber Mapping, RFC 3761 [1]) is a technol ogy that
transfornms E. 164 nunbers (The International Public Tel ecommuni cation
Nunbering Plan, | TU T Recommendation E. 164 [2]) into domain nanes and
then uses DNS (Domain Nane System RFC 1034 [3]) del egation through
NS records and NAPTR records (Dynanic Del egati on Di scovery System
(DDDS) Part Three: The Donai n Name System (DNS) Database, RFC 3403
[4]) to look up what services are available for a specific domain
name.

Thi s docunent registers Enunservices according to the guidelines
given in RFC 3761 [1] to be used for provisioning in the services
field of a NAPTR [4] resource record to indicate the types of
functionality associated with an end point and/or tel ephone nunber.
The registration is defined within the DDDS (Dynam ¢ Del egati on

Di scovery System [4][5][6][7][8]) hierarchy, for use with the "E2U"
DDDS Application defined in RFC 3761

Nunber Portability allows tel ephone subscribers to keep their

t el ephone nunbers when they change service providers, nobve to a new

| ocation, or change the subscribed services [14]. |In many countries,
such as the United States and Canada, the functions of nam ng and
addressing on the Public Sw tched Tel ephone Network (PSTN) have been
abstracted. |In the case of a ported nunber, the dialed nunber is not
directly routable on the PSTN and nust be translated into a routing
nunber for call conpletion. Oher nunbers, which are not ported, and
whi ch can be routed directly on the PSTN based on the dial ed nunber,
are typically assigned to carriers and other entities in |large bl ocks
or pools. Nunber Portability and ot her nunbering information are
distributed in a variety of nmethods and formats around the worl d.

The Enunservi ces described here could enable service providers to

pl ace ported numbers, pool ed nunbers, and bl ocks of nunmbers and their
associ ated PSTN contact information, into externally available or
highly locally cached ENUM dat abases. This, in turn, could enable
such parties to consolidate all tel ephone nunber |ookups in their
networks into a single ENUM | ookup, thereby sinplifying call routing
and network operations, which would then result in either an on-net
(I P-based) response or an off-net (PSTN based) response.

The followi ng Enunservice is registered with this docunent: "pstn" to
i ndicate PSTN routing data, including nunber portability data, non-
ported tel ephone nunber data (individually or in nunber blocks), and
other PSTN-oriented data that is associated with E. 164 tel ephone
nunbers. The purpose of this Enunservice is to provide routing

i nformati on for tel ephone nunbers that do not designate an endpoi nt
resident on the public Internet or a private/peered |Internet Protocol
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(IP) network. Thus, these are nunbers that are only routable via the
traditional PSTN, even if the call originates froman |IP network.

The URIs returned in this service may use the TEL URl paraneters
defined in RFC 4694 [10], and inplenentations nmust be prepared to
accept them

The service paraneters defined in RFC 3761 indicate that a "type" and
a "subtype" nmay be specified. Wthin this set of specifications, the
convention is assuned that the "type" (being the nore generic termn
defines the service and the "subtype" defines the URI schene.

When only one URI schene is associated with a given service, it
shoul d be assuned that an additional URI scheme to be used with this
service may be added at a later time. Thus, the subtype is needed to
identify the specific Enunservice intended.

2. Distribution of Data

The distribution of nunmber portability data is often highly
restricted, either by contract or regulation of a National Regul atory
Authority (NRA); therefore, NAPTR records specified herein may or may
not be part of the el64.arpa DNS tree.

The authors believe that it is more likely that these records will be
distributed on a purely private basis. Distribution of this NAPTR
data could be either (a) on a private basis (within a service
provider’s internal network, or on a private basis between one or
nore parties using a variety of security mechani sns to prohibit
general public access), (b) openly available or, (c) distributed by
the rel evant nunber portability organization or other industry

organi zation, but possibly on a national basis and subject to or in
accordance with national regulatory policy.

I f such data were distributed nationally, the national telephone
nunbering authority, or some other regulatory body or nunbering
organi zation, may have jurisdiction. Such a body may choose to
restrict distribution of the data in such a way that it may not pass
over that country’s national borders.
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3. ENUM Service Registration for PSTN
3.1. ENUM Service Registration for PSTN with Subtype "tel"
Enunservi ce Nanme: "pstn"

Enunservi ce Type: "pstn"

Enunservi ce Subtype: "te

URI Schene: ’'tel:’

Functi onal Specification:

These Enunservices indicate that the renote resource identified can
be addressed by the associated URI scheme in order to initiate a

t el ecomuni cati on session, which may include two-way voi ce or other
conmuni cations, to the PSTN. These URI's may contai n nunber
portability data as specified in RFC 4694 [10].

Security Considerations: See Section 7.

I nt ended Usage: COMVON

Aut hor s:

Jason Livingood (jason_livingood@abl e.contast. con
Ri chard Shockey (richard. shockey@eustar. bi z)

Any ot her information the author deens interesting:

A Nurber Portability Dip Indicator (npdi) should be used in practice
(see exanpl es below in Section 4).

3.2. ENUM Service Registration for PSTN with Subtype "sip"
Enunservi ce Nane: "pstn"

Enunservi ce Type: "pstn"

Enunservi ce Subtype: "sip

URI Schene: ’sip:
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Functi onal Specification:

These Enunservices indicate that the renbpte resource identified can
be addressed by the associated URI scheme in order to initiate a

t el ecomuni cati on session, which may include two-way voi ce or other
comuni cations, to the PSTN.

Security Considerations: See Section 7.
I nt ended Usage: COMVON
Aut hor s:

Jason Livingood (jason_livingood@abl e.contast. con
Ri chard Shockey (richard. shockey@eustar. bi z)

Any other information the author deens interesting:

A Nurber Portability Dip Indicator (npdi) should be used in practice
(see exanpl es below in Section 4).

4. Exanpl es

The foll ow ng sub-sections docunment several exanples for illustrative
purposes. These exanples shall in no way |limt the various forns
that this Enunservice nay take.

4.1. Exanple of a Ported Nunmber, Using a "tel’ URI Schene

$ORIAN 3.2.1.0.5.5.5.5.1.2. 1. el64. arpa
NAPTR 10 100 "u" "E2U+tpstn:tel "
"IA *$ltel : +1-215-555-0123; npdi ; rn=+1- 215- 555-0199! ".

In this exanple, a Routing Number (rn) and a Nunber Portability Dip
I ndi cator (npdi) are used as shown in RFC 4694 [10]. The ' npdi
field is included in order to prevent subsequent |ookups in |egacy-
styl e PSTN dat abases.

4.2. Exanple of a Ported Nunber, Using a 'sip’ UR Schene

$ORIAN 3.2.1.0.5.5.5.5.1.2. 1. el64. arpa

NAPTR 10 100 "u" "E2U+pstn: sip"

"IAC*$lsiop: +1- 215-555-0123; npdi ; rn=+1- 215- 555- 0199
@w. exanpl e. com user =phone! ".

In this exanple, a Routing Number (rn) and a Nunber Portability Dip

I ndi cator (npdi) are used as shown in RFC 4694 [10]. The ’'npdi
field is included in order to prevent subsequent |ookups in |egacy-
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styl e PSTN dat abases. The nethod of conversion froma tel to a SIP
URI is as denonstrated in RFC 3261, Section 19.1.6 [11], as well as
in RFC 4694, Section 6 [10].

4.3. Exanple of a Non-Ported Nunmber, Using a 'tel’ UR Schene

$ORIAN 3.2.1.0.5.5.5.5.1.2. 1. el64. arpa
NAPTR 10 100 "u" "E2U+tpstn:tel "
"IA *$ltel r +1-215-555-0123; npdi ! ".

In this exanple, a Nunber Portability Dip Indicator (npdi) is used
[10]. The 'npdi’ field is included in order to prevent subsequent
| ookups in | egacy-style PSTN dat abases.

4.4. Exanple of a Non-Ported Nunber, Using a 'sip’ URl Schene

$ORIAN 3.2.1.0.5.5.5.5.1.2. 1. el64. arpa
NAPTR 10 100 "u" "E2U+pstn: sip"
"IN *$lsiop: +1- 215-555-0123; npdi @w. exanpl e. com user =phone! ".

In this exanple, a Nunber Portability Dip Indicator (npdi) is used
[10]. The 'npdi’ field is included in order to prevent subsequent
| ookups in | egacy-style PSTN databases. The nmethod of conversion
froma tel to a SIP URI is as denobnstrated in RFC 3261, Section
19.1.6 [11], as well as in RFC 4694, Section 6 [10].

4.5. Exanple Using a Regul ar Expression

$ORIAN 3.2.1.0.5.5.5.5.1.2. 1. el64. arpa
NAPTR 10 100 "u" "E2U+tpstn:tel "
"IN )$ltel N1 npdi! .

In this exanple, a regular expression replacenent function is used to
reduce the size of the NAPTR record. The tel URI uses "\1", which
woul d dynami cally replace the expression with the TN plus the | eading
"+" -- in this case, +1-215-555-0123.

5. Inplenmentati on Reconmendati ons
5.1. Call Processing Wen Miultiple Records Are Returned

It is likely that both E2U+si p and E2U+pstn Enunservi ce type records
will be returned for a given query. In this case, this could result
in what is essentially an on-net and off-net pstn record. Thus, one
record gives the associ ated address on an I P network, while the other
gi ves the associated address on the PSTN. As with nultiple records
resulting froma typical ENUM query of the el64.arpa tree, it is up
to the application using an ENUM resol ver to determ ne which
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record(s) to use and which record(s) to ignore. Inplenenters should
take this into consideration and build logic into their applications
that can select appropriately frommnultiple records based on

busi ness, network, or other rules. For exanple, such a resolver
could be configured to grant preference to the on-net record, or
execute other logic, as required by the application.

5.2. NAPTR Configuration issues

It has been suggested that tel URIs may be easier and nore efficient
to use in practice than SIP URIs. 1In addition, the use of tel URIs
may result in somewhat smaller NAPTR records, which, when considering
addi ng hundreds of millions of these records to the DNS, could have a
substantial inmpact on the processing and storage requirenents for
service providers or other entities making use of this Enunservice

t ype.

| mpl enmenters may wi sh to consider using regular expressions in order
to reduce the size of individual NAPTRs. This will have a
significant effect on the overall size of the database involved.
Using the exanple in Section 4.5, above, this is 11 bytes per record.

6. Exanpl es of E2U+pstn in Call Processing
These are exanpl es of how a switch, proxy, or other calling
application may nmake use of this Enunservice type during the cal
initiation process.

6.1. D aled Nunber Not Avail abl e On- Net

When the dial ed nunber is not avail able on-net, the call processing
is as foll ows.

a) A user, which is connected to a calling application, dials an
E. 164 tel ephone nunber: +1-215-555-0123.

b) The calling application uses the dialed nunber to forma NAPTR
record: 3.2.1.0.5.5.5.5.1.2.1.el64. ar pa.

c) The DNS finds an E2U+pstn:tel record and returns a tel URl for
processing by the calling application: tel:+1-215-555-0123; npdi .

d) The calling application uses routing logic to determ ne which

nmedi a gateway is the closest to this nunber and routes the cal
appropriately.
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6.2. Dialed Nunber Avail able On-Net and on the PSTN

When the dial ed nunber is avail able on-net and on the PSTN, the cal
processing is as foll ows.

a) A user, which is connected to a calling application, dials an
E. 164 tel ephone nunber: 1-215-555-0123.

b) The calling application uses the dialed nunber to forma NAPTR
record: 3.2.1.0.5.5.5.5.1.2.1.el64. ar pa.

c) The DNS finds both an E2U+pstn record, as well as an E2U+sip
record, since this nunber happens to be on the IP network of a
connect ed networKk.

d) The calling application prioritizes the on-net record first:
si p: +1- 215-555- 0123; npdi @w. exanpl e. com user =phone.

e) The calling application sets up the SIP call to gw exanple.com

f) Should the IP call route fail for whatever reason, the calling
application nay be able to utilize the E2W—H+pstn record to invoke a
fall back route to a nmedia gateway that is connected to the PSTN

7. Security Considerations

DNS, as used by ENUM is a global, distributed database. Should

i npl enenters of this specification use el64.arpa or any ot her
publicly avail able donmain as the tree for naintaining PSTN
Enunservi ce data, this information would be visible to anyone
anonynously. Wile this is not qualitatively different from
publication in a tel ephone directory, it does open or ease access to
such data without any indication that such data has been accessed or
by whomit has been accessed.

Such data harvesting by third parties is often used to generate lists
of targets for unsolicited information. Thus, a third party could
use this to generate a list that they can use to nmake unsolicited
"tel emarketing" phone calls. Many countries have do-not-call
registries or other legal or regulatory nechanisns in place to dea

wi th such abuses.

As noted earlier, carriers, service providers, and other users may
simply choose not to publish such information in the public el64. arpa
tree. They may instead sinply publish this in their internal ENUM
routi ng database that is only able to be queried by trusted el enents
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10.

10.

of their network, such as softswitches and SIP proxy servers. They
may al so choose to publish such information in a carrier-only branch
of the E164. ARPA tree, shoul d one be created.

Al t hough an E. 164 tel ephone nunber does not appear to reveal as nuch
identity informati on about a user as a nane in the format

si p: user nane@ost nane or email: usernane@ostnane, the information is
still publicly available; thus, there is still the risk of unwanted
conmuni cati on.

An anal ysis of threats specific to the dependence of ENUM on the DNS
and the applicability of DNSSEC [12] to this is provided in RFC 3761
[1]. A thorough analysis of threats to the DNS itself is covered in
RFC 3833 [ 13].

| ANA Consi der ati ons

Thi s docunent registers the 'pstn’ Enumservice type and the subtype
"tel" and "sip" under the Enunservice registry described in the | ANA
considerations in RFC 3761. Details of this registration are
provided in Section 3 of this docunent.
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