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Internet conmunity, and requests di scussion and suggestions for
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O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Copyright Notice
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Abstract
The Sinple Authentication and Security Layer (SASL) is a framework
for addi ng authentication support to connection-based protocols.
Thi s docunent describes the nmethod for using the Generic Security
Service Application ProgramlInterface (GSS-APlI) Kerberos V5 in the
SASL.
Thi s docunent replaces Section 7.2 of RFC 2222, the definition of the

"GSSAPI " SASL mechanism  This docunment, together with RFC 4422,
obsol etes RFC 2222.
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1. Introduction

This specification docunments currently depl oyed Sinple Authentication
and Security Layer (SASL [ SASL]) nechani sm supporting the Kerberos V5
[ KERBEROS] Ceneric Security Service Application ProgramlInterface

([ GSS-API]) nechani sm[RFC4121]. The authentication sequence is
described in Section 3. Note that the described authentication
sequence has known limtations, in particular, it |acks channel

bi ndi ngs and the nunber of round-trips required to conplete

aut henti cati on exchange is not minimal. SASL Wsis working on a
separate docunent that should address these linitations.

1.1. Relationship to O her Docunents
Thi s docunent, together with RFC 4422, obsoletes RFC 2222 in its
entirety. This docunent replaces Section 7.2 of RFC 2222. The
remai nder is obsoleted as detailed in Section 1.2 of RFC 4422.

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and " NAY"
in this docunent are to be interpreted as defined in "Key words for
use in RFCs to Indicate Requirenent Levels" [KEYWORDS].

3. Kerberos V5 GSS-API Mechani sm
The SASL nechani sm nane for the Kerberos V5 GSS- APl nechani sm
[ RFC4121] is "GSSAPI". Though known as the SASL GSSAPI nechani sm

the nechanismis specifically tied to Kerberos V5 and GSS-API’ s
Ker ber os V5 nechani sm
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3.

1.

The GSSAPI SASL nechanismis a "client goes first" SASL nechani sm
i.e., it starts with the client sending a "response" created as
described in the followi ng section.

The inplenentation MAY set any GSS- APl flags or argunments not
mentioned in this specification as is necessary for the
i npl enentation to enforce its security policy.

Note that major status codes returned by GSS Init_sec_context() or
GSS_Accept _sec_context () other than GSS_S COVWPLETE or

GSS_S CONTI NUE_NEEDED cause authentication failure. Major status
codes returned by GSS Unw ap() other than GSS S COVPLETE (without any
addi ti onal supplenentary status codes) cause authentication and/or
security layer failure.

Cient Side of Authentication Protocol Exchange

The client calls GSS Init_sec_context, passing in

i nput _context _handle of 0 (initially), mech_type of the Kerberos V5
GSS- APl nechani sm [ KRB5GSS], chan_bi ndi ng of NULL, and targ_nane
equal to output_nane from GSS_| nport_Nane called with input_name_type
of GSS_C_NT_HOSTBASED SERVI CE (*) and input_name_string of

"servi ce@ost nane" where "service" is the service name specified in
the protocol’s profile, and "hostnanme"” is the fully qualified host
nane of the server. Wen calling the GSS Init_sec_context, the
client MUST pass the integ req flag of TRUE (**). |If the client wll
be requesting a security layer, it MJST al so supply to the

GSS I nit_sec_context a nutual _req_flag of TRUE, and a
sequence_req_flag of TRUE. |If the client will be requesting a
security layer providing confidentiality protection, it MJST al so
supply to the GSS Init_sec_context a conf_req_flag of TRUE. The
client then responds with the resulting output_token. |If

GSS I nit_sec_context returns GSS_S CONTI NUE_NEEDED, then the client
shoul d expect the server to issue a token in a subsequent chall enge.
The client nust pass the token to another call to

GSS I nit_sec_context, repeating the actions in this paragraph.

(*) dients MAY use nane types other than GSS_C _NT_HOSTBASED SERVI CE
to inport servers’ acceptor nanes, but only when they have a priori
know edge that the servers support alternate name types. O herw se
clients MJST use GSS_C NT_HOSTBASED SERVI CE for inporting acceptor
names.

(**) Note that RFC 2222 [RFC2222] inplenentations will not work with
GSS- APl inplementations that require integ_req_flag to be true. No
i npl ement ati ons of RFC 1964 [ KRB5GSS] or RFC 4121 [RFC4121] that
require integ req flag to be true are believed to exist and it is
expected that any future update to [ RFC4121] will require that
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integrity be available even in not explicitly requested by the
appl i cati on.

When GSS Init_sec_context returns GSS_S COWLETE, the client exam nes
the context to ensure that it provides a | evel of protection
permitted by the client’s security policy. |In particular, if the
integ_avail flag is not set in the context, then no security |ayer
can be offered or accepted.

If the conf_avail flag is not set in the context, then no security
layer with confidentiality can be offered or accepted. |If the
context is acceptable, the client takes the following actions: If the
last call to GSS Init_sec_context returned an output_token, then the
client responds with the output_token, otherwi se the client responds
with no data. The client should then expect the server to issue a
token in a subsequent challenge. The client passes this token to
GSS_Unwrap and interprets the first octet of resulting cleartext as a
bit-nmask specifying the security |ayers supported by the server and
the second through fourth octets as the maxi mum si ze out put _nessage
the server is able to receive (in network byte order). |If the
resulting cleartext is not 4 octets long, the client fails the

negoti ation. The client verifies that the server maxi numbuffer is O
if the server does not advertise support for any security |ayer.

The client then constructs data, with the first octet containing the
bit-nmask specifying the selected security |ayer, the second through
fourth octets containing in network byte order the maxi mum size

out put _nessage the client is able to receive (which MUST be 0 if the
client does not support any security layer), and the remai ning octets
containing the UTF-8 [UTF8] encoded authorization identity.

(I npl ementati on note: The authorization identity is not term nated
with the zero-valued (%00) octet (e.g., the UTF-8 encodi ng of the
NUL (U+0000) character)). The client passes the data to GSS Wap
with conf_flag set to FALSE and responds with the generated

out put _nessage. The client can then consider the server

aut henti cat ed.

3.2. Server Side of Authentication Protocol Exchange

A server MJST NOT advertise support for the "GSSAPI" SASL nechani sm
described in this docunent unless it has acceptor credential for the
Ker beros V GSS- APl nmechani sm [ KRB5GSS] .

The server passes the initial client response to

GSS_Accept _sec_context as input_token, setting input_context_ handl e
to O (initially), chan_binding of NULL, and a suitable
acceptor_cred_handl e (see below). If GSS Accept_sec_context returns
GSS_S_CONTI NUE_NEEDED, the server returns the generated output_token
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to the client in challenge and passes the resulting response to
another call to GSS_Accept_sec_context, repeating the actions in this
par agr aph.

Servers SHOULD use a credential obtained by calling GSS_Acquire_cred
or GSS_Add cred for the GSS_C NO NAME desired_nane and the hject
Identifier (OD) of the Kerberos V5 GSS-APlI nechani sm [ KRB5GSS] (*).
Servers MAY use GSS_C NO CREDENTI AL as an acceptor credential handl e.
Servers MAY use a credential obtained by calling GSS_Acquire_cred or
GSS_Add_cred for the server’s principal nanme(s) (**) and the Kerberos
V5 GSS- APl mechani sm [ KRB5GSS] .

(*) Unlike GSS_Add_cred the GSS Acquire_cred uses an O D set of GSS-
APl mechani smas an input paraneter. The O D set can be created by
using GSS Create_enpty_O D set and GSS_Add_O D _set_nenber. It can be
freed by calling the GSS_Rel ease_oi d_set.

(**) Use of server’s principal nanes having

GSS_C _NT_HOSTBASED_SERVI CE nane type and "servi ce@ost name" fornmat,
where "service" is the service nanme specified in the protocol’s
profile, and "hostname" is the fully qualified host name of the
server, is RECOMVENDED. The server nanme is generated by calling
GSS Inport_name with input_nanme_type of GSS_C _NT_HOSTBASED SERVI CE
and i nput_nane_string of "service@ostnane".

Upon successful establishnment of the security context (i.e.,
GSS_Accept _sec_context returns GSS_S COVWLETE), the server SHOULD
verify that the negotiated GSS- APl nechanismis indeed Kerberos V5
[ KRB5GSS]. This is done by exam ning the value of the nech_type
paraneter returned fromthe GSS Accept _sec_context call. [If the
val ue differs, SASL authenticati on MIST be aborted.

Upon successful establishnment of the security context and if the
server used GSS _C NO NAME/ GSS_C NO CREDENTI AL to create acceptor
credential handl e, the server SHOULD al so check using the

GSS I nquire_context that the target _nane used by the client matches
ei t her

- the GSS_C NT_HOSTBASED SERVI CE "servi ce@ost nanme" name synt ax,
where "service" is the service nanme specified in the application
protocol’'s profile,
or

- the GSS_KRB5_NT_PRI NCI PAL_NAME [ KRB5GSS] name syntax for a two-

conmponent princi pal where the first component natches the service
nane specified in the application protocol’s profile.
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When GSS _Accept _sec_context returns GSS_S COWPLETE, the server
exam nes the context to ensure that it provides a |level of protection

permitted by the server’s security policy. |In particular, if the
integ_avail flag is not set in the context, then no security |ayer
can be offered or accepted. If the conf_avail flag is not set in the

context, then no security layer with confidentiality can be offered
or accept ed.

If the context is acceptable, the server takes the follow ng actions:
If the last call to GSS_Accept_sec_context returned an output _token
the server returns it to the client in a challenge and expects a
reply fromthe client with no data. Wether or not an output_token
was returned (and after receipt of any response fromthe client to
such an out put _token), the server then constructs 4 octets of data,
with the first octet containing a bit-mask specifying the security

| ayers supported by the server and the second through fourth octets
containing in network byte order the naxi mum size out put_token the
server is able to receive (which MIUST be 0 if the server does not
support any security layer). The server nust then pass the plaintext
to GSS Wap with conf_flag set to FALSE and i ssue the generated

out put _nessage to the client in a chall enge.

The server nust then pass the resulting response to GSS Unw ap and
interpret the first octet of resulting cleartext as the bit-mask for
the selected security layer, the second through fourth octets as the
maxi num si ze out put _nmessage the client is able to receive (in network
byte order), and the renmining octets as the authorization identity.
The server verifies that the client has selected a security |ayer
that was offered and that the client nmaxi rumbuffer is O if no
security layer was chosen. The server nust verify that the src_nane
is authorized to act as the authorization identity. After these
verifications, the authentication process is conplete. The server is
not expected to return any additional data with the success

i ndi cat or.

3.3. Security Layer
The security layers and their corresponding bit-nmasks are as foll ows:
1 No security |ayer
2 Integrity protection.
Sender calls GSS Wap with conf_flag set to FALSE
4 Confidentiality protection
Sender calls GSS_ Wap with conf_flag set to TRUE

O her bit-masks may be defined in the future; bits that are not
under st ood nmust be negotiated off.
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When decodi ng any received data with GSS Unwrap, the major_status
other than the GSS_S COWPLETE MJST be treated as a fatal error.
Not e that SASL negotiates the nmaxi num si ze of the output_nessage to
send. Inplenentations can use the GSS Wap_size linmt call to
determ ne the correspondi ng maxi mum si ze i nput _nessage.

4. | ANA Consi derations
| ANA nodified the existing registration for "GSSAPI" as foll ows:
Fami |y of SASL nechani snms: NO
SASL mechani sm name: GSSAP
Security considerations: See Section 5 of RFC 4752

Publ i shed specification: RFC 4752

Person & ennil address to contact for further information:
Al exey Mel ni kov <Al exey. Mel ni kov@ sode. conp

I nt ended usage: COVMON
Owner/ Change controller: iesg@etf.org

Additional information: This nechanismis for the Kerberos V5
mechani sm of GSS- API .

5. Security Considerations
Security issues are discussed throughout this neno.

When constructing the input_nanme_string, the client SHOULD NOT
canonicalize the server’s fully qualified domain nane using an
i nsecure or untrusted directory servi ce.

For conpatibility with depl oyed software, this docunent requires that
t he chan_bi ndi ng (channel bindings) paranmeter to GSS I nit_sec_cont ext
and GSS Accept _sec_context be NULL, hence disallowi ng use of GSS-API
support for channel bindings. GSS-API channel bindings in SASL is
expected to be supported via a new GSS-API family of SASL nechani sns
(to be introduced in a future docunent).

Addi ti onal security considerations are in the [SASL] and [ GSS- API ]

specifications. Additional security considerations for the GSS-API
mechani sm can be found in [ KRB5GSS] and [ KERBEROS] .
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6.

8.

8.
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Changes since RFC 2222

RFC 2078 [ RFC2078] specifies the version of GSS-API used by RFC 2222
[ RFC2222], which provided the original version of this specification.
That version of GSS-APlI did not provide the integ integ avail flag as
an input to GSS Init_sec_context. Instead, integrity was always
requested. RFC 4422 [SASL] requires that when possible, the security
| ayer negotiation be integrity protected. To neet this requirenent
and as part of noving from RFC 2078 [ RFC2078] to RFC 2743 [ GSS- API ],
this specification requires that clients request integrity from

GSS I nit_sec_context so they can use GSS Wap to protect the security
| ayer negotiation. This specification does not require that the
mechani smoffer the integrity security layer, sinply that the
security layer negotiation be w apped.
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Ful I Copyright Statenent
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This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST,
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EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT
THE USE OF THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY
| MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR
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Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunment or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
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Copi es of IPR disclosures nmade to the | ETF Secretariat and any
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attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
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