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Abstract

In current Web browsers, there is no uniformway to specify that a
user clicking on alink will be presented with an editable view of a
Wb Di stingui shed Aut horing and Versioning (WbDAV) server. For
exanple, it is frequently desirable to be able to click on a Iink and
have this |ink open a wi ndow that can handl e drag-and-drop
interaction with the resources of a WbDAV server.

Thi s docunent specifies a mechani smand a docunent format that

enabl es WebDAV servers to send "nounting"” information to a WbDAV
client. The nechanismis designed to work on any platformand wth
any conbi nati on of browser and WebDAV client, relying solely on the
wel | - under st ood di spatch of docunents through their M ME type.
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1. Introduction

By definition, a Web Distributed Authoring and Versioni ng (WebDAV)
server ([RFC2518]) is an HITP server as well ([RFC2616]). Mbst
WebDAV servers can be (at |east partly) operated froman HTM.-based
user interface in a web browser. However, it is frequently desirable
to be able to switch froman HTM.-based view to a presentation

provi ded by a native WDbDAV client, directly supporting the authoring
features defined in WDbDAV and rel ated specifications.

Thi s docunent specifies a platformneutral nechani sm based on the
di spatch of docunents through their MM type. For conpl et eness,
Appendi x A lists other approaches that have been inplenented in
existing clients.

For exanpl e, many educational institutions use WbDAV servers as a
mechani sm for sharing docunents anong students. Each student owns a
separate collection structure on a WbDAV server, often called his/
her "locker". ldeally, when users click on a link in an HTM. page
provi ded by the university (perhaps by their university Wb portal),
an editable view of their |ocker will appear
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2. Term nol ogy

The term nol ogy used here follows that in the WDbDAV Distri buted
Aut horing Protocol specification [ RFC2518].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Thi s docunent uses XM. DID fragments ([ XM.]) as a purely notational
convention. In particular

o Elenment nanmes use the nanespace

“http://purl.org/ NET/ webdav/ nount”. Wen an XM. el ement type in
this nanespace is referenced in this docunent outside of the
context of an XML fragnent, the string "dm" will be prefixed to

the el ement nane.

o Elenment ordering is irrelevant.

0 Extension elenents/attributes (elenents/attributes not already
defined as valid child elenments) may be added anywhere, except
when explicitly stated otherw se.

3. For nat

A WebDAV nount request is encoded in a specific XM. format ([ XM.])
with a well-defined MM type (see Section 6.1). The M M type
al l ows user agents to dispatch the content to a handler specific to
the systenis WbDAV client.

The el enents defined bel ow use the nanespace
"http://purl.org/ NET/ webdav/ nount .

<! ELEMENT nount (url, open?, usernane?) >

<! ELEVENT url| (#PCDATA) >

<! -- PCDATA val ue: schene ":" hier-part, as defined in Section 3 of
[ RFC3986] -->

<! ELEMENT open (#PCDATA) >

<!-- PCDATA value: path, as defined in Section 3 of
[ RFC3986] -->

<! ELEMENT user nane (#PCDATA) >
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3.1. dm npunt

The <dm nmount> el enent acts as a container for all the remaining
el enents defined by this protocol

3.2. dmurl

The mandatory <dmurl > el enent provides the HTTP URL of the WbDAV
coll ection that should be nounted by the client.

3.3. dmopen

The optional <dm open> elenment instructs the client to display the
specified child collection; its URL is conputed by concatenating this
element’s value with the URL obtained fromthe <dmurl> (Section 3.2)
el enent (see Section 7 for a discussion about why this el enent only
supports displaying collections rather than opening arbitrary
docunent s) .

3.4. dmusernane

The server can use the optional <dm usernanme> el enent to specify the
nane of the currently authenticated principal. A client can use this
val ue to select a matching nmount point (different users nay have
mounted the URL with different credentials under different |oca

nmount points) or to provide a nmeani ngful default for authentication
agai nst the server. It is conmon that a browser and WebDAV client do
not share HTTP connections, so including this information in the
nmount docunent increases usability.

I mpl enentation Note: |If a <dm usernanme> elenent is present, public
cachi ng of the docunent should be disallowed. Thus, appropriate
"Vary’ or ' Cache-Control’ headers are needed in the server response.

4. Exanple

In the exanple below, the client first retrieves a representation of
a WebDAV col |l ection using a generic Wb browser (1). The returned
HTML content contains a hyperlink that identifies the "davnount"
docunent in the format defined in Section 3 (2). The user follows
this link (3), which causes the server to return the "davnount"
docunment to the user’s browser (4). The browser in turn passes the
content to the application that was registered to handl e the
"application/davnount+xm " M ME type, usually the default WbDAV
client on the client’s system
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(1) dient retrieves representati on of WbDAV col | ection "/user42/
i nbox/".

GET /user42/inbox/ HTTP/ 1.1
Host: www. exanpl e. com

(2) Server returns representation.

HTTP/ 1.1 200 OK
Cont ent - Type: text/htni
Cont ent - Lengt h:  xxx

<a href="?acti on=davnount">View this collection in your
WebDAV client </ a>

(note that the exanple shows only that part of the HTM. page that
contains the relevant |ink)

(3) dient follows Iink to "davnount" docunent

GET /user42/i nbox/ ?acti on=davrmount HTTP/ 1.1
Host: www. exanpl e. com

(4) Server returns "davnount" docunent

HTTP/ 1.1 200 OK

Cont ent - Type: applicati on/ davnount +xm
Cont ent - Lengt h:  xxx

Cache-Control : private

<dm nount xm ns: dme"http://purl.org/ NET/ webdav/ nount " >
<dm url >htt p://ww. exanpl e. coml user 42/ </ dmurl >
<dm open>i nbox/ </ dm open>
</ dm nount >
5. Internationalization Considerations

Thi s docunent does not introduce any new internationalization
consi derati ons beyond those discussed in [ RFC2518], Section 16.
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6. | ANA Consi derati ons
6.1. MME Type Registration
Type nane:
application
Subt ype nane:
davrnount +xmn
Requi red paraneters:
none
Opti onal paraneters:
"charset": This paraneter has identical senmantics to the charset
paraneter of the "application/xm" media type as specified in
[ RFC3023] .

Encodi ng consi derations:

Identical to those of "application/xm" as described in [ RFC3023],
Section 3. 2.

Security considerations:
As defined in this specification. 1In addition, as this nedia type
uses the "+xm " convention, it shares the sane security
consi derations as described in [ RFC3023], Section 10.
I nteroperability considerations:
There are no known interoperability issues.
Publ i shed specificati on:
Thi s specification.

Applications that use this nedia type:

SAP Net weaver Know edge Managenent, Xythos Drive.
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Addi ti onal information:
Magi ¢ nunber (S):
As specified for "application/xm" in [RFC3023], Section 3.2.
File extension(s):
. davnount
Fragnent identifiers:
As specified for "application/xm" in [RFC3023], Section 5.
Base URI:
As specified in [ RFC3023], Section 6.
Maci ntosh file type code(s):
TEXT
Person & emmil address to contact for further information:
Jul i an Reschke <julian.reschke@reenbytes. de>
I nt ended usage:
COMVON
Restrictions on usage:
None.
Aut hor :
Jul i an Reschke
Change controller:

| ESG
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7. Security Considerations

Al'l security considerations connected to HTTP/ WebDAV and XM apply
for this specification as well, nanely, [RFC2518] (Section 17) and
[ RFC3470] (Section 7).

In addition, client inplementers nust be careful when inplenenting
the <dm open> el enent (see Section 3.3). It MJST NOT be used to
initiate any action beyond displaying the contents of a WbDAV
col l ection (supporting "opening" docunents could be abused to trick a
user into letting the operating system s shell execute arbitrary
content, possibly running it as an executabl e progran.

The OPTI ONAL <dm usernane> el enent defined in Section 3.4 allows the
i nclusion of user nanes into nount docunents. However in sone cases,
user nane information is considered to be security sensitive. Should
this be the case, parties generating nount docunents are advised to
either not to include user nanes, or to use access control to
restrict access to the infornation as desired.
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Appendi x A.  Alternative Approaches
A.1. ... Through HTM./ CSS Ext ensi ons

M crosoft Internet Explorer inplements a Cascading Style Sheet (CSS)
extension that allows switching to its own WbDAV client

("Webfol der", see <http://msdn.m crosoft.conm workshop/ aut hor/

behavi or s/ ref er ence/ behavi or s/ anchor. asp>). However, at the tine of
this witing, this extension was not inplenmented by any other user
agent .

A.2. ...Through Custom URI Schenes

The "kio" library of the "K Desktop Environent"
(<http://ww.kde. org/>) uses the URI schenme "webdav" to dispatch to
the system s WebDAV client. This URI schenme is not registered, nor
is it supported on other platfornms. Furthernore, the WBC' s
"Architecture of the Wrld Wde Wb, Volune One" explicitly advises
agai nst defining new schenmes when exi sting schenmes can be used:

A specification SHOULD reuse an existing URl schene (rather than
create a new one) when it provides the desired properties of
identifiers and their relation to resources.
(See [WEBARCH], Section 2.4.)
Appendi x B. I nplenmentations
B.1. Exanple Inplenmentation for Webfolder Cient
The figure bel ow shows a sanple inplenentation of a dispatcher for
the application/davrmount +xm dat at ype, suited for Wn32 systens and
the M crosoft "Webfolder"” client.

/'l sanple inplenentation of application/davnount +xm
/1 dispatcher for Wndows Webfol der client

/1

/1 to install/uninstall

I wscri pt davnount.js

/1

/1 to open the webfol der:

I wscript davnount.js fil enane

/'l (where filenanme refers to an XML docunment with M ME type
/' application/davnount +xm )

var EXTENSION = ".davnount";

var M METYPE = "appli cation/ davrmount +xm " ;
var REGKW = "WebDAV. nount ";
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var NS = "xm ns: e’ http://purl.org/ NET/ webdav/ nount " ;
/'l remove keys/entries fromthe registry

function regdel (shell, key) {

try {
var x = shell. RegRead(key);
try {
shel | . RegDel et e( key) ;
catch(e) {
WScri pt. Echo("Error renoving key " + key + ": " + e);
}

}
catch(e) {
/'l entry not present

}
}

/'l methods for registering/unregistering the handler

function install () {

var WshShel | = new ActiveXCbject("Wscript. Shell");

if (WshShell == null) {
WScri pt. Echo("Coul dn’t instantiate Wscri pt. Shell object");
return 2;

}

var fso = new ActiveXCbject("Scripting. FileSystenbject");

var RegExt = "HKCR\\" + EXTENSION + "\\";

var RegM neType = "HKCR\\ M ME\\ Dat aBase\\ Cont ent Type\\"
+ M METYPE + "\\";

var Regkw = "HKCR\\" + REGKW + "\\"

var extension = null;
try {
extensi on = WshShel | . RegRead( RegM neType + "Extension");
}
catch (e) {
}
if (extension == null)

var but = WshShel |l . popup("Install the dispatcher for mnme type "
+ M METYPE + "?", 0, MMETYPE + " installation", 4);
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if (but == 6) {
try {
WshShel | . RegW it e( RegExt, REGKW ;
WshShel | . RegWite(RegExt + "Content Type", M METYPE);
WshShel | . RegWite( RegM neType + "Extension", EXTENSION);
WhShel | . RegW it e( RegKw, "WDbDAV Mount Request");
WshShel | . RegWite(RegKw + "Defaul tlcon\\",
"shel 1 32.dll,103");
var path = fso. get Absol ut ePat hNanme( " davnount.js");
WshShel | . RegWite(Regkw + "shel I \\ open\\ command\\ ",
"oByst enRoot % \ syst enB2\\ wscri pt.exe /nologo \""
+ path + "\" \"04\"" 6 "REG EXPAND SZ");
}
catch (e) {
WScri pt. Echo("Error witing to registry");
return 1;

}

return O;

el se {
return 1;

}

el se {
var but = WshShel | . popup("Renove the dispatcher for nine type "
+ M METYPE + "?", 0, MMETYPE + " installation", 4);

if (but == 6) {
r egdel (WhShel
r egdel (WhShel
r egdel (WhShel
r egdel (WshShel
r egdel (WshShel
r egdel (WshShel
r egdel (WshShel
return O;

}

el se {
return 1;

}

}

RegExt + "Content Type");

RegExt) ;

RegKw + "shel | \\ open\\ conmand\\");
RegKw + "Defaul t1con\\");

RegKw) ;

RegM neType + "Extension");

RegM neType) ;

}

if (Wscript. Argunents.length == 0) {
/1 install/uninstall
Wscript.Quit(install());
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}

el se {
/'l try to invoke Webfol der

var inp = new ActiveXCObject ("MSXM.2. DOVDocunent ") ;
var furi = encodeURI (Wscri pt. Argunments(0));
if (! inp.load(furi)) {
Wscri pt. Echo("Can’t read from'"
+ WScri pt. Argunents(0) + "' 1I");
WECri pt. Quit(2);
}

i np. set Property("Sel ecti onLanguage", "XPath");
i np. set Property("Sel ecti onNanespaces",
"xmns: m=" http://purl.org/NET/ webdav/ nount’ ") ;

var nl
var n2

= i np. sel ect Si ngl eNode("/ m nount/ murl™");
= i np. sel ect Si ngl eNode("/ m nount/ m open");
if (nl == null) {

WScri pt. Echo("<url > el ement mssing.");

WScript. Quit(2);
}

var ie = new ActiveXObject("Internet Expl orer. Application");

i e. Navi gat e("about : bl ank") ;
var doc = ie.Docunent;

var folder = doc. createEl enent ("span");
f ol der. addBehavi or (" #def aul t #ht t pFol der") ;

var result = folder.navigate(nl.text +
(n2 == null ?"" : n2.text));

/'l close the wi ndow agai n when there was no <open> el ement
if (n2 ==null) ie. Qit();

if (result !'="OK") {
if (result == "PROTOCOL_NOT_SUPPORTED') ({
WScri pt. Echo("This site doesn’'t seemto support WebDAV.");
WScript. Quit(1);

el se {
W5cri pt. Echo(" Unexpected status: " + result);
WScript. Quit(2);

}
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}
B.2. Xythos

The "Xyt hos Drive" WbDAV client for WDbDAV supports this
specification starting with version 4. 4.
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Reschke | nf or mat i onal [ Page 14]



RFC 4709 Mounti ng WebDAV Servers Cct ober 2006

Ful I Copyright Statenent
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