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Abstract

This nenp defines an extension to the Network News Transfer Protocol
(NNTP) that allows an NNTP client and server to use Transport Layer
Security (TLS). The primary goal is to provide encryption for
single-link confidentiality purposes, but data integrity, (optional)
certificate-based peer entity authentication, and (optional) data
conpression are al so possible.
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1. Introduction

Hi storically, unencrypted NNTP [ NNTP] connections were satisfactory
for nost purposes. However, sending passwords unencrypted over the
network is no | onger appropriate, and sonetinmes integrity and/or
confidentiality protection are desired for the entire connection.

The TLS protocol (fornerly known as SSL) provides a way to secure an
application protocol fromtanpering and eavesdroppi ng. Al though
advanced SASL aut henticati on nmechani sns [ NNTP- AUTH] can provide a

I i ghtweight version of this service, TLS is conplinmentary to both
sinpl e authentication-only SASL mechani snms and depl oyed cl ear-text
password | ogi n commands.

In some existing inplementations, TCP port 563 has been dedicated to
NNTP over TLS. These inplenentations begin the TLS negoti ati on

i medi ately upon connection and then continue with the initial steps
of an NNTP session. This use of TLS on a separate port is

di scouraged for the reasons docunmented in Section 7 of "Using TLS
with I MAP, POP3 and ACAP" [TLS-1 MAPPOP] .

This specification fornmalizes the STARTTLS conmand already in
occasional use by the installed base. The STARTTLS conmand rectifies
a nunber of the problens with using a separate port for a "secure"
protocol variant; it is the preferred way of using TLS with NNTP
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1.1. Conventions Used in This Docunent

The notational conventions used in this docunment are the sanme as
those in [NNTP], and any termnot defined in this docunment has the
same neaning as in that one.

The key words "REQUI RED', "MJST", "MJST NOT", "SHOULD', "SHOULD NOT",
"MAY", and "OPTIONAL" in this docunment are to be interpreted as
described in "Key words for use in RFCs to |ndicate Requirenent
Level s" [ KEYWORDS] .

In the exanples, comands fromthe client are indicated with [C, and
responses fromthe server are indicated with [S].

2. The STARTTLS Ext ensi on

Thi s extension provides a new STARTTLS conmand and has the capability
| abel STARTTLS.

2.1. Advertising the STARTTLS Extension

A server supporting the STARTTLS command as defined in this docunent
will advertise the "STARTTLS" capability | abel in response to the
CAPABI LI TI ES command ([ NNTP] Section 5.2). However, this capability
MUST NOT be advertised once a TLS layer is active (see Section 2.2.2)
or after successful authentication [NNTP-AUTH]. This capability MAY
be advertised both before and after any use of the MODE READER
command ([ NNTP] Section 5.3), with the sane senmanti cs.

As the STARTTLS conmand is related to security, cached results of
CAPABI LI TIES from a previ ous session MJST NOT be relied on, as per
Section 12.6 of [NNTP].

Exanpl e:

[ C] CAPABI LI TIES

[S] 101 Capability list:
[S] VERSION 2

[S] READER

[S] | HAVE

[S] STARTTLS

[S] LIST ACTI VE NEWSGROUPS
[S] .
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2.2. STARTTLS Conmand
2.2.1. Usage
Thi s conmand MUST NOT be pi pel i ned.

Synt ax
STARTTLS

Responses

382 Continue with TLS negoti ation
502 Command unavai |l abl e [1]
580 Can not initiate TLS negotiation

[1] If a TLS layer is already active, or if authentication has
occurred, STARTTLS is not a valid command (see Section 2.2.2).

NOTE: Notwi t hstandi ng Section 3.2.1 of [NNTP], the server MJST NOT
return either 480 or 483 in response to STARTTLS.

2.2.2. Description

A client issues the STARTTLS command to request negotiation of TLS.
The STARTTLS command is usually used to initiate session security,
al though it can also be used for client and/or server certificate
aut henti cation and/or data conpression.

An NNTP server returns the 483 response to indicate that a secure or
encrypted connection is required for the command sent by the client.
Use of the STARTTLS command as described belowis one way to
establish a connection with these properties. The client NMAY
therefore use the STARTTLS command after receiving a 483 response.

If a server advertises the STARTTLS capability, a client MAY attenpt
to use the STARTTLS conmand at any tinme during a session to negotiate
TLS wi t hout having received a 483 response. Servers SHOULD accept
such unsolicited TLS negotiation requests.

If the server is unable to initiate the TLS negotiation for any
reason (e.g., a server configuration or resource problen), the server
MUST reject the STARTTLS command with a 580 response. Then, it
SHOULD either reject subsequent restricted NNTP commands fromthe
client with a 483 response code (possibly with a text string such as
"Command refused due to |ack of security") or reject a subsequent
restricted command with a 400 response code (possibly with a text
string such as "Connection closing due to | ack of security") and

cl ose the connection. Oherw se, the server issues a 382 response,
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and TLS negotiation begins. A server MJST NOT under any
circunstances reply to a STARTTLS command with either a 480 or 483
response.

If the client receives a failure response to STARTTLS, the client
nmust deci de whether or not to continue the NNTP session. Such a
decision is based on local policy. For instance, if TLS was being
used for client authentication, the client mght try to continue the
session in case the server allows it to do so even with no

aut henti cation. However, if TLS was being negotiated for encryption,
a client that gets a failure response needs to deci de whether to
conti nue wi thout TLS encryption, to wait and try again later, or to
give up and notify the user of the error.

Upon receiving a 382 response to a STARTTLS comrand, the client MJST
start the TLS negoti ati on before giving any other NNTP conmands. The
TLS negoti ati on begins for both the client and server with the first
octet following the CRLF of the 382 response. |If, after having

i ssued the STARTTLS command, the client finds out that sonme failure
prevents it fromactually starting a TLS handshake, then it SHOULD

i mredi ately cl ose the connecti on.

Servers MJST be able to understand backwards-conpatible TLS d i ent
Hel | o nessages (provided that client_version is TLS 1.0 or |ater),
and clients MAY use backwards-conpatible Cient Hell o nessages.
Neither clients nor servers are required to actually support dient
Hel | o nessages for anything other than TLS 1.0. However, the TLS
extension for Server Name |ndication ("server_nane") [TLS-EXT] SHOULD
be inplenented by all clients; it al so SHOULD be i npl enented by any
server inplenmenting STARTTLS that is known by nultiple nanes.
(OGherwise, it is not possible for a server with several hostnanes to
present the correct certificate to the client.)

If the TLS negotiation fails, both client and server SHOULD

i medi ately cl ose the connection. Note that while continuing the
NNTP session is theoretically possible, in practice a TLS negotiation
failure often | eaves the session in an indeterm nate state;

therefore, interoperability can not be guaranteed.

Upon successful conpletion of the TLS handshake, the NNTP protocol is
reset to the state inmediately after the initial greeting response
(see 5.1 of [NNTP]) has been sent, with the exception that if a MODE
READER command has been issued, its effects (if any) are not

reversed. At this point, as no greeting is sent, the next step is
for the client to send a cormand. The server MJST discard any

know edge obtained fromthe client, such as the current newsgroup and
article nunber, that was not obtained fromthe TLS negotiation
itself. Likew se, the client SHOULD di scard and MJST NOT rely on any
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know edge obtained fromthe server, such as the capability list,
whi ch was not obtained fromthe TLS negotiation itself.

The server remains in the non-authenticated state, even if client
credentials are supplied during the TLS negotiation. The AUTHI NFO
SASL command [ NNTP- AUTH] with the EXTERNAL nechani sm [ SASL] MAY be
used to authenticate once TLS client credentials are successfully
exchanged, but servers supporting the STARTTLS command are not
required to support AUTHI NFO in general or the EXTERNAL mechani smin
particular. The server NMAY use information fromthe client
certificate for identification of connections or posted articles
(either in its logs or directly in posted articles).

Both the client and the server MJST know if there is a TLS session
active. A client MUST NOT attenpt to start a TLS session if a TLS
session is already active. A server MJUST NOT return the STARTTLS
capability label in response to a CAPABILITIES comand received after
a TLS handshake has conpl eted, and a server MJST respond with a 502
response code if a STARTTLS command is received while a TLS session
is already active. Additionally, the client MJST NOT issue a MODE
READER command while a TLS session is active, and a server MJST NOT
adverti se the MODE- READER capability.

The capability list returned in response to a CAPABI LI TIES comand
received after a successful TLS handshake MAY be different fromthe
list returned before the TLS handshake. For exanple, an NNTP server
supporting SASL [ NNTP- AUTH m ght not want to advertise support for a
particul ar nmechanismunless a client has sent an appropriate client
certificate during a TLS handshake.

2.2.3. Exanpl es

Exanpl e of a client being pronpted to use encryption and negoti ati ng
it successfully (showing the renoval of STARTTLS fromthe capability
list once a TLS layer is active), followed by a successful selection
of the group and an (i nappropriate) attenpt by the client to initiate
anot her TLS negoti ati on:

[ C] CAPABI LI TIES

[S] 101 Capability list:

[S] VERSION 2

[ S| READER

[S] STARTTLS

[ S] LIST ACTI VE NEWSGROUPS OVERVI EW FMT

[S] OVER

[S] .

[C] GROUP | ocal.confidential

[S] 483 Encryption or stronger authentication required
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[C] STARTTLS

[S] 382 Continue with TLS negotiation

[ TLS negotiation occurs here]

[ Fol I owi ng successful negotiation, traffic is protected by TLS]
[C] CAPABI LI TIES

[S] 101 Capability list:

[S] VERSION 2

[ S| READER

[S] LIST ACTI VE NEWSGROUPS OVERVI EW FMT

[S] OVER

[S] .

[C] GROUP | ocal.confidential

[S] 211 1234 3000234 3002322 | ocal.confidential

[C] STARTTLS

[S] 502 STARTTLS not allowed with active TLS | ayer

Exanpl e of a request to begin TLS negotiation declined by the server:

[C] STARTTLS
[S] 580 Can not initiate TLS negoti ati on

Exanpl e of a failed attenpt to negotiate TLS, followed by two
attenpts at selecting groups only avail able under a security |ayer
(in the first case, the server allows the session to continue; in the
second, it closes the connection). Note that unrestricted commands
such as CAPABILITIES are unaffected by the failure:

[C] STARTTLS

[S] 382 Continue with TLS negotiation

[ TLS negotiation is attenpted here]

[Following failed negotiation, traffic resumes w thout TLS]
[ C] CAPABI LI TIES

[S] 101 Capability list:

[S] VERSION 2

[ S| READER

[S] STARTTLS

[ S] LIST ACTI VE NEWSGROUPS OVERVI EW FMT

[S] OVER

[S] .

[C] GROUP | ocal.confidential

[S] 483 Encryption or stronger authentication required
[C] GROUP | ocal.private

[S] 400 d osing connection due to | ack of security
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3. Augmented BNF Syntax for the STARTTLS Extension
This section describes the fornmal syntax of the STARTTLS extension
using ABNF [ ABNF]. It extends the syntax in Section 9 of [NNTP], and
non-termnals not defined in this docunent are defined there. The
[ NNTP] ABNF should be inported first before attenpting to validate
t hese rul es.

3. 1. Commuands

This syntax extends the non-term nal "command", which represents an
NNTP command.

command =/ starttls-conmand
starttls-command = " STARTTLS"
3.2. Capability entries

This syntax extends the non-term nal "capability-entry”, which
represents a capability that nay be advertised by the server

capability-entry =/ starttls-capability
starttls-capability = "STARTTLS"
4. Sunmmary of Response Codes
This section contains a |ist of each new response code defined in
this docunent and indicates whether it is rmulti-line, which conmands
can generate it, what argunents it has, and what its meaning is.
Response code 382
Gener ated by: STARTTLS
Meani ng: continue with TLS negoti ati on
Response code 580
Gener ated by: STARTTLS
Meani ng: can not initiate TLS negoti ation
5. Security Considerations
Security issues are discussed throughout this neno.
In general, the security considerations of the TLS protocol [TLS] and
any inpl enented extensions [ TLS-EXT] are applicable here; only the

nost inportant are highlighted specifically below. Also, this
extension is not intended to cure the security considerations
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described in Section 12 of [NNTP]; those considerations remin
rel evant to any NNTP i npl enentati on.

NNTP client and server inplenentations MJST inpl enent the

TLS RSA WTH RC4_128_MD5 [TLS] ci pher suite and SHOULD i npl ement the
TLS DHE_DSS W TH 3DES_EDE_CBC SHA [TLS] cipher suite. This is
inportant, as it assures that any two conpliant inplenentations can
be configured to interoperate. All other cipher suites are OPTI ONAL.

Bef ore the TLS handshake has begun, any protocol interactions are
perforned in the clear and nmay be nodified by an active attacker.
For this reason, clients and servers MJST discard any sensitive
know edge obtained prior to the start of the TLS handshake upon the
establi shment of a security layer. Furthernore, the CAPABILITIES
conmand SHOULD be re-issued upon the establishment of a security

| ayer, and other protocol state SHOULD be re-negotiated as well.

Note that NNTP is not an end-to-end nmechanism Thus, if an NNTP
client/server pair decide to add TLS confidentiality, they are
securing the transport only for that link. Sinilarly, because
delivery of a single Netnews article may go between nore than two
NNTP servers, adding TLS confidentiality to one pair of servers does
not nmean that the entire NNTP chain has been nade private.
Furthernore, just because an NNTP server can authenticate an NNTP
client, it does not nmean that the articles fromthe NNTP client were
authenticated by the NNTP client when the client itself received them
(prior to forwarding themto the server).

During the TLS negotiation, the client MJST check its understanding
of the server hostname against the server’s identity as presented in
the server Certificate nmessage, in order to prevent man-in-the-middle
attacks. Matching is performed according to these rules:

- The client MJUST use the server hostname it used to open the
connection (or the hostnane specified in TLS "server_nange"
extension [ TLS-EXT]) as the value to conpare against the server
name as expressed in the server certificate. The client MJST NOT
use any form of the server hostnanme derived froman insecure
renote source (e.g., insecure DNS | ookup). CNAME canonicalization
i s not done.

- If a subject AltNane extension of type dNSNane is present in the
certificate, it SHOULD be used as the source of the server’s
identity.

- Matching is case-insensitive.
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- A"*" wldcard character MAY be used as the |left-nost nane
conponent in the certificate. For exanple, *.exanple.com would
mat ch a. exanpl e. com foo. exanple.com etc., but would not match
exanpl e. com

- If the certificate contains nultiple nanmes (e.g., nore than one
dNSNane field), then a match with any one of the fields is
consi dered accept abl e.

If the match fails, the client SHOULD either ask for explicit user
confirmation or ternminate the connection with a QUT command and
indicate the server’s identity is suspect.

Additionally, clients MJST verify the binding between the identity of
the servers to which they connect and the public keys presented by
those servers. Clients SHOULD i npl enent the algorithmin Section 6
of [PKI-CERT] for general certificate validation, but MAY suppl ement
that algorithmw th other validation nmethods that achi eve equival ent
| evel s of verification (such as conparing the server certificate

agai nst a local store of already-verified certificates and identity
bi ndi ngs) .

A man-in-the-mddl e attack can be | aunched by del eting the STARTTLS
capability label in the CAPABILITIES response fromthe server. This
woul d cause the client not to try to start a TLS session. Another
man-i n-the-mddl e attack would allow the server to announce its
STARTTLS capability, but alter the client’s request to start TLS and
the server’s response. An NNTP client can partially protect against
these attacks by recording the fact that a particul ar NNTP server
offers TLS during one session and generating an alarmif it does not
appear in the CAPABILITIES response for a |ater session. (O course,
the STARTTLS capability would not be listed after a security layer is
in place.)

If the client receives a 483 or 580 response, the client has to
deci de what to do next. The client has to choose anong three main
options: to go ahead with the rest of the NNTP session, to (re)try
TLS later in the session, or to give up and postpone

newsr eadi ng/transport activity. |If an error occurs, the client can
assunme that the server may be able to negotiate TLS in the future and
should try to negotiate TLS in a | ater session. However, if the
client and server were only using TLS for authentication and no
previ ous 480 response was received, the client may want to proceed
with the NNTP session, in case sonme of the operations the client
wanted to performare accepted by the server even if the client is
unaut henti cat ed.
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6. | ANA Consi derati ons

This section gives a formal definition of the STARTTLS extension as
required by Section 3.3.3 of [NNTP] for the | ANA registry.

0o

The STARTTLS extension provi des connection-based security via the
Transport Layer Security (TLS).

The capability label for this extension is "STARTTLS".
The capability | abel has no argunents.

Thi s extension defines one new command, STARTTLS, whose behavi or,
argunents, and responses are defined in Section 2.2.

Thi s extensi on does not associate any new responses with pre-
exi sting NNTP conmands.

This extension does affect the overall behavior of both server and
client, in that after successful use of the STARTTLS conmand, all
comuni cation is transmtted with the TLS protocol as an

intermedi ary.

Thi s extensi on does not affect the nmaxi num | ength of comuands or
initial response |ines.

Thi s extension does not alter pipelining, but the STARTTLS command
cannot be pipelined.

Use of this extension does alter the capabilities list; once the
STARTTLS command has been used successfully, the STARTTLS
capability can no | onger be advertised by CAPABI LI TIES.

Additional ly, the MODE- READER capability MJST NOT be adverti sed
after a successful TLS negoti ation

Thi s extensi on does not cause any pre-existing command to produce
a 401, 480, or 483 response.

This extension is unaffected by any use of the MODE READER
conmand, however the MODE READER command MJST NOT be used in the
sanme session follow ng a successful TLS negoti ati on.

Publ i shed Specification: This docunent.

Contact for Further Information: Authors of this docunent.

Change Controller: IESG <iesg@etf.org>.
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