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Abstract

Thi s docunent defines the Lightweight Directory Access Protoco
(LDAP) Proxy Authorization Control. The Proxy Authorization Control
allows a client to request that an operation be processed under a
provi ded authorization identity instead of under the current

authori zation identity associated with the connection

1. Introduction

Proxy authorization allows a client to request that an operation be
processed under a provided authorization identity instead of under
the current authorization identity associated with the connection
Thi s docunent defines support for proxy authorization using the
Control nechani sm[RFC2251]. The Lightweight Directory Access
Protocol [LDAPV3] supports the use of the Sinple Authentication and
Security Layer [SASL] for authentication and for supplying an
authorization identity distinct fromthe authentication identity,
where the authorization identity applies to the whol e LDAP session
The Proxy Authorization Control provides a mechani smfor specifying
an authorization identity on a per-operation basis, benefiting
clients that need to perform operations efficiently on behalf of
mul ti pl e users.

The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and " NAY"

used in this docunment are to be interpreted as described in
[ KEYWORDS] .
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2. Publishing Support for the Proxy Authorization Control

Support for the Proxy Authorization Control is indicated by the
presence of the Object Identifier (OD) "2.16.840.1.113730.3.4.18" in
the supportedControl attribute [RFC2252] of a server’s root
DSA-specific Entry (DSE).

3. Proxy Authorization Control

A single Proxy Authorization Control may be included in any search,
conmpare, nmodify, add, delete, or nodify D stinguished Nane (DN) or
ext ended operation request nmessage. The exception is any extension
that causes a change in authentication, authorization, or data
confidentiality [ RFC2829], such as Start TLS [LDAPTLS] as part of the
controls field of the LDAPMessage, as defined in [RFC2251].

The control Type of the proxy authorization control is
"2.16.840.1.113730. 3. 4. 18".

The criticality MJST be present and MJUST be TRUE. This requirenent
protects clients fromsubnitting a request that is executed with an
uni nt ended aut hori zation identity.

Clients MIUST include the criticality flag and MJUST set it to TRUE.
Servers MJST reject any request containing a Proxy Authorization
Control without a criticality flag or with the flag set to FALSE with
a protocol Error error. These requirenents protect clients from
submtting a request that is executed with an unintended

aut hori zation identity.

The control Val ue SHALL be present and SHALL either contain an authzld
[ AUTH representing the authorization identity for the request or be
enpty if an anonynous association is to be used.

The mechani sm for determ ning proxy access rights is specific to the
server’s proxy authorization policy.

If the requested authorization identity is recognized by the server,
and the client is authorized to adopt the requested authorization

identity, the request will be executed as if submtted by the proxy
authorization identity; otherwi se, the result code 123 is returned.

4. I nplenmentation Considerations
One possible interaction of proxy authorization and normal access
control is illustrated here. During evaluation of a search request,

an entry that woul d have been returned for the search (if submtted
by the proxy authorization identity directly) nay not be returned if
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the server finds that the requester does not have the right to assume
the requested identity for searching the entry, even if the entry is
within the scope of a search request under a base DN that does inply
such rights. This neans that fewer results, or no results, may be
returned than would be if the proxy authorization identity issued the
request directly. An exanple of such a case nmay be a systemwith
fine-grained access control, where the proxy right requester has
proxy rights at the top of a search tree, but not at or bel ow a point
or points within the tree

5. Security Considerations

The Proxy Authorization Control nmethod is subject to general LDAP
security considerations [ RFC2251] [ AUTH [LDAPTLS]. The control may
be passed over a secure channel as well as over an insecure channel

The control allows for an additional authorization identity to be
passed. |n sone deploynents, these identities may contain
confidential information that requires privacy protection

Note that the server is responsible for determning if a proxy
aut hori zation request is to be honored. "Anonynous" users SHOULD NOT
be allowed to assune the identity of others.

6. | ANA Consi derati ons

The O D "2.16.840.1.113730.3.4.18" is reserved for the Proxy
Aut horization Control. It has been registered as an LDAP Protoco
Mechani sm [ RFC3383] .

A result code (123) has been assigned by the IANA for the case where
the server does not execute a request using the proxy authorization
identity.

7. Acknow edgenents
Mark Smith, fornerly of Netscape Communi cati ons Corp., Mark Wahl
formerly of Sun Mcrosystens, Inc., Kurt Zeilenga of OpenLDAP

Foundati on, Jim Sernershei mof Novell, and Steven Legg of Adacel have
contributed with reviews of this document.

Wl t man St andar ds Track [ Page 3]



RFC 4370

8.

LDAP Proxi ed Authorization Control February 2006

Nor mat i ve Ref erences

[ KEYWORDS]

[ LDAPV3]

[ SASL]

[ AUTH]

[ LDAPTLS]

[ RFC2251]

[ RFC2252]

[ RFC2829]

[ RFC3383]

Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, March 1997.

Hodges, J. and R Morgan, "Lightweight Directory Access
Protocol (v3): Technical Specification", RFC 3377,
Sept ember 2002

Myers, J., "Sinple Authentication and Security Layer
(SASL)", RFC 2222, Cctober 1997.

wahl, M, Alvestrand, H , Hodges, J., and R Morgan
"Aut henti cati on Methods for LDAP', RFC 2829, My 2000.

Hodges, J., Mdirgan, R, and M Whl, "Lightweight
Directory Access Protocol (v3): Extension for Transport
Layer Security", RFC 2830, My 2000.

wahl, M, Howes, T., and S. Kille, "Lightweight Directory
Access Protocol (v3)", RFC 2251, Decenber 1997

wahl, M, Coul beck, A, Howes, T., and S. Kille,
"Li ghtweight Directory Access Protocol (v3): Attribute
Syntax Definitions", RFC 2252, Decenber 1997.

wahl, M, Alvestrand, H, Hodges, J., and R Morgan
"Aut henti cati on Methods for LDAP', RFC 2829, My 2000.

Zeilenga, K., "Internet Assigned Nunbers Authority (I ANA)
Consi derations for the Lightweight Directory Access
Protocol (LDAP)", BCP 64, RFC 3383, Septenber 2002

Aut hor’' s Address

Rob Wl t man

Yahoo!, Inc.
701 First Avenue

Sunnyval e,

USA

CA 94089

Phone: +1 408 349-5504
EMai | : robw@wr | dspot.com

Wl t man

St andar ds Track [ Page 4]



RFC 4370 LDAP Proxi ed Authorization Control February 2006

Ful I Copyright Statenent
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This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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