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Abstract
A range of Managenent |nformation Base (M B) nodul es has been
devel oped to hel p nbdel and manage the various aspects of
Mul ti protocol Label Swi tching (MPLS) networks. These M B nodul es are
defined in separate docunents that focus on the specific areas of
responsibility of the nodul es that they descri be.
Thi s docunent describes the nanagenent architecture for MPLS and
indicates the interrelationships between the different M B nodul es
used for MPLS network managenent.

Tabl e of Contents

L. INtroduCti ON ... 3
2. Term NOl OQY . .ot 3
3. The SNMP Managerment Framework ............. . .. . .. . . i, 3
4. An Introduction to the MPLS Working Group MB Mdules ........... 4
4.1. Structure of the MPLS MB OD Tree ...... ... ... 5
4.2. MPLS- TG STD-M B ... e e 5
4.3. MPLS-LSR-STD-M B ... e 5
4.4, MPLS-LDP-STD-M B ... e e 6
4.5, MPLS-LDP-GENERIG-STD-M B . . ... e e e e e
4.6. MPLS-LDP-ATM STD-M B ... .. e e e e e e
4.7. MPLS-LDP- FRAME-RELAY-STD-MB .. ... . e i e
4.8. MPLS-TE-STD-M B ... . e e e e 7
4.9. MPLS-FTN-STD-M B ... e e e e e e e e 7
Nadeau, et al. | nf or mat i onal [ Page 1]



RFC 4221 MPLS Managenent Overview Novenber 2005

10.
11.

12.
13.

14.

15.
16.
17.
18.

4.10. TE-LINK-STD- M B ... e e e e e 7
4.11. M B Mdule InterdependenCci€s .............iiinennen.. 8
4.12. Dependencies on External MB Mdules ...................... 9
Tabl es, Scalars, and Notifications in MPLS-LSR-STD-MB ......... 10
5. L. Tabl es ... e 10
B, 2. Scal ars . ... 10
5.3, I NdeXi NG ... 11
5.4, Notifications ...... ... e e e 12
5.5. Dependenci es between MB Mdule Tables .................... 12
Tabl es, Scalars, and Notifications in the LDP MB .............. 13
6.1. MB Mdul €S ... ... e 13
6. 2. Tabl es ... ... 14
6. 3. Scal ars ...... .. 15
6.4. Notifications ........ ... e e 15
6. 5. Dependencies between MB Mdule Tables .................... 15
Tabl es, Scalars, and Notifications in MPLS-TE-STD-MB .......... 16
7. 1. Tabl es ... e 16
7.2, Scal ars ... .. 17
7.3. Notifications ....... ... e e e 18
7.4. Dependencies between M B Mdule Tables .................... 18
Tabl es, Scalars, and Notifications in MPLS-FTINNSTD-MB ......... 18
8. 1. Tabl es ... .. e 18
8. 2. Scalars ...... .. 19
8.3. Notifications ........ ... e e e 19
8. 4. Dependencies between MB Mddule Tables .................... 19
Tables and Objects in TEELINK-STD-MB .......................... 19
9. 1. Tables ... . . e 19
0. 2. Scal ars ...... . e 20
9.3. Notifications ........ ... e e 20
9. 4. Dependencies between MB Mdule Tables .................... 20
Tabl e Dependenci es between MPLS MB Mddules ................... 21
A Note on Interfaces ........ . ... i e 21
11.1. MPLS Tunnels as Interfaces .......... ... .. ... 21
11.2. Application of the Interfaces Goup to TE Links .......... 22
11.3. References to Interface MB hjects from MPLS M B
MUl S . o 23
Management OptiONS .. ... it 24
Related ETF MB Modules ......... .. i 25
13.1. PWE3 Wirking Goup MB Modules ........... ... .. ... 26
13.2. PPVPN Working Gioup MB Mxdules ........ ... ... ... .. ... ..... 26
13.2.1. PPVPN-MPLS-VPN-STD-MB . ... . i 26
13.3. CCAWMP Working Goup MB Mxdules ........ ... ... ... .. ... ..... 26
Traffic Engineering Working Goup TEMB ...................... 27
14. 1. Choosing between TE MB Mdules ........ ... ... .. ... ... ..... 27
Security Considerati ONS ... ... . 28
ACKNOW edgemBNt S . . .. e 28
Normative References ........ .. ... 29
Informative References . ......... . .. . i, 30

Nadeau, et al. | nf or mat i onal [ Page 2]



RFC 4221 MPLS Managenent Overview Novenber 2005

1. Introduction

Thi s docunent describes the Managenent Architecture for Milti-
Protocol Label Switching (MPLS) [RFC3031]. In particular, it

descri bes how t he nanaged objects defined in various MPLS-rel ated
Managenent | nformation Base (M B) docunents nodel different aspects
of MPLS. Furthernore, this docunment explains the interactions and
dependenci es between each of these M B nodul es.

For additional information, this docunent also includes a brief note
on M B nodul es produced by the Pseudo Wre Emul ati on Edge to Edge
(PWE3), Provider Provisioned Virtual Private Network (PPVPN), Common
Control and Measurenent Plane (CCAMP), and Internet Traffic

Engi neering (TEWS wor ki ng groups.

The docunent begins with a brief outline of the SNWP franework. This
is not intended to be a conplete reference on SNWP, but is provided
to give context to the rest of the docunent and to indicate reference
mat erial for readers that need to know nore about SNWP

Thi s docunent does not propose any additions to the MPLS M B
framework, nor define any standards for the Internet comunity. It
is an informational document. |In all cases, the reader is advised to
turn to the docunent that defines the MB nodule in question for
further information.

Conment s shoul d be nmade directly to the MPLS mailing |list at
npl s@iu. net .

2. Term nol ogy

Thi s docunent uses terninology fromthe MPLS architecture docunent

[ RFC3031] and the following MPLS related M B nodul es: MPLS TC M B
[TCMB], MPLS LSR MB [LSRM B], MPLS TE MB [TEMB], MPLS LDP M B
[LDPM B], MPLS FTN MB [FTNM B], TE LINK M B [ TELM B], and PPVPN MPLS
VPN M B [ VPNM B] .

Thr oughout this docunent hyphenated M B nanmes (such as MPLS- TE- STD

M B) should be taken to refer to specific MB nodules. Non-

hyphenated M B nanmes (such as MPLS LDP M B) indicate M B docunents.
3. The SNWP Managenent Franewor k

For a detailed overview of the docunents that describe the current

I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .
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Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This docunent specifies a
M B nodule that is conpliant to the SMv2, which is described in STD
58, RFC 2578 [RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC
2580 [ RFC2580] .

4. An Introduction to the MPLS Wrking Goup M B Mdul es

This section addresses the M B docunments produced by the MPLS working
group, nanely MPLS TC M B, MPLS LSR MB, MPLS TE M B, MPLS LDP M B,
MPLS FTN M B, and TE LINK MB. The rest of this section briefly
descri bes the foll ow ng:

- the MPLS bject ldentifier (OD) tree structure and the position
of different MPLS related M B nodul es on this tree;

- the purpose of each of the MB nodules within the M B docunents,
what it can be used for, and howit relates to the other MB
nodul es.

Note that each M B docunent contains one or nore conpliance
statenents for the nodul es and objects that it defines. Therefore,
the support for the different MB nodul es and objects is beyond the
scope of this docunent, although sone reconmendations are included in
the sections that follow.

Nadeau, et al. I nf or mat i onal [ Page 4]



RFC 4221 MPLS Managenent Overview Novenber 2005

4.1. Structure of the MPLS MB O D Tree
The MPLS M B O D tree has the foll owi ng structure.
transm ssion -- RFC 2578 [ RFC2578]

!i-- mpl sStdM B -- MPLS-TC-STD-M B
I !l- npl sTCStdM B -- MPLS-TC- STD-M B

I I+ npl sLsrStdM B -- MPLS-LSR- STD-M B

I I+ npl sTeStdM B -- MPLS- TE- STD-M B

I I+ npl sLdpStdM B -- MPLS-LDP- STD-M B

I I+ npl sLdpAt nSt dM B - - MPLS- LDP- ATM STD-M B

I I+ npl sLdpFr aneRel aySt dM B - - MPLS- LDP- FRAVE- RELAY- STD- M B
I I+ npl sLdpGeneri cStdM B -- MPLS- LDP- GENERI C- STD- M B

|

I

|
+- npl SFTNStdM B -- MPLS- FTN- STD-M B

+- teLinkStdM B -- TE-LINK-STD-M B

Note: The O Ds for MB nodul es are assigned and managed by | ANA.
They can be found in the referenced M B docunents.

4.2. MPLS-TC STD-M B

MPLS- TC- STD- M B defines textual conventions [RFC2579] that may be
conmon to MPLS-related M B nodul es. These conventions allow nultiple
M B nodul es to use the sanme syntax and format for a concept that is
shared between the M B nodul es.

For exanple, |labels are a central part of MPLS and need to be
presented in many of the M B nodules. The textual convention for
representing an MPLS | abel is defined in MPLS-TC STD-M B.

Al'l of the other MPLS M B nodul es inport textual conventions from
this M B nodul e.

4.3. MPLS-LSR-STD-M B
MPLS- LSR- STD- M B descri bes managed objects for nodeling an MPLS Label

Switching Router (LSR). This puts it at the heart of the managenent
architecture for MPLS.
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This MB nodule is used to nodel and manage the basic | abel sw tching
behavi or of an MPLS LSR. It represents the | abel forwarding

i nformati on base (LFIB) of the LSR and provides a view of the LSPs
that are being switched by the LSR in question.

Si nce basic MPLS | abel switching is common to all MPLS applications,
this MB nodule is referenced by many of the other MPLS M B nodul es.

In general, MPLS-LSR-STD-M B provides a nodel of incoming |abels on
MPLS- enabl ed interfaces being napped to outgoing | abels on MPLS-
enabl ed interfaces via a conceptual object called an MPLS cross-
connect. MPLS cross-connect entries and their properties are
represented in MPLS-LSR-STD-M B and are typically referenced by other
M B nodules in order to refer to the underlying MPLS LSP.

For example, MPLS-TE-STD-M B nodels traffic-engineered tunnels.
These tunnels map to one or nore underlying MPLS LSPs. MPLS-TE- STD-
MB refers to the underlying LSPs by pointing to cross-connect
entries in MPLS-LSR-STD-M B.

4.4. MPLS-LDP-STD-M B

MPLS- LDP- STD- M B descri bes managed obj ects used to nbdel and manage
the MPLS Label Distribution Protocol (LDP) [RFC3036]. LDP is one of
the MPLS protocols used to distribute |abels and establish LSPs.

This M B nodul e contains objects conmon to all LDP inplenentations.
For an LDP inplenmentation that provides standard M B support, this
M B nodul e provides the core set of objects that are needed, al ong
with one or nore of the other LDP M B nodul es fromthe follow ng
secti ons.

4.5. MPLS-LDP- GENERI G- STD-M B

This M B nodul e provides objects for managi ng the LDP Per Platform
Label Space and is typically inplenented along with the MPLS-LDP-
STD-M B nodule. This MB Mdul e contains tables for configuring MPLS
Generic Label Ranges. Although the LDP Specification does not
provide a way to configure Label Ranges for Generic Labels, the MB
nodul e does provide a way to reserve a range of generic |abels
because the working group thought this was useful.

4.6. MPLS-LDP-ATM STD-M B
This MB nodule is typically supported along with MPLS-LDP-STD-M B by

LDP i npl ementations if LDP uses ATM as the Layer 2 nedium Tables in
this MB nodule allow for configuring LDP to use ATM
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4.7. MPLS-LDP- FRAME- RELAY- STD-M B

This MB nodule is typically supported along with MPLS-LDP-STD-M B by
LDP i nmpl enentations if LDP uses Frame Relay as the Layer 2 medi um
Tables in this MB nmodule allow for configuration of LDP to use Frame
Rel ay.

4.8. MPLS-TE-STD-M B

MPLS- TE- STD- M B descri bes nmanaged objects that are used to nodel and
manage MPLS Traffic Engineered (TE) Tunnels.

This MB nodule is based on a table that represents TE tunnel s that
either originate from traverse via, or termnate on the LSR in
question. The M B nodul e provides configuration and statistics

obj ects needed for TE tunnels.

4.9. MLS-FTN-STD-M B

MPLS- FTN- STD- M B descri bes managed objects that are used to nodel and
manage the MPLS FEC-to- NHLFE (FTN) mappi ngs that take place at an
i ngress Label Edge Router (LER).

An LER is an LSR placed at the edge of an MPLS domain, and it passes
traffic into and out of the MPLS donmain. An ingress LER is

responsi ble for classifying data and assigning it to a suitable LSP
or tunnel.

This classification is done using Forwardi ng Equi val ence C asses
(FECs) that define the conmon attributes of data (usually packets)
that will be treated in the sane way. Once data has been classifi ed,
it can be handed off to an LSP or tunnel through the Next Hop Labe
Forwardi ng Entry (NHLFE).

In the case of an |IP-to-MPLS mappi ng, the FEC objects describe IP
6-tupl es that represent source and destination address ranges, source
and destination port ranges, the IPv4 Protocol field or |IPv6 next-
header field, and the DiffServ Code Point (DSCP)

4.10. TE-LINK-STD-M B

TE- LI NK- STD- M B descri bes nanaged objects that are used to nodel and
manage TE |inks, including bundled links, in an MPLS networKk.

The TE |link feature is designhed to aggregate one or nore sinilar data

channels or TE links between a pair of LSRs. A TE link is a sub-
interface capable of carrying traffic-engineered MPLS traffic.
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A bundled link is a sub-interface that bonds the traffic of a group
of one or nore TE |inks.

4.11. M B Mdul e I nterdependenci es

This section provides an overview of the relationship between the
MPLS M B nodul es descri bed above. Mre details of these

rel ati onshi ps are given below after the M B nodul es have been

di scussed in nore detail.

The arrows in the follow ng di agram show a ' depends on’ rel ationship.
A relationship "M B nodul e A depends on M B nodule B'" neans that MB
nmodul e A uses an object, object identifier, or textual convention
defined in MB nodule B, or that M B nodule A contains a pointer
(index or RowPointer) to an object in M B nodul e B.

I > MPLS-TC-STD-M B
| N
I
| MPLS-LSR-STD-MB <------commmmeao oo +
I I
I R MPLS-LDP-STD-M B -->+
| | |
+<-- MPLS-LDP-GENERI C-STD-MB ------ >+ |
I I
+<-- MPLS-LDP-ATMSTD-MB ---------- >+ |
I I I
+<-- MPLS- LDP- FRAME- RELAY-STD-M B -->+ |
I I
+<- - - MPLS-TE-STD-MB -----ccmm e e e - - >+
| ] |
+<- - - MPLS-FTN-STD-MB ------ccemmeee e - - >+
Thus:

- Al the MPLS M B nodul es depend on MPLS-TC- STD- M B.

-  MPLS-LDP-STD-M B, MPLS-TE-STD-M B, and MPLS-FTN-STD-M B cont ai n
references to objects in MPLS-LSR- STD- M B.

- MPLS- LDP- GENERI G- STD-M B, MPLS-LDP-ATM STD-M B, and MPLS- LDP-
FRAME- RELAY- STD-M B contain references to objects in MPLS-LDP-
STD- M B.

- MPLS-FTN-STD-M B contains references to objects in MPLS-TE- STD-
M B.
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Note that there is a textual convention (Ml sl ndexType) defined in
MPLS-LSR-STD-M B that is inported by MPLS-LDP-STD-M B.

4.12. Dependencies on External M B Mdul es

Wth the exception of MPLS-TC-STD-M B, all the MPLS M B nodul es have
dependencies on the Interfaces MB [ RFC2863]. MPLS-FTN-STD-M B
references | P-capable interfaces on which received traffic is to be
classified using indexes in the Interface Table (ifTable) of IF-MB
[ RFC2863]. The other MPLS M B nodul es reference MPLS-capabl e
interfaces in ifTable.

The Interfaces Goup of IF-MB [RFC2863] defi nes generic managed
obj ects for nmanaging interfaces. The MPLS M B nodul es contain

medi a- specific extensions to the Interfaces G oup for managi ng MPLS
i nterfaces.

The MPLS M B nodul es assune the interpretation of the Interfaces
Group to be in accordance with [ RFC2863], which states that ifTable
contains informati on on the managed resource’s interfaces and that
each sub-layer below the internetwork |layer of a network interface is
considered an interface. Thus, the MPLS interface is represented as
an entry in ifTable.

The interrelation of entries in ifTable is defined by the Interfaces
Stack G oup defined in [ RFC2863].

Addi tionally, MPLS-LDP-ATM STD-M B inports the textual convention
Atmvpldentifier from ATMTC-MB to represent an ATMvirtual path
identifier, whereas MPLS-LDP- FRAME- RELAY-STD-M B inports the textua
convention DLCI from FRAME- RELAY-DTE-M B to represent a Data Link
Channel identifier.

MPLS- LDP- STD-M B i nports the textual conventions Indexlnteger and
| ndex| nt eger Next Free from [ RFC3289], and MPLS-TE-STD-M B i nports

I ndexl nt eger Next Free. | ndexlnteger provides a standard arbitrary
i ndex, whereas | ndexlntegerNextFree is used by a managenent agent
that needs to sel ect an appropriate value for an arbitrary index.

Finally, all of the MB nodul es inport standard textual conventions
such as integers, strings, tinestanps, etc., fromthe MB nodules in
which they are defined. This is business as usual for a MB nodul e
and is not discussed further in this docunent.
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5. Tables, Scalars, and Notifications in MPLS-LSR-STD-M B
5.1. Tables
MPLS- LSR- STD-M B contains the foll ow ng tables.

- The interface configuration table (nplslinterfaceTable) is used for
enabling MPLS on MPLS-capable interfaces.

- The in-segnent (nplslnSegnent Tabl e) and out - segnent
(rmpl sQut Segnent Tabl e) tables are used to configure and nonitor LSP
segnents carrying data into and out of the LSR, respectively.

- The in-segnment napping table (nplslnSegnent MapTabl e) provides a
| ook-up table that enables the discovery of an in-segnment in
npl sl nSegnent Tabl e from the known i ncom ng interface and inconi ng
| abel .

- The cross-connect table (nplsXCTable) is used to associate in and
out segnments in order to forma cross-connect (i.e., to represent
an LSP transiting the LSR).

- The | abel stack table (nplsLabel StackTable) allows the
specification of nmulti-|abel stacks to be inposed on a given LSP
at this LSR

- The MPLS in-segnent (nplslnSegnentPerfTabl e) and out-segnent
(rmpl sQut Segnent Per f Tabl e) performance tables contain objects to
neasure the performance of LSPs.

- The MPLS interface performance table (nplslnterfacePerfTable) has
obj ects to nmeasure MPLS performance on a per-interface basis.

5.2. Scal ars

Where tables in the MB nodul e have arbitrary i ndexes, scalars are
provided to supply the next available index. This applies to

nmpl sl nSegrent Tabl e, npl sCQut Segnent Tabl e, npl sXCTabl e, and

npl sLabel St ackTabl e, but see the section on indexing, below.

npl sMaxLabel St ackDept h defines the maxi mum si ze of a inposed | abel
stack supported at this LSR (and not, as the description in MLS-
LSR-STD-M B states, the maxi num | abel stack depth supported by the
LSR) .

npl sXCNot i fi cati onsEnable is used to enabl e and disable notifications
from VMPLS-LSR- STD- M B.
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5.3. I ndexing

Note that the indexing used by the tables in MPLS-LSR-STD-M B i s
unusual . A specific textual convention, Ml slndexType, is defined in
the MB nodule and is used as the type for indexes to

nmpl sl nSegrent Tabl e, npl sCut Segnent Tabl e, npl sXCTabl e, and

npl sLabel St ackTabl e. The textual convention is defined as an octet
string of between one and twenty-four octets, inclusive.

Al t hough this convention can be used to map sinple integers and so
preserve the normal indexing techniques, it nay also be used to
encode nore conplex indexing rules that nmay be useful to

i npl ement ati ons that subdivide their |abel spaces according to
physi cal or inplenentation constraints (such as placing the
responsibility for a subset of labels with a line card).

Note that it would be unusual, but not inpossible, to make

sophi sticated use of these indexes in a wite-access MB since the
"next’ index value would be hard to determine. Thus, non-sinple
values are likely only to be used in read-only MBs in which the

i ndexes are generated as a result of signaling protocol

i npl ementations or other configuration nmeans. The formatting and
interpretation of non-sinple indexes is out of the scope of the MB
nmodul e definition and is expected to be part of the manageability
statenent for a particular device. Wen the formatting i s not known
by an agent, it should treat the index as a plain octet string
contai ning an integer of between one and twenty-four octets.

As described in the previous section, scalars are provided to all ow
agents to discover a suitable value to use as an index when creating
a new row in one of these tables. These scalars all use a second
textual convention, Ml slndexNext Type, also defined within MPLS-LSR-
STD-MB. This textual convention allows the "null string’, (that is,
a string of length one octet with value 0x00). The null string is
used to indicate that either wite access is not supported or no nore
i ndexes are currently avail abl e.

Note that the usage of the nextlndex scalars is such that at any tine
a scal ar supplies a value that is currently unused as an index to the
specific table. 1In order to avoid |lacunae in the indexing of a table
under normal usage, inplenentations are reconmended to change the

val ue in an nextlndex scalar only when the index is used (that is,
when a row is created) and not when the nextlndex scalar is read. In
a 'busy’ table, this may result in row creation attenpts failing and
agents having to re-read the scal ar before making a second row
creation attenpt. The desire to avoid this issue is in opposition to
the desire to avoid | acunae.
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5.

5.

4.

5.

Noti ficati ons

MPLS-LSR- STD-M B can issue two notifications (if notifications are
enabl ed) .

- nplsXCUp reports when a cross-connect becones active.

- npl sXCDown reports when a cross-connect becones
i nacti ve.

Dependenci es between M B Mdul e Tabl es

The tables in MPLS-LSR-STD-M B are related as shown on the di agram
below. The arrows indicate a reference fromone table to another.

Note that the various MB tables contain two instances of pointers to
external tables that are not currently defined. Entries in an
external Traffic Parameters Table (external _Traffic_Table) are

poi nted to using RowPointers fromthe npl sl nSegnment Tabl e

(rmpl sInSegrent Traffi cParanPtr) and from the npl sCut Segnent Tabl e

(npl sQut Segnent Traf fi cParanmPtr) to allow representati on of the
traffic paraneters for the MPLS segnent. Alternatively, the pointers
may indicate an entry in the Tunnel Resource Table

(npl sTunnel ResourceTable) in MPLS-TE-STD-MB. Sinilarly, an external
| abel table nmay be used to store |abel values if, for sonme reason,
they are not stored in place within the LSR M B tables. This m ght
occur if extra per-1label space information needs to be stored, and it
paves the way for GWLS where | abels cannot always be stored in a
32-bit value. RowPointers are used fromthe npl sl nSegnent Tabl e

(npl sl nSegrent Label Ptr), the npl sCut Segnent Tabl e

(pl sQut Segnent TopLabel Ptr), and fromthe npl sLabel StackTabl e

(npl sLabel St ackLabel Ptr).
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npl sl nterfacePerf Tabl e
N

I
Y

npl sl nterfaceTabl e
N

N

npl sl nSegment MapTabl e | | npl sLabel StackTabl e
I I I "

+----+ +----+

| external _Traffic_Table |
N

I
I
|~ I I

nSegnent Tabl e npl sQut Segnent Tabl e

I
I
I
I
I
I I I I I
I le |
N N N N | |
I I I I |V
R I p—— + | +----> npl sXCTable <----+ | +- -+
I \Y \ I
| npl sl nSegnent Perf Tabl e npl sQut Segnent Per f Tabl e |
I I
Fom e > external Label _Table <------------- +

6. Tables, Scalars, and Notifications in the LDP M B

6.1. M B Mdul es

2005

The M B docunent for LDP contains four MB nodules. This structure
makes it easier for an inplenmentation to select only those nodul es

that are relevant to it. The M B Mdul es are MPLS-LDP-STD-M B,

MPLS- LDP- GENERI C- STD-M B, MPLS- LDP- ATM STD-M B, and MPLS- LDP- FRAME-

RELAY- STD- M B.

MPLS- LDP- STD-M B defines objects that are specific to LDP wi thout any

Layer 2 objects. MPLS-LDP-GENERI C-STD-M B defines Layer 2 Per

Pl at f orm Label Space objects for use with MPLS-LDP-STD-M B and for
use on Ethernet. MPLS-LDP-ATM STD-M B defines Layer 2 Asynchronous

Transfer Mde (ATM objects for use with MPLS- LDP- STD- M B.

LDP- FRAME- RELAY- STD- M B defi nes Layer 2 FRAME- RELAY objects for use

with MPLS-LDP- STD-M B.

The MPLS-LDP-STD-M B nodul e provides the core support and is
typically supported along with at |east one of the Layer 2 MB

nmodul es.
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6.2. Tables

The tables in the LDP M B for configuring the LDP behavi or of an LSR
are as follows.

- The LDP Entity Table (nplsLdpEntityTable) provides a way to
configure the LSR for using LDP. There nust be at |east one LDP
Entity for the LSR to support LDP. Each entry/row in this table
represents a single LDP Entity.

- Several tables exist to help configure LDP' s use of |abels. These
are spread through the M B nodul es described in the previous
section. They are: nplsLdpEntityGenLRTabl e,
npl sLdpEnt i t yAt nPar nsTabl e and npl sLdpEnti t yAt nLRTabl e,
npl sLdpEnti t yFrameRel ayPar nsTabl e and npl sLdpEntityFrLRTabl e.

They are used to configure generic, ATM and Frane Relay |abels as
t heir names suggest.

- The LDP Peer Table (npl sLdpPeerTable) is a read-only table that
contains infornmati on about LDP Peers known to LDP Entiti es.

- The LDP Hell o Adjacencies Table (npl sLdpHel | oAdj acencyTable) is a
tabl e of all adjacencies between all LDP Entities and all LDP
Peers.

- Several tables exist to nmonitor and control LDP sessions. The LDP
Session Tabl e (npl sLdpSessi onTabl e) represents sessi ons between an
LDP Entity and a Peer. nplsLdpAtnSesTabl e and
npl sLdpFr aneRel aySesTabl e contain session information specific to
ATM

-  The MPLS LDP Session Peer Address Tabl e (npl sLdpSesPeer Addr Tabl e)
stores addresses learned after session initialization via Address
Message adverti senent.

- The LDP FEC Tabl e (npl sFecTable) represents FEC (Forwardi ng
Equi val ence O ass) information that may be in use on one or nore
LSPs. The LDP LSP FEC Tabl e (npl sLdpLspFecTabl e) shows the FECs
associ ated with each LSP

-  MPLS-LDP-STD-M B has a mappi ng table (nplsLdpLspTabl e) that naps
the LDP MB's representation of LDP sessions to the underlying LSR
M B s representation of the LSPs created by these sessions, by
poi nting to npl sl nSegnent Tabl e, npl sCQut Segnent Tabl e, and
npl sXCTabl e, respectively.
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6.

6. 4.

6.

3.

5.

- Statistics nay be gathered through the LDP Entity Statistics Table
(rmpl sLdpEntityStatsTable) and the LDP Session Statistics Table
(rmpl sLdpSesSt at sTabl e) .

Scal ars

Where tables in the MB nodul es have arbitrary indexes, scalars are
provided to supply the next available index. This applies to

nmpl sLdpEnti tyTabl e and npl sFecTabl e.

Two scalars exist to configure the LSR  The LSRIDis set in

nmpl sLdpLsrid, and the |l oop detection capabilities are reported in
npl sLdpLsr LoopDet ect i onCapabl e.

Noti fi cati ons

MPLS- LDP- STD-M B defines four notifications that a device can issue.

- npl sLdpl ni t SesThreshol dExceeded is reported when the nunber of
Session Initialization nmessages exceeds a configured threshol d.

- npl sLdpPVLM smatch is issued if the Path Vector Limt for a
configured Entity and Peer do not match

- npl sLdpSessi onUp and npl sLdpSessi onDown report the transition of
Sessi on state.

No scal ar object is provided to enable and di sable notifications from
MPLS-LDP-STD-M B. Instead, the inplenmenter is referred to [ RFC3413].

Dependenci es between M B Mdul e Tabl es

The many tables in the four LDP M B nodul es are related as shown on
the di agram below. The arrows indicate a reference fromone table to
another. Note that in many cases the reference is through an
augnentation of the referenced table.
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nmpl sLdpEntityGenLRTable ------------- >+
nmpl sLdpEntityAt nParnsTable ---------- >+
npl sLdpEntityAt mLRTable ------------- >+
npl sLdpEnt i t yFr aneRel ayParnsTabl e --->+
nmpl sLdpEntityFrLRTable -------------- >+
nmpl sLdpEntityStatsTable ------------- >+

npl sLdpHel | oAdj acencyTabl e |

I I

| nplsLdpEntityTable <--+

| N N
\ I

npl sLdpPeer Tabl e <-+- npl sLdpSesPeer Addr Tabl e

I
Y

npl sLdpSessi onTabl e

N

npl sLdpSesSt atsTable ------ +
npl sLdpAt nSesTable -------- +

I

+- -

I I
npl sLdpFr aneRel aySesTabl e- - + |

I

I

+- -

V

npl sLdpLspFecTabl e
|
| npl sFecTabl e

\Y
npl sLdpLspTabl e

7. Tables, Scalars, and Notifications in MPLS-TE-STD-M B
7.1. Tabl es

MPLS- TE- STD-M B contains the followi ng tables.

2005

- The Tunnel Table (nplsTunnel Table) is used to configure and report

MPLS tunnels. Note that reporting of tunnels in this table at

transit LSRs is optional.

Entries in nplsTunnel Tabl e are i ndexed by four objects. The

source and destination LSR IDs give context to the entry, and an
i ndex (nplsTunnel I ndex) identifies the tunnel itself. However,

the fourth index (nplsTunnellnstance) may give rise to sone
confusion since its usage is not clearly explained.

The description says: "Uniquely identifies an instance of a

tunnel. It is useful to identify multiple instances of tunnels
for the purposes of backup and parallel tunnels.” In the case of

backup tunnels, multiple instances of the sane tunnel may be

defined, but only one is active at any time. Different instances
may have different properties (such as explicit routes), and one

i nstance nmay be set up to protect against failure of another.
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7.

Parall el tunnels nay be used to provide |oad sharing or
protection.

The npl sTunnel I nstancePriority object is used to indicate the
precedence of tunnels with the same LSR I Ds and npl sTunnel | ndex
val ue. The npl sTunnel Pri maryl nstance object gives a quick

ref erence back to the preferred instance of the tunnel.

The npl sTunnel I ndex value is typically signaled as the Tunnel |D
and the npl sTunnel Il nstance as the LSP ID, in protocols where both

fields exist. In protocols where there is only one identifying
i ndex (usually known as the LSP ID), only the nplsTunnellndex is
si gnal ed.

- The Resource Tabl e (npl sTunnel ResourceTable) is used to configure
resources to be requested on this tunnel. The CRLDP resource
tabl e (npl sTunnel CRLDPResTabl e) is used to request additional
resource details that are specific to tunnels signaled using CR
LDP.

- The routes requested, conputed, and actually used for a tunnel are
found in the Tunnel Hop Tabl e (npl sTunnel HopTabl ), Tunne
Comput ed Hop Tabl e (npl sTunnel CHopTabl e), and Tunnel Actual Hop
Tabl e (npl sTunnel ARHopTabl e) .

- Statistics about the performance of tunnels may be gat hered
t hrough the Tunnel Performance Tabl e (npl sTunnel Perf Tabl e).

Scal ars

Where tables in the MB nodul e have arbitrary i ndexes, scalars are
provided to supply the next available index. This applies to
nmpl sTunnel Tabl e, npl sTunnel Resour ceTabl e, and npl sTunnel HopTabl e.

Two scal ars exist to configure the support for MPLS tunnels on the
LSR npl sTunnel TEDi stProto lists the signaling nmethods and protocols
supported. nplsTunnel MaxHops defines the size of route that nay be
configured on the LSR

Two further scalars enhance the statistics on the LSR by counting the
nunber of configured (nplsTunnel Configured) and active
(npl sTunnel Active) tunnels.

The scal ar npl sTunnel Noti ficati onMaxRate is used to control the rate
at which notifications are issued from VWPLS-TE-STD-MB. A rate of
zero neans that notifications nust not be issued. |If notifications
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woul d be generated faster than the configured rate, an inplenentation
may choose to discard notifications or to queue them for distribution
at a quieter tinme.

7.3. Notifications

MPLS- TE- STD-M B defines four notifications that a device can issue.
The rate of dispatch of notifications is controlled as described in
the previous section.

- npl sTunnel Up and npl sTunnel Down report the transition of Tunnel
state.

- Rerouting and re-optim zation of Tunnels paths are reported by
npl sTunnel Rerout ed and npl sTunnel Reopti i zed.

7.4. Dependenci es between M B Mdul e Tabl es

The tables in MPLS-TE-STD-M B are rel ated as shown on the diagram
below. The arrows indicate a reference fromone table to another.

npl sTunnel Perf Tabl e
N
I

V
nmpl sTunnel Tabl e
I I
v I
npl sTunnel Resour ceTabl e +--> npl sTunnel HopTabl e
A I
| +--> npl sTunnel CHopTabl e
\ I
npl sTunnel CRLDPResTabl e +--> npl sTunnel ARHopTabl e

8. Tables, Scalars, and Notifications in MPLS-FTN-STD-M B
8.1. Tables

MPLS- FTN- STD-M B contai ns the foll ow ng tabl es.

- The FEC-to-NHLFE Tabl e (npl sFTNTabl e) defines the FEC to NHLFE
rules to be applied to incom ng packets, and the actions to be
taken on natchi ng packets.

- The FEC-to- NHLFE Mappi ng Tabl e (npl sFTNMapTabl €) provi des the

capability to activate FTN rul es defined in the npl sFTNTabl e on
specific interfaces in the system
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- Performance statistics for FTN rules are found in the
npl sFTNPer f Tabl e.

8.2. Scalars
This M B nodul e contains the scal ars npl sFTNTabl eLast Changed and
nmpl sFTNMapTabl eLast Changed to indicate the last time an object
changed i n npl sFTNTabl e and npl sFTNMapTabl e, respectively. Another
scal ar, npl sFTNI ndexNext, is used to supply the next valid index for
creating new conceptual rows in nplsFTNTabl e.

8.3. Notifications
There are no notifications in this M B nodul e.

8.4. Dependenci es between M B Mdul e Tabl es

The tables in MPLS-FTN-STD-M B are related as shown on the di agram
below. The arrows indicate a reference fromone table to another.

npl sFTNTabl e
N
I
nmpl sFTNMapTabl e
N

npl sFTNLerfTabI e
9. Tables and hjects in TE-LINK-STD-M B
9.1. Tables
TE- LI NK- STD-M B contains the follow ng tabl es.
- The TE link table (teLinkTable) is used to specify TE |inks,
i ncluding bundl ed I'inks, and their generic traffic-engineering

par anet ers.

- The TE link descriptor table (teLinkDescriptorTable) is used to
list the TE Iink descriptors.

- The shared risk link group (SRLG table (teLinkSrlgTable) is used
to specify the SRLGs associated with TE |inks.

- The TE link bandw dth table (telLinkBandw dthTable) is used to
report priority-based bandw dth val ues associated with TE |i nks.
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- The conponent link table (conponentLinkTable) is used to identify
the dat a-bearing conponent links that are associated with the TE
i nks and specify the data-bearing |ink generic traffic
engi neeri ng paraneters.

- The conponent link descriptor table (conponentLinkDescriptorTable)
is used to list the data-bearing conponent |ink descriptors.

- The conponent |ink bandwi dth table (conponentLi nkBandwi dt hTabl e)
is used to report priority-based bandw dth val ues associated with
dat a- beari ng conmponent i nks.

9.2. Scalars
There are no scalars in this MB nodul e.
9.3. Notifications
There are no notifications in this M B nodul e.

9.4. Dependenci es between M B Mdul e Tabl es

The tables in TE-LINK-STD-M B are rel ated as shown on the diagram
below. The arrows indicate a reference fromone table to another.

Note that many of the associations between tables are through a
conmon index that is the iflndex of the related interface.

t eLi nkTabl e

N

I
teLi nkDescriptorTable ---+

teLi nkSrlgTable --------- +
t eLi nkBandwi dt hTable ----+

component Li nkTabl e

N

conponent Li nkDescri ptor Table ---+

I
component Li nkBandwi dt hTabl e ----+
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10.

11.

11.

Tabl e Dependenci es between MPLS M B Mdul es

Section 4.11 gave an overview of how the MPLS M B nodul es are
related. Now that the tables in the MB nodul es have been
introduced, it is possible to give a nore detailed di agram of these
rel ati onshi ps.

MPLS-TC-STD-MB is left off the di agram because many of the MB
nmodul e tabl es use textual conventions fromthat M B npdul e.

npl sLsr XCTabl e npl sLsr 1 nSegnent Tabl e
N N

I
+---- npl sLdpLspTabl e

nmpl sTunnel Table ------ + \%
A | npl sLsr Qut Segnent Tabl e

I
mpl sFTNTable --------- +
A Note on Interfaces

The Interfaces Goup of IF-MB [RFC2863] defines generic managed

obj ects for nmanaging interfaces. The MPLS M B nodul es nake
references to interfaces so that it can be clearly determ ned where
t he procedures managed by the M B nodul es shoul d be perforned.
Additionally, the MPLS M B nodul es (notably MPLS-TE-STD-M B and TE-
LINK-STD-MB) utilize interface stacking within the Interface G oup.

1. MPLS Tunnels as Interfaces

MPLS- TE- STD-M B buil ds on the concept of managi ng MPLS Tunnel s as

|l ogical interfaces. [RFC2863] states that the interfaces table
(ifTable) contains informati on on the managed resource’s interfaces,
and that each sub-layer below the internetwork |ayer of a network
interface is considered an interface. Thus, an MPLS Tunnel managed
as an interface is represented as an entry in the ifTable. The
interrelation of entries in the ifTable is defined by the Interfaces
Stack G oup defined in [ RFC2863].

When using MPLS Tunnels as interfaces, the interface stack table
m ght appear as foll ows:
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oo e o e e e e e e e e e e e e e e e e e e e emeo—ao-- +
| MPLS tunnel interface ifType = nplsTunnel (150) |
oo e o e e e e e e e e e e e e e e e e e e e emeo—ao-- +
| MPLS interface ifType = npls(166) |
oo e o e e e e e e e e e e e e e e e e e e e emeo—ao-- +
| Underlying | ayer |
oo e o e e e e e e e e e e e e e e e e e e e emeo—ao-- +

In the di agram above, "Underlying layer" refers to the iflndex of any
interface type for which MPLS internetworking has been defi ned.
Exanpl es include ATM Franme Rel ay, and Ethernet.

A detailed listing of the napping between ifTable objects and their
use for MPLS Tunnels is given in [TEMB]. A few key objects are
listed here to provide an overview of the concepts.

Each MPLS tunnel is represented by an entry in the ifTable. Each
tunnel is therefore assigned a unique iflndex.

The type of an interface represented by an entry in the ifTable is
i ndicated by the ifType object. The value that is allocated to
identify an MPLS tunnel is 150.

The ifOperStatus object reflects the actual operational status of the
MPLS tunnel and rmay be mapped from the npl sTunnel Oper St at us obj ect.

It may be considered conveni ent and good nanagenent to set the ifName
object to reflect the nane of the MPLS tunnel as contained in the
npl sTunnel Nanme obj ect .

2. Application of the Interfaces Group to TE Links

TE-LINK- STD-M B al so uses interface stacking to manage TE Link
interfaces as logical interfaces. The TE Link interface is
represented as an entry in the ifTable. The interrelation of entries
inthe ifTable is defined by Interfaces Stack Group defined in

[ RFC2863]. When using TE Link interfaces, the interface stack table
m ght appear as foll ows:
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o m o e o e o e o e o e e e e e e e e e o e e e e e e o e e e e e e e e e e e e e eeeooo-- +
| MPLS interface ifType = npl s(166) |
| iflndex = 1 I
o m o e o e o e o e o e e e e e e e e e o e e e e e e o e e e e e e e e e e e e e eeeooo-- +
| TE link (bundled link) ifType = teLink(200) |
| iflndex = 2 I
S T +
| TE link ifType = teLink(200) | | TEIlink ifType = teLink(200) |
| iflndex = 3 | | iflndex = 4 |
S s +
| Component [ink | | Conponent I|ink |
| ifType = optical Transport(196) | | ifType = optical Transport (196)

| iflndex =5 | | ifIndex = 6 |
S s +

In the above diagram "optical Transport" is an exanple of an
under | yi ng physical interface: in this case an optical transport
interface. TE |ink nanagenent and bundling can be seen in the |evels
of interface stacking. Two TE links are defined, each managi ng an
optical transport link. These two TE links are conbined into a
bundl e, which is nanaged as a single TE link interface. This TE Link
interface supports MPLS and is presented as an MPLS interface.

A detailed listing of the napping between ifTable objects and their
use for TE Links is given in [TELMB]. A few key objects are |listed
here to provide an overview of the concepts.

Each TE Link interface is represented by a separate entry in the
ifTable, with a unique iflndex.

The type of an interface represented by an entry in the ifTable is
indicated by the ifType object. The value that is allocated to
identify a TE Link is 200.

3. References to Interface MB bjects from MPLS M B Mdul es

MPLS- TE- STD-M B contains two objects that reference the managenent of
an MPLS tunnel as an interface. nplsTunnellslf is a TruthValue that
i ndi cates whether the tunnel is present in the ifTable. If the
tunnel is managed as an interface, the nplsTunnellflndex object
contains the iflndex that identifies the corresponding entry in the

i f Tabl e.

MPLS-LSR-STD-M B includes a table (nplslinterfaceTable) for
configuring the support for MPLS on specific interfaces. A
conceptual rowin this table is created automatically by an LSR for
every interface that is capable of and configured for support of
MPLS. A conceptual rowin this table will exist if and only if a
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corresponding entry in ifTable exists with ifType = npls(166). The
fate of the entries in the two tables are closely linked so that if
the entry in the ifTable is operationally disabled, the entry in
nmpl sinterfaceTable is deleted. During the life of an entry in

nmpl sl nterfaceTabl e, a corresponding entry is managed in

nmpl sl nterfacePerfTable to show performance counters for the MPLS-
capabl e interface.

The iflndex that identifies MPLS-capable interfaces also plays an

i mportant indexing role in MPLS-LSR-STD-M B. In-segnents (that is,

i nconing LSP | abels) are represented in nplslnSegnent Tabl e, which is
i ndexed by the npl sl nSegnent|flndex and npl sl nSegnent Label obj ects.
npl sl nSegnment | f 1 ndex is set to the iflndex of the incom ng MPLS
capabl e interface. nplslnSegnentlLabel identifies the incom ng MPLS
| abel. Note that the correspondi ng npl sQut Segnent Tabl e contai ns an
npl sQut Segnent | fI ndex object to identify the outgoing MPLS-capabl e
interface, but that this does not formpart of the index of the

tabl e.

MPLS- LDP- STD-M B uses iflndex extensively to identify the interface
over which MPLS is active.

Wthin MPLS-FTN- STD-M B, npl sFTNVapTabl e naps entries in npl sFTNTabl e
to interfaces on which npl sFTNTabl e entries shoul d be acti vat ed.
Interfaces are identified using their iflndex val ues.

Managenent QOptions

It is not the intention of this docunent to provide instructions or
advice to inplenenters of Managenent Stations, Managenent Agents, or
managed entities. It is, however, useful to nmake some observations
about how the M B nodul es descri bed above ni ght be used to manage
MPLS syst ens.

Al MPLS LSPs may appear in MPLS-LSR-STD-MB. At transit nodes, they
are seen as full cross-connects between incoming |abels on incom ng

i nterfaces and outgoing |labels on outgoing interfaces. At ingress or
egress points, the cross-connections are unbal anced havi ng spoof
upstream or downstream | egs, respectively.

Split and nmerge points of LSPs may be represented as nore conpl ex
cross-connects in MPLS-LSR-STD-MB. Simlarly, bidirectional LSPs
can be represented by using the same cross-connect index for each of
the forward and reverse cross-connecti ons.

The nodules in the LDP MB are intended solely for use with LDP and
CR-LDP. LSPs that are signal ed through other nmeans may conveniently
be stored in npl sLdpLspTable for consistency with LSPs set up using
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LDP, but there is little further value to this because the table
gives only pointers into MPLS-LSR-STD-MB. |f, however, the LSPs are
established with associated FECs using sone signaling nethod other
than LDP (for exanple, BGP), it may be advantageous to use

nmpl sLdpLspTabl e, npl sFecTabl e, and npl sLdpLspFecTable to correl ate

t he LSPs.

Note that if CR-LDP is the signaling protocol, there is no
requirement to use the LSP-related tables in the LDP M B since the
LSP will be adequately represented in MPLS-TE-M B and MPLS- LSR- STD-
M B.

MPLS tunnels may be represented in MPLS-TE-STD-M B with their cross-
connects indicated in MPLS-LSR-STD-M B. Tunnels are often (although
not always) set up with a series of constraints that nay be
represented in MPLS-TE-STD-M B. Note that a distinguishing feature
of a tunnel is that it has an ingress and an egress, where LSPs
establ i shed through LDP may be end-to-end or may be hop-by- hop.

Al'l LSPs (tunnels and non-tunnels) may be established as a result of
signhaling protocols already defined or for future study. 1In
addition, LSPs may be set up nanually by issuing configuration
conmands to each of the LSRs on the LSP. These comuands may utilize
SNWP by perform ng SET operations to the M B nodul e tables and

obj ects described here. Alternatively, configuration may be through
sone non-standard interface such as a Conmand Line or a G aphical
User Interface. Such configured LSPs nay al so be represented in the
M B nodul e tabl es.

Do not be misled by considerations of the "permanence" of LSPs when
deci di ng which tables of which MB nodules to use. An MPLS tunne
may have a very long life expectancy if it is set up by an amesi ac
user. Oherwise, it may have a very short lifetime if it is
automatically provisioned to satisfy on-demand traffic requirenents.
Simlarly, an LSP established in response to a routing protocol
(sonetimes known as a hop-by-hop LSP) nmay be equally stable or

unst abl e.

Rel ated | ETF M B Modul es

This section describes the broad interactions between M B nodul es
produced by the PWE3, PPVPN, and CCAMP wor ki ng groups and the MPLS
M B nodules. This information is provided as background and is not
central to this docunent.
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1. PWE3 Wirking Goup MB Mdul es

The PWE3 wor ki ng group has produced a docunent [PWE3FW that includes
a description of the framework for M B nodul es within PWE3 operation.
Since the PWE3 architecture includes the use of MPLS as an emul at ed
service and as a PSN service, the MPLS M B npodul es descri bed above
may be | everaged. The PWE3 franmework docunment describes the
interactions between the MPLS M B npodul es and the PWE3 M B nodul es.

2. PPVPN Wrking Goup MB Mdul es

At present, the PPVPN working group has not included a discussion of
how the MPLS M B nodul es interact with the M B nodul es bei ng produced
by that working group. The authors of this docunent hope to nake a
forthcom ng addition to the PPVPN framework docunment [ PPVPNFW
detailing these interactions. At the nonment, there are two MB

nmodul es, [VPNM B] and [ VPNTCM B], which are di scussed next.

2.1. PPVPN MPLS-VPN-STD-M B

PPVPN- MPLS- VPN- STD- M B descri bes managed objects that are used to
nodel and nanage RFC2547bis MPLS VPNs [ RFC2547Bis]. This M B nodul e
contains tables that nodel virtual routing forwarding entries (VRFs),
as well as the interfaces associated with those VRFs.

2.1.1. Position in the A D Tree

transm ssion -- RFC 2578 [ RFC2578]

I
+- vpnM B -- PPVPN- MPLS-VPN- STD-M B

2.1.2. Dependencies

This M B nodule currently has no direct dependencies on any of the
MPLS M B nodul es. This M B nodul e nodels MPLS VPN interfaces as
entries in the Interfaces MB's Interfaces Table (ifTable). This MB
nmodul e may be nodified in the future to inport textual conventions
from MPLS- TC- STD- M B.

A specific textual conventions M B nodul e [VPNTCM B] defines textual
conventions that are inported into PPVPN MPLS- VPN STD- M B.

3. CCAMP Working Group MB Mdul es
The CCAMP wor ki ng group is devel oping M B nodul es in support of GWLS

that interact directly with the MPLS M B nodules. Along with any MB
nmodul es produced by the CCAMP wor ki ng group, a separate CCAMP-
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speci fi ¢ Managenent Framework documnent is expected to be issued
describing the relationship between these M B nodul es and the
exi sting MPLS (and other) M B nodul es.

Traffic Engi neering Wrking Goup TE MB

The TEWG has produced a traffic engineering MB (TE-M B) [ TEWGM B]
contai ning objects for nmonitoring traffic-engineered tunnels at their
i ngress points.

In many senses TE-M B contains the sanme informati on as MPLS- TE- STD-
M B. Both MB nodul es can be used to nonitor MPLS tunnels; however,
TE-MB is minimalistic and caters best to TE tunnels as tunnels, at
t he expense of not having nany advanced features of MPLS-TE-STD M B,
wher eas MPLS- TE- STD-M B can deconstruct tunnels into hop-by-hop
cross-connects, at the expense of nore conplexity.

The TE-M B nodul e i nports textual conventions fromthe MPLS- TC STD
M B nodul e and therefore is dependent on that docunent.

1. Choosing between TE M B Mdul es

TE-MB is a flexible MB nodul e desi gned to rmanage traffic
engi neering tunnels regardl ess of the inplenentation technol ogy.
This flexibility and a focus on sinplicity lead to sone conproni ses.

- Some MPLS configuration paraneters are left out. For exanple, the
resource managenent in TEEMB is confined to bandw dth, so m ssing
the full IntServ control.

- Oher TE-M B paraneters are present but with only limted options;
for exanple, the ability to configure different |abel distribution
nmet hods per LSP.

Extensibility of TEEMB to related concepts (such as DiffServ and
Fast Reroute) and integrations with other MB nodul es (such as that
in MPLS-LSR-STD-M B) are not work itens at the tine of witing. The
MPLS M B nodul es are nore closely integrated as described in this
docunent .

Wite/create access to TEE-MB is only available at the ingress, where
it can be used to configure an ingress to signal a tunnel with
constraints. It cannot be used to configure hop-by-hop cross-
connects to build a tunnel.

The purpose of TE-MB nodule is to all ow a Managenent Agent to
configure tunnels, and to inspect and nonitor all tunnels (however
created) at their ingress points. It does not provide information
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about tunnels at any other point in the network (that is, at transit
or egress nodes). This nodule can be used, for exanple, to configure
the constraints of a tunnel, whereupon the ingress would conpute the
tunnel path and signal it. The MB nodule can then be used at the
ingress to nonitor the tunnel’s path(s), their status, and the
tunnel’s uptine and counters. This MB nodule is not designed to
confi gure hop-by-hop cross-connects to build a tunnel.

Security Considerations

Thi s docunment describes the interrelationshi ps anongst the different
M B nodul es rel evant to MPLS nanagenent and as such does not have any
security inplications in and of itself.

Each specific M B docunent specifies specific MB objects, and such a
docunent nust provide a proper security considerations section that
expl ains the security aspects of those objects.

The attention of readers is particularly drawn to the security

i nplications of making M B objects available for create or wite
access through an access protocol such as SNMP. SNWPvl by itself is
an insecure environment. Even if the network itself is made secure
(for exanple, by using |IPSec), there is no control over who on the
secure network is allowed to access and GET (read) the objects in
this MB. It is recormmended that the inplenenters consider the
security features as provided by the SNWPv3 framework. Specifically,
the use of the User-based Security Mddel STD 62, RFC 3414 [ RFC3414],
and the Vi ew based Access Control Mdel STD 62, RFC 3415 [ RFC3415],

i s recomended.

It is then a customer/user responsibility to ensure that the SNW
entity giving access to an instance of this MB is properly
configured to give access to only those objects, and to those
principals (users) that have legitimate rights to access them
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