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Abstract

This nenp di scusses policies that require certain | abels to be
inserted in the "Subject:" header of a mail nessage. Such policies
are difficult to specify accurately while remaining conpliant with
key RFCs and are likely to be ineffective at best. This nmeno

di scusses an alternate, standards-conpliant approach that is
significantly sinpler to specify and is sonewhat less likely to be
i neffective.
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1.

Label i ng Requi rements

The U.S. Congress and President have enacted the Controlling the
Assault of Non-Solicited Pornography and Marketing Act of 2003

( CAN- SPAM Act of 2003) [US], which requires in Section 11(2) that the
Federal Trade Conmmi ssion:

"[transmit to the Congress] a report, within 18 nonths after the
date of enactnment of this Act, that sets forth a plan for
requiring comrercial electronic mail to be identifiable fromits
subj ect line, by nmeans of conpliance with |Internet Engineering
Task Force Standards, the use of the characters "ADV' in the
subject line, or other conparable identifier, or an explanation of
any concerns the Conm ssion has that cause the Commi ssion to
recommend agai nst this plan."

The Korean Governnment has enacted the Act on Pronotion of Information
and Communi cati on and Communi cations Network Utilization and
Information Protection of 2001 [Korea]. As explained by the Korea

I nformati on Security Agency, the government body with enforcenent
authority under the act, Korean |aw nakes it mandatory as of June,
2003 to:

"include the '@ (at) synbol in the title portion (right-side) of
any comercial e-mail address, in addition to the words
"(Advertisenent)’ or ' (Adult Advertisenent)’ as applicable. The
inclusion of the '@ synbol, as proposed by the Korean governnent,
is intended to indicate an e-mail advertisenent. Because e-mails
easily cross international borders, the '@ synbol may be used as
a synbol for filtering advertisement mails." [KISA]

The State of Col orado has enacted the Col orado Junk Emmil Law, which
st at es:

"It shall be a violation of this article for any person that sends
an unsolicited commercial electronic mail nessage to fail to use

the exact characters "ADV:" (the capital letters "A", "D', and
"V', in that order, followed i mediately by a colon) as the first
four characters in the subject line of an unsolicited comercia
el ectronic mail nessage." [ Col orado]

The Rul es of Professional Conduct of the Florida Bar require, in Rule
4-7.6(c)(3) states:

"A lawyer shall not send, or knowingly pernit to be sent, on the
| awyer’s behalf or on behalf of the lawyer’s firmor partner, an
associ ate, or any other lawer affiliated with the |awer or the
lawyer’s firm an unsolicited electronic mail comunication
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directly or indirectly to a prospective client for the purpose of
obt ai ni ng professional enploynent unless ... the subject Iine of
the comuni cation states 'l egal advertisenent.’" [Florida]

A subject line that conplies with the above requirenents mnight read
as foll ows:

Subject: ADV: @ (Advertisenment) |egal advertisement

A nmore conprehensive survey of applicable |aws woul d, no doubt,
| engt hen the above exanpl e consi derably.

1.1. Terminol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, [RFC2119].

2. Subject Line Encoding
The basic definition of the "Subject:" of an electronic nail nmessage
is contained in [ RFC2822]. The normative requirenments that apply to
all headers are:
o The maxi mum |l ength of the header field is 998 characters.

o Each Iine nmust be no longer than 78 characters.

A mlti-line subject field is indicated by the presence of a carriage
return and white space, as foll ows:

Subj ect: This
is a test

On the subject of the three unstructured fields ( "Subject:",

"Coments:", and "Keywords:"), the standard indicates that these are
"intended to have only hunman-readabl e content with information about
the nmessage.” In addition, on the specific subject of the "Subject:"

field, the standard states:

The "Subject:" field is the nmbst common and contains a short
string identifying the topic of the nessage. Wen used in a
reply, the field body MAY start with the string "Re: " (fromthe

Latin "res", in the matter of) followed by the contents of the
"Subject:" field body of the original nessage. |If this is done,
only one instance of the literal string "Re: " ought to be used

since use of other strings or nore than one instance can lead to
undesi rabl e consequences.

Mal amud I nf or mat i onal [ Page 3]



RFC 4096 Pol i cy Labeling Ineffective May 2005

Further gui dance on the structure of the "Subject:" field is
contained in [RFC2047], which species the nechanisns for character
set encoding in mail headers. [RFC2978] specifies a nechanismfor
registering different character sets with the [ ANA].

In addition to choosing a character set, [RFC2047] uses two

al gorithms, known as "Base64 Encodi ng" and "Quoted Printable", which
are two different nethods for encoding characters that fall outside
the basic 7-bit ASCII requirenments that are specified in the core

el ectronic mail standards.

Thus, an encoded piece of text consists of the foll ow ng conponents:
o The string "=?", which signifies the beginning of encoded text.

o A valid character set indicator

0 The string "?", which is a delinmter.

0 The string "b" if "Base64 Encoding" is used or the string "q" if
"Quoted Printable" encoding is used.

0 The string "?", which is a delinmter.

0 The text, which has been properly encoded.

0 The string "?=", which signifies the ending of the encoded text.
A sinmple exanple woul d be to use the popular [8859-1] character set,
whi ch has accents and other characters not found in the ASC
character set:

0 "Subject: This is an ADV:" is an unencoded header.

0 "Subject: =?iso0-8859-1?b?VGhpcyBpcyBhbi BBRFY6?=" is encoded using
Base64.

0 "Subject: =?is0-8859-1?q?Thi s=20i s=20an=20ADV: ?=" i s encoded usi ng
Quot ed Printable.

0 "Subject: =?is0-8859-17q?Thi s=20i s=20an=20=41=44=56=3A?=" is al so
encoded using Quoted Printable, but instead the |ast four
characters are encoded with their hexadeci mal representations.

Not e that both character set and encoding indicators are case

i nsensitive. Additional conplexity can be introduced by appending a
| anguage specification to the character set indication, as specified
in [RFC2231] and [ RFC3066]. This |anguage specification consists of
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the string "*", followed by a valid | anguage indicator. For exanple,
"US-ASCI | *EN' indicates the "US-ASCI|" character set and the English
| anguage.

When a nessage is read, the "Subject:" field is decoded, with
appropriate characters fromthe character set displayed to the user.
Section 7 (Conformance) of [RFC2047] specifies that a conforning mai
readi ng program nust performthe follow ng tasks:

"The program nmust be able to display the unencoded text if the
character set is "US-ASCI1". For the |ISO 8859-* character sets,
the mail reading programnust at |east be able to display the
characters which are also in the ASCII set."

However, there is no requirenment for every systemto have every
character set. Ml readers that are unable to display a particul ar
set of characters resort to a variety of strategies, including
silently ignoring the unknown text, or generating an error or warning
nmessage.

Two characteristics of many conmon Message User Agents (MJAs) (e.g.,
mai | readers) are worth noting:

o Although the subject line is, in theory, of unlinmted | ength, nany
mai | readers only show the reader the first few dozen characters.

o Electronic mail is often transmitted through gateways, reaching
pagers or cell phones with SMS capability. Those systens
typically require short subject |ines.

3. Inplementing a Labeling Requirenent

In this section, we posit a hypothetical situation with two key
pl ayers:

0 John Doe [Doe] is an attorney at the firm of Dewey, Cheatem &
Howe, LLC [ Stooges].

0 The Federal Trust Commi ssion (FTC) has been entrusted with
i mpl ementing a recent |abeling requirenent, pronul gated by the
Sover ei gn Governnent of Freedonia [Duck]. Specifically, President
Firefly directed the FTC to "make sure that anybody spanm ng fol ks
get the synbol 'spam’ in the subject Iine and or shoot them if
you can find them"

Based on this directive, the FTC promul gated a very sinple regulation

whi ch read: "Please obey the law. " John Doe, being a | awer, read
the law, and pronptly proceeded to spam everybody using a fairly
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obvi ous | oophol e: he nmade sure his subject Iine was really |ong, and
he shoved all the stuff like "spam" and the "@ synbol and ot her
ver bi age near the end of the 998 allowed characters. He was
conplying with the law, but of course, nobody saw the | abels in their
reader .

Based on a periodic review, the FTC decided to be nore specific, and
re-pronul gated their regulation as follows: "If you send spam put
"spam’ at the _beginning_ of the subject line." The Freedonian FTC
promptly received a visit fromthe Syl vani an Anbassador, who
conplained that this conflicted with his country’s requirenments under
the Marx Doctrine to place the string "WATCH OUT! THE CONTENTS OF
TH S MESSAGE ARE SUSPECT!" at the beginning of the subject line.

The re-pronul gati on of the regul ati on was resci nded, nore experts
were called in, and a new regul ation was issued: "Put it as close to
t he begi nning of the subject |line as you can, nodul o any requirenents

by ot her governments." John Doe |ooked at this, scratched his head,
and applied a clever little hack, picking the |1SO [8859-8] character
set for Hebrew, and duly spelling out the letters ":" Mm Al ef Pe
Sanech.

Subj ect: =7?i so-8859-8?q?=f 1=f 4=e0=ee=3a?=

Sone receivers of this nessage get an error nessage because they
don’t have Hebrew installed on their systems. Qhers get sone
cryptic indicator of a mssing character set, such as

"[ ?i so-8859-87]".

The FTC called a sumit of |eading thinkers, and the regul ati on was
anended to read "but don’t use | anguages that go fromright to |eft
or up and down instead of plain old left to right." Needless to say,
the reaction fromthe Freedoni an League for the Defense of Linguistic
Diversity killed that proposed regulation really quickly.

The commi ssion continued the cycle of re-promul gati on and refi nenent,
but ultinmately, the regulations continued to contain either a

| oophol e, objectionable requirenents, or violations of the rel evant
RFCs.

4. Subjects are For Humans, Not Labels

The use of an unknown character set, or of a very, very |long subject
line are just two exanples of how people can try to get around

| abeling requirenents. |In order to specify a regulation w thout
ambiguity, it would need to be extrenely conplex in order to avoid

| oophol es such as these.
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Drafting of regulations is one issue, but there is another. Subject
lines are used to specify, as [RFC2822] says, a "short string
identifying the topic of the nessage."

Any regul ation has to conpete with the other words in the subject,
and this mxing of purposes nakes it very difficult for a machine to
filter out nessages at the direction of the user. For exanple, if
one |l ooks for the "@ synbol, per the Korean |aw, checks have to be
made that this synbol is not a legitimte part of a legitimte
nessage.

Not only do multiple |abeling requirenments conpete with legitinate
subj ect lines, but also there is no easy way for the sender of a
legitinate nmessage to effectively insert other labels that indicate
to the recipient that-- although the nessage nay have a required

| abel-- it is actually a nessage the user night want to see, based
on, for exanple, a prior relationship.

Even if one considers only the sender of the nmessage, it is very
difficult to specify a | oophole-free way of putting a specific |abel
in a specific place. And, even if we could control what the sender
does, it is an unfortunate fact of life that other agents may al so
alter the subject line. For exanple, mailing |ist managenent
software and even personal email filtering systens will often "nmunge"
the subject line to add information such as the nane of a mailing
list, or the fact that a nessage conmes froma certain group of

people. Such transformati ons have | ong been generally accepted as
bei ng potentially harnful [RFCO886], and are the subject of continued
di scussions, which are outside the scope of the present docunent (see
[ Koch] and [ RFC3834]).

The "Subject:" field is currently overloaded; it has beconme a handy
place for a variety of agents to attenpt to insert information
Because of that overloading, it is a poor |ocation for specifying
mandatory use of a |abel, because it is unlikely that |abel wll
"rise to the top" and becone apparent to the reader of a nmessage or
even to the mail-filtering software that exanines the nmail before the
user. The difficulty of inplenmenting subject Iine |abeling, wthout
taki ng additional steps, has been noted by several other

conmentators, including [ Mbore-1], [Lessig], and [Levine]. Indeed,
the problemis a general one. Keith More has pointed out seven good
reasons why tags of any sort in the "Subject:" field have potenti al
probl ens:

1. The "Subject:" field space is not strictly linmted and | ong
fields can be fol ded.
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2. PDAs, phones, and other devices and software have only a limted
space to display the "Subject:" field.

3. Awvariety of different kinds of |abels such as "ADV:" and
"[Mai ling List Nanme]" conpete for scarce display space.

4. There are conflicting legal requirenents fromdifferent
jurisdictions.

5. There is a conflict between human use of the "Subject:" field and
use of that field for filtering and filing:

* Machi ne-readabl e tokens interfere with human readability.

* Representation of human-readable text was not designed with
machine interpretation in mnd and, thus, does not have a
canoni cal form

6. Lack of support in a few existing mail readers for displaying
information from el sewhere in the nessage header (e.g., from
new y-defined fields), along with famliarity, notivates
addi ti onal uses of the "Subject:", further conmpoundi ng the
pr obl em

7. Any text-based tags added or inposed by outside parties (i.e.,
those that are not the sender or recipient of the nessage) will
not be reliably nmeaningful in the recipient’s |anguage.

Source: [Moore-2].
5. Solicitation O ass Keywords

[ RFC3865] defines the "solicitation class keyword", an arbitrary

| abel that can be associated with an electronic mail nessage and
transported by the ESMIP mail service, as defined in [ RFC2821] and
rel ated docunents. Solicitation class keywords are formatted |ike
domai n nanmes, but reversed. For exanple, the registrant of
"exanpl e. com' night specify a particular solicitation class keyword
such as "com exanpl e. adv" that could be inserted in a "No-Solicit:"
header or in a trace field. Anybody with a donain nanme can specify a
solicitation class keywrd, and anybody sendi ng a nessage can use any
solicitation class keyword that has been defined by thensel ves or by
ot hers.
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This nenp argues that the "No-Solicit:'
alternative or a necessary conplenent to "Subject:
requi renents because:

approach is either a superior
" field I abeling

0 One can specify very precisely what a | abel should be and where it
shoul d go using the "No-Solicit:" header, which is designed
specifically for this purpose.

0 The sender of a message can add additional solicitation class
keywords to hel p distinguish the nmessage. For exanple, if the
"Freedonian Direct Marketing Council" w shed to forma voluntary
consortium of direct marketers who subscribe to certain practices,
they could specify a keyword (e.g.,

"org. exanpl e. freedoni a. good. spanf) and educate the public to set
their filters to receive these types of nessages.

0 Message Transfer Agents (MIAs) may insert solicitation class
keywords in the "received:" trace fields, thus providing
addi tional tools for recipients to use for filtering nessages.

0 A recipient can also define a solicitation class keyword, a too
that allows themto give friends and correspondents a "pass key"
so the recipient’s mail filtering software al ways passes through
nessages contai ning that keyword.

As can be seen, the solicitation class keywrd approach is flexible
enough to serve as a tool for governnent-mandated | abeling and for
ot her purposes as well.

Most nodern emmil software gives users a variety of filtering tools.
For exampl e, the popul ar Eudora program allows a user to specify the
nane of a nessage header, the desired match (e.g., a wild card or
regul ar expression, or sinply a phrase to natch), and an action to
take (e.g., noving the nmessage to a particular folder, sounding an
alarm or even automatically deleting nmessages with harnful content
such as viruses). There is one popular email reader that only allows
filtering on selected fields, such as "To:", "From™", or "Subject:",
but that programis the exception to the rule.

In summary, for senders and receivers of emmil, use of the
"No-Solicit:" mechanismwould be sinple to understand and use. For
policy makers, it would be extrenmely sinple to specify the format and
pl acement of the solicitation class keyword. Needless to say, the

i ssue of how to define what classes of nessages are subject to such a
requirenment, and how to enforce it, are beyond the scope of this

di scussi on.
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6.

Security Considerations
The use of labels in the "Subject:" field gives users and policy
makers an unwarranted illusion that certain classes of nessages wl|
be "flagged" correctly by the MJA of the recipient. The difficulty
in specifying requirements for labels in the "Subject:" field in a
preci se, unanbi guous nmanner mekes it difficult for the MJAto
systematically identify nmessages that are | abeled; this leads to both
fal se positive and fal se negative indications.

In addition, conflicting |abeling requirenents by policy nmakers, as
wel | as other current practices that use the "Subject:" for a variety
of purposes, nake that field "overloaded.”" |In order to neet these
conflicting requirenents, software designers and bul k mail senders
resort to a variety of tactics, sone of which may viol ate fundanenta
requirements of the mail standards, such as the practice of an
internediate MIA inserting various |abels into the "Subject:" field.
Such practices increase the likelihood of non-conpliant mail nessages
and, thus, threaten interoperability between inplenentations.

Recomrendat i ons
Thi s docunent nmakes three recommendati ons:

1. There is widespread skepticismin the technical comunity that
| abel s of any sort will be effective. Such |abels should
probably be avoi ded as ineffective at best.

2. Despite the wi despread skepticismexpressed in point 1, over 36
states in the U S. and 27 countries have passed anti-spam
nmeasures, many of which require labels [Sorkin]. |If such |abels
are to be used, despite the wi despread skepticismexpressed in
point 1, there is a fairly broad consensus in the technical
comunity that such | abels should not be put in the "Subject:"
field and should go in a designhated header field.

3. If, despite points 1 and 2, a policy of nandating |abels in the
"Subject:" field is adopted, a conplenentary requirenent to use
the "No-Solicit:" should al so be added.
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Intell ectual Property
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this docunent or the extent to which any |icense under such rights
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on the procedures with respect to rights in RFC docunents can be
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assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.
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copyrights, patents or patent applications, or other proprietary
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