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Copyright Notice
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Abstract
This document gives examples of message bodies formatted using
S/MIME. Specifically, it has examples of Cryptographic Message
Syntax (CMS) objects and S/MIME messages (including the MIME
formatting). It includes examples of many common CMS formats. The

purpose of this document is to help increase interoperability for
S/MIME and other protocols that rely on CMS.
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1.

Introduction

The examples in this document show the structure and format of CMS

message bodies, as described in [CMS]. They are useful to
implementors who use protocols that rely on CMS, such as the S/MIME
message format protocol. There are also examples of simple S/MIME

messages [SMIME-MSG] (including the MIME headers).

Every example in this document has been checked by two different
implementors. This strongly indicates (but does not assure) that the
examples are correct. All CMS implementors must read the CMS
document carefully before implementing from it. No one should use
the examples in this document as stand-alone explanations of how to
create CMS message bodies.

This document explicitly does not attempt to cover many PKIX [PKIX]
examples. Documents with examples of that format may be forthcoming.
Also, note that [DVCS], which covers PKIX Data Validation and
Certification Server Protocols, has examples of formats for its
protocol.

The examples shown here were created and validated by many different
people over a long period of time. Because of this, some of the
dates used in the examples are many years in the past. This, plus
the fact that some of the certificates in the examples have very long
lifespans, may cause problems in some test situations.

Constants Used in the Examples

This section defines the data used in the rest of the document. The
names of the constants indicate their use. For example,
AlicePrivDSSSign is the private part of Alice’s DSS signing key.

— Alice is the creator of the message bodies in this document.

— Bob is the recipient of the messages.

- Carl is a CA.

— Diane sometimes gets involved with these folks.

— Erica also sometimes gets involved.
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2.1. Content of Documents
ExContent is the following sentence:
This is some sample content.

That is, it is the string of characters starting with "T" up to and
including the ".".

The hex for ExContent is
5468 6973 2069 7320 736f 6d65 2073 616d 706c 6520 636f 6e74 656e T42e
The MD5 hash of ExContent is
9898 cac8 fab7 691f £89d c207 24e7 4a04
The SHA-1 hash of ExContent is
406a ec08 5279 babe 1602 2d9% 0629 c022 9687 dd4s
2.2. Private Keys

The following private keys are needed to create the samples. To find
the public keys, see the certificates in the next section.

AlicePrivDSSSign =
0 30 331: SEQUENCE ({
4 02 1: INTEGER O
7 30 299: SEQUENCE {
11 06 7 OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
20 30 286: SEQUENCE {

24 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7TE
0OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 AS8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
156 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
B8 37 21 2B 62 8B F7 93 CD
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179 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39
}
: }
310 04 23: OCTET STRING, encapsulates {
312 02 21: INTEGER
: 00 BB 44 46 D1 A5 C9 46 07 2E DO FE
7A D6 92 07 FO 9A 85 89 3F

AlicePrivRSASign =
0 30 630: SEQUENCE {
4 02 1: INTEGER O
7 30 13: SEQUENCE {
9 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
20 05 0: NULL
: }
22 04 608: OCTET STRING, encapsulates {
26 30 604: SEQUENCE {
30 02 1l: INTEGER O
33 02 129: INTEGER
: 00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE Bl 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
: 8C 4E F3 57 38 57 74 57 5F
165 02 3: INTEGER 65537

170 02 128: INTEGER
: 00 A4 03 C3 27 47 76 34 34 6C A6 86
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3E
83
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9C
E2
CA
21
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4B
8B
27
9F
F4
D8
29
76
7D
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22
6A
B4
14
D2
D1

11
F5
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BF
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77
cs8
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86

17
86
B9
Bl
cs8

CD
cs8
46
2D
67

84
B4
21
71
33

D2
36
35
2F
6F
13
0B
79
5E
21

S5F
OF
0cC
93
B4

D2
61
5B
AA
5B

TF
27
F9
25
51

85
E4
8C
55
41

6A
2A
6F
EC
CD

cs8
F2
64
37
34
D7
3D
57
C9

0A
B5
55
OE
55

02
A4
12
BB
6C

EE
51
1E
98
16

22
F1l
EC
65
11

AB
25
4B
21
E2

62
75
4D
6E
D8
2D
05
D3
1B

70
85
c2
92
31

51
45
93
74
14

1B
El
9B
BA
23

EA
84
15
B
3B

03
FB
25
25
Cé6

B2
D6
95
1C
6E
39
A2
2F
AF

FF
96
01
CD
C9

01
93
22
FD
E8

83
B7
D3
3D
75

DO
44
DE
24
El

BC
F6
9E
C5
95

c7
ES8
CD
EE
08
S5E
8F
2B
8B

27
Cé6
1D
A5
DC

DE
6B
73
3C
AE

1B
A0
29
59
93

6E
48
E4
EA
BE

E4
DO
TF
EE
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645: SEQUENCE {
1: INTEGER O
13: SEQUENCE {

9: OBJECT IDENTIFIER
: rsaEncryption

(PKCS #1)

0: NULL
: }

608: OCTET STRING,

604: SEQUENCE {

encapsulates {

1: INTEGER O

129: INTEGER

00
41
FB
DO
B7
65
46
85
1C
D8
5F

3: INTEGER
INTEGER

67
22
88
30
70
DA
Cé6
5E
9E
3D
F6

65: INTEGER

00
BC
F5
0B
93
F3

65: INTEGER

00
cs8
19

A9
5E
1D
35
08
1E
01
8B
FB
69
38

CD
83
94
CB
79
87
77
21
4E
BO
10

DO
A6
72
9B
B5
31

DO
D7
45
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El
A6
01
85
3B
7B
86
31
5D
01
CF

67
79
DA
6D
09
D9
36
04
60
F1l
1C

65537

48
9C
F2
E7
0A
98
DC
71
63
1B
09

C3
75
Cc4
DA
5B
Cc2

51
AB
CB

4C
6D
1C
BA
AO
D6
A9
43
FO
DF
D8

22
D6
EB
DD
FE
B9

FC
F2
66

98
89
19
TA
C9
A9
34
B8
c4
05
2C

9A
FO
6B
6A
F4
30
91
FC
17
FA
87

Cé6
66
FO
6B
CE
E5

1E
58
CA

3F
85
70
98
91
33
32
cC
EOQ
F8
AA

0D
A6
OF
56
FE
84
DO
0D
58
25
DB

DE
3F
46
6D
EA

22
D4
28

39
cs8
26
66
B8
24
CB
18
5C
TA
6A

8F
06
8B
AD
45
74
7C
07
79
3B
03

A2
D4
9A
F8
FD

B7
E7
19

D5
35
17
14
19
A3
07
08
1F
70
A7

98
1D
35
77
EO
E4
30
3D
1C
A3
19

99
8D
F1l
FC
68

5B
82
S5F

5F
5D
OF
41
69
TF
03
14
53
D1
EB

c2
BC
DE
Cé6
A9
FC
AQ
FO
4B
Cco

18
45
3E
3B
84

ED
94
E2

(1 2 840 113549 1 1

F2
9A
BD
5C
37
3B
59
48
D3
BE

1B
ED
OE
EB
B2
59
A2
FA
98
2C

76
52
5C
3C
23

B5
F3
10

AQ
91
A5
CF
6D
BB
52
E6
TF
83

65
A7
82
51
F4
6C
C5
6D
1C
98

8F
8C

08
62

8E
53
2B

93
5B
22
B7
F9
AF
FC
4F
53
Cé6

FF
03
78
79
19
Cl
08
14
3D
05

8D
76
55
43
AF

01
A8
F3
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8F EC 6A 30 74 F8 4D 11 F4 A7 C4 20
B5 47 21 DC 49 01 F9 OA 20 29 FO 24
: 08 84 60 7D 8F
435 02 64: INTEGER
: 34 BA 64 C9 48 28 57 74 D7 55 50 DE
6A 48 EF 1B 2A 5A 1C 48 7B 1lE 21 59
C3 60 3B 9B 97 A9 CO EF 18 66 A9 4E
62 52 38 84 CE E5 09 88 48 94 69 C5
20 14 99 5A 57 FE 23 6C E4 A7 23 7B
: DO 80 B7 85
501 02 65: INTEGER
: 00 9E 2F B3 37 9A FB OB 06 5D 57 E1l
09 06 A4 5D D9 90 96 06 05 5F 24 06
40 72 9C 3A 88 85 9C 87 OF 9D 62 12
88 16 68 A8 35 1A 1B 43 E8 38 CO 98
69 AF 03 OA 48 32 04 4E E9 OF 8F 77
: 7D 34 30 25 07
568 02 64: INTEGER
: 57 18 67 D6 OA D2 B5 AB C2 BA 7A E7
54 DA 9C 05 4F 81 D4 EF 01 89 1E 32
3D 69 CB 31 C4 52 C8 54 55 25 00 3B
1C 2A 7C 26 50 D5 E9 A6 D7 77 CB CF
15 F5 EE OB D5 8D EE B3 AF 4C Al 7C
63 46 41 F6
}
: }
634 A0 13: [0] {
636 30 11: SEQUENCE {
638 06 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
643 31 4: SET {
645 03 2: BIT STRING 0 unused bits
: 00001000'B (bit 3)
Error: Spurious zero bits in bitstring.
}
}
}
}
CarlPrivDSSSign =
0 30 330: SEQUENCE {
4 02 1: INTEGER 0
7 30 299: SEQUENCE {
11 06 7z OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
20 30 286: SEQUENCE {
24 02 129: INTEGER
: 00 B6 49 18 3E 8A 44 C1 29 71 94 4cC
Hoffman, Ed. Informational
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01 c4 12 c1 7A 79 CB 54 4D AB 1lE 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 Bl
C8 71 4B C7 45 CO 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OA 8A BA 16 7B B9 50 01 48 93 8B EB
25 15 51 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1 AF 8B CC 02 88 E7 8B 70 5F B9
: AD E1 08 D4 6D 29 2D D6 E9
156 02 21: INTEGER
: 00 DD Cl1 2F DF 53 CE OB 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
179 02 128: INTEGER
: OC EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 0D EB 46 59 3C
56 0B 2B 5B 0C 91 CE A5 62 52 69 CA
E1l 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 OB C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA 7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B 0A
}
: }
310 04 22: OCTET STRING, encapsulates {
312 02 20: INTEGER
: 19 B3 38 A5 21 62 31 50 E5 7F B9 3E
08 46 78 D1 3E B5 E5 72

CarlPrivRSASign =

0 30 630: SEQUENCE {

4 02 1: INTEGER O

7 30 13: SEQUENCE {

9 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)

20 05 0: NULL
: }

22 04 608: OCTET STRING, encapsulates {

26 30 604: SEQUENCE {

30 02 1l: INTEGER O

33 02 129: INTEGER
: 00 E4 4B FF 18 B8 24 57 F4 77 FF 6E
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73
D8
9D
A7
A2
99
16
29
F8
38

B
41
BD
BD
36
25
AQ
CB
18
B9

INTEGER
INTEGER

00
EF
TA
BC
D6
4E
20
D4
EO
BA
1C

AE
38
86
29
13
OF
77
9C
90
4A
AB

INTEGER

00
93
B1
40
61
BB

FF
B3
48
F6
0A
A7l

INTEGER

00
OF
CD
07
01
B6

E4
BA
7D
D9
AA
c2

INTEGER

57
44
F8
6D
2E
D8

36
00
E7
B5
46
54

INTEGER

64
03
D8

Al
CD
1A
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93
46
51
D7
Bl
8F
C5
82
D6
1B

71
DO
1E
8D
ED
B8
BE
DD
C8
3C

65537

73
5F
67
OE
9B
BD
90
87
16
ED
CB

DF
BO
BA
BF
6E
OE

69
63
D1
30
1B
TE

6C
F8
00
63
F8
26

OF
BO
B6

E4
53
36
F3
C3
A7
DF
60
F8
39
E8

09
49
0B
DC
3B
TF

68
1D
c2
03
07
AB

8F
80
EOQ
Cco
77
95

AC
E6
88

5C
CD
17
1A
E2
4E
OE
AC
57
1D

5B
21
E7
8F
97
A8
61
ED
80
B6
F5

AQ
BB
39
AE
CE
0B

18
72
27
A3
1F
73

8C
E2
8F
AD
85

55
A7
14

BC
11
TA
53
50
AB
AE
44
SE
97

S5F
2A
7D
BD
TA
E7
9B
76
47
5D
26

56
DE
El
1D
30

5F
CB
A9
03
20

04
AF
8C
44
4B

74
19
AQ

33
3A
F2
EC
E2
B9
44
E9
F2
C9

5B
2F
62
C3
CA
54
9A
84
C3
02
3F

0B
E7
1C
DO
DA

F9
20
2E
AB
4C

76
42
27
E9
3B

1B
1D
2C

1A
04
76
E4
32
7D
5B
AA
76
6A

66
62
78
C9
6A
06
6F
F1l
19
47
A4

42
81
7B
Al
36

57
A4
AC
TF
B7

6C
01
A4
76
87

BD
80
TA

92
B3
2C
00
09
D5
EF
93
c4
F1l

5A
FE
75
C9
FO
41
74
6A
6B
3B
81

52
7D
22
AD
9F

DO
81
TA
88
C9

B6
A9
2D
91
04

0D
AF
C5

92
8E
2B
D5
8A
96
S5E
94
F2

C9
DE
3D
B6
B8
BD
DE
30
ED
S5F

9E
28
18
04
65

7C
76
56
92
7B

D4
OF
S5F
A7l
FO

61
F1l
76

72
AF
86
E8
3F
65
F4
29
11

D7
29
73
F8
85
EB
EA
37
75
1B

c4
99
33
71
25

66
64
9A
50
56

EE
14
A2
19
AF

B
41
D4

23
82
39
EC
9F
DA
A7
OE
60

Cé6
9A
A0
BA
65
DC
3B
D5
77
Cc8

4D
DO
B6
5A
29

89
89
85
24
F7

24
84
ES
49
D2

17
48
OF
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OE 1F 7A 2A B2 6E 37 04 AB 39 45 73
BA 46 A8 OF 8D 82 5F 22 14 05 CF A2

: A3 F3 7C 83

568 02 64: INTEGER

: 26 1E 1D 1C Al 98 2B E4 DB 38 E8 57
6E 6B 73 19 88 61 3A FA 74 4A 36 8B
47 68 5D 50 EB 26 E3 EA 7D 9B 4E 65
AS AF 7B AB 4B 2E 76 51 3D A8 DO 11
AB A3 D6 A8 CO 27 36 1D 54 0B AA A7
D1 6D 8D FA

}

DianePrivDSSSign =
0 30 331: SEQUENCE {
4 02 1l: INTEGER O
7 30 299: SEQUENCE {
11 06 7 OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
20 30 286: SEQUENCE {

24 02 129: INTEGER
: 00 B6 49 18 3E 8A 44 C1 29 71 94 4cC
01 Cc4 12 C1 7A 79 CB 54 4D AB 1lE 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 Bl
C8 71 4B C7 45 CO 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OA 8A BA 16 7B B9 50 01 48 93 8B EB
25 15 51 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1l AF 8B CC 02 88 E7 8B 70 5F B9
: AD E1 08 D4 6D 29 2D D6 EO9
156 02 21: INTEGER
: 00 DD Cl1 2F DF 53 CE OB 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
179 02 128: INTEGER
: OC EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 0D EB 46 59 3C
56 0B 2B 5B 0C 91 CE A5 62 52 69 CA
E1l 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 OB C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA 7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B 0A
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310
312

04
02

Examples of S/MIME Messages

}
}

23: OCTET STRING,
21: INTEGER

00 96 95 F9 EO C1 EO 41 2D 32 OF 8B
42 52 93 2A E6 1E OE 21 29

}

DianePrivRSASignEncrypt =

0
4
7
9

20

22

26

30
33

165

170 02 128:

301

Hoffman,

30
02
30
06

05

04

30

02
02

02

02

Ed.

631: SEQUENCE {
1: INTEGER O
13: SEQUENCE {

9: OBJECT IDENTIFIER
: rsaEncryption

: (PKCS
0: NULL
: }

#1)

609: OCTET STRING,

605: SEQUENCE {

encapsulates {

encapsulates {

1: INTEGER O

129: INTEGER

00
EA
B1
F6
A9
F6
07
C3
93
C3
8B

3: INTEGER
INTEGER

3D
23
7D
96
65
AC
D2
FF
24
39
D7

65: INTEGER

00

D6
7C
92
7C
76
D4
DB
60
47
SE
44

BD
04
93
CF
DO
21
A3
15
F7
8D
05

F3

Informational

FD
BB
5A
FB
9D
B7
AQ
49
EE
47
1D

B8
A2
17
44
CF
28
C1l
AC
FO
E5
95

65537

CD
2B
3C
FE
3A
11
84
20
D4
62
91

B8

c2
C5
OF
58
77
71
25
24
4A
BD
53

3F

co
62
F4
CA
EC
0A
60
45
73
0A
5D

0E
6B
D3
80
45
44
63
5B
32
80
BB

4A

70
FA
20
8B
AQ
BB
1E
D7
35
B7
CD

61
35
25
8F
24
E3
B5
F1l
9E
FC
96

D1

Cé6
FO
El
27
2C
F8
B7
F8
72
83
28

14
A5
96
EB
9E
B2
BC
80
B9
oc
B6

94

4C
E6
99
06
70
BF
TE
Cé6
BO
F1l
Cco

5B
96
BA
Bl
0cC
A8
2F
2F
49
24
41

BO

25
32
24
F1l
96
4A
67
EF
02
DB
85

4B
45
62
8C
EB
A9
1E
D5
D8
92

91

(1 2 840 113549 1 1

EC
3A
82
TE
F2
4C
E7
08
c4
74

E7
23
52
BD
86
2E
DD
41
19
93

60

EA
53
0A
26
83
19
DE
37
F3
69

BF
FC
42
D4
80
AC
F6
OE
8E
E4

13

CF
FF
DO
03
42
3F
Bl
21
11
64

60
69
E2
0D
C3
17
21
32
3F
C3

41

July 2005
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368

435

502

569

02

02

02

02

65:

65:

65:

64:

Examples of S/MIME Messages

92
D4
5F
52
36

0D
0B
4F
B3
75

INTEGER

00
AA
86
68
2C
A0

El
02
C9
38
54
TE

INTEGER

00
67
29
2B
08
5F

AF
A9
8B
D4
2D
AC

INTEGER

00
A2
DD
9A
DD
89

B9
7C
94
19
AB
8A

INTEGER

01
DF
BO
B3
65
AC

2.3. Certificates

AliceDSSSignByCarlNoInherit
732
667:
3:
1:

0
4
8
10

13

17
19

Hoffman,

30
30
A0
02

02

30
06

Ed.

o N

SEQUENCE {
SEQUENCE {
(0] A

07
A8
73
AC
Al
6C

INTEGER 2

}

INTEGER 200

SEQUENCE

{

8D
70
19
22
68

D2
B4
10
00
80
D2

B6
Al
FE
09
E3
12

98
52
Cé6
DC
1D
71

21
DE
74
69
16
BF

44
C9
85
D8
73

E7
5A
8D
4B
0A
BB

BC
99
0A
AO
07
5C

41
8A
1B
73
08
DB

97
E7
Cc8
CcC
39
E5

3F
1A
50
A8
B5

11
ED
56
2E
75
91

DB
FC
DF
56
B5
A9

FC
20
C3
ED
B
61

5F
E2
Cc4
B3
39

77
AF
Al
7C

57
4F
7B
D2
BA

22
EF
D4
5B
Al

08
5A
25
E9
B5

TA
B1
BE
E7
BO

1D
E9
90
8E

06
9D
31
26
D1

73
D2
cs8
C5
E7

50
EA
co
1D
AC

60
34
3F
3F
E3

FF
90
91
54

AE
82
75
32
66

43
8E
S5E
Bl
B3

1F
2C
82
27
TF

A8
7D
58
7C
74

96
94
AE
TF

72
11
79
DD
96

41
FD
57
62
FF

73
89
51
D4
E9

FD
FC
45
AC
7D

OBJECT IDENTIFIER dsaWithShal

Informational

23
F2
BD
00

95
4F
69
Bl
1B

EC
1D
25
FC
c4

60
D9
E4
F8
82

5A
EB
30
c7
CF

44
BO
05
72

22
96
E7
E2
BO

B4
FB
0A
20
Cco

8A
A5
EE
6C
9B

5C
91
06
B8
CD

08
D5
76
4F

16
3C
75
EO
OE

B5
E5
5D
BE
A5

01
19
2B
03
F1l

07
BD
90
1B
C5

July 2005

(1 2 840 10040 4 3)
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(ANSI X9.57 algorithm)

: }
28 30 18: SEQUENCE {

30 31 16: SET {
32 30 14: SEQUENCE {
34 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
39 13 7: PrintableString ’CarlDSS’
: }
}
: }
48 30 30: SEQUENCE {
50 17 13: UTCTime "990817011049z’
65 17 13: UTCTime "3912312359597’
: }
80 30 19: SEQUENCE {
82 31 17: SET {
84 30 15: SEQUENCE {
86 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
91 13 8: PrintableString "AliceDSS’
: }
}
: }
101 30 438: SEQUENCE {
105 30 299: SEQUENCE {
109 06 7z OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
118 30 286: SEQUENCE {

122 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7TE
0OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 S5E F9 FC F4 9F 2F DD 43 AS8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
254 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
277 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD

Hoffman, Ed. Informational [Page 14]
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408

03

132:

412 02 128:

543
546
548
550

555
558
560

562
564
569

572
574

578
580

Hoffman,

A3
30
30
06

01
04
30

30

06

01

04
03

30
06

Ed.

129:
127:
12:

N~

Examples of S/MIME

7D
3E
E9
01
95
1F
D1
}
}

05
8A
90
CE
7C
4A
11
81

3D
42
F8
2E
6D
53
TF
4A

58
25
6D
5D
49
56
c2
60

Messages

co
A7
EA
A3
89
B5
BD
39

B
F4
9C
07
11
E2
ED
BA

A2
75
C9
CD
89
F9
D1
36

BIT STRING 0 unused bits,
INTEGER

5C
3F
16
12
1B
A5
TE
08
F1l
32
F2

}
(31 A

E3
A9
89
3D
3E
AQ
1A
BF
BB
84
A5

SEQUENCE {

SEQUENCE {
OBJECT IDENTIFIER

B9
EC
28
43
24
4A
F2
66
34
FO
E2

5A
AC
11
5B
7D
E3
24
14
D4
TE
F4

75
5E
23
6F
3D
85
AB
80
D2
41
F2

14
DC
D9
E5
07
D6
53
5C
96
40
83

basicConstraints

(X.509 id-ce

BOOLEAN TRUE
OCTET STRING,
SEQUENCE {}

}

SEQUENCE {
OBJECT IDENTIFIER keyUsage
(X.509 id-ce

}

BOOLEAN TRUE
OCTET STRING,

}

SEQUENCE {
OBJECT IDENTIFIER

}

"11’'B

96
BD
34
51
8D
CE
1A
62
37
FD
E5

36
CF
21
23
36
73
50
39

B8
4A
8A
85
44
EC
FF

6E
08
3B
B8
BD
1A
98

07
5E
76
2F
F8
61
74

encapsulates

0B
B7
86
BF
5B
06
B8
AC
F6
46
B8

A9
13
67
FA
63
80
27
65
61
A7

7A
11
75
89
Cc8
3F
0D
FA
47
63

(2 5 29 19)
(2 5 29))

encapsulates {

(2 5 29))

encapsulates {
BIT STRING 6 unused bits

authorityKeyIdentifier

Informational

DD
34
75
F2
BB
E8
1E
15
B2
4E

July 2005

AF
4B
14
30
Cc8
36
c2

E3
A6
13
A2
45
23
EF
8B
c4
33

(2 5 29 15)

(2 5 29 35)
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RFC 4134 Examples of S/MIME Messages July 2005
: (X.509 id-ce (2 5 29))
585 04 24 OCTET STRING, encapsulates ({
587 30 22 SEQUENCE {
589 80 20: [0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}
}
611 30 29: SEQUENCE {
613 06 3: OBJECT IDENTIFIER
: subjectKeyIdentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
618 04 22: OCTET STRING, encapsulates {
620 04 20: OCTET STRING
: BE 6C Al B3 E3 Cl1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD
}
}
642 30 31: SEQUENCE {
644 06 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
649 04 24: OCTET STRING, encapsulates {
651 30 22 SEQUENCE {
653 81 20: [1] "AliceDSS@example.com’
: }
}
}
}
}
: }
675 30 9: SEQUENCE {
677 06 7z OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
686 03 48 : BIT STRING 0 unused bits, encapsulates {
689 30 45: SEQUENCE {
691 02 20: INTEGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
713 02 21: INTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD
}
}
}
AliceRSASignByCarl =
Hoffman, Ed. Informational [Page 16]
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O 00 O

31
33

44

46
48
50
52

57

66
68
83

98
100
102
104

109

119
122
124

135
137

141
144

Hoffman,

30
30
A0
02

02

30
06

05

30
31
30
06

13

30
17
17

30
31
30
06

13

30
30
06

05
03

30
02

Ed.

556:
405:

18:
16:
14:

30:
13:
13:

19:
17:
15:

159:
13:

141:
137:
129:

Examples of S/MIME Messages

July 2005

3)

3)

SEQUENCE {
SEQUENCE {
[0] {
INTEGER 2
}
INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO
SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEncryption (1 2 840 113549 1 1 5)
(PKCS #1)
NULL
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER commonName (2 5 4
(X.520 id-at (2 5 4))
PrintableString ’CarlRSA’
}
}
}
SEQUENCE {
UTCTime ’990919010847Z'
UTCTime ’391231235959Z"
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER commonName (2 5 4
(X.520 id-at (2 5 4))
PrintableString "AliceRSA’
}
}
}
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
(PKCS #1)
NULL
}
BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER

00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB

Informational
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276

281
284
286
288

293
296
298

300
302

307
310
312

316
318

323
325
327

349
351

Hoffman,

02

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

Ed.

129:
127:
12:

N~

24
22
20:

Examples of

DC
86
82
2C
AC
DF
E6
9F
8C

INTEGER

}

}
[3] |
SEQUENCE {
SEQUENCE

S/MIME Messages

7D
26
51
BB
BE
SE
F8
2D
4F

{

C7
D4
OF
D8
EE
BA
6C
FA
F3

75
D2
30
32
34
35
EA
55
57

65537

29
6F
80
CF
09
56
87
3A
38

OBJECT IDENTIFIER
basicConstraints
(X.509 id-ce

BOOLEAN TRUE

OCTET STRING,

}

}
SEQUENCE

{

0D
AA
BE
Cé6
6A
D9
40
B9
57

05
58
B1
68
13
61
70
99
74

2E
29
50
6F
EF5
FFE
EF
77
57

6D
FC
9E
07
E7
19
AC
02
5F

(2 5 29 19)
(2 5 29))

encapsulates {
SEQUENCE {}

OBJECT IDENTIFIER keyUsage
(X.509 id-ce
BOOLEAN TRUE

OCTET STRING,

}

}
SEQUENCE

Illl

{

B

(2 5 29))

12
97
46
D9
05
TF
6D
A6

DF
EC
44
BO
05
C9
2C
48

July 2005

A6
FA
F1l
60
93
81
74
52

(2 5 29 15)

encapsulates {
BIT STRING 6 unused bits

OBJECT IDENTIFIER

authorityKeyIdentifier

(X.509 id-ce

OCTET STRING,

SEQUENCE {

}

}
SEQUENCE

(0]

(2 5 29))
encapsulates {

(2 5 29 35)

E9 EO 90 27 AC 78 20 7A 9A D3 4C F2

42 37 4E 22 AE 9E 38 BB

{

OBJECT IDENTIFIER

subjectKeyIdentifier

Informational

(2 5 29 14)
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: (X.509 id-ce (2 5 29))
356 04 22 OCTET STRING, encapsulates ({
358 04 20: OCTET STRING
: 77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A0 3A E3 FF 50
}

: }
380 30 31: SEQUENCE {

382 06 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
387 04 24: OCTET STRING, encapsulates {
389 30 22 SEQUENCE {
391 81 20: [1] "AliceRSAQRexample.com’
: }
}
}
}
}
: }
413 30 13: SEQUENCE {
415 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
426 05 0: NULL
: }
428 03 129: BIT STRING 0 unused bits

3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 Bl 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
F9 EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 BO 22

BobRSASignByCarl =
0 30 551: SEQUENCE {
4 30 400: SEQUENCE {
8 A0 3: [0] {
10 02 1l: INTEGER 2
: }
13 02 16: INTEGER

46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CD 5D 71 DO

Hoffman, Ed. Informational [Page 19]
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31 30 13: SEQUENCE {
33 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
44 05 0: NULL
: }
46 30 18: SEQUENCE {
48 31 l6: SET {
50 30 14: SEQUENCE {
52 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
57 13 7 PrintableString ’CarlRSA’
: }
}
: }
66 30 30: SEQUENCE {
68 17 13: UTCTime 9909190109022
83 17 13: UTCTime 3912312359597’
: }
98 30 17: SEQUENCE {
100 31 15: SET {
102 30 13: SEQUENCE {
104 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
109 13 6: PrintableString ’BobRSA’
: }
}
: }
117 30 159: SEQUENCE {
120 30 13: SEQUENCE {
122 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
133 05 0: NULL
: }
135 03 141: BIT STRING 0 unused bits, encapsulates {
139 30 137: SEQUENCE {

142 02 129: INTEGER
: 00 A9 E1 67 98 3F 39 D5 5F F2 AO 93
41 5E A6 79 89 85 C8 35 5D 9A 91 5B
FB 1D 01 DA 19 70 26 17 OF BD A5 22
DO 35 85 6D 7A 98 66 14 41 5C CF B7
B7 08 3B 09 C9 91 B8 19 69 37 6D F9
65 1E 7B D9 A9 33 24 A3 7F 3B BB AF
46 01 86 36 34 32 CB 07 03 59 52 FC
85 8B 31 04 B8 CC 18 08 14 48 E6 4F
1C ¥FB 5D 60 C4 EO 5C 1F 53 D3 7F 53
D8 69 01 F1 05 F8 7A 70 D1 BE 83 C6

Hoffman, Ed. Informational [Page 20]
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274

279
281
283
285

290
293
295

297
299
304

307
309

313
315

320
322
324

346
348

353
355

377

Hoffman,

02

A3
30
30
06

01
04
30

30

06

01

04
03

30
06

04
30
80

30
06

04
04

30

Ed.

127:
125:
12:

N~

24
22
20:

22
20:

29:

Examples of S/MIME Messages

5F 38 CF 1C 2C AA 6A A7 EB
INTEGER 65537
}

}
[3] {
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}
SEQUENCE {

July 2005

OBJECT IDENTIFIER keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 5 unused bits
"100'B (bit 2)
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
(0]

E9 EO 90 27 AC 78 20 7A 9A D3 4C F2

42 37 4E 22 AE 9E 38 BB

}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
E8 F4 B8 67 D8 B3 96 A4 2A F3
29 D3 95 5A 86 16 B4 24

}

}
SEQUENCE {

Informational

11 AA
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379 06 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
384 04 22: OCTET STRING, encapsulates {
386 30 20: SEQUENCE {
388 81 18: [1] "BobRSA@example.com’
: }
}
}
}
}
: }
408 30 13: SEQUENCE {
410 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
421 05 0: NULL
: }
423 03 129: BIT STRING 0 unused bits

7B 8E 66 C5 F1 10 3F 10 20 4C 88 71
AB 7B 40 6B 21 33 FA 4A 95 DE 9D OE
5B 6B 94 21 05 CO F2 E1 7E 2A CD 9C
93 88 87 FB 8B B7 7E 7D 41 61 El E4
D6 6D F9 E2 04 55 61 45 BC 64 27 44
CO0 Al BD 59 79 D9 1D 64 3C 21 D6 45
BO 5D 68 33 92 EA AC F1 57 E5 81 7D
98 E6 35 91 A3 39 DE 77 F4 E8 1C 3B
29 DC 7F 51 07 97 F3 36 FO 50 OA DD
9B DE B6 5E 38 11 2B FB 57 EA 89 6D
AD C9 88 D8 8F CF 2B D3

CarlDSSSelf =
0 30 667: SEQUENCE ({
4 30 602: SEQUENCE {
8 A0 3: [0] {
10 02 1: INTEGER 2
: }
13 02 1: INTEGER 1
16 30 9: SEQUENCE {
18 06 7z OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
27 30 18: SEQUENCE {
29 31 16: SET {
31 30 14: SEQUENCE {
33 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
38 13 7: PrintableString ’CarlDSS’

Hoffman, Ed. Informational [Page 22]
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47
49
64

79
81
83
85

90

99
103
107

116
120

252

275

Hoffman,

30
17
17

30
31
30
06

13

30
30
06

30
02

02

02

Ed.

30:
13:
13:
18:
16:
14:

3:

439:
299:

286:
129:

21:

128:

Examples of S/MIME Messages

}

}
SEQUENCE {

UTCTime

UTCTime

}
SEQUENCE {

SET {

SEQUENCE {

7990816225050z’
3912312359592’

OBJECT IDENTIFIER commonName

(X.520 id-at

(2 5 4))

PrintableString ’'CarlDSS’

}
}

}
SEQUENCE {
SEQUENCE

{

OBJECT IDENTIFIER dsa
(ANSI X9.57 algorithm)

SEQUENCE {

INTEGER

00
01
FB
cs8
E4
4A
0A
25
FC
B5
AD

B6
c4
Cé6
71
6D
16
8A
15
70
Al
El

INTEGER

00
02

DD
A4

INTEGER

oc
4F
56
El
AD
87
AF
73
8A
B8
FO

EE
55
0B
6D
CB
0B
OE
AA
79
A3
42

49
12
4C
4B
D3
F6
BA
51
B7
AF
08

Cl
BF

57
TF
2B
3E
AE
C7
C9
TF
61
58
Cc4

18
C1l
B3
c7
E2
46
16
97
CD
8B
D4

2F
8A

9B
9D
5B
BD
45
CD
1D
46
B4
06
63

3E
TA
OE
45
86
ED
B
55
30
cC
6D

DF
5D

4B
ED
oc
BF
E3
FO
5A
51
D5
25
65

Informational

8A
79
94
Cco
48
DD
B9
DC
54
02
29

53
98

BD
BC
91
FE
06
1C
51
1F
2F
F8
52

(1 2 840

44
CB
09
50
84
F6
50
8F
FD
88
2D

CE
B9

DA
61
CE
El
AC
D9
F5
A9
53
29
9B

Cl
54
06
25
82
98
01
53
DA
E7
D6

0B
10

B6
0D
A5
B7
8C
B5
4F
42
22
Cco
0A

29
4D
EB
5D
7D
D2
48
OE
DE
8B
E9

34
D5

07
EB
62
B9
22
4E
44
16
44
EF

July 2005

(2 5 4 3)

10040 4 1)

71
AB
01
9C
BA
BB
93
10
A8
70

60

6A
46
52
2B
9D
5D
79
9C
63
BA

94
1E
D4
FC
15
TE
8B
A9

5F

77

74
59
69
61
9C
73
35
48
1F
EO

4C
81
Bl
DA
95
8A
EB
50
22
B9

3E

37
3C
CA
3C
44
DE
5A
EB
86
75
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}
: }
406 03 133: BIT STRING 0 unused bits, encapsulates {
410 02 129: INTEGER
: 00 99 87 74 27 03 66 A0 B1 CO AD DC
2C 75 BB E1 6C 44 9C DA 21 6D 4D 47
6D Bl 62 09 E9 D8 AE 1E F2 3A B4 94
Bl A3 8E 7A 9B 71 4E 00 94 C9 B4 25
4E B9 60 96 19 24 01 F3 62 0C FE 75
CO FB CE D8 68 00 E3 FD D5 70 4F DF
23 96 19 06 94 F4 Bl 61 8F 3A 57 Bl
08 11 A4 OB 26 25 FO 52 76 81 EA 0B
62 0D 95 2A E6 86 BA 72 B2 A7 50 83
OB AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A

: }
542 A3 66: [31 {

544 30 64: SEQUENCE {
546 30 15: SEQUENCE {
548 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
553 01 1l: BOOLEAN TRUE
556 04 5: OCTET STRING, encapsulates {
558 30 3: SEQUENCE {
560 01 1l: BOOLEAN TRUE
: }
}
: }
563 30 14: SEQUENCE {
565 06 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
570 01 1l: BOOLEAN TRUE
573 04 4: OCTET STRING, encapsulates {
575 03 2 BIT STRING 1 unused bits
: 71100001’B
}
: }
579 30 29: SEQUENCE {
581 06 3: OBJECT IDENTIFIER
: subjectKeyIdentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
586 04 22 OCTET STRING, encapsulates {

588 04 20: OCTET STRING
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
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}
: }
610 30 9: SEQUENCE {
612 06 7 OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
621 03 48: BIT STRING 0 unused bits, encapsulates {

624 30 45: SEQUENCE {

626 02 20: INTEGER
: 6B A9 FO 4E 7A 5A 79 E3 F9 BE 3D 2B
: C9 06 37 E9 11 17 Al 13
648 02 21: INTEGER
: 00 8F 34 69 2A 8B B1 3C 03 79 94 32
4D 12 1F CE 89 FB 46 B2 3B

CarlRSASelf =
0O 30 491: SEQUENCE {
4 30 340: SEQUENCE {
8 A0 3: [0] {

10 02 1: INTEGER 2
: }

13 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: 9F F2 50 20

31 30 13: SEQUENCE {

33 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)

44 (05 O: NULL
: }

46 30 18: SEQUENCE {

48 31 16: SET {

50 30 14: SEQUENCE {

52 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))

57 13 7 PrintableString ’CarlRSA’
: }

}

: }

66 30 30: SEQUENCE {

68 17 13: UTCTime 7990818070000z’

83 17 13: UTCTime ’391231235959Z’
: }
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98 30 18: SEQUENCE {
100 31 l6: SET {
102 30 14: SEQUENCE {
104 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
109 13 7: PrintableString ’CarlRSA’
: }
}
: }
118 30 159: SEQUENCE {
121 30 13: SEQUENCE {
123 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
134 05 0: NULL
: }
136 03 141: BIT STRING 0 unused bits, encapsulates ({
140 30 137: SEQUENCE {

143 02 129: INTEGER

: 00 E4 4B FF 18 B8 24 57 F4 77 FF 6E
73 7B 93 71 5C BC 33 1A 92 92 72 23
D8 41 46 DO CD 11 3A 04 B3 8E AF 82
90 BD 51 1E 17 7A F2 76 2C 2B 86 39
A7 BD D7 8D 1A 53 EC E4 00 D5 E8 EC
A2 36 Bl ED E2 50 E2 32 09 8A 3F 9F
99 25 8F B8 4E AB B9 7D D5 96 65 DA
16 A0 C5 BE OE AE 44 5B EF 5E F4 A7
29 CB 82 DD AC 44 E9 AA 93 94 29 OE
F8 18 D6 C8 57 BE F2 76 C4 F2 11 60
38 B9 1B 3C 1D 97 C9 6A F1

275 02 3: INTEGER 65537
: }
}
: }
280 A3 66: [3] {
282 30 64: SEQUENCE {
284 30 15: SEQUENCE {

286 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

291 01 1l: BOOLEAN TRUE
294 04 5: OCTET STRING, encapsulates {
296 30 3: SEQUENCE {
298 01 1l: BOOLEAN TRUE

: }

}

: }

301 30 14: SEQUENCE {
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303 06 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))

308 01 1l: BOOLEAN TRUE

311 04 4: OCTET STRING, encapsulates {

313 03 2: BIT STRING 1 unused bits
: 71100001’B
}
: }
317 30 29: SEQUENCE {
319 06 3: OBJECT IDENTIFIER
: subjectKeyIdentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
324 04 22: OCTET STRING, encapsulates {
326 04 20: OCTET STRING
: E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}

: }
348 30 13: SEQUENCE {

350 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)

361 05 0: NULL
: }

363 03 129: BIT STRING 0 unused bits

B7 9E D4 04 D3 ED 29 E4 FF 89 89 15
2E 4C DB 0C FO 48 OF 32 61 EE C4 04
EC 12 5D 2D FF OF 64 59 7E OA C3 ED
18 FD E3 56 40 37 A7 07 B5 FO 38 12
61 50 ED EF DD 3F E3 OB B8 61 A5 A4
9B 3C E6 9E 9C 54 9A B6 95 D6 DA 6C
3B B5 2D 45 35 9D 49 01 76 FA B9 B9
31 F9 F9 6B 12 53 A0 F5 14 60 9B 7D
CA 3E F2 53 6B BO 37 6F AD E6 74 D7
DB FA 5A EA 14 41 63 5D CD BE C8 OE
Cl DA 6A 8D 53 34 18 02
}

DianeDSSSignByCarlInherit =
0 30 440: SEQUENCE {

4 30 375: SEQUENCE {

8 A0 3: (01 {

10 02 1: INTEGER 2
: }

13 02 2: INTEGER 210
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17 30 9: SEQUENCE {
19 06 7z OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)

: }
28 30 18: SEQUENCE {

30 31 16: SET {
32 30 14: SEQUENCE {
34 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
39 13 7: PrintableString ’'CarlDSS’
: }
}
: }
48 30 30: SEQUENCE {
50 17 13: UTCTime "990817020810z’
65 17 13: UTCTime "3912312359597’
: }
80 30 19: SEQUENCE {
82 31 17: SET {
84 30 15: SEQUENCE {
86 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
91 13 8: PrintableString ’DianeDSS’
: }
}
: }
101 30 147: SEQUENCE {
104 30 9: SEQUENCE {

106 06 7 OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
: }
115 03 133: BIT STRING 0 unused bits, encapsulates {
119 02 129: INTEGER
: 00 A0 00 17 78 2C EE 7E 81 53 2E 2E
61 08 OF Al 9B 51 52 1A DA 59 A8 73
2F 12 25 B6 08 CB CA EF 2A 44 76 8A
52 09 EA BD 05 22 D5 OF F6 FD 46 D7
AF 99 38 09 0OE 13 CB 4F 2C DD 1C 34
F7 1C BF 25 FF 23 D3 3B 59 E7 82 97
37 BE 31 24 D8 18 C8 F3 49 39 5B B7
E2 E5 27 7E FC 8C 45 72 5B 7E 3E 8F
68 4D DD 46 7A 22 BE 8E FF CC DA 39
29 A3 39 E5 9F 43 E9 55 C9 D7 5B A6
81 67 CC CO AA CD 2E C5 23

: }
251 A3 129: [3] {
254 30 127: SEQUENCE {
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256
258

263
266
268

270
272

277
280
282

286
288

293
295
297

319
321

326
328

350
352

357

359
361
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30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

04
04

30
06

04

30
81

Ed.

N~

24
22
20:

22
20:

24
22
20:

Examples of S/MIME Messages

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}
SEQUENCE {

July 2005

OBJECT IDENTIFIER keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
"11’'B
}

}
SEQUENCE {
OBJECT IDENTIFIER

authorityKeyIdentifier (2 5 29 35)

(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
(0]

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3

3D 20 BC 43 2B 93 F1 1F

}

}
SEQUENCE {
OBJECT IDENTIFIER

subjectKeyIdentifier (2 5 29 14)

(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
OCTET STRING

64 30 99 7D 5C DC 45 0B 99 3A 52 2F

16 BF 58 50 DD CE 2B 18
}
}
SEQUENCE {
OBJECT IDENTIFIER subjectAltName
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[1] ’'"DianeDSS@example.com’

}

Informational

(2 5 29 17)
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}
: }
383 30 9: SEQUENCE {
385 06 7 OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
394 03 48: BIT STRING 0 unused bits, encapsulates {

397 30 45: SEQUENCE {

399 02 21: INTEGER
: 00 A1 1A F8 17 OE 3E 5D A8 8C F4 B6
: 55 33 1E 4B E3 2C AC B9 5F
422 02 20: INTEGER
: 28 4B 10 45 58 D2 1C 9D 55 35 14 18
91 B2 3F 39 DF B5 6E D3

}

DianeRSASignByCarl =
0 30 556: SEQUENCE {
4 30 405: SEQUENCE {
8 A0 3: [0] {
10 02 1l: INTEGER 2
: }
13 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: D5 9A 30 90
31 30 13: SEQUENCE {
33 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
44 05 0: NULL
: }
46 30 18: SEQUENCE {
48 31 16: SET {
50 30 14: SEQUENCE {
52 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
57 13 7 PrintableString ’CarlRSA’
: }
}
: }
66 30 30: SEQUENCE {
68 17 13: UTCTime 990819070000z

83 17 13: UTCTime ’391231235959Z’
: }
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100
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119
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129:
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Examples of S/MIME Messages July 2005
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’DianeRSA’
}
}
}
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
(PKCS #1)
NULL
}
BIT STRING 0 unused bits, encapsulates ({
SEQUENCE {
INTEGER
00 D6 FD B8 CO 70 C6 4C 25 EC EA CF
EA 7C BB A2 62 FA FO E6 32 3A 53 FF
Bl 92 5A 17 F4 20 E1 99 24 82 0A DO
F6 7C FB 44 CA 8B 27 06 F1 7E 26 03
A9 76 9D CF EC A0 2C 70 96 F2 83 42
F6 D4 B7 28 OA BB F8 BF 4A 4C 19 3F
07 DB A0 Cl1 60 1E B7 7E 67 F7 DE Bl
C3 60 49 AC 45 D7 F8 C6 EF 08 37 21
93 47 EE FO 73 35 72 BO 02 C4 F3 11
C3 5E 47 E5 OA B7 83 F1 DB 74 69 64
8B 44 1D 95 5D CD 28 CO 85
INTEGER 65537
}
}
}
[3]1 {
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
SEQUENCE {}
}
}
SEQUENCE {
OBJECT IDENTIFIER keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29

Informational
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307 01 1: BOOLEAN TRUE
310 04 4: OCTET STRING, encapsulates {
312 03 2: BIT STRING 5 unused bits
: "111'B
}
: }
316 30 31: SEQUENCE {

318 06 3: OBJECT IDENTIFIER
: authorityKeyIdentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))

323 04 24: OCTET STRING, encapsulates {

325 30 22 SEQUENCE {

327 80 20: [0]
: E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
: }
349 30 29: SEQUENCE {
351 06 3: OBJECT IDENTIFIER
: subjectKeyIdentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
356 04 22 OCTET STRING, encapsulates ({
358 04 20: OCTET STRING
: 8C F3 CB 75 OE 8D 31 F6 D4 29 DA 44
92 75 B8 FE ED 4F 39 0OC
}

: }
380 30 31: SEQUENCE {

382 06 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
387 04 24: OCTET STRING, encapsulates {
389 30 22 SEQUENCE {
391 81 20: [1] ’'"DianeRSAQRexample.com’
: }
}
}
}
}
: }
413 30 13: SEQUENCE {
415 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
426 05 0: NULL
: }
428 03 129: BIT STRING 0 unused bits

7D A6 2C B5 78 42 D6 79 F3 31 FE F6
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42 CA OF 13 07 92 09 1B EO 6F BO 91
18 F6 BF 4A FB CC 63 79 FB 81 BF DD
97 C7 90 6B CB 0OA 37 2B 41 6A 03 98
C5 1B 3E 32 C8 45 2B 86 01 9C 1C E2
36 EF 16 C1 1A 92 B8 BE 62 FB 53 3E
49 47 0B C4 B9 E4 2B 58 A6 06 83 FO
B2 A7 BB 85 7E D5 C6 DA CE 9C 7B 31
72 D7 A2 EA 41 AB 6A CO DD 1F B9 14
44 18 CF 84 57 66 E8 C5 E6 B8 DC 2D
B3 1F 1B 28 43 36 75 7A

2.4. CRLs
CarlDSSCRLForAll =
0 30 216: SEQUENCE {
3 30 153: SEQUENCE {
6 30 9: SEQUENCE {
8 06 7z OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
17 30 18: SEQUENCE {
19 31 16: SET {
21 30 14: SEQUENCE {
23 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
28 13 7 PrintableString ’CarlDSS’
: }
}
: }
37 17 13: UTCTime 7990827070000z’
52 30 105: SEQUENCE {
54 30 19: SEQUENCE {
56 02 2: INTEGER 200
60 17 13: UTCTime ’990822070000z"
: }
75 30 19: SEQUENCE {
77 02 2: INTEGER 201
81 17 13: UTCTime 7990822070000z’
: }
96 30 19: SEQUENCE {
98 02 2: INTEGER 211
102 17 13: UTCTime 7990822070000z’
: }
117 30 19: SEQUENCE {
119 02 2 INTEGER 210

123 17 13: UTCTime ’990822070000z"
: }
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138 30 19: SEQUENCE {
140 02 2: INTEGER 212
144 17 13: UTCTime "990824070000z’
: }
}
: }
159 30 9: SEQUENCE {
161 06 7z OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
170 03 47 : BIT STRING 0 unused bits, encapsulates {
173 30 44 SEQUENCE {
175 02 20: INTEGER
: 7TE 65 52 76 33 FE 34 73 17 D1 F7 96
: F9 A0 D4 D8 6D 5C 7D 3D
197 02 20: INTEGER
: 02 7A 5B B7 D5 5B 18 C1 CF 87 EF 7TE
DA 24 F3 2A 83 9C 35 Al
}
}
}
CarlDSSCRLForCarl =
0 30 131: SEQUENCE {
3 30 68: SEQUENCE {
5 30 9: SEQUENCE {
7 06 7z OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
16 30 18: SEQUENCE {
18 31 16: SET {
20 30 14: SEQUENCE {
22 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
27 13 7 PrintableString ’CarlDSS’
: }
}
: }
36 17 13: UTCTime 7990825070000z’
51 30 20: SEQUENCE {
53 30 18: SEQUENCE {
55 02 1: INTEGER 1
58 17 13: UTCTime "990822070000z"
: }
}
: }
73 30 9: SEQUENCE {
75 06 7z OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
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(ANSI X9.57 algorithm)
: }
84 03 48: BIT STRING 0 unused bits, encapsulates {
87 30 45: SEQUENCE {
89 02 21: INTEGER
: 00 B3 1F C5 4F 7A 3D EC 76 D5 60 F9
: DE 79 22 EC 4F BO 90 FE 97
112 02 20: INTEGER
: 5A 8B C3 84 BC 66 87 1B BF 79 82 5B
OA 5D 07 F6 BA A9 05 29
}
}
}
CarlDSSCRLEmpty =
0 30 109: SEQUENCE {
2 30 46: SEQUENCE {
4 30 9: SEQUENCE {
6 06 7 OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
15 30 18: SEQUENCE {
17 31 16: SET {
19 30 14: SEQUENCE {
21 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
26 13 7 PrintableString ’CarlDSS’
: }
}
: }
35 17 13: UTCTime ’990820070000z"
: }
50 30 9: SEQUENCE {
52 06 7 OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
61 03 48: BIT STRING 0 unused bits, encapsulates {
64 30 45: SEQUENCE {
66 02 20: INTEGER
: 62 3F 36 17 31 58 2E 67 50 79 F5 09
: 4B 8C AD D4 6B F4 64 9F
88 02 21: INTEGER
: 00 B5 3B 4E Al 4C 7B FD OF C3 8D 9B
B6 FE C3 5D 6F DE 65 28 7D
}
}
}
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CarlRSACRLForAll =
0 30 307: SEQUENCE {
4 30 157: SEQUENCE {
7 30 13: SEQUENCE {
9 06 9: OBJECT IDENTIFIER
: mdbwithRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
20 05 0: NULL
: }
22 30 18: SEQUENCE {
24 31 16: SET {
26 30 14: SEQUENCE {
28 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
33 13 7: PrintableString ’CarlRSA’
: }
}
: }
42 17 13: UTCTime "990827070000z"
57 30 105: SEQUENCE {
59 30 33: SEQUENCE {
61 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
79 17 13: UTCTime ’990822070000z"
: }
94 30 33: SEQUENCE {
96 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: D5 9A 30 90
114 17 13: UTCTime "990822070000z"
: }
129 30 33: SEQUENCE {
131 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: CD 5D 71 DO
149 17 13: UTCTime "990824070000z’
: }
}
: }
164 30 13: SEQUENCE {
166 06 9: OBJECT IDENTIFIER
: mdbwithRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
177 05 O: NULL
: }
179 03 129: BIT STRING 0 unused bits
: BF B3 97 AA 53 FO 32 21 16 2B 77 92
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7A 6B BB 97 C8 DC EA F1 FA 66 16 30
OE B5 9E 5C FO 81 D4 5E B3 6E C1l 88
6B 8C D4 SE C5 4D FB 47 5E 66 F3 5D
AB E5 B4 18 36 60 A8 4D 9C 3C 89 EC
6F 27 BF 35 50 71 81 C2 B9 44 5B 62
89 19 12 31 A9 7B 9A D3 CC 66 CB 11
D9 OB 10 47 77 AD 4F 22 D9 E5 7F 30
F2 5B FC 94 51 A5 58 76 3B 1F A8 46
A6 1F F6 Al DE 55 Al ED 31 88 69 97
OF 08 D3 D4 0C 60 5B 1E
}

CarlRSACRLForCarl =
0 30 236: SEQUENCE {
3 30 87: SEQUENCE {
5 30 13: SEQUENCE {
7 06 9: OBJECT IDENTIFIER
: mdbwithRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
18 05 0: NULL
: }
20 30 18: SEQUENCE {
22 31 16: SET {
24 30 14: SEQUENCE {
26 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
31 13 7 PrintableString ’CarlRSA’
: }
}
: }
40 17 13: UTCTime 990825070000z
55 30 35: SEQUENCE {
57 30 33: SEQUENCE {
59 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: 9F F2 50 20
77 17 13: UTCTime 990822070000z
: }
}
: }
92 30 13: SEQUENCE {
94 06 9: OBJECT IDENTIFIER
: mdbwithRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
105 05 0: NULL
: }
107 03 129: BIT STRING 0 unused bits

21 EF 21 D4 C1 1A 85 95 49 6B CA 45
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(1 2 840 113549 1 1 4)

(2 5 4 3)

(1 2 840 113549 1 1 4)

RFC 4134 Examples of S/MIME Messages
62 DC D7 09 FF A9 51 2E 8E D9 47 18
FA F8 E5 72 DD 4F ED 74 74 E3 F3 65
32 65 28 2C 9A 1D 57 E5 D5 26 06 EA
D5 E6 23 95 84 8D OE 89 9E EE 9B 0C
2F CE 07 F7 A3 D1 6B 85 4C OF FF EG6
DD FC DC CD 73 2C 1E 7D DC BO 71 C5
4C FC 01 6E 52 57 69 1E 39 63 DF 12
22 30 C7 13 55 94 05 6E 2A 00 A9 5B
C4 2A 66 94 62 CE 36 33 C2 2B 63 47
25 9D F3 DE 70 EE 00 56
}
CarlRSACRLEmpty =
0 30 199: SEQUENCE ({
3 30 50: SEQUENCE {
5 30 13: SEQUENCE {
7 06 9: OBJECT IDENTIFIER
: mdSwithRSAEncryption
: (PKCS #1)
18 05 0: NULL
: }
20 30 18: SEQUENCE {
22 31 16: SET {
24 30 14: SEQUENCE {
26 06 3: OBJECT IDENTIFIER commonName
: (X.520 id-at (2 5 4))
31 13 7 PrintableString ’CarlRSA’
: }
}
: }
40 17 13: UTCTime "990820070000z"
: }
55 30 13: SEQUENCE {
57 06 9: OBJECT IDENTIFIER
: mdSwithRSAEncryption
: (PKCS #1)
68 05 0: NULL
: }
70 03 129: BIT STRING 0 unused bits
: A9 C5 21 B8 13 7C 74 F3 B5 11 EC 04
F3 20 45 86 1lE 0B 6E 7F 83 6D 5F F4
34 76 06 59 25 OE 04 3D 88 09 88 81
37 C4 DC 20 98 FA 17 81 0B 37 94 AC
B4 8F 7B 51 89 14 A4 CB 72 73 14 07
BC 22 9C 40 Al 07 FC 44 7C 85 OF OB
88 D1 EE E1 OE AF F6 16 74 AD Al AF
Cl 00 75 00 64 EA A5 9A F6 0B 08 A2
DB 95 19 5F A6 A7 B9 39 45 25 0OA OE
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F6 S5E 84 E7 F8 B9 5A C9 18 C2 OE BS
A0 96 BE 81 3A 80 6D C9
}

3. Trivial Examples
This section covers examples of small CMS types.
3.1. ContentInfo with Data Type, BER

The object is a ContentInfo containing a Data object in BER format
that is ExContent.

0 30 NDEF: SEQUENCE ({
2 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)
13 A0 NDEF: [0] |
15 24 NDEF: OCTET STRING {
17 04 4: OCTET STRING ’'This’
23 04 24: OCTET STRING ’ is some sample content.’

}
}

3.2. ContentInfo with Data Type, DER

The object is a ContentInfo containing a Data object in DER format
that is ExContent.

0 30 43: SEQUENCE {

2 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)

13 A0 30: [0] |

15 04 28: OCTET STRING ’'This is some sample content.’

}

4. Signed-data

4.1. Basic Signed Content, DSS
A SignedData with no attribute certificates, signed by Alice using
DSS, Jjust her certificate (not Carl’s root cert), no CRL. The

message is ExContent, and is included in the eContent. There are no
signed or unsigned attributes.
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0 30 919: SEQUENCE {

4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
: (PKCS #7)
15 A0 904: [0] {
19 30 900: SEQUENCE {
23 02 1: INTEGER 1
26 31 9: SET {
28 30 7 SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (OIW)
}
: }
37 30 43: SEQUENCE {
39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
50 A0 30: [0] {
52 04 28: OCTET STRING ’'This is some sample content.’
: }
: }
82 A0 736: [0] {
86 30 732: SEQUENCE {
90 30 667: SEQUENCE {
94 A0 3: [0] |
96 02 1: INTEGER 2
: }
99 02 2: INTEGER 200
103 30 9: SEQUENCE {

105 06 7z OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
114 30 18: SEQUENCE {

116 31 16: SET {
118 30 14: SEQUENCE {

120 0Oo6 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

125 13 7 PrintableString ’CarlDSS’
: }
}
: }
134 30 30: SEQUENCE {
136 17 13: UTCTime 7990817011049z’
151 17 13: UTCTime 7391231235959z’
: }
166 30 19: SEQUENCE {
168 31 17: SET {
170 30 15: SEQUENCE {
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172 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

177 13 8: PrintableString "AliceDSS’
: }
}
: }
187 30 438: SEQUENCE {
191 30 299: SEQUENCE {

195 06 7z OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
204 30 286: SEQUENCE {
208 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7TE
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C 3 7E 5B DB
340 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 Co6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
363 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39
}

494 03 132: BIT STRING 0 unused bits, encapsulates {
498 02 128: INTEGER

: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3

3F A9 EC AC 5E DC BD B7 13 11 34 A6

16 89 28 11 23 D9 34 86 67 75 75 13

12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
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D

24
22
20:

22
20:

1B
A5
TE
08
F1l
32
F2

}
(31 A

SEQUENCE {

Examples of S/MIME

3E
AQ
1A
BF
BB
84
A5

Messages

24
4A
F2
66
34
FO
E2

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints

}

7D
E3
24
14
D4
TE
F4

3D
85
AB
80
D2
41
F2

(X.509 id-ce
BOOLEAN TRUE
OCTET STRING,
SEQUENCE {}

}

SEQUENCE {

OBJECT IDENTIFIER

}

keyUsage
(X.509 id-ce
BOOLEAN TRUE
OCTET STRING,

}

"11’B

SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier

07
D6
53
5C
96
40
83

8D
CE
1A
62
37
FD
E5

5B
06
B8
AC
F6
46
B8

63
80
27
65
61
A7

(2 5 29
(2 5 29))

July

Cc8
3F
0D
FA
47
63

19)

encapsulates {

(2 5 29 15)
(2 5 29))

(X.509 id-ce
OCTET STRING,
SEQUENCE {

(0]

encapsulates {
BIT STRING 6 unused bits

(2 5 29))
encapsulates {

BB
E8
1E
15
B2
4F

2005

45
23
EF
8B
c4
33

(2 5 29 35)

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}

}

}

SEQUENCE {

OBJECT IDENTIFIER

subjectKeyIdentifier
(X.509 id-ce
OCTET STRING,

OCTET STRING

Informational

(2 5 29 14)
(2 5 29))
encapsulates {
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BE 6C Al B3 E3 Cl F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD
}
: }
728 30 31: SEQUENCE {
730 06 3: OBJECT IDENTIFIER
: subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
735 04 24: OCTET STRING, encapsulates {

737 30 22 SEQUENCE {
739 81 20: [1] "AliceDSS@example.com’

: }

}
}
}
}

: }

761 30 9: SEQUENCE {

763 06 7 OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
772 03 48: BIT STRING 0 unused bits, encapsulates {

775 30 45: SEQUENCE {

777 02 20: INTEGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
799 02 21: INTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}

: }
822 31 99: SET {

824 30 97: SEQUENCE {
826 02 1: INTEGER 1
829 30 24 : SEQUENCE {
831 30 18: SEQUENCE {
833 31 16: SET {
835 30 14: SEQUENCE {
837 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
842 13 7 PrintableString ’CarlDSS’

}
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851 02 2: INTEGER 200
: }
855 30 7 SEQUENCE {
857 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (OIWwW)
: }
864 30 9: SEQUENCE {

866 06 7 OBJECT IDENTIFIER

dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}

875 04 46: OCTET STRING, encapsulates ({

877 30 44: SEQUENCE {

879 02 20: INTEGER
: 09 91 FE EB D2
: F4 81 EA 2A 42

901 02 20: INTEGER
: 3A 07 CcC C3 21
OD DB BA 1C EA

4.2. Basic Signed Content, RSA

69 F5 18 B7 D7 CD 55
6A AD 03

BE E1 1A 4B 7F 3E B5
BC CD 89

Same as 4.1, except using RSA signatures. A SignedData with no
attribute certificates, signed by Alice using RSA, just her
certificate (not Carl’s root cert), no CRL. The message is
ExContent, and is included in the eContent. There are no signed or

unsigned attributes.

0 30 850: SEQUENCE {

4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)

15 A0 835: [0] {
19 30 831: SEQUENCE {
23 02 1: INTEGER 1
26 31 11: SET {
28 30 9: SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)

: (OIW)
37 05 0: NULL

: }

}
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39 30 43: SEQUENCE {

41 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)

52 A0 30: [0] |

54 04 28: OCTET STRING ’'This is some sample content.’
: }
: }

84 A0 560: [0] |

88 30 556: SEQUENCE {

92 30 405: SEQUENCE {

96 AO 3: [0] {

98 02 1: INTEGER 2
: }

101 02 16: INTEGER

46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
119 30 13: SEQUENCE {
121 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption
(1 2 840 113549 1 1 5)

: (PKCS #1)
132 05 O: NULL
: }
134 30 18: SEQUENCE {
136 31 16: SET {
138 30 14: SEQUENCE {

140 Oo 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

145 13 7 PrintableString ’CarlRSA’
: }
}
: }
154 30 30: SEQUENCE {
156 17 13: UTCTime ’"990919010847Z'
171 17 13: UTCTime ’391231235959Z"
: }
186 30 19: SEQUENCE {
188 31 17: SET {
190 30 15: SEQUENCE {

192 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
197 13 8: PrintableString "AliceRSA’
: }
}

: }
207 30 159: SEQUENCE {
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SEQUENCE {
OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
(PKCS #1)
NULL
}
BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER
00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE Bl 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
8C 4E F3 57 38 57 74 57 5F
INTEGER 65537
}

}

[3]1 {
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}

SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 6 unused bits
"11’'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
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: (X.509 id-ce (2 5 29))
411 04 24: OCTET STRING, encapsulates {

413 30 22 SEQUENCE {

415 80 20: [0]

: E9 EO 90 27 AC 78 20 7A 9A D3 4C F2

42 37 4E 22 AE 9E 38 BB
}
}

: }
437 30 29: SEQUENCE {
439 06 3: OBJECT IDENTIFIER

: subjectKeyIdentifier (2 5 29 14)

: (X.509 id-ce (2 5 29))
444 04 22: OCTET STRING, encapsulates {
446 04 20: OCTET STRING

: 77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D

CE EC 3C A0 3A E3 FF 50
}

: }
468 30 31: SEQUENCE {
470 06 3: OBJECT IDENTIFIER

: subjectAltName (2 5 29 17)

: (X.509 id-ce (2 5 29))
475 04 24: OCTET STRING, encapsulates {

477 30 22 SEQUENCE {
479 81 20: [1] "AliceRSAQ@example.com’

: }

}
}
}
}

: }

501 30 13: SEQUENCE {

503 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption
(1 2 840 113549 1 1 5)

: (PKCS #1)
514 05 O: NULL
: }
516 03 129: BIT STRING 0 unused bits

3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 Bl 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
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B4 DB 9F 67 E4 BD 9F
F9 EE 63 6A D8 3F 4B

July 2005

F9 FE 74 EF EA
25 09 B5 D8 1A

76 AE EB 9B DB 49 BO 22
}
}
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlRSA’
}
}
}
INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO
}
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(OIW)
NULL
}
SEQUENCE {
OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
(PKCS #1)
NULL
}
OCTET STRING
2F 23 82 D2 F3 09 5F B8 0C 58 EB 4E
9D BF 89 9A 81 E5 75 C4 91 3D D3 DO
D5 7B B6 D5 FE 94 Al 8A AC E3 C4 84
F5 CD 60 4E 27 95 F6 CF 00 86 76 75
3F 2B FO E7 D4 02 67 A7 F5 C7 8D 16
04 A5 B3 B5 E7 D9 32 FO 24 EF E7 20
44 D5 9F 07 C5 53 24 FA CE 01 1D OF
17 13 A7 2A 95 9D 2B E4 03 95 14 0B
E9 39 0D BA CE 6E 9C 9E 0C E8 98 EG6
55 13 D4 68 6F DO 07 D7 A2 Bl 62 4cC
E3 8F AF FD EO D5 5D C7
}
}
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}
4.3. Basic Signed Content, Detached Content

Same as 4.1, except with no eContent. A SignedData with no attribute
certificates, signed by Alice using DSS, just her certificate (not
Carl’s root cert), no CRL. The message is ExContent, but the
eContent is not included. There are no signed or unsigned
attributes.

0 30 887: SEQUENCE {

4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)
15 A0 872: [0] {
19 30 868: SEQUENCE {
23 02 1: INTEGER 1
26 31 9: SET {
28 30 7 SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(OIW)
}
: }
37 30 11: SEQUENCE {
39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
: }
50 A0 736: [0] {
54 30 732: SEQUENCE {
58 30 667: SEQUENCE {
62 A0 3: [0] |
64 02 1: INTEGER 2
: }
67 02 2: INTEGER 200
71 30 9: SEQUENCE {

73 06 7 OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
82 30 18: SEQUENCE {

84 31 16: SET {
86 30 14: SEQUENCE {

88 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
93 13 7: PrintableString ’CarlDSS’
: }
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}

: }
102 30 30: SEQUENCE {

104 17 13: UTCTime 7990817011049z"

119 17 13: UTCTime 7391231235959z’
: }

134 30 19: SEQUENCE {

136 31 17: SET {

138 30 15: SEQUENCE {

140 Oo 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

145 13 8: PrintableString ’"AliceDSS’
: }
}
: }
155 30 438: SEQUENCE {
159 30 299: SEQUENCE {

163 06 7z OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
172 30 286: SEQUENCE {
176 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7TE
0OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C 3 7E 5B DB
308 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
331 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
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D1 81 4A 60 39 BA 36 39
}

462 03 132: BIT STRING 0 unused bits, encapsulates {
466 02 128: INTEGER
: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3

3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 A0 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 BS
}

: }
597 A3 129: [31 {

600 30 127: SEQUENCE {
602 30 12: SEQUENCE {
604 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
609 01 1l: BOOLEAN TRUE
612 04 2: OCTET STRING, encapsulates {
614 30 0: SEQUENCE {}
: }
: }
616 30 14: SEQUENCE {
618 06 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
623 01 1: BOOLEAN TRUE
626 04 4: OCTET STRING, encapsulates {
628 03 2: BIT STRING 6 unused bits
: "11’'B
}
: }
632 30 31: SEQUENCE {
634 06 3: OBJECT IDENTIFIER
: authorityKeyIdentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
639 04 24: OCTET STRING, encapsulates {
641 30 22: SEQUENCE {

643 80 20: [0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
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696
698
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705
707

729
731

740
743
745

767

790
792
794
797
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30
06

04
30
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30
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02
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02
30
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20:

24
22
20:

48:
45:
20:

21:

99:
97:

24
18:
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}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C Al B3 E3 Cl F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] "AliceDSS@example.com’
}

}
}
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45
INTEGER
00 9F 61 53 52 54 OB 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}

}

SET {

SEQUENCE {
INTEGER 1
SEQUENCE {

SEQUENCE {
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801 31 16: SET {
803 30 14: SEQUENCE {
805 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
810 13 7: PrintableString ’CarlDSS’
: }
}
: }
819 02 2: INTEGER 200
: }
823 30 7z SEQUENCE {
825 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (OIW)
: }
832 30 9: SEQUENCE {

834 06 7 OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
843 04 46: OCTET STRING, encapsulates ({

845 30 44: SEQUENCE {

847 02 20: INTEGER
: 06 FB C7 2A 24 D5 34 89 F7 8B B5 FD
: 73 24 A5 86 C8 OF 5A 6C
869 02 20: INTEGER
: 66 69 19 BC 68 58 D1 8D Bl 9D 52 3F
DA 14 88 0D FD C9 Al BS

4.4. Fancier Signed Content

Same as 4.1, but includes Carl’s root cert, Carl’s CRL, some signed
and unsigned attributes (Countersignature by Diane). A SignedData
with no attribute certificates, signed by Alice using DSS, her
certificate and Carl’s root cert, Carl’s DSS CRL. The message is
ExContent, and is included in the eContent. The signed attributes
are Content Type, Message Digest and Signing Time; the unsigned
attributes are content hint and counter signature. The message
includes also Alice’s RSA certificate.
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0 30 2829: SEQUENCE {

4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
: (PKCS #7)
15 A0 2814: [0] {
19 30 2810: SEQUENCE {
23 02 1: INTEGER 1
26 31 9: SET {
28 30 7 SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (OIW)
}
: }
37 30 43: SEQUENCE {
39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
50 A0 30: [0] {
52 04 28: OCTET STRING ’'This is some sample content.’
: }
: }
82 A0 1967: [0] {
86 30 556: SEQUENCE {
90 30 405: SEQUENCE {
94 A0 3: (01 {
96 02 1: INTEGER 2
: }
99 02 16: INTEGER

46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
117 30 13: SEQUENCE {
119 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption
(1 2 840 113549 1 1 5)

: (PKCS #1)
130 05 O: NULL
: }
132 30 18: SEQUENCE {
134 31 16: SET {
136 30 14: SEQUENCE {

138 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

143 13 7 PrintableString ’CarlRSA’
: }
}
: }
152 30 30: SEQUENCE {
154 17 13: UTCTime ’"990919010847Z'
169 17 13: UTCTime 3912312359597’
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: }
184 30 19: SEQUENCE {

186 31 17: SET {
188 30 15: SEQUENCE {

190 Oo6 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

195 13 8: PrintableString "AliceRSA’
: }
}
: }
205 30 159: SEQUENCE {
208 30 13: SEQUENCE {
210 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
221 05 0: NULL
: }
223 03 141: BIT STRING 0 unused bits, encapsulates {
227 30 137: SEQUENCE {

230 02 129: INTEGER

: 00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE Bl 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
8C 4E F3 57 38 57 74 57 5F

362 02 3: INTEGER 65537
: }
}
: }
367 A3 129: [3] {
370 30 127: SEQUENCE {
372 30 12: SEQUENCE {

374 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

[E-Y

379 01 BOOLEAN TRUE
382 04 2: OCTET STRING, encapsulates {
384 30 0: SEQUENCE {}
: }
: }
386 30 14: SEQUENCE {
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OBJECT IDENTIFIER
keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 6 unused bits
"11’'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A0 3A E3 FF 50
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] "AliceRSAQRexample.com’
}

}
}
SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEncryption
(1 2 840 113549 1 1 5)
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: (PKCS #1)
512 05 O: NULL
: }
514 03 129: BIT STRING 0 unused bits

3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 Bl 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
F9 EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 BO 22

: }
646 30 667: SEQUENCE {

650 30 602: SEQUENCE {

654 A0 3: [0] {

656 02 1: INTEGER 2
: }

659 02 1: INTEGER 1

662 30 9: SEQUENCE {

664 06 7z OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
673 30 18: SEQUENCE {

675 31 16: SET {
677 30 14: SEQUENCE {

679 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

684 13 7: PrintableString ’CarlDSS’
: }
}
: }
693 30 30: SEQUENCE {
695 17 13: UTCTime ’990816225050z"
710 17 13: UTCTime ’391231235959Z7"
: }
725 30 18: SEQUENCE {
727 31 16: SET {
729 30 14: SEQUENCE {

731 06 3: OBJECT IDENTIFIER

: commonName (2 5 4 3)

: (X.520 id-at (2 5 4))
736 13 7: PrintableString ’CarlDSS’
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753

762
766

898

921

1052
1056
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30
30
06

30
02

02

02

03
02
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439:
299:

286:
129:

21:

128:

133:
129:

}

}
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
(1 2 840 10040 4 1)

dsa

Examples of S/MIME Messages

(ANSI X9.57 algorithm)

SEQUENCE {
INTEGER
00 B6 49
01 c4 12
FB C6 4C
C8 71 4B
E4 6D D3
4A 16 F6
OA 8A BA
25 15 51
FC 70 B7
B5 Al AF
AD E1 08
INTEGER
00 DD C1
02 A4 BF
INTEGER
0C EE 57
4F 55 TF
56 0B 2B
E1l 6D 3E
AD CB AE
87 0B C7
AF OE C9
73 AA F
8A 79 61
B8 A3 58
FO 42 C4
}

BIT STRING O
INTEGER
00 99 87
2C 75 BB
6D Bl 62
Bl A3 8E
4E B9 60
CO0 FB CE
23 96 19
08 11 A4

Informational

18
C1l
B3
c7
E2
46
16
97
CD
8B
D4

2F
8A

9B
9D
5B
BD
45
CD
1D
46
B4
06
63

unused bits,

74
E1l
09
TA
96
D8
06
0B

3E
TA
OE
45
86
ED
B
55
30
cC
6D

DF
5D

4B
ED
oc
BF
E3
FO
5A
51
D5
25
65

27
6C
E9
9B
19
68
94
26

8A
79
94
Cco
48
DD
B9
DC
54
02
29

53
98

BD
BC
91
FE
06
1C
51
1F
2F
F8
52

03
44
D8
71
24
00
F4
25

44
CB
09
50
84
F6
50
8F
FD
88
2D

CE
B9

DA
61
CE
El
AC
D9
F5
A9
53
29
9B

66
9C
AE
4E
01
E3
Bl
FO

Cl
54
06
25
82
98
01
53
DA
E7
D6

0B
10

B6
0D
A5
B7
8C
B5
4F
42
22
Cco
0A

29
4D
EB
5D
7D
D2
48
OE
DE
8B
E9

34
D5

07
EB
62
B9
22
4E
44
16
44
EF

July 2005

71 94 4cC
AB 1lE 81
01 D4 Bl
9C FC DA
BA 15 95
BB 7E 8A
93 8B EB
10 A9 50
A8 AA 22
70 5F B9

60 77 3E

6A 74 37
46 59 3C
52 69 CA
2B 61 3C
9D 9C 44
5D 73 DE
79 35 5A
9C 48 EB
63 1F 86
BA EO 75

encapsulates {

AQ
DA
1E
00
F3
FD
61
52

Bl
21
F2
94
62
D5
8F
76

CO0 AD DC
6D 4D 47
3A B4 94
C9 B4 25
0C FE 75
70 4F DF
3A 57 Bl
81 EA 0B
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1188
1190
1192
1194

1199
1202
1204
1206

1209
1211

1216
1219
1221

1225
1227

1232
1234

1256
1258

1267
1270
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06

01
04
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01
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06

01
04
03
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04
04

30
06

03
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64:
15:
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D
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20:

48:
45:
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62 0D 95 2A E6 86 BA 72 B2 A7 50 83
OB AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A

}

}
[3]1 {
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {
BOOLEAN TRUE
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 1 unused bits
71100001’'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
70 44 3E 82 2E o6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}
}

}
}
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
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1272

1294

1317
1321
1325
1327

1330
1334
1336

1345
1347
1349
1351

1356

1365
1367
1382

1397
1399
1401
1403

1408

1418
1422
1426
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02

02

30
30
A0
02

02
30
06

30
31
30
06

13

30
17
17

30
31
30
06

13

30
30
06

Ed.

20:

21:

732:
667:

18:
16:
14:

30:
13:
13:

19:
17:
15:

438:
299:

Examples of S/MIME Messages

INTEGER

July 2005

6B A9 FO 4E 7A 5A 79 E3 F9 BE 3D 2B

C9 06 37 E9 11 17 Al 13
INTEGER

00 8F 34 69 2A 8B B1 3C 03 79 94 32

4D 12 1F CE 89 FB 46 B2 3B

}
}
SEQUENCE {
SEQUENCE {
(01 {
INTEGER 2
}
INTEGER 200
SEQUENCE {
OBJECT IDENTIFIER

dsawithshal (1 2 840 10040 4 3)

(ANSI X9.57 algorithm)
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’'CarlDSS’
}
}
}
SEQUENCE {
UTCTime "990817011049z’
UTCTime ’3912312359597’
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString "AliceDSS’
}
}
}
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
dsa (1 2 840 10040 4 1)

Informational
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1435 30 286:
1439 02 129:

1571 02 21:

1594 02 128:

1725 03 132:
1729 02 128:

1860 A3 129:
1863 30 127:

Hoffman, Ed.

Examples of S/MIME Messages

(ANSTI X9.57
SEQUENCE {
INTEGER

00
48
53
oc
2F
DC
9B
8B
C3
78
B5

81
28
C5
D6
El
S5F
DE
54
B5
BD
E4

8D
A3
AB
F3
D9
69
A7
Fl
B3
FF
09

INTEGER
00 E2 47
B8 37 21
INTEGER

26
4B
CB
AA
7D
3E
E9
01
95
1F
D1

}

38
59
1A
05
8A
90
CE
7C
4A
11
81

DO
6A
30
3D
42
F8
2E
6D
53
TF
4A

BIT STRING O
INTEGER

5C
3F
16
12
1B
A5
7E
08
Fl
32
F2
}
}
(31 |

SEQUENCE {

E3
A9
89
3D
3E
AO
1A
BF
BB
84
A5

B9
EC
28
43
24
4A
F2
66
34
FO
E2

Informational

CD
E4
84
44
30
8A
SE
3F
E3
9D
96

A6
2B

14
4C
C3
58
25
6D
5D
49
56
c2
60

unused bits,

5A
AC
11
5B
7D
E3
24
14
D4
TE
F4

algorithm)

ED
47
08
48
cs8
E4
F9
BO
55
BO
5C

1A
62

89
76
1E
co
A7
EA
A3
89
B5
BD
39

75
5E
23
6F
3D
85
AB
80
D2
41
F2

83
93
4F
D1
36
75
FC
07
08
84
F3

45
8B

32
23
50
7B
F4
9C
07
11
E2
ED
BA

14
DC
D9
E5
07
D6
53
5C
96
40
83

EA
DD
FF
FE
DE
DO
F4
08
75
97
TE

66
E7

39
5D
A2
75
C9
CD
89
F9
D1
36

96
BD
34
51
8D
CE
1A
62
37
FD
E5

0A
OE
94
OF
3F
37
OF
47
D5
37
5B

B8
93

39
04
DD
36
CF
21
23
36
73
50
39

9E
D7
El
AF
9B
ocC
2F
4D
39
F2
DB

13
CD

FB
02
9B
B8
4A
8A
85
44
EC
FF

July

39
A8
73
A4
BF
91
DD
5D
76
E4

Cé6

3E
35
59
6E
08
3B
B8
BD
1A
98

3E
OE
48
Al
B7
08
43
88
10
51

DA

6D
5C
E2
07
5E
76
2F
F8
61
74

2005

c2
EC
TE
89
4C
95
A8
C3
c4
1B

8F

D9
F2
CD
AF
4B
14
30
Cc8
36
c2

encapsulates {

0B
B7
86
BF
5B
06
B8
AC
F6
46
B8

A9
13
67
FA
63
80
27
65
61
A7

7A
11
75
89
Cc8
3F
0D
FA
47
63

DD
34
75
F2
BB
E8
1E
15
B2
4E

E3
A6
13
A2
45
23
EF
8B
c4
33

[Page 61]



REC 4134

1865
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1930

1935
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1959

1961

1966
1968
1970
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06
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30
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06
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06

04
30
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30
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D
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20:

24
22
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SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}

SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 6 unused bits
"11’'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C Al B3 E3 Cl F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] "AliceDSS@example.com’
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}
: }
1992 30 9: SEQUENCE {
1994 06 7 OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
2003 03 48: BIT STRING 0 unused bits, encapsulates {

2006 30 45: SEQUENCE {

2008 02 20: INTEGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
2030 02 21: INTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}

: }
2053 Al 219: [1] {

2056 30 216: SEQUENCE {
2059 30 153: SEQUENCE {
2062 30 9: SEQUENCE {
2064 0o 7z OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
2073 30 18: SEQUENCE {
2075 31 16: SET {
2077 30 14: SEQUENCE {
2079 0o 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
2084 13 7 PrintableString ’CarlDSS’
: }
}
: }
2093 17 13: UTCTime 7990827070000z’
2108 30 105: SEQUENCE {
2110 30 19: SEQUENCE {
2112 02 2 INTEGER 200
2116 17 13: UTCTime ’990822070000z"
: }
2131 30 19: SEQUENCE {
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2133
2137

2152
2154
2158

2173
2175
2179

2194
2196
2200

2215
2217

2226
2229
2231

2253

2275
2279
2283
2286
2288
2290
2292
2294

2299
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02
17

30
02
17

30
02
17

30
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03
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02
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02
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15
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47 ¢
44 .
20:

20:

554:
550:

24 :
18:
16:
14:

Examples of S/MIME Messages

INTEGER 201

July 2005

UTCTime ’990822070000z’

}
SEQUENCE {
INTEGER 211

UTCTime ’990822070000z’

}
SEQUENCE {
INTEGER 210

UTCTime ’990822070000z"

}
SEQUENCE {
INTEGER 212

UTCTime ’990824070000z’

}
}

}
SEQUENCE {
OBJECT IDENTIFIER

dsawithshal (1 2 840 10040 4 3)

(ANSI X9.57 algorithm)
}
BIT STRING 0 unused bits,
SEQUENCE {
INTEGER
7E 65 52 76 33 FE
F9 A0 D4 D8 6D 5C
INTEGER
02 7A 5B B7 D5 5B
DA 24 F3 2A 83 9C

}
}
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5
(X.520 id-at (2

encapsulates {
34 73 17 D1 F7 96
7D 3D

18 C1 CF 87 EF 7E
35 Al

4 3)
S 4))

PrintableString ’CarlDSS’

}
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INTEGER 200
}
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(OIW)
}
[0] {
SEQUENCE {
OBJECT IDENTIFIER
contentType (1 2 840 113549 1 9 3)
(PKCS #9 (1 2 840 113549 1 9))
SET {
OBJECT IDENTIFIER
data (1 2 840 113549 1 7 1)
(PKCS #7)
}
}
SEQUENCE {
OBJECT IDENTIFIER
signingTime (1 2 840 113549 1 9 5)
(PKCS #9 (1 2 840 113549 1 9))
SET {
UTCTime ’030514153900z’
}
}
SEQUENCE {
OBJECT IDENTIFIER
messageDigest (1 2 840 113549 1 9 4)
(PKCS #9 (1 2 840 113549 1 9))
SET {
OCTET STRING
40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 CO 22 96 87 DD 48

}
}
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
OCTET STRING, encapsulates {
SEQUENCE {
INTEGER
3B A5 EO 4A DB 6D 58 EO 19 D1 00 1cC
4F 44 9A 57 7A 71 66 68
INTEGER
1A 11 98 D6 1F 1F AF 34 81 01 DE BE
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8B DC B6 A8 6A 91 69 13

}

(11 A

SEQUENCE {
OBJECT IDENTIFIER
id-aa—-contentHint
(1 2 840 113549 1 9 16 2 4)
(S/MIME Authenticated Attributes
(1 2 840 113549 1 9 16 2))
SET {
SEQUENCE {
UTF8String
"Content Hints Description Buffer’
OBJECT IDENTIFIER
data (1 2 840 113549 1 7 1)
(PKCS #7)

}
}
SEQUENCE {
OBJECT IDENTIFIER
countersignature (1 2 840 113549 1 9 6)
(PKCS #9 (1 2 840 113549 1 9))
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’'CarlRSA’
}
}
}
INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO
}
SEQUENCE {
OBJECT IDENTIFIER
shal (1 3 14 3 2 26)
(OIW)

}
(01 A
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SEQUENCE {
OBJECT IDENTIFIER
signingTime
(1 2 840 113549 1 9 5)
(PKCS #9 (1 2 840 113549 1
SET {
UTCTime 0305141539002
}
}
SEQUENCE {
OBJECT IDENTIFIER
messageDigest
(1 2 840 113549 1 9 4)
(PKCS #9 (1 2 840 113549 1
SET {
OCTET STRING
02 5F 49 4E 39 98 50 85 B3 66 D3
1F 7B 9E 69 AA FB D8 33
}
}
}
SEQUENCE {
OBJECT IDENTIFIER
rsaEncryption
(1 2 840 113549 1 1 1)
(PKCS #1)
NULL
}
OCTET STRING
6D AA 20 24 ED 7A EE A5 5E 87 DD
1F 2B 54 10 65 F4 CE 9B Bl 2C 78
BC 8B 1C 60 B5 DB 8B 03 9E 49 F2
7F 93 6E 3D 89 14 C9 E3 6B F4 F6
76 AE 3E 58 1F 9B BB BC 7C 30 19
10 F7 02 F1 8B 5B B4 DB 9A BB 93
18 DO CC 2B C9 91 A9 AD D9 46 F8
A9 E2 71 95 DO D4 4E 1F CD 74 6F
E8 37 6F 5A 3D CB C7 D4 5F C2 80
DA D3 84 40 68 5F 56 9A 62 F5 3B
6C 33 C3 ED 67 3F 43 BF

2005

8A

75
74
2B
7D
4E
B4
65
82
1B
0D
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}
4.5. All RSA Signed Message

Same as 4.2, but includes Carl’s RSA root cert (but no CRL). A
SignedData with no attribute certificates, signed by Alice using RSA,
her certificate and Carl’s root cert, no CRL. The message is
ExContent, and is included in the eContent. There are no signed or
unsigned attributes.

0 30 NDEF: SEQUENCE {

2 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)
13 A0 NDEF: [0] {
15 30 NDEF: SEQUENCE {
17 02 1l: INTEGER 1
20 31 11: SET {
22 30 9: SEQUENCE {
24 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (OIw)
31 05 0: NULL
: }
: }
33 30 NDEF: SEQUENCE {
35 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
46 A0 NDEF: [0] {
48 24 NDEF: OCTET STRING {
50 04 4: OCTET STRING ’'This’
56 04 24: OCTET STRING ’ is some sample content.’
: }
}
: }
88 A0 NDEF: [0] |
90 30 491: SEQUENCE {
94 30 340: SEQUENCE {
98 AO 3: [0] {
100 02 1l: INTEGER 2
: }
103 02 16: INTEGER

46 34 6B C7 80 00 56 BC 11 D3 6E 2E

: 9F F2 50 20
121 30 13: SEQUENCE {
123 06 9: OBJECT IDENTIFIER

: shalwithRSAEncryption

(1 2 840 113549 1 1 5)

: (PKCS #1)

134 05 0: NULL
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}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlRSA’
}
}
}
SEQUENCE {
UTCTime "990818070000z"
UTCTime 7391231235959z’
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlRSA’
}
}
}
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
(PKCS #1)
NULL
}
BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER
00 E4 4B FF 18 B8 24 57 F4 77 FF 6E
73 7B 93 71 5C BC 33 1A 92 92 72 23
D8 41 46 DO CD 11 3A 04 B3 8E AF 82
9D BD 51 1E 17 7A F2 76 2C 2B 86 39
A7 BD D7 8D 1A 53 EC E4 00 D5 E8 EC
A2 36 Bl ED E2 50 E2 32 09 8A 3F 9F
99 25 8F B8 4E AB B9 7D D5 96 65 DA
16 AO C5 BE OE AE 44 5B EF 5E F4 A7
29 CB 82 DD AC 44 E9 AA 93 94 29 OE
F8 18 D6 C8 57 5E F2 76 C4 F2 11 60
38 B9 1B 3C 1D 97 C9 6A F1
INTEGER 65537
}
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}
[3]1 {
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {
BOOLEAN TRUE
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 1 unused bits
71100001'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}

}
}
SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEncryption
(1 2 840 113549 1 1 5)
(PKCS #1)
NULL
}
BIT STRING 0 unused bits
B7 9E D4 04 D3 ED 29 E4 FF 89 89 15
2E 4C DB 0C FO 48 OF 32 61 EE C4 04
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EC 12 5D 2D FF OF 64 59 7E OA C3 ED
18 FD E3 56 40 37 A7 07 B5 FO 38 12
61 50 ED EF DD 3F E3 OB B8 61 A5 A4
9B 3C E6 9E 9C 54 9A B6 95 D6 DA 6C
3B B5 2D 45 35 9D 49 01 76 FA B9 B9
31 F9 F9 6B 12 53 A0 F5 14 60 9B 7D
CA 3E F2 53 6B BO 37 6F AD E6 74 D7
DB FA 5A EA 14 41 63 5D CD BE C8 OE
Cl DA 6A 8D 53 34 18 02

: }
585 30 556: SEQUENCE {

589 30 405: SEQUENCE {

593 A0 3: [0] |

595 02 1: INTEGER 2
: }

598 02 16: INTEGER

46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
616 30 13: SEQUENCE {
618 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption
(1 2 840 113549 1 1 5)

: (PKCS #1)
629 05 O: NULL
: }
631 30 18: SEQUENCE {
633 31 16: SET {
635 30 14: SEQUENCE {

637 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

642 13 7 PrintableString ’CarlRSA’
: }
}
: }
651 30 30: SEQUENCE {
653 17 13: UTCTime ’"990919010847Z'
668 17 13: UTCTime ’391231235959Z"
: }
683 30 19: SEQUENCE {
685 31 17: SET {
687 30 15: SEQUENCE {

689 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
694 13 8: PrintableString "AliceRSA’
: }

Hoffman, Ed. Informational [Page 71]



RFC 4134 Examples of S/MIME Messages July 2005

: }
704 30 159: SEQUENCE {

707 30 13: SEQUENCE {
709 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
720 05 0: NULL
: }
722 03 141: BIT STRING 0 unused bits, encapsulates {
726 30 137: SEQUENCE {

729 02 129: INTEGER

: 00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE Bl 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
8C 4E F3 57 38 57 74 57 5F

861 02 3: INTEGER 65537
: }
}
: }
866 A3 129: [3] {
869 30 127: SEQUENCE {
871 30 12: SEQUENCE {

873 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

[E-Y

878 01 BOOLEAN TRUE
881 04 2: OCTET STRING, encapsulates {
883 30 0: SEQUENCE {}
: }
: }
885 30 14: SEQUENCE {
887 06 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
892 01 1: BOOLEAN TRUE
895 04 4. OCTET STRING, encapsulates {
897 03 2: BIT STRING 6 unused bits
. IllIB
}
: }
901 30 31: SEQUENCE {
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OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A0 3A E3 FF 50
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)

(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] "AliceRSAQRexample.com’

}

}
}
SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEncryption
(1 2 840 113549 1 1 5)
(PKCS #1)
NULL
}
BIT STRING 0 unused bits
3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 Bl 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
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7D 49 D3 94 6B 22 36 74
2F 64 ED D3 3D D2 A7 42
B4 DB 9F 67 E4 BD 9F F9
F9 EE 63 6A D8 3F 4B 25
76 AE EB 9B DB 49 BO 22
}
}
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER

July 2005

73 B8 4A EC
C5 E8 37 8A
FE 74 EF EA
09 B5 D8 1A

commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlRSA’

}
}

}
INTEGER

46 34 6B C7 80 00 56 BC 11 D3 6E 2E

C4 10 B3 BO
}
SEQUENCE {
OBJECT IDENTIFIER shal
(OIWw)
NULL
}
SEQUENCE {
OBJECT IDENTIFIER

(1 3 14 3 2 26)

rsaEncryption (1 2 840 113549 1 1 1)

(PKCS #1)

NULL
}

OCTET STRING
2F 23 82 D2 F3 09 5F BS8
9D BF 89 9A 81 E5 75 C4
D5 7B B6 D5 FE 94 Al 8A
F5 CD 60 4E 27 95 F6 CF
3F 2B FO E7 D4 02 67 A7
04 A5 B3 B5 E7 D9 32 FO
44 D5 9F 07 C5 53 24 FA
17 13 A7 2A 95 9D 2B E4
E9 39 0D BA CE 6E 9C 9E
55 13 D4 68 6F DO 07 D7
E3 8F AF FD EO D5 5D C7

Informational
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91
AC
00
F5
24
CE
03
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A2

58
3D
E3
86
c7
EF
01
95
ES8
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EB
D3
Cc4
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E7
1D
14
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62

4E
DO
84
75
16
20
OF
0B
E6
4C
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4.6. Multiple Signers

Similar to 4.1, but the message is also signed by Diane. Two
signerInfos (one for Alice, one for Diane) with no attribute
certificates, each signed using DSS, Alice’s and Diane’s certificate
(not Carl’s root cert), no CRL. The message is ExContent, and is
included in the eContent. There are no signed or unsigned
attributes.

0 30 1463: SEQUENCE {

4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)
15 A0 1448: [0] {
19 30 1444: SEQUENCE {
23 02 1: INTEGER 1
26 31 9: SET {
28 30 7 SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (OIW)
}
: }
37 30 43: SEQUENCE {
39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
50 A0 30: [0] {
52 04 28: OCTET STRING ’'This is some sample content.’
: }
: }
82 A0 1180: [0] {
86 30 440: SEQUENCE {
90 30 375: SEQUENCE {
94 A0 3: [0] |
96 02 1: INTEGER 2
: }
99 02 2: INTEGER 210
103 30 9: SEQUENCE {

105 06 7z OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
114 30 18: SEQUENCE {
116 31 16: SET {
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118 30 14: SEQUENCE {
120 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

125 13 7 PrintableString ’CarlDSS’
: }
}
: }
134 30 30: SEQUENCE {
136 17 13: UTCTime "990817020810z’
151 17 13: UTCTime 7391231235959z’
: }
166 30 19: SEQUENCE {
168 31 17: SET {
170 30 15: SEQUENCE {

172 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

177 13 8: PrintableString ’DianeDSS’
: }
}
: }
187 30 147: SEQUENCE {
190 30 9: SEQUENCE {

192 06 7 OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
(ANSI X9.57 algorithm)
: }
201 03 133: BIT STRING 0 unused bits, encapsulates {
205 02 129: INTEGER
: 00 A0 00 17 78 2C EE 7E 81 53 2E 2E
61 08 OF Al 9B 51 52 1A DA 59 A8 73
2F 12 25 B6 08 CB CA EF 2A 44 76 8A
52 09 EA BD 05 22 D5 OF F6 FD 46 D7
AF 99 38 09 0OE 13 CB 4F 2C DD 1C 34
F7 1C BF 25 FF 23 D3 3B 59 E7 82 97
37 BE 31 24 D8 18 C8 F3 49 39 5B B7
E2 E5 27 7E FC 8C 45 72 5B 7E 3E 8F
68 4D DD 46 7A 22 BE 8E FF CC DA 39
29 A3 39 E5 9F 43 E9 55 C9 D7 5B A6
81 67 CC CO AA CD 2E C5 23
}

: }
337 A3 129: [31 {

340 30 127: SEQUENCE {
342 30 12: SEQUENCE {

344 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
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(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}
}
SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 6 unused bits
"11’'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
64 30 99 7D 5C DC 45 0B 99 3A 52 2F
16 BF 58 50 DD CE 2B 18
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] ’'"DianeDSS@example.com’

}
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}
SEQUENCE {

Examples of S/MIME Messages

OBJECT IDENTIFIER

dsaWithShal
(ANSI X9.57 algorithm)

}

BIT STRING 0 unused bits,

SEQUENCE {
INTEGER
00 Al

55 33
INTEGER
28 4B

91 B2

}
}
SEQUENCE {
SEQUENCE {
(01 {
INTEGER 2
}
INTEGER 200
SEQUENCE {

1A F8 17
1E 4B E3

10 45 58
3F 39 DF

OBJECT IDENTIFIER

dsaWithShal

OE
2C

D2
B5

July 2005

(1 2 840 10040 4 3)

encapsulates {

3E 5D
AC B9

1C 9D
6E D3

(ANSI X9.57 algorithm)

}
SEQUENCE {
SET {

SEQUENCE {

OBJECT IDENTIFIER
commonName

(X.520 id-at
PrintableString ’CarlDSS’

}
}
}
SEQUENCE {
UTCTime
UTCTime
}
SEQUENCE {
SET {

SEQUENCE {

OBJECT IDENTIFIER

Informational

(2

(2 5 4 3)

S5 4))

7990817011049z’
3912312359592’

A8 8C F4 B6
5F

55 35 14 18

(1 2 840 10040 4 3)

[Page 78]



RFC 4134 Examples of S/MIME Messages July 2005

commonName (2 5 4 3)
(X.520 id-at (2 5 4))

621 13 8: PrintableString "AliceDSS’
: }
}
: }
631 30 438: SEQUENCE {
635 30 299: SEQUENCE {

639 06 7z OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
648 30 286: SEQUENCE {
652 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7TE
0OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C 3 7E 5B DB
784 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 Co6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
807 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39
}

938 03 132: BIT STRING 0 unused bits, encapsulates {
942 02 128: INTEGER

: 5C E3 B9 5A 75 14 96 OB A9 7A DD E3

3F A9 EC AC 5E DC BD B7 13 11 34 A6

16 89 28 11 23 D9 34 86 67 75 75 13

12 3D 43 5B 6F E5 51 BF FA 89 F2 A2

1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
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1073
1076
1078
1080

1085
1088
1090

1092
1094

1099
1102
1104

1108
1110

1115
1117
1119

1141
1143

1148
1150

Hoffman,

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

04
04

Ed.

129:
127:
12:

N~

D

24
22
20:

22
20:

A5
TE
08
F1l
32
F2

}
(31 A

SEQUENCE {

Examples of S/MIME

AQ
1A
BF
BB
84
A5

Messages

4A
F2
66
34
FO
E2

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints

}

E3
24
14
D4
TE
F4

85
AB
80
D2
41
F2

(X.509 id-ce
BOOLEAN TRUE
OCTET STRING,
SEQUENCE {}

}

SEQUENCE {

OBJECT IDENTIFIER

}

keyUsage
(X.509 id-ce
BOOLEAN TRUE
OCTET STRING,

}

SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier

D6
53
5C
96
40
83

CE
1A
62
37
FD
E5

06
B8
AC
F6
46
B8

80
27
65
61
A7

(2 5 29
(2 5 29))

July

3F
0D
FA
47
63

19)

encapsulates {

(2 5 29 15)
(2 5 29))

(X.509 id-ce
OCTET STRING,
SEQUENCE {

(0]

encapsulates {
BIT STRING 6 unused bits
"11’'B

(2 5 29))
encapsulates {

E8
1E
15
B2
4E

2005

23
EF
8B
c4
33

(2 5 29 35)

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}

}

}

SEQUENCE {

OBJECT IDENTIFIER

subjectKeyIdentifier
(X.509 id-ce
OCTET STRING,

OCTET STRING
BE 6C Al B3 E3 Cl F7 ED 43 70 A4 CE

Informational

(2 5 29 14)
(2 5 29))
encapsulates {
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1172
1174

1179
1181
1183

1205
1207

1216
1219
1221

1243

1266
1269
1271
1274
1276
1278
1280
1282

1287

1296

Hoffman,

30
06

04
30
81

30
06

03
30
02

02

31
30
02
30
30
31
30
06

13

02

Ed.

24
22
20:

48:
45:
20:

21:

198:
97:

24 :
18:
16:
14:
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July 2005

13 01 E2 FD E3 97 FE CD

}

}
SEQUENCE {
OBJECT IDENTIFIER

subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {

SEQUENCE {

[1] "AliceDSS@example.com’

}

}

}
SEQUENCE {
OBJECT IDENTIFIER

dsawithshal (1 2 840 10040 4 3)

(ANSI X9.57 algorithm)
}
BIT STRING 0 unused bits,
SEQUENCE {
INTEGER
55 0C A4 19 1F 42
83 6A B5 3D 67 6B
INTEGER
00 9F 61 53 52 54
76 1D E2 10 52 5B

}
}
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER

encapsulates {

2B
BF

0B
43

89 71 22 33 8D
45

5C B2 DD DA E7
5E BD

commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlDSS’

}
}

}
INTEGER 200

Informational
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1300
1302

1309
1311

1320
1322
1324

1346

1368
1370
1373
1375
1377
1379
1381

1386

1395

1399

1401

1408
1410

1419
1421
1423

Hoffman,

30
06

30
06

04
30
02

02

30
02
30
30
31
30
06

13

02

30
06

30
06

04
30
02

Ed.

~J

46:
44 .
20:

20:

97:

24 :
18:
16:
14:

~J

46:
44 .
20:
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}
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(OIW)
}
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
OCTET STRING, encapsulates {
SEQUENCE {
INTEGER
48 24 DE 8B 85 F2 16 AF EC 82 61 A9
54 DO 2D 04 Al CC 5A 4F
INTEGER
17 ED D5 77 02 EE 75 13 D8 10 BD 3D
97 17 20 88 BB FD 7B 81

}
}
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’'CarlDSS’
}
}
}
INTEGER 210
}
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(OIW)
}
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
OCTET STRING, encapsulates {
SEQUENCE {
INTEGER
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15 FF 81 4D 8C AD 80 4E 9B 35 58 04
: 37 6E 63 6E E9 5B 83 FA
1445 02 20: INTEGER
: 06 7E 58 4E 2B 31 84 41 ED 49 79 38
3E 77 D2 A6 8C 75 08 21

4.7. Signing Using SKI

Same as 4.1, but the signature uses the SKI instead of the
issuer/serial number in the cert. A SignedData with no attribute
certificates, signed by Alice using DSS, just her certificate (not
Carl’s root cert), identified by the SKI, no CRL. The message is
ExContent, and is included in the eContent. There are no signed or
unsigned attributes.

0 30 915: SEQUENCE {

4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)
15 A0 900: [0] |
19 30 896: SEQUENCE {
23 02 1: INTEGER 3
26 31 9: SET {
28 30 7 SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (OIW)
}
: }
37 30 43: SEQUENCE {
39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
50 A0 30: [0] {
52 04 28: OCTET STRING ’'This is some sample content.’
: }
: }
82 A0 736: [0] {
86 30 732: SEQUENCE {
90 30 667: SEQUENCE {
94 A0 3: (01 {
96 02 1: INTEGER 2
: }
99 02 2: INTEGER 200
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103
105

114
116
118
120

125

134
136
151

166
168

170
172

177

187
191
195

204
208

340
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17
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06
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02
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16:
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30:
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13:
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17:
15:
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286:
129:

21:
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SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlDSS’
}
}
}
SEQUENCE {
UTCTime "990817011049z’
UTCTime ’391231235959Z'
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString "AliceDSS’
}
}
}
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
dsa (1 2 840 10040 4 1)
(ANSI X9.57 algorithm)
SEQUENCE {
INTEGER
00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7TE
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
B5 E4 09 96 5C F3 7E 5B DB
INTEGER
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363

494

02

03

128:

132:

498 02 128:

629
632
634
636

641
644
646

648
650

655
658
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30
30
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01
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127:
12:
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00 E2 47 A6 1A 45 66 B8 13 Cé6
B8 37 21 2B 62 8B F7 93 CD
INTEGER

26 38 DO 14 89 32 AA 39 FB 3E
4B 59 6A 4C 76 23 39 04 02 35
CB 1A 30 C3 1E 50 5D DD 9B 59
AA 05 3D 58 CO 7B A2 36 B8 6E
7D 8A 42 25 A7 F4 75 CF 4A 08
3E 90 F8 6D EA 9C C9 21 8A 3B
E9 CE 2E 5D A3 07 CD 23 85 BS
01 7C 6D 49 89 11 89 36 44 BD
95 4A 53 56 B5 E2 F9 73 EC 1A
1F 11 7F C2 BD ED D1 50 FF 98
D1 81 4A 60 39 BA 36 39

}

July

DA

6D
5C
E2
07
5E
76
2F
F8
61
74

2005

8F

D9
F2
CD
AF
4B
14
30
Cc8
36
c2

BIT STRING 0 unused bits, encapsulates {

}
[3]

INTEGER

5C E3 B9 5A 75 14 96 0B A9 7A
3F A9 EC AC 5E DC BD B7 13 11
16 89 28 11 23 D9 34 86 67 75
12 3D 43 5B 6F E5 51 BF FA 89
1B 3E 24 7D 3D 07 8D 5B 63 C8
A5 A0 4A E3 85 D6 CE 06 80 3F
7E 1A F2 24 AB 53 1A B8 27 0D
08 BF 66 14 80 5C 62 AC 65 FA
F1 BB 34 D4 D2 96 37 F6 61 47
32 84 FO 7E 41 40 FD 46 A7 63
F2 A5 E2 F4 F2 83 E5 BS

}

{

SEQUENCE {

Informational

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}

SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

DD
34
75
F2
BB
E8
1E
15
B2
4E

E3
A6
13
A2
45
23
EF
8B
c4
33
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730
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BIT STRING 6 unused bits
"11’'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C Al B3 E3 Cl F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] "AliceDSS@example.com’
}

SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

BIT STRING 0 unused bits, encapsulates ({
SEQUENCE {

INTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
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: 83 6A B5 3D 67 6B BF 45
799 02 21: INTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}

: }
822 31 95: SET {

824 30 93: SEQUENCE {

826 02 1: INTEGER 3

829 80 20: [0]
: BE 6C Al B3 E3 Cl1 F7 ED 43 70 A4 CE
: 13 01 E2 FD E3 97 FE CD

851 30 7z SEQUENCE {

853 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (OIW)
: }

860 30 9: SEQUENCE {

862 06 7z OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
: }

871 04 46: OCTET STRING, encapsulates {

873 30 44 SEQUENCE {

875 02 20: INTEGER
: 6D 8E 5A CD 28 A0 1F D9 86 AD 7A EO9
: DF AC D7 BE EC BE 3F F8
897 02 20: INTEGER
: 7C 8A 06 1E FC A4 41 35 7E F7 24 14
FD 3D CO 56 B7 05 27 D5

4.8. S/MIME multipart/signed Message

A full S/MIME message, including MIME, that includes the body part
from 4.3 and the body containing the content of the message.

MIME-Version: 1.0

To: User2@examples.com

From: aliceDss@examples.com

Subject: Example 4.8

Message—-Id: <020906002550300.249@examples.com>
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Date: Fri, 06 Sep 2002 00:25:21 -0300

Content-Type: multipart/signed;
micalg=SHAL;
boundary="--——-=_NextBoundry Fri,_06_Sep_2002_00:25:21";
protocol="application/pkcs7-signature"

This is a multi-part message in MIME format.
—————— =_NextBoundry Fri,_06_Sep_2002_00:25:21

This is some sample content.

—————— =_NextBoundry Fri,_06_Sep_2002_00:25:21
Content-Type: application/pkcs7-signature; name=smime.p7s
Content-Transfer—-Encoding: base64

Content-Disposition: attachment; filename=smime.p7s

MIIDdwYJKoZIhvcNAQcCoIIDaDCCA2QCAQEXCTAHBgUrDgMCGjALBgkghkiGOwOBBwGgggL
gMIIC3DCCApugAwWIBAGICAMgWCQYHKOZIZ jgEAZASMRAWDGYDVQQODEWADYXJISREFNTMB4XDT
k5MDgxNzAXMTAOOVOXDTMOMTIzMTIzNTk1OVowEZERMA8GAIUEAXMIQWxpY2VEU1MwggG2M
IIBKwYHKoZIzjgEATCCAR4CGYEAQY3N7YPqCp45PsJIKKPkR5PdDteoDuxTxauECE//10Fz
SH4M1vNESNH+n6+koYkv4dkwyDbeP5u/t0zcX2mK5HXONwyRCIWb3gde+£fz0ny/dQ61iLVPE
/sAcIR01diMPDtbP jVQh11T12EMR4vE+dsISXN/LkURul5AMWXPN+WIsCFQDiR6YaRWa4ES8
baj79g3IStii/eTzQKBgCY40BSIMgo5+z5t2UtZakx2IzkEAjVc8ssaMMMeUF3dmlnizaoFP
VjAe6I2uG4Hr32KQiWn9HXPSgheSz6Q+G3gqnMkhi jt2FOnOL12 jB80 jhbgvMAF 8bUmJEYk 2
RL34yJVKUlal4v1z7BphNh8Rf8K97dFQ/5h0wt GBSmMAS5UjY5A4GEAAKBGF z juVplFJYLgXr
d4z+p7Kxe3L23EXEOphaJKBEJ2TSGZ3V1ExI9Q1tv5VG/+onyohs+JHO09B41bY8i7RaWgSu
OF1s4GgD/0I34a8iSrUxgd4Jwle7wi/ZhSAXGKsZfoVi/GTNNTS1jf2YUeyxDKE8BH5BQP1Gp
2NOM/K14vTyg+W404GBMH8WDAYDVROTAQH/BAIWADAOBGNVHQ8BAf8EBAMCBsAWHWYDVRO j
BBgwFoAUCEQ+gi5vh95K03XjPSC8QyuT8RB8wHQYDVROOBBYEFL5sobP jwfftQ3CkzhMB4v3
J1/7NMB8GA1UJEQQYMBaBFEFsaWNIRFNTQGV4AYW1wbGUuY2 9t MAKGBygGSM4 4BAMDMAAWLQ
IUVQYKkGRI9CK41xT jONg2glPWdrvOUCFQCEfYVNSVAtcst3a53Yd4hBSWONevTE jMGECAQEWG
DASMRAWDgYDVQQDEwWdADYXJsRENTAGIAYDAHBgUrDgMCG jATJBgcghk JOOAQDBC4wLAIUM/mG
f6gkgp9Z20XtRAGimJeB/BxUCFGFFJgqwYRt1WYcIOQoGiaowgGzVI

—————— =_NextBoundry Fri,_06_Sep_2002_00:25:21--
4.9. S/MIME application/pkcs7-mime Signed Message
A full S/MIME message, including the MIME parts.

MIME-Version: 1.0

To: User2@examples.com

From: aliceDss@examples.com

Subject: Example 4.9

Message—-Id: <021031164540300.304@examples.com>

Date: Thu, 31 Oct 2002 16:45:14 -0300

Content-Type: application/pkcs7-mime; smime-type=signed-data;
name=smime.p7m
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Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7m

MIIDmQYJKoZIhvcNAQcCoIID1jCCA4YCAQEXCTAHBgUrDgMCGjAtBgkghkiGOwOBBwWGgIAQ
eDQpUaGlzIGlzIHNvbWUgc2FtcGx1IGNVvbnR1bnQuoIIC4DCCAtwwggKboAMCAQICAgDIMA
kGByqgGSM4 4BAMwWE JEQMA4GA1UEAXMHQ2FybERTUZAeFW050TA4AMTcwMTEWND1aFw0zOTEYM
zEyMzUS5NT1aMBMxXETAPBgNVBAMTCEF saWN1REFNTMIIBt JCCASsGBygGSM44BAEwggEeA0GB
AIGNze2D6ggeOT7CSCij5EeT3Q7XgqA7sUSWrhAhP /5ThcOh+DNbzRE jR/p+vpKGJIL+HZMMg
233+bv7dM3F 9piuR10DcMkQivVm96nXvn89J8v3UO0i1TxP7AHCEANXY jDw7/Wz41UIddU5dh
DEeL3/nbCElzfy5FEbteQJ11zzf1vbAhUA4kemGkVMuBPG20+4NyErYov3k80CgYAMONAUL
TKqOfs+bdl1 LWWpMdiM5BATI1XPLLGJDDH1BA3Z2tZ4s2gBT1YwHuUiNrhuB699ikI1lp/R1z00I
Xks+kPht6pzJIYo7dhTpzi5dowfNI4WALzABfG1JiRGINkSI+MiVSINWteL5c+waYTYEEX/
Cve3RUP+YdMLRgUpgObo20Q0BhAACgYBc471adRSWC6163eM/geysXty It xMRNKYWiSgRI9
kOhmd1dRMSPUNbb+VRv/qJ8gIbPiRIPQeNW2PIu0WloEr jhdbOBoA/6CN+GvIkglMauCcNH
u8Iv2YUgFx1rGX6FYvxuzTUOpY39mFHssQyhPB+QUDIORgdJT jPypeL080oP 1uKOBgTB/MAWG
A1UdEWEB/wQCMAAWDgYDVROPAQH/BAQDAgbAMB8GA1UdIWQYMBaAFHBEPoIub4feStN14z0
gvEMrk/EfMBOGA1UdDgQWBBS+bKGz48H37UNwpM4TAeL945f+zTAfBgNVHREEGDAWGRRBbLG
1jZURTUOBleGFt cGx1LmNvbTAIJBgcghk JOOAQDAZAAMCOCFFUMpBk fQiudcSIzjYNgtTlna
7OFAhUAN2FTUIQLXLLd2ud2HeIQU1tDXr0xYzBhAgEBMBgWE JEQMA4GA1UEAXMHQ2FybERT
UwICAMgwBWYFKw4DAhowCQYHK0ZIz JgEAWQUMCWCFD1cSW6LIUFzeX1e3YIS5SKSBer/sAhQ
mCqg7s/CTFHOE jgASeUjbMpx5g6A==

4.10. SignedData with Attributes
A SignedData message with the following list of signedAttributes:

—unknown OID

—contentHints
—-smimeCapablilties
—securityLabel
—ContentReference
—-smimeEncryptKeyPreference
-mlExpansionHistory
—-EquivalentLabel

0 30 2047: SEQUENCE {

4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)
15 A0 2032: [0] {
19 30 2028: SEQUENCE {
23 02 1: INTEGER 1
26 31 9: SET {
28 30 7: SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(OIW)
}
: }
37 30 43: SEQUENCE {
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39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
50 AOQ 30: [0] {
52 04 28: OCTET STRING ’'This is some sample content.’
: }
: }
82 A0 736: [0] {
86 30 732: SEQUENCE {
90 30 667: SEQUENCE {
94 A0 3: [0] {
96 02 1: INTEGER 2
: }
99 02 2: INTEGER 200
103 30 9: SEQUENCE {
105 06 7: OBJECT IDENTIFIER
: dsaWwithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
114 30 18: SEQUENCE {
116 31 16: SET {
118 30 14: SEQUENCE {
120 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
125 13 7z PrintableString ’CarlDSS’
: }
}
: }
134 30 30: SEQUENCE {
136 17 13: UTCTime 7990817011049z’
151 17 13: UTCTime 7391231235959z’
: }
166 30 19: SEQUENCE {
168 31 17: SET {
170 30 15: SEQUENCE {
172 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
177 13 8: PrintableString "AliceDSS’
: }
}
: }
187 30 438: SEQUENCE {
191 30 299: SEQUENCE {
195 06 7: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
204 30 286: SEQUENCE {
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208 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7TE
0OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
340 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
363 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39
}

494 03 132: BIT STRING 0 unused bits, encapsulates ({
498 02 128: INTEGER
: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3

3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 A0 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 Fo6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8
}

: }
629 A3 129: [31 {

632 30 127: SEQUENCE {
634 30 12: SEQUENCE {
636 06 3: OBJECT IDENTIFIER
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basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

[t

641 01 BOOLEAN TRUE
644 04 2: OCTET STRING, encapsulates {
646 30 0: SEQUENCE {}
: }
: }
648 30 14: SEQUENCE {
650 06 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
655 01 1l: BOOLEAN TRUE
658 04 4: OCTET STRING, encapsulates {
660 03 2: BIT STRING 6 unused bits
. IllIB
}
: }
664 30 31: SEQUENCE {
666 06 3: OBJECT IDENTIFIER
: authorityKeyIdentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
671 04 24: OCTET STRING, encapsulates {
673 30 22: SEQUENCE {
675 80 20: [0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}
: }
697 30 29: SEQUENCE {
699 06 3: OBJECT IDENTIFIER
: subjectKeyIdentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
704 04 22: OCTET STRING, encapsulates {
706 04 20: OCTET STRING
: BE 6C Al B3 E3 Cl1l F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD
}
: }
728 30 31: SEQUENCE {
730 06 3: OBJECT IDENTIFIER
: subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
735 04 24: OCTET STRING, encapsulates {
737 30 22: SEQUENCE {

739 81 20: [1] "AliceDSS@example.com’
: }
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}
: }
761 30 9: SEQUENCE {
763 06 7 OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
772 03 48: BIT STRING 0 unused bits, encapsulates ({

775 30 45: SEQUENCE {

777 02 20: INTEGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
799 02 21: INTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}

: }
822 31 1225: SET {

826 30 1221: SEQUENCE {
830 02 1: INTEGER 1
833 30 24: SEQUENCE {
835 30 18: SEQUENCE {
837 31 16: SET {
839 30 14: SEQUENCE {
841 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
846 13 7: PrintableString 'CarlDSS’
: }
}
: }
855 02 2: INTEGER 200
: }
859 30 7 SEQUENCE {
861 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (OIW)
: }
868 A0 1119: [0] {
872 30 24 : SEQUENCE {
874 06 9: OBJECT IDENTIFIER
: contentType (1 2 840 113549 1 9 3)
: (PKCS #9 (1 2 840 113549 1 9))
885 31 11: SET {
887 06 9: OBJECT IDENTIFIER
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data (1 2 840 113549 1 7 1)
(PKCS #7)
}
}
SEQUENCE {
OBJECT IDENTIFIER
messageDigest (1 2 840 113549 1 9 4)
(PKCS #9 (1 2 840 113549 1 9))
SET {
OCTET STRING
40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 CO 22 96 87 DD 48
}
}
SEQUENCE {
OBJECT IDENTIFIER ’1 2 55557
SET {
OCTET STRING
"This is a test General ASN Attribut’
e, number 1.’
}
}
SEQUENCE {
OBJECT IDENTIFIER
id—-aa-contentHint
(1 2 840 113549 1 9 16 2 4)
(S/MIME Authenticated Attributes
(1 2 840 113549 1 9 16 2))
SET {
SEQUENCE {
UTF8String
"Content Hints Description Buffer’
OBJECT IDENTIFIER
data (1 2 840 113549 1 7 1)
(PKCS #7)

}
}
SEQUENCE {
OBJECT IDENTIFIER
sMIMECapabilities
(1 2 840 113549 1 9 15)
(PKCS #9
(1 2 840 113549 1 9))
SET {
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER "1 2 3 4 5 6/
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: }
1083 30 48: SEQUENCE {

1085 06 6: OBJECT IDENTIFIER "1 2 3 4 5 6 77’
1093 04 38: OCTET STRING
: "Smime Capabilities parameters buffe’
Ir 2!
}
}
}
: }
1133 30 109: SEQUENCE {

1135 06 11: OBJECT IDENTIFIER
: id-aa-securityLabel
(1 2 840 113549 1 9 16 2 2)
(S/MIME Authenticated Attributes
: (1 2 840 113549 1 9 16 2))
1148 31 94 : SET {

1150 31 92: SET {
1152 02 1: INTEGER 1
1155 06 7z OBJECT IDENTIFIER "1 2 3 4 5 6 7 8’
1164 13 27: PrintableString

: "THIS IS A PRIVACY MARK TEST’
1193 31 49: SET {
1195 30 47 : SEQUENCE {
1197 80 8: (0]

: 2A 03 04 05 06 07 86 78
1207 Al 35: [11 {
1209 13 33: PrintableString

: "THIS IS A TEST SECURITY-’

"CATEGORY.'
}
}
}
}
}

: }

1244 30 111: SEQUENCE {

1246 06 11: OBJECT IDENTIFIER
: id—-aa-contentReference
(1 2 840 113549 1 9 16 2 10)
(S/MIME Authenticated Attributes
: (1 2 840 113549 1 9 16 2))
1259 31 96: SET {

1261 30 94: SEQUENCE {
1263 06 5: OBJECT IDENTIFIER "1 2 3 4 5 6/

1270 04 43: OCTET STRING
: "Content Reference Content Identifie’
"r Buffer’
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1315 04 40: OCTET STRING
: "Content Reference Signature Value B’
"uffer’
}
}
: }
1357 30 115: SEQUENCE {

1359 06 11: OBJECT IDENTIFIER
: id-aa—-encrypKeyPref
(1 2 840 113549 1 9 16 2 11)
(S/MIME Authenticated Attributes
: (1 2 840 113549 1 9 16 2))
1372 31 100: SET {

1374 AO 98: [0] {
1376 30 90: SEQUENCE {
1378 31 11: SET {
1380 30 9: SEQUENCE {
1382 06 3: OBJECT IDENTIFIER
: countryName (2 5 4 6)
: (X.520 id-at (2 5 4))
1387 13 2: PrintableString ’US’
: }
: }
1391 31 22: SET {
1393 30 20: SEQUENCE {
1395 06 3: OBJECT IDENTIFIER
: organizationName (2 5 4 10)
: (X.520 id-at (2 5 4))
1400 13 13: PrintableString 'US Government’
: }
: }
1415 31 17: SET {
1417 30 15: SEQUENCE {
1419 06 3: OBJECT IDENTIFIER
: organizationalUnitName
(2 54 11)
: (X.520 id-at (2 5 4))
1424 13 8: PrintableString ’VDA Site’
: }
: }
1434 31 12: SET {
1436 30 10: SEQUENCE {
1438 06 3: OBJECT IDENTIFIER
: organizationalUnitName
(2 54 11)
: (X.520 id-at (2 5 4))
1443 13 3: PrintableString ’'VDA’

}
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}
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’'Daisy RSA’
}
}
}
INTEGER 173360179
}
}
}
SEQUENCE {
OBJECT IDENTIFIER
id-aa-mlExpandHistory
(1 2 840 113549 1 9 16 2 3)
(S/MIME Authenticated Attributes
(1 2 840 113549 1 9 16 2))
SET {
SEQUENCE {
SEQUENCE {
OCTET STRING ’"5738299'
GeneralizedTime 7199903111044337"
[1] {
SEQUENCE {
[41 {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6)
(X.520 id-at (2 5 4))
PrintableString ’US’
}

}
SET {

SEQUENCE {
OBJECT IDENTIFIER
organizationName
(2 5 4 10)
(X.520 id-at (2 5 4))
PrintableString
"US Government’
}

}
SET {
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SEQUENCE {

OBJECT IDENTIFIER

organizationalUnitName
(2 54 11)
(X.520 id-at (2 5 4))

PrintableString

"VDA Site’

}

}
SET {
SEQUENCE {

OBJECT IDENTIFIER

organizationalUnitName
(2 54 11)
(X.520 id-at (2 5 4))

PrintableString ’'VDA’

}

}
SET {
SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString

"Bugs Bunny DSA'

}

}
}

[41 |
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6)
(X.520 id-at (2 5 4))
PrintableString ’US’
}
}
SET {

SEQUENCE {
OBJECT IDENTIFIER
organizationName
(2 5 4 10)
(X.520 id-at (2 5 4))
PrintableString
"US Government’

}
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: }
1671 31 17: SET {

1673 30 15: SEQUENCE {
1675 06 3: OBJECT IDENTIFIER
: organizationalUnitName
(2 54 11)
: (X.520 id-at (2 5 4))
1680 13 8: PrintableString
: "VDA Site’
}
: }
1690 31 12: SET {
1692 30 10: SEQUENCE {
1694 06 3: OBJECT IDENTIFIER
: organizationalUnitName
(2 54 11)
: (X.520 id-at (2 5 4))
1699 13 3: PrintableString ’'VDA’
: }
: }
1704 31 23: SET {
1706 30 21: SEQUENCE {

1708 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
1713 13 14: PrintableString
: "Elmer Fudd DSA’

1729 30 258: SEQUENCE {
1733 06 11: OBJECT IDENTIFIER
: id-aa—-equivalentLabels
(1 2 840 113549 1 9 16 2 9)
(S/MIME Authenticated Attributes
: (1 2 840 113549 1 9 16 2))
1746 31 242: SET {

1749 30 239: SEQUENCE {

1752 31 114: SET {

1754 02 1l: INTEGER 1

1757 06 7 OBJECT IDENTIFIER "1 2 3 4 5 6 7 9
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PrintableString
"EQUIVALENT THIS IS A PRIVACY MARK T’
"EST’
SET {
SEQUENCE {
(0]
2A 03 04 05 06 07 86 78
(11 {
PrintableString
"EQUIVALENT THIS IS A TEST SECURITY-'
"CATEGORY.'
}
}
}
}
SET {
INTEGER 1
OBJECT IDENTIFIER
Y12 345 6 7 10/
PrintableString
"EQUIVALENT THIS IS A SECOND PRIVACY’
" MARK TEST’
SET {
SEQUENCE {
(0]
2A 03 04 05 06 07 86 78
(11 {
PrintableString
"EQUIVALENT THIS IS A TEST SECURITY-'
"CATEGORY.'

SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
OCTET STRING, encapsulates {
SEQUENCE {
INTEGER
00 BC 33 37 65 C4 F7 70 5C 17 49 13
AA 4C 85 CA BB 52 91 48 59
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2029 02 20: INTEGER
: 63 96 A2 14 8B CF 57 DE BO 48 5F 6C
64 DD 84 04 49 5F 1C CA

4.11. SignedData with Certificates Only

CA SignedData message with no content or signature, containing only
Alices’s and Carl’s certificates.

0 30 1672: SEQUENCE {

4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)
15 A0 1657: [0] {
19 30 1653: SEQUENCE {
23 02 1: INTEGER 1
26 31 0: SET {}
28 30 11: SEQUENCE {
30 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
: }
41 AQ 1407: [01 {
45 30 667: SEQUENCE {
49 30 602: SEQUENCE {
53 AO 3: [0] {
55 02 1: INTEGER 2
: }
58 02 1: INTEGER 1
61 30 9: SEQUENCE {

63 06 7: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
72 30 18: SEQUENCE {

74 31 l6: SET {
76 30 14: SEQUENCE {

78 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
83 13 7: PrintableString ’CarlDSS’
: }
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: }
92 30 30: SEQUENCE {

94 17 13: UTCTime 7990816225050z’
109 17 13: UTCTime 3912312359597’
: }
124 30 18: SEQUENCE {
126 31 16: SET {
128 30 14: SEQUENCE {

130 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

135 13 7 PrintableString ’CarlDSS’
: }
}
: }
144 30 439: SEQUENCE {
148 30 299: SEQUENCE {

152 06 7: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
161 30 286: SEQUENCE {
165 02 129: INTEGER
: 00 B6 49 18 3E 8A 44 C1 29 71 94 4cC
01 Cc4 12 C1 7A 79 CB 54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 B1
C8 71 4B C7 45 CO 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OA 8A BA 16 7B B9 50 01 48 93 8B EB
25 15 51 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 Al AF 8B CC 02 88 E7 8B 70 5F B9
: AD E1 08 D4 6D 29 2D D6 E9
297 02 21: INTEGER
: 00 DD C1 2F DF 53 CE OB 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
320 02 128: INTEGER
: OC EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 T7F 9D ED BC 61 OD EB 46 59 3C
56 0B 2B 5B 0C 91 CE A5 62 52 69 CA
E1l 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 OB C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA T7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B 0A
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}
: }
451 03 133: BIT STRING 0 unused bits, encapsulates ({
455 02 129: INTEGER
: 00 99 87 74 27 03 66 A0 B1 CO AD DC
2C 75 BB E1 6C 44 9C DA 21 6D 4D 47
6D Bl 62 09 E9 D8 AE 1E F2 3A B4 94
Bl A3 8E 7A 9B 71 4E 00 94 C9 B4 25
4E B9 60 96 19 24 01 F3 62 0C FE 75
CO FB CE D8 68 00 E3 FD D5 70 4F DF
23 96 19 06 94 F4 B1 61 8F 3A 57 Bl
08 11 A4 OB 26 25 FO 52 76 81 EA OB
62 0D 95 2A E6 86 BA 72 B2 A7 50 83
0B AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A
}

: }
587 A3 66: [3]1 {

589 30 64: SEQUENCE {
591 30 15: SEQUENCE {
593 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
598 01 1: BOOLEAN TRUE
601 04 5: OCTET STRING, encapsulates {
603 30 3: SEQUENCE {
605 01 1: BOOLEAN TRUE
: }
}
: }
608 30 14: SEQUENCE {
610 06 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
615 01 1: BOOLEAN TRUE
618 04 4: OCTET STRING, encapsulates {
620 03 2: BIT STRING 1 unused bits
: 71100001'B
}
: }
624 30 29: SEQUENCE {
626 06 3: OBJECT IDENTIFIER
: subjectKeyIdentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
631 04 22: OCTET STRING, encapsulates {

633 04 20: OCTET STRING
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
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}
: }
655 30 9: SEQUENCE {
657 06 7z OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
666 03 48: BIT STRING 0 unused bits, encapsulates {

669 30 45: SEQUENCE {

671 02 20: INTEGER
: 6B A9 FO 4E 7A 5A 79 E3 F9 BE 3D 2B
: C9 06 37 E9 11 17 Al 13
693 02 21: INTEGER
: 00 8F 34 69 2A 8B Bl 3C 03 79 94 32
4D 12 1F CE 89 FB 46 B2 3B

}
: }
716 30 732: SEQUENCE {

720 30 667: SEQUENCE {

724 A0 3: [0] |

726 02 1: INTEGER 2
: }

729 02 2: INTEGER 200

733 30 9: SEQUENCE {

735 06 7: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
744 30 18: SEQUENCE {

746 31 l6: SET {
748 30 14: SEQUENCE {

750 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

755 13 7: PrintableString ’CarlDSS’
: }
}
: }
764 30 30: SEQUENCE {
766 17 13: UTCTime 990817011049z
781 17 13: UTCTime 3912312359597’
: }
796 30 19: SEQUENCE {
798 31 17: SET {
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800 30 15: SEQUENCE {
802 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

807 13 8: PrintableString "AliceDSS’
: }
}
: }
817 30 438: SEQUENCE {
821 30 299: SEQUENCE {

825 06 7: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
834 30 286: SEQUENCE {
838 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 0E EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7TE
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 AS8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
970 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 Co6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
993 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E (07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39
}

1124 03 132: BIT STRING 0 unused bits, encapsulates ({
1128 02 128: INTEGER

: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3

3F A9 EC AC 5E DC BD B7 13 11 34 A6

16 89 28 11 23 D9 34 86 67 75 75 13

Hoffman, Ed. Informational [Page 105]



REC 4134

1259
1262
1264
1266

1271
1274
1276

1278
1280

1285
1288
1290

1294
1296

1301
1303
1305

1327
1329

1334

Hoffman,

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

04

129:
127:
12:

N =

D

24
22
20:

22

Examples of S/MIME Messages July 2005

12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 A0 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}
[31 {
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}

SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

BIT STRING 6 unused bits
"11’'B
}
}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyIdentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
(0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}
}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyIdentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {
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1336 04 20: OCTET STRING
: BE 6C Al B3 E3 Cl F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD
}
: }
1358 30 31: SEQUENCE {
1360 06 3: OBJECT IDENTIFIER
: subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
1365 04 24: OCTET STRING, encapsulates {

1367 30 22: SEQUENCE {
1369 81 20: [1] "AliceDSS@example.com’

: }

}
}
}
}

: }

1391 30 9: SEQUENCE {

1393 06 7 OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
1402 03 48: BIT STRING 0 unused bits, encapsulates ({

1405 30 45: SEQUENCE {

1407 02 20: INTEGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
1429 02 21: INTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}

: }
1452 A1l 219: [11 ¢

1455 30 216: SEQUENCE {
1458 30 153: SEQUENCE {
1461 30 9: SEQUENCE {
1463 06 7: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
1472 30 18: SEQUENCE {
1474 31 16: SET {
1476 30 14: SEQUENCE {

1478 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
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(X.520 id-at (2 5 4))

1483 13 7z PrintableString ’CarlDSS’

: }
}

: }

1492 17 13: UTCTime "990827070000z"

1507 30 105: SEQUENCE {

1509 30 19: SEQUENCE {

1511 02 2: INTEGER 200

1515 17 13: UTCTime "990822070000z"
: }

1530 30 19: SEQUENCE {

1532 02 2: INTEGER 201

1536 17 13: UTCTime "990822070000z"
: }

1551 30 19: SEQUENCE {

1553 02 2: INTEGER 211

1557 17 13: UTCTime "990822070000z"
: }

1572 30 19: SEQUENCE {

1574 02 2: INTEGER 210

1578 17 13: UTCTime "990822070000z"
: }

1593 30 19: SEQUENCE {

1595 02 2: INTEGER 212

1599 17 13: UTCTime "990824070000z"
: }

}

: }

1614 30 9: SEQUENCE {

1616 06 7: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
1625 03 47 : BIT STRING 0 unused bits, encapsulates ({

1628 30 44: SEQUENCE {

1630 02 20: INTEGER
: 7E 65 52 76 33 FE 34 73 17 D1 F7 96
: F9 A0 D4 D8 6D 5C 7D 3D
1652 02 20: INTEGER
: 02 7A 5B B7 D5 5B 18 C1 CF 87 EF 7E
DA 24 F3 2A 83 9C 35 Al

1674 31 0: SET {}

Hoffman, Ed. Informational [Page 108]



REC 4134

}

Examples of S/MIME Messages

5. Enveloped-data

5.1. Basic Encrypted Content,

TripleDES and RSA

July 2005

An EnvelopedData from Alice to Bob of ExContent using TripleDES for

encrypting and RSA for key management.

SEQUENCE {

OBJECT IDENTIFIER
(1 2 840 113549 1 7 3)

envelopedData
(PKCS #7)
(01 {

SEQUENCE {
INTEGER O
SET {

SEQUENCE {
INTEGER

0

SEQUENCE {
SEQUENCE {

SET

{

SEQUENCE {

}
}

OBJECT IDENTIFIER
commonName

}

INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CD 5D 71 DO

}

SEQUENCE {
OBJECT IDENTIFIER

rsaEncryption

Does not have an

(2 5 4 3)

(X.520 id-at
PrintableString ’CarlRSA’

(PKCS #1)

NULL
}

OCTET STRING

0B 71
70 FD
DF AC
99 9E
2A 00

OriginatorInfo.
0 30 286:
4 06 9:

15 A0 271:
19 30 267:
23 02 1:
26 31 192:
29 30 189:
32 02 1:
35 30 38:
37 30 18:
39 31 16:
41 30 14:
43 06 3:
48 13 7:
57 02 16:
75 30 13:
77 06 9:
88 05 0:
90 04 128:
Hoffman, Ed.

0D
A2
EO
E6
8B

E6
27
E9
S5F
c7

71
DE
9D
Bl
73

Informational

88
DA
A2
41
35

(1 2

88
E1l
D3
B3
78

(2 5 4))

840 113549 1 1 1)

98
EF
2C
72
26

B6
24
TA
16
D6

96
6C
CD
83
c7

Cl
A4
80
E7
CF

8F
33
B8
FA
8C
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221
223

234
236

246

256

30
06

30
06

04

80

32:

Examples of S/MIME

oc

91

A3

4D

36

2C
}

}
SEQUENCE

OBJECT IDENTIFIER data

56
43
21
DF
79
57

{

DB
58
1D
AD
15
F4

(PKCS #7)

SEQUENCE {
OBJECT IDENTIFIER
des—-EDE3-CBC

}
(0]

OE C8 92 7F
C5 49 3A EB
48 EA 4E 27

}

5.2. Basic Encrypted Content,

Same as 5.1,
management.

0
4

15
19
23
26
29
32
35
37
39

Hoffman,

30
06

A0
30
02
31
30
02
30
30
31

Ed.

291:
9:

276:
272

192:
189:

38:
18:
16:

A5
78
FO
69
63
DA

Messages

76
DC
28
31
8F
1A

(1 2 840 113549 3 7)
(RSADSI encryptionAlgorithm

9D
49
78
20
cC
2C

08
B6
1F
4B
EB
75

(1

38
EC
E7
48
9D
1F

2

(1 2 840 113549 3))
OCTET STRING
2D 68 C5 E9 47 06 51 35

RC2/128

C6 7D 3F 8D CB AD 8E OE
47 2E D6 55 DE 09 21 4E

Bl 6E 57 25

and RSA

OE
EE
5D
A9
A3

F3
6C
F6
75
28

F9
68
07
22
Al

July 2005

D4
33
73
6E
D1

840 113549 1 7 1)

except using RC2/128 for encryption and RSA for key

An EnvelopedData from Alice to Bob of ExContent using
RC2/40 for encrypting and RSA for key management.
OriginatorInfo or any attributes.

SEQUENCE {

OBJECT IDENTIFIER
(1 2 840 113549 1 7 3)

envelopedD
(PKCS #7)
(01 {
SEQUENCE {
INTEGER
SET {

SEQUENCE {

ata

0

INTEGER O
SEQUENCE {
SEQUENCE {

SET

{

Informational

Does not have an
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41
43

48

57

75
77
88

90

221
223

234
236

246
248
251

261

Hoffman,

30
06

13

02

30

06

05

04

30
06

30
06

30
02
04

80

Ed.

16:

128:

32:

Examples of S/MIME Messages

SEQUENCE {

OBJECT IDENTIFIER
commonName

}
}
}

INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CD 5D 71 DO

}
SEQU

OBJECT IDENTIFIER
rsaEncryption

NU
}

ENCE {

(PKCS
LL

(2 5 4 3)

(X.520 id-at
PrintableString ’CarlRSA’

#1)

OCTET STRING

85
DE
FB
4A
44
77
D4
TE
56
8B
5F
}

}
SEQUENCE

OBJECT IDENTIFIER data

(PKC
SEQUEN

42 BE
DA C1
C9 9C
ED 98
39 89
AA F9
DC 10
96 FF
6D A6
CC 1B
69 67

{

S #7)
CE {

E3
D3
DB
9D
37
D4
E9
12
1D
4A
91

0B
09
FO
15
3C
97
D6
6E
EB
E5
A9

(1 2

2E
B8
B2
39
6F
A4
3F
87
AB
14
50

E5
27
6E
26
C7
D2
00
84
C3
36
EE

(2 5 4))

July 2005

840 113549 1 1 1)

OF
2B
AQ
01
4A
21
DB
AQ
B7
06
D8

09
25
8A
1A
61
3F
9C
BA
Al
61

AA
CB
S5F
2E
0B
c2
82
ED
B9
DO

24
D5
1C
6B
0B
3F
47
81
F8
C7

CA
71
9D
FO
27
20
D6
OF
S5F
64

(1 2 840 113549 1 7 1)

OBJECT IDENTIFIER rc2CBC

(RSADSI encryptionAlgorithm

SEQU

(1 2 840 113549 3))

ENCE {

INTEGER 58

OCTET STRING

}
}
(0]

06 53 OA 7B 8D 5C 16 0D CC D5 76 D6
8B 59 D6 45 8C 1A 1A 0C E6 1E F3 DE

(1 2 840 113549 3 2)

E8 70 81 E2 EF C5 15 57

Informational
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43 56 00 9B 40 8C 38 5D

}
5.3. S/MIME application/pkcs7-mime Encrypted Message

A full S/MIME message, including MIME, that includes the body part
from 5.1.

MIME-Version: 1.0
Message—-Id: <00103112005203.00349Camyemily.ig.com>
Date: Tue, 31 Oct 2000 12:00:52 -0600 (Central Standard Time)
From: Userl
To: User2
Subject: Example 5.3
Content-Type: application/pkcs7-mime;
name=smime.p7m;
smime-type=enveloped-data
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7m

MIIBHgYJKoZIhvcNAQcDoITIBDzCCAQsCAQAXgCcAWgbOCAQAWT JASMRAWDgYDVQQODEWdDYXJ
SUINBAhBGNGVHgABWvBHTbi 7NXXHQMAOGCSgGSIb3DQEBAQUABIGAC3ENSNGIiJi21sGPcP
21J97a4e8kbKQz362zg6Z22i0yx6zYC4AmZTmX7FBs3IWg+f6KgCLx3M1eCbWx8+MDFbbpXadC
Dg08/nUkUNYeNxJtuzubGgzoyEd8Ch4H/dd9gdzTd+taTEgS0ipdSJuNnkVY4/M652 jKKHR
LFf02hosdR8wQwYJKoZIhvcNAQcBMBQGCCgGSIb3DQOMHBAgt aMXpRWZRNYAgDsiSf8Z9P43
LrY40xUk660cullXeCSFOSOpOJ7FuVyU=

6. Digested-data
A DigestedData from Alice to Bob of ExContent using SHA-1.

0 30 94: SEQUENCE {

2 06 9: OBJECT IDENTIFIER digestedData (1 2 840 113549 1 7 5)
(PKCS #7)

13 A0 81: [0] {

15 30 79: SEQUENCE {

17 02 1: INTEGER O

20 30 7: SEQUENCE {

22 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (OIW)
: }

29 30 43: SEQUENCE {

31 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)

42 A0 30: [0] {
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44 04 28: OCTET STRING ’'This is some sample content.’
: }
: }
74 04 20: OCTET STRING
: 40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 CO 22 96 87 DD 438

7. Encrypted-data
7.1. Simple EncryptedData
An EncryptedData from Alice to Bob of ExContent with no attributes.

0 30 87: SEQUENCE {

2 06 9: OBJECT IDENTIFIER
: encryptedData (1 2 840 113549 1 7 6)
(PKCS #7)
13 A0 74: [0] {
15 30 72 SEQUENCE {
17 02 1: INTEGER O
20 30 67: SEQUENCE {
22 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
33 30 20: SEQUENCE {

35 06 8: OBJECT IDENTIFIER

: des—EDE3-CBC (1 2 840 113549 3 7)

(RSADSI encryptionAlgorithm

: (1 2 840 113549 3))
45 04 8: OCTET STRING

: B3 6B 6B FB 62 31 08 4E

: }
55 80 32: [0]

: FA FC ED DB 3F 18 17 1D 38 89 11 EA
34 D6 20 DB F4 C3 D9 58 15 EF 93 3B
9A F5 D7 04 F6 B5 70 E2

}

The TripleDES key is:

73 7c 79 1f 25 ea dO0 e0 46 29 25 43 52 f7 dc 62
91 e5 cb 26 91 7a da 32
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7.2. EncryptedData with Unprotected Attributes

An EncryptedData from Alice to Bob of ExContent with unprotected
attributes.

0 30 149: SEQUENCE {

3 06 9: OBJECT IDENTIFIER
encryptedData (1 2 840 113549 1 7 6)
(PKCS #7)
14 A0 135: [0] {
17 30 132: SEQUENCE {
20 02 1: INTEGER 2
23 30 67: SEQUENCE {
25 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
36 30 20: SEQUENCE {

38 06 8: OBJECT IDENTIFIER
: des—EDE3-CBC (1 2 840 113549 3 7)
(RSADSI encryptionAlgorithm
: (1 2 840 113549 3))
48 04 8: OCTET STRING
: 07 27 20 85 90 9E BO 7E
: }
58 80 32: [0]
: D2 20 8F 67 48 8A CB 41 E4 22 68 5D
BE 77 05 52 26 ED E3 01 BD 00 91 58
A7 35 6E BC 4B A2 07 33
: }
92 Al 58: [1]1 |

94 30 56: SEQUENCE {
96 06 3: OBJECT IDENTIFIER "1 2 5555’
101 31 49: SET {

103 04 47 ¢ OCTET STRING
: "This is a test General ASN Attribut’
e, number 1.’
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8. Security Considerations

Because this document shows examples of S/MIME and CMS messages, this
document also inherits all of the security considerations from
[SMIME-MSG] and [CMS].

The Perl script in Appendix A writes to the user’s local hard drive.
A malicious attacker could modify the Perl script in this document.
Be sure to read the Perl code carefully before executing it.

9. References
9.1. Normative References

[CMS] Housley, R., "Cryptographic Message Syntax (CMS)", RFC
3852, July 2004.

[PKIX] Housley, R., Polk, W., Ford, W., and D. Solo, "Internet
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Extensions (S/MIME) Version 3.1 Message Specification",
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A. Binaries of the Examples

This section contains the binaries of the examples shown in the rest
of the document. The binaries are stored in a modified Base64
format. There is a Perl program that, when run over the contents of
this document, will extract the following binaries and write them out
to disk. The program requires Perl.

A.l. How the Binaries and Extractor Works

The program in the next section looks for lines that begin with a 7|’
character (or some whitespace followed by a ’|’), ignoring all other
lines. If the line begins with ’|’, the second character tells what
kind of line it is:

A line that begins with |* is a comment
A line that begins with |> gives the name of a new file to start
A line that begins with |< tells to end the file (and checks the
file name for sanity)
A line that begins with |anythingelse is a Base64 line
The program writes out a series of files, so you should run this in
an empty directory. The program will overwrite files (if it can),
but won’t delete other files already in the directory.
Run this program with this document as the standard input, such as:
./extractsample.pl <draft-ietf-smime-examples
If you want to extract without the program, copy all the lines
between the "|>" and "|<" markers, remove any page breaks, and remove
the "|" in the first column of each line. The result is a valid
Base64 blob that can be processed by any Base64 decoder.
A.2. Example Extraction Program
#!/usr/bin/perl

# CMS Samples extraction program. v 1.1

# Get all the input as an array of lines
@Al11lIn = (); while (<STDIN>) { push(@AllIn, S$_) }

$SBase64Chars = ’ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgr’
"stuvwxyz0123456789+/=";

$LineCount = 0; $CurrFile = '';

foreach $Line (QAllIn) {
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$LineCount++; # Keep the line counter for error messages
SLine =" s/~\s*//; # Get rid of leading whitespace
chomp ($Line); # Get rid of CR or CRLF at the end of the line
if (substr ($Line, 0, 1) ne ’|’) { next } # Not a special line
elsif (substr($Line, 1, 1) eq "*’) { next } # It is a comment
elsif (substr($Line, 1, 1) eq '>")
{ &StartNewFile (substr ($Line, 2
elsif (substr($Line, 1, 1) eq '<’")
{ &EndCurrFile (substr ($Line, 2)
else { &DoBase64 (substr($SLine, 1)

)) } # Start a new file

) } # End the current file
)y } # It is a line of Baseb64

StartNewFile {
STheNewFile = shift (Q_);
if ($CurrFile ne ’’) { die "Was about to start a new file at "
"line $LineCount, but the old file, $CurrFile, was open\n" }
open (OUT, ">$TheNewFile") or
die "Could not open $TheNewFile for writing: $!\n";
binmode (OUT) ; # This is needed for Windows, is a noop on Unix
SCurrFile = $TheNewFile;

$LeftOver = 0; # Amount left from previous Base64 character
$NextPos = 0; # Bit position to start the next Base64 character
# (bits are numbered 01234567)

$outString = '’; # Holds the text going out to the file
g

EndCurrFile {

SFileToEnd = shift (Q_);

if ($SCurrFile ne S$SFileToEnd) { die "Was about to close "
"SFileToEnd at line $LineCount, but that name didn’t match "
"the name of the currently open file, $CurrFile\n" }

print OUT $OutString;

close (OUT) ;

SCurrFile = '’;

DoBase64

$TheIn = shift (@Q_);

if ($CurrFile eq ’’) { die "Got some Base64 at line $LineCount, "
"but appear to not be writing to any particular file.\n" }

@Chars = split(//, $Theln); # Make an array of the characters

foreach $ThisChar (QChars) {

# $ThisVal is the position in the string and the Base64 value
$ThisVal = index ($Base64Chars, $ThisChar);

if ($ThisVal == -1) { die "At line $LineCount, found the "
"character $ThisChar, which is not a Base64 character\n" }

if ($SThisVal == 64) { last } # It is a "=", so we’re done

if (SNextPos == 0 ) {
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# Don’t output anything, Jjust fill the left of $LeftOver
SLeftOver = $ThisVal * 4;
SNextPos = 6;
elsif ($NextPos == 2) {
# Add $ThisVal to $LeftOver, output, and reset
$outString .= chr ($LeftOver + $ThisVal);
SLeftOver = 0;
SNextPos = 0;
elsif ($SNextPos == 4) {
# Add upper 4 bits of $ThisVal to $LeftOver and output
SUpper4 = ($ThisVal & 60);
$OutString .= chr (SLeftOver + ($Upperd/4));
$LeftOver = (($ThisVal - S$Upperd) * 64);
SNextPos = 2;
elsif ($NextPos == 6) {
# Add upper 2 bits of $ThisVal to $LeftOver and output
SUpper2 = ($ThisVal & 48);
$OutString .= chr($LeftOver + ($Upper2/16));
$LeftOver = (($ThisVal - S$Upper2) * 16);

SNextPos = 4;
else { die "\$NextPos has an illegal value: $NextPos." }

B. Examples in Order of Appearance

From Section 2.1

***ExContent .bin***

* Section 2.1

>ExContent.bin
VGhpcyBpcyBzb211THNhbXBsZSBjb250ZW50Lg==
<ExContent.bin

From Section 2.2

***AlicePrivDSSSign.pri***

Hoffman,

* Example AlicePrivDSSSign.pri

>AlicePrivDSSSign.pri
MIIBSwIBADCCASsGByqGSM44BAEWggEeAOGBAIGNze2D6ggeOT7CSC1j5EeT3Q7XgA7sU8
WrhAhP/5ThcOh+DNbzRE jR/p+vpKGJIL+HZMMg2 3 j+bv7dM3F9piuR10DcMkQiVm96nXvns
9J8v3UO0il1TxP7AHCEANXY jDw7Wz41UIddU5S5dhDEeL3/nbCElzfy5FEbteQJdllzzflvbAh
UA4kemGkVmuBPG20+4NyErYov3k80CgYAMONAUITKgOfs+bdl LWWpMdiM5BATI1XPLLGjDD
H1Bd3ZtZ4s2gBT1YwHUiNrhuB699ikIlp/R1z00IXks+kPht6pzJIYo7dhTpzi5dowfNI4
W4LzABfG1JiRGINkKS9+MiVS1INWteL5c+waYTYfEX/Cve3RUP+YAMLRgUpgObo20QQ0XAhUA
U0RG0aXJRgcuOP561pIH8JgFiT8=

Ed. Informational [Page 118]



RFC 4134 Examples of S/MIME Messages July 2005

<AlicePrivDSSSign.pri
***AlicePrivRSASign.pri***

* Example AlicePrivRSASign.pri

>AlicePrivRSASign.pri
MIICdgIBADANBgkghkiGO9wOBAQEFAASCAMAWggJCAGEAAOGBAOCICczmN2PX16TId20X90sA
W7U4PeD7er3H3HASKkNBS5tEt+mhibU0m+gWCn81+z6glEPMIC+sVCeRkTxLLVvYMs/GaG8H
2bBgrL7uNAlgE/X3BOWT3166NVbZYf8Zf8mB5vhs60dAcO+sbSx0ny36VTgsmXcCpkhSjE
7zVzhXdFdfAgMBAAECgYAAPAPDJ0d2NDRspoaleUkBSy6K0shissfXSA1gi5SH3NvJ11ujN
FZBgJzFHNWRN1clnY860nlasLzduHO40vygt 9DmQbzTYbghblWVg2EHZE9ctOV7+M8v/Ke
QDCz0Foo+38Y6idjeweVETLyvehwYifOQRmXskbrdsaw+yRRKt /IQIBAPbWACIhTF8KcP8n
/OWzUGgd50+1hZbGQPgoCrSbmwxVwgEd+TeCihTI8pMOks21ZiG5PNIGv7RVMcncrcgYLd
ECQQD0o3rARJIQNSA1EB3oromFD1d3dhpEWTawhV1nNd9MhbEpMic4t /03B/9aSqu3T9PCJIg
2jJiRKoZbbBTorkye+04vAKEA10zwh5sXf+4bgxsUtgtgkF+GJ1Hht 6B/ 9eSI41m5+R6b0y
130CJI1yKxJZi6PV1Tt/0eILLIURY jdZNR56VvN8QJALPAKW/qgzYUi6tBuT/pszSHTyOTx
hERIZHPXKY9+RozsFd7kUbOUSyyZLVV1eyTqo2I fPmxNZOERO+G+6YMCgwJAWI jZoVA4hG
qrA7y730v0nG+4tCol+/bkBS9ud40iJIWILIZ7QqlCTyr9AcewhdcV/+wLpIZa4M83ixpXu
b41fKA==

<AlicePrivRSASign.pri

***BobPrivRSAEncrypt.pri***

* Example BobPrivRSAEncrypt.pri

>BobPrivRSAEncrypt.pri
MIIChQIBADANBgkghkiGO9wOBAQEFAASCAMAWGgJICAGEAAOGBAKNhZ5g/0dVE8gqCTQVemeY
mEFyDVdmpFb+x0B2hlwJhcPvaUiODWFbXgYZhRBXM+3twg7CcmRuBl1pN2352R572akzJKN/
O7uvRgGGN jQyywcDWVL8hYsxBL JMGAgUSOZPHPtdYMTgXBIO9T039T2GkB8QX4enDRvoPGXz
JPHCygagfrAgMBAAECgYBnzUhMmg2PmMIbZ£8igbxt 8KYGHbztpwOI1lPIcaw+LNd40gngw
y+eb6alatd8brUX1lweQgg9P5F4Kmy9Bnah5jWMIR05PxZbMHGd 9ypkdB8MKCixQheIXFD/A
OHPfD6bRSeTmPWwEF 1h5HEUYHDO09sBvE+iU708AsmAX2EANYh9sDGQJIBANDDIsbeopkYdo+N
vKZ11lmY/1I1FUox29XLE6/BGmMVE+XKpVC5va3Wtt+Pw7PAhDk7Vb/s7q/WiEI2Kv8zHCue
UCQQODQUfweIrdb7bWOACjXq/JY1PeClPNTgBlFy2bKKB1f4hAr84/sajBO0+EORIKEEILVH
IdxJAfkKICnwJAIiEYH2PAKAQuUMTISChXdNAVUN5gSO8bKlocSHseIVnDYDubl 6nA7xhmqU
5iU3jiEzuUJiEiUacUgFJlaV/4jb0SnI3vQgLeFAkKkEANi+zN5r7CwZdV+EJBgRA2ZCWBgVE
JAZAcpw6iIWchw+dYhKIFmioNRobQ+g4wIhprwMKSDIETukP j3d9NDA1BwJAVxhnlgrSta
vCunrnVNqcBU+B1O8BiR4yPWnILMcRSyFRVJIJQA7HCp8J1DV6abXd8vPFE£XuCOWN7rOvTKE 8
YOZBO9gANMASGA1lUdDzEEAwWIAEA==

<BobPrivRSAEncrypt.pri

***CarlPrivDSSSign.pri***

* Example CarlPrivDSSSign.pri

>CarlPrivDSSSign.pri
MIIBSgIBADCCASsGByqGSM44BAEWggEeAOGBALZJIGD6KRMEPCcZRMACQSWXp5y1RNgx6B+8
ZMsw6UCQbrAdSxyHFLx0XAUCVAnPza5G3T40ZIhIJ9uhWVShb2Ru3d9pjSu36KCog6Fnub
UAFIk4vrJRVR11Xcj1IMOEK1Q/HC3zTBU/dregKoitaGvi8wCiOeLcF+5reEI1G0pLdbpAh
UA3cEv31POCzRgdz4CpL+KXZi5ENUCgYAM71ebS73atgdqdDdPVX+d7bxhDet GWTxWCytb
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DJHOpWJSacrhbT69v/7ht7krY¥Tyty65F4was jCKAnESHC8EN8BzZtU5dc96vDskdWlH1ITO
R5NVpzgn9GUR+pQhacSOuKeWG01S9TIkRjH4a401gGIfgpwO+64HXWQsSRJZVKOCgQWAhQZ
szi1IWIXUOV/uT4IRnjRPrXlcg==

<CarlPrivDSSSign.pri

***CarlPrivRSASign.pri***

* Example CarlPrivRSASign.pri

>CarlPrivRSASign.pri
MIICdgIBADANBgkghkiGO9wOBAQEFAASCAMAWGGJCAGEAAOGBAORL/x14JF£0d/9uc3uTcV
y8MxgSknIj2EFGOMOROgSz jg+CnblRHhdA68nYsK4Y5p 73X jRpT70Q0Alejsojax7eJQ431Id
1J+fmSWPUE6ruX3VimXaFgDFvg6uRFvvXvSnKcuC3axE6aqTlCkO+BjWyFde8nbEShFgOL
kbPB2XyWrxAgMBAAECgYEArnPkW19bZ1lrJ18bvOF9TISovYv7eKZp6hmec2531ieHU9¢c6C8
KQ7z373Dycm2+LrWE5vD13rKavC4hWVOD72ngPdUBkGO69wgd5SDfYZuab3Te6jvUnIdg7X
aE8WowN9XgkBb4gEfDGWvtdXeb6Su05t10CRzt £G8gcg8vo9SY/pIECQQD/3wmgVgtCUp7E
TZ0zsEm73ueBfSiZ0LFIugs54Rx7IhgztkD2vI9yuHdChrOQRxWmEKD jvOMNo2n2Ul1KbunDn
8LAKEAS5G1oGF/5V9B8ZokPumMdcssgpIF2ZInNfdHCJI6kurHpWmoUH2TADowOr£41SUCQB
ghsHHyBMt 817Vve2wn6rcwJAVzZs j4wEdmy2104kRAD4gOKvQgGpPDxXSE+OcA4I+MJI6QtX6
L1bbVjwK1E6XaRpx1JLkb4d4VLO4cE8K/S2FOm1QJAZKEPrFVOG70NYXsXA82w5qcZHYCv
8UFI2Bg2iBSgLHrFdtQPDh96KrJuNwSrOUVzukaoD42CXyIUBc+io/N8gwJATh4dHKGYK+
TbOOhXbmt zGYhhOvp0SjaLR2hdUOsm4+p9m051ga97q0sudlE9gNARg6PWgMANNh1UC6gn
OW2N+g==

<CarlPrivRSASign.pri

***DianePrivDSSSign.pri***

* Example DianePrivDSSSign.pri

>DianePrivDSSSign.pri
MIIBSwIBADCCASsGByqGSM44BAEwWggEeAOGBALZJIGD6KRMEPCcZRMACQSWXp5y1RNgx6B+8
ZMsw6UCQbrAdSxyHFLx0XAUCVAnPza5G3T40ZIhIJ9uhWVShb2Ru3d9pjSu36KCog6Fnub
UAFIk4vrJRVR11Xcj1IMOEK1Q/HC3zTBU/dregKoitaGvi8wCiOeLcF+5reEI1G0pLdbpAh
UA3cEv31POCzRgdz4CpL+KXZi5ENUCgYAM71ebS73atgdqdDdPVX+d7bxhDet GWTxWCytb
DJHOpWJSacrhbT69v/7ht7krY¥Tyty65F4was jCKAnESHC8EN8BzZtU5dc96vDskdWlH1ITO
R5NVpzgn9GUR+pQhacSOuKeWG01S9TIkRjH4a401gGIfgpwO+64HXWQsRJZVKbCgQOXAhUA
1pX54MHgQS0yD4tCUpMg5h40ISk=

<DianePrivDSSSign.pri

***DianePrivRSASignEncrypt.pri***

* Example DianePrivRSASignEncrypt.pri

>DianePrivRSASignEncrypt.pri
MIICdwIBADANBgkghkiGO9wOBAQEFAASCAMEWggJdAgEAAOGBANb SUMBwxkwl 70rP6ny7om
L680Yy0OlP/sZJaF/Qg4zZkkggrQ9nz7RMgLIJwbxfiYDgXadz+ygLHCW8oNCI9t S3KAg7+LI9K
TBk/B9ugwWAet35n996xw2BJrEXX+MbvCDchk0fu8HM1crACxPMRw15H5093g/HbdG1ki0
Qd1V3NKMCFAgMBAAECgYA9vc3CDMEUWOVNV2AJBCVvFazWl1lkUj/Gl9%kzwPO0yWWumJSQUKW
z/5YgI/rsYy91A110Dp3RSSeDOuGgMOsIRFXROOygKkurBfSo4QlY7W8Lx7d91iH/FSAKW/
GALO9VBD jIk99RKMp65SdgZjj85jWKO9gPWMJJKTSMPXBZFTu5a2QQJBAPO4P0rR1ILCRYBNB
kg2NRDI3Hf+WIOQI1AtwyRqv6ZCU8rDVX08ZhVChkJGuvQV2UrMi2Kh8j1R/AHJPNnVoc7
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UCQODhOucRVwaucpUiFqoCtFrt Tp2CEU+WPIbJEI1WezFleWnndWg4AEsu0iYy3bHi4CxU
gAplutFmlhuwDgB+0ruRAkEAr7a82yJzQ0HstLVngaGZ/0/Sjv0d++Upi/4K39TIX1clCl
0rlAmgV1vFsWL8IL4ILeMHtaHns//EwKVErBIcqgQJIBALMYQfwIUB9zYIoBonxSiiBa6iyJd
2aUZ3ZTGG8M1IwIJR504rmhncc+3pHSfU+GwD3asdCHUlrH/pgpvxiYpx22ECQAEHIZdfem
Co/VpcB9+03vfisTR9/OuRvbBzdMjEVvjOYRTAGkLOsacyz9z98rMedG2WhF jk5sONOfc/N
xaxsv+U=

<DianePrivRSASignEncrypt.pri

From Section 2.3
***AliceDSSSignByCarlNoInherit.cer***

* Example AliceDSSSignByCarlNoInherit.cer
>AliceDSSSignByCarlNoInherit.cer

MIIC3DCCApugAwIBAgICAMgwCQYHK0ZIz jgEAZASMRAWDgYDVQQODEWdDYXJsRENTMB4XDT
k5MDgxNzAXMTAOOVOXDTMS5MTIzMTIzNTk1OVowEZERMAS8GAIUEAXMIQWxpY2VEU1MwggG2
MIIBKwYHKoZIzjgEATCCAR4CGYEAGY3N7YPqCp45PsJIKKPkR5PdDteoDuxTxaukECE/ /10
FzSH4M1vNESNH+n6+koYkv4dkwyDbeP5u/t0zcX2mK5HXONwyRCIWb3gde+fz0ny/dQ61iL
VPE/sAcIR01diMPDtbP jVQOh11T12EMR4vE+dsISXN/LkURuUlS5AMWXPN+WOsCFQDiR6YaRW
adE8baj7g3IStii/eTzQKBgCY40BSIMgo5+2z5t2UtZakx2IzkEAJVc8ssaMMMeUF3dmlni
zaoFPVjAe6I2uG4Hr32KQiWn9HXPSgheSz6Q+G3gqnMkhi jt2FOn0OL12 jB80 jhbgvMAF 8bU
mJEYk2RL34yJVKUlal4vlz7BphNh8Rf8K9I7dFQ/5h0wt GBSmASUjY5A4GEAAKBgFz juvpl
FJYLgXrd4z+p7Kxe3L23ExEOphaJKBEj2TSGZ3V1ExI9Q1tv5VG/+onyohs+JH09B41bY38
17RaWgSuOF1s4GgD/0I34a81SrUxg4Jwle7wi/ZhSAXGKsZfoVi/G7NNTS1jf2YUeyxDKE
8H5BQP1Gp2NOM/K14vTyg+W404GBMHS8WDAYDVROTAQH/BAIWADAOBgNVHQ8BAf8EBAMCRBS
AwHWYDVRO jBBgwFoAUCEQ+gi5vh95K03XjPSC8QyuT8R8WHQYDVROOBBYEFL5sobP jwfft
Q3CkzhMB4v3jl/7NMB8GA1UdEQQYMBaBFEFsaWN1RFNTQGVAYW1wbGUuY29tMAkGBygGSM
44BAMDMAAWLQIUVQYkKkGRICK41xTI jONg2glPWdrvOUCFQCEfYVNSVAtcst3a53Yd4hBSWONe
vQ==

<AliceDSSSignByCarlNoInherit.cer

***AliceRSASignByCarl.cer***

* Example AliceRSASignByCarl.cer

>AliceRSASignByCarl.cer
MIICLDCCAZWgAWIBAgIQRJRrx4AAVrwR024uxBCzsDANBgkghkiGO9wOBAQUFADASMRAWDg
YDVQQODEwWdDYXJsUINBMB4XDTk5MDkxOTAXMDgON10oXDTM5MTIzMTIzNTk10OVowEZERMASG
AlUEAXMIQWxpY2VSUOEwWgZ8wDQYJKoZIThvcNAQEBBQADgYOAMIGJAOGBAOCJCczmN2PX161
d20X90sAW7U4PeD7er3H3HASKNBSS5tEt+mhibU0m+gqWCn81l+z6glEPMIC+sVCeRkTxLLvY
Ms/GaG8H2bBgrL7uNAlgE/X3BOWT3166NVbLZYf8Zf8mB5vhs60dAcO+sbSx0ny36VTgbomX
cCpkhSjE7zVzhXdFdfAgMBAAGjgYEwf zAMBgNVHRMBAf 8EA JAAMA4GA1UdDWER/WQEAWIG
wDAfBgNVHSMEGDAWGBTp4 JAnrHggeprTTPJICNO4irp44uzAdBgNVHQ4EFgQUAIK00bdMio
gjzkWdzuw8oDrj/1AwHWYDVRORBBgWF oEUQWXpY2VSUOFAZXhhbXBsZS5jb20wDQYJKoZI
hvcNAQEFBQADGYEAPNBHQE JME1iPylFxa042GFO0EfoCx jU3MyqOPzH1WyLzPbrMcWakggg
WBgE4lradwFHUv9ceb0Q7pY9Jkt 8ZmbnMhVN/0uivdfUnT1GsiNnRzuErsL2Tt0z3SpO0LF
6DeKtNufZ+S9n/n+d0/g+e5jatg/SyUdtdgadq7rm9tJsCI=
<AliceRSASignByCarl.cer
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***BobRSASignByCarl.cer***

* Example BobRSASignByCarl.cer

>BobRSASignByCarl.cer
MIICJzCCAZCgAWIBAgIQRJRrx4AAVrwR024uzV1x0DANBgkaghkiGO9wOBAQUFADASMRAWDg
YDVQQODEwWdDYXJsUINBMB4XDTkS5MDkxOTAXMDkwM1oXDTM5MTIzMTIzNTk1OVowETEPMAOG
A1UEAXMGQOmM91UINBMIGEfMAOGCSgGSIb3DQEBAQUAA4AGNADCBiQKBgQCp4WeYPznVX/Kgk0
FepnmJhcglXZgRW/sdAdoZcCYXD721ItA1hW1 6mGYUQVzPt7cIOwnJkbgZaTdt+WUee 9mp
MyS3fzu7r0YBhjYOMssHA11S/IWLMQS4zBgIFE jmTxz 7XWDE4FwfUON/U9hpAfEF+Hpw0b
6Dx184zxwsqman6wIDAQAB0o38wf TAMBgNVHRMBAf8EA JAAMA4GA1UdADWEB/wQEAWIFIDAT
BgNVHSMEGDAWgBTp4JAnrHggepr TTPJCNO4irp44uzAdBgNVHQAEFgQU6EPS4%Z9121gQg8x
GgKdOVWoYWt COQWHQYDVRORBBYWEFIESQmOiUINBQGV4AYW1wbGUUY29tMAOGCSgGSIb3DQER
BQUAA4GBAHUOZsXxED8QIEyIcat 7QGshM/pK1d6dD1tr1CEFWPLhfirNnJOTIh/uLt359QW
Hh5NZt+eIEVWFFvGQNRMChvV152R1kPCHWRbBdaDOS6qzxV+WBfZ jmNZGjO0d5390gcOync
fl1EH1/M28FAK3Zvetl1l44ESv7V+qdbal3JiNiPzyvT

<BobRSASignByCarl.cer

***CarlDSSSelf.cer***

* Example CarlDSSSelf.cer

>CarlDSSSelf.cer

MIICmzCCAlggAwIBAgIBATAJIBgcghk JOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1IMwHhcNOT
kwODE2MjI1MDUWWhcNMzkxMjMxMJM1OTUSWJASMRAWDgYDVQQODEWADYXJsRENTMIIBt zCC
ASsGBygGSM44BAEwggEeAoGBALZJIGD6KRMEpCcZRMACQSwXpS5y1RNgx6B+8ZMsw6UCQbrAd
SxyHFLx0XAUCVAnPza5G3T40ZTIhIJ9uhWVShb2Ru3d9pjSu36KCogb6FnubSUAFTk4vrJRVR
11Xcj1MOEK1Q/HC3zTBU/dregKoitaGvi8wCiOeLcF+5reEI1G0pLdbpAhUA3CEV31POCZ
Rgdz4CpL+KXZi5ENUCgYAM71lebS73atgdgdDdPVX+d7bxhDet GWTxWCytbDJHOpWJSacrh
bT69v/7Tht7krYTyty65F4was jCKAnESHC8EN8BzZtU5dc96vDskdWlHITORS5NVpzgn9GUR
+pQhacSOuKeWG01S9TIkRjH4a401gGIfgpwO+64HXWQsRJZVKbCgOBhQACgYEAMYdOJwNm
OLHArdwsdbvhbESc2iFtTUdtsWIJ6diuHvI6tISx0456m3FOAJTItCVOUWCWGSQOB82IM/ n
XA+87YaAD]j/dVwT98j1hkG1PSxYY86V7/EIEaQLJiXwUnaB6gtiDZUg50a6crKnUIMLgi fN
G61NiZzrXjRg5hD+LxVZNgHgjQIBAMASGA1UJEWEB/wQFMAMBAf8wDgYDVROPAQH/BAQDAgY
GGMBOGA1UdDgQWBBRWRD6CLm+H3krTdeMI9ILxDK5PxHzAJBgcghk JOOAQDAZAAMCOCFGuUp
8E56Wnnj+b4 9K8kGN+kRF 6ETAhUA jzRpKouxPAN51DJINEh/0iftGsjs=
<CarlDSSSelf.cer

***CarlRSASelf.cer***

* Example CarlRSASelf.cer

>CarlRSASelf.cer
MIIB6zCCAVSgAWIBAgIQRIRrx4AAVrwR024un/JQIDANBgkghkiGO9w0OBAQUFADASMRAWDg
YDVQQODEwWdDYXJsUINBMB4XDTk5MDgxODA3SMDAWME 0XDTM5MTIzMTIzNTk10OVowE JEQMA4G
A1UEAXMHQ2FybFJTQTCBnzANBgkghkiG9w0OBAQEFAAOBJQAWgYkCgYEASEV/GLgkV/R3/2
5ze5NxXLwzGpKSciPYQUbQzRE6BLOOr4KdvVEeF3rydiwrhjmnvdeNG1Ps5ADV60yiNrHt
41DiMgmKP5+ZJY+4TqubfdWWZdoWoMW+Dg5EW+9e 9Kcpy4 LArETpgpOUKQ74GNbIV17yds
TyEWA4uRs8HZfJavECAWEAAANCMEAWDwWYDVROTAQH/BAUWAWER/zAOBgNVHQ8BAf8EBAMC
AYYWHQYDVROOBBYEFOngkCeseCB6mtNM8kI3TiKunji7MAOGCSgGSIb3DQEBBQUAA4GRAL
eelATT7Snk/4mIFS5M2wzwSA8yYe TEBOWSXS3/D2RZfgrD7Rj941ZAN6cHE fA4EMFQ7e/d
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P+MLuGGlpJds85p6cVJq21dbabDulLUUlnUkBdvgSuTHS5+WsSU6D1FGCbfco+81NrsDdvre
Z019v6WuoUQWNdzb7IDsHaaolTNBgC
<CarlRSASelf.cer

***DianeDSSSignByCarlInherit.cer***

* Example DianeDSSSignByCarlInherit.cer

>DianeDSSSignByCarlInherit.cer

MITIBuDCCAXegAwWIBAgICANIWCQYHK0oZIz jgEAZASMRAWDgYDVQQODEWdDYXJsRENTMB4XDT
k5MDgxNzAyMDgxMFoXDTM5MTIzMTIzNTk10OVowEZERMA8GAIUEAXMIRG1hbmVEU1MwgZMw
CQYHKo0ZIzjgEAQOBhQACgYEAOAAXeCzUfoFTLi5hCA+hmlFSGtpZgHMvEiW2CMvK7ypEdo
PSCeq9BSLVD/b9RtevmTgIDhPLTyzdHDT3HL81/yPTOlnngpc3vjEK2BJI80k5W7£1i5Sd+
/IxFclt+P0o90Td1lGeiK+jv/M2jkpoznln0PpVcnXW6aBZ8zAgqs0uxSOjgYEwEzAMBgNVHR
MBAf8EAJAAMA4GA1UdDWEB/WQEAWIGWDAfBgNVHSMEGDAWGBRWRD 6CLm+H3krTdeM9ILxD
K5PxHzAdBgNVHQ4EFgQUZDCZfVzcRQUZO1IVEr 9YUN3OKxgwHWYDVRORBBgwE oEURG1hbm
VEUINAZXhhbXBsZS5jb20wCQYHKoZIz jgEAWMWADAtAhUAORr4Fw4+XaiM9LZVMx5L4yys
UV8CFChLEEVYOhydVTUUGJIGYPznftW7T

<DianeDSSSignByCarlInherit.cer

***DianeRSASignByCarl.cer***

* Example DianeRSASignByCarl.cer

>DianeRSASignByCarl.cer
MIICLDCCAZWgAWIBAgIQRjRrx4AAVrwR024ulZowkDANBgkaghkiGO9wOBAQUFADASMRAWDg
YDVQQODEwWdDYXJsUINBMB4XDTkS5MDgxOTA3SMDAWME 0XDTM5MTIzMTIzNTk10OVowEZERMASG
AlUEAXMIRG1hbmVSUOEwgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGJAOGBANDL SUMBwxkwl 70
rP6ny7omL680Yy01P/sZJaF/Qg4ZkkggrQ9nz 7RMgLIwbxfiY¥DgXadz+ygLHCW80oNCI9tS3
KAg7+L9KTBk/B9ugwiWAet35n996xw2BJIrEXX+MbvCDchk0fu8HM1crACxPMRw15H5Qg3g/
HbdG1lki0Qd1V3NKMCFAgMBAAGjgYEwfzAMBgNVHRMBAf8EAJAAMA4GA1UdADWEB/wQEAWIF
4DAfBgNVHSMEGDAWGBTp4 JAnrHggepr TTPICNO4irp44uzAdBgNVHQAEFgQU jPPLAQ6NME
bUKdpEknW4 /ulPOQwwHWYDVRORBBgWFOEURG1hbmVSUOFAZXhhbXBsZS5jb20wDQYJKoZI
hvcNAQEFBQADgYEAfaYstXhClnnzMf720soPEweSCRvgb7CRGPa/SvvMY3n7gb/dl18eQas8
sKNytBagOYxRs+MshFK4YBnBziNu8WwRgSuL5i+1M+SUcLxLnkKlimBoPwsge7hX7VxtrO
nHsxctei6bkGrasDdH7kURBjPhFdm6MXmuNwt sx8bKEM2dXo=
<DianeRSASignByCarl.cer

From Section 2.4
***CarlDSSCRLForAll.crl***

* Example CarlDSSCRLForAll.crl

>CarlDSSCRLForAll.crl

MIHYMIGZMAkGBygGSM44BAMWE JEQMA4GA1UEAXMHQ2FybERTUxcNOTkwODI3MDcwMDAWW j
BpMBMCAgDIFw050TA4MjIwNzAWMDBaMBMCAgDJFw050TA4M jIwNzAwWMDBaMBMCAgDTEFw05
OTA4MjIwNzAwMDBaMBMCAgDSFwO50TA4MjIwNzZzAwWMDBaMBMCAgDUFw0O50TA4MjQwNzAwWMD
BaMAkGBygGSM44BAMDLWAWLAIUfmVSdjP+NHMX0feW+aDU2G1lcfTOCFAJ6W7fVWxjBz4fv
ftok8ygDnDWh

<CarlDSSCRLForAll.crl
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***CarlDSSCRLForCarl.crl***

* Example CarlDSSCRLForCarl.crl

>CarlDSSCRLForCarl.crl

MIGDMEQwWCQYHK0ZIz jgEAZASMRAWDgYDVQQODEWADYXJsRENTFwO50TA4M jUwNzAwWMDBaMB
QWEgIBARCNOTkwODIyMDcwMDAWW jAJBgcghk JOOAQDAZAAMCOCFQCzH8VPe j3sdtVg+d55
TuxPsJD+1wIUWovDhLxmhxu/eYJbCl0H9rgpBSk=

<CarlDSSCRLForCarl.crl

***CarlDSSCRLEmpty.crl***

* Example CarlDSSCRLEmpty.crl

>CarlDSSCRLEmpty.crl

MGOwLjAJBgcghk JOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1IMXDTk 5MDgyMDA3MDAWME owCQ
YHK0ZIzjgEAWMWADAtAhRiPzYXMVguZ1lB59Q1LjK3Ua/RknwIVALU7TgFMe/0Pw42btv7D
XW/eZSh9

<CarlDSSCRLEmpty.crl

***CarlRSACRLForAll.crl***

* Example CarlRSACRLForAll.crl

>CarlRSACRLForAll.crl
MIIBMzCBnTANBgkghkiGO9wOBAQQFADASMRAWDgYDVQODEWdDYXJsUINBEwOSOTA4MjcwNz
AwMDBaMGkwIQIQRJRrx4AAVrwR024uxBCzsBcNOTkwODIyMDcwMDAWW JAhAhBGNGVHgABW
vBHTbi17VmjCQFwO50TA4MjIwNzAwWMDBaMCECEEYO0a8eAAFa8EdNuLs1dcdAXDTk5MDgyND
A3MDAWMFowDQYJKoZIhvcNAQEEBQADgYEAV7OXglPWMiEWK3eSemu718 jc6vH6ZhYwDrWe
XPCB1lF6zbsGIla4zUXsVN+0deZvNdg+WO0GDZggE2cPInsbye/NVBxgcK5RFt1iRkSMal 7mt
PMZssR2Q0sQR3etTyLZ5X8w81v81FGLWHY7H6hGph/20d5Voe0x1iGmXDwIT1AXgWx4=
<CarlRSACRLForAll.crl

***CarlRSACRLForCarl.crl***

* Example CarlRSACRLForCarl.crl

>CarlRSACRLForCarl.crl

MIHsMFcwDQYJKoZIhvcNAQEEBQAWE JEQMA4GA1UEAXMHQ2FybFJTQRcNOTkwOD I 1MDcwMD
AWWJAJMCECEEY0Oa8eAAFa8EdNulLp/yUCAXDTk5MDgyMjA3MDAWMFowDQYJKoZIhvcNAQEE
BOADgYEATe8hlMEahzZVJa8pFYtzXCf+pUS602UcY+vilct1P7XR04/N1MmUoLJodV+XVJIg
bgleYjlYSNDome7psML84H96PRa4VMD//m3fzczXMsHn3csHHFTPwBb1JXaR45Y98SI jDH
E1WUBW4gAKlbxCpmlGLONjPCK2NHJZ3z3nDuAFY=

<CarlRSACRLForCarl.crl

***CarlRSACRLEmpty.crl***

* Example CarlRSACRLEmpty.crl

>CarlRSACRLEmpty.crl
MIHHMDIwWDQYJKoZIhvcNAQEEBQAWE JEOMA4GA1UEAXMHQ2F ybFJIJTQRcNOTkwOD IwMDcwMD
AwWJANBgkghkiGO9wOBAQQFAAOBgQCPxSG4E3x087URTATZIEWGHgt uf4NtX/Q0dgZZJQ4E
PYgJiIE3xNwgmPoXgQs31Ky0j3tRiRSky3JzFAe8IpxAoQf8RHYFDwuIlle7hDg/2FnStoa
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/BAHUAZOglmvYLCKLb1R1fpge50UU1Cg72XoTn+L1layRICDriglr6BOoBtyQ==
<CarlRSACRLEmpty.crl

Rest of the sections
***3 1 .bin***

* Example 3.1.bin

>3.1.bin
MIAGCSgGSIb3DQEHAaCAJIAEBFRoaXMEGCBpcyBzb211THNhbXBsZSBjb250ZW50LgAAAA
AA ==

<3.1.bin

x%k%3 .2 . pin*xx

* Example 3.2.bin

>3.2.bin
MCsGCSgGSIb3DQEHAaAeBBxUaGlzIGlzIHNVvbWUgc2FtcGx1IGNvbnR1bnQu
<3.2.bin

x*%4 1. bin***

* Example 4.1.bin

>4.1.bin
MIID1wYJKoZIhvcNAQcCoIIDiDCCA4QCAQEXCTAHBgUrDgMCGjArBgkghkiGOw0OBBWGgHgG
QcVGhpcyBpcyBzb211IHNhbXBsZSBjb250ZW50LgCCAUAWGgLCcMI ICM6ADAGECAGIAYDAJ
Bgcghk JOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1IMwHhcNOTkwODE3MDExXMDQ5WhcNMzkxM j
MxMjM10TUSWJATMREWDWYDVQQDEwWhBbG1 jZURTUZCCAbYwggErBgcghk JOOAQBMI IBHGKB
gQCBjc3tg+oKnjk+wkgoo+RHk 9001 6gO07FPFq4QIT/+U4XNIfgzW80RIOf6fr6ShiS/h2T
DINt4/m7+3TNxfaYrkddA3DJEI1Zvepl75/PSfL91DgItU8T+wBwhHTV2Iw801s+NVCHXV
OXYQxHi1i9/52whJc38uRRG7XkCZZc835b2wIVAOJHPphpFZrgTxtgPuDchK2KL95PNAOCGAJ j
JOFIkygjn7Pm3ZS11gTHY JOQOCNVzyyxowwx50Xd2bWeLNggUIOWMB70jadbgeviYpCJdaf0
dc9KCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUC8wWAXxt SYKkRITZEVvE JI1UpTVrXi+XPsGm
E2HXF/wr3t0VD/mHTCOYFKYDm6N jkDgYQAAOGAXOO5WnUUlgupet3jP6onsrF7cvbcTETSm
FokoESPZNIZndXUTEj1DW2/1Ub/61ifKiGz4kfTOHjVt jyLtFpaBK44XWzgaAP+gjfhryJK
tTGrgnDR7vCLIMF IBcYgx1+hWL8bs01NKWN/ZhR7LEMoTwfkFA/UanY04z8gXi9PKD5bi j
gYEwfzAMBgNVHRMBAf8EA jAAMA4GA1UdDWEB/wQEAWIGWDAfBgNVHSMEGDAWGBRWRD 6CLm
+H3krTdeM9ILxDK5PxHzAdBgNVHQ4EFgQUvmyhs+PB9+1DcKTOEwHi /e0X/sO0OwHwWYDVROR
BBgwFOEUQWxpY2VEU1INAZXhhbXBsZS5jb20wCQYHK0ZIz JgEAWMWADAtAhRVDKQZHOIriX
EiM42DarU9Z2u/RQIVAJOhU1JUClyy3drndh3iEFJbQl 6 9IMWMwYQIBATAYMBIXEDAOBgNV
BAMTBONhcmxEUIMCAgDIMACGBSsOAwWIaMAkGBygGSM44BAMEL jASAhQJkf7rOmnl1GLEXzV
X0geogOmgt AwWIUOgEMwyG+4RpLfz61Ddu6b6HOg8zYk=

<4.1.bin

Hoffman, Ed. Informational [Page 125]



RFC 4134 Examples of S/MIME Messages July 2005

x*x4 2 bin*x*

* Example 4.2.bin

>4.2.bin
MIIDUgYJKoZIhvcNAQcCoIIDQzCCAzZ8CAQEXCzAIJBgUrDgMCGgUAMCsGCSgGSIb3DQEHAA
AeBBxUaGlzIGlzIHNvbWUgc2FtcGx1lIGNvbnR1bnQuoIICMDCCAIiwwggGVoAMCAQICEEYO
a8eAAFa8EdNuLsQQs7AwWDQYJKoZIhvcNAQEFBQAWE JEQMA4GALUEAXMHQ2FybFJTQTAeFwW
O050TASMTkwMTA4ANDdaFw0zOTEYyMzEyMzUSNT1aMBMXETAPBgNVBAMTCEF saWN1U1INBMIGE
MAOGCSQGSIb3DQEBAQUAA4GNADCBiQKBgQODgiXM5jdjl9eiHdjl/TrAFuloD3g+3q9x9x3
UpDQUUbRLfpoYmINJIvglgp/Jfs+oJRDzCAVrFQOnkZE8Sy72DLPxmhvBImwYKy+7jQJahP1
IWUFk 99eujVIW2WH/GX/Jgeb4dbOgHQHDVvrG0sdJ8t+1U6uZl13AgZIUox081c4V3RXXwIDAQ
AB04GBMH8wWDAYDVROTAQH/BAIWADAOBgNVHQS8BAf8EBAMCBSAWHWYDVRO jBBgwFoAU6eCQ
J6x4THqa00zyQjdOIg6eOLswHQYDVROOBBYEFHfStNG3TIgKo85Fnc7sPKA64/9Q0MB8GAL
UdEQQYMBaBFEFsaWN1UINBQGV4AYW1wbGUuY29tMAOGCSgGSIb3DQEBBQUAAAGBADSWR6IT
zBNY j8pRcWtONhhdBH6AsY1INzMgjj8x9Vsi8z26zHFmpIKoFgahOJa2ncBR1L/XHMIEO6W
PSZLfGZm5zIVTf9Lol1XX1J05RrIjZz0c7hK7C9k7dM90gdCxeg3irTbn2fkvZ/5/nTvéevnu
Y2rYP0s1CbXYGnau65vbSbAiMYHLMIHIAGEBMCYWE JEQMA4GA1UEAXMHQ2FybFJITQQIQR]
Rrx4AAVrwR024uxBCzsDAJBgUrDgMCGgUAMAOGCSgGSIb3DQEBAQUABIGALYOCOVMIX7gM
WOtOnb+JmoH1dcSRPAPQ1Xu21£6UocYgs48SE9clgTieVIs8AhnZ1Pyvw59QCZ6£1x40WBK
WztefZMvAk7+cgRNWEB8VTIPrOAROPFXOnKpWdAK+QD1RQL6TkNus5unJ4M6J jmVRPUaG/Q
B9eisWJIM44+v/eDVXcc=

<4.2.bin

k%k%4 3. pinkx

* Example 4.3.bin

>4.3.bin
MIIDAwYJKoZIhvcNAQcCoIIDaDCCA2QCAQExXCTAHBgUrDgMCGJALBgkghkiGO9wOBBwGggg
LgMIIC3DCCApugAwIBAGICAMgWCQYHKOZIzZ JjgEAZASMRAWDGYDVQODEWADYXJISRENTMB4X
DTk5MDgxNzAXMTAOOVOoXDTMSMTIzMTIzNTk10OVowEZERMAS8GAIUEAXMIQWxpY2VEU1Mwgg
G2MIIBKwWYHKo0ZIz jgEATCCAR4CgYEAQY3N7YPQgCp45PsJIKKPkR5PADteoDuxTxaukCE/ /
10FzSH4AM1VNESNH+n6+koYkv4ddkwyDbeP5u/t0zcX2mK5HXQONwyRCIWb3gde+£fz0ny/dQ6
1LVPE/sAcIR01diMPDtbP jVQh11T12EMR4vE+dsISXN/LkURul5AmMWXPN+W9sCFQDiR6Ya
RWa4E8baj7g3IStii/eTzQKBgCY40BSIMgo5+z5t2UtZakx2IzkEAjVc8ssaMMMeUF3dml
nizaoFPV]jAe6I2uG4Hr32KQiWn9HXPSgheSz6Q+G3gnMkhi jt2FOn0OL12jB80 jhbgvMAF8
bUmJEYk2RL34yJVKU1al4v1z7BphNh8Rf8K97dFQ/5hO0wtGBSmASUjYSA4GEAAKBgF z juVv
PlFJYLgXrd4z+p7Kxe3L23EXEOphaJKBEj2TSGZ3V1ExXI9Q1tv5VG/+onyohs+JH09B41b
Y8i7RaWgSuOF1s4GgD/0I134a81SrUxq4Jwle7wi/ZhSAXGKsZfoVi/G7NNTS1jf2YUeyxD
KE8H5BQP1Gp2NOM/K14vTyg+W404GBMH8wWDAYDVROTAQH/BAIwADAOBgNVHQ8BAf8EBAMC
BsAwHwYDVRO jBBgwFoAUCEQ+gi5vh95K03XjPSC8QyuT8R8WHQYDVROOBBYEFL5s0bP jwf
ftQ3CkzhMB4v3jl/7NMB8GA1UJEQQYMBaBFEFsaWN1RENTQGV4YW1wbGUuUY29tMAKGBYqG
SM44BAMDMAAWLQIUVQYKGRICK41xT jONg2glPWdrvOUCFQCEfYVNSVAtcst3a53Yd4hBSWO
NevTF jMGECAQEWGDASMRAWDgYDVQQODEWADYXJsREFNTAgIAYyDAHBgUrDgMCGjAJBgcghk jO
OAQDBC4wWLAIUBVVHKiTVNIN3i7X9cyS1hsgPWmwCFGZpGbxoWNGNsZ1SP90oUiA39yaG4
<4.3.bin
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x**4 4 bin*x*

* Example 4.4.bin

>4.4.bin

MIILDQYJKoZIhvcNAQcCoIIK/ jCCCvoCAQEXCTAHBgUrDgMCGjArBgkghkiGO9w0OBBwGgHg
QcVGhpcyBpcyBzb211THNhbXBsZSBjb250ZW50LgCCB68wggIsMIIBl1aADAgECAhBGNGVH
gABWvBHTbi 7EELOWMAOGCSgGSIb3DQEBBQUAMBIXEDAOBgNVBAMTBONhcmxSUOEwWHhcNOT
kwOTESMDEwWODQ3WhcNMzkxMjMxMJM1OTUSWJATMREWDWYDVQQDEWhBbLG1 jZVJITQTCBnzAN
BgkghkiG9wOBAQEFAAOBJQAWgYkCgYEA4TI1z0Y3Y9fXoh3Y5f06wBbt Tg94Pt6vefecdlKQ
OFLm0S36aGJtTSbopYKEfyX7PqCUQ8wgL6xUJS5GRPEsu9gyz8ZobwfZsGCsvud0CWoT9fcF
BZPfXrolVtlh/x1/yYHm+GzghOBw76xt LHSfLfpVOrmZdwKmSFKMTvNXOFd0OV18CAwWEAAaA
OBgTB/MAWGA1UdJEWEB/wQCMAAWDgYDVROPAQH/BAQDAgbAMB8GA1UdIwWQYMBaAFOngkCes
eCB6mMtNM8kI3TiKunji7MBOGA1UADgQWBBR30rTRt 0OyKigPORZ307DygOuP /UDAfBgNVHR
EEGDAWgRRBDbG1 jZVJITQUBleGEFtcGx1LmNvbTANBgkghki GOwWOBAQUFAAOBgQA+cEeoSMwT
WI/KUXFrTjYYXQR+gLGNTczKo4 /MfVbIvM9usxxZgSCaBYGoTiWtp3AUdS/1x5vRDul j0m
S3xmzZucyFU3/S6JV19Sd0UayI2dHO4SuwvZO3TPdKNnQsXoN4g0259n5L2f+£507+r57mNg
2D9LJQm12Bp2ruub20mwI jCCApswggJaoAMCAQICAQEWCQYHKoZIz jgEAzZASMRAWDgYDVQ
QODEwdDYXJsRFNTMB4XDTk5MDgxNjIyNTAIMFoXDTMOMTIzMTIzNTk10VowE JEQMA4GA1UE
AXMHQ2FybERTUzCCAbcwggErBgceghk JOOAQBMI IBHGKBgQC2SRg+1ikTBKXGUTAHEESF 6ec
tUTasegfvGTLMO1lAkG6wHUschxS8dFwFA1XZz82uRt0+KGSISCfboV1UoW9kbt3faYOrt+
1ggKuhZ7uVABSJOL6yUVUZAV3I9TDhCpUPxwt 80wVP3a3gigqlrWhr4vMAojni3Bfua3hCN
RtKS3W6QIVAN3BL99Tzgs0YHc+AgS/112YuRDVAOGADO5XmOu92rYHanQ3T1V/ne28YQ3r
R1k8VgsrWwyRzgViUmnK4W0+vb/+4be5K2E8rcuuReMGrIwinZxEhwvHz fAc2bVOXXPerw
7TJHVPROU9EeTVac6bp/RIEfqUIWNE jrinlhtNUvUyJEYX+GuKNYBiX4KcDvuuBl18ELEY2VS
mwoDgYUAAOGBAIJMHACcDZgCxwK3cLHW74WxEnNohbUlHbbFiCenYrh7yOrSUsaOOeptxTg
CUybQ1TrlglhkkAfNiDP51wPvO2GgA4/3VcE/fI5YZBpTO0sWGPOlexCBGkCyY18FJ2geoL
Yg2VKuaGunKyplCDC6onzRupTYmal40YOYQ/i8VWTYB600IwQDAPBgNVHRMBAfS8EBTADAQ
H/MA4GA1UJDWEB/wQEAWIBh JAdBgNVHQ4EFgQUCEQ+gi5vh95K03XjPSC8QyuT8R8WCQYH
KoZIzjgEAwWMwWADAtAhRrgqfBOelp54/m+PSvIBjfpERehEwIVAI80aSqLsTwDeZQyTRIfzo
n7RrI7MIIC3DCCApugAwWIBAgICAMgWwCQYHK0ZIZz jgEAZASMRAWDgYDVQQODEWADYXJsRENT
MB4XDTk5MDgxNzAXMTAOOVOoXDTMSMTIzMTIzNTk10VowEZERMASGALUEAXMIQWxpY2VEU1
MwggG2MIIBKwYHK0ZIz JgEATCCAR4ACgGYEAGY3N7YPQCp45PsJIKKPkR5PdDteoDuxTxauk
CE//1OFzSH4M1vNESNH+n6+koYkv4dkwyDbeP5u/t0zcX2mK5HXQONwyRCIWb3gde+£z0ny
/dQ6iLVPE/sAcIR01diMPDtbP jVQh11T12EMR4vE+dsISXN/LkURuUl5AMWXPN+W9sCFQDi
R6YaRWad4E8baj7g3IStii/eTzQKBgCY40BSIMgo5+z5t2UtZakx2IzkEAJVc8ssaMMMeUF
3dmlnizaoFPVijAe6I2uG4Hr32KQiWn9HXPSgheSz6Q+G3gqnMkhi jt2FOn0OL12jB80 jhbgv
MAF 8bUmJEYk2RL34yJVKU1al4v1lz7BphNh8Rf8K97dFQ/5h0wtGBSmASujY5A4GEAAKBGE
zJjuVplFJYLgXrd4z+p7Kxe3L23EXEOphaJKBEj2TSGZ3V1ExXI9Q1tv5VG/+onyohs+JHO9
B41bY¥8i7RaWgSuOF1s4GgD/0I34a81iSrUxg4Jwle7wi/ZhSAXGKsZfoVi/G7NNTS1j£2YU
eyxDKE8H5BQP1Gp2NOM/K14vTyg+W404GBMH8wWDAYDVROTAQH/BAIWADAOBgNVHQB8BALBE
BAMCBsAwWHwYDVRO jBBgwFoAUcCEQ+gi5vh95K03XjPSC8QyuT8R8wHQYDVROOBBYEFL5sob
PIwfftQ3CkzhMB4v3jl/7NMB8GA1UJEQQYMBaBFEFsaWN1RFNTQGV4YW1lwbGUuY29tMAkG
ByqGSM44BAMDMAAWLQIUVQykGRICK41xIJONg2qlPWdrvOUCFQCfYVNSVAtcst3a53Yd4h
BSWONevaGB2zCB2DCBmTAJBgcghk JOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1IMXDTk 5MDgy
NzA3MDAWMFowaTATAGIAyBcNOTkwODIyMDcwMDAWW JATAGIAYRCNOTkwODIyMDcwMDAWW j
ATAgIAOxcNOTkwODIyMDcwMDAWWJATAGIAOhcNOTkwODIyMDcwMDAWWJATAGIAIBCNOTkwW
ODIOMDcwMDAWWjAJBgcghk JOOAQDAY8AMCWCFH51UnYz/ jRzF9H31vmglNht XHO9AhQCel
u31VsYwc+H737aJPMgg5wloTGCALiowggImAgGEBMBgWE JEQMA4GA1UEAXMHQ2FybERTUWIC
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AMgwBwYFKw4DAhqgXTAYBgkghkiGO9wOBCQMxCwYJK0oZ IThvcNAQcBMBWGCSgGSIb3DQEJBT
EPFwOWMzA1IMTQxNTM5MDBaMCMGCSgGSIb3DQEJBDEWBBRAaUWIUNm6bhYCLZ4GKcAilofd
SDAJBgcghk JOOAQDBCAWLATUO6XgStttWOAZOQACTO0SaV3pxZmgCFBoRmMNYfH680gQHevo
vctghgkWkToYIBY jA+BgsghkiG9wOBCRACBDEVMCOMIENvbnR1bnQgSGludHMgRGVzY3Jp
cHRpb24g0OnVmZmVyBgkghkiGO9wOBBwEwWggEeBgkghkiGO9w0OBCQYxggEPMIIBCwIBATAMMB
IxEDAOBgNVBAMTBONhcmxSUOECEEY0a8eAAFa8EdNuLsQQs7AwBwWYFKw4DAhggQzAcBgkg
hkiGO9wOBCQUxDxcNMDMWNTEOMTUZOTAWW jAJBgkghkiGOwOBCQQOXFgQUAL9JT jmYUIWzZt
OKH3ueaar72DMwDQYJKoZIhvcNAQEBBQAEgYBtgiAk7XrupVeH3XUfK1QQZfTOm7EseHS8
1xxgtdulA55J8it/k249iRTJ42v09n12rj5YH5u7vHWwGU4Q9wLxilu025gq7k7QY0OMwryZ
GprdlG+GWp4nGVONROHB810b4LoN29%9aPcvH1F/CgBva04RAaF IWMML10w1lsM8PtZz 9Dvw==
<4.4.bin

k%kk4 .5 binkx

* Example 4.5.bin

>4.5.bin
MIAGCSgGSIb3DQEHAQCAMIACAQExCzAJBgUrDgMCGgUAMIAGCSgGSIb3DQEHAaCAJIAEBRFE
RoaXMEGCBpcyBzb211TIHNhbXBsZSBjb250ZW50LgAAAAAAAKCAMIIB6ZzCCAVSgAWIBAGIQ
RJRrx4AAVrwR024un/JQIDANBgkghkiGO9wOBAQUFADASMRAWDgYDVQQODEWdDYXJsU1NBMB
4XDTk5MDgxODA3MDAWMF OoXDTM5MTIzMTIzNTk10VowE JEQMA4GA1UEAXMHQ2FybFJTQTCB
nzANBgkghkiGIwOBAQEFAAOBIQAWGYkCgYEASEV/GLgkV/R3/252e5NxXLwzGpKSciPYQU
bQzRE6BLOOr4KdvVEeF3rydiwrh jmnvdeNG1Ps5ADV60yiNrHt41DiMgmKP5+2JY+4Tqub
fAWWZdoWoMW+Dg5EW+9e 9Kcpy4 LdrETpgqpOUKQ74GNbIV17ydsTyEWA4uRs8HZfJavECAwW
EAAaNCMEAwWDWYDVROTAQH/BAUWAWER/zAOBgNVHQ8BAf8EBAMCAYYWHQYDVROOBBYEFONg
kCeseCB6mMtNMB8kI3TiKunji7MAOGCSgGSIb3DQEBBQUAAAGBALeelATT7Snk/4mJFS5M2w
zwSA8yYe7EBOWSXS3/D2RZfgrD7Rj941ZAN6cHt fA4EMFQ7e/dP+MLUGGlpJs85p6cVIg2
1dbabDulLUULlnUkBdvg5uTH5+WsSUG6D1FGCbfco+81NrsDdvreZ019v6WuoUQWNdzb7IDs
HaaolTNBgCMIICLDCCAZWgAWIBAGIQRjJRrx4AAVrwR024uxBCzsDANBgkghkiGOwOBAQUF
ADASMRAWDgYDVQQODEwdDYXJsUINBMB4XDTk5MDkxOTAXMDgON1oXDTM5MTIzMTIzNTk10V
OowEzZERMASGAIUEAXMIQWxpY2VSUOEWgZ8wDQYJK0oZIThvcNAQEBBQADgYOAMIGJAOGBAOCT
czmN2PX16Id20X90sAW7U4PeD7er3H3HASKNBSS5tEt+mhibU0m+gWCn81+z6glEPMIC+sV
CeRkTxLLVYMs/GaG8H2bBgrL7uNALlgE /X3BOWT3166NVbZYf8Zf8mB5vhs60dAcO+sbSx0
ny36VTg5mXcCpkhSjET7zVzhXdFdfAgMBAAG jgYEwWE zAMBgNVHRMBA £ 8EA JAAMA4GA1UdADwW
EB/wQEAwWIGWDAfBgNVHSMEGDAWGBTp4JAnrHggepr TTPICNO4irp44uzAdBgNVHQ4EFgQU
d9K00bdMiogjzkWdzuw8oDrj/1AwHWYDVRORBBgWFoEUQWxpY2VSUOFAZXhhbXBsZS5 jb2
0wDQYJKoZIhvcNAQEFBOQADGYEAPNBHQE JME11iPyl1Fxa042GFOEfoCxjU3MyqOPzHIWyLzP
brMcWakgggWBgE41lradwFHUv9ceb0Q7pY9Jkt 8ZmbnMhVN/0uivVdfUnT1GsiNnRzuErsL2
Tt0z3SpO0LF6DeKtNufz+S9n/n+d0/g+e5jatg/SyUdtdgadg7rm9tIsCIAADGByzCByAIB
ATAMMBIxXEDAOBgNVBAMTBONhcmxSUOECEEY0a8eAAFa8EdNULsQQs7AwWCQYFKw4DAhoFAD
ANBgkghkiG9wOBAQEFAASBGC8 jgt LzCV+4DF jrTp2/1ZgB5XXEKT3TONV7ttX+1KGKrOPE
hPXNYE4n1fbPAIZ2dT8r80fUAmMen9ceNFgSls7Xn2TLwJO/nIETVnwfFUyT6zgEdDxcTpy
gVnSvkA5UUC+k5DbrObpyeDOiY51UT1IGhv0AfXorFiTOOPr/3gl1V3HAAAAARAAA
<4.5.bin
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kK4, 6. Dinkxx

* Example 4.6.bin

>4.6.bin
MIIFtwYJKoZIhvcNAQcCoIIFgDCCBaQCAQEXCTAHBgUrDgMCGjArBgkghkiGOw0OBBWGgHgG
QcVGhpcyBpcyBzb211IHNhbXBsZSBjb250ZW50LgCCBIwwggG4MI IBA6ADAGECAGIAQ JAT
Bgcghk JOOAQDMBIXEDAOBgNVBAMTBONhcmxEUIMwHhcNOTkwODE3MDIwODEWWhcNMzkxMj
MxMiM1OTUSWJATMREwWDWYDVQQODEWhEaWFuZURTUzCBkzAJBgcghk JOOAQBA4GFAAKBgQCg
ABd4L0O5+gVMuLmEID6GbUVIa2lmocy8SJbYIy8rvKkR2i1TIJ6rO0FItUP9v1Gl16+Z0AKOES
tPLNOCNPccvyX/I9M7WeeClze+MSTYGMjzST1bt+L1J378 JEVyW34+j2hN3UZz6Ir60/8za
OSmjOeWfQ+1VyddbpoFnzMCgzS7FI60BgTRB/MAWGA1UdEWEB/wQCMAAWDgYDVROPAQH/BA
QODAgbAMB8GA1UdIWQYMBaAFHBEPoIub4feStN14z0gvEMrk/EfMBOGA1UADgQWBBRkMJ1 9
XNxXFC5k6Ui8Wv1hQ3c4rGDAfBgNVHREEGDAWGRREAWFUZURTUOBleGEFtcGx1LmNvbTAJBg
cghk JOOAQDAZAAMCOCFQChGvgXDj5dqIlz0t1UzHkv jLKyS5XwIUKESQRVJSHJIJ1VNRQYkKbI/
0d+1btMwggLcMIICm6ADAGECAGIAYDAIBgcghk JOOAQDMBIXEDAOBGNVBAMTBONhcmxEUL
MwHhcNOTkwODE3MDEXMDQ5WhceNMzkxMJMxMJM10TUSW JATMREwWDwWYDVQQDEwhBbG1 jZURT
UzCCAbYwggErBgcghk JOOAQOBMIIBHgKBgQCBjc3tg+toKnjk+wkgoo+RHk90016g07FPFg4
QIT/+U4XNIfgzW80RIOf6fr6ShiS/h2TDINt4/m7+3TNxfaYrkddA3DJEI1Zvepl75/PSE
L91DgItU8T+wBWhHTV2Iw801s+NVCHXVOXYQxH19/52whJc38uRRG7XkCZZc835b2wIVAO
JHphpFZrgTxt qPuDchK2KL95PNAOGAJ§jQFIkyqin7Pm32S11gTHY JOQQCNVZyyxowwx5Q
Xd2bWeLNggUI9WMB70jadbgeviY¥pCJaf0dcI9KCF5LPpD4beqcySGKO3YU6c4uXaMHz SOFuC
BWAXxtSYKkRITZEVEJI1UpTVrXi+XPsGmE2HXF /wr3t0VD/mHTCOYFKYDm6N jkDgYQAAOGA
X005WnUUlgupet3jP6nsrF7cvbcTETSMFokoESPZNIZndXUTE j1DW2/1Ub/61fKiGz4kfT
OHJjVt jyLtFpaBK44XWzgaAP+gjfhryJKt TGrgnDR7vCLIMFIBcYgx1+hWL8bsO01NKWN/Zh
R7LEMOTwfkFA/UanY04z8gXi9PKD5bi jgYEwfzAMBgNVHRMBAf8EA JAAMA4GA1UdADWER/w
QEAWIGWDAfBgNVHSMEGDAWgBRWRD 6CLm+H3krTdeMO9ILxDK5PxHzAdBgNVHQ4EFgQUvmyh
s+PB9+1DcKTOEwWH1/e0X/sO0wHwWYDVRORBBgWFOEUQWXpY2VEUINAZXhhbXBsZS53b20wCQ
YHK0ZIz jgEAWMWADAtAhRVDKQZHOIriXEiM42DarU9Z2u/RQIVAJOhU1JUClyy3drndh3i
EFJbQ169MYHGMGECAQEWGDASMRAWDgYDVQQODEWADYXJsRENTAgIAYyDAHBgUrDgMCGjAJBg
cghk JOOAQDBCAWLAIUSCTeid4XyFq/sgmGpVNAtBKHMWk 8CFBft1XcC7nUT2BCO9PZcXITi7
/XuBMGECAQEWGDASMRAWDgYDVQQODEwWdDYXJsSRENTAGIAO jAHBgUrDgMCGjAJBgcghk JOOA
QODBC4WLAIUFf+BTYytgE6bNVgEN25jbulbg/oCFAZ+WE4rMYRB7U150D530gqaMdQgh
<4.6.bin

x*x4 7. bin*x*

* Example 4.7.bin

>4.7.bin
MIID1AYJKoZIhvcNAQcCoIIDhTCCA4ECAQMXCTAHBgUrDgMCGjArBgkghkiGOw0OBBWGgHgG
QcVGhpcyBpcyBzb211IHNhbXBsZSBjb250ZW50LgCCAUAWGgLcMI ICM6ADAGECAGIAYDAJ
Bgcghk JOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1IMwHhcNOTkwODE3MDExXMDQ5WhcNMzkxM j
MxMjM10TUSWJATMREWDWYDVQQDEwWhBbG1 jZURTUZCCAbYwggErBgcghk JOOAQBMI IBHGKB
gQCBjc3tg+oKnjk+wkgoo+RHk 9001 6gO07FPFq4QIT/+U4XNIfgzW80RIOf6fr6ShiS/h2T
DINt4/m7+3TNxfaYrkddA3DJEI1Zvepl75/PSfL91DgItU8T+wBwhHTV2Iw801s+NVCHXV
OXYQxHi19/52whJc38uRRG7XkCZZc835b2wIVAOJHPphpFZrgTxtgPuDchK2KL95PNAOGAJ j
JOFIkygjn7Pm3ZS11gTHY JOQOCNVzyyxowwx50Xd2bWeLNggUI9WMB70jadbgeviYpCJdaf0
dc9KCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUC8wWAXxt SYKkRITZEVE JI1UpTVrXi+XPsGm
E2HXF/wr3t0VD/mHTCOYFKYDm6N jkDgYQAAOGAXOO5WnUUlgupet3jP6onsrF7cvbcTETSm
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FokoESPZNIZndXUTEj1DW2/1Ub/61ifKiGz4kfTOHjVt jyLtFpaBK44XWzgaAP+gjfhryJK
tTGrgnDR7vCLIMF IBcYgx1+hWL8bs01NKWN/ZhR7LEMoTwfkFA/UanY04z8gXi9PKD5bi j
gYEwfzAMBgNVHRMBAf8EA jAAMA4GA1UdDWEB/wQEAWIGwWDAfBgNVHSMEGDAWGBRWRD 6CLm
+H3krTdeM9ILxDK5PxHzAdBgNVHQ4EFgQUvmyhs+PB9+1DcKTOEwHi /e0X/sOwHwWYDVROR
BBgwFOEUQWxpY2VEUINAZXhhbXBsZS5jb20wCQYHK0ZIz JgEAWMWADAtAhRVDKQZHOIriX
EiM42DarU9Z2u/RQIVAJOhU1JUClyy3drndh3iEFJbQl 6 IMWAWXgIBA4AUvmyhs+PB9+1D
cKTOEwWH1/e0X/sOwBwYFKw4DAhowCQYHK0ZIz jgEAWQVMCOCFQCJIJw2t 7VVEDEgB18Tf1xF
gXjREFXgwIUCwIDOgrs3nphLIyc9UGZpzwgw7/c=

<4.7.bin

***4 . 8.eml*r*

* Example 4.8.eml

>4 .8.eml
TUINRS1IWZXJzaWOuOiAXLJAKVG86IFVzZZXIyQGVAYW1wbGVzLmNvbQpGecm9tO0iBhbGl jZU
RzcOBleGFtcGxlcy5jb20KU3ViamVjdDogRXhhbXBsZSAOLjgKTWVzc2FnZS1JZDogPDAyY
MDkwN jAwWMjULIMDMwMC4yND1AZXhhbXBsZXMuY29tPgpEYXR10iBGcmksIDA2IFN1cCAyMD
AyIDAWOJI10jIXICOWMzAWIAPDL250ZW50LVR5cGU6IGL1bHRpcGFydC9zaWduZWQ7CiAg
ICBtaWNhbGc9UOhBMTsSKICAGIGIvAWSkYXJI5PSTtLSO0tPVI0ZXh0Qm91bmRyeVI£fX19Gcm
ksXzA2X1N1cF8yMDAyXzAwOjI10§IxIjsKICAgGIHByb3RvVY29sPSJhcHBsaWNhdGlvbi 9w
a2NzNylzaWduYXR1lcmUiCgpUaGlzIGlzIGEgbXVsdGktcGFydCBtZXNzYWA1IGI1uIE1JTU
UgZm9ybWFOLgoKLSOtLSO0tPVI0ZXhOQm9O1bmRyeVI£fX19GcmksXzA2X1IN1cF8yMDAYXzAw
0JI10jIxCgpUaGlzIGlzIHNVvbWUgc2FtcGx1IGNvbnR1bnQuCiOtLSOtLT1fTmV4AdEJvdAW
5kcnlfX19fRnJIpLF8wN19TZXBfMjAwWMI1 8wMDoyNToyMQpDb250ZW50LVR5cGU6IGFwcGxp
Y2F0aW9uL3BrY3M3LXNpZ25hdHVyZTsgbmFtZT1zbW1tZS5wN3MKQ2 9udGVudClUcmFuc?2
Z1lcilFbmNvZGluZzogY¥mFzZTYOCKkNvbnR1bnQtRG1zcG9zaXRpb246IGFO0dGF jaGllbnQ7
IGZpbGVuYW11PXNtaWllLnA3cwoKTULIJRGR3WUpLblpJaHZ jTKFRYONVSULIEYURDQOEyYUU
NBUUV4Q1RBSEJnVXJEZO1DR2pBTEJna3Fo0a2l1 HOXcwQkJ3R2dnZ0xnTULJQwozRENDQXB1
Z0OF3SUJBZ01DQU1ndONRWUhLblpJdempnRUF 6QVNNUKF3RGAZRFZRUURFA2REWVhKc1JGT1
RNQJjRYRFRrNU1lEZ3hOekF4Ck1lUQTBPVmMOYRFRNNU1USXpNVEL16T1RrMUOWb3dFekVSTUE4
ROExVUVBeE1JUVd4cFkyVkVVMU13Z22dHMk1JSUJLd11I1S29aSXpgZ 0UKQVRDQOFSNENNWU
VBZ1lkzTJjdZUHFDcDQlUHNKSUt LUGt SNVBkKRHR1IDOR1eFR4YXVFQOUVL2XxPRnpTSDRNMXZO
RVNOSCtuNitrbllrdgo0ZGt3eURiZVA1dS90MHp jWDJtSzVIWFFOd31SQ0pXY jNxXxZGUrZn
owbnkvZFE2aUXxWUEUvCcOF jSVIWMWRpTVBEAGJQalZRaDExXVGwyCkVNUjR2ZitkcO1lTWE4v
TGtVUNUXNUFtV1IhQTitXOXNDRIFEaVI2WWESV2EORThiYWo3ZzNJU3RpaS91VHpPpRS0JnQl
kOMEJTSk 1xbzUKK301dDJVdFpha3gySXprRUFQVmMM4 c3NhTUINZVVGM2RtMWSpemFvR1BW
akF1NkkydUc0OSHIzMktRaVAduOUhYUFNnaGVTe jZRK0czcQpuTWt oaWpOMkZPbk 9MbDJIGQ ]
gwamhiZ3ZNQUY4Y1VtSkVZazJSTDMOeUpWS1UXYTEOdmx6NOJwaES500F JmOEsS5N2RGUS81
aDB3dEdCCINtQTV1alklQTRHRUFBSOJnRnpgdVZwMUZKWUxxWHIJkNHorcDdLeGUzTDIzRX
hFMHBOYUpPLQkVM1RTR10zViFFeEkK5UTF0djVWRY8KK2 9ueW9ocyt KSDA5QjQOxY1k4aTdS
YVdnU3VPRIFzNEdAnRCOvSTMOYThpU3JVeHEOSncwZTd3aS%9aaFNBWEdLclpmblZpL0c3Tk
5UUwpsamYyWVV1eXhESQU4SDVCUVAXR3AYyTkONLOt sNHZUeWcrVzRVNEACTUg4d0ORBWURW
UjBUQVFILOJBSXdBREFPQmMAOVKhROEJBZ JjhFCkJBTUNCcOF3SHAZRFZSMGpCQmd3RmIBVIW
NFUStnaTV2aDk1SzAzWGpQUOM4UX11VDhSOHAIUV1EV1IIwWTOJCWUVGTDVzb2JQandmZnQK
UTNDa3poTUIOdjNgbC83Tk1COEABMVVKRVFRWUICYUJGRUZzYVAObFJGT1IRRR1YOWVcxd?2
JHVXVZMJj1l0TUFrROJ5cUdTTTQOQKEFNRAPNQUF 3TFFJVVZReWt HUJ1DSzRseE1gT05nMnEx
UFdkcnYwVUNGUUNmMWVZOUL1ZBAGNzdDNhNTNZZDRoQ1INXMES51d1RGak 1HRUNBUUV3CKdEQV
NNUkF3RGAZRFZRUURFd2REWVhKc1JGT1RBZ01BeURBSEJnVXJEZO1DR2pBSkJnY3Foa2pP
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TOFRREJDNHAMQU1VTSO9tR2Y2Z2sKZ3A5WIBYdFJkR21t SmVCLOJ4VUNGROZGSnF3WVJOMV
dZY01lPUWOHaWFvd3FHelZJCgotLSOtLS09X051eHRCb3VuzZHI5X19fX0Z2yaSxfMDZfU2Vw
XzIwMDJfMDAG6MjUGOMJELtLQo=

<4.8.eml

X%%4, 9 eml**x

* Example 4.9.eml

>4.9.eml
TUINRS1IWZXJzaWOuOiAXLJAKVG86IFVzZXIyQGVAYWlwbGVzLmNvbQpGecm9tO0iBhbGl jZU
RzcOBleGFtcGxlcy5jb20KU3ViamVjdDogRXhhbXBsZSAOLjkKTWVzc2FnZS1JZDogPDAy
MTAzMTE2NDUOMDMwWMC4 zMDRAZXhhbXBsZXMuY29tPgpEYXR10iBUaHUsIDMXIE9 jdCAyMD
AyIDE20jQ10JE0ICOWMzAWIAPDb250ZW50LVR5cGU6IGFweGXpY2F0aW9uL3BrY3M3LWlp
PWU7IHNtaWllLXR5cGU9c21nbmVkLWRhdAGE7CiAgICBUYW11PXNtaWllLnA3bQpDb250ZW
50LVRyYW5zZmVyLUVuY29kaW5nOiBiYXNINJQKQ2 9udGVudClEaXNwb3NpdGlvb jogYXRO0
YWNobWVudDsgZmlsZW5hbWU9c21pbWUucDdt CgpNSULEDLVEZSkt vitk 1odmNOQVEF jQ29JSU
RpakNDQTRZQOFRRXhDVEFIQmMdAVckRNnTUNHakFO0QmdrcWhraUc5dzBCQndHZ01BUWVEUXBV
CmFHbHpJR2x6SUhOdmIXVWAjMkZ0Y0d4bE1IHTNnZibl1JsYmS5RAWOJISUMORENDQXR3d2dnS2
JvQUIDQVFJIQOFNREINQWt HOn1xRINNNDQKQkFNAOVgRVENQTRHQTFVRUF4TUhRMkZ5YkKVS
VEV6QWVGdzA1T1RBNE1UY3dNVEV3TkRsYUZ3MHpPVEVSTXpFeUl 6VIVOVGxhTUJINeAPFVE
FQOmdOVk JBTVRDRUZzYVdObFJGT1RNSU1CdGpDQOFTc0dCeXFHUOOONEJBRXdANZ0V1QWOH
QkFJRO56ZTJENmMdxZU9UNONTQ21qgCjVFZVQzUTAYCcUE3clU4V3JoQWhQLzVUaGMwaCtETm
J6UkVqUi9wK3ZwSOdKTCtIWk1INZzIzaitidjdkTTNGOXBpdVIXMER JTWtRaVYKbTk2b1lh2
bjg5Sjh2M1VPb2kxVHhQNOFIQOVkT1hZakR3N1d6NDFVSWRkVIVkaERFZUwzL251Q0Vsem
Z5NUZFYnR1UUpsbHp6Zmx2YgpBaFVBNGt 1bUdrvVml1Q1BHMmM8rNES5RXJZb3YzazgwQ2dZ
QW1PTkEVaVRLcUImcytiZGxMV1dwTWRpTTVCQUKkXWFBMTEAgRERIDEJkC jNadFo0czJIxQ1l
OxWXdAIdW1O0cmhlQjY50WlrSWxwLlIxe jBvSVhrcytrUGhONnB6Sk1lZbzdkaFRwemk1Z2G93
Zk5JINFcOTHpBOMZHMUoKaVJIHSk5rUzkrTW1IWU2xOV3R1ITDVjK3dhWVRZZkVYLON2ZTNSVV
ArWWRNTFJInVXBnT2JvMk9RTO0JoQUFDZ11CYzQ3bGFkUINXQzZsNgozZU0vcWV5c1h0eT10
eE1STktZV21TZ1JJOWswaGlkMWRSTVNQVUS5iYitWUnYvcUo4cUliUG1SOVBRZUSXM1BJAT
BXbGOFcmpoZGJPCkJIvQS82Q04rR3Z2Ja3EXTWF1Q2NOSHU4SXYyWVVnRnhpckdYNkZZdnhl
elRVMHBZMz1tRkhzclF5aFBCK1FVRD1ScWRgVGpQeXB1TDAKOGIQbHVLTOJIJNVEIVTUF3R0
ExVWRFAOVCL3dRQO01BOXdJEZ11EV1IIWUEFRSCIOCQVFEQWAiQU1COEdBMVVkSXdRWUICYUFG
SEJFUG9JdQpiNGZ1U3ROMTR6MGA2RUlyay 9FZk 1CMEdABMVVkRGARVOJCUyti1iS0d6NDhIMz
dVTndwTTRUQWVMOTQ1Z1it 6VEFmMOMAOVKkhSRUVHREFXCmdSUkJiR2xgW1VSVEFUwWQmx1R0Z0
Y0d4bExtTnZiVEFKQOMdjcWhrak OPQVFEQXpBQUI1DMENGR1IVNcCEJrZ1FpdUpju0l6all0ocX
RUMW4KYTc5RkFoVUFuUMk ZUVWXRTFhMTGQydWQySGVJUVVsdERYc jB4AWXpCaEFnRUJINQmMA 3
RWpFUU1BNEdBMVVEFQXhNSFEYRNn1iRVJUVXdJIQwWpBTWA3QndZRkt SNERBaG93Q1FZSEtvik
16amdFQXdRAUIDAONGRDF jULCc2TE1VRnplWGx1M11JINVNLUOJ1ci9zQWhRbUNXN3MvQ1RG
CkhPRWpnQVN1VWpiTXB4NWc2QT09Cg==

<4.9.eml

*k%4 . 10.bin***

* Example 4.10.bin

>4.10.bin
MITH/wYJKoZIhvcNAQcCoIIH8DCCB+wCAQEXCTAHBgUrDgMCGjArBgkghkiGO9w0OBBwGgHg
QcVGhpcyBpcyBzb211IHNhbXBsZSBjb250ZW50LgCCAUAWGgLCMI ICM6ADAGECAGIAYDAJ
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Bgcghk JOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1IMwHhcNOTkwODE3MDExXMDQ5WhcNMzkxM j
MxMjM10TUSWJATMREWDWYDVQQDEwWhBbG1 jZURTUZCCAbYwggErBgcghk JOOAQBMI IBHGKB
gQCBjc3tg+oKnjk+wkgoo+RHk 9001 6gO07FPFq4QIT/+U4XNIfgzW80RIOf6fr6ShiS/h2T
DINt4/m7+3TNxfa¥YrkddA3DJEI1Zvepl75/PSfL91DgItU8T+wBwhHTV2Iw801s+NVCHXV
OXYQxHi1i9/52whJc38uRRG7XkCZZc835b2wIVAOJHPphpFZrgTxtgPuDchK2KL95PNAOGAJ j
JOFIkygjn7Pm3ZS11gTHY JOQOCNVzyyxowwx50Xd2bWeLNggUIOWMB70jadbgeviYpCJdaf0
dc9KCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUC8wWAXxXt SYKkRITZEVE JI1UpTVrXi+XPsGm
E2HXF/wr3t0VD/mHTCOYFKYDm6N jkDgYQAAOGAXOO5WnUUlgupet3jP6onsrF7cvbcTETSm
FokoESPZNIZndXUTEj1DW2/1Ub/61ifKiGz4kfTOHjVt jyLtFpaBK44XWzgaAP+gjfhryJK
tTGrgnDR7vCLIMF IBcYgx1+hWL8bs01NKWN/ZhR7LEMoTwfkFA/UanY04z8gXi9PKD5bi j
gYEwfzAMBgNVHRMBAf8EA jAAMA4GA1UdDWEB/wQEAWIGWDAfBgNVHSMEGDAWGBRWRD 6CLm
+H3krTdeM9ILxDK5PxHzAdBgNVHQ4EFgQUvmyhs+PB9+1DcKTOEwHi /e0X/sOwHwWYDVROR
BBgwFOEUQWxpY2VEUINAZXhhbXBsZS5jb20wCQYHK0ZIz JgEAWMWADAtAhRVDKQZHOIriX
EiM42DarU9Z2u/RQIVAJOhU1JUClyy3drndh3iEFJbQl169MYIEyTCCBMUCAQEWGDASMRAW
DgYDVQQODEwdDYXJsRFNTAgIAyDAHBgUrDgMCGCCBF 8WGAYJK0oZIhvcNAQkDMQOsGCSgGSI
b3DQEHATA jBgkghkiGO9wOBCQQOxXFgQUQGrsCEFJ5um4WAi2eBinATIpaH3UgwOAYDKgszMTEE
L1R0oaXMgaXMg¥YSBOZXNOIEd1bmVyYWwgQVNOIEFOdHIpYnV0ZSwgbnVtYmVyIDEUMD4GCy
gGSIb3DQEJEATEMS8wWLQwWgQ29udGVudCBIaW50cyBEZXNjcmlwdGlvbiBCAWZmZXIGCSgG
SIb3DQEHATBKBgkghkiGOwOBCQ8xPTA7MACGBSOoDBAUGMDAGBioDBAUGTQQMU2 1pbWUgQ2
FwYWJpbGl0aWVzIHBhcmFt ZXR1cnMgYnVmZmVyIDIwbQYLKoZIhveNAQkQAgIxX jFcAgEB
BgcgAWQFBgcIExtUSELTIELTIEEQUFJJVKFDWSBNQVILIFRFULQXMTAVgAGQAWQFBgeGeK
EJjEyFUSEITIEITIEEgQVEVTVCBTRUNVUk1UWS1DQVRFRO9SWS4wbwYLKoZIhvcNAQkQAgox
YDBeBgUgAWQFBgQrQ2 9udGVudCBSZWZ1cmVuY2UgQ2 9udGVudCBJIZGVudGlmaWVyIEJ1 Zm
Z1cgQoQ29udGVudCBSZWZ1lcmVuY2UgU21nbmF0dXJ1IFZhbHV1IIEJ1ZmZ1cjBzBgsghkiG
9wOBCRACCzFkoGIwWWJELMAKGAIUEBhMCVVMXFE JAUBgNVBAOTDVVTIEdvdmVybml 1bnQxET
APBgNVBASTCFZEQSBTaXRIMOQwwCgYDVQQLEWNWREEXE JAQBgNVBAMTCURhaXNSIFJTQQIE
ClVEMzCB/AYLK0oZIhvcNAQkQAgMxgewwgekwgeYEBzU3MzgyOTkYDzES50TkwMzEXxMTAOND
MzWgGByTCBxgRhMF 8xCzAJBgNVBAYTA1VTMRYWEFAYDVQQKEw1VUyBHb3Z1cm5t ZW50MREwW
DwYDVQQLEWhWREEgU210ZTEMMAOGA1UECXMDVkRBMRCWFQYDVQQODEWS5CAWdzIEJ1bm55IE
RTQaRhMF8xCzAJBgNVBAYTA1VTMRYWEFAYDVQQKEw1VUyBHb3Z1cm5t ZW50MREwWDwYDVQQL
EwhWREEgU210ZTEMMAOGA1UECxMDVKRBMRcWEQYDVQQODEWSFbG11ciBGAWRKIERTQTCCAQ
IGCygGSIb3DQEJEATIJMYHYyMIHVMXICAQEGBYoDBAUGBWKkTIJKVRVUIWQUXFT1QgVEhJUyBJ
UyBBIFBSSVZBQ1lkgTUFSSyBURVNUMTwwOOATIKgMEBQYHhnihLhMsRVFVSVZBTEVOVCBUSE
1TIEITIEEgVEVIVCBTRUNVUk1UWS1DQVRFRO9SWS4xeQIBAQYHKgMEBQYHChMtRVEVSVZB
TEVOVCBUSELITIEITIEEgQUOVDTOSEIFBSSVZBQ1lkgTUFSSyBURVNUMTwwOOAIKgMEBQYHhnN
1ihLhMsRVFVSVZBTEVOVCBUSEITIEITIEEgVEVIVCBTRUNVUk1UWS1DQVRFRO9SWS4wCQYH
KoZIzjgEAwWQVMCOCFQC8MzdlxPdwXBAJE6pMhcqg7UpFIWQIUY5aiFIvPVI6wSEF9sZN2ERE
1fHMo=

<4.10.bin

*xx4 11 .bin***

* Example 4.11.bin

>4.11.bin
MIIGiAYJK0ZIhvcNAQcCoIIGeTCCBNUCAQEXADALBgkghkiGO9w0BBwGgggV/MIICmzCCAlL
ggAwWIBAgIBATAJBgcghk JOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1MwHhcNOTkwODE2MI1
MDUWWhcNMzkxMjMxMjM10TUSWJASMRAWDgYDVQQODEWdADYXJsRFNTMIIBt zCCASsGBygGSM
44BAEWggEeAOGBALZJIGD 6KRMEPCcZRMACQSWXp5y 1RNgx 6B+8ZMsw6UCQbrAdSxyHFLx0XA
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UCVdnPza5G3T40ZIhIJ9uhWVShb2Ru3d9pjSu36KCogb6FnuS5UAFTk4vrJRVR11Xcj1IMOEK
1Q/HC3zTBU/dregKoitaGvi8wCiOeLcF+5reEI1G0pLdbpAhUA3CcEV31POCzRgdz4CpL+K
XZ15ENUCgYAM71lebS73atgdgdDdPVX+d7bxhDet GWTxWCytbDJHOpWISacrhbT69v/7ht7
krYTyty65F4was JCKAnESHC8EfN8BzZtU5dc96vDskdWlHITORS5NVpzgn 9GUR+pQhacSOuK
eWG01S9TIkRJH4a401gGIfgpwO+64HXWQsRJZVKbCgOBhQACGYEAMYd0JwNmoLHArdwsdb
VhbESc2iFtTUdt sWIJ6diuHvI6tJISx0456m3FOAJTItCVOUWCWGSQB82IM/ nXA+87YaAD j
/dVwT98j1hkG1PSxYY86V7EIEaQLJiXwUnaB6gtiDZUg50a6crKnUIMLgi fNG61NiZrXjR
g5hD+LxVZNgHgjQjBAMASGA1UJEWER/wQFMAMBA f 8wDgYDVROPAQH/BAQDAGGGMBOGA1Ud
DgQWBBRWRD6CLm+H3krTdeM9ILxDK5PxHzAJBgcghk JOOAQDAZAAMCOCFGuUpP8ES56Wnnj+b
49K8kGN+kRF 6ETAhUA jzRpKouxPAN51DJINEh/0iftGs jswggLcMIICm6ADAGECAGIAYDAJ
Bgcghk JOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1IMwHhcNOTkwODE3MDExXMDQ5WhcNMzkxM j
MxMjM10TUSWJATMREWDWYDVQQDEwWhBbG1 jZURTUZCCAbYwggErBgcghk JOOAQBMI IBHGKB
gQCBjc3tg+oKnjk+wkgoo+RHk 9001 6gO07FPFq4QIT/+U4XNIfgzW80RIOf6fr6ShiS/h2T
DINt4/m7+3TNxfa¥YrkddA3DJEI1Zvepl75/PSfL91DgItU8T+wBwhHTV2Iw801s+NVCHXV
OXYQxHi1i9/52whJc38uRRG7XkCZZc835b2wIVAOJHPphpFZrgTxtgPuDchK2KL95PNAOGAJ j
JOFIkygjn7Pm3ZS11gTHY JOQOCNVzyyxowwx50Xd2bWeLNggUIOWMB70jadbgeviYpCJdaf0
dc9KCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUC8wWAXxXt SYKkRITZEVvE JI1UpTVrXi+XPsGm
E2HXF/wr3t0VD/mHTCOYFKYDm6N jkDgYQAAOGAXOO5WnUUlgupet3jP6onsrF7cvbcTETSm
FokoESPZNIZndXUTEj1DW2/1Ub/61ifKiGz4kfTOH IVt jyLtFpaBK44XWzgaAP+gjfhryJK
tTGrgnDR7vCLIMF IBcYgx1+hWL8bs01NKWN/ZhR7LEMoTwfkFA/UanY04z8gXi9PKD5bi j
gYEwfzAMBgNVHRMBAf8EA jAAMA4GA1UdDWEB/wQEAWIGWDAfBgNVHSMEGDAWGBRWRD 6CLm
+H3krTdeM9ILxDK5PxHzAdBgNVHQ4EFgQUvmyhs+PB9+1DcKTOEwHi /e0X/sO0OwHwWYDVROR
BBgwFOEUQWxpY2VEUINAZXhhbXBsZS5jb20wCQYHK0ZIz JgEAWMWADAtAhRVDKQZHOIriX
EiM42DarU9Z2u/RQIVAJOhU1JUClyy3drndh3iEFJbQ1690YHbMIHYMIGZMAKGByqGSM44
BAMwWE JEQMA4GA1UEAXMHQ2FybERTUxcNOTkwODI3MDcwMDAWW jBpMBMCAgDIFWO50TA4M ]
IwNzAwMDBaMBMCAgDJFwO50TA4M jIwNzAWMDBaMBMCAgDTFw0O50TA4M jIwNzAwMDBaMBMC
AgDSFwO50TA4MjIwNzAWMDBaMBMCAgDUFwWO050TA4M jOQwWNZzAWMDBaMAkGBygGSM44BAMDLw
AWLATUfmVSdjP+NHMX0feW+aDU2G1lcfTOCFAJ6WT7fVWx jBz4 fvitok8ygDnDWhMQA=
<4.11.bin

k%5, 1. bin***

* Example 5.1.bin

>5.1.bin

MITIBHgYJKoZIhvcNAQcDoIIBDzCCAQsCAQAXgCAWgbOCAQAWT JASMRAWDgYDVQQODEwWdDYX
JsUINBAhBGNGVHgABWVBHTb1 7NXXHQMAOGCSgGSIb3DQEBAQUABIGAC3ENSNGIiJi21sGP
cP2iJ97a4e8kbKQz36296Z2210yx6zYC4A4mZ TmX7FBs3IWg+f6KgCLx3M1eCbWx8+MDFbbpX
adCDg08/nUkUNYeNxJtuzubGgzoyEd8Ch4H/dd9gdzTd+taTEgS0ipdSJuNnkVY4/M652 7]
KKHRLFf02hosdR8wQwWYJKoZIThvcNAQcBMBQGCCgGSIb3DQMHBAgt aMXpRWZRNYAgDsiS£8
Z9P43LrY40xUk660cullXeCSFOSOpOJ7FuVyU=

<5.1.bin
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k%k%5. 2 binkx

* Example 5.2.bin

>5.2.bin
MIIBZQYJKoZIhvcNAQcDoIIBVjCCAVICAQIxggEAMIGOAgGEAMCYWE JEQMA4GA1UEAXMHQ2
FybFJTQQIQRJRrx4AAVrwR024uzV1x0DANBgkghkiGO9wOBAQEFAASBgIQOMQo jGi7Z24IP+C
VypBmNFoCDoEp87khtgyf£f2N4SmgD3RxPx+8hbLQOt 913YcMwcap+aiOkygjMalT03VUCOX
BOGV+HYI3HBZm/aFzxog+YOXAWs5x1GerZwTOc9j6AY1K4gXvnztR5SQ8TRjlzytmdV7zg
+TGrnGVNQBNw4 7Ewo J4CAQQWDQQLTWFpbEXxpc3RSQzIWEAYLKOZIThvcNAQkQAwWCCATOEGH
cUr5MSJ/g9HnJVHSQ6X56VewYb+0fo jTBIBgkqhkiGOwOBBWEWGGYIKoZIhveNAWIwWDgIC
AKAECJWEOhkuK1WhgCBeKNXhojuej3org9Lt 7Tn+wiWxOhnky5V50vSpoYRERRyw==
<5.2.bin

X*%5 3, eml**x

* Example 5.3.eml

>5.3.eml
TUINRS1IWZXJzaWOuOiAXLJjAKTWVZzc2FnZS1JZDogPDAWMTAZMTEYMDA1IMjAZzL jJAWMzQ50Q0G
FteWVtaWx5LmlnImNvbT4KRGEF0ZTogVHV1ILCAZMSBPY3QgMjAWMCAXMjowMDO1MiAtMDYw
MCA0Q2VudHIhbCBTAGFUuZGFyZCBUaWl1KQpGcm9tO0iBVc2VyMQOpUbzogVXN1cjIKU3Viam
VijdDogRXhhbXBsZSA1LJMKQ29udGVudC1lUeXB10iBhcHBsaWNhdGlvbi9wa2NzNyltaWll
OwoJbmEtZT1zbW1ltZS5wN207CglzbWltZS10eXB1PWVUdmVsb3B1ZC1lkYXRhCkNvbnRlbn
QtVHIhbnNmZXItRWS jb2Rpbmc6IGIThc2U2NApDb250ZW50LURpc3Bvc210aW9u0iBhdHRAh
Y2ht ZW500yBmaWx1bmEFtZT1zbW1ltZS5wN20KCk1JSUJIZ11KS29aSWh2Y0O5BUWNEbO1JQk
R6QONBUXNDQVEBeGdjQXdnY jBDQVFBAOpgQVNNUkKF3RGAZRFZRUURFA2REWVhKc1VsTkIK
QWhCRO5HAkhnQUJIXdkJIVGIpNOSYWEhRTUEWRONTcUATSWIzZRFFFQKEFRVUFCSUdBQzNFET j
VuR01pSmkybHNHUGNQMmM1KOTdhNGU4awpiS1F6MzZ6ZzZaMmkweXg2el1DNG1aN21YNOZC
czNJV2crZjZLZ0ONMeDNNMWVDY1d4O0CENREZiYnBYYWRDRGAPOCOuUVWEVT111TnhKCnR1len
ViR2d6b31FZDhDaDRIL2RkOWdkel1RkK3RhVEVNUzBpcGRTSNVObmt WWTQvTTY1MmpLSOhS
TEZmMDJob3NkUjh3UXdZSktvWkkKaHZ jTKFRYOJNQIFHQONxRINJY JjNEUUL1IQkFndGFNWH
BSd1lpST11BZ0RzaVNmOFo5UDQzTHIZNE94VWs2NjBjdTFsWGVDUOZPUO OwTwpKNOZ1VnlVv
PQoK

<5.3.eml

x%%6. 0. pin*xx

* Example 6.0.bin

>6.0.bin
MF4GCSgGSIb3DQEHBaBRMESCAQAWBWYFKwADAhowKwYJKoZIhvcecNAQcBoB4EHFRoaXMgaX
Mgc29tZSBzYW1lwbGUgY29udGVudC4EFEBq7AhSebpuFgltngYpwCKWh9o1 T

<6.0.bin
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*%*7 1. bin***

* Example 7.1.bin

>7.1.bin
MFcGCSgGSIb3DQEHBGBKMEgCAQAWQWYJKOZIhvcNAQcBMBQGCCGSIb3DQMHBALIza2v7Y ]
EIToAg+vzt2z8YFx04iRHgGNNYg2/TD2VgV75M7mvXXBPalcOI=

<7.1l.bin

x**7 2 bin***

* Example 7.2.bin

>7.2.bin
MIGVBgkghkiGO9w0BBwaggYcwgYQCAQIwQwYJK0oZIhvcNAQcBMBQGCCGSIb3DQOMHBAGHIY
CFkJ6wfoAg0iCPZ0iKyOHkImhdvncFUibt4wGO9AJFYpzVuvEuUiBz0OhOjA4BgMggzMxMQOv
VGhpcyBpcyBhIHR1c3QgR2VuZXJhbCBBUO4gQXR0OcmlidXRILCBudWliZXIgMS4=
<7.2.bin
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